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H A2 Amazon DCV &1 EEES ?

(® Note
I 5% LABIDCV#E#R8 NICEDCV.

Amazon S DCV ession Manager @ —4A Al R XM RHE ( REMKEAP! ) I— M NARFHEEREDO
(), AIEFEARMMIRGMHRRE (ISVs ) BMWREIRNARRF , XENARFUREIRNE
TOBRESSHEFETLENEETIHDCVAENEGER, DCV

AISENEB T AL EHMEE Session Manager Agent Hl Broker, AX{EFAAFEEBNEZER
APIs , 2% Amazon DCV 4 EEE BT X EEE.

£}
« Session Manager By T#EH =
- Rl

. EMN
« Amazon DCV £iFEHEBEER

Session Manager B T4ER =X

TEFZEE/RT Session Manager A,

Customer Frontend- Session Manager-managed space DCV-managed space
managed space mmmmmm oo I ,
S . DCV Fleet '
Listening 1 :
for APIs ! I
1
1 = . L
API Calls — : :
@ S « Session DCV !
@ . Manager Servers
. . Agents |
Client Broker . :
| . &, |
| 0o

Session Manager By T{E/ = 1
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(A3

REZEENLNFLIEEEIFAPISHY Web RS 85, TEVRHLEXRBEZEFHNEE Amazon DCV
AFENAPIER , ABNIESERALAMARE, REXNELELEEEHN Amazon DCV RS0 FFHY
EN L BEXAMAEEFR , HEAREEB T R,

Agent

RIBLEERT|FHHE A Amazon DCV REEF L., REMNZLABERZKIES , HESEHW
Amazon DCV RS 8B LETES. REXRIAIE Amazon DCV RS EHRA , AEHMALL AKX
RSEFH,

APls

Session Manager 27 7T —#HRESTR AR F4wiEED (APIs) , TR TEE — AL S#HDCVRSE R
FHTS#HDCVRiFE. APISEIIHEALAREHBLRLALNT . FRAGATUHERR. HEEX
LEEEEFIWAPIS,

B im
EPimEETANINENARESRIIF , ATHAM Broker AFMAFEEEEAPIs, HBLAFFER
EPipREERASI B E Amazon DCV REB LIEEMNSE,

18] k8
ERHAPIHER |, BATIRBH RIS, EMFFLATAMALL ASADBRNRSEZHBFNRTAPIs,
EFERMFESE | FEFRAPIKTIREE RN EIL,

P API
EFImAPIZ A Swagger Codegen N EEEERAPIE L YAMLX HEKN . BEFWAPIATAH
APIER,

Amazon DCV 4&i%
BAMIE RN S DCVIRSGS S LB E R W LLEEN T E#DCVaiE, REESIELTFEIR

AB, B FBEEREZ] Amazon DCV BRE588. Amazon DCV XiFiEG| A MER&iF, BAILUUGE
A4 EEHEBEAPISSREE Amazon DCV £FEN A AR, Amazon DCV £iF REATFUTRESZ

« CREATING - Broker IEFE RIS E,
« READY - 2EHERTFEZE P ImER,
« DELETING - EEMIBRAIE,

Session Manager FI T/EH R 2
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« DELETED - EMIBR&1E.
* UNKNOWN - TS HE 2 ERIRZS. Broker M Agent ATBETEBIE .

$S1E
DCVAIEEERIRME AT INEE :

« &t Amazon DCV 2iEEE — REVEXHEZDCVA Amazon RS LT SENER.

- EEZ Amazon DCV £iEMNE WA — RE—MAPIEREIAEZDCVA Amazon REEE LR
ZAAFCIERIBRZ N 2E,

s XEFRZ-EUESENER B EREREN —H Amazon DCV RS ER.

- EEZA Amazon DCV £iFHNR — REFE - MAPIERBEIAE RS ML EHN AP NR.

- RHEEEEE-KE Amazon DCV £2FENEFIRIEEER.

- XBFRMAEM - £ AWS, FivHME T =WRSEE LFEA Session Manager,

B 75l

Session Manager MR ERMBEIhaE, MR EDCVEL SHEC2EH| LiZ1T Amazon , N ATgEEE
A E M AWS BRS , H120 Amazon A EC2 uto Scaling REBEMIZENT B,

EM
ETEC2RAIN AWS BF AL REALTEEE,

A ZE FEE Amazon DCV Plus 5 & Profession DCV al Plus i fJiE, BXIM{AME Amazon
DCV Plus 5 Amazon Profession DCV al Plus ¥ A[iENEER , HS R NAET 7 DCVM U 3K H#
EREFMEHBXNWILSHDCVLHEHLERE. I T ATHEALEFIHA Amazon DCV Session
Manager , REMNIL B #HDCVARA 2021.0 FIAF 2@ HRMTETER,

BXEZEER , H2R (L E#DCVEERAER) M Amazon DCV Server ¥ 7],

Amazon DCV £{FEEEER

Amazon DCV 2B EERRENMREBEGUTER,

HHE 3


https://www.nice-software.com/index.html#buy
https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-license.html
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R Agent
BRIERS « Amazon Linux 2 .
Windows
e CentOS Stream 9
. * Windows Server 2022
+ RHEL7.6 S ¥ SR
* Windows Server 2019
« RHELS8.x
* Windows Server 2016
« RHEL9.x
* Rocky Linux 8.5 SR E & A Linux ARS8
* Rocky Linux 9.x « Amazon Linux 2
* Ubuntu 20.04 « CentOS Stream 9
* Ubuntu 22.04 « RHELS.x
* Ubuntu 24.04 « RHEL9.x
« Rocky Linux 8.5 SE & R4
* Rocky Linux 9.x
e Ubuntu 20.04
e Ubuntu 22.04
e Ubuntu 24.04
« SUSELinux Enterpris SP4 e 12 &
« SUSELinux )Mkx 15
2Ry + 64 1 x86 » 64 {1 x86
+ 64 1 ARM s 64 {VARM ( {XPRIL 5% Linux
2. CentOS 9.x, 8.x/9.x M Rock
RHEL y 8.x/9.x )
» 64 {ZARM ( Ubuntu 22.04 1 24.04 )
g e 8 GB 4 GB
T5#DCV Y5 DCV 2020.2 RE SHRAS 5 DCV 2020.2 R ESHRA
MR 7%

HibER Java 11 B}

ER 4
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M & FEEER

TERZEE T Session Manager MEMIEZER,

Customer-managed space Session Manager-managed space DCV-managed
space

Agents DCV servers

Brokers

1 L] 1
] ] 1
1] 1 1 1
Client > :—{_______ "_.:-: —
1 v 1 s 1 1 v 1
1] 1 1 1
Load balancer E Load balancer

‘E «| MysQL : :
'8 &
External authentication : :

serve

\
\
\/
e kh

=t

External
database

REHLMLZHEERLIMWEN L | (BEXTME Amazon DCV R85 LM Agent B M EiERE, MRE
ERFEAZA Broker AIRETAM , MAMELMNEN ELEMEES Broker , HEA—IHZ
N EREEE P im M Broker Z B LA K Broker fl Agent Z BINFE, 2LHENZEBHER
& , MER A KAmazon DCV RFEEMLSIENE S, Broker ALV EZA MRS HKIBEF M EAN I
FBEL K HEEHSISHLKLGEBERAZER. BXINEE Broker EEFAREBENTIBIEE L |
XEMTREEAXEFEENNKE, EUETUREXEFER, MREERFEMIZINGE , MATREN
ERBR IR EE H B B X L Broker, X3#F DynamoDB, MariaDB #1 My, SQL#& LA Z| Broker & 34
SIHNBEES .

REXTEBEEREBEREIRZSE, HA, REWHTTPsES,

BHEF SRR AREF SRS FRETERIEM. APIsE iRk N iZ 8% 1 R 18/ & 0 R IERS
o

P& MEREER 5


https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html

Amazon DCV &iFE 3

EERES

X E Amazon DCV £iEFE B8R

T—TNETNARKEESE Broker %H%A Agent B9 Session Manager,
DRSOy BEMMEE, BXESZEE , B3R ¥ B Session Manager,

Ei&E Amazon DCV 21 EEE , BRITUTIRE -

S

. % Amazon DCV fR& 88
. %8 Amazon DCV £iEEEHENRE
. %8 Amazon DCV £EEBEHENE
: ¥ Amazon DCV fRS52RE BN EAKIEEN S HRIERS 2
 BIFRE

J

R

.....\éﬁ'
NN N .
N
\\_'_—r

Qe
o
o (W

8145 : % Amazon DCV RS 8

& o] LAE A 21 Broker

BRTIRE—HEFHLSIEEEEM Amazon DCV RS 88, AXxLETLHDCVRIRSEBNESZESR

FSHA (L SHDCVEERER) PHEET SEDCVARS .

£ Linux Amazon DCV k&8 L , SEEESRFRA NN ARHARS A~ dcvsmagent, ERE
Session Manager Agent it , B30I ZAF . BX0R FZRSHAFPX Amazon B EE &1
IR , DCVXHEEFrERKREMAFNITIRE, ER Session Manager RESAFRFEEANR , BN

TTUTRE
A Linux Y5 #DCVARSS 28 7 A itk R 55 A P

-_—

FEHAMEN XA RESRITH /etc/dcv/dcv. conf,

2. {4 administrators SBURME [security] ZB2 HIEE Session Manager A, Hlan :

[security]
administrators=["dcvsmagent"]

3. REFEHXHAXH,
4. fEIEHEF Amazon DCV ARS8,

%1% ;. H#% Amazon DCV R% 88


https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-installing.html
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SEEERAERREFETILE®HDCVERSHFLNAFET S#HADCVE, MRAHERNTF
EHAFQESE  ZERTEIN. Bt , BLXAERESAN BIrHL A7 E Amazon DCV ARS8 L&
BRERNRERF.

® Tip
MBEITEFEAZANREBENRFEREN Amazon DCV BRE RS , RINBUER I —NME
M—A Amazon DCV RS HEMENRE , FERRTUTIR , SIZEEZREENENNLE
BREME (AMI) , RAEEAZHRROREMLT I #DCVRFZER. AMIsEE , B LUER
AWS Systems Manager £ Z 3R] LEEZETH T

5 2% : i1%E Amazon DCV 2 FEHERHE

Broker A& ELE Linux =l L. XXM Linux RITIRNEZEE |, 58 Amazon DCV £iFE
HEER, RBLELEIM T TARIERN Amazon DCV BREBEHNMEN L, ZENTUREEREN
AERE L | BEAIMEEBIEESD Agent HEHBE,

L% H B3 Broker

—

EEIEITEEHPRE Broker WEHL,

XEGRESFEALZEZERITHEGPGER, EATEEEEARIIGRSSE , B4MEA
Amazon DCV GPG %41, BT TaH 5 A Amazon DCV GPG %#4A,

N

« WE# Linux 2 RHEL, CentOS # Rocky Linux

$ sudo rpm --import https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

* Ubuntu
$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY
$ gpg --import NICE-GPG-KEY

3. THZRERHZ

o Y55 Linux 2. RHEL 7.x

S 2 : ®E Broker 7
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el7.noarch.rpm

« RHEL8.x 1 Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el8.noaxch.rpm

« CentOS 9.x, 9.x M Rocky RHEL Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el9.noaxch.rpm

e Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.457-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.457-1_all.ubuntu2404.deb

4. BEBRHEZ,

o Y55 Linux 2. RHEL 7.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.457-1.el7.noaxrch.rpm

« RHEL8.x # Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.457-1.el8.noarch.xrpm

* Ubuntu 20.04

S8 2 : RiE Broker 8
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$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.457-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.457-1_all.ubuntu2404.deb

5. KRERIA Java FEHRAERER 11,

$ java -version

MREFRR , BRI L AR E Broker A TEMIEH Java iR Java £ B F, X2BI T Broker
BB M Hi&E broker-java-home ZHERH. EXEZEE , S Broker Bt & X,

6. /B3) Broker RS , AR ZBRSERRKGIRINAEZE,

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker

7. {9 Broker WEZRIIPREIANEBELZNAFBERD, ET—FHREK Agent i , BEEFAZIE
Fo

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

FIR 3 : i E Amazon DCV &5 EHEMRE

RIBAMLEESIFHFTE Amazon DCV HER%IMJ: Agent AI LA Z %1 Windows # Linux B
SBRE, EXXENRERENESZEELR |, 2 8Amazon DCV £iFEHEEER,

FREM

REMRIEZ G, BT Amazon DCV REELEREEN L.

S 3 RE Agent 9


https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
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Linux host

® Note

Session Manager Agent & AT Z3RF 5 A9 Linux RITARFZRH
AR BAEF T £ 64 {iZ x86 £l LR % Agent, BFE 64 MARMEN L ZERE
BEXx86_648B# N, aarch643tF Ubuntu , BB Namd64, armbs

£ Linux E#l L& % Agent

1. XEQGREGFERAZEZIBHITHRFEGPGE R, EATEZREEARITSREZR , BHUMEA
Amazon DCV GPG %41, BT Tt 5 A Amazon DCV GPG #4A,

« W5# Linux 2 RHEL, CentOS # SUSE Linux Enterprise

$ sudo rpm --import https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

« Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY
2. TEHZERHZ.

« WG Linux 2 #1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.el7.x86_64.rpm

« RHEL8.x 1 Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.e18.x86_64.rpm

« CentOS 9.x, 9.x M Rocky RHEL Linux 9.x

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.e19.x86_64.rpm

S 3 RE Agent 10
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* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2004.deb

Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2204.deb

Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2404.deb

SUSELinux iR 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.slesl12.x86_64.rpm

SUSELinux kR 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.sles15.x86_64.rpm

3. REHHFZ

« WG Linux 2 1 RHEL 7.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.781-1.el17.x86_64.rpm

« RHEL8.x # Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.781-1.e18.x86_64.rpm

« CentOS 9.x, 9.x M Rocky RHEL Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.781-1.e19.x86_64.rpm

S 3 RE Agent 11
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* Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2204.deb

Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2404.deb

SUSELinux iR 12

$ sudo zypper install ./nice-dcv-session-manager-
agent-2024.0.781-1.sles12.x86_64.xrpm

SUSELinux kR 15

$ sudo zypper install ./nice-dcv-session-manager-
agent-2024.0.781-1.sles15.x86_64.rpm

4. ¥ Broker WEHERIUPEIER (BEL—SFSPEFMWEAR ) METE Agent LB /etc/dcv-

session-manager-agent/ BH&H,

5. FRATEANXARESRITH /etc/dcv-session-manager-agent/agent.conf , AEH
TUUTBE,

* X¥Tbroker_host , FHEERFERERNEHKIDNSE R,

/A Important
R RIEE Amazon EC2 324l LiE4T |, broker_host45iE EiZS=FINFAE
lpv4 ik,

« (W% ) XTF broker_port , #EEM T 5 Broker BENIwO., BIABERT , Agent F
Broker @3 8445 i O TEE, RARLFEMATEANKON , THREEFRZRE, W
REWHIEFERZIRE , FWHR Broker BiE N FEAMERMN KO,

S 3 RE Agent 12
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6.
7.

« XF ca_file , BELEL-THEFWIER AN TEER. w0

ca_file = '/etc/dcv-session-manager-agent/broker_cert.pem'

HE , MREZEHATLSEIE , i5tls_strictFHIZEE N false,
RIFH R} 34
ETHA TR ES Agent.

$ sudo systemctl start dcv-session-manager-agent

Windows host

£ Windows E#l L &% Agent

1.

2
3
4.
5

T# Agent ZEEF.

BITRERF. BEXILREL | &E Nexto

EEULARE L  FAMSRF I, MBARE , BER RESKR , RAERE “T—5"
EFBREE , HEE Install,

+F Broker WEZRIUEHER (L EL—SPEFNEIAE ) METE Agent £ C:\Program
Files\NICE\DCVSessionManagerAgent\conf\ X#XH,

R E AN XA REEZITIF C:\Program Files\NICE\DCVSessionManagerAgent
\conf\agent.conf , RERITUATIRE :

« X¥Tbroker_host , BIEEZENREN EHKIDNSHE M,

/A Important
WMERAKREHE Amazon EC2 £ £iz1T , broker_hostNA4MIEEIZ=HIHNFAE
IPv4ith it

« (W% ) XTF broker_port , #EEM T 5 Broker BEMNIwO. BIABERT , Agent
Broker Bid 8445 is A#TERFE. REELEEFATRANKAON , TEEFNZRE, W
RIEWIBEERZIRE |, iR Broker BB N EAMABEM KO,

« WF ca_file , BELEL—THEHWIER 4N TEREE. Sl :

S 3 RE Agent 13


https://d1uj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/nice-dcv-session-manager-agent-x64-Release-2024.0-781.msi
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ca_file = 'C:\Program Files\NICE\DCVSessionManagerAgent\conf\broker_cert.pem'

HE , MREEZEHATLSEIE , iBHtls_strictFHiIZEE N false,

7. RIEFFHRAZM.
8. FLEHAEHED Agent REUEERLER. EHTRRF FETUATH T,

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

SR 4 : F Amazon DCV lRFEEENFERAREEN BHRIERS
25

& Amazon DCV REHREENFARBENRIIZFFIREZESENONATSHRIERSES. BELTF
Amazon DCV [REEEENEELLHEHNBEZ A CA,

Linux Amazon DCV server
A Linux Y &#DCV ARS8 78 A #b AR 55 A P

1. FERAMENXAwmESRITFF /etc/dcv/dev. conf,
2. Y4 ca-file l auth-token-verifier S MNE| [security] o o

« WF ca-file , BELE L—SHEH B EHE Broker BZXH CA MK,

« X¥Fauth-token-verifier , HIRUTHERAURLAKE LS BRIIERE
X : https://broker_ip_or_dns:port/agent/validate-authentication-
token. ¥EEM T Broker-Agent BEMI®O , BRIAN 8445, WMREE Amazon EC2 41 £

BITRE , NAHERFEDNSHALE P i,

540

[security]
ca-file="/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-

authentication-token"

S 4 RETLSHDCVARS 2=
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EERES

3.
4.

RIFH K< A 3o
ZIEHERE Amazon DCV RS 8F. BXEZEE , F5MH (W E#HDCVEERER) FHE

1 53 DCVDCVARSS 28 M5 3 I T # R 55 25

Windows Amazon DCV server

1£ Windows I B#DCVHRSS 88 Lk

1.

$TF Windows St &k 4miEE5 H S El HKEY_USERS/S-1-5-18/Software/GSettings/com/
nicesoftware/dcv/security/5&.

T ca-file ¥,
FNFEHE , BELE L—SHEFZEIEHA Broker BXHE CA R,

(@ Note
MREZSBAEE , WSIB-MINFRHRSBOTREBEN ca-file,

¥TFFauth-token-verifiers 4.

FNFEHE , FRUATHERIURLAZLE LW SRR
iE : https://broker_ip or_dns:port/agent/validate-authentication-
token,

fEXE A T Broker-Agent BEMO , BRIAA 8445, WMRIEIE Amazon EC2 =6l EiaiTRE
N A f5E FAFAEDNSEFARE IP tibiit,

(® Note
WMRZSBAEE , WOIB— I FHNFHBESBOPRHEGE N auth-token-
verifier,

ERWE , HXH Windows Tt R4miERR

Z1EHES Amazon DCV RS588. BEXEZER |, 55 (LZ#HDCVEERAIEFM) FHE
1IEYI 55 DCVDCV iR S5 25 #1 /3 20 I B #h AR 55 85 o

S 4 RETLSHDCVARS 2=


https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-start.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
https://docs.aws.amazon.com/dcv/latest/adminguide/manage-start.html
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SW5: WIERE

ERBAIE, REAEHE Amazon DOV BB L REFEZE  SRERTIRERTEREST,

EB
- KE Agent
« IHUF Broker

¥UE Agent

Z % Broker # Agent Jg , #84R Agent IEfEi=1T 3 B AL E1ZF) Broker,
Linux Agent E#1

EETHHPERTRA

- BRRZ 2022.0 2

M Agent EHLH | BT THS :

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/agent.log | tail
-1 | grep -o success

* 2022.0 Z RIKYRRA
M Agent EHHF , BITU T SHEELFHG. AOMBH,

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.yyyy-mm-dd | tail -1 | grep -o success

540

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.2020-11-19 | tail -1 | grep -o success

WS Agent IETEiz1TH BREBIERE T Broker , iZ@ S RIRE success,

WRZBTEOFRNAE , FRE Agent BEXHURNESFER . XEBEXHUTUTRLE

. /var/log/dcv-session-manager-agent/,

SR WIEREK 16



Amazon DCV &iFE 3 EERER

Windows Agent E£#1

I Agent BEXH | X TF C:\ProgramData\NICE\DCVSessionManagerAgent\log
.,

MRZAEZEXHIZERLUTEMNIT , W Agent IETEIZ1T H B EEBEIEZ] Broker,

2020-11-02 12:38:03,996919 INFO ThreadId(@5) dcvsessionmanageragent::agent:Processing
broker message "{\n \'"sessionsUpdateResponse\" : {\n \"requestId\" :
\"69c24a3f5f6d4f6f83ffbbof7dc6a3f4\",\n \"result\" : {\n \"success\" : true\n

N\n  I\n}"

MBENBEXHXELRLUNIT , BREBEXHUERER.
I$F Broker

Z % Broker # Agent f5 , B {R Broker IETEE1T , 7 B &8 F - M E0im S A ] LUk R Broker,
MRBIiZEER 518 Broker BIITENLAF |, BITUTHS :

$ curl -X GET https://broker_host_ip:port/sessionConnectionData/aSession/a0wner --
insecure

WRIGIEK TN |, Broker SHEREIATAR :

"error": "No authorization header"

I$iF Broker 17
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BtiE Amazon DCV &iFEHEES

NTRETHNZLNHE  KABRBERALNERTNEREBAEE Session Manager, AT 5|&
BRBIRENEE Session Manager FTS RHXBLI]R , SFEEBEAFHRINR, BENBRENA
ENRERE,

F&

- ¥ & Session Manager

o ERARZEN Amazon DCV RS 88

- BEENBERRS SR

- FEii& Broker HFAM

« 5 Amazon DCV E#EMXEK

« 5 Amazon CloudWatch &5,

¥ & Session Manager

RNTXMSTHAEHIESHE , BT LUK Session Manager B & 7 £ H 24 Agent 1 Broker, IR
FEITEFRASMMENRE , RIMNBNEANZENEE —MEMNREEYN , NXEEH0E
Amazon Machines Images (AMI) , REMN B3I ERKREHAMIs,

BRIABER T , Session Manager X EHAZ/ Agent, MEEHTEMTANERE. T3 , WRETE
£ %A Broker , A5 fEF B9 E 219 E Bl iR = F W% F Broker Z [BIRYRE AKX Broker Ml Agent
ZEPRE. ARSESENEENREZSEHZRAENER,

T—WNE T WmAEE Session Manager IAfFZ N EHLE Application Load Balancer —& £,

HRR

« SR SIS E 4

« FR2: ANFIIERERZSSLIES

« S 3 : Bl% Broker Application Load Balancer
- S8 4 . Fzh Broker

- £ 5 8l Agent Application Load Balancer
« HB 6 : F3h Agent

¥R Session Manager 18
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SR 1 Bl SSBIE E S

& TR S5 B B ST A B AN EN 4R F £ A Elastic Load Balancing X FREY B E EHAPIs BXE
ZES , BZRAIAM (U SHEC2HFERM) EC2HHNI @A,

B KB B B S A

1. BIE— AWS Identity and Access Management (IAM) & &3k E X E1£ 34 Bt & 24 7 5 F B9 X
R, SEATEERE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

ARG, INSAT R

{
"Version": "2012-10-17",
"Statement": [

{
"Action": [
"ec2:DescribelInstances"
1,
"Effect": "Allow",
"Resource": "*"
b
{
"Action": [
"elasticloadbalancing:DescribeTargetHealth"
1,
"Effect": "Allow",
"Resource": "*"
}

SR QIEXBIEE 19


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html

Amazon DCV &iFE 3 EERER

]
}

BXEZER , BE5H (AMAFERE) vH8ZEIAVMAER,
BIE— NN KRFIBEH, BXEZER , i5SH AWS CLI i 55 2& Bl create-instance-
profileo

FAMBEFNBRFRBEX4 R, 5XESEL , HSH (AWS CLI &85%) B add-role-
to-instance-pro file,

FHZ LI 8L & UK N E] Broker £4lo BXEZEER |, 1551 Amazon EC2 A FEEHARFIAM
£ & [t i) S2 45,

SR 2 RO &R AR SSLIEH

HIEEAHTTPS ARG E R ITAR A , KAERBIDE R EIFSSLIEFH. ABIGE R LEA LIS
KiILER  ARBERBEFENER , REBHERKIER B R

HEZSSLIEH

1.

SIZEFEIEBM AL (CA) Certif AWS ice Manager FABIE B M AL (ACMPCA), BEXEZE
B , &2 # (Certifice Manager A5 AWS IFBM A VWA ER) RHIEIE CA WERF.
ZE#EiZ CA, BXEZER |, 5319 Certificate Manager #45 AWS iEBME A FIEFEHN L
%18 CAEH,

RiFHZ CALENHATIER. WTFEHAE , EEM *.region.elb.amazonaws.com }EE
BIEEHPUBEAROESNXE. BXEZEER , B3 H Certificate Manager $A5 AWS i
PRV AL EETHNREREILESR,

S8 3 : 812 Broker Application Load Balancer

#1122 — Application Load Balancer LA39# 5 4% & F ik # Broker Z [E]HREo

e ks daak i

1.

$TFF Amazon EC2 ##1& , it Fhttps://console.aws.amazon.com/ec2/o

ESMERTD  ERAEHEER  REEREARGER. N TAHHEERRE | &R

Application Load Balancer,

MNTFLERA : RERRDER |, ITUTERE

HR] 2 NABBERERZSSLILES 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html#roles-creatingrole-user-cli
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html#CA-procedures
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCACertInstall.html#InstallRoot
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCACertInstall.html#InstallRoot
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://console.aws.amazon.com/ec2/

Amazon DCV & & &2 BRI
a. NTFEH, AAARSEHERNERERR,
b. WFERX , EFE@EERMN,
c. XtF Load Balancer ¥ HTTPS , i%&#% , £ Loa d Balancer % 0 i A 8443,
d. XF VPC, &EFRVPCEMKAN A REEEEPNMEFM. VPC
e. EET-—F,
3. WNFFTR2 BERLRE , BRITUTRE:

a. XNFIERERH  EFENPEFIEBACM,
b. XFIEBBEH , EFREUNBBENAEILESR,
c. EET—F,
4, WTFHTH3I . BERSYE , SIE—NFHZLA , IBFEBE— I INEANRSE , ZZ2ARTEN
BREFIHEMREZRES RO 8443 #HTAWME I RE, HTTPS
BHET—5,
5. NTHW4: BERH , BITUATERE

NFBRE  ERWEERE,

NFEH, WABREAN B

c. XNTHERER  EFLH,

d. XFY, EFHTTPS, WFWwO , WA 8443, NFMHIURE , EEHTTP,
e. MWFBETRREEMIL , EFHTTPS , EEEFFHA/health,

I

f. ﬁ?%jt_io
6. WFLRS5 IMEWRF, EET—F,
7. EFR6IE,

B 4 : 330 Broker

EBRMKRAEFEEENERAATEER , AMIMNCESEZ— , AREABFAMIERRE, X
fRPTE Broker #RELE N EAMEN CA MHERMNARIEREE.

/B 3h Broker

1. B HBEEW Broker £Hl. BXZEMBELE Broker WEZEER , BSRE 2 L : iR E
Amazon DCV £ EERNRE,

S 4 . |53 Broker 1
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@ Note
B F B AEA Application Load Balancer , Bt , TEZE A Broker WBEZXRIEH,

2. E#F Broker , FHERANNXAEEIRITIT /etc/dcv-session-manager-broker/
session-manager-broker.properties , AEWMITUATERE :
a. HETEMEHST (#) LUEBHE broker-to-broker-discovery-addresses ¥,

b. XF broker-to-broker-discovery-aws-region , #ABIEEFBIZE Application
Load Balancer #[X 1,

c. XtFbroker-to-broker-discovery-aws-alb-target-group-arn, A5 ARN
Broker A #5#2r<BxAY B FRA M

d. ®REHXHAXH,
3. {=1k Broker 4,

4. AMINEBZIEHR Broker Rl e, EXEZEER , ESHE (L EE Linux AMI SEFIEC2F F 8
) BN SEHI6IZ Linux.

5. FABIAMIEREZLHE,
6. FNESIEMNEHIE B X9 BELFTE Broker £,

7. DB—1"Z£4d , LAY Broker El Broker E’JM%%EJ«)\& Broker Bl A B I9E 2SI MK R ELL
a4 ZIFTE Broker £fl, BXxMEZImANEZEL |, FS 1 Broker B S5,

8. YFrE Broker ZfEM A Broker MEZKITE ][/ B R, BXEZER , 52 (Application Load
Balancer AF{E®M) FHEEHN B FrdEM B #5.

HIR 5 : 82 Agent Application Load Balancer
#12 — 4 Application Load Balancer LA9# Agent #1 Brokero
k=gl

1. §TF Amazon EC2 ##l#& , it Hhttps://console.aws.amazon.com/ec2/o

ESMERT , GRAROER KRR ENH9ER. X TRASHEEHRNRE | ©E

Application Load Balancer,

2. WFLR1: BERFITER T TRE

S 5 : 8l Agent Application Load Balancer 22


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html
https://console.aws.amazon.com/ec2/

Amazon DCV & & &2 B A5
a. NTEN, MARRSEHERNERERR,
b. NTERX , EREEEKRN,
c. XtF Load Balancer ¥ HTTPS , i%#% , £ Loa d Balancer i 0 i A 8445,
d. XF VPC, &ERVPCEEAN A AREFEAPHRAEFM, VPC
e. BET—F,
3. NFHFR2 BEXLRE , BRITUTERME

a. XFIERERE , EFENPEFRIEHACM,
b. XFIEREN , EFREURNBRENLF LS,
c. BET—F,
4., WNTFHTRI . BEERELYE , SIE— I FHNZLE , IFLERATRENREH AL B RE
HTTPSUAR im0 8445 NI BEZ A,
EET—F,
5. NTLRW4: BERE , BTHITUTERE

a. NTEIRA , EEFEBRE,

b. XTHEM , MABHRANE .

c. XTERE, &HEXH,

d. XF, E&FEHTTPS, WTUwH |, A 8445, XN TIHNARA , EEHTTP1,

e. XNTEBITRAREMIL , EFE HTTPS , EEREF A /health,

f. B’ET-—%
6. XTHI 5 EMBIR , EZFFTHE Broker SEHIFERHFMEIE3EM, &FE T -5 7,
7. EEGIE.

SR 6 . B30 Agent

EMKRAEFNEEENERAATEER , AMIMNRESEZ -, RAEEABFIAMIERRE, X
RFA Agent #BECE 1 £ MBI B BHEREE.

Bz Agent

1. % Amazon DCV BRE £, BXEZER , BESHE £ 14 : % Amazon DCV RE 5,

S 6 : B3 Agent 23
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2.

MBESE 2 . NAFIIEREZSSLIEBFLRIEN CA AEBHANEIR, ERILNE—NMEMAH
FERATLUSRENRY B Fo CA B Z 4 34 b 400 A] 4T A iR B

ZRHOE Agente BRLEFEE Agent WEZEE , BSHRF K 3 : i8E Amazon DCV £1F
EEENE,

/A Important
TE15 2 Agent BL B SR :

+ *broker_hostZ¥H , M ARERZHGE[AY DNS
* XTF ca_file 8, AR L —FTHEIEN CA RBBHAXHHBRE

¥ Amazon DCV BRE5SREENEAREEN FHRIERS R, BRESEE FSR TR K
Amazon DCV RS 2RECEN EANREEN H BRIFRS .

/A Important
& Amazon DCV BRS5 2R & X446

* XTF ca-file ¥ , WA L—FSHEAN CA RERAXVERERE

« XFauth-token-verifierZ¥ , BFEAREAFITIEHEZIDNSH
broker_ip or_dns

=1k Agent £,

AMINEEIEHRESFISIE, BXESZEER , 5SH (LE# Linux AMI SRHIEC2FE F1EE) &
Y3833 L4581 2 Linux.

ERABEHIAMERREHFEQEN SR E XD BELFrERE,

PE—NZEE , LLAFE Agent B EIEE B[N RELAMEIFTE Agent 3=6l, BXxME IR
AWNEZEER |, B5SH Agent Bl & X 4Fo

FEHARZE{N Amazon DCV RS 88

BAI LU B E XrE D Bl 4A Session Manager KB |, BUEBHRBIM 2R ENURE 2 XBH Amazon
DCV BR$5 88, BIEHEY Amazon DCV £iFR , BAILURIE D ELA R R EMIRZREN —4H Amazon
DCV ARE 88, AXMMATBRIEREIRZER Amazon DCV REBNESER | ESHLAEEERTRE
f&® CreateSessionRequests Y,

1£ Amazon DCV fR&588 EEARE 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html
https://docs.aws.amazon.com/dcv/latest/sm-dev/CreateSessions.html
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FRERRSEMNENAR , AUEANENEARMIRFEEENNEAFEEN. BUEERBEE
VBB B BFRIC Agento Bl | BATLAE ram=4GB #Ri2EH 4 GB AEFEHN EHMFTE Agent, =
# , B LUBRERIEFRIC Agent, flE0 |, BATLAEA purpose=production frid4E=EH LEITH
FT & Agent,

7 Agent B ELFRZE

1.

BYEAEANXAREES QBRI XHEHNEEE—MEREET , Hln
agent_tags.toml, X#XEBNUMA.toml , H EXHARNBLTUTOMLI HHENIEE,

HZXHH | £ key=value B FENMHIRZRMEX RINE —NFHITH. Bl

tagl="abc"
tag2="xyz"

$TFF Agent BLE X4 ( Linux A /etc/dcv-session-manager-agent/
agent.conf , Windows 73 C:\Program Files\NICE\DCVSessionManagerAgent\conf
\agent.conf ). XF tags_folder , IEEFRZEXHFIE B FZHBEE,

MREFEESMENN | EXENHHELNAEREHERT Agente XENHRIZFRIN
FiREH, MRSAMAX4HELEEFARENRE , NZERKFER X4 FHEES,

RIFH KA,
FIEHEFH B3 Agento

 Windows

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

* Linux

$ sudo systemctl stop dcv-session-manager-agent

$ sudo systemctl start dcv-session-manager-agent

1€ Amazon DCV fR5588 EERAIRE 25
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B E MR IR X AR S5 S

BRRS R R ATXNF P i AR 1T & 4 1K U MR AT RS 88 SDKs.

RABRT , 2EEEREARBENRNRS R , AEFIRER OAuth 2.0 IR FHSDKs , ARE
ERBRFET. WREF Broker EA RIS 2R , WEFHITHANEE,

BALABLE Session Manager B Amazon Cognito fE A AAZBIRINARS 28 , M T =24 Broker fEH R
BR%588. B> Amazon Cognito WEZER , 51 (Amazon Cognito F ZARIEFE) o

¥ Amazon Cognito fER RIIRSS 25

1. BIE—$# Amazon Cognito AP, BXAFMMEZER , 526 (Amazon Cognito 7 &K
AR ¥R FH Amazon Cognito B ZHEE,

£ Fcreate-user-poolin & , FIEEM B M EEH P AIZ Ay X1,

EiZRflF , BRIV E RN dcv-session-manager-client-app #1E us-east-1 FlE
Zoth,

$ aws cognito-idp create-user-pool --pool-name dcv-session-manager-client-app --
region us-east-1

s

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "15hhd8jij74hf32f24uEXAMPLE",
"LastModifiedDate": 1602510048.054,
"CreationDate": 1602510048.054,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

12T userPoolld , BEELHT—FHHRFERZ ID.

2. RNEHAPMEIR—/NFNE, FMcreate-user-pool-domainti s , HIEELEL—S el
BuserPoolIdH APty iE & A& #o

B ESNED RIS 2R 26



https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html#feature-overview
https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/create-user-pool.html
https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/create-user-pool-domain.html
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FiZRpls | 38R mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE , HA4E us-
east-1 AR IZE,

$ aws cognito-idp create-user-pool-domain --domain mydomain-544fa30f-
cOe5-4a02-8d2a-a3761EXAMPLE --user-pool-id us-east-1_@QLEXAMPLE --region us-east-1

il

"DomainDescription": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"AWSAccountId": "123456789012",
"Domain": "mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE",
"S3Bucket": "aws-cognito-prod-pdx-assets",
"CloudFrontDistribution": "dpp@gtexample.cloudfront.net",
"Version": "20201012133715",
"Status": "ACTIVE",
"CustomDomainConfig": {3}

AP ERM TR : https://domain_name.auth.region.amazoncognito.coms
FiZRGls |, PSR https://mydomain-544fa30f-c0e5-4a02-8d2a-
a3761EXAMPLE.auth.us-east-1.amazoncognito.com,

3. BIBAFPMEFIK. #FAcreate-user-pool-clientii s HIgE L2 userPool Id# A F ity & #5,
EFmNBEMUAREEEPOEBZHNXE, i, B BHE --generate-secret ETEIEER
ERNCIENAFBE P iRE N

KiZRflF , BEFIHBHN dcv-session-manager-client-app , ®A14E us-east-1 X
eI IZE iR,

$ aws cognito-idp create-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-name dcv-session-manager-client-app --generate-secret --region us-east-1

s

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
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EERES

"ClientName": "dcv-session-manager-client-app",

"ClientId": "219273hp6k2ut5cugg9EXAMPLE",

"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlqkillEXAMPLE",
"LastModifiedDate": 1602510291.498,

"CreationDate": 1602510291.498,

"RefreshTokenValidity": 30,

"AllowedOAuthFlowsUserPoolClient": false

(® Note

12’ ClientId # ClientSecret, H¥FXEBRNERBERGE SN , MREE@ AR
Hix S8, API

NAFBLIERE OAuth2 .0 BIFRRSER. RFERSHFEATHRZIRFHNARNESR. L
BE 5 0RUEAY RS EER,

i fcreate-resource-serverfin S H I8 ERA F MM, BIRRS SN HE —FRAFMBEIR, STEUAKA
BHRFEMHXE, userPoolld

EiZRflF , BN decv-session-manager ERFRIZFFMEFR , HFF sm_scope ERTER
FRRER

$ aws cognito-idp create-resource-server --user-pool-id us-east-1_QLEXAMPLE
--identifier dcv-session-manager --name dcv-session-manager --scopes
ScopeName=sm_scope,ScopeDescription=sm_scope --region us-east-1

%

"ResourceServer": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"Identifier": "dcv-session-manager",
"Name": "dcv-session-manager",
"Scopes": [
{
"ScopeName": "sm_scope",
"ScopeDescription": "sm_scope"
]
}

B ESNED RIS 2R
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}

5. EHMAFMBEFIW,

A update-user-pool-client i . EEMAFMA userPoolld, AFMEF RN

ClientId AR Xig, WF --allowed-o-auth-flows , ¥ client_credentials
DEREFIHNFERAEFR ID NIEFHZAEENTRLET SPREUE RS E,

TF --allowed-o-auth-scopes , EERRRFF|INRFNEE RS , TR

R : resource_server_identifier/scope_name., B¥ERR--allowed-o-auth-flows-
user-pool-client RAFEFIKES Cognito A 3R B FEFOAuthiH L,

$ aws cognito-idp update-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-id 219273hp6k2ut5cugg9EXAMPLE --allowed-o-auth-flows client_credentials --
allowed-o-auth-scopes dcv-session-manager/sm_scope --allowed-o-auth-flows-user-
pool-client --region us-east-1

ol

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602512103.099,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlows": [
"client_credentials"
1,
"AllowedOAuthScopes": [
"dcv-session-manager/sm_scope"
1,
"AllowedOAuthFlowsUserPoolClient": true

B ESNED RIS 2R 29


https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/update-user-pool-client.html

Amazon DCV &iFE 3 EERER

6.

® Note

APWNEEAZRHFREHESHEARTEARIE. EHRAHP , BEEKRS
2FURLM A https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_QLEXAMPLE/ .well-known/jwks. json.

AHEE

$ curl -H "Authorization: Basic ‘echo -
n 219273hp6k2ut5cugg9EXAMPLE : 1vp5e8nec7cbf4m9me55mbmht91u61hlh0a78rqlqkillEXAMPLE
| base64™" -H "Content-Type: application/x-www-form-urlencoded" -X
POST "https://mydomain-544fa30f-c@e5-4a02-8d2a-a3761EXAMPLE .auth.us-
east-1.amazoncognito.com/oauth2/token?grant_type=client_credentials&scope=dcv-
session-manager/sm_scope"

ik

{
"access_token":"eyJraWQi0iJGQOVaRFpJUUptT3NSaW41MmtqaDdEbTZYbORNSTQ5b2VUTOCcXxUUI1Q2VIPSIsImF

Zkfi@HIDsd6audjTXKzH1ZGScr6R0dZtId5dThkpEZiSx@YwiiWe9crAlqoazlDcCsUJHIXDtgKW64pSj3-
uQQGgllv_tyVjhrA4JbDOk67WS2VONW-
uZ7t4zwwalUm0i3KzpBMi54fpVgPaewiV1Um_aS4LUFcWT6hVIjiZF7om7984qb2g0al4iZxpXPBITZX_gtGOEtvnSIL
"expires_in":3600,

"token_type":"Bearer"

}

£ F register-auth-server i T EM A RAAR S35 LA Broker £,

$ sudo -u root dcv-session-manager-broker register-auth-server --url https://
cognito-idp.us-east-1.amazonaws.com/us-east-1_@QLEXAMPLE/.well-known/jwks. json

FRARBIEATEARS SR ERGRTE, HRIGASHEN , FREMGURLERBNE R ID, &

=

mZEA RS ER. BXBERFRATENESZEER , 1555 Amazon DCV Session Manager FF X 18

7 P AY B IR ER 7 7] & B 4R HAPIE R,
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Bt i& Broker A&

Session Manager Broker X5/ EBBIEESE KT —#2, Session Manager AIAEATBEIBEEFFA

FERBSBENZA , WELGEAXLEHRENZH, EXL , Broker ES HAEEH L, ME—F

FNEEEFSISHALTER  NWREZEXREIE. TEAZMEER , SR LURIMFIM R Broker
Ro 4k, BUUELERHERTE , MAFEFNERBHREXRE XM Amazon DCV Server &b F
T RKARSHER,

AU TRENERRENFARE :

- AT RESEUEFFRELEZNZHR
- EREERNSERE
« T 5#DCVRS 2IRES

5 #DCVAIEEEEE X DynamoDB, MariaDB #l “TRIEBIEE", SQLEAMILE M EBHIX LHE
FE2—FeeERZYEE. MRENRIBITEVIEE T Amazon LEC2 , HA1ZEMEA DynamoDB 17
ABBEE , BN ETFTEETMEHMDRE.,

® Note

HETHNBBIEEN , BURE=EHNTZH. EEEFHX DynamoDB ENMEE , S
FEERERNEN

BLi& Broker BATE DynamoDB L# X (R BHUE
BLiE Broker SAFF#87E DynamoDB L 1Zfi EEIE

1. FEAERNXAEBIITF /etc/dcv-session-manager-broker/session-manager-
broker.properties H# T T 4REE :

« Set enable-persistence = true
* Set persistence-db = dynamodb

« XF dynamodb-region , IEELEFEFH I E Broker HIEMN KM &aws; XiF, BXxZEFN
Xig %)%k , &2 % DynamoDB service endpoints,

« Edynamodb-table-rculEEBNRIFNEMAELUIE (RCU), BXEZFELERCU,
%2 % DynamoDB MERE,

Bit & Broker FA % 31
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« ALk, dynamodb-table-wcuiBEEBNMNRIFNEARELUE (WCU), BEXEZEER
WCU , 55 DynamoDB il EA £,

- AT dynamodb-table-name-prefixig E R M E|EA DynamoDB &M BIR ( A TX 2 FEAR—K
FHRZNMMEER ). AATEAFERFER. BR. BEINELMTIL.

2. 1ZILEBEDMFTAE Broker, Xt F&/ Broker , BT THH :

sudo systemctl stop dcv-session-manager-broker

3. WREHETWFTE Broker BE1E , RFEEHF B ZIFTE Broker, BTUA TR LB 3E/ Broker :

sudo systemctl start dcv-session-manager-broker

REEHNLMEFEA DynamoDB APIs IR, L E#EC23LHl L , FALSHEC2TEHIERS B
BIRRIER, MREZEETANEL , BUUFEASIENEIEIRRERZ— (fli0 Java REEMED
NETE ) REXEFI. BXEZEEL , 25 Supplying and Retrieving &aws; Credentials.

R EH E N £ MariaDB/my LREFFE SQL

® Note

/etc/dcv-session-manager-broker/session-manager-broker.properties X
SEBRHE. MABRT , EEAGRIRRSNBAF, , HIREUH EAX R0 8 A -
iZ1T Broker WA, BIMBERT , X2 dcvsmbroker A, Broker EEFREEXHRE
BB THAR PR,

R E RN FF 8% Mari SQL aDB/my ERFFMEAIHEE

1. FAEANXAREEESITIF /etc/dcv-session-manager-broker/session-manager-
broker.properties H#H T T 4EE :
+ Set enable-persistence = true
+ Set persistence-db = mysql

» Set jdbc-connection-url =
jdbc:mysql://<db_endpoint>:<db_port>/<db_name>?
createDatabaseIfNotExist=true
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FEZEER , <db_endpoint> BHIBEFLEHT K , <db_port> 2 FEFiw O , <db_name> 2K
EEER.

« XF jdbc-user , EEERIFEBTEENHF A,
« X¥F jdbc-password , EEENIARKFEENAFHNEB,
2. FLEEBPWATE Brokero XT84 Broker , BT TaH :

sudo systemctl stop dcv-session-manager-broker

3. WREHETWFTE Broker BE1E , RFEEHF B ZIFTE Broker, XIF&/ Broker , BT T &% :

sudo systemctl start dcv-session-manager-broker

5 Amazon DCV EZEM R ERK

Amazon Con DCV nection Gateway R — PN AILZEN KRGS , EEAFEBER £ — 15 R KIAELAN
I 5#DCV RS 28 VPC,

MREBNEM R EDIEAEY Amazon DCV EEM X5 RIF Amazon DCV RS ER , M A AFSEE
IBES AL iE W EERK Amazon DCV EEM X, Eﬁ?ﬂﬁ'l'—%ﬂlﬂﬁi;ﬂ’]‘ﬂ% , Broker 72 Connection
Gateway NaiEfEeE. RIEE , REBEFLF - MANHTTPIR R, EEMIORFAPIEAK R
=, KN Amazon DCV E#KH H’cIEﬁFFE’JEHLFﬁﬁE’ME,N

F&

- FAEEEHFNEIREN Amazon Con DCV nection Gateway B & & i 25

- AE-BATLSEF ik 5 0 KIIE

« Amazon S DCV ession Manag DCV er I & #h fR%5-25-DNS B 515 2&

FAFEERNEIRE N Amazon Con DCV nection Gateway Y& 1% 4T85

Session Manager Broker i

1. FRAERANXAREEEITF /etc/dcv-session-manager-broker/session-manager-
broker.properties FNAMUTEX :

+ Set enable-gateway = true
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. i%iEgateway-to-broker-connector-https-port AZHTCPIwO ( ERIAJ 8447 )

. i%iEgateway-to-broker-connector-bind-host A XESIEM Amazon Connection
Gateway DCV EEHEHLH IP st ( BRiA% 0.0.0.0)

2. ARE , BITUTHRUELEHEHZ 3 Broker :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

3. # 3 Broker WAXRIEBEIA , FAFHREELNAS B RF,

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

ET—$ %% Amazon DCV EEM X , BFEEE,

Amazon DCV & 12/ <Ml
- 1FIRHR Amazon DCV EEM X XEP W E T H TR,

T Amazon Con DCV nection Gateway 2HTTPAPIEARE , Hitt , MRREFEABL BRI
B, NEEBFRIEIEHE ST Amazon Con DCV nection Gateway £#l (#EL—5FRE) , R
J&#& Amazon Con DCV nection Gateway Bt [resolver] o HikiEca-fileZH,

AE-FRTLSE s & (IR IE

EER E—% 5 , Session Manager 1 Connection Gateway AJ A BE 2 £ BEHTERE , Ho
Connection Gateway AJ LAJiF Session Manager Broker By 513, MREEBERAFEERNEREE
VREBEZHRIPEZENAN GG , IFEERRT —THNSREATLSEF RS B RIEINEE,

(® Note

MRAFEERNTABEERZE , WELFEATLSEZL LW ATHEES (HNNAEF
MEITEER (ALBs) MR AEIE SR () ) BATLSEF WS ORI, GLBsREEXFEZABTLS
KIETHEEM MEITE RS | Bl EATITEET () NLBs, MREFEHALBsHGLBs , N AT L&
FIRERENRESATHRRARGESE  MNMBRESNZERF ; BXRLLENESER
BRI : BHNRE4EHE VPC
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Session Manager Broker U

1. ERNLEEEZRNAEMN Amazon Con DCV nection Gateway 2 [BINBEEATLSEF xS HR
i, ERATA TSR

2. BRESTERFFENZANLES  fSHNEHESIFEERER 4RI AT 12 TrustStore
NHHEE,

sudo /usr/share/dcv-session-manager-broker/bin/gen-gateway-certificates.sh

3. ¥ Amazon Con DCV nection Gateway BFAfAFI B LR IE BN EI AR ELNAFRBEZF, BT —
$H | HYRTE Amazon DCV E#EMKXARZATLSEFmE KRR |, (REEEE,

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_key.pem $HOME

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_cert.pem $HOME

4. AREFERREIENXAERESRS open /etc/dcv-session-manager-broker/session-manager-
broker.properties F R ITEL T R1E -

« J¥ enable-tls-client-auth-gateway % &N true

.+ i&Bgateway-to-broker-connector-trust-store-file W £ —FH6IEM
TrustStore X HFRYEER

. i%iEgateway-to-broker-connector-trust-store-passi t—EFH 8|2 TrustStore X
Bt 58 A Y 22 65

5. RFE , BITUTHRUEILEHEHIZ 3 Broker :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

Amazon DCV &M <
- IR Amazon DCV 32 M5 U Fh 9 2 95 3 TR 1R

« HiRE [resolver] B0 HH cert-file ZWAY , EALE L — SR EHIAIEPS XHAITE
B
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« EiRE [resolver] O FH cert-key-file St , FREE L —ShEHNBHHAHEN
TERR

Amazon S DCV ession Manag DCV er I 5 R 55 88-DNS B 515 &

Amazon Con DCV nection Gateway EE W 5 #DCVIRSFS ESHIDNS A FiF 8EIEZZIDCVIR S 883= 610
AT RBWNAE L —NBEBDCVA RS BREHKXEKDNSHE ¥ Z B BRFT I JSONI -,

XA
BB T FRINJSONT RFIRAM :

L

{

“ServerIdType”: "Ip",
“ServerId”: "192.168.0.1",
“DnsNames” :

{

“InternalDnsName”: "internal"
}
},

He .

ServerIdType:
FRRIZEFTIEN id KE ; HF7 ] A& NipAddress agentServerld, FHinstanceld :
Ip:

EATILSHEC2HA M BN ; REEE R A LUE A ifconfig (Linux) 2 ipconfig (Windows)
RIRERE, 52t LUE DescribeServers APINE R A% ),

Id:

EAT Amazon EC2 A Bt Ze4) ; UUIDEBXENA IP it Eokat , S EESRNEE
LB —NHM ., L{E S AJ1E DescribeServers APINE R 3 F,

Amazon DCV f$585-DNS g1 5% 36
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Host.Aws.Ec2Instanceld:

CLGERA T Amazon EC2 =41 , ATHE—FRiRTEMN ; XPIEBEF 2L ETL, TLLEN
BX X http://169.254.169.254/ |latest/meta-data/instance-id T EH LR F, HES A LUE
DescribeServers AP Rz R # 2,

ServerId:

BEXREM ID, ATH—REMEHRNE S Amazon DCV %5,

DnsNames:

BE5 Amazon DCV RFHJ|/AXIKAIDNSEMHXR , KNRFHEE -

InternalDnsNames:

Amazon DCV E#Z Mk A TiEZEHIAIDNSE #o.

#f#F A Ses CLI s register-server-dns-mapping ion Manager Broker @55 M XX #F ISR ET ( &p
BT S#& register-server-dns-mapping ) , #describe-server-dns-mappings¥|H LI NFHES
EEERREHRHME (5SS E describe-server-dns-mappings ) o

Persistence

FA15BZIE WA S A Session Manager Broker B3 A METhaE | LABFIE 2 Broker SRENERH X £
BERfBRETE R, BXBABERAMNESZESR , HSREE Broker F A,

5 Amazon CloudWatch £ 5%

X F 7 Amazon EC2 3:5| LiZ4THY Broker AR £ 2 #h E#| L1Z4THY Broker , Session Manager X #
5 Amazon CloudWatch &£/ E —i2,

Amazon CloudWatch AISERTIE R ML B =B (AWS) BIRUAKREE AWS LETHNARER. &
AJLAfEA CloudWatch INERERERIENR , XEERBEUHENEXERINARFNETE, BXES
f§8 , 5 ® Amazon CloudWatch A F{§/.

A LABL B Session Manager Broker SAF LA T $8#R 8038 K 1% 2| Amazon CloudWatch :

« Number of DCV servers - Broker E¥EH) DCV [RSBHE,
« Number of ready DCV servers - Broker B4 T READY IRASHI DCV FRFEEHE.
« Number of DCV sessions - Broker B DCV €FHE,

5 Amazon CloudWatch £/ 37
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« Number of DCV console sessions - Broker B DCV ##| & 2 FWE,

« Number of DCV virtual sessions - Broker B DCV Bl &FHE,

« Heap memory used - Broker fEFMH#RNEZE,

« 0ff-heap memory used - Broker ERHHNARNEE,

« Describe sessions request time - SER DescribeSessions API &R P& Y Y [E]
« Delete sessions request time - 5EfX DeleteSessions APl &R E VBT A,

- Create sessions request time - X CreateSessions API &R E YA A,

- Get session connection data request time - R GetSessionConnectionData API &K
P& HY B[,

« Update session permissions sequest time - X UpdateSessionPermissions APl &K
FHIETE,

Bt & Broker LAFHEFREIE & 1X F Amazon CloudWatch

1. ERERANXEREERSRTF /etc/dcv-session-manager-broker/session-manager-
broker.properties , REHMITUTRE :

« }f enable-cloud-watch-metrics i&E&R true
« XF cloud-watch-region , EEEEHPREERKEN X,

(® Note
MR IZH Broker £ Amazon EC2 3£l Liz1T , MZS MR AHEMN ., XigMNEHT
BIERS (IMDS ) HEHZIKR RN, MEEEARM TN EiZ1T Broker , NiZSHERNLE
#o
2. {EIEHEFFHZ 3 Broker,

$ sudo systemctl stop dcv-session-manager-broker

$ sudo systemctl start dcv-session-manager-broker

Broker EHEMMEBFFA cloudwatch:PutMetricData APl IR, AILAEAZIFNEIER R
FiEZ—KE AWS Fif, BXEZEER , i Supplying and Retrieving AWS Credentials.
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H 4% Amazon DCV &iF&EHES

BE& Amazon DCV REMAMBEMERMNIEK VTR RLXFEER[/RIETE , up-to-datef BAE
B BRI KIIFER, Agent M Broker EF SEEEFNHITHER ., XTHR T HLR Amazon S
DCV ession Manager HIi3# , @FHRLEMLETF RENE.

AR EBNE T WAHL Session Manager.

(® Note

BB RUEBETEFH R Session Manager Broker Z BIH R FiE Session Manager Agent , LA
FE S| AFISMER HIM A RB BRI,

FHT
« #4%% Amazon DCV &iFE K E
o H4% Amazon DCV &i&FEEeERIE

H4% Amazon DCV &iEF B IE

Amazon S DCV ession Manager RENZLLABEZWES , HESENWLE#HDCVRSEE LIET
XS, ERAGITEFN -2 , FEXN Agent HITARLUBEEHIRENMER, AWIESETR
Session Manager Agent B9 A 433 18,

Linux host

® Note

LT BAE A T 1E 64 1L x86 £ 4l L& % Agente EFE 64 VARMEN L ZHERE |
F Amazon Linux Ml CentosRHEL , i&x86_64&#tA , X F Ubuntuaarch6s , FE#R
Ho amd64 armb4

BE# Linux £ LK Agent

1. BT TR EL Agent.

FH4 Amazon DCV £iEEEREZNE 39
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$ sudo systemctl stop dcv-session-manager-agent
2. THEREHRHS.

o 5% Linux 2 M RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.el7.x86_64.rpm

« RHEL8.x  Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.el18.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujé6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2404.deb

« SUSELinux M iR 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.slesl12.x86_64.rpm

« SUSELinux =Mkx 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.sles15.x86_64.rpm

3. ZHE B,

FR Amazon DCV & iE EEENE 40
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EERES

« WG Linux 2 1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2024.0.781-1.el7.x86_64.rpm

« RHEL8.x # Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2024.0.781-1.e18.x86_64.rpm

e Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2004.deb

+ Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2404.deb

« SUSELinux &M ix 12

$ sudo zypper install nice-dcv-session-manager-
agent-2024.0.781-1.sles12.x86_64.rpm

« SUSELinux 1)MkR 15

$ sudo zypper install nice-dcv-session-manager-
agent-2024.0.781-1.sles15.x86_64.rpm

4, BITUT@HLES Agent,

$ sudo systemctl start dcv-session-manager-agent

FH4 Amazon DCV £iEEEREZNE
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EERES

Windows host

E# Windows E 41 LAY Agent

1.

o o kw0 N

1k Agent RS, AR TRRFTEITUTE R,
C:\> sc start DcvSessionManagerAgentService

T & Agent ZEREF,
BITRZERERF. BEXORE L | %12 Nexto

HEULAR® L , FARRTAHY , IREFE , TR RESEZR , ARER “T—-F7%

EFBRE , HER Install,
EHE3 Agent fiS%. EGRTRTIFIETUTH S,

C:\> sc stop DcvSessionManagerAgentService

A% Amazon DCV &iFE SR

Amazon S DCV ession Manager £ AFAPIERZZ A HMERRE, ©I1LEES Amazon DCV AR
SN EN L. ERGIITEFN 82 , FEX Broker #ITHRUH R FWIREMER, KI5

=]
&4

TR Session Manager Broker A 43 72,

H 4% Broker

1.
2.

EEIEITEEER ALK Broker BIEM,
=1 Broker BB

sudo systemctl stop dcv-session-manager-broker

THERERHZ,

o 5% Linux 2 M RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-

dcv-session-manager-broker-2024.0.457-1.el7.noarch.xrpm

« RHEL8.x  Rocky Linux 8.x

FH4 Amazon DCV £iEEEREZNE

42


https://d1uj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/nice-dcv-session-manager-agent-x64-Release-2024.0-781.msi

Amazon DCV &iFE 3 EERER

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el18.noarch.rpm

* Ubuntu 20.04

$ wget https://dlujé6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1_all.ubuntu2004.deb

e Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1_all.ubuntu240@4.deb

4. BERBHEZ

W 5% Linux 2 f RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2024.0.457-1.el7.noarch.xrpm

RHEL8.x  Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2024.0.457-1.el18.noarch.rpm

Ubuntu 20.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.457-1_all.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04

FR Amazon DCV & iE EEENE 43
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$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.457-1_all.ubuntu2404.deb

5. /@3l Broker BR% , ABRZBRFERAXFIBIIN BT E 3.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker

F4% Amazon DCV £iEEEENRE 44



Amazon DCV &iFE 3

248 ACLIZ#E

Amazon DCV 2 EEEHFRER— M HTRE (CL) ITE , ATRHEN S FEERNER RS, &

SEVBEETARTEERE2E, AP, BARVNEEERAM T ENTECLIGN TR, EERALUE

FMITHEEBRES. BRABHMLILE Amazon DCV E/ZHERY HEE,

MREBFERANBEHRIFRZ /LR OAuth 2.0 FEIGH , HEALATHS :

* register-auth-server

» list-auth-servers

* unregister-auth-server

MREFEAXEEERNIEAEN OAuth 2.0 FHRRIERSER , BEEAUTH T

register-api-client

describe-api-clients

unregister-api-client

renew-auth-server-api-key

AILAMEALL T o S B Session Manager Agent,

* generate-software-statement

» describe-software-statements

* deactivate-software-statement

» describe-agent-clients

* unregister-agent-client

FEAUL TS EEDCVIRS E8SDNS A FRIR G 344,

* register-server-dns-mappings

» describe-server-dns-mappings

45
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register-auth-server

EAMAE B BRI RS 2545 Broker — 2 # M,

RIANBRT , 2REEREAREBENFHRIERSETRAER OAuth 2.0 TFIR S, NERFF Broker 1
RNERRIERSE , NWEESHTHANEE,

i3, REIRIFEHIE S DRIERS S (520 Active Directory 5, Amazon Cognito ) , #&ATRfE
Rzt EMAB S HBRIERSER.

£33
g2}
. I

=y

sudo -u root dcv-session-manager-broker register-auth-server --url server_url.well-
known/jwks.json

pviRUl

--url
EFEANATINERS 250, URLAZHMI I . well-known/jwks . jsonE & B RIERSEFURL,
KE: FH&H

4l
AR RBIER R EMNI S B RIERS B https://my-auth-server.com/, URL

DD
AP T

sudo -u root dcv-session-manager-broker register-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

register-auth-server 46
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EERES

i

Jwk url registered.

list-auth-servers

5| H EEM A S ER & 0 I IE AR ST 2R
F&

- BE

- W

\E\\
ln‘ﬁE
sudo -u root dcv-session-manager-broker list-auth-servers

f

Urls

EEMURLSHYSNER & 2 I UE AR S5 25 Y

)
BT RGBT SR A RS &
&

Ap

sudo -u root dcv-session-manager-broker list-auth-servers

i

Urls: [ "https://my-auth-server.com/.well-known/jwks.json" ]

list-auth-servers
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unregister-auth-server

BUEEM A B R IRIERS 2. BUNIMAREORIIRSEEE , ZBRSEHNFLEBRAT AR OAuth
2.0 BRI T,

£
«
it

« R

A

sudo -u root dcv-session-manager-broker unregister-auth-server --url server url.well-
known/jwks.json

pri |
-=-url

EEUHEMURLAAZBINIERS 25 AMEHN . well-known/jwks . jsonZl BRI RS EF
URL,

KH PR

f

Url

AREMURLAY S EBIAIEARSS 2R AT

]

AR RBIER R EMAR S HBRIERSEFhttps: //my-auth-server.com/, URL

unregister-auth-server 48
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DD
AR T3

sudo -u root dcv-session-manager-broker unregister-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

fi

Jwk urlhttps://my-auth-server.com/.well-known/jwks.json unregistered

register-api-client

EEEM Session Manager B i , HAEKEF A IWEILE , B/ 5 A A X EEIUERKE R OAuth
2.0 HRITHE “EthMm?ﬁM%mo

/A Important
BREXETIEFEERENME . WETEREXLEFIE,

NEHRERE OAuth 2.0 B RIERS e , FEALH S,

N

g
< ik
< AT
- W

=

B
sudo -u root dcv-session-manager-broker register-api-client --client-name client_name
A
priBU
==-Nname

FF#Ri2 Session Manager & F ix B — & #ro
RE . 7R

register-api-client

49
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PE 2

i
client-id

L2EEEFE /A InATHRER OAuth 2.0 Th B TR — & Fis 1D,

client-password

SEEEREFF A TR OAuth 2.0 15RI T AV EB,

R
AR RBEMR—NEHR my-sm-client BB ik,
DA

AR T3

sudo -u root dcv-session-manager-broker register-api-client --client-name my-sm-client

fi

client-id: 21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE
client-password: NjVmZDRIN2ItNjNmYS@QOM2QxLWF1ZmMtZmNmMDNkMEXAMPLE

describe-api-clients

%Il i 27 Broker HEMAY Session Manager & F i

=

x
. B
i i
]

[

BA

sudo -u root dcv-session-manager-broker describe-api-clients

Lok
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i

name

Session Manager & F° i fY . — & #Fo
id

Session Manager & F iy — ID,

active

{67~ Session Manager &P inHVRTS. MREFimL TEFRES , WERN true ; BN , ER

false,

Pl
LU RBI% 5 A EY Session Manager & F i o
we

ap

sudo -u root dcv-session-manager-broker describe-api-clients

LTk
Api clients
[ {
"name" : "client-abc",
"id" : "f855b54b-40d4-4769-b792-b727bEXAMPLE",
"active" : false
Yot
"name" : "client-xyz",
"id" : "21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE",
"active" : true
}]

unregister-api-client

EFEMKY Session Manager i, EEANSEEEST R m L EBFEAEESERKEER OAuth
2.0 7B T,

Wi =
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£
g
- I

BE
sudo -u root dcv-session-manager-broker unregister-api-client --client-id client_id
pvi AU
--client -id
E{= M Session Manager EFHHNEF % 1D,

KH . FHFH

]

LR RBIERAZEFE ID A £855b54b-40d4-4769-b792-b727bEXAMPLE #9 Session Manager &
P,
DA

T

Ap

sudo -u root dcv-session-manager-broker unregister-api-client --client-id
f855b54b-40d4-4769-b792-b727bEXAMPLE

i

Client f855b54b-40d4-4769-b792-b727bEXAMPLE unregistered.

renew-auth-server-api-key

FITREAREBLEALTEBER S EMN OAuth 2.0 HASIEI BTG, MREEITH
MRRETF % B RASFOFD | F X RIRHAPIERFFLEN.

B 52
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£l
< B

« T

BIA

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

T~
T RAIET A B BANMEEE.
Ck

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

i

Keys renewed.

generate-software-statement
SRR,

Agent 2J1E Broker XM gE# 1TIBIE. Agent EEEBUHF A BE1E Broker HiEft. KEUK
FRHFEE , SRR OAuth2.0 IAFE P EMDILE RKLLEEMBES, £ Broker A
fa , Agent U EI A F1E Broker P #THHBRIENE i ID MEF w4,

T EHIXRREAT , Broker M Agent W Z| HE AR NG FH, SRIUREFERABRIARGFR , A%k
BERFNREFR, MRERFORGFR | BLTFHEFRBRA Agent EREFISXHESH | REN
XHBEERME agent.conf XHH agent.software_statement_path ¥, EERIZIRIE
&, FLEHEHESS Agent , LAEE AT LAGE AFTH 4 BATE Broker HEM

£3 4]

- R
o]
. Tl

B 53
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BiE

sudo -u root dcv-session-manager-broker generate-software-statement

H

software-statement

REFH,

I
AT RBIE R —PRAEEE,

OA
Ap T

sudo -u root dcv-session-manager-broker generate-software-statement

fi

software-statement:
ewogICIpZCIg0iAiYjcINTVhN2QtNWIOMCO@OTIhLWIjOTUENmMUZOWNhYZzkxMDcxIiwKICAiYWN@aXZ1IiA6IHRydWUsCi

describe-software-statements

BB R,
£ 5

< B

Wit

74

—

B

sudo -u root dcv-session-manager-broker describe-software-statements
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f

software-statement

RGEFH,

issued-at

& AR AR B AR A

is-active

RUFANYIPRS. ORBHEFBHLTEIRES , WH true , BENF false,

T~

T ROIER—MREFFER,

DD
Ap T3

sudo -u root dcv-session-manager-broker describe-software-statements

i

Software Statements

[{

"software-statement" :

"ewogICIpZCIgOiAiYmEEXAMPLEYtNzUwNy@QYmFhLT1iZWItYTALIMmIjZTE3ND]jIiwKICAiaXNzdWVkQXQiIDogMTUSN
"issued-at" : "2020.08.05 15:38:32 +0000",
"is-active" : "true"

I

"software-statement" :

"EXAMPLEpZCIgOiAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUzOWNhYZzkxMDcxIiwKICAiaXNzdWEXAMPLEDogMTUSN
"issued-at" : "2020.08.07 10:24:41 +0000",
"is-active" : "true"

3]

deactivate-software-statement
EFRRMGFR, EEREREHFIEE , N EBERZEHEM Agent,

£}
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- 1BE
o JRIN
« R4

B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement software_statement

iU

--software-statement
BERANREFR,
KA . FHFEH

=l
ST RBUER — N RHEEER,
B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement
EXAMPLEpZCIg0iAiYjc1NTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTUSN]

ok,

Software statement
EXAMPLEpZCIg0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUZzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTUSN]
deactivated

describe-agent-clients

#HIRTE Broker HIEMEY Agento

B 56
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EERES

£
* B
- Tf

\i\
BE
sudo -u root dcv-session-manager-broker describe-agent-clients

fl

REE o
id

Agent HyE— 1D,

active

Agent IRZS. IR Agent & F5EIIRTS ; WA true , BNR false,

AN
AT RBIEIRT Agent,
we

ap

sudo -u root dcv-session-manager-broker describe-agent-clients

i
Session manager agent clients
[ {
"name" : "test",
"id" : "6bc05632-70cb-4410-9e54-eaf9bEXAMPLE",
"active" : true
[ PE
"name" : "test",

B
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"id" : "27131cc2-4c71-4157-a4ca-bde38EXAMPLE",
"active" : true

Yo &

"name" : "test",

"id" : "308dd275-2b66-443f-95af-33f63EXAMPLE",
"active" : false

Yo &

"name" : "test",

"id" : "ce412d1lb-d75c-4510-al1lb-9d9a3EXAMPLE",
"active" : true

1]

unregister-agent-client
M Broker R EUEEM Agent.

ES]

- \E
« IR
- 1Pl

BE

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id client_id
iR
--client-id

ERUHEME Agent B9 1D,
RH . FHH

&
#
H

]

BT RBIBUEEM — 4 Agent.

unregister-agent-client 58
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DD
AR T3

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id
3b0d7b1d-78c7-4e79-b2el-b976dEXAMPLE

%

agent client 3b@d7bld-78c7-4e79-b2el-b976dEXAMPLE unregistered

register-server-dns-mappings
SEMDCVERS -3k B JSON A HIDNS & FRB ST .
BE

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-
path file_path

pri]
--file-path

‘B EDCVARS 23-DNS & PRAR ST Y LRI BR R

KA ZHH

AN
LAUR RBIEMDCVARSS 85-3K B file /tmp/mappings .json BIDNSE #RERET,
me

Ap

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-path /tmp/
mappings.json

fi

register-server-dns-mappings 59
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EERES

Successfully loaded 2 server id - dns name mappings from file /tmp/mappings.json

describe-server-dns-mappings
HIR X4 51 7 A M9DCV AR S5 85-DNS & PRl &Y
BE
sudo -u root dcv-session-manager-broker describe-server-dns-mappings

fi

sexrverIdType

fRS52R ID RYREL,

serverIld
HE%%EEI‘JHE_ IDo
dnsNames
A ERF7AEE DNS B #R
internalDnsNames
K&F DNS & #r
externalDnsNames
5\ E8 DNS & i

T~
SR RAIBIH T ESEMIDCVERS 8-DNS EHHSY.
&%

Ap

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

ok

describe-server-dns-mappings

60



Amazon DCV &iFE 3

EERES

[
{
"serverIdType" : "Id",
"serverId" : "192.168.0.1",
"dnsNames" : {
"internalDnsName" : "internall",
"externalDnsName" : "externall"
}
.
{
"serverIdType" : "Host.Aws.Ec2InstanceId",
"serverId" : "i-0648aee3@bc78bdff",
"dnsNames" : {
"internalDnsName" : "internal2",
"externalDnsName" : "external2"
}
}
]

|
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BREXHFZSE

RS EZEH DR T Session Manager B A EIET, EEZIEX Agent  Broker XMW ER, =it
BEEHITFEXATHE, EZWEUARNBARETHINEMARE, TUANTEHDCVEEEESH
TEEN , UHZILS#HDCVRSMIREER,

£
- Broker Bii& X ¥
- Agent Bt & X #

Broker B¢ & 3 44

Broker BEiE X1 ( /etc/dcv-session-manager-broker/session-manager-
broker.properties ) @& — %S , IUEEXLESHELBE X Session Manager Ihag. &AL
FRERAN N A EESREERE XY,

(® Note

/etc/dcv-session-manager-broker/session-manager-broker.properties X
TEBRBHE. MABRT , EEAGRIRRFINBAFS , HIREUH EAXRE SR RA -
1217 Broker WA F ., BIABRT , X2 dcvsmbroker fiF, Broker EBFINKENHER
S5 BR,.

T3 T Broker BL& X H4H IS H,

8L  Required ZRIAE iR

p o

broker- & }§7E Broker fFE A/ Java
ja TERWBE  TRER
va- SEINE FHRE, MR
home 2R & , Broker FHES

RHEMA <broker-java-
home>/bin/java o

Broker & {4 62
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EERES

S8E Required

i

sessior &
S

creenst
max-

widt

h

sessior &
s

creenst
max-

heig

ht

sessior &
S
creenst

format

AIAE

160

100

pPNg

DU

27~ : Broker EEFH
Java Runtime Environment
11 ; MRRDZIHIE |, 7K
Ih% % Broker B , B H
FERARBmBHITRE, R
R 11 KRIRE 7N EKIA Java
R, AMERANTSS
EEFHE*:

$ sudo alternatives
--display java

EECARBN2ERES
ENRARE (UGENE
i ) GetSessionScreensh
otsAPI,

EECABRBN2ERES
EHNEASE (UGRIE
i ) GetSessionScreensh
otsAPI,

FRHBNSETREEE
# B B3 K GetSessio

nScreenshotsAPI,

Broker B i& 3U 4
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EERES

S8E Required BRIAE
p

create- & 1000
se

ssions-

qu

eue-

max-s

ize

7|

Create- 1800
se

ssions-

qu

eue-

max-t

ime-

secon

ds

sessior Yes /tmp
m

anager-

wo

rking-

path

enable- Yes true
au

thoriz:

on-

server

DU

AT ABERAY R KR 52

X CreateSessionsAPIiE R
B, EFIEHR |, B4
AR TRIE R,

KT K CreateSes
sionsAPIiE R AT LATERA 51|
FENRKRE (AW RE
i), MNRFTEEEERE
NERIER , BRFEK,

$8%E Broker Iz 1TFTERY
XHEEATNE ZER, R
B2 Broker 15 181% B .

EERERARATHRER
54 B OAuth 2.0 7 (8] 5 i
K B 58U PR SS 22APIs,

Broker B i& 3U 4
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EERES

S8E Required
p

enable- Yes
au

thoriz:

on

enable- Yes
ag

ent-

autho
rizatic

delete- &
se

ssion-
dur
ation-
hou

IS

conneci &
S

ession-
to

ken-
durat
ion-
minut

es

AIAE

true

true

60

DU

RAREAESHER. 1
REAEFHER  WE

P BRE & R AP
REBEASR. APIIRE
RARSRER , WESH
APISTT AR 5 18
R T RHER,

BHRREA Agent Fi, 0
REH Agent &4 , Agent
£ 5 Broker BE R 412

iR S,

EE£ 3 ZKatEE

, EHIBRASEER

Ao BDescribeS
ession APIFFIFEHIRE
OV

}8E ConnectSession © k&

REFH R 7

Broker B i& 3U 4
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S¥E Required BRiAE R
0

client- Yes 8443 EERBEITEFimEEN
to- HTTPSI®% O,

broker-

C

onnect«

https-

port

client- & 0.0.0.0 18X Broker & FImiEE
to- BENENH IP Ht,
broker-

C

onnectc

bind-

host

client- Yes EBEATFTLSE FimiE M
to- REAE,

broker-

C

onnectc

key-

store

file

Broker & {4 66



Amazon DCV & EHE S EERER

S¥AB  Required ZRINE P
p

I+

client- Yes EEZAFEED.
to-

broker-

C

onnectc

key-

store

pass

agent- Yes 8445 EERBKITREEEN
to- HTTPSi% O,

broker-

co

nnecto:

h

ttps-

port

agent- & 0.0.0.0 5 7E Broker 71 Agent iE$#%
to- SENENN IP Hit,
broker-

co

nnecto:

b

ind-

host

Broker & {4 67
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EERES

WA
%$

agent-
to-
broker-
co
nnectosi
key-
store-
file

agent-
to-
broker-
co
nnecto:
key-
store-
pass

broker-
to-
broker-
port

broker-
to-
broker-
b

ind-
host

Required

Yes

Yes

Yes

7|

AIAE

47100

0.0.0.0

DU

EERTTLSHREEZNR
HEE,

BEERHFREED,

¥§E AT broker-to-broker
EEN®RO,

BERELIE broker-to-
brokeriE#ZM E LAY IP b
Hko

Broker B i& 3U 4
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EERES

S8E Required
p

broker- Yes
to-

broker-

d

iscoves
port

broker- &
to-
broker-

d

iscoves
addres:

AIAE

47500

DU

}§E Broker BT &XMX A
P ue

portBlip_address :
BNIEENSI P H A E
W IP MmO, R
BHZ Broker , BEEAIE
SoRXEE, IREE
broker-to-broker-d
iscovery-multicast
-group . broker-to-
broker-discovery-
multicast-

port., broker-to-
broker-discovery-
AWS-region B
broker-to-broker-d
iscovery-AWS-alb-t

arget-group-arn , M

ERZSH.

Broker B i& 3U 4
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EERES

S8E Required

i

broker- &

to-
broker-
d
iscoves
multic:

group

broker- &

to-
broker-
d
iscovel
multic:

port

DU

8 E E broker-to-roker&
NMNZEH, WREE
broker-to-broker-d
iscovery-addresses

. broker-to-
broker-discovery-
aws-region =
broker-to-broker-d
iscovery-AWS-alb-t
arget-group-arn , M

BHIZS T

FEEE broker-to-broker&
N SBHRO. MRIEE
broker-to-broker-d
iscovery-addresses

. broker-to-
broker-discovery-
AWS-region B
broker-to-broker-d
iscovery-AWS-alb-t
arget-group-arn , M

BHIZS T

Broker B i& 3U 4
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EERES

S8E Required
p

broker- &
to-
broker-

d

iscoves
AWS -
regio

n

broker- &
to-
broker-
d
iscoves
AWS -
alb-t
arget-
gro
up-
arn

AIAE

DU

EEATREIRELR

DR R AR FF B S ER
By AWS X1, WRIEE
broker-to-broker-d
iscovery-multicast
-group . broker-to-
broker-discovery-

multicast-port =
broker-to-broker-d
iscovery-addresses

, MEBZSH

E broker-to-broker &I
ARNHY R AR A E S E

SREMREARAFN, MREE

broker-to-broker-d
iscovery-multicast
-group ., broker-to-
broker-discovery-

multicast-port =
broker-to-broker-d
iscovery-addresses

, MEBIZS B

Broker B i& 3U 4

71



Amazon DCV & EHE S

EERES

WA
%$

broker-
to-
broker-
d
istribt
d-
memory-
max-
size-
mb

broker-
to-
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Z 3 TE Amazon EC2 3E4
£, MNP RZXIE
IMDS,
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DU
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AWS [XiF,
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).

}§ETE Amazon DCV g%
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persisi & RE*E enable-pe EERATHEARBHE
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