adws

FFiER
Amazon Detective

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Detective AriEE

Amazon Detective: A IE™E

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




Amazon Detective AriEE

Table of Contents

FEATR DEIECHVE ? ..o e ettt ettt ettt e e, 1
AMAZON DeteCtiVE BIAE L ..o ettt 1
THIB) AMAZON DEECHIVE ... e e et et ee e e e e 3
AMAzZOoN DeteCtiVe BITEHY ... .ottt 3
Detective RIMAITZAEHT 2 ..o ettt ettt 4
HETEF DEIECHVE 2 ..ottt ettt e e 5
R B RS e ettt 5

T BB B ettt ettt ettt e 7
T B BT Y B LA ettt ettt 7

T IREL AWV S K ettt ettt e 7
Bl B A B I T ) B R B D o oottt 8
e R A ettt 9
FEFFTEH DteCtive TUBR ...ttt 9
K PP B IR B AIUAE Detective BRBITBR P ..ooeeeeee ettt 9
T M AWS Command Line Interface BRAN ........ooooioeoe oo 9
B et et e e et e e e e e e et e et e e e e —eeee e e e e e e e e e eaa e 10
BIWE GuardDuty FIZFTF AWS SeCUrity HUD ... 10
GuardDuty CloudWatchiB HISER B I R ..o 10
B DEIECHIVE ... et ettt et ettt ee e 11
JBF DeteCtiVe ((F I B ) oo, 11
/8 F Detective ( Detective APl , AWS CLI ) oo 12
BRAEXEUR ( Python BIZSE B GItHUD ) oo 12
BB R B T E R I IR oo 12

B A TR A .ottt ettt et e et 14

T B B B d R e ettt ettt e, 18
Amazon Detective HIAI 8 B R B B E TR T B oo 18

Detective T Al B TR B IE .. .o 18
DEtECIVE FREN .. .ottt ettt ettt ettt et et e e te e e e eaeaneas 19
DBEECHIVE 0 T .ot ettt 19
BT T B I R B .ot 19
T B R B R IR ettt 20
TR R R G M B T B R e et 20
T R A R G M B S B et 21
T B I B R I E oottt et 26




Amazon Detective AriEE

Detective F IR O B R R R B e 27
Detective F Al B B R R T B e 27
Detective B9 AMazon EKS BT HRR ..ottt et 28
AN S BT R I e e —— 29
Detective MR B A E 0 R B dE e 30
Detective ZMAR T T R BRI BB BB B ... oo 30
PAIEEFD DeteCtive BEITUHEE ...ttt 32
L =Y (AL TR 32
B T T IR BT oot ettt 32

B B B IR oot 34
BE DetectiVe T R . oo 35
B R T T oottt 36

R B B R I oottt ettt 37

TR R T BT R T oot 37
B B R T R R ettt ettt ettt ettt 38
T BT B ettt ettt 38

D R T B T R A ettt ettt ettt 39
D= G V= R 0%, =TSR TOR 40
AT I EE I oottt ettt 42
T R I A0 .ot 42
BT RERIBLREITEEEBTIAD ..ottt ee e 42
B R I E S B ettt 42

B R TR ettt ettt 43
BEB B BT TR ...ttt et et e et e et e e en s 43

B R B R ettt 43
TR R I B R TUIEL ..ot e et e e e e e e e ee e e e e et en e 44

P R B AR S B BRI oot 46
B R I B L B B T .ottt e, 47

P R INBELA T oot ee e et 48
B R I I oo ettt 49
B B B R I I oottt 50

B R B R I I oottt 51
BB RIUATIE . oottt 52
I A I BRI ettt 52

D T R ettt ettt 53
B P B T I ..ottt ettt ettt et et n e en s 53




Amazon Detective AriEE

B T oo e e e e e e — et e e e e e e e e 54

A B Bl T B B BB AL 1B ..o ettt ettt e 54
T 7 R BRI B R I B A .o et 55
BB AP T B B B B A B e 55
TREER Y EC2 TR .ottt e e e e e e e e e e e 55
HEERZ Kubernetes BER (pod ) BI R BB BE oo 56

b (G =5z 51 PRSP 56

B P SR B B B ST ...ttt ettt 56
SEARERIE ST BISE R BT IR ..ot ettt 57

R B R R T I B et e, 57

D BT EE TN oo ettt ettt 57

B A SR R I BT R I B L oo, 57
BEXREERERM O E RAVBLE ST EIR ooeoeeeeeeeee e 57

T R AR B B S F B T ettt 58

B B B B S I R S I A oottt 58
B B S A T P ettt ettt e ettt et ettt 59

B B S T A T B R TTT .ottt et 65
Bl B N B oottt 66

B B B — N B B B A .o, 67
B B B T LS I oottt 67
EES M BRA B B S B B R IBIIE .o, 85
B AN BB B BEIT] ..ottt et 85

B P Lt B T B T .ottt et ettt 87
£ Splunk FRMAELZINAY Detective ML ....ooiiieeeee e 90

B T I BRI T IE] ..ottt ettt ettt ettt e et e e e e 90
RIB BRI T AN R B EIFNATIE] .o 91
RESE R BT A HTRT IR .ottt 91
B B R B A B R I BT B BT T .ot e e e e 92
TE R E T R B T B AT IH] ..ottt en e, 92

B B R B T B I oot 93
R B A ettt e, 93
A R R B A 2 oottt 93
B B S LB B R B R R B A .o 94
B Y E B A AT B I B R B IR RTUTR e, 94

B T B R A S A ettt 96
BRI RILEITEA .ottt ettt 96




Amazon Detective AriEE

T BRI TR oottt ettt ettt ettt 96
B P B R oo, 98

B R BB ..ot 98
IETEM Detective B G B BB oo 99
TERS GUArdDULY T B .o oo ettt 99
B B K o oottt e e e e et e e e e e e e e e e e e e e e e e e e e e aa—s 101
BB B A R T .ottt ettt n e en e 101
B T P B R R B B ettt 101

T P T DK IEL ..ottt ettt ettt n e e en et e e e 102
FEERMKFT S Security Hub fRIF—B GUArdDULY ... 102

B T B I B K o AT B YA PR .ottt 102

1E Detective B R B A B BT B 2 oo, 102
TETE R OrganiZatiONS .......ocveeieeeee ettt e et e e st e e et e ae e n e aneas 102
FALLIETE Detective BB B IK T o oot 103
BRI AETI BRI T oottt e, 104
FE TE DeteCtiVe B I B K .ottt 104
WA B DeteCtive B I B K T ..ottt 104
EiB Detective BIR B MK AT T IR BR ..ot 106
FETE Detective BERRAMKFT ((FRHIA ) oottt 106
87 Detective BEEERIKF ( Detective APL, AWS CLI) oo, 108
HBR Detective BIR BAMK T (3B B ) oo 108
BB Detective EE R ( Detective APl , AWS CLI) .oovoiiveeeeeeeeeeeeeeeeeee e 109
BRERAEERAKS ( Organizations APl , AWS CLI) ..o, 109

T T B AT R ettt 110
BB B K T R oottt 111
B T P (B B ) oottt 112

B AR A RIKE ( Detective API, AWS CLI ) oovvooeeoeeeeeeoeeeeeeeeeeeeeeeeee oo 113
B T L T B T K T oot e e e e e e 114
B BB B BT LR T oottt 115
BRI AETI BRI T oottt 116
B BRAE LT P BT IR IR ottt ettt et 118

B T T B T oottt ettt 119
BT R A B T B T 0 B ettt 119
BRARBRABIBRIKF ..ottt 124
MITHBE AR BR BB KT .ottt 125
T T R A K B I I K T B oot 126

Vi



Amazon Detective AriEE

B T T T BT LA R B e 127

B B T I B B A E oo 128
IRy F RO 129
MIT I B B BRI 7 oottt ettt ettt e e eee e 130

TH P BRAEBTBIM ..ottt 131
B ot AR O 131
BRAMF EMITIBABIER ..ot 132

B B T AR 2R oo e 132
A S T T B B T e et 132
AWS T T B IR et 132
TS Detective Python BHIZR ... 133
enableDetective.py BIZASEER ... 133
disableDetective.py BIZANBEIR ..o, 134
LN = o 134

79 Python BIZRIZBIZETTIRIR oo 135
BIEERMBEMBRET .csv BRAMKFFIZR ..o, 137

S =Y A o1 =] DL =Y ol A V2= o1 A 137

S e I RY=Y o =] DL of <Ll s V2 =IO o ) AR 139
5 Amazon Security LaKe BIBERK ....ccov ettt 141
T B BT BT LA ottt 142
HIE 1 BIE Security LaKe 1T B A oo 143
HIR 2 ERHIIKFRIMFTER TAM BUBR Lo 143
S EFRFEHZ ARN BIEH BT oo 146
5 AWS CloudFormation FEARBIZRMERR .......ooooeiee e 146
JRIBRHE ClOUAFOIMELION AR ...ovvviiiiicceecie et 152
B B B B B ... oo oo e 153
B B B .o e et e e 154
STFFHY AW S BRI oo et 154
1E Detective FIBHIRIB E TR ..ottt ettt e e e 156
B AWS A BB BRI F R ettt 159
B Amazon EKS SEBEMIRIB E AR .ottt 160
B Amazon EC2 SEAIBIRIA BT o oot 160

T B e e e e 161
B B R e e 161
B B B T e e 162
Identity and Access ManagemeEnt .........coooiiiiiii i e aeaaaa 163

Vii



Amazon Detective AriEE

B R ettt et e et — e e e e et e —e e e e ——eeee—eeeee—teeae e e e e e e eae e e aai—aaaas 163
ER BB BIT BB oottt 164
B P TR B B TR T IE) .ottt ettt ettt et n et n e, 166
Amazon Detective ZMAE IAM TR ITAHE ..o 168
BT BBITRBE TR oottt 173
AV S BT B TR B .ot e et e et et e e e e e e e a e ae e 178

B I B R G S  E R Bt oottt e, 188

I BB T I HEITEEEIEBR ..ot 189
B TR K e R T g ettt ettt et 191
BHMEIRTIE ..ottt ettt nn ettt an e 191
1 e e e e e e e e e e e e e a s 192
B R R R R et et 192
T R E T oo e 192
B T B K o Y B E TR B oo, 193
B T P B R S R ettt 193
FRMFTEE T ERZR ..o ettt ettt et e et et et e et e e e e e et e e e e e e e eee e en e e, 194
T B R B i B T AT ettt ettt e, 194
AL R R R e BB 0 P oo 195
BT B K o B B A B P oot 195
B T R A B B . e, 196
T B I T T B P oottt 196
T B I T T B P oottt 196
TR A B B e, 197
B T o B B T B R .o ettt 197
BN T I BT R .ottt 197

B AT I B B T T B ot 198
Detective A Tt B T T B8 ..o 198
EIE % Detective AP T ClOUATIAI ..o 199
FHY Detective 58 ClOUATIAI ... 199
THE Detective B R ST E .o 200

D T BL T ...ttt ettt e et e et e e en e en e 202
B G V= R 5 = OO 202
L (=Y (V2= x-SR 202
I Internet EXplorer 11 X b B . oot 202
B BB R oo et et e et e et e e e e e e e e e e 203
B R T BIBIERE (F B ) oot 203

viii



Amazon Detective AriEE

B 475 B EIFTE ( Detective APL, AWS CLI) «ooveeoeeeeeeeeeeeeeee oo 203
T 0 B N RS (B ) oottt 203
4759 B IFRE ( Detective APl , AWS CLI) oo 204
IIT I B R BR AR (BB B ) oot 204
MITHBEFRIBRIRE ( Detective APl , AWS CLI) ooioeeeeeeeeeeeeeeee e 204
ZEF] AMAZON DEECHIVE ... ettt e et et ee e ee e 206
I Lo (Yol V= (ot 1 N YOO 206
B Detective (TR APL, AWS CLI) oo eeeeeeeee 206
22 B B KR ( PYthon BIZRETFAE GItHUD ) oovooeeeeeeeeeeeeeeeeee oo 207
T TR T oottt ettt ettt e, 208
....................................................................................................................................................... COXXV




Amazon Detective AriEE
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Amazon Detective BB T 241, BEMRF R LLBAERNK AT EFHHNBRARE, Detective 28
HM AWS BRKREBEHE,. A5, EEANEEY. KT MNRFEBICERTRCRE , HEE
R, ESMHITLZLEE, Detective WIIHEHKERES., BENLTXIE)TIMNBEERER
2RBHERTEE,

M Detective , BRZTLUGFRI—FNFTLEHHE, IEHBEUES—HATRCERER , FEE
WEtEEOR |, EINERENBEBLRE TEL, Detective FiXEE VLS GuardDuty HE L REx R 2
XK. B> Detective FRHBEBNWEZEER |, 1S Hthe section called “17 77 B 5 AR EIE",

B BREHBEBMEMATINILITE , Amazon Detective R T LUER, EaRitHTELPE, &
AR ITEERBHBEEL S BIHESER.
E3-

« Amazon Detective B4 =

« 1518 Amazon Detective

« Amazon Detective #J EH
- Detective B IAEER ?
- #7E A Detective ?

- XS

Amazon Detective B4F =

LA 2 Amazon Detective BB FAZE AWS R BEHFN A SR M oM A RUABERZ S RBWIRAER
B — LB %,

Detective F#%/NA

Det@@ ective EXRARFERESHEERESEHARNSIUES, BAUERAERARSHE™
Et GuardDuty R IV RARRE . MREMTHEREBIRER AWS 35 | TEE 2T —XK
JRE  SERFLREMSIRERANRETH.

Detective FHERAAALEERAATTEFMNTHETERWAERXERA, BTLUNEF
FERALE (i IAM B S IAM B6 ) BilE. N TRETFRER | G0 NEmREKS 1
TR,

Amazon Detective B4 = 1


https://docs.aws.amazon.com/detective/latest/userguide/groups-about.html
https://docs.aws.amazon.com/detective/latest/userguide/groups-about.html#understanding-groups
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Detective BN KMNEANREX AL , UBPEER, EMRHAELZSRB, ZUHCLERE

ERZEEHPIRNZANRAELER  NMERSERRRNBRRER, BBEUETLNELE

R’ EMEHFAERNE, AEAAFATUCERE R BAEAXNFAT S RNAERIMESE,
Detective HERFXNFELERIHITHE

f& B Det ective Investication , B LAEAMEIEFEE IAM AP 1AM A6 |, XA AR BRI E
ZLEHPREBIRER. WEAER (10C ) BREME., REARFEFMEIW—F4 , e

(ULEEBEE ) IREEEIRRZRLEN, &8 Detective AE , BAILRAREHESHE , %

ETZERM , FEBEEAHMBEED

Detective Invertivation A HlEEF JRE MBI IFIR KN AIMFZRBNO IR RB , NEREB T
ATERRE, 2B NE AWS IEFHRIR , LURBIBENHERLTEEINLER, XE
FZALLURBERN A THRBPLEFTRZINLLEHNEN , N R IRFIFNESHEEMMER T —REHNS
o

RATLAER “Z1TIUREE" M Detective #EH EFFHRIURALE. BEUREARNETRE , EEA
Detective API By Startinvestigation#&4E, RIREAK R AWS Command Line Interface (AWS
CLl) , BETHBAE® S,

Detective 5 Amazon Z£ R

Detective 5 Amazon Security Lake &5 , XERERAIUAER K ER Security Lake FEH R
BERE, BIER , BAILIM Security Lake FREZIFH LA T RFWE A EMEH,

« AWS CloudTrail EIEE 4

« Amazon Virtual Private Cloud (Amazon VPC) i B &

¥ Detective 5 Security Lake £/ 5 , Detective FFEN\Z 2 1RES AWS CloudTrail EEE4
# Amazon VPC it B EM XAV R B&. BA LFE Detective PEH R0 HEUEE HEMEH

HE VPC HIRE

& 8h Detective , BAURBERN KB S# 3% 1T E = (Amazon EC2) EHIF] Kubernetes A 25H#Y
EFAE = (VPC) MR ESN 115, Detective 2BINEHZKZIKFWE VPC RERE | &
EC2 SRAPCEXLE AR , HIRHEXXEME RN THLEEN 2,

XNF EC2 34l , VPC HEREMNEHFAFEEE R TIEENBSEE A% EC2 3565 IP itz (Al
NRERR.

3t F Kubernetes B84 , VPC WEREERFTE BFr IP #1itHY Kubernetes B854 ( pod ) 7 EL
B IP M #H HFTEE,

Amazon Detective B4 = 2


https://docs.aws.amazon.com/detective/latest/userguide/groups-about.html#group-visual-finding-group
https://docs.aws.amazon.com/detective/latest/userguide/investigations-about.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_StartInvestigation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/detective/start-investigation.html
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#query-raw-logs-detective
https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-vpc-volume.html
https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-vpc-volume.html
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Amazon Detective TE K Z B A E AT AWS Xig, &< B 817 A Detective WX 5K |, HS @+
B Amazon Detective & im T S AMEFAWS — S ZE, BXEE AWS XiF Bk HEE AWS K
P, iZ# (AWS Account Management ZZ1ER) RWIEE AWS XiF SR K Al A

EEMXE , RALNER A TEA—T5 X E Detective &1,
AWS Management Console

AWS Management Console 2 —PMNEFXKEERNRE , AAATRIEMNEE AWS ®IR. ERZES
AM—8&B4% , Amazon Detective 2| & R XTI YRHY Detective IK . BIEFE RN RINR, &
LA H Detective BHIARITEMIRES , EBBEENZLBHH D, AENBEZS A
MRARE,

AWS i S{TTE

FH AWS i S1TIE , (RAMEREN G SITH X HGSRINIT Detective 5 H AWS £, 5
BEAHEL  FRASHITER, EHE. NREHNERITESHEAR ST TIEHB&+28H,

AWS R THABHITIE : AWS Command Line Interface (AWS CLI) #1 AWS Tools for
PowerShell, Bx&LZEMEAWESR AWS CLI, 52 (AWS Command Line Interface B 18
) » BRLZENFERIEMNEE PowerShell , 525 (AWS Tools for PowerShell AF1ERE)

AWS FRXITEQ

AWS REHBEEEESNTES ( Hl1 Java, Go. Python, C++ FI.NET ) BEER RHICEB AKX
WHRGEFEAIEDG, XERGEFAITEIRMEX Detective ME M AWS RS AWNERRZEHE,
A URITERES , flAmBAXNER#TEE, BEEERUARBHIERERE. BXL
KANFERA AWS BEF AT EGNER , BSHAMWETE, AWS

Al 5 Detective REST API

Amazon Detective REST AP A RS RE MG RIRUIRK S, BIEMER. S£AL
API , YRA] LAE #[E Detective KiX HTTPS K. B2 , S AWS BT T EMBRHFRXIEIF
@, Ak API FEELNNARFLEBEREAT |, SINERRFHERSEER. BRI APIWE
£ , i3 # Detect ive API %,

Amazon Detective B EM

SH# AWS =% —# , 8 Amazon Detective 2B &R HRIKEE,

58] Amazon Detective 3


https://docs.aws.amazon.com/general/latest/gr/detective.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide
https://aws.amazon.com/developertools/
https://docs.aws.amazon.com/detective/latest/APIReference/welcome.html
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Detectlve MENETSANEE , TIeKFNMT , NAEREES CBNORSE—RERWRE. AXES

{£8 , #5211 Amazon Detective FEHT

N T EBRT BTN EH Detective BIRLAS , Detective 12 7 &Ik P AT ERA KA, #RATLL
£ Amazon Detective 2l & L EFXLEEEE , REMEMA Amazon Detective APl #1Ti4[E, RIE
BERARSHAR , FHM AWS RS ThEES R LEMERINEE ( Hl0 Security Lake 55 Detective
Investivations ) & & EAATRERT~ TN,

B X3 A Detective Bt , RZi2 B3 EM AWS IKF Detective B9 30 K& XA, XBIFEHEN AWS
Organizations AR —H 2 EARNMAKS . ERFLAIE , EEAERTEA Detective TUER
£ A AWS X1,

R T HBRT BTN G 5 A HIS RS A Detective I3 |, Detective 2R IE/R1E 1 A H 8 A
Detective FVIER NIRIRHEENFEARE, EREARBELILE RER AL R ATHRERIRETE,
YRATLATE Amazon D etective 12§ & EEFXLEHIE , ABFE A Amazon Detective API #1T1518),

Detective = Az 4ERY ?

Detective 2 B3I Amazon VPC R BEHIEMEFRBEINSEH |, flinExx=id, APIEH AWS
CloudTrail MIF&RE. ©ESBEEBRMEA GuardDutyd R,

BIFXLEEH | Detective RIAVBRFIMNAMLRR | SIBSE—NWXERMNE , IR THERITAIR
WETHRER EHBNEEER, BUUXNKEZTIE , RETEWIERE , izu’*‘%xﬁ%ﬂszjﬂ;ﬁﬂﬁ
APl B, SRR UEEIXLREMMAENEE N AWS AR Amazon EC2 S22 KRR, a1
H3 B MESBEITH BRI E A A8 5

- RRFEEMTBEERNED,

- BEWREXRPAEEZLSEINER,

s THRSEAERINEENTEERER,

Detective EFEHINTIIML TERNKFEERETEEANERITTILE, ‘i‘t;ﬂﬁ RXOEBTEE
BI'XERBERIZACHNEE APIBA 22X RE, ETIHZERFANRELERIEED 2”7

£/ Detective , TEBREBEMAMME WXL FEF R, BEIXRARECHERNNE R TEMARA , R
FENDHNEHNR  TESBEMBRETITAEMBERR.

Detective 2 I{Aiz/ER ? 4


https://aws.amazon.com/detective/pricing/
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# 1£ A Detective ?

HAKF S A Detective J5 , MERANTTHENEERERKS . THERMN—IHZAN AWS IKF P 1RE
Mo —AXRBRBIE, EERKS AT LGRIE X RS 0 EE RS 8170 BRERE,

Detective &R AWS Organizations 7. AR EEMF HALRIEE T Detective EERIK ., Detective
EEAKF A LURHLAKS AN ARTHEPNREAKS

B X Detective 2MAfE AT HEKF FHRHBHER |, 15 Hthe section called “17 7 B # £ FH #Y R
AR,

EXEEAKFNAESETHIRNEER , BSRAEEK,, XA, NAEEETHIRBENRR
BEWEER |, S Fthe section called “X TR AKS : BIEBFEFMK A AEHE

EEAKFEATHIRERN DA ATHRILKRIEE AWS &R GuardDuty X3, £/ Detective
5 GuardDuty MY &R AWS Security Hub , &R SUIX & ARSS HFHY GuardDuty & 3B #4]# 2|
Detective #£#1 &,

Detective HiBAEM EF S AWS BIREMEXMES, Bk Detective HEREMNELR | BSHH
{Detective F#ER) H Y Mol {EFH Amazon Detective #H1TIHZE,

MR RS

NTH-BSRPENEE. TEABRNMNARRF AWS , BERBFLTARAES Amazon D AWS RS

etective £&5 A,
AWS Security Hub

AWS Security Hub H 22 AWS RIRZE2RSHWLHEAE |, HEBEBREZ ST IR EMERESE
BREEN AWS IME, HE2REREFEH. LA, BEXRBSZN AWS RS ( 2FE Detective )
TEH AWS SEMREMSE (APN) FRNEZLSFAELER |, HWERITHREHEF. Security Hub A #5
BN TR  BE AWS MEHRERBZSHN L2 RE,

E T AKX Security Hub WEZEE. |, {55 AWS Security Hub A F 15/,
Amazon GuardDuty

Amazon GuardDuty R —M&Z £ W12 , AT MAERLRAMHN AWS BE |, Flf0 Amazon
S3 AWS CloudTrail ¥ #EEH4 A& CloudTrail MIEBEHAE, SEABPERR (FIMEE P
at FIH B FIR ) LURAEF I KIDG AWS SEFEN B TRERZL RN EZE,

#7£ A Detective ? 5


https://docs.aws.amazon.com/detective/latest/userguide/detective-investigation-about.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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ET#ME%{EE GuardDuty , B2 Amazon GuardDuty AP i§F.

Amazon Security Lake

Amazon Security Lake 2~ £ REN R L HIE MRS . BULUER Security Lake Ba¥EKH
AWS }RHE, SaaS 2#E., AHER. ZRMAFE=ARENLLBEEPIEHEEKFHHE
FA#E T, AWS Security Lake AJAF BB S MR EHIE |, LEF2Eih THEMNMANZT LR
o f&BI Security Lake , BRI U R EN TEAR. NAERFMNBEHRT.

ETHREXRZEHNESELR , BSH Amazon Z2 A FERE. BT #AEXRBRER Detective
M Security Lake WEZE R , i5ZH 5 Amazon Security Lake B & o

ET#REMAWS T2 RSF , FEHA LN ‘22, FHMESAML" AWS,

HEXRES 6


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/products/security/?nc2=h_ql_prod_se
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Fr 146 FH Amazon Detective

AHENA T Amazon Detective, #RFFZ S WA HIREY AWS K F /5 A Detective, #REF %] an{aie
ilf Detective & B BMIREY AWS Tk F iR EVEE R HZIEHRN T I A,

/8 Amazon Detective f§ , Detective 28I —NMNAKFEANEBEAKF W EREHTHIE, X217
NRPRVHE—IKF, ARG, EEAKF AT BEEM AWS IKFFEBERBRITHIAS, BSH
EEKF,

BR B RAKXig A Detective R AIFIARE 30 KWTHRZHZ IR, MR ZKFZEZR Detective AR H
RER , N EEHeEiLH. 1§35 the section called “ITHE B FIXARE N,

REHRANERE , THABTHNSNMNKFHENHREMOBIES R, EEAKSIURERERARER , H#
EEHEMTAIEEHEYN 30 RAVMITEREA, BXEZEE , 55 the section called “EE R
KEFEABRMZEA . KAKFAURREMBTHAENERARRMTMITERA. BXEZEE , 55
%] the section called “B A K EABRERE

F&:

- FMREIMER T

- EREH

« B A Amazon Detective

WERREERNEIE

TFREIH HER T

J& A Amazon Detective Z 8l , %4HE AWS K,
SEMFREL AWS Ik 7

MRERE AWS K |, BERATETREUNE -,
®RE S AWS Ik

1. FT7F https://portal.aws.amazon.com/billing/signup.
2. REBEREELNHBARITRE,

FHEaRIAY R T 7


https://portal.aws.amazon.com/billing/signup
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FEME , RER—ERE , ERXEARERERA —NRIESE.

HREGEMET AWS K, LR BIZAWS IKFRAF —1 RAFERGRZKS RHRAE AWS
RS MARF. FANREHESREK , FAAFIEERLRANR , A BRERARAFRKKTEER
AP HRRRNES

AWS FMEREERELBERE—HEIAL TG, EEMEER , EFALUBEHZE https:/
aws.amazon.com/ HiEFRERWIKFREE HEINIK R HEBEHIKF

CIZEREELRNRNAF,

AEME , BRIPEHNES AWS IKF AWS Ik PR AP AWS IAM Identity Center , B X SIEZEEH
P, XEERT 26 root BAFHRITHEES,

RIFIREY AWS K = 1R A 7=

1. %32 Root A H i ALK AWS K B Fap4rtiat , UK FIE BN S0 E R, AWS
Management Consoleft F—T £ , i ASBH L,

EREMEABRAPRZAENED , 255 (AWS 2F Arigm) PHUERAS 59 EF,
2. AEMBAFBRZESHRIE (MFA),

BXRUHA , F2HEIAMBFREETHN AWS K- RAFEREL MFA R% (BHE ),

IR EEEEHENRNAF
1. J3 A IAM Identity Center

BXUEA , HSE (AWS IAM Identity Center AF$sR) FHE B AWS IAM Identity Centero
2. £ IAM Identity Center 1 , AP R FEEIHRINR,

BXEH IAM Identity Center B & ERN B RNHE , 25 (AFERE) IAM Identity Center
B Z i EHAERINMRE B EAWS IAM Identity Center F F 17 R BR .

LEREETRNEBRNAFSOER

EfEAEZE 1AM Identity Center A 545 , BEFEAEELIZE IAM Identity Center A B &i%
B SR 1Y B8, 1 BB 44 b 11k B B R M1k,

BIZEFEE I RR A 8


https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

AR R o Eo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , EZNREEREN A KB R REME.

AXiHE , HS CAWS IAM Identity Center A IEREE) HH QI EE,
2. FMRAFIEB—NMNE , RAERZEDBELEFIFRNER,

BRI |, ESE (AWS IAM Identity Center A 1ER) IR IN4A,

SoRFZM
BHREBEUTER,
£ FFrEM Detective TR

1£ /3 A Detective 2 81 , AR IAM EEBEFTER Detective R, FHETLUREEFEANINE
ArRaiAate  trUeIZHNAF A ® M Detective EA,

JEM Amazon Web Services (AWS) J& , IS BaEMATE AWS BRS , @3 Amazon Detective,
B2 , ESAMMERA Detective , B H £ ALK E S5 A Amazon Detective 2 %] & F API
BEADR. At , BRENEE R TEER AWS Identity and Access Management (IAM)
fAmazonDetectiveFullAccessHEERMM MEIZH IAM ZHEA , NTIRFXIFIE Detective #
YERY 5 R A PR

K P 2038 2 AR 1E Detective BT E A

RATHENEIEE X/ T Detective RITFHNHEAE.

214 /3 F Detective B , MR MK~ WEITEE A K , WFEB A Detective, Detective BHIASE R—%
B RBABEEN X,

Y/ AWS Command Line Interface ixZ<

EEA AWS CLI KT Detective 1155 , FTRAVRIKRA 1.16.303,

TR 9


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

Amazon Detective AFiEmE
B
15 GuardDuty M X¥3F AWS Security Hub

WREE M GuardDuty Fl AWS Security Hub , RITB B KA XLRSZSWEEAKS, WR
FIE=Z=URSHNERERAKFHER , WA TERSLFEIMFIZIT,

« 7£ O GuardDuty r Security Hub # |, f£&%& GuardDuty AEZRNFMAEER | BULUNERER
F S B R Detective ZE#HREL B X 4

« 7£ Detective 1 , £IHZE GuardDuty ZILAT , YRATLUE RN 1ZZ I F AV IEDL,

MR EX GuardDuty M Security Hub BEFRIMNEE AT, , BRINBWEREEMECEANRS KR
EEAKS,

« R GuardDuty BIEMEA , A GuardDuty B2 & tk /5 A Detective,

MREEHEEKT , AWS Organizations 154 GuardDuty B2 5 k7 1§ E 7 1% H 4 #Y Detective
EERKS,

- WMREEMEER Security Hub , MEA Security Hub B 5 ik~ /5 A Detective,
MR EFEH Organizations EEIKF |, iBfF Security Hub B 5 Ik 15 E N 1ZH LM Detective B
A,
MRETEEFMERSFEAMERBNEREAKS, , I7E/E A Detective & , AIIERCIBREKF AR,
ZAGR TEE A KSR H AKX,

BX IAM A FHRAGNER , BZH IAM AP EETHEEHEAER S —1 AWS IK/ HEY IAM
AP REEERER,

GuardDuty CloudWatchi@ X157 3 i 22 i & #7

f£# GuardDuty , #RNZSEE T Amazon CloudWatch BHISIE , ATIRELAMNEEEH, XTIE
@ Detective KIXBEH,

KINBRT , MERF 6 /Mit, XEWKE , ME—TMAERINEELIZX , HFEIWBEREES 6
Nt 2 5 &R BRTE Detective H,

N T 458 Detective EWUX LEFFHAATEA , RAVEIL GuardDuty BEE Atk P EIFRNEENIRBEHR RN
15 04, IR , EREETLFMERKA GuardDuty,

il 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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AXEBEMNNENER , B5H (LID# GuardDuty AF#ERE) 1 “EHIT 5% CloudWatch =4
Y53 GuardDuty & 87,

/2 A Amazon Detective

B LUE T Detective #2&l& . Detective APl 2 AWS Command Line Interface/& A Detective,

BESNMXIE R 8ES H— X Detective, MMRBERRZXBHRENMNTAIEBNEERAKS, , MTEEZ
X 15 BX 3 B Detective,

/3 A Detective ( #&15 )
&R LA AWS Management Console™ /3 i Amazon Detective,
E 3 A Detective ( #2415 )

1. E3xE| AWS Management Console, ASFTF Detective 2 & , BiEA hitps://
console.aws.amazon.com/detective/,

2. EEFE.

3. 7t “/B A Amazon Detective” WHE L , NFXEEAKS, ( #%F ) #% T 1£ Detective M Amazon
GuardDuty 1 Amazon 2z [B A & 5 Ik 7 B E I AWS Security Hub, &2 the section called
“Bi1 5 GuardDuty #IX$3F AWS Security Hub”s

4. KN IAM KB IR T IEERET R IAM 2 A HIT A #HEN R, S0 LUERSHELN KIS
INZE AT Detective BIEIE A, MEBEEEE IAM 25| A FIRENKIE , WA UAERENREFRE
HZRBE Amazon BIREEZF (ARN ) | FHEMSE IAM EER, i1 ARREH KR,

BIAFTER IAM X B E K EI,
5. U LUEE R INFRZER S [E1T RN NRZ,
ERMRE | BHITUTRE :

a. EERMFIRE,
b. WT® K6 AWARENEN.
c. WFE, mARENE.

EBRFRE |, B R IZFRZ IR R M BRI IR,
6. & E A Amazon Detective,

/2 F Detective 11


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html
https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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7. J2H Detective fa , BATLABER R K HRITHE.

EEMIKFEENH , BERIEANKA. BXBIEXAKFHWEES |, 5 #the section
called “BiF R A K S HEITHE,

J8 A Detective ( Detective APl , AWS CLI )

& A LAE T Detective APl 8 AWS Command Line Interface/g A Amazon Detective,
=3 A Detective ( Detective APl , AWS CLI )

« Detective API : CreateGraph? (=

« AWS CLI : @ 5174 , B1T create-graph %,
aws detective create-graph --tags '{"tagName": "tagValue"}'

AR ¥4 3 A Detective 74 Department #3EMEIZE RN Security,

aws detective create-graph --tags '{"Department": "Security"}'

B RABXiE i ( Python MAE /3 A GitHub )
Detective 12t 7 —/MNFFRBIA GitHub , A FHITUATRE :
NEEXEHYRAPWEE K, /3 A Detective
FRENRAKF FIRFMBERNENMTHIESE

0] B 53 K 5 &% 3% 38X 1 B T BB 4

Boh 2 55 K HiRE

BxumEERNEA GitHub BIAMNER , 55 Mthe section called “NI & #h Detective Python B 78",

RERS ERREIME

J5 A Detective /& , ©E2FTHHMIRET AWS K /= FR IR EREURE H 4 R REREMRIV /T N B o

NFARRE , BEASE 24 PR ARBEETHEPRESHSE.

/& A Detective ( Detective APl , AWS CLI) 12


https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/cli/latest/reference/detective/create-graph.html
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K& Detective 2R EFERIEIEN —F 5 AR TE Detective #EERTTH LEHR RHIE,

BERER NHLESRE

1. X https://console.aws.amazon.com/detective/ ¥T 7 Amazon Detective 2 #1 &,
2. ESMmERP , ERER,
3. MEFRRBHED  EF-—FIMERE,

BRERPIEETHERBEPEERBEIMATHNEELE,
MREIRONE , Rt ABBECWREARNEITAES,

KERBEERIESE 13


https://console.aws.amazon.com/detective/
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Amazon Detective B9 8ES FRE

LLTFARERBESNT T ## Amazon Detective RETHERENRFEEE,
EE R K
AWS Ik BT HEHERTHERITEEN,

EEAKFBERAKFAITHAREEEE. EXEZEER |, 55 the section called “BiEK &
KEIHRIITHE .

NFAHLTHER  EEBEAKFRALNEREIKFIEEN Detective BB RAKF, BXEZEE | HS
¥ the section called “}§7E Detective EE A K", Detective BB G EHRITHEPEEEE
AREKFBEHANALAKF ., BXEZELR , 57 the section called “BIRHLAR G K.

EEAKPETUERETHENBEECRAER , HMNTHEFBIBRK AR,
EARGE A (ASO)

WAOBRBBRENERENAL, ZEBRER— N RUMEH—A LR RLEEHZ BRI
o

1TH
—HHEARNRBEERNKBKREES | ZBES -S4 AWS K/ BXER.

BMTHIEESEAMENAERIN., SAEMKXREN,
ZREE RKS (AWS Organizations)

£ Organizations F , RFWENEE R K EEB ERHLANRFHNFER.

1 Detective F , BRIE Detective EXERIKF ZAHLAETIEMKF , BN Detective BIE G K th 21T
EERKF, AAEEKFTEERENEERIKF,

£ Detective 1 , R BTRIN, ALAETEKF LU B WIKF Z1T45 Detective WIRINEER |
{BiX R EETE Detective RISEE REMRIZZ , MABEIEALBE R EMRICIZo

Detective B2 G K&

HAEBKFEENXEPALTHAENEERKTHNKS. BXEZELR , HZH the section
called “1§E Detective BIE R K",

Detective B A AT FIERBREK - 2 AWK o




Amazon Detective AriEE

MRZEKFTARALNEEKS |, N Detective BB 5 ik 7 t1 2 Detective in Organizations BV RINE
ERAKF,

Detective JRZkiE

UTEEEERPELENENEMLEER
« KB AWS BREW AL , i AWS CloudTrail BEF Amazon VPC A%
« GuardDuty AELER

Detective £ Detective JEHIBIERITHNE. N T X¥F Detective 047 , Detective ‘&£ 1714%
Detective JREIEN RIZA,
LK

MERERAY B PR ENEY B B o

BORBEE—PRE | ARFREAARHINREKE, KAERBEFYREEHE IP ik, Amazon
EC2 3:4IM AWS A,

KU REEERN AWS BIR , LA UREENRFEXERNE IP ik,
XNTENKE  RRECHATERSGEE. BEEATUEZMNRICEKPRER , A UES MR
FCE,

BERN

Amazon %M F —PNE L@ GuardDuty.
BELZUEA

SR —EH4HZERFMHEWERBFELI, SAMERNES., Detective ETREMNEEE
JEBERBELINEFA,
Detective iE#E

Detective 2 BFELRET E 45 RNIWENTHEFNEIE , R3l5RERIMEFAMEXHN EMIERE,

ZIEREN—AELXINEYL  HFEEHENEE, THEREETHHER  REERTERAELN

BENTRUTENZEZIRRATH. MIURINHEVESETRERIEERNNEEN API i

AMR—NM+,. Bal , XLAELI REERE Detective FEEF , T %IEE Security Hub,
EHRHR

REAXFERINEERENENTE,

FERAGLRLSRAERIMFISROKAII R, BAIUMIIREEN SRR EE X4




Amazon Detective ArfEm
BELXABRELZE—NMEMACSEERR , HEhEEAELANE M.
Rt 252K

E—BNEERAEABHMIAETRRAIMAREHMTAE I ERNSIE, S, —NEC23K
PIRTEEAR BB IP HutpER, ERHEE T Detective AT ARMKIRE.

Y B e eE B EEBKEE R |, Detective 2BEHAF,

BEXEZER |, 5 (Amazon Detective AFIEE) PN EFEARELANIFMAES,
&

X AEHIOERERNRITOR  BERLTE , KHERERER , ARBENMHERTRAE,
FX 3 K

EEAK/BIEOTHERBMBIE. AWS K/ #ALRITHEG , KA K AILE Detective B
RIKFEN A K B ARALRIKS

ZERAKSAUESTHERE , ANTHEFRBRECSHK,. BXESZER , 85H the
section called “X TR A MK S : BIEBBFMK R FTHE

AAKPFAREREEARTHRPHK A TK.
FERAKSPEAUEEREKSEERABENTHIEFHERESR.

15 A E b5 E 4T 7 B R R.
ALRITH

Detective EEERAKFHENITHE, ALEEIKFIEE Detective BEERKF, BXEZER | 15
27 the section called “}¥& %€ Detective B G IKF",

HALITAESF |, Detective EE R IEHARKF RENKAKST . ARAKS FEMARTH
FHEREC.

Detective B Rk & ol LAUBE Ha K iR ALRTHE,
Bl & X 4

RUSKEEIERNBETRCESH RN TE,
NTRERR  BEXHEBTIMARBEFERNREES AEBMRERIRR.
BEXARHNEE TN FERANFERN AR EINEEHET,



https://docs.aws.amazon.com/detective/latest/userguide/high-degree-entities.html
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B & A E AR

BEXH ENE—THt. SMEEXHFERBEEEDEE —IHZSMIEWEZ , B
ARBITRE,

EEXHERATESREN. K&, EH, REESGEVER.
xR

EENKE 2 BRENTED . XRRBEMNEANRSBEH RN,

xR pl , RERBE—MEE  BFRRAS RN EEEBMERE SO, <RZEXBHW—NREIZ2
E#E| Amazon EC2 SE4I8Y IP #biit,

S B /]
ATHERENHLERHNBETCENREED,
AE X E AT E AT B BR T MEB AIEE RS E — IRV R /G —IRETE,
SKAREC B SR ER A ST E B (R 2 Al 24 /e,




Amazon Detective AFiEmE
T ERRETE

£ Amazon Detective 1 , ATLAfE A Detective 1T H R EIEFH1TRAE,

THRBERMN—NEHZ/ Amazon Web Services (AWS) ik P K&/ Detective JRERIE £ BRI — A X B E
o

TTHEERRBERITUTRE

- 2ETHRRSG. AFURA]ZREREENEER M~ ENTERER
« WREFEDETERAN DN , BT EEFER I E =
- FaRER-SH#HRLLFRTEAXNFERI, KEMIEEEXEKEXR.

FER , THEBENMARR, BENSMBRESN N RIMTHEN L TXHRITH,
EXEEAKFOMETHIRDEERAKSNER , FSAHEEKS,,

AES

« Amazon Detective 30al{F A REIBEERITH
- FTHENYISE

- THEBIELEEER

- THERPEANREE

Amazon Detective 2{Al{E AIRIBEFTITH

AT HRAERMFEBREBIE , Detective SLE T KRB BN AWS IMER HMIMENKE , T3
- BEHE , 2FE LI #F Virtual Private Cloud ( I &3 VPC ) 1 AWS CloudTrail

- RBELE#HEELSR GuardDuty

- FELRKE AWS Security Hub

BEMTHRITHAEPEANRRE , ESMATHEFERNREIE,

Detective fN{a4k 3B R ¥ E

BEEHMBIENHI |, Detective EARIM D MHEEEN HFEKRERITAE,

Amazon Detective 2{AI & FREIBERITH 18
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Amazon Detective AriEE

CloudTrail
logs
VPC flow
logs db
Processed by Armnazon Updates Behavior Populates I;\eT:czt?ne
—— . —— ——— Iv
GuardDuty . graph Console
findings lAnaIyzed by
SecuAr:::{SHub ] CloudTrail
findings Runs algorithms / logs Populates

over graph data

Detective 1£2H

RERERENRFRANET, REAMUVEARLERF  “BHHIXBEEHEN , UXPEEN S XE
REREFITHEBE

Blan | £ AR Detective REIBIEZAEEE S — N IP tbiit, WIRE |, Detective 2FHAZIERTIHER
BIEFE IP it KA EFHIEMN IP Hrhk KK,

Detective 0 #f
PTHE—MEEZNEZ B TBIERRA T HBSRMARBKNED,

Hlan , B —7h Detective ZITEIETEEZRDHTES R LR, HTRH AP HRANSNE , ZEE
SKERZXMFEETXMEMN APHER, ZEZESER APl BRRXHE KiGIEE,

DM ABEEZL AT MM RBERRAERRZFEE , FEZERATERFERINKMAEEXHE
o

#1T R ERYIZRER

—MRAERINAERERFAERIVCE N E AR EN SR BAERI 2R ENERNHITLHER,
BART MR L3S #9575 3h T BE 58 7] £¢

Detective #2HL 19



Amazon Detective AriEE

— L& Amazon Detective FtE X HIRSREE REREXRI A — R E N AWM BRI E), —EERE
XHEREE RELE , EREEMEZE 45 KAWFE5ES, SEEE 2SS E — R B A ES)
RHE,

FEEBRESNBIERRIMEIITAESF , Detective IBEE MMM T AL D ILSEZ ZREERN , B
ma T IER,

B2 , ERIEIXKHE , Detective EEZHRIZDFHBANEIE. Detective TR BRAE L LBEITHEF
MK 7 B E R 18 i 18 AN,

#oE Detective ER BT BHM N NEH, LB |, FEE R EE S 2 ek ERHITHRIEE X
HHERSETR—RES , R Detective IEFEEERZ UIZR,

MM | Detective RUEETHETFMRTRESHE AN, XN Detective 12 7 EAKIH
B, ERABELARL T RARKNERED.
TTHEBEEEHER
THRBRENEL T RENSFEBENEN, SEELT DTFRERERSITHE,
THEBEEETHNTRRE
THERELIELTERTRAR,
S
SRR RM Detective B IRIMIE .

FIRGEHE—NRE , ARFREAARINRRE, KEREKN RS IP ik, Amazon
EC2 EBIF AWS A,

XNTFENKE  RRECHATERXGEE. BEETUEZEMNRICEKPRERN , BT UES MR
FCE,

REBMHREMIEERESELAR. fltn , XTF EC2 £l , Detective 2 IRERZHIHY KB 4L 2
BB F T
B [ - B B 1 AT B BR — R R N BYSE S . B0, X F EC2 3541 , Detective 2B i& B[R] A #E 18 BR &%
Eﬁﬁﬁﬁ"]uﬁ—ﬁﬁuﬁﬂo

xER

KARTENRMEZARENES), KRWBEM Detective IREIE PRI

THEREE R 20



Amazon Detective

RAriEmE

BEXBRL , RZBE—NRE |, ATHRRMSRNRERBENEES @, xRREH—NRHIR

BEREE| EC2 SLHIRY IP it

NTEMNRIMPRR , AIAEEISESFIRESE IP it , Detective 2 IRER—ERETE AR ER

Mo

TTHAEBBELHPRIKERE

THERBESHERITUATREN BN RREAR

- RERIEESERAERSEE. P utMAFRE
- RERIEEFEAN AWS A, ek
« IRER AWS IRE R EEZE MR NBER

THRBIEEHES U TR,
AWS ik =

AWS Detective JRBIEHRZEEKF

N F NS , Detective FASEZ LRI :

- ZIKPEER T WL APLHEA ?

- ZIKPGERTMERSRE?

- ZKPERTBEBERREHLR (ASO) ?

o ZIKPE R 3 3R 4V B AL TIRERIRAS ?
AWS A&

AWS 127£ F Detective BEHIEFHN A G,

NFENAE , Detective BLEZLNEIRA :

- ZAGBERT WL APIBA ?

- ZABERATWMERARKE?

- ZAGEMEAT ML ASO?

- ZAGEMRLWIBNEL T FRRS ?
- MERRRATZAG?

THEBEE PR RAFER
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Amazon Detective RAFtEmE
- ZABHRATHBELAS?
- ZABSRBLEAGHT ?

AWS A F

AWS 127£ F Detective BEIEFHAF .

FHFEANAF |, Detective FiaEZ LN RA :
- ZAPFERTHLE APIER ?
- ZAFPFEATHERFRE?
- ZAFPEWMLHIBNEL TIRIRIRES ?
- ZAPRATHLESE?
- ZRAPSRBLERAEIRT ?
KEAF

BRERAFNES, BREAFNRABEE -
- EARLMSHRICIES (SAML) ERH 514
- FANZEHRERIEZFRNSH

NFBMBEAF |, Detective BaEBIZ LT EE :
- ZERERAFREIBN S HRMUEHITH BRI ?
- ZEXRERAPNZRAEBE ? SXAURIERKEAFHNESBSENRNARR,
o ZEBLEF TR B AT B AL TIEBRIRAS 2
- ZERERAFERTHERAFKE?
- ZEREAFERT ML ASO ?
- ZBRRERAPFRATHEAR?
- ZEREAF S RMLEHBIRT ?
EC2 =4l

Detective JREXEF FEH EC2 EH1,

3FF EC2 341 |, Detective #iL B2 LN R -
o BLE 1P Myt SSEBIREAT T B ?

- £ T WLin O 5XEIEE ?

« MNROIREMBERNBTFEERZD ?

THEBEE PR RAFER 22
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RAriEmE

. B4 VPC BEIZEH 2
- % EC2 LAIfER T WL APIEA ?
« % EC2 SEfIfEM T WL PR ?
- % EC2 ELHIfER T WL ASO ?
* % EC2 EHIfE RLe b B B AL FIEERIRAS 2
« ZEC2EHIRATHLERE ?
AaiE

KABBNERNES . 8 MACLESHABIRAFNSERHIRR,

NFENAE , Detective FLEZLNEIRA :
s ZABSUHRMBLERR? AiEFR , RATHLAR A LB RRATZAR?

BEE , N TEKFHAGBRA |, Detective TEIRBIRAZA RN ER,
- ZAGAEMSERT WL AP AR ?
- ZABSEFERATHERARKE?
- ZABXEMER T ML ASO?
- ZABGAEEMLEMIBNEL T FRRS ?
- BMNAFRACHKRTZACRIE?
- BEABLERMNZACXIETHN ?
REXM

5 & MHYFAEL R GuardDuty B 5 A FDetective MR EIEH
NFEMBEELRIN , Detective MLRIRBERINKE, KENMBAELXIESIWNEEOD,

CELFRERERNEXNEFES
|P th it

o

B, flan e Es RS R AR IP i,

Detective JREXEFFEHY IP bk,

FEA IP sk |, Detective HLEZ LA EA :
- MHFER T HL APIEA ?

- HhUEFEA T B IR D ?

- MEAFMAFRKEFERAT IP btk ?

THEBEE PR RAFER
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Amazon Detective AFiEmE
o |P k7 BRLE 3t BB BAL FIRBRIRAS 2
- ZIP it BN EA WL EC2 IR EZBEE ?

S3 ki

Detective JREEHEY S3 FEM.

3 FEA S3 F#4F , Detective HALEZ LA TR

- MLEFAE S FHBEHITTRE?

- Xf S3 FEfEEHIT T WL API A ?

o EHEMNERLE IR EXT S3 FAEEHEITT API AR ?
- FRATHEAFRRES S3 FHEHITRE ?

- A THLL ASO & S3 FHBHITRE?

AT LAMIBR S3 7R , RAEERAMRAMEIZIMNF#EE. BT Detective £ S3 718 B MRAR
R S3 FEM , At e RFXEF#BUNEN S3 FRARE, EXRFREXFT , QEERSE
— RIS A I BRAT E) R S 89 M BRE B

EEEFMAEERANMNEREYS |, HR B ENRE N AR BT |, BIEReE SR, £ APl B
REREXHEIRL , ERCEMBEAESNIFMAEE. MIEEZ R Create fl Delete 53EH API
5%, B2 the section called “API A EE”,

AP RE

Detective R BEBHFENAFARKE,

NFEMNAFRE | Detective BaEIZLTEA :
- AFREFERTHLE APIER ?
- MEBFMACERTHFRRE?
o WRLE 1P #butER T AR ?
EKS &£

Detective JREEF F1EH EKS £,

(® Note

EERZRHRBENZTEEMES , X5 AREN EKS Fit BEHEKRR, BXESE
B, BFSRAAEHRERR

THEBEE PR RAFER 24
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Amazon Detective A5
NF B EKS &8 |, Detective X EZELL TR :
- EZEHFHPIZTT WL Kubernetes AP i ?
o EFPEWL Kubernetes AFFREIKS ( 4 ) & FIRERIRAS 2
- WWEBPRDY THLERIR?
- ERABLRGKREH ZHETNER?
Kubernetes & &84 ( pod )

Detective JREIEH FTEM Kubernetes BE54 (pod )

@ Note

EERZRARBENZTREEFMES , X005 AAEN EKS Fit B EBEKRER. BXESZE
B, BS 5 LA BIERKIR

FHFEANEREFA (pod) , Detective LB Z LT R :

- ZBERYE (pod ) FHMEARRREEENKSHRER ?

« HXIZBERE (pod ) EWRLEES) ?

o ZBER4A (pod) FIEIT T HRLERES ?

- ZBBRA (pod ) PARKEIMRERNKAFREERL ?

- THEAFNWEMBERE (pod ) FEBTEWLERES ?

- ZBERA (pod ) PREBIEATMNEMBRA (pod ) FRENFERR?
AERR &

Detective IR ¥ E P 7N BRI B

® Note

EEFZEMARENTERAREE , KNG ATIEN EKS Fit BEBERR, BEXESZE
B, BS A BIENRIF

NFHNBERMRE |, Detective HLEBIZLL T H A :
- ENSEBEFEREEMRGESHRGHREHBNEEESIEMEK ?

THEBEE PR RAFER 25
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Amazon Detective AriEE
s BN EBEHREEEITZRENZDEIAR?
Kubernetes &

Detective JREXIEF FEM Kubernetes £, Kubernetes TB AP HRES K,

® Note

EERZRBRBENZTEEMES , X5 AAHEN EKS Fit B EBEKRIR, BXESE
B, B R LA BIERIR

FFEANER |, Detective BLEZ LA TR :
o WRLE |IAM EHEBERIUERNZEBR ?

- MERPELRNEZEBHEKRE ?

- ZEBFERANIWL IP it ?

TR ERNRERRE
EEFITHABE , Amazon Detective 2R BITHBRERE & K F K 52 K F B REEE.

£/ Detective , BRZ AR —FNALEHHE, IEHETEL - ATACERER , EEE
MERE DR , SEEBMNBERE TE, Detective FFiXET{t 5 GuardDuty AEL REKRE

Ko
Behavior graph
data structure

Uses ot
g2

0585 'S
Region Belongs to Behavior graph Uses data from ——» e
| account
| L
I
|

Uses data from m \
Creates ! [
Member

1
I
| account
1
I

Member
account

Administrator

account

Adds and removes
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BXRITHEBEEWNFHAES , 528 (Detective AFIEFE) HRITHEBUIESEIAE,

Detective 1B /0 B FERIRAKE

Detective MIA TR AWS BHEFIREEIE :

« AWS CloudTrail B&
« Amazon Virtual Private Cloud (Amazon VPC) jit H&
- EIRTEREN IPv4 A IPv6 125 , B NRENSH M 45 KB AL 2R £ A MAC 1i23%.

« Hlog-statusFERMELTFOKRSHIZEMBEERIER. BXEZEL , HZH Amazon VPC AF
EEPHREELR.

o {VREVEFL VPC FIZ1THY Amazon #MITEZEHERNRAE. TERAEMEIR , 4l
NAT P>k, RDS 3=l Fargate £,

- RREESNEELNTRE.
o JWFEMBAKF |, Detective E 2EX GuardDuty FEL R, GuardDuty

Detective fEA IR CloudTrail MIZEE/FHEM VPC i BERN VPC i B EREFERM CloudTrail VPC 7
BEESH, IEFRIAL2ENHEHRENINE CloudTrail 1 VPC i BERE., St TN LR
SHIMERES BT A,

Detective A A[IEEIERIFERIKE

BR T Detective /OB HFRMEN=AKER ( %02 2$E AWS CloudTrail &, VPC i BER
GuardDuty &4 R ) 4\ , Detective IR ALEMNIR T, TABER S 3 Z LT 0 BB A& EIERIR
o

Detective A EMNXEFHAAEZ OMAERSIRME 30 REFZIXA.

(® Note
Detective 2R ENENMNRBEXR R KRBV EHE , HZRE 1 £,

BRI RN T RS

- EKS #ifB&

Detective IO ERIERIRE R 27


https://docs.aws.amazon.com/detective/latest/userguide/graph-data-structure-overview.html
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Amazon Detective AFiEmE
ZALERBIERIR S L 1F Detective SBEUAE R EKS EEHMNIFAEFE |, X LEHBHIMEITH
i, Detective A &3NS AWS CloudTrail BB E4XEEXR |, MK EZN S Amazon VPC it H
FXREEXR , TELFISARFHXERET, BXEFEHAFE , 55 Detective By Amazon EKS
it B&.

- AWS Z£ £

1?273&?&1%%&?@»1? Detective M Security Hub 3REXVEIE |, X LBIBARMEITHES, BXiF
MEE , BESH AWS Z2 kI,

BRI EF L ANEBIERIR

1. FTFF Detective #2#|& , MR https://console.aws.amazon.com/detective/,
2. MNRETHSHMEREREN,

3. HUERET , &REH. AGERERANKENRE , IBCHEREEAHERFNERE , #
EREHRENES ANBERFEZ.

(® Note

MBELEAEFSHERERR , REXAREEXH EERNHBELHIIZR, BFHAETR
REFERX—ZH , RREEXRRE LB R, EFEHEFEFRIREN |, Detective TIEBH
REVEE,

Detective BY Amazon EKS it H&

Amazon EKS Wit BER —MNALEMNEIERIEZ , JLURINE] Detective 1T HE®, ALUET A
ViR E R E = Detective API EF AN AL REREEKF AAVIRES,

ZBIBEBRFRM 30 RERAH. BETHESZEE , BRI AIEREREN R T,

B Amazon EKS ®it B& /G , Detective BRI LATE/T N E R INBE XA Amazon EKS | IR
FRAG R, ZBERFRIEETRENEXUTRALRBNWES | EKS £8. Kubernetes B34
(pod) . BEMEF Kubernetes &,

A, MREEHE Amazon G EKS Tt BEMERBIER , GuardDuty N AILANHFEE
Kubernetes TAEL RVIFMES . GuardDutyBXEALBBRNESLEEL , GuardDuty FZHILE
# A Kubernetes fR#, GuardDuty

Detective #J Amazon EKS &it B& 28


https://console.aws.amazon.com/detective/
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® Note

2022 £ 7 A 26 Bz ROIEMNFHITHEER NS ALEBENRR, T 2022 F7 A 26 Bznitl
BWNITHE , BAFHER.

A DN BRAE N AR B3R RIRAY Amazon EKS it B :

1. 3T Detective ###lA , WikA https://console.aws.amazon.com/detective/o
2. MRETHShEREREN,

3. HFEET , &&E EKS it BEUBEALBERR. WREEA , FHERER , F105F EKS #Fif
AERIETHEF,

AWS Z & x I
AWS T2 RIR— N IENBIED , TLURIEIRE Detective 179 E .
AT OB 4 & 191 B E 3L Detective AP 25 1 Y ARG R EAEMK ™ YRS,

ZBBERFRM 30 RERHA, BETHRESER  FEANLERERFENRFZHA,

BHRAWS ££iB&EXIN/G , Detective B A LA Security Hub M £ iR #3C S8 Security Hub
BRI , FEFERTNFHERRIHTN AWS Z218X (ASFF) , NI THF#H THRNNWBBEHRIRT A,
R, EENENTRERWRAERIFHTRE , UBEREERBHMEER.

AN BR AWS T2 R IUERN ALERIER

(® Note

2023 £ 5 A 16 B2 ERIBMFITHBRERIABH AWS Z£ X IBIBR. XF 2023 F£5 A 16
BalflBNITHA , “AFHEH.

1. 3TFF Detective #2#|& , MiLR https://console.aws.amazon.com/detective/,
2. MNEETHSREREREMN,

3. HRE T ,&EAWS ZeRILEALEER, MREEA , FBERERE , FILF AWS 22
HERUMEN (ASFF) BERIZMEIITHEH,

AWS Z£ %3 29
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Amazon Detective AriEE
B2 EE LI

Detective ML &5 B9 BRSS R IREN T Security Hub FEYFTAE ASFF AELZER |, . AWS

- EEEIHNRSERSIE , ESH AWS Security Hub AP iSRRI AT AR AWS BRE &l
- BXIFNRIRIIK , 55 < AWS Security Hub AAFIER) HHER.
« AWS REFEARBRENFAILEDEEXEL SR ERNBSRAELERT2WRE,

Detective NI EXF 1= 6 IR ENHE

3 A Detective /& , Detective 2FFIEMNT A EEE A K BREURKE. SRR HERNETHEF
it , Detective thFF3AfE Ak BiX L% 5 K 7~ B B8 o

Detective REBEHE WL MA T BN RIBEBRMAARK. 77T X# Detective 747 , Detective &
174% Detective JREIBHIEIZA

Detective R E SREHIEREE Detective JREIE T A Amazon Simple Storage Service
(Amazon S3) FEEH . HFHRBIERAR , Hi Detective A FNEIEH T HRIZIF 2R
B, BXEZER , 52 (Detective AF1E™M) FH Detective WAIFEAREIEERITHE,
Detective ZI{AIA1T1T 0 B RY £ 4E £ Bl 2

Detective M ENMNTHENWHBEEHEIENEFREH, BIEERIBEE XA A Detective 171 BRI EIE

=
= =)

MEIE RIKF /5 A Detective MR A MKFEZZEMAITHERE |, Detective FiaITIX ELELER,

- MREERAKFBRNBEIEERT 10 TB , NEE KK %2 A Detectives
- MERAKFIEBEMHOBIBEELCSBITANRERES 10TB, T EEHZEAKF

THENBEEE BTSN RN ERT B RE K, Detective BRMARETHENKIEE K BRHE
TEYEH.

MRTHEBFEEZIIEM , Detective 2EZRHEE R —FRESTHE . NBREHEH , 7T MIBRK
A

MRTHERFEESRES 10 TB , WL EETHERRMIAKLR K

MRTHEBIEESREN 15 TB , M| Detective i FIE@ITHEFFEEEIE, X 15 TB WELHEL
T EENHEE K tRMTEFEENKEE, RINETE , FT2ETHRREREAHERE , 12

Detective 21X EXVFI 17 6% JREKIE 30
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Amazon Detective AriEE

BRI EHIE. DAUERAXLERERRERHTEE, EFE2ETR-—FRER , UHRTHENHERRE

MRBFEXECEE , MMLASE4E AWS Support TEEFEEHE A, WRABE , FERRZA AWS
Support , BFEEHMBRKAKS , AERIBEEE TEH. XHREERRBERESRTHENOKEER
HY,

Detective 20 1T1TH BV EIE E B AN 31



Amazon Detective AriEE

w4l £ F§ Amazon Detective #{TAE

Amazon Detective AIBRMA 04T, BEMRF IR ZLRERINN A SEINRARER, MERTEE
Detective , 528 Amazon Detective 214 ? BAK Amazon Detective B8t 2 MR iE,

FB
« Detective HE
o PEMERFE S

« Amazon Detective {H&EHIE

Detective &

A LAE A Amazon Detective Investivation £ttt BIEFRKIAZE IAM AP IAM A€ |, XA LAREY
BHRERSEHTRESREBR, BEE (10C) REMSE, RERKEDMRIW—FE4¢ , ©T
(S EEE ) RIEEETIRNETLEH. 188 Detective Investivations , AR ARE IR SN
R OLTATREEM , HIEBRSHWNEED,

Detective Invertivation A HlEsF I EEFEEIR B3 247 AWS SREHRWEIR , BURBIEENZ S
=4, BT, BAUEE, SRHEMRE Detective ITHRZ LHENBEH L RRKELZLIZE., FH
Detective Investivations , {RAISAAER LRI, T ARERRIT. FRich IP ut T REFH, SRITH
SRLPELSBAER—0IRE , EXHAM Detective IRFIHIXEE | UHBBETHRLZESEHHNNH
EEH.

BRATIHRAE

FRABITRAERS M IAM AP IAM ABERRHERBERS. ERNWIRGFEMAHP T RABESR
ENREITH
Console

BB T S EBEA Amazon Detective 24| &M “BE” TEHFTIFRAZE,

1. BFE AWS EEBEFIG. AR Detective #HE , MiLR hitps:/
console.aws.amazon.com/detective/,

2. ESMERT , ZRFE,
3. EFE WEY , EEALAN STHEE"

Detective AZ& 32
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Amazon Detective AriEE

4. HEEREBERF B, EUUBLI=MAXHRTRAE. RATSUEEX Detective H#EFH IR T
BE, BAUNBERFTHITRAE. BHEATLUM Detective BEREHRAE R IR.

1. Choose a recommended resource— Detective RIEEERAELE RN AN/ NAFHIES
KEFRR. EXT Detective HENRFRHITRE , BEMERRRPEREFEN TR,
HERRRRBRHEUTHAGE :

« IR ARN — BRN T 53R REM (ARN), AWS
- AERE  ERAERFRHXBRER, Detective BIAERFENEREEMT :
- BE 24 PRASFEMRERNSRER,.

« §EX7 KRAMEBIWRELXMNAHT S KRR, Detective AEXMAFRREBREES
BEZEEHHEXNZICES ., EXEZFMAEE |, S Hthe section called “F # &
4,

« IX7 KRBPERII R AR,
- RNBERIN  ZFMFERINETRIFEESIRIE.
- BIRRE  FMARIRRRE, Flmn, AWS AP EAWS A,

2. Specify an AWS role or user with an ARN— A LLEE AWS A& AWS A
P, RAEXNEBERRETEE,

BRBUT S REAERENTREKE,
a. NERRFRBETHIIRSD |, 1EF AWS A5 AWS AP,

b. HA IAM R ER ARN, BXAE ARN WEZFHAES |, 55H IAM AFEEHHN
A mazon BIREBF (ARN),

3. Find a resource to investigate from the Search page— &AM
Detective Sear ch TWE#E RFTE |IAM &R

BBUTESRN BR THEERR.

a. ESMERT , BEER

b. EERTE® , X IAM BR.

c. SMERFENMABTHNE , ABMNBERTRE,

5. TERAESCENBISH , EFRFAESCENE , LiEGPTERRNES . EaLUERE UTC 13K
B FF A B EARITFSant ) ; ARG R BB RAaTE, PR eTESEE UN F&D 3 Dt B &
% 30 X2,

HITMFRBE 33
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Amazon Detective

RAriEmE

API

BLUREARNIZITAZE , FE A Detective API BJStartinvestigationi®¥E. MRIREHAHE AWS
Command Line Interface (AWS CLI) , BE{THBAER S

EEWERP , EAUTSHIE Detective FETHE :

« GraphAzrn : #EE{THEK Amazon BREF (ARN ) .

« EntityArn : EE IAM AP IAM B &K — Amazon BRE (ARN ).

« ScopeStartTime : ( Ali% ) IEEFHRAEN BEFETE, ZER UTC I1ISO8601 X F&F
&, fflan , 2021-08-18T16:35:56.284Z,

« ScopeEndTime : ( A% ) EEERRBEN BHFEIHE, HZER UTC ISO8601 B F/FH,
fflan , 2021-08-18T16:35:56.284Z,

B RBIRE XY Linux, macOS = Unix #1THERLH , EFEARRHT (\) THRERPRIES TJiE%,

aws detective start-investigation \

--graph-arn arn:aws:detective:us-

east-1:123456789123:graph:fdac8011456e4e6182facb26dfceaded
--entity-arn arn:aws:iam::123456789123:role/rolename --scope-start-

time 2023-09-27T20:00:00.00Z

--scope-end-time 2023-09-28T22:00:00.00Z

& AT LAM Detective WA T REEITIAE :

« Detective F1Y IAM A= IAM AGEENHRH.
- REXNEANEEARLER.

- FTSRBEIRBRES,

- FAEXRINHELEN IAM AP IAM B,

# Detective X AETHER , HERBERE. BHERS  BNSRERHIAES,
EERERS

BFEREATEERTERNRE | THEZBE Detective FIZTHRE,

EFRERS

EERERE

34
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Amazon Detective AriEE

1. BFI| AWS EEBZE A, ARFITH Detective #&lA , Mt hitps://console.aws.amazon.com/
detective/o

2. HESMERKT , EZRREE,

ERFERS PRI TEE,

 ID: PEHREERNIFRLF, SALUERY D RKEARFEREVHE , HF IS RENFHRER.
« RS BNEEBE - NETREZTBRSERSHE R, RSETARETH, RIHEAK,
- FEM  ABNMAESE - NTEM, Detective BN BERI S B EM,

FEMRTIELAENREERNESAEENRFERDMNLERR. BEREN=EEATTRER
UEMASARAZZMHNFRAIENEHALAEANBEEREEM,

BAECFEMHEITNEFEIGIEMRANTE. 5. B, EHEEH.,
NMEEEZERBIEENTE RN TELENAE , LER—SRE  RACINEEFERT
Detective XM B EMZ £ @B,

« R XEBFEEEXRPEFRMINBEXECNFMAER . BLEXER AWS tk/7 , GIE0HF M5
==

« RS AIEBMIESAXERCBRBEERSEH BHMEANERER.

% Detective AERE

Detective Investivations IR &5 %5IH 7T REMEBENZENTHAREZEINHE, ©E5H T Detective
AR R £ XS iR HA B,

Admin report summary o ()

We observed anomalous behavior for the role from indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.

EEREEE ID AN NNAERS.
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Amazon Detective AriEE

1. BRI AWS EEEHIE, AFITIT Detective #HIE , BHkR https://console.aws.amazon.com/
detective/,

2. HESMERKT , EZRREE,
3. HEHEXRT , RERE D,

Detective X EEN R ESEEMAS ERBE. ZRESSRAERTD , EHESFEEXTEIIHH
—PMHENRAERNFAGEE. EERESNREERN , AUERERATENTIAEEERARE
=

/BN 0

- Kig, BRANERF  BEERERLSEHTEANKRE., FARMERF (TTP ) o MITRE ATT&CK 4
BATTHTIP, RBET MITRE ATT&CK Bl 5EF%,

« RBMBEIRFRICAY IP #biit : 4BIE Detective RUMMEIR , FRIC A SR IP it AR EFRIC AR BHER
o

« FATRRRY MRS WM RFKS P REMF AR A ES . Hla , ZIEFR5IH T AP EERE
RIRES BB B EARE,

« MXPERIE : EREREREEMHERNZTUES), Detective ERBERD M EAREMBFER
RNXEBPXZR , FFENTERERIE,

- MXPERY : ERERESHAXNEXRE. IHERRIFERNARXHAE T ERARIE
=

- ¥EME  RAEHRIKS R ERARFENME, Flm, ZIERBREZNASESIIET —
MEINBENVE , ZHBNVER - N TEEHARAREANVLE,

- MTAFARE  RBERIRSK S R B 6ER AP RE,

« ¥ ASO : IRFNERFRIKS RBIEANIEERGEAL (ASO ) . HlEN , HIEFRFIH THIEEN
ASO RYFTH LR,

HERGHE

FEREERQUATRENEAEERNFTEIRNREER. EARE  EUUEREBEZRERZLRA
MBARRE , RAERX A TEIZLBHEEHER.

EHFABAERERED , ZAUEEUATHEAER,
BER

ERRERP , ZANEEEGEFEWEIN IP W ATHRAUE XA UIREENRFRMAES
TXES

BEREHE 36
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https://attack.mitre.org/matrices/enterprise/

Amazon Detective AriEE

Detective ERIEHA T HERNFEES) , HIMAAIGER Ft7E3 (1AM A7 A H sE R R b 5l @i
BRI ).

Detective FHEMRFEBELREEMHPEANKE, BARNERF (TTP) . MITRE ATT&CK AT
TR TTP, REEET MITRE ATT&CK 1Rl 55FE,

HERER

BULERERERTHNES  KBETRRABETHIRAZHINREEDITRES K AWS FiF,
REIERR (10C ) REMSE, RERHEPURIN —FE4  ed (USERFE ) REEESIH
ZE2EH.

THRERS

ZAT AT 8 JSON 18X HY Detective Investivations & , AEX H#t1T# — 5 5 8 H 74 2 51k
TFIERRRS R (5120 Amazon S3 7748 ) F.

MNBE R THBAERS

1. BFE AWS BEEEFIE, ABEITI Detective #H|A , MUk https://console.aws.amazon.com/
detective/,

2. HESMERKT , EZRREE,
3. MHRERFEE-—NTRE , REEETH.

MEERE FTHRAERS

1. BFE AWS BEEEFE, ABITIH Detective #BH|E& , Wik https://console.aws.amazon.com/
detective/,

2. HESMERKT , EZRREE,
3. MHERFEE-—NEE,
4. HRAERBENES , BETH.

FEBEERS

1£ Amazon Detective PR BER , B LY AERSEN. EEENEAERBALEEZERANBENE
g,

THRAERE 37
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REHER Detective EB AR , B EFABEUHEFEMIFE, Detective 2B ERMIBEEM 90
Ko

MNBEREEHBERS

1. BFE AWS BEEEFE, ABITI Detective #BH|& , MUk https://console.aws.amazon.com/
detective/,

2. HESMERKT , EZERREE,
3. MHRERFEE-NMRE , REERFH.

MEENHEEERBERS

1. BFE AWS BEEEFE, ABITIH Detective #BH|B , MUk https://console.aws.amazon.com/
detective/,

2. HESMERKT , EZRREE,
3. MHERFEE-—NEE,
4. HRAERBEONES , BEEFH,

B R K

Amazon Detective IR T HENFEIEN T E, Detective FHAERLUMAELRIT, AEXIEA
HERAEFF IR,

HE/ &
EAREIRBFEATHE :

AN S
)

ok

WEBIEXEERSXENAIESAR , AEIERFBRT . fl, fEEREAEL D
GuardDuty FlAmazon InspectorZ RS X T 45 RN E R,

EDRMER , EWMELUNZEDREMMY (EENERED ) E2EMAM (FEEHSXERE
3 ) . BRATBMEXEARIES |, Detective Bl BE X AT A 7 K RIBR M H

NTEFRMERSEA | S SAREH AT —Br R,

BENRMER 38
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SEESRE

EEERAEMNE , oMAREBEBEHS N RENRBTEUARRERE,

SEERE R U EELL T RER R
- MERENRAFZE T EE ?

« WHKRASEBE ?

« WEHEFET ZKAEE ?

- REHMAXEDFTERNG ? flM , WRKHEEENRSFRIHKE | BIIRNAREXL
ARy ?

Detective RIM{L A BY TH#E W K& R 2 LMY H ARk,

0e &

RE—IRNBEMEMWA , MEIERE , FHRREIRE  HABLERCREBRIRE,

MRFENER

Detective FHB—MRAEHE —MEEANEEAR. a0, BAELKXEIE—MERERN Amazon
GuardDuty = AWS Security Hub BEZ R, H¥F , LAEHELOEN IP it 2 HI R ETES

HENHEMESSERNFNEEL R GuardDuty FIM Detective JREUE AR IR ERAY SE4K,
¥ M E Ky 45 R GuardDuty

GuardDuty £ &/ B SHBER AN TR ABEERNSXEEN LM, Detective REMFREETEIA
EXLERERI,

SNFEHMFAELN | Detective HLIRHXBEMIBPELIMFMESR, Detective BERT HiFEL RExX
RYSS4A | flan IP #eykF0 AWS IKF .

RIE , BRI RAXKENES , LBENBERDN PRV EDREEES AEMR,

EXEZEER |, S the section called “VH&E & IR,

AWS H Security Hub LR Z 2 REL R

AWS Security Hub KRBT EBEERREREENLZLPAELERLCEE —MbE |, HRERMEH AWS
ZE2RBNLEAE, Security Hub JHIR TAEXRBSMEREHNAERELRINESRM, SHURED

MRAENER 39
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RAriEmE

EENESME AWS IKF, BIRMTHFERABLLAENRE . Detective RN FRAB B THFEX

LRERI,

NFBIWIAELI |, Detective HLIRMHRIKMNIBAELAMIFMEE ., Detective BB R T HSRAELRMEK
RYSE4R | 440 IP #eak ] AWS K.

BREZER

M Detective JREHE A IR EVAY SE 4K

Detective MEREVHY Detective JREIEFIZEN IP #ukF AWS AR EXE

BHAE R

S the section called “A&E £ IELR",

o BALAMERES—MERN

Detective 12t B X ZEAHW —FFMAES , W IP ARG, SREHTEXTHFLICFMIE
MEE, Bl , Detective ATLAIRE R /NRKEERE, #EESMFERNEM 1P sk,

BREZER

BESR DR,

Amazon Detective & i iE

& T LAEF Amazon Detective K& EC2 24|k AWS B F &3R4,

fms2 , TBE/RT Detective IHEMITFE,

1. Select an entity to

investigate

'
Other

service

~—
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HrERIERE.

BINREXHHOEXKAERINIER, BULEEFRAERINIFAES , ol EFRAELRD
iR, iHZ 1 the section called “BEESSFHBELIN,

AN RGREENHRIEASANMAERNEEXH , E—FHEEMXRTRED,
%35 XEUER

BRERAELER  REUESERE.

FNFBAMRAELN , B LUNEER, 7£ Detective # |, RATLATERY GuardDuty AEL R, ES
%] the section called “/F#4 GuardDuty &L R,

BN, LFERAELEERBFRFARBHBEER K, Sl , EUREFEERENARNVEE.

Detective A& 2 41



Amazon Detective AriEE

2 ¥ Amazon Detective &I

RELXIZERNBWEEEEEZIREMREEAES], TE# GuardDuty Ml AWS Z&FEL
R 2 E| Amazon Detective 7 , X1 &R A LAEA Detective KBE SR KRB RNTES,
GuardDuty &4 R = Detective &%OBH—8f , BIAMFR TR#WERE. H Security Hub SCERIPR
BHM AWS Z2 KIM/HENTEBBERRER. BXESHAEE , BSRTHEPEANERKE.
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BERAAILEERDH,. THRMIEXBERARANZIE, ZERE BT ARSROSSETS RN E
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FERI , RAVRETEBERNFANHR , EREERLZEEE, £ EERIFAFAEE@IR
B EUNRAERIREHE—E , Ay BREERN , LERNEFSENALNEAERI, flm ,C
BET—MEETR , ZTR/REAHBRENGERERANPFRELRIN. Ba , AINEFEBRLLEE
ERANAERIAFHANINE, KR, REN=EMH.

AUELEREXERL :

- FRARTRAEERRAERS. EANREFAREA T RAFETRANFEITR.

- BEESKRTEBLEAZANNASRUBANFAGE , UoWSRNIEE. SEMEELXI,

- BEEXLAMBAERINRE  UBEFEEELERENZI KA, BRI HRKIARFRE,

- EFHYIEHFEELRN  WMEEFH TREMNZBENHEEXRKYE, BEIBHRAERNFAEPNEE
WA , FREMBEELNNEES D E XK,
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EERERIERE

FERNENBERNARENCREBXRZLEMHEN. FHANER. ZERESH , BREEMN
BN, RN ARBEUREXRXERRNBERES

ERERERINARHE

1. FJFF Detective ##l1& , Wit R https://console.aws.amazon.com/detective/o
2. ESMBE®KD , EFRELINA,
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.

b @
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ZHRTIEZIE 100 MEH |, RECKXBNAELNRIWERLEY, XTHINEEH , BAUEEX
B, ZERTHUIRB[HEURT X 24 MIRNSZERXBNRERTIKE, EAUSHE
SZERPHENEZS 2 RE (.csv) X,

MRERAENERERFMFPERN , WA NEZNEREINEFREXHF  HEH#TRE, BETU
HRIMEEHNKONEENH, BRIBEXH  FREERBHIK SRR,

AT SUMELE A

£ AP ERERZSNAGNAFURRERAN EC2 Xfld , MREMEFEHEES (), WRRZE
NELE. EXEFTHATERE.

HILX R 2 E % Detective /A T —MAARITES N HAARN AR, EHEREL , HEAR
p N

Detective 21t EZ/NIIREZR AR 1000 MNAF, A% EC2 RFIMNERE. ETSREERAF. A
e EC2 EHIHN IR,

WMREANRIFEEER 1000 & , HRRER 1000 & , WZRFHNITERETREFSEMERE. T
BFEARIFE AR 1000 F RIS [H] (6] B AY 204

IR XERTHERE. AF. A6 EC2 XANEEX AR TRBENEAESR.

{55 SR B E XX
BHAITUTREZ -8, oS REMAEEXH -
 7£ Amazon GuardDuty #Z#l&H , EFRRESMMERAELS REXEZERIEDT,

ES [ the section called “M 5B — N2 FHI A E,
« B1{E Detective Wit 2 & SSKEL & X4,

iH5 ¥ the section called “f& A f 1t 3 1T S/

B HZ Kubernetes B8R4 ( pod ) WARRER 56
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« £/ Detective 2%l & F# Detective 8 RFKEHK LK,
o MEAMSEMAE B AR EE L IBLHR AP IE R 8 O LA H B SR 82,

KA B A RYSE E AT 8]

ETRGEER AR FEESRETGRE R | TN RFREN T 24 M,
MB—ANRGREXHSMBITERE N | YATSE0EENARFRE.
MBEL RS MBIRGRE A | BERELRENBERANEED.
BXEECEENEURHSAREH LETHRENES  BSHEDEENHE.
SRR PRIRRF A B

BB ARV TR ED R SRR IR AT A SRR SR B, ERpSLASRBEBA — M N ER , IRHEEXAREN
Ao

HRENBERIN
SIREXHHLEZRHEEERARE S RNAELANIIE.

BALUERRNEERUNFAES  EXCEENAARRBAERINNEEA , FH#ABERAMR
UEREABHEX AR,

&2 the section called “EESSAFEHBELI,
W RIZRIEH I E R B
BIMEENHHETE— N RAFIENAELNEFATIR,

HERUNEAMA Detective WEFNFERI, KEMLEFEAKX , NARFENRZERERRES LT
MER.

EXRPAERINBANEZEE |, 5 Hthe section called “F K E4A",
SEXRBEFEMAEEN D ITE RAOVEE X4 HEHIR

BN EEXHBIE —HHAZMETF. SMIFHEE —IHS I EREXHEHR. SIMNEEX
HHRBESSHTHNERBEERNIXEAMATRCAT. FENENFNEEXAERERERGREE
BEHI,
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Amazon Detective AriEE

XNFRZHERAME , E—PET RN ERSEREXRZIRENSIHERER.

HtREXHERUNREERT FRKXENES, N THRBPELINOEMLE , REEEXHERLEHE
EREESYFIRE , BEHRE. SMEXMHERFREEXNAFHAEENES. BXES
E8. , i3 the section called “{ Al B S EARIEE",

BXREEXHEIR, EHF3eMWBREELHUEScXENTHETNEZFMEESR |, 5 the section
called “EERENXHENRAEZRE,

ERKEL & XA 3

— N KRGEEXHHELE -—ARSMETF, ENERFHLE - IRSIMREXHER. BIMEENX
HHERBIEHTHEBIEERNXAMTRICHNE.

HEO TR FNTEEXFETRE , ATEEMEREREXXHTRE :

o KRR
o RARFRIASF
« SEERTE

Detective » Search » AwsAccount/522536594833

522536594833 (awsmorocco-sectech) Scope time Info
AWS account Info 12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)
Scope time: 12/12/2023 20:00 - 12/12/2023 21:00

12/09/2023 20:00

EEEEXFHERASZRE

Amazon Detective %15 LN SN RMAE EXHFEREH —HEEXHERARK, BEBEXHERE—HT
MALTE  TRE-BREFACGEIREERERBXRBKNBEEE . BEXHERERATRERE TR
LAARZATERENEE. EMNEATURAERHEMFAESEMEE R EE,

BOMEREXHERBEEEDIMARARIBRMEREXRBKEINRERTNER, XEEBTESR
B THEHEXTZEIREMAEERBISIL,

ESREE B XS 58
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RAriEmE

P
. BEXHERAS
- RERE RN LT

- MNEEXHEREER S —M2EE

« MECE XA E R R 5 — N KAE B X

- EERENHER LY EEDFARES

BLEXAFERAE

BEXHEREATRREN TR LAFXAREATERRENER.

MBS AR LS B

BEXHERERE RN T RENHBIE.

AR BRI A

BRFERAIKRENERE
B

— XA B RUE BN Y S S B

DU
REENERRBERERTARKEN - LEERESR.

FEEER LITENESROSERRFF. B8, RENGEH
o

Role details inio

REWRHEE X4 BT ELRENESER
B RSRAR — ER BT B RUE BN Y B A B
XMRENERATUALE T #XEEEESHHRNITA.

BEEXHAEKRAE
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RAriEmE

AR B E R A

RESERNESIHE

DU

=y Scope time Info
AWS role Info
09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume info

Overall volume of API calls issued by this resource around the scope time.

(o | |

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

AR EE R R 0
N NME N W e
g & MO s .. El=l el

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B successful calls: 429
seline: 212

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* . .
200

Tosee more e, chose e el bar
BATR 2 Detective Bt X AFHEHR DR A — LEHBHRTERA :

 API R &< WM H B I
- #HVPC %

EREREEDANTAEIHE,

£ EC2 EHIMVES BN £ A RE & tHELIX MR B Y B B S AF AR
BEXHERE TR T SHERERSKEKNEAiwO#H EC2 5%
Plgy VPC & B SHIENFIIE,

Average VPC volume for common ports -4

Inbeund Outbeund Linear Log

Hypertext Transfer Protocol over S5L/TLS (443)
Scope: 11729, 16:00 - 11/29, 1800

|||i|||||||iiui|i|i||.=i|i||ni|i|||i||i|4'ﬂ;.~

BEEXHAEKRAE

60



Amazon Detective AriEE

AR B E R A DU

R FE3E E B [B) A JT 4R RV 7B 3 HEEHE , TEBPLEEDEERENNEEERNTTHRAE
B, X-—RFEFEE

i | REFEUSIAGRIN AP ERA, HEBEACBEHAFA
7

Newly observed AP calls

"‘|||||||||||||||||||||||ﬁ|||||||||i|||ii

MBTHEMLEFINEGES  NEEXHEHRSE R —FBEAH
B, BTHERETELDHANBERS , ZEERSWMER. &
XINEERXWEZE R |, 53 Fthe section called “F 177 K
ZRER,

FEUENEREREEERN  SHESERRM , BEXAFER G A LR RS E A E H E &
HYTE BN EERERED,

plan , AP TRSSAER AR HILEER AP ER, MRRE—
RAPRAE-RAZRREEBENAR , XARERREREED
HYESRE.

| calls with increased volume we

METAEMLEFINSGES | NEEXHFEREE R —FBEAHE
B, YTHERETEDHANBER , ZEERSEMER, &
XNEERXNWEZE R , i§SFthe section called “F 177 B
&8,
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Be & S A E AR AT AL Ry SR B

BEXHERABATARAUTER 2 —.

CIE/ R £Ficl DU
REX REENAHNRER—HAREN,

FERIHKAE S ERERRENERKE LA RH,
Role details inio
s ot prnepati —

09/20/2022 16:46 UTC

Role description

REXNETHTEEARENERNNEAWBES
ERENERT , IREMERENKEORRA , WET

B HEE XX o

= —MEREMSEIA SR
x RIER—MHENZEMAE 5K,
Observed IP address assignments based on VPC Flow
These IP addresses were assigned to this EC2 instance and also had traffic with the in
Q Filter by IP CIDR

sssssssssss

10.101.0.119 04/27/202115:19 UTC 09/20/2022 17:45 UTC

RN REHITHEF, FEMB T

BOLEREBNETNZEHE, ESH the section called “BL &
XA EREY BRI,

MRRPHENMERENKERPRRRT , WETURIEEEX
o

B} () B 1R 4 AT 40010 B 7R — BR et 1) P E S Y Bt D[R] P S S B
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RAriEmE

A LA

CEm:EE3

=y Scope time Infe
AWS role Info
09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume info
Overall volume of API calls issued by this resource around the scope time.

(o | |

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

-1 1 | 1111 N | 0
DI-.I-ll.ll-ll-ll-ll-lI-.IIII-.l'II-.I-.II.

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
cal

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* . . . . . . . .
200

To see more details, choose a time interval bar or | display details for scope time

REMREER T HeRSEENE , HEETEEzZaMzE
HEINE R R EE,. AERERBAEEMNBANESRET
EFTXEE,

FEREEEE/NNEERE LT ERZEEERBANHBERE,
A BRELES T RIEHETE H,

Newly observed user agents info
Thisresource used the

d the following user agents to issue API cals during the scope time, but not during the previous 45 days.

Q Filter by User agent 1

User agent Internal call count External call count

v 0 59
/1972 /20/.

09/19/2022 20:00 UTC - 09/20/2022 00:00 UTC
M internat: 0
External: 21

AT ML T 2R R B — Ik R AR
WO LA RIEHITHER ., EMBIR,
WO LERBNETHZBEHE, ESH the section called ‘Bl E

M EAREY B IR,

REEALRFAET—1T , EFZTHENNBEHAALCAR.

BEEXHAEKRAE
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RAriEmE

DIEI Rl £ic
eSS

IR E R

DU
S EBRES AR RHE,

R LREE RO TREILEE — N REERE RERTES AYETE
o

Average VPC volume for common ports -4

Inbeund Outhaunt Linear

Hypertext Transfer Protocol over S5L/TLS (443)

Scope: 11729, 16:00 - 11/29, 1800

IV ERE R R KRS HREBENERE S REFE
B, FEAUER —KESZTMEBNMEFHME SRS,

Newly observed geslocations

AR EAEEANERIEN |, Detective 2 FELGEENS
AARNERE— Lo

RATEREXHERABRNEMESTER

EERENHERNARN , FEEIEUTEI :

BEEXHAEKRAE
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ERTH SRR

HEERA  BTEANBEEAKX , TERENTEF2HN,

FRARITHESER  BFRALBEE, EMEX—K , REEN A ERERECENE, F5H
the section called “& 36 E & 8],

RipBUEH#TEEREA

Detective 2 ELSEENE A AR/ NS E—L
Detective &k~ APl AR A EXE TEIL

M 2021 £ 7 B 14 BF % , Detective RIREFRE X APl BRANRS . B3 Detective £ 7R API 5%
B, EE2E "XENERS. EETAPI BAGENRENXHEIRL , BABLKAEREBS24E.,. T
Detective TEiZ B Bl 2 BIRENHIE | RFBHI A RARS

B4, MN2021 F7 B 14 BE , NTKRFFNAE , APl ARSEEREXHERNENEFAEETE
EREHBABNERN AKID, I FKF | Detective 2E REHBAANESE (AFRAER ) IR
o X FAE , Detective RERABBAENIFREF. X T Detective 7 2021 F£7 B 14 HZHIX
ST , ZFRRFY A RAOE R,

XFER AP AAFIRNEEAER , XKONEHLRHEERREX—SEHNER M
2021 % 7 A 14 BFARIHER , BEFHE Detective FLH AN LR,
1% 18 B B A HE AR Y B T
% Detective ##|AF , BT LVE B RFRE LREREKENN ABE T,
REREKE
HTALRERTS BEENREHER  ATURBEES A LETHTH
REBAX AR BBNRT.

1. 1B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &
2. % Detective SMEHRFHRET , BHEERI,

3. HERINEMNREKET , 2HEkE,

4. ERLEEEBNLERHRBITH

BOiE A EAREY B 65


https://console.aws.amazon.com/detective/
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5. &R

®ERRIBEER

N FEEXHER , B LATE Detective RELER AR EED , ZEETENATFEN IAM BF
= IAM AW TE R R#.

(® Note
BRI B AR X BT A E A T EA AWS K.

RIE A R B Y BT,

1. 1B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &
£ Detective SMBERFHRET , EEEETL,

EEETAEHNNEBEELERT K SENEXFMENEIBENEEE RGN,
HIABRT , HEBERNREN UTC, £EHRE , EREEBHNRMAX,

S

filgn
Example
UTC-2022 £9 A 20 A 16:39 UTC

A - 2022 £ 9 A 20 B 9:39 ( UTC 07:00)
5 EE®RE.

MEIE X HERFEE S —MEH &

NTF EC2 k61, IAM AFHM IAM A6 | SR ULEZNFAESEEXHERSMEENNEFE, 2
HERHNEE TN RAERHTESEE.

£ EC2 RfI ¥ AEEEREXHEMR L , EC2 LAIFFIRRFEEEE] Amazon EC2 #2415,
ERPFAEEREXAERL , AP AEES IAM 2548,
EAEFAGERENHHEHIRL , AGBEES IAM 2F5,

RIS - MzHA 66
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MEL & XA AR B 5 — N SRAREL & S

YR EXHERTEFTEXRMECHWIRMRAFN , ©BERELZRAE B SUHEERE, ISR EC2
26, 1AM AP IAM A EH LK Amazon EC2 Fl IAM 4| 54512, 155 the section
called “¥: 2| % —MNEHIA7,

Blan | SEETLM IP #usik IR P ERIFE IP it N EENHF, XFERTUTHREEREMESTUE
BhIETERIBE.

HEE XA EAR LM EEFEAER
HREHE , EUEBER S PELN AL EHER.
EUATEREXHERT , CUNEREDHAELRE -

- APl BALRE , BAFRERE X LAVEE X4 ERERI

o MEBNFHA BV E

- VPCHIERE

« NTFEEANIP it XK FAERI , #HBAELI IP ity VPC RE
- BABRFEHAER

- EHMW VPC RE

« Kubernetes API {9 25531 E

maFEIE A A EE LT RER R

- fE/A T HRLE IP it ?

o XL P Hbhb{v FHFE ?

o 8 IP bt ARAA T WL API, BARIXEEE AR B IR ARSS 2

o DRLE ke 15 B BAFRIRAF (AKID) A TEA ?

o {FATMLETIFEXRIITRA?

- #HITTZLRAEAR? HPHAEAMBERARTESZ DR ?

o RIZEBEAN P bt EMEA IP it R3EM VPC REAERIEERZD ?
- EREER. MERBBA (pod) 7, BERBLTEHIRES?

ES}
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- APl A EENESNFRER

- WENERNESFAREE

- VPC ERERESNIFHES

- WKk EKS £& M Kubernetes API JE3h B2

APl AR EE/RENFHER

APl BAEENEHFAGEE R T EEENRBEN A LT AP EA,
EERENNEHERBREDFAREE  FEEREKR LA EBER,
EERHECENENESIFARFE |, FERIE R EEN BN IFEHE R

BEE |, Detective M\ 2021 £ 7 B 14 BEFHBREEMNE R API HRANKRSEH. ZBHATEEREENX
HERNEHEREE R, W TFEZBH2HAXENED , BREBH N RARS.

EHFAGENARR (AP, A8, K/, A28, EC2 XHl. S3 7##F)
NFIAM AR, IAM AG, KF., A4k, EC2 KHIM S3 F#E , EEAGEREEUTEE
- BMRIFEREFTENESEERNRHN APHEBRENES.

MNTF S3 FMM , REERMTXY S3 FRMWAITHY AP A

APl BRAZBARATCIINRSHEITOH, T S3 F#EE , RSHBLE Amazon S3, R Detective ¢
EHEAXHBARANERS , NZAAFENERAERS T,

s NTFBAN%KE , EHFAGEEREIIF XM FEARE. WEEW IP it & FEEREN IP it
HWAE

- BAREHETSHTAAENEE, ITFKF , FHFMASETATEERAFSAR, XTAEM

s, EBHAGETHATHREAGSE. NTHFINAGLE , BIFAGETATRERREAR
RAF (AKID),

FEE,B2021F7 A 14 B, KPFEEXHANESIFAGERRERAFRAR , MAR

AKID, X TABEEXH , FHFAEEIESETNEAGBRKE , AR AKID. XT 2021 F7
A 14 RZRiRERES , HRAEEIINRAEIR.

SEHFAFERBEUTRIF
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MELRHY IP bk

EYERATAE AP ERAK IP #it5lk,

A LR IP bt | ERMIZ IP ik & HEY AP BASIR. AP AAZERCAINRS#H1T
P, WF S3 F#EE , RSHBL R Amazon S3. MR Detective TEHE X HIERAMERS |, Wi
BRI ERAMERES T

RE , BALRFBANAPI AR , E7%KBZ IP it ARESR, REFTENEEXH , #A
EFRRRAF. A, ABXEDH AKID,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

rds

EIRSE X289 APl J53%
RYEREXEHN API HRANYIR, API BRAZBEAHBRANERSHEIT2E, T S3 FiEME , RS
48 2 Amazon S3, MR Detective TEHWEAHBERANRS , WZBARANIERABRES T,
BU LT BEBNAPI &, EREHBAKN IP k5K,

Rla , BUURIFEA P i , E/RMZ IP #isit & 1% APl A/ AKID Sk,

Successful calls »
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RIR R ID

SYNERATRE APIARNAR, A2, ABSIEWH AKID WIIR.
BALRFABNEAE  EREAERD APHERAR IP #it5IxR,

RE , BULEFEAN IP it | ERZFAAEBEMNZ IP it & HEY APHBAYIR, AP ARKRA
HiERNRSHTOHE, T S3 F@#ME , RFZHEL R Amazon S3, IR Detective TT3EBRTE A H
WANERS , NiZ AR ERMES T,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Fd

sssssssssssssss

SEHFMESNAR (IP it )
NT P uk , FHFABREEUATEER

« SMETFEREFTEN ESEERNRHN APHERENES . AP ARZERHEANRSHTS
A, MR Detective TTEWER L BEANRS , MZFARIERMERS T

s NFBANEKE , EFFAES TR T & KA R XK.
ESEHAEEREEE U TR ;
RIR
BAE M IP sk & H API 8 BB RIR IR,
NFEHRE , IRBEIFBFERBH. XM AWS KF,

BULRFTBMAR , ERZEFEM IP ik 2 Hey API ARSIz, AP ERZER HEAN RS
T4, MR Detective TEWER HAAKRS , MZEAFINERAEKES T
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | edie

Resource w

waf.regional

BIRS X258 APl 753&

RUETREXEEN AP ARANSIER, AP BAREHBARANERSHITSA, WR Detective ToiEH
EAHARNRS , NiZAAFNNERABS T,

B LR EAN API AR , EREMERNBIERAM IP it & H API 8 AN RRYIxR,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | ki

APl mathed v

XE i AE SR THET

& T AR B R R AR — BRI E S F A E B AT HEF .

ERE—SIRTHF , AVTREFIRETHEF. RIEEFIREBLZRNN AP BRXBEEF.
R EF FAES

BRI LR EE TR ER M EED FAEERPFRRAEINEEFEH L H.

R AT+ E#E LAREE S — 5 h R AE RS &R,
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N DN 1% BS

1. EFREIRRRE.
2. MNEMH  EREATHENEM.

3. REHATRENE, MESRSHIE, Hl , & API FERITHER , 1RZE
Instance #1TiFiE , MERMSITTEBHRFIE Instance WET API B1E, R

It , ListInstanceAssociations # UpdateInstanceInformation &BEEPCHEL,
FNFRFZ B, APl F3EM IP st | B EE —MEREREFE—IHNETFILSS.

NTHEM AP F7/F& | FEARRTBRERENFFZHS , flW0 List, Create H Delete, &
N API 73R R IERBURESR BIFT K

NF CIDR =X , BAILUARRIENH IP ik, FAF IP #5545 E CIDR EXEERY IP ity
ik,

4. MRBREBHZTHEIEES , 5% Boolean EIIRIRE X LiF ik BFHERE AR,

Q,
APl method: List and a Service: "config" | Clear filter |
and
Resource w or
and not
» rRole AWS role

or not
» -

5. EMIBRIFEDR , BEERER LAK x 718,
6. EFBBRFTATRLR , HREBRFIERR.

NIEZFAE B IE R RSB E

BXRETESFAFE SR , i ESEEREE A E SR ER B E E R, &R A E SRR (E SR EESE
Elo

BEFERESD A RE SR ESEE

1. EREE.

2. HERENEEOL , EREFEANFTHBMEREE,
BEREREQRERNEEXHFHRINEERE |, HEFRENRINCEEE.

3. EBREHEEMR,
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EFFAEENNENEEEREXFERE R EREE R,

Scope: 07

T
- Ee N _m _};— ok ow |
[t AR [ 77 (0[] Mammind;
BRFRHAE
Amazon Detective & Amazon Security Lake £ , X EWREE AT LLEH MK EK Security Lake FFHEHY

R BEHRE. BXMERNESZER |, BSHE 5 Amazon Security Lake FYE Ko

FERALLER , BAILAM Security Lake BRAEXFHNUT R EVRENEH A EEEH,

+ AWS CloudTrail B2 E 4
+ Amazon Virtual Private Cloud (Amazon VPC) i B &

@ Note

£ Detective FEWRBHEFEBAET LN TR, TELZ# Athena ERH EH A AWS AR
S ER R NIRRT FRIEL

EHRHBEE

1. ERREETFHESEENFAER.
2. HEAL , BRBFBRERAFRK B

3. ERWKALEMBERYT , B EFEEIEN Security Lake BIERRFNWBENEH. BXERE
HEENEZFAER , BULLESF Amazon Athena F 8 R EIE.

EEWFRKRAERST , BULECEERIER |, 7£ Amazon Athena FEFER , A THER [TH
NESHRE (.csv ) XH.

WMRIRTE Detective PEEIAFE , EEBREREEMER , MAERBHTUTRERMmSI£H,

- R BEABES %L Detective RAJ A , ARESF ERE Security Lake AE&KRH, HHEER,

MIESEAEE 73
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« Security Lake R AJREIR D B &, MREZFSFTRIETE , MR Security Lake FRD BE&H. EfFR
ZEE |, BERIEM Security Lake BEE R

w IRV B RV ERB IFAER

RN BNV EBREDFAEERERT EEERNBAMEEVERHN AP BH. APl AREHE
MpBVER HWABEIEA. ENTRTEABERNIEEXHSMENER. T S3 F&M , &3
AR S3 FHMEEITH AP A,

Detective £ MaxMind GeolP #EEHEFRMMLE. MaxMind REHAEHERERMAIR=NER
ZREMS , EEMNEER—FNBENERAMEEES. EXNEZEE MaxMind , EZH MaxMind
|P 3B E, MRBIANEM GeolP ZIBFIEH , ATLUETE “F1E GeolP2 ##E” [@ Maxmind 123
EMaxMind IEiFK,

APl BRZEAHBRANRSHEITOH, T S3 F#EE , RSHBL R Amazon S3, WR Detective o7&
BEAXHBANEKRS , WNZARNINERMERES T,

BEEREIFMEER , BRITUTHREZ—:

- EE ERRE- M ENE,
- BIIRS , EFRHBEVENFHAER.

EHFACEERR T HECES R, BREZMEMESXR , FEBEDIFEE R,

BEE |, Detective M\ 2021 £ 7 B 14 BEFHBEEFMNER API BRANERSEF. N TEZBHZH
RENES , BREBEHAKRHANES.

EHFAEENARE
BMNET RS TSEE N E M ENE R HOTE AP ARANER.
NTFEA Pk, FIRM API 753% |, FIRERRMKMA AP iE AR
SEFAERETEUTETF ¢
MELEIRY IP bk

SYERATMEIEMELR H AP RAR IP it 5K,

BAIURIFEAN IP thit | ERMZ IP it 5 H AP HRNERR. SIRERBEREH. EEFIK
ID , BEBEEEEEML,

R ESESFRER 74


https://support.maxmind.com/hc/en-us/sections/4407519834267-IP-Geolocation
https://support.maxmind.com/hc/en-us/sections/4407519834267-IP-Geolocation
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction

Amazon Detective AriEE

RE , BULUEFENER , ETRZERMNZ IP it & HAEE APl BA. APl BARAHER
MRS HITOHE, ITF S3 F#ME , RSHL R Amazon S3. MR Detective T 3ERE X H B
RS, MiZARSHNERAMERES T

Ashburn, US from 05/14/2021 - 06/28/2021

..........

RIR
RS RMATEEEMVER H APHEANRRIIR, SIRETSEREN. BEEFENKID, FEEN
LEFE-T. NTENREF , #REMFESERKEN AWS IKF,

BAURASNMNAPRA® , ERZERXEN AP HRAMNSIR., APIEAREHERANRSHT
P24, T S3 FER , REZHBAE Amazon S3, 1R Detective TZWEX B BERANERS , Mi%
WRAMINERIERS T,

R , BALLEFEN APIEA , ERERAL APIBAR IP #hit 5K,

Ashburn, US from 05/14/2021 - 06/28/2021

25.932
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X$EiFAE SR THET

&R AR B R P AV EA — FIXES FAE B R THE T

ERE—FIETHEFE , AVTRERFIRETHF. RIERFIRBLERNN AP BRAXBEEF.
TRIESES FAE R

SR LA A LR TR ER MR RAGE R R RRIEINREFEHNGH.

HEFTAIET - & W SR YESE — 5 h R ETFIL SR,

N DN 1% BS

1. EFREIRRRE.

2. MNEMH K ZREATHENEM.

3. RUHATHEMNE, MESIIFNoE. Fl, & APl FEHRITHERN , IRZE
Instance #H 1Tk , MERBRLBEBHRPEE Instance BEM API #E1E,
It , ListInstanceAssociations # UpdateInstanceInformation EBEEPCHEL,

NTRS AW, APl 73EM IP tbit | Al LU E — MESEERE — N ETFiEER,

NFEH AP FEZ/FH , BEBERTBRERBEN FFZ/FE |, Hl0 List, Create = Delete, &
N AP| =B ERLURMESR BT K,

3F CIDR &R |, B LUERREELHE IP ik, FH IP it HE545E CIDR EXTER IP i
ko
4. MBHEEHZNTFIEEDS |, iF%R Boolean EIRIR B X L iF ik ESMEE AR,

Q

IP address: PUBLIC and & APl method: Create X Clear filter

IP address ¥

5. EMIBRIFLDR , FIERRER AW x FRid.
6. EFBRFATATIERR , HEREFEFRFILR.
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VPC EREBRIEFFHAER

XNTF EC2 Kf , VPC HERERES FAEEE R TEENEBEMNZ EC2 KHI5 IP bk 2 B AY
BEfER.

3 F Kubernetes A28 , VPC WEREE RFIE BAR IP #3#Y Kubernetes B854 ( pod ) 7 ELHY
IP st B9t =TT S 8. £ hostNetwork:true B , Kubernetes 254 ( pod ) B9 IP Hutit N2 M —
o EXHERT , AR2ERINEAMERENEMEIRE (pod ) WREUARFEE ST K.

NTF IP it , VPC MERENESFHABFEER T EENBESEERNZ IP #thit 5 EC2 S5l 2 AN E
B o

EERENEBERRNEDFAER  FRERXR EWNRREIER.
EERIHECENERNESFHAEE , FERERTENENFAEE.
EHREAEENAR

2 e BR P a2k B S8 Bl R RSB 30

T EC2 3kfl , EFHFMEEIE IP ik, KAihixO, ZRIKO., HUMFENESME—LHEN%K
B

T IP thyt | SEFFMAFEEDE EC2 6, KAithiwO, ZBIwO., MU F RS MNE—LHEN%K
B

BMKEMERAURE, HEREUARGAERBBESIERHEL, FRERIAREXH L, F
BRI 2R IP it A 5L FIEERAEX,

uuuuuuuuuu

XESFAE B HITHF
R RPN EM —FIXOES FAEERTHF.
MNBRT | EFACEERRRIREF , RRRERAWREN R
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RAriEmE

TRIEEFAER
BXIREREY , BRUEUATEREEDFAGER -

* IP Hbht =k EC2 =41

. AT O

. FH

- P

. EREMETERWIED

2775 00 0 B 7 6 2R

1. EEHERRE.
2. MNEMH  EREATHENEM.
3. RHUATHENE, MkimFoE,

B P b #ATHR , EUUEE - MEREE - PMRETFER,

XF CIDR R , A LLERREENH IP #hit, FAH IP it s 54 E CIDR R TH A IP ib

ik,

4. MREBZAHILRR , 1HIEE Boolean ETIRIREIX L FFERAEE .

Q

Protocol: TCP X and & | Directionality: Outbound > Clear filter

and

Remote Inbound Cutbound

IP addr O Local port + :
P port v traffic traffic

and not
4444 596 B 9.43 kE

5. EMERIEILSR , HEREREA LA x R,
6. EERFIETERR  HIERBRFLRR,

NERFAE B IEFNEEE

BRERESFAEER , iESEEREE A E SR ER T EE R, &R UE SRS AE SR EEE

Bl
EFREDHAE SN ESEE
1. RERRE

R ESESFRER
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2. HEREBENEEOL , RREEERNTBNERE,

BN RE A RERNEEXHFHRINEERE |, HEFiRENRINCEE.
3. EREMEEEMD,

EFFAEENNEEEEREXHERER EREE R,

[

Inbound traffic

Seope: 0119,

Outbound traffic /

- i \h .
B, SRR r—

TRIRETHRE
HERETRBXBNIT , RUNEERR LERXETE —REBANRE,

NTEMFERFOET , BERPZERE. WTRENST , FEEAUSIHUEEREETHI—%
%o

Cutbound traffic

Showing activity: 02/16/2021, 17:00 UTC - 02/18/2021, 02:00 UTC | ran D Overst trafic

BXIMERENRE , EUBEERE. EETHRBERE , FURERE

AY) \\
[\
I\
4
Outbound traffic
.'lI
Showing activity: 02/16/2021, 17:00 UTC - 02/18/2021, 02:00 UTC £ O Oversll rathic
>
-] p:._ .:»: = : Accapt | Asnotations ¥
C o =D
C o =D
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&R EKS &M VPC RE

Detective AT LAZE & Amazon Virtual Private Cloud (Amazon VPC) RERE , XL HERKRTHEM
Amazon Elastic Kubernetes Service (Amazon EKS)EF IR E. X T Kubernetes &R , VPC A K
MNABURT EKS £EPIENBR/MLEZEND (CNI)

ZRIAELE R EKS £ A Amazon VPC CNI ik, BXEZFHAEE |, E2H® (Amazon EKS AAF

ER) FHEE VPC CNIl, Amazon VPC CNI 4R AER4AE (pod ) B IP bt RIXAIBRE , HHY
R IP b3 R T S8 IP st U 1T ERE(S . Detective AT LUBR NI REH FHXKI EBHNE
254 (pod) , BHALEHRNAIBRE,

MRBE Detective BEB RINBERH (pod ) WAZRE |, FE ANTIRME bt ## (SNAT). /5
I SNAT EERBRMNRE, AXESFMES , H500 (Amazon EKS AFIER) FHASEA
( pod ) SNAT,

MREFEATRE CNI @4 |, Detective 3T BB hostNetwork:true FAEI4A ( pod ) BT LR
2Z R, WFXLEREH (pod) , VPC REEHRSETRKAEREAH (pod) B9 IP T ER
o XEREENT AHNRE , UREMESR hostNetwork:true BREM TR EARA (pod ) K

=
==}
=
o

Detective £ EKS &234 (pod ) 8 VPC REERF E R T EKS EHEEMNR

belo

- #8758 Amazon VPC CNI iV ERH , E@EBE VPC ARERENEESRE
hostNetwork:false FY&234 (pod) o

« £EFA Amazon VPC CNI &4 FMEE AWS_VPC_K8S_CNI_EXTERNALSNAT=true RYEE T , £
EEE VPC AR EFREMESR hostNetwork:false FIAREFA (pod ) o

- HMEBBE hostNetwork:true WAESH (pod) . RKEEZTRNRELASREHEMEERE
hostNetwork:true AR ( pod ) WHRERETE —E,

Detective T~ 7 VPC REERFPE RA T RN ARE -
« £EH Amazon VPC CNI &4 FEE AWS_VPC_K8S_CNI_EXTERNALSNAT=false WWEEH , {F
B &8 VPC AKX EFRENEBEE hostNetwork: false HAEFA ( pod) o

o ERBE5X Kubernetes B9 Amazon VPC CNI 4 EREH | A EBBEE hostNetwork:false
Elg?éﬁ.%ggﬂ ( pOd ) o

s BAEEEER-—TRINE I BREARERENEEHRA (pod ) -
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https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/external-snat.html
https://docs.aws.amazon.com/eks/latest/userguide/external-snat.html

Amazon Detective AriEE

ER~HEE Amazon VPC 1§ VPC K&
Detective AIIAEE #Z VPC ¥y Amazon Virtual Private Cloud ( Amazon VPC ) RER & :

« N8 Detective X AMKFIHAEHLZE Amazon VPC , A B HMIE Detective KA EAHHLZE VPC |, I
Detective fFi5#23k H1Z VPC WFFIERE , HIRMEEXZ VPC NFTERERN AL,

. WMREEHEZ Amazon VPC RIE—/ Amazon EC2 324l , EH = VPC fiEE T £ Detective 5
5 , W Detective FFR2¥EXREBZ VPC WEMKE, NMREEEEF VPC AARE | N AIE
Amazon VPC FREE RN Detective BRI AL R -

WK EKS £E M Kubernetes API SEZI B2

WK EKS 8 H Kubernetes APl BESIRESNFAE R IR T IR ER HSEE WA H 8K ThFl &
KM HY Kubernetes API @A IX .

EERENEBRRNEDFAER  FRERKR EWRREIER.
ZETHACEREAENEAFE , FERI EENRNIFAER.
EHEAEENAR (KH. FR4A (pod) . AR, A&, AE2IE)
XNTE&ER, BaRd (pod) . AP, ABHAGBKXE | BEIFAERETSUTER
- FMIETFEREANEEERNR LN APHEBRAENEER.

NT&EE , APl TARREESEFAN,

XNT&ERA (pod) , APIFRALIARRE (pod ) N BR.

NFAF. ARNARKXE , APl RARHAR SHRIENZAF. AEHABLEN Kubernetes
AP REI.

« NTFBANKE ,EHFAGEMBEREI., KK, RERAELEHFRIXE

o XLEFEEHE IP ik, Kubernetes AR, ZREAFMAKAURFTRHANES (RSKF R
AP ). WESEAEES , B LIEE P thit, B2 FMEAMNEE X4,

EHHAGEEEEUTEIF
ES]
KRR RATHIT AP E AR RS IK S M A5 3%
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Amazon Detective

BRLRFABNRSKAMNAS |, ERZKFSAFET APHEAR IP it 5lxR,

P4\

RiE , BOLLRFAESA IP it |, ERZEKFHAFMNIZ IP ik & HEY Kubernetes APl 8,

BRI Kubernetes API ] , & requestURI LABEBEZTHKEERE,

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit
IP address Kubernetes API call
a 1 2 3 >
Subject = Success ¥ Failure ¥ Unauthorized % Forbidden %=
L4 4]
L A0 4]
| 3 3t 4 (8]
L] i)
] 1 20
] 2 0
|P b ht

BYEREH AP EAK IP it HI5K,
BA L RFAENEA , ERAHIZAAMN Kubernetes B ( REKEMAF ) JIRK,
RiE , B UNENETY B 1ZEBEEE B ANHTH AP HRAXET|K,

AN

RBFF APl BREE | EE requestURI ABE B TR IVIRE,

R ESESFRER



Amazon Detective AriEE

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit

Subject F 1 Kubernetes API call

IF address % Success w Failure ¥ Unauthorized ¥  Forbidden # Location =

L Coyi _"" _..-"'I_.\

Kubernetes API & A
R#)E R Kubernetes API B A zh A %I,
BRI LRI B API 351R |, & REZIRERBKE requestURI,
KRG, BEALURTFFEA requestURI , EE#1T APl B AH Kubernetes =8 ( REKESMAF, ) -
RITEHE , EETBEATLE P #HIT AP A,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Ea

Observed IP addresses

X&) AE SR THET
&R LR B R P AV R — FIXOEB A E B THE T

ERE—FIRTHEF , AVTREFIRETHF. RIERFIREBLZRNN AP BRAXBSERF.
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RAriEmE

TEREFAEE

BRI LMERAFRETRERRAEEDIRACEPRTIIVEINBEFEH L H.
HEFTAIET - & W SR YESE — 5 h R EFIE SR,

NEBFHME S EFEREEE

BRETESFAFE S, iESEEREE A E SR ER B EE R, &R AE SRS AE SR EEE

Elo
BEFRESNHAE SN ESEE
1. EEHRE,

2. HEREENEEOL , RREEERNTBNERE,
EfEERENEEXHFIRINTENE , HEFRENRINTEEE,

3. EEREHREEO,

EHFAGENREEEEREENHEREBR EREE R,

Successful calls 90.55% of scope time call v [0.30% Less tha eypicat activiny)
Scope: &1 7708, 13:0¢
(e ]
Failed calls %65% of scope " ¢ [0.30% maee thin typical activity)
- | e e — — e ] e

] | JERm

Showing activity: 07/06/2021, 00:00 UTC - 07/08/2021, 04:00 UTC di

/

i E A AR E X EREE

BMEEXHEREM S ENERTREN D TR KERED N LN SERNRRAER.
NN REXHERERNERADTERIXEER,

BB X EAREREAERA SN —FEFF L. REEEAEGRE T HRLEEROBE.
EEFHEBRNEFAERE , FMNEARITEFERESES. W BEREREREDEED.

ZEFMALREEUTRENER -
- ERABER

MEEHFAER
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Amazon Detective AriEE

« G0{AIf5E P TED AR 120 5 4R 5 (BB
- BEEZERBUNEESR

B %S BSR4 & XA E 2 LR
FERUT &Iz — o E#ZS A2 Amazon Detective FRYSEAEL B X R BE R IR

« M Amazon GuardDuty 2#& AWS Security Hub , #REJEAM GuardDuty 2 45 5 ¥ 248 R #Y
Detective ZINIHZER,
« #&AILULCYR Detective Wik , A THRRIFERIAH LM , HREEEANTEAHE,

B LR R B M Amazon GuardDuty ZEBEHR S AWS Security Hub
£ Amazon GuardDuty #HIEH , BAUSMEI S AEL RMERWZEHEHERE,

83 AT LAM GuardDuty 1 AWS Security Hub 2% & S B BRI, XE M 7 HHXSEHR KR E
B ek,

XEEEEHTHELBEERRE, B MREREA Detective EHEXRBMNEMIES , HAEREIR, A
B, MRAERIARRK , WALLHEFY , S N#E-SRATE , BERENCE,

w{A % Z| Amazon Detective 4|4

FIEAZE GuardDuty &£ R#9EAEEE, GuardDuty EAFEBEFRRSMEIZAEEXHERSME
BERERBRE,

M GuardDuty EH41#: F Detective

1. #TFF GuardDuty ##|& , MHEH hitps://console.aws.amazon.com/guardduty/o

2. MBALKE, EREMNSHERPHEERN,

3. % “GuardDuty BELR" MH L , ZREREER.

PELANFACEEERE RERAERMYKRHN AN,
4. HFRAELXMFMAEEBERL , BT Detective RHHITIAZE,

GuardDuty & 7~ Detective F A/ HA &M 7 A¥I @ 5 &K,

ZHREEEEMRSE (F0 1P #eutsl EC2 k41 ) , hEBERELI,

EESMEIRAEEXHRFEERAR 85


https://console.aws.amazon.com/guardduty/

Amazon Detective AriEE

5. EEXAHFERN.

Detective 2| & FFT A #AVET R, 2% &FITTRERAERNE B X4,

R KB A Detective , NZHI A LT HF—NEETRE , B4 Detective BIBLIR, BATELLIZEE
/2 B Detective,

E M Security Hub 2% & 3% Detective

1. 3TFF AWS Security Hub ##I& , Wit https://console.aws.amazon.com/securityhub/e
MELE  ERENSHERFHNFERI,

£ Security Hub AELRRE L , %8 —I1 GuardDuty AEL R,

ERMEERERT , E£FE Detective P ITRE , AREENBELXAH#ITRE,

W D

HEEENFERNATRERN , EHBIETFHRFHTI Detective 285, THEHE , EFF
ERIBR,

BMEMNREXE#THE , BRI F Detective BHA , ERAZTLAURFHNXE., BXAELN
RENEZEL | H519 (AWS Security Hub AF#ERE) RFHEXEGRSBEELT,

WNRIE KRG A Detective , NIYFITF#E4IA , B R Detective EX M H. BAITELL/S A Detectives

X ¥ @) # PR HEBR
EFREOIEE  BDTHEBRUTEREZ—
o KPP AIMBER Detective WEEBRAKF, , tRERONRSNERERAK,

- ERABKFAE  ZAGRTEERAKS HRITHEHNR,

BEXAEEEAKFPNBUNESZEE |, 525H5S Amazon ##F—HHE W GuardDuty F AWS
Security Hub,

MREEINETERER  BREUATAR,

« EITAEG  ZRERIREETEEANKRAIKS ? WRKEKK S REGEE R A KS NS 01
RI{THE , WTHEPRIESZKSHHEE.

MR ZHEE A REZBIE , WITHEF TS ZKS OB,

MB =Mz aFE 86



https://console.aws.amazon.com/securityhub/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations

Amazon Detective RriEmE

- RERIREFN? Detective RBEWEIR BN FHIAELE R GuardDuty.

- X—EERIRERLEE Detective FFIHFHIES AT HEZA ? WR Detective RENBIFEFTF
HEZFERI , WITHEFRFSERXEE

- BERIRERBEBHXE ? 8MTHEHBHN —IMXE, THETEEKAHGXBAHEIE,

£ F M 31k S 2 SRR B E XA SR E R TLER

E S E Amazon Detective FHIEAEBEXHRBEL IR | BT LUERREEZEZANL, W
HAARRIBERIATEER, TREALEEERE X4 EEARSEERE, Detective RZ A[{RTFE—FMH
A REHBIE,

BoE XA M3k RY A8 K

(® Note
MBEEANRIAMULIES | Detective 2B EEREIFT MU, WUtHIHERX 2 :

https://console.aws.amazon.com/detective/home?
region=Region#typelnamespacelinstanceID?parameters

BLE A MAULAYET AR AT -

« X F R4 - https://console.aws.amazon.com/detective/lhome?
region=Region#entities/namespacel/instanceID?parameters

« WFAELM - https://console.aws.amazon.com/detective/home?
region=Region#findings/instanceID?parameters

Mt FEELTE,
##

BEE R X .
##

BESMEINEEXHFRTERE,

« entities - RRBIEES M BISTAKE & TH
« findings - R "B EESMEBEELXIER

18 A M1 HE 1T SR 87
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RAriEmE

#HH##

XNFRE, B EHREMFRBEHER

AwsAccount
AwsRole
AwsRoleSession
AwsUser
Ec2Instance
FederatedUser
IpAddress
S3Bucket
UserAgent
FindingGroup
KubernetesSubject
ContainerPod
ContainerCluster

ContainerImage

instancelID

HE RN KEEZHIFRIRR

¥tF GuardDuty ERE R , FEK GuardDuty & RHRRAF,

XF AWS K, AP 1D,

XT AWS BEHAF , RAGIAFHNEREA ID,

FNFBEERF , BREAFNEM ID, £4K 1D A <identityProvider>:<username> B

<identityProvider>:<audience>:<username>,

XNF IP ot |, BN IP shit,
NFHAFRRE , BAFRRERR.
XF EC2 =41 , BpEHI 1D,

NTFABLE , 2EHRRF, 2EFRFEABRK

<rolePrincipalID>:<sessionName>,

T S3 S , BIFmMEE .

X F FindingGroups , — UUID, I , ca6104bc-a315-4b15-bf88-1c1e60998183

fE A MU # 1T S
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Amazon Detective AFiEm
« XF EKS BHR , BEAUTHER :
« EKS &8 : <clusterName>~<accountId>~EKS

* Kubernetes Pod#~~~EKS <podUid><clusterName><accountld>
« Kubernetes £ : <subjectName>~<clusterName>~<accountId>

- BREEMB : <registry>/<repository>:<tag>@<digest>

FERAYKMAELAETHE G E R RABIKS XK.

MU E A LB ELLTES S, ATiRECERE,. BXxTEMNEUARENAEREXHHEANES
{E8. , F 3 [the section called “& 35 B 8",

scopeStart
HEEEX A EREENBRFIRETE, JTiaetEAMELE 365 XK.
ZERSMHREE,
MRERME T FIARTA |, BIRBRALERETE | NISTE AT ERF7E S BIRS [R 45 R

scopeEnd
T B B S FP 62 A R ST ) B R] BY 45 SR A I o
ZERSHIER,
MRERE T ERISE |, BRERMEATTRETE | NSEE A E 2IELE R E 2 SR T A AE .

WMRBAIEESBEE , NEHBRIAWSEEATE,

s WFRAEXD , RIACENEFEANEINAERIEINSE —XM&E—XEtHE,
o XWFRE , BRIASEE R EZE 24 /DA,

LA 2 Detective Mt =45 :

https://console.aws.amazon.com/detective/home?region=us-east-1#entities/
IpAddress/192.168.1.1?scopeStart=1552867200&scopeEnd=1552910400

BRI HEER B T BUT B

« &R IP #hiyk 192.168.1 B SEMAEL & X #4.

fE A MU # 1T S 89
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- FAMGMT 2019 3 A 18 H ( 28— ) £4 12:00:00 F#4 , 2/ GMT 2019 £ 3 A 18 H ( £
— ) T4 12:00:00 & REVEE BT E,

Xt P 41k 4 B B
MR ARE RFAEEX S , FEEREMNUREERA T EBNKRA  UAREHNERETER.

- BEERATEBMML ( findings 2 entities ) ?
- BEEEETEBRNGEZEE ?
- RERMTERNRIRE?

MRBELER , BETURENTRE.

- ETHED , ZRERISAZAREETEEANRAKS ? MR XERIK = RB5EE UK A K Y
BRHRETHER , WITHRPFIEZKSHOEHE.
MEZAK AN REZRE , WITHEFTRETEZKFOEE.

s WFRELM , ZAELIREFER ? Detective T2WFIRB T L7 M7 HEL R GuardDuty,

« X—FERNEEMRE RETE Detective FFIRFHRTFES ATHEZE ? W1R Detective REMEIE
PARFEZFAELNBELE , MITABERRFBEEXEE.

- PERNREHAREREEBHXE ? 8MTHEEHN —MNXEH, THRFTEBEREHMXEHH
B,

£ Splunk R MAELIH Detective Pk

Splunk Trumpet Bl B A F ZRF5IEM AWS BRS K% E Splunko

&R LA Trumpet U1 B B & 7 AT S % GuardDuty AEL RERMEMLL, RS , BUUFERXLE
ik E$EM Splunk ¥ ZI4ERifY Detective HE X I ELE X 4.

Trumpet 3 B AT M GitHub https://github.com/splunk/splunk-aws-project-trumpet k5.

£ Trumpet IEWVECE R E £ , M “AWS CloudWatch 4" #1i%# Detective GuardDuty URL.

gL e

BE XA T RESRAEENX# L ERYBIERNSEEE,

1£ Splunk FFINEE X I Detective M1t 90


https://github.com/splunk/splunk-aws-project-trumpet

Amazon Detective AriEE

SAREXHLETRHER, HEMMNEMOKESETYMEEME, SEEEZREE — R ERN
HSESIME, BRI Amazon Detective #HEFEBNMNEEXHNE LA, XLERK, NEHMEA
AMEAR LERWBFEE T CENE, N TREEREHER , EEEREZ 82 G218 mEsed
B ARt £ T 30ER. 1E Detective 1 , FRERTRIZEBRIAZ A UTC E7R. B LUBT & ekt B & ik
TSRER AR X, EEFHRBEIBEILED , ESHthe section called “i% & i B &,

Detective B EREREEFNMEATENE. DRERICCENERANES , RewHEEEEN
B2 Bl 45 RAKESHITLR. ©EFAIX 45 RAVRTEIRERKERIES EL

ERAEXTERS  BENERMRTE—XNZE - XNEINZAELXTMHNRE., EXAEXBHRA
T ZELR |, 5 fthe section called “BZ&E & LR,

BRI ERITHENARTENE, Sl , MRSV METE-RNES , WETRFEFELEK
H-Axg—1TA. ERVNERTEEF i THEIRTEEERINERRE,

BRT LR ESTE A, FEHS SRS XKRAE X IMETE,
HEBEESCCEEE |, Detective 2RTEHHWTEN R ES 2 H EHE RHBE.
SEERRIREER T —/ et , BRBERT —F . FFUaeE FLE R et iE ST/t B4
RE BRI ML R B B et A

&R LAM Detective 26| &R ESTEIR EAYFT AL R B #,

E ST E A ) 1R B B AR A9 TT 168 M 45 R e A

1. B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &
2. EXHEEXHL , EFEBEEE,

3. HEETEMBERNTET , FEEREEFEFNTTEBBNEE, N THOFEetE , E1F
i N

4. HERT , BB EEEHAVERBHMETE, N THNEREE , BRFEERDE, SGRETE
IR LLTT Sa Bt [ B = D — AN NB

5. mBEXE  ERFEXHENE ROKSE , BEFEENTENE,

‘RESTE AR EKE

1% ESBE AT A ER |, Detective & FFEE R EIIZE NN LB R E RO R E,

1R E B AW TT 58 F1 45 51 B HA A ) 91


https://console.aws.amazon.com/detective/

Amazon Detective AriEE

E YR EEE E At A BV B[R K E

1. i https://console.aws.amazon.com/detective/ ¥T 7 Amazon Detective 2 #1 &
2. EXGEENXHL  EFETEAE,
3. HE4wESTERIERKFAEZY , EF5EE N EAEEKE,

EENESEESERFBNERRE.
FETHE  ERFEIAEMERNKE  BERETTENE,

s

FEE B AR IE N EE R DA R E A

BNMAERABE —IPXBEOINAERD , ERRTE-RNHE-—XURINZEFERANSE, EFRE
ERUBRR , SEENASERNBAERNNEER,

EXREEENHF , BV EE I RISXRBAERINNREE RS —H. XHERTURAEXRE
B AR ERTES

ENEENESEERNMNEBE I FRE -3, BEXKBFERNER LEREEEANAERI,
Detective 2IEXZBRPERMNFAEFE , A CEMNERENBAERINEED,
ERERERESTE A E

EERMERN@EN , EULFARCBEITE , AEFTE 365 RAEE 24 /MefadEIRRIES).
BERERHE NHELRETERFE

1. @i https://console.aws.amazon.com/detective/ 3T F Amazon Detective & & o
2. 7E Detective SMBEHEH , EERHE,
3. EUENEERNEESD , KA AE RIS BBt E. FReRSMNET X 365 KW,

ERUTH BN G |, 4R B BN E < B3 E#H A ATETTRETE FRY 24 /MY,

(® Note

5 Detective , R ZAILAHRI—FWH L EHEIE, Bk Detective HRBIENEZE
B #ESRT AR ERNREE.

4. RETRE ERFEXAEMETRNEE  BEFEITHENHE,

FEENERENAELRINEEO 5
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BEEXRBRRAERIANFAREE

BIRMFEEXHHEE —NMRRAERANER , HPFIH T EHEER AR RIZRENBER
o —IMRBEEIARHN-—IMZERRESRTZHMAELRN. FERIMNRBEETULATRAT #FE
BXRIFETRE,

FRRAERVNERE FEXREFAESEEERNET S,
XNTEMIERN , ZREEUTER

- FERIRE , LRERBEER RN EE,

- BiRESRXEKE AWS K/, RIS [ 57 R Y s
- HERUKE,

- REWNRIX—FERIAIEE

o RII—XNEDX—AERIAETE

- HERUNTEMN

EENAERINBAERNFAER  FRBRZAERINNREZE, Detective EXTNEANKNAE
RYFMESEMR. Detective BFFEEMEERNAERINBAEO, XHEHMAINEETXERAER
RERED,

MRENAER S SHIRARES , N2 EDERRAEXIN L TAERANEAEL,
ERERMFAELS  ESMENBERIEE , WEBEENAMXRLAE.

BB A LU RAEXINFN, iES 5 the section called “/F44 GuardDuty &L R,

EREREXFNEMAER

#1THEF , Amazon Detective IRERSRAZEMX R, Hla , BMTHEBKRER AWS A F a6
2 AWS ABLIK EC2 KM EREE IP it

Y — N IE — BB NAE KZ KR AR | Detective TEFMATE X R, WRE LY 5158 FE AT E A A& £iX
&R , Detective 2BHIIE, Detective BIRME T KERAHIM IR,

FTARKESRMK?

HAENNEERRA , SSEARRARERNEINE M, fln, —EC2 RpIAREREHET
NP Hb kR E R,

EERAEHNEERI 93



Amazon Detective AriEE

Detective X} £ &Nt H B FR A A AR AR E ZHMER A RS, WRXEBEIZRHE , N Detective
EF LAY (A B PR A R E 12

Fltn | BRigSANetEE R RER 1 {2 EE, MR EC2 SE4lE—BRataERAEEE 124 IP i
HEHE | N Detective &E F %A (8 8] b N AV ERE,

BR , BHiFaUBERRSE —IRHNSSARDITIZESN . HERFIKIE | BR— EC2 EH|JgEERE
BB P it |, BEA P hiEERIMN EC2 RHIBEELBZ, 84 IP it EXHEHREE
X% IP st FEIEM EC2 SEHIMFMER,

EEREXMH LEFAREAKEA

MRBERNYKAEE XA E A RIS RGN EREERE , U Detective 2 HE R I HSLAF
BENHNIHNER—FEM. N TRAERNEEXH , ZBHZH X ERTAE,

ZBEMNPEEEEERMNERERBHRRIIER. FNYIREZEEBIEX RV EIR LR B K B R i 2
YREtiE,

BREEERARRAFEAREY . BETHRENRETBEEMWES , SR EEE QR EE KN
BB fR Lo AR SKARE A S5 RS Bl A R 1R & Y 1% A [A] (B) Fe AV 1 T

ESSE A AR B N AR At A B PR

1. EREBREBHF , EFEEBER,
2. ERHAFXREL  ERNATEE,

ER HRCEE A E NN KEREF R
AR T A 24 15 o D P R 1 (R PR ISR B
EERABRRATE

1. B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &
2. 1f Detective S B KR , EHEKXEELM,

JRFNENRBHBEEUATER

o B [E] [B] PR Y FEC 1A ALt [E]
o RRMFRIRAFRISE R
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o RRWHEIR , Hlan“M IP ik EHER EC2 KA

R ARAEM — BN SR ATIIEMEEF. Bt AS MBI AR SSER ST E .
E S ESSARRVE IE XA

1. EREXEIIRF , GRBENFSMBIT.
2. EEREABKEENRESREXHF.

HEEER LR SMERAEEXFrT |, SEERERENT

- SEE R EIMNE KSR EFRERET 30 R iH.
o ST A I FE R AN () (8] PR 45 SR BT 45 3R o

EE L ESEE N E R KESSESIR 95
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EBREE RS

Amazon Detective 12t T ZIMEEINAE , A HEBHEIER, SHANEBEEN A, XLEIHEEHBIEE
FECHEEREESEFHAEER , BAOBENELXNTRORS | HEBETIETXIME AWS HRiE
NE. EFEARATNESE , 7THRMMERXLLINEERIES Detective KIMAIHME,

AEN

- BRAERALEHE

« IEEM Detective F & HEIE

- 7Z#4% Amazon B GuardDuty &L R

BRFERI R

5/ Amazon Detective £ 3RINEE , WA LI RFELIMBER, NERLERA | BT LIS M B SEREL
BEVHRAELINER, MREERIREMNLERBEST 10000 4 , MXERE 10000 MER, EXHEFIR
FEUTREIMER,

BRI LB RERSHNETSDRE (csv) X, ZXHEEERTHPRENHKIE, BXEZEE
152 the section called “IEfEM Detective & HEiE",

FTERER

ExRER  FRRBEERWRARE, RERABIRANTITREES * : ? WA, BER
—EBEM IP iyt , BB ALER CIDR XR/FS. BSAUTEEFZRFRRA.

3FF IP ek

c1.0.*.*
«1.0.133.*
+1.0.0.0/16

* 0.239.48.198/31

Xt TP E bR BAY SR

 Admin

e ad*
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« ad*n
e ad*n*
* adm?n
* a7m*

* *min

XN T HHpRERE | MIIFLUTARAR

« NTFRELN , BRERIIFRFHAELXRI Amazon BIREF (ARN) .
« X¥F AWS K/, RIKF ID,
- X¥F AWS SEFM AWS AF , IR EREA ID. #EZ ARN,
- NTARER , MEHBHRN ARN,
- NTEFRE , ERELTRRENTER/E,
s NTABEEEA (pod ) HES , BIARZEA (pod ) BHRHAEERA (pod ) B UID,
« XF EC2 3:6 , ENSEBIFRIRRFH ARN,
- NTRERIHFA , DRERANFARRE,
« XF IP tthsk , BILL CIDR AR5 R Rk,
« XF Kubernetes =& ( RFKFHAF ) |, BIE
- NTFABXE , BUUEANATEAEHRTER !
- ABXERRE.

AL FENAFEREN <rolePrincipalID>:<sessionName>,

LR —NRH : AROA12345678910111213:MySession,
- AE4E ARN
- 2FEEWR
- FIRAAGBHNESLID
- FIRANABKHAENR
« XTF S3 FiEME , BFERBENREMME ARN,

- WFBKERF , IE&K IDFEAFEB. EM4ID R <identityProvider>:<username> =
<identityProvider>:<audience>:<username>,

- XTAHAPRE , IAFRKER.

TERER 57




Amazon Detective AriEE

ERRPERIH KA

1. &FXE AWS Management Console, R/GFTF Detective $##| & , MukA hitps:/
console.aws.amazon.com/detective/,

2. ESMBERT , ZRER.
3. MEXREXRSEH  RBELEERMTIERE,

FEE  EREAPR , BAUER AWS BFHEREAS.
BREROILETHRBEPEERENATNEEAE, EEREP-—NMROINEEXH , FRER

PRIRRF,

4. WMAERRNBEIMRFSHEBE FHFRA,
BRFAXDKRNIE,

5. ERERTEHA.

ERERE

FTRIEHRG |, Detective 2ER— NI EZ3A 10000 MEE LR FIR, XN TFEAE—IFRFHER
RE—EESR,

ENGRPRNEXAEEXHRFERIBE , HFEFRIRAR,

MNTREERD., A6, HFMEC2 K4, BRERSEXENKS, BESMBZKSNEEXHF , 15
IERIK P FRIRAT .

12 R E R

R Detective AR PEXRI KL |, BEAREMANIMBRFRSER, NRMBRFER |, £E0L
BREUTHR,

« BITAEYP , ZAERARZAREETEEANBRAKSE ? MRKERIKF AREHEE LUK G K /Y
BOHETHE , MTHRR RS E K WEE,
WRZHEHKRWS RIEZBE , VWITHEPREBEZRKSWEE,

s WTRELM , ZRERINR BTN ? Detective TRWEIRBTL BN FEHIFEL R GuardDuty,

¢ X—AERARTERE R EE Detective FHFRIES AT HEZH 2 MR Detective REN KR
R ZAERART , NTH AR TR,

ERERER 98


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective AriEE

- FERIAFXEREREEBHXE ? SMIABBBET AWS XK. THEFTESRBHEMXE
HYBIE

IE7EM Detective -1 5 H ¥ iE

&R BAM Amazon Detective ENMHEMEBRERTES HEE. BIFELLESSRE (CSV) KRS H.
SHHBTENXHEBRAER detective-page-panel-yyyy-mm-dd.csv &R, ELERHA
AWS RS, E=ARNARFHEIEF CSV SANEFREBRFRLEBEE  NMTFELNEZLEERN
Ao

(® Note
MBI EESHHE  FFIASEEREEZES HEOREE.

BAI LS 8 & Detective UL T HARF T HA BIENES 5 FRE (.csv) X -

- BEIE
- RHEZ API BRENAENAFER
- RERAMN EC2 EAHIEMR
« BIEH Kubernetes B854 ( pod ) &% M EKS £& MR

- BERME—URERELEOLERET 10000 4 , WX S HBT 10000 MER, EFEFINF 283
REINSE R,

84 Amazon B9 GuardDuty &L

LRTERI I L#EE GuardDuty £RHBAEE , R LAEFERS Amazon Detective FAELE R, X7
BEET MAURE GuardDuty #HITEMMNHM. FRHAZERAIRTEECELTR TN ZBAELXIN A
5,

RESREN R 5 GuardDuty BEL RXERIK S/ GuardDuty®E3E R ik P B , = 887E Detective
PEEZBEER. IRET R GuardDUWyEE R KFHZHEFRHBESER , M GuardDuty £ & REE
%o

1744 GuardDuty FHEL

1. ¥£ Detective ZB#I AN AEXINFAESEETNF , EREFEMNBELRI,

IE1EM Detective 5 H#iE 99
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2. MRBFTRHEIN , BEEFN,

RAriEmE

& T LATE GuardDuty 24l A hEEF M GuardDuty BEZE R, ETHEZELR |, H510 Amazon
GuardDuty AP EEH I E AN,

1744 GuardDuty HELE R 100
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BEEIKF

BMIANBRBEERE —NHSIMKFHHIE, L — DK S A Detective B, EQEATHENE
ERAKS , ANTHRIEERAKS . —KITHBRZKZ LA 1200 MRAKS .

MREEEER AWS Organizations , MA R EEIK - 2R ZHLIEE Detective EE AT, AT,
% Detective EERAKF AN ARTHENEERIKS . Detective EERKFEARTHNRPERE
ERRAKFERANARAKS . ALAKFFENARTRIETRIBRES,

EEAKPELBERSMAITHE. SKFEZBIERN | Detective 2FZKFABERANKAKS, . &
I BIE R R K AT AMIT A B BERE S,

H— MK RBEAARAKFES |, Detective BE&TT 14 REUH IREVZ R A MK~ N BERIT HE F,

Detective 2B TEENKF A MTHRREANBEVREEZER, EXETHIRFRESNMNKFHORIEE
MEER , FSEFNF%3E Amazon Detective B2,

AEN

« Detective FEYIK 5 BR &l F1 E 1L

« 3EZIEH Organizations SREE 1T 1 &K F
- RALMIETE Detective BB A TKF

- KA ARE

- BEKFIIR

- HEALAKFIENKRAKSERE

- EEZBRAKS

« NTRAKS : EBITHEABBEBNRR B
- KPEBRENTHENEE

« f£ Amazon Detective Python B AR &K /2

Detective HHINK = PR Hl F1 22 1

E ¥ Amazon Detective FEIIK BT |, EEE AT BREIFEZIL,
KAKFHRABE

Detective R FBNMNTHEFHRZE 1200 MR AKF
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K 7= 0 X 35

MREER AWS Organizations BEKF , MALEE K 2 NHALIEE — Detective BEEER K,
Z Detective EE AKF AN ALRTHENERRIKS,

FRE X/ Detective BIE R Ik S FAHE, HLAERIKFEESMXIE 2 538 E Detective B2 G Ik
Fo Detective BEERAKFEDIEEESMNXBHARTHRMEAK,,

NTESRFCRARAKS , EREA-KAXRKNERHBENXEHE, EEAKS BAESIX
/5 A Detective , F# AN XEMERMNTHE. RE , EEAKF QBFEESNK/ENZXER
B 5 K P AT R BR

—MNKFALRE-XBASMIABNKAKS . 8MNKBREF-—NMIAIBNEEAKS, . — 1K
FRURTREXENEER K,

FEE Ak 5 Security Hub &% —2 GuardDuty

RNBEHRE Amazon AWS Security Hub 1 Amazon FERIRA] GuardDuty 31T , HINBWEFTBIX L
REZFFFERAR— NKFERNEERAKF

S 7 the section called “E 15 GuardDuty FIX$5F AWS Security Hub”,
RTFEEAKFATENNR

ERREEAKFIAEEBEETHEMENNER , B AmazonDetectiveFullAccess FEEIE
EEBANE] IAM FE 4K,

£ Detective PR AL RFHHID

HAOAMERT2IENRRIE Detective o

NFRSEER , HFTEMPIBRALIKF |, Detective ATEEEE — NI FEEWR B AL,
%} Organizations F115E K Detective B I 7 Ik 7 ¥ 17 AT EM & BT EIRE,
S E 2|{E A Organizations SREE 171 B K F

ARE—NIENITHIER , AP E8ESFHBENRAKS, . MRESEM AWS Organizations , &
FERLUTSB®ER Organizations REAMNEERRAKS, , MARERAFHBERE :
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1. NALIEE Detective EERAMKST . XFOIRALITHE,

2R Detective EERAKF ER/ITHE , MiZITHERERNARTAE,
2. ERALKFENERTHEPHRAKS.

MRALRTHEPAENRAKTNALAKS |, NXEKF2B3E A,

TEERTIERMRTHESLSH,. Organizations FHYELE ML E/GHI1TH EIKF S R8L,

Before transition Organizations After transition
Account 4 Account 1 Account 4
(Administrator [r— — (Organization (Administrator
account) | management) account)
| Designates | |
Account 1 Account 2 ACC?;I‘:II: L

(By invitation) | organization)

I
I
I
I
I Account 3
I
I
I
I

Account 2 ACC?B”:t 2
(et Lk datel) | organization)
| Account 4 |

(Detective
— _..

Account 3 administrator ACCE)B”:': 3
(By invitation) account) organization)
Account 5 Account 5
(By invitation) (By invitation)

FALOIETE Detective EE R MK,

AAEEKFIEE T BFFEALM Detective BEERMKF . 15S M the section called “}g§7E Detective
EEAKF,,

R T E{LIEE |, Detective BUUER Y BINEIE R IKFERNIZA LM Detective BEERIKF,

#N R Organizations A Detective WENEEAKS , MARAFERAZK - RAREEKSER
Detective BEXE R IKF,

BN, BEREE—NEHAEEKF,H Detective EE AMKF BT , Detective 218 A Organizations , ¥
ZIK & N Detective IIENEERIKF

FELIETE Detective BRI 103
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B AR K P 4E B R TK

Detective EEAKF RALRTHERNEER G, Detective EEBAKFEARITHRFPIEREENIRK
AP ERANALKF,, ESH the section called “EHEA LKL R K",

FEIKF WE , Detective B R K/~ AT AL RIFTEALIKF

R Detective EERAKF ELAREMTNBENEERRAKS , MZITHERSENARTHE, EIZ{T
NEFERKMAKFWARKF 2B EAANRAKS, HMALKSHRSNIERR.

ALK RIRENIRAR , EMETNAR R BB BN A K, 2L,
TETZALM R AN KRB N B,

KPR EENEERMET BB AMALKFED , AERKARAMELLNENEA. HSH the
section called “B3) 8 AFA LMK ", ZiEMHDL T RARS.

Detective EEERAKFEAXAE RKFEENHEN , 22 R —%EEEAMEBAAKFRANESR, &
BREAMBEALK,E , Detective 2T T #84E -

- BRAMBYMARKFENRAKS .
- TFF B3R AFERK S HED,

BRI BIRFER -1 APA R LK R,

N LIS TE Detective BEE R K F

FEALTHESP |, Detective EERKFEEFREHELAKFNTHER R REK.

WM EE Detective B A K

HAOFEIK BN AWS XFALIEE T Detective EIE R MK,

T Detective EEAK S RENEZXEERKS

Detective EIE G ik 7 5 Detective PR EFLEE R MK AWS Organizations, MR4H L EEMK

B 2IEEN Detective EE RIS, , ME FTHINMER. HLEEIKF T EERE Organizations FHEH

EER,

B R RN ER R &K 104
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£ Organizations FIREZREEAKF,E , HAEEK,- REEREREEAK,AIBSHNIK/ER
Detective BEERAMKF, BRINBUEMEXBERZEREEAKS,

BIBRMEEALRITH

SHALEEMKF 1%£4F Detective EE R IKFT BT , Detective 2N ZKF RIEZ—NFHNTHE. ZITH
RERALITHE,

2R Detective EERAKFRUBTHENERERKS , WZTHERSRNALRITHE,

Detective EEERAMKFEALRTHEPERBEENKAK, B HANALRK,,

Organizations Detective
Account 4
_ OACCO"_'ntt_l (Detective
r rEqa?:n;Znielr?:] administrator
| 9 account)
1
Designates ‘ |
! Account 1
| Account 2 (Member
| account)
| ‘ |
|
| Account 3 Account 2
(Member
| ‘ account)
| Account 4 |
| (Delegated
- —  administrator Account 3
account for (Member
Detective) account)

Detective EERIKF AR ABRE FIZALNKF KL BE, BEXEZEELR , 155 Hthe section
called “BEHE4H 40 5 A K 77" Flthe section called “BIE Z &K=,

fflB& Detective BIE & k&

4R L0 E B IK P A LA BR X 13) & 24 BT HY Detective EERAMK /. MIBR Detective B2 G MK B , Detective
REFENEITXEHHER. ©ETF2EHR Organizations FHEZERXEERAK,

ME O ETRIK P M BRE AN XIZ R AY Detective EERIKF AT |, Detective 2MIBRALITHE. EMBERH
Detective B R K 22 A Detective,

EMIER Detective HETNEFREE AWK, , FEMEA Organizations APl, ik Detective in
Organizations ZHEEE R MK /5 , Detective 2MIBRPTEZFEEE AT Detective B A K~ HY4H
LITHE, FRALKEEKFERN Detective EXE R K HALATHIETLZ TN,

WA EE Detective B IE 5 Ik 199
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Bt i& Detective B G K F AT E MR

NERALEENK B ELE Detective BEIERAMKF , BT LU
AmazonDetectiveOrganizationsAccess B KM MNEI AWS Identity and Access

Management (IAM) SE4&,

17 Detective BB RIKS (12415 )

4R 4N ETRNK - A] LLGE A Detective 2% & K18 E Detective BEERIKF

EEIE Detective BE R, , TERE A Detective. EALAMJE A Detective TWHI'EIE Detective BIE
AP,

EIETE Detective EERANKF ( /8 Detective TUH )

1.
2.
3.

B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective %15,

EEFEFE.

EEERAKFAENREARY , NIEENKFRTFLENNR , FHEEBEN Detective EIER M
SO ITIRE , AT LB NIAE Detective PHFTERE. ELUEERFHHITRE , RIEBEUFH
AmazonDetectiveFullAccess SRE&HM IR E 44k,

EREM IAM M INREE | EE IAM BE AP ERHENEKR,
BIEE AV ZFERRERBNR , FRUTSRIRE

o MREEE IAM 25 8 R TIRE | BRHEEN R MMEIA T Detective B E1E,

« MRETRE IAM 25 8 RRTIRE , BEFIRIEE Amazon FIRE 5 (ARN) F R4 1AM
EER, R, AT AT ARG MK

EZREEAT , %% Detective EERKF,
Al AR TEUR T 25 A Detective in Organizations FWEIEEBE RKF

- WRIEZH Detective in Organizations NERXEERAKS, , BRAZKSHIKSFRAR , §H
EE N Detective BEIERMKF

BB ELBEEEAKS, , HESFIBBEEFRE TITHIE. REXH , RINEBVCFIZK
FIEE N Detective BEERAK,

MR YR Organizations for Amazon & Amaz GuardDuty on Macie # E— N EFXEEAKF |
BBA Detective 2R RRIEBREF—/NKF, AWS Security Hubth AT SAI AR BB IK F o

Bt & Detective B & MK TR IR 106
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- WRIEIE Detective in Organizations WERXEERAKF, , MRS QR RIEFZIKF KA K
Fo RIMNBWEMBEXEERZREEAKS,,

7. ERERE.

WSR2 /3 A Detective , RERABITNEFHRAKS, , MALUNEHM TEHIEE Detective B I A K
Fo

EIEE Detective BEEAKF, (EMIHE )

1. B3 https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2 H| & .
2. 7%t Detective SMERHRET , EEEHN,

3. EXEXFEMEIRT , B UH —F 7 # Detective TN BEIEERNFEHK., B UBRREFEH
F1£ Detective FHITHRE , KPR FLENNR, EUEER BHHTERE , BINELCE
AmazonDetectiveFullAccess FEEKIMNZI E4k,

4. BRFE IAMEZHERRERENR , FRUTIRIRE

« MREHRE IAM 25 8 RRTIRE |, BRIEEN KM IZE AT Detective AYEMK,

« MRETRE IAM 25 & RRTIRE |, BEFIKIEE Amazon FIRE# (ARN) F R4 1AM
EER. R, AR A SR EH IR RS

A AR TEUR T R A Detective in Organizations WEIEEE K,

- INREZ&HE Detective in Organizations WEREERAKF, , BWAZKFNKSHRRAF | FH
FEE RN Detective EE R MK

U EKXBEEEAKF, , HESIFIBRBEEFRETITIR, NREXHE | NERMNEBICHZ
K 38 E N Detective BEIE R MK,

WM RARTE Organizations for Amazon = Amaz GuardDuty on Macie FE— M ERXEEAKF, |
A Detective 2RI RRIEFREF—/NKF . AWS Security Hubth 7] SU AR EHIK o

- MNREIMAE Detective in Organizations WEREERAKF , MRE LR RIEFZK - A K
Fo. BNBUEMAERERBREREERKS,

5. ‘&EZEHE.
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1EE Detective EEE R IK ( Detective AP, AWS CLI)

EIETE Detective EXEG MK , ATLAE A API A= AWS Command Line Interface. S {FEHAHARE
K &I,

MR LA Detective in Organizations ZHEEAKS, , MAFUERIZIK P REAKS |, TAVEX
EREXEERKS,

EI5E Detective BEXE R K ( Detective APl , AWS CLI )

« Detective API : £ EnableOrganizationAdminAccount B®{E, MR E Detective EIE 7 Ik
F Y AWS K FARIR AT, EREUKFARIRAF , 4T ListOrganizationAdminAccounts #B{E,

« AWS CLI : @ $1T4 , 11T enable-organization-admin-account %,

aws detective enable-organization-admin-account --account-id <admin account ID>

=~

aws detective enable-organization-admin-account --account-id 777788889999

MIBR Detective EE AWM/ ( 2HIA )
A LUM Detective #2451 AMilBk Detective B2 & I

i B& Detective BIE R IK 7 f5 , JF31iZ0K F 2 A Detective , HMIBRALITHE, XIE 251X i3 5 MR
Detective EXERAMK .

/A Important
fiBR Detective B & Ik 7 S £ M8 Organizations FHZEEEE R K,

ZE iR Detective EXE R IK ( /3 A Detective TTH )

1. BH https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 255
2. &EFEIFER.

3. EBRNEEAT , EHFEZEA Amazon Detective.

4. FEWINFTEES , #iA disable , AF%EFEZ A Amazon Detective,

$57E Detective B R MK ( Detective API, AWS CLI ) 108
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Efi & Detective B AWM ( EMRE )

1. i https://console.aws.amazon.com/detective/ ¥T 7 Amazon Detective 2 #1 &
2. 71E Detective SIMBEAHIRET , EEEN,

3. ERNEEAT , EEZEA Amazon Detective,

4. TEWIAXTERED , #A disable , R/Ei%EFEE A Amazon Detective,

B BR Detective BEXE G KF ( Detective API, AWS CLI )
Eff Bk Detective BEE RS , ATLAER API BB AWS CLI, #AFERAREEKFEIL,

i BR Detective BB RIKF 5 , X iZIKF 2 Detective , HHIBRALITHE.,

/A Important
IR Detective B & Ik~ R &M Organizations P ERXEE R IKF,

ERBBR Detective EE A MK ( Detective APl , AWS CLI )

- Detective API : £/ DisableOrganizationAdminAccount #&4E,

£ Detective API flBR Detective B RAMKF B , ReEEE A H API B S dp o /Y X i3 P9 il BR 1% ik
Fo

« AWS CLI : @S 174 |, 1317 disable-organization-admin-account &5,

aws detective disable-organization-admin-account

BBRELEERAKS ( Organizations APl , AWS CLI)

fHl B Detective B & Ik F° 2 B3 MIBR Organizations FHIBNEE R IKS, EMIBR Detective B
NEERAKF , ATLAEA Organizations APl

BRI EE AR , XSMBRBNEEAMKF A Detective EXERAKFWABEALATHIE, BES
EAiX L XE K P B Detective Thag,
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BBRERNEEAKS ( Organizations APl , AWS CLI)

« Organizations API : £/ DeregisterDelegatedAdministrator &, SMIRH Detective B
IE 5 I PP B9 K P AR IR AF A Detective BYBRSS 4K |, Bl detective.amazonaws . coms

« AWS CLI : @S 174 |, 1317 deregister-delegated-administrator &5,

aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

R~

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com
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SR MK G, LA R BT Detective 184, REMBMEERUTEN :

- {Efm ZK P AT [E] — ive B RAKS TR ATRKS TR,
- BE—ZKF Reext B B HIK T ATHRE,
o WIS () —ZKP TREHATIRE,

HEALITABES |, Detective BEIERAIKF RENHFLALNKFZAANRAK,, 410 AR E Detective
ALK FBIERAKAKS, |, B AFEHALKF,

EEAKP TLBEKRS R NITHERHRAKS . SRAKFEZBEHEAE , Amazon
Detective B 2TT 14 REM A MK BB HHEEMITHEF,

NTFARITHELUANANITAR , AERAKSEHEZBKS

TRIETEERERMK AR ABRIANR, BAIAEABE X IAM K — R HIXT Detective 4F4E
FIHBERY AR,
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BAFNEHNALIKS . FALAKS BN TRRAKS . ©FLEARTHRRME,
2R
SSRGS RS B 5 61T 0 B R G,

N FARTHEFHNAEARKS , Detective EERAKT R ZKTERANRAIKS . ZWFEALR
N ERHHSE,
KB A

NFZBKF K RAKFEZTEE, BXEBERH.
SFHELRATHEFHWELELRIKS | Detective EERKSXRERZK, , B EEA,

HILXMRASWERDT,
- ZRAKFEBEL 48 /MEEERK S Amazon GuardDuty ER T,
- RAKFBEESSBRITHENBIEERY Detective BLE,

HIHIKF (#2FE )
B LAE A AWS Management Console k& & 75 & & 69 1k 7 51 & .
EETRKFIIR (2FE)

1. &%FZE| AWS Management Console. RS FF Detective #2#I1& , MutH https:/
console.aws.amazon.com/detective/,

2. 1E Detective SinBEEH , kEKFEE,

BEMKFIIREBEATKS
- BHIKF

17

FILIKF (#2HE )
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- BBIFE@ITHRIRMEBIERIIKF
- HFARTHED , MIENARKF

MNTFENKS , SIRRERUTEE :

« AWS JIK FARIR S

« NTFHERAMKS , BIKS B,

o IKPRE (BRBIEHIRER ).

o XNTFRBIKS , BIK SR B ob e at,

« KPRES.

- IKFHEBBEBYEE. Detective TEKRRKREANKAKF K, HKIEE.
« EIREFHKFRSH BH.

A BAE A RASTRERRY IR T+ |, BRIER A KRS RS R, BMEBFEHEREERNKR K, HE.

- EREE  EERERAKS
- RRCEANERRSHERANKS,
« ERREAATEERSTREEANKS,

3R] BAE B 5 U P B 3= AR AN B EL At TR R SR A
E@TABPHNIKSFIRFMIEERR (2F 8 )

1. EEHIERRE.

2. EERATIHEIRN,

3. XTEENF , RRERTIRIENE,

4. EMBRIEILDR , HERFA LA x BR.

5. EfARMRBEEERIIR , HEEA LANRIFER.

SRV & Ak S ( Detective APl , AWS CLI )
Al L E A APl i AWS Command Line Interface ASRETHESPEER R KF HIR,

ERMEEFRPEANTHEDN ARN , 56 A ListGraphs &4,
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ERFR AR FIE ( Detective APl , AWS CLI )

+ Detective API : £ ListMembers 4, EREMHPNITHE , BEETHE ARN,

FER , N TALKTHE , ListMembers FRIRER/G AN R KFHELMKS HMITHEFEER
FRERHVALRIK

« AWSCLI: EHS1TA , 13217 list-members 5,

aws detective list-members --graph-arn <behavior graph ARN>

Hlgn

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

EETHRFRREXEFIER QK HIEMEE ( Detective APl , AWS CLI )

« Detective API : £ GetMembers #4E, IBEK AT 1T HE ARN K HRIRAFHI&R,
« AWS CLI : @S 174 , 1217 get-members @H,

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>

fign -

aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

MAELAKF AR AKS EE

HEALITHES | Detective B RIKF RENHLALKFSHANIRAK,,
417 LLEL & Detective ALK BB RAAKAKS, , A F B HALRKF,
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Detective B2 5 M/ 7] LAEL B Detective EHATHETBZEAMALKFERNREKS,,
HIKFRMBALS , ENBAMBKFEETENIRP, FTHAKS , REFRAL,
RAMBRT , ARKTT2ENRAKFER. BINSHRERR

MRIRFEFBEAHARKS |, WAYFHKRNBALE | Detective AT R FEEANRIAK, B
. Detective T B A MKREANMELHLAKF

Detective BERFALKFENRAKFBA , BURTUTEE :

« THENZAKAKSEN 1200 N, WRITHAEHRESTE 1200 MNEAKS , WTTEREAFHIKS.
- Detective ToiEBE A E S 48 /Mt R GuardDuty /g8 AL B#HYIK
- MRKFLXSFITHRBEEEI A TFHNEAKE , N Detective TERAZIKF,

B3 AMAL[KS (2HE )
ERSCERREL , B3R AMALKSRBRERBEKFERIEALN B3 B AXEKS,
ERFALKS B35 A H AR A K

1. @XM https://console.aws.amazon.com/detective/ TFF Amazon Detective 12 #1545,
2. 7t Detective SMERKRH , EEKSEE,
3. NEzEAFALKFIREFBNE.

B30 /8 ALK P ( Detective APl , AWS CLI )

ERERANMEALKFEIEANKAKS, , EE RIS, AT LUEA Detective APl 5 AWS
Command Line Interface,

EEENEERE , KTRHATHE ARN, EIRELARN , FEMA ListGraphs #1F.
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« Detective API : £ DescribeOrganizationConfiguration 4k,

EOES  NRBEFIBHTHALKS , N AutoEnable 8 true,
we

« AWSCLI : E@ T4 , 31T describe-organization-configuration &

o

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

=~

aws detective describe-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

EAERATALRKS,

« Detective API : £ UpdateOrganizationConfiquration 4. EEEHARALKF |, B
fF AutoEnable i%ER true,

« AWS CLI : @ $ 174 , 1517 update-organization-configuration &5,

aws detective update-organization-configuration --graph-arn <behavior graph ARN> --
auto-enable | --no-auto-enable

=~

aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable
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WERET LR Ak
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1. 1B https://console.aws.amazon.com/detective/ T FF Amazon Detective 12515 .
2. 7E Detective SMEKH , EFKF-EE,

3. EEFYRMARBAMNKSIR , BEEREA,

4. BABLERBENARKS , BB AMBHRAKS,

ERRIEENARKS

a. ERERRANSNMEAKS,
b. ﬁj::FEFHIJ]KFO

ERRAMBALKS, |, BEEEAMEALKS,

BRALRKFERNK AT ( Detective APl , AWS CLI )

O] LAEF Detective APl REALTHEFEHALKFIEARAKF . AWS Command Line
Interface ERMEBEEFERPEANITHEN ARN , EEA ListGraphs #&

BRALAKFIENRAKF ( Detective APl , AWS CLI )

« Detective API : 5 CreateMembers B, BAIIREE ARN,
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RAEBNKFIEEKFRRAF. ARTHIRTHEALKF T2WERE, BLERMUEB T fE
hEEE R,
« AWS CLI : E@ S 174 , 1317 create-members &%,

aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

=~

aws detective create-members --accounts AccountId=444455556666 AccountId=123456789012
--graph-arn arn:aws:detective:us-east-1:111122223333:graph:123412341234
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EREE, REEEZEAKS.
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{RA] LAE A Detective APl SRIEETHEFREUCEALKFERNKAKF AKX, AWS Command Line

Interface
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ERMEEFRPEANTHERD ARN , i56EA ListGraphs &4,

EMBRALQIKF 5HLAITHERNXE ( Detective AP, AWS CLI )

« Detective API : £ DeleteMembers ##E, IEEEMBRFTEAI K 72K AIE ARN FIKk 7 FriRAF
LIES

« AWS CLI : @ S1T4 , iZ1T delete-members @5,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

=l

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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2. Detective Wi Ity B8 FBR 3t ik B2 9 K 7~ RO AR A 7= 88 F B 4 b ok

Detective 7 AWS GovCloud ( EEZREP ) & AWS GovCloud ( XEFEEP ) #th XHITIHLIRIE,
3. MRKFEEBEM , Detective BB K 5 IKF &% BiE.

Detective M@ AWS GovCloud ( ZEZRES ) = AWS GovCloud ( XEFEH ) i XBK A K, X
I% B FHB AR E o

X FHM X1 , Detective APl @& — N A AL & K = R BB YLD,

ZIETCE R TR FEENIKS
4. LATKFEZ SIEABEE,
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ZRETREEE 24 3 48 /I,

7 Detective BMIEBIEEMIEREN , HAKTRENKRE .

6. MREAKFBELXHARE , MEAKFRESHREEHEHNEF M. Detective FF154F M & MK
PHRHERERIT AR,

MRREBEBIHEPEFA-TRE , WEAKFRESDAREH. RAKSFETHERHERBE,
7. —BRAKPF RSB ASZY | Detective ML BFREUAKFREERNER A
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B EM. EEAKFSMFHERAEN.

BIERAKSHEITHE 120



Amazon Detective AriEE

BEN A HEATHE (2EE )

AAFHEEEBFNTHERRHBFEARAKS

EFYREERRHRAKS (2FH5 )

1.

2
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4.
5

BT https://console.aws.amazon.com/detective/ 3T FF Amazon Detective 12 & &
£ Detective SME KT , EEKFEE,

HEFRE, RARERBEKF,

ERMKF T, EERIMNATKS

BN AR ANBBEIR , BRITUTIR,

a. EFRIK o

b. FAWS IKF ID &, ¥ A AWS K/ 1D,

c. T FHRFtbut , i ARMA K/ BB FER it

ENFIRFPBIEREANKS | B9 1% R 2 MR

ENMECBFLEFEET , ANESEEREB FHEPHEELAE,

Bl , TAEAZXERHKRES. RECATKRERERAKS , IIEZHAMEN IAM K8
MMEEAFRAR  RETHEETERE,

AT IAM REERERAMKFFIFR IAM KR XAR, BFlARETESHERBEIXAR, EEH
REEXA , FEREEH,

R

BIEFEKRAKSIRMAITARE (2FE )

AILAM Detective 2B RME—1K .csv X , EFIZEEBFEMAT HENKAKF FIxR,

NHEHNE—TRFRET. RARNE/NKFEMY—1T,. BMNRAKF&EBEIZE AWS KF 1D FKF
B9 root F BB FHR4F b3t

Hlan -

Account ID,Email address
111122223333, srodriguez@example.com
444455556666, rroe@example. com
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Detective TEAL X #HET , BB EBRBHIKS |, BRIEWRSHRIERM, ZRERHA , RIZKF R
AV FER AR it 2K AR A P B F R AR i it AT, EXFER T |, Detective 2MIBRIRIA B
AR BRI 8B F iR 4 b 3k H R IEBE .

ZIETUA IR T 7] A T 220K F 5 RAVER,
M csv Fllsk (#2FHE ) BIERAKS

1. B https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2% &
£ Detective SBERF , EEKFEE,

ERRE, RARERBIEKS.

FEARMKS T , EFEM .csv R,

ETHECEANERXH , FEETH csv ER.

EEFESWR, RN | BEFIERE csv X

EEFEKRAKF,T , BiE Detective 72 3 4 4 M /Y B & K 7 51l ko
EMECBEBEBRFHET , ANMETEEBERFHETFHNEENLANS,

© N o a0 b~ w0 Db

o, TUARMERRESR , IREX AR EZAEN 1AM KB,

9. MRS IAM REEREKAKSTFTE IAM REEN XA, BFHEBERES RN, EEH
R | FEREEH,

10. EEBIE,
BiE S AMKS 15 R 4T A E X ( Detective APl , AWS CLI )

YRE] LA{E A Detective APl 2 AWS Command Line Interface #i5 5 & B EHETMEBT R E B,
ERNEEFERPEANTHEN ARN , FEA ListGraphs B,

BIER R K-S 5E1T 0 B ( Detective APl , AWS CLI)

« Detective API : £ CreateMembers B4, BHMIBEE ARN, RENKFIEEK S FRRF R
AP B FER bt

MR T L R K & OEBE B FER4E , 1Y DisableEmailNotification i &R true. BRIA
DisableEmailNotification 9 false,

MRBRISBFETERM , WA SUERR S B E SRR T B B F iR,

« AWS CLI : E@W ST , 1317 create-members ¥,
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aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --message '"<Custom message
text>"

=~

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This is Paul
Santos. I need to add your account to the data we use for security investigation in
Amazon Detective. If you have any questions, contact me at psantos@example.com."

EXRTAERAKF ZXBIEE Y , 52 E--disable-email-notification,

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --disable-email-notification

=~

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification

¥ XA A A K = 515k ( FF/E Python BIZR GitHub )

Detective £H GitHub 2 7 —NFRBA | RFRIITUTIRE -

EEENXEHIERD  FEENXAKSIRPMMEEERKSWTAES,
MREFEAKFEENXFFRBETHE , WiZAR B LER Detective HEZ X H GIRITHE.
[6] 5% 53 K 5 R 35 8 B 1 BB 4

B EX R A K REE,

BRuAEERNER GitHub BIARKE R , EZHthe section called “II &3k Detective Python BIZ",
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REANBRAKF AR T HRIBEEBIE,
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HEGEHIEFBEAKS  TUZRERAKREANKAKS

BRREANKEKS (2%8 )
RAKFIIREE—MNER , TRARBANRERAKS.
R AR B R AR 8 K

1.  BH https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 255
2. 7t Detective SMERKH , EEKSEE,
3. ERMHEAKFT , EPESANSMIRAKS NN SIEE.

RERRRSAAREABRAKS
4. EEBRAKS.

Detective RERBAUBEANAK, . MRALLEAKAKS , IRSFEXRIEE A,
BRAXRBEANKAIKF ( Detective APl , AWS CLI )

Ea LA A APl i AWS Command Line Interface ARBEAABAMNBEANRKAK, . EFRNEEER
FEAMNITHERN ARN , A ListGraphs &4,

ERRARERBKRKS

« Detective API : {8 StartMonitoringMember API &4, SMIZHITHE ARN, EiRBIHK R K
P, SR AWS KRR,
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« AWSCLI : E@H1Th |, 1317 start-monitoring-member %,

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

Bl

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666

MIT 9 P P A B 32 385 A R T
B RIS AR AT B R IR A R

Detective & B3Il BR& 1EF AWS AWS GovCloud ( 2E %% ) 1 AWS GovCloud ( XEFEEB ) it
XY B 5 K o
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« Amazon Detective £ 1% 1E )M E M BREY K 7 3R ERERIE

Detective T2 MNITHEFRBREMRELE , EANTHEILE T ERRAKSTOEIE,
MITHESRRBRZERZKS (2HE )

& LAME A AWS Management Console 5328 & Ik M1TH B H R,

EMBREE AR (EEE )

1. @i https://console.aws.amazon.com/detective/ ¥TFF Amazon Detective #2#l &
2. 7t Detective SMEKH , EEKFEE,
3. EKFIIERP | EFREMERE T KR KNS IEE,

TEMFIRPHERE K,
4. GEFRE, REERZERKS.
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MITHEHBERZERK G KS ( Detective AP, AWS CLI )

YRE] LA{E A Detective APl 2 AWS Command Line Interface S BRK A KA MNTHE D RBE, EFRE
BEERPEANTHIEN ARN , &6 A ListGraphs &1,

MITHE R BRZBKRAMKS ( Detective APl , AWS CLI )

« Detective API : £/ DeleteMembers ##E, IEEEMBRAV AR K, EE ARN Rk - SRR A7 5!
=

« AWS CLI : E® ST , 1317 delete-members ¥,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

Hlan -

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

BIRE X R Z8 K A K 55k ( Python BIZR2 /8 A GitHub )

Detective TEFF IR T —/NFFIRMIZA GitHub, TTLASE A LL I AN E IR 5 K F 01T 1 B R PRI E X i
FIRPHIBEER A K P HIR

BxumEENER GitHub BIAMNER , S HAthe section called “NI & #h Detective Python B 7",

NTRAKS : EETHERBRIBENKRR RS

Amazon Detective & 15 R Ik P AU R0 BT 0 BATERN SRR A,

B EERE A YRR EE ARG TN ENEERKS,

SRIPATHENR RS TAEENEEANORE, LNETTHERHRESHK,

NTHLATHE , ARKFTERHEKFRENRAMKS . Detective B R MK/ AR EANER
ALAKFENRETKS .

&
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListGraphs.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_DeleteMembers.html
https://docs.aws.amazon.com/cli/latest/reference/detective/delete-members.html

Amazon Detective AFiEmE
« AT FRER 1AM KAg

- EETHEBEIIER

- BETHEBIE

W17 79 B i BRI

X 53K P PTEERY 1AM KB

ERAKFOIUEENERERBEZE , LIGFTEN IAM KM MBI E 4, FEATURAERAFH
At  tHLUSERNAF AR Detective A,

BRARBLAT , EEAK,HN IAM EE R 2K NPT R KK,

B R IKF 1AM KB 78 ¥F 1517 Amazon Detective FRYEL R MK #R4E, 1T HEIMN B FHHBEEEZ
IAM SR RB&HY XA,

EFAKE |, Bff<behavior graph ARN>E#RE ARN,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1,

"Resource": "<behavior graph ARN>"

1,
{
"Effect":"Allow",

"Action": [
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

1,

"Resource":"*"

}

REAKFH 1AM KB, 127
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]
}

BEE  ALTHETMALKF T2 ERE , T EEUEEKF 5BALTHENXEK, MRER
BETEMITHE , MRAFEIRSE ListInvitations PR, ListInvitations AFMINEFBTHEMN
EERAKF ., EEBEMNEBUERBERK R BRENNRMGER T BIBERBHK G RIE,

EETHERFEIER

&id Amazon Detective #2#l& . Detective APl 53& AWS Command Line Interface , 2 RAMKF A LLE
NN T IR REE,

BEETHEBE (#EFE)
B AR EF 1T BEE AWS Management Consoles
EEFTHEEBE (EHE)

1. &3%xEF| AWS Management Console, AJ5¥TFT Detective #2&I& , MitH https:/
console.aws.amazon.com/detective/,

2. 1E Detective SinBEEH , EEKFEE,

EKFEEREL  BNEEAKSESESANXEFEIFNEEZINTHERE. N TAHRK
FPLOERNEERERAKFEESHATHE,

MRKF BRI TRBEHAY , ZNEERERERHAABIRRKE
ZIIRPAELEHELHNBIE, BHAOKRFEAEREE R K MBREIR R K.
BMBFHRETEEAKS., EZBEH B HREERN S8R

o X TEAREENRF , RSHEBIE
- WTEEZINEIE , RENEBATKEA.

MERBRNERR , NIKF 2@1THERAKRE,
MERBRAREBA , WKF A 2@1THERARE.

BHIK FIRSRYNREN “KRBA” , M Detective 2R BEREALE GuardDuty A , IREH , I
RELZENKFERERXSBITHNRNBIEEET Detective ELHl,

EETHARBE 128


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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MRKFAFLSBITAERBEHESH , Detective 2FKFRTERNEBE M. BN, RSFREFN K
BR.

HITNEEBBNIKFWEBIEER | Detective 2B NEEHNECEH. Hlln, EBEAKF RES
MBREMEAKS , LESHAKF. EEAKFBAIAFHERAKF,
BEETHEZE ( Detective APl , AWS CLI)
e LUE T Detective APl 8 AWS Command Line Interface®l H 170 Bi&iE,
ERZRCDITHANMEEZWNITHEEIFIIR ( Detective APl , AWS CLI )

« Detective API : Ef ListInvitations #4E,

« AWSCLI : a5 1T4k , 1217 list-invitations @5,

aws detective list-invitations

B & 1T HERE

EZEEN  KARARVIRBAKRBH , B8t Detective SR EBKF RELSHITHERNBEERS
Detective 8, Eil Detective #H{TITRE |, BHIKF 4 GuardDuty /5 AL S E D 48 /e,

MRKFAESBUTHRBEHEE |, Detective 2FKFIRSEFH N E/E A, Detective FIAMNBEHE
EARERIE , N AERIAANZEE ST IRP, Ko REBERERA,

MBRINEHIKF S HITHENBIEERT Detective BLEl , HE LR GuardDuty B , MR
NRBR . EXFERT , BREBBRKS, , BN —BTHRATUEMKS , Detective i B31 8 H
WF. EEAKFEAIFIHERAKF,

MRIELBIE , NZBERLMBBEFIRFMER , Detective R LTE1TH Bl A MK - HIE,
EETHERE (28 )

BAILAE A B S B 7R 458E | HPEE18M0 Detective #2#| AR5, AWS Management Console
REeEERSH EBFEN R,

B ETARERE (2FHE )

1. B3 https://console.aws.amazon.com/detective/ ¥ FF Amazon Detective 2 H| & -

BEE1THRRE 129


https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/cli/latest/reference/detective/list-invitations.html
https://console.aws.amazon.com/detective/
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RAriEmE

2. 7E Detective SiE&H , ERKFAEE,
3. ERNEEAKFT , ERIBEAFROETHEERBUE | HiERESEE,

EIEEBFHFFEMFIRBMBR , HRFEL,

[5] 3717 7 Bi&iE ( Detective APl , AWS CLI )
A LUE TS Detective APl 2 AWS Command Line InterfaceB1 &8 1701 Bi&iE,
247 ) E38iE ( Detective APl , AWS CLI)

« Detective API : £ AcceptInvitation B, EXHIEER ARN,

« AWS CLI : E@1T4 , 21T accept-invitation &%,

aws detective accept-invitation --graph-arn <behavior graph ARN>

fHln -

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

T34 175 B3#iE ( Detective APl , AWS CLI )

« Detective API : il RejectInvitation ¥, BHTIEER ARN,

« AWS CLI : E®HITR , 51T reject-invitation &%,

aws detective reject-invitation --graph-arn <behavior graph ARN>

fian

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

AT F9 B o ) BRI P

BEZBERE , LR THESMERKF . MWITHEFMBERKFE | Amazon Detective 15 1E MK

FrETHERREHE ARRENREETHIES,

AT T B R I BRI P
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https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/accept-invitation.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/reject-invitation.html
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REZBKFFREMTHIEPRRESHKS . ARKSTEMNARITHEPRERESHKS
MITABEHBERIKS (2F 5 )

& LAME A AWS Management Console &Ik M\1T H B R P BB,

ENTHAEDBERKS (2HE )

1. IBi https://console.aws.amazon.com/detective/ ¥ 7 Amazon Detective &1 &
2. 7E Detective $MBEEH , EFEKFEE,
3. EENEEAKF,T , #XNERENTHE , ERRHE,

FHREY K S M 1T R EHBBR ( Detective APl , AWS CLI )
YRE] LA{E A Detective APl 2 AWS Command Line Interface SRV P MITH B F B,
ERFRNIK S MNITHE SR EBBR ( Detective APl , AWS CLI )

- Detective API : £ DisassociateMembership &{E, EHATIEER ARN,

« AWS CLI : E@$ 174 , 51T disassociate-membership @

aws detective disassociate-membership --graph-arn <behavior graph ARN>

Hlan -

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

MK P R3S 4T 9 R By £ 0

X LEIRES ST Amazon Detective FIBIEFI U5 B = £ LA T &M,
Detective E££

HEE R KA Detective i , 2HILLTER -

® ﬂﬂIJ Bﬁ’?j_-?g o
« Detective {5 1E NEH 5 K = i 177 BRI A A K - P EREEE.

K P ERER IR 131


https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_DisassociateMembership.html
https://docs.aws.amazon.com/cli/latest/reference/detective/disassociate-membership.html
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FX AT = 21T B il BR

MITHETBBRE RIKF S , Detective 2% 1E Mz 7= SEREEE.

THERETHNAEBRESZEME,

NF 2B, |, R R IR BL R K 7 51 3% A BR
NTFALITHAEPHWARKS, , KERSERNEK A
B 53K PR A 4R

LRAKFIBHALR , REEUTHER :

o ZIKFEMNALRITHERI IR R K5I B ER.
» Detective 24% 1E \IZK F SREVEIE.
THEFHNAERERZENE,

AWS Ik EE 5

EERAKPFETHEER AWS |, Zik PR AR ETE Detective FEFITHEMNPR, Detective = 1EEITT
ISE PN E

Lo Rk EPEEER AWS |, Detective 212 IEIREVZ K F B3k,

0 Rjg , ZKFEBEAREFNEE. EBAKFHEFBER , H Detective X BRIF X
£, Detective 21REMNZIKF BEEIE, RAKF#EFFBUES , Detective 2MRE MIZIK P F HFREUEK
o

AWS [ = B X ]

AWS K P <l f5 , Detective &%t < F i Hi 20 T [B1 RZ

s WFEERKF , Detective 2T HE,
« WFRAMKF , Detective 2FiZ MK M1TH B &,

AWS BEERKFRAAER AR , FKFHERBERE 90 Ko £ 90 RIBRLERE , AWS KA
I BR1Z K P B9 PR AR R R 2R

AR K P 21T E A RR 132
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- EFFELXDERE 90 KU E | ATLUFRIEER, SR LAERTA EventBridge MMM B E N IRE

MRIGERIFHEE S3 FHEED,

« REAWS RERBHIE , HEEMTFEXANKSN , RSFZKFEHR AWS 2EN RS EE

B IR E %K P B BRSS SR B BdE

- BXESER , FERXAKT

/A Important
5F AWS GovCloud (US) &#: X EFF -

- EXRAKSE , FOFMEBRKS TR, XAKSE , FABREEBRNR,

£ Amazon Detective Python B~ & 2K 7

Amazon Detective I & iR Z Ik P2 B AN GitHub 7726 EE IR 7 — A FFJR Python BIAR, XLERIA

FE Python 3,

R MERENMITTES

BABXEMNEE R K, Detective,

B A Detective J§ , BRI AL T HE D BIREE,

- EBEXEH  RRAKS AN EERKSNITARS,

o AR AL G KSR IEBIE B FERMF. BIE AT LURHE RECE 3 A R EBIE B FER 4

- EEXEH  NEER KBTI E P IIBREL R K

- ZRABXBNERAMKS Detective, HEERAMFZEA Detective i , #MXEFEERAKSWIT

NEEWER,

enableDetective.py BIZAHA

enableDetective.py BIZRHITIATIRIE

1. EBNMEEXE N EE RKFF A Detective , BIRZZEE R MK i R 1EZXE/S A Detective,

EFAMIZA<E A Detective f7 , R ALMTHE S BEHFEE,

2. MIARNEE R KS 0 8MTHERIEERK R KS RIE#EF,

I 3%k Detective Python Bl 4S 133


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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RAriEmE

BEEFHEESERARINVEERRNR  BEEEN.

$8OE ] BURFIE SR EC B N A R IEEE B FER Ao
3. B EZHAK,HEE,

HTHAS B3hEZEIE |, KRR K A U Z RS IX L5E 5
BMNBWEZRRAKAKS, , B B3 EZEE,

disableDetective.py BIZA&#AR
disableDetective.py HIALHIRIEEXBHNEEAKSFTHETRNIEER IR,

WA ERETEEEXHNZAEE AN, Detective FYEDI,

RS Fr B RV AN R

(® Note
FIAEKF PR A e MLAMEE,.

IAM R HEENSREREZRERCERINAR, BENTHARPOIEER, 6F R M@ & RK

ANIERE K ITENNRR

* {li#R : CreateGraph

« {ii#R : CreateMembers
« {i4R : DeleteGraph

« {ii¥R : DeleteMembers
« {i4R : ListGraphs

* {li#R : ListMembers

« {0 : Acceptinvitation

ABEEXR

disableDetective.py BIZA&#R

134


https://docs.aws.amazon.com/detective/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-policy-best-practices
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
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ABEEXRRLAATRFRIEBFTIERANZAE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
Iy

"Action": "sts:AssumeRole"
}
]
}

MREZBEEFENRNERAAE® , WSFAESBINRAAKFPERZ - N ELEAXENRN AR, &
EBAEERRKFHOEAR,

IR e , FRANITUTERE

- EBNKFREAMBRNAEEN.
- ELERMAAENNIR ( #%EF ) SikFEAmazonDetectiveFullAccessiE & KB,
- WMEFTR , FMBBEEXRER,

EAFRTIHERE , B LAEREnableDetective. yaml AWS CloudFormation R, HTFiZER
RelZ£R/BER , A UEE A XEETT.

7 Python M7 EIi=1TIAE

B LAEE EC2 SEHIS A tth i EHIZITRIZA,
Bz MEE EC2 =4I
EITHIAN —F 5 ER M EC2 RAIEITHIZ,
ERzMEE EC2 3Ll

1. EEEAKFFE3 EC2 3:6l, BXUMMAE3) EC2 S=HINFMEER , HS L T#% EC2 AFiE
BHH Amazon EC2 Linux SE6I AT

2. AXBIIM—DIAM BE , ZABHRAEAFRMHEEERKS AEA AssumeRole R,

A Python BIZARiE BiZ1TIME 135


https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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MREEAiZEnableDetective.yaml AWS CloudFormation #4x , N & 62 & & X4
HZEnableDetective AHIEHIAE,

BN, BXREEXFACHES , BESRBENELA EC2 EH 8B IAM A& EiR S inE
YA EC2 L4,

3. REMENRMGE :

* APT : sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
 Boto ( 1K 1.15) : sudo pip install boto3

4. FF#EERMEE EC2 X6,

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

B E AR 1T E YRS TR A

BB A AE AT E N EiE TR A,
EREARMITEYRSITHIA

1. BREEAMITENLRETEREAKFEIL | ZEITEEFIEA AssumeRole AR,
2. LTEMENEH

+ Python 3
- Boto ( HIEMRZA 1.15)
 GitHub BiZ
£ & TR
Windows 1. &3 Python 3 (https://www.python.org/downloads/

windows/)o
AT B SRR
3. EZ% Boto , #EE1T : pip install boto3

N

A Python BIZARiE BiZ1TIME 136


https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://www.python.org/downloads/windows/
https://www.python.org/downloads/windows/
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T4 2% 4 B
4. M GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T & A JRICHD

Mac 1. 3 Python 3 (https://www.python.org/downloads/mac-

0sX/)o
2. T TRRA.
3. EZ%& Boto , {HIE1T : pip install boto3

4. M GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T &I AR

Linux 1. ER% Python 3, BETU TS Z— :
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python
2. R % Boto , i#%1&21T : sudo pip install boto3

3. M https://github.com/aws-samples/amazon-detective-mul
tiaccount-scripts AR,

IR ERIM R . csv KA, FIF
HEEBRMETHEIMTHEFHROR A | ARBRE—DTRIKFIIRD . csv X
BENKS L5 —1T. SMRAKSREBHEE AWS I 1D RS HY root FIF B F b st
ES AT R

111122223333, srodriguez@example.com
444455556666, rroe@example. com

1=1T enableDetective.py

B LA EC2 32 fIe A it EAZ 1T enableDetective. py BIZ,

BIEEZRMBIMBRE .csv RAKFFIE 137


https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://www.python.org/downloads/mac-osx/
https://www.python.org/downloads/mac-osx/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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1Z1T enableDetective.py

1.

A

¥ .csv XHEEHIZT EC2 SEHIHA 11T EH LK amazon-detective-multiaccount-
scripts B,

1#: 3| amazon-detective-multiaccount-scripts B %o

1217 enableDetective.py BIZA,

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email

BITHIZAR , HERUTE :

administratorAccountID

EER AWS KA HIKF 1D,

roleName

EREEAKPNSNMKAKSH AWS BN A BN B,

inputFileName

FEERMBNEERAKFITHENKAKFFIRN .csv XHENBFR.

tagValuelist

( Wik ) ESSRNGEESR , BTIHTHIRSERSE,
BMIZENERN key=value, Bl :

--tags Department=Finance, Geo=Americas

regionlList

(k) ESZRHXESIR , ATRRAKS AN EERKSWTHES, Hlw:

--enabled_regions us-east-1,us-east-2,us-west-2

EERKF AR ARERENXE S A Detective, EXMIFTRT , LM A 2/3 A Detective A NE
ERAKSeIEFTHIE,

MREAREHRXEIIR , MIZEAFE Detective XFHNATBRXEHREIT.

J21T enableDetective.py 138
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--disable_email

( A% ) MRITE | Detective T K 52 &% B8 8B FHR 4o

11T disableDetective.py
&R LA EC2 SRS Aty 1T H 417247 disableDetective.py BIZ,
1217 disableDetective.py

1. 4 .csv XHEHIF amazon-detective-multiaccount-scripts BHxo

2. EfA .csv XHNBREEXESIRFEEAKSTTAEFIEHNEAKS , BEUATSIRIZIT
disableDetective.py H7s :

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. EEMEXBEZAEERAIKF,H Detective , iH1E1TH A --delete-master FREM
disableDetective.py HIZ,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

BT AR | EERUTE
administratorAccountID

EER AWS IKFHIKFS 1D,

roleName

EREEAKPNSMKAKSH AWS BN A BN B,

inputFileName
BEENEERAKFTHEPRIBRAKAKS SR . csv XHERNERR.

ENEZ A T Detective , BB AMIBM . csv X4,

regionlList

(L ) BLES 2 RHIXESIR , ATHITUTREZ—

1217 disableDetective.py 139
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o NEERIKF BT HEPIBRE K,

« MBAE --delete-master ¥r& , HFEH Detectiveo

Blgn -

--disabled_regions us-east-1,us-east-2,us-west-2

MREARBEHXEIIR , MIZMAFE Detective XFHNFTEXHREIT.

1217 disableDetective.py 140
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5 Amazon Security Lake BRI &K

Amazon Security Lake 2~ £ REN R L BIE MRS . BULUER Security Lake Ba1¥EKH
AWS K5, SaaS 2. AAR. SRENE=ARENREBEETIEHEELEKFPHNE AR
M. AWS Security Lake AIABEIB O M EZLEIE , LEFLHH THRENMNLANZ SRR, &
B Security Lake , B A AEX THEMAE. MAEFMNBIEHNRT,

Amazon Detective 5 Amazon Security Lake £ , XEWREE T UE B MK R Security Lake FEHY
Rk B EEE

ERALLER , BT LAM Security Lake REXFHUATRFEWE B EFMEH, Detective T2 X IFIRMR
A2 (OCSF 1.1.0),

« AWS CloudTrail EEEEHIRA 1.0 RE SR

« WG # Virtual Private Cloud ( IL&# VPC ) i A& 1.0 RESRA

- 5% Elastic Kubernetes Service ( TL & # EKS ) ®#% A ERZA 2.0, EFEH Amazon EKS &itH
FAEARIR , BABRMram: ListResources® IAM XRF . BEXEZHMER , HSHEEN
T PR INET SR RY 1AM 1R

A Security Lake I B Zh ¥R B RAE X IFH AWS RS/ B EMEH 0N OCSF 2HKEME
B | 2 A mazon Secur ity Lake FAFF /.

% Detective 5 Security Lake S5/ , Detective FFIsM\ R £ F1REIS AWS CloudTrail EXEEH#H
Amazon VPC B EMXMNERH BT, BXEZHMAER , FSHERNRBEES.

EJ¥ Detective 5 Security Lake £ , BERATHE :
1. FFB 2Bl

£/ Organizations BEIK RN IEMALIEE —NEREM Security Lake EXE R, BRTLHEE
A, HEIAL £ IEFEM AWS CloudTrail EEEH ML S #HELFAE = (Amazon VPC) 7t A&+
W B EMEH,

NTELRLSERMEREF—H , Detective BEIWERA BEFHKST , AMEFERATE T EKF#HIT
Security Lake #&,

2. B2 Security Lake iJ 5 F F°
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/open-cybersecurity-schema-framework.html
https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-api-volume.html#drilldown-api-volume-time-range
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#Prerequisites
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#securitylake-subscriber
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E# AR B Amazon Security Lake B B EMEH |, AN Security Lake ITH AP, RBUTS
B m Detective kP EE AR FERNR.

3. MATEM AWS Identity and Access Management (IAM) R BRFINEEH 1AM & 17,
o ANINBATBRLARIZE Detective 5 Security Lake £/ :

- FXEE AWS BB RIEE (IAM) R INEIEE IAM B3, BXiFHAEE , FSEREN
K PR INFRERY IAM X BREB 2 o

o R IAM KGR INENE TR A F4%% AWS CloudFormation RSB &M IAM ZERAH. BX
EZRMER , FEHEBEN IAM ZENFIRRED .

- MRIREZFF Detective 5 Security Lake 5L , BAERFRAER , HHFXL (IAM) R INEIR
0 IAM B3, BXEMAER , BSEBENIKFRMATERN IAM SR .

4. ERHRLE ARN BiEHSAEK

{5 AWS CloudFormation ##xi% & |2 M E R Security Lake T E W E R RINXRFIENSH,
BROEMRMNFMAS R |, ESFEH AWS CloudFormation i gk, SIBTHRE K BHAE
o

EERUAE A Detective &l &¥F Amazon Detective 5 Amazon Security Lake $£5% , i E A T
31 : Amazon Detective 5l & #h %7 2 # 8£ —— 01 fAli% & -->

FFIREIey R T

Security Lake 5 AWS Organizations £ , AIBEHLFZSNKFHWAERE, ERALRFEH
Security Lake , #&# AWS Organizations B0k /7 A5 N B AR IEE — B E KA Security Lake &
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[RELIEA , HSE (AM AFEmR) PHHEEEN IAM [,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S30bjectPermissions"”,

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

"Effect": "Allow",

"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

1,

"Resource": [
"arn:aws:glue:*:<ACCOUNT ID>:database/amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:table/amazon_security_lake*/

amazon_security_lake*",

"arn:aws:glue:*:<ACCOUNT ID>:catalog"

]

1,

{
"Effect": "Allow",
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{

"Action": [
"athena:BatchGetQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ssm:GetParametersByPath"

]I

"Resource": [

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [

arn:aws:ssm: * :<ACCOUNT ID>:parameter/Detective/SLI/ResourceShareArn",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/S3Bucket",
arn:aws:ssm: * :<ACCOUNT ID>:parameter/Detective/SLI/TableNames",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/DatabaseName",
arn:aws:ssm: *:<ACCOUNT ID>:parameter/Detective/SLI/StackId"
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"securitylake.amazonaws.com"

S| 3 EIFRHZE ARN BEHBHENK

EM Security Lake AR RIGHIE R E , B24513F Security Lake B R 8|2 Security Lake kP &
HWARAZRE, FEFTEREBKF RHEZM AWS Lake Formation PR, b4\ |, BIE A2
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ET—&F , &5 #EH AWS CloudFormation iR B A TR AR - EZHREHE ARN &iE. €l
EE AWS Glue [BRREF BIRFMIZEF AWS Lake Formation B G X R,

#12 AWS CloudFormation 4%

1. {£M CloudFormation ##x 81223 CloudFormation #1k, BEXxEZFHEL , TSHEMEH AWS
CloudFormation &k 8 22 4% .

2. BIEFTHERSE |, TR AEK.

£ AWS CloudFormation #&#fx & 2 #t 4%

Detective £t 7 —4 AWS CloudFormation 4k , &7 LU iZ 8RR B A BMEE Security Lake
TRENERHENRTENS .

S 1 082 AWS CloudFormation RS A&

B AWS CloudFormation BRSS B & F 8EfE A AWS CloudFormation ikl @k, WMREEHE
BIERZBEMENNIR , 58K Detective BB RAKFHEE R, Hx AWS CloudFormation fRE A
BWEZELR , 55 E AWS CloudFormation RS £,

1. &% AWS Management Console 3T FF IAM #£&l& , F4EH https://console.aws.amazon.com/
iam/,

2. EIAMEHENSMERT , ZRAE K RAGERUERE,
3. WTEEAEXRMGE , & AWS RS
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5. WMAABWER, fla , CFN-DetectiveSecuritylLakeIntegration,
6. NTEMNABKKREMMNEIAR®, <Account ID>FEH AWS K/ ID B,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"
]
.
{
"Sid": "IamPermissions",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"
1,
"Resource": [
"arn:aws:iam: :<ACCOUNT ID>:role/*",
"arn:aws:iam: :<ACCOUNT ID>:policy/*"
]
.
{
"Sid": "S3Permissions",

"Effect": "Allow",

f# A AWS CloudFormation &4z & 2 # %
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"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",

"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::*!

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:<ACCOUNT ID>:function:*"

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelogGroups"”

1,

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"

"Sid": "KmsPermission",

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:*:<ACCOUNT ID>:key/*"
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HI 2 1 NEHW IAM EERIMNR,

BEEUTHRSEEALZE L —FSPEIER CloudFormation FRS A BRIEHK . T IAM KER
EEIT R A T 1£3% CloudFormation FRSS A &K IAM RHEA . LRI IAM 4R 62K
MRERBARM IAM KEEFRERNR , 168X Detective EEAKFWEE R

(® Note

FEUUTREER |, ANRBEFFEAR CFN-DetectiveSecuritylLakeIntegration 2i5&EEHR
M/ Creating an AWS CloudFormation REARLTERHAUENAR, NREF—F , &
HHERNECEZHSRIPAANBEEN,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",
"Action":
[
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"
},
{

"Sid": "RestrictCloudFormationAccess",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*",

"Condition": {
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"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam: :<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"

]
}
}
.
{

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*"

.
{

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [

"cloudformation:ListStacks"

1,

"Resource": "*"

.
{

"Sid": "CloudWatchPermissions",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"
1,
"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"
}

S 3 : £ AWS CloudFormation B 4l&HiEE B E N E

1. M Detective 3 A AWS CloudFormation 415

2. (HHE) MAMKRER. HKRENRAFPERN. SAULUHBERENERN SUFHERBNRTHR
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3. BWMAUTZH.

« AthenaResultsBucket— MNREFH AE , MR RXEK — Amazon S3 F#EHE. WRE
HMEAEBCHNEERE , FRAEEME Athena EHE RN ERBEN. NWREFHAECHNEMR
W, FEREERSRREEAZ ARN TR —Xig, MREFEABCHFEET , EREASERN
LakeFormationPrincipals EAMF#EBEANKRMNEEB RN KONER. EXxFME
BRI EZFMES |, 525 (Amazon Athena A IER) hWEIRE RMFITEN,

« DTRegion : tFBREMEEE., BFEEINFERINE,

« LakeFormationPrincipals— i AR ER FEAZ L MHERNXERERN IAM R A (im0, IAM
AT ARN ) 5 ARN , BLUES 2R, XEAERIRNEZ LD MMM Detective WRE T
i,

BRAREFERAZHTELSE [Step 2: Add the required IAM permissions to your
account] HHIIT IAM XPREY IAM FE 4K,

+ ResourceShareARN-It FEREFLEE, BTFEERMFERANE,
4. PR

IAM B : %R Creating an AWS CloudFormation Service Role SRHGIEMN A
B, HE , TLUNHEHEZ (MRZHN YA IAM A EHF Creating an AWS CloudFormation
Service Role SBRAMFIBELENR) .

5. BEFFETAARBINERE  RELHEMEREE. BXEZHARGE , FERRECIRN
T 1AM &R,

* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy
* SsmParametersCustomResourceFunction
- SsmParametersLambdaRole
- SsmParameterslLogsAccessPolicy
* GlueDatabaseCustomResourceFunction
- GlueDatabaselLambdaRole
- GlueDatabaselLogsAccessPolicy
* GlueTablesCustomResourceFunction
- GlueTableslLambdaRole
- GlueTableslLogsAccessPolicy

$B 4 . ¥ Amazon S3 FE MR AT LakeFormationPrincipals /Y IAM E4&
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( Wik ) INREIEER N EER AthenaResultsBucket , N AFURFLAT SR BE AN E
LakeFormationPrincipals ## IAM E A%k,

{
"Sid": "S30bjectPermissions"”,
"Effect": "Allow",
"Action": [

"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

]

}

athena-results-bucketE#tHAthenaResultsBucket&#i, AthenaResultsBucket®LAfE
AWS CloudFormation & & E#RE :

1. $TF AWS CloudFormation ###l& , M ity https://console.aws.amazon.com/cloudformation.

2. BEHEHHERK

3. BEHEHEFETF,

4. ¥ RiBHE ID AthenaResultsBucket HEHHYE ID,

ffl Bx 3 CloudFormation 4%

MREFHBRIMNE HE |, NER — XE R EFHERG RN, B LA CloudFormation &l & = £ A
AWS CLI #iE& CloudFormation 4%,

fiiBX AWS CloudFormation 1% ( ##I& )

1.  $TF AWS CloudFormation ###l& , M ity https://console.aws.amazon.com/cloudformation.
2. 1£ CloudFormation | A RV TUE L | R EMIBRAV MK, ZHER S B LT FETIRES.
3. EHRFMEESEBERD , EBRMER,

4., HERGRTE , EFMERHERK
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@ Note
HERBRIF RS |, AT EF LE AR BRIR/E, 4% A DELETE_IN_PROGRESS IR7S,

HRBBRSRETERZE , R4 F DELETE_COMPLETE A%,
BEE HERR M BR 4B IR

MREEEFDeletetfiFailed to delete stackFERZHEHMAPRE R , NRRER IAM
A&7 CloudFormation fXUl BriEik . 5B RIBHI K F S 12 G LU BRHER o

fiBR CloudFormation 4% (AWS CLI)

EAWSCLI REFMALUTGS :

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylakeIntegration 27 Creating an AWS CloudFormation
Service Role FRHBGIENERFAE,

EREXREE

MREFE XA THF Detective 5 Security Lake EFRIEASE , AN E#THRE K AEBABERE
Mo A LA4REE AWS CloudFormation AR TER TEH B AL ER

- EEH Security Lake 1T[H , B LARIEFOITEAF , WALk Security Lake EXE R EMHIAEIT
5% B B SRR o
- BEATEMERERALENHEA Amazon S3 FiEH.

« IEEHM Lake Formation &,

E#1/5 A Detective 5 Security Lake FIEERAT , A LURBERHEE ARN , HEEF IAM R, B4
3 IAM XBR , A BAM Detective ¥ % IAM 12#| &, BB LURE LBITE AWS CloudFormation #1R
h ANE, BUAMKRIE CloudFormation ik A EH OB TC FEEEFTE HERK.
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E#1/5 A Detective & Security Lake KR

1. 3TFF Detective #2#|& , MitR https://console.aws.amazon.com/detective/,
2. HESMBERD , EEEN.
3. FBULEAUTE—STRIREER :

« 7£ Security Lake Bi&H , &R HE.

* 1 Security Lake Bi&H , EEFEUNE. EUBTEY , EFERE.
4, BWMAFHERIZ ARN , LU A X1 4 B B3z R IR o
5. BENH IAM AR , HEE IAM #EH & ( MREEEE IAM R ) .
6. 4m% CloudFormation #EixHHIE.

1. R A, BEMBRIAE K, NRETHBRIA HRH B HER — XE O E
%, WENBERFEY. BXEZFMARFEE , HS MR CloudFormation %,

1. BIE# CloudFormation #t%, BXEZFMER , 5SS HEFER AWS CloudFormation 1R 4
B,

7. EEBHEK.

ZRHER
MREE R Detective 5 Security Lake FVEER , MITSEBM Security Lake &R A EMEBHEHIE.

ZH Detective 5 Security Lake I K

1.  FTFF Detective #2#|& , ML https://console.aws.amazon.com/detective/,
2. HESMERP , EEEK.

3. MIBRAEHK. BEXEZHMESR , HSHEMBRMHE CloudFormation #.

4. TEEH Security Lake £ E K S |, B EH,

XEH AWS X5

PRA]LATELLT AWS X84 Detective & Security Lake £/

£
3
i
put
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)
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LiRT R
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[/
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HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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X AWS XiF
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$E X1
Rt X (22 ) eu-west-2
BMibX (B2 ) eu-west-3

RRoMih X ( HTEER eu-north-1
)

EEMN (ERF) sa-east-1

LiRT R

securitylake.eu-west-2.amaz
onaws.com

securitylake.eu-west-3.amaz
onaws.com

securitylake.eu-north-1.ama
Zzonaws.com

securitylake.sa-east-1.amaz
onaws.com

1£ Detective FEHRBHE

FF Detective 5 Security Lake £ 5(f5 , Detective FF#A M\ T2 HRENS AWS CloudTrail EEE 4 ML
DHEEFES (I D# VPC ) FRBESHEXHNERABE,

(® Note

[/

HTTPS

HTTPS

HTTPS

HTTPS

£ Detective FEHRK AETSTETMNTEH., BEL I Athena TER B H A AWS BRSHY

152 A BN IR 2 A0 TR UL

AWS CloudTrail EEBEHERAFUTEESXUH :

« AWS fiKF

- AWS AiF

- AWS A

- AWS ABLiE

« Amazon EC2 =4l
« Amazon S3 Fi#H@
o |P thhk

- Kubernetes 58

« Kubernets B

1£ Detective F &R AX
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« Kubernets &
- IAM A&

- IAM A LE
- IAM AP

Amazon VPC i BEERAFUATE E 4 :

« Amazon EC2 =4l
 Kubernetes &A254 ( pod )

EERUAE A Detective 1 & & ¥F Amazon Detective 5 Amazon Security Lake $£5% , i E A T

5% : Amazon Detective 5 53 Security Lake £ 5X——01a 5 F-->

Eif AWS KPR B &

1. 3TFF Detective #2#|& , MitR https://console.aws.amazon.com/detective/,
2. ESMERT , EFER, AFEE AWS account,

3. EAPIRAARERSH , ERETTENRANIFHAEE.

4. FEL , BAUFBREREBRBEE.
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Detective » Search » AwsAccount/714603721603

. 714603721603 Scope time Info
(BN ([ 12/21/202318:00UTC > 12/22/2023 18:00 UTC |
Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £ Q. Query raw logs ‘
Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
4 6 2
> 2 1 -
| 2 1 0

ERBBEESME RS | B LEFEIEN Security Lake BIER ZZINWBENEH, BXRBEHAR
ENEZFMEER |, B LLEFE Amazon Athena . E REVEIE,

Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »

date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc

Close ’ See results in Athena [ ‘ Download results

EEWRKRBERT , SO LBUEE#RIER |, 7 Amazon Athena FEEER , A THER [THNIE
PPEE (.csv ) X

MR IRIE Detective FEEIHE , EEWREREEIMER , NARERBHTFUTERMmSIEH,
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« R BETBES K TE Detective FATA |, AR5 ERTE Security Lake BERA, EHEER.,

* Security Lake R AGERAD A&, MREZFSFTRKETE , MR Security Lake FRD BE&. EffIR
ZEE |, EERIEM Security Lake BEE R,

L]

- B AWS ABHNRKAE

« &) Amazon EKS £EMNERAE
« &) Amazon EC2 EfIEH BE

i) AWS SEHRKBAE

MBEAE T RFIBNE D AWS ABHES) , ATLATE Detective 24| & P 1TIR4E,
Eif AWS BENREBREE

1. 3TFF Detective #2#|& , MitR https://console.aws.amazon.com/detective/,

£ Detective Summ ary WEM “FTMBZWHEBNE” F2 , I8 TiZ AWS €&,
ESMERP , EEER , AFEER AWS role,

XFZAWS At , B RRUERZEFEMNZ IP it & HEVEE API B,
ﬁ?%%ﬂﬁﬂﬁ APl RSN ARREER , ITHRBAEMER,

Activity for time window: L

o & w0 b

Observed IP addresses APl method by service Resource
Q, Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 289 284
» 63 0
> 42 0
> 21 0
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£ Amazon EKS B EREB A E

$TFF Detective #2H|& , MULR https://console.aws.amazon.com/detective/,

M Detective I ETTHBIER pod REZHWAR[EHFBS , FME Amazon EKS £F#.

£ Amazon EKS B FHENEF , i£#F Kubernets API SEBIETIF,

1535 Btk Amazon EKS B Z K Kubernets API 5EZI &85/ | %1258 B ARV B R iE1E.
AL , BE T HRERIRR BE

o ~ w0 bh =

#1 Amazon EC2 LRy R B &

1. 3TFF Detective #2#|& , MitR https://console.aws.amazon.com/detective/,
2. ESMBERDP , BEEER , AFEE Amazon EC2 instance,
3. EVPCHWERER, , EBREREN API ARASZSHIHNHRAERNR , WITHRERKBBEEMK X,
4. A , BT BREARSKBE,
Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) © Toggle overall traffic
[Q Fiter \ 12 3 4 5 6 7 . 88>
O pues v | totpor v | Remoie | iboumg oubond o | st v | victiontty v | A v |
0 2 - 24718 5727k TCP Inbound Accept E'
0 2 ; 2408 408 TCP Inbound Accept Q
O 22 - 61.1kB 75kB TCP Inbound Accept Q
o 2 ; 59,6k 708k8  TCP Inbound Accept Q
0 2 ; 2408 s08 TP Inbound Accept Q

ERBBESTME RS | B LUEFEIEM Security Lake BHIER ZIINWBENEL, BXRBEHA
ENEZIFMEER |, B LLEFE Amazon Athena F E R EIE.

EEWRBRBERT , BALLHUEE#IER , /£ Amazon Athena FEEBER | A THER [THRNIE
S0 E (.csv) XH.

#i Amazon EKS 8RB B & 160


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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Amazon Detective FHIZ €4

ZREAWS REFZE, N AWS BF , BUUZRTENREASRLZLHRBRBEALANERMY
BOBEHR OMMELRN,

RERMAFHEEE AWS W3E, REREEXFEFERAZHN Z2MNEh WEEH

« BEE — AWS AFRIFE AWS ZHIEIT AWS RS EAEN, AWS BHERREATUZEER
Y BRSS o

FERAWS EFEITHIN -2 , F=FFHRARFERN A NBIER SN BERIE,

E T #5EH T Amazon Detective BN SR M ITRI , ESHE AWS &I RSEE N RS

© DIRRE-ENREREEMAN AWS BFSRE, EXEFEXHMARRAT , 2B ENBIEN R
. BRANERANERREREN,

e AR AE B 48 T R AN £ E A Detective B AREHRBERN, T EBHAMMEE Detective
DEMEHREMEFNENEBIR, BEFEI MAEREM AWS BRSRA B AR K ZEMERF BN
Detective &R

AES

+ Amazon Detective I BIERY

- Amazon Detective 9 5 3 F i 8 &

» Amazon Detective F ) B & id F M 1%

+ Amazon Detective K& R IE

« Amazon Detective F B FE RS AE

 Amazon Detective FHIEMENZ LM

« Amazon Detective R £ HRIEXE

Amazon Detective FRIEIE{R I

AWS 9 HEF(FIER 9 HEFT(F1ERE AT Amazon Detective PR IERY ., WMAERFHR AWS |, fa
RRPEITMEANESNSIREMZEH AWS Cloud, &HE QE?FS(‘H%MT:T:EI:ERHWFEJ:E’J W%E’J?"“%Jo
BEARIEFERN AWS RS WE2BEENEEBEES., EXBERANEZER , BSREERL

BERF =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
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FEREE, BRENBERFNES , H5H AWS Z2MEE £ AWS FTEHBEXF GDPR &
EXE,

HFHFERPEHN , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity

and Access Management (IAM) ZRENARAF, X , 8MNAFPRRBETH I ERRAMENNER,

BADEBWEBI AT AR HIE

« XEANIKF A multi-factor authentication ( MFA )

- £/ SSL/TLS ERFBE., AWS BMNERMFEA TLS 1.2, BWFEA TLS 1.3,

- EARE API MAF5ES) BE AWS CloudTrailo

- £ AWS MEMRAFRUAREPNFIERINLZLEH AWS RS,

- FASRIEELZERS (HI Amazon Macie ) , EEBIF AT MR Z457E Amazon S3 FEVBUR
iz,

. MREE AWS BEXBHTRESR AP #HITIHRINEELT FIPS 140-2 WM INZER | E6EH
FIPS i 5. BXA AN FIPS HRMNESZEER , TSR (ZEBKIPEELAEFRAE (FIPS ) 5 140-2
W)

BEABUEY2FNBEEHBREE (MEFTFVE TR ) RAGRESH EHEANEFER
(WEBMRFER ) . XTEIRAWS RS EAEFIE. API 3 SDK 5 AWS Detective S E At A & 48T,
AWS CLIFER TE MR EH B AR A XA ZRFHANEAHERTERSATIT RIS AL, W
REENEMRS /AN | BABABRWEFEZE MU B FILE B RBIEEX ZRS R/ FR,

Detective X ELAL I M7k B AT B B NE BB R AT I

&

« Amazon Detective B Z34A &

Amazon Detective B340 & I

H T Detective T EMEM AR NMNASHNEFEIE , HteERA AWS TEXFH,

XMEEM KMS BEARESANKFHER. HZH (AWS Key Management Service FF A &EEFE)
B3 AWS BE BN HER,

XMEBM KMS BEATF ( KA 365 X ) Bk, B2 (AWS Key Management Service 7F &
ARIER) PXNZARRAER,
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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Amazon Detective B & 15 F1 i 8] & I8

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 i iZHIX AWS BIRY 5]
R, IAM EERZEHTUBSFHRIE (B2F ) RN ( EENR ) FRARENAR. SR UEA
IAM AWS RS , TZEXAENTZA,

N

)

XK

ZX

ERASHHITE ORI

{58 P SR M B T 15 )

« Amazon Detective 215 IAM 1 E T4E
« Amazon Detective T 5§ 17 19 K B& R 451
« AWS Amazon Detective £ E BUR

- f£ A Detective WERSZHEXAE

« X Amazon Detective & 5 #1j [a)3# 17 FE HEBR

R

YRE9ERA B X AWS Identity and Access Management (IAM) 28R , E4&EURF R Detective
R PR T4,

RERAPF - iR AE A Detective RERKEREL , NEERLRAMENEILNNERE, FRAES
Detective A RER TR , AJREEEFMANIR, THNAEBRHENRETFOEERBEREEHN
PR, MR TEiGE Detective REVAZAE , S X Amazon Detective 5 4 117 7] 3 17 # FEHEBR

RFEER - MREBELRNTERE Detective BIR , MIEAGEEE Detective WL TH RN, &
BEREHERS AP MG RIBL Detective BHEFMER, A , 490 IAM BEERERBERUER
BREAFHRR, BEEZAELNESUTHE IAM WEAES, ETHEAXATNME IAM B
Detective #EBFRAMNEZEE |, {55 Amazon Detective 2115 1AM & T4E,

IAM B G - MREZ IAMBER , BB ETHREXNAEERIEIEEX Detective Y15 R1 X
FRHFAEER, EEFAE IAM BERAK Detective ET MK RH , S Amazon Detective
HET 5PN ERERG,
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Amazon Detective ArfEm
FEREMHITEHRIE

BNBIERE AWS FASHEIRFNAR. BXT IAM AR BHHETE AWS KRB E
IAM Be3TEHRRIE (Z2FAWS ),

EA A EABEY & MREENEREIL AWS BRE 5105 F. AWS IAM Identity Center ( IAM Identity

Center ) AP, RLOFIMNEREZH MR LAKREN Google = Facebook EIRMEKE F 108 =l

LB E B EREN , SNEERLGER IAM BERET BHRKESRIE. HIRERKSHR AWS
i, IRRRERERE-INAE,

BRIBEWAFER | HEOLLE S AWS Management Console 2 AWS FRITF, BXERNEZEE
AWS | B2 (AWS &F AFERE) PHIAEFREE AWS IKF 1,

WMRIE AWS BURIEHFRTIR , W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
MEFRNBERBTIMBLEE., MRETFTER AWS TE , NXTMECEFER, BXRERAHEENTER
TEBBERNEZEE , SR IAM AFERTHNEE AWS APl B3R,

LTFERAMSMRIESE , BURFERMHMELZLSER, i, AWS BWEAFERAZES MR
(MFA) SkiREKFHNREM, ETRESELR , H56 (AWS IAM Identity Center AF1ERE) M %
ESHRIEM (IAM AFER) P18 £ AWSHERAZEFHREIE (MFA)

AWS Tk root I

BIZet AWS Ik, BERER—NEREN , ZEOTUAT2LRKS, FHRAERERE AWS RS M
Ro MEBWHI AWS K/~ root AP, £ A & 01 NK 7 B F 49 B8 F iR 4 3tb 41t A1 22 4 2 SR B /] 15 ]
ZH M, BABRWETEERARAFNITERERES. RPFRAFFIE , AMEAXEZIERRNITR
RPABHRTHNES. BRXFECURAFSOHERNESHTRIEK , M (AM AFER) #
MNEERACEENES.

IAM AP B4

| AM AP R& AWS K BN NMNASNARFEERENRN S 0. EAENERT , BRIMNBIE
RIEREIL  MARAEEEKHEE (MEBMNHEEH ) W IAM AR, B2 , IREE—LHE
WERAZSEFERBEIEUR IAM AP |, BiUERRIEAZH. BXEZELE , B3R (AM AFE
) A XNTFEEKPEIENFER S ERRIET N,

IAM AR —NMEE—4A IAM AFNE B, BIEERENEHEFRK, BUUERAR—RERZN
BAFREENR,. MEEXERAF , FRATUERNMERERFPNER, Hl | EasEEF—1NE R
IAMAdmins B4R , HRZAEFNRUEE IAM &R,

ERBHENEHRE =


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L mMAGRHGNEILE. ETRESER , 558 (AM BFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM AERENBEFTRENR AWS KPP W& M., ERLUT IAM AR , EEREARTXEK, &7
LA AWS Management Console @I Y A EFIRETEE IAM B, SR LUEFA AWS CLI 5
AWS API RERFEABEEN URL RRAAR, EXEABEBNEFENESEERE , B5H (IAM AR
EE) FHEA IAM A6,

BEHIGREIEN IAM BRELTERLTERER :

- REAFHR -ZERKESHI2ENE , FUEAGHNACEUNIR, HKEFHHTEHRIE
i, ZEONSACHXBRAER FTHLELARGELHNNR. EXKEGHRINAGNESR , ES
# (IAM AFEE) PN E=H5HRREELEAR, WREFER IAM Identity Center , )”'J%EEE
ENRE. NEFHENSAEHRHITEMRIEETIERNANE |, IAM Identity Center SFIXFRES IAM
FHABHEXEK. BXNRENEE , 56 (AWS IAM Identity Center FAF 18R ) RE,

o ImEt IAM B RER - IAM AP AT IAM BFEAE , LERREHNFEESHTRNR.

- BIKFFW - EAUFER IAM BEUATTRKFPHNENA (IEEE ) HEEHIKS PR
Ro ABRRFEKFIHENBEHEESR., B2 , I TELRR AWS RS , Ea LU RSB ZH
MEER (MTAREAABENIMNRE ), ETHACGHNETERNBEKFHREKBANXS , HS
5 1AM B P isR R R B K PR R 1 9 o

- BIRS AR — B AWS RS ERAEM AWS [RFRSHIThEE, Hlin , YEEENRSH#HITHE
At | ZRFEERXE Amazon EC2 Hiz1T AR FHIE Simple Storage Service (Amazon S3) H
FRENR, REATRSEAREARANEENNER, EARSACKFERARSHEXASBRNITIIR
(=

- BRIHELE (FAS) — HEEA IAM AR ABEFRITRER AWS |, BEMAEZIEA. FH
HERSH , BAgESRMT—NMNRE  ARLBREEHMERES B35 — M. FASERRAA
ZREAWRIAK AWS R B T ERFSAHIFERHER, AWS RSREYRSKEFEESH i
AWS BES RBBRREFRETRNERN , T 2% H FAS R, EXRERT , BAMEFRT
XFMRENNR, BXAKH FAS BRINWEREEFE , BSRERTRSE,

REAR - REAGRBRESAREBELNIKF RRITREMD RN IAM A€, IAM B2 R 0 LUE
IAM 812, ERAMMBRRS AR, EXEZELR , 55 (IAM AFER) Ri6lER[ AWS iR
SERVNBENEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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c BEHEXAL-RSEXAGRE—MERINESHE, AWS BRFRSTURARRENITERE
MAe, RSEXAGHIAEEHT AWS IKF |, FEERSAAE. IAM EEAJUESETRE
YmiB RS MR A BRIRR,

- £ A@@ mazon EC2 LE{THNARRF — SR UFEA IAM AGEEE EC2 XMl LETHAEH
AWS CLI 2 AWS API HRE N ARFHIERHESR, XLETE EC2 RHlPFHILRZEH. EM
EC2 Efl7E AWS ACHFEETHEMENARFER , BEZE 1M INEZ S5 #Y =4I f & X
., RPEEXHITEAR , HFE EC2 R LETHWEFEBRE RN ZIE. EXEZER , S
3 <IAM AF#sE)Y REER IAM B& 5 Amazon EC2 4l LZTH N AR FEFNR,

ETHEFERIAMARIE IAM AF , E2HIAM BFRIEEF A aE IAM A6 (MAEH
Fo

fE AR EE TR

BT LA AWS B 02 R EE O EM IR AWS SO A RKZHFHRNR, KEREPH -
XRAWS | SEFHHARREKN , ERELENR, AWS EEHEA (AP, root AFHAGS
H ) RHERTEX LR, REFHRNRBERATERIELER, KSBERKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMINANBTNESEE , BHSH IAM AFEEHH
JSON KB

EE R WLER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, AREMAAZKHETHIT,

MINBERT , ARMARXENR, ERTFRAPNAERFRITRENNER , IAWM EER TSI
IAM K, EERABEREAGRNIMIAM policy , BFAIRKASE,

IAM ZRBEE SURERIINPR , o FAFERA MRS ZHITRE, fln , RIREFE—N AW iam:GetRole
BENKRE, WA ZEN AP AWS Management Console AWS CLI, = AWS API SRER& &

1E /CN 0

ET B3R REE

ETHSONERBEUMMESS (W IAM AR, ARFASAR ) B JSON PRFRE X, XLEREK
BHAFPNAGUEMMPRA4 TN ML RIITHLERE, ETHNAVNEETSHNEREE , 55
B (IAM BF1ER) H9BIE IAM policy.

ETHHNRBALE -SARNARKERIEE R, ARREEZERAZNAS, AAGH, &
EREERINWRE  BULUREM MNP SIS, HANMAE® AWS P, HERBKEIE AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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RERBNEFRERE. BET7THNAERE XN RBNANBRRE CEETIER  HSH IAM AFE
AP ERENREENERER < RFITEE,

ETHRMN R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FEBEKE, EXHFETRARNEKBHES T , BRSEER AUEACIREFHNBER
BREVEE. N THEERMMKBEHER , REEIEEEE AN 2R RNTHREREAREF LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNMTIZRSFHRNEKERRE, ETREETRRNKBEHERM IAM P AWS HEX
B

HEEFIFIR (ACL)

mEEFIFIR (ACL ) EHIBLEHE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAEK
BEREL , REEMTEEM JSON R,

Amazon S3 #l Amazon VPC ®i2X#F ACL WARE =l AWSWAFETH#EX ACLNEZER ,
#2 /W (Amazon Simple Storage Service FF & A A 1E®) M EEHIFIER (ACL) #E%K.

HREgRE

AWS ZIFHMTAE R REERE, XERBRBTNOREERE ANKBERERER FHRANR.

- RRLA  RRLAR-NERBE, AT REETHSORNEBALN IAM K& (1AM BFHA
&) BFHNRANRR, BANXTHRENRILR. SEEZRNREXEET HHHRENRENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFZINRLRRH F—-TREHH
EXELFBEEAT. BXRNRLANEZFEE , H2H (AM AFERE) /Y IAM EE R ERIL
o

- RSB (SCP)-SCP 2 JSON Bt , ATIEEALRLHL L (OU) WRANER. AWS
Organizations AWS Organizations 2 —HH TXEH S WIHENS AWS K- F#HToANMEFE
BHRS. MREALABA THRAETRE , MAXNEER LIPS KA RS 25 %X8 (SCP), SCP
BR i 5X 52 K PP PRI SE 4K (SR8 AWS KPR A P SE4E ) BIRBR. Bk Organizations 1 SCP By
BZEE , B3 (AWS Organizations FIF /) FH SCP B TEFRE,

- 2EEM - 2EEBBLHBURBRAANAGTBKEAF RGNS ENENSBEENERE
B, SRLFNNREAFNAGHETHONRBENIERBHRE, NREATUREETHEFRN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
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Kb, E—URBPHNEXNELFEEAT. AXEZER , H2H (AM AFER) PH21ER
%O

S REERE

SN RBEWRBEEA T —MERE , ERBRREMEXNELIRR, BT RESRSHREERE R
WA AWS BERBAWFIER , 5K IAM AP BB RBITEEE,

Amazon Detective Z0AI & IAM tH[E T 4E

KINBERT , AR FAG&ELIZERIE N Amazon Detective BIRIINBR, i1t T EER AWS
Management Console AWS CLI, = AWS API #11T74E% . Detective B A AMIAH AWS Identity
and Access Management (IAM) KB , |&F IAM AP FAEGX I B IEE R RRITISE APl B1E
R, ARG, BIE RSP IX L5 B M A0 2 5 BiX LAY PR AV 44,

Detective fEAE T IAM B MR N AT RBEPNAFR NRERTINR -

- EEAKS - EBAKPRITHAENRESE , THREARKS FHRE, EEAKS AJEERR
P RITHABRRAERE. ERAKSEAUERTHERD RN FESXLEKS KRR EANER.
ALLREREE , ATERAKPUANAFRTAERENES. o, EBAKSRAFATER
EREEMAKFPHNR, HttAF R RBEEATHRRITHERNNR.

« AKFE — AAKFRZBETHERERENIKS, XAKSBREELEN, EXBEFE , X
G P BT BAMAT O B AR AR BREL K 7 o

E 2 M 7 ## Detective MEM A 20/ AWS RS 6/ IAM |, B5S IAM BFREEHH “7£ JSON” 3£
+ LRI RBE,
Detective T BRI K&

BEEA IAM ETSORER , TUEEARTFRELNREMRUKR A RIELERENK
#r. Detective XEFAFERIRE, RRMFMFH,

ETHE JSON REEREANFATE , 56 (AM AFEmR) S8 IAM JSON KB TESE,

BRI

EER W LAER AWS JSON REERIEEHERRIBEMF L, 2R , BN EETUANT AR FERITER
1, ARIEMAAZRHETHIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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JSON REEHY Action TEMRAA TERKP AWIIEL B RINRE, RBREEESXEKN AWS
AP BERE. B—EHINER , HlIRBTE APl BRENNRNR B1E, & -LREFTELRK
RIITS MR, XM INREF KR

H R F L EREUR FHATRERENRR,

KRB HMEBE Action H NotAction JtE, Action TESIH TR A FRIEIE. NotAction
TTEYH T FTRFRIRE,

A Detective E X HIERVE/R MR T AT LA{E A Detective U1THIES . Detective FHIRBEIRIEEFTLLT I
% : detective:,

Fltn , EFFEH CreateMembers API REBIER G IKF HETHERONER |, SR
detective:CreateMembers BEMAEFRE S,

BEEENMEYUPEESTURE , BEMAESFHENRT. Al XTRAKS , ZRBIFE-A5EE
B AR R BV IRAE

"Action": [
"detective:ListInvitations",
"detective:AcceptInvitation",
"detective:RejectInvitation",
"detective:DisassociateMembership

—

A EABER (%) EESMRE. Al , EEBETHRPERANEIYE , Detective PHRYETE & K= &%
MBEBIRITUATES -

- EEMAIHVRAKFHIR (ListMembers),

FREVE X PNk A K P RS S (GetMembers),

- BERAKSEETEHITHE (CreateMembers),

- FRAMNEITHEFHBER (DeleteMembers),

AT LA F XA LA Members A4 RHIRENHRINR , MA L2505 HiXEIRME, XA ENBERTRE
SIELATRE -

"Action": "detective:*Members"

E&EF Detective BENFIEK , BSHR (RETRNSZE) FH Amazon Detective & LBV IR1E,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondetective.html#amazondetective-actions-as-permissions
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=R

EIE R A LAER AWS JSON REERIEBEW ARG RMF L. WHRYN , BNEME AT AT IFRR
1THRE | UREFLAFHTNIT.

Resource JSON K TERIEEEMHNAREN —IMHZ /MR, BAYXMEE Resource 5
NotResource T, ENBFEXE |, HFERAH Amazon BEE (ARN) EERF. W TFXEHEBER
REE (MR RBRENR ) BVIRE |, BT RITIIRE,

XN T AXEFRRRNROERE (WIHERE ) | FEABES () BEREUNATRERR,

"Resource": "*"

BHX ARN BRXWEZELR , HS A mazon BREH (ARN) F1 AWS RS & & ZE0E,

%t F Detective , BE—HIRREXRETHE ., Detective FHIITHERERMELT ARN :
arn:aws:detective:${Region}:${AccountId}:graph:${GraphId}

Blan , THEERLUTE:

« THENKXER us-east-1,
- EERAKF IDHAKF ID 2 111122223333,
« THEKWE ID & 027c7c4610eataacaf®b883093cab899,

E £ Resource iIBAIFIRBILLITHE , ATLAERLLT ARN :

"Resource": "arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

E7 Resource BAREESZNMRAR , BERESTREN,

"Resource": [
"resourcel",
"resource2"

Bl ESNTHES , ATEELEIER AWS — NKF R AR A K, . EiXK A K BER
R, Resource iBAE5 BAMNZBIHFRHNITHE,
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"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"
]

R L Detective #&1E ( HlIBIETHE, JEHTHEMINETHEEZE ) F2EBRETHELINIT. E
PITIXLEIRYE | Resource 1%’?%@@%)5@3?1} (*)o

"Resource": "*"

NFEERKFERIE |, Detective RALSRIIAHBERNWAFREETZEMITHRNEERAK, . X
TR AR/ |, Detective BASRIFIRBIBERNWAFRER TR AKF, . BIE IAM KR FXII1TH
AW FRNER , ENMRAFPFAE FEBNIK, | T ERITERE,

NFERETHRLIITHAERE , IAM KR IIEER ARN. B ARN AIF8EHRmM. #lw , H—
AN B XJE A Detective BY , #1%8 IAM REEEHE ARN HBE R FTE Detective BRER T
FIPR, X, APRMANZEFHREERAKS, , HEETHEGHTEE, AIBTHIRE , IUE
R B LURINE ARN,

i

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BREH , BN EETUNF LR FERITER
1, AREMA ARG THIT,

£ Condition Jt3%& ( =% Condition 3R ) # , AIEEEERAEMMNEH. Condition TERAE
N, BUGEFERAZGZER (i, FTFHNT ) BEHERER , UERBPHNFESERPHE
HTE,

MREEBE—MBEAPIBEZA Condition THE , WELE Condition TEFIBEZNE , N AWS
B AND ZEIR BTN, IREBRNENZERIEESZNE , NFERIBEORZER AWS 4%
., ERFIEANNR I LTUHEBFIENEME

HIEERMN , B UERSNNEE, fltl, AREFER IAM AP B4R1E IAM BFet , 8368

NERTFHEARBFEHNR. BXESZEE , SR (IAM AFiEE) F8 IAM policy Jt3& | E MR
x

S0

AWS XEF2RFABHANBETRSHFAZH, EEEME AWS 2RFM4E , SR IAM AFE
FMFRIAWS £REH ETXER,
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Detective fTEMHEHW—ARNHR. CHIXZBFERALRFZMNRE. EEEMAE AWS 2/FM4R &
Z5 IAM AP EEHPRAWS 2 /&4 LT XEA,

BT O] LA B R AE R R IR E A K8 |, 5 Amazon Detective & X VIR 1E,
A5l

EEE Detective ET H MRV RH , iS5 FAmazon Detective EF 547 HY KB =B,
Detective E T RFENRE ( FZXHEF)

Detective 7 X & T IRAY KBS

E T Detective 177 BIFRZAI R

ARABNMIANBPEREE, TUEFHFEOREAXERSEREENTARNHEE,
MEENREEOEAUTER.

{"StringEquals"{"aws:ResourceTag/<tagName>": "<tagValue>"}}

0 |, 2 Department FREHEN Finance B , AU TRBRAFRIELIRE,

{"StringEquals"{"aws:ResourceTag/Department": "Finance"}}

BEXRFERATRRZENERIE RS |, 52 fthe section called “BE ANKF : RIBEIRZEREHE,

Detective IAM B
| AM A& 2 &8 AWS K i EE S EN RS,
£ A Detective B9 BHEIIE

AL IR EIERTHRAEMRIIESR , A IAM AR ABEKF AR, SUET AR AWS
STS API #4E ( #lfAssumeRoleS GetFederation® & ) RIREUGE AT Z &I,

Detective Xz #{& A Im B E1iE
REHEXAE

ARSSHER A B RV AWS RSB R HEMRS TR FRUAARETHRE. BSHAXBEERE IAM IK
P, HRZEREE. IAM BEAAUEFEETRERERSEXACHNR,
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BEXOIEHEE Detective REHAXABWIFMER |, i3 Hthe section called “FHREHEAXAR,

REAE (FXEF)

BREATFRSARERARSAE. LABATRSHREMRS FHERUARETHEE. KBS
ABETRE IAMKSF , HRZKSRE. XEWE , IAMEERAATUERZAGHNIR, ER , X
B F] RE & P T AR S5 RY Th BB

Detective T X RS AR,
Amazon Detective EF & 191 K #E =1

RIABRT , IAM AFFAGSEERE ] Detective BIFHNR, MATETEER AWS
Management Console AWS CLI, B AWS API #1715

IAM BEHE & HAEIE IAM K |, UENRAFNBSERTFRRUNAFENEERFERITIREN AP
B, RfE , BB R XLERBEHINEEEXERRN IAM AFE4A,

ETHNAFERXL RS JSON R G2 IAM ET SHHNXKR , 28 (AM AFERE) PHE
JSON JETNF L 6 KK

£l

- REZEXEK

- £/ Detective ### &

- ATAREEMHIIBE SR

- BEEAKS  EITHAEPEERAKS,
- EEAKS  FRATHEH#ITRAE

- RAKS : EEITHEBIENKR T
- EEAKS  BERSERSIAR

REERIERE

ETHBHNEHBBAEENMNARSUUGIE, HREEMBRIK . F Y Detective BiR, XEIRETRESME
AWS IKFF=4E A, SIERAREETBMHNRIEN , BERUTIERMEI

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMITERBER TR , EEAN TS
FEIRAGIRTRRHAWS HEREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
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BRI RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , 20 (AM AFERE) HH
AWS I ERE 5 TFIREENAWS HE XK.

- MARKENR - E£EH IAM policy REXRE , FRBETFHATESAFNNR, Nk , BAINEX
EREFRG T AUNBERRRITHRE , BN RERRFA. BXEM IAM NARRNESZE
B, #FZH (AM AFER) S8 1AM PR RN RR,

« fE8 1AM policy 5 #Y 543 — 25 PR 17 (9] AR — 8 0] LA [6) 5% BE 78 D0 5% 4 3R PR 1 3o #2 4E FN & TR /Y
A, flan , WA LUREREFERIBEEMSTMER SSL KEFIBER. MRBRFHEERES
BENAXNEAN , WA SUEARARRE T RS BRENTFRINE AWS RS |, i AWS
CloudFormation, HXEZELR , H55 (IAM AFERE) PH IAM JSON K TE | &4,

« £ IAM Access Analyzer BIEf&EY IAM policy , LABBRINPRIY 2 £ M FTHEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERKRBERS 1AM policyiEE (JSON) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEBEHER S BEEMEN
Kigk, BXEZEE , BF2H (AM BFiEmM) HHY IAM Acess Analyzer REERIE,

- EEZEHHRIE (MFA)-IIR AWS IKFENZSEEE IAM AFPSIBAF , EBA MFALRRSZR
2, EETIAA API BEFNEE MFA |, B8 MFA &R/ NAENEET, AXESZER | F3
1 <IAM BF#Em) £ BELES MFA ®RFHI API 1714,

BX IAM FHREIENESER , F5H (AM AFER) F8 IAM AR 22 SEXEK.

£ A Detective 4l &
EfEA Amazon Detective #2#l4& , AR S A4 ENIEE API #1898 N2 1548 PTEL Ry /B < R 1E.
EZ A Detective HFRATHBRNERRAKF, , XAEAFRABERIZF CreateGraph BIENR,

E{F [ Detective BHIAMTEMNEERKFIRE  KAMAFRRACREF ListGraphs BENR,
EXRMBFTHIMNMEANEEAKFRRTHENNR, EAREMBNRFRITEEEE R KFRENN
PR,

EEAKFREANBRERETHBFEERAK,YIER , AERTHRFETRE,

s EEETHEGTHNRAKF IR , 4000 E4EFEZF ListMembers RENR,
s BEETHEDHRTEE , BAMEEMEEFTF SearchGraph REMNNR,

E#F M Detective BHARMITEMERAKFBRE , XAMAFLPRABRETF ListInvitations BEN
MR, XEBFEFETHEBENNR, REFATURFMAI14SER K IRENR,
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ARFAFEEMITE SRR

ZORBIGER T A A RRE , LAY IAM AFERMINBIERA S SONNBRNEENRE. LRES

FERS A LSER AWS CLI 5t AWS API BA4siE 75 = 5E B IR ERY X BR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

EERAKS BEITHEPEEXRKS

:usernamel}"]

W REKBEATFROAREBTHIRGFEANRAKFNEERRKFBAF., ZRBERATRAFEEFER
E B H 15 Detective, ZRBEARFHEAITHEHRITHENNER,

ET 508 RA
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{"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

.
{
"Effect":"Allow",
"Action":["detective:CreateGraph", "detective:ListGraphs"],
"Resource":"*"
}
]
}

EEAKS  £RTAERTEE

HRBIREERTRERTHERTAENEERKSAF . NEEETHARPEERERERAKS
LIE

{"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"
I
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],

"Resource":"*"

BAKS : EETHEBENKE RS

BROIRBERATETRAKSFWAS, ERAF , KAKFETHEMIIE, ZRBERTEEREM
AT 9 B R 0 Bk B R K B9 AR BR o
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{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

.

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

EEAKS  REREERSHR

MRTHEH SecurityDomain FRESHAFH SecurityDomain FREILHE , ML TR TR £
BT HBRBHTREE,

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals"{

"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"
}
}
},
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource":"*"
]
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}

MRITHAEM SecurityDomain FrZEEN Finance , WA TKRBEILLAFRFERTHBRRTHEE,

{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
1]
}

AWS Amazon Detective IEE B K

AWS RERKEHYEMEEAINI R AWS, AWS RERMEEN TS ELAFIRMANR , LUE
BRIFIRAAF, ANBesENR.

FiclE , AWS RERBURTSNENRBERGR TFTHRENRNE , BAEMNAHME AWS FF £
M. BMNBUBEIEXBRETENERAZSNE S EEERBRE -SRI NR,

BT EEHR AWS HRERBPE LR, MR AWS B AWS HERBPELNNR , MEHLE
HiZREATRBNATEZERASH (AP, ANAE ). AWS REAREERIFHN API HIERS T
LAER#T AWS IRSS BY API 2 1ERT E S AWS EE R,

BXREZEE , ®F50 (IAM AFER) PR AWS EEXERK,

AWS FEEXHBE : AmazonDetectiveFullAccess
LA LAY AmazonDetectiveFullAccess FEEHIINZE] IAM B4,
HEREREFEENR , AT EHTLIFEAAE Amazon Detective #/E. TUEEZTHRNEKFAER

Detective Z &l , fFZREEH MEIEMH., ©ELTH INEIA TFIZ1T Detective Python B L6 22 &2
THENAE,
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PEXENREAATUAEERAKS, , FEITHERINRE , FEA Detective HITRE, i 1ER
A3t GuardDuty KMER#ITHFENE. ZREIEM T Detective EHIEE REPIKF WK, BPTEHNN
BR AWS Organizations,

R FAE R
ZERBBEUTR :

« detective— AFFMAKZELIHRFFA Detective #1E,

« organizations— RIFEMEM AWS Organizations FKEREXALRKFHWEE, NRKFETE
NAL | N5X LR L iF Detective #2418 ERIKF ZFHFAK S

+ guardduty— ARFREM Detective RNEPIREVFNTERS GuardDuty &L R,
+ securityhub— fRiFEMM Detective HEFIREL Security Hub IAEX I,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
1,
"Resource": "*"
3,
{
"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"
1,
"Resource": "arn:aws:guardduty:*:*:detector/*"
1,
{

"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"
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"Resource": "*"

.

{
"Effect": "Allow",
"Action": [

"securityHub:GetFindings"

1,
"Resource": "*"

}

AWS IEEFBL : AmazonDetectiveMemberAccess

AT LYY AmazonDetectiveMemberAccess FRESHMNZEIREY IAM 24K,

ZREE N X R IREX Amazon Detective BY 15 8] #X R H FR E X 12 4 & B U7 B X R .
A BRI It SR

« &F Detective B A B BIE HIEZTHIELMLIXLBIF,
- EFEAERTE LEEE Detective PRES MMAEMER ZRESHWER,
- ERFIBRHK R EE,

ZRBERFRIENR |, AFE—EBERNIHA Detective B #I1&
BRiFMER

ZERBEBEUTNR :

+ detective— AFH R 17IA] Detective,

{
"Version": "2012-10-17",

"Statement": [
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{
"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembership",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"

AWS IEE XKL : AmazonDetectivelnvestigatorAccess

AT LUK AmazonDetectiveInvestigatorAccess SREEHIMNEIRAY IAM 324K,

ZRBERAEANRRMEX Detective FRFHI 17 R PRHBREXS Detective #2HIE& Ul AREITRY 75 R X PR
LR BE IR F £ Detective F8 IAM AP 1 IAM &€ /3 A Detective AEMNR., BB AEBE
RRER , SINERRAERENAERI , ZREREEXZLERN IR, ZREEFEERE
HITHER |, FEREREA Detective WITH D HMVBZIWEN, BAIUFERZREREERRE
S ER,

RERFAE R
ZERBBEUTR :

- detective : AFEMAEIFEA R TIA Detective 124E , B Detective BEHZHRAERXINARHE,
 guardduty— RFRK KM Detective HEFIRENFFRS GuardDuty &L R,
« securityhub— fSiFE4&M Detective RNEBIREX Security Hub FIAZE %I

. organizations— AFZEFLAM AWS Organizations P RERALHIKFWEL, WRKFE
FEAMAL | NIXLERPR AT Detective BHI1 A ERKF ZBHAIKS
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"Version":

"Statement": [

{

"Sid":
"Effect":

"Action": [

1,

"detective:
"detective:
"detective:
"detective:
"detective:
"detective:
"detective:
"detective:
"detective:
"detective:
:ListHighDegreeEntities",
"detective:
"detective:
"detective:
"detective:
"detective:
:StartInvestigation",
"detective:
"detective:
"detective:
"detective:
"detective:

"detective

"detective

"Resource":

"2012-

10-17",

"DetectivePermissions",
"Allow",

BatchGetGraphMemberDatasources",
BatchGetMembershipDatasources",
DescribeOrganizationConfiguration",
GetFreeTrialEligibility",
GetGraphIngestState",

GetMembers",
GetPricingInformation",
GetUsageInformation",
ListDatasourcePackages",
ListGraphs",

ListInvitations",
ListMembers",
ListOrganizationAdminAccount",
ListTagsForResource",
SearchGraph",

GetInvestigation",
ListInvestigations",
UpdateInvestigationState",
ListIndicators",
InvokeAssistant"

min

"Sid": "OrganizationsPermissions",

"Effect":

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource":

"Allow",

"y n

"Sid": "GuardDutyPermissions",
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"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,
"Resource": "*"

.

{
"Sid": "SecurityHubPermissions",
"Effect": "Allow",
"Action": [

"securityHub:GetFindings"

1,
"Resource": "*"

}

AWS FEEEEE : AmazonDetectiveOrganizationsAccess
AT LUK AmazonDetectiveOrganizationsAccess SRESHIINEIRAY 1AM 3245,

ZEREEFEALANS AMEE Amazon Detective IR, RILAIEE/MNALL KNG A Detective HHEE
Detective BV IRINEERAKF .

KR FHE R

SR EEATR :

- detective— AFEMAiFE Detective FR1E,

+ iam— EETE Detective  EnableOrganizationAdminAccount REIERESHXA R,

-« organizations— AAFZELAM AWS Organizations i RARALHIKFWER, WRKS
BTEMNAEL , MIXLER AW Detective BH A ETRKFBHNK S, ZF AWS BRFERK , &
FREERAKFIMAZERERRANIHEM ‘T2RF" , ARNERARZTHMZ LRSS (B
i Amazon Detective, Amazon GuardDuty, Amazon Macie f ) FHNZERXEERAKF ., AWS
Security Hub
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"

"Effect": "Allow",
"Action": [
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"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
1,
"Resource": "*"
1,
{
"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"

AWS IEEHBE : AmazonDetectiveServiceLinkedRole

To3E % AmazonDetectiveServicelinkedRole SREEHI MR IAM 324K, LK NBIRZSHEXAERHN
K& 2 Detective K REMITIRE, BXEZEL |, 153 the section called “EARSHEXEE,

ZRBERTEENR , ATPRSAXAERRELANK/ER.
RERFAE R
ZERBEBEUTNR :

- organizations— KWRALHK,E L.
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"Version": "2012-10-17",
"Statement": [

"organizations:DescribeAccount",

"organizations:ListAccounts"

{
"Effect": "Allow",
"Action": [
15
"Resource'": "*"
}

Detective Xt AWS & R IEHI E 3T

EEAZRSITRIRERIX LEE RIAK Detective AWS HERMEFTNHEMEE . BEXRUETEERNE
iRR , HITH XA LIS FAE LW RSS FRIR.

BX

AmazonDetectivelnvestigator

Access : XTI B KBV E#T

AmazonDetectiveFullAccess

F1 AmazonDetectivelnv
estigatorAccess — B KEEE
)

i PUN

1£ AmazonDetectiveInv
estigatorAccess REEHHTIE
7 Detective AEFMPERIAEAF[E

B’¥E.

XLEREATRS. REMEH
Detective A& ; LL& M Detective
HBREAELXTNANHE,

Detective 7£ AmazonDet
ectiveFullAccess #l
AmazonDetectivelnv
estigatorAccess FKEEHHM
T Security Hub GetFindings #
(=

X L3R 4E R F M Detective FIREL
Security Hub BV & &I,

B

2023 11 A 26 H

2023 5 A 16 H
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EK

AmazonDetectiveOrg
anizationsAccess : #E

AmazonDetectiveMem
berAccess : ¥R

AmazonDetectiveFullAccess

- N BREEHEHN

AmazonDetectivelnvestigator

Access : ¥R

AmazonDetectiveSer
viceLinkedRole : &1

Detective FF 1R IR BR & UER

DU

Detective #8117 AmazonDet
ectiveOrganization
sAccess KB,

ZEBEBETEALANSRNEE
Detective FIFX R

Detective 1T AmazonDet
KB,

ectiveMemberAccess

2R BE N R R IREN Detective B
Rl PR BREXS 2 H & Ul KRB
7 E PR

Detective FEAmazonDet
ectiveFullAccess BUERFR
1Y GuardDuty GetFindings 1T
Mo

X Le 32 4E 2 M Detective I EBIRER
GuardDuty AELE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid
request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":

\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

}I
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aws detective untag-resource --resource-arn <behavior graph ARN> --tag-keys "TagName"
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aws detective untag-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --tag-keys "Department"
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