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¥ DevOps Guru for RDS E#HIHRP X A HEEREN , BEESHRTUTSER .
1. ¥£ DevOps Guru U RMRFEE N, DevOpsGuru for RDS R T # 3 ME 3 WE,

EXELZER , B L EENHE,
2. & AWS/RDS BRI FRE,

BEXEZER , BZR EERIREN EEXIRE
3. E& DevOps Guru SA3REX RDS 21,

BEXEZER B BREW.
4. WERHFEERFINSITRRL , BREBRVEEREFTBHI,

BREZEER | ESH (Amazon Aurora AF1ER) VISR Amazon Aurora BRiEEEE B RV 15
M {Amazon RDS A #ERm) F Y& Amazon RDS KAl HEFR.

EENE

1518 DevOps Guru B#IA K “ILEE TH , EXRBF M NE, NBE | B BUNFIRFIEFE—N
N LEFFANER, BWARERZNENEZEL,

EE-1TNE

1. $TF Amazon DevOps Guru E£4#L , Mt Jy https://console.aws.amazon.com/devops-guru/e
2. HASMER , REEELE,
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3. ERWEETFEFEHINE , REREHEFEINHE,
4. BEFE-NLBENER , RS EREESIRE LR

HERFEAN N RE,

ENEEF | EBOLIEE Amazon RDS BRINFE, A NERENRSENRSD , TUEETEME
NEE%HNREYIR, EE—EPBoERSERERNEEEANEHNER, B#INBHINERRRES
ANHBEMHNNEH , EF3EEXFENEFAEE,

EEN RDS A FENHEA TN
LB , RATARZREE , IIREVEX Amazon RDS #¥E L AIH 1 4 0 F 2 1,
WASMLGERTIFE T MaER #"# Amazon RDS BiEEXH,

RAMREREFERE

—

ER@EREL , REFREKEH AWS/RDS HIREIER.
2. BRBEEBFAES.

HIFEHAEEREH. RBEUBEELERETL  ADERFE R, TEREMARHN , 26
BERANNTELRENRE.

3. (") MRSANFRERZINEME , WMRE NI 5 & FERE - N TRV EIR.
Bl J5 18 F] SAH B AR T E A AR BB 0 B9 BE B o

FENEHMNRSBREBERR, 39 54T Amazon RDS HiEESLHIERIMNEERE,

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_678 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.
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Mo BEUTFE

- BFREHR — BEFENBEEXRGNER. ELRHIP , 2R RS Nprod_db_678.

« BEELZE - BIFRENBEEIMNE. FIRGATH , 522 Aurora MySQL.

- FEFEM —HEREXNTONAEZWAINE, TRNTEMSES. PHE.

- RERE —XNHENEERER, AENHERREEAHRES.

o FraREMERETE — FEITEMERNETE, MRERMEANFE , WREDERE,

« FEENE — RETHINSENE, R RES  REFEEE  S2HIT 3 /et 2 24,

FEIBR

FEEHRBOLETRRRE  WABETFNERS —RFE, JLRRRFER N BIEESIIET N —MHK
A o

Primary metric

DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Wait events v Last 6 hours

Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs)

30

24 (6x spike) info 25

Sews =
20 H T
Typically: DB load up to 4 1 III III III III II
5 e e e . . — pn—
LT H LR LR T LR
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 #32 Mar7 15:00 Mar 7 16:00 Mar 7 17:00
Time (UTC)

B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs
View in Performance Insights E

EMEREHRTEXRZABENESEAES . EURAP  HEISUTEE -

s BIEEMAE (DB 713 ) — FRFAXNBEEAR B, “MENFE DM IEIREDBLoad, Z
Bt E £ M2 S# CloudWatch,

+ db.r5.4xlarge — BIBEEHIZEK, vCPU WEE ( ELtHlH R 16 ) IR T FEEHLIEL (AAS) Bx
FHEL%.

« 24 (6 f5IEE ) — BEEAE , ENEBRENEEBERANNFIEEDSE (AAS) HEXREBE, A
It EREHENEMAAERE , BIBEELFEE 24 MARFLTEDIRS. BEEASHEIZSFIE
EREEAEDN 6 13,

. B BEEAHEEZHN 4 — AR THEARBPEL AAS HENREEAZERE, B4 RR, ELE
TiRESE |, EEAAERE , HEELETF9E 4 MREDNLFLTEIRS,
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RANBRT , ABERBESEHHTIR. XERE , X TERFHENRTY , FANEERERT
SREFELSABKRSNEEEN iiﬁ?lﬂ%ﬂﬁtﬁ‘ﬁ’ﬂﬁ#l‘ﬁﬂ (48), FERIERTERETSH
ZRRZSNEFEN

« CPU
« I0:wait/io/sql/table/handler

Xt F Ut Aurora MySQL 32 , L RERSHEHINNRBLEEERTRES, NF 7 HOMAER
Amazon Aurora PRV EFEHRKBILERE , BSE (Amazon Aurora AAF1ER) FHIH Aurora
MySQL AL EFEH4FHR Aurora PostgreSQL 1E{L E:FEH, B 7 B U{7E RDS for PostgreSQL A
FREFEHAEMEE , 23R (Amazon RDS AF1ER) VA RDS for PostgreSQ &5 =4t
TRE,

FRIEFR

BMXERSDIET ETYNRE  XERERRARRETNESARI, XERIEH T HXMREREN
Hﬁ?i"{ﬁ/lﬂ\o

Related metrics (2)
When your DB load is high. o etrics often <e these metrics to help our perform - 5m 30m 1h &h 12h 24h  Custom
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 &

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks
normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

50

0 |
I 14:32
— CPU running tasks []High severity anomaly

CPU utilization

Currently: 97% (& 2x);
normally: 50% 100%

CPU utilization

i 75%
Contributing to: :

CPU capacity exceeded 50%

25%

0 - |
14:32

= CPU utilization [] High severity anomaly

MXERRERS  BIREHMERL (UTC). RHPNE —1TEX RS E ISR,
BITHE-JESUTEE

« ## - RN ER. B—ITHZERFRRIEA CPUETES.
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HE — BN YEIE. EE 1T, HaER 162 MNERE (3x).

- BE-UWBIEELEEETRNIZIERNEE, DevOpsGuru for RDS NELITERNFLIERK 1 BAWN
B MNEDMBE, F—1TXKRCPU LBEH 56 MNHEEIETT.

« (BB — BZEREXH AT, B%—17 , CPU ETESERS CPU REBHREXEK,

i E &S 8 RIZIERITER . BB XEE R T DevOps Guru for RDS fFRINIEE N &= EHAYATE
|E-.I BF-'-JO

2 A W
RARREHERT S4AEE , METXFUERTFZRENFERN. BORIVEX N —HBXER.

EUTo MBS N RSP , SBEEARRERHN RN,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions - CPU
(AAS). This was 90% of the total DB View troubleshooting doc [F
load.

« ioftable/sal/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
« F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs SQL statement asks.running.avg)

processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)
delete from authors where id < ( select * from (select
max(id) - 30 from authors) a ) and id > ( select * from

[select max(id) - 500 from authors) b )

to reduce CPU usage, ©
the instance type to NG cuse w0«
capacity.

RITSUATES

« FE — Nk ETXREN—RER, ERET  E-—IRERSAREFEENL  F°17E
i CPU B &,

« O — NRENFAERE,
HEE-—IREPR , DHSERE SBEEAHN 90%, BE=IMRFEH , CPUZTASIESF 150 ,
XEWREEEALEENE , FEI 150 M 2EEFR CPU iHE, CPU RIRAXREY 97% , XEWE

ERBFLEE , CPU & 97% WETE4AL FICEIRS. Hitk , CPU JLFEHEH SR , mM¥EHE 150
NeFEEE CPU LIETT,

- B — BUHWAFXNRENEAL
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EE—IMRED , DevOpsGuru for RDS BB REZFEHcpuMl, io/table/sql/
handlerE 7 # A RIEX LB BEBIEEMEE , FS (Amazon Aurora AF1EE) F M cpu
# io/table/sqgl/handler o

EE-NREBERHP , DevOpsGuru for RDS BB HE =/ SQL iEAXRMEK CPU HFE, &
AL ERREESEE EAUEE SQL XA,

« MR — BRENREHTEAEENIER. BXXEEFNEZEE |, H250 (Amazon Aurora
AFEE)Y 9/ Amazon Aurora 8555 Z3 (Amazon RDS AF¥E™) T Amazon RDS E#rS
Z,

EE—NREHR , DevOpsGuru for RDS BUCHHBEENH EXFINEZE K CPU #HITHR, EE =
FEF , BIUESE CPUETASI, CPU FAXHM SQL HITR,

EEXIRE

ENFER | TJLLEF Amazon RDS BRI R E., SNEFINFERMEREXR—NEIRENFAEFE.
EEXFNBREHL , JUEENLBEER, EXFENFMABIRUARPEERETABENEN, BEEEE
DRE , BEIEHAERE,

U:2 5

NABREBOIEFAN AT UELBENER, CERTABNTENE,. RENBHRNZELXENRETE
Bo. ©i&FIHT DevOps Guru BN BN Z MRS MM ARFHHRE,

1R

BRI RHETRXTRENER, SIMERBETHRFENELITHBEENSE , URNRERENE
R &RV R R

RERFEW

LER IR T A AR EURLE I FE SR BT IR G RIBUR TR A E X QBN EN ., AT UARIMWIRES R
EFEUNEENERY A, XEBWEEHWEHE ( DevOps Guru At AE#HEXN?) HEEHTIX
LRENEENER T, BXUARENEUNESZEER | 55 Hthe section called “NM B E 1"

W B 22 1

BURNBIREEND. EOMNX—ME , EEREUTHREREERZ. BEFERNTUTS

-3

1£ DevOps Guru F4t# RDS FHI R EER 45


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/ams-waits.cpu.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/ams-waits.waitio.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/metrics-reference.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/metrics-reference.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/metrics-reference.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.analyzing.insights.html

Amazon DevOps Guru AriEE

1.

HWERSGHERER B R R RPFESRFRMAE,

ERLEERT , BAERENZPFHNEARRMEN, 0, MREFENHABTFEEERZINHNBREE
118k , DevOpsGuru for RDS £ AHRE N MERE., B2 , ELEFYUELRE , ERXEN R
HTRHALE R,

MREHERNBEFELN , FERIT—F,

 BERBREIZEN

HEWRSP , B IETEUNEE. ITHINE  XIREIREFENELNBRMNORNT.
NTEHRE  XREFNFERNEEWEENBELERT.

DevOpsGuru for RDS 2% 7 —RIEN , WET/INEENREZ S, EFLIIRE , BEBHR
BWESLHHEREMREX , HERGEH#THA,. NRBVESENER , BRI T -5, RTE
&, BRIR TSR , HELFHHEBRREE,

. BUTE IRV,

DevOpsRDS iR Guru ZIEHITUATE—RE
- MITHENY ERE,

f5lan , DevOpsGuru for RDS AIRESEWEHA L CPU RE. FAENARFIRED S AMREE
¥,

. WAEEEHEE.

JB®E , DevOpsGuru for RDS BWARFEREN SQL BEAHEFEH. il , BN AIERAES
FEHio/table/sql/handler, £ {Amazon Aurora AP #8R) M Aurora PostgreSQL
WESFSEHHTAESEA Aurora MySQL WSS #HTRES |, FEHE (Amazon RDS AF
&)Y MIEA RDS for PostgreSQL S ESE4#THES | ERIIHNESEEHL., RERMITE
WHYIRE,

/A Important
BNERUEEBRES RO 2 ENALF LN HPmEER, BIXSX , BT #
EA:0EAT
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I, DevOpsGuruAI ARIBEBIMBERETMAKNER , NBHERZIEREMN X, DevOpsGuru AT LA
BEAFRANRERERELTENEE K ABRELNAEERABIRHEESNARF TAMNEN, X7
DABS Bh SR > R B R AR,

BRTBEMXIS , DevOpsGuru i& B] LA H 8 Bh & fE RIBER R | BILOPRE], RB AR, FHER
BRWUK SDK S8 g, BEEBESSNMNRSNEREE , DevOpsGuru AIAMEAET
FRICRREN D ERXBK BN NARFENU#HITOH. AWS CloudFormation & AT sEH R ZN R
B, XERRBZIE—MERARNEM, DevOpsGuru BEBREXARHNERIENR. BE. AEME
¥, N , DevOpsGuru AILAZD HT MK BXR B Lambda BEMEIE | ZEBATBEIEEMN RS Amazon
DynamoDB B HEA#IE, Bidixf AN , DevOpsGuru AT LS ZMNEXRER , LN FERE
R, ARBHBREERRERIERERANNE,

Y5 422 R Y BB EE #R E Amazon DynamoDB

THRETRT DevOps Guru ¥ RHIHEMAEE. Amazon DynamoDB

Amazon DynamoDB F i i B
MR8 B9 F AccountPr Amazon DynamoDB #H&E  AccountProvisioned
ovisionedWriteCapacityUtili ABRHNTREERELZIAFIR  ReadCapacityUtilization,

zation’§ K E#YiEEL AccountPr  FBR#l,
ovisionedReadCapacityUtiliz

ation MEAHRMHEMA T RA cityUtilization
LeBIRI o

AccountProvisionedWriteCapa

M Amazon DynamoDB ik FHREXRMEHZXFMEIR  ConditionalCheckFailedReque
PHRHERELRN , RARRE HE. “BRAREREAHE  sts
MAFERBIXNEHEEFN  FRHEHRN.

TR RIA X A TEL,

WA 32 Fh Y BB EE 38 /E Amazon ElastiCache
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DevOpsGuru R5I# 37 5 CloudWatch Y125 ¥R
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AE D BEIR T Amazon DevOps Guru #1fi15 Amazon CodeGuru Profiler 8. &R LLFE DevOps
Guru & A EEFE KB CodeGuru Profiler B4R AR L,

Amazon DevOps Guru &id EventBridge &M N5 Amazon CodeGuru Profiler £, CodeGuru
Profiler ¥ E# X% £ EventBridge, EEMNBHREARANSHLELLEZNEHN. KB CodeGuru
Profiler WBNMNALSEHHR—NERERE. BXEZER , BSHMEATHE CodeGuru Profiler
# EventBridge.

DevOps Guru &3 EventBridge X#FAEH. FH5KRH DevOps Guru IRBIHN B EE TE

{t. CodeGuru Profiler & 24 /)it &iE— IR OBKEH , URBIZBHNESEM. BHHET CodeGuru
Profiler B EEURITERRN THE. BXREHEBEAHNEL , FSH Amazon EventBridge =
#.

®iE DevOps Guru B , DevOps Guru £1EZHI K~ 812 EventBridge £EMN , ATFHRAXREH
RS NEH, LHNFEBEE DevOps Guru, B AREH |, FLXEH,

EHELEWKE DevOps Guru FXRIFMEH , FRENBEISZEMHELRKAAN, BXEH
BESNEZSER , BEHREMAEL.

BXREESHMNELR , HS Amazon EventBridge .

E1£ DevOps Guru $13k18 CodeGuru Profiler ILfi# | HMEZ LT &4,

« M2 CodeGuru Profiler, B3</8 A CodeGuru Profiler {8 , 5 1% E CodeGuru
Profiler,

« X3 A DevOps Guru, Bx/3 H DevOps Guru S E , F259/5 A DevOps Guru,
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c RRBENNEE-RIOMAELEFT A EEENBANIREN TR, DevOpsGuru RIEIRE
HEMENR RS EINAERFF.

RERNRBMLAEBIRdevops-guru-Fk, XNABFRX D KNE, Hiln , BRI EDevOps-
Guru-Production-Applications.

5. &R RE

FAWSHZ R IMBAWS & #

HIZEEAWSHRREFE DevOps Guru ZHTETAWSHIRIFREAT | IHE R SXERRREKNITE,
o] LA A B B IR PR BYAWS AR S5 58 F AWSHR 35 4 38 85 9 BIR AN INAR 25

- EFEARRRSKEERS , BEARRIBERSHWES A, AWS Command Line Interfacez}
SDK, fln , e LA Amazon Kinesis [E#RIRH I S# CloudFront 7 K B IRAINFE, T2
E AR IRZEN R RN BRENFA N KB, DevOpsGuru AIA DT K Z A REBZFHRL, X
B %ZEE , 2 Amazon Kinesis F R EIEEHP NN EZRNIMFEMNT SR F R EEETH N KT
WIN#RE, CloudFront BT AN HAanK BN FREANGE | BSRAEIIFBEAWSERSHAF1E
MET A EIERE,

® Note
£ Amazon RDS FRRINFRERT |, BN BIEEZFIM A REFHFMIRE,

o TAERAAWSHE REBSRZEFEN XN ERNBEAWSRSHWERKREERS, AXEZER,
&S % AWS Resource Groups i F i8R R IIIR S dmiE2e o

NEBRMFRER , ReERME , L LURIMENE, Hltn , LA Lldevops-guru-: DevOps A
EFPHMERRUE—NETEZANSE, A URM#E B ®devops-guru-F{ERDSHIFE |, A&
B ZREXN RIS AREFE TN Amazon RDS &R, MREEERFAEERMNNARESTH
Amazon RDS #RERMNAEE , XXEEFA.

$ FAAWS CloudFormation#&iR 5l DevOps Guru N AREFF &
i

&7 LLE FHAWS CloudFormation3i% k18 E 8 % 2 DevOps Guru 2 Hr BREEAWS R IR, HER 2 T1ER
BANRTEEN—RIAWSHRNES. TEFNHERPHRRMKEN DevOps Guru EESEE N

TR LR IR B R 53
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/tagging.html
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Ro NTFEEBRNEBNER B MESZIHFRERINREBRERSFERETH. ABEXLR
BREAEXFREUCELSE, SIMNBRHFTE—TRZIWMEN , IHBPLEXERE, BEAAUEEN
BARHKRIE 1000, BXEZELR , HSFHAWS CloudFormation F 18R M E DevOps Guru & #
AWS 7547 B9 B 2550 Bl R B 8 A 3 AR

EFE— MR |, DevOps Guru £ M EIFF I8 25 T8RN N B AR AV R BHR. AR BMHER P BER—
®RR , HAIBYERTOM.

MR E%EF L DevOps Guru 2K HAME X FHNRR ( XEWRBEZHAWSTK - X E# 2880
DevOps Guru Ez=SEE ) , DevOps Guru B MEKFAMBEXFNER , SREHERPHER , ol
BN, BETEHEKRPNEENRENEZNALBERSESIHITOAH, NRALB2RFHERPREREN
FECEN  FEHREFINEH#ITIEH, BXEZER , FSR THBRET NS EHN NEF,

IEERE DevOps Guru D HTHY R

BT % 02 FIRAAWS CloudFormationitk , I E &% E Amazon DevOps Guru 2 TRV &R, &
AT LLEF AWS Management Console B SDK k52 & iR 1E.

F&

« % E DevOps Guru D HTHIHER ( BHA )

« EFEE DevOps Guru 2 # Y ##k (DevOps Guru SDK)

£ E DevOps Guru 2RI (8415 )

B LA6E AR #R ] & SRR INAWS CloudFormation#4% o

EEIEES TR IRAHER

1. $TF Amazon DevOps Guru ##l& , Wit https://console.aws.amazon.com/devops-guru/e
I SMER , REERFRRE.

2
3. 1£ DevOps Guru ZITREBE S , EEEE,
4

MRIEFE DevOps Guru B ATFTIEHER PRV BRIR |, 151%#F CloudFormation 3tk , REERFEUT
J\ilﬁz_o

« FFERER — 2MEKF PR PHAARIR, SN ERTFHRRBIATEENNARFH.
RGN0 MK P AHEHER P EFR R
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/devops-guru/
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o EFEHEER — ERIREHE DevOps Guru 2T HERR, FTEBNERFPHRRESEESENN
AREFF, BUUEERERPEAERNBEHRURER G EHKR. BHRZALULEE 1,000
NERR,

5. %$# Save (&R%EF ).

1%£F E DevOps Guru 7 #HT#Y#4% (DevOps Guru SDK)

ZE{FH Amazon DevOps Guru B4 & T EAEEAWS CloudFormation#ik , 5
FUpdateResourceCollectionFE. BXUBRIENEZEELR , 2 A Amazon DynamoDB APl &
Z# UpdateGlobalTableSettings.
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateResourceCollection.html
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Bl 5% & 1€ EventBridge

Amazon DevOps Guru ST G#E R EventBridge , AT BHE SN MR EEHE RN FE LS
#, kB AWS RS EHJLF R8T EventBridge #{£3£ 3], B LURE R B FNIKIE RIEXIENE
# HETREETSHCEANNHITHENLRE, TEIMARNVIRESEAT RO

- AR AWS Lambda

« Y8 F Amazon Elastic Compute Cloud ETf %
« [FEHPE Amazon Kinesis Data Streams

« BUE Step Functions MRAHL

- J@Z%0 Amazon SNS = Amazon SQS

BRBUERUA T E—TE EARTFESH , NE R B E RN E I AWS BIRHEFH
=

« DevOps Guru ¥ REFF

« DevOps Guru iR &EHhe
 DevOps Guru Insight =EME
« DevOps Guru F#EEC 8122

« DevOps A IiifE %2 2 5<

DevOpsGuru J&3)

AT 2% B8 DevOps Guru W RHIEH, REABIHEAEH. ETREXSHEANESZEE |, 2
¥ Amazon EventBridge 3 Amaz on EventBridge B4 ER AT,

DevOpsGuruz ¥R RN F &3

% DevOps Guru fTFA#FPNEER , E2RIEATEMS,

{
"version" : "0@",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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"time" "2021-11-01T17:06:102",
"us-east-1",

L1,

"region"
"resources"
"detail" {
"insightSeverity" "high",
"insightDescription" "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" "REACTIVE",
"anomalies" [
{
"startTime" "1635786000000",
"id" "AL41IDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiIS1IWMeFCbHY_XXXX",
"sourceDetails" [
{
"dataSource"
"dataldentifiers"
"period" "60",
"stat" "Average",
"unit" "None",
"5XXError",

"CW_METRICS",
{

Ilnamell

"namespace"
"dimensions"

{

Ilnamell
"value"

Ilnamell

"AWS/ApiGateway",
[

"ApiName",
"Test API Service"

"Stage",

"value" "prod"

]I

"accountId" "123456789012",
"messageType" "NEW_INSIGHT",
"insightUrl" "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWcsTIbLUQ7EZ7XXXX",

"startTime" "1635786120000",
"insightId" "AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" "us-east-1"
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}I

X EmEMNRTILAE B E L RAISHFER
AN EABAE R RILE ST G S4B ET B4, ST R DevOps Guru BHHER R4l

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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¥ #7 DevOps Guru i®RE
BT LLEFH LT Amazon DevOps Guru iR E :

 DevOps Guru JESEE, XRE T 7 K~ F 0y BLe s R,
- BAH, XRETFEHAMBL Amazon Simple Notification Service B3R & HEEER DevOps Guru
=4,

- RN, XBFEEERERN, MMEBEFMAWS Systems ManagerfE KRB, XRE T
DevOps Guru @B ERAEZHE K CREEAHMZLE | LR REE Systems Manager
OpsCenter &N L ## 0122 Opsltem,

£

- EHMEANEEKSRE

« 71 DevOps Guru R EFHAWS D #T YK ESCE

« 7£ DevOps Guru FEFEAH

« J&i% DevOps Guru B4

- 7£ DevOps Guru FEFAWS Systems Manager£ X
« 7£ DevOps Guru FEF BHEFERN

« 7£ DevOps Guru FEH IR E

EMENERKFRE

A LA AR Ik ELE DevOps Guru, MREEKRIMEREER , N SUER EFEMBRE
B RBITIM. BXREIMEREEANESEES , S HEnable DevOps Guru,

£ DevOps Guru FEFFAWS D TRV EESEE

&R LASE# DevOps Guru fF 50 #TIK -~ H R BLEAWS IR, Nt , FEEFEF SNBSS AFER
|, RAREEREE, AXESER K BERETEI M AR,

£ DevOps Guru H S #7iE &1

1% & Amazon Simple Notification Service £ , EM1H THAHEEER Amazon DevOps Guru B4,
BRI LAMAWSTK R EFENEFT B MR RAPIEE | A DevOps Guru YK - A A 25 ¥ =B
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https://docs.aws.amazon.com/devops-guru/latest/userguide/getting-started-enable-service.html
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B, REWALZFIEXEMAWSIK S FIEEFH Amazon BREF (ARN ) o WRERFEK
FPHRH—NEFTIEET ARN , N 2ABUE [@1Z £ I 1AM policy k% F DevOps Guru 157 % FE &
HWRBR, BXEZELR , HSHAmazon SNS EHWNR, HRZALUIEERNEH,

DevOps Guru @K EEBXUTEFHHEL :

< QIR TR,

« —MNINREBRNMEIRER,

- WENTEMEMLowRH FAHMediumBEIHigh,
« RBBRESNEFE TN CER.

« AR TN IEENE

213 @ DevOps Guru MK iR INAREY |, 21 REFERAWS CloudFormationtk iR R T
% , DevOps Guru th & &IXEA,

A LLE R BN A X SR A B EHH Amazon SNS BH , L A LLUARNERBFITFF,. xHAHR=EEMH X
ET{LATEE Amazon SNS BHl, ERINBR T , BLBW K TRREEHWEL,

EFEHMEA , BESMIBANE , RAFEFEZARM, BEREREFHEI Amazon SNS B H =B A E
B,

£

» £ DevOps Guru ZH &P SMEBAERE

« 7£ DevOps Guru 2% & #7% 0 Amazon SNS B 1 F &

« 7£ DevOps Guru 2l & P BBR Amazon SNS B E &

+ ¥ Amazon SNS BAEE

« AH1ZE Amazon SNS EFHY IR

#£ DevOps Guru #2# & P S BB AR E
EEHBEA , DANESMEBEBARE S .
S EE F% E 0

1. $TF Amazon DevOps Guru ###|& , Mk hitps://console.aws.amazon.com/devops-guru/o
2. ESMERF &R RE,

1£ DevOps Guru ##l AR S EBE AR E 60


https://console.aws.amazon.com/devops-guru/
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“RE'NESFEBHIS , EHE8SHXEEE Amazon SNS FEMEE.

£ DevOps Guru | & A% 0 Amazon SNS & Hl &
7t DevOps Guru &I & F5 0 Amazon SNS B &£/

1. the section called “7£ DevOps Guru 2% & S B @R E".
2. %$# Add notification ( ZIEH ) o
3. EZHN Amazon SNS F& |, BHITUTE 2%,

- ERFEREFIEERTH SNS £8, AE , TIEEHE AU | MAZBZBENNEF
MRSt , Ef A H e FoRFE A | KRR INETEY BB FHR S

« EERFEAITE SNS B, RE , N\ EERAWSKF PN ET S | EBREFEANED,

- EBRFERYE SNS TH ARN REEXRBZ—KFHWMEET, R, EWAETEN ARN § |
W AT ARN, ARN 2FFH Amazon BIREH. B ETENKFHIEEETE, NREH
B—ANKFHRHNER  NAREZEBRIBTRRE, BXEZEE , HSHAmazon SNS £
B PR o

4. %# Save (®RF) .

1£ DevOps Guru %] & HF BBk Amazon SNS BH £

7€ DevOps Guru ##1 & PR Amazon SNS &

1. the section called “7E£ DevOps Guru 2% & b S B @R E".
2. EBRERIBXE,

3. MTHXHEAF  EREBRNES,
4. 1%#F Remove,

5. %$#& Save (R%F) .

E ¥ Amazon SNS @41 &

£ DevOps Guru # , Amazon SNS BAIFBERMMEBWBAEE, ATAERERAETELHRIIN
BA, B LUERNBREEMERIASHFHBER, EOSLERBZEREHEXREMNEN , FER
REXANEFEA,

D1 Amazon SNS BHEH 61
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LEBFEREXE T RIBEFHFMN Amazon SNS BAHAR , DevOps Guru 2@ X EBXRUATEFHWEA :

- BIE TR,

« —MNFHNREBRFMEIRFES,

- NENTEMMLowsE F%KMediumZBIHigh,
- RBRHRESNEE TR CHR

« RBT XL AR B

RIANBRT , BRARFFERFINSHHHNEAN , HEARWBEXEHEHRNEH,
E ¥ Amazon SNS BH B K EHE B

1. the section called “7E£ DevOps Guru 2% & b S B @R E".
2. GEREFIBEE,

3. MNTHESH  EFENHH#ATEFHNEE,

4

IERMAFERERDSIZRTEERFI NS, PR EA , A BUER XS P IER™E
2258 R TR OB 18

5. RERNBAEMEMTEME , tba] UL N BT 5k A B e & = BRI MR T3
N BB,

6. ii?% Save ( 1%ﬁ ) °

wHNZE Amazon SNS F BRI R

Amazon SNS £FRE —f&E AWS Identity and Access Management (IAM) BRREEH AR, HEE
AL EEE AT , DevOps Guru & FF LA T PR p0 B R TR K BE o

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"

1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {

"StringEquals" : {
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Amazon DevOps Guru AriEE

"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"

}
}
}

DevOps Guru FEXENRFEREAENTBERFBEA, WRETEHBZEFNXLERR , WA
B ERER , TEHARZEREERZANFRNET, B2, WRBIBRXLH PR , DevOps
Guru FELEERZERE KB,

1% DevOps Guru Al

A L@ the section called “E 3T Amazon SNS @ 1% & =8 Amazon SNS 17T [5 5 1% 5% B& SR iF 1%
DevOps Guru &,

F&
- /8 Amazon SNS 1T [5] 1 1% 5% B& SR 5 15 38 41
« Amazon DevOps Guru %1% H 5k # Amazon SNS B AR5

£/ Amazon SNS 1T [# 1% 26 B 3K i 1% 18 £

& A LAB122 Amazon Simple Notification Service (Amazon SNS) 1T ¥ 5 % 5 B8 SRR 2 M. Amazon
DevOps Guru Y Z #9385,

{5 A 0k SR BE RIS E RN BRI B, BRI BUE R BT R F R IFE Amazon SNS JHE.

« NEW_INSIGHT— 762 5 W% B 5 s &

« CLOSED_INSIGHT— = ZiH I fif < b Bt 2 OB &

« NEW_RECOMMENDATION— 7E1R4E I f# 0 22 i 2 1 B $32 UB A,
« NEW_ASSOCIATION— FE ML % 40 237 57 2 e = BB A,
« CLOSED_ASSOCIATION— B RFE XAt EKE A,

« SEVERITY_UPGRADED— 7£JUfZHY ™ B 1% FH 4 B 2 OB A

BRWABIZET T SNS 1T FiFiEREHER , i5Z 6 Amazon Simple Notification Service 7F & A &
BRI Z# SNS 1T A IERE, EMIEREFR , BOULUEE —NFH1ZKKMessageTypelIx

TR S 388 63


https://docs.aws.amazon.com/sns/latest/dg/sns-subscription-filter-policies.html
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BF, flm , LTABTFEIERIESFAF , ZFERMFIEE Amazon SNS FBREMIL#E 48 F
MrERF REEA.

"MessageType":["NEW_ ASSOCIATION"]

Amazon DevOps Guru 7% i 5K #Y Amazon SNS & &l 75l

UTR—1NkBEEBMIEREMN Amazon SNS £BH Amazon Simple Notification Service (Amazon
SNS) BAHK =B, EHIMessageType#Ki&RE INEW_ASSOCIATION , [ itk R A M I &2 A 48 U 257
MWREN , EF2REBA,

{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69Z2SdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage"

5% SR #9 Amazon SNS & &R 64
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"stat": "Maximum",
"unit": "None",
"period": "60",

"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}
}
1,

"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"

]
}
1,

"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

]
}
}

£ DevOps Guru R E#FHAWS Systems Managerfe &

& A LATE AWS Systems ManagerOpsCenter 3 84N L #% /5 A 812 Opsltem, OpsCenter & —1
EFRRG , BULEREEE, BEMFTFEREIL/EI (Opsltem). WA Opsltem T LARE B IRE
BT, MMELMENEEMNLBNEETN. BXEZEER , i55H AWS Systems Manager 2
FEREHPHAWS Systems Manager OpsCenter #l & Opsltem #4E,

(@ Note

WMRIBF R Opsltem FRZXFERHEBHE , DevOps Guru T EEHiZ Opsltem, flan | 1R
&5 Opsltem BIFRZ"aws : RequestTag/DevOps-GurulnsightSsmOpsItemRelated":
"true" NN EMRZE , DevOps Guru M TEE#H 1% Opsltem,

E B Systems Manager £

1. $TF Amazon DevOps Guru ###|& , ML hitps://console.aws.amazon.com/devops-guru/o

2. HESMERT , @&E RE,

F 3 Systems Manager £/ 65


https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-working-with-OpsItems.html
https://console.aws.amazon.com/devops-guru/
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3. TEAWS Systems Managerfe fH , £ /5 A DevOps Guru BAfE OpsCenter &N L #F I 2 —
A AWSOpstlitem , LAE R BNF AR BGIZE— Opsltem, BUBIERIZIET A= 1L RSN FAHE G
# Opsltem,

BEKRF P RIEMN Opsltem 7% %A, BXEZEER , 1521 AWS Systems Manager E#.

£ DevOps Guru FEF AERERN

EEAERERNIRE

1. $TFF Amazon DevOps Guru ###|& , Mk hitps://console.aws.amazon.com/devops-guru/,
2. ESMERTF &R RE,

3. ZEEHERERMNSG | &BRBEIEF DevOps Guru ERENHEHXN B EHENNEREHAEER
ERN , BUMELL DevOps Guru £ RE LXK B EEIE.

£ DevOps Guru FEFHINZF R E

BRI L EFH MR RELLFEAAWSBEREHAWS KMSEFEERE, NIAZTFPIEEAWS KMSE TR Z
T EFEFIETEAWS KMS#RT , DevOps Guru £ B3 F iR E R MZFREN TR, 7 EEEY
FAENRENEZEF,IEEAWS KMSEREZEMZIRS.

(® Note

WM RIGEEEFNEEZ RSB Z B AWS KMS$ | DevOps Guru J$755% 15 B B tb @ hn 28
FERHE , HEETESERITIRBURER HEIAccessDeniedException,

EEMZRRE

1. $TF Amazon DevOps Guru #2#|& , Wit https://console.aws.amazon.com/devops-guru/e

2. ESMERTF &R RE,

3. EmMEID , EFRENE,

4. ERFERTRPBIENMZERE, SAUEARANAWSEHER 2RI ENEFAEER , 7
D25 & P EEAWS KMSH,

5. %4 Save (R%F) .
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n#Z 2 DevOps Guru REMWEEZHK LD . BXREZELR , S Hthe section called “BIERF"
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EREA

DevOpsGuru P EREIZEEBEH,

.« HEE
- BXANEE

« FIRWIUERK
AREFWERTBHEHNREN R,

L

BXFABHBHNLIEUTEE

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

=ENELN:
EXARRHBATEUTES :

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

EXA N #
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [
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"SampleApplication

o< Bx
FXBHBNDEUTES -

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly

caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

HRER
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

EREWN

MEUNBHIZUTER

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

TEMAHER
FEHARNEOSENTES

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

BRI UE K W

A LAE FAAWS CloudFormation# 4% FIAWSHR 2 3K i 1% 1R Bl #8 % 2 DevOps Guru 73 4THY
AWSHEIR, HEIEBRTHHHERIFRZLE DevOps Guru ARFRREIRAET , DevOpsGuru &8
#SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREE#], HBIEEMREHIHEKRBIEES
ZRBEHBRERN , MAEREXMER. EX D F A DevOps Guru fFikm% |, BEEESZ XN ERN
HERFIRE

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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DevOps Guru fEfListMonitoredResourcesBRERMEED TN R REMERENAREFILRS
=, XLEFEEBIFEA DevOps Guru FREXEBXA®M Amazon CloudWatch, AWS CloudTrail il HE i
AWSHIRF W&,

BEE , EAFREFREMERS ( HIIAWS Lambdas Amazon RDS ) B9 AP BYBAEER , RE
RiFListMonitoredResourcesi#fE , DevOps Guru LR ER B IZBRESHWERNFIR,

]

« 71£ DevOps Guru R EFHAWS D #T Y E ST E

- NAFPBRES M ERNUE

#£ DevOps Guru R EFAWS 7 #TH K 556 Fl

IETI LAE#T DevOps Guru FF 20 4k F R BREEAWSRIR, FRo AT RIRM R T DevOps Guru BIE=E
SEBR, HEEREELAN , ENERNENAREFPH#HITSE. EEENMEREETEEI,

 1%&$Fit DevOps Guru T EKF P EZXFNRR. B PHEPNIER RSB AHT — MR
ARERFRD, MERKFHPESNER , ISMERTPHN R RESURECHNARER. WRKF REEMA
BRTEMERD , MSFel2EF B CSWRARRS,

o BIIEERE GXLERIFEHAWS CloudFormation#i% RIEE R IR, X#EMET , DevOps Guru £ 741
FriE#RPIEENMERR. MRKFPFHNRETSHMEHKENH MR HE#ITHOH. BX
BZER |, BSHAWS CloudFormation P #§R M S E DevOps Guru H B &ESUE PR A #ik.

- BEFERAWSHREIEERFR. DevOps Guru EADIENIKF NXIBHNAERE , EASWEE
BERNREBNMERER, AREEEENHRSERTIEH. BXEZELE , BSHEEAREKRIZ
7| DevOps Guru N AR P &R

« BEADEMRR , ISR ATATBERARD M~ EEZA,

(® Note

EHRETE L FEIE D RIRE | MNREEF DevOps Guru IEERVIE N | N ATRE
SREFEVERA, XEBRASATRENESNEEEN API RABX, BXEZE
B , #2019 Amazon DevOps Guru ET.
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DevOps Guru XFSZXRHNBRSXBENMERR. BXXFNRFSNETRNEZEE , BSH
Amazon DevOps Guru EHY.

E1% DevOps Guru ZHTEETHE

1.

2
3.
4

5.

$TF Amazon DevOps Guru &l & , it https://console.aws.amazon.com/devops-guru/o
RASMERPHE DT RIR.

ERRE

BEFRUATE— ST EIED,
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SRIEFR AT, NENAWSIKF B = EN TR0 REEEL R, KPP MERTHREHE
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-Fiilﬁiz_o
- MIBERR — 2MERFPHERPIRERR. BNERPHRRBLAZSENNARER
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- FTEKFRIR — 2 e XEMKFRORE AWS BiR. EEMEGRSEBN R RERGEE
(R ) #1704, FEUGSBNERGEIM#HTAMD .
- ERBERESE — oMM ES8TEMERNFENEIR. DevOps Guru BIFEREWEN
BRISHABARER.

FRENEXT T Bdevops-guru-F L, INMNBFXDKNE, Hln, BN
% 2DevOps-Guru-Production-Applications. BEXEZER |, HSRAERARZERIRH
DevOps Guru B AEFF R IR.

o MRARFHE DevOps Guru D HEMRIR , HiEFET. LiETI<2 A DevOps Guru , X &R
AUTFBRBRS M~ ETA,

1%£$% Save (R%F ) -
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NAFPBRED T RENNE

ENER P& AN B EMIRS ( HlE Lambda 5 Amazon RDS ) 9 AP| FYBATERR , RE R

fEListMonitoredResources , DevOps Guru HARERBZBRFHWRRIIR. EEHRLTH , &
AT LLEFHTAWS IAM policy LAE4E L3R 4E,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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- E3IREl Amazon RDS %R , EEE“MEEFE EIr. B IHHSRERSHREFEARMEREK , AT
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BEFE,

« A—EFRNSNEEBRERREN. EEREFUETHNEE , UERAL T HRE,
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REETENEH,
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ME RS AWS EEM TR,
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and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
BATEBRWEEI LT AR EIE -

« NBNKFFERAZESHRIE (MFA).

- fEF SSL/TLS 5ERFRERF. AWS RATERFEA TLS 1.2, BIWEA TLS 1.3,
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#RfE FH R EER MY AWS Private Certificate Authorityilf £, BEXEZEE | BSREARA 4 T2 R
EMH+4E ACM PCA,

o BABUEME : T DevOps Guru 2 #THIFTE AWS &R , L 5# CloudWatch B FEHIE, BIR
ID A1 AWS CloudTrail E439# AL i S3, L 5# DynamoDB Fl Amazon Kinesis 7, f1RE
F AWS CloudFormation ¥R E X2 TR EIR , MxE W EHLEIE. DevOpsGuru AL L
# S3, DynamoDB # Kinesis BV IR R BRI, FHE Kinesis FNBRERZAURE—F , B4
BURFFri& BRI KRG, 126 7E Amazon S3 # DB HHI IR E6E — &,

FHENBIEFERAIL S# S3. DynamoDB # Kinesis #Y data-at-rest HIZ ThEER 1T IR
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B9 CloudWatch BERE, LN CRETRANBEREBERSENET , UEBHEHEHANE
AHEMBEEER, BXT DevOps Guru REFEAEFREZANEER , 152 Hthe section called
“EEFINE,

HTEAUTLEGEXEME , A HITUTES
o HIERGEF KRR

« HIEMLES IAM policy FZTN

- BRNZARARE
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o BINFRE

- RIERHAAF

- it BR 2 4R

BXEZER , 52 ( AWS Key Management Service FF A AR IERE) RFWEFIEEZH,

® Note

DevOpsGuru £/ AWS BEZ4 B EABRASME , NMERRF BB HE, ER,
FAEFEENZHATE AWSKMS §8#, BXENNEZFEER , BSHEE AWS Key
Management Service 1

DevOpsGuru t{a £ A 4P & AWS KMS
DevOpsGuru FEREBRNTEEALNEFREERH,

LUIBERERAEFEEZABAMNEN , DevOpsGuru £ [ %)% CreateGrant iR 3E AWS KMS
REBLEBIBEN, FHFR AWS KMS A Fit DevOps Guru 5B Z I~ FE AWS KMS %48,

DevOpsGuru T EFREIAN T B A 1A B P S AT S T P SBiR -

- [KJ% DescribeKey IR , AWS KMS LURIEE I 2 RIRSE S BEEEE SN B ANNBREREE
KMS #4f ID B E Ko

« [AX3% GenerateDataKey &R AWS KMS U4 R HENZ - EERANBHHEIERA,

- EREFRFEIFER AWS KMS SUBBMZNBIEZS , WECIITHA T RSN EE.
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BRI R T IHRENR |, SBBREBESNEFEERANHENR, WREXFEM
DevOpsGuru T AF HHEFRERAMNENTARE , X&FWKRBIZBENRE.
Flgn |, IR EZHIRE DevOps Guru LA RIPMEZ HEREEFE |, NZBREFRESEIR
AccessDeniedException .

#£ DevOps Guru A5 13 5810 IN 22 274

LIBF AWS KMS BEF EEF4A 5 DevOps Guru BFR—REAR |, LR AWS CloudTrail 5
CloudWatch B&3RIBER DevOps Guru KiXZIMER, AWS KMS

HEE - REERH

AU AWS Management Console 3 AWS KMS AP 62X it 5 F 1 & 34A
MEGENMNELRERS , BSALEXNHINE KMS E4,

EARRE

RARBEHINEFREZANTR,. BINELPREEZASLIARE—IBHAXE  HPhasHEHETU
FEHZZRAURNAERZZBANEH, QIREFREZAN , TUIEEZRAER, EXEZEE B
2%  AWS Key Management Service FF X AR 3Em) AWS KMSHH 5 13560 1F 17 7] 32 5l

ERENEFEFREZAEEN DevOps Guru R —EER , ZHRARBPLAARVFLT APl RIE

« kms:CreateGrant - AMBFFREEZARN. BFXIIEE AWS KMS &’fﬂﬂ’ﬂ&"’:%ﬂlﬁlﬁlﬂlﬁ
M AT REIRF DevOps Guru FREENIRE, BXFERABRNNEZEER |, HSH AWS Key
Management Service FF & &R

iX fo¥F DevOps Guru T T R1E -

- i GenerateDataKey AR MZNBIFEBZAHTGHEME , RABEZHRAT2LATMNE,
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"Statement" : [
{
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"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS'" o "M
},
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",

"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,

"Resource" : "*"
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Guru EXHREIR. ETHETLFERABPLIREREESHERN ARN , i5ZH A ma DevOps zon
Guru & X H B 1E,

EEF DevOps Guru ET S MK RA , 525, Amazon Guru EF 58 BEE DevOps
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DevOpsGuru HY 5% BE 544 22 4A

XEFRBETRSHRIERMR =

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BNEAATLIM AR RIMITER
&, BAREA ARG TIIT,

f£ Condition Jt¥& ( = Condition 3t ) & , AT EBAEMRNEM. Condition TRETE
o BRAIGIEFRAXEZER (i, EFHIT ) BERHFRER | IERBFNFEEERPHNE
FTEL,

MREHE—MEAPEESZ Condition T3k , HEEA Condition TEHFEESMME , M AWS
EAZHE AND EEIFHEN]. NRENENIFHRBREESME , NERABBORZER AWS HESK
o ERTEUNNRZATLTRBEFBENRMSE,

EEERMGN , BEUTUERASUNEE. flm, REEER IAM AF &2 IAM B, 828R
HEFHERFONR, BXESELR , B8 IAM AP EREPH IAM KB TE  TENIRL,

AWS X EERFHZANBETRSHFMHENR. BEEEME AWS 2/FH4R , HF5H IAM A
MTHNAWS £RBEH L TXEHR,

EEE DevOps Guru £UFHAIEK , TSR (RETRNSZE) FH Amazon DevOps Guru 4%
o ETHEMUFERAFGERNRENRIR , 3561 Amazon DevOps Guru E XK 1E,

E&EE& DevOps Guru ET HMHERE RG] , 28, Amazon Guru ET 5 H B DevOps

Guru F#YDevOpsif a1l 5 5 (ACL)

X ¥ ACL o

EEFIFIR (ACL ) EHIBLEEHE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAEK
B, REEMARER JSON REEMEE,

A Guru #HITETEMENIERZES] (ABAC) DevOps

S<i% ABAC ( SRBEFEIARE ) =
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ETRMENTERNREZES (ABAC) 2—HRPURE , ZRBETREMERENR, £H AWS , XL&
BUMARE, ERLE IAM XSG (AFHAE ) MFS AWS BIRMINIRE, RISSKENRRER
ABAC W% —%. REIRIT ABAC K , UEEHANIRESMAI]Z 75 RN TRRETE A R
.

ABAC EREBKWIAREFFERA , HERBERLSEIUNITR T R HEF .

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ U4 TEPRUFZER.

MRENBREN TEMERREBIISMBEX=AFMER , WX T RS , ZEN Yes (2 ) . MRE
MRS FH O RFRKBEZIGABEX=NZM4R , MWIZER Partial (2 ) o

AKX ABAC MEZEE,FZH (IAM AiFEm) PR LR ABAC? . EEFIRE ABAC RV
2, 1BEZH (AM BFiER) PRERETEMN B RRREZS (ABAC ) .

£ DevOps Guru H £ A Im BHEP

S 4 i B A E =

HIREA ISR R , HL AWS RS FRER. BXESZRER , S8EWLE AWS RS ERTIE
BRHES |, E5H IAM AFERFHAWS S 5 IAMBEEANEER.

MRIEERBRA P B MBD 2 ANEMSEZF , M AWS Management Console £ K 2 I BHEF
Blgn , HE AWS AR TS QEF (SSO) #EFHTHRAE , ZEIE2BHCIRIGFHER, HE
RrFafHEREFE , REVRAER , BELANUEBRNEIL. BXURACNESEFEE , ESH
(IAM AR i IREIAE (2BHE ) .

BRI LAER AWS CLI 5 AWS APl F I BIREHER ., ARE , BRI LMER X EISEHE R HITIH
AWS, AWS BIUZHZERIGEFHESR K MAREAKBHERZRA. BXEZEL | ESHR IAM FH
IS Bt 2 A,

Guru BB BRSS £ 4K DevOpstX R

XEFERIBE21E (FAS) =

HEER IAM BFRBeEFRITRIEN AWS , EEUANERA. EARLERSH , EFgE2RT—
MRIE , ARMREEEMBEBRSHEH S —MEE. FAS ERAAAZRANNRUKE AWS RS @T
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RS R HERBER. AWS RERBFHRZBRIFTESHM AWS BRSFS HARRKES BESTTHIIER
B , 2K FAS B3R, EXMERT , BLMEERITIHMRENNER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

DevOpsGuru RS A6

xEFERFAE )

RE AR -—TRSEE, RREWTREN IAM A€, |IAM EER AT IAM RO, SR
RIS AR, AXESEE , B2H (IAM BFERE) BHEERE AWS RSZERBHEE,

/A Warning

F RS A @R AT 884 H i DevOps Guru BIh8E, RETE DevOps Guru R S8 = 4%
BRSAG,

Guru B9 DevOpsfRE XA E

XEFERSHEXAG =

BSHEXRACE - MEEINES AR, AWS BSRSAUKARREHTRENAE, RSHEX
AEHAELEND AWS K/ , HEARSHAE, IAM EERAATUERENEREBERSHEXSEHN
PR o

BARUZFEERSAXBCHNFAGE , FSREL S IAM BEEABAWS 5. ERTFERRS
HXABIPEE Yes R, RREREEUETZRSHRSERABNE,

Amazon Guru ETF 5 4H % DevOps

RINVERT , BRFHNARLTNEIEREH DevOps Guru BiR. ]t T A=A AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API $#11T1E%. ERFAFNMERR
PATIRENDR , IAM BEE A A0 IAM Rig, EEABEAUEARRIN IAM Xi , AR UK
AR,

ETHNAERX LR JSON REEMEGEET IAM AR , ES5 1AM AFRERTHN tIE
|IAM policy,
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B % DevOps Guru EXWIRENMEREE (I FESHRREEMN ARN £ ) HiFHER , BSH
(REENSE) B Amazon DevOps Guru FIRVE, BRAMZHZ4A,

£

- RMREXE

£/ DevOps Guru 2% &

- AAFEFEMIB SRR

« S&A T DevOps Guru B AWS & ( FiEN ) REE

REERIEREK

ETEHNERBRETEARBUUELWKS FEIZE, 1HR=MER DevOps GuruBiR, XLEigET
BESfE AWS IKFF=4E KA, RIERFEEE TSR |, HEFEU T AENFEIX

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEFREH TFRAENAWS FEE KK,

- NMARENER - EFER IAM RBRENRE , HNERFHRITESFIENNER. At , BaENX
ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

o fEF IAM FRE PR R4 — 5 BRH15 B AR — 457 LA 6] 55 B 7 D0 5240 3 FR 4l 3 R AE RN RV 5 1) o
Bl |, AR BRI R RIEESAMER SSL AEFIEHER, MERSBRERBIBENSNE
AW, WA AR RARE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , 72H (IAM AAF$ER) FH IAM JSON FETE | &4,

* £ IAM Access Analyzer BIEZRHY 1AM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REMIA BRI , LIBERKBRAS IAM EEIES (JSON) M IAM HESKE. 1AM
Access Analyzer 12t 100 ZTRBREM AIRIENEN , UBPEFELL ATIEMHRNER., &
REZEER ,52H (IAM AF1ER) H# IAM Acess Analyzer KBS,

- FEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFSRBRAF , EEA MFA RS %X
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM AF1E/) R BLES MFA &RIFHY API 1519,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR HEXE,
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{#F DevOps Guru &l &

Ei5| Amazon DevOps Guru 2§15 |, BAHE —HARENR. XENBELAATFEFILHNEESR
KB AWS ik B9 DevOps Guru BRIV FMAES . R EBHEMENRENRENENET SHH
KB, NTHMT ZEBHEE (AFRSAE )  BHAEEERMBIERET,

X FRFA AWS CLI 5t AWS API SR, BEFNEREFKEZHFHENR, R , IRFHREH
T API RVEHME TRV RAE,

RERAFPMAEMATLER DevOps Guru $#84|4 |, EE/ DevOps Guru
AmazonDevOpsGuruReadOnlyAccess EAmazonDevOpsGuruFullAccess AWS £ & S B& [ A0 I
XK, BREZER , 52 (AM AFER) B8R AP R INER,

AP ERMIE SR

ZORBIGER T BRI |, SV IAM AP EENRMNEEAS B ONNERANEE R, R
BIEEEFE LHER AWS CLI X AWS API BU4wIE TR LR ER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

iEFTF DevOps Guru B AWS & (TIEN ) K

AWS B RHHCIZNEENINYT IAM RERBRFZSEILBHA AWS, XL AWSHEXREAELA
PIRTFHLENNR , ALEATUTLAEZTEBLERR. BXRXEZEE , 5SH (AM AFERE) F
By AWS HEE XM,

E6IZMEE DevOps Guru [REAE |, X4 TM MBI AWSTHE KB, IAMFullAccess

BETLGIEBCHBENX IAM K |, BT DevOps Guru BREMARHINIR, B UFXERE X
REEMH B FEXENRA AP HE

LR AWSHERBESUEA T DevOps Guru , &R LUSEK MBI~ R ey A,
]

* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

« AmazonDevOpsGuruReadOnlyAccess

* AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess— 2% DevOps Guru BIE£ 5 RIMR |, B#EHI2E Amazon SNS
. 15\ CloudWatch Y & # 545 F AWS CloudFormation 1 [B] ik B BR, SUEA T HEEER T
X Guru TEEFNNERERARFAF, DevOps

AmazonDevOpsGuruFullAccess REEEELUTIEA,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",

ETBMHHERRE 102


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon DevOps Guru AriEE

"Action": [
"devops-guru:*"

]I

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"
1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",

"sns:SetTopicAttributes"”,

"sns:Subscribe",

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

ETBMHHERRE 103



Amazon DevOps Guru

RAriEmE

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [

"rds:DescribeDBInstances"

]I

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
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}

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess— 12X} DevOps Guru BWE£HEINERE , EAIE
Amazon SNS E£#, ii[a CloudWatchil L #3E#5F AWS CloudFormation 5B H#Ax B9 PR, 3R BE
BSETMANMENBENER , HLEALERG A PEFSHRE Amazon RDS Aurora ¥4z FE 3251 AE < Y
WA, NERATFEEERTX Guru T2 BHNNERRARSAF, DevOps

AmazonDevOpsGuruConsoleFullAccess FHBEUTIE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

]I

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
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"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
ET SIS 106



Amazon DevOps Guru AriEE

1,

"Resource": "*"
},
{

"Sid": "PerformancelInsightsMetricsDataAccess",

"Effect": "Allow",

"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"

1,

"Resource": "*"

.
{

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess— & FXJ DevOps Guru FME At AWS JRS < RIRH R
HRNR, FHBRNATEFERTFTHEFNHENNR , EFRATFHEX DevOps Guru WA B ESE
Bl. Amazon SNS = System OpsCenter s Manager £ TEMEFNAF

AmazonDevOpsGuruReadOnlyAccess REEEZE L TEA,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruReadOnlyAccess",
"Effect": "Allow",
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"Action": [

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

]I

"Resource":

g n

DescribeAccountHealth",
DescribeAccountOverview",
DescribeAnomaly",
DescribeEventSourcesConfig",
DescribeFeedback",
DescribelInsight",

DescribeResourceCollectionHealth",

DescribeServiceIntegration",
GetCostEstimation",
GetResourceCollection",
ListAnomaliesForInsight",
ListEvents",
ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
SearchInsights",
StartCostEstimation"

"Sid": "CloudFormationListStacksAccess",
"Effect": "Allow",

"Action": [

"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource":

"

"Effect": "Allow",

"Action": [

"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

iy
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",

"Action": [
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"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [

"rds:DescribeDBInstances"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess— ik Organizations B 5 A] LA 1A RILA LAY DevOps
Guru ZIKFUE, FHRBNATEAALNEEARIIAS , BFEQHKR TFHLERNB DevOps Guru
SETFRINR. B LU RN AT ARALNEEIKS M DevOps Guru WEHEEE AWK, &7
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LA FlAmazonDevOpsGuruReadOnlyAccessEAmazonDevOpsGuruFullAccess#NEARBER |, 7

DevOps Guru =2 RiER T2 RN PR,.

AmazonDevOpsGuruOrganizationsAccess REEEELLTED,

{

"Version": "2012-10-17",

"Statement": [
{

"Sid": "AmazonDevOpsGuruOrganizationsAccess",
"Effect": "Allow",

"Action": [

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

DescribeOrganizationHealth",
DescribeOrganizationResourceCollectionHealth",
DescribeOrganizationOverview",
ListOrganizationInsights",
SearchOrganizationInsights"

]I

"Resource": "*"
}I
{

"Sid": "OrganizationsDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",

"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:"
},

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I
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"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"

A DevOps Guru FERARFZHEAAE

Amazon DevOps Guru £ AWS Identity and Access Management (IAM) fRE X< BB, RESHEXA
B2 —fInEH IAM B8 | B1E5 DevOps Guru kBk, RFHEXAEH DevOps Guru FREN , BiE
ZRS R EREIFA A AWS CloudTrail mazon CloudWatch, AWS CodeDeploy AWS X-Ray, #l AWS
Organizations FF &M PTE X R,

ERESHEANAGTTUERMIZE DevOps Guru , RRERLF o RMHAENNR, DevOpsGuru
ENTHRSHEXACHNRE , RIESEENL , BN RE DevOps Guru AIBEHAE®, EXLHNRE
DIECEERBANNRRE , M ENRRETEMMEMEMEE IAM =4,

RAEEEARBRBRSHEXACHEXRETRE , TEMBRZAR, XHEA LR ERN DevOps Guru &
R, RREFSTEDBERI G RN TR PR

Guru VRS HEx A PR DevOps

DevOpsGuru B MRS HEXAE, AWSServiceRoleForDevOpsGuruiX2—H AWS &%
B& , B8 DevOps Guru EEEZMNIK - FizTHRENR.

AWSServiceRoleForDevOpsGuru FRFHXABNEEUATRZREFZAL !
+ devops-guru.amazonaws.com

A BN PREMAmazonDevOpsGuruServiceRolePolicy 7t ¥ DevOps Guru X g ERRTRIA T
{(=H

{
"Version": "2012-10-17",

"Statement": [

EARSEXAL T
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{
"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments"”,
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",
"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqgs:GetQueueAttributes",
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",

EARSEXAL =



Amazon DevOps Guru

RAriEmE

"dyn
"dyn
"ela
"ela

"rds:

"rds:

"log
"log
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"ser
"ser
"ser
1,
"Reso
I
{
"Sid"
"Effe
"Acti
"eve
"eve

]I

"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"

}I

{
"Sid"
"Effe
"Acti

rds:

rds:
"rds:
rds:

amodb:DescribeStream",
amodb:ListStreams",
sticloadbalancing:DescribeloadBalancers",
sticloadbalancing:DescribeloadBalancerAttributes",
DescribeDBInstances",
DescribeDBClusters",
DescribeOptionGroups",
DescribeDBClusterParameters",
DescribeDBInstanceAutomatedBackups",
DescribeAccountAttributes",
s:DescribelogGroups",
s:DescribelogStreams",
GetBucketNotification",

GetBucketPolicy",
GetBucketPublicAccessBlock",
GetBucketTagging",

GetBucketWebsite",
GetIntelligentTieringConfiguration",
GetLifecycleConfiguration",
GetReplicationConfiguration",
ListAl1MyBuckets",
ListStoragelLensConfigurations",
vicequotas:GetServiceQuota",
vicequotas:ListRequestedServiceQuotaChangeHistory",
vicequotas:ListServiceQuotas"

urce': "“xm

: "AllowPutTargetsOnASpecificRule",
ct": "Allow",

on": [

nts:PutTargets",

nts:PutRule"

: "AllowCreateOpsItem",
ct": "Allow",
on": [

"ssm:CreateOpsItem"

]I

"Reso

urcell. nmn

EARSHERA

&
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RAriEmE

},
{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource"
1,
"Resource": "arn:aws:ssm:*:*:opsitem/*"
},
{
"Sid": "AllowAccessOpsItem",
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
},
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},

{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",

ERARSHEXAR
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RAriEmE

"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},

{
"Sid": "AllowTagBasedFilterLogEvents",

"Effect": "Allow",

"Action": [
"logs:FilterLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis": "true"

}

}

1,

{
"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/*/resources",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

7 Guru BIE2RF XA E DevOps

BEEFHCEBRSHEXRAR®, HEBE AWS Management Console, 2 AWS API A&l Z I #& it AWS

CLI, DevOpsGuru 2N EBIERSHERAE,

ERARSHEXAR
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/A Important
NMREEFEAZACIFNIENEMRSPTR TIRIE , WiZRSHERACTRESHINER
BNk A fFlan | RS DevOps Guru RINEIF#ES |, NiZA BT HINEZRH K
F, AWS CodeCommit

4m%E Guru RS ME< A DevOps

DevOpsGuru K A &4 EAWSServiceRoleForDevOpsGurufRSHEX AR, SIERZHEXAR
B, BREEENABNEN , RATREZSHASIAZAC, ERUUEA IAM KEAGHER,
BEXEZER , B2 (AM AFER) FREERSHEXAE,

M ER Guru B BRSMEX A€ DevOps
NMETEREFARNETERSHEXACHINESRS , RIMNEBNEHBRZAR, XHEREEREED
LR g RERAEE, B2 , BUMEBUEEMBERMENXE , REFEF MR,

(® Note

R B2 BR T IRET DevOps Guru RS EESEAZAE |, MBERTESAK. WREEX
iER , BEFLoHEER.

£/ IAM FahMIBRIRS X B E

5/ IAM #2%|& AWS CLI, 3 AWS API il BRAWSServiceRoleForDevOpsGurufRESHx A, &
XEZER , mZ20 (AM AFER) PHRIBRERSHEXAE,

Amazon DevOps Guru X RS #

BT LATE DevOps Guru SREEFREA AWSTE &MU RBERKRIAZKMY . BXFI%K , ESH IAM AR EREHH
IAM JSON RBE TESZE,

BEXRKHN Action FRPEEXLERE. BIEERE , BE API BEBSHZAIER devops-
guru: B4R ( #l#0 , devops-guru:SearchInsights # devops-guru:ListAnomalies ) o
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EEREMEAPEESTIRE  BEAESHENIRIT (Flm, "Action": [ "devops-

guru:SearchInsights", "devops-guru:ListAnomalies" ]).

& BB AF

B LAERBEH Resource FERFPEETHATEBEA (*) B9 Amazon BIRE ( ARN ) FEARIR
o BUL\ERABHRMAIBESMRESER, B0 , devops-guru: *38EFTHE DevOps Guru
fEH devops-guru:List*iBEFMB R AFF L DevOps Guru z1E, List AT RIS R IEE

12345 T EBEBRAME—#RREF (UUID ) NFATE L#E,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%

HRE EASHHITIHRI MEBEETERE IAM FHHNNRER (ETHSONRE ) 8f , ATUE
RTRERNSE,

DevOpsGuru API E#EFIREPT F R IR
AddNotificationChannel

¥ 1E : devops-guru:AddNotificationChannel

EERIK B DevOps Guru BIBHIZRE, 2 DevOps Guru EXEZEERMASHEZENEENRL
fEEt , BARERTEANR,

BIR : *

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

FEM DevOps Guru FBBRBAINE, % DevOps Guru £ KB EH X WA Rz
B, BHRERTENE,

lln]1

RPN 0N 3

BIR *

ListNotificationChannels

#®4E : devops-guru:ListNotificationChannels

IR[EA DevOps Guru Bt ERVBHIREFRFILEN . = DevOps Guru EXBEUMARHZEE
BN  SNMNEBAREHATENE, XN —fEHEKEE Amazon Simple Notification

Serwceo

DevOpsGuru X fRS#& 117
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)bt
R

UpdateResourceCollectionFilter
#1E : devops-guru:UpdateResourceCollectionFilter
TETHHEKRTIK , X AWS CloudFormation #t#k Al T8 E DevOps Guru 2 #7 £ K = Hr 19 R LE
AWS BB, ZAoMERBIERYN., REBHNBRESHEANILEE | SR AERIX L L#HEXRE

SIREMRE, LEZEELEBEERAEN IAM A€ CodeGuru OpsAdvisor.
BIR .+
GetResourceCollectionFilter
¥ 1E : devops-guru:GetResourceCollectionFilter
BERE KGR | XL AWS CloudFormation 4% Al T8 DevOps Guru

AWS FR. B RERBER
BRI,

70 AT SE T P R Y R AR
BREEMNBRESHEANRAR | &0 SUERIX LI #ERE

BIR o+
ListInsights

#1E : devops-guru:ListInsights

FEIRE AWS IKF R R EESIR, BRI REtE, R
( reactive = predictive ) #EEIR [ BFLL LR,

Z (ongoing = any ) MZEH
BIR .+
DescribeInsight
#1E : devops-guru:DescribeInsight
IR EBXREER ID EEN BN FAEE.
BIR o+
SearchInsights

#1E : devops-guru:SearchInsights

FEIRE AWS IKF PR EESIR, SRR RETE, HIERAFKE (reactive 5
predictive ) fEEIREHL R,

DevOpsGuru X RS #&
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BRIR . *

ListAnomalies
¥ 1E : devops-guru:ListAnomalies
PPUREE FEER ID BEENNEHNRESIX,

BIR . *

DescribeAnomaly
#1E : devops-guru:DescribeAnomaly
PFUREIEXEMER ID BEENFENFHAEE.

BIR :*

ListEvents

1€ : devops-guru:ListEvents

FEIREH DevOps Guru AR BEIRA HHEHFIKR, S AERTRIESFARIEEREWLES
o

BIR . *

ListRecommendations
& 4E : devops-guru:ListRecommendations
MABUREIEEN BN HESIR. SNENHIFEERIRNEEUENEL4TIER,

BIR - *

DescribeAccountHealth
R 1E : devops-guru:DescribeAccountHealth

FEED AWS IKFHREFTFHRNARNENHE, FROTNLEREN DT ERNE, EA
XEHFREEL AWS IKFFHEERR.

IR *

DescribeAccountOverview

#1E : devops-guru:DescribeAccountOverview

DevOpsGuru X fRS#& 119
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HFREERENHESEERNRENATAR | QIENTRA B NENHE, IR BTN %
WEREE , ARFIA Ex A H3) IRy R EatiE (MTTR).

TR *

DescribeResourceCollectionHealthOverview
& 4E : devops-guru:DescribeResourceCollectionHealthOverview

FEEIRE Guru HIEENE N AWS CloudFormation H#4k B Fr A R ZZRY FF BTN M 0 R . FF BRAY 4R
R B E R FERE Rt E (MTTR)s DevOps

BIR :*

DescribelntegratedService
#{E : devops-guru:DescribeIntegratedService

FER[E 5 DevOps Guru ERIIRFZHER RS, AIELE DevOps GuruE R H — RS =
AWS Systems Manager , € Al F Opsltem AEMNEKHLFECIE -1,

BIR . *

UpdateIntegratedServiceConfig
#1E : devops-guru:UpdateIntegratedServiceConfig

FERAYSEZERAETS DevOps Guru £ HVIRFZHERK ., TS DevOps Guru S — RS 2
Systems Manager , © " i F Opsltem I8N E R W #FLIE — 1

BIR . *

Amazon SNS BRI R

X H BB ELF Amazon DevOps Guru Bt E N B EH MK~ #E K Amazon SNS B AIEBHA , FfE
AAEBHWER. AWS

Eil DevOps Guru [EEHALKFHHER Amazon SNS TR EBH |, BAMAE Amazon SNS TH

R IN—IEE , DevOpsEF Guru MELZIXBHAHINR, RERN DevOps Guru BLE N @EHA
DevOpsT Guru B9[E— Ik F AT E /Y Amazon SNS £ AL EBH , DevOpsHA Guru @R EEE
BRI R

Amazon SNS F AR 120
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EM ISR RE LAEL B B —ANIK P2 A A Amazon SNS EBHINPRIE , F A LAE Guru %1 Amazon
SNS £, DevOpsi&ik A LAE B HBEEE#HEH Amazon SNS BUR , FEHEMEZ £,

(® Note
DevOpsGuru B 8I{X X #F[E — b X EEIK 7 66 .

Ui
B —ANIKF B R Amazon SNS TR & X R
o WM%E—NIKFH Amazon SNS £H

- @B EEHEN Amazon SNS BUR ( #EF )

B =K H Amazon SNS EBHEE R
ER 1AM A&7 IR

NREBFLEHEGEH IAM BEEXEERAS —/NKF HH Amazon SNS &2 | MA@ EFEAN
Amazon SNS =B IN— PN EK, NEEEA IAM AN KM INE 240K P8 Amazon SNS £
B, BEEXNER IAM B2 —B2HNKF ERAELTR :

» sns: CreateTopic
» sns: GetTopicAttributes
 sns: SetTopicAttributes

» sns:Publish

FFLAT RBEH B REFE A Amazon SNS £&, X FResource®4f , topic-owner-account-
idREBREENKF ID, topic-sender-account-id2i&iE DevOps Guru B F By Ik 7

ID , devops-guru-role2MEAMNARFH IAM &6, BUARAMEMHNENRE2# ID (M, us-
west-2) M, my-topic-name

"Version": "2012-10-17",

"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
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"Effect": "Allow",

"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
},

"Condition": {
"StringEquals": {

"AWS :SourceAccount": "topic-sender-account-id"
}
}
},
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]
}
}

BLIAM R P & 43 7 i PR

ELL IAM AP 50 MNEMIK P # A Amazon SNS 3 |, & T EKHH NS E#E AR Amazon

SNS =&, X FResource®4f , topic-owner-account-idREBEENKF ID , topic-
sender-account-id=2i&i& DevOps Guru WA FHIIKF ID , devops-guru-user-name @it &M
NN IAM B, S RBHENMNERE## ID ( Hlflus-west-2 ) Mo my-topic-name

(® Note

EARENERT , RNBUCEAGENEIE , MARCRERAKHAEIEL (NBBNHTRESR ) B
IAM B, BX IAM FRRESENESEER , HZ5H (IAM BFEE) #H IAM A Z S

RIEXER,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
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"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},

"Condition": {
"StringEquals": {

"AWS:SourceAccount": "topic-sender-account-id"
}
}
1,
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"]
}
}
]
}

wins — Nk F B Amazon SNS &

ES—PMKEFHRAEDN Amazon SNS EBEENRE , B LUFZ Amazon SNS EREZR INZE| DevOps
&K Guru BANZER, BRI LAER AWS CLI 2 DevOps Guru #2#| & %10 Amazon SNS &,

o FERESIAR , XAER A SNS =B ARN 5EMAEETT £ , FTREFEAHMEKFHEZ,
- fEF AWS CLI #24Ert add-notification-channel , % fENotificationChannelConfig¥d
RTopicArnNIEE,

EF AR B MK Amazon SNS &

1. $TF Amazon DevOps Guru E£4#1 , Mtk Jy https://console.aws.amazon.com/devops-guru/e
2. {FSMER , EFRE,

3. HIE“BHE D HEE RE.
4. JEFHI SNS &,

Amazon SNS F AR 123
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5. 1EFEAER SNS =& ARN EEIMA EH,

6. WMALELAMN Amazon SNS EFM ARN, BN % ELBIT H 1% 3R NS M KA B 12 E BRI
PR o

7. (WiE) EREMEENARBEEAMRIRE,

8. &R

$F Amazon SNS EZTRMEEEKE /T , DevOpsGuru 2R ZETEMNEEEEH , HlMBIEFR
FRE Bt 18]

{6 B AEEEHIEM Amazon SNS BUR ( #E )

ANEBR , BNBWER N STEENEEM DevOps Guru BHREEENR , NTRERBENZ L
o

FREMEEEFEM Amazon SNS TBER ( #%E )

1. EEMNPEREBEHNIKSFEIT list-notification-channels DevOps Guru AWS CLI 8

A
T o

aws devops-guru list-notification-channels

2. 7£ list-notification-channels @& |, IE TEEHEK Amazon SNS EFH ARN HEE
ID, &i& ID 2 —1 ™.

flan | FELARWEAIH | # 8 ARN arn:aws:sns:region-id:111122223333:topic-name By
FHAIEE ID N e89be517-989d-4c4c-blfe-e7145037e531

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
1,
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH'", "MEDIUM"]
}
}
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}
]
}

3. BIHZEAEA the section called “%B —/ Nk HY Amazon SNS M EENR” A EBEE
IDEBS—MNKFFEIENEE, £ Condition KEEFBF |, JMINEE SourceArn 1T, ARN
DEEMXE ID ( Hlilus-east-1) ., FBERMGAN AWS kS UK RIE TR UE D,

B EIM Condition FEAMI AT Ro

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be517-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
}

R AddNotificationChannel o &R MEH SNS £ |, HRELEH IAM policy BEEBLL TN
BR o

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"
]
}

AWS KMSE 112 #) Amazon SNS F BRI R

BIEEW Amazon SNS £FaJ#EH AWS Key Management Service &, E i iF DevOps Guru £
MEEB , BRRERE— , AWS KMS key REFUTEDRME KMS ZEANKEP, BXES

INZRHY Amazon SNS EF IR 125
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8 , FZHER AWS KMS, AFEERRRARAR Keyld () I & E| Amazon SNS #YE S #1T
m#E , RIS EEEBHRSIT R EEREPHAWS KMS iz,

{
"Version": "2012-10-17",
"Id": "your-kms-key-policy",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1))
"Resource": "*"
}
]
}
(@ Note

DevOpsGuru B BIXFHEENKFRERANMBEEE, BAXFESNMNKSERMEEE,

¥t Amazon DevOps Guru B9 B 9 %177 (7] 3 17 B FE HE R
FRUTEEREBEZ M FIEETEMEA DevOps Guru H IAM B ] 828 A9 0 (R &,

FB

« BFTAIE DevOps Guru FIITIEIRE

« RENAFPREEEEXR

o BEIT iam : PassRole

- BBEAV AWS K 2 A7 EIFEE DevOps Guru B iR

FEFTAIE DevOps Guru HIITEIR/E

IR AWS Management Console HIFBEEMINITEIURE , W ATERREE R T KA B,

HEHB 5


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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X mateojackson AFZHERAEGHAEFTREXEM my-example-widget BRNFMEER , BEF
HEREM aws: GetWidget RRE , R REUT REIEHIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

EXMERT , Mateo ERMHER A EMERKRRE , LUAFMER aws: GetWidget BAETVHE my -
example-widget &iRo

BN AP RAREZETRIR

MRAFEE AWS ABHITRE , WEEHREZEHENE AWS Management Console, & F4wmiziA (M
RO A XBURF ERGRNAFEE AWS,

EORAPRTREAGAMNR , EREA TR —,

B BEREN TR BHY PR
BR ?
AN 5B A G BT IE B EF @ AWS 1B R I L A B9 SR E A Ui A

CLl, AWS BfrFF R TEaE  H1THE,

( T:E IAM Identlty Center EF% AWS API ﬁ&ﬂggﬁ*ii%*o
B AR ) . B¥H AWS CLI , B2

¥ {AWS Command Line
Interface AAF#E®M) AWS
IAM Identity Centers 9 &t &
AWS CLI BAER,

- BXAWS BT RTE
@, TEFMAWS API , i#25
158 <<$A14=3?Zv:IE’FE3FﬂAWS
TESEER) B0 IAM &
O H BRI,

IAM £ G BT IE B EF @ AWS BRER IAM R P 455 P Y R I A
CLI, AWS B+ R ITBEEE EHE AWS RREESEATF
AWS APl X B mIZE Ko Y5 BA B 1T 8R4

IAM ( FHEFEA) EREFEFANREMN A
HITRE,

REFR >


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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B BERER TR BHY PN

BR ?
FRAKHAZIELE [ AWS - BXfEE AWSCLI, EZ
CLl, AWS BHFRTEER AP ErRPRIEA IAM A
AWS AP| & HRY 4RI TE R FUEB#HTHHREUE, AWS

Command Line Interface

- BX AWSSDK #f1ITH , &
S SAWSDK fITES
EZiEmPER KIS
TEHRIL,

. % AWS API , &2 1AM
AFEEPHEE IAM A
M1 A &40 .

KRR AT iam : PassRole

MBEBWBEIRHEE | BAREERIAITiam: PassRolelfE , M A E G KIE L AR A BLE
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Class XERERFNERRNET, DevOpsGuru FXNEES
{ENone—i2fE M,

Type XRERRNERER, DevOpsGuru FiXNEESEAPI—iE
£,

Resource X2 DevOps Guru ITaHEF. BMERN : ListInsights ,

ListAnomaliesForInsight ,ListRecommendation
s ,ListEvents , SearchInsights ,DescribeInsight ,
DescribeAnomaly .
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BIMEHF B LEKFEHETEEXRERBERNAREE. SHCREHTEBEATAR

. EREEAREEEEAS FIER SN,
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. BRETHEM AWS RS .

BXEZER , ®ZHCloudTrail A &% T3k,
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BERE—MEE , AFSSEH4ERNBEXEEHmIEEEN Amazon S3 7%, CloudTrail B &34
BE—NEENMNAEFZE. BHRAKRRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHBFNFEE. CloudTraill BEXHFE2LHE AP BANEFRHEKRRER , Akl fT2RkE
A4 E M B

AR RBIE R T E RiZUpdateResourceCollectioni® M CloudTrail B&E% B,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/TestRole",
"accountId": "123456789012",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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"userName": "sample-user-name"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51Z"

}

}
},
"eventTime": "2020-12-01T16:14:31Z",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {

"StackNames": [
nin

]
}
}
},
"responseElements": null,
"requestID": " cb8cl67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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{
"Statement": [

{

"Principal":"*",

"Effect":"Allow",

"Action": [
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

1,

"Resource":"*"
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