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HRAFERF B FRARTEAFEEL 2 FME, WE, NANBERG. SETEFHMEHHR
BEM , NEFEEMMIFERX (CI/CD) #HEX<#F. DevOps

FRIEEFHEBEUTRS

« AWS CodeCommit B —TE£EENRNBEFIRS , TIEENLE Git FE. B ERF#EE
£ AWS Cloud R T EMER A (03, RABM-HHXH ) . ENFREREFEENER
RRISHERNIE A EIEFK, SAUBINABHITERH BN EERKFHBHRADEE
M MELL 32 17 1 B P Y XD

« AWS CodeBuild 2—HZ£REENMHERS , IHFERE, T2l HMERTBRENN
#., CERETERATERARREESHMAIT SNHEREL R Apache Maven F Gradle S ET
B, G ER BENEIRE CodeBuild AFRESHWHEIE,

« AWS CodeDeploy2—ITE£XENIBERS , T BNHREIHBRTERS ( H120 Amazon
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https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
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An Example CI/CD Pipeline in CodePipeline

Source Build Deploy Manual Production
Approval
Developers Changes Built code is Code is
commit | are built and automatically Developer automatically
changes tested in deployed to reviews and deployed to
to CodeBuild | staging server approves for »| public servers
CodeCommit build project with production in after approval
repository CodeDeploy CodePipeline
L i
S’ !
[y~ ] IVamal
Devé?pers Customers
Changes, Ideas,
Updates, <] Requests,
Fixes Bugs

EUHRGIH , FERAREFRRET —NEEE , CodeCommit H R ERFF ZFIMEFF &t
IR, tAEDIE—NIEBIE CodeBuild REEMNZERTE , AATHERENE
CodeDeploy MR MEF~HRER, ATEERFIEN , Bt T —/NEE CodePipeline k1
M CodeCommit FFEFRMNE R, WEXEEHRHZT TR , BRI EFNLH KRB EEN
RS ER. BRNRENEMEBORINEIEE , UEERMRZFLESITESNR |, fIERIARN IR, K
hWERXLENRE , AN RTEEER , MRFE , WFHHEELRA#ITE, CodePipeline
£33 0328 RO 4L A Y AR R B B A 7= 324

XRAR—MEETA , HANAERATFATIEEGSPRMEN —NH SRS KB ETF KRG, A
NETRSHITEEKFRENER, SNERTEEMFRNRSNFZER , BESHME=S
TEWAWS £, BXEZEE , BZHRUTER .

+ CodeCommit: 7= & Fl iR 55 5 5%

+ CodeBuild: CodeBuild 5 Jenkins — 2 F

+ CodeDeploy: = m#l RS ERK

+ CodePipeline: 7= G #l iR 55 £ X



https://docs.aws.amazon.com/codecommit/latest/userguide/integrations.html
https://docs.aws.amazon.com/codebuild/latest/userguide/jenkins-plugin.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/integrations.html
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MRERFTRITEZHEPREN —THZTRSWHAFT , RNBWEBLXARATER !

« CodeCommit Al’]

« Al CodeBuild , B2 B4R

« Al CodeDeploy , 4 #

« Al CodePipeline , BBk

TR TEEFI SRR
& TRBEIAQEL T

- FAEIERFIATEBANEEEEINAE , WA LFEAZINEEIT I AWS CodeBuild, AWS
CodeCommit AWS CodeDeploy, FHHZE#H AWS CodePipeline, IttIhaEE BT K API, Bl AWS
CodeStar @A, B LAERBAINGERIREQAFBHNEXRTFHE., WEWB, BENARFNE
EFNEIEREENEHNES, BREESNSTHRBAF THRIFMEE. W8, SBHEELLRE
MWEH | NEMMEBIREXIRER SNt EERREELER. BXRESEL , FSH T4L=2E
y: 1

- FRIERHATE—MNEERE , BUUERHZNET AWS BREE=ARABRERMAREFXEKE
¥, WINREEBE M APl , AWS CodeConnections. A LAMERIEEINESE = HIREHFEET BN
EE, HEERRESHEHM AWS RS —BFEHA. BEXEZER , BEHA HLREE?

TA=EA ?

FRIBEEHEFHBERNEERATITRE AWS CodeBuild, AWS CodeCommit, AWS CodeDeploy
1 AWS CodePipeline FIVEHHBHEESR. TEBBEZM API, Bl AWS CodeStar B4, &AL
SERABANERREDAFBAEXEFREE, WETE, SENARFAEETINEIFEREENSH
MER. BNEERAUBPAF THREEE, WE, HFHEELRENSH , EMTEEB RIERE
B, flmitEE RRE EH IR
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https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codebuild/latest/userguide/concepts.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/primary-components.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts.html
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AWS Chatbot £/ , H B %11%3% 3 Slack B8, Microsoft Teams &&= Amazon Chime Ml X ZE,
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
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BAHMR-FEE , HHESBAXENFRAAEANTRPARESHNER. EALRERA , U
SRR (HIMHETE., FE. SENARFREE ) WA REEIZNEAAN , ElExEE
ENSEHFRER B FERf.

BEEAKERE , AWS CodeCommit WBEH AT ERAFSMER , HINE RE B FHR4
#hit, CodeCommit XEFMAKTENRE , XEHRZIZEBERA IAM AE, FRIGHZIEHE AWS
Security Token Service (AWS STS) Xt AP #HTHRE SO RIEMNZZNBEXNE 4. SETLUEHRE
5 |AM AP xBt, CodeCommit EBHARN B BHE displayName Ml emailAddress BY{E ( lIRE
EXERE ), BXEZEER , BZRAEABRZERE CodeCommit RIRMEEM S 11155,

/A Important
BHEEBETHENER  AIORERS, BBRES. EFERNABTNEEM]E &
ANINETThEERY , BANB AR ER, ENREHRETEK  BNEHREFTEFLMANM
Amazon SNS EEITHENBIR. BXEZEE , BZRATHEBEIANETN L 2MH,

i A
BRMNZECIRN AWS B , ATEERXEBHNNENER], BEEX

- BIEBANEYG, XERXHFETERERNEN  BETREREE, IFNRREEITIE AWS
CodeBuild FH#J221H . AWS CodeDeploy FHIEBEN AR, AWS CodePipeline Y E &
AWS CodeCommit FHI 17
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https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags
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Bir RMNEAANZROEBANNNVE, AT EFREERIZ RN Slack = Microsoft Teams EiE Bt & Y
Amazon SNS £ AWS Chatbot & Fif. 1T B r0EAAH F E84WEIE RS @A N 15 EM
EHEA,

MREEYF BBHNERE , WUAFHEEBEHF AWS Chatbot ZBIFER , LMEFMBHKIEET
Amazon Chime Bl R=E, ARE , BALLEE N 1Z AWS Chatbot B iwALE K Amazon SNS EEH/ER
BHAANKEIR. BXEZELR , FSREFELS AWS Chatbot F1 Amazon Chime £/

MREEZEFF AWS Chatbot ZEFIsAEB R , NATE £ AWS Chatbot FEIBZEF i, HEEE
AWS Chatbot & F imfER B AHA N B #r8t , £791% AWS Chatbot % F i B & — 4 Amazon SNS *
B, Hh e EMAKEE Slack 2 Microsoft Teams BEFTEN £IFKE, BT 447 AWS Chatbot
E P inll EE{IMAE Amazon SNS &,

AR RAESEBAMNATIES |, 8122 Amazon SNS TBERN B#R (H#E ) . BHANREEELN
MO FHEE AWS KigiHEEA Amazon SNS =B |, B4 ERAFFENREN E#TEE. ATE
FREY Amazon SNS EBAMM T B AWS K, H B ES@EAN R EAZHRNE AWS TR
FR—4 AWS XigiH,

Bl , MREEEERD (BXB ) XEPRIFEEQANZBAZN , M Amazon SNS FER 1 AHHIFHE
FiZzXiEF, MRELNBBHANKZTEDPEIE—/ Amazon SNS =& , MlaFRAATFHEHETE
ZEBENREREEZEE, X2EABRNBASNNRESZ. NREEREFERAESFENE
BRFHAE—NEE , IXREAFEREANZaFERAMENNBEEEZEE, EXEZER , 5
%) fit B 3@ £0HY Amazon SNS £33,

(® Note

MREFEAIE Amazon SNS TEMAZRIEMER , i51E Targets (BHF) FEFEHE ARN,
FHAETBVEFELINHRER , HEITHAEIRNIEATEFEXRRNEENAF, W
£ Amazon SNS =B RE 7 2019 F 11 A 5 HZH AT CodeCommit BAIHY , ©FIEAW
CodeCommit Bl E X MEIKEE , Z KT ESMNPRE AWS CodeStar BHIFTENNERE. &
WARAEAXEETE, MREFERRZERCIRARE , WERT EFENREEZI , EATURM
AWS CodeStar BHIFTEN KR, BXELER , H2H BEBEAH Amazon SNS EE M 7
RBANBNELZLME
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BEHIF] AWS CodeStar &4l

BHEFAXIE#EHAN—IZEE , EEEEHCH APl , Bl AWS CodeStar EHl, EXEEEHCEH
AWS BRER (@EHAN ), NEMEH, BAANMNEH[ICRKTE AWS CloudTrail F, ATEUES
IAM ZKBE L FSRIELE AP #R1E,

TrfE FE RV EHA N By S

e =4 =4 1D
AR Rt codecommit-repository-
comments-on-commits
PIENIE K B
codecommit-repository-
comments-on-pull-reques
ts
CEie RBEEX codecommit-repository-
approvals-status-change
AN E & q
codecommit-repository-
approvals-rule-override
PIERIE K 2ol codecommit-repository-
pull-request-created
RRXBEEN
WD E codecommit-repository-
= pull-request-source-upd
243 ated

codecommit-repository-
pull-request-status-cha
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codecommit-repository-
pull-request-merged
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FIZRTER
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Updated
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Failed
Succeeded
BATH

Stopped (B 4% LE)

R
FX2h

EH#ID

codecommit-repository-
branches-and-tags-creat
ed

codecommit-repository-
branches-and-tags-delet
ed
codecommit-repository-
branches-and-tags-updat
ed

EH# 1D

codebuild-project-build-sta
te-failed

codebuild-project-build-sta
te-succeeded

codebuild-project-build-sta
te-in-progress

codebuild-project-build-sta
te-stopped

codebuild-project-build-pha
se-failure

codebuild-project-build-pha
se-success
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K5l =4 E# 1D
ik Failed codedeploy-application-depl
oyment-failed
Succeeded
codedeploy-application-depl
Started
oyment-succeeded
codedeploy-application-depl
oyment-started
EENEZANES4
e =4 E#1D
BEWIT Succeeded codepipeline-pipeline-actio
n-execution-succeeded
Failed
- codepipeline-pipeline-actio
EHUR n-execution-failed
IR codepipeline-pipeline-actio
n-execution-canceled
codepipeline-pipeline-actio
n-execution-started
B ERIMAT Started codepipeline-pipeline-stage
-execution-started
Succeeded
codepipeline-pipeline-stage
ERE -execution-succeeded
EHUR codepipeline-pipeline-stage
SE -execution-resumed
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3]l RS

EENIT Failed
2 BUH
Started
=%}
Succeeded
2 Bt

FaFEi#t Failed
Succeeded

%

EH#ID

codepipeline-pipeline-stage
-execution-canceled

codepipeline-pipeline-stage
-execution-failed

codepipeline-pipeline-pipel
ine-execution-failed

codepipeline-pipeline-pipel
ine-execution-canceled

codepipeline-pipeline-pipel
ine-execution-started

codepipeline-pipeline-pipel
ine-execution-resumed

codepipeline-pipeline-pipel
ine-execution-succeeded

codepipeline-pipeline-pipel
ine-execution-superseded

codepipeline-pipeline-manua
l-approval-failed

codepipeline-pipeline-manua
l-approval-needed
codepipeline-pipeline-manua
1-approval-succeeded

MREFE T AWS CodeBuild, AWS CodeCommit AWS CodeDeploy,
& AWS CodePipeline BB T M IAM AR RACNIEE XK , NEEE
EXRBEHNACNNRRESEE AL EBAFENNR, flun, ENA

<&
mfl
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AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess. AWSCodeDeployFullAccess =%
AWSCodePipeline_FullAccess B ERBHWAFEENBHNN T2 EEHENRE,

BREERIKBENNESEER , F5H ET SO ERK,

MREFEP—NRBYUATEN IAM AFHAER , HEETH CodeBuildidETIE CodeCommit,
HEYFHEE CodeDeploy, HHVERER ARFRHHIEE CodePipeline , BBASER AT LAOIEE —NE
HAN T, SEFFIRERBEH, MRERXBEMY , FSEAUTER

« CodeBuild: Al"] CodeBuild

« CodeCommit: A|'] CodeCommit

« CodeDeploy: #iz

« CodePipeline: A7l CodePipeline

MREEACERE IAM AR, ARAENBANEENR , FREATEFHLERITRE , URE
155 FH AR 35 i SR Y AR BR A 3 R

MREXBHEA LB GIZA Amazon SNS =& , MARTIABHGIEEE , N 4JUBENA LW
FMEH KM E Amazon SNS EBAYREE , KR ZEZEE N AEBHANE B ARo

@ Note

ERITUTER  BXAERAEEEENRNKFER, BXEZEE | BSHCIELRNE —
NIAM BEGRAP A,

&

o BIE N A X B A EE IR K R

- BEBAA Amazon SNS &

- NAFITEYEN B#58 Amazon SNS E &

B2 H BLA £ X4 B A6y B E 15 ] 1Y SR B

RO LVBEEER IAM AR EZRERENGRZE R H 2B MRS MRS ( AWS CodeBuild
AWS CodeCommit, AWS CodeDeploy, = AWS CodePipeline ) WA ®REEEH, EtalLlalE
BEMERBANENATRARSA.
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https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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LTERHA T NAEEESEEEHMNARM IAM AFPHRERERN IAM A, MREFEIREA , WA
LUt RBREEZEN AT IAM AFRFSAFATUARARN IAM A€, BuaLUFREERKEA T CodeBuild
CodeCommit, CodeDeploy CodePipeline, =% , HH/aiERHE 3 B&SE B XT38 &0 Th 88 Y 48 1 38 B 17 8] X
PR o

FNFTHEAKE , WALLREENER (HlE0 AWSCodeStarNotificationsFullAccess ) Mk
R, Z#ERTHBEICEREHAIR (Hl0 This policy provides full access to AWS
CodeStar Notifications.)

£/ JSON 2R B 4 45 25 0 2 SR BK

1. &% AWS Management Console 737 IAM #2#I1& , MHEH https://console.aws.amazon.com/
iam/,

2. EEMNSMERT , EERE.

MRXZEEREERE , N2 ERDEREEXNRERNE, ERFTRER,
HERHENTE , EF e RE,

HRME RIS |, L8 JSON ETL,

BWALLT JSON REEIAY

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

]I

"Resource": "*"



https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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}

6. :\lij:%-l:_i"zo

(@ Note

BT LARERE WAL JSON REESIET Rz B, A , MREBHITERRETR
{LiRERSRFIERET —F |, IAM ATRES AR KRB E LT X ATt mEE ST # THR{t. BXE
ZEE , BSH (IAM BF1ERE) R EERRE,

7. HEFHUERREL  NEECEMNRBEARBENMER (7L ) . EF LR E LA
FRAEE KRR TR,

8. EEBIERMARENKE,

Bt iE B AR Amazon SNS &3

BEBEAREEN A EEENEEANMNET6IZ Amazon SNS £8, WRIA Amazon SNS EFH
BUATER  NuERZER :

- ENRIEAFXEEE AWS X N HAZBAMANNRR (EXNE, HENAEF. FRERE
&) ME,

« £ 2019 £ 11 A 5 H CodeCommit 28] , EMARAFREBH, MRBLXFEHZEE , e NHEER
BT ZIENRIRER, BLEREALREE  EEEFMMEZIEDEENEMEKRE, MRE
2019 F 11 A5 BB MARRNENEE T —MNHZMNEEE , NSRRI E RIEIED,

« BHE-MBE , i AWS CodeStar BHIRZEB X @A,

Bt Amazon SNS B UL FAYE AWS CodeStar & &@ AN K B #r

1. &% AWS Management Console 3} FF L Si#h SNS &5 , MiER https:/
console.aws.amazon.com/sns/v3/home,

2. ESMES , fRRERER Topics (X&), EREMNEBA Edit (RE).

3. BJF Access policy (7RI EE) , ARF1EF Advanced (B4).

4. 1£ JSON &iEEs® , MEBP RN TIEG, SF/EE ARN, AWS XiF, AWS IKF ID fiE &=
Ao



https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {

"Service": [

"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZRMIBEANEUTRAERLL

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS'" . MM

b

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

<&
mf
o
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}I

"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

5. ERRFER.

6. MEEEMHEH AWS KMSHIZEH Amazon SNS FB A FEEH |, ESFE £ K R BE RN TE
AR B AEMHIRAWS CodeStar (BAH ) MMBEBMZBEHFREM. AWS KMS keyff AWS [XiF
( A Bl A us-east-2 ) B NEHR AWS XiF NOIEVE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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BXEZER , 5519 AWS Key Management Service FF X A R Ig@H &S INZME T AWS
KMS 1 F SR BE R4 o

RNEAFITREY%ER B #:8 Amazon SNS F&

AP AFRETEERBAFN N EFRN Amazon SNS =8 , RAEFReEERN, MRAPETHBF
B pt B ATIT D , MIAREWB B 2B BIAEITE, Em Slack @&, Microsoft Teams BB
Amazon Chime MIXREHRHAF KIZBAH |, HSHEEEHNES AWS Chatbot Z [BIFE K.

FAFPITE A TEEA/ Amazon SNS =&

1. &% AWS Management Console 7l S SNS #25|& , ik https://
console.aws.amazon.com/sns/v3/home,

2. TESMESD | %R Topics (F8) , RABREBREN AP ITRNEZ,
3. ‘EiITHEAH , &FIEITHE,

4, TEHNH | EBRBFEMH, 7 Endpoint (RigTTR) &, S AR FaB4 it | R/F%R Create
subscription (81217 ),

Tt %6 15 F 3@ Al

FaERABANRR R ZREECNWETE, MENREF. EE8HFRE— LREBHAN,

(® Note

BXRCIEBHANE  ENKFPLZRSHEXAE, BXESER , FSHN AWS
CodeStar BHIfEA RS HEX AR

F&

< RREH
N0 Sl 2 B AL
NI E 628 M
NMENRAEF I EBEAHAN

NEECIEBHAN
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https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home

FERIBE#EHE AriEE
FRFMH
BREE PSR, LE BTN EOIEE AN R,

« 1 CodeBuild F 8|2 E KEANBTREDTE.,
SIENAEFSERANEGHBENAER,

 7£ CodePipeline HFE|EZEERFERAINBEE,

812 AWS CodeCommit 7 ESFERANEFMHE,

NEF#EEEEDZN

LA GZBAAN  LEEBXNEREENEFHEESHNEA. UTIRERWAEENMFEEFS
FEREBAAN, EREXLESRE , RIRESHE AWS IKF HPEE—NMFEEE.

/A Important

MREAE 2019 F£ 11 B 5 B ZBITE CodeCommit FiRE 7@ , N A FiXLBEHH Amazon
SNS FBHEE—INE |, ZKE ALY CodeCommit BEH X5 AWS CodeStar BHFTE
R RTRMR, BWTFEAXEEE, NMREFEANZARLBIRE L NRTEFEN
REg2 I, BT AWS CodeStar BHIFTEN R, BXEZEE , H2H LEEAHN
Amazon SNS =& fl THRBHABRMEZ M

1. 3#TFF CodeCommit ##|A& (https://console.aws.amazon.com/codecommit)

2. MIIRPERE-—NFEEEHFEITT,

3. & Notify (BH) , AR/F%E#R Create notification rule (BIZEEHMN), &t 7 LLKRERF Settings
(1ZE). Notifications ((B%1) # Create notification rule (£1Z&& ZIHN),

4. 7E Notification name (BHEZ ) # , W AMMH B K,

5 MRERBEBMDITEERML Amazon EventBridge RIS S , MIFE Detail type (IF1E B K H)
H , %4F Basic (BX), MREEHLE T ESRMEL Amazon EventBridge FIE B AR R IR RS B A
EERTRERMENEER | %R Full EE),

BREZER , FERTHBINETNZ 2,

6. 7t Events that trigger notifications (f & B HKE4) H#Y Branches and tags (7 X MHr¥) T , &
$# Created (B 812),

7. & Targets (B#5) A , #%3F Create SNS topic (812 SNS £#),

FrIAfE & A 18


https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/

FRIEEZEE RAriEmE

® Note

ERIEZBAMN G — 55 IR EY |, RN ENA L CodeCommit FFEH K 4 B &
RYSRRE . 2R N IBAMN 621 B A B T RN T 5 ZHUA < 17 6% /Y 18 A ey BB
ERP,

£ codestar-notifications- BIZX/GH , WA ETBHNEF , RFIEEFE Submit (FBXR).

(® Note

MREMFAIA Amazon SNS TEMAREIEFEE , 51 Targets (B4F) PR H
ARN, BHARTTFEEELMNIH AR , FRITHABIRNEBEAFEEERERRNER
AP, R Amazon SNS TE 27 2019 & 11 A 5 H2Z e AT CodeCommit BEHIAY |
THITE RIF CodeCommit AIE XM KR , ZREISHWNRE AWS CodeStar B4
FIENNRAE, BWAERAXETE, MREFANZERCIBAKE , NRT EFE
MIRBE 2N | BRI AWS CodeStar BARIFTEN XK, BXESER , B5H EE
BHIK Amazon SNS 8 Ml THRBHARMEZ LMK :

8. ¥ Submit (IBX) , RREFBEHMN .

9. LUERK B FERAabiT FERI 012/ Amazon SNS £, BXEZER , ESENAFRITEAT
BENHY Amazon SNS =&,

10. SMBENFEEAMNRERED X LIBNH D X
M. HIESXE , BAANSAMEETRITAEREEBA , AR ESBFXEHNER.

FHETE 62BN

BAIABIEBHAN , MEEEXNEIEEENHET B SHNEA, A TTRERNAELMIE
MBE4 LREBRAAN, EREXLESEN , RIZRESE AWS KPP EE —MYEDE

1. 3TFF https://console.aws.amazon.com/codebuild/ £ # CodeBuild ###|&

2. MIIFRAIEFHET B HFHITH,

3. %$F Notify (BXI) , ARA/F%$F Create notification rule (BIZBEAHFN), &t LLIER Settings (18
iB) , RJF%&# Create notification rule (BIZ2&ZHN),

4. 7£ Notification name (BXIE ) A , B AMN K A Fro

FrIAfE & A 19


https://console.aws.amazon.com/codebuild/
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5.

MREEBIBEBHFH B ERML Amazon EventBridge BI1EE , N FE Detail type (45 5K H)
F , #%$% Basic (BA), MREHLETERMLE Amazon EventBridge KI5 B LA K & IR AR S5 28 A1
EHEBURIREMENER | &R Full (E).

EXEZEE , BRI THBAANRNZ M,

6. 7E Events that trigger notifications (f Z @A E4) B H Build phase (FIEMER) T , %&#F
Success (1)

7. & Targets (B#5) A , 4% Create SNS topic (82 SNS £ &),

® Note
YER I B AA N —EB o Gl BT |, FRERMA R CodeBuild FE4 K HE BN
REg, SEARNBHNAN RN EBME BT ARSI FHER WA Xt X2 B #9i8 Z1/9 3
ERP,

£ codestar-notifications- BIZX/GH , WA ETBNEF , RFIEEFE Submit (BXR).

® Note

MREFEAINE Amazon SNS B M A2 IEFER , E7E Targets (BHF) PEFH
ARN, HFHREBEEEHNHEXRE , HEITHEIRNEEAFEFTEXRRENER
AR, MR Amazon SNS B2 2019 £ 11 A 5 HZ2 8 AT CodeCommit BEXIHY |
I E RIF CodeCommit AIE XM KR , ZREISHWNRES AWS CodeStar B4
FIENNRTE, BUFFERAXEEE, MREFEANZEARAIENRE , NRTERFE
M ERBE 2N | BRI AWS CodeStar BAIFTEN X, BXEZEL , B5H EE
JEHIH Amazon SNS /B Ml THRBHARTMEZ LMY :

8. 1&#F Submit (X)) , AEEFBHMAN,

9. LUERY B FER4 i ubiT &R0/ Amazon SNS £, BXEZEE , FSENAFPITHAT
BHIMY Amazon SNS £ &,

10. SMBENWETE AFBHE,
M. ERIZREEN KRG, BHAANREAMEEETHELZEA , HhE2AXZEHNER.

FrIAfE & A 20
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HEENAEF I ZEAHNN

BHRIBBAAN , LEAEEXNEHFEEENBENAEFSHENERN, U TSRETNAELD
WENMBSE4LREBRAAN, EREXLESEN , RIRESE AWS KFPFEREE—MNPENARER.
1. M https://console.aws.amazon.com/codedeploy/ 3T Fr CodeDeploy ##l&

2. MIRFPERE-INMRARRIFEITH,

3. & Notify (BH) , AR/F%E#R Create notification rule (BIZBEHMN)), Et A LLERF Settings (1%
iB) , RG] Create notification rule (BI1Z2& ZIHN)),

4. 1E Notification name (BHEZ ) # , W AT B B K,

5. WMRERBEBEHNFBEEML Amazon EventBridge B8 , NIFE Detail type (F4AE B K H)
B | %% Basic (BA), MREFLEIEIRMEA Amazon EventBridge HE B AR BIRIRS @A
EHEESTALIRMMNER | & Full (&),

BREZER , FERTHBINETNZ 2,

6. 1E Events that trigger notifications (& &EHKYEH) F Y Deployment (&) T , &#F
Succeeded (2 ).

7. 1E Targets (B#r) # , i£4F Create SNS topic (812 SNS &),

(® Note

ERRIEBAFNE —Z 70 0l ETE , HAENA R CodeDeploy FHEH KM EEB
MEREE, EANBAANCIEZNETEEY THRASMITREREREXLBENAEFNIE
HE LR,

£ codestar-notifications- BI4X/GEH , A EBH AR , RFERE Submit (1BXR).

(® Note

MREFERIAE Amazon SNS TEMF 2 OIEF EE , {51 Targets (B45) PR HE

ARN, FHRFBEEELNHRXE  HEITHEIRNTEATFEFTEXRRRNER
MAF. R Amazon SNS R 2019 & 11 A 5 AZ# AT CodeCommit B |
I E AT CodeCommit AIE X MK , ZREISHWRES AWS CodeStar i# 41
FIENNRBRAE, BUFAFRAXEEE, MREFANZEARCIENRE , NRTEEE

FrIAfE & A 21


https://console.aws.amazon.com/codedeploy/
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HERBE 25\ | B ABRD AWS CodeStar BEIFTEN R, BXEZERE , BSH &
B Amazon SNS =8 Ml THRBHNABRMEZ M :

[

8. I&#F Submit (IBX) , AREFBAMAN,

9. LUZHYEE FhBA b3t iT SN B2/ Amazon SNS =8, BXEZERE | BESRNAFITRAT
BHIRY Amazon SNS £ &,

10. $MEIBENARFHEEE,
1. BERYE , BAANSAMEEEITHERZEA  HHE82BXEHNER

AEECIRBERAN

BANGEBAMN  LEAEEXNEFEEENEENSHNEHN, UATIRETNAELENEES
frLigEBAMAN, EREXLESRN , RIREEE AWS K FEE-IMEE.

1. 7 hitps://console.aws.amazon.com/codepipeline/ 3T 7 CodePipeline 2#l &

2. MIRPER-NEEHFHEITH,

3. & Notify (BH) , ARG Create notification rule (BIZBEHMN), Et A LLERF Settings (1%
iB) , ARG Create notification rule (BIZ&ZHN)),

4. 1£ Notification name (BXIEZ ) A , W AT N K B Fro

5 MRERBEBMDITERML Amazon EventBridge RIS S , MIFE Detail type (IF1E B K H)
i, %$F Basic (X)), MREFEITSIRML Amazon EventBridge HE B U R B RRSHEA
EERTWRRENELR , & Full (X&),

BXEZER  FERTHBBANETNZEM,

6. & Events that trigger notifications (A& B HKIE4) HHY Action execution (IBIEWIT) T , E#H
Started (EFF 1),

7. 1E Targets (B#%) # , i£$% Create SNS topic (812 SNS £#),

(® Note

1B GI B AA N B — 2B 50 2 /AT |, F RN EMNA LY CodePipeline FE 4R E &
RYSREE. 2R N IEAAN 6321 F 8 H B TR AEMNIT R ZEWA R I EB /Y E AR AL
2D

£ codestar-notifications- BIZR/5H , WA ETBH BT , REF1EE Submit (IBXR).

FrIAfE & A 22


https://console.aws.amazon.com/codepipeline/
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® Note

MREFEAIE Amazon SNS R A2 IEFER , E7E Targets (BHF) PEFH
ARN, BRIV EEETYMNIHEXRE , FRITHABIRNEEAFEEERERNER
AR, MR Amazon SNS B2 2019 & 11 A 5 HZ2 8 AT CodeCommit BEXIHY |
I E AT CodeCommit AIE XM KR , ZREISHWNRES AWS CodeStar B4
FIENNRAE, BWAEAXEEE, MREFANZEARCBAKR , NRT EFE
M ERBE 2N | BRI AWS CodeStar BAIFTEN X, BXEZEL , B5H EE
JEHIH Amazon SNS /B Ml THRBHARTMEZ LM :

8. 1&#F Submit (X)), RAEEFBHMAN,

9. LUERY B FER4 i ubiT FENI 6/ Amazon SNS £, BXEZER | FSENAFLITHAT
BHIMY Amazon SNS £ &,

10. SMELHEE , REEERHEN,
1. BRETHRN  BAAN<EAAMEERITHAEREZBA , ERESBXEHNER.

{£ @AM N

BARNALAREFEAFBEREXRMBESHNERN , FEERZRUXL BN B IR, BUES
Amazon SNS , SE®EI R Slack 3 Microsoft Teams EiBEHE B AWS Chatbot B iBEEB A X
EEHN, MREAETY EBHANNEE , AIAFHEBEEHF AWS Chatbot Z BIFER, , SHEIFE A KiE
F| Amazon Chime FIXE, BXxEZELR , 55 BEir M FEXS AWS Chatbot ] Amazon Chime
£ :

fER BN 23
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type
Choose the level of detail you want in notifications. Learn more about notifications and security [4
O Full Basic
Includes any supplemental information about events Includes only information provided in resource events.

provided by the resource or the notifications feature.

Events that trigger notifications Select none I | Select all
Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

BRI RTT R TEEE A5 AWS CLI SIEMEEE AN,
F&
- SIEBAAN

155 FR 38 EN AL U 24



FRTAEHA A 457
- ERBHIHAN

« REBHHAN

- ABEHAANERRERBEA

o T BR3E A

B2 E FA N

BALAERF A TE#EGHIAT AWS CLI IZBHHN, B ECEZANMERES , gI2—1
Amazon SNS F Bk AEBHNHAM N B ¥R, MRERF AWS Chatbot FEFImAEB IR , BXAMEBIEZ
B, REFEERIEMAN, EXESZEL , S H N Slack #ERE AWS Chatbot 2 F i,

BIZBHMN (2H 5 )

1. 3TFF https://console.aws.amazon.com/codesuite/settings/notifications £ AWS Fr & T B2l
AN
Ho

2. FEASMESMENIZER.

« XF CodeBuild , #%$% Build (H9%8) , i%# Build projects ((R2UH) , REEF—NMIBIE,
« XF CodeCommit , #%&# Source (JR) , i%£3#F Repositories (FFi&FE) , HEFE—NEFHE,
« XF CodeDeploy , Ei&$F Applications (R AREF) , REERE—MNNAREF.
« XF CodePipeline , 1% Pipeline (B&) , Bi&#F Pipelines (Ei&) , RAREE—INEE,

3. ERRITEL , % Notify (BHI) , RE1E$E Create notification rule (R|ZBHFN), &t AT LLE%
B RHY Settings (IRIE) WH , ¥ F Notifications (& 4%1) = Notification rules CEZIFMN) , KRGk
$# Create notification rule (8Z2& M N).

4. 7 Notification name (BHEZFR) # , W AMMH B K,

5. WMRERBEBEHNFBEEML Amazon EventBridge B8 , NIFE Detail type (F4AE B K H)
F | i%#8 Basic (BXR), MREHLETEERML Amazon EventBridge BIE B AR B IRIRS B
EERTAERMENEER | %R Full RE),

BREZER , FERTHBINETNZ 2,

6. 7E Events that trigger notifications (At X BHINEH) P , RFEENHLZBHANESF. BXER
WEHERE  BFSHRUATHEA :

+ CodeBuild : #2101 B #Y3&8 Z0#1 N &Y =44
« CodeCommit : 17 & = #Y 38 ZN 1 0 By 544
« CodeDeploy : HBENAREF LR BAMNE4H

fER BN 25


https://console.aws.amazon.com/codesuite/settings/notifications/
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- CodePipeline : BB AA N B EH
7. EBREREH, AT TIREZ—

- MRZEHRFREENEEHN—EER , BEEFBRERF |, £F AWS Chatbot
(Slack), AWS Chatbot (Microsoft Teams) 2 SNS &, £ EFBHFFP , EBEFIRNBR
( X F7E AWS Chatbot F &L EH Slack = Microsoft Teams & F i ) 2% Amazon SNS &
Amazon FREF (ARN) (XNTEEABHAMEREEMN Amazon SNS & ) ,

- MRBEARFEFREENSBEAN—EMEMR , 51EF Create target (BIRB#5) , ARF1EHE SNS
topic (SNS E£®&), £ codestar-notifications- Z/FIRIEEBN BT , AFIEEF Create (1),

® Note

- MBRFSECIEEDNANEIEFCE Amazon SNS E£F , NN ER A o 1F 8 FThEeN
EHERAEEENERE, FRANBAANCIEN B THREASMTREREKRE X
FRIREBAHA LA,

- BABEERIEBEANFNASIEF 62 AWS Chatbot FFim. MREIEE AWS Chatbot
(Slack) 2 AWS Chatbot (Microsoft Teams) , NRE R —MNERH , I8 REE AWS
Chatbot FE B & Fifi, EBZIETUFITFF AWS Chatbot #2415, BXEZER , F5
¥ )9 Slack BEHLE AWS Chatbot & = i o

- MREMFAEHIMA Amazon SNS TFERN B , NEZETBUJREEENTMAEMEKRE 2
I, SBE M AWS CodeStar BERIFTEN R, BEXEZEER , TSR BEERE
4189 Amazon SNS =8 Ml T BHANBRMEZ 24 :

8. 1&#F Submit (1BX) , RAREFEAMM,

@ Note
P 20T B HEIAT S8 E R HN B FRM Amazon SNS £ |, AT EWEE A,
EXEZEE , BSHANALITRATENN Amazon SNS &,

SIEBAMN (AWS CLI)

1. HELXRERGSEREL |, 21T create-notification rule S A4 K JSON B2,

fER BN
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aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

LA X ENPIRNER BN, ERRAIF , XHaERN rule. json.

2. TEHNAREETPITH JSON X4, RAEXNEHBTERE , LBBEZANMENETIR, SHEEM
Amazon SNS B #%,

LTRRBIERT —NBE N MyNotificationRule BVBEAIFN , RIATF ID 123456789012 #
AWS K=& 5 MyDemoRepo M., ERIED XMFEER , EATEFEXRENBANRIA
B|H AN MyNotificationTopic B9 Amazon SNS &,

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"

1,

"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",
"DetailType": "FULL"

REFZX
3. BUEALZNRENXH  ELXRETBTITL , BIXIE1T create-notification-rule a5 LA B2 & 41
H,

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. MREY , ZHHEDBAAMG ARN , KUFUATAR.

{5 FF 3@ E0 0 ) 27
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"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

51| i E FAL N By E 4R B (AWS CLI)

1. HEXBFRGHETRBL , 51T list-event-types &5, BAILUMER --filters ETUFMMRE R
BERTRXABEFHMEM. Hltn , LTARERE CodeDeploy M ARRFHEHLBHIE,

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. W@ TERRLTTRERNRH L.

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

3,

{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

3,

{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"

}

]
}

fER BN 28
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[ 388 ZN A )7 AR % (AWS CLI)

1. HELBRFAWMPRRAL |, 51T tag-resource i H. Bl , FRAUTHSRMBHRA Team BER
Li_Juan WREREX,

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. WHTERELTFTREENHAL,

{
"Tags": {
"Team": "Li_Juan"
}
}
EFEBEAAN

BAIEATF R TEZEFIAH AWS CLI EF AWS XEHMERRNATEBAMAN, BETUEES
MNMBEHANNERES . SUBRBAANNIERE , BF L FIFRA TR RTE,

ERBHAN (2H 3 )

1. $TF https://console.aws.amazon.com/codesuite/settings/notifications £# AWS Fr & T B2 5|

Ao

2. HESWMESR, BFFRE , RABREFBEANAN,

3. *£ Notification rules ( BHFMN ) F , EE RN E YT EFZH AWS XEH AWS Ik PR REE
AN SR, FRIEESRER AWS XiF,

4. EEF-NTBAAMNNFAEE , BMNIIRFEFZAN , RF1ERF View details (BB RAIE
o i@'}&EJJ«MXEEIJi%EFﬁ?%E%%O

EFBHANZIR (AWS CLI)

1. HELRERDSERHL |, 517 list-notification-rules fr S A EFIEEMN AWS XBHFTE B EMN
m,

aws codestar-notifications list-notification-rules --region us-east-1

fER BN 29
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2. WME/KY, kaHHRI AWS KiEHHgMNELANRE ID M ARN , XLFUTAR,
{

"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

EEBAANMIEMEL (AWS CLI)

1. ERIFRGBHIRTRFL |, 1517 describe-notification-rule 5 , FHi5EEHH N A ARN,
aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. MR, ZHSHREXRUTFUATHAENH L,

{
"LastModifiedTimestamp": 1569199844 .857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypeId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/

dc82df7a-EXAMPLE",
"Targets": [

fER BN
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"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"
}
1,
"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

ERBEAANRIFRZEFIER (AWS CLI)

1. HELRIRHDDRRFL | 1517 list-tags-for-resource tp S A EFIEEEHMN ARN HATEIRE,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. MR, ZTRERUL TR B

{
"Tags": {
"Team": "Li_Juan"
}
}
YmiEIE HA N

BUBYFEENANRELE BN, EREBEANEHSH. FAGEREFEREZEAN - RS
Br. BAILERFRTEEH AT AWS CLI mEBEHMN,

SIEEAAN (A )

1. $TF https://console.aws.amazon.com/codesuite/settings/notifications £# AWS Fr & T B2 5|

Ao

2. ESMES , BARE , RREFEHAN,

3. ¥t Notification rules ( BHMN ) F , EERNEYBIEFEN AWS XEH AWS KPR REE
ORI, BERERSRER AWS XiF,
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4.

MFIRAFERERN |, R/F1EF Edit (5R58), HITER , R/FEE Submit (]BX).

YR EAAN (AWS CLI)

1.
2.

EX IR DS RIR/L |, 1217 describe-notification-rule 75 A/ B & @EHH N AL,
12T update-notification rule fn =S AT K JSON BRI FHHEREFR X4,

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

LA R X R B NPRRNER B, EARRAIF , XHR update. json.
AN A YR P ITIT JSON XA FH E M,

LT REIERT —1E R MyNotificationRule HBHMN , AT ID 123456789012
# AWS K=& MyDemoRepo WZMEE. ERIES XMIrich , EETREFEREN
BHNEERBZN MyNotificationTopic B9 Amazon SNS £&, BN ZHHERNR
MyNewNotificationRule,

"Name": "MyNewNotificationRule",
"EventTypelds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REFZXMH

BEFERERREN XY , ERRRGHITL , BIRIZ1T update-notification-rule TS A EFTIEB A

A,

fER BN
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aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. WMRMKI , ZHHREBENMNE Amazon BREZFH (ARN) , RELFLUTRE,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

MIE FH I A BRAR S (AWS CLI)

1. HELXIRHHDERRFL |, 1217 untag-resource s, Bl , LT SHIERB A Team BIARZ,

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. MRKY , ZHTFTEEEFMAR.

BESH

o A HOER A BRIE ZIA N EY B FR
o RBHHN A REEEH
- EfF

REAHRN S AREAEA
HIZBAANS  RAMERT2BEABLH. LEBMRANDTRLEZHREL, ZRABETLLBLR

o

EREAANBBEARS (2F8E)

1. §TF https://console.aws.amazon.com/codesuite/settings/notifications £ # AWS FF & T B 124
AN
Ho

2. ESMEF , BITRE , REEEEH-AN,

3. 1E Notification rules ( BEIMN ) ip | EE N LY BB T AWS XEH AWS K- P RIREE
A, BERERSRER AWS X,
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F & TEEHE FF- 15T
4. KRIEGHARZAMNBEAAN 6 AEERTUETHFAEFEE.
5. £ Notification status (BAVAZ) A , 1E£ZF B IR A B AN APIRAS

« Sending notifications (ZZBA) : X2EIAE,
- Notifications paused (BHIEE =) : TRIEE B R RIEEMEH,

5B SUBE AAN Ay B AR (AWS CLI)

1. T wEEHAN (AWS CLI) FEYS IR AIFREUE JIA N A JSON,

2. ¥ Status FE4mHEN ENABLED ( BRIA{E ) =X DISABLED ( L&A ) , AFIEZ1T update-
notification-rule T RE SR A

"Status": "ENABLED"

) R 388 S

—MNERABEEE 10 MEAAN , Bt , FEERBERABRENAN, ETUERTRTEZFHEH
AWS CLI il BR&E &I,

(@ Note
BT ERERBRE NN R |, BRI AERMGIZZAN . B ERE AN T M ER B #xo

MB BN (24 )

1. 3TFF https://console.aws.amazon.com/codesuite/settings/notifications £ AWS Fr & T B2

Ao

2. ESMES , BARE , RREFEHAN,

3. 1£ Notification rules ( BHIFN ) B | EFEREYBIE RN AWS XEH AWS K- H§ & RE B
AN, ERAEFSREER AWS XE,

4. EERBHAN , REEEFE Delete (HIER)o
5. A delete , REEFRMK.
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il B3 Z0 AL (AWS CLI)

1. HEARBRGSEREL |, 1IE1T delete-notification-rule #7% , FIEEBEHMMA ARN,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. MR, ZEnTRIREMEREABAMNAE ARN , RUFUTRE.

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

£ A EAMN B #5

BHANBERE—NER, ATENEFREBAANNEHFHNFENBALZZNNE., RAUNE
Amazon SNS £ A Slack =% Microsoft Teams $EELE K AWS Chatbot & i 2 B3 1TIEF, &
AIE Q| BAMNAISIEF |, 812 Amazon SNS EFEN Bir ( #EF ) . BEALUERSBEAMN
FRE— AWS XiZiiEA Amazon SNS £/ , BEXAFEAFTEN RN ERTERE. WREEERFEH
AWS I RHESAFFPIRIERN B , MAMEEIHR AWS #1288 AR A1 IZE F i,

MREET KBAWEESTE , TAFHEBEENM AWS BIXVBZAZBENER , MEFENLET
Amazon Chime I XRE, ARG , B LLEE R Z AWS BRI AZFIRE B/ Amazon SNS = EiE
RNBHANBER. BXREZER , B5H NEH S AWS Chatbot Al Amazon Chime &K,

RO LAERFAETEEH AR AWS CLI REBBAMBE IR, B AFERAZEGAREEMEE Amazon
SNS EF# Chatbot /7 iw{EN AWS B#F. AWS CLISIE AT LAFE & EL & 7 B #RAY Amazon SNS £

BEBRYEEA AWS ZHEBEER. XEETSUFERLEZE Amazon Chime BIRE, BXEZE

B, B3 BB&EHSE AWS Chatbot Z B EK .

£}

- BIESE BB AN B AR
- EFEAANER

o DN ERIE ZIAL N AY B AR
o MIERE XA B FR
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IR EEE AN B iR

BENFN B ¥R 27 Slack = Microsoft Teams SUEELE A I S SNS B AWS I XYLEFAZF
o

HISEBIE AWS Chatbot B P s , RETEEEEFERNBIR. SBIEF AWS BIXHB[ AT FimiE
NBHAMNE BFRET |, R AWS BIRYEEAZ P IREE — Amazon SNS £/ , HP @& EA
K% % Slack 2 Microsoft Teams $TEFTENFI B KB, BF4H AWS Chatbot & FimEL EEAINE
Amazon SNS F&,

HOZBEAMNE , EAILEF & TEEFE P Amazon SNS BHIMM B #r. FRHENA R
BHREIZEBNRE, XRENEAANCREGNERESE, AXESER , F5H LIEREX
A,

MBEEHRIMAE Amazon SNS £ , MIARFEAA TR REZEBTREBHN G R REREEIZE
B, BxRH, ESEEEEHA Amazon SNS £,

(@ Note

MREFAIE Amazon SNS FTEMAZRIEFH ED , i51E Targets (BHF) PEFEHE ARN,
BFHEATBEEEELNFRIER , HRAITRBEIRNTEATEFTEXRRENEENAS,
IR Amazon SNS 27 2019 £ 11 A 5 HZ 8 AT CodeCommit BEIFY E& |, Ni%
FEFIE—WMAYF CodeCommit AIHEZFHWEEK , ZRXBIENNRSEHAEN AWS
CodeStar R E, BWAFAXEETT, MREFANZERCIZNKE  NRTEEHW
AWS CodeStar BHIKEEH , B ABURINFIENBARE, BXEZEERE , BSH LEEHHN
Amazon SNS £ Ml THRBHANRMNEZ M,

MBFET XKBAWEESTE , TAFHEEENM AWS BIXIBZAZBENER , MEFENLET
Amazon Chime I XE, BXEZER , ESH Bir M FHEHS AWS Chatbot 1 Amazon Chime £
o

ELEIMA Amazon SNS TELAEBEANMN B R (BHE )

1. %&3x AWS Management Console ¥ FF I Si#h SNS #2&l& , Mk hitps:/
console.aws.amazon.com/sns/v3/home,

2. HESMES , GBI, EBEH , AFEE Edit (REB).
3. BFF Access policy (I FIZKEE) , R/F1EEF Advanced (B4).
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4. 7T£ JSON fmiESEH , MRBPRMUTED, SFEEB ARN, AWS X, AWS K/ ID MER
Bo

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZRBIBANEULTRERLL

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS'" A

b

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
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"AWS:SourceOwner": "123456789012"
}
}
.

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

iy
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}
]
}

ERRFER.

£ Subscriptions (iTH) A , EFXBITHEN SR, RN, HEDMPIBRER T &AM B 789
THE, BRITFAEIRNIEPLEFEATFEEEXRRNEENAF. BXEZELR , B5H
THRBANBNEZLM,

5/ Slack €12 A /EB #:#9 AWS Chatbot & i

1.

2B (AWS Chatbot BIE RIER) FMWiZE AWS Chatbot 5 Slack & & A Hi5 A TR %E,
AT R /ER |, BEEUTEMUSSMEEANREER :

- B2 IAM AN FERER—IAREH , LERMRIILACKN AR (Fl
AWSCodeStarNotifications-Chatbot-Slack-Role ) ., X AJLAFBIEBERKA RN H
iR

« £ SNS £FH , BEFIEFEETIR AWS XiF, HEEFE AWS BIXHNBARZFRERE
A, FEEAANESEH N AWS IXRHNBAZFiHCIEZNEEEEMEMENRN
Amazon SNS F &,

EREFHRUESE, RS , BUUELEZBAAN T ERLEEFIKERNBIR. BXEZER , B

SR SIEBAHN,
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® Note

EREBIET Amazon SNS B 5 , FZREM AWS I XKALEE AZ P im AR, XM
fFBE Lk 6] Slack KixEH,

£ Microsoft Teams €12 AWS Bl X#23 A ZFFPimLLAEB R

1. IRER (AWS Chatbot E¥E RIERE) FMIZE AWS Chatbot 5 Microsoft Teams 45 & £ A 8% BF
BATIRE, BITIHIEEN | BZERUTEMLSMEBEB NN HEER :

- B IAM AN, BERER—AGEN , MERNRRILAGHAE (a0
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role ) . X7 LAKEBHIEHE
KKRABKAIE,

« £ SNS =B , BLFEFEETEY AWS XiF, HEIEE AWS IXHBAZEFIHENE
At FEEAANIESREH N AWS IR BARTFinCIZNEEEEMEMENRN
Amazon SNS &,

2. EREFEFRUESRE. RE , EUNECIZEAAN AR LESRENBIR. BXEZER 1
S pIEBHAN,

(® Note

EREHET Amazon SNS FEG , BHZREM AWS BIXYLEBAZFimPMIER, XM
J5BH LE [ Microsoft Teams &% & A,

EFBEHAN B IR

HALERTF & ETEES A ( TIF2 Amazon SNS #4148 ) REEEA AWS XS RBNAE
BAAN B, SHTUSEBRMAN RN EAES,
EEBAAN B (24 )

1. $TFF AWS FAE I E#ZEFA , WikA https://console.aws.amazon.com/codesuite/settings/
notifications.

2. HESMESR , B RE , RFEFBEAAN,
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3.

EBHANBEFRF , EEYEEFH AWS XiF (I AWS K AEFBEHANEAN B 55
x, FREFRIFER AWS XiF, MR BIRRSE R Unreachable (FTT3E171R]) |, R AJREE B 1T
RBE, BXEZER , FSH RS,

EEBEHMN B R FIR (AWS CLI)

1.

HELWRRMTRRMLL |, B1T list-targets T AEFHEEN AWS XEHNFTEBEXAN B 4R895)
i .

aws codestar-notifications list-targets --region us-east-2

MR, v S RHREZ AWS XA E&KBAMNE ID F ARN , MR :

"Targets": [
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"
1,

{
"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"
1,
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

N DS BROE FAL U 89 B #R

o

/I_a\

A EEBHANNERHEREZBAN—IRSNEIR. BANERATRETERH A AWS

CLI RE i@ AN B B #Ro
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EEAMMNEY B IR (ZFE )

1. $TFF AWS FAZE I E#ZHA , Wik https://console.aws.amazon.com/codesuite/settings/
notifications.

2. ESMEF , BITRE , REEEEH-AN,

3. EBAMNG  EFEEELYBERN AWS K/ P REHNFREE AWS X5 BN 5IR. EAE
BEBREHR AWS X,

4. GEEMN , REEE Edit (FRE).
5. EEIH , MITTIREZ—

- EFMEMBAR , BEBRRMBT , RAEMNIRPIEFRZRML S SNS EBKIRAEA
AWS (Slack) =% AWS Bl X #1288 A (Microsoft Teams) & ik, & AJ LA Create SNS topic
(BIEE SNS £&) REIB— MBI FZEBAMA BFF. —NBHAANKZTES 10 MNE

FRo
- EMEREFR , HEFERBRE B 55512 H Remove target (HIBR B #7).
6. EERR.

[ 38 &0 )37 b0 B #x (AWS CLI)

1. HELBRIDTIRREFL |, 1217 subscribe G EARIMEB #5, B0 | LT a5 700 Amazon SNS *
TR BEHDAMN K B 4R

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MR, ZHTHREEMBAMANE ARN , RUFUTRE.

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}
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ME ENH ) A i BR B FR (AWS CLI)

1. HELXRIFHIDRIRIAL |, 21T unsubscribe T LAMIBR B #5. #Hlt0 , AT oS BRIER BEIF N B
PRHY Amazon SNS £,

aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMRKY , ZHTHEEEHRNBARANLN ARN AREXBBRBBEFHESR , XEUTUATHE.

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"
}

=+
B1F

w

15

« REBHAN
- ABAANERRERBEA

bl B 38 ZN A U B AR

MRTBFEENBR , BTSN ZE R, —NRFRRGEERE 10 MNEAANEFF , HIEHRFAEER
#Y B 5 AT LARE B Oy S8 AT AR AR 78 0 B %08 AL 89 E At B AR eE 2R

(® Note

i EREAAN B A MATEE B EREB RV B AN RBRZ B #r , EF2MERBFRE
&

R ST B 4 (F2HA )

1. TF AWS FAE T E#ZH|A , Wit} https://console.aws.amazon.com/codesuite/settings/
notifications,

2. ESMES , BFARE , RREFEHAN,
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3. HEBEAMNEBIF , EFEELHANETN AWS KPP N ENHRREE AWS XiF B BirdI&R, &
FIEHRIBRER AWS X,

4. EBIZBEHNHN B R , RFIERER Delete (HIBR)o
5. # A delete , REIERMIE,

i BR3&@ FA M B #5 (AWS CLI)

1. HELBRFAMPERRAL |, 21T delete-target i , HIEEB#H ARN, fla0 , AT HSHIBRER
Amazon SNS =B B Fr.

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMRRY , ZHTFREEMAAT. MRFEY , ZHTRREE R, REANERRZEEAR—
MRS BN EY B ARo

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

BALAEA --force-unsubscribe-all SHMNEE N FEACERN BTG EANAN R
B ¥R, REHERE $Ro

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

Bt iE @ &1 5 AWS Chatbot 2 [8]BY & 5K

AWS Chatbot 2 —11 AWS BR%S , iZBR%5 £ DevOps FE 4T & HRBABEB £ Amazon Chime Bl X
=, Slack #EE Microsoft Teams BEEREZFMWA AWS Cloud HHVIRIESH., BB EBEH
AN B 5 AWS Chatbot Z[BIFIER , AEEXEHNBHNE RESLIEEFEN Amazon Chime BIX
Z. Slack &M Microsoft Teams BEH ., BXEZFEE , HZH AWS Chatbot X4,

EBES AWS Chatbot WERK 281 , BAMEEBNANMAN Err, BEXEZEL , BSH RE
M IZEBEAN - BEARIE AWS Chatbot FELE Slack BiE., Microsoft Teams BEiE= Amazon
Chime lIRZE, EXEZELR |, BRI LIRS HI TR,

ES ]
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R TRBHA Ar s
A Slack JBERLE AWS Chatbot & F° i

* 59 Microsoft Teams JBEHLE AWS Chatbot & F i

* 5 Slack 3% Amazon Chime F B EBEE/ I

A Slack BEEE AWS Chatbot & i

&R LA A AWS Chatbot & FimfER BARRVE MMM, 2REN Slack BECIREF P , M AL
EITERDEEEALEFRENIEBHANN BIR, XRIREKE Slack BEH ERHBHRE R
Fiko

BIEE Slack &£ &E A/ AWS Chatbot & iR B R

1. IRER (AWS Chatbot EE R IE/) T RIZE AWS Chatbot 5 Slack &4 & A B aYi% A 1TIRE,
AT R /ER |, BEERUTEMUSSMEEANREERK :

- B IAM BN , BERER—INBEEHN , LERNRIILtACKNAE (4l
AWSCodeStarNotifications-Chatbot-Slack-Role ) . X AJLAFBIEBERRKA RN H
b 8

« £ SNS topics (SNS £&) 1 , BEEEBETBH AWS X135, #%#F AWS Chatbot & imE
A ERER , EEAANGIESES |, 7 AWS Chatbot BEF HEIEHEEEGFTE L ENRN
Amazon SNS F &,

2. EREFWRLUBREE. AE , BAUEEZBAMAN EFELEFRENBIR. BXEZER , B
SHABIEBHAN,

® Note

EREBE Amazon SNS =E/5 , BTZNEM AWS Chatbot Z 7 s Al BR. 13X 4 40RF BE
1k @ Slack ZixEH,

A Microsoft Teams BEBHALE AWS Chatbot & F i

B LABI 2B AWS Chatbot FFimfE N B AR E NN, B IEH Microsoft Teams BESIEE
i, WA A E TERBPEZERALREF IRERNQIZEENHNM B R, X2IRETE Microsoft Teams E&
FERNBANRE RS E,
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B2 5 Microsoft Teams & & A/ AWS Chatbot & iwiERN B 5

1.

B (AWS Chatbot E¥E RIERE) FHIIZE AWS Chatbot 5 Microsoft Teams 45 & 1 A F 8% BF
BATIRE, MITHIEEN | BZERUTEMLSMEBEB NN HEER :

- B IAM AN , BERER—NAGEN , MEBRNRRILAGHAE (a0
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role ) . X7 LAKEBHIEHE
KKRABKAIE,

« 7£ SNS topics (SNS F &) i , BELFIRFETH AWS X5, 1£3F AWS Chatbot & Fiw{E
AERR , EEHANGIESES | 7 AWS Chatbot EFHEIEHEEEEPMELENRN
Amazon SNS £ &,

EREFHCEERE. AF , BUNEEBAMANMERLEFHRENBIR. BEXEZER , &

SR BAAN,

(® Note

EREHE Amazon SNS FEE , BEZNEM AWS Chatbot & F i Al BR, IX 15 MCRFRE
1E 8 Microsoft Teams K 3ix&E A,

# Slack 3 Amazon Chime F il & & iR

BO]LLURREB A F Slack = Amazon Chime Z B EZSIERERK ., X2 7 A TEE Amazon Chime Bj
REBHNWH—F%, FHEBERR , EHFEIE—N AWS Chatbot BF s , Z&FF imfE A 2 51
BERNBEHMN B FRH Amazon SNS £,

F I EEHES AWS Chatbot F1 Slack £

1.

$TFF https://console.aws.amazon.com/codesuite/settings/notifications E# AWS F & T B2 4|

L
Ho

%32 Settings (IRIE) , A/F%ERR Notification rules (B ZIF M),
£ Notification rule targets GBHIFN B #5) b , EXRHEHI B #r,

® Note

BA B EZAEAAMN |, LUSFE — Amazon SNS =B HEH BiR, XA LARBERES
EHEZER  BUNMRITEANREERAT —NMNEAANHER , Mg~ EZBFENER,
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4
5
6.
7
8
9

10.

11.

12.

13.

14.

$TFF https://console.aws.amazon.com/chatbot/ & AWS Chatbot &l &
1%£3% Configure new client (BLE & Fiw) , A/FEE Slacko

1% Configure (B E ) -

BFIEW Slack TEX,

HRERTEHEINEREN |, §1EEF Allow (S1F).

i%#& Configure new channel (ELE#&E).

£ Configuration details (B E #4115 5.) # Configuration name (BBE&Z ) F , WAZF RS
o XREZBVEBHMNE | FEREX AWS Chatbot (Slack) B¥rFE R AT A BRI RPN B
Mo

£ Configure Slack Channel ( BZi& Slack J&i& ) #¥ Channel type ( BERE ) f | RIEEERH
BB R AR Public (2F ) = Private (A8 ) o

* 7£ Public channel (A BBIE) # , MFIFKHPEF Slack BIER A FFo

« £ Private channel ID (]AB&BI& ID) & , W ABEREH URL,

£ IAM permissions (IAM X R) # Role () # , #%#F Create an IAM role using a template (f£
RAERAZE IAM Af), £ Policy templates ((RE§1EHR) A , % Notification permissions (&A1Y
BR). £ Role name (BA&E) F , W ALLLAGKNAF ( H110 AWSCodeStarNotifications-

Chatbot-Slack-Role ), £ Policy templates (RE§#E#x) & , #%#® Notification permissions
(B XN BR).

£ SNS topics ( SNS E & ) #9 SNS Region ( SNS XiF ) & , EBEFEH P CIZBAFN B $rHY
AWS [Xi3, 7£ SNS topics (SNS &) & , EREE E N E M N B 458 Amazon SNS FEHH
Mo

® Note
MREROIERERILEF mERN BARBEANAN , WEFRITHD R,

1%£$# Configure ( BLE ) -

® Note

MREHE T EAEBENEK , MHLHFER AWS Chatbot BFEEIE , AFFBEHEZ
BEFERIBEH, BXESELE , 38 AWS Chatbot X4,
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https://console.aws.amazon.com/chatbot/
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
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156, (®Lk ) BMEHAEKR , FESEHNAN (BEERNEM Amazon SNS EBERNE B R ) HEHRE
PCERYBHRAPFRITE R, Sl , MR BEAANEE N XN HEERBITERAN RSB |, HXH
HEREITER , REERXRR[/PUE Slack BEAEFTBHME KL,

FFi@ENE AWS Chatbot 1 Amazon Chime 5%

1. T https://console.aws.amazon.com/codesuite/settings/notifications £# AWS FF & T B4l
L
=

2. 1%3% Settings (IRE) , A/FERR Notification rules (B ZIF M),

3. 7 Notification rule targets GEZIF NI B ¥5) B , EFXHEH B 7o

@ Note

BRI EEZNEHAAN , AR — Amazon SNS =B AEH B iR, XAIUHBBEES
HEEE  BURITRFNIREEAT —PEARANKAER , MR~ EZE8TTER

4. 1 Amazon Chime F |, T EBREL#HTERHNIKXE,
TEREA EANNEEN , ARFIER Manage webhooks (B Webhook).

#£ Manage webhooks (B Webhook) X iFHEH , i%£#F New (¥TE) , #i A Webhook B E R , A&
Jai%$% Create (812),

7. TIA Webhook BEHI , RF%E$E Copy webhook URL (£ #l Webhook URL),

8. #TFF https://console.aws.amazon.com/chatbot/ L#) AWS Chatbot #2#|&

9. 1%#% Configure new client (BLEF & Fix) , A/F1%EHE Amazon Chime,

10. £ Configuration details (Bt B i 415 2) 9 Configuration name (BB &) # , WMAZF KN A
o

11. £ Webhook URL A , #iiZ URL., £ Webhook description (Webhook &) & | 324 o] % 19 #
R,

12. 7£ IAM permissions (IAM X FR) ) Role (A €) # , i%$F Create an IAM role using a template (fi£
RAEMRAZE IAM Af), £ Policy templates ((RE§#E4R) A , % Notification permissions (i A1X

BR). £ Role name (A& F , WAL AW EF ( #l0 AWSCodeStarNotifications-
Chatbot-Chime-Role) .

13. £ SNS topics ( SNS X ) # SNS Region ( SNS [Xif ) 1 , 312457 E oh 01 258 AN B 4749
AWS X5, £ SNS topics (SNS &) FF , EFEEE N BEXMN B FrH Amazon SNS B A
o

14. 1%$F Configure ( BLE )
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https://console.aws.amazon.com/codesuite/settings/notifications/
https://console.aws.amazon.com/chatbot/
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15. (A% ) ENNRAER , BESEHAN ( BENFER Amazon SNS EBENHB R ) WEHERR
ENRREAHRITER. Hl0 , R FEMNMNEE N ERPEERBITERN ZEBA |, EXIH
BUERHITER , REME Amazon Chime I X ELLEE BT HM,

£ AWS CloudTrail id3 AWS CodeStar & API A

AWS CodeStar BA 5 AWS CloudTrail &£5% , &R —TURS , REHAS. A AWS IRFATX

EURERIER, CloudTrail BB AP ARAENEHFIZR. BEEXNARASSREFRIEEHA
M IFRAFX AWS CodeStar BH APl IRENRIBIAR . MREGIZRIRISHE , WA LE CloudTrail &
HiF8451%F] Amazon S3 FiEM ( SRBANSEH ) . MRETEEBRE , WA FE CloudTrail 12l
A Event history ( BEHFAEIER ) PEEHFHEH. BIEMA CloudTraill WENEER , &AL

FE @ AWS CodeStar BHIAH THAER, KEERW IP #hut, MARENER, BFRK HadE
REMFMES,

BEXEZELR , iS5 AWS CloudTrail AFE®M.

CloudTrail #9 AWS CodeStar BHIE R

EZBIE AWS IKF B, REZKF LS A CloudTrail, 2 AWS CodeStar B & £ EFNET | iZ
SEDFIERAE CloudTrail B |, HE5HAM AWS RS EH —RRFE Event history (B4FF £ 1i83x)
B, BALE AWS IkFHEER, BRENTHEFTEHN. EXEZEE , FSREEA CloudTraill E47
FIRREEEH.

EREITRK AWS K FHEH (818 AWS CodeStar BAINEH ) |, HEIERIIRIER,. BIRERIE
3 , CloudTrail A} B & X #4£3£ ZE Simple Storage Service ( Amazon S3 ) E#&#. FigERT , &
BHAFLEREICRN , REFRIERNMATHAEAWS XiF, WREFEIZRE AWS 2XFIERAEX
BHANESH | N BEEXHFEEZEEIEER Simple Storage Service ( Amazon S3 ) #, Itboh |, &AL
EEHM AWS RS , #—$ 5 7E CloudTrail B EFRENSHBBEHXIMITH. BEXESZER | B
ZETINE :

- DIEIRERELE

« CloudTrail Z#HI RS FMERK

* A CloudTrail BL& Amazon SNS &l

« MNEMXE#EW CloudTrail B EXHMMNZNIKF#EIR CloudTrail BEX 4
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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CloudTrail 128%FfE AWS CodeStar BENEME , AWS CodeStar ## API ##HNBTIXLERE, H
# , X CreateNotificationRule, Subscribe # ListEventTypes &/ E A X7 CloudTrail
/U\I1¢¢EW§E o

BN EAD AXEZEHBIEEXRERNBERNWARGE. SOGEEUSHEBEUTARS :

- BEREZFEHBRAFEIEER AWS Identity and Access Management ( IAM ) AP &EIEA HEY,
- FREEAACKERRSFMAFNENREZIEREN,

- BERESHET AWS RF A H.

BEXEZER , i3 CloudTrail userldentity T3,

RER—FEE , A TNE4ENBEXMHEEBIERIEEN Amazon S3 #. CloudTrail BEX 4 S

—/l\ﬁl?.?o/l\Ellm:’ﬁEo —NEHRREKREEMAFEN—NMER , BEEXRMTERWIRE, BENBHA
BHEl, ERESBEFHEHNER. CloudTraill BEXHTELM APl BANEFRHEKRRE , Aike1fT4
BRE REmFE R,

LR REIER— CloudTrail BE%E , Z&BEERNACIEBHAN |, 2HE
CreateNotificationRule 1 Subscribe &4,

(® Note

BHAHEXHZERN —LEHTERBRSHEIAR
AWSServiceRoleForCodeStarNotifications,

"eventVersion": "1.05",

"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

I

"eventTime": "2019-10-07T21:34:417",
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https://docs.aws.amazon.com/codestar-notifications/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

FRIEEZEE

RAriEmE

"eventSource": "events.amazonaws.com",

"eventName": "CreateNotificationRule",

"awsRegion": "us-east-1",

"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {

"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,

and other Developer Tools notifications to AWS CodeStar Notifications",

"name": "awscodestarnotifications-rule",

"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",

\"aws.codepipeline\"]}"
I
"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/
awscodestarnotifications-rule"
I
"requestID": "ff1f309a-EXAMPLE",
"eventID": "93c82b07-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"eventVersion": "1.05",

"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

b
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{
"arn": "arn:aws:codestar-notifications:us-east-1:::"

5 AWS CloudTrail i23%& AWS CodeStar &% API i
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[ &

"id": "codestar-notifications-events-target"

}
1,
"rule": "awscodestarnotifications-rule"

},

"responseElements": {
"failedEntryCount": 0,
"failedEntries": []

},

"requestID": "9466cbda-EXAMPLE",

"eventID": "2f79fdad-EXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-10-07",

"recipientAccountId": "123456789012"

&

LT ERATHBEHRE R BN TR B,

£}

< YREVERRELEBEHAN 6 HINREE IR

« REZEFTBAAN

« REZCIEBHAN

« BUWREIFRTCE T AY B R AV E A

o BRA&RUE Amazon SNS &4

- BEREESENEHEA

s BETHRNMTLBHERRSE RI “Unreachable (TLEEE)”

o FRAEHE KB A R IR AY B A

SRS HAERR LB AN ot H I PREE iR

FRREAEBHNR. AXRESZEFER , TSR ETSHNERBRA,

BEEZEEEAAN

B YBIETF A& T EiEH A5 i%kF Settings (IR &) TH Notifications (3@ %1)AT |

xo

SEH - RE

B BEHEE
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RNEERR  BARXBEERTBAMENNR. 2R AWS FRTERFHASBITENRE (M

CodeCommit F1 CodePipeline ) H I EBANR , EHH A ZFEANNBRSZSFSIEEFTBANNNIR,
RNE , BUESFEEKENATEN IAMAFRSAR , ZRBFIAGTEREFTEHN. BXEZE
B, E5R ETSHNERRG,

B ECEZERAN

BHRRBEIERBEAANFFENNIR. BXEZER , R ET S HIERETRS,

BB R AT E AR R EA

EIEBHANFFME R , BRADERASRIERGARBTERGRR R, EUg2KIEXEL
HRINFRNEHN, MRETERRES , N E?ME*TE’JHIEEH%#J%U\HHIJF%O

FARUZE Amazon SNS EAH

EHEE Amazon SNS TEHRIE , FREUTHAR :

- BREEBHAANFIEN AWS XiZH 8122 Amazon SNS &,

o

- BRENDFERHFIBETHAIERNER , HELEHINTH. AXESEE  BEHEL K

1T ¥ %] Amazon SNS &,

- RIIRBEHREBIBERMEIU AV AWS CodeStar BAFBEAMIETZEB, ZEFREN IS KM

TUTABTNFER :

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
3,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

B BEHEE
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https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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BXEZELR , BESREEEAHR Amazon SNS £&,

REREENSHEX
LTREFZNMNEANEEILRR
- ENRFEESNMESR-SHERENBEAAN , FEENEITHEEN XL BFR8 Amazon

SNS £, EfFRWFIE , FEOHITHEF —TMEE |, & 4R AN LA R EE W,

o —ANRZBNBHMN B FRE AWS Chatbot £ , H BB EEEZHN B FERH KRR Slack &
1. Microsoft Teams JE&E=, Amazon Chime I X EFEREH ., EffRLFEIR , HERMERZ
HNE B #589 Amazon SNS EBAEUHIT F B Fab4ritut , H A Slack Bi&. Microsoft Teams
BiE= Amazon Chime I XEEEBH,

BT @A ABHBRRESE RN “Unreachable (TTEEE)”

B EEMI A RERVIRAS : Active (3E3N) IRAH Unreachable (F3£151]). Unreachable (FToi&1 1)) &
REBERREBA , BEETEIN, BANKEREZZER , WRED , RSFEEN Active (&
).

HTUATERREz— , BHANBEFRATREZEFSAIATH :

- BMBRAEIR ( Amazon SNS R AWS Chatbot i ) o RBEHMNIERE S — B o

« Amazon SNS =B E M , H ARV IMFZEFZBAMTENRE , & AWS KMS ZHEMBR. BXEZS
E8 , FSHEEEBEHH Amazon SNS FH,

« Amazon SNS FBU&EBAFTEMNREE, BRIE Amazon SNS THEEXRE , BNETEEmELEAE
H, BREZER , BSHEEBEHA Amazon SNS £,

- B#F ( Amazon SNS = AWS Chatbot ) B X5 IRSE AL B B R &,

TR KB A A 7 R Y ECER
Bl , BRAZEREAES. FSHBENNE,
B AR B

TRIHTHFRTEZFEPEANESR (BHNRE), BXALERNRFNES , HSH AWS
AR S5 BR&
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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R BRA R 4
AWS JK £ 5 ) 8 KB ATHL 25 1000
B SIAI 0 B K BT 10
BB B R EAANLK 10
frAaRER"?

B LAERTT A E T B A P HIEZETEE E AR BT E 22 AWS CodePipeline B9 AWS
RIREZERR, IEEEBESH API, Bl AWS CodeConnections APl &, 8 MNEZEE2E TR
fitss AWS RS EIR , AT EZIE=177F&E , flW0 BitBucket, I , &A1 AT R NES:
CodePipeline ABENE=ZARBEFEEHTREENN , caMEAENEE, SNEEHETEH
5 H T 5| AiE#EAI M — Amazon Resource Name (ARN) #83<Bx,

/A Important

BR55 & #1 AWS C CodeStar onnections EE @&, A EH LB & 228 codestar-
connections Bl &R,

AT SAME FE AT IR R AE 2
TR EAE RN E= S REEARSTXAR TEHMH AWS BIRER , 81 :

- EEINE=1RMHME ( FW Bitbucket ) , HERAF=FEEENEEN AWS BRRER , Fi
W, CodePipeline

- —EBE=HIRMETE CodeBuild ##&ZIE. CodeDeploy MARFMEER CodePipeline B&
R Y B2 1A B AR

o TEMMEMRPEHERE ARN 3K CodeBuild F21E . CodeDeploys Af2/FMEE CodePipeline ,
LESIAE#ENINERS .

BAIAUNBLEE=F R 0B ESR ?

Connections A LURHERY AWS BIRELUTE = F F#EMHRE :
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
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« Bitbucket Cloud

+ GitHub.com

* GitHub il =

* GitHub )RS5 88
+ GitLab.com

/A Important
W EEERY 255 GitLab @¥F 15.x iR EE A,

« GitLab BTEEBZE (EATLUMRE#HXR )

BREETHERNBR , E5H 02 R EMEEN THER,

NERMHERE (Hl) IEEZENTSREN GitHubE REMRMRGEE ( Fl20 En GitHub terprise
Server ) QIEEZNIRAE, BXRERHEFREUREENBESR , BSREAEE,

@ Note
BERKN (K= ) EAEE AWS X , BUR

1. REXERHENNRERF
2. BRZKXE

X—RBETXENNARFERMEX (K= ) KEFNEE, ZNRRFEE=FRHES
Mt &%, EXRHAGXENEENNANARFRDTITHN. TRRUNAERF , IRRER
NE=ZFRHENEZX BN RS HZENREE | H BET SRE B H #1258 A 25 R EBUE
PR

BRIFGCEAXE , BNZRS LA EREFRHENHE. BRALXE , IRFERTRIMR
SHENFHIENHTEHINR,

BERERAZXE , MRXSEENNARFNREFZRRS , F=SRHFEMAIUERL]
MBRSHAZENHE At , B4 EEAZXEF VNI ZNARERF. BXESEE B
ZRERXSE,

BN MLLE = R EE BT ? 55


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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ft A53&E#E AWS RS &K ?

B LAEREENENE= T EHESHM AWS RESEK. EEEEENRSER , BSHEAWS
CodeConnections 7= fa Ffl IR SS & Ko

EREENM TN ?

ERREEZR , BUNEEEENE=ZFKF LRE AWS SHRIENARFIREEN ZNARFRN
R, ZREREE , TUEFCUSRALRE, SIEEREN SRR E=FK,F AWS &BRH
A, XAFEERKREN AWS BRFRIE=AKFPIRNE , fIREFEEE. RE , BOUUSH
AREZERE , AWS RF UEERR2ZBERMZELH OAuth EE,

MBREEQESELZENIRERFER ( HlI0 En GitHub terprise Server ) Wi%EiE N X EFRAMEE
HL %R AWS Management Console,

Connection ARNs

Third-party i i 1
rapository Installation wr

gp ———r -
éﬁ PR L 4 | 1aws

Third-party = "z._h'.
repaiiteny Installation L

E&D_\’ Bccount O oo

4 |
-

EEITGIE AWS K NN AFIE. EEBEESEE ID B ARN #riR, &E# ID %%EEE&ZEE%?HR
Y9 UUID. MIBRMEMBIERSER —MFVIERE ID, Rt 2™ £ - MHHERE ARN, XEKRE
EE ARN EFEEER,

FAIEZRIEEL T Pending RS, FEEF=FIETF ( OAuth i ) REFETHIEENRE ,
HFEEM Pending &R Available MR#&. TR/E , ATLURHE 1%5 WS fRE—eEER , flan
CodePipeline, Available

HAZNENL T Pending RE. FEF=ZFEMRBSETZXENNRE , FFEM Pending &
A Available K7, TEERUILEER , VR Available , IR TEZIELENREREFRE,

AXEETHERNER , B5H ERTMEEN TR BXERERMRFN VOB TERE
BELR | BSHAEREHR NN TERE, AXRREMRFLNBREENEESR  FSHEAE
.
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F Y4B EJRE AWS CodeConnections

EERERAR , SERERFFERE AWS XEREH,

RREEZARN BARRT HEZUVENXEER , ERRFIZRTEAXE, tIZEZERFRHXEZ
EREERFREERNXE. 2HEETREEERN AP RERFSECRERE, ENRE. B
BREEFIRICER,

TEENEZNRBFAIREBTANER. ZRENBRENRIRNXEHERENER.

- BREF|GE-RERE , ARG T UEREM AWS XEXEHERE.

- MRGBEZRNXEFERND , XEZWREERTFRHEN AP, BEEMHRATUEEMBENXEF
FX 2 A i 42
HIEERB A CLI RIIHERTIRN , JIRXETHAEXEHEENIKS XA REZET R,
- HEEEHAH CLI FIHENFRE , FIRMNRE TEE XE P SERKF K B EH TR

« HEA CLI FHEFTESRKENFRAVERES , HFFREEY ARN , IAEREERN CLI X
LURCI

BB EHENN TERE
NELZENWRHEFCEEEN  BEEE—PEN,
EFNTEEUTIREA :

« Pending - pending FH2ECRIEMNEN , XMENHH#ITIRE ( BE available ) , REF
REEA
« Available - A LAfEA available EH BN HA B A IENIERE,

TR ; £/ CLI. SDK & AWS CloudFormationt| sk E# X #l

BT LAE A CreateHostAPI £/ AWS Command Line Interface (AWS CLI), SDK s&|ZE 41 AWS
CloudFormation. SI2f5 , WL TF pending RS, BAUFEAEHEPHNRBEENENZTE.

THERE : EREH A B EREN

MREGZECRENRHABRE (Hl GitHubib W BRSS2REN GitLab BITERE ) Wik , NFEEL
BEHl. IREEEITRMEFEKE (W0 Bitbucket ) , MIBET 61 L H SRS 01 ERE,

ERAEH A REEVIHNFERSM pending EH available,

EERNAIEN ? 57


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateHost.html
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Host
already

Yes
Host set Yes

created? up?
No
No
Create in CLI Create in Console
State: pending State: pending

=

Set up the host in
console I
State: available

Y

Use host with
connection

IR ERNEEA TR
BIBEER , RN ERERNEREREE=ZFRUEFHITHORILETF.
EEATRANTREZ—

* Pending - pending EERMMETH ( B3hE| available ) AR T eEEARIERE,
« Available - BRI LAEH available EESFHEEEK -~ P EMERMAF,
« Error - EF error RAMEELBEHEIR, £E N available BINEZETEFEH,

THERTE  SIBREIERE , FH CLI. SDK 5 AWS CloudFormation

AT LAE R CreateConnectionAPI &Y AWS Command Line Interface (AWS CLI), SDK = 8I&iE

$# AWS CloudFormation, BIR2fE , E#ELTF pending RS, B ESH AH Set up pending
connection (IREFAENERE) EMTKZTE, BHERXRTECEREINEANELEHRITE

B, ARG , BULFERARFEERETF |, HiEFEEF A LK Complete connection (ERIE ) fFiEET
A available 7.

TR : EREH SN ERELE

MRECNEEELREMVREEFRE (HlW GitHub WV fRSS2R ) VTR  NFEXEZEN. MRE
ERISRERERRE (W0 Bitbucket ) , MK 02 EH H A& 62 EHE,

EFEARH AR ENERE  BUUERESA £ CodePipeline mERETEKERENE=S
RUtE, RHAQRTECIEZRERFANELEHTERE , AGEREHACRERE. BHATHE
FHEMFEEM pending IRE R available A7

EER N TR ? 58


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateConnection.html
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Provider type?

Cloud

Installed
h 4
Create host
State: pending

h 4
Set up pending host (registration
handshake)
State: available

h J

b4

Create connection -

Creating in

Create installation

console? ’
| v No
_ Create in
Crea.ﬂe n C_Ll CloudFormation
State: pending State: pending
T
v

Update pending connection (create
installation) in console

A 4

Use connection
State: available

AT IR e R E SR 2

EFFREABA , BB RN —EXAER !

< FIXRTEENEE
- REFIREREEMEN TR,
- PR ERGNE kR |, FREERIFR.

AT IR REFRESE 2
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MBETHEBSMAE  NAERNMIREMNEREREST, UTREFERAFRXIERHATHNERENE
TRy — S

B
E=ZAKP P - AWS RARFHIES, R3FE AWS CodeStar ZE#ZF R AR FE AWS A L5 HE]

BZAKFFNRF. AREE=FREFBHONE LRBRE.
T

RTRE=FRFM#EEZESHEM AWS RSB AWS &R,
B=HEEE

HAET AWS HERSHARRHENF#E. Sl , BitBucket FHEERE=FFM#E

REmRE

REEEEINE=ZFREEENRSHA G, EBALUEE AWS BRIINTRERER, RE
EZEEMNEMEM ZE ENREFEERCRENRERFEKE, HlW0 , GitHub Enterprise
Server 2 B Z&EMNIRMHEFELE,

host

RAREFE=ZFRUEEFNEMRENTR. EECEAFIRRTILREE=SREEFNRSEE
ffltn GitHub Enterprise Server, AN B ZREEFLRBENMAEZVNE - EN.

(® Note
fFEH 2% 4 122 GitHub Enterprise Server FIEIERT | (ERAREN —E o , BEHELRE
BB EHE R,

AWS CodeConnections X8V 1R 452 5 F ki 4<

AEZRMAE KX AWS CodeConnections XM IR MR FFMAKE B
FB

« Bitbucket XMW IRHEEFRR
« GitHub 1 GitHub il =X FRVIEHEgR A
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* GitHub 2.l R 55 88 X Fr RV IR 12 Fr SR BV R hiR A5

« GitLab.com X#FHRHERRE

- Gitlab BEREEXFHIRMARR

Bitbucket XiFHVIRHIEFRE

RO LUE 2 N AT F 5 Atlassian Bitbucket Cloud BL& .

X EFE L% Bitbucket 1IREFEF KA ( 10 Bitbucket BREER ) -

GitHub F GitHub il =X iR rgE R

O LU EREN AR GitHub 5 GitHub il =—EfE A,

GitHub 1\l AR 5588 X B R MR 3 B MR A

A SUFE SR AR R 5 X5 GitHub DIl RS BIRA—RER. XS XHNIRANIIE , BE5H

https://enterprise.github.com/releases/.

/A Important

AWS CodeConnections A% E2F A GitHub 1l fREZ38R A<, i , A FMRAFEZEES A
B& , AWS CodeConnections T%# GitHub 1\l fRE 8RR ZS 2.22.0, EHITIER , BTHEK
BIRRZAR 2.22.1 SEFTHY AT FA R A,

GitLab.com X#FHIIR (g HY

BOLAEE GitLab .com EREREE, BXEZEER |, BHSR BIEEEEZ GitLab,

/A Important
XA X HF GitLab 245 15.x REES R

GitLab BREEXIFARMHEHRE

BRI LAFEREE GitLab BITEELRE (EATRULRSHXER ) BEER. BXESEE , H25H 0
EE5 GitLabBREEHIEE,
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AWS CodeConnections 7= fn MRS &£ 5K

AWS CodeConnections B 5% % AWS BREZFURESEUNHE=RIRSER. FAUTEHDFHNERR
BEPBNEEEENELERAN~ RMBRSER,

THHEXRRESEALBRSNIEFSBAEDD,
F&B

* Amazon CodeGuru Reviewer
« I 5 CodeWhisperer

« I 5 SageMaker

+ AWS App Runner

* AWS CloudFormation

* AWS CodeBuild

* AWS CodePipeline

* AWS CodeStar

- BSEZ

* AWS Proton

Amazon CodeGuru Reviewer

CodeGuru Reviewer 2 —WHA T EFHEERBHES. SUUERAEERXRKIELEETNRE
WE=FFME, BXxFIWMMEE CodeGuru Reviewer L4512 GitHub 26 E P B RARD A EE 6]
BB RBHRIMEIE | 155 Amazon CodeGuru Reviewer FiF iSRRI : W2 GitHub 77
it FE R R RAB .

I 5 CodeWhisperer

Amazon CodeWhisperer @ —H A T HEEZNFEENRBHIIRS. CodeWhisperer T &R H
IR BRERDEN, BXEEFEAEEGRHERN B E NI CodeWhispererfiZ ] | 555
{Amazon CodeWhisperer FiFF158) €12 B E LI,

I 5% SageMaker

Amazon SageMaker & —TAFTHWE., JIGMBEVREZI ESEENES. BXREEFMEEEEN
HiE  BSR (IDBFLXERRE) B “FH%E =7 Git GitHub Zf&FER SageMaker mLOps I B &
%", SageMaker
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https://docs.aws.amazon.com/codewhisperer/latest/userguide/customizations-admin-customize.html
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https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
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AWS App Runner

AWS App Runner FRSIRM T —fpUE, FREHZFERNAFR , NEREBRBHBEGREENED
AWS CloudF B]¥ BEEZ £ Web NAREF. B LUER App Runner BB ER MRS EBMNEMEE
HERARFNRE, S LEREEFRABMNILE GitHub 245 E2Z %] App Runner fR%. BXE
Z{ER | {55 R AWS App Runner F & A R 15 RHRCIEFM EIRMHERAE,

AWS CloudFormation

AWS CloudFormation—IRS , A& BIEX AWS BEHITEEMIZE , XIHERM IR ED R
EEEXLERER, MYESHRBEPESTHNARER L AWS, BB - MERFIENRE
AWS &R ( 13 Amazon EC2 £4I Amazon RDS #IEELHI ) B4R , H# CloudFormation i3
NI E M B X L R R

A MEAE Git B RYE# CloudFormation R &2 A TR 12EH Git FEENRLEE. X
WAIEA Git BB THR I BHHIE , EZH (AWS CloudFormation A #E®E) M “EH
CloudFormation Git [@5”,

BHXEZ{EE CloudFormation , 52 {CloudFormation S8 S TR EAFIER)Y PHEIMK, LA R
CloudFormation ¥ E.

AWS CodeBuild

AWS CodeBuild2 —I A THEMNIRKBERS . CodeBuild TEME. EBEMYT EBCHNERR
£ MBATCHARTHEEESENLNEIERHTMITSNWERIE, §XFEH CodeBuild 5HYERE
ME Z{EE GitLab , 2% (AWS CodeBuild AF1EE) FHGitLabiE#E,

AWS CodePipeline

CodePipelineR —HFERNRS , TR TFTRNEAGHHFIENSRHTEE, THMBE3NL, EAL
FE#EN CodePipeline RIRETRBE = HEMHEE,

THRES .

« BX1Z CodePipeline #E , HSRRIEEESZ RN H, SourceConnectionsEEFH ESHF T
5 JSON/YAML B , {525 CodeStarSourceConnection PR H ., AWS CodePipeline

- EERFASEZARFHEELEEENAN HE BRI REMER,
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https://aws.amazon.com/apprunner/
https://docs.aws.amazon.com/apprunner/latest/dg/service-source-code.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codebuild/latest/userguide/connections-gitlab.html
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
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AWS CodeStar

AWS CodeStarg2—HET=MRS , AT0IE, EBRNAEHREFRIE AWS, SR UFER AWS
CodeStar M BRIEF &, HENMPESARF. AWS SaJLAEREREFNEN AWS CodeStar BB
FHEEREE=FF#EF. BX0EE GitHub® FEE#EN AWS CodeStar I B WHiE , S RAWS
CodeStar AR BIZE 5 M F i FE 8,

RS B &
S@@ ervice Catalog 4 LA REB I EMEEIRERE L AWSERN™mE X

LIRZ AWS K S5 21246 FEIR AR (B30 En GitHub terprise B ) 2 [B]BYE$ERT BitBucket , 1%
EEAFEN Service Catalog RS EBRE=SEFHEEEENERMH. GitHub

BXEZER , 2R (RSBFAFERE) 8 kS EF-mRESL EKE GitHub, En GitHub
terprise 3 Bitbucket FIEMR X4,

AWS Proton

AWS Proton B—ETZWRS , BTHEBIN=EMEM, B UEREEN AWS ProtontEir R 1Y
BRENBIEME=FERENEE, BXEZEL | 55 AWS Proton BAFIER PAIZIEmFME
FERVEERE,

®IEER

SERAIDHES , MEAREF X TEZF AT RIBRNEHIEREINEE,

&

- }REBS I AWS

- BIEH R EAOIEEENR R R

&2 AWS

SEAIREL AWS Ik F

MRERE AWS K |, BERATETREUNE -1,
RE S AWS Ik~

1. $TFF https://portal.aws.amazon.com/billing/signup,
2. ZEBE®LNHBAHRTERE.
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https://aws.amazon.com/codestar/
https://docs.aws.amazon.com/codestar/latest/userguide/console-tutorial.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://aws.amazon.com/proton/
https://docs.aws.amazon.com/proton/latest/userguide/ag-create-repo.html
https://docs.aws.amazon.com/proton/latest/userguide/ag-create-repo.html
https://portal.aws.amazon.com/billing/signup

FRIAREHA il
FEME , RER—ERE , ERXEARERERA —NRIESE.

HIEEMET AWS IKF , RS BIZAWS IKFRAF —1. RAFBERBRIZKS FERE AWS
RS MRF. FhREHEXREK , FAAFIEERGRANR , A BRERARAFRKTEER
AP HRRRNES

AWS EFMERERELBELE—HWIABFERE, EEMAME , BEATLUBRH#ZE https://
aws.amazon.com/ FEBRBENKFREF LGN KB HEBRENIK,,

tIREAEERENRAAF

AEME , FRIPENZE AWS IKF AWS KPR AF AWS IAM Identity Center , /& A SI2EEH
P, XEERT 26 root BAFHITHEES,

R IREY AWS T 7= 48 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFIEENSHEF. AWS
Management Consoleft F— £ , i ABH L,

EREERABAFEZAENER , F58 (AWS B AR PHERF BHEF,
2. AEMBAFBRZESHRIE (MFA),

BXRUEA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE ) .

tIREAEERENRAAF

1. J3 A IAM Identity Center

BXEE , BSE (AWS IAM Identity Center A 1§8) S A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , AP R FEEIH RN,

BXEA IAM Identity Center B & fEN S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center A P 17 R4 R

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BEERASBELIZE IAM Identity Center i PR &%
B SR B B T R 44 b 1k Y B Fe P Ak
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

AR R o Eo s H o P

1.

¥ IAM Identity Center 1 , B2 —MXRE |, N REERE N A RIENRBFKEME,

AR |, FSE (AWS IAM Identity Center A IEEE) HMBIENRE,
FRAPSEE—NE , RAENZEA P EEIBEFHRNER.

AXiHE |, HSE CAWS IAM Identity Center I 1EEE) HEYRINA,

I F N EA 6 2 E BV RAY R B

5/ JSON FKrE‘miET BIE R
1. &% AWS Management Console #}$TF IAM #Z#l& , Wit 7 https://console.aws.amazon.com/
iam/o
2. EEMNSMBERD , EFRE,
MBXREEERER N RRIBHRAEXNREAE, ERFRER.
ETETIE | SRR,
4. TERBEREEIED , % JSON I,
5. HIALLT JSON ZKRESTHY -
{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"

1,

"Resource": [
nmin

]

}

6. J\.i?%—l:_io

@ Note

SR LARE R FE AT AL A JSON 4miBBRIATF 2 A E]#, AN , MREFHTEXHETMR
LRBIRTERT -5 | IAM AR FR RIS AId L mERETRIL. BAXRE
ZER , FZH (AM AFER) PRIARERKS M.

7. HEFRHUBRUEL  NEECERNRBEHARBAMNMER (7L ) . EFWREEHE LAY
[RUAEE KRR THNR,

8. IEFROIEREE T IRIFERH KL,

JT 9618 A & 42

FHEREENREESEZREBIERE  FENE=FRE#EELN AWS BREXBKEXR, MREF
EEEED AWS R (flzn ) CodeCommit , M AT LA EERRIRERTIERE, BR , WREBENHEF
fBE | NAMEBREZLUEEEESEEMAXEK, EA#HES | B[R ES Bitbucket i EMEEN
EE,

HEATD B, LRFERNUTES

« AWS CodePipeline : TEX LS EF , LA LAEA Bitbucket F i FERIEEEENEER.

« Amazon CodeGuru Reviewer : ¥ T3k , &5 &8 Bitbucket FE 5 Reviewer B9 CodeGuru &
MR AT T B AR B,

£}
- EREH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html

FIEBHA A5
- SB1 . REFRXH

- SR2: BEEE

- S 3 FENLES CodeGuru Reviewer X Bk

FRFMH

HITHZEl , B RE PR, BEFE N E=ZLHRF#EEREZEIEN AWS RS H R1F1Z
EENECEEFHRIUE, B0, BT Bitbucket & FEE R EI SRFMEESERL AWS RS

- EAEK Bitbucket K = 02— Bitbucket &,
o ERZFEW Bitbucket Fif, ZHEEAEIIERER AWS Management Console , RAEASEREEH

&1 Bitbucket EIEE %,
T RBIRNX
IR BB Bitbucket FAEFER | DEERIAR README .md X |, BEXNEH#1TRE,

1. BFFER Bitbucket FHEE , AR 1ERFE Source (R)o
2. 1%#% README.md X# , RAEEFERHEHINZBH Edit (RHE). MIBRIE XA R T A,

This is a Bitbucket repository!
3. % Commit (BXR).

#8{R README .md X T 7 EMIRE 5,

S BlEEE
EEo | SEERUTRECEEE -

- 5181 Bitbucket F & FEFIRIEIEZHIRM B,
- HHEERZEIEN AWS CodeBuild £ R .

£ E S o2 EE

1. %% CodePipeline ##l& , Wik https://console.aws.amazon.com/codepipeline/,
2. HERUNE. AMNTEXEERE L , EFCIREE,
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https://console.aws.amazon.com/codepipeline/
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3. EHFR1 EREERENEEENF , #A MyBitbucketPipeline,
4. ERSAET  ERFERZAE.

(® Note

MRIEEZFERIAH CodePipeline RS A® | HHR
B codeconnections:UseConnectionfd IAM R RAMEBIEBHRZABEKEH, BX
CodePipeline [RFABMHEIA , 12 H 7 CodePipeline fR55 A &F IR,

5. EBERRET , REREREE., AUHFRTD  ARRINMIELCRRING4HF4# ( EER RN
{E8 Amazon S3 B B 7% ) AT HEERENXEPHNEE,

® Note

XFARFERBNRF#EE. SREENTEFi#. S/ EERFTE -T2 MNUFF6H
Bitn S3 1FHER,

jij:¥-|:_$o
6. 1f Step 2: Add source stage (F%R 2 : RINEMER) WE L, FINRHE :

a.
b.

C.

¥ F Source provider (JRIZ2Ht7) , £ Bitbucket,

£ Connection (i£3£) T , #%# Connect to Bitbucket (E#£Z| Bitbucket),

# Connect to Bitbucket (ZE#E Bitbucket) T EH £ #Y Connection name (E#EEER) F , #WA
EQENEENEN. ZBMARBEEERALEE,

£ Bitbucket apps (Bitbucket M ATREF) T , 1#&#FInstall a new app (REFHNARERF).

ENAREFZENEL , —%HEERiZ AWS CodeStar B ARRF EEEIRIEEIIEN
Bitbucket 1k P, EBRRFIHREINER, BPOUEHETF , RE LK N E Bitbucket L E#E |, &
Al LUk BN E h — MMM E S BN AWS RIRHERE,

FERMBENERE ID, ERTHEE. SfREE CodePipeline?2 &l &,
£ Repository name (T FERB ) B, iE#F Bitbucket FEEH A Mo

£ Branch name (2 X &™) F , BB E#HEN D X,

BARER T ERRBERN B EEET,

£ RENRER" T, EFELUTEIUZ — : CodePipeline 1A,
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https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services

FETAREA il
* J&# “CodePipeline RIA” LA EE R THAEMRIA zip 183K,

- ERERERE LSS AXEETHHNFEEN Git THE. 2B CodeBuildiR S X
b Zhee.

ii?%-lt_io
7. ERMERME , RN—MEEMER

a. EHERERERFF , % AWS CodeBuild, A XIBERIA N EE X,
b. EFIRIE,

c. EHMBEAMP , MALEEDBNENR,

d. HERERGS , ERERXEREG. WTRAERS , £ Ubuntu.

e. XNTEITH , EEBFRE, X THE , £ aws/codebuild/standard:5.0,
f. WNFRSAE 6 ERFERFAE,

g. 7 Buildspec (FAE#E) T , 79 Build specifications (HJZE#38) % Insert build commands
(BAHEDT). EF Switch to editor (VI EI4m1EEE) , ARFHUTHRERME Build

commands (£RHT) :

version: 0.2

phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
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# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
# - paths

h. ﬁ#% “Y4E” CodePipeline, X$FiREF CodePipelineiZ#l & H I — MEREHNHEG S
TECE/ CodeBuild B, MU EHFEARSACKERE AWS RENR. WP RABEEE/L

ﬁJ"f'EFH‘J‘I‘HL
i ﬁjr:FT i":o
8. BSR4 AMMBEBEMBEREL , EFHRIBINR , HESBRERRIEZSBEEEHE., EET
_Z’Fo

9. EHW5: wRP , BFHEEE
10. RN BIREER , HTREERT.
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© Source Succeeded
Pipeline execution |D: 961f7d94-d798-

Source @
Bitbucket

() Succeeded - 2 days ago
7098464e

70984642 [4 Source: README.md edited online with Bitbucket

Disable transition

@ Build succeeded
Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

1. ERNEHEME |, i£$% Details (FAER)-

£ “NITIEE” T , BEF CodeBuild £, XLEmaFmH README.md XHRE , BIRFR
N

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51 complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2020/06/05 19:14:51 complete: BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2026/06/85 19:14:51 complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/85 19:14:51 context status code: Message:
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SR 3 FEMLEE CodeGuru Reviewer <Bx

RIEEREE , AL ZEEATE K RHME AWS &R, flin | S LOFHEER Bitbucket &
ERTEEHH CodePipeline JRIEEM CodeGuru Reviewer FHI B ER R 24,

1. &3 CodeGuru FFEEEZHIA,

2. 7t CodeGuru Reviewer T , iR XEX1FE#E,

BT A —m XS,

3. 7 Select source provider ((EFRIBMHERF) T , &% Bitbucket,

4. £ “Connect to Bitbucket ( £/ AWS CodeConnections ) ” T , &R &7 BB S B IER,

5. 1£ Repository location (fFfEME) T , %£4F Bitoucket FEEN B , R/F%ER Associate (3<
BX)o

B UBRERERBEE, EXEZEE |, 55 A mazon Reviewer A F g AR IE#EE
Bitbucket SR 174 FE 5 CodeGuru Re CodeGuru viewer <Bxi2 3k,

PR E

EEREATH AWS BREEINFABFRENRE. SMNEEBIAURHLERFSHER , 6
AT AWS CodePipeline E#ZEZEIE =5 76 % ( HI40 Bitbucket ) » HlL0 , WA SAFE IR INESE ,
CodePipeline ABEENE=ZARBFEEHTREBEXN , CLMAENEE. EHATLLN AWS &
REEICREWRMERFER | 0 GitHub 1 RS 25.

MREGEESELENERERFER (S0 En GitHub terprise Server ) HiE$E | NEH A LN ECIE
FHl. EVNEREUENTER , ATRILZEEMEFNERSSE. BXEZFELE , BZH £AEN.

SIEEREN , BAUERARFHEPHNEASER = RUBAZEERENRARR , AFEEMERAX
B, MREELZET NRAERF , WALERTE.

(® Note
BEERM (K= ) ERHERE AWS X, 180890
1. RRXEEFENNARF
2. BREXE
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X—RETXENNARFEFRMNEX (K= ) KEFHNEZE ZNRAEFES=77RMHE
Mg LR , EXHEAMCXENEERNAETNRAEFRDITHN. ZRENRAERF , BIRFER
NE=HFRHEFNEZX BN RS HAZENRIE | H BET SURE B 1 201% 5 F 2 7 R BUE
PR

BRIFGCEAXE , BNZRSTLLEREFRHENHE. BRALXE , BIRFERTFRIMR
SRENFHIENBTEHINR,

BERERAZXE , MRXSRENNRARFNRFZERS , F=FRHUFEMHAIUERL]
MRS HAZENHE Bt , BELEEAZXKEEVHBEZNAERF. BXESZEE 1B
ZRERXHE,

BXREENEZELR |, 29 AWS CodeConnections API 2%, B3 Bitbucket CodePipeline JRi&4E
MWEZEE , BHZHAWS CodePipeline A P #§m CodestarConnectionSource Y,

ERYREY AWS Identity and Access Management (IAM) AP A @61 S <B B8 A iEEFENR
KB , ESHEAWS CodeConnections RS E ., RIFMEM CodePipeline RF AN AIERE , &
AT e E BN HE PR E #H N X3 F AWS CodeConnections, BXi%8 , IS JAWS CodePipeline A g
EMPNEFRSAE.

£

- BIEER

B2 3 Bitbucket KYiEE

« BIEEEES GitHub

- BI85 GitHub )l RS ERAVIE
- BIEEES GitLab

- BlEE GitLabEREEHIERE
- EEERAER

- Dl

o M BRE S

o NEERFERNRE

- EREEEFHAER

—



https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html
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Bl

BRI EUTE=Z T RUEFRENES

- EB|ZE R Bitbucket WIEHRE | HS A6 F Bitbucket HYIERE,
. EQBEERMM GitHub Dl = GitHub BiE1E |, FS 012 E 2 GitHub,

. BORL GitHub DU IRSBMIEE | SEGBINRE , HSHEAES GitHub &L RSB
.

- EOREMEE GitLab , TS EEEE GitLab,

(® Note

Bal, MREEREHEIEERE  WRAKERR ARN REIETHE codestar EENRFF, &
B2 7% ARN R EFEEZRS AR FIR , BER CLI. SDK = CFN, HHMNRS BI&RE &
BRI E RERS A H.

B2 2| Bitbucket BYIE#E

&AILAE A AWS Management Console 2, AWS Command Line Interface (AWS CLI) k81225
bitbucket.org £ E M FiEENIEE,

FFEawTRI R TIE :

- BB ER Bitbucket RIEBIKF
- BB TE bitbucket.org EBIER T —MNMRBEMEE,

® Note

& ] L6 22 2| Bitbucket Cloud i EERERE . T X2 L%EM Bitbucket IRIEEFRE (0
Bitbucket R%88 ) » 12 AWS CodeConnections X5 HV IR HTEF MMRA .

® Note
EERELRATEEENKF BTN FEE.
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WMRENT N AR FRIETE Bitbucket THEXH |, MFEE Administer workspace ( EETEKX )
RR. BN, RENARFETFF2E R,

FB;
. $I323) Bitbucket RIXERE (12514 )
- #1232 Bitbucket BJE$E (CLI)

I3 Bitbucket M ( 2414 )

&R LAfE 42 %) & €132 5 Bitbucket BYEHE,

® Note
Bal, REERREH S RERE , WRAKERIR ARN FEIE™H S codestar EEMER, &
B2 ARN R EREZRSBIAMNEIR , WMEM CLI. SDK = CFN. fHF MRS AR &
R EREZEA.

HB|A SIERERE

1. BFRHITIF AWS FAEIE#EEE , Wik A https://console.aws.amazon.com/codesuite/settings/
connections, AWS Management Console

2. EBRIRE > EE , RAREREEE,

3. EH|E % Bitbucket FAEFEMIIESRE | IETE Select a provider (&R MHE) T , %£#F Bitbucket, 7
Connection name (FE#EEW) F , WAZQENIEEN B, %EF Connect to Bitbucket (E#E|
Bitbucket) , REHEHITIR 2,
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Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

SR 2 : E#EF| Bitbucket

1.

£ Connect to Bitbucket (E# % Bitbucket) RETHE L , & RIEHEREE

£ Bitoucket NAEFT , E—IMNABRFRE B RBRRFINABRFRUEZ-—IMNARRF

Ax
R

(® Note

B RNETA Bitbucket THEXRIKFZE—IXBARERF., MREBELKXLE T Bitbucket N A
BF 6 BERe  ARBEARBrABTNERE—F.
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connectior

Q or Install a new app

2. MWMRE R Bitbucket WERH , BEALHNEILER , AREREHRE,

3. ENAERFRLZERLH —%HE & RiZ AWS CodeStar N AR F EEZ1REZ T &R Bitbucket
o

R EE AR R Bitbucket TEX |, FERITERXH Authorize for ( B ) &I, RELRREEE
RIFRINENIEXTLE R,

EERRFIHRNR,
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. £ Bitbucket NARERFH , NETRHEZEMNERE ID, ERERE, IENEENE REEEYIRS,
Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.

Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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82 2| Bitbucket BYZERE (CLI)

I&AILAE A AWS Command Line Interface (AWS CLI) R8I EE#E,

HIt , EEA create-connection B,

/A Important

ZIABERT , B AWS CLI S eI 2K iEREE AWS CloudFormation &6 FPENDINGIRAS. fEF
CLI S 8|2 E#E AWS CloudFormation , fEH 2 &I & REEREUFEEL TIRABAVAILABLE,

E 8|2 % Bitbucket BYE#E

1. $TFLE (Linux, macOS = Unix ) s H 1R TR (Windows)s AWS CLI fEfiz{Tcreate-
connection@i®s , --connection-name N EMEEIEE - -provider-typefl, ELRHIF ,
E=FRMA BN Bitbucket , IBEMIEEEZMN MyConnection,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

MREY , Z T RHEERLUULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. FERARHAZREE. AXESFEER , BSH EMEEANEEE,

BRI E#EF GitHub

A LAE A AWS Management Console 8, AWS Command Line Interface (AWS CLI) R &1 58 EE
GltHUbo

FrIaETAY ER T

- BHMEEZERGET K, GitHub,
- BYMECIRE=FRBFEE,
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® Note
EQEERE  BUXAR GitHub ALMEE. N TABETALNERE  ELNRERERE
%

£
- RIS GitHub ( %5 ) BEE
. 15 GitHub (CLI) B5EH

Bl 5 GitHub ( #£#5 ) Wi&EsE

ISR LABE R 425 & B2 S HVEE GitHub,

® Note
Bel , MREEAESEIEERE  NRALXERIR ARN FHEIEHH codestar N RIR, E
BI2%E ARN R EEEERS RN AR , iIB6A CLI. SDK = CFN. HHEM MRS 8l 88 %
R EREERFIEF,

1. BFRHITAFAREIEESIE , MikAhttps:/console.aws.amazon.com/codesuite/settings/
connections, AWS Management Console

2. EBRIRE > EE , RAEEFEEE,

3. E6IES5 GitHub = GitHub il M EFERERE | FREFREHAE TERGItHUb, EEES
M, MAZENEREN B, &R Connect t o GitHub , RIFEHZEHITIR 2.
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Create a connection i

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

Create GitHub App connection

Connection name

githubc-connection

Connect to GitHub

B 0|2 5/YEE GitHub

1. 7£ “GitHub EZRE” T , BHEZEBMIETRE “EZEBM B, &R Connect to GitHub, LBEETIF
S RIFRESRTTE,
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RriEmE

AWS Connector for GitHub by Amazon Web
Services would like permission to:

(O\ Verify your GitHub identity ( )
D Know which resources you can access

-/\/- Act on your behalf

AWS Connector for GitHub has not been installed on any accounts you have access to.

Learn more about AWS Connector for GitHub

Cancel Authorize AWS Connector for
GitHub

Authorizing will redirect to
https://redirect.codestar.aws

2. &E N AWS EERRN GitHub, EERNERERHE R “GitHub MARF" FKo

Connect to GitHub

GitHub connection settings info

Connection name

githubc-connection

GitHub Apps
GitHub Apps create a link for your connection with GitHub. To start, install a new app and save this connection.
Q or Install a new app ‘

3. E‘GitHub RREF" T , RRENABRFREIILE "RRFANAESF REIE -1,
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® Note
BADNEREREEFNAMEERZRE—IMNNAREF. IREELLET GitHub N A

/Ch

B AWS E#ESR | FRETEHBRILTR.

4. 1E "RFAWS E#ESR GitHub” THE L , BRELZENRAEFIKS

adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note
BRFNEA GitHub P ZE—RZRRAEF. MREZHERET NARERF , WA

CA /N

EREE , #EREANARFZENERNE , T UERRREHERRZES A,

5. & “RI AWS E#SR GitHub” WE L , RERINME , REGEE “RE"
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SRS RE , PARE

aws

Install AWS Connector for GitHub

Install on your personal account

@ All repositories
This applies to all current and future repositories owned by the resource owner.
Also includes public repositories (read-only).

() Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

v Read access to issues and metadata

v Read and write access to administration, code, and pull requests

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

EREFHNRETTE GitHub,
6. WMRERWAEE R GitHub AR Conn AWS ector PREEH , HFiEFIEZH R,
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qF

The — . app by is requesting updated
permissions
Read-only access to Metadata MNow request
Read and write access to Commit statuses Mew request
MWW Fequites aCCess 10 ONe OF MOre repositonies

® Al repositories
plies 1o all current

This apg

Also includes public repositories (read-only

O Only select repositories
Sel 1ath or

Developer note

Th'“ app will retain its current permissions if you choose not to

EAFIRE B “Connect to GitHub” H., FZ&EMNIEEE ID 28 RE “‘GitHUbN AR F, ERE
.

~

EE RO ENERE

< BIEMNEEREREEEIRS,

) Connection githube-connection created successfully

Developer Tools > Connections
Connections Hests
Connections infs C " Create connection
Q 1> @
Connection name Provider Status ARN
armcaws:codestar-connections:us-west-
fthub-connection GitHub @ Available 23

B2 5 GitHub (CLI) HiE#E

EALAE A AWS Command Line Interface (AWS CLI) #8122 589%$# GitHub,

fEFERE 86



FRIEEZEE RAriEmE

HIt , iEEA create-connection T,

/A Important

BIAMERT , B3 AWS CLI =822 /Y5ERE AWS CloudFormation & FPENDINGIRZA.
CLI 82 E# 5 AWS CloudFormation , 24| & RmiEEEAEEL FIRASAVAILABLE,

Eo|2 5/YESE GitHub

1. ¥TFFE% ( Linux, macOS = Unix ) SRR AF ( Windows ) » AWS CLI £ Aiz1Tcreate-
connection@i ¥ , --connection-name N RIVEEEISE - -provider-typefl, ELLRHIA ,

B=FRMAEBHRN GitHub , IEEMNEEEB M MyConnection,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

MREY , R T RHEERLUULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. ERRHAETREE. AXESEER , B2 ENEENEEE,

I 5 GitHub bl AR S5 2R RV 2

BRI ERERENEN AWS BRREE=ZFF@#EXEK, SR LEH AWS Management Console
AWS Command Line Interface (AWS CLI) k8122 5 GitHub 1l BR$5 8589 E 2,

BEEMREN GitHub il fRSSBRK AN FEENTRNR , ZKFEEECZBRATERNZE
GitHub M A2 ¥ o

FrIaaTHY R T

« BHMELIE GitHub 1 BRSSBRLHINFEE.

« BFEER GitHub Al fRSFERSLHIMNEE R T EEIE GitHub NARFMEIZENEIR , MATAr
Ro
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/A Important

£ GitHub £l RS EBRE XA , 2R EEIE — Webhook EH4EIEM VPC KinT =
WRIBE 2020 F 11 B 24 H2eiBIEZ 7T 4N , FEEEFEH VPC PrivateLink Webhook £ i
TR, WARERBREN , REBLEHFEN.

FB
- SlEE GitHub |l RES35 ( 3 4lA ) BERE
- 8l E GitHubi> )l RS585 (CLI) BYIESE

R E GitHubib il fRS5ER (2HIS ) HVERE

E0|2 GitHub L RS eRERE , EFEERM GitHub BURFH/ELEMNEMNER , FAEAER GitHub
Al RN B EE,

@ Note

Bal, MREEREHSEERE  WRAKERR ARN REIETH codestar EENRF, B
B2 % ARN R EFERRSIRNAR , FEM CLI, SDK = CFN, HHEM MRS IR &
BRI E RERS A H.

£}
- BIZER GitHubb il fRSF2RERE (12F15 )

BIREH GitHubibll RS 20%HE ( #2%5 )
EolE 5 GitHub il RS EBRMERE |, BHERZFIRSEF URL M GitHub il F3z.
BEo2EN

1. BFRHITIF AWS FAEIE#EHIE , Wik R https://console.aws.amazon.com/codesuite/settings/
connections, AWS Management Console

2. £ Host (E#) W+ L |, %£4F Create host (B FE ),

3. % Hostname (FmEM) H , AALEZATENNER,
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4.

FEARRHERFD , BEUTRIZ —

* GitHub {1 fR %535

* GitLab BERE®E

% URL 1, AR RRHEFHEM IR LR Ko

MREW RS BT R E Amazon VPC Rt B/ , F BEBEERE VPC |, Bi%$F Use a VPC (£ H
VPC), &N , &k No VPC (% VPC),

MR EENEHZ3E Amazon VPC & |, H HEEEE VPC |, iFi%£$#F Use a VPC (£ VPC) #

SER UL T B1E,

a. TEVPCIDH , i&REM VPC ID, BERENEMIZEIERLTELFIMN VPC , SHi%&FEET VPN
=% Direct Connect 15832489 VPC,

b. MREEETHE VPC , # LECHEIERENEAELBIERLFRILNIT TLS BiL |, iF
£ TLS iEBH AL ID, TLS IEBENILEBHNAEER.

%4 Create host (812 EH),
ERENFAEEREG , TVNRSHEEENNCIEMRET,

® Note
MRENENREIIE VPC BE , BFRF/LD M RRMEENMBLH

EFENENHEA Pending (FFLE) RE |, RAEZRERE, AXESEE , HEH REFLEDN

hY
EH.
@ Successfully created MyHost X
(@ After your host reaches Pending status, choose set up host. b4
Developer Tools Hosts MyHost-eBb08e2¢
[ouse | TN
MyHost-e8b08e2c
Host info
Haost name Product Endpaint Setup status
MyHost GitHubEnterpriseServer https://test @ Pending
dev/ [5
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S 2 tIEE GitHub LRSS ER ( #24HIA ) HIE

1. &3F AWS Management Console ¥} FF K& T E#ZEHIA , Wik Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. EFRRE > EE  ARERBEE,
3. EHEEEZRER GitHub il fRSS R EREE | HIEFEGitHUb il RS8R,

Connect #E#Z GitHub 1 RS 88

1. 7& Connection name (EZE &) , B ALNEZENE R,

Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name
Give your connec aname

connection-ghes

URL

The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

2. EURLH , WARSSHENLIRT Ko

@ Note

ZZH%FJ?E{ By URL EA T HEEIRE GitHubb W ARSSER , MRS RIGERFRE Z 81 7 1%
LT KB 2RV EN AR ARN,
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FRIEEZEE RAriEmE

3. (TWit) WRESHREEEEE Amazon VPC F |, F BB EERE VPC , BB FER VPC #5%

AT #R1E,
a. 1 VPCIDH , &&RERN VPC ID, BEFHARE GitHub 12l AR 55235 S IRy B AR fEik %
VPC , EiEFEAEE VPN = Direct Connect 148 GitHub1 il fRS 2824189 VPC,
b. 7£ Subnet ID (¥M ID) T , i&# Add (&), EFEHD , EFBEATEVNNFM ID, B
BEREFEZ 10 NFM,
BFYRRE GitHub 12 RS BREFIRY ERE R AER TN |, HEFEZFALUET VPN 5
Direct Connect 18] B 2%/ GitHub 1l BR 552536189 7 Mo
c. & Security group IDs (Z£4 ID) T , i%&# Add (FN), EFEH , EFERATEVINZS
P, BHEZTLER 10 M RE4H,
BEHYHRE GitHub 2 RSB FIMER ZEERZEH |, REEFTLUET VPN 5
Direct Connect 17 8] B Z 4 GitHub il fRS =AM R £ 4H,
d. MREEETFE VPC, HEEN GitHub &b BR 5585 K BIEC & 9 68 A JE N HAEH A AL
17 TLS WiE , W4 TLS IER M ABIIES ID, TLS EBBAHREHHAEHH,
VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.
Q, vpc-08 X
Subnet IDs
Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.
Subnet ID
Q, subnet-7d X
Add
Security group IDs
Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.
Security group 1D
Q o x
TLS certificate - optional
I’fgf_a_ltlgeehip:a'e certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
&
EAER 5
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4. EF EED GitHub RS ER. SIRMNEREE RAFLERS. FEA
EEE—INENRF. WTENR , HER URL,

5. ERBEMFLENELE,

R

E{A)Y

RENERSHFEEN

@ Connection connection-ghes created successfully

Developer Tools Connections 5176 7Th0-0457-4463-

connection-ghes

@ Finish creating your connection
Your connection status is Pending. Choose Update pending connection.
Learn more [

Connection settings

MName Status

Update pending connection

connection-ghes @ Pending arncaws:codestar-connectionsus-west-

Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@) Pending

6. MRHIIERTR , HH GitHub il B FIE EFEMEHN GitHub L FmEF.

7. HEGIE GitHub NRARFIE L , N ENNABRFERE-NEW,

Create GitHub App

GitHub App name

AWS

Create GitHub App for =

8. 1£ GitHub I ITH L , #&#F&HEM<app-name>,
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my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. ENRABFZENEL , —FESEFEERNARFEHERRE , TURRT., NREFSZINE
N RETRIETECERELRZNARFHELR.

RRELZRNARFHNERERE, BRRE,

= 2

T

Install my-app1

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. EENHERELIBNEEL T Available (T A) RE
B E GitHubtt )l fR5585 (CLI) BYERE
IEAILAE A AWS Command Line Interface (AWS CLI) R8I & E#2,

At , EFEF create-host M create-connection a8
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/A Important

RIAMERT , B AWS CLI s8I /ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI SeIZEE# R AWS CloudFormation , £ AR H| & RmiEEEFEUFEEL TIRSAVAILABLE,

i 1 : 9 GitHub bl BRS5 23581 4 (CLI)

1. $TFFLUS ( Linux, macOS = Unix ) S RARAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
host@i s , --provider-endpoint HIRMIEREIEE - -name- -provider-type. . LR
F,E=ZFREEFEMN GitHubEnterpriseServer , & T AR my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

WMRMT , ZETFIRERCETREHNEN Amazon BIREH (ARN) &,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , VLT PENDING RES,
2. FEAEHIATERENREFFEENETHN Available RS, BXEZEER | F5H RESLEY

=
SR 2 EEHAPREFLZOEN

1. &% AWS Management Console H#]FF & & TE#EH A& , Mk Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. HEARHEZERENREFFENERN Available RE. BZHE REFLEH TN,

S 3 A GitHub 1 RSB I 2R EH#E (CLI)

1. FTFLE ( Linux, macOS = Unix ) TR TREF ( Windows ) « AWS CLI 21T create-
connectionfs ¥y , --connection-name N EMIEREIEE - -host-arnl,
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aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

ﬁu%ﬁilﬂ y 1 l:l ‘{ @3‘:1HLXTW%‘~E’J E ARN 1|=| /Bho

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. ERARHSREFSLENERE, AXEZER S ENMERNER,

HB 4 EEHAEPTK GitHub £l RS BRHVIERE

1. &3F AWS Management Console ¥} FFF K& T E#ZEHI& , Wik R https:/
console.aws.amazon.com/codesuite/settings/connections,

2. ARG REFLCENEE , FHEEBE Available B, BXEZER , HEH EHE

RHEE,

2&E#EZ GitLab
&I LAE A AWS Management Console 2t AWS Command Line Interface (AWS CLI) 8125
gitlab.com EFEEMFEEEIERE.

@ Note

FEAHRRNZRLEE GitLab , BIRTFERTFRINM RS NR AL EEA ST | 7 BEW LARERT
I E 8 AL A A SR IUE x¢=‘51‘XI3Eo

FEawTRI R TIE :

. BUREEERGIET K GitLab,

(® Note
EE RN AT eI H RBEER K =R E T F PR,
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® Note

BUNERETREMEEACNERTORER GitLab , RETURZEEEISEN 2K
K BRV 7 F — £/ CodePipeline. XX THARNCLE , EEFRNFHEAREE.

£
- Bl E GitLab ( #25|& ) BIEE
. B85 GitLab (CLI) Wi

Bl 5 GitLab ( #2%]5& ) RVERE

&R BAE R 425 B Bl E R,

® Note
Bel , MREEAESEEERE  NRALXERIR ARN FHEIEHH codestar N AR, B
BI27%E ARN R EEEERS RN AR , iIB6A CLI. SDK = CFN. HHEM MRS 8l 88 %
R EREERFIEF,

HI|A 0 SIRER

1. &3k AWS Management Console , A/G$T7F AWS FF & & T E#2H & | Mk Ahttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. ERIRE A RFRFEFERITF, EFEEE,

3. EfEE GitLab FRFNEE , BEEREAB TLEGitLab, EEZEBHRT , WAZIRME
BB, &&F “EEI GitLab,

fEFERE 96


https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. Gitlab RRHWBRAEN , FRENERER , ABEBEER,
5. WER—MBNAE , Kb —RBE , WREBHGEREP G GitLab KF,

IEFRRE N
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. FRMECIEEIZEHANE, £ ‘€ GitLab E#E" T , MEEERE “EEBWN Ho
7. &F “EEER GitLab.

RUeIRERER , FETRRIERE, ERFAGREFEERRERNE L.
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#1225 GitLab (CLI) HyiE

IETILAE A AWS Command Line Interface (AWS CLI) R8I & E#E,

HIt , iEEA create-connection I,

/A Important

RIAMERT , B AWS CLI s8I/ ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI SeIZE# R AWS CloudFormation , £ H| A RmiEEEFEUAFEEL TIRASAVAILABLE,

EQ|EEMIEE GitLab

1. $TFFL4Y% ( Linux, macOS = Unix ) as SR TAF ( Windows ) « AWS CLI fEAiE1Tcreate-
connection@i ¥ , --connection-name N RMIEEEISE - -provider-typefl, 1ELLREIAH |

F=ZFREFEHN GitLab , EENEEEZ A MyConnection,

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

ﬂu%}ﬁlﬂ ’ -‘L?(ﬂ 'l @;éﬂ?ll‘/{-l—mﬁ‘m % ARN 1|:1 /B~ 0

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. FEREHAETREE. AXESEER , BSH EREEAEEE,

B2 5 GitLabB REEVIES
BAER BTERREN GitLab 2IARSR GitLab #HKARBIEE .

&I LAE A AWS Management Console 2 AWS Command Line Interface (AWS CLI) 812 A F
GitLab BEREBEAEEMEN.
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® Note

B GitLab EREEEA TRULEENARERF , BIRTERTFRINNVIRSNRALLEERY
BiE , HBEEAABER R HEZ N AR R REEX LR,

8l GitLab BEREBREE A , LAUNBZATEENEN , BRUATEIR. BEREZERHEFH
EHLBRITERENER , FSHREREH NN THERE,

( Ak ) AR ENEE VPCo BXRENTRNMEN VPC BEEENESEE , FSH (A ) TR
M BREEA ML Amazon VPC BLE X EHLA VPC B E# THELFEFH VPC KRF4 .

FFEawTRI R TIE :

- BUMELFERABCEERREN GitLab (RALhRE GitLab #XMOIEZ THKF , GitLab HERZET &
WHrRE# X, BXEZELE |, 55 M https://docs.gitlab.com/ee/subscriptions/self_managed/,

® Note
EERNATOEHRIUEZN KPR ERER,

® Note

USRS EFEEACNEEERNER GitLab , AR ZEETUSRE—EER , 4
i CodePipeline. N FHAFHNLE , EEFHANFAREE.

- BURMERBETREEUTBESENMUBRE GitLab MAFE T (PAT) : api. BXEZELR | &
2 https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html, &40 2 EE 7 = 8l

BN PAT,

® Note

W PAT ATXENRTEN , FRUEECAAFRIBAEZEEH. BREE , EFLLE
B—-NEet PAT , REHEREENZE , MR PAT,
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- 825 GitLab BEERERE (£F8 ) BEE
- BIEE GitLabBREE (CLI) KEE

25 Gitlab BEREE (2H G ) AVER

EAXESREZRH P EEENM GitLab BREEERE, BXE VPC FREFVMNIZER , 1§
SR (k) TREM - EREEAIM S Amazon VPC BiE.

(® Note
BAl, REEREHASIRESE , WRKXERIR ARN F /2 H codestar N HF. &
BI2% ARN R EBEFERS AR EIR , M CLI. SDK =L CFN. w8 F BRSBTSy &
RIRERELSAH,

(® Note
A AN B GitLab BEELZRUEZEN , ARAUEEEZENHN —IHZ4 GitLab BE
HiEE,

FB]A BIEEMN

1. E3FK AWS Management Console , R/F$TFF AWS FF A& T E#ZH& , Wik Ahttps://
console.aws.amazon.com/codesuite/settings/connections,

£ Host (£#1) T+ L |, %8 Create host (BIZEH),
£ Host name (F@mE#) B , MALER T ENHNEF
FiEFRMAED , EFEGitLabBREE,

EURLH , GARKEHEFNEMIRENLET Ko

MREH RS B]|/R/TE Amazon VPC FEER , H BEEEiER VPC | i§1%#F Use a VPC (£H
VPC), & , #i%E No VPC (E VPC).

7. (Wik) WREEHENSE Amazon VPC F | HEEEERE VPC , HiEBFEA VPC H K
PRy V3

o g A~ W Db

a. EVPCIDH , &BEM VPC ID, BRINEMIZEEELZETHMN VPC , SERET VPN
5 Direct Connect 5 83E 48y VPC,

EREE Y
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b. MREEETHE VPC , #RLECRENEENERFELBIEBRRILHIT TLS BiE , &
£ TLS iEBH AL ID, TLS IEBENILEBNLEER.

8. i Create host (BIEEH),
9. ERFNNFAGENEE , EVRSHEEEVHNCIEmRET,

® Note
MRENENREDE VPC BE , BESF/ L0 et ERTNEENMEA 4,

S/ENENIA Pending (FLLE) RS , ARTREE. BXESER , SN REGLEY
EM

Developer Tools » Hosts » dkhost-f7af82a

Delete Edit Set up host

host-f7af82a

Host info

Host name Product Setup status
host GitLab self-managed @ Pending

Endpoint

Host tags i+ Edit

Key Value

Add tag

SR 2 REFLENEN

1. BEERREE.

2. MERRE host_name WH., ERENMAFRITES , R@RH GitLab PAT REUTRETE
HIXPR : o api
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® Note
REEEATEENFER PAT,

Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

3. BRIWEMENG , BERENFMAEETE , FEREVIRSR Available (AT A).
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Delete | | Edit | Set up host
glhost-!
Host info
Host name Product Setup status
iglhost GitLab self-managed ® Available
Arn Endpoint

Host tags info

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help
manage and secure your resources ar to help track costs.

1 &

HIR 3 AlEERE

1. E3F AWS Management Console , RA/F$THF AWS FF A& T E#ZH|& , Wik Ahttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. ERRE  RBRRRERET . ARCIREE.

3. ENEE GitLab FHENERE , BEEFEHE TIEEGtLab BEEREE., EEEEMHP  AAE
BIRAEEN B
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Develoger T 5 nnections » Create conneéction

Create a connection .

Select a provider

Brtbucket GitHub GitHub Entérpride Sérver

e

Gitlab D Gitlab ':.I.I-'--'I'I.J:".___-J.'d

Connection Settings

Connection name

4. ZEURLH , WARSHFHLIFT R
5. WMREEMRSREHE Amazon VPC # |, F BB EERE VPC , 5% Use a VPC (fEA VPC)
HERATBRE,
a. TEVPCID# , %&#BREMN VPC ID, BRANEMIZEERZETYIHN VPC , SHEREN VPN
= Direct Connect 15 EH1H VPC,
b. 7E SubnetID (¥ ID) T , i£3F Add (RMN). EFERH , EBERTENNFN ID, &AL
®ERZ 10 MM,
HRAEMZEERZEENNFN , REFET VPN 5 Direct Connect 7R EZ&EEHH
FM,
c. 7TE Security group IDs (Z£4 ID) T , i&3F Add (RN, EFEF , EBERATEVNNLZS
H, BRZULEE 10 NMNLE24H,

BRABEMSHBERZETVNEZSA |, HiEFEBET VPN = Direct Connect iR B 2% EM
N&L44,
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d. WMREEETHE VPC , HEALSRENEENFEAFELBUEBMEANHNIT TLS BiE , i&
£ TLS iE P AED ID, TLS IEPENZRIEPHNAEHH.

6. 1% Connect 31T GitLab BEREHE, SIEMNEEE RASFLERS. SEALRENERSHEE
EREFEUNE—ANENER. ¥TFENAB , FEA URL,

7. EBREMSLENEE,

8. Gittab ETWERNEN , FALNERER , ARLERER,

9. FER—IENIHE, HPIE—FKHEE , BRELUEETHHEH GitLab K,
EERN,

10. XKEREZEFLRFHARNE, £ 62 GitLab EH” T , fiEEERE EEEH P,

11. #%3$F Connect LA# 1T GitLab BEREE,

BIeIEEER , FERBIIEE, EEFAEEEREEERENE L,

B2 5 GitLabBEEE (CLI) HiEHE:
EALAE A AWS Command Line Interface (AWS CLI) 8122 F F GitLab BT EE M EHMEEE,

Rk, EEEA create-host Ml create-connection %

/A Important

RIAMERT , B AWS CLI s8I/ %ERE AWS CloudFormation &t FPENDINGIRZS . {EH
CLI s 82 E# /5 AWS CloudFormation , 24| & i EREUEEL FIRASAVAILABLE,

SW 1 BIZAT GitLab B{TEEMEH (CLI)

1. FTFFLU ( Linux, macOS = Unix ) Ras T HRREF (Windows ) o AWS CLI EHIZ Tcreate-
host@i®s , --provider-endpoint N EMEREIEE - -name--provider-type, M., ELLRHI
h E=ZHEHEFEMHA GitLabSelfManaged , RiFT AN my-instance.devo

aws codeconnections create-host --name MyHost --provider-type GitLabSelfManaged --
provider-endpoint "https://my-instance.dev"

MREY , R B FEEELULTREN TN Amazon BIREH (ARN ) E5.
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"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , =V T PENDING IRES,
2. EUTTSERSG , FHBHAEERENREH G ENBE Available IRE,

SR 2 HERHEFIREFLENEN

1. &3F AWS Management Console }#TFFF K& T E#ZEFIA , Wik R https:/
console.aws.amazon.com/codesuite/settings/connections.

2. FARFEZTEENREFFENERN Available RS, BESH REFLEHE,

F 3. 7 GitLab B1TEE (CLI) BIRER

1. $TFFLU ( Linux, macOS = Unix ) s S RARAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
connectionfis ¥ , --connection-name N EMIEREIEE - -host-arnFl,

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MR , Za S RHRERCATRENERE ARN 5.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. HEUTHRSF , £REHEREFULENEEE,

SR 4 EEH AP EK GitLab B REEMESRE

1. &% AWS Management Console T F X & T E#ZHI& , Mt Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. EARHAREFLENERE , HHEEBE Available RS, BXEZER , BSH EfE
RCRYIEEE
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FRIEEZEE RAriEmE

ERTERAEE

BRINER T , Bid AWS Command Line Interface (AWS CLI) SR &I #9iE# AWS CloudFormation &b
FPENDINGIRZS. £/ AWS CLI SBI&iE# /5 AWS CloudFormation , 5 A & & EAMEZ AEELL
FIRASAVAILABLE,

(® Note
BATEREHAEMSLENERE, BT EER AWS CLIEFSAENIERE,

BXREARGARAE=ZFRESRMIEEN , EXTEASENERXBNRETHNERE=FRHES
B OAuth #F.

BRI LMERTRAR TREF A TRIERNIERE,

SRR

—

I AWS FF R E T E#EEIA , Mik A https://console.aws.amazon.com/codesuite/settings/
connections,

EERE > B

N

FETREEN AWS K7 X BRI PR B IEZR B o

3. EEMH , EREENNEREEZENER.
LHIREFEEE Pending (4L 38) RASHIEREERT , Update a pending connection (B #T{FCEERYIE
%) 8T RTH.

4. %$F Update a pending connection (B34 EBHER),

5. % Connect to Bitbucket (E#E| Bitbucket) T _£#Y Connection name (E#EE W) F , RibE#E:
& o

£ Bitbucket apps (Bitbucket NATRERF) T , EFE— MR ARFZENIER Install a new app (L3
MM RARER) RUB—IMNARFRE.
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps

Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

6. ENAREFLTERNEL , —%BEEERiIZ AWS CodeStar B AR F E =i E ZFEH Bitbucket
k. ERRFIHENR,

adWs

NN

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeE[lEl

7. RETRHRENERE D, EETHIEE,
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BI| e 42

WA LAE AT & AR TE#EH A5 AWS Command Line Interface (AWS CLI) A #Y list-connections @5
BREFLIKF PEESIX,

HiERE (25 )
Bl %

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections T FFF & TEEHI &,
2. 1%3%F Settings > Connections (IR & > &),
3. EFEEMNAN. REH ARN,

Sl HE#E (CLI)

B AERYEESE =S RBEEENERE, AWS CLI XN TFEENERFXRBKNIERE (flns
GitHub )l fRFEEHIESRE ) |, HESREEH ARN,

HIt |, EEA list-connections 5
Hl| HE $3

«  $TFFLE (Linux, macOS = Unix ) X HFRAAF (Windows) , REERAETHS. AWS CLI
list-connections

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

A R S CAEII Y

{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@Obc441f",
"OwnerAccountId": "account_id"
.
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{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
I
1,
"NextToken": "next-token"
}
1l B % 4

& LA FF & T B4 A= AWS Command Line Interface (AWS CLI) H1#Y delete-connection @35
St il BRZE 12
F&:

- MIRRER (2HE )

1. 7E https://console.aws.amazon.com/codesuite/settings/connections I & TEEFI &,

2. 1%3% Settings > Connections (IR & > &E#).

3. EEEENYP , ERENERNEENER.

4. 1%&# Delete,

5. EFERPHA delete SUFAIA , RFEZRMIBR,

/A Important
HFETERH,

ERER T


https://console.aws.amazon.com/codesuite/settings/connections
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il BR3ZE 3 (CLI)

&ALAE A AWS Command Line Interface (AWS CLI) il BriZE$E,

HiIt |, FFEA delete-connection f8 5 o

/A Important

BITZGSE , FHREE. FTERMEABRIANEE. SUNARINERE  BEFREEFEH
Amazon FiREF (ARN),

i B i 432

o FTFL¥ ( Linux, macOS = Unix ) B IRTAF ( Windows ) » f£fiE1Tdelete-connectiondn
T, EEEMRAVERN ARN. AWS CLI

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

Z T AREEMRNE.

N ERBIR A AR
REREH AWS HELA AWS BRI B ELEMRE, 8N AWS REEMEH AN -

- ¥REH (Bl , CostCenter, Environment 5 Project ) . HiERX D KNE,
s —ANMHNFEENAEFER (FlE0, 111122223333, Production REARET ) . EHIEZEE

FEREFZHENREE. SHSE—®  FXERSKXNE,
XLEWEHRNE/EX,
BOLAEAEHI B CLI RFR1IERIR.
B LATE AWS HFRIEEL T B IRZEE CodeConnections :

g
. M
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XESBRRBIZEECLLETHWEREHRA AWS CLI i EEFHBIYFTRAE, BXEZELR | HSH AWS
Command Line Interface FA ¥R %% AWS CLl,

BT EARZIRG, ALAFBEREWERRI , BETTLAE AWS Identity and Access Management
(IAM) KB ERAREREPRFNETUAEELN BT RHAEZRE, BXRETHRENHEREETE , &
S FERRZ I3 AWS CodeConnections & R EY 177 B AR o

F
s FRERR (EBHE)
- REHEIR (CLI

RCRR (2% 8A )
BT LAER B AR, ERTSMBRE SRR EAIRE,

T8
. NEBRABFIRE (2HA )
- EEEEARNES (288 )
. BEEEARNES (28 )
c NEERETHIBEE (2HA

)

NERTRRNIRE (£2FE )
& T LAGE R 2 5 & I A E ESENRIIRE,

(® Note

UIRHBRENIRMERS ( H120 En GitHub terprise Server ) BIZ2iE#H HE N BB EHRR
i, AIEBENRERSRMEEEY, NREFEVNER TIERE , WA AEMIRIEE.
MBEERIREFMBEN , HEALLHS R,

NN IR

1. BFIEHE. NEMERF , BRIRE,
2. 1£ Settings (% &) T , %£$F Connections (E#), EFEEEITF,
3. ERERENEE. KNFERERRERH,
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4. 1 Connection tags ((E##Fri2) T , 1% Edit (4w#8). Edit Connection tags (44BIEERL) WM
BEEDE R,

5. ERNEFRD , MAZERNMNSERENE/EXN. (EFRAITET, ) flw, £8+ , &
A Project, E{EHY , i A ProjectA,

Edit Connection tags

Connection tags

Atagis a label that y

Key Value - optional

Remove tag

Add tag

6. (A ) ERFIRELURMSTHBAS MR,
7. & Submit (12X). REEEERE T H,

N ENRIIRE

1. BRIEEHE, NSMERP , EFRE,

£ Settings (IRE) T , i Connections ((E3£), & Host (EH) ET+,
EREHEENEN. FERENIZERE,

£ Host tags (EHFRZ) T , 1% Edit (458). Host tags (L) RHEEENE R,

ERNEFEYD  MALERNMNSANSHNE/EN, (EFRNITED, ) i, Z8H , &
A Project. Z{EY , A ProjectA,

o M w0

Edit Host tags

Host tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage anc
ecure your resources or to help track costs.
Key Value - optional
Remove tag
Add tag
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6.
7.

( A& ) % Add tag (RINARE) BURINZATH A ENRA S MR,
EERR. REEENRE TSI,

EREERRNRE (2F 8 )
BRI LMEREF S ER N RFENRE.
EEREENIRE

1. BRIEBEFE. NEMEBRTP , ERRE.

2. 1£ Settings (% &) T , 3% Connections (E#), EFEEEITF,

3. ERETENEE. ENFNERERRENH,

4. £ Connection tags (E#EFRZ) T , £ Key () # Value (fB) I TEFEENIFZ,

EFFIAIIRE

1. BRIEFE. NSMBEBRTP , EFRRE.,

2. 1E Settings (I%i&) T , i£4F Connections (E##), 1%£$#F Host (E#1) £+,
3. EREEENEN.

4. 1f Hosttags (EW#Z) T , £ Key () # Value (fB) 5 TEE EHHHRZ,

RBEETRNVIRE (2F 8 )
&R LA R 425 & R 4R 1B BRI R E R RAIIRE .
IRBIEENRE

1. BRIEBEFE. NSMEBRP , ERRE.

2. 1f Settings (IRE) T , %&#F Connections (E#), EFEEEDTF,

3. EREREMNEE. LNFERERRERH,

4. £ Connection tags (E#EFrIZ) T , &% Edit (45%8). Connection tags ((E#E4riZ) TTHEIBEEIE
TNo

5. ERNEFRY 6 REFEENENFERMNE. HlW0 , T Project # , HEF , I ProjectA
E XA ProjectB,

6. & Submit (}EX).
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REENRIRE

1. BRIEHE. NEMEKRF , ERRE,

2. 1f Settings (% &) T , 4% Connections (E#), #%$% Host (E#1) &I+,

3. EBRERBNEN. KEFERENRERE,

4. 7£ Host tags (EHFRZ) T , & Edit (47%88). Host tags (EVHRE) TWEBEENE o
5

ERNEFZERY , REZSEENSN N FERWE, fl10 , X¥F Project & , EED , ¥ ProjectA
EXH ProjectB,

6. % Submit (BX).

WERRBR BB (254 )
SR AT A e 2 M AR P AR, BB BREB MR | T AR MR
B RO BR S

1. BFRIEFE. NSEMEKRP  EEFRE,

2. 1£ Settings (% &) T , 3% Connections (E#), EFEEEITF,
3. EREREMNEE. HEERERRERTE,
4

£ Connection tags (GE$ZE#ric) T , iE£3F Edit (%%%). Connection tags (E#EFric) R HEFEEIE
o

BTXR , X TEERBRNSMIENRBANE , EERRFZL,
6. EERXR.

o

T BR EATLEY PR

1. BFRIEHE. NSEMERP , ERRE,

£ Settings (IR &) T , #%# Connections (E3%), #%# Host (E#1) &I+,
EREHEEN TN HFERENIZERE,

£ Host tags (EWRZ) T , 1E#F Edit (%%5). Host tags (EHHFX) THEHFERE T
BETXR , XTHEERBROBMIEHNRNE | EFBBRITZ,

EFR R,

o o K~ w0 N
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FRERR (CLI)

EAILAER CLI EEERR EEE. M. EHIMEBRIFE,
£}

o ENEFERBRINEE (CLI)

BEEHEERRHRZ (CLI)

s WEEERRENRE (CLI)

o MIEEBREPMERIRE (CLI)

6 EE £ R R AN B4R (CLI)
AT LAE A AWS CLI RFRIEIEREF TR,

FELRIHR AP TITIZIT tag-resource H , HMEENHFMIZLEH FIRH Amazon FIRBZF (ARN) ,
RERMOFENRNE, !EJT_IJ«XPMH%AWEO

REERNIIRE
1. NIEWFERIRE ARN. R ERHE JIHIEEE 8 list-connections A3 7 RIREXEH#E ARN.,

2. HFERIRRBTITH , 15T tag-resource o

HARBRARARARHBRBRARARARAZR PTO] ec t HHAHAHH#AH ProjectAR#RARABHHHIH
ReadOnlytrue#

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

MREY , ZH S TEEEAAR.

N ENR IR
1. RIEHNHFFIRM ARN, ERAERE JHE BY list-hosts &5 HRIRELEH ARN,

2. HFELRIRRWBTITH , 1517 tag-resource i,

HARBRARARHARHAHBRARARHRAA#HR PTO] ec t HHARHAHH#A# ProjectAR#RABABHHH#H
IscontainerBasedtrue#

EREE 117



FRIEEZEE RAriEmE

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

MREY , ZHSTEEEFTRE.

BERERERRAIIRZ (CLI)

AT LAMEA AWS CLI REFEZERRN AWS IR, MRERBMFL , MRENIIRAZE, FH
list-tags-for-resource I HEE ERMENEZER ENHFZ,

EHFEENRE

1. REWFRIREARN, FEAERE 5 HIERE B list-connections i3 RKIKREUEEE ARN,

2. HARRIDBTITH , 1217 list-tags-for-resource 5T, Fli , AU TS AEE EZENIRSEMN
HEESIR,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

R FIREEHRRENRE, WREIERT NIERREHNHANR-EX,

{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
1,
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
ERFEIRE

1. AEHEIFIRE ARN, EAERE 5IHEH B list-hosts 855 RIRELEHL ARN,
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2. BELRIRHEWHITH , 1217 list-tags-for-resource . Hl , FRUTHSAEER EVHNIRZEN
REER,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

B TREEHFRERBENRE. WREIERTAENREHHNRB-EX,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
b
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

SEEE ORI (CLI)
ARETBMER AWS CLI RBERBMFE, SaAERIE RN ERFMNE — M,

FELIRE W B ITIET tag-resource H , BEENHEFHEWEIREN ARN , HIEEEEHNIRSE
MIrZE,

WERER , AAAREENRSRBEREE  MESHERIFENEAREREPFEEN. Bk
Ban A DAY RE N WAV R -E XA,

IRBIEENRE
1. REWHRFRIREARN, £HERE 5 HIERE B list-connections i3 KIREUE#EE ARN,

2. HAWHBTT

el

® |, 1217 tag-resource o

FELERBIAR |, 8 Project WEFERRN ProjectB,
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aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectB

MR, ZH ST REFAANST. ERIESEZRKNFE |, 1H121T list-tags-for-resource s
T-'o

REFINRE

1. REHRFIRE ARN, E£AERE 5HEH B list-hosts I8 HRIREXEHL ARN,

2. HELARIBHITH , BT tag-resource T,

FLRGIH |, 8 Project BNEFFEHNN ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB

MRRY , ZHSTREEFAADT. ERIESENREKMIRE | i5&E1T list-tags-for-resource

AL
To

MIE B IR M BRARZ (CLI)
BREBUTSRER AWS CLI NRRFBBIRITE, HEBRIXBRBROTEN |, NRRS LM,

(® Note
o0 SR BREESRFR , N MM BREY BRI BRFF B AR R ER . HEMIBRER B IR 28 , THEMIER
R,

LR M BITI21T untag-resource W , IEEEMNFHIBRIFZH FIRH ARN AR EMBRAIREMIHR
LR, flm, EECEABEREN P ro ject and KIEE ERIBRZMNRZ Readonly , BEAUTH S,

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0bc44lf --tag-
keys Project ReadOnly
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MR, ZH ST TREFAANS. ERIESFRIBKNIFE | 51217 list-tags-for-resource 55, 4
8 RETE 2 M BRIFRE,

{
"Tags": []
}
EEERFHAGE

B LAME R & T E#% A5 AWS Command Line Interface (AWS CLI) Y get-connection @53k
EEEENEMAEE. EFEHA AWSCLI, BUMELTE T WHRIRA AWS CLI S EFHEI HFTK
X, BXEZELR , iS00 AWS Command Line Interface A5/ FHIZ % AWS CLl,

EERER (#£%8)

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections T FF & T B #HI &,

2. 1%$® Settings > Connections (IR & > E&).
3. EBREEFNEEZUNEYA , RFERE View details (BEFFAFEE).
4. WEPRERUTEEEER :

o EEEW

- EENRHEREKE,

o EERS

* E% ARNo

- MREEEHNECLZENEMER ( HI0 En GitHub terprise Server ) BIZH |, N H 5iZEZEREHN
FHER,

- MBEZEENECLENIRMERE (HII0 En GitHub terprise Server ) 8128 , NEEEZEENE
PXBENIRERER,

5. WMRZEENT Pending (F038) RZS , EEAER |, B1E#F Update pending connection (E#7 5
WEWEE), BXESER , FSREMSLENERE,

BEEFEE (CLI)

. HFERIFRHTITH |, iI51T get-connection @5, Fla , FALUTHHITESE ARN E
A arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab0bcs4lf MEEMNIFMAEE,

EREE oY


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections
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aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

MR, W aw 2R EEEFHMEE.

Bitbucket 3E /Y fi /R BI -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub E#289 fai tH R B

{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub 1) fR %585 E 1280 5 /R -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
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"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"

}
}

ERAEN

EHEI DL ENRMEEFER (W0 GitHub Enterprise Server ) BiERE | FE &FERH AWS
Management Console Bl E#l, FHNREVNENERR , ATRTZEREBFNEMRE, REFE
RiZzENCIRERE, BXEZER , FRAEAEE

Bl |, EREERVE-—NEN , LMENENRUEBIME=ZSRNABFURTENEMIZR, NER
HEFRREGE-—IN N, AEEZRMHEFRRENmMAEERESEAZEN.
LInFERAEHACER D RENIRMEFIEA (W GitHub Enterprise Server ) BUERER |, BHIA LR
ERIEENEIR.

FH

- BIEEMN

- RESLENEN

« SIHEMN

- wEE

o MIBREA

- BEEFHFHAEE

BIEEH

BTl LAE A AWS Management Console 3 AWS Command Line Interface (AWS CLI) R85 %
RELHNEMEN ENE=SRBEFEEENEE, W, BAsElt GitHub )l RFEFEN EIAHLE
Amazon EC2 3£l £i21T, ERIEE GitHub 1 fRFESHIEREZH , EEER TEZEN EN.

BREZEZERHBFNEINCETHERENSL  FSHAEREHR NN TERE,

FEABIRY R T .
o (i) MREBBOEFTE VPC WEN , BLTELNETNERELMES (VPC) ,
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o BAMERIERH , HEMNREITRIERE VPC , NFENZHEIEH VPC ,

@ Note
1 VPC —RABERBKR—PEM,

(AIE ) EAIBUA ENEE VPCo BXRENTRNMEN VPC BEENESZEE , HS (A ) TR
& BREEN ML Amazon VPC BLEMX EHLA VPC B E#H THESFEFH VPC KRFM

EFEAEHEZENURE GitHub il FRFERMNER , BSNIEER GitHubibll fRSS 2R
(EHE ). BEREFNEIR-DMEN.

EEAEF A BN AEESD GitLab BTERE , BFFHMES GitLabB REZENER, BHEFH
EeIE— 1N EN.

( Wik ) BREH . BREEAMER Amazon VPC BLE
MREREHEMIREERE T MEERE , WA UBIEATRE,
MREENREERE VPC FiGR , BEARBREZINERUT VPC EXR,
VPC ER
BRI UL R M 0BT H VPC XN, UTR—# VPC EX , BEABURTENZEKIREN VPC,
- BULBETELENIMEFNHAE VPC, MRLEEEHIEN CIDRRHFM , BATLH AWS

T fERRRIA VPC,

- MREEETHIE VPC , FEEF GitHub 12l IR S5 85 LA EC & Iy 62 F IF 2 HIE R R AL AT
TLS BiE , MEBANENENRIFRHE TLS iEB,

o HEEABENENR | FRHESIEBTF Webhook B9 VPC KixT7 =R (PrivateLink)e BXEZ(E
B , i85/ AWS CodeConnections F#Z O VPC £ ixT = (AWS PrivateLink).

- ZEHHRE
- ENCIBHRMEANZSATEATFMEEDEREE GitHub 1l BR 5525 S 51 AY A 3k H 55 )
- EEFEW E GitHub nterprise Server 3k ( TR EHREN —0 ) NELHAEZEERBTEZEE
HY P 4% 43 O Bt 4T A YA M H va 15 ).
« B VPC FRLA THEMEXEN AR ATAXH, ATAXE AU REH A7 AXHHREN R
B, BNFREBLTEENT—NTARZA , TREBEESMNTAK,
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BXfEHA VPC MIFMHEZELR |, 1§51 Amazon VPC AFIEEHRM 7 IPv4 #3417 VPC F1+ME

2,

BRENRERMEY VPC ER

ET—SHhREZBREINERN , EERHUTRE :

« VPC ID : &% GitHub 1)l fRZ-83 L HIAY fR5-85 5 7 LAEBIS VPN = Direct Connect 58 8 238
GitHub &\l fR55 253265189 VPC B9 VPC #9 1D,

« —MNO@ HZNTFM ID : £3K GitHub 1)l FRSS2F2 68V BRSS8589 7 M ID = A& VPN = Direct
Connect 17 8] B R/ GitHub 1l BREZ-2ES2HI8 F M 1D,

c —MNO@ HENREAE T GitHub 1 RFEEZHINRF N EZ A |, HETLUET VPN =
Direct Connect 758 2% %M GitHubS\ R BFEHIN R 2 4H,

- KRTR  EREFEIRSH[LETR , FRET—F,

BREZER , 28 VPC RENEENHEHE |, SR N ENM VPC BEHITHIEIE.

PPRE R

ERENNCEIREN —2D , KEKE AWS CodeConnections B & & REH VPC £, XEHE
— AT AWS CodeConnections R EHHFEHIMEEED , AR —MPrivateLink A T 1&32 webhook
EIEZEREEHHEN VPC RiRT R, N THECNIEXENMEZRR , FHRRATLURENHN IAM AR
BENUTHR :

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

BX VPC A RFEHERREHBRNESZEE , TSR I VPC BE# THEHE,

< Webhook VPC KiET S MEZE L |, 1§55 AWS CodeConnections F## O VPC KiFT =
(AWS PrivateLink)o
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F&
- SIEEEAEN (2H5)
- BIEATERENEMN (CLI)

BIEEENEN (2FE )

FFRAFRENER , lIE E GitHub nterprise Server = GitLabE R EBHIERE |, B UAEREN
RERTRERE=ZFIBHENEM BN RR

@ Note

Bal, MREBEAEHACEERE , IRASERIRE ARN ARS8 A codestar EENHTR, E
BIZE7E ARN FEGEZRSIBHVRIR , A CLI, SDK =5 CFN, W AR MRS IR E
BN ERERBAEF,

ETHRAXE VPC FIREENMEREN , FSM /2S5 GitLabBEREEMNIEE,

EEAEHEEENURE GitHub il RFERMNER , BS NI EER GitHubdbll fRSS 2R
(EHE) . BRERAERE-DEN.

EEAZEF A RN AERESD GitLab BTER , BSHMES GitLabB REZERER, BHIEFH
EeE— 1N E.

® Note

B E GitHub nterprise Server = GitLab B R EE K~ ReetIEZ —REW. BERE GitHub
RSB GitLab BITEEIK WA B EEANERAR —& .

Sl TEZENEN (CLI)

EAILAE A AWS Command Line Interface (AWS CLI) h B Z&EHEZE I EE W,

(® Note

8|4 GitHub Ml fRSF BRIk R el —IREH. L54E GitHub b BRSS 27tk S B FT A E &
#HREAR—aEH.
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FRTEREA RFEE
BANEAENRERRZER=ZFRERFHEMRBHLXIRT R, EFA CLIMIBREN , BEA
create-host B8 %o, FTEREMNGIERE , EHAT Pending (FFALE) K&, REEREZHNHHEETH
Available (ATA) R%S. EHTRE , TREBEZENS R,

/A Important

RINVERT , BN EN AWS CLI & FPendingihZS. FH CLI RIEEN/E , JEHE
HEREEVFEEIRSAH Available,

EFEAEG A ZENURE GitHub Il BRSSRIERE |, S A LIEEH GitHubdbll fRS5 251E 5
(#EHE) . BRERAEE-DEN.

EEARGERENHERET GitLab BITER , BTEZHUES GitLabBEREEREE, BHE™H
EeE— N EN.

REFLENEN

ZRINER T , B AWS Command Line Interface (AWS CLI) 5 SDK #1228 4 F Pending
RS, EAEGA. AWS CLI 5 SDK f|Z—MNEERE , AR & REENAERLRESR
Available,

BHMEBE—NEY.,. BXREZELR , S Create a host (BIEEH),

EREFLEAEN

HBEMNE , ELT Pending (fFALE) RE. EREHM Pending (FF4L3E) & Available (7T ) 1R
D, BEREATEIR, LEIRRRTEE=FREEFNETF , MEEEN LEM AWS EZNRE
FFo

1. H¥AWS FAITERFHA LEHNENERN Pending ( FIE ) IR |, #%$F Set up host (REE
)

2. WMRMEIEEN GitLab BRERIZREY , MSERNEENH. ERHEMAVGECSHES |, NEEH
GitLab PAT 2L TSEE 48 /MY PR : apio

3. EE=HLENREUEFEZTELE , #I0 GitHub Enterprise Server X NHE L , IR HIMIE
™, BEAZNKFEIERR,.

4, ENRAREFZERMEL , £ GitHub App name (GitHub S FARFEH) & , AENENRENN
BAREFNBF., %#F Create GitHub App (B2 GitHub R AREF).

EREM 27
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5. RINEMENG , FERENFAEETNE , HFETSEVIRS R Available (R A)o.
@ Host successfully set up b4

MyHost-e8b08e2c

Host info

Host name Product Endpaint Setup status

MyHost GitHubEnterpriseServer https://test @ Available

6. EXANUTAR , B AR ER, EHINEIEL |, %% Create connection (B]ZiE#E), T
Create a connection (BIZE#) PR IR,

B EH

WA LAE AT A A R TE#H A5 AWS Command Line Interface (AWS CLI) F#Y list-connections @5
BREFLEIKF PEESIX,

B, (B4 )
TH A

1. 7E https://console.aws.amazon.com/codesuite/settings/connections I & TE#EFI &,

2. &FF Host (EHl) BT+, EFEZHMER. REM ARN,

Hil i E= L (CLI)

ARSI AWS CLI HERENE = A REmEREN N,
ALk, EERA list-hosts T

ZHHEMN

s ITFFLE (Linux, macOS = Unix ) s HRTAF (Windows) , REFEAETHS. AWS CLI
list-hosts

aws codeconnections list-hosts

A R S CAEIIY -
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{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"
}
]
}
wmEEH

A LAREEAL T Pending REENMWENIRE. LA LHEENA, URL =X VPC EE.
TR E -1 URL AT Z M EM.

® Note

ETHBXE VPC RIFEXHAEESZM , TSR ( 1k ) RFH - BHIEREN LR
Amazon VPC B &,

EREE

1. £ https://console.aws.amazon.com/codesuite/settings/connections T FFF & TE#E &I &,
2. %4% Settings > Connections (IR E > E3#),
3. %&$R Host (E#) &I+,

2B REEN AWS IKF X , HEIEERN AWS KSR G2 E,
BRBEENA , WTE Name (BF) FHAFE.

EREFNLHETR , WE URL 8 AHE,

EREEHI VPC BLE , i5% VPC ID FH AF{E,

%32 Edit host (JREBEW).

HETREHIGHIRE, %4F Set up Pending host (IR BFLEE),

© N o o &
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https://console.aws.amazon.com/codesuite/settings/connections

FRIEEZEE

RAriEmE

I BR =4

BT LAMERFF & T E#4|A 5 AWS Command Line Interface (AWS CLI) Y delete-host @55 Sl Bk
M,

£

- MIBREN (EFHE )
. MIBREH (CLI)

MEREN (2B E )
EMIBRE

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections T FF & TR HI &,

1%3#%¥ Host (EW) TR, £ Name (B#) F , EFEER RN ENEIE K
1£1% Deletes
EFERDEA delete LHAIA |, REIEZRMER.

w0 N

/A Important
FETERH.

il BR ZE 4L (CLI)
#& T LAE F AWS Command Line Interface (AWS CLI) BiBRE#1o

HIt , EERA delete-host a5 5o

/A Important

HMFMERE EVREROFFEER , R M BREN.
BiTiZwTE , FHEREN. FEREMEIAXEE.

EREM
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https://console.aws.amazon.com/codesuite/settings/connections

FRIEEZEE RAriEmE

ZMIBREN

T FF LR ( Linux, macOS B Unix ) R HIRREF ( Windows ) » ERIZ1Tdelete-hostin © , 1§
E AWS CLI ZEffBREY E A Amazon BIREZ R (ARN).

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

Z T AREEANE.

EEXIFMEER
BAILAE AT & T B4l A5 AWS Command Line Interface (AWS CLI) F#Y get-host T B REBEE
MEEAE R,

EEEINRMAEL (2HE )

1.

&% F| AWS Management Console , A/EF FF https://console.aws.amazon.com/codesuite/
settings/connections LW F X TEEFH &,

1%£$F Settings > Connections (1R & > iE1%) , A/F%ERE Hosts (EH1) &I+,
EREEENENZLNZEE , RAFEE View details (BEFEFAER).
WA ERUATENEER -

- WA,
- EENRMERERER,
- RREMEFNEMZENKET S,
o FHMIREBRS. HEZFEZNENLT Available (TH) RS, WRENEHCRIEEBIRE S
RFER , MEHTEEL T FRRFIRES.
AT R ATRERVIRAS
- PENDING (403) - ZHETHM IR , F AR FELIEEHN LIMREEFRNARFITHRIR
=
« AVAILABLE (FTH) - ENEEHBIBMEE , THTIEE,
- ERROR ({5i%) - V8IS EMIEP HE,
« VPC_CONFIG_VPC_INITIALIZING - IEfESIZEHH VPC BLE,
« VPC_CONFIG_VPC_FAILED_INITIALIZATION - £#l# VPC Bl BB ZI45 1R H £ M.
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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« VPC_CONFIG_VPC_AVAILABLE - £#l#y VPC BLE 2K IREH B,

« VPC_CONFIG_VPC_DELETING - IEFEMiIBREHLH VPC BLE,

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [

5. EMBRZEMN , FiEZF Delete (HIER)o
6. WRENNTF Pending (FFLE) KA , ETHKIRE , BIEEF Set up host (REEH), BEXEZ(E
B, EZRARESAHENEN.

BEEEFHFMES (CLI)

«  FTFL¥H ( Linux, macOS = Unix ) S FIRTRAEF (Windows) , R EMAIE{Tget-hostin ™ , EE
EEEHEAEENEVNMLSHEREF (ARN), AWS CLI

aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605

tear m R E L T 5 .

{
"Name": "MyHost",
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"
}
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XN EREFERECHRLSEE

£+ AWS CodeConnections , & 7] LA FHEZE N AWS BRIRKRERBIE =1 F6FE , B0 Bitbucket
Cloud GitHub, E GitHub nterprise Server # GitLab, fEHCFN_STACK_SYNC[EIZHER | & LL6l|E
BFHE , ZBEE AWS AFES Git FREFHNARUEFHFIEE AWS &R, AWS CloudFormation
EEEER , RS LUEA Git sync E52RASHNEEFREPERERERNS B,

BIEERESE |, B LUERER CLI 2 AWS CloudFormation &I &Rl B FEEEENELSEE,

o TRREREGEEE | AR SRR SRR Git FHE B QBRI 7 FESEEME Git B EER
BIENMESEE Git FHEPNXHFER.

- BSEE  £RARLSEERS Git FRETFNABTUEFREE AWS HiR.

METHRESZELR , 35 AWS CodeConnections APl $#,

B {AfEH AWS CloudFormation 4l & AWS CloudFormation ik Sl 2B S B BHHE | iF
¥l CloudFormation AP #EEF A AWS CloudFormation Git synce

™

£}
- ERTMEERER
- FARPEE

150 P 17 P e 432

T EEESERNIEZNN Git FHERSIEXEK, SE£EAW Gitsync MIZIETE Git BEH
XHENEHRHFEELSE AWS CloudFormation 4%,

BEXROCEHENEZEER |, 5 AWS CodeConnections APl %,

£

- BIETM R

- BT

- B EE gk

o M BR 17 i P G4

- EEEREREFAGE
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html
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DI 7 ik e 432

&ALAE A AWS Command Line Interface (AWS CLI) B create-repository-link@i S EE N ER 5
IR S\ BB T 1 BE 2 (R B R A 32,

EOIRFHESREC , EXNCELERAR=FREEIE THABFRE , FIL0 GitHub,
B2 70k e 432

1. $TFFZU ( Linux, macOS = Unix ) R SRAAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
repository-linkis 5. IEEXRBKEEMN ARN, FIEE ID MEMES .

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/@01f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. W TFRHREL TR,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

ERTF B ek

EAILAE A AWS Command Line Interface (AWS CLI) F #Jupdate-repository-link @ 5 SR E 118 E K 1F
fi PEBE 1%

BB ERENUTEER

e --connection-arn

e --owner-id
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* --repository-name

U EEUESFEHEXRBFNIEEN | TUENEMEESEE. EARAEMERE  SEEREERE
ARN, BEXEFEE ARN WESR K FSREFEZFAEE,

5B R 17 1 o 4

1. #TFFLIR ( Linux, macOS = Unix ) RapH1RREF ( Windows ) » f£/1=1Tupdate-repository-
link&s & , NEHESZEEEEFHNE. AWSCLI il , LTS NEHNSEMEESR ID X
HiERE, ©EA --connection SIS EFHMIERE ARN,

aws codestar-connections update-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. MeanTRRRE L T

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefch2167",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

Bl i 1 i o 42

& T LAME A AWS Command Line Interface (AWS CLI) # #Ylist-repository-links @ 55 51| Hi #& i F= #9176
ek,

Bl i 1 i o 42

1. $TFFLU ( Linux, macOS = Unix ) SRR ( Windows ) » AWS CLI £ AZ1Tlist-
repository-links o
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aws codeconnections list-repository-links

2. MeanTRRRE LT

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

) BR 1 e B 42

EALAE A AWS Command Line Interface (AWS CLI) B delete-repository-linkan 4 S il Bk 174 & 4%
#.

DI RS e R BV AR B RIS EE |, AR5 sell Rz B a4,

/A Important

BTEZmTE , SHRFEESEE. TERMEAEIATEE. SUNCIEFNFEESEE 8
TEEEFEH Amazon BIREBAF (ARN),

) BR 1 i e B 42

-  ITFFLY (Linux, macOS = Unix ) @ HIRRAF ( Windows ) » fEHiZ1Tdelete-repository-
linkdn 4 , ¥87E AWS CLI Effl BRI F % EESE 1Y 1D,
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aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

Z T AREEANE.

EEFRESEFARGR

BAILAE A AWS Command Line Interface (AWS CLI) F#get-repository-linkis & R E & B X E M E
SHENIFAEE.

EEFMEHEFTARR

1. ITHL¥E ( Linux, macOS = Unix ) a1 RAF ( Windows ) o AWS CLI fEfi1z1Tget-
repository-link@as 5 , 15E 7R85 1D,

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. MeEarTRHRE L T

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0bc441f",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

EHESERE

RFREEEEENFHENEZBGEXEK, CRARSIEENES Gt FREFNABTUAEREE
AWS iR
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BXREENEZEELR |, 15 AWS CodeConnections APl %,

E:
- BIERSE
- EHRESE
- JHRESE
- HIBRE D E
- EEESE

[

HAEE

tIRESEE

EAILAE A AWS Command Line Interface (AWS CLI) i Bcreate-repository-linkis S EE N ER L
B S\ BB 171 P 2 B B R o 2,

HOZESEEZH  BLACEEEENFE=SFHEEF B2 T FiEFaE,
BERSEE

1. #TFFL&R ( Linux, macOS = Unix ) s TRRAF ( Windows ) » AWS CLI £ fiE1Tcreate-
repository-linkis 5. EEXBEEN ARN, FiEE ID NE#EEN. ATHSEE— I EZ
BiE , HEPEBEATF AWS CloudFormationF &R, ©EEE T EEES I MEFEHEPHE
BN, FEILRfFlH , BRIRR—NE N mystack B3R,

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. WS FREL TR,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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}

EXMESEE

& A LATE AWS Command Line Interface (AWS CLI) ##£f update-sync-configuration @5 E#IEE
B EE,

BRLEFRRSRENATES !

* --branch

+ --config-file
 --repository-link-id
* --resource-name

e --role-arn

EXMESEE

1. $TFFZU% ( Linux, macOS % Unix ) s SR RAF ( Windows ) » fEFIZE{Tupdate-sync-
configuration@n ¥ , EEEEMWEUAR B REHRMELEE, AWSCLI il , A TwSER --
branch ¥ EHMERTEEXEKHN 2 XE .

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. W TFREL TR,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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5| RSB E

& A LATE AWS Command Line Interface (AWS CLI) £ list-sync-configurations @ %1 tH £  F~ &
i 75 1 P B 52

BI| 1 PR B

1. $TFFLER ( Linux, macOS = Unix ) s S RARAF ( Windows ) » fEHIEZETlist-sync-
configurationsip %5 , IEERS R B MEFMHEEEE ID. AWS CLI

aws codeconnections list-sync-configurations --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. MeanTRHRE B T

"SyncConfigurations": [
{

"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173"
"RepositoryName": "MyRepo",
"ResourceName": "mystack",

7’

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

R E S B B

BB LAFE AWS Command Line Interface (AWS CLI) F A delete-sync-configuration &5 il Bk [E 2 B
=,

/A Important

BITZwSE , SHRESEE, FEREARINTFE, EUUCERFNESERE , BL%
BEE A Amazon BIRBF (ARN),
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W ERE S E B

«  FTFLURH (Linux, macOS = Unix ) i FHRRAF ( Windows ) » EAZ1Tdelete-sync-
configuration@s ¥ , 3 AWS CLI EERIE 2 BB 15 E [ 5 K B R E IR A o

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

Zan T TREEARR,

EERSEEFAESR

BATLAE A AWS Command Line Interface (AWS CLI) F#get-sync-configuration@i B REE RS EE
M E S

EERSEEFMAESR

1. $TFF%¥s ( Linux, macOS & Unix ) Bar HHRRAF ( Windows ) . AWS CLI A Z1Tget-sync-
configurationin % , 1§ E M FEEEE ID,

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. MeanTRRRE B T

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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£ 123 AWS CodeConnections APl i§FH AWS CloudTrail

AWS CodeConnections & AWS CloudTrail—IRFZERK , ZRFEERAF. 6% AWS RFZFAHIT
BEMIER. CloudTrail FEBHHFTE AP BAFRANENH, RN ARSIEREFEAARTIEEZS
AR AR AWS CodeConnections API i /EMARBER.

MBESIERE , WA LAARFRT SR E L F#RS (Amazon S3) Service FBIFEEIZE

% SIEATEANEMH, CloudTrail MREREERER , BIAR LE CloudTrail ZEH A #Y “=
HARiER FEERFNEHN. FHKENEES CloudTrail , &7 LAHE @ BMER & H AWS
CodeConnections, KR HiERH IP sk, #AH TER, @AAKHERAREMFEHRES.

EXEZER , B2 (AWS CloudTrail BFIER) -

AWS CodeConnections 1€ E.7£ CloudTrail

CloudTrail E& 4122 AWS kPR EEZNIKS LA, HEs KEEP T AWS CodeConnections
AR EHEM AWS BRSS CloudTrail B4 —RIERESBHALIERF. BALIEESH AWS Ik
HEE, BRNTHBELXENSH, BXERZER , B2/ (AWS CloudTrail AFER) FHFEA
CloudTrail EHHEEEEH,

ERZIERE AWS IKFARIWES | TEWEH AWS CodeConnections , iFRIZERER., RERAEF
CloudTrail ff B & X H & #iEl Amazon S3 FEf. MIRBERT , EEEH AP OIRREIRICRAT |, IRER
IBRMATAE AWS XiF, RERIZRE AWS 2 XHAMEXENEHS , ¥ A EXHEEFEEEN
Amazon S3 Ff# . LI, BAILIEEHE M AWS RS , Ut —F 9 ML E CloudTrail AEFWE
EHBIE.

EXEZEER , E5 (AWS CloudTrail BFERE) PHUTES :

- BIERERICRER

« CloudTrail ZEFH RS MERK

 E¢E Amazon SNS B CloudTrail

- BEWCRBZANXEM CloudTrail B & X4
- BWCRBEZAN K,/ CloudTrail B & X4

FfB AWS CodeConnections #{E9H APl 2185 CloudTrail #12%7E AWS CodeConnections API
ZZd, fHlan  HHADeleteConnectionHMGetConnectionE ST CloudTrail BEN A K%
B, CreateConnection

BIMEHF B LEKFEHETEEXRERBERNARGE. SHCREHTEBEATAR
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FETAREA A 457
- EARAFKIEEREM IAM FIER HIER,

- EREEAACERKSAFNERNZEFIERHMN,

- BEREEHEM AWS RF A H,

BXEZER , HS5HCloudTrail BF S T3,
THREEXH%E

RERR—MEE , APRHEHFEN BEXHRREIEIEEN Amazon S3 F##. CloudTrail BEX#
BE—INHSZNEERE, EHRERKEEMARENENER , BEFXRERNRE, REN B BN
B, HRSHEMNFEE, CloudTrail BEXHARLH AP HRANAF#ERRE , BLENFSRE
A4 EIRF H.

CreateConnection Rl

LT RBIERTERZCreateConnectioniE/EH CloudTrail BE% B,

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"

}I

fE AicFiERE APl B CloudTrail 143


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

FRIEEZEE RAriEmE

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-09T23:03:08Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
.
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateHost Rl
LT REIERTERZCreateHosti&/ER CloudTrail B&E%H,
"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",

"EventName": "CreateHost",
"ReadOnly": "false",
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"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:43:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"

iy
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"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

CreateSyncConfiguration =%l

AR RBIERT E RiZCreateSyncConfigurationi®/EM CloudTrail B&%H,

"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"
.
"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

DeleteConnection R4l

LT RBIERTERZDeleteConnectioniE4EH CloudTrail BE% B,

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-10T21:00:50Z2",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
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"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",

"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

DeleteHost =4l

LT RPIERTERiZDeleteHost#/ER CloudTrail &% B,

"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

dev"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "1b244528-143a-4028-b9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}

DeleteSyncConfiguration ‘Rfl

AR RBIERT E RiZDeleteSyncConfigurationi®/E/M CloudTrail B&%H,
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-01-24T17:41:59Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.delete-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
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},

"responseElements": null,

"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection R4l

LT RBIERTERZGetConnectioni®&/ERY CloudTrail B&E%H,

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95¢c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "©01919387613",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetHost =%l

LT REIERTERZGetHostiE/ER CloudTrail B&E%H,

"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",

"ReadOnly": "true",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
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"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-11T20:44:347",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.get-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-

EXAMPLE"
},
"responseElements": null,
"requestID": "@ad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
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"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader":

GetRepositoryLink /R4l

"api.us-east-1.codeconnections.aws.dev"

LT RBIE R T ERiZGetRepositoryLinki®#EH CloudTrail B &% B,

"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads",

"EventName": "GetRepositorylLink",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

},
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-24T02:58:527",

"mfaAuthenticated":

}I

"false"
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"eventTime": "2024-01-24T02:59:287",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11

Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off

command/codeconnections.get-repository-1link",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus R4l

AR RBIE R T 5E RiZGetRepositorySyncStatusi@ #E#Y CloudTrail HE% B

"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-25TQ3:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType'": "CFN_STACK_SYNC"
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},

"responseElements": null,

"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus /R4l

LA RBIE R T 5E RiZGetResourceSyncStatusi#4ERY CloudTrail BE%H,

"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:44:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockerSummary R4

LAF 7RI R T 5E R iZGetSyncBlockerSummaryi#4E#Y CloudTrail B&E% B

"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

I FiEE API A CloudTrail 159


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncBlockerSummary.html

FRIEEZEE RAriEmE

"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:03:02Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []
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},

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration /R4l

AR RBIE R T 5E RiZGetSyncConfiguration®#E# CloudTrail B&E% B .

"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:40:4072",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

I

"requestID": "Q@aa8e43a-6e34-4d8f-89fb-5c2d@1964b35",
"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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ListConnections R4l
LA RBIE R T E RiZListConnectionsi#4ER CloudTrail B&E%H,
{
"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

},

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListHosts =¥l

LT RIS R T ERiZListHosts#4ER CloudTrail B&% B,

"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",
"requestParameters": {
"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
ListRepositoryLinks =%l
AR RBIE R T JE R iZListRepositoryLinksi24ERY CloudTrail &% B,
{
"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T01:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T@1:57:292",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",
"requestParameters": {
"maxResults": 50
I
"responseElements": {
"repositorylLinks": [

{
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"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",

"ownerId": "123456789012",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryName": "MyGitHubRepo"

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",

"ownerId": "owner",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},
"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681lec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions =l
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"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d1l1ld-5dc7-459b-9a8f-396b4769cdd9",

I FiEE API A CloudTrail 168



FRIEEZEE RAriEmE

"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations Rfl
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"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": {
"syncConfigurations": [
{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "dkstacksync",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-3aa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}
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"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-25T17:16:56Z7",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-tags-for-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

},

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",

"eventID": "fc501054-d68a-4325-824c-0e34062ef040",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

TagResource 4l
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"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@l1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T20:22:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.tag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a01l1fl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

I FiEE API A CloudTrail

173



FRIEEZEE

RAriEmE

}
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"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"
]

I

"responseElements": null,

"requestID": "@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

UpdateHost =4l
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"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

dev"

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70ecb",
"providerEndpoint": "https://54.218.245.167"
I
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink R4l
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-24T02:03:24Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
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"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
.
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
},

"requestID": "eQleee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker /=4l
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"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
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"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

},

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
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"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader":

UpdateSyncConfiguration R4l

"api.us-east-1.codeconnections.aws.dev"
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

},
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-24T17:34:557",

"mfaAuthenticated":

}I

"false"

I FiEE API A CloudTrail
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"eventTime": "2024-01-24T17:40:557",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

AWS CodeConnections #0 VPC &% = (AWS PrivateLink)

BA LB A 2O VPC KinT 5774 AWS CodeConnections B VPC Flz BN I EERE,
Him s B — IR ARBETIEF AWS PrivateLink , ZREREELTEEBREMMK, NAT i8%&. VPN E#Z
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= Di AWS rect Connect ZEZE) I #4215 8] AWS CodeConnections APl, &#) VPC FRISEHIFE
NE IP it B AT 5 AWS CodeConnections API B{E , A&/ VPC Ml VPC ZBIMRE AWS
CodeConnections T EFF Amazon W&,

BMEORK/EHAFNAHN - MRS EEMNEEORT,

BXEZER , 25 Amazon VPC AAFEBPFMED VPC LimT 2 (AWS PrivateLink).

AWS CodeConnections VPC K ig ¥ S/ F =B

FERRBEED VPC LT K28 AWS CodeConnections , 5% &EE Amazon VPC AP ER IV
D4R Ko

AWS CodeConnections X#FMEH VPC BAHFTE API
Fi/8 AWS CodeConnections Xigi# 3% VPC L% =,
VPC Kin T 2Rl =

BT R VPC KT RNEEMS

VPC im =

VPC PR LS TEZIBRSHAOR, A TRFEREN VPC KixTT R, BALGIEZ RGN
SEEN VPC KT R KA,
« F AWS CodeConnections 2/EH) VPC LiiT &=
- WEHEMH VPC & AWS CodeConnections i 17 &
AWS PrivateLink

—ME VPC 5RS < RRELBEZENER,

A F AWS CodeConnections #{EfY VPC LKixT &
A LLUEIE AWS CodeConnections BRE R VPC KT &,
A AWS CodeConnections #{E6I21#E 0 VPC KT A

EALAE A Amazon VPC #2414 5 AWS Command Line Interface (AWS CLI) 5 AWS
CodeConnections fR5 812 VPC KimTT R, BXEZEER , 85H (Amazon VPC AAF1ER) ¥
E’JﬁULj:% D Jl_ﬁ/ ™0
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Eﬁﬁ’ﬁ‘ﬁﬁﬁﬁﬁ?ﬁ’] VPC BViE# , BRI EO VPC KixT1 & AWS CodeConnections, 782 VPC
L um T 2Bt AWS CodeConnections , #£FAWS RS , RARERSBFHRAER

« com.amazonaws. regi@@ on .codestar-connections.api : LiEI A API #ERIZE VPC KiF
T = AWS CodeConnections #l40 , t1REH AP EA AWS CLI, AWS CodeConnections
AP| 5 AWS SDK 52 R BB ITE M, FCreateHostz3 AWS CodeConnections YR 1E
CreateConnectionListConnections , Hik#FLIEIR,

5tF /S F DNS BFNE |, RSN KL IHT IEFFAE DNS |, N AT LAERZ XA ERIA DNS
EZ#AEH APl &R |, flillcodestar-connections.us-east-1.amazonaws.com. AWS
CodeConnections

/A Important
ERIANERT , WEIRSE M M AWS arketplace S AWS FRZBIBMNKiIET R B HAALE
DNS,

BEXEZEER |, 55 (Amazon VPC AF1ERE) RRBENE DK AH A RS

A AWS CodeConnections #/E812E VPC KixT R KB

¥

IETT AR VPC i s M iz 413 AWS CodeConnections#y 1/ 8] B ik UK BE . Z KIS ELU TS

o AHATERENER.
« AHATRVERAE,
« A HEHHIITRENE IR,

BREZFEER , 5 Amazon VPC AFIEEHIER VPC Lin T SRS ARS8V T3 [l

® Note
com.amazonaws.region.codestar-connections.webhooks &% B A XK EE
Al - AT AWS CodeConnections 2{EM VPC L T7 =K BE

LT 2L iET 2K RH AWS CodeConnections, iEIEZ|KRiET bt , LEXBEFMEZIEAN
FrE &R AWS CodeConnections 1T P 53 /ERY 5 B AL PR .
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{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

M EHEE#H VPC & AWS CodeConnections T &

AWS CodeConnections Z &8 ZRMEREE VPC BB ENE , 2N EEIE webhook AT R, 4
% =& A com.amazonaws.region.codestar-connections.webhooks,

f&Bh GitHub Webhook Y VPC K imTr = , EALAILUET Webhook &3 Amazon P& [FE AT K IE
BB ER AWS RS,

/A Important

ER GitHub 12\l fRSS25R B EHLET , AWS CodeConnections £ 7 #& 612 Webhook B4
WIEN VPC RigTm. MRBE2020 F 11 H24 BzritlZ7T =4 , HBEEEMFEH VPC
PrivateLink Webhook &5 = , MAFEM BREN , AEEIEHFEN.

AWS CodeConnections BIEXig AW EMAEAR, EMERKIET R, ST ERAB R ENE IR
wn{a/fE A AWS CodeConnections E#1.) webhook i &

webhook s R 2 KA KRB E = H1EEER Webhook # 1T AWS CodeConnections L& 32 #Y i
5o Webhook #i 7 &R, MEHIT git push , Webhook K ixT S & MIRHEFEK —1ME
4R BA HEIXHY Webhook, #l# , AWS CodeConnections 8] L& £1/33) CodePipeline B EiE,

FFAFER VPC =12 (40 Bitbucket ) = GitHub )l fRS88E 4 , webhook VPC K ixTi =
TEA , BRXEREFAN webhook £3% %] AWS CodeConnections ki FA I I 2 Y 48 9 b 75 .
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
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BERRIE AR

AT E B AT AR B 8RR AWS CodeBuild AWS CodeDeploy, FH&RIEZNE N BB AWS
CodePipeline,

5

- BEAEBIEERE

o HEZIR 01 5 5T AUE R H IR AR IR
- HRZEERAEEN HINREIR

+ Connection is not in available state or is no longer pending (R EE G BEENNIR , SEEIR
MHEFNESHATATF®HE. EETLATUARSETEL FHLERS)

« RIEFERM GitClone PR

o ENFLTITARS

- WEHEEEEERNEN

s BEENENOIEEE

o NEHM VPC BLEHITHEHE

* GitHub il BR %5 883 #2H9 webhook VPC &5 & (Privatelink) 5% MEfE 2
« X1 2020 ¥ 11 A 24 HZ BRI EHHITHELEE

- TEN GitHub FHEFEBIEIER

- REER GitHub il RE 2R IEENAER R

o EEN HIEREEIR GitHub : “HIEE |, BHAEEHNKEIZEE A Cookie” = “HLAFE & XM
% GitHub MR

. FEHX IAM KB E#H R IR PR EERS IR
- BERSEENRS

B L EER

O BE TN R RIERE, EXEZEER |, B5H BRNRF R AWS CodeConnections,

SR = 0 5 REEN HIAREE R

B Z T CodePipeline £ #l & FRIBREFIEEN , ARE2REITHIRER.
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User: username is not authorized to perform: permission on resource: connection-ARN

If this message appears, make sure that you have sufficient permissions. ( A : username LRt &

JR : connection-ARN 1T 4E : permission, MR EIWEE , FEHEAEEEZEHNR, )

£ AWS Command Line Interface (AWS CLI) E IS?,':FﬁlJLﬂlﬁé E MR AWS Management Console
AREEEHE LBMEREEMENNRN —52. JRITEE. ﬁ’iﬂiﬁﬁﬂ?u&?ﬁ RETERF
HIEZEMENNR , Mizo m&%?ﬂﬁi‘%ﬁcxﬂ’ﬁﬁ)ﬁo BEXEZER , B BRI A AWS

CodeConnections,.

HB = A EEN HIMN R IR

MBAHHWE CodePipeline BHAHEMER  MELARIIE, KRMUETR | BTG
T—RHEHEHBIRER,

BT EXS R K P 1T B 9 AT .
pHipidddddd#tcodestar-connections####UseConnection ##Connection-ARN

If this occurs, make sure that you have sufficient permissions. ($&k 8 BB RIEXAK. AP :
username T X &R : connection-ARN #1117 : codestar-connections:UseConnection, 0 H 1 itk 58

5, FRREAEBHNR, )

Make sure you have the permissions to use a connection, including listing the available repositories in
the provider location, EXEZEE , EZH WINEFM=H AWS CodeConnections,

Connection is not in available state or is no longer pending (F{R & B fF A iEZHI
IR, @RREREEFNESHATAFMEE. EETLATUIRARSEITIBL THLEBRE)

MEEF A EREETL T ITRARBHHEE |, %R Complete connection (FERIERE).

MRERTRERE  ART—RHEE , BEEEBRRLTHLERS , WAALBUEER , EAEZESLAT
—.I-Fﬁ'lj(/&,\o

FIEEERI GitClone R

LBTERIEENIREEPFER AWS CodeStar E#ZAN , JABE A S X m AWHFEZIBLEE
CodeBuild

o BN RBREER— zip X, HPEEE CodeBuild FEH KL,

PRI B R 5
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« Git 2fg  RRBUTUEETHRIWEIRR S,

Git REEN RTFERFRABEN T/E Git FREHRTRE, BEEALERN | L@ &R CodeBuild
WG R T FE AR

E [ CodeBuild [RFAGKERMNNIE , BEESNE— MM INZEl CodeBuild RFABHNEFEER
., UTHREBME—NER , HF UseConnection XPRFE action FERFHEE , M Amazon
Resource Name (ARN) #£ Resource FEHIEE,

A4 & 7N UseConnection X R
1. EEREEMWIEE ARN , BITHAEE , ARTERBREDIERE () BiF. ‘BE” BRI | E#E
ARN £REEB, ConnectionArni&RFiEE ARN RINZEIZEH CodeBuild RS ARKREH,

2. EEREM CodeBuild RS AR , BHAEEFEANMRTE , RESMEHEFEAESILER
o

3. £ Environment (}88) #849 , 1%£$F Service role ([RE A ) 858, XFITH AWS Identity and
Access Management (IAM) 2% & | & 7] LATE 5 iR R 088 T 1E 3215 8] A BR /9 $7 SR .

4. 71 IAM #ZH|AH |, 1%3F Attach policies (KIIIZREE) , R/F1EIE Create policy (BIEKEK),

EAUT ROIRMEIER, FEMNZERE ARN RNE Resource FE , B REIH IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"
}
]
}

FEfFEER JSON ET+ L | #NG SRR,

5. EREBEEXRK, NREMAZI (20 connection-permissions ) , AAFiE$F Create policy
(BIEREE),

6. REZF|ARSE AL Attach Permissions (M INMR) TNHE L , RIFTREEFIFR , REEFEN T OIEN
KB, EIFMINKEL,

BERRIEEI R a7
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ENFL T ITRARS

MRZHEETR—FHE , FHEENTLTF Available JRZS , ME$E Set up host (IRE EH).

BIEFHNE -—DRSHROENENNEL T Pending RS, FEHEHN Available RIS, B
BEREEEFEPREEN. AXESEE , B2 REFLENE,

(® Note
IBTRBEMEA C AWS LI Ri&EBPendingE#l.

HESFEREEEIRAEN

WRKR GitHub M ARFHEBIBRIE R , EEMNENARELHABIRRS. TEREL THERREH
ENMERE , KAEFEZEN.

- FRNAERF pem B, ERNAEN (HBCEE ) FREFSEENNMBAXEZRTHER
R0

WMREH A CLIRE Error RSN ENHEURENAXRNERE , EURFERTUTIR :

- BMBRAEFOBZENRR , AREFRZEZVIMNARERF. BXEZER , B5H 22X,

BRI ZENEN QI EESE

Bol@EESEN , BTRBILTZME

o B EYAIALTF AVAILABLE (ATH) RS, BXEZEE |, HSH
- EEATNESENEEN XIS AR,
X EVH VPC BLEHITHEHEE

BIRENFIRE , BN RE GitHub {2l fRSF 2R SLHIY BRI IRERE M EEER VPC E8. BEXE
HLEY VPC S ¥ ME B THEHE , BEMALLE RN RS VPC EEENSE,

PRERE B e
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® Note

FRAARTHE S Amazon VPC F# GitHub L fRZ B EHEBHE<NRERE, BEXx5HE
HNER VPC B webhook ¥ s (PrivateLink) BYZE #2880 5% B9 SR AR ZS |

B 55251 M webhook VPC w1 & (PrivateLink) SE3EfFE o

EAREIR , EREAUTEREREBEFLE GitHub 1 BRS5353LHIRY VPC MARSS 2R

1. 812 VPC, BXEZELR ,

EZ[H https://docs.aws.amazon.com/vpc/latest/userguide/working-

HZ 1 GitHub &)l

with-vpcs.html#Create-VPC,

2. EEW VPC HalE2 7M.

BXREZER

userguide/working-with-vpcs.html#AddaSubnet,

3. MXHIREZE VPC 1, BEXEZER,

S A https://docs.aws.amazon.com/vpc/latest/

2 A https://docs.aws.amazon.com/vpc/latest/userguide/

working-with-vpcs.html#VPC_Launch_Instance,

® Note

B8/ VPC —IRRgEE5—AaEH ( GitHub I BRS5EFSEHI ) XEX,

TEERTHERA GitHub {1 AMI B3I EC2 3£,

@  GitHub Enterprise

Instance: l i-0b4441c7242dfdB6T (GitHub Enterprise)

Description Status Checks

Instance ID

Instance state
Instance type
Finding

Private DNS

Private IPs

Secondary private IPs

VPCID

Subnet ID
Matwork interfaces
1AM role

= Instance ID

-0b4441c7242dfdBET

Elastic 1P: NI

Monitoring Tags
i-0bd441cT242didBET

running

m&.xlarge

Opt-in to AWS Compute Optimizer for
recommendations. Learn more
i 5 -
east-2.compute.internal

vpc-al4933ch

subnet-75350e0f
ath0

ghe-EC2InstanceRole-
1OHLRWYXR1RHR

Security groups

Scheduled events
AMIID

Platform details
Usage operation
Source/dest. check

- Instance Type - Availability Zone - Instance State - Status Ch
ms.xlarge us-east-2b & running & 2f2ch
_ N =]
Public DNS (IPvd)  ec2: us-
@ast-2. compute. amazonaws. com
IPva Public P I
IPvGIPs -
Elastic IPs I
Availability zone  us-east-Zb

ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

No scheduled events

GitHub Enterprise Server 2.20.9
I
Linux/UNIX

Runinstances

True

BEBRE IR
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HIEER VPC #1T GitHub Rl BRS5BRE RN , HIREE VA LT EMIRERHEUATRE

« VPC ID : &% GitHubitll B 55882 B89 AR 558889 VPC = AT L@ VPN =% Direct Connect 15 [R 2
TR GitHub1 )l B &85 36I#Y VPC,

« FM ID = ID : £% GitHub 1\ fRSIFSKHIM RSB FM , =& AT LB VPN = Direct Connect
A 2R %K GitHub 1) RS 25K HIH F M,

« — M@ FENMLLA : BRI GitHub RS B|/EFIMNIRS /M T LA , HETUET VPN 5
Direct Connect 178 B &% GitHub 1)l RS 252 HIMZ 24,

s KT R ERHFENRSHLRTR , ARET -5,

BXfEHA VPC MIFMHEZELR |, 1§55 Amazon VPC AFIEEHM 7 IPv4 #41T VPC F1+ME

A,

£

« BIERIA T HAERTHEN

o BIEREE T o] ARSHEH

« BREE/FENRIFEBREIEFELTHE
« RFIEMBRILATR SO

BTTERIAL T HFALERSHIEMN

MRIER EHFH A VPC_CONFIG_FAILED_INITIALIZATION R7S , XRAIERE N B R EHIEFEH
VPC, FMHEZEHFERE,

VPC., FRMZLALNEIETLIEZENAIKS,,
FMMEZ 2 HLHE TFTiE VPC,

BNMEEN TN T AR TARX,
BIZENNAFSAEFLUT IAM R :

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints
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ec2:DescribeVpcEndpoints

BTERIAE T AT RARSHEN

MREBTETTRENE CodeConnections MARFIZRE , N AEERNEN VPC BE DK GitHub 1)l
BR %5 28 2 B 1FE R,

- MREREALNHEBT RIS , NFZEOENENRM GitHub Al KHIEAR TLS iEH. TLS
IERENZRBIUEPNAERNA.
- EO|2 GitHub NAERF , BFER GitHub il RSFJ[/RFINEERR

BRVEE/ YN T ERREAE L THE

MRER/FNARNETEIAETEEZT , WARRHTEN VPC FHEEE R GitHub NARFE
WIEWFT R, FREUTSEM

o EEINENEEVNENENEENLZ AT EERS T EBIHA GitHub £\ ARS8,
CodeConnections FEZE — M BAUEEE| GitHub I fRE2FRFIMN L4,

- DNS RERB IPBRIEAXETER, BUUNBESREEZIENEZUBNENRRFIEEN VPC B
DHCP %ISR IEX — K. HEE , MREHKIEM AmazonProvided DNS E#E| B E X DNS RS
BT AE A FTHY B E L DNS BRSS88 , WENAERHEIE T, R THRXNEE |, BHRENE
WENHEFCET , XFERNOBIEERE#H RN DNS ®E.

- MK ACLIZBEEN , TEAY HTTP EEZIEM GitHub il fRESFEMBEFTER 7M.,
« GitHub 1) fR %588 £i% CodeConnections R AREFHNFIERESI EERN, MEMEE ( Al URL

R FARFZH ) WEHRE TTEES B E Z %M En GitHub terprise Server 32415 2 [8] H93%E #2 5 i
CodeConnections,

BRI EMIBRIEAI M EREND

MBELERNBINEED , FHAATHE :

« CodeConnections REEEI M BREN KM BRACIZNEIEO, AR TEEFHMBREN],

o IBATHRBLLTR :

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface
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GitHub 7l BR S5 B3I #2H) webhook VPC &% ¥ & (PrivateLink) £EXEfRES

L 028 A VPC BEEEMNENRS , 27 & 6| Webhook VPC £imT Ko

(® Note
FEALIINEENFEA VPC B webhook 4315 S HYE i T FEBERR (PrivateLink), B3x
5 Amazon VPC F#) GitHub &1l fRS a8 EHELEM XN EEERE , BHSFX TR VPC FiL
B ITHEE,

HEBIBEE R XREMNEREN K BEEEENERFHREERE VPC A, AfF AWS
CodeConnections BIZZHEN , H & LI Webhook B VPC 48w | (PrivateLink), XX HlAE
%@ Webhook J&id Amazon MEFEHBIELEEENER AWS EF. BEXEZEER , BEH
AWS CodeConnections H# 0 VPC LimT & (AWS PrivateLink)o

3 Ji
o« BRI EMBRIRE Webhook VPC KRimT &

RIS EMBRIEA Webhook VPC LT &

AWS CodeConnections BIE X ## webhook VPC KT s LA, ERBRKET S, B4
BMRAERMA ENER,

- BIEM webhook VPC 4T R (PrivateLink) CodeConnections R 828 il Bk =M RMIBR. FTiEF
MR,

« TR BLLTNR ¢

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

Xt 2020 FF 11 B 24 Bz el 0|2 WA THELE

H 2020 &£ 11 A 24 B2 , £ AWS CodeConnections & & EH8T , FHEIREFINN VPC KiFET =
(PrivateLink) X%, W TFEREF 2GRN TN , EEALBEHFRERNS.,

BXEZEER |, iS00 AWS CodeConnections ##E 0 VPC &Ll T & (AWS PrivateLink),
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« BE—ATE 2020 F 11 B 24 B2 aigIBHEY , TAEF VPC LiwT & (PrivateLink) A F
webhook

« BEZRELTAJARSHEN (VPC iR )

BE—B7 2020 F 11 A 24 B2aitIENEN , BB/ VPC LixTi | (PrivateLink) AT webhook

£ GitHub 1D RSZE8818 B LAY |, RN E 62 webhook g a., EEIEMEA VPC PrivateLink
Webhook & s, MRETE 2020 F£ 11 B 24 HZHitlZ 7T £4 , # BEEMFH VPC PrivateLink
Webhook %77 = , M A BREN , REBIEFHEN.

BREZREL T ARRSHEMN ( VPC EiR )

MRENEYRAE 2020 &£ 11 B 24 Bzait|BH , HEELEZREYLE CodeConnections B A TE
FiRE , MeER R N ZH VPC BLE = GitHub 1)k fRE-85 K HI1F1E R &

IBH VPC EE—/ NAT M ( RHEWMEBRMEA ) |, XHFEH GitHub b IREZ25SEHIF EER GitHub
Webhook £EH OMERE,

To7EN GitHub F# FE B 2B iE 2
| -

BT 5 GitHub 7 FERVEREMER AWS E#ER GitHub , It EFEEHLAMBENRFCEEE AR
FREQIEEE,

ATBEMIBEE 157E - Bk GitHub FREENREBINEE , i5SH hitps://docs.github.com/en/ free-pro-
team @latest /github/ setting-up-and-managing-/-organizations-and-teams organization. permission-

levels-for-an

4RIBIEM GitHub )l RS BRE N AR FNR

WMREIE 2020 F 12 A 23 BE X2 LE TEAT GitHub Al fRESFHNARER , NAsEEEM
PLARRABFIZNARFERIZHRNR, RER GitHub NARFMEE , FREUTSREEE
FEHRENNARFR,

(® Note
& AIMTE E GitHub nterprise Server 3Kl ESERIX LS TR | H B X402 GitHub NAREFAE
&
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https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization

FETEBHA A m
1. 7£ E GitHub nterprise Server 1 , AN AR BRI T ROEDT RIEE RE”,
2. ERFREBERE , RARFER ‘GitHUDNAER",

3. ENARERIERD , NENEZERNARFNEN , AREIRE S RH %R Permissions and
events (IXPRFZE4),

4. 7£ Organization permissions ( AZRMXPR ) T , X¥F Members ( A5 ) , M Access ( THRIXER )
THFFRAFIERE Read-only ( RiE)

QOrganization permissions

Members (i)

. . Access: Read-only «
If-\":'l.ll]l.’.lrli:n members and teams.

Select an access level
Administration (3
Manage access to an oraani No access

~ Read-only

Webhook
' e.. coks © Read & write

Manage the post-receive hooks for an organization

IPIan ® Access: Mo access
View an org

rganization's plan

5. 7 Add a note to users (BRI AFRIER) T , RMEHREREMNER, EFRFER.

E R HIUEZEIR GitHub : “HIIRE |, EREALEHNKEEEE A Cookie” = “ALR T
BEMMNEE GitHub B AERF
B &

EN GitHub FEIEERE | B4R GitHub ALAFEE. N TARTALNFRE , ELTRT
EREE, SEERFAARAENECA/CIEN  FHXNALMEECEFTR , AERUATHEIR
Z—:

HIEZ | FREEXKEEEFE A Cookie
=
HAAOAMBEESMEREIZ GitHub B RAERF

VEEFHE  WT GitHubBELAFH e  ALARBEELHEES GitHub FRENERE, NTF
E?ﬁﬂmﬂﬁﬁﬁ%ﬁ BYMRFEEREE.
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AREF RN IAM REE EHT R IR PR EZIRS B R

2024 £ 3 A 29 B , iZBRE M C AWS CodeStar onnections E& 8., AWS CodeConnectionsM 2024
F£5H1 B, #HA~MERREARN codeconnections HEIEEWNIEE, TEAFNRSITRNE
BRHSEE REERESEF. ERESAEENTRNRS RN codeconnections, #TH SDK/
CLI ®ERFEARR ARN FHRBEEZECIEN, CIZN R REEzFERATNRS IR,

AT REHBIZEMEIRE AWS CodeConnections :

- EHEE
- EH

[A] R

£ ARN Hf#F codestar-connections BIZMW B FEFR 2B EwB N AR ARN FHFRS AR, 22
HMRBEUBREEEERS BN ER. BR , %48 codestar-connections IR BIZRH IAM REERE
BT HEHRS RN ER,

WRENIBERE : BREFRM LR REE |, HTHATRE

« AFHRSHREH IAM R, BN , EGHBARCEN T RELEER IAM KR,
- fEAEHEIAZ CLI/CDK/CFN BIZFRZ IR ER , NTMEFXLETIR,

BREFEEMRBEPRVRE, BRENFZSH. EUATRAF , BNRSAIREIResource FBRIFEEH.

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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FRIEEZEE RAriEmE

HARSEZENRSE

B L ETRFESELERIMEE CodeConnections, BEXEZEER |, 55 EEMNE,
TE R BLE
TRINHTHFEATEZEG S PIEROBEE ( FRREREH),

LRPHREIZ AWS KIBNA , HETURS. EFERESES , sEAZEPFOEFHE. BX
AWS XiBF AT A E R RIANELR , HSH AWS service quotas,

(® Note

NFROMX (K= ) AWS KiF , #AEBRALKE , REFEERAE. AXESZER
ZRERXE,

RIR RRIABR

| AWS K 7 19 B KE BB 250

RPN ERZEERN , TERER,

IR RRIA PR 1
EEEMTHRAFZTHY 32 NFEH
B AWS KPR AEHNHRE 50

B A7l B 42 20 100

AWS CloudFormation ##% B L HEMNZAHE 100
BN EREHENRARSEER 100
BN XN R KBS HER 50
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https://console.aws.amazon.com/support/v1#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRIEEZEE

RAriEmE

ZRME] SIFHIRRY IP it

WMRIEKRE IP FFEE L VFHE Amazon EC2 26| EEMFEL IP it |, BFUT IP ik MmEEr o ir
BIRAP, XFEM AT ASSII SR RS (130 GitHub M Bitbucket ) V%S,

THRE AWS XEHH THRARTEZEG S PEEZN IP b,

@ Note

NFROMEX (K2 ) XiF , XMERRALKXE , RAEFEERAT. BXEZER , B3HE

AXE,

X5

EEEE (RBRM ) (us-west-2)
EXERI (FHEEFRILMILEB ) (us-east-1)
Rt X ( Z/R= ) (eu-west-1)
EERE (BmZBM ) (us-east-2)

W AH#X ( #IN% ) (ap-southeast-1)
WA#KX ( EfE ) (ap-southeast-2)
WA#KX ( ZRZR ) (ap-northeast-1)
Bt X ( 7E£==4& ) (eu-central-1)
WA#KX ( /R ) (ap-northeast-2)

TA#X ( &HXE ) (ap-south-1)

mEM (ERF ) (sa-east-1)
IMEX ( HE ) (ca-central-1)

IP i3k

35.160.210.199, 54.71.206.108, 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151, 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91
18.196.145.164, 3.121.252.59, 52.59.104.195
13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.152, 13.235.29.220, 35.154.
230.124

18.229.77.26, 54.233.226.52, 54.233.207.69

15.222.219.210, 35.182.166.138, 99.79.
111.198
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRIEEZEE RAriEmE

X 15 IP b1k

REM (23 ) (eu-west-2) 3.9.97.205, 35.177.150.185, 35.177.200.225

EEBEI (LMRIERIL ) (us-west-1) 52.52.16.175, 52.8.63.87

R X ( B2 ) ( eu-west-3) 35.181.127.138, 35.181.145.22, 35.181.
20.200

R X ( HFEESF/REE ) (eu-north-1) 13.48.66.148, 13.48.8.79, 13.53.78.182

KR ( K22 ) (eu-south-1) 18.102.28.105, 18.102.35.130, 18.102.8.116

AWS GovCloud ( EEZREB ) 18.252.168.157, 18.252.207.77. 18.253.
185.119
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HRTEZRHENENEZEMN

TEEAWS BREHZE, FN AWS B , BAUZRTENREASHZ BB BEHALANERMY
ENBFEPONMERA,

ZERNTT AWS WHERE, TEHRBEXFEERNTN Z2ENEH WEEM

« T&EEL — AWS RAFFHFE AWS z:':FJ:ﬁ AWS RS ERZEH, AWS B RHEEHATLIRZSEH
HRS . 1ER AWS EMMHITRIN—ED , F=ZAFZARFNEFNLNRIIZSHENERME, BT
f#E T AWS CodeStar Eiﬂﬂ’ﬂé‘?ﬂﬁﬁﬁu AWS CodeConnections , ISR aMEITRISEE AH
AWS %,

« TIREE-BWREHEERD AWS RFRE, EREFENHMRRAT , 2B ENBIFEHNBR
. BRANERANERREREN,

AT HEEBY IR T #R1E M AWS CodeStar 3B HIF At an{a] 5 2 HEHREEE AWS
CodeConnections, LA T EBEEN B UMIE E AWS CodeStar BHI LR AWS CodeConnections 2l
AKIMENRZEMEAME B IR, BEFZES A ERHE M AWS BRSERE B SRR B AWS
CodeStar B%1H AWS CodeConnections &R

BRFRIERFHETRSNEZEENESER , FEHAUTRE

« CodeBuild &%

e CodeCommit &%

« CodeDeploy Z%

+ CodePipeline &£

THBEAARNZEH

BHEIRAECEENEARNEFRNAFRERSXRERNES . LFEETUNSEEXRARITERFN
FAES K SREERERR. WERS, BBRSNEERT.

fign , FEAILAFHNCEREBHMAN , FHIE CodeCommit MR R EFE RN ITiL, WREX
B, WAZANMAENBHATRISZERF I AN —TRZTRE. B , BALERAEETRE
BLEBAAMN , CodeBuild LA BFEEBRSMBTERAIR IR M, WS ZANRENBAFS21ZE

£
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

FRTREHA g
BALRFHNEEREBHNAN , CodePipeline EHIEAXFIHHANELE , MAMWEIZMNMEK
ENBHATRESSRMEZAENARNESR, EUNEFHNARFEEBHAMN CodeDeploy LATE
REPEARZY , MABAZANMAENBATRESEEXDEBERNER,

BHATUSERETHENGE , AINERRES, EREIRHNNAEBIIT. BBRSNEELE. BRAT
EPBAMBENEZEY  FHRRENRLEBAANN B FRAKRIEESN B R Amazon SNS EFHITH
EFYIR, M, FEERM MR MBEMES T , MUBEEMAENEANNETRIER, REL
FEURNTBRACFENBAAN, ZEEHEFTBIHENNE , UHEBBRET BRENRNBAR
RiEG W

EXTATEAANNSHRENESEER , TSR BAHE.

A LUERFBEAP B ENEFAGERFINNBEESHINAT, XEHN Basic (BAE) FHFRE
B, XEEHEENERESREAT D EventBridge M L CloudWatch SEFHIE B T2 HE.

Frx&TEEHIEKRS (Sl CodeCommit ) AIREREFREBAE EPMMEXEB T RNEIHEHR
BWER  MAREDFRENER . LITER AR , LAE58 L FHES KRB AT ARRATE
KB, BALENLIER Full () HFAGERE K EBANTEEEXEANAMEIRER. BXE

2ES , ESH HAESX,

AWS CodeStar BZH A EHHERI F1 AWS CodeConnections

2 AWS EREEREAF AWS CodeStar BAIH I EBIERY , AR AWS CodeConnections. 17
KRR AWS |, AFRIPIZITHAERNETNSREMZEN AWS Cloud, EHREF T IEERILEAIR
i ERRENES, ZEATEMEAN AWS kS W RLEENEETS. BXRBERMNESE
B BEZRNERALAELRNE, BXMMNBERIFNER , B3R AWS Z2HEE LW AWS FEH
BiE XA GDPR EEXE,

HFHFERPEHN , RNBUUERP AWS Ik EUEHEH AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) RENARAF, X , 8MNAFP RRBETHIERRAMENNER,
BENEEUEELIUT AR HE

« NBNMNKFERAZESHRIE (MFA).

- £/ SSL/TLS ERFBEF. AWS BIERMFEMA TLS 1.2, BIUSFEA TLS 1.3,

- EAIRE API M AFE3N B & AWS CloudTrail,

- 5 AWS MEBFERFRUAREFPWMERIALZEEHE AWS BF.

- FRARREELXLRS (B0 Amazon Macie ) , © B BT AIMRF F47E Amazon S3 H HY Bk
B
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

FERITEEEAE AFiEm

« MREE AWS BEGSTREDR APl HTIHRBINEELRT FIPS 140-2 BiERINZRER | FEA
FIPS i 5. BXA AN FIPS HERMNEZEER , TSR (ZEBKIPEELAEFRAE (FIPS ) 5 140-2
M) o

BNBINENE IR EERRBEREE ( MEFEFWBE FoR 4ttt ) MARERBHERN KT
B (MBEMFR) . XS AWS RS EAZESIA. API AWS CodeConnections 3 AWS SDK 432
AWS CodeStar BAIF/ AWS CLIZ H iR {Ert, EATEHHFER B HERXAFER P HEANEMA
BEHUTESATIHRIZCH AL, MREQAPRFZH[EEMU |, BB NEFTEEMUtP I EEIUE
8 BRI Z RS 2RI Ko

AWS CodeStar B Z1# B 3 R 15 R X R E ¥ AWS CodeConnections

AWS Identity and Access Management (IAM) AWS BRSs T BIEE R T2 iR 53 AWS BIRMN
B BR, IAM BEERBH W TURTERRIE (BF ) MBN ( BNER ) £H AWS CodeStar & Z#
AWS CodeConnections &R, &R LAERA IAM AWS RS , TEXNSHFANTEH,

(® Note

AN EF RS BR T 812 codeconnectionsWABRMITIRE, EFRZURT IR AFN
E&JE ARN codeconnections FffH, codestar-connectionsfRS BB IREFR TR
MATA, £ IAM REEFRIEEREN , REIREEERTRIVIRS 812/ TE,

K
[

PN

- FRASHHITEHRIE

- EAXRKERHE

- FRIEERFIEFHIFENAE IAM BEL &

« AWS CodeConnections X RS #

- ET5HONEBTH

- FARRZEFIX AWS CodeConnections & JR i i i8] £X BR

- ARG EPNBENNEE

- ATAPEEMIIBE SR

« MEEHERR AWS CodeStar %], AWS CodeConnections & 12 F1 8] X BR

KK
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

FIEBHA AR
« 73 AWS CodeStar BAHIFARSHEXAE

- FRSHEXAEHT AWS CodeConnections

- AWS HIEEF B AWS CodeConnections

R

BEYE A 53 AWS Identity and Access Management (IAM) @ BFFFRE , E4EURTFEE AWS
CodeStar & &1H # A i #9 T4E AWS CodeConnections,

RS A P -n R &4 A AWS CodeStar @A AWS CodeConnections RS R IE , NENEER
SNEREMENZIEMNNE, HIREHAEZH AWS CodeStar BAHIF AWS CodeConnections Th&E
RERTIER , (RATBEEEFANNNIR, THRUMABEBEHRNRESTREAEERERBFERESHNRE,
MRETE TR AWS CodeStar B HY E L ThsE AWS CodeConnections , 5 R EHEER AWS
CodeStar %1, AWS CodeConnections & 13 #i [R X BR o

RFEE R —MREHTLFN AWS CodeStar BHIF AWS CodeConnections &R, & A sEf B XY

AWS CodeStar @& 522 17 R PRF AWS CodeConnections. &/ T 4 2 1 E &M RS B 7 B/ 8]

BELE AWS CodeStar &I, AWS CodeConnections WEEFER. R , BM4AE IAM BERERE
RUBERBESAFONE, FEFZAELNESNUTE IAM WEAE S, BE¥EATHESIAINMAME
F# AWS CodeStar %189 IAM 1 AWS CodeConnections , {55 RF7 & T E#& A& FHSTENAE
IAM BL &R,

IAM BEER — MRER IAMEER , NAREEEFA T BNAHREREREEI AWS CodeStar &
K95 RIABR , LAK AWS CodeConnections, ZE&EFEAILATE IAM R EH K AWS CodeStar J&£1H1
AWS CodeConnections E T 5K~ , BSH., ET SO KRG

£ & 21T B IR AIE

BOBIERE AWS FASMEIERFNAR. BXT IAM AR BHEETE AWS KRBT
IAM BT EHRRIE (B2FAWS ),

B EABEY & HRRENEREIL AWS BRE 508K, AWS IAM Identity Center ( IAM Identity

Center) AF, RLOAIMNESEFREMREIELIREN Google = Facebook EIRMEKE F 108 =~HFl,

UIELIBRA BMEREN , ZFNEEALUGER IAM ARIEE T SHKARKIE. HIREABKESTR AWS
i, IRRRERERE 1AL,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | EZ [ (AWS &F AFERE) PR AEZEE AWS KF I,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

FRIEREGE RAFtEmE
MRE AWS DURBA XTI , W& AWS RERHFFTF R EH (SDK) Masw1T#EDO (CLI) , UEERSE
NERXNERHTNBES. WRETEH AWS TR, NXFACEBER, AXEAMENS LS
TEBERNESER , F2H 1AM AP EEHRHES AWS APLER,

TiEAMARERRIESZE , BUEERHEMZLER, flin, AWS BUEFEAZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHHRIERN (IAM AFER) FHNE AWSHERAZESHRIE (MFA)

AWS Tk 18 F 7

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro L H DI AWS IKF root BF7 , R GIERIK P Bt 62 F A9 B8 R 44 3th ik AN 22 8 & S BN AT 15 )
ZH 0, BARWESEERARAFNITERRES. RFFRAFEIE , AERAXERIERRNITRIEA
FPRBAITHNES. BXFELUBAFSOEZRNESHTRIIR , 550 IAM AFER P T2
WA EENES,

IAM AP B4

| AM A= RI& AWS Ik RSN MNARNARFEARBENRNE G, ETERNERT , RINBWE
RGeS EIE  MARGEZERKHFIL (WEBNEHESR ) WIAMAF, B2, IREF-ERE
MERAZRFERATIENAR IAM AP, BUERRIGAZR. AXESZER  H5H (AM AFE
M) PN TREERHZUENEAZSERLRE RZH.

IAM AR —NMEE—H IAM AFNE K, BFEEREAN S HESR. BUAFERAR—XIHERZN
BAFRIEENR. MEEXERAF , FRATUERMEERRFNR, flin , BuEEE -8R
IAMAdmins 4R , R ZA R FRUEE IAM &R,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHRNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM B ERENEHERBFENR AWS IKF WH G, BRUT IAM AR , BEREARTXKE. &7
LA AWS Management Console @I Y A EFIRetEE IAM B, SR LUEFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXEABEBNEFENESEERE , B5H (IAM AR
EME) B0 £/ IAM A e,

BB EIER IAM SEEULTERTRER !
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

FRIEEZEE RAriEmE

- BERAPER - ERQRESHIENR , FIRAGHNARENNR, YRKEFHHTHORIE
i, Z5OREAGHEXRABRRTHLAECELHNR. AXREEFHRINBENES , F5H
(AM BFiERE) 9 AE=S SO REFCESAE, WREMEA IAM Identity Center , NFEEE
BRE, NEHENSHEHRTHORIEFTUBRNAZR , IAM Identity Center fFXFRES IAM
FHABHXEK. BXNRENEE , HS6 (AWS IAM Identity Center AP 18E) HHIRE.

- IGEY IAM AR - IAM AP AR IAM AFAE , LERREHNBEESHTENR,

« BIKFEE - SR LER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RR
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 807 LUK RIS B 5H
MEFEER (MAREAAEEARE )., ETHEATEKFHTRNACNETRRNRE 2B ZE
B, B0 (IAM AFER) #/1 IAM A 5ETHERNEBEEATE,

- BIRESIFE — B AWS RS FEREM AWS BRESIREHHIThEE, Hlin , YEEENRSHHITH
At | ZRESBEESTE Amazon EC2 FiZ1T M AR FHE Amazon S3 AEHEXN R, IRFAIEELME
ARxHARNEAENNE, FARSACDSERRSHEXAERNITIHIRE,

- RRGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £EA
RERSE , BARESMIT—NMEE  RABLBREEEMRSH B35 —MRE, FAS EREA
ZRANNRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS BRSS RER BT RETARRIERE , T 2K E FAS #HR, EXMBERT , BLHERRIT
XA MRENNR, BXAKH FAS ERITPREFE , BSRERL A 21E

- BSAE - RSALERSAREELNIKS PRITEREM D RN IAM £E, 1AM EE R ATLE
IAM FEI2, BRABBRESACR,. BXESER , 28 (AM BAFERE) #H6IER AWS R
SERNENEE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFREATURARKRER
TRENAE, RSEXAGHAEENT AWS K- |, AHRKRSHAE. IAMEBERAAUES
B Re4miE RS 1K A BRRR,

« £ A@@ mazon EC2 Lz1THNARERF — BRI LAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 2 AWS API HRE R ARFHIGRHES, XL TE EC2 RflhFHILRAIZEH. EM
EC2 flo Bt AWS BEHAFEHAHAMENAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIESAE , HE EC2 KHl LETHRFEBRBIRNEIL. AXEZER , BS
5 <IAM AF#5R) i FH IAM AN Amazon EC2 E6l EETH R ARF R TR,

BETHECER IAM AGER IAM AR , H2H (AM BFfEE) FRAEeE IAM B8 (MAEA
F)o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

5% T 44 A
£ A R EE 177 8]

SET LA AWS B 02 R EE O EM IR AWS SO A RKZH RN HRNR, REREPH -
XRAWS | SEFHHARXEKN , ERELENR, AWS EEEA (AP, root AFHAGS
E ) RHERTAERX LR, KEFHRRBERATERIELER, KSBERKELL JSON X4
By AWS FERF#EEH. BX JSON KB XENEMIABTNESEE , H3H (AM AFER) +
Y JSON REEHEM

EIER A LAER AWS JSON REERIBEW ARG RMF L. WHRY , BNEME T AT IFRR
1THRE | UREALAFHTNIT.

RIANBRT , BRFNAGSENR, ERFAPXNAMERFIITRENNIR | IAM B2 R 0Lt
IAM KB, EERABEAAMAE®NM JIAM X , AFAIURAAE,

IAM K BETE RER IR |, X FEERA RS EZNTERE. flE0, RREFE—NAYF iam:GetRole
BRENREE, HAIZREH AP TN AWS Management Console AWS CLI, 5 AWS API 3RELA &

B .
ET 508K

ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRH I, XLRK
EHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , 5K
(IAM FFERE) RV EIE IAM K,

ETEHNRBALR -SARNARKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKRE , SULLEERMRIFHS MRS, HANAE AWS K, RERKIE
AWS HREXRBMEFIEERE, ETHRINMNEREERBANARKE BEHTERE B30 IAM AFE
MPNERERBRENRERR 2 RHITER,

FERITEZGHE P IENIS IAM B & A

EEA IAM EEXNARIERGAPISMENIGR 28] , BN T HBEL IAMBESERELESFER, E
2H 7T HEANMEM AWS RF WIS IAMBESFEA |, ESR IAM AFPEREPRNE IAM E& 5
AWS R

F&

- AFRIERFHEFETHHNERRE

« AWS CodeStar B A AWS CodeConnections & T & RHBEE
- ETHREHNEN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

R IAEHA g
- IAM Bt

TRIEZRFEFETHMAIRE

BEMEA IAM ET EMHNEKRE | BUUIEERFSIELWIREMTRUR A IFSIELIRIENZH.
AWS CodeStar 1 AWS CodeConnections XIF4GERIRME. RBEMZM4R, ETH#7E JSON XK
HWAERNFAERTE , 558 (IAM AF#EE) T/ IAM JSON K TESE,

BRI

EERWLER AWS JSON REEREEHANIL AT L, tBE2W , BNEE AT LHIR R
1TRME |, UREMAL &H THIT,

JSON ZKHEHY Action TEMEARTATERP A IEL L RNRE, KBKREEEEXREKN AWS
APl BERE. B—EHINER , HlIRBIEE APl BENNBRNR RE, & -LEREFTEETRK
PIITZMRIE. XM NREFR N B RRE

HREEF 2 ERFUR FHATREIREAIRR,

FEIERFEPBEHNNRERETRENEAUTER | codestar-notifications and
codeconnections., il , ERFEAEEFEHK,PMEBAANMNER , i5FF codestar-
notifications:ListNotificationRules RETHEEEKRMED, KIEFHELMI
&ActionZiNotActionst&., AWS CodeStar B} AWS CodeConnections EXHBEDH—4AR
£, XERERRT EAUEARRSHITHES.

EEEMEAPIEESZ D AWS CodeStar BHIRE , FRESIREAN] , WTFAAR.

"Action": [
"codestar-notifications:actionl",
"codestar-notifications:action2"

EEBEMEGHPIEES D AWS CodeConnections &1 |, ERESSRBEN] , TR,

"Action": [
"codeconnections:actionl",
"codeconnections:action2"

W T MERBES (%) EES MR, fl0 , EIREURF List FFANMERE , BEEUATE
=
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FRIEEZEE

RAriEmE

"Action": "codestar-notifications:List*"

AWS CodeStar @41 AP| i#/E2FE :

* CreateNotificationRule
« DeleteNotificationRule
* DeleteTarget

* DescribeNotificationRule
* ListEventTypes

* ListNotificationRules
* ListTagsForResource
 ListTargets

* Subscribe
 TagResource

* Unsubscribe

* UntagResource

* UpdateNotificationRule

AWS CodeConnections API IEBIEUTHEA :

* CreateConnection

DeleteConnection

* GetConnection

* ListConnections

* ListTagsForResource
 TagResource

* UntagResource

EERFORIEETF , TEERITUTNRENPEAIZEIE : AWS CodeConnections

* GetIndividualAccessToken

e GetInstallationUrl

FRIERFEFNBENMAS IAM BEEEA
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 ListInstallationTargets
« StartOAuthHandshake

* UpdateConnectionInstallation

EFERERE , EEHITUTNRRE AWS CodeConnections HYIR1E :

* UseConnection

EfiEREE1% AWS CodeConnections EIIRS , EEEFHITU TR RAVIRE -

 PassConnection

E&EE AWS CodeStar BHF AWS CodeConnections #&/E5I& , 5 IAM A i8R AWS
CodeConnections P HIAWS CodeStar & &1E Y B REM B E X BB E,

BIR
AWS CodeStar %1 , AWS CodeConnections X FHE KB 15 E AR ARN,
e JE:

AWS CodeStar 413 AWS CodeConnections EX HEHRHRE K EXRFFEHA—EL2BRHGR,
EEEME AWS £ RE&H2 , F555H IAM AFPIERmPRHNAWS £ F54E T X4,

FtE AWS CodeStar BHIREE Z#Fcodestar-
notifications:NotificationsForResource%#i, EXEZELR , F5H ETEHMHWER
o

AWS CodeConnections XA T A1 IAM FKBConditionTEFFEHANZ MR, B LlFE XL
#—FHICRAEREANRE., BXEZER |, F3H AWS CodeConnections I fE&#,

e i R
codeconnections:BranchName BE=ZFEFEMEEN D X AR RINPR,

codeconnections:FullRepositoryId RIER DL T ERIFIE TG RINR. UEA
Fi5 A4 EFM#ERN UseConnection #ER
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FRIEEZEE RAriEmE

e i R

codeconnections:InstallationId ERTENEZENE=F ID ( 40 Bitbucket M A
BFZEID) RIFETFRINR, foiF 4R & 5
EE = ANARFRRETRATEILERE

codeconnections:OwnerId EMEERE=FREEFHKS, ID KREEH
&) 4% BR

codeconnections:PassedToService B AFEFE A O B 1EEZA RS SR I 15 7] A
PR

codeconnections:ProviderAction ¥ UseConnection i&ERPWIREHEFERE
( 30 ListRepositories ) R¥ik kR4
PR

codeconnections:ProviderPer %568 = 5 1R 12 7 AR #Y 38 BY SR 57 1% 17 7] £ PR

missionsRequired

codeconnections:ProviderType RiERPERENE=FREEFRERITER
[a] 1% R

codeconnections:ProviderTyp RATHRESERNE =S REEFREKFIE

eFilter T [A] #X BR

codeconnections:RepositoryName R = 5 1708 BE Y B PRI IE 17 (B A PR

I

E&EEH AWS CodeStar BHF AWS CodeConnections EF S HNEBRNRE , 3HE. ETE5HH
R BE R

AWS CodeStar EHF] AWS CodeConnections E T &R R

AWS CodeStar @& , AWS CodeConnections A FE T &R K,
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ETHREREN

BE LA AWS CodeStar BX1H AWS CodeConnections &R INFRE |, th AT LATEE
RpZERE, BEETHREESHRE , BFEMEA codestar-notifications and
codeconnections:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
RUEBERBORZATEPREFLZER. BXNTIERBNESEE , BERETIERR. AWSHXH

AWS CodeStar %11 AWS CodeConnections BRRFMIMFENEZER | BFSE NIEZRFER IR
N

S5V adlo)

EEEFETHONERE (ATRERZRR LRI RBHIFNZERENTFR ) OR6 , ES5H FRARSE
&3+ AWS CodeConnections &RV 15 B 1R o

IAM B

| AM £ &2 & AWS IKF BB 1B EX RIS,
15 1R i B A UE

Ba UFERAIRR EIEHTHREENESRE , KA IAM BasiEKF A6, &7 LUETEHAssumeRoles
Z I AWS STS API B2 1ER IR AR B %2 £ UE $ GetFederationToken,

AWS CodeStar A3 AWS CodeConnections X3 {E A IEEHES,
REMEXAE

RSSHEX A B RV AWS RS BRI HEMRS TR FRAARETHRE. BSHAXBEERE IAM IK
P HRZERSE. IAM EEAATUEEETEERBRSHEXABHR,

AWS CodeStar BAXFRFSHEKXAER, EXAUIEHEE AWS CodeStar BHF AWS
CodeConnections FRZHEXARWIFMEE , HSR N AWS CodeStar BAHIEARSZSHEXAE,

CodeConnections T #FRESHEXE R,
AWS CodeConnections X fES#&

TR ETHEAN AWS CodeConnections APl #4E, ZBuI AN HRFINREHAENBREURA TR FINE
B &R ARN 91X, #E#EiZ AWS CodeConnections AP| A FHIR/ESSE | XL APl D W Z K.
ERETHME IAM B HHNRERE (ETESHANKE ) i1, ISE )R,

ERENPRRIERT | TJLAERIEM Action ZERAIETERE, EXREEM Resource FERF L ARN By
ERIEERRE , TAERARRERABES (%),
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FRIEEFAE RAriEmE

BREEERBPRARZMNE , WMERA RN ZHE PIHARGR, SBATUER AWS-wide
R, Bx AWSBEZHNTRIIK , SR IAM A EER A% H.

EIETERE , BE API BEBHRZHIEA codeconnections &4 (Hi

I , codeconnections:ListConnections % codeconnections:CreateConnection).

{5 P B EC AT

EEESMREIRIR , ATLTE ARN FERBESRF (*). M0 , codeconnections: *iEEFA AWS
CodeConnections 31#EFH codeconnections:Get*3EE LLE AT LB FTE AWS CodeConnections
HMEGet, AR RAIZFIIEL MyConnection BMIF KA &R B R

arn:aws:codeconnections:us-west-2:account-ID:connection/*

RN TRBPIEN 4R RERABES , FeeXt region | account-id BRFEABEAF. BXBEE
FNESEE , FSH IAM AFEEFH IAM #7125,
£

- ATEEEENNR

- ATEEENHNNR

- BT RBEEANR

- REFHHNR

- FEEEZEIRS

- EREE

« XIF ProviderAction 359 E K H

o PRICEER RN NR

- FEEEBRIFMESEE

- FREHEIENZAR

ATEEREZENINR

HIEEME A SDK EF. Bl AWS CLI sl FREZMN AN A R RNMRF AU TRE.
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FRIEEZEE RAriEmE

® Note

BEEEREEUTRROERN  ERHATERREREE. CEEFN AT EREEY
AR AR

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections

AWS CodeStar A T EEEZNIRIEREH R AWS CodeConnections FT X R
CreateConnection

¥1E . codeconnections:CreateConnection

£/ CLI Szl & oI B E P&

®iR - arn:aws:codeconnections:region:account-id:connection/connection-id

DeleteConnection
#4E : codeconnections:DeleteConnection
5 CLI iz &l & M BRIEIEFTAE,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GetConnection
1€ . codeconnections:GetConnection
£/ CLI iR H A EEERFHAEEMLE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListConnections
#4E : codeconnections:ListConnections
5 CLI HEHI A FHIKF AT EEREFTAE,

®IR - arn:aws:codeconnections:region:account-id:connection/connection-id
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XEREIFUTRMAR

B®1IE S
codeconnections:CreateConnection codeconnections:ProviderType
codeconnections:DeleteConnection T iE A
codeconnections:GetConnection TERA
codeconnections:ListConnections codeconnections:ProviderTyp
eFilter
ATEEFHHNR

BUEEMEMAR SDK EEF. 22 AWS CLI IR ENB A EHA B RMBRFA A TR,

@ Note
BIEENERUTHROBERAN , EEVNFERIERELE, EFERMN REEHHNR
FHI PR

codeconnections:CreateHost
codeconnections:DeleteHost
codeconnections:GetHost
codeconnections:ListHosts

AWS CodeStar EHEERERIBEHIF AWS CodeConnections FiT & X R
CreateHost

#1E : codeconnections:CreateHost

£/ CLI szl & el R EHN R &4FE,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

DeleteHost

#4E : codeconnections:DeleteHost
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£/ CLI SiZHI M ERENATLF.

®IR . arn:aws:codeconnections:region:account-id:host/host-id
GetHost

#24E : codeconnections:GetHost
5 CLI HEBHAEEF W IFMEEMSLE,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

ListHosts

B4 : codeconnections:ListHosts
5 CLI &I &5 HIK - A TE VA4 E,

®iIR : arn:aws:codeconnections:region:account-id:host/host-id

XEREIIFUTRAEE

R1E S
codeconnections:CreateHost codeconnections:ProviderType
codeconnections:DeleteHost TiERA
codeconnections:GetHost TERA
codeconnections:ListHosts codeconnections:ProviderTyp
eFilter
BT mREENNR

EEATHEEFEHPEEEZNAGYEAST  NEFERHAPERERNEZLZERTFINR , X2
EENSRUEFEFINEERANERGNERE, BRT LRNRZH , BATLERLTRR,

EPHAEERTETHRRNEFHERALT IAM &
{E, ListInstallationTargets., GetInstallationUrl, StartOAuthHandshake, UpdateConnec
M GetIndividualAccessToken = IAM KRB R. ©I1F= APl B4,
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codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake
UpdateConnectionInstallation

ETX—R, ERFaPER. 2E. EFIBREEZFEUTNR,

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

CreateConnection
DeleteConnection
GetConnection
ListConnections
UseConnection
ListInstallationTargets
GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken

AWS CodeConnections 5t B E 2T E H R /EER

GetlIndividualAccessToken

#4E : codeconnections:GetIndividualAccessToken

EREH A EREEMS4E. XAR—M IAM REXR , T2 APl R4,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GetlnstallationUrl

¥ 4E : codeconnections:GetInstallationUrl

EREF A TREEMLE. XRAR—H IAM REXR , T2 APl B,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

ListInstallationTargets

1 . codeconnections:ListInstallationTargets

EREH A TRIEEMAE. XAR—M IAM REXR , T2 API &4,

AWS CodeConnections X [R&#&
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id
StarTo AuthHandshake

21E : codeconnections:StartOAuthHandshake
FEHEHAESEREREMAE, XRE T IAM KBXE , T2 API #1E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

UpdateConnectioninstallation

#1E : codeconnections:UpdateConnectionInstallation
EARFETREZEMSE. XAR—M IAM EBXR , T2 API #1E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

XEBREIFUTRAER,

B’ S
codeconnections:GetIndividu codeconnections:ProviderType
alAccessToken
codeconnections:GetInstalla codeconnections:ProviderType
tionUrl
codeconnections:ListInstall TERA
ationTargets
codeconnections:StartOAuthH codeconnections:ProviderType
andshake
codeconnections:UpdateConne codeconnections:InstallationId
ctionInstallation

RIE EHAIR

EEERH AT EREENACHAFNNEREEFHEPREZNMENNR , SEARHAEFRNE
FHNREINNAERRF. BRT ERENNR 2, ERTEER L TR,
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RHEERTET R[N EVEMSEALT IAM #4. RegisterAppCode
StartAppRegistrationHandshake & IAM KB R. BT = APl #1E,

codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

ETX—R, B2HaPERA, 22, EFINRFZINNEEZTEUTNR (NS RENRLE

FFRE ),

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken
codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

AWS CodeConnections 525 E IR E AT & KR EIR

RegisterAppCode
#1E : codeconnections:RegisterAppCode
ERARHAERTHENREMSLE. XRAZ— IAM RBXR , T2 API B4,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake
#1E . codeconnections:StartAppRegistrationHandshake
FERAEHARTHENREMST. XA IAM ERBIXE , T2 APl B4,

IR : arn:aws:codeconnections:region:account-id:host/host-id

XEREIIFUTRGHE,
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RAriEmE

RHE L1 B AR SS

FEZAZEZIRSE (Flw , EEEE L PRMEERE ARN A ESLEREERN ) , AFRF4HE

codeconnections:PassConnection ™R,
AWS CodeConnections 1&i# & B Fr E I R
PassConnection

#4E : codeconnections:PassConnection

FEEEE RS AE.

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

LR EIE STIF AT SRR

 codeconnections:PassedToService

SO RNZIXSE
i< BHBRMERES
codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com
* proton.amazonaws.com
£ FE R

L MR A RS CodePipeline fEAEERN |, ZRFZSABXNEENAEERE

M codeconnections:UseConnectiontXfR,
EREFHAPEEERE , APRBSYMESR codeconnections:UseConnection kR,

AWS CodeConnections f FAEZEFTENIRE

UseConnection

#4E : codeconnections:UseConnection

1 PR 455

AWS CodeConnections X [R&#&
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

EREE IF AT R4

* codeconnections:BranchName

» codeconnections:FullRepositoryId

« codeconnections:OwnerId

* codeconnections:ProviderAction

* codeconnections:ProviderPermissionsRequired

+ codeconnections:RepositoryName

FHEENZZEFE

e BMRERMS

codeconnections:FullRepositoryId ERENAFENEEESS , Sl my-
owner/my-repository . NYEZEATH
7] 45 TE 7 A oF SR 35

codeconnections:ProviderPer read_only =% read_write

missionsRequired

codeconnections:ProviderAction GetBranch , ListRepositories |,

ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen

t , GetPullRequest , ListBranc
hCommits ,ListCommitFiles |,
ListPullRequestComments ,ListPullR
equestCommits

ENDEEMENRHRBIREcHER BANHEEMER, BWEH
codeconnections:UseConnection RIZHIXEHENHRE |, BRIEBH G RHIEHERTRHRE,
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¥ F ProviderAction XX#FRyifEIEH

% AWS REFERIEEZEN , 2SHEENRERBREEE AL APIERA, flun , RESATESETEA
https://api.bitbucket.org/2.0/repositories/username API 3k%|H Bitbucket EEH1F
B,

ProviderAction &8 A FERHI o LLF A REREF EAIHL AP, BT API BB UEERIDEK
B, AEREREBMHAMR , it ProviderAction EMHIHRIZERZHMATE API B9 URL, X
ARFERREEGMHERRERNEKE , TIOEZENREEREE WM,

UTRBEFBNZXZEN ProviderAction EMIFRER, LLTRE IAM REXE. ST 2 API 8
1E,

AWS CodeConnections X Y5 F1ZEE ProviderAction
GetBranch
#1E . codeconnections:GetBranch
HRIBXDXNEEMLE , flNizs IHHHMER.

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListRepositories
®{E . codeconnections:ListRepositories
BRIBETHRAEEN AR FHENLEEREIR ( BREAXEEFRENFAGRE ) NALE,

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListOwners
1€ : codeconnections:ListOwners
FHRERENFRNEEEYRAHSLE,

®IR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranches

#4E : codeconnections:ListBranches

RS EFME LEEND XIERAEE,
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id
StartUploadArchiveToS3

¥ 1E : codeconnections:StartUploadArchiveToS3
REURRE HFFH L& F Amazon S3 FR4 &,

IR : arn:aws:codeconnections:region:account-id:connection/connection-id
GitPush

#4E : codeconnections:GitPush
5/ Git EAFMEEFIAE,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id
GitPull

#4E : codeconnections:GitPull
£ A Git N\ F BEiEETA4E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveToS3Status
¥ 1E : codeconnections:GetUploadArchiveToS3Status
1A\ StartUploadArchiveToS3 BaIM EERVIRASFIAE | BFEEMEIRER,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment
#1E : codeconnections:CreatePullRequestDiffComment
5 R RLENTE R AV ER T4 E

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest
#1E : codeconnections:GetPullRequest
EEFMENNEERMA4E,

®IR : arn:aws:codeconnections:region:account-id:connection/connection-id
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ListBranchCommits
#4E : codeconnections:ListBranchCommits
EERMEDINERWINRFIHE,

®iR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListCommitFiles
#1E : codeconnections:ListCommitFiles
EEERINXHFWIIRFIHE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestComments
#1E : codeconnections:ListPullRequestComments
EENEBERNERNIIRAZE,

#®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestCommits

¥1E . codeconnections:ListPullRequestCommits
ERNEUE RV W FIRATLE

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

PRICIERE R R SIS R
FRICEERRAERNLT IAM #4E,
codeconnections:ListTagsForResource

codeconnections:TagResource
codeconnections:UntagResource

AWS CodeConnections ¥riCIEE R RFTERIRIE
ListTagsForResource

¥ 1E : codeconnections:ListTagsForResource
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FETAREA il
EEEEZERRRBRNIREINRALE.

iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

TagResource
#1E : codeconnections:TagResource
FRCEETRAAE,

iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
¥ 1E : codeconnections:UntagResource
MWEER RBERIREN T4 FE.

®iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

SEEREDFEESERE
ERPEEFPRMEEMESERER |, AP 4B EFMESERE ARN/resource By

codeconnections:PassRepository fXR,

AWS CodeConnections 1&i% % #F7 3% H R

PassRepository
1€ . codeconnections:PassRepository
FENFRESREEEIFEIEE,
®iR - arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

BREE I T R

 codeconnections:PassedToService
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FEBRNIZFHE

ied BRHBRERES
codeconnections:PassedToService * cloudformation.sync.codecon

nections.amazonaws.com

FEESEIFNRGE
D&M REIFENEHEEEENRD R E R IRVIRE
» codeconnections:Branch

BB R PRI 7 2B AR IFE T R AR,

R REFRERE
e BRE
codeconnections:Branch LR HREZFUTRE
» CreateSyncConfiguration
» UpdateSyncConfiguration
* GetRepositorySyncStatus
BT 5 401K R P

ZIANERT , 88, AWS CodeCommit AWS CodeBuild AWS CodeDeploy,

= AWS CodePipeline B T HA—TREEXREKN IAM AR FNAEBNHRSIX
LRBEE-BRERE, BANBHAMAN, i, AT HP -T2 E R

( AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess, I
AWSCodePipeline_FullAccess ) #J IAM B P& &t o] LASE £ 15 18] 0 X LIRS 00 R R 6 2 1@ Z A&
A

Hitt IAM AR FIAGTNEIZRIER AWS CodeStar BHF AWS CodeConnections &R, i1t 7T
&£ AWS Management Console AWS CLI, = AWS API $i1TES. IAM B2 A HMEIEEY IAM
REg , FAFNAERTNR , MEXMIIAZENEERRRNIT API B4, AT, EEAMTFIXLE
RESHI B FE EX LR IAM AP R4,
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AWS CodeStar J& & #9 # BR 1 =451

AT BURF B M R 7] LLRS Bh I8 B 38 AWS CodeStar &4,
SE& U5 8] 4T B R B A A9 8 &N Y HE S AR

AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess.
FMAWSCodePipeline_FullAccessFEE R DIELATIEG , AFEFAEILERFERELIHMEBEA,
ENAEP-—IMREEREHAFE TR ZNEEBHA Amazon SNS =8, HAFITRMEUEIT HE
FERUARSEEEZEERNBHAN B R EB,

® Note

EREFREKD | £4% codestar-notifications:NotificationsForResource
FEERETFRESWEAREBENE, i, ENELIHEFEK D CodeCommit , &

Harn:aws:codecommit:*,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}
}
I
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
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"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",
"Effect": "Allow",
"Action": [

"sns:CreateTopic",

"sns:SetTopicAttributes"”

]I

"Resource": "arn:aws:sns:*:*:codestar-notifications*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics"

]I

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,

"Resource": "*"

RIRFEE RS A AV E H B MR AR

AWSCodeCommitReadOnlyAccess. AWSCodeBuildReadOnlyAccessAWSCodeDeployReadOnlyAccess,
FMAWSCodePipeline_ReadOnlyAccessE E R BIFUTEA , AFXNBAHTRIEFE, i, ©
A E FRTERFAHEERFNEAN , BLECNE, EBRITRXLEA,

@ Note

EIEEXRED |, £4% codestar-notifications:NotificationsForResource
FEERETRESHNERERNE, 0, EWNZLIFEERES CodeCommit , E

JFarn:aws:codecommit: *,
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"Sid": "CodeStarNotificationsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:DescribeNotificationRule"
1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

H 46 E SR P Y B A AV A R AR

AWSCodeCommitPowerUserAWSCodeBuildDeveloperAccess.,
FAWSCodeBuildDeveloperAccess it ERBEIIFEUTER , ATMNARP N EEREHNIT X E A
B, wEMTHEH. L ERREANANHERRRNIFE,

® Note

EIEERKD | {448 codestar-notifications:NotificationsForResource
FEERETFTRENEREBENE, i, ENELIHEFEK D CodeCommit , &

Farn:aws:codecommit:*,

{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [

"codestar-notifications:CreateNotificationRule",
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arn:

"codestar-notifications:DescribeNotificationRule",

"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"
aws:<vendor-code>:*"}

}

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

]I

"Resource": "*"
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T~ ATEBRBANERE R R KE AWS CodeStar

T RGIF |, B[ AWS K H IAM AP RT3 AWS CodeStar BAIH T2 1H

FIR , MEZAFPIUEEBAANNFRAEEHINEBAAN, BFRMEBHE

B, BEREAFZAFGBM, EFRABREDNRN, XR—IPTLIFERE , EE

T. AWSCodeBuildAdminAccessAWSCodeCommitFullAccessAWSCodeDeployFullAccess,
FMAWSCodePipeline_FullAccessiEERBER TSN BHANIR, SXLEERE—F , BRBFLHE
BRFARMBIFZENEN AWS IKFHHBHAMNENANES TS EEMNRN IAM AR, B4A5A
1=

® Note

WEREEEE A CreateNotificationRule, NILEKENATH IAM BFRACRNEMA

FP#E AR AWS Ik P RiB A S E A MR E RIRZEE 622 AWS CodeStar BHIFN , B
ZAFBCSENGRXERRBEM, flan , FHEEEN A S ESEHENRNER
T3 CodeCommit £ FE 822 & & CodeCommitFL N,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"
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}

T~ AT ERBEANTTEE RS KEE AWS CodeStar

FERGIH | BHELERF day-to-day FH AWS CodeStar BEHIFVIXPR , Fila04lE
MiTFEBA , EFA TR FEEBIFERVIRENTHRIR |, 520 BRiE AN =% 8
¥ro XZE[RFAWSCodeBuildDeveloperAccessAWSCodeDeployDeveloperAccess.
FAWSCodeCommitPowerUser¥t & 5 B AR 12 4 89 175 7] X BR o

(® Note

HWERBEEE LT CreateNotificationRule, FItXRBNATH IAM AFRRARNEMA

FEBEI LA AWS Ik P B A AR P B RIRE R 62 AWS CodeStar BAIFN , BIfE
ZAFECENFRX LR RE Mk, Hln , PE RN AP T AESE H RN R ER
T CodeCommit £ FE 6l & & CodeCommitH N,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

5 . EF AWS CodeStar BHH read-only-level K&

HEMRBIH | BEEEKS R IAM BT AWS JKF R RVE A FN
BHRMEBEARBENARTRNER. ZRGIHA T NG EREUATERTRL
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I, X% [ETAWSCodeBuildReadOnlyAccessAWSCodeCommitReadOnly,
FMAWSCodePipeline_ReadOnlyAccess#E & K R AR,

"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [

{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

1,

"Resource": "*"

KA BR M ;=5 AWS CodeConnections
LT RBEE IR RG] HE BHIEEE AWS CodeConnections,

ETRMMAERXL RG] JSON REEXHEIE IAM ET HHNEE , 56 IAM AR PIE
JSON & T+ E 81 R

Tl 5 CLI BIZEF AWS CodeConnections {E &l &5 EFH N FK
BIEEMA AWS CLI = SDK £&., #I2. fricSiiiBREZNACSKAF NN RMREANLATHRR,

(® Note
BITEENERUTHROBRA , F2H S PEKEE, BFBET -2 PRINNER.

EfRARHEEETAEENIIR, EENRIURERERE | BEALTRE,

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

]I

"Resource": "*"

T~ fEREE|IA 812 AWS CodeConnections B 2K B

EEATERHATERERENACGHAF , NEEERH AP EREREMELZREFTENN
R, XBEENSREEEFEFANEFHNERENERE, EERHATFEREZEEEERM
UseConnection, AN TREERFESHES. F£H. SIE. HRicTMBRER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"
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]I

"Resource": [

"

T~ BB ARFNERKEE AWS CodeConnections

L RAEIR

/R 4H

0N 20N

[ AWS IKFFE IAM AP &RFE21HRMPR , CodeConnections BAMEiZ - aJ 2L

A, EFAMERERE. XRELTFEE , FETAWSCodePipeline_FullAccessit E XM, 51zt

EREE—HF
AHAE,

4R 1

BN/ N\

"Version": "2012-10-17",
"Statement": [

{

"Sid":

"Effect": "Allow",
"Action": [

]I

"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

"Resource": "*"

"ConnectionsFullAccess",

CreateConnection",
DeleteConnection",
UseConnection",
GetConnection",
ListConnections",
ListInstallationTargets",
GetInstallationUrl",
StartOAuthHandshake",

UpdateConnectionInstallation”,

GetIndividualAccessToken",
TagResource",
ListTagsForResource",
UntagResource"

PP R RS FBAMTMNBIEEX AWS IKFEZEEE TS EENRY IAM AF, &
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T~ AT ERNTTERE R B KEE AWS CodeConnections

FE R | BFLEREF day-to-day AR CodeConnections , i8I EFIEZNIFMES |

BRAWRTFEEBRAEAVRE ( FIIMBRES ) BIFRRR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"

]I

"Resource": "*"

5l . £ read-only-level 5B AWS CodeConnections

FRAEIR | SRS R IAM B PR TR EK S P EER QR ENER. AWS %IR58 T 40

A ZREUATEFTXLED,

"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
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"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

Bl : BF AWS CodeConnections 18 E 17 & FE VST B 48 /) SR B

FEUTREIF |, HFFL CodeBuild fRSS A5 E 1 ER Bitbucket % E, < F CodeBuild RS AR
B BUR -

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection:3dee99b9-172f-4ebe-
a257-722365a39557",
"Condition": {"ForAllValues:StringEquals": {"codeconnections:FullRepositoryId":
"myrepoowner/myreponame"}}

}

Tl FEREZEEZEE CodePipeline
EUT RGP EBERFEAFFEHSHIERE CodePipeline, MINZERAFAEKE -

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:PassConnection”
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf",
"Condition": {"ForAllValues:StringEquals": {"codeconnections:PassedToService":
"codepipeline.amazonaws.com"}}
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=~ : 8 CodeBuild fRS & &3 1T Bitbucket i2EUE 4 AWS CodeConnections

ELUTRAIG |, TieEEENMA , EFREFE CodeBuild RS AEXY Bitbucket #TIREUR#E, < F
CodeBuild R AEBUR -

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"Condition": {"ForAllValues:StringEquals":
{"codeconnections:ProviderPermissionsRequired": "read_only"}}

}

Tl : BR#I CodeBuild fRSS B & AN ITRIE AWS CodeConnections

EUTREIF , BERFLMEL CodeBuild lRFABHKITELUMERIECreateRepository, X T
CodeBuild REHEBHBEE :

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"Condition": {"ForAllValues:StringNotEquals":
{"codeconnections:ProviderAction": "CreateRepository"}}

}
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FERFRZEEIXT AWS CodeConnections & JRRY i 8] £ bR

RE AT LA INEIEIR , Al AMIERE AR ZLEWN RS . T£F AWS CodeConnections , &R [ AHE
B BRRETUEENRE, £012 IAM FrEE | S UERARSZ4EREFILLT

- ETRRERANHL , WLER /- AU EERRNITERF,
o BREARE T A IRV IE R P LR
« REREMERTEBRFEM,

AT RBIERT IEIERRE PN AWS CodeConnections A I8 EMRZ &4,
Example 1 : EFERPHIFRZLRFRE
UTRERT AP EHQEREZNNE AWS CodeConnections,

A, MRBFRIBE—NER Project WHHERN ProjectA B |, MEAWF
CreateConnection #l TagResource #fE, (aws:RequestTag FRHEA FEFITLES IAM
BEREBPLIRL, ) aws:TagKeys FHBRFRIFERX 2 KNE,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/Project": "ProjectA"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]
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Example 2 : E T REHRZARFRE
AT SRR F A P X R YRR AT IR EFI IR EVAE < 15 B AR PBR AWS CodeConnections,

Ak, MRZEEEEREN Project, A ProjectA R , ME AT ERE,
( aws:RequestTag &M A T4 LUED IAM EREBEBLIRZL, ) aws:TagKeys FHHR
BRERX 9D KINE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

1,
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

e F 2%l & PRV E A M EE

BHAEERNE T CodeBuild, CodeCommit CodeDeploy, #1 CodePipelineiZ#lad , URFAETL
BEHAEN B SMEXRE, EHAEFEFHNELN  BXTNXERSNAHD —TIEE R ,
RNEMNMEE —ARENR, XENRLAA TR HBMEFTGRE AWS Ik FH AWS CodeStar
BHF AWS CodeConnections BIRIFMAES ., RECENET SN KRB LLAENRIENRE
=R, WERENERZRBHEE (IAM AFRSAR ) ERETEHE. BXET AWS CodeBuild,
AWS CodeCommit AWS CodeDeploy AWS CodePipeline, Fi7EI4XPR ( BIEX X L& A 1 iH R X
BR)MESEL , BSRNUTER :

+ CodeBuild: HE T B 4B K& T CodeBuild
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AR TARHE A5
+ CodeCommit: FFE T 54 HI KA T CodeCommit

« AWS CodeDeploy: 5 3 1/ 8] ¥ AWS CodeDeploy

 CodePipeline: £/ IAM ZEBE# 1715 A 32 5l

AWS CodeStar BAUXK BT AWS FHEXKM, N7 REXIBEADRERN HRRR |, BAHH B E 5| HHY
HP—DRSNAEMIEERE , RELLTCBERER THP SSKANRRANRE , ReFHX
LEREMMIFTEXERRVAS, AHAE, BXESEENRH , BSHAUT

o Rl BTEBRBEANNEERHKAIERE AWS CodeStar
o I BT fE B AN A ST R B B SR B& AWS CodeStar
« =l : A AWS CodeStar BHIH read-only-level R #E.

AWS CodeConnections & E{E{A] AWS FEEFRKIE, B LAERANRMFRNEBEAS , Hlan , AT TR
FE R AR AP iE A HUR B BR .

BXEZEE , FEATIRE :

o Ml EER AR EEFRR AWS CodeConnections
o 15 BT A Y TR R A 4 Bl Y SR B AWS CodeConnections
« 4l : fEF read-only-level 5B AWS CodeConnections

ETEFENEA AWS CLI 5 AWS API AP R FEHENR, AR , ARWFHRESEZHNITH
AP 12448 T EC Y R4

ARTAFEERMIBE S KRR

ZRGIEER T S G2 KRG |, AW IAM BFEENNBIEAF S ONNBRMEE R, R
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ER AR,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

WEEHERR AWS CodeStar &, AWS CodeConnections & 5 i/ [al 1 FR
SFEAUTEETREBECHMAEEEERBAM IAM B agEEZINFE L E) &,

£

- RREERAHFELTHEHMAGRIEH

o BBIZE T — Amazon SNS B HFERNMABHMN B , BREEE W EREHH B FHBH
« RAEAY AWS Ik LA E M A TG RIERE AWS CodeStar BHIF AWS CodeConnections & iR

BREEAAFEATHMALRERA

E R EAM AR AWS CodeStar BHF AWS CodeConnections , AR EE A M A R AN H
EFCZIAMEE (AFPRAR ) ., EMRERZRANEIERR AWS, RiE , B4R 5K B i Z
LK, LUEFE AWS CodeStar 38 &N A [@) #b41#% F IEE VIR AWS CodeConnections,

EVEFBRER , BESR (IAM AFERE) PRI ENE— IAM ZiRA - 4,
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B X AWS CodeStar BHINIEEE LR , IS FHAWS CodeStar & £ AR F R4,

jilll

o2 T — Amazon SNS EFHFERMMABAMUEIR , BERBEXBERIEXREH
HY 8 F- BB 4

RNTERERSHENER , EXFTTE—NERH Amazon SNS TBERNBANNM BFR , HBEEH

BB, FHB 4 i 1t th AZ01T ] Amazon SNS =&, EHEE Amazon SNS =B EA | FREUTHEA :

« H{R Amazon SNS FEE@EH MM FE— AWS X1,

- REUBRENEFHEFINZEITHIEBENES , HBLAEHIATH. BXEZEE , BSHAEL
% T 21T B2 Amazon SNS =&,

. BETBEWRESEY , AU AWS CodeStar BABRT ML BL. ZETEBLASLEMT
T RBHE -

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

iy
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

BEXEZER , B3H RE,

BB AT AWS KPSV E M A TFRIFK B AWS CodeStar BZIF AWS
CodeConnections & i

gaptlgE—1ae  LEREMKSPHAPRIEELANARTTUERZABRGRIEHNRIR, &0
UEEEESEY , ANEEAR. XTXHETRIFMNRBEHHREHZIR (ACL ) KBRS , E7 S
150 PR 3 L SRS 0] A 5 3% T X AR B B IR Y 1 R A

REFR Ty
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FRIEEZEE RAriEmE

ETHRESER , FZEAUATREA :

« ET# AWS CodeStar BHFMEZE AWS CodeConnections X1FixLEIhee , FSET A T EiZ4 A
RSN E IAM BSER,

« BT HINAERMENEBENERNIGENE AWS K/~ |, 555 IAM AFiEmT B EEnag AWS
K BB —1 IAM AP REFRNER.

- ETHRNMAMEE=ZHRAEEHNZBRENIHRIE AWS IKF |, ESE IAM BFREETNEE =512
HIFENR. AWS K

s ETHRIMITEN SMRBRERIEREIFENER , FSH (IAM AFPERE) P ALSAT S HRBIEN
BF ( BRBRERIE ) REHRNR,

- ETHRERAACNETRERNRHATERFRIZENZS , H2H (AM AFERE) F8 IAM
ABGEETRENEBEMTRE,

A AWS CodeStar BHIFEHRZHXE R

AWS CodeStar @& AWS Identity and Access Management (IAM) RS X< A€, REHE<AE
2—MIEm IAM At | BT AWS CodeStar BAHl, REHEXRAEEH AWS CodeStar BHFE
X, BFZREREREFAAEM AWS BRSAENFIENRR. fEX 02BN N ECRLEAE,
BRUBRAG,

RBMEXAEUTUERMIZE AWS CodeStar BH , AABERLFHHRMNE, AWS CodeStar B
HENTERSHXIACHNIR , BRIESEEN , BNRE AWS CodeStar BHFEEHAE®, &
YRR BEEERBEANNREKR , M ENRRBEREM MBEMEE IAM 3£,

ERBRESAXAE , EAREMBRENEFER. X TURF L AWS CodeStar BARR , BH 1
T BETC R o IR U5 3 B AR A AR PR

BEXXERSHEXAGHEMKRSHER  H2H5 IAM BEEEANAWS RS,

BHI RS HR< B ENE AWS CodeStar

AWS CodeStar &1 A AWSServiceRoleForCodeStarNotifications FRSHEXBERXKET B8 K
ENEHNERER , AOBEENBFHRAXEA,

AWSServiceRoleForCodeStarNotifications FRSHEXAREEUTRERAAZAE :

e codestar-notifications.amazonaws.com
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« #4E : CloudwWatch Event rules that are named awscodestar-notifications-* Lt
B PutRule

« $#1E : DescribeRule £H CloudWatch Event rules that are named awscodestar-
notifications-*

« #4E : PutTargets £# CloudwWatch Event rules that are named awscodestar-
notifications-*

o #1E : CreateTopic & create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications-

« 84 : all comments on all pull requests in all CodeCommit repositories in
the AWS account £#J GetCommentsForPullRequests

« ¥24E : GetCommentsForComparedCommit £# all comments on all commits in all
CodeCommit repositories in the AWS account

- 181 : GetDifferences £M all commits in all CodeCommit repositories in the
AWS account

« 1 : GetCommentsForComparedCommit £/ all comments on all commits in all
CodeCommit repositories in the AWS account

- 24E : GetDifferences £# all commits in all CodeCommit repositories in the
AWS account

« #&4E : DescribeSlackChannelConfigurations £# all AWS Chatbot clients in the
AWS account

- 184F : UpdateSlackChannelConfiguration L&Y all AWS Chatbot clients in the
AWS account

« #/E : ListActionExecutions £fY all actions in all pipelines in the AWS

account

« 4E : GetFile £ all files in all CodeCommit repositories in the AWS
account unless otherwise tagged

&1 LA7E AWSServiceRoleForCodeStarNotifications fRSS < AR KB F B b & BixX L 1E,

"Version": "2012-10-17",
"Statement": [
{
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"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",

"Effect": "Allow"

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"codecommit:GetFile"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"

iy
"Effect": "Allow"
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(@ Note
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i BRE A BY “ AWS CodeStar @H1” &R AWSServiceRoleForCodeStarNotifications

1. $TF AWS FAE T E#Z4FIA , Mt https://console.aws.amazon.com/codesuite/settings/
notifications,

(® Note
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B, #FZH (AM BFEmRE) FRRSHEXAENIR,
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BT EEHAWS HERBPE LR, MR AWS B AWS RERBPELHNR , NEHFLE
IHiZREATXBNATEERASH (AP, ANBE ). AWS BREAREERIFHN API HTERS A
LAERH AWS BRSS 1 API BRAERS 5T AWS FEE XK,

BREZER , F5H (AM AFER) B AWS £E KK,

(® Note

AN EF RS HIR T 812 codeconnectionsWABRMITIRE, EFRSTRT QIERRFN
&R ARN codeconnections FffH, codestar-connectionsfRE BB IREEIR
PATA, £ IAM REEFRIEEREN , REIREEERTRVIRS B4R/ TE.,
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8T £ B I AWSGitSyncServiceRolePolicy EI#REY IAM SE4R, 1t R BR B INE A R R IT IR
YE AWS CodeConnections RS HX AR, BXRXEZER , TSR HRSHEXAEHT AWS

CodeConnections,.

LEREAFEFTRET Git WFEEUERERE, FFFEMER CreateRepositoryLink API f& 17 [E]1X

R

=V /Do

RERFAE R

ZREEEE TR,

« codeconnections - RFNXBUATFRAFCEERT Git W EB1FEM ERIER,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccessGitRepos",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
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codeconnections:ListConnections
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arn:aws:codeconnections:us-west-2:account-ID:connection/*
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