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AWS Windows AMI &%

AWS BT —EHAFITANT D BREME (AMI) , EHhEE4ETFTZWindows FANRHFEE.

ER LB A XL AMI £/ Amazon EC2 tRIEFFIHERME BN RAEF. BEARAEENFER
R AMI, RIEERZ AMI B313K6], BUURREERKSNED  AEERAZTERAEEE R
Bl | BGAEREMEANK S —#Windows Server,

BE AWSWindows AMIs , fffMicrosoft 2 EAFERNRINZEFRTEHRE. B2 , AmazonfAE& R
A—YBHENIRE, i, AWSWindows AMIsHi A TGN EF

« EC2Launch v2(Windows Server2022)

« EC2Launch v1 ( Windows Server2016 £ #1 2019 £ )
« EC2Config ( EZI Windows Server 2012 £ R2)

+ AWS Systems Manager

* AWS CloudFormation

« AWS Tools for Windows PowerShell

- MEIEZHFEF (SRIOV , ENA |, Citrix PV)

- FREEHER (NVMe, AWS PV, Citrix PV)

- BBIKzFZERF (NVidia GPU , Elastic GPU)

« Spot SEAIKER

fEBIWindowsBIR/Z B ThAE |, AT AT AR ENRBEE N B EFNEERS ZIE 65%. BX
B ZEE |, 5% Amazon EC2 F#EmR™® A Windows ServerAMI B¢ & WindowsRiEF 3.

EEEBFMREMNENR (2 SQL Server B ) , S FAWSWindows AMIRRZ 7T 18 3%,
AWSWindows AMIs

E .\l AWSWindows AMIs

BRI LAEA T T AWSWindows AMIs A BIEEM SR CABIRIESES] , 0 RFIR.
SQL Server AMI

AL AWSWindows AMIs@3E Microsoft SQL Server B9 —/NiAS ( SQL kKR, SQL Server #54f
k%, SQL Server Express 2 SQL Server Web ) . £ Microsoft SQL Server M Windows AMI /5

Z . AWSWindows AMIs 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/win-ami-config-fast-launch.html
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KB E BRI ZSLOEN BB FERSREIT,. E |, BAILMEM Windows AMI B335
RIBEIZRP L L RFTENBIEER A,

ET7#EE SQL Server FHEMN A AMI , 528 {Amazon EC2 L# Microsoft SQL Server F
FiEm) B &I E SQL Server FATIER AMI,

STIG 581t T AMI

STIG Harden Windows Server ed EC2 AMI EfMEBE T 160 ZNMLENZLIRE |, AHBBHE
RIEBHPEHIEBREEZFH STIG aHEIERE. BXEZELR |, BSH STIG 581K AWSWindows
Server ¥ AMl,

STIG 581t AWSWindows Server T AMI

Security Technical Implementation Guides (STIGs) 2 1 R 15 B RGE M HDefense Information
Systems Agency (DISA) T8I ELE R A, DISA iIBRKT =MRIINVERXEE , FRAKE -

- Kil —HKERRAR., cBERTENXR  SEAESBHIEYE, TRAMRTEMEERNEM
=Pl

* ?3'7:'3“ I— ':F'M,Bﬁo

o RH N — KK,

BNEAMRABIERERFPHFTE STIG RE. XERBERSRIFILERBERNPHNAEER

RiE,

NBRIEVREHTE STIG 5 |, BHAMLE, BEMNMNXAZHZLIRE, STIG Har Windows Server
dened EC2 AMI EFiEBE T 160 ZFAMENLLIRE. Amazon EC2 X STIG 581t AMI BY A T2
ERZ -

* Windows Server2022

* Windows Server2019

* Windows Server2016

* Windows Server2012 R2

STIG Hardened AMI ‘23EE # #Department of Defense (DoD)iE# , AI&EBIE AT HEI STIG &#
%, STIG 5381t AMI SEA FrRrER L AWS 1 GovCloud ( £E ) X3, A LAE#EE Amazon EC2

STIG Hardened AMIs 2


https://docs.aws.amazon.com/sql-server-ec2/latest/userguide/sql-server-on-ec2-amis.html
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2HAE LERXLE AMI Ba1EAl, BAI1EREWIndowsENN T8, A STIG 581 AMI TEFINT

%o
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R

EF&

- &

IRt |, ATEAfE4E X Windows Server AMI 13 E] STIG 581t EC2 AMI , 1~ FiRo
#A STIG 538Windows Server{t, AMI 9 EC2 =45

BN LA T M4 3TFF Amazon EC2 #%l#& : hitps://console.aws.amazon.com/ec2/.
MNEMBE R IERESRA, XTI S8 AWS XigHH EC2 6155k,

MIIR EFHNAE EAEERHES. XFITFERFITE,

EEK STIG B AMI, BERNAEFNREREREG (L@ H5E0REG ) BoENNRKES
AMI, XFETRER AMI BXR,

ERAEX AMIET+ , ARERBZRERRATIEZEHRERN 2 — R 7286, RIMHW AMI KRBT
112 “A Amazon =HEH",

® Note

AMIFSBHA/EE ( YYYY.MM.DD ) ROIESHMRAN BH, B R B HERR
,

STIG 581t AMI BRI B FRE

* Windows_Server-2022-English-STIG-Full-YYYY.MM. DD

* Windows_Server-2022-English-STIG-Core-YYYY.MM. DD

* Windows_Server-2019-English-STIG-Full-YYYY.MM. DD

* Windows_Server-2019-English-STIG-Core-YYYY.MM. DD

* Windows_Server-2016-English-STIG-Full-YYYY.MM. DD

» Windows_Server-2016-English-STIG-Core-YYYY.MM. DD

* Windows_Server-2012-R2-English-STIG-Full-YYYY.MM. DD

* Windows_Server-2012-R2-English-STIG-Core-YYYY.MM. DD
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DHMEFRERS
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https://console.aws.amazon.com/ec2/
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« Microsoft. NET #£2E 4.0 STIG MRAs 2 Z1ThR 2

« WindowsPBh A& STIG kR 2 AR 1

Internet Explorer ( IE ) 11 STIG iR 2 &X1ThR 3

 MicrosoftEdge STIG 2 1 iR 6

MicrosoftDefender STIG £ 2 hR 4

RRA A 18 %

BONMEBRRERS
STIG 381t EC2 AMI EEAIFMI RS8R , A BANA THRERHIW STIG RiE.

LT3 REBEFERT STIG 581t Windows AMI B STIG i&B., HIFMEREHEATHRERR. fi
m, B STIGIREMRETEATMIRSSR. BETHLANWKRB AR MPLREER , WX
EEAEFENHRENER,

AX Y8 Windows STIG HEESIX , 55 STIG WiE. AXMAEEREIRNES , 3R
STIGEETSE,

Windows Server2022 STIG £ 1 lxZE 1 ix
W RITIREBIFELLTERT Windows BERSLM STIG RE :

V-254247. V-254265, V-254269. V-254270. V-254271, V-254272. V-254273. V-254274. \/-254276,
F V-254512

Windows Server2019 STIG £ 2 iR 5
WA ITHRBIFLLTERT Windows BEZRLEMN STIGIZE :

V-205625, V-205626, V-205627, V-205628, V-205629, V-205630. V-205631, V-205632, V-205633.
F V-236001

Windows Server2016 STIG £ 2 ik 5
W& ITHRESIFUTERT Windows IEERLH STIG &

V-224828, V-224832, V-224833, V-224834, V-224835, V-224850, V-224851, V-224852, V-224853,
A V-236000
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https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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Windows Server2012 R2 MS STIG £ 3 iR 5
W ERTHRESIFEULTERT Windows BERSH STIG i&E :

V-225574, V-225573, V-225572, V-225571, V-225570, V-225569, V-225568, V-225567., V-225566,
A V-225239

Microsoft. NET 28 4.0 STIG x4~ 2 X 1ThR 2

UTHERSEFERT STIG 381K EC2 AMI B9 Windows RIERSAMN STIG RE., UTIREDEER
F STIG 581t Windows AMI B9 STIG & B, HIEFMBEIREERER TRERR. Hli , FL STIG®RE
ARETEATIMIRBRSER. BETHANKBEE TR MPLEEER , NN EEREE NHIRE
HER,

AXHH Windows STIG HEESIX , 55 STIG XiE. AXMNAEEREIRNES , SR
STIGEETE,

Windows Server2019 £, 2016 £ 2012 £ R2 MS L#I.NET 1EZ2

V-225238

WindowsBs A& STIG FRZAR 2 ARZAX 1

LT3 REBEFERT STIG 5381t EC2 AMI B Windows BRERSHEN STIGIRE., UTHNRESEEH
F STIG 581t Windows AMI B9 STIG & B, HIEFMBEREEBER FRERR. Hli , FL STIGRE
AR EATIMNRSES. BETHANKBO AR MPLEEER , AN EEREE NIRE
HER,

AXHH Windows STIG WEEFIK , HSH STIG X#E, AXNAERETRIRNES , SR
STIGEETE,

WindowsWindows Server2019 £, 2016 £ 2012 &£ R2 MS EHIBH A 3G

V-241989, V-241990. V-241991, V-241992, V-241993, V-241994, V-241995, V-241996. V-241997,
# V-242008

Internet Explorer ( IE ) 11 STIG iR 2 X1ThX 3

UTHRaEEFERT STIG 381t EC2 AMI 9 Windows RER KA MW STIGRE. UTHNREEER
F STIG 581t Windows AMI B9 STIG ®iE., HIEFMBIREREATAAERR. Hlwn , FL STIGRE
AR EATIMVRS . BETHAMNKBEA R MPLREER , NN EEREE NHIRE
HEXR,
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https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/

AWS & AMIs ]

B X YE Windows STIG WEEFIR |, i§SH STIC X#E, EXRUNAEEZEIRNES , H5H
STIGEEIE,

Windows Server2019 &£, 2016 F£# 2012 £ R2 MS £# IE 11

V-46473. V-46475, V-46477, V-46481, V-46483, V-46501, V-46507, V-46509, V-46511, V-46513, \
MicrosoftEdge STIG 25 1 kR 6

UTHERSEFERT STIG 381K EC2 AMI B9 Windows BRIERSAMN STIG RE, UTIHREDEER
F STIG 581t Windows AMI B9 STIG & &, HIFMBEREERER TRERR. Hla , FL STIGRE
ARETEATIMIRBRSESR. BETHANKBEE TR MPLEEER , AN EEREE XHIZE
HER,

A% 43 Windows STIG WEBFIR , WS STIG XiE, AXNTEEXEIIRNES , #51
STIGEETIE,

MicrosoftWindows Server2022 £ Edge

V-235720, V-235721, V-235723., V-235724, V-235725, V-235726, V-235727, V-235728, V-235729.
M V-246736

MicrosoftDefender STIG 2 2 ik 4

UTHERSEFERT STIG 5381t EC2 AMI B9 Windows BRIERSHMM STIGIRE, LUTIHREDEER
F STIG 581t Windows AMI B9 STIG & &, HIEFMBEREERER TRERR. Hla , FL STIGRE
ARETEATIMIRBRSES. BETHANKBEE UL MPLEEER , N EEREE XHIZE
HER,

BXHA Windows STIG WEESIXK , ESF STIG MiE, AXUNMNEEXREIIRNEES , ESH
STIGEEIE,

MicrosoftWindows Server2022 £/ &

V-213426., V-213427. V-213429, V-213430, V-213431, V-213432, V-213433. V-213434, V-213435,
M V-213466

R A7 SE 18 3%

TREH T MATWindowsiBERZEMWindowsB 4K STIG REKMAT £ 12 FKE#H.
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https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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Date AMI FAER

i}

04/24/202 Windows Server2022 STIG 5 1 X2 1 iR #®H0 7 X Windows Server 2022, Micr
3 osoft Edge #1 D Microsoft efender X
MicrosoftEdge STIG % 1 kR 6 e
o
MicrosoftDefender STIG & 2 ik 4
03/01/202 Windows Server2019 STIG £ 2 ik 5 HAEFBMA ( EHA ) E* T 2022 &
3 FEHEEM AMI , AT STIG,
Windows Server2016 STIG &£ 2 ki 5

Windows Server2012 R2 MS STIG £ 3
R 5

Microsoft. NET #E%8 4.0 STIG R4~ 2 £1T
R 2

WindowsPs K 3% STIG ARZ 2 iRZs 1

Internet Explorer 11 STIG AR 2 & 1ThR 3
07/21/202 Windows Server2019 STIG 5 2 hix R4 AEHRA (WER ) XM AMI, H
2 NAT STIG,

Windows Server2016 STIG £ 2 ik R4

Windows Server2012 R2 MS STIG 7~ 3
R3

Microsoft. NET 4228 4.0 STIG hrZA 2 R1

WindowsPh X 1% STIG lix4s 2 R1

Internet Explorer 11 STIG V1 R19
12/15/202 Windows Server2019 STIG 2§ 2 fx R3 AEHWRA (ER ) XA AMI, 3
1 BAT STIG,

Windows Server2016 STIG £ 2 ik R3

Windows Server2012 R2 STIG k7 3 R3

Microsoft. NET 4228 4.0 STIG hrZA 2 R1

STIG Hardened AMIs 7
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Date AMI
WindowsBh X 1% STIG kx4 2 R1

Internet Explorer 11 STIG V1 R19
6/9/2021 Windows Server2019 STIG 28 2 iR R2
Windows Server2016 STIG 28 2 ik R2
Windows Server2012 R2 STIG fx74s 3 R2
Microsoft. NET 4E% 4.0 STIG k7 2 R1
WindowsPBis K& STIG V1 R7
Internet Explorer 11 STIG V1 R19
4/5/2021 Windows Server2019 STIG fxZ4 2 R 1
Windows Server2016 STIG hR4s 2 R 1
Windows Server2012 R2 STIG kx4 3R 1

Microsoft. NET Framework 4.0 STIG x4~
2R 1

WindowsPr A #& STIG V1 R7

Internet Explorer 11 STIG V1 R 19

HHER

i}

EHMTHRA (WER ) , HRAT STIG,

EFHTHRA (WER) , #MNAT STIG,
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Date AMI e LS

9/18/2020 Windows Server2019 STIGV1 R 5 BEHTHRAFANAT STIG.

Windows Server2016 STIG V1 R 12

Windows Server2012 R2 STIG R4 2 R
19

Internet Explorer 11 STIG V1 R 19

Microsoft.NET Framework 4.0 STIG V1 R
9

WindowsPh X i& STIGVI R 7

2019 &£  Server 2012 R2 Core #1 Base V2 R17 EFHTIRAHXNAT STIG,
12 H 6
= Server 2016 Core 1 Base V1 R11

Internet Explorer 11 V1 R18
Microsoft.NET 4E%8 4.0 V1 R9

WindowsPrn A #& STIG V1 R17

2019 &£  Server 2012 R2 Core 1 Base V2 R16 BIRKM.
9 A 17
= Server 2016 Core #1 Base V1 R9

Server 2019 Core # Base V1 R2
Internet Explorer 11 V1 R17

Microsoft. NET #£%8 4.0 V1 R8

I 5 3% 2 204 8l /ERY AWSWindows AMIs

LTAABRELLR T Amazon SIZRTE AWSWindows AMIs, F4ER

AWSWindows AMI , AR Amazon B FRIFAMIZ £ 4§ 7] SE 4RI FR A

XE AR

T 57k 2 20 fa] 6 4EHY AWSWindows AMIs
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Windows ServerZ &= EEMBE AWS 35

RIHFARAE |, FATEWindowsISOM & T~ EiMicrosoft H 1 iE 15 % Microsoft X %, Windows Serverfk
BERFEAMIZWindows D HBIEBE FRAEEISO, BRTRINNBHREIEC2 , M BIBEEC2EIIATEMN
WEhiEF. N T EZXOUNBRAUAMBLTFEH , BileBIT B EREFISOTIHRIAML
HAMIER THERTE A B EFHNRARE.

NE RBHIE AWSWindows AMI

Amazon HMicrosoftX #FHWindows Serveri2ER S E AMARE T AWSWindows AMIsZ fh g
B, M E—FFMR , FAIWindows ServerlSOM Microsoft ##t & i 7] IR S5 # /0 (VLSC) FFid , HIAE
KB&EE , LBREE Microsoft £ X4 #Windows Serveri®/ER St HY SRS B ITHEL,

BINEABHERPITUTER AWS |, BRI AN A Windows ServerAMIs 3 Hit 17 E#7

o ZEFTBEMicrosoftffEWindows Z £ 4T . BAISES AMicrosoft b T KRR AKBE

- RERIN AWS BE4RHEF , SEMBEMEUE RN ERF. HWEHFREC2WIinULISE AR F A K FTiE
GPURz1 2 FAMIs,

« MNER T EHEUT AWS Ba1RERH

« EC2Launch v25& T Windows Server 2022 & |, A&7 Windows Server 2019 £ 2016 &
}IEE{#\: ’ EWAN”S@}EO

« EC2Launch v1Windows Server2016 1 2019 £,
- EC2Configi& Al F Windows Server 2012 R2 R E BiR 7,
* FfWindowsHEt B EL & £ A Amazon BY [H [F 25 kS5 .
- FRABEBRRAR , RERFRENKTKH,
s WITREBRREE -BER—ITIMKXENR , UEASEARINAINEEBRS AWSHEERIHEE,
- EFFAMIMEBEEC2FEAAMIs EHTANRFEAE , UFEBBREMIHRAME, REMEMN— 3,

BXREESFMANMNKL, TRENEERENEFHMIIR , BSHEHPIBEHNEL AWSWindows
AMIs,

Amazon MAIRIFFHFNZ e, TEMEMESSH AMIs

HEREHEZRES , RNRWTHSIRREFPREENLTLME, TEEMESSME AWSWindows
AMIs, —LRGITHE

« AWSWindows AMIs{E F E1ZM Microsoft 3R G R ESEEE,

Windows ServerZ 2t i 4k 10


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2config-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/set-time.html
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« WindowsWindows E##ZMHEH Windows EF RS FTHEH , HERGHEAMISEFLZEERT
BRI EHI £,

« AWS BN Z 2K S3 EEBETHHZTEE. AMIs

- BFHEF (HIOSHANGPUNESER ) EEMENELIRE , FEEREH S3 FMEH , A&
REEWEAMIsTEFRERE L,

L 5 a0 4a )R E AWSWindows AMIsIE {2 B4

BMAMIRAEB 2 RR B HHBEZ T Z2BNIR. RNLKEMECRNBVAMIT R, AEEEF
R F AR

. REWRERSRACET FHHAMIFE R, SAEBRTDBURENEM ZHERANESAHE
RiAR. #%/OMRF SQLExpress/Standard/Web/Enter prisehR= fio EA=RAZ O RZEBNEE
XAET , EXFREFEXN/ , GUIM KO RXIEME PowerShellis 17, B Core HEZ1F
B | B2 https://docs.microsoft.com/en-us/Windows-server/ what-is-server-core administration/
server-Windows Server core/,

- BATOIETHHAMIF@EREFHEE (HUREREY ) , EEXFEARINGPUE TR LI
B (P2M P3. G3%)H%EF, Nvidia AMIs

o FAZRILBHAMIsER 2EMER, MRBNEBIRE -—RBEAMIFREEENEGEABPFREATIL
R, BAVRHRIERIER , MERE ZEANED,

S

MREBEFAMIZE |, 35 [E Cloud Support BRRBERFBEZT RN EEZVHREZ —RHERY
e

T, ZE2EFHHM AMI IDs

I 5 # AWSWindows AMISHEMREZ (BANEZNEHZ ) KB TENENTHFEBERNEHRS
E4THER. FRAAMIsAIZEIM Amazon EC2 215K ‘B R NEHIRE. MAMISRAFER R
ERNILRAERZHEHIEFH AWS Marketplace FMRIEA[ET = 1R,

., BAIEK

(® Note

M Windows Server 2019 £ R GBI HIEHIAMIsTTEER & RWindows EF W EEHEE. | 18
HRELEREBNALNEE, EEREE Windows Server 2019 FXENERMHIMA |
FLEMMWindows EFITH REEEEHMIRENBEN

EHiRiZES , ESR ELEBRENALRERE,

T ORI RE AWSWindows AMSEE BT~ 1


https://docs.microsoft.com/en-us/windows-server/administration/server-core/what-is-server-core
https://aws.amazon.com/premiumsupport/knowledge-center/send-feedback-aws/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/common-messages.html#some-settings-managed-by-org

AWS B AMIs 2E

NEAREFERABATREZEFNEZSERN , BHEEH AWS RE AWSWindows AMIs=NMNA, &
FERRASfF AWSWindows AMIs , AWS 27 AWSWindows AMIs 10 K ANFBE =/MNA NN RN FA
B,

FH AWS EHAMIFAE G , BFEEBBEIEALENH#ITRE, ERHED , RBEAMIRS
# AMIID FE% , Cannot load detail for ami-1234567890abcdef®@. You may not be
permitted to view it.

MRAMIEFAEBERRENIE , BNHARTUUERE, BR , RINBWERAERSZHRA,

AWSWindows AMIs; EENMNRAFEBEHAMIDsH . Bt , RINBEFEEREHM AR
AWSWindows AMIsEZ &M ERRHMANEIARIDs. BXREZELR , FSHAUT R

+ Get-EC2ImageByName (AWS Tools for Windows PowerShell)

+ AWSWindows AMIfEf Systems Manager S8 E SRR HE

« JEZ . B Amazon H1ERR& IDs (AWS Lambda, AWS CloudFormation)

8% O F i AWSWindows AMIs

TREIEAZRI THRO, WXFHE AWS WindowsAmazon Machine Images (AMIs).
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» DIAL P ARSS 25

o XHMITENHAE
. XHRFFREEEE

« ICMP v4 £

* Microsoft Edge
« Microsoft Media Foundation M 4&iR

- B

®OAY 2


https://docs.aws.amazon.com/powershell/latest/userguide/pstools-ec2-get-amis.html#pstools-ec2-get-ec2imagebyname
https://aws.amazon.com/blogs/mt/query-for-the-latest-windows-ami-using-systems-manager-parameter-store/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
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“FERENR

B AL E
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ERSE
(RTSP-Str
eaming-In)
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“ERENR
& IR ERM
ASEFI , S
WA RTSP
M RTP #1T
RRLE, [U
DP]
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FEBHRT
AR A
(ICMPv4-In)
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B, BT HE
EW B4
RREHH
(VASE= ST
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LT
5T
(ICMPv6-O
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BRSSFTEER
AYEH

pdis
ISATAP ( 1
IR
FUN )
B IPv6 B{E
F 6to4 PRE
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O e
R14BJE &

WRER,

BRI
REATRK
%, ATk
D H fh e 4
% LM IPv6
T R BERS
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(TCP-Out)

IPv6 (IPv6-
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Datagram-In)

Kﬁ:%ﬂﬂ EN

L3 = (NB-
Datagram—
Out)

A RIFT E
HHEE (NB-
Name-In)

Xc#‘r%ﬂﬂ EN
/\? (NB-
Name -Out)

E X
RS
BRI

RT3 #HM4T
EIHEZ/Y H
7
RS
BRI

AT X #HM4T
EIHLEAZRA
SEALI At
1 NetBIOS
AR AL A
U,

AT XX #HM4T
EIHLEZ /Y H
SRR, AR
1 NetBIOS
iR AL A
2.

RT3 #HM4T
FIHLAZMA
SRR, AR
¥ NetBIOS
BIREEAT

T X4 F 4T
ENHLAZ A H
R
1 NetBIOS
BT,

PG

—

Kb

—

i

ZiE

it

i

—

ZEE -

ZRE

ZEE :

ZiE -

=20

5355

138

£

£

138

137

E1m

£

137

i

UDP

UDP

UDP

UDP

UDP

Direction

Out

Out

Out

XHFITENHAE
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AWS & F AMIs

OS

Rule

I#%ﬂﬂ En
/\? (NB
Sessmn In)

Sdﬁ‘r%uﬂ Ep
/\?- (NB
Sessmn -Out)

S RFT ENAL
H#=Z (SMB-
In)

SCAFNAT EDATL
/\—_JL (SMB
Out)

E X

BT+
ENHEZHA
AN, A
#F NetBIOS
2ERSE
%,

AT XHFHT
N EZMH
HAL , BAS
#F NetBIOS
RFERFE
.

AT X #HM4T
LA ZRA
SEALI At
TESwEE
EE R MNER
ARS52RH B R

o

AT s+
ENHLEZ/H
VHAL |, BA R
TELWEE
EfRmAER
Bk 5525 H Bk

o

Ll

i

PG

—

Kb

—

i

—

ZEE -

ZEE -

ZRE

ZiE

139

=20

=20

139

445

£

£

445

i

TCP

TCP

TCP

TCP

Direction

In

Out

Out

XHRITEHEE
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AWS & F AMIs

(OR] Rule
X HFNFT ENHL
/\? ( J:Aj:]-
ENREF RS -
RPC)
X HFIFT ENHL
/\?- ( J:Aj:]-
ENEERFIRS -
RPC-EPMAP
)

XHRSEEREEE

(ON] Rule

Windows XRS5

Server2012 ZiEEE
(DCOM-In)

Windows

Server2012

R2 X RS ERIT

E1E (SMB-

In)
WMI-In

E X

RT3 #HM4T
FIHLAZERA
SEALI At
FEEHHE
FF RS @
TCP/RPC i#
1TERE,

AT RPCSS
ARSSHY A U4
M, AR
ERITHRERF
ARS8 RPC/
TCP &S,

EX

7t DCOM
BEUNEEX
HRSABH
AVERI

A1 SMB &
EUAEEX M
RSB EHA
VAR o

RV WMI &

EUREEX M
RSABHA
VAR o

0 i
iy 1 RPC TCP

ZRE . E1[

ZRith : RPC- TCP
EPMap

ZRE . E[

7 1| 713V
A 135 TCP

g ;[

ity ;445 TCP

g

b : RPC TCP

ZEE  EA

Direction

In

Direction

In

XHRSREEER
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AWS & F AMIs

ICMP v4 £ 2
0S Rule
Windows FTE ICMP v4
Server2012
Windows

Server2012 R2

Microsoft Edge

OS Rule
Windows Microsoft Edge
Server2022 (mDNS-In)

Ll

% O
At 0 139

g ;A

Ll

i M
A4 : 5353

ZEE  EA

Microsoft Media Foundation P £& iR

(OR] Rule
Windows Microsoft Media
Server2022 Foundation M 4§

R IN [TCP 554]

Microsoft Media
Foundation ™
458 IN [UDP
5004-5009]

Microsoft Media
Foundation ™
%58 OUT [TCP
ALL]

7 1|

i : 554, 85
54-8558

g ;[

753 : 5000-5
020

g ;[
Ay AEA{A]

1?2 : 554, 85
54-8558

I

ICMPv4

7130

UDP

I3

TCP

UDP

TCP

Direction

In

Direction

In

Direction

In

ICMP v4 &%
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AWS & F AMIs

Z &

Windows Server 2019 and 2022

0OS

Windows
Server2019

Windows
Server2022

Rule

mDNS
(UDP-In)

mDNS
(UDP-Out)

Windows Server 2016

OS

Windows
Server2016

R H

Windows Server 2012 R2, 2016, 2019, and 2022

OS

Windows
Server2012
R2

Rule

mDNS
(UDP-In)

mDNS
(UDP-Out)

Rule

ERERH - &
R (TCP-

In)

EX

mDNS &
B oPN
n,

mDNS &
EHH N
n,

EX

mDNS &
SR ATEH
n,

mDNS &
S8 H L
n,

EX

172 SR TH AR
SR A VAN
m, R
NAZER

i

b

—

R

—

¥ 0

Kb

ZiE

v H

PN

iZiE

ZEE

ZiE

5353

EA

Ef

5353

mDNS

Ef

: 5353

- A

- EA

- EA

I

UDP

UDP

il

UDP

UDP

7138

TCP

Direction

In

Out

Direction

In

Out

Direction

In

ZiE

46



AWS B AMIs B
0S Rule EX % A s Direction
Windows HEE#*IT
Server2016 iR MR,

Windows ZREREH-A ZEREK TCP In
Server2019 it (TCP- HA¥ ROp o 3389
In) BEH AL, N
WindOWS mmu m*ﬂi 0 13:'15,[
Server2022
RS 2 S E R UDP In
-mEER Shiprop  FIB 3389
(UDP-In) Eﬁﬂ'ﬂlﬁﬁ J\JTE*EE . ,ﬂ:_,{aj
)\I o

Windows Server 2012
oS Rule E X %A I Direction
Windows ZREEHE-A ZEREEK TCP In
Server2012 P8R (TCP- £A¥ERDP it 0 3389

In) Eﬁ“*ﬁ R M
)\I [o]
RERME 2 S E AR UDP In
BrERX Shiprop 3389
(UDP-In) Eﬁﬂglﬁﬁ =2 E
)\ [o]

Windowsig & &8

Windows Server 2022
oS Rule E N % O DI Direction
Windows Windowsi& REFXRB TCP Out
Server2022  SBEWIEH  Windowsig it A

Windowsi& & &2
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AWS & F AMIs

OS

Rule

REREF (
TCP #iH )

Windowsi%
ZEERE
EMER (T
CP %)

Windowsi&
ZEE M
fR% ( TCP
Bl )

Windowsi&
ZEERY
BERu (T
CP %)

Windows Server 2019

0OS

Windows
Server2019

Rule

Windowsi&
ZEEITH
ZERERF (
TCP #ith )

E X
#EEIEPH
BREFH
H¥h TCP i

=
o

RIFXREB
Windows1%
ZEERE
SRR Y H
Uh TCP i

=
Eo

ARFXRE

Windows1&
ZEEEM
BR S5 HY

TCP fiE.

RFXRE
Windows1&
ZEERD
& Fimiy
¥h TCP &

=
Eo

EX

ARFXKBE
Windows1&
ZEBIEPR
RERERFN
Hit TCP 7

=
o

¥ 0

iz ;A

AR AEA

ZFE :
80, 443

ARy AEA

mig  EM

ARy AEA

mig ; EM

im A
ZRih : fE4A

ZRE A

i

TCP

TCP

TCP

il

TCP

Direction

Out

Out

Out

Direction

Out

Windowsi& & &2
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AWS B AMIs o
oS Rule E X iwa ISV Direction
Windowsi& AFXRE i (E{A TCP Out
#EEEM  Windowsik .
BE (Tcp  gemam  2e BA
W) BRSSHY Huh
TCP #RE.
Windowsi& AFXRE i {EA TCP Out
#EEEL  Windowsik _
BEm (T sEERs  CRCER
CP #iH ) P imm
¥ TCP 7
=
Windows RIFXRB ity {FA TCP Out
SE A Windows3E _
WinRT (TCP fft WinRT f =% : £
out ) H ik TCP 7
=8
Windows I gE {16 &
oS Rule E N yAm| i Direction
Windows WindowsZhgg  WindowsZh&E FA Out
Server2022 N R K36,
WindowsPh A iE 2 B8
oS Rule E X iwm A iz Direction
Windows WindowsBs BT RPC/ i : RPC TCP In
Server2012  KikziEEE TCPZEE - _
R2 (RPC) BWindowsps == - E

Windows I AE4K 36 S
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AWS B AMIs

OS

Rule

WindowsPFh
KiBmEEE
(RPC-EPMA
P)

WindowsiziE & I

0OS

Windows
Server2012

Windows
Server2012
R2

Windows
Server2016

Windows
Server2019

Windows
Server2022

FX Amazon EC2 24N EZER |, B

2 BHiENE R AWSWindows AMIs

Rule

Windowsiz %
E1 (http-in)

E X
KIEHY A VAR
8

RPCSS RS
B AR
FVFBE K IERY
RPC/TCP i
£, Windows

EX

Bt WS-
Management
#1TWindows
EREEENA
iy AU

Rt . RPC-
EPMap

ZRE . E[

Ll

Y O
iy : 5985

g ;[

i

TCP

I3

TCP

Direction

Direction

In

2| 3E A FWindowsk#I#Y Amazon EC2 44,

FEBIER T — BB AR |, F AWSWindows AMIsEIEUT#IA1L. REMBE B EH,

WindowsiZi2 & &
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html

AWS &= AMIs ]

® Note

4R M B 370 4 B SC 451 S 3 SE I B AWSWindows AMI |, iZWindowsSE BB 1R 18 & 2 11 I i#haé
M X R (AmazonEBS) &, AWSWindows AMIsA 3z 15 1R 1% & B S5l 176%

ERAER

DU EAT

REFLENXHEGERENEY , HBREZEEFREY 23 AMIs

fBIER . dmp 3044 =8 AMIs

MR AL (BEHAE, Systems Manager, EC2Config ) 28 AMIs

i) Bk B9 i Bt ST 44 S F 324 Sysprep =8 AMIs

WITRERHE 2% AMIs

FimiF S HERA . NETZEHEL ( ZHISysprep ) =8 AMIs

1% & Microsofti3| % 2% K B INE 238 AMIs

EEWindowsiE 4 £&B AMIs

1217 Sysprep 28 AMIs

REEC2Launch VIAE FIRBHETEAT Windows Server 2016 1 2019

IZ{TWindows4# T & Windows Server2012 f R2 &
EEMA

BRBIENALIER (TR X2, “WindowsBREESR" & ) Windows Server2012 £ R2 &
B R A

X E K ERIA{E EC2Config Windows Server2012 £ R2 &
B R A

2 B iE R 2 AWSWindows AMIs



AWS & F AMIs

ZENEE
DU
2 & 4 B [ e
wintEm (LS FHEC2WindowsiEr) HYGE#E
MRBIFEERHNET BRES

ZEE Y4 F AWS Tools for Windows PowerShell

ZHRYFIH AWS CloudFormation 5|57
|E3X ¥ERunOncegf 2 H

J& Fix#2 PowerShell

25 A ORBE 5 1) BR R BR 32 4

B BE AP AR AEN RS

i3

IETUEA

S

SaxfEMRE

<
[
(aYay
-

MY

|
dt

RIREIRA SR

it
(aYay

EHARBRMEFZRE
i% B RealTimelsUniversal3Z fift R I
Tt XigiEHN UTC

2 FWindows 5 7 1 3& &l

BITWindowsEFHEH B , BEESEFLENERH

FrrEERARPHNERIRE RN KX
£F PowerShell HITRERIZE RN “TZ R &I

R L% T MicrosoftSQLARSS 88 :

EAT

£ &8 AMIs
£ & AMIs
£ & AMIs
£EB AMIs
£EB AMIs
£EB AMIs
£&B AMIs
£&B AMIs
£&B AMIs
£&B AMIs
£ &8 AMIs
£EB AMIs
£ &8 AMIs
£ &8 AMIs
£ & AMIs
£EB AMIs
£EB AMIs
£EB AMIs

=8 AMIs

2 B iE R 2 AWSWindows AMIs
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AWS & F AMIs

DU

lrm

Z 2= Service Pack

RELEBED

[ SysAdmin £ &35 IBUILTIN\ &3 &

IIFTCPIw O 1433 MiwUDPO 1434

&ZZHTHTTE%,;L%J:E \ \K'ﬁ: :

Windows Server2016 £ R UG- REEE

Windows Server2012 R2-#1#a K/NFZ A K/ 8 GB

Windows Server2012 K& ERRAR—7HK/NA 512 MB

RAK/NH 8GB

Z I HFEC2Launch v2F] SSM Agent

ZH Y FIEC2Launch v1F] SSM Agent

ZERYBHSRIOVEZZEFF

R HFEC2WinUtilIX 1 72 7

Z 3 Y FEC2ConfigHl SSM Agent

%M ET AWS PV ENA FINVMe R Z 2

RFICMPAREE S BL X i

ERT

£ 8 AMIs

Windows Server2022 & & B
=

Windows Server 2016 #1 2019

Windows Server2012 &£ R2 &
ESRA
Windows Server2008 & R2 &
ES R
Windows Server2012 & R2 &
E R
Windows Server2008 & R2 &
EERA

Windows Server2012 &£ R2 &
E R

2 B iE R 2 AWSWindows AMIs
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AWS B AMIs

DU

Z: (NRA) LREARSEENE D WX

BRXAMITHIEE

T I S HICitrix PV EF

%% PowerShell 2.0 1 3.0

BRI TEHERF

MS15-011

KB2582281
KB2634328
KB2394911

KB2780879

Windows Server2016 F£ & EH AMI B9ZE1L,

ERT

Windows Server2012 £ R2 &
EERRA

Windows Server2012 £ R2 &
FE R

Windows Server2008 §SP2&
ER

Windows Server2008 SP2 F
R2

Windows Server2008 SP2 FI
R2

AWS 1214 Windows Server 2016 £RUEH AMI, XL AMI @35 25 AWSWindows AMIs#H tL#Y

UTERER :

« 7 TEMNMM.NET Framework E|.NET Core ®WE X , Windows Server2016 & AMI EF A ec2Config
BRS , BXmAZ 2 ec2Launch, ec2Launch & —1\Windows PowerShell BiZAa , AT

1T ec2Config RFHITHEZES. BEXRESZEER

2@ {E A EC2Launch B &WindowssE

f5l, EC2Launch v2 J$1£ 2022 £ & GEMY EC2Launch, Windows ServerExXE ZE L8 |, 5

%48 | EC2Launch v2 Bt i@ Windows32 4l

Windows Server2016 E£X& LEH AMI B335 {t

54


https://support.microsoft.com/en-us/help/3000483/ms15-011-vulnerability-in-group-policy-could-allow-remote-code-executi
https://support.microsoft.com/en-us/help/2582281/slow-failover-operation-if-no-router-exists-between-the-cluster-and-an
https://support.microsoft.com/en-us/help/2634328/increased-latency-occurs-on-an-http-connection-to-a-computer-that-is-r
https://support.microsoft.com/en-us/help/2394911/stop-error-0x000000d1-or-0x0000007e-in-an-smb2-environment-in-windows
https://support.microsoft.com/en-us/help/2780879/hotfix-improves-tcp-window-scaling-in-windows-vista--windows-server-20
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html

AWS B AMIs 2E

« FERHIMRAWindows Serverfy AMI L | BRI LAE A ec2Config BRSSHF EC2 LA A H B B
ST D#HAIER. CloudWatch?E Windows Server 2016 £R ESRAHK AMI £, EAILEA
CloudWatch KB & & 5L S # CloudWatchtV&E K. BXxBEEERH XA BERFEANEFINES
=B CloudWatch , {2 5EH CloudWatch £ EM Amazon EC2 3245145 it iR 55 22 Uk £ 1245 71
HE. BXE EC2 EHIMAFBNELR , i55H AWS Systems Manager AP ISR HIEA AWS -
JoinDirectoryServiceDomain JSON 3Z#%:4F 35450 A 5o

H X5l
X F M Windows Server 2016 FRESMRAH AMI I , FEBEUATEMEEXH,

o BRIABERT , EC2Launch A¥]%A1L5Bh EBS %, &R LAELE EC2Launch LAE @S HEE M AZE 175
B EAFPBESIBAA EC2Launch SRBaI #1B{LHiF ., XA EC2Launch IR {LHEENT IR |
BSRBEE EC2Launchd FY“#1 1R L IX 3 25 FN & AT RR &7,

o MBRBZEIERARME B XM (AWS.EC2.Windows.CloudWatch. json) EXHILERAT
CloudWatch £/ , W AT BUFiZ S EL & 79 £ Windows Server 2016 £ R BB MAK AMI Bl H
kI EEA SSM R,

BEXEZEER |, 1§55 Microsoft.com £ Windows Server,

AWSWindows AMIRRZAT 3 id &

TRLCE T HMRABE R AWSWindows AMIs, EEE , BEEFICEA FTAAEE R AWSWindows
AMIs , B —LERGERFHHPH—E2AMIs,

BXRETIENAHNESEEAMs , BZEUATAR !

« EC2Launch v2iRZA $£i8%

« EC2Launch V1R $id%k

« EC2ConfighR# i 12 &

+ Systems Manager SSM Agent & 1T} 88
+ Amazon ENARR ) 12 F iR A<

« AWS NVMeIR zh 72 7 lix 45

o« SEBIRY ¥ EHMELIRENEF Windows

» AWS Tools for PowerShell £k B &

AWSWindows AMIRR A7 5818 55


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-domain-join
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-domain-join
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch.html#ec2launch-config
https://www.microsoft.com/en-us/cloud-platform/windows-server
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launchv2-versions.html#ec2launchv2-version-history
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-version-details.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2config-version-details.html
https://github.com/aws/amazon-ssm-agent/blob/mainline/RELEASENOTES.md
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html#ena-adapter-driver-versions
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/nvme-driver-version-history.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/xen-drivers-overview.html
https://github.com/aws/aws-tools-for-powershell/blob/master/CHANGELOG.md

AWS & AMIs sE
2024 FBEAAMIEF ( £5)

BXREMicrosoft FiWEZEE |, 1S 2024 FRAPREHHFWindows ServerEH RS M E#FHRFZEE
By $ER

hir A< B

2024.07.10 £ % AMIs

AWS Tools for Windows PowerShell fx 7 4.1.611
EC2Launch v1hR4s 3.2004959

EC2Launch v2hR 7 2.0.1948

SSM Agenthx 7 3.3.551.0

SQL ServerCUsB &% :

. SQL_2019 : CU 27

NVIDIA TeslahiR 4~ 475.14

WindowsZ £ EFHYBIZE 2024 £7 A 10 H

T 5% F2024 54 A10 AWSWindows AMIs B X 2 8 & 71 B9 5¢ 8 MR A RFE K7
FERTEI20245 88128 EF10R Z2/F N FF -

2024.06.13 £ % AMIs

AWS Tools for Windows PowerShell ixZ 4.1.593
EC2Launch v1i&Zs 3.2004891
EC2Launch v2h s 2.0.1924

EC2WinUtilkR 4 3.0.0

2024 EHAAMIEH ( ES) 56


https://support.microsoft.com/en-us/help/894199/description-of-software-update-services-and-windows-server-update-serv-2024
https://support.microsoft.com/en-us/help/894199/description-of-software-update-services-and-windows-server-update-serv-2024

AWS & F AMIs

JIES

2024.05.15

BEX

Elastic Network Adapter (ENA) iRZ< 2.7.0
SSM AgenthxZx 3.3.484.0

SQL ServerCUsB &% :

. SQL_2022 : CU 13

NVIDIA TeslahR 7 475.06

Windows & Z £ EHEZE 2024 £6 A 11 H

I 53 F2024 53 A 13 AWSWindows AMIs H & 2 B &K i Y 5E Bl iR A< R 12 A F
FETE20245F7A8A LF10R 2 F T

£ 8 AMIs

AWS Tools for Windows PowerShell fixZs 4.1.575
EC2Launch v2hR 7K 2.0.1881

SSM AgenthixZ< 3.3.380.0

SQL ServerCUsB &% :

SQL_2022 : 036343 GDR KB5

SQL_2019 : CU26

Windows & L& EHEE 2024 £5 A 14 B

I 53 F20245F2 A 14 AWSWindows AMIs B & 2 Bl & 4 kY 5t B AR A 72 A
FETE2024F6 108 LF10R 2B AT

2024 E5 AAMIEH (

£5)

57



AWS B AMIs

JIES

2024.04.10

BEX

<8 AMIs

WindowsZ £ EH=HBIE 2024 £4 A 9 H

AWS Tools for Windows PowerShell k2~ 4.1.551

SSM AgenthxZx 3.3.131.0

SQL ServerCUsB2 &% :

SQL_2022 : CU12

T 5% F2024F1 B 16 AWSWindows AMIs B K 2 Bl & %1 B9 % B iR A fF 72 K F
EETEI2024F58138 EF 102 25 T

2024 E5 AAMIEH (

£5)

58



AWS & AMIs ]

JIES BEX

2024.03.13 £ &8 AMIs

Windows& T Z£EMEZE 2024 £3 A 12 H
AWS Tools for Windows PowerShell kR 7 4.1.530
EC2Launch v2hR 7 2.0.1815

SSM Agenthx 2 3.2.2303.0
NVIDIAGRIDIE Zh 72 /7 iR Z< 538.33
NVIDIA%:HT B X 2 2 Fr kiR 4= 474.82

SQL ServerCUsB &% :

SQL_2019 : CU25

(® Note
NBRIBIELENE BB R ERE T (NTP) BRSS HIREBEMETE
AWSWindows AMIsM\ LR A FF 85 , PR B BRSSEBFFZE A Secure Time
Seeding (STS). Y5 #aY[E[ES RS BRI S# iR At AWSWindows
AMISEYFTENTP IR B BRIA AR S o

I 53 F20235F 12 H13 AWSWindows AMIs B X 2 81 & 10 #Y 5T Bl iR AR 42 K
FFETE2024F4A8A LF10R 2 E T

2024 EHAAMIEH ( ES) 59



AWS & F AMIs

JIES

2024.02.14

2024.01.16

BEX

<8 AMIs

WindowsZ £ EHH B E 2024 £2 A 13 H

AWS Tools for Windows PowerShell hixZs 4.1.512
cfn-init ARA 2.0.29
SSM Agenthr 7 3.2.2222.0

SQL ServerCUsB2 &% :

SQL_2022 : CU11

I 53 F2023%11 A 15 AWSWindows AMIs B & 2 B K i B 5 BT AR ARFE K
FFEE20245F3 8118 EF10R2E AT

£ 8 AMIs

EC2Launch v2hx 4 2.0.1739

EC2Launch v1v1 k7 1.3.2004617

2024 E5 AAMIEH (

£5)

60



AWS & AMIs ]

JIES BEX

2024.01.10(B%

) ® Note
B FEC2Launch v1FKI ZhBERI BEC2Launch v2 , LtEAMIMRZA#FR1C
NEFAH. AMISENMARTUARS , FBEJEZSIAHE AMI ID #1TH
R, B2 , eI TFBHAETEOLARNERERFAMIs, BIEIW
BEH B HIA 2024.01.16 IE&FAMIMR S,

<8 AMIs

WindowsB#ZE 2024 £1 A 9 BN RS EH

AE  BHTEANEFHFLZERBE , BAHEER T Windows Server 2022 Core
KB5034439 MYIRIZWindowsE#HAMIs, LtEFGEA TEE R MM
WInRE 7 X#WindowsZ %, X9 XFTEEERENHEC2Windows
ServerAMIs, BEXEZHFMER , BHSHXEFH KB5034439 : Azure
Stack FIWindowsikx & FREEFHTHCI , MRAS 22H2 ] Windows Server 2022 :
2024 £ 1 B 9 H, Microsoft

AWS Tools for PowerShell hRZ 4.1.486
EC2Launch v1v1 7 1.3.2004592
EC2Launch v2hR7x 2.0.1702

SQL ServerCUsE &% :

SQL_2019 : CU24

T 5 F2023F 10811 AWSWindows AMIs B & 2 8 & % B 55 B iR A S 1E X
¥Rt E2024E2 8128 EF 108 252,

2024 EHAAMIEH ( ES) 61


https://support.microsoft.com/en-au/topic/kb5034439-windows-recovery-environment-update-for-azure-stack-hci-version-22h2-and-windows-server-2022-january-9-2024-6f9d26e6-784c-4503-a3c6-0beedda443ca
https://support.microsoft.com/en-au/topic/kb5034439-windows-recovery-environment-update-for-azure-stack-hci-version-22h2-and-windows-server-2022-january-9-2024-6f9d26e6-784c-4503-a3c6-0beedda443ca
https://support.microsoft.com/en-au/topic/kb5034439-windows-recovery-environment-update-for-azure-stack-hci-version-22h2-and-windows-server-2022-january-9-2024-6f9d26e6-784c-4503-a3c6-0beedda443ca

AWS & AMIs ]

2023 F8 AAMIE

BHXEMicrosoft TN E ZEE , 155 2023 FRAF EHHFWindows ServerE#H RS M EFHRSEE
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2024 8 AAMIEH (

£5)
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https://support.microsoft.com/en-us/help/894199/description-of-software-update-services-and-windows-server-update-serv-2021
https://support.microsoft.com/en-us/help/894199/description-of-software-update-services-and-windows-server-update-serv-2021

AWS & F AMIs

JIES

2021.11.16

BEX

0 S5 & 6 89 B #i9202189 A 15 AWSWindows AMIs A & B R iR A< £ &I AR
KEFLAIL,

Windows Server2022 # EC2Launch v1 V2-* AMIs

EC2Launch v2ix 4 2.0.674

Windows Server2004 £F 2021 £ 12 A 14 nd-of-support HiXZZE 7 E, A
TERENFEATTRASHBIR NG, LHNIKFHENET Windows Server
2004 FHIMEXRFIMBELBEEGTZ R T,

Windows_Server-2004-English-Core-Base

Windows_Server-2004-English-ContainersLatest

2024 E5 AAMIEH (

£5)
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AWS B AMIs

JIES

2021.11.10

BEX

£ %8 AMIs

Windows & Z £ EHEE 2021 £11 A9 H

AWS Tools for Windows PowerShell lixZs 3.15.1451

AWS ENARRZ 2.2.4

SQL ServerCUsB2 &% :

SQL_2017 : CU 26

£ ¥ AWSWindows AMIs

Windows_Server-2022-Japanese-Full-_2019_Enterprise-2021.11.10 SQL
Windows_Server-2022-Japanese-Full-_2019_Standard-2021.11.10 SQL
Windows_Server-2022-Japanese-Full-_2019_Web-2021.11.10 SQL
Windows_Server-2022-Japanese-Full-_2017_Enterprise-2021.11.10 SQL
Windows_Server-2022-Japanese-Full-_2017_Standard-2021.11.10 SQL

Windows_Server-2022-Japanese-Full-_2017_Web-2021.11.10 SQL

2024 EFAAMIEH ( E
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AWS & F AMIs

JIES

2021.10.13

BEX

<8 AMIs

Windows & Z£ EHEZE 2021 £ 10 A 12 B

AWS Tools for Windows PowerShell lixZs 3.15.1421

SSMhRZs 3.1.338.0

Windows Server2022 # EC2Launch v1 V2_Preview AMIs

EC2Launch v2iRZ 2.0.651

Windows Server2012 RTM #1 R2 AMIs

EC2Confighik 2 4.9.4508

£ 3# AWSWindows AMIs

Windows_Server-2022-english-Full-_2019_Enterprise-2021.10.13 SQL
Windows_Server-2022-English-Full-_2019_Standard-2021.10.13 SQL
Windows_Server-2022-english-Full-_2019_Web-2021.10.13 SQL
Windows_Server-2022-English-Full-_2019_Express-2021.10.13 SQL
Windows_Server-2022-English-Full-_2017_Enters-2021.10.13 SQL

Windows_Server-2022-English-Full-_2017_Standard-2021.10.13 SQL

2024 E5 AAMIEH (

£9)
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AWS & F AMIs

JIES

B
Windows_Server-2022-English-Full-_2017_Web-2021.10.13 SQL

Windows_Server-2022-English-Full-_2017_Express-2021.10.13 SQL

£ ¥t EC2Launch v2 AMiIs
I 2 AMIsiR L TEC2Launch v2K I, L THRAAMIs'@#E EC2Launch
viv2 ERABRIABIIRE |, HEE A EH AR,

EC2Launch v1V2-Windows_Server-2019-english-Full-Base-2021.10.13
EC2Launch v1V2-Windows_Server-2019-English-Core-Base-2021.10.13

EC2Launch v1V2-Windows_Server-2019-English-Full--2021.10.13
ContainersLatest

EC2Launch v1V2-Windows_Server-2016-english-Full-Base-2021.10.13
EC2Launch v1V2-Windows_Server-2016-English-Core-Base-2021.10.13

EC2Launch v1V2-Windows_Server-2012_R2_-English-Full-Base-2021.10
13 RTM

EC2Launch v1V2-Windows_Server-2012_-English-Full-Base-2021.10.13
RTM

EC2Launch v1V2_Prev AMIs iew 2157 , H BEFaFERAMREH#HITERH. B

=, PEIRASGSRERMS 2022 F£1 A, EF EC2Launch v1 V2_Preview i
NERGNBEENLBBGAMIsSTLZEEM , BUUSAZEECHNKSFEAT
le BATEWES B ERAFRAEC2Launch v2AMIsKiZIR = & ME 4 E#H

Windows Server2004 35 F 2021 € 12 A 14 nd-of-support B3&E E. AT
BROFMELAT AN T 2021 F 12 A 14 B AFABRAE., EHKFEEH

2024 E5 AAMIEH (

£9)
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AWS B AMIs

JIES

BEX

E T Windows Server 2004 FHWIMEXFMEBENEGTLZ I, MREE
#{RE Windows Server 2004 FHHRIMNXEE , BE 12 A 14 H 2o EEHNK P
FelE B ENER,

Windows_Server-2004-English-Core-Base

Windows_Server-2004-English-ContainersLatest

T 5% & B9 B 23920217 B 14 AWSWindows AMIs B 5 5 2 hx 45 9 5& B ik
EEFE1,.

2024 E5 AAMIEH (

£5)
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AWS & AMIs ]

JIES BEX

2021.09.15
2 %8 AMIs

Windows & Z £ EHEE 2021 £9 A 14 B

AWS Tools for Windows PowerShell lixZs 3.15.1398

SSMhRZs 3.1.282.0

SQL ServerCUsB2 &% :

SQL_2019 : CU12

SQL_2017 : CU 25

Windows Server2022 ] EC2Launch v1 V2_Preview AMIs

EC2Launch v2hxZ< 2.0.592

Windows Server2012 RTM #1 R2 AMIs

EC2ConfighikZ< 4.9.4500

T 55 & 46 89 B #9202186 A9 AWSWindows AMIs B & 5 B iR 4 89 5 | hix
KELAIL,

2024 EHAAMIEH ( ES) 93



AWS & F AMIs

JIES

2021.09.01

BEX

£ 3¥ AWSWindows AMIs

Windows_Server-2022-English-Full-Base-2021.08.25
Windows_Server-2022-English-Full--2021.08.25 ContainersLatest
Windows_Server-2022-English-Core-Base-2021.08.25
Windows_Server-2022-English-Core--2021.08.25 ContainersLatest
Windows_Server-2022-Chinese_Simplified-Full-Base-2021.08.25
Windows_Server-2022-Chinese_Traditional-Full-Base-2021.08.25
Windows_Server-2022-Czech-Full-Base-2021.08.25
Windows_Server-2022-Dutch-Full-Base-2021.08.25
Windows_Server-2022-French-Full-Base-2021.08.25
Windows_Server-2022-German-Full-Base-2021.08.25
Windows_Server-2022-Hungarian-Full-Base-2021.08.25
Windows_Server-2022-Italian-Full-Base-2021.08.25
Windows_Server-2022-Japanese-Full-Base-2021.08.25
Windows_Server-2022-Korean-Full-Base-2021.08.25
Windows_Server-2022-Polish-Full-Base-2021.08.25
Windows_Server-2022-Portuguese_Brazil-Full-Base-2021.08.25

Windows_Server-2022-Portuguese_Portugal-Full-Base-2021.08.25

2024 E5 AAMIEH (

£5)
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AWS & F AMIs

JIES

BEX

Windows_Server-2022-Russian-Full-Base-2021.08.25

Windows_Server-2022-Spanish-Full-Base-2021.08.25

Windows_Server-2022-Swedish-Full-Base-2021.08.25

Windows_Server-2022-Turkish-Full-Base-2021.08.25

Windows Server2022 EC2Launch v2 BRINAMISEEER, BXEZEE | &
S FEC2Launch v24EiR,

EC2Launch v1V2_Preview AMIs

EC2Launch v2iR 2 2.0.592

U 55%h & fr B9 B 239202195 A 12 AWSWindows AMIs B 5 5 2 hx 45 9 %& B hix
EEFE1,.

2024 E5 AAMIEH (

£5)
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2-overview.html

AWS & AMIs ]

JIES BEX

2021.08.11
2 %8 AMIs

WindowsRFZ2EHBE 2021 £8 A 10 H

AWS Tools for Windows PowerShell iz 3.15.13571
EC2Launch v1hR7 1.3.2003411

SSMARZ 3.0.1181.0

SQL ServerCUsB &% :

SQL_2019 : CU11

EC2Launch v1V2_Preview AMIs

EC2Launch v2hRZ< 2.0.548

0 S5 & 46 89 B #192021%4 A 14 AWSWindows AMIs A & B R iR A £ &I AR
R K

2024 EHAAMIEH ( ES) 96



AWS B AMIs

JIES

2021.07.14

2021.07.07

BEX

<8 AMIs

Windows& L& EHEZE 2021 £7 A 13 B

AWS Tools for Windows PowerShell hixZx 3.15.1350

EC2Launch v1hiZ< 1.3.2003364

SQL ServerCUsB2 &% :

SQL_2017 : CU24

£ AMIs

O ut-of-band AMI liRAR A T HRIE X WK 7 Aout-of-band Z£EF , Microsoft
YERFT CVE -34527 HIEAINE IR IE R,

(® Note
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft
\Windows NT\Printers\PointAndPrint ARIE AWSWin

dows AMIsRHHY EE L AWS |, XRERINRES.

BXEZEERE , F5H

https://msrc.microsoft.com/update-guide/ig i/ CVE -2021-34527

T O & AE B EIN2021FE3 810 AWSWindows AMIs B % B 2 hRAH %8I iR
AKEFEI,

2024 E5 AAMIEH (

£5)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

AWS B AMIs

JIES

2021.06.09

BEX

<8 AMIs

Windows& ¥ ZE£EHMEBE 2021 £6 A 8 H

AWS Tools for Windows PowerShell kx4~ 3.15.1326

SSMhRZs 3.0.1124.0

Windows Server2012 RTM /2012 R2 AMIs

EC2Confighx 4% 4.9.4419

2024 E5 AAMIEH (

£5)
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AWS B AMIs

JIES

2021.05.12

BEX

£ %8 AMIs

Windows R HTZEEHBE 2021 F£5 A 11 B
AWS Tools for Windows PowerShell lixZs 3.15.1302
EC2Launch v1iRZ 1.3.2003312

SQL ServerCUsB2 &% :

SQL_2019 : 0 CU1

0 S5 & 6 89 B #i9202182 810 AWSWindows AMIs A & 5 R iRAH 5l
RAERAF.

Windows Server2012 RTM /2012 R2 AMIs

EC2Confighix < 4.9.4381

SSMhRZR 3.0.529.0

NVIDIA GPU AMis

GRIDARZS 462.31

Tesla x4~ 462.31

Radeon GPU AMIs

Radeon x4 20.10.25.04

2024 E5 AAMIEH (

£5)
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AWS & F AMIs 2&

JIES BEX

2021.04.14
2% AMIs

Windows&HZ £ EHEBE 2021 F£4 A 13 H
AWS Tools for Windows PowerShell lixZs 3.15.1280
AWS PV [RZx 8.4.0

cfn-init fRZ< 2.0.6, =B HB3BIE Microsoft Visual C++ 2015-2019 AIB K 1T
hix 14.28.29913.0 & AR Hi T

AWS ENARRZ 2.2.3
EC2Launch v1hxZ< 1.3.2003284

SQL ServerCUsB2 &% :

SQL_2017 : CU23

I 5% F20215F1H13 AWSWindows AMIs B RER R KRIRAEFAE
1to

(® Note

Windows Server1909 & F 2021 &£ 5 A 11 B 3% End of
Supporte A TGP E AFRART 2021 F£5 A 11 BHIRA
ME, EHKFRENET Windows Server 1909 I A SEHIF B
EVBEBTAZ I, EREX Windows Server 1909 BY i[RI
PR , 1671E 2021 £ 5 A 11 A2 ELNIKF P oI2 B E L ES.

Windows_Server-1909-English-Core-Base

Windows_Server-1909-English Core ContainersLatest
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AWS B AMIs

JIES

EK

EC2Launch v1V2_Preview AMIs

EC2Launch v2iRZ 2.0.285

2024 8 AAMIEH (

£5)
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AWS & AMIs ]

JIES EK

2021.03.11
2 %8 AMIs

Windows&HZEEHEBE 2021 £3 A9 H
AWS Tools for Windows PowerShell lixZs 3.15.1248

cfn-init fRZ< 2.0.5, B HB3BIE Microsoft Visual C++ 2015-2019 AIB KT
hx 14.28.29910.0 ¥EJ9 K Hi T,

EC2Launch v1hRZ 1.3.2003236
SSM AgenthxZx 3.0.529.0
NVIDIAGRIDhR A 461.33

SQL ServerCUsBE &% :

SQL2016_SP2: CU16

SQL2019 £ : CU9

KB4577586F il Bx Z 2 £ Fr B & A B & LAY Adobe Flash Player ( BRIATE
RT , HIEFFERGE S A Adobe Flash &S ) -

(® Note

Amazon Root CAs ERMEIFF AP M A NEH ZEERIEPME
MIERFHEPAMIs, BEXEZELR |, S https://www.amazo
ntrust.com/repository/#rootcas.

2024 EHAAMIEH ( ES) 102


https://www.amazontrust.com/repository/#rootcas
https://www.amazontrust.com/repository/#rootcas

AWS B AMIs

JIES

B
Windows Server2016 S #1 2019 AMIs

EMRINEEH. NET4.8 iRHIERRA.

Windows Server2012 RTM /2012 R2 AMIs

EC2Configh % 4.9.4326

SSM AgenthxZx 3.0.431.0

2024 8 AAMIEH (

£5)
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AWS & AMIs ]

JIES EK

2021.02.10
2% AMIs

Windows&HZE£EHMEBE 2021 £2 A9 H

AWS Tools for Windows PowerShell lixZs 3.15.1224

NVIDIAGRIDMRZA 461.09

M 2021 & 3 BFF#R , H AWSWindows AMIsiZft | FiE B FE#ECAsH AWS
‘@& Amazon Root , LA KPR E #F A BIfF 2R S3 FMETF 2021 £ 3 A 23
H#1TH CloudFrontiE P IEBERMNELE T, EXESZEE , FSRTIN

o

= .

https://aws.amazon.com/blogs/% £/ how-to-prepare-for-aws-move-to-its-o
wn-certificate-authority/

https://forums.aws.amazon.com/ann.jspa?annlD=7541

A, AWS H1E = A B EFTE AWSWindows AMIs A B A “#BkAdobe Flash
Playerf) E#” (KB4577586) , LA BRI B YAdobe FlashiBikes , iZE S
B©F20205F12831BLILX#, NREHAGEEZENRNER Adobe Flash &K
22, RINEBUEETAMIshRAS 2021.02.10 RERRACEZBHEN B K, Bx
Adobe Flash Player X It XHFWEZEE |, H5H -

https://blogs.windows.com/msedgedev/2020/09/04/-update-adobe-flash-end
support/

https://www.adobe.com/products/flashplayer/end-of-life.html

2024 EHAAMIEH ( ES) 104


https://aws.amazon.com/blogs/security/how-to-prepare-for-aws-move-to-its-own-certificate-authority/
https://aws.amazon.com/blogs/security/how-to-prepare-for-aws-move-to-its-own-certificate-authority/
https://forums.aws.amazon.com/ann.jspa?annID=7541
https://blogs.windows.com/msedgedev/2020/09/04/update-adobe-flash-end-support/
https://blogs.windows.com/msedgedev/2020/09/04/update-adobe-flash-end-support/
https://www.adobe.com/products/flashplayer/end-of-life.html

AWS & F AMIs

JIES

2021.01.13

B
EC2Launch v1V2_Preview AMIs

EC2Launch v2iRZ 2.0.207

£ 3¥ AWSWindows AMIs

Windows_Server-2016-Japanese-Full-_2019_Enterprise-2021.02.10 SQL
Windows_Server-2016-Japanese-Full-_2019_Standard-2021.02.10 SQL
Windows_Server-2016-Japanese-Full-_2019_Web-2021.02.10 SQL
Windows_Server-2019-Japanese-Full-_2019_Enterprise-2021.02.10 SQL
Windows_Server-2019-Japanese-Full-_2019_Standard-2021.02.10 SQL

Windows_Server-2019-Japanese-Full-_2019_Web-2021.02.10 SQL

£ 8 AMIs

Windows&HZ£EHEBE 2021 £1 A 12 H

AWS Tools for Windows PowerShell hix4s 3.15.1204

AWS ENARRZS 2.2.2

EC2Launch v1v1 hixZ 1.3.2003210

Windows ServerSAC/2019/2016 AMIs

SSM AgenthixZ 3.0.431.0

2024 E5 AAMIEH (

£9)
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AWS & AMIs ]

2020 £ AAMIE

BXEMicrosoft TN EZEER |, SR 2020 FAB P EHWindows ServerEFHRFS N EFHRFZEE
R IEIR

TS B

2020.12.09
<% AMIs

Windows T ZE£EHEBE 2020 £ 12 A 8 H
AWS Tools for Windows PowerShell M7~ 3.15.1181

FFBESQL Serveritil iR, FR/ERRF Web fRAMIsIIE &2 S SQL Serverk %
4K C:\SQLServerSetup

EC2Launch v1v1 iRZs 1.3.2003189

U 5% & B9 B 23920209 H9 AWSWindows AMIs A R E B iRANHY 581
RAEEFHE1,

Windows Server2012/2012 R2 AMIs

EC2ConfighRZx 4.9.4279

SSM Agenthx 7 2.3.871.0

EC2Launch v1V2_Preview AMIs

EC2Launch v2iRZ< 2.0.160

2020.11.11
£ AMIs

2024 EHAAMIEH ( ES) 106


https://support.microsoft.com/en-us/help/4602108/software-update-services-and-windows-server-update-services-2020
https://support.microsoft.com/en-us/help/4602108/software-update-services-and-windows-server-update-services-2020

AWS & F AMIs

JIES BEX

£

WindowsHHFTZE£EHEBE 2020 F£11 A 10 B
AWS Tools for Windows PowerShell kx4 3.15.1160
SQL ServerCUsB2 &% :

SQL2016SP2: CU15

SQL2017: CU22
. SQL2019 £ : CU8
SSM Agenthx 7 2.3.1644.0
EC2Launch v2fi 88 EC2Launch v1hRAMIs : KR 2.0.153

0 55 % 46 89 B #192020%8 A 12 AWSWindows AMIs A & 5 R iRAH &l
RAEERE,

¥ AWSWindows AMIs

Windows_Server-20H2-English-Core-Base-2020.11.11

Windows_Server-20H2-English-Core-2020.11.11 ContainersLatest

2024 EFAAMIEFH ( S )
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AWS B AMIs

JIES

2020 £ 10 A 14

H

EK

£ %8 AMIs

Windows&# Z£E#HEZE 2020 £ 10 A 13 H

AWS Tools for Windows PowerShell R4 3.15.1140
NVIDIAGRIDARZ 452.39

EC2Launch v2Ffi 58EC2Launch v1kRXAMIs : KRS 2.0.146
AWS ENARRZK 2.2.1

cfn-init iX4s 1.4.34

0 55 & 46 89 B #i92020%7 A 15 AWSWindows AMIs A & R iRAH £ 5l
RAERAF.

2024 E5 AAMIEH (

£5)

108



AWS &= AMIs ]

JIES BEX

2020.9.25
H H#3792020.09.2589 SQL Server 2019F T Lz HB5 G FIIREAC L X

. WRAEEE 2020.09.09 iRAHRBHRALH , EFREHE CU7 SQL
2019 FHRHA M. MicrosoftA THIEFEERRIEN I EHFEESHRE ,
ZIRAFIEEMNLNTFIRAERRIER. RKTHREZEER | 55 H L T Microsoftid
EXE : https:/ftechcommunity.microsoft.com/t5/sql-server/cumulative-up
date-7-2019-rtm-removed/ba-p/1629317, for-sql-server

£ 3¥ AWSWindows AMIs

Windows_Server-2016-English-full-_2019_Enterprise-2020.09.25 SQL
Windows_Server-2016-English-full-_2019_Express-2020.09.25 SQL
Windows_Server-2016-English-full-_2019_Standard-2020.09.25 SQL
Windows_Server-2016-English-full-_2019_Web-2020.09.25 SQL
Windows_Server-2019-English-full-_2019_Enterprise-2020.09.25 SQL
Windows_Server-2019-English-Full-_2019_Express-2020.09.25 SQL
Windows_Server-2019-English-full-_2019_Standard-2020.09.25 SQL

Windows_Server-2019-English-full-_2019_Web-2020.09.25 SQL

EC2Launch v1V2_Preview AMIs

EC2Launch v1V2_Preview-Windows_Server-2019-English-full-_2019_Ex
press-2020.09.25 SQL

2024 EHAAMIEH ( ES) 109


https://techcommunity.microsoft.com/t5/sql-server/cumulative-update-7-for-sql-server-2019-rtm-removed/ba-p/1629317
https://techcommunity.microsoft.com/t5/sql-server/cumulative-update-7-for-sql-server-2019-rtm-removed/ba-p/1629317

AWS B AMIs

JIES

2020.9.9

BEX

£ %8 AMIs

Windows&# ZL£EMEZE 2020 F9 A 8 H

AWS KRB 2 FrhR A 8.3.4

AWS ENA fRZ< 2.2.0

AWS Tools for Windows PowerShell fix7 3.15.1110

SQL ServerCUsB &3

SQL_2016_SP2: CU14

SQL_2019 : CU7

U 55 & 46 89 B #i92020%6 A 10 AWSWindows AMIs A & 5 R iRAH 5l
RAERAF.

Windows Server2016/2019/1809/1903/1909/2004 AMIs

EC2Launch v1hxZ< 1.3.2003155

SSM AgenthiRZ< 2.3.1319.0

EC2Launch v1V2_Preview AMIs

EC2Launch v2iRZ< 2.0.124

2024 E5 AAMIEH (

£5)
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AWS & F AMIs

JIES

2020.8.12

2020.7.15

BEX

<8 AMIs

Windows&# Z£EMEZE 2020 £8 A 11 H

AWS Tools for Windows PowerShell fix 7 3.15.1084
G3AMIs : NVIDIAGRIDARA 451.48

EC2Launch v2fi 88 EC2Launch v1hRAMIs : KR 2.0.104
SQLCUsBE &%

SQL_2019 : CU6

T 55 % 46 89 B #192020%5 A 13 AWSWindows AMIs A & 5 R iRAH 5l
RAEERE,

£ 8 AMIs

Windows &L £ EHEZE 2020 £7 A 14 B

AWS Tools for Windows PowerShell hixZx 3.15.1064
ENARRZA 2.1.5

SQL ServerCUsB &%

SQL_2017 : CU21

SQL_2019 : CU5

U 55h & # 89 B #i9202054 A 15 AWSWindows AMIs B & 5 FRAHY &l
RAEERE L,

2024 E5 AAMIEH (

£5)
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AWS & F AMIs

JIES

2020.7.01

BEX

TS HLBRREAFTIR A E R, XEEGIIFEEC2Launch v2H ATAEFTE
HRENIIETE , AERIATHITEES T AWS BRLERR AWSWindows
AMIsHBIIRHMNFTERHREHR, HEE , FLSSMIXEMEXRS ( Fim
EC2 Image Builder ) FJEEEZE T BEZFF La EC2 unch v2, XEEFFE
ARILVARHRIT. BWABEREFHERERAXLEREG, RALUE w https:/
aws.amazon.com/about-aws/hats-new/2020/07/in EC2Launch v2 troducing-
ec2-launch-v2-/ FEEESHXER , REFEAEEES. simplify-customiz
ing-windows-instances WindowsEC2Launch v2EZ TR JLNAF |, AR
FTARAAWindows ServerAMISYF 4L 1R | TI A2 X 518 3 31 K EEC2Config
( BR%588 2012 RTM = 2012 R2 ) =% EC2Launch v1 v1 ( fR3528% 2016 HE
SR ) HITEMEHR, EFAMRER , Windows ServerAMIs 2 iR B A
BRAEE AWS FEBEEC2Launch v2ERIAE R T1ER A ERMRASH — 25 E
. EC2Launch v1V2_Preview AMIs B RAE#H — X , HEEZBZa —ETH

o

£ 3¥ AWSWindows AMIs

EC2Launch v1V2_Preview-Windows_Server-2004-English-Core-Base-202
0.06.30

EC2Launch v1V2_Preview-Windows_Server-2019-English-Full-Base-202
0.06.30

EC2Launch v1V2_Preview-Windows_Server-2019-English-Core-Base-202
0.06.30

EC2Launch v1V2_Preview-Windows_Server-2016-English-Full-Base-202
0.06.30

EC2Launch v1V2_Preview-Windows_Server-2016-English-Core-Base-202
0.06.30

EC2Launch v1V2_Preview-Windows_Server-2012_R2_-English-Full-Base
-2020.06.30 RTM

2024 E5 AAMIEH (

£5)
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https://aws.amazon.com/about-aws/whats-new/2020/07/introducing-ec2-launch-v2-simplify-customizing-windows-instances/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html
https://aws.amazon.com/about-aws/whats-new/2020/07/introducing-ec2-launch-v2-simplify-customizing-windows-instances/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html
https://aws.amazon.com/about-aws/whats-new/2020/07/introducing-ec2-launch-v2-simplify-customizing-windows-instances/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2launch-v2.html

AWS &= AMIs ]

JIES BEX

EC2Launch v1V2_Preview-Windows_Server-2012_R2_-English-Core-Base
-2020.06.30 RTM

EC2Launch v1V2_Preview-Windows_Server-2012_-English-Full-Base-20
20.06.30 RTM

EC2Launch v1V2_Preview-Windows_Server-2019-English-full-_2019_Ex
press-2020.06.30 SQL

EC2Launch v1V2_Preview-Windows_Server-2016-English-full-_2017_Ex
press-2020.06.30 SQL

2020.6.10
28 AMIs
" WindowsB$i 2 B BE 2020 €6 A 9 A
. AWS Tools for Windows PowerShell fxZx 3.15.1034
. cfn-init iR 1.4.33
. SQLE %% CU : SQL_2016_SP2 : CU13
2020.5.27

£ ¥ AWSWindows AMIs

Windows_Server-2004-English-Core-Base-2020.05.27

Windows_Server-2004-English-Core-2020.05.27 ContainersLatest
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AWS & F AMIs

JIES

2020 5 A 13
H

2020 4 A 15
H

2020.3.18

BEX

£ %8 AMIs

Windows & Z £ EHEZE 2020 £5 A 12 H

AWS Tools for Windows PowerShell lixZs 3.15.1013

EC2Launch v1hxZ< 1.3.2003150

£ 8 AMIs

Windows R Z2EMBE 2020 £ 4 A 14 H
AWS Tools for Windows PowerShell fxZx 3.15.998
EC2Confighix 2 4.9.4222

EC2Launch v1hRZ 1.3.2003040

SSM Agenthx 2 2.3.842.0

SQL ServerCUsB2 &% :

SQL_2017 : CU 20

SQL_2019: CU 4

Windows Server2019 AMls

fRRT 2020.3.11 AP ZIH R SRR |, BIg #%,JL*JJ#“F'ZJJF BA

BHeE MRS (BITS) WAL EETBHN B AR , XA S BER. B4
BERBITSHIE RS S REA GBS ERIERAN cmdlet kW, BITSH4

Windows ServerAMIsIUI = pt @] By #2000 |, H&FARAMHR 2020.03.11,

2024 EFAAMIEFH ( ES
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AWS B AMIs

JIES

2020.3.11

BEX

<8 AMIs

WindowsRFZ2EHBE 2020 £ 3 A 10 H
AWS Tools for Windows PowerShell fxZx 3.15.969
EC2Confighx A% 4.9.4122

EC2Launch v1hRZs 1.3.2002730

SSM AgenthixZ< 2.3.814.0

SQL ServerCUsB &% :

SQL_2016_SP2 : CU 12

SQL_2017 : CU 19
SQL_ 2019 : M TREFEESHRE , KAMA CU 2 SAL

AR5 22 4%/0:1909F1 1903/ H AR £ T # (KB4551762) B AL T E# CVE
-2020-0796, EfttWindows ServerfRATRZ W RIBHI RN, HXIFHE
£ , B2 Mhttps://portal.msrc.microsoft.com/en-US/Z £ #5§7 CVE /& ifl/
-2020-0796
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0796

AWS B AMIs

JIES

2020.2.12

BEX

£ %8 AMIs

Windows & Z £ EH&EZE 2020 £2 A 11 B

AWS Tools for Windows PowerShell lixZs 3.15.945

C A RSRIOVIRH R B 5

2019/1903/1909 : hx# 2.1.185.0

2016/1809 : hxZ~ 2.1.186.0

2012 R2 : hix#< 1.2.199.0

SQL ServerCUsBE &% :

SQL_2019 : CU 1

SQL_2017 : CU 18

SQL_2016_SP2 : CU 11

Windows Server2008 ZSP2#1 Windows Server 2008 & R2

Windows Server2008 SP2 #1 Windows Server 2008 R2 F 20 &1 A 14 H
BETLRIEEE (EOS) , FABEHKEIRENEZEE#H. Microsoft AWS F
FTEHERE D KX Windows Server 2008 SP2 = Windows Server 2008 £ R2

AMIs, &P AMIsHEIIIA 2008 SP2 /R2 SEHIF B E X SEFIFRZ ENE | 20

BEIZEOS Bz a4k &R e,

B xMicrosoft R L RS EZEE AWS , @EFEAHRMS A& , AR H 2020

F£1 814 BETBRHNTEIRAMIs , 2 End of Support () =@ iF

(EOS). Microsoft

2024 E5 AAMIEH (
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https://aws.amazon.com/windows/faq/#eos-microsoft-products
https://aws.amazon.com/windows/faq/#eos-microsoft-products

AWS & F AMIs

5N BEX
2020.1.15
<8 AMIs
Microsoft iR T E 2020 £ 1 A 14 BN R EH
AWS Tools for Windows PowerShell kx4~ 3.15.925
ENARRZA 2.1.4
Windows Server2008 £SP2#] Windows Server 2008 £ R2
Windows Server2008 SP2 1 Windows Server 2008 R2 F 20 1 A 14 H
BB TLIEEE (EOS) , MABEHWEIRBENEZEE#H. Microsoft AWS
FTEHR= % & Windows Server 2008 SP2 % Windows Server 2008 & R2
AMIs, &K FAMIsHFRIIIA 2008 SP2 /R2 SEHIF B E N SEFIFZ NG | A
LEIZEOSHE Zz BREFEA T,
BXxMicrosoft R IL RSN EZEE AWS , SIFEAEMS AL , UK B 2020
F£1 814 BETBRHNWTEIIRAMIs , 2 End of Support () =@ iF
(EOS). Microsoft
2019 £ AAMIE#H
BXREMicrosoftHFiNEZEE |, 1BSH 2019 FRA R EHFWindows Server s 5 B 55 F & #7 R 553
IR,
MR Z< BEX
2019.12.16
<% AMIs

Microsoft&¥1=E 2019 £ 12 A 10 BWZR L EH

AWS Tools for Windows PowerShell fk4s 3.15.903
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https://aws.amazon.com/windows/faq/#eos-microsoft-products
https://aws.amazon.com/windows/faq/#eos-microsoft-products
https://support.microsoft.com/en-us/help/4538374/software-update-services-and-windows-server-update-services-2019
https://support.microsoft.com/en-us/help/4538374/software-update-services-and-windows-server-update-services-2019

AWS B AMIs

JIES

EK

Windows Server2008 ZESP2F1 Windows Server 2008 & R2

Microsoftff F 2020 £ 1 A 14 B 1ESP23%} Windows Server Windows Server
2008 #2008 £ R2 WER I, Ltk AWS F , HABEAH IS & Windows
Server 2008 F£SP25% Windows Server 2008 £ R2 AMIs, &K FAMIsHEY IR
B 2008 SP2 /R2 KHIF B E X EFIFLZEIEM , HMATLATE end-of-service
(EOS) HEiz e h&EFEA T,

Microsoft EOSEXxABHEZEE AWS @ﬁﬂiﬁﬁ—rkﬁlﬁ URSF
2020 £ 1 A 14 BFRBERMI D K TES|&R , S H En d of Support (EOS)
Microsoft 7= @R () AMIs
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https://aws.amazon.com/windows/faq/#eos-microsoft-products
https://aws.amazon.com/windows/faq/#eos-microsoft-products

AWS & F AMIs

JIES

2019.11.13

BEX

<8 AMIs

AWS Tools for Windows PowerShell ik 7 3.15.876
Windows&# Z£EMEZE 2019 F 11 A 12 B
EC2Config BRAx 4.9.3865

EC2/33 R4S 1.3.2002240

SSM Agentv2.3.722.0

Y R R R AAMISEFRIE N FAR

£ ¥ AWSWindows AMIs

Windows_Server-1909-English-Core-Base-2019.11.13
Windows_Server-1909-English-Core-2019.11.13 ContainersLatest
Windows_Server-2016-English-full-_2019_Enters-2019.11.13 SQL
Windows_Server-2016-English-full-_2019_Express-2019.11.13 SQL
Windows_Server-2016-English-full-_2019_Standard-2019.11.13 SQL
Windows_Server-2016-English-full-_2019_Web-2019.11.13 SQL
Windows_Server-2019-English-full-_2019_Enters-2019.11.13 SQL
Windows_Server-2019-English-full-_2019_Express-2019.11.13 SQL

Windows_Server-2019-English-full-_2019_Standard-2019.11.13 SQL

2024 E5 AAMIEH (
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AWS & AMIs ]

TS B
Windows_Server-2019-English-full-_2019_Web-2019.11.13 SQL

2019 F 11 A5
= £ ¥ AWSWindows AMIs

#FTSQLAMIs LT :

Windows_Server-2016-English-full-_2019_Enters-2019.11.05 SQL
Windows_Server-2016-English-full-_2019_Express-2019.11.05 SQL
Windows_Server-2016-English-full-_2019_Standard-2019.11.05 SQL
Windows_Server-2016-English-full-_2019_Web-2019.11.05 SQL
Windows_Server-2019-English-full-_2019_Enters-2019.11.05 SQL
Windows_Server-2019-English-full-_2019_Express-2019.11.05 SQL
Windows_Server-2019-English-full-_2019_Standard-2019.11.05 SQL

Windows_Server-2019-English-full-_2019_Web-2019.11.05 SQL
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AWS & AMIs ]

JIES EK

2019.10.09
2% AMIs

AWS Tools for Windows PowerShell hixZ~ 3.15.846
Windows&HZ £ EHEHZE 2019 F 10 A 8 H

Windows Defender 3 & &3 il BROEM /R EF LI M EFHBIER, BXF
HfE 8. , i5S M https://support.microsoft.com/en-us/help/4513240/sfc-incor
rectly-flags-windows-defender-ps-files-as-corrupted

£ 3¥ AWSWindows AMIs

EHECSILILATAMIA :

Windows_Server-2019-english-Core-_Optimized-2019.10. ECS

2019.09.12
£ ¥ AWSWindows AMI

amzn2-ami-hvm-2.0.20190618-x86_64-gp2-mono

o NETi% T EE 2.2, Mono 5.18 #l PowerShell 6.2 RZ1TIREY. NETEHR
KHIX M Amazon Linux 2 FH R AR (LTS)
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https://support.microsoft.com/en-us/help/4513240/sfc-incorrectly-flags-windows-defender-ps-files-as-corrupted
https://support.microsoft.com/en-us/help/4513240/sfc-incorrectly-flags-windows-defender-ps-files-as-corrupted

AWS &= AMIs ]

JIES BEX

2019.09.11
2% AMIs

" AWS ERBHRFRA 8.3.2

AWS NVMeIRZhF2F A 1.3.2
AWS Tools for Windows PowerShell hixZ~ 3.15.826
NLAETE 2012 RTM E 2019 FWFrERERS LB A AMIs

HTFEFIREWEE | Intel 82599 VF KR FEREFIMRA 2.0.210.0
(Server 2016) BhRAS 2.1.138.0 (Server 2019), 5 Intel FhIX L@ BMIED — 5

Rifto
Windows&RHZE£EHEBE 2019 F 9 A 10 A

HF&HEF w5 A TSFCHEE , Windows Defender ¥ & E 37 B@ JE At
FRMEIE, EETIAMNE#HRZH. SN https://support.microsoft.com/
en-us/help/4513240/ sfc-incorrectly-flags-windows--2 #i#48, defender-ps-
files-as¥ & E #H B :HKLM:\\ Windows Defender SOFTWAREMicrosoft\ H4th
fi &\ t PreventPlatformUpdate ype=DWORD , value=1

B ERTRASAMIsEFRIC R FAE .
£ ¥ AWSWindows AMIs

HEISTIGRAMAMISTT A

Windows_Server-2012-R2-English--52 2 STIG

Windows_Server-2012-R2-English-Core STIG

Windows_Server-2016-#1&--5 2 STIG
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https://support.microsoft.com/en-us/help/4513240/sfc-incorrectly-flags-windows-defender-ps-files-as-corrupted
https://support.microsoft.com/en-us/help/4513240/sfc-incorrectly-flags-windows-defender-ps-files-as-corrupted

AWS & F AMIs 2&

Kx A< B
Windows_Server-2016-#1i5--# 0 STIG

Windows_Server-2019-#1&--52 2 STIG

Windows_Server-2019-English--C STIG

Windows Server2008 R2 SP1

SBRUTEH , XEEFEMicrosofti BZ £ (ESU) EHFAALEM,

KB4490628

KB4474419

KB4516655

Windows Server2008 SP2

SBRUTEH , XEEFEMicrosofti BZ £ (ESU) EHFTALEM,

KB4493730

KB4474419

KB4517134

(® Note

NLAII 27 2012 ££RTM. 2012 & R2 # 2016 FWME R2 LB
A, AMISSAEREEEIARDPZ 2RSS, NLATE 2019 F£NFEARSA
Mis,
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AWS & F AMIs

JIES

2019.08.16

2019.07.19

2019.07.12

BEX

£ %8 AMIs

Microsoft T Z 2 EHEZE 2019 £ 8 A 13 H., AFEKBsiHbik CVE
-2019-1181, -2019-1182, CVE -2019-1222#1-2019-1226, CVE CVE

EC2ConfighR 4 4.9.3519
SSM Agenthix 2 2.3.634.0
AWS Tools for Windows PowerShell iixZ 3.15.802

BT E#H5I A TSFCH#FE , Windows Defender F & 2 37 2 &3 5 A R FE
Ik, VEBHFHNTER , FEFSHEH,

(® Note

M9 BFF#E , NLASHERRE 2012 £RTM, 2012 £ R2 M 2016 F£ L
BH , AMISLAZESBRIARDPEZ RS,

£ ¥ AWSWindows AMIs

Windows_Server-2016-English-full-_Optimized-2019.07.19 ECS

Windows_Server-2019-English-full-_Optimized-2019.07.19 ECS

<8 AMIs

MicrosoftlR¥TZE 2019 £ 7 A 9 B Z £ EH

2024 E5 AAMIEH (
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AWS & F AMIs

JIES

2019.06.12

2019 5 A 21
H

BEX

<8 AMIs

Microsoft & #T = 2019 F 6 B 11 BN R £ E#
AWS SDKhRZK 3.15.756

AWS KR EFFIRA 8.2.7

AWS NVMeIEkzh 2 FFhiR A 1.3.1

AR “P3” AMIs HE &R “43Hrh, AMIsEMAMIS XA ER GPU

Tesla W FRFF LM AWS £6l, FEIRAZE , P3AMIs TABEH , ¥}

FHERRATE N B HAH — 202 M BRo
Windows_Server-2012-R2_-English-P3-2019.06.12 &y _Server-2012-
R2 RTM _-English-Tesla-2019.06.12 Windows RTM

Windows_Server-2016-English-P3-2016.06.12 & 73 _Server-2016-Engli
sh-Tesla-2019.06.12 Windows

£ 3¥ AWSWindows AMIs

Windows_Server-2019-English-Tesla-2019.06.12

B EBIRAAMISEFRIE N FAE .
Windows Server , kx4 1903

AMIsEIE £

2024 E5 AAMIEH (
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AWS & F AMIs

JIES

2019 5 A 15
H

2019.04.26

2019.04.21

BEX

<8 AMIs

Microsoft iR T E 2019 £ 5 A 14 HHN R EH

EC2ConfighRi 2 4.9.3429

SSM AgenthixZ< 2.3.542.0

AWS SDKh# 3.15.735
£ %8 AMIs

27 Windows Server 2019 £ EAMIs , SQLUA B R E X B3I T pES:
EHIZHH H Windows BR “BEFAFEESXHRS HENIDLEIER.

£ AMIs

" AWS PV R M 8.3.0 FRAERT 8.2.6 IR

2024 EFAAMIEFH ( S )
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AWS B AMIs

JIES

2019.04.10

2019.03.13

BEX

£ %8 AMIs

Microsoft & ¥TE 2019 4 A 9 HMZ £ EH

AWS SDKh A 3.15.715

" AWS EREBHEFIA 8.3.0

EC2Launch v1hxZ< 1.3.2001360

£ ¥ AWSWindows AMIs

Windows_Server-2016-English-full-_2012_ _Standard-2019.04.10 SQL SP4

Windows_Server-2016-English-full-_2014_ _Standard-2019.04.10 SQL SP3

Windows_Server-2016-English-full-_2014_ _Enters-2019.04.10 SQL SP3
238 AMls

Microsoft & ¥TZE 2019 £ 3 A 12 BN L2 E#H
AWS SDKhx A 3.15.693
EC2Launch v1hRZ 1.3.2001220

NVIDIAER FREZ M P AMIs 3 f45Ei A1 IR 3 2 FFAR A 412.29 () https:/

nvidia.custhelp.com/app/answers/detail/a_id/4772

HY E R R AAMISEFRIE N FAE
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https://nvidia.custhelp.com/app/answers/detail/a_id/4772
https://nvidia.custhelp.com/app/answers/detail/a_id/4772

AWS & AMIs ]

JIES BEX

2019.02.13
2 %8 AMIs

Microsoft&x ¥TZ 2019 £ 2 A 12 HHN R L E#H
SSM AgenthxZ< 2.3.444.0

AWS SDKhr 7K 3.15.666

EC2Launch v1hRZ 1.3.2001040
EC2Confighi s 4.9.3289

AWS X REZHIZF 8.2.6

EBSNVMeI &

SQLEMMA KM ZE , 2014 SQL F£2 5 Service Pack 2 #1'2%& Service
Pack 1 9 2016 £ T-BE#H.

2019.02.09
£ %8 AMIs

© AWSWindows AMIsEE#H. AMIsT LT B SR A R R EI% %
+— A iR“2018.11.29”
+=Hix“2018.12.13”
— AKR“2019.02.09”

HY E R R AAMISEFRIE N FAE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/nvme-ebs-volumes.html

AWS & AMIs &

JIES EK

2019.01.10
2 %8 AMIs

Microsoft&x #TZ 2019 £ 1 A 10 BN R £ E#H
SSM AgenthixZ< 2.3.344.0

AWS SDKhr7K 3.15.647

EC2Launch v1hRZs 1.3.2000930

EC2ConfighikZ< 4.9.3160

< EBEBAMIsE SQL Server

R RREH

2018 £& AAMIE

BXEMicrosoft TN EZEE , 155 2018 FRAF EHHFWindows ServerEFH RS EFHRZEE
KR,

TN B

2018.12.12
238 AMIs

Microsoft iR 1= 2018 £ 12 A 12 BN Z £ EH

SSM AgenthRZ< 2.3.274.0

AWS SDKHhZ 3.15.629

EC2Launch v1kx4x 1.3.2000760
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https://support.microsoft.com/en-us/help/4486929/software-update-services-and-windows-server-update-services-2018
https://support.microsoft.com/en-us/help/4486929/software-update-services-and-windows-server-update-services-2018

AWS & F AMIs

JIES

BEX

£ ¥ AWSWindows AMIs

Windows_Server-2012-R2_-Japanese-64Bit-_2014_ _Standard-2018.12
RTM .12 SQL SP3

Windows_Server-2012-R2_-Japanese-64Bit-_2014_ _Express-2018.12
RTM .12 SQL SP3

Windows_Server-2012-R2_-English-64Bit-_2014_ _Enterprise-2018.12
RTM .12 SQL SP3

Windows_Server-2012-R2_-English-64Bit-_2014_ _Standard-2018.12
RTM .12 SQL SP3

Windows_Server-2012-R2_-English-64Bit-_2014_ _Express-2018.12
RTM .12 SQL SP3

Windows_Server-2012-R2_-English-64Bit-_2014_ _Web-2018.12 RTM .12
SQL SP3

Windows_Server-2012--Japanese-64Bit-_2014_ _Express-2018.12 RTM .12
SQL SP3

Windows_Server-2012--Japanese-64Bit-_2014_ _Standard-2018.12
RTM .12 SQL SP3

Windows_Server-2012--Japanese-64Bit-_2014_ _Web-2018.12 RTM .12
SQL SP3

Windows_Server-2012--English-64Bit-_2014_ _Standard-2018.12 RTM .12
SQL SP3

Windows_Server-2012--English-64Bit-_2014_ _Express-2018.12 RTM .12
SQL SP3
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AWS & F AMIs

JIES

BEX

Windows_Server-2012--English-64Bit-_2014_ _Web-2018.12 RTM .12 SQL
SP3

Windows_Server-2012-R2_-Japanese-64Bit-_2016_ _Web-2018.12
RTM .12 SQL SP2

Windows_Server-2012-R2_-Japanese-64Bit-_2016_ _Express-2018.12
RTM .12 SQL SP2

Windows_Server-2012-R2_-English-64Bit-_2016_ _Enterprise-2018.12
RTM .12 SQL SP2

Windows_Server-2012-R2_-English-64Bit-_2016_ _Standard-2018.12
RTM .12 SQL SP2

Windows_Server-2012-R2_-English-64Bit-_2016_ _Express-2018.12
RTM .12 SQL SP2

Windows_Server-2012-R2_-English-64Bit-_2016_ _Web-2018.12 RTM .12
SQL SP2

Windows_Server-2012-R2_-Japanese-64Bit-_2016_ _Standard-2018.12
RTM .12 SQL SP2

Windows_Server-2016-Korean-Full- 2016_ _Standard-2018.12.12 SQL
SP2

Windows_Server-2016-Japanese-Full-_2016_ _Enterprise-2018.12.12 SQL
SP2

Windows_Server-2016-Japanese-Full-_2016_ _Web-2018.12.12 SQL SP2
Windows_Server-2016-English-full-_2016_ _Web-2018.12.12 SQL SP2

Windows_Server-2016-Japanese-Full-_2016_ _Standard-2018.12.12 SQL
SP2

2024 E5 AAMIEH (
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AWS & F AMIs

JIES

BEX

Windows_Server-2016-English-full-_2016_ _Express-2018.12.12 SQL SP2

Windows_Server-2016-English-full-_2016_ _Standard-2018.12.12 SQL SP2
Windows_Server-2016-English-Core-_2016_ _Enters-2018.12.12 SQL SP2
Windows_Server-2016-English-Core-_2016_ _Web-2018.12.12 SQL SP2

Windows_Server-2016-English-Core-_2016_ _Express-2018.12.12 SQL
SP2

Windows_Server-2016-English-Core-_2016_ _Standard-2018.12.12 SQL
SP2

Windows_Server-2016-Japanese-Full-_2016_ _Standard-2018.12.12 SQL
SP2

Windows_Server-2016-Korean-Full- 2016_ _Standard-2018.12.12 SQL
SP2

Windows_Server-2019-Spanish-Full-Base-2018.12.12
Windows_Server-2019-Japanese-Full-Base-2018.12.12
Windows_Server-2019-Portuguese_Portugal-Full-Base-2018.12.12
Windows_Server-2019-Chinese_Traditional-Full-Base-2018.12.12
Windows_Server-2019-Italian-Full-Base-2018.12.12
Windows_Server-2019-Swedish-Full-Base-2018.12.12
Windows_Server-2019-English-Core-Base-2018.12.12

Windows_Server-2019-Hungarian-Full-Base-2018.12.12

2024 E5 AAMIEH (

£5)
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AWS & F AMIs

JIES

B
Windows_Server-2019-Polish-Full-Base-2018.12.12

Windows_Server-2019-Turkish-Full-Base-2018.12.12
Windows_Server-2019-Korean-Full-Base-2018.12.12
Windows_Server-2019-Dutch-Full-Base-2018.12.12
Windows_Server-2019-German-Full-Base-2018.12.12
Windows_Server-2019-Russian-Full-Base-2018.12.12
Windows_Server-2019-Czech-Full-Base-2018.12.12
Windows_Server-2019-English-Full-Base-2018.12.12
Windows_Server-2019-French-Full-Base-2018.12.12
Windows_Server-2019-Portuguese_Brazil-Full-Base-2018.12.12
Windows_Server-2019-Chinese_Simplified-Full-Base-2018.12.12
Windows_Server-2019-English-Full-HyperV-2018.12.12
Windows_Server-2019-English-Full-2018.12.12 ContainersLatest
Windows_Server-2019-English-Core--2018.12.12 ContainersLatest
Windows_Server-2019-English-full-_2017_Enterprise-SQL
Windows_Server-2019-english-full-_2017_Standard-2018.12.12 SQL
Windows_Server-2019-English-full-_2017_Web-2018.12.12 SQL

Windows_Server-2019-english-full-_2017_Express-2018.12. SQL

2024 E5 AAMIEH (

£5)
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AWS & F AMIs

JIES

2018.11.28

2018.11.20

6
Windows_Server-2019-English-full-_2016_ _Enters-2018.12.12 SQL SP2

Windows_Server-2019-English-full-_2016_ _Standard-2018.12.12 SQL SP2

Windows_Server-2019-English-full-_2016_ _Web-2018.12.12 SQL SP2

Windows_Server-2019-English-full-_2016_ _Express-2018.12.12 SQL SP2

BT Linux AMI

amzn2-ami-hvm-2.0.20180622.1-x86_64-gp2-dotnetcore-2018.12.12

£ 8 AMIs

SSM Agenthix 7 2.3.235.0

MAABRRARERXNFERRENKFKRHA

Windows_Server-2016-English-Deep-Learning

Windows_Server-2016-English-Deep-Learning

TensorFlow fRZA 1.12

MXNet 7 1.3

NVIDIAkRZ 392.05

2024 EFAAMIEH ( E
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AWS B AMIs

JIES

2018.11.19

BEX

<8 AMIs

Microsoft& 1= 2018 £ 11 A 19 AN L £ EH
AWS SDKhrZ 3.15.602.0

SSM Agenthx 2 2.3.193.0

EC2Confighk 4 4.9.3067

X ROIREN RFR S AINFEE

Windows Server , kX7~ 1809

AMIsELE L1,

2024 E5 AAMIEH (
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AWS & AMIs ]

JIES BEX

2018.10.14
2 %8 AMIs

Microsoft&x#TZ 2018 £ 10 A 9 BN L2 E#
AWS Tools for Windows PowerShell fix 7 3.365.0
CloudFormation hxZx 1.4.31

AWS KRB FEFr R A 8.2.4

AWS PCIETIRFFZFEARZA 1.0.0.0 ( MM £ 3% Windows 2008R2
#2012)

ENAJXZ) 32 FF iR 2K 1.5.0

Windows Server2016 £ Nano BRSS 28 34E 3 O R F AR AE IR

MicrosoftEl Windows Server 2018 &£ 4 A 10 B2 , &1L T3} 2016 F£HIE T
O HFRAERR Nano Server &EIEINRY = 7 X 35,
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AWS B AMIs

JIES

2018.09.15

EK

<8 AMIs

Microsoft&x #TZ 2018 £ 9 A 12 HN R L E#H
AWS Tools for Windows PowerShell i 7 3.3.343
EC2Launch v1hRZ 1.3.2000430

AWS NVMeZEzh 27 iR 1.3 0

EC2 WinUtil X312 M2 2.0.0

Windows Server2016 Base Ano

FF 2018 & 9 AEUHEF Windows_Server-2016-English-Nano-Base BIFF A 2
ARAHIHEFE, BHX Nano Server £ EAHNER ( 25 Nano Server
ERBRESBHWIFEMELR ) AT E : hitps://docs.microsoft.com/en-us/
windows-server/get-started/nano-in-semi-annual-channel,

2024 8 AAMIEH (
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https://docs.microsoft.com/en-us/windows-server/get-started/nano-in-semi-annual-channel
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AWS PV Driver 7.2.1 (2B TR AL , R T EFERSINEZONE
KRR B EE )
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https://aws.amazon.com/windows/2012r2-network-drivers/
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JIES

2014 57 A 10
H

2014 £ 6 A 12
H

2014 £ 5 A 14
H

BEX

<8 AMIs

Microsoft ¥ E 2014 £ 7 AN L L EH

EC2ConfighR & iR Z< 2.2.5

LB AWS Tools for Windows PowerShell

£ 8 AMIs

Microsoft R #TE 2014 £ 6 ANLZ 2 EH
EC2ConfighlR S5 i< 2.2.4
EMIBRNVIDIAIR 125 ( Windows Server2012 £ R2 AMIs BR4L )

U8 AWS Tools for Windows PowerShell

£ AMIs

Microsoft R ¥TE 2014 £ 5 AN L L EH

EC2ConfighR S5 iR 4 2.2.2

U8 AWS Tools for Windows PowerShell

AWS CloudFormation #BI#I AR 1.4.0

2024 EFAAMIEFH ( S )
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JIES

2014 4R 9
H

2014 £ 3 A 12
H

2014 2 A 12
H

BEX

£ %8 AMIs

Microsoft ¥ E 2014 £ 4 AL L EH

LB AWS Tools for Windows PowerShell

L HH AWS CloudFormation %5 Bh i 4

£ AMIs

Microsoft R ¥TE 2014 £ 3 AN L L E#H

<8 AMIs

Microsoft & ¥ = 2014 F£ 2 AL L FEH
EC2ConfighR S5 iR 24~ 2.2.1

L H AWS Tools for Windows PowerShell
KB2634328

¥ BRiZBCDEdituseplatformclock {&

HAMIsE Microsoft SQL Server

Microsoft SQL Server2012 £SP1&FE#H A 8

Microsoft SQL Server2008 &£ R2 £ E A 10

2024 EFAAMIEFH ( S )
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http://support.microsoft.com/kb/2634328
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7

= AWSWindows AMIGE &1

£ AWSWindows AMIs & filt , EAi1# 4@ iZec2-windows-ami-update EBEVIT & KL B
H, 834 %M AWSWindows AMISERAFA R K MET , {1 2miZec2-windows-ami-privateFE
WITHERZBH, MREFTHFEBRIIXLEEAN , FELUTSREIVET H.

EHEH AMI KR SELBI R AR AMI IR AFLEREBMERBEH , i5£H Amazon SNS iTFE,

1T % AWSWindows AMIJE £l

1.
2

B AT ML ITH Amazon SNS #2 %A : https://console.aws.amazon.com/sns/v3/home,

MREZEE  WESMEPHXEERNZERE (BHFEILILE ) . BMmERA X , RARIT
E# Amazon SNS BAHRE1ZXE I,

ESMERD , ERITH,
%32 Create subscription,
X F Create subscription XEHE , AT T#ER4E

a. XF Topic ARN , E&HIH L TEE—4 Amazon Resource Name (ARN) :

* arn:aws:sns:us-east-1:801119661308:ec2-windows-ami-update

* arn:aws:sns:us-east-1:801119661308:ec2-windows-ami-private

F AWS GovCloud ( :E ) #[X :

arn:aws-us-gov:sns:us-gov-west-1:077303321853:ec2-windows-ami-update
b. XTI, EHEEFHRH,
c. XTFmK , WATRAREVE B FERfrbit,
d. EFCIEITHE,
BN E —HEEEBIT AWS Notification - Subscription Confirmation RVHHIAERF
B4, ITHEBFER4 , ARF%EE Confirm subscription ATE K 1T M,

BUHIT 3@ &0 AWSWindows AMI

1.
2

BN LA T ML $TFH Amazon SNS #%|& : https://console.aws.amazon.com/sns/v3/home,

MEEE  TESMEPHEXEERXAZERE (FFRLILE ) . BXMFEALKXE , BR
Amazon SNS BHI 2 EiZit X BIZEM,
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https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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3. HESMBERKT , EEITH.
4. FRFITH , RF1EE Delete ( MIBR ) « ARFRTRFEITHING , 1£3F Delete (HIBR).
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Z42 M AWSWindows AMI

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENREREASHZEBBREALNERMY
ERBAER UMM LR,

ZERNTHEEE AWS B35 1E, TEHREEAFRERNZNZEUNZFNLLME

« TRE — AWS ARRIFE AWS ZHIET AWS REHNEMENE, AWS BABIRMAIIZ S FER
MRS, FERAWS EMITRIEMITRERATRIEN—BS , BE=AFITHTEHNRMBRIERNEZ L
MEXME. ETHEAT Windows AMI IEM TR , SRS EITTREEEABAWS RS

- TIRRE-BNREHEFERN AWS RERE, EXFTENHMEERAST , SEEHHIEHBR
M, BLRTNERUREANEEEN,

BXUIEE Amazon EC2 UFE R BN Z £ EEHMBRNFARFE |, B5SH (WindowsEHI B F 15
) B H Amazon EC2 R %4,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
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XA i FES AWSWindows AMIZE

TRERT AWSWindows AMIZZRNBRHXRER, BXTFA AMI IRERXITIHE |, 85
EAWSWindows AMIARZA 77 52 12 .

TE i8R B

PILEIDTN % AWSWindows AMIZE Xk 2024 £ 4 A 30 H
HY )48 AR AN
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