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- AWS Certificate Manager — FE 8|2 HTTPS #2588 , BATIEEH ACM BREMIEH., ARBESE
FRIERPAXLEEZEHBRERBEEFHRNER. BXEZELE , B2 SSLiEH,

« Amazon CloudWatch — &R 8EH% B IR BN A BHIERAREZTEXITH. BXEZER , H#5L
CloudWatch Application Load Balancer BJ3§#%.

« Amazon ECS — E/&EEW TE EC2 EHIKR L1217, FILFMEE Docker B85, B LUFHEISEES
RENGRERBIENARIRE. EXEZEE |, 5 Amazon Elastic Container Service FF Z A &
BRI RS BT,

- AWS Global Accelerator — 2@ M AR T AMENMEE. FAMESE NS AWS XFH
ENABHER AT ERE, BXEZEE , ESH AWS Global Accelerator 7 & A i 155

 Route 53 — BB ( Al www.example.com ) ¥ N T ENAEEERFTANET IP it (4
10192.0.2.1) , U—MAFRELFHNARNFHRIEBHREMNE, AWS FOEHNERER (MHaEs

HEXRES 3


https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/

Elastic Load Balancing NARFAEI9ESR
88 ) 7B URL, *X , B RFLEEALEAFICIZHN URL, Bila0 , &0 LURFE & IR 5 B S 815
#igg. BXEZELE , HZH Amazon Route 53 FF R A RIEEEH R RER HE| ELB AHITHE,

« AWS WAF — & aJ LLfEFl AWS WAF F1 Application Load Balancer LA#R$E Web 1832 %% & (Web
ACL) HEVHLIN AR IEER, BXESER , B850 MARFASHERSEH AWS WAF,

EEESHEYESRERNERSWESR , B AWS Management Console HiE R A ISE ST | HikE
Integrated services (R BRSS) T+,

EAMN

NMARBIGESR , EUNERRAENR, BXESEE  FSH REAEEE BN,



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://aws.amazon.com/elasticloadbalancing/pricing/

Elastic Load Balancing NARFAEI9ESR

Application Load Balancer Al]
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© ® N o 0o & ©
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11. EFE6EBR4A,
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2. ESMBERTHARTEET , EEASTESR.

3. EPRARIEB[MNEIRE , RFHRERE Actions ( #4E ) M Delete ( MR ) o

4. HRFERHIITEIAR , ER Yes, Delete ( 2 , HIBR ) -

FW|S5: (W) MEREH B 8


https://console.aws.amazon.com/ec2/
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HIE - fEF AWS CLI®IZ Application Load Balancer

FYRESFEFNEANAREFATBER, AWS CLI

FFIREIay AR TE
- FRAULTHSAURIEEREIZITZIF Application Load Balancer B9 AWS CLI kA<,

aws elbv2 help

MRLRBMWEIREEIET elov2 FREMIEE , BEHMEN AWS CLI, BEXEZEER |, BZH
AWS Command Line Interface A i8I Z % AWS Command Line Interface,

- J33} Virtual Private Cloud (VPC) H & EC2 3k, BRIXLESSHI R LA RV T RMR YT s O
EITRARERO., BXELZEER , B2H ENLEE4.

- BMELTEAENZ IPv4 EZIHER AR ITEES. IRERERFHNER IPv4 it 50559 %
BREE , WA IPv4, MRBREXFimERA IPv4 F IPve it SRS EI[EE , NERANHE
o LA, R UAE AR HERIET IPv6 Sf5is B R ( Fl10 IPve NARZREFIXNHER FM ) #H1TE
Eo

- FHRESN EC2 =6l L &% Web BRS85 , #l0 Apache = Internet Information Services (11S),
PRIXLESHINZ A RFIRDO 80 LA HTTP iiEl,

SIE B TR

EQEE-IMBYER  BERUATSR.

tlE RS E=R

1. fEMcreate-load-balanceris & 8l N IGE 2R, BLTIEERBTETARNFHENFM,

aws elbv2 create-load-balancer --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE

ff fcreate-load-balanceris S8l fidualstackH 5 #ss.

aws elbv2 create-load-balancer --name my-load-balancer \

FHEaRIAY R T 9


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
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--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
sg-07e8ffd50fEXAMPLE --ip-address-type dualstack

wHEE R EIY9EEER Amazon Resource Name (ARN) , #&XI0TF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/app/my-load-
balancer/1234567890123456

2. f{EMcreate-target-groupm S OIZE B R4 , EELA T EC2 4618 VPC,

SER LA IPv4 A IPv6 BARA |, MAMERBRIGER A EITERR. BARAR IP ik RERE T AR
BHERATERIEBERETEEUARRERRKBRSITRLE IP R,

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

HHEEHRAN ARN , BXI0T :

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/1234567890123456

3. fEH register-targets ST B EHIEMF B ARA -

aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-0@abcdef1234567890 1Id=i-1234567890abcdef0

4. R create-listener i BT ABN I E [ CIEMITES | ZMUITEEH A BEREXT BrENERIA
A -

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTP --port 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

mHEEMTEEM ARN , BXT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/app/my-1load-
balancer/1234567890123456/1234567890123456

5. (Al ) BA LA A LU R describe-target-health@ B IR E B #r4A KT M B FrEVIE1TIRR

elfednt=4kt 10


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
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aws elbv2 describe-target-health --target-group-arn targetgroup-arn

NHN HTTPS (T 85

MREHA® HTTP MUUTERM A IGER |, W AMRM T AR HTTPS AT R,
B SR B9 B IS @ AR AN HTTPS {1728

1. EATIAEz—tIB2ERTRESERAY SSLEH .

- f£F AWS Certificate Manager (ACM) BIEH S AEH, BREZEELE , 55H AWS
Certificate Manager Al FiEEHF M IERIEBHS AULES
« f£F AWS Identity and Access Management (IAM) LA&EH, BXEZEL , HSE IAM BF
EmPNEARSSHFIER,
2. fEMA create-listener i S RIEZMITES , ZMWETAMBERELAZI BRANERIAAN, E6E
HTTPS {Wr8sat , BATIEE SSLIEH. HAEE , BULUFER --ssl-policy IETIEEERIAE
Z 5NN SSL K RE,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTPS --poxt 443 \

--certificates CertificateArn=certificate-arn \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

AADNE TR RN EH

MREHMTEREB ARFERERE —NEARANRARLY |, WARM—MFERERF S —NET
URL Ky BARARAN . a0 , AL —RIEREEE - ERE , FRERRERERBEHES -1
B#Rr4A,

REA A M2 g R A B T 2R

1. fEMcreate-target-group@n 82 B #r4H :

aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE

2. {£A register-targets an S F S SSBEM I B ARA

W0 HTTPS {iir 28 11


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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aws elbv2 register-targets --target-group-arn targetgroup-arn \
--targets Id=i-@abcdef1234567890 1d=i-1234567890abcdef0d

3. fEMA create-rule H AR IM—NAI7E URL B EEAMFIERELXZIBFRAMAN

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattern,Values='/img/*' \
--actions Type=forward, TargetGroupArn=targetgroup-arn

il BR S Rt s
UM EREASRGENE AN , TOUTHMER , TR -

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

DillE St aak


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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Application Load Balancer

NHPERRUF /RN E —EMS. BFRRFERROEEAHEEER  ABSEREFCIIRETEA
B R (HIa EC2 K61 ) » EERELHNNHIIESR , TUGEEFE , RASFEREMEBIFE, &
E RSB UITER RO ER B F IR ERER |, H oIBR8 FF mAYEREBEE -
FEMBIRAFRI B AR,

BXEZER , iHSH Elastic Load Balancing Fi P8 ® /Y Elastic Load Balancing T/ERE

B x

- BHREITESRN T

- NESERZEYE

- NEGERRS

- NESEREM

o« P hnbRE

+ Application Load Balanc &R it &
- MESERER

- BAAXASIGE

- BIERRE

- FLEBENX

o EHRARE

- NARFRAEGESREN AWS WAF
+ Bl2 Application Load Balancer

+ Application Load Balancer B9 7] Fj [X

+ Application Load Balancer BV Z 24

 Application Load Balancer #Y IP i 3 &

+ Application Load Balancer FJ#R &

 HIBR Application Load Balancer
- ATAKER



https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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B BT SRR F M

YENARFARGESREN  EXAERASELNBERNXE, ®ERARE , BEXEHEE—NF
M, BERFEEEEEENS N XEH6E - M RBEESET o

EEREM

- HEBRASIEANKEHEREDL —IMEEMBIRE , AHBHEREZHERN.
- MREEEXEHREMELR , BRERAZXE , XECEM BT ENRBITERZRRE

« MEANNBGEREASMIXE , MXEXHHRBATMEE, Ha0, TeeRE B ARXMAR X
o

- BALEEEEEHEN T,

RARFASIIERIFATREN TN,
FRRHE

- TRAXFM

o A X4 F K

« Outpost M

S

BYNEDEREFNITRAXFM, UATRHEER :

- BN TFREBLTREFRENATARX,

- ERREHATHEERTUESBT R , BRIIASSESNIEINTARFREEHEEELITE
/27 (UK CIDR HIER (Hlin |, 10.0.0.0/27 ) AREBNFNEDAANER IP ik, XAAN
IP it R AFAEEEREZTENHTEAT BALEN, SRNASOEHSEEAXE IP thit 5H
FREBER., RETl], NARFARYESREZRERT AN ARERXERIEE , NMSHHEEAX
WRFS o

AE  MRNARFAEYESFRESEHT BRBARTHAWN IP it | NN BAREFASYESREE
RETENBRATET. ELtHE , BT RSEHENRERERS , EESHEILIEERN |, EF0NT
BZ2iAATES S B 5xx SHiRsiEBE,

BRI R T W 14
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St [X 13, - B

BALEE - NSRS E X TN, LTFREER

« IBTEE AWS WAF 5559 E 38— EH,
o BAEENF Lambda EEAYEE FR.
o BRREFEAMMMESFINARERMM.

Outpost F M

BT LAIEE 8 Outpost ¥M, LATR&EIER :

o BHAMEERBBIEROPZEHEE T Outpost, Outpost 5E AWS [Xig 2 [B] 471 E 5 ] S/ X
KiEE, BXEZER , i5H AWS Outposts FIF 15,

- AFBHERFER Outpost LA AFHERT RIREMA large K6, ZIFHRFIRER TR,
HEOESRTRBEEHTT R , SAUTETRAKNAE-NES (M large Elxlarge , REM
xlarge F| 2xlarge , REM 2xlarge %l 4xlarge ) . TR BERAZFIEEF , MREE
FEFHNEE , ABIERSRM 4xlarge EHILMERN ABHERT R, MREZERBHEH
REY A IP kY BRABIIER , AFIFE[F @ AWS Health Dashboard REEH , HE R
HIEIPIRARN active_impaired,

« IBATLUEESEH ID = IP st EM B A5, MBEE AWS XKEBR A aIEETEME IR , WFALERX
£ B R,

« UTIEERAA : Lambda BE/ERN BFr. AWS WAF £, ¥ELE,. FHRIIXIFURE AWS
Global Acceleratorfy £ 5

Application Load Balancer A BAfE Outpost £/ c5/c5d. m5/m5d = r5/r5d 261 LB, TRERT
E I BRTE Outpost LRI AR BNERBIFEW K/NF EBS B :

AT EBS % (GB)
c5/chd

large 50

xlarge 50

AR it (X 35 F 15


https://docs.aws.amazon.com/outposts/latest/userguide/
https://phd.aws.amazon.com/
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3K 45 28 2 F0 A /)N EBS #%& (GB)
2xlarge 50
4xlarge 100
m5/m5d
large 50
xlarge 50
2xlarge 100
4xlarge 100
r5/rbd
large 50
xlarge 100
2xlarge 100
4xlarge 100
nEHERTE4A

ZEERBPFAFNER , TEFHATFRTFARIERNRE, B LUER RO MDA RTF AL
HIERE,

5ﬁﬁﬁﬁ%*ﬁ%§éﬁ%ﬂm%’ﬁﬁﬁ%%ﬁ_hﬁﬁﬁﬁ A EMNEFRE, HEFHTRR
MBIAFEYERIEHTEFANESTRIRERON , BUARELNZSAHN |, BREN LT R
OEHNERE. BXEZER , BSH HEEWNHN,

ME B EHRIRES

MEIGERR AL T FHIREZ— -

nEBESRZedE 16
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provisioning
ERRENRBDER
active

NENERETEREH ERFREARE.
active_impaired

NPEREERARE , BRBT RARHNAR.
failed

NEEHRLERE

NEPEEEMN
AT RAZEREEMT .
access_logs.s3.enabled

EBRERBHAEM®E Amazon S3 RHFEI BE. BRiAH false.

access_logs.s3.bucket

7 BSFr A B Amazon S3 FEEHI B, MRBATRAR , NEHRL4EN. BXEZE
B, #ZH BEABERAS.

access_logs.s3.prefix

Amazon S3 FEBHP M EN IR,
client_keep_alive.seconds

EFmREERSNE , AW N EL. BRIAER 3600 ¥,
deletion_protection.enabled

ERRERAMEBRERT . BINA false,

idle_timeout.timeout_seconds

ZZRERE AW N EN), BRIAMER 60 s
ipv6.deny_all_igw_traffic

BH IE Internet B3k (IGW) 5 E] fa £k 39#i285 , LABSBX Internet Mx ZESNG R N A EEEF. X
FTEHOEBRMNAEEESS , ©IREN false ; X TREIAFEERE , ©IREN true, LEMXTF

ML EEEY 17



Elastic Load Balancing NARFAEI9ESR

2B IESE IGW BB iGE ( a0 , BEXNEEZE, Transit Gateway 3 AWS Direct Connect )
AWS VPN

routing.http.desync_mitigation_mode

BEARSERNALEATEN EHNNARFERZERKRNER, TRENEN

monitor. defensive f strictest. ERIAN defensive,

routing.http.drop_invalid_header_fields.enabled

EREELRIRLFERN HTTP ARk 2B ABITERMBR (true) E2EAHEFIBFF (false)s
ZRiIAH false, Elastic Load Balancing ER B HTTP Rk BMAFESENRER [-A-Za-
z0-9]+ , N HTTP FERBEAMKRTPAR, BNENBEHFBRFZFFRIEFFALHR, MREBMN
BERPMHBRAFELERE HTTP 453k |, FER true,

routing.http.preserve_host_header.enabled

EBRBARFASEESRESNARE HTTP 5K Host #53k |, FHFERLIEE B Frm REE
B, AIEEMVE N true Ml false, BAIAN false,

routing.http.x_amzn_tls_version_and_cipher_suite.enabled

ERAMEL ( x-amzn-tls-version fl x-amzn-tls-cipher-suite ) EREEIB#r2Hl
EERFERMBIEZFIHRER , AP IEFXNDE TLS REMEZBERMNFER. x-amzn-tls-
version ik BEEXEEFIRNEN TLS MIURAEANEE. |, x-amzn-tls-cipher-suite ¥
LEEEXEEFRINENEBEFNEE. MMMRLERXA OpenSSL X, BHERAIEEENR
true M false, FIAN false,

routing.http.xff_client_port.enabled

8~ X-Forwarded-For iRk BREBANREFFIwA T IEZEABOER[NIRIK O, AJEEMNENRN true
M false, ERIAHN false,

routing.http.xff_header_processing.mode

XUEBAUENAREFRASOESFERREE BIRZaiER, REIBER HTTP &KRFH X-

Forward-For #33k, TAIEERV{EN append. preserve #l remove. BRIAF appendo

« MRZEN append , WNARFARIHRFE/E IP thit ( &E—Bk ) AMME HTTP &
SREY X-Forward-For #rk , AEBMERKEE B o

« MRZEN preserve , MINARFATITER2MRE HTTP IKF K X-Forward-For #r
L, HEERRER BRFRMAEERENR,

« WRZEN remove , MNARFAFIIEHBELBER HTTP iHRP M X-Forward-For #rk , &
BEEMERKIZE B R,

ML EEEY 18
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routing.http2.enabled

BREBBRAT HTTP/2, BIAA true,
waf.fail_open.enabled

FRNIME AWS WAFB R T iZIee I E s T iERELX T B, WRBAGFHGEREH
B AWS WAFB #r., AJREMI{E R true F false, BRIAN false,

(® Note

5|A7T routing.http.drop_invalid_header_fields.enabled B HE HTTP &
BR3P, B routing.http.desync_mitigation_mode BM AN EHNAREFIRZMH
F2ENRYF , FEEZ HTTP FTRASHEN, ELEERNFEAXHEMNEY , TURENARE
FREREFHF -1,

P #h bR HY

FRI LR BRI A TIARIERE Internet FMAIBH ARG EERH IP a3 A,
RARFARIGERIFUT IP K7

ipvé

EFwmAIER IPv4 bE R A5 E SR (Hlw 192.0.21) .
dualstack

FEFim Al AR E A IPv4 stak (640 192.0.2.1 ) A IPv6 btk ( 451
#n , 2001:0db8:85a3:0:0:8a2e:0370:7334 ) EZEE| A FTH S,

EEEWM

- MESEESRIEERAN IP iR B EFIRHTES.

o YRR AFHOERRE ANHEKERET | Elastic Load Balancing 7 g9 #7852t AAAA DNS i2
Fo A IPv4 it EREIIER[BENEF T ImAFEMN ADNS i2%, £ IPv6 ihit 5ERESE R
BENEF IR AAAA DNS 2%,

o BE LB BB W RS AR AR E RN LR, UBEATFRERM, B2 , XHTEE
BRIESE IGW BB iGE ( Hlan , BEXEEE, Transit Gateway 3 AWS Direct Connect )
AWS VPN

IP iyt HY 19
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dualstack-without-public-ipvé4

EPimABER IPv6 itk (5140 , 2001:0 db 8:85 a 3:0:0:8 a2e: 0370:7334 ) E B AFK Y&
2o

EEEW

« Application Load Balancer &% iR £ #E 531247 (IdP) 3 Amazon Cognito 4% ¥ &
B 2% IPv4, BIRZBEANE IPv4 it , ABHIER[HRLTETKEORIEIRE , AMSBHTTP
500 /iR

X IP it EANWEZEE | S Application Load Balancer B IP sk,

Application Load Balanc &Rt E

Application Load Balancer &Rt EURE A RN E REN AT ER[NEN , SEEXBROMTES. A
N, B+dEfMBlr. RREEREERTHERRZEMNXRFEHER , NTMENZI 7B AE
BESRENEE,

EREHAEENARERF QB9 E RN TR iR

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMERTP , EFAEGER.

3. EENBEIGER.

4. EFRIRRSIET R AL RARISE R FIRRE,

R B A 4
It = A

Application Load Balancer #REHFERNMETA : IANMTREAEriE., RIABRT , “BR” &
FiEHRE , HETRENABOERNAMERR. EF TRENBFHE" UERRXERTRERNE
FRAR 5 2Z X R IR.

TRENBfrEERAE TR TS TIRRREXRKN B HRHETHRELNR. BXEZER , F20H €A
RIRE XN TR ERAY B ARt 1T R HERR

RIRA

AEIDE R RIR 1t E 20


https://console.aws.amazon.com/ec2/
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Application Load Balancer #RREENNERA , SR FREENN —MNERA, BRASFELYT

BIRFR
AP FRBEECHER , ERERAXRZEBEER RN EAES

- FERBRFERFER ELLSRHE RZRREEMRRZBENXR,

c BRAFRERCREERZRREEMRRANXR , AERBRZARNEMFAEE.
o AN BRANBFRME,
- BREARENRRE | SHREBERSIEM B IFRE,
- BARERERTS B IRH Sl BURS M EIE

(® Note
A B A & R B RFEME R URRE R RE PN EAMIFMAER,
- BMNRRERRBIE —MEE  ERZEER  ZERESMIZRRNFEAEENEH,
o« WUTER-ER SRR IRO. B2, HTTP:80
o HM-EFMNIRME, HlI0 , Forward to target group
o BIREHE-IEE BAREERE M. Bl , my-target-group
- B#R-%&EFEBFRID, Bl |, i-1234567890abcdef0

5 H R TR

B S e, B LURERF N AR F S R FR 1 E A S5 E S Y PDF,

M E AR ER

REFRE , ABREERXEFFHNEE | — N EFFRNEEN—ISERNEE, AHRSEHSINIE
P 2 [ R E BB N AmiE ., MBI RS B AR 2 MR EE BTN B iREE,

& 13 ZE IR i B
EETRENRIEEARSERANEZL N NEES R INEETUREIPTHRSATRAR
AR IR 0 BT I R

MR IERE 21
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NBRENH LEZKNERKREENATER , BEBNEAEBNBAPRERZHEAEEZED 1 FTHH
BE, AREZFZTENEZRENNENEKE, A, RNBUESENARFNZRAENEEN X TARK
HERNERNERNE, B, MRNARFTEEMXAT SERAFIIERN TCP ERE , NAFIIE
FARLSEWRIBESZHBNARFREFER , RPEZECSKA, IRSXMER , MAK9ERIT
6 & P ik &% HTTP 502 Bad Gateway ( HTTP 502 oM % ) iR,

IAEMR T | Elastic Load Balancing /&R B9 2 RERMERE ) 60 W 1 58, ERAMN
THRRETENZENBERE,

EREH A ENEETERERE

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o
ESMERP | EEAFIGER

R REITERR.

ERMIETF L | EERE.

EREBEE T, WA ERZAEN N{E. BRCSEN 1 2 4000 ¥,
EREREFER.

o o A Wb

EEHZEANERE , B6EH AWS CLI

fEAW idle_timeout.timeout_seconds &M H modify-load-balancer-attributes a8

HTTP & P imfRIFEEA K

HTTP &% keepalive $#4ERT [ 2 Application Load Balancer 5& FimRiFiF A HTTP EEN & KAt
BEE, EEEN HTTP &% keepalive FF£2atEIT /5 , Application Load Balancer £33 —MNEXK
FIRE —AN R, MO8 HE i < P IE 2

MHHEBRRIENMRARBEOR T EFRIEZERN HTTP A&, IFER HTTP 1.x EENEF G |
MEEEHELRZEEDEIZFHRConnection: closely HTTP $rsk, X TFEH HTTP/2 EENE S
i, AEBEEIRSKIE—M, GOAWAY

RINMBERT , NARFAFSESEET HTTP &/ % keepalive 1426 RIEIRE R 3600 ¥R 1 /)

ite HTTP B WARSEZBEMBREEXA , U FEFHEENBETRIMEGOH |, BETLUF
HTTP B iR RIS IEZEFEMEEME KK 604800 W 7 XK. YRWELEEFIHN HTTP £
it , Application Load Balancer 7% HTTP FFiRfRISENFERE. HEERER , FERBIR
SPEET , HEREEUINEZEZAT2ERE,

HTTP & FinREFEEN K 22


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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® Note

¥ Application Load Balancer #y IP #hsit KB Y]k Fdualstack-without-public-ipv4fi
HIOHRN , RFFMEEIEETR. ERDUVRNAREFASEESR P it KA FE/IA
B , EE B HTTP &/ if keepalive IF4EET A,

Application Load Balancer £ #]#EZHIE 2B — )X HTTP ZFRinRISEEN K. BH HTTP &F/F %
keepalive £t BB , X[ a2 S HETEENERATERN HTTP F ik keepalive F4EATH{E, WM
BERGRETHOMEZDRINAN HTTP &P i% keepalive #5428 AME , MAEARNEREEFWIE
¥EH HTTP & /i keepalive 3420 E{E.

EF R H & EHE S in keepalive 426t E{E

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.

ESMERD , EERNEIGESR.

RN ERR.

EEMEI+ L | & %E,

REBEE" T , WA HTTP BEFRAREENRSELNANE. BBCEE N 60 F 604800 ¥,
ERRFER.

2 e

EFEWEFin keepalive F£EnTE{E , A AWS CLI

A client_keep_alive.seconds &M/ modify-load-balancer-attributes @55

5 ] A X A0

NFRNARFASSES  RAMBATEABTARAREEE , TEEAROEHSAIHTER. BxX
BZEER , B3 (Elastic Load Balancing A #/) FHET B X AE9HE,

AL BRERFIRABTRAXAEH G, BXEZEER |, BESH the section called “J< ¥ 7] A X 1
98",

Bl BR AR 3

N T RSN B E SRR EIMER |, BTG ARERET . RINMBERT , SN A EREEAMERE
o

B A X A 23


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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MRIENABIIERRE AR RRY | WAREEAMBRERY , RES e iRASEE:R.

{5 F 251 & 15 A BR R

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERSD , ERARHDER.

mENESERR.

EEMEIF L |, &ERE,

EBRET , THRBRET

ERREER,

o o A~ DN

{5 A2 51 & 22 R I BR R4

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMERP |, EEAFIGERS.
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EREHaENZE4E

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERD , ERENEITER.

RS ERR.

ER2MEmFLE | EREE,

B R2AERRBERIE  FEELZ2A, ERRRZT2AXEK , FEERZEAN X
FRo

6. ERFEEFER.

o ~ w0 bh =

EFEHLe4d , HEM AWS CLI

{# A set-security-groups B

Application Load Balancer Y IP #thif 28 8

& 0] ABL & 424 Application Load Balancer , SAME % i o] BMXEA IPv4 it = E S £ A 1Pv4 Fl
IPv6 b3k (dualstack) SR G ERIFTERE. AEIEHR[BFEEFEAN IP KRB ERIRHTE
B, BXEZER , BSH IP kXK,

dualstack E3R

« BAILEBRAFITERNIRE P #hu KB AN ERE.

« R AFIHYE RIS EM Virtual Private Cloud (VPC) #1 M A4ME B KREKK IPv6 CIDR R, BXES
8 , 2@ Amazon EC2 A8+ IPv6 i,

- MBIERFMARARLAER IPV6 RE.
- MEYERNELEHLTARY IPV6 RE
- ABITEERF MM ACL B AT IPV6 HREo

FEOIREHRE IP a3
227 AR E B E.

FEAEEHAER P a3 A

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.
2. ESMERT , EEARHEESE.

FEET iy SR 38


https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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3. EERNEIGHER.
4. EMBZMGHETR L, EFRE P R a,

5 XTF IP #huk R %R IPv4 UMY XHF IPv4 it | 3%3% Dualstack LAEIET X3 IPv4 F1 IPv6 i
Ht , HFEIER D uvalstack FEEFLH IPv4 U IPv6 Hbilt,

6. ERFEEFER.

EEH P it |, BFEHR AWS CLI

A set-ip-address-type &5

Application Load Balancer F#r&
ERRE TR RS AN RSB ERT I | HIRAE. FAERTE,

BRZALNBINNBIERFIME ML, MREFMAFZEPNEELENTTERREK , EFE
ZpRERE,

HIERATIRERS | ATBAM A S8R SR E I BR.
BR 1

- BNRBOFREH LR - 50

. RAZFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- RERNEX 2 KNE, ATFEANFRIETA UTF-8 BXRTHFR, ZRNHEF , URUAT
BHRFR: +-=0 _1/@. BTEFEANSZERIERZE,

« BOEGZEMBEREAaws 51K , RAECESREM AWS R, BT E Y5 S BRH L BT R 8
REEMRE. EAMINRNIREFITASNIRRNREHERS,

£ 25 & ERM AR S ERNIRE

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o
2. ESMERP , EFRAEGER.

3. EERAEGHESR.

4. EFRZTEDFL | EREEFREL , REHRITUT - SWHRE -

a. EEFHZX , FRERNENE.

EHPRE 39


https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
https://console.aws.amazon.com/ec2/
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b. ERMHIRE , WRBEMIREL , REhENERAE,
c. ZEMBRIFRZ | FRFESRZZLRIMIBRIRE,

5. BEFEHER , ERREFENR.

EEHABITERFE |, BER AWS CLI

5/ add-tags # remove-tags T

fi B& Application Load Balancer

RENABEERTACRE , ERENREEZTHNEINIE 2 PEINERH, SETBFEZAR
BHEERe , AREBBR. SNBEESREMRE  CETEEEXNREHEERTZA,

MREBAMBRERE , WEERBRAESER, BXESERE , FSH BIBRRT

FER , MERARSERFT2ZWMETMBE IR, S, BN EC2 KM EETHIEMBEB R
B, ZEMBERBEIRAE , FSRAMIBERER4E,

15 FA 2 5 & M BR S B B0 T 2R

1. WREF-—NMEOAFIIEINIEN — DNS idxk , BRCERFRNLEHZFSF DNS Bit
¥, R BRIRER ARG ER.

fian

- MRWIBFEEZENE (TTL) 5 300 K CNAME iB% , BEALEF 300 ¥ , REBHER
‘?T—F_io

- MRPIEFER Route 53 BB (A) iBx , HBEDLEFF 60,

« WR{EM Route 53 , MIZFERNFE 60 W & BEIFFE £/ Route 53 BBRS 27, FuLat
B AR EEEHAICTKMN TTL {E,

BN LA T MUt 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERT , EEREAEGHESR.

ERAEIGER  ARKERERE. BRARHEESS.

RRHITHIAER | A confirm , RFi%#E Delete ( MIBR ) »

o M w0

EMIRR B 9E s | BER AWS CLI

DillE St aak 40


https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html
https://console.aws.amazon.com/ec2/
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£ delete-load-balancer 55

JHX#EB

Al A X##% =2 Amazon Route 53 B AR F IR E#EFI85 ( Route 53 ARC ) FEY—TnIheE, B Al A X5
B, RERT - RRENTEAEEERSTRNZHRNTAREBEE. XB¥ , ERITUSEMN AWS
Xig Ay B s T8 R A A XiE1T.

HEEHTRARERR , AROERAFLERAZSERNTARREXLERRNRE, Route 53 ARC £
NEGBETARES, B2, JRZSERENRA (BEKE/LD2H ) TEERZIE WA AX A EE#T
MIMEERE, BXESZEER , 52/ (Amazon Route 53 N ARFIRERHET X ARERE) T
AXEBHNIERE . STRAREMXE IP ik,

RAEXATETARXASSENNARF ABREERIMEABROERS IHTAXER, WREFE
TEAAXARGE  WEERHTHAXER, BXESEE , 58 (Amazon Route 53 R AEF
MELHBRTRARERM) PHAHAXER G HIR,

EEATHAXEB 2 , FERUTAR

- TAREBAXZHEXEARHGE, EEALIIEE , BPxAETAXAREE.

« 1£ AWS Global Accelerator PR AREFABHEERAEMNESRHERN , FXHEITRAXER,

« AENENTAXTHNBEARIESEITRARER, TENSANTAREHTHAXER,

- HZNEMREEBZERSE , AWS 23 M DNS B XE 7 539825 P ik, EFRTA
XEBH , BESVRENTNTAXEE, NRENAREERCXAETHARXASYE , mEFE
R A X # BRI AR AHKSERS IP it , WSTAREBE NN ITARESAEBREE,

- HRARFABSERREMNEATHEERNERN , BRANNEABEEREITARER, MR
MEARFASSESREHTARER , UNEARERFTI2RNER  HRERNARF AR
BESRRERE,

EXEZIEEMNEER , 535 (Amazon Route 53 NARRFIREZHIBTF A ARIERE) F M Route 53
ARC 7] X # B B{EXRE,

B RAXER

ARERNSBAN BUAGE Amazon EC2 24 AR TAK®B, HXEM Route 53 ARC HHIA
EHTAREBHSE , 51 (Amazon Route 53 MARFIRERHBT X A RIEHE) FHEHT
ARES,

ARXE%R 41


https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-load-balancer.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.html#zonalshift.route53-arc-best-practices.zonal-shifts
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.html#zonalshift.route53-arc-best-practices.zonal-shifts
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start.html
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EREFHE R TARXER

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMEBERLNARHEET , ERABHOER.

3. EENBITEREN.

4. £ Integrations ( £/ ) £+ £ Route 53 Application Recovery Controller ( Route 53 R T2
FiREREI2S ) T , i&#¥ Start zonal shift ( B ATHARXHERE )

EREMREBENTAHK,

6. ERIWMATAXEBNIHRE., TAXEBRAATUM 1 2HIREAN=X (72 MEt) o

o

FETRRKEBHELNN, SAMEETHNE | 80 EE EFEHREB IR BH 0T 2N
oR
7. BAER. IRCEE  TLHUREENTRRKEBAREIR,
8. MEFZEMENBUABYTARES  XLASABRBERTAR NI NARFHNEE.
9. EEFFH.

£/ AWS CLI Bz Al X%
BEUREFACERATARER , B5H (FAXEE API Z2ZEE) .

EHAARXER

AEFFAPS BN AUMMAAEEH Amazon EC2 B HISEFH AT AXEE ., BXxEH Amazon Route 53 M A
EFMERFISEEHAEHFUAXEBNWLSER , ESH (Amazon Route 53 M ARBEFMRERHIZEET X
ARIER) PHEHTAXER,

EREFHEEHRTAXER

1. BT MuEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,

2. ESMERK LM Load Balancing ( fa#5#% ) T , #%&#%F Load Balancers ( AE39#8% ) -
3. EREFERTAXREBHNASIIEREN.

4. EHERUETFH Route 53 NARFMERFIFT , EREMTAXER,

L EPRFFTFF Route 53 ARC 4 & LL4R 42 & $7
5. NFRETHAXEBENEARE |, aTUER S A ZIHARTE
6. XF Comment (¥R ) , TR REINE TR WMATER,

EHUARER 42


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.update-cancel.html
https://console.aws.amazon.com/ec2/
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7. EEREHF

£/ AWS CLI Effi A A X ¥
BEUREFACERATARER , BSR (FAXEE API ZZEE) .

HUH AT X%

RKEFFWSBENBUMMEHR Amazon EC2 BHIABUE AT AX# ¥, BXxfH Amazon Route 53 N A
EFREZRFSREFHAECETRAXERNSRE |, 558 (Amazon Route 53 NAREFIME B HII[FTF X
ARIEE) PHEUE T AXER,

EREHABUE TR XER

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMBEH LM Load Balancing ( 7A#ii59# ) T , 1%£#F Load Balancers ( fAE9#2% ) -
3. EREFERATAXREBHNASIIEREN.

4. FEERIET+ LK Route 53 NAREFMEREFIRT , ERECEITAXER,

I EHFFTFF Route 53 ARC #24i & AL EUH
5. i&# Cancel zonal shift ( BUEATAXEE ) .
6. TEBWIAXEEAH , % Confirm ( HIN) o

£/ AWS CLI BUE /T A X%
BEUREFACERATARER , B2R (FAXEE API Z2EEE) .

HUE A A X% 43


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.update-cancel.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/
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Application Load Balancer #9457 2%

T sE = — MEAER BN AR OREEEBERVIHZE, EIFHFER Application Load Balancer
2B, BTAMED —MVTER. MRENABIERIEMITR , WL EBRBRKRBETFRARE, &
T3 T 2R XE SLAY AL B TE S B 5 1 2R AR A SRR F B AOE AT B ¥R, BN EC2 K461,

AES

s TEREE

o {oUUTERARL I

- RNRMERE

S el

« K Application Load Balancer &2 HTTP {725

+ JIEH Application Load Balancer 8|2 HTTPS fiilr 25

+ Application Load Balancer {52531 N

« K Application Load Balancer E#f HTTPS 151U 25

+ 7£ Application Load Balancer B TLS #1T

« £/ Application Load Balancer i fi F° § 2

« HTTP #53k# Application Load Balancer

o {UUTER AN AIRE

« MIBR Application Load Balancer B9 {0125

YT 2R &

T 28 IF LT AR O

o BMY : HTTP, HTTPS
« ¥w0O : 1-65535

AILAGER HTTPS TS MEBENBEN THEXELAREERTH , UENABRFA AT ETHILSEE
B, MBMRFTEMA HTTPS , BUFTEMWR LBBEL — SSL RS H[IEPR. AXESELE , B
29 J & Application Load Balancer #2 HTTPS {lil7 25

T RRE B 44
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MRAFHEREFRFER HTTPS REM AR ARIGERS , WA LERA 443 £ TCP irasaliE

W& g EEs. @i TCP iTss , MEHERTNBHRELZIEN , MAANE#HITHER, X
Network Load Balancer WEZ{E R | S Network Load Balancers Fi F #5F,

NARFEARSESNEHEREXE, WebSocketsE AT LAER HTTP EEALSFMEN HTTP/1.1
EEARS WebSocket (wsHwss ) EE, AHRE , ATiERH TCP E#E ( BHH9EIFNEB

PR ) 2B ASHEERERAETF RS BERZER KA WebSocket E#, &R LARREH WebSockets
HTTP F HTTPS W28, £ EITeRiEFMIETER T WebSocket JEEUKR HTTP RE. BXES
88 , 52 (Amazon CloudFront FF R E1EF) FH WebSocket X THERE,

Application Load Balancer 3fF HTTP/2 5 HTTPS irss — R FERRMEAY I, FH—N HTTP/2
EERS AT RIE 128 MER, BB MUMRAER HTTP/2 g R&ZIEFBAR. BXES
B8 , B HMURAE, BT HTTP2 I ES Rt EAFIRERE , BUEEZEIEFREARYE
B BNEZERD, TEFER HTTP/2 MRS ESHEIXThAE,

BXEZELR , S Elastic Load Balancing A i8EH#E R KA.

{02 W 25 L
SMINEHERARAE | BN RAAN, RUANTENR | 3 ERAERERT. THURE

AN, XERMBERLER, — IS MREUR—PRSNRAEAK. ETTARERRIIREEAN, &
XEZEER , FEHE FEAN,

AN

I YTEReY , FRAIRINANE RME. RUANTEERMA. MRRBEMITRNE-RNZEASE , N
FHAATRAAT I BV R 1F

THRZS A PARRIAA N RH

Priority | Conditions (If) | Actions (Then) [A

Forward to target group
Last

If no other rule applies « my-targets: 1 (100%)
(default)

» Group-level stickiness: Off
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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L S 4

BOANEE - MEER. ANRBREERIIF MNREEZRSE) TEN. KRETFHEIRIAAN, &
A LARE AT SE SR IERR AN AL ST e A REERRMIAAMNML LR, BXREZER |, HSH EFAN
IR,

B
SMANBEREENTRIEFBENLD, KERAEL. AXESEL  HSH ANBEXR,
A %A

BMHANFAHBERENEERES . JANNFAERRN | FITHEE. AXEZER , FSA N
eSS

MR IER A
LA R0 2 M 2 J RV R ME SR 2L
authenticate-cognito

[HTTPS {ii¥728] £ Amazon Cognito RIEAF &1, BXEZER , HSH £/ Application
Load Balancer B Fi F° & 13

authenticate-oidc

[HTTPS {0197 28] £ 454 OpenlD Connect (OIDC) &4# B R HBERITA S 54,

fixed-response

BEIEEN HTTP R, BXEZELR , HSH BEEWRIRE,

forward

MERRRIEEERE. AXREZER , SR RAEE.

redirect

FERM— URL ERBER 1, BXESEL , 50 BBk,

ERITHRAERRZIEWVIRIE. BRAN BB EUTEIEZ—  forward, redirect = fixed-
response , }# BHMATINERITHRE — MR,

H L R 46
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MR A R gRPC = HTTP/2 , NI —XFHIRIER forward B14E,
[E] & M) 37 452

A LAE A fixed-response BEMRIBREFIHIERHIREIBEN HTTP MR, 0] LA ILIRER
B 2XX, 4XX 5 5XX M 74K 58 K v i 1Y 5H B

XEl fixed-response BERT , BEMEER BN URL BEREFRIBED, BXEZER |, S
% AR HESKH. BRI fixed-response BIERITEIE HTTP_Fixed_Response_Count BRIk
. BXEZEER , 55 Application Load Balancer $§#%.

Example B9 & E 0 57 # 4 =45 AWS CLI

BRI A ECIERE XA NS ERIE. BXREZER , S create-rule M modify-rule 5 H. LA T#
EEEEEEERSKREIEEEXHEEWR,

[
{
"Type'": "fixed-response",
"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"
}
}
]

HRBRE

B LAMER forward #4E , FiEREAZ —IRZNHBIRE, MRAEAN forward RIFEESNE

R, BUANBNEFAEENE, SMEHANERBR —NT 0 999 ZHMVE, X T RHuMT

FANES N EFRATRENER , 2RB\BXEEFEANRESRAXLEERE, fln, MREEHNE
A, FMERANNER 10, NENEREFER—F¥NER, IREEFITBRE , —MEN

10, Z—MXEN 20, MRER 20 W ERAZERVERFRE - EREANFHE,

BIABRT , REANAEEMNEFAZ ADEREN , HTERIEZFHEERXE. A THRIE
ML, BRAANGABREANYE., SARERBOFEREHI MR ERER , E2ER—1
Z AH Cookie AWSALBTG , ATFXEXRIEE BIRAMEBHITHB , 3 Cookie #ITNE |, HFiZ
Cookie BEENEFHMNME T, BEFHNZEOARIERNELEERFIECWEN cookie, X
HESERWE 5B A BRAKMENMN TE H BEE Cookie BIERE |, iERIFE AR Cookie Hig
E B Frd,
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
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Application Load Balancer %z # URL 4&#3#) Cookie fE,

3F CORS ( BRERHLE ) HR , LN KEIFEE SameSite=None; Secure RBAMM. £
Xf1ER T , Elastic Load Balancing &4 5 =4 cookie AWSALBTGCORS , EF @& E5R B
cookie MEME B A Kt SameSite B, B IRmKBENKEIXFH Cookie.

Example 8 — B #rE WV K IRERBI

ZA AR E RIS RN IEERIE. BRESER , 15 M create-rule M modify-rule i H. UT#E
R ERERIIEEN BRE,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]

Example 8B NI B Fr4A 1Y KR E R B
THNRESRES N EHANNRE , FERBREANMEEN B4,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20

BRBRE 48


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
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Example /3 AR R 3 R IRERDHI

MREEE-NMEESNEREANEREFE  HE- 1SN BEREACERATHESE  NLAERE
PR

THHNREFERERIMNMNEENERE , #AEAT BrEAE. I TREE/HME Cookie HIFER ,
FREE B AN ERHTERN

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
}I
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]I
"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000
}
}
}
]

EEMBRE

BRI LAEA redirect BENEFHERMN—PNURLEEBEZ —1P. REFE , EUUNEEQE
B IEES (HTTP 302) AKX (HTTP 301),

EEMRME 49
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URI B TERED

protocol://hostname:port/path?query

BLTEEATED — MK BREEQBS : B, EVE. AFAR, wONBE. KMEEW
EAARE D HREERBE,

713N
M (HTTP & HTTPS ) » &A LU HTTP EEME| HTTP, & HTTP EE@EI HTTPS AR
HTTPS EEME HTTPS, FEEMF HTTPS EEME| HTTP,

hostname
FHE. ENEFXDANE , KEEZH 1281MNFH , HFERFFH. BEF (M ?) &
F/ () B

port (ZR A HiwO)
O (1% 65535)

path
BB E , LA STk, BEXDKNE |, KERZN 1281FF , AFERFFEH. BEFY
(*M2). & (A &amp; ) RUATEEKFZFAR : _-.$/~"@:+o

=if

EHSH. RAKENRN 128 MNFo

A B L T REXET , £BH URL PERRL URL 1Y URI ARERS -

« #{protocol} - REMPN. FEPMUMEHARIBDPEM,
« #{host} - REHH. EEXHNE. BRENEAEARIBTPEA,
- #{port} -REBwO, FiwA., BREMNERWARIBD P EH
« #{path} - REBE. ERENERAKTIHEA,

« #{query} - REEASH. EERNEAXTF TP EA.

HIT redirect B4ERT , BERCEREFR BES, BXEZELR , BSR HRHERE. R
redirect BEMITHE HTTP_Redirect_Count ERFIRE. BXEZER , S H Application
Load Balancer ¥§#5,

EEMRME 50
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Example £ A2 & & N EE QR ER R

LTHNEEXAEEBE — URL , % URL A HTTPS MY FIIEEM G O (40443) , BRBRH
B, BENEOSH. WEREZRE T htips://#{host}:40443/#{path}?#{query}’s

Action types

‘ (O Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL  Info

Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port

To retain the original port enter #{port}.

‘ HTTPS v

40443 ‘

1-65535

[ Custom host, path, query

Select to modify host, path and guery. If no changes are made, settings from the request URL are retained.

Status code

301 - Permanently moved v

LTHANEEXAEZEEME —N URL , iZ URL BERAMY, wO. EHENERSE , HE
A #{path} XEFZRLUBBRHER, LLREFEZRET #protocol}.//#{host}:#{port}/new/#{path}?
#{query}’s

EEORE 5
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Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

‘ #{protocol} v | #{port} ‘

1-65535

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

#{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -,;
and wildcards (* and 2). At least one “." is required. Only alphabetical characters are allowed after the final ".” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

[fnew/#{path}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: _-.%/~""@:+;
& (using &amp;); and wildcards (* and ?2).

Query - optional
Specify a guery or retain the original guery by using #{guery}. Not case sensitive.

‘ #{query} ‘

Maximum 128 characters.

Status code

‘ 301 - Permanently moved v ‘

Example H EE [a# 4 ~ 5] AWS CLI

BRI AERI B RIS AN IS ERE, BXEZEE |, S create-rule M modify-rule ti . AT
EFHTTP BREEMAUO 443 LW HTTPS #HR , HEH B, BENEAFHFERE HTTP EXRHM
EiA

BEM[IRE 52
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[
{

"Type": "redirect",

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

AN R B
UT RN HHRMHEE .
host-header

ETF8SNMNERNENEBH#ITHEH. BXEZER , BSH ENEH.
http-header

ETHMERN HTTP FrAHITHEH. BXREZEERE , FSH HTTP #rk &M
http-request-method

ETHMERN HTTP BRGEEH. BXREZEER , BSH HTTP BRFEFRHK
path-pattern

ETiER URL PV EERNRITEH. AXEZER , B5H BESM.

query-string

ETERNFHEFNR/ENIERTEEA. BXEZER  FSHA ERNFHERNE

source-ip

HETEMERWR IP thut # 178, BXEZER , 55H R IP ik 54,

BN B EBRHEHREZETEUTERMEZ—  host-header, http-request-method, path-
pattern M source-ip, BNMNEATUEEEMBEUTENEKEFRH —NHZA @ http-
header #l query-string,

AN S pr2es 53
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BAURNBINREEERS =R T4, i, ¥ T8 http-header &# , BHREZAUEE=
NFRE | UEBERPH HTTP ARLNEH#ITHR. WREF—NFRES HTTP Rk ETE , N
HRFRG. FEERMEFRABHTE , B8N CEE AR - NG,

FBALHBEANEERSENMEE TG, S, BAUGIE-PMEFEENRENOAN , HPSN &G
A —EE T,

®AILATE http-header, host-header. path-pattern #l query-string &4 TE TEFS
EEEMF. BEANNBEERFLRAEAD,

MBI T AT ASCH 24 ; FaiERE=% (0x00 F 0x1f F OX7f )
BXET , 555 REREH,
HTTP #r3k4

BRI LAMEA HTTP AR R REEE TERN HTTP ARLBHERNAN, BAIEERASBE XL
HTTP #RX FERE B M. FRABMMERITEFIXD KNE, LRFHEISFUTEER : * (EE 0
PMEENFER ) M2 (Z2EE 1 NFR ) o MABHIIFBEN

Example By HTTP #R3k &4 =461 AWS CLI

BRI L ECIBEREXANIEERYE. BXRXEZER , S create-rule M modify-rule i v, EBS
EEFAEZ — B User-Agent Fr3KEVIE R B IA T &4,

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]
HTTP &R 7 EFRMH

ERILAER HTTP BRAEFRMKEEER TIERMN HTTP BRI EBABEROMM, BB ERE
FEEX HTTP Bk, ERITMEXDXNE, FXEFBEA ; Bt , FEBHLATE T,

ENBWELEBEMNARXEH GET 1 HEAD 53R , B AXBERIAEFEX HEAD EREV IR,

HTTP #Rsk 54 54


https://exampleloadbalancer.com/advanced_request_routing_demo.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html
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Example By HTTP /A 3&%& 4R %H] AWS CLI

FBAINERESEIANSNEERYE. BXESEELE , HSH create-rule F modify-rule i v . EATE
EJTENERBRIT &

[
{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]

EHLRMF

BABMERENRAERELETEVARKXPHENBRABROAN (B AETENNEE ) o XME
BREBER RN NEBE RSN FENTENTREE,

FNEBFRXDKNE , KELRHN 128 MNERF , A BATEEUATEAZERF :

« A-Z, a-z, 0-9

o (B OANRBZNER)

« 2 (REEE 1 ANFR)

BRNBERL—NFH. ERE—NFHZERETEZERFFTR.
FHE =B

* example.com
+ test.example.com

* *_example.com

#N *.example.com 5 test.example.com LE , 1B 5 example.com FPCEL,

ENFAH 55


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html
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Example B EHARLF4RH] AWS CLI

FBAINERESEXANSNIEERY. BXESEELE , BSH create-rule F modify-rule i . EFE
BEEFNHRE N ENIRLNERBREATRSE,

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]
PR

FRUEARRRERELETERTH URL BBEEROAN (EHNETRENEH )

BEEXNNAT URLHWEBER , MANATEEASH. ENNAFTALN ASCI & ; TaiEES
FR/F (0x00 E 0x1f M 0x7f ) o

REE URIFRELZE , T 2RTRNEME,

BREERXXDOKNE , KEEZHN 128 MNFH , A ETESEUTEARS,
« A-Z, a-z. 0-9

e _-.8/~""@:+

« & ( £/ &amp; )

o *(EE O PNRBNER)

« 2 (REEE 1 ANFR)

MBRBPIRAR gRPC , MIZHAREFEFE. RS *.

R HTTP BRERER

« /img/*
« /img/*/pics

BERA 56


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html
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TPl gRPC BREEKE

» /package
+ /package.service/

» /package.service/method

BEREXATERABER , MARERER. fW , MR- AAMUNERERXN /ing/* , AT /
img/picture.jpg WERENR /img/picture.jpg WIERE KX ALIEE BIR4A.

Example BB BE X &4 =6 AWS CLI

B LATE R B RIS AN S ERY . BXREZEER |, 55 create-rule fl modify-rule i s, 25
SHREFHFEMN URL NiERBFRUTERE

[
{
"Field": "path-pattexrn”,
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

BERFRBEFMS

AL ERAERFNEFAREEETERNFFERNREXNHNERBHFROAM, TEITFETXD
RNE, IFUTBEM  * (TR 0ANHSANFER ) M2 (2T 1 MNFEH ) .

Example W& F&FEFHE =G AWS CLI

BRI L ECIEREAHNIEERE. BEXREZELR |, 51 create-rule Fl modify-rule s . E5E
FER/MEX “version=v1"HEZEIRE N ‘example’ N E W ZFEM B RF R AT ML,

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{

"Key": "version",



https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html
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"Value": "v1"
},
{

"Value": "*example*"
}

R IP byt

B LERR IP it R REEETIERNIR IP i REEROFTN, 450 CIDR BRIEE IP i
ik, ATLAGER IPv4 F IPV6 Hbiit, AXIFBEAF. TEENIR IP MM ZH4EE 255.255.255.255/32
CIDR,

MREFFHUTREZE , NXEREN IP it , MAREF KN IP ik,

X-Forwarded-For #xk 893t 3k % Bt Sk tF . E# R X-Forwarded-For #rk h#y it |, &6 A
http-header &4,

Example BYIR IP &4 =651 AWS CLI

B LATE R B RIS AN IS ERY . BXREZEE |, 55 create-rule M modify-rule i s, J& IP
it FEAMNEER CIDR BRAPMIERFHE AT &4,

[
{
"Field": "source-ip",
"SourceIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]

F &K Application Load Balancer 812 HTTP {i1 %728
MIrSREEEBER, BUELIRATIIEERNE L IVTEs , H AIRER @ A E SRR M.

L TUE LR E B RIS BE RN AEI9ER R HTTP s, EREMNATITERRM HTTPS MUTss ,
BES B NEH Application Load Balancer 812 HTTPS 1% 25,

TR 1P a5 58
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify_rule.html
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FRFAF
- EFHKBEFNIRMITEAN  ELREETRN ARG, BXESEL , #20 ABER
Ho

« BUNESMITRFEER —NERE , BXEMTRLARE TR - MBSt BERERES
NHBERESER | BLABIALRAREME AR EE RN NTERER,

wi0 HTTP {50728

BRYTREER TNE P mERI A EROMUMED , FARNMITRANEEBHRE. BX
EZEE , SR mTHEEE,

EREE AR HTTP s

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESMESRS , RRARHDER.

R REITER.

FEOUTERAMNGED = £ | EFR T 2R,

NFHI : w0, &R HTTP AMREBR AR OHER A E RO,

NTFERIARE , BERETIIEDTZ— :

2

« RREENEA - RSN EFRERRIETNERE. ERMERE , HEFHFME
e, MREASNERE , FHASNMNEREARENEAETAXEKNE L, REN -
ZANBERAER AN, NARERN LS RAARME,

- EXMEE URL-EEEZFHERFEEDEH URL, JLABE N T ARTERILIRIE : 7£ URI 2B
DM+ LD B ATNEED , REETE URL R~ LM ATEN I, N TFRERE , &
AL EEEERB R (HTTP 302 ) KX ( HTTP 301) .

- REEEMELN - EHEMEER EMBRE P IREROERE, il | BEIEEN BRI B MG
IEX , BEITR&LEN,

7. EEARD.

ERH HTTP (10T8s , R AWS CLI

5/ create-listener i W] R IUTESFERIAMN |, 5 create-rule TS A E L E ZMITEFM N,

TR 59


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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NIEH Application Load Balancer #12 HTTPS {25
MFBREERER, EUENRASIIE R E A | 3 THE B A& SRS,

EOE HTTPS ilres , B4R ENH DR LHBED - SSL RS |IEH. ABGERLEAR
SRR BLIERIRERE  BREBREFFENER , REFERREZBER. BELTIEERT L RKE
LRATHEEFRENEEER AN EEE,

NRFERNZREAFAEEMAABIERAINEATESR , WASGIE-MEARAD 443 W
TCP 2RI M BRI H R NEL B AT EER. B TCP MTss , ARIERFMBREEEEE
o, MASNERITHRE,

R 2 L 89 1 88 1S < ED25519 B4R,

BLTUE LS BRI BN B9 6128 HTTPS (TS, EREMNAFIGEEIRM HTTP (ITEs ,
ES R NIER Application Load Balancer #13 HTTP {51485,

H3x
« SSLiF$H
- BIAEP
- EBFIE
o UEPLIT
- REREE
« TLS 1.3 T2 KK
.« FIPS Z£BUR
- FS XHHXE
¢ TLS 1.0-1.2 R %MW
. TLS MY
« 0 HTTPS T E5

SSL ik

MEITERRFE X509 iEH ( SSL/TLS FRFI/IED ) o IEHRHIEBMEIM (CA) MEANBFILE
. IEPBEERRER. AR, 2ARHA,. FISUARRBTENRFES,

EOEATRBIGERMNIERN , ELAEEHE. EPLNRBLNEBENHBICFKEE , UHEE
BAIEBIIE TLS &, WRFEE , MREFLMER,

Bl HTTPS {iilF 28 60
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PRREBEETEREST A (FQDN) ( B0 www. example.com ) HIAKIHE (540
example.com) ., BRAUERAES () ENBERARRFE—HBFNZSNELER. BERBERAE
Frt, EF () XU THENREMUCE , MERBERF —NFERFH. B0, *.example.com &
# corp.example.com # images.example.com , BT EHRH test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARFPFEFRIN K (example. com)s
BEFABMIE RIEIUERE Subject ( £ ) FEH Subject Alternative Name ( TBEREH ) T B
P, BRARIEPNESZEER , H5H (AWS Certificate Manager FAF1ER) FHIER A HIUEH,

FAVBWIEFER AWS Certificate Manager (ACM) A B s 5 &S0 BIEPH., ACM XiFEH
2048, 3072 1 4096 (U ZH4AKER RSAIE$ |, AR FIHE ECDSA if$, ACM & Elastic Load
Balancing 58X , AMER A LAE 9@ LEBIUEH, BXREZER |, {55 AWS Certificate
Manager Fi P $5R o

®E , BALAER SSUTLS TEABEIEBZRIER (CSR) , AREIREN CA LEHR CSR SLERIES ,
REFERS A ACM SFER L& (IAM), AWS Identity and Access Management BXFIEH S
A ACM WfER , EZH AWS Certificate Manager AFERHPAFIERS A, BXRFIER LEE 1AM
WEZER , B3N IAM AP EmP N EA RS S|IE,

ARIAIE

I HTTPS {UWTEREY , BPNIEE —MEH. WUEBHRABRINESR, QIR HTTPS iraRfE , &AL
BMEINER, BXESZER |, B5H BRAL S,

MRELEBIRPEERMIES , MXHFFIRETERARSIH/BMHIET (SNI) IHIEER TEEE
EENBREBINRPXETEERR |, FFERRKINES,

MREEREEAMIRERTEEL L -~ AR PERRES I RLNARF , WA EABRFERRA
8 SN E AR &% A BT (SAN).
55

I HTTPS MWTERfE , EEARMINEBMEIER IR, 7 SURERFHESF I YT 2Ra9iE P 5 &
B, ERALERFRACEAEEHERER KA LXEFESN G, ARSI HRETEANILER, BXESE
B, FEH HEBRMIER IR,

ABHEREAIZE SNI NWERIEFEREEL. IREFFRREENENEEIERIIRPH —MEBT
Bl , MASSERFFERIIESR, MRFFHREHNEN R SEBIRPOSMEBTE , WAFSE
BFARE IR A IS REILER, BREUATIRE , B TERNIRFERIES

- NEZ4AEE (ECDSA 1% F RSA)

SSL iEH 61


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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- WKFE % (SHA £ % T MD5)
- BPKE (BERHKAE)
- B

NEER TR AR EEREFREENENBNDE A RREANILER. AXEZER  FSRA T

REEEIEE

UEB AT

BMERBERRHR. ELTHREFVHER K] NBRAFGERNEMEH. XSTHEIRI
EBFERIIRFPMIES, RITHBRIEBFEHARGERTRERIINHAITHINER , ALGEED

EESTHERNER, STERH2E , FNERREAKITENIER, ERIEPZE , FBFRFE
RFE$,

BRI T A AERIEREITTMER

- HIENREHEEFIRM AWS Certificate Manager HEPBIE LN AFHHE S LNIEPILLEBN L
To ACM 2ZHEBHM 2 LITIEH, BXEZEER |, i5Z 1 AWS Certificate Manager A7 1§
MR EELIT,

« MRLFERSAACM , MAFEMIERWE G ABHERBALIT. BXESER , 75H
AWS Certificate Manager Fi P8R H S AIE$,

- MRESFHEBSA IAM A | MAFBIE—NFES , FZFERBSA ACM = IAM F | FHZHE
PBRMBIAEITESE | HMNARKSE =M BRI KW IES,

goge

Elastic Load Balancing ffFfl — /122 E#&EFZE (SSL) WEERE (MM NEELER ) EEF RS HESE
R BIhE SSL iE#E., Z2XKEMUNBBHEAES, MUEEFHRSERSSHECHEIZTLIEE B
REEFHEARTER[2EEZENMERERRILZRE., ZREEFEAMERACRREESNME
B, MUEASTEBX Internet EWBRIFEH TINE, £ EEDPEIED , FRHENARSERES
FERTNFRES B XFNEBMNUNTIER. BRIAMERT , 2T EREERSHIRPSEEM
—NEF RN ZE RN E —NEB,

AEEW

- NARFARIIHRNIIFEREEN SSL EFtHE.
- Application Load Balancer TX##FBE X Z £ K,

RERMK 62


https://docs.aws.amazon.com/acm/latest/userguide/acm-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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« ZELBSecurityPolicy-TLS13-1-2-2021-06%KEE2FEAAIEHN HTTPS MM ERIAZ 2K
B&, AWS Management Console

« ZELBSecurityPolicy-2016-08KEE2FEMABIEMN HTTPS MTesHBRINLZ £ K BE, AWS CLI
o BIE HTTPS /ITEER! , FEEREZ K,

- BN EMEBELBSecurityPolicy-TLS13-1-2-2021-06% 25Kk | %K BIE TLS 1.3, #
BoE#&A TLS 1.2,

- BUNERATHREENZSRE  EFREERATRREENZERK,
- NTFRWERE , MREEH HTTPS MTEREANRE TLS 1.3 R K |
M|fEA ELBSecurityPolicy-TLS13-1-0-2021-06 Z£ XK, &
M| , ELBSecurityPolicy-2016-08 Z£ XA T EiRER,
c NTRBRERZEAREL TLS MUUREHNERENLZ LT , IEN TXREECFAEBNIEE
P, SO EREP - L2 KM, ELBSecurityPolicy-TLS-E&EX Application Load

Balancer F1EREY TLS tHhihRA , BB AARSERENHE BEHREMNNIAR BERE. BX
EZ{EE , B3 App lication Load Balancer #y1/[8] B &

« AL BIEFIE AWS I B9 IAM FRHY Elastic Load Balancing &4 2248 MRS 12 4 SR #E
(SCP) RBRFI A AT LAE AR 2 £ KB, AWS Organizations BXEZER , 55 (AWS
Organizations FAF1ER) R RSSIEHIZKEE (SCP)

TLS 1.3 Z£XKRE

Elastic Load Balancing I N AR AEITHRREMHUT TLS 1.3 K&K

« ELBSecurityPolicy-TLS13-1-2-2021-06 ( ## )
* ELBSecurityPolicy-TLS13-1-2-Res-2021-06

* ELBSecurityPolicy-TLS13-1-2-Ext1-2021-06
* ELBSecurityPolicy-TLS13-1-2-Ext2-2021-06
* ELBSecurityPolicy-TLS13-1-1-2021-06

* ELBSecurityPolicy-TLS13-1-0-2021-06

* ELBSecurityPolicy-TLS13-1-3-2021-06

RERMK 63


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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FIPS 2B

/A Important

HE$£Z| Application Load Balancer BIFTE Z £ MITER &L MEA FIPS ZEKREEHIE FIPS &
2RI ENTEEER. MRIMAERM Application Load Balancer EmANHE ZEMAIE FIPS F
BEEATES , MBHLELITE XA FIPS 2K , BBKRAEMNIES , BEERE—1MKER
2o FOFBENLLRBEERN FIPS , RAEEA FIPS R XMAUBEHMOITEE, HE , £7
DX EA FIPS 4 KB+ A F TS HY T Application Load Balancer,

BRFBE B EITE (FIPS) REEMMERBFN —TUIRALA , EAE TRFBBREENNEERN LS
BEXR, ETHESZER , BZHAWS ZZ£ &AM NEH LN EFEBLERE (FIPS) 140,

P8 FIPS KEEEBMEF AWS-LC FIPS RIFMINZER, ETHEZEE |, BSE NIST INZEREUE
T RIM S 89 AWS-LC INZRIESR T E

Elastic Load Balancing 1 Bi i@ F MBI B BB AL UL T FIPS Z2 KR

* ELBSecurityPolicy-TLS13-1-3-FIPS-2023-04
 ELBSecurityPolicy-TLS13-1-2-Res-FIPS-2023-04

« ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04 ( ##& )
* ELBSecurityPolicy-TLS13-1-2-Ext0-FIPS-2023-04
 ELBSecurityPolicy-TLS13-1-2-Ext1-FIPS-2023-04
* ELBSecurityPolicy-TLS13-1-2-Ext2-FIPS-2023-04
* ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

* ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

FS X FHIRRE
Elastic Load Balancing AN ARFAEEHREMTLUT FS ( @BIRE ) TN ELLKEK :

* ELBSecurityPolicy-FS-1-2-Res-2020-10
* ELBSecurityPolicy-FS-1-2-Res-2019-08
 ELBSecurityPolicy-FS-1-2-2019-08
* ELBSecurityPolicy-FS-1-1-2019-08

REERE 64


https://aws.amazon.com/compliance/fips/
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4631
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B AR A EER

* ELBSecurityPolicy-FS-2018-06

TLS 1.0-1.2 £ KB
Elastic Load Balancing 1 Bi T2 F BT BB AL LA T TLS 1.0-1.2 £ 5K -

* ELBSecurityPolicy-TLS-1-2-Ext-2018-06

* ELBSecurityPolicy-TLS-1-2-2017-01

» ELBSecurityPolicy-TLS-1-1-2017-01

« ELBSecurityPolicy-2016-08

* ELBSecurityPolicy-TLS-1-0-2015-04

« ELBSecurityPolicy-2015-05 ( %[ 7F ELBSecurityPolicy-2016-08 )

TLS il M ZEE
TLS 1.3

TRERT WA TLS 1.3 2RI TLS HiMNHE,

JEZ : iZELBSecurityPolicy-8IBREMNRERBEITHRIE R FH MR,

R B2 FEHERELBSecurityPolicy-TLS13-1-2-2021-06/TLS13-1-2-2021-06,

R R

TLS13-1-2-2021-06
TLS13-1-3-2021-06
TLS13-1-2-Res-2021-06
TLS13-1-2-Ext2-2021-06
TLS13-1-2-Ext1-2021-06
TLS13-1-1-2021-06

TLS 7%

Protocol-
TLSv1

Protocol- v
TLSv1.1

TLS13-1-0-2021-06

REE

65
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REKH  $ g g g g g £
Protocol- v v v v v
TLSv1.2

s - v v v v v v v
tlsv1.3

TLS 55

TLS AES 1v/ v v v v v v
28 GCM_SH

A256

TLS AES 2v v v v v v v
56 GCM_SH

A384

TLS CHACH v v v v v v
A20 POLY1

305_SHA25

6

ECDHE- Vv v v v v v
ECDSA-

AES128

- GCM-

SHA256

RERMK 66
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c2S U : : : : : :
ECDHE- V v v v v v
RSA-

AES128-

GCM-

SHA256

ECDHE- V v v v v
ECDSA-

AES128-

SHA256

ECDHE- vV v v v v
RSA-

AES128-

SHA256

ECDHE- v v v
ECDSA-

AES128-

SHA

ECDHE- v v v
RSA-

AES128-

SHA

ECDHE- vV v v v v v
ECDSA-

AES256

- GCM-

SHA384
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c2S U : : : : : :
ECDHE- V v v v v v
RSA-

AES256-

GCM-

SHA384

ECDHE- V v v v v
ECDSA-

AES256-

SHA384

ECDHE- vV v v v v
RSA-

AES256-

SHA384

ECDHE- v v v
RSA-

AES256-

SHA

ECDHE- v v v
ECDSA-

AES256-

SHA

AES128- v v v v
GCM-

SHA256
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c2S U : : : : : :
AES128- v v v v
SHA256

AES128- v v v
SHA

AES256- v v v v
GCM-

SHA384

AES256- v v v v
SHA256

AES256- v v v
SHA

5/ CLI Bl TLS 1.3 FHEH HTTPS {iiTse
EEMTLS 1.3 ZEKEHREA create-listener 85,

ZRBIEHELBSecurityPolicy-TLS13-1-2-2021-06% & KB,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --port 443 \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06

5/ CLI & HTTPS {ilT8s LA A TLS 1.3 K
FEEA TLS 1.3 Z2 RGP A m odify-listener a5,

ZRBIEFAELBSecurityPolicy-TLS13-1-2-2021-06% 2 KB,

aws elbv2 modify-listener \

RERMK 69
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--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef@ \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06

£/ CLI EF LR EAN T2 KK

SR W 0 2548 F describe-listeners #5$ . arn

aws elbv2 describe-listeners \
--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

A CLIEE TLS1.3 2 FKHBNEE

FEA TLS 1.3 LK BEE A describe-ssl- policies i

ZRBIEAELBSecurityPolicy-TLS13-1-2-2021-06% & KB,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-TLS13-1-2-2021-06
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/A Important

RERIELBSecurityPolicy-TLS13-1-1-FIPS-2023-04%1
{NELBSecurityPolicy-TLS13-1-0-FIPS-2023-042 7 7T #&AIBR. BAMIIEH
FIPS140 3R {EMA FIPS % , B E(1AERRFE NIST HFH TLS B EER.

TRERT AN FIPS Z2 K XHN TLS MURZEB,
5= : ZELBSecurityPolicy-BIREMN R £ REEITH K BE B FRh il BRo

R~ REKRBERELBSecurityPolicy-TLS13-1-2-FIPS-2023-047TLS13-1-2-
FIPS-2023-04,
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Z2K pt S s S 3 b3 Pt Pt
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’ E' d " > iy A 2

F " 2 i

AES256- v v v v

GCM-

SHA384

AES256- v v v v

SH

A256

AES256- v v v

SHA

£/ CLI Bl FIPS KK HTTPS {iiAT85
¥ create-listener 88 & 5 FIPS R& KM —EEM.

ZRBIEAELBSecurityPolicy-TLS13-1-2-FIPS-2023-04% £ 5&K#E,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

5 CLI &R HTTPS {UTe3 LAER FIPS K
EEMFIP S KA MEH modify-listener i85

ZRBIEAELBSecurityPolicy-TLS13-1-2-FIPS-2023-04& £ &K,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0 \

--ssl-policy ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04
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£/ CLI EFBWREAN RS K

SHREY U5 T 25 A describe-listeners #8%5 . arn

aws elbv2 describe-listeners \
--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

£/ CLI &%F FIPS X2 EKBHNEE

FHEA FIPS T2 3K kg A describe-ssl-pol icies T

ZRBIEAELBSecurityPolicy-TLS13-1-2-FIPS-2023-04Z& £ &Kk,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

FS
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5/ CLI SI2E A FS XHFH KA HTTPS M7
fF create-listener S5 FS ML RE—RMFER,

ZRfEAELBSecurityPolicy-FS-2018-06% £ Kk,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --port 443 \
--ssl-policy ELBSecurityPolicy-FS-2018-06

£/ CLI & HTTPS MUTes LA A FS XIFH KRS
& m odify-listener s S 54 FS X HMNLLRE—EFEM,

ZRfIfEAELBSecurityPolicy-FS-2018-06% £ Kk,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdefo \

--ssl-policy ELBSecurityPolicy-FS-2018-06

£/ CLI EFBWREAN T 2K

SR W 0 254 F describe-listeners #54$5. arn

aws elbv2 describe-listeners \
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--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
Lload-balancer/abcdef01234567890/1234567890abcdef0

£/ CLI &EE FS XENRERKKNEE

FHEAT FS XIFMZ 2 KrEFE A describe-ssl- policies T o

ZRPIMERAELBSecurityPolicy-FS-2018-06% £ KK,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-FS-2018-06
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TRERT ATAM TLS 1.0-1.2 Z2REEXIFMW TLS HFIZRZ,
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BEREE

Default
TLS-1-2-Ext-2018-06
TLS-1-2-2017-01
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TLS-1-0-2015-04*

TLS %3
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,\
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ECDHE-RSA Vv v v v v
-AES128-
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6

ECDHE-ECD Vv v v v v
SA-AES128-
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ECDHE-RSA Vv v v v v
-AES128-S
HA256

ECDHE-ECD Vv v v v
SA-AES128-
SHA

ECDHE-RSA Vv v v v
-AES128-S
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BEREE

Default
TLS-1-2-Ext-2018-06
TLS-1-2-2017-01
TLS-1-1-2017-01
TLS-1-0-2015-04*

ECDHE-ECD v
SA-AES256-
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,\
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-AES256-

GCM-SHA38

4
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AES128-GC Vv v v v v
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A
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* BRIEBAMTIFEE DES-CBC3-SHA 18 ( X2 — 5% ) WIEEFiR , SNEDEAILEK
B o

5 CLI RIZEEA TLS 1.0-1.2 FBEHY HTTPS {lITES

fF create-listener 8 5E{A] TLS 1.0-1.2 XEN LK —RER,

ZRPIERELBSecurityPolicy-2016-08% = K,

aws elbv2 create-listener --name my-listener \
--protocol HTTPS --poxt 443 \
--ssl-policy ELBSecurityPolicy-2016-08
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5 CLI &SR HTTPS (T2 LAEA TLS 1.0-1.2 KK

¥ m odify-listener #& S4E TLS 1.0-1.2 MRS E K —REM,

ZRPIEAELBSecurityPolicy-2016-08% 2 KB,

aws elbv2 modify-listener \

--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0 \

--ssl-policy ELBSecurityPolicy-2016-08

£/ CLI EFBRWREAN T 2K

SR W 0 2548 F describe-listeners #5% . arn

aws elbv2 describe-listeners \
--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

5/ CLIEE TLS 1.0-1.2 R FHNEE

FHE TLS 1.0-1.2 ZHFN L2 FBEFEH describe-ssl- policies a5

ZRIEAELBSecurityPolicy-2016-08% 2 K,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-2016-08
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8. &E T—%,
9. REFEEIURE
10. && T—%,
1. BEEEEEIANKEER, ERTLHANTF 1-50000 2 EHE,
12. &# T—,
13. BEFEREHANEBEENFIEFACSENEFTNIRE, NAMENBABEFERS  ERREFER.

EFEAREHNN AWS CLI
£/ modify-rule 4%
EFTANL KR

AN RZEERRINF NREERRSE) TEN. KETERARN, &0 SRR S R IER AN AY
AR, ETREE LRNIN AL TR

£ R & BN LK

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
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ESMERT , RO ER,

RN IIERR.

FEMUTERAMANED < £, FATATE—8%E .

a. JEFEWHIL : im0 AN B Y ST LT T T 2R A RS B UE

i ORRRE RBREREFRBEEANNMLER.
i.  EANETFOOTSRANED & |, ERRE  RARERERBEANMK TR,
b. EFMYTER.

EEREEAN , REEFREREEN LR

EMYrERANE s H , RERIERIMAUVAR LR, ERIEZHE A 1-50000 ZFHERE
FALN A SR o

MNERRIAHRR , BERFER

BEEHANMER , w6ERA AWS CLI

f# M set-rule-priorities B85 o

A BR AL
2 AR B PR B2 A0 SEBRIAMLI o S AEMM RO BREO BRIAMII . MBI BROIUT B RT | R HIPR S
B FE M.

152 FA 422 %1 &5 1) R AL 01

1.

2
3.
4

BN LA T M4 3TFF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMERSD , EREABHOER.

RN EIGEER.

TSR MAMAEDT R £ | AT TE—RE

a. JEFEWIL : im0 AN B Y ST BT T T 2R Y I 4R B UE

i IEFRERERAIHN

i. IEFRERE REEZRERIN,

ii. EXERFERPHA confirm , REIEFERIER.
b. EFRFFRIFIHY A LT FF AN 8y ¥ 4015 B W H
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i EBRRE, RAEEEBBRAL,
i. ENKRFEFHA confirm , AREIEZMER,

EMmIERAN | EER AWS CLI

£ delete-rule a5

R IEH Application Load Balancer 7 HTTPS {ii¥T 3%

IR HTTPS ¥R/ , B UERERIALES, EMEPIRFBRLZLEMK,

5

« BRI

o RUEBARINEUE B 5K
« M B 5% o i BRAIE 5
- EHMREERK

BB
EAER A TR BRARBNRINE S, BXESEL , HSH SSL I+,
A A ERBRINESH

1. BELATMuITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o
ESMERD , EERNEGHESR.

RS ERR.

FERUTERFMAGET = £, EF U O 5 R SO ST R U 83 49 1% 4145 R U E
FIEHETF L |, EFEERRINE,

£ ACM H IAM IEH R | EFHAERIAE S,

%E#E 517 RN ERIAE,

N o g b~ 0N

EEHRBRIAULP |, BEHA AWS CLI

# A modify-listener #85

E# HTTPS il 28 92
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B AR A EER

FHE AR R UEF 5 &

EEER LTI RFE R A ME YT ERAVIE B IR, BRI HTTPS (ITERet , iIEBIIRNZE, ATH
A —ANRZMEH, BALUERERMIRIALES , LBERIIESE SNI M —BER , METHER
ARMINEB RN, BREZER , 5K SSLEH,

ERAEE S EREANLES

1. B AT MuEiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. ESMERTP , EFAESER.

3. EENEIGERSR.

4. FEMUTERAMAEDR £ |, EFCER O 58 AT T 2SR ¥ AE R TH,

5 FIEPEIMFL | EFERIMIES,

6. TEACM M IAMIEBRF , GEEZHRMNIES , AFERESWTHFLESI.

7. WREB—-KHEACMFH IAM EEMNIES , MERESAIULES , TRERE , ARERESE A,
8. EFBRIMFEIES,

BERUERARMBRERFIRF , EEH AWS CLI

£ add-listener-certificates 5o

MEP 5l 3 7 ] BRAIE

B LAMER AT IR HTTPS T2z iE B 51 R AP BRIE+H . EMBR HTTPS T 2RAYBRIALES | 1

S BIRBMALES,

152 FA 2 5l & MAIIE45 51| 3% P i BRAIE +5

o gk w N~

BN LA T M 33T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMBERSD , EEREARHOER.

RS ERR.

FERUTERFMAED + £, EFHIN 5% 0O 5P E AR SUST T SR Y i A E B TUHE .
FIEFIETF L | EPIEBNNHEIEE , REERRER,

RRHITHEIAR | WA confirm , REIEZMER.

EMNIEPHIRPBIBRIES |, EFEH AWS CLI

FHIEH 7 D ENIE P 5 2R
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£ A remove-listener-certificates #8% o
FHLTERE

BRI HTTPS WTeset , BUUERFELZNERNZERE., FIFNZL2ERE , BNF
HTTPS MR B N E AL H L £ KM, Application Load Balancer A XiFHEN L LK, BXE
ZER , BSH 22 XK,

£ Application Load Balancer E{#£f FIPS K :

HE$ZZ| Application Load Balancer BIFTE Z £ MR # LA FIPS Z2KEEHIE FIPS T2 KK ;
CTEEER. MRIMAEM Application Load Balancer BN E Z A IE FIPS M , M
HELWERWA FIPS Z2XKE , BBRAMEMNWES , BEERE ML, FOTSENEZE2RBEENR
N FIPS , ARG FIPS £ REEQIBEHITER, INE , BULMER FIPS K2 REEOIETHER
5T 83 H9 T Application Load Balancer.

EREH A B L LR

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o
ESMERSD , RRARHDER.

R REITERR.

AT SR MAMNGED R £ | ERHI ¢ %O 5 P8 XARSIT T 289 ¥ A E R TUH .
EHAGEEREL , EFRBRE , AEERERENTSR.

REMTRRE" BOH Z2HER T , EREFNLLEK,

ERREER,

N o o b~ w0 Db

EEHLLEM , w6ERA AWS CLI

{# A modify-listener a5,

£ Application Load Balancer R TLS 31T

M@ TLS SRR EHERSE (TLS) W—fEE, F5MN TLS ERFB|NEFHZEEIZEHNE
£, BRERZERNHEFREHESH, FAXNE TLS , AHKYER[RENE TLS HHEF A IHNERS
BZENHEEERRIE, HENNE TLS 5 Application Load Balancer Bt &£ F AT , A AL &A%
TEEREHBDNARFRNAE.
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BEIFXRE TLS & Application Load Balancer BE& A , BN AR ERTUEEEF K S HRIE ,
MNMBHERREZEENEFHTHRELANERNARFERE. FHINEER , Application Load
Balancer 2 AR B HE = FIEBM AN (CA) WIEHHFEA AWS Private Certificate Authority (PCA)
( miE ) NEFIRHITEMRIE , b AEARERE, Application Load Balancer §%& F IRt BER
ZiEEfER , CRNAEFAIUEAXEEFEEH#HTRN, BIETE Application Load Balancer 2 A X
[ TLS , BULUFERAECRINE , N ETIEPHNEAREANE. I ENREESHREIL.

Rz REF U9 B 2R Y X m) TLS R4 7 ST AR TRIE X.509v3 % imilE BV :
AR AXFE X509v1 B IRIEF,

« X[E TLS Ei# : YARFEANDE TLS BEEEAS , Application Load Balancer &£ HTTP ARk
NEFIRIEIPHELETEIR. RAE , BIFEAFFIRIERSE S ENARFDSUENN & 5K
IERBERELE,

« X[a TLS Wif : HEFEAND TLS BRI , AT E =P TLS iE#EAT , Application Load
Balancer £ 3 & F 1T X.509 & F iRl 5 BRIl

EFFRERIEE S N 1E Application Load Balancer A TLS , BREEFMTEE N EZ K
BEFPIRNEMELEITA, EFEANME TLS #HTRIUE | ATRITUTIRE -

- BIBFNEEEEERR.

o LESHEBMENE (CA) M2 ( Tk ) RHEIIER.

s FEFFEEXMINEEERNRBIEEFHIERAIITES.

BXRFERER Application Load Balancer BLE @ TLS KR XK step-by-step TiE , TS HE
Application 1&g #s8 L ELE N @ TLS,

FF 3R 7E Application Load Balancer EEZEN @ TLS Z 8
FEFF SR TE Application Load Balancer EEIE X [@ TLS 28l , HEENUTILR :
[T}

N REFREIIERCESEN AWS IKF RERNEEF#EE. CALLBMIES RHEIRBEMEX
Ry S LR

BREZER , BERANAREFASEE R EH.
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UEPBER

NFRATFXE TLS FHRIEMNIES , MARFASSESRSIXEUATHSA
o XEFMIEPH : x.509v3
- XEMWLH : RSA 2K — 8K = ECDSA secp256r1, secp384r1, secp521r1

- XEFEMNEREL . FH RSA/SHA256 BY SHA256, 384, 512, #H EC/SHA256,384,512 ta %
M 384, 512 %H MGF1 #y RSSASSA-PSS

CA B4

LTHARERTIERMRAE (CA) 4

- NARFABSESRLE FESMEBIANM (CA) P2, NARFARSERIFLE
BANEFR, MREFZRMFTLES , WBH EEUER T

- EEM CAIULRI , BEMAMdifyTrustiE & APl
EEIERiT$

LARFERANE TLS E&AT , Application Load Balancer £ ARRL |, FHEFIHNIEPEEEINA F IR
B#R. SERIMFEMNHERFIE , RERBIER,

LERE
£ Application Load Balancer F{EAXN @ TLS E@ERRITERNAT , FXFLERE.,
HTTP #53k

R ARFARGERECARG TLS hEE M imiEEN EAX-Anzn-Mt1stik RIXIEREFER. B
RESEBNFBRG , FSFEHTTP #RLFXX[@ TLS,

CA IEFH XX

CAERXHLBITHEATER !
o IEBXHHIER PEM ( BRRAEREERM ) #83K.

c I PHRNBEVRNIEE----- BEGIN CERTIFICATE----- | [ END CERTIFICATE----- vl
A,

« ERBHLTE —MFR.
- TREBEEMAZET,

REER (TR ) BEFHRH

# comments
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B AR A EER

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384

Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Validity
Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 ©00:57:57 2029 GMT

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384ril
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

BEZ (A% ) WIEBRH
1. B—if$ ( PEM &RiB )

# comments

2. ZMEH ( PEM 4RE5 ) :

# comments
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HTTP #R3k M@ TLS

AUNBNARFABIESREFEANE TLS EEFIBNEEZEN AXREZIAEREEN HTTP #5
3k, Application Load Balancer £ BV 4FEX-Amzn-Mt 1Rk BURFBIEEHINE TLS B : BEEE
XRBIEER,

BEXxNARFASOERIFOEM HTTP #xkHE S , BSHEHTTP #53k A Application Load

Balancer,
EEEH HTTP #rk

NTEBRXTHXNE TLS , NRARF AR ERER U TR

X-Amzn-Mtls-Clientcert

iRk B2 EEFERNENEFIRIEPEN URL &3 PEM BX |, A HE+=/Z2F/,

HERNE R
X-Amzn-Mtls-Clientcert: ----- BEGIN%2QCERTIFICATE----- %QAMIID<...reduced...>do@g
%3D%3D%0A----- END%2QCERTIFICATE----- %0A----- BEGIN%2@CERTIFICATE-----
%OAMIID1<...reduced...>3eZl1yKA%3D%3D%0A----- END%2@CERTIFICATE----- %0A

WU HTTP #53k
MNTFRIEERXTHNE TLS , NARRFATRSEESFER U TIRL,
X-Amzn-Mtls-Clientcert-Serial-Number

ARKEEHIERFIISH+ARFHRREX.
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WBRBR R

X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1

X-Amzn-Mtls-Clientcert-Iscert-
WFRABEMKRE TS YL (DN) B RFC2253 ZHRRTRFER.

RENE R -

X-Amzn-Mtls-Clientcert-Issuer:
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Subject
ARk B EEBA 2B (DN) B RFC2253 ZRFERTER.
RERB R :

X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Validity
ARk EE 1S08601 X KnotBeforefnotAfter A HA,

FENE R -

X-Amzn-Mtls-Clientcert-Validity:
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z

X-Amzn-Mtls-Clientcert-Leaf
ARLEEHIEREM URL &8 PEM R , HiHE+=/Z2F&,
RERNATRY :

X-Amzn-Mtls-Clientcert-Leaf: ----- BEGIN%2Q@CERTIFICATE----- %SOAMIIG<...reduced...>NmrUlw
%OQA----- END%20CERTIFICATE----- %0A

£ Application 71392z LERLEXX @ TLS
AT BREENAEFASRSIER LEEN @ TLS RIEEX # T 5 HRIENTE,

BEMNM@E TLS 99
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EFEANE TLS EBEN , EREFNWEEEN EIREEFHNEMIERAF, SEEANRD
TLS E@RT , Application Load Balancer {5 HTTP #RA BN FFIRIEPEELEB BAR |, XEEAE
BEMNABRFPRIENNSHRIENTNEE, EXESEER , BSANEHNNAEF AT
B HTTPS {niras,.

HBERIUFEX T EAXNE TLS i, HAFITEEFHE TLS EEST |, Application Load Balancer £
EFimHhIT X.509 FFiRiEH 5 HRIE,

EFEAMNE TLS WIEERN , FITETIRE
- BIEFHEEFHAR.

- EREMIEBMAN (CA) WL (AIik ) mETIXR,
o FHEEFME XN RIEE WAL R 7 umiE Ay TR,

WRERAT ch gy 5 IR IE BV Application Load Balancer LEEMN @ TLS KX AWS Management
Console, Efff API BIEEMAREH AEENE TLS , iS5 App lication Load Balancer APl &
B,

5

- BIRGEETEE

- RREEF#EE

- EREEF#EEE
- BREEE#EE

- BIBREEFEE

IREEFEE

BRI LUEE = A R BI2SE1E4 : #12 Application Load Balancer B, #lEBZ 2 {MUresat , Uk
REEE#EH AN, HEENEABTHRIOTRNFIMEEEMEE , ZEEFHESEIEHN
AT 8s<Bk, M Trust Store #2H| A RIRETEMEN , 4B S FH B ITEEMHEXEK,

AW NBWMEER Trust Store 125 & BIEEFEEEMH , {BR 812 Application Load Balancer 3% {5 U7 25 Bt
FANSRER., BXEZER , BERAEBEENT S EHEFN TSN HTTPS s,

FRFM
- ROBEEEHEE  ELTRBIEBHR RN (CA) WIEFHE,
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EREH e IR EEFEE

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMBE®KL , % Trust Stores,
3. EE“CIEFEEFM®E

4. EEE#EEE

a. T Trust E/ER MR ABKEEREIER R
b. XNTIERMANNMEAE , WALKHLEEEFHEEEMAN CAIEFMHEH Amazon S3

4
%o

A EANRRAERE ca IEHHH I ERRAE. BN , FEH L FTRA.
5. WNTHE , S EEFIESREIRPMNEENFEERFED,

FIEBREFIRT , WALFEESEFEEEANILD BHHFIRN Amazon S3 &,

ik EAXNRRAERIES BHEI RO EFRARN, BN, FERA S BRA
6. XTEEF@EIRE , ERLLERHMARS 50 MrZUN A TENEEFMH.
7. &R CIREEFHE

REEEFEE

BRIRBREEEHE , YITFEEMTESRE , REEM Application Load Balancer s tAEREE1E
i, BREN—NMEETFHESENLTEMTEXEK , E—NMEERMETUSZ AN EITEEMHERER,

AFNABNMAFGEEFHESNEMITSRMEREK, HE , B LUELIE Application Load Balancer 5%
BRI XX EEFEM. BXEZER , FSREEAEIIEEFNTRFAAMN HTTPS TR,

EREH A XKEEEEE

1. B LT MuEITFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,

2. HESMERP  EERARGER.

3. ERAFYERIAEEHFEMAEENH,

4. FEEUTERFAN ETF £, EF IR O” SR EELUT 2N AE R TTH,
5

6

R IRTFL &R RET2MTERRE

(AL ) MBERBAMNE TLS , FE “BFLWIERBLE T@EE HESHRIE (MTLS) , Rk
“EREEERIE,

BLE X [E TLS 101
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7. &EEEFE T, ERECENEEEME.
8. ERREEN.

EEEEE#FE
CA iE B4

CALHHNARGEFHEENLTAN, B —HLIIEHMA AR IR AMERIEH N P HEH,
XEL WIS THRARE S im0 AEEARENIEB R BSEHSRRE.

BRI EEEFRXPERLN CAILEBEZHANE,
EE CAILBELT
EREFEESE CAILERE

1. B LT MuLFTFF Amazon EC2 ###]& : https://console.aws.amazon.com/ec2/o
2. HESMEM®L , %2 Trust Stores.

3. GREAEFEHEELUESEFAFEERE,

4. EERBRME  REEFIRE CA B4,

5. 1&F HEHE FTH

I mEER

FE  BAUUNEEFERECIRIES RHEIIR, RENRBIEBPHRIEES , HF IS EHBHEMNILE
PHKE, NARFAREERNE PEM KXRIES BHIIR.

TP REIRBNMBEEEREN , 2HHEH—BE ID. SHANMBEEEHENEEIER , #
HIDHLEM, HELTEER, MRIEPFEIRNEEFHEPRBR , NERE ID b2HEMBR
HEECEEGEHNEGEABRNTL2ESFA,

(® Note
NMAEFAREERTERFILEDRBHEIRFFIESNABIES,

BLE X [E TLS 102
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EFUERREIE

ERAEFEEEREIIXR

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. HESMBEHL , % Trust Stores,

3. LEREEFEHEUEFFHAFEENHE,

4. BFUPREIRETFL , EFRE  RAEERRNBHEIIXK.

5. G&EHEEHE ;T

EREEFEE

—NMEEF#E-RREEE—NCAILHRE , ERECSEFHEEFCRRE , BRI LIRER % CAIEHE.
E# CAUEHE

EFREF & B CAEHE

1. B LT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/o
ESMMBEK L , %R Trust Stores,

EREEFHENAEEFHAEENE,

ERRE , RAREEFEEKR CAD KRS,

HEER CARHINENERMRNAEASDT , WMAFTER CA B4/ Amazon S3 L&,
( A& ) EANKRAERIES REIIRNEMNRE. EN , FEHHBMRE,

EFF Bk CA B4ha,

N o g &~ 0w N

ANINEF B HI&R
EREH A NBETIR

1. B LT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,

2. HESMBE®L , &R Trust Stores,

3. EEREEFHEUEFHEMAEETNE,

4. HIEHREIRETFL | ERRE , RAREEINHHE &,

5. EAMBREIRINENLERREINRT , ARFILP HEHEIKRN Amazon S3 L&
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6. ( Ak ) EAXNKRMAERIEDRHESIRA LMK, BN , HEAZHERE,
7. EFEAMmEIIR

M BRIE B B FIR
{5 A2 5 & 1l BR B 8 51l R

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. HESMBEKL , % Trust Stores,

3. ERGEEFHEEUEFFHAEENE.

4. FHIEHREIIRETFL | ERRE , RAEEERRHHIxR.

5. BAWIAMERconfirm,

6. EFEMIBR,

T BRIS (171 BE

HETBERAGERERN , TLUREMRER.
AR BTEMBRYE R SRR ROV EE R #E.
152 P2 51 & B BR S E 1708

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMEK L |, 14 Trust Stores,

EREIEMENEFHEAGERE,

ERRE , RAREERBREEEFR.

A IAMERconfirm,

R HER”

o a0 bk~ w b =

R R Fr B9 T B AV iE B B 35

Elastic Load Balancing 1#ftiZE##E AL , ATHREXRREINARFASIHEENERNE M. EZE
BESEEFK IP #itfiwmA, ERIRIEREE. EEERUREESAN TLS BBREER. AF,
XEERAZTRATEREEREXNME MBS,

ETHAEXREZEAENESZEER , BSH Application Load Balancer BYiE# A &

EEAE o
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& Application Load Balancer ¥ i F° & 13

A LUK Application Load Balancer BRE R EAFARINARFNZERIEAFNE 6, XEETY
RIFAF SN IERAARSESRTR , AENARFAUTETHLEEE,

XEBUTEARS

- B AFE OpenlD Connect (OIDC) &HH & 71247 (IdP) RIEAF 517,

« &I Amazon Cognito XiFH A FithBiS 3% IdPsiE4E ( Sl SR HRAT ) A #HTEHR
i, FaceBook

- BN EH. £H SAML, OpenlD Connect (OIDC) 5 OAuth, i&id Amazon Cognito X$F#
FPEEARITIAF &4,

HEZFERTFE OIDC &4/ IdP

MBEFRE OIDC £4H I1dP 5 Application Load Balancer —i#2fEf , BT TIRE :

- M IdP SIZF# OIDC NAREF. IdP By DNS A2 a2 FF BTH .
- HMEBEF IR ID MEFHZ4,

« FRENIAP R U TRGH TR BRLETRA, THRAFETIRNAFGEELETR, JTUERER
RILER.

* |dP ¥m SUEH N A AERN 2 HIER PR IHFE
* U5 RHY DNS & B BMR A LFHEMH , BMECTIETARE IP it 2k,

« AYEIdP NARFHFERAUTEER URL 2— ( TiEEWAFNER MR IdP AR ) , EF
DNS i 8miEE , CNAME 2R AREFH DNS 34 :

* https://DNS/oauth2/idpresponse
* https://CNAME/oauth2/idpresponse

& A Amazon Cognito

ATAXE

NARF U E SR Amazon Cognito £/ B FE AT Xigi#EH
« ZERD (HAFELMILER)

WiERF &40 105



Elastic Load Balancing RIFIREF B9 38
o XEFRE (BmXEM )

- XEAE ( MAEELILE )
- XEES (HBBR )

« INEKX (FE)

« BOMBX ( HiEESRE )
- BUMX (K=Z)

- BiMX (EZRE)

« BN (7RI )

- BMX (ZERZ)

- BMX (%)

- BN (BE)

- EmEMN (ERF )

- TA#K (FE)

. WABK (BR)

« WAMKX ( KBR )

« WAHKX (FX)

« WAHX (K )

- TA#BK (EE)

« WAMX ( HEME )

« R (B )

« %R (B

« 3EM (FER)

- Bed (Fh4Ex )

R Amazon Cognito B F 5t 5 Application Load Balancer £&/ , BHRITATIRME -

- BIBAFM, BXEZELR |, 55 Amazon Cognito FF & A RIEEH Y Amazon Cognito F it

- SIEAPHEFR, YAFEFAHERENERNEFHES , FARBRTREA X BEATIIEEF
B OAuth SBEl. BXEZEE , 5 Amazon Cognito FF & A R IEr K ELE A F th N F
BFEF iR,

- SIEAPME, BEXEZEL , 555 Amazon Cognito FF & A R ISR I 7 A PSR migE.
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-domain.html
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- WIFERANBEREBFHEE ID T, filan , BRIABE openid FiRE ID vk , B
aws.cognito.signin.user.admin SEEFIRE ID Tk,

EE  NARFAFYE T X Amazon Cognito MAMWBEN FRISH, BXEZER , B5H
Amazon Cognito FF & E g £ KA.

- EEHXH R AP BRE , FERESHRIUEBSHER IdP. BXEZER , H2 Amazon
Cognito FF & A R 5 r PRV B FR N E A POt SR E A SAML IdP B AN i E A it

¥ 1E Amazon Cognito HEIE URL FEFFEALUTEEM URL , 7 DNS RAHKIGE[AVI
% ,CNAME 2 N FEFH DNS Bl& (MREEMEH )

* https://DNS/oauth2/idpresponse

* https://CNAME/oauth2/idpresponse
- RAWE IdP RARFHNEE URL REALZNAFE., FA IdP /&=, flan :
* https://domain-prefix.auth.region.amazoncognito.com/saml2/idpresponse

* https:/luser-pool -domain/oauth2/idpresponse

MARFEFRKEPHEE URL 4R ERNEFR,

EFEAFEBNARYEEREE N A Amazon Cognito RIFAF &4 , X0 RFZAF AR
cognito-idp:DescribeUserPoolClient BR{EHIXPR,

HZFEHT S CloudFront

MR EFE Application Load Balancer BIE £/ CloudFront 2B , B AN TIRE :

« BRFEREL (£50) -#R CloudFront TLEFLT SHRIEMNIERWIMA, X A# & 7E S5 RiE
SESHEMNEFREWS, RE , I TEBRAEFNBEXTXE , CloudFront 2 BEHFTEE W
LAFF time-to-live (TTL) EiRE N F 3 KIE Cookie X HI 2 I HA,

- BENFHERANER (2% ) - BRARGEREB L REA IdP XA RITEHRIEMFENESR
FRESH

« Cookie ¥ % ( =% ) -TBRFFTE BRI Cookie CloudFront 3 & Bl A E15# 85,
EEAF SR

B —MHEZMUTBEANCESHRIFREREBRAF SHRIE. HTTPS {8 XX
# authenticate-cognito # authenticate-oidc B#EFXR, HXMNFERIVHEIR
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-configuring-federation-with-social-idp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-configuring-federation-with-saml-2-0-idp.html
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#E3#) Elastic Load Balancing APl & MrZs 2015-12-01 AuthenticateOidcActionConfigH
# AuthenticateCognitoActionConfig#l,

NEIERRXOE R AIESTE Cookie ARFHARIPRS. ATAFSHRIEFE HTTPS T
IT88 , EItiZ Cookie IH&‘EE secure B, Ik Cookie @& CORS ( BIRARLE ) iFRM
SameSite=None & %o

NTXFZIFERUFF RS ORIEINNARFHAEEER , EAESHRIERENESMITRAN
R EBHE—H Cookie B XA HARE IR EMBIMN PEEN BIRAZBBLMER IdP #ITH 0K
iE,

Application Load Balancer %X # URL 4&#3#) Cookie fE,

ZRIABERT , SessionTimeout FERIEE N 7 B, MRFEEFEMNSE , NS ETENEERNES 1
P, BXEZER | F3H 4FHE,

MR ARFHIERIZE OnUnauthenticatedRequest FER., i :

- FEAFFEAERSSL EREZHNNARRF - XHBIAET authenticate . MRAFKRE
x, MREHERLAFEREETHE P #RKBT X E P FiERAFERAEAFP RAEE S,

s NEEFZAFPREMMAMBEEAREZZAFRHEEANBNNARER - EXHNHRBENNARE
F, &R allow T, MEAFEER , WAHRHERFREAFPRBEH ANARERF TUREHEAD
HLUE, MREAFARER , WAFEESNEABERMAREREAFRREH BNBAREFATUERHEN
A,

- BRI MME— XK JavaScript £ TTR ARF-NMREFEAZdenye , N ABHTIER2EEE
SHRIEERMN AJAX HRAIRE HTTP 401 RZTBNAEIR, B2 , RAFPNEHARIIEEET
8 eaNEFIREERE AP #RXLHET R

BRIV IAEE S IdP THEL ST R (TokenEndpoint) M IdP AFEELKET R
(UserInfoEndpoint) BfE. NABRFARIIEEEEXLin UBENNXE IPv4, TIREHN IdP £
BB | FRERENAESERNEZESEN VPC WML ACL AFHRILKET R, FARNIBAEK
HEESE IP it KA ifdualstack-without-public-ipv4 , NAT MR AT BAEAFH Y ERSLX
TREE, BXEZER , 310 Amazon VPC AFIEEFR NAT MxEit,

EALLT create-rule T EERF BRI,

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattern,Values="/login" --actions file://actions.json
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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AR R actions.json X , ZXHIEE authenticate-oidc M forward &
YE. AuthenticationRequestExtraParams RF&E & MK EFMANNS LIRS AP, 1B
RRBRENFHREFRUNIEBERIFNTER

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},
"OnUnauthenticatedRequest": "deny"

o
"Order": 1

"Type": "forward",

"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",

"Order": 2
1]

THREE authenticate-cognito E#EHM forward BIEH actions. json XHHIRAI,

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",
"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
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"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"

},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
]
BXEZEERE , F5H TR0,

= Qi EoRTI DS i
THHMER 2 Application Load Balancer 21fAIE /A OIDC Xt f 7 # 17 & 13 3 E Y AT M 3R 7R
o

=
L[%1)
=

——g——a-rtlw

LU
- q . >

_'_/:%,'.. ™~ \ ,. - » = «—i0—
\\_/ Target

o) -
N

User-info

Token
endpoint

Auth
endpoint

endpoint

THHNRESM , REERHABER L - ANEEFERNTE,

HHRIERE



Elastic Load Balancing NARFAEI9ESR

1. AP @£ Application Load Balancer FEEEN ML KX HTTPS R, HHEEFSHRIERE
AR B B, ARIIE BRI RE B RIFL P HRIELTE Cookieo

2. R Cookie FFE , MARYEHRIFAFEE@ME IdP BRLIRT R , UE IdP AT A #1T
%ﬁngiEo

RIUEAFEHZE , IdP 2EARNKBNAR XEAEI9HESE.

AEIE BT R BB RIES IdP HELHT .

ERRNERHTRRILJE , IdP [ Application Load Balancer 124t ID kM5 R 5 M,

SRJ5 , Application Load Balancer i RIS EXEFAFEELBETR

APEEALRTRAIGAFFHN GRS E,

Application Load Balancer ¥ 858 AWSELB H 3K i« 1% Cookie WA EEMEIRH URI, AT

RZHGH KBS Cookie FREIN 4K K/, Rk AHSERFELY 4K K/ H Cookie B/ A ZAN

Cookie, HNREM IdP EWHAFFRMHESENERDMET 11K 2T , MAaFg9fERamEs

ImIRE HTTP 500 46i% H#i% 18 ELBAuthUserClaimsSizeExceeded #E#x.

9. Application Load Balancer %1 cookie /A {5 B &K F| X-AMZN-0IDC-* HTTP #RKiREH
WEBR. BXEZER , HSH AFREERENZEERIE,

10. B#rM@ A Application Load Balancer & EWa R,

11. Application Load Balancer [8 f P & X & & MR o

©® N @ o A W

BANHERBEALSTR B 11, MELZFRVWELLTER 9 B 11, BRI , RE cookie {5 Rt HA
BMNEERBERENTSER 9 FT A,

AP IdP #THMRRIEE , 2EERFLF 70 AWSALBAuthNonce cookie., IXAAKERN ARRF
MEYEELEFRE P NEE[IEFE RN AR,

MR IdP £ ID TEARMHE TERNRF T , NARSER[HRERFTSEATHRTEIHNGER

RIFSHERFAFRRE  EERXEBEND P RIFTAK. MRAFZEE | RN B Az ES

éﬁ%?iiml‘u IdP #INLIHT R, XEARIHREB TR THEHRSTE. EXESZEER
|Fﬂ lﬁﬁﬁ—jo

(® Note
Cookie 35 5 M IRIFLERIEARRE., Cookie EMHEIR Cookie W—NEM |, REN 7 X,
BRI iEREFRKE R Application Load Balancer £ &3 IF ThAEEL B MY & 1F B AT
Eo HETFEBNEERESMRIL cookie B , ZEHZR T ME,

ERRIDRE e
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AP BRERIEMZE WU

EABHERAYRIEAFSEHZE , ELFMN P REINAFRBRIES Bir. ARGERERNA
FPRBEE  LENARFITURIEZEE HBIERBRABIGEHRKIEN,

AEIGE IR T HTTP Rk
Xx-amzn-oidc-accesstoken

THRARTRPNHRTE (AXHER).

x-amzn-oidc-identity
AFERARTRFNEEFE (sub) ( AXER ).
AR W FFRARIRIIEERAFNRESZ.

Xx-amzn-oidc-data

FREE ( JSON Web S 18 (JWT) 465 )

HRSENAFFRE ID SETRE. HESHMAFRFRNATFRRRSEER, MID SEEEN
FNEB U AP #THHRIE, Application Load Balancer X3 i 2 # 1T & B IRIL AT & 612 —NETH
HESE , FENFHESENFREARARR , BEETa%ki®E ID SEER,

XS RRERE JWT KX, EF2 ID S8, JWT X8 E base64 URL wIBMIRL., BRARME
%, AERECTEEXRFH. NARFASITESEFER ES256 ( /A P-256 Fl SHA256 #) ECDSA )
£ IWT &85,

JWT #RA R ERBUTFERE JSON R :

"alg": "algorithm",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",

IliSSII: Ilurlll’
"client": "client-id",
"exp": "expiration"

JWT i B — 1 JSON WK , ZXREEM IdP AP ERLRT [EBERNAFRE.
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{

"sub": "1234567890",

"name": "name",

"email": "alias@example.com",
}

BTABEERTaMAFRENE , BUCHAMARENERA HTTPS, MRFEHRAERENER
HTTP , E54ERAR ARG EAFIDERNRE.

NARZSE , BUNERFEFARTEARNZRIELE , HEIUE IWT frkPWsignerFBR 2R
FETAHAM Application Load Balancer ARN,

BRI , BN IWT 3Rk h3REE4E ID AEAEMNLKIET REHRAH : 80 AWS KEBHNALFET R
mE

https://public-keys.auth.elb.region.amazonaws.com/key-id

3F AWS GovCloud (US) , iR FFR :

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id

AR RBIE R T 204 Python 3.x RIRERE4AR ID. NAMBERAE -

import jwt
import requests
impoxrt base64
import json

# Step 1: Validate the signer
expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancexr/
app/load-balancer-name/load-balancer-id'

encoded_jwt = headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('."')[Q]
decoded_jwt_headexrs = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)
received_alb_arn = decoded_json['signer']
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assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from JIWT headers (the kid field)
kid = decoded_json['kid']

# Step 3: Get the public key from regional endpoint

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

AT RAIERT WMA7E Python 2.7 H3RERE4A ID, NAMEBRAE :

import jwt
import requests
impoxt base64
import json

# Step 1: Validate the signer
expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id'

encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_json = json.loads(decoded_jwt_headers)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])

RFRERBNEERE T
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p= %=1

« XERFTBENAEASHEPHERRIERTENER,
- BREEE IWT RANNARFASBEERSORIEITEPEISHNERTRE.

&8 B

=i ER
RIF SRS ERMNE —RBET , WTFAR

- MRAEBNETHESEIERE , WARSESRNEFTREERRN, MRAFE IdP ZEEES
WEE , MTETSERRAFENES. &8, aSAFREEREERTH,
- R |dP &iFE K TF Application Load Balancer &iF#A , M AR TEREEZIE T EHRZ
o MK , IdP £FERAFHERIBEE M E Application Load Balancer, B R — X4 FEH
0, BERERHTEHRZTRIE2MLL,
« MR IdP &FBIE T & T Application Load Balancer £i&#8 et , M A = AIUIR L EUF F AE
ﬁ”%o AFREXE , IdP £FE AR BEER E Application Load Balancer , ARG & 7%
IEREMNERIBOFHEHIT , ERERIRER.
« MRAFENKTHESESEEHAE AP TXEHERFSIE , WARHOEHSRSTSRRITELIE—
BEREIEEBN , cFILAFBARER. RE , CULHAFRBRER

s MESFENKTFIHESEIHMEHE 1P XERIFTHE , Mﬁﬁﬁ@%ﬁ&ﬁmw@%ﬁJ%
MRIFAF&E, NYFORIESFENIFBIFRELAME , ABHEHST2UEAFRBRER
&= P um B S Y

FEFRSMIE 15 DHANEIATREHRIEIE, MREFIHRKREEE 15 2 HRFINTR S HRIE
MW EIk B ABITE RN HTTP 401 iR, ToiE B UMl kRt AT,

f5lzn |, R A @S Application Load Balancer tNE & ZITH , N MSME 15 P HATHEFTRE. W
RAFSEFHAE 15 o ENEHERHER , NARSERFLIRDE HTTP 401 fFix. AP LTRH
|, AEBREAER,

ORI EH

SNAEFFEEIHAZSORIENA/E , BNEBRIESTE Cookie WEIHIREIRE N -1 H1F
ERWEEME P EHART R (R IdP XF—IMEETR ) . ABIEAFESEERERERA
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Cookie , BN AR EREESENES TR, MREF N AFEIERFIRME T 218 Cookie (EF
SN H RS EFMIE NULL RIFSE ) , ASEHSYRR IIP , BEAFRE ML TERRES.

EFHIEERXN_RARELGMRINAH, XEREETEMLTEESBRIER Application Load
Balancer MK 5 H .,

- HEBRREERN , MARFLITNME S HBRIE cookie B EIHARTEZE RN -1, Application Load
Balancer X & KX 16K #Y Cookie , Rt & Z AILABIE 4 No H RIELE F iR
- MR 1P EFFHL TR , CNZAHEEME 1P FHAK T K , 21 Amazon Cognito FF

REARIEEPICRKAEHLIRT Ko

- MR P EEFHAFRTR , BREREEFFHIHERINE , HEFBHEIIRE,

- BRI IdP EFFHL TR , IdP XFEFRITEMBFSEISE , ANAFEERREFRIHE
F Mo

- BEREREBRRSHRIERE,

HTTP #x3kH Application Load Balancer

HTTP #3RM HTTP MM EARKFREZEZEX HTTP HENE R, HTTP #RLk2 B3R M. ¥RkF
BRAESIRUEMEN , EMEXN ZBEHEZER (CR) FMIRITH (LF) #1759, RFC 2616 5548
KPENTHOE HTTP iRAFRE, WARENARE ZEAN BN ERA HTTP #5k. ¥
L IEFRE HTTP $rk BEH X-Forwarded BI%&, Application Load Balancer 323~ X-Forwarded
FrRko

AX HTTP EENEZEL |, 128 Elastic Load Balancing A Ff5RE Y5 REEH.

X-Forwarded #r3k

e X-Forwarded-For

» X-Forwarded-Proto
» X-Forwarded-Port

X-Forwarded-For

EEER HTTP s HTTPS f#9#888t , X-Forwarded-For #&RFRrL A& BHEIRBIZ iR 1P #h
i, ATFARGERSCEBETFHNRSSEZENRE , HENRFSHRER A EPFRIENEITE
B0V IP Mutt, EEFEF M IP it | A routing. http.xff_header_processing.mode
B, EBLEY , ZUUENARFARSIERTERRETEHFRZEBR. REJBR HTTP &
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https://docs.aws.amazon.com/cognito/latest/developerguide/logout-endpoint.html
https://datatracker.ietf.org/doc/html/rfc2616
https://datatracker.ietf.org/doc/html/rfc2616
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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KW X-Forwarded-For #rk., LLEMER AEEE R append. preserve f remove, LLEMRIER
IAME N append,

/A Important

BT iZX-Forwarded-For#R X AR FEZ &R , Rt MiEEFER. REENEFELEY
RIFWRGEAMILER B, FRENNXLERERAEH,

Append

RIAMBERT , NARFENEHIYEE ST X-Forwarded-For iFRFFLPFEHZFHMN IP #bik |,
AR KAE B BB RS RS, IR X-Forwarded-For ERFFAKRBERERKBFERTD |, N9 ERS
BB —NAFF % IP it ERBERENIRL, BN , AFEEIRSFEF UK P itk B MM AHRL |
RE IR LB B LB IRSEE, X-Forwarded-For BRIFLAESEZNUES LSRN IP ik,

X-Forwarded-For BRFRAFEAUTER :
X-Forwarded-For: client-ip-address
THERZ IP #3kh 203.0.113.7 HEF %K X-Forwarded-For &RERKHY B,

X-Forwarded-For: 203.0.113.7

THE=R IPv6 #13ty X-Forwarded-For MIEF %A 2001:DB8: : 21f:5bff:febf:ce22:8a2e i&
SRERKLBY 7RI,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e
EAEYER EERAFFPiREOMKREZEMY (routing.http.xff_client_port.enabled) /& , X-
Forwarded-For #&R#rLBFEMMNE) client-ip-address B client-port-number ( A &%
B). REMRLARAUTER :

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

X-Forwarded-For 117



Elastic Load Balancing NARFAEI9ESR

FF IPv6 , EEE , YAFHYEEN client-ip-address MIMBIFAHRLE |, &F bt RAEFH I

%WO

THER IPv4 #h3th 12.34.56.78, w51 8080 WEFiwHY X-Forwarded-For i&R¥rk KA,
X-Forwarded-For: 12.34.56.78:8080

THER IPv6 #hit 2001 :db8:85a3:8d3:1319:8a2e:370:7348, OS5 8080 HIE FimAY X-
Forwarded-For i&R#rL RHBl,

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

BMEFN preserve EXSBREN HTTP BREIZZI B2 I A 2UEMA X HITIEREFH X-
Forwarded-For #5k,

i BR

BHEHH remove BXAEN HTTP BERAEF BIR2 oI BBREHH X-Forwarded-For #rk,

@ Note
MREFATEFmEOREEM ( routing.http.xff_client_port.enabled) ,
BEtE RN routing.http.xff_header_processing.mode B#i£E T preserve &
remove , MNABEFARIGENEEET M inm OREEME. ©2% X-Forwarded-For #r
IREBAE  IERFBLEFENENGEHBRR , AEEBERKEE B

LIEIER append. preserve ¥ remove X B FRFUEIM X-Forwarded-For ARk R T
®o HMPIP , KI5 —BEHY IP it 127.0.0.1,

B R#ER IE R append &= preserve X  remove #EIXF
iy XFF Fi) XFF iy XFF

RIEFERMRE  GET / X-Forward =& FFHE

XFF #5k index.ht ed-For:

ml HTTP/1.1 127.0.0.1
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B AR A EER

BRER T~ ElE R append #E= preserve #3x  remove EXH
iy XFF Fi) XFF iy XFF
Host:
example.com
KIEERNEE  GET / X-Forward X-Forward T&=#xE
—A XFF #53k#M  index.ht ed-For: ed-For:
—NEFimIP#  ml HTTP/1.1 127.0.0.4, 127.0.0.4
ik, Host: 127.0.0.1
example.com
X-Forward
ed-For:
127.0.0.4
REERNEBE  GET / X-Forward X-Forward M
—A XFF #53kM  index.ht ed-For: ed-For:
ENEFIP# ml HTTP/1.1 127.0.0.4, 127.0.0.4,
ko Host: 127.0.0.8, 127.0.0.8
example.com 127.0.0.1
X-Forward
ed-For:
127.0.0.4,
127.0.0.8

ERZEH A SR, REHBR X-Forwarded-For #rk

o b 0D~

ERERE

3Ii\ o

ESMERTD  ERNBIGESR.
RIS ERS.
EEMENF L, ERERE.
WOWBIEILET , XF X-Forwarded-For #rk , E#ZFKi M ( BN ) . REXB

B LT ML 3T Amazon EC2 ## %] & : hitps://console.aws.amazon.com/ec2/o

6. EERFREFER.

EE®., REHBEX-Forwarded-Forkri , & H AWS CLI
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A routing.http.xff_header_processing.mode &/ modify-load-balancer-attributes

DAL
AP To

X-Forwarded-Proto

X-Forwarded-Proto & R#¥r3k A& By IR BI B P ik S8 M AR S E e E ZN TR ML (HTTP
HTTPS). MRS ERFE BSNETEERSHNARBER BAEANDY ; FERAXTERS,
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- hERAERERESzE , EMIBERANER BT aEABBHER,

- HENZENEREABEREREDY , REERETMREEIMERN , REBRT2REARBHEN,
RYIZELDH-ANEBEHRARLETEEHRENN , FEMNERS 2FEABBHER,

- MREEBBHEATECEEMESR , BRREEEEHER, MREBIGEME—BAR , M2 EFR
AINNZBERERERN , ©FHEABEHENX,

« MRATREDIEANEFRZEESAER , WiZBRRHEEIER, HERRBERER , BFERX
BEABBHER,

« ERARTERNERKDIMNBENIEBE LN , TEERBERHERX.

e EH & EMI8 B st EE

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLEHNARHEET , EFBHRE
EFRBFANBEMRITTRFAFEERE,

FHFHAERETMFNESS S |, ERERE.

EREEMENEL  REFEEXEEIFENEANE. ERAREIERX | FRIFENENREN
0o

6. EERFREFER.

o K~ w0 bd =

EEFERBIFLENTEE , BEEH AWS CLI
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fEA™ slow_start.duration_seconds /& # modify-target-group-attributes 8o

tlZ Hird

HEREMBERE, INBRT |, AREEREREN B A EEN RO MBUICRFE R ZED 2 M
Bfr. ENENBEREMEBRAR , TAERRIRD,

HERIZEMAR , B URMRE,

ENRERATERATNER , BEAUBMTSHERMITEAN , FREGFEEERE, BXES

S5, BSHE MSEHAN. BUUESMITSEFREER —MEHFE , BXEARSELATETRER—
Application Load Balancer, 2B SAHITEREEER , BUAEIABREZEREMHARA
HEE R ITES A,

IET LARE RS 1E B ARA RN INEMIBR B 4R. AXESEER , S /8RB irEEA B R, Ethabig
HEHANETRARERE, BXESZER , HZH BERERANESITRARERE,

EREH &2 B RE

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMBEKRLNAEGIET , EEBHFE,

3. 1%&#% Create target group (812 B #r4H).
4

X¥F Choose a target type ( EFEBEIRER ) | FERFEZRZEH ID EMEFRASEA. Bz IP bk
SEAR B AREY IP bt | SE BN Lambda EREUEM N B #5889 Lambda B3

5. XF Target group name , BABHANEH. LBEMESMNXBWENKS LM — &2
DB R2AMNFR, RARGEFIRFFRHRETR , THUEFHFTLRLER.

6. (®i) XF Protocol (FMR) F Port (% 0) , RIFFEERERIAE,

7. WMRBFREBRNLHIE P tbht , WSTTF IP i 2% IPv4 = IPv6 , BNFEBEI T —%,

AR, NEEEE IP it RBW BT BREELBIRAY, EOEBRAR , TEEXRIP i
HESRA,

8. XITF VPC, i&# Virtual Private Cloud (VPC), #HZEE , X T IP thut B#rEE | a[tiEFEHN VPC
REXEHF LS HAnE IP ik E # VPC,

9. (W& ) ¥ TF Protocol version (IPRA) , BIFEEERERIAE,

10. ( H[i& ) #£ Health checks (Z1TRARE) o+ , REFEEHERINEE,

1. MRBE#REE RN Lambda EE , WA LB 7 Health checks (IZ TR &) £85 F1%4E Enable
(BR) kBERETRARE,
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12. (AIE) RIN—NHZNMFE , MRAAR

a. BIARZEHD.
b. % Add tag (FRINFRZE).
c. WARZENIRZE,
13. &ET—F,
14. (A& ) mIM—ANRZANER, WTAAR :
WMRBFRERBRES , FERE—ARNZIES , BA—ANRZNMRO , REERETEASFE
yiid:Opi= Wi
SEE  EHIMMEEDENE IPv6 it | FEEM IPv6 B FREEA.
MR BFREAN IP addresses (IP #rdit) , FHITATIRIE

a. MFIRFEZEML VPC , Rik$F Other private IP addresses (EftFAF IP #biit),

b. FEHWA IP #rst , REAKGIFAEEER IP i, —RFESTHMA 51 IP #bi,
c. WAFRRERBINIEE P thutmiwO,

d. 1%3#% Include as pending below (£ T H A FEMEI AR N),

MRBFREHR R Lambda B , BFIEESL/ Lambda B , NERBUETSBEHEFIEE
Lambda BE#K,

15. EFeIZEBR4A.
16. (W& ) BANREMTRANFPIEEBITE, BEXEZEE , BSRATRAN,

ZoIEZBHEA , FERA AWS CLI

£/ create-target-group S RIE B4 , £/ add-tags W HHRIEE A , £/ register-targets %
NI E #Ro

BiRARNEITRARE

&8 Application Load Balancer & Hi[a H T Mt B #r & A EF R AN L RS, XENRHREITIRR
BE,

BAMMBHERTRANERBAEARGERNESATARXFNEREBif, SMBBEHRT IS
RSN BRI BARANETRARERERLEZBRNETRL. EEMBERGE , BFRSM
BE-RETRARET RBANERE. EXRABRSTRAIRER , AHEEHSET DFXARNESTR
AL E T M VIEE,
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MR BRAREESTRRTERNEMRBAR , WABHERFERBBAIMAXLERR  MAERXLE
BRIETIRR. XEWE  NREMBESANTARS , MEERBRETETRIRE , WAR
HEBRRERMET R, RUEATRANIREREAZGEEE , AFEAIMEEE AN TAXHH
IR EHRNRE , MAEEXLBRNEITRIL,

TR ERE WebSockets,
BITRRAREIRE

MRKRAR , BEILAFEFEAFHENREESTRARE, XRPEANREERZE API FEANS
Mo MEPEHRFEAEENRO, MXAETRARERRE , §HealthCheckintervalSeconds# 4
EEANEMBFREE -RETRAREER, EMNETRAREBRBRMIN , HEREE/ A
EERERELE. BRmRFARERERT —STRRREERNNEER. IRETRIRER
I UnhealthyThresholdCountiE£R R MR R , N AFHISEERSFEBIRELRERS. HETRRARER
I HealthyThresholdCountiE£E B T 3R at , AEHIIEB X BREHRBRAFER,

RE iR

HealthCheckProtocol 3 BRI TE TR R ER R ESE [ E RN
o AIBERYIIMN N HTTP Ml HTTPS, ERIAERN
HTTP tHhiX,

XMW HTTP GET SRR RETHRRA
iR

HealthCheckPort X B R ITIE TR E i 51 5 15 E 25 6F AV im
H. RINRERFERAENBRARMNATE SR
BEUORENEHEO,

HealthCheckPath Bfriz TR ER B B,

MR MMARARZ HTTP/1.1 = HTTP/2 |, iB1EE
BAMH URI (/path?query). BRIAER /o

WRPIRE R gRPC , BEEAER /
package.service/method I BEBHENE
TR E T ERERE, I /AWS . ALB/
healthcheck o
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B AR A EER

RIE

HealthCheckTimeoutSeconds

HealthChecklntervalSeconds

HealthyThresholdCount

UnhealthyThresholdCount

Matcher

B FRE1TIRR

DU

D¥ReuEEE , FHEBEA , ZEXRE
BRI ERE L EZBISETRARE, SEE
N2-120%. RIMERN S B (MRBEMREER
instance H ip ) M 30 ¥ (MR EIREKER
lambda) ,

ENEVEHNETRAREZ BN KL EE (M
MREA, SBEN 5-300 ¥, BRIAER 30 %
(MRBFREERN instance R ip ) M35 #
(IR B#REEN lambda )

RAERE BN EREBITZ A& NIELSRE
TRRRER IR SEEN 2-10, FIAMEN
5

FERAANTEREZAAMENERZITRARE
KMORE. SBER 2-10, FINER 2,

KEXREB BRI RN EEANRE, X
REBBEERE S FIRA R,

MR IR AR HTTP/1.1 5 HTTP/2 , M7
BERY{ETE 200 B 499 2 (8, ZBAIEEZHN
& ( flzn , “200,202" ) =X —KRFIE ( i, “2
00-299" ) ., ERIAEH 200,

MBEHWARA R gRPC , NI ATEERYETE 0 T 99
28, BALEEZME (Flm, “0,1”) H—F
HIE (i, “0-5” ) . BRIAER 12,

EAHGERODBFREIETRRREBRZH , B4 BFROEMBBHE , EOURTHAVFEEH
Bid , ARRENNBHEREAERNTARX. BRL4TTEINBEESTRARE  RETREER
KERFHBERNIER. EERESNHSTRARESR , 2IREN Healthy,

BB TR

140



Elastic Load Balancing NARFAEI9ESR

TR{ER S EM B FRRY EFRSH ATEEE.

=] i 87
initial MBI IEL T5EM BRI BT ARSTRLE
B RES,

#<FEE S : Elb.RegistrationInProgress |
Elb.InitialHealthChecking

healthy BARIEE,
MXRERE : kT
unhealthy BRAERAMZETRARERABIEZTRIRE,

HM<FEE R : Target.ResponseCodeMismatch
|Target.Timeout |Target.FailedHealt
hChecks |Elb.InternalError

unused BirAEMEBIBEFRA |, =S NhREHBRA , HE
BREREBRRANTARXH | & BirFELEHLIEIR
o

FXEE MR : Target.NotRegistered
|Target.NotInUse |Target.InvalidState
|Target.IpUnusable

draining BARERBUHEM | EEEFER,

MRIRENH : Target.DeregistrationInProg
ress

unavailable NEEAZHETIRARE,

FM<FEE RS : Target.HealthCheckDisabled
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B AR A EER

EITRRRERRENAS

MR BRRIRSRE Healthy BAAREME , N API FHR[E R RE AR MER |, FHEFERER

MER#R, LA E1b FF A8y REREIR B AR 3R iR
RETRAREIBNAIRRENESRESR &

FRRERAARTE
Elb.InitialHealthChecking
Elb.InternalExrror

Elb.RegistrationIn
Progress

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

Target.HealthCheck
Disabled

Target.InvalidState

Target.IpUnusable

Target.NotInUse

Target.NotRegistered

Target.ResponseCod
eMismatch

SRS EHEER,

5B
EERITIRETRIAEE
HTARBER , SITRIREXRK

B FREM EE R AT

B PREBUH E M IEERATH

BITRRRE R

BITRAREEEH

B #R&k T IEIRAS

B iR TLIBPRES

B #r4b T AU HF LIRS

B R4k T ERORES

% P it ER N BIGERER  RFTERERR
B AR B HREEN PR EABIOESRNRE
Bt TRBENRBEEREANTRAKX

B #RARGEM E B FR 4

BITRERELIK , ERUTHRE : [code]

, WL Target AW ERAREEE B Frim

(o] ﬁ

BITRARERRNARE
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RRRB i BH
Target.Timeout BERET

BEERNEITIRRL
BRI R S BRI B ARAM BARIETROR.
R AR E B FHETRR

BN LT M 3TF Amazon EC2 ##l4& : hitps://console.aws.amazon.com/ec2/o
ESMERLEHNAREET , EFBHRE
EFREENEHRUTFHFEAEE R,

£ Targets W+ £ |, Status 51 REA B FREVIRTS.

WMRRES R Healthy BAMAEMIE , WRBHAERIINESESFERE. BRETRIREXRK
KE B , BSHRESEER.

o & 0 bh =

EREBERNEGE , HEM AWS CLI

£ describe-target-health 5%, W THAEIEBRETRA. MRRSE Healthy SIAHE
fAI{E , W HEaEFRERAE,

BEREXRSTIRRTER B ARy 8 T H44E A

£ CloudWatch Bikfit & Lambda BUAREBXTREBRNIFHAES. BX step-by-step i
B, BN TEENE | RAARTESINETRRTEN B R,

R B FEANESTIRARERE

& LA RE RS R B AR AN B ITIRA R B

RIEo
EAEFARERERANETRIRERE

1. B LT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMERLNAREET , EFAHFR4A,

3. EEFEBEFANBHLITHARFEHAFEERE,

4. FAHFHGEREATFNETRARERESN ST , XERE,
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5. 7 Edit health check settings (JREBEZTIRARERE) REL , REFEBRRE , RAFER
Save changes (R EE K)o

EEQRENFANRERERE , BEM AWS CLI

DA
AE)

{# A modify-target-group

[o]

BiRA R H X g9

AHTERNTLFREFFENERIBELAEIMEIR. ERABETRAXAREESE , 81 N AH9ER
T REEFE BEM AT A Xy 2 B Rz B o ﬁﬂumso ZRETRAXAHEEERE , S/ A0SR
TREREETAXTHNEIMEREITERE. XAERREN AJAXHESML LT XEERE ,
M ERETRE RFATAXAZETIRRAETARX EE’JE‘"F] HEWEEMILR,

NTNARFAESESR KA EAROERAINERAETAXAREE , FEATEXRHA. X TEIR

4, RURBREAARSEHERE | BLTUETE B RARSNEXNETHK AR ERERR
NG,
EEER

- HBEUARXATEERAN , TXIFEREM,

- YBEAUAXASEERMAN , TXiF Lambda BEEER B 7.

s MREMEFRNSE AvailabilityZone RER all , MZERAES
ModifyTargetGroupAttributes API X E T A X AHEH 2SI IR.

« EMBFRET , AvailabilityZone ZHEL4EFEN ., NABAAXAFSEEXAN , TATREATA
X{E., BN , ZSBE2BEHAUNA all,

S gEN S

- HNENERE , EETMANANAETARAAYZBH BEIRRE, MREENMESENTAK
MUEBHNERE , BINBEUEKESABTAXAREE,

- FAZANENARENARFARBERN  FRAMAEMAHSEREXSNNEARTAX, X

RATEBREBTAXABGERARNTRARNZ , RAXSNHEAZTHXWAAE HTTP FRA4
& 503 iR,

- BHEUNRZETIN, NAREFAHRYERESY FoFREXE P it |, X4X HTTP B3R
fit & 503 £5i%.
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- BERERERT , XA TETARASESENEMAESNTRAXBEZBNITY BREE , BAH
XHWmRAEBIRHESFESE., SELF - NEFAIEMEETRRTERN BIRET , M DNS #F
BERABIGERE T KB IP sk, EEREARBED —PMETRAREFNEIRG | IP BILFIRE S
DNS,

X5 A i X Az 9 E
7] BB 3 B AR B 588 B AR AP IS I A R S B9
PR 4 5 B PR (X S8R 19

1. BT MUEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMBEHLE Load Balancing ( S18359% ) T , %% Target Groups ( B#r4 ) -
3. ERBARANEMUITATREFAGEERE.

4. 71£ Attributes ( B ) %I+ L |, %4 Edit (FHE ) -

5

£ Edit target group attributes ( 438 B fr4EM ) WE L , 9 Cross-zone load balancing ( #
RAXAEGE ) &#F Off (<A ).

6. i%#¥ Save changes (RFEEX ).

£/ AWS CLI X0 A X g5

£ A modify-target-group-attributes @ , 74§ load_balancing.cross_zone.enabled B#i&
B false,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=false

LA 9 W R R 45

{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "false"
.
]
}
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B RABE A RAX A

ST LARE R X L AR B 0 2R B AR B RS W A X A Eiia ., BARARAMERAXAHEERE
SEZNHHERRFINIRE.

EREF A B AETHX AR E

BN LA T Mt 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESME LM Load Balancing ( A$9% ) T , #%&#%F Target Groups ( B#r4 ) »
EFEMENBEHRUITFHFEAEFEERE,

£ Attributes ( Bt ) I+ L |, %£4F Edit (%5 ) -

£ Edit target group attributes ( 4r%& B #r4AE™ ) WE L , )3 Cross-zone load balancing ( A
AXAEIE ) EF On (TF7F) .

6. i%&#¥ Save changes (RFEEX ).

o M o bh =

£ AWS CLI F AB /T X s 8

A modify-target-group-attributes 8% , 7#4¥ load_balancing.cross_zone.enabled BMi%
BN true,

aws elbv2 modify-target-group-attributes --target-group-arn my-targetgroup-arn --
attributes Key=load_balancing.cross_zone.enabled,Value=true

LA 9 W B2 R4

{
"Attributes": [
{
"Key": "load_balancing.cross_zone.enabled",
"Value": "true"
1,
]
}

BArEIZ1TIRR

MANBRT , REEREAZELE - MEITRARFNERR , REBANESTRRRET. MREARHFIE
RA, MRE-—NMETRRRFNERANRERERSETBH, Ak , EUUEELIEITRLREF

BRABATRAXAHRSE 146


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html

Elastic Load Balancing NARFAEI9ESR

HERBETRIFZFEES L, ARIETRRRFH B MR T 5 ERER B9 s REUHB LR
. ZHATLRSTAM.

BATIRIR MERSHIRE

ERBAUATRFEESITRLRFHIE !

- DNS HME#E — SEXEHRSTRARFWEHRETHER , RIS DNS R XER AT
EERT R P UARIEANETRRTE. Bt , SFF RS AEISES DNS 246t , REF2
{RB& B BE TR RIFRI X8

- BEBERE - SEXSHESTRIREFNBERETRER , ARSERSFRERET ABGER
TRUANABEER (BESTRATMENER ) . XENTHFEFREZERIVIS , LEREBR
LR AREEITESTRARERN |, FRETETRRRFH BRI AR

ERFMEEEM

« FEeFItThee AT B#52 Lambda MHBH BRE. MRNABEFARSEHREMZARIERILE
RINER B R , T EN DNS HE#BEERHE.

« MBARTURFREE T RPRENRE (ITHNEI ) |, WARSERSEERE—RERNNITZ
B,

« MRNXWTURIFEEREETRE , N DNS HEXBHRELAKRTRETHRABEEBHRE , A
£ DNS HERB L ERHRERBN TR E,

- MREHHEBEENBTL , RN EFREEBFAFTEMN BREBASITERE,

- BRREBEURTXAERITABEXEAEIE, MREXIHAFIGEL T XRARS , WENTIXE
BEeXEHHERKERE  XEREREFSINATENEEAXREFNERKE. MRETH
XAFHEL FIHARS , BN /RERELEZTMEEEAXBHNMERN , XEKREEEN
REFNREATREERARE+FHBIREH.

- @ DNS #EH#E , RIS NAFIIEEIHN DNS 4B P HIBRIZ TR FEXZEMN IP thit, {8
£ , £ DNS i2FEFH time-to-live (TTL) E/H (60 ¥ ) 28I , A F /i DNS EF A ALEEix Lt
P bt

- Y K4 DNS MEHBN , X MEAFIIEHHFXHENAEERE, FRKRIRXEHPERBENE
ERNGEBXEFARE , AHREBEXFATIHEXANERLT.

- £/ DNS BB , MRAEATSEHSXEBHEAANSTRRTE , WABIERLSTFRELR
EERAEXE (BEETRATENRXSE ) .

BT ERS R 1 v
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- RTRBARBETRAREFNBIRAIRESSH DNS HE#B 2/ , EEHMRER , fHIUXENE
TR

g
BRRERHENRERRN , 55 H B inEH A8 B CloudWatch #8547
ol

LR RBNER T SA R A B AREE TR IR B
M=

« X AMBAENTAXN RS ERS
- BANTAXFIE 10 MEMBE R
- BEREERUTERASTRRRE !
- DNS #fE#¥% - 50%
- BRHEBERE - 50%
« TAK B HEAMEIRRK

MREX RIS E XA

« BMNTAXFHAEEERTRAGNREBLEZNETAXAN 10 MEFR.
- FARAFFE10NMETRAREFNELRR , FEAMFENETRARFNBIRE D k. BT R%s
£ 10 MEITIRR REFH BARZ B 2 ERE.
- TARKBHRBA4NESTRRARFNER , STAHK B RAKBERT KERHN 40%. HTXET
FIRNETRARFNBIRED L , ABREERSMITUTERE
- DNS #[E##% - ATAX B £ DNS F#HARIENETRIATE. BT EF BT EFABIGEREN
BAAAAKX B PHNAFEEERTR] , ARTARKASTRRARY , AkEFR2OTHAK A X
EHEE,
- BREMERY - SEERBLANTHAX B, ARGERSNRES BRI TAKX B HHAE
B (BRETRATENEIR ) . XEFAIULERRSITRR BFHN BIRREFRT,

MREX B A EITIT
« BMABHERTIATUERENTHXPRRE 20 MERBIRRERE.
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- AAXAFE10MNETRARHNEN: , IAXBHAEA4NMNETRARHFNENR , BEHE 14 M
TRRBREFNER. ZRANATARPAZSERTIERN 70% , FEMENETRAREFNE
REDHE

- AFEER[RFEFNTARA 14 MNETRRBRFNERZBSERE.

EREREASTRLIRE
EAEM T A RER BRAN B FAETRTRE.
EREHAEYEFEAETRLRE

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
2. ESMERLNAREGE T , EFBAHFRA,

3. ERBAMANEBEMUITTREFAGEERE.

4. 1£ Attributes ( B ) %I+ L |, %4 Edit (FHE ) -

5

KRERFEERXATEXSAHGE. REFEEMLRE  UBREXSHAKENEEES
HBBRLEHFHARE,

B FF Target group health requirements ( BFRAZETIRAER )

7. XF Configuration type ( EEEZRE ) , HATRBIIEIESE Unified configuration ( Z—BE ) , ©L
AANREREMHEBNEE.

8. XITF Healthy state requirements ( ZTHRR BIFRSER ) , BHITUTRIEZ— -

« 1% Minimum healthy target count ( ETIRIEEFHBEHRREITE ) , RERANT 1 EE
FRAM R KB RBZ BT,

1%£3$% Minimum healthy target percentage ( ETIRXBRHFHNERREBE DL ) , ARHA 1
F 100 2 HHEF,

9. EERRFEN.

o

EESNERBEANERRE , BEH AWS CLI

% A modify-target-group-attributes @ F . AT REMFANMNESTRATERSBRENZTRRERFRE
B’EN 50%.

aws elbv2 modify-target-group-attributes \
--target-group-arn arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067 \
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--attributes
Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50 \

Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=50

R A HE S Route 53 DNS HEH# %

WMREEA Route 53 ff DNS EifjIFHEI AN A EKITHRR , B AILUFER Route 53 RN AT ERE
B DNS #E# B, EAREBEES , Route 53 R EAFHIIEERM B iv4E BN E TR AEE B
HREATH. NRSEEEMIARYERINETIRREENER , SMRAREREFZTRRT
£, W Route 53 £ REHEBFHMATAREIR , 0 Amazon S3 FIEITIRIR EEN AFITE RN ER
N

Flmn | BRIREE—NATF www.example.com B Web NARERF , HBEEFEFEAETRXEBRNFH
MBIERZBETHARES, EFEREFTERHE —MXEPHNAEHEES , AEEFEEXR
EWEHRENS - NXEPNAEIESRAEZD. WREE DNS HEED | N IEEEN EMNE
By (B 17) B9, MREAFIIERTA , I Route 53 S REE[ B EATHERS , FUXF
REE MBI ARG E R,

£ A 1P 4 B ARz TR0 Zh g

- SNABRFAESESRIBIERLENTEBERBEITIRLREN Yes &Y , Route 53 FFiTfk alias
target EEENRRNESITRL. X TNAREFABIGESR , Route 53 £ SR ERREKE
BEREABEITRIRE,

- HNARFAESERPHEEREASEITERR , Route 53 23| B IEFIRIENEITERE. W
REFGEEDEE—NMEITEEN B, BHREAFBEETRRRE, AF , Route 53 2BIFER
BRI RBIREIIDR, MREMHKBEBIRHEKE , I Route 53 RE E12RK,

- MENARFABEERFTNEMEFRAZITAES , N3 FIEFFTEBET Route 53 BITIRAKE
( RBESF ) o« MREATEEFRZITIRON , WRREBEBERES KW,

- MRNARFASEESRFTHAEERASNZE (LB ) , U Route 53 KUNZIEFRETAER
( RBESF ) o« MREATEEFRZITIRON , WRREBEBERES KW,

EXEZEELR , 1528 Amazon Route 53 F X A RIEEHHIELE DNS HEH#H,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
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[ SR/ B pR4EEAM B FR

FEREMEERE. ZOEBFRAN  EEHBRERE | kXRBANHELNMEMREBER. fw , &
ATLUGEMSESI ID, P tb3ik s Lambda Bi#. BXEZER , iS4 Application Load Balancer # B #x
4,

MR M BN FEREN , BALUEMEMBERAEREZER. EEMERFLEERE , &
B EMEIEHNBERE. REEFMEETXABMBEISHNBETIRIRE , ARTERRIITEFER
B = B FRo

WMREFMERFIRBOHEETEN BHRRMARS , UM BFRABUEEM B 5. BUEEMEANE
i, MBS E SR EME LA REBEEZE R, EBIVERIFRUERE | BAIERE B A2
BH#r4,

EECHEM BfRE , ABRBERL2—EEST , BEERHTHPNBERTH. IHEEEZEER. TEEERY
B , B#REVIRASH drainingo

BUHEMES IP ibEMEy B v/ , YMERFIUHEMERSE R , RAlEF ALEFTMERR 1P i
ik

MR EBEISA D KEMER , MALUF RIS 5 Auto Scaling A—EFEA. FBRAEEE
Auto Scaling A} BiZ4E Y EJE , B Auto Scaling 433 BY= 6 B 30 7E B Frd o, MR ENE
¥réE 5 Auto Scaling A9 & , NIKHlSBIMNERAHECEIM. EXEZER , ESHE Amazon
EC2 Auto Scaling AP iEm P A E 5 #2553 2 Auto Scaling 4.,

Birke4d

TR EC2 SKBIEM N BAret , BATBRXFINZ LA AR FABIGEREMTREOMESTRIRE
i O SRR K A TEE

HEERFHL N
Inbound
Source Port Range Comment
HHUHHR HHah EXRGTEsw O EARTFRE
MEHESERNRE
HUHHHH B HHuHHH EEETRRRERDO EALTFXR
BHREESEFRORE

SER B =


https://docs.aws.amazon.com/autoscaling/ec2/userguide/attach-load-balancer-asg.html
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RMNZEBWEARYF AL ICMP RE2UZFRE MTU £, BXEZEEL , F5% Amazon EC2 A F
BEEH MTU X IRE,

HETFR

SEERBHEHRE VPC REIBNARFARGER. SEETRIMERSHNAZEN FHPEITH
B 7o

SEMSECHEM B 7

80 BARA R BARREVR I E A iZ B AR B An. BXEZEER , 15 H Target type.

RS

- BIXHIID EMFEBUEEM B IR

- B IP M EUEEM B AR

« EMTES Lambda BEHEK

- f£F AWS CLEMRBUEEM B #5

B 1D EMECHEM B FR

(® Note

MRS ID R IPve BARASEM BARET , XN BIRDBEE IPv6 tiit, ETHMEZES | &
2% Amazon EC2 AFEEH /Y IPv6 it

LI A F A8 B #R4E 38 E M Virtual Private Cloud (VPC) Ao HESEMEFIRT |, SEHIE AL TF
running R3S,

£ A2 H A X6 1D SEMIEBUEEM B #r

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLLHNARHEET , EFBHRE
EFEBFANBMRUITTRFAEFEERE,

R B RETR,

BEMRA] , HRFIMBEIR. RFE-IRSIEH , REFEMARUXRSRD , RAEEEET
EAFEMN RN RINTRBE | EEFMEEMB 4R,

o K~ w0 Dd =
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
https://console.aws.amazon.com/ec2/
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3 ==
EE

- KPIXMEFDEE IPve it , FEEM IPv6 B #R4EEM.

« AWS GovCloud (US) Region ™ X ARG & £ B E IPv6 bk, BATER APl £ AWS
GovCloud (US) Region s A% B IPv6 Hbiit,

6. FEWHERM , FWRERM , RFEREH.

B P ik E A SR EUHEAM B #r
IPv4 B#5
SEEMEY IP it 4R E T 5 CIDR Rz —

- BFR4AH VPC B FH

- 10.0.0.0/8 (RFC 1918)

- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

BT EER — VPC M3 — 4 Application Load Balancer B IP #idit, #15R 5% — Application Load
Balancer L T 51 #1988 VPC XZE# VPC &, M AT LUEME IP #bit,

IPv6 B #r%

o BUEMEY IP #huk A F VPC CIDR SRAHEXZF VPC CIDR RA,

EREH A% IP i M S EUHEM B 47

1. BIE LA TMuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
ESMER LHABEET &R BHF4E,
EFEBFANBRUITFEFREERE.

1£$E Targets (B #5) &I+,

XM P bk |, BiEBREMEF. TSN IP btk | EBNEK | WA IP thut MO |, REE
BRETEUEEMOERNSDM, BETHIUE | B TMSEME iR,

o M w0

FEATSEUEEM B AR 153


https://console.aws.amazon.com/ec2/
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6. FOXH IP it , HIEER P iyt RERFEUEIM. MREESANEME IP it , WA R
DA DRI RS S A Bk P IR IR B S BY o

SEMSES Lambda Bagk

BA L EEN BARAEM £ Lambda B3, Elastic Load Balancing #4288 Lambda B ZRHI
R MRZTBEHEFEEEMN Lambda BB RERE , N LUEEEBUE M. EBUHEM Lambda BEK
B, HITPHNERSEK , HER HTTP 5XX iR, EE# Lambda B , RFZLIE— W B iR
H, BXEZEER , HZH Lambda BEEEN B 17,

EFEAFEH S EMHEBUEES Lambda B3

BN LA T M4 3TF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMBERLHNARSEET , EEBHRE

EEEMANBMUIT TR FHAEERE,

% B AL,

R AR SEMEM Lambda B %k , Ei%E$R Register (Efft). % Lambda EIEHEF Register (£
o

6. ZEEUEIM Lambda ER¥K , §i%3% Deregister (BUHEM). HRFIRTEHIAR |, &2 Deregister
(BUEEM).

o b w0 bd =

ffEA AWS CLIEM S EUE EAM B #r

£ A register-targets e BRI B #5 , HEA deregister-targets S HIBR B #7.

Application Load Balancer Byt &1iF

ERIANEIR T , Application Load Balancer 2R #EiE E M B E L STIE R A AF MO E
¥ro BR , BRI FERAMMERIEIIRE (M NREXEK ) , FARSESREBE AR EREREFEN
B, XA BREXEHEGREAFNAEERRETR—BfRHP,. N TEFRSERUEREF IR
REFEEBRHVRSFRER , LLERERA. EFEARESE , BERHAMEXEF Cookie,

Application Load Balancer X#F&E T 41 E A Cookie MMEF R AREFH Cookie, MMELFLEBR
HRFBER. EANEBRATHEEAETISEMNRAIRNEYE, ETRARRFMEARIEM S,

EENMSENRBRBOENTSESR —BUEFAFFREBHIE - BFNNEKE, MREHVNARE
FFiiHE B CK2E Cookie , WA AEAETNARFIMME , BREBER X Cookie FREREN
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
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R F£1& Cookie IEERIFERTE, MRENNARFXEESHWLIE Cookie , M AT LAEAE T#
SZatE R MERE R E R BIEEFEN RN A EHE IR 21E Cookieo

MEITEERERHY Cookie AREARMBAME ., LT ERBEIE XA BEHRERR Cookieo

X F XA ERA | Application Load Balancer S EE&XEREERKHE Cookie BT HIHAR, MR
Cookie I Hi , 2iENTBEEANYE , EFWAIZM Cookie FH XMiBR Cookie.

ER

« HTTP/HTTPS & 9188,
« SMNTARAELE - MNSTRRBRFHKA

EEREM
- MRBAAXNSEEEER , WAXEHF2E. ZABTARASHERZRERATERE
Mo

- WFEFNHARFH Cookie , /M BEFRA NI EINIEE Cookie BFr. ER , W TFEFIFL&LaTAN
Cookie , FtE BFrAfFEH AWSALB 1E R HE—B B Fro

- MREFEANRZE Application Load Balancer , N A LAEAE TR AREFH Cookie EFFERE
A#MAE, BR , MREAETHEREMN Cookie , BMRELE—IMNELBSAKMEELTE  BAX
AWSALB 2 M — 7] F Y & o

- ETRAEFHNRETESMBRAESER,

- MRBEFE—NEBEZNEMEANELRERE , FE— I IS EHNEAEBRATHERE , WATER
FRAR B S AR,

« WebSocket EZART E MM, WREFIHERALERE WebSockets , NIREEZEZHA R
HTTP 101 R E B ¥R 2 WebSocketsiEZH A BFR. WebSockets ARTHGE , MAEH
ETF Cookie RI¥5 1,

« Application Load Balancer {£ /A Cookie #rkHH Expires BMEMAT = Max-Age B,
- Application Load Balancer % #F URL 45/ Cookie 1B,

E TS5 AR E

ET &R EER AR E R LRI Cookie (AWSALB) ffiEREHE BrEAPHE—B
#Ro Cookie A TR ERHFEIBIR. MREHNARFXEESHWRIE Cookie , BAILIEEB S
MR E |, FAEEARGE R —ButR AP EREH 2 E — B ARV EKE.
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HAFIERE - RBECREEFHNERN , B (RBEEE L ) e RBHBBRHEREN
AWSALB 9 Cookie. BE2FTIEE BIrHAEXERHITHRRED , INZ Cookie , HENE P HH NS
& Cookie. MEFHEFERKE Cookie EEBEW 7 XEIMmtE , BEFRIBEE,

EREFERP , EF WM EE AWSALB Cookie, HAEHERWEIRBEE Cookie HIE F imkAYIE R
i, ESRNEZERAFBERBHEIE —BHR. WR cookie FEELERED , RECTENREIUE
EMBAEFENER , WABIGEEREFE— 1 B ARAERBXH B IRNESEFH cookieo

FFBEEERLE (CORS) EHXR , HLKESSameSite=None; SecureEEFAMM., I 7T XX
RIS MEEEIRBRESERE =M cookieAWSALBCORS , EFEZEEREKBMM cookie #[E
MEEUKREM. SameSiteZE WK EIFH A Cookie , BIEIE CORS HEXK,

EREFE B AE TS R AR ME

BN LA T M 43T Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.
ESMER EHNATEIET , EFBHF4E,
BEFEEENEHRUIT A HFAEERE.

EHFAGERATFHNEER D , EREE.

7 Edit attributes T £ , HUITA T84k

o ~ 0 bh =

a. IRFEREM.

b. XJF Stickiness type ( Stickiness & ) , {F#%#® Load balancer generated cookie ( fa%13
#EREM Cookie ) o

c. XIF Stickiness duration , fE—NNTTF 1 ¥ 7 Xz BEHE.

d ERREEL

ERRAETRHENRNSEY , H6ER AWS CLI

£ stickiness.enabled # stickiness.lb_cookie.duration_seconds &/ modify-
target-group-attributes 5o

AN T+ B RE TRt E A R,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true
Key=stickiness.lb_cookie.duration_seconds,Value=time-in-seconds

<Nk VES DS >SN S
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
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{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
.
{
"Key": "stickiness.lb_cookie.duration_seconds",
"Value": "86500"
I
]
}
ETNARERFRRHE

ETNARFHMMETULEZR B AIZFHERMEIRESCHINE, BRAETNARFHMMER |
M EESREECE ETE - MEREHABBERANN BEiR. AEAMMY , BFRMREEAFHE
788 FELEAY Cookie IEEIRY B E X M AT Cookie, Il BENX Cookie AIEE N ARFFIENEM
Cookie & %,

% Application Load Balancer ¥ Z>k B B #5# B E X R ATEF Cookie Bt , E< BB £ NZEH AN A
f2F Cookie , IR M E R, AR ERN R ARRF Cookie INEBNEHETRARFN
MR BRARREEE R,

SRR IR FREF Cookie T2 EHIEIMREBEMEENX Cookie WEM. THCHSHIHIE R

TR, XREFAREN. ENEFHAENF , Application Load Balancer 1R ¥&iE1E B #R4H & B B HY
B7E X Cookie B , MARIEEE X Cookie WEHREHEM, REZHLTE , AFYESRENL%

% Cookie, B#RIZEN BIE X Cookie AR gk 39# 854 MBI A2 F Cookie , SRR % i o

EREFRF , B WL Cookie KIEE AREFME, NBITERLMBENARERF Cookie |
AREBEENHERENBRENABTY. AE , ©REA Cookie PHEERIBERRIET BFHREATRH
B—B#r , SMRIEHE, AREERELSFEENLNARERF Cookie KEF B , MFAREIERE.
EEZBNT  SNEAFEER EEEN RS ERERNNARRF Cookie K EIHH R M A M4
NEFTEE. N TRIEFFHMERZEAVRE , Cookie WEIHHIRMA MFEN R LTE KX,

MRBEFRARMEE BRETIRRTME , ARGESRLKFILFEREHIZER , ARBEEARIGESR
ERERFNESTRRARFNER. WE , ARSGERFXFE NN EE MM BMOEESTER , H
PEFERBAEFHNERSTER , IEZXMBEREREEREZT.
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FHFEREREE (CORS) iHR , REHAFPRERAN Chromium80 HRE SRART , fAFKIG#EESF
24F SameSite=None; Secure BHARMBIAEKIGE LKW B AERF Cookie K3 AR,

BT RSB0 B2 Cookie FIAR/NREIN 4K , A AEHEER ST AT 4K WA AR Cookie 7
H %A Cookie., Application Load Balancer & KX 16K B Cookie , Rt &Z A AAIE 4 N R K

HEAEFIR. BEFIREEMNRARERF Cookie BFLL “AWSALBAPP-” FFk , HEBE—MNFEBES.
i, R Cookie K/MA 0-4K , NFFinaEF AWSALBAPP -0, I8 cookie X/NA 4-8k , MEF

I & E AWSALBAPP -0 #l- AWSALBAPP 1, fikIlb3E#E,

EREHEERETNAREFAYE

1. BILTMuLFTF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o
2. ESMEBERLNARHEET , EEEHFR4A.

3. EFBERANEBEMUITFRFAGEENE.

4, HAFAEERETFHNEMERI F , EREE

5. 1 Edit attributes JT £ , $AATAT#R4E

a. iij:¥*l|j’|§:-o
b. XJF Stickiness type ( Stickiness K& ) , Fi%# Application-based cookie ( E TN ARERF
#9 Cookie ) o

c. XITF Stickiness duration , EHEE—MTTF 1 ¥ 7 XZBEHE.
d. XIF App cookie name ( M2 Cookie &% ) , B AR TNARFH Cookie & Fro

B0 AWSALB., AWSALBAPP. X AWSALBTG £ Cookie B ; Ef1HRZ LA A5G
fEsfEA.
e. EBRREENR.
ERRETNARERARMY  FER AWS CLI

FERH AL TE MM modify-target-group-attributes &34 :

* stickiness.enabled
* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
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ERAATHTERETRNAEFAMMYE,

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true Key=stickiness.type,Value=app_cookie
Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name
Key=stickiness.app_cookie.duration_seconds,Value=time-in-seconds

51450 L R 4L T 5L 7R 1

{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
},
{
"Key": "stickiness.app_cookie.cookie_name",
"Value": "MyCookie"
},
{
"Key": "stickiness.type",
"Value": "app_cookie"
},
{
"Key": "stickiness.app_cookie.duration_seconds",
"Value": "86500"
},
]
}
FHEFE

B LY Re , MREFRREREEEN , WARATHEEMSBARIEFE, EXHERT , &7
ERLT MM S ELEE R LR

- SR AREFERKI Cookie I HiHABRIE BE7E =6l H HAFIAT B 2 8. XA A LABS IEE P iR Cookie &
12| Application Load Balancer , N E# Bz B ¥R S iE,
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B AR A EER

- NAHRBSERETNAEFOEEEEREFEEWIGENE , Fl 1 ¥, X#FFF58% Application

Load Balancer EF I ¥4 , BIfE B FriRER Cookie 18 AR HA,

Lambda B ZXEN B #r

IET LARF Lambda ERBUEM N B R H STV 25 # N EL B R iE R & B Lambda BB B FR4A., YA
HYERHEREXDEFRAHER Lambda REER BArEt , ©E2 VA Lambda BB FH LL JSON 1%

X RERABEZES Lambda B,
PR &1

* Lambda M B REALTN TR -KFH , B TE—-XEF,

- BAPKAEF Lambda MHHEREXWRAKNH 1 MB. AN ANRHE
Bl

» Lambda BEEAI LAKIERI IR JSON BIER A K/ 1 MB,

« WebSockets X%, AHRERMIEL |, HE R HTTP 400 K58,
o FXEFARMWXE,

- AXIEEFHBRNE (ATW),

AES

- ##% Lambda ¥

« 7 Lambda B ¥ 6l B #r 4
- NS SREREN

- IRIAFITHE R

- ZERX

« BRABITRIRE

« X% Lambda E%K

BXER , 55 Application Load Balancer E#J Lambda H #%,

A% Lambda EZK

MR EHF Lambda E$E Application Load Balancer —#2{# M , ML TELIGER,

, IBSH HTTP 45k

Lambda B %RED B #7
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
https://exampleloadbalancer.com/lambda_demo.html
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A Lambda E AR

MR EMH AWS Management Console | 2 B #7487/t Lambda B3# , #2%18 2K REFFT
FEHRPRARINE Lambda BEEIREE, BN , ERIZBFAAERIMERE , BFERA IR

PR ©#&% F Elastic Load Balancing A Lambda MR, AWS CLIRMBIUEER
aws:SourceAccount M aws:SourceArn U RRENIEEEENEBEAAR, BEXESZER | B
ZH IAM B EmR PR RERE AR,

aws lambda add-permission \

--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \

--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \

--source-arn target-group-arn \

--souxrce-account target-group-account-id

Lambda BN E AR AN 12 &

ER AN A BAREEM — Lambda B8#. NBRETUE R Lambda B H B A ERAL A
A S BIRAH Lambda ¥ , FHE @ RAEBEREM Lambda BERET 632 —NEREA B HEBEE ARN
RIEZBNE. BXREZEE , BSHAWS Lambda FF A A RIEERHFHAWS Lambda B bR 412 &l K]
BB AR ER B BRI REBRE

B 30 B
NHBERL-EFF , BEREN Lambda BHMNREN, BWEBRERBETHELEE Lambda

EREHER ., BXREBINEREURIMAERZENEES , BSRER AWS Lambda BEELE, BXT
BEENRABRENESE , 38 AWS Lambda R,

A Lambda X ¥ 612 B #r4H

B NEEBERBHFEANBRE, ORERNBESMFTHRANTE? BEEAEFZABTHRELE
PRARRE , MRS ERKEA S IEME Lambda B

EF R4S 002 B ARE HEM Lambda B3

1. B LT MuEITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/.
2. ESMBEKRLNAEGIET , EEEBHF4E,
3. 1%&#% Create target group (B2 B #r4H).
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https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/lambda/latest/dg/versioning-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/versioning-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-traffic-shifting-using-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/resource-model.html
https://docs.aws.amazon.com/lambda/latest/dg/limits.html
https://console.aws.amazon.com/ec2/
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4. FFRIFBEIREDR | % Lambda BEEG
5. XF Target group name , A B #rA K& o

6. (TAk)EFAZETWAKRE , B Health checks ( BITIRRRE ) 2B Hi%$F Enable ( /3
).

7. (FE) BRI —ANHBZ ML, TR

a. BIFHRZEHD.

b. i%#* Add tag (FMIFE),

c. WARZRIFZHE,
8. BEERET—H,
9. EEHEA Lambda B , EZRBL LT RHAELFIEE Lambda .
10. E#ZF6IZEBR4A,

£ AWS CLIEIE B #r4H HEM Lambda BER ¥

£/ create-target-group H register-targets %

MRE D E a2 KN E A

AR ZFES HTTP M HTTPS # 1T KM Lambda . AT EITXA JSON XK
BEEH, NEYERFUTHRRNBIENER | X-Amzn-Trace-Id, X-Forwarded-For, X-
Forwarded-Port 1 X-Forwarded-Proto.

MR content-encoding #RkFE , MEIIE IR SXS IE#H 1T Base64 4miE H Y
isBase64Encoded iRE N true,

ME content-encoding ¥Rk FTEHE , Base64 mIBEURTRAER, WFUTRE | A9
BIRFEBERIXIENH T isBase64Encoded REH false : text/*, application/json. application/
javascript # application/xml, &N , AFKITEBF X 1IE 3 # 1T Base64 4mtE H¥ isBase64Encoded
RENR trueo

T RRHIEH,

"requestContext": {
"elb": {

MR HEEREREN 162


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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"targetGroupArn":
"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
+
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html, application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bt520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

I

"isBaseb4Encoded": false,

"body": "request_body"

e B 5 B D T 2R

kB Lambda EEH BN SDE Basebd mIBRE. REKBMIRL, BATNERIEX.

EEMNMEXHFIE-HEIRNE , B4 NA#HIT Base64 4wi% H ¥ isBase64Encoded RE R

true. AFBERBEABTURR-HFIANBHFZHNRKER HTTP WRIHY EXHHE i,

P E BT X 3F hop-by-hop #r3k , fliConnection=Transfer-Encoding, &7 LAE B
Content-Length #53k , RAAFOIERSENWNREREFIHZAIITEE.

LT RFKBET nodejs B Lambda BREREY 7R 45 B2,

"isBase64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"

e 1 £ 3 H9 i B
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1,
"body": "Hello from Lambda (optional)"

B35 Application Load Balancer & & £ Lambda B¥#EMR , 1§59 github £ application-
load-balancer-serverless-app, B #& , ¥TFF Lambda 4|4 |, fERNAREF. SIBNARERF , A
JEM AWS Serverless Application Repository iR T HITE z2 —:

+ alb-Lambda-target-S UploadFileto
 alb-lambda-targe BinaryResponse

+ alb-Lambda-target-IP WhatisMy

ZEMRk

1R EE S R ER AR Lambda BEHME LS LGS MENHAR S REEE sk , Ra
LE-REESMENSHSE  WABAXNSEFLELNSE, BASERLE  AROEEA
Lambda B2 HXRMFA NSRS HGERARATFREHE, NRETEEASERLEE , 3
EFAREASHEESME , WARSESTERA LRI EE — M.

zE

. BESERFLNER

. BESERANN

. BRZERL

BEZERANFER
AFFANENTHRSRNTREHRREE Y BHARA T SERLTEN TR,

LT REIEREAMNERSHME -1

http://www.example.com?&myKey=vall&myKey=val2

FFERIARR , ARPOEHSERFEAT IR AENRE—ME , HEA queryStringParameters @
BREDEERNFRESHRNEY., il :

"queryStringParameters": { "myKey": "val2"},
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MRERATZERL , UARFHBTEATFRRENANEE , HER
multiValueQueryStringParameters AZRXZETEERNFHFRSHNEMH, Hlw .

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },

B, RIEFFIRAERLPEERH Cookie FIIFK :

"cookie": "namel=valuel",
"cookie": "name2=value2",

NFRIAER , ABIERFERA T IR AENZE —1 Cookie , HEM headers [EERIEZTEIR
KEVEHF, Bl

"headers": {
"cookie": "name2=value2",

+

MRBRATZERL , AFEEIHERAZEF,BAENFE A Cookie H#EH multiValueHeaders [
BRIETEFRKLNEH, Hla -

"multiValueHeaders": {
"cookie": ["namel=valuel", "name2=value2"],

+

MREWSHR URL fREBHY , M ABIIER TSI ENHITHED, EH4HHE Lambda BRBHRX EA1#
1THRRD

BEZEPRKHI KL

ATFHRANFEEHBRERSNENREBA T ZERLIMEMTRE. RBAT ZERL , NATMER
multiValueHeaders , &NI{EM headers,

X FRIAER | BALUHEEE A Cookie :

{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
},
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}

MRBHATZERL , BUMIEEZA Cookie , MITFFAR :

"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"1],
"Content-Type": ["application/json"]
},
}

D EER A B P i ZOE AR K B PE B VIR AT BB & Lambda W R A 8k g EMIRF AR, Bt , F
BEREREEINFRER,

B A ZERk
BRI LA BAR2EEN lambda 9 B ARAE AR A SERK.
e A B ASERK

BN AT MUt 3TH Amazon EC2 #&l& : hitps://console.aws.amazon.com/ec2/o
ESMERLEHNARBEET , EFBHRE
EFRBFANBMRITTHFAFEERE,

FHFHAERETMFNESS S |, ERERE.

ERHERZERX.

EERFER,

o a0 kA w N~

EFRAZEMRL , BEHA AWS CLI

fFH® lambda.multi_value_headers.enabled J& %/ modify-target-group-attributes @

BRZITIRRARE

BIABERT , WEER lambda WEREAZERAZTRARE., ZUUBEASTRIRE , UEEY
Amazon Route 53 3K DNS #fE# %, Lambda BRI T EMRLE TR EFER Z IR E TR
SHETRR. MEXRE Lambda BHWARIE RETRARELN , METRIRELAKLILRE
Route 53, &AL Route 53 BL & 1 M EH B EIR 0 N AREF i,
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BLEEINETRIRENER |, RBEME[ Lambda EEREAK A —#,

T REEFEN Lambda B ZTRARESHNIER. EREZEHERBENETRARESH ,
BERE user-agent FERWE, STHRARENAFKEN ELB-HealthChecker /2.0,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
+
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

I
Ilbodyll: Illl’
"isBaseb64Encoded": false

EREFEN BRBEAERAZTRARE

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLLHNAREET , EFBHRE
EFEBFANBEMRITTRHFAEFEERE,
EHFAGERETNFNETRARERES S+ , EERE.

WNFETRRRE | EEBA.

ERRFER.

o a kA w N~

EXNERBEEEREERE , BFEA AWS CLI
$F modify-target-group &5 # - -health-check-enabled WM& & FE A,
544 Lambda BA#K

ﬂﬂ%,.,\TE%EHME’J Lambda K IEFRE , M A LUSEHECE M. EECHEM Lambda BE#UT
HITHRMNBERSEK , HFER HTTP 5XX iR,
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ZHM Lambda E¥ , BIWECIEMABIRA , @ BAAEMEEER , FRHurmA N ERH N ER
HMEREAmMTA RN BR4,

fEAEF A X5 Lambda B

BN LA T M 43T Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERLLHNAREET , £FEHR4E
EFREENEHRUITFHFHAEERE,

£ Targets (B #R) &M+ L |, %48 Deregister (BUHEAM),

HRGIRTERIAR | 1T Deregister (BUEEAM).

o & 0N~

EHUHEM Lambda Bk , E6£H AWS CLI

£ deregister-targets @

BT BIRERIRE
REBBHTREMIOE BINAR. FEERRE) N B RAETHE,

RN ENBHRARMSMRE, BNEFENRERLTZE -/, MREFMHIFEFHNRESR
SEHREXEK , B RERNZRENE.

FASEAREE S5 T BURFEL BR
BR 1

s BNABRIRZH LR - 50
« ZRABAKE - 127 4 Unicode &
. BEXEKE -255“ Unicode %

- RERVNEX D KNE, AHEANFHSEATH UTF-8 BXRTHFE, ZRAHF , URUT
BREN +-=0 1/ @. BAEEANSZRIEEEK,

« BOESEEMBERERAaws 51K , BAECEREM AWS R, BT E Y 5E M BRH L BT R 8
REEMHE. EAMRINRNIREFITASNIRRNREHERS,

£ Rz & E#H B AR ERIRE

1. B AT MuLITHF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,
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2. ESMERLNABEET  EFBR4E,

3. EEBEMANBHRUTFHFRESTMH,

4. EHFRZETFLE , EEEEGRE , AERITUT - S TURE .

a. EEFHRX , FHERNENAFE,
b. ERMRL , WRBEMIFL , AEHEBNERAE.
c. ZEMIBRIRZE | FIRFERZZLRIMIBR.

5. E#MEMAER , BEREFER

EEH ERAARNRE |, BER AWS CLI

P

£/ add-tags # remove-tags 8 Ho

i BR B #r 4

R B ARERBEAIT SR AN ERRIRESIA , WA SMERIZERE. BERBIRAR2EEEME
BFHRER BiR,. MRETBEFECIEMAY EC2 KB, W AT LUF L L 1L Z LB,

15 FA 2 %1 & 1l R B 474

1. B LT MuL3TFF Amazon EC2 %15 : https://console.aws.amazon.com/ec2/,
2. ESMERLNAREET , EFAHFR4A,

3. EEFEBWE , ARMRERERME. BER.

4. HERSERTHETEHINE , ZER B,

EMERE$RA , H6ER AWS CLI

£/ delete-target-group &8

T B B FRE 169
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¥4 Application Load Balancer

BOEAUL TS EAEEESS , o RERRA KBRS A HEIZH B AR R,
CloudWatch ¥g#5

B LAE A Amazon CloudWatch Sl—HEFH BB FIHE ( MAER ) WEXRZFXRAEKS
EBHRNEMFRABESNEITEIE, SUFAXEERRRIIZNAEREEMBIET. BXEZE
B , %2 # CloudWatch Application Load Balancer BJ3§#%.

PARE R

BOLAERGR BERBREXOATIHER A EHNERNVEFAEE , AUXEFAEEERBE
X HF#E Amazon S3 1, EBAIBMEAX LR B ESTREEXH B RSB IrEXBNRE, B
XEZELR |, {24 Application Load Balancer 8158 B &,

EERAER

B EREEAERBREXKEIATIERNERNEYE , HEHEN ARG EFEHE
Amazon S3 1, ZAIFRAXLEZATRBERT AR IP it MixO, FLRIERER. EEE
RUREEMFEAN TLS BB, ARG , TUFAXLEZEAEREFEREINEESE, §XES
{£8 , 1§27 Application Load Balancer BE# HE.

WRIRE

B LAEARIERIBERRIRER HTTP iR, AETEHR SN CERNEMERFMN— NI RER
NPk, BXREZEER |, BSH 53K Application Load Balancer #iR ¥z

CloudTrail B=&

BT LAE R AWS CloudTrail ##3Xk& <%t Elastic Load Balancing API (Wi MFAE LR |, HFH
ER AE S 1F1E Amazon S3 H, BAJLAEAIX L CloudTrail BERFER T 7 WLy,
FEOLSE B BBANIR 1P #esik, #IRIT 7T BiE, ARRIT THIUE, BXESER , B8 £/H AWS
CloudTrailid 3 Application Load Balancer 89 API &,

CloudWatch Application Load Balancer By 35#F

Elastic Load Balancing f##) CloudWatch £k I9# 2z B R BTE LA M EL S, CloudWatch
AWEA—AEFNNEFIIEE (MHRER ) NEARZEXXLERFEINRITER. THEFRAR
ZURENTE , MERESUNZEERENBEECHE, flI , S AEEER B &R KA I9%S
WEFBHRNER. BN EES/BEEXERNNEEBN TIENE LM,
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EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERIESR , &
ZIEPRE RN WEZ AU E R B ERE (Hlanm B FEb it R EEA ) o

CloudWatch X & RiAEZ 1515 #8587 |, Elastic Load Balancing F 2B HER&5¥6+r. MREFHERA
Z 51 5191%8% , W Elastic Load Balancing # T &} XA 60 WMV EIREAEEIER. MREEFERRE
BB RIERERE | WRREER.

EXEZEER , {52 Amazon CloudWatch B ¥/,

ok

» Application Load Balancer }§#x

« Application Load Balancer B is¥r4E

+ Application Load Balancer 1E¥rEY 2511 $idE
- EFENMFITE M CloudWatch 3545

Application Load Balancer $§#x

NG

B A BT
Lambda B%k
RAF 55Kk

AWS/ApplicationELB 5% Z R SIFEAEITE A LT IER.

1R DU

ActiveConnectionCo NEFPIRB|AEGEIFUARN AT S ERE B IR H L5ES) TCP E#E
unt B B3,

wERAE - BFREE

ST HIE  RERANSITTER Sum,
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1R DU

* LoadBalancer

* AvailabilityZone , LoadBalancer
AnomalousHostCount  RMFFERENENHE.

REFRE - BRARE

SITHIE - KREAMSITIAER Average, Minimum F Maximumo

R~

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

ClientTLSNegotiati  HRA TLS HRMAREEARIEREUXENZTFHAEN TLS EiE

onErrorCount ¥, TENERSFEZBHRIMUFEERE R iwE T ERIERSSS
EP M 7 ERE,

REFRAE  BEEE
ST HE  REANSITIER Sum,
R

 LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer 1§#r 172



Elastic Load Balancing NARFAEI9ESR

B iR
ConsumedLCUs MO EREANNBOERETELN (LCU) BE, BEENE

NEHEAR LCU BEN T, BXEZEER , B2 H Elastic Load
Balancing E#t

REPRE | IREIRE
SitEdE - 2%
R~

* LoadBalancer

DesyncMitigationMo A& RFC 7230 FRHEMNERE,

de_NonCom B
pliant_Re G BIESE
quest_Count G - ARG TEE Sum.

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

DroppedInvalidHead ABIIEBRERAHBERZEIMERES TR F R HTTP F5kHY

erRequestCount ERB. X routing.http.drop_invalid_header_fie
lds.enabled RBHIREN true B, AEHERSF SMERIX LR
sk,

REIRE - BFREE
SitEdE - &%
R~

* AvailabilityZone , LoadBalancer
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B iR

MitigatedHostCount FEEFANERRE,
REIRAE - RARE
SiHEIE - RFEAMSITIER Average, Minimum F Maximumo
R~

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

ForwardedInvalidHe  HAHBERKANERTER HTTP FrXFEREY HTTP FRABYER

aderRequestCount ¥, REY routing.http.drop_invalid_header_fie
lds.enabled BMHIREN false it , AFZYERT B AT HIX
LEARSL VB R,

REA | IREARE

SUTHEE - £

R~

* AvailabilityZone , LoadBalancer
GrpcRequestCount BT IPv4 F IPve 232 gRPC EREE.,

REAE . BEEE

SR - REANSITEIER Sum. Minimum, Maximum BAK
Average £ZPiRME 1,

R~

 LoadBalancer

* AvailabilityZone , LoadBalancer
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R iR
HTTP_Fixed_Respons  FXIhHYE E M RIE/EMT IR B
e_Count
REIRAE - BIFRBE
SUHBE  E—BAELNEIUTHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTTP_Redirect_Coun B Ih Y E E [E 3R BB IR B

t
REIRE  BFREE

ST HE - H—BEXHEIUTHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTTP_Redirect_Url BTN BRRKFH URL KT 8K M ETERHEE [IRER.

Limit_Exc

eeded_Count wEAE  BHFE
GIHEIE - — BN AEITIIER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_3XX_C
ount

HTTPCode_ELB_4XX_C
ount

DU

R ERBIGERRM HTTP XX EEERBH. ZiTHRTETEBHREK
B9 U R ARG

Wil BEEE
SRR © M— AN STRIER Sum,
R+

* LoadBalancer

* AvailabilityZone , LoadBalancer

R E RN HTTP AXX EPRERABNKE. ZiItBTEE
B PR YW R HD

MRBEREXERIAZE , WEREFFWER, RT AREER
RE HTTP 460 FHIRBERNER 2 , BRT2REIRLEFR, &it
HA L8 BRERNEAENRE,

REIRE - BEEE

SR  FEAMNSZITEIER Sum. Minimum, Maximum A K
Average £#fIRE 1,

R~

 LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_5XX_C
ount

HTTPCode_ELB_500_C
ount

HTTPCode_ELB_502_C
ount

DU

B RESEREN HTTP 5XX RER/EXRABHOKE, ZITHFEE
B ¥R 4 B B9 AR AT B2 AD o

REIE  BEEE

ST HIE - ZREANSITEHEER Sum. Minimum, Maximum MK
Average £%fiRE 1,

R~

* LoadBalancer

. AvailabilityZone , LoadBalancer

R B RSN HTTP 500 iR ABHEE,
RERE  BHEEE

SHEIE - E—BAEUNSITTHER Sum,
R

 LoadBalancer

* AvailabilityZone , LoadBalancer

R B AR HTTP 502 SR RIBHKE.
wEFRE  BEEE

SitEdE  E—AEUASITHIER Sum.
R~

 LoadBalancer

» AvailabilityZone , LoadBalancer
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B AR A EER

1R

HTTPCode_ELB_503_C
ount

HTTPCode_ELB_504_C
ount

IPv6ProcessedBytes

iR
REARSEEN HTTP 503 HiRBHEE.
wEvE - BEBE

SUBE  E—BEEUNSRUTHBIER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

R B A ERE HTTP 504 iR RIBHNKE.
RSP  BHRFE

SR HE—BEXHNEITHIER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

MY ERES IPv6 BN EFTH, itHEEE Processed

Bytes M,

WREE - BIEEE

St HeE - BERANSITIER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

IPv6RequestCount

NewConnectionCount

NonStickyRequestCo
unt

DU
NG EBRUREIRY IPv6 BRI BE.
REIE  BEEE

ST HIE - ZREANSITEHEER Sum. Minimum, Maximum MK
Average £%fiRE 1,

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

ME P im B T 9 # 38 A R MR SIS E RS 2 B AR 2 MR #T TCP &R
B,

wEIRE - BFREE
ST RE  RERANSITTER Sum,
R~

 LoadBalancer

* AvailabilityZone , LoadBalancer

S ESRRELTEFEANERESEMERFTEFNERNEE,

filan , BREBREFEF W E —MERBRBMHREM Cookie ,
TRt Cookie B RIEEEEMEIL BFRAR B#5 , 51 Cookie HI1&
RNERROITH , REHNAIEIR | SO EHRR T EITI4

Cookieo

ReEbRf : BIE B AR LS Ak,
SRR | —EE WS TRIER Sum.
R

 LoadBalancer

» AvailabilityZone , LoadBalancer
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B AR A EER

1R

ProcessedBytes

RejectedConnection
Count

RequestCount

DU

HEIE BT IPv4 H IPv6 ( HTTP #RKM HTTP ARAR ) LB
MEFTH. LITHRIEENRBEEFFHN Lambda BEBEVHRE |, B
RRESHRERER (dP) HRE (MRERATRFSHBRIL ) .

Wil - BEEE
SHBIE - BEANSITTER Sum.
R

* LoadBalancer

« AvailabilityZone , LoadBalancer

HT RS EREEEER FREUELNEENRE,
wEIRE - BREE

ST EIE - RERANSITTER Sum,

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

B IPv4 M IPv6e LI EROBME, B NERSITERT [6E
BRFBIRNIERPEE, FERFERZAELNERT2RREL
BT,

RERAE  IREIRE
ST EHIE - RERANSITTER Sum,
R~

* LoadBalancer
* LoadBalancer ,AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
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B AR A EER

1R

RuleEvaluations

B

P

puAS

R
LE 1 DINFEEREBERWIERT , AFTEIRLEAIH N2

o

o Ft

REIE  BEEE
ST HIE - FERANSITTER Sum,
R~

* LoadBalancer

AWS/ApplicationELB @5 # Z2 82 1E B s A T 1B #x.

1R

HealthyHostCount

HTTPCode_Target_2X
X_Count , HTTPCode_
Target_3XX_Count
HTTPCode_Target_4X
X_Count , HTTPCode_
Target_5XX_Count

B

.
WIMN EEZITH B EE,

BEE  ERATETRARENRE

STHIE - RERAMSKITIER Average. Minimum F Maximum.
R~

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

BIRERK HTTP IMNABHHRE, EFSEATGEHRERNEM
e SZ4HS

REIRE  BEEE

SR  HFEANSZITEIER Sum. Minimum, Maximum AR
Average £#fIRE 1,

R~

* LoadBalancer
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B AR A EER

1R

RequestCountPerTar
get

TargetConnectionEr
rorCount

iR
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup ,AvailabilityZone , LoadBalancer

BiRAFR SN BN ERE, BUMERH TargetGroup #4£EE

TEBA, MR BRE Lambda B, N LIEHRTER,

it B B ARA R B ViE R SBBRA B A FREB RN HE, W
REFETXERENBR , WaREBRHEH.

B | BRI
Zit : ME—ERESITRIER Sum. XRETE , HREEHA,
R+

 TargetGroup
* TargetGroup , AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

NEE RN E IR AEZEEL TR, MR BEFRZE Lambda
BB, WERTEM,.

RER  BHEE
SitBIE - BAEANSITTAR Sum.
R

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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1R DU

TargetResponseTime  EHRBEF AT EREE BRI B KLIEMBAR LIRS M atiE ( AR
NN ), XE5HEEBEHRM target_processing_time FE
EEMW,

IRERKE - BIESE
Statistics : ZBERAMS 1T TER Average M pNN.NN ( BEZLE )
R~

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

TargetTLSNegotiati HAARSEREISEN AT ESKEN TLS EER. TN RES
onErrorCount FEZBHRIBDWNTEE ., MREFRE Lambda B, NtLIERTER,

ik BESE
SHHE FREANSZITITEZE Sum,.
R

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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B AR A EER

1R

UnHealthyHostCount

AWS/ApplicationELB @& ZRISIEBRABTRAN U TIER. BEXEZER , BSH the

DU
WA RIEEZITH B IR E.

wWEE  EER TEITRRARENRE

SiHEIE - RFEAMSITIER Average, Minimum F Maximumo

R~

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

section called “B FrAIZ1TIRR

1R

HealthyStateDNS

HealthyStateRoutin
g

UnhealthyRoutingRe
questCount

P

DNS E1TIRR RFRSERNXEHE.

Rk
Ba
SRR - BEANSIT TER Min,
R+

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
FEBAEITIROR RIFRESERN X HHE,

ST HdE - RERANSITTER Min,

R

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
EABBABERBRE ( KRN ) BANERYK.

ST HIE - FERANSITTER Sum,
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1R DU

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

UnhealthyStateDNS TS DNS ETHRRBFRAER |, HILTE DNS F#ARIENETR
IRTEF:HI\JI:iszEo

ST HE - REANSITIER Min,
R~

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

UnhealthyStateRout  FREEHAETRIAERHFRAER , AEAREEXFRESES
ing KA B ( BFEETRITENER ) HKEKE.

St HE  REANSITIER Min,
R

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

AWS/ApplicationELB fp & ZE[E 235 E XM B #589 Lambda BREEY LT FE 4R

B R

LambdaInternalErro R A5 E 85 AWS LambdaP\]ﬁBH:'ufJu.IEJ S BEAMBIX Lambda

T HBERY, BERIVERFERNARE , BEFHR BER error_rea
son .

G BIESEE
SITHIE : E—BEYWNEITHIER Sums.
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1R DU

 TargetGroup

* TargetGroup , LoadBalancer

LambdaTargetProces  fAEHIIEEFNEX Lambda BEERAYE R FK B 1% B0 o R 4b BB B9 =
sedBytes TH S,

wEFRE  BHEEE

ST IR - H—BEXHNEITHIER Sum,
R~

* LoadBalancer

LambdaUserError B Lambda BE I BB S AR MEIXS Lambda BEERAYEREK. Hi
m, AFEEREERAZEENNR , ASIEEMNEXERRER
DMEF R EBIER JSON |, SEERIEHEMAK/DES T 1
MB WEAK). ERIERERNRE , BEFIHR ABEM error_rea
son F&,

&I E - BFREE
ST IR - H—BEXHNEITHIER Sum,
R~

* TargetGroup

* TargetGroup , LoadBalancer

AWS/ApplicationELB & ZRISBFEAF S RIER A TIER,

EHR R
ELBAuthError HTEBHRIFREREHEIR. ABHUESRLTES P BIHERE |, Sif

BOERRASERTEZTR S ORIDRE , IS BT ETAAF
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B AR A EER

1R

ELBAuthFailure

ELBAuthLatency

R
SRR, BERIERERNRTE , FEFHE BHED error_rea
son FE,

REIE  BEEE
ST HE - H—BEXHEIUTHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTF IdP IELAFIFRHZBRRNRBZSRERSHRN T EERAF 6
RUFRR T, ERIERERNRE , BEFHR BHEMW error_reason
FE.

REIRE - BEEE
ST HE - H—BEXHEITHER Sum.
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

il

1 1P 254 1D 4 80 = {2 S A BB A (
AR S TR | XRF LK,

¥). MBEXLBAES

REIRE - BFREE
ST RIE - ARSI RESRES
R~

 LoadBalancer

* AvailabilityZone , LoadBalancer
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B AR A EER

1R

ELBAuthRefreshToke
nSuccess

ELBAuthSuccess

ELBAuthUserClaimsS
izeExceeded

R
RIS G R ER 1dP 1R RIS B8R IR F P 7508 9K K
Rt  SEBE

SRR | —EE ST IER Sum.

R

* LoadBalancer

* AvailabilityZone , LoadBalancer

FLIOEY & IR ER IR B, AEHERM IdP REAFSBFEHRG
, W TERE RAT L IEIR 2B 18,

REIRE  BFREE
ST EIE - RERANSITTER Sum,
R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

ELERY IdP REIA/NER 11K F TR A F R,
REIRE - BFREE

ST IR - H—BEXHNEITHIER Sum,

R~

* LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer B9 5#r 4t E

EF% Application Load Balancer By$84r |, BEHAUTEE,

Application Load Balancer BJg#R4E B
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gE iR

Availabil A A X EEREBIE,

ityZone

LoadBalancer BASESERERERBE. RUTHRIBEAKITHESS . app/load-bala

ncer-name/1234567890123456 ( f1&i39#8 ARN WEEHBS ) o

TargetGroup EEMGARERERBE. RUTHRNIBEBFA | targetgroup/target-gr
oup-name/1234567890123456 ( B#r¢H ARN HWERZS ) o

Application Load Balancer 18#rHI & it 53R

CloudWatch #R#E Elastic Load Balancing X B/ HIE R IRE S 1HEHE. SitHEREEENEE
BRCENERBE. HERKITHEN , RENBERREGEMNEEHTIR. EELHTH—
FRERNEH-EXN, Sl , EANBEREBETARABINARITEREEMEEERS EC2 3£
ESERRE ¢

Minimum M Maximum ST HERRENEEEOPEIMNBIERTRRENBESN R/ NMEN K
KRB, flan , RENAREFARSESRHRNAREESETRAR, — N SH HealthyHostCount
B Minimum 9 2 , Maximum 8 10 , Average § 6 , Z—NT R# HealthyHostCount #
Minimum 53 1, Maximum A 5, Average § 3, Hit , AFEEEFH Minimum 3 1, Maximum A
10 , Average K4A 4,

BB NEEE Minimum ST BIEPHIESEE UnHealthyHostCount , HESAMKELSL N IESER
AHER. WREFEA Minimum , MREFRMNABEDERFENTRMATAXIAN BFREITFAIERE
H1ER. MREEWBIBERBERBNIRE , AT LURE N IR Average T Maximum & HER , A
BUEFRENERHAEFRZERER. EEHRDWE , FEIEHEXTE Amazon EC2 Auto Scaling
=% Amazon Elastic Container Service ( Amazon ECS ) A A EEE R ETRA R EN KESKE,

Sum ST BFERAEAHBERT QIVLEE, BTXEEFRESNARNEIESMRE , ik Sum
SGE AT X B A #8R 17 QI 1TIC B AV HEHR.

SampleCount ZitHERENENHEAS., ATXEENREETEXFERMEB4HTIEN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAH @R T RIRE
R, MAREITRREENENE,
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BOVBEREMESEETFHENLE, ERUEEENES L , RSEAWA/NE (HlH
p95.45), Bl , 55 95 MNE T MEKRT 95% WHBFE R TILE , 5% WRESTIE, B2 UHEE
ATREREE, M, RREMABRFMNEERSASHERNEREAR 1-2 2Y , BUNREEFR
2R, NIEtEIFEE 100-200 EW. ERERRTRENER , BHMEKRN 200 EY., FHEFKRT
BENDH. BONRRT I ERENHINAREFEEAE. BIEAS 99 ME T NEERN Auto
Scaling A& 2855 CloudWatch E#k , EAILURALE R EEY 2 EVWHIERRENTEL 1%

BEF BN AE %S CloudWatch #E#r

O] LAEF Amazon EC2 2 #| A E B BN RIS CloudWatch $E5#5, XLERITNEIER
Ko NRAFYEBRLTEIRSHBEEEZWIER , NSEEZERRAERBIES.

HEF | B LMERA CloudWatchizél & & & e B M 5.
FREHAETIENR

1. BT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. EEFREMARENER , BIITUTRE

a. TESMBE®KS , & Target Groups,
b. EFEBIRA , RFEE Monitoring &I+,
c. (FIik) EiRETRITFIEL R , M Showing data for ik ZEaTESEE
d. ERBENEFH—IRAAE , BFEEHEEE.
3. EEFRABIGERTEMIER , BHITUTRAE

a. TESMERTP , %$F Load Balancers.

b. EELNAEHEESE , AFBIEEFE Monitoring IET <,

c. (Hik) ERatEITEERL R , M Showing data for kAT ESEE,
d. EREBENEFHN-—IRAUE , BEFEER.

£ CloudWatch 2#lA&EE B

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. ESMERF , EFER.

3. %4% ApplicationELB #% Z=[H],

4. (Tik ) EEFBLEEERNER , BFEBRFRIPMAEEN.

EEBNATIIEEN CloudWatch 35#R
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5. (Wik) BEREERE , WIAR T IEATZ — :

- ERETRNABITERIMENIER , Hi£1F Per AppELB Metrics. BEEF RN AFITE RIS
o, BERRFRIPWMAERN,.

- ENETHENBREAREHIESR , 151 Per AppELB, per TG Metrics, EEEENBIRAN
B, BEBRFERPRAEB .

s EZRUAXRE TN ABTESRIRENIENR | 151%£# Per AppELB, per AZ Metrics, EEFEA
HEEEENER , FEERFBRPRAREN. EEFEINTHRXWER , BEERFERE+ M
AHEZ,

- ENEAAXRMBEFAE R AAEEERIRERIER , B1%EE Per AppELB, per AZ, per TG
Metrics, EEFENABHERNIEN , BEERFRPUAREN. EEFLENEREANIE
b, BEERFERPHAEEN,. EEFRNMNTAXNER , BEERFEREFHAEEZR,

BEEEER , H6ER AWS CLI

ERALLT list-metrics a5 H o] BISHF -

aws cloudwatch list-metrics --namespace AWS/ApplicationELB

EIREUER SR ITEIE |, E6EA AWS CLI

ERA LT get-metric- statistics e FIREUEEIBIRMEEN SR ITES. CloudWatch fFE8/NE—W4LEE
HEMN —NEINIER. BEEFEARTIIRTNEELERZSITEIE, BXUMIEEQIBIEIRE
FH EI‘J |§.| _éﬁgo

aws cloudwatch get-metric-statistics --namespace AWS/ApplicationELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=app/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2016-04-18T00:00:00Z --end-time 2016-04-21T00:00:00Z

THRRHEE

"Datapoints": [
{
"Timestamp": "2016-04-18T22:00:00Z2",
"Average": 0.0,
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"Unit": "Count"

I

{
"Timestamp": "2016-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},

1,
"Label": "UnHealthyHostCount"

Application Load Balancer Y1717 B &

Elastic Load Balancing 12 7 iR B& , %15 R BEATHIRE X K& A E [ ERNIFHE
B, SMNAEBIEEL (Bl , WERERWETE, B IP ik, R, EREFEMRSESM
Bi)o SERILAMEAX LS E B EDTHREERN HHFEREE,

7418 B £ & Elastic Load Balancing By —IA[3£IhaE , BRINER TEZALIIEE. N ABHEEEAE
[\ H&ZJg , Elastic Load Balancing %k B & HEAEN E5R X HEHEEEIEER Amazon S3 7#
W, BB A TR AR,

BEEX{S Amazon S3 NFMEA , BEEX Elastlc Load Balancing F SR B & XX K% Z)
Amazon S3 W H TR, BEXEEREANEZER , 5 Amazon S3 Efls

B %

- BRIBEXH

- R BEXE

- R™MIIBEXKE

« REipE HEXH

« 7 Application Load Balancer /8 F 18] B &
« 7 Application Load Balancer 258 H &

18] B &304

Elastic Load Balancing & 5 Z# A BN AEHEEHR T /R AH —XAEXH., AEERARLR .
HESESRTUERERNBEBENZNEE. BE , IRESEFESRE , SHEIARER.
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mE B ERNXHFERAUATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket
S3 FEMA B .
prefix

(AL ) FRBNAIR (BBEREN ) . BEENIRTEITEFHE AWSLogs. ERNESE
B, BZHREMANRBRENR.

AwSLogs

BN EEN BB MM IR E AN AWSLogs FFkEI X A4BE 7

aws-account-id

MEEN AWS K~ ID,

region

9% RN S3 FRBATENXE,
yyyy/mm/dd

fefm BSE B A

load-balancer-id

NEITEHRNRIR ID. MRFR ID LEEMERMT (), SEERMITHERITR ().

end-time

AEAIZFEIREE RA B EAMET A, Hlin , 53R etE 20140215T2340Z ‘@& FE UTC Bf[E ( BIEE S
8] ) 23:35 f 23:40 Z[E K HHERNEKE,

ip-address

REBE RN OB ERT KW IP ik, X TRBRBEGER , XEHRE P i,

random-string

REERNBEIZRT S,
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LTR-ANHRIENBEXXHE A

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BLTR-—ANTFHBRN B EXXHE R

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

,.,JC#—IJ«MH?{L%‘*%qﬂﬁ{%‘ﬁcms&ﬁﬁl‘ﬂ , BT LAE X Amazon S3 £ AHMN L B3 ERE
BB EXH, BXEZEE , 555 Amazon Simple Storage Service AFEREPHRN KREGERE
H,

SN N

Uilﬁ_l E AR E

Elastic Load Balancing 12X K EAAHIIE[/MER , BENREEBRHER. flm, mEEF
WAERNBRNBERSIESEEENBRMBRIER , HLIEFIFER. Elastic Load Balancing Fig%
BETRAREER,

BNMNAEZREHETESRAEIEHI[ A BN ENMER ( MR ZIEHE WebSockets ) BWIFMAEE, XF
WebSockets , REEEEXABRTLEAZRE, MRLTEBIARERERE , U HTTP = HTTPS #
REZ B EES

/A Important

Elastic Load Balancing ¥R HigRiER. RINNBWAEFERGR BERT #ERMER , MARE
NABEERNTEHEIR,

ok

. B

. REWRME
. HEFE

. BRERRSD
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BE

TRENFH#HRT LR BSFENTR, FAZEIRBAEFR. oI AFHBNFRE ,

MEBERENKE, BNAKBEFBEENEAFTEENFR,

FER iR

xH ESREGERRRE, RENENT (BEEMEAME) :

http - HTTP

https — HTTP over TLS

h2 — HTTP/2 over TLS
grpcs — gRPC over TLS

ws — WebSockets

wss— WebSockets it TLS

time 925 4 BT B i Y e B2 A9 B iR (SR A 1SO 8601 #8xX). R
WebSockets , X 2iE#x AR ETE o

elb NBIGER/ARIR ID, MREEEBTTR BERE , BEE , R ID
AZEERT (/).

client:port BREFIHW IP it MisO, MBEAFYERIEERE | NtFRE
L2AEZNRERN IP ik,

target:port RO ESRE BARHY 1P b Fuw O,

MREFFIRXBRIATEER , WABSERTEFERDIKE B4R, 7
BIEERER -

R B¥R2E Lambda BEE , NIERERN -.

MR FRWPELE AWS WAF |, M| LEIREN- , elb_status_code HYEIRE
A 403,

request_processing MBS 2R R EE R B E R ZIXE B AR AR B atE ( AR R4,
_time BEREY),

i BE%E
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X i
MERSIIHBTLFERDTE B, NLEREY 1. DREHRE

ZRENAIRAERE | AFFRAETRAFRNER , WaREXTE
o

MEEM B REZRBN 2 REA , MEEERTRERN -1.

WMmRE AWS WAF B Application Load Balancer /g Fisi B #r3EE 2
Lambda B8# , MPRFE Fim & 3% POST 3R AT 5 248 P46 2 AV B[R] 11
Ao request_processing_time

target_processing_ MAB I E T E R ZEE B FREZ B 55T 15 &35 W R ARk P A 49 S B a)
time (UABRDREN  BERED ).

MRSBEEERTEFERDRE B AR, WHERERN -1, WRBIFE
ZRENBIXAERE , HAFFHRETHERNERNER , WagEXTE
Mo

MR EMEREEREN Z B RM@A , WEEEETRER -1,
mMRE AWS WAF B Application Load Balancer KB A , it A%

Fim&i% POST & RFTFEHIEFIE M AT A target_processing_
time o

response_processin MAEEEEFUREISK B B $RE e R HRk B FF 26 18 B 7 Ui A 02 e B P A Y S
g_time BE (AR AR, BERAER ) . B SIEEATISEET PR
18] A B M S 35 35 1 88 B B 7 o B S 82 R BT 18 o

MAERBRFPEHIRXEEWIRE BIRNEA , WHEKREN 1. WRERF
EZRENAIXAERE  FFHAETRAFERNER , MoREXH

1R o
elb_status_code 3k B S 89 E 85A9 e B AV IR SRS .

target_status_code kB BRI ARASRTE, ECEILSBRNIER B B RS &% [
WER iRk E. dU , Hig&R -,

received_bytes MNEFiR (RiER) BRBERKD (AFTREM) . T HTTPER |, X
SIFERL. T WebSockets , XBEEE ENEFIRERNEFTEG
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FE

sent_bytes

"request”

"user_agent"

ssl_cipher

ssl_protocol

target_group_arn
"trace_id"

"domain_name"

"chosen_cert_arn"

matched_rule_priority

request_creation_time

S

iR

RERFFim (RiER) Eﬁﬂﬂfﬂﬁk/J\ CAEF REN), WTF HTTP B3R,
XBFERKL, FF WebSockets , XREEZE EAEAEFIRNEFET
o

KEFFHRNERT , B2ENXEISAHARAUTHEA#ITIESR : HTTP
FE + DA/ EN IR A /uri + HTTP fRAS, ARERFRET S wiSE
EXR URI BT RIEH URL, EFRETR BENHNARRE, HELE
HFEE , BEREFRAZE URL AR,

FRIREEHBERNEFIHRNAFREZSFSR (ANEISEREX ) . ZF/FE
BE—NHZAN=BIFIRAF (product]/version]). MRFAFEKERET 8
KB , M E T,

[HTTPS {i1%785] SSL ##8, WMEMUTERF =2 HTTPS lTss , MILERE

[HTTPS {lir88] SSL . MRMITEER 2 HTTPS MiTes , NtEIRE
A -o

B #54A# Amazon Resource Name (ARN),
X-Amzn-Trace-Id #rkBIAR ( AMNXEISHEEXK ) -

[HTTPS {i¥re5] TLS EF MR E P iwiRHA SNI i3 ( AN SFEiEk
) o MBEFIHAXZRF SNI StbE S Al BN EEF P it B3R IAE
B, M ERRERN -

[HTTPS ii#T25] MZFF iR HAVIEFE A ARN ( AXNE|ISHFEEXR ) ., R
BEEFEHAE , IFLEIRERN session-reused , MR MITEFE
HTTPS {¥rss , MItERENRN -,

CEERIANLERE, WREHE TEANAN , NEHTEENT 1
F1 50000 28, MRKREEEMAHRNHBEHITERINRE , NHERERN
0. MEHREEEANNITMEE , MERERN -1, W TFEMEMER, ©
WEN -o

MEIGEBRNE P im B ERAVESE (RA 1SO 8601 #£3K).

i BE%E
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FE iR

"actions_executed" AIBESRETRMITIVIRIE ( AXNE|SHERXK ), ER—MNES2RE I
* , LlEE XEWIRE RTERNE. MRRRNITEMMRE (Hla,
HWEREIRBERWIRE ) | MBREERERN -,

"redirect_url" HTTP la R BARk I EE [ B/ URL , EANBISHFEiR, HRTHMIT
EERBRE , NRHEIRERN -

"error_reason" BIREERAB (BEENEIEA ), MREREAM , MXR HixFEREKE
PHEANERREZ—. IRMEXBNRETSEFHRIERER B KRR
& Lambda B%k , NILLERENRN -,

“target:port_list” AL ESRE B AR 1P #at Fiw OB SIR |, &/ ot MmO 2 8 A 22
¥ok , HEAXEISiERE, M5, kIRAUNEE—1 I, HEE
target:port FEX ILHL,

MREFFERBERETEER , WABHERTEFERDIKE B4R, H
HIEERER -

MR B2 Lambda EE , MERERN -.

WRFERMEE LE AWS WAF , L EIZE R- , elb_status_code HEIRE
7 403,

“target_status_cod B AR VRS RBIIR , RB2ZRAZEES R , FEANE|SEEX,

e_list” HE, IRALLEE -, H BE target_status_code FEXITHL,
RECEISEMNEZEBEREAEATMNAER FiERIE, &, &
RENA -o

"classification" RTERADE (BEENEIBN ) . MRFERFHFES RFC 7230 1

N ATREME N “THE2", “T B # ‘=&,
WMREFERFE RFC 7230 #rfE , MEERERN ",

"classification_reason" ZEERNRE (ZEENEIETAN ), MRFERFEFS RFC 7230 #56E , N
X2 PRER FHRANDSERBZ—. MRERFFE RFC 7230 1k

MEERER ",
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FE ik
conn_trace_id EETEHMY ID R— 1 \H—MWTEHR D, ATFHRRENERE, EEF

BYEERE , RKEZEFHNEEERFESEN LR ESRETES L
ID, Ut ID TSR, AT HEEZENGE AR 2E e 2%,

KENHVIRE

MEGEE I HERIWREFM#TE LR B ERA actions_executed FEH,

* authenticate - AP HRBIUEXE , RIEAFSH , HFAFEERMBIANE EFrisERE
R¥rkAR,

- fixed-response - fag9#es & L # N B B FrE E /Y B E M R,

- forward - MEEHERFERELXBANE EFTEEHN B Fro

- redirect - AFBEERFBEREECEBHANEEFIEEN S —1 URL,

« waf — ABIEBFFERE KT AWS WAF UAEREBER R ERERT BiF. MRXBHRARE,
T AWS WAF RE ML %15 Ko

 waf-failed— DEBE RS RFERKKE AWS WAF |, BIEEE R K.
PRREE

WMRERTFE RFC 7230 #rfE , UBIGERRHE TR B EM classification_reason FERHFF A TR
Bz—. BXESZER  B5H RPEMREN,

KB iR 23K,
AmbiguousUri HR URI BEEHFH TERHH
BadConten Content-Length $fk & —NEEWBMTRFRE TE
tLength BEBFHE.

BadHeader FREEE Null ZRFSEER, =E
BadTransf Transfer-Encoding #r3k B & iR E. =E
erEncoding
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e
BadUri
BadMethod

BadVersion

BothTeClPresent

Duplicate
ContentLength

EmptyHeader

GetHeadZe
roContent
Length

MultipleC
ontentLength

MultipleT
ransferkEn
codingChunked

NonCompli
antHeader

NonCompli
antVersion

SpacelInUri

Suspiciou
sHeader

ik

ER URI @& Null ZHFREER,
BRAERKFER,

FRREEX T ER,

BEREITEE Transfer-Encoding #rk #
Content-Length #r3k,

FEZ N EEHEREER Content-Length #r3k,
RARZEN , REF TP RIEEK,

XF GET X HEAD i#R , E—MER 0 1Y
Content-Length #r3k,

FEZNEBTEER Content-Length #7k.

171 £ Transfer-Encoding: chunked #r3k,

L BE I ASCH FRZIZHIF R

BERRAZLEHRNE,

HXR URI @& —NAXRA URL &wiZHI 224,

BRI BERAE RN XA B AR R E
{73 Transfer-Encoding = Content-Length,

THH

TEAH

TEAH

AER

"B

B

AER

CIE:353

TEAH

i BE%E

200



Elastic Load Balancing

B AR A EER

(8T

Undefined
ContentlLe
ngthSemantics

Undefined
TransferE
ncodingSe
mantics

HixRRAHE

iR

1N GET = HEAD ERE XM Content-L

ength #r3k,

F7E RN GET = HEAD 53R E MK Transfer-

Encoding #73ko

2K,

THH

RO

MRAFEER LT EZREHORIEIRE , NAFEEIFSEH R BEM error_reason FERH1F4%

UTRERBz—. AEEEHREMMAEE CloudWatch 545, AXEZER ,

Application Load Balancer }:3iE A F° & 1

(8T

AuthInval
idCookie

AuthInval
idGrantErroxr

AuthInval
idIdToken

AuthInval
idStateParam

AuthInval
idTokenRe
sponse

AuthInval
idUserinf
oResponse

iR

B RIE Cookie T

KRBT ELRT RBRRNRETFRBER.

ID TREFTH.

RESHTN.

K B L IR R E R TS

kB AFEELRT RHIENTK.

BESH EA

=

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

i BE%E
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AW iR BHR
AuthMissi RERNARTRNEHARIEMNRD A ELBAuthFailure
ngCodeParam N“code” N ERZ T,

AuthMissi REBENARD SNSRI RS ENFRL  ELBAuthError
ngHostHeader FE,

AuthMissi REENART 2N B RRIEERERD A ELBAuthFailure
ngStateParam Restate’ I ERS .

AuthToken THART RFEHRWA (JE 2XX) . ELBAuthError
EpRequest

Failed

AuthToken MBI ERTEETRLET RES., ELBAuthError
EpRequest

Timeout

AuthUnhan MBI ERBI ARG ENRE, ELBAuthError
dledException

AuthUseri IdP AP EEAWmT SREESEIRMA ( 3F ELBAuthError
nfoEpRequ 2XX) »

estFailed

AuthUseri MBI ERTEE P AR EELRET RBEE. ELBAuthError
nfoEpRequ

estTimeout

AuthUseri [dP REIYEBA XD EE 11 K E1, ELBAuthUs
nfoRespon erClaimsS
seSizeExceeded izeExceeded

WMERX IR BFRERVIER KM , N ABISERETE BER error_reason FERF f74# T 545 1R K5
Z_o
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e
AWSALBTGCookieInva
1lid

WeightedTargetGrou
psUnhandledExcepti
on

DU

AT X B #R85KH AWSALBTG Cookie Tt #lt0 , =
Cookie fEX A URL 4wi3at , BT/ IR E IR,

NBERBIARLENRE,

WERX Lambda BREHVEREM |, MK IGER[ ST R BED error_reason FERHPFEM T 5 FERH L

Be—. NFITEI/ELE MR CloudWatch FE#r. BXEZEER |,

G

LambdaAcc
essDenied

LambdaBad
Request

LambdaCon
nectionError

LambdaCon
nectionTimeout

LambdaEC2
AccessDen
iedException

LambdaEC2
Throttled
Exception

LambdaEC2
Unexpecte
dException

BN
MEBEIFTHA A Lambda %,

Lambda {HA KM , BN iwiE RIRK S E X

ARESE UTF-8 £,

MBI H 2R o EE#EE| Lambda,

=X E#EEF Lambda B R £ AT,

Amazon EC2 R EWIB{L HAlRIIE4 T Xt
Lambda #9781,

Amazon EC2 TEEE#R{LHAB PR &I T
Lambdao

Amazon EC2 EERE#BILEAEEREARE.

2% Lambda A F#24E,

R

LambdaUserError
LambdaUserErroxr
LambdaInt

ernalError

LambdaInt
ernalError

LambdaUserError

LambdaUserError

LambdaUserError
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(8T

LambdaENI
LimitReac
hedException

LambdalInv
alidResponse

Lambdalnv
alidRunti
meException

LambdaInv
alidSecur
ityGrouplI
DException

LambdaInv
alidSubne
tIDException

Lambdalnv
alidZipFi
leException

LambdakKMS
AccessDen
iedException
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iR

Lambda TEBEZHELTE |, HRAKTE KMS

#i. BE Lambda BEHH KMS BRRE.

BFREXHARNEET 1 MB,

¥ T F| Lambda B,

g R Y K/NEET 1 MB,

Lambda B T W45 1%,

Lambda Fo3& 8 Lambda EEG&E VPC 1/ A X
R, BA— NN FREERAN IP ik,

Lambda BEZ ZIBRH , BAERT Z,

Lambda BREUER] T KRB R E,
MHYERETRLCENRE,
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B AR A EER

MR A EBE [ERFRABREIR AWS WAF , ©E2Ei5E BEM error_reason FERH 174

T%ﬁf&ﬁgz_o

AR
WAFConnectionError
WAFConnectionTimeout

WAFResponseReadTim
eout

WAFServiceError

WAFUnhandledExcept
ion

RPIEERE

B

iﬂj
NS EERTTREREET AWS WAF,
51 iERE AWS WAF #EaY,

B3R AWS WAF #ht,

AWS WAF iR [@ 7 —4 5XX $Fi%o

NEHEREIRLENRE,

LTRRAFIBERB, BEE , XAUSTERAERRERN T EHERBE,

A~ HTTP &8

LUT 2 HTTP {10788 (80 80 % O 80) KIRAIAERE

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

0 2018-07-02T22:22:48.364000Z

AP HTTPS %&H

"fOIWHId" n_uw o u_mn "10-0-0-1:80" H200H n_uw o u_mn

LAR 2 HTTPS 101788 (% 0 443 Big A 80) K RHIBERE :

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©0.037 200 200 @ 57
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"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-

east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02T722:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-"
"-" TID_123456

Il HTTP/2 %8B

TR HTTP2 Ry RBIBEZRB

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" -

7~ WebSockets % B

LAR 2 WebSockets £ B E% B =4,

ws 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 101 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1l@1" "-" "-"

#Z4 WebSockets A O R4l

LT R%& % WebSocketsiEER B ES B Rl

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786
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"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010@" "1@1" "-" "-"

Lambda EREHI RHIZE

AT RX Lambda BREHI R IhiE SR R~ HIB EXKEB

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

Q@ 2018-11-30T22:22:48.364000Z "forward" '"-'" '"-' "m-m o w_wow_wow_u

LT 23 Lambda BEHY K MESR RHIB EXKE

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-3QT22:22:48.364000Z "forward" "-" "LambdaInvalidResponse' '"-'" '"-'" 'm_m w_u

RV [R) B &S

BRI BEXHRES . MREFER Amazon S3 BFIBITTXEXXH |, MR HEITHRES , FH
FMEREE, MRETHXEXH , MSBANERITHRETEREERES.

MBELHOME EEREBER | NAFBEESTUERETEXRERFEN BEXH (L GB HE4), BT
T E AL IESK line-by-line AL IR ANk K ERBIE. Hit | ﬂTﬁwﬁﬁmhﬁﬁﬁﬁﬂﬁﬁﬁﬁﬁm;:
HIE, flm , EBALERA T TESHMLEBIHEEE :

« Amazon Athena 2 — IR EXEHRS , LEBEBRAFEAIRE SQL 24 Amazon S3 FHIEIE.
BXEZER , 52 Amazon Athena AIF IR RIZE I Application Load Balancer H7E,

+ Loggly
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https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://www.loggly.com/docs/s3-ingestion-auto/
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 Splunk
« Sumo Logic

A Application Load Balancer /3 A58 B &

EAABHERB AR BEN , EXAEEAROERNEHPFHEBEN S3 FRENEM. 7
WM EHF R Elastic Load Balancing 2 FE A EZ RN E6 @R,

5

- SR 1: BIE S3 FHEE

- HI 2 FERHINE S3 FERE

- SR MEFRBE

- S|4 BIAEHEBNR

- BEHERR

SR 1 8l S3 M

ERERAER BER , BARNTHR BEEE S3 F#Ef, SUNERAAFERE , tTNBEMNAT
i B ENFEE. FRERLIVAEUATER,

B3R

« FREBLANTERBESERERNXEHR, ZFE\ENABEERTHTIERNKSRAE,

o ME—XIFM RS R IR N IETUR Amazon S3 EE 4 (SSE-S3) AXESEE , HZ 1 Amazon S3
RER ZE % (SSE-S3).

£/ Amazon S3 | & €12 S3 K.

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o
2. 1%$® Create bucket (BIEZF ).
3. 1f Create a bucket (BIZ27Ff&M) WL , ITUTRE

a. NFEMEBEN , FRATEBNEN. LLEME Amazon S3 AFIERNEFHBEHRP L
MME—, ERLEXE  TRENEFREEMEEMER. BXESZELR , H25H (Amazon
Simple Storage Service AP #Em) FHFHEBERF,
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https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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b. XF AWS Xif , EFEH P oIBAFIGE R XE,
c. XNFERIAME , % Amazon S3 EENF4A ( SSE-S3)
d. EFRIBRFES,

HUR 2 RFRBEMIINE] S3 FHEHE

S3 FHEESIME BN Elastic Load Balancing B FfF AR B EBEAGFRBHN RN EZHEERE., 76
WREER JSON BAMES , XEEBEALUFRKXBIESRE , AT HEEBRENLHRNR, 8 MET
MBEEXEMUBNEEHETE—RIITE,

MRABEEEAEEHMKBEWINEZMEME , WA LUF Elastic Load Balancing 57 B 8915 G 7~ i 2|
ZREE, MBEXEM , WEWBTHERNNRE , UBARCIERTEEZEEEGNHE AENFHEE
95 R F

] A B 170 475 SR B

TR E RN EERREEUR T KRR AWS Xig M2E,

BE 2022 FF 8 Az /A AKX

ZRBE AR EMN B AR RSB FNR, bR A T T XiEH9 v A KR A i X A 9 S 515 dreg

. AKX (FBEHE )
. WAHK (BRAE)

. MEATEE (RRME )
o EUM ( FEIEST )

. BN (R )

. LABF (BHLEX )

. PR (FREE )

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

}
]
}

2022 £ 8 Az Ao AR X1

Z R B[ IEER Elastic Load Balancing 1K/ ID & FX R, NFHEBEATUTAY XN TAXS
Local Zones HFHI A E1TE 85,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

fF elb-account-ID BN EFTTEMXHY Elastic Load B AWS iKF alancing B ID :

- EXERI (FHEFRLMILER ) - 127311923021
- ZERI (HZBM ) - 033677994240

- XEFTE (JLMFIEEIL ) - 027434742980

- XEREI (BREBXM )-797873946194

o JEM ( FEH ) - 098369216593

- WAHX ( FH ) - 754344448648

- WAHX (HEHE ) - 589379963580

- WAMKX (&E ) - 718504428378

« WAHX ( KB ) - 383597477331
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- TA#X (E7R )-600734575887

« WAMKX (FIE ) - 114774131450
- TAR#KX (EE )- 783225319266

- TA#KX (KK ) - 582318560864

- INEK ( HFE ) - 985666609251

« BUM (EX R\ ) - 054676820928

« BN ( BR2Z ) - 156460612806

« BUM (163 ) — 652711504416

M (K ) -635631232127

« BRM (B2 ) - 009996457667

« BN ( HTEEF/REE ) — 897822967062
« R ( B ) - 076674570225

- MEM (RRF )-507241528517

=

REER B EFFEMER ARN B my-s3-arn. BIEERN ARN BURTERABITNESE 3 SHE
5k B ErHEE w4

. HAHBIZRM ARN R

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

o THBIEM ARN R4

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

£ w NotPrincipal he Effect n Deny,

IR Amazon S3 FEERIEEf fect A EDeny HEENotPrincipal M FHIFT R , FH
fRlogdelivery.elasticloadbalancing.amazonaws.comfFH @ EEServiceFlERF,

{
"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
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"example.com"
]
}
I

AWS GovCloud (US) Regions

%K BE M EEM Elastic Load Balancing i ID B 7R, LRBERTUAXPHATGERRT
FH AWS GovCloud (US) XiZi#H# Local Zones,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws-us-gov:iam::elb-account-id:root"
},
"Action": "s3:PutObject",
"Resource": "my-s3-arn"
}

FF elb-account-ID BN IEFTEMXEY Elastic Load B AWS Ik alancing 89 ID : AWS
GovCloud (US)

« AWS GovCloud ( EEEEB ) — 048591011584
. AWS GovCloud ( £EZZ ) — 190560391635

RERMIER B EFMEMLER ARN B my-s3-arn. EBIEEMN ARN BURTERBITXIESE 3 FHE
RiE R BERHEE R R

. WEHEN ARN 75

arn:aws-us-gov:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

. W HEN ARN 75

arn:aws-us-gov:s3:::bucket-name/AWSLogs/aws-account-id/*
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Outposts X

TR R EEER BEEERS R FNR. FMILEBEAT Outposts X F Ay AT E R,

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"

iy
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/your-aws-account-id/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

£/ Amazon S3 ## & &[5 10 B SN EE B KB MBS FEE

1. 3$TF Amazon S3 #&l& , Mut: : https://console.aws.amazon.com/s3/.

IR FEAN BRI EFRER TH,

1%£3% Permissions ( #XBR ) , A/51%# Bucket policy ( ZEMEERRL), Edit ( &% ) -
B ERRR R TFAENR,

EREREFER.

o > b

SE3: BEHRAE
ERANTIRREGHBS , UHKES LA RE S3 R,
=R

FRERBLIURRE | THRERNER | FEAHMNE 2 Z PRy FEH R, NREER
&, WA TS S FRFE “AWSLogs”.

EREFE N AFBERE AR BE

1. B AT MuLiTFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/,
2. ESMERP  EERARBESRSR.
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3. LERENABIEERNBMUITAEFAEENE.

o

4, HERMETFEL | EERE.

5. XTI ERIBFE.

6. XF S3URI, @A BEXHE S3 URI, EIEEMN URI BURTERRE B4
- WHEBSBH URI: s3://bucket-name/prefix
o FHHIZH URI : s3://bucket-name

7. EBRREFER.

EERABEAE, BEEA AWS CLI

{8 A modify-load-balancer-attributes o

EERTFHE BER S3 FEME

ERREREATIHR AENFES  FRAREAERABRAE, & , MRE—-NTETEH AWS
WP el T EAHEEMNMAENFEBRBANIZMEM | Elastic Load Balancing &1 13535
B ER A EEAX N HFHE M.

HRR 4 BAFEBNR

ERAEEERE AR BAE |, Elastic Load Balancing NI S3 1761 , F 612 M= T4 LA R
FHBRBIEEFENR, B LA Amazon S3 24| AKIERE S 1B X, MK SXHFFREE
FREVIAE BEXH ; e T E RBIER,

¥1E Elastic Load Balancing &£ S3 F#MPeIE 7 M= 34

1. B AT MuLiTFF Amazon S3 ##I& : https://console.aws.amazon.com/s3/.
2. EREEERTIHRBENFHBNER.
3. SMBML X ELBAccessLogTestFile, MEBRFEREFEATR,

s THBRWALE : my-bucket/prefix/AWSLogs/123456789012/
ELBAccesslLogTestFile

o THEIBRHINLE : my-bucket/AWSLogs/123456789012/ELBAccessLogTestFile

HEHERR
MREBBIHABIBLER , WARNRENT
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- EENERIERAE N Elastic Load Balancing #F /7R B EEAEZEENNIR, BIAEEANRZKX
RN E#EBERE, BIAER ARN FANEEEIMESEER AR B ErEENZ4EE S
B, MBEEFAIHR BERKIEERNS , FRIAER ARN TZ2E81&.

- FRBEATXEFENRS S[IRMBFE, ZFMERLTEM Amazon S3 FEEHH (SSE-S3)

A Application Load Balancer Z i8] B &

RN AN ASSERERABE AL, E2ABEAERE , ZMiFE A EFE S3 FHEPRE
BEEEGEBIK, BXEZEE |, 521 Amazon Simple Storage Service A F B E A F6# .

EREHAZERA TR A&

BN LA T M4t 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERT , EEFEAEGESR.
EREANAEIESRNEMAT AL EAFEERE,

EEMEDF L, &EEE.

NFEEE , XA EE B &,

ERRFER.

o a0k~ wbh =

EXRBEIBE , HEA AWS CLI

{# A modify-load-balancer-attributes %

Application Load Balancer BYiE## B &

Elastic Load Balancing 2t #iE# A LI IR A X KIA BN A IER/NBERNFMEL. ENE
SHITES TSR IP ut MmO, MITSRKA. EAN TLS BAMMHIL, TLS #F LR, EERSH
EFRIEPFEMBEEEEE . B UFERXEIEE B ERD ITERE X H T @B 1T FE SR

% #2 A &2 Elastic Load Balancing B —Ia[i£IhaE , BUIAER T TEARS. MA@ ERAE
¥ HEJG |, Elastic Load Balancing 213k B &S EEN ER XM FE EEIEER Amazon S3 71
Wb, SO EZREZAR,

BEER S Amazon S3 WFM# A , EXFE XY Elastic Load Balancing A LU B & X &% F|
Amazon S3 WA, BEXTFHEAENESZEE , 1S H Amazon S3 Ef.

2t
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://aws.amazon.com/s3/pricing/
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- EEAEREXH

- EERAEXE

- RHIAFEEXE

- EEABEEAE

« 7 Application Load Balancer |5 A E# H &

« 2 Application Load Balancer B3 H

B B A

Elastic Load Balancing # 5 Z# A BN AEEEHRTR/RXH —XAEXH. AELERRLR .
HEESETUEHAEERNEENZSMNAE, BE K NIREKEESRE , 2HIKER.

EEATHXHEERAATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
conn_log.aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket
S3 FEMH B .
prefix

( —Iﬁ ) FERNEIR (EBEREN ) . BEENIETFEEFHE AWSLogs, ERMEZE
FSRAEANREENR.

AwSLogs

B EENFRBB MM AL RE AN AWSLogs FF KB X 4BE 7

aws-account-id

mMEEN AWS K/~ ID,

region

BB ERM S3 FHEBATERN X,
yyyy/mm/dd

e BESH B 8.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html
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load-balancer-id

AHIGEHBWRIR ID, MRFR ID LEEMEMT (), SEERMDHERIDK ().

end-time

AAIRRERERN B, H , ReTE 20140215T2340Z A& UTC B ( BN &5
|8 ) 23:35 M 23:40 2B X EHHERAFE,

ip-address

AEBE RN OB ERT KW IP ik, XN TREBRBEIER , XEHRE P ik,

random-string

REERBBENF TS,

R R —/NE R RE B SR RH

s3://my-bucket/my-prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

LT R — MBI R B A B R

s3://my-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log.123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

AEXH T EEEEPEEESKAE , FEE B E X Amazon S3 £ & EABMN L B4
HiER B &3, BEXREZEER |, 1§25 Amazon Simple Storage Service AP ISP R E G EAHE
=,

EEBAE%KE

BREEZREERASXAFHE-—1%E. BEFrRERNREFRNBRATEZNSFEMSTIERFR
Mo FFRAEERE-—NMER , F2EHR BTMERBSFUR-IMRE, BAERESZMNER X
SEVGRBEFRESANKE , EEZEASPERBENRE,

&
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https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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B AR A EER

iR EREAB

BE

EEASKBEERUTHER

[timestamp] [client_ip] [client_port] [listener_port] [tls_protocol] [tls_cipher]
[tls_handshake_latency] [leaf_client_cert_subject] [leaf_client_cert_validity]
[leaf_client_cert_serial_number] [tls_verify_status]

TRZNF#HR T EZEBERENTR. ERAZERTRAEFR. Bl AFTNFERE , 2FXEFERF
jJ[]EIJ H ll.A% E E’JEEEO :u\r@mﬁ H ll.A% E %E’J1EHTFEEEIJ %Eﬁo
FER iR
BRI FEIOESRR B R RERIEEAN T E , XA 1SO 8601 &=,
client_ip BREF IR IP bk,
& P im0 AHERNE P ik O,
W5 T B3 % BWEFimE RN ARSI RETESRNRD,
tls_ 1% [HTTPS {iidres] I#EFHAE R SSL/TLS tHhHils -XFIE SSL/TLS &
R, LFBRIREN.
tls_cipher [HTTPS {ii¥rzs] IEFHRIEA MY SSL/TLS i, -XFF3IE SSL/TLS iF
R, EFBRIREN.
tis_#BF IEIR [HTTPS {iii7 28] BRINMBF LI EatE (AW REN ) , BENEW.
HFERIRENAT-HER
« B ARIERTR SSL/TLS &R,
« BFREUEIL,
leaf_client_cert_cert_  [HTTPS 28] HEFIRILPNFERAEEZH. LEBRENUT-BR :
. ZEAMERT R SSL/TLS #EKo
- REGEREWEREENEA MmTLS,
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X i
. BRS BT R BB leaf B/ HAEH.

leaf_client_cert_v [HTTPS {¥r88] HEZEFIHIE PRI BEMME ( not-after XA ISO 8601 1
alidat N not-before H ISO 8601 &= ), WFERRENUT-1ER :

« BARFERTRZ SSL/TLS iEKo
- MEBERBEWRKREENERA mTLS,
o RS ERFEMBUEMT leaf B/ URIEF

leaf_client_cert_s [HTTPS e8] MM ZEFIRIEPHFIIS. LFBREAAT-1ER

erial_number
s EABERT 2 SSL/TLS 3K,

o MFEGHREWTIRREENFH MmTLS,
o BRFZESTEMB/EHT leaf B FImIE$,

tls_verify_status [HTTPS {iiT85] IE#EERAVIRAS. SuccessMBERERINET |, NItE
No HEEAME , ZENFailed: $error_code

conn_trace_id EETERYE ID E—1MHE—HNTER ID, ATHRRENERE, 5SEF
BIUEEE , REBZEFENEEBEREESENHHEEREZEFEIER
ID, It ID Z5E | AT EEZEM R B &z Bl 2R,
HIRFEEARE

MRAHEERTOEEERE , NABERSEERATSTEFHEUTRREREZ—

KRB iR

ClientCer SR AEFIRIEPEERE
tMaxChain

DepthExceeded

ClientCer EEdHEAEFIRIEP KN
tMaxSizeE

xceeded
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B AR A EER

(8T

ClientCer
tCrlHit

ClientCer
tCrlProce
ssingError

ClientCerx
tUntrusted

ClientCerx
tNotYetValid

ClientCer
tExpired

ClientCer
tTypeUnsu
pported

ClientCer
tInvalid

ClientCer
tRejected

UnmappedC

onnectionError

/-.|_<1§IJ E /Ll\% E

LTREEBAESR

LT RAYERRO 443 LB ARG TLS BIEEKXE HTTPS {iT2R#Y B E5% 8 =6

iR
EFIEBEH CA B

CRL & E iR

EREBAAE

FEFIEBETH

EFIEHETH

PREEFIRIEHEE

EFIEBER

FEPEBH B E RS BRRIEES

KRERET B (TR IE AR IR

B YR,

I BERE
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2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-GCM-
SHA256 4.036 "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4 Success

LU 24 A 443 EEANE TLS BIEEXK HTTPS TR A MH B &% B =,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSvl.2 ECDHE-RSA-AES128-

GCM-SHA256 - "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4
Failed:ClientCertUntrusted

IEFEAL B2 B A XA

EEAEXHEES, WREMEA Amazon S3 BHI G FXEXXH , NFNERTHES  FERE
RMER. MRETHXEXH  NATNHEAITHESRERES

MRENWE EAXERER , WARBERTUER TS REREN BEXH (M GB &), &R8E
TR AL ER line-by-line AL E M KRB #IE, Rt , EAEELAERAREFTLEBRE RN D
MTE, flw, ERMERR TN TERS ML EEZAE

« Amazon Athena R — R ERXEHRS , HEFEARAE SQL 24T Amazon S3 HEIE,
* Loggly
* Splunk

« Sumo Logic

4 Application Load Balancer B FiE# B &

NAFHERBAEREAEN , MAEEABROER G FEBEN S3 EFREBNEN. FRBLNESR
7 Elastic Load Balancing & F B A 17 f& 1@ 1 I FR B9 17 16 SR 8 .

5

- B 1 BIEE S3 FEB

- HZIR 2 RERIHIINE S3 FiE

- T3 BEEEAE

- S|4 BINEHEBR
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https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/

Elastic Load Balancing NARFAEI9ESR

- BEBERR

SR 1 6l S3 1748

BREZBERN , XANEEBAEEE S3 FREE. EUUEANENEER , U NCIREATE
BEHSHERER. FRBSTURZIATER,

ER

s FRBLNNTEAESERERNXE ., ZFEBNAESEERTHTRNKSRE.
- W—XRFWRF[HMNPBIETZ Amazon S3 T E#4 (SSE-S3) AXREZEER , S Amazon S3
FENMEZ4A (SSE-S3).

£/ Amazon S3 &I & B2 S3 FEH,

1. BELATRuITH Amazon S3 #&l& : hitps://console.aws.amazon.com/s3/.
2. 1%$® Create bucket (BIEZF M@)o
3. 1f Create a bucket (RIZ7FEM) WL , AT THRE

a. NTEMBEN , BRATEEBNEN. LLEHE Amazon S3 AFTENEFHBEEHRP L
TE—, EREEXE , TN EFERENEHMERS, EXEZELE , H3H (Amazon
Simple Storage Service AAF1gr) P F MR Hlo

b. XF AWS XiF , EREHPLIEATIDE TN X,
c. XFERIAMZ , % Amazon S3 EENF4 ( SSE-S3) .
d. ERCETFHER.

SR 2 RFRBEMTINE] S3 FHEHE

B S3 FHMLAMEEFZMARE | 12K IR F Elastic Load Balancing Y& A EBARZ#HE
IR, MRS Z JSON EANES , XEEANFERBESERE , AT HF#EBELARIN
R, BMEAHBEEXEMUIBHNEEHETE—RIREK,

MEEEANREM MEREHNINEFZMEN , WAL Elastic Load Balancing #E 1% B ERV B AR INEIR
BEH, MRBXFEM , RMNBUBITHERNNRE , LBRECITEATEEHRFM#EEREUEEH
EWAF,

] A B9 176 4B SR B
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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ERER N FREBRBEEUR T XERRE AWS X MKE,

BZE 2022 £8 AxizEANKXE
ZERBEIEEN A EEERSE TR, FILREEHA T AT XEA A B XM A X A i 89S

- TAMKX (BEHND)
« WA#KX (|RA)
- FOM ( FEESF )

. BN ( FRERiH )

- LB (X))
« %R (FTBKEE )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"
}
]
}

2022 £ 8 Az TANKE

Z KL M5 EM Elastic Load Balancing & F ID TR, MUtRrEA TLUATATS X o A X =
Local Zones Y fAE T E 25,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
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iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

$F elb-account-ID B AEFTEHXE Elastic Load B AWS Ik~ alancing #9 ID :

- ZERI (FHBEELIMNIEEB ) - 127311923021
- ZEERI (BZMBM ) - 033677994240

- ZEEI (JLMABEIL ) - 027434742980
- ZEEI (HRBXIM ) - 797873946194

o JEM ( FEH ) - 098369216593

- WA#X (FH ) - 754344448648

- AKX ( HEME ) - 589379963580

- MA#X (FE ) - 718504428378

- WA#X (AP ) - 383597477331

- TA#X (E7R )-600734575887

« MA#X (FAE ) - 114774131450

- TA#X (EE )- 783225319266

- MA#KX (ZKE ) - 582318560864

- INEK ( $FEP ) - 985666609251

« BN (EXRE ) - 054676820928

o M ( BRZ ) - 156460612806

« BN (8H ) - 652711504416

M (K= ) -635631232127

M (B2 ) - 009996457667

« BN ( HTEEEF/REE ) — 897822967062

- PR (BHM)-076674570225

- EM(ERF )-507241528517

« AWS GovCloud ( £E®EEB ) — 048591011584

¥ X
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- AWS GovCloud ( #E% 28 ) — 190560391635

5§ my-s3-arn BRAEE ASAENEN ARN, SIEEN ARN BORTFARE T UESE 3 5= 0
A B EEN A,

. WAHBERN ARN RO

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

. T BB ARN A

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

£/ w NotPrincipal he Effect n 2Deny,

W8 Amazon S3 EEEREEf fectEAEDenyH B ENotPrincipal M FHIFTR |, B
fRlogdelivery.elasticloadbalancing.amazonaws.comfFHE@EEServicedlERF,

{
"Effect": "Deny",

"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

Iy

£/ Amazon S3 24| & i B SN FE B R MBI SN FEE

1. $TF Amazon S3 #&l& , Wit : https://console.aws.amazon.com/s3/,
ERTFHEBNEMUTFHFHAEERE.

%32 Permissions ( IR ) , ARG Bucket policy ( FAEREREE), Edit (HE ).
BRI REBRBEURTFAENR,

ERRFER.

o & 0N

SR 3 BEEEAR

ERUTEEEBERZBE , LR BEXHHFEAETEN S3 FHM.
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https://console.aws.amazon.com/s3/

Elastic Load Balancing NARFAEI9ESR

B3R

TFREMLIURZESE | SHAHERHNER , FELAMMNE 2 SHAERNEFEERE, MREER
& , NATR TS EFRFHE “AWSLogs”.

EAEH AN NEHEERERAEERE

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERT , EEFEAEGHESR.
ERENABIERNEHRUT AR EAEERE.

EEMIRIF L |, &R EE.

WNFEE, BITTEEAE

NF S3URI, A BEXXHH S3 URl, BIEEMN URI BURTEREEAFIR.

o a0 A~ w DD~

- HABZKM URI : s3://bucket-name/prefix
« RNTEHIZRM URI : s3://bucket-name
7. EEREFEEXR

ERRAEZBAE , HEM AWS CLI
{8 A modify-load-balancer-attributes o
EEEEAEN S3 E6448

ERBENEZASRENFERCH  BHLEMERAST, BN , MRE-HNEFEBERNAE
MEFEERE  EREESTHANF#EBETIEN , N Elastic Load Balan AWS K cing A 882 &
M ARISERNEE B SEAXNHFER.

HR 4 BAFEBNR

RIEN AT EREAEEBERE |, Elastic Load Balancing 2% S3 74 8 3 62 — AN 3=t S04 LA
WREEBRIEIEE TATENNR, BT LAER Amazon S3 #H|ARIEREE B 1N X, Nt
HFREFRNEZBEXMNS ; EFEETRHIIEF,

¥1F Elastic Load Balancing &1 S3 M eIE 7 M= 34

1. B AT MutiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o
2. GRENEZEAEEENEEBNEN.
3. SMEML X ELBConnectionLogTestFile, (UBHEURTEREFEA IS,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://console.aws.amazon.com/s3/
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- HHEBBNAE : my-bucket/prefix/AWSLogs/123456789012/
ELBConnectionLogTestFile

o THEIRMALE : my-bucket/AWSLogs/123456789012/ELBConnectionLogTestFile

HEHERR
MRMBRIHABIBLER , WARNREANT

- FEEERBETIZ T Elastic Load Balancing fHE#Z B EEAFZFBEHNNR, BIAGFERANRZKIGIE
BHE#EBRE. BIAERARN FANE#BEMNSEESAEZAENIEENE# B2 MER,
MRBEBREZEAERAREENLR , BHINER ARN T2ER,

- FHRBEATENRSS[IRMBE, ZF#EERLTEM Amazon S3 FEERH (SSE-S3)

2 A Application Load Balancer FE# B &

& 0] LARE A 22 A R 3D BT RS Y 2 EI Fo BREEAERE , BEZBERNREELRN S3 FHEHP ,
BRI EMBER, BXEZEE |, 52 Amazon Simple Storage Service P iEEH M FEHF6# &,

EREHSEREZERE

BN LA T M ut3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMERD , EENEIGHESR.

ERENABIEHFN BN T HFEFAEETE,

EEMIEIF L, &R RE.

NFEE | EXAEZEBEE,

EERRFER,

o 0 A~ w b =

EXFHEEBAE , BEA AWS CLI

{8 A modify-load-balancer-attributes o

&R Application Load Balancer #Y IR Bx

SRR ERNE P IREREIENERE , BRI ER X-Amzn-Trace-Id 53k , REBFHZER
FIEF B AR, MBIGEERA B AR Z A AR BR S5 2R I A2 th BT BAZR IO SR B # AR 2K

P
3
i
W
m
ot
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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B LAMERBERBERREER HTTP B3R MWEFIREI B HAMRS). WRESAHBRAE , MFiC
F X-Amzn-Trace-ld FRkH AT, BEXEZELR , 58 Application Load Balancer BJif[a] B &,

B

X-Amzn-Trace-ld Frk BEFEAUTEXNWFE -

Field=version-time-id
FE
FERHNEH. XEFH{ER Root M Self,

NRAEFAUETESENRMIERETR, ARSERHREXLEFTER , BFR2ERAEN.
TN

FRAN S

time

L RtE (AW ERR).

BRERPRIASF o

=~

WMRE AN FERPRFE X-Amzn-Trace-Id #rk , MABIGERLER —MEE Root FERAIFR |
REBHERZER, i

X-Amzn-Trace-Id: Root=1-67891233-abcdef012345678912345678

R X-Amzn-Trace-ld ¥k 7 H B2 & Root FE , NARBERFEA Self FBR , RAEBHR
ZiER, Bl

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678

MRMARFARMT BE— Root ZRIA—NMAEXFERHNIRX , MNASBERFREIANFZERHA
\A— Self ZBR , REBERRZIEX

1BE 229
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X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Ro0t=1-67891233-
abcdef012345678912345678;CalledFrom=app

MR X-Amzn-Trace-ld }RAEEH B E Self FE , NAFYEREERH Self ZBRNE.,

B 75l

o RAFHSESREZRBEAWBERDEERFRL |, MEREKEE R RAHITERH.
o MR HTTP #R:3AAKRF 7KB , NIH Y ER[HEERE ST S Root FEH X-Amzn-Trace-Id #r3k,
« f£ WebSockets , B REEEFHRIBER K Ih 2 B 1T R IR

£ AWS CloudTrailigd 5 Application Load Balancer #9 API i

Elastic Load B AWS CloudTrail alancing 5—RFEK , ZRFEHAF., ARDH AWS RFE
Elastic Load Balancing # K HUHYIRER 1Bk, CloudTrail ¥ Elastic Load Balancing BYFi& API
HIRAEH. BRNAASEREHIEA AWS Management Console SAR Xt Elastic Load Balancing
API BENRBIER. MREAERE , WAL AT CloudTrail E4FL % #ZE] Amazon S3 771
@ , @¥E Elastic Load Balancing V&4, MREREERE , BMHATLLUE CloudTrail EHEI&H =
HREIER FEERFNEHS. FHKENEE CloudTrail , A LABTE[M Elastic Load Balancing
REMER, REHBERN IP ik, #AEHTHER, ARAEHERAREMIFEMRER,

E T EZ(E A CloudTrail , 2 FAWS CloudTrail FF§R,

EREEASSESRNEMRE BN , YELREATIERREERN) , EERABENAE, BXES
{£8 , 53 Application Load Balancer BJif[8 B &,

£ Elastic Load Balancing CloudTrail

CloudTrail TE2 812 AWS IKF R EEENIKF /B A, 7E Elastic Load Balancing R X 458318 |, iZ
SES S HM AWS BRF CloudTrail E#—RBIERESHFHELIEFH, BAUEEHCH AWS IKFHE
E. BENTEHRELAENEY, BXEZEL , FSEEHASHAELESE CloudTrail 4,

EF&i0% AWS Ik EH | 2% Elastic Load Balancing WS4 |, ERIERER, REAY
CloudTrail ff BEX 2% %l Amazon S3 FfE#E. BIANBERT , HEBEEH A P OIERERA |, ZRER
FRATFE AWS Xif, HRERIZRE AWS 2 XHPiEFKAAEXFEHNES , HEAEXHEEER
EEHR Simple Storage Service ( Amazon S3 ) . ki , BRI EEHEM AWS RS , Lit—F
D FLEE CloudTrail BERRENSHEIE. EXELZEE , BZATINE .
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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- BIERIRICFEER

» CloudTrail XFHRFMER

« BlE Amazon SNS &4 CloudTrail

- BEUWkBZAMXIEH CloudTrail BEXHMERRBEZNK/ M CloudTrail AEIH

N ARF A E %S FTE Elastic Load Balancing {9 H Elastic Load
Balancing API SZ kg2 2015-12 -01 123 CloudTrail H1IERER, Bl , 1
fCreatelLoadBalancerfiDeletelLoadBalanceri#E&%E CloudTrail BEXHHEREKE

BIMNEHTAEKFEHELERRERBERNAREE. FHEEEHTEREUTAR
- EABRAFFIERHER,

- BREEAACERRSAFNERNZSFEIERHN,

- FREEBHHEM AWS RS R H.

BEXEZEER , ESFECloudTrail AR BB TE,

T f Elastic Load Balancing HEX#% B

BERERE—HEE 6 AFTSHERNBEIXHEHEEEEN Amazon S3 7%, CloudTrail B &34
BE—NEENMNAEFZRE. ~NEBEHRRKREBEMEN—NER , BEEXRMBERWIRE, BENBH
MetE, BRSBEFEPER. CloudTrail BEXHT R AR API HRANEFHRRE , Biteq]
FBEAHERNIRE HI,

AENXHTIEERE AWS IKFFTE AWS APl AN EH , AR Elastic Load Balancing API i
B, Z#aB3IRERBEEEZEE elasticloadbalancing. amazonaws.com B eventSource Jt
RRKEHRXY Elastic Load Balancing API HiAH. EEFRERYE ( W CreateLoadBalancer ) Hid
X, BRERBEEFREBMM eventName TE,

LLF 2 Elastic Load Balancing =%l CloudTrail B&iER , ZAFRE T NARBFHEEESS , A5
55 FRFEL M BR AWS CLI, B AIBAER userAgent JTEHRIR CLI, AIfEA eventName JTEFRIRIER
APl BA., BXAF (Alice) WEE W userIdentity TEHFKE,

Example ;~4| : CreateLoadBalancer

{
"eventVersion": "1.03",
"userIdentity": {
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"type": "IAMUser",

"principallId": "123456789012",

"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1loadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
I
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"
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}

Example =] : DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"
.
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

T ## Elastic Load Balancing B &3 #% B
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