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5. RIT£HEAHITERBL , RARERFCE,
6. EXEE
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b. X F=H, BWERVMA HTTP , O R 80,
10. BITRRRE
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c. WIAERTIRE , REBIACEEEMESSEIRINE AT
12. Attributes

XTERBETAXAZEE, BREEERNUREN (HERERNE ) , FREKINE,
13. TAEIERRIRE (T )

a. BEFRALED,
b. EFERAFEI,
c. ENMEMARE  ERBRINFRE , ATRARTERNE  URAENEFERNE,
d. EBRIEARE  BEREBRNTIZNBR.
14. HENGIZE

a. MRFEEIEMRE , FAEEEEANREZSNERE.

b. WINFEHERNAMARELIRGE , ERCIENBIGERUT B OIENBITESR.

c. EEENGIRNEL 6 ERHEEFNHIGESR , LUE Amazon EC2 2| A hEE AEHBHER.
15. Wik

a. EERWHATHER.

b. FEBRZFETFAF , EFSITREG. EL—EC2 KMl FEAFRSE , EANRH
;HIGHEER.

c. HEHFMAEEIDH , EFAFISEEEN DNS 2 , XFRKELT my-load-

balancer-1234567890.us-east-1.elb.amazonaws.com,

d. HREPER DNS EMEW R EEZI LN L BN Web R EaF it =, MRAFIT
BRETER  WaBRRS B[N E.

16. MIBR ( A1k )
a. WMREHE-—NEROAFHERMEN - 3IBIEEK , AEEERFTNVEHEFRF DNS EXE
W, RiEBRIBREH AR E RS
b. BXLATMUEITH Amazon EC2 ##|A : https://console.aws.amazon.com/ec2/.
c. ®“ENFITHEIR.
d. MOKEFRRE, BIRAZIGER
e. RTHATHIAR , A confirm , RASFIEEMIBR,
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f. BIERAEEESRE , M ZATEESR P EC2 LHINHREEZEIT, BHIREHIHREZITH
o H RPN, MRETEEEEAN EC2 £flnt , JANHELESRL L , U4
FMANTEA,

e BIZENER MBI 27 AWS CLI

ZRINER T |, Elastic Load Balancing 812 [ Internet B a8 5% 85, FRAUTHEEAERNIAR
B R H m# 2N N EB A S E T MER EC2 3R,

B ARR R E I E 2R

1. EAN--schemeit IR & F Wcreate-load-balancerfiinternal , MR :

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancexPoxt=80,InstancePrxotocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

LT AMBIRE, IR, ZEHRRTXR-NAARIESR.

"DNSName": "internal-my-internal-loadbalancer-786501203.us-
west-2.elb.amazonaws.com"

}

2. fERALLT register-instances-with-load-balancer #55 # NSEHI

aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

BAR 9 W R R

{
"Instances": [
{
"InstanceId": "i-4f8cfl26"
.
{
"InstanceIld": "i-0@bb7cab2"
}
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}

3. ( Wik ) AL Fdescribe-load-balancers#y 5 1 ilf A 2B 1 35 15525

aws elb describe-load-balancers --load-balancexr-name my-internal-loadbalancer

M52 & DNSName Hl Scheme FE , R X R —MREPREIE S,

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com",
"SecurityGroups": [
"sg-b9ffedd5"
1,
"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []
},
"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T20:32:19.920Z2",
"AvailabilityZones": [
"us-west-2a"

1,

"Scheme": "internal",

2 Bl N ARG R AWS CLI 13


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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Z H O F RN S XM K

EEROBELBAFEERZE , VDANEATEE R EMEH EC2 =61, BAIEATIEHERFIEN X
N EANHZ N HXAFIEER EC2 3£4l, Elastic Load Balancing £ EHiX 23 M# EC2 E£HiiTiz
TRRRE , HESTEENEEM EC2 26+ B E ABER D BB AHKITERH DNS B,

B

« KM FERXE

- HE®& VPC M EC2 K4

« NENZLHANFEHFEESTRALE
« NEHNBEREERSS

« AMHBEREBRABIGE RN T K

- EEHANPITERPIEMTEHE EC2 KH

KON B 3K

o TEITRIE A F S E S EMEFTE S L% Web BRS85 (20 Apache = Internet Information
Services (IIS)).

« XtF HTTP M HTTPS {ii¥T88 , BWEE EC2 Lfil+ B AREEINRSED , XA ITEREE
BHNUZANEFHREREASEHINERE, XHETRD Web RS LN AR H RS ARYEREL
B, REETHERMEDN 60 ¥, LUBRA AR ERRATRAZMERE,

« Elastic Load Balancing X B ERAEZHE T (MTU) 53, BEREFERE MTU KR TREEET,
BETNEREFNZLAARTERAZTEICMP 24 KB 3, RIB4) WES. BXEZER , H5H
Amazon EC2 AAF M+ MTU X FLEE#E,

E& VPC M EC2 L4

BATEWE Virtual Private Cloud (VPC) B s SSHIFM G2 1T # =R, MREEH AWS K
THRIERAARMARERIHNXE , MEHERIA VPC. BRI UFEARIA VPC (WRE) HEIEBCH
VPC,

VPC gyt sk das

K9 B 1E SR Bk 14


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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Amazon Virtual Private Cloud ( L G # VPC ) E&EEHBTE AWS =R B RE 5 P E SLE BN LR

B, BHELNFET= (VPC) # |, BAI LB EMAEIEZM EC2 K6 2K AWS BR, BXEZ
{£8 , F5 5 Amazon VPC B/,

IEHY MBI EREY T

EHRENATEER[TULEEYT B , RISV AEYERINENFRBEE—INHEEL—N
/27 (I#EE (5i20 10.0.0.0/27) # CIDR SRFZE D 8 N2 IP #hit, B RG6EHIXLE P
M SNFIBIERE  ACETENELDT R, R IP#HItTE , NAFHEESURELTET B , S3E
RETEMEHI 503 £ix.

EERHEPNBINTHAXFETFN, REEHNARRF , EUNELQLE TN, RETRNIXHER
AEPEHERH, 2BETFTRNE-FEOERMMXNIRE, BEE , MIABERT , BIA VPC HEAT
AXE-—MRBEFN,

SN HBESRN , KAF PRSI BFRAMB RS ESR. WRIFELEFNF | FE
BEXRFINFMAENTAXFELAR TN ; BFXLELE FRMNE ARIGER,

Ze4d

BB RABIGERTREMNEMITREAMSTRIRERO LEXFRTREE, AXESEE &
) VPC HAEITE RN T, BRFNLTLAXRNNARGERABNFMN AR MO LAY
REiE. BREZER , FEMH VPC PSSP EZ £ A,

M4 ACL

VPC BIM & ACL AAIEMTesim OME TR BRO EAFNERE. BXEZER | H5H
VPC H iy S8 @22 M 4% ACL,

NIENZEAFIEREESTRARE

B2 B A E S E R 2 BRI HEM KA REFRUAN LIRS, XENHBRANSTRIRE, EHIT
BTRRRER |, BTRRRIFHEFIIRSH InService. ERITETIRARER , BTRRTE
HYEISRBIEVIRZS N OutOfService, MEBERSNAE EEMRFANITEITRRLE |, TieKHl

A F TR RFIRSIE R TMERS

MHBE R EREHEIERHES, SABFHERBERENIEPFERER , KFLFERBHEZ
Kbl HRHPIREIEFIRSES |, SEIDE R E 00 1% L BIBE B iE Ko

1819% 85 F A Elastic Load Balancing It BRINETRARERE , AIFEALRENETREIRE
BEERECSEMEFHNEITRR.

BEEzTRRKLE 15


https://docs.aws.amazon.com/vpc/latest/userguide/
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WRIE SN Auto Scaling A 5L B A FIGHEESRE , N AT AFERAEEERFREZTRRRERE Auto
Scaling AFHEHFIHE1TIRR. BRIAERT |, Auto Scaling A2 EHBES N EFINZTRR. B
REZELR , 12 Amazon EC2 Auto Scaling A8 H Y@ Auto Scaling A1 Elastic Load
Balancing iZTHRIR K&

B %

c BITRARERE
EHETRAKRERE

- KBS JE’JLfT'U(/R

- BEETRRREHRITHELERR

BITRRAREEIE

EITRAEBESESABEERATHECEMKRMFNSTREANER. TRNMETETRARERE
B

FE it
iy T 45 5 SR 51 (2 AR RO L

BME : TCP. HTTP., HTTPS H SSL
BHEIBEIAE  HTTP
CLI/API BRIA{E : TCP
i A AT protocol:port NHFNEZEHIWFO, 40

RO EHREREN REBN PN REEEERO LS
KBIZEEE , MRFSRBIR RN BITIRR T E,

% : TCP., HTTP, HTTPS #1 SSL
W OEE : 1 & 65535
HIA2RIAE : HTTP: 80

CLI/API ZRIAE : TCP:80

BTRAKRERE 16


https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-elb-healthcheck.html
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ZHEAPIEER

FE

BB

M) 57 388 Bt

HealthCheck [B]f&

TEERE

DU

HTTP 3 HTTPS #R#Y B #5.

EiwROMBR L@ E HTTP 5 HTTPS GET 53K,
70 R £ 5% 39 7 85 12 1 S7 88 A HE A U B “200 OK” 2 S B9 1
AR , MFRFIMABTRRFE. MRM/TIEE
X , W AR 908 Content-Length #R3K1&RB AN KT
ETENE , REBEHERE N “chunked’#y Transfer-
Encoding.

2RiAE : /index.html

Bk BizTRR R =R i BEF A ().
EXE:2ZE60

ERINE : 5

BALFNZETRRKREZ B EE (7).
BE¥E : 5 ZF 300

ERIAE : 30

2

B EC2 KAIE TR ™MERT A H I ER KX WHZ
TR EIRE

BERE:2ZF10
ERIANE : 2

BTRAKRERE
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X ik

ERRE B EC2 KBIB TR R 5 i Bl 40 HH I B9 S 48 A Zh Y
BITRA R E R

BRE:2ZF10
ZRIAE : 10

HEYERERAEENIRD, MMUFER , § Interval BESNEEMIEHLZE —RETIRRE

BER, EMNETRAREEFERBIIGILN , HEEEZANEEIREAFE, S50 RIFTTE SR AT E
FLERTRETRRRENREERE. MRETRERERT C UnhealthyThresholdount 3E4£E 2k K

R, WARERRXFERAEFELRS. HETRAKRERT C HealthyThresholdount 348 5 Zh X

et , ARG ERRAER,

MRRHESETRRRER B E R FE AR E 200 WA , U HTTP/HTTPS ETRIAKRER Y. MR
TCPE#EATH , W TCP BTRAKRER Y, MR SSLEF TN, W SSL ETHRIRKER .

BEHETWARERE

BN EMRARIEENESITRARERE.,
FREFEEMNEEERINETRIRERE

BN LA T MU 3THF Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMBERLENAFEHDET , EREAFHESR.
ERARYESENEMUITFRFMAEETE,

£ Health checks &I+ £ , i%3#% Edit,

ERBZTRARERENHEHNETRARET , REFEENEE.
BERRELRZE , BRREFER,

o a0~ 0w =

EFHMARSERNSTIROARERE , A AWS CLI

FEALLT configure-health-check &34 :

aws elb configure-health-check --load-balancer-name my-load-balancer --health-check
Target=HTTP:80/path,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2,Timeout=3

BT ERE 18


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/configure-health-check.html
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RERRFHNZITIRR

AR EEEMRAIREITRR,

FEARFERERFINZETIRR

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMERLNAZTEET , EFRAEGHESR.

3. ERABHHEHINEHITHFEFAEERE,
4
5

EFAERHT P , RENERERATNREIHE.
B FRRBIET R BARROIRA |, BITRESIFEREAN EEMKOI EMERET,

EEARELNRAFIREITIRR AWS CLI

fEALLT describe-instance-health #5% :

aws elb describe-instance-health --load-balancer-name my-load-balancer

BIEE TR B THRERR

EEME KA TRRESHRERTEZES AHEEHRZTRARE, TERTETRARENREILRRE
= EC2 SRHIXHA T EZAR B ERMNERE , EXRA EC2 KHIMWMNBR, BXRXAMWETRIRE
(R B A T B JR (R LA K S8 o] BAR N SRR R B TERV B B, |, B2 XL M AF IS H SRt T HIEHER
BITRARE,

AEZBNEEEREEREA

Z42f BRI AENER , I RSATFERT NS RFNRE, EERB3) EC2 £pInt , AF—
NI LZLEAEZRFIREK, RTFE8INZL2E , FN—ARZAMANAATFRE, BOAERESE
N EEMAN ; FANLEINATEZRLEXKAMEEXRS, BXEZER , H#5H (LT#
EC2 FAF{ER) FM Amazon EC2 244,

P

+ VPC i @R RE A
+ VPC Al R 2 H

+ VPC il SR B M4 ACL

BEXFNESTIRR 19


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-instance-health.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
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VPC Ry gL A

£ A€ AWS Management Console VPC H 8| 2 55 #88et , BN VPC ERINEL LA N
VPC BIZ#MZ 24, MREEFRINARLA , WE LM AFMITERE A METRZLER O L&
AEBOERAINEMRE, MRBEFCNBRZSA  NEHEFEHRMANA AT XA NGO LWRE

=1
;ﬁ:io

[BEBRIA VPC] IR AR AWS CLI 5 API IE3EBRIA VPC RO AEI9HESE , BREERSLA , NE
A ER2 B35 VPC HRIAZEHXE.

[BRIA VPC] 2R EEH AWS CLI 5 API FE2R1IA VPC Bl A EE RS | NTE N AHEE %R
MERLA., #HR , Elastic Load Balancing A Z£ARMAN , UAFEERD L4XNAERSE
BWFFEHRE, Elastic Load Balancing A&/ AWS IKF REIEB—NMXBHNZEA , HEHERXR
default_elb_ id ( %l ) , default_elb_fc5fbed3-0405-3b7d-a328-ea290EXAMPLEERTEBRIA
VPC HElBZMNEE&AFIEREEALEZLA., SHEFRLAMNNUBRENATFMNITERRKOFMIZ
TRRRERO LHXNHABEESRNRE, BRASIESEN , T2E3RRLERE4A,

MREEMERFHERRINOTEE , WLARELZ2ENBREMNAFFMNTRKO LANERE.
B
- ABGERLEANEEAN

- FREHAEELZSA
- FHEERSA AWS CLI

BB ERLZEHREEAN

NEEBRNLZLAMTAATF A SEBNEFHTERES., HEANBURTABSEHSNER (HG
Internet AEE ) -

TRERTEM Internet WAEHEE I[N HERN,

Inbound

Source Protocol Port Range Comment

0.0.0.0/0 TCP ### RS RIS
im0k RVFFTE AYh
hE

VPC iy #ismi ey 20
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ZHEAPIEER

Outbound

Destination Protocol Port Range
ARARH TCP ARAHRH
ARARH TCP HBARAH

TRERTABAREERNVEEAN,

Inbound

Source Protocol Port Range

VPC CIDR TCP #H##

Outbound

Destination Protocol Port Range

ABAHRH TCP AR

ABAHRH TCP HBARAH
ARG AEERSSA

EAUTEREATERS VPC AR ABITE SRR R A,

Comment

FESEHI T BRim O £
SEVFFLE) SR A8 H vk

nE
E TR &R0
£ AVFREISKBIRY H

Ey R~ —1
VR E

Comment

E Y E SR YTres
WAL AREXRE VPC
CIDR WAL E

Comment

FESEHI T 25w O £
JEVFFLIE) SR A8 H uh

HE
TR &R0
£ AVFR B SKBIRY H

Ey R~ —1
VR E

VPC AR BRI ZEA

21
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EREHEENIRASENNBHEHRNREA

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERLNAREET , &R AHHER.
ERABEERNENRUIT TR FAGEERE.

ER2MEmFLE | EREE,

ERBLZLEATHNRZSAT , RESEANIBHRRLA,

RS WLIRM 5 MNREA,
6. ExAE A EEFEER.

o ~ w0 bh =

FEHEERSH AWS CLI

R LT apply-security-groups-to-load-balancer is ¥ Z £ 4 5 VPC Ry S # <K, BEMN
ZEALBEZAIXBKNZEA,

aws elb apply-security-groups-to-load-balancer --load-balancer-name my-loadbalancer --
security-groups sg-53fae93f

LU 9 W BRI
{
"SecurityGroups": [
"sg-53fae93f"

]
}

VPC RSN ZE4A

BHRPINLZ LA MAARFENERBGERATERS, TRER THEAN,

Inbound

Source Protocol Port Range Comment

HARHBHHH TCP HARHH FERBraRim O L
AVFKRB RS ER
MR E

VPC Ry £4A 22


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/apply-security-groups-to-load-balancer.html
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EETRARERM
LRFRENHEE
SRR E

HAHRAHHH TCP HAHR#H

RIMNZEBWEARYF AL ICMP RE2UXFRE MTU £, BXEZEER , F3% Amazon EC2 A F
BEEH MTU X IRE,

VPC RV B9 E 2RI M 45 ACL

VPC HIERIAM 15 H =I5k (ACL) RWFTA AMMHMERE, MRGEBE XM ACL , WAFH
sV S E SR M KA AT EERIAN

M E =R T WAV HEEA N BUR T AEI9E KR (E[ Internet ANED ) o

TEE/RTEM Internet B A EIIEESAIEEI N,

Inbound

Source Protocol Port Comment

0.0.0.0/0 TCP #ih ERFHESEERTEE
WO LEAFE AL
hE

VPC CIDR TCP 1024-65535 Eimetiw 0 L RSk
B VPC CIDR B A ¥4
hE

Outbound

Destination Protocol Port Comment

VPC CIDR TCP #Hh ERFTessiwA £
RIFMEBEHERE

VPC CIDR TCP HHHHHIHH EETRRRERO

EAVBHIERE

VPC i 3985 M 48 ACL

23


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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ZHEAPIEER

0.0.0.0/0

THERTABAREGERNVEEAN,

Inbound

Source

VPC CIDR

VPC CIDR

Outbound

Destination

VPC CIDR

VPC CIDR

VPC CIDR

TCP

Protocol

TCP

TCP

Protocol

TCP

TCP

TCP

1024-65535

Port

#H#t#

1024-65535

Port

H####

HAR#RH

1024-65535

FImetim O £ VAR
BHMRE

Comment

AR 2R VT 3%
wA L ARVRE VPC
CIDR ) A S5 &

EIfetEs O LRk
B VPC CIDR B A3

BE
JILER

Comment

EXPIRITERR O L
¥ HRE VPC CIDR
YR E

EEITRRARE R
A L A¥HRE VPC
CIDR W Hi ¥R &

Eimetim O £ VR
@ VPC CIDR #Y ¥4

BE
AILER

KB FRAEEANERT FREREERAE TN, ATHAMNERTREFN, NRENIHELE
FMAF , FRHREM B M VPC 1Y CIDR Eth 0.0.0.0/0,

Inbound

VPC i 3985 M 48 ACL

24
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Source Protocol Port Comment

VPC CIDR TCP A EXRpmTEEHA L
AR B VPC CIDR
AR E

VPC CIDR TCP HHH# 4 EETIRRER

ALER¥FRB VPC
CIDR I AR E

Outbound

Destination Protocol Port Comment

VPC CIDR TCP 1024-65535 ElEtiw0O L RER
i VPC CIDR i ¥4
RE

TN IR 2 B S B R0 T

MR —NFRARINBNEH 125 #8F | Elastic Load Balancing 275 1% Al A X 8l — g9 # 85

TR, AREEETRESIRKEEFENREFANBERELE —IMNRSNATAXPHNEEEMEG.
F VPC iy g aiss , BWEEDARANTRAX D BIRM—NFM, XA RS EH A E R/

AR, BFEE , ZABMMSRAETEHEN FM,

MNEGIFFENTTAXER TN, MRENAFEEEERREM Internet AR |, BLTERLNE T
R, LEENEREGIMNAESESRBRRE ( BMERREGFAMTRAE TN ) . MREMNMEITES
2AZMHESES , RINBWEBEELETIN, BXxAHEERTRNESZER , BSRES VPC A
EC2 =4,

ANIFME , AEEERTEREREAEXNNTHAXPREMRSES. MIAMERAT , ARGESRERT
R A A X e @i B R, BREETMAY A X P EM SR SEE I HER |, 5 AEXER
B9, AXEZER , FEH RELHNFHERNEXENHITHE,

MR FMH AT A XFRESTRRBRFHEMSES |, HEEHFEX EMSEHIR TR EDRIER , AL
REFRZELE R MNABIIERRMBERT W, BERFMNE , AREERE LA RBHEE TR XA EMRK
Bl | B EFERER A ERR T A AT A X AR EM S,

&

A hn sk A R 7 25
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. BR

« AIFH

o MIERF M

=R
FHARIGRNF N, MABRATER :

- MBPERLTREELH N,
- BNATRAXKEZAFIN—NFR,
o SETENINA M X F R,

RANE LAY AP AT NS 2R R MM BR 7R |, PSR S BT F S0y 7 M | BB EE
ZRBERTF  MNMARXEER, IRFENARGERVRAE TR | LELFETNE - AT
KiRmFM, flm , MRABHEREBENTRAX , HELFEFEFRURNIZ —NFR , WATE
FEMEZANATRAXRINFM, BEEATUMERRTAXBERTM (FRADT =), MRA A XA 7
(BMNTRAXTEL—NFR) , RENEZANTAXRERT M (MRIAFTERITIR).

s N ¥

BRI AREERN T ALY BRI AN, it FMPRSSELEMB AEEER , RAEMEHIFRER
HETAXHHN FMERINBGER. AXESER , TSN ELHBNFITE R P IEMSUEHE EC2
KBl

{5 A2 51 &% F MR 2 A9 8s

1. B LT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/,

ESMER LRBEET | EEAITESR.

ERASSEENEMRUT AR FEMEERE.

£ Network mapping ( M4&BRET ) T+ £ | & Edit subnets ( RETFM ) -
EREFFRENMERFL S , EFEEANTAX , AREREEZTAXNRMKN M,
EZERE , BRRTFEYR.

o o A~ w D

fER CLI &7 MRS o ess

=R 26


https://console.aws.amazon.com/ec2/
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fEALLT attach-load-balancer-to-subnets #5SFH N F MR NS 1 £ 9 E 88 -

aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
subnets subnet-dea770a9 subnet-fbl4f6a2

Ve S2RF 5 H S B B BR I PR A F M. 0

{

"Subnets": [
"subnet-5c11033e",
"subnet-dea770a9",
"subnet-fbl4f6a2"

]

}

) B - P

A DN AEEERBERTFN. HER, ERER-—DTFRE , ZFNPHSKORERE SR ARGE
BRAVRS. BXRESER , FEH L HNFITE R HIEMBUEHE EC2 L1,

£ AEH & MBI ERBERTH

BN AT Mt 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMBER ENAEGE T , ERARTHER.
EBRASYESENEHUITAREFAFSETE.

1£ Network mapping ( FI4&BRET ) B3+ £ | #£4% Edit subnets ( /BTN ) -

HRETFMRENNERFRTH , AEIESANTAREERRNFN , REFUFAFREA A
P X BARS BR1Z AT A X DA R R BR Y F M

6. ExEME A6 EEFEFER.

o b w0 bnhp =

EBKRTM , BERH AWS CLI

A LLT detach-load-balancer-from-subnets 55 A1 {58 & F M M 38 & 1 5 159 %785 I BR -

aws elb detach-load-balancer-from-subnets --load-balancer-name my-loadbalancer --
subnets subnet-450f5127

e B2RF 51 H S B9 B BR Y RIR F R B0

1 BR 7 27


https://docs.aws.amazon.com/cli/latest/reference/elb/attach-load-balancer-to-subnets.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/detach-load-balancer-from-subnets.html
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{
"Subnets": [
"subnet-15aaab61"

]

EL BTGRP IEMESH EC2 K4

I EC2 KIS FERMB R GER, NBOERELEZRECREANTAXFEMKEEITR
R, BRI EETERAEMSEA, MRNSZAINER EF | S0 S0 B9 85 i H e SL 6l
LA EER,

X EC2 KIS MM BE R P REMER, EANXFEH2E  MEEE R EE LR EREHEZ
Kbl MRFBREE , RECFBET KRG , TN EIRFHEKA. FHOXLNEREFET , B
TEMNOEIEERZWRE , EUNEEZFNBROARSERIME.

JE4HSRHlet |, Elastic Load Balancing 2@ F ZI#THMERTTH ( l1RF A T Connection Draining ) »
BXEZER , 550 RELEAFITHEEEMN Connection Draining.

MRAFIHEREZFIE Auto Scaling 4 , MZAFHIKHI< B 3h @ AEDE R EM. MREM
Auto Scaling A7 B 9 RE , WXAPHKRPIKIEH.

Elastic Load Balancing 2 H IP it [ R A58 25 E M EC2 241,

[EC2-VPC] HAEiEEARMEMEED (ENI) BB R T EMSEFIrt , AR EEFERBBAERFINE
O (eth0) WEE IP #eiit,

ok

o SEMEHI

- EFOATIHIFEMAKLI

- WESEMEHINAEISESR

o JEHHEH

EM SR

ERRER , MARSEREMEE . MRXFLTARBEERERANTHXS , BAKHIREET
FIRBENZTIRIRE , AN AESERERRE.

SR SE KB 28
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1 P2 6 B X AHE R 3261

BN LA T M4 3TF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMERLNAREET , &R AFHER.
ERABEERNEHRUIT TR FAEERE.

FEERESEI R £, EEREEEXH,

EEEXNPINEAATASESRT , EREIMI ARG ERNEH,
BREBEIMONVIEERINEFTLEESRFIERTP,

EERFER,

N o o bk~ w0 Dbdhd =

EFAEMERZH AWS CLI

R LT register-instances-with-load-balancer 5% :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

AT RGINE R 5 T B A g e AR SS5I

{
"Instances": [
{
"Instanceld": "i-315b7e51"
.
{
"Instanceld": "i-4e@5f721"
}
]
}

B [ A& RIEMEI KB

FERALLT describe-load-balancers a5 5l B 118 & f1 8 19 #7353 D E MY K4 -

aws elb describe-load-balancers --load-balancex-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"

THER2REHE :

& O RABIGEREME KA 29


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/register-instances-with-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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1-e905622e
i-315b7e51
i-4e05f721

e 2 F M= Hlay A E D fireg
fEFALLT describe-load-balancers fi 3R ERFf 8 E K41 B )X M B MY A F 9 EES B4

aws elb describe-load-balancers --output text --query "LoadBalancexDescriptions[?
Instances[?Instanceld=='i-e905622¢"']].[LoadBalancerName]"

THR RS
my-load-balancer
553K
MRETBRERE  REUNRFEREN XA, AN REBEIREHEH,

MRABHITE I/ EEZEA Auto Scaling & , MIMZAE T BRI NAETEHIHETH, BXE
ZfER , 55 Amazon EC2 Auto Scaling FAF$ERH I M Auto Scaling A %5 & EC2 =4,

£ A 4251 B X 8 R K6

BN LA T M3 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
ESMBER LNABHE T , EEAFITESR.
EERABEERNEHRUIT TR FAGEERE.

FEBFREPIET < £ EFREEEA,

EEEXRPITEAY AT AESIRT |, BUBERIZES , SURRE M A9 8 2z BUH M.
BREEICHEIMOEFIRER I EFTERERFIRF,

ERRFER.

N o g b~ w0 Db =

BEHUHEMERS] , BEM AWS CLI

FERALLT deregister-instances-from-load-balancer @55 :

aws elb deregister-instances-from-load-balancer --load-balancex-name my-loadbalancer --
instances i-4e05f721
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https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/deregister-instances-from-load-balancer.html
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AT RPN RI 5 H T ) Sk 10 2R A i HAb 3R

{
"Instances": [
{
"InstanceId": "i-315b7e51"
}
]
}
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2 B O EH AR TR

FEFF R EA Elastic Load Balancing Z 81 , XM A LB ATIGEREE — NS MIVTER. TR
ATREEZEERNWHER., EAE (FRRBATHES ) EENHUFRONGEE (AR9EREE
JEIRSEHI ) HE A M A O B B AT 85,

Elastic Load Balancing Z#F M MY :

- HTTP
+ HTTPS ( %% HTTP)
- TCP

+ SSL (%% TCP)

HTTPS i fEEA SSL thiXfE HTTP R LBV L4 iEE, S aflfEA SSL e TCP ELEEY &
SERE,

MR AR TCP 5 SSL , MK SIHIER T LUER TCP 5 SSL. MRAHIERER HTTP 5
HTTPS , MIAM S ERETLER HTTP 5 HTTPS,

Ja w32 AT LA YT % O 1-65535,
MEGEE LI THO  1-65535
AR

« HTTPS/SSL {mfTgs

- REAFYEIRNNTREE

o HTTP #RAFLZ g5 E35

ZIP

HA Web NABRFNEETUAZIRHENRGENENTE. BSEBXRABRENEEIHE, HBED
RENEFIRE—REEET —RB. THRREEE (OSl) 2ENEEER | LEXLEDE P KRR E
BEER , XIMEREHRADN. BXEZEFEE , BS 6 Wikipedia F 1Y OSI 3,

£ Elastic Load Balancing it , ZFEEN PR 4 M2 7 BEELRNTH. 27 4 BREHE , BRTE
i BRI fE iR SR 2 [ @IS B S B MV R SR Sl (TCP) £, 2R 4 RAIABNARI9EES

i 32
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BENSEDZR. 7B 7 RNARFRE , #7TEF R ASGER, URAFGEHRIEN/ERK
{5l 2 (B B9 B S AR IR M (HTTP) Fl HTTPS (Z4& HTTP) iE#,

ZE2EEFE (SSL) MUEERATHEITZEME (W Internet ) LMV ZREIEHTINER, SSL thH
WEEFHERHRSEZHEBYLSERE , BRESNEFPIRNBRSSECEEENMERERENE
BREEN,

TCP/SSL X

MREHER RN IREREPEER TCP (D7 4) , ENARBHHRLFNFERERIFRES , mAE
Rk, MBIIEHRBIERZE  cEHENTHFEEEFEEN RO LT SERXAHIE TCP &
%,

HTARSERLEBEFRSENEREFBMRE , RSN EREANTHER B SHREE0NH
BERN P it M A RRBEF iR IP bk, BAIUBERARKEDN , EQFM— NI BEFiRiER
E8 (MR IP ik, B4R IP st MmO 5 ) B8Rk, ZARABEBAEN BRI — 80 KX E FiwmSE 6l
B AT B RN E—ITREREZEE. BXRESFEE , FER NEANTTEHFE S CEDINL

.
BEFEALEE , B2 KEISFERMES X-Forwarded $rkHY Cookieo
HTTP/HTTPS 11X

HEBERAHTTP (HE 7 & ) #HTAIRNGREEN , BN AROERLEFERRET FIHEH 2 6
HriE SRR A PRk

NFEMLTF HTTP/HTTPS ARSE SR EEHNEEZTHEEMESH , Elastic Load Balancing £3T
FHEF — N ZA TCP iEE, XUEBETHRKRAECEUNERE | ZEZECHEZHER HTTP/
HTTPS &R,

HTTP &R HTTP MM EARKFRAEE X HTTP SHEME S, Elastic Load Balancing X X-
Forwarded-For 5k, BN ARUEHRQEBEARNRSSE2BNRE , AHEWRSSEFRA
ERRNEE RGN IP thit, EEERF N IP it | 5 H X-Forwarded-For &R#x
ko BREZER , S X-Forwarded-For,

A HTTP/HTTPS i , B EAHKISEHS EERAMMESTE. MESETAPN S ERER B ERHRE
B, XHALBRESTERE , KBE—AFPNMEERSSHEEZERNERSFH, EXRXEZE
B BZR ARHRAEYEREENESE,

MHEYERHTIEMBEHTTPY ER,. MRARYER[RAANBNNSE, WRNBREMIEIRE
HTTP 1.0/1.1 SRR EL IEER |, MEFEEFEH TCP ITEs,
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HTTPS/SSL {88
WA LAMER LT Z 2 et B A EigEss.
SSL ARSSBIE

R BIIREREGEA HTTPS 5 SSL , W AJAE 928 L &F#F X.509 iE+ (SSL ARSFRRIED). A
HEREMBEREBEFRNER , ARBFERREIGHRES (Fh SSL Kin), BXESEE , F
S LM FITE R SSL/TLS iEH,

MRERFLENF G IRLIE SSL L1k (B0 SSL HR) , AEMRMNFIRERGER TCP , F R4k
BERMN EIEMKROIIEULES,

SSL 17F

Elastic Load Balancing {2 tFE XK SSL @B E , EF - inSE0N A9 HE 8 2 BB IEE ,
XL E A Fi#4T SSL . SSLMEERERM T/ ZHNEFRREM , HEABAZBNSREEM
BEL, AN, FEFEARGTHEEENNEPNAEREHTMZEERAFERAISERR, FELs
EHMEIRE (I PCl, SOX &) MAEEREFIHRH—ABEDUNRE , LBARFESZSRE, it
EERAT , BUUBEENEBEERIEAEN SSL HEEE. LHNRBMMUNE 30 BRER.
BXEZER , BSH 2HMFHHEEN SSL HhEEE.

fR i AR 55 25 & 10 IR UE

MR FIREREMER HTTPS = SSL , BAW UG ABEMRFNSHRIE. ZFEETERSHRIESE
KBEREFEZMBENBERE , ABRENICEMRIEFEBNLBEN.

BXREZER  FEREERRAERS RS BRI,

Z AN PIIE RN MITREE

UTEREETUATREZAABIIEHRNMITRIZE.

HTTP/HTTPS fagiaiss

NAZR BIm TR Bl i i I =33V =g prigiil SEEZEI

HAHTTP 4 HTTP NA HTTP NA - X &

BigtEes Forwarded
¥Rk
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ofalt AT EIEP R iR iR EEEW
R P £ SSL il
SRR B
. TG
SSL E#
IEA SNI
#Rsk
. FEHERIE
AR 3

HTTP R MA AT =5

HTTP #&R# HTTP WA FERAFRLAFREAEZE X HTTP HEMNEE., HMAFBRNES RN BME
X, EMNMEXN ZBEBEZESR (CR) MRITHA (LF) #1729, RFC 2616 EE/LPEN THRA HTTP
A FERE, WHEERARFIZER (FE35RM ) WIEFRAE HTTP #r3k, RLEIEFE HTTP 15
3L BB X-Forwarded HIR., LM AHITHBEZIFLT X-Forwarded #73k,

BX HTTP EEMNEZE LR | {2 Elastic Load Balancing A 8B H M5 REH,

TR

o« WINEAVIUYTBRIR B X X-Forwarded #rk. BXEZEE , S LR AT E /AT RE
Bo

B EER Web BRSBRACFEE iR IP Mt

X-Forwarded #r3k

e X-Forwarded-For

» X-Forwarded-Proto

e X-Forwarded-Port

X-Forwarded-For

FEBFER HTTP = HTTPS #8888t , X-Forwarded-For #R¥53K A B3 A H & B ZR B %
PRy 1P ik, RARBEERSEBETFRNRSHENRE R ENRS 2R TIF B & F R

X-Forwarded #53k 36


https://datatracker.ietf.org/doc/html/rfc2616#section-4.2
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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SENFHESEN P tit, EEEEFIRMW IP ik | 56 H X-Forwarded-For #&R#rk, Elastic
Load Balancing &7 X-Forwarded-For BRIRAFFHEF WA IP #hut |, HRFRk &% B S AR

%88, MR X-Forwarded-For IHRFEARITEEFERSD , WARTERQ0NE—NAEFG IP i

HERBEREMIRL, BN, HEHEESRLNESR IP M MBIMAEIRL |, FHRHZIR AL S DS/
fR$588. X-Forwarded-For i#RIFL AT EZMNUES 2 BH IP Hitt, JREDMHU R EHXAH
BROEFiR IP, Y , 2B AEERERARTRE.

X-Forwarded-For iERFFEAKAUTER :

X-Forwarded-For: client-ip-address

THER IP #ith 203.0.113.7 WEF %M X-Forwarded-For ERFr3LHRHBI,

X-Forwarded-For: 203.0.113.7

THE=R IPv6 #3t  X-Forwarded-For MIEF %A 2001 :DB8: : 21f:5bff:febf:ce22:8a2e i&
SRERKLBY 7RI,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

X-Forwarded-Proto

X-Forwarded-Proto &SRRk AJ &S BYRR B & P i 5 8 B 9 85 E #Eat Fr AR B P (HTTP =R
HTTPS), ZMRSRGR AENBEERSHENARGER 2BEANDN ; FEERAXTERF
MM AR 2 RFEANDZER. NFHMEEFRMNASRSESRZEEANTI , A X-
Forwarded-Proto i&ER#5&, Elastic Load Balancing &% X-Forwarded-Proto i&R¥Rk 174k
EFimMARIIEER B ERANIL , HRLhiRBERNRS .

BN BARFR ML T LA A Z#E X-Forwarded-Proto BRFFAFWIHIRENEHREQEEH
URL B9 1E R,

X-Forwarded-Proto HR#FARKAUTER :

X-Forwarded-Proto: originatingProtocol

LT REIEELLHTTPS B RN RBEFRIERM X-Forwarded-Proto ER#rk :

X-Forwarded-Proto: https
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X-Forwarded-Port

X-Forwarded-Port ¥R#rk A& BRI F /- i S8R AR SR et AT A RY B AR im0 o
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% H OB IGE IR HTTPS iTsR

SRR I E B SSL/TLS il (#79 SSL Hl#k) g ssr. FALINEE , TNENR
HOWRERY HTTPS LENEFFin ZHARERTMNE , AN ARBERS EC2 Lh 2 RHE
B,

Elastic Load Balancing fFAZ£E#EF R (SSL) WEEE (M NELELKEK ) , UEERFHEAET

EeS AN EIERE, EXRIREREMER HTTPS/SSL A, AIFATMEN T2 ERBBAELLTLEKE, &
DRI F IS E SR LEPE SSLIEH. ARHERAEANIERLLERE K BEREBEFHNER , R

EERBERRIZEEA, ARSESEABRSEEE4RIGHEE, SUEFtEEN LB
FHRIE,

ZHENFIIERTI RS R[EWETR (SN ) o BAINRNERAUTREDZ— :

- EAFHEERLETZE—NEP , AENFHARIEFN—DPEBEREZH (SAN), B SAN |, &AL
FREMEBRPZANDENER. MIEPREBKE , THEXMINITEMERZIFH SAN BUK
AR INAIMIBR SAN WEZE S,

« XN TFRRMEIRERE  FivO 443 L&A TCP TsR, ARMBEREFEHAREER | FET L
H EC2 36l E#Y HTTPS 41k,

ZHAFIIHRAZIENME TLS FHKIUE ( mTLS ) o EIRE mTLS X$F , HOIE—1 TCP liTaR.
MBI R EFEFERIER | HILEALIE EC2 KBl ESXHE mTLS,

AES

- ZLHENFITE M SSL/TLS iEH

- RBEAHFIIEEN SSLIHEEE

- BIEHE HTTPS TR L B AT
- NENZBRAFIIEREE HTTPS 1V
- BREBNTIIEEMN SSLIEP

- EMZANFITE RN SSL HEEE

Z BN EHEEFH SSL/TLS iE#H

WMRFRAITERFEA HTTPS (SSL = TLS) , M AFE A EE] L EBE SSL/TLS iEH. HAETHE:E
FTMEAMIEHLIEERE K BEKEFEFRNER , AEBRBERREDSRH,

SSL/TLS iE$H 39



Elastic Load Balancing KO FITER

SSL M TLS thidfEA X.509 iE$ (SSL/TLS RS EFUEP) X & /- im 5 ik N AR F#H 1T 5 0%
ifo X.509 iEBRIEPMAENM (CA) MANBFHEANIRR , BERRER. BERHR. A, F7
BURMEENRFESR,

BT LAE A AWS Certificate Manager 533 SSL 1 TLS tHX#I T & ( 5130 OpenSSL ) R EIZE
F, EOIBREH A ESHN HTTPS MiIFEsRt , BEBREZIEP. ECIEATARSESRMNILP
i, BATIEEER

EOEATRABGERNILHN , ELAEEHE, I ELNWEELNEEEVEEIERKTE. WRF
i, MARSXREHAITINEG , RATTERIE TLS EH,

DA UERIEE—NTLREEFHB (FQDN) ( FlE0 www.example.com ) HIAKIHA ( Hlan
example.com) ., BRAUERES () ENBERAKRRFE—HBFNZSNELER. BERBERAE
Frt, B () XN TEHENHKENLE , MERERP —NFERF. Hl0, *.example.com %
# corp.example.com # images.example.com , B EHRH test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARPFEFRIN K (example. com)s
BEAFEVNEE REIERH Subject ( & ) FEH Subject Alternative Name ( TEEREBH ) T B
P, BXOHIEPNEZEE |, 55 AWS Certificate Manager i F 18R R YIE SR A HIE B,

FEABIEDNS A SSL/TLS iE$ AWS Certificate Manager

EONBWIEEA AWS Certificate Manager (ACM) R A EE#ESAIE RS AiEF ., ACM & Elastic
Load Balancing £&£5% , SAMESR A UEAFISER LHBIEH, EEASHESR LHBBIES , EHE5QR
BHOEHBRXNER —XFEP, BXESER , HSH AWS Certificate Manager AP AP IEEPHIER
NEIEPHS AULED,

EARFHAFP£A AWS Management ConsolefE &I AT ER LHBIUEP , BLTEQERFX ACM
ListCertificates API BEMIGFINR, BXEZEER , i5Z 1 AWS Certificate Manager A7 1§
Y5 HIEH,

/A Important
LR EBIE ACM ERENFIE R EREHH 4096 1L RSA B EC ZHAMIEFH. B4
A 4096 v RSA B4 EC BHAMIES LEE 1AM, MEFENSARBERES
R
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£ IAM & A SSL/TLS iE+$

MREKRFEH ACM , MITTLAER SSL/TLS TE ( 20 OpenSSL ) AIBIF B XA ER (CSR), 3REX CA
LB CSR MAERIES , HFEH LEE IAM, BEXEZEE , 250 1AM AP ERPNERARS
BHEH,

£ R E=RM SSL Sk iE

Elastic Load Balancing fEfl — /122 E#EF= (SSL) WEEE (MM AREER ) EEF RS HEYE
B8 2 BITHES SSL iE#E., T2 FME SSL hil, SSL BB MBSHBIRFEIRTUEATMAS. BEXHR
HI9EREEE SSL EENEZEER | HSHLHE AN MUTES,
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- BRERM

 SSL thiX

« ARSSRRIRF Bt

- SSL ##5

- ZHNFIIERAOTE L SSL B2 KK

grge

RERBAEER M RSN ER @B T SSL HEHMRZIEFNRBANHIL. SAUEEACH
ZANFRBERUEATNE LHEELNE LR,

BEEE , B AWS Certificate Manager (ACM) IRtHIEE T E RSA 2. FHit , MREFEHA ACM 1=
HEIER |, NEZLRELNBIE—NMEA RSA HWEBE ; BN, TLS EFELKXM,

ME LR &R

RHMMELRERBNENBERANEZLRKBNFONAGNRSTEE. flw, MATELER
£RMA ELBSecurityPolicy-2016-08, RERBMHNTAE LR L REE , B EHE E S EH

To

BRATMEL T2 KB ANDRMBRBHNES , FSH ENL SSL T2 K,

BEXZ 2R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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BEERAFENZBNDEIRZEELDERE, flw , FERESAMEIRE (W PCI M SOC) AIEEFE
E-HAREMPUNED , MBRFEZTEME, EXHERT , TR EELRERBERFEIX LR
o

BXREUBBEENRERBNEER , BSMH ENELENBITERHN SSL HEEE,

SSL MY

SSL i EEFIRERSHCEELLTLEE , BREFF HEABGERZAEZENMERERR
N

ZLEETR (SSL) MEFMEZRZEM (TLS) EATHEIFTREMLE (1 Internet ) &5 P EIE
BATINZOMNBZPIL. TLS MURBEHARAK SSL MY, 7E Elastic Load Balancing 3(#4/ |, EATH
SSL # TLS i #E#rA SSL il
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RAIHEE TLS 1.2 , B ELB SecurityPolicy-TLS-1-2-2017-01 FlE YN L £ KEFER, B ALl
BENZELEBPEH TLS 1.2, BMIALLKBENZHF TLS 1.2 IEEMAHN TLS , HitEZL£MHTR
i ELB SecurityPolicy-TLS-1-2-2017-01,

EF AN
MBZHIEEERBEHEAT SSL2.0 il , RIMELTRL KM ERITEL R LR —,
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Elastic Load Balancing xRS 850 F G TUED |, ZET A THEEF s SREITHES 2 B 8E
¥, £ SSLEEDPEEEDY , FRENASSERSEREATINFRMS 5 X HFNEB A5
Fo MIMBERT , &7 SSL EREREFRSIKPEE M —NASHEERNZBEE L E —NEB,
MRABHEROEN XIFRFFNFEED , MWASOERSEHIRPERNTEFIRNZES
RPN E—NEB, XAHRHARSEREER T SSL EZNEE, MRERBEARSSHINFEIE
m, NEERAEFIRREEAZBINFRDEE P iRSARSESR 2 ENEE,

SSL &3

SSLZWE BE—MiNREX  eERANBRRACERIENEE, SSL hiERAZH SSL ZEXT Internet
ERBEEHITING,

EEE , B AWS Certificate Manager (ACM) IRItHIEE T E RSA 4. Eit , MREFER ACM &
HMEIEH , MEZLREXINBIE—MEA RSA NEBEI ; BN , TLS EELEXM,
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Elastic Load Balancing XA TEB A TEENEFITESE. FENR SSL REFERAXLZBHN T
£, MEXEEBATATEELKES, RIMNBUESXEARINZLER (FEES) PBRENEB,
HittFZZBHTRE , EEBTHAREAFERAXRK,

R

+ ECDHE-ECDSA-AES128- GCM-SHA256 *
+ ECDHE-RSA-AES128- GCM-SHA256 *
+ ECDHE-ECDSA-AES128-SHA256 *

+ ECDHE-RSA-AES128-SHA256 *

+ ECDHE-ECDSA-AES128-SHA *

+ ECDHE-RSA-AES128-SHA *

+ DHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256- GCM-SHA384 *
+ ECDHE-RSA-AES256- GCM-SHA384 *
+ ECDHE-ECDSA-AES256-SHA384 *

+ ECDHE-RSA-AES256-SHA384 *

+ ECDHE-RSA-AES256-SHA *

+ ECDHE-ECDSA-AES256-SHA *

+ AES128-GCM-SHA256 *

+ AES128-SHA256 *

« AES128-SHA *

+ AES256-GCM-SHA384 *

+ AES256-SHA256 *

+ AES256-SHA *

+ DHE-DSS-AES128-SHA

+ CAMELLIA128-SHA

+ EDH-RSA-DES-CBC3-SHA

+ DES-CBC3-SHA

+ ECDHE-RSA-RC4-SHA

+ RC4-SHA

+ ECDHE-ECDSA-RC4-SHA
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DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-SHA256
DHE-DSS-AES256-SHA256
DHE-RSA-AES256-SHA
DHE-DSS-AES256-SHA
DHE-RSA-CAMELLIA256-SHA
DHE-DSS-CAMELLIA256-SHA
CAMELLIA256-SHA
EDH-DSS-DES-CBC3-SHA
DHE-DSS-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-SHA256
DHE-DSS-AES128-SHA256
DHE-RSA-CAMELLIA128-SHA
DHE-DSS-CAMELLIA128-SHA
ADH-AES128-GCM-SHA256
ADH-AES128-SHA
ADH-AES128-SHA256
ADH-AES256-GCM-SHA384
ADH-AES256-SHA
ADH-AES256-SHA256
ADH-CAMELLIA128-SHA
ADH-CAMELLIA256-SHA
ADH-DES-CBC3-SHA
ADH-DES-CBC-SHA
ADH-RC4-MD5

ADH-SEED-SHA

DES-CBC-SHA
DHE-DSS-SEED-SHA
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DHE-RSA-SEED-SHA
EDH-DSS-DES-CBC-SHA
EDH-RSA-DES-CBC-SHA
IDEA-CBC-SHA

RC4-MD5

SEED-SHA
DES-CBC3-MD5
DES-CBC-MD5
RC2-CBC-MD5
PSK-AES256-CBC-SHA
PSK-3DES-EDE-CBC-SHA
KRBS5-DES-CBC3-SHA
KRBS5-DES-CBC3-MD5
PSK-AES128-CBC-SHA
PSK-RC4-SHA
KRB5-RC4-SHA
KRB5-RC4-MD5
KRB5-DES-CBC-SHA
KRB5-DES-CBC-MD5
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-ADH-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC2-CBC-MD5
EXP-KRB5-RC2-CBC-SHA
EXP-KRB5-DES-CBC-SHA
EXP-KRB5-RC2-CBC-MD5
EXP-KRB5-DES-CBC-MD5
EXP-ADH-RC4-MD5
EXP-RC4-MD5
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+ EXP-KRB5-RC4-SHA
+ EXP-KRB5-RC4-MD5
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Z A EIRHTE L SSL RE KK
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TRIIE TRBAABHOEENETMENL L KK , SIEHS A SSL M. SSL ZBH
ZRIAKBE ELBSecurityPolicy-2016-08, F T EREEBZMEEBAWERBTH , BF
ELBSecurityPolicy- MB MR,

® Tip
WRLGER FRBEAHISESS, XA TEMMRYERNEER , BSHER T Application
Load Balancer f &£ 5K F3E A T Network Load Balancer FY &£ KB,

TR 2016-08 TLS-1-1-2 TLS-1-2-2 2015-05 2015-03 2015-02

017-01 017-01
SSL i
Protocol- v v v v
TLSv1
Protocol- v v v v v
TLSv1.1
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LRI 2016-08 TLS-1-1-2 TLS-1-2-2 2015-05 2015-03 2015-02
017-01 017-01

Protocol- v v v v v v
TLSv1.2

SSL &I

fRSeEmE v v v v v v
BRI

SSL #15

ECDHE- v v v v v v
ECDSA-

AES128

- GCM-

SHA256

ECDHE- v v v v v v
RSA-

AES128-

GCM-

SHA256

ECDHE- v v v v v v
ECDSA-
AES128-
SHA256

ECDHE- v v v v v v
RSA-

AES128-S

HA256

ECDHE- v v v v v
ECDSA-

AES128-

SHA
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LRI 2016-08 TLS-1-1-2 TLS-1-2-2 2015-05 2015-03 2015-02
017-01 017-01

ECDHE- v v v v v
RSA-

AES128-S

HA

DHE-RSA- v v
AES128-
SHA

ECDHE- v v v v v v
ECDSA-

AES256

- GCM-

SHA384

ECDHE- v v v v v v
RSA-

AES256-

GCM-

SHA384

ECDHE- v v v v v v
ECDSA-
AES256-
SHA384

ECDHE- v v v v v v
RSA-

AES256-S

HA384

ECDHE- v v v v v
RSA-

AES256-S

HA
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ZHEAPIEER

BEREE

ECDHE-

ECDSA-

AES256-
SHA

AES128-
GCM-
SHA256

AES128-
SHA256

AES128-
SHA

AES256-
GCM-
SHA384

AES256-
SHA256

AES256-
SHA

DHE-DSS-
AES128-
SHA

DES-
CBC3-SHA

2016-08

v

v

v

v

v

v

v

TLS-1-1-2
017-01

v

TLS-1-2-2
017-01

2015-05

2015-03

2015-02

-
=)
fim
AN
B
=
s
&
i
B
§
S=H
it
e
it
Hp
i
5
il
Bf
%
S=H
it
‘e
=
i
R
i
i
3
o
)
8
3
o
8
g
Q
-]
3

FaE S SSL REFKM

49


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html

Elastic Load Balancing KO FITER

» ELB -2016-08 SecurityPolicy
ELB-SecurityPolicy TLS-1-2-2017-01
« ELB-SecurityPolicy TLS-1-1-2017-01
» ELB -2015-05 SecurityPolicy
« ELB -2015-03 SecurityPolicy
» ELB -2015-02 SecurityPolicy
» ELB -2014-10 SecurityPolicy
« ELB -2014-01 SecurityPolicy
» ELB -2011-08 SecurityPolicy

« elbsample-ELB = elbsample-ELB DefaultNegotiationPolicy DefaultCipherPolicy
« elbsample-openSSL 3% elbsample-DefaultNegotiationPolicy openSSL DefaultCipherPolicy

BIET A HTTPS YTER ML B A F 9 E R
MEHEBEAE S RRIER | FETHERR ISR EC2 P2 S RIXLER,

A AR —NERH 0T HTTP (80) 1 HTTPS (443) s O MY M9 88. MREE HTTPS (Wras
BEREER RO 80 EASRAI , MAFGERFLLLFER , FEFMENARSERIEFNERS. W
R HTTPS MUTefERRIE B A 443 EKG , MM E [T KGN BEHRTMNE.

MRARDEREAMBEREIPIBERE , ETNERS AR SORIE. XABERIGEXGINAH
BEEETERFENNAHEERIEENZATEN , ARSERT 5RABE

BROMAENE R BDE RN HTTPS MITRMNER , FSRNENELANTITEEEEE HTTPS
k¢

ok
. EREMH

- EAAIE HTTPS/SSL fa&i9#is8 AWS Management Console
« £ AWS CLIIZE HTTPS/SSL £ I# 85

FRGZM

EEFFRza , BRREESHFEATRRES
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- ST HE VPC F EC2 £l RHIE TR,

- BB RIEARITEREME EC2 6, XLELFNRELHAMMATREARTERNRE,

« EC2 RBIMMBER HTTP IRSHKE 200 WANETRAREN Bif. BXEZER , BSH HENE
HAFYEHREESITRARE,

- MREITRIE EC2 K6l LB AREEIRESEE , BNEUCHRFEIRSREZDRE N NEIT
ERENZRAEMNRE, MREHRBAREERATASRANERE , BREESRM6 LIRENRE
SENNEEEATEASSEHESR LRENZRABNEE, BXELZER , B RELHMTITH
2a Y 22 RE B AT,

- MREBEBRLMVTE , XAEATIERE LIE SSL RFF[IEH. AFERETERREE
Kflzal , ERERLLEHBERER, MREEE SSLIEH , BAUGIR—1IN, BEXEZER , &
S ZHANFITE R SSL/TLS iEH,

AR HTTPS/SSL fagi5#28 AWS Management Console

LRl |, BRAABIEHREE T RMAINTEE, F—MITEFEKIRD 80 LW HTTP #XR , XHEHA
HTTP 3% 0 80 LEEHIRFEXEER, E-MIFTSEZHO 443 LW HTTPS Bk , HEMARKD
80 LW HTTP (MNRLELEH BRIREH FHORIE , FEFAKO 443 LA HTTPS) 6354 K % iX LF

MITER R ATREERFEROHE, RN (B indAEBE:R) ERENHDHROEER (AR
22 B2 6) EEO AR OB EMYTER. B X Elastic Load Balancing X#FHim O, R AT 28
BRENEE  FSHLARBITEHENMITESR.

RS A fEEL 2/ Classic Load Balancer

1. B LT MuEITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.

ESMEL | ERENASHOERMENXE, FRFAREREN EC2 KHEENE —MXE,
ESM B LM Load Balancing (f1839#) T , #%&# Load Balancers (£ 39#288).

%32 Create Load Balancer (8|22 A I9#ES),

RAZHENEITERND , RAEERE,

EXEE

o g &~ w D

a. XNTREDEREN , BANBBESRNEN

EUNRANZAARYGBER | FRARGEBOEHLAML— , KRS TUE 32 47
B AHAETRNTTHNETY  FHLETHTLARER.
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b. WNFERX , EFE@EERMN,
7. MBS

a. XTF VPC, &BENRKAHERER VPC,

b. WTHRE K BXEE-ITAX , RAEMETHFHMPEE-ILE TN, SMTHXREE
B—1 7N, ERESAFGER[N TN , ARSI TRAXN TN,

8. Z=£4#H
NTF&EEHE , EFE-—IMRENAFERD 80 LEARAE HTTP RELKEIRO 443 E{&%H
FrE HTTPS REMNIBE L4,
MRZLEFFE , WAL E - EALEANNH LA,

9. {uYrERMEEH

a. REBBRANMWTR|AMIARE , AEEFRMNOITER.

b. NFHMTEEMMIFEEEEs | iF HTTPS , AR REHN 443, BINERT , £
BISFER HTTP M FER O 80,

c. MREEHRTEHEMDRIL , BHRFSSFIHIERN HTTPS, BRELTLFEHIHOERR
443,

10. REMIR/RE

LIS BIRANATER A HTTPS =X SSL B , A E IS E 25 LEPE SSL iEH. AFEE=RL
FALEPLILEE  #ERBEFHEHNER , AEEBFEREEEES, BESLTIEELZEER
%, Elastic Load Balancing 12t TEFIE X SSL hEEENZLKE , LA UCZECHBEE
NZL2EH, MREEFHEZEPEE HTTPS/SSL , "EEF R ASHI FBRIE,

a. XWTFZ2XHK 6 BFRITFEHKEEFIREN ELB SecurityPolicy- 2016-08, BiIUEHAFERHRZHN
MENZL K , BHEIEEENLNEKR, H2F B3 SSL hEiE,

b. X FERIA SSUTLS iE+ , AIEALTIED

- MREFEHGESRS A TIEPH AWS Certificate Manager , EiEE R B ACM , REM “IEE
EH” PEFIER,

- MRFEMHIAM SATIES , FEEM IAM |, RFTEEFIUEB FIEFRZIER,

- MREBBEESANILES , BEMENXEFRME ACM , BERESA , REEEE 1AM,
FUBERFERPRMALEPNEN, BIEBRERAF , EFHEBAEEHA XY (PEM
WBRAXH ) AT, BIEBEXH , EFHREAERAIER XY (PEM REBHIXH )
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HINZA. T Certificate Chain & , E#|H NG IEBEESTH ( PEM RBHXH ) WA , BR
FEFEANRELRIEBPHANEREETRANEZIERHATEE,

c. (Wit) WMREF HTTPS MirzsE BN FERAMNZERSIMBEES , NLLUERER RS HK
UEEP A& ESL ] B BRI,

® Note
NMREFINBREHRIEEPIY , FREMTERMNERID , AR TR
%&#E HTTPS,

i. XTF Certificate name , A LNMAUEP B o

i. XFUEPEN (PEM 4GB ) , EFHAMEZEPHNE. REEXRMN ARSI ERAT
BiEt , ARG 2 5 ZRHIEE.

il. ERMEMIUES , HEFBRMFAFHED. KZALURMED,
1. BTRARE
a. 1E Ping B#REBoH , 1T — Ping MMM Ping i 0. &H EC2 EHIXTIEZIEE Ping i
A EHRE.
b. XF Pingi%0 , BARWKO A 80,

c. XF Ping 8% , BRERAEERNELERL (/) . X236 Elastic Load Balancing =17
WRREFRREZER Web FRFSEFAVERIAETT , W0 index.html,

d XFERETRIARERE , FEARIANE,
12. 324

a. EFERMEG , XEHFEREFEFETRE.
b. HEAAXAIT , LAIURECERNMERE , NABIIE R T AR L BSEF Pt TEE,
c. WANERTRE , EFEWIASLREEMOSZEIRMEI A EI9HER.
13. Attributes
- XNTERABTARXMAZGE. BAEEERUNREN (EREMRRE ) , BRERIAME
14. ABIIEHFIRE (Wi )

a. BFRANMLIEI,
b. {EFERN AR,
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c. ERMEMIRE , FRABEMIFHE , AERARFTRNE , URAENEFZRNE,
d. EBRIAHE , BEEEBRNITEZMBER.
15. HEMOE
a. MRFEEYEMRE , FRARFEEINREZSHNRE.
b. WIABEFERNAERELIRGE , EECIEASITESRUTHEEARITE:R
c. ERFENGERNEL 6 EREFAHGESR , LE Amazon EC2 2] & R EE AEITERR,
16. HiE
a. EEFNABEER.
b. EEBAREFIERES | EHETREI, EH— EC2 RALTEAPREE , ETWRR
HI9ER.
c. HEHFMAEEIDH , EFAFIHEEEN DNS 2F , XFRKELT my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. FABGERA DNS BT SEEB A HBERMA Web J Rt =rh, MRANFH

BRETIER , WaB R RS B[N E.

17. MIBR ( A% )

a.

MREE - NMEAAHHERNEN -3 BIER , FREEOHBLEHFFF DNS EXRE
%, RE B BRI A9 ERS

BN LA T M4t 3TF Amazon EC2 #%|#& : https://console.aws.amazon.com/ec2/.
R RIS

OREFERE. BRABIGERR,

RTETHEIAR , 8A confirm , AFIEZFMIBR,

BIEr BB ERE |, EMBZARIGERPH EC2 KAFFHREZIT. BFRIMYELEITH
HOHTE NPT, MRETHFERE EC2 Xflaf , ATLFEFIETHL L , BLR&~%
AR

A AWS CLIfIZ HTTPS/SSL /1928

BRRUTHBAMEA AWS CLISIE HTTPS/SSL f1gi9=R.

%

- ST, BEMNYTER
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- H]2: BE SSL REEKMK

- PR3 WEEmHKHSHRIE (A% )
- R4 BESTRARE (AL )
« FB 5 EM EC2 LHI

: UF LI
B 7 . MBREN AR (WL )

NG
QEl
R
(o))

Nil

S BEMYTER

MITSRATREEEERWHE, SRR (BFRBREAFIEOES) EZNHFROEER (AHE
#2525 4)) EREA ML IR OB EMYT8S. B> Elastic Load Balancing X#FH w0, M5
BEENEER , BSRALHBAFITESEN TS,

FEE RGP, BIEEEA T ARG REZN RO MBIV ENABI9EREER MITR. £
T aR IR O 80 LAY HTTP #R , A A HTTP Fix 0 80 LMAKAIAIXXLEER, F£ZMIYTER
BZURA 443 EAY HTTPS R , A EARO 80 LAY HTTP MEHIRIEXLEFER,

RN E MU E R mERE P LR HTTPS |, FRA S E B9 a8 L 50# SSL RS/, AH
HERSEFERREZRS 20 , ERIEBLIEHBEER,

NIEN B EREE TR
1. 3REY SSL iE#H Amazon Resource Name (ARN), a0 :

ACM

arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. fEALL Tcreate-load-balancerdn 5 k9 &S f BEM MMV ss

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443, InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a
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LA 9 W8 B2 R4

{

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"

}
3. (Wit ) AL T describe-load-balancersti S &EH BN AR EH RN IEFMER

aws elb describe-load-balancers --load-balancexr-name my-load-balancer

HPR 2 BLE SSL £ KM

BAERTMENZEERE e —  RETCRECHBENRELKEE, &N , Elastic Load Balancing f
FREINTAE X Z£%KBE ELBSecurityPolicy-2016-08 Bl B &M g8z, BiEHERRINLZS
K, BXEZLEBNESERE , BZRLAENTSE RN SSL HEEE,

RIFER AR EERETEMIANL 2 REXEK

R LLT describe-load-balancers 5% :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

LR R R RAl. ¥§5E%E , ELBSecurityPolicy-2016-08 B1Ei0 443 L5 R H 8858,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{

"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"

by

"PolicyNames": [
"ELBSecurityPolicy-2016-08"

]
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},
{
"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
I
"PolicyNames": []
}

NREEBE  THUNENAROGERE SSL RLEMW , MFLEARUAZLER,
(Wit ) EAMEY SSL REHMH

1.  fEALL T describe-load-balancer-policiesfii S HI HTE X B KB EH

aws elb describe-load-balancer-policies

BXRMENZERENEBENES , BSRMENL SSL T2 XM,

2. fER L Tcreate-load-balancer-policy@n SR EE L — S iR E X 22 F Mz — 6l SSL
RS

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy

3. (Wit ) EA LA T describe-load-balancer-policiesti - IRIE R ER D IR :

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e B B FE R BE RV IR
4. fERLLT set-load-balancer-policiesof-listener &5 1E g 19 # 25k O 443 L5 AZER
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener St ERH I EFIK AN YFIE
MEERNIEENFEE, --policy-names JIRMNBIEER ANFIEERE, MRE
HEEERIC /S AR |, WZE A REE,

5. (A& ) A LA T describe-load-balancerstn S RIERMEEREE A :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

UTRIEADERD 443 L5 FKBEH IR R B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"my-SSLNegotiation-policy"
]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},
"PolicyNames": []
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1,

LB EEENREREN , XMELFA - —NEB, DSA Ml RSA ZBEETIREL
RATel2 SSLiE#H, MREEHE SSLIES , FRARERAATORIEBPNED., ENEEXLKBNER
T48LL ELBSecurityPolicy- = ELBSample- FFk , AR XLRIBRANTMEN T KN EHRE

9,
(k) ERBENX SSL 2K
1. fEHcreate-load-balancer-policyfr A B E X L4 KEE A2 SSL Wi sReE, a0 :

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1l,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexver-Defined-Cipher-Ordexr,AttributeValue=true

2. (W& ) A LA R describe-load-balancer-policiesf T IRIE RIS R B EBIEE

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e Rz B 45 SR B B FE IR
3. fERELT set-load-balancer-policiesof-listener ap S A& 25w O 443 L5 AZEKRE

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy
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ZHEAPIEER

4.

® Note

set-load-balancer-policies-of-listener @58 EMEHEE IR O L AIR
BEEE R NIEENRIEE, --policy-names 3RS NBEERANFTERE, MERE
ALY CEANER  NZEA R,

( ik ) AL  Fdescribe-load-balancersin SR RIE R E

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

LUTREBECEKDO 443 LB AKRERYIE R RH,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [

1,

{

"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"

},

"PolicyNames": [
"my-SSLNegotiation-policy"

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

.
"PolicyNames": []
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]

PR3 MEFHREHFHRIUE ( ATE )
MR FIHERE LRE HTTPS/SSL , M a] LU IR& B S 5 4 IR IE,

HiREBERWEH S QRIS | £oFeIR - MOARE, BTR, SaEALLARKEREIRSSH S5
WiFREE, &/a , A HTTPS LAy SEHlis ORE 5 im K6 & 010 IE KK,

RAEEXRFIRHANBIOESRNLASEOERN S O RIERBHIHLATEN , ARSERT2E
KBIERE.

Be B 5 3K & 43 18 iE

1. ERANATHTRELH

openssl x509 -in your X509 certificate PublicKey -pubkey -noout

2. R L T create-load-balancer-policy&n 8 2 2N A R B

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6mM70Rw@uUX0jANBgkghkiGOw
OBAQUFADCBiDELMAKGALUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDI1IMjAONTIXWhcNMTIWNDIOMjAONTIXWjCBiDELMAKGALUEBhH
MCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBAsSTCO1BTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQE
BBQADgYQAMIGIA0oGBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k60CpiwsZ3G93vUEIO3IyNoH/fOowYK8mITrDHudUZg3qX4walLG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nx
AgMBAAEwWDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9q6q+auN
KyExzylLwax1Aoo7TJIHidbtS4J5iNmZgXLOFkbFFBjvSfplI1J0@zbhNYS5f6Guo
EDMFJ10ZxBHjInyp3780D8uTs7fLvix79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
3rrszlaEXAMPLE=
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® Note
EETE --policy-attributes WAE , BHIRAANE—TNRRE—1THAS (2
- BEGIN PUBLIC KEY----- | R END PUBLIC KEY----- "BIFAT)o

AWS CLI T EZHHNZERF/F--policy-attributes,

3. fEA L Tcreate-load-balancer-policy@r % i F 812 5% X6l & 3 % iEmy -PublicKey-policy %
B o

aws elb create-load-balancer-policy --load-balancer-name my-
loadbalancer --policy-name my-authentication-policy --policy-type-
name BackendServerAuthenticationPolicyType --policy-attributes
AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

B ERERAS N NARE, ABOERAZEHMEER , —REBE -1, NRIHRMEN L
SHP-—PMRALCE , WRRLEEFIELE FHRIE,

4. fERLLT set-load-balancer-policies-for-backend-server S 53i& Bmy-authentication-
policyy HTTPS W3R filiw O, FELLRBIA , KBIHOREKOD 443,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-poxrt 443 --policy-names my-authentication-policy

5. (A& ) ER LA T describe-load-balancer-policies @i 3 5l & A D E 2SI FT A KK

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer

6. ( Ak ) fER LA T describe-load-balancer-policiesfi & & R FMEE. :

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-names my-authentication-policy

SR 4 BESTRARE (Alik)

Elastic Load Balancing RIEEHEMNEZTRAREEHRES /N EEM EC2 SZAIMWEITIRR. MR
Elastic Load Balancing KM E —Z{T A EENXRAl , ELFLEAXNMEFARERE , HHREEHT
BITEENES, BXEZER , SR A ENELHEAFZHEEREEETRARE,
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LB E N EHITEEZRT |, Elastic Load Balancing 2 AETIRAKRENRINZE. NMREEE | &1
FRAHEEERNETRARERE , MAR2EARINZE.

NENKPBEEZTRALE

FEALLT configure-health-check a5 4 :

aws elb configure-health-check --load-balancer-name my-loadbalancer --health-check
Target=HTTP:80/ping, Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

LA 9 ' R 7= 451

"HealthCheck": {
"HealthyThreshold": 2,
"Interval": 30,

"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2

S5 M EC2 3241

HEOIRNBEERZE , BLAE ARG ERIM EC2 £fl, B ERNRBDERAMENXERTEAD
RENARAXAPIERE EC2K0l, BXEZER , BEH £HAENTITERMN S EMSEH.

BINT B XA register-instances-with-load-balancer 54 :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 0 2 =45
{
"Instances": [
{
"InstancelId": "i-4f8cf126"
1,
{
"InstancelId": "i-@bb7ca62"
}
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]

S 6 WUESLH
MBI —NEEMEBIL T InService ARG , BN EHEEEEIAIFEA,

EREBEFEME EC2 RHIAVIRE , iEEA LL T describe-instance-healthin ¢ :

aws elb describe-instance-health --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 32 =5
{
"InstanceStates": [

{
"InstanceId": "i-4f8cfl26",
"ReasonCode": "N/A",
"State": "InService",
"Description": "N/A"

I

{
"InstancelId": "i-@bb7cab2",
"ReasonCode": "Instance",
"State": "OutOfService",
"Description": "Instance registration is still in progress"

}

WMREHIH State FERHA OutOfService , MW ERR N ENKHMEEMF. BEXEZEE | i
S XA AP E R THEEDERR | SKBIEA

HIENED —PNRBIBVIREN InService & , EANRA B IGER. ENHENNBIGESR  FESH
MBS EERR DNS B85 , RS FEKIER EEHEE Internet Y Web R TRVt =, MREAYAE
PEREEET , BB HTTP RESHFHNMIATE,

ST BIBRERN BB EER (k)

W ER AT E R & B EWE XK EC2 K6, SRBOEREMERE , CEEFTBFEIN RS
#RTA, T3 , EC2 RflF#EizT , A HBMFN R,
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E I BRIE R A E D E RS |, B A L T delete-load-balancerfi s :

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

EEILBH EC2 24 , iEE A stop-instances i H. BLILEH EC2 354l , EFEA terminate-
instances @

NIBNZRBAHHEHIEFEE HTTPS {niTEs

MR TREEZERNWHE, FHNK (FPRIAFEEES) EEZENDAROERRK (59
B 352IL ) AP AIE OB B M85, A< Elastic Load Balancing X#FH i A, ML F{IT5
BEENEER , BSRKLA B AT E ST,

WMRENAFIGEREFEZ KO 80 LA HTTP BERAVMIYTER , MATLURMER RO 443 £
HTTPS & RAVMITER. MRIEE HTTPS MUTEfERAIEE RO 80 LKA , M A B E R HL
Ik SSLiER , A BB AT B ERBISNFINBRE, MR HTTPS MR ERLEFRA 443 £
RYSEBI , S MR B aE 2R 2SS AV BIEHE 1T IR

NBRSEEEANBEZSTHIBE | EULLRE RS S ORI, XTBREREERHIN L4
EEETEE NN RSEEBIEENBAREN  ARSEETSRAEE.

BXREIEHH HTTPS MUTERMEE , BSHLIET A HTTPS UTsRM 2 B M s #=E.

P
. EREAE

o EREEIARM HTTPS {MiTEs
o {EARI HTTPS U728 AWS CLI

SERZMH

EERN HTTPS MWTES B A HTTPS XiF , B4 N EISE S LT SSL RE|[iLH. AFHES
ATEFERKEBTH 28] , FRIEPLXIEHBERER, MBERE SSLIEH , BALGIE—1, A
REZER | BSH LHEAFHEHEIFH SSL/TLS UE$,

A A ™M HTTPS sy

R LUR HTTPS BTSRRI A A Bg#isR.
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£ 25 & [ R E 9 ERAM HTTPS =8

1.

o g~ w D

BN AT Mt 3TF Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
ESMER LARBEET , BEAITESR.
ERASSEENEMUT AR FMEERE.

FEMITERIET+ £ |, EBREBOTE.

EEBMTER R EAYMITREE D &, EFERIOIYTER.

Xt FUT BRI | &R HTTPS,

/A Important
RINBERT |, SKHIHN HTTP, MREREFIRKHIEFHRWIE , FHFRAPULERR
HTTPS,

FWFRELEE , HERHEZNZIA ELB SecurityPolicy -2016-08, BiIEHAFERARHNTE L Z
2R, MRECFEEFAHMMENRLRBERLNRBE K , FSREH SSL hEiE.

X TFRIN SSLIES , BikFEHE , RAEMTUTHREZ—

- MREFEHBERS A TIEPH AWS Certificate Manager , &i£# F rom ACM , MFII R A& #RiiE
F, RARERREFER.

(® Note
kI REZF WXEH A AWS Certificate Manager

« MREGEH IAM SATIES , FIEEM IAM FMNFIRFERZUES , REEERREFER,

« WREE SSLUEREF AT ACM , BFRFESAME ACM, HIEBAERHAF , EFF L
PEM #BHNIBBAXMHFNAST, HIUEBIEXH , EFIHF M PEM &RiZHY 28 BHIEH X4
AR, FIEHEE - ALEd | SHF1E PEM mBAEREXANNE , RFEESERANRBT
EEMIEFHENRRRERAEIILEPATEER.

- MREBES AN SSLIEH , BZXKEFXE ACM , FEESANE IAM, FIEFBHRFER
RRALEBHNER. FIEPRERAD , EHFHY PEM FENABRHAXHNAT. HIEH
EXH , EFFHE PEM BN LAERHIERXANAR, FIEHEE - iEd , EFIHKE
PEM mIBMIEBEXHNRNR |, BRIFGCEANRBITERNIERHANRR[EERAERIES
HATEE,

« EEFAEER.
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9. X T Cookie #it% , MINRENCEM, BEERRE , FiiREE, NMREFANTOERE
B, WAFTHEE—NMERH, MREFRHNABRFERK , WLTIEE —1 Cookie Bir, TEMILE
B, ERREFER,

10. (Wi ) EERR DY 2R SR I E AT AT RS
1. ERERFERURINEN = B E AV ITaER.

12. (Wit ) ENAERABREERRESHXG FHRIE , LAER AWS CLI H APl , RRNEFIET
XEFES. BXRXEZSEER  FEHREER XS HREIE,

fERAI HTTPS ¥ U888 AWS CLI

BRI LUK HTTPS Y5088 BT & s 3 19 78
E SN AESEESRMN HTTPS 728 |, A AWS CLI

1. 3REX SSL iE## Amazon Resource Name (ARN), %0 :

ACM
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. fER LA T create-load-balancer-listenerss 5 [ R 89 S B9 23R ININUTES |, ZAUUTESFEIR O 443
F#EES HTTPS ¥R , HERA HTTP FiER A X %O 80 L34

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancexPort=443,InstanceProtocol=HTTP, InstancePort=80,SSLCertificateld

MBEERERHEGFHREIE , EEAUTHSRM—MIUTES , OIS ES KO 443 £W
HTTPS i5sR HEA HTTPS HiER A X R iw O 443 RIS -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePort=443,SSLCertificate
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ZHEAPIEER

3.

4.

( ®Ti%k ) BATLAEE A LA T describe-load-balancersfi R & AU E RN EHMEMES -

aws elb describe-load-balancers --load-balancer-name my-load-balancer

MR IARIRA
{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort":
"SSLCertificatelId":
"LoadBalancerPort":
"Protocol": "HTTPS",
"InstanceProtocol":
b
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
b
{
"Listener": {
"InstancePort":
"LoadBalancerPort":
"Protocol": "HTTP",
"InstanceProtocol":
1,
"PolicyNames": []
}
1,
}

(A1) BH HTTPS TSR REAR AR KK EN, MREEETRNTMEN ZERKEHEE

NZ2ErE , BFEAcreate-load-balancer-policy M set-load-balancer-policiesof-listener 3. &

XEZEE,

%59 £AE SSL HERE AWS CLi,

ERRI HTTPS ¥ Y788 AWS CLI
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5. (TWE) BiREFWEHEMEIE , B5FEA set-load-balancer-policies-for-backend-server &5
BEXEZER , BHAERER RS HHKIE,

B H A FHE =R SSL iLF

WMREHE HTTPS (lTaEs , ERIRMUTERN B RS E R LHE T SSL RS H[IEP. SMEHEE
BRHR, EL4TBREEBRARE Rl &i] HERIEH,

H R S B 5 #8512 4t AWS Certificate Manager B BN AFKITE S EWIE BT B 3L

iTo ACM 2ZHEFH A LEITIEH, BXEZEER |, i5Z 1 AWS Certificate Manager Fi P M+
WIEELIT, MREFERSAACM , MIATEMIEPWEHEBHEINBALZIT. BXESER,
EZ 8 AWS Certificate Manager AF I8N S AIEP, ZITHBEAEER LNIERZE , #HiF
REALITHIES,

EERILES  SL4AXRBEERCIEIEER N ERNARSRIBERCIEIER, RE , EUNUE
RIZIEFH., BRFBEABIERLNERZE , MEREAFTHILES.

IR, £ITHEFRIEPFAEMARIERTRERIINER , HEEREAEESTH BIRAERE,

H%
- FEREHASER SSLIER
o £/ AWS CLI&E#: SSL iEH

e EE & E#R SSL L

FBAILAEA ACM RREMIEPH LA F IAM BIE P EHiR A ERKSE R L BBNIEE,
ER S & B HTTPS AEHB#ERAY SSL L+

1. B AT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMEBERLNAERBEET , ERABHOER.
3. EEREABGESRNEHUITAEFAFEETE.
4. FEMWTERETF L | EEEEMAITEE.
5

EEBMTSSTEL  REEFRWMITEE , BERRIASSLIEPTHRE , AERITUTIRE
Z—

ik SSLEH 69
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- MBREFEHGERS A TIEPH AWS Certificate Manager , &£ F rom ACM , MR A& #RiiE
P, REERREFER.

® Note
kI REZF WXEH A AWS Certificate Manager

« MBEEH IAM SATIES |, BFIEEM IAM FMNFIRFERZIUES , REERREFER

« WREH SSLUREFAT ACM , BEFESFAME ACM., HIEBAERHT , EFHF L
PEM wBHABZAXHNANE. HRIEBEXF , EFIHFH PEM RN AHEZHIUEH X4
AR, FIEHEE - ks , E6EHE PEM RBENIEHEXHNRNE | RIFEEEANE BT
EEMERHAANRRRERAERILEPATEER.

- MREHES AR SSLIEH , BZEKEHAXREF ACM , HFEFESAMNE IAM, BIEFHBHFER
TRALEBHER. FIEPRERHAD , EFEN PEM RENBEEAXFNRNE, FEIEH
EXH , 3% PEM FBEHNLAEBRLERXHNAET. FIEPEE - Ak , SHFHBE
PEM DML BEXHHNE |, BRIFGEANRBITEENIERH AN RRETRAEZIAEH

ATEE,
« EERFREFER.

£ AWS CLIE# SSL ifH

BRI LAEA ACM REMIER R AT IAM RIIEH iR A B SE R L BB,
£/ ACM RALATIEH E#R SSL iE+

1. ERALLT request-certificate a3 ERFTHVIED :

aws acm request-certificate --domain-name www.example.com

2. fEHLLT set-load-balancer-listener-ssl-certificate tp 3 1&BEP :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id

arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012

fEF AWS CLIE#: SSL iE+
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EAE &R IAM BIEHE#R SSL iEH

1. WMREBBERLEN SSLIES |, FZH IAM AFEEHH LEZRSERIES.
2. fER L T get-server-certificate@n S IREUE B HY ARN :

aws iam get-server-certificate --server-certificate-name my-new-certificate

3. fEALLT set-load-balancer-listener-ssl-certificate g S i8R BIFH :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:sexver-certificate/my-new-certificate

EKL A ERRRY SSL HEEE

Elastic Load Balancing f2ft T EETME N SSL M EEEMNZLRE , IFEAXERENEEF RSN
HI9EES 2B SSL EHE., MREI TS HTTPS/SSL il , MAFEAEF —IMENZ LK
% K REFEAEECHEENLZERE,

BXREZLXRMENEZELS , BSHKLENTITHEEN SSL hEilE. W5 T # Elastic Load Balancing
RUEMNLZLRBENEE , ESHATENL SSL R2EK,

MBERKERBFEZEREHNER TIZE HTTPS/SSL %25 , Elastic Load Balancing &3 ERIATRE X
Z4ERHE ELBSecurityPolicy-2016-08 S&H M98 25 5Bk,

WMREHIMEAEITEEN SSL MEEREFTEASZTNIMUANER , RINBUEFARSEHSEEHN
£/ EL SecurityPolicy B -2016-08, M1REEE |, AIGIE—MEENEE, BAUBWELENZFTEL
R, ARBARNBIOEREE.

AT RSB HTTPS/SSL i8S E#7 SSL (M ERE., 532 , EX AT AAEHOERT S
BRASERAISTEFENXRGIMNESR , EREFNEENA TEKRNFHIER,

H%

- FERRHAENR SSL HMEHRE

- fEFSEH SSL hEELE AWS CLI
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fEFZH BB SSL kL&

EIAER T | Elastic Load Balancing & #HTE X K i 5@ A ESFRE. DI TUE LK
e , BWENARSERENNERATNTE LUK, E  SHAUERHMTE L ZLREN A
BEBE KR,

EREH & E#H HTTPS/SSL fi & 9#25AY SSL il &

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. ESMEBERLNARHEET , ERABHER.
3. EEREABGERNEHUITFEFAFEETE.
4, HEMWRETFL  EFREEMITER.
5

HEBMATRAE L  REZEHMOMATR  ERRLRBTHRE  ASEATENES it
BUE R R 2R

( #%F ) REBERIAFKEE ELB SecurityPolicy -2016-08 , Ak “REE X
EFRRBRINKEE AN TE SRR |, REEFRREFER.
RERBEEN , ARELBA—WIIHMUA—NER , TR :

a. XF SSL Protocols , EBREF AN — NS ML

b. XF SSLIEI , FRF[INFEED , LAEX SSL hEFEATEN SSL £ KA
B i A9 I o

c. XF SSL Ciphers , EBREFGAN—INHZANEB, WRESHE— SSLIEH , M%AM
ERAATAIEZIRNED , KX DSA fl RSA ZEBFETIEEZE,

d. GERFEEFEER.

£ A E % SSL R L& AWS CLI

B ERABRIATE L 22 XK M ELBSecurityPolicy-2016-08, HMMIENZLERBHIBEN RS
KW,

EATE X SSL B2 K

1. AL T describe-load-balancer-policiesii % 5l i Elastic Load Balancing IRt TIE X L £ %
&, EAILAEANEEZERT EERANRERSA Shell,

Linux

ERERE A EH SSL hEkE 72
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aws elb describe-load-balancer-policies --query 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType'].{PolicyName:PolicyName}' --output table

Windows

aws elb describe-load-balancer-policies --quexry "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}" --output table

THER2REHE :

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

FEWHENRKBANED , BEAUTHS

aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

BXMENZLEKBNEENEE , BEHMEN SSL £ KM,

2. f{¥Hcreate-load-balancer-policyfr FERAEE L —FHIHRNME N LT L HKEE 2 —BIE SSL this
KEE, Hlm , AT EARIAMENLZ SR

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
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--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

MREEE T RO ERREEMRE , 5 Fdelete-load-balancer-policy 5 1l BRFr B K
PRI SR BE

3. (Wit ) EA LA T describe-load-balancer-policiesti T IRIE R ER C IR :

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e R BIE R B RV IR
4. fERLLT set-load-balancer-policiesof-listener p 5 1E A #28iw O 443 L5 AZER

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener & s EMEE KON YRR
BESRNIEENRMKE, --policy-names IRV ALTIEER ANFAREK, MREE
EMYCEANER | NEAXRE,

5. (A& ) fEA LA T describe-load-balancersin G RE 2 & B4 AR T8RO S AR

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

R REA SO 443 LB AR,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

I

"PolicyNames": [
"my-SSLNegotiation-policy"

fEFE# SSL thEEL & AWS CLI
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]

UEBEEEN RS EKN , KAZLBA TP —NEB, DSA #l RSA BEEBETLEEEE
T8I SSLiEH, MREZREF—NSSLIEH , FRASAATURZIEPHNERE, M EESKE
H BT 18LL ELBSecurityPolicy- % ELBSample- F3k , RAX LT RENTAEN ZLREH A
MREW,

FABEN SSL 4K
1. fEMcreate-load-balancer-policy@n G EA BE N T2 KB AIE SSL K, Hlun

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Server-Defined-Cipher-0Ordexr,AttributeValue=true

MREEE T RO ERREEMNRE , 5 Fdelete-load-balancer-policy i 1l BRFT B K
PR SR BE

2. (Wit ) ER LA T describe-load-balancer-policiesti T IRIEREER E IR :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B BV IR
3. fERLELT set-load-balancer-policiesof-listener a5 #E gk 19 #25i% O 443 L5 AZER

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxt 443 --policy-names my-SSLNegotiation-policy
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® Note
set-load-balancer-policies-of-listener @58 EMEHEE IR O L AIR
BEEE R NIEENRIEE, --policy-names 3RS NBEERANFTERE, MERE
ALY CEANER  NZEA R,

4. (A& ) EA LA Fdescribe-load-balancersip T RIER R BN AE F #2508 AR -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MR KRB CERD 443 LB RAZFE,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

1,

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}
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Bl EL H M ETEER

B %

- BEEZANFITEHRNZREEER

- BEZHNBIIERNBEXENEEE
LELHE M FIFHEEFM Connection Draining
N BN EISE R ERE DU
HORGERRERESE
HORGERRERTEHRERX

B BRI E 2R A AR

WA H NG EHREE B EHE

i

i

.
;|

2

o

&t
N

&t
N

&t
iR

,}

e ° {(J

Y 4

&

[

E£ B A RN EREREN

NTEFHESLARNBIERZHNENER , AROERFEF R NEE, IRERVTES RN
NEIGERR 2 HE, FiREENV T ARGERNEMN EC2 XblzE. ABTEHRERANA T HEREMN

EREZFENBR, BIZMABENMARE , MRRERETEBWEMHIE | ASRBE [ FHMAELE,

NEREE EETHRE (Bl L&) BRBERTN , BEIIENZABENBRINLEED

1 ANETRE  AREEERAZAENHROIKE.

WMREER HTTP F HTTPS (WTEs , BIUAEHIS A HTTP RIFFDEI, B LE EHIH Web

fREEBFREFRBH REEGEIN, BRAREIHEIE , IFEASRIERESFERAEREE , BEIR
BESEMNEH. VRRBARYERATRIANSENEFINIERE | FHRRIZEEN HTTP RIFE36
E{EXTFRAARIE R ENZRENZE,

BEEE , TCP RIFEHFNB[BAH L ARG ER[LIERE | RACTTFEERATE P LIEHRIE,
H%

o RS AR B ZERBER

o {F/A AWS CLIFL & Z= i 8 i
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£ A2 % A B & 22 B A

FIABR T , Elastic Load Balancing ¥ 119 %28 = ABEHZEE N 60 ¥, AU TIRENZRE
R ERENE.

EREH AN BN RS ERE B RNERRE

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLENAREET , ERATHESR.

TR A EHRNBHLUITAEEAEETE,

EEMIRIF L |, &R mE.

EREBARODEREENENREREES 2+ , BAZRENNE, ZRENNTEERN 1 2 4,000
¥

6. ERFREFER.

o K~ w0 Dd =

£/ AWS CLIE & Z= A B i

{8 A LL S modify-load-balancer-attributes @5 5 7 & 9 S1 8 15 #7 2518 B 22 R A

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"

LA 9 W 2R 45

{
"LoadBalancerAttributes": {
"ConnectionSettings": {
"IdleTimeout": 30
}
.
"LoadBalancerName": "my-loadbalancer"
}

Bl E 4 H OB EHRMNE XSG

BB XEAEOE  KEARTIERINENNBIERTILEFMERE AN TTAXFH 2 EM=FF
HoEER. MREATEXEATESEE K NS MNBEESTIRANEETAXFHEEMEHZE
YD EER, BXEZEE |, 2 H Elastic Load Balancing f FF {55 H i 5 X 15 71 5 19 7,

f5E ¥R & A B & 2 R At 78


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing

Elastic Load Balancing KO FITER

EXEAHBETREESNMNEANTARTREEEHEXFNER  ARSNARFLE-IZ
NEBIERBERWES . BERNDPARVUEGEBNIEERANTRAXHRIGABMENKAILR , ISKTE

BHREER.

NTEFIHERT DNS EXRFIENHR , FABRTRKALTERE-—NTRAX, BLERAEXE ARG
&, ERAHPHX A FEFRELXSEFOAEATASKMS , NTUBRNMRETR REE S iR~ £/

0,

FERIRZ B A FIIERN , BXEAFHIENRABERRTABRATHIERN SR, RIAERT , £H
AP| 5 CLI RPN EZREXE M E%E . FAR AWS Management Console , RIABER TL%EREAE
X o8 P E LT, SIRLZBARERT , BHN TS AZABXEAESE,

B

- BABXIGAEYE

- BHEXEMESE

8RB XSRS
SR AT A 2 AR S E RS A B X ARG E.
ERESIA R AR XL ARSE

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
ESMER LR ET , EEAFITESR.
EEAEIIERN BT AR FREERE.

EEMETF L |, &ERE.

EREABGEREENENTARBHEES 2+ , BRABTAXAZGE.
EEREFER,

o o bk~ w0 DN

ESABXENHEE , E£EH AWS CLI

1. AL T modify-load-balancer-attributes i 4§ 1 815 # 88 ACrossZoneLoadBalancing& &
B Rtrue :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --
load-balancer-attributes "{\"CrossZonelLoadBalancing\":{\"Enabled\":true}}"

BABRXENESE 79
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LA 9 W8 B2 R4

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": true

+

"LoadBalancerName": "my-loadbalancer"

2. (W& ) AL R describe-load-balancer-attributesin S RIE BN AR RS E B ABXE i
;9 -

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

LA 9 W8 B2 R4

"LoadBalancerAttributes": {

"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

},

"CrossZonelLoadBalancing": {
"Enabled": true

.

"ConnectionSettings": {
"IdleTimeout": 60

},

"AccesslLog": {
"Enabled": false

ZHEXE ARG

& BERY AT LAY B9 RS 2 A B X S BT A T
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EREHEEREXSREREE

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMER LHRBEET  EEAITESR.
EEAEIERN BT AR FREERE.

EEMETF L, ERERE.
ERENASGEREETENTAXERAEES 2+  ZEABETAXAZIEE.
EEREFER.

2

EXHEXIEMAHEE  BEAEYEEEMN CrossZoneLoadBalancing BHiRE N false.
EXRABEXHNEGE  FERA AWS CLI

1. fEALLT modify-load-balancer-attributes &34 :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

BAR 9 W R R

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false
}
1,
"LoadBalancerName": "my-loadbalancer"

}

30

2. ( WIi% ) fEA BA T describe-load-balancer-attributesfn S RIE R AL E R ERECEAB XM
9% -

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

BAR 9 W R R

"LoadBalancerAttributes": {

ERBEXEHAEI9E 81


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-attributes.html

Elastic Load Balancing KO FITER

"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

iy

"CrossZonelLoadBalancing": {
"Enabled": false

},
"ConnectionSettings": {
"IdleTimeout": 60

iy

"AccesslLog": {
"Enabled": false

}

BB L H M FHIIHERA Connection Draining

EHRLBENFIIHRE O EEBCEEIMRESTRATENEFREER , HEAEEZRFITHR
7 , A Connection Draining, X {18151 25 8Ef% 5 A 0] (E R BUE EM HIZ 4T HRR NER LI
A EHBWHTHIER,

BREEERN , BALUSEEFNEARENCBUEEIME , ARGEREERREETIRSNEKX
B[, SRABREARENNT 1 3600 ¥z (RRINMER 300 B), HXFHKARREIRGIE , AR
15728 258 HIX A 5 IEEBURE AR SSHIRYIEEE

ERBFTHERBHESH , ARIERSFERBUEEMA SRS IKRE S InService:
Instance deregistration currently in progress. 4 IFFEEUH EMEISEEIRFFERTH
BREMTRS , RERBFER RN | ARSEHERFERHMRSIRE R OutOfService:

Instance is not currently registered with the LoadBalancer,

MRRFIEITRRE |, WA ERFFEFPIRESREN OutofService, MREFERBBSITRATR
ENEPIRHNHRTHER , WETRXEFER, ERENRETERTESESTRTFENEFIHE
%,

MR ERISEPIE T Auto Scaling 4 , H E A EHIGEERE A T Connection Draining , Ul Auto Scaling
EHRTH RE#ASIETRIRESRMA LIS ZE , FESHFHITHFNERTRIESREN T
H,
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MR EFHLENE IR LB XA S ERBUEEMASEFISIE TR TERISSFIRER , NI AERERE
R, EREEERE , T2 EEBUE M SKHISE TR NMERN KA HOEMBITHRE
Ko

B3

- B Connection Draining

ZH Connection Draining

J8 A Connection Draining

& T LARE RS N B T BR B FEEER .

ERAEFAEREEZEER

1. B AT MuLITFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,

2. ESMERLNATEGET , ERNEITHESR.

3. BENAEHFNBEMIITHFEFAEETE,

4. EBEMEDFL , ERRE.

5. ERBARHEHREMITHNRERER,H , ERERAEERER,

6. (HE)XFEN (FERERHNE) , BA—NNT 12 3600 Wz BE, NREFHEME

£, NFHEER 300 BHERINE.
7. EBRFREFER.

ERREEER  BEHR AWS CLI

# A LLT modify-load-balancer-attributes &34 :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":txue,\"Timeout\":300}}"

BAR 9 W B2 R4

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": true,
"Timeout": 300
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}

iy

"LoadBalancerName": "my-loadbalancer

ZH Connection Draining

T LABER ) B R R A E R,
R A RREEER

1. B AT MuLITFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/,
ESMER LARBEET , EEARITESR.
EERAREESNBHRUITFEFERAEETE,

ERMIETF L | E&RRE.

EREABIEREERNENRERES S+ , BUHERE AEEER,
ERREER,

I

EXREZEER , BEH AWS CLI

# A LL T modify-load-balancer-attributes #5 :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

LA 9 W8 B2 R 451

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
}
I

"LoadBalancerName": "my-loadbalancer

#f Connection Draining 84


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html

Elastic Load Balancing KO FITER
NE BN HEREEREDPINU R

REMHIUE — T Internet 7MY , A FRIEEERMNEREZNRZZETEREZTIN B IR, Elastic
Load Balancing £ BRI 1, ZMRAFEH AL ERAIRLER,

RABRT , EX ARG iRERERARESNN (TCP) it , ENZBRAFEHR T ERELE
KB, MAERERIRK, MREBRAREDHI , Wo@FBRFLFMN—NAFAENIRX , EFES
EERER (IR IP b, BAR P HUFROS ) o ZIRAFEFENERN -0 RERISEH,

® Note
AWS Management Console 7% /8 ARE L,

K&

o REPIRK

- BAKEMXH EREMS

- £/ AWS CLIS AR X
- £/ AWS CLIZAREMIX

RISk
EEERAHHIERREM TCP #ITRmEREN , ABMIUIRA BB TIRBIF S imey IP ik, B

ABERLEBRT A REENEFcHRE , R EEFIR R B SRS ARBE R P it
HMARFRBEEF IR P ik, ERDIZERNE 1T, RRZFFWD IP it g0 S,

IPv6 ¥Rk AR A R IR b it B 15k I9 B 2SN IPV6 ibik, It IPV6 b3t SN IZ sk 9% 28 ipv6 B
dualstack FFk#) DNS BFET MR IP it FICE, MRFFIRER IPv4 BITERE |, NFRL A
HRE b 2Z A EENFAE IPv4 bl | TEE@ET DNS &IRHA TR

BREBHUTUEEFMRATH ("\r\n") &% , #EEEUTH :

PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"

R~ IPv4

EL BRI 85
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THRZ IPv4 BIREDPATH =B,

PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

8 R ILAY SERFAF
Froaz b, ERITA TR -

- BHINEHABOERTERRA TREDUNRERSH2E, MRERERSHFNARGES LB
BRTREMDN , WASSERQAEEERERERSFNIRELNERINE —Mrk, BRIEKH
MEERN , XHMEEARSSHER.

o FINERYKAI A BB R EDESR

- BINEHMTRREXFREDN. AXESZER , H2H 2URNBITERNNTHEE.

58 AWS CLIZ BRI

EGAREMY , BEESIE ProxyProtocolPolicyType EHMWER K REESXRFEO LBERZ
KEE,

FERAUTIERNENAREESRCE ProxyProtocolPolicyType KEMWFKREE | [FH IR KB
BIATIHO 80 LMRHl , RAEWINE G AZKEE,

NRBIGERE AREDIY

1. (W% ) EALLT describe-load-balancer-policy-types @i %l Elastic Load Balancing X35
B -

aws elb describe-load-balancer-policy-types

MNEEXFNRERBENEZHMNER, TEERT ProxyProtocolPolicyType KE M5
H

{

"PolicyTypeDescriptions": [

{
"PolicyAttributeTypeDescriptions": [

{
"Cardinality": "ONE",

BAREDII EREMH 86
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"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"

1,

"PolicyTypeName": "ProxyProtocolPolicyType",

"Description": "Policy that controls whether to include the IP address
and port of the originating
request for TCP messages. This policy operates on TCP/SSL listeners only"

}I

}

2. R L T create-load-balancer-policy@n 5 8l 2 /5 AR I A RS -

aws elb create-load-balancer-policy --load-balancer-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

3. fERLLT set-load-balancer-policies-for-backend-server i3I8 Eixn A LB BB F K,
BIE, Lo NERAEFCEANERKYA, Fit , --policy-names EI AT E R IEEER
B FIRPHIRBE (HlE0 my-ProxyProtocol-policy) M 4w /8 AMNERE (HIE0 my-

existing-policy).

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-ProxyProtocol-policy my-existing-
policy

4. ( ®#% ) AL N describe-load-balancersts S RITREBHIUREEEA :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

M BEUTEE , ZEEKRH my-ProxyProtocol-policy REESHO 80 XxBk,

"LoadBalancerDescriptions": [

{

"BackendServerDescriptions": [

{

"InstancePort": 80,
"PolicyNames": [

fEF AWS CLIS BRIEHMY 87
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"my-ProxyProtocol-policy"

1,

£ AWS CLIZARE I

B NEREENEOIXEBNER , REERKSAE,
Z AR DI

1. fEALLT set-load-balancer-policies-for-backend-server fs S Z AREM IR | FE2FH
M--policy-namesiEWH &R , BEIFENRFEARSHWEMER (W0, my-existing-
policy ).

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-existing-policy

MEGEHMBEZHANER  BHFEH --policy-names ‘MIEEEFHE |, TR

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-poxrt 80 --policy-names "[]"

2. (Wit ) A LA T describe-load-balancerstn S IIERMEERCER :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEEEATER  RUXEERBXBENIRO.

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [],
}

£/ AWS CLIZ AR
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]

AEZBNFEEEREERESE

MIABIRT , RHERABTEHRSHFETERLIBEHIARK DO CEMKG. B2 , ERSERNK
2F WEE (WA REXE) , FERABROEREBHAF2EHEIRENKS, XTHRREXEHE
FREAFHAAEERZEEHEESEZHH,

EERMESFENXBRRAENRIIER M HALBEREHIEREFINEKE. WRENNARE
FEEBHCHALIE Cookie , MATLAEL & Elastic Load Balancing , SAE2 1% Cookie BENARFE
Cookie EEM LR, MRENNARFEEECHNSFEFERIERXER , B LEE Elastic Load
Balancing , MBI EEEL B EFENERIESEESIERER.

Elastic Load Balancin AWSELB g 2812 —/N & A8 cookie , A T iEM S EILH,
ZR

« HTTP/HTTPS fagkt5#88,
s BMNTARXHRELE —NMNEITRRBIFHISEH,

REM

« Cookie IEEEMH RFC RFFER TXI%. &3F , Elastic Load Balancing URI ¥ T X4 F & 43
h %5F , AR LR ES (0 Internet Explorer 7 ) HLTE F X4 #9 URI B %5F, BT AIgEsm
HHENSITHIXI I8 , Elastic Load Balancing #842X T X4 F &t 1T URI 4m3. i , 20R Cookie
BBEM™ path=/my_path , | Elastic Load Balancing E# K& R F It EHE XN path=/my
%5Fpath,

s BRENEBETHERBHSTFRM Cookie IRE secure HER HttpOnly Fr&k. T
XL Cookie TZEHMBHIE., BEE , MREENARFIEHISIERM Cookie J:lx
EsecureHttpOnlyFEDIRE , M7 Cookie LIREZIFESIFE. AWSELB

- MREENHARRF cookie B) Set-Cookie HHFE—NEBHLE , AFHEI[SZRE cookie

B %
- ETEENENSERE
- NAEFEFNSERNYE

BEMMSE 89
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ETFHFEr AN SE/RMYT

IS E 2R AR/ cookie SREREREB/MITER XK HN B MERMNEH, AWSELBEARITHE R
KEERE , CEASREHEFTFRPEEFEEXA Cookie, MRBIXHMNIE , ZIEREKEE
Cookie FIEEREHl, REE Cookie , AFITERLBRBN BN AT EE LIEZE— N6, 1o
Fh&iH A Cookie , NTTERE—AF X HNEEERBERZZHP, HHEREEESE L Cookie Y
SHARTE] , NTHES A Cookie A BIFLRTE, AFITEERT2RIF Cookie Ry T HiRtE , F BE
£/ Cookie BFITARETRAET M, Cookie THIE , 2EFTEEEMM., —H Cookie I8 , &
Pt e ME Cookie 2%l BR Cookies

¥F CORS ( BRABRHEE ) iFR , RLEXWEFFEE SameSite=None; Secure RZAMME, EX
fiER T |, Elastic Load Balancing 82 5 —/N#i1% cookie AWSELBCORS , HH 3 E5RBM M4t
cookie HHRIMNEELAKRILE M, SameSiteEFima R KEIXH N Cookieo

MREHIRMHE R ITRRANME , RBHEERLKFIFERBBAIZRS , ARBATABEER
ERIEFEFWETRRFAIKA], B fFEREBZFKP , MBEIZKE Cookie —# , KITEBTEHE
B,

MRE P iRt B H S imis O MITE: , MMREX.
EARHANNBHEERERAETRENANEESE

1. BEUTMUITHF Amazon EC2 ##I& : https://console.aws.amazon.com/ec2/,

ESMER LA T , EEAITESR.

EERABEERNEMRUIT TR FAGEERE.

FEMUTERETF £ |, EEEEMITES.

EEBRMWESRNEL , REEEHNMITEE , REEFE Cookie T HWRE.

R NEIIERRE Ko

(A& ) XTFTERE , A Cookie BXHE (UMW NEN ). MRFEEERN , RENKR2E
T, EXERSFFLE,

8. LERREENR.

N o o b~ Db

5/ AWS CLINME &R E A ETFER BN ESE

1. fERABLT create-lb-cookie-stickiness- policy 822 B H1 519 # 85 £ Y Cookie ¥R
B , Cookie I HART A9 60 ¥ :

ET RSN SERMT 90
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aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

2. fEALLT set-load-balancer-policiesof-listener 3 RIEEMN A E RS AL FMM

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

(® Note

set-load-balancer-policies-of-listener i S B 5EE AR IIE 5K O KB
MHEIREEE, BAFERLGSH , BIEE --policy-names EIMLA T HAMEER AN
K&,

3. (Wit ) A LA T describe-load-balancerstn S RIERMEEREE A :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

MEBTEUTERS  RACERERD L AMNYTRE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

},

"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-2016-08"

iy
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"Policies": {
"LBCookieStickinessPolicies": [

{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

1,

"AppCookieStickinessPolicies": [],

"OtherPolicies": [
"ELBSecurityPolicy-2016-08"

]

R R HR 2 E R

REIGERRER —MEHM Cookie H2EMAL BB FERMNSEHIMERER , BE2nARBEEFIEEN
RIFA#2fF Cookie MIfEAREIRE, ABHERACENARFHNFEEFNNARFEEERER
B, F2BAFNBEERICREF, ABRGESHEEERCREFTRRESIGERATEH. MR
MARFERLEXEFHABRERIINY  QEEXFLEE  EERAFHNARFEREREFN
ko

REQXFUTHRBIREFIRENE M XIEE Cookie FHIE
i : path, port, domain, secure, httponly, discard, max-
age, expires, version, comment, commenturl Hl samesite,

MREZHIRMFEERFZE TR E , AREERLEFILFEREHIZKG , ARBABTARGEE
EREFFNSTRRREFNESG. IE , ABBERFLEAN MWIEHBOEEZTRG , Fhs
FMERBHEEZRAG , BIEIABHN KRG EREIERET.

EREFHEEANARFREHNSERE

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.
2. ESMBEKRLNAEGET , EEASRTESR.

BT IEFI SERM 92
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3. EBRABHEHSRNENITHAEFAEERH,

4. FEMWTESETF L |, EREBRITEE.

5. EEEMWRAEL , RIEEHMOMITEE , R/F1EHE Cookie ¥t THERE,
6. EFEANARERERK.

7. 3FF Cookie Name , B AEHI R FTEF Cookie HYE& o

8. EBRRTFEX.

EGANAREFEHNSIENY , B6EH AWS CLI

1. {ERLLT create-app-cookie-stickiness-policy fn &2 N T2 F 4 B Y Cookie #51EIRBE -

aws elb create-app-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

2. fERLLT set-load-balancer-policiesof-listener an s R AF 9 ER B A E/RMY

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-app-cookie-policy

(® Note

set-load-balancer-policies-of-listener i S B 5EE AR IIE 5K O KB
MHEIRIEE, BAFERLGSH , BIEE --policy-names EIMLA T HAMEER AN
K&,

3. ( ®i& ) AL R describe-load-balancersir S RIF¥ M KK ERTCEA :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

4. MEIEUTER , RESEEERAD LROWTERE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{

"Listener": {
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"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-
certificate/my-server-certificate",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"
},
"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-2016-08"

]
I
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

},

"PolicyNames": []

}

1,

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [
{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

1,
"OtherPolicies": [
"ELBSecurityPolicy-2016-08"

iy
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AEBNFHEREERDEZHEEN

RSTEBEXNTURFEHNARFRZHT HTTP P ERNRBN TN, AFIIEHRRESME
ROBMRAXSFERIITOER , ARZLER , AGREEEENZBEXARBENK, RSEHEEN
SIE B, PN R . MNER TRABEES 2R ATERSENARERFTAENER
HX HTTP L RBEFANEBEER, LRI STHREX , BERMAERFRAZERAFS RFC 7230
PRERE R,

http_desync_guardian E& 2 #T HTTP &R , BilL &K% HTTP SRk, BXEZER |, HSH
github LB HTTP Z:35 153,

B

&
ok

s

- B
- BRI EEEN

;I_

® Tip
LB EMGER TR 8 AFHIIERR. BXEMAT Application Load Balancer FE R , HSREUE
Application Load Balancers #I[E % & #E R,

\3f
VAES
TEFIHTXES K,

« &H - BERFE RFC 7230 5 , TR EHNZ 2 Eib.
o AIEY - BHRAFE RFC 7230 #5 , BFREKE AN Z LB

« THIHE - ERAFRFE RFC 7230 ol , 2WRMEE , BN ED Web RS J|[MREARRLUREN
LB ZFR,

- FE-BERETRBENZ XK. AROERLHELEER , AFFHEMR 400 WA , HXAFF
U pEE

THHFRERT B8RO RE,
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https://github.com/aws/http-desync-guardian
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#desync-mitigation-mode
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ER

- LB EIE ASCH ZHFHEBHFR

- BRREFITZHIRNE,

« X¥F GET 5 HEAD &K , E—MEF 0 B9 Content-Length #x3k,
« #HR URI @8 —1KRXA URL wBRIZ

THH

BFR URI BEEHZH,

« FREITEE Transfer-Encoding #x3k# Content-Length #r3k,

- FEZ/NEBEMEEEN Content-Length #73k,

- IRARZEN , AEFITHREEEHK.

s B— MR AUFERE LN XEARBILEARFRE S Transfer-Encoding 3 Content-Length,
- GET = HEAD &3k A Content-Length ¥rk,

« GET = HEAD &3k E Transfer-Encoding ¥7k.

e

- #3R URI @& Null ZRFREIER,

- Content-Length #5:3kBE — N EZEBT R T RERRFTHE,
- FRLEE Null ZEREES,

« Transfer-Encoding #rk B4 1RNE,

- BRAERKFER,

o BRBREFRXFER,

- FEZNEETREEMN Content-Length #73k,

« F1EZ Transfer-Encoding: chunked #rk,

WMEFERFHFE RFC 7230 #rff , AR E %18
DesyncMitigationMode_NonCompliant_Request_Count 845, BXEZEE , BFSH LH R
HEE R IER.
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* S
B

T&RHER Classic Load Balancers {ARIFE R R 0 HERALEBER,

23K BEE B = RICEEN
=yl B Y Bfiif B Y
CIE::3-3 Bl Bl BELE
TEAH S580s =3 =Nl

B gl =Nl BELE

"REFBAER | EXAES RN RER,
EARSRHERI
ERBH A EF RS ERER

BN LA T ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
ESMERLENAREET , EFRATHESR.
ERARHEHSENEHRITARFAFSERE,

EEMIRIF L |, &R mE.

ERENSGEREETENRERET , SR - #E, ™8 3 KL
EERRFER,

o a0 A w N~

EFEHMTESEHBESN |, BEEH AWS CLI

f£Melb.http.desyncmitigationmodeE ¥ iR E Amonitordefensive, FKImModify-load-
balancer-attributes@i S strictest,

aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

THR attribute.json HRE,

{
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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"AdditionalAttributes": [

{
"Key": "elb.http.desyncmitigationmode",

"Value": "strictest"

-

NE B AF D EER P IIRE
ERFE TR SRS MIEN ABISEERTHE , HINBME. FEERFR,

BRZUUNBNEHOBTERAINSIL, BINAREGHRORSRUHME—, MREFMBIR
TANRELENHBERIEK , EHEMINENE,

HEATHRER |, AN ASEE R PFER R,

B

« PRERHF
o« ANINFRE
 HIBRIRE

PR PR
TERERFRENERRS :

- BNRFHREH LR -50

« BRBPAKE - 127 4 Unicode Z&F

« BREKE - 255 4 Unicode =&

- REENEXDADE, ATFERANFZHESETH UTF-8 BXRTNFR., ZRAKFE , URIUT
BHRFF: +-=0 _1/@. FTEFEANSZEIREEZEE,

- BOERSEMBEFEHaws: 518 , RRCEREBE AWS FEH, BT 15 M BRT L 8T 4k80
HEEMEE. EFLABHRETITTASNRROFSERE,

N INFR 2

18 T] LARE B [0 S B9 T B AN INAR 2
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£ R 8 R IIFR &

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
ESMER LHRBEET  EEAITESR.
EEAEIERN BT AR FREERE.

EMRZIETF L, EREERL,

EEEHRZINHLE  NTF8MRE , ERFNFHRE , RAEEEENE.
TERRIFER , BREREFER.

2

ERMRE | w6ER AWS CLI

EA LT add-tags @& AR INTEERE ¢

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=Lima"

i BRAR 2

T e AR |, SE A AN AR 838 P E MR,
£ 42 & BIBR AR

1. BELATRuITH Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/o
ESMER LARBEET  EEARITESR.

R AR ESNEHRUT AR FAEETE.

EMRLEmF L, EREERL,

EEBHFENEL , EREBRNESMZEZHNBR,

TERBBRREE , ERREFER.

o o K~ w0 N

EBRRE |, BEA AWS CLI
£ LT remove-tags a5 AT BR T 5 ERFRIC

aws elb remove-tags --load-balancer-name my-loadbalancer --tag project
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/add-tags.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/remove-tags.html
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NENEBRFIERREBENEHSE

BNRBATIERBLWE — MBIV E RS (DNS) BF5. Lk DNS EMEBEAEBATIHESREN
AWS XA, Flan , MREBEEZEFEI (HBENXN ) XiBFaEE R my-loadbalancer B
Hi9tss , WENABRTEHER2WEI— DNS &7, Hlt0 my-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com, EEEHI LiFRIMYL | E:1F Lt DNS BFRAEME] Web 53 355 25 #9 b 1t
B, A3 , EHEFERREMNEAL DNS BEMATHTE R

MREFEN AT R EARIFH DNS B (2 www. example. com) MIEERIA DNS E#5 , &
G BE LEE A FHE A GE RN DNS BHMAXE. EFEFRERLBEEB#ITHER
BY , DNS fRS5 8244 T #AT N 19 E 281 DNS B 5.

B %

- B BEXER SREHIE RS X E

« RAFPE LA Route 53 DNS HIE#E

- B EEXER SRFIHRIUEXEK

REWN B E B R ERE I RE HHEXE

B, MBREEREIMEE |, BEIEIMENTE. Internet LRV B H Internet BRI F 31t 5 B ALK
(ICANN) B2, SEEBEIE B EME (ICANN ATHEBEZ IMOAR) TMEE. B TMEN
iy ESREXTFEMBENFMEBNENER. BXEZER  BESRUTERER :

« EH Amazon Route 53 3118 , iF5 1 Amazon Route 53 FF X A RIEFE T HIEH Route 53 i+
A

« AXRIRBNATREMERFIR |, BSHREATHOEMEE Fo

T—% , BIER DNS RS (MENEEME) Sl —KIINBIEXEERRBAI BN AEEERS. Bx
EZEER , S HER DNS RS KXY,

W& , B LAEA Route 53 ¥ENER DNS RS, RIZREXE , HPIEH/XUWMAE Internet £
HEBARENER , ARFEEEARBIATHEERNIERRIEFEE. Route 53 3B IEFKER
DNS )R U SR , B AER BB 1L REN LRI ( HI0 example. com ) WINHKIE A & DNS Eifj g
REZRNAETEEE. BXFINEEMN DNS REHZE Route 53 HEE , 25 Amazon Route 53
F A ARIEEPHE Route 53 ELiE N &K DNS RS
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
http://www.internic.net/regist.html
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&Ja , £/ Route 53 AE I B EXEHMABRIZFEKE, EXEZEEL |, 5 Amazon Route 53 Ff
EARIEREP W RER B2 AZEHEES,

R ARG E 25 Route 53 DNS H[E# R

R fEM Route 53 K DNS BRI BN TS | St AT LUMEM Route 53 N IEMN AT ERRE
B DNS #[E# %, EHEEBEET , Route 53 A AEIITERRECEM EC2 KAIRIZ TR

BERFIRE AR, MRREEEMINRIERNSTRRLREFHN EC2 £H , HMRAFGEHRA

TR E , M Route 53 2P REBEABIH M ARIR , HI21 Amazon S3 FIE{TIRIR REFHI A

BB RR B ML,

il | RiIEEBE—NPHATF www.example.com B Web AR , H A BFLEFEREFRXBEAEH
MBI ERZEETHARES, BFLEREFERHE —MXFHHNAZHEES , HEEFEEX
A HEREN S - NP ARG ERAER M. MREE DNS BEXERE , WA LUEELRN ENHE
By (B17) 9IS, MREAFITERTA , U Route 53 S REE[EIEAHHESSE , FUXF
MEE MR ARITESE.

£ A T4 B Ars TR Zhag

- HZHAMNPIIERF B ICRK LN IHEERETRIRIRENRN Yes B, Route 53 RFi¥fh alias
target EEENFRZITRL. X TLARBIERR | Route 53 £ 5 RBIGE 2R R BRI K
BITRARE,

- HERHERFPERPEDLF - NEMBEHZTRRREFE , Route 53 2AF1Z 51 A B KB TRITER
BN REF. AME , Route 53 2RFEENIKARMIREICFK, MRERARBEBIKRARE , I Route
53 BREF1EF,

- HERHERFPERPED T - NEMBEHSTRRFER , Route 53 2AF1Z 51 A B KB TRITIR
B TME. ASE , Route 53 2RFEMIKRARMIREICFK, MRERARBEBIKRARE , I Route
53 IR [EIHBhiC %o

BEXREZELR , H2 18 Amazon Route 53 FF X A G IERFRIELE DNS HEH#E,
FIEH B E E B S A8 BUH R Bk

ZA LS MR E XA ERIIRE | HRENBREERE  NHREN B E RS 5 na s
BBl E, HXESES | H2H Amazon Route 53 F & A RIEETHEBIEZAPBRAEREX
i,

R A HEESFE A Route 53 DNS HfEH % 101
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WA H AR R

EREANUT IR N I9ERR | D IWRERKX R B RE A E RN 5wk 518 R B F&,

CloudWatch ¥g#x

Elastic Load Balancing BIE i# % % CloudWatch 4 < &89 51 515 %7 85 F /3 i S5 4l 49 B 38

Ko CloudWatch RFEU—HBEFHNRIFIIEE (AN ER ) BERARREXXLEHIEINS
IHEE. BAFAXEENRRKRIZHNRERERMAET. BXEZER , 52 CloudWatch
Classic Load Balancer BJ3E#x.

Elastic Load Balancing 517 A &

Elastic Load Balancing 57l A & AT R @ A HEER A HWBE RN FMAEE  HHXEEFEEERA
BN EEELRIEEN Amazon S3 FEFEY. SMNAEFISHFAFER ( MKEERWEE, &
FUREY IP that, HER, BEREBMRS[ER ) » BRI ERAXLEREE BESTREERXHX B
NARFHITHEDER, BXEZEER |, SR KEAFHEERMNIHE B L,

CloudTrail B&

AWS CloudTrail & 8E% R EREH K - HAFREH AWS 0K [ Elastic Load Balancing APl & i
WA, CloudTrail fHEEEMELRIEEN Amazon S3 FEBEHHN BEXHF., TRAXEH
B BIBESKXHMNIER, BEREOE IP ik, EROEHA, BROELHERIERIEE R
HIOEEBRMES, BXEZER , B FHICZEN Classic Load Balancer B APl i AWS
CloudTrailo

CloudWatch Classic Load Balancer BJ1g#x

Elastic Load Balancing fF#2# CloudWatch A IIE R HEmEFINBESLZHETLL

#, CloudWatch A& —HEFWEREFIIKE (HRIER ) WEXRZERZXLEBEINEITE
o IHEGANEEEZENTE  MEBESUNZEERNRELCNE, fl0 , B SEEENBE R
s R A9 #88 [E HIRAS EC2 SRAIMN B 8. BB S EE MR MM LN 284,

BAMERERRRIEREREBERIEZT. Sl , &I LLE1E CloudWatch BIRRIEIRIEERVIESR , &
ZIEPRE RN WERZ MU E R B ERE (Hlnm R FEb it X EA ) o

CloudWatch 1X 24 i& R R Z f1 519 %856¢ |, Elastic Load Balancing F £ B HiR & iR, WRBERRK
L A9 , W Elastic Load Balancing # 1T £} 2 60 BB AIZHE ISR, MEEKEERREZ
REIOESRRIERLHE | WRIREER.
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ZHEAPIEER

BRI LM EZE L CloudWatch , i5Z R i# CloudWatch B F .

A

)

A E AR

N

N

HABHEHRWIERERE

N

HASEH SRR S I REE

- BERLENNFITEERAY CloudWatch $E#R

Z B A E RIS

AWS/ELB 5 & Z8 (B 2 LA T #8%R.

1R

BackendConnectionE
TIrors

DesyncMitigationMo
de_NonCompliant_Re
quest_Count

DU

T 2R ANUEM SEHI 2 RIEEE L TR K. BN aHES
BREREERNERERE , FIALITTRSERERER, HE
B, Mit#E a8 5EsTRARERXNAEERER,

wERAE : BIFREBE

Statistics : REAMNSEITTER Sum, HZE

& , Average, Minimum # Maximum X8 /NAEHGEEET IR
5, —MBHALAL. AW, HRNMEEEKE ( HEBREDFHE.
FIEEAR ) 2ANERATATHEASIERTRAREREER
Ho

R BIRIEH RS E BS1E us-west-2a # us-west-2b BH 2
i, #HE us-west-2a 1 NEFIREZEZ XS BHIAFIRE
EEEIR, us-west-2a B9 sum EEEXLIERLEIR , ™ us-west-2b
W sum EFREE. Hit , AFIIEHEEHN sum EEFT us-west-2a 19

sum B,

[HTTP {I¥7 28] R&F& RFC 7230 #RERERE.

RERE  BEEE

ZBAEERIERT
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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FEPR iR
Statistics : ZBEAMNSITITER Sum,

HealthyHostCount
[ A EREMAEITIROR RIFNRFINHRE. FEMAIEHIE

BEE-RETRRAREEEMAETIWRARE. MEZSABETH
Xn#9E , WeERETAKXRA LoadBalancerName #E it
BEETWRBHFNEGINHE, &N , HASNMTAXEITEZK

B,
REIRE - BIEMAIEH

Statistics : ZEAMNSKIT T AN Average M Maximum, XLt
BEAASIESETRRE, BEE , REAROERTATREE
B RINIAAERFIETRRAE , MEMT QFZEERNEIT
R R,

T~ RIR B AR IO EESIE us-west-2a # us-west-2b FH 2
261, 3B us-west-2a B9 1 NEFIZTRRFE , M us-west-2b

SREBTRRFENES, XF AvailabilityZone #E , us-
west-2a FHE 1 NETREEHFH 1 MEITHRRTERSEH , us-
west-2b FHH 2 METRIREHFHN 0 NETHROR TER =6,

HTTPCode_Backend_2 (HTTP 97 88] SEMSEBIE R HTTP AR BIKE. ZitHT
XX , HTTPCode_ DENBIDE IR E BRI,

Backend_3XX
HTTPCode_Backend_4

XX, HTTPCode_ Statistics : ZERAMNSITTER Sum, #EE
Backend_5XX

RERA : BHREE

= , Minimum, Maximum #1 Average 37 1,

RO BIRIEH RS E BS1E us-west-2a M us-west-2b FH 2
2, HBERIEE us-west-2a HHY 1 NEFIERSHT HTTP
500 MR, us-west-2a B9 sum EB XL IRMA , M us-west-2b
W sum EFREE. Hit , AFIIEHEEHN sum EET us-west-2a 19

sum B,
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BR ik
HTTPCode_ELB_4XX

[HTTP {007 25] AEITER/AEKM HTTP 4XX B im R KB
B, IRBEREXERJFAITE , WERE WG R,

REE  BEEE

Statistics : REAMNSKITTER Sum, EE
E , Minimum, Maximum # Average ¥5h 1,

RO BRIRIEN B9 EEE A T us-west-2a A us-west-2b , FH
EPiERSERIEIZRNIER URL, ERARESHAMETHXS
EPREIRIEMN, RESESEN sum BN TAXWEN S,

HTTPCode_ELB_5XX
[HTTP 1T 285] A& E R HTTP 5XX RS 2[4EIR R B

B, WA SEEMSZ6E R EMAmALE, MRRAEBEITIR
R RFHSEHLEMB AR BDE R |, REFRERBEIKHIHAEE
BRNBE (8 ) |, NaBEZER.

wEE  BFREE

Statistics : ZEANSITIER Sum. BF
E , Minimum, Maximum # Average ¥h 1,

T~ BIRIEHN B ESF A T us-west-2a F us-west-2b , FHF
B us-west-2a FHYEPHIEFREMNEER , MIERWMNRE. 4
R, us-west-2a PR A FITE ST SURBIRAFIER , B wUKE
503 51k, W us-west-2b L IEFE MR , M AFKIIEESH sum E
FZF us-west-2a B sum B,
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ZHEAPIEER

1R

Latency

RequestCount

iR

[HTTP {5197 28] M98 2515 SR R IE B 2 7 M 3K B B % LI TT 44
KA e RIFR K TR Y BB R (SARD N A

[TCP {i AT 28] SS9 88 R Zh S M SE Pl SE 2P A A9 S et | ()
MR BN

REE  BEEE

Statistics : REANKITTER Average, Maximum ATAFHEE
REERNENEEAKREY F9ntE, HEE , Minimum —f&%
ft L R4k

T RIREH AEIIEESE us-west-2a F us-west-2b FF 2
26, H B ERIEE us-west-2a Y 1 NEPINEREERSHE
IR, us-west-2a Ky average B & T us-west-2b #Y average {H.

HERERBTEER (1305 78 ) ERNIERJER HAEZNHE

o

[HTTP {0197 28] WEI MR B AVIERE , SEKEEMEHIH HTTP

EEARNE L,
[TCP {47 28] MLEMSEAIR HAVE RN E.
wEE  BFREE

Statistics : ZEANSITIER Sum. BF
E , Minimum, Maximum # Average ¥3R[E 1,

R BIRIEH A EBR1E us-west-2a M us-west-2b &F 2
24, HE 100 MERREZZAFIESR. B 60 MERKIE
Z us-west-2a , FANEHIEU 30 MEKR |, H 40 MEREKEE us-
west-2b , BN KFIEEW 20 MER, T AvailabilityZone
$#E , us-west-2a EitH 60 ™MEXK , us-west-2b EitH 40 ME
Ko 3F LoadBalancerName #%#E , BitH& 100 NiERK,

ZBAEERIERT
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B EEBUN

SpilloverCount
BRI K 3 BA 51| S5 T 4B 42 /Y 1 SR A9 B 8K

[HTTP {97 25] 59 E 2[R E HTTP 503 fEixKB,
[TCP {i1T 28] A& s X AERE,
&g BESE

Statistics : REANSITIER Sum. BEE
E |, Average, Minimum # Maximum X 8N AHGEERT IR
&, —RHATAL,

T~ BB AEISEE B A T us-west-2a # us-west-2b , F A
us-west-2a PRI EBERSWIER , HBERNMNRE, £4R=2
us-west-2a A FEE R T SORMBASIIER , SBEH. R us-
west-2b SkER T E IR , M AFITEERHN sum EFE us-west-2a B9
sum fEHE.

SurgeQueuelLength
FESSERATEESFINESR (HTTP (78T ) SiERE ( TCP it

788 ) B3, RAIINRRK/NA 1024, BAFIEFE , AN BERR
EENEIEL, BEXESELR |, 25 SpilloverCount o

RERE - BEEE,

S EIE - RENMENSITEIER Maximum , AR ERRIEBAER
WiEE, £EEMA Average St E#ES Minimum F Maximum B]
DB EHBAERMEE . #EE , Sum H AL,

R~ BRIREN RS ERRB A T us-west-2a l us-west-2b , H
B us-west-2a FHEHIEFRSHER , MiERWMBRIE. &
= us-west-2a P AEITE T LRI FIER  BRUESHER,
Vi B9 W B2 A (B 38 A0, MMRXMBERMEFE , ARER TR
(27 SpilloverCount 3845 ) . UIR us-west-2b 4KEE IF &
N, MAEISE IR max fF5 us-west-2a B9 max H[E
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B U

UnHealthyHostCount
m ARG EEIMNETRRFTRANEZFINHRE. WRRFEDZ
TRRREFREENTERE , MIAANKFIETRRFE, TESK
PIEREZETRIREMEEN RIFREZE , KEFANEITR
MR

RERAE : BIEMAIKA

Statistics : &ZBEAMNEKITITERN Average f Minimum, X4t
BIEHASHEESRTIRE, FIE , REASHEHSETRTEE
EREIAIANERFZETRARTE , MEMAT RFFZESIMAIEIT
L7 =85

Tl : S PHealthyHostCount o

LU e AR R I8 BES 14 BN 2 8 £ 5 15 #7125 1 B B Application Load Balancer B AR, X LEFEFRN S
Z , THT CloudWatch Bk, EE , IRENLBABTITIERESMITES , MXEEREMB ML
BEHTRE

REEETIE—SRUAANM—NKDIR 2K WIEBHAREESR, NREFEANRKIR 4K
RO LWUER |, BNBUERNTAREEREN . FAEIBIEETENLAAFYEHSRIE—
Application Load Balancer , fAJg %1% Application Load Balancer 9 ConsumedLCUs ¥E%r. Bx
E%{EE , 55 Elastic Load Balancing A F1EE PRI NE B 539 #2518 2 Application Load
Balancer,

R PN

EstimatedALBActive g o a1 e e A L .

ComnectionCount B IHEI SRS R RSB B B AR5 BB TOP 3%
BE AT,

EstimatedALBConsum )

edLCUs Application Load Balancer £ AR AEIIERBE £ (LCU) P&

T, BEERETIHNERN LCUBENR, BEXESZER , BS
¥ Elastic Load Balancing 4V
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-to-application-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-to-application-load-balancer.html
https://aws.amazon.com/elasticloadbalancing/pricing/
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EiR 1 PUN

EstimatedALBNewCon R i 1 e e [ .

T e }‘}\g{ﬁﬂ?ﬁiUJ\ﬁﬁ@%k{&}‘)\J\ﬁﬁ@%ﬁiu B FRE M BHT TCP &EHE
RN

EstimatedProcessed . "

Bytes Application Load Balancer & B9 & 1t T 8o

ZANFIIERVIEIREE

Eif A2 HOBIERNER , BEAATEE,

HE R
Availabil

ityZone RIEEWN O] A X FEERBE,
LoadBalan

ceihllame RIEEN AEIE R T IEIBREIE,

Z B A ERBEIRS T

CloudWatch #8#& Elastic Load Balancing X KV EERBES/REMAITHIE. SUtBIEREEERNTE
BRCEMERBE, YBERETHER , RENBERREGEMNLEEHRTRA. 4ERHATH—
FRRERNBH/MEX . flin , BUUBEREFETARABINARSIERET /B EERS EC2 3%
Bl S it BE

Minimum # Maximum £Eit#IERMRENABEER T SRSV RNMENEKRE. 0, REEHAN
HEEEET R, — N RM HealthyHostCount B9 Minimum 9 2 , Maximum 3§ 10 , Average
76, 53— RHM HealthyHostCount # Minimum 79 1, Maximum R 5, Average 7 3, &
W, AFHYEEZH Minimum A 1, Maximum 7 10 , Average KA 4,

Sum R BFEBRAMEARBESETRWLCEE, BTXEERESNEAHES

EEMRE , Btk Sum REATHAMEARSERT RIS ITCENER , W

RequestCount, HTTPCode_ELB_XXX, HTTPCode_Backend_XXX., BackendConnectionErrors
M SpilloverCount,
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SampleCount ZitHERENENHEAS. ATXEENREETEXFERMB4HTIREN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAFH @R T RIRE
R, MAREITRREEN ENE,

B UBEREMEREETNENVE, ERMUEERAES LK , KRSEAFL/NE (Fl0
p95.45), HlaN , 55 95 MNE D MBKRT 95% MBHFEETIE , 5% WHES TIE, B2 VKER
ATREREE, i, BREMNARFNEFRZASHERNVAER 1-2 EY , BUIREFR
ZH , WetEFEE 100-200 W . RAERRTRIENER , EREKRL 200 BW, FHEFRT
BENDH, AONRRT N ERENHNAREFHENE, BIERAE 99 Ma o uBEN Auto
Scaling it & 28550 CloudWatch Bk , BRI LURGE BN 2 EMHIERRENTELY 1%

BEEF BN A IGHESFH CloudWatch $8#r

O] LAEF Amazon EC2 24| A E B BN M ISR CloudWatch ¥R, XLIERITNKEER
Ko MBAHYERLA T ERSHBEEZRFER , N UIEERAERBIES,

& , BABEA CloudWatch 25| A B E MR E B IEHT
ERH A BB

1. B LT MuLFTFF Amazon EC2 ###& : https://console.aws.amazon.com/ec2/.

2. ESMERLNATEET , ERAEGHESR.

3. EEAFGHBENEHRUT AR FAFERE,

4. EREREDF,

5. EBEFENMENNAE , BRENMRFEERRL , AFEE Maxinize Bir. AEANERR
mE

« IEEEWM - HealthyHostCount

« RIEEKEW - UnHealthyHostCount

« FIHHER - Latency

« iHXR - RequestCount

. JEIRIEE4RIR - BackendConnectionErrors
« EBIBASIKE - SurgeQueuelength

« BHITH - SpilloverCount

e HTTP 2XX - HTTPCode_Backend_2XX

e HTTP 3XX - HTTPCode_Backend_3XX

EEBNATIIEEN CloudWatch 35#R 110


https://console.aws.amazon.com/ec2/

Elastic Load Balancing KO FITER

* HTTP 4XX - HTTPCode_Backend_4XX

* HTTP 5XX - HTTPCode_Backend_5XX

« ELBHTTP 4XX -HTTPCode_ELB_4XX

« ELB HTTP 5XX -HTTPCode_ELB_5XX

s BB EFETH - EstimatedProcessedBytes

&1t ALB JE#%E LCU ¥ — EstimatedALBConsumedLCUs

« {&it ALB SEZIEER — EstimatedALBActiveConnectionCount
« it ALB FTIE#ES - EstimatedALBNewConnectionCount

£/ CloudWatch 2% & EFHE

1. $TF CloudWatch #%&|& , Mt hitps://console.aws.amazon.com/cloudwatch/.
2. ESMERTP , EFEER.
3. % ELB & ZEHE,
4. BWITTIREZ—
«  EBR—MER4LE , ZARSER. TAXIEMEARSERERER.
- EBFMB4EZRERENERN  FEERFRPBAHEN.
EEFRINNEOESRNENR  BEERFRPEAEEN.
EEFENTARMNEN , BEBERFERPEAEEN,

ZH AN IERNIGR BE

Elastic Load Balancing 2t T i8] B & , %15 B E AR E X KX B ASEE RN EROIFAE
B, BNMNAEHIEEE BHlw , KE Ulﬁﬂ?E’JH‘IIEﬂ\ EFImE IP ik, ZER, EREBEFNRS ST
B)o BAILAEAX AW BED MREENHFERREE,

1A A& =2 Elastic Load Balancing ¥ —IA[IEIhEE , BRINBER T EEALLIIEE. AABEREAH
W B&EZJG , Elastic Load Balancing #3k B & #4¥ET¥1%E1§? EHB Amazon S3 FEEEH, EAILL
BERf 22 A 15 E A &1k K.

BNAE AEXHEFEE S3 FRMP 2 BsEA SSE-S3 % , HELFRIERNHTHE, &
TERERITEAERE ; MENBRBUEAFRNHIIT. BNEEXHBEAE—NWRANE , ZBALS
FEHAERRLIRN KMS AR TNE, EXEZELR , ESH Amazon Simple Storage Service i FF 1§
PRI EARA Amazon S3 HEMEZAN RS ERIHINE (SSE-S3) RFBIE.

HEAS =


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
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FEAE BETLTEFTIIMTTR, BEER Amazon S3 B1FE R4S , 1B Elastic Load Balancing F LA
HEXHEEE Amazon SSNH R 2R BN, BXFHKEANEZEER , S Amazon S3 Ef,

B3

- BRIBEXH

e BESRE

AL B &
NEHNBITEREHBEEAE
NEHRNBITERER TR AT

iR B &304

Elastic Load Balancing Af§ EBIBM BN ABHEERT LRREF AEXH. AAEBEERERABERAE

B, ATBUEE 5 2493 60 2 # K AEFE. EBRIAER T |, Elastic Load Balancing BA 60 7 ¥ B f@ &
mEE, MBFEMEIRERN 5 248 , WAENAHBETERN 1:05, 1:10, 1:15, AtkEH, MENER

REN S5 08, WALRRHMRZEER 5 2% ; MR FEREIREN 60 2% , WKZER 15 28, &
AR EHE S & R Rl B

NHBERTUAERERNERNSNES. IREKEFSRE. ZMBEERT/INRERELR
mEkE , WEESREXHER.

TR BRI XA B R TR

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_load-balancer-name_end-time_ip-address_random-
string.log

bucket
S3 FHEB B,
prefix

(k) FRBNEIR ( ZBRAEN ) . EEENNRFFESFHE AWSLogs, ERMES(E
B, BEREANARZENR.

AwSLogs

Bl SEENFEBE MM AR ERM AWSLogs FFkHIXHEER S .
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https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html
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aws-account-id

FrE &K AWS IiKF ID,

region

REIERRAN S3 FREAMENXE,
yyyy/mm/dd

et B AR B,

load-balancer-name

R B o

end-time

HEICKRARERY BNt E, 60, MREREREE 5 248 , M RRE 20140215T2340Z
FFaEETE 23:35 5 2340 2 A HWERNVEE,

ip-address

AEBFE RN OB ERT KW IP ik, X TRIBRBEGER , XEHE P ik,

random-string

REE R BENZ /TS

LT R—NEE “‘my-app” 81 &M B EXHB R~H

s3://my-loadbalancer-logs/my-app/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

BLTR-ANTFHBRN B EXXHE R

s3://my-loadbalancer-logs/AWSLogs/123456789012/elasticloadbalancing/
us-west-2/2018/02/15/123456789012_elasticloadbalancing_us-west-2_my-
loadbalancer_20180215T2340Z_172.160.001.192_20sg8hgm.log

BENHETUEE#ERE#EERAE , R3E B LE Y Amazon S3 £ aE MM L B 3 F/4E
MiER B &3, BEXRESZEER |, 2% Amazon Simple Storage Service AP ISP KREGEAHE
.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
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hE BHE%E

Elastic Load Balancing 12 & &% 4% ﬁ%ﬁﬁ@i%ﬁﬂ’ﬁ?* , BIEMNKREEEWEFINER, o, mREF
FiEERRNE RN BERIZEEETRRRFHEFMTER , PHRIBFER

/A Important

Elastic Load Balancing R HidFiER. RINNBWEFER BRI BERT HERMER , MARE
NATBEERNTEHEIR,

B

BNMNAFREBT AN RBITHENERNEFAEE . BERETNREFRAZRS R, B
BXHEPNENZBEEFEUTHER

timestamp elb client:port backend:port request_processing_time backend_processing_time
response_processing_time elb_status_code backend_status_code received_bytes sent_bytes
"request" "user_agent" ssl_cipher ssl_protocol

T:\EE;E TUﬂE.I H/L’\%E E’J%Eﬁo

FE EEPUN

time ABIIERMNE P iR EE RV ETE (RA 1SO 8601 ).
elb NBHERN B

client:port BEREFIHWN IP et Fiw O,

backend:port LB L iE SR 2 EM S AR IP ik Fw O,

MRARBDERT AT ERRIEBNSTMEH | EMREREMWALZ A
KOIRHA T &R, WFERERN -.

MEEMEISSHIEZEFER 2 BRI , thARFILERE R -

request_processing [HTTP {RWTES] MRS E 25 K EIE R — B BIF1E R &35 B0 A =45 Pir A
_time B St E (BAF 4,
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X i
[TCP 197 88] MRS BIES R &S HE TCP/SSL EEE fE 9%
2 R34 WY 8 — N 2 BT ST HIAR A 0 M (MU R 1),

MRABIGERTEFBER D IRE SEMEH, MWBHEREN -1, MR
EEMSSAIEZRE R MERE , RFFIRAE T HRAERWER , N
SREXFER. HH , T TCP M=K E , MREFIHEARIGE
BREMERE , BRETREEMHE , N REXFER.

MEOEMEISSHIEZE R 2 A RBAL , t AR ERER -1,

backend_processing [HTTP {07 85] MAE I 251518 R & IX 21 B 5F M =61 211Z 32 I FF 18 & 3%
_time ) R7 R 3K P A B9 BB R (BARD 9 B qa),

[TCP W7 28] Sk 9828 M 2h 5 X MK B3 S E B2 P A Y SRS R (AR
LAV

MRAIIERTEFERDIREISIEMKRH , WRERERN -1, R
EEMSEAIEZAEN A RAERE , RFFRAE T HRAERWER , N
SREXTER

NEOEM A SSHIE R R 2 B RIBAL , th AR ERE R -1,

response_processin [HTTP {197 85] M B %5 N EI3K B S /X M2 61 #9 a S PRk B FF 2R 0 &
g_time o s A& 35 M B2 PR R B9 BB 18] (AR ), bR R BIEE A EEE LW
BERA B 18] BA R M $1 B 15 7 28 B &= P Ui B9 32 23R BN A 1) o

[TCP {i¥r28] MBI E R W EIR A EEMEPNE - I FFEFEEOR
F= i 3% We) R P R B9 5L B TR (SARD 9 B47) o

MRABIIERTEFERDIREISIEMERH , WERERN -1, R
EEMSEHIEZAEN A RAERE , RFFRAE THRAERAER , N
SREXTER

MR EMAYEFIEZRBE 2B R , A FHERERN -1,
elb_status_code [HTTP {RWT88] 3k B AT 2549 e B AV RSB

backend_status_code  [HTTP {ii#7 28] 3R B B £ SE 5189 e B A IR SR B o
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ZHEAPIEER

FE

received_bytes

sent_bytes

R

user_agent

ssl_cipher

ssl_protocol

gt

A~ HTTP & H

iR

MEF iR (FRiF7) EIRBER KD (LZT R EN),
[HTTP fit¥r28] EEEEREX , BFAFERL
[TCP {7 25] E2EFRIEXHFRX.

RIEB|FF U (REH) AYE A R/ (AFF R EAN),
[HTTP {R0TER] EEEWMNIEN , BFSFERX,
[TCP W7 25] E2EFRIEXHFRX.

KEFEFIHRNERT , BSENXEISAHARAUTHEA#ITIESR : HTTP
FE + DU/ ENFRK IR O + BRE + HTTP e A, ABBEERGFRETS,
IRidFiER URI BYRIEH URL, ERNREHF BEXHFHNARTEE, H
BB FRAE , BEREFImAE URL AR,

[TCP {iT88] URL R=MNEXI% , HEZRIAZEEK D RHUEERLERE (- -
-

[HTTP/HTTPS ii¥re8] iR A HBERNEFIHRNAFREFZRFE. ZFH
BEE—MNRBEANTRIFIRF (product]/version]). MR FHFEKERIT 8
KB , MI¥F4 Bk o

[HTTPS/SSL fi#T88] SSL B, NHERIDEEEILE A SSL/TLS i&
Erid Rk E, B, ZEMEER -.

[HTTPS/SSL fii¥rag] SSL . XHERINIPEEEIL/E A SSL/TLS iE
EAHERIE. BN, ZEFRERN -.

LAUFR2 HTTP (%rss (3% 0 80 Eliw O 80) W RHIBERE :

i BE%E
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2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.000073
0.001048 ©0.000057 200 200 @ 29 "GET http://www.example.com:80/ HTTP/1.1" "curl/7.38.0"

Al HTTPS %&H

LT R HTTPS %res (i 0 443 Fi% A 80) W RHIBESRE

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80
0.000086 0.001048 ©.001337 200 200 @ 57 "GET https://www.example.com:443/ HTTP/1.1"
"curl/7.38.0" DHE-RSA-AES128-SHA TLSv1l.2

il TCP %&H

LUR 2 TCP {fi% 88 (%0 8080 Zli% O 80) W RHIAEKE :

2015-05-13T723:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001069
0.000028 0.000041 - - 82 305 "- - - " "Moo -

R SSL &8

LAR 2 SSL 119788 (3w A 8443 Eiw O 80) K RHI A&

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001065
0.000015 0.000023 - - 57 502 "- - - " "-" ECDHE-ECDSA-AES128-GCM-SHA256 TLSvl.2

R E B &

MREHNE EEREER , MARSEHBITUERTE kziﬁdﬁﬂﬁ HEXH (ML GB & f1), &7
T EFE AL EX line-by-line bIB I KEMEIE, it , BOTRELTE AR M #ﬁkiﬂﬁﬂ&ﬁ?&ﬂﬁ
MIE, flf, BAIERNUT 2 TES ML EGFE EIT«E\ :

« Amazon Athena 2 —fIREXEHRS , BB BAEAIRE SQL 247 Amazon S3 RIVEIE.
BREZELR , iFZH Amazon Athena AIFIERP N EHKL B AFITERE B L,

* Loggly

* Splunk

« Sumo Logic
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https://docs.aws.amazon.com/athena/latest/ug/elasticloadbalancer-classic-logs.html
https://www.loggly.com/docs/s3-ingestion-auto/
https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
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NEBAFIIERE AR BE

ERNAEOERSABR AL , BLIEEA TS ERTEHDFMH B ERN Amazon S3 EERENA
o BIERTF — N R R BEM INBILLF6448 |, ZKBE[@ Elastic Load Balancing 8 ¥ B A7 @K
FUBR o

5

- ZR1: 012 S3 N

- SRR 2 CRREEMINZT S3 FE4E
- FR3:BEBRAS

- SRA: WIAFRBENER

FE HEER

N

Y

Nil

=

SB 1 Bl S3 FHEE
ERAE S , BAMAHHEBEEE S3 7. FRBLTEEZATER,
EX

- FREBLANTERBESERERNXEHR, ZFE\BNABEERTHFIENKSRAE,

- H—XFNRFEFIRMBIEDTZ Amazon S3 ITE# 4] (SSE-S3) BXEZEER , i5SH Amazon S3
FEMINZ 4] (SSE-S3).

£/ Amazon S3 #5612 S3 7/,

1. B BT MutiTFF Amazon S3 ##l& : https://console.aws.amazon.com/s3/o
2. %$® Create bucket (BIEF @)
3. 1f Create a bucket (BIZ7F&M) WL , ITUTRE

a. NTFEMEWEN , FRATEEBNEN. LLEME Amazon S3 AFIERNEFHBAHRP L
MME—, ERLEXE  ATRENEFREEMEEMER. BXESELR , H25H (Amazon
Simple Storage Service AP #EmM) FHFHEERF,

b. XF AWS X , EFEEHPLIBRATIEHSENXE,
c. XTFERIAMZ , %£+F Amazon S3 FEE X4 ( SSE-S3) ,
d. %EFNEFEN.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
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SR 2 RFRBEMIINE] S3 FHEHE

S3 FEM LM E BN Elastic Load Balancing B ¥/ i5 Rl A EE A F MBI R FM64 MR, T4
MREER JSON BAMNES , XEEQLUFRKXBESRE , AT HEEEELHBRNR, 8MET
BIFEEXEMIBENEEHETE—RIREK,

MRASEEEAEEM MKREHIMEFEME , WA LUF Elastic Load Balancing 7] B &KV 47 N 2
ZREE, WMBREXMEM , NEWBITEERNNRE , LBRECIIEATEEEENR B ENWFHER
95 R

o] P B T 4R SR

IR ERANFEBREEBURT 648 AWS X8 B R#,

#E 2022 FF 8 ASiz G AT AR X

BRI EIEEN B ESAERS R TR, IR AT LT XS A B XM A X A Y R g Eas

- WA#IK (BENE)
« TA#MX (RRE)

- MEXRAI (FRME)
« KM ( EHESF )

o RUM ( 7RERA )

- D& (BFR4EX)

- PR (PUBKE )

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
3,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*"

}
]
}

BAWHEBAE 119



Elastic Load Balancing KO FITER

2022 £ 8 Az el v AR X

ZEKBE[MEIEER Elastic Load Balancing 1K/ ID & FX R, FHRBEATUTAY XEHNTAXS
Local Zones HFHI A E 1T E 85,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
I
"Action": "s3:PutObject",
"Resource": "my-s3-arn"
}
]
}

elb-account-id&¥# N EFTE#XE Elastic Load Balancing # ID : AWS Ik

- ZERI (FHEFRILMILEP ) — 127311923021
- ZERI (BZMBM ) - 033677994240

- EEFEE (JLMFEEL ) — 027434742980
- EEEI (BBXIM ) - 797873946194

« IEM ( FER ) - 098369216593

- WA#X (FH ) - 754344448648

- WA#X ( HEME ) — 589379963580

- TA#X (&XE )-718504428378

« WAMK ( APR ) - 383597477331

- TA#X (E7R )-600734575887

« MA#X (FHIE ) - 114774131450

- TA#X (EE )- 783225319266

- ITAMK (KRR ) - 582318560864

- MEX (FE ) - 985666609251

« BN (EXRE ) - 054676820928

BRAGRBE
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« BUM ( BRZ ) - 156460612806

« BUM (163 ) — 652711504416

« BUM (K ) -635631232127

« BUM ( B2 ) - 009996457667

« BN ( HTEEF/REE ) — 897822967062

« R ( B ) - 076674570225

- EM(ERF )-507241528517

R&EMIER B EFMEMLER ARN B my-s3-arn. BIEEMN ARN BURTERBITXIESE 3 FHE
R1A e B B S E BT 4o

- HHBIZRH ARN R4

arn:aws:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

o R EIZRAY ARN 7RI

arn:aws:s3:::bucket-name/AWSLogs/aws-account-id/*

AWS GovCloud (US) Regions

Z R BEM3IEER Elastic Load Balancing IKF ID R F#X R, KRB EATHRAXFHNAFKIEGEHISERT
F & AWS GovCloud (US) XiZi##9 Local Zones,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws-us-gov:iam::elb-account-id:root"
1,
"Action": "s3:PutObject",
"Resource": "my-s3-arn"
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elb-account-idB#NE AWS Ik FrE#EXAY Elastic Load Balancing # ID : AWS JiK

- AWS GovCloud ( ZE#EEB ) — 048591011584
. AWS GovCloud ( £EZZ ) — 190560391635

RERER B EFTEER ARN B my-s3-arn. EBIEEMN ARN BURTERBITXESE 3 FHE
A5 1R B EBHEE R &

. HEHEN ARN 75

arn:aws-us-gov:s3:::bucket-name/prefix/AWSLogs/aws-account-id/*

. W HEN ARN Rl

arn:aws-us-gov:s3:::bucket-name/AWSLogs/aws-account-id/*

£/ Amazon S3 12§ & X175 8] B &Ry 74 18 KRG B I 2 & p 17 48

1. 3TF Amazon S3 ##l& , Mt : https://console.aws.amazon.com/s3/.
ERERENEMUT AR FRAEERE.

1% Permissions ( IR ) , AREEFE Bucket policy ( FAEREKEE), Edit (HE) .
BN EREREURTARENR,

ERRFER.

o b~ 0N

SIW3: BEWHAAEK
EANTEREBHR AL , LUERBEXH TR RE S3 7644,
EX

FREBUTUBRE 1 THAERNESR |, HELTMMNE 2 THAIERNEERERE, WREER
& , NIRRT BIEFRFHE “AWSLogs”s

EREFEN B EREERR A E

1. BELATMuITHF Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/.
2. ESMBERLNAHEET , ERARITHESE,
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/ec2/
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3. LERENABIEERNBMUITAEFAEENE.

4. ERMZRIFLE , EREE.

5. ERBABDEREUETENERES S , HITUTERE

a. Eﬁﬁiﬁlﬁl H/:I‘:I.z\o
b. YT S3URI, #ABEXHER S3URI, ZRIEEMN URI BURTEEEFEHIE,

- HABZM URI : s3://bucket-name/prefix

- T EIZRE URI : s3://bucket-name
c. fFFAZIEEKBIRISEAREN 60 minutes - default,
d ERREER.

ENAEBEREEBLRBE , BEA AWS CLI

B, BIE— json X4 , %X F Elastic Load Balancing BEfS 13k H EH & 60 04Xtk B K&
A Z RN BEBIEMN S3 EEE—IX

{
"AccesslLog": {
"Enabled": true,
"S3BucketName": "my-loadbalancer-logs",
"EmitInterval": 60,
"S3BucketPrefix": "my-app"

TR , Emodify-load-balancer-attributes&n 5 B #6E.json X , MTFR :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

BAR 79 W RL R4

"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
"EmitInterval": 60,
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https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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"S3BucketName": "my-loadbalancer-logs",
"S3BucketPrefix": "my-app"
}
1,

"LoadBalancerName": "my-loadbalancer"

EERFHE BER S3 FHERE

ERREEERA T FRIBENFREE , FRREEAZEAGTHAE. & , WRE - NEHHERENI &
W, HEEETHENTFERPOETENFMEMRE AWS IKF | Elastic Load Balancing FJgE&
FENABEERNTFR BEEAXNTEER.

HIR 4 BINFHEBR

TR REYEESE AihE BEE |, Elastic Load Balancing S iE S3 1248 |, F 6122 = 34 LAFE R
FHERRIEIEEMENR. SR S3 #HARIEREFEIEBRMIR 4. Wi XHFEEFRIIER
BEXH ; eFBERHIEFR.

¥ 1iF Elastic Load Balancing &£ S3 M eIE 7 M= 34

1. B LLTMuLFTFF Amazon S3 ###l& : https://console.aws.amazon.com/s3/o
2. “REREEEATIHRBEN S3 FHEBHAEN.
3. SMEBMELXH ELBAccessLogTestFile, (VBEURFEREEATIR,

- HEBBNAE : my-bucket/prefix/AWSLogs/123456789012/
ELBAccessLogTestFile

s THEIRIVALE : my-bucket/AWSLogs/123456789012/ELBAccessLogTestFile

HWFEHERR
T F @5 R #IE%E : bucket-name, EHZ S3bucket R
MREBWB IR, MATRTENER :

- FHEMEBIZE N Elastic Load Balancing BT 1A B EEAFEBHNR. BIAZEANRZX
HIEWNFHEMEER, BIAERE ARN FANFHEEEMEEEE AR BENIEENF&HEMME
E. MREEEAFRAENREENR , EEIARIRE ARN T2 EHK.

- FRBEATENRS S[IRMBET, ZF#ERLTEM Amazon S3 FEEZH (SSE-S3)
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NEBRNFIIHRERHE BE

EREN AT N BB ERERBR LS, BEEABRIBEG , B/YiHE BE™E Amazon S3 H{R
B BEENERER. BXEE S3 FZ#EBNEER , B3 Amazon Simple Storage Service A F 15
PR FHEE.

EAEE AN NHEERERE R AE

BN AT Mt 3T Amazon EC2 & & : hitps://console.aws.amazon.com/ec2/o
ESMBER LNABEE T , EEAFITESR.

RSN NEIIERNEHRUT A HFHAFEERE,

EEMEIF L |, &ERE.

ERBEARSEEEMENEN GRS S , ZRFRIBEE,

o ~ w0 bh =

EERHFR AR , BEFEHA AWS CLI

{8 A LL S modify-load-balancer-attributesfr S 22 B iR B & :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"

LAR 9 e Rz 7B
{
"LoadBalancerName": "my-loadbalancer",

"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "my-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"

fERIZ B/ Classic Load Balancer 89 APl B AWS CloudTrail

Elastic Load B AWS CloudTrail alancing 5—BRFEK , ZRFREMEA,, ARDH AWS RFE
Elastic Load Balancing # X EXAVIRERYIER. CloudTrail ¥ Elastic Load Balancing BFTE API i H
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HIRAEH. BRNWARSEREHIEA AWS Management Console SAR Xt Elastic Load Balancing
API BENRZER, MEECIZRE , WA LU CloudTrail S4FE&£ M E| Amazon S3 W |, 2
}& Elastic Load Balancing BV&#, MREREERER , BMATLUE CloudTrail ZHI AW “SHHE
BR DEFRFNELH., FAKRENEER CloudTrail , LM E [ Elastic Load Balancing & H#Y
BR, KEBERW IP hut, EARETHEKR, ANREHERAREMFAER.

ETHEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

BN EAHEERNEMEE Bl , FEFREAFBDER L HERN) , BEABRBEES. BXES
B8, B2 2HAFHERN L E B E.

£ Elastic Load Balancing CloudTrail

CloudTrail & 412 AWS Ik it 2SN~ LS. £ Elastic Load Balancing 1 &K £5E3I8T |, 1%
SEN S HEHAM AWS BRSS CloudTrail B4 —RBIERESHALIERKF. BALUE AWS KFPHEE, ##FK
NTEREFEH, BEXEZER , BSALASHHEEE CloudTrail 4.

EREICK AWS IKF R EH | BFE Elastic Load Balancing IS4 | BRI IRER., REARY
CloudTrail I B EX £ #ZE| Amazon S3 F# i@, BRIANBRT , HEEEG S PLIERERR | ZIR
ERRATIE AWS XiF, RERIEFE AWS 2 XHAEXENESG , AN BEXHREEEEEN
Amazon S3 1Ff#E @, LA\, BAILIE EH M AWS RS , Bl —F 2 FLE CloudTrail BEFIKE
WEHHIE, BXEZER , BSATIAE :

- BIERERICRER

« CloudTrail ZEFHRFZFER

« BiE Amazon SNS &4 CloudTrail

« BUSKBEZSANXEH CloudTrail BEX#
o MBZNIKF W CloudTrail B &4

K B AFIEE RO AR AE FEIRMEY A Elasti c Load Balancing APl & jgZs 2012-06 -01 12
% CloudTrail #i0FE%E, 0 , HACreateLoadBalancerfDeletelLoadBalanceri#E4E
CloudTrail BEX#H#ARAERKFKE

BIMEHF B LEKFEHETEEXRERBERNARGE. SHCREHTEBEATAR
- BREFARZIUEERAFEIEXEHN,

- FREEAACERKEAFNIGNZ2EIEREN,

- FREEBHHEM AWS BF R H.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
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BXEZEE , S FCloudTraill AP &4 T,

T f Elastic Load Balancing H&EX#% B

BER—MEE , AP SSEHERN BEXEFEHREEEN Amazon S3 7@, CloudTrail BE&E3I
BE—NESZNMNEEZREB. EHARKRKRBEARENEMER , BEEXFRWRE, BENBHAR
B, ERSHENFELR, CloudTrail BEXHTREAH API BANEFHRRE , Rt T2RE
A4S EMN IR HI,

BEXH4SIEER AWS IKFRIPTE AWS APl BAMNEH , AR Elastic Load Balancing API
o WHBEIKERBEEEE elasticloadbalancing. amazonaws.com B eventSource T
FREHKIT Elastic Load Balancing API VA, EEEFFEIRME (W0 CreateLoadBalancer ) Hid

*, BREZBEEGREBMM eventName TH,

LLR 2 Elastic Load Balancing B9~ CloudTrail B&iE% , ZAF #8127 Classic Load Balancing ,
R ER S EMIBR AWS CLI, BRI LU userAgent JtEARIR CLI, T eventName JTEHRIR
BRI API A, BXAF (Alice) WEEAITE userldentity TEFHKE

Example ;~4j| : CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
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"instanceProtocol": "HTTP",
"instancePort": 80
1]
I
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example ;~fi| : DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
.
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
1,
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"
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Xy 42 B A B D 2R 1T R HEBR

TRIE T HEEFERLHEATIGE RN AN R BB REH R IR,

API iR
Hix

CertificateNot2# 2l : KENXL

OutofService: X4 7 Z it 55 1=

HTTP 5%
Hix

HTTP 400 : BAD_REQUEST

HTTP 405 : METHOD_NOT_ALLOWED

HTTP 408 : i&3RBat

HTTP 502 : LM<

HTTP 503 : AR5 AT A

HTTP 504 : Mxi#at

g R A B B HR
U R AR ED FE AR

HTTPCode_ELB_4XX

HTTPCode_ELB_5XX

HTTPCode Backend 2XX

HTTPCode Backend_ 3XX
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UEIVRRGZE =t

HTTPCode_Backend_4XX

HTTPCode_Backend 5XX

BITRRK & F&E
[] &%

BITRRRE B PR H i

5 55 193 A

NS HEIUF R K

KBIRNABIGEEREWRE

KB L By im O ARITFF

Auto Scaling AP EHIKRET ELB ETHRIAKE

N

T $2 ) 7
[] &

P mAAEETE M Internet AV AT E 2R

B #7238 TR B IRUROE B B E Ui R

RIEBABIHE RN HTTPS iFRIRE“NET:: ERR_CERT_COMMON_NAME_INVALID”

EEM A
A

EM EC2 SEfla A <

FEEMMMES AMI S 3 #Y K
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X AT E [ HITHIEDERR | API iR

T H 2 Elastic Load Balancing APl IREIF 8RB, BERE KR AL A FHRFB SR,

BiRHE
« CertificateNot2 3% % : KEX
« OutofService: X4 7T E 1%

CertificateNot2# Fl : KENX

RE 1 : &£ 6H AWS Management Console 22 RViE 42 B 2P A Xigat IR ., £ I LIEIR
B, AIEARSEEIENRE—SHPRETRERER,

BRAR1 . EHFRN 15 08, AREER— X, MREBHAEE , 5 E AWS Support Center F
SREEBD

FE 2 : MBEEEMER AWS CLI 5 API , N IIREAFTEFEENIEPERMET Amazon BIRBMH
(ARN) , AT gE & U B L 45 iR o

BRI R 2 : £H AWS Identity and Access Management (IAM) #{/EGetServerif HIREVE+ ARN |,
HIUEE R ARN RRENERSER,

OutofService: X4 T Z B 44617

JRE : Elastic Load Balancing fR5 S E 5 M &+ HIME LN E R, £ Elastic Load Balancing &
WA SRR EEMRFIETRRET , th e 88K & IX il B @] &,

RRAFE  BEFMER AP ER, MREBHAEE , B E AWS Support Center FR# B,

XA S THERERR - HTTP £51=

HTTP & (B ¥R ziHE) EEEXN W HTTP ERIWERMITHIRIE, RFC 2616 FEENLHENL

T HTTP B RMFRES E. AR EETE GET. POST., PUT., HEAD #1 OPTIONS., £ Web
BAREFEE (BNK5|IA) R HTTPM1 FENT BN A A, HTTP ¥ RAZNELRGISHE
PATCH, REPORT, MKCOL, PROPFIND, MOVE # LOCK, Elastic Load Balancing = Fr & #5f
MIEFRHE HTTP Fi%,
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http://tools.ietf.org/html/rfc2616#section-9
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HTTP #RH HTTP IR EARLFREAEBX HTTP HENEE. RAFRNES I RNEHE
X, FMEX Z B HEZER (CR) MERITHF (LF) #1T0 M. RFC 2616 EEMRAPENL T #7E HTTP
HAFERE, BXEZER , HSH HTTP ik ML B ARG IR,

LR EIEIR HTTP BRE | CATNBRAREBNERR S EKERTRE, HRRSGELH
B HTTP R AR KETEET 127 A28, MR HTTP BRETXAIARE | NARSE
SIFERREE EC2 Rhl, MBHBERFH L ETERAFER | NAZISEES L HTTP 400 :
BAD_REQUEST &iR4K AL, MBFERAH S EMNKERT 127 A2H |, WARSHELI HTTP
405 : METHOD_NOT_ALLOWED &&= i 57 ,

EC2 RBIBIMATERTN G EH TN RIEE T iHRLBERFER, KOIXMBITEES e B
XEFMAZEFN TG E.

THRARGEREENHERES, BERRUR LA THREAENSR.
BIRHE

« HTTP 400 : BAD_REQUEST

« HTTP 405 : METHOD_NOT_ALLOWED

« HTTP 408 : i&Ki#n

« HTTP 502 : MM X

« HTTP 503 : RS AT A H

« HTTP 504 : MxH#aY

HTTP 400 : BAD_REQUEST

iR . RAFFIRRIETHERER,

RE1: BRRAENBEREXER , FHFE HTTP #E, Hlf0, iFRH URL P FREETEZEHK.
FRE 2 : EF @A T Elastic Load Balancing A3 ## HTTP CONNECT Ai%o

RRFAR : BIEEEEIENRFHIRIEF IR BERNIFAEE, REFRLM URL L THEBERERXRESE
iR, RIFBEREBRFS HTTP MB, WIAKRMER HTTP CONNECT,

HTTP 405 : METHOD_NOT_ALLOWED

HiR . RRFEKELR.
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RE : ERIRKPHIENKEBLS T 127 MEH.

BREE  REFENKE.
HTTP 408 : iFRiERY
il RAESIREUE T W RRRERETEER.

RR 1 : MEEZFHREIREREND , Sl , B0 RLHRL, BERBRXNEXFREERRABRRNT
e,

BRER1: RERHEROADE , AZHNHEERREZENRNSZRERABESRFHNRNEE
SR (BTF R ER).

FR 2 : 5EEFIRAVEREXH (A% 8870 7E K IX 8 )

BRAR 2 BIERHBERNITEN LEABRECRRSR | F£RIEMEN ZBTRIEE iR 2 KK HE
%,

HTTP 502 : T3 M <
R« REANBIGERR REEMATR B EIEM AR ER,
FR : RAREMEREROEE , RAZGE R T HIARE,

BRAR : RIINEHIPEENENERFTE HTTP #M3B, % AWS Support Center 5 3R#Bf,

HTTP 503 : lRSS A A A
Hi - RAAROERREEMRHSHT ER
RE 1 AE9ERLEERNBRTE.

BRAFR1 . NE—HENERNE , FENBTSET Lo H. WRABNDATE , HEE AWS
Support Center 3R &8,

FRRA 2 : e EMEH,

BRER 2 BENABHERERENNNESNTARRERED -6, BIEFS
MIHealthyHostCountig#rREIEX — & CloudWatch, MRFEZEWREFTNTH X EEM T S5
Bl , RINBWBABXEA5HEE, EXELEE , F5H BEELHATIE RN EXE M55,
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FRR 3 : BETIEENRS,

BRFR3: BRENABIESFEENNNENTARANEEETEENES, £F
HealthyHostCount ¥E#RR%IELLTN,

& 4 : KBAFIEH

BRAR 4 BREVEFIEEZBNBERLEFERER, F SpilloverCount BIRFKZEI
I,

HTTP 504 : M><iat
IR RPAISE RO AERE | B NSRRI ZREN RN K.
R 1 : 1R R U B16 (E 4B T B A Z2 R AR A

fRRAR 1 ¥ HTTPCode_ELB_5XX # Latency fE#r. MRXLIEFEMLA , TJEERR NN
BFAREZRNENBRAMEEN, BXERNNBERNFAGS , FEAROER LERBRBEHRE
Elastic Load Balancing FTAE R BEHPEF 504 MRRHE. WEXE , BAlY KZAESIEMEEN
ZZRER , MESERMNBERKWIRE (Flan , EEXEXH), BXEZEER , BSN BlEKL A MY
#7351 28 PR E 2 AT A 20{AXY Elastic Load Balancing & #E3R 3# 1T BEHERR

FE&R 2 : B5EMsEHi><F 7 E Elastic Load Balancing BY3iE 2,

RRFR 2. M EC2 XHI LEAREENRE , HBHRRFENEN AT AR ESEN = HER
BB,

X2 A B i ER it TR HERR - R EB IR

B AR BB A IELE P in CloudWatch B9 HTTP I BB HI ISR & IELR Amazon |, FH4EIRIRAR
R A EESRIEMEH, BRI LAER R AFHDESFIRE CloudWatch BYIEFRREERAIE, BEXEZ
{E8 , {52 CloudWatch Classic Load Balancer H3E#%,

T /LM ARSEREE CloudWatch HIMARB IR, BERRURETURRORA DY S
.

LR AT

« HTTPCode_ELB_4XX

« HTTPCode_ELB_5XX
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ZHEAPIEER

+ HTTPCode_Backend_2XX
+ HTTPCode_Backend_3XX
+ HTTPCode_Backend_4XX
+ HTTPCode_Backend_5XX

HTTPCode_ELB_4XX
RE : REFFRHERBROHEBCENIER,
9SS

- #ESHEHTTP 400 : BAD REQUEST,
- 50 HTTP 405 : METHOD_NOT_ALLOWED,
- S HTTP 408 : #ERBA,

HTTPCode_ELB_5XX
FR : ARSERREEMRMS T BRNAF D E R T EFENT WAL
R B

« BFSFEHTTP 502 : THM <,
o FSE HTTP 503 : BREF A A,
« FZSFE HTTP 504 : M><BAt,

HTTPCode_Backend_2XX
RE : kB EEMEEIR EFERKINIERN,
FRIRF R : o
HTTPCode_Backend_3XX

FR : B2 EMEAILEEE @@L,

BRFR  EELENEFIFNHR ASHERAESUBERR. FiEREZEREDRE (S AHTE

) AEFR@R,

HTTPCode_ELB_4XX
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HTTPCode Backend 4XX

A : MEIEMEAIRIE K B 7 i 58 R E Lo

BRER  BEELENZFPNARRERBEUBERR, HiEREEREDZM (I ARITER)
L& R,

® Note

MREFFIHEUE T L Transfer-Encoding: chunked ¥rSKFFSKEY HTTP B3R |, M&HI—
NEHFA , A EHRELTUBERELFG , BMFEEFHEBUE T HERB2 Mk, X7
E2SHERER.

HTTPCode Backend 5XX
BER : MEEMSEHI K%K BRSS 88 45 1RE R

BRTR  ERELENEHIFHNHR BSHERBSUBERR. MEREZERETXM (S RHGE
) LEE R,

(® Note

MREFIHEUE T U Transfer-Encoding: chunked #r3kFFLBY HTTP B3k , M&HI —
NEHMBE , NAEEERSTHERERTA , IEFEFIHEBUE T HIBERB 20k, X1
RESS B REAIR.

X2 H A IIERAEITHERE  STRRRE

AT EREA Elastic Load Balancing REtHBRINEITIRARERE , EALKBENBHENEITR
RRERERLE D IMRFNETRR. STRARERESZ SN, ping O, ping BBE, @A
BEMEZTRARERAREER. NRESTRIKRERRAIRE 200 EAARHE |, U 2FIZEEIW K

BITRRRE, BXESZER , BEH NENEANPHHEREESTRIRE,

MBI D RATEZFI L EIRADS A OutOfService , ¥ BERFERERERE Instance

has failed at least the Unhealthy Threshold number of health checks
consecutively , MIRREFREZIAFEIEHR[ESTRARE, THREEXKNWRE, BEREUR
AT LA R TR BRI S 5R,
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(] &

- BITRAREBFRHEEIR

- SXpIREEER

- NASHRIERK

o ZHIRNAFIGERBEWORE

« 6| EMIROKRITH

« Auto Scaling AR RYSEfIRIET ELB ETHRARE

BT E B #r TERIR

RIRR : B TEH ping i M ping B84 (5140 HTTP:80/index.html) £S5 % HEY HTTP GET i&3kUK
FI3E 200 MY IMRIR B

FR 1 : REZXH LEEBFHFRE.
BRFRA : EEIEMEE EZBARRE (B index.html) , FIEEHRZRER ping BE.
FR 2 : MR F A Content-Length FrkERIZRE,

BRAR2: MRMBNBEEX , & Content-Length $rL1REB A XK FEFEWE , FF Transfer-
Encoding fEi% & 79 “chunked”,

RE 3 : RAREREENMASIIEBERERLRE 200 WHEKE.

BREE 3 RERP LWNARFLURERE.

5 3K 9 3% il e

FIEL : NSRS ERE) EC2 RAIMETRRAL B R A o M B bt 2K K

Ho, BEESEEIRABRERE, RIRUERZOINTLE IP kR % REZSIEA.

X TCP E#EERALLT@#E

telnet private-IP-address-of-the-instance port

3t HTTP 2% HTTPS E#ZEAUTH S
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curl -I private-IP-address-of-the-instance:port/health-check-target-page

WMRERA HTTP/HTTPS E#EH YW EIFE 200 MR , FSEETIRRREB RN HEEE R, MRAEBERE
HEEERG | BRELUTEIM

JRE 1 KB RBEFEES B #Y W B8 At H P9 e

BARBR 1 FERARDERESTRAREEE AV E R E,
A 2 KBIEBRERE , M-S B0 KA ) 8 H B & A9 e 2 A
BBRITR2:

- REUBRBRTHE CPU RAFEANE, BXEE , B3 1 A mazon EC2 AF AP HNRIUSE
EC2 £ it EiE.

- BEET EC2 IR EH MM ARERRE (MAFRPRS) HEAER.

- MRFE , EARMEZLEHFIRFHA Auto Scaling. BEXEZEER |, 5 H Amazon EC2 Auto Scaling
RFERE.

FRHE 3 : MREERNR HTTP = HTTPS 324, 7 BX ping BEFERFIEEN BARUHE (Hl40
HTTP:80/index.html) ITEITRIRACE , M B AR T IETAY e B1 Bt 5] 7 86 & 48 1 B i 9 B A

BRAE 3 EAEHENETRARE B FNERBRETRAREAFRE,
LB RIERK

FIER : BRERNER HTTPS & SSL thil A B A T RS ORI AFSEERHE T LA S DRI X
Mo

JRE : SSLEH LN A AERTIGER LRENLATTE, HEA s_client B TEFIEHETH
RFB|IEBHIIER, BXREZELR , BSH OpenSSL XHEFM s _clients

FRARFR  BUEEEEMN SSL L+, WREHN SSLIERREHMRAE , BrHREARTIERLENR
EE. AXESZRER  FS5H BRLHNBITHERA SSLEF,

KAIRMNAF S EREBARE
BEL ;RO RSAM LR B AR SHENRE.

MEFIHATHRE S HRARIER B, EANT 575
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/US_SingleMetricPerInstance.html
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# tcpdump port health-check-port

RE 1 EXFIXRBENREEARTAFREARTERNRE,

BRER  REXRFRZEAUARTRBABEERNRE, RNANAARFREABRGERL AN
FIERE,

FR 2 : VPC AR EIGE RN EZ AT A EFRE EC2 EHIRE,
BARFE?2  REBHFYEHSENZSAU AT RB FMNM EC2 ZHHRE,
EXEEBLZLANER , 85H VPC R AEHSESRN LS4,

STl L B3 O SR AT

[RIER : v O EBs X FE LR S g #T8R R A B EC2 SKAIRE TR &,

BEAUTHRRIEBBE
netstat -ant

FER : EENSTRRRORMITRR O (WREESRNTE) RTF. IBTRRLERE KA
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