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N ) BANRR RSA . BETMUY BRREB SN EERZER,

EEAGEHENEN , FEERPIEFHAUM IERZRNNGR, BRI SUEE L TEM AN RNITLEER
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- EAETRATIZAIEN Web BRS , #1 AWS Key Management Service (AWS KMS),
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¥iE. AWS Encryption SDKF M £ FXUBAXERXBEEHIRENMNZERNEEFRLT,

AWS Encryption SDK fEAMINE Lt TXBEFRIEENMNE ETXHMMNZEMEEESE (CMM ) 30
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EMBHBIE |, BULME AINZREE . AWS Encryption SDKE] IR E BARKHIREUMNEZ E T3,
AUREBTFFEEZITREMB LT, B2 , MFLTXAUHBBEHABRZENE EBNMNZER,

« 1 AWS Encryption SDK& 175 E (CLI) & , 2 REE decrypt R HIREMB LT, CLIFE
IREIBA X HIEITRIEMBZEENNE L T REFEIXEE,

- FEMRBESIUY  SERENESNE LT XANAXHE, SARFPNHZRBNRAERED
AXHENRIEERBEFNNE L TXEESTENEER (RNFE ) FHMNE LTI

@ Note

AR 4, .NET AWS Encryption SDK Y x #iRZ 3, x # AWS Encryption SDK for
Java , WA SAEAPTEMNME L TX CMM EFMEMZEERPEREAME LTI

EEEMZE LT , BIRETCTRILEN, ME LT XBAXERERE AWS Encryption SDK iR
BB IR 1Y E EFRk s, IR A AWS Key Management Service , 1% £ T XAl sELABA X ER &
TEFZIEZRMBEEF , 20 AWS CloudTrail,

BEXERBHEIMBIEME LT XHRE , 55 HENEIEHEES 6,

INEZERYE S

£ AWS Encryption SDKINZ#IER , ©REMZEHHEE,
MEZEREER—MABENEXCBIELY , SENBNKE. KESHANNZEIE, &£ 1D URT

AR E T XM FEE, AWS Encryption SDKRE INZIREREMZRHEE |, ERIREN NN
SHEERE A
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AWS Encryption SDK S A B4 NZE M EZRER BN NZEREE PR BRFEBHTNBENZ
#o AWS Encryption SDKXH—EEEZEH . MIEXFNEHRSRMEBIRL (AES) FAXEE X,
HEHEHMEENEASFER.

AWS Encryption SDKHEWHWEZEHIEEAFIEMZRIENRINEY.,. BERENRESSEKRANT
Wickit  BRIAEH TSR ETL, BUUEMZERENERPRECNENBZEIEES (CMM ) B
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THBFEENELEN, BR , RIBENBWEALSFAERRNBZARERBNELZEN., IFXR
AXENRNEEZEH N TRERERE.

nEM R EE R

MEMBEES (CMM ) AXATNENBZHREFEO MBS L. NWELE 20X NBENBIERN
RN EEERRH, BKEFRKEES CMM RE, MENBERGEREHITLE,

& LAME A AWS Encryption SDK 22K ZiA CMM BEF CMM , EREBEN CMM, &L
E CMM , BXFTR24EN., BIEEFARIERARMERF , AWS Encryption SDK fF61 22 ERIAHY
CMM, A CMM MEEENZARF T ZARMEFRENERFEEZME, XAESRER—M
ZPIRS , W0 AWS Key Management Service (AWS KMS),

BT CMM 43 AWS Encryption SDK fZ 4R ( REFARMERF ) cANER4AT , Bt |, X
EHITEHENNT BHNEEME |, §lm , BEHFESENEFIE, AWS Encryption SDKIZHEF
CMM X BHHIEZRPETF

X #5002 M IE 3 FR N &R

X 0 D0 52 A A8 [B] B9 B2 4R SR DN 8 A AR B 2

IEXNHMBEABFERNBREZAX . BANPFH—INBANBTFERTNE ; SEEENTPNS —
NFRATUREHE. BXIFHAER , 555 (AWS Cryptographic Services and Tools Guide) A #Y
Cryptographic algorithms,

AWS Encryption SDK SEAEEHNE, ERAXNKRBERAMNZENHERE. €A - NS PNHIIENH
BDEZAMENHFBEEZER. BE-FNEHNEE  HPEENEHENZEL — M REZHANMNEE
o

HEER -
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MEHE (XIFRIE )

NMBEAEEE , AWS Encryption SDK FERANMHHEZHANSENMMBEEZNELEN, IE
ZEAE , AWS Encryption SDK RN HEZAINEBNELZEH,

MEBIREE (RIS )
5 MBRR TR R A AR R T BRAEFRE T NRESAN N BAME SR, £

PUERERANTNENZARREFHARMER (Sl AWS KMS B4R ) |, BT BUEREAIEX
MINBENZARSEETZARERER |, FIWELK RSA BN JceMasterKey,

REAEE

AWS Encryption SDK X #5#4AFAE (BRMAIAREYE )  XR2—HZ2LEM , ARIESMEBXFR
REMBNENEN, At , ZAABATRIMEANBEENREZARBEEE ., EABARBEHT
B FEEZ 2 AWS Encryption SDK S&{EEE,

REHBIAXNHED (2 AES ) EAENRHANANFITINE |, HI21 AWS Encryption SDK AT 10
ERFACEENE —BIEZH, ERARNREZARZXEREQXREERAREMEENEN, £
RATRNZHRZEE AN, BER , EUREAF N TENEZARENEN T, ERDHBIEAT | &
- EBARFIANAFZTRMBE X FREZE RN EE AR T AEEHHRATITH,

AWS Encryption SDK IR4&EA —NMNE—NBBEZANBRAEERTNE ., AEaEAZSNIE
Z (RER ) MBEZHEERS  EEEFPBRKLNZHEENEKESRH. RENL , FHEENE
FMEZEREEXRR LRI ETEANBERR , SEMNBEEATHTRANIEZHAMNE, flm , R
— AMNAPXMBEEEHTHRE , FRE 0x0 (false ) , % —NAFEZERN N EENEE
0x1 ( true ) »

HBh L HBLX SR , AWS Encryption SDK X5 iN2Z M #2240 & #E . 2 AWS Encryption SDK
A BAAEIERHTMEN , 2UMBA N FERMNE X F - BEZRBERNRARE TR
£ (FNBRBEZPNRT ). A, NEAREFHEEREMNEEENTBIER., YFEABHAERE
fRZH 28T , AWS Encryption SDK £ RIFHERART B IZMEZEENM — 24, MRBEZHRKI
KM, W ZIR R KM

FEMRAS 1.7.x FEIATNBARBNZE , IUREHFERARENEE , BF2ERRAEERITI
2o BALMERLRALEHEEAZARERBNEZEXFHEE. R 2.0x 2EXNZAERENEE
X, MABRT , REABRRBRTNENER, ¥ TAEEHEZEH AWS Encryption SDK £
RAMBHNBELFHNRARFRRE , XR—HEENEE.
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REFAZHAEHTNBNRZRRESR , BERIMNATFEREMNFERAZN , HATEZRERXAER
FARNHEE, MIMRA 1.7.x FFA , AWS Encryption SDK XiFHA FiRBERINELEHHIREITREFERANE
EEHREERE, WERERELZNBEREELFARBEHITNENER,

BRAEXERBEAR (30 Z240FT ) WNEES , A EFEESHERLE, RENNARFNKX
PNEEREIFEEUR , M ATBLARIR B BRAAL . ERBELER S XM

BXRIBIRE1.7x M 2.0x WEZEE , ST/HEHEFAAEINGE , BSH 1% AWS Encryption
SDK, BXZR{AAENEAREE |, 534 the section called “E:52Z” ] the section called “JH E& =
5&,

ARG R

AEFHRE-NEREBERE K ATHELNNARFRSEAZHAERTNBENRBE, £HBRHARSH
TIMBAMBEZRE AWS Encryption SDK H{E3EE,

AE KRB =1ME,

(® Note
BURRFEKFHREERDTRERFTEN R,

B H W
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7 03 5347 M 1R TR
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ryptAllowDecrypt
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AWS Encryption SDK fxZ 1.7.x 5| A TR ERBIRE. ZREEMEXFNEEIESPEHER.

« ForbidEncryptAllowDecrypt AT EABAREHITHE  BEFERABRHRBEHITM
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MY Fo

* RequireEncryptRequireDecrypt X{EAZAREHITMNZEMNER, HERKRAE 2.0.x BIRRIA
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AERBZERE T B UEAMLEEEZEN ., MR 1.7.x FFIR , AWS Encryption SDK X 5% 4A
ARENELEN  FANTEASEYTXE, NREEENELIEASENABERBEPR , I AWS

Encryption SDK &R E$&1%.

BXRREFAERBNAEL , 20 RELHNABE R,

BFrEH

NTEHREFEEERSGSZHERNNTEY , ZALGHEERENABRFEE, BFSHBRARENR

B, BEALARAUEREE  FREMMIRHES . ENBHEAERLARARIEEBIER UK
ZOHERBRBUE R

AWS Encryption SDK A& AR IEM NEE L AES-GCM N ENKIFEBHTINE , MEIRTE
FAHFEZNATRIEMFEENTEMEMES M, B2 , BT AES-GCM FERANHRELR , FTELEE
REZRATHRENEX FHBREZANTAAZBAUFHARFTOMBENMNEZELTF , NTIERBENR
£RE, Hlm, MREER AWS KMS ZHRENTEZESR , NEWREHRAE KMS Decrypt RREAF T
F1AA KMS Encrypt B) 7] 8 2 2889 % 3 F

NS EIB , AWS Encryption SDK X #FENZEENRERINME AR FEEEZE (ECDSA)
XE, FRAXREEEHN , AWS Encryption SDK 2N R INFHHEEE RN FAE RPN LG H4
o AWS Encryption SDK FAEHAFHEHREZRANNB L TXHHERALEERN , TAABELTE
SIRHMEALNERAHTRIEINES S, AT ZEELRLERAAEDMENRIEZLAEN EEIRLF
HMZS SRR EE , TARERZEENAFP T EERLE A,

FEWIEEMAENEZEERS. WRNBHREVRAFNEZRENAFEFZIEE , TERE
AT ERERIENE LT,
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AWS Encryption SDKH T #75 =

AT R ITERMTE T AWS Encryption SDK G NZHIBENHRZNEHE . XETEREARIAG
ERRERRE, BXRXEXNEAEBENAHNIFEAEE , BSRASHIEMNIESEZIMN GitHub 76
BEo

AWS Encryption SDK EAEH MZ R ENEIE, BFEEHEAE —NWRBEBRAETHNE. RE ,
EREEENSREAMBHREZRR. A THEBMZHEE , AWS Encryption SDK R EEENZRE
HBREZED— I NEREZH,. REETRZNEXFHEE—FHIHES

F=EHX AWS Encryption SDK FTAAREFEMHE B ? EZSH the section called “Bi&"

AWS Encryption SDK 1Al i Z 1 4E

AWS Encryption SDK 2t 7 -5 Z U MBFRF R, FHHANFNIR,. BXRABRE , HSRAED
RIZIES SRR E>R,

1. REEATRIPEEENSEZANEZER (SIEBHREER ) .

2. HEARMPNBIEEBEME T E. BIWWEEA—NAENIENZMNE LT,

3. MRS ZERFARBEMBME, BAFRREEENE - BIENRZRS | —NEXARERHAMN
— I HEBNMNEENTEZAMENBTFEZHANEIR,

4. MEFEZFEAAXBEZANZRE  AREFENHEZH, NRERMME LT X (AWS
Encryption SDK S{ESREE ) , B FEZRLUMEF NG ME LT X E R MZENEIE.

5. MBRFAERE-FMEZES , EHESNBENHE,. MBNREZANSENB LT (NRF)
AR Efb TR,

AWS Encryption SDK Hn4alf## 27 hi %% 55 B,
AWS Encryption SDK =t TR INZEEHRERANNEE. BXxRBRO , BZARZN BEES
EPYEYIES ) .

BREMBEENZEAL (R ERAREER ) DAEATHEEENFARRS, HP—NaEHHS
MEEB MEMZHEPHIMBREZR. EXEEHATATIEZAREEBFOREIUENER |, S A the
section called “ZR{iHR B,

1. ERAAREZRRENESEZACREARREIRARMERF. EUNERAENEL EZEENBARTR
HZ A%

2. FInEEEMBZRARMRELBEE T E.

ZARTEBNITHERRX 15



AWS Encryption SDK FERARER

3. MER ZERENNNETZARMEFBEMZEEPHN —MNERERH, BEANELEEF
MER  SRNENHEZNR,

4. BANEREERBANBRE - MNENBEZA. NRE , WA SSHAXKEEZNA. MRE
AARREZARAEFEENSRBAOTEREZNZRIERS |, NEZ A XY

5. MER EEAPAXBBERHMRBYRSE , ZFAXHEEZESR , RREEHXHE,

AWS Encryption SDKH X iFH B2 E 4
EEZEH R—HNBEENEXNE. MEREEAEEZIERBES.

AWS Encryption SDKEEZEMHFEAMT /it B ER (GCM) VSR INEIR/E (AES) B (HH
AES-GCM ) A& R B IE. AWS Encryption SDK X3 256 {7, 192 v Fl 128 L iNZ %4, #B1L
& (IV) KERARN 12 FT. SORIEGEKERLRN 16 F1,

ZRINER T , AWS Encryption SDK f§& AES-GCM WEZEHESE T HVAC BWEIMNT B &Kk
HBE (HKDF ) . £E M 256 (unZZA—EEA,. MRARERBRFEZEHEE , AWS Encryption
SDK 2IERRNZHFHARENELEN  SNENERESEARENSE BRI FEZAERENE
EEH,

B2 BEFERPAIRE. R/ NEHAEERN AES-GCM

AWS Encryption SDK ZiFAEN mETF HVAC MIZEFYT B 240 RERE ( HKDF ) 124 256 {u
IR NZEZ4AKIRE AES-GCM INEZANEEZEMH. AWS Encryption SDK 7R in— M E &=
LXEEZL (ECDSA ) &R, N TXEEBH&ARE , ZELZEHERET —NERREFZ/HFHR ( — PN
BHBEZHARREY )  AFHEEHENZEENTBET. WEAREFHFRRESRECT HIEM
BRARENZEN HKDF 3 1TRE,

AWS Encryption SDK ExEH#

&% BENEFRRAK BHARESEE LTHREE R
E (1)
AES-GCM 256 HKDF A% ECDSA XA HKDF A%
SHA-384 & P-384 H SHA-512
SHA-384

HKDF AT AF B BB R BN EABBENEZS , R ESEERBERANRE,

XEFNEEESF 16


https://en.wikipedia.org/wiki/HKDF

AWS Encryption SDK FERARER

NTEE  ZEEEAERTMERFEHE L (SHA-384 ) £y ECDSA. RIANBRT |, REA
ECDSA , EMfEEA T A AN KB RIEE ZFE E, HELZRIDERERAHARTERMEEE , ARE

BAARNE, IREFHPENRBAT—ARAFNERE  ART-ETRANAFBEREE , X2
23RN

EARHAARNELIEABREMNNEXFRNERN —MAN, SEEEZEHABIRIEAENRE L8
ANBREZANSHEE LREN. BN, FEEEEHSREZAREZNS, EREZH , XE
BEEARRIBERAREERAREFRNE. WRTE , Decrypt A2 KK,

Ht XS EEEH

AEJEFRE , AWS Encryption SDKXEFATZRAEEZENH, BE , HIMNTEUERAXLETE ZEH, B
2, BIMMARIEE 2T ER BN, AERNGNXEHERRETEEFRARENEZARIES. X
THRRTEEENEENENNARRF , RMNFHERERRIER, BHAENBHRENES.

REHBAEEN AES-GCM

FEETHRENEEEHTAERSE L IRIENES, Al | XEHEEFTELFEM NS
N EREHFRNEONS. B BT EETARENELE4HSERBA (+30 T ) HE
HE , HELEREEK , LA HERNARFNRERE,

AWS Encryption SDK XFEFFAIRE, BHARE, SBENELENH , UREFRARENZH

AEETFTREENELEN. RNTBEWERATEEZHARENELES. MRXAFER , B

BUZREAEERARENZARAEETIBFZEANELENS, B2, UREHNNAREF HERE

XHEZRERAELEN  BESRECEAEGERAE. ZARENSENELZENS.
TEEZHEM AES-GCM

TERZENEEZEH RV EFEMNT AR IAERN ECDSA £, MREFEEMBHNEZE
BORF , BRERLEEHF,

NREATEELEENELZES  RINBENEEREFBARENZRARENELZES
TEERARER AES-GCM

TEEZPAMENEZEHRFRIEMNEZAAE AES-GCM MEZESR , MIEERBAMERBIRE
HE—RRH, RNTBUEALEFERMEBELF , B AWS Encryption SDK X IF I E A AREFR
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EXRUMAEEHRRRNEAXEEFNEZEE |, 5 Hthe section called “EESE",
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¥ AWS Encryption SDK 5 AWS KMS && & A

E# M AWS Encryption SDK , BEERNZANSEIFHARUEFRETETH. NRBZEZHEM
', RATEBWER AWS Key Management Service (AWS KMS), AWS Encryption SDK IR Z X
BREIFEFEH AWS KMS keyo

R T7E5 AWS KMS 3XH , AWS Encryption SDK ZEFHER TENEIEREESH AWS
SDK., AWS Encryption SDK & ixES AWS SDK —i2{# B Lk AWS KMS 126 EH 40,

HZ I AWS Encryption SDKE AWS KMS — 2 £

1.

Bl AWS Ik, BT HIRESZE | B3R AWS RO 14T 612 HBUEH 1 Amazon Web
Services K ?

BIEXIFRINE AWS KMS key, BXHBEER , iHZH (AWS Key Management Service 7F & A
REME) PWLIEEA,

® Tip
ELUREAXFEA AWS KMS key , BEEEHR AWS KMS key K% 48 ID = Amazon &
FEF (ARN), EFREBERXZHR AWS KMS key ID F ARN K97B) | 2 (AWS Key
Management Service FF X AR 3gm) FHEKRE ID 7 ARN,

ERIFRIZA ID MEZLB A, EULER IAM AP BERIZ4 ID MRIGRIZEA , L
i3 AWS Security Token Service AN Z £ &IE ( 2F1HRIZ4A ID. BB RZHANLES
) BIRFAE, FIRERESIER  RINBUEFEAIKREIL , MALE IAM AP HAWS (1] )
FA P K P o< BR B R ER AR

EQEEFHRZEAN IAM AP, ESR (IAM AFERE) RIelE IAM AR,

BEARIRNZLEIE , BESH (AM AFER) PHERIRE 22k,

/A AWS SDK for Java, AWS SDK for JavaScript, AWS SDK for Python (Boto) 5 AWS SDK
for C++ (X F C) PMHBAKREELS IR 3 FAERKW I RIZE ID MUEHRIHAKREEN
AWS &Zilf, MMREEK T IGBNELE , EFEEEERETH.

ZEEARY AWS FATEEXNRIAT| AWS BiER#ITER. AWS Encryption SDKFREI KB R
Hl5 AWS KMS R B , ZEREIBRERE TR ZL R,

T H %% AWS Encryption SDK., BT #I2ERZE , FSHNEFANREEE
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FFeaE R AWS Encryption SDK B |, A UEHNEILEFEREIES BENETRE, IRE—BEERE
F3 AWS Encryption SDK , B RIRARAZIRAE, XETUBREFHAEENEEHFNATHNZ

L2EMRRPENHE. BXAXEFNREANFHAGE K SEIBNBBER , B8 HHNLEF
M B RRA AWS Encryption SDK,

MRFRAFRTERBIHTE  FRVUGEER, FRBEAREIRPEEQHETENE
(AP 3

AT RYCEARAFF B HERN TN |, RIMBRSBHEIGITSOTEMRA . X £ iR A< 5 H B
RISCH , BRETUERHMES THERNIBEL TARNARERF.

EFARIAE

AWS Encryption SDK H&ERKRIRITAERIANE. REAT , BANFERARIAE. W TFRIAMETRH

THER  BRINREERER | IUEELENELENH., BRINENSRAFRRMSESNS |, fi

BEMNERAR., TRARUEFNNBEMBEESE (CMM ) , FEEFAXESRBERAR , R
AJRELE R £ TR IMK I BHIERE,

EA & £ T

NTREMZBRERSY , BEMENBEEENERIISEEEENNENNEZE LT, FEAM
FRETXRTEN , EXERRNBIETHMNEZEREREK, ME LT3N AWS Encryption SDK A
0 S RIE MR R HFARIERE (AAD ) . REXTEZFH , BN LT XA EBERF =
BIENTEEMEE M,

£ AWS Encryption SDK # , REEMENFREEEME LT, BEZER , AWS Encryption SDK
£/ AWS Encryption SDK iR B #9 i Z5E SRk P INE LT, ERNARFREBHXHEZH ,
BRIIEMBZEENFEANNBZ L TXHARETENBEECEANME LT, BXEFEHMER , &
SR REEIE S THA,
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R TEEH

AWS Encryption SDK £ — M-I BBEBRHARMBERAES . A, EALRENIRR
ANBIEAARITNER. IRENTEBAZKIMER , WENENBHIERTERE, MREHN
BT RE , BNBEAIRSZ I RE,

FRAZSZRAEMIZRRIPNIERSA , HlI0 AWS Key Management Service ( AWS KMS ) ,
AR AES SR RSA Z4Ant , BEARFSZLERNBEINENSATR. REXKRERT
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FERABAEMRENRINGIRHIEZANFE , REFENAFTEIFR. EHEREXRER
n, BIISERR. A AWS KMS keys B, 1852 F SEHE S £ 5582 R U M9 25 4R R A |AM policy.
EEaREZH

BRAMNFFEBIEEIREZIARARKESER, HBXHEMET , AWS Encryption SDK X i F &
BENZH, XMECETHRNNERALENNEZEZH, T AWS KMS @EZF4 |, & 1A L&
LTEDREAHM AWS kP SXEHZ , IEZHZFEAEENEANZHHITHRS , NMESH
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N# et , AWS Encryption SDK £ ZARFNERARMUEFERCEECSERA, XEEFN
FRALEENSHIER, EFERAFREKE AES B, Fis RSA B4R JCEMasterKeys 31T
MBEMBER |, FEBEREEIRER,

B2 , £/ AWS KMS AR NERHARUBFHTHEEN , ELFREESERH. AW
Encryptlon SDK AT AN INZHFEZ AN T HIFEBPIREPIRRGT. EREEIER Hxsﬁ‘lﬂ?ﬁﬁﬂ’]
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- fEA AWS KMS EZ{AMEZRRMEREFrT , 1A AWS Encryption SDK B fx4s 1.7.x 5| A
WEBRERNHERR. IERBCIENREEFNEALEENSERARITNENBER. HBE
FAEMEERZAHTRENEIZAREBFOERBERE 1.7.x PHEFEA , BRE 2.0x #
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B9 AWS Encryption SDK & AWS KMS Discovery %433k, FEMRA 1.7.x RESRAH , EBX.
MERXN EZARMEFTAT Java M Python, XERNREBRFNATHER AWS KMS 2EH
AMITIRE | BTIER AWS Encryption SDK f# F i Z iR 4R MR A2 EZ4,
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MREGLAERARIRMER , BEAHRNBERG KRB EANTEZEHR. Fllm, AWS
KMS Regional Discovery ZEAMXE A4S E AWS XiE A BEFA, SEaLUF AWS KMS #
AT AWS KMS A RMEFEE , WEXFERKFE AWS IKF AN EEEH, Ik, 5EE
—# , EAZHABERN 1AM policy RIZHIF AWS KMS BEZHRII A,

FERABTFESR

BEXRERFEATIENELZEN., L2 URITEMGEEHARTSENLEEEHRP HENT
M, BRIABERT , FTERZA AWS Encryption SDK BERHZENWEELEH,

MRENZEERTEERFER  WABRETTRFZEBNEEZES. BR , RNBUERAR
FEF BRI AR MBEREN S —HAH P BEZBER.
15 F 22 e &

REXKRECEAZARELTL2YEE. BERIEMBHENE - SBEZANSH , ZHRAEATLULE
IEBR AR AR E R S SRS BRI I X F

MARZR 2.0.x FF#s , AWS Encryption SDK BEZAFRE N NBEMNBRRRTELEF. RIAMER
T, BB EEHERAZHAABEHITMEMBER, AWS Encryption SDK BIFRZR 1.7 .x A U@
REARERBNENTF, HEEHB RN AFRIhHEBEBARA 2.0.x,

NEARFENIBFIRHELEHNFTEEERS | ZBEXERVNE X FRX LS B ZHEREHNME

XFK 30 FTH, ZRITBRARERD 7THEHNMENTR , HXSHAFBIUAEZIRARES

SREVEFRL, MREHMBAREXN KDFMEEIEERR , B LUREFAEE KRB IRERZEABHE

WA AWS Encryption SDK FEZ B R BENIBERA THREEE , B BEXELER FXEHFEM.
BREIMBHN BB ZRANTE

REXKEELBRBZNEERRENBOBEZANEE  LERKETAGSKRER. EAKX
BRTEHRZNNERREZHRBEZEEARSSBEERN ALK , % , REEHNARRF
MEMAZTEKFONARR , A TRERBAEMRE. EXERFNBERT , MBEEEZSZT
LAH 65535 (2M6 - 1) MINBEHEZH. AXFMAER  FSH RENBREZH,

BRIXLERESKEFTKIEN AWS Encryption SDK Z2INEEMNEZER |, 55 AWS Z2BEHH
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Bl & AWS Encryption SDK

AWS Encryption SDK Hi&it 5 FEH. RE AWS Encryption SDK HZAMNEL Bk , BRINEHZR
SREOER , UERIAXZEHATASHEARER. B2 , AU EEREREURSHEREIR
TTHRMABE X8,

BLESSIETY , i§EF AWS Encryption SDK REEEHREXH,
£l

- EREFEEES

- ERTEEH

- %X AWS KMS keys
- EREEEH

- PR In 2% BiE 2 4R

- BIERITHEIERM

o REBERERE

- FERABRKE

- EEBREES

BRRRES

AWS Encryption SDK EZ M mIEIES. EESXNEEXRNTLEREARMUMENIIRE , REIXL
ThEeATRE AR R AR, BE , BEASENNARFRENE. B2 , B UANBENSEIE
B—MEREES. i, IREEEREAEHRRL , MATLLERE AWS Encryption SDK for C 5 AWS
Encryption SDK for JavaScript,

PR ob S

AWS Encryption SDK 4 sl — N HBBEZAUMBBREE . REEAVEZAET , SNELER
B, EERFERABIER. AWS Encryption SDK &1 B 1TiX LR E,

B2 , XTER—IRSNBEZHARMNBESNBEIEZH. AWS Encryption SDK ZEFREK/IH
AES X#MZAF RSA IEN#FL, EXF AWS Key Management Service ( AWS KMS ) X #RHNZR
AWS KMS keys, BN TEZANZLMNMSAMAT , ALBNBUESEE4HLLERJZHE
MAZHEARSS ( 5120 AWS KMS ) H{E A #3240,
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EEEATNZENREZNDRERRE , B UFERARBEIR (C M JavaScript ) REXAREREF

( Java, Python, AWS Encryption CLI ) , BAIMIEE— N BEZAZ S MIRAHTRERNIEE
. MREFERAZNIEEBARSTE—NRERZSR , USNSEBATNER —BIEHANEIAR, N
BHHBEZR (SN EIEBH 1) EMENBIE—EFM7E AWS Encryption SDK IREIR INEH B
., ERZHIE , AWS Encryption SDK 4 H EERAEN —NBEZARBESINBNBIERHA.

EEERATRRERARERF DI AWS KMS key , FFEAZIFN AWS KMS Z4ARIAFT, Bx
AWS KMS ZHRNZAF RN FAER , 5Z55 (AWS Key Management Service 7F X A R 3§D
R BEARIRE .

 {# AWS Encryption SDK for Java, AWS Encryption SDK for JavaScript, AWS Encryption SDK
for Python 2 AWS Encryption CLI #{Ti1Z 8t |, &0 LUE A E A RN ZAPRE ( 24 ID. Z4H
ARN, BIZBMIZAEIE ARN ) ¥EH KMS 40, EiBIT AWS Encryption SDK for C tN#ERY , &R &E
ERAZE4 ID HE4A ARN,

MRBEMZT N KMS ZREER B BT AHIE ARN , Il AWS Encryption SDK 2R FH B 5%
Bl BREKMNELE ARN ; EFR2RTFHNE. NABHNERFTLEFMATHREZHRIEZHAN KMS F4.

- EEEERX (BERSENIERY ) THEER , K FEAZE ARN KiR5 AWS KMS keys, iZER
ERATF AWS Encryption SDKKIFTEE S S5 HE o

5 AWS KMS Z4AIA et , AWS Encryption SDK £4F AWS KMS key %347 ARN & 1E N
BEZHANTBEY, EFEEEXTHEN , 22 HEASKZARENENRERAZE , AWS
Encryption SDK 2K IEZA ( REBARMER ) PRELINERNZLA ARN, MREFERARE
B ZR4AAPMRSAT | MIENEFRIRAT 5| BRI Z4E , AWS Encryption SDK th R&IRBISHAEH AWS KMS
keyo

EFRE AES ZHRHRIE RSA ZANEENBHAFPHNIERNR , KTEETEZRMER. £F
REARMBF D |, Provider ID ERETHEBZEME , Key ID ERTFEM. BER , XANESNRHES
REATASNZNESERNSEZRANEH. NREFEATENGRBEEREH , BMERAMRE
@ , AWS Encryption SDK tt R 1R B A BEFH.

£ F % X183 AWS KMS keys

& ] LATE AWS Encryption SDK F {8 AWS Key Management Service ( AWS KMS ) % Xig 243 1E
NBEZH. MREE N AWS XiF PERZSXFEBABITMNE , WA AERAHA AWS X5 Y
HXZXERAFHITHEE. AWS Encryption SDK 7 2.3.x 1 AWS Encryption CLI fxZ< 3.0.x H 5| A
THZXFBAN IR,
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AWS KMS Z X ZHAR TR AWS XiF Y —4H AWS KMS keys , EFHEREHZHMEFZ 1D,
BB EFAXEEAEENZR —HEAXEHEXEH, SXEZRAXFENNRERENR BT
5, XEGRERE-XE#HTNE , HES —MXEHTHE K MEFTEXEHBER AWSKMS, &
REXFRANEZEE |, i55H (AWS Key Management Service FF A AR IEF) PHEHZ X1
%4,

N T XEZXF L , AWS Encryption SDK ‘@1F AWS KMS X # % X Z A EFHRMEE
F. BMERESHTINIFZXENFSENZIHFEXEFANSXFHER,

- WTEXERY , XESXKANFTSHTARGEXE AWS KMS AT MNEZAREEF —#.
ZEAZIRNER B HIEN 2 XERARERNE T,

- WTZXEFH , XESKENFS2ZHEANZRENERZ XERAREEEN XEHaHEx
ZXEZARBEMEZEF,

EHEAZAN KMS RN HSXENZATNEZARHERFP , EUUEESNEXENS XEHE
H, BR , EREBESARXRNZXERATEE—IEH. UREERAARNEN D EESMHH
PRIRAT | it B B AR K Mo

R ZXEZAERE, BXE AWS KMS ZHARMERARHEF —EER, B2 , BL4M
RE-XEEAERN S XEZARTNENER, EXARATNEZARABEFZRNERNEHR
BNEARBZNEZEXF.

LT RGIEBBIAMER S XEFZ4AUR TN X EZ XENZARNEZHREBRFERNZNHEZEE,
X RGMEAENXEFHERXZXIEZ4AT us-east-1 XIBHHHRIEHITMNER |, HX us-west-2
X BIBHITHER, EaTXERGza |, B RFZ X124 ARN B 7EH AWS IkF 5
BME,

C

EFASXERAHITMNE , BEEA
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder() AEEHl{LZAR, 18
EZ X4,

XANRENROFBENE LT, BXE CEFTPEANE LTXHNRE , FSH BN HER
FRH

HXxTEHRH , iH55H GitHub £ AWS Encryption SDK for C &4 FE 1 Y
kms_multi_region_keys.cppo

/* Encrypt with a multi-Region KMS key in us-east-1 */
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/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Initialize a multi-Region keyring */
const char *mrk_us_east_1 = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder().Build(mrk_us_east_1);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_ENCRYPT, mrk_keyring);

aws_cryptosdk_keyring_release(mrk_keyring);

/* Encrypt the data
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, ciphertext, ciphertext_buf_sz, &ciphertext_len, plaintext,
plaintext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ NET

EEEERS (FERBIMILE ) (us-east-1) KEHFEAZXFEFAME |, EXH{L—1
CreateAwsKmsMrkKeyringInput MR , HHh3EZXEFHNFHFRFNIEEXIEHH AWS
KMS BF s, ARG CreateAwsKmsMrkKeyring() HiEBIERZ4ARN,

CreateAwsKmsMrkKeyring() AFZAIBNZHARRITE N SXERA. EFASNIERER
( BEZXEZEA ) #HITME , HFEA CreateAwsKmsMrkMultiKeyring() 7%,

BXRZTENRE , S GitHub EEAT .NET #9 AWS Encryption SDK Zi&ERFH

AwsKmsMrkKeyringExample.cs.

//Encrypt with a multi-Region KMS key in us-east-1 Region

// Instantiate the AWS Encryption SDK and material providers
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var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Multi-Region keys have a distinctive key ID that begins with 'mrk'
// Specify a multi-Region key in us-east-1

string mrkUSEastl = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Create the keyring

// You can specify the Region or get the Region from the key ARN

var createMrkEncryptKeyringInput = new CreateAwsKmsMrkKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USEastl),
KmsKeyId = mrkUSEastl

};

var mrkEncryptKeyring =

materialProviders.CreateAwsKmsMrkKeyring(createMrkEncryptKeyringInput);

// Define the encryption context
var encryptionContext = new Dictionary<string, string>()
{
{"purpose", "test"}
};

// Encrypt your plaintext data.
var encryptInput = new EncryptInput

{
Plaintext = plaintext,
Keyring = mrkEncryptKeyring,
EncryptionContext = encryptionContext
};

var encryptOutput = encryptionSdk.Encrypt(encryptInput);

AWS Encryption CLI

HRBIFT us-east-1 KB HHZXFBZHATH hello. txt XEHTMER, ATFHRAEETHE
Xig TR ARN , FTAEAFRER --wrapping-keys Z8H region & .

HBRZHANEA ID RIEEXEN , BAILERA - -wrapping-keys # region BHEXRIEE X1 ,
a0 - -wrapping-keys key=$keyID region=us-east-1,
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# Encrypt with a multi-Region KMS key in us-east-1 Region

# To run this example, replace the fictitious key ARN with a valid value.
$ mrkUSEastl=arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890@ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$mrkUSEastl \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

Java
EFASXEZRAME , FXHI{L AwsKmsMrkAwareMasterKeyProvider H1EE % Xig %4,

BHXRTEHRA , FSH GitHub £ AWS Encryption SDK for Java 124 B Y
BasicMultiRegionKeyEncryptionExample.java.

//Encrypt with a multi-Region KMS key in us-east-1 Region

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Multi-Region keys have a distinctive key ID that begins with 'mrk'
// Specify a multi-Region key in us-east-1

final String mrkUSEastl = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Instantiate an AWS KMS master key provider in strict mode for multi-Region keys
// Configure it to encrypt with the multi-Region key in us-east-1
final AwsKmsMrkAwareMasterKeyProvider kmsMrkProvider =
AwsKmsMrkAwareMasterKeyProvider

.builder()

.buildStrict(mrkUSEastl);

// Create an encryption context
final Map<String, String> encryptionContext = Collections.singletonMap("Purpose",
"Test");
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// Encrypt your plaintext data
final CryptoResult<byte[], AwsKmsMrkAwareMasterKey> encryptResult =
crypto.encryptData(
kmsMrkProvider,
encryptionContext,
sourcePlaintext);
byte[] ciphertext = encryptResult.getResult();

JavaScript Browser

EFASXERPERHTNE , BEH
buildAwsKmsMrkAwareStrictMultiKeyringBrowser() FEBIEZRARHEESXER
.

BHRTEWRE , ESHE GitHub £ AWS Encryption SDK for JavaScript 124 & # #Y
kms_multi_region_simple.ts.

/* Encrypt with a multi-Region KMS key in us-east-1 Region */

import {
buildAwsKmsMrkAwareStrictMultiKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from '@aws-crypto/client-browser'

/* Instantiate an AWS Encryption SDK client */
const { encrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

/* Instantiate an AWS KMS client
* The AWS Encryption SDK for JavaScript gets the Region from the key ARN
*/

const clientProvider = (region: string) => new KMS({ region, credentials })
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/* Specify a multi-Region key in us-east-1 */
const multiRegionUsEastKey =
'arn:aws:kms:us-east-1:111122223333:key/mrk-1234abcd12ab34cd56ef1234567890ab’

/* Instantiate the keyring */

const encryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringBrowsexr ({
generatorKeyId: multiRegionUsEastKey,
clientProvider,

1)

/* Set the encryption context */
const context = {
purpose: 'test',

/* Test data to encrypt */
const cleartext = new Uint8Array([1l, 2, 3, 4, 5])

/* Encrypt the data */
const { result } = await encrypt(encryptKeyring, cleartext, {
encryptionContext: context,

1)

JavaScript Node.js

EFAZXIEZPRHTMNE , FEH buildAwsKmsMrkAwareStrictMultiKeyringNode() /&
ZAEBFARHIEESXEZER,

BXRTENRE , S5 GitHub £ AWS Encryption SDK for JavaScript 12 4& B #Y
kms_multi_region_simple.ts,

//Encrypt with a multi-Region KMS key in us-east-1 Region
import { buildClient } from '@aws-crypto/client-node'
/* Instantiate the AWS Encryption SDK client

const { encrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

/* Test string to encrypt */

fFAZXE AWS KMS keys 29


https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/kms_multi_region_simple.ts

AWS Encryption SDK FERARER

const cleartext = 'asdf'

/* Multi-Region keys have a distinctive key ID that begins with 'mrk'
* Specify a multi-Region key in us-east-1
*/
const multiRegionUsEastKey =
'arn:aws:kms:us-east-1:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Create an AWS KMS keyring */
const mrkEncryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringNode({
generatorKeyId: multiRegionUsEastKey,
1)

/* Specify an encryption context */
const context = {
purpose: 'test',

/* Create an encryption keyring */
const { result } = await encrypt(mrkEncryptKeyring, cleartext, {
encryptionContext: context,

D

Python

EFE A AWS KMS ZXEZ4AM TN | HEA
MRKAwareStrictAwsKmsMasterKeyProvider() AEHIEEZXEZR4,

BXRZTEMNRE , S5 GitHub £ AWS Encryption SDK for Python fZ4i# A Y
mrk_aware_kms_provider.py.

* Encrypt with a multi-Region KMS key in us-east-1 Region

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R

# Specify a multi-Region key in us-east-1
mrk_us_east_1 = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcd12ab34cd56ef1234567890ab"

# Use the multi-Region method to create the master key provider
# in strict mode
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strict_mrk_key_provider = MRKAwareStrictAwsKmsMasterKeyProvider(
key_ids=[mrk_us_east_1]

)

# Set the encryption context
encryption_context = {
"purpose": "test"

}

# Encrypt your plaintext data

ciphertext, encrypt_header = client.encrypt(
source=source_plaintext,
encryption_context=encryption_context,
key_provider=strict_mrk_key_provider

BTXR, RENNBEXFBE us-west-2 XiFl, BEFEFTMBEMEF,

EECEERXTHERE us-west-2 XKIFAPMBEXF |, EFEM us-west-2 XEEHHEXZXEZANZ
4 ARN KL XS XENAFS, IREFEEHMXE ( BFEMNFZFHAN us-east-1) FIEEM
XZXIFRAWFE ARN |, N2 XEWAFS [ 1Z AWS KMS key & HEEXEEA,

EEREXTHEN , XESXENTSEERH ARN, REZSERXNSXERHFHN-—NEH
ARN,

HEBITXLERGIZA , B REIZ XA ARN B8 AWS IKF PR ERE.
C

EEEERERTEASXERAHTHES | BEH
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder () FH3ER6l{LZAR, &£
ZRith (us-west-2 ) XK HIEEHW ZXEFA,

BHXRTEHRA , FSH GitHub £ AWS Encryption SDK for C 121 FE Fh #Y
kms_multi_region_keys.cppo

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Initialize a multi-Region keyring */
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const char *mrk_us_west_2 = "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcd12ab34cd56ef1234567890ab";

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder().Build(mrk_us_west_2);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_ENCRYPT, mrk_keyring);

aws_cryptosdk_session_set_commitment_policy(session,
COMMITMENT_POLICY_REQUIRE_ENCRYPT_REQUIRE_DECRYPT);

aws_cryptosdk_keyring_release(mrk_keyring);

/* Decrypt the ciphertext
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, plaintext, plaintext_buf_sz, &plaintext_len, ciphertext,
ciphertext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ .NET

EEFBEATEAE N SXERA’THRE  FEASEERNANNEATNENZAR
MENEEERBN G E. EFRAAXZXEZANTA ARN MEZERAL (BN ) (us-
west-2 ) Xigi#y AWS KMS & FiSEfl{t CreateAwsKmsMrkKeyringInput MR, REEH
CreateAwsKmsMrkKeyring() &3EBE — NS XiE KMS Z4A 612 % X ZE AR,

BXTEMN A , ESHR GitHub EEAF NET #9 AWS Encryption SDK % EH H
AwsKmsMrkKeyringExample.cs,

// Decrypt with a related multi-Region KMS key in us-west-2 Region
// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();

var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();
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// Specify the key ARN of the multi-Region key in us-west-2
string mrkUSWest2 = "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Instantiate the keyring input

// You can specify the Region or get the Region from the key ARN

var createMrkDecryptKeyringInput = new CreateAwsKmsMrkKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
KmsKeyId = mrkUSWest2

};

// Create the multi-Region keyring
var mrkDecryptKeyring =
materialProviders.CreateAwsKmsMrkKeyring(createMrkDecryptKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = mrkDecryptKeyring
};
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

EFH us-west-2 KIFHFHHEXZXIFZABHITHE , BEFEA --wrapping-keys S8 key B
MRIEEHEE ARN,

# Decrypt with a related multi-Region KMS key in us-west-2 Region

# To run this example, replace the fictitious key ARN with a valid value.
$ mrkUSWest2=arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$mrkUSwest2 \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
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--buffer \
--output .

Java

EEEEEXNTHRE , HX6l1t AwsKkmsMrkAwareMasterKeyProvider HfEA#s ( us-west-2 )
X EEMXNZXERA,

BXRTENRE , S5 GitHub £ AWS Encryption SDK for Java 17 & #9
BasicMultiRegionKeyEncryptionExample.java.

// Decrypt with a related multi-Region KMS key in us-west-2 Region

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Related multi-Region keys have the same key ID. Their key ARNs differs only in
the Region field.

String mrkUSWest2 = "arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl2ab34cd56ef1234567890ab";

// Use the multi-Region method to create the master key provider

// in strict mode

AwsKmsMrkAwareMasterKeyProvider kmsMrkProvider =

AwsKmsMrkAwareMasterKeyProvider.buildexr()
.buildStrict(mrkUSWest2);

// Decrypt your ciphertext

CryptoResult<byte[], AwsKmsMrkAwareMasterKey> decryptResult = crypto.decryptData(
kmsMrkProvider,
ciphertext);

byte[] decrypted = decryptResult.getResult();

JavaScript Browser

EEEERXTHESE , BEH buildAwsKmsMrkAwareStrictMultiKeyringBrowser () A%
BIRBARHER M ((us-west-2 ) KiZiFIEEM XN ZXE 4,

BHXRTEH KA , FS 5 GitHub £ AWS Encryption SDK for JavaScript 121 F #Y
kms_multi_region_simple.ts.
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/* Decrypt with a related multi-Region KMS key in us-west-2 Region */

import {
buildAwsKmsMrkAwareStrictMultiKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from '@aws-crypto/client-browser'

/* Instantiate an AWS Encryption SDK client */
const { decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

/* Instantiate an AWS KMS client
* The AWS Encryption SDK for JavaScript gets the Region from the key ARN
*/

const clientProvider = (region: string) => new KMS({ region, credentials })

/* Specify a multi-Region key in us-west-2 */
const multiRegionUsWestKey =
'arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Instantiate the keyring */

const mrkDecryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringBrowser({
generatorKeyId: multiRegionUsWestKey,
clientProvider,

1)

/* Decrypt the data */
const { plaintext, messageHeader } = await decrypt(mrkDecryptKeyring, result)
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JavaScript Node.js

EEEEEXTHESE | BEA buildAwsKmsMrkAwareStrictMultiKeyringNode() FESIE2
B HEAR M ((us-west-2 ) X I5EMERXN 2 XiF %4,

BHRTEHRA , ES R GitHub £ AWS Encryption SDK for JavaScript 124 & 1 #Y
kms_multi_region_simple.ts,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */
import { buildClient } from '@aws-crypto/client-node'

/* Instantiate the client

const { decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

/* Multi-Region keys have a distinctive key ID that begins with 'mrk'
* Specify a multi-Region key in us-east-1
*/
const multiRegionUsWestKey =
'arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcd12ab34cd56ef1234567890ab’

/* Create an AWS KMS keyring */
const mrkDecryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringNode({
generatorKeyId: multiRegionUsWestKey,

1)

/* Decrypt your ciphertext */
const { plaintext, messageHeader } = await decrypt(decryptKeyring, result)

Python

EEEEEXTHEE | BFEH MRKAwareStrictAwsKmsMasterKeyProvider () HERIEE R
HIRMERF., XM (us-west-2 ) KI5 EMAXH 2 XIFF4A,

BXRTENRE , S GitHub £ AWS Encryption SDK for Python fZ4i# B Y
mrk_aware_kms_provider.py.

# Decrypt with a related multi-Region KMS key in us-west-2 Region

# Instantiate the client
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client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R

# Related multi-Region keys have the same key ID. Their key ARNs differs only in the
Region field

mrk_us_west_2 = "arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl2ab34cd56ef1234567890ab"

# Use the multi-Region method to create the master key provider

# in strict mode

strict_mrk_key_provider = MRKAwareStrictAwsKmsMasterKeyProvider(
key_ids=[mrk_us_west_2]

)

# Decrypt your ciphertext

plaintext, _ = client.decrypt(
source=ciphertext,
key_provider=strict_mrk_key_provider

R A A EXIERTEA AWS KMS ZXIH BB THRE ., ERNEXNTHRERN , THREETM
AWS KMS keys, ( Bx#Xif AWS KMS Discovery ZfARREER. , BSH FH AWS KMS £ I %
B, )

MREFEASXERAMNE , WAIERX TXEHESXEBNFS 6 AR Xig P X % X548
HITHRE, MRAEFE, WAALXK, EEAIAERXT , AWS Encryption SDK FL2ZXBEXFAAAT
e % X E4A.

(@ Note
MRBERIABATEAXBFSXBENFTSRNBHE , WNZRER” KK,

AT RONGANAERIEX TEAXBFZXENFSHTHEE, ATEKRIEE AWS KMS key , B
It AWS Encryption SDK AN B SKRIRENX 5, (R ARE , FABBEERM XE, & , AWS
Encryption SDK M AWS SDK A 1 & RTEE S Bl iE A9 X 13 3R B A it X 45

HETRERPIZE , HFROIKS, ID M2 XERH ARN BRNER AWS IKF PRERE.
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C

EFASXERPERINEXNTHE | BEER

Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder() S EMER4ALN |, F
A Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter: :Builder() HEMBEXIMIFIES
., EIREARMXE  EEN ClientConfiguration #1E AWS KMS EFimH 8 E.

BXTEMNRE , S5 GitHub £ AWS Encryption SDK for C 174 & 1 #Y
kms_multi_region_keys.cppo

/* Decrypt in discovery mode with a multi-Region KMS key */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct a discovery filter for the account and partition. The
* filter is optional, but it's a best practice that we recommend.

*/
const char *account_id = "111122223333";
const char *partition = "aws";

const std::shared_ptr<Aws::Cryptosdk::KmsKeyring::DiscoveryFilter> discovery_filter

Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter::Builder(partition).AddAccount(account_id).Buil

/* Create an AWS KMS client in the desired region. */
const char *region = "us-west-2";

Aws::Client::ClientConfiguration client_config;
client_config.region = region;
const std::shared_ptr<Aws::KMS::KMSClient> kms_client =
Aws : :MakeShared<Aws: :KMS: :KMSClient>("AWS_SAMPLE_CODE", client_config);

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder()
WithKmsClient(kms_client)
.BuildDiscovery(region, discovery_filter);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_DECRYPT, mrk_keyring);
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aws_cryptosdk_keyring_release(mrk_keyring);
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
/* Decrypt the ciphertext
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, plaintext, plaintext_buf_sz, &plaintext_len, ciphertext,
ciphertext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ .NET

EEERAT .NET #9 AWS Encryption SDK A &2 X # % XA Discovery Z4A3k |, iB3%
1t CreateAwsKmsMrkDiscoveryKeyringInput R , ZXREMAEE AWS XiF
#Y AWS KMS BF i , AR — PN ILERN R ITEESRY |, & KMS BARFIERHEN AWS
PXFEKFR, REEIWANREA CreateAwsKmsMrkDiscoveryKeyring() 75
Eo BAXTEMNRH , 525 GitHub EXEA T .NET B9 AWS Encryption SDK Ff#&EH
AwsKmsMrkDiscoveryKeyringExample.cs,

ERNZ/N AWS X 81852 XM Discovery 4R |, iEFEA
CreateAwsKmsMrkDiscoveryMultiKeyring() FERIBRZHAKL , HEEH
CreateAwsKmsMrkDiscoveryKeyring() B1ZZ /N X #FZ XEH Discovery 43k , RiEEH
CreateMultiKeyring() AENHAESH —NSEBHR,

BxRH , H55E AwsKmsMrkDiscoveryMultiKeyringExample.cso

// Decrypt in discovery mode with a multi-Region KMS key

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

List<string> account = new List<string> { "111122223333" },;

// Instantiate the discovery filter
DiscoveryFilter mrkDiscoveryFilter = new DiscoveryFilter()

{

AccountIds = account,
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Partition = "aws"

// Create the keyring

var createMrkDiscoveryKeyringInput = new CreateAwsKmsMrkDiscoveryKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
DiscoveryFilter = mrkDiscoveryFilter

};

var mrkDiscoveryKeyring =

materialProviders.CreateAwsKmsMrkDiscoveryKeyring(createMrkDiscoveryKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = mrkDiscoveryKeyring
};
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

EELAUEXTHE  BFEA --wrapping-keys S8 H discovery B 1. discovery-account
discovery-partition B RIE 7T — MR ERYE |, ZFEFHRTEN , BEEUFER,

BEREEXE , S EE --wrapping-keys S region B,

# Decrypt in discovery mode with a multi-Region KMS key

$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-account=111122223333 \
discovery-partition=aws \
region=us-west-2 \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--max-encrypted-data-keys 1 \

--buffer \

--output .

% X158 AWS KMS keys 40



AWS Encryption SDK FERARER

Java

EIEAMXE , E#E A builder() . .withDiscoveryMrkRegion %, &M , AWS
Encryption SDK M AWS SDK for Java ELEH X IR EUA ith X 35,

BHXTENRE , S5 GitHub £ AWS Encryption SDK for Java 17 & i)
DiscoveryMultiRegionDecryptionExample.javao

// Decrypt in discovery mode with a multi-Region KMS key

// Instantiate the client
final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

DiscoveryFilter discoveryFilter = new DiscoveryFilter("aws", 111122223333);

AwsKmsMrkAwareMasterKeyProvider mrkDiscoveryProvider =
AwsKmsMrkAwareMasterKeyProvider
.builder()
.withDiscoveryMrkRegion(Region.US_WEST_2)
.buildDiscovery(discoveryFilter);

// Decrypt your ciphertext
final CryptoResult<byte[], AwsKmsMrkAwareMasterKey> decryptResult = crypto
.decryptData(mrkDiscoveryProvider, ciphertext);

JavaScript Browser

EFEAXNMSXARAERNEA THE , HEA

AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser() 5o

BXRTEHRA , FS 5 GitHub £ AWS Encryption SDK for JavaScript 121 & F #Y
kms_multi_region_discovery.ts,

/* Decrypt in discovery mode with a multi-Region KMS key */

import {
AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from '@aws-crypto/client-browser'
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/* Instantiate an AWS Encryption SDK client */
const { decrypt } = buildClient()

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate the KMS client with an explicit Region */
const client = new KMS({ region: 'us-west-2', credentials })

/* Create a discovery filter */
const discoveryFilter = { partition: 'aws', accountIDs: ['111122223333'] }

/* Create an AWS KMS discovery keyring */

const mrkDiscoveryKeyring = new AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser ({
client,
discoveryFilter,

D

/* Decrypt the data */
const { plaintext, messageHeader } = await decrypt(mrkDiscoveryKeyring, ciphertext)

JavaScript Node.js

BEFEANRSXEZAERIEATHER , BEH

AwsKmsMrkAwareSymmetricDiscoveryKeyringNode() F %o

BXRTENRE , S5 GitHub £ AWS Encryption SDK for JavaScript 12 4# EE H #Y
kms_multi_region_discovery.ts,

/* Decrypt in discovery mode with a multi-Region KMS key */

import {
AwsKmsMrkAwareSymmetricDiscoveryKeyringNode,
buildClient,
CommitmentPolicy,
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KMS,
} from 'eaws-crypto/client-node'

/* Instantiate the Encryption SDK client
const { decrypt } = buildClient()

/* Instantiate the KMS client with an explicit Region */
const client = new KMS({ region: 'us-west-2' })

/* Create a discovery filter */
const discoveryFilter = { partition: 'aws', accountIDs: ['111122223333'] }

/* Create an AWS KMS discovery keyring */

const mrkDiscoveryKeyring = new AwsKmsMrkAwareSymmetricDiscoveryKeyringNode({
client,
discoveryFilter,

1)

/* Decrypt your ciphertext */
const { plaintext, messageHeader } = await decrypt(mrkDiscoveryKeyring, result)

Python

EFAZXERAERNEXNTHE  FEA
MRKAwareDiscoveryAwsKmsMasterKeyProvider() FiZo

BXRZTEMNRE , S5 GitHub £ AWS Encryption SDK for Python fZ4i# A Y
mrk_aware_kms_provider.py.

# Decrypt in discovery mode with a multi-Region KMS key

# Instantiate the client
client = aws_encryption_sdk.EncryptionSDKClient()

# Create the discovery filter and specify the region
decrypt_kwargs = dict(
discovery_filter=DiscoveryFilter(account_ids="111122223333",
partition="aws"),
discovery_region="us-west-2",

# Use the multi-Region method to create the master key provider
# in discovery mode
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mrk_discovery_key_provider =
MRKAwareDiscoveryAwsKmsMasterKeyProvider(**decrypt_kwargs)

# Decrypt your ciphertext
plaintext = client.decrypt(

’ —

source=ciphertext,
key_provider=mrk_discovery_key_provider

IEREEEN

AWS Encryption SDK XFZRNMMEFENHNBEE , ATELEENSEBA TNREZRAH
TN&E, B2, HEAXEHREZARMNBENKIER , AWS Encryption SDK BRIASERAEENELE
%, ZEHERATFEZHARE, BFEENBHEAEN AES-GCM B, RERIAELEHTREER
TFTRZBREARRE , BEEUUERERAELEN. flln , RERFEENELEM4 TR RRELEERE
BHWER. BHX AWS Encryption SDK XFWEEZEHMNFELR , 25 AWS Encryption SDKH 2 #F
NEEEH.

T RBIEEEREMBR IMTERZEREEZEN. XERHIEETHEN AES-GCM BEEEH |, %
EHERRARENBREE  BRAUFER. EATESRFEBNEEEMHHRITNR | FEHE
BN EANRALZZENEZER, IMEXERAEARBNEER , MRBIXLZHMNEXF , &
KW

C

E 71 AWS Encryption SDK for C FiEER AEEEMH , XMBARLE CMM, AFN
aws_cryptosdk_default_cmm_set_alg_id 5 CMM Mt ENELEH —RFEM,

/* Specify an algorithm suite without signing */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* To set an alternate algorithm suite, create an cryptographic
materials manager (CMM) explicitly

*/
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struct aws_cryptosdk_cmm *cmm =
aws_cryptosdk_default_cmm_new(aws_default_allocator(), kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

/* Specify the algorithm suite for the CMM */
aws_cryptosdk_default_cmm_set_alg_id(cmm, ALG_AES256_GCM_HKDF_SHA512_COMMIT_KEY);

/* Construct the session with the CMM,
then release the CMM reference
*/
struct aws_cryptosdk_session *session = aws_cryptosdk_session_new_from_cmm_2(alloc,
AWS_CRYPTOSDK_ENCRYPT, cmm);
aws_cryptosdk_cmm_release(cmm);

/* Encrypt the data
Use aws_cryptosdk_session_process_full with non-streaming data

*/
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(
session,
ciphertext,

ciphertext_buf_sz,

&ciphertext_len,

plaintext,

plaintext_len)) {
aws_cryptosdk_session_destroy(session);
return AWS_OP_ERR;

BBRRZMFZEEMBHEIENR , E6H AWS_CRYPTOSDK_DECRYPT_UNSIGNED, MRBRZHE
HWINBENE | X2SHER LM,

/* Decrypt unsigned streaming data */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* Create a session for decrypting with the AWS KMS keyring
Then release the keyring reference

*/
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struct aws_cryptosdk_session *session =

aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT_UNSIGNED,
kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

if (!session) {

return AWS_OP_ERR;

/* Limit encrypted data keys */
aws_cryptosdk_session_set_max_encrypted_data_keys(session, 1);

/* Decrypt
Use aws_cryptosdk_session_process_full with non-streaming data
*/
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(
session,
plaintext,

plaintext_buf_sz,

&plaintext_len,

ciphertext,

ciphertext_len)) {
aws_cryptosdk_session_destroy(session);
return AWS_OP_ERR;

C#/ .NET

E&EERT NET #9 AWS Encryption SDK HisE®& REEEH , iE1EE Encryptinput X R
AlgorithmSuitelId B, EATF .NET #9 AWS Encryption SDK @2 E 7 A FHIREAELEH

MNEE.

EHAT NET 8 AWS Encryption SDK EBERNEABZNRUSEMBELFHNEE , RALE
FXEFERA AR,

// Specify an algorithm suite without signing
// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();

var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();
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// Create the keyring

var keyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

};

var keyring = materialProviders.CreateAwsKmsKeyring(keyringInput);

// Encrypt your plaintext data
var encryptInput = new EncryptInput

{

Plaintext = plaintext,

Keyring = keyring,

AlgoxrithmSuiteId = AlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY
i

var encryptOutput = encryptionSdk.Encrypt(encxyptInput);

AWS Encryption CLI

N# hello.txt XY , Bk RGIFEA --algorithm SHREEFTHHRFSENELEN,
# Specify an algorithm suite without signing

# To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--algorithm AES_256_GCM_HKDF_SHA512_COMMIT_KEY \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt \
--output hello.txt.encrypted \
--decode

fREnt |, tRGIERA --decrypt-unsigned . BUEALSHKBREEEHZREEM
BNF , AHRFEA CLl, ZTERARLRm AN L.

# Decrypt unsigned streaming data

# To run this example, replace the fictitious key ARN with a valid value.
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$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt-unsigned \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--max-encrypted-data-keys 1 \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

Java

EIEERRELEN , BFEH AwsCrypto.builder().withEncryptionAlgorithm() &
E. WRBIEE T AHFRFEENRRAELEN.

// Specify an algorithm suite without signing

// Instantiate the client

AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.withEncryptionAlgorithm(CxryptoAlgorithm.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY)
.build();

String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a master key provider in strict mode
KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

// Create an encryption context to identify this ciphertext
Map<String, String> encryptionContext = Collections.singletonMap("Example",
"FileStreaming");

// Encrypt your plaintext data

CryptoResult<byte[], KmsMasterKey> encryptResult = crypto.encryptData(
masterKeyProvider,
sourcePlaintext,
encryptionContext);

byte[] ciphertext = encryptResult.getResult();
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ERNEMBIERTHEZN |, B createUnsignedMessageDecryptingStream() 53
REEEBENFENENFEIREE,

// Decrypt unsigned streaming data

// Instantiate the client

AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.withMaxEncryptedDataKeys(1)
.build();

// Create a master key provider in strict mode

String awsKmsKey = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.buildexr()
.buildStrict(awsKmsKey);

// Decrypt the encrypted message

FileInputStream in = new FileInputStream(srcFile + ".encrypted");

CryptoInputStream<KmsMasterKey> decryptingStream =
crypto.createUnsignedMessageDecxyptingStream(masterKeyProvider, in);

// Return the plaintext data

// Write the plaintext data to disk

FileOutputStream out = new FileOutputStream(srcFile + ".decrypted");
IO0Utils.copy(decryptingStream, out);

decryptingStream.close();

JavaScript Browser

BEEERAEEEN , BHFERATA AlgorithmSuiteIdentifier MEEK suiteld S,

// Specify an algorithm suite without signing

// Instantiate the client
const { encrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Specify a KMS key
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a keyring with the KMS key
const keyring = new KmsKeyringBrowser({ generatorKeyId })

REEEEMS 49



AWS Encryption SDK FERARER

// Encrypt your plaintext data

const { result } = await encrypt(keyring, cleartext, { suiteld:
AlgorithmSuiteIdentifier.ALG_AES256_GCM_IV12_TAG16_HKDF_SHA512_COMMIT_KEY,
encryptionContext: context, })

et | EEARAE decrypt HiE. AWS Encryption SDK for JavaScript £ S 88 3% &
decrypt-unsigned X , BRI KHFFAZFER,

// Decrypt unsigned streaming data

// Instantiate the client
const { decrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Create a keyring with the same KMS key used to encrypt
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
const keyring = new KmsKeyringBrowser({ generatorKeyId })

// Decrypt the encrypted message
const { plaintext, messageHeader } = await decrypt(keyring, ciphertextMessage)

JavaScript Node.js

EREEZAELEEN  BEEATA AlgorithmSuiteIdentifier MAEM suiteld SH,

// Specify an algorithm suite without signing

// Instantiate the client
const { encrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Specify a KMS key
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a keyring with the KMS key
const keyring = new KmsKeyringNode({ generatorKeyId })

// Encrypt your plaintext data

const { result } = await encrypt(keyring, cleartext, { suiteld:
AlgorithmSuiteIdentifier.ALG_AES256_GCM_IV12_TAG16_HKDF_SHA512_COMMIT_KEY,
encryptionContext: context, })
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BRAZBFZZEZMBNEIEN , BFEH decryptUnsignedMessageStream, MRBEIEZ K N
XZF, hHFEEEXM,

// Decrypt unsigned streaming data

// Instantiate the client
const { decryptUnsignedMessageStream } =
buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Create a keyring with the same KMS key used to encrypt
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
const keyring = new KmsKeyringNode({ generatorKeyId })

// Decrypt the encrypted message
const outputStream =
createReadStream(filename) .pipe(decryptUnsignedMessageStream(keyring))

Python

EREERAMNZEL | BHFERATA Algorithm MEEM algorithm 8.

# Specify an algorithm suite without signing

# Instantiate a client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R
max_encrypted_data_keys=1)

# Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

# Encrypt the plaintext using an alternate algorithm suite
ciphertext, encrypted_message_header = client.encrypt(
algorithm=Algoxithm.AES_256_GCM_HKDF_SHA512_COMMIT_KEY, source=source_plaintext,
key_provider=kms_key_provider

)
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BEARZHFELMBHHEEN | EEH decrypt-unsigned BHER , AHEREERREHNE
B BR 22 AT o

# Decrypt unsigned streaming data

# Instantiate the client
client =

aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_F
max_encrypted_data_keys=1)

# Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(

key_ids=[aws_kms_key]

# Decrypt with decrypt-unsigned
with open(ciphertext_filename, "rb") as ciphertext, open(cycled_plaintext_filename,

"wb") as plaintext:
with client.stream(mode="decxypt-unsigned"”,
source=ciphertext,
key_provider=master_key_provider) as decryptor:
for chunk in decryptor:
plaintext.write(chunk)

# Verify that the encryption context

d

)

ssert all(
pair in decryptor.header.encryption_context.items() for pair in
encryptor.header.encryption_context.items()

return ciphertext_filename, cycled_plaintext_filename
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#WEE#BEZ, EIt , AWS Encryption SDK 2= RABEREMNMZRFEZS , ERAREE PR MZEHRSE
4,

ERFMFBBIERL , BFEH MaxEncryptedDataKeys 28, M AWS Encryption SDK kAR 1.9.x
M22xTE , WSBUATHEXENERES. X2AWEN , HEENBENBRENER. U TR
NEA=ZANTEANTEZAMNZANBIEHITHE, ™ MaxEncryptedDataKeys HIREN 3.

C

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_arnl, { key_arn2, key_arn3 });

/* Create a session */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT,
kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

/* Limit encrypted data keys */
aws_cryptosdk_session_set_max_encrypted_data_keys(session, 3);

/* Decrypt */
size_t ciphertext_consumed_output;
aws_cryptosdk_session_process(session,
plaintext_output,
plaintext_buf_sz_output,
&plaintext_len_output,
ciphertext_input,
ciphertext_len_input,
&ciphertext_consumed_output);
assert(aws_cryptosdk_session_is_done(session));
assert(ciphertext_consumed == ciphertext_len);

C#/ .NET

ERSSEAT NET B9 AWS Encryption SDK I IMZEIER4 , BAERT NET 89 AWS
Encryption SDK Efl{LE P , HRFHE AL MaxEncryptedDatakeys SHIEBNFIENE. A
j& , EE &/ AWS Encryption SDK 3£ LA Decrypt() Hi%o
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// Decrypt with limited data keys

// Instantiate the material providers
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Configure the commitment policy on the AWS Encryption SDK instance
var config = new AwsEncryptionSdkConfig
{
MaxEncryptedDataKeys = 3
};
var encryptionSdk = AwsEncryptionSdkFactory.CreateAwsEncryptionSdk(config);

// Create the keyring
string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
var createKeyringInput = new CreateAwsKmsKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn
};

var decryptKeyring = materialProviders.CreateAwsKmsKeyring(createKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = decryptKeyring
1
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

# Decrypt with limited encrypted data keys

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$key_arnl key=%$key_arn2 key=$key_arn3 \
--buffer \
--max-encrypted-data-keys 3 \
--encryption-context purpose=test \
--metadata-output ~/metadata \

PR N2 B iE 240 54



AWS Encryption SDK FERARER

--output
Java

// Construct a client with limited encrypted data keys
final AwsCrypto crypto = AwsCrypto.builder()
.withMaxEncryptedDataKeys(3)
.build();

// Create an AWS KMS master key provider
final KmsMasterKeyProvider keyProvider = KmsMasterKeyProvider.builder()
.buildStrict(keyArnl, keyArn2, keyArn3);

// Decrypt
final CryptoResult<byte[], KmsMasterKey> decryptResult =
crypto.decryptData(keyProvider, ciphertext)

JavaScript Browser

// Construct a client with limited encrypted data keys
const { encrypt, decrypt } = buildClient({ maxEncryptedDataKeys: 3 1})

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string
}
const clientProvider = getClient(KMS, {
credentials: { accessKeyld, secretAccessKey, sessionToken }

1)

// Create an AWS KMS keyring
const keyring = new KmsKeyringBrowser({
clientProvider,
keyIds: [keyArnl, keyArn2, keyArn3],
1))

// Decrypt
const { plaintext, messageHeader } = await decrypt(keyring, ciphertext)

JavaScript Node.js

// Construct a client with limited encrypted data keys
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const { encrypt, decrypt } = buildClient({ maxEncryptedDataKeys: 3 })

// Create an AWS KMS keyring

const keyring = new KmsKeyringBrowser({
keyIds: [keyArnl, keyArn2, keyArn3],

1}

// Decrypt
const { plaintext, messageHeader } = await decrypt(keyring, ciphertext)

Python

# Instantiate a client with limited encrypted data keys
client = aws_encryption_sdk.EncryptionSDKClient(max_encrypted_data_keys=3)

# Create an AWS KMS master key provider
master_key_provider = aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(
key_ids=[key_arnl, key_arn2, key_arn3])

# Decrypt
plaintext, header = client.decrypt(source=ciphertext,
key_provider=master_key_provider)

I R DIF IR SR

REMEH KMS B NBHHEN  REXSRREFEERTHE , 42N , FERZFHANRTEIE
ENZH, B , MEAXE , e UUELAIAEXNTHE , EXHEXT , AEEFEETNIEEH.
EHEXT , T HRERERGRIMBHRIEZLAN KMS 248 , AWS KMS #a] LU A1Z KMS Z41
NE#ITHEE,

MRELFERAEXNTHEER , RNBUEHBLERRITGERNSE | ZIFIEFAFTHN KMS Z4R
BAEE AWS IKF Mo XPHFH, KAFHERFRTIEAN , EXRHERXK,

A T REERIATEEFMFN 2 XE.

X 15 X
AWS XiF aws
A E X 15 aws-cn

B R ITHE SR 56


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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X1 X

AWS GovCloud (US) Regions aws-us-gov

AT PR REIE IR R eI R R IFERFZM. EEARBEZE , BRREEBERN AWS K- Mo
Xy HEME.,

C
BHRTEWRA , ESHE AWS Encryption SDK for C H1#9 kms_discovery.cppo

/* Create a discovery filter for an AWS account and partition */

const char *account_id = "111122223333";

const char *partition = "aws";

const std::shared_ptr<Aws::Cryptosdk::KmsKeyring::DiscoveryFilter> discovery_filter

Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter: :Builder(partition).AddAccount(account_id).Buil
C#/ .NET

BXZTEHWRE , FSRERT NET 8 AWS Encryption SDK F#J DiscoveryFilterExample.cs.

// Create a discovery filter for an AWS account and partition
List<string> account = new List<string> { "111122223333" },;
DiscoveryFilter exampleDiscoveryFilter = new DiscoveryFilter()
{

AccountIds = account,
Partition = "aws"

AWS Encryption CLI

# Decrypt in discovery mode with a discovery filter

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
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https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/kms_discovery.cpp
https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/DiscoveryFilterExample.cs
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--wrapping-keys discovery=true \
discovery-account=111122223333 \
discovery-partition=aws \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--max-encrypted-data-keys 1 \

--buffer \

--output .

Java

BXEEM R , i ES AWS Encryption SDK for Java H#J DiscoveryDecryptionExample.javao

// Create a discovery filter for an AWS account and partition

DiscoveryFilter discoveryFilter = new DiscoveryFilter("aws", 111122223333);

JavaScript (Node and Browser)

BHXRTEH A , FSE AWS Encryption SDK for JavaScript Y
kms_filtered_discovery.ts ( Node.js ) #1 kms_multi_region_discovery.ts ( X ¥%E&F ) -

/* Create a discovery filter for an AWS account and partition */
const discoveryFilter = {

accountIDs: ['111122223333'],

partition: 'aws',

Python

BHXTEW R , F5 5 AWS Encryption SDK for Python F1#Y discovery_kms_provider.pyo

# Create the discovery filter and specify the region
decrypt_kwargs = dict(
discovery_filter=DiscoveryFilter(account_ids="111122223333",
partition="aws"),
discovery_region="us-west-2",
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https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/DiscoveryDecryptionExample.java
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/kms_filtered_discovery.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/kms_multi_region_discovery.ts
https://github.com/aws/aws-encryption-sdk-python/blob/master/examples/src/discovery_kms_provider.py
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R IE A R

AERBE—MEERE K ATHELANNARFESEABAREHITNENBER, FRZAREH
TINZFMEZRRZ AWS Encryption SDK S{ELE,

REMFRHAE KM RM AWS Encryption SDK A 1.7.x RERMRATIBEIRA 2.0.x RESRARY
KESR, TBRTFHFABRBETX—HE,

AWS Encryption SDK J#ThRZAS ( MARZAS 2.0.x FFi8 ) Ry BRIAR & R BR{E
RequireEncryptRequireDecrypt FEEFEAZHER. ER , IREETERBRELFHAEM
BN MZELE | N EE BN RS KB E WA RequireEncryptAllowDecrypt. BXRIMAERE
MEEBESREARERBNRA , B RE G AE LR,

{55 FH SR IR

ERAFAHERTHEZN , FE8  ExBUERETKE. ERIEHFER 2 , AWS Encryption
SDK REIH RBEFNAN, NBRELEEZRIECHTREHERAAN , RINBWNER PRI
MEVEAX , EFIZMERTRET Ko

RAESERRERNBLTHTREN | FARELEEAOS KT S ENEEES (HIMRAEEE
#) B, FAHIEAEE,

NTEMEEAF , ELE AWS Encryption SDK IS 3K ( #l40 Node.js F#) AWS Encryption SDK for
JavaScript ) EBZESZHP TSR P NEE. BRARK A5 AR HE AWS Encryption CLI ZERAR
1.9x M 22x F5| AT --buffer 8., EHMESZIH , BAUERAINENE . (EA
F .NET B9 AWS Encryption SDK AX &£, )

MREEBEANREERFESENELEN , FESHX/ESMES NP FEA decrypt-unsigned Ih
BE. LLINBERIAMEBE MBI F , BEMRBELENMEXF , MakB, BXFEHMER , BHSH EF
EEEH

R HERH

BE  THEMHEECRABIEES , B AWS Encryption SDK 24t 7T IR R A EFEI , AIRFIX EHIE
ZHNEEHER, AREFHEFTUARSREENAEFNERFABINEAEMRRENAH. EE7H
BEHREABERAZECN , FEBRZ2HEA#TNE , MBARESEEABEZANTLRTRS
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£ A ZHER

.NET B9 AWS Encryption SDK for C,  AWS Encryption SDK for JavaScript, . the #l f AWS
Encryption SDK or .NET A ZARRKMFITEE INE. AWS Encryption SDK for JavaZ£R3R 4 L. AN
RNRLZHREZS. BATBEERFSFEENE —REZHANXER , ARNBZBEZANIES
Ho BEMENEE —NMNBAKT , AEBENEEMREHETENERR, BAERATFATIESREN
ZEA , LA UREE B S HRA BENEAK,

AR ERASNIRAR , ARSI BAREHA N N ZEFRR. ERRSHBERAARTUE
B, MBEM@ERBERS , BEETUERRINT - TRERENZAR , SINIAERBEZANESR
0, AREEASREEMERARESER,

BNBVUEAEATRFIEBAHETLLLAARITMERENZRIR | a0 AWS KMS 4835 |, ©
FHKTREE AWS Key Management Service() AWS KMS keys AWS KMSHI B4R, BB LURE
—NZARUCEAEGRLER (HSM ) R FEHNESEZR , IEAREMEZARSKRFNEIRR
4, BXFMER , B2 H AWS Encryption SDK Specification F1#J Keyring Interface E&,

Z4EAIRTE AWS Encryption SDK for Java, AWS Encryption SDK for Python#l AWS 1% CLI ##3
EEIFZPANETRAREENAR, WREFER AWS Encryption SDK B [E1E 5 K HE Sk 022 M 7 22 31
E, BESLFEARABATNEZAREERF. BXEZER , F5H ZHRRA .

75 = 5 BA an4AT 46 A B9 B4R ER Th BE AWS Encryption SDK LA R iM{Al ik R B4R, B R GIB M6 H %40
W RBI , S H C MJavaScriptE/H,

=

*
. BHFHTHESR
. BERREY
e

4

13

4

ZEARH TEA K

EZHAER , & AWS Encryption SDK ERZAFEHMEM B, BARIKRE — B XBIEZH AR
HEARTFNENTERANZNBITEZARI A, AWS Encryption SDK £ A X RAMBLHYE , A
EHBRANABIERHR, ARE, AWS Encryption SDK IR Bl — &I E INEHIE 4R M MBZHIEN N2
H B
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https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-envelope-encryption
https://docs.aws.amazon.com/kms/latest/developerguide/
https://github.com/awslabs/aws-encryption-sdk-specification/blob/master/framework/keyring-interface.md
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AWS Encryption SDK

Cryptographic Materials Manager (CMM)

| A

_ p Plaintext data key
Get encryption

materials
‘ Encrypted data keys
k
Keyring
Wrapping Key 1 Wrapping Key 2 Wrapping Key 3

mEHES , KUUEANEREANEAN WA AEAHMRAT, ERERE  #EBHATLYL
MEE (HARER ) MEBRAFRPNED —NEREH,

TR BARZAMINER EE AWS Encryption SDK 2 B Z4AHR | A ERBAABEE PEF—
N BRRERHBRBHUBRZ - MNENHERN , FREAXHERHA. AWS Encryption SDK
ERARNBERAURZRE. ARFARTNAEERFABLTERBZEANBNRIERS |, #EE
USSENE
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AWS Encryption SDK

Cryptographic Materials Manager (CMM)

| A

Get decryption

materials Encrypted data keys *

Plaintext data key

k4
Keyring
Wrapping Key 1 Wrapping Key 2 Wrapping Key 3

B LER —NEZEAT , A LCRARRERFRRENBRAREAST N ZEFHRH, HENEHK
2, SERAREREERANKZZSERATRNIERHARTNAEERFANENBERHARS. &
AUEREEZERARHE-—SREANZAREERSE.

RETREMBESEI AWS Encryption SDK BE—EEHER | BElITLRE , EZESRINY
Ro BUUEA—MESSRMBRE , ARMESSHEHITHRE, T3 , BX45 6 AHERBZERNY
BRZAMBNBBHREZH. BXESRENER , FSREXESMESRIMNEHS , Hln AWS
Encryption SDK for JavaScript E£&ithe section called “FR A" F I E/E,

X M E AR TR ER

TEBR 2 S\#9 AWS Encryption SDK &S 23 AWS Encryption SDK for C , FiE £ & E NZEZ AR
(RZFZHPHN ) AEBARUEFPNZ AR LB NZREZH. NEEASEFHALENES | i
MEAENAN. Kk, ARAFSITREBARPREZRNMENR. MRERMHEZSEFHKEH
£/ Discovery AR MBHIE , MBREF LK,
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FRARER

M — @ lSA 2 AWS Encryption SDK for C , INZFRIELZBIMERNZLN , ERNREBEMFES
RN IEES X AIRHARL , MoK K,

RENBATNEZAREERF

TRERTBEERANEZARMEFECNREHRNBZARIRE, AWS Encryption SDK BXES
KENEBFERETHTESYRMSBNEFABEHTIREER.

AL -

AWS KMS ARt

AWS KMS % =40zt

AWS KMS ECDH tAEHE

R4 AES ZRTH

JR#8 RSA B

FEARMER

KMS MasterKey (Java)

KMS MasterKeyProvider (Java)

KMS MasterKey (Python)

KMS MasterKeyProvider (Python)

® Note
AWS Encryption SDK for Python 1 AWS Encryption SDK for
Java T BIEZER TAWS KMS KB R NZARNERARIER
PIRURRE,

fUEAFHRAS 4, .NET AWS Encryption SDK B x FlARA 3, B x 4
AWS Encryption SDK for Java,

fCERATFHRA 3, B9 x 4 AWS Encryption SDK for Java,

EXMMEZRA —EEAN
JceMasterKey(Java)

RawMasterKey ( Python )

BEENMMEZRA —EEAN
JceMasterKey(Java)

RawMasterKey ( Python )

HFANBATNEIRAREER
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https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/kms/KmsMasterKey.html
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/kms/KmsMasterKeyProvider.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.kms.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.kms.html#aws_encryption_sdk.key_providers.kms.KMSMasterKeyProvider
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
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AR FEARMER

® Note

R RSA BRI RFIEXNM KMS B4, MREFHIER
M RSA KMS %4 , BFEARZA 4, .NET 89 AWS Encryption
SDK x X EAX#MHINZ (SYMMETRIC_DEFAULT ) SR3IEX#5
RSA B3 AWS KMS A%, AWS KMS keys

KIIH ECDH fARtE fGERAFHRA 3, B9 x 4 AWS Encryption SDK for Java,

15t 2 B4R IR

ENZARRE T BEIRFARPENBBEZRAHRERPENEE. FARZLEAXNENES
SANSERA. RUEFAHE4AZLERSIFAEEEMRERFNITERR |, 0 AWS Key
Management Service ( AWS KMS ) i KMS Z4AZ % 2 4AAWS CloudHSM,

AWS Encryption SDK 2t 7T ZRERESNSHBATNBAREE , EALEECHBENER
H, Bua RIS — MRS MR TRXENBHARN ZERHIE,

i

« AWS KMS %A Rt

« AWS KMS 2 /= HAREFE

« AWS KMS ECDH %ARtFE

- [R%5 AES B

- JRf RSA BR4RER

- RIMIH ECDH AR

AWS KMS £A & E

= AWS KMS AR ERANHINZAWS KMS keysRAERK, INBMBRHITFER. AWS Key
Management Service (AWS KMS) R &8 KMS B HE FIPS B R RRITMBRE, RINBWER
ATEEEF AWS KMS ZARS E B R ULZ 2B N ZHR,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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M 2.3 [RFTHE , BRI ERHR AWS KMS R = FARMEFPEH AWS KMS ZXigEE. AWS
Encryption SDK FIRRZAS 3.0 Y xo AWS tN% CLI i xo BXR AN ZXEBAFSHIEME
BRRG , ESH FHAZXE AWS KMS keyso BXZXEZANESER , i5ZH (AWS Key
Management Service FF X A G35/ FHFEHZXEFEH,

® Note

W7 4, .NET AWS Encryption SDK #Y x #ix4s 3. HH x AWS Encryption SDK for Java &
M —ZFEAIEXFR RSA B9 AWS KMS ZRARMRBIES EI. AWS KMS keys
MREZHFIERTR KMS BEAWATAHEMESSROMBZRARD , MBRAFEIK. W@
REHEHMABEZRIRD | AR 2,

FATERN KMS Z4AIRHY AWS Encryption SDK A& H#E AWS KMS F4RER,

AWS KMS AR Al LA B fp R B B R 4Rt ¢

« ERERES £ MBRENXBERA. NERENBHRLAE - DN ERBZFH,
- Htt®R  MBERB[ERAERNANEBIEZR. AWS KMS HARB AT EENMNRS M EHIANH

=]
Eo

nEZet | BERAE AWS KMS ZHRMLAERERBHH, BEN , ERRBHATE , BEREKSRE
M N E Az B R X B,

4 AWS KMS IZEZRHFRE - AWS KMS Z48 , ZEAR TERMNBREZR,

BATEHRE —# , AWS KMS HREE ARG |, th A A EEMERNTREZRENHEEE —EE
ZHARBPER,

ES]

« AWS KMS ZHH T ENXR

£ AWS KMS $AREE AWS KMS keys HiR 5l
I A T INZERY AWS KMS 2k

I A T # AWS KMS Zr B TE

£ AWS KMS X I B

£/ AWS KMS X & L &4
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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AWS KMS Z4RIAFTEN R

AWS Encryption SDK 7FE AWS K , B R kB TET—4 AWS RS, B2 , EFEA AWS KMS
REAIR | WEEX AWS K B4R AWS KMS keys HHIE B LT HIKNER,

- EFEAR AWS KMS ARR# TR , BEELE MBI FZHH kms: GenerateDataKey PR, BEEXT
ZARPIFTE M Z 4 A kms: encrypt R, AWS KMS

- EFEABHATHITHRE  BEENSE AWS KMS iFFHNED —NZHEHE kms: Decrypt 1R,
AWS KMS

- ZFEAHFANARNSZHABRB/ITNE | (REEIRBERETE AWS KMS A4 K255
£A8 kms: GenerateDataKey X PR, BEEREPMEHM AWS KMS ZAKRP B H M ZAI
kms:Encrypt X fR,

BHRINPRHVIFME 2 AWS KMS keys , iS5 (AWS Key Management Service FF &£ AR 1ER) &
Y 5 238 UE F 5 Rl 2 5l

£ AWS KMS A 2B AWS KMS keys iR 3l

— /N AWS KMS 4R LB T L aHE — N AWS KMS keysto EFE AWS KMS Z4AER AWS KMS
key HFIEE , BFEAZEFMN AWS KMS ZRIFIRAF. ATA FEZHIR AWS KMS key FiREIH 2
AR RIBEMES ST MTF. HX AWS KMS keyZR ARG FMAER |, 5510 (AWS Key
Management Service FF X AR IEFE) PR EBIF IR,

ERBRESRK , BEARESESESHNEARRA.
- FEWINZRZ AL H AWS Encryption SDK for C , BRI LA A% 4A ARN =5]3& ARN RiR5| KMS &

., EFEHEMIES ST | BULUERZY ID, 4 ARN, FBBHEHIE ARNIZEIE.

. EMBTEARF , BAIEHZEPE ARN BIFRIR AWS KMS keys, ZEREMTF AWS Encryption
SDKWFIEBEXK. BXELZER , BZH EROEEH,

- ERATIMENBZNZHTEH , BLAEHZE ARN BIFRIR AWS KMS keys. ZERERA T AWS
Encryption SDKEYFT B 18 & <.

MREEMBZARF A KMS RARED B BHHBIE ARN , M INFRES T S8 5% B <K
Z4 ARN REFENBBEZANTHES. EF2REFNE, BEZRET2ERATHRRNERES
fAK KMS Z4A.

AWS KMS 4A 2Ll 66


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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SIZA T IER AWS KMS 2405

BT AR B AWS KMS BZ4AHREL B — 1 AWS KMS key 52D AWS KMS keys # B B #2248
B, AWS IKF LA, AWS XiF AWS KMS keys #40H XF #5122 %48 (SYMMETRIC_DEFAULT),
B EAXNRNE S X KMS . SFEZHAT—# , BAlE— N ZSEZHHRFERA—IR
%4 AWS KMS Z4BE,

BB T INZHIELN AWS KMS Z4AERET | BDIUEEERBIZH , ZFRA TERE XA KERAH
FNE#ITNE, AWS KMS key BIBFHAEHF LS KMS B XX, R, MREEE | NALEE
BT i E 4 XA BIEZRAN E A AWS KMS keys AR

EMBRZINBARRTFOIMZEL , BEANZHATRSLAEDTEBHALRH AWS KMS keys E XK
BEARPH — A, RETR. AWS KMS keys (REH AWS KMS Z4AIR AWS KMS keys FRFAWS
KMS £M B4, )

EBRZ S\#9 AWS Encryption SDK & & 323 # AWS Encryption SDK for C , Fi B HREMZEZHLAH
SEARPNBAB LB NBEREZHR. WETASEBATENES , KNBFEFAK. it ,
BWRASTREZARDEBANMENR, MRELEIMHEZSERARPEH Discovery ZEAIR N
BREAE |, NRIREN LW, H—MBHIZ R AWS Encryption SDK for C , TN RES ZREIRAHE L T B4R

B, ERUNRZLEMFESEARPEESXFRABHAR , WeKMK,

AR RBIER — N ERER AWS KMS Z4A M — /Nt Nz 4A 0l 22 FR R, X &R ZH ARN #R17
KMS #41, X2 TN AWS KMS BN RESSER , b2 THEN AWS KMS ZHTRNE
R, BXEZER , 55 £ AWS KMS 4B B AWS KMS keys F1iR 51,

C

= AWS KMS key £ # N LA IR E] AWS Encryption SDK for C , iB#EE 4 ARN =3l

%A ARN, EBEZZATD , BLAFEAEEH ARN, BEXEZEL , BSH £ AWS KMS fARE
AWS KMS keys FiR 51,

BXRTENRG , HZH string.cppo

const char * generator_key = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

const char * additional_key = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"

struct aws_cryptosdk_keyring *kms_encrypt_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(generator_key, {additional_key});

AWS KMS 4A 2Ll 67


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-arn
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-arn
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C#/.NET

E1E for NET HEIBEE—NHZ AWS KMS %48 AWS Encryption SDK K248 AWS KMS
0, HRE—NZEPR, f AWS Encryption SDK or .NET 2F —MXATF AWS KMS Z4AN 2R
AR,

F£.NET F AWS KMS key A INBZAFRIEER , AAAEREAERNBHAFRA . 24 ID. BH
AR N, BI&=H5%& ARN, AWS Encryption SDKEXIRE] AWS KMS 4 2L AWS KMS keys B
B EEBD | IS AWS KMS 43 Z6B AWS KMS keys AR5,

LU RBIMEARRA 4, x for NET AWS Encryption SDK A F8I2#H ALK E AWS KMS 4AfH
R AN AT, BXTERA , HS N AwsKmsMultiKeyringExample.cs.

// Instantiate the AWS Encryption SDK and material provider
var mpl = new MaterialProviders(new MaterialProvidersConfig());
var esdk = new ESDK(new AwsEncryptionSdkConfig());

string generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
List<string> additionalKey = new List<string> { "alias/exampleAlias" };

// Instantiate the keyring input object
var kmsEncryptKeyringInput = new CreateAwsKmsMultiKeyringInput
{

Generator = generatorKey,

KmsKeyIds = additionalKey

};

var kmsEncryptKeyring =
materialProviders.CreateAwsKmsMultiKeyring(kmsEncryptKeyringInput);

JavaScript Browser

£ AWS KMS key 9 il Z 2 4A R 38 E Bf AWS Encryption SDK for JavaScript , #& 8] LA A 4E47
BN EARIRR  Z46 ID. 4 ARN, AlE 512 ARN, BXIRF] AWS KMS £A2LE AWS
KMS keys FHIEIESBY |, BS A AWS KMS 4B 5B AWS KMS keys iR 51,

BXRTENRE , BSHFPEFEFEFRB kms_simple.ts,  AWS Encryption SDK for JavaScript
GitHub

const clientProvider = getClient(KMS, { credentials })
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const generatorKeyIld = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
const additionalKey = 'alias/exampleAlias'

const keyring = new KmsKeyringBrowser({
clientProvider,
generatorKeylId,
keyIds: [additionalKey]

1))

JavaScript Node.js

£ AWS KMS key F 1% 24088 E BT AWS Encryption SDK for JavaScript , & 0] LU F{E 1A

BN ZEARRE . FH ID. ZH ARN, 5EZH51E ARN. BXIRF AWS KMS £A 2B AWS
KMS keys FHIEIEEBY | BS U1 AWS KMS 4B 2EE AWS KMS keys iR 51,

BXZEBN R, ESRPEMEEDH kms_simple.ts,  AWS Encryption SDK for JavaScript
GitHub

const generatorKeyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

const additionalKey = 'alias/exampleAlias'
const keyring = new KmsKeyringNode({
generatorKeyId,

keyIds: [additionalKey]
1)

Java

EEHUEITE—IHNZN AWS KMS Z4AREE AWS KMS 3R AWS Encryption SDK for Java

H

BRE - ZZPH, AWS Encryption SDK for Java BFE—MXATF AWS KMS 12548 2E#Y 24

=1

£ AWS KMS key 7 & Z4ARIEERT AWS Encryption SDK for Java , &7 SUE AEMRE X

HZEAPRRAT - 2248 ID, &4 AR N, BB =517 ARN, BxiR3| AWS KMS 2B AWS KMS

keys FHVRIAEBY |, BSHIE AWS KMS 4AREE AWS KMS keys H1i2 5],

BXRZERA , HS % AWS Encryption SDK for Java Zf&EF R
BasicEncryptionKeyringExample GitHub.java,
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// Instantiate the AWS Encryption SDK and material providers

final AwsCrypto crypto = AwsCrypto.builder().build();

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

String generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
List<String> additionalKey = Collections.singletonlList("alias/exampleAlias");

// Create the AWS KMS keyring
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(generatorKey)
.kmsKeyIds(additionalKey)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

B2 A T ## AWS KMS B ZR4A IR

fRZIR B B N 22E B AT , IR BUEE R AWS KMS 4358, AWS Encryption SDK 2N R ## 2 4 IR 35
E AWS KMS keys , Il AWS Encryption SDK fHXfE R AL BEZARBZNZEHEPNNBRESR
., (FBEUUERAREETMABRHAWS KMS £ I ZHHE AWS KMS keyso )

Rt | 27EE AWS KMS 4A¥F & AWS Encryption SDK R o] LA R H dh AWS KMS key —/MIN%
BREZHAN, EEmME , INBEEFNENNBETEZH AWS Encryption SDK AU TER,

« MINZ3E B THIES AWS Encryption SDK AWS KMS key JREUINZZ $h3E 2347 19 2248 ARN,

- ERZZAIRF AWS Encryption SDK 83 AWS KMS key EFLEL %44 ARN £,

- MREAEFFASFHREZ ARN EEH , W) AWS Encryption SDK £E 3R AWS KMS fEf KMS %
AMEMBENBIEZEHA. AWS KMS key

« BN, ERBT-MNBHRERSR (WREF) .

BRIEMEZBHIFEZ LA E4A ARN T EEMREBZHAIRH AWS KMS key , &M AWS Encryption SDK 7K
EFRZEHBEMNZFNREZN. IRBEZARTTSEMAMNE TEMABTEZLEH ARN AWS KMS
keys , MIfAZR A Y AWS Encryption SDK k¥ , mMA2@A., AWS KMS
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M7 RAEFFIR, x, BRNBRHEIBEZRBR , AWS Encryption SDK R4 FF I 4R ARN 1% AWS
KMS key A fEZIRENKeyIdSE, AWS KMSHE AWS KMS key ARt % 2 —Ffh AWS KMS &£
HE , TRREAEEANSEZABRENENREEZSA,

HRHE AWS KMS iR EDF — N AR Z INEE S AWS KMS key HEY — /N NZ I 4ART
FERZRATRNRZEARARESRTI. kA, AL SMEEFIZ AWS KMS key# kms :Decrypt X PR,
AT HESEES INBZERRE AWS X3 FK S AWS KMS keys AR ZANEEE | BIREHAFEEK,, X
5, AP, #4AACESEHNEERNBEZHAR,

ERZZAIR AWS KMS key HRIBER , HAEAEZ4E ARN. BN AWS KMS key |, FT5E1R 5.
BEREBEXERZ ARN WHE) |, 525 (AWS Key Management Service F X A RIER) FHER
%40 ID F ARN,

(® Note
MRFNBZRAREFATHRE | FREZBHIEDH AWS KMS keys HHEZ 4 ARN #Ri7,

flgn , AT AWS KMS ZE SNBSS MZZARPEANMMESR. B2 , R RIZRE S AK
%348 alias/exampleAlias , MERRFEZRANEREAMINZEANZESR ARN,

BT LAE R ZF AR E A E R RANMINBANZNHEE |, BeR2EFNEA M A BEHR
=

C
const char * additional_key = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
struct aws_cryptosdk_keyring *kms_decrypt_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(additional_key);
C#/ .NET

AT I@RZRARNETE— AWS KMS 47 , FibixRBIEAZCreateAwsKmsKeyring() A
ERENRHIES, CreateAwsKmsKeyringInputESIEEH —IE AWS KMS ALK AWS
KMS Z4A3F |, AT AEA RS ZARE, BXESZER , B2H MEEAT NET #5 AWS
Encryption SDK I EIE, AT REIBEAMA 4, x for NET AWS Encryption SDK B F8IZAF
RZH AWS KMS Z4R3R,
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// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

string additionalKey = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321";

// Instantiate a KMS keyring for one AWS KMS key.
var kmsDecryptKeyringInput = new CreateAwsKmsKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = additionalKey

};

var kmsDecryptKeyring =
materialProviders.CreateAwsKmsKeyring(kmsDecryptKeyringInput);

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })
const additionalKey = 'arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"

const keyring = new KmsKeyringBrowser({ clientProvider, keyIds: [additionalKey] })
JavaScript Node.js

const additionalKey = 'arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"

const keyring = new KmsKeyringNode({ keyIds: [additionalKey] })

Java

BT R ZARMITE — AWS KMS %47 , FitbiZRAIEAZCreateAwsKmsKeyring() 5
ERENRHIES, CreateAwsKmsKeyringInputESIEZEH — AWS KMS fAREHI AWS
KMS B4R , TR S A ZARE,

// Instantiate the AWS Encryption SDK and material providers
final AwsCrypto crypto = AwsCrypto.builder().build();
final MaterialProviders materialProviders = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

String additionalKey = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321";

// Create a AwsKmsKeyring

CreateAwsKmsKeyringInput kmsDecryptKeyringInput = CreateAwsKmsKeyringInput.builder()
.generator(additionalKey)
.kmsClient(KmsClient.create())
.build();

IKeyring kmsKeyring = materialProviders.CreateAwsKmsKeyring(kmsDecryptKeyringInput);

A LAER AWS KMS ZHIRKIEER THRENERRES , SIMNUTHHA, BEN , AWS
Encryption SDK &2 B4 2R BAMEMBZRA 2 BHNX A, ©rIEREMIEER S E AWS KMS
keys REFEZMZNBERH. REHHARAEFRVEACREZHIEN , IHE AWS KMS key A &
AWS KMS FZh,

C
struct aws_cryptosdk_keyring *kms_decrypt_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(generator_key, {additional_key,
other_key});
C#/ .NET

LT REBIMERZERT NET 8 AWS Encryption SDK kAN 4.x.

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

string generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

// Instantiate a KMS keyring for one AWS KMS key.
var kmsDecryptKeyringInput = new CreateAwsKmsKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = generatorKey
};
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var kmsDecryptKeyring =
materialProviders.CreateAwsKmsKeyring(kmsDecryptKeyringInput);

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

const keyring = new KmsKeyringBrowser({
clientProvider,
generatorKeyld,
keyIds: [additionalKey, otherKey]

)

JavaScript Node.js

const keyring = new KmsKeyringNode({
generatorKeylId,
keyIds: [additionalKey, otherKey]
1))

Java

// Instantiate the AWS Encryption SDK and material providers

final AwsCrypto crypto = AwsCrypto.builder().build();

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

String generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

// Create a AwsKmsKeyring

CreateAwsKmsKeyringInput kmsDecryptKeyringInput = CreateAwsKmsKeyringInput.builder()

.generator(generatorKey)
.kmsClient(KmsClient.create())
.build();

IKeyring kmsKeyring = materialProviders.CreateAwsKmsKeyring(kmsDecryptKeyringInput);

EERAMERERNBRNINZZRATRTE AWS KMS keys , &7 LU SRR Z4ATRBEZMBHHEE |
ZEZPAREE AWS KMS keys 5758 B Tox B E T AWS KMS keys EANAR, MRXS
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AWS KMS #Y decrypt WA LM ( flan , FRAA B S BEMENNFRE ) , AWS Encryption SDK & #2 %k
BTN — MR BIE

£/ AWS KMS &Il #4738

Rt , SEMUERIEE AWS Encryption SDK AIAMERN BERH . BEERILKREREK  BEA
AWS KMS # 2 |, FF AWS KMS #HRZMARFEECEENZABTERN. ER , ShALlal
EAWS KMS RIZAH , BITEEEMF 2K AWS KMS ZHIZ AR

7 AWS KMS % X248 AWS Encryption SDK 12 7 #5 AWS KMS R ZAR M AN EHRAR, B
KREFFEHZXIEHZAME S AWS Encryption SDK |, {52 R# A £ X3 AWS KMS keys.

BT Discovery MR IEEF T BEF4E , Bt Discovery AT ENBHE, MREBEMREZE
AR P A Discovery AR INBRENIE , MBFIREN LK. H—HHIZ R AWS Encryption SDK for

C, MEBERELABFERLINZHL  ERURZEMRESHARPIEESXFERINFHE , Mok
Mo

fREE |, AMBARAFERAMNZRENHHAER AWS KMS BRI AMZNRERE , TRERER
BMiHR AWS KMS key Z#4H. AWS Encryption SDK AWS KMS key R EE A A HF A AWS KMS
keyf#y kms:Decrypt REREY , BAF 2B,

/A Important

MREHEBRSZARPEE AWS KMS RUZAR , AR BANREE S ZARPEME
MR PIEENAAE KMS ZHRE. ZERAFTWTARUTREZDNZHE, AWS KMS
ROFAR L MEARESHARPERARN |, N INZERE W,

NBEEREN , AWS Encryption SDK £ 7 AWS KMS KIARE. 7 , HFAUATER , BiRT
REfE A EE ZIRHIM B AR,

- EXM — AWS KMS K I Z AR ] LAE A EM AWS KMS key A F & &8 S P BB ZANER
1, XHAAEM TR ZES AWS KMS key 3 T#EH, XAER2AASITESRN AWS
KMS key . flfn , ER—NNEZENBIEZA TR EERMAZTALL AWS KMS key AN ZEMHR
REVIER T INZEW,

o FEIRFNERE — AWS KMS RIM B AR A RELL H Mt B2 4AMB 18 % , 1 AWS Encryption SDK &
SIRBRFENZNRIEZRY | SEH AWS KMS keys Hfth AWS Ik~ MXISMZNHRERE , ™
RAELNERAXLERARTHRE, AWS KMS keys
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MREERRAZAR | RNBUEEARI TR R/ TR KMS ZHRFINIEE AWS IKF M5
IZ':F'E’J%*’EHO AWS Encryption SDKIRA 1.7.x REBRAFFR AT LSRG, MEHBHERENIKS
ID MDX , BZH AWS —fixZE HER AWS K- FRIRFFR ARN &=,

UTRBERAKXITIRIZEHIL AWS KMS KIEAIE |, ZI B2/ AWS Encryption SDK A FIRY
KMS 4R BR &l v aws 2 X F 111122223333 R0k F AR EY 22 4R,

EFEALRBZE , BRFR6 AWS K- Mo XESHHRN AWS IKF Mo XN ERE. NREN
KMS ZfAu FHREXE , EFEA aws-cn 7 X{E, MREHN KMS 47+ AWS GovCloud (US)
Regions , EffAaws-us-gova X{EH. X TFREHME AWS X , EFEHAaws 7 X{E.

C

BXTEM A , ESH : kms_discovery.cppo

std: :shared_ptr<KmsKeyring::> discovery_filter(
KmsKeyring::DiscoveryFilter::Builder("aws")
.AddAccount("111122223333")
.Build());

struct aws_cryptosdk_keyring *kms_discovery_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildex()
.BuildDiscovery(discovery_filter));

C#/ .NET

LT RGIERZERTF NET 8 AWS Encryption SDK KA 4.x.

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// In a discovery keyring, you specify an AWS KMS client and a discovery filter,
// but not a AWS KMS key
var kmsDiscoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
DiscoveryFilter = new DiscoveryFilter()
{

AccountIds = account,

AWS KMS 4A 2Ll 76


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/kms_discovery.cpp

AWS Encryption SDK FERARER

Partition = "aws"
i

var kmsDiscoveryKeyring =
materialProviders.CreateAwsKmsDiscoveryKeyring(kmsDiscoveryKeyringInput);

JavaScript Browser

£ JavaScript , A4BAEIEEXTE M,

const clientProvider = getClient(KMS, { credentials })

const discovery = true
const keyring = new KmsKeyringBrowser(clientProvider, {

discovery,

discoveryFilter: { accountIDs: [111122223333], partition: 'aws' }
1))

JavaScript Node.js

f£ R JavaScript , HMEBATEIEELIE .

const discovery = true

const keyring = new KmsKeyringNode({

discovery,

discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }
1)

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
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IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

fEA AWS KMS X i3 % Il 22 4R 35

AWS KMS Regional Discovery 4332 —f R EE KMS #43 ARN WE4AH, R , EATFNER
KMS Z4A# 17882, AWS Encryption SDK AWS X i3

FA AWS KMS X3 X I Z4A R R R AT , & AWS Encryption SDK BI85 BT T IZ B F A &K
E#E4. AWS KMS key AWS XIFERT , BAEXRBERIEEHIEZEHA AWS KMS keys R ED
—NINEZHFERE AWS X5 Bkms : DecryptiX R,

S H{th Discovery Z4A3#H[E , Regional Discovery Z 4RI MNBZE T M. 1% 5 AN IE R 558 N 25 08 B Bt
ERH. MREEZATMEZENBRZENZERAFRFFEH Regional Discovery Z4A3R |, iR EAIMNIE R
AR, MRERMHEZSEFRASLR P MEHZ X1 Discovery BEARMELIE , MZFREF LK,

/A Important
MBBEMBZZARFEE AWS KMS XA MBZARL |, N XS &N B AN E = 2 H4
B EMRBHRPIEENE KMS ZHARH, ZEFHAIRNITHAEUTFRHEZDHZHHR,
AWS KMS £ Z4AR 2 ERA R EZSFRARPERAN |, I NZ&EE M,

AWS Encryption SDK for C 2 PR XE XM BZLARNEAIBEXF P KMS BEAHITHRE, &
AWS Encryption SDK for JavaScript #1F AWS Encryption SDK J.NET fER XM ZAHA , EEHE
AWS KMS ZFix LB Xig, X%& AWS Encryption SDK St R 2R XiFEE KMS 248 , BXIEE
Xz A KMS ZANEERIFER AWS KMS 2% K.

MREFEARNZHAR |, RIMNBWEEARINTRB[EHRZPEAN KMS ZEARFIFIEE AWS K-
MHXHPH =, AWS Encryption SDKARZAS 1.7.x R ESRA X KM EIE KM,

flan , LTFRBEARZIT ISR OE AWS KMS XiE 2T REAR, L2 4FR AWS Encryption SDK ¥
REFEEHED (BN ) X (us-west-2) I/ 111122223333 iy KMS Z48.

C

EEUEECEANRAPESTLZHARM create_kms_client 5% |, HSH
kms_discovery.cppo

std: :shared_ptr<KmsKeyring::DiscoveryFilter> discovery_filter(
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KmsKeyring: :DiscoveryFilter::Builder("aws")
.AddAccount("111122223333")
.Build());

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildexr ()

WithKmsClient(create_kms_client(Aws::Region::US_WEST_2)).BuildDiscovery(discovery_filter))

C#/ .NET

f AWS Encryption SDK or .NET ;¥ BZ ANXE ALK, B- , B AER S/ 5 LN HEZN
FEAM KMS ARSI EHEXE,

BRI Discovery Z4AMXEM &AM 5 == FE A % X5 H Discovery Z4A3 , BIEAERAEKX
HEAMBLHE, B2 XEEAR , SXERAFHARTERAEMSXEIEE,

CreateAwsKmsMrkDiscoveryKeyring() A EREIHNZEARXERA AWS KMSZ 5% X5 i
% KMS Z4H, AWS KMS RELHMENBFEZAHRFTRFHRegionSBHIEEMN XIF P KMS
AMER , EF 2K EMRBRIER, CreateAwsKmsMrkDiscoveryKeyringInput

AT RBIERRA 4, .NET AWS Encryption SDK 8 xo

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// Create the discovery filter
var filter = DiscoveryFilter = new DiscoveryFilter
{

AccountIds = account,

Partition = "aws"

i

var regionalDiscoveryKeyringInput = new CreateAwsKmsMrkDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
Region = RegionEndpoint.USWest2,
DiscoveryFilter = filter

};
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var kmsRegionalDiscoveryKeyring =
materialProviders.CreateAwsKmsMrkDiscoveryKeyring(regionalDiscoveryKeyringInput);

IR AWS X1 @I £ AWS KMS & FimSE ] P 15 E XE RN KMS BRGNS EN E4
(AmazonKeyManagementServiceClient), B2 , 5 A % X152 41 Discovery AL |, Xt
BEXRERRE , MERATEES. for NET FREEAZAIZXERIE KMS 4 AWS KMS
maiE AWS KMS ASMNEBENHEZR (EREHBE—1 ) , HKEE AWS KMS KFHEA
B KMS Z4HRFIEIEEXE, AWS Encryption SDK

LT REIMERAZERT NET 8 AWS Encryption SDK kAN 4.x.

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// Create the discovery filter,
// but not a AWS KMS key
var createRegionalDiscoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
DiscoveryFilter = new DiscoveryFilter()
{
AccountIds = account,
Partition = "aws"

i

var kmsRegionalDiscoveryKeyring =
materialProviders.CreateAwsKmsDiscoveryKeyring(createRegionalDiscoveryKeyringInput);

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringBrowser(clientProvider, {
discovery,
discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }
)
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JavaScript Node.js

EEERNRAPEFTZFPERLURK 1limitRegions BE , HZ 5 kms_regional_discovery.ts,

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({
clientProvider,
discovery,
discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }
)

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

AWS Encryption SDK for JavaScript &5 H 7 Node.js #iil ¥ 25MexcludeRegionsEH i, LEEHA
Bl —N AWS KMS XiE A B4R |, ZZAHERE AWS KMS keys THEXE, AT REIQIET —
AN AWS KMS KRB , BRTEEREP ( FERLILE ) (us-east-1) AWS XiF 24 , ZH4A
IRAEM S 111122223333 A AWS KMS keys o

AWS Encryption SDK for C 3% BE LM 5% , BEMLUBEAIEBEN HEFRSEI, ClientSupplier

ZRBIETRT Node.js AT,

const discovery = true
const clientProvider = excludeRegions(['us-east-1'], getKmsClient)
const keyring = new KmsKeyringNode({

clientProvider,
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discovery,
discoveryFilter: { accountIDs: [111122223333], partition: 'aws' }
1)

AWS KMS 7 Z4A L&

/A Important

RERA 4 X AWS KMS 2 Z%4AF, .NET AWS Encryption SDK BJ x FRA 3, B x 4
AWS Encryption SDK for Java,

£/ AWS KMS ZEEH , BAEXFINE KMS B4 T RIPFEIIMEME , MEAEE AWS KMS
BAMZNBEZBFEEBEAR. ¥ TEEKAEE#REDX AWS KMSHEANNARERF , ARESHE
TERNARFHNZEHERNBATEEERRELENEMBNNARERF  SEMREFNGEE,

PEZARR—MNBMREFERRLR , ©EA AWS KMS REFEEAmazon DynamoDBRF Y3
R DEZHH , AREXRHEFEATNENBRZREN D IBAME , NTREI2 AWS KMS B AKX
¥, DynamoDB ZAEEBNRIF 2 X BN X HAFM. HE#E T2 XBAND XZHNME
KHRE, EFHDZBANEH D XBARE, 2EZANEAE—NBBEZRARNBENER , HE
ARBED D XZANKE —RZANSNEERAHRTNE. 2EEZARMRBEET 7 X BHAREK
S ERFBHCABINEIREN,

PTEFHRBEEASES XBHARABESMNMER. EREATUEFEDI I XBANEECARE |,
WEED D XBRANRRIFR, EERRCH , 2 XBANEIRAI—ELTEIRS. BHDIXE
AP EARAT A TIITIMERRE | BHUEREF A TRBERE,

HEXBULD RFRARN , 7ERARR BT ET, BUNEEZFRE , ZRHEXLT 22 HH
MRESHANEFTIBH AR EAMEFPHRKNE, EXEREFIEE abranch-key-id
i, 2EREHT S AWS KMS HASR I XZAH AT XBAME, RAE , 2XBAMBEFRHRES
wEEFER , AEERTAALERE branch-key-id WMENMBZRE  EEZZFRHFIH, HoXH
AR EEREEZFP IR AWS KMS iR, fla , RIREFRHEN 15 28, NREEZERF
BR&IM#IT 10,000 X NERAE | MZ S5 AWS KMS ZEAFFFEE#H#IT 10,000 )X AWS KMS 18 7 88
2 10,000 RN RAE, MREH-METEDRSbranch-key-id , WDEBRAFRRFEH#T IR
AWS KMS @A BN AT# 2 10,000 M INZE#R1E,

i BREERAN D XARK , —MNRATNERERE , S—TRATHRERE. B2 XEENED D XHHH
WENDXZAME  AEZERHIIPFEEERATHRENERE. BESXEFHENERRR
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FERIRAR A D X BRARCRN D XZAM . BED XA —RFESNE 9 XBRAMBR
R, ERBRIXEENESHPHRREHER S XBEHR D BUHERF , HEW-RF#EZSIM 2 XBHAMH
B, BXREZEE , FER £ZHCRERERA D EZHR,

(® Note
FATERE D EZ4AM AWS Encryption SDK AAIE AWS KMS 2 EZ4AER,

E&

- THEFRK

- EREH

- SIBDEEHN

« RRENET D ZEHR

- ESEFHERERDEZART

THERFR

UTBEGHERT 7 BRARMMCENBNBEMH , UREZATRN MBNEZREN TR RAM. A
XKEEFZHRENANBFEZANEZELIENEARFAEE , FSH AWS KMS ZERHAHREARFHE

/BN O

mEFLER

SUTRGHRIE T 4B EAF A 45 AR 3R e — (0 B4R,
1. MEFEERHBEAFREMEN. BAFLRAMESH | ARREAEFRBFE
BUSTAPTHRERBETH. NREEERSTTAMS | WEHFBEASR 5.
2. NMRTHEEMSZEOME WS REAFLES XEAHERPENED S XEH.
a. SEXEHERE AWS KMS BREEY S 2 BMFERAXAEY S REH. FREPSE
FANMBELRTFFIC | UEERTEA AWS KMSH R ETANRERIE.
b, HEXEHEHELRH XEAMFRLEHONRE | FI05 LB,
3. SREGMLASTHAMN (HXHXBANS TBARE ) | FRERAEREREFS,

4. DEREZBHAIMNAND XBHM—N 16 FHHREHMBLEPREEE-NIRBH, HEARES
FE A INZ X BIERANEA
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WNZ A EERAMBMEMBZRE. BXEZEL |, 59 AWS Encryption SDK 2{a hnZ ¥k #E,

B2 F AT
UTREGIEIR T 5 BB AT MA R R R B B E NZERIEER.

1. ZEBFZERAKBNZEHENMERIER , FHEEREDERPR,

2. DEZHRHERRFICIREINBZRHREZANKRIE , 2 XF4ARE. 16 THHMBRH U R H i
RBBERAMBRRNNER,
BEXEZEER , ESH AWS KMS 92 E4 B AR,

3. PEZRPHAREAMEFHESEESSR 2 RN D X ZARAHETE N E RS X Z4F M
B, MREEEMDXZHEME , WRBHREH AL 6,

4. MBREEERDZXZHEME , NP ERARSELIZRAERPERNSESRE 2 MR 2 XZH
WA B T B 9 90 X B4R o

a. DXEHAFMHE AWS KMS A Z D XZAFBEAXAREFEN DX FH. RES 2 XEH
MBERHTFIE , LEEEZEA AWS KMSH R AR UERE

b. D XBAFMELAN D XZAMRRZBZANKEE , flns XEARE.

5. SREABLEDXBAME (A XEANS LBARE ) | SHERBNERERBET .
6. HREAFEMLAHNS XBAMRMNSR 2 FRY 16 THMBR EAMBRBRANME — 2%
4

7. PREANERAENNIERZARZBIEZHAFRE LA XHERR.

ZRBRHEEABREMENEXRERARZENZEE ., BXEZELR | BESR W AWS Encryption
SDK &2 hnZ2 R 44 o

FTRGFZM

AWS Encryption SDK FEZE AWS 1K, B R EBTER— AWS S, BR , 2BEZHRFKRH T
Amazon Dyn AWS KMS amoDB,

EFEASRRAN , BEEFEAEE KMS: Dec r ypt IRIIFIFE AWS KMS key tNZ, &t A LAfE
AXFNE S XiEg2H, BRNBEHIFMAES AWS KMS keys , ESH (AWS Key Management
Service FR AR IEE) S MR UL A EZF,

HOBNEADEBAKRZE , LARNES XBAFHEAERENED D XBRERZER.
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AWS Encryption SDK FERARER

SR REFNBHEERS

RS IREZ /N AP RE ( 130 CreateKeyStore M CreateKey ) , AJ#HBIERARE D E
BN ERFUHHEE D X HREMR,

UTRGIGIET ZAERRS. BYUHIEE DynamoDB REEN T X ZAFRN BN, DX HH
TFAERIZ B R MR A TARR R 2 X BEHK KMS B8 KMS 24 ARN.

#1851t DynamoDB R , EBZAEEBHUNBZARNBEBNRIDEFHNAAERE. ZESR
A BT LLE DynamoDB X&Z48E , EF 4R, RNBIUEE 8 XE BRI\ F6# RS
DynamoDB REZIBENBEREB . VNRAEEMEMNEERSE, WRMNZHFIRE DynamoDB
RZBEIXZREEEHRRETIL , BEZEREFE S RN RS 2 ZEEWN DynamoDB REFF
DR 2 R BAR DAL RSN 2 X ZREHE.

(@ Note

BEBAEEENITSEMEAR AWS KMSH Z4AEM RS APl BEN IR LT+,
MEZELETNARMEN , HE ( BEEEFAE#EBN ) UaXAEAX HINEBAEF,
AWS CloudTrail

C#/ .NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

S 2 . Af CreateKeyStore I D X RAFM

UTRECRD XFRAEF |, 20 XBHFMERREFRF BN D XEZR.
C#/ .NET

var createKeyStoreOutput = keystore.CreateKeyStore(new CreateKeyStoreInput());
Java

keystore.CreateKeyStore(CreateKeyStoreInput.builder().build());

CreateKeyStore BREFRHEBESR 1 EENRBAMUT X FEELE DynamoDB &,

7 X HEFr

HR branch-key-id type

(® Note
U F IR ED X HEPFMMN DynamoDB & , MALERZIR
fE. CreateKeyStorefIREEFRFHCR D X BHAEFME , WSR2 XMBEFRBIEEU
TFfF&{E
« X% : branch-key-id
- HEF8E : type

S 3 : A CreateKey S| HHES 2 X %4

DTREFREESR 1 PIEEN KMS ZEACIEFMNED 2 X ZH |, HHEs 2 I BARMEE
ELR 2 AEIER DynamoDB FH,
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WA CreateKey Bt , A LUERRIEE LT AJE(E,
s XEFRRIRF  EXBEXbranch-key-id,

EQEZBEENY branch-key-id , BAMMAEE encryptionContext SEHWEMME LT

3o

c MBEETX : EX—ATENFERRZRAEX , ATHE kms: AT ENINE L TXHRAEHR

NHZT B HRIERIEIE (AAD), GenerateDataKeyWithoutPlaintext

BEAINE £ X+ H aws-crypto-ec: Bl
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL

1)
Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(

CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL
.build()).branchKeyIdentifier();

B, CreateKey BIEERUTE,

« SR T branch-key-id BRA 4 BAME—FRIR (UUID ) ( BRIEFIEETHEN branch-
key-id) .

- EATOXBHAREHRAE 4 UUID
e timestamp AFEKAM AR (UTC ) ISO 8601 H HiF AT A1 #& 3K,
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https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
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RIE , iZCreateKeyREGenerateDataKeyWithoutPlaintextff B LA T~ 153K 8 F kms:o

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your branch key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in Step 1",
"NumberOfBytes": "32"

ETR , ZCreateKeyi®EiHMA km ReEncrypt s: , BEEHMNBZ LT X h 2 X Z4AEZESC
Fo

BJa , ZCreateKeyi® A ddb: TransactWriteltems R\E—NHWME |, ZM B GREEES
R2POIENKRPHN S IHH. MBEEFUTEMN.

"branch-key-id" : branch-key-id,

"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

BB D R EHE
BRI DERRAR | BFURHEATE !
« DRBHEFHEEN
1S BIZN AED X ZE 478 DynamoDB REY R #5o
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ZFREEFEE (TTL)

i BEHN D XBZAMBREESH A A EANRK (AW NEN ) . ZEXTAKRTE, HEF
BR& TTL et , 2R B FM AR EEFRBH,

. HEREHRRE

PR X ZR T PRIES 2 X BEAM branch-key-id,

(® Note

BB SHEPERN S RERAR , KAEED XHH ID REREFMIE branch-key-
ide AXREZER , FSH EZH/HRRERATEZHAR.

(it ) &f7

NMREBEENEFREH U FREAMEFF I IBAMBRENYE  FENRCEARNEESR
FRENZERE,

ZEEXRAENUTEHEERR, 7EEATRE=NIBFSHPIMRNERFRE  BIA, |
MultiThreaded, StormTracking
MRAREERF , WS BEEAR2BAEARANZFREAFRXEREIREN 1000,
Default (Recommended)
HFASHALTE , RUEFTAZELRER. RUEFATERESLRAR. Y9 XH
AR ET R , MAZFLRN 10 VEA —IMEIXBAMBRERIH , AWbrLS
MNEIRRA AWS KMS Amazon DynamoDB, X AJ AR R B — MN& B a R IERIFEFNE
Ko AWS KMS
EEAMANEFIRILOERAR | BEEUTE
- ZBRE  REUUFHESHEFTH I XBHAMBFAENKE,
C# /.NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

Iy
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Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

BINMEM StormTracking EF XIFHENLRERE  EERFEEEAOREBAAEARINER
N s BRAT, ERITERANEFAEN , BEMAERF. StormTracking

MultiThreaded
MultiThreaded EF U EZSLEREFRZLMER , BT REBFEMITHRABRER LD AWS KMS 5
Amazon DynamoDB AAMIIEE, FHit , HHoZHAMRKE Bt | FAIELESN RN REIE
H, XS HZXAA AWS KMS RIFTEF
E# A MultiThreaded EF#RILD EZRAL | BHEEUTE :
- RBRE : RETUEEERMEFTIN D XZHAMRKENHE,
- XEBEERIBAND  EXNEFXRBRXRERENEEHNELERE,

C# /.NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};
Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())
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StormTracking

StormTracking EF EEXIFRESLENE., Yo X BAMBFKEIHY , StormTracking
ZRELRNBA— MNEEBZIZAMBKENSE , NP LEZMNEEREA AWS KMS
Amazon DynamoDB, X#AJUERRAE —NMEBORERFEFHER. AWS KMS

E & A StormTracking EFHHRILD EZAK , BEENATE

- XBRE  RETUEHES M EFTHN S IBHAMBRENEE.

- XBBEEBAN  EXN—REBENS IHAMBKENHE,

ZRIAE 1 N%E
- AR : EXNEIHIZHREFT D X ZPA MR B,

MINME:10W
- RREIRR : EXFRZEHRIF D X BHME R RV

MNE 1 ¥
« BH  EXAENZ RIS B AR

BRIAE : 20 K=iR

- RMPEFNE (TTL)  EXESXZAMBRFS REN 2R, S4EFRE
BI GetCacheEntry MiRE NoSuchEntry i , X ZAEANfEE+T , EEHRRAS
PutCache &B—EE A,

RIAE : 20 %
- BEIR : X fanOut B4R N EERN .

BHINE 20V
C# /.NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
Gracelnterval = 1,
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GracePeriod = 10,
InFlightTTL = 20,
SleepMilli = 20
}
};
Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.graceInterval(1)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())

« ((HiE ) BRTRESIXR

MRIEBEE RR X 5 B HAR R KMS ZHANTHRRR |, M AFIED AL RA IR R 4
KR T HEo

T ROIMEL s BRAR , ZERS TLL 3 600 ¥ , ZBEFERN 1000,

C#/ NET

// Instantiate the AWS Encryption SDK and material providers
var mpl = new MaterialProviders(new MaterialProvidersConfig());
var esdk = new ESDK(new AwsEncryptionSdkConfig());

// Instantiate the keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{

};

KeyStore = branchKeyStoreName,

BranchKeyId = branch-key-id,

Cache = new CacheType { Default = new DefaultCache{EntryCapacity = 1000}
TtlSeconds = 600

FAELE

iy
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(branchKeyStoreName)

.branchKeyId(branch-key-id)

.tt1lSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

RIICHED B X EH

BN XEBR - RERE—MEDRE, 7REAREEERAZTEI T XBARTBESNER. BER
1&379&"‘"%&%@ SE{:.\%HE’JEE{EJ%&F HBEED D B ANEIHRIAE,

DXEZHTRATNERAXBERR. eMNATIREXNANBEZARTNENE -—IRFH, 2% Z%ﬁ
MAESZEKME—R 32 FHERERN , HENEDN 28 ZT7. XEKE , ERENBRFEZH ,

X RAA T LU BT 79 T2 2° M- BEZH. REERNRIERE @EE:HJL%EZQEE.!
WA ENR | BT ERIIEN 7 X HH,

HERRZE , 2 XBANEIRAS —BELTEIRS. EHDXEZANEBREER2ATHTM
ZRE , S TRATIREFTNTRZH, BERENAUENR , ANFERETEIRESTNBNRIEZAR
HEBEREH,

FERAZAFERS VersionKey BIERIREIE 2 X FH. RIREH D XZHN , RELQESH
o ZZARBETMA, HEBRETEDI D ZFER |, branch-key-id F&2%E, A branch-
key-id Bt , ZFEERA FHRIRYENES 5 X HHAM VersionKey,

C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});
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Java

keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
e

EZHEFIERER D EBAT

BEINAEPNENMEFQED BN , EUNERAEEN D XBARERELRFH BRI FH
RREMRZFBLHFHR, RE , 2REAREAETRAS XZANZSER S NAAHRE. XH&
8 AT LU 0 AR PR B AR T R

BNMEAFEEBCNYXENA , ZEPABAME—M branch-key-id EX. 81 branch-key-id —i&
X BER —NETI R,

DRI EZRPRUERSHEFERZH , XTAENMEAF ORI X ZAHVESIZIFH ID 2
HEF. FRIXFHA ID REEF NEMN branch-key-ids RIEZZ 2B , LMEFEE IR
B FRIER branch-key-id, 0 , BB HFEE AU X Z4EA5I AN tenantl mIE
b3f61619-4d35-48ad-a275-050f87e15122,

X THRBRE  BUUABSHEEN D EEARURGN ENEARITHRE  SUUERASXESA ID
RUEFBHERESATHERHL

B  BREERFAEFNSR 1 MNDR 2 #1TRF. R, SRUATIBANESMEF GRS XH
H, 822 XHHA D REERF , ANBLTREATUESHESER,

FB®A  ARETNENMEF RS XBEH
NN HEFEA CreateKey,

UTREEACSEZUBREAFHRSNIEEN KMS ZHABR N B4 , HHoXBHABME
IBRIRH FED X B HFMHE DynamoDB & H. LAEMAMEE KMS BZHFRFFIE D XEH.
C#/ .NET

var branchKeyIdl
var branchKeyId2

keystore.CreateKey(new CreateKeyInput());
keystore.CreateKey(new CreateKeyInput());
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Java

CreateKeyOutput branchKeyIdl =
keystore.CreateKey(CreateKeyInput.builder().build());

CreateKeyOutput branchKeyId2 =
keystore.CreateKey(CreateKeyInput.builder().build());

SR 2 SIS XFH ID REEF

LUTFRBIGIRT 25X %4 ID HAumE.
C#/ .NET

var branchKeySupplier =
new ExampleBranchKeySupplier(branchKeyIdl.BranchKeyIdentifier,
branchKeyId2.BranchKeyIdentifier);

Java

IBranchKeyIdSupplier branchKeyIdSupplier = new ExampleBranchKeyIdSupplier(
branchKeyIdl.branchKeyIdentifier(), branchKeyId2.branchKeyIdentifier());

S| 3 EADXEFN ID REEFDRILD EZERT

BVt EEHR , YTIRMUTE
- DPXBPFEEEN

- ZERBIEFNE (TTL)

- PXFA ID BRERERF

- (W) EE

NMREBEENEFREH T FREAMEFT I IBAMBRENKE | FENBLCBARNE
EEFRENFERE,

EERBENTEHERE, 2EFATRH=AZIRFZHAFPMENERFRE  BOA, .
MultiThreaded, StormTracking

MRREEET , W2EREZARBIEARNEFREFHZEREREN 1000,

Default (Recommended)

NTFRZHBRAFME , MAERFUREELEER, MAEFATHRESLER R, 59X
ZHAMBZEIHEY , MNEF2REN 10 WEN—MEEDXBAMBFZEFIH , Mk
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It ZAN&FRIE A AWS KMS Amazon DynamoDB, X# A[LUAR RE —NEIE R KX R E
EFHiER, AWS KMS

EFEAMNEFNRILDEZHE | BEEUTE
- XERE RATUUFERELAHEFTN I XBHMBRZENHE,
C# |.NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

ZRIAEF StormTracking EEXFHENLEER  EL/REEREAORENTTFERHIRIA
ZEVRILDEZAR, EHTERANESEEEN , BEHAZERE, StormTracking

MultiThreaded

MultiThreaded RF A EZLEREHRLLEA , EETFTRVETMAITRARER LD AWS KMS
=% Amazon DynamoDB A ThaE, Eit , ¥ XFHAM BB BH |, FrEKESFER
WEEH, XAEESSEZ IR AWS KMS B A RI#E 7.

E# A MultiThreaded ZFWHRILDRHAR , BIEEUTE :

- %B3E  RATUFHEELAMEFTINS XBAMBZENHKE,
- ZEBEEHA/)  ENERIFKERENESHENZERE.

C# /.NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache

{
EntryCapacity = 100,
EntryPruningTailSize = 1
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i

Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

StormTracking

StormTracking EFEEXFHAEZLREINE, SO0 XBAMAZE IR , StormTracking
ZTF2RINBHA—NMNEEZDIFHAMBZBESIE , AT EZNEREIERA AWS KMS
Amazon DynamoDB, X#H# A JUBRRIE —MNEBOLERFHEFHNER. AWS KMS

ZE A StormTracking EFIHRILD EEAIN , BEEUTE !

FERE  RETUFRERNEEZFTN I XEAMBRENRE.
FEBHERAD  EX—REBEN D XBHMBRENRE,

ZRAE 1 N%E

RRE : ENEEHe =R 2 X RPN B,

ZRIAE : 107

PR B R & X FR =R R 0 ST 4R A R E R B #D B

RIAE 18

B EX AR 2 Rl 2 2 R R B

ERIAE : 20 iR

ERPEFENE (TTL)  EXESXZFAMERFTZHERN 2N H. BHEFAN

BI GetCacheEntry MiRE NoSuchEntry i , X ZAEANfEE+T , EEHRRAS
PutCache %&B —&E A,

ZRIAE : 20 B
BERR : BB fanOut B4R M EEIR R 3,

BIANE 20 EW
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C# /.NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval = 1,
GracePeriod = 10,
InFlightTTL = 20,
SleepMilli = 20

};
Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())

« ((HiE ) BRTHESIXR

MRIEEY R X 5 B HAR R KMS BN THRNR |, MAREDRCRARTREARE
BEHRNTHE,

LT RBIERDSTR 2 hel28 0 <% ID HNERLs BRHAR , ZFRSI TLL 3 600 ¥, &
B&EH 1000,

C#/ .NET

var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{

KeyStore = keystore,
BranchKeyIdSupplier = branchKeySupplier,
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Cache = new CacheType { Default = new DefaultCache{EntryCapacity = 1000} },
TtlSeconds = 600
};

var keyring = mpl.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1Seconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

R4 NEBIDXBACERICEN

UTRBIATSE N REIZNFAN D X HAREBRFEF. AWS Encryption SDK A MN# £ T 30H
BE YK B2 A MRS BIXELAY branch-key-id.
C#/ .NET

// Create encryption contexts for the two branch keys created in Step 1
var encryptionContextA = new Dictionary<string, string>()

{

// We will encrypt with branchKeyTenantA

{"tenant", "TenantA"},

{"encryption", "context"},

{"is not", "secret"},

{"but adds", "useful metadata"},

{"that can help you", "be confident that"},

{"the data you are handling", "is what you think it is"}
I
var encryptionContextB = new Dictionary<string, string>()
{

// We will encrypt with branchKeyTenantB
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// Instantiate the AWS Encryption SDK var esdk =

{"tenant", "TenantB"},

{"encryption", "context"},

{"is not", "secret"},

{"but adds", "useful metadata"},

{"that can help you", "be confident that"},

{"the data you are handling", "is what you think it is"}

AwsEncryptionSdkConfig());

var

{

var

i

var

encryptInputA = new EncryptInput

Plaintext = plaintext,

Keyring = keyring,

// Encrypt with branchKeyIdl
EncryptionContext = encryptionContextA

encryptInputB = new EncryptInput

Plaintext = plaintext,

Keyring = keyring,

// Encrypt with branchKeyId2
EncryptionContext = encryptionContextB

encryptOutput = esdk.Encrypt(encryptInputA);

encryptOutput = esdk.Encrypt(encryptInputB);

new ESDK(new

// Use the encryption contexts to define friendly names for each branch key

public class ExampleBranchKeySupplier : IBranchKeyIdSupplier
{
private string branchKeyTenantA;
private string branchKeyTenantB;
public ExampleBranchKeySupplier(string branchKeyTenantA, string
branchKeyTenantB)
{
this.branchKeyTenantA = branchKeyTenantA;
this.branchKeyTenantB = branchKeyTenantB;
}
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public GetBranchKeyIdOutput GetBranchKeyId(GetBranchKeyIdInput input)
{

Dictionary<string, string> encryptionContext = input.EncryptionContext;

if (!encryptionContext.ContainsKey("tenant"))
{
throw new Exception("EncryptionContext invalid, does not contain
expected tenant key value pair.");

}

string tenant = encryptionContext["tenant"];
string branchkeyId;

if (tenant.Equals("TenantA"))

{
GetBranchKeyIdOutput output = new GetBranchKeyIdOutput();
output.BranchKeyId = branchKeyTenantA;
return output;

} else if (tenant.Equals("TenantB"))

{
GetBranchKeyIdOutput output = new GetBranchKeyIdOutput();
output.BranchKeyId = branchKeyTenantB;
return output;
}
else
{
throw new Exception("Item does not have a valid tenantID.");
}

Java

// Create encryption context for branchKeyTenantA

Map<String, String> encryptionContextA = new HashMap<>();
encryptionContextA.put("tenant", "TenantA");
encryptionContextA.put("encryption", "context");

encryptionContextA.put("is not", "secret");

encryptionContextA.put("but adds", "useful metadata");
encryptionContextA.put("that can help you", "be confident that");
encryptionContextA.put("the data you are handling", "is what you think it is");

// Create encryption context for branchKeyTenantB
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Map<String, String> encryptionContextB = new HashMap<>();
encryptionContextB.put("tenant", "TenantB");
encryptionContextB.put("encryption", "context");
encryptionContextB.put("is not", "secret");
encryptionContextB.put("but adds", "useful metadata");
encryptionContextB.put("that can help you", "be confident that");

encryptionContextB.put("the data you are handling", "is what you think it is");

// Instantiate the AWS Encryption SDK
final AwsCrypto crypto = AwsCrypto.builder().build();

final CryptoResult<byte[], ?> encryptResultA = crypto.encryptData(keyring,
plaintext, encryptionContextA);

final CryptoResult<byte[], ?> encryptResultB
plaintext, encryptionContextB);

crypto.encryptData(keyring,

// Use the encryption contexts to define friendly names for each branch key
public class ExampleBranchKeyIdSupplier implements IBranchKeyIdSupplier {
private static String branchKeyIdForTenantA;
private static String branchKeyIdForTenantB;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {

this.branchKeyIdForTenantA = tenantlId;
this.branchKeyIdForTenantB = tenant2Id;

@Override

public GetBranchKeyIdOutput GetBranchKeyId(GetBranchKeyIdInput input) {

Map<String, String> encryptionContext = input.encryptionContext();

if (!encryptionContext.containsKey("tenant"))

{

throw new IllegalArgumentException("EncryptionContext invalid, does

not contain expected tenant key value pair.");

}

String tenantKeyId = encryptionContext.get('"tenant");
String branchKeylId;

if (tenantKeyId.equals("TenantA")) {
branchKeyId = branchKeyIdForTenantA;
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} else if (tenantKeyId.equals("TenantB")) {
branchKeyId = branchKeyIdForTenantB;
} else {
throw new IllegalArgumentException("Item does not contain valid
tenant ID");
}

return GetBranchKeyIdOutput.builder().branchKeyId(branchKeyId).build();

AWS KMS ECDH %A Rt

/A Important

AWS KMS ECDH Z4AM{UEA ThRAR 3. B x N AWS Encryption SDK for Java, AWS
KMS ECDH Z AR EM BHR A EEMN 1.5.0 lRAH 5| AR,

AWS KMS ECDH Z4AIRE A IEX FRBZR4AHILAWS KMS keysRIMEN B HEN N HBERH, B

% , B4AMEA Elliptic Curve Diffie-Hellman (ECDH) Z4AMMXE £ | MEKIEE N KMS Z4AX P HIFA
AANBEWEN L APIREEHXZEZHA, AF , BATEAXZEEZARKEATRPENBRENZZHN
HEQ%EZ4, AWS Encryption SDK £ (KDF_CTR_HMAC_SHA384) MtAE R EBEZAN ZHRE
RS NIST X TEARENEL

ZRMERBORE 64 FHHBZAM B NBERVSEAEBNZAME  E£RF 32 N FHENEE

#4 , AWS Encryption SDK £ & /& 32 FTFNRAEHRZRH, BEN , WRBHRTEZE HI176#
EERHRER N PHARREZANMAZTSERRN  WEEFRK, flm , MREEAEESR Alice 7
A Bob NANEARN BIEF TN , NIEERA Bob WFLHAM Alice N ARERENZHIMGEFIEE

MNAEZANAEZAREN  HEBBRERE, WK Bob HLAHATERE KMS ZHX , 384 Bob A

L6122 — Raw ECDH Z4A ARG EIE

AWS KMS ECDH Z A EA AES-GCM EANMEZERANBIFEHITINE, REER AES-GCM Ak
ENHEIRZANBEZARTEHE MR, 810 AWS KMS ECDH HHKAEE —IMHENTER
., BEAUESEATRPEMFEEMBERAKT —BEE S AWS KMS ECDH Z 4.

ES]
- AWS KMS ECDH Z4AS TR KX R
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« 812 AWS KMS ECDH Z4AER
« Bl AWS KMS ECDH & Il 240 21

AWS KMS ECDH Z4AIAFr ER R

AWS Encryption SDK REZE AWS kP | W REKBEM AWS RS, BR , E#A AWS KMS ECDH
FEIR | BWEE— AWS Bk AR 4R AWS KMS keys FREVEA TN RIRXBR . X PR E & 68 A By 327
HATPIUZEI T R

- EfffiFKmsPrivateKeyToStaticPublicKeyAtMNREMBIBEHZEIE , BEEELAEFHE
¥ KMS % 4R 33 DeriveSharedSecret L kms: GetPublicKey # km s:o MR ETEEHI{L B 4AIR
REZERERIEEN DER FBAHA , WRAFEXNRKEENIEXNF KMS 243X DeriveSharedSecret
B A kms: R,

- EEA®KmsPublicKeyDiscoveryfAiNRIIMHERE , KFENIEENIENT KMS BHANE
& kms: DeriveSharedSecret 1 kms: GetPublicKey X R,

22 AWS KMS ECDH 4RIk

EHEATNZMEZHRIEN AWS KMS ECDH F4AER | HJE AR MHILER
¥, KmsPrivateKeyToStaticPublicKeyZEfAZAMNEEE{L AWS KMS ECDH
KmsPrivateKeyToStaticPublicKey B4R |, HIRMHMUATE :

.« %A AWS KMS key &1

MTFRIRE R I SEFTFR NIST #EERIKE 4k (ECC) KMS 44X, KeyUsage KEY_AGREEMENT %
EENRARA T REEXZEER,

( Ak ) REFEANLH

M= DER 4miBHY X.509 24A , #5H SubjectPublicKeyInfo (SPKI), #1 RFC 5280 HFIE
o

% AWS KMS GetPublicKey#2ELAPTER DER &RBHENIRE IER # KMS ZAFT 2 4A,

ER A RAR AWS KMS HULRE | SaINEFREE G AN LA, MBEEREGANLHAR
S| |, MZRPHRLSBEA AWS KMS LI R R IZEN N4,

« WHEARRH
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AR E WA AR DER 4mE3HY X.509 2348 , tH#59 SubjectPublicKeyInfo (SPKI), # RFC
5280 FATE Lo

% AWS KMS GetPublicKey#ELAFTEH DER 4 #E IR B IEX # KMS Z4AXS #2486
o HEMIE

PRRIETE BN R AV E BT, KA AR AR A A E B E R LA,

BM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
« (HIE ) BRTESIXR

MRIEES R HIX AWS KMS ECDH Z 4T KMS ZEAR T RR , MEAIRCEATRET &4
TR FIA L ENRN T,

Java

T RBIERAEHEAN KMS B4, K4 ANNARMBHE AN L4EIE— AWS KMS ECDH %47
R, WRPIFEAIEsenderPublicKeyZ BUiR MR EEN N, MRETRBELHEANLEA , U
LA AWS KMS IR RE AN L H. EHAFBS AN ZANEIEECC_NIST_P256E
g,

// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey/(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
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.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

2% AWS KMS ECDH A& Il Z 4R35

AR | REMERISE AWS Encryption SDK AISAFERAMNZ4, EERUREXER K BEATER
AN ZREY AWS KMS ECDH KmsPrivateKeyToStaticPublicKey 243k, B2 , &t aJ LAl
# AWS KMS ECDH %I #4A3k , Bl AWS KMS ECDH Z4AH |, Z BRI U REMER , He i
E KMS BN N A EFHEEEEX PR AN EAHETE,

/A Important
R #KmsPublicKeyDiscoveryfiMY M@ FEER , TICEREFMELH , #HHES
FELH.

EF AR INEBEF AL AWS KMS ECDH KmsPublicKeyDiscovery 43 |, HRHENUTE :
« W AHB9 AWS KMS key B

MTARIRE RN B FEFTFR NIST #EZERIE 4k (ECC) KMS F4AXY, KeyUsage KEY_AGREEMENT
o HILEMIE

PRIRIAF AR KMS Z24A 3 AR AR B sl 05T o

BM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
o (&) BINTESIR

MREBIREBIRHEI AWS KMS ECDH BT KMS BAMTERIER , WEH L2 AR &4
FREFFA S ENRN T,

Java

LT RBIIET —1 AWS KMS ECDH RILBAE |, fisk LB KMS ZHAXt, ECC_NIST_P256%&
MBI HEEM KMS X #H kms: GetPublicKey Hl kms: DeriveSharedSecret fXR. 1thZ4AIR
AUBEZEMDER , HPEE KMS BRAN N LA EF#EEEEE XA AR L HEEE,

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
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CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)

.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildex()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()

).build())
.build();
[R%k AES Z4AE0

AWS Encryption SDK R FEFERAEREMRN AES NMBRAENBEBZARRF EZNBER, EFE
R, FERANRPBAME  BREFREEARLER (HSM ) REAEEBEREFRFE. IREFER
HIRFRAH TR B NEBERIEZL , WEERARKR AES B4R,

R4 AES BHARMER AES-GCM ERUREEEN FHHANSEZAXNBERITNER. SMRHE
AES ZHHF REEEE—NEEENR B8N ZEERRPITNEE SRR AES BN , ZFHH
R R MAAREHERAT—FH A

X AES IZEZ4A 5 AES IHZ4H — 2 A AWS Encryption SDK for Python B} , Raw AES Z4AIF &
[EF AWS Encryption SDK for Java f1H#JRawMasterKeyR H 5iZF HigE, JceMasterKey & a] LA
FEA—MXIMMBRE , AEAEESERANTAHMSSIHITHRE, BXEZER , 52H EH
2 SN

ZHRWBAZRMER

HAIMABRARFRE AES B4, ]I AES BN ERALRENZADEZANZABH. XLEFR
NERN, HUBAMEA HIEMBRERLNNEZEENIRAF, BITEWE HSM HBRAEERSEF
EARAREZEERTRRIZREF AES BHMNBRHA BN,

@ Note

DB EBMBHABHERT JceMasterKey # RawMasterKey FIREREF ID ( iR

BF ) %4 IDF .

.NET AWS Encryption SDK #J AWS Encryption SDK for C fl{R 8 KMS aws-kms 4R #9124
WEERE, EOTESXLEENRE AES BAKRRLE RSA BHATHEMA LS =R E,
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https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
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MREBSHEFENZAAMBNRZALAEHE , W B ZANEHENEXEE, NRBEZZHAKLF
MBRABEZANBHAENENERARTNBAGEZEANBRAEN I TETE, XNER—3, B
EZAMBFTHAER , T ERAERRHR,

Blan | AT LAE A ZR4Aan B 228 HSM_01 MZR4AB K AES_256_012 E N R AES Z4AIR, RiEER
ZERARNBB o HE. ERFXEHRIE  EEAEMRNZRATEEE,. BRHBAMMNZHAMRERR
AES 4,

LARRABIRER T tnfal B2 R 38 AES #4H. AESWrappingKey ZERRER BN ZHAM R,

C

EEHRHl{L Raw AES Z4H¥ , AWS Encryption SDK for CiFf#

. aws_cryptosdk_raw_aes_keyring_new()BXxZE Rl , 5SS raw_aes_keyring.co
struct aws_allocator *alloc = aws_default_allocator();
AWS_STATIC_STRING_FROM_LITERAL(wrapping_key_namespace, "HSM_0Q1");
AWS_STATIC_STRING_FROM_LITERAL(wrapping_key_name, "AES_256_012");
struct aws_cryptosdk_keyring *raw_aes_keyring = aws_cryptosdk_raw_aes_keyring_new(

alloc, wrapping_key_namespace, wrapping_key_name, aes_wrapping_key,
wrapping_key_len);
C#/ .NET

E7 AWS Encryption SDK 7 .NET 8|2 R AES 243K |, B
FAmaterialProviders.CreateRawAesKeyring()FAE. BXTEMNRE , FSH raWaes
KeyringExample .cs.

LURRBIERZERT .NET 89 AWS Encryption SDK ARZA 4.x.

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.
// In production, use key material from a secure source.
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https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/raw_aes_keyring.c
https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawAESKeyringExample.cs
https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawAESKeyringExample.cs
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var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring that determines how your data keys are protected.
var createKeyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = aesWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var keyring = materialProviders.CreateRawAesKeyring(createKeyringInput);

JavaScript Browser

X %88 AWS Encryption SDK for JavaScript M API FERERE N2 JRiE. WebCryptoE #iE %
AR Bl , AFEARawAesKeyringWebCrypto.importCryptoKey () FRAZFHAHEF A
WebCrypto G, X AUBRENNMEBAATRRISHN , BAKEETE WebCrypto K,

P2

RE , BEXXHILIRIR AES Z4A | B RawAesKeyringWebCrypto() Fi&. BATIRIER
AMBNKEIEE AES BRE X (“BREH") . BXTENRG , ESH aes_simple.ts ( X5
2% ) » JavaScript

const keyNamespace = 'HSM_01'
const keyName = 'AES_256_012'

const wrappingSuite =
RawAesWrappingSuiteIdentifier.AES256_GCM_IV12_TAG16_NO_PADDING

/* Import the plaintext AES key into the WebCrypto backend. */
const aesWrappingKey = await RawAesKeyringWebCrypto.importCryptoKey(
rawAesKey,
wrappingSuite

)

const rawAesKeyring = new RawAesKeyringWebCrypto({
keyName,
keyNamespace,
wrappingSuite,
aesWrappingKey
b
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https://developer.mozilla.org/en-US/docs/Web/API/Web_Crypto_API
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/aes_simple.ts
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JavaScript Node.js

ZE 1% for Node.js H3L6l{t Raw AES Z4A3F |, 812 1% AWS Encryption SDK for JavaScript 2/
%6l, RawAesKeyringNodefBX4MIBEFZAMENKEIETE AES 8%E % (“BREH" ). &
KREEHRG| , ESH aes_simple.ts (Node.js). JavaScript

const keyName = 'AES_256_012'
const keyNamespace = 'HSM_01'

const wrappingSuite =
RawAesWrappingSuiteIdentifier.AES256_GCM_IV12_TAG16_NO_PADDING

const rawAesKeyring = new RawAesKeyringNode({
keyName,
keyNamespace,
aesWrappingKey,
wrappingSuite,

1)

Java

EE L6t Raw AES Z4RER , AWS Encryption SDK for Javai& fiE
o matProv.CreateRawAesKeyring()

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)

.build();
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

[R28 RSA Z4AR

[R%h RSA ZHANERERHAN RSA AEEZANBAERAN TR FHHBEZARITIEXNFINEM
Rz, BREBRER. FRNERFLEEY  KREREEHREER (HSM ) HEAEEREPRE,
MEEEN RSA ABEEZRA THHEFEZARITNE, BRDEEALDEBANBERARTHEER. £7
BAMILF RSA B R EX Pt Tk,
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https://github.com/aws/aws-encryption-sdk-javascript//blob/master/modules/example-node/src/aes_simple.ts
https://github.com/aws/aws-encryption-sdk-c/blob/master/include/aws/cryptosdk/cipher.h
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MEFBZNRE RSA BEARLANIE —NIENFLAEBANMERHAX, BR , BULUFERANXE
BLBEANRE RSA ZHARMBHRE , HEANEEALEEHNEREE RSA &%Hﬂ‘ﬁﬂﬁi&ﬁo &)
DNEZEFHFRPITEEMERES RSA BHK., MRERNRHE RSA ZATRELAETBHANLEED
BRREETE —1MNZ4EX, HELEIES I AWS Encryption SDK & ERARK BRI HIAEE
Raw RSA Z4Aif, HtESXRUFELRIEFHARETREE —NEHN.

Raw RSA #4AIf 5 RSA EX# N ZH — £ AWS Encryption SDK for Python B , &[EF AWS
Encryption SDK for Java flRawMasterKey I Z A H 52 B#1E, JceMasterKey R aJ LAfE f —FpsE
MmzZHE , AEAMRSEZANEAHMGSANRTHRE, EXELER , BEH BHTHRE .

® Note

R RSA ZARFTZHFIEXNH KMS . MREFEAIEXRNFF RSAKMS Z4 |, EFEARAE
4, .NET AWS Encryption SDK B x FliRZs 3, x AWS Encryption SDK for Java X #F{& A XY
M inE (SYMMETRIC_DEFAULT) S3EXI#: RSA K9% AWS KMS AR, AWS KMS keys
MREFEHATE RSA KMS 40518 Raw RSA ZEAR BIEH T MR , M EE AWS
Encryption SDK & AWS KMS X H# 1T %, BT ER AWS KMS JEXT#E KMS Z4A
MFLEA S H B R4 RSA Z4AFRH, AWS KMS BEZRETEMBREINMBEES. AWS
Encryption SDK

Tj_:':F'*'QE Raw RSA Z4AIRA+ AWS Encryption SDK for C |, & 4IRS EE NN PEM XA K
, WZLZEH C F/RF , MARREIXNHFE. EPHE Raw RSA Z4AIReT JavaScript , 183F
EL—_[ RESHMESIATHS.

A ZERMER

NIFRZATR P RSA BAME , Ris AES ZRRERASREN DB ZRANEABH. XEETRE
EZR, EUANERX HIMENBRERDAINZE SRR, BATEWIE HSM R AEE RS H
EARAGEZHEATHIR RSA ZHX ( REMERH ) NBEHAEN,

(® Note

BB B EERMBHBHERT JceMasterKey M RawMasterKey FIREREF ID ( SRiEMH
=R ) M%4A IDFE.

1 KMS aws-kms %348 AWS Encryption SDK for C REZ4Aa B ZRIE. BAERE AES &
AR 1R RSA ZAM PN HE S AWS Encryption SDK for C A,
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https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
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MREBIWEFTEANBATRMBNRRELTEHE , PEZANEHRENEXREE. NRBERBHALP
MBRABEZANBHAENENERARTNBAGEZEANBRAEN I TETE, XNER—3, B
EZAKRBEARNBRAN , TR ERBRBERHAR.

ZRBRAFHEE RSA NEEH. RSAMEARALRBANTNRNR | NEME R Z AT H RN
MRNZAR B ZANBABHRLIMEE. S0, RREEAIESBHMEZEHE HSM_01 MBEHRER
RSA_2048_06 Ky RSA NEZHAR R RSA BRHARMEBELYE, ERZHE  BEALEESR (B
X ) . HENZARE ZRAMEHEERK RSA ZHH,

EREN
LT A AT NEMEZN RS RSA BAREEERRN , AEEANCEEERENNIESKED

ol
Beo

AWS Encryption SDK XU TEZREN , SBMESHREG. BIER OAEP EXxEN , LHRE
B SHA-256 #) OAEP F1EF SHA-256 EXRM MGF1, Xi#F PKCS1 EREXNETFREHRAME

- 55 SHA-1 #) OAEP M E%H SHA-1 HEZXEMH MGF1

- B4 SHA-1 B SHA-256 M1EH SHA-256 EEF K MGF1

- B SHA-1 #) SHA-384 FlEH SHA-384 EF I MGF1

- B5 SHA-1 #9 SHA-512 1848 SHA-512 HE 7/ MGF1

« PKCS1v1.5 &%

AT RIS T anfalfE | RSA XM LN ERBMAEFH, BEF SHA-256 B9 MGF1 M EF
SHA-256 E##ERXH MGF1 82 F 1 RSA Z4A, RSAPublicKey l RSAPrivateKey ZER X
ERENZAM R,

C

EEP A RSA RIBZEHIR AWS Encryption SDK for C , B
H. aws_cryptosdk_raw_rsa_keyring_new

£ 3% Raw RSA Z4AIRET AWS Encryption SDK for C , HE S REEEEINZHAN
PEM XHHAZR , UZLEN C F/HE , MTRBRIXHE. BEXZTERY , 55H

raw_rsa_keyring.co

struct aws_allocator *alloc = aws_default_allocator();
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https://tools.ietf.org/html/rfc8017#section-7.2
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/raw_rsa_keyring.c
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AWS_STATIC_STRING_FROM_LITERAL(key_namespace, "HSM_01");
AWS_STATIC_STRING_FROM_LITERAL(key_name, "RSA_2048_06");

struct aws_cryptosdk_keyring *rawRsaKeyring = aws_cryptosdk_raw_rsa_keyring_new(

alloc,

key_namespace,

key_name,

private_key_from_pem,
public_key_from_pem,
AWS_CRYPTOSDK_RSA_OAEP_SHA256_MGF1);

C#/.NET

E7£ AWS Encryption SDK B F.NET #9 Raw RSA Z4Afl{L , FERS

7. materialProviders.CreateRawRsaKeyring()BXTEMN A , HSH rawRSA

KeyringExample .cs.

LT RBIERZERT NET 8 AWS Encryption SDK KA 4.x.

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var keyNamespace = "HSM_0Q1";
var keyName = "RSA_2048_06";

// Get public and private keys from PEM files
var publicKey = new

MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new

MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var createRawRsaKeyringInput = new CreateRawRsaKeyringInput
{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey

};

B RSA B4R

113


https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawRSAKeyringExample.cs
https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawRSAKeyringExample.cs

AWS Encryption SDK FERARER

// Create the keyring
var rawRsaKeyring = materialProviders.CreateRawRsaKeyring(createRawRsaKeyringInput);

JavaScript Browser

X %2 88 AWS Encryption SDK for JavaScript I MEFIREVE INZR1E, WebCryptofE f9iE %
ARz, HPEMimportPublicKey () #M/mimportPrivateKey () NRBRAMES A
WebCrypto /G, XA LBREFENWAMERABERLSH , BHEF B RTE WebCrypto B,
SEAFEXRANN R BB EREELRAEERER,

S AZEMBE , A RawRsaKeyringWebCrypto() FESRFILZ4AR, EHHE Raw RSA
ZAAIRRT JavaScript , BEE RS HEMIES I T ;A

BXZTENRA , S H rsa_simple .ts ( X ¥EF ) » JavaScript

const privateKey = await RawRsaKeyringWebCrypto.importPrivateKey(
privateRsaJwKKey
)

const publicKey = await RawRsaKeyringWebCrypto.importPublicKey(
publicRsaJwKKey
)

const keyNamespace = 'HSM_01'
const keyName = 'RSA_2048_06"

const keyring = new RawRsaKeyringWebCrypto({
keyName,
keyNamespace,
publicKey,
privateKey,

1)

JavaScript Node.js

E7 AWS Encryption SDK for JavaScript Node.js F3E5I{L R 18 RSA B4 |, BRI IZKMH
32fjl, RawRsaKeyringNodewrapKey ZHATRELEZEH. unwrapKey ZHATRERLE
B, REMGTLUIEEEIRIERER , {8 RawRsaKeyringNode HiEEHHK AN BT ERINEFTE
o

Eh R RSA Z4AIART JavaScript , B EE Al et S HMIE

][]

KATRE.
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https://developer.mozilla.org/en-US/docs/Web/API/Web_Crypto_API
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/rsa_simple.ts
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BXTENRA , 55 H rsa_simple .ts (Node.js). JavaScript

const keyNamespace = 'HSM_01'
const keyName = 'RSA_2048_06'

const keyring = new RawRsaKeyringNode({ keyName, keyNamespace, rsaPublicKey,
rsaPrivateKey})

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.O0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

FKINTH ECDH A ELE

/A Important

Raw ECDH Z4ATMUE A FARAR 3. B9 x 4 AWS Encryption SDK for Java. % ECDH %
ARREMRIREEEMN 1.5.0 \RARF 5| AW,

Raw ECDH ZAERASRMENHE ML LN FAANKIREEN S 2 AN L ZTTRZH, X, BHK
FERAEEENIGE, W ABZL4R Elliptic Curve Diffie-Hellman (ECDH) B4R E EREHHAZTH
. RRE , RN FERARERARREA TRPEHHRENZZHANHRZBERZ, AWS Encryption
SDK £/ (KDF_CTR_HMAC_SHA384) tE X Z DR ZHANFHAMERKTS NIST X TEHARENE
o

FEAMAERBURE 64 FHNEAME. NBRERNGEAEBANZHAME , AWS Encryption SDK
H 2 NFEHHERNAEZR , FAKE 2 FTENRZTEERA. BEN , WRBHARXRLTESHFHE
EHREREEXFHERREZANAZTOREEN , WRERXK, fl, mREEREES Alice FA
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https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/rsa_simple.ts
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-108r1-upd1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-108r1-upd1.pdf
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£AA Bob AN EAMXN BRI T INE , WIEEA Bob KIFAFAM Alice A HAE B HAM T E HAERE
MAEZANEZTREZN  HEBBERE, R Bob AR E— AWS KMS key Xt , B84 Bob
AT L8 2 AWS KMS ECDH B4R S RiFZ Tz

Raw ECDH B4R EMA AES-GCM EAXIHEZ AN BIERTINE . AREEM AES-GCM ERAIRER £
EOEFANBFEZARITEHME. 81 Raw ECOH AR AgEE —MHZTERH |, BETLE
SEARH R MR ESHRAR — LTS24 Raw ECDH 4.

FBORER., FHENRFPENTES  SFREEHRZEER (HSM) IBABERSED, KAt
ANBZAFNER E2HEME ML, AWS Encryption SDK X33 LA TR B4k L4& -

» ECC_NIST_P256

* ECC_NIST_P384

« ECC_NIST_P512

232 R 18 ECDH &4

Raw ECDH ZAH X1 = B A IR

¥ : RawPrivateKeyToStaticPublicKey, EphemeralPrivateKeyToStaticPublicKey#l, Public
RN ZADIURRE T B URITHEMBFREARZAMBNAE SR,

&

» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

» PublickeyDiscovery

RawPrivateKeyToStaticPublicKey

ffFARawPrivateKeyToStaticPublicKeyZ AN R W EZ AR P BRSHE KA ENFAAFBHA
M 4R, LEEREATH IR K AT AN 2 M R 2 3 HE o

EF AR MBI EIL Raw ECDH RawPrivateKeyToStaticPublicKey B4R | iHREUT
B :

« RHEARFLH

IBATIR S & AR PEM 4REBFA% ( PKCS #8 PrivateKeyInfo £5#9 ) , #1 RFC 5958 HFTE X,
- WHARNLER
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https://tools.ietf.org/html/rfc5958#section-2
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AR E WA AR DER 4mE3HY X.509 2348 , tH#59 SubjectPublicKeyInfo (SPKI), # RFC
5280 FATE Lo

R BHEEIEXN B AU KMS BHRANN LB RN |, LAl BUSEEABERBBAX F A AWSH
o
o« HEAAE

PRREEZ AN R ENT. REANBEANZHEN LAERHEER LN,

BEME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

Java

LAF Java RHIfEFARawPrivateKeyToStaticPublicKeyZ4A MY 2R A B8 AEL B & X & W AL4A
M AN, BANZEPANEIEECC_NIST_P256014 £,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
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)
.build()

).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

EphemeralPrivateKeyToStaticPublicKey

F A Z AR B B EphemeralPrivateKeyToStaticPublicKey 40 TR 7E 4 ith € 22 37 B9 27 4R
X, FASIMBARRE - ME—NWHEZBERA,

LERAMNERREMZER ., EMZFEHZEEphemeralPrivateKeyToStaticPublicKey4A
MIEMZERER , XAEAREEHR KRG AL AN ENZRMEDN, BERE , BALUE
RAHEZAMNEENR ECDOH 4% , ¥ , IREWENAPublicKeyDiscovery4A
&k BIEXNHBAMI KMS X, WA LAF AWS KMS ECDH Z4A 5B A MR — 26
H. KmsPublicKeyDiscovery

EF AR MR EAHEIL Raw ECDH EphemeralPrivateKeyToStaticPublicKey Z4A3K | &
RMELTE

« WHEAR LA

AR AR DER 4E3HY X.509 2348 , tH#59 SubjectPublicKeyInfo (SPKI) , #1 RFC
5280 HFFTE X,

B R EIEXNMB AN KMS BANN L ERH |, L IEEEABERNZAX FH AWSK
o

.« HEHIE
PRREE LA e E B ST

mEZet , ZRREEEHL EQEFTNERAX , AEAFHLANBEEN L2AARRERAENTER
o

BME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
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Java

LA R4 A B2 4R T 2R #9 8 2 — 4 Raw ECDH EphemeralPrivateKeyToStaticPublicKey
FEAR, MBE , BN EIREEECC_NIST_P256 #i4k LAt 6 2 — NIRRT,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildexr()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemeralInput);

}

PublicKeyDiscovery

REZE | REMCERIEE AWS Encryption SDK AJLAERMN 3HEFH, EER/LRESE , EERHE
FHEE X AFLAEA T A LN4AH) ECDH Z4A3R, (B2 , Bt A UAAIE Raw ECDH XKIL&4A3L | Al
Raw ECDH Z4H% , T UBEZEER , HPEERHAN LA SEEEM4ZE LR RE AN L4
MTE, AN RERZEL,
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/A Important
FAZPublicKeyDiscoveryfAMUYRWBZEHER , TiICWIHAEMELH , HEESPE
NN

EFARAMINEEIEIL Raw ECDH PublicKeyDiscovery Z4AF | BRMHUTE :
o WH AR ESTAR

IR AR HWE AR PEM 4RTEBFA%8 ( PKCS #8 PrivateKeyInfo £5%9 ) , #l RFC 5958 HFTE W,
- B

HIREEMAFNMEMEAE, REANBGANZANSLNEEMEER &I,

BEMME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

Java

LA R4 F B2 4R T 2R ¥9 6 2 — 4 Raw ECDH PublicKeyDiscovery B4A3R, WEREATRATLL
BREAMER , HPEERAN LN AEEREEEEXPHRSE AN L EAETE,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key
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.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()

)
.build()
) .build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

BRI SANBRAREHN NS ERAR, SEFHR RH - MRS MERRAERENBASTA
BHZHR, MREERERSNIBHRRL, EEASEZATRNEZREN , HESZHRTNESR
BEBRAHE AN BIEHTHEE

EOZZSERARUMBRIER , EAUF - IBAREENERREZRAR. IEHARARGAF
B, ERRBARERAMBRABEEZR. AR, IEFEARPNAAESERATNEZERE
HEAXHEZR. N TZEZARTHNENERY  SEFARHREAZAN - M NENBRER
H, MRCESEZARNXBEELEXRZHR , WA NHERBERSE , ETRNBELRE, NRE
R E AT 2 KMS A5 , AWS KMS ZHAR AN ERBRHARERFMBANER. RE , BHKE
AWS KMS keys HHIFTE HE4A , AR ZZE AWS KMS AR ME FEAR PN EHERA |, &
FNZ AR AN AR,

fR# et , AWS Encryption SDK E R BARZHBEZEF —MNENBEZR. ZAFRRBESE
ZRRPEENIRFRAAN, RAEEFAZAFHNEAZATUABRZNBENSEZR  LER2UEF
i1

M7 RAFFIR. x , YMBRWEIBEBZBE AWS Key Management Service (AWS KMS) 2488 ( S=E
FHARMERF ) TIZEET , AWS Encryption SDK R4 25K %40 ARN %1% AR FKey IdRE AWS
KMS H1Z%,. AWS KMS key X2 —f AWS KMS REXE , IHRAZEAEFEANIRZHBZM
B BEZA.

EERZERHINENRG , SR

« C : multi_keyring.cpp
« C#/.NET : MultiKeyringExample.cs

« JavaScript Node.js: m ult i_keyring.ts

ZEETT =


https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/multi_keyring.cpp
https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/MultiKeyringExample.cs
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/multi_keyring.ts
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- JavaScript FI¥T8§ : m ulti_keyring.ts

« Java : MultiKeyringExample. java

BOEZERHL , e AEXOLFHHE, BEHROIF , RIEH AWS KMS ZHIAH Raw AES
ZHH , BEAHEMAXENRARASE —NSEAHEP,

C
/* Define an AWS KMS keyring. For details, see string.cpp */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(example_key);
// Define a Raw AES keyring. For details, see raw_aes_keyring.c */
struct aws_cryptosdk_keyring *aes_keyring = aws_cryptosdk_raw_aes_keyring_new(
alloc, wrapping_key_namespace, wrapping_key_name, wrapping_key,
AWS_CRYPTOSDK_AES256);
C#/ .NET

// Define an AWS KMS keyring. For details, see AwsKmsKeyringExample.cs.
var kmsKeyring = materialProviders.CreateAwsKmsKeyring(createKmsKeyringInput);

// Define a Raw AES keyring. For details, see RawAESKeyringExample.cs.
var aesKeyring = materialProviders.CreateRawAesKeyring(createAesKeyringInput);

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

// Define an AWS KMS keyring. For details, see kms_simple.ts.
const kmsKeyring = new KmsKeyringBrowser({ generatorKeyId: exampleKey })

// Define a Raw AES keyring. For details, see aes_simple.ts.
const aesKeyring = new RawAesKeyringWebCrypto({ keyName, keyNamespace,
wrappingSuite, masterKey })

JavaScript Node.js

// Define an AWS KMS keyring. For details, see kms_simple.ts.
const kmsKeyring = new KmsKeyringNode({ generatorKeyId: exampleKey 1})
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// Define a Raw AES keyring. For details, see raw_aes_keyring_node.ts.
const aesKeyring = new RawAesKeyringNode({ keyName, keyNamespace, wrappingSuite,
unencryptedMasterKey })

Java

// Define the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// Define the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

ETROUBRSEZARHAEEHERBZZRR (NRE ), BHRROP , RINQIET —ISEHHR  H
PERARREKET AWS KMS Z4AH , AES ZARRR FEHIR,
C

i CHNZEZATUERKT , BMNIEEREEKRBAR,

struct aws_cryptosdk_keyring *multi_keyring = aws_cryptosdk_multi_keyring_new(alloc,
kms_keyring);

EFFRPARFIMBZERPR S , BEA aws_cryptosdk_multi_keyring_add_child 5
E. BREENFIINBNFEARBA—IREE .

// Add the Raw AES keyring (C only)
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aws_cryptosdk_multi_keyring_add_child(multi_keyring, aes_keyring);

C#/ NET

NET CreateMultiKeyringInput &K ATFEE N EXFZATN FHERAE, £RAE
CreateMultiKeyringInput J&RAAE,

var createMultiKeyringInput = new CreateMultiKeyringInput

{

Generator = kmsKeyring,

ChildKeyrings = new List<IKeyring>() {aesKeyring}
};

var multiKeyring = materialProviders.CreateMultiKeyring(createMultiKeyringInput);

JavaScript Browser

JavaScript Z{i B ETAEMN,., JavaScript ZHEARMERBATFEIEELERBZBHRNZANF
HEAR,

const clientProvider = getClient(KMS, { credentials })

const multiKeyring = new MultiKeyringWebCrypto(generator: kmsKeyring, children:
[aesKeyring]);

JavaScript Node.js

JavaScript ZfARB R T AEN, JavaScript ZHAFWERBAFRIEELERBIERHARNSZANT
=R,

const multiKeyring = new MultiKeyringNode(generator: kmsKeyring, children:
[aesKeyring]);

Java

Java CreateMultiKeyringInput MEEBATEE N EKBEZRANFEHRR. RN
createMultiKeyringInput X RF A,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
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.childKeyrings(Collections.singletonlList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

W, BRTAERALSERARMBENBRZRIET .
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AWS Encryption SDKRIZIES

AWS Encryption SDKEEA T THREBIES. MEESSHFRTEREN. BUUERA —MES Xk
HITME , HEAS —MNMESERHITHEE, ERELTEZIEESARNREG . IR2XHE | XLEY
REEEXREERENETRHTER. A, EMENFEZN , XAEARBTNZARSEHFZHNE
FHRREERF. BXIEFEMFEE |, S @the section called “FHFRAEM",

£

+ AWS Encryption SDK for C

« SEAT NET B9 AWS Encryption SDK
« AWS Encryption SDK for Java

* AWS Encryption SDK for JavaScript

« AWS Encryption SDK for Python
« AWS Encryption SDK @517 R H

AWS Encryption SDK for C

AWS Encryption SDK for CHfER C RENARFHIFARARRH—INEFRNZEE, SRIENSR
HIEIES P K AWS Encryption SDKSEHERY E At

5P AWS Encryption SDK3E#—# , AWS Encryption SDK for C 12 7 & REIERI ThEE, XL
hee BR/EHME, HR S BHRIEMNEIE (AAD) LUIkEZ:, 24 5ARIIANHTNRAELE
%, MEEHHAREMEZMN 256 i AES-GCM,

FTBE S B ER AWS Encryption SDKSRIIMEBTEN EREME. Bl , BRILIER AWS
Encryption SDK for C IN&##E , HEREAZENIES EMEEREE , @1 AWS Encryption CLI,

AWS Encryption SDK for C 3Rk AWS SDK for C++ 5 AWS Key Management Service ( AWS
KMS ) #1TRE., NYEFEATERN AWS KMS R4t , THEEFMAZIE, B2, AWS
Encryption SDKREE AWS KMS SIEME M AWS RS

THRES

« BXxfEMA AWS Encryption SDK for C w2 iFHER , B2 C =fl. GitHub L aws-encryption-
sdk-c 174 FEE P 89 7RI LA B AWS Encryption SDK for C APl 344,
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https://github.com/aws/aws-encryption-sdk-c/tree/master/examples
https://aws.github.io/aws-encryption-sdk-c/html/
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- BxuAERA AWS Encryption SDK for C tNZETELUE AT AEZ AN AWS XiF T HBZRHITL
BESH AWS Z21EE K How to decrypt ciphertexts in multiple regions with the AWS Encryption
SDK in C,

£

« Z% AWS Encryption SDK for C
« f£f AWS Encryption SDK for C
« AWS Encryption SDK for C 7Rl

Z % AWS Encryption SDK for C

B HMRAH AWS Encryption SDK for Co

Wit

@ Note

AWS Encryption SDK for C 2.0.0 Z BIEIFT B MA G4 F L I M &,

B LA £ M AWS Encryption SDK for C fRZS 2.0.x RESRAEHM AZITRAE , TEEXK
FARBEHBTE. BR , BAE 2.0x FEIATHWZLIE , TRAEHRE. EM 1.7.x ZBTHIR
AEHE 2.0x REBRAK , BAEFEFHE AWS Encryption SDK for C BRFTHRA 1.x, BXit
MER , S M T8 AWS Encryption SDK,

& T LAE aws-encryption-sdk-c fZf& B README X4 B2 EMH¥E AWS Encryption SDK for
C Wi¥4HiieA, HASFETE Amazon Linux, Ubuntu, macOS F1 Windows ¥ & L3 1THE K587,

Fazul , BEREREBEME AWS Encryption SDK H{EH AWS KMS Z4AHR, tNREFER AWS
KMS 4R , MIFEER K AWS SDK for C++, BEEH AWS SDK FEEE AWS Key Management
Service (AWS KMS ) #1TR B, H&FEH AWS KMS #4ARAET , AWS Encryption SDK £/ AWS
KMS & R H R A TR EHNBIEN INZEZ4,

MREEANREMBRARER | fIMRELE AES AR, R RSA BHRHAEE AWS KMS F4H
BN SEAH , WIEFRE AWS SDK for C++, BR , EARMRBARKEN , EFELERFART B
CHRBERZH.

BXNABREEFHNZRARRBNEEBESR |, FSH the section called “WEIERZ4AIR,

MRBEREFBEIRA |, BTE aws-encryption-sdk-c 174 E A 12 33 7)1 = 6 A Ut T B9 1E 4T
R ek,
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https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://github.com/aws/aws-encryption-sdk-c/
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£ AWS Encryption SDK for C
REBNE T EHMERESEZREDP T ZIFHN —LAWS Encryption SDK for CTh&E,

AF5 9 RGBT an{a A AWS Encryption SDK for C i< 2.0.x RE B R, BxEHRHHMRA
BRI , B1E GitHub £ aws-encryption-sdk-c 174# E K Releases 53k A B & R AN,

BXEHA AWS Encryption SDK for C fmiEMFHE LS , 21 C =fl. GitHub £ aws-encryption-
sdk-c F4 FE R 9 R BIBA K% AWS Encryption SDK for C API 343,

ZESH  FABHAKN
ES1]

« MNEMBEBRBIEAVER
« BIHUH

bz M g2 ARV IR

FEEEFAWS Encryption SDK for CBY , BRARLTEHNER : I —NMNEHR , QB —NMEAZRE
fAIRHN CMM |, BIE—NMEMAZ CMM ( MIZAHR ) WaiE , RARLEBIZLE.

1. IR RF R

EC T C++ KBHPIAA aws_cryptosdk_load_error_strings() AL, ZAEMEXT R
FEEEANERER,

BRFZRER IR, HITE main FEFEA,

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

2. BIRZAR,

FAZATNZHREZHNIRZAREZ . HRAIFER®T— AWS KMS key B AWS KMS
BN | BETUERE RN ZRARKLE,

E 7 AWS Encryption SDK for C By IR AR HHRIR AWS KMS key , iBHEEZ ARN 3
% ARN, EBZBRZARH , BLTEARE ARN, BEXEFEAFEE , 55 £ AWS KMS 4ARE
AWS KMS keys F112 51,
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const char * KEY_ARN = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
struct aws_cryptosdk_keyring *kms_keyring =

Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(KEY_ARN);

3. QIR

FEAWS Encryption SDK for CH |, BEALTE MB —RAXHERBE —FBEIHE , MAERE
Ko 2FEBMEEIE LY HEARE,

FRDE . FHAKRFMERX ( AWS_CRYPTOSDK_ENCRYPT = AWS_CRYPTOSDK_DECRYPT ) Bti&
2iF, MRFEFXLEER , BFEH aws_cryptosdk_session_reset Hi%,

EEAZRATCE2TER , AWS Encryption SDK for C B#h 812 —/NERIAIMZE M R EE 2R
(CMM ) , BEFORE, EFPIERZINR.

g, UTEEAIESFUARESR 1 FEXWERHAR. EmEHdEe , #xX0
AWS_CRYPTOSDK_ENCRYPT,

struct aws_cryptosdk_session * session =
aws_cryptosdk_session_new_from_keyring_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
kms_keyring);

4. DN AR B BAE

ERELFEPNEIE , A aws_cryptosdk_session_process Fik. MRBMAZFX
BER , ALFRENAX , A RRMBEEAXEB K, JUERBNNEXTF , WA SEHA
aws_cryptosdk_session_process_full, A , MR FELERREIE , BT UERRE
H aws_cryptosdk_session_process., BRI , ESH file_streaming.cpp ~Hl. AWS
Encryption SDK hixZs 1.9.x M 2.2.x 5| AT aws_cryptosdk_session_process_full,

FERENMBREN , AXFRERBA , BEXFRERAHH, plaintext FREESENE
HEE , ciphertext FEBIZWINE 75 AR EIRY INZHYH 2o

/* Encrypting data */
aws_cryptosdk_session_process_full(session,
ciphertext,
ciphertext_buffer_size,
&ciphertext_length,
plaintext,
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plaintext_length)

FLERENBERREN , BXFRERBA L BAXFRERAE L. ciphertext ZREBEMES
EREAINZRGES |, plaintext FERBEWEER 75 RR B8 IOHE S

EMZHIE , BHHA aws_cryptosdk_session_process_full Ji%,

/* Decrypting data */
aws_cryptosdk_session_process_full(session,
plaintext,
plaintext_buffer_size,
&plaintext_length,
ciphertext,
ciphertext_length)

5IAITH

ATHILERFRR , EEATENABENRE , FSLBREAXENNEIH. BN , ATRSERA it
Ko AFRTEERHET ML RESHNT A,
BREA-—IMATFHRGUBINRE , RUYKMBLKIKBGTRENZFHRBEIA , WFAR :

- BN, flw , ERARATGELE
« MNMEMBEES (CMM) |, Hln, EAKINCMM BB EHEEL CMM
- BIEEAEE , flW, FRARHATRNEFCREF CMM

BRIEFFEXN FHRETRIMMNEIA , BN, EUNERBRINREILNBERN FHRNEIA. EHHERX
WRE , FBHEXNFNROERSIA, ZEXNBREAETZFENEFXNEINRNEIA , T2ENRRE
FRHY 51 A s B A 7R o

FBRARBHNECHABUIRNFNRNEIA, BEFATEENZFRXTESNENEANRBEIA, W
REZHHFAITESRE—INR (FIW0 , aws_cryptosdk_caching_cmm_new_from_keyring
FERMBSEPHWERIACMM ) |, ZREFAIEGNEBEZNKREE S| AN SIEMYERIRE,

HEUTREIF , #EAZATGELER , 2EFRENZATN I AAREFZEIA , B
IER2ENL, MRTIFERFNBHARNEMSIA , BN EEE M EIER
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aws_cryptosdk_keyring_release FZEBREZHRIN R, ZHEFRDZHAFNSI AT, £/
F aws_cryptosdk_session_destroy AMHHAER |, FRBAENFHAKFNEIA,

// The session gets a reference to the keyring.
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_ENCRYPT, keyring);

// After you create a session with a keyring, release the reference to the keyring
object.
aws_cryptosdk_keyring_release(keyring);

NTFEEFRNES (HlW , FHAREEATZANREFRECMM REEEELZEN ) , BUEERE
MIZMNRWBIMS| I H, MBR2XE , FAEMNANEA release F& , MEEARBFERAXENRE , BRT
HBRAFUN , RERBRKEIA,

HEERZA CMM (HIMABTHREZAEFNET CMM ) i, XH5|AitBEAEER. NEFH
ZHRRPLIREF CMM B |, &7 CMM FEREIF M NRNEIF. BRIFEGFEEAXL CMM #ITH
fibfEss , BN, BALECIRERF CMM BUHBRRNEFNZATNRMEIRA, Re , £EAZEF
CMM B2 &iERY , WA IR &EF CMM RY51 A

FER , BT BRANEHABEENXNRIEI M. FEGENXR (Flw, FEHEEF CMM BRI
A CMM ) RH1ZFEEER,

/ Create the caching CMM from a cache and a keyring.

struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(allocator, cache, kms_keyring, NULL, 60,
AWS_TIMESTAMP_SECS);

// Release your references to the cache and the keyring.
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);

// Create a session with the caching CMM.
struct aws_cryptosdk_session *session = aws_cryptosdk_session_new_from_cmm_2(allocator,

AWS_CRYPTOSDK_ENCRYPT, caching_cmm);

// Release your references to the caching CMM.
aws_cryptosdk_cmm_release(caching_cmm);

M ococ
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aws_cryptosdk_session_destroy(session);

AWS Encryption SDK for C 7Rl
LARRBI5EBR T 204l 6E FHAWS Encryption SDK for CHIl % # f2 Z 83E.

AT RGIEIR T i EARA 2.0.x RESMRAH AWS Encryption SDK for C. B FHIMR
RERHI , ETE GitHub £ aws-encryption-sdk-c 171 ) Releases 33k R EIIEH R AN,

£ R M EAWS Encryption SDK for CAY , 1 examples F B FHEE LT R0 F1 H b 7RI 49 R
R, ARFNNEXERBUAREES build BFH., BHAILE GitHub £ aws-encryption-sdk-c
A EW examples F B FH R EIBHIRRA

ES}
« DNEMER TR

123 ) % 28 7 1°F =R
LAUR R BE T anfal 68 FIAWS Encryption SDK for CINBR 2R FRF &8,

ZRHIEE AWS KMS Z4AEE | X2 —F7E AWS Key Management Service ( AWS KMS ) Hi{E A
AWS KMS key 4% B EIEZHHAT HFTMBENZAR. ZRF3FEA C++ RENKE, £H AWS
KMS Z4AERET , AWS Encryption SDK for C & AWS SDK for C++ XA AWS KMS, IR &
AHRTE AWS KMS XREMZHIS , Hlan/RIRE AES Z4A3R. [RIBH RSA BRI TETE AWS
KMS Z4AIRH Z 245 |, MIAFEE AWS SDK for C++,

BHXBIE AWS KMS key HI#EBY |, 5 (AWS Key Management Service FF X A RIER) FR 612
4. BRFRNR AWS KMS Z4AIRHEY AWS KMS keys BI#EBD | 5510 £ AWS KMS £ARLE AWS
KMS keys 1R3!,

5 HERNABRS : string.cpp

£
. MBFHE
. BETHE

kA S

ZROINE—ZoERAER— AWS KMS key B AWS KMS Z4ARLUINZR A X F/HF 8,
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5

145, MBHRFRH,

£ C = C++ RIBAAMA aws_cryptosdk_load_error_strings() Hi&. ZAEMEX i
FEBANBERER,

BRAFERMA IR, BIINE main FEPFA.

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

SR 2 1 WERAR.

BlE—NATINEN AWS KMS BRH, ZREIPHZEAREE T — AWS KMS key , BRI
7 AWS KMS Z4AIRELE 2> AWS KMS keys , B3FEFRE AWS X MAFREKFFH AWS KMS
keyso

E 7 AWS Encryption SDK for C By N Z AR HHRIR AWS KMS key , iBHEEZ ARN 3l
% ARN, EBBRZATH , BLTEAZE ARN, BXEFEAFEE , 555 £ AWS KMS 4ARE
AWS KMS keys F1i2 51,

£ AWS KMS 4B 2B AWS KMS keys H1iR 5l

EBIEEFZN AWS KMS keys HIZ4AIRET | BT BUEE A F AR A iR 8E XEIEZ4A K AWS
KMS key , AR —48 1% #8 [2 B8R SCERIE 22 57 W9 BTG BfF 0 AWS KMS keys. EiZRBIF , BNIEEE
2 AWS KMS keyo

HE1T1ZAEzE , B ROIZEH ARN ERAER ARN,

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

F|3: HESE,

ERSERR. BEXREFNBHARCR - 21,

BN EMEE—FEL : AT NZR AWS_CRYPTOSDK_ENCRYPT = H
TR AWS_CRYPTOSDK_DECRYPT, EEXMELFNER |, BFEH
aws_cryptosdk_session_reset A%,

ayt]|
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EEAZHTGE-IM2EE , EUUAERZTRTESREN G ERBNBATRNEIM. Z2E
EEREAHNRENBARNROEIH. EHERZLSEFN , FRENZATT2EXNRNEIA, X
MEAURF AR TR IERFMRE , FHEEEAXNRESFERR,

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_ENCRYPT,
kms_keyring);

/* When you add the keyring to the session, release the keyring object */
aws_cryptosdk_keyring_release(kms_keyring);

HE|4 REME LT

NE L TXRESNFNBREMLT HHRIENKIE. NREEMZNREHRTMNE LT, AWS
Encryption SDKFF MBS X[ MNE L TXHERTEX , R FEZMERNE LTS @B
2. EAMBEETXRWERN , BN —T&RESXE , BWUERHNE LT

B, tI - NEENB L TXFRAENRER.

/* Allocate a hash table for the encryption context */
int set_up_enc_ctx(struct aws_allocator *alloc, struct aws_hash_table *my_enc_ctx)

// Create encryption context strings
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_keyl, "Example");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_valuel, "String");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_key2, "Company");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_value2, "MyCryptoCorp");

// Put the key-value pairs in the hash table
aws_hash_table_put(my_enc_ctx, enc_ctx_keyl, (void *)enc_ctx_valuel, &was_created)
aws_hash_table_put(my_enc_ctx, enc_ctx_key2, (void *)enc_ctx_value2, &was_created)

RESERME ETXHAIEEH, AE , £ aws_cryptosdk_enc_ctx_clone ERENFIMNE
FTXEHBLEF, BNBIARREE my_enc_ctx F , MEEBRZRERFERILZE,

NEZELETXRLSEN—82 , IFAREZLQERERBNSH. XUTRIEXNEENEN2ERER
MEME LT, MESXEASEEERERMBEANES LR,

struct aws_hash_table *session_enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr_mut(session);
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aws_cryptosdk_enc_ctx_clone(alloc, session_enc_ctx, my_enc_ctx)

\

HI|S5 : MBRFHF,

EMZRAXFERE , B aws_cryptosdk_session_process_full FEMERMBZER
Mg, tbJ3ETE AWS Encryption SDK MRAS 1.9.x # 2.2.x #5| A , TERIEEFMZ MBI
ite BERESEREE , HEBRSPEA aws_cryptosdk_session_process,

MER , AXFRARMAFR  BEXFERAMHFR, LEZHGE , ciphertext_output FERE
EMEREE , HPEREEREX., MENBBEZHANME LT, ZALBLIERATEAXEN
RIZIES MY AWS Encryption SDKEARZRIZ INZRH B,

/* Gets the length of the plaintext that the session processed */
size_t ciphertext_len_output;
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(session,
ciphertext_output,
ciphertext_buf_sz_output,
&ciphertext_len_output,
plaintext_input,
plaintext_len_input)) {
aws_cryptosdk_session_destroy(session);
return 8;

FI]6 : FEKF,
RE—SRHERSE , 81X CMM FMBAFN 5| A,
BEOTUREESEEEFAEEHREZHANAN CMM NS ERBEFTHR , INB/MEEMES |
MTAREBRLE, EFASFEHRHTHE , BMFEMA aws_cryptosdk_session_reset FEFER
By AWS_CRYPTOSDK_DECRYPT,

fR 2 TR ER

KRBINE =B RINTERRFHRBEXNMBE S’ ITHRE,

TR MBBRFHS,

£ C = C++ RIBHF A aws_cryptosdk_load_error_strings() Fi&. ZFEMEI AR
IEBANERER.

BREFEZPER IR, HITE main FEFEA,
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/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

HIR 2 BB,

R AWS KMS R EIER | BEE£ AR AP REKINEEE . Decrypt APl F4&%F AWS
KMS key fER %I A. R , AWS KMS @3 EINZETE R AWS KMS key X B 3G# TR, T
i , AWS Encryption SDK R FEREMBZEFBEZITIEEEEF AWS KMS keys B AWS KMS Z4A
528

EFEN , BUURE—MEETEATHREMZEEEN AWS KMS keys B4R, Hlm , &a
EEEUNE—NMNERR , eNEEENELAPNREACRERN AWS KMS key. FRIEHITE#E
ZEASLSD , BN , AWS Encryption SDK TR fEH AWS KMS key, MMRZF X TEQITESE
FAERMNZAT P AWS KMS keys BBEMBZNBIEZH ( BT REAZATPHEM[ AWS
KMS keys tNEZEEMBIEZL , B FAF TRNEABHAIRFH AWS KMS keys #HITHRE ) |, %
(RN

NERZZEARIEE AWS KMS key B, BAIERAEZH ARN. 518 ARN X A 1E I Z AR
FEA, BXRIRR AWS KMS Z4ATRF ) AWS KMS keys BIREBD | 1§25 £ AWS KMS 4 REE
AWS KMS keys FiR 51,

Eiznplp , BIEE-MBAR , ZZARKEE TR TNEZFEMHEE AWS KMS key, HiE
TiZABZE , FFROIZSR ARN B8 EH ARN,

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

F]|3: HIESE,

FEAPERMNBHACNE—I2FE,. EREBRZLTE , BEMH AWS_CRYPTOSDK_DECRYPT #E=
BaiE,

EEAZATE-IM2ER , EUUAERZTRTIEGREN T ERBNBZATNEIH. Z2E
EERABARENBARNRNEIA , EERZLEN , FEBRRSENZAR, X5 AR
FERB TR IERAEMRE , A EEERNRERFERRK,

struct aws_cryptosdk_session *session =
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aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT,
kms_keyring);

/* When you add the keyring to the session, release the keyring object */
aws_cryptosdk_keyring_release(kms_keyring);

S|4 BERFHFR,

EMBRFHE , BFEH aws_cryptosdk_session_process_full FEMNBEER THREZENS
W&o WA ETE AWS Encryption SDK RS 1.9.x M 2.2.x 5| A , TRIERERIMBRFBEZRMIKIT
ELBERBE , BEBAPEA aws_cryptosdk_session_process,

RN BXFRABAZR , BXEREMHEFR, ciphertext_input ZBREEMEF ER
B MEZEE, REEKE , plaintext_output FERREESHAX ( BEREW ) ZHFH,

size_t plaintext_len_output;

if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(session,

plaintext_output,
plaintext_buf_sz_output,
&plaintext_len_output,
ciphertext_input,
ciphertext_len_input)) {

aws_cryptosdk_session_destroy(session);

return 13;

HE 5 WUEME T X

EFWAXEGHMNEZE LT (ATHRFBEENLTX ) B88ENEE SN REHEMME LT, KER
EETXARESTNNREN , BN MEH L EEER (CMM) B LA 1% E B 8 32 4L A i1 2
LA EXN.

FEAWS Encryption SDK for CH , BFEEEHRZNERMBZELTX , AAEZF LA TESTREMN
MBEERTEMZELTN., B2 , EHREACERH , BNRZEBRRIER T #5580
BETXHIEMBEAME LT XHHORREREX,

B, RASETRFROAREH, ZEFRIEATHERBHENME LT3

const struct aws_hash_table *session_enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr(session);
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ARE , BRI MERESN my_enc_ctx BHERFHUMZE LT, BiIEATHZEN
session_enc_ctx BMERBEATFTMEN my_enc_ctx BHERFHAEREX ., MERBRDEMA
Z4  IBPAEETENE , WELLEHHEHEIRES,

for (struct aws_hash_iter iter = aws_hash_iter_begin(my_enc_ctx); !
aws_hash_iter_done(&iter);

aws_hash_iter_next(&iter)) {

struct aws_hash_element *session_enc_ctx_kv_pair;

aws_hash_table_find(session_enc_ctx, iter.element.key,
&session_enc_ctx_kv_pair)

if (!session_enc_ctx_kv_pair ||
laws_string_eq(
(struct aws_string *)iter.element.value, (struct aws_string
*)session_enc_ctx_kv_pair->value)) {
fprintf(stderr, "Wrong encryption context!\n");
abort();

HI6 | FEAE

WIEZE L TXfE , IERSE , REA2E, NMRFEEFEERE , BER

aws_cryptosdk_session_reset 15,

aws_cryptosdk_session_destroy(session);

ERAT .NET 89 AWS Encryption SDK

EHATF NET B AWS Encryption SDK B FTEFmMEE , EATEA C# MHEHM NET REESHEE
NARFHFEAR. B Windows, macOS H Linux EZxX#,

AWS Encryption SDK Wi E RIEEE T2 U ERE, BNREEERT NET B AWS
Encryption SDK MRS 4.x REALERINZE LT CMM MEEHE , WReeERERT .NET 8 AWS
Encryption SDK K7 4.x 2% AWS Encryption SDK for Java fIRZA 3.x # 1T %
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® Note

BT NET #9 AWS Encryption SDK fxZx 4.0.0 f®® 7 AWS Encryption SDK SEEMB. H
bt , AR 4.0.0 NZKEEREEBREAT NET 89 AWS Encryption SDK iRZ 4.0.0 , RES
RA# TS, EAHAMRREESHLTENERITHRE,

EATF NET AWS Encryption SDK BIhRZS 4.0.1 £3& AWS Encryption SDK ;HEHBE AH
B, HAUSHMREESIINERE, RIAMERT , B2 4.0.1 AT BUEEARZ 4.0.0 INZHH
B, BNREFEEZHMA 4.0.0 INFHHEE , MATLHEE NetV4_0_0_RetryPolicy &
MRMAEILEFEFRIEEUXEEE, BXEZEER |, H3H GitHub L aws-encryption-sdk-dafny
EEEFRR v4.0.1 K17,

EATF NET 8 AWS Encryption SDK 5 AWS Encryption SDK Y E b F LR TRE S M TR 24
'T:

. FEERBEBAEE

(® Note

EAT NET B AWS Encryption SDK iRZA 4.x XEHAWS KMSHEZ4AH , X_2—#MEH
M BERIFRIRS R,

- FXEFRBIE
« RBEAT NET 8 AWS Encryption SDK B B & 12 5 4% IR R
« EZ AWS SDK for NET

EATF NET 8 AWS Encryption SDK ‘&#& AWS Encryption SDK EfiE S XMRAK 2.0x UARES
RAH S| ANMELEIIEE. B2, MREFEHAERAT NET 89 AWS Encryption SDK f#ZH AWS
Encryption SDK HAt1iE S35 M 2.0 x ZBIARAMBNHE , BAIRESEREREBE. BXFHAE
B | BESR Wiz E S0 & R R

EATF .NET #9 AWS Encryption SDK & Dafny # AWS Encryption SDK B97=4] , & T EX K RIEE
S, B AEGENE. FUERAKEURISENHIERE, ERNEBEARINGEEREMENERPHE
AWS Encryption SDK ZheeHI

THES
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- BXiIHEALM{AIIE AWS Encryption SDK AELEIRTT ( HlMNEERAEEZEHN. REMBHIFEZRAM
EH AWS KMS Z X124 ) WAl , S BL& AWS Encryption SDK,

- BXEMAERT NET 9 AWS Encryption SDK #{THEZHFMEER , BSH GitHub aws-
encryption-sdk-dafny FE#EH aws-encryption-sdk-net B o

FH

« REFEHAT NET B AWS Encryption SDK

- FiREA T .NET # AWS Encryption SDK

« SEATF NET B AWS Encryption SDK F#) AWS KMS 4R
o BRAE 4x FRBFENMEBELTX

- SEAT .NET B9 AWS Encryption SDK R4l

ZEFEAT NET 89 AWS Encryption SDK

BT NET #9 AWS Encryption SDK 7£ NuGet F4ER AWS.Cryptography.EncryptionSDK
BFaOR#t, BXTENEEEAT NET 9 AWS Encryption SDK i 4ER , S H aws-
encryption-sdk-net Ff&E+HH README.md X4,

MR 3.x

ERTF NET 89 AWS Encryption SDK 7 3.x £ Windows F{X % # .NET Framework
4.5.2-4.8, EEMBEXHNRERSEFIZE NET Core 3.0+ M NET 5.0 RESMA,

MR 4.x

EATF NET B AWS Encryption SDK W2 4.x %3 .NET 6.0 1 .NET Framework net48 & E & hi
,

BNESR R BER AWS Key Management Service ( AWS KMS ) #4f , AT .NET # AWS Encryption
SDK &% E AWS SDK for .NET, HE NuGet BEFa2— %%, B2 , BRIFEMEA AWS KMS E4
ANEAT .NET #9 AWS Encryption SDK FEE AWS Ik, AWS EiEH 5FM AWS RF KR E,
MEHBIRE AWS K/ , S & AWS Encryption SDK 5 AWS KMS &£ M.

@i 5EAF .NET 89 AWS Encryption SDK

EHATF NET B AWS Encryption SDK T4 REMBE. EATF .NET #9 AWS Encryption SDK RE S
ERFEHEE , BT SERHEKRIER,

RRMEE 140


https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/
https://www.nuget.org/packages/AWS.Cryptography.EncryptionSDK
https://github.com/aws/aws-encryption-sdk-dafny/tree/mainline/AwsEncryptionSDK/runtimes/net/#readme

AWS Encryption SDK FERARER

N T HEE#ITIER 1577,14\7& AWS SDK for NET # /35 Fl B&i2%IheE. AWS SDK for .NET H#Y
BEFMEIREE AT UEBEX 5 AWS SDK for NET IV IRFER T NET B AWS Encryption
SDK H AR, BX AWS SDK for NET HERIZRMAE) , 58 (AWS SDK for .NET
Developer Guide) FH# AWSLogging. ( EEFZE™ , EREIT Open to view .NET Framework
content 7. )

FEAT NET 89 AWS Encryption SDK FHJ AWS KMS Z4AER

EATF .NET #9 AWS Encryption SDK FREIEZAR AWS KMS R RE—N KMS %, BREREEE
—/N AWS KMS & , MEZRBER I KMS B4 AWS XiF Bl E & i

EEA-IMHSNEERZEACE AWS KMS ZHK |, BEASERHAR. AT NET B AWS
Encryption SDK E— MF#RZEZHHE , HEE— 1B AWS KMS 4 ; BE - MrgEZEE
R, HEE—PEIMAZFEREENRAR, REREAREERERAZSERAR T ECEFEEA
IR, MEATF .NET B9 AWS Encryption SDK X #iZ K.

EATF NET B9 AWS Encryption SDK AFTEHEEAH ( 23E AWS KMS Z X4 ) =RHUERN R
RN L BRI,

fFlan |, BEEH— AWS KMS Z4A 812 AWS KMS Z4A3F |, ATLAEA CreateAwsKmsKeyring() /&
o

Version 3.x

TR RGIERZERTF NET 8 AWS Encryption SDK XA 3.x H B EEERHAN X1Z 62N AWS
KMS % F i,

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object

var kmsKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

1
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// Create the keyring
var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);

Version 4.x

LR RBIERZERT NET 89 AWS Encryption SDK iR 4.x I EEIEEZHANXEEIE AWS
KMS & i

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object
var createKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = kmsAzn

};

// Create the keyring
var kmsKeyring = mpl.CreateAwsKmsKeyring(createKeyringInput);

EFEA—NEZ AWS KMS Z4A 01 Z4AIF |, 5 A CreateAwsKmsMultiKeyring() A&, 1tk
TOIERAB N AWS KMS 246, EIEE KMS %48 , B{XEA Generator ¥, EEHM KMS Z4A
# KmsKeyIds 8N &S,

LERARWMATEE AWS KMS EFit, $8& , AWS Encryption SDK £ f B4R Y KMS Z4A
RTWEXFHIRIA AWS KMS B F ik, Hla0, 2RH Generator ZHUEFRRK KMS AN TXE
FEER (BERM ) XiF (us-west-2) , AWS Encryption SDK & H us-west-2 X |ZEERIA AWS
KMS &F ik, MREEHEN AWS KMS &F i , B A CreateAwskmsKeyring() Fi%o

TR RGIEAZERTF NET 8 AWS Encryption SDK k4 4.x 1 CreateAwsKmsKeyring() 538
EM AWS KMS & Fif.

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());
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string generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
List<string> additionalKeys = new List<string> { "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321" };

// Instantiate the keyring input object
var createEncryptKeyringInput = new CreateAwsKmsMultiKeyringInput

{

Generator = generatorKey,
KmsKeyIds additionalKeys

};

var kmsEncryptKeyring =
materialProviders.CreateAwsKmsMultiKeyring(createEncryptKeyringInput);

EATF .NET B9 AWS Encryption SDK A 4.x Z#FERAXI#RINZE (SYMMETRIC_DEFAULT) SRIEXI#R
RSA KMS #4789 AWS KMS Z4RR, ERIEXNFR RSA KMS Z4ASIER AWS KMS B REETE
—NEEAX,

EFAIETFR RSA AWS KMS AR BITINE , BAEE kms:GenerateDataKey 5 kms:Encrypt ,
AN EQEZBERNAIIEEEATMEN LAEZAME, FRALKBARHRITNENTXBREM
AWS KMS., EfEAIEXTR RSA AWS KMS ZEAR#1THEE |, BFEE kms:Decrypt R,

E oI RSA AWS KMS BT |, B FURER B 3EXN R RSA KMS ZHAN A B RANLEES
ARN., NBEZHAXHRA PEM HwiB. BT RAIEREX 7R RSA BEAXI 62 AWS KMS ZHH IR,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var publicKey = new MemoryStream(Encoding.UTF8.GetBytes(AWS KMS RSA public key));

// Instantiate the keyring input object
var createKeyringInput = new CreateAwsKmsRsaKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = AWS KMS RSA private key ARN,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
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// Create the keyring
var kmsRsaKeyring = mpl.CreateAwsKmsRsaKeyring(createKeyringInput);

MRS 4. x RAERNER ETX

f&BERA T .NET # AWS Encryption SDK RS 4.x , & LAE A4 FEH N LT CMM ENFE
ERERRHEMB LT, B ETXR-AFNEREX . N LT XEMES X ED NEZL K
B OUAERECRAEARNNE L TXHREFR, FAXENMEZELTX CMM &, TEE—1NEi%
NAENMBLTNER (VENEH )  XEBAXNSEEMENENFEZBRAP,

(@ Note

FrEER N £ X CMM REES AWS Encryption SDK for Java BIARZA 3.x B, MAHE
FHMERIESINERE. WREFEAMENMNE ETX CMM IMEZEHIE , WREEFER
AWS Encryption SDK for Java BJhRA 3.x , SEA T .NET B9 AWS Encryption SDK k7K 4.x
HATRRE,

nZzet , AWS Encryption SDK BiIFFTESLENMZ L T X HARBEEELREENME LT
1, AWS Encryption SDK X#&IEEMNINEZE L T X#HTER. REIMEZHNBEXNTFILHU
BSO8R 1708 7 N IR IR B 49 N 25 08 B ARk

REN , MIOMRHEERRMEFZHWMEREXNWNE LT X, AWS Encryption SDK £ f It h0 %%
T XMEEENZEENAPHNRBENRERSENRREFIEENFREBMZE LT, R AWS
Encryption SDK TZERZRBMF LT, NFBRBRELN,. MREZRENBEXN S SERERINAT
TR, WELEREBEMEEE ., SRENBEXN XA SNZNIEENHERE.

/A Important
FHFAZREENE LT XPARERALEENE. S4B EEZNBREEEAREZEAR

HXIN{E, RETEEVNMERSR , NI EEZNEHEE

LT REIERASENMNE L TX CMM #1351t AWS KMS 2483,

var encryptionContext = new Dictionary<string, string>()

{

{"encryption", "context"},
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{"is not", "secret"},

{"but adds", "useful metadata"},

{"that can help you", "be confident that"},

{"the data you are handling", "is what you think it is"}

i

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

// Instantiate the keyring input object
var createKeyringInput = new CreateAwsKmsKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = kmsKey
I

// Create the keyring
var kmsKeyring = mpl.CreateAwsKmsKeyring(createKeyringInput);

var createCMMInput = new CreateRequiredEncryptionContextCMMInput

{
UnderlyingCMM = mpl.CreateDefaultCryptographicMaterialsManager(new

CreateDefaultCryptographicMaterialsManagerInput{Keyring = kmsKeyring}),

// If you pass in a keyring but no underlying cmm, it will result in a failure
because only cmm is supported.

RequiredEncryptionContextKeys = new List<string>(encryptionContext.Keys)

};

// Create the required encryption context CMM
var requiredEcCMM = mpl.CreateRequiredEncryptionContextCMM(createCMMInput);

MRIEER AWS KMS Z483F |, @A F .NET B AWS Encryption SDK &£/ i % £ T XEZHIR
1§/ AWS KMS B RSB IE SRR

FERAT .NET 8 AWS Encryption SDK R4l

LA RBIER T SEFEAERA T NET 89 AWS Encryption SDK # {TRERHMERANEREBER, B4
mE , BALEAIL AWS Encryption SDK MM RHRMHERFE. RE , BARABNAEZE , BER
BHLE SZ B ER AN R, X541E AWS SDK for NET F{E AN EBERIEFHELL

BXULBAW{AITE AWS Encryption SDK FEL BRI ( flINIEER AELZEN. REMBHEZHANE
A AWS KMS ZXE%4R ) WRBl , 525 EE AWS Encryption SDK,
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BAXRERERT NET # AWS Encryption SDK #{TRIZENE ZRHI , iES 5 GitHub aws-
encryption-sdk-dafny & aws-encryption-sdk-net B ZHH R,

nZERTF NET B89 AWS Encryption SDK H I 33E
WRGIEER T HENBFNERER, LRAFERZ AWS KMS & ZFRFNWEIRZHA MR/ N X4,
$B 1 E£Hl{t AWS Encryption SDK A RHRIEREFE,

B 32611t AWS Encryption SDK M #Hgiti2FE. & EHA AWS Encryption SDK 75 7E
MEMBZHE, SEEAMBREERFETN S ZUEZHR , BANEERLE AR B
o

£5EA T .NET B9 AWS Encryption SDK KR4S 3.x Fl 4.x 1 , AWS Encryption SDK F#f £H2 72
FENEFtAXNEFRMAE. EATF NET 8 AWS Encryption SDK XA 3.x f 4.x WL RFIES
AR,

Version 3.x

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders(
Version 4.x

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

HR 2 NEARCBBANR.

BONBRARCES EZEENNAMANRE, HlI , R CreateAwsKmsKeyring() it
ATR , FHRIZE CreateAwsKmsKeyringInput FEEIEHI,

REGBATNMARBELENZEEZY |, B KmsKeyId SHIEENEN KMS BRI N £ KRR
He HERFMERTHRENZNBIERH.

AN REETERAT KMS Z41 AWS X5 #) AWS KMS ZF i, E8IE AWS KMS B |, i&
£ AWS SDK for .NET #354i{t, AmazonKeyManagementServiceClient 3, HAAFRHSEHHN
AmazonKeyManagementServiceClient() WEERBSLIBZEFRIAEN T K,
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FEXEAT .NET #9 AWS Encryption SDK #1THIZH AWS KMS Z4A3R e | &0 BUE A 2 4A

ID. %48 ARN., BIB&BF 5B ARN KRR KMS 47, £ THRZR AWS KMS B4R | &
MIEF 4] ARN #RIRE KMS 24, MRZBITXESEFEANBZRARHTHEE |, HEZEH ARN
FREFA TRTE KMS 48,

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object
var kmsKeyringInput = new CreateAwsKmsKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

};
S 3 BRI,

EORZAR  FEAZHATAANRBEABAR G L, WRHGIEM CreateAwsKmsKeyring()
FE, RIERF - KMS ZH,

var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);
H|A: EXME LT

% £ T 32 AWS Encryption SDK tNZREHRH — PN ALEERZIBWNEAN TR, BAIUAEN —
N SN IENZRER

® Note

f&BEA T NET #9 AWS Encryption SDK fRZx 4.x , BRI AE A S ER 1% £ T3X CMM
EFREMZEERPERREMMNE T,

// Define the encryption context
var encryptionContext = new Dictionary<string, string>()
{
{"purpose", "test"}
};
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SRS QIEATINEA AT R,

F£i8MA Encrypt() FE2H , HRIZ EncryptInput X6,

string plaintext = File.ReadAllText("C:\\Documents\\CryptoTest\\TestFile.txt");

// Define the encrypt input
var encryptInput = new EncryptInput

{

Plaintext = plaintext,

Keyring = keyring,

EncryptionContext = encryptionContext
};

iggl% 6 : jJ[]r&hu\EHIo
%8 AWS Encryption SDK B Encrypt() % , EAEE L RA INERA X,

Encrypt() FJERER EncryptOutput @A TFREUNEZER (Ciphertext), MBLETX
MEEZEHN G L,

var encryptOutput = encryptionSdk.Encrypt(encryptInput);

HR|T  REUNBHEER.

FEAT NET 89 AWS Encryption SDK H#J Decrypt() FEXMA EncryptOutput SEH4I#Y
Ciphertext B 5,

EncryptOutput JIHH Ciphertext RARMEEE , HABEANR , P TEMBLRIE.
MEBFEHANTHE , SENE LT, EARKNELZEEHMNBES , B UFHIERSG
Decrypt () FZELERE A,

var encryptedMessage = encryptOutput.Ciphertext;

£5EATF NET #9 AWS Encryption SDK =& T iR 3

FRREWEEER THRZHENENR | 2R N ™HER. AWS Encryption SDK {R £ A I8 &
AR PEEN KMS ZHRBENEXF, BEZATRPNBRALNELEEL —MNEHRENER.

RGBT EAEAT NET 8 AWS Encryption SDK = #ER THTEZHELRER,
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S 1 : L6t AWS Encryption SDK M#RHEHEFE,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

HR 2 NEATUBRAN R

ERNFRRAEEESH , FREBEANR, EAT NET 89 AWS Encryption SDK I ENE 4
BREEEENNBMAN R, BT RGIER CreateAwsKmsKeyring() FEBIERAR , Hit4
AL CreateAwsKmsKeyringInput 3£,

EREEERD , BUREMEHA ARN IR KVMS B4,

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object

var kmsKeyringInput = new CreateAwsKmsKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn
i

SR 3 IERBAHK,

BRI EMBZA |, WRHGIER CreateAwsKmsKeyring() B EMBZARBE AT R,
var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);

TER4 . ERATHRENH AR,
ER Decrypt() FEBEBBMANR , BXHI{t DecryptInput 3K,

DecryptInput() MWEERHKH Ciphertext ZHFEE Encrypt() FERER EncryptOutput
JER Ciphertext M A. Ciphertext BM&RTRMEEE , HPIEMERE. MEBREEHR
# AWS Encryption SDK %255 8 Fr & T R,

EBISE AT .NET B9 AWS Encryption SDK iR 4.x , e BAEA A% EncryptionContext %k
}EXE Decrypt() HERME LT
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£/ EncryptionContext Z¥HRIEMBENFEANMNE L TXRESEEATHBME X FHIN
BETXH, MREERANRTIENELES (HIMBRINEEEH ) , W AWS Encryption SDK
£E@MNEETXHRMNBEN , SHEBFEE,

var encryptedMessage = encryptOutput.Ciphertext;

var decryptInput = new DecryptInput

{

Ciphertext = encryptedMessage,

Keyring = keyring,

EncryptionContext = encryptionContext // OPTIONAL
};

Y

I’R5: BENEXF,

%)

var decryptOutput = encryptionSdk.Decrypt(decryptInput);
FIR 6 WIEMNE £ T3 - fRAS 3.x

EATF NET 8 AWS Encryption SDK ixZA 3.x B9 Decrypt() FEAFEEMR LT, E&MM
FHENTHREFRINBE L TXE, BER , ERESMFEAAX ] , REHERRU R THZM
BRYZHNE L T EFSEEEMZRAN NS T3,

RiFMFNEANNFE LTV REEEEATHRENBRNEZNNFE LT XH, MREFEANRTE
BHEEES (HIMERINEEEH ) , W AWS Encryption SDK 2@ %3 £ T XHFRMBEX |, &2
ERFEZE,

// Verify the encryption context
string contextKey = "purpose";
string contextValue = "test";

if (!decryptOutput.EncryptionContext.TryGetValue(contextKey, out var
decryptContextValue)
| | !'decryptContextValue.Equals(contextValue))

throw new Exception("Encryption context does not match expected values");
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FAEAT .NET B89 AWS Encryption SDK H#Y Discovery Z4A IR TR 2R

& LUR RIS A KMS B4R ZR4ATR , AWS KMS Discovery Z4A3F |, Mk ER FHEZH KMS
#4f, Discovery Z4AIL fo¥F AWS Encryption SDK f# F{ERIFT E 3 1T B KMS Z4ARBREIE |
BiRRAAXRRERANREBENR, FARESE , BFMEAIRFERY , FAUERN KMS B4R
NIEED XEHE AWS K- %40,

EAT NET B AWS Encryption SDK 12t 7 —/NEZH Discovery Z4HF , HEE—/ AWS KMS
B ; BB — Discovery ZEZHHAN , FEELRIBE—NHZN AWS Xif, &/ imH X519 R &7
ATF@EMEEEN KMS 4. ANEZERRNH AN REGZEZVURMN KA FESHS.

AT RBIGEA T A AWS KMS Discovery 28R RN & B I ik Sk 4+ B B SR VAR K o

S 1 : £Hl{t AWS Encryption SDK M#RHEHREFE,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

HR 2 NERARCBRAANR.

ENFRRRFEEESH , BRBRAXNR. EAT NET 8 AWS Encryption SDK HH SN Z4H
REZEEENNAANR, AT REER CreateAwsKmsDiscoveryKeyring() FESIER
3R, At &M AESIE CreateAwsKmsDiscoveryKeyringInput 2,

List<string> accounts = new List<string> { "111122223333" };

var discoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),
DiscoveryFilter = new DiscoveryFilter()

{

AccountIds = accounts,
Partition = "aws"

};
S} 3 BIEREA,

EREMERZANL |, ROIFER CreateAwsKmsDiscoveryKeyring() A EMZR AR AN
Ko
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var discoveryKeyring =
materialProviders.CreateAwsKmsDiscoveryKeyring(discoveryKeyringInput);

SR 4 EATHEZNHANR,

EH Decrypt() FEBIBBMANR , i5EHI{t DecryptInput 3, Ciphertext SHMENRN
Encrypt() F3ERER EncryptOutput X KM Ciphertext KA.

EBhEA T NET #9 AWS Encryption SDK iRZA 4.x , BA[LAEA A% EncryptionContext 2
B Decrypt () AZEMMNE LT X,

£/ EncryptionContext Z¥HRIEMBENFEANMNE L TXREIEEATHEBME X FHN
BETXH, MIREEANRTEENELEN (HIMBINEEEHS ) , W AWS Encryption SDK
2EME L TXHRMBEX  SEHFEE,

var ciphertext = encryptOutput.Ciphertext;

var decryptInput = new DecryptInput

{

Ciphertext = ciphertext,

Keyring = discoveryKeyring,

EncryptionContext = encryptionContext // OPTIONAL
};

var decryptOutput = encryptionSdk.Decrypt(decryptInput);

S5 BWUEMER E T - iRA 3.x

ERATF NET 8 AWS Encryption SDK fxZ 3.x B9 Decrypt() J75% Decrypt() NAZEEMR L
TX. EAMMFEHENTHERREMZE L TXE. B2 , FRENFEAANZH , REBER
WA THRENBEXFHMNE L TYXRERSELEMZFRMANME LT,

BIEMBERNEANNE L TN REEEESATHRENBEXFNMZEL TP, NMREFHNET
ZXEWNELEN (HIWMERINEXEHR ) , W) AWS Encryption SDK £ @I MNZE £ T XHRMBER ,
BERFEE,

// Verify the encryption context
string contextKey = "purpose";
string contextValue = "test";
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if (!decryptOutput.EncryptionContext.TryGetValue(contextKey, out var
decryptContextValue)
|| 'decryptContextValue.Equals(contextValue))

throw new Exception("Encryption context does not match expected values");

AWS Encryption SDK for Java

KEBNE T AL EFEFHAWS Encryption SDK for Java. BxfEARENIFEMESEAWS
Encryption SDK for Java , 525 E#aws-encryption-sdk-javafZi& & GitHub, Bx API X1 |, i§5
3% A F AWS Encryption SDK for Java B9 Javadoc.

F

L&

. BIESRH

aa
=]

+ AWS KMSE H A4 &B AWS Encryption SDK for Java
s IXMRPMEHNMBELTX
« AWS Encryption SDK for Java =4l

W
b

IR S
£ ZFEAWS Encryption SDK for JavaZ 81 , BHRFRBE R T LREH.
Java FF &R 35

WEEMFH Java 8 HESMA, 7 Oracle Mtk |, 3% Java SE T , RE T H L% Java SE
Development Kit (JDK),

MREA Oracle JDK , BB T 8 H L% Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction Policy Files,

Bouncy Castle

AWS Encryption SDK for JavafE Ef£ A Bouncy Castle,

« AWS Encryption SDK for Java 1.6.1 ME & R4 A Bouncy Castle X INZX Kt 17 SIl{L
RFEFIt, Ea LA Bouncy Castle 5 Bouncy Castle FIPS LUBRIZER, BXRLZEMNEE
Bouncy Castle FIPS #9#58h , 55 # BC FIPS X4 , AERAFERMEZ LXK PDF,
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https://github.com/aws/aws-encryption-sdk-java/
https://aws.github.io/aws-encryption-sdk-java/
https://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
https://www.bouncycastle.org/java.html
https://www.bouncycastle.org/fips_faq.html
https://www.bouncycastle.org/documentation.html
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- BHIRRASHYAWS Encryption SDK for Javaff ] Bouncy Castle B9 Java tn# APl, {X3E FIPS
Bouncy Castle 2 ZEXK,

WM ER3% A Bouncy Castle , i3 %] Bouncy Castle & HTIRAU THEEM JDK J R IREEF X
. {RATLABER Apache Mav en 3RER#R . Bouncy Castle $21it% ( beprov-ext-jdk15 on ) Ky f# 85
=% Bouncy Castle FIPS #9258 ( be-fips ) o

AWS SDK for Java

W< 3, HA x AWS Encryption SDK for Java FZAWS SDK for Java 2.x , BIfER R EAAWS
KMS£A R,

RAR 2, x SHEFMRAAWS Encryption SDK for Java® % ZAWS SDK for Java, B2 , AWS SDK
for Java FUFF AWS Key Management Service ( AWS KMS ) AEEXZ4AREREF. M AWS
Encryption SDK for Java fRZs 2.4.0 FF#8 , AWS Encryption SDK for Java [B#Y X AWS SDK
for Java R4S 1.x f1 2.xo AWS SDK for Java 1.x 1 2.x 8 AWS Encryption SDK X3 7] B #24E,
flan | &0 LAGE A S AWS SDK for Java 1.x B9 AWS Encryption SDK X nZ##E , REEH
% AWS SDK for Java 2.x IREBXT H#1THEE ( R 2R ) - AWS Encryption SDK for Java
2.4.0 Z BT MR AN 23 AWS SDK for Java 1.xo BXEHEH AWS Encryption SDK FRZAKIE
B, 55/ % AWS Encryption SDK,

$F AWS Encryption SDK for Java fX#8 M AWS SDK for Java 1.x E#H E| AWS SDK for Java 2.x
Bt , ™ AWS SDK for Java 1.x #X$ AWSKMS # OB 5| AE# A AWS SDK for Java 2.x 3t
KmsClient # O35 H. AWS Encryption SDK for Java X% KmsAsyncClient $# 0, Bt
EFHARBENAERA kmssdkv2 S B ZE AP H AWS KMS XN SR , A2 kms A 2=,

EZ % AWS SDK for Java , &M Apache Maven,
« S AE/NAWS SDK for JavalAMERKEITN , IEFE pom. xml XHPITHBHITEH,

- ENANEAT AWS SDK for Java 1.x Ff#J AWS KMS #ERBIZ MBI |, FRBIEESEERN
YRR ITIRYE , HF artifactId iR &N aws-java-sdk-kms,

« ENRNFEAT AWS SDK for Java 2.x Y AWS KMS #E3R 81 MBI |, iHRBIEE S EERN
W EAH 1TIRME, N groupId iR BN software.amazon.awssdk , 3§ artifactId i&EXR
kms,

BXEZENR , iH55H (AWS SDK for Java 2.x Developer Guide) HHJ What's different between
the AWS SDK for Java 1.x and 2.x,

{AWS Encryption SDK FF & AR 188) AH Java R~BIEHA AWS SDK for Java 2.x.
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https://bouncycastle.org/latest_releases.html
https://maven.apache.org/
https://mvnrepository.com/artifact/org.bouncycastle/bcprov-ext-jdk15on
https://mvnrepository.com/artifact/org.bouncycastle/bc-fips
https://mvnrepository.com/artifact/org.bouncycastle/bc-fips
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/kms/package-summary.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/kms/package-summary.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/kms/KmsAsyncClient.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration-whats-different.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration-whats-different.html
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W
P

FRIFRAH AWS Encryption SDK for Java,

Wt

® Note

2.0.0 AWS Encryption SDK for Java 2 BI# Fi B R4 #4k TiZB E& . end-of-support

e AL 2 AWS Encryption SDK for Java fRZ 2.0.x RESMAEHTNEIFRAE , £F
FHEMARBEREE. BR , RAR2.0x F5IATHNZEUEE , FTAEHRS. EMN1.7.x ZH
HMRAEFHE 2.0x RESRA , BAEE#FHE AWS Encryption SDK SFTARA 1.x. BXFH
£8 , S HEE8 AWS Encryption SDK,

BRI LUEE LA 3£ & % AWS Encryption SDK for Java.
FHHN

EREAWS Encryption SDK for Java , &5, T #aws-encryption-sdk-java GitHub1##FF
& Apache Maven

AWS Encryption SDK for Java=i&Jd Apache Maven 11 , HFEBFUTRBIUE Lo

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-encryption-sdk-java</artifactId>
<version>3.0.0</version>

</dependency>

EREHHEAEAIEER , BAEEFEBREEHPH RG] Java K58 , REFTFH J avadoc, GitHub

AWS KMSEH & &E AWS Encryption SDK for Java

k7 3, x AWS Encryption SDK for Java £ A Z AR #ITETNE ., PHELRAWS KMSELHIFR
AWS Encryption SDK for JavaEE—/ KMS %41, BAFEFTE—N AWS KMS B iR , LUEREE
BH KMS Z4AM AWS XiF Bl B & F .

EFEA NS NEBEZHYE AWS KMS 43 |, BHFERAZEFHH. AWS Encryption SDK for
JavaE —MEHM Z B4R |, AT —NHSMNAWS KMSE4R |, &8 — MrERNZ B4R | ATt —
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https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://github.com/aws/aws-encryption-sdk-java/
https://maven.apache.org/
https://aws.github.io/aws-encryption-sdk-java/
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-envelope-encryption
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NS M ALZFRBENARE, " EREFAEERFEASBARGERQURMAPTENARE | #4]
AWS Encryption SDK for JavaXx X fh ki,

NFrE LR B (BiEZXE%4 ) AWS Encryption SDK for JavaiR i E s #Y % 40 b B A 2 B34
N, AWS KMS

flan | EFEA—MNAWS KMSERBIBAWS KMSE4AIR |, AJLAfEACreateAwsKmsKeyring()] /&
o

// Instantiate the AWS Encryption SDK and material providers

final AwsCrypto crypto = AwsCrypto.builder().build();

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create the keyring

CreateAwsKmsKeyringInput kmsKeyringInput = CreateAwsKmsKeyringInput.builder()
.kmsKeyId(keyArn)
.kmsClient(KmsClient.create())
.build();

IKeyring kmsKeyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);

EFA—IHZN AWS KMS ZRAIE R4 |, i5F A CreateAwsKmsMultiKeyring() Ao
LERBIEARAN KMS %41, EIEE KMS Z4 , B{XUEMA generator 2, BEHM KMS K
msKeyIds 8N AES .

LERARHMATEE AWS KMS EFit. $8&X , AWS Encryption SDK £ f i B4R Y KMS % 4A
RTHEXFHIMIA AWS KMS B F i, Hla0, 2RH Generator ZHEFRRK KMS BN TXE
FEER (BERM ) Xig (us-west-2) , AWS Encryption SDK & H us-west-2 XiZa|ZEERIA AWS
KMS &F ik, MREEHEN AWS KMS &F i , B A CreateAwskmsKeyring() Hi%o.

// Instantiate the AWS Encryption SDK and material providers

final AwsCrypto crypto = AwsCrypto.builder().build();

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

String generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
List<String> additionalKey = Collections.singletonList("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");
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// Create the keyring
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(generatorkKey)
.kmsKeyIds(additionalKey)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

AWS Encryption SDK for JavaX #FEAX # N2 (SYMMETRIC_DEFAULT) SIEXI#R RSA KMS %
AWS KMSHRHIZ AR, AWS KMSTE A IEXI R RSA KMS ZASIEN B4R REB S —NEHX,

EFAIENFR RSA AWS KMS Z4AKB TR |, BAEE kms: GenerateDataKey 3 kms: E ncrypt |
ENEEZAANAAEEERTMEN AR . E£AKEATRETMENTXEAEM AWS
KMS, ZfEAEXH RSA AWS KMS ZARBITHEE , BFEE kms:Decrypt R,

E 6 E I RSA AWS KMS BT |, B FURER B 3EXN R RSA KMS ZHAN A BRANLEES
ARN., NBEZHAUHRA PEM HwiB. BT RAIERSEX R RSA B 62 AWS KMS ZH IR,

// Instantiate the AWS Encryption SDK and material providers
final AwsCrypto crypto = AwsCrypto.builder()

// Specify algorithmSuite without asymmetric signing here

//

// ALG_AES_128_GCM_IV12_TAG16_NO_KDF("0x0014"),

// ALG_AES_192_GCM_IV12_TAG16_NO_KDF("0x0046"),

// ALG_AES_256_GCM_IV12_TAG16_NO_KDF("0x0078"),

// ALG_AES_128_GCM_IV12_TAG16_HKDF_SHA256("0x0114"),

// ALG_AES_192_GCM_IV12_TAG16_HKDF_SHA256("0x0146"),

// ALG_AES_256_GCM_IV12_TAG16_HKDF_SHA256("0x0178")

.withEncryptionAlgorithm(CryptoAlgorithm.ALG_AES_256_GCM_IV12_ TAG16_HKDF_SHA256)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a KMS RSA keyring.
// This keyring takes in:

// - kmsClient
// - kmsKeyId: Must be an ARN representing an asymmetric RSA KMS key
// - publicKey: A ByteBuffer of a UTF-8 encoded PEM file representing the public

// key for the key passed into kmsKeyId
// encryptionAlgorithm: Must be either RSAES_OAEP_SHA_256 or RSAES_OAEP_SHA_1
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsaKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

3X RFLFENINE LT X

ERRA 3, x FAWS Encryption SDK for Java , 2] LAEAFFER INZE £ X CMM £ tnZ g e+
ERMBELTX, MELTXR—AFNBRBEN., MBLTXUMZELSRNPERMBHORIE , UEE
EFAEENNBLTXHREFTE, FALXENMELTX CMM B, ATBUEE — NSRS N LEH N
FTXH (XENEH )  XERPAXNTEEFMENBENBEZEAG,

® Note

PRI ETX CMM REEERZA 4 BE#4E. .NET AWS Encryption SDK B xo E8E
FAEMERIES S ERE, WREEAMENMNE L TX CMM MEZELIE , M REEER
WA 3 XS EH#ITHERE, AWS Encryption SDK for Javasihk4s 4 9 xo .NET AWS Encryption
SDK B X,

nZ et , AWS Encryption SDK RUFFIE X FEMINE L TXHARBLEEEIEENMNE LT XX
B, AWS Encryption SDK MEIEENMNZE L T X#HTER. REIMEZRNBEXNT2FIH
XX FHEEMNZRERERMNEZE S WAL,

@, XM BRHIERRMEZANFMERENAME LT, AWS Encryption SDK £ 1tk in%
TR XHMEEENZEERLATFHNREENREREZENFRERIBENRBMNZR LT, R AWS
Encryption SDK T2 B2 REMNEZE E T, MR RERK, MRERENBEN I EETEBOFT
TEP  WEEMBMZEE ., SRENBEXNXASNZERIEENEE,

/A Important

FHFAEREENE L TR AMERHERENE, S4MREGERZNBIREARZRHAR
HWNE. MRELTZEIMEZRHR , WL EHEZNEER.
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https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-encryption-context
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FRARER

BT RBIER L FERINE LT X CMM #1516 AWS KMS Z4RER,

// Instantiate the AWS Encryption SDK
final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Create your encryption context

final Map<String, String> encryptionContext = new HashMap<>();
encryptionContext.put("encryption", "context");

encryptionContext.put("is not", "secret");

encryptionContext.put("but adds", "useful metadata");
encryptionContext.put("that can help you", "be confident that");
encryptionContext.put("the data you are handling", "is what you think it is");

// Create a list of required encryption contexts
final List<String> requiredEncryptionContextKeys = Arrays.aslList("encryption",
"context");

// Create the keyring

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsKeyringInput keyringInput = CreateAwsKmsKeyringInput.builder()

.kmsKeyId(keyAzrn)
.kmsClient(KmsClient.create())
.build();
IKeyring kmsKeyring = materialProviders.CreateAwsKmsKeyring(keyringInput);

// Create the required encryption context CMM
ICryptographicMaterialsManager cmm =
materialProviders.CreateDefaultCryptographicMaterialsManager(
CreateDefaultCryptographicMaterialsManagerInput.buildex()
.keyring(kmsKeyring)
.build()
);
ICryptographicMaterialsManager requiredCMM =
materialProviders.CreateRequiredEncryptionContextCMM(
CreateRequiredEncryptionContextCMMInput.buildex()
.requiredEncryptionContextKeys(requiredEncryptionContextKeys)
.underlyingCMM(cmm)
.build()
);

MHERME LT X CMM
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AWS Encryption SDK for Java R4l

AT R BIER T an4a £ FAWS Encryption SDK for JavailZ M EZ AR, X LRI A T 204al 5 F A
K3, x REERAKAWS Encryption SDK for Java. 4% 3, EH x AWS Encryption SDK for Java
FEZAREEFBRNBHAR., BXEARHREANRE , 7 Laws-encryption-sdk-javaiz i &
B b 2 51| 3= P 3% B SRV BR AR GitHub.

ES}
o« DNERME R TR ER
- MENBEZFTR

- EAZEATNENFERZFTR

bz g2 7 AT ER

DTRRGIEERRT WAERARAE 3. ATMEMBZFRFERN xo AWS Encryption SDK for Javaft
FRFREZE , BREHERAIFTTHRAE,

L RBIE A BAWS KMSERER, EFAZAWS KMS4AIAINZRET |, AT LAME R ZR4A ID. %48 ARN, 3IH
HAIE ARN KiR5I KMS 240, fEHet , HAEEH 4 ARN KiR5| KMS %48,

@A encryptData() FER , BIREMZAEE (CryptoResult) , HREEZRX, MENEE
FEHUARINE £ X, X CryptoResult X¥REA getResult B , BIREINZEKEEH base-64
BN FRBMRE | B UNHEZES decryptData() FiE.

E# , @A decryptData() & , HIREHK CryptoResult X REBEHIEE N AWS KMS key
D, ERARFREBAXZHE , FRIEMEZEEFH AWS KMS key ID M ETXRERTHH ID
METI,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoResult;

import software.amazon.cryptography.materialproviders.IKeyring;

import software.amazon.cryptography.materialproviders.MaterialProviders;

import
software.amazon.cryptography.materialproviders.model.CreateAwsKmsMultiKeyringInput;
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import software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Collections;

import java.util.Map;

/**
* Encrypts and then decrypts data using an AWS KMS Keyring.

*

* <p>Arguments:

* <ol>
* <li>Key ARN: For help finding the Amazon Resource Name (ARN) of your AWS KMS
customer master

X key (CMK), see 'Viewing Keys' at

& http://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html
* </ol>

*/

public class BasicEncryptionKeyringExample {

private static final byte[] EXAMPLE_DATA = "Hello
World".getBytes(StandardCharsets.UTF_8);

public static void main(final String[] args) {
final String keyArn = args[Q];

encryptAndDecryptWithKeyring(keyArn);
}

public static void encryptAndDecryptWithKeyring(final String keyArn) {

// 1. Instantiate the SDK

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces

// that the client will only decrypt encrypted messages that were created with a
committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

final AwsCrypto crypto =

AwsCrypto.buildex()
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.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder().generator(keyArn).build();
final IKeyring kmsKeyring =
materialProviders.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create an encryption context

// We recommend using an encryption context whenever possible

// to protect integrity. This sample uses placeholder values.

// For more information see:

// blogs.aws.amazon.com/security/post/Tx2LZ6WBJJANTNW/How-to-Protect-the-Integrity-
of-Your-Encrypted-Data-by-Using-AWS-Key-Management

final Map<String, String> encryptionContext =

Collections.singletonMap("ExampleContextKey", "ExampleContextValue");

// 4. Encrypt the data

final CryptoResult<byte[], ?> encryptResult =
crypto.encryptData(kmsKeyring, EXAMPLE_DATA, encryptionContext);

final byte[] ciphertext = encryptResult.getResult();

// 5. Decrypt the data
final CryptoResult<byte[], ?> decryptResult =
crypto.decryptData(
kmsKeyring,
ciphertext,
// Verify that the encryption context in the result contains the
// encryption context supplied to the encryptData method
encryptionContext);

// 6. Verify that the decrypted plaintext matches the original plaintext
assert Arrays.equals(decryptResult.getResult(), EXAMPLE_DATA);
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MBEMERFTTR

LARRBIERT I 62 AWS Encryption SDKINZ R Z F 55 Fo

L RBIE R R G AES B,

n#ed |, RBIER AwsCrypto.builder() .withEncryptionAlgorithm()
FEEETTHFEENELEN. BN , NERMEBXFREE , WREIEA
createUnsignedMessageDecryptingStream() Ft, MREBFFERFZIENERI , N
ZcreateUnsignedMessageDecryptingStream( )5 3E4F kM,

MRBERARANELEN (BEBRFER ) #ITINE |, XA createDecryptingStream() B,
MR —NRBIFF R,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoAlgorithm;

import com.amazonaws.encryptionsdk.CryptoInputStream;

import com.amazonaws.encryptionsdk.jce.JceMasterKey;

import com.amazonaws.util.IOUtils;

import software.amazon.cryptography.materialproviders.IKeyring;

import software.amazon.cryptography.materialproviders.MaterialProviders;

import software.amazon.cryptography.materialproviders.model.AesWrappingAlg;

import software.amazon.cryptography.materialproviders.model.CreateRawAesKeyringInput;
import software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

import java.io.FileInputStream;

import java.io.FileOutputStream;

import java.io.IOException;

import java.nio.ByteBuffer;

import java.security.SecureRandom;
import java.util.Collections;

import java.util.Map;

import javax.crypto.SecretKey;

import javax.crypto.spec.SecretKeySpec;

/**
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* <p>

* Encrypts and then decrypts a file under a random key.

* <p>

* Arguments:

* <ol>

* <li>Name of file containing plaintext data to encrypt
* </ol>

* <p>

* This program demonstrates using a standard Java {@link SecretKey} object as a {e@link

IKeyring} to
* encrypt and decrypt streaming data.
*/
public class FileStreamingKeyringExample {
private static String srcFile;

public static void main(String[] args) throws IOException {
srcFile = args[0];

// In this example, we generate a random key. In practice,
// you would get a key from an existing store
SecretKey cryptoKey = retrieveEncryptionKey();

// Create a Raw Aes Keyring using the random key and an AES-GCM encryption
algorithm
final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawAesKeyringInput keyringInput =
CreateRawAesKeyringInput.builder()
.wrappingKey(ByteBuffer.wrap(cryptoKey.getEncoded()))
.keyNamespace("Example")
.keyName (""RandomKey")
.wrappingAlg(AesWrappingAlg.ALG_AES128_GCM_IV12_TAGl6)
.build();
IKeyring keyring = materialProviders.CreateRawAesKeyring(keyringInput);

// Instantiate the SDK.

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces
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// that the client will only decrypt encrypted messages that were created with
a committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

// This example encrypts with an algorithm suite that doesn't include signing
for faster decryption,

// since this use case assumes that the contexts that encrypt and decrypt are
equally trusted.

final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)

.withEncryptionAlgorithm(CryptoAlgorithm.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY)
.build();

// Create an encryption context to identify the ciphertext
Map<String, String> context = Collections.singletonMap("Example",
"FileStreaming");

// Because the file might be too large to load into memory, we stream the data,
instead of

//loading it all at once.

FileInputStream in = new FileInputStream(srcFile);

CryptoInputStream<JQceMasterKey> encryptingStream =
crypto.createEncryptingStream(keyring, in, context);

FileOutputStream out = new FileOutputStream(srcFile + ".encrypted");
IO0Utils.copy(encryptingStream, out);

encryptingStream.close();

out.close();

// Decrypt the file. Verify the encryption context before returning the
plaintext.

// Since the data was encrypted using an unsigned algorithm suite, use the
recommended

// createUnsignedMessageDecryptingStream method, which only accepts unsigned
messages.

in = new FileInputStream(srcFile + ".encrypted");

CryptoInputStream<JceMasterKey> decryptingStream =
crypto.createUnsignedMessageDecryptingStream(keyring, in);

// Does it contain the expected encryption context?
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if
(!"FileStreaming".equals(decryptingStream.getCryptoResult().getEncryptionContext().get("Exampl
{

throw new IllegalStateException("Bad encryption context");

// Write the plaintext data to disk.

out = new FileOutputStream(srcFile + ".decrypted");
IO0Utils.copy(decryptingStream, out);
decryptingStream.close();

out.close();

/**
* In practice, this key would be saved in a secure location.
* For this demo, we generate a new random key for each operation.
*/
private static SecretKey retrieveEncryptionKey() {
SecureRandom rnd = new SecureRandom();
byte[] rawKey = new byte[16]; // 128 bits
rnd.nextBytes(rawKey);
return new SecretKeySpec(rawKey, "AES");

ERZBRARMENBERFZ TR

LA 74505 B 2N 5 % 234 AWS Encryption SDKIR—2 A, EFEAZSEZPARNBERER | HE
EFRARPHNEESEZAT TN KIEH THRE, LRAIEAAWS KMSEEIAH Ra w RSA 4R
ER FEHH,

RBIERIERFZEEMNNEEZEHH#ITNE, #TRAERE , AWS Encryption SDK SETE
HRER, RIIRFERLHNRBAN, NTHEELZRIEZHERAX , WRHISEHAX , F#8
REBZNBIESTRESFEEA#ME

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;
import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;
import com.amazonaws.encryptionsdk.CryptoOutputStream;
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import com.amazonaws.util.IOUtils;
import software.amazon.cryptography.materialproviders.
import software.amazon.cryptography.materialproviders.

import

software.amazon.cryptography.materialproviders.model.

import
import
import
import

import
import
import
import
import
import
import
import
import

/**
* <p>

* Encr

* <p>

software.amazon.cryptography.materialproviders.
software.amazon.cryptography.materialproviders.
software.amazon.cryptography.materialproviders.
software.amazon.cryptography.materialproviders.

java
java
java
java

java.
java.

ypts

.io.ByteArrayInputStream;
.10.ByteArrayOQutputStream;
.io0.FileInputStream;
.io.FileOutputStream;
java.
java.
java.

nio.ByteBuffer;
security.GeneralSecurityException;
security.KeyPair;
security.KeyPairGenerator;
util.Collections;

IKeyring;
MaterialProviders;

CreateAwsKmsMultiKeyringInput;
model.CreateMultiKeyringInput;
model.CreateRawRsaKeyringInput;
model .MaterialProvidersConfig;
model.PaddingScheme;

a file using both AWS KMS Key and an asymmetric key pair.

* Arguments:

* <ol>

* <li>Key ARN: For help finding the Amazon Resource Name (ARN) of your AWS KMS key,
& see 'Viewing Keys' at http://docs.aws.amazon.com/kms/latest/developerguide/
viewing-keys.html

*

* <]i>Name of file containing plaintext data to encrypt

* </ol

* <p>

>

* You might use AWS Key Management Service (AWS KMS) for most encryption and
decryption operations, but
* still want the option of decrypting your data offline independently of AWS KMS. This

sample

* demonstrates one way to do this.

* <p>

* The sample encrypts data under both an AWS KMS key and an "escrowed" RSA key pair

* so that either key alone can decrypt it. You might commonly use the AWS KMS key for

decryption. However,
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* at any time, you can use the private RSA key to decrypt the ciphertext independent
of AWS KMS.
* <p>
* This sample uses the RawRsaKeyring to generate a RSA public-private key pair
* and saves the key pair in memory. In practice, you would store the private key in a
secure offline
* location, such as an offline HSM, and distribute the public key to your development
team.
*/
public class EscrowedEncryptKeyringExample {
private static ByteBuffer publicEscrowKey;
private static ByteBuffer privateEscrowKey;

public static void main(final String[] args) throws Exception {
// This sample generates a new random key for each operation.
// In practice, you would distribute the public key and save the private key in
secure
// storage.
generateEscrowKeyPair();

final String kmsArn = args[0];
final String fileName = args[1];

standardEncrypt(kmsArn, fileName);
standardDecrypt(kmsArn, fileName);

escrowDecrypt(fileName);

private static void standardEncrypt(final String kmsArn, final String fileName)

throws Exception {

// Encrypt with the KMS key and the escrowed public key

// 1. Instantiate the SDK

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces

// that the client will only decrypt encrypted messages that were created with
a committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

final AwsCrypto crypto = AwsCrypto.builder()
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.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(kmsArn)
.build();
IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create the Raw Rsa Keyring with Public Key.
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.build();
IKeyring rsaPublicKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 4. Create the multi-keyring.
final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(kmsKeyring)
.childKeyrings(Collections.singletonList(rsaPublicKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

// 5. Encrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName);

final FileOutputStream out = new FileOutputStream(fileName + ".encrypted");

final CryptoOutputStream<?> encryptingStream =
crypto.createEncryptingStream(multiKeyring, out);

I0Utils.copy(in, encryptingStream);

ayt]| 169



AWS Encryption SDK FERARER

in.close();
encryptingStream.close();

private static void standardDecrypt(final String kmsArn, final String fileName)
throws Exception {
// Decrypt with the AWS KMS key and the escrow public key.

// 1. Instantiate the SDK.
// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,
// which means this client only encrypts using committing algorithm suites and
enforces
// that the client will only decrypt encrypted messages that were created with
a committing
// algorithm suite.
// This is the default commitment policy if you build the client with
// “AwsCrypto.builder().build()"
// or “AwsCrypto.standard() .
final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(kmsArn)
.build();
IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create the Raw Rsa Keyring with Public Key.
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()

.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.build();
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IKeyring rsaPublicKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 4. Create the multi-keyring.
final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(kmsKeyring)
.childKeyrings(Collections.singletonList(rsaPublicKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

// 5. Decrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName + ".encrypted");

final FileOutputStream out = new FileOutputStream(fileName + ".decrypted");

// Since we are using a signing algorithm suite, we avoid streaming decryption
directly to the output file,

// to ensure that the trailing signature is verified before writing any
untrusted plaintext to disk.

final ByteArrayOutputStream plaintextBuffer = new ByteArrayOutputStream();

final CryptoOutputStream<?> decryptingStream =
crypto.createDecryptingStream(multiKeyring, plaintextBuffer);

IOUtils.copy(in, decryptingStream);

in.close();

decryptingStream.close();

final ByteArrayInputStream plaintextReader = new
ByteArrayInputStream(plaintextBuffer.toByteArray());

I0Utils.copy(plaintextReader, out);

out.close();

private static void escrowDecrypt(final String fileName) throws Exception {
// You can decrypt the stream using only the private key.
// This method does not call AWS KMS.

// 1. Instantiate the SDK
final AwsCrypto crypto = AwsCrypto.standard();

// 2. Create the Raw Rsa Keyring with Private Key.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
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final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.privateKey(privateEscrowKey)
.build();
IKeyring escrowPrivateKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 3. Decrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName + ".encrypted");

final FileOutputStream out = new FileOutputStream(fileName + ".deescrowed");

final CryptoOutputStream<?> decryptingStream =
crypto.createDecryptingStream(escrowPrivateKeyring, out);

IOUtils.copy(in, decryptingStream);

in.close();

decryptingStream.close();

private static void generateEscrowKeyPair() throws GeneralSecurityException {
final KeyPairGenerator kg = KeyPairGenerator.getInstance('"RSA");
kg.initialize(4096); // Escrow keys should be very strong
final KeyPair keyPair = kg.generateKeyPair();
publicEscrowKey = RawRsaKeyringExample.getPEMPublicKey(keyPair.getPublic());
privateEscrowKey = RawRsaKeyringExample.getPEMPrivateKey(keyPair.getPrivate());

AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript § £ 8 £ JavaScript &85 Web x| 5858 AR A Node.js
‘RE Web RFBNARFNFZARARMEFIRNEZEE,
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7 AWS Z£EBEHH How to enable encryption in a browser with the AWS Encryption SDK for
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AWS Encryption SDK for JavaScriptTE E1E Web X B2 EHA U T EFMIRE, MREZIFN Web
RETHEXLEER B4 EERIE, &N , ZiXFAWS Encryption SDK for JavaScript5 3l % 85 —
BEANREM,

« WebCrypto APl £ Web NARFHARITEARMBZRE , Z API HIEERA THRENKESE. BXXEF
Web tNZEH Web M MEERMANEL , BSREESETIUERH Web % 2,

o BRFTHRAH Safari Web X MEFZFEFT M AES-GCM % , iX2Z AWS Encryption SDKFF 4 &
Mo WERMITIZSKHE T WebCrypto API , BT EER AES-GCM tNEZEFT , MAWS Encryption
SDK for JavaScript{X £ A B R E# TEF T N, ©FEM WebCrypto API $W1TFT A H AR 1E,

ENXAMEHEEER , HFATEIRMBEIRBEF, £ configureFallback ¥ H , EEE— MK
BROBIEEREE, LLRRBIGER Microsoft #ff32 JavaScript IIZE (msrcrypto) , BERA UG H &k
NRENE, BXRZENRAE , BSH fallback.tso

import { configureFallback } from 'eaws-crypto/client-browser'
configureFallback(msrCrypto)

Z % AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScriptll — A B KBV ER A K. —LERIAZRIT I —BITEWE
RWNEES, —SERBZUTHNEMT A, —EEREMESMBATSAERN ; M—EHMERNEEHRER
TRYEN, BXEFEHT JavaScript B9 AWS Encryption SDK F&#ERWELR , HSH GitHub L
aws-encryption-sdk-javascript 7 B B B 4ERE) AWS Encryption SDK for JavaScriptff B &R F
README .md X,

® Note

AWS Encryption SDK for JavaScript 2.0.0 Z BI#IFT B iR A4k F 4 1E Z =M B

BT AR £ s AWS Encryption SDK for JavaScript iR4s 2.0.x & B & iR A E #1 4 R EFTARAS |
TEERTARBIHBE. B2, MA20x FEIATHHNEZLIE , TABERE. EM 1.7.x
Z B ARAEFHE 2.0.x REFMRA , AMEEFE AWS Encryption SDK for JavaScript & #
MR 1.xo BXRFEMER , ESF T8 AWS Encryption SDK.

ELRXEEIR | EFEH npm package manager,

fflan |, BLE client-node #ER (‘ZIEMFEH Node.js FHIAWS Encryption SDK for JavaScripti#t 1T
FEMBENAMAEER )  BEAUTHES.
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https://caniuse.com/#feat=cryptography
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/web-crypto-backend/src/backend-factory.ts#L78
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/fallback.ts
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://www.npmjs.com/get-npm
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npm install eaws-crypto/client-node

EZLK client-browser 3R ( BIEML AN K PAAWS Encryption SDK for JavaScripti#t 1T 4w F2 T
EHREER ) |, EERAUTSES.

npm install @aws-crypto/client-browser

B un{afEA AWS Encryption SDK for JavaScript BB R4l , S GitHub L aws-encryption-
sdk-javascript & EF example-node Hl example-browser #ERHI =B,

AWS Encryption SDK for JavaScriptH HJ & R
B3I £ A AWS Encryption SDK for JavaScript P fY4EIR , AISIR ML REW T B PR EN KB,
JavaScript Node.js &k

client-node

‘BIEIEME R Node.js FHEIAWS Encryption SDK for JavaScripti# T2 FT ERNFT AR,

caching-materials-manager-node

£ H £ Node.js B9 AWS Encryption SDK for JavaScript A X337 % 40 & 17 ThRE MY B B,
decrypt-node

SEHAFZMNBIUER RBEMBFEROMNZEENEE, @8% client-node #ER A,
encrypt-node

SHMNTRKXBEHBFEHTMENLEEZNEE. B2 client-node ERH,

example-node

S HEA Node.js FEIAWS Encryption SDK for JavaScript# T RN B R RGl, SREAEEEM
ZHAR T RERBE N BIEN RO,

hkdf-node
& 1 Node.js H1# AWS Encryption SDK for JavaScript R4S EE EZEXHFFEANE T HMAC HE

HFIREBRE ( HKDF ) o X385 AIAWS Encryption SDK for JavaScriptfE | WebCrypto API 1 #Y
Z#| HKDF B,
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https://github.com/aws/aws-encryption-sdk-javascript/
https://github.com/aws/aws-encryption-sdk-javascript/
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/client-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/caching-materials-manager-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/decrypt-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/encrypt-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/example-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/hkdf-node
https://en.wikipedia.org/wiki/HKDF
https://en.wikipedia.org/wiki/HKDF
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integration-node

TE SR BABSIE Node.js FFBYAWS Encryption SDK for JavaScriptS AWS Encryption SDKEY E b
BEEXERERE

kms-keyring-node

S H7E Node.js X AWS KMS B4ATRE B K.

raw-aes-keyring-node

S 17 Node.js P FF R AES BB,

raw-rsa-keyring-node

S H1E Node.js F X2 #7115 RSA BRI BT,

JavaScript X ¥ 25 FE R

client-browser

SIREE X B BIAWS Encryption SDK for JavaScripti#t TR TEFT BN FTE &R,

caching-materials-manager-browser

S HENKEPXFERT JavaScript WEIEZ4AE FIHEEN R,

decrypt-browser

S Hh R 22 MBI 3R R SR M BRI 2308 SRV B R

encrypt-browser

SHNFRRENHFERITNENER N EH.

example-browser

f55 Fi 5% B8 28 P Y AWS Encryption SDK for JavaScripti#t {T4RiZM B B Rfl. SIE TR HHAR
MFERBE R HER RHB

integration-browser

TE SN BABEIE %) 58 88 AYAWS Encryption SDK for Javalil 4~ 5 AWS Encryption SDKH EiE S
X B RE-

kms-keyring-browser

S HENKEE P L AWS KMS 4R B3
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https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/integration-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/kms-keyring-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/raw-aes-keyring-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/raw-rsa-keyring-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/client-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/caching-materials-manager-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/decrypt-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/encrypt-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/example-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/integration-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/kms-keyring-browser
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raw-aes-keyring-browser

SHEN IR P IFR I AES BRI R

raw-rsa-keyring-browser

SHER KRR XIFFEIE RSA RATAEHK.

B TR A SRHER IR

cache-material

IEHEBEZAZTYE, BRHERKBUARSSIMNRER —ESZFNMEMR,
kms-keyring
S E KMS ZEATRRI BB,

material-management

SEHE M B RLE I EE (CMM),

raw-keyring
S HEH AES fl RSA Z{AMMFTEMN K
serialize

SHEZFRTEGRTFIMLE S H R,

web-crypto-backend

S H 783X 58 288 F AYAWS Encryption SDK for JavaScript 8 WebCrypto API BY B,

AWS Encryption SDK for JavaScript =45l

AR 7R3 88 7 204l FHAWS Encryption SDK for JavaScript il 22 1 ## 22 31 #&

&\ LAE GitHub L aws-encryption-sdk-javascript 77f# B 1 Y example-node Fl example-browser &
RIFZENEZEH AWS Encryption SDK for JavaScript IR, FEZ% client-browser 5 client-
node ERE} , FTLREXLRFIER,

BESRATEBNRIBRM : 2 : kms_simple.ts , X ¥ 25 : kms_simple.ts

F3
o {EH AWS KMS B4R INZHIE
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https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/raw-aes-keyring-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/raw-rsa-keyring-browser
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/cache-material
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/kms-keyring
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/material-management
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/raw-keyring
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/serialize
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/web-crypto-backend
https://github.com/aws/aws-encryption-sdk-javascript/
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/example-node
https://github.com/aws/aws-encryption-sdk-javascript/tree/master/modules/example-browser
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/kms_simple.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/kms_simple.ts
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« £/ AWS KMS R 2 HIE

£/ AWS KMS Z 458 N2 Bz
LAUR R BE T 204l 6E FAAWS Encryption SDK for JavaScriptilZ M % E FRF B FH A,

ZROIEBE—N AWS KMS ZH3F , X2 —fEH AWS KMS key £ X BEZHA AN E#TNHNER
AR, BXxBI2 AWS KMS key BI#E5B) , 5@ (AWS Key Management Service F X A R1EFE)
Bl %40, BRIRIR AWS KMS Z4ATRH ) AWS KMS keys HIAEBD | 125 £ AWS KMS AR
AWS KMS keys iR 5|

HI] 1 WERAR
tlE—NATINEN AWS KMS #4735,

HEER AWS KMS BT INER |, BAFIEE—MEKRESR , B, AT ERBANXRERH
FREFRITINER AWS KMS key, EEAIIEETNRESMHMZH , SUINEMEE YA XBEE
e BARREANBEZRS , A NBATRPNEN AWS KMS key IREZHFEZHARN —MNEE
X, BRERSBEERH. BERZHE  CEEEERE-NERERN.

E £ AWS Encryption SDK for JavaScriptd 1 INZE Z4A IR EE AWS KMS keys , AT SAEAEAZ
B AWS KMS ZARIRA . ZRBIER—MNMEMSEZESR ( BEBIFE ARN #R1R ) M —/Ni Nz 4R
( BZ48 ARN #517 )

(® Note

MREITEF AWS KMS A EF A THE |, B40FE AR ARN FRRZB AR PR
AWS KMS keys.

HBITZRBZE , TR RAE AWS KMS key PRIRFFER A BRAIRIAR, BLMEFERAR
REER AWS KMS keys FRERI R o

JavaScript Browser

B, MR KRR REENEIE, AWS Encryption SDK for JavaScript =45l 5 F
webpack.DefinePlugin , BYFHEIEE BN BN SEBREL, BR |, &0 LUE REM S ENIRH
Fit. R, £AZIEGE - AWS KMS & i,

declare const credentials: {accessKeyId: string, secretAccessKey:string,
sessionToken:string }
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://webpack.js.org/plugins/define-plugin/
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const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken

}
D

ETR , RERSBIZPANM INZAIEE AWS KMS keys, ARG , fEHA AWS KMS & Fim#l
AWS KMS keys BIZ —/ AWS KMS Z4AF.,

const generatorKeyId = 'arn:aws:kms:us-west-2:111122223333:alias/EncryptDecrypt’
const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']

const keyring = new KmsKeyringBrowser({ clientProvider, generatorKeyId, keyIds })

JavaScript Node.js

const generatorKeyld = 'arn:aws:kms:us-west-2:111122223333:alias/EncryptDecrypt'
const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })

H|2: REME LT

NE LT XREBNFNBREMLT HHRIENSIE. NREEMZNREHRTNE LT, AWS
Encryption SDKFFAMBZ L AR NE L TXHERTEX , HEFEZMERINE LT XS @B
B, EAMBRETXRWEN , BEN-—THRESXEK , BWUERHMNE LT

HE-NEENELTXHNEENR, SNFHRNELAR -—NFHH.

JavaScript Browser

const context = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2'

}
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JavaScript Node.js

const context = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2'

}

SR 3 MBEIE,
EMZBBAHIE , FHA encrypt B & A AWS KMS Z4A3F, BAXBIEMNINZ £ T3

encrypt REUREMNZAEE (result) , EFITEMBNHE. NBENBEZHANEETHIE ,
SBIEME LT XMNEE,

A LAE FSE A T REM XM RIZIE S B AWS Encryption SDK 2 1Z N #5E 2.,

JavaScript Browser

const plaintext = new Uint8Array([1, 2, 3, 4, 5])

const { result } await encrypt(keyring, plaintext, { encryptionContext:

context })

JavaScript Node.js

const plaintext = 'asdf'

const { result } await encrypt(keyring, plaintext, { encryptionContext:

context })

£/ AWS KMS Z4A 5 i 2 B iR
& T LAE FAAWS Encryption SDK for JavaScriptf# 2 289 5H B H IR E R B EUE.

FEZRBIR |, BAIEZfEthe section called “fEF AWS KMS Z£A 38 N2 282" < 5l N 22 B B3 o

HI], 1 WERAR.

ERMBHYE , BEA encrypt HEREIMNZEEE (result). MBRRERSEMBNEE,. NE
MBERANERZCHE , 2/NE L TXHNESR,
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HBER |, & BIIEE—D AWS KMS ZiHE, S AERRA T MRS ENHRZRHE , REE
ATENZHAE, ERNHEE , BEBATPNED — AWS KMS key HIRREH % 1N % H B+
H—IMNZERERR. BT REEREARERH , ETFTEERBRHARPEEERRER. W
RXFM , FEMEER 5 AL E AR FH MM N EH,

ZE1& AWS Encryption SDK for JavaScript 7 B B 4AIMEE — 1> AWS KMS key , BRTERE
58 ARN, BN, To3&IREIZ AWS KMS keyo BXFRIR AWS KMS ZH4AERF ) AWS KMS keys K9
#Bh , S £ AWS KMS 4A 2B AWS KMS keys iR 5l

(® Note
MREERERBNBZRARRTMBENER | FEMZH ARN SRR BRI PR AWS KMS
keyso

FEZRGIF , RICIENZARR T EMBZARPH — AWS KMS keys, FEETIZRBZE ,
B ROIZER ARN B A ER ARN, ZBHUTEH AWS KMS key B kms :Decrypt X FR,
JavaScript Browser

B, MR B REMEMNEIE, AWS Encryption SDK for JavaScript il 5 F

webpack.DefinePlugin , ©REIL & 28RN BHEFREIE, B2 , B EREM T ELRE
Fit. R, £AZIEGIE—N AWS KMS & F i,

declare const credentials: {accessKeyId: string, secretAccessKey:string,
sessionToken:string }

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken
}
)

ETX, A AWS KMS EFiHtIZ — AWS KMS Z4AR, ZRGIERMZ RPN —
AN AWS KMS keys.

const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://webpack.js.org/plugins/define-plugin/
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const keyring = new KmsKeyringBrowser({ clientProvider, keyIds })

JavaScript Node.js

const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ]

const keyring = new KmsKeyringNode({ keyIds })

HI]R 2 BB

BTk, A decrypt ¥, 2 AZBNINICIZREZZAIR (keyring) M encrypt EHEURE
M INESEE (result)s AWS Encryption SDK{EAZARUBRZ — N MENREZH. A5, EF
A X BIE A BRI,

MRBARI , W plaintext FERBEAN ( BER ) BiE, messageHeader ZRREEHF/ <
ZNRATHIE  SEATHRBEREN N LT

JavaScript Browser

const { plaintext, messageHeader } await decrypt(keyring, result)

JavaScript Node.js

const { plaintext, messageHeader } = await decrypt(keyring, result)

HB 3 WUEMNER T

RATHREBRENNE L TXEEE decrypt BEUREHEEARL (messageHeader) ., ENFA
BFEREAXHEEZS , FRIEIEHRBENFEANMNE L TXHREEEENBNERNME LT
Mo MRFEE , A RABFEHEER , IELSEMRB EBHN R,

ERIEMNE LT , FEEZT2RE, ERNEEEELER —BERAN , NEMBEES (CMM)
ENFEE A EERBRHMEMNBELTXH, ER , ERXVAENE L TXNRNEEHE
IREIR IR ETRXH,

B, NEEARKFREMZE LT X, RE , RIEFEEBRMNE LT X (context) FREMNMREXN SR
B N%E E T3 (encryptionContext) AHREXN A T,

JavaScript Browser

const { encryptionContext } = messageHeader

ayt]|
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Object
.entries(context)
.forEach(([key, value]) => {
if (encryptionContext[key] !== value) throw new Error('Encryption Context
does not match expected values')

b
JavaScript Node.js

const { encryptionContext } = messageHeader

Object
.entries(context)
.forEach(([key, value]) => {
if (encryptionContext[key] !== value) throw new Error('Encryption Context
does not match expected values')

)

MRMEZ ETXREKD , &0 LURE B TR

AWS Encryption SDK for Python

REBNET WAL EFMER AWS Encryption SDK for Python, BXERREENIEFMES AWS
Encryption SDK for Python , i@ £ #aws-encryption-sdk-pythonfZf&E GitHub, B> APl 3X#4 |
BS R,

&

- KREH

frmP o
. Fi

« AWS Encryption SDK for Python RBI11XH3

TRFH
£ R ¥ 2 B AWS Encryption SDK for Python , E#R#H B U T & RE 4
T8 Python KRAS

3.2.0 RESMAEE Python 3.8 E S AWS Encryption SDK for Python ARZ,
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https://github.com/aws/aws-encryption-sdk-python/
https://aws-encryption-sdk-python.readthedocs.io/en/latest/
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# R EIRZA AWS Encryption SDK 323 Python 2.7 #l Python 3.4 RESMRAK , ERIEVEEH
BHTHRAH) AWS Encryption SDKo

ZE T & Python , 2 Python T#.
EFTF Python #9 pip Z&EIT &

pip @&7E Python 3.6 REFRAF , BEAREEENH#THER. BERAARIRE pip WES
E8 |, BZH pip XHEHH Installation,

P

7

REERFMRAK AWS Encryption SDK for Python,

(® Note

3.0.0 AWS Encryption SDK for Python 2 BIEY P B iR A &4k T iZBh E& . end-of-support

IBA LA Z &M AWS Encryption SDK MRZA 2.0.x RESRAEF ARHRAR , TEEREM
RBBEIE, B2, RER20x FEIATHNZL£INEE , TARFHRET. EMN1.7.x ZBINREE
2 2.0x RESMA , BAMEEFHE AWS Encryption SDKEFIRAK 1.xc BEXEZELR | #
2% 1T# AWS Encryption SDKo

pipAF &% AWS Encryption SDK for Python , 0L T RBIFRRo
TREH R

pip install aws-encryption-sdk

BXREA pip RENMAREFEZNERAREE  BERLEEF S,

AWS Encryption SDK for Python BEEfEF & LN ZRBZE ( pyca/FiBE ) . pip FIERAHELE
Windows £ Bz R FHE cryptography FE. pip 8.1 RESMALBEINE Linux EREFNIE
cryptography, MREMA pip BHMA , H H Linux REREWE cryptography EEFFEMN T
B ZEERREXETE, AXEZER , BSHE Linux LHEMNE,

ZhRAEY1.10.0F12.5.0RR A G B2 55 Kk #i < 2 AWS Encryption SDK for Python BEE#£2.5.0#13.3.22
B, HAtthRZM AWS Encryption SDK for Python ZERIRANZBE, MREFEL 332 FFH
BRBREMA |, BRIVEWIEFEH AWS Encryption SDK for Python# &3 £ BAR A%,
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https://www.python.org/downloads/
https://pip.pypa.io/en/latest/installation/
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation.html#building-cryptography-on-linux
https://cryptography.io/en/latest/
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AR RHFF XA AWS Encryption SDK for Python , i& 14 8] By aws-encryption-sdk-python 1z fi# B
GitHub,

ZESRE AWS Encryption SDK for Python , X &E & AR F M Python R,

AWS Encryption SDK for Python =3
LATR RBIE R 7 104l £ FHAWS Encryption SDK for Python il %3 #1 ## 22 3 #& .

A F5 gy RBIER T 14l AWS Encryption SDK for Python fi4s 2.0.x RESRA, BXFEHFEH
MRS R, BTE GitHub k£ aws-encryption-sdk-python 12 B ik 745 5l & 1 3% Bl S8 89 AR AR

£

© NEMBERTFRE

© MNEMBERFTR

- MENBZEEZNTRARUEFNFTR
- FRAREZHEENZES

MR TR

AR RBIERT tfEEA AWS Encryption SDK INZMAEZFRFH, RENF AWS Key Management
Service (AWS KMS ) H#y AWS KMS key AEE 4,

nZEet , StrictAwsKmsMasterKeyProvider MEERBEEZ ID. 4 ARN, 3IBEBHZ A

ARN, ZEZZH ARN, EXMERT , BT keyArn AT NENHFEE , R HEXRAER
£ ARN, B3x AWS KMS #43 ID W{EE. , B2 (AWS Key Management Service 7F & A R 15FE)

R Z AR

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of
the License is located at

http://aws.amazon.com/apache2.0/
or in the "license" file accompanying this file. This file is

distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific

HOoH OHF OHF OB O OHF OH OB O OH R

language governing permissions and limitations under the License.
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https://github.com/aws/aws-encryption-sdk-python/
https://github.com/aws/aws-encryption-sdk-python/
https://github.com/aws/aws-encryption-sdk-python/releases
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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"""Example showing basic encryption and decryption of a value already in memory.
import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

def cycle_string(key_arn, source_plaintext, botocore_session=None):
"""Encrypts and then decrypts a string under an &KMS; key.

:param str key_arn: Amazon Resource Name (ARN) of the &KMS; key

:param bytes source_plaintext: Data to encrypt

:param botocore_session: existing botocore session instance

:type botocore_session: botocore.session.Session

# Set up an encryption client with an explicit commitment policy. If you do not
explicitly choose a

# commitment policy, REQUIRE_ENCRYPT_REQUIRE_DECRYPT is used by default.

client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQL

# Create an AWS KMS master key provider
kms_kwargs = dict(key_ids=[key_arn])
if botocore_session is not None:
kms_kwargs["botocore_session"] = botocore_session
master_key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider (**kms_kwargs)

# Encrypt the plaintext source data
ciphertext, encryptor_header = client.encrypt(source=source_plaintext,
key_provider=master_key_provider)

# Decrypt the ciphertext
cycled_plaintext, decrypted_header = client.decrypt(source=ciphertext,
key_provider=master_key_provider)

# Verify that the "cycled" (encrypted, then decrypted) plaintext is identical to
the source plaintext
assert cycled_plaintext == source_plaintext

# Verify that the encryption context used in the decrypt operation includes all key
pairs from

# the encrypt operation. (The SDK can add pairs, so don't require an exact match.)

#

# In production, always use a meaningful encryption context. In this sample, we
omit the
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# encryption context (no key pairs).
assert all(
pair in decrypted_header.encryption_context.items() for pair in
encryptor_header.encryption_context.items()

)

hnz M= 7 TR

BURRBIER T (Al A AWS Encryption SDKINZMEE F TR %R BIER AWS, EER Ihat
HNBESETBRARMKER.

&zt , WREIEATEERFZES (AES_256_GCM_HKDF_SHA512_COMMIT_KEY) W& A E
ZEHN. NRRAEEENENRBZRENAS , KELZEHER. AR, EREN , ZROIEH
decrypt-unsigned RAEHEN , MRBIZLENMEXF , ZEANS KM, AWS Encryption
SDK WA 1.9.x # 2.2.x 5| AT decrypt-unsigned R HER,

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of
the License is located at

or in the "license" file accompanying this file. This file is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

#
#
#
#
#
#
# http://aws.amazon.com/apache2.0/
#
#
#
#
#

"""Example showing creation and use of a RawMasterKeyProvider.
import filecmp
import os

import aws_encryption_sdk

from aws_encryption_sdk.identifiers import Algorithm, CommitmentPolicy,
EncryptionKeyType, WrappingAlgorithm

from aws_encryption_sdk.internal.crypto.wrapping_keys import WrappingKey
from aws_encryption_sdk.key_providers.raw import RawMasterKeyProvider

class StaticRandomMasterKeyProvider(RawMasterKeyProvider):
"""Randomly generates 256-bit keys for each unique key ID."""

provider_id = "static-random"
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def __init_ (self, **kwargs): # pylint: disable=unused-argument
"""Initialize empty map of keys."""
self._static_keys = {3}

def _get_raw_key(self, key_id):
"""Returns a static, randomly-generated symmetric key for the specified key
ID.

:param str key_id: Key ID

:returns: Wrapping key that contains the specified static key

:rtype: :class: aws_encryption_sdk.internal.crypto.WrappingKey"

try:
static_key = self._static_keys[key_id]

except KeyError:
static_key = os.urandom(32)
self._static_keys[key_id] = static_key

return WrappingKey(
wrapping_algorithm=WrappingAlgorithm.AES_256_GCM_IV12_TAG16_NO_PADDING,
wrapping_key=static_key,
wrapping_key_type=EncryptionKeyType.SYMMETRIC,

def cycle_file(source_plaintext_filename):
"""Encrypts and then decrypts a file under a custom static master key provider.
:param str source_plaintext_filename: Filename of file to encrypt
# Set up an encryption client with an explicit commitment policy. Note that if you

do not explicitly choose a
# commitment policy, REQUIRE_ENCRYPT_REQUIRE_DECRYPT is used by default.
client =

aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQL

# Create a static random master key provider

key_id = os.urandom(8)

master_key_provider = StaticRandomMasterKeyProvider()
master_key_provider.add_master_key(key_id)

ciphertext_filename = source_plaintext_filename + ".encrypted"
cycled_plaintext_filename = source_plaintext_filename + ".decrypted"

# Encrypt the plaintext source data
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# We can use an unsigning algorithm suite here under the assumption that the
contexts that encrypt
# and decrypt are equally trusted.
with open(source_plaintext_filename, "rb") as plaintext, open(ciphertext_filename,
"wb") as ciphertext:
with client.stream(
algorithm=Algorithm.AES_256_GCM_HKDF_SHA512_COMMIT_KEY,
mode="e",
source=plaintext,
key_provider=master_key_provider,
) as encryptor:
for chunk in encryptor:
ciphertext.write(chunk)

# Decrypt the ciphertext

# We can use the recommended "decrypt-unsigned" streaming mode since we encrypted
with an unsigned algorithm suite.

with open(ciphertext_filename, "rb") as ciphertext, open(cycled_plaintext_filename,
"wb") as plaintext:

with client.stream(mode="decrypt-unsigned", source=ciphertext,
key_provider=master_key_provider) as decryptor:
for chunk in decryptor:
plaintext.write(chunk)

# Verify that the "cycled" (encrypted, then decrypted) plaintext is identical to
the source

# plaintext

assert filecmp.cmp(source_plaintext_filename, cycled_plaintext_filename)

# Verify that the encryption context used in the decrypt operation includes all key
pairs from

# the encrypt operation

#

# In production, always use a meaningful encryption context. In this sample, we
omit the

# encryption context (no key pairs).

assert all(

pair in decryptor.header.encryption_context.items() for pair in

encryptor.header.encryption_context.items()

)

return ciphertext_filename, cycled_plaintext_filename
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NENMEZERZNERARHAEFHNZTR

AR RBLERT t{A4F AWS Encryption SDK 52N ERAREEF—EFEH. EEAZS N EEH
REERFN  IUELEZFEAENEZARUERHITHEZNRERITR, ZRHF AWS KMS key H

RSA BHAXMERN EHH,

RBIERIERFZEEMNNEEZEHH#ITNE, #HTRAERE , AWS Encryption SDK SETE
MHRER, RIIRFERLHNRBAN, NTHEELZRIEZHERAX , WRHISEHAX , F#8

REBZNBIETKES FEEA#E

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of
the License is located at

or in the "license" file accompanying this file. This file is

distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF

ANY KIND, either express or implied. See the License for the specific

language governing permissions and limitations under the License.
"""Example showing creation of a RawMasterKeyProvider, how to use multiple
master key providers to encrypt, and demonstrating that each master key
provider can then be used independently to decrypt the same encrypted message.

#
#
#
#
#
#
# http://aws.amazon.com/apache2.0/
#
#
#
#
#

import filecmp
import os

from cryptography.hazmat.backends import default_backend
from cryptography.hazmat.primitives import serialization
from cryptography.hazmat.primitives.asymmetric import rsa

import aws_encryption_sdk

from aws_encryption_sdk.identifiers import CommitmentPolicy, EncryptionKeyType,
WrappingAlgorithm

from aws_encryption_sdk.internal.crypto.wrapping_keys import WrappingKey

from aws_encryption_sdk.key_providers.raw import RawMasterKeyProvider

class StaticRandomMasterKeyProvider(RawMasterKeyProvider):

"""Randomly generates and provides 4@096-bit RSA keys consistently per unique key

id. mmn
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provider_id = "static-random"

def __init_ (self, **kwargs): # pylint: disable=unused-argument

"""Initialize empty map of keys.
self._static_keys = {}

def _get_raw_key(self, key_id):
"""Retrieves a static, randomly generated, RSA key for the specified key id.

:param str key_id: User-defined ID for the static key
:returns: Wrapping key that contains the specified static key
:rtype: :class: aws_encryption_sdk.internal.crypto.WrappingKey"
try:
static_key = self._static_keys[key_id]
except KeyError:
private_key = rsa.generate_private_key(public_exponent=65537,
key_size=4096, backend=default_backend())
static_key = private_key.private_bytes(
encoding=serialization.Encoding.PEM,
format=serialization.PrivateFormat.PKCSS8,
encryption_algorithm=serialization.NoEncryption(),
)
self._static_keys[key_id] = static_key
return WrappingKey(
wrapping_algorithm=WrappingAlgorithm.RSA_OAEP_SHA1_MGF1,
wrapping_key=static_key,
wrapping_key_type=EncryptionKeyType.PRIVATE,

def cycle_file(key_arn, source_plaintext_filename, botocore_session=None):
"""Encrypts and then decrypts a file using an AWS KMS master key provider and a
custom static master
key provider. Both master key providers are used to encrypt the plaintext file, so
either one alone
can decrypt it.

:param str key_arn: Amazon Resource Name (ARN) of the &KMS; key
(http://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html)
:param str source_plaintext_filename: Filename of file to encrypt

:param botocore_session: existing botocore session instance

:type botocore_session: botocore.session.Session
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# "Cycled" means encrypted and then decrypted

ciphertext_filename = source_plaintext_filename + ".encrypted"
cycled_kms_plaintext_filename = source_plaintext_filename + ".kms.decrypted"
cycled_static_plaintext_filename = source_plaintext_filename + ".static.decrypted"

# Set up an encryption client with an explicit commitment policy. Note that if you
do not explicitly choose a

# commitment policy, REQUIRE_ENCRYPT_REQUIRE_DECRYPT is used by default.

client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQL

# Create an AWS KMS master key provider
kms_kwargs = dict(key_ids=[key_arn])
if botocore_session is not None:
kms_kwargs["botocore_session"] = botocore_session
kms_master_key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(**kms_kwargs)

# Create a static master key provider and add a master key to it
static_key_id = os.urandom(8)

static_master_key_provider = StaticRandomMasterKeyProvider()
static_master_key_provider.add_master_key(static_key_id)

# Add the static master key provider to the AWS KMS master key provider

# The resulting master key provider uses AWS KMS master keys to generate (and
encrypt)

# data keys and static master keys to create an additional encrypted copy of each
data key.

kms_master_key_provider.add_master_key_provider(static_master_key_provider)

# Encrypt plaintext with both AWS KMS and static master keys
with open(source_plaintext_filename, "rb") as plaintext, open(ciphertext_filename,
"wb") as ciphertext:
with client.stream(source=plaintext, mode="e",
key_provider=kms_master_key_provider) as encryptor:
for chunk in encryptor:
ciphertext.write(chunk)

# Decrypt the ciphertext with only the AWS KMS master key

# Buffer the data in memory before writing to disk. This ensures verfication of the
digital signature before returning plaintext.

with open(ciphertext_filename, "rb") as ciphertext,
open(cycled_kms_plaintext_filename, "wb") as plaintext:
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with client.stream(
source=ciphertext, mode="d",
key_provider=aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(**kms_kwargs)
) as kms_decryptor:
plaintext.write(kms_decryptor.read())

# Decrypt the ciphertext with only the static master key

# Buffer the data in memory before writing to disk to ensure verfication of the
signature before returning plaintext.

with open(ciphertext_filename, "rb") as ciphertext,
open(cycled_static_plaintext_filename, "wb") as plaintext:

with client.stream(source=ciphertext, mode="d",
key_provider=static_master_key_provider) as static_decryptor:
plaintext.write(static_decryptor.read())

# Verify that the "cycled" (encrypted, then decrypted) plaintext is identical to
the source plaintext

assert filecmp.cmp(source_plaintext_filename, cycled_kms_plaintext_filename)

assert filecmp.cmp(source_plaintext_filename, cycled_static_plaintext_filename)

# Verify that the encryption context in the decrypt operation includes all key
pairs from the
# encrypt operation.
#
# In production, always use a meaningful encryption context. In this sample, we
omit the
# encryption context (no key pairs).
assert all(
pair in kms_decryptor.header.encryption_context.items() for pair in
encryptor.header.encryption_context.items()
)
assert all(
pair in static_decryptor.header.encryption_context.items()
for pair in encryptor.header.encryption_context.items()
)
return (ciphertext_filename, cycled_kms_plaintext_filename,
cycled_static_plaintext_filename)

ERBEZHETFNEHES

LA RBIE R T 20 4E AWS Encryption SDK for Python R fE B iR Z4AE 7. Z A6 B EERNMEAE
APTEREERE A EF (LocalCryptoMaterialsCache) FIEfl , AR MfAIEAEFLLHERES
FMEMEEEES (E%F CMM ) KR4I,
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XRHBARNFEETHRNEROEFERNRA. EAVLIEE AWS KMS key, FIENEFA
N AR RKEAGERE. SXAERASFNESENESRA , 50 REBHEERAN
.

RERWER , ZRFIERERT NE L TXEAMMNES FHRIENVEIE. X ERMNZE ET3X0m
ZHBERITEEN  FRAEHNARFRIENE L TXREMEEN , ARBFNAXHEERREA
Fo MELTNRESNFAREZRFNREXERLE , EEEREZAZFIESR/HENER, Bx
WAEE , FSANE LT - MR EFERE.

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of
the License is located at

#

#

#

#

#

#

# http://aws.amazon.com/apache2.0/

#

# or in the "license" file accompanying this file. This file is

# distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
# ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.
"""Example of encryption with data key caching."""

import aws_encryption_sdk

from aws_encryption_sdk import CommitmentPolicy

def encrypt_with_caching(kms_key_arn, max_age_in_cache, cache_capacity):
"""Encrypts a string using an &KMS; key and data key caching.

:param str kms_key_arn: Amazon Resource Name (ARN) of the &KMS; key

:param float max_age_in_cache: Maximum time in seconds that a cached entry can be
used

:param int cache_capacity: Maximum number of entries to retain in cache at once

# Data to be encrypted

my_data = "My plaintext data"

# Security thresholds
#  Max messages (or max bytes per) data key are optional
MAX_ENTRY_MESSAGES = 100

# Create an encryption context
encryption_context = {"purpose": "test"}
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# Set up an encryption client with an explicit commitment policy. Note that if you
do not explicitly choose a

# commitment policy, REQUIRE_ENCRYPT_REQUIRE_DECRYPT is used by default.

client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQL

# Create a master key provider for the &KMS; key
key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(key_ids=[kms_key_arn])

# Create a local cache
cache = aws_encryption_sdk.LocalCryptoMaterialsCache(cache_capacity)

# Create a caching CMM

caching_cmm = aws_encryption_sdk.CachingCryptoMaterialsManager/(
master_key_provider=key_provider,
cache=cache,
max_age=max_age_in_cache,
max_messages_encrypted=MAX_ENTRY_MESSAGES,

# When the call to encrypt data specifies a caching CMM,
# the encryption operation uses the data key cache specified
# in the caching CMM
encrypted_message, _header = client.encrypt(
source=my_data, materials_manager=caching_cmm,
encryption_context=encryption_context

)

return encrypted_message

AWS Encryption SDK @8 51T 5 H

JEiE A AWS Encryption SDK @3 51T 5 H ( AWS Encryption CLI ) , A BAfEA AWS Encryption
SDK EHITHMMHARUREAXMEZENMBZHE, EFFEEENEREETALAR,

(® Note
AWS Encryption CLI 4.0.0 Z B RA4E F & 1E T 5B ER o
BEEE S ARBREBIEEI T 22 ) AWS Encryption CLI BRZA 2.1.x RESRAEF N &K
FRA, B2 , RAER 21X FEIATHHNLZLINEE , FTAEHRE. EMNRE 1.7.x FEERK
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BF , MIEEFH N AWS Encryption CLI HFTH 1.x lRA&. BXEFEMEE , BSH T8 AWS
Encryption SDK,

P Z 2 IheE& A 2 1E AWS Encryption CLI R4 1.7.x M 2.0.x A EMHH. B2 , AWS
Encryption CLI A2 1.8.x BURARZA 1.7.x , AWS Encryption CLI 2.1.x BUX 2.0.xo BXxF4AE
£ , B2 H GitHub £# aws-encryption-sdk-cli TEfEEFRHHEXZEES,

5FrA AWS Encryption SDK SEI—# | AWS Encryption CLI 12t & REIERI ThRE, XLEIHAE
FEEFME., FARIERIE (AAD ) URET SHRIENTEXNMEBERELEN , fln , EEBHAK
4+, BRREMEER 256 1L AES-GCM,

AWS Encryption CLI & F AWS Encryption SDK for Python #2#) , #4E Linux, macOS #
Windows EX#FZ&HS1THRME. 7 Linux 3 macOS EMFTE shell, Windows EH SR REFED
(cmd.exe) AR MRS LB PowerShell 2| &H |, &R LU 1Tan & MBS S0 22 M 7 2 548

FTEE S5 EM AWS Encryption SDK 3k ( ‘@3& AWS Encryption CLI ) AJLAE#4E, flan |, &A1 LA
£/ AWS Encryption SDK for Java INZB#IE , H A AWS Encryption CLI f# 8 I#E,

AREDBEEB T AWS Encryption CLI , NA 7 IMAZEMER ZSITRE , HiRH—LRAEILL
BB, EREAIT , 2 AWS Z£18EH R How to Encrypt and Decrypt Your Data with
the AWS Encryption CLI, BXEHFMER , HSFEFAENY , F5EN]—EE GitHub ER aws-
encryption-sdk-cli & B FF & AWS Encryption CLlI,

PERE

AWS Encryption CLI 7 AWS Encryption SDK for Python E#E K, 8Xiz1T CLI &t |, BB ohE
#9 Python Z1T8YSEfl, N TIREMEE  BRUREAE N mTMAR—RI LM mT. FlW, BT
—MNERLEEFHHXENGS , MARABIXEETEINT S,

£
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« AWS Encryption CLI #R 4l

« AWS Encryption SDK CLI i&:MS ks
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https://github.com/aws/aws-encryption-sdk-cli/
https://github.com/aws/aws-encryption-sdk-cli/security/advisories/GHSA-2xwp-m7mq-7q3r
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://aws.amazon.com/blogs/security/how-to-encrypt-and-decrypt-your-data-with-the-aws-encryption-cli/
https://aws.amazon.com/blogs/security/how-to-encrypt-and-decrypt-your-data-with-the-aws-encryption-cli/
https://aws-encryption-sdk-cli.readthedocs.io/en/latest/
https://github.com/aws/aws-encryption-sdk-cli/
https://github.com/aws/aws-encryption-sdk-cli/
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HERZ AWS % CLI 28l , BREATHEFANE
Python
AWS tn# CLI fr7s 4.2.0 RESRAFEE Python 3.8 E S A,

BHRRAH AWS % CLI X Python 2.7 M 3.4 REGMZA , BHRIMNEWEEARIMRAEHN
AWS 1n# CLl,

RZE Linux #1 macOS Z&H & T E Python , BERFEHLE Python 3.6 ESHRA, B
IBERRFH Python fRA, £ Windows Lk |, %M E L Python ; BRIAKRRE, ETHHZE
Python , {555 Python downloads,
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PS C:\> dir HKLM:\Software\Python\PythonCore\version\InstallPath
# -or-
PS C:\> dir HKCU:\Software\Python\PythonCore\version\InstallPath

pip
pip 7 Python EFBEHEER. EXE AWS & CLI REKBI , /;REE pip 8.1 HEBRZ,
BXRLZEHAL pip 9FEBY , iHS 6 pip XHHHY Installation,

£ Linux %9 , 8.1 pip ZBIKIMRATTEME AWS INZ CLI FRERMNEE, MREERERER
pip RA , AIARMEZRWET R, AXESER , HS W Linux LHEMNE,

AWS Command Line Interface

RBETE AWS mE CLI AWS KMS keys H A in AWS Command Line Interface (AWS CLI) B ,
AWS Key Management Service (AWS KMS) F 24 EFEH ., NMREEANRTEN EHHARMEE
5, Il AWS CLI FE&4FEH.

g

ZE AWS KMS keys 5 AWS % CLI BL &R , BRELEMEE AWS CLl, ZEEEEAT
TEHKIENER AWS KMS a4t AWS % CLI /4.

REFEEFH AWS MNZ CLI

RREFRAK AWS tNZ CLI, HREMApip&I AWS % CLI Bt , E2 B3I &% CLI FrENEE
‘B¥E Python INZEFEM. AWS Encryption SDK for PythonAWS SDK for Python (Boto3)

(® Note

4.0.0 Z 81K AWS tnz; CLI irRAR&L TiZB &, end-of-support

BEEE S ARBREBIBEEI T L2 2 ) AWS Encryption CLI BRZA 2.1.x RESRAEF N &K
FRAS, B2 , RA&R 21x FEIATHNZLINEE , FAFHFRE. M 1.7 REEH. x HER
MRAS |, SAMEEHBIRH 1. AWS %R CLI B9 x i, BXEZELR , 28 I8 AWS
Encryption SDK,

L £ EER MR E AWS I3 CLI ARAS 1.7 R HH. x M 2.0, x. B2, AWS 1%
CLIMRARN 1.8, xBMRT 1.7 lRo x 1 AWS t1%% CLI 2.1, x BMfX 2.0 x. BXEHEER ,
S Faws-encryption-sdk-clifF i FE RV AER Z £ 0 &5 GitHub,
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https://cryptography.io/en/latest/
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LRRFRAHK AWS 1% CLI

pip install aws-encryption-sdk-cli
FHR B RFMRAR AWS 0% CLI
pip install --upgrade aws-encryption-sdk-cli
EEREN AWS % CLI BIRZAS5F AWS Encryption SDK
aws-encryption-cli --version
BHIET AN ENRES,
aws-encryption-sdk-cli/2.1.0 aws-encryption-sdk/2.0.0

FHR B RFMAR AWS 0% CLI

pip install --upgrade aws-encryption-sdk-cli

T AWS % CLI ELZTREHIRAN (MREARLZENIE ) . AWS SDK for Python (Boto3) 4l
RRZET Boto3 , ZEEFLRWIF Boto3 RAHEZEER N HFITEN.

BB LER Boto3 A
pip show boto3

BN RIFMRAH Boto3

pip install --upgrade boto3

ELRYFIEETF KM Enc AWS ryption CLI FRZA , iBEF L Waws-encryption-sdk-clifZ &
GitHub,

BREM pip ZEMALR Python EFEBNEZFMARFEE , 55K pip X,
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wn{a[fsE A AWS Encryption CLI

KEBANE T WFFE AWS Encryption CLI RERS . BXx 76l , EZH AWS Encryption CLI B 7=
filo BRTEEXHY , FSHFEE, LRGP ERNIEZLERT AWS Encryption CLI ARZAR 2.1.x

M EEMRA

® Note

AWS Encryption CLI 4.0.0 Z BRI RAS4E F 45 1E Z B ER o
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B, MIEEFH AWS Encryption CLI HFTH 1.x lrA&. BXFHAEFER , S T8 AWS
Encryption SDK,
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® Note
--master-keys S AWS Encryption CLI ARZS 1.8.x RF A HERZA 2.1.x Rk, &
%A --wrapping-keys 8. MK 2.1.x Frid , B NEZNFEMA - -wrapping-
keys 8. BXRFMES , HSH AWS Encryption SDK CLI EXHSHESE,

 1£ AWS Encryption CLI FINEBHEN , FEEEEENANKRENEZS (HEEH ) | fiw
AWS Key Management Service ( AWS KMS ) F# AWS KMS key, IMNREABEN ERHARME
F, ZEREEEZRHEERF. EEFEEENENEEAREBXIMBREN THENREMCE, N
HETFXRANER , BEWER,

TR 1.8.x F , £ --wrapping-keys SR EFEFEA --commitment-policy % ; &N
ZSBTM. MRA 2.1.x FFHA , --commitment-policy SHETEM , BRI,

aws-encryption-cli --encrypt --input myPlaintextData \
--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab \
--output myEncryptedMessage \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt

AWS Encryption CLI £ M -~ BBEBZAN ENHBFEHRTMNER. RE , NEEENTEZHATHH
BEARITNER., CRENZENEEARBRZBENTHEE. IR ESSSMNBHRE (EX)
URBFEZANNEZERL. EXBEBOBERATE. EEHERAE,

- ERBHIERN , SREANBRES., TENMNEZETXUARBXAENTBEMLE. SETUEE
AWS Encryption CLI AJLLAXRMBREENBERR , & T AWS Encryption CLI 7] LAE A E1d
JEEHITINZEN TR,

MIRZAR 1.8.x FF#8 , --wrapping-keys SHEMRZN ZALER , BBMFEH. MRAE 2.1.x F g,
BB RNEEMEA --wrapping-keys ¥,

REE , B LAERA --wrapping-keys *ﬁﬂ’] key BMEXREERA THRERENDIERH. THE
Rt E AWS KMS 8% E%HE—IJ&E’J BXR—FHEXE  TUBLEEERRRTTEFRANE
ﬁo pu%ﬁﬁ QEME{I&%H}EL\ jf_{-i *E/:E-L/(}E1 &r*u@ﬁgﬁo
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MBIERER key BMYE , MMSFF - -wrapping-keys SEH discovery BHIRE RN true |, X
¥ , AWS Encryption CLI i f] LAE A i 28 BV DR Z AR TR,

REEEREMEA --max-encrypted-data-keys ZHRBREAT SN NBZHREZHRBRNE
ZHHE., BEEMHANMEREZARE (MEFEANSNIEEZRE - ) ASENHEKE (4
ms)., BXREFAEE , FZH RIEMZBBIEZR,

RAEELETMBERALZE , --buffer ZRFI QXEREEHAN , SFERIEHRFER (NRFE) .

--decrypt-unsigned ZEXNMENFHITHREABREEEREZIAREE, MREFEA --
algorithm ZHHAER T AT HRFZEBNELZEMHRNEZLRE , EEALSE,. NRNBXFEX
%, M@ KEM,

BT LMER --decrypt & --decrypt-unsigned #{TH%H , BRI ERATEE,

aws-encryption-cli --decrypt --input myEncryptedMessage \
--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab \
--output myPlaintextData \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt

AWS Encryption CLI FHERZHABRZNENERFNRIERHA. AR5 , cERABERABRER
2. ©REAXHFEURERZBRFENTHE.

s E 2 REH

£ AWS Encryption CLI R inZ#EN , FEEDEE—NSEER (HEHEH ) . BALE AWS
Key Management Service ( AWS KMS ) FfEf AWS KMS keys, REBEX X ZHAREEFNIE
Z  RERNFEARE. BENETZHARUEFTURTMAHREN Python EHARMER,

EEMRAKN 1.8x RUGHRATIEESEKEZ , BHFEMA --wrapping-keys S8 (-w). ZSHHER
B A attribute=value BXHWEMEE. EEANBEHIRATEIZRARMEFNG S,

« AWS KMS, EMZEGmTH , BUTIEEEHE key BMEM --wrapping-keys S8, MIRZA 2.1.x
Fih  BBRGSPHEEEMFH --wrapping-keys 28, BEE |, --wrapping-keys S HME
BEN true W key BHED discovery B (EFEEREBRNER ) . HEEMR ATER,

WAAEERA CLI 203



AWS Encryption SDK FERARER

- BENEEZEARMEER. BUAESIBSFIERE --wrapping-keys 8. ZSHBEXLNE
key # provider &%,

BOLER—SBSHEEZ) --wrapping-keys SHMBA key & t#.

--wrapping-keys ZHESEUTEMEREE, FIENBEGSHEE— --wrapping-keys ¥
(2 --master-keys 28 ) o MRAE 2.1.x F s , BENBEE --wrapping-keys 8.,

NMRBHENSESESZRIIRTR , BREVAEASISEIERK, Fl , --wrapping-keys

key=12345 "provider=my cool provider",
7 BEEREH
£/ key BMIRATERHA. MBEN , ZEATURERARHUEFRIGEARARRAN,

--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab

EmMEGSH , BLRELITE— N key BHENE, EESINIEZATNECHBESRNA  BE
FH%/|\ key E'lﬁo

aws-encryption-cli --encrypt --wrapping-keys
key=1234abcd-12ab-34cd-56ef-1234567890ab key=1a2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3c4d

FEEA AWS KMS keys INZGSH , BEANETRERZS ID. HEH ARN, FEBHHHE
ARN, filf0 , iZ encrypt i ST key BHEEFREABIE ARN., BHX AWS KMS key ZAFRIRATH
HMEER |, HSH (AWS Key Management Service F X A R¥65) FHZHEFINF,

aws-encryption-cli --encrypt --wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:alias/ExampleAlias

EEABENERARMERFN decrypt it H , TEMFE A key M provider B %,

\\ Custom master key provider
aws-encryption-cli --decrypt --wrapping-keys provider='myProvider' key='100101'

EEA AWS KMS e o |, B LUER key BHEER THREHN AWS KMS keys , SiEE
FBER true B discovery B , ZE MR AWS Encryption CLI R A F IR HEH AWS
KMS key, RIEE AWS KMS key , M ZZHLM2ATMEEENIEZHAZ—
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EESXRZHR AWS Encryption SDK HEREK., XAUBREFERITEEAN AWS KMS key.

HEBEZEBTH , key BENELRNRES ARN.

\\ AWS KMS key
aws-encryption-cli --decrypt --wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

K : FREBEEREMA AWS KMS key

MREBERZNTEERFESLAH AWS KMS keys , M AT AERER true B discovery B

. true BRI AWS Encryption CLI SEREMINZEEEH AWS KMS key #1T#Z. WRTIEE
discovery Bt , M &AM A false ( BRIAE ) . discovery BHNEBZmTHER , HANYHEE
fFH AWS KMS keys TNZ BT = B Mo

{EN true K discovery BRI ABERER key BHEIEE AWS KMS keys, #ZER AWS KMS
keys MNZHEER , 81 --wrapping-keys SHELIE — 1 key BHEH—MERN true B
discovery Bt , EFsEM BRI EA,

¥ discovery A true B , HZIEXE R discovery-partition  discovery-account & 4455 F
) AWS KMS keys BREITEZRIEERN AWS IKF M. AT RBIH | discovery B F AWS
Encryption CLI £ A8 E/ AWS KMS key FHI{EM AWS IKF

aws-encryption-cli --decrypt --wrapping-keys \
discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666

REERF  EEXEBARHER

provider B IEE X RARMEF. BIAMERN aws-kms , ©FRTR AWS KMS, MMRERATRH EHF
ARMURER , WFEEMEH provider B4,

--wrapping-keys key=12345 provider=my_custom_provider

BXFEAEEN (F AWSKMS ) TZARMEFNESZFEE , i5ZH AWS Encryption CLI 7%
FEHy README X#HHFH S REE E/-,
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X : i€ AWS X

£ H region BHIEE AWS KMS key B9 AWS X, ZEM{XTE encrypt s FHEX , HEREE
PEAIRMEEFE N AWS KMS A,

--encrypt --wrapping-keys key=alias/primary-key region=us-east-2

IR AWS Encryption CLI ss 52 & X ( 5l ARN ) |, NEA key BHEEHIEEN AWS X1,
MR key EIEET AWS XiF , N region & MR Z B

region BMEMRETIEENHMXE, WRREHAXEFEM , Il AWS Encryption CLI i S EATE
AWS CLI i BBEXH (WRE ) SIMINEREX4HHIEEN AWS XiF,

profile : EE & B & X4

AILAfEF profile BMEIEE AWS CLI tr BRELE . mEEEXH AU EEIEN AWS XiF, R
BETRARMER N AWS KMS Bt , ZEMEFER.

--wrapping-keys key=alias/primary-key profile=admin-1

& A LAE A profile BETE encrypt M decrypt s T HIEEZ AR, EMESSH , RBEE key
EFNEEXEH*A%E region B1HAT , AWS Encryption CLI F & HGAEESXHHH AWS X
B, EREGRST  FARBERENX4FH AWS XiF,

WMAEE SN IEEDR

FBALES I M SPEESNSEREZH (HEEH) .

MREEESNIEER , F—NEEEZARERANBATNBERFENREZA. BT EZAXNEE
MBEZARTNE. EENNZEESEMENRE (“MEBEXF ) AR —EANENHEZS , 840
BEZANE - REZR. TASEZRTUBRE - INNENBIEES  ARHEEHIE.
ALBEAMAEEESNIEERN
« £ --wrapping-keys SHEFIZEZ key B 1%

$key_oregon=arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
$key_ohio=arn:aws:kms:us-east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef
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--wrapping-keys key=$key_oregon key=$key_ohio

+ EE—HAPLES --wrapping-keys ¥, NREHRENBHETERTHHTNAELE
B4 BERRE L.

--wrapping-keys region=us-east-2 key=alias/test_key \
--wrapping-keys region=us-west-1 key=alias/test_key

{7 true B discovery &% /o1 AWS Encryption CLI & 1A IN%H B K AWS KMS key, I8
BIER— N SFFEAZ --wrapping-keys S8 , MEFET --wrapping-keys SEH A
discovery=true HLERBEHEM - -wrapping-keys ¥+ key & HEHIBRF,

flan , TA RS H , B— --wrapping-keys S8 HH key BMHFF AWS Encryption CLI Rl
HIEEM AWS KMS key, B2 , =/ --wrapping-keys S8 H# discovery &t ¥ AWS
Encryption CLI {£ 38 E M~ EYE{T AWS KMS key RFZH ..

aws-encryption-cli --decrypt \
--wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \
--wrapping-keys discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666

LIREESPE PN

AWS Encryption CLI R INZ REFBANXBEENAA , FRENZLNES. BERERNZNER
FERmA , FREAHEE,

FEEHEFTE AWS Encryption CLI S8 5 EA --input S8 (-1) , S EIER AWS Encryption CLI
AR E B Ao

A VB T AR R MR A
- A

--input myData.txt

- ERANXHERER,
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--input testdir/*.xml

- FAERREREHER, EWANB RN , EEFA --recursive S (-1, -R).

--input testdir --recursive

- BEEENHMAKIZEGS (stdin), BFEA - ZHWE --input. ( --input SBBLERYLE
M. )

echo 'Hello World' | aws-encryption-cli --encrypt --input -
AT B AL B

--output Z#IER AWS Encryption CLI ZAABEAMEZSLBEZRIENE R, FEEEZN AWS
Encryption CLI ta 5 {ERZS . AWS Encryption CLI R IRVERHIE N A STH B 2 5789 5 HH 32
.

MR EXHEFE , AWS Encryption CLI BRI —&RBES , ARBRZXH. ERILEE , #F
A --interactive 2 ( EBEZBRTEHIA ) H --no-overwrite ( E S HBE RN BT
WMA), BERIELERBEESL  BFA --quiets EM AWS Encryption CLI FIEREEIRMNES | &
£/ 2>]1 EEMREEFREBEAS R LTS

(® Note
S U a5 SRR 3. NRiZA SR, AT AE 2 R A S,

BRI BE SR EIEE R HAE

- BENHR, IREEXHNEBE , BETZzat2E , BEPWME B ZS4AFE.
--output myEncryptedData.txt

- BEB R, HETZWTZA , @il B R8N FE.

MRMABETFER , GO TRHEEEN B RPERERXLEF B R,

--output Test
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EWMHEMENBF (REXHESR ) B, AWS Encryption CLI #R3E5# A X4R il L E&R 6122 5% H X4
o MEFREN .encrypted MBI ANXHBEE , MAZEEMD .decrypted. EERG
&, BEER --suffix 8.

f5lan , RN file.txt , encrypt i S AIE file.txt.encrypted, MRHEZH
file.txt.encrypted , decrypt e H¥F8IE file.txt.encrypted.decrypted,

EAZGSTT (stdout)e N - SEHMAE --output, BELUER --output - BXEENHE L
EHB N SEER.

--output -

LURGIEEDZYIIE: 2 ol 3

AWS Encryption CLI AFEMBENBRZGTHREEMNBLTN. XF2RLEN , BX2RIEA M

MELTY B—AEENENBEMET 5 HRIENEIE, £ AWS Encryption CLI ¥, tln#® LT
& —4 name=value X, BAILERNFPFERAEIERNS , BFEEXXHNEE, BBEBEBERPERM
FIRENBIESEN RN R FTENEIEE,

£ encrypt 5 5

£ encrypt s T HIEEMNINZ £ TR CMM RN EMEAX A MEZE S XNHBEZMBRWEE, ek
S (UBAXER ) EZGSREMNMNZLNEES, MRFEH AWS KMS key , 1% T XXt o] 8ELARH
NEREREFZIZEZAMEES , W AWS CloudTrail,

LT ROBIEREEF= name=value W MEE LT3,

--encryption-context purpose=test dept=IT class=confidential

£ decrypt IR
£ decrypt R, N LT XHEBEBIARZENZEBEHNMEELS,

TEREX decrypt m THREMME LT, BIEEMENERATNE LT, 5, MRIX#H
f# , AWS Encryption CLI SR EBZGTHMEZE L TXHPNE N TREMZEENME L TXHH T
EARER, MREMTEFRLTE , decrypt v HRF A K.
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BN, REENBRETXEE dept=IT 8 , L THSTLEZRNBZHHEE,

aws-encryption-cli --decrypt --encryption-context dept=IT ...

MZEETXREZERBNEZAKRED. T , FEFNE L TXA , BiRECHWETRIEN, BT
EEME ETXHIEEANEHE.

BEEMREETX

« fEencrypt @t H , FAEE—NHZ name=value X# --encryption-context S, &
RAZEE7BEN,

--encryption-context name=value [name=value]

« £ decrypt i S H , --encryption-context ZHERLAZE name=value X, name THE (&%
BE)AHENAS,

--encryption-context name[=value] [name] [name=value]

MR name XHH value B name=value BEERRIFIHRZR , BRHEBEMNXN A5 5#K,

--encryption-context "department=software engineering" "AWS ##=us-west-2"
fltn | iZ encrypt R BEEEBWNA ( purpose=test F dept=23 ) BME LT X,
aws-encryption-cli --encrypt --encryption-context purpose=test dept=23 ...

XL decrypt LK. BN MGTHHMBLTXRRENE L TXH -5,

\\ Any one or both of the encryption context pairs
aws-encryption-cli --decrypt --encryption-context dept=23 ...

\\ Any one or both of the encryption context names
aws-encryption-cli --decrypt --encryption-context purpose ...

\\ Any combination of names and pairs
aws-encryption-cli --decrypt --encryption-context dept purpose=test ...

A1, XL decrypt B HRLKM. MBHEEFHMNE L TXFEEEENTE.
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aws-encryption-cli --decrypt --encryption-context dept=Finance ...
aws-encryption-cli --decrypt --encryption-context scope ...

WNAAT 4 T A v SR B

BEHRNIREBAEFE , BHEM --commitment-policy %, WSHERE 1.8.x P3N, ZSH
ENMBENBETSHER. BRENAERBRNNEHAEHEFHNTSER. IRTHBHREAER
B , AWS Encryption CLI 5565 2R IAES

Bl | LTS BB RS RMIRE N require-encrypt-allow-decrypt , %R EIGLFE R K
BHTNE , EaBBFERASITFEABRREMBNNEXF,

--commitment-policy require-encrypt-allow-decrypt

MAEEEN P FESH
BRI AL EFE R AWS Encryption CLI ZBMEREEREXHH , ATEREMNEREAEIR.

BEXHR—NXAH , EFREE AWS Encryption CLI S SIS EF{E. 7£ AWS Encryption CLI
wEPEAERENXGN , SIANERNBEENGTNSENE, IREBTTITHRANLGHNE , HRR
HEW, BEXGAUEREMAEH , HFEAATML T EHel AP /i RNEME R,

AR RBIEE X (key . conf) EERREXFHHFHN AWS KMS keys,

--wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
--wrapping-keys key=arn:aws:kms:us-
east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef

BEEwSPEARENH , BEXHEFEARM at 5 (). 7 PowerShell &A% | HEARSIS
FRHRL at fF5 ("@)o

AT RIS 1E encrypt s SR key. conf X,

Bash

$ aws-encryption-cli -e @key.conf -i hello.txt -o testdir
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PowerShell

PS C:\> aws-encryption-cli -e “@key.conf -i .\Hello.txt -o .\TestDir

B & S AL
fE R B XA AN I R AR

« BUNEBIMREXHFEESNISH , AREZMFIHXES Y, BEEHE—THIHENISHK
RHE (MRE).

o A # A—THEBRNE D ABEFNER,
« BULEENHEMEEXHNEIA. TEEARSISHEY @ 75 , BIEHE PowerShell H,
- MREREXHHERSIS | SIBROXAFTEESMT.

Filan | AR 2RHl encrypt.conf XHFHAR,

# Archive Files

--encrypt

--output /archive/logs

--recursive

--interactive

--encryption-context class=unclassified dept=IT
--suffix # No suffix

--metadata-output ~/metadata

@caching.conf # Use limited caching

A UERTHEESMRENX . UTRHIGHER encrypt. conf M master-keys.conf B&E
X,

Bash
$ aws-encryption-cli -i /usr/logs @encrypt.conf @master-keys.conf
PowerShell

PS C:\> aws-encryption-cli -i $home\Test\*.log ‘@encrypt.conf “@master-keys.conf

T—2% : i AWS Encryption CLI ;R4
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AWS Encryption CLI 7Rl

FERAUT ROIEEIEFEA LA AWS Encryption CLI, BEXxEZF4AMEMSHRIEDE | HSENMAE
A AWS Encryption CLI, HXIRESZE , i§Z# AWS Encryption SDK CLI BENSHSE,

® Note

LA 7RI AWS Encryption CLI AR 2.1.x K918 %o

M Z 2 IheE& Y 2 E AWS Encryption CLI R 1.7.x M 2.0.x FEHH. B2 , AWS
Encryption CLI A2 1.8.x BUXARZA 1.7.x , AWS Encryption CLI 2.1.x BUX 2.0.xo BXxF4AE
B , 25 GitHub £# aws-encryption-sdk-cli & EFMNHERZEES,

BXRERUMAERARFNZERFEZANRZEEN A, FSH RENBEHREZH.

BXRERMMAER AWS KMS ZXEZAN TG , S0 EHZXE AWS KMS keys.

£

« I
« nE B FPHAEXH
- BEBEFPHNAEXH
s BRI LNENER
- ERZMERH

« FERDZR o 0 A AR 2

- ERBERHES

-

S
Ay
¥

hn# 3 4

ZRBIER AWS Encryption CLI i1% hello.txt XHHRE , ZXH4FEE—1“Hello World"F£F
Fo

EX — N NHZEITINEWTE , AWS Encryption CLI SREUZX NS |, £ERME—NEIEZSR , £4
ZBBERAMNBXHAET , REFNZEEBEASFXHH,

5l 213


https://github.com/aws/aws-encryption-sdk-cli/
https://github.com/aws/aws-encryption-sdk-cli/security/advisories/GHSA-2xwp-m7mq-7q3r

AWS Encryption SDK FERARER

Z— AN SIF AWS KMS key B12348 ARN R1Z7E $keyArn &, A AWS KMS key et | 15
ALAEAR4A ID. B4 ARN, BB EBHEBIAB ARN RiRBZF4A. HX AWS KMS key B4ARIARF
WFEMAER , HSH (AWS Key Management Service FF X A RIER) FHZ AR,

BoABOMEBEXHRR, ZmSHEA --encrypt SBIETERE , HEH --input SHIEREM
B X, --wrapping-keys SR EFIEMN key BHIE RGBS HEAZZHA ARN RRHAWS KMS
keyo

ZWmTEA --metadata-output ZHIEE— NI EBEXMBRIEN THIEN XA, ERRES
&, Z®5EA --encryption-context SHIEE—PINE LT X,

WA REMER --commitment-policy SH¥RPAWIRERE R, ERA1.8xF , HEBEH --
wrapping-keys ¥t , FEEFAXNS . MRE 2.1.x T |, --commitment-policy 8=
miER , BEYER,

--output ZRWEGR"() ERH T A HXHEAR LB R+,

Bash

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt \
--output .

PowerShell

# To run this example, replace the fictitious key ARN with a valid value.
PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

PS C:\> aws-encryption-cli --encrypt °
--input Hello.txt
--wrapping-keys key=$keyArn °
--metadata-output $home\Metadata.txt
--commitment-policy require-encrypt-require-decrypt °
--encryption-context purpose=test °

~

~
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--output .

WME encrypt W HRY , EFREEFAHE. EREZGPTREKD , BRE $? TEFHNHRE. W
Rz STy, W $? R 0 (Bash) = True (PowerShell), TR ZGBHEM , M| $? EFHET (Bash)
= False (PowerShell)o

Bash

$ echo $?
0

PowerShell

PS C:\> $?
True

A AEA ERIIKRGTEE encrypt TS EECIE THEI XY (hello. txt.encrypted), BTN
B RAERNMEEEN 4R |, Bk , AWS Encryption CLIUGSHBE AR SHMAXHEGHEERIH
ikt .encrypted BN X M. EFATRNERIZKER , BFEA --suffix S8,

hello.txt.encrypted XHBEMENEE , HFEE hello. txt XHHNEX., HEZHANOME
BlIARURFANTHE (BEMBLTX)

Bash

$ 1s
hello.txt hello.txt.encrypted

PowerShell

PS C:\> dir

Directory: C:\TestCLI

Mode LastWriteTime Length Name
-a---- 9/15/2017 5:57 PM 11 Hello.txt
-a---- 9/17/2017 1:06 PM 585 Hello.txt.encrypted
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BB

ZRBIEA AWS Encryption CLI f#Z1E £ —RBIPMNEER Hello. txt.encrypted XHAA,

decrypt i A --decrypt SEIERIRIE , HEMA --input SBEEERBIN X4, --output
SHENWER— MR, RAYETHWER.

WA key BMEM --wrapping-keys ZHIEERA THREMNZEENIEZ, EHEA AWS KMS keys
WEZGSP L ZTHEMHNESLAREIH ARN, ERBEBRTHEEMA --wrapping-keys 8., W
REEEMEA AWS KMS keys , M ATEAEA key BIHEKRIEE AWS KMS keys A T#%Z |, th A AfEH
X true B discovery Bt (EFEEMERNER ) . MRAEAEELETEARMER , WEFEEA
key # provider &%,

MIRAR 2.1.x P , --commitment-policy SR AER , BERIUER, BIFEERIEE T RIAE
require-encrypt-require-decrypt , tH AT LABRHEEH ZSHRBBENER,

--encryption-context Z¥E decrypt e PR AER , BIETE encrypt i PR TMELT
o FEXFERT , decrypt IS EMATE encrypt S HPIREWEREME LT, EFRZE2H , AWS
Encryption CLI BiEMZREE PN ME L TXREEE purpose=test X, MRFIE , decrypt
wERF R

--metadata-output SEIEE—NEEEXBFRIEN THIIEN X, --output SHHEG
R'() BREHEX4EAR YA E P,

BREXEREMER --max-encrypted-data-keys SEREBRFEAE SN MBRIBERPBZELER
MBS, EEMHNMEHREZARE (MBREANENSEZHAS 1) IEENRKE (Hlm
5). BXEMEER , BESR REMBEBEZH,

REELEZMBERAZRE , --buffer F2REAX , SFRIERFESR (NRFE ).

Bash

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
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--max-encrypted-data-keys 1 \
--buffer \
--output .

PowerShell

\\ To run this example, replace the fictitious key ARN with a valid value.
PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --decrypt °
--input Hello.txt.encrypted °
--wrapping-keys key=$keyArn °
--commitment-policy require-encrypt-require-decrypt °
--encryption-context purpose=test °
--metadata-output $home\Metadata.txt °
--max-encrypted-data-keys 1 °
--buffer °
--output .

MR decrypt BRI , EFREEFAMHE. EWMEZGTREMKI , TR $? TEE, LAFER
BRIRGESEFZGOTREMNETES .decrypted BBNH X, EEEFHANANS , BEA—
W LIREHRNZ , Hl0 cat = Get-Content,

Bash

$ 1s
hello.txt hello.txt.encrypted hello.txt.encrypted.decrypted

$ cat hello.txt.encrypted.decrypted
Hello World

PowerShell

PS C:\> dir
Directory: C:\TestCLI

Mode LastWriteTime Length Name

-a---- 9/17/2017 1:01 PM 11 Hello.txt
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-a---- 9/17/2017 1:06 PM 585 Hello.txt.encrypted
-a---- 9/17/2017 1:08 PM 11 Hello.txt.encrypted.decrypted

PS C:\> Get-Content Hello.txt.encrypted.decrypted
Hello World

hnz B FPHE X4
Z R BIEA AWS Encryption CLI 113 B &S e XA AR

MR- HEEZAN X , AWS Encryption CLI F R8I BEN XM, ERMXHEAR , NEE4H
FRIREUCC AR ME —BUIE R |, ERAZBEZANEXAAR  RAEFEREAT ML B FHH X4 F.
Rt | 87T LAS Ik 8 221X L5 i HH S

BAR TestDir B RIIKERENEINE /YA

Bash

$ 1ls testdir
cool-new-thing.py hello.txt employees.csv

PowerShell

PS C:\> dir C:\TestDir

Directory: C:\TestDir

Mode LastWriteTime Length Name

-a---- 9/12/2017 3:11 PM 2139 cool-new-thing.py
-a---- 9/15/2017 5:57 PM 11 Hello.txt

-a---- 9/17/2017 1:44 PM 46 Employees.csv

FE— NS AWS KMS key B Amazon ZIREAM (ARN ) REFEFE $keyArn TEH,

FE-NDRNE TestDir BRFHNHEARNER , HEEENMBZRNBHWXHEEAS| TestEnc BFH,
R TestEnc BRAEFE , ZHoFEM, HTHWANMNERE—1MNER, Hlt , --recursive SHEH
E£1,
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--wrapping-keys SHREFMEN key EHIEEEFANITERN, encrypt S 2E—MIHELT
X (dept=IT)e MREMBEANXHNTSHIEEMB LT , FEMEXHFEAERNMNEZE LT
o

ZmHEEE—/ --metadata-output S , LLIER AWS Encryption CLI BB A B X INZRR
EHI TEIE, AWS Encryption CLI A MEZEHN BN XHBEA— N a#FEiER,

MR 2.1.x FF#4 , --commitment-policy parameter %M , BENFEH, MEGSHRMA
R EMZEMBXFMRM , N8 3R R IE% B 0] SAES By & R A 2] &

iz B TRAE , AWS Encryption CLI S MBI X4 BE ARl TestEnc BXF , BFREE A4 H.

RE— /T TestEnc BZRHFNXMH. ENMESHAXATHNAAXHEE - NI NERNRN @A
H3X . ATFZGSREEENRER , Bt , encrypt 54 .encrypted KM MEIB A X4
JATH

Bash

# To run this example, replace the fictitious key ARN with a valid master key
identifier.

$ keyArn=arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input testdir --recursive\
--wrapping-keys key=$keyArn \
--encryption-context dept=IT \
--commitment-policy require-encrypt-require-decrypt \
--metadata-output ~/metadata \
--output testenc

$ 1s testenc
cool-new-thing.py.encrypted employees.csv.encrypted hello.txt.encrypted

PowerShell

# To run this example, replace the fictitious key ARN with a valid master key
identifier.

PS C:\> $keyArn = arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

PS C:\> aws-encryption-cli --encrypt °
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--input .\TestDir --recursive °
--wrapping-keys key=$keyArn °
--encryption-context dept=IT °

--commitment-policy require-encrypt-require-decrypt °
--metadata-output .\Metadata\Metadata.txt °

--output .\TestEnc

PS C:\> dir .\TestEnc

Directory: C:\TestEnc

Mode LastWriteTime Length Name

-a---- 9/17/2017  2:32 PM 2713 cool-new-thing.py.encrypted

-a---- 9/17/2017 2:32 PM 620 Hello.txt.encrypted

-a---- 9/17/2017  2:32 PM 585 Employees.csv.encrypted
B B R PR TE X

ZTGIREE ZPHRME X, EM TestEnc BRHPELE—NREIPMBH AT,

Bash

$ 1s testenc
cool-new-thing.py.encrypted hello.txt.encrypted employees.csv.encrypted

PowerShell

PS C:\> dir C:\TestEnc

Directory: C:\TestEnc

Mode LastWriteTime Length Name

-a---- 9/17/2017 2:32 PM 2713 cool-new-thing.py.encrypted
-a---- 9/17/2017 2:32 PM 620 Hello.txt.encrypted

-a---- 9/17/2017 2:32 PM 585 Employees.csv.encrypted

Z decrypt (s T HRE TestEnc B XAPWAIE XY , HEBANXXHEAE TestDec BFXH, %A key B
MR ARN ER - -wrapping-keys Z#3E R AWS Encryption CLI £ B AWS KMS keys
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RIBEX . ZwSEM --interactive ZHIER AWS Encryption CLI EBE B & X4 2 BiiR R
P

RYY

Z SR EREME X4 RENME LT XX, ERZES N, AWS Encryption CLI EFNX
HEME E T, MREMRMXH LN ETXREKRK , AWS Encryption CLI HIELZXH , BA
—REL  ERABEFIEREN , ATREREHRXHE. IR AWS Encryption CLI B FEMEMER
REEMBXMH , BONRR ST ILAI AN,

HEZRGIF , IEWMAXERHMEEEDE dept=IT MELTX R, T , MIRHENEEESR
TENME LT, SMATURIENE £ TFXE5, flam, MRFELEEESR dept=~finance %
LT, MEMHEERESR dept=IT MELTX , B UEINNE LT XHL TS RIEEER dept &
Mo MRETHEERNEERE , EUAERAMNG T FRREBXLENH,

decrypt W HFREE MY , EEATUAFEAERIRGTEFTECRBEUETESR .decrypted BR
WX, EEFAXAR , BEA - S URBXHEARAR,

Bash

# To run this example, replace the fictitious key ARN with a valid master key
identifier.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt \
--input testenc --recursive \
--wrapping-keys key=$keyArn \
--encryption-context dept=IT \
--commitment-policy require-encrypt-require-decrypt \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--output testdec --interactive

$ 1s testdec
cool-new-thing.py.encrypted.decrypted hello.txt.encrypted.decrypted
employees.csv.encrypted.decrypted

PowerShell

# To run this example, replace the fictitious key ARN with a valid master key
identifier.

PS C:\> $keyArn = 'arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
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PS C:\> aws-encryption-cli --decrypt °
--input C:\TestEnc --recursive °
--wrapping-keys key=$keyArn °
--encryption-context dept=IT
--commitment-policy require-encrypt-require-decrypt °
--metadata-output $home\Metadata.txt °
--max-encrypted-data-keys 1 °
--buffer °
--output C:\TestDec --interactive

~

PS C:\> dir .\TestDec

Mode LastWriteTime Length Name
-a---- 10/8/2017 4:57 PM 2139 cool-new-
thing.py.encrypted.decrypted
-a---- 10/8/2017  4:57 PM 46 Employees.csv.encrypted.decrypted
-a---- 10/8/2017 4:57 PM 11 Hello.txt.encrypted.decrypted

51T LN M=

LTRRBNABT MAESEENEARZRGS (stdin) , ARFHEBEEARGSIT (stdout), X LERHI
B T WA E &S R stdin # stdout , AR {AIfERA N E R Base64 4wi3 T EBHLE shell f5iR i f#
IE ASCIl =4,

ERAIETEENE T HELET encrypt £ | FHINBOUERFELEST, AR , TELEE
FERBHNEHEREE decrypt B | FEFER S ATEES (stdout).

ZRBIBEAT = T ¢

o BN AWS KMS key B9 47 ARN fRTETE $keyArn TEMH,
Bash

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
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PowerShell

PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

“ANm BN EEN Hello World FRBKIEE encrypt i H , HFHERRFE $encrypted

TEFfE AWS Encryption CLI 8 S HEEMA --input M --output S, ERRESEETFEA
KIFB|THS (stdin) , BFRHEZSR (-) fER --input S¥E. EFHMEHRERGESIT (stdout) , iHF
EFZRFERN --output SHUE,

--encode ST IRE 4 H 2 BiX H# 1T Base64 %S, XA[BHLE shell & iRt AR INZEE PRI IE
ASCIl Z%F.

HATZHSRERSRIE , Dt , BRITEBMEB L TXHZEETHIE (-S).
Bash

$ encrypted=$(echo 'Hello Woxrld' | aws-encryption-cli --encrypt -S \

--input - --output - --
encode \
--wrapping-keys key=
$keyArn )
PowerShell

PS C:\> $encrypted = 'Hello World' | aws-encryption-cli --encrypt -S °

--input - --output - --
encode °

--wrapping-keys key=
$keyArn

 FEMDEEIEEN $encrypted TEFHWINZHEKER decrypt B8
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Z decrypt wSEA --input - ETREARBTEE (stdin) , HEA --output - FHHRIET
B8 (stdout)e (input ZBERAMANEMFAREERBMATT , At , BFeEN $encrypted TE
ER --input SHE. )

ZRBIMER --wrapping-keys S discovery Bt/ iF AWS Encryption CLI £ AWS
KMS key R ZEIE. ZRHISBIRERERR , RFEARE 21 x RESRANERIAE

require-encrypt-require-decrypt,

HTHHEMBEHBEEHRITRE , Bt |, decrypt @R EER Base64 RBNEMAZBIFER --
decode ¥ H#H 1T, B A LIIEINER Base64 R A ZBIEA - -decode SHXT H it
1THERS,

B, ZoPERMNE LT XHZEETEIE (-S).

Bash

$ echo $encrypted | aws-encryption-cli --decrypt --wrapping-keys discovery=true
--input - --output - --decode --buffer -S
Hello World

PowerShell

PS C:\> $encrypted | aws-encryption-cli --decrypt --wrapping-keys discovery=$true
--input - --output - --decode --buffer -S
Hello World

BEAUERNGTHRRITMBENRERRE  MLTEEALE,

EWEIEARBIFTTR , --input M --output SHEE - B , WHHFEA --encode ST H#H 1T
BT , HEMA - -decode SHT A THERD,

Bash

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ echo 'Hello World' |
aws-encryption-cli --encrypt --wrapping-keys key=$keyArn --input - --
output - --encode -S |
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aws-encryption-cli --decrypt --wrapping-keys discovery=true --input - --
output - --decode -S
Hello World

PowerShell

PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

PS C:\> 'Hello World' |
aws-encryption-cli --encrypt --wrapping-keys key=$keyArn --input - --

output - --encode -S |
aws-encryption-cli --decrypt --wrapping-keys discovery=$true --input
- --output - --decode -S

Hello World

EAZANEZ4H
I RBIE R T 04 4E AWS Encryption CLI MBI R EIR N EH 2N EF4H,

EEASNEFRAMBHREN , TUEREA - M ERARBHIR. IRBBREHETURBHRE |
BEENERATTH, NRFNENBIEFEESDS AWS K8 F , ZEREAVFERRE —XEHE

EEASNEEA#ITNEBN , F— NP EEZAERIBHRNEA. SERRATNEBERENBEZSR. HR
FRAMBAXBEZR. EENNZEETENMBENBBEUARNMENBERASES , S N EEHESR
—MNZENBREZH. BEABEZHRE—NEZHLEAN , EEAEZABITURBEIN —NBIE
B XERBEEATHTHRBHIE.

FEA=ANEHBHAHITME

BZROIGSEA=NIERAME Finance.log X , = AWS Xif FEEF - MNBEZH,

CRMNEZERNEEEAT Archive BEH. ZWTHEAXBEN --suffix SHUBBER , Bit
A M XX AR R MR

ZaSEREEZ key BMM --wrapping-keys S8, BHETUER—GSHRERASA --
wrapping-keys ¥,
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Einz BEXH , AWS Encryption CLI BRFIFRHPHE —NIEBH ($keyl) £ A T INHHIEH IR
EZH. A5, 273EAEMIERANBHRRESZANBXEIAR, AHX4PNmMEELIERE
=NMEZEHBEZA,

Bash

$ keyl=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
$ key2=arn:aws:kms:us-east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef
$ key3=arn:aws:kms:ap-
southeast-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad

$ aws-encryption-cli --encrypt --input /logs/finance.log \
--output /archive --suffix \
--encryption-context class=log \
--metadata-output ~/metadata \
--wrapping-keys key=$keyl key=$key2 key=$key3

PowerShell

PS C:\> $keyl = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> $key2 = 'arn:aws:kms:us-
east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef"

PS C:\> $key3 = 'arn:aws:kms:ap-
southeast-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4d’

PS C:\> aws-encryption-cli --encrypt --input D:\Logs\Finance.log °
--output D:\Axrchive --suffix °
--encryption-context class=log °
--metadata-output $home\Metadata.txt °
--wrapping-keys key=$keyl key=$key2 key=$key3

Zw S Finance.log XHFMWMERIA , HFHHEHE AR Finance.log.clear BEHH
Finance X, EfZEE =1 AWS KMS keys TIENEIE , AIUIEEHBN =/ AWS KMS keys
HEFNERFE. EZRENIEE THHP - AWS KMS keys.

E 18R AWS Encryption CLI fE B AWS KMS keys REZEHEIE | iEFEMA - -wrapping-keys
S key B, A AWS KMS keys %A , key B RN EXLME 4 ARN,

BAMBERNIEERIEEN AWS KMS keys L Decrypt APl, BEXEZEER , 551 AWS KMS B 5
PRIE R R 24
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ERBRIERE | ZRHIER - -max-encrypted-data-keys SHREBRFERE S MBARIERAR
BERINEFERNER. REZTHNERA —NIEBHAHTHES , EMBENEEE= (3) MNENEK
FEZH  MEREAN=ATREZHEE . EEMHNNZHEZRRERSENZAE , il
5, MREENZARENT 3, Ut FHEAKM. BEXFARFE , FZH RENBHEZH.

Bash

$ aws-encryption-cli --decrypt --input /archive/finance.log \
--wrapping-keys key=$keyl \
--output /finance --suffix '.clear' \
--metadata-output ~/metadata \
--max-encrypted-data-keys 3 \
--buffer \
--encryption-context class=log

PowerShell

PS C:\> aws-encryption-cli --decrypt °
--input D:\Archive\Finance.log °
--wrapping-keys key=$keyl °
--output D:\Finance --suffix '.clear' °
--metadata-output .\Metadata\Metadata.txt °
--max-encrypted-data-keys 3 °
--buffer °
--encryption-context class=log

T R A o pn R A R 2

WRBIER T MIERI A F 5/ AWS Encryption CLI, BRI URERMBZMBREIENHEIA | HER
EXHEEBRLEDNBENFEZRIHIA,

FiZRflR ALK —ABEXH , ERFAMBXLEXH , RERNENXHEHE Amazon S3
D, ZHADFLESN XM, UELMERN BT XL,

HEERBAMBXMHN  BFSEMNBR ORITER. FTEEREBMNZNHE,

/A Warning

EEHZNBFELSTREEEREERFNZANKEN , EXN N0, ERNBIENZLK
PHRELKERPHEEREATNBRAEE
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Bash

# Continue running even if an operation fails.
set +e

dir=%$1

encryptionContext=$2

s3bucket=$3

s3folder=$4

masterKeyProvider="aws-kms"
metadataOutput="/tmp/metadata-$(date +%s)"

compress(){

gzip -gf $1
}
encrypt(){
# -e encrypt
# -i input
# -0 output
# --metadata-output unique file for metadata
# -m masterKey read from environment variable
# -c encryption context read from the second argument.
# -v be verbose

aws-encryption-cli -e -i ${1} -o $(dirname ${1}) --metadata-output
${metadataOutput} -m key="${masterKey}" provider="${masterKeyProvider}" -c
"${encryptionContext}" -v

}

s3put (){
# copy file argument 1 to s3 location passed into the script.
aws s3 cp ${1} ${s3bucket}/${s3folder}

}

# Validate all required arguments are present.
if [ "${dir}" 1 && [ "${encryptionContext}" ] && [ "${s3bucket}" ] &&
[ "${s3folder}" ] && [ "${masterKey}" 1; then

# Is $dir a valid directory?

test -d "${dir}"

if [ $? -ne @ ]; then
echo "Input is not a directory; exiting"
exit 1
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echo " and ENV var \$masterKey must be set"
exit 255
fi
PowerShell

fi

# Iterate over all the files in the directory, except *gz and *encrypted (in case of

a re-run).
f in $(find ${dir} -type f \( -name "*" | -pame \*.gz ! -name \*encrypted \) );

for
do

echo "Working on $f"
compress ${f}

encrypt ${f}.gz

rm -f ${f}.gz

s3put ${f}.gz.encrypted

done;

else

#Requires -Modules AWSPowerShell, Microsoft.PowerShell.Archive

echo "Arguments: <Directory> <encryption context> <s3://bucketname> <s3 folder>"

Param

(

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String[]]

$FilePath,

[Parameter()]
[Switch]
$Recurse,

[Parameter(Mandatory=$true)]
[String]
$wrappingKeyID,

[Parameter()]
[String]
$masterKeyProvider = 'aws-kms',

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String]
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$ZipDirectory,

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String]

$EncryptDirectory,

[Parameter()]
[String]
$EncryptionContext,

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String]

$MetadataDirectory,

[Parameter(Mandatory)]
[ValidateScript({Test-S3Bucket -BucketName $_3})]
[String]

$S3Bucket,

[Parameter()]
[String]
$S3BucketFolder

BEGIN {}

PROCESS {
if ($files = dir $FilePath -Recurse:$Recurse)
{

# Step 1: Compress
foreach ($file in $files)
{

$fileName = $file.Name

try

{

Microsoft.PowerShell.Archive\Compress-Archive -Path $file.FullName -
DestinationPath $ZipDirectory\$filename.zip

}
catch
{
Write-Error "Zip failed on $file.FullName"
}
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# Step 2: Encrypt
if (-not (Test-Path "$ZipDirectory\$filename.zip"))
{
Write-Error "Cannot find zipped file: $ZipDirectory\$filename.zip"

}

else
{
# 2>&1 captures command output
$err = (aws-encryption-cli -e -i "$ZipDirectory\$filename.zip"
-0 $EncryptDirectory °
-m key=$wrappingKeyID provider=
$masterKeyProvider °
-c¢ $EncryptionContext °
--metadata-output $MetadataDirectory °

-v) 2>&1

# Check error status
if ($? -eq $false)
{

# Write the error

$err
}
elseif (Test-Path "$EncryptDirectory\$fileName.zip.encrypted")
{

# Step 3: Write to S3 bucket
if ($S3BucketFolder)
{
Write-S30bject -BucketName $S3Bucket -File
"$EncryptDirectory\$fileName.zip.encrypted" -Key "$S3BucketFolder/
$fileName.zip.encrypted"

}

else

{
Write-S30bject -BucketName $S3Bucket -File
"$EncryptDirectory\$fileName.zip.encrypted"

}
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ERBRERAER

ZRPIEMZERBX AN S SHEARERAZET,

ZRi\ER T , AWS Encryption CLI ( FIE#ARAH) AWS Encryption SDK ) 3 E 0% 89 AN TR A
—WERIEEE. BRESMRETEAR—NWERETARNEREXE  BEEEER THRERHAE
AERRKRSTESY. NREZREARETAESE  BENRLIRMUNTBENNARENRS
BR , ARES LN RS RME.

HiZRBlH  BEEAEFREOIIEZARMEFVERARUMNRMBRERE,

ZROIFNGESNE—NEESNFERNARER , HPEHRTEKRY 800 MNAEH. F—N
S AWS KMS key B9 ARN fR1F7E keyARN ZXEH, F- oS NERA B ZFHFIEXH ( L
BER) , HEXENHBEARTEFHBERP, ZWHER --suffix BHIEE .archive B,

--caching 2¥E ARERAERE. capacity B (RHEFEPHHRERHAL ) REN 1, BRHT
XHLEBERANTERES - MNIEZ, max_age B (BEAFEAEENHREZHNNAEKE )
REN 10 ¥,

A[iEHY max_messages_encrypted BHIRE RN 10 MEE |, Atk , NAFERENKRIEZHAMZES 10
N, BEESRESNRFEZHAMNBZH G, TURDERDEER THRIEZMEMZ B MAY S
HE,

ENRERFERNAEXMSZTZHT , BURFEESEEANRE ( Linux Y sudo ; Windows
REFHUEER BMEIT) -

Bash

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input /var/log/httpd --recursive \
--output ~/archive --suffix .archive \
--wrapping-keys key=$keyArn \
--encryption-context class=log \
--suppress-metadata \
--caching capacity=1 max_age=10 max_messages_encrypted=10
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PowerShell

PS C:\> $keyARN = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --encrypt °
--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'
--wrapping-keys key=$keyARN
--encryption-context class=log °
--suppress-metadata °
--caching capacity=1 max_age=10
max_messages_encrypted=10

ENRBIEZAEFNRR |, iZRH1E PowerShell #4£H Measure-Command cmdlet, f1RIZITZR
FIMTERBRBEZRAEE , RAOTEE 25 DB FETER. Z3ENE ZIPNENXEERFTHEE
45,

PS C:\> Measure-Command {aws-encryption-cli --encrypt °
--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'

--wrapping-keys key=$keyARN °
--encryption-context class=log °
--suppress-metadata }

Days : 0

Hours 0

Minutes 0

Seconds : 25

Milliseconds . 453

Ticks : 254531202

TotalDays : 0.000294596298611111
TotalHours : 0.00707031116666667
TotalMinutes : 0.42421867
TotalSeconds ¢ 25.4531202

TotalMilliseconds : 25453.1202

BRERBAFEITUINMRZIENEE , EFEMNBEZARINZZAT 10 M XX, ZaTRER
EXT 12 WORRBEN AR , X E R AR R T ERIRBR D FRKH 1/100
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PS C:\> Measure-Command {aws-encryption-cli --encrypt °

--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'

--wrapping-keys key=$keyARN
--encryption-context class=log °
--suppress-metadata °

--caching capacity=1 max_age=10

max_messages_encrypted=10}

Days
Hours
Minutes
Seconds

Milliseconds

Ticks
TotalDays
TotalHours

TotalMinutes
TotalSeconds
TotalMilliseconds :

: 0

0

: 0

11

. 813

: 118132640

: 0.000136727592592593
: 0.00328146222222222
: 0.196887733333333

: 11.813264

11813.264

IR EER max_messages_encrypted [R&l , NERAR —HIIEHAMBAIE XS, ZEXEMTEAR
BEZHOXE K MASEENMRZIBNEE., T , eENETRHARHEFNFRRIBRDE 1

Sk
Ao

PS C:\> Measure-Command {aws-encryption-cli --encrypt °

Days
Hours
Minutes
Seconds

Milliseconds

--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'

--wrapping-keys key=$keyARN °
--encryption-context class=log °
--suppress-metadata °

--caching capacity=1 max_age=10}

. 10
. 252
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Ticks : 102523367

TotalDays : 0.000118661304398148
TotalHours : 0.00284787130555556
TotalMinutes : 0.170872278333333
TotalSeconds : 10.2523367

TotalMilliseconds : 10252.3367

AWS Encryption SDK CLI & :MSHS#E

AEFERM T B ZRRMNEESHIRRUF B EER AWS Encryption SDKES1T5RE (CL). B
XBEZANHMSHNEY |, S0 W{AEEA AWS Encryption CLI, BXR6l , 56 AWS
Encryption CLI 7" 6l, BXTEXYY , HSH IR,

e
« AWS Encryption CLI i&3%
« AWS Encryption CLI (s 5 178#

- BRSE

AWS Encryption CLI i&3%

XL AWS Encryption CLI & B &R E REEH AWS Encryption CLI HUITH B MESIIB L, XLEiE
E TR AWS Encryption CLI BRZAR 2.1.x RESRA P HETZE

MY Z 2 hEERR W)= E AWS Encryption CLI BRZ< 1.7.x 1 2.0.x F XMW, B2 , AWS Encryption
CLI frxA 1.8.x BUEARAS 1.7.x , AWS Encryption CLI 2.1.x BIX 2.0.xc BXEFHAELE , i55H GitHub
E#9 aws-encryption-sdk-cli g EFHNERZEES,

(® Note
BREESHERPIEN , SNEBNMNSBHEMREES v THEA Ko
MBAERSWAZIBHOME , AWS Encryption CLI BB ZTFZBHEY , MALHNES
RO

FREVHE BY

EIRENTE AWS Encryption CLI BEMSEEA , EFEMA --help = -h,

aws-encryption-cli (--help | -h)
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IRENAR A

EIREUER AWS Encryption CLI ZEMIRAS |, A --version, ERIEHRIB, REBES
D EHXEH AWS Encryption CLI TR | S S EERA,

aws-encryption-cli --version

N B

AR iBZBERE R encrypt i B ERANSH

aws-encryption-cli --encrypt
--input <input> [--recursive] [--decode]
--output <output> [--interactive] [--no-overwrite] [--suffix
[<suffix>]] [--encode]
--wrapping-keys [--wrapping-keys]
key=<keyID> [key=<keyID>]
[provider=<provider-name>] [region=<aws-region>]
[profile=<aws-profile>]

--metadata-output <location> [--overwrite-metadata] | --suppress-
metadata]
[--commitment-policy <commitment-policy>]
[--encryption-context <encryption_context> [<encryption_context>
.. 1]
[--max-encrypted-data-keys <integer>]
[--algorithm <algorithm_suite>]
[--caching <attributes>]
[--frame-length <length>]
[-v | -vv | -vvv | -vvvv]
[--quiet]
R HR

AT iBEB &R E R decrypt i R EANSH,

A 1.8.x |, --wrapping-keys SHEMBIN B AEN , BEWSER. MNRE 2.1.x Fig
BB ZENEEFA --wrapping-keys 8., XF AWS KMS keys , BRI LUEF key B 1k
EEOEZA (JREXRK ) , B LUF discovery BHIRE N true , XFT L& AWS Encryption
CLI AT A AN BEZH.

aws-encryption-cli --decrypt (or [--decrypt-unsigned])
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--input <input> [--recursive] [--decode]
--output <output> [--interactive] [--no-overwrite] [--suffix
[<suffix>]] [--encode]
--wrapping-keys [--wrapping-keys]
[key=<keyID>] [key=<keyID>]
[discovery={true|false}] [discovery-partition=<aws-partition-
name> discovery-account=<aws-account-ID> [discovery-account=<aws-account-ID>] ...]
[provider=<provider-name>] [region=<aws-region>]
[profile=<aws-profile>]

--metadata-output <location> [--overwrite-metadata] | --suppress-
metadata]
[--commitment-policy <commitment-policy>]
[--encryption-context <encryption_context> [<encryption_context>
.11
[--buffer]
[--max-encrypted-data-keys <integer>]
[--caching <attributes>]
[--max-length <length>]
[-v | -vv | -vvv | -vvvv]
[--quiet]
£ A E XX

BULEI e BREENREX M, XSBYTERTHREASKENE. BXTM , 250 0
EREXAFE#SH

aws-encryption-cli @<configuration_file>

# In a PowerShell console, use a backtick to escape the @.
aws-encryption-cli “@<configuration_file>

\

AWS Encryption CLI 88 51735

Z B FRIZ A AWS Encryption CLI i S B ERER, BXZTEUWHA |, iHSH aws-encryption-sdk-cli
X,

--encrypt (-e)

B ABE, B NG OBAEE - --encrypt & --decrypt H --decrypt-unsigned &
o
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--decrypt (-d)

BEm AR, S MO MMEF— --encrypt, --decrypt = --decrypt-unsigned &
o
--decrypt-unsigned [#ERZA 1.9.x M 2.2.x 5| A, ]

--decrypt-unsigned Z¥NMEXFHITHREHBEREEEMBZIAIARZEE., WREFEA --
algorithm ZHHERE TATHRFEENELZEMHRNEZLRE , FEALKSE. IRNBEXFE
ZE, NFEERM,

WA LAERA --decrypt B --decrypt-unsigned #1T#% , ETEERMERTEE,
--wrapping-keys (-w) [fEAR 7S 1.8.x 5| Ao ]

EEEMZNRZREFEANZEZH (RERH ) . EAUEE M SSPEAZS --
wrapping-keys S#,

MR 21 x FF e, EMBNBBEHSHPEEFH --wrapping-keys 8, ERA 1.8.xH ,
MFZGHEE --wrapping-keys 5 --master-keys ¥, EREK 1.8.x BHHTH |, --
wrapping-keys SR WIEN , BEER.

FAEBENEFZARMERN , MBENRBGTEEMEA key M provider B, £H AWS KMS
keys Bt , MBWSHREMREA key Blt. BEWTHREMA key BHEZHENR true W discovery B%
([EFREFHERMNMER ) . BB key BHER AWS Encryption SDK f{E3EE., MREEMEZR
ZHBEEEE | 6120 Amazon S3 8= Amazon SQS AFIHFHIEE , X—RAHEE,

BRERUNAER AWS KMS Z X ZAENBEZHAN TG , B5H F£HZXig AWS KMS
keyso

B : --wrapping-keys SHETESUTEM. KX F attribute_name=value,
key

FRRRERFERANIEZH., BN key=ID X, BALESH --wrapping-keys ZHEF

EBEZ key B o

- MEGT  MENETCHEEMEH key Bit. EMEWSPHER AWS KMS key Bt , key
BHEAETREEH ID. Z4 ARN, 3BBMIBIE ARN. BX AWS KMS AR IARFHY
iR | BH5/ (AWS Key Management Service FF & A R I8F) R ZHAPRIRET,

- BBEREWS ;. A AWS KMS keys fE#AT , --wrapping-keys SHEEFEAERNFEH ARN
B9 key BMESIEN true B discovery B (ETERERNER ) o £ key BHER AWS
Encryption SDK £k, FRABENTZARHEEFBEZN , EEMEA key B,
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® Note

EEMEDSPIEE AWS KMS @EF | key BHENEXMZZEE ARN, MREH
40 ID, BBEMIABIE ARN , Il AWS Encryption CLI FTo3%1R 5B %4,

B LAESA --wrapping-keys SREHREEZ M key B, TF , --wrapping-keys &
B B 1EA provider, region M profile BMHEA T ZSHEFTNIEEEFH. EEEEET
RAEMENSEZH , BEGSHPEAZ --wrapping-keys ¥,

discovery

ft¥F AWS Encryption CLI £ B 1E{TT AWS KMS key REEZE B, discovery R EAR true 5
false, BRIAEN false, discovery BHRXEMBEGRTHEN , HANEEZHHAREEF N
AWS KMS BB R

{8 AWS KMS keys B8 , --wrapping-keys SHEEFE A key BEHEN true 19
discovery Bt ({EFBEMERINER ) . MREFHER key B , MALAFERENR false 9
discovery J& tEREAEHIEL R I,

« False ( B1A ) - HAKRIERE discovery BMHHEEN false B , AWS Encryption CLI X £
--wrapping-keys Z#H key BHEIEEM AWS KMS keys REZEHE ., MR discovery
7 false RS BIEE key Bt , MBRBEWDSHFAM. HEZEF AWS Encryption CLI £
o

« True - ¥ discovery BHMERN true &Y , AWS Encryption CLI &M% 5E B H THIE
FREN AWS KMS keys , FEHIXL AWS KMS keys REZHE, B true B discovery B
MRITRHEL TR 1.8.x ZBIH AWS Encryption CLI iR |, R AFEEB RN IEEEER
., B2 , BEREM AWS KMS key WER 2HAM, WRTE discovery A true FIEET
key Bt , M BEH SR,

true A REL S B AWS Encryption CLI EREH AWS Ik FXE AR ER AWS KMS
keys , E=RXEAA P TREAK AWS KMS keys,

¥ discovery 7 true B} , H{ERERE A discovery-partition 1 discovery-account & HEF
FAH9 AWS KMS keys PR#I N EBIEER AWS K FHIZH.
discovery-account

T HEZE AWS KMS keys FREIFIEEMN AWS IKF A4, WEHNE—ERER
AWS ik ID,
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WEMRTER | {NIE AWS KMS keys B discovery BHIRIE RN true BIEE T discovery-
partition BENBRZ B STHE .

B8 discovery-account B RFEE—N AWS Ik ID , BEALAER —1 --wrapping-keys
SHHIEEZ A discovery-account B, LA EM --wrapping-keys S HIEENFTAE K
FEAMNTFEEN AWS 2 XF,

discovery-partition

£ discovery-account BHEFR R IEE AWS 2 X, HEXAR AWS X |, fli0 aws, aws-
cn % aws-gov-cloud. BXEZER , HZSH (AWS —Z2E) P Amazon FIRE #.

HI&fE A discovery-account BHER , FEEFEALE M. 81 --wrapping keys ¥+
HEEEE — discovery-partition B4, EEZ N2 XHIEE AWS K |, EFEAHM - -
wrapping-keys ¥,

provider

EEEXZHARMERF. B3R provider=ID X, BRIAE aws-kms TR AWS KMS, REEEH
HIRHERFTZ AWSKMS it , FEEFHIZE M.

X1

FRIR AWS KMS key B9 AWS X1, ZBHENXT AWS KMS keys B, REEZARRTRE
EXER , T2ERAZEN BN, RARZEN. EEAZEMR , ©BE AWS CLI & E
I 3 RV RRIA X 8

profile

FRIR AWS CLI s B BB 4. ZBHMNXS AWS KMS keys B, REEZFMATREEX
HHEBEGSPTEE region B , FEAEE 4P XE,

--input (-i)

EEENZRBEEZNBENVLE, WSBHNLESH. ZEATURXHFRE RHHEE , hallRX
HrEEN, MRBLEERMAREEGT (stdin) , BHER -.

MEMATEE , ZHTRRITER , MIF2ERERRNEE.

--recursive (-r, -R)

XA B REEFE RPN XAMITRE, £ --input ENEFE , FEERZSH

--decode

fi# 13 Baseb64 RwmIZHIH Ao
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NMREFZCNEZEHEERILIER , ELATERBRHEZXNERITHE, ZSBNERT
LR 1R,

flan |, ANRTE encrypt W HER --encode S , BEEMBHK decrypt W HER --
decode S8, ZthA[LATE 1%} Base64 iKY A 2 Bl 1% S B0 E 3t 1T #ERD .

--output (-0)

EEMENBR. SBNLESH. ZETURXHE. UEERY -, GENHEBEAR®S
1T (stdout)s

MEEENREERFEE , Zo S FAM. WRAMAITEFEFR , AWS Encryption CLI FEIEE
W B RPFERMERXLEF B F

FRIAER T , AWS Encryption CLI ZEEBMEIEMH X4, EERZTH , BFEA --

interactive = --no-overwrite 2., ERILERBERES , BFA --quiet S,

@ Note
NSRS SR A S R IK , T S BR324

--interactive
EBEXH AR,
--no-overwrite

FEENH, MR B XHESE , AWS Encryption CLI R8T #E R A5 A o

--suffix

73 AWS Encryption CLI SIZHW X HIEEBEN N HERR. BEETREEER , BEAXEEN
S8 (--suffix).

BINERT , 7 --output SBUREEXHEN , BEXHESRAXHBHEBHMLE
%, encrypt i THIEERN .encrypted. decrypt i BHIERN .decrypted,
--encode

¥ Base64 ( —HHIBIXA ) HBNATHE. KBTI shell EHEFHEIR it AR X
AHE3E ASCIl 5,

e mEZR s EE A S stdout (--output -) B, BEMAZSE (527 PowerShell 4 &
B, AEEIEENAEAEES MR EREFEZER,
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--metadata-output

EEAXMERENTBENLE, FRARENIXMHE. IREFZRTEE , ZHTREAK. BN
THEE ARG TIT (stdout) F , EFEMA -,

BEAEER—wSPFwESHE (--output) MaBEHm L (--metadata-output) BEAE!
stdouto Lb4\ , W1R --input = --output ENEFR (REXHR ) , ELEERBEREEA
ZlE— B F£H1% B FHEAF B FH,

MRBE MBI , AWS Encryption CLI BRINEFFH THIFIC KM N ZXHHPNEARNEE
H, BYMERAZIRE  BAUSR-NMEEMENERENTHEN XS, EBZAEXHPHR

A, HFEM --overwrite-metadata .

NF R THRITHENMBES B ZRE , AWS Encryption CLI EE —4 JSON B XK THIEIZ R,
BIMABBECRESMANME AN TERE, MBLTX, EXE4UREMEENENESR
U UAERAXEEEREETRFEARIICREENESEN LK,

--overwrite-metadata

BEBERESXHFHIRNET. BRINERT |, --metadata-output SECT TEIRM MBI T4
PN EARERNREE.

--suppress-metadata (-S)
Bt B RB R INZ SRR IRER TR,
--commitment-policy

EEMENBRRGTHAEERRE, RERBRRELNHERBEAZAAE TR ITINENE
#o

--commitment-policy SHIERAK 1.8.x 5N, ZSHEMNRNBRHSHER.

ERRA 1.8.x 1, AWS Encryption CLI XFrE NZ MR IREMEA forbid-encrypt-allow-
decrypt AEXRM, YEEMESIBERSHER --wrapping-keys S8t , FEEEHAESR
forbid-encrypt-allow-decrypt Y --commitment-policy ¥, MREFER --
wrapping-keys 28 , W] - -commitment-policy S¥FER. AR B & FHE O] Bh L IRAY &
HRBEARIRAE 2.1 x B3I E RN require-encrypt-require-decrypt

MIRAS 2.1.x FFih |, XEEFTERERKE, --commitment-policy SHE %M , BRIAMENR

require-encrypt-require-decrypt,

HSHERUTE :
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- forbid-encrypt-allow-decrypt - TEERAZHEABEHITNE, TUBRRERARTEAR
SAREMENNE X F,

ERA 1.8x |, XRME—WERE, AWS Encryption CLI X FrE I MR Z 2 /EE A
forbid-encrypt-allow-decrypt &if KK,
« require-encrypt-allow-decrypt - (RERAFHARBHITNEZE, EANTERABRARBEHIT
R, WEERZA 2.1.x F5| A,
- require-encrypt-require-decrypt ( B\ ) - (REEAFARBEHITNZENBER, LWEEMR
K21x FEI Ao FERRA 2.1.x MEGERAD , XEERIAE, FHIE , AWS Encryption CLI ¥
&R ER AWS Encryption SDK R HRAMZNERMNBE X E,

BXREABERBHWFMEE , 5ZH T AWS Encryption SDK,

--encryption-context (-c)

NBREEENE LT, ZSBFRLEN , BRNUER.

« £ --encrypt @HH , MA—NHZ/ name=value X, BEFEAZEDBXLIS,

« £ --decrypt @59 , #A name=value JF/FZEEM name T,

MR name XHH value = name=value BEEZRIABFHRTH , BHEIMNNAEIS5ERK, 6

i, --encryption-context "department=software development",
—-buffer (-b) [TERRZAS 1.9.x # 2.2.x F5| A, ]

NENEBEZAERMAZEEREAN  SERIERFEE (URFE) .
--max-encrypted-data-keys [TEARZ 1.9.x 1 2.2.x 5| A, ]
EEMZEEEPMEBBEZANRARE, WS AL,

BXMERN 1-65535, MRBEEISE , W AWS Encryption CLI FeR TR AE., MEZFEE
B S A LA 65535 (2M6-1 ) NINEBEHA.

BRI EMR G TR ERALSEBORM L HIARNBRAES . EAUUERERTHEAZSHEEN
LBEHE  ARREARBLTERFZNNEREZHBEZEE . AXREFAGENRE , BSHRS
IEBIERH.

--help (-h)

Eﬁ%‘?T EF zFﬁj II:H FH /i*”ln /io

--version

JREX AWS Encryption CLI BJRRA,
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-V | -vV | -vwV | -vvvv

ETREHER, BEANRNER. MHPHNFAEERESHIH v HEME M, FFANRE (-
vvvv ) A AWS Encryption CLI & H & AP E A 4 R BN F = R B 3E.

--quiet (-q)

BHEEREBESEHEE , AW, 2BEH HX4NEREER,
--master-keys (-m) [EF& A]

(® Note
--master-keys ZEIEMRA 1.8.x FHRAHERA 2.1.x F#iBR, EHA --wrapping-keys Z
08

EEENZENBRZREFEANIEH. EUUESI Mo THEASIEFRASH

FBEME encrypt R --master-keys B, REEEMAEYL (I AWS KVMS ) 4R
HEFN  TEEEREH ST EAUSY,

B : --master-keys SHETEUTEM., X F attribute_name=value,
key

WIRBEPEANIEZH. BN key=ID X, FEEMAE encrypt i S HEA key B 1%,

EmZeSHER AWS KMS key B | key B 1&5’3@‘1 E2 %4 ID. B4 ARN, BNEZBHIE
% ARN, Bx AWS KMS ZHFIRFNIFHAER , 525 (AWS Key Management Service FF
REERE) PHEATRR,

EXZPRMEFTR AWSKMS i, EEEMEDTHEMA key B, EMZERIE AWS
KMS key tNZMNBTEATSH , TAGTFEA key B,

WA LESA --master-keys SHEFEEZ N key Bit. T , 4E provider, region
profile BMEA T ZZHREFHMEEE. ZEEETEETRABHENETEY , BEFSHER
%A --master-keys ¥,

provider

EEEXZHARMERF. 8BXH provider=ID X, BRIAE aws-kms TR AWS KMS, REEEH
HAIRHEFTZE AWSKMS it , FEEFEHIZE M.
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X1

FRIR AWS KMS key B9 AWS XiF, ZEHXFT AWS KMS keys BXo REEZHIMRFRIE
EXEN , ToaERAZEY , BN , SRAKZEY., EFEAZEMR , ©&E AWS CLI G5B Ht
B X R BRI X,

profile

FRiR AWS CLI B LB X4, iZEMHATT AWS KMS keys B, REEZFRMAFAEBERX
HHEEBTPRIE region BHER , TEFERAEEXHFHXE,

--algorithm
EERRANELEN., ZSBRTIEN , VFE encrypt B THE K.

MREFEELLSE , Wl AWS Encryption CLI EE AR 1.8.x 5| A AWS Encryption SDK Y
BINEZEHZ—, MABRINEEHERWHE HKDF, ECDSA Z£& M 256 {1 #2340/ AES-
GCM, —MEZFEABHARE , —BTEA. RMAELZEHNIERHET DR E R RE,

BICHRINEELZEGATASHNERE, BXERENSIR , 52 Read the Docs H
algorithm SEHE.

--frame-length

ZEREEMKENALH, ZSREAIEN , {VE encrypt S HAEN.

BFRMA—ME (FT ). BREN O M 1-2731-1, {H 0 RARIFEMBIE. BRIAMENR 4096 (FT ) o

(® Note

RAJBEEFAMIEAE. AWS Encryption SDK {X Z #5455 AR K IEMEHE. AWS Encryption
SDK MR LR S SSIMMA T MUERIEMMB N F . FIE XSG S SSIER AT LR 25 5 i A0
JEMTIN 2 S F

--max-length

ERENMBHEEAERNEAMAN (RIEBVEENBANBKE ) , UFHREMY. ZBH
R AR , IV decrypt BETER. ©EEHLERBIEEXNBESZ L,
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BRA—ME (FT ). REBELLSE , NFEZFT AWS Encryption SDK 7~ BR &l K /)N

--caching

BRBFEZAETHE , ZHREARERR , AIFTERENENMHANGFERFNNBEZN. 258
XRERAR. EEAZNEZE , BFLRRBIEZHAZEF X,

--caching ZHEEBUTEX.
capacity ( 4% )
HBEEFEPHRAFEIR.
&/MER 1. BRERKE
max_age ( &4 )
HEFERAZFXENNEKE (¥) , NEXRERNIIZERER,
BRA—NKT O WE, ZREHZKE.
max_messages_encrypted ( AJiE )
HWEZFEWSRE TLUNEN&KEER.
BHER 1-2732, BRIAMER 2232 (BERE ) -
max_bytes_encrypted ( A% )
HWEEFENWFE TUMBENRKFEN R,

ASER 0 M 1-2763-1, BRIAERN 2763-1 (BB ). EFEAE O , BREENBREEEZH
S EABEZRART.

AWS Encryption CLI FJ iR

BIEBNEEARHRAR AWS Encryption CLI,

(® Note

AWS Encryption CLI 4.0.0 Z BIEYARARKL F 458 1E 3500 ER o

BEEE S ARBREBIEEI T 22 M AWS Encryption CLI BRZA 2.1.x RESRAEF N &K
WA, BR , A 21 x FEIATHHNZEEE , FAFRE. BEMRE 1.7.x REEMRAE
FF , MAEEFH N AWS Encryption CLI HFTH 1.x A&, BXEFMEER , BSH T8 AWS
Encryption SDK,
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P Z 2 IheE& A 2 1E AWS Encryption CLI R4 1.7.x M 2.0.x A EMHH. B2 , AWS
Encryption CLI ARZA 1.8.x BURARZA 1.7.x , AWS Encryption CLI 2.1.x BUX 2.0.x, BXxF4AE
£ , B2 H GitHub £# aws-encryption-sdk-cli T EFRHHEXZEES,

A< AWS Encryption SDK EEZRANER , S H BRZA AWS Encryption SDK,
I AE AW R ?
MREZ AWS Encryption CLI WETRF |, iBEARIFRA

EMBHMA 1.7.x 2889 AWS Encryption SDK fRZANZHHE , B E X EBIRFRALN AWS
Encryption CLlI, ZEE#E 21.x HESRE 2 , BRITAEEUNER, BXFHAEE , HZHA &
¥ AWS Encryption SDK,

THEZ

- BXERNFAGEURIBIXLEHIRANIER , HSH T AWS Encryption SDKo

- BXFH AWS Encryption CLI Z8HE MR |, 12 AWS Encryption SDK CLI BZEMSHZS
£

LURFIREIR T MRAS 1.8.x # 2.1.x A%t AWS Encryption CLI B E X,
WA 1.8.x 33 AWS Encryption CLI B E X

« % --master-keys ¥, HHA --wrapping-keys S,

« %I0 --wrapping-keys (-w) S8, % --master-keys SHMFERMS. ERMT AT Ik
B, XEEMHNESER AWS KMS keys #2084+ B X,
+ discovery
« discovery-partition

« discovery-account

NFBEENETFRAREREF , --encrypt M --decrypt B SEEMA --wrapping-keys SHE
--master-keys ¥ (EFTEMRERNFER ) o kI, T AWS KMS keys Y --encrypt 5 H
EF A --wrapping-keys = --master-keys ¥ ( EFERERMNER ) o

£ AWS KMS keys B9 --decrypt i8S H , --wrapping-keys S¥EmEHN , BRWER ,
NERK 21X FEEFERZSH. NMRERZSH , MATIEE key BHESENR true B discovery
B (BEFTEMERNER )
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« N --commitment-policy ¥, H—BMEN forbid-encrypt-allow-
decrypt., forbid-encrypt-allow-decrypt AiEREATFRENBENBERG T

ERA 1.8.x |, HIEMER - -wrapping-keys S8t , EEFEHEN forbid-encrypt-
allow-decrypt B --commitment-policy ¥, AR EZE APy LB AERBEHRE
MR 2.1.x BF B3I XN require-encrypt-require-decrypto

WA 2.1.x 33 AWS Encryption CLI B E X

« B --master-keys ¥, HFHA --wrapping-keys S,

- EFANBHNBZEGSPEEFH --wrapping-keys 8, SBMIEE key BHHERN true K
discovery Bt ({EFERERMNFER ) -

« --commitment-policy ZHEZHFUTE, BXFMAEE , SN RELNAEREK,
« forbid-encrypt-allow-decrypt

* require-encrypt-allow-decrypt
- require-encrypt-require decrypt ( ERIA{E )

o FERRA 2.1.x H , --commitment-policy SHRAIEN . BIAEN require-encrypt-
require-decrypt,

RS 1.9.x # 2.2.x 3 AWS Encryption CLI F9E X

« M --decrypt-unsigned ¥, EXFMEER , BFSH B 2.2.x0
o %N --buffer S8, BXIEFMEE , BESH BA 2.2.x0
« ¥B0 --max-encrypted-data-keys 8., BXFAEER , ESR REMZEHIEZHA,

WA 3.0.x 3 AWS Encryption CLI B E X

o AINF AWS KMS ZXEZAN T IF. BXEMER , FSREHAZXE AWS KMS keyso
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BREZHER

BIEZAET SEZANEXNNEMRAFREETR. IEIBREZREN , REEFH AWS
Encryption SDK EIX LB HIERE. MRKFICED , EREAZTFHHREZRR , M TARERFH
Fi, BEFAEFETURS MR, BEAEX , FEUURBBEENAERT BRREERSRHIAN.

EUTERT , EHNNARFIUNBEZAZRFRZR

- NARFAUEAREZNA.
- NABFERKERERH,
- BHMBREITEE, JAS. XRFTEERERF,

ZFO LU EXN MZRSHER |, #li0 AWS Key Management Service (AWS KMS), IREEE
FIAWS KMS requests-per-secondii R , EFAIARMEH B, ZHNNARERFAUEAZENZHARL
BERMNELEHEFHAER , MTLBEHA AWS KMS, ( #BIE R BAE AWS Support Center | —MNR
BIRBEK RS, )

Al AWS Encryption SDK #B RS ZMEBRFEZAET. ZTEIRE— N THEFNEFNEM
REHEE (BFECMM) , MESEEXEHAIHEIREN LTS HE, XEAGRSEHTEHEBEMN
EABEZARGNESNEFZH , ARNRBEREN R M,

BEZAEFE RN — T L8 AWS Encryption SDK , BNiEEFER, RINERT , 2SI ME
1 AWS Encryption SDK £ — N BIEZH, XA EZHFNBRHRESE , ZRESERTEN
NESERBEZRA. BF K REEZTEHZMERERN , TRERABEFHER, A, ERNERARE
RARTFLZLHE , MBRECAFEXANEEBEITMENRNETFE,

NE T [RAZ #4217 CMM AWS Encryption SDK . KRAS 3, x AWS Encryption SDK for Java 1X
IRTEEATFARMEFEONESE CMM , TXERANEOD, BR , RA& 4, NET AWS
Encryption SDK 8 x #IARZA& 3, x AWS Encryption SDK for Java X3FAWS KMS 2 EZ 4 |, X2 —
MERNNBEMEEERERER, A8 AWS KMS 2EZARMBZN AR REEER 2 ER4ANHTH
AWS KMS %,

BXRZXEZLITRARNFMITIL , BFSH AWS Z2EFEHH AWS Encryption SDK: How to Decide
if Data Key Caching is Right for Your Application,

ES}
- WMERBEZAER
- REEFZEHE
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- BREZHETFHFHER
- BEZHAETTH

MEERABREZRAER

REBNENAEECHNRABFPEABREZHESRF. CHESEEITHEIERE. RE , eFXLES
REFAZ—MIRRAF , ZROIERFEPEABEZAZREUNEFFE,

A F5 i RBIEBR T a0AIE A AWS Encryption SDK B 2.0.x REEMRA, BXEREHRAN R
Bl , BELWRZIES GitHub Fi& B IR A 51 R K BB H R AR

AR AWS Encryption SDKRRE R BEZARFN TEALT N RE |, FS0 -

* C/C++ : caching_cmm.cpp

+ Java : SimpleDataKeyCachingExample. java

« JavaScript ¥ % 8§ : caching_cmm.ts

JavaScript Node.js: caching_cmm.ts

Python : data_key_caching_basic.py

EAT NET 8 AWS Encryption SDK A HIERAEF.

£
- FRABEERHAZE ;S tep-by-step
- BIEBAEERN . NEFRE

FERABERART S tep-by-step
XL step-by-step HEARZRRE R T A I ES K ERAZFIAIFNA Y.

- DIBERERASF. BEXEREH , FAEA AWS Encryption SDK REN Rt E . BRIVFHERF
BR&IN 10 MEIERA.

// Cache capacity (maximum number of entries) is required
size_t cache_capacity = 10;
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struct aws_allocator *allocator = aws_default_allocator();

struct aws_cryptosdk_materials_cache *cache =
aws_cryptosdk_materials_cache_local_new(allocator, cache_capacity);

Java

LURRBIERRA 2, B9 x NAWS Encryption SDK for Java, A& 3, EH x AWS Encryption
SDK for Java EFAHRFEZIAESF CMM. EAMAE 3. x , IREATERAWS KMSH E 4
I, XR—MEBERHNMBEMRERFHRRER,

// Cache capacity (maximum number of entries) is required
int MAX_CACHE_SIZE = 10;

CryptoMaterialsCache cache = new LocalCryptoMaterialsCache(MAX_CACHE_SIZE);
JavaScript Browser

const capacity = 10

const cache = getlLocalCryptographicMaterialsCache(capacity)
JavaScript Node.js

const capacity = 10

const cache = getlLocalCryptographicMaterialsCache(capacity)
Python

# Cache capacity (maximum number of entries) is required
MAX_CACHE_SIZE = 10

cache = aws_encryption_sdk.LocalCryptoMaterialsCache(MAX_CACHE_SIZE)

- BIEFRARMERF (Java F Python ) 2475 ( C M JavaScript ) » XERBIFER AWS Key
Management Service ( AWS KMS ) ZZHRMEF I FREH AWS KMS Z4AIE,
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C

// Create an AWS KMS keyring
// The input is the Amazon Resource Name (ARN)
// of an AWS KMS key

struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(kms_key_arn);

Java

LR RBIERRA 2, B x INAWS Encryption SDK for Java. A& 3, EH x AWS Encryption
SDK for Java EF ABIEZAEF CMM. EAMZA 3. x, fRREATUEAAWS KMSH EE4A
0, ZR—MEBRCHMEMBEFRRE R,

// Create an AWS KMS master key provider
// The input is the Amazon Resource Name (ARN)
// of an AWS KMS key

MasterKeyProvider<KmsMasterKey> keyProvider =
KmsMasterKeyProvider.builder().buildStrict(kmsKeyAzrn);

JavaScript Browser

ENREED , BUMR L EAFIE, ZRHI7E webpack (kms.webpack.config) FE X
ZiE , webpack FEETHRENEIE. ER1IE AWS KMS &EFimFEIE2IE — 1 AWS
KMS BFRinRRMUERSMl, RE , EAERANN , §EFIRRMUERS AWS KMS key
(generatorKeylId)) —i#2{&i% A E BRI,

const { accessKeylId, secretAccessKey, sessionToken } = credentials

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken
}
1)

/* Create an AWS KMS keyring
*  You must configure the AWS KMS keyring with at least one AWS KMS key
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* The input is the Amazon Resource Name (ARN)
*/ of an AWS KMS key

const keyring = new KmsKeyringBrowser({
clientProvider,
generatorKeyld,
keyIds,
1)

JavaScript Node.js

/* Create an AWS KMS keyring
& The input is the Amazon Resource Name (ARN)
*x/ of an AWS KMS key

const keyring = new KmsKeyringNode({ generatorKeyId })
Python

# Create an AWS KMS master key provider
# The input is the Amazon Resource Name (ARN)
# of an AWS KMS key

key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(key_ids=[kms_key_arn])

- DIEEEMEMEEESR (ZFCMM) .,

GEWER CMM SEENEBHRARFRBMFELE, K5, HEFCMM L EBEEZLH
&,

£ AWS Encryption SDK for C /1 |, 2] AMERE CMM ( HlEn |, BRIA CMM ) SRZR4ARH GIEE
7 CMM, ZRBINZERRHRBIEETF CMM,
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EREETF CMM G, BRI UBBNZRASRMEEFENSI A, AXFEAFE , S Hthe section
called “5| A1t

// Create the caching CMM

// Set the partition ID to NULL.

//  Set the required maximum age value to 60 seconds.

struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(allocator, cache, kms_keyring, NULL,
60, AWS_TIMESTAMP_SECS);

// Add an optional message threshold
// The cached data key will not be used for more than 10 messages.
aws_status = aws_cryptosdk_caching_cmm_set_limit_messages(caching_cmm, 10);

// Release your references to the cache and the keyring.
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);

Java

LR RGIEARA 2, B x NAWS Encryption SDK for Java. ARZS 3. #J x AWS Encryption
SDK for Java A X HFEHAERE , BEEXIFAWS KMSHEZFR , XR—HERNINBZME
BEERAR,

/*
* Security thresholds
* Max entry age is required.
£ Max messages (and max bytes) per entry are optional
*/
int MAX_ENTRY_AGE_SECONDS = 60;
int MAX_ENTRY_MSGS = 10;

//Create a caching CMM
CryptoMaterialsManager cachingCmm =
CachingCryptoMaterialsManager.newBuilder().withMasterKeyProvider(keyProvider)

.withCache(cache)
.withMaxAge(MAX_ENTRY_AGE_SECONDS,

TimeUnit.SECONDS)
.withMessageUselLimit (MAX_ENTRY_MSGS)
.build();
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JavaScript Browser

/*
* Security thresholds
ik Max age (in milliseconds) is required.

k Max messages (and max bytes) per entry are optional.

*/
const maxAge = 1000 * 60
const maxMessagesEncrypted = 10

/* Create a caching CMM from a keyring */

const cachingCmm = new WebCryptoCachingMaterialsManager({

backingMaterials: keyring,
cache,

maxAge,
maxMessagesEncrypted

1)

JavaScript Node.js

/~k
* Security thresholds
k Max age (in milliseconds) is required.

& Max messages (and max bytes) per entry are optional.

*/
const maxAge = 1000 * 60
const maxMessagesEncrypted = 10

/* Create a caching CMM from a keyring */

const cachingCmm = new NodeCachingMaterialsManagexr({

backingMaterials: keyring,
cache,

maxAge,
maxMessagesEncrypted

1

Python

# Security thresholds
# Max entry age is required.

#  Max messages (and max bytes) per entry are optional

#
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MAX_ENTRY_AGE_SECONDS = 60.0
MAX_ENTRY_MESSAGES = 10

# Create a caching CMM

caching_cmm = CachingCryptoMaterialsManager(
master_key_provider=key_provider,
cache=cache,
max_age=MAX_ENTRY_AGE_SECONDS,
max_messages_encrypted=MAX_ENTRY_MESSAGES

N

XRIEEBRITHEEPIRIE, AF , ik AWS Encryption SDKEEERF , RERNEECHNEEFZEEZ
B,

MRBEMZNEZRENFADEABRERAZF , BEELNEF CMM MAREZARHEFH
Hftz CMM,

(® Note
NREMBHFERBJEMRAKRDOBE , EFLEBERPEERTER D, ENBRAK/NY
BIERT , AWS Encryption SDKFE A BERAEE

FEAWS Encryption SDK for CH , BALAMERAZETF CMM g2 — 1M 21E , RELEZ2E.

RIANBERT , HHEKRKDNKRMH BT , AWS Encryption SDKTAEEZHIERH. EATFETRH
ERIBEXRNNEE , EEA aws_cryptosdk_session_set_message_bound &% &
BHHBRAKD, REATFHITDEERDNDR, MREEPREERNEHDR , MBRRERSEIK,

/* Create a session with the caching CMM. Set the session mode to encrypt. */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_cmm_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
caching_cmm);

/* Set a message bound of 1000 bytes */
aws_status = aws_cryptosdk_session_set_message_bound(session, 1000);

/* Encrypt the message using the session with the caching CMM */
aws_status = aws_cryptosdk_session_process(

FERBEZAET S tep-by-step 256



AWS Encryption SDK FERARER

session, output_buffer, output_capacity, &output_produced,
input_buffer, input_len, &input_consumed);

/* Release your references to the caching CMM and the session. */
aws_cryptosdk_cmm_release(caching_cmm);
aws_cryptosdk_session_destroy(session);

Java

LU RBIEFARA 2, # x NAWS Encryption SDK for Java. MRAs 3, HH x AWS Encryption
SDK for Java ERF ABIEZRAEF CMM, EAMAE 3, x , REATUERAAWS KMSH EZRH ,
XR—fERNNBENREERRTR,

// When the call to encryptData specifies a caching CMM,

// the encryption operation uses the data key cache

final AwsCrypto encryptionSdk = AwsCrypto.standard();

return encryptionSdk.encryptData(cachingCmm, plaintext_source).getResult();

JavaScript Browser
const { result } = await encrypt(cachingCmm, plaintext)

JavaScript Node.js

£ Node.js B9 AWS Encryption SDK for JavaScript R fEHAEE CMM & , EER encrypt 3%
REAXEKE, MRRRESR , WFLREREZA, NREETKE , ERERHENPEXBEBT ZK
E A MBREFEEAN, MREFMEAXHVBIEKE (Fln , ERNEHBIEN ) , BREHESKK
TR (E

const { result } = await encrypt(cachingCmm, plaintext, { plaintextLength:
plaintext.length })

Python

# Set up an encryption client
client = aws_encryption_sdk.EncryptionSDKClient()

# When the call to encrypt specifies a caching CMM,

# the encryption operation uses the data key cache

#

encrypted_message, header = client.encrypt(
source=plaintext_source,
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materials_manager=caching_cmm

BREBHEF RO . NBFRH

EMZEFRFHER , ZERRRREERBEZAER. ©fstep-by-step TEFHNRBAS KA EZIT
RO I ARD

ZRBI AWS KMS key Bl EFMERARHAEFRNERAR. R, EAFEEFNERHR
HEFIBARUNE-MEREENZEHENERT CMM, 7 Java M Python F , B EREEERF
CMM, EMZEMNAXHFEURMBE LT, £CH , &F CMM BRELEFEFIEEN , FAMEERE
HaiE,

EETXERE , BEERME AWS KMS key B9 Amazon BIREBEF (ARN ) . BRIEENEHR AWS
KMS key BAE BB 4R

BREYUZBNEABREZRAEFNEFARRXTE , B0 ZEZAZETOIKCE,

C

* Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License"). You may not use
* this file except in compliance with the License. A copy of the License is
* located at

& http://aws.amazon.com/apache2.0/

* or in the "license" file accompanying this file. This file is distributed on an
* "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
* implied. See the License for the specific language governing permissions and

* limitations under the License.

*/

#include <aws/cryptosdk/cache.h>
#include <aws/cryptosdk/cpp/kms_keyring.h>
#include <aws/cryptosdk/session.h>

void encrypt_with_caching(
uint8_t *ciphertext, // output will go here (assumes ciphertext_capacity
bytes already allocated)
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size_t *ciphertext_len, // length of output will go here
size_t ciphertext_capacity,

const char *kms_key_arn,

int max_entry_age,

int cache_capacity) {

const uint64_t MAX_ENTRY_MSGS = 100;

struct aws_allocator *allocator = aws_default_allocator();

// Load error strings for debugging
aws_cryptosdk_load_error_strings();

// Create a keyring
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildexr().Build(kms_key_arn);

// Create a cache
struct aws_cryptosdk_materials_cache *cache =
aws_cryptosdk_materials_cache_local_new(allocator, cache_capacity);

// Create a caching CMM
struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(
allocator, cache, kms_keyring, NULL, max_entry_age, AWS_TIMESTAMP_SECS);
if (!caching_cmm) abort();

if (aws_cryptosdk_caching_cmm_set_limit_messages(caching_cmm, MAX_ENTRY_MSGS))
abort();

// Create a session
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_cmm_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
caching_cmm);
if (!session) abort();

// Encryption context

struct aws_hash_table *enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr_mut(session);

if (!enc_ctx) abort();

AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_key, "purpose");

AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_value, "test");

if (aws_hash_table_put(enc_ctx, enc_ctx_key, (void *)enc_ctx_value, NULL))
abort();
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// Plaintext data to be encrypted

const char *my_data = "My plaintext data";

size_t my_data_len = strlen(my_data);

if (aws_cryptosdk_session_set_message_size(session, my_data_len)) abort();

// When the session uses a caching CMM, the encryption operation uses the data

key cache

// specified in the caching CMM.
size_t bytes_read;
if (aws_cryptosdk_session_process(

abort();

session,

ciphertext,
ciphertext_capacity,
ciphertext_len,
(const uint8_t *)my_data,
my_data_len,
&bytes_read))
abort();
if (laws_cryptosdk_session_is_done(session) || bytes_read != my_data_len)

aws_cryptosdk_session_destroy(session);
aws_cryptosdk_cmm_release(caching_cmm);
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);

Java

LR RBIERRA 2, B x NAWS Encryption SDK for Java, xZA 3, HH x AWS Encryption
SDK for Java EF AHEHHAERF CMM, ERMZAE 3. x , IRUEALERAWS KMSZ ZZ A ,
X2—MERNMEBEMBREERRE R,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.examples;

import com.
import com.
import com.
import com.
import com.

amazonaws.

amazonaws

amazonaws.
amazonaws.
.encryptionsdk.

amazonaws

encryptionsdk.

.encryptionsdk.

encryptionsdk.
encryptionsdk.

AwsCrypto;

CryptoMaterialsManager;
MasterKeyProvider;
caching.CachingCryptoMaterialsManager;
caching.CryptoMaterialsCache;
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import com.amazonaws.encryptionsdk.caching.LocalCryptoMaterialsCache;
import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKey;

import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKeyProvider;
import java.nio.charset.StandardCharsets;

import java.util.Collections;

import java.util.Map;

import java.util.concurrent.TimeUnit;

/**
* <p>

* Encrypts a string using an &KMS; key and data key caching

* <p>

* Arguments:

* <ol>
* <]i>KMS Key ARN: To find the Amazon Resource Name of your &KMS; key,
& see 'Find the key ID and ARN' at https://docs.aws.amazon.com/kms/latest/

developerguide/find-cmk-id-arn.html
* <li>Max entry age: Maximum time (in seconds) that a cached entry can be used
* <li>Cache capacity: Maximum number of entries in the cache
* </ol>
*/
public class SimpleDataKeyCachingExample {

/*
* Security thresholds
ks Max entry age is required.
& Max messages (and max bytes) per data key are optional
*/
private static final int MAX_ENTRY_MSGS = 100;

public static byte[] encryptWithCaching(String kmsKeyArn, int maxEntryAge, int
cacheCapacity) {
// Plaintext data to be encrypted
byte[] myData = "My plaintext data".getBytes(StandardCharsets.UTF_8);

// Encryption context

// Most encrypted data should have an associated encryption context

// to protect integrity. This sample uses placeholder values.

// For more information see:

// blogs.aws.amazon.com/security/post/Tx2LZ6WBJJANTNW/How-to-Protect-the-
Integrity-of-Your-Encrypted-Data-by-Using-AWS-Key-Management

final Map<String, String> encryptionContext =
Collections.singletonMap("purpose", "test");
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// Create a master key provider
MasterKeyProvider<KmsMasterKey> keyProvider =
KmsMasterKeyProvider.builder()
.buildStrict(kmsKeyArn);

// Create a cache
CryptoMaterialsCache cache = new LocalCryptoMaterialsCache(cacheCapacity);

// Create a caching CMM
CryptoMaterialsManager cachingCmm =

CachingCryptoMaterialsManager.newBuilder().withMasterKeyProvider(keyProvider)
.withCache(cache)
.withMaxAge(maxEntryAge, TimeUnit.SECONDS)
.withMessageUseLimit(MAX_ENTRY_MSGS)
.build();

// When the call to encryptData specifies a caching CMM,
// the encryption operation uses the data key cache
final AwsCrypto encryptionSdk = AwsCrypto.standard();
return encryptionSdk.encryptData(cachingCmm, myData,
encryptionContext).getResult();
}

JavaScript Browser

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

/* This is a simple example of using a caching CMM with a KMS keyring
* to encrypt and decrypt using the AWS Encryption SDK for Javascript in a browser.

*/

import {
KmsKeyringBrowser,
KMS,
getClient,
buildClient,
CommitmentPolicy,
WebCryptoCachingMaterialsManager,
getLocalCryptographicMaterialsCache,
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} from '@aws-crypto/client-browser"'
import { toBase64 } from 'eaws-sdk/util-base64-browser'

/* This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment
policy,
* which enforces that this client only encrypts using committing algorithm suites
* and enforces that this client
* will only decrypt encrypted messages
* that were created with a committing algorithm suite.
* This is the default commitment policy
* if you build the client with “buildClient()".
*/

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

/* This is injected by webpack.
* The webpack.DefinePlugin or @aws-sdk/karma-credential-loader will replace the
values when bundling.
* The credential values are pulled from eaws-sdk/credential-provider-node
* Use any method you like to get credentials into the browser.
* See kms.webpack.config
*/
declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

/* This is done to facilitate testing. */
export async function testCachingCMMExample() {
/* This example uses an &KMS; keyring. The generator key in a &KMS; keyring
generates and encrypts the data key.
* The caller needs kms:GenerateDataKey permission on the &KMS; key in
generatorKeyId.
*/
const generatorKeyId =
'arn:aws:kms:us-west-2:658956600833:alias/EncryptDecrypt’

/* Adding additional KMS keys that can decrypt.
* The caller must have kms:Encrypt permission for every &KMS; key in keyIds.
* You might list several keys in different AWS Regions.
* This allows you to decrypt the data in any of the represented Regions.
* In this example, the generator key
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* and the additional key are actually the same &KMS; key.

* In “generatorId’, this &KMS; key is identified by its alias ARN.

* In “keyIds®, this &KMS; key is identified by its key ARN.

* In practice, you would specify different &KMS; keys,

* or omit the “keyIds® parameter.

* This is *only* to demonstrate how the &KMS; key ARNs are configured.

*/
const keyIds = [

'arn:aws:kms:us-west-2:658956600833:key/b3537ef1-d8dc-4780-9f5a-55776cbb2f7f",

/* Need a client provider that will inject correct credentials.

* The credentials here are injected by webpack from your environment bundle is
created

* The credential values are pulled using eaws-sdk/credential-provider-node.

* See kms.webpack.config

* You should inject your credential into the browser in a secure manner

* that works with your application.

*/

const { accessKeylId, secretAccessKey, sessionToken } = credentials

/* getClient takes a KMS client constructor
* and optional configuration values.
* The credentials can be injected here,
* because browsers do not have a standard credential discovery process the way
Node.js does.
*/
const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken,
1,
1)

/* You must configure the KMS keyring with your &KMS; keys */
const keyring = new KmsKeyringBrowser({

clientProvider,

generatorKeylId,

keyIds,
1))

/* Create a cache to hold the data keys (and related cryptographic material).
* This example uses the local cache provided by the Encryption SDK.
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* The “capacity’ value represents the maximum number of entries
* that the cache can hold.
* To make room for an additional entry,
* the cache evicts the oldest cached entry.
* Both encrypt and decrypt requests count independently towards this threshold.
* Entries that exceed any cache threshold are actively removed from the cache.
* By default, the SDK checks one item in the cache every 60 seconds (60,000
milliseconds).
* To change this frequency, pass in a “proactiveFrequency’ value
* as the second parameter. This value is in milliseconds.
*/
const capacity = 100
const cache = getlLocalCryptographicMaterialsCache(capacity)

/* The partition name lets multiple caching CMMs share the same local
cryptographic cache.

* By default, the entries for each CMM are cached separately. However, if you
want these CMMs to share the cache,

* use the same partition name for both caching CMMs.

* If you don't supply a partition name, the Encryption SDK generates a random
name for each caching CMM.

* As a result, sharing elements in the cache MUST be an intentional operation.

*/

const partition = 'local partition name'

/* maxAge is the time in milliseconds that an entry will be cached.
* Elements are actively removed from the cache.
*/

const maxAge = 1000 * 60

/* The maximum number of bytes that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest practical value.
*/

const maxBytesEncrypted = 100

/* The maximum number of messages that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest practical value.
*/

const maxMessagesEncrypted = 10

const cachingCMM = new WebCryptoCachingMaterialsManagexr({
backingMaterials: keyring,
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cache,

partition,

maxAge,
maxBytesEncrypted,
maxMessagesEncrypted,

/* Encryption context is a *very* powerful tool for controlling

* and managing access.

* When you pass an encryption context to the encrypt function,

* the encryption context is cryptographically bound to the ciphertext.

* If you don't pass in the same encryption context when decrypting,

* the decrypt function fails.

* The encryption context is ***not*** secret!

* Encrypted data is opaque.

* You can use an encryption context to assert things about the encrypted data.

* The encryption context helps you to determine

* whether the ciphertext you retrieved is the ciphertext you expect to decrypt.

* For example, if you are are only expecting data from 'us-west-2',

* the appearance of a different AWS Region in the encryption context can indicate
malicious interference.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
concepts.html#encryption-context

*

* Also, cached data keys are reused ***only*** when the encryption contexts
passed into the functions are an exact case-sensitive match.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-
caching-details.html#caching-encryption-context

*/

const encryptionContext = {

stage: 'demo',

purpose: 'simple demonstration app',

origin: 'us-west-2',

/* Find data to encrypt. */
const plainText = new Uint8Array([1l, 2, 3, 4, 5])

/* Encrypt the data.
* The caching CMM only reuses data keys
* when it know the length (or an estimate) of the plaintext.
* However, in the browser,
* you must provide all of the plaintext to the encrypt function.
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* Therefore, the encrypt function in the browser knows the length of the
plaintext

* and does not accept a plaintextLength option.

*/
const { result } = await encrypt(cachingCMM, plainText, { encryptionContext })

/* Log the plain text

* only for testing and to show that it works.

*/

console.log('plainText:', plainText)
document.write('</br>plainText:' + plainText + '</br>")

/* Log the base64-encoded result
* so that you can try decrypting it with another AWS Encryption SDK
implementation.
*/
const resultBase64 = toBaseb64(result)
console.log(resultBase64)
document.write(resultBaseb64)

/* Decrypt the data.
* NOTE: This decrypt request will not use the data key
* that was cached during the encrypt operation.
* Data keys for encrypt and decrypt operations are cached separately.
*/

const { plaintext, messageHeader } = await decrypt(cachingCMM, result)

/* Grab the encryption context so you can verify it. */
const { encryptionContext: decryptedContext } = messageHeader

/* Verify the encryption context.

* If you use an algorithm suite with signing,

* the Encryption SDK adds a name-value pair to the encryption context that
contains the public key.

* Because the encryption context might contain additional key-value pairs,

* do not include a test that requires that all key-value pairs match.

* Instead, verify that the key-value pairs that you supplied to the “encrypt’
function are included in the encryption context that the ‘decrypt’ function

returns.
*/

Object.entries(encryptionContext).forEach(([key, value]) => {
if (decryptedContext[key] !== value)

throw new Error('Encryption Context does not match expected values')

D
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/* Log the clear message
* only for testing and to show that it works.
*/
document.write('</br>Decrypted:' + plaintext)
console.log(plaintext)

/* Return the values to make testing easy. */
return { plainText, plaintext }

JavaScript Node.js

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
NodeCachingMaterialsManager,
getLocalCryptographicMaterialsCache,
} from '@aws-crypto/client-node’

/* This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment
policy,
* which enforces that this client only encrypts using committing algorithm suites
* and enforces that this client
* will only decrypt encrypted messages
* that were created with a committing algorithm suite.
* This is the default commitment policy
* if you build the client with “buildClient()".
*/

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

export async function cachingCMMNodeSimpleTest() {
/* An &KMS; key is required to generate the data key.
* You need kms:GenerateDataKey permission on the &KMS; key in generatorKeyId.
*/
const generatorKeylId =
'arn:aws:kms:us-west-2:658956600833:alias/EncryptDecrypt’
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/* Adding alternate &KMS; keys that can decrypt.
* Access to kms:Encrypt is required for every &KMS; key in keyIds.
* You might list several keys in different AWS Regions.
* This allows you to decrypt the data in any of the represented Regions.
* In this example, the generator key
* and the additional key are actually the same &KMS; key.
* In “generatorId’, this &KMS; key is identified by its alias ARN.
* In “keyIds®, this &KMS; key is identified by its key ARN.
* In practice, you would specify different &KMS; keys,
* or omit the “keyIds® parameter.
* This is *only* to demonstrate how the &KMS; key ARNs are configured.
*/
const keyIds = [
'arn:aws:kms:us-west-2:658956600833:key/b3537ef1-d8dc-4780-9f5a-55776cbb2f7f",

/* The &KMS; keyring must be configured with the desired &KMS; keys
* This example passes the keyring to the caching CMM
* instead of using it directly.
*/

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })

/* Create a cache to hold the data keys (and related cryptographic material).
* This example uses the local cache provided by the Encryption SDK.
* The ‘capacity’ value represents the maximum number of entries
* that the cache can hold.
* To make room for an additional entry,
* the cache evicts the oldest cached entry.
* Both encrypt and decrypt requests count independently towards this threshold.
* Entries that exceed any cache threshold are actively removed from the cache.
* By default, the SDK checks one item in the cache every 60 seconds (60,000
milliseconds).
* To change this frequency, pass in a “proactiveFrequency’ value
* as the second parameter. This value is in milliseconds.
*/
const capacity = 100
const cache = getlLocalCryptographicMaterialsCache(capacity)

/* The partition name lets multiple caching CMMs share the same local
cryptographic cache.

* By default, the entries for each CMM are cached separately. However, if you
want these CMMs to share the cache,

* use the same partition name for both caching CMMs.
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* If you don't supply a partition name, the Encryption SDK generates a random
name for each caching CMM.

* As a result, sharing elements in the cache MUST be an intentional operation.

*/

const partition = 'local partition name'

/* maxAge is the time in milliseconds that an entry will be cached.
* Elements are actively removed from the cache.
*/

const maxAge = 1000 * 60

/* The maximum amount of bytes that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest value possible.
*/

const maxBytesEncrypted = 100

/* The maximum number of messages that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest value possible.
*/

const maxMessagesEncrypted = 10

const cachingCMM = new NodeCachingMaterialsManager({
backingMaterials: keyring,
cache,
partition,
maxAge,
maxBytesEncrypted,
maxMessagesEncrypted,

/* Encryption context is a *very* powerful tool for controlling
* and managing access.
* When you pass an encryption context to the encrypt function,
* the encryption context is cryptographically bound to the ciphertext.
* If you don't pass in the same encryption context when decrypting,
* the decrypt function fails.
* The encryption context is ***not*** secret!
* Encrypted data is opaque.
* You can use an encryption context to assert things about the encrypted data.
* The encryption context helps you to determine
* whether the ciphertext you retrieved is the ciphertext you expect to decrypt.
* For example, if you are are only expecting data from 'us-west-2',
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* the appearance of a different AWS Region in the encryption context can indicate
malicious interference.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
concepts.html#encryption-context

*

* Also, cached data keys are reused ***only*** when the encryption contexts
passed into the functions are an exact case-sensitive match.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-
caching-details.html#caching-encryption-context

*/

const encryptionContext = {

stage: 'demo',

purpose: 'simple demonstration app',

origin: 'us-west-2',

/* Find data to encrypt. A simple string. */
const cleartext = 'asdf'

/* Encrypt the data.
* The caching CMM only reuses data keys
* when it know the length (or an estimate) of the plaintext.
* If you do not know the length,
* because the data is a stream
* provide an estimate of the largest expected value.

* If your estimate is smaller than the actual plaintext length
* the AWS Encryption SDK will throw an exception.

* If the plaintext is not a stream,
* the AWS Encryption SDK uses the actual plaintext length
* instead of any length you provide.

*/

const { result } = await encrypt(cachingCMM, cleartext, {
encryptionContext,
plaintextLength: 4,

1)

/* Decrypt the data.
* NOTE: This decrypt request will not use the data key
* that was cached during the encrypt operation.
* Data keys for encrypt and decrypt operations are cached separately.
*/

const { plaintext, messageHeader } = await decrypt(cachingCMM, result)
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/* Grab the encryption context so you can verify it. */
const { encryptionContext: decryptedContext } = messageHeader

/* Verify the encryption context.

* If you use an algorithm suite with signing,

* the Encryption SDK adds a name-value pair to the encryption context that
contains the public key.

* Because the encryption context might contain additional key-value pairs,

* do not include a test that requires that all key-value pairs match.

* Instead, verify that the key-value pairs that you supplied to the “encrypt’
function are included in the encryption context that the ‘decrypt’™ function

returns.
*/

Object.entries(encryptionContext).forEach(([key, value]) => {
if (decryptedContext[key] !== value)

throw new Error('Encryption Context does not match expected values')

D

/* Return the values so the code can be tested. */
return { plaintext, result, cleartext, messageHeader }

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of
the License is located at

or in the "license" file accompanying this file. This file is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

#
#
#
#
#
#
# http://aws.amazon.com/apache2.0/
#
#
#
#
#

"""Example of encryption with data key caching.
import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

def encrypt_with_caching(kms_key_arn, max_age_in_cache, cache_capacity):
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"""Encrypts a string using an &KMS; key and data key caching.

:param str kms_key_arn: Amazon Resource Name (ARN) of the &KMS; key

:param float max_age_in_cache: Maximum time in seconds that a cached entry can
be used

:param int cache_capacity: Maximum number of entries to retain in cache at once

# Data to be encrypted

my_data = "My plaintext data"

# Security thresholds
# Max messages (or max bytes per) data key are optional
MAX_ENTRY_MESSAGES = 100

# Create an encryption context
encryption_context = {"purpose": "test"}

# Set up an encryption client with an explicit commitment policy. Note that if
you do not explicitly choose a

# commitment policy, REQUIRE_ENCRYPT_REQUIRE_DECRYPT is used by default.

client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R

# Create a master key provider for the &KMS; key
key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(key_ids=[kms_key_arn])

# Create a local cache
cache = aws_encryption_sdk.LocalCryptoMaterialsCache(cache_capacity)

# Create a caching CMM

caching_cmm = aws_encryption_sdk.CachingCryptoMaterialsManager/(
master_key_provider=key_provider,
cache=cache,
max_age=max_age_in_cache,
max_messages_encrypted=MAX_ENTRY_MESSAGES,

# When the call to encrypt data specifies a caching CMM,
# the encryption operation uses the data key cache specified
# in the caching CMM
encrypted_message, _header = client.encrypt(
source=my_data, materials_manager=caching_cmm,
encryption_context=encryption_context
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)

return encrypted_message
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/*
* Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except
* in compliance with the License. A copy of the License is located at

* http://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed on an
"AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

* specific language governing permissions and limitations under the License.

*/

package com.amazonaws.crypto.examples.kinesisdatakeycaching;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoResult;

import com.amazonaws.encryptionsdk.MasterKeyProvider;

import com.amazonaws.encryptionsdk.caching.CachingCryptoMaterialsManager;
import com.amazonaws.encryptionsdk.caching.LocalCryptoMaterialsCache;
import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKey;

import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKeyProvider;
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import com.amazonaws.encryptionsdk.multi.MultipleProviderFactory;
import com.amazonaws.util.json.Jackson;

import java.util.Arraylist;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

import java.util.UUID;

import java.util.concurrent.TimeUnit;

import software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.core.SdkBytes;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.kinesis.KinesisClient;

import software.amazon.awssdk.services.kms.KmsClient;

/**
* Pushes data to Kinesis Streams in multiple Regions.
*/

public class MultiRegionRecordPusher {

private static final long MAX_ENTRY_AGE_MILLISECONDS = 300000;
private static final long MAX_ENTRY_USES = 100;

private static final int MAX_CACHE_ENTRIES = 100;

private final String streamName_;

private final ArraylList<KinesisClient> kinesisClients_;

private final CachingCryptoMaterialsManager cachingMaterialsManager_;
private final AwsCrypto crypto_;

/**
* Creates an instance of this object with Kinesis clients for all target
Regions and a cached
* key provider containing KMS master keys in all target Regions.
*/
public MultiRegionRecordPusher(final Region[] regions, final String
kmsAliasName,
final String streamName) {
streamName_ = streamName;
crypto_ = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();
kinesisClients_ = new ArraylList<>();

AwsCredentialsProvider credentialsProvider =
DefaultCredentialsProvider.builder().build();
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// Build KmsMasterKey and AmazonKinesisClient objects for each target region
List<KmsMasterKey> masterKeys = new ArraylList<>();
for (Region region : regions) {
kinesisClients_.add(KinesisClient.buildexr()
.credentialsProvider(credentialsProvider)
.region(region)
.build());

KmsMasterKey regionMasterKey = KmsMasterKeyProvider.builder()
.defaultRegion(region)
.builderSuppliex(() ->
KmsClient.builder().credentialsProvider(credentialsProvider))
.buildStrict(kmsAliasName)
.getMasterKey(kmsAliasName);

masterKeys.add(regionMasterKey);

// Collect KmsMasterKey objects into single provider and add cache
MasterKeyProvider<?> masterKeyProvider =
MultipleProviderFactory.buildMultiProvider(
KmsMasterKey.class,
masterKeys

);

cachingMaterialsManager_ = CachingCryptoMaterialsManager.newBuilder()
.withMasterKeyProvider(masterKeyProvider)
.withCache(new LocalCryptoMaterialsCache(MAX_CACHE_ENTRIES))
.withMaxAge(MAX_ENTRY_AGE_MILLISECONDS, TimeUnit.MILLISECONDS)
.withMessageUselLimit(MAX_ENTRY_USES)
.build();

/**
* JSON serializes and encrypts the received record data and pushes it to all
target streams.
*/
public void putRecord(final Map<Object, Object> data) {
String partitionKey = UUID.randomUUID().toString();
Map<String, String> encryptionContext = new HashMap<>();
encryptionContext.put("stream", streamName_);

// JSON serialize data
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String jsonData = Jackson.toJsonString(data);

// Encrypt data

CryptoResult<byte[], ?> result = crypto_.encryptData(
cachingMaterialsManager_,
jsonData.getBytes(),
encryptionContext

);

byte[] encryptedData = result.getResult();

// Put records to Kinesis stream in all Regions
for (KinesisClient regionalKinesisClient : kinesisClients_) {
regionalKinesisClient.putRecord(builder ->
builder.streamName(streamName_)
.data(SdkBytes.fromByteArray(encryptedData))
.partitionKey(partitionKey));

Python

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You may not use this
file except
in compliance with the License. A copy of the License is located at

https://aws.amazon.com/apache-2-0/

or in the "license" file accompanying this file. This file is distributed on an "AS
IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

specific language governing permissions and limitations under the License.

import json

import uuid

from aws_encryption_sdk import EncryptionSDKClient, StrictAwsKmsMasterKeyProvider,
CachingCryptoMaterialsManager, LocalCryptoMaterialsCache, CommitmentPolicy
from aws_encryption_sdk.key_providers.kms import KMSMasterKey
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import boto3

class MultiRegionRecordPusher(object):
"""Pushes data to Kinesis Streams in multiple Regions."""
CACHE_CAPACITY = 100
MAX_ENTRY_AGE_SECONDS = 300.0
MAX_ENTRY_MESSAGES_ENCRYPTED = 100

def __init_ (self, regions, kms_alias_name, stream_name):
self._kinesis_clients = []
self._stream_name = stream_name

# Set up EncryptionSDKClient
_client =
EncryptionSDKClient(CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT)

# Set up KMSMasterKeyProvider with cache
_key_provider = StrictAwsKmsMasterKeyProvider(kms_alias_name)

# Add MasterKey and Kinesis client for each Region
for region in regions:
self._kinesis_clients.append(boto3.client('kinesis’,
region_name=region))
regional_master_key = KMSMasterKey(
client=boto3.client('kms', region_name=region),
key_id=kms_alias_name
)

_key_provider.add_master_key_provider(regional_master_key)

cache = LocalCryptoMaterialsCache(capacity=self.CACHE_CAPACITY)
self._materials_manager = CachingCryptoMaterialsManager(
master_key_provider=_key_provider,
cache=cache,
max_age=self.MAX_ENTRY_AGE_SECONDS,
max_messages_encrypted=self.MAX_ENTRY_MESSAGES_ENCRYPTED

def put_record(self, record_data):
"""JSON serializes and encrypts the received record data and pushes it to
all target streams.

:param dict record_data: Data to write to stream
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# Kinesis partition key to randomize write load across stream shards
partition_key = uuid.uuid4().hex

encryption_context = {'stream': self._stream_name}

# JSON serialize data
json_data = json.dumps(record_data)

# Encrypt data

encrypted_data, _header = _client.encrypt(
source=json_data,
materials_manager=self._materials_manager,
encryption_context=encryption_context

)

# Put records to Kinesis stream in all Regions
for client in self._kinesis_clients:
client.put_record(
StreamName=self._stream_name,
Data=encrypted_data,
PartitionKey=partition_key

3H B8 i

WIEHTRIR R — A Kinesis B4 A H AWS Lambda B, HEZHRFILEMNEFE , FHHAX
IBXREARIE—XFFH Amazon DynamoDB %,

BEABRABR—# , HRWABEXN Decrypt TEZNBAFERAEZFNEMEEERR (EF CVMM ) I
BRBEZRER.

Java KEBEAEE AWS KMS key T HRERX THEEZARMER. BENEEEATKER |, B
XRHESXE, Python KBFERALXIMES , L1 AWS Encryption SDK £ F il 23 3048 23 47 MV E 2 2%
RN Ht TR,

Java

LR RBIERRA 2, B x NAWS Encryption SDK for Java. MRZA 3, EH x AWS Encryption
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/*

Peo] Nl
ZIEHHER.

* Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*

RISIEER AWS

* Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except
* in compliance with the License. A copy of the License is located at

*

* http://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed on an
"AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See
License for the
* specific language governing permissions and limitations under the License.

*/

package com.amazonaws.crypto.examples.kinesisdatakeycaching;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
java

java.
java.
java.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

.encryptionsdk.AwsCrypto;
.encryptionsdk.CommitmentPolicy;
amazonaws.

encryptionsdk.CryptoResult;
encryptionsdk.caching.CachingCryptoMaterialsManager;
encryptionsdk.caching.LocalCryptoMaterialsCache;

.encryptionsdk.kmssdkv2.KmsMasterKeyProvider;
amazonaws.

services.lambda.runtime.Context;
services.lambda.runtime.events.KinesisEvent;

the

services.lambda.runtime.events.KinesisEvent.KinesisEventRecord;

util.BinaryUtils;

.io.UnsupportedEncodingException;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.concurrent.TimeUnit;

software.amazon.awssdk.enhanced.dynamodb.DynamoDbEnhancedClient;
software.amazon.awssdk.enhanced.dynamodb.DynamoDbTable;
software.amazon.awssdk.enhanced.dynamodb.TableSchema;

* Decrypts all incoming Kinesis records and writes records to DynamoDB.

*/

public class LambdaDecryptAndwWrite {
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private static final long MAX_ENTRY_AGE_MILLISECONDS = 600000;
private static final int MAX_CACHE_ENTRIES = 100;

private final CachingCryptoMaterialsManager cachingMaterialsManager_;
private final AwsCrypto crypto_;

private final DynamoDbTable<Item> table_;

/**
* Because the cache is used only for decryption, the code doesn't set the max
bytes or max
* message security thresholds that are enforced only on on data keys used for
encryption.
*/
public LambdaDecryptAndWrite() {
String kmsKeyArn = System.getenv('"CMK_ARN");
cachingMaterialsManager_ = CachingCryptoMaterialsManager.newBuilder()

.withMasterKeyProvider(KmsMasterKeyProvider.builder().buildStrict(kmsKeyArn))
.withCache(new LocalCryptoMaterialsCache(MAX_CACHE_ENTRIES))
.withMaxAge(MAX_ENTRY_AGE_MILLISECONDS, TimeUnit.MILLISECONDS)
.build();

crypto_ = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

String tableName = System.getenv("TABLE_NAME");
DynamoDbEnhancedClient dynamodb = DynamoDbEnhancedClient.builder().build();
table_ = dynamodb.table(tableName, TableSchema.fromClass(Item.class));

/**
* @param event
* @param context
*/
public void handleRequest(KinesisEvent event, Context context)
throws UnsupportedEncodingException {
for (KinesisEventRecord record : event.getRecords()) {
ByteBuffer ciphertextBuffer = record.getKinesis().getData();
byte[] ciphertext = BinaryUtils.copyAllBytesFrom(ciphertextBuffer);

// Decrypt and unpack record
CryptoResult<byte[], ?> plaintextResult =
crypto_.decryptData(cachingMaterialsManager_,
ciphertext);
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// Verify the encryption context value
String streamArn = record.getEventSourceARN();
String streamName = streamArn.substring(streamArn.index0f("/") + 1);
if (!
streamName.equals(plaintextResult.getEncryptionContext().get("stream"))) {
throw new IllegalStateException("Wrong Encryption Context!");

// Write record to DynamoDB

String jsonItem = new String(plaintextResult.getResult(),
StandardCharsets.UTF_8);

System.out.println(jsonItem);

table_.putItem(Item.fromJSON(jsonItem));

private static class Item {

static Item fromJSON(String jsonText) {
// Parse JSON and create new Item
return new Item();

Python

It Python KBEAINEX TEAFZZARMEFH#HITHE, ZKB AT AWS Encryption SDK &
REAMZEHEZ AN SEZANEITHE, ZSESEEEASEER , EXHEXT |, &9
EETHTHENTEZER.

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You may not use this
file except

in compliance with the License. A copy of the License is located at

https://aws.amazon.com/apache-2-0/

or in the "license" file accompanying this file. This file is distributed on an "AS
IS" BASIS,
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WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

specific language governing permissions and limitations under the License.
import baseb4

import json

import logging

import os

from aws_encryption_sdk import EncryptionSDKClient,
DiscoveryAwsKmsMasterKeyProvider, CachingCryptoMaterialsManager,
LocalCryptoMaterialsCache, CommitmentPolicy

import boto3

_LOGGER = logging.getlLogger(__name__)
_is_setup = False

CACHE_CAPACITY = 100
MAX_ENTRY_AGE_SECONDS = 600.0

def setup():

"""Sets up clients that should persist across Lambda invocations."""
global encryption_sdk_client
encryption_sdk_client =

EncryptionSDKClient(CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT)

global materials_manager
key_provider = DiscoveryAwsKmsMasterKeyProvider()
cache = LocalCryptoMaterialsCache(capacity=CACHE_CAPACITY)

# Because the cache is used only for decryption, the code doesn't set
#  the max bytes or max message security thresholds that are enforced
# only on on data keys used for encryption.
materials_manager = CachingCryptoMaterialsManager(
master_key_provider=key_provider,
cache=cache,
max_age=MAX_ENTRY_AGE_SECONDS
)
global table
table_name = os.environ.get('TABLE_NAME')
table = boto3.resource('dynamodb').Table(table_name)
global _is_setup
_is_setup = True
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def lambda_handler(event, context):
"""Decrypts all incoming Kinesis records and writes records to DynamoDB."""
_LOGGER.debug('New event:"')
_LOGGER.debug(event)
if not _is_setup:
setup()
with table.batch_writer() as batch:
for record in event.get('Records', []):
# Record data baseb4-encoded by Kinesis
ciphertext = baseb64.b64decode(record['kinesis']['data'])

# Decrypt and unpack record

plaintext, header = encryption_sdk_client.decrypt(
source=ciphertext,
materials_manager=materials_manager

)

item = json.loads(plaintext)

# Verify the encryption context value

stream_name = record['eventSourceARN'].split('/', 1)[1]
if stream_name != header.encryption_context['stream']:

raise ValueError('Wrong Encryption Context!')

# Write record to DynamoDB
batch.put_item(Item=item)

HIEREAEFZ B . AWS CloudFormation #E 1k

% AWS CloudFormation #iRix B BIHIEZRFAEZEFZ ROIFFENMAE S E AWS BiR,

JSON

"Parameters": {

"SourceCodeBucket": {
"Type": "String",
"Description": "S3 bucket containing Lambda source code zip files"

.

"PythonLambdaS3Key": {
"Type": "String",
"Description": "S3 key containing Python Lambda source code zip file"
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},
"PythonLambdaObjectVersionId": {
"Type": "String",

"Description": "S3 version id for
code zip file"
1,
"JavalLambdaS3Key": {
"Type": "String",
"Description": "S3 key containing
1,
"JavalLambdaObjectVersionId": {
"Type": "String",
"Description": "S3 version id for
code zip file"
},

"KeyAliasSuffix": {
"Type": "String",

"Description": "Suffix to use for
<KeyAliasSuffix>)"
I
"StreamName": {
"Type": "String",
"Description":
}

}I

"Resources": {
"InputStream": {

"Type": "AWS::Kinesis::Stream",
"Properties": {
"Name": {
"Ref'": "StreamName"
I

"ShardCount": 2

1,

"PythonLambdaOutputTable": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {

"AttributeDefinitions": [
{
"AttributeName":
"AttributeType": "S"

1,

Ilidll’

S3 key containing Python Lambda source

Python Lambda source code zip file"

S3 key containing Python Lambda source

KMS key Alias (ie: alias/

"Name to use for Kinesis Stream"

AWS CloudFormation &4
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"KeySchema": [
{
"AttributeName": "id",
"KeyType": "HASH"

1,

"ProvisionedThroughput": {
"ReadCapacityUnits": 1,
"WriteCapacityUnits": 1

I
"PythonLambdaRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

},
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole"
1,
"Policies": [
{
"PolicyName": "PythonLambdaAccess",
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:BatchWriteItem"

1,

"Resource": {
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"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}"
}
I

{
"Effect": "Allow",

"Action": [
"dynamodb:PutItem"
1,
"Resource": {
"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}*"
}
I

{
"Effect": "Allow",

"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
"kinesis:ListStreams"

1,

"Resource": {
"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:

${AWS: :AccountId}:stream/${InputStream}"
}

},
"PythonLambdaFunction": {
"Type": "AWS::Lambda::Function",
"Properties": {
"Description": "Python consumer",
"Runtime": "python2.7",
"MemorySize": 512,
"Timeout": 90,
"Role": {
"Fn::GetAtt": [
"PythonLambdaRole",
"Arn"
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iy

"Handler":

"aws_crypto_examples.kinesis_datakey_caching.consumer.lambda_handler",

"Code": {
"S3Bucket": {
"Ref": "SourceCodeBucket"

I
"S3Key": {

"Ref": "PythonLambdaS3Key"
},

"S30bjectVersion": {
"Ref": "PythonLambdaObjectVersionId"

1,
"Environment": {
"Variables": {
"TABLE_NAME": {
"Ref": "PythonLambdaOutputTable"

1,
"PythonLambdaSourceMapping": {
"Type": "AWS::Lambda::EventSourceMapping",
"Properties": {
"BatchSize": 1,
"Enabled": true,
"EventSourceArn": {

"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:

${AWS: :AccountId}:stream/${InputStream}"
},
"FunctionName": {
"Ref": "PythonLambdaFunction"
I
"StartingPosition": "TRIM_HORIZON"

1,
"JavalLambdaOutputTable": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"AttributeDefinitions": [

{
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"AttributeName": "id",
"AttributeType": "S"

}
1,
"KeySchema": [
{
"AttributeName": "id",
"KeyType": "HASH"
}
1,

"ProvisionedThroughput": {
"ReadCapacityUnits": 1,
"WriteCapacityUnits": 1

iy
"JavalLambdaRole": {

"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

},
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole"
1,
"Policies": [
{
"PolicyName": "JavalLambdaAccess",
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"dynamodb:DescribeTable",
"dynamodb:BatchWriteItem"

1,

"Resource": {
"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:

${AWS: :AccountId}:table/${JavalLambdaOutputTable}"
}
I

{
"Effect": "Allow",

"Action": [
"dynamodb:PutItem"
1,
"Resource": {
"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${JavaLambdaOutputTable}*"
}
I

{
"Effect": "Allow",

"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
"kinesis:ListStreams"

1,

"Resource": {
"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:

${AWS: :AccountId}:stream/${InputStream}"
}

},
"JavaLambdaFunction": {
"Type": "AWS::Lambda::Function",
"Properties": {
"Description": "Java consumer",
"Runtime": "java8",
"MemorySize": 512,
"Timeout": 90,
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"Role": {
"Fn::GetAtt": [
"JavalLambdaRole",

"Azn"
]
I
"Handler":
""com.amazonaws.crypto.examples.kinesisdatakeycaching.LambdaDecryptAndWrite
"Code": {
"S3Bucket": {
"Ref": "SourceCodeBucket"
I
"S3Key": {
"Ref": "JavalLambdaS3Key"
},
"S30bjectVersion": {
"Ref": "JavalLambdaObjectVersionId"
}
},

"Environment": {
"Variables": {
"TABLE_NAME": {
"Ref": "JavalLambdaOutputTable"

I
"CMK_ARN": {
"Fn::GetAtt": [
"RegionKinesisCMK",
"Azn"
]
}

I
"JavalLambdaSourceMapping": {
"Type": "AWS::Lambda::EventSourceMapping",
"Properties": {
"BatchSize": 1,
"Enabled": true,
"EventSourceArn": {
"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}"
},

"FunctionName": {

: :handleRequest",
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"Ref": "JavalLambdaFunction"

iy
"StartingPosition": "TRIM_HORIZON"

1,
"RegionKinesisCMK": {
"Type": "AWS: :KMS: :Key",
"Properties": {
"Description": "Used to encrypt data passing through Kinesis Stream
in this region",
"Enabled": true,
"KeyPolicy": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": {
"Fn::Sub": "arn:aws:iam::${AWS: :AccountId}:root"

},

"Action": [
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:CreateAlias",
"kms:DeleteAlias",
"kms:DescribeKey",
"kms:DisableKey",
"kms:EnableKey",
"kms:PutKeyPolicy",
"kms:ScheduleKeyDeletion",
"kms:UpdateAlias",
"kms :UpdateKeyDescription"

1,

"Resource": "*"

"Effect": "Allow",
"Principal": {
"AWS": [
{
"Fn::GetAtt": [
"PythonLambdaRole",
"Arn"
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]
I
{
"Fn::GetAtt": [
"JavalLambdaRole",
"Arn"
]
}
]
I
"Action": "kms:Decrypt",
"Resource": "*"

},
"RegionKinesisCMKAlias": {
"Type": "AWS::KMS::Alias",
"Properties": {
"AliasName": {
"Fn::Sub": "alias/${KeyAliasSuffix}"
},
"TargetKeyId": {
"Ref": "RegionKinesisCMK"

}
}
}
}
}
YAML
Parameters:
SourceCodeBucket:
Type: String
Description: S3 bucket containing Lambda source code zip files
PythonLambdaS3Key:

Type: String

Description: S3 key containing Python Lambda source code zip file

PythonLambdaObjectVersionId:
Type: String
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Description: S3 version id for S3 key containing Python Lambda source code
zip file
JavalLambdaS3Key:
Type: String
Description: S3 key containing Python Lambda source code zip file
JavalLambdaObjectVersionId:
Type: String
Description: S3 version id for S3 key containing Python Lambda source code
zip file
KeyAliasSuffix:
Type: String
Description: 'Suffix to use for KMS CMK Alias (ie: alias/<KeyAliasSuffix>)'
StreamName:
Type: String
Description: Name to use for Kinesis Stream
Resources:
InputStream:
Type: AWS::Kinesis::Stream
Properties:
Name: !Ref StreamName
ShardCount: 2
PythonLambdaOutputTable:
Type: AWS::DynamoDB::Table
Properties:
AttributeDefinitions:
AttributeName: id
AttributeType: S
KeySchema:
AttributeName: id
KeyType: HASH
ProvisionedThroughput:
ReadCapacityUnits: 1
WriteCapacityUnits: 1
PythonLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
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Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
PolicyName: PythonLambdaAccess
PolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Action:
- dynamodb:DescribeTable
- dynamodb:BatchWriteItem
Resource: !Sub arn:aws:dynamodb:${AWS::Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}
Effect: Allow
Action:
- dynamodb:PutItem
Resource: !Sub arn:aws:dynamodb:${AWS::Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}*
Effect: Allow
Action:
- kinesis:GetRecords
- kinesis:GetShardIterator
- kinesis:DescribeStream
- kinesis:ListStreams
Resource: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
PythonLambdaFunction:
Type: AWS::Lambda: :Function
Properties:
Description: Python consumer
Runtime: python2.7
MemorySize: 512
Timeout: 90
Role: !GetAtt PythonLambdaRole.Azrn
Handler:
aws_crypto_examples.kinesis_datakey_caching.consumer.lambda_handler
Code:
S3Bucket: !Ref SourceCodeBucket
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S3Key: !Ref PythonLambdaS3Key
S30bjectVersion: !Ref PythonlLambdaObjectVersionId
Environment:
Variables:
TABLE_NAME: !'Ref PythonLambdaOutputTable
PythonLambdaSourceMapping:
Type: AWS::Lambda::EventSourceMapping
Properties:
BatchSize: 1
Enabled: true
EventSourceArn: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
FunctionName: !Ref PythonLambdaFunction
StartingPosition: TRIM_HORIZON
JavalambdaOutputTable:
Type: AWS::DynamoDB::Table
Properties:
AttributeDefinitions:
AttributeName: id
AttributeType: S
KeySchema:
AttributeName: id
KeyType: HASH
ProvisionedThroughput:
ReadCapacityUnits: 1
WriteCapacityUnits: 1
JavalLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:

- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Policies:

PolicyName: JavalLambdaAccess
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PolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Action:
- dynamodb:DescribeTable
- dynamodb:BatchWriteItem
Resource: !Sub arn:aws:dynamodb:${AWS::Region}:
${AWS: :AccountId}:table/${JavalLambdaOutputTable}
Effect: Allow
Action:
- dynamodb:PutItem
Resource: !Sub arn:aws:dynamodb:${AWS::Region}:
${AWS: :AccountId}:table/${JavalLambdaOutputTable}*
Effect: Allow
Action:

- kinesis:GetRecords
kinesis:GetShardIterator
kinesis:DescribeStream
kinesis:ListStreams

Resource: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
JavalLambdaFunction:
Type: AWS::Lambda::Function
Properties:

Description: Java consumer
Runtime: java8
MemorySize: 512
Timeout: 90
Role: !GetAtt JavalLambdaRole.Arn
Handler:
com.amazonaws.crypto.examples.kinesisdatakeycaching.LambdaDecryptAndWrite: :handleRequest
Code:
S3Bucket: !Ref SourceCodeBucket
S3Key: !Ref JavalambdaS3Key
S30bjectVersion: !Ref JavalLambdaObjectVersionId
Environment:
Variables:
TABLE_NAME: !Ref JavalLambdaOutputTable
CMK_ARN: !GetAtt RegionKinesisCMK.Azrn
JavalLambdaSourceMapping:
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Type: AWS::Lambda::EventSourceMapping
Properties:
BatchSize: 1
Enabled: true
EventSourceArn: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
FunctionName: !Ref JavalLambdaFunction
StartingPosition: TRIM_HORIZON
RegionKinesisCMK:
Type: AWS::KMS: :Key
Properties:
Description: Used to encrypt data passing through Kinesis Stream in this
region
Enabled: true
KeyPolicy:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
AWS: !Sub arn:aws:iam::${AWS::AccountId}:root
Action:
# Data plane actions
- kms:Encrypt
- kms:GenerateDataKey
# Control plane actions
- kms:CreateAlias
- kms:DeleteAlias
- kms:DescribeKey
- kms:DisableKey
- kms:EnableKey
- kms:PutKeyPolicy
- kms:ScheduleKeyDeletion
- kms:UpdateAlias
- kms:UpdateKeyDescription
Resource: '*'

Effect: Allow
Principal:
AWS:
- !GetAtt PythonLambdaRole.Arn
- lGetAtt JavalLambdaRole.Arn
Action: kms:Decrypt
Resource: '*'
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RegionKinesisCMKAlias:
Type: AWS::KMS::Alias
Properties:
AliasName: !Sub alias/${KeyAliasSuffix}
TargetKeyId: !Ref RegionKinesisCMK
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. EFRERT , AWSKMS ERARKEFEROLTANR , XERHEFREALEENS
SEHLTMBRRE, XRZ—F AWS Encryption SDK BERE , THESEAHLEEAN
CESE

- EXTEAT | AWS KNS ERARGBFFEAEASETA. STREMKEREEFT
ma, EREN | XERERETLEATAOERARTNENIESESH. €R  CTUEA
FHRENSERARN TN AWS 1P, &S HERTEY | BERRNESHSESEE,

£ 1.7 lRAS | SIERHRAR AWS KMS HEZHARMUEFHNERBERFAH. x HFEMAE 2.0
PR, xo XEMBEERHEFCERARMER , FERUEFEASEENSEZHAIITM
#, B  XERUBFEANBHREZANTEZARBEZEMENBERSR K MAERIEE
NWaRZEH, APTURL2TEPERENTHTEEANSEZABZENG | SWEEM AWS KMS
keys #[X AWS K~ #1X 13,

AWS KMS EZ4{ANMERBUEETL. MEMBEER , AWS KMS EZHANERABIEENER.
AWS KMS key

AWS KMS Z4REREHT ( 1k )
WA 1.7, x 7 AWS Encryption SDK for C 1 AWS Encryption SDK for JavaScript SEEL 7N T

—NEIERR  HAWS KMS ZILZ A RBIAKFE AWS IKF o X ANHTHY K P 7 1% 5% 4 2 7T 3k
By, BEXRBENEENZEREK, BRESEE , HSH EH AWS KMS Z4HH,

AWS KMS HARBINVERBURBEL, EFEHRERT |, FEE AWS KMS AT HRUT ER
HIEREERF. AWSKMS RUBRARRERNEX TEX IR,
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FFH4A ID £ AWS KMS #RE

M7 RAEFFIR, x, BRNBRHNHIEZ4AR , AWS Encryption SDK #84 AWS KMS key £/
Fl D AWS KMS ec rypt 2ERTIEE. AWS KMS key MBANMMZEIE 4R F 0 THIEH AWS
Encryption SDK SREXHZ4H ID B, LI R FEFMRBENR,

FREEAX AWS KMS key # 1% KMS ZRANZNBEX T FEZEEHRH ID , BXRHER
. AWS KMSEEZARKEFTIEESEZN —F , XMHCETHER AWS KMS REREBITE
RN YRBHATER,

ERZARRBENEXLF

FRAS 1.7 x AR ER R ERAZHAEMBNNEXF. B2 , TEER A &R NE %X
Fo EEMATEEBIFEMURMEXFZE , T2 ERBBEERZARENBRNINEXF
HNAERF. ATHRATEZRZZAREMNEZNER , EXLEEFNEE[AMNENF,

EXHBTR , BEEAREK 1.7, x SEFPAEEHREBIRE , ZRERE

T =% AWS Encryption SDK A LAE R ZRAEHITNBSFEE . ERAE 1.7.x

H |, ForbidEncryptAllowDecrypt REAERBHKE—BRE , BTARENBNBEERE. It
{EAB5LE AWS Encryption SDK £ A8 ZHAABENMELEGHITNE, EATERAM AWS
Encryption SDK {5 A 22 4 2 i SR R 32 3 3

REBRE 17X PRE-NERNAEREE , BERIMNEREEFEARRAEFR S| AR E API 837
DAWERELE, ARREZENEENAERBEARERAE 2.1.x FEHERN require-
encrypt-require-decrypt. MR , BRI A5 b BT B A E KR,

wABRARENEEENS

R A7 x BERANAXERAERRNMELEN, —MEELER ; 51 TEHE. BCilXBENE

EEH M XAENTNEEZEG B ITEFEAAES-GCMBH TN, 2560 2248 ME FHMACH
AR E BB (H extract-and-expand KDF)s

BR 6 ATHNENRANEEZEHATSER, XEEZEHCHAMERE 1.7.x , iLENNAREF BT
HEE, LUEEMRE 2.0x RESRAFEAXLEEH,

CMM RIE K

FRAS 1.7 x BIA T NEINIMB M BEESR (CMM ) RAENER , AXFEARE, LERINEELHR
ETBAEMN CMM RF2ZMEEZ, EXFMAER , BSRALHNREEESH APl R GitHub 77
&
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My 7K 2.0.x

FRA 2.0, x XEFFHRMEAFTLZLINEE AWS Encryption SDK , BiEEEEN BEZANBHARE. H
XX LEThEE |, WA 2.0.x BIEX AWS Encryption SDKEHIMANERE R, EFUETHERA
1.7 X RIXEFRBFERE, BRE 2.0x BERE 1.7.x PEIAWFEFHIIE , BUTHIEMER

(® Note

WA 2, x. AWS Encryption SDK for Python AWS Encryption SDK for JavaScript, #1 AWS
in%; CLI R #Y x &k FiZend-of-supportBh £ o

BXRUEHEIRRIEIES ZIE M4 It AWS Encryption SDK lRAHEER , HSRHEGItHUbE
it P BSUPPORT_POLICY.rst X,

AWS KMS EZ4AiRMH

1.7 RAR TR HEF AR AWS KMS EFARMEFEERE. x B7F 2.0 REAFPEER. X
BARETEERN R ZNER TREEE AWS KMS ER4AEREERF.
FRZARENBZNBERMBELF

WA 2.0.x JAMERAR T EAZAERERNBABBENZENF. HITHHERERBENIEERE. 3
INERT , MEAFERBAREHTNE , HENBRBEAZRARENBHMNENF., RIFEEEIE
%R , BN AWS Encryption SDK R <2 H4E{ AWS Encryption SDKEHIIRZA ( 2IEMRA

1.7.x ) INZRINE X F

/A Important

FKIAMBRT |, R 20X T eZEATEAZARENBENNEF, WRENNARERF
AEEIERI T ERARAREMBNMZEXF |, BHEA AllowDecrypt & BE&i# RIEE,

FEMRAS 2.0.x F , RiEREREE=1TENE :

« ForbidEncryptAllowDecrypt — AWS Encryption SDK 73k R4 KRB HIT IR, T AR
BE A ST A B AR ARSI W I3 SLF

« RequireEncryptAllowDecrypt — AWS Encryption SDK 47 A B 4A RS BTN, T
REFERSTERABARENBENINEXF,

« RequireEncryptRequireDecrypt ( ZRIA ) - AWS Encryption SDK 440 f§ F 25 48 & 2 17 40
2, REABARERBENEZEXF,
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https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
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R IBE N RHARAITER AWS Encryption SDK BIARA 2.0, x , FRIERKIZFERN—ME , %
ERERETURZNARFURBENAMENERE, MERBINERE K S REERE,

My 2.2.x

BT NBFERMERENZBERANF,

@ Note
MRZ 2, Xo AWS Encryption SDK for Python AWS Encryption SDK for JavaScript, # AWS
n# CLI Y x & FiZend-of-supportBh Ex
AR EIRRIEIES I FM45 It AWS Encryption SDK lRAKEER |, HS R HGItHubF
it EERISUPPORT_POLICY.rstX .

AT UHBBRN T FEZHAE | AWS Encryption SDK 23ELL T IhAE

- JEEFREN - NELBEFMEMAGT REHEY , SBRRIRFLSE (WREE ). WWIHEETR
IR ERIERFEZCEFERABANY, SHERRFERABRFEZE (BRINELEH ) NENEN ,
EEFALLIhAE, Hlan , BT AWS Encryption CLI BRAHERLEHRE Rt EFRARFEZER
BB EHIZ- -bufferZ¥,

« REBNBEES - WIENBBRASENNENE, NREREBINBXZFHHFEZE , N
BENEAK, ERLLLDETUBRERIIZLEZEZHLTEFLECESZHEPHIEI,

BR 5 hn 22 B 4 %2 4R

SERBAEMBE S PR BINEHIE R AN E, b IhaE I SRS BY I8 FE I 22 B A0 M B i 4R iR Y E 2 4R
REEFIFHAL , REEHRZHRBERNEXF.

BERETAERFRERER , MIRBIMNZBBIERH, XH A LRy X SR B A E R R AT T &
B, B&. UREFERNAEM.

MRS 2.3.x

B/INT XN AWS KMS ZXERHANZF. BREZER , FSH £AZXE AWS KMS keys,
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® Note

AWS tn% CLI X#M 3.0 IRFF IR ZXFEHR. Xo

MRZ 2, Xo AWS Encryption SDK for Python AWS Encryption SDK for JavaScript, # AWS
n%: CLI A #Y x &k FiZend-of-supportB Ex

ARG EIRRIEIES I FM4 Ik AWS Encryption SDK liRAKER , HS R HGItHubTE
it EERISUPPORT_POLICY.rstX .
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https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
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iT# AWS Encryption SDK

AWS Encryption SDK X5 %Al B REMREZIES i , SMEMIBE GitHub £ TR B st
TH.R. fEAZESEE , RMNEBWEEAERTESMIESH AWS Encryption SDK S FThHRA

e AL 2 M AWS Encryption SDK MRZ 2.0.x E S RAEFH B ZEFMRA. B2 AWS Encryption
SDK JRA 2.0x BIATEEMNHZ2IEE , HP—EREAER. BN 1.7.x 2B RAEFHERA
20X RESHRAE , BAAEHEZIHRE 1.xo ATHNETBEEHWETHRER , W NARFRIER
EBHRA | HRIhEL2FEE AWS Encryption SDK SR ETARA,

Ax AWS Encryption SDK EEMRAKELS , HS5H BRZA AWS Encryption SDK,

/A Important

ERARBIZIRA 1.x , BOEEM 1.7.x ZBTIREAREIRA 2.0.x HEBRAE, MRE
BEEARE 2.0x RESRAHILENZAFMEFINEE , AWS Encryption SDK I 75 3% #% % 58 A
AWS Encryption SDK |BhRZAS INZ3HY INZE 35 o

(® Note

EAT NET # AWS Encryption SDK & RRRA N RA 3.0.xo EA T .NET B9 AWS
Encryption SDK Fi & iR A<19 %3 AWS Encryption SDK 2.0.x 5| AN Z £ HEXE, TEEX
AR BIEER 7 T2 F H B &R,

AWS Encryption CLI : FERLERIERET , ££H AWS Encryption CLI 1.8.x B 1.7.x X 1% 88
LA® AWS Encryption CLI 2.1.x 9 2.0.x T& %88, BXxiFHMAELR , ESH AWS Encryption
CLI AR o

R L INRER M R TE AWS Encryption CLI BRZAS 1.7.x # 2.0.x F &I, B2 , AWS
Encryption CLI A2 1.8.x BUEARZA 1.7.x , AWS Encryption CLI 2.1.x BUX 2.0.xo BXxFAE
B | 52 H GitHub £# aws-encryption-sdk-cli FFEFEFNHEXLZEES,

A

MR ETEE AWS Encryption SDK , iFZ&EH TENREE S WHEITRZA AWS Encryption
SDK. ERIA{E/S A AWS Encryption SDK WFiE R £ hEE , @IEMEA AWS Encryption SDK &
. BHREMZBHEREH#ITINE,
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HEAs

BINBUER RN YA RAEAARI S AT ARE, SELEEZESNESKREMER , AWS
Encryption SDK FRE MR 1.x 940 FL L HM B, BXEBNEETES P AWS Encryption SDK Y
SEHEMEFRSHWEMER |, BSHE SR,

AWS Encryption SDK hx7Z 2.0.x RESRAABBRF ENHFEREFTNRL LI, ER , AWS
Encryption SDK A 2.0.x BETHERENEAER. "ERZE2NE , FEEERNEREES
PMNYBTRATEB B ST 1.xo WRBFRA 1.x ELEBBHKINET , BUULZLEBEIR
K20Xx REEHRAE. INASIEEXREE , N ToAANARFLHML,

BXRXETFTHKIER AWS Encryption SDK 22 e EZER , B2 AWS Z2EEFHH
Improved client-side encryption: Explicit Keylds and key commitment,

IEFE 3 3RE X AWS Encryption SDK for Java 5 AWS SDK for Java 2.x 3 FAMAEE) ? ES M AIIRE
#o

£}

o W{AERFEBE AWS Encryption SDK

- B AWS KMS X Z4RERERF

o E¥ AWS KMS Z4AIR

- RELHAERR

o WIEBEE SFIRAHITHELERR

IAEBFEBE AWS Encryption SDK

WEM AWS Encryption SDK 1.7.x ZBIFIMRAEBEMRA 2.0.x RESRAE , BAME LT E R
RABAAREHRTNE, BN , EHNARFNEITEMENMENF. NREFEAHZ AWS KMS
FRARMER , WXTEFECEFEEXSIRIAELX TH EZARUEFNTERE.

(® Note

AEBEHNM AWS Encryption SDK EHIRAEB IR 2.0 x HESRANAFMiRIt. W
RIEBTHE AWS Encryption SDK , B] LU BB ERIA 1% B 3 BN FF 34 £68 A & 3 AT A AR A
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https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
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NBRHDTEREZFTERZRNNMBXFNERTR , BIOIBWED SN TREMRBTIBNTE, &
T —MBzE , FRASHREEERHA2AHE, INTEAZEFINIHANARFARE
=

MER 1 RIERN N AR ERMBI&EMTRAE 1.x

EHMEER TENREESNRIMRAR 1.x. EFHEMEK 2 281, FHANR, BEBEIHBHINEHRS
ZRIBEIFFE BAREN,

/A Important
U FTARAS 1.x 3 AWS Encryption SDK MRAS 1.7.x E & R4

AWS Encryption SDK &FARA 1.x B 53 ZA AWS Encryption SDK [BARAS , B HIFHRBRAK 2.0x BE
BERA, RFIRATIERAR 2.0x WHFTHEE , EtBFEAUTIBRITHRERINE, RFIREATFEE
KERAR AWS KMS EZ4AREER  HEATEIZRARERENZEXFNELZEGHTEEI
E,

- BMFRAE , SFEIAR AWS KMS T2 REEBFIEERL, % Python ¥ , FHRITFAFHE
o BFTRA 1.x FANKBITREMNESE 2.0x REGREHBER.

o FIRH AR RIEBATEIRE N ForbidEncryptAllowDecrypt. REXZHHARA 1.x HE—HAEX
B, EHLRAFSIAN API REERIZE, HETBRMA 2.0.x RESRAE , HAP RN
RAEFELRFERABHARENENNEF. BXFARFE , BSH the section called “I% B HY 7&
HREE

- MREMFEH AWS KMS EFHARMUER , WA BRFEFZHRAEFEFTAIZIHEEXN LN
B EFARMIERF. AWS Encryption SDK for Java, AWS Encryption SDK for Python 1 AWS
Encryption CLI EE#THIMEH . NMEZELXNEX TEAETFHREAER | BNBEWEEZKELZI
TRIEZY  BERANSEZARGREE AWS K/ WEH, LWIMEH R TED , BHIEMNEX
WRESE, BXIFAFEE , FSH EH AWS KMS EZHRMEER.

- WMREFEA AWS KMS Discovery Z4H , BINBWEA NG A A THREZNDEZHARGNIEE
AWS Tk BN A IIMIER M4, WIMEHFFTED , BHRRNBUNHESE, BXEFEHAEFER
BESH B AWS KMS Z4A5R,
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https://docs.python.org/3/library/warnings.html
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BTER 2 : RHER N R AR P E AT B SR AT AR A

FIBEENR BRI A 1.x ARG , BAUARFRA 2.0x RESHRA., R4 2.0.x BFEX AWS
Encryption SDK Fr B RHIRANERE R, B2 , MREFRBEMER 1 WEBWEXRRB , JUEKED
BB RAAT H 4

EEMERFRA N , FEIANEHAE REIBLIEEN ForbidEncryptAllowDecrypt, R,
REZHBERE , S ZRBECSH T ETBE RequireEncryptAllowDecrypt , AET B EIE
INZE RequireEncryptRequireDecrypt. RITEBWRE—RITESE , HlmA TER,

1. B% , HEWEAERKIZERN ForbidEncryptAllowDecrypt. AWS Encryption SDK A LA 5 F
BRRERZRS |, B RERBARELITNE,

2. EEZMETE , NAERBEN N RequireEncryptAllowDecrypt. AWS Encryption SDK FFIa{E
RAZAREMZRE, HUEAtIRERABRARERBNRT,

IR A R EH N RequireEncryptAllowDecrypt 28I , FHE NG RITRAS 1.x 3B
EFFMEEN , S REBBELERNNEBEXFNEANARFNEN. 1.7.x ZHH AWS Encryption
SDK MRATT A R 2 Al 28 4R A N2 B9 I 2558 2o

Xt RENARFRAMERNEFRY , MEELRENEREABARELENENT, XHHEE

B ETRS O] LR £ R SRBE IR B EHT N RequireEncryptRequireDecrypt. X FHELERN

RARER , Byt Amazon SQS RASIFHES#HITNEZNNARER , XAREREESFSFEB KN
B B EF MBS M BREA DR MBHRMEMNEZEXF. N THMNARR , flmmEs S3 WK ,
BUREETH., EFMNEBENER LEMENR.

3. MRLHEZBETMAREABAABEMENER , WA ANAERBEHRN
RequireEncryptRequireDecrypt., WEAHRERESNBIFEBRACAZAAREHTMENRE, L
REANRINEE , ALEBLTERBIEE , ERMNBWWEXHEM. WREWNAEFERRERAZH
ABEMEZENMEZEXT , AEREFHE BN ATEZSFENEMAEEZRR,

B AWS KMS ER4ARMHEEF

EE®E AWS Encryption SDK JFTIRZA 1.x , REEBEIMREK 2.0.x FESRAE , BLTF IHR
AWS KMS EZfiRRMHEFERNESBREXIAINEX THRUEN ETZHRREEF. BRER
FRMERERK 1.7.x PHEAHEMRAK 2.0.x FBBR. A AWS Encryption SDK for Java, AWS
Encryption SDK for Python 1 AWS Encryption CLI N AEFAEAZEEHRTHINEHR, KTFHHR
B E R A EFH B,
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® Note
# Python # , T FAES. XFHEBERIRBPEEEFTNHD .

MREERANRE AWS KMS 2 ( MEEHARMKERF ) , WABRI LI R, AWS KMS EZ4H
TomFASBR, XERARNERAEEENTERARTINEMBEE,

AR RAERNBFEEFTRNRBIR, BEXEEFRBHNZTERS , BSH GitHub FH#EEF
EATENEREIE S Examples”$fa. Ak , XLERFGIBEFEAZEHR ARN KRR AWS KMS keys.
ERIEATMENERARMEBRN , TUERETAEHRN AWS KMS B IRFRTR AWS KMS
key. MRBIERATHRENEFHARMER , XAEAEEH ARN,

THRAXIBNESER

3 FFrE AWS Encryption SDK i |, 51 the section called “i% B &R &% RIS B T B AR E &
YRS R,

¥¥F AWS Encryption SDK for C #1 AWS Encryption SDK for JavaScript AP , 7 £ % AWS KMS
B T AR AR E AT,

=

x
- EBFEHEN

3
3

- EBFRIER

TR B HEERN

E#E| AWS Encryption SDK SFRA 1.x 5 , FIHREHARUEFBRAITEEL THEZHRE
MiEF, ETEHRERT  XAEENZNZZNEFANIEREH. AWS Encryption SDK X £ &5
ENSEZH. FANEZARMUEFRTUERTAMBELRIEZRAN AWS KMS key RBZHE , 2
FEETRRE AWS K~ X AWS KMS keys,

AWS Encryption SDK fxZ 1.7.x 5| AT =HEXN THEZARERF, XEFFARERFTRAIR
IREZRRUER  HE 17X FPEAHE 2.0x PBKR. FAFKREXNTHERHAREEFRZ AWS
Encryption SDK H{£3£ i,

LTREBZTATNENEENREX THNERARRERF.
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Java
IR R R E B ARA AWS Encryption SDK for Java 1.6.2 S E R AN B A2 F H#yK53,

WARBER KmsMasterKeyProvider.builder () 5335 6l{L AWS KMS = Z4AREREF |, iZ
RMUBEFE AWS KMS key AEBEZH,

// Create a master key provider

// Replace the example key ARN with a valid one

String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.withKeysForEncryption(awsKmsKey)
.build();

bR IR R ERA AWS Encryption SDK for Java fRA 1.7.x RESRANNARFEFHRB, BX
&R , FS I BasicEncryptionExample.java

BIE A REIEAR Builder.build() M Builder.withKeysForEncryption() A EFEMRA
1.7.x RHERAHERAE 2.0.x FBER,

RNTEFAFEREX THERRARMER , MRBEXNFALENBASRAXIH
Builder.buildStrict() HZEMAR. LRAIFEE AWS KMS key ERBEFE | B
Builder.buildStrict() FERUFEEZ N AWS KMS keys 5%,

// Create a master key provider in strict mode

// Replace the example key ARN with a valid one from your AWS ##.
String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

Python

IR BI R REH AWS Encryption SDK for Python k48 1.4.1 N AREFHHRE, RBER
KMSMasterKeyProvider , HERRZA 1.7.x FHEAHERAE 2.0.x P8R, @Eet , HEATMAM
BRBIEZEAM AWS KMS key , T A ERIEIEEN AWS KMS keys,

BEEE , KMSMasterKey HRFARBKR,. MBMHEZER , HNEAZEERN AWS KMS keyo
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# Create a master key provider

# Replace the example key ARN with a valid one

key_1 = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

key_2 = "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

aws_kms_master_key_provider = KMSMasterKeyProvidex(
key_ids=[key_1, key_2]

IR BI R RE A AWS Encryption SDK for Python kR4S 1.7.x BN ARFFHRE, BXTER
5 , #55H basic_encryption.pyo

RNTEFAERERXTHERARMESF | LLRBRX KMSMasterKeyProvider () KA A &
AX StrictAwsKmsMasterKeyProvider() M,

# Create a master key provider in strict mode

# Replace the example key ARNs with valid values from your AWS ##
key_1 = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

key_2 = "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

aws_kms_master_key_provider = StrictAwsKmsMastexrKeyProvider(
key_ids=[key_1, key_2]

AWS Encryption CLI
W RBIER T 0l A AWS Encryption CLI MRS 1.1.7 HRE RhRA# T INZME R,

FERA 1.1.7 REBRAS , MER , BAUEEE - NSRS NERA (RNITESH ) |, Hlm AWS
KMS key, fRER , BRIFBFEANREENETZHRMAER , ENEEEEEMTIERH. AWS
Encryption CLI AI LAE REA B BERAN DEZHR.

\\ Replace the example key ARN with a valid one
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\\ Encrypt your plaintext data
$ aws-encryption-cli --encrypt \
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--input hello.txt \

--master-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

WRBIER T SEEA AWS Encryption CLI BRA 1.7 x EESRAH#TINBNEE. BXTER
5 , 558 AWS Encryption CLI B =41,

--master-keys ZHERK 1.7.x FHERAHERE 2.0.x P BER. ZSBANBNBEZN TS
B --wrapping-keys ZHEN, ZZHZH-HEXANRIER, FHEERXE AWS Encryption
SDK &R , IARREEANITEELANSEEN.

EARARI™HKES | BENMBNBEZRER --wrapping-keys BN RABHIEEIEZH.

\\ Replace the example key ARN with a valid value
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\\ Encrypt your plaintext data

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .
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BRI AIMEX

MRS 1.7.x FF#5 , AWS Encryption SDK S{EEEEX AWS KMS =ZfiRMEEFFERATHKERN |, B
MENR , ENENBRZNIEEIERH, NMERLPTBRIEETEFTH, ERERLEERT , BEAT
BB AWS KMS keys 248 ARN FEISCRR, Bt , mE A hZRe 88 B & HRiR AWS KMS keys |
MAMRERZRAIHHZE ARN , MISXEFNBHFL, N, BT AMEX THEZARMERE
FHTRERUTRAETHARMER , QST UEMMTEAEIBRBN -2 , RAEARTI™EE
XN TR EZHREERER,

EXMERT , BUMERIEX TEAZFZARHERF, XEFRARKEFTATEEESRE
8, Rt TAERTINE, E@REN  XERHEFTUEAERANZREZANTEZR. B
2, 5ETAAREENERERBREEFTE , fUUELANER THEME., EXIEXNTHERAE
ZARBEFN , BRI ERANTEBARFINEE AWS IKF . WRITFEESZER TR |, B
HRBRMNBUNRESREKR. BX AWS 7 XMKFHER , FS6 (AWS —#&kS%E) 8 Amazon &
R Fo

LTRAIGZRTMEN=HEEXTH AWS KMS ERARHEFNA THZNRKIEXTH AWS

KMS EZARUERF. RARATHERARHEEFERARIAREZEGA THEENIERARFIE
aws 7 XHM4FERH AWS IKF WEH, REX—RZ R BELEEAKS LSS , ERYE -1
MRAEFNZEENS —MNARFEZREN  XRE-HIEERBEMNHERK,

Java

R BIFRREA AWS Encryption SDK for Java iRZA 1.7 x RESRANNARFEHHRE, BX
SSE R , ESH DiscoveryDecryptionExample.javas

ATEHCATFNZEAN=EREX THERARMERF , W RHIFEA Builder.buildStrict()
FiE. NTERBLATHRENEMEX TN EZRARMER |, LWROIER
Builder.buildDiscovery() 5%, Builder.buildDiscovery() FEEER AWS
Encryption SDK BR#&IHIEE AWS 7 XFIK = F# AWS KMS keys B DiscoveryFilter,

// Create a master key provider in strict mode for encrypting
// Replace the example alias ARN with a valid one from your AWS ##.
String awsKmsKey = "arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias";

KmsMasterKeyProvider encryptingKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

// Create a master key provider in discovery mode for decrypting
// Replace the example account IDs with valid values.
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DiscoveryFilter accounts = new DiscoveryFilter("aws", Arrays.aslList("111122223333",
""444455556666"));

KmsMasterKeyProvider decryptingKeyProvider = KmsMasterKeyProvider.builder()
.buildDiscovery(accounts);

Python

B RBIZR REA AWS Encryption SDK for Python iR 1.7.x iE BMAN N ARFHHRB. &
RTEBRPH , iS5 discovery_kms_provider.py,

ATHGEZATNENEEEX TN ERARERERF , WRAIER
StrictAwsKmsMasterKeyProvider., A THRIEZATHENAIEXN TH ERARMER |
LR BIfE @& AWS Encryption SDK BREIFIEE AWS 2 XFIIK = AWS KMS keys Y
DiscoveryFilter W) DiscoveryAwsKmsMasterKeyProvider,

# Create a master key provider in strict mode

# Replace the example key ARN and alias ARNs with valid values from your AWS ##.
key_1 = "arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias"

key_2 = "arn:aws:kms:us-

west-2:444455556666: key/la2b3c4d-5e6f-1a2b-3c4d-5e6f1a2b3c4d"

aws_kms_master_key_provider = StrictAwsKmsMastexrKeyProvider(
key_ids=[key_1, key_2]

# Create a master key provider in discovery mode for decrypting
# Replace the example account IDs with valid values
accounts = DiscoveryFilter(
partition="aws",
account_ids=["111122223333", "444455556666"]
)
aws_kms_master_key_provider = DiscoveryAwsKmsMasterKeyProvider(
discovery_filter=accounts

AWS Encryption CLI
WRBIERT WA fE A AWS Encryption CLI BRZR 1.7 x ESRAFTINHFFERR, MR 1.7.x

Fig , MBNBRNEEMFA --wrapping-keys 28, --wrapping-keys SHZFmHKER
MEIER, EXTETRH , ESH the section called “~l",
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AWS Encryption SDK FERARER

MEN |, W REEESEZ  XEXLFEN., BEE , W ROIEAENRN true B --wrapping-
keys S discovery BHBARIERLZIMER,

7 T AWS Encryption SDK I AERIEX THEANIEZARFINEE AWS K- WA
LERBIERA --wrapping-keys 8 H discovery-partition # discovery-account
B, XEMEEMAVE discovery BHIREN true AR, HARELER discovery-
partition # discovery-account B ; #3465 H N LK

\\ Replace the example key ARN with a valid value
$ keyAlias=arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias

\\ Encrypt your plaintext data

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyAlias \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext
\\ Replace the example account IDs with valid values
$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666 \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--output .

E#T AWS KMS Z4AIR

AWS Encryption SDK for C, & F.NET # AWS Encryption SDK A% AWS Encryption SDK for
JavaScript F# AWS KMS ZF AT EENBENBEENIEESERR , MUMXEHRESE., IRE
#1287 AWS KMS Discovery 4%k |, EEREMITICIRE,
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® Note

ERAT NET 8 AWS Encryption SDK & RRRAF IR 3.0.x. EATF NET B9 AWS
Encryption SDK P B MR Atg X 3% AWS Encryption SDK 2.0.x 5| AN Z £ HEXE, TEEX
EATRBRBIER AT R £ AR B KFARA

FE# 2| AWS Encryption SDK Ex#ThRAS 1.x B , 0] LAE A &I 6% &40 4% AWS KMS Discovery %4
B8 AWS KMS Regional Discovery AR E AN LEZAREI N E AWS IKF HEHA.
% Discovery Z4A¥ 2 AWS Encryption SDK &£,

A5 R R BIE R 04T E) AWS KMS Regional Discovery ZR4A 387 il & 1 56 & &4
THAEXIBNEZER

3t FFrE AWS Encryption SDK i |, i51E the section called “i% B &R &% KIS B T B AR E &
B A SR B,

¥¥F AWS Encryption SDK for Java, AWS Encryption SDK for Python 1 AWS Encryption CLI A
F= , B the section called “EE# AWS KMS FEAREREF" &+ 7RI BAREEFAEER.

BN AR A BT RO E, R8I AWS KMS Regional Discovery 243k |, iZ% 4
IMREETEEEREI (RBRM ) (us-west-2 ) KB FEASEZHR. LRAEIRE 1.7.x ZHH AWS
Encryption SDK lRAF KB, BERERK 1.7.x RESRERPRAE .

C

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildex()
.WithKmsClient(create_kms_client(Aws::Region::US_WEST_2)).BuildDiscovery());

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringBrowser({ clientProvider, discovery })

FEH AWS KMS Z4AER 334



AWS Encryption SDK FERARER

JavaScript Node.js

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({ clientProvider, discovery })

MARAS 1.7 x FFh |, BT LAE4E{ AWS KMS Discovery Z4AIRR IR I TF IR 4, R I TFIRZHNT
AWS Encryption SDK ] A T #H AWS KMS keys FREINIEE D XMk~ RV Z4H, EFEHLARB
ZE, MEXE  FERSX , HFHRAEKS ID HFRABERIKS D,

C

BXRZERH , HSHE : kms_discovery.cppo

std: :shared_ptr<KmsKeyring::DiscoveryFilter> discovery_filter(
KmsKeyring::DiscoveryFilter::Builder("aws")
.AddAccount("111122223333")
.AddAccount("444455556666")
.Build());

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildexr ()

WithKmsClient(create_kms_client(Aws::Region::US_WEST_2)).BuildDiscovery(discovery_filter))

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringBrowser(clientProvider, {
discovery,
discoveryFilter: { accountIDs: ['111122223333', '444455556666'], partition:
"}

1)

aws

JavaScript Node.js

BXRTERH , ESH : kms_filtered_discovery.ts,
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const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({
clientProvider,
discovery,
discoveryFilter: { accountIDs: ['111122223333', '444455556666'], partition:
'aws' }

1)

R B SRR AR SRR

ZAARAREHMBHFELRARZAMEBNANL. HT7TRELZLEYE , MRE 1.7.x7F%H , AWS
Encryption SDK fE i ERZHAABNFELZEN . EWMELNLERSEABHEARIITNEME
2, RERAAERREERE, FHBARENZENEZBIER AWS Encryption SDK &EKE.

BREAERBEEIBIRE_—_SWEEANID , BDM AWS Encryption SDK FFETARAS 1.x EHBE|
20X RESHRAE, REAEIAERKS , FHRTENARFIEREFNR 25X H#t T2 EN
e BXRIBIER , ESH WAEBMEE AWS Encryption SDK,

A 2.0x REGRAS , FERBREF=TMERE. EEFRE 1.x ( MRE 1.7xFFH) , X
ForbidEncryptAllowDecrypt B,

« ForbidEncryptAllowDecrypt — AWS Encryption SDK T3 E B AR B #H TN, WLABERAE
RS B4R AE IR B XX F

EBFRA1xF  XEHE—NERE, HTEREESSERTERAFHAERTHRZRZHTLE
REZHABEFHITNE, BEEEZETLEENAREREEARIIRAE 2.0.x RESHAN B ER
N require-encrypt-require-decrypt. #& , A LL2 B BT R AE K BE o

« RequireEncryptAllowDecrypt — AWS Encryption SDK 14 A RARE I TINER, W LAER
FEASETEAZAREMENMNZENF, RA& 2.0x FINAT E,

« RequireEncryptRequireDecrypt — AWS Encryption SDK A4 A B4R & B # T INR MR R,
RRZA 2.0.x FINA T Bb{E, fERMRA 2.0 x FIESRAF |, X2ERIAE

ERFERA 1.x F , BE—BEXHAEREEENRN ForbidEncryptAllowDecrypt. EBEIARA 2.0.x
BEEmAzE , BANEEERERINBRESRERKE, RIECHEMBEESERABARENE ,
BN B DGR AE KB EH N RequireEncryptRequireDecrypts

b
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ERBIER T AMAIERFTARA 1.x, WA 2.0.x RESMAPIRERE R, 25 EZBRTENRE

o

=

X
B

S
S

o |

THAEXRIBNESZREER

XF AWS Encryption SDK for Java, AWS Encryption SDK for Python, #1 AWS Encryption CLI , i&
£t the section called “E# AWS KMS FZHAREER" P THIFZHARHREFMEEN.

*tF AWS Encryption SDK for C 1 AWS Encryption SDK for JavaScript , i51E E 3 AWS KMS %4A
Ih T RN AEE AT,

AR B AR Y A i SRR

BERANAERKRES ZRESKEMBAERE. XEROERT AR TERF, EERRHRREZ
Bl , BEE NAEBMEE PHSHERT *.

C

M AWS Encryption SDK for C ix4s 1.7.x FF & , &I LAEF
aws_cryptosdk_session_set_commitment_policy BERN MZE MBS FIR B RS KK,
FLRENAERKERATEZREPRAANE MZEMBEZRE,

aws_cryptosdk_session_new_from_keyring A
aws_cryptosdk_session_new_from_cmm EREIEIRA 1.7.x FFHFAHERA 2.0.x A
B, XERBHIRESEN aws_cryptosdk_session_new_from_keyring_2 #
aws_cryptosdk_session_new_from_cmm_2 E¥EK,

EHRFRA 1.x FEH aws_cryptosdk_session_new_from_keyring_2

M aws_cryptosdk_session_new_from_cmm_2 B , EEFEH
COMMITMENT_POLICY_FORBID_ENCRYPT_ALLOW_DECRYPT #&i% KEL{E A
aws_cryptosdk_session_set_commitment_policy Ei¥. FEMRA 2.0.x RESK
A BALEBAAED , FEREERE. B 2.0.x RESRANERINEE KN
COMMITMENT_POLICY_REQUIRE_ENCRYPT_REQUIRE_DECRYPT,

BXRTENRG , HZH string.cppo

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Create an AWS KMS keyring */
const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
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struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* Create an encrypt session with a CommitmentPolicy setting */
struct aws_cryptosdk_session *encrypt_session =
aws_cryptosdk_session_new_from_keyring_2(
alloc, AWS_CRYPTOSDK_ENCRYPT, kms_keyring);

aws_cryptosdk_keyring_release(kms_keyring);
aws_cryptosdk_session_set_commitment_policy(encrypt_session,
COMMITMENT_POLICY_FORBID_ENCRYPT_ALLOW_DECRYPT);

/* Encrypt your data */

size_t plaintext_consumed_output;

aws_cryptosdk_session_process(encrypt_session,
ciphertext_output,
ciphertext_buf_sz_output,
ciphertext_len_output,
plaintext_input,
plaintext_len_input,
&plaintext_consumed_output)

/* Create a decrypt session with a CommitmentPolicy setting */

struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);
struct aws_cryptosdk_session *decrypt_session =
*aws_cryptosdk_session_new_from_keyring_2(
alloc, AWS_CRYPTOSDK_DECRYPT, kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);
aws_cryptosdk_session_set_commitment_policy(decrypt_session,
COMMITMENT_POLICY_FORBID_ENCRYPT_ALLOW_DECRYPT);

/* Decrypt your ciphertext */

size_t ciphertext_consumed_output;

aws_cryptosdk_session_process(decxrypt_session,
plaintext_output,
plaintext_buf_sz_output,
plaintext_len_output,
ciphertext_input,
ciphertext_len_input,
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&ciphertext_consumed_output)

C#/ .NET

FEEAT NET B AWS Encryption SDK FfEMAH , require-encrypt-require-decrypt
BEARIANRERR, SUNNHABEBENRESE , EXHFELE. B2, NREEHER

F .NET #9 AWS Encryption SDK f#ZH AWS Encryption SDK E i = SLHEAE T R4 &S
HER TMEZENMEZEXF , EEFABEREKEE RN REQUIRE_ENCRYPT_ALLOW_DECRYPT %
FORBID_ENCRYPT_ALLOW_DECRYPT, &N , MZEXFHEZERIHE LK,

£5EATF NET 89 AWS Encryption SDK # , R A[ B AWS Encryption SDK #93E 1% B &8 R
B, {#F CommitmentPolicy S8 EHI{t AwsEncryptionSdkConfig MR , AEEHAEER
KAIE AWS Encryption SDK 41, S5 , AEER AWS Encryption SDK 3Eil#Y Encrypt()
M Decrypt() ko

LRI ARG RBRIREB N require-encrypt-allow-decrypts

// Instantiate the material providers
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Configure the commitment policy on the AWS Encryption SDK instance
var config = new AwsEncryptionSdkConfig

{
CommitmentPolicy = CommitmentPolicy.REQUIRE_ENCRYPT_ALLOW_DECRYPT

};
var encryptionSdk = AwsEncryptionSdkFactory.CreateAwsEncryptionSdk(config);

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

var encryptionContext = new Dictionary<string, string>()

{
{"purpose", "test"}encryptionSdk
};
var createKeyringInput = new CreateAwsKmsKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn
};
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var keyring = materialProviders.CreateAwsKmsKeyring(createKeyringInput);

// Encrypt your plaintext data
var encryptInput = new EncryptInput

{

Plaintext = plaintext,

Keyring = keyring,

EncryptionContext = encryptionContext
};

var encryptOutput = encryptionSdk.Encrypt(encryptInput);

// Decrypt your ciphertext
var decryptInput = new DecryptInput

{
Ciphertext = ciphertext,
Keyring = keyring
};
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

E £ AWS Encryption CLI g BEA&#EREE , EEMA --commitment-policy ¥, LSHIER
A 1.8.x H5| Ao

ERHFBRAE 1.x R, HEBE --encrypt & --decrypt s SHFER --wrapping-keys ¥
Bt , BEH forbid-encrypt-allow-decrypt {EH --commitment-policy 8., &N --
commitment-policy SHEM.

A 2.1.x RESRAF |, --commitment-policy S, AL , BRIAF require-
encrypt-require-decrypt {8 , EF 2B DB EA T FERABARBEMBNNEF, B
2, BNBEWEEFEMBN#ZRARAPRERERERR , MEHTHEF MBEDER.

WRONHEE T AE R, MM 1.8.x FFHR , W RBIEFEAEM - -master-keys SHH --
wrapping-keys ¥, BXxFMEES , iHSH the section called “E# AWS KMS EZHEHRE
F'e BXRTERE , iS5 AWS Encryption CLI #9 =4,

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\\ Encrypt your plaintext data - no change to algorithm suite used
$ aws-encryption-cli --encrypt \
--input hello.txt \
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--wrapping-keys key=$keyArn \

--commitment-policy forbid-encrypt-allow-decrypt \
--metadata-output ~/metadata \
--encryption-context purpose=test \

--output .

\\ Decrypt your ciphertext - supports key commitment on 1.7 and later

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--commitment-policy forbid-encrypt-allow-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

Java

M AWS Encryption SDK for Java fxZ 1.7.x 75 , A FRR AWS Encryption SDK & P imHI X R
f AwsCryptoSEfligE 7 A&E K, ZAEREEBEEATEZEFRTDIEANFE NZEMNEZ
B,

AwsCrypto() ¥3iEEREIE AWS Encryption SDK for Java JETHRAS 1.x HFHF A HERA 2.0.x
PR, ZMWERMBFM Builder 3, Builder.withCommitmentPolicy() J73&H
CommitmentPolicy BRAEK,

EHRHFRA 1.x F , Builder ZE£EE Builder.withCommitmentPolicy()
% 3EH CommitmentPolicy.ForbidEncryptAllowDecrypt 8., MARZAK
2.0.x FF#A , Builder.withCommitmentPolicy() AERNAEI ; BRIAER
CommitmentPolicy.RequireEncryptRequireDecrypt,

BXRZTERG , H5SH SetCommitmentPolicyExample.javas

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.ForbidEncxryptAllowDecrypt)
.build();

// Create a master key provider in strict mode
String awsKmsKey = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
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.buildStrict(awsKmsKey);

// Encrypt your plaintext data
CryptoResult<byte[], KmsMasterKey> encryptResult
masterKeyProvider,
sourcePlaintext,
encryptionContext);
byte[] ciphertext = encryptResult.getResult();

crypto.encryptData(

// Decrypt your ciphertext

CryptoResult<byte[], KmsMasterKey> decryptResult
masterKeyProvider,
ciphertext);

byte[] decrypted = decryptResult.getResult();

crypto.decryptData(

JavaScript

M AWS Encryption SDK for JavaScript KRAs 1.7.x FFi& , eI LAfE AL 614t AWS Encryption
SDK &P umky#T buildClient BEENREAE KB, buildClient BEFEER TAE RN
BEE, HITMBNMBEZN , ZERSREEFNITENEEREHSERN encrypt M decrypt
B

ERIFRA 1.x B , buildClient HHEE
CommitmentPolicy.FORBID_ENCRYPT_ALLOW_DECRYPT 2, MIRZA 2.0.x FF1h , &% K
SHATED |, BRIAERN CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT,

Node.js X 52 2REVAEDARE , ME— XA E TR RBFEERAIEDRERIL,

AT RBIGER AWS KMS Z4RER N EIE, 8 buildClient BB AE RIBIRE R
FORBID_ENCRYPT_ALLOW_DECRYPT , HNE&HIRA 1.x FWERIAE, buildClient REIWEFH
% encrypt M decrypt BEEGE BT RIRE KA E KB,

import { buildClient } from '@aws-crypto/client-node'
const { encrypt, decrypt } =
buildClient(CommitmentPolicy.FORBID_ENCRYPT_ALLOW_DECRYPT)

// Create an AWS KMS keyring

const generatorKeyId = 'arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias'
const keyIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ]

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })
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// Encrypt your plaintext data
const { ciphertext } = await encrypt(keyring, plaintext, { encryptionContext:
context })

// Decrypt your ciphertext
const { decrypted, messageHeader } = await decrypt(keyring, ciphertext)

Python

M AWS Encryption SDK for Python ks 1.7.x ¥ , &9 %k~ AWS Encryption SDK & F i B
FHRH EncryptionSDKClient3EAIiRE TR E R, B RENAERMEATREERZES
il encrypt M decrypt A,

EHRHFRA 1.x A , EncryptionSDKClient MERKEE
CommitmentPolicy.FORBID_ENCRYPT_ALLOW_DECRYPT B#{H, MHIRA 2.0.x FFih , &EiEXR
BESER AEI |, BRIAE N CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT,

W RBIE AT EncryptionSDKClient MEREBH A B RIEIZERN 1.7.x BIA

B, BEEBEH{LERT AWS Encryption SDK I ik, HEEMEFF i EFH

encrypt, decrypt = stream J53ARt , XEHFZRBFINITRIZEN A B RE, LROEER
StrictAwsKmsMasterKeyProvider K FIHERE , ZMERKEMZENBZNIEE AWS
KMS keys.

BREERY , HSH set_commitment.pyo

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.FORBID_ENCRYPT_AL

// Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

)

# Encrypt your plaintext data

ciphertext, encrypt_header = client.encrypt(
source=source_plaintext,
encryption_context=encryption_context,
master_key_provider=aws_kms_strict_master_key_provider
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# Decrypt your ciphertext

decrypted, decrypt_header = client.decxypt(
source=ciphertext,
master_key_provider=aws_kms_strict_master_key_provider

X4 iE B E R FTR A AT R E B R

SR ARFEHBIMA AWS Encryption SDK WA 2.0.x ESARAZHI , BAEHE AWS
Encryption SDK JFTHRA 1.x HH#HITEEDBE, XGEBTEEEEHMERA 2.0.x RESHRAAT A8
BEINSHEIR, BXiFHER (2ERG) |, BZH I8 AWS Encryption SDK,

/A Important
U BRFARAS 1.x 3 AWS Encryption SDK MRA 1.7.x SE & R4,

(® Note

AWS Encryption CLI : Z<}§E ¥+ AWS Encryption SDK kixZs 1.7.x 85| BEHRF AWS
Encryption CLI fRZA 1.8.x. A3 8RS AWS Encryption SDK k7 2.0.x B3I BEHAF AWS
Encryption CLI 2.1.x,

R L INRER M R TE AWS Encryption CLI BRZS 1.7.x # 2.0.x F &I, B2 , AWS
Encryption CLI ARZA 1.8.x BUEARZA 1.7.x , AWS Encryption CLI 2.1.x BUX 2.0.xo BXxFAE
B, #31 GitHub L# aws-encryption-sdk-cli FZEERWERXRZEE S,

AEE B EFHBEBIRP MR BN & T IE R,
ES}

- FAEBBRANR

- BRiEPR  AERBNELZEN

« BCEPIR : AiE KRB IR F

- BHABERIEAK

- HitpnZ K=
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H |, BAMN 236 - 32 5 64 TFT (64 GiB)o

(® Note
BT Java BSREl , ZFXITESW Java SEEH — S FiZERGIN 2031 -1 H 2 FFH
(2 GiB)o
ISR

MESEZREWMEZERNE (B )
B OHRIUFRE

EXHEHRIEE. ©ATXEREXRITEHRIE,

L

EWBET , BNBERI>NAEERENSD (FHHm) . EAME—N IV M4 AAD 55 AWS
Encryption SDK & & i,

(® Note

RTTEE A MEHE, X AWS Encryption SDK X #& S BV IE R MR, MR LESKID
R AWS Encryption SDK AT LAE R IER M X . FIE X IFHVIE S SSINER 0] LAfE 27 B i F1 JE ot
&=,

NTFEFHEE  MKE (MANNZEATHKE ) TRERTEN. MANZEAFZTHN 2/32-1, HE
HHY R AN 2432 - 1,

HEWFREIN : BANKRLE, BREELSNIERAMEHAZLMARK.
HEPNAAEEAMEAMEENMKE, RAMARERSTRINMKE,

EX4%H 361



AWS Encryption SDK FERARER

A 3E P Y AR ER 0 RN Y A A KE M R

« ETMKE - MIRMBNATKESEANMNMKENEE , MES TRASESBENEAMUK G
HHE (0) KENGLAWMARK. HE , HRARNBEZSHFENRLMAR, EXHERT , KL
MY Il B 5 ML ]

- MKENEH - IRNBFHATKEREAMAMNKENBBER , WESTRASSHENER
MER , FRE (0) KENGAM, HE  HRAURUNIEHENELMER, EXMERT , &
LMK ESERMERE,

- TREMKENEY - MRNEFNATKETREAMANKENBRER , KRAMFLEHRE
2. RAWMBMKENTEAMAINKE,

« PNTMKE - MRMBAATKENTEAMAMKE , WEERASSMEHRENRLMAR, &
L8 AT U B/ T HE ALY I

TRERTARMBFER, FTREE RN I0EY

i IE 34559 - H AL

FR KE (FW)
F 55 4
\Y T8, STERIN IV KE FHHEENE.
MEHAE T8, FTEMRKH MEKE FIEENE.
BRI TE, HEANEE (ERRAHN B ID Fi8
E ) REo
755

WF5E. ERBENMITHRES. IR—IMEREN 32 UEFSBEHHN 4 FHE,
MBI LAMFIIS 1 T 1. FENMBTRIRTFRS |, FHELRER — MR ERL L8N 1, &
n, BESEREEARETER.

\Y

AV FIRIL & (V) ZF R TESERBEMEN S ENERFNEMETEN IV, HKEH
ERNEEEHEE,
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MENAE

MBEERENBMBRE (EX ).
B HWIFFRE

WEY H D IRIEE, TR TNEANNRTS ORI,

W IE 3455 - BREE M0t

FER KE (F)

FIEERE 4

F55 4

v T8, STERIN IV KE FHHEENE.

MEHABKE 4

MBEHAE T8, FTEA4NFT (MEHABKE ) F
EENE,

EHRIFRE T8, HEANEE (ERAHN B ID Fi8
E ) RE

FIS%ER

BRAMMPIE REF. ZEETAHBRTEPRIEN 4 FT FF FF FF FF,
F5&

mF5S. ERBEENMITHRES. IRE—IMEREN 32 UEFSBHHN 4 FHE,

IR LTANFIE 1 TR, BENMSRRIAFRS , 7 BAHERN — My EM E8N 1. &
n, BRI/ L FREHE R,
\Y

A RIEIL & (V) R R TESERBEMENGEZRNEEFHEFMMEETEN IV, IVKER
HEZEHEEN,
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MENABTRKE

MENNBENKE, XR—MERN 2 NLTHSEHN 4 F1E , CEEESMMNBERNRNZT
o

MEZENAE

2

m*”ﬁLEMWMaWﬁ(aI)O

IRy S HRIEE, TR TXENMETS BRI,

RIELERT

EEAEELENEER  EERXNEEWE. HEMHZESEHERANEX EIHENEFZESR,
TRERTAXMENFR, FTRZERHIAFMH NN, HERXRA 1 M 2 hrvEEMEL5 1
G

X
FE KE (F1)
TEKE 2
L B, STHH2ANFN (LBKE ) PEEN
=
THEKE

ZENKE, ZR—NMERN 16 AN SEHN 2 FHE , CEEESEENFTH
2ot

ZE,
AWS Encryption SDK 8 2 1& 3 R4l

ATERERS T EEES AWS Encryption SDKRAMWMEZFERN AHSENER. IRETEEN
BEHCHRANZE  NUgEFREERER,

BELE R 364
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Z AWS Encryption SDK EX W EBIESZ2—HEA , BEREEIES.

BXRENEH AWS Encryption SDK SR EZRMAE , IHZSFHFHIAWS Encryption SDK #58
GitHub,

LTFEBERT AWS Encryption SDK JHERIXH R, BNREBER T UTARHFRTERTH

FaFT  MERAXRRXEFTHRRTARUA.
F&

migdE CHESERA 1)

midE CHS AR 2)
« SEmERHE OHSAMA 1)

MR (HEARTUARA 1)
BT RBIE R T M B RARA 1 hOsaRe B,

L +

| Header |

L +

01 Version (1.0)

80 Type (128, customer authenticated encrypted
data)

0378 Algorithm ID (see ####)

6E7COFBD 4DF4A999 717C22A2 DDFE1A27 Message ID (random 128-bit value)

Q08E AAD Length (142)

0004 AAD Key-Value Pair Count (4)

0005 AAD Key-Value Pair 1, Key Length (5)
30746869 73 AAD Key-Value Pair 1, Key ("@This")

0002 AAD Key-Value Pair 1, Value Length (2)
6973 AAD Key-Value Pair 1, Value ("is")

0003 AAD Key-Value Pair 2, Key Length (3)
31616E AAD Key-Value Pair 2, Key ("lan")

000A AAD Key-Value Pair 2, Value Length (10)
656E6372 79774690 6F6E AAD Key-Value Pair 2, Value ("encryption")

0008 AAD Key-Value Pair 3, Key Length (8)
32636F6E 74657874 AAD Key-Value Pair 3, Key ("2context")

0007 AAD Key-Value Pair 3, Value Length (7)
6578616D 706C65 AAD Key-Value Pair 3, Value ("example")

0015 AAD Key-Value Pair 4, Key Length (21)

MR (HRRARE 1)
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6177732D 63727970 746F2D70 75626C69 AAD Key-Value Pair 4, Key ("aws-crypto-

public-key")

632D6B65 79

0044 AAD Key-Value Pair 4, Value Length (68)

416A4173 7569326F 7430364C 4B77715A AAD Key-Value Pair 4, Value
("AjAsui2ot@6LKwgzXDInU/Aqc2vD+@0kp0Z1cc8Tg2qd7rs5aLTg71vfUEW/86+/5w=="")

58444A6E 552F4171 63327644 2B304F6B

704F5A31 63633854 67327164 37727335

614C5467 376C7666 5545572F 38362B2F

35773D3D

0002 EncryptedDataKeyCount (2)

0007 Encrypted Data Key 1, Key Provider ID Length
(7)

6177732D 6B6D73 Encrypted Data Key 1, Key Provider ID ("aws-

kms™)

004B Encrypted Data Key 1, Key Provider
Information Length (75)

61726E3A 6177733A 6B6D733A 75732D77 Encrypted Data Key 1, Key Provider

Information ("arn:aws:kms:us-west-2:111122223333:key/715c0818-5825-4245-
a755-138a6d9alle6")
6573742D 323A3131 31313232 32323333
33333A6B 65792F37 31356330 3831382D
35383235 2D343234 352D6137 35352D31
33386136 64396131 316536

Q0A7 Encrypted Data Key 1, Encrypted Data Key
Length (167)
01010200 7857A1C1 F7370545 4ECA7C83 Encrypted Data Key 1, Encrypted Data Key

956C4702 23DCE8D7 16C59679 973E3CED
02A4EF29 7F000000 7E307C06 092A8648
86F70D01 0706A06F 306D0201 00306806
092A8648 86F70D01 0701301E 06096086
48016503 04012E30 11040C3F F02C897B
7A12EB19 8BF2D802 ©0110803B 24003D1F
A5474FBC 392360B5 CBS997E@ 6A17DE4C
A6BD7332 6BF86DAB 60D8CCB8 8295DBES
4707E356 ADA3735A 7C52D778 B3135A47
9F224BF9 E67E87

0007 Encrypted Data Key 2, Key Provider ID Length
(7)

6177732D 6B6D73 Encrypted Data Key 2, Key Provider ID ("aws-

kms™")

004E Encrypted Data Key 2, Key Provider

Information Length (78)
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61726E3A 6177733A 6B6D733A

Information ("arn:aws:kms:

be3435b423ff")
656E7472 616C2D31 3A313131
32333333 333A6B65 792F3962
34622D61 6663632D 34366138
372D6265 33343335 62343233
Q0A7

Length (167)
01010200 78FAFFFB D6DEQGAF
QE57BD87 3F6QF4E6 FD196144
AF787150 69000000 7E307C06
86F70D01 0706A06F 306D0201
092A8648 86F70D01 ©0701301E
48016503 04012E30 11040C36
D218B674 5BBC6102 ©0110803B
E470AA27 DEAB660B 3EQCESEQ
57DCC69B AAB1294F 21202C01
72EBAAFD E24E3ED8 7168EQFA
556FBD58 9E621C
02
00000000
oC
00000100
4ECBD5CQ 9899CA65 923D2347
@B896144 QCA27950 CA571201

00000001

6BD3FESC ADBCB213 5B89ES8F1
1F6471EQ@ A51AF310 10QFASEF6
F5AFA33C 7D2E8C6C 9C5D5175
FBDSAQC3 C6E3FB59 C125DBF2
BDEE43A8 OF0OQF49E ACBBD8B2
A90DB923 699A1495 (C3B31B50
201E3AD9 1EA6DAl4 7F6496DB
DEB7F372 375ECB28 9BF84B6D
CB80A167 9C361C4B 5EC07438
A7DSD2CC 5150D414 AF75F509
6D1E798B AEBA4CDB ADQ@O@SESF
0041BC78 3E5F2F41 8AF157FD
BB732F27 D83DC36D CCY9EBCO5
57F2BB80 066971C2 DEEAQ62F

63612D63 Encrypted Data Key 2, Key Provider
ca-central-1:111122223333:key/9bl3ca4b-afcc-46a8-aa47-

31323232
31336361
2D616134
6666
Encrypted Data Key 2, Encrypted Data Key

AC72F79B Encrypted Data Key 2, Encrypted Data Key
5A002C94
092A8648
00306806
06096086
CD985E12
0320E3CD
8B1A89E4
9A50D323
DB4@508F

Content Type (2, framed data)
Reserved
IV Length (12)
Frame Length (256)
IV
4DA58029 Authentication Tag

Frame 1, Sequence Number (1)
Frame 1, IV

FOC76EDF Frame 1, Encrypted Content

A212AF8E

89AC7939

1C785089

QAL8A830

6BC104A4

2863889F

7A4L822B4

FCE118BD

1A571B77

461E959A

00D87803

4F36255D

MR (HRRARE 1)
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E866C042
A820055F
5262DB34
O4EE3CC5
00000002
F1140984
216C7C6A
A1042608
A41455B4
A884C1EL
23DFEE28
7597C901
1FF787AB
778D7CEE
ED7@B1F3
C8760D55
95941F7E
AC65B6EF
2A57F1FD
DF1172C2
3B16F868
FECDC4A4
A61FQA3B
FFFFFFFF
00000003
35F74F11
0000008E
F7A53D37
B965AD1F
BA9FA7C4
88859500
4ALE52A3
3A043180
CO51AD55
6ADCO17D
B66B6ASA
811234FD

0066

30640230
639AED00O
758B309F

E1382369
FB47E428
59F5D37E
379732B5

FF25F943
2234F395
8A8BCB3F
9A78BAC9
705FF696
E74B225A
65EF3502
2E38FD77
3C36625F
79729B47
7779520A
5CBAEACS
08262D74
E7060503
FA63CF54
1BBC5E4D
8577F08B
A3E45A84

25410F01

2F467237
AS10AASF
B25AF82E
7096FABB
8E41484D
DF25E5C5
A437F6BC
BA41CDA4
80FDB433
8D589683
+

+

085C1D3C
F7624854
5EFD9D5D

12E99268B
41876F14
76E46522
F56751FA

959BE514
FoD2D9B9
B58CF384
36E54E68
E540D297
732F2C0C
546575D4
125D129C
FF3A985C
E7D9B5FC
81D54F9B
CEC13B62
44670624
AC37E197
E6E2B9B6
0B6919B3
99D766A1
4D151493

DDOE@4BF

6FBDOB57
SEFFFFF4
64A0LE3A
3ACAD32A
270B7AQF
3676E449
139E9E55
COF17A83
8A4L8D6AL
51F6F39A

63424E15
F8CF2203
2EQ7ADOB

BA4OE2FC
3B6261D9
E8213640
8E5F26AD

304670BF
D72EC004
2709B7BD
446A8285
27C6BDA2
6D5EBF22
43D44B96
76F7D320
@2FCESF5
EC45219D
1464757D
A3657F7F
2F297A84
A86F582B
@8D5ABCF
E5545670
63ECA38F

D1DFE830
BC7D431C
A@915526
75CFEDOC
ED61810C
@986557F
6199FD60
3823F9EC
21CB

040B3E3B

B2244448
D7198A28
467B8317

Frame 1, Authentication Tag
Frame 2, Sequence Number (2)
Frame 2, IV

Frame 2, Encrypted Content

Frame 2, Authentication Tag

Final Frame, Sequence Number End

Final Frame, Sequence Number (3)

Final Frame, IV

Final Frame, Encrypted Content Length (142)
Final Frame, Encrypted Content

Final Frame, Authentication Tag

Signature Length (102)
Signature

MR (HRRARE 1)
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5208B133
3C6A7D5E
7E06808D
A13762FF

02301DF7 2DFC877A 66838028
4F8B894E 83D98E7C E350F424
OFE79002 E24422B9 98A0D130
844D

IEAE (HBRBARA 2)

TR RBIERT EEHRAE 2 hin#iEayE 88K,

0578
122747eb
cc621a30
008e
0004
0005
30546869
0002
6973
0003
31616e
000a
656e6372
0008
32636f6e
0007
6578616d
0015
6177732d

21dfe39b 38631c61 7fad7340
32allcc3 216d0204 fd148459

73

79707469 6fb6e

74657874

706c65

63727970 746f2d70 7562669

public-key")

632d6b65
0044
41746733

79

72703845 41345161 36706669

Version (2.0)
Algorithm ID (see Algorithms reference)

Message ID (random 256-bit value)
Length (142)

AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD

AAD
AAD

Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value

Key-Value Pair 4,
Key-Value Pair 4,

Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair

Count (4)

1, Key Length (5)

1, Key ("@This")

1, Value Length (2)

1, Value ("is")

2, Key Length (3)

2, Key ("1an")

2, Value Length (10)

2, Value ("encryption")
3, Key Length (8)

3, Key ("2context")

3, Value Length (7)

3, Value ("example")
4, Key Length (21)
4, Key ("aws-crypto-

Value Length (68)
Value

("QXRnNM3JwOEVBNFFhNnBmaTk3MULTNTk3NHpOMn1ZWE5vSmtwRHFPc@dIYkVaVDRGMES0M1FKRStmbTFVY@1WAThnPTO=

39373149
6f4a6b70
304e4e32
38673d3d
0001

53353937 347a4e32 7959584e
4471473 47486245 5a54346a
5164452b 666d3155 634d5675

Encrypted Data Key Count (1)

AR (HRERARE 2)
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0007

(7)
6177732d
kms™)
004b

6b6d73

Information Length (75)
61726e3a 6177733a 6b6d733a 75732d77

Provider Information ("arn:aws:kms
d8dc-4780-9f5a-55776cbb2f7f")

6573742d
33333a6b
64386463
35373736
00a7
Length (
01010100
29515057
bcodafb4
86f70d01
09228648
48016503
06063803
413196d2
e00ee216
ba62e9e4
cc9ee5cH
02
00001000
05cd@35b
634f7b2c
76cb339f

ffffffff
00000001
00000000
00000009
fabe39c6
f683a564

323a3635
65792162
2d343738
63626232

167)
7840f38c
1964ada3
14000000
0706a06f
86f70d01
04012e30
8460802
903bf1d7
74ecl1349
f2ac8df6
7203bb

29d5499d
c3df2aa9
2536741f

00000000

02927399
405d68db

38393536
33353337
302d3966
663766

275e3109
eflc21e9
7e307c06
306d0201
0701301e
11040c39
0110803b
3ed98fc8
12777577
bcb1758f

4587570b
88210105
59al1c202

00000001

3e
eeb@656¢

36303038
6566312d
35612d35

7416c107
4c8babdbd
09228648
00306806
06096086
32d75294
2a46bc23
a94ac6ed
7fa@52a5
2ce@fb21

87502afe
432c7687
4f2594ab

d57c9eb0

Encrypted Data Key 1, Key Provider ID Length

Encrypted Data Key 1, Key Provider ID ("aws-

Encrypted Data Key 1, Key Provider

Encrypted Data Key 1, Key
:us-west-2:658956600833:key/b3537ef1-

Encrypted Data Key 1, Encrypted Data Key

Encrypted Data Key 1, Encrypted Data Key

Content Type (2, framed data)
Frame Length (4096)
Algorithm Suite Data (key commitment)

Authentication Tag

Final
Final
Final
Final
Final
Final

Frame,
Frame,
Frame,
Frame,
Frame,
Frame,

Sequence Number End

Sequence Number (1)

IV

Encrypted Content Length (9)
Encrypted Content
Authentication Tag

Signature Length (103)

AR (HRERARE 2)
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30650230
ade70b3f
967d91d8
869cade2
e5054803
074217ea
3657e2b0

2al647ad
2a2bc3b8
42d92baf
023100aa
110c9ed8
3b01b660
9368bd

98867925
50eb9lef
357bba48
ael2dosf
11b2e08a
534ac921

cl712e8f
56cfdd18
f636c7a0
8a0afe85
c4a052a9
bf091d12

FEMIEEE (HREARAE 1)
ST RBIER T HEMBIRHE B,

(® Note

Signature

RATREfE A m#dE, X AWS Encryption SDK X5t SifE ARV IER MR, HELESKIMD
#& AWS Encryption SDK A A% A IE R IEY 2230 o  FT A SIS RYTE 5 SRE B AT DA AR 22 B it A1 I ot
& F,

80

data)
0378
B8929B01
Q08E
0004
0005
30746869
0002
6973
0003
31616E
Q00A
656E6372
0008
32636F6E
0007
6578616D

753D4A45 C0217F39 404F70FF

73

79774690

74657874

706C65

6F6E

Version (1.0)
Type (128, customer authenticated encrypted

Algorithm ID (see ####)
Message ID (random 128-bit value)
Length (142)

AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD

Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value

Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair

Count (4)

1,
1,
1,
1,
2,
2,
2,
2,
3,
3,
3,
3,

Key Length (5)
Key ("@This")
Value Length (2)
Value ("is")

Key Length (3)
Key ("1lan")

Value Length (10)
Value ("encryption")
Key Length (8)
Key ("2context")
Value Length (7)
Value ("example")

FEMEIE (HEAERA 1)
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0015 AAD Key-Value Pair 4, Key Length (21)

6177732D 63727970 746F2D7@ 75626C69 AAD Key-Value Pair 4, Key ("aws-crypto-

public-key")

632D6B65 79

0044 AAD Key-Value Pair 4, Value Length (68)

41734738 67473949 6E4C5075 3136594B AAD Key-Value Pair 4, Value
("AsG8gG9INLPul6YK1gXTOD+nykG8YgHAhqecj8aXfD2e5B4gtVE73dZkyC1A+rAMOQ=="")

6C715854 4F442B6E 796B4738 59714841

68716563 6A386158 66443265 35423467

74564537 33645A6B 79436C41 2B72414D

4F513D3D

0002 Encrypted Data Key Count (2)

0007 Encrypted Data Key 1, Key Provider ID Length
(7)

6177732D 6B6D73 Encrypted Data Key 1, Key Provider ID ("aws-

kms™)

004B Encrypted Data Key 1, Key Provider
Information Length (75)

61726E3A 6177733A 6B6D733A 75732D77 Encrypted Data Key 1, Key Provider

Information ("arn:aws:kms:us-west-2:111122223333:key/715c0818-5825-4245-
a755-138a6d9alle6")
6573742D 323A3131 31313232 32323333
33333A6B 65792F37 31356330 3831382D
35383235 2D343234 352D6137 35352D31
33386136 64396131 316536

Q0A7 Encrypted Data Key 1, Encrypted Data Key
Length (167)
01010200 7857A1C1 F7370545 4ECA7C83 Encrypted Data Key 1, Encrypted Data Key

956C4702 23DCE8D7 16C59679 973E3CED
02A4EF29 7F000000 7E307C06 092A8648
86F70D01 0706A06F 306D0201 00306806
092A8648 86F70D01 0701301E 06096086
48016503 04012E30 11040C28 4116449A
OF2A0383 659EF802 0110803B B23A8133
3A33605C 48840656 C38BCB1F 9CCE7369
E9A33EBE 33F46461 O591FECA 947262F3
418E1151 21311A75 ES575ECC5 61A286EQ
3E2DEBD5 CB0@O5D

0007 Encrypted Data Key 2, Key Provider ID Length
(7)

6177732D 6B6D73 Encrypted Data Key 2, Key Provider ID ("aws-

kms™)

Q04E Encrypted Data Key 2, Key Provider

Information Length (78)
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61726E3A 6177733A 6B6D733A

Information ("arn:aws:kms:

be3435b423ff")
656E7472 616C2D31 3A313131
32333333 333A6B65 792F3962
34622D61 6663632D 34366138
372D6265 33343335 62343233
Q0A7

Length (167)
01010200 78FAFFFB D6DEQGAF
QE57BD87 3F6QF4E6 FD196144
AF787150 69000000 7E307C06
86F70D01 0706A06F 306D0201
092A8648 86F70D01 ©0701301E
48016503 04012E30 11040CB2
76616EF2 A6B30D02 0110803B
FDD@1BD9 B@979082 Q99FDBFC
3CC686D7 F3CF7C7A CCC52639
71F18A46 8QE2C43F A34CQES8
2A363C2A E11397
01
00000000
oC
00000000
734C1BBE 032F7025 84CDASDO
2C82BB23 4CBF4AAB 8F5C6002

D39DD3E5 915E0201 77A4ABl11
00000000 0000028E

E8B6F955 B5F22FE4 FD890224
5871BA4C 93F78436 1085E4F8
59455BD8 D76479DF C28D2E0B
E4159DFE C8A944B6 685643FC
6766ECD5 E3F54653 DF205D30
55FCDA5B 9F5318BC F4265B06
C7D75BCC 10QF@5EA5 QE2F2F40
ECE10AA7 559AF633 9DE2C21B
95FE9C58 (€65329D1 377C4CD7
31E4F48A 9B1CCO47 EE5A0719
B48A2068 8060DF60 B492A737
CO9B21A10 371E6179 78FAFB0OB
9D86E334 701E1442 EAS5DA288

63612D63 Encrypted Data Key 2, Key Provider
ca-central-1:111122223333:key/9bl3ca4b-afcc-46a8-aa47-

31323232
31336361
2D616134
6666
Encrypted Data Key 2, Encrypted Data Key

AC72F79B Encrypted Data Key 2, Encrypted Data Key
5A002C94
092A8648
00306806
06096086
A820D0oCC
8073D0OF1
F7B13548
122A1495
11D0@5114

Content Type (1, nonframed data)
Reserved
IV Length (12)
Frame Length (@, nonframed data)
IV

622E886C Authentication Tag

IV
Encrypted Content Length (654)
4E1D5155 Encrypted Content
D61ECE28
BDB3D5D3
EA24122B
©081D2D8
2FE7C741
47A60344
12AC8087
EA103EC1
704211E5
21B@DB21
BAAEC3F4
64485077
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54C0C231
B8178484
12B0000OC
A5BA8Q4F
A15D0551
5E2034DB
46B2C979
€2394012
C6FFB914
1BABBAE4
F3CB6B86
B731839B
E3862DF6
6920AA76
D4ESDF5C
6932E67C
63490741
978A019C
66DFF333
2C15100C
9247EF61
76EQ8ESB
E24FDE26
C4A46ALE
2EAFDOCB
1E3305D9
6276C5F1
50715406
65B2E942

0067

30650230
CBE194F1
BE84B355
1BEB8281
15599638
331F3614
34CB7E4B

AD43571A
7EB73A4F
8429F504
7F190927
DAEBA4AF
4D19E7CD
AB84EE12
AF20A97E
FEFD4DES
BE55325E
71666C06
CF711F6A
338E02B5
OBF8ES03
491EE86B
C64B3A26
3AB79D60
FE49EEQA
OE10226F
6A2AA3F1
3E7B7EQD
9ADCDF8C
3044C856
B5AB72FE
BOEB8B83
0COE2294
A3B7ES51E
822D1682

24BEEAGE
+

+

7229DDF5
1CCOF8CF
3CED1721
02310082
889F72C3
BC407CEE
363A38

B9071925
AAE46B26
936B2492
5D2DF651
2060D0OD5
EEA6CF7E
202FD6DF
369BCBDA
88F5AFE1
4FB7E602
6BF74E1B
84CA95F5
C345CFF8
552C5A04
20C33FE1
B8988B25
D8AEFBES
OE96BF@D
0A1B219C
88251874
29F3AD89
C886D4FD
BFO8F051
096041F1
AEQ5885A
ESAD7E3B
422D365D
80BOF2E5
A513F918

B86A5B64
D27B7F8B
A@BE2A1B
0OCB323EF
B15D1700
B86A66FA

609A4ES9
F5B374B8
AAF47E94
B59D4C2F
CB1DA4E6
549C86AC
E7E3CO9F
62459D3E
98488557
C1CO4BEE
OF881F31
958D3B44
A31D54F3
917CCD11
5D21F0QAD
CFA33E2B
2F48E25A
D6074DDB
BES54E4C2
FDCO94F6B
FA14A29C
A69F6CB4
1ADAD329
F3F3571B
8F2D2793
8E4DECS96
E4C0259C
5C94

CCEC1DE3

54E4D627
F50658C0
8E3F449E
58A4ACE3
5FB26E61
CBF74D9E

Authentication Tag

Signature Length (103)
Signature
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AWS Encryption SDKH IE X £33 & 1738 UE B9 Fff i ¥ 3&E (AAD) &

ATUERME T EEMEES AWS Encryption SDKHRAENMMZERN AJHSENEFER. IRETFTFTEN
EECHRAMNEBE , WAEREELER.

T AWS Encryption SDK X #RRES 2 — T EA , BEHRRES.

BXTENEH AWS Encryption SDK SR EZMHE , ESFEFHAWS Encryption SDK 58
GitHub,

NTFEBNMBRE , BYBMN AES-GCM EERMUEMET & HRIENVEIE (AAD), XEAT
MR IE T E LR, BX AAD R ETE Galois/Counter Mode (GCM) F R EMEZER |, SR
Recommendations for Block Cipher Modes of Operations: Galois/Counter Mode (GCM) and GMAC.,

TRERTAKIEX AAD NFER, FT 2T REIRFF M 0EY

IE3 AAD 4513
PR KE (FF)
EE ID 16
IEX AAD & T8, FZHEUTIRPAIEN AAD RE
FF5I5 4
AEKE 8

HE ID

EHEFRLHPIREMWHE EE ID E.
EXX AAD BB

RN EXBFEXREHBEN UTF-8 fmiS{E.
o FIEmiZIE , EEA AWSKMSEncryptionClient Single Block {H.
o F Iz P ey EM T , A AWSKMSEncryptionClient Frame fE.

FF iR H LM |, iE#E A AWSKMSEncryptionClient Final Frame {Eo
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AREEM T EEWES AWS Encryption SDKRENMZERNAIHSENER, MREFTEEN
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= AWS Encryption SDK EXFHREES2—FEA , &

SHREREES.

BXRENEH AWS Encryption SDK SERMEERMHE , S FEFAIAWS Encryption SDK #58

GitHub,

MEBREEWEECHWE , ZEAUIEERAMEAE#FRANE X AWS Encryption SDK |, MIEE 7 04
AWS Encryption SDK EH X FHHEZEH R INE R BEIE

AWS Encryption SDK X#FHUTEEZEH, FTE AES-GCM EZXZEHEE —N 12 T ELE EF
— N 16 FHTH) AES-GCM FHRIEFRE, BINEEEHE AWS Encryption SDK ki 2= H Fir 1% 25 47 74
HEREMT, BXFAEE , FSRAARERRANELENT,

AWS Encryption SDK EExEH#

5% 1D HEBX NBEZX BEE

TN HKE
(1)
05 78  0x02 AES- 256
GCM

BHIRE
LB

HKDF
BB
SHA-512

LHREE

ECDSA
B %
P-384 #
SHA-384

RAEE
Bx

HKDF
PV
SHA-512

BEEH
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32 ( B4H
i )
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XD
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01

01
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46
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HEERN
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0x01
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0x01

0x01
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AES-
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AES-
GCM

AES-
GCM

AES-
GCM
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GCM
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AES-
GCM

HiE®
HKE
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256

256

192

128

256

192

128

256

BHIRE
W3

HKDF
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SHA-512
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SHA-384

HKDF
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SHA-384
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D54
SHA-256
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SHA-256
HKDF
R
SHA-256

7
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GCM
00 14 0x01 AES- 128 I 7 v TEA
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XD

—AN 2 FHTARSE , ATH - REESE, ZEFEENE X FREERLF,

H B AR
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RETEEEMNBERKE (UFTHEM ) . REHEKRIMRAE 2 (0x02 ) XFHILEFR. EHE
AR 2 (0x02 ) # , ¥R HIEE EARKM Algorithm suite data FBH. ZFEH
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o

BEZRAKE
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ERLESIAF | BEZHAEET HVAC B extract-and-expand A)R4E B Ek (HKDF) B9 %
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o

&%
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