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BHBEANICEKHEN | £R Enabled (BR) , AR EMENAEER. BEEEE—
AWS Glue & , EH 8 &8 %L Amazon Data Firehose AR #RICZERNNEN, BXE
ZER | BFSH IERZE R,

BXRUMAFEAREICFRENFEFRI RH AWS CloudFormation , {2
[ AWS::KinesisFirehose:: DeliveryStream,

BiE B ithiRE

A EBRELEN B4R/ BEM Firehose BIEN BB, AXEFRTNESEL  HSHTH
EFIET,

S

A Amazon S3 Bl & BFriRE

F LS Redshift il & B Ry 1%

=
3 OpenSearch fRFBELE B #riR B

1 OpenSearch ToARS B E HARIRE

BLE HTTP KT KAV BARRE

fii & Datadog By B #riR B

fi & Coralogix # B By #hi%

=

it i Honeycomb HY B #Ri% B
B B
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fi & Dynatrace BJ B #RiR B

NUTEUEE BA51&E LogicMonitor

fi & Logz.io By B ¥riRiE
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=
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A Amazon S3 Bl & BFriRE

E#H Amazon S3 £/ Firehose BEEN B Wit , BAUITIEEATRE,

WAL T FERAVE,

S3 bucket

FRFE-—NMEABEN A TEIORBIEN S3 FMM. S LIeIE -5 S3 FREBNIERINR
HY S3 Ffk .

AT RA

BT LURF Firehose TRt B N E/EH E] Amazon S3 BN KA Wi ZZBIRMFNToRE. I
I, FREEH. EFEEHE Amazon S3 XN RFMIEFZBRINFITORG |, HFiEEE
B, MEEITRIER Athena EHZEREIEEZMN SI TR , B/E A LIED,

EEEAUERANREESS D X,
ZiERERE

X BT Firehose i IEFARFEBRH JSON HIEER 1T 0 RAFFEMN DRI RKHYT

o

MRENZANEH. BERIERKRSE 2/ PutRecord # PutRecordBatch APl @A |, WA
RULERANEEDISSX. XTREHE , HEBAPET P XEt , Amazon Data Firehose &
BT IERHESN APl HARERZNEMH JSON IR, 3 Firehose FRBELE N Kinesis £
ERENRR |, BE T ELER Kinesis HI{ERSE (KPL) FHAEBER G . BIED XIsEEHIER
REHT. Bt , X AP AATHESRIERBA UL HE TR Amazon S3 BI. EFEH
BIED XIhEe 2 al , BIE R LAFIA Lambda BEE R RNTEME BRI H b,

/A Important

NMRBFERREN , WRBERTHREAREI MRS X, Bt , MREXNRE
BREEAISHIX , NSIEERZATEERAZIERER,

Firehose RIEUA TIRFHITA TR EL ] : KPL ( protobuf ) f83R 4. JSON B2 RFHER
4. Lambda 202, BESX. BEEXFEIRF Amazon S3 R 1J,
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ZiRMERRE

WMREBBAT ZICFMHERINEE , MABNA Firehose HERBUEREGHEN . FATHXRE
£ JSON o ks.

P EX 8 AT

MEREAT R — M2 IGHILE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZREST XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important

MREELRESFEHIEET AWS Lambda BEESRFEIRIRIC T , W W] LABE A b B B 45
EE SIMBBHITHADX , HEAMATLLELAKENCIRS XZH,. BEIDD
X , e LAE A A BX#EAT SR Lambd AWS a BRECRBIE S X B, RE , BAILIERE
A REEEATF Lamb AWS da BESR812 5 X %40,

BOERBRNBEFREERAEDIST XEHOBREIERSEH , HER jo ERERIS DT X
{8, Firehose X% #F jq 1.6, BHRZALUEE 50 MNahA D XE. ERINA Firehose BB E
MADX , DAANBD D XEEHABTRN jg RixR,

S3 FFHERRIR

BRNBEZAS XE , 49 E Amazon Data Firehose o) H£i%X 9 X IEH S3 FiEHE
IR

NTEHEBEESSTKX , S3 FEBIRNHBELNSEED XBNHBEMRE,

BT LAfE A N BX BRAT SR IE EMY Lambd AWS a BRI RBEH T X, MREIEET AWS
Lambda BER A BRHIFECE D XZH , WATERAUTEXNFHEA S3 EHEBIR

{& : “Lambda: keyID” partitionKeyFrom, 1R&{EHANKREN N RBFEEES XZEH , W
AUEALTEXFIRA S3 FHEBETKE : “partitionKeyFromquery: keylD” , t AL
ERNANSS XBRZRACERADSS XB/EXN B3 ERK S3 FHEAR. EERANEKER
# = Lambda AWS X #i3Ei#t 1720 XaF , Bkl SAEEH S3 FHBIRPEAUTRER
F 3 ;! {namespace: value} , EEH a5 & 22 B A L2 Query partitionKeyFrom % Lambda,
partitionKeyFrom
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S3 1ZEMEM S3 & iR H AT &t X
£ A mazon RGBS RWEENEIRFIEFZRAT BBHMSENNX, BRiIAER
T , Firehose £ M—MNA UTC REMVHIRTE RIS, MREEEHAFTEINKX , ATLAER S3
B 2R B9 B (X

SRR
Firehose 2% EHEANKIE  AEBNEKXIIEEENHE, BFRVENENUEHRXKNEA
BRSSREE TR

S3 k4R

1£4® GZIP, Snappy. Zip = Hadoop &AM Snappy BIEESRE , RETERHE. B
Snappy. Zip M Hadoop KJ Snappy EZE & A T AL S# Redshift 59 B #5# Firehose E
¥,

SI XK RERKN (L)

J1&EE] Amazon S3 BARFRBHINRIEEXHT REHEX. WRERALINE , NEEMNX
i BE N ESRER IR S3 E4IEE (Al parquet 3.9z ) MY INEAVRRIAX T BB
R SHER AR S3 ERESEAN , FRAEE T EBN XA BE. X4
BREMAUAR () Tk, ARATUBEATFNFR : 0-9a-z! -_* (). X4 BETREED

128 NF

S3 &

Firehose X # £/ AWS Key Management Service (SSE-KMS) # Amazon S3 AR5 85 N
%, ATMELDE S3 FRANEKIE. EALUERMER B S3 FRETIEENIIAMESE
B, LU RERLZIAAEN AWS KMS ZRFIRPHZARTINE, NREEAZAMER
7, MTAAERARRIA AWS FE AWS KMS H4A (aws/s3) REFHEEH. AXESREL , &
SRR AWS KMS HERHM RS 2Rim % (SSE-KMS) &3 k.

F I 5% Redshift A& B HI 1% &
AENBFERALD# Redshift 7 Firehose E 1% B FrHVRE

BIEEEEIAE Amazon Redshift & ££&t 5 Amazon Redshift Serverless TH#E4H |, EFLUTE—T

=

- Amazon Redshift 7l & &£ &
« § Amazon Redshift ToAR5-88 TEAE & HFRRE
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Amazon Redshift 71 & & &

AT BEALD# Redshift FELEEBFEN Firehose E% BRI E,

- RMALUTZEERMNE:
&

Amazon Redshift £8f , S3 FE#EHIENEH R ZER, & Amazon Redshift £EEEE N 1]
INFF A 8] 3 AR BREF81T B5% Data Firehose IP #ilit, BEXEZELR | 51 £F L 5% Data
Firehose i8] 5% Redshift B BB R

BRI

BRI EREER AR B/EB , UMK ERZ AWS Secrets Manager SAi[H]
Amazon Redshift ££&%,

- AFA
BEENI A S# Redshift E£EEE MY % Redshift . ZAF XM EH Amazon
Redshift INSERT X R = BEfFEUIE M S3 126 48 & %1% Amazon Redshift &,

- BB

NERFEEENAFEEZDB,
M AWS Secrets Manager i£# — N8 & Amazon Redshift £EEZIEMN A, MRE
ETHIERFPEFIENEL , BETHIIRP AWS Secrets Manager 7 &H Amazon

Redshift FIE G| —PF1E, BXEZEE , B AWS Secrets Manager £ Amazon
Data Firehose F 31T & 43 Riif,

HHEE

Amazon Redshift Z3EE |, BIENEH 2 ZHIEE,
=

Amazon Redshift & , ZiENE #12iZ &k,
1l

(k) RBES , BIREFEFHZEBES, MR Amazon S3 W RHAE LK FIHD T
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fE S3 BHR

Firehose B M BIBEEMEIEH S3 F4@ , ARG A H Amazon Redshift a5 &5 3E NE
BRI S COPY Redshift £8#, BRE—NEHEN A TRZVCREIEN S3 F#E. €
B S3 FHERERSLUTAENEER.

FHIEMER R EHILD# Redshift £B#/5 |, Firehose T&FHMNEH S3 =M EFH MR, &
AERETEARREEE S3 FRETPHNEE. BXESEE , 2 H (Amazon Simple
Storage Service AAF1E®M) PN REGAHEE,

FiE S3 FEMATR

( ATk ) E3F Amazon S3 W REFAERINGTR |, B ULIEINE Z, Firehose 2 BZIX ERAFH
Amazon S3 SRAEM YYYY/MM/dd/HH “” UTC BB AT BI R, 8 7] LURF It B 807 hn B FF
ko BXEZER , BS BLE Amazon S3 W RBFIER,

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA REECSHEERABREERAX
S, Hila , MRFHT Amazon S3 BIEESE , MATER GZIP ., WMREH S3 7764
W 5K Amazon Redshift £EBRER—/ AWS X5 , N HFIEE “REGION’, BXREZE
B , 2 (Amazon Redshift BiIEETF XA RIEFE) FH COPY,

COPY command
Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A A g
M) HH COPY,

Retry duration
MR EH COPY Amazon Redshift EE I EIE L IME |, Firehose EifVIFLERTSE ( 0—7200

# ). Firehose 8 5 78 EiH— X , EEERBFENBELE R, NMREBFEHXSFEMERENR
0(%)#®, Firehose TLERTAMAFCOPYEIR,

ZHRR
Firehose 2 EZHMEANKIE , AEBREAEIEEENL. BRUENEUE DX A/NE
RS REEm MR,

S3 E48

1%3## GZIP, Snappy. Zip 3 Hadoop 3R&A K Snappy BIEES , REFEHE. ®E
Snappy. Zip M Hadoop #J Snappy E48 & A T UL 5 Redshift 3 B Rk Firehose &
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S3 XMy BEBK (AL )

S3 XY BEK (AL ) -HZIEE| Amazon S3 BARFHBHXNRIEEXHT BEER.
MRBRALIhEE , NEEN XM RENESBIRKRA IR S3 K426 ( HIH.parquet
.9z ) MINKRIAX 4T BE. EFLRSHERERY S3 EARSEAN , FHARE
BT EBNXHTRE, XA REBLANAGR () X, AETUNESAWHZER : 0-9a-z !
() XY BBTREET 128 NFR

S3 &

Firehose X AWS Key Management Service (SSE-KMS) 9 Amazon S3 BRZ525 i i
%, ATMELE® S3 ARAFNHIE. BRI LUERFER BIR S3 FEEPEENEIAMESE
B WA SUEREREHEN AWS KMS ZASIRFNZABITNE, MREFRABHAMBZER
&, WATLAE A BRIA AWS £ AWS KMS 4R (aws/s3) RBFIREEZEH. BXESER , 18
ZRFERA AWS KMS HEBRANRS [ imINE (SSE-KMS) fRiF &R,

A Amazon Redshift LRSS 85 TEHELE B FRiRiE

Y4B H Amazon Redshift Serverless TYE4HYERN Firehose EE B RHEE,

- HWANTFBERNE:
Workgroup name (L {E4 & )

Amazon Redshift Serverless T4 , S3 FERMBIBFEH X ITEH, & Amazon Redshift
T BRS5 88 TR B E N AT A TF G R H BRI 41 Firehose IP #hiit, BXEZER , BSHIE
#%] Amazon Redshift Serverless H Y “E#EEI AT A FF A B H Amazon Redshift Serverless 32
BI"E 0, AR B FIE# Data Firehose 178131 B Redshift B # 3t B X ER 7,

BRI

BRLLEREEM AR B/FY , WA MR ZREZA LR Amazon Redshift Ser AWS
Secrets Manager verless T4,

- AFA&

EBEANIGME L S# Redshift ITARSS 88 TEA K S Redshift AF . ZAF4ME
Amazon Redshift INSERT X R = 8EfFEIEM S3 F 18 & #/F| Amazon Redshift Serverless
THELH,

. 15
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R ENFE Amazon Redshift Serverless THEAM A FIEEHB,
. B

M AWS Secrets Manager i£1% — 188 Amazon Redshift ok 588 TEA FIE M 37

o WREBETHRINRPETIENERL , BETRSIRP AWS Secrets Manager 7 &
) Amazon Redshift ZiIEIE—MN&EBE, BXEZER , 555 AWS Secrets Manager £
Amazon Data Firehose F#t 1T & 3 31iE .

HiEE

Amazon Redshift B E , BIESE S B ZBIEE.
=

Amazon Redshift & , ZiENE #12iZ &k,

1l
(i ) RWEBES , BIETEFTZBES . R Amazon S3 WRPELNWFIBHDTF
Amazon Redshift &AEIFIZK |, & F L&D,

F[E S3 BFr

Amazon Data Firehose B 5 2 EIRL A ZIRM S3 F6M , ABE & H Amazon COPY
Redshift &5 S 3IE & 2R D% Redshift TIRGS B/ IEH, BlEE—NECHENATE
WOREIER S3 FMEME, QIEFM S3 FHEIEREYHENEMHE,

SR INE Z LB Amazon Redshift TIRSS 88 TELA ST |, Firehose T2 EMNEH S3 F# 1@
Rk, BRAIAFERETEANREESE S3 FHATHNHE. BXEZELR |, i55H (Amazon
Simple Storage Service AP g/ PN REWEAHEE,

FE] S3 FEMATR

( Wik ) EXF Amazon S3 W REFAERINGTR |, B ULIEINE Z, Firehose 2 BZIX ERMAH
Amazon S3 STRAEM YYYY/MM/dd/HH “” UTC BB AT BI R, 7] LURF It B 807 hn B FF
ko BXEZER , BSH BLE Amazon S3 W RBFIER,

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA REECSHEERRIBIREERAX
LS, Hila , MRFHAT Amazon S3 BIEESE , MATER GZIP ., WMREH S3 7w
5128 Amazon Redshift Serverless TEHFER —/ AWS X , M XFIEE “REGION”,
BEXEZELR , 51 (Amazon Redshift IEFEFF X A RIER) F# COPY,
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COPY command

Amazon Redshift COPY &%, BEXEZEE , 2 (Amazon Redshift BIEEF &% A R 1E
) $# COPY,

Retry duration
W RIEH COPY Amazon Redshift Serverless TEH B EIEHIEEE | Firehose E i Y 4Lt

|8 (0—7200 # ) . Firehose 8 5 7 EIH—RX , EFERFENELE R, MREFERFE
BHENRERN 0 (& ) # |, Firehose T&EM T AKECOPYER,

SRR
Firehose £ EZHEANEIE , ARBSHEEAXIEEENT, B UBENBENE X K/NE
RS EREEm R,

S3 E4

1%£3% GZIP, Snappy. Zip 3 Hadoop 3R&AM Snappy BIEES , REFEHRE. ®E
Snappy. Zip M Hadoop #J Snappy FE4& & A T UL ik Redshift 3 B #7#9 Firehose B
&

S3 XMy BEBK (AL )

S3 XY BEK (AL ) -HZEE| Amazon S3 B FHBHXN RIEEX 4T BEER.
MRBRALIHEE , NEEN XM RENESBIERA IR S3 4206 ( HIH.parquet
.9z ) MINMRRIAX 4T BE. EFEDRSHERERY S3 EARSEAN , FHARE
BT EBNXHTRE, XA REBLANAGR () Tk, HETUNESATHZER : 0-9a-z !
=)o XY BBTREET 128 NFRF

S3 m#E

Firehose X AWS Key Management Service (SSE-KMS) 9 Amazon S3 BRZ5 25 % il
%, ATMELE® S3 ARFAFNHIE. EALUERFER BIR S3 FEEPEENERIAMESE
B WA SUEREREHEN AWS KMS ZASIRFNZABIITNE, MREFERABHAMBZER
&, WATLAE A BRIA AWS 3£ AWS KMS 4R (aws/s3) RBFIREZH. BXESER , 18
ZRFERA AWS KMS HEBANRS B[ ImINE (SSE-KMS) fRriF &R,

A OpenSearch RFEE BrZE

AN EE B ER OpenSearch FRE KL,
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MALTZERIE :
OpenSearch fR% 1

EHBEAME A OpenSearch BRSE,
%5l

¥ IEZR 5|2l OpenSearch BRSS E BT K OpenSearch BRS E 5| & o

Index rotation

EE 2B OpenSearch RFRSIUARKENE, MRBH TR , Amazon Data
Firechose &R BS BB MBI EN RS BMHH#ITHRIR. BXEZERE , BZHA K
OpenSearchlRF Bl E R 5| #,

FF##EZR 512 OpenSearch BRZER AT AR OpenSearch REEEHEMH. N T
Elasticsearch 7. OpenSearch x # 1.x , MR ReeE— 1 KE, MRLZHNEBEHME
HWMERSIIEEHMERE | Firehose FFEZETHIHRE IR,

3¢ F Elasticsearch 7.x , EF L FERE =,

Retry duration

Firehose fE &R 5|15 R A MBS Eif W IFLERS B, OpenSearch EXf1ER T |, Firehose & 5 &
SMER—X, BERERSEREIY, XTERASFENE , EWLUEEN T 0-7200 ¥z @8
F{E,

EiXFEEEH/E |, Firehose 2 HIEAEFIFEERS] (DLQ) , XR—MEEM S3 iR
M. NTExE DLQ MEE , BXTHREMEEN S3 HixFHEEMNEZEE Wi,
OpenSearch

MR EEE OpenSearch EFFHEN 44 MBA L Firehose stream [a DLQ &5 EE , WAL
NERABENERENESHNE (UPRNEN ). EUMBKRIFAR | T LIRS HIFENE
B8 E 7200 ¥, AWS

DocumentID &

BRREXH ID 5L, XS EE Firehose £ I ID F OpenSearch BRSS 4 Y
X4 1D, RIREIXH ID ERT , Firehose £ I ID 2ERINIED, OpenSearch #EME A
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BRESERNXE ID, RAEXBFEAZRRERE , 2B AT MATMEME |, 7 OpenSearch
RSEHEEEDH CPU BIR , ANMRRS AL,

B4R VPC E#

WMRIEK OpenSearch [RFEMNTFAE VPC & |, BEFEALIB P IEEZ VPC, RBIEELRSE
£ Amazon Data Firehose £ [ ARS8 KA BRI E A FMF F4H, OpenSearch &
A LAE A S OpenSearch RS EMHENZ A, MRBIEEFRANZEA , FREACIAT
OpenSearch FRFEZ AR HIE HTTPS RE, Bt |, ¥R OpenSearch RSB Z 4
ARFRBIEEBE Firehose BEMIEEN T AN HTTPS FHE, WREF Firehose EEH
OpenSearch RFEHFEAR—NMNZ 24 , FHAZTSHNW AWM AT HTTPS RE, BXRZE
SEAHNNEZEE |, i5SH Amazon VPC XA Z A HN,

/A Important

EFEB VPC HiEER BMEMBUBEN Mt , FREMEFNPERBHEN R IP
Hht, MBEEFNAESETHANRE IP it , Firehose FTLERNFAE VPC HHIEK
BAMOIZESRNM ENI , HBERISFERRT KK,

ZMmXRR
Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R
A OpenSearch TR EHELE B FriZiE

AN ETE BB ER OpenSearch TERRS 25 HYIE IR,

BMALTFERMNE :
OpenSearch TIRFB[ES

BIEEmEIM —4H OpenSearch LIRS B3R5I MK IHTT
%5

I IEFE 51 E OpenSearch LIRS EFE ST EAR OpenSearch TR 22 E 5B o

5 OpenSearch LRSS ESELE B iRig B 20
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B4R VPC E#

MREH OpenSearch THRFF|/ESNTHE VPC # , EEALIBPIEEZ VPC, HE
EEEFHE Amazon Data Firehose E BB LIRS B E S L IEBIENE AN 7R F4.
OpenSearch

/A Important

EFEB VPC HiEER BMEMBUEN Mt , FREMEFNIPERBHEN R IP
Hht, MBEEFNAESETHANEE IP it | Firehose FTLERNFAE VPC HHIEK
BABAIZESRNM ENI , HBERSFERRT KK,

Retry duration

MR @ Serverless X HHIEBIERELM |, Firehose EiRHIIFLERTE, OpenSearch 7EiXf1E
T, Firehose 8 5 & —X , EFERBFLNRIZH, N TFEHFLRNE , BURE
T 0-7200 ¥ Z EKEfIE,

HidFLEnEEHJT |, Firehose &9 8IB&EFISEERY] (DLQ) , XR—MELER S3 4
XTFHEN. X TRZIEF DLQ WEE , Z4TCNBENEERN S3 B iR FMBENR3IE
OpenSearch FoR%85 B 5.

R AT OpenSearch THRFEFEFMNEV N4 MABEH LE Firehose stream [ DLQ 1% #i
BIE, WA ERABSENEEENESNE (U RN ), BUIUKRIFAL , FLER
Bid Lt EEEME 7200 ¥, AWS

ZHXER

Amazon Data Firehose 2% & E ANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

BLiE HTTP KirT [AY B FRRE

RENATER HTTP iR EH B ARH LT,
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/A Important
MREERE HTTP in[MEN BAR , BEEHRR F - HTTP i S &2 S iE RS AE HH 3
AR 1T IRAE

- RETIFERNE:
HTTP iR R&E M ( Wik )

RN HTTP mRIEE—1MNAFPREFNEM. Hla , My HTTP Endpoint Destination.
HTTP #wm < URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL.
SHRIE

BRI LEREER AGRZE , WA MNP RZRERA AWS Secrets Manager BAiE Rl HTTP i

/AN O

C (Wit ) BAES

R IR E EIREN ) B4R LA AR F M Firehose B HIG SEREIE | BBRRLETRAESE
MAFiEER—NE AWS Secrets Manager & HTTP i a5 B BN B4, MREETHIER

FEREEBHZ4A |, IBES AWS Secrets Manager A1ARIZHACIE—NH4H. BRESZE
B, i55H AWS Secrets Manager £ Amazon Data Firehose F# 17 53 K1,

N BRI

Amazon Data Firehose R ARRBRERBERNWEX , AEBHELAZI B, %#F
GZIP 2A , LB R/ZERBERNAERESB,

Retry duration
87 Amazon Data Firehose Eif [ ER HTTP KimT R A EHEN B KE,

KRIEBIEE , Amazon Data Firehose B %£%& HTTP KixT al#il,. WREAEERIIEIA
AEWBIABETETE KW EIE , Amazon Data Firehose £ B3 Eif {5 4L 01811288, ©RNTAHE
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i® , B EiAFErERE, 2/F , Amazon Data Firehose N\ iX BEIEEH AN , FHHFHIE
2 BRI # S3 FAEH,

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TieRVIARZEHERER ) , B
BB EABNITHEHES HTTP KimT SN,

ENfEE iR FIH , Amazon Data Firehose &S FHIA |, B2 U EITE A S0E B A BT BT
B, MMRHEIAEE , Amazon Data Firehose FHHEEE IR it HEEP R B EERI R E, NMREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
WMRIEFRZFE Amazon Data Firehose Eid KX HIE | HFHEIRE RN 0.

S8 (Wit )
Amazon Data Firehose T8/ HTTP A AT H#IEXLREX, XLES T LAEBIEIR B
¢8 40 B #x,

SRR

Amazon Data Firehose 2% & E ANEKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

/A Important

XNF HTTP KiwT LB #5 , MREE “ CloudWatch BE” HEEIKR B B frim <K 413
NI RIAED |, EFEME Firehose M EMEHRRKND , REEHR,

Bti& Datadog HY B FriRE

KA T A Datadog 1E N BIRRIEDL, B>k Datadog WEZEE. , BSH https://
docs.datadoghqg.com/integrations/amazon_web_services/,

NUTFERREME,

HTTP ¥% < URL
M TR 3 ARy DU IR T A ik 13 B 30 &R0k ElRI4
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fii i Datadog BY B ARIRE 23
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 Datadog A& - US5
- Datadog H&-AP1
 Datadog A& - EU
 Datadog A& - GOV
- Datadog $E#% - US

- Datadog f§#r——US5

- Datadog fE#r——AP1

- Datadog $E#x - EU

« Datadog Eti@——US1

« Datadog Bt @——US3

« Datadog Bt ——US5

« Datadog Bt iE——AP1

- Datadog EtiE-KREE

- Datadog Ft E——XEBF

HHRIUE
PRATLUE R EER A API 24 , B ] AMAPR FEE 4] AWS Secrets Manager 3K i/ (]
Datadog.
- APl %4

BX R Datadog 3REXSiF M Firehose [81Zin A& RBIBFTEN APl 4,
MAIEE—ANE AWS Secrets Manager & Datadog APl 4K 40, MMREE TR YR

ETRENZ , BEDBIE—D AWS Secrets Manager. BEXEZEL |, 55 AWS
Secrets Manager 7£ Amazon Data Firehose 31T & 1331

AESP IS

Amazon Data Firehose A BRERERBFRVEX , AEBNELELT BN, %%
GZIP SEZH , L R/ZABERNANRRE,

Retry duration

}§E Amazon Data Firehose Ei# [ ER HTTP KinT R A X BBV R KE,

fii i Datadog BY B ARIRE 24




Amazon Data Firehose FEANGIER

KEBHES , Amazon Data Firehose B%XEE HTTP KT Vi8I . MREXELEIRSEIA
AEWIABEETETE P EIE , Amazon Data Firehose £ B a3 Eif 4Lt A 1588, BT E
iH, BREiRFLERAEH, 2/5 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZMEEL S S3 FE.

2 Amazon Data Firehose [0 HTTP &if T R AAEHEN ( TieRVIAZEHERER ) , B
HLBEHBHEIABNITRBHES HTTP KK SHHIA,

ENEE A rtKFIH , Amazon Data Firehose HaEFHIA |, B BRI IA SIE 25 A At et
B, MRFEIAER , Amazon Data Firehose B EERITHEHPEEEERI RN E., MRER
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,
MR IBEFRZLE Amazon Data Firehose Bid K% HdE |, HHERERN 0,

S8 (Wit )
Amazon Data Firehose £&/N HTTP A HE X LR EN . X LS LIE B 218 5 A
¢8 40 B xR,

ZEMiRR

Amazon Data Firehose 2% & E ANEKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PERRSEREET R

BiiE Honeycomb By B #RiRE

KT NE T A Honeycomb 17 BFRIIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb.io/ getting-data-in /metrics//aws-cloudwatch-metrics,

RMUETIFERNE :
Honeycomb Kinesis i &

BT HRIBEE HTTP i H8 URL : https://api.honeycomb.io/1/kinesis_events/{{dataset}}
HHRIE

A LLUE R EER A API 240, AT UM R RZEH AWS Secrets Manager BAi[A]
Honeycomb,

« API 4R

fi i Honeycomb #Y B 7k B 25
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Bx %X Honeycomb JREX 2 ¥F M Firehose [6iZ % /& BIEIEFTEMN AP 248,
. =4

MeiEE—ANEE Hon AWS Secrets Manager eycomb APl Z4AH 240, MREETHHIR
R ERBEHERL |, BEFBE— AWS Secrets Manager. BEXEZEL | i55H AWS
Secrets Manager 7£ Amazon Data Firehose 31T & 1331

AT

Amazon Data Firehose A BRERERBERVEX , AEBNELELT BN, ®F
GZIP LA E AERMNABRHmIB, X2 Honeycomb B FREIHEEILTI,

Retry duration
$&E Amazon Data Firehose Eif [0i£ER HTTP Kin T S K EBIEM AT EKE,

KIEBAES , Amazon Data Firehose B %% HTTP KR T SN, WREEHEIRREIA
REWIABEETETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT E
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZMREBHIL S # S3 F6E .

2 Amazon Data Firehose [0 HTTP &if T R AAEHEN ( TieRVIARZEHERER ) , B
BB EABNITBEHES HTTP KiET SN,

ENfEE iR BT FIH , Amazon Data Firehose N&SFHIA |, BB A S0E BN A BT AT
B, MMRHEIAEE , Amazon Data Firehose FHEEE IR ISP R B EERRFTE, NMREF
RETE , eEBAERAEEZZE , EFWIEBIASRBESIATE SR,
WMRIELRZEE Amazon Data Firehose Ei K X HIE | HFHEIRE RN 0.

S8 (Wit )
Amazon Data Firehose T8/ HTTP A AT H#IEXLREX, XLES T LAEBIEIR B
¢80 40 B xR,

SRR

Amazon Data Firehose 2% & E ANRIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

fi i Honeycomb #Y B 7k B 26
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Bl & Coralogix B B HV b ik &

AITNE T A Coralogix 64 BFRIIET, H3x Coralogix WEZER , i§ZH https:/
coralogix.com/integrations/aws-firehose,

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US
» Coralogix - SINGAPORE
» Coralogix - IRELAND
» Coralogix - INDIA
» Coralogix - STOCKHOLM
SR

B LUEREER AT , AT NP R R AWS Secrets Manager B[R] Coralogixe
- MEZA

EX & Coralogix 3REXS2¥F M Firehose [6)1%Z 1% M4 5 BB T BRI FAER
MAIEE—NE AWS Secrets Manager & Coralogix FAfAI%4H, WMREHE TR FIRF

ETRENZ , BEDBIE—D AWS Secrets Manager. BEXEZEL |, 551 AWS
Secrets Manager 7£ Amazon Data Firehose 31T & 1331

AESP IS

Amazon Data Firehose A BRERERBERVEX , AEBNELELT BN, ®F
GZIP LAG A RN BERIB. X2 Coralogix B FREYHEERDL,

Retry duration
$EE Amazon Data Firehose Ei{EIEEMN HTTP KinT R A X KIEHN R EIKE,
KEBHES , Amazon Data Firehose B %EE HTTP KT Vi8I . MREXELEIRSEIA
REWIABEITETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT HE

Bt & Coralogix #Y B Bk B 27
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i® , B EiAFErERE, 2/F , Amazon Data Firehose N\ iX BEIEEH AN , FHHFHIE
2 BRI # S3 FAEH,

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TieRVIARZEHERER ) , B
HLBEHBHEIABNITRBHES HTTP KK SHHIA,

BENfEE XAt H , Amazon Data Firehose I&ZFHIA |, B EIWEIHEIASIAE A BB
B, MRFEIAER , Amazon Data Firehose B EERITHEHPEEEERI RN E., MRER
RitE , ENBXERHEEZER , ERWIWINASEEE R E S 2H,
MR IEARZE Amazon Data Firehose Eif & X HE , B LEIRE RN 0,

S8 (k)
Amazon Data Firehose &8 HTTP A E IS X LRBEX . XLES A HBRIREH
AR B HR,
- applicationName : 1247 Data Firehose KYIR3E
« subsystemName : Data Firehose SR &
« ComputerName : IEE £ Firehose [EER & #5

ZEHRR

Amazon Data Firehose 2% & E ANEKE K AEBNELZRIEEEN, BRNENEF
X KX/DRARSREE TR

BiE Dynatrace #Y B #RiRiE

AKIWNE T EA Dynatrace fE7 B#rIED, SR THREZER , iI5SH hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/ amazon-web-services /integrations//cloudwatch-
metric-streams,

« %I, £ Dynatrace 7 Firehose EEHI B #Y i,
BEREH

IR ETE Dynatrace RIZHIERER AR (BN ) , AR —SoTANLE,
HTTP %= URL

MTH & i%E HTTP ¥% /M1t ( Dynatrace US, Dynatrace EU 5 Dynatrace Global ) o
fid i Dynatrace f B 7k B 28
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/Wi

B LLUEREERA APl T8, AT UM RRZEH AWS Secrets Manager BAi[A]
Dynatrace.

. API &8
£ RAIREZEM Dynatrace APl T hE | SAMEBEB M Firehose [@1Zim &R, BXxEZE
B , 28 Dynatrace API-S MM 5 HRIE,

M AWS Secrets Manager i£#2 — N8 & Dynatrace AP SN, WREE TR
FEREBHZ |, BEDEIE—/ AWS Secrets Manager. BXEZEE , FS AWS
Secrets Manager 7£ Amazon Data Firehose 31T & 1331

APl URL
214 Dynatrace ¥FEH APl URL,
NAYwB

ERERESANBREUESFERWIEN, Amazon Data Firehose AN BRBRKELREFER
NEX , AEBNEXXT BN, BAGE , MU GZIP EXEHHNANE.

Retry duration
$57E Firehose ERXEEEMN HTTP i M A X BRIBH N A KE.,

KIEBIEG , Firehose BASEEFRA HTTP iIn BN, MR LK EEIRRBEIAKRERINBR A
BIRZIX | Firehose 2Bz ERXFLEMN B ITHEE. SRHAMER | BEREHXFENEEH, 2
J& , Firehose IN\AX REIEEZ B AN , HHBIER BB Amazon S3 FHEMEH,

B Firehose [ HTTP is RRIZHEN , TRREVNAZHHRALEREEHZE , ©H2E
B EIAER T RERH FF HTTP i [Bv Ik,

BIEE RN KEIR |, Firehose MAEFFHEIA , EFWRBIATETBINEatE, MRBINE
BY , Firehose B EERXITHRFZPRELARRINE. NRERREE , CRBRAEAHEE
Z2E , ERRIBIASBEEE SR,

WMRERFHE Firehose B RIEHIE , HFILEREN 0,

fid i Dynatrace f B 7k B 29
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S (Hik)

Amazon Data Firehose & HTTP AR F & X LB EX . X LS B A LA BY &R B 1
48 40 B #7ro

ZHRT

Amazon Data Firehose 2% & E ANEKIE K AEBNELZRIEEEN, EHXETREE
EENSEHXKNDMER. BFPNENEHRXKDRRSRER TR,

NUAT BEIEE B #71% & LogicMonitor

KT 4BLogicMonitor A T B Wb HIET, B THREZER , 152 H https://www.logicmonitor.com,

- RETIFERNE:
HTTP i< URL

BRUTHRIIEE HTTP A8 URL.
https://ACCOUNT.logicmonitor.com

= gviE RN
BRI LUEREER A APl 247 , A UM ZEE 4R AWS Secrets Manager #1757
LogicMonitor,

- APl %48

EBE R LogicMonitor BURER /L iF M Firehose [611% ik S & MBUIRFTER AP B4R,
MAIEE —NE AWS Secrets Manager & APl 4719 % 4A LogicMonitor, INRIEE TH

FHIRFELRBNEHNRL |, BFEFGE— AWS Secrets Manager, BEXEZEER |, SR
AWS Secrets Manager £ Amazon Data Firehose #1753 Kk,

N BRI

Amazon Data Firehose R A RREBRERBRNWEX , AFBHELAT BN, %#F
GZIP 2A , B R/ZRBERNAERESB,

RUTEmBEE B #ri%E LogicMonitor 30
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Retry duration
$8E Amazon Data Firehose Eif [0i£ER HTTP Kin T S K EBIEM AT EKE,

KEBHES , Amazon Data Firehose B %XEE HTTP KT Vi . MREXELEIRSEIA
AEWIABEETETE P EIE , Amazon Data Firehose £ B Eif 4Lt A1 588, BT E
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRX 2EIEEH AW , HHEE
ZFMEENLSH S3 FEN.

2 Amazon Data Firehose [0 HTTP &if T R AAEHEN ( TieRVIAZEHERER ) , B
HLBEHBIEIABNITRBIHES HTTP KK SMHIA,

ENEE At FIH , Amazon Data Firehose HaEFHIA |, BB EITEIASIE 25 A At At
B, MRFEIAEE , Amazon Data Firehose B EERITHEHPEEEERI RN E., MRER
REfE , SNBRAERHAEEZZE , BEIWEBIASBEEE LR S 2,

WMRIERZEE Amazon Data Firehose Eid KX HIE | HFHEIRE RN 0.
S (Wit )

Amazon Data Firehose T8/ HTTP A AT H# I EXLREX, XLES T LAFBIEIR B
¢ 40 B #Fro

ZHRT

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

Bl E Logz.io BB #RRE

KINE T ERA Logz.io fEN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
RN (K= ) X , FX#F Logz.io ¥EA L & #h Data Firehose B B9t

RETIFERNE :

BE Logz.io M EFMRIE 31
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HTTP i< URL

BT HRIEE HTTP 58 URL, Mt S 2HTTPS ML,

https://listener-aws-metrics-stream-<region>.logz.io/

i zn
https://listener-aws-metrics-stream-us.logz.io/

SHIIE

BALEREERARKESE , WA NP RZEZRA AWS Secrets Manager ELiE[A] Logz.io.
(e AT

BX R Logz.io 3REUS FAM Firehose 8%k S 42 MBIEFT BN A T,

M AWS Secrets Manager £ —1MNEE Logz.io A THANFH, MREETHYIXRH
ERRENZRL , BEFEIE— AWS Secrets Manager. BEXEZELR | i55H AWS
Secrets Manager 7£ Amazon Data Firehose 31T & 13 31F

Retry duration
$EXE Amazon Data Firehose Eix [ Logz.io K ELKIEM AT EKE,

KEBHES , Amazon Data Firehose B %XEE HTTP KinT S iEi . MREXELEIRSEIA
REWIABETETE P EIE , Amazon Data Firehose & B Zi Eid 4Lt A1 88, B FHE
iH, BREiRFE RS, 25 , Amazon Data Firehose INRX 2EIEEH AW , HHEE
ZMEENL S S3 FHiE.

2 Amazon Data Firehose 6 HTTP AT R AAEHEN ( TieROAZEHERER ) |, E
HLBEH B EIARNITRBEHES HTTP KK SHHIA,

ENEE AR KFH , Amazon Data Firehose & FHIA , BRI EITEIA K 25 A A
B, MERHEIAER , Amazon Data Firehose B EER TSP RS L ERRE, MREE
REfE , eNBRAERHAEEZZE , BEIWEBIASBEE LR S 2,

WMRIELRZFHE Amazon Data Firehose Eid K X HIE |, HFHLEIRERN 0.

BE Logz.io M EFMRIE 32
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S (Hik)

Amazon Data Firehose & HTTP AR F & X LB EX . X LS B A LA BY &R B 1
48 40 B #7ro

ZHRT

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

Bl E MongoDB =/ B #ri%E

I B T A MongoDB Cloud fE 8 BARIVIET. M TMEZEE |, S hitps://

www.mongodb.com,

- RHTIFERNE:
MongoDB Realm webhook URL

BRUTHEINIEE HTTP WS/ URL.
https://webhooks.mongodb-realm.com

P 31k A RHTTPS P ik o
EgviEoani
B LU R E R A AP Z4 |, WAl AN R4 AWS Secrets Manager LAi[A]
MongoDB Cloud.
- API B4

EX%& MongoDB Cloud 3REX /2 ¥F M Firehose [6]1Z % =& S BIEFTEM APl 3347,

M AWS Secrets Manager 1£1% —18& MongoDB Cloud #J APl A %4, MRETE
THHRFEREENZ , BHEDEIE— AWS Secrets Manager. BXxEZEE |, F5
%] AWS Secrets Manager 7 Amazon Data Firehose F# 1T & 4 K1l

fit & MongoDB =K B#ri% B 33
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SES IS

Amazon Data Firehose A BRERERBERVEX , AEEBRNELEB BN, %#F
GZIP SEZH , L R/ZRABERNANERRE,

Retry duration
$&§E Amazon Data Firehose £ Z KAt [8] N E i [0 i E /Y 58 = 5 IR H 8 LA IR,

KEBHES , Amazon Data Firehose B %EE HTTP KT Vi8I . MREXELEIRREIA
AEWIABEETETE P EIE , Amazon Data Firehose £ B Eif 4Lt A 1T 588, BT E
i®, BRERFERAEH, 25 , Amazon Data Firehose INRX 2EIBEEH AW , HHEE
ZFMEENLS# S3 FEN.

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TeRVIRZEHERER ) |, E
HLBEHBHEIABNITRBHES HTTP KK SHHIA,

ENEE i rtKFIH , Amazon Data Firehose HaEFHIA |, BB EITEIA SIE 25 A At At
B, MRFEIAER , Amazon Data Firehose B EER TP EEELERI RN E., MRER
REfE , SNBRERHEEZZE , BEIWEBIASBEEE LR S 2,

WRIEFRZEE Amazon Data Firehose Eid KX HIE | HFHEIRE RN 0.
ZhiRR

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

S% (Wit )

Amazon Data Firehose T8/ HTTP A AT H#IEXLREX, XLS T LAEBIEIR B
48 40 B #7ro

A New Relic L& B iR &

AFNBT A New Relic fER BFrEVIET, RMTHEZFE L |, S H https://newrelic.com,

RETIFERWE :

7 New Relic Bii& B Ky ith1R E 34
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HTTP i< URL

MTHRSIRAPH AT IEDHIERE HTTP L% = URL,
« New Relic B& - US
 New Relic $§#r - US
 New Relic $§#x - EU

HHRIE
PRATSLE R E#EH A APl 247 |, BRI AR ZE 4R AWS Secrets Manager 15 7] New
Relic,
- API B4

1£ New Relic One Account 1% & i AYRIVIFRIIER4A , X2 —1H 40 NERFHARHN T
HEFRFER, BEE M AP AT 8ER A Firehose [6)1Zim 2 4% i IR,

MeiEE—NEE N AWS Secrets Manager ew Relic B APl 48R %40, MREE TH

DIRPEFEEHZRY , BEFBIE— AWS Secrets Manager. BEXEZEE , HSH
AWS Secrets Manager £ Amazon Data Firehose F# 1T & 3K iiE .

SES IS

Amazon Data Firehose RN BRERERBERVEX , AEBNELELT BN, ®F
GZIP SZH , LB R/ZABERNANERRE,

Retry duration
$&§E Amazon Data Firehose Ei#[6 New Relic HTTP Kix¥ S X X HIEN A KE,

KEBHES , Amazon Data Firehose B %XEE HTTP KT Vi8I . MREXELEIRSEIA
REWIABEETETE P EIE , Amazon Data Firehose 2B Eif 4Lt A 1588, BT E
i®, BREiRFERAEH, 2/5 , Amazon Data Firehose INRIX 2EIBEEH AW |, HHEE
ZM R BT S S3 FiE.

2 Amazon Data Firehose [0 HTTP AT R AAEHEN ( TieRVIARZEHERER ) , B
HLBEHBIEIABNITRBHES HTTP KK SHHIA,

A New Relic & B #yithi% & 35
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ENEE i< FH , Amazon Data Firehose & EHIA , BRI BT IA K 25 A RS
B, MRFEIAEE , Amazon Data Firehose B EER TP EEEERI RN E., MRER
RETE , ENBAERHEEZZE , BERWIEWBIARBEE A ESEH,

WMRIEARZE Amazon Data Firehose Eid KX HIE |, B EIRERN 0,
S (W)

Amazon Data Firehose £/ HTTP AR HF HIEX LR EX, XLES T LAEEBIEIR B
48 40 B xR,

ZEHER
Amazon Data Firehose 2% & EANKE K AEBNEZRIEEEN, BRVENEIL
EMX K PRERRSREST R,
FtiE Snowflake B9 B B9 ihi% &

KITNEIF Snowflake FAT B B9 b B &I .

® Note

Firehose 5 Snowflake EKEEEXERED ( FFRLILE ) . EEAEEP (HBEX ) . EM
(ZBRZ), ZERZ (HBXEMN ), TAX (FRKRE)., M (EZZmE)., LAHKX (#H
i), AKX (BR)MEREX (BE ) #H, AWS XiF

EEIRE
- RHTIFERNE:
FTeIK S Rt

EE Snowflake Mk~ Mk, #1400 : xy12345.us-
east-1.aws.snowflakecomputing.com, BXIMAHEEWIK - NUWES , ESH
Snowflake X 1%, EEE , BFEEEERAS , MY (https:/) B AIIER,

HHRIUE

BRI LERFHRMARFPERE., FAANEE , AN AWS Secrets Manager H18 2 4A
LAY e Snowflakes

fii  Snowflake B B Bithik B 36


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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- APEX

FBER T MEHIEN Snowflake AF . R P AP HIERAZ Snowflake &H,

- EFH
EBEHATES Snowflake #1TEHRIENAF T, BERFAFPRPKCSSERILH . BEON
PEM REMTTHIZEELZHPF, MRRPHE D KZ1T , EMBREITE.

« Passphrase (%)
EEZWBRBEMBNIAA, MRMARMNE , WALURLEFEEZ, BXEER , BZHRE
AZAN B RIEF BRI,

M AWS Secrets Manager £ —1N83& Snowflake R Z, MRBETHY|RFP
ETDIENZR | BEPEIE— AWS Secrets Manager. BEXEZEE |, H3H AWS
Secrets Manager £ Amazon Data Firehose 3t 1T 5 A K1,

AEERE

EFAERIA Snowflake A — WMRIER LI |, Firehose FALFTHE M ABRIEERSA
Snowflake, RIZFBRIABEEMBEIE. FREAMRINALSCEICHEER A Z Snowflake FRH,

A B E X Snowflake B — i AR EIE NE Z| Snowflake FKAETH Firehose EFHIEERINE
wAf,

Snowflake &3

EIE “FAE” BT
#\%5 VPCE ID ( it )

Firehose 5 Snowflake FA T iE##Y VPCE ID, FHE/& I com.amazonaws.vpce, [#
#] .vpce-svc-[id]#BXEZER , {55 R AWS PrivateLink & Snowflake.

(® Note

HIRREY Snowflake P4 S i8] Firehose. BXE A AERM VPCE ID HW3I% |, &
Z#, £ VPC #ii1a Snowflake

fii  Snowflake B B Bithik B 37
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Amazon Data Firehose FEANGIER

BEEEE

E#FH Snowflake ¥EH Firehose EIEM B s | IRUTIBEUTIRE.,

« Snowflake ##EE — Snowflake FHIFTE BB EREZEHREES,

« Snowflake ) — BNMNRBFEFEAH MRS NEMAR , XERHRHFEEXNR ( HlanRNU
B ) KBES A

+ Snowflake & — Snowflake FIFFIEHBEHEFHEHRRBERS B2 B LW AIFITHE
PaN
&1 Snowflake Zr B BUHE bk % 0

- f£F JSON ®ERFIE
- ERAZES
- ARSB-ERPEEIR , REBELSTMEEZERP,
- THEHIE (TR ) -EXRPEESR , HPLAMBTHERS S

Retry duration

MR Snowflake BRSS B FS BITFF 5B = [E Snowflake RIF KM , Firehose EiX#YIFLERTE ( 0—
7200 # ) o Firehose AEEHRBBER A EFEHFENBLER. IREHERHSENERENR
0(%)%®, Firehose T&7E Snowflake KM Eix , MR FHIER B F Amazon S3 HiREFEME,
A Splunk BLiE B #RIRE

REB DN BERA Splunk 1 B #REVIETI,

® Note
Firehose [EELE T Classic AE IR N AEF AT ITEZH Splunk EFEHEIE.

RETIFERNE :

A Splunk EL& B ARRE 38
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Splunk cluster endpoint

ERELBTR , BSH Splunk XHFHELE Amazon Data Firehose LA Splunk F & &%
BT

Splunk endpoint type

ERZEHERT , E%#E Raw endpoint, #EZEEvent endpoint2EMEAREMHREF
IR KE AWS Lambda BIREHNREIRFALEBEE. BXEABIMIETINER , E5H
Splunk X #4H#IELE Amazon Data Firehose LA[E] Splunk & XA EIE.

B RIE

BAEREERASHRIETE , Al UM ZREL AWS Secrets Manager LA (Al
Splunk,

- BRRIETH
Eig & AT UM Amazon Data Firehose #ZWEIER Splunk LixT R , i5Z[H Splunk X4

18 AT 5i# Data Firehose B9 Splunk M inB# M Z=MELEBR. RF NI Firehose B
iz Eim S AT M Splunk SRR , REFERNMEILLA:.

. B4

MAiEE —NE AWS Secrets Manager & Splunk BRI EN 4, WREE TR
RETIEHNZRA |, BEPIE— AWS Secrets Manager. BEXEZEE |, H5H AWS
Secrets Manager £ Amazon Data Firehose i 1T & 4K IiE,

HEC acknowledgement timeout

?a;E Amazon Data Firehose Z#F3X B Splunk RS BIAEEZ KA, R Splunk £

R ERB AT et B 2 B A KEHIA , M Amazon Data Firehose & EM A BTFEE M AM, R
J: Amazon Data Firehose ELEIREE , ELAFHRER 0 EEH Amazon S3 Fi#EH , &
BUORFBig BM B iR S &nt g E,

Retry duration
$§XE Amazon Data Firehose Eix[a Splunk &IEZIERY AT B K E,

KIEBIEE , Amazon Data Firehose B %% % Splunk B#IA, MR A EERRBIAKRERIA
FEATEY B W EI3A , Amazon Data Firehose 2B s B 4T H 1T ER. SRTHER , BEFE
RiF&EntRZEIH, 25 , Amazon Data Firehose I\ RIX 2HIEE M AN , HHFHEZHEEN
T 5 S3 1@,
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http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
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http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
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% Amazon Data Firehose [ Splunk KIEHIE ( T RVIRZHERER ) it , TEHSEH
B B I AT T 838 H F4F Splunk BIHEIA,

ENEE XK FH , Amazon Data Firehose & FHIA , BRI BT IA K 25 A RS
B, MRFEIAEE , Amazon Data Firehose B EER TP EEEERI RN E., MRER
REfE , SNBRAERHAEEZZE , BEIWEBIASBEEE LR S 2H,
MR EARFELE Amazon Data Firehose Eid KX HIE , HHLEIRERN 0.

EMIER

Amazon Data Firehose 2% & E ANERE K AEBNELZRIEEEN, BRHNENEF
X KX/DRARSREE TR

BLiE Splunk AT AR B AR E

KT NE T A Splunk Observability Cloud #E73 BARHVIET, M THRESZER , BSH htips://
docs.splunk.com/observability/en/gdi/ get-data-in /connect/aws/aws-apiconfig.html # connect-to-aws-
using the-splunk-observability-cloud-api.

RETIIFERE :
=HEREUHS URL
& A LATE Splunk Observability & & W Bl E 34> A LA">" KR BIERER KL , RE
Splunk Observability Cloud #9354 i #E#EL URL,
HHRIUE
BAIEREERAFRSHE , WA MNPRZRFEHA AWS Secrets Manager ELiF[R] Splunk
Observability Cloud,
- HETHE
M Splunk ATERMEIEHI AR “RE” TH “HETSHE RESITHE INGEST BECEE W
Splunk AT XL EZ 115 [A] 5 R

ELE Splunk AIMAM = BFRRE 40


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
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MAIEE —NE AWS Secrets Manager & Splunk AT B4 =i RITHAZFH, MREET
FHRFETRENZE , BEPGIE— AWS Secrets Manager, BXEZEE |, HSH
AWS Secrets Manager 7£ Amazon Data Firehose 31T 5 3K 1iE .

AT

Amazon Data Firehose RN BRERERBERVEX , AEBNELELT BN, %%
GZIP SZH , L R/ZABERNANERRE,

Retry duration
$§E Amazon Data Firehose Eif B ER HTTP KT R K IEZHIENHEKE,

KIEBAES , Amazon Data Firehose B %% HTTP KR T SN, WREEHERREIA
RIEWINERTATE W EIIE , Amazon Data Firehose 2531 BT 4T H 1T 585, ©RTHIE
i®, BREiRFERAEH, 25 , Amazon Data Firehose INRX 2EIEEH AW , HHEE
ZMREEBHWIL S # S3 F6E .

2 Amazon Data Firehose [ HTTP &G T R AAEHEN ( TeRVIRZEHERER ) |, E
BB EABNITBEHEST HTTP KiET SN,

ENEE XK FH , Amazon Data Firehose & &FHIA , BRI BT IA L 25 A RS
B, MREIAEE , Amazon Data Firehose FHEE IR it HEEPREEERRITE, NMREF
REfE , SNBRAERHEEZZE , BEIWEBIASBEEE LR S 2,

WRIEFRZEE Amazon Data Firehose Ei K X #HIE | HFHEIRE RN 0.
S8 (A )

Amazon Data Firehose £&/N HTTP R HET X LR EN . X LS H T LAE B 210 5
¢8 40 B #x,

ZHRT

Amazon Data Firehose 2% & EANKIE K AEBNELZRIEEEN, BRVENEIL
EMX K PRERRSEREET R

BLiE Sumo Logic Y B #Ri%iE

KITNE T HEA Sumo Logic 1EH BIRMIED. MTHEZEER |, BSH hitps://

www.sumologic.com,
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https://www.sumologic.com
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RETIFERWNE :
HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

AT
Amazon Data Firehose R ARRBRERBERNWEX , AFBEELAZ BN, ®&
GZIP 2A , B R/ZERBERNAERESB,

Retry duration

$&§7E Amazon Data Firehose Ei#[6] Sumo Logic XX EIFEH A KE,

KEBHES , Amazon Data Firehose B &R HTTP KinT SN, MRLZEHEIRSFEIA
REWIAER B E R ZEE | Amazon Data Firehose 2831 B IFLEE T, SRTHE
iR, BREiXFE A EH, 2/5 , Amazon Data Firehose AR X 2EIEEH AW , HHEE
ZMR BB T # S3 F6E .

2 Amazon Data Firehose 6 HTTP Kif T R KA HIER ( TRRAARERERER ) , ©
BB EAENITBEHEF HTTP KiET S,

BENfEE Xt FIH , Amazon Data Firehose & FFHIA , B U IAS0E 2B RS
B, WMERFIAEE , Amazon Data Firehose NHEEE R TP RELERREE, MEEF
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,
WMRIELRZHE Amazon Data Firehose Eid K X HIE |, B FHEIRERN 0.

S8 (Wit )
Amazon Data Firehose £&/N HTTP A HET X LR EN . X LS LA B 218 5 A
48 40 B xR,

EiRR
Amazon Data Firehose 2% & & ANEKE K AEBNELZRIIEEB N, Elastic B R
BUEARX A PEBRSREET R,

Bt Sumo Logic Y BRIZE 42
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A Elastic Bt & B 7R B

AN BT A Elastic YEN B FRAVIZIA,

- REHTIFERHNIE:
Elastic ¥ = URL
BLUAT#IEE HTTP I8 URL : https://<cluster-

id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,
/BRI

BRI DU R EER A API 24 |, Bl AP RER4E AWS Secrets Manager L1 [A] Elastico
« AP| Z4R

BX X Elastic JREXAL1F M Firehose B HRFZEHEIBFIEMN APl 4,
M AWS Secrets Manager £ — /N2 & Elastic APl 4 %4A. MREE TR HIRS

ERRIENZRL , BEFEIE— AWS Secrets Manager. BEXEZELR |, i55H AWS
Secrets Manager £ Amazon Data Firehose #i#t 1T & 33 1iE .

NESE IS

Amazon Data Firehose R ARRBRERBERNWEX , AEBEELEZ B, %#F
GZIP ( BiAik#R ) RER , UBER/ZABERNANBTRE,

Retry duration
$§E Amazon Data Firehose Ei# [a] Elastic £ A BIEN A KE,

KEBHES , Amazon Data Firehose B &R HTTP KT SN, MRLZEHEIRIFIA
REWIAER S E R ZEE | Amazon Data Firehose 2831 B IFLEAE T, SRTHE
i®, BRI EiRFEEEH, 2/5 , Amazon Data Firehose AR X 2EIEEH AW , HHEE
ZMR BB T # S3 6.

2 Amazon Data Firehose 6 HTTP KifT R K IAHIER ( TRRAAERERER ) , ©
BB EAENITBHEBEHEEF HTTP KiET S,

A Elastic BLE& BRRE 43



FRARER

Amazon Data Firehose
ENEE At FIH , Amazon Data Firehose HaEFHIA |, BB EITEIA SIE 25 A At At
B, WMEREIAHEE , Amazon Data Firehose NEEER TP 2B LB FIRAE, MREEE
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

W RIEFRZE Amazon Data Firehose Eid K X HIE | HFHEIRE RN 0.

S8 (Wi )
Amazon Data Firehose &/ HTTP A HET S X LR EN . X LS m] LAE B 218 5
A0 B R,

ZEHER
Amazon Data Firehose 2% & E ANEKIE K AEBNELZRIEEB N, Elastic B R
BIWEHPXK/NHA 1MiB,

BEEZHNSRRE

REBNRMMAN Firehose EFHLEZHNBRIRE.

BEEZ{IRE

Amazon Data Firehose £ Amazon S3 K& ©id BE X REFTE B Bt FrE BRI R 0 KW
Y BHE,

/A Important
« RHYYRH Firehose EEMFKIRE Direct PUT = Kinesis Data Streams Bt , F X F& %1%

B
- EERYRMGERTRARERFBER , FEMT Amazon S3 &7 B 5.

WMREHEFE T LA TFIEB 2 — , MATLUA Firehose EfFIEE S3 #131RE :

o MRERF Amazon S3 ®E N Firehose ik B By ih | HiERIEE Lamb AWS da EREURE#REIEID
F , REIBIEFEIRIEN Firehose A IBICF IR

o MRERF Amazon Redshift I E 7 Firehose 7B B Wis | HikRIEE — Lambda BREUCR # iR EIE

AWS ig3x,

BEESOMSRRE

44
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o MRRFUTEMIRSZE S Firehose EEH B Wi - W 5# OpenSearch &%, Datad
LogicMonitor og. Dynatrace., HTTP Endpoint, MongoDB Cloud, New Relic, Splunk 2 Sumo
Logic.

LT 228 Firehose BN &ZDEE.

« Amazon S3 FHRIZRKZM : MREBEEFEHN BEFR2E S3 2 Amazon Redshift , Mg B RIEZ
BRARBEZEOERNEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bkt ) RE RN
BHRBFENBE SR, MR ER REREZ O FTERBIELRNR G XM EIE,

« S3 £M1FM#EM-1X 2 Amazon Data Firehose & I EIERY S3 1 HER.
- S3 R 1EME@EIZR-1IX 2 Amazon Data Firehose &3 &1 BB/ BT 2R,
- S3EMEMBERALIR  IEXMHRESZMEL S3 FRHEEREEIRF,

o BHER, EHFMNE L 1TE 2-Amazon Data Firehose £/ Amazon S3 K& B 2R EEF &
Firik B Bt B FT B BRIE RN Z 10 K MBI B 3E. Amazon Data Firehose TERHE AN BERT ( Z17)
B D7k S3 2 RIS EMITEM, EBATLLER 1—128 WE X K/ MiBs 1 60—900 #9424 8]
fB. EFHEMNFHALRE Amazon S3 HITHIEERMNERE, NREEABERR , WEHhE R
M Amazon Data Firehose W Z|## /5 0 BB 2B Amazon S3 EHEIENRE —E&EH. MRE@E
PR BIEE S T B A Firehose B EIE , Amazon Data Firehose £ zh 2318 i048 4 X K/ EAEE
t. WRERBTHERMEKIEEEZEE B R,

« S3 E4——%# GZIP, Snappy. Zip 3 %A Hadoop #9 Snappy BIEESR , REFTHITHEE
48, FZA Snappy. Zip M Hadoop KY Snappy FE4E & A T LA S # Redshift 53 B B ##Y Firehose
B,

- S3XHTRERIN (AL ) -AEEE Amazon S3 B FREBHINRIEEXHT BEER. MRE
ALRE , NEEN X4 BENFESHIERNERIRE S3 EAHIEE ( HI40.parquet 5.9z ) K H0AY
MRAHT RE, EFLIIESHERIRRN S3 ERESEAN , FRAREE T EBHXHT R
B XM REBLAMNAR () FFX , HEAUEEAWNZEN : 0-9a-z! -_* ()o XHTRETRE
it 128 NFHF,

« Firehose ¥ AWS Key Management Service (SSE-KMS) #J Amazon S3 lRE2=iwmNE , AF
N S5k S3 AR BIE. BULUERFERABR S3 FHEBPIEENRMIAMBRE | LA UER
FERASEAEN AWS KMS Z4A5I RPN EZERHTINE, MREERAZAMBHE , WA AEHERKIA
AWS & AWS KMS Z4] (aws/s3) RBEFRERH. BXEZER , HSHEHA AWS KMS £ E
HEAM RS 22w INZ (SSE-KMS) RIFHIE.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
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BESRKRE

AT EB o E AN B T I8 Firehose EREN S RIZE

.« BRSSE5im % ——Amazon Data Firehose 3 AWS fF A Z4AE B IRSAWS (KMS) B Amazon S3
R 28RN , ATMBELDE S3 FRNNEBIE. BXELELR , BSHEA KMS AWS £EE
AN RSB IWmINE (SSE-KMS) R HIE.

« £5i%123%-Amazon Data Firehose ic k5B MR HEKHEIR. I, BAKERKRE , 7
BAig3k Lambda A FHEAHHEIRRER BE, CloudWatch BXESEE , BSHAER

CloudWatch H&E Y432 Amazon Data Firehose,

/A Important

BARARAER , BRZIEINIERIZE Firehose E#%HAE /3 A Amazon Data Firehose $51%i2
FKo XMECETHRELCRLEBSEHAEAMANERT , BRIAFRERFAEGEE.

- tXPR——Amazon Data Firehose £ IAM A &3REX Firehose BEMEMNFIBENR. & LULEA
B NEYSPEAAENBENFHFAE , thalLUEE RN Amazon Data Firehose S| ZMWINE AR, ZAE
F T A Firehose | FX E MRS IHRINIE , BIEE S3 7M. AWSKMS ZH (REAT
BIEME ) M Lambda BHE ( WRBRATHEER ) . BHEAUCBRTEURANAG, BEXESE
B, BZHALEIAM?,

o HRE-ZAIDURINARERAL AWS iR, BRER AN T2 & 175 8] AR o

MR EECreateDeliveryStreamBEHIEERL , Amazon Data Firehose &%t
#Zfirehose:TagDeliveryStreami®EH1 %DWH’HE*X DU AP R EEREERE,
MRBRRELR , MEIETE IAM BIRIF L HT Firehose ERFMNIERFTEAK , L
RAccessDeniedException A TR,

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/
x with an explicit deny in an identity-based policy.

LUTRBERT A AF 02 Firehose B3 R ARE R,

"Version": "2012-10-17",
"Statement": [

BESRRE 46


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
.
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}

ERZONSRRES , BEEENILR , RFIER LR Firehos e EE.

¥H Firehose ERFERZIAT “0IR" RAF AIAH. £ Firehose ERBLT &3 REE , B LIF
IMMNER EIEE M H R IEBIE,

TBREHRET

Amazon Data Firehose £ AFHEZ AN RBFEERAE —EXR/D ( B KR/ ) M—EEtE ( EFE
[B) , AEBNEEXIEEENT, MREMEDE Amazon S3 RN KX PNBRENXHEHESHFELEN
AREFNMtEE , B ZRAE Firehose NWEMERACE BFRRE , WEEFAZFRER

BRI AT Q2 FTH Firehose ERERELE R P X/NMEHBEIFR , HEEMHINE Firehose ERFHEF K/
MEAER. BPARDUAMB HENNE , RAERBARWNEN, B2, URENHDPZ—IEEE,
BIEXIIN B — PN RBE. BRENE—NEHPFMG 2K Firehose RIFEHIE. MREREESHE ,
{5 A BRIAE

& A LUBY AWS Management Console,  AWS Command Line InterfaceS 5 #7F & T E 3t
i& Firehose EHi2 R, AWS N TFIER , BAILMEREH AP REIRTSRER APl 2
BEEETER, FHESESEABIMNE, UpdateDestinationX FHERE , B el LAEFRREIA

o}, CreateDeliveryStreamAP| HE AR TEEN QBN EREN —Br. EREEHPX KD, B

£ CreateDeliveryStream= UpdateDestinationAPI B B ¥r45EDestinationConfiguration®
¥IntervalInSecondsHiZESizeInMBsHl,

THRER R 77


https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
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® Note

o RATRRERAGINIER , B UAEAZSEH ERRER. YBHEFRREENSEY
B} , Firehose F2ZHHIE  MEE/LWHNEAERE, EHEFRETIEXNRENEZ
B, BRAMNE , THREXREBRH Firehose HEE HIR R,

- EEHUEICERATNARER B, FEMT Amazon S3 &1 B 5.

@ Note

HERRENEFIEBE RN T 60 BWURMEEEWEERR |, Firehose &% S3 B#rfEA D £
£, AT S3 B D R /& , tNREERNE et EER/NTF 60 ¥, M&FZF S3 PUT API
A BFTE M,

BXREMBENEFRTEENMRINE , TSR T X

BiruE ZHRXKRN(AMB AR ) (FESHARRANE) VX oS A O
HE (FwESHRHR
k)

S3 1-128 (5) 0-900 (300)

Redshift 1-128 (5) 0-900 (300)

OpenSearch 7CHR 1-100 (5) 0-900 (300)

e

OpenSearch 1-100 (5) 0-900 (300)

Splunk 1-5 (5) 0-60 (60)

Datadog 1-4 (4) 0-900 (60)

Coralogix 1-64 (6) 0-900 (60)

Dynatrace 1-64 (5) 0-900 (60)

THRER R

48



Amazon Data Firehose FEANGIER

BB ZHXAN(LAMB AR ) (FEERRHRINME) BRRNBAER
EfE (FESHRAR
)

-4 1 0-900 (60)

Honeycomb 1-64 (15) 0-900 (60)

HTTP iwm R 1-64 (5) 0-900 (60)

LogicMonitor 1-64 (5) 0-900 (60)

BE R 1-64 (5) 0-900 (60)

MongoDB 1-16 (5) 0-900 (60)

NewRelic 1-64 (5) 0-900 (60)

Sumolog 1-64 (1) 0-900 (60)

Splunk Observabi 1-64 (1) 0-900 (60)

lity Cloud
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A REIEEEN R Firehose E#%

B LAE A AWS Management Console SRIZEUERI R Z1TEHIE. BHAELHKEEFESTHA
FFRBIEZRALRE Firehose BiEH, XELLFEKEHSHNREIEEI TN Firehose EIBAIEL
=

THRELBTELN —NRE)
{"TICKER_SYMBOL":"QXZ","SECTOR" : "HEALTHCARE", "CHANGE": -@.05, "PRICE":84.51}

BAEE , H&W Firehose RABMEBIERN , 2WEWRER Amazon Data Firehose 2 A , {BE &£ KR
N RWEERZER, EFIEFAEXERR | B0 LIBER MZFH & & I REIBER.

AE

- HEREH

¥ Amazon S3 £ BAR#E AT

« ¥ Amazon Redshift #E3 B #rit 17015,

- f£/ OpenSearch BRFEN B Fait 1T
¥ Splunk E9 B #5891,

TR

EFHm2Bl , ERIZE— Firehose B, BXEZEER , 551 62 Firehose E%,

¥ Amazon S3 1E B #rt 1703
FRAUTSRERT DB E2EZ#RS (Amazon S3) 7 BFrKNR &K Firehose B,
AL S# S3 Wik Firehose Ei%

1. FTFF Firehose #&&l& , it A https://console.aws.amazon.com/firehose/,

2. EFE—ANERK Firehose B, EFRRIEHIEZE , Firehose EFXL L FIENRAS.
3. HEFERAERBEHTNET , EFFFHRREERKIER AT £ RO ZRBEIE.
4

RERFTLVHARIIRSEEFBEAME S3 F#F, FIE , REFEENETERE ,
FE/L7MEtE , INRIEERELNFHEED.

el
anp
(aTny
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https://console.aws.amazon.com/firehose/
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5. ENHTKE , BREFILELOXERBENAMEIE~EERTER,

¥ Amazon Redshift Y€ B #r3 170 iz
(B LT 5 AT D% Redshift #30 B 5K 4RE Firchose EiE.
£ AL T # Redshift JIli® Firehose E %

1. {RHY Firehose E#%%H LRI &% Redshift EEFH —NKR, B SQL #EOEEEE| Amazon
Redshift , HE{TU T EAUBIE—MEZ REABEH X,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,

PRICE float

);

$TFF Firehose ##)& , Mt https://console.aws.amazon.com/firehose/,

EFE—ANERW Firehose B, EFRREEIEZA , Firehose ERE XL TIEFIRTS.

4"%E Firehose ERER BirFAE SR A EmE0IE firehose_test_tablekyzxk.
EEAERBEBH#HTUERT | EEFRAEETRBIEE T £ KRG ERBHIE.
RERELNRARIRS EESRERAIENR. B8 , RESEPEE , TeEE/L9 st
B , MITTREEREEHNRF,

ENHTRE , ERFLEREERBENTFELE~EFERAEA.

8. Ym%E Firehose E#EM B FAERUIEM S — K&k,

( ik ) MIBR firehose_test_table &,

o 0o~ Wb

~

©

{5/ OpenSearch ArRS1E B ¥Rt 470 i
FERUTSBR U 5% OpenSearch BRS 7 B FRKNZEH Firehose B,
FABRSNR Firehose IE1#% OpenSearch

1. FJFF Firehose #&#l& , Mk A https://console.aws.amazon.com/firehose/
2. IEF—/NEEKK Firehose B, EFBRREBIEZH , Firehose ERFEXLTL FIEFIRES,

J¥ Amazon Redshift #£5 B #rit 171z 51


https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
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3. HEMERMETREERTNRAT , BRI R LEEREEN TERROIRERDHSE.

4. BRBRRELWHBARIIHREREEEETEN OpenSearch R EH. BXEZELR | 55H (I
i OpenSearch fRFF X&) FHITE OpenSearch BRFE 18 R X,

5. ENHTKE , BREFILELXERBENAMFIE~EERTEA,

XF Splunk £ B #REY M =t
FERUTEBRER Splunk #E7 B #r3RMi% &K Firehose B,
5/ Splunk Nk Firehose E1%

1. FJFF Firehose #&#l& , Mk A https://console.aws.amazon.com/firehose/,

2. EFE—AERRK Firehose E#%, EFMRIEHBIEZET , Firehose ERFELIALL TIEINRAE.
3. HEFERERBEHTURT , EFF AR KEREIER AT 4 5 R PR R AR,

4. RERBEEFHIEERME Splunk 5|, Splunk FEYREIEZRFE R

sourcetype="aws:firehose:json" fl index="name-of-your-splunk-index", B>

W1AFE Splunk FIERBHMEZEER , 1S Splunk XREHPRIEZF M.

MR R EIE R EHIELRD Splunk B5|H , HREEK AmazonS3 FHBFRE B XAKEH.
FESRABEREEE Splunk.

5. ESERMIEA , FiE#E Stop sending demo data LM IEF=4EERA A,

¥ Splunk £y B #REY 1 52


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://console.aws.amazon.com/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
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[0 Firehose BE1E &2 1E

BRI AE R X TESM Kinesis BIER. LS# MSK, Kinesis R 5 EHE Firehose API
ERIREIREY Firehose RAEHIE, AWS EH AT LAE A Amazon CloudWatch H&, CloudWatch
EH= AWS loT ERABTER. MRETEE Amazon Data Firehose , 516 /AT R 2B H N BHHES
MARIE, AR S#E Data Firehose ?

® Note

Hie AWS RS ReEmi T E— X8 Firehose B AL HEMEH, MRERT D
CloudWatch B&, CloudWatch E4s{ELE B #rAT , &8 Firehose E &A1 H I
AWS loT , ERIEEK Firehose B R B SHMRSNLTE—KXig,

£

- £/ Kinesis Data Streams B A 5 # Data Firehose
- AT T¥ MSK EANS# Data Firehose

- £ Kinesis KEE A G Data Firehose

- FRARGFRXIESEALLS# Data Firehose AWS
- A BEE AN S# Data Firehose CloudWatch

- EAEHEA Amazon Data Firehose CloudWatch

« f#H Firehose E A 5 Data Firehose AWS loT

{8 A Kinesis Data Streams B A 5% Data Firehose

A LURF Amazon Kinesis Data Streams Bti& 7 [@ Firehose EfEXIEEE.,

/A Important

MR Kinesis Producer Library ( KPL ) FF#IEE A Kinesis #E#R , WA LAERARE
K& HE AiZ Kinesis IR RV IC R, MMREBEEERZBIEFRERN Firehose BIERAY
SRR , Amazon Data Firehose £EfFIE REEF BRZ oI HFTHRLE, WREF
Firehose FELE F ##83E , Amazon Data Firehose & 7Ef5128 FA5 X Bl 2 X H 3t 1T AR 4k
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B, AWS LambdaBEXEZELR , S M MEA Kinesis BlE & FEF & Amazon Kinesis Data
Streams BIEZEMR S,

1. &% AWS Management Console 3] 7l & # Data Firehose $##]& , Wik A https:/
console.aws.amazon.com/firehose/,

2. 1EEBIE Firehose B, EEMAKERE L , AUTFEREME -

Firehose Ei&&

{REY Firehose EIEH & o
it

1%£$8 Kinesis JiRELE £ Kinesis BIERENBIERD Firehose fio AfE , B LAEH
Amazon Data Firehose B\ttt NEI B BB R P IEEBIEH S E N TN E W ib,

E A Kinesis BIERERNR , B Kinesis MIITRAEEFE—NTNER , EEHEUCIER
B Kinesis Mg . SIEBFRE , EERF , LLEH Kinesis iR, MIREFRENK , 7
A Filter by name fFiE 5K,

® Note

M IR Kinesis BB ALE 7 Firehose KRR |, T D ¥IE Firehose FIR/EF 1 EE
o PutRecord PutRecordBatchfEXfER T , ERFHIBEHINERE Firehose i
/| 5 A Kinesis Data Streams f#g4E, PutRecord PutRecords

Amazon Data Firehose FF A MYREY Kinesis LATEST BB BiEEEIE, B Kinesis Data
Streams LB E Z{E L. , GetShardlteratoriEZ .,

Amazon Data Firehose ¥ 8149 K A Kinesis Data Streams GetRecordsi®#E—xX, {8
=, BRATERHRE , Firehose 28¥XNE /N2 H 1B Kinesis Data Streams GetRecords
BERX , —XBATEE@ENR , B—XATEEZHD.

AT AME — Kinesis B i=EIZ A Firehose B, Hfth Kinesis NARRF ( FAE ) LA
ME—NFRAPIEE, KBE Firehose ERFHEMERENARFNSXRABITASFHE
ERHBIRE. N TEHEZR , BNOITREHNRARERF. BX Kinesis Data Streams FRHIKYE
Z{ER , 35 Amazon Kinesis Streams R,
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https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
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3. & Next IR EEE ICFHER B AR TE,

FERT Z# MSK B A L% Data Firehose

O LU Amazon MSK BLiE A [a) Firehose EEXIEE B,

1. &% AWS Management Console 3 $T 71l 5# Data Firehose #2#|& , MutH https:/
console.aws.amazon.com/firehose/,

2. & BIE Firehose Ei&,

EATREERFEMBRED , RATFRIEMHE :

it
£ Amazon MSK kit & I Zi# MSK 1E8 BB IRIY Firehose o A LLE MSK fIE
BB MSK LIRS EEERH 2 BHTIER., RE , B LUMEA Amazon Data Firehose B #\ it M
¥EM Amazon MSK B M EBHEEBIE , RARFEMKBEEN S3 BEr,

B E

%EFEL O#% S3 4E7 Firehose EIEH B i,

EARATTHENRRES S , AUATFRIZHE
Amazon MSK & & iE i

BESNEREE , EFENE5ISRE (#E ) AILEISREERI, 5/FKER Apache
Kafka B in AKERERNER, AH5ISRESEMABLATTHER AWS , MAESS
REN A FMREHR, AWSH*X Amazon MSK WEZE R |, i3 Amazon Managed
Streaming for Apache Kafka,

EEEAAESRBEREFMBRTRS S Amazon MSK B | REBRLFHATUTHAE

o ERLMATEIRES.
o SRR IAM BN B REH B EZ —
« BN IAM TFREHIFER A% VPC AREE,

o BAMEZEBRANMETRROERE , ZRERTFLSHEHIE Firehose RSEARFATL
CreateVpcConnection # MSK API EI PR,
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https://console.aws.amazon.com/firehose/
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https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
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RS NG5 SREEZEFE Amazon MSK &8 | ZERLTFERZUTFHEER,
o SRQILTIEIRES.
o SEXIUR IAM EREIBRIEREGEZ—.
o SRQIENTFIRE,
Amazon MSK £ &

NFHEMKFZE |, B E Amazon MSK 88 ARN , &# Firehose i M IEEVEIE.

BXREKSFZR , 558 REL D MSK BYEIK - B,

£

S EYR% E Firehose EEMFIREVBIER Apache Kafka £, Firehose EESIEE , BFEL
SEE T ER,

ETEM Firehose BERBME D , AU TFRIEME -

Firehose E#&&

HYREY Firehose E&EE & Mo

3. ETXR, BAUZREECRKERNCEBARRNITELSR. BXEZER , BER EEILR
AR,

A Kinesis X E A 5% Data Firehose

Amazon Kinesis REB R —FIIUH Java RGN ARER |, AMEASEXY | B RUNMAKREREHFNH
KR%EEF Firehose, RESIFEEE—HNXH , HRHMBELRIEZEEH Firehose BEFEHR, ZREETRT
MALE 4R, RESBENIAMNER, EBRTUAUTSR, REMNFHLHAXRLHE. €
X ERT MK CloudWatchiEfR A B iF b IR IR AN EH N H# THELR. ETHRESER

158 awslabs/ amazon-kinesis-agent,

MNBERT , SETHRITA ('\n') 2 BN XFFPIER. BER , A RKREEEN DN Z1TIER
(FZH REERERE ).

ERBAEET Linux WARSBRHME (21 Web BRS58E5. ASRSHBNBEERS SR ) L2RBAE, %
ERERE , BIEEERENXHMBIEN Firehose RERNEM#TRHE. BERER , E2FAMM
NHEHRIRERE |, SRR RIEET Firehose #IER.
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https://github.com/awslabs/amazon-kinesis-agent
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F

3

FRGZM

A

BEMEIERMER
THHARERE
BLEH B RE

REREIRE

RSN ERABASINR
E A RIERLL B EE

RECLI &

B R B R

FRF M

BHIRERZHMRE Amazon Linux 2 Red Hat Enterprise Linux 7 S E & R4,
KE 2.0.0 RESHRAFEA JRE 1.8 AESRAEEZIT. KB 1.1.x A JRE 1.7 ESHRAEIZEIT.
MREER Amazon EC2 E1THRE , B3N EC2 41,

BIEEW IAM B AWS iIE B A EEHIT Amazon Data Firehose PutRecordBatchi2fEHI X
IR, REFEFEIERIZZEN Firehose Ti. MREHNREZ A CloudWatch 513 | NEFERIT
#Z CloudWatch PutMetricDatai@¥EHI R, BXEZER , HSHEA Amazon Data Firehose 1%
#li5 R)AXPBR Y2 Kinesis REBEITIRR. F Amazon K & A RIER 5 A2 %] CloudWatch,

AT

ERAUTAEZ —EEER AWS IEH

BIEBENEUNREREF. BEXEZEL , iS5 the section called “BH E L EIFREREF,
LIBF K EC2 RHIRTEEZ IAM B,

EREREMIEE AWS &1 (SN T HBEERawsSecretAccessKeyHHawsAccessKeyIdH
% Bthe section called “REBEEIRE" ) o

Ym%E/etc/sysconfig/aws-kinesis-agent BUEEZEM AWS XiEH AWS 1781240

MRER EC2 B TFEH AWS kP |, HRIE— IAM A LEREMX Amazon
Data Firehose BRF G RINXIR, EERERENIEEZAE (S Assume Learn #
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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ldassumeRoleExternal ) » FEABIEINAZZ —RIEES — NEFPENETLACHNAF AWS
iE$,

BEMEIERMER

ZA U ZEENEIIREAER , HEATERERED N Kinesis RERMUH

KL M jar B : userDefinedCredentialsProvider.classname #
userDefinedCredentialsProvider.location., BXEXANEREBEREMNIRE , FSFthe
section called “KEA ERIE",

ENEAENEIIEMER , HEN —1EI AWS CredentialsProvider #OMZE |, T HIFT
o

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

EHRMBAE — M T HSHRNHER .

AWS EEAARIF T EURREFNWELE. MRFLEIRERFELENMESAHNRETRNE
i, BERSETESATRATENRDB, S  IREFERUBS (TEH ) SIENKITRER
B, A SUR L E R E R 22,

TEARRNRE

B, EEINENEE, BXEZER , 5 Amazon EC2 AFEEHM “EZEIEHNK6", MR
SEEEER R & |, FZ M Amazon EC2 B 18 Y SE B iE B SR M R o

BTR, BEAUNTREZ —RENRE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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« EM Amazon Linux i EIRERE

5 3EMGE AT Amazon Linux 3561, EARTHS :

sudo yum install -y aws-kinesis-agent

RIE 2.0.0 RESHRALZEERERS RN Amazon Linux 2 (AL2 ) WiTEH L, KREBRAZESR
% Java 1.8 RE SR, MRERLEFNEMN Java ik , REZEEFNELEE, X Amazon
Linux 2 WEZEE , B2 https://aws.amazon.com/amazon-linux-2/,

« M Amazon S3 Ff FiR BN E

WHZEMNLTF AN FE#ELZENRE , RtiER T Red Hat Enterprise Linux JA % Amazon Linux 2
Ehl, FRAUTHS TEARERFRAHNKE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERFIHRE , FERTHEERES, flH , AT HEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MRBFERANVR Java 1.7 , BEREAHLE , WAL TEE Java 1.7 RBEMAKE 1.xx, Hlal , ETHR
B116, aMEALTHS

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

AIAERUA TS FTHREMOAE 1.xx :

TEARERE 59
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sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amznl.noarch.rpm

M GitHub repo i ERE

1. BHX , BRIECREFEN Java lRAEK , EAEURTFRERA,
2. M awslabs amazon-kinesis-agent GitHub /fZf&E T 8K HE,
3. SMETHEFHESITUTHRRZENRE .

sudo ./setup --install

« 1£ Docker AR BRI

Kinesis KRB A LUEBRSEHIEIT , LA LUEE amazonlinux B2 &EI1E1T. EHALT Dockerfile , &G
1z1T docker build.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

EEHEHNNE
WE B RE
1. I REREH (WREARAABERER , NBRAS 0 HHRRIT ) : /etc/aws-

kinesis/agent. json

EUHBEEXHS , EERBMNRRERBEN XY ("filePattern") URAREBERELZEABEN
Firehose fRFI B ("deliveryStream"), XHBER—fER , HEAREEB IR X HRR, B
MR ERIRE A 4R BH XA — R, REFA X402 BB R EZRER
WP LE 3T 4 R HIB BRFIR Y Firehose EEH ., MREW 62 4 S A S/ R BB E —
R, RENTEEBRX XL,
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https://github.com/awslabs/amazon-kinesis-agent
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
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{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

ZRIA AWS XigHus-east-1, MRFEHAWREMXIE , i firehose.endpoint & ERINE
BEXH , IRBEELRTR. BXEZEE , #5H RERERE,

2. FHEHAE:

sudo service aws-kinesis-agent start

3. (W) FREBEEENERSREHNED :

sudo chkconfig aws-kinesis-agent on
NE , REENRERSEREEEZT. CLFEBENEENXHHFEIERERIEER Firehose o
RIBSEZNIERKIE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,
RERERE

REZERNMNSDENEEIRE |, Bl filePattern M deliveryStream , AR A i F H AL ThAERY ATk
BBIRE, B LAME /etc/aws-kinesis/agent.json RIEEAERBREM LR BIRE,

RELEUBENH K MYOAEANTHTELBEINE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

REF , BUAUERANATHS
sudo service aws-kinesis-agent restart

—RNVIREERBEN T,

REREERE 61
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FRARER

EEIRIE

assumeRoleARN

assumeRol
eExternalld

awsAccessKeyId

awsSecret
AccessKey

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

iR

AP NABRNAEE Amazon BIRER (ARN), BXESEE , HEH
IAM R FEmPRER IAM BEERE AWS 1K/ 75 R R,

BWEEAUEBEZAGHTENRAN. BEXESER , #
) PR WMMAERSME ID.

25 (IAM B

AWS BEHRINFIENTFRZS 1D, LREMLETARBEHMIIERMHE
FFo
AWS BEHRUNFIENZH, LREAETHRAERAMEIERHER.

CloudWatch R 2% & , M A FRIE @ H KIEIEFR (true).
RN : True
X im T R CloudWatch,

FRIA : monitoring.us-east-1.amazonaws.com
I 53 Data Firehose B X4 imT Ko

#RIA : firehose.us-east-1.amazonaws.com
AWS £ & T IRS B XL T Ko
ERIA - https://sts.amazonaws.com

MEEYBENEZIERERF ,
EEXEBERRBEE .class.

BEALRERAEETLRERSE, T8

MRENBENEZIERERERF , BEAREEREETE BENEITRMURE
FHY jar WEXT R R, REXEUTNEERK jar X : /usr/share/
aws-kinesis-agent/lib/

RERERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARE

M

REEREWT,

EEIRIE

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

iR

EFEAER|IER , RABEET —REREKA Firehose it , IBEE LR
B, FERENRFERSIEFEREFERA Firehose B BIHI K

o
BIME : 0 (TRE)

EBREBMTIVICFKRILZE Firehose iz Bl , MATZIEFHLE LTS
®, XELABRIMEBEEENINFRIT. BREZELR , F5H EANER
AR

[#41E] Firehose E#&H & 5.

[AE]) EERRBSZNXHN Glob, SHERXCENEMX4HLE
EHREE H R HTEE, N TEREEEXWAEXH |, EM aws-
kinesis-agent-user ®BFEEMNR, N TISXEXHHNER, BF
M aws-kinesis-agent-user RZFIEEFIHMITINR,

/A Important

REFERSHEACRENEAXH. A TERERAEFTQERES
AWIEF , BAEEFETN,

TR R AT AV IR L B, BMMEN START_OF_FILE #H END_OF_FI
LE
2RiA : END_OF_FILE

REENHIEXRIZE Firehose M2 AT E BN RN E , UEWHE

17,
{E5EE : 1,000-900,000 ( 1 BEF 15 240 )

BRIAME : 60,000 ( 1 244 )

RERERE
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FRARER

EEIRIE

maxBuffer
SizeBytes

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

iR

REBEFBIERIEE Firehose MZBIX HBITEPNRAKRND , LFFH
LR

{ESEE : 1-4,194,304 ( 4MB )

ERIAME : 4194304 (4 MB)

RIBIEFBIERIET Firehose 2 BIX Hit 17 E MR K IZFHK.
E38E : 1-500

BRIAE : 500

RERAND T ZERENGPEEEFHENSEBER (AW )
EEE 1 REXE

BRIAE : 100

RATHRIRIERITHNER, EFRHSENTERNITAREREX T TERE
I TITERK. BRENENRER, BRINMERT , BEXHFNE—
AT EBH AT — 1B FR.

I Z UG 2 AT KBS 2 A B 1T 2
EEE : 0 HEAE
BUAE:0(F)

g F AN Amazon Data Firehose ie & A/NR&IRT |, {RIB A RE M
EEMIC RN FERFE, (1000 KB)

BUIAE : '\n' (R1THF)

BESNMFERABASMNR

BEIEEZMRERERE ,

BANEEREUSEZES M4 E FHRBIERERZ MR EATE

BRflrh  RBYZEFANXHE R, FEBIES 51 £E T Kinesis IR M Firehose o &R LR

BESINXHEERABASMR
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Kinesis Data Streams #1 Amazon Data Firehose {8 E T RN LinT R , XEFEBHBIERM Firehose
RSN TR — N,

{
"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",
"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
b
{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"
}
]
}

B X1 Amazon Kinesis Data Streams FEARENEZEMEESR |, HSHFEH Kinesis REE A
Amazon Kinesis Data Streams,

£ AT B HIE

REA UG ENZ B4 RBETNIER , RAREBNHEKEREN Firehose BEEH., BIF
dataProcessingOptions Bt EiRERMEEHN XHR IS ALIhEE, ATBURM— MRS ML E%
I, X LR TUFHRIE E IR FHAT .

REXZFUTOELE, A TRERFRY , BuUH —PH AN BEHLEIET, &M Kinesis
RETEHNRE,

AL E T
SINGLELINE

BEBRRITANERNZR , FSTERERRNETIESR.

"optionName": "SINGLELINE"

ERREMLERE 65
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CSVTOJSON

FICEM D FRAF 2 BRI B FH N JSON o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

(4] EE JSON BEX FRERNFEREW. flw , mREEE ["f1, "f2"], Wid
inv»]’ V2u:{g}$§ﬁﬁg {n.l:ln : ||V1|| , ||.|:2|| : ”V2"}o

delimiter

EERPRAESRBENFEHR. MIAMERES ().
LOGTOJSON

FEFMBERN IR JSON #&3. ZFHAFEEIHF Apache Common Log. Apache
Combined Log., Apache Error Log #1 RFC3164 Syslog,

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

[HFE] BEZBE®RR. LT 28EME

« COMMONAPACHELOG - Apache BRI BE®RR. MIABATENAEZEHAUTE
RN : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’,

« COMBINEDAPACHELOG — Apache & AEKR . RINBER TENABEREBAUT
B : “%S{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’
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« APACHEERRORLOG — Apache iR HEE R, RINBER TENMNAEXEBAUTE
RN “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}’s

« SYSLOG-RFC3164 REBERN. MABRATENAEZBEHAUTE
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

FEEENHERIANRIAERX, RBEXZEFEABENHEN , WFEAIZIRERRAE
BEHWE, MRIEE matchPattern , BHIIEE customFieldNames,

customFieldNames

EZ JSON BENTAFERNEELFEREN. LR EMLIREE XM matchPattern H
REMNENTFREN , RBETEX AEBANRINFERB .

Example : LOGTOJSON Ei &

THR M JSON KKK Apache BA A ESEH LOGTOISON EERHI :

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
L2308 T
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

®iRfg

{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @& BEXFERH LOGTOJSON EE

THER LOGTOISON B ERY 5 — N Rf
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"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"CUStomFieldNameS": [Ilflll’ Illel’ Ilf3ll’ Ilf4ll’ II.FSII’ II.F6II’ II.F7II]

EAtRERERN , E—NREIPHE—1 Apache BA B EK B FM TN JSON &K= :

{"f1":"64.242.88.10","f2":null,"f3":null,"f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : ## Apache B BE%B

BT REE R — Apache B B &% B H#) JSON AW EITIER !

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : ¥#%{TiE%

LUTRBE D —1TLA“[SEQUENCE="FF K Z1TiEFK, BMEREELN—NETIER. RE , F
ETFHRDPBREMNCERFIRIVE, BRI ERSFEER customFieldNames B , MK JSON
BAWETIESR,

"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
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"dataProcessingOptions": [

{
"optionName": "SINGLELINE"
.
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1],
"delimiter": "\\t"
}

Example : EAEEENA LOGTOJSON EE

THER -1 JSON XK Apache BA BESREBH LOGTOISON BB R , HHhEBETHRE—
NEE (bytes) :

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern™”: "A([\\d.]+) (\\S+) (\\S+) \\LC[\\w:/T+\\s[+\\-1\\d{4})\\1 \"(.
+2\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}

HIRED

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

BiRfE

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

R CLI a8
REBHHEHEHRE :

RECLI @ H 69
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sudo chkconfig aws-kinesis-agent on
BREREHRS :
sudo service aws-kinesis-agent status
FLIEAE
sudo service aws-kinesis-agent stop
MU B SREVRERY B &3
/var/log/aws-kinesis-agent/aws-kinesis-agent.log
HEARE

sudo yum remove aws-kinesis-agent

T O (6] i AR 2
B3% 8 EATF Windows B Kinesis {XE ?

ER T Windows B Kinesis R E&ER T Linux SFAM Kinesis X E T EH 4.

HHA Kinesis REEE 18 B/ RecordSendExrors g ?

XBEERHBT Kinesis WiRERKN. &% Kinesis Data Streams
MWriteProvisionedThroughputExceededig#rs Firehose E#ThrottledRecordsHE4R.
XLIEFRM 0 FRNEAEMBRIBEZEMRRS. EXEZEE | B5ZH Kinesis ZE 7 IR Hl 1
Firehose FIE -

HEBRTRE , EF Kinesis VEREHRENRERE/ N XY, Kinesis RVEBREFEFXHHASBER
It Kinesis REMBRERDVEARAX M4, 2R FEN BEXHEH KX,

N AELWE java.lang.0utOfMemoryExror F& ?

Kinesis KBS B 2B HWHNERLE LN TERTE, =8 /usr/bin/start-aws-kinesis-
agent F#Y JAVA_START_HEAP F1 JAVA_MAX_HEAP , HEH B RE,
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
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N LFELWE IllegalStateException : connection pool shut down &

=9

!

Kinesis )& B R B HNIEERLE LGN THENE, =187 /etc/aws-kinesis/agent.json Ky
EAREBEERE R maxConnections M maxSendingThreads, XEFERWERINER T AHiz
TRRGAEEN 12 5. EXEIRERBRENESZEER , B2 AgentConfiguration.java.

WA Kinesis IR H At B & 2
A[{E /etc/aws-kinesis/log4j.xml F /8 A DEBUG K5I HEo
N Z AR E Kinesis G ?

maxBufferSizeBytes i/ , Kinesis REBRIABFENMERBS. XARERHFE , RRAXED TiE
SRR E | BWRENT BWX Kinesis BiER.

H 4 Kinesis REAAZEEEIZR?

XEHTXHREPWERIEEERN. BREA fileFlow’s filePattern RITE—/NXX . U0
RIEEMFAK logrotate B4 F copytruncate B , HAIBE R EXHER. A FEXERR
BINERSBEIUNBREE, EXULEBESERNESEL , BSRALEEEILR,

FABEF A I ESB AL L% Data Firehose AWS

YREILAE A Amazon Data Firehose API £ FIAWS 5&f F Java. .NET. Node.js. Pyth on = Ruby #J
SDK [@ Firehose Eif&XIZHIE, HREFEE Amazon Data Firehose , 516 201 A 2R N BRI
SMARIE, TARIL L Data Firehose ? BXEZER |, FSHEAAHER Amazon Web Services FF
Ko

XERGFFAERATEFHRE , BACNT2REMBTRNRE , REFTEREME TR
R WM RE

Amazon Data Firehose API 12 7 W A F @ ¥REY Firehose B XX BB IRE -
#. PutRecordPutRecordBatch PutRecord( )£ — NI KX —SLHIFICFE , 3
BPutRecordBatch() A LAfE —/NREAY A & 3K 2 R BUEIE o

FB
o BRXRE A#ZR{EFEH PutRecord

A AWS SDK K% #iE 71


https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/developers/getting-started/
https://aws.amazon.com/developers/getting-started/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
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- tEE AR/EMEA PutRecordBatch

BRXREANZEMSE A PutRecord

HEHIERAEE Firehose RBHAMFFE X (<=1000 KB), H1F Amazon Data Firehose 1E1¥ 32 #
NEE Amazon S3 ZHIEX SHRICFHTHALE , ALETREFEZAMMCRKI BT, ERBIEZFRN
A Firehose i# , BEALTRE :

PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLETX, H255 AWS SDK A EZ 8 REIRB, BXBERMNOMNIEENES | HSH
Firehose API 2 {ERRIEX B,

HtEE A2 /e A PutRecordBatch

MEHIERIFERM Firehose BIFEBFMICFEYK. HT Amazon Data Firehose TE55F XX 4 in# Z|
Amazon S3 ZHI AN L RICFHITHAE K REEATREEERNMNCEZIBEET. EFHEECEHERA
Firehose i , iEfEFA LA TS :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BXEZRBLETX, ESH AWS SDK A EEHREINRB, BXERMOMIEELENEER , BHSH
Firehose AP| B {ERRRIHEX B,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
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A BEE AN S % Data Firehose CloudWatch

CloudWatch ATEAfEF CloudWatch iT S 88 B EE M X% % Firehose, BEXEZELR |, BSHE
A Amazon Data Firehose BY1T [ 7% 1%k 544

CloudWatch AEEHLUESRM gzip X EIEZ Firehose, MR BN MEERGH A EBHEET
Firehose B#x , AJLAE M Firehose FVREMRIHEE B BES B, CloudWatch

/A Important

B &l , Firehose X #4¥ CloudWatch HEZEEIL Si# OpenSearch fRF B 5 , B L 5
CloudWatch %4 B &E4E H F|— Firehose 12%&H , ML S # OpenSearch IRE T EE
—REFHESZIAXTEL, ERBERFR , BALIEEE CloudWatch B &F AT D%
OpenSearch BRSRYIT B IE R4

2 £ H & CloudWatch

MR IEE A Firehose 1£3% CloudWatch B , H % LB ER S EIREIE M E Firehose EEB R |, B
£ f Firehose BiE# N5 ( Parquet, ORC ) SizhA 0 X, BAJA Firehose BEES R E AL,

AT LAE A AWS Management Console,  AWS Command Line Interface =% AWS SDK /5 A E 48 .

® Note

MREGEER LERAMERTEE  BRZREITAT CloudWatch BEITFEEIREE , MA=
FTFVended Logs. tIREERTRENXERLEMNEE CloudWatch BER R LS FAEELEI
g€ , M@ Firehosef®BXVended Logsi¥ kM. Lt#EESEIhBE/NE A T CloudWatch B&,

f#E A5 EHE EIEE CloudWatch

BRMBESRTIEER , UL B AERREN. FHAESREA , Firehose 2MWBEEZE#Y CloudWatch
BERREFHEEHAEHE , SINAEE,. AX4A. BERNEMATHRE , HURHEEFZBRANK
B, MREBEFHIELIEE Splunk BFF , MAMFFZEEIRENTNEE , Splunk FREMMTEIE. AT 2%
EHEHmERD , TieREFEAEEREG

1 RIBEUH SR8 48 J5 1Y fan tE R 51

f# A CloudWatch B EE4E 73


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}

]
}

2 ERE B R 1T R E 48 /5 A9 5 =Bl

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

J5 R 2L A 1 I 4

&I BAE R AWS Command Line Interface 5 AWS B HF A TE QS AMERAMEESR. AWS
Management Console

B RMZRRES
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FERANFHNBIERE B#ES AWS Management Console

EENBERLERMBES , BEFEA AWS Management Console

1. &3 AWS Management Console H$TFF Kinesis # %14 , Wit https://
console.aws.amazon.com/kinesis,

2. HESMBEKTFIERER Amazon Data Firehoseo
3. & BIE Firehose Ei&,
4. 1 EBFRFEMEMM T

IR

{REY Firehose EIEHIKIR, EEUTEKFEZ— :

o B PUT — &R A eI2EEENAREFEREE AN Firehose o HX S Fireh AWS
ose F Y Direct PUT £ ARSS . REMFRRSHNIIEK , BSEET,

 Kinesis i : &R %I ] L& Kinesis BB RIERNIEEM Firehose o RE |, &1
J«MEFH Firehose B it NI B Kinesis HIE R A IREBBIEHFNEMNBR BNk, EXREZE
B 2 E A Kinesis Data Streams B A Firehose

BArVIE

YREY Firehose EfEM B Wi, EFEUATHREZ—
+ Amazon S3
* Splunk

5. 7 Firehose ER{E#T , W AZHERSE Mo

6. (k) E “BBRIERK T

 7£ “M Amazon CloudWatch Logs fERIZR" ZoH , BT EHBES.
- MREEREREEAEERI , FiER BAHEERI,

FRAXNIEHERS ABEYS AWS Management Console

MREFE—INER Lambda BB Firehose MRMITHES , N AT LU EHBIR A Firehose fif FE 48
Ihee. EHEIRIEZ R , BEFEMW Lambda BERBUBINESRXIMTHRESRDE SRR &8
Lambda F‘E?&E’ﬁﬁﬁﬂ:‘.ﬁﬁt—% 1@ 2 PE R RGIZENCL, R HERERALL, MATLEER
THERE# Lambda BEE,
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https://console.aws.amazon.com/kinesis
https://console.aws.amazon.com/kinesis
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html
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1. FAERBZHREYNEHH Lambda B, FWWIERE Lambda RS BIIRNEANBRERES LR
BER, EREERMABEBRERET SPITHES.

2. fERARNEM Firehose I B EEINRE | #HITHRESR,

3. MRIEH Firehose EfEERZA , i§/8 A% CloudWatch 3548, KIRIEEFR
CloudWatchProcessorLambda _ IncomingCompressedData H & EiZIERTNE, XBINKIEE
21 Lambda R PTIE M A BB CMESR , HETEEE Lambda BEH.

4. B Lambda HiEH#R , AN ETBEFECKBERENR.

FERZRAHEES AWS Management Console

EXEANBRERANEES , HERA AWS Management Console

1. &% AWS Management Console 3] FF Kinesis #2#1& , MutH hitps:/
console.aws.amazon.com/kinesis.

£ S BE #& HE#FE Amazon Data Firehose.

ERIRESRBM Firehose B,

£ Firehose ERFENH L , EFEEET F,

£ HRAERIER B |, EE RE

£ “M Amazon CloudWatch Logs fREIRIZR" T , ‘BR “HEMER" , REEERE “‘REENH .

o g kA w0 DD

T L6 B AR
MREMERFIREPHE  BBIESER?

#N R Amazon Data Firehose oA fREMRICF , MiEFHRERE ( MEHEIER ) ZEFBE Firehose
RAEHEIEENEIR S3 FH#E. RTIERA , RAVFNRESFEERABNERES , XEXNRF
EXE| B AW S3 FiEME I Bdecompression-failed, BEMRIZFKAMIE |, Firehose FFHENEBH
ftid o

BIBESRR , MRLEEEHSE , FRELEHR?

#N R Amazon Data Firehose S EGHWALIES TR ( HlUzhA 5 XMBIEARRNFEIR ) pHsE |, MiiRE
DAE B AR A BB 1E B2 Firehose MRETIEEM IR S3 M. MRTIEFRI , RETWNRETIELE
RBAEIRE S
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https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://console.aws.amazon.com/kinesis
https://console.aws.amazon.com/kinesis
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MRBIHRIFE , ATEHE?

MREEMERSEFHIERIRE , WREBE CloudWatch B |, Firehose £ 451RHE
CloudWatch icFZEIBEF., I, Firehose LM & A LA CloudWatch Y12 ISFR K IXIEFR, &t ]
LLiE BB #EFirehose &k HEV B PR8I B 3R,

HputRIEFTEXKE CloudWatch BER &K EMFA?

MREF R EputskKE CloudWatch Logs , M &IREILT4EIRHEE

Put to Firehose failed for AccountId: <accountID>, FirehoseName: <firehosename> because
the request is not originating from allowed source types.

Firehose NREARIIBER M T WRLESHR ?

Firchose £ X HERKIERWBERIEIR. BRZEREH (198 )., KUHE (LM ). AEEE ,
LA3REIDecompressedRecords kM Ek X I B kDecompressedBytes MBI K X . BXEZE
B , {52 CloudWatch B &R EMREIEFR.

FHZEH4E A Amazon Data Firehose CloudWatch

B LABE CloudWatch EEAFNAME #r |, L E2E E 7 [ Firehose &% CloudWatch &
#,

HEIE Firehose EIFRIEEHHIEHMN 42 B #R CloudWatch

1. &% AWS Management Console #3TFF CloudWatch #£&l& , Mt https://
console.aws.amazon.com/cloudwatch/,

2. EECIEHN,
3. ETER1:EAN TTEL , XF “B&H, &R BFMEFR , RBE%EFE Firehose stre am,
4. EBRIABMW Firehos e B,

BxHE CloudWatch B4HMNMWEZEL |, 1§55 Amazon CloudWatch =4 A7,

£ Firehose B AT &% Data Firehose AWS loT

BT LUE T R IR EAWS loTHHE B BLE H 8 Firehose BB XX ER

f£F CloudWatch B4 E 4 77


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
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BIZmIE Firehose BEFKIXAEHMRE

1. £ AWS loT #ZH AR eIZMNET , ERIBANT LMRE— MRS MRET | EFEHRMRAE,
2. EBFHEE %% E Amazon Kinesis Firehose o

3. i%#% Configure action.

4, EEBEWF , EEREIEW Firehose EFE.

5. X7F Separator , ERERICRZEB{AN D REFFZH.

6. XTFIAMAE , ERIAEN IAM A , REFCEFHAE,

7. EBAMBRE,

BXRBIE AWS loT NN EZEL |, BFSHE AWS loT FNIZE,

ffEF AWS loT B TEARE 78


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
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W &% Data Firehose F &L £

ZEEAWS REFZE, FANAWS BF , BRZBTINREASHLZEHRBEALANERMLE
Y BE O M 45 2R K

RERNMFHEAE AWS WEE, TEREEXFEFERASH Z2MNTH WLEH

- TRE — AWS AFRIFE AWS =HIZT AWS RSN EMZEE, AWS B RERHEATLLLZSER
RS . YER AWS EHEITRIN —2 9 , RITNZ£ERNEREEHHE=FFIT AT
Wi, E7T#EMT Data Firehose BIEMitX , HSRIZENIT XX 2 BB E NAWS RS
CREL-BNEEHREERAN AWS BSRE, BEZEENHMERENT , QFEENKENTR
M, BEALANERURERNEEEN,

AR AYATEE B2 T R1E £ A Data Firehose YA R AR BERE, UTEE@ERR T IR E
Data Firehose SU# R BN L2 MEM B IR, LEFFS MAIEREM AWS BRSS R A By &G MR
& #Y Data Firehose &R

FH

WGk Data Firehose Y BRI

« fF Amazon Data Firehose 2|/ i3] £ BR

« AWS Secrets Manager £ Amazon Data Firehose ## 1T & 12 % iE

+ J&J¥ Amazon Data Firehose ZHI A EE IAM A€

« YR D EIE Firehose

WGk Data Firehose K& H MR

« Amazon Data Firehose HJ3# 1%

» Amazon Data Firehose F Y B Z £

» Amazon Data Firehose H) % £ B{E Kk

I &3 Data Firehose A B EIE{R I

Amazon Data Firehose £/ TLS MK FIE &PV BIBH TINE, Lo N FAEHEFEEIE
B FF i Y BE , Amazon Data Firehose 2 ARB MK IR MZBLIE , AWS Key Management
Service FEARK MBI R IFBIBETE M,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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MRIEBEBHBEIE , WA LLEFE A Amazon Data Firehose B /5 FARS 2 imBIEINER ., HMITULIRENS
REUR T ERBIER,

(® Note
MREE AWS BE G TTRED APl #HITIHRINEELY FIPS 140-2 RiIEWINZIEIR | &
£/ FIPS in R BXAAM FIPS in RN EZER , BN (EEEKIPEELAERE (FIPS)
2 140-2 iR -

£ A Kinesis Data Streams &3 #(4& KR #Y BR 55 2% I hN 25

IR BIBNBIEE R LA BT BIERE |, Kinesis Data Streams 2 EEZEBAKE2AIER AWS
Key Management Service AWS KMS() Z X BB 1TINE . ZHYREY Firehose TRMPREY IR A iR EX
BIERT |, Kinesis Data Streams 2 & FHEHIE , ARFFH KK T S Data Firehose, Amazon Data
Firehose RIBZEENEARRENFFEAKE. AEEEERAIER , MAUBSHEREFHERM
BHIE

BXRUMMA Kinesis Data Streams B ARZ 2R MEZENEER , 5H (Amazon Kinesis Data Streams
FERARIERE) FIEARS RN,
£ Direct PUT = HE Mt Z3E KR #Y AR 55 85 Ui 1 28

MRIEE ARG Firehose & ZEEIE PutRecordBatch , PutRecords & #H AWS loT Amazon
L CloudWatch ogs 2 CloudWatch Events ZIXEHE , W ] BAME A iZ IR 4ETF 5 BR S5 850 AN
. StartDeliveryStreamEncryption

E =1k server-side-encryption , & F StopDeliveryStreamEncryption#& 4k,

YR AT LATE B2 Firehose E#%BY/E A SSE. Atk , &S
ZEDeliveryStreamEncryptionConfigurationInput{l i & Fi CreateDeliveryStream,

% CMK FZEHAFCUSTOMER_MANAGED_CMK , 3R Amazon Data Firehose AR

% E 7 KMSNotFoundExceptiona, a, a 8 KMSInvalidStateException
KMSAccessDeniedException a MTCERBRIEF , MZRFZHZLEFF 24 /It (REBH ) T EERE
REB, KMSDisabledExceptionMIRREBHEE , MIBEMNMATE , REF2USI EIREBBET LR
ZHIER , AREFHIE. Amazon Data Firehose 2 7 LA T CloudWatch 845 , & 7] LA FBiX
LA R IRERIX M AWS KMS R E

* KMSKeyAccessDenied

f5H Kinesis Data Streams £ 5B KR A AR 55 85 ik 0 25 80


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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+ KMSKeyDisabled
+ KMSKeyInvalidState
+ KMSKeyNotFound

BXIX 4 MEFRNEZEER. |, 1§25 Mthe section called “f# 8 CloudWatch ¥E#rit 1T,

/A Important

EXEH Firehose EIF#HTNE , HFEAXH CMK. Amazon Data Firehose 7 X #53EXI 45
CMK. BXRXMNHHMIEXNH CMK HEE , FZRT X EBEREPHXTXNFMIEXN# CM K,
AWS Key Management Service

(@ Note

M ¢ (5 B 7% P 4L B %48 (CUSTOMER_MANAGED_CMK) 1 Firehose E1E /S F BR 25 S8 N2

(SSE) Bt , Firehose RFEBEHFEALNZHNBLIREMZE LT, BTHMNBLETXRRE
A& AWS Ik FIHENZHENER , Rtte2/ERE AWS Ik~ AWS CloudTrail B4 BEH —
EBH#ATIEF. LN £ T X H Firehose REEKM RS, BHNAT N Firehose ARS1%
ERNZE £ T XHRARAB M EEARIR.

£ Amazon Data Firehose 2 &1 [7] £X fR

LA &7 N B a4 )33 4889 Amazon Data Firehose &RV RIF LR NR, SITEENERS
DIFWA RSN NAR T HENRE , LEETUAENFirehose BB RERTE, SINEHERT
AR F Amazon Data Firehose 1/ B & /YL 5 #h {8 2 77 1& AR 5 (Amazon S3) Ffigfs. L D#
Redshift &£ 51l & OpenSearch IRFEFFRINIR , AR £ Datadog. Dynatrace. LogicMonitor
MongoDB, New Relic. Splunk 2 Sumo Logic 8 B B FrEM AR R. &5 , BFEAREE
IR EI R MMEE Amazon Data Firehose FIERE , EHEEB FHEEMEIE THA AWS IKFHE
Hotth, BEPAXERRXNIHEARKARE AWS Identity and Access Management (IAM). B IAM Y
EZER , FBAMLEIAM?,

ok
- BENSAREFRT AN DB Firehose BIRAI1R R
+ BT D% Data Firehose 1AM FAE T D MSK SEEEHI IR

I AR Y


https://docs.aws.amazon.com/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
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 fo¥F Amazon Data Firehose 18/F IAM A&

« EFWL# Data Firehose HAIMX R AWS Glue #{THIEHB R iR

« BF L 5i# Data Firehose 7RI S S3 B Ky it B IR

« BFIL5# Data Firehose 18]I 5 # Redshift B #ith KX R

« ¥ 5# Data Firehose 151822 # OpenSearch BRS5 B # B X ER

« [ Amazon Data Firehose &% %t VPC & OpenSearch BRZ B ¥r#Y 1/ 18] X BR
« &F Amazon Data Firehose 151723 3 OpenSearch7c Bk 5585 B #r 89 B FR

+ [8 Amazon Data Firehose % F %t VPC & OpenSearch7 8% 25 B ¥R 15 [ A BR
« #F W 5% Data Firehose 13RI BR Splunk B #ith

« £ VPC A5 Splunk

+ 1718 Snowflake = HTTP i &

« ®FLSi# Data Firehose 118 E 1t B K it B X PR

* # VPC H1 [ Snowflake

« [@ Amazon Data Firehose & FX HTTP 4% 5 B #5815 R R

« RETS# MSK M EEIK F Bli%

- BIKF & E Amazon S3 B#x

« Bk X1+ %) OpenSearchfRSS B B it

- FERREEEIERE

o] & HY B TR 1% T R S8 BV I 52 B4 Firehose &RV R

EiLBH RN AR Firehose TR |, B A SAROIZELIA R, BoLUBI SN Action 9
NERFNENEN AP BREHITAE , B "firehose: *" MEFAERER TR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

]I
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"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"'

2T 5 Data Firehose 17 Bl FAE I Si# MSK £ FHIN R

MR Firehose BB REFAE Amazon MSK £8 | B A SR RHIZELCIAI KRS,

{
"Version": "2012-10-17",

"Statement": [
{
"Principal": {
"Service": [
"firehose.amazonaws.com"
]

o
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection"

1,

"Resource": "cluster-arn"

}
]
}

Fo1F Amazon Data Firehose 81 IAM & &

AN BIRF Amazon Data Firehose MIRLIZER, 43 H @ B Fr4 5 308 09 IR M BUR

@ Note
MR EEFEEH S B2 Firehose BEREHEF AR AGKHED , NS FFTEMNEERE AWS
MmmzZAe®, MREFHE Amazon Data Firehose FERAIEWN IAM AR ECHEAR | iF
FLATEEREM B ZAE , LUME Amazon Data Firehose A LAIBEiZA®, REBBER |, &
# ID #####t AWS ## ID. BXRUMAMEHNABHNEEXRRNESERE , BZHABRALE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_modify.html
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Amazon Data Firehose /8 IAM & &3KEX Firehose AL B RN HIEMENFIENER. BFHFE~FN
TEEERBH IR ZAE , LAE Amazon Data Firehose AILBEZAE,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalIld": "account-id"

ABEEAsts: External Id&H L T XHPAXRBHRRERB R AWS IKFH Amazon Data Firehose
SEHTREIBEL IAM A, BXBLERZFNER IAMEENEZEER |, 558 (AM AFERE) #
FEERE R,

WRIEEEFET S MSK ER Firehose BIEHIKIR , MATIEE S — IAM A EKZEF Amazon Data
Firehose MIEEM Amazon MSK £ IREURBIENNR,. FHANUATEETRBH N ZAR , UE
Amazon Data Firehose AIABFiZ &,

{
"Version": "2012-10-17",
"Statement": [
{
"Principal": {
"Service": [
"firehose.amazonaws.com"

]
},
"Effect": "Allow",
"Action": "sts:AssumeRole"

foF Amazon Data Firehose 11 IAM & & 84


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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}

BEHRRIZAEFETF Amazon Data Firehose MIEER Amazon MSK EEIZEEURHRIENNER , ZAGE
FLLTRIR :

"Version": "2012-10-17",
"Statement": [{

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,
"Resource": "CLUSTER-ARN"
1,

{
"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

15
"Resource": "TOPIC-ARN"

1]

& T 5# Data Firehose 1 BIfXPREA AWS Glue Bt 1TEIRE R i

WR IR Firehose RNITHBHE AR | WEEIIE Firehose 25| AFEHEFHNREL . AWS Glue
E 6 Amazon Data Firehose X ER A RIRE AWS Glue , BEZLHBERPRMUATEHE, A<M
MEHRXIEHN ARN HEER |, FSHEE Glue BJE AR AWS N,

[{
"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",

HEF LS # Data Firehose 17 B X BRI AWS Glue 3 {THIEE N iR 85


https://docs.aws.amazon.com/glue/latest/dg/glue-specifying-resource-arns.html
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"glue:GetTableVersions

1,

"Resource": "table-arn"

| A

"Sid": "GetSchemaVersion",

"Effect": "Allow",

"Action": [
"glue:GetSchemaVersion"

]I

"Resource": ["*"]

]

MEMEMRIIDENNHEEREIERRRH, BXEZER | BFSRARXARERPHNRFIIVEE
1 IAM =~l, AWS Glue

(® Note

B & AWS Glue , A% (4Ehdk ), WAMKX ( MK ) NP FKR ( MEKE ) KT XE,
MREBHELAMX (KX ) b XFE AR (B ) #tXERL S 8E Firehose , 1§55 4%

AWS Glue EHBIXFHNXE 2 — R FENIL S #HEIE Firehose THRIXPR. AWS Glue X #
Data Firehose AWS Glue flZ BN BEXBEREM . BXZFHXH AWS Glue EZEE
S https://docs.aws.amazon.com/general/latest/gr/glue.html

& F I 5 Data Firehose 1 RINE 5% S3 B #Y th B9 AR

L 4&FH Amazon S3 B#RET , Amazon Data Firehose & 5B MBI/ S3 FM&# , FETTLL
ERERAZAERN AWS KMS ZABITHIEME ., MRZH 7 HIRIEF , Amazon Data Firehose i&
SR BELMEIRAIZZEMN CloudWatch HEA MR, B2 Firehose BEIER , BEEEHF IAM A
&, Amazon Data Firehose EiZ% IAM A€ HRENIEEFHEME. FHH. CloudWatch AEH TR
A A PR

EF LA 15 (A 5K B 2 1F Amazon Data Firehose 15 [RI#&EY S3 B MEFH, AWS KMS MR E&EF
S3 4 , B s3:PutObjectAcl FINZE| Amazon S3 BEFNRD, XA EHEBEHEETEHH
Bl Amazon Data Firehose {831 %

"Version": "2012-10-17",
"Statement":

L
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prefix*"

{

iy

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

:stream/stream-name"

"kms:ViaService": "s3.region.amazonaws.com"

iy
"StringLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/

B F IS # Data Firehose 1781 5% S3 H §9 it IR
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{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

FERERER — D R1FHE Amazon Kinesis Data Streams BIiE A, IR B A Kinesis Data
Streams fEABIBERIR , ATAMBRIZIEA. MREFEH Amazon MSK YER IR |, N 7] LARHZ B Bk
AUTHE :

"Sid".m"",
"Effect":"Allow",
"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"
.
{

"Sid"."",

"Effect":"Allow",
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"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

1,
{
"Sid"."t,
"Effect":"Allow",
"Action":[
"kafka-cluster:DescribeGroup"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

BRATHM AWS RF1HREHN AWS RENEZER | 55 IAM AP ERTNAEA G LM
AWS RS ZE MR

BT R E A H K 7 2 F Amazon Data Firehose RIS # S3 BFRHIRR , 5 H. the
section called “B M = 1% % £ Amazon S3 H¥r”

& T 5 Data Firehose 147 [0)E 5 Redshift B B it BV X R

EFERAT D% Redshift B #rE11E F XL L% Data Firehose BI 15 AR RET , TS FEU TR R,

£
« 1AM &R i5E K
« X} Amazon Redshift & ££ 85k Amazon Redshift Serverless T/E4HRY VPC 5[4l

IAM &€& 17 9] 3R B

L RE AT ¥ Redshift B4REY , Amazon Data Firehose £33 53E4E R BRIV B £ BIFRHY S3 12
e, ©ALLUERFEREEEN AWS KMS B4 THIEME ., AS , Amazon Data Firehose ¥
S3 1 BIE N E BRI Amazon Redshift Fiifi & S£ 8 5 % Redshift TTARE 88 T/E4H .
WMREF AT 4IR1E% , Amazon Data Firehose & & BIEZ 45 IR XX BEH CloudWatch A&
A M. Amazon Data Firehose f# 5 EHR Amazon Redshift B /7 & M55 15 7] & A Tl Bl B 52 8%

& FI S # Data Firehose 7RI 5% Redshift B #91th B X R 89


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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5 Amazon Redshift TIRFZ e T/EA , HEH IAM BRIFRIEENEERE. Z4. BELEFR,
CloudWatch €12 Firehose EiER , BEEEHF IAM B,

£ A LA T 15 8] 5K BE S8 ¥F Amazon Data Firehose 5 [E/#&HY S3 B MEHR. AWS KMS IMREFZ
S3 FHENAMAS , BIFEFMs3:PutObjectAclZ) Amazon S3 BEFIRT | XFEFEHEE
B &3 H Amazon Data Firehose RITHN R TLTHRINR, LLREEEE — N AREFIHE Amazon
Kinesis Data Streams &, MREARFEA Kinesis Data Streams #E R EIERIR , 0] LUBIBR1Z1E
GIS

{
"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringlLike": {
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"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
},
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

BRAFEM AWS RS THFRIEN AWS BIRNEZEE , 55H IAM AP EETHeEA NG
AWS BRS5ZE R R
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3 Amazon Redshift Fili& ££8¥ =% Amazon Redshift Serverless T4EA R VPC 54l

MREH Amazon Redshift TlE &£ &=, Amazon Redshift Serverless TEAMN FEMNFE= ( VPC)
o, MATAIERAE P it XN EH T LT HE, A | B A S EIAE Firehose IP #d

B L% Data Firehose 7B 49L& # Redshift TAEL B £ 5 5L & #» Redshift LIRSS 28 TEAR
PR, Amazon Data Firehose B i A8/ TJ A XA —4 CIDR # :

« 13.58.135.96/27 REEERI ( HZEBEM )

« 52.70.63.192/27 REEEFRE ( HHELMILED )
« 13.57.135.192/27 RREEHEIB ( LMRIEEIL )
« 52.89.255.224/27 R&EEEFESP ( HRERM )

« 18.253.138.96/27XF AWS GovCloud ( ZEZFRES )
« 52.61.204.160/273F AWS GovCloud ( ZEFEZP )
« 35.183.92.128/27 REMEKX ( HFp)

© 40.176.98.192/27EATMEKRES ( FRME )
« 18.162.221.32/27 RRL KX ( FE )

« 13.232.67.32/27 RRIL AKX ( &R )

+ 18.60.192.128/27 RRIL A#X ( BEHD )

« 13.209.1.64/27 RELA#HX ( HR )

« 13.228.64.192/27 RRL A#X ( FH0E )

« 13.210.67.224/27 RRI AKX ( FEfE )

« 108.136.221.64/27 REIL A X ( HHOIE )

« 13.113.196.224/27 RELA#X ( RKE )

« 13.208.177.192/27 RRLA#X ( KR )

« 52.81.151.32/27 REXHE (=)

« 161.189.23.64/27 REXFE (TE)

- 16.62.183.32/27 R&REUM ( 721 )

« 35.158.127.160/27 REKMHX ( EZZRE)

« 52.19.239.192/27 REKMiX ( BR=Z)

« 18.130.1.96/27 REFMHX (£H )

« 35.180.1.96/27 KERKMHX ( BR )

« 13.53.63.224/27 REK M X ( HIETFREE )

5 5% Data Firehose 1781 &% Redshift B #9ith B9 X R
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- 15.185.91.0/27 RERHP R ( BH#)

- 18.228.1.128/27 REREEM ( ZRF )

¢ 15.161.135.128/27 REBMHBX ( K=)
e 13.244.121.224/27 REIEM ( FFER )

« 3.28.159.32/27 RERFFR ( FIBRE )

© 51.16.102.0/27 REUES (BFHEX )

« 16.50.161.128/27 REL AKX ( ERAE )

BXRABUHEL IP it EZES |, 55 (Amazon Redshift A 1iEFE) R Fi5 A £
BREVS IR,

RF I 5 Data Firehose 4[R2 H OpenSearch ARSS B FrEVIXER

LI MEFH OpenSearch Bk B #58T , Amazon Data Firehose & 5B/ # /&M OpenSearch RS
£ HEMFRKMEXRFAEXEZ D EEN S3 FifE. WRBHATHIRIER , Amazon Data
Firehose & & EiE1& M dEix K IZ B &K CloudWatch B ELA FF. Amazon Data Firehose £/ 1AM
ABi5EIEER OpenSearchfR$ 1, S3 F#E#E. AWS KMS Z4ALA K CloudWatch BEA M. €l
i Firehose B , BEELEE IAM A€,

5 AN G A 5K B /o 1F Amazon Data Firehose 17 [RI1#2#Y S3 77 #. OpenSearchfRSE M AWS
KMS %47, MREFZ S3 FHEBMAEE , HBRHERMNs3:PutObjectAclE Amazon S3 &%
9 | XFEFEHEEAEX B Amazon Data Firehose XX R T2 HRINR, WEREER—
AN AFIHR Amazon Kinesis Data Streams BB, MREFEA Kinesis Data Streams £ Ei3Ek
B, AT CAMBR A A

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,
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"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

]
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
I
{
"Effect": "Allow",
"Action": [
"es:DescribeDomain",
"es:DescribeDomains",
"es:DescribeDomainConfig",
"es:ESHttpPost",
"es:ESHttpPut"
1,

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name",
"arn:aws:es:region:account-id:domain/domain-name/*"

]

I
{

"Effect": "Allow",
"Action": [

"es:ESHttpGet"
1,

"Resource": [

& FIG# Data Firehose i [R]Z2 # OpenSearch B35 B #R YRR
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"arn:aws:es:region:account-id:domain/domain-name/_all/_settings",
"arn:aws:es:region:account-id:domain/domain-name/_cluster/stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/
_mapping/type-name",
"arn:aws:es:region:account-id:domain/domain-name/_nodes",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/stats",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/*/stats",
"arn:aws:es:region:account-id:domain/domain-name/_stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/_stats",
"arn:aws:es:region:account-id:domain/domain-name/"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
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}

BRATHM AWS RFIHEEHN AWS RENEZER | 55H IAM AP ERTNLEA G LM
AWS BRFZZEMRNPR,.

E T I{A$RF Amazon Data Firehose 158 H K~ # OpenSearch BRFEEKINR , FZH. the
section called “Bk F° R 13 F OpenSearchfk35 B B ith”

[@] Amazon Data Firehose & F X VPC & OpenSearch ;% B ¥r#9 175 [ £ BR

MREH OpenSearch BT VPC # |, #5542 M@ Amazon Data Firehose &2 F £ — ¥ IR
PR, b4k, BFEE M Amazon Data Firehose & F L TR , SEHAEH 15 B #8#Y OpenSearch FRSFIHHY
VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

B2 Firehose BIE/E , BZRUEHX LR, MEEHBUHXLNER , NEHRSEZAEBLEH
ENI B} , #88) Firehose i 29K 1% Lk 6 OpenSearch &H IR S & IE IR

/A Important
A VPC RiEEM BMEBEN T ME , BRAMEFNFEEBHEN R P i,

MBEEFMNPEETHANRE IP #bit |, Firehose /T ERNFE VPC FHEIEEH IZDH
N ENI , #BERARERRE LM,
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BIBREF B Firehose EIER , BALUIEE —NLE4AH |, ik Firehose 1E MY AR 5518 & 35 B g o £
. OpenSearch A LAEEA OpenSearch lRFEEANHEERLARTRNZLH, MREBEEH

2z 44A , FHRT R OpenSearchflRSIEZ AR HIE HTTPS &, sk , EHR OpenSearch
fRSEMN R £ HE R TFRBEERE Firehose BEIEINIEENZELARN HTTPS RE. WREX Firehose

BE#EF# OpenSearch RFEEAHERBNZ LA , FHRREZSHAWBAN RF HTTPS RE, BXTE4
HNNWEZEE |, B5S5H Amazon VPC XM ZEEMN,

& F Amazon Data Firehose 7[R 233t OpenSearch7E AR5 88 H ARV R

L 1&{EH OpenSearch k%585 B #58F , Amazon Data Firehose 8 #E/& 5 £l OpenSearch #&H T
REB|ES , HEMNFGAMMN X FTE XEZ A EER S3 Fif. WRBATHIRIER , Amazon
Data Firehose & £ HEA M IR AIEFEH CloudWatch BELA R, Amazon Data Firehose f#
A 1AM A&5R{EER OpenSearch TARGERE S, S3 @M. AWS KMS #47, CloudWatch H
EEFFR. BIZ Firehose BN , BEFEEEEF IAM A€,

{55 3 LA 5 9] SR BE S 1F Amazon Data Firehose 15 R #&#) S3 Zf#%#8. OpenSearch7 IR 2518 # %7
o, AWSKMS tIRZETZ S EHEBWATEE , BRHEARMs3:PutObjectAclF Amazon S3 #1E
FIRSF | KR FEEBEREEXN B Amazon Data Firehose ZITHN KR T L HRINR, HREEES
— N A iFiGR] Amazon Kinesis Data Streams F1E @, MRETE A Kinesis Data Streams £ #3E
IR, A SAMIBRZE A,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
},
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-

stream-name"
]
},

{
"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": [
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"arn:aws:lambda:region:account-id:function: function-name:function-

version"
]
I
{
"Effect": "Allow",
"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"
}
]
}

BT EREREI |, BIE AT Amazon Data Firehose Bt B W E IR H R R P OB TRENRE

"Rules":[
{

"ResourceType":"index",
"Resource": [
"index/target-collection/target-index"
1)
"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

1,
"Principal":[
"arn:aws:sts::account-id:assumed-role/firehose-delivery-role-name/*"

BRAVFEAM AWS RS1HREHN AWS BENESEE , BZH IAM AFERPHNEIEA G L[
AWS BRS5ZERXR
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[@] Amazon Data Firehose #F Xt VPC & OpenSearchTciR%-25 B #rEY 15 7]
PR

MR A OpenSearch TRFEFESHMTF VPC #F , 1544 Amazon Data Firehose R F £ —T
RO PR. Bes , BFEZE [ Amazon Data Firehose B F UL TIXR , EHEER 5 [EEH OpenSearch &
RS RRE &R VPC,

» ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

« ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

8% Firehose B1%E , BABEXLENR, MREHEXLENRE , IEHRFZZXEWNREH
ENI B , &89 Firehose TR 2% = 1L [ OpenSearch &M BR S 18i4% = 3R

/A Important

EFE VPC FiEEM BMEMBEN TP | FEERMEFNPEZBREN R IP #hit,
MRIBEFMNPEEATHNEEE IP #hit |, Firehose L ERNFAE VPC FRIMIEE R I E IR
B0 ENI, B & 5 b 4 2 K M

BIE R EHEM Firehose BN , BAILUEE —1NL£4A , ik Firehose EAZENTRFJ|/E S KIEHK
TErRHEM. OpenSearch A LAFE A S OpenSearch Serverless £E8HEMNEZSA , WA UERTE
NEZELH, NREBEEHEMZSAE , FRRIZLEH A OpenSearch TIRS[/ESN R EHN HIL
HTTPS K&, Wt , BHIR OpenSearchERF/EESN R L H AR B EER E Firehose ERERTIE
ENZEHP HTTPS RE, WREX Firehose E#EF OpenSearch Serverless £ AR —1MNZ2£
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, FHRZESAAUEAN AT HTTPS RE., BEXRZLAHNMNESZEEL |, EZSH Amazon VPC X
*é'?ﬁ’];zééﬂﬂ')’lﬂo

& F I 5% Data Firehose 17 1A #XBR Splunk B #Yith

L LR{EA Splunk B#rEt , Amazon Data Firehose £33 5iE /£ # BI¥REY Splunk HTTP B4 URESS
(HEC) KT R EESFZEER M EEIEEN Amazon S3 F#1F , BHEALUARFERA BCHAR
AWS KMS #4037 Amazon S3 [RFEFIHMNE ., MRE A T4HIRIZR |, Firehose 2 FHEEREFIRK
EEEH CloudWatch B &R, BHATEL AWS Lambda A F#iE R,

MRIEEH AWS AFHIE S | HHERE 2 Classic M HE I Application fEE# 5. LIk,
£ Classic Load Balancer F /8 A E T4 rt BIM R S1E , 2 Cookie i3 HiftE , Application
Load Balancer W BRI AR EN &K (7 X ) « BXRUAHITIHIRIENEE , BEZH C lassic Load
Balancer 5% Application Load Balancer E F iS4 atH M2 iF M,

B2 Firehose BBt , fFRUMEEF IAM B8, Firehose IB{FiZ IAM BBHKREBNIEEEZER. &
48, CloudWatch B &AM 775 B4R

{55 F LU 15 18] 5K B% S Amazon Data Firehose 15 [E/#&fY S3 Z i, MRET R S3 FHMHAT
A% BENEFMs3:PutObjectAcl®l Amazon S3 SR |, XFERFE#BRAEENH
Amazon Data Firehose ZZTHIXT R FELIFRINR. ZBEKER T Amazon Data Firehose 1/ ]
B PREA CloudWatch BAT4EIR1E K MBIEF: AWS Lambda #t, REEIER —NARFIHR Amazon
Kinesis Data Streams BJiE4, MRET A Kinesis Data Streams 1EREIEFRIR , o LAMIBRiZE
], Amazon Data Firehose £ IAM K58 Splunk. Ei58) Splunk , EFERAEK HEC T,

"Version": "2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
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"arn:aws:s3:: :bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",
"Action": [
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"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-

version"

BRAVHEM AWS RS THEIEN AWS BRRNEZEE , HSH IAM AFEERH L E A G0
AWS BRS5 ZIRIX PR o

#£ VPC H1ii[dE] Splunk

MR Splunk FAMTF VPC # , EM4MEEFLE IP it BLAFF# TR ik, B MBI I3
Firehose IP ttitit , | F Y &#h Data Firehose 5 AI#&HY Splunk A BIIXPR., Amazon Data Firehose

BEIfEALT CIDR R,

- 18.216.68.160/27, 18.216.170.64/27, 18.216.170.96/27 REXEELRZD ( HXHEM )

« 34,238.188.128/26, 34.238.188.192/26, 34.238.195.0/26 REXEELFI ( HFFEL
MAELER )

« 13.57.180.0/26 RzREEFEIP (JLmMFIEEL )

.+ 34

- 13

35

.216.24.32/27, 34.216.24.192/27, 34.216.24.224/27 REREZEEFZ (BREBRM )
. 18.
« 52,
. 18.
- 13,
- 13,
.229.187.128/26 RERIL A X ( # I )
- 13,
- 13,
« 51.
.183.92.64/26 KERMEK ( HE )
.« 40.

253.138.192/263%F AWS GovCloud ( EEZ%EE )
61.204.192/26%F AWS GovCloud ( EXEELH )
162.221.64/26 RRL AKX ( FH )
232.67.64/26 RERIL AKX ( &X)
209.71.0/26 RERIL A#X ( HR )

211.12.0/26 RRL AKX ( &KfE )
230.21.0/27, 13.230.21.32/27 RRL AKX (FR)

16.102.64/26 KRBT (Fh%EX )

176.98.128/26a AT MEXRAEL ( F/RME )
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« 18.194.95.192/27, 18.194.95.224/27, 18.195.48.0/27 REFMX (ZX=E)
© 34.,241.197.32/27, 34.241.197.64/27, 34.241.197.96/27 REKMX ( BR=)
+ 18.130.91.0/26 REKMHX (22 )

« 35.180.112.0/26 REMMbX ( BR )

« 13.53.191.0/26 REMMX ( HTEFRE )

« 15.185.91.64/26 REFFKR ( B# )

« 18.228.1.192/26 R&kEEM ( ZRF )

« 15.161.135.192/26 RERRMi# X ( K= )

« 13.244.165.128/26 RFIEM ( FFER)

« 13.208.217.0/26 RERL A X ( KPR )

« 52.81.151.64/26 R&FHE (LR )

« 161.189.23.128/26 REXHE ( TE)

« 108.136.221.128/26 RERL AKX ( HME )

+ 3.28.159.64/26 RFHFR ( FIBKE )

« 51.16.102.64/26 KFRIES (FFHLEX )

« 16.62.183.64/26 TN ( FHZA )

« 18.60.192.192/26 REXTL AKX ( BEHE )

« 16.50.161.192/26 KRL A#hX ( [/RZA)

1518 Snowflake B HTTP % &

HERRE HTTP iR Snowflake A E & AT |, R B 4SFET Amazon Data Firehose B AWS IP b3t
BT &,

E Firehose HINEI A Snowflake E£E M A FHRFEBH L H HTTP = HTTPS 4L iR , 5P
BEHE AWS P ke BRINE S A QRN

(® Note
BAATERRBEEHEXKETMEE AWS XEIH IP #hit, EBAMEHEREXE AWS & IP
HAESE
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£ 5 5% Data Firehose 15 [R E 1t B #Y i HI R

L{REA Snowflake fE7 B B9ithAY , Firehose & FYREY Snowflake i F~ M 1k 45 135 1% 5 El
Snowflake Ik, EREASFHRBEZHICEENLIAELFE RS EER , BETLUEERER
B2 B AWS Key Management Service Z4# 1T Amazon S3 fRSEImNE ., MREFH 7 HIRIS
% , Firehose £ FHFEEL R IR ZKIZTEH CloudWatch B E R

£ 8% Firehose B2 |l , {RATIAE IAM B, Firehose IBE1Z IAM B & HIREIIEEFHE.
#4. CloudWatch B EHAMBAILRINR, EALLT U5 ERBELL Firehose BEB 15 R R S3 176%
o MRIETE S3 FHBNWATESL , B Hs3:PutObjectAcLiFINEIT I b 8] 8 174 AR S HR4E 5
&9, XERFEEBAEEX Firehose RITWNRATLTHRINR, LLBEER T Firehose 1A
fRIR12F CloudWatch FIfXBR. LLIREEEE — 1T A E Amazon Kinesis Data Streams BYiE .
MREFEA Kinesis Data Streams ERAITERIR , ATLABIBRZFE D, Firehose AEMA IAM Kik[R
Snowflake, Eija Snowflake , E & fEBYREY Snowflake Ik Url F PrivateLink Vpce ID ( Z1R 2%
BE#).

{

"Version": "2012-10-17",
"Statement":
L

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

]
},
{
"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,
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"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/prefix*"
}
}
I
{
"Effect": "Allow",
"Action": [

"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
1,
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"
]
}

BRATHM AWS RF1HHEHN AWS RENEZER |, 55 IAM AP ERTNAEA G
AWS R ZE MR

£ VPC H 17 [A] Snowflake

WRIER Snowflake EEFS A T B8 |, Firehose 2 A VPC KT s HEEMEISHNFIAE
EB MEEESAREBRMN, Nt , 5012 Snowflake MEMN , AR AWS X1, SR EB AT
FEAwsVpceldsBIA TRAHE A, BXEZEL , BS1 S nowflake AR H A ZMEH N,
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FRARER

REFENEBFAMEXSEMN VPC KiwTT R ID
AWS X

KEREP (BEM )

XERE (HEFRIMILER)

VPCE IDs
vpce-0d96cafcd96a50aeb
vpce-0cec34343d48f537b
vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8
vpce-0c2cfc51dc2882422
vpce-06ca862f019e4e056
vpce-020cdalcfa63f8d1c
vpce-0b80504a1a783cd70
vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12
vpce-02bfb59666cc59b2af
vpce-09e707674af878bf2
vpce-049b52e96¢cc1a2165
vpce-0bb6c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416

vpce-05111fb13d396710e

1£ VPC #ij 8 Snowflake
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FRARER

AWS X1

VPCE IDs
vpce-0694613f4f4fbd6f514

vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
vpce-01620b9ae33273587
vpce-078cf4ec226880ac9
vpce-0d711bf076ce56381
vpce-066b7e13cbfcabfe
vpce-0674541252d9ccc26
vpce-03540b88dedb4b000
vpce-0b1828e79ad394b95
vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a
vpce-00e374d9e3f1af5ce

vpce-0c1e3d6631ddb442f

1£ VPC #ij 8 Snowflake
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FRARER

AWS X1

XEAES (HBHM )

BRI X (SE=52AR )

KRN X ( FR=)

Asia Pacific (Tokyo)

AH# X (IR )

TA#X (ER)

VPCE IDs
vpce-0f60f72dadcd1ede7
vpce-0c60d21eb8b1669fd
vpce-01cd4e3e29afdafbef
vpce-0ccbbf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386¢c809e889
vpce-0856d14310857b57b545
vpce-068dbb7d71c9460fb
vpce-0a7a7f095942d4ec9
vpce-06857e59c005a6276
vpce-04390f4f8778b75f2
vpce-011fd2b1f0aa172fd
vpce-06369e5258144e68a
vpce-0f2363cdb8926fbe8
vpce-049cd46cce7a12d52
vpce-0e8965a1a4bdb8941
vpce-0aad444d9001e1faal

vpce-04a49d4d4dcfd02b884

1£ VPC #ij 8 Snowflake
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AWS X1 VPCE IDs
TA#X (ERE ) vpce-048a60a182c52be63

vpce-03¢c1994978787fd1859

@ Amazon Data Firehose & X HTTP LK imT = B ¥ 175 [R A R

& A LAE A Amazon Data Firehose fFE#E& i EER HTTP 4% T 2 B #5. Amazon Data Firehose
EEFXERFERZAIEEENL S S3 FHEET , BULLEERERA B S HERN AWS KMS Z4fi#
1T Amazon S3 FRE 2R IN%, WMRF A T41R18% , Amazon Data Firehose 28 IE£ W= &%
B|IR M CloudWatch HEF. B ATLA AWS Lambda A T EiEii,

B2 Firehose E#%At , BMEEEH IAM B, Amazon Data Firehose 18{Fi% IAM A& HIKEBIIEE
7. B4A. CloudWatch B &AM AY A B PR,

£ F LU 15 8] 5K B% 2 F Amazon Data Firehose G R A BIER MIEER S3 7M. MRETE S3
EHEBNEE |, BFEPMNs3:PutObjectAcl®) Amazon S3 BEFIRAF | XNBFEEBHEE
#XYH Amazon Data Firehose XTI R FTLTHRINR, ZBIRER T Amazon Data Firehose 5
B PR LA CloudWatch # T4 IR IERMBIEH AWS Lambda ¥, BLERBEIER —D A FIHIR Amazon
Kinesis Data Streams BJi&4, MREFFEH Kinesis Data Streams ¥EREIEFRIR , 7T LA BRZ1E
G

/A Important

Amazon Data Firehose AR IAM FRIZ X HNE=FRFREFHEEN HTTP KixT R
B#¥r , ‘@1 Datadog. Dynatrace., MongoDB. New Relic LogicMonitor, Splunk 2 Sumo
Logico ZIFRIZXFHHNE=ZFRFREREFHAENEE HTTP KinT KRB , BEZERFRERH
EERR , JREVA M Amazon Data Firehose [EiZ RS & MEBIEFI TN APl B4A 1A R 2 4R,

"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",

[ Amazon Data Firehose & FXf HTTP &% = B AR89 15 B AR 110
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"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

]
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
I
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
I
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
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1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

]

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"

BXRAVFHM AWS RS THEEHN AWS BRNESEE , F50 IAM AP EEHRREIES UG
AWS BR 55 Z iR R o

/A Important
B 8 , Amazon Data Firehose X #5mE VPC AAEY HTTP LimT S& Mz,

kB S# MSK HY K - B ik

L& M Firehose K/ ( 15|JZZDLKF' B ) Bl% Firehose BEIEH BEHWRERS —NKF ( AWS IKF A)
FH MSK S8R, BS4AHITUTEE.,

P A :

1. 1£ Amazon MSK Z#|A&+ |, ERTMENER K ABEEEM,
2. EMRKZET , EREEHITHFZ VPC EH,
3. EZRSRET , B REEHKRE,

a. WMBREBMAKEBRE b BiLPEE Firehose B[RS E4F/Z A Firehose BIK~ S3 &%,
AWS Management Console ¥ B 3 4 F% B8 18 B PR #Y SR %

b. MREHCEKETXRE , FEIAREERNIMA TR

kBT S#E MSK BB IK /- B % 112
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
.
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-l:arn:cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
1,
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::233450236687:r0le/mskaasTestDeliveryRole"
1,
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of
the cluster

iy

4. TE AWS =& T | WM AKF BHEM D,
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5. B“EH T , BEELFE Firehose EEMNFPIREIEIEN Apache Katka R/, @3 Firehose E#%
&, BT EEMLER,

6. i%&$® Save changes ( RIFEX )

KF B :

1. % Firehose £#l& 7 , mFEEAKS, B 212 Firehose E#E.
2. TIRT , 1%$#F Amazon Managed Streaming for Apache Kafka,

3. TER®ET , X¥F Amazon Managed Streaming for Apache Kafka 58 , i5EKF A FA
Amazon MSK £## ARN,

4. E“EB T , IBEELHE Firehose EFEMNPIREZNIEN Apache Kafka &, 82 Firehose B
B, BELTEERMLES,

5. EEBMRBHD , IBELMN Firehose BEIEN B o

EIKF B H6IE Firehose EiERT , BATRE — IAM A€ ( F£ANERRIAEIZE AWS Management
Console ) , ZA KT Firehose X BB BEE T Amazon MSK £ “SE R,

LU 2H AWS Management ConsoleELER AR :

"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the cluster
},
{
"Sid": "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
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"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/mskaas_test_topic" //topic of the
cluster

1,

{

"Sid": "",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeGroup"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-provisioned-

privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the cluster

}I

ETR, BUNATREECRERNCEZEARRNIESR, BXESEE , HEMA KEICRER
MR,

FEK P £ #1E] Amazon S3 B ¥R

el LA AWS CLI 8% Amazon Data Firehose APl £ —/NK P 812 Firehose B , % —4
AWS K F 612 Amazon S3 B#r. A TEEBERTEEK, A B Firehose LR B fa 20K
7 B 3B/ Amazon S3 FEEH RHI,

1.

£ X T Firehose 5 R D S3 B AN RPHIRM S IR , HIKS A TEIER IAM BE,

(@ Note

FEARPIG | HRIKEEPIEEMN Amazon S3 FHBHEIKS B iE. BHAFIHRIKRES
# Amazon S3 #Es3:PutObjectAclRMEIFIFRD , KR FIKF B X H Amazon
Data Firehose XTI R T L THRINR. BEIKF & HTEZLNPE. Amazon Data
Firehose fFiERK LB x-amz-acl " #33Ki&RE N “” bucket-owner-full-control,

EAWNZECIEN IAM AE#TIER , BFUIKS B H012 S3 FRERK, U TREBEFME
REBH RS, BRXESER , BSREMAFHEBRENA SR,

"Version": "2012-10-17",
"Id": "PolicyID",
"Statement": [
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{

"Sid": "StmtID",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::accountA-id:role/iam-role-name"

I

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

]

}

3. ERALEDSER 1 PR IAM ABEKST A T2I2 Firehose E#E,

K P {43 OpenSearch RS B #Y it

A LAE A AWS CLI 5 Amazon Data Firehose API £ —/ AWS Ik P A 8|2 Firehose BE1% , 3
S — Nk HelE OpenSearch fRSBE#R. UTIBERT —4NRHA| , WEAMMAEKRS A TRIE
Firehose R HEE N EIKF B #iBH OpenSearch IRS B #rf& A B IR,

1.  fEF the section called “#%F I 5% Data Firehose /8723 3 OpenSearch RS B ¥R PR A AR
RS ERUAKF A B0 1AM B,

2. BRWNEE LSl IAM BE#RTIHR , HEKS B T4/ OpenSearch RS KM, )
T JSON H4l,

{
"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account-A-ID:role/firehose_delivery_role

iy

"Action":

"es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_cluster/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_mapping/roletest",
"arn:aws:es:us-east-1l:Account-B-ID:domain/cross-account-cluster/_nodes",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/

stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/*/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/"
]
}
]
}

3. FRAZESR1BOEN IAM ABEIKF, A TRIZ Firehose B#, |2 Firehose AT , B
A AWS CLI Il 5 #h Data Firehose API , #}#§EiZClusterEndpointFE M= ‘RF" F
Et. DomainARN OpenSearch

® Note

E7E— AWS ik A2 Firehose [E15 , ™ OpenSearch fRF BT S — NS |, T4
fEA AWS CLI =% Amazon Data Firehose APl, &T8EfEA AWS Management Console 3k
BB RBKFEE,

£ PR 2 1 [F]

AT LAERA 1AM KBS RY AT EConditiont®k ( HConditionX3R ) |, RIFFSEBANEHAX
Amazon Data Firehose BEMNHRINRE, LA TN #ER T M4 X R EH Amazon Data Firehose ##

fE AR HI T 1A 117
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AT E. BXEA Condition TRURZAEZEENEANZERNESEFER , ESH IAM
JSON KB TE : o

CreateDeliveryStream

3F CreateDeliveryStream i&4E , FAEMA aws:RequestTag &8, LU TRHIF , MyKey
MyValue RRFENENNNNE. BXELZELR , BZREXGENERAR

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/MyKey": "MyValue"
}

]

TagDeliveryStream

3 F TagDeliveryStream &{E , &M aws: TagKeys &H4E. T T RHIH , MyKey FRHBIFR
LR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys'": "MyKey"
}
}
}
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]

UntagDeliveryStream

3 F UntagDeliveryStream i&4E , &M aws:TagKeys &, ELUUTRHIF , MyKey R RHI
RERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

ListDeliveryStreams
BN ETHREMERESAT ListDeliveryStreams,
H bl I # B 3E Firehose #4E

NFER, . MZHANFTEIT D% Data Firehose #1E CreateDeliveryStream
TagDeliveryStream UntagDeliveryStreamListDeliveryStreams , iEf#
Faws:RequestTag&#@, EUTRHIF , MyKey F MyValue RIRFFEH R N E,

ListDeliveryStreams , ffffirehose:ResourceTag% B iRIEZ Firehose EE LIRS EF
7 B BR.

FELATRfIH , MyKey Fl MyValue RN BN NMNE, ZBENERTHREER, BAN
Data Firehos MyKey e o MyValueBXETFRFERLEHHRANBRHNESZEE , B2H IAM AFE
B E AR SR EIX AWS BIRH I RBR.
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "firehose:DescribeDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"firehose:ResourceTag/MyKey": "MyValue"
}
}
}

AWS Secrets Manager £ Amazon Data Firehose i 1T & 1358 1F

Amazon Data Firehose 5 AWS Secrets Manager 2 £5% , T it &% 4 i RS H Z4A H Beh Rl
F, XFER ST Firehose & {TETM Secrets Manager & %40 , LUEEIFIEEINVEEB W
A RAAEOBIER. X# , TIEREZLER API S8 F , EEBCERIERES , FHNBRHF R
AWS Management Console &AXAFRE TR, TRET —MNZLHNHFEREBENES , HELRET
SENFEUEEED , flINRE B E X Lambda EHEREE Z BRI,

BEXEZELR , 519 AWS Secrets Manager (FAFERE) o
TRRWE

MEALURZE, —HEIE (MAFBENEE ). OAuth TR MBEA X FM#E Secrets Manager
F iy E AR E R

NTFEHNEIR , BXATLAEREE JSON BRNIEEFHAEXY , TN —TR. NRENZRBETELRRE
i E#HY JSON &= , Amazon Data Firehose 7o EEEE AR B M 1,

I 53 Redshift FEC E S FF M D Redshift TThRS 88 LA ZHERN

{
"username": '"<username>",
"password": '"<password>"
}
Splunk HYBZEIZT

& A# 1T B RIE AWS Secrets Manager 120


https://docs.aws.amazon.com/secretsmanager/latest/userguide
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"hec_token": ‘'"<hec token>"

Snowflake FI TSR B

{
"user": '"<user>",
"private_key": ‘'<private_key>",
"key_passphrase": '"<passphrase>" // optional
}

HTTP /<. Coralogix, Datadog., Dynatrace, Elastic. Honeycomb, Logz.io, Mon LogicMonitor
goDB Cloud 1 New Relic FI#ZH IR

{

"api_key": ‘"<apikey>"
X
elfe gty

ERBZ4 , BRER (AWS Secrets Manager FAF$§R) A BIZE AWS Secrets Manager Z{HARH
B ITERAE,

e

RAOVB IR A 1245 EIE s %40 AWS Secrets Manager SEEEERE B Mt | 5100 &b

Redshift, HTTP £

K. Snowflake, Splunk, Coralogix, Datadog. Dynatrace. Elastic., Honeycomb, Logz.io, MongoDB
Cloud #1 New Relico LogicMonitor

£ 812 Firehose BB , BALUBY AWS BB 24| A H Secrets Manager A XL BB E S
BRI, EXELZEL , BFEA BEENHEE, F , B A LAEACreateDeliveryStream#
UpdateDestinationAP| #24ERELE Secrets Manager #9 & 1331 o

Firehose EAMBEREARZFHE , A EBREZB VR BERAXLENE, ©F 10 2HHRIH—
7, LAREARIFNERE,

EEREGARF | RULULEREAXFM Secrets Manager £ RZ AR IIEE, MRETEHEH
Secrets Manager R#&ZREHZ , WA AR AR B/EBR APl 24,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
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® Note

RET Firehose RERALIELTEXZFTNER , BEBFEERNHRIMLED Secrets Manager
%, BXEZER , HSFAWS Secrets Manager EMN R H o

£ F 518 Firehose i A1 X BR AR 2= 274

Eil Firehose MH1# % %248 AWS Secrets Manager , &7 [6 Firehose 124115 7] 2348 Fir & AU X R A
R mEENZHANEH,

£ AWS Secrets Manager MR RZHAN , B/LHTRINEZEDN , EARRTZHNEEMNE
Mm=ZAER,

- MRFPEEN IAM BEFHEER—NAWS IKFH |, FEERARIAAWS £
E#4 (aws/secretsmanager) #{TH% , N Firehose HEMH IAM BERE
Esecretsmanager:GetSecretValuedRBiZF4AKNNPREIT

// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}

BXIAM RENEZELR , HSRNERE =B AWS Secrets Manager.

- MRFREACFHEER—NK,F , BFAFSEERNA (CMK) % , NZABENE
Esecretsmanager:GetSecretValueflkms:DecryptfX R, CMK KEEAEFEERF IAM A
fTkms :Decrypto

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
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https://aws.amazon.com/secrets-manager/pricing/
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"Resource": "Secret ARN"
.
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}

}

- MRBAFRESENACTEN AWS IkFH , FEEARIAAWS EERAHTINE | WLEH
THEE , RAHEERREZHMBZLHAR |, Secrets Manager T A FEKFGR, AWS

- MRFRAFERETENKSPHER CVMK % , W IAM BEFE
Esecretsmanager:GetSecretValuedRBiZZAMkms : Decrypt R CMK BIXPR. Z#4A
R RREFMEMIKS P CMK REEEFEAT IAM BEREVENNR. BXEZELR , BS
) 5 T P i 1]

RRWE

RZIECHETR T, BOLIEE AWS Secrets Manager A IR EN B R B RHLFH, X
¥, ERUUAERNZRRKENE., XA TRESEENORNKR. EXEZEE , B350 (AWS
Secrets Manager AP #8®) HRIE R AWS Secrets Manager %4,

JBid Amazon Data Firehose 4|8 EE IAM A&

Amazon Data Firehose 2 —IZ£XENRS , iPNERREEEZH I E Wik, EETLUF Firehose
REANERNTHFEELNELEENEN. EFAXLEINEE , BX4MERE IAM AR | LUEES
B 448 Firehose BRI Firehose - FX R, Firehose £tk IAM £ 3KEX Firehose EEFTERY
FTERR,

Flgn | BRIZEBIE T —/ [\ Amazon S3 L HIIIER Firehose i , Mt Firehose Fi1E /S AThEEMIE R
TRRAT “®##fRiExK"s AWS Lambda EXfERT , BAFIRM IAM BB 8EE Firehose RF1h
B S3 FE MMM Lambda EHEEVIPR , 20 AR Ro

"Version": "2012-10-17",
"Statement": [{
"Sid": "lambdaProcessing",
"Effect": "Allow",
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"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],

"Resource": "arn:aws:lambda:us-east-1:<account id>:function:<lambda function
name>:<lambda function version>"

[ PE

"Sid": "s3Permissions",

"Effect": "Allow",

"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation", "s3:GetObject",
"s3:ListBucket", "s3:ListBucketMultipartUploads", "s3:PutObject"],

"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/*"]

3]

Firehose ###| & R EEFRNMRERAXEAG, EAUMUATETRFHITER,

- EEIEN IAM AG
- NEZEH AR IAM A6

REIEN IAM A6

BAIUMIAE 1AM A/ TR, Eﬁﬁlttiilﬁ BHREERN IAM ACEEEYNEEREUR
FRABRFTENNR, BXEZEER |, 858 £H Amazon Data Firehose 2|1 8] 1R .

MEEFH & CIEFHH IAM A&
HE , B A LLER Firehose BHIARRZREFT AR,

¥ Firehose R REBIE IAM BN , ZACRLEHITEIRE Firehose BEBRER FTARENRRNFATE
R FEEREE

flgn , MRLZRBRA “HRIRIZK" AWS Lambdaige , M#ERE & L ERRRE R LU TED,

{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:us-east-1l:<account id>:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS"
}
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® Note

AU 2 A SN KEEER , SFIREHOSE_POLICY_TEMPLATE_PLACEHOLDERSEA RN E
MNARFIHEMEIREVIR

ZH A R MGREE Firehose B TERBLESLIZEERBEINEKMNE IAM A€, EERBAY
Firehose 1B1E IAM &, UTE2EEREH R,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}
/A Important

« IERIE SN S Firehose EREAMERNEG AEEN IAM A€, BN , IAM A&7 8
TEITRBHSEEER.

- EEEFAEEN IAM ACNNRKREPERATENRESR , £ACIZ2ECH IAM A&
&, FEREFAEH NN ALNNRRER, ENAGKHMNE Firehose i , BER
Sin RN RPIEFRERIAE IAM ABIET,

- BEAEELMTARN HEEFHERFHAEH IAM A6, EFIUE IAM BET |, &
FREFE—D ARN FRERSACFHAEN IAM A , IERFIARTANERTEMAE
Ko

MNE&H A0 IAM BENTER

1. FJFF Firehose #&#l& , Mk A https://console.aws.amazon.com/firehose/s
2. &EBIZE Firehose B,
3. EEXRENBEMNH, EXEZEE , HS5H 0l Firehose B,
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4. EFENHRE, BXEZELRE , B2 ILEENRE,
5. ESRERET , NTRFHENE , EFCIEREH IAM BE,

® Note
XRERINET, EEANEAG , BEFRERIE IAM ABET, Firehose EHFLIR
BEeMNAEH#HTEMER.

6. &FEBIE Firehose Ei&,

MNEFHEwmE IAM A&
YIRYREE Firehose E&RY |, Firehose &40 B ith 58 35748 K7 A9 A PR 2R A& LA I BR B B A A PRV E s

flan , HB4EE Firehose i HFEARFRAMN Lambda EEUS AERIRIZR AWS LambdaIh &g
BfexampleLambdaFunction , RXPREEEF X ERUATREEFH,

{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1:<account id>:function:examplelLambdaFunction:

$LATEST"
}
/A Important

EHAEEN IAM ASRRITANEEAE, RMNTRUEEERH A ZIIMEUNRRBHEER
B

MNEFH B RE IAM BE

1. FJFF Firehose #&#l& , Mk A https://console.aws.amazon.com/firehose/s

2. 138 Firehose BEEHEEFEEFTHH Firehose BB Ao
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3. EEREEM-FHRSSRFRNERSD , EREE.
4. FEFH IAM &1L,

® Note

MIABRT , BRI EBLEHR ARN FESRABRSHEHN IAM A&, ERINF IAM A
BIAT |, BHEAIEE—N ARN FRERSACFHEN IAM A6 , IFEHERT2X
Ht TEMER

5. EERRFER.

U520 B & Firehose

Amazon Data Firehose N & Firehose EBIR{EISRIIEE, BXEZELR |, BSH L,

I 3% Data Firehose BY& 3 M3 iIF

ERZMERITRIN—E2 , F=AFFiti£ 1L Amazon Data Firehose & 25 AWS §#ltt, H
FaFE SOC. PCl, FedRAMP, HIPAA Kk Hfth,

BXREESAUTYEE AN AWS BFHIX , FSRAM LT UEENWAWS RS, BX—KREES ,
FZH AWS MR,

BRI ER THE =S FiTHRE AWS Artifact, BXEZER , HZHE Artifac t # AWS TR S,

&1 {F A Data Firehose I EMBITEARATEHNEBENBRE. RATNEN BIRAREREEM
EM, RSN Data Firehose BYE A S TEFE HIPAA. PCIl 5 FedRAMP 454 | H2 &R #
Bh : AWS

c ZEEEHHERENTER — XERBEEIHE TR EEEM , ARETHELPBURELHENES
MUERNESNWEEIREN SR, AWS

« HPAA Z£E5E8HEHBEH — ABEBHERT N RMAEAR AWS SIZ2AFS HIPAA PRAER R
REF.,

- AWS 8RR — L THEBENEEETREER TEMENTLINrTEH,

« AWS Config— % AWS RRFITEEMN R RREL S ARE LFEAMRE. TULESHHIZEM.

« AWS Security Hub— It AWS JRE T £E T BENZ SRS AWS | BEZRERSHFARETIL
RAEMRESRR,
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https://aws.amazon.com/compliance/services-in-scope/
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Amazon Data Firehose BJ58 14

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERAS N EREEMEE A A
X, XEARBESIREERE. aFHENSETROMENRE, MATARX , BULUEITHREETH
Xz ELHh it B SRUMEEBENNARFNREE, SEEANENRZNBEFOLEMEMMEL
AAXEEESHA A, FEMENATT B,

BXAWS XEMUAXWEZER , 5SRAWS = EREmIZHE,

BRY AWS £ IKERNEMIL | Data Firehose 1R ST Zh e R A B R BN BIER M NZ O FE R,
AR

Amazon Data Firehose T LIRF 2 ER TE1T , HESHTEHITBRFBRENESR, THXATHAM
MEMSEMIEEEXHER, XEXHERE , Amazon Data Firehose AT R E TR E KIEMAIZIERN
5% TiE% Firehose Fo

Amazon Data Firehose PRI E MG L £

ER —THEE RS , Amazon Data Firehose 22| AWS £XKME R LRI . X AWS ZLRFU
Ruf AWS RIFEMRENER , BZHAWS =%, EFARMRRLZSNREIERZITEN
AWS %38 | {538 S AWS ecurity Pillar Well-Architected Fram ework A B9 B R 1E BRI -

B LAERA AWS EXH API B AEE M4 158 Firehoseo BFMAMZIGFUATAR

- BRBERSMEMDIL (TLS) BAEREH TLS 1.2, BIWUEA TLS 1.3,

- EER2EHRE (PFS) WEBEH , #li0 DHE ( Ifist Diffie-Hellman ) 5% ECDHE ( IIfi Bt (& #h 4%
Diffie-Hellman ) o« XZHIMKRS (W Java7 RESRAE ) BZHFXLEER,

besh , RAERFEZA ID M5 IAM EEBRARBIHRIZARTERETEE. RE , EATUEH
AWS Security Token Service ( AWS STS ) £ R IEAT R £ FUERITBFRH#ITZAE,

® Note

3t F £ HH HTTPS &3k , Amazon Data Firehose £ —/ HTTP & , ZE4 B3hi% % B irig
TENES TLS HURA,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
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VPC &7 R (PrivateLink)

Amazon Data Firehose 3 VPC &% & () PrivateLinke BXEZEE. |, i55H & Amazon Data
Firehose 5 AWS PrivateLinko

Amazon Data Firehose &£ R{ELEE

Amazon Data Firehose 2t T FZ2Z £ Ihit , HEEFEMNZEECHZELRKIEITEZER, U THESE
BRE—BRESEN  HATRRETELZLHBARAR, HTXERESRUETESENHRELTHRZEN
BREER  AUNEMAEANZEREMT2R M6,

KR R PR 13 [F]

EEFNRN |, £ LUREEFIREITELE Amazon Data Firehose ‘&R R, &7 AN X &R 8
BAHFEATNETERE, Bt , BRNBEFRITESHENNE, KEZEXE RN TN ZE X8
LR AERE AR EEERERNENEXREE,

FH IAM A&

HEENZEF RN ARERFRSMEFRIFirehose BN B REIL |, H BIEMFirehose BB AN EF R
BN BEREIL, BTN AWS IEPEEE#EERZFIRMARRFSE Amazon S3 E#EFH, XEET
L2ERENEKEEIE  MREINZEME | eI =EE RN,

MR, EBRIZER 1AM A EREREN IZR[ME - iw N AEF B EFirehose RV I IER . HEEMA
AR , ETLERAKPEILE (NMAFRNZEBRTRER ) RipEEER,

BXEZER , B2H IAM AFEBEPHNUTER

- IAM B8
- HXNBENERNEE A, NAEFNRS

3K e MR B P #Y BR 55 2R vim 0 25

B AR A 4% 5 P A9 9T LATE Amazon Data Firehose R# TR, BXEZEER |, ST D%
Amazon Data Firehose Y # B R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
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CloudTrail AT %= API {# A

Amazon Data Firehose 5—TRZERK , AidZAF AWS CloudTrail, A& AWS RS Amazon
Data Firehose F#1THIR 1,

BT W ER{E B CloudTrail , BRI LA E [ Amazon Data Firehose X HHIER., K HERW IP #b
e, #RHE TER, AEEERUAREMGFEAEE,

EXEZEER , 55 the section called “(FHI2% T S ##IE Firehose APl A AWS CloudTrail”,

CloudTrail FiF %% API B 130
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I b E3E Firehose ZIE 45

Amazon Data Firehose A LU &HY Lambda BRBUCRE#1E AR EIE H H RSN EIRBEESIBE W
Mo, SBATEAERIZE Firehose B1%AT /B L S HIE Firehose BiiEikif,

BHEFRIRR

H{RJE A Firehose BiE ¥ ¥AY , Firehose 2B &Z ANEKE. EH K/ DMRETRNTTF 0.2 MB M 3MB
ZIE. BRT Splunk A Snowflake 24\ , FiE B #rKYBRIA Lambda & K/MEREH 1 MB,

XF Splunk 1 Snowflake , BRIAHIEHIR R A 256 KB, Lambda &4 EIfRIRRHIBETE 0 Z

900 ®2Z B, BT Snowflake LAAKIFTE B9tk , BRIA Lambda EFEIBRRAAATH. X TF
Snowflake , BRIAWE IR REIRHA 30 ¥, BRFBEHNX K/ |, EFEMAProcessorParameterif A
MBufferSizeInMBs#MIntervalInSecondsig& CreateDeliveryStreams} UpdateDestinationAPI
Y ProcessingConfigurationZ#, A5 , Firehose FARSAABERANENE AT S RAEEN
Lambda B, AWS Lambda #¥iRGHWHIEFM Lambda K% F| Firehose, AfE , HXEIEEMN BR
SMRNBEHERE (REREENE ) BT, Firehose FFH K% E| B #5.

/A Important

Lambda £ BAKRKX ER MK AKX NREIEGN 6MB, BRATEEBLEERNE
HARNNTFRET 6 MB |, F B EBORE HY [ 5t 7 6 MB,

B RARSER

FTERE Lambda HE#RICZE A MBS LTS , FN Amazon Data Firehose £1E4 X LS8 |, H#
FEO BRI KM,

% F Kinesis Data Streams #] Direct PUT :
recordld

EVHAHEIE , 123 ID M Amazon Data Firehose 1£i% %] Lambda, #i#EMidZ 4S8 SMEEIE
% ID. JRIAIEKM ID MEHRIZKN ID 2 BINMRERTE | 07 BIEER K,

BiREBoR ey


https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessingConfiguration.html
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result

DR BIBHIRAVIRS . ATBEMEDR : Ok (iBRAThER#R ) . Dropped (AEEBEHEEFIER)
M ProcessingFailed ( IBREEHKR ) . WRIEFKHIRA N0k Dropped , M Amazon Data
Firehose £IARZIEZRERINLE, BN , Amazon Data Firehose 2 IA IR K M,

=
HHREN BN (£ basebd wiBZE ) o

LAF & Lambda 4 R H R4 :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

3 F Amazon MSK
recordld

EABAEE , iI2% ID 2M Firehose 5% %] Lambda, ##tEMicZ4ABEHEIEHE ID. REEiD
=K ID FEHIDEH ID 2B MRETRTE | [FHE 0N BIE R KB,

result

BRI BIBHIREVIRS. TEEMNENR @ Ok (IBFRATHEHR ) . Dropped (AEBEBEREEFIZR)
M ProcessingFailed ( IBRFTZERKMR ) . WRIEFKAVIRAFOkHDropped , Firehose 2IAN %
IBRERIAE, BN , Firehose RIAN HALE LM,

KafkaRecordValue

HIRENBIEAE ( £ basebd HmBZF ) o

LT & Lambda & 2% H R

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": '"<Base64 encoded Transformed data>"
}

BRRRARA R =
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Lambda &

XEERERT ASIZMER Lamb AWS da ERBCRERIEH Amazon Data Firehose B 7R P A B
=N

EFEREFEHPTANER AWS Lambda

1. E3F AWS Management Console }#TF AWS Lambda #£#l& , MitH https:/
console.aws.amazon.com/lambda/.

2. EECIERH K ARERERER,
3. EBE FERYP , BRXBFEATirehose A E &K Amazon Data Firehose Lambda &,

EE5Ix :

- AERIAFIT % Data Firehose it ( Node.js. Python ) fYig3k
LERRERT MAEA Lambda AWS 2B EH Firehose 2xiE7 A M B IB A E AR B,
¥ AITHH : 2016 F£ 11 A,

KATHREE : To
« KX3A%| Firehose H94: ¥ CloudWatch B &

HEECHFR. BXAEKIAF Firehose B CloudWatch BEWEER , BZRAFEAAEEA
Firehose, CloudWatch

« fF syslog #&3# Amazon Data Firehose BE&icxki#25 JSON (Node.js)
LLERBR T WANY RFC3164 R4t B EB XAV AR REIRF JSON,
R¥MAITHE : 2016 £ 11 A,

RATHH : Fo

EEEHR A AMNERE AWS Serverless Application Repository

1. ¥ 3 AWS Serverless Application Repository,
2. EEMNRAMBENARER,
3. ENARERFBEP, BRXEF firehose,
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https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://aws.amazon.com/serverless/serverlessrepo
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BHAUERERAERNER T 62 Lambda B#., &2 @ AWS Lambda Al 7,

BRI R WAL B

MREE Lambda EREE A BT M ERBT R EXE Lambda AARSI M LK , Amazon Data
Firehose BRIASEIX =X M. MRFAKMK , Amazon Data Firehose fFBkT Z#tieF. BIH
BRI REHINAER IR, BALIEAD UpdateDestination APl EEHBHRE &
I, CreateDeliveryStreamX FItEEFE , &0 LU A IR1E2FXE] Amazon Lo CloudWatch gs #,
BEXEZEE , B2 F£H B SR DB Firehose CloudWatch o

MRIZFHOBIE RS A |, W Amazon Data Firehose £fFZid R R E &

M, ProcessingFailedXy TR IE , B LUEN Lambda B# @ Amazon CloudWatch H&
RFEEIRAE, BXEZELR , S HAWS Lambda FF X & ™ AWS Lambdad #1518 Amazon
CloudWatch B&.

MRHFHIRIW , MAREHIGENIZR2EREIBIE processing-failed XX S3 F%
Mo XEEREFUTHER :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": '"code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

=R EREG

arrivalTimestamp

I 5% Data Firehose W ZIi2 F&AY8TE o

errorCode

Lambda JREIRY HTTP %K%,

errorMessage

Lambda R EIRYEiREH B,
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
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attemptEndingTimestamp

Amazon Data Firehose £ 1t 2% Lambda A A # &t A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaArn

Lambda B #H Amazon BEREZ# (ARN )

Lambda & F B9 5242 B+ (8]

Amazon Data Firehose X33k 5 44089 Lambda @A A, MMRER Lambda HHFERT 5 9
WIEETRK , MESWRILLT481% : Firehose £ Lambda FHEEEAT iR, AWS XN EAEE
et 5 o8,

BXRAEE MRS Amazon Data Firehose £ IIAIAEBWEER | 5, the section called “BiiE
o R W ab 2

R1CF %10

Amazon Data Firehose AILUNFI A R #ERA IS KB R A EEH S3 F#iE , B ERENICFRKE
ERBFr. BULAERIERREH Firchose BN EARICRKEZHD. EEARECRERZE , BT
ﬁ?o

Lambda 18 F B 42 aT 8] 135
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£ Amazon Data Firehose #1715 % X

BAD XEEEESFERABIETNZ (HlMtransaction_id®H ) X Firehose FHHEIEHR 1T
Z9 Xcustomer_id , AREFIRIX L% 4R 0 B I BIE AL 3% B 48 S AYIE I 520 5] 22 17 6% AR S (Amazon
S3) Simple S3 Service BI&RH, XEBEARTHRS ( FlAOLSEHAG, WIHFHEMR, Amazon
Redshift Spectrum ML S ) AJAERZRALN T S#SIFHRBFH TS EE. EERNERRND
#o QuickSightitts , EEEFTHNLEHN AWS Afld |, IR XA REFEEZHE Amazon S3 2
&, Glue AJAMITEEZRMNIZE, HRAMMEK (ETL) £5.

FNEBEHTIXAURZAREHED>HBHOBIESE |, (R sE | HBRIEE Amazon S3 EHITHTE
WH R, B RSN BIENBA LR Firehose Hif& % LA FHIREEHFEMNEEF Amazon S3
P, EXNRBFEBE D XLU#HITET Amazon S3 74T , BEE KT Amazon S3 FREBZEEITHX
MARRE , ARTRFEBERTIN , XA BERIBR,

BEzADKX , Firehose FANSHEBIEXNBEZRIFENEZRPHOBRBEHRITOAE , ARBHAN
BURE BB B Amazon S3 BTk, X#E AL time-to-insight WA JL 2 S0 s JL/N S, 38 AT BARRE B AR H
a1 3R,

&

x

N
-

X

- ATz %9 XH Amazon S3 F#MERIR
- REBENITD X

- [6 S3 L HBIERRMFTHNIT DR

- MABAFEDX

- PR XERLE

- BEZANPIEDX

y

X8

BEMNSDX , BAUURES XENBEHTIX , N S3REFECIRZERBES. 2XRBELSEBGR
BEREEREREE, fl, IREEFERERTS ID MER/MXHEERSE , WAL customer_id
MBEFEREEN —1N2XE , & country WBBEFREENS — 1M oXE. RE , BEREN (&£
AXENEN ) RENGED XBIRICRKEELMEIN S3 FREBEIR,

UTRXFOES XBNGE

DX 136
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- MERFEMT-L AR Firehose B XIFHEI |, BD jo SE4TES , T M JSON BRI BIFCF PR
HAFO2XNEH, Bar, BMMXEEjq 1.6kMA,
« AWS Lambda BE#-1tt A 3EEAIEER Lam AWS bda EEIREEUHIRE 2 XA ENHIEF R,

/A Important
BRBSHXE , BAEDBREES —MAERNBFEHTIX, EUAREHP —MHEK
EESXE , A UENEEXHSE.

{5£ Fl N EBR g AT 132 0 X 48

EFNERBMEENRBENDISIXTE  YAERERES XENBFECRSH , AAESNMEEN
2 XRERM—-NME

DR REIBIFEICRER T IMATESARBINEE 7 X B, FEE , BUENIL Base6d A wmE, &
AL SE CLI =6,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
3,
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

fFlan | BATLLERRYE customer_id S8E event_timestamp SR HREHR T X, XEWREE
ZEFEATRIEEHPMW customer_id S event_timestamp SHWERBEER HEA LD
KH S3 B, BHAILERRESH , IMKRIERXNR .type.device B device, BHHTDXZE
BUREERTZINSH,

Ny XBERRESHE , RSN SHRHFIEHN jg RER. TRETRTSHI jq REXAVRET

S jq T®IER
customer_id .customer_id

A RB AR T D25 K8 e


https://stedolan.github.io/jq/
https://docs.aws.amazon.com/cli/latest/reference/firehose/put-record.html#examples

Amazon Data Firehose FEANGIER

B ja ®ER

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp]| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

EZE1TRT |, Firehose £ LA AFREESRICFHPHIBERTES .
A AWS Lambda B aIE D X

XN TEFFMBHBIRICE , HER JSON 2 AR KSR , BAILERERR AWS
Lambda R FEEHCHEENLRERMFES, BRHERICK , LERIMNMEE S XARHNHEF
R, XRNUBHIR Lambda BT B , ZEHILCE Firehose PAIF, BRI SRR, BT IR E
BEFER , ARERAMEBKN Lambda BB ITHED X,

AR 2 Python H#9 Firehose b R Lambda B , ZEHEBMN A AT HHNSRETEIZHE,
HMiEZFRED XA,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.

f# A AWS Lambda BB 22 X & 138
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# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('sY"'),
"month": event_timestamp.strftime('%m'),
"date": event_timestamp.strftime('%d’'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LA 2 Go #H Firehose #AL B /Rl Lambda BREX , ZERBEBMN @ AZ M HNERIERIEE , HM
ExRFIRID XZ4H,

package main

import (
Ilfmt n

f# A AWS Lambda BB 22 X & 139
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FRARER

t

}

func

"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

ype DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

f# A AWS Lambda BB 22 X &

140



Amazon Data Firehose FEANGIER

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

BT oA %9 X8 Amazon S3 &M HI 4%

ERIEFERT IE S3 478 BFrM Firehose 7Bt , 38 TE Firehose B FA&MBIEN I L% S3 176
o BT LA A Amazon S3 FMEAI R RALFME S3 EHBEHPHEIE. Amazon S3 FEERTLRE
HTFBER, Tt EEUNRNRDAE—E,

BEZASKX , B9 XEHEERIIEEN Amazon S3 BiE. NRELRBASSHX , ME%EER
Firehose fIEE S3 FE@EAI %, ER , MRLBERBHAIASD X , NSAIMIEE Firehose mEL XD
X#IER S3 FEBAIR.

HER RS XKEA Firehose HiH , S3 FM MBI REHE T % Firehose RWIEED XFAN K
BRAK. BRER LENBTEICFERG , EUURELT S3aRE , ZERET LEEXN D XE
HYRIAXNA K

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:device}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuery:hour}/"

Firehose FEZ TR ITE LIRKRER . FEEMARITEDN S3 FIRREXNWIERIAE — M RIEEF, A
J& , Firehose 28/ MNBIEEAERFEEH S3 IR, [ S3 EEBIEEMNIMZER Firehose FHE P
XEBRE, Hit , ZRHIFHIEFFERMBILLT S3 TR :

BFa5 5 XE Amazon S3 i EETE 141



Amazon Data Firehose FEANGIER

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

NFHSDX |, BHMTE S3 FHBITRPFERAUTRIERNEN : | {namespace:value} , H
ar & 22 B A B2 partltlonKeyFromQuery:RpartltlonKeyFromLambda A ARH
. MRFERANRKENTNBEHIECRSXE  NAMIEE— S3 FHRBAIRE , ZEHRUT

BREENRIEXAK : "partitionKeyFromQuery:keyID", MREH AWS Lambda &
BRRBENES X, WATIEE— S3 FHEEBIAE , ZEAATEIEENRENX4A

X : "partitionKeyFromLambda:keyID",

@ Note

B e LUER Hive X RNIEE S3 F@H@EIR(E , 420 customer_id=! {partitionKeyFromZ&
iﬁl:gF_lD}o

BREZEER | ESREEIE Amazon Firehose A Ei#h S3 R E E LAY “J9 B A9k %
Amazon S3”,

REBFENITTX

BRSNS XNATREHE (Flwn , REEIEA PutRecord M PutRecordBatch API ﬂFH':F'
WEANEH, AESIEFR) , EXAMENXERFEHTHR., BAEREAZSIERBRKEUER
&, ENfEMFirehose A IR FH S FHIRE,

ZILRMERATLLRISONKE | XEMREICKHNDEETIESEN JSON MR, BRBAILIRXFE
HDelimited , REKBIERNIEERBEEENEEL ZTRBARTHN. ZEBEXDRFLAR
base-64 mIBH FRF&H, Fln , MREEAUTZRREN BE DB #### , WAHEL base-64 4w
BRNIEEZFHE , FEERN, IyMjIw==

® Note
fRZR A JSON iEXE , BRAREHNMAMNIAZIZEN JSON BRI R, JSON X RAMIE—
Lt RELREHARREEFERIRTH DR (JSONL), JSON XNRIMATEERHH A
LLTREBBAWNRAE : {"a":13{"a":2} and {"a":1}\n{"a":2}

REBENDDT DX 142


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
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UTRERMANTRE : [{"a":1}, {"a":2}]

NTREHE  HEBRAPAD XA, Firehose 2FTicFk , ARBPEEN S IERBRRBEESN
APl B ERE A JSON X RH D BIEFK,

/A Important
MEBEEREH , WAREERXNBERTHERN S RREADED X,

/A Important

HIRIE Firehose RE AR IIEER | HEHBER AN ABR S, & A Firehose BI%
BB T IR F# T4 : fRE > B Lambda #iTHIERR > 2 X4,

[B] S3 1& i & A AN INFT B 17 0 PR 45

FBAIERA “HToRA, EEEHE Amazon S3 XN RHP VISR Z BRI ITORRF. XX
# Amazon S3 FHIXNIRBEH Y. ANRERBERADLSS Xet , XN ER , RAENETIE
M—#0 , ZLERERS (XAENATRERE , AEFEENERTHIZS X ) 2 MIZF M ERER
7o

mAE AR X
B O LLETS Amazon Data Firehose B2 &l& . CLI = APl 3 Firehose BB EZ S5 X,
/A Important

HEEREHM Firehose BB , FREEBAIS DX, BEENERBEADISTXWIE
Firehose B AzIA D X,

BXEBIZEF Fire hose ERER M@ Firehose EEEFHABERANBENIASS XWEMLRE |, &
Z %62 Amazon Firehose 7. H{RFF BN IRE Firehose BEBIEE BFrAT |, BSHIRE “NIRM E

6 S3 & H BiE B R IR 17 2 IR A 143


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
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¥riER Amazon S3ER B iR’ Eo TR TIRIE , RN AT , REMERA Amazon S3 17 B FrY
Firehose BT X EFHB 5 X,

FESEFH Firehose REBRAFZ S XE , B UBEHNFTH 2 XZARMRKEHFNE 2 XZAM
SIMIBRKREAREHEE, EH/G , Firehose T EAFBIZANFH S3 BIRKRAN,

/A Important
£ Firehose B L BRSO XE , ML ETEL Firehose EE E 2R D X,

AT XEEIRE

R Amazon Data Firehose o £ #TI&H Firehose RAMMIEICSR , RELEZRERIEEN 2 X
%4, LA S AAREFIENRAN , MXEHIFECFHEEIEEVNEEANSD X
Firehose FiAf AIIBEM S3 BiXFMMAIR. S3 BIXRFMMWATR I E Firehose ToEZIZEIEE S3
BRPABILR,. XERBRIFERBEHRELEALN. RTREFERN , REHRNRESEEXBRNVESR
LA BhEE SR RN AR R AR IR o

WMRERN I Firehose REAAS S KX , MAMA Firehose FRIETE S3 ERFHEBIIR. MREBFER
Firehose g AR DX , MIEE S3 HiRFHBIR2 LM,

BREPNDSTX

Amazon Data Firehose & & AN RBEEHE —EX DM —EBifE , AEBNEZRIEEEN
i, BAILAERIZ I Firehose ERFEESZEHAX AK/NMEHER , REFEHIAE Firehose IV EF
KOMBEHERE. EBHAXKPHEMNE MB , EFXERWENEY,

BRI XSG , Firehose 2RBEENE RS ( K/NHEtE ) ZAMBERAETELED XL R
AREBFIX LI FAET AN Amazon S3 F#El. T RARAKDWINR , Firehose ERZBEE
BTZ%EH, Hit, —#i2FZM end-to-end R ARER BB AV E IR RATEIN 1.5 %, XA&FME
Firehose B BIEMEEE,

mH D XITHEREMEFXNEFD T ENEH. Sl , MRFESXEWEYVHE I APX , FEE
B—1MERXETEE , 860 ¥R —XfEhH , MAFHEFAE 180 NMNEFH DX, MR Firehose
TEFDXPWBEAER B, NZs XERXNEFXHEANED DX, BERIATMEERLE,

HRFIDFBIEFERMN S3 sIRKRAENF S3 BIRITENHEN , FeIB-—IHo XK. WBNEFHDTK
- NMREFX, EFMEEITE S3 iRNENMNGRICEBHERMIZEPX,
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3

FRARER

Amazon Data Firehose
—BEHMXAEE X K/DREIHE T EEFE , Firehose MARIBR—NIERPXBEFEANR , H
MEAXEIIEEN Amazon S3 B, ZIENRGE , Zo XHNEHXM D XA S /EMER , HMNEH D
X it 2P i ER o

—BHEEBNDXWEHRXK/DNHEE , Firehose ISNBNMNEHAXBFEERNENTRLE, —BF
N Firehose R#IESN 2 XEEIXZE| EFR 500 4 , Firehose iAW ERIZEHMSWEEFIIEER S3 4
XTFHENEIR (). activePartitionExceeded& AJ LA A Amazon Data Firehose R il 3% % BRiEFF L EL &R
B IEIEANETE Firehose Y 5000 NMEH P X, IREBFEEEZHX , M ARIEEZH Firehose
W, HEES D X mEBIXLRAP,

BREFNDDA K T


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Firehose ARG K | A id FER

ENHIEF#IT D% S3 281 , Amazon Data Firehose A] LURFHE Ry A BRI XM JSON %Ry
Apache Parq uet 5 Apache ORC, Parquet 1 ORC FXEIEHRRX , 5 JSON HITRXEXMEHL , &
AFETEAFTREEAERN, MEEZRE JSON 2N ARER |, flMiES 2RE (CSV) REH
LA, AT BLEER AWS Lambda fFE N JSON., BXEZER , BSH BIEER.

T

. ERERBRER

- }%£4% JSON fRRE

. EERITILE

. BRBARTER (258 )
. B ARRAER (AP)

- BRBREREIELE

. BRBERER RO

IEFRARNFHIRER

Amazon Data Firehose EELU T =N TR REBRICZBEHER

o AT EEUE ALHE JSON W F5ILEE — BRI AR ERE W R F5ILEEFIEZFE —H : Apache
Hive JSON = OpenX JSON, SerDe SerDe

@ Note

MEFZA JSON XHEHEHEIR—1BRF , FERAZHMANIUZEFN JSON KX L
o JSON XHHATERBEMBE A

Flan | XREBBEA : {"a":1}{"a":2}

XEEIRMEMA : [{"a":1}, {"a":2}]

- ATBHEMIERZEIENLED : £H8 AWS Glue £ AWS Glue Data CatalogH 812224, &
f& , Amazon Data Firehose 5| B ZE WA EAECRBREEN M ALIE, B0 LAEAER R ZERAE
B Amazon Data Firehose MEHN oM. BXEZEE , HZH (AWS Glue F A EEmM) H
B “4E7 AWS Glue B#EB &7
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
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® Note

7 AWS Glue %2 B R IRN RN SH AIELALE, B0, #RENIEETL
BEPEhREENEE. MREEHHRE JSON | FELMERTHER JSON KiELH
f STRUCT %, A% STRUCT XEAEHE JSON WIES , BSEAH.

- AT He@ HERERRNBRIXEFEER (Parquet 3 ORC ) WFFI{LER — B LUEEFMMPRE

W F5l{tEs 2 — : ORC = Parquet. SerDe SerDe

/A Important

MREZAIEFERNFER , WEEFILS#HEHIE Firehose B #R1RE NI S# OpenSearch Bk
%5, L5k Redshift 2% Splunk, /8 AKNEERE , Amazon S3 &/ Firehose B W LAE A
HOME— B By it

BNfE IR 18 F & X E| Amazon Data Firehose 2 BISC R 7iX i85 |, th Al AR BIRIE R,

% JSON g

SerDefIREHH A JSON BT XA ETEE |, 1§%E OpenX JSON :

yyyy-MM-dd'T'HH:mm:ss[.S]Z' , EF/ & ZE 9 11 , Hi
W :2017-02-07T15:13:01.392567Z,

yyyy-[MIM-[d]d HH:mm:ss[.S] , EH/MBZZE 9L , Hila0 : 2017-02-07 15:13:01.14,

- ¥, UL xR R , 0 1518033528,

®, ALK, HlW: 1518033528123,

%
« FRY , ULxEXKR, Hlw : 1518033528.123,

OpenX JSON SerDe AIAFAI R (.) HBATHL (). ©REATBEX JSON i 1T R BITILAT
FHEHERRNDE, EXRFHLEEN Amazon Data Firehose IRIEHETNESZER , ESH
OpenX, JsonSerDe

WMRRFHEEEFEB N FSILRR , FEA OpenX JSON SerDe , BRIFRBER X FHFHBTEIE.
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https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
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MRSV RBEES 2R ENEXTRE , &M Apache Hive JSON, SerDei&ZILiFHEE ,
BAEEEFRANERER. Nkt , HEE Joda-Time DateTimeFormat X FEZFEMNERNIE
t. BXEZER , 153 DateTimeFormat,

R AEFASERE millis KB EE (ZW , UL RT ) . MREREE®ER , Amazon
Data Firehose ©java.sql.Timestamp: :valueOfBRIABEAZE R,

Hive JSON SerDe & A 1FHITUA TIRE -

« JIBHFHTR (L)

« AR uniontype WFE,

- BPEEHFEREEET JSON FHFHENFR, Hln , WREHZ (EH ) , ™ JSON
={"a":"123"} , Nl Hive SerDe &4 H&i=.

Hive SerDe T2 FH#iER JSON BN FRH, flw , MREH {"a":{"inner":1}} , BT 2F
{"inner":1} M A FERFHE,

EFEEBITLER

ERENBTRBRTENLZER, ETHBEXREXANFINFETMNESZER , i8ZH ORC
SerDe # P arquet, SerDe

RHiRH BRI (2HE )

ﬁ'JE:EE%ﬁ Firehose Bt , JAERFI & LB ABERN KR, BABEEIEKIRE , Amazon
3 BB LA Firehose BIERELEAIME— B AR, LA, Fﬁﬁﬁiﬁ’é}ﬁ&ﬁ RENER Amazon
S3 E48. 182 , Snappy EHLERN BaRRIEN —3B25 B3I## 1T, Amazon Data Firehose
EAG|REFAR Snappy 2R &R 5 Hadoop B, XZ "ik# I&TILAE A Snappy E4RHY
ZERHTE Athena P X LEBIEZEITER, BX Hadoop FIEEIEY Snappy BNEE |, 85

% .java, BlockCompressorStream

E N IIE Firehose 78 AHEHR N &k

1. BFHITFF I 5 Data Firehose #£#l& , Wit A https://console.aws.amazon.com/firehose/,
AWS Management Console

2. EEEFEHH Firehose BEE , LB ZRHANT RGBT Firehose Bk, €% Firehose E%
3. HEHBIEEEAT , HicEEAEBRIRENCEH.
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
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4. ERIENREHER. BXRXXFAMEINESER , 15 Apache Parquet # Apache ORC,
5 #%FE— AWS Glue £ , I ENRIERIEEEY, REXE, HEE. RMKREAK,

R AL FKE (API)

R YR8 1k Amazon Data Firehose FFYREV i ABIEHE M JSON ¥ Parquet 5% ORC , 87
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 # g A
% t%E, DestinationUpdatefl R 1#&$E DataFormatConversionConfiguration , N3i&E A LA TR -

« 127 BufferingHints , 21R /B AIEFE RN , MFEESizeInMBSHERE NN TF 64, LI, IR
AERAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

« {RFCompressionFormatiE extendedS3 DestinationConfiguration 3 extendes3 Hi% &
#. DestinationUpdate UNCOMPRESSEDCompressionFormat BIZRIA{EN UNCOMPRESSED,
H it , # A LAE ext en DestinationConfiguration dedS3 R ERB R RIEE, BINER
T , BB Snappy EERENBTILEEN -2 B2 ES. Amazon Data Firehose
EARFIRERAR Snappy ERIERE Hadoop A . XEWE , BAILAER Snappy E4H
£ R HE Athena AXTIXERIFEZETEM, B< Hadoop FIkHBiIHY Snappy BLEREN |, S
7].java. BlockCompressorStream S B H{T{LERET , WA LUERHMERNELSE.

ICRME A R IR E

% Amazon Data Firehose To &R R FLIC RS (Fln , HHBPBSREATEER ) , EaERE
RS HEE A Amazon S3, MR LLE A KM , Amazon Data Firehose FKIEEis , MME L —F
Rt WFH/REMKMIEFE , Amazon Data Firehose A ERA U TEMEE — JSON X4 :

"attemptsMade": long,
"arrivalTimestamp": long,
"lastErrorCode": string,
"lastErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,

BB AL (AP) v


https://parquet.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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"region": string,
"versionId": string,
"catalogArn": string

}
}

I FRAE AR RAI

BxuAEAIREIEZERERN RH AWS CloudFormation , i§5ZBAWS:::DataFirehose:
DeliveryStream. o
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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{# & AT Apache Flink I 2 EE RS

& Bh Amazon Managed Service for Apache Flink , 2 aJ LAfEf Java, Scala = SQL R4 F 25477
BiE, ZRSELEBHNRFERENZITRE , SATEREFI 24 | 155 S 42 &l AR A o 2 st e
=178

BXREERAT Apache Flink WL S L ERSERN B , TSR RH . BEAN ZEEIE Fire hoseo

FEARGIH | B[ AIE— Apache Flink B AR , ZBARF U Kinesis BIERERNR , &
Firehose TRIEN#ZEKER. B U AZEKERRIE Amazon S3 EEFRARFNMAE,

e al , EIREFFFEN ERFM

&M T Apache Flink NREFNEERSHAH
- TR EREMN

151


https://docs.aws.amazon.com/managed-flink/latest/java/get-started-exercise-fh.html
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#getting-started-components
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#setting-up-prerequisites
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T R O EE Firehose IIE(E

BIRRIEFEW Firehose EEfE , 2 BNEEIEEREN B .

/A Important

WMEFE A Kinesis Producer Library ( KPL ) J¥#IEE A Kinesis iR , WAILMERARE
kEHEAZ Kinesis BIERNIZ R, MRIEHEFERZEIERIEN Firehose BIERH

SRR , Amazon Data Firehose £EfFIEREEZ BRZ oI H#THRLE, WREF
Firehose FELE R F#B3E , Amazon Data Firehose & 7EfFIE FAA X R 2 g3 E 1T #ER AL
B, AWS LambdaBXxEZEE , HSH (Amazon Kinesis Data Streams FF X A R ¥§r)
B9 A Kinesis Producer Library 7 & Amazon Kinesis Data Streams Producer M# TR &,

£

- EEHEARER

o THRBIEERIME

o EBBRTEEIELK

« B & Amazon S3 X RBIER

» 71 OpenSearchfR& i E R 5|8 #

o THREEE AWS JIK /= A X B9 BL xR
- EENIER

- 1=} IXE Firehose B

Bl E B R RS

T @ISR fE B 174 IR SS (Amazon S3) Service & HEIE | Firehose £1B#EIRMY Firehose iHY
EHmMEEESFZEAILT. RE , FiEFRERN Amazon S3 XKL E Amazon S3, BIAER

T , Firehose EZHHIER T HE A2 RTF. MRELSEBELRF2EFERTNTORE , WA LUERE
Firehose £ HI BELE D APl S8 18 AiXThee KA M 1T 2 B &

A 7 [a Amazon Redshift £ E3E , Firehose B 5t 1% B8 8] [H 18 IR BV #& NAG4E A BUIR(Z X BIVREY S3
7. SRS , Firehose 2% H Amazon COPY Redshift 545 , JFEIEM S3 FE @ MNE 2T 5%
Redshift T fg & S8 = & # Redshift ITARSS 88 T/EH ., H{RTE Amazon Data Firehose %/ M&E AR

BEREERER 152


https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
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FEREE Amazon S3 XN KRG , AILUFT G S3 M REFHIZIZRH Amazon Redshift i fl B £ &=L
O Redshift TIRE 8 TEA. EXEZEER |, 5 Amazon Redshift COPY i HIER NS,

79 7 18 OpenSearch BR% # OpenSearch TohRS2R1& M I , Amazon Data Firehose 2RIEERHY
Firehose iV EHELEREB HFEANIER. ARG, E2EK—1 OpenSearch fR55 = OpenSearch o

REEFHEBIER | FZHKICHEEKSIFEH OpenSearch FRFEE S OpenSearch TIRERES. T
12 F& £ 3% 3| Amazon Data Firehose Z 81 , BHEENIERER UTF-8 RIEARFEL N E4T JSON X
R, WAL, HIUF OpenSearch fRFEE M rest.action.multi.allow_explicit_indexi&In

RERN true (BRIN) , TEFANBREFRENIERNRSIKREZHEEFER, BXEZER , HSH
{Amazon OpenSearch & K EEmM) FH OpenSearch BRSELE S ST,

7 7 [ Splunk & 5#EI#E , Amazon Data Firehose £ EB X IENZFET ., MREEENBERERA D
[REF ( MIRTTHR ) , BUTMBITRAXESRAEF. BARN Splunk Bt & AT EM LK 2 A

ENZTXEFENE=ZFRFEEBHEN HTTP Ik S EREBIER |, B LIEHERKB Amazon Lambda
RERNE—NEE , FEARLRZERNSRSEAHEXTHANEXCEHENEN, BRALERH
HTTP i REN B E=ZF RS IEMEE , THRAXMINESINIEZERANESZELR,

T [ Snowflake £ #%dE , Amazon Data Firehose £ NIBE P EIE—#4 , HEH Snowflake
F L5 AP IRENEIETE A Z Snowflake, BRINVER T , BIEANIEEZEBWH AR HERE
Snowflake &, FEZEHITHEAWAR , Firehose 2K H—4 CloudWatch £ , A TEHEFHFERRK
E| Snowflake FRTEZR VAT E], Firehose B BI{X Z#FHE /N JSON B ENIERERNE , HEFTXEF
JSON ¥4, BRENMAABZZRERN JSON XK , HEKRNIER , FEEAHIANNES, 55
W LFHF

T R E AR AR

§ Firehose Bin#lA EENKELHAE, BXESEL , B5H THRETET.

A0 T8 BUARAR 3K Sk W
/> Amazon Data Firehose B #¥r#0H8 B C W EIEL WA M E 5%,
Amazon S3

B S ERBNBEARTRE2ATRELRRAMAN,. flM0 , ZF#BAIEDTEE , Amazon
Data Firehose 1EH) IAM A€ AIBET A H B X 7B, NELMBERELSEH4., EXTER
T , Amazon Data Firehose £3F& Fid Kik 24 /Mo , BEEIR M I, Amazon Data Firehose #J
EKBIEFHENER 24 /Dat, MRBFEEBMAMES 24 Mot , BIEFEKX,

T R 153


https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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Amazon Redshift
X FIL S # Redshift B#r , A LAIE B2 Firehose B IEEE AT (0—7200 # )

FFBIEE B E] Amazon Redshift B &£ & 5 Amazon Redshift Serverless TR , AJRESE LA
TIAANRRAMmMEM. B0, BH Firehose EREMNEREE A ER, SHFTEHLTEPR
A, RENEHNHE, EXFHERT , Amazon Data Firehose & 7E 38 E KB 81 ER A E it FH B
ZAEEHRRH Amazon S3 W R, BN RPERLQLUFE XN E RN L MEEN S3 FHEPH
errors/ XHXRW , B URAZEEXHH#HTFHEE, EXMMAERFREXHF3 COPY
ENEER , BSRERSEEEREX.

Amazon OpenSearch iR% # OpenSearch7C iR 5585

¥tF OpenSearch Br55 1 OpenSearch LRSS 28 B #x , LA LAFE Firehose EECIZHERIEEER
BF4eatiE (0—7200 ® ) o

HFZMER , EEA OpenSearch FRFEE S OpenSearch TIRFEBFESEZMBETEL KM,
a0 | B8 Firehose i Al BETZ1E 45 1R Y OpenSearch RS E & T OpenSearch TIRZ[ESE
B, OpenSearch [ETE4EH HIPRSS E£8F OpenSearch i LIRFZEFES. WEBERELUEH., £X
M1ER T , Amazon Data Firehose 2 EHEENRNBIBEAER , RAERITZBENRESER. I
XA EEEIEH S3 F#EMEF M AmazonOpenSearchService_failed/ X#HRA |, & LAF]
RAe#TFanEE,

XFF OpenSearch fR% , BNXHEEFLLT JSON %X :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

X} F OpenSearch TohRSEE: , BN XEEXALLT JSON %3 -

REBBIEZIE R 154


https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html
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"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"

}

Splunk

% Amazon Data Firehose [ Splunk KAEZIER , ©2%4F Splunk BTN, MREXEHIR , IE
WIAKREWIABETETE P E)iE , Amazon Data Firehose & B Eid 4L at A1 588, BT E
i®, BEREiRFEREEH, /5 , Amazon Data Firehose INAX 2EIEE M AN , FHEERH
BB S # S3 F N,

)X Amazon Data Firehose [@) Splunk KA IER , TIERYARAZXERER | FLEFBHRIA
BT EEE. ARG , F1F Splunk BIHTIA, BIEE RSB H , Amazon Data Firehose i&%

FHEIA , ERWEIFEIASOAEIFEIAER L, MRBEIAER , Amazon Data Firehose 2@t TR ZE L
BEERITHETREEERRNE., WRERRNE , CEERXERAEEZEE , BEFKREH

NS EE A E 2 EIH,

ABEWIAFH TR ATRHANME——RBIRERER. AXREMARENBECRERNER , BS
) Splunk HiEEHHEIR. MREHBFEMEAT 0, EABRECHERFIMEEREE,

THER - MEIRIEFETRO.

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in
Amazon S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjEQIDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMZIE

"EventId": "49577193928114147339600778471082492393164139877200035842.0"

WABBIEEERK 155


https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors
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}

HTTP i< B 4%

% Amazon Data Firehose 8 HTTP &A1 K B i A EHER , LS FZBE RN, REE
fEiR | 2B W RS 72 e 788 B B 18] N B3% , Amazon Data Firehose & B3l B FLntAitHEE. ©
FAMER , ERERISEt A, 25, Amazon Data Firehose AR X 2 IBEH LK , HiT
BIEZHBENL D S3 7.

)X Amazon Data Firehose [ HTTP KifT K B REIER , TRERVAZERERER ,

o EH BB T EER. AF , EHERB HTTP WA BRI R, B E i 1548 |

HY , Amazon Data Firehose h& &R , B2 UK EI 10 57 5555 2 0e RE AT 9 b, 20 5209 B8

B , Amazon Data Firehose 2# TR EUBEE X IT BB P REEERRINE. MREFNE , &
BREAAEEZRE , BEFREIMNSRBEES AN E ST H,

AR BINE R H T RME— AR R ENBFEEMEIRLE, AXAEMRENBECAERNER B
B9 HTTP i SEFEE B IR.

o

THER - MERIEFETRO,

{
"attemptsMade":5,
"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",
"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",
"attemptEndingTimestamp" :1594266081318,
"rawData":"c2FtcGx1IHJhdyBkYXRh",
"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

}

EWENH

3 F Snowflake B#x , 812 Firehose BB , WA LU E MLEK FiXF4ErTE (0-7200 % ) o
B FEaENBRIAER 60 B,

@ Snowflake REBMBMIBE AL XK , REERZ , M0 Snowflake B FRELERIEH,. Snowflake
B, MEHEEZ, ERBETERATAIERNEIR, w0, MR Snowflake B 7 TR —7l
MIEL 7 IREY JSON B E , FBA Firehose MAALERBARNE. R , ELAFMEREN

S3 HiIRTFMEMMAY JSON ME[EBM S BV IEA XM ER 1D
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https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-http-errors
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B, IRATACR, RIABFPEHERMEIARF LM , Firehose TLERFFHRFEEALZHN
S3 FEM. EiXIFLEAMUER THT Snowflake BRFRIE, G MEHESS B AR, FiX
X4 , Firehose 2EREENFENBAER , AEBFERNE S3. KM IEREEHE
snowflake-failed/ X#FR e | & 0] AE FiZ 3044kt 1T F ah EIE,

LT RIEEES S3 MEFRIZFEA JSON REl,

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type
AUTOINCREMENT, IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1lIHJhdyBkYXRh"

fi @ Amazon S3 R EZHER

% Firehose @ Amazon S3 fZHIBIER , S3 N REZHLABMERBU T |, <evaluated prefix><suffix>
HAPERHWERXN <Firehose stream name><Firehose
stream version><year><month><day><hour><minute><second> , <uuid><file extension><Firehose
stream version>8 E X Firehose VB ER X8I0 BT LLE K Firehose RELE ( Hl40 , S3 FHE AV
B, EHIRR, ER/MNE ), EOLUEER Firehose ## 4] A 5 UpdateDestinationAP| #24ERSEH Ikt
=

¥t F<evaluated prefix> , Firehose £ AR T BRIABIR B BIZR. YYYY/MM/dd/HHIL BT R TE 76
MPREBEBREREN , HPSANERT () EREREHFRE— M5, BUBLEESTEEET
MITENREXNNEELERREALLEE, BXINABEBENIRNER , HSH Amazon HE
EHBRSHNRN B ENLHR.

BIABRT , ATHESRNERWNXEA UTC , BETUEHERXNECERWNX, flin, B
FEH BARERBEMmMAR UTC , BTEAE AWS Management Console 2 APl 28L& () PR XEE
ALM/ZRIE. CustomTimeZoneld T3k B E Firehose X iFH) S3 Al &R EL & KY AT X,

Bt X

LA & Firehose X##) S3 s BZE BRI AT X 5K,
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Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan

Bt & Amazon S3 W R B FHE 161



Amazon Data Firehose FEANGIER

Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
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Australia

Australia/Adelaide
Australia/Brisbane

Australia/Broken_Hill

Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara

Bt & Amazon S3 W R B FHE
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

<file extension>BRIk 2/ , BREERERFER. BRABERNKRBESRSS |, Firehose FHFRIFEE
My B&. T&RiIHEE T Firehose MMM BIAX G RS :

BE X RA
BREEAKRR XKEE | EIAESHIR
1 AR

BIEHNER - ORC .orc

E4% - Gzip 9z

E4% : Zip .zip

E4 : Snappy .snappy

E48 : Hadoop-Snappy -hsnappy

S&IE A LATE Firehose #2#IA8H API FIEEEHCEXRNXHT BB, XHTBREBELTAUAGR () FFX
HEAUSERTFHNFR : 0-9a-z! - () XU BETHEET 128 NERF.
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® Note

HIEEXHY RER , ©fE % Firehose /8 ABIER A HIRHER MMM N4 R
Bo

79 OpenSearch R FHLE R 5| 5 iR

Xt F OpenSearch fRFE#R , BAUMUTEMNET 2 —HIEEE T EN RS RIRE
I : NoRotation, OneHour, OneDayOneWeek, z{OneMonth,

RIFFIERFNERIRIEDT , Amazon Data Firehose £ UTCEAR B EH — B0 M NEIERIEEN RS A
Mo FHER R MM BEZE. SLTREERT S OpenSearch ervice REN R 5| B IRIET 4 K
MRBIEH , EhiEENRBIZH A myindex , FIXETEBEN2016-02-25T13:00:00Z,

RotationPeriod IndexName

NoRotation myindex

OneHour myindex-2016-02-25-13
OneDay myindex-2016-02-25
OneWeek myindex-2016-w08
OneMonth myindex-2016-02

(® Note

£/ OneWeek LAY , Data Firehose 23X <YEAR>-w<WEEK NUMBER> #& = ( {40
2020-w33 ) BEIIERS| , ERAKRER UTC NREIHRFEUATEZEERGITEDN !

. —AMEHEFH
. —ENE-—BAREX—ETASERANE—F
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https://docs.aws.amazon.com/firehose/latest/dev/record-format-conversion.html
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T HEES AWS K P A3t X Y Bl = 150

Amazon Data Firehose X31F#E AWS Ik [ HTTP KT S BfERHBIE. S&BENEHFN
Firehose i fl HTTP im R a] AR TR HY AWS K,

Amazon Data Firehose 2 X 55 AWS Xigim HTTP KinT 2 B AEIE. SLLEHEMN—INX
H K Firehose FAEH#EI 32—/ AWS AWS XK HTTP Kim T 8o BIE AT LU EIEM Firehose g
A% AWS XK HTTP KT S B45 , HlESE HTTP in S MR ERFFEE M | NEIE
FREEECHNARRSSR. EXEERT , ENERHRAENFANEERA. BXEZFELR , B

ZRA'REEN THEHPHBEELZ RIS

EEMIER

Amazon Data Firehose ] at-least-once & L {THEE R, EELEBERT , Al HBIEEWEN
B, NRFEARBIEERBERFLET , Amazon Data Firehose & X ERAIGEQSIAEE W, XEM
F I S 3IE Firehose XM A BFREHE,

== H WK E Firehose E 1%

RIE Firehose /5 , MR A ABERFFEEGIEZ B, REIRBRENRATANER (5
W, EITRIESRERR ) | BURFEGNEFEHRESRE  ATEFUEBRTRANRE, TER/LT
TRTRERE

/A Important

HEEATRG EEEMNREEREN , EREEEZE  L2BFIRIBFIEFEEIEE
Amazon S3 HHVEIRFHE , MARBERSAZLECETN BN, XRZFENEHARRYE , 2
FIARERTER , RENELEBREFESREREREERET BN , BRI KM,

T fi# Firehose H0{aJ4b I 324+ 5k

1Ei& & Firehose 7kt , X FiFZ B M ( HlE OpenSearch Splunk 1 HTTP KixT R ) , BEAIE
BE— S31FMENE , ATRORERIFSHEIE. WFEFM T & Firehose WMTE R T & M ZHEIE |
BSRBEEHABLIE, BXUMARFIHRNBRUZHRERFTHEEN S3 EERBNESER | 18
ZF B F Firehose Xf Amazon S3 BFrH 17 RIXPR. 2 Firehose (a) TEFMHBEIXEFREIF , UK
(b) HFEMAMMITENBEEARSD S3 FHEN , EXRLLEEREH , BEEIRET U EHE
BB AZH S3 LE.
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https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#retry
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-s3
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%7 {Z Firehose B

E7£ Firehose FEEEBEH , B LB Firehose FEEMAMETBE A S3 ZHEMNNR. Hian , m
RIGEEET A OpenSearch BFRrH Firehose B , N LUESEHNREKEM, EXEZELE , B
SR EF Firehose 51722 # OpenSearch JRSS B FrHI R

B s3:PutObject #REM "Effect”: "Allow" R , HEXFMN—FKIEG , ZIBAXNATEH
KMARHEY S3 FEMH s3:PutObject RN Effect”: "Deny" PR, ETX , XIAEHEHR
¥R (B30, <) B #5 OpenSearch Mg ) , HEBER Firehose EA BIrIINPR, EEFHEME At
B PR |, iE7E “BFA Amazon Data Firehose 2§15 RN R” A EFEEZHN B NI D . THRIXAMRE
J& , Firehose fHZ L& EE |, fRAT LA Firehose BICloudWatch $EFrBEIT M2,

/A Important

£ Firehose R E FEERT , %Eﬁﬁﬁéh‘mu}? ( Blan , #£ Kinesis Data Streams = Kafka
NIEERSH ) Eﬂgﬁﬁ%ﬁﬁ BEERERERFFEBEBERHBER L, MRKFRR
DirectPut , Firehose fFR B ##E 24 /J‘HTJ‘o MREBERFEE TR 2R MRERHELZ R

&, N REHFEER,

% & Firehose Ei%

EMELE  BEEMEZINEBBERAMNER , AERITFEREBRHBR Firehose B
BEEEETENM, ETXR, ERZIXNNAT S3 FHBHNRAEHER , AR M0 XBMEH,
E 2 , MA s3:PutObject #4E "Effect”: "Allow" BIRR , HMIER s3:PutObject #
{ERY "Effect": "Deny" NXIR , &M S FHBMATEHLAMMNZE. &/5 , £A Firechose Y
CloudWatch $E/R# TIEIE , UBIAERCREZ BN, EEFHRANEHTHELER , BEAE
T Firehose Byl 5 # CloudWatch HEKE,
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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FRARER

5120 O @b B 3E Firehose

1

0N

A LAE A LA T ThgElS # Amazon Data Firehose :

ES ]

CloudWatch 23R &{E32

fEAER G I% 3 3E Firehose CloudWatch

15 R S 348 Firehose BY CloudWatch ¥E#x

fEA B E %2 I% 3 AE Firehose CloudWatch

RS # 3 3E Firehose B CloudWatch A&

1542 Kinesis XV EZITIAOR
5 A x5 #3E Firehose APl A AWS CloudTrail

CloudWatch ik &{Ex ik

EUTEFRBEEHRES (&K 15 24 ) B0 CloudWatch 1R :

DeliveryToS3.DataFreshness
DeliveryToSplunk.DataFreshness
DeliveryToAmazonOpenSearchService.DataFreshness
DeliveryToAmazonOpenSearchServerless.DataFreshness

DeliveryToHttpEndpoint.DataFreshness

A, REETUTERBFERENIEER,

« IncomingRecords (Sum per 5 Minutes) / 300 #ZJf RecordsPerSecondLimit B%

IncomingBytes (Sum per 5 Minutes) / 300 #2if BytesPerSecondLimit B4 tk,

teo

IncomingPutRequests (Sum per 5 Minutes) / 300 #if
PutRequestsPerSecondLimit BZ L.

RINBVUERNBELZHBERN S —1NEFRR ThrottledRecords,

CloudWatch 3k s {£35 8
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BREBEHA ALARM RENHTHEHFENER | FSREES R,

FERAIEFRIA 2T T w3 FE Firehose CloudWatch

/A Important
BES LSBT B N FIA CloudWatch fe4r /8 AR , UERERIEIR,

Amazon Data Firehose 51 5 CloudWatch 18#r&ERK , RULBAI LAY E, EF M DI Firehose EE
B CloudWatch¥g#r, Hltn , Al IncomingBytesflIncomingRecordsigsr , LABRERMEIE
4 X &R ELE] Amazon Data Firehose B #iE,

Amazon Data Firehose &% b I EE 1 & # — X CloudWatch ¥E#5. B2 , MR E AT R L IF4L
L8, N EZE—oHiERPE2BRH TN, XEE N CloudWatch IEFRZ2E—DHHM
Amazon Data Firehose SC /Y,

A Firehose BEEWENIERR R TN, BX Kinesis REIEMNESER |, 825 EIZ Kinesis K3
BT

£

« AL XIEFR CloudWatch

« BIEE S CloudWatch 4%

- BIEREUER

+ API %l CloudWatch BY354R

o BB CloudWatch $§#x5

+ CloudWatch HEMERISHR

« #X1LEAL CloudWatch 1E#F

« PRZERUR % (SSE) $E#R CloudWatch
+ W53k Data Firehose By R <

« WO #KIE Firehose £ EEHr

A2 X$E#r CloudWatch

MEBRATHASKX |, Nl AWS/Firehose & ZE B2 LT 1B,
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https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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B iR

ActivePartitionsLimit ERBREAEREREMHE 2B |, Firehose AL HR K
SEE O X,
BT iR

PartitionCount EELENS XE , HEES 2 X, hHFE 1 MoK
T ERBR & 500 ( BRIA ) ZBZE1t,
B itk

PartitionCountExceeded WERERERAELE T P X1tHREH, BERAERE
#H&H 150,

JQProcessing.Duration IRE7E JQ Lambda BEE 1T JQ RXXFTTERIATE,
By ER

PerPartitionThroughput RABINXERELNENELE, SR EREB KGR

N EHNELE,
#{y : StandardUnit, BytesSecond
DeliveryToS3.0bjectCount FERIEEERAT S3 FHEBHIXRE.

B it

IEE 5 CloudWatch 18#r

AWS/Firehose @& ZHBFE AT RS R IEIr. WREFE

BackupToS3.Success., DeliveryToS3.Success, DeliveryToSplunk.Success, DeliveryToAma
% DeliveryToRedshift.Success WFIE/NME TR , XHAFTRREEHIEE XK. Amazon Data
Firechose 2BEAZEHIR , A HEICFRAIEEIEERN BIr& D S3 FREBZAT 2@ B3,

F
« %%t %l OpenSearch k%
« 3X14%) OpenSearch T R 25

« f&£# %] Amazon Redshift

BIE& % CloudWatch 1§45k 171
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FRARER

- {25 %] Amazon S3
- BELiEE Snowflake
« &% Splunk

- £HE HTTP W

1% % 2| OpenSearch IR

R
DeliveryToAmazonOp

enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

iR
EREERNBEEBRAZES|Z S OpenSearch ervice H1F T 8,
By P

T B¢ #E Firehose A& & EIERKH Fig ( N AL S #h
Data Firehose I 7E ) . FAER L FRMVIZEREE R
# OpenSearch BRZEBI T,

By ¥

EIEER BN A OpenSearch RS E 5|18 KB
B H
BIBEYR5|IWiEFEBELEER RN IEREHK.

EIEERBERRERE Amazon S3 HF T, RE LR
FAFE X B A& %Et , Amazon Data Firehose 4% H
[lig:=2 7

B itk

U S #E3E Firehose FixE BB R FR ( Wit AL S
Data Firehose EJH7E ) . FAKRTFHFRVIEIE/LE
Bl S3 k. REHMRNMBEXHEAZ AT , Amazon
Data Firehose F £ & tH it fE#5.

B R

BIE& % CloudWatch 1§45k
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E¥R HiR

DeliveryToS3.Records EIBER R RRNEEE Amazon S3 WiExkE. RELHMR
NAE RSB A& /e, Amazon Data Firehose &%
[lii=f 7N
BT T

DeliveryToS3.Success M IhH Amazon S3 put &35 2 M LLFTE Amazon S3 put

BEHNEMN, TR ALAMH AR HERNTE
XH4E A% , Amazon Data Firehose 8% 4 % H k15

Fro
DeliveryToAmazonOp S HRIE/RNEIR. BIE OS/ES £FH RN AR,
enSearchService.Au e _ "
thFailure 0 im)ﬁﬁl'ﬂfﬂo 1 %m%ﬁgﬂﬁE%Mo
DeliveryToAmazonOp ERBIE 4 EIR, BIE OS/ES £HXBEMNABNIR,

enSearchService.De

RE AR T 7
liveryRejected 0 RTKAE. 1 R7ERKRY.

32+ 2| OpenSearch RS 28

E¥R #HiR
DeliveryToAmazonOp I ERNT B EX 3R 5| E) OpenSearch Serverless By F 17
enSearchServerless.Bytes o

B 2
DeliveryToAmazonOp I 53 #E Firehose A& & EIEFKH Fig ( N AL S #h
enSearchServerless Data Firehose EII1E ) » FAETXNFIRVIEREBE X
.DataFreshness J% %] OpenSearch Serverless,

By ®
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FRARER

1R

DeliveryToAmazonOp
enSearchServerless
.Records

DeliveryToAmazonOp
enSearchServerless
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchServerless
.AuthFailure

iR

B ERT B ERM 3R 5] B OpenSearch Serverless BYi2 %
o

B ITEK
RIBEYR5|IWiEFEBEEEZRNIERERK.

EEEMEBRNERHZE Amazon S3 WET ., RAEHLR
RNAFE X RSB A& 8t , Amazon Data Firehose 4%
[lig:=2 7

B4 iR

I G B 3E Firehose RER & B IC R ER ( MNBEATL S #
Data Firehose E|I1E ) o FAKTIHFRIIZRKE(ZIE
E| S3 ik, REHAMRNMBEXHEEAZ AT , Amazon
Data Firehose F & & tH it fE#x.

B4 B

EIEER B BRRERE Amazon S3 idFEH. RE LR
FATE X B A& %Et , Amazon Data Firehose T4 % H
[lig:=2 7

B itEK

M IhH Amazon S3 put &35 B M LLFTE Amazon S3 put
WEHEM, TeRNAEAMHNEBEAROERNFIE
X453 A& , Amazon Data Firehose A% & & H b 15
FRo

FHRIE/ENER. BiE OS/ES £HRMANAENR.
0 RIRBEE, 1 RAFHRIERW.

BIE& % CloudWatch 1§45k
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1R DU

DeliveryToAmazonOp ERBIE 4 IR, BIE OS/ES £HXBMNABNIR,
enSearchServerless R _ .
DeliveryRasected 0 RFRAFM. 1 RFAREK.

&£ %2 Amazon Redshift

E¥R iR
DeliveryToRedshift.Bytes 5 E AT B ER N & /%) Amazon Redshift By F 15 #,
BT TR
DeliveryToRedshift I8 E R B ER N & /%) Amazon Redshift #9128 .
.Records .
BT TR
DeliveryToRedshift X I#Y Amazon Redshift COPY @ B FAHLLFTE
.Success Amazon Redshift COPY ¥ H EH,
DeliveryToS3.Bytes EEERRERRNERHEE Amazon S3 HWFTT#,
B FH
DeliveryToS3.DataF I 5 ##E Firehose R B IE K FEHR ( M AL T
reshness Data Firehose BIIMTE ) o FAKRTFRHERWIERKEELEE
S3 EFiEH.
BB
DeliveryToS3.Records EEENRBERNEHE Amazon S3 HidFkH,
BAT TR
DeliveryToS3.Success M Ih#Y Amazon S3 put a5 B MAELEFTE Amazon S3 put
ﬁ%ﬂglg\ﬂo

BIE& % CloudWatch 1§45k 175
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B HiR

BackupToS3.Bytes EIBERRBERRNEHE Amazon S3 #ITRBHETH.
BRI S3 & /E , Amazon Data Firehose 2%
L IEAR.
By it

BackupToS3.DataFreshness I S #h ¥ 3E Firehose P& BIEFHFR ( M AL S

Data Firehose ZIITE ) » FAETFHHRWIERECEHA
#| Amazon S3 F#EHITE R, BRANLE® S3 &4
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S3.NoSuchBucket

S3.Method

NotAllowed

InternalError
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yDisabled

HIRHENER

“HAEREN AWS KMS B4, MRIRERNRIRIANERE AWS
KMS ZEAMERN AR , FREXEK AWS KMS ZHNIKS REHM

"The KMS request per second limit was exceeded while attempting to
encrypt S3 objects, Increase the request per second limit."

BXEZER |, H5H (AWS Key Management Service FF X A fi ¥
Y HEIBRE,

"Access was denied, T{RFTIZEH IAM A BHEEERE L F Amazon
Data Firehose E1ZA€® , FHEH R KK A FIHA S3 FHE. ~

“IBRHY AWS kP FERBE , SBBREFTERIITER . Contact AWS Suppo
rt."

"Access to the account provided has been disabled, iBEEBKR S AWS
upport, ”

"Access to the account provided has been disabled., iEBKR S AWS
upport, ”

"The account is not signed up for Amazon S3. Sign the account up or
use a different account."

"The specified bucket does not exist, Create the bucket or use a
different bucket that does exist."

"The specified method is not allowed against this resource. Modify the
bucket’s policy to allow the correct Amazon S3 operation permissions."

"An internal error occurred while attempting to deliver data. HFEHXR
1 ; MRERDATE , USFHERELUL AWS FRER, ”

"The provided KMS key is disabled. Enable the key or use a different
key.
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FRARER

IR

S3.KMS.In
validStat
eException

KMS.Inval
idStateEx
ception

KMS.Disab
ledException

S3.SlowDown

S3.Subscr
iptionRequired

S3.InvalidToken

S3.KMS.Ke
yNotConfigured

S3.KMS.As
ymmetricC
MKNotSupported

S3.I1llega
lLocation
Constrain
tException

S3.Invali
dPrefixCo
nfigurati
onException

HIRHENER

"The provided KMS key is in an invalid state. Please use a different key.

"The provided KMS key is in an invalid state. Please use a different key.

"The provided KMS key is disabled. Please fix the key or use a different

key.

"The rate of put request to the specified bucket was too high. &0

Firehose J & XHY K/ NS DK B AL HZEFR put R,

"Access was denied when calling S3. Ensure that the IAM role and the
KMS Key (if provided) passed in has Amazon S3 subscription."

"The provided token is malformed or otherwise invalid. Please check the
credentials provided."

"KMS key not configured. B E&EHY KMS MasterKey ID , & Z A EH
S3 &I ME, "

"Amazon S3 supports only symmetric CMKs. You cannot use an
asymmetric CMK to encrypt your data in Amazon S3. E3REl CMK 893
#  FE A KMS DescribeKey ##4E, ”

"Firehose currently uses s3 global endpoint for data delivery to the
configured s3 bucket. The region of the configured s3 bucket doesn't
support s3 global endpoint. I 5 s3 MR XiF 42 Firehose
o, BEEXEFEREARTSNXEFEA s3 F#ER. 7

"The custom s3 prefix used for the timestamp evaluation is invalid. Check
your s3 prefix contains valid expressions for the current date and time of
the year."
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FRARER

IR

DataForma
tConversi
on.Malfor
medData

HIRHENER

"lllegal character found between tokens.

Amazon Redshift #h3E1& B iR

Amazon Data Firehose A LU LA T 5T B # Redshift #x<M4E IR ZXIZFI A&, CloudWatch

IR

Redshift.
TableNotFound

Redshift.
SyntaxError

Redshift.
Authentic
ationFailed

Redshift.
AccessDenied

Redshift.
S3BucketA
ccessDenied

Redshift.
DatalLoadFailed

HBIRHENER

"The table to which to load data was not found., Ensure that the
specified table exists."

The destination table in Amazon Redshift to which data should be copied
from S3 was not found. iHEE , MR I Redshift RAFE , ML
# Data Firehose T8I Z k.

"The COPY command contains a syntax error, Retry the command."

"The provided user name and password failed authentication., Provide a
valid user name and password."

"Access was denied, HRFTIREH IAM A BHEEEREE L F Amazon
Data Firehose 1 8{EiZ A, ”

"The COPY command was unable to access the S3 bucket, Ensure
that the access policy for the provided IAM role allows access to the S3
bucket."

"Loading data into the table failed. Check STL_LOAD_ERRORS system
table for details."
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Redshift.
ColumnNotFound

Redshift.
DatabaseN
otFound

Redshift.
Incorrect
CopyOptions

Redshift.
MissingColumn

Redshift.
Connectio
nFailed

Redshift.
ColumnMismatch

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

HIRHENER

"A column in the COPY command does not exist in the table, Specify a
valid column name."

"The database specified in the Amazon Redshift destination configuration
or JDBC URL was not found. Specify a valid database name."

"Conflicting or redundant COPY options were provided, Some options
are not compatible in certain combinations, Check the COPY command
reference for more info."

BXEZEER , 55 (Amazon Redshift BIBEETFT XA RIERE) T/
Amazon Redshift COPY #5$,

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column liste Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

"The connection to the specified Amazon Redshift cluster failed. R %
1% & L1 Amazon Data Firehose 1% , #§{R7£ Amazon Redshift B #%
FliEDk JOBC URL HiIEEMNEFIBIEEFLEW , HEERHTH, ~

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match., Retry the command."

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."
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IR

Redshift.
MissingS3File

Redshift.
Insuffici
entPrivilege

Redshift.
ReadOnlyC
luster

Redshift.
DiskFull

InternalError

Redshift.
ArgumentN
otSupported

Redshift.
AnalyzeTa
bleAccess
Denied

Redshift.

SchemaNotFound

Redshift.
ColumnSpe
cifiedMor
eThanOnce

HIRHENER

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

"The user does not have permissions to load data into the table, Check
the Amazon Redshift user permissions for the INSERT privilege."

"The query cannot be executed because the system is in resize
mode. Try the query again later."

"Data could not be loaded because the disk is full, Increase the capacity

of the Amazon Redshift cluster or delete unused data to free disk space.

"An internal error occurred while attempting to deliver data. HFEiXR
f; MRBRDAFE , WFHEHREFL UL AWS FREFR, ”

"The COPY command contains unsupported options."

"Access denied. Copy from S3 to Redshift is failing because analyze
table can only be done by table or database owner."

“|R A EITE Amazon Redshift BF#rBELE IS ERIZR M, DataTableName
Specify a valid schema name."

"There is a column specified more than once in the column list. Ensure
that duplicate columns are removed."
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HRRE HRHBAES
Redshift. "There is a non-null column without DEFAULT that is not included in the
ColumnNot column list. Ensure that such columns are included in the column list."
Nullwitho

utDefault

Redshift. "Redshift attempted to use a bucket in a different region from the cluster.
Incorrect Please specify a bucket within the same region as the cluster."
BucketRegion

Redshift. "High request rate to S3. Reduce the rate to avoid getting throttled."
S3S1lowDown

Redshift. "Please use either auto or a valid S3 path for json copyOption."
InvalidCo

pyOptionF

orJson

Redshift. "COPY failed with error \"Invalid JSONPath format. Array index is out of
InvalidCo range\". Please rectify the JSONPath expression."

pyOptionl]

SONPathFormat

Redshift. "COPY failed with error \"Cannot use RBAC acl framework while
InvalidCo permission propagation is not enabled.\"

pyOptionR

BACAclNot

Allowed

Redshift. "Transaction aborted due to disk space quota exceed. Free up disk
DiskSpace space or request increased quota for the schema(s)."

QuotaExceeded

Redshift. "Connection limit exceeded for user."

Connectio

nsLimitEx

ceeded
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Redshift. "The connection to the specified Amazon Redshift cluster failed because
Ss1NotSup the server does not support SSL. Please check your cluster settings."
ported

Redshift. "The hose has been deleted. Please check the status of your hose."
HoseNotFound

Redshift. "The copyOptions delimiter in the copyCommand is invalid. Ensure that it
Delimiter is a single character."

Redshift. "The user has canceled the COPY operation."

QueryCancelled

Redshift. "Hose is configured with UNCOMPRESSED, but copyOption includes a
Compressi compression format."

onMismatch

Redshift. "The ENCRYPTED option requires credentials in the format: 'aws_iam_
Encryptio role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
nCredentials secret_access_key=...[;token=...];master_symmetric_key=..."
Redshift. "Invalid COPY configuration options."

InvalidCo

pyOptions

Redshift. "Copy command contains an invalid character.”

InvalidMe

ssageFormat

Redshift. "Transaction ID limit reached."

Transacti

onIdLimit

Reached

Redshift. "Please verify that the redshift destination exists and is configured
Destinati correctly in the Firehose configuration."

onRemoved
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Redshift.
OutOfMemory

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

Redshift.Resize

Redshift.
ImproperQ
ualifiedName

Redshift.
Invalidls
onPathFormat

Redshift.
TooManyCo
nnections
Exception

Redshift.
PSQLException

Redshift.
Duplicate
SecondsSp
ecification

HIRHENER

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity.”

"The SSL connection closed during the handshake."

"The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

"The qualified name is improper (too many dotted names)."

"Invalid JSONPath Format."

"Too many connections to Redshift."

“PS M Redshift FQIException MEZ], ~

"Duplicate seconds specification in date/time format."
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BRI BREEMER

Redshift. "Encountered Redshift error, relation could not be opened. Check
RelationC Redshift logs for the specified DB."

ouldNotBe

Opened

Redshift. "Encountered too many clients exception from Redshift. Revisit max
TooManyClients connections to the database if there are multiple producers writing to it

simultaneously."

Snowflake ¥IE/ fi f5i%

Firehose AILURFLA T & Snowflake #XMI4E IR XX BIHE, CloudWatch

IR EiRHENER

Snowflake “Firehose ToiEE#E] Snowflake, BRI Snowflake B #rELE A IEH
.Invalidurl BETKF, i, ”

Snowflake “Firehose ToiEE#EZ] Snowflake, BHRIE Snowflake B #RELE A IE
.InvalidUser BETHF, ”

Snowflake “BENERAGTEFEERIRREREN. FHRARZACERTFIEENAR,
.InvalidRole

Snowflake “REEPRTFEFEEIREEN

.InvalidTable

Snowflake “REN BT EESIRZRZ

.InvalidSchema

Snowflake “RENBIBEETEERRZEEN

.InvalidD

atabase

Snowflake “BENAIZBLN. BIFE , BHALBANIZRENH PEM RSA FA
.InvalidP A"
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FRARER

HIRE
rivateKey
OrPassphrase

Snowflake
.MissingC
olumns

Snowflake
.ExtraColumns

Snowflake
.InvalidInput

Snowflake
.Incorrec
tValue

Splunk #E& f £ iR

HIRHEMER

‘HTRABRBETPRDS , wABEREIEL, BERAFMBEFTNZHF
BEE

‘HTIHEZ , ABEREIEL, TNEERP I FENI

‘BTRARRER , KEAK. BRERNBATRREARATEZN
JSON #& ="

‘HTF@MAEBRETTOBERBELRER  XHELAK. BREAAASEHTIEE
#) JSON ERFE Snowflake RE N 5 BAH EiEIE A

Amazon Data Firehose AJLUR LT & Splunk #x<M4EIRAIEEIHE, CloudWatch

HiRAHE

Splunk.Pr
oxyWithou
tStickySe
ssions

Splunk.Di
sabledToken

Splunk.In
validToken

BIRHENER

“tnRIEFE Amazon Data Firehose #l HEC " RZBIERE (ELB S H
fi) , MABE AMMESIEST#ERIF HEC ACK, ”

"The HEC token is disabled, Enable the token to allow data delivery to
Splunk."

"The HEC token is invalido fEFAB MY HEC = hEE#H Amazon Data
Firehose, ”
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HIRICES BiREEMER

Splunk.In "The data is not formatted correctly, To see how to properly format data
validData for Raw or Event HEC endpoints, see Splunk Event Data."

Format

Splunk.In "The HEC token or input is configured with an invalid index., Check your
validIndex index configuration and try again."

Splunk.Se "Data delivery to Splunk failed due to a server error from the HEC node.
rverError R S EHE Firehose B E IR IFLERT A XF 0 , Amazon Data

Firehose M EiR K IZHIE, MERMEEIREKLK , Amazon Data Firehose
SNEER 0B S S3, 7

Splunk.Di "Indexer acknowledgement is disabled for the HEC token, Enable
sabledAck indexer acknowledgement and try again., For more info, see Enable
indexer acknowledgement.”

Splunk.Ac "Did not receive an acknowledgement from HEC before the HEC

kTimeout acknowledgement timeout expired, Despite the acknowledgement
timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose FEHIAER B3 B S S3 BIFEFH TR

o "
Splunk.Ma "Failed to deliver data to Splunk or to receive acknowledgment, Check
xRetriesFailed your HEC health and try again."
Splunk.Co "The connection to Splunk timed out, This might be a transient error and
nnectionT the request will be retried. IR FTEEiX & LM , Amazon Data Firehose
imeout 2FBFEZR ML S S3,
Splunk.In "Could not connect to the HEC endpoint, 4 HEC KXixT aMiutE% A
validEndpoint A#@X Amazon Data Firehose 57,
Splunk.Co "Unable to send data to Splunk due to a connection failure, This might
nnectionClosed be a transient error, £ Amazon Data Firehose EiiE i€ i1 E iR 148

B [ AT AR LE 1t 3 BT B R L,
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FRARER

IR

Splunk.SS
LUnverified

Splunk.SS
LHandshake

Splunk.UR
LNotFound

Splunk.Se
rverError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

Splunk.Ac
knowledge
mentsDisabled

Splunk.In
validHecR
esponseCh
aracter

HIRHENER

"Could not connect to the HEC endpoint, 53 E IR HHYIE BRI
B, BFRFRIEBMENZRERN.

"Could not connect to the HEC endpoint, BEBRARIEBFMENEE RN

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."

"Could not get acknowledgements on POST. Make sure that acknowled
gements are enabled on HEC endpoint."

"Invalid characters found in HEC response, make sure to check to the
service and HEC configuration."

ElasticSearch X #E /% Hi 55 ix

Amazon Data Firehose AIBE4YF LA T ElasticSearch &% &£ 3% % CloudWatch B &,
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ES.AccessDenied

ES.Resour

ceNotFound

HIRHENER

"Access was denied, Ensure that the provided IAM role associated with
firehose is not deleted."

“}{ETEM AWS Elasticsearch HFFfE. ”

HTTPS % R BB E s 1=

Amazon Data Firehose AJLARF AT & HTTP i RAEXHEIRRIEEIBE, CloudWatch 21 RiX L4
XY ELEBRNEBRTE , MEIAEEIRIT : "An internal error occurred while attempting to deliver
data. EEHRY ; MRERNMAFE , WFHEREL L AWS FRER,

tHIRR

HttpEndpo
int.Reque
stTimeout

HttpEndpo
int.Respo

nseToolLarge

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HIRHENER

The delivery timed out before a response was received and will be
retried. If this error persists, contact the AWS Firehose service team.

"The response received from the endpoint is too large. Contact the owner
of the endpoint to resolve this issue."

"The response received from the specified endpoint is invalid. Contact
the owner of the endpoint to resolve the issue."

"The following response was received from the endpoint destination."
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IR

HttpEndpo
int.Conne

ctionFailed

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Respo
nseReason
PhraseExc
eededLimit

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval

idStatusCode

HttpEndpo
int.SSLHa

ndshakeFailure

HIRHENER

"Unable to connect to the destination endpoint. Contact the owner of the
endpoint to resolve this issue."

"Unable to maintain connection with the endpoint. Contact the owner of
the endpoint to resolve this issue."

"Trouble maintaining connection with the endpoint. Please reach out to
the owner of the endpoint.”

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."

"The response received from the endpoint is invalid. See Troublesh
ooting HTTP Endpoints in the Firehose documentation for more informati
on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP
Endpoints in the Firehose documentation for more information. Response
received with status code "

"Received an invalid response status code."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."
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HttpEndpo
int.SSLHa
ndshakeFailure

HttpEndpo
int.SSLFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid
ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HttpEndpo
int.MakeR
equestFai
lure.Ille
galCharac
terInHead
erValue

HIRHENER

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

“BTF URI 95 AT , HttpEndpoint i53R %k, Please make sure all
the characters in the input URI are valid."

“HFIEEM R £5IR |, HitpEndpoint 3R kM. lllegal character \n' in
header value."
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BRI BREEMER

HttpEndpo “BFIEEMBIEE1R , HitpEndpoint IE3R &M, HTTP message must not
int.Illeg contain more than one Content-Type header."

alRespons

eFailure

HttpEndpo “FIEEMBIE51R , HttpEndpoint IR &M, lllegal HTTP message
int.Illeg start. See Troubleshooting HTTP Endpoints in the Firehose documenta
alMessageStart tion for more information."

Amazon OpenSearch RS BIiE£ X4 1R

3 F OpenSearch Bg%s B #5 , Amazon Data Firehose & 1E RSB E 45 1R [@ CloudWatch B & &% 4E
%o OpenSearch

BR 7 AT REM OpenSearch &R EIM4EIRIN |, BIETREIBRIA T MEIR -

- =A@ B #F OpenSearch [RGB EAEHBIEN X & HHRIU/RNE IR, X AR H TEMNREZE
/Y &K Amazon Data Firehose B #r OpenSearch RS 13 El B #H & At HIL B BIERY . Please
check the cluster policy and role permissions.

- BT HHRIE/BRRNAM , TE/FHEIEEZIET B OpenSearch RS ERE, XA RERH T[N
BR (B B A/ =X = #8289 Amazon Data Firehose B #5 OpenSearch AR 5513 B & 4% & ok A HH 30 (8] &R 1
#. Please check the cluster policy and role permissions.

tHIRR HIRHENER

0S.AccessDenied "Access was denied, T{RFTIZER IAM A BHESEEREE LT Firehose
BEZAE® , HEHRREAFHRILSE OpenSearch RS AP, ”

0S.AccessDenied "Access was denied, TRFTIRER IAM A BHESEEREE LT Firehose
BEZAE® , HAHRREAFHRILSE OpenSearch RS AP, ”

0S.AccessDenied "Access was denied, Ensure that the provided IAM role associated with
firehose is not deleted."
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0S.AccessDenied

0S.Resour
ceNotFound

0S.Resour
ceNotFound

0S.AccessDenied

0S.Reques
tTimeout

0S.ClusterError

0S.Reques
tTimeout

0S.Connec
tionFailed

0S.Connec
tionReset

0S.Connec
tionReset

0S.Connec
tionReset

0S.AccessDenied

I'EE- .i;'_: /ﬁ CN *u 1|:| BN

"Access was denied, Ensure that the provided IAM role associated with
firehose is not deleted."

“IEEM I E# OpenSearch REBAETE,

“teERI T OpenSearch [RZ B 1FHE.

"Access was denied, TRFTIREH IAM A BHEE KB LT Firehose
BEZAE , HBIHF R AFHEI D% OpenSearch fRS AP,

“¥¥ Amazon OpenSearch fRSE &= OpenSearch THRFZEF/ESHER
@AY, Ensure that the cluster or collection has sufficient capacity for the
current workload."

“Amazon OpenSearch RS EEIRE T — PN ARIEANEIR.

“¥¥ Amazon OpenSearch fRS5EFH1EKEARt, Ensure that the cluster
has sufficient capacity for the current workload."

#E# % Amazon OpenSearch fR$ &&= OpenSearch THRF |/ EEHT
H I EB, Ensure that the cluster or collection is healthy and reachable."

“Toi£ 5 B# OpenSearch fRFZE# S OpenSearch TGS BH/ESREF
E1#, Contact the owner of the cluster or collection to resolve this issue."

“Joi£5 Amazon OpenSearch BRF & &3 OpenSearch ERRFF|ES R
#i&E#. Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

“Jo3£5 Amazon OpenSearch fRF & & 3 OpenSearch ERRFFRES R
&, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

"Access was denied, #{R Amazon S OpenSearch ervice & #1757
KERTFFNEHEN IAM AEKIHRINER, ”
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0S.Valida
tionException

0S.Valida
tionException

0S.JsonPa
rseException

0S.Amazon
OpenSearc
hServiceP
arseException

0S.Explic
itIndexIn
BulkNotAllowed

0S.ClusterError

0S.Cluste
rBlockExc
eption

0S.InvalidARN

0S.Malfor
medData

0S.Intern
alError

HIRHENER

“6€ OpenSearch #iREl T —4 ES ServiceException, EREZ —2&EH#HE
ARIBRERS 2x FESKRE , BEREEE T TypeName 8., B
FHEENZEFRFHE TypeName REFMUELRE , BN mLRERX N XZFHF
Type ZHH KR ~

"Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+

“WI 5 # OpenSearch RS EEIRE T JsonParseException. Ensure that
the data being put is valid."

“W G # OpenSearch fRFERFIRE T AmazonOpenSearchServicePars
eException. Ensure that the data being put is valid."

“BARIE I IR S5 £ 8% L 1Y rest.action.multi.allow_explicit_index & & 1
true. ” OpenSearch

“Amazon Serv OpenSearch ice 885 OpenSearch TR ERESIRE T
—MNREANEIR,

“CEF¥IR[E T ClusterBlockException. It may be overloaded."

“R{ AT 7 OpenSearch BR$S ARN £, BERERM DeliveryStream
BE, "

"One or more records are malformed. Please ensure that each record is
single valid JSON object and that it does not contain newlines."

"An internal error occurred when attempting to deliver data. N EiX X {7 ;

MREBRDATFE  WFHRELL AWS FRER, ~
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0S.Aliasw
ithMultip
leIndices
NotAllowed

0S.Unsupp

ortedVersion

0S.CharCo
nversionE
xception

0S.Invali
dDomainNa
meLength

0S.VPCDom
ainNotSup
ported

0S.Connec
tionError

0S.LargeF
ieldData

0S.BadGateway

0S.Servic
eException

0S.Gatewa
yTimeout

HIRHENER

"Alias has more than one indices associated with it. Ensure that the alias
has only one index associated with it."

“NW &b Data Firehose B A1 A3 I &i# OpenSearch iRSs 6.0, MEE
ZER , HBHR AWS Support, ”

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."

“BEIF X VPC WAL S# OpenSearch fRS5 i, ~

“http BRSZESZ SN 7 &R | BRI % OpenSearch RS EEH T
OpenSearch TIREB|ESWE TR, ”

“Amazon S OpenSearch ervice £EFIE THER , RN BENFEREHE
RKFAREFE,

“Amazon Serv OpenSearch ice 585 OpenSearch TIRFFJ|/EESH LT
BER , £R 2 : 502 Bad Gateway, ”

“M Amazon OpenSearch fRF &R OpenSearch LTRFF[/ES W4
%o If the cluster or collection is behind a VPC, ensure network configura
tion allows connectivity."

“Firehose TEiE1ZE|I &% OpenSearch fR$ E &5 OpenSearch TTARS
BREAFIAE T HENEIR, 7
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0S.Malfor
medData

0S.Respon
seEntryCo
untMismatch

Lambda 1§l F $6 %

%‘E‘&;‘ﬁ/u\*ur/u\

“NI & #h B4 3E Firehose 32 3% Firehose i2 Z KL &% OpenSearch fRS
L8 API &5, 7

"The response from the Bulk API contained more entries than the
number of records sent. Ensure that each record contains only one
JSON object and that there are no newlines."

Amazon Data Firehose A LA LA T Lambda AR AZIERIBE. CloudWatch

HIRHE

Lambda.As
sumeRoleA
ccessDenied

Lambda.In
vokeAcces
sDenied

Lambda.Js
onProcess
ingException

Lambda.In
vokeLimit
Exceeded

Lambda.Du
plicatedR
ecordId

-Li lﬁ /%\ *u 1|=| /BN

"Access was denied, HRFTIRHEA IAM B EMWEEREE 1T Amazon
Data Firehose B EZA®, ”

"Access was denied. Ensure that the access policy allows access to the
Lambda function."

"There was an error parsing returned records from the Lambda function.
BRIEE M IE RS Amazon Data Firehose ERHVIRASER, ~

EXTLES , FEH BESRARSER,

"The Lambda concurrent execution limit is exceeded. Increase the
concurrent execution limit."

EXEZER |, 52 (AWS Lambda FF XA RIERE) K AWS
Lambda FE%'JO

"Multiple records were returned with the same record ID., Ensure that the
Lambda function returns unique record IDs for each record."

BREZFER , F5H BEXRRIRSEE,
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IR

Lambda.Mi
ssingRecordId

Lambda.Re
sourceNotFound

Lambda.In
validSubn
etIDException

Lambda.In
validSecu
rityGroup
IDException

Lambda.Su
bnetIPAdd
ressLimit
ReachedEx
ception

Lambda.EN
ILimitRea
chedException

Lambda.Fu
nctionTimedOut

HIRHEMER

"One or more record IDs were not returned, Ensure that the Lambda
function returns all received record IDs."

BREZER , FEH BEBRRIRSEE,

"The specified Lambda function does not exist. Use a different function
that does exist."

"The specified subnet ID in the Lambda function VPC configuration is
invalid. Ensure that the subnet ID is valid."

"The specified security group ID in the Lambda function VPC configura
tion is invalid. Ensure that the security group ID is valid."

“To3EAWS Lambda 3 Lambda EEUZE VPC HRIRER , B —1E%
NEEENFMEE AR IP thit, Increase the IP address limit."

EXEZEER , 25 (Amazon VPC AFIERE) B M Amazon VPC R
# . VPC FFM,

“AWS Lambda B F EXEIMEEORS , XA Lambda BEKELE
FEER VPC ol ZE# MM LIED (ENI), Increase the network interface
limit."

BREZER,
& MO,

B2 (Amazon VPC AF1ER) # A Amazon VPC R

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. BXEZEER , S FH S EEHER,
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FRARER

IR

Lambda.Fu
nctionError

Lambda.Fu
nctionReq
uestTimedOut

Lambda.Ta
rgetServe
rFailedTo
Respond

Lambda.In
validZipF
ileException

Lambda.In
ternalSer
verError

HIREENER
This can be due to any of the following errors:

* Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

* The Lambda function was successfully invoked but it returned an error
result.

« Lambda BEBREZRIRTE , IAX KMS BRI 245E4%, Check
the function's KMS key settings as well as the key policy. BXxE %15
B, B2 RABHA R HEDEER.

Amazon Data Firehose £ Lambda B} 23E R R 5B 2 B H B E K
BB B iR, EFAE Lambda K58 , ©E Lambda KBREITEE
ELEREIEZETT. If so, consider tuning Lambda configuration settings,
including memory, timeout. EXEZELE , S HEE Lambda E#U%
i,

Amazon Data Firehose 2% 7 f5i%., B#rRE85EHA AWS Lambda R
& B R BEN R 48 iR o

Amazon Data Firehose InvalidZipFileException £ 18 H Lambda B ¥a
JBF T\, Check your Lambda function configuration settings and the
Lambda code zip file.

“Firehose £ A Lambda Bg% InternalServerErrordti& 2| 7 I &% D
AWS ata Firehose, Amazon Data Firehose fHZEE X E iR X E K
#&. You can specify or override the retry options using the CreateDel
iveryStream orUpdateDestination APIs. MR RNMAFE ,
HEBK R AWS Lambda X #FH B
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BRI BIRHENER

Lambda.Se Amazon Data Firehose ServiceUnavailableException 718 A Lambda
rviceUnav AWS FRSSEHEE| T RB ., Amazon Data Firehose 2 EEXHE
ailable HEEBIE. You can specify or override the retry options using the

CreateDeliveryStream orUpdateDestination APIs. 1R IR
MATFE , BFBER AWS Lambda X#FA Fo

Lambda.In Cannot invoke Lambda function due to invalid security token. Cross
validSecu partition Lambda invocation is not supported.

rityToken

Lambda.In This can be due to any of the following errors:

vocationF

6 e » Amazon Data Firehose £ Lambda AWS B1IEZ| T iR, The

operation will be retried; if the error persists, it will be reported to AWS
for resolution."

+ Amazon Data Firehose J&% 7 3k B InvalidStateException Lambda #9
KMS, Lambda 2R E , RAFTAK KMS Z4H4 T TR
fEZIRAS . Check the lambda function's KMS key.

+ Amazon Data Firehose J&%| 7 3k B AWS LambdaException Lambda
#., Lambda was unable to initialize the provided container image.
Verify the image.

« Amazon Data Firehose £ Lambda AWS B8 7 Baf45iR. X
WRARBENN 5 28, BXEZER , BSRHBERIRHRITHE,

Lambda.Js There was an error parsing returned records from the Lambda function.
onMapping Ensure that data field is base-64 encoded.
Exception

Kinesis i FH &%

Amazon Data Firehose A] LAfF LA T Kinesis AR AZ1ZE A%, CloudWatch
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IR

Kinesis.A
ccessDenied

Kinesis.R
esourceNo
tFound

Kinesis.S
ubscripti
onRequired

Kinesis.T
hrottling

Kinesis.T
hrottling

Kinesis.A
ccessDenied

Kinesis.A
ccessDenied

Kinesis.K
MS.Access
DeniedExc
eption

Kinesis.K

MS.KeyDisabled

Kinesis.K
MS.Invali

HIREEMER

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

"Firehose failed to read from the stream. If the Firehose is attached with
Kinesis Stream, the stream may not exist, or the shard may have been
merged or split. 20 Firehose & DirectPut Xfh3KH | A8A Firehose A
RREETEET, "

"Access was denied when calling Kinesis. & 1 17 8] Kinesis E &%
ZH IAM BB E21TH Kinesis AWS , ”

"Throttling error encountered when calling Kinesis. X A] 882 T H M 5
RAEFEA T 5 Firehose EfEMREIR APl , B A[EER R NREIET XS
Firehose E#%5RHMRE/ Kinesis o

"Throttling error encountered when calling Kinesis. iX 7] 8¢ 2 T &t 52
RAEFEA T 5 Firehose EfEMREIR APl , L A[EEREANREIET XS
Firehose E#%5RHMREM Kinesis o

"Access was denied when calling Kinesis. Ensure the access policy on
the IAM role used allows access to the appropriate Kinesis APIs."

“ZiRTEJEZE Kinesis Stream LA API ##4Ert |, 1 RIEIEL . TR IAM
AGEEBEEN.

"Firehose does not have access to the KMS Key used to encrypt/decrypt
the Kinesis Stream. Please grant the Firehose delivery role access to the

key.

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt/decrypt it is disabled. Enable the key so that
reads can proceed."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it is in an invalid state."

BEAmEIR
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FRARER

BIREE
dStateExc
eption

Kinesis.K
MS.NotFou
ndException

HIRHENER

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it was not found."

Kinesis 8 DirectPut Fl4Ei%

Amazon Data Firehose A LURFLL T Kinesis DirectPut IR XIEEIH&E, CloudWatch

HIRHE

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

Firehose.
KMS.NotFo
undException

Firehose.
KMS .KeyDi
sabled

AWS Glue A $EIR

HIRHENER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt the data is disabled. Enable the key so that data delivery can
proceed."

Amazon Data Firehose AT LASF UL T AWS Glue AR A XZEIAE. CloudWatch

HiELmER
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HIRE BiREEMER

DataForma "The schema is invalid."

tConversi

on.Invali

dSchema

DataForma "The specified table/database could not be found. Please ensure that
tConversi the table/database exists and that the values provided in the schema
on.Entity configuration are correct, especially with regards to casing."
NotFound

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns
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FRARER

IR

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted.”

“AWS Glue EEEENXEE AT ; HEEHMWXE,

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

HiELmER
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FRARER

IR

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

I'EE- .i;'_: /ﬁ CN *u 1|:| BN

"Timed out while retrieving table from Glue. Z1R&H K& Glue R |
BN “glue:GetTableVersion” IX PR ( #7%E ) Sl BR & 65 89 RAE MR A,
MRIBIE Glue FIFERERE , iIHEKR Su AWS pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BRI “glue:GetTableVersion” X BR ( #E%E ) S BR R 5 F B9 RAG AR A,
MRIETE Glue FIXBERERKE , IFBLR Su AWS pport, "

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."

DataFormatConversion i f 1%

Amazon Data Firehose A LAfF LA T DataFormatConversion B4R &XXE R BE, CloudWatch

iR

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Valida
tionException

DataForma
tConversi
on.ParseError

BIREERNER

"The schema is invalid."

"Column names and types must be non-empty strings."

"Encountered malformed JSON."

BEAmEIR
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DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "Length of json key must not be greater than 262144"
tConversi

on.Malfor

medData

DataForma "The data cannot be decoded as UTF-8."
tConversi

on.Malfor

medData

DataForma "lllegal character found between tokens."
tConversi

on.Malfor

medData

DataForma "The type format is invalid. Check the type syntax."
tConversi

on.Invali

dTypeFormat

DataForma "Invalid Schema. FHRIIE FEEREKFRAREE,
tConversi

on.Invali

dSchema

DataForma "Record is not as per schema. One or more map keys were invalid for
tConversi map<string,string>."

on.Invali

dRecord
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FRARER
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DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."

"Encountered invalid characters."

"Encountered invalid or unsupported timestamp format. Please see the
Firehose developer guide for supported timestamp formats."

"A scalar type was found in the data but a complex type was specified on
the schema."

"Data does not match the schema."

HiELmER
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DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Conver
sionFailu

reException

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.Malfor
medData

HIRHENER

"A scalar type was found in the data but a complex type was specified on

the schema."

"ConversionFailureException”

"DataFormatConversionCustomerErrorException”

"DataFormatConversionCustomerErrorException”

"Data does not match the schema."

HiELmER
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DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

HIRHENER

"The schema is invalid."

"Data does not match the schema. Invalid format for one or more dates.'

"Data contains a highly nested JSON structure that is not supported.”

"The specified table/database could not be found. Please ensure that
the table/database exists and that the values provided in the schema
configuration are correct, especially with regards to casing."

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."

"Could not find a matching schema from glue. Please make sure the
catalogld provided is valid."
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DataForma
tConversi
on.Invali
dVersionld

DataForma
tConversi
on.NonExi

stentColumns

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

HIRHENER

"Could not find a matching schema from glue. Please make sure the
specified version of the table exists."

"Could not find a matching schema from glue. Please make sure the

table is configured with a non-null storage descriptor containing the target

columns."

"Access was denied when assuming role. Please ensure that the role
specified in the data format conversion configuration has granted the
Firehose service permission to assume it."

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

“AWS Glue EEEENXEE AT ; HREEEMXE,
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FRARER
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DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.Malfor
medData

HIRHENER

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BRI “glue:GetTableVersion” X BR ( #E%E ) S BR R 5 F B9 RAG AR A,
MRIETE Glue FIXBERERKE , IFBLR Su AWS pport, "

"Timed out while retrieving table from Glue. H1R&H K& Glue FTRRZA ,
BRI “glue:GetTableVersion” IR ( ##% ) S BR AR 2 A Y RAG AR,
MREE Glue FIRERERIE , BEKR Su AWS pport, ”

"One or more fields have incorrect format."

5 8L 5 ¥ 4E Firehose BY CloudWatch A&

BT LAGE L S #h BUHE Firehose 12 # A iR A EE 5T LB BUE Firehose BiE1E i k MAB X AV R iR
Hi&. CloudWatch TE/ITEN B a6 X F i 75577 R $8ix B Ko

£/ Amazon Data Firehose 24| &5 RS iR B &

1. &% AWS Management Console #3TF Firehose #2#|& , it https://
console.aws.amazon.com/firehose

2. ESMEL, EFE- AWS XiF,

3. i%&# Firehose

EREZ A BI1E Firehose B FERNH,

4. 1%3$F Error Log EEESHEARBEEXNERALZNIIR,

AL S #4E Firehose B CloudWatch A&

229



Amazon Data Firehose FEANGIER

£/ CloudWatch #2515 R 45 B &

1. FJFF CloudWatch ##|& , Wit 7 https://console.aws.amazon.com/cloudwatch/,
ESmER |, EE -,

ESmERSD , EEBE,

ERBTFHEHMBER , EESRFEERUEFENERBENIIX,

WD

1512 Kinesis fXEE1TIRR

Kinesis X X fitn & Z2 8 1 B B E X CloudWatch $§#5. AWS KinesisAgent® AJ A# BT AR ERE
EE , BRBEEEHIEIRRE Amazon Data Firehose , H EHIECIESS EHEENHKEN CPU MK
BFRR.

BMERNIEEBEANEN R EXNERT T 7THEAER Firehose RIERHMBENRZRIFEEFR, HiXL

ERETMHEE-ENEILRNERBENTN , IRKAFEEERR, NEHRIAESTRRLE
o BUWEN LR CPU MR ERURREBHRITRESENRTATERBECRZSRFEEABR

ARENBENEERNENHERNRADN . &E , AEERLEXRFSRE , UEBAERERE,

REBEHRERERBIZE cloudwatch.endpoint IEEMXFEHFIRE. BXEZEL , BSH KB
BEigE.

MZ Kinesis X X B Cloudwatch IBFRE2REHE HM,

S FEINS AW Kinesis REBE X HHIENR , 2EN—ENERA, BXEZEER , 1555 Amazon
CloudWatch Eft»

RS CloudWatch

Kinesis Agent @ &=L T 3§45, CloudWatch

EiR EPU
BytesSent EIBERT A RN &% 2 Firehose FEYF T ¥,
By . FH
RecordSen IS ER R EBEE MY PutRecordBatch M — XA ZIRMICFEE
dAttempts (E—R, REBEERER )
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EAR EEpUN
LR
RecordSen B ERESEE AR PutRecordBatch B — XA FIREHERASH
dErrors B, 8FEER.
B it
ServiceErrors EEENEEEASERSHEIR (REMFIRZANEMBER ) B

PutRecordBatch X,

BT it

FERIZRIT 3 Ek3E Firehose APl 8 H AWS CloudTrail

Amazon Data Firehose 5—TRFERK , AlidZAF AWS CloudTrail, At AWS RSF7E Amazon
Data Firehose H#{THI#® ¥, CloudTrail ¥ Amazon Data Firehose BIFfE APl A AR N EH, &
IRV VA A BEK B L S 53E Firehose 12 & B A ML B #EHE Firehose APl I2ENRBREA,
MREGNETRER , WA LA YR CloudTrail S4FE42HE] Amazon S3 7@ , SIEEXT Amazon
Data Firehose BVE#., MREREEBERE , BMATLUE CloudTraill BHENEHF L LRI EER
MEH, BYIWENEER CloudTrail , B LAFEE [E Amazon Data Firehose K HHVER., KHiEFER
B 1P thak, EIRE TiER, ANREERAREMFAER.

ETHMEZEELR CloudTraill , BEWNMAEEMZSAE , 5SS REAWS CloudTrail F M.

I 5% B 3E Firehose FRY{E E CloudTrail

CloudTrail FE& 812 AWS IKF R EEENKF EEH. 2 Amazon Data Firehose A Il T #HFHEH
SEHR , ZEFSEEHM AWS RS CloudTrailE# — R iZRESHHFicFHH, EAILE AWS K
hEE, BENTEEHEH., BXEZEL , FSREASHALICFEFET CloudTrailE 4,

ERSIERKEN AWS IKFFIEH | 23 Amazon Data Firehose WS4 | BRI RER, BRERAW
CloudTrail f BEXH&5HE| Amazon S3 FiEf. BMIABRT , HEEEHSPIBREERN , ZR
R A TAE AWS XiE, RERIZRE AWS 2 XHMEXEHNEHNH , A EXHEETEEEN
Amazon S3 Ff# . LA\, BAILIE EH M AWS RS , LU —F 2 FILE CloudTrail BEAFUKE
WEHBIE, BXEZER , FZHRATINE :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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« CloudTrail X ¥ RS &AL

+ BEi& Amazon SNS B CloudTrail

o BBKBZAXEH CloudTrail BEX4FMMNZANIK T #W CloudTrail B EX#

Amazon Data Firehose X5 A N REEN EHIERTE CloudTrail B EIHFH -

* CreateDeliveryStream

DeleteDeliveryStream

» DescribeDeliveryStream

+ ListDeliveryStreams

» ListTagsForDeliveryStream

» TagDeliveryStream

» StartDeliveryStreamEncryption

» StopDeliveryStreamEncryption

» UntagDeliveryStream

» UpdateDestination

BANEHRA KRB BEEERERBERNAREE. SOEEEBHTEHEUTRR

« BERIFEABIERERZ AWS Identity and Access Management (IAM) A FEZIEA Ho
- BREFEAACERKEAFNIGN ZEE MR HN,
- EREFHHEM AWS RS K.

EXEZELR , HEZWCloudTrailAF 5B Tt E,
=5l - I 5% Data Firehose HEX 4% B

BERERER—MEE , AFSSH4ERNBEXHEHmIEEERN Amazon S3 171, CloudTrail B & X4
BE—NEENMNAEFEZE. BHRAKRKRBEMRENEMER , BEEXFRWRE. BEN BB
B, BRSHBENFER. CloudTrail BEXHTRAHR AP BANEFHRRE , HILEIT2RE
A4S ER IR 3,

UTFREIERT —1NE
~CreateDeliveryStream, . DescribeDeliveryStreamListDeliveryStreamsUpdateDestinat
MDeleteDeliveryStreamiZ{EHY CloudTrail HE%E
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"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

1,

"eventTime":"2016-02-24T18:08:22Z",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900
1,
"encryptionConfiguration":{

"kMSEncryptionConfig":{

"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"

1,
"clusterIDBCURL":"jdbc:redshift://example.abcl23.us-

west-2.redshift.amazonaws.com:5439/dev",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"
1,

"password":"",
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"username":"",
"roleARN":"arn:aws:iam::111122223333:role/Firehose"

I
"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

I

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:547",

"eventSource":"firehose.amazonaws.com",

"eventName":"DescribeDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

I

"responseElements":null,

"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",

"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
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"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
},
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:10:09Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"UpdateDestination",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {

"roleARN":"arn:aws:iam::111122223333:role/Firehose",

"clusterIDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",

"password":"",
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"username":"",

"copyCommand": {

"copyOptions":"copyOptions",
"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"

iy

"prefix":"arn:aws:s3:::firehose-cloudtrail-test-bucket"

I

"responsekElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cbhb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:127",

"eventSource":"firehose.amazonaws.com",

"eventName":"DeleteDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",
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"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

},

"responseElements":null,

"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",

"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"
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MREER —AMBRREXPZRER timestamp B ZEH , WENZHINITELERNE —14Z,

firehose & Z° |4

B L HMER TSR ZEE : error-output-type M random-string, FRNETHFERA
Eo

timestamp @A ZE(A 238


https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#s3-object-namekey
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#s3-object-name
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#s3-object-name
https://docs.oracle.com/javase/8/docs/api/java/time/format/DateTimeFormatter.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#s3-object-name

Amazon Data Firehose

FRARER

firehose R ZE

L2

error-out
put-type

random-st
ring

E[AE

DU

RIEEH
Firehose E1%
Y B 1 0 2K IR
H, &SR
NUTEFEZ
— {(REXN,
KM, splunk-
failed, splunk
-failed
AmazonOpe
nSearchSe
rvice. . }o
format-co
nversion-failed
http-endpoint-fail
ed

MEFRER—F
RRPZREAR
© , MENE6
NITEERNE
—8BIRFHHR,

HEERA 114

FRNRENFRF
o MREER
—REAPZR
£/ , g
KBIMITELER
A= HREEAL
FRH,

s A

myPrefix/
result=!{
firehose:
error-out
put-type}
/1 {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
string}/

%

myPrefix/
result=pr
ocessing-
failed/20
18/08/03

myPrefix/
046b6c7f -
ob/

xR

Z error-output-
type ER&E

£ ErrorOutp
utPrefix F B F
Ao

BERLLRERT
AL ES

il

&0 LURE = 1F
BRERR TR
R A9 FF 3L BAZRER
BEMLETESR , B48
£ Amazon S3
RERSHEL

firehose & ZEH

239



Amazon Data Firehose FEANGIER
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E, MREANBKRBHIANBREEQWNES X, WATIEE— S3 FHBIRE , ZEARANUT
BXEEMNRERXNAR : "partitionKeyFromQuery:keyID", fRFEH AWS Lambda &
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Mo B AFRDIEFKMEKRIZTK. WRER AWS CLI 5 API, M a] 64
ExtendedS3DestinationConfiguration #EEEEBHEH Prefix M ErrorOutputPrefix
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BErrorOutputPrefix M Prefix MKiZFHINIEFMAMKIEFK. WREEENREKREEHR
B4R , Firehose 2 BB IRBIRIRE N, !{firehose:error-output-typel}/

- Z{RExtendedS3DestinationConfiguration& AWS CLI, API & AWS
CloudFormation ( 1R EBIEE T ) —EEARIS3BackupConfiguration , Firehose TR HERIA
fE, ErrorOutputPrefix
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TR
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¥ Amazon Data Firehose & AWS PrivateLink

#0 Amazon Data Firehose B VPC & w17 = (AWS PrivateLink)

BRI LAME RO VPC Kim T =K BA IEE VI S VPC #1 Amazon Data Firehose Z [BIfY REE FF I
DML, #O VPC RIHETRTFFEERMMK, NAT i%%. VPN E#ZZ AWS Direct Connect iE
B, #0 VPC KinT Sl —I AWS EREM I AWS PrivateLink , iZF R o 1 68 3 58 1 R 2% 4%

O AWS RS 2 B3 TRARBE |, HEREKN Amazon VPC FFAE IP. BXEZEER |, H5H

Amazon Virtual Private Cloud,

£l Amazon Data Firehose BJ# 0 VPC ZKim T = (AWS
PrivateLink)

B, AIB—MEO VPCART R , WEXRBILS# VPC ®IRH Amazon Data Firehose fREFF 18
MEAED VPC KinT R, EABKRET SR, S LU HE AT S 5KEE , BURHIX Amazon Data
Firehose BYi5 R IXBR, BxfEHAREIZEFHM VPC LixT 25 Amazon Data Firehose A RN E ZE
B BSRER VPC Kl SR HIX RE G .

LT RBIBRT WAEIE VPC HigE AWS Lambda Bt 6122 VPC KT 2 , LA ZERE
Amazon Data Firehose RF#H1TZ L BEE., FEERHIF | BERANKEE A EF Lambda BESI H 281X
HH Y Firehose it , B R A AT Firehose o

Bl VPC im R

1. &3 AWS Management Console 3T 7L B VPC #H|& , MikH https://
console.aws.amazon.com/vpc/e

£ VPC ##HEMR S , %% Endpoints (KT K)o

1%£4% Create Endpoint ( 812 R ) o

ERFZBMIIRAF |, 32 com.amazonaws. your_region.kinesis-firehose,
EREEEDHBARET SN VPC AR —NRZBNFM,

RN ESNEESLRTRRBKNEL4A,

3FF Policy (3RB§) , £ Custom (BEN) HHMEATHREE

N o g &~ DN

{
"Statement": [

{
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8.

}

prid=gnlfe DT Jous

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:ListDeliveryStreams"

1,

"Effect": "Allow",

"Resource": [

i n

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,

"Effect": "Deny",

"Resource": [

"y

B2 AT Lambda EEH IAM A&

I

B https://console.aws.amazon.com/iam/ ITF |IAM 2 H|& .

EEMEREF

BEAR  RAELRCRAG,

EERAUERAENRET , REBRNEFE AWS RF.
EERNEALABBHARST |, &#F Lambda,
1%£$E Next: Permissions ( T—%: IXBR )

EXBEHRD | BRHRIME RN AWS LambdaVPCAccessExecutionRole

AmazonDataFirehoseReadOnlyAccess KT NEKREE,

/A Important

THSHT —NRA  EBNEFREATRFEEE R ERRK,

{# A Amazon Data Firehose 930 VPC 4 %35 = (AWS PrivateLink)
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7. EET—F HF, BXREIHP , ELFERMIIRL, &R T—% F.
8. WMAABNEN , AEEFGEAR,

£ VPC #4812 Lambda B}

$TFF AWS Lambda ##l4& , Mt https://console.aws.amazon.com/lambdal,
1%£3$% Create function (BIZ &%),

EFEMN LTI 04,

MARBNEN , AN STrE” REAPython 3.9RES,

ERRT , BIFEESNERITAE,

£ Execution role (A4TA ) Ik , 1%£#F Use an existing role (EAIEAE),
£ Existing role GREA®) JIXRHP , EREBETVENAL,

TR BB B,

# Function code (BH¥REB) T , MM LA TR,

© © N o g bk~ 0N =

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(
'firehose',
REGION

)

print("Calling list_delivery_streams with ListDeliveryStreams allowed

policy.")
delivery_stream_request = client.list_delivery_streams()

print("Successfully returned list_delivery_streams request %s."

delivery_stream_request

)

describe_access_denied = False
try:

print("Calling describe_delivery_stream with DescribeDeliveryStream

denied policy.")
delivery_stream_info =

client.describe_delivery_stream(DeliveryStreamName='test-describe-denied"')
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except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

10. 7£ Basic settings (BEARRE) T , NHEMNENZERN 1 24,

11. 7 Network (M%) F , R B2 AEHFPURLRET [N VPC , ARERELUEL T RANE
HXBRBFRMMEE4H,

12. ERETRERMHIL , EFERE.

13. EENR,

14. MABHEN , RARERGE,

15. BIRERE Test (M), XFHEZHBET, EMITERERZE , BT Details (FHER) , F ¥
BEHESHBRBETHER, AWER2ERZXEA Firehose ERFHIRUKATHE :
Calling describe_delivery_stream.

AccessDeniedException

Access denied test succeeded.

A F
0 VPC AR AMMELTREZ S .

. ZER (BXEB)

- ZERH (HERTMILE)
. ZEES (MAERLILE )
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c TABK (EF)
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- AKX (HIR )
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- TAMKX (FHE)

- INEX (HE)

- MMEXAE (FARME)

- HE (dL=R)

- HE (TE)

« BMuX (EZRE)

« BMX (FZRZ)

- BUMX (£F)

- BN (B2

- EEM(ERF)

« AWS GovCloud ( EEFRER )
« AWS GovCloud ( EEAIB )
o BOM ( FBIEST )

« %K (FERE )

« WAMKX (HIE )

« WAHKX (KR )

- el (Hh4gEx)
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E S B#E Firehose HHRIZYREY Firehose E#%

B LU B M T BRI E N R 2 B4R B 12 D BE Firehose R BIE M Firehose . &2
BRARENNEBEN, FARSIE—MEE AWS AEMEZEELRE (SEKERIE ) WEEmMERN S
*Eo

FH

- BXRBEHNERAMR

- FARZSRERAR

- R

- EA DR Firehose API 7 Firehose EIERINIRE

BRI SHERAR
& A LA Amazon Data Firehose APl SR A TES

« f£ Firehose EEFRNINIEZX,
« HIHRH Firehose EBMIRZ,
« M Firehose B BBRIFZ,

& O] LA FFRE I 8 MY Firehose EE#H1T0R, Hlan | AR B W, FIEESRIMEX Firechose E%
HiT9E, BTEENENMZENENE , B E—A B ENEKIRBEZENISEEER, fi
wm, B LEN —ERE | BERIEEBEFNKEKN N ARERFIRER Firehose E1%,

LT RIRENZANRHE

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

MR EECreateDeliveryStreamBEFIEEIRZ , Amazon Data Firehose &%t
#Zfirehose:TagDeliveryStreamBERITIANERN , URIEAF REENOERZ,
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MREFRMBNR | WEIBTE IAM FRIFENF Firehose BN BERFEAM , HE
RAccessDeniedException A TR,

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

LT ROERT AR 012 Firehose E#&HH N AR R KK

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
},
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
]
}

{5 A PRE BRER X 2R

B LAE ARSI AWS AR IToRMBER. HEBFRENAT AWS BIR ( ‘23& Firehose it )

B, B AWS A B ENSERFZLENFERAENKE, SUBENARKLSFEES ( WARAER
Fi, NARFEMIWES ) WRIRBESHBESHHEET. BXEZER , H5H AWS Biling A
FPIEEPHXN BEXKEIREFEA KL D BFS,
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LATFBR&):E A F I B Data Firehose FEIFRE,

AL RERA 249


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

Amazon Data Firehose FEANGIER

ERRE

- BOARR (R ) WERAFEHE 50,
- RERNEX D KNE,
« TEERTRE D REIRIRZL,

IRERRE

« FIMERLTEME -, NRERNVTFEERFCHEANE  WENFTITSREEZNTREN,

« BRERTREN aws: FFL, RAMEIRETRE UMY AWSERM. AWS FRKRECIZR UL BRI K/
RE | BT REREB M BRIX LR

. REEHVKEXTNTF 1 F 128 4 Unicode Z&F 2 8,
o ERLMETELUTESR : Unicode FB, BF, ZEAUTERFRF:_ . / = + - @

REER S

. FREENEKEXSDNTF 0 F 255 4 Unicode ZRFZ I,
« MRZEAURNZE, BH, ENBREELLTZESR : Unicode &, BZF, ERHNUTEERKTE
ﬁ: . / =+ - @

A 5% 23E Firehose API i Firehose EIBHRINRE

&AL IE A B R # 1Y Fire CreateDeliveryStreamhose BB IEERZ, W FIAEH Firehose B |
B AMERALT=AMNMEERM, JIHEMBRIFE

» TagDeliveryStream

 ListTagsForDeliveryStream

» UntagDeliveryStream

£ AT O3 #AE Firehose API 9 Firehose E1E R INFRE 250


https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html

Amazon Data Firehose FEANGIER

# 12 : /8 Amazon Data Firehose & VPC # H 12 Z
Splunk

BX¥E , 55 HER Amazon Data Firehose ¥ VPC 7 B &32EE Splunk 1,

251


https://www.splunk.com/en_us/blog/partners/streamline-your-amazon-vpc-flow-logs-ingestion-to-splunk.html

Amazon Data Firehose FEANGIER

S B #h #3E Firehose 3 1T EEHEBR

MR Firehose EEAEHAEBHEMNERHEIR , CLER , BEFEENEXFEMETH, RER
BFEARERIERBIEZ B4R | Firehose 2FRFEEHEIEEMN S3 ZHFHENE. MREFR
Amazon S3 BRFAM , RFEOMR D S3 FHMERTKM , Firehose KL FR |, BEEREHE R,
¥F DirectPut Firehose E#% , Firehose &£FIEFARE 24 Dit, XN FEHIFERNF Kinesis IR
Firehose it , &I AR R E ch IER B EI P ATl B R B HA,

MRHIFER = Kinesis BiE7R |, Firehose 2R EIRLATIRIE : . M, DescribeStream
GetRecords GetShardIterator

W Firehose EEMFEADirectPut , HR&EIncomingBytesfMIncomingRecordsigirAEETE RS
BEARE, MBRBIEEMER PutRecord 5 PutRecordBatch , B MHRFEEHEFR, RINE
FEATEHERENEIHNER , HFERMHINZREXINE, kA , WREFEH PutRecordBatch
API| , FHRENREBREIRIFailedPutCount I{E , BIfE API AA K Zhtt 2201k,

R Firehose TEA Kinesis BERENERXIER , BRERKER
M IncomingBytesfIncomingRecordsiE¥r. LA , EWMRIEIEN Firehose EHEXK
fiDataReadFromKinesisStream.Bytes#flDataReadFromKinesisStream.RecordsfE#r.

BxFERBREZEEIRNEE CloudWatch , 52 #the section called “/#H CloudWatch B&# 174

5'a”
L o

F'm

w R
BUF R — L% 0L SRR A0 A S e )

« Firehose # A AI Fi4E CloudWatch BH&. CloudWatch B4 AWS BxMiR/ER B ir — F L
AWS BR55 ReEm+ER R Firehose Bﬁ,?y: HEMNEH., AWS XEBHIAZEH Firehose B SH AR
ST R—XHE,

- REERTE , BEERLMRBAHRE — NRXBHERIAA , 7 B R Firehose RAHAVIERER
KA 15,\\T£E1‘M¢§ET FEHE  FRERNEREE, ﬁﬁﬁﬁﬂ’]l&ﬂl%ﬁiﬁ%ﬂﬂﬁ)’ﬁﬁ?&ﬁo

Amazon S3 HEHERR

MRBHIEREH#E Amazon Simple Storage Service ( Amazon S3 ) Z6EHE , BFREUT &M,

I EE 252


https://docs.aws.amazon.com/streams/latest/dev/kinesis-extended-retention.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html#Firehose-PutRecordBatch-response-FailedPutCount

Amazon Data Firehose FRARIER

- ¥ & Firehose IncomingBytes MIncomingRecordsiEtr , BREIE S R I KX F &M Firehose
BiEHh, BXEZER , BSR FHEREET ZEHHIE Firehose CloudWatch

- MRBATHEA Lambda #1TEIEH# , 58 ZE Firehose ExecuteProcessingSuccess f8#x ,
¥R Firehose EZ X AAEH Lambda ¥, BXEZER , BESH FRERGET SR EHE
Firehose CloudWatch ,

- &% Firehose DeliveryToS3.Success 1ERF , R Firehose EZ I FHBHRARNIL %k S3 77
. BXEZER , B2 FHEREERT Z#EEIE Firehose CloudWatch o

- MBEHNABAERATICEYE , NSHACHRERESFEEERAMBERAE, BEXEZER , S
7 £ BHEG R S EE Firehose CloudWatch o

- MEREHEZEHDEFR —FBRER , LEEE “EHA Amazon S3 iRS InternalServerError At i@ F|
T Firehos e, FEIRZIRME ; MRBRMATEE , BHRSIFRBRAR, 7 , XUEERHT S3
FEANDXHEREREEIEG NN, BRI S RIRZFITERNUEHE AT, EXESZELR , S
B ERAESRERIZITER : £18 Amazon S3 488, WRIXTEEREREIE |, EEXR Supp AWS ort F 3R
— S HE,

- BRIELH Firehose BEFEFISEMN Amazon S3 FEBNAFEE.

- MRFHT Lambda IR | BB REEH Firehose RHIEEM Lambda REINARETE.

- BRELW Firehose FTAIBERN IAM AT LLGHEEH S3 FHEEMEH Lambda ¥ (R B H
TEHEER ) . A, FHEEFR IAM AEENIGE CloudWatch BEAF BERUARERIZRAE,
XEZER , 52 #FFL L% Data Firehose 5181 % S3 H A AR,

- MEFRABER®E , BREDN Lambda BT LREBRAHEAK/NET 6MB W, EXEZE
B, BZ# Amazon ¥3E FirehoseData %1%,

Amazon Redshift ) EHEZE

0 R BAE R AL M BB Amazon Redshift 71 & &£ 85 Amazon Redshift Serverless T4 |, iHREI
&I,

BIEENELE| Amazon Redshift ZBi& %&£ T S3 FEM, MRBFPREME S3 7 , S
B Amazon S3 #EHERR,

« &% Firehose DeliveryToRedshift.Success #6545 , #{R Firehose EZ R FHIBM IR S3 7
@S #I2L I#% Redshift AL EEERT L% Redshift TIRZ B ITELH, BXEZER | HSH
A EFRIATET O#EIE Firehose CloudWatch o

- MRHABHAERBERCEKIE , NSHACHRERSFEEZRAMERAEE, BXESZER , BS
3% R B AWM O 3E Firehose CloudWatch o

Amazon Redshift [&] B2 253


https://docs.aws.amazon.com/AmazonS3/latest/userguide/optimizing-performance.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html

Amazon Data Firehose FRARIER

« && Amazon Redshift STL_CONNECTION_LOG & , H& Firehose BEERIN B ERE, HiZRT ,
NiZEBIREAFZETEERERS, BXEZEE |, 52 (Amazon Redshift BiIBEF XA R
8/8)Y HHY STL_CONNECTION_LOG,

- NRAIEMNRES REEEIERE , H8ZE Amazon Redshift STL_LOAD_ERRORS 3R IF
COPY MM ERHE., AXEZEEL |, iHZ (Amazon Redshift HIBEF XA RIEE) 9K
STL_LOAD_ERRORS,

« 4R Firehose BB T T# Redshift Bl & EBEE K.

- HIRTEEM Firehose FRFIEER IAM A A LA Amazon Redshift W\ & $I2k#EH S3 1F14#
M, URATHIERRN Lambda BRI ( MRBRA THEHELR ) . A, FHERE IAM AE2ERIFE
CloudWatch BELEMAERUREEIRAE, BXEZEER , 5ZR B F I S# Data Firehose 15
B &% Redshift B 89 it AR PR

- WREM Amazon Redshift T i & £ &5 Amazon Redshift Serverless TEA N TEFME R
(VPC) 1 |, FHRIZEE L FM Firehose IP st #1Ti5Rl, AXEZELR , HSH #F T D%
Data Firehose 8110 &% Redshift B #9# AR

- /R Amazon Redshift 7l & 5£8¥ 5 Amazon Redshift Serverless T{EH AN FF AT A,

- MREGABERKLR  BREY Lambda BETL2BREERAZ K /NES 6MB WK, BEXxEZE
B | EZ R Amazon 3E FirehoseData i,

0 &% OpenSearchBR%5 3 17 = HERR
R EBHAE KL X B IEH OpenSearch R , BREUTRHRA,

AR O] LA B 210 B Amazon S3 FiE. MRBBAREMEILZMN S3 FHM , BSHAmazon S3 HfE

- ¥ & Firehose IncomingBytes MIncomingRecordsiEtr , BREIE S R I KX F &M Firehose
BED, BXEZER , BHSH FRHERERT D #HEIE Firehose CloudWatch

- MRBHATHEHA Lambda 3 {TEIE# , 5K E Firehose ExecuteProcessingSuccess E#x ,
#1R Firehose EZ X AAEMN Lambda B, BXEZER | HSH FRERGZET DR HE
Firehose CloudWatch ,

- K& Firehose DeliveryToAmazonOpenSearchService.Success $E#r , #{R Firehose E=
HFHIERSIFRSER . OpenSearch BEXEZER |, BSH FRIEMREET SR HIE Firehose
CloudWatch

- MEREKRBAERATCRKIE , ISHACHRERSEEEARABMEREE.,. BXEZER , S
7 FE BT D EEE Firehose CloudWatch ,

S S i# OpenSearch iR 3 1T EHER 254


https://docs.aws.amazon.com/redshift/latest/dg/r_STL_CONNECTION_LOG.html
https://docs.aws.amazon.com/redshift/latest/dg/r_STL_LOAD_ERRORS.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html

Amazon Data Firehose FRARIER

- BRIEH Firehose EIEAH OpenSearch RS ELE EHEE Ko
- MRFAT Lambda WEEHKEE , TEREEM Firehose FRFIEEM Lambda BMEBNAFEE. It

S, EBR IAM AEERIFE CloudWatch BEAM AERUREEIRAE, BXEZER , EHS
¥ FirehoseAccess [B]72 3 OpenSearch BRSS B B R,

HRIEER Firehose RAEER IAM A& A UL AR OpenSearch RS &R, S3 ZF B FE A
Lambda B ( MRB A THIFERR ) . 1A, FHER IAM SEENER CloudWatch AEHAF A
ERUREBHIRAE. BXEZELR |, 155 M FirehoseAccess 873 # OpenSearch IR B #Y i %
o

MREABEESR , BRIEMN Lambda BT LXREBRAE K /NET 6MB WK, BXEZE
B, i#5Z# Amazon B3E FirehoseData i,

« Amazon Data Firehosecurtly 7 #F4% H & &% CloudWatch EIIL & i# OpenSearch lRFE#F , B

R G CloudWatch MZ B EEHE HE|— Firehose id%E ™+ , # H OpenSearch I &7 RS
TEE—RIERFEZIZSNEESEH, ERABRAR , B LERE CloudWatch B & 8T 5 #
OpenSearch BRSEY T B iEE & o

Splunk [A]EHFE

MBEBFERZHINEHN Splunk Kir TR , BREUT &I,

WMREH Splunk EAMF VPC # |, IEH{R Firehose AIAGRAIZFE A, BEXELZER , BSHE
VPC A8 Splunk,

- MBEFEH AWS REEEES , TRMAR TR Classic 1% 355 Application f1E159%# 85, LIk |

£ Classic Load Balancer F /8 A E T4t B S1E , 22 Cookie i3 iRt E , Application
Load Balancer W BBt AR EN &K (7 X ) « BXRUAHITIHIRIENEE , BEZH C lassic Load
Balancer = Application Load Balancer & FiF4Ert RIS E

- B&E Splunk FAER, EMATF Firehose B9 Splunk - EE Splunk F & RA 6.6.X HE S,

AXEZER | HS95EA T Amazon Kinesis Firehose B Splunk i,

W RIBIE Firehose F HTTP E#H SR (HEC) W R ZBIE R ( Elastic Load Balancing s E X
1), EEAKMAENEE HEC Bk (ACK)

BREERABRE HEC T hE,

- WIREHAT HEC 5%, &2 Enable and disable Event Collector tokens,
- RERBNXIEE Splunk WHEIEERIRERR, BXEZELR , BN HTTP EHWESNEH

REREN.
BN HEC THNMBMASHEE T HAXEKS.

Splunk B @ HEE 255


https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-splunk-vpc
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-splunk-vpc
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Hardwareandsoftwarerequirements
http://docs.splunk.com/Documentation/SplunkCloud/7.0.0/Data/UsetheHTTPEventCollector#Enable_and_disable_Event_Collector_tokens
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector

Amazon Data Firehose FEANGIER

o MRATF HEC T RHMRF B IRMAE EEF Splunk |, L BHFEIRZiEKR,. WRFAEEAE L
W, BIEERHEE Amazon S3, RELHHIER S HINE Amazon S3 A |, X E R TEAHINBLE
KM,

- BRELHWHEC SRELBRATRSIEHIN. BXEZER , BSHRABARSIERIA.

- 1810 Firehose E &M Splunk B #rBit EHECAcknowledgmentTimeoutInSecondsHHIE,

- £ Firehose RetryOptions B Splunk BFrELEFEMDurationInSeconds FAME,

- & HEC HIETIRR.

- MRFEABERXR , BREN Lambda BEF2REIBERAZK/NES 6MB HWIER, BXEZE
B, BZ# Amazon & FirehoseData %1%,

« WRE N ackIdleCleanup B Splunk ZEIREN true. BINBERT , BIREN false. HEENIL
SHIREN true , BIRITUATRE !

« X¥TFTHE Splunk =EBE , BEEA Splunk XFNFERRH, FLBERT , MiER Splunk ZFA
ABA HTTP B4 WSS |, 7 inputs.conf B ackIdleCleanup IREBH true , HBIEHRIE
REA T REGNATEERR.

« X¥F 24 Splunk Enterprise #E , 1™ inputs.conf X#H K ackIdleCleanup SR
B A true. XWTF *nix AF , XA F $SPLUNK_HOME /etc/apps/splunk_httpinput/
local/ To XF Windows AAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

« X F# 3£ Splunk Enterprise & |, #¥F inputs.conf XA # ackIdleCleanup &
BR true, XIF *nix BF , WXHALF $SPLUNK_HOME/etc/apps/splunk_httpinput/
local/ o XF Windows AF , ©fF %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

- WRIELEH Firehose RHPIEEMN IAM BB LA E S3 Z R FMEFEF Lambda B 1TEIE iR
(MRBATHERZR ). A, FHRKR IAM SEFHE CloudWatch BEA M B ERUAK EE
®AE. BXEZEER , HSHEM Splunk E#REMN FirehoseAccess .

%25 Amazon Kinesis Firehose B Splunk &4 EHERR .

AENAER Snowflake YER B B bt BY & LI PEHEBR 5 TR

ERERRE 256


http://dev.splunk.com/view/event-collector/SP-CAAAE8X#enable
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/RequestFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECdistributed
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECsingle
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-splunk
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Troubleshoot

Amazon Data Firehose FEANGIER

Firehose [E#& 82 kW

R EIEEAEE PrivateLinkFFﬁ T Snowflake BRI B2 Firehose &M , IR R Firehose &
E15B VPCE-ID, XABERATUTERERZ— :

« VPCE-ID FIE#, BINEEHREIR.

 Firehose EFI M P F X F LXK Snowflake Mit, 1 Snowflake I EMER IR MU, BHx
EZEFMEE |, S Snowflake X4,

» 1A Firehose ERRESE T AWS X1ZiHE EI#Y X5+ B2/,
- MREBMAFE , BEHR AWS XEFAR

[T

MR EBAE KL X ZNEH Snowflake T , BRELLTHZA. Snowflake X3 K MM BB ER 5B R
A RS IRRIBNEIREE—REEDR S3 BiIREFEME. UTR—EELNERESE, AXEIRNAD
HNEEIK , FSFESnowflake ZhiE1E it iR,

- HiRMH : Snowflake, DefaultRoleMissing: &k R1E B Firehose BRI REEZ AR, MRR
EliE Snowflake A , FHAFRIAACIRENIEEMN Snowflake AP,

« SR : Snowflake, ExtraColumns: R TH TR AR FEZIMIELITE A Snowflake, FRIIE
EXRPAREEMNT, EFE , Snowflake FIBX D KNE, MREREXRFEES , EXFNHRE LR
MAM , FRREBAAEPIBEHRNEERE L HERHN SIS HETE,

« HiRMH : Snowflake, MissingColumns: &R TR AT KB RRDF , X Snowflake B A
B4, BRAMBATNZENIIEEE,

« IR : Snowflake, Invalidinput : 2 Firehose 7oEfF1R A9 5 A B B M B U H JSON
B, RS REXMER. BR json BEREARXERY , REZRHUXNEIS. 515, BUEH
%, BHl Firehose {XZ#FEA JSON MBERIERERNE , T JSON $d,

o IR : Snowflake, InvalidValue : R A THABRETHPHNRFERBETER , XXM, ¥
REMANEFTIEERN JSON EFFE Snowflake RE N AR IRIERR,

- IR : Snowflake, InvalidTableType : RARAFZHFFE Firehose EREFERENRER, XX
Mk, FIMBIERE | iES ¥ Snowpipe TREEAHIRE ) -

Firehose EESIE XK 257


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-overview#limitations

FRARER

Amazon Data Firehose

® Note
T F A EE , tNRERIE Firehose BEIEFE X T Snowflake B ¥R L RE LB EN
PR , Firehose MREZEE /L0 FER N BIX L E R, MRERE I EIMEIELEIR , B 1AMBR

HEF IR Firehose E#.

Firehose i & A i [A] 14 £F ME % 25
R Firehose API IBZRIEERT , IHHITEA T S EREN 15 5% = &Y 0] 77 18] 14

- BE APIEFERESH VPC PR ENAH. KB VPC WFrEREHEEIRE Firehose VPC K i ¥y
B, METHEZER , BSAN Firehose 5E&FEMH, AWS PrivateLink

- MBEREXRBLAEMEZHERFEFMPIRE T Firechose VPC KT SW VPC , BMENIEZEITUT
MR EMEZIERE, Firechose Ui R A LLE Firehose i R Bl & # 2,

- fEtracerouteH 2 XM T Etcping RREMBRERSEWH, MRAMK , FREZHMEIRE !

5lgn -
traceroute firehose.us-east-2.amazonaws.com
WE

tcping firehose.us-east-2.amazonaws.com 443

- MRETREREEHBEUTHSEK , HRE Amazon CA (IEPMENY ) REESEEF,

Hlan -

curl firehose.us-east-2.amazonaws.com

MR PRGN , FERAZR API LLEEF APl 274K E 7 I\ R7,

HTTP ix KRB E

AT AL E Amazon Data Firehose EEEMEEA HTTP A TR EFMNEENFENE (2
¥& Datadog, Dynatrace, MongoDB., New Relic, Splunk 2 Sumo Logic ) BHHY & L FEHEBRE TR o

258

Firehose ¥ & 0] /5 (7] 14 52 3 AR 2


https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html

Amazon Data Firehose FEANGIER

LogicMonitorfi AT M E , FTEERNBEREIHA HTTP R, BRELEH Firehose RHIEEN 1AM
AT LLERE S3 Z N EMEA Lambda EREAB TEHIERR (MEBRATHRIER®R ). 1A F
BR IAM BB E CloudWatch BEAMBERUREERAE, BEXEZER , %%@Eﬁ
Firehose X HTTP & in T = B ¥rEY 17 R B BR o

(® Note
AFHPEETERATFLUTERM : Splunk, S OpenSearch ervice, S3 # Redshift,

CloudWatch B&

5B VB W R Firehose J3 FICloudWatch HEINEE, REEEZRE BHINE RN T SEZHAE,

BfrRrH

ErrorCode: HitpEndpoint.DestinationException

{

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BirRERTR Firehose BEB R Bixs SAEZH A H HTTP R |, BRKE 200 MR KB, F=2 200
B 2xx MR th £ S B EFRRE, Amazon Data Firehose FMER B BY L im 5 5 U F) 49 e B2 4% 73 7 B BT Y
MR g icZEIBEF,. CloudWatch BEF Amazon Data Firehose 7o 348 S sk 2 72 BD 7] 12 M9 N K55
MEMAE , At NAHR R QIRMIEL T S IE Firehose B HTTP &HERNBIIERERE, UT=2
HXNXERENZELNRBHEEEIN

« 400 : RRATFEH Amazon Data Firehose Bl B4R ix , BRXENBERFEE, BREFRUEESLE
We url, BAEM. NERD. HEZANETRETR. BXMERE , BSHBET BRI,
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* 403 : RN Firehose EREEMNF R ZALTRBFEEAET EREN KR,

* 413 : &7~ Amazon Data Firehose KX E| K inT R ERAEAK | KT AT ELE, ZHEE
ZHRER , BB BFRHERKD,

« 429 : &7~ Amazon Data Firehose Z*ERWEE RN T BFRATEAENRE, B 8 in&EPatE
M/ mEHP KRN (ENEERREBTEAN ) REBEHRT.
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=
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/A Important

EEZRT  ERAXLEEELNREHERY , ERERRIREBEACBHRRTEAR , NE
REREFERIIBEN,

Fo R R

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/
ronald-test",

"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,
"message": "The response received from the specified endpoint is invalid.

Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"
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W, MREEEFF XS Amazon Data Firehose AL T R , {HIEME MRS AR EBIEK &
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
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« T ISON HEAFR  KRRTEFEMERBESN JSON FBTEEAFR. BREUREZTIAR
YRED o

. Rk Requestld : RRIMBFREE requestiD,
 Requestld FIEE : &R FH requestld 54 HEY requestld R THEL,
- BAONEY RAMEFTIENEAHFTER, HNEBEFELARKT , MTRFRH,

. R4 Content-Type ¥Rk : FRRIR R B E“content-type: application/json"¥rsk, T2 HAb
content-type.

/A Important
EERT . WEBHEKIE Firehose REERIRFS Firehose &R M MM LI T K42 HEK
B, MREEFEFRENE=ZFRS , FRKREEANRERI Amazon Data Firehose
RELIRTR , ZA RV R/AAEELAHRBENLIRT KRTE. #li , Datadog I 5 #h Data
Firehose ¥ R 72 https://aws-kinesis-http-intake.logs.datadoghg.com/ , i H 3w <=2 https://
api.datadoghg.com/,

HibE N HIR
THEIE T EERRBAE L

o £5iRAH: HitpEndpoint. RequestTimeout-Fk R & im o B B B IS 3 78, MRBRBEHNFIESE ,
BREEEMBESNANRNE, MREFTZEGNAEE , FRREAMEE , WERE UUREBEAETE
kBRI A ( BB EART , MBS BRERGEHEE ) .

- £81%fUA5: HttpEndpoint. ResponseToolLarge-R/RMBI A K, ‘BIEFRLFE A A IE R 400N F 1MiB.

- IR HttpEndpoint. ConnectionFailed-R "L SR BN IR R B IEE, XA THRENN
it FEBELIR. Amazon Data Firehose Foi& 17 B AT &, T & L iR = 00 BHE 18 SR A9 B[]
pUR N

- IR HitpEndpoint. ConnectionReset-FRRIEZ2EY , EEHHIEEDR T XA,

- iR . HitpEndpoint.SSL HandshakeFailure-FR R A E AR B w /K IITTHK SSL #F,

MSK As Source @&

AENEBT EH MSK As Source BT E K B BEHEE S TR
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https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
https://api.datadoghq.com/
http://aws-kinesis-http-intake.logs.datadoghq.com/
https://api.datadoghq.com/
https://api.datadoghq.com/

Amazon Data Firehose FEANGIER

® Note
BRAE, B S3 XNRIENHE , ESHETEHN S

hose 82 &K

WREA MSK As Source BJ hose 82K , ERELLT &M

« RER MSK £B#EBL TEIRS
- MREEANERLEERE , FRREF LNABEECTH

MREEANRLTERE  FRAREF LN AT IR ST

- MBREBFEANRLEERE , FREMMETHROER | ZEKE AV Firehose BlEFMEEERE, BiE
25 : MSK B0k F 1R

- BREEEFHNASENRENERN T HRINHE
- BREMN VPC Z2AAWARARBEISER 5| SRSHFERARREO

hose &

WMRIZEM hose A FEFERS , BREL T

- RER MSK £H 2B FEIIIRE.

- REFRTVREEFEE. NRETTHEMERHAELHCE | NEXATMBERHEFH G2 Firehose EE,
hose &

%8S BytesPerSecondLimit /N0 X & EEMNZRIEAREBREBRF LT,
DataReadFromSource.Backpressured BIERF 7 1,

- MRRK[ET , BytesPerSecondLimit i & DataReadFromSource .Bytes 3855 HiERIZ SR F,
- ®EH CloudWatch &, B#riEHR. BUIRHRRIEFRNE X HIRIERIAERI.
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https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/public-access.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#access-to-msk
https://docs.aws.amazon.com/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#firehose-assume-role
https://docs.aws.amazon.com/msk/latest/developerguide/port-info.html
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« Firehose ﬁﬁﬁﬁﬁiﬂ%ﬂﬁﬂﬂﬁ]%ﬂ%ﬁﬁﬁﬁﬁﬁﬁ RTHRRESESEICEKRE
£ Kaftka WRE HEFREBWICRILAEZ | B Katka TN BIHRBEEERE RN

message.timestamp.type=LogAppendTime,

MSK &8+ %& £ (7] &

UTERERANARIES MSK £8NEE. AXRELDS#H MSK EFRNFMAEE , ESH
Apache Managed Streaming for Apache Kafka 7 & &5m P A Z# MSK A AT,

Kif 5 MSK S8R ERE

1. BIEET UNIX ( RIF2 AL2 ) 9 Amazon EC2 5fl, MREHEFH ENBSHT VPC iE#E | FH
REH EC2 KBIER— VPC Hi21T. —BXHIAA SSH E#F %6, BXEZER , HSH
Amazon EC2 A FEM R AHIiE,

2. BEETUATHSER Yum S-S EEERLE Java, BEXEZEE |, 15 Amazon Corretto 8
BFEmT N RERA,

sudo yum install java-1.8.0
3. BEUETUTGHTREAWS Bk,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

4. BT T &% T Apache Katka B i 2.6* MRS,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. %% kafka_2.12-2.6.2/1ibs B , RARETU T HEL T Amazon MSK IAM JAR X
o

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. 7E Kafka bin X#® A tlZEclient.propertiesX#,

MSK SE 5 IE #2 (R /3 263


https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/cli/
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7. awsRoleArnEi N I&RTE Firehose FEAKAE ARN |, SourceConfigurationfAERIEIEH
B, RITFEN AWS BEFAFAKAA®BawsRoleArn, AWS EFIHA P FERAAN GBI TE
ENAE,

[ec2-user@ip-xx-xx-xx-xx binl]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. B1TLAT Kafka (s R HIH T, MBEIEERNHE | BEALHIK S Bootstrap fRE85. MR
BHEEZERALEN  BFEAFBIRK Bootstrap fR% 85,

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMRERKY , BNZEETRBTUT REIR A,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$% bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties

[xxxx-xx-xx ©05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx @05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..
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__amazon_msk_canary
__consumer_offsets

9. MREHEZITZRIHANBEIMEMFAIE , FRIEGRHNSI SRS /RS UELEER AT
Bl ALk, BANTHHER telnet HEMUWKAEF , WL TH TR

sudo yum install telnet
telnet <bootstrap servers><port>

MRFERKY , BFREUTRE. XEWSERTLUERESIA VPC 1 MSK &3 , }H5I&
REF|EEERHD LETER,

Connected to ..

10. MRFERFRY , FREEN VPC ZEEAMAWAN, Flan , ERBEAEAN EERATE
o

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

WE—%mR, EX telnet ., MREMATEEED Firehose EEMARKM , BHRAZEFA
A, AWS

HfEH R R SRR H

BIEFH ¢ E R HERIEE Firehose AW RFEENEHENH, ©= Firehose P HRHEWHIEIERK
HEH |, MFirehoselZ BN IEHI BT BIZIINFE, Firehose 14T Al A T A HIEFHGEENIEtr. ERT
IBE B BIBFEEE ISR , 152 Mthe section called “fEF CloudWatch 18RIt 17432,

MRENFFESHIMBEXHEAEN , FEEA N EMNBEREERER . —MATEER , 51
AT &A1,

MRREAHBFEREEIEIR , WK Firehose ERXABERNERH, B IERBEEAIREEM
RABEN , 2 REXHER.

MRBEFGEERETHIEM , WEREREERAES, XARRATUATRERZ—.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
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o BFRTER EEA@WIER, WA Firehose AEREMBRE MR , RN AELER,
S 1ET S S3 LA B 893 ( OpenSearchBR%. Amazon Redshift 2 Splunk 7] Ji”i ﬁ’ 15
). BWRIEW Eﬁ?ﬁi’ﬂﬁﬁ’\]ﬁg%ﬂﬁ%kumgo

- BIR3EEE. WK Firehose BEISER , MEXNARLEE. Wi BIRRVERER.

« Lambda HEUZ1TRIE. XA S BBEEAEREKT Firehose RWKIFREUER, MERETEE ,
E12E Lambda BBV, Hln , MREHLERE 10, BEAZSMNEEIRS 10 RIGMHT
B, sk, ZEE I Lambda BRI F KR/ , AMEMER#EIE I CPU 28, XAIEEL MR Lambda
REAEE, BXEE Lambda RHKER , HZHEE Lam bda AWS B,

- ERREERLEDHIIHE, AXUOMAEEH Amazon Logs ¥#24Ei% CloudWatch S & | 55
#the section called “E ] CloudWatch B &3 1Tia1%”

« N2 Firehose HHIEIER R Kinesis kB , M AT EE#H /TR, K&
ThrottledGetRecords. ThrottledGetShardIterator M ThrottledDescribeStream
¥Etr. MREZNMEAEZMINE Kinesis 287 , BZELUTEMN

« W8 ThrottledGetRecords # ThrottledGetShardIterator EMIIEEST , RITEWEE
MABBERMEERN 2D H .

- MR ThrottledDescribeStreamA & , BIIBWENFHEN A ER
hikinesis:listshardsiXPRKinesisStreamSourceConfigurations

- BREARETRIRK, XTEELEM Firehose FEFIR B MWbAAE , NI T EES RELEER, ER
BAREHRETHE. BEXEZER , 5 HBufferingHints.

- HERMBRERN  RENEHBLENE TR SBEHNEG. ZRE/DERGEME, A, B
BRAZHREDXEHIR, ﬁ?&ﬂﬂﬂﬁﬁﬁ Amazon Logs ¥ #2£51% CloudWatch 1§ & , HZHthe
section called “f€ A CloudWatch HE# 1T,

« MR EB#RA Splunk 3} A DeliveryToSplunk.DataFreshness ¥ & , B
DeliveryToSplunk.Success HEEXA4E , Ml Splunk EFFATRERIC, R ATEE , B Splunk
8, & , BER AWS XEFIZI , iBRE 0 Firehose AT 5 Splunk EFBEHNEEHE.

FFRHIE IR A Apache Parquet

MREIRMBTESetZKEA DynamoDB #¥E , B Lambda FE R LM E Fire AWS Glue Data
Catalog hose it , REFEANIEFHEA KRN Apache Parquet , e R EXTIE R

% AWS Glue Crawler J DynamoDB SE##E¥ #StringSet ( NumberSet, BinarySet#l ) 4wl
Kot , eaFei s A FEMEELRIE B XFSET<STRING> , EISET<BIGINT>, H, SET<BINARY>{E
2 , Eit Firehose FHIFIZF N Apache Parquet 13, , ©FEE Apache Hive BiEEHE, HTE
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https://docs.aws.amazon.com/lambda/latest/dg/resource-model.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html#Firehose-CreateDeliveryStream-request-KinesisStreamSourceConfiguration
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
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KB H B Apache Hive BIERE | FRUAEBRS LN, E#RHITRINERR | B Apache Hive ¥
BRAFEHBIER R, Ak, B LUEHRIEE RFH set FRHN array,

R B FarrayF B —F AWS Glue S ZTHTERE Mset BN

1. %&3F AWS Management Console 337 AWS Glue ###l& , M) https://
console.aws.amazon.com/glue/,

2. EEMBERFHRIERRIRET |, EER,

3. ERIKRYP , ERLFEBU—IREZMNEBELRENRNER. XATESISEZRNFAGER
Heo

4, ERFACEENHA LANRERERA.,

5. EHRIEEBHIF | EFEFE - set BIERE,

6. EIRBTHRIKD , FiZELBM set EXN array,

7. BIEFEEMArraySchemaip RN EIER Barray<binary> , EZF BT

Warray<string>A. ., array<int>
8. EEEH.
9. EECRIMNIR , FHA set KREKEMNA array RE,
10. EERTF.
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https://console.aws.amazon.com/glue/
https://console.aws.amazon.com/glue/
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M & 3#b Data Firehose Bt #i

Amazon Data Firehose BEiE 0T

« LS MSK ¥ Firehose fHEIKIR , A Firehose MBI INE N B2 XAVIZEELE 10
MB/® , & RIEFA/NN 10MB. & AT LAGE 18 hn AR S5 EC R 15 SR I KiRERVEL & 10 MB/
WHIBABLER

« LI 5# MSK ¥ Firehose EIEMRIR , 2R /E A AWS Lambda , M & KiZFK/NH 6Mb ; 40
REH Lambda , M&KIiZFEFK/NHA 10Mb, AWS Lambda fFEE AiExZ EBRF 6 MB , Amazon
Data Firehose fFi#813 6Mb #9183 X 48 1R S3 F##. MEZM Lambda , Firehose &fFH /%
ANIEFKBR#IR 10 MB, #158 Amazon Data Firehose ML &i# MSK W EI#Yi2F KN AKF 10MB |
ML S # B HE Firehose 2fFbie FZIXE S3 HiRTFHM , HERMIK/S X H Cloudwatch 3§
¥ro BX AWS Lambda REINEZES , iHSH : htips://docs.aws.amazon.com/lambdal/latest/dg/
gettingstarted-limits.html,

« 7£ Firehose REBANAS D XE , WL Z Firehose 7812 500 MNEZH 2 X ERIANE . B3P
XitBEEHEPRRFIORXWER, 6l MRHADXEAEVHEINAPX , HEEE—
NEHAXBTEE , ¥ 60 WALk —X&m , BLAFHEGHE 180 MNEI P X, FE2XPELmEKE
B, B XFEFRBLFENRS. BALUEER Amazon Data Firehose PR %55 & B 55 bt Bl &8 tn 2
BNATE Firehose FifY 5000 NEZI DX, MREBFEFZHX , N ATLSIEREZ M Firehose i ,

HRED 9 X5 M EIXLEFR A,
« £ Firehose REBRAIS D XE , BNEIPXIBFNHEAFTHLENER 1 GB,

- BNMNEKSHBNXIEH Firehose ERHENBUTER :

o XERM (HAEFRLILE ). ZERM (HE=BMN ). ZEAED (HEHX ). BN (BRZ )., L
KX (RZE) : 5000 4 Firehose E#%

o WM (ZEZRE). BN (3 )., AKX (FnE ), TA®X (EE ), TA#X (&
R), DA#X (FX)., (XEFEEB). MEKXKAWS GovCloud ( FaZP ). MMEKX ( FEB)
2,000 4 Firehose E#&

o BOM (BBE ), KN (K=Z)., Bl (HEFRE ), TA#BX (F#E ). IA#X ( KR) .
EEN(ERFT ). PE(TE). FE (=), KR (BH ). (ZEFRZ ). FMAWS
GovCloud ( FF&E® ) : 500 /" Firehose E1#%

o BN (FERM ), ROM (BT ). AKX (EESNE), TAMK (ML), TA#X (£
RA ), AR (PBKEE )., &Y (4R ), MERTEL ( FRME ), MEKR ()
100 /" Firehose E%
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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- MRBEEF , MFHH2CreateDeliveryStream$ HLimitExceededException®E., Ef
FLbEER , AJLAEA Service Quotas ( MR ZBFELHNXE TR ) . BXFERARSRINE
B, BEAEREMEDT. MREMENXXERSER , LA LUEA Amazon Data Firehose
PR il 2% 5 BR i 48 DN EC AT

« ¥F Direct PUT Bt W EIEIRAET , 84 Firehose i PutRecordMPutRecordBatchif sRIZH LA 4
SEE
e | N

« WFXREFRD (HFERLMILER ) . XEAER (BBRM ) MBPMEX ( F/R=) : 500,000 %&id
/%, 2,000 NMERA , SMIB/,

- TATEERI (BXBEBMN ). ZEEIP ( MAEELILE ) . AWS GovCloud ( EEFRER ) .
AWS GovCloud ( XE@EZ ). ITA#HKX (&), TA#KX (ZX)., TA#HX (BER). T
KX (M) . hE (LX), BE(FE). TASK (EE). TABK (FX). M
EX(FE) . MEXEI (FRME ), BM (EZZRE ). M (L), BN (BR)),
ROM (HTER/REE ). R (BH ), BmEM(R2RF ). IEM (FER) MBOM (K=)
100,000 %ki2%/#. 1,000 XiER/F. 1 MiB/#,

EREEMNEE , B6EH Amazon Data Firehose [REIFR £, X=NEFRLLBT B, Fla , (RS
XERI (FHFREMILE ), ZEEZ (BREBXIM ) FRMX ( ZRE ) WEHLEEFIE NE
10MiB/® , Bt MNEL &S 4 3118 112 4,000 NiFsR/FF 1,000,000 FKicF/#.

/A Important
MRBNNEFZE TZTHRE , X2SHERT BRAHRRD, MNERBERET ,
ASHERRSHRAS R, FRERXNBEHNSITHREMEINER , FEREE e

J\E_iiﬁ%ggaéﬁo

/A Important

BEE , BBEIEREY |, BRAME. Firchose EEUENE T ELEIRSHHBTFIZEZHK
B, RUBRIEFHA/D , IEFEAZKEILW 5KB (5120 F1 ) » Atk , 8 ALKIE
E(FN)HEANERT , IRMARCKNKRELS , “FENREAREBS, flw, 0
REANEHEEN 5MIB , MESFEH 1,000 FieFEAEHBHENHERL | KEES
5,000 &idEkH 5MiB BN AES. BEXEZEE , BZRITESETH Amazon Data
Firehose, AWS
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://aws.amazon.com/kinesis/data-firehose/pricing/
https://calculator.aws/#/createCalculator
https://calculator.aws/#/createCalculator

Amazon Data Firehose FEANGIER

® Note

$F Kinesis Data Streams Bt & A HIE R |, WEE &R , Amazon Data Firehose A LA
SR&MtE LERE T B,

« 8 Firehose MZZ W76 24 PRI , UBEEBNiF A BERFTAA, DirectPutil
RIRZ Kinesis Data Streams (KDS ) , BB/ ETR TR , WHIFEFEFELL KDS BERE,

« 1f baseb64 w28l , X% %] Amazon Data Firehose FJid FZH & A K/ 1,000 KiB.

« ZPutRecordBatchi2ES X HZ 0 5 500 KidcZRHBRXEWY 4 MiB ( LBR/NERE ) . TE
Bt A A,

- UTHREBVERSAURM 5 AR (EHR

%)) : CreateDeliveryStream, DeleteDeliveryStream, DescribeDeliveryStream, ListDe.

F StopDeliveryStreamEncryption,
- ZFEIRREREE : 60 % - 900 ¥,
- EMT S Data Firehose 1% i EIT & # Redshift , N XA 2 FF 75 A1 AT S Redshift &,
« Amazon Red OpenSearch shift f1IRF RV ERIFLERESEEM 0 ¥ F 7,200 1 EF,

« Firehose X3 Elasticsearch R4 1.5, 2.3, 5.1, 5.3, 5.5, 5.6 , ARPFIHE 6.* F 7.* lRAUK
2.11 Z BT E9IE & OpenSearch BRS 2.x0

- YEFRNLE? S3, TS Redshift B OpenSearch fRE AT , Amazon Data Firehose RFEN 2
F&% 5 RKERM Lambda @A, XF Splunk , BBEIREND H 10 X AKRERH Lambda B A,
« YRETLAEH CUSTOMER_MANAGED_CMK ) CMK kN %3k 500 4 Firehose E#%,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
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B % - HTTP 3% = 4% 515 5K F0 0 B2 H1 36

7 71k Amazon Data Firehose I EEEHEIBENL HTTP KinT R , XL LT L AT E A4
EML S E3E Firehose HRMBBENIEZERHAREWN, RTNELDEEIE Firehose RS @
BEMN HTTP LinT KUKIEN HTTP BRNEXAE , URLSEHHKIE Firehose IRFHAER HTTP I
BRIty RSB, 7 Amazon Data Firehose BEHERZ 8 , HTTP K% T KB 3 7Y A 8] 5k e B %18
K. Amazon Data Firehose A& EHEEXNE SN RE XK,

F&:
o EHEREX
o MERIHEN

HRER
BEM URL S8

HZEERENED URL FEEM —2B4% . Amazon Data Firehose BB R EEAN] , TEBH. X
¥ # https BFro URL ﬁE%UE"gﬁuwﬁﬂgﬁﬂlﬁjrﬁﬁo

(® Note
BEl, HTTP im RBIEE RN im0 443,

HTTP #rk - X-Amz-Firehose-Protocol-Version

AR A TFERBER/MNUEXWIRE, BaE—WREZ 1.0,
HTTP #r3k - X-Amz-Firehose-Request-Id

AR ER —NTERR GUID , TR TRARMNESHEMR, WRATERNE , RSN ISHK
RXARAWE , BRERDMERMBER, EZR2RE—ERE , HR ID RETE,

HTTP #r3k - Content-Type

Content-Type ¥rkHIEIR 7 application/json.
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HTTP %5k - Content-Encoding

A LAY Firehose MECE N EXEERMNER GZIP EHBEX., BRLESRE , HEBRER
% , Content-Encoding #rkERIZRE N gzip. MRAKBHAESE , W Content-Encoding ¥Rk i 5E
2R EFHE,

HTTP #53k - Content-Length

BEBRESTER,
HTTP #rk - X-Amz-Firehose-Source-Arn :

LA ASCII FRF R R RH Firehose EEH ARN, ARN X¥[Xig, AWS Ikf ID MEESR
MEITHRB, HlI |, arn:aws:firehose:us-east-1:123456789:deliverystream/
testStream.

HTTP #53k - X-Amz-Firehose-Access-Key

ARk T E APl ZAREAMEU ., EOIENERMERIRA , BRI SIOIESERH APl 40 ( XFRRN
) o Amazon Data Firehose f§ 17 8 2548 B9 K/NBR#I7E 4096 =1 LA, Amazon Data Firehose
L2ERUAEAAXERLFES, RENZANZEFEF B IRLHNED,

NATUREEN , THERR JWT T3 ACCESS_KEY, MREMAFELFREIL (WAFAN
25 ) , WNEmMEFENEN R TEBRNEKRN (JSON = CSV) —i.’f—?—ﬁ%"(fi/\lﬁlﬂiﬁ%ﬁqﬂ
MRFHARZZFHFIE , AT I FE# 1T base-64 48#8, Amazon Data Firehose T8
MR EBEENE , TeREEEARNS

HTTP #rk - X-Amz-Firehose-Common-Attributes

EARKBEEBNMERN/BERFABIEZARNLOHAEY (THE ) . SEBREEQE
Firehose Effrf EXE BN, LEMEMNERRENEFTUTERME JSON WK

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"AL{1,2563%":
type: string
minLength: @
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FRARER

maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

IEX - RARK/N

BRAEXK/PHEEE , EFHEIHRAKTIE 64MiB,
IEX - 2849

EXBE— JSON X , ZXHEHFLLT JSON £ ( A YAML RE )

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1

ERERX
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maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
3,
{
"data": "aGVsbG8gd29ybGQ="
}

] 7 4% =X
S BTV BRIATT
MR ARRFELLTER | Firehose RE BT EMNIRATB R 500 , SREIEI,

0 37 45 =X 274
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RSN

HTTP SR LML 2XX, 4XX = 5XX SEE Ao

Amazon Data Firehose RSB FER/EEM ( XX RAKRTE ) » RLEMWNATE 200 F 4 A K I
FiEFREAME HTTP/EP, MRS 413 (BHAD ) BARAKALK , HHRRFRIHAFTELKIEELE
XFEE (NREEE ). MEEMENABEOEANTERNER , AZIBENENERER
BEMA R,

Rk - NAER

ME— A EZHAREEZ application/json,

HTTP #7k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #r3k - Content-Length

MRMRBAEIEX , MHAHMAE Content-Length F53k,
EX - &RAKND

MR B2 1E TR KN AN TFZEF 1MiBo

"$schema": http://json-schema.org/draft-07/schemai#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer
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errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: 0
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": "1578090903599",

"errorMessage": "Unable to deliver records due to unknown error."
}
Success case (HTTP Response Code 200)
{

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090903599
}

FEAR A RI40 22

ERBEHIRERT , Amazon Data Firehose fRF2R# 2 EABHRBEEZENZ HAEEBERIXN
Bk, BERFEABRIREN (15%) BHBRERE (18 ) #HTRE , BENEREREBFERATE
Bz (initial-backoff-time * ( &% (2) A retry_count ) ) #1THRE . BR8] #Y & A8 B BR %I
N2 4, Bl En-th Bt , BEREN = MAX (120, 24n) * BE#L (0.85, 1.15),

EFRXAPEENSHAELEETIL, BXEFEBE LR ERNBLINKRIE TR, &AKIEEA
B, RBMEIEDL , BESHE Fi AWS rehose 4,

EREENEXRERD | FRICENFRZAN/REFRATEASEIEERGN Firehose RElEMA L
3 {t. Amazon Data Firehose [RESURIMANN SR EEXFFEAEBNIERES. &iE—WI8E
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AT HTTP in LIRS SR TESHENRR. MREAFNHRKEE (ET Firehose REE ) 2

R AREIEER , M A BRI R B B R IC FAR X B IR T8

=~

kB CWLog HYiER KA :

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"

ayt]|
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A 18 %

T&RERT Amazon Data Firehose XN EEE X,

B

Snowflake B 7 &t
X E B 1Y i

Amazon Data
Firehose 5 AWS
Secrets Manager

BT NRE
Dynatrace B&H

*

£+ Snowflake ¥EH
B ER £
(GA) KA

I 5% Kinesis
Data Firehose M1

#WHR AL TE Data
Firehose

$F Snowflake N
NE WM ( AFF

)

AT BEK
CloudWatch Bz f#
EIhee

0T Splunk
Observability Cloud
e B ¥R

DU

Snowflake LE R AL A#X ( FiNHE ) . WAHKX
(BR) MIA#X (B ) WEWHh, ESHthe
section called “Bti& Snowflake HJ B IR &,

IAE |, B LAE Secrets Manager &4 #1750 & HY
FHRHEHRREIU, ESHthe section called “f#
Bt 17 B 0 IE AWS Secrets Manager’s

W , BALUF AEMEH RIEF Dynatrace LAt
—%£ 5 #. &S Hthe section called “BiE Dynatrace
B ERIRE .

E , Snowflake EIEXK N B i, ESH the
section called “Bti& Snowflake B B IR &,

I b Kinesis Data Firehose & & 7 I &% Data
Firehose, &SR 4RI 5% Data Firehose ? »

YRE] LA BIZ LA Snowflake 3 B #7HY Firehose B, 1B
27 the section called “Bti& Snowflake HY B B ii%
B,

B LUNFNRMNEREABRES  NEEREN
CloudWatch B EIEXIXE Firehose BRI, S
% the section called “f#F CloudWatch BHE&EEBE",

YRATLABIE Firehose E3#% , LA Splunk AT =R
B¥r. 153 the section called “Bii& Splunk BJ X
M= EREE

EXAMH

202456 A19H

2024%6H6H

2024 54 A 18 B

2024 4 A 17 B

2024 2 A9 H

2024 1 A 198

2023 F 12 A 15
H

2023 10 A3 H
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¥rEY documentl
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BT NHEDX
Ay 2 HF

BMTAEXBENL
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ANINT FEY L 5 b
Data Firehose ##2

/0T mANEFRIE
08 E Firehose
X 15

BT AL
8 E Firehose
X 13§

718 7 Kinesis
Streams ERN R
IhgE

DU

WM1E |, &9 LUF Amazon MSK BEi& 9 [al Firehose E
BEIEEB., 525 the section called “fFH Amazon
MSK EA”,

IR OpenSearch AR 2 YRE Firehose E#EH B #F ,
M| documentID KEKRRIZRENH ID WHE. XFH
% 3E% Firehose 4 BRI 3 1H ID # OpenSearch fR%
£ ID, 1E5 I the section called “BLi& B K ib

-LXIE o

10T X 7E Amazon Data Firehose 31 i #3E# 1T#:
—kd]?&ﬁ[ﬂﬁiﬁo 1-% |5'?'—.| ZjJ/’S\ﬁJ\I:o

BT —1NEB , NBERNEHE Amazon S3 BIBIE
MEBEENTEBNAUEANKEARN. 20 BEX
Amazon S3 B4k,

AWINT —ANEEE | ERUMAES I 5% Data Firehose
r-.l Sp|unk t :]]:t,."ﬁ_]‘ VPC DL E/l_,\o 1ﬁ |%'—.| %*EE .
f£ A Amazon Data Firehose ¥ VPC i B &I2EZE|
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EBIMTER, =X, XERFHLHE. BXEZEE | B
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