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- ELRANTERANERESZ —
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A PKCS11_TEST_LABEL_DEVICE_CERTIFICATE_FOR_TLS BIXI &,
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BFHEER , 55 (FreeRTOS AF#ER) # &A T FreeRTOS Y AWS loT Device Tester,

LTHBANA T Az TE -
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TEST(Full_PKCS11_StartFinish, PKCS11_StartFinish_FirstTest) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetFunctionList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11l_InitializeFinalize) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_GetSlotList) PASS
TEST(Full_PKCS11_StartFinish, PKCS11_OpenSessionCloseSession) PASS
TEST(Full_PKCS11_Capabilities, PKCS11_Capabilities) PASS
TEST(Full_PKCS11_NoObject, PKCS11_Digest) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_Digest_ErrorConditions) PASS
TEST(Full_PKCS11_NoObject, PKCS11_GenerateRandom) PASS
TEST(Full_PKCS11_NoObject, PKCS11l_GenerateRandomMultiThread) PASS
TEST(Full_PKCS11_RSA, PKCS11_RSA_CreateObject) PASS
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TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_RSA,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,
TEST(Full_PKCS11_EC,

PKCS11_RSA_FindObject) PASS
PKCS11_RSA_GetAttributeValue) PASS
PKCS11_RSA_Sign) PASS
PKCS11_RSA_FindObjectMultiThread) PASS
PKCS11_RSA_GetAttributeValueMultiThread) PASS
PKCS11_RSA_DestroyObject) PASS
PKCS11_EC_GenerateKeyPair) PASS
PKCS11_EC_CreateObject) PASS
PKCS11_EC_FindObject) PASS
PKCS11_EC_GetAttributeValue) PASS
PKCS11_EC_Sign) PASS

PKCS11_EC_Verify) PASS
PKCS11_EC_FindObjectMultiThread) PASS
PKCS11_EC_GetAttributeValueMultiThread) PASS
PKCS11_EC_SignVerifyMultiThread) PASS
PKCS11_EC_DestroyObject) PASS

27 Tests @ Failures @ Ignored

OK

HAAENHEEBREE , MiATRK,.

(® Note

EIFE R FZH 1T FreeRTOS BIEIAIE , BAIER AWS loT Device Tester i ik & M BHE
BB, &R (FreeRTOS AF1E®M) HEMAEA T FreeRTOS B AWS loT Device Tester/
#9358 N BAERIE IR B AWS loT Device Tester, BN XIS EEMNBHE , LTI AWS loT
Device Tester configs XX T device. json X#HH 5 AEBEANKA,

o HE P 45 4% Hai 52

SRR TLS &

fEmER SN (TLS) BHRKIE , BHFEAEIE TLS #ik, RIMNBWEHER Mbed TLS , BAEEES
FreeRTOS FE# 1T 7k, EAILAIELL GitHub 124 FE h # Btk 2K R 46,

T EMRZ AR TLS X, #MAIUA TCP/IP HARM TLS MR NARRERHF. EINXMX
£ AWS loT X#FH TLS HmIBEH

P& RO


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://tls.mbed.org/
https://github.com/FreeRTOS/FreeRTOS
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html#tls-cipher-suite-support

%% RTOS BiEiEE

BREMEEmEOEF

AR — AN L WIEO FBEEH coreMQTT M coreHTTP, WMEEMIZEO L SELENNEERE
EREFBUBIEFMENERBUEH N ETXEHIE, EXEZFMAER | HSREHED, FreeRTOS
BHT—ANENNEEHIZEON R REILOX LSS, LTI [HESERED B LUEITX LN,

FRFMF

BN  BFEEZUTERN

s —IHAEHERRENIE , ZRETUMERELTRIEN FreeRTOS AR BHERME FreeRTOS,
« MEWFPRFRI TIERIL,

B

« ¥ FreeRTOS-Libraries-Integration-Tests fE8 FHESUNINERWINE A, LAEFERTTUHE | &
HEEMBEHAHNBMEHATEE,

« ¥¥ config_template/test_execution_config_template.h Hl config_template/
test_param_config_template.h EFIZHERERFHNMENE , REFHESD
Htest_execution_config.hFtest_param_config.h,

s FHXNHITEIMERSEH ., MEFEMH CMake , MFEA qualification_test.cmake M src/
transport_interface_tests.cmake REEHHX 4,

« EEYHMWIMEMNESSIEATINEE :

« +» network connect function : £¥H src/common/network_connection.h FH
NetworkConnectFunc X, LEEREIZWIERML E T XHIEE. BRENEESNEHMIED
MEEILE I . SERARENNEELEEEZNEEFIEEN RS [ELIER,

* network disconnect function : £8&H src/common/network_connection.h #HY
NetworkDisconnectFunc X, LLEREIZWIERME LT XHiIEEH. THAFEERNKZ LT
AR SR BT STV IE

« setupTransportInterfaceTestParam() : £ src/transport_interface/
transport_interface_tests.h FENX, XMPBEHMNEZHLMNE
transport_interface_tests.h EXHTEMEE, WEREIZERIER

TransportinterfaceTestParam &M iESt. T©REREHFZEOMLEADN
TransportinterfaceTestParam 453 ) FER

3R UNITY_OUTPUT_CHAR , ix#¥ , id% H BERM A2 51RE HERH,

NTIL 16


https://www.freertos.org/mqtt/index.html
https://www.freertos.org/http/index.html
https://www.freertos.org/network-interface.html
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests

%% RTOS BiEiEE

- MBAEFIEA runQualificationTest(). HRAZE , XM IEBWARLIREBE4FHEZN
2o

FUERE (RBEWEKIEHNA )

fF test_param_config.h ## FORCE_GENERATE_NEW_KEY_PAIR &N 1 i , RENARE

FaERFNRERBANHAELNERH. £5 Echo IRFEFEN TLS iEEN , RENARFEH

ECHO_SERVER_ROOT_CA # TRANSPORT_CLIENT_CERTIFICATE ¥/ Echo R854 CA F1&E
PIRIE$H, IDT FEREINEETHEREX LS,

FREE (SAEH)

£5 Echo IR TLS E#ER , BEFNAREFEA test_param_config.h

A ECHO_SERVER_ROOT_CA. TRANSPORT_CLIENT_CERTIFICATE #l
TRANSPORT_CLIENT_PRIVATE_KEY EN Echo fR$E31E CA. BEFWIEPMEFEFHAEZFH. IDT
ERBINEZETHRREXLESH,

A izt

ATNAWATED ERINEN A ER N HERIED, BXESFAELR , A& GitHub EH
FreerTOS-Libraries-Integration-Tests B transport_interface 8% 12##9 README.md X &% El,

HE , BEULER IDT Ba11T. BXEFAEE |, ESH (FreeRTOS AFEmR) R EAT
FreeRTOS By AWS IoT Device Testero

= s
TH test_execution_config.h I TRANSPORT _INTERFACE_TEST ENABLED M A 1,
REMNXH Echo IR EE

iR EE— A TMNETNRERZ L EE Echo RS E5. MREAHFBOZIXEE TLS , N Echo
RS ES MM L TLS, MBREEEE |, FreeRTOS-Libraries-Integration-Tests GitHub Zf&ERE T
Echo fRS83353,

BLEMN iR Ry 5T E

£ test_param_config.h # , & ECHO_SERVER_ENDPOINT 1 ECHO_SERVER_PORT &N
L —FhiE KRR RIRE,

RS 17


https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/src/transport_interface
https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/tree/main/tools/echo_server

%% RTOS BiEiEE

TUE (REWEKIER )

¥ ECHO_SERVER_ROOT_CA i&{& 3 Echo RS 2589 RS BRE B,

¥ FORCE_GENERATE_NEW_KEY_PAIR & BN 1 LIAERBZAX HIRMAEF4,
4+ RFZ4ARFE , I FORCE_GENERATE_NEW_KEY_PAIR i&E[E 0,
EANEZRANRSSRZAURIERERE P RIER.

¥ TRANSPORT_CLIENT_CERTIFICATE & BN £ R EF iHiEB.

REEE (SAEH)

¥ ECHO_SERVER_ROOT_CA i&&# Echo FRF 2RI RS BRIEH
* ¥ TRANSPORT_CLIENT_CERTIFICATE R E Nl e £ BV & FimiE$ o
% TRANSPORT_CLIENT_PRIVATE_KEY & &7 il 5 &£ B MY & P i FA R 2540

Wz R ENARERF

ERGEERNTEENENRENAERF. WA runQualificationTest() B , FEiTEEmEON

Ho MIAGRSWERBEITIRO

(® Note

EFRZFIERXIRE FreeRTOS WY BE , BB AWS loT Device Tester 3 OTA PAL

M OTA E2E NHARIFRZFHNBERAE, BR (FreeRTOS AF#ERM) REAEAT
FreeRTOS Ky AWS loT Device Testerd #1588 1 B UE R E AWS loT Device Tester, E
MRS EERBHE , HHIE AWS loT Device Tester configs XX THE device. json
X R EREENRA,

L& coreMQTT [E

BEIRBAILMER MQTT hHiLE AWS =E{E. AWS loT FEE—1 MQTT KE |, I 5EZETB5R
BMHERENEPCER

coreMQTT FE2RIZ1T FreeRTOS MR R X MQTT hile TEERHE coreMQTT FE , BIRIREM
M EH BB EFTE MQTT M F BERBEE. BXEZEE , 51 (FreeRTOS AAFEM) #
B coreMQTT E.

coreMQTT 18


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://docs.aws.amazon.com/freertos/latest/userguide/coremqtt.html

%% RTOS BiEiEE

FRF M

FiRE coreMQTT FENR , BKFE I WEXERMFZEOBIE, BETRESFER  FSABEMNSELHE
Ho

A izt

1IZ1T coreMQTT &£ MR :

 [@ MQTT REEMEFFIHIEH,.
* 7 config HIRERERIFHSTERNR,

BESE MQTT &R

EABWAEA coreMQTT KIERAIEFIAE MQTT BIENLIEL S, AFEEEAXMAITRAES AR
Device Advisor Wix , ARIEN AEFEEENMERK T TLS. MQTT MEfM FreeRTOS E,

EFIRRERIKE FreeRTOS BYEE |, FEH AWS loT Device Tester MQTT iz F 5136 iF R BV ££ 5
WA, BXIRENMMILAEEA , FS5 AWS loT Device Advisor T4E#TE, TEHIHET TLS M MQTT
/Y58 N 3= A 4 -

TLS it A5l
= A 5l = A 5l U=yl S
TLS TLS &E# =
TLS TLS X ¥ AWS loT ZBEH EENEZBEHS
TLS TLS A EZ £ RFI|IUEH =
TLS TLS TBEEMBRSFHJ/IEBATE R
T
MQTT izt A 5
= 5l = A 5l AT i
MQTT MQTT Connect =

TR 19


https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-console-tutorial.html
https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html#tls-cipher-suite-support

%% RTOS

BiEiEE

A=t A
MQTT
MQTT
MQTT
MQTT

MQTT

BLE coreHTTP FE

it A B

MQTT Connect ¥z Eixl )X ¥
MQTT 1T [

MQTT &%

MQTT ClientPuback QoS1

MQTT No Ack PingResp

PRI

=, 7%

[
If

=
=

=
=

fim

fim

BEIRE R LAER HTTP iCkE AWS &S, AWS loT RSHHEE T — HTTP BRSS5ER , A&

B &IREMEERIEMBEBORES.

A izt

FREIUT ST

« ®B PKI LAEA AWS 5 HTTP BRS883# 1T TLS X @ F 2 KiE,

¢ =417 CoreHTTP £z,

FHE AWS loT over-the-air (OTA) B E

B3I FreeRT over-the-air OS (OTA) E#T , LAl SAHITA T #4E ¢

- RHEHREHEIEMRE, —HRBIBNME.
« EFRBANIE  REEIEFNEREREZN , FEHHEIRZ
- FHEAHEDRE G RIEEEN MRS,

. EEERBRE,
- W ERHBE,

- ERARBEANEARITHFER. AWS loT

coreHTTP

20



%% RTOS BiEiEE

BEXEZEER | i5ZH FreeRTOS AFIEE T FreeRTOS L EM UK O EH X4, AWS loT
ver-the-air

IBAIBAER OTA ERER OTA ThRESE K EIIEH FreeRTOS MARFH. AXESZRFEER , E5H
(FreeRTOS A/~ #5R) HHY FreeRTOS OTA E#/%E.,

FreeRTOS & & A MIE A ZEREIN OTA B4 RGBS ENBRRABIZRIE, RIMNBWRATS
8%

- WE LB FZEREE (ECDSA)
- NIST P256 %k
« SHA-256 ¥4 %

FRZM

« ERNBERETEXFMTE PrYHEHA,
- BIEMSZEREORD,

BXEE  BESH BENEERZED,
« £ coreMQTT E, 52 (FreeRTOS AFIER) FH coreMQTT FE,
- B2 OTA EFHISI S MERER.

P aBiE

BRAIR M OTA EEXNHRE (PAL) BWSRILF EEN OTA EEBHERIFIE®Z . PAL API £
ota_platform_interface.n XHFHFEN , BARHEEFHZHRFHEFE.

AW iR

otaPal_Abort =1k OTA E#.
otaPal_CreateFileForRx B — N R HE R BN BIER
otaPal_CloseFile RAEERN XM, MREAKZIMBRFEE

fi , WATRE X L HFHAT & B RIE,

otaPal_WriteBlock BREERBENBIBEBREAEEXF. MRK
I, MREIBEANF TR, &0 , ZERBORE K

FRFZ M 21


https://docs.aws.amazon.com/freertos/latest/userguide/freertos-ota-dev.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://docs.aws.amazon.com/freertos/latest/userguide/ota-update-library.html
https://docs.aws.amazon.com/freertos/latest/userguide/coremqtt.html
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/main/source/include/ota_platform_interface.h

%% RTOS BiEiEE

[ €% DU

IR, BERANMILNZNRE , B
FREXFT. BREZER , B5H OTA FiL
B,

otaPal_ActivateNewImage BUES B FR E 4R G, N TFREERD , R
DREBARRASEBIRE , LEBTTXIRE,

otaPal_SetPlatformImageState PATF BB R ERIEZ S IEL AW
OTA BH#M& (B2 ) . EXIILEE , ES
FENER (FE ) WXL THREFEASENE

AN
otaPal_GetPlatformImageState REN OTA EFRGEVIRTS,
MBEENIEZEANEMMXE , RHELERPIERE.
R Eg iR
otaPal_CheckFileSignature RIUFEENHINER,
otaPal_ReadAndAssumeCertificate MNXHRGEEIEENZSEAULBHFERE S
WHA
otaPal_ResetDevice EEIREZ.

(® Note

BREBRE OTA BEFHHNEISMBRERF. BXEE AWS loT RESISMBEFREEA |, 55
BloT R % 5| S MBEF.

E2E F PAL izt

1Z1T OTA PAL F E2E M,

E2E # PAL iz 22


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/ota_config.html
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/ota_config.html

%% RTOS BiEiEE

E2E iz

OTA ¥ i (E2E) N A TRIEIRZH OTA BE O MBI K7 R, 2N A SEHRLE,
FTRFM
BN, BFEEZUTERN

- —NERT AWS OTA EMIE ., BXEZELR , iFihE (OTA ERBEERM) .

- £ OTA EBHEERMAREFS AWS loT Core X E LA 1T OTA B, S B4 OTA ERMN
RAEF,

- RE IDT T8, X217 OTAE2E EHNARFREE. RIENEREETEAREN RS , HRIE
OTA FEMIEE Ko

BHE OTA BT NARRF

OTA E2E ik 49 E OTASE RN ARFFRERIE OTA EMNER. ZERNAREFSNEERT
OTA B EFHMEE D, YRAILATE FreeRTOS F FE R K E| FreeRTOS OTA JERBAERF. GitHubZ
NBYWEERAZERNARFERNSZ | HIRBELENIEH TR,

BN it

1. ¥t OTA K,

2. XY OTA NAEFEREEHK.
3. I OTA RESHLERES.
4. RB3h OTA RE,

5. Y2 OTA KELITHER.

6. <k OTA R,

Bxi¥4iREE | iFiHE FreeRTOS OTA over MQTT - SERIIA O &,

[
IMEALTEREES 885 23K E AWS loT Core :

« AWS loT Core B EIE

- f£ Ota_Over_Mqtt_Demo/demo_config.h M Amazon Trust Services ¥ Ri% &
democonfigROOT_CA_PEM., BEXEZFMEE , BSH AWS RS S HRIT,

E2E 1 PAL i 23


https://www.freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/ota_porting.html
https://github.com/FreeRTOS/FreeRTOS/tree/main/FreeRTOS-Plus/Demo/AWS/Ota_Windows_Simulator
https://www.freertos.org/ota/ota-mqtt-agent-demo.html#OtaMqttAgentEntryPoint
https://docs.aws.amazon.com/iot/latest/developerguide/server-authentication.html

%% RTOS BiEiEE

- ERRNEFIREREIRE democonfigClient_certificate_pem
democonfigClient_Private_key_pem., Ota_Over_Mqgtt_Demo/demo_config.h AWS IoT 27
BEXEFRIEBNAEZANES , HSH AWS B SHRIEFHEE.

N R 2 R iR A

« OTA #ZHITHI

- OTA BN

- RBZHEIE

- Hfth OTA EEE

£ FreeRTOS OTASERMARFH , /A LLFE demo_config.h Ml ota_config.h #KE LIRE
B, BXEZELR , {515 FreeRTOS OTA over MQTT - iR Ei& &,

AFE LN
BITERNARFLUEIT OTA B, KIhTRE , B AL Z1T OTA E2E M,

F reeRTOS OTA SERIZEM T B X 1E FreeRTOS Windows 18188 Fi& & OTA B i AWS loT Core
OTA LW FHAEE, AWS OTA Bt MQTT 1 HTTP hile BX*xEZFHAELR , HSHEAUT
R~

« Windows #1828 L8 OTA over MQTT &R
« Windows #&#188 E# OTA over HTTP &R

£/ IDT TEZ470

Eiz1T OTA imEimMis , AFEEMA AWS loT Device Tester (IDT) Bah#1T. BXEZHMER |, iF
2% (FreeRTOS AF¥Em)Y & EH T FreeRTOS FWAWS loT Device Tester,

E2E 3= A 5l
3= A 51 iR
OTAE2EGreaterVersion EH OTA EFHHAE KR (Happy Path) Mlix.
TEARE NI ER IR G EH,
OTAE2EBackToBackDownloads NS ELE 3 N OTA Eff. MiHREN

BELEH 3K

E2E # PAL iz 24


https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://www.freertos.org/ota/ota-mqtt-agent-demo.html#OTABasicDemoClient
https://www.freertos.org/ota/ota-mqtt-agent-demo.html
https://github.com/FreeRTOS/FreeRTOS/tree/main/FreeRTOS-Plus/Demo/AWS/Ota_Windows_Simulator/Ota_Over_Mqtt_Demo
https://github.com/FreeRTOS/FreeRTOS/tree/main/FreeRTOS-Plus/Demo/AWS/Ota_Windows_Simulator/Ota_Over_Http_Demo
https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html

%% RTOS

BiEiEE

A=t A

OTAE2ERollbackIfUnableToCon

nectAfterUpdate

OTAE2ESameVersion

OTAE2EUnsignedImage

OTAE2EUntrustedCertificate

OTAE2EPreviousVersion

OTAE2EIncorrectSigningAlgorithm

OTAE2EDisconnectResume

OTAE2EDisconnectCancelUpdate

DU

BE i S B0 UE 2% % TR AE T B B 4%
B, RESERE AR E 4.

e EEIA |, RE AN B RARFERZ , N
RESIELEPOZE 4.

HAHRIELSFEERIELEN , RERETREL
B

MREHEATZEENERLEE |, LNRHE
FREREBRELEN.

LRI R R EEL T IHERMARA.

TENREBXFFTRANEBRNBHFEE, MR
REEATIEFNERCRE , NS WIE
OTA EfMRE XM,

X2EEMIREIhEEM BRI EE RN, sl
BIE OTA EHHFTHREH. RS, © AWS loT
Core FAMRBMNEFU ID (BEYWEH ) ME
FEHRITIERE, AWS loT Core REHIFFIREN
EE, RENKONE S SHMFERE AWS loT
Core , —EREtHE , RBRSBITHAEERS ,
REZREHER AWS loT Core H1RE T,

HREZFLTEERSH , tIREUE OTA £5%
e ERBZERETIRE. EWEHA
50TAE2EDisconnectResume MiX4EE ,
AREEZEENREZSE AWS loT Core , E2MF
REERE , NTIEUEOTAE . HEH SO,
R NEFIEEE AWS loT Core , HIEYHFE
., BREEFRS , BEZHER T —REH.

E2E # PAL iz
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%% RTOS

BiEiEE

A=t A

OTAE2EPresignedUrlExpired

OTAE2E2UpdatesCancellst

OTAE2ECancelThenUpdate

OTAE2EImageCrashed

PAL 4

TR

EBEMEEEEONRS  SFEEEUATIIR

DU

2l OTA et , B LA E S3 ML E URL
WEWEH, X2 BIERERBEBHMIT
OTA , EMEEFEE URL I HIRt B T &k, It
RENBFRFIVES X , EFLEATRET
HAHF URL,

NS ELBZF A OTA B#ff. HRBRE
EETHE-ANEHN , WA RSEHEUEE
—NEH, REMIUTS P I LRI EFHARITE=
IREF , RIETRER.

LN ELBZF AN OTA B#ff. HRBRE
EETHE-ANEHN , WA RSEHEBUEE
—NEFH. REMUTS P I HBIEFHARITE=
IREF , RIETRER.

XS ERERBREBERGERITIELE
o

« —ANTEHAEMM FreeRTOS W& iw A9 FreeRTOS KW E

- OTA PAL BRI,

BHE

« fF FreeRTOS-Libraries-Integration-Tests #E N FESFIF MBI EHTIE . FERIMNTHE HA]

HEZFRRINIE,

« ¥f config_template/test_execution_config_template.h # config_template/
test_param_config_template.h EFIEIWERRPHNE , AEFHEGFENR
test_execution_config.h # test_param_config.ho

E2E # PAL iz


https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests

%% RTOS BiEiEE

s FHAXHEETWERSEH, MRFEH CMake , M ATLAFEA qualification_test.cmake
src/ota_pal_tests.cmake RBEH<H,

« BRI TIEEREEN R :
- SetupOtaPalTestParam() : £ src/ota/ota_pal_test.h FE N, KIMPWBHIER LM
5 ota_pal_test.h FEXWNELMER., BEl , EFFEERBLLEE
« X UNITY_OUTPUT_CHAR , X% , NidfE HERT25RE AERHE,

« MBIAEFAA RunQualificationTest (). EHAZE , HMIEBNIBLIRBEHHIEZEN
&,

i

AATSTR OTA PAL B AR IAUEN 1LY 2 it 0 18

B AN

$TFF test_execution_config.h #fF OTA_PAL_TEST_ENABLED EXH 1,
£ test_param_config.h & | EHFLLTIEIN :

« OTA_PAL_TEST_CERT_TYPE : &2 {ERMIEHEAR,

« OTA_PAL_CERTIFICATE_FILE : R RIIPHEE (NREH)

« OTA_PAL_FIRMWARE_FILE : E#XHHEF (MRER ) .

« OTA_PAL_USE_FILE_SYSTEM : #R OTA PAL ERAXHRGHR , MRER 1,

FEREGERN T EEMENRIBERAEF. WA RunQualificationTest() B , OTA PAL iz
B1T. NiRERAMETETHRO,
£/ OTA £%

o FEEYFM MQTT SERFARI OTA R,
- EHZETT OTA iwEliw (E2E) Mik. AWS loTIX&SRIFER R BRI T,

(@ Note

EFIRRENIRBFreeRTOSH R , BATEHOTA PALFIOTA E2ENKA R IF R Z B
R, AWS loT Device TesteriZ®B {FreeRTOS AFE®E) T 1 “A AWS IoT Device

E2E # PAL iz 27


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html

%% RTOS BiEiEE

Tester T FreeRTOS” A BA# {Tiw O WIFIZE. AWS loT Device Tester MR 45 EEH
WO , AFE AWS loT Device Tester configsX#Rdevice. jsonfy X /5 A EHEA N
Hd,

loT Z& SIS MERERF

BYTRHECHREEISNBERFNARRF. BRIVITNIEEYELERZT2ED. ATEHES
Z R ER,

loT R%& 5| S NBEFH R ER

db

B=

i

ER—ANATHES , EMERFTIENBRA R AWS loT RERE THEFIRNERRSXEN
mo EMAUEMEBELEERE,. BUHTURER, loT REFAJUBERXRAF, BE, YHEHHMENR
&, FETLESINTAMISE T BN EaEY.

MBI FNAEE , BPEBER—ERFZ2NE%E. BIERXNFHNERMNEE , 12T -1 R
iz, RpRXNFNERIE~RENRT. ZIIREFULER , AR THERCIBREEBRE R,
HARERBRG RN , RENEPXEBRTENREANSCRENKGRZEMNEFE. AIUERS
MESERS E. ST mEEYE TR BRI AWS loT FRHTT K.

FreeRTOS 18 & Rt OTA over-the-air () B E#T. AWS loT BT EF=RESSREZ LNFHHE
MEENFRENSISNBREFEEER. ZRMERBPEME TN 5SS MEEFO R

5| 5 nEAE I 5 A SR A5

- EEFBZENEHRITHRFERMMNE,

- FHHEHRERBINEMRE, —HRBIBINAIF,
- ENEHHEIRE G RIEEERMENTEY,

« RFBEITR B ZEENRIFRRE SR

« REALURFLEEY OTA KREIATHER .

loT & 5| S MEEF 28


https://docs.aws.amazon.com/freertos/latest/userguide/device-tester-for-freertos-ug.html
https://en.wikipedia.org/wiki/Threat_model

%% RTOS BiEiEE

Embedded Device!

Bootloader

Interrjet Boundary

l Euc}{DaderToF lash

! [ FlashToBoo

Local Attager i | AttackerToFlash Flash Memory

FlashToApp|
AppToklash iR T

- i DeviceToCloud)
FlashToAttacker [

Embedded App

CloudToDevice

BB

BERGHESHERES ; flm , BEBIEXN TLS RSH[ERNIEPNFTE4REGHRBIZEILER

WEEE , ATLAER man-in-the-middle §ERMBEEHRENME, A TRARERSSISMEE
FHZLY , A SMERFERBRL ZHBEANT AR, sISNBEEFNEFEHMRENNE
EMBRAR. XADBERBIERF RN defense-in-depth,

BB
« WHEBEHIFRE DRSS B[HEZURERZE GRS,

ZRRERE RO
- #H5|&8, SISMBEFEACSAEIPRIERENNZLER. WREIEXRK , 5| S MBEFFER
B E—MRER
« WEHBENAZF XS EOREETH S| AZNEF R 7 DA B AFBR &

Z AR =B
- E5|SE, SIS MBEFFER EEMRRITRIE, WRIEUEXMHBZEARNRE | 5|50
BFRELE,

- &5 &8, SISMBEFFRR LEMR#ITRIE. MRBIEXMEZEURNRE , 5|5 NEHE
FrfFEt AN OTA BERFEN.

« WEHEBFREZ S| SRR FHEBORE , Wi AR A ZRERER T,
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%% RTOS BilEE
ZRRERE RO

« ERBIEZRNNAFRES , FERER L - IMREHNEBX.
- EBRXRNARN  BBERRL S REFEFTBMERRLTEZT , RIECHMIERLK
B REZ,
« OTA EFREMEIEZMREG , NS BIRFLEZERIEZT.

Z AR iR
- SISMBEFEHEHALENEFITAER , UAMRERE £ — MR,
« WHEBH SIS MBEFUESRERIE , Fit , RBFESAEZHRE,

EERTG
- SISMFERFNLT ROM ( RiEFM@ER ) B, TEHTIBS,
« 5| §NEFEFTF OTP ( one-time-programmable W1E ) & , TiEE R,
- 5SS MEEFALT ARM L2 XiFH TrustZone , ToiEB K,
- WHFBFRBUUS |, Fit , REFEZTEVEBRE,

ZRE TR B

BT MEDRESR | TERTER.
. BT ROM, OTP B2 KHFH | Tkt FER.

- SRR ER

ZERBERRE RS MBS, #—SHRDRETELREREAT M, BN ERINFY
BAF. X R RMR UR A A D . WEE RN RER = TX A O SRR K E Sl eI EH
Bk, LR oT REWER. AEMADARASR, KEFRAEERER , SENGERML— LR
%o

¥ F 40 B 45

. BRYERM

. S

. PhEHIE

. RBRR

IR B FR
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%% RTOS BiEiEE

. SEERUFIAIBE A
. R BRI
. ERBAG

FER

- HEEH

« B URIES

- CA RiIEH
REZTUNTHE

- BEFHNMASGER

- LR

- ERERTE

- DO MBETH

- ZEMIRE

AR

- DHCP M 5z

« DNS Mg jz

« EF TLS 9 MQTT

« HTTPS IR

« OTA B4R

- NFARFETRHNEMAS , Sl USB
« ERRIFEIEL

« JFEIC

Bl EEOE

FreeRTOS X # TCP ZHHNBETHREN AT T. BXRXEZFELR , S freertos.org LHIEF 1
OFEMBEgEEORE,

BEEO
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https://freertos.org/cellular-porting-guide.html
https://freertos.org/cellular/index.html
https://freertos.org/cellular-porting-guide.html

%% RTOS BiEiEE

FRF M

BREREOFERBERKBAR, BR , 7 FreeRTOS MEHLH , AAM, Wi-Fi MEETELEF  BH
b, FRANRSGHEREE Rz —RE BENSEREED /X,

® Note

MREFTEREBIFTLS 28, HEAXFATHT , WFRARTURIECSHETHR
XkE BEMEtLEED EXo
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%% RTOS BiEiEE

M MQTT 7 3 IEBZE| coreMQTT

AIBEMERT WMMRNAEFM MQTT T2 coreMQTT,
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https://aws.github.io/aws-iot-device-sdk-embedded-C/202103.00/docs/doxygen/output/html/mqtt_migration.html

%% RTOS BiEiEE

A OTA MR MR 1 B RIMA 3

REErR B ERNAREFM OTA FEMA 1 EBRRA 3,

® Note

OTA WRA 2 9 APl 5 OTA V3 API #E[E , Bt , MRENNBREFERNZRA 2 £ AP, 1
ZHEX APl FRARTER , BRNBUEERZFERI MR 3,

MTEAEZRE OTA R4S 3 BER :

» ota_demo_core_matt,

« ota_demo_core_http,

» ota_ble,
APl EHE
OTA FERR A 1 FIARZAS 3 ZEIHY APl B E
OTA R 1 API OTA kx4 3 API FE ki e
ota_agentinit ota_init BT OTAv3 HEEHEXR ,

i A S BUA R N B BOR B 3
BEHRETEL. BXRFARE
B, B2 TES OTA Init &

AN

tl\

[¢]

OTA_AgentShutdown OTA_Shutdown NWMASHNER , AT
AEBUHITE MQTT 8
me#H., BXRFAER , 7
%] FE & OTA_Shutdown P
Do

OTA_GetAgentState OTA_GetState EERAPI B, BREdH
ASH. BREMEME , BEw
BTHENKR . BXFHAE

APl EBE 34


https://github.com/aws/amazon-freertos/tree/main/demos/ota/ota_demo_core_mqtt
https://github.com/aws/amazon-freertos/tree/main/demos/ota/ota_demo_core_http
https://github.com/aws/amazon-freertos/tree/main/demos/ble/ota_ble

%% RTOS

BiEiEE

OTA k% 1 API

TEH

OTA_GetPacketsReceived

OTA_GetPacketsQueued

OTA_GetPacketsProcessed

OTA_GetPacketsDropped

OTA_ActivateNewlmage

OTA k% 3 API

OTA_GetStatistics

FEH

FEA

OTA_ActivateNewlmage

EoRiiEA

B | BZH THHN OTA_GetSt
ate %Bﬁio

RINT #EY APISREUR
OTA_GetPacketsRece
ived, OTA_GetPacket
sQueued, OTA_GetPac
ketsProcessed, OTA_
GetPacketsDropped. B
HHAEE , FSRTHEN
OTA_GetStatistics £8%'-

EMRA 3 RBERIE API |
FEHEBHRK T OTA_GetSt
aﬁSﬁCSo

EMRA 3 REBERIL API
FEHEBHRK T OTA_GetSt
atistics,

EMRA 3 REBERIE API
FEHEBHRK T OTA_GetSt
atisticso

EMIRZA 3 RIEBRIEL API
FEBHK T OTA_GetSt
atisticso

BMASHMERE , BEGE T
REIH OTA f#BiRHB , &
OTA FEHIRRZR 3 HRRin T ##Y
HRRB, BXEHAGRE B
2 OTA_ActivateNewlmage

o

APl EBE
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%% RTOS

BiEiEE

OTA k% 1 API

OTA_SetimageState

OTA_GetlmageState

OTA_Suspend

OTA_Resume

OTA_CheckForUpdate

OTA k% 3 API

OTA_SetimageState

OTA_GetlmageState

OTA_Suspend

OTA_Resume

OTA_CheckForUpdate

EoRiiEA

RMASHMEREECE®

BN EdrR 7TIREM OTA 45
R, H1E OTA EMARA 3
ORI T FTA IR, B
HHELR , iHSH OTA_Setim
ageState Z7

WMASHHME , B OTA E
AR 3 HEMA TIREK
2, AXRIFHER , BZH
OTA_GetimageState 8%

WMASHMERE , BEEWE T
IREH OTA &iRR1 , H#&
OTA FEHIARAS 3 RN T #EY
FiRRiB, BXFMAER | 1B
2% OTA_Suspend Z%'

BRTEENBASEH, AR
ZIEREE OTAERNNARER
R ITAE  EdR TREHN
OTA #iRRE8 , #7E OTA &
R RRZS 3 AR HN T #TRY AR IR
KRB, BEXFHMER , BZH
OTA_Resume 4,

WMASHMEE , BERE T
IREIMY OTA £iRR5B , H&E
OTA FEMARAS 3 RN T HEY
IR, BXEFEMAER , iF
2% OTA_CheckForUpdate £B
e

APl EBE
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%35 RTOS BiEiEE

OTA 7 1 API OTA hr7s 3 API FE i A
FERA OTA_EventProcessingTask WINT M APl , ERALE
OTA EMEHMEEHE

0, XIANARFESAE
A, BXEAER , BSH
OTA_EventProcessingTask B

Tite
FERA OTA_SignalEvent WINT APl ENEAR

nE OTA EHR5IE , HEA
&8 OTA ERARCOREBESFT K
HES., AXIFHAER , BS
¥ OTA_SignalEvent %

TEH OTA_Err_strerror AT OTA Bz IR B
¥R FRFERIE AP,

TEH OTA_JobParse_strerror AT e TR IR IR
BN Z TR AP

RiEHA OTA_OsStatus_strerror AT I$ OTA OS i MIRASH
REREBERNZRFEH
APl,

TEH OTA_PalStatus_strerror AT ¥ OTA PAL % DRSS
RARBELR N FRTRE
APl,

FTEE MR
ota_init

£ v1 B0 OTA RER&FER 0TA_AgentInit APl , ©EEZETX., EYEHK. TEEAMN
HEEWSBIER B A

OTA_State_t OTA_AgentInit( void * pvConnectionContext,
const uint8_t * pucThingName,

FREE B HER 37



%% RTOS BiEiEE

px0TACompleteCallback_t xFunc,
TickType_t xTicksToWait );

It APITIEE &N OTA_Init , HH ota, ota M., BEYEHNNARFEEMENZHFXNSH

OtaErr_t OTA_Init( OtaAppBuffer_t * pOtaBuffer,
Otalnterfaces_t * pOtalnterfaces,
const uint8_t * pThingName,
OtaAppCallback OtaAppCallback );

BERTRASH -

pvConnectionContext -

BRTEZLTX , AN OTAERAE I FEEMEHE L TXEESLT , ME MQTT/HTTP B4
H OTA B NNARFHHMENEALE,

xTicksToWait -

EBRTESAEHRSEH , RAESREERA OTA It ZBI#E OTA ERNNARFHEIEN.

EmBTHASEH -
xFunc -

ZSHEEwm AN OtaAppCallback , F HHE R E XN OtaAppCallback_t,
RV A S -
pOtaBuffer

EWRICER , NARFXMMEA OtaAppBuffer_t D BLE P X FHELEL OTA F. RIE
THXAAERANIY , AENEFXBEARE. T MQTT hil , FEREMHEFEX |, Xt
T HTTP Y, MFREMLR urll MIBRRARBERFX,

EH MQTT TEXHFRFENEFKX -

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pStreamName = streamName,

ota_init 38



%% RTOS BiEiEE

.streamNameSize = otaexampleMAX_STREAM_NAME_SIZE,
.pDecodeMemory = decodeMenm,

.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,

.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE

};

A HTTP THRXHRBENEPKX -

static OtaAppBuffer_t otaBuffer =

{
.pUpdateFilePath = updateFilePath,
.updateFilePathsize = otaexampleMAX_FILE_PATH_SIZE,
.pCertFilePath = certFilePath,
.certFilePathSize = otaexampleMAX_FILE_PATH_SIZE,
.pDecodeMemory = decodeMenm,
.decodeMemorySize = ( 1U << otaconfigLOG2_FILE_BLOCK_SIZE ),
.pFileBitmap = bitmap,
.fileBitmapSize = OTA_MAX_BLOCK_BITMAP_SIZE,
.pUrl = updateUrl,
.urlSize = OTA_MAX_URL_SIZE,
.pAuthScheme = authScheme,
.authSchemeSize = OTA_MAX_AUTH_SCHEME_SIZE

};

B -

pUpdateFilePath Path to store the files.
updateFilePathsize Maximum size of the file path.

pCertFilePath Path to certificate file.

certFilePathSize Maximum size of the certificate file path.
pStreamName Name of stream to download the files.
streamNameSize Maximum size of the stream name.
pDecodeMemory Place to store the decoded files.
decodeMemorySize Maximum size of the decoded files buffer.
pFileBitmap Bitmap of the parameters received.
fileBitmapSize Maximum size of the bitmap.

pUrl Presigned url to download files from S3.
urlSize Maximum size of the URL.

pAuthScheme Authentication scheme used to validate download.
authSchemeSize Maximum size of the auth scheme.
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%% RTOS

BiEiEE

pOtalnterfaces

OTA_Init NE =P ASHEN Otalnterfaces_t AR OTA EOMBI A, HIEX—HEND

BB OTA FE , HERERSEOPETE MQTT #0., HTTP #OMNFEMREED,

OTA BRER SO

OTA BRERGhREE O R —4H API

, BN RFRIXEEOFREER OTA B, LEAM

HBRISERFNARFFRMAS OTAFE., OTA FEARBRIKRNITEREHRERS
RENIIE, HPSREERSEH, UISENANFIE. FreeRTOS M POSIX #YXILE OTA

FErp R,

EARMEM FreeRTOS ¥4EH FreeRTOS R4 -

OtaInterfaces_t otalnterfaces;

otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.
otalnterfaces.

fEAIRMERM POSIX % O/ Linux ;R4 -

os.
os.
os.
os.
os.
.timer.stop
os.
os.
.mem.free

0os

oS

event.init
event.send
event.recv
event.deinit
timer.start

timer.delete
mem.malloc

OtaInterfaces_t otalnterfaces;

otaInterfaces.os
otaInterfaces.os

otalnterfaces.os.
otalnterfaces.os.
otalnterfaces.os.
otalnterfaces.os.
otalnterfaces.os.
otalnterfaces.os.
otalnterfaces.os.

MQTT # 0

OTAMQTT #0O2—4 API

Ro

.event.init

.event.send

event.recv
event.deinit
timer.start
timer.stop
timer.delete
mem.malloc

OtaInitEvent_FreeRTOS;
OtaSendEvent_FreeRTOS;
OtaReceiveEvent_FreeRTOS;
OtaDeinitEvent_FreeRTO0S;
OtaStartTimer_FreeRTOS;
OtaStopTimer_FreeRTOS;
OtaDeleteTimer_FreeRTOS;
Malloc_FreeRTOS;
Free_FreeRTO0S;

Posix_OtaInitEvent;
Posix_OtaSendEvent;
Posix_OtaReceiveEvent;
Posix_OtaDeinitEvent;
Posix_OtaStartTimer;
Posix_OtaStopTimer;
Posix_OtaDeleteTimer;
STDC_Malloc;

mem.free = STDC_Free;
, MMIEFERRIXEEAOFEL OTA EMNARRARS FEHXH

ota_init

40



%% RTOS

BiEiEE

ffEA OTA over MQTT J&E BRI coreMQTT I API B RAI -

OtaInterfaces_t otalnterfaces;
otalnterfaces.mqtt.subscribe = prvMqgttSubscribe;
otalnterfaces.mqtt.publish = prvMqgttPublish;
otalnterfaces.mqgtt.unsubscribe = prvMgttUnSubscribe;

HTTP # 1

OTAHTTP #AR—4H APl , XEEFRIXEREOS L OTA EBETERINES
URL HIREVBIER K T H IR, BRIFEF OTA EBMENMNTL R URL ( A RRER
%) T# , BlERAiEN,

5/ OTA over HTTP SE/RH Y coreHTTP API By /R4 -

OtaInterfaces_t otalInterfaces;
otalnterfaces.http.init = httpInit;
otalnterfaces.http.request = httpRequest;
otalnterfaces.http.deinit = httpDeinit;

OTAPAL #0

OTAPAL #0OR—4 APl , BN RZ[IIXLEEOFTREREA OTA FE. OTA PAL HiIRE 4

EXRNEAFNARFPRASE, FEEAXERBKRTHE, EENRIETR.

OtaInterfaces_t otalnterfaces;
getPlatformImageState = otaPal_GetPlatformImageState;
setPlatformImageState = otaPal_SetPlatformImageState;

otalnterfaces.pal.
otalnterfaces.pal.
otalnterfaces.pal.
otalnterfaces.pal.

otalnterfaces.pal
otalnterfaces.pal

otalnterfaces.pal.
otalnterfaces.pal.

REISRHEAL -

writeBlock = otaPal_WriteBlock;
activate = otaPal_ActivateNewImage;

.closeFile = otaPal_CloseFile;
.reset = otaPal_ResetDevice;

abort = otaPal_Abort;
createFile = otaPal_CreateFileForRx;

REMEMN OTA RERBEHRN T OTA #HixiB, FZH AWS loTZH TEHEH v3.0.0 :

OtaErr_t,

ota_init
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https://github.com/aws/amazon-freertos/blob/main/demos/ota/ota_demo_core_mqtt/ota_demo_core_mqtt.c
https://github.com/aws/amazon-freertos/blob/main/demos/ota/ota_demo_core_http/ota_demo_core_http.c
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

%% RTOS BiEiEE

OTA_Shutdown

£ OTA FERRA 1 A1 | T < OTA REM API 2 OTA_AgentShutdown , HFMmASHNENR , Z
APl EBEE XN OTA_Shutdown,

OTA fREEXH (MRA 1)
OTA_State_t OTA_AgentShutdown( TickType_t xTicksToWait );
OTA REXR (x4 3)

OtaState_t OTA_Shutdown( uint32_t ticksToWait,
uint8_t unsubscribeFlag );

ticksToWait -

FHFOTAREZHAAEENZERE, MEARERENT , ZRBFULAERE  EFEEFF. X
FRPRASHERESERL. RETNA2H AERREY , mMaf TEICHER,

WA -
unsubscribeFlag -

ATHEFERBAXANRERMELEBHITECRT FRFENIFICS. MRZARIEN 0, WFLHNHE
A FE BT B RE. WRNARFLSZEUHETT EFLESR , NEFA OTA_Shutdown Bt
TR ARIZIREN 10

RE g R -
OtaState_t -

BB T OTARBIRSHWHERERKR ., BHSHE AWS loT ZH FEH EH v3.0.0,

OTA_GetState

APl Z#M OTA_AgentGetState Et I T OTA_GetState,

OTA fREX (MRA< 1)

OTA_State_t OTA_GetAgentState( void );

OTA_Shutdown 42


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc

%% RTOS

BiEiEE

OTA fRHEXH ( MRA< 3 )
OtaState_t OTA_GetState( void );
REERBEA -
OtaState_t -

EmBT OTAREBIRSHWHHERERR, BSH AWS loT ZH FEHE# v3.0.0,

OTA_GetStatistics

NETHIARNT FHE— APl EEART AP

OTA_GetPacketsReceived, OTA_GetPacketsQueued. OTA_GetPacketsProcessed, OTA_GetPacketsDro

BESh , £ OTA FERRA 3 /|, St B F N E LRI AER,
OTA FERR S 1

uint32_t OTA_GetPacketsReceived( void );
uint32_t OTA_GetPacketsQueued( void );
uint32_t OTA_GetPacketsProcessed( void );
uint32_t OTA_GetPacketsDropped( void );

OT3 FEhR7 3
OtaErr_t OTA_GetStatistics( OtaAgentStatistics_t * pStatistics );

pStatistics -

SUTHENRA/AESEH , flm, MHEELER, E5F. FRANLENBES.
MHSH -

OTA #HixfliB,
R RE -

OtaAgentStatistics_t otaStatistics = { 0 };

OTA_GetStatistics( &otaStatistics );

LogInfo( ( " Received: %u Queued: %u Processed: %u Dropped: %u",
otaStatistics.otaPacketsReceived,

OTA_GetStatistics
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga1cb476a5e0ee81fa486f605e64419dcc

%% RTOS BiEiEE

otaStatistics.otaPacketsQueued,
otaStatistics.otaPacketsProcessed,
otaStatistics.otaPacketsDropped ) );

OTA_ActivateNewlmage

WMASHMEE , BERE TEEN OTA iR , H1E OTA EMMRA 3 Hi5N 7 #HHEIRKBE,
OTA FEhRZS 1

OTA_Err_t OTA_ActivateNewImage( void );
OT3 FERRA 3

OtaErr_t OTA_ActivateNewImage( void );

FERTIREM OTA SHiRNBAE |, HANTHWERRB, B3R AWS loTZH REEH
v3.0.0 : OtaErr_t.

RBIRE -

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_ActivateNewImage();
/* Handle error */

OTA_SetlmageState

WMASHHEEEECERS , ANERS 7TIREM OTA HiRNKE , HE OTA ERMRA 3 FHMTH
BV AR IR AR

OTA FERRZN 1

OTA_Err_t OTA_SetImageState( OTA_ImageState_t eState );

OT3 FERRZA 3

OtaErr_t OTA_SetImageState( OtalmageState_t state );

OTA_ActivateNewlmage 44


https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

%% RTOS BiEiEE

WMASHEEdwR N OtalmageState_t, EZ 1 AWS loT ZEA FEEFT v3.0.00

EXTIREM OTA SHixBHE , AN THANEIRRB, BESHE AWS loT ZZH T EHEH
v3.0.0 / OtaErr_t,

RBIRE -

OtaErr_t otaErr = OtaErrNone;
otaErr = OTA_SetImageState( OtaImageStateAccepted );
/* Handle error */

OTA_GetimageState

WMASHHME , 87 OTA ERRA 3 RER A TIREME,
OTA FERRZN 1

OTA_ImageState_t OTA_GetImageState( void );
OT3 FEhR7 3

OtaImageState_t OTA_GetImageState( void );

RE#HHEEEHE RN OtalmageState_t, ES B AWS loT ZZAH FEHE#H v3.0.0 :
OtalmageState_t.

RIRE -

OtaImageState_t imageState;
imageState = OTA_GetImageState();

OTA_Suspend

WASHMER , BEwE TREN OTA HiRAMHB , FE OTA FEAARZA 3 FARM T #AVEHIRKE.,
OTA EERR A 1

OTA_Err_t OTA_Suspend( void );

OTA_GetlmageState
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#gad4909faa8b9c8672e7f7bef1bc6b5b84

%% RTOS

BiEiEE

OT3 FERRZA 3

OtaErr_t OTA_Suspend( void );

B TIRER OTA HiRMBEHAE |, HAMNTHOERKBE,
v3.0.0 : OtaErr_t.

RIRE -

OtaErr_t xOtaError = OtaErrUninitialized;
x0taError = OTA_Suspend();
/* Handle error */

OTA_Resume

BRTEENBASH , RN ZERE OTABER/NARFFHITAE , EdS 7RO OTA HiRK

1, FE OTA FERIARAS 3 RN T #AVEHIRKB,
OTA FEhRZS 1

OTA_Err_t OTA_Resume( void * pxConnection );

OT3 FERRA 3

OtaErr_t OTA_Resume( void );

ERTIRER OTA HiRBME |, F MM T HWERNE, &

v3.0.0 : OtaErr _t.
IR L -

OtaErr_t xOtaError = OtaErrUninitialized;
xOtaError = OTA_Resume();
/* Handle error */

OTA_CheckForUpdate

BZH AWS loTZ R FEEH

S AWS loTZEh FEE#H

WMASHMEE , BEHE TEEN OTA SRR , & OTA EMMRZA 3 Hi5i 7 N HEIRKBE,

OTA_Resume
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

%% RTOS BiEiEE

OTA FERRZN 1

OTA_Err_t OTA_CheckForUpdate( void );
OT3 FEhR7 3

OtaErr_t OTA_CheckForUpdate( void )

EWTIREMN OTA HiRBH2E , AN THNEIRRB, BESHE AWS loTZH FEHEH
v3.0.0 : OtaErr_t.

OTA_EventProcessingTask

X2 AP, HRAE OTA EMSHNESHER, E4THNARFES B, WETRH
SABEMPITERIN OTA EFEH , ERINAREFAKALRES,

OT3 FERRZAS 3

void OTA_EventProcessingTask( void * pUnused );

FreeRTOS By Rl -

/* Create FreeRTOS task*/

xTaskCreate( prvOTAAgentTask,
"OTA Agent Task",
otaexampleAGENT_TASK_STACK_SIZE,
NULL,
otaexampleAGENT_TASK_PRIORITY,
NULL );

/* Call OTA_EventProcessingTask from the task */
static void prvOTAAgentTask( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
/* Delete the task as it is no longer required. */
vTaskDelete( NULL );

}
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https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d
https://freertos.org/Documentation/api-ref/ota-for-aws-iot-embedded-sdk/docs/doxygen/output/html/group__ota__enum__types.html#ga7ab3c74dc057383c56c6cb9aa6bf0b2d

%% RTOS BiEiEE

POSIX BRI -

/* Create posix thread.*/
if( pthread_create( &threadHandle, NULL, otaThread, NULL ) != 0 )
{
LogError( ( "Failed to create OTA thread: "
",errno=%s",
strerror( errno ) ) );

/* Handle error. */

/* Call OTA_EventProcessingTask from the thread.*/
static void * otaThread( void * pParam )

{
/* Calling OTA agent task. */
OTA_EventProcessingTask( pParam );
LogInfo( ( "OTA Agent stopped." ) );
return NULL;

}

OTA_SignalEvent

XR—MHH AP, TRE4ARNEIEHAIE , FEAE OTA ERKEENMMEBESRKHES.
OT3 FERRZA 3

bool OTA_SignalEvent( const OtaEventMsg_t * const pEventMsg );
RIS -

OtaEventMsg_t xEventMsg = { 0 };
xEventMsg.eventId = OtaAgentEventStart;
( void ) OTA_SignalEvent( &xEventMsg );
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M OTA EEA FRREREINAREFF

MREBHEN OTAEEKEECHWRARRFF , A LERA git submodule T, Git FHERAFEFF
— Git FEERE — Git FREENFH F. OTA FEMZA 3 7 ota-for-aws-iot-embedded-sdk 174
R THES,

git submodule add https://github.com/aws/ota-for-aws-iot-embedded-
sdk.git destination_folder

git commit -m "Added the OTA Library as submodule to the project."

git push
BREZFEER , F5H (FreeRTOS AF#ER) HHE OTA REEMIINAEFF,

2Z&

« OTAv1,
+ OTAv3,
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https://github.com/aws/ota-for-aws-iot-embedded-sdk
https://docs.aws.amazon.com/freertos/latest/userguide/integrate-ota-agent.html
https://github.com/aws/amazon-freertos/tree/202012.00/libraries/freertos_plus/aws/ota
https://github.com/aws/ota-for-aws-iot-embedded-sdk/tree/v3.0.0

%% RTOS BiEiEE

7 OTA PAL BHEMMA 1 TRBEIRZA 3

ERTHERENXGREMUARENERNARFAENEEMERTT —LEXR. XTRITATE
v120 BBEEAKN OTA RARF , EXBIZEMN v3.0.0 , BLMEH PAL BHEHEEEHTER
IR IEET AR E B E N

OTA PAL WE X

« OTAPAL BHEE ZEBMEM ota EF N ota_pal_for_aws, LXHRNLMEIE 2
NX 4t : ota_pal.c Mota_pal.ho EM OTA EHMIER PAL k304 libraries/
freertos_plus/aws/ota/src/aws_iot_ota_pal.h , H AXFEBHEANE L.

o FHREH (OTA_Err_t) ¥ 7 M3 0TAMainStatus_t. BXERENRENREE ,
27 ota_platform_interface.h, IR T HBIFFIEER , AT E OtaPalMainStatus %l]
OtaPalSubStatus 8% , 3} M OtaPalStatus F12Hl OtaMainStatus ARELME,

. B3 PAL
« MHBRT DEFINE_OTA_METHOD_NAME %,

o BHARRAS : OTA_LOG_L1( "[%s] Receive file created.\r\n",
OTA_METHOD_NAME );.

o EHMA : LogInfo(( "Receive file created.")); MMM BEMER
LogDebug. LogWarn fl LogError,

« & cOTA_JSON_FileSignatureKey EE &} O0TA_JsonFileSignatureKey,
B ZR
BREEETE ota_pal.h FENHLBEIR otaPal FFk , A= prvPAL,

@ Note

MEAREME , PALWEAEBEMRRTRAN , BERTHERBNENAER , ZEHNFTET
E 4 ERHM,

e RA 1 :0TA_Err_t prvPAL_CreateFileForRx( OTA_FileContext_t * const *C* );
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https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/v3.0.0/source/include/ota_platform_interface.h#L68-L90
https://github.com/aws/ota-for-aws-iot-embedded-sdk/blob/666241d0f643b07d5146a3715b649d80f8135e0b/source/include/ota_platform_interface.h#L105-L111

%% RTOS BiEiEE

WMxZ< 3 : OtaPalStatus_t otaPal CreateFileForRx( OtaFileContext_t * const
*pFileContext* );
F0E  HBEEBRGAN , WHEAE N ERUE.

e fRAX1:intl16_t prvPAL_WriteBlock( OTA_FileContext_t * const C, uint32_t
ulOffset, uint8_t * const pcData, uint32_t ulBlockSize );

M7 3 : intl16_t otaPal_WriteBlock( OtaFileContext_t * const pFileContext,
uint32_t ulOffset, uint8_t * const pData, uint32_t ulBlockSize );
%% RBREEFRBENHEREAEEXH,

e fRAX 1 : OTA_Err_t prvPAL_ActivateNewImage( void );

M7 3 : OtaPalStatus_t otaPal_ActivateNewImage( OtaFileContext_t * const
*pFileContext* );
Z3E  BUEBEE OTA EWH &R MCU B &,

e RA 1 :0TA_Err_t prvPAL_ResetDevice( void );

WA 3 : OtaPalStatus_t otaPal ResetDevice( OtaFileContext_t * const
*pFileContext* );

ZxE  HEERS
e RZA 1 :0TA_Err_t prvPAL_CloseFile( OTA_FileContext_t * const *C* );

WA 3 : OtaPalStatus_t otaPal_CloseFile( OtaFileContext_t * const
*pFileContext* );

ZE . BT OTA RERRIE HXAKEZW .
« BRZA 1 :0TA_Err_t prvPAL_Abort( OTA_FileContext_t * const *C* );

WA 3 : 0taPalStatus_t otaPal_Abort( OtaFileContext_t * const
*pFileContext* );

#&F : F1E OTA f& %,

« BRZAX 1 :0TA_Err_t prvPAL_SetPlatformImageState( OTA_ImageState_t
*eState* );
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%% RTOS BiEiEE

MRA 3 : OtaPalStatus_t otaPal_SetPlatformImageState( OtaFileContext_t *
const pFileContext, OtaImageState_t eState );

%/E ﬁlith OTA Eﬁﬂy{@m'ﬁ‘/h\o
e BRZA 1 :O0TA_PAL_ImageState_t prvPAL_GetPlatformImageState( void );

M7 3 : OtaPalImageState_t otaPal_GetPlatformImageState( OtaFileContext_t
* const *pFileContext* );

#&E 1 JREL OTA EFHMREAVIRE,

ByERE

e MRA 1 : OTA_PAL_ImageState_t
aws_iot_ota_agent.h X#:
MRA 3 : OtaPalImageState_t
ota_private.h X# :

%5::E . "é‘%fﬂ'\& EIJHR@'H(/L:\O
e BRA 1 :0TA_Err_t

aws_iot_ota_agent.h X# :

WA 3 : OtaErr_t OtaPalStatus_t (combination of OtaPalMainStatus_t and
OtaPalSubStatus_t)

X% : ota.h, ota_platform_interface.h

X vl XEREN 32 EBSBENE, v3 : RREIREE B SERRBRENT AR,
o WMYXZA<1: OTA_FileContext_t

aws_iot_ota_agent.h X# :
W7 3 : OtaFileContext_t

ota_private.h X4 :

gk n 52

=



%% RTOS Bl
X vl BEHENBEERAX, v3: SEHMBERETE,
« BRAX 1 :O0TA_ImageState_t

aws_iot_ota_agent.h X# :
MRA 3 : OtaImageState_t
ota_private.h X# :

%X : OTA REUIRTS

BLEEH

X aws_ota_agent_config.h BE@®& N ota_config.h , XEHRTM
_AWS_OTA_AGENT_CONFIG_H_ % OTA_CONFIG_H_ H include &#,

o X4 aws_ota_codesigner_certificate.h EMiBER,
- SREAFaEEREENH BEICRER

/**************************************************/

/x**%%%% DO NOT CHANGE the following order ***#****x/

/**************************************************/

/* Logging related header files are required to be included in the following order:
* 1. Include the header file "logging_levels.h".
* 2. Define LIBRARY_LOG_NAME and LIBRARY_LOG_LEVEL.
* 3. Include the header file "logging_stack.h".
*/

/* Include header that defines log levels. */
#include "logging_levels.h"

/* Configure name and log level for the OTA library. */
#ifndef LIBRARY_LOG_NAME
#define LIBRARY_LOG_NAME "OTA"
#endif
#ifndef LIBRARY_LOG_LEVEL
#define LIBRARY_LOG_LEVEL LOG_INFO
#endif
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https://github.com/aws/amazon-freertos/blob/main/vendors/pc/boards/windows/aws_demos/config_files/ota_config.h

%% RTOS BiEiEE

#include "logging_stack.h"

/************ End of logging configuration ****************/

- AMTEERE :

/** * @brief Size of the file data block message (excluding the header). */
#define otaconfigFILE_BLOCK_SIZE ( 1UL << otaconfigLOG2_FILE_BLOCK_SIZE )

¥1XX#F : ota_demo_config.h@& OTAJETRFIENEE , Al , KBZXZIEBNRARFRE,

« £ demos/include/aws_ota_codesigner_certificate.h f
E MK signingcredentialSIGNING_CERTIFICATE_PEM B4R
otapalconfigCODE_SIGNING_CERTIFICATE # % ota_demo_config.h A , FEWEIUT
F M PAL XH#ATIRE :

static const char codeSigningCertificatePEM[] = otapalconfigCODE_SIGNING_CERTIFICATE;

X4 aws_ota_codesigner_certificate.h SR,

e %= APP_VERSION_BUILD, APP_VERSION_MINOR, APP_VERSION_MAIJOR B0
#| ota_demo_config.h ., ERERBEMAEENIEXH |, HlI0 tests/include/
aws_application_version.h, libraries/c_sdk/standard/common/include/
iot_appversion32.h, demos/demo_runner/aws_demo_version.c,

OTA PAL MR RYE X

« BBRT“Ful_OTA_AGENT"MHA AR FABEHEIR M. ZMHA LS R ERINEFTLFERN, XL
ERT OTAE , MARBET OTAPAL BiE, I , OTA EEEREE OTA EHEDPHNTEN
HESEE , AETFTEEERNHA,

« MBR T “Full_OTA_CBOR’#“Quarantine_ OTA_CBOR XA AR FFEHEA X, XEN TR ERE
TNEN R — 5B 5o 3X LEM PR R A THREINIE IE7E OTA 1244 FE 3 4T3 o

o FMAXHMNEEZRBET tests/integration_tests/ota_pal B,

« EHT OTA PAL B INEMHLAER OTA B API #9 v3.0.0,

« EFT OTAPAL MHBRMXRBIRIERNAR, Mol , RBIZFEFEE—NETHANLXHSF. X
FHRAWERG , ERTER2XHE, WiRBMEE ota_pal.c FENMTE, FZEIBLE
FEBEN OTABRBXHHFENNE,
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https://github.com/aws/amazon-freertos/blob/main/vendors/pc/boards/windows/aws_demos/config_files/ota_demo_config.h

%% RTOS

BiEiEE

BB E

ER L E R B ARERTIBERN SR

« ¥ ota pal BHEXHFRHEZFHM ota EF N ota_pal_for_aws,
- AINBTELREBA XM ota_pal.h, X ota_pal.h R"IXH , S GitHub,
o ANINBLENH :

FFHEZ M aws_ota_agent_config.h BN ( H#I2E ) ota_config.h,
o ANID:

otaconfigFILE_BLOCK_SIZE ( 1UL << otaconfiglLOG2_FILE_BLOCK_SIZE )

* Include :

#include "ota_demo_config.h"

FERXHEHIZ aws_test config X#4X |, HfF ota_demo_config.h Fi& Include X4
AN aws_test_ota_config.h,

0 ota_demo_config.h 304,
N0 aws_test_ota_config.h X#,

« Xf ota_pal.c HITUTER :

fERASHH OTA FE XX & BT Include X #.

fiB& DEFINE_OTA_METHOD_NAME %,

FH OTAPAL HENE S,

FXHETXEENBFMN C EFN pFileContext,

EE#T OTA_FileContext_t AHMATBEMXEE,

Ff cOTA_JSON_FileSignatureKey E#1A OTA_JsonFileSignatureKey,
¥ # OTA_PAL_ImageState_t M Ota_ImageState_t3H,
ERRIRKENE,

FEAITEN R AE A B FZ g FHk.

f# signingcredentialSIGNING_CERTIFICATE_PEM &5
otapalconfigCODE_SIGNING_CERTIFICATE,

¥E# otaPal_CheckFileSignature Ml otaPal_ReadAndAssumeCertificate BIEUERE,

« E¥ CMakelists.txt X4

BXEE
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https://github.com/aws/amazon-freertos/blob/main/vendors/pc/boards/windows/ports/ota_pal_for_aws/ota_pal.h
https://github.com/aws/amazon-freertos/pull/3208/commits/432e13fcb8dfbfeb6de25110a3d2ea14ccaf1b9a

%% RTOS BiEiEE

* E%ﬁ-lDEIﬁiEo

BXEE 56



%% RTOS

BiEiEE

MR IE R

TERNE (FreeRTOS #1E1EE) M (FreeRTOS ®iZIEET) HISLHH R idHK,

B

2022 £ 5 A

2021 £ 7 R

SRR A

Amazon FreeRTOS

BiEtEr

FreeRTOS #&1&IAUE

=[]

202107.00 ( #4E1E
e )

ERAEIEFR
- EFTUAN

i, AT F
), HFRERTE
F FreeRTOS
B (LTS) &
WITRMR. B
XEZEE  #
Z# GitHub L#
FreeRTOS FE&E X
iz 202205.00,

« B ¥ FreeRTOS

BHERER.

« FINT - B

EMEEmED,

- 48 AWS loT over-

the-air (OTA) B
B RERBRRIAUL
Fr AT o

- BIBRT Wi-Fi F

TLS MR BAEE
M, ANTBEE
X EE 3744,

« B FreeRTOS

BRNINESE
% ESHENE
&,

« R 202107.00

FreeRTOS fRA

202012.04-LTS

202112.00

202107.00

57


https://docs.aws.amazon.com/freertos/latest/portingguide/porting-guide.html
https://docs.aws.amazon.com/freertos/latest/portingguide/porting-guide.html
https://docs.aws.amazon.com/freertos/latest/qualificationguide/latest-changes.html
https://docs.aws.amazon.com/freertos/latest/qualificationguide/latest-changes.html
https://github.com/FreeRTOS/FreeRTOS-Libraries-Integration-Tests/releases/tag/202205.00
https://docs.aws.amazon.com/freertos/latest/qualificationguide/latest-changes.html
https://docs.aws.amazon.com/freertos/latest/qualificationguide/latest-changes.html
https://github.com/FreeRTOS/FreeRTOS-LTS/releases/tag/202012.04-LTS
https://github.com/FreeRTOS/FreeRTOS/releases/tag/202112.00
https://github.com/aws/amazon-freertos/blob/202107.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202107.00
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HNEEEERN
FreeRTOS
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https://github.com/aws/amazon-freertos/blob/202107.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202012.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202012.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202012.00
https://github.com/aws/amazon-freertos/blob/202011.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202011.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202011.00
https://github.com/aws/amazon-freertos/blob/202007.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202007.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202007.00
https://github.com/aws/amazon-freertos/blob/202002.00/doc/freertos_port_qual/FreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/202002.00/doc/freertos_port_qual/FreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/202002.00
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https://github.com/aws/amazon-freertos/blob/201912.00/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/201912.00/doc/freertos_port_qual/aFreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/201912.00
https://github.com/aws/amazon-freertos/blob/201910.00/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/201910.00/doc/freertos_port_qual/aFreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/201910.00
https://github.com/aws/amazon-freertos/blob/201908.00/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/201908.00/doc/freertos_port_qual/aFreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/201908.00
https://github.com/aws/amazon-freertos/blob/201906.00_Major/doc/freertos_port_qual/aFreeRTOS_Porting_Guide.pdf
https://github.com/aws/amazon-freertos/blob/201906.00_Major/doc/freertos_port_qual/aFreeRTOS_Qualification_Guide.pdf
https://github.com/aws/amazon-freertos/tree/201906.00_Major
https://github.com/aws/amazon-freertos/blob/v1.4.8/tests/afreertos-pg.pdf
https://github.com/aws/amazon-freertos/blob/v1.4.8/tests/afreertos-qg.pdf
https://docs.aws.amazon.com/freertos/latest/portingguide/
https://docs.aws.amazon.com/freertos/latest/portingguide/
https://docs.aws.amazon.com/freertos/latest/qualificationguide/
https://docs.aws.amazon.com/freertos/latest/qualificationguide/
https://github.com/aws/amazon-freertos/tree/v1.4.8
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https://github.com/aws/amazon-freertos/blob/v1.4.7/tests/Amazon%20FreeRTOS%20Qualification%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.5
https://github.com/aws/amazon-freertos/tree/v1.4.6
https://github.com/aws/amazon-freertos/tree/v1.4.7
https://github.com/aws/amazon-freertos/blob/v1.4.6/tests/Amazon%20FreeRTOS%20Qualification%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.5
https://github.com/aws/amazon-freertos/tree/v1.4.6
https://github.com/aws/amazon-freertos/blob/v1.4.5/tests/Amazon%20FreeRTOS%20Qualification%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.5
https://github.com/aws/amazon-freertos/blob/v1.4.4/tests/Amazon%20FreeRTOS%20Qualification%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.4
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https://github.com/aws/amazon-freertos/blob/v1.4.3/tests/Amazon%20FreeRTOS%20Qualification%20Program%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.3
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https://github.com/aws/amazon-freertos/blob/v1.4.2/tests/Amazon%20FreeRTOS%20Qualification%20Program%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.2
https://github.com/aws/amazon-freertos/blob/v1.4.0/tests/Amazon%20FreeRTOS%20Qualification%20Program%20Developer%20Guide.pdf
https://github.com/aws/amazon-freertos/tree/v1.4.0
https://github.com/aws/amazon-freertos/tree/v1.4.1
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