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« Config AWS CLI &#&
- BE API &

IR EREL B

B U ERARSEEXHTHNREEERBERANELANEEZHNEEAEBRE, MEERE—15
¥ : autotrack. autotrack SHAEEFUTE :

« REQUIRED : ZMEREZEZEEB I RER,

« PREFERRED : BZFXNEXEXBH BRI , BMBRER |, MATLIRITERS,

« REMOVED : FRNEMELE B BB RER,

AWS Ground Station A RERE , STEAEIREN , eaBRBROERH#ITIER. BXER
MERZEDEENBENEMAER , BSE,

ERFMHE S 280 , Autotrack FEAT B RER, —BREXMER , ©RRERIFESHIEERT
R R

BRIMAEA AWS CloudFormation, X IREREEHRITRENESER , BSHUT X, AWS
Command Line Interface AWS Ground Station API

« AWS:::GroundStation: Config J& t£ TrackingConfig CloudFormation

« Config AWS CLI 2% ( $MltrackingConfig -> (structure)®% )

« TrackingConfig APIZ#

RETTRARE

BUERENEAEARETTHEEREE , MEEFETTHEREANRE. efNaF -1 ERE , &
PEET TTREBENERNMER, FTRMRI,

HEERTEFERFHETR. EARNFARBERITHFIL. NZT LR BOBERFERESHE
IP#xX. AXRNAEALEENERFERNESFAESR  FSH LFER

MRENTITERAPNFEERBARNAERD , FS5H RETTEMBRBEDLE .

BRUMEIEA, BN RE FTHEBEERTRENEZER AWS CloudFormation , iS5 T X4,
AWS Command Line Interface AWS Ground Station API
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-trackingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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« AWS:::GroundStation: Config J& 1 AntennaDownlinkConfig CloudFormation
« Config AWS CLI 2% ( ZMantennaDownlinkConfig -> (structure)% )
« AntennaDownlinkConfig AP15#&

R&E T TRABEREEE

RETTHRETHOEER MHEEXETRAENNEERE , AR TELHER

M/ R RINAT T ITHERREA, MREEMNBRITXLERWERR | 15 KIAHFHR

#f<# aws-groundstation@amazon.com> 5 AWS Ground Station FRABA R, FHAVEFHEIEEE
EE SN AN EREENETSEE 4.

WEERTIHBERPAET 2. EATNEGMBUIEHTHZAE  HRBAETRMTHRANBEL, Nz
TRREHNWBIEEREFR/FEENEEIP KX, AXRUAFEANEENEHRFERNESFAER |, &
SR BER

BXRIMAGEA, HXNKRE TTERETRFBEENTRENEZ{EE AWS CloudFormation , &2 [# LA
TX#, AWS Command Line Interface AWS Ground Station API

« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation W 7=

« Config AWS CLI % ( ZM.antennaDownlinkDemodDecodeConfig -> (structure)p% )
« AntennaDownlinkDemodDecodeConfig API1Z#

Régk LITEREE

B EREREFEARE LITHEEE , MREFTELTHEBEARNORE. EMNHITEMER, WM
BfERBRRMEHFYR () WMIEEREHAK, EIRPEXIMAERE LTERNER , B5H XL LT
R EREE.

HEERRBERTHENRTR. EoFRMENBFCHAKBEESERNIEUES , AEHHAHNS
ﬁﬂ’JP_E?ﬁl&o REZT SRNBERITHFASESHEIP KX, AXrAUFEALEEMNEHRERNE
ZiFMER | BESR ﬁﬁuw

BRUMMEA, XN KRE LITHBEERITIRENEZE R AWS CloudFormation , iS5 R LT X4,
AWS Command Line Interface AWS Ground Station API

« AWS:::GroundStation: Config J& 1 AntennaUplinkConfig CloudFormation
« Config AWS CLI & ( ZMantennaUplinkConfig -> (structure)ZB% )
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkConfig.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkDemodDecodeConfig.html
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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« AntennaUplinkConfig APIZ&#

Réx LT EREE

ETEREREESIFREWANIT LITERER, LTHBEFATATRIEREIMRBNGT ,
AHITHHS RIS, XREI 12K AWS Ground Station X4k ( Bl L1788 ) EHAYSKERES KK
B XEBEFREREDENBBERBE/NES , AANZEERNESHEEER, L1768 echo BE
BE EARNTTHREER ., HITLITHEBREIRARNE , R&ERAEON LTHEEEFTNSH.

HRERTEBEBRPHRETR. NMZTRRENBERFSESHEE/IP KX, AXRNAEALEENR
EBRERNESHAEE , BSH LER

BXRUMAIEH, It L1748 echo BLERITRIENE Z/EE AWS CloudFormation , ISR LT X
¥, AWS Command Line Interface AWS Ground Station API

« AWS:::GroundStation: Config J& 1 UplinkEchoConfig CloudFormation
« Config AWS CLI 2% ( ZMWuplinkEchoConfig -> (structure)ZB% )
« UplinkEchoConfig API15&#

R REE

@ Note
Dataflow & im17 Bl ENX A T I SR EC2/E5EHE , A F [ Amazon S3 &Iz,

& 0] LASE A B3R i i = B B SR 4B B Bk 4% HA 18] M B i v = 4 PP Y TR BRI T I TR A BT [ BN B R
HRiHR. BERRARENANSHEERERESNEHMXE, MITHKRRAR , AWS Ground
Station 29 MBIBENESEEXHHZAE AWS KBAKE —MERBRE , ZA48EE5E
EXHHPEENBERRAEEFIEENFERERRER. IRKE TEENBERBSA , MERR
NRBSFHENSCHEDULED , BNIFFZEFAILEDA _TO_, SCHEDULEEXEKR A WJREHVIRSHNEZ(E
B, 3 AWS Ground Station Bx & LIRSS,

BIERIm KB ER dataflowEndpointName & 118 E Bk 4& HA 18] M BUE 7 im A P B9 BN B R i =
TRAZTR A AN EIE R R o

dataflowEndpointRegion B EEHERIE LAENXE, MREEHHFERKLHET REES
BET X, NafEEEXEH AWS Ground Station EERBIERKRT R. MRKEEXSE , AWS
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-uplinkechoconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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Ground Station MERIA Y BRR ARV BE VA X1, REHBIERR QN XBEBRENBEEEXERE ,
W ZBEWAN BEX B FEERRE. BEAAXEXSRERNESER , E55H.

BREFERGERL T RANTRGE FROAEEHAGHIZHNETR , 25,

BRIOAEALEEENEHFERNESFMAER  FSH LER

BRuEEA. X dataflow s [RECEHRITIRIENE ZE S AWS CloudFormation , IS HE LT X
4, AWS Command Line Interface AWS Ground Station API

« AWS:::GroundStation: Config /& #£ DataflowEndpointConfig CloudFormation
« Config AWS CLI 2# ( $MldataflowEndpointConfig -> (structure)ZB% )
- DataflowEndpointConfig APIZZ

I 5#h S3 % F Config

(® Note
Amazon S3 iEREEMNA TR S# S3 FMmHE , AT O SEEC2ERMEIE,

BRERTEBERPHERT R, ZTKFREBERFET KREMEABIEEEES pcap #HiEH. HX
MAERALEEMNEHRERNESHAER  BS5H BER

BRLAMER S3 EREEREEEN TTHEREAREAN G BN EELIESIH Amazon S3 F&R,
LTABREETAXRXESHHREMFAHESR

« Amazon S3 FE B AL aws-groundstation ik,
- ZIAMA®XMES fLiFgroundstation. amazonaws . comfRE EHIBEZABHEERE, X

G, BZETEHNTAGEERRES. ZoREEME K EERRID AFE , GEXBLAEA
25 (*) ¥ your-config-id ABFUAERIBEEAEERIR ID #ITER.

OIS ERRE

BERUNMEFACEEIRENESEL , FSRIAMAFEETNEEIAMA R,

{
"Version": "2012-10-17",
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "your-account-id"

},

"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:config-region:your-account-id:config/

s3-recording/your-config-id"
}
}
}

]
}

« ZIAMBEXMEFIAMA T ZABXN FZ#EIN1Ts3: GetBucketLocationiBEMX F X RN
f7s3:PutObjectiREMEREE, TR Amazon S3 FHEEFMARES , N7 R EKIE XL AFIZ
IAMA R ITXLIRE, BXxRF , FSRTENRGA GRS

bRk

BXUNAEHFBIMNACKBNESELR , BSAIAMAFEREPHNEEIAMERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
},
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{

"Effect": "Allow",
"Action": [

"s3:PutObject"
iF

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

- R SSHENRITEFEATNR. BUNEEMENBHAHTER , IEENERIKRAFAGE
HEVMRIE R, Bl , A& {satellite_id}/{year}/{month}/{day}F#H & K HERFRX
LlEys Y fake_satellite_id/2021/01/10

Bimm k4 - {satellite_id}{config-name}| {config-id} || {year} | {month} |
{day} |

BX{AIEH AWS CloudFormation, Xt S3 ZXHIEERITIRIENEZEER |, TS T X,
AWS Command Line Interface AWS Ground Station API

- AWS:::GroundStation: Config S3 J& # RecordingConfig CloudFormation

« Config AWS CLI &% ( Zls3RecordingConfig -> (structure)Zpa )

« S3 RecordingConfig AP| & &%l

BRERA T RA

Dataflow if REX T EHFLHERRHARDIRANREHENMLE. SFEREERT RERENGER
LimT AN - EN, EEAPEIRSIMMERLHTR , IRFETKPLREENLIRTT [LEFA
DESRBREP—EER. fltn, MRRFFEZM=MALHBERRRAKEBE , WENEERIRR
A Fp AR =N in R SRR ST EC B S P BV BUR i U B B AR R B

® Tip
RITERRARN , IERBSAEZERENEBHIRE, XEZHREBNKPFRAARISBEE—H, X2
W ERAHENESEEXHEFTENEEMRL EENMITZNEM, NREHE—HEEH
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EETRHENIE  XWRSRER, BALE LY R Datafow i RANKE , LERENT

EEEFMBENRARIRIABE.

HHFERLETRAPH —IRSIARER TENBRER |, EZRKREHRBNMERTIURE, &
7%

LERHITZS MBS | BXERESNETBHEERESLAEPRIT,

/A Important

B AR A XA T HEALTHY IRAS |, FTEEA TRHEBR L, BRUMAX R4 FHEALTHYIRAS
WEBBERKET RAHTHEHRNER , H5H. BEHERR DataflowEndpointGroups &4k
FHEALTHYIRZ

BRuffEA, X Dataflow s RAITRIENE ZEE AWS CloudFormation , EZ R T XY,

AWS Command Line Interface AWS Ground Station API

« AWS:GroundStation:: DataflowEndpointGroup CloudFormation &R &
- BERLIRTILESE AWS CLI

- BERIGRA APl &

T

BIERKRHTRANRERHERBS. LU Dataflow i s E XN EH AWS Ground Station {83
HEARFERE AN ARFHITERE, I TFXHMERWEH | BFELE dataflow s 2RAH 2 B8 22

XIFER (Bl P it ) o BEERBEXRER WM dataflow iw RIRB LR AR B X IFLHRVEL
SR

LTFETHR TR FNRRER,
AWS Ground Station S ¥ i s

AWS Ground Station X% = £ 58 AWS Ground Station fRIBERN A A M RL ILERE, HiEE
ETTHRBYE 50% MHz W FESBIER , B AWS Ground Station REHFERBER. E
f33& AWS Ground Station RELmT R , BRAFEEFZ M AwsGroundStationAgentEndpoint
EndpointDetailsF . B> AWS Ground Station REBWEZELR |, HSRTEHN (AWS Ground
Station KEA ) .

=3
1]
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-dataflow-endpoint-group.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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AwsGroundStationAgentEndpoint FHIA T RAAR :

* Name-BIFERIWIAB,. BEEKARAAEALBERFER , LERLASEHBERR[EEPEHN
B IEL,

« EgressAddress-FATMREH HEBIER (P Fim O ik,
« IngressAddress-ATfFEiEE AREN P Mix O i,

BIERRR

Dataflow Endpoint fE AR &R AR FERNREAHRLILERE, HEEE FITHEBRRFZESR

B, TITHELT 50% MHz WEFESBIESR TTEEFR/MBNESBIER , 5 A Dataflow
Endpoint. Z#4% Dataflow Endpoint , REEEFEndpointMSecurity DetailsFER.
EndpointDetails

Endpoint HIA THRALHK :

* Name-BERKIABM. BEERRAACRALBFERFER , KBV SASENGERE[EEFERADN
B FRAE AL,

« Address-fEFARY IP Fix O #bit,

SecurityDetails HATAREARK :

« roleArn- AWS Ground Station HEZH P AIZHEMEMLLEDO (ARN) WA EH Amazon BIRA
(ENIs) VPC, EAI1ENIsFt HEx R HE R A MV IEN A O M5 H <o

« securityGroupIds : MfMNBHMEMEEONT LA,
« subnetIds-F AWS Ground Station &5 M W &2 O LA @ &8 32461 £ & R B+ M5 &,

EAMIAMA B roleArn M E A fLiFgroundstation. amazonaws . comfRE EHEBEZARKNIE
X, BXRH, BZHATENTAEEXRKES. EoBEEE  mLER ID AFE , BikE
ERBELAFERAES (*) Y your-endpoint-id, AJAERIBEXNEBITEH , UEARSER

ID FHEERREHSEE BRE N Z4FEM dataflow ik R 4H,

ZIAMA & XHREBFIAM AWS Ground Station 2 1FIZREENIs. BX R4 , HSE TEN =M AEBE
&R o

RS R
EXNAEHACEEIRENESEFER , BZRIAMAFERTNEEIAVAE,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-
account-id:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
N b=R=h

BXRUNAEHMSIMNACKENESER , FSHIAMAFEREPHNEEIAMER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface",
ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

—
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}
]
}

AWS Ground Station X A

AWS Ground Station {24 ?

Ground Station Agent £ AWS Ground Station &89 TEAWS it T uh 332 At HA B AWSHEUR ( T1T8E5E )
BIZRHHFHIM (digiF) BFER. BRI LUEERNRIEEZ HIED

1. MEC2EHlEMmBE-FHEEAHEGRENEC2:H, AEBEENR AWS Ground Station 2, 0
REFEEFRMNNBBELIE | NEFLIED, BXECZHRFEERNEER , BSRBERBY

2. [0 S3 FiERAMEBIE-AWS @ S3 FHEBEHNBET2HERE AWS Ground Station, B3 S3
BERBNGES , BSH THEA .

B EEAEBTECLR - HAWSH IR, BIEWEA CloudFormation REIEAWSHEIR , KL
BREUEM, EBUENTEE,. SMNRRARRREC2E S3 FIEHYE , EFERN MR EEZER
EO

TEERTHERAFAENES () HELETEIM AWS Ground Station K&k X 13 EI & HEC23= 6y
digiF ##EHR. SDR

AF Customer Recelver
q; | EIP Lustomer celver
Public
AWS KM5 ‘“-‘)'f C")'Dtcd IP Dedicated Agent CPU Space Egress Address
Forward-Error-Co UDP Socket
(FE c1 AWS G5 Agent Bicie ke
Dataflow = . D-:E‘.‘ AwsGroundStationAgentEndpaint
E' i 1 uop LD 7T Listener (e.g. SDR) Dataflow
) IFIJ t : —+ Ingress :
s T3 Port
Range
Bk e /opt/aws/groundstation/ete/
aws-gs-agent-config.json

HER

EXEZEMER , FSHTEMN (AWS Ground Station (REHFIERE) .
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AWS Ground Station AriEE

FriafEH

EFFB 2, BRIZABFHNELRB S, AWS Ground StationBXxEZEL |, 55 H 241/ AWS
Ground Station =4k,

LLR 2 AWS Identity and Access Management (IAM) BV S{ESERUREEENNR, REFLYNAE
B, BALUTFBRHITERS R,

SEMEREL AWS K
MBHEE AWS K, ERRUTSERBIE—,
IRE S0 AWS K 7

1. 3TFFhttps://portal.aws.amazon.com/billing/5E fft
2. RERRELARBAHTRE,

FEEMET , FHER —EEE  EREARERENA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 BRASBERGRIZKS RHFRE AWS
RS MARF. ENRLHESKK , FRIAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS EMERERELBERE—HHWIABFERE, EEMIME  BEATLUBEHZE https://
aws.amazon.com/ FiERERWIKFREEYEINIKF R HEBEHIKF

IEEREEBRNERNAF

EME , BRPENZE AWS IKkF AWS KPR AF AWS IAM Identity Center , /5 A X SI2EEH
P, ZEERT2MER root AFHITEEES.

R IREY AWS T 7= 48 7

1. %3 Root AP H i ALK AWS K/ B FEB4rtut , IIKFRMIBEEN S HER. AWS
Management ConsolefE T —T £ , i ASBH L,

ERIEARAFERAENEE , 520 (AWS &% AFER) PHLURAF 56 EF.
2. REW root AFRFBEZEFHRIE (MFA),

SEMFEREL AWS ik = 23


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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BXEH , BS0H (AFEE) 91 3 AWS IKF root AP (26H& ) EAEMMFARE”
IAM,

tIZEAEEHENRNAF,
1. BAAMEGHL",

BRUHA , ESHE (AWS IAM Identity Center A8 HEYE A AWS IAM Identity Centero
2. 7£ IAM Identity Center 1 , @A F R FEE L AR,

BXEH IAM Identity Center B & ERN BB RNHKRE , 25 (AFEE) IAM Identity Center
B Z i EHRERINREB B EAWS IAM Identity Center i F 7RI R .

LEREETRNEBRNAFSHER

- EfFHEM Ident IAM ity Center AP B FXURL |, EEAEERIE Ident IAM ity Center F PP BT & 3%
SR H B F R s ) B FE R

BXMEH Ident IAM ity Center AP EFRWA B , 55 R (AWS EF AFER) PHEFRE AWS
BRI

FiHRN RS S H A,
1. 7E IAM Identity Center A , A2 —ANMEE N A FKEN RN R RESZERHINEREE,

AXUHE |, FHSH CAWS IAM Identity Center A IEREE) HHBIZENEE,
2. FRAFSEE—N , RERZEDHE LB R ENR,

BXUH , BHSHE (AWS IAM Identity Center AF#5R) HEIRINA

NIEH AWS IK 7 %0 AWS Ground Station R

EETEEEE R HAF AWS Ground Station BVER TEA , BEESIE — NI EKEEE I FEH INEZRH
AWS Tk,

1. &% AWS Management Console F#3#FFIAMIZ &I & o
2. BIEFKRME, FRAUTSR

RIZE AWS Tk 7 7850 AWS Ground Station X R 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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a. HESMBERTRERE A RGEFIRRE,
b. TEJSONETFH , JSONEANTEZ —4HkiE. EAKISONESENNARF.

« ¥tF Ground Station EENPR , FHEERE N groundstation:* , I RFA7R :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,
"Resource": [
Hn
]
}
]
}

o XWFRIFENR , ERRMEIRE RN groundstation:Get*, groundstation:List*
groundstation:Describe* , #1 FFR :

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

nin

}
]
}

- ATEBEZRESHRIERESTESMY , B “BRME" ®ER g roundstation: * , 3 Condition /
Bool I®RE& N aws:: true , M T FF/R : MultiFactorAuthPresent

RIEHY AWS K 7550 AWS Ground Station X R 25
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. HEIAMEFIAH | FECIZAY KM MBI FFER A,

BXRIAMAFNMINREBNESESR , S0 (IAMAFER) .

E£1F5: DE L%

I EFH A AWS Ground Station 22— MNZLTRUTE , SREBIBWE. BARBUE, SHUEEFA , URE
BRAM iR, EFEZLITRENI (NDAS).

";gl')tl AEJ\/}IL*EEE&

BEBAR—MNFHRE , ATLLTE AWS Ground Station #2#IETTEMN “EEMRR SHokE. LT
EI:EI Tg/\ *EO

1. BEAETUBELNT ERENEIENTL BINRELE.

2. EFHBFEEMNTIEZE LG AWS round Station , & &% B FHE
#<# aws-groundstation@amazon.com> , FEMREHNESHNIEER , SEENALR
. PIEMME, DENRFANRARASTNE, TENHEXRBEURERSITRIFEAAWS Ground
Station v FXXAZAs -

3. BHHEFLTFRMIAERT , AWS Ground Station FEZITRERAN S E S BEVE T, Lt
SR ISRt A it S AR I AT SER T o

4. REBIER  EHNIEFTREEER. AWS Ground Station ¥ 6] & &KX EH K ThE A,

F15 . TELE 26
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https://console.aws.amazon.com/groundstation/home#resources

AWS Ground Station AriEE
(k) BELE

ARG, B EER T ERFZDPRIM—NEHN , LEERUMIRAITE, R ‘BRRA” REA , AWS
Ground Station &I A EB ERAFENMWEERZ#HLLK Norad ID, EREEBZBMALUEITINER
ZEREENTIE, Akt , AIERRL,

#r12 G AWS round Station SationE £ AJ LB S IR L R EAPIFIE F —MNAWSCLISRE K. AWS SDKs

FIEMNNBWMAAFEA AWS Ground Station CLIKFRIZ A3 # T £ Aqua ( Norad ID 27424 ) , us-
west-2

AWS Ground Station CLI

AWS CLI AI LAk 523 H AWS Ground Station, £ AWS CLI ERMRIZEEZH] , XFTHFEUT
AWS CLI A% 4 -

- H{R AWS CLI B&%., BXREMNEE AWS CLI , FS R ZEAWSCLIRA 2,

- R AWS CLI EEE. BXEENEE AWS CLI , 5SS B BEAWSCLIMRA 2,

- MEEANEERENESIEREER AWS CLIEFHNXXHF, FEEXERENEIRREZNEE
&#Y AWS Ground Station BxR A AWS CLI, BXREFEENERRENESRFEE , FZHEEMN
ERERE,

O

MEBEXRAEZFFEARE AWS CLI , ZE & G AWSroun CLI d Station S SZRE , BB A BN
T FALLIRSE , BB AWS CLI R4 , HES S M LA Zgroundstation AWS Ground
Station MEEEFANERS. BX AWSCLI i FE&HMNESER , FSHAWSCLIMEHF N HSE
Ho TEHRMT —NROIGSEM.

aws groundstation <command> <subcommand> [options and parameters]

WEIE

B, REERMRBERCHIEN. ARNXALER U TIIRAPIFH T 2XR5ERK : AWSCLI

aws groundstation list-satellites --region us-west-2

BT LRCLI T RIEERETUATARH L

)

"satellites": [
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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{

"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatellitelID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

BEZERIEHWIEE |, Hi2 | satelliteArn, BMEHN—NPNEEFEZWMRE , S RFRAPIEEX
P MHIERTEEARNREMIREFREARNE KM, ETF—FF , {REIZARNAREFERZENX
B ( TEERREZHNXE ) XY F. NFiZRA , BAVEER us-west-2, BIMEHR , ARNFEM :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

NTHEBHEPERIEEN , DEXFE - “Name" REENBEHR. A BTRINEANR
AWS CLI , Rt A ER RRATIX 5| S HE1TH Lo FREFRLUT -

{\"Name\" :\"AQUA\"}

BETX, SRFEAREFREAPIRIFCIE 2, XA LA AWS CLI XER T ERTA

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

SERRILIRERS | BFREBE AWS Ground Station #4|lAHEI RN T ERENE .

ERDENEWR
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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NMREFHRDENER , WREFEAHERBR“Name” Z4ARNEXEA T 2@ A tag-resou rce , {BFEHR
ZXhEATREMNERNT, XNFEFNERICHEERFEPETRTHENR. ARARANT :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" : "NewName"}'

1 R =R

AILAEA untag APl-resource BIBR A EE2REMN B, XAPIZEZEARNHENSMEXEBHNIEE , UK
FRERATIR, FWTEH , FRIiCB4EH “Name” . APIEAIX N REIEBAWSCLIIN FARR

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tag-keys Name

RNHEITBILE

BRTEMBCHIEN , BEUUREFERASEN AR BIEEY , XETERHALNFHRNTT
ERBERR, XMFEHE AWS Ground Station BEBEH TITEER R BIX LT EWNEIE.

(® Note
BRI ERES ETHBEEIXEDE, SRRRERATLTIERN TTEBBERE,

AWS Ground Station XIEFHALUTEEA T1THR B2 BEIE

* Aqua
+ SNPP
« JPSS-1/-20 NOAA

 Terra

XETE—BEY , Al AMEMERAT. AWS Ground Station 44 T F ZMEER AWS
CloudFormation #1R , AMEERW W BEAIZRS . F5H & X4 & R~ 5IE* AWS Ground
Station I{AIE A RBI , ESH,

EXZETDTEREEHIBERENESZEER , 82 Aqua, JPSS-1/ NOAA -20 Hl SNPP Terra,

/,
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
https://aqua.nasa.gov/
https://www.jpss.noaa.gov/mission_and_instruments.html
https://terra.nasa.gov/
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BRALMANIEENBFBECRERERRAINFLSERE. REENIENAS  EAEEE—RIHMmMR
B, AFBEREAVILTRNN LTHKRURETHNRT TTHIKEE. RPBEBRENZEEFTHM
R T ATEERRRF,

RIUFTELR

FHFEERBWE Amazon S3 5 , BB ZBFEFR T EBMEIEKS FH Amazon S3 F#ENE. BHEKR
ABREUBIESHIR (pcap) XKHEWEREZE |, UAFRNBEIABRBEERI SRS ENLES (SDR) # |, 5
EM pcap XHFEREREABEHRTAE, YREFEHWRFEEBIER , ¥ 30 ¥ pcap XH&
MELMN Amazon S3 N , UEERSHRFTEMLEREHIE, KEKES , EUUEHAECH
BB MER T D% SageMaker 5 & # Rekognition £ HEMAWSIRS R EHE, BiEEHE
Amazon S3 EATMEN B E THRKIE ; TEFHIEM Amazon S3 LEEIFBHNIEE,

AWS Cloud

e\

Satellite AWS Ground Station 53 Bucket

EFEAMERE , BFEERNGIE— Amazon S3 Fi&#@ AWS Ground Station , LAERBIEZ XS, £
T—%d  BREEET—FF8IE S3 Recording Config. X174 i1y 7 BY BR & LA & 1T 38 & L4
FERNTRYE , BFSR, ILE¥ S3 FF Config

R HEL A

B HREAREDBEC , BHBRRABIERRANR L EIL SEEC25RH], &H LAE Amazon
EC2 K6 LRrfAb BB | th Al AR BiREIT R E,

EFHERLS KRR , FEERENEB LN Amazon EC2 3241 , H 8l —HZA Dataflow KixT
H4E, EfRESEN Amazon EC2 324l , FSHEC2-iREMEE., ERREEH Dataflow ia4A |, FS
Z, BMERAKETSA

NREFEANRBERGREE , W THER T BERE,

5 2% AREHBIRRBERE 30
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AWS Ground Station
! Antenna Region ' Customer VPC
i E Customer Receiver

= 5 i
S'Q"al—-—b 8 Dataflow
[f ' | endpoint
| application

Satellite AWS Ground Station | Elastic Network Interface

|

*End to end data connection is established and maintained enly during the scheduled
contact duration.

LLTERTHEA AWS Ground Station {IBE & B R ES B R,
Customer Destination Region

1 RF
- sstormner Receive
= Signal EIP E Customer Receiver
@ i ? i Public
AWS KMS Key Encrypted IP Dedicated Agent CPU Space Egress Address
Foerward-Error-Corrected . [

! pliai AWS 65 Agent DiglFJDP Socket
. Transmit (72 1 Dataflow ' = T Data +-=: ﬂwsgmundStarionAgenlEndpaint
| +————% UDP : »* 1 Listener (e.g. SOR) Dataflow
DiglF Dataflos : 1% Ingress " E
% Port
| L3 ) — @ /opt/ows/groundstation/ete/
i aws-gs-agent-cenfig. json

HIR 3 BIEEE

BINHSE K SRCLXERBREERETIE,. BEKERIK Amazon EC2 fl Amazon S3 &R, IAMTELL
SEh | SENEESH S BSHEE AWS Ground Station BLE.

BFELWEE
ZURNE-MRESLFEHBEXANBANSREX. EAL-STHES  CEEELTHSE

ERE,

I 55 S3 FF Config-FEIEZBEIEH Amazon S3 7.
o BRI Um B B - BUEAR S B8 EY Amazon EC2 324,

DERE

P EfES AWS Ground Station M EZRN T EBEE*x, BESELETHPKRENEEEF 15 : 1
E %,

HW3: QIERE 31
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- REERE-REEEMBIRMANERRTVERENRET. XEHEESBRALAFEN.
« RETTRAEE-RERFCHFIMIE,

« RETTRERBBERDEES - =AM AT fE 6 5 5.

« RELTRARE-FHE LTHEIEHNIE,

- RELTEROREEEE LTERESBIENES,

%

R4 BIEESHERE

B E—SHHENEE K SELBETUARFEEEUREEIEBENTRAR. EUHSRF  BF
HE-IMRSMFSEEXH, FFEEXHRTNFARNEELCEATMBRITH , REATUNERTI
X MBRAE

BXEHSH , 5 AWS::GroundStation::MissionProfile CloudFormation ‘&;jRJ$ &

1.

WRRNESEN. XEETURETHRAEEREPNERAER. Bl , satellite-narrowband-
emergency-operations 2l R & 34 1Y 22 7 2K A T satellite-wideband-narrowband-nominal & 2.
{E , M TJBEH- operations H a.

R B AW IRREE,

BB ER/DATEMK, XEETUMEEENRIAAUFTRZENESER,

1% EstreamsKmsKey A T streamsKmsRole £ 42 il 72 R X BB # T INZH and. XA TFIE
AWS Ground Station X EEIE7.

BREENBER. CASEL—SHOENRENERBERACRENERES.

[AE] REEGKFAED GHEMSENE (¥ ). SATIIERRAZIHNMZERHSMNEKR
AHIEH, ESFAWS Ground Station EASHBEFL THRESZEER.

[FIiE] B R E SES B E XK, XETARBUREER XX D EHNESEEX
o

BAUSEESREXMHEERS , REE - LBENRE.

s LR

BALBEZWETINREENERNESHEX Y , RUURERRAHSLZNIEEHRHTEE T
AWS Ground Station

BALBESAT AR —RHERR ¢

SR 4 QIRESHE 32


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
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« $=&IAWS Ground Station &,
« AWS CLURBEXR AT T,
« B AWS SDK, ReserveContactAPl,

B R AWS Ground Station BRERT 2FEU R MAIFEAXEEENEER |, FSRIEEHRE,

AWS Ground Station 43 7 iF Z it E /Y AWS CloudFormation 4R , AMEE R\ FF 1546 A iZ R
%, FEEE S HEE RFlB>x AWS Ground Station A EA K RE |, HSH,

QbR B T SRERAE M P IR LR R AV AR A R AR ES BE AWS Ground Station FEBUR T EH B4R G, KL
TEEXETARB AT #F— L ARVIED

« f£A AWS Ground Station Amazon S3 ¥iEZ 1T Bzt RN ( REXEX GitHub 774
awslabs/ aws-groundstation-eos-pipeline )

. FEAELLT EfEER AWS
o HEKMNEE A AWS Ground Station : Z{A{ES

« A d@@ igiF AWS Ground Station WideBand # Amphinicy Blink ( LA K #8 5< B9 176 FE aws-
samples/ ) IS AFHEN T EHIE T T8 SDREM GitHub aws-groundstation-wbdigif-snpp



https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
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(VAT

AWS Ground Station 2#t 2K E M4 , RELRMNMERAWSERM IR HX ML, ERIUMEMR
FAWSH X B EXT XLV BRI EH, XEERBENAWSXE,

AWS Ground
Station Locations

ERMEGZEN AWS X5

AWS Ground Station £ kM &XIIERFRAML T HATEEAWS X ERY M EISVE., A ABEAWSSDK
ListGroundStationMll R348 REFRIG R M B EIEFIR, EMNENTREIIRMOTHAT , ESHHE
VBRI, BSRARKER , AENI 2RSS R 17T,

Ground Station Ground Station AWSH X & AWS X5 EE
A &

Ba] 7 Hft hn 1 PIRIEFAN , USA  EEEIP (#%  us-west-2 ERRFFEA
X ) AWS X1
Bk 1 Bk 7R (BA) me-south-1
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
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RAriEmE

Ground Station
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Dubbo 1

# 03 1

HT S RE 1

Ground Station
B

FIEFER
AR A E

USA

BRE,

H=EM , USA

HEXM , USA

BN ZEMEN

i
HEER

AWS it [X & #5

JEM (FER)

AKX (&
JE)

XEED (RY
XM )
RRMt X ( ZR
=)

XERSP (B
M )

S

XEES (HY
XM )

RN (&
)

Asia Pacific
(Seoul)

EAHX (Fn
)

RN X ( HifE
HRE )

AWS Ground Station XiZFHAWS X1

AWS X

af-south-1

ap-southeast-2

us-west-2

eu-west-1

us-east-2

us-west-2

sa-east-1

ap-northeast-2

ap-southeast-1

eu-north-1

KRR TEAD
AWS X1

KERAF T HEA
AWS X1

KERAML T HEA
AWS X1

B LB X FFHIAWSXIHAWSSDKEL AWS Ground Station 2| B RHEHIEMEERKR A, &AL

FLiIRT RANEFLEE FHHXEREKXEKRRNAWS Ground Station LimT Ko

AWS Ground Station Z3FHIAWS X ig
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https://docs.aws.amazon.com/general/latest/gr/gs.html

AWS Ground Station ArfEm
MENRERR AT A

AWS Ground Station 2t F N2 RAFEFTE v FARIAWS i X #BA] AWS Ground Station f. ¥FEX A4
E 524~ hEILH B EIZ , Ground Station &IV BIRIE N “BeFMEaRE". Hilan , “Digital Twin
Ohio 1" B—NMEF NIt EY , B2 “BXB—5" £ HH LN EBEEIA.

AWS Ground Station 45 #52

/™ AWS Ground Station K& U EHMEREXRNIL [EL, HEMELLE (BEFTMFEL ) 6T, X
EEBAELEREEZNENAARZRES. BETUER

o REFE M3 i FAHAE — B0 |, XSIFLASRERYZENERRE , SILEMHM (RF) E5%
BH 1E 1% 5o

o BIRTI (RFI) — XS MER ( AZBRFIFEIDAWSHE I KENW TITERES ) MEihm
( Ground Station K& & B S SE B X A SPZIKET~ERREN ) BEED, AWS

o EEEN — ESNXEEEG AWS round StationB S it i S IE N ATAEEE S ENRE) | SliEm
HE/MIA,

XL SEB O ESEREmME, fl , T ERENEMERZEFENRN , RFRKRAUESRE
T, HEUUBRBARNRHIZIT EZERN. BBBEBHI (NDA) |, BATLAEA G AWS round
Station W5,

EFTRAE

BRT 8/ bR G AWS round Station SR OFS , BAELESEFNANOE | FAELAEXER ,
BETEBENSEBNZERE ., ATELEG AWS round StationFEEEOE | LIBKREFEHAWS
WHESXEDEBENEM. case-by-case iFFEHEHKR AWS Ground Station FRA-

iz O E X3 0] F B R A8 /Y 520
A AEID - EITHER (15 ) 05 SUBIRI T ITAER (U ) WA,

£ A% ListContacts 2 4E%I H 7] A RYBX R AT EI BT , G AWS round Station R IEEN B EMENAE T1T
ERERETAHREETTEBTAHREENERE, AJANEKRNEETHTTERELBIT LTS
O, XHETUUBRYEZNTE ERT FTERBREN |, BEFA2TME R E,

EASEEXHERFERLETERE LITHERE , EITHBURBINER2NAT 7 AN
B, XEERLCHAATRANBRRAEAT TT4 , MERT LTERESEENERE , LT8R

BEFINB AR AT A% 36


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS Ground Station AriEE

RREMTHERTTH. B2, ENIEREMEND o NEHEEA |, ATRTE LW LITHEES.
HLRHELITEERR AR R REZRATRMEN LITHRER,

AT REMUEN LTHBMSER , FART LTERNBIBRESRBREHNE T ENTNTETA
FifrE. HELITHRNTTHBESEBACHEE  kRFEnEEE2RE, THMXE , L1T6K
BHRTRALS T FTHIRUEQUER  XTRSSBLTHRRERAS S EE 2R AL EER.
BNEER o A At B A Al T LT8R | th o EUER S ARBR R AT i o

AWS Ground Station M5 &E

N T EMLIEHALR | B —FhRL&EA AWS Ground Station B E—HE AIheE , ARTZRREINE
Bl EMbNE, BOANTRAUABRENIESHENENRELLBERE ., HEMITRRAN , &AL
EEEEFRERANREER, XHETUBRTCERABMRNRLE |, BEHE b E 5B /Y 4R% < b e
ERHEBREFTE, BTEHAERE (HIORZHERS ) , BRI ANEARALCEMTRE.

B, FRAMREIFLLTI8E

(® Note

BRIEZAUR , BUNTRANE—ITHRIBIUNEEEE. FEEETENTRRENHZ
REWRE , AT ENERASREEEE.

BEHKE SR G ST Polarization A% EE
KET/T4H  7750-8400  50-400 MHz ~ RHCP X BEEHT RAHE
MHz 1THERR T
o 400MHz , 3
KA T/T4H  7750-8400  50-400 MHz ~ RHCP iy
MHz SEELATE
Sz i [T
KET/T4H  7750-8400  50-400 MHz ~ RHCP B, ®RAE
T 1 EBRK
MHz
167 MHz, B
KET/T4H  7750-8400  50-400 MHz ~ RHCP = Gs RE,
MHz

KL T1TEER  7750-8400 50-400 MHz RHCP
MHz

AWS Ground Station P4 #E 37
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RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS
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RETITHERS
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Réx L1THERR
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SR 3T
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50-400 MHz
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2 MHz
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RHCP

LHCP
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B

LiTEERR B

SN
EE

—RABEfER

— MR

—RABEfER

— MR

—RABefER
— MR

EIRP20-53
dBW

PE R4k E1T
HERR PR

AWS Ground Station P4 #E

38



AWS Ground Station

RAriEmE

antenna-d 7750-8400
ownlink-d MHz

emod-decode

antenna-d 7750-8400
ownlink-d MHz
emod-decode

BRER TEH

&% 500
MHz

TEH

Polarization

RHCP

LHCP

TEH

N EE

X R

RAAEBTIT

HERR

FEH Support 1
B zh IR ER AT
B BRER

*RHCP = HF B , LHCP= £EFEMIL. BXRILWESES | B2 R ERL,
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https://en.wikipedia.org/wiki/Circular_polarization
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LEEH#HEE

—NEF , SENER , R HRERGHEN XU IBELEHE. NILLE | ZXARNIREREHK
&, BEAET RN E R R B HE M & TR

AWS Ground Station A EFHEFRAELN D EMNEHKIRATH , FEBHS AWS Ground
Station MEHFWRLIEEEN T E, RIAMVBERT , RSN T EE LB ID AWS Ground Station , N
TERTEMRERNTIREEI KX, NORAD

ES}

- RANEREIE

- RHEENERRIE
- ERNEBNER

- RRNEENSHER
- MERNRAEREIE

AINR &R

BIAER T , AWS Ground Station Efi5k B Space -Track AT #iE , THEINITETERIER

Al AWS Ground Station X LEBRINEFT R, XLEEFTRESHENIE ID XEKNRITTESE
(TLEs). NORADFREBRIAR AWML ERITN 0. Hik , EMNBRAHBEREHR LENEARSHNE
ENEFRMEBEE  XEEFRVEERLITHALRN 1 APIRES,

ENORADIDHIEE , #MINBEMNEFRHBIELEE, AWS Ground Stationflzn |, RINI & 5=t =E
M Space -Track B ZHEMHW T EREZE NORADID , EELZBENETR, BXEHAENER
NEZELR , F3H  BHETE Y ERHBUE,

REAENEHHE

/A Important
E A&k B EILAPIT ‘TR RS

REEZEMNFIRHAPIX 2K 5 E X
PR. <#t#t#t####utttdts######t#t#t aws-groundstation@amazon. com#>
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https://en.wikipedia.org/wiki/Ephemeris
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
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EfAPIATHEENERLEZR D E LMD EMSA, AWS Ground Station XEEHREET
Space-Track FHVERINEF R (SA:) . FRINEFBIEEANIZEFLL Orbit Ephemeris Message () FXX
7%k (OEM) BXNIEWEFHIE. TLE

FEEBENEFRTLUIESBRERE | £)%8 Spac e-Track EFRMBE R TAIBEHIRE | HEZEN
3. AWS Ground Station

(® Note

ENDESFREEBFRRESZRHEBEERN , ATLAEER 00000 £ 5 T K IE K E AR
SFRNEEBFRRSFRTLE , 000 fEATLERKOEMTBIEN EfRr 5 FERN K FH RS TS
( 5l , 24000A &R 2024 FRHFH KITER ) -

BRBANESFELETLEs , FSRARITLES, AXRRANESEEOEMs , FSHOEMER
®=o

OEMEFHKR

AWS Ground Station HR#ECCSDSHTEAEOEMEFIRENER R , BE —LHFAMRE, OEMX#
MEAKYNEBR, TRERT PN FREIFZEROEMELKE AWS Ground Station 5CCSDSHRAEMNTE 2
&b,

=4 FE CCSDSHAER AWS Ground EE
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https://www.space-track.org/
https://www.space-track.org/
https://www.space-track.org/
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RAriEmE
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RAriEmE
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FER
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TION

INTERPOLA
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META_STOP
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Y

Z

X_DOT
Y_DOT
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COVARIANC
E_START

EPOCH
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E.
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iy FE CCSDSHEW AWS Ground EE
Station 4 FER

COV_REF_F ) e
RAME

COVARIANC = e
E_STOP

* MRIBENTHEEFMATZIFNITOEM , OEMNIF LK., AWS Ground Station
ECCSDSHrHEMNEERZE= AWS Ground Station 2 :

« CCSDSOEM_ #4MVERSZE2.0,

« REF_ #ZFRAMEYEME20005,ITRF2000,

« REFEPOCHA X% #f FRAME _ _ AWS Ground Station,

« CENTER_ 4ZINAMEZEarth,

« TIME_ #4/RSYSTEMRUTC,

« INTERPOLATIONAFI INTERPOLATION _ DEGREES #2224 %H# AWS Ground Station CPE,

B NOEMRY RHIEH KVN

BUTR -1 AHBAFEEKVNEXHOEME &M RHl. JPSS

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-3JPSS/CGS
META_START

OBJECT_NAME = J1
OBJECT_ID = 2017-073A
CENTER_NAME = Earth
REF_FRAME = EME2000
TIME_SYSTEM = UTC
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START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

EAENERR

A] LAfE A Y CreateEphemerisi2ERIZ B EX 2. AWS Ground Station APISLIRENF A ERIE
XHIEE S3 FHBEPNHELEZERN,

BELIE , LEETASFEMNIRERN VALIDATING HBHRS THERE , ZITERABENBIIEK
ERHERTRERSE, RELHEFBI M ITERBEHKF ENABLED 5 , FLFHATESE, BR1%
¥ DescribeEphemerisif] 2 RS E A CloudWatch E4RIREREH RS T,

ENTRONERRTHREDR , FSH : LU 27T HEDERR

PEEENENR 45
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T~ BEUATAERGIENITAE (TLE) ££7 API

AWS SDKs , #ICLIFAF AWS Ground Station B3 A L& #1773 (TLE) RBER
ko CreateEphemerisltt EfiINATREZENRIAEIRIE (SNEINEFEIE ) o Lt H13 B a0
FFAAWS SDKi&EF T Python #J (Boto3) R 1T LbIRE,

TLEESR —MISONBR LN R , EF — I RSN BRETLEs—BUREEEN L, TLEESTLEs
PRSI E —MEENES |, RIONTURAEREERT ( ITLEESHX BN EETLESR ) o R4H
TLEEWM TR :

# example_tle_set.json
[
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

},
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

@ Note
TLEE S TLEsH BB 8 SE Bl 470 52 £ PU Bt = BE R 0 B WA E L 3158

A LA@iE AWS Ground Station boto3 & i LA TLEELE , lIRAFR ¢

Tl BT HERAERITLER (TLE) £EE7 API 46
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tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satellitelId="2e925701-9485-4644-b@31-EXAMPLEQL1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,
ephemeris = {
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

}
1)

L AR E ephemerisld —NET A FESKREIBAERM, Hlan , AT LAER LHEEA ephemerisid
FIRUENABTREHETRS -

client.describe_ephemeris(ephemerisId=tle_ephemeris_id[ 'ephemerisId'])

TER# T iZDescribeEphemerisig #E /Y 7= 451 I B2

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}3}]1"
}

Tl BT HERAERITLER (TLE) £EE7 API 47
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}

B FDescribeEphemerisBEZ £ A CloudWatch EHRIBER FEZWERRIWRS , AR EMBAR
ARSBIUMETERE , REFTEIRENH AT LHENABLEDFIMITERR Ao

iR, ELENRAIP , ZTLERBTLES25994F K FTH NORAD IDAMSIEH T 2 Space-T rac
kB4R EE R 2 B Y NORAD IDAR IREE,

R M S3 TN LiE 2B

A LABNER S3 FHEMINRZAEEM S3 FHi@ £ 2R, AWS Ground Station FF &
FBEHENSR, EXBABENZNEESR , i52H : G AWSround Stat AWS Ground Station ion FJ &7
PR b0 2%

BT 2M S3 FE i OEM A% £ 7 3044+ 89 R Al

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26

S3 0EM Upload", satelliteld="fde41049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}
}

)

AT RALE—NREIRERD LK EOEMFA R B A DescribeEphemerisiR4EIR [E] 1 #1148 R 6l o

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {

"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"

R M S3 R LR 2R KSR 48
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https://www.space-track.org/
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}
}
}
}

T~ FEREFIRMEMEFH R AWS Ground Station

EXEAEFRENEFTRNEZSHFHARR | BSARELARENEN RS (XHE AWS Ground
Station>x< Bk # 77fi& FE aws-samples/ ) —# AWS Ground Stationf# f GitHub aws-groundstation-cpe

£ R =B 217

EREARER. HEMEARE. ENARREBNINEFTTATIE., BHIEREE—1ER
A TFEFIRES

FEFHANETRECEANEERERRLEEMER , HBIHAEARRK, REREBARRELRB
B, REIR A FEx KAt EListContactsEF L 2, MR Z/ ENABLED WEF EFHEBMNML LS , N
FERARKECCIRRETNET,

(® Note

AWS Ground Station X S L 2ENABLEDE " RUMNEFRBEERSEE (SN : Service
Quotas ) » EEAXBWREAG LEZERHKIE , EMBR ( £/ DeleteEphemeris ) RERA (£
A UpdateEphemeris ) R ARRE/ ZRCIENET A RENER,

MBHABMNEEFRER , REZEEFREBENABLEDIRZ , M AWS Ground Station J5{E A T 219 ER
INEFIF&R ( 3k H Space-Track ) (HIRE )., LERINEFTWREERR 0,

2 1 RXY SE B R HR AV R AL A 2

5 R B35 3) °] WLEY Al DescribeContact APISREEFH EN XN LI RHENE R AN,

ELEFERZITHENRRAAGREZVLRENRRNE K MALBRREEAEINETR. IRE
T EHEFTHMRBVNESETNERERATE , WA TRRBERS/IZRIE BB ZNETT , X
ARELSHITESERENEMESREE, it , RINBEWEELEEZINERRKTHENHER
&, BUBEHEHLHERRWERRETE, H DescribeContact AP| , &7 LUBEE FHEH T E At 5 El
MEARITER , RBEA TMABELF /BRI R[BBZINEIT startTime MendTimeF A
FBMER D, visibilityStartTime visibilityEndTimeflIREERECEH EH LTI RNEKR

R~ EREFRMEERH R AWS Ground Station 49
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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AWS Ground Station AriEE

A, NBRReESEEE TR ESEE 2 AR A S8 30 ¥, MRBUHBRRARB AR , NECHEH
BRRUESFERA, BXEUERRNEZEER |, 152 : G round Station FAQs,

RINEERZHBIER

A LUE S 1A A SRR ER#E ZE AWS Ground Station S ELR EYRFEHANER
+o GetSatelliteListSatellitesiX 5 £ E R E HERANENN THE, FEIBRAERTRNVBE
NEFRRNMBRINEFTRVEFXRTABIEEMARE., AWS Ground Station

FINEFH N EE source M epoch FE, epochiX2M Sp ace-Track FIRELHI W&k 7t 3= RV B
K, eBEIEATIHET ENHE,

HEXEFHK "CUSTOMER_PROVIDED" 4 source { , B ephemerisId ZE&HBEMH —FrR
o MHE—RRFA AT EIIREERHET. DescribeEphemerisl R 7E L& BF AWS Ground Station
BERERNERDET BN, MeRE—NAEFnamek, CreateEphemeris

EEIENE K EFREEIHASEHM , AWS Ground Station F IR EIRIZkIER 2@ AR PFIERR
ERHNHRE, API

FEARANERN I ERFIIRE GetSatellite

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888

FEAEENETNTEERH GetSatellite

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",

RNTENHRER 50
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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"satelliteArn": "arn:aws:groundstation::111122223333:satellite/

elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"

iF
"currentEphemeris": {

"source": "CUSTOMER_PROVIDED",

"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",

"name": "My Ephemeris"

W& R RN 2 7 #E

MR EEEENERHREN  cNBEEZECT2FEANBRIAEFTR. AWS Ground Station AWS
Ground Station T3 BB H. ASHPHNEFFIREMNENIXRTEERZH , FToBRERARIANER
o AWS Ground Station tt A &% HES e FFREN EH AT RINEBRR A |, BIEEIZZIHIR A

ZEBERANERRTA,
EWRE FBRIARY Sp ace-Track BAR , IREEHRITUTHREZ— -

- MIER ( 6EF DeleteEphemeris ) SRZF ( £/ UpdateEphemeris ) FIEE B AN EFIZENER
O UERANEEFIREMNTEEERR, ListEphemerides

o “/0h

- EREFRENFAEINRERIA.

B L B A B GetSatelite HRIFT T EN UG ETRESFERARANETRKBIAERAsource TEIAE

70N

[lo SPACE_TRACKEXBIANRINEFTHIEEMRNESZES |, FSH.
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o JZ5
R

AWS Ground Station fEA T S FLEXRRMWERTER , LEXNKREBEHTREE, 8N [EH—
MERETHLENERERT. AT HAXME , TUERFBIERIREantenna-downlink}
a. s3-recordingizantenna-downlink¥ RFRRIRIEE E P E LS B FHINNIL TR E EK
FHFIR, s3-recording®RR—MIETR , EFEREANBEH GHEFRELN S3 FHETP.
£ RN BEREREZNALERFZCN RF BERSLHE S3 FiHEME.

EESBEXHS , BB FSBERRKBEELNER. UTETERTOARBEES BAEH
M HEMAWSH IR , AWS Ground Station 24t 7 BB IERNEWN . BXBIMNNR/ITNARFH
EE  BENHEUNETRERERFT R , BEHAEE.

£}

« AWS Ground Station Zi#EFE#E O

- ERABXEKESEE

« S3-IRENMEE

* VPC-iREMEE

« EC2-iREMEE

AWS Ground Station #3E ¥ mE#EO

FRILBIBRA 4E RIR A MBUA T MR FR, RERRNFAELFEDELRBARMAE, U
TLE T SR BN BIERATERNEN,
o RETITHR
o (WP TF 54MHz ) BIFLL -4 VITAQ EE58IE/IP R EIRSHWEREE,
« (W greater-than-or-equal-Z| 54MHz ) #3#EEH 2 AWS Ground Station ZEEIET&IA,
+ antenna-downlink-demod-decode
o BIEARR/SRBEEIP £ X BB SN REIE,
+ antenna-uplink
o BIEHMAL VITA-49 ESEIE/IP BXBIEINF &L,
« antenna-uplink-echo

o BIEL VITA-49 E58URE/IP A BITEIHFEAEIE,

AWS Ground Station #iEFmE#EO 52
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AWS Ground Station

£ 5 X I B2

AWS Ground Station ¥ [X 12} 32 4% % Th 8E 56 58 0] LA RSE G B3 M K &k & 3% BE47] AWS Ground
Station XIFMAWSKX I, XERFE LS —AWSK L ERt 22 , HLHS AWS Ground
Station i & &I A B AR X 1TER R

1£ Amazon S3 FiE @ P EWRIERR ABIER , FTA AWS Ground Station XiFH X1 B g #2585
X #iEE ‘. AWS Ground Station RN G BB EEE S H.

RAriEmE

ArE X #B A LA A AWS Ground Station XIEEC2[a 1L 55 §5 antenna-to-destination X 5i4& i #k
B, IRBETTEM —NEE I,

BUBRT , ETRXEF , EC2AI A E A BT RL ik

destination

A 5z X & mdE*. antenna-to-

- ZERZ (HERMB ) X3 (us-east-2) BIZEFZ (HBNX ) X5 (us-west-2)
- XEES (BBNX ) XiF (us-west-2) EXERI ( BXZ B ) XiF (us-east-2)

EFAEXIEHEAEE Amazon EC2 3R , XMELRLaHNHXAIBBBERL TR , ¥}
Hdataflow-endpoint-config 24 71 $5 7E 8 R FIAWS X 13 ,

THRLCETHENER  FARATEXSEREARNZFXENRGHTR.

W F % Rk X1 U X 35
T O S3 HiELH £ E4 AWS Ground Station  FFBAWS Ground Station X1

AWS Ground Station Amazon
FHRE EC2

Sk E I RL wT R
EC2

&

£ 4% AWS Ground Station
&

KERER (@ EMN ) X&)

(us-east-2)

SEALR (HBRM ) X

(us-west-2)

FTAAWS Ground Station X1

SERALR (HBRM ) X

(us-west-2)

KERER (@ EMN ) X

(us-east-2)

*R 5| H B E b antenna-to-destination #: X T ZE 4% M Amazon EC2 MHHiRE.
B <## aws-groundstation@amazon.com> BRRIEA] , SRELAHR A,

ERBEXEHEE A
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S3-IREMEE

Al LAE A Amazon S3 FEFHET LT AR AWS Ground StationiZI T1T8 K ES. E0lEHFR s3
REEE , BAMEEB IS E Amazon S3 FEEF RN AWS Ground Station [ F# 8 E A XHHIIAM
A,

I 55 S3 FF ConfighE % Amazon S3 1. IAMA&E AWS Ground Station Bt B 8122V RH |
BSH,

VPC-iREMEE

RENTRERMEBEL TVPCAEMIER. ERATHE , HSHAWSVPCHF EM.

EATH | FAAENTIBEC2MBIBERLIRT UMM EE F A+, VPC AWS Ground Station T
BREBREANZNMEER—RIT SN ERSBLLK IR —MEWES, EC2IEMNBKNIFTHALER A , R
BE—/NEC2#WEs , ZEETRZTAXARN.,. BXxFMNEARNTERFIVPC , BSRTSEEXH
Bl & Rl

S3-IREMEE 54
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VPCfER AWS Ground Station RIE#H 1THE B

Region AWS Ground Station

Public subnet

| |
Elastic Metwork Interface

o Security
Elastic IP group

[
Private subnet
m EC2 instance

AWS Ground Station
Agent

IR T E BRI LA TEIE R4 AWS Ground Station XE3k#l, AWS Ground Station B F X #&
BB HRITRTAE | RISERHEIRMEN AWS KMS Z4AXNEH#ITINR, SNFHEBETAWSH K
FFMNRKRE EZIERZRE Amazon EC2 Elastic IP (EIP), FIEEISFIHMI#EY Amazon EC2 38 M M £&# 0
(ENI) BRBMEC23K B, #H ALHWEC23EHIfE , RER AWS Ground Station 3R ## 25 R B 4E
PATIEEESEIRRIE (FEC) MREMBEXRNEE , ARNERREZEREFEEN IP FMiKO,

VPCER AWS Ground Station X3 {TE & 55
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LLTHIRGIE 7 EIRE AWS Ground Station RIE R ETHIR4HE BVPCEEE,

RZEE-BIWIRIRE —/MUATF AWS Ground Station REMNZRE£H, WEREEHNAFEEK Dataflow
KinTT R HqJ?EEE’HEH OeE EAUDPAORE, AWS Ground Station 43 HAWSHEE /Y B
ZBIEK | FHERRRSIR AWS Ground Station IP #thsit, BxiMIERBEXBNIFMAEE , B

FIAWSHE R 453k, PrefixListld

HUEMEED EN)-BEEF LRZRLEEZLZLERKENFREREEEN LB FHH,

LR CloudFormation 18 4RE R aNa] 6 B A5 IR B At 284,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress.'

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:
Fn::GetAtt: [ ReceiveInstanceEIP, AllocationId ]
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NetworkInterfaceId:
Ref: InstanceNetworkInterface

VPCE A Bz mm S 1TE &

i F Region AWS Ground Station
I:Fitj
Private subnet Private subnet

E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

NI EHRREFRESEERENBERRRNARFRS. A5, VPCAIEEBEITEKS Amazon
EC2 Elastic Network Interface (ENI) ZiE¥#E. AWS Ground StationfAfE , ¥IEEIENIF INEERE
EC2 Amazon EC2 SR EIIA BB, ARG , REM dataflow IR NAEFSNHEHERIESEIREF
BEMIP KO, NF LTERERE, IHNERBER.

BTHIRIE T HEVPCABIERKE AR AR TIRENNMFREETEE.

IAMA t&-IAM B &2 Dataflow i RH — , RETERKD, ATAEEKFENIHFECERE
AWS Ground Station Amazon EC2 ﬂ;ﬁUEﬁIAMﬂ@o

Zeh 1 Jtt;tééﬂllﬁﬂﬂ FENIZZ AT EEKF P Amazon EC2 EHIHXxEk, EEEAYRER
24 2 HUDPREB &/ # 15 E /Y im M dataflow-endpoint-group.

MMMEED EN)1-BREENLLA 1 BREENIFHFHKERE FMH,
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Z a4l 2-1 Dataflow iIm 25| A T hE2 A, thZ2AFHINE B TFENI AWS Ground Station JF%k
RBEALZHIKFH.

K- EXBEXEEEIFNXENESEER , $SHERA B XEBEEH,

EAF CloudFormation & 4E /R A0{AI S 2 A7 IR R Bt 284,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcId

AWSGroundStationSecurityGroupEgress:

Type: AWS::EC2::SecurityGroupEgress

Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"
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EESREIBFEBRALIRT RESEIE VITA -49 55/IP BUER VITA 49 ¥ BEIRE/IP , EELHE
BIRMEC23%Hl, AWS Ground Station BIEENEEER |, WA LAEREER — /N LR IT IR
(FESDR) 4 BB MHENTLSB (), REARFEFAHMEC2:EA, EFRMEZEALSDREY FE =
HETAAFPERNEE. BXRFEHERINEZFEE | BTSHEAWS Ground Station #EF EZ
O

BARNNBSRRNES , WSHAVS BS £
LR B A B

AWS Ground Station 128 7 F A 4R EILEC2E AR E
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AWS Ground Station XN FEF I (digiF) TTHERBEHALEEZENHE MU T
BE :

« digiF B TT8ERRBE IMHZR 40 B 400 MHz B9 520

o EIME EWAWSEM LN HE IPAWS (384 IP) FmERE, KBl3) digiF #iE.

- EAEIMELLE (FEC) MO EMBIEE .

- FRAEFIEE AWS KMS Z4A# 1T INZ KRR BIEE

BEXEZEER |, 5 (AWS Ground Station fXE A FIERE) -

B Rm RN RRRF

—MRERAREF , AT E AWS Ground Station K& LB M EH AWS Ground Station Amazon EC2
Sl B A EFMBWREIE. e THEIEN DTERM T 1T,

BMHENTLE (SDR)
—MEREENNTLS (SDR) , AT RHI/MARATEREEBENGES.
AWS Ground Station Amazon HL83B{& (AMIs)

PNTHREXERENHENEBETE , AWS Ground Station E 124t T LB BAMIsSH ET, AMIsT
A dataflow % = M 4 5 RS M 4R E LY radio (SDR) FESEM ARTRGRHLENKS, &1
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Al AR D b EC21% &) & BN £ #8 Amazon M achine Images (AMIs) 8 R E LK K El, with
AMIs A AWS Ground Station gent AT HY , ATLAE L S#hEC212 HI & A B £ 2 =1 5 #h 41 25 RS
(AMls) A 1% 3Rt T B SR 4% 2
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BRRA

BRI LA A AWS Ground Station 2 B8 EERNES WAL EHRIE. RAIIKXLVLE AWS CLI, B
EHNREFMEEENRLRNE. AWS SDKEZKRATUERRITGE 15 2#4EE., BUENEHRMLHERK
RATIT* A, MREBEAME D HBENER , WA LAEF AWS Ground Station 7l & 7 ¥ 8UE
M it R FAE B

AWS Ground Station X#FiEXE#FEEH. FHREENESEEXH —HoNEFERLET [REE
RE T HHEEWIBNXE, BREABEXBRFEECANESEE , BSREREXEHEEH,

ERHRE , YTRELHNRR. MREHKRBEERR , BRI HER,

*MRBUEMNEB RN B EBRRNBIAE , WECENBRRTEESTERR, BXEUERRNESELR | B
2 ¥ : G round Station FAQs.,

F&
« RRALE R EH

BRR AL AR

THERRAAES AN THRENAEE B3 LA R IR THRESER. TERETRT AWS Ground
Station xR AL GRAHUR EGA T X HE Event Bridge B, EEFEMR , . FAILED _TO_
COMPLETED FAILED, SCHEDULECANCELLED, _ #1 AWS AWS _ CANCELLED FAILED 2% iR
RB. BRATEMLIRRSTLEH K, AWS Ground Station Bt R VRSB XESHRSMRTHNAR
HiEAESR , FSH,
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AWS Ground Station Bt & ARS

Bid AWS Ground Station BxRARVIRES , AILURA TR ZBERATELSENBAE T4,
BRR AR

LT RERE AT LLEBRVIRASFI ¢

AVAILABLE-BX R A AT LAFILY
SCHEDULING-BX R A EEfE R HEH,
SCHEDULED-BX R B B Ih ZHE.

FAILED_TO_ SCHEDULE-BX & A it %I &KMo
PREPASS-BXRENGFF # , RIREEHEZH,
PASS-BXRAEENITH , HEEEEEEERE.
POSTPASS-BEEXK , RANRREEBTEF,
COMPLETED-BXRERH , ZEHEIR.
FAILED-H TN EREEFERE , BRREAM,
AWS_ FAILED-B3F AWS Ground Station RS HHELE B , BAR LM,
CANCELLING-BX R AEEEBUEF,

AWS_ CANCELLED- AWS Ground Station BRFEUH 7Bk R, R& 7t LUKk E7ZEB 2 A6
AREREXTBER B Fo
CANCELLED-Bx R E#EBUH.
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AWS Ground Station Zt=ZXX a4

B F XX BBAE ThBE R & AWS Ground Station 12 7T — NI AN MER T EEFSEENIBESEHR
HHIRE, MENBIRIEATFREFREREFRERENE R TR BE. BiFEREMEBYEIRDG
B, BN E5HFENEAATIEER AWS Ground Station 525 , BRI LUEEN REIRFEE D EZTH
BEHWED. EXEARYETE AWS Ground Station APIsTMER AR EHEEMLF ATMER TETN
iR

EFRER  BXEFE 1S DELL , BEMARFERREEINEE. —BEERNIEEZE ERFRERI
gE , BRI URHES BTN T EGEER R, 7 UBAWSSDKLIstGroundStationsia B 3k RI&H
AR E s SR, B XXAERA i v = A 51 A i E sh M B Bl A |, fZEGround Station B KIS
WEBN “BEXNRERE . XBREEINNABENREIEE , SIEE TR T I BB FEFRGPS AR,
BEl , FNERIER X FHEEAE , WP PmRBIE R,

—B %, BF N TIEER 2 K H S HIERSHEH Amazon EventBridge B4 FAPINE R , 0 A
iR, AWS Ground Station £ i ZE 4 B3 {LiX EEAF A FEMIAEEMNBERRSA,
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g

SR AREF AWS Ground Stationt] S, ATHMMEENEERT, AWSEHAUT®ZETE AWS
Ground Station , &K, REERBHEE YN B3I XEUEHE,

- AWS EventBridge E@Q@ v ents BRI FEMNRESHR , XESHHEIRT AWS BRIENEL,
EventBridge B4 XHFEH BN ENITE , RAETURENNREMELES  HAEXLEH
KERTEEM AWS RE H Atk B3R, BX EventBridge SEFNEZER |, S M Amazon
EventBridge J&31 A {E/.

« AWS CloudTrail}i#3R B H Ik P A KRB AWS Ik & HEVAPHERAMEXESH |, R AEH
R ERIEER Amazon S3 7. B LURZIMLRFFMIKFILIT 7 83E AWS, R EHFLAIR
\P #tbaik AR FPAL & A B9 ARl . BXBIEZEE AWS CloudTrail , 528 (AWS CloudTrail FF 15
) o

« fEABY , Amazon CloudWatch Metrics 33K & 7l xE Bx R $5HR AWS Ground Station,
CloudWatch Metrics FREHBIEESHIME, WACMIEE ID 2HHIE , LURAESEEMEBKRRA
FHEIR, BXEZER , 5ZH#E A Amazon CloudWatch $E%5.

« AWS A FBAIRSS A A Fig B R IXRELAIREE * AWS Ground Station EHHBER, HEHERE
EWANCTER , SREIEA, TUBISNMREERSHEL , TIESBEFEH. AWS ChatbotHl
KIBHIHAWS Console Mobile Application#ixE A, BIETLAFE AWS BHl BB F OEFBEA,
AFBHARS SBERE , XU BEREEHHEKREINENHE,

AT EZIAE G AWS round Station.
E3
« AWS Ground Station EFE4B311b

« {EAIZ% AWS Ground Station API3&i& AWS CloudTrail
o I 5# A $EPR CloudWatch

AWS Ground Station fEAE #4831t

(® Note

AN BBELEFER B4 —i7. CloudWatch E4H1 EventBridge 2 #HEMEKERS A
AP|. AT BAE AEM — R RS WER T i & ASHHEE4RHE B iR TRENRN,
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EHEEREB I AWS RSB, HEFWNRESES , SINMEARFTRAMRBERTRER. K
B AWS BRSHEHIE TR, BRI UREREMNKERERINES , HERBEESHTER
AN EHAITHY BB LR, —ERLIAZIMENWRESE

- AR AWS Lambda

- A Amazon EC2 BT+

« FEHP LT Amazon Kinesis Data Streams
 BUE AWS Step Functions YR

- BHLSFHSNSEBK I L#RAS SQS

HFEHES—EFERN—LL R4 AWS Ground Station 21F :

« M Lambda &% , REZEHREB B ME1E A EC2 mazon 354,

- BYHBRRAESURASE , B2 KM E Amazon SNS &, XEFBMAILURE RN EF RS REKEET
RIE B FERAFE A

BXEZER |, B2 Amazon Ev EventBridge ents FiFF$5F,

AWS Ground Station B4 H

® Note
Gro AWS und Station 4 B8 FT B B4 #4F “aws.groundstation” fE8 “KIR” BB

AWS Ground Station & HERBSEREXNEL |, UXFEEBENL BB, BAI , AWS Ground
Station XIFKRARSEREZH., BERBREAEFRESHNETRSEREH,. UTETRETEX
FHEBNEMER,

P EE NS

AWS Ground Station HEHBRAE SRS , REEH, ARXERSELRGLAUREMNES
BUNEZER , BERBRRALED AL, SRR APERANEM dataflow it REEH —HIHITHY
B XESEHBaREH, ER—FRERA , RIESNEDN dataflow LT QAR HEH, EIRE
EFEEXANBEERRE[LAN , EUUAEEES MBS EE4VBEETE,

TEHETRT B XBKRARHXEKN Dataflow in QAR A HBNEH,
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‘\11', ‘\11', ‘\1; ‘\1; ‘\1;,
™ h* Th™ he he
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
.._\]’f _‘\]“’, _‘_\Lf, 1‘\13,
=z -2 -2 =2
R i he Th™ e
Dataflow Endpoint Group Status PREPASS PASS POSTPASS COMPLETED

time

¥

Legend
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‘s

AWS EventBridge
Event Emitted

Ground Station B IR ASZE

MR EABEEFRRAVER R A FSURB I AT ERE , WA SUEREMNIK B ITILIRE, HEEE
BWEXBEERATENBEAN , XBEH., IREEERKRIIXEEHFMETE , JUERESEHEX
# contactPrePassDurationSeconds®l contactPostPassDurationSeconds. B4 & 3% 2l it X B & #Y
X1,

THREHT —NREIEHH,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-1111-1111-111111112111"
1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-112121-1211112121111211211",
"contactStatus": "PASS"

1,
"account": "123456789012"

contactStatus A[FEHAMETE the section called “AWS Ground Station Bx & ARE” FE L,

Ground Station ZIERLwmT REREE

MREBAEBFERL R T SAERA T EBREBIENBITRE  NATLURE AN B 3T RE,
XFAFERIT T RENRERENHBFERLET RARSHTHEENRRL, MREBENR
WEX L EHRatE | 56 A E AT EcontactPrePassDurationSeconds## dataflow s R
48, contactPostPassDurationSecondst B4 & E B BB R LR T LA X1,

THREHRT —MRH6.

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
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"dataflowEndpointGroupState": "PREPASS"

1,
"account": "123456789012"

dataflowEndpointGroupState WA BEIRASEIE PREPASS,. PASS, POSTPASS #1 COMPLETED,

ENSEH

Ground Station Ephemeris IRAZE

MREEEEHZERSEHIMTERAE , WANRERN L B HTIERE. XAWERBEEANZTCRS
RAITAREIMRE, i, BRI EERTRKIEBIES ENABLED RHITIRE, HWEHHNBEFRIA
B £ BRI XE,

THREHRT —NRBE.

{
"id": "7bf73129-1428-4cd3-a780-95db273d1602",

"detail-type": "Ground Station Ephemeris State Change",

"source": "aws.groundstation",

"account": "123456789012",

"time": "2019-12-03T21:29:54Z",

"region": "us-west-2",

"resources": [

"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",

"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-bcccca®05000",

1,

"detail": {

"ephemerisStatus": "ENABLED",

"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",

"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cabd50ec"

}

}

ephemerisStatus BI AT AEIRAE$E ENABLED, VALIDATING, INVALID, ERROR., DISABLED A
EXPIRED
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AWS Ground Station &5 AWS CloudTrail—BlRF &K , ZRFREAF. AW AWS RFEHHIT
AR ER 2% AWS Ground Station, CloudTrail f¥FrEAPIFEIL#EIR AWS Ground Station A E#,
IR A A BIEXR B AWS Ground Station 12 & 8 A M X AWS Ground Station APIRVERY X518
B, MRECIETRE , WAL R CloudTrail BH4F£&& W E Amazon S3 Z6E4 , BENSEH
AWS Ground Station, IREREERER , BMA R LIE CloudTrail EHIEW “EHHLERK PEF
BRENESH. FRKRENEE CloudTrail , &7 LUHE [ B-MER A H AWS Ground Station, & HiF
KEYIP hak, #AETHER, AAHERAREMIEAER,

ETHREZEE CloudTrail , 2 FAWS CloudTrail BF 8.,

AWS Ground Station F#Y{E E. CloudTrail

CloudTrail FEf& 812 AWS KPR EELZNKF EEH. HiEshAEEHE AWS Ground Station |, 1%
SEaSHM AWS RS CloudTrail E#4—EBEREEHFHRIERP, BUINEBCH AWS IKFHRE
T, BENTHBERENEY, BEXEZER , BSHERSEHHTIEREESE CloudTrail B4,

ERZITRE AWS IKF RSB | SIEWEH AWS Ground Station , iESIERE, RIEAN
CloudTrail A& 425 2| Amazon S3 Fi#ER. BINMERT , HEEEF AP OIERERN |, ZR
R A TRIBEAWSXIE, RERIZR AWS 2 XHmEXIEBNESH , HF B EXHEEBRIEEN
Amazon S3 F# . I, BAILIEEHEM AWS RS , Ut —F 5 ML E CloudTrail AEFUE
WEAHRIE, BXEZELE , ESHRATIRS :

- BIRRERER

« CloudTrail MRS MERK

« AUTHEIEETSFHSNSEX CloudTrail

- BRKREZAMXEH CloudTrail B EXH MWK B Z AN KT Y CloudTrail B&EX 4

B AWS Ground Station #2419 HR S £ A& ¥HE % CloudTrail Fi2FZFEAWS Ground Station API
SZE/, Hln , HACancelContactMListConfigsiREATE CloudTrail B &SI 4 K 5%
H. ReserveContact

BONEHTRALCKZBEHEEERERBFRNARGE. SOEERHTEREUTRE

« BEXRZMEH root 2 AWS Identity and Access Management (IAM) A& A Ho
- BREEAACGERKREAFNIENZEEIEAHN,
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- FREBTHEM AWS RSF K H,

BXEZEER , HZ R CloudTrail userldentity st

T f## AWS Ground Station HEXH%E

BERE—MEE , APNEHENBEXGEHEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEENMNEEEZE. BHARKRKRBEEMRENEMER , BEEXFERWRE, BEN BB
B, BRSHBENFER, CloudTrail BEXHTRARAPIEANEFH#RRE , Bt elIFREM
HEMIRF HI

LT RIS R TERZReserveContacti®&/ERY CloudTrail B&E%H.

T~ : ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

T f# AWS Ground Station H&X# % B 71


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS Ground Station AriEE

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

I L fy 38458 CloudWatch

EBXHAE , AWS Ground Station B #EREIEH R EH LKIZF LA CloudWatch #2047, EEYEIE T
I S CloudWatch #HIAHEE. HXIARAM CloudWatch BN EZEER. , SR EH Amazon
CloudWatch 3E#r.

AWS Ground Station 1IEFr 14t &

ERLEIEFRT A ?

LA 4R AT M H 3R 18 AWS Ground Station.
(@ Note

R BEKIERBUR T FREA R AWS Ground Station ZhgE. BRIBENEE , REERHUTE
PRIV F 5o
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RAriEmE

1R

AzimuthAngle

BitErrorRate

BlockErrorRate

CarrierFrequencyRe
covery_Cn@

CarrierFrequencyRe
covery_Locked

EinERE

Satelliteld

518, WL, Satelliteld

{S1&. b, Satelliteld

#5l, Config, Satelliteld

#5l, Config, Satelliteld

R
REWFMAH,
BEIRNOE , %&
¥ 90 E.
B E
EATEHENN
&R £ iR

=R, iIRER
HRE, KEWX
THsIEM

By SH{VA
B IREHRE

LEBMENER
RAPRAYIRE
R, RIRERZH
THEIEN,

BT FHIRATIR
B EBRER

BAVTH B BOR
R EE L.

B o Rz
(db-Hz)

MR IR B B RE B
RERN 1, B
BHRE RN 0,

BT
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RAriEmE

1R

CarrierFrequencyRe
covery_OffsetFrequ
ency_Hz

ElevationAngle

Es/N0O

ReceivedPower

SymbolTimingRecove
ry_ErrorVectorMagnitude

EinEE

# 5|, Config, Satelliteld

Satelliteld

{518, Hft. Satelliteld

4t , Satelliteld

#5l, Config, Satelliteld

DU

RS 5 O
REBE PO
RZRANRE.
X2 HZE M
BHMREESX
BRGZENE
BB AR fm % 5
il

B{Y : #Z& (H2)

RENMA, i
FEANOE , R
T 90 E.

By E

ErL=,

B4 : 70 (dB)
fRRES/ AR TD 25
FERNESRE
E.

By AN TE
EL#2 I () dBm

EFSMEE
EERQZHERIR
EXREBEE.
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ER ER4EE iR
SymbolTimingRecove %5, Config, Satelliteld RS B
ry_Locked Wk 2 IR B 81 %E Bt

REN 1, B
RREN 0o

BT

SymbolTimingRecove 35, Config, Satelliteld i B 5 IR R A

ry_OffsetSymbolRate BEESHSERE
R RANRE.
X2 HSEEM
BNMREEX
SLREZRBRNE
A ]
S1:

By S/

R~ 2 ARt 4B AWS Ground Station ?

BRI LAE R AT 4 E i %k AWS Ground Station ##&.

%= iR

Category IR

Channel BRBRENBEIE, 2. I((HP)MQ(E
X))o

Config R TTHERR RS AR E B am,

Polarization BN REIELHCP ( EFERIR ) =

RHCP ( AFEMRIL ) -

SatellitelId BE D B8N EBERARNANIE,
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BEF EiF

EEEFANERN , BEXEE  REEORETEFRNERS R, REPNESNEFRE AT AEWE
BIEE 3 PERNERABRHNHKE. £ 3 /MG, BHNBERNZE D HHHIER CloudWatch $5455C
B. NMRAEEEESVRENENER , BUAERIBEEN 3 MHAEEHRE , REFHERS
£ CloudWatch $E¥r 2%\, Bx CloudWatch BEXMNEZE L , 25 Amazon CloudWatch #i&-
ERREE,

sk, R 60 WABRNEMAHRFERT2LEEBNEEREREEUNER , HARTERF2E
To NRTEERENMWNIER , BiE 60 WEaEFEHHIE.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:34:11) - | Line + | Actions ~ Zhil o)
dBm Bit/Block Error Rate
274 1
13.2 0.5
. /’—\ m .
20:23 20:24 20:24 20:25 20:25 20:26 20:26 20:27 20:27 20:28 20:28 20:29 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 20:33 20:34 20:34
@ | RHCP Es/NO I LHCP Es/NO QRHCP Es/NO @ QLHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErorRate Twa RHCP BitErrorRate

@ Two RHCP BlockErorRate [ Two LHCP BitErrorRate () Two LHCP BlockErrorRate
All metrics Graphed metrics (12) Graph options Source

All > Groundstation > Channel, Polarization, Satelliteld | Q Search for any metric, dimension or resource id Graph search

BxTfEH 4l AWS Ground Station I E¥RERMNE Z{E R CloudWatch , 52 R2lErE &,

EREHEERRER

1. 3TFF CloudWatch #4548,
2. HESMBE®RD &R
3. %&# GroundStation #7 % 22 |H],

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

4. EEFENEREE (S, 58, RILF Satelliteld ) -
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All metrics Graphed metrics Graph options Source

All > GroundStation = Q, Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

5. All metrics I F& R4 2 R g EHFTEISHR. STHTLTRE

a. BENRBITHRF , BEMIIRE,

b. ELHEMNEER , FRPEZEMRABRNERE, BREMAER , BEPRERBITHH
kMg,

c. ERRRFFHITHE  BFEFBPBEIRID , ARFI1EHE Add to search,
d. EiRIEHRHTHIE | BEREREH , RFI1ER Add to search,

EEEFIEN , BFEH AWS CLI

1. TR AWSCLI L%, BXREMEE AWS CLI , FSHEETEAWSCLIMRZA 2,

2. fEAMget-metric-data T EER — N , ZXH AT MERUIEERRBXNBWIENR , RAEATEN
XL3EFR, CloudWatch CLI

A, FETLLT@S - aws cloudwatch get-metric-data --generate-cli-
skeleton, XFFERMEKLUTFTUTHNEME L

{
"MetricDataQueries": [
{
"Id": ",
"MetricStat": {
"Metric": {

"Namespace": "",
"MetricName": "",
"Dimensions": [

{

IlNamell: Illl’
Ilvaluell: mnn
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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]

.

"Period": 0,

"Stat": "",

"Unit": "Seconds"
.
"Expression": "",
"Label": "",

"ReturnData": true,

"Period": 0,

"AccountId": ""

1,

"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {

"Timezone":

3. BEEZEITHHAA CloudWatch f§¥raws cloudwatch list-metricse.

MREHKIAFERANE AWS Ground Station , MiZAENRESZELATRENE S :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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(® Note

HFBR#&l CloudWatch , TR B X ERLRKE®EIT 2 A AWS Ground Station
NEEFHRETAEREK , LEEREIIDRAEEPREREREMMNEE, AWS/
GroundStation&x CloudWatch FREIMNEZELR , BS5H : EF U HEMR

4, EREELHR 2 REIEMNISONYH , FEESLSE 3 FWMEEKPolarization&igFr
MSatelliteIdFRrEEMEE., B , BELEFHStartTime, FMEndTime {ELAEEL &Y EX R
Ao ﬁ“ﬂﬂ .

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeeeeeeeeee"
b
{
"Name": "Polarization",
"Value": "RHCP"
}
]
b
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
b
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station & 1 Fl 60 ¥ &% — X364 , EAEURTER. WRZPeriodFE&
NENTFEFNEZHBES , IF2IRE R,

5. aws cloudwatch get-metric-dataffAEIEHIRPVUIENEEXHEZT. TEHRERHET —NR
il

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>. json

B REOR BB MM B, TERMT AWS Ground Station EARHI i iRl

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

]I

"Messages": []
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Z4 M AWS Ground Station

ZEEAWS REFZE, FNAWS BF , BRZBTINREASHLZEHRBEALANERMBE
HBEHOMMERY, AWSREBETREWITENYRE , UEBEXALZLBIR, XETEMI
RROEMETeM, BEEE, HREFNKEReM,

BT AWS Ground Station , BT IEEREIT L FHESSE HSEME end-to-end M1ZR, AWSH G244
APISEER B MBERIFHITIEE. BX AWS Z2WESZFELR |, B3 (X£HEM) BEH. AWS

FERUTER T H#OARF SN TR

e

+ & T Identity and Access B AWS Ground Station
AWS HIEE R AWS Ground Station

79 Ground Station £ RFZHEXAE

BAKIEMER AWS Ground Station
t& 5w BRI B ERdE 1022 AWS Ground Station

& AT Identity and Access B AWS Ground Station

AWS Identity and Access Management (IAM) AWS BRSs T AR BB A £ #hiRHIX AWS &R
AR, IAMEE RIZFIW AT LUEE & HRIE ( BF ) MR (AENR ) £F AWS Ground Station
B IAMEEX SR AIEA. AWS RS

£}

- BX

- EASHHITHHEIUE

- ERARBERRR

« AWS Ground Station 30{AIfE A IAM

- ET 5HMEM A AWS Ground Station

+ ¥ AWS Ground Station & 12 % A1 3# 1T FE HEBR
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Z A

YREEA AWS Identity and Access Management (IAM) B 5 REBEFIFRRE , E4EBURTFIRAF#E T/E
AWS Ground Station,

BRS5 AP - REMEA AWS Ground Station lRFFEK TE , MEE R 2R ERMEMENEIENNR,
L{REFAE % AWS Ground Station HEERE K TIERS |, IRATREEEFMANNIR., THAMNMAER A
NREBTEEOERERBFRESHNR, MRETTETE AWS Ground StationHAFTE , FSH X
AWS Ground Station & 3 Ff [a]3# 1T S EEHERR o

RS EE R - REH T LT AWS Ground Station &BIR , N AIEEH B T2 15 RIXR AWS Ground
Station. &K T/ER W EEMIRS B P Bk R BFLE AWS Ground Station ZHEEM'RIR. ARG , BH4AG
IAMEERRXEXRSACNENER. EFRTEHELNEENTHENERBZIAM, ZiFHA T HR
N BAIAMES B S #E A AWS Ground Station , {55 BAWS Ground Station 21/ 1AM,

IAMEER-IMRERIAMERER , NAEFEFHA T B UMARERTERH RN R KL AWS
Ground Station, E&E & AJEF M AWS Ground Station ET H 3R RFIIAM , HSH. ET
551 E M =l AWS Ground Station

£ & 01T S WU

ENRIIEE AWS FRAEHEILEEZNAR. B4 AWS IKFRAF. IAMBF BASETIBE
IAMB &3 1T BB IIE ( ZF AWS ) .

B ERABEY S MRRENEREIL AWS BRE 5105 FK. AWS IAM Identity Center ( IAM& {3
o) AP, RRRINERBRZEHRRIELUKRER Google = Facebook EREFEHKE F T RAl, HE
DBREBMERN , fNEEACHERAIAMARIEE THREEH, HIREAKSR AWS B, REL
REEREDE-INAG,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5[RITF, BEXBEEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KFH,

WMRE AWS BURTEFXNIFR , 4 AWS BERETF AEH (SDK) Mars1T#E0 (CLI) , MEFAE
HEBRMNERFTNBRES, NMREAFFEHAWS TE  NIAXTEHEEEBER, BXxFRKENSEEH
TZEBBERNESZELR | 558 (AMAFIER) I AWS APIER#ITER,

TeFERAMMEMRIESE  SUREEREHMLTLER. fll, AWS BNEERZESHRIE
(MFA) kREKFNZ2M, ETHESER , BZHAFEETPNZESHRIERMAWS IAM Identity
Center AF 1M AWSHHEAZEZESHKIE (MFA). IAM
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AWS K F root FiF°

BIZEf AWS IKF , BEXBR—NEREN , ZEOUTUATLERKS FHMERR AWS RS ME
Ro L H DI AWS IKF root B, R GIE MK/ Bt 62 P Y B8 F BB 44 3t ik R 22 8 B S BN AT 15 )
ZH5 0, BARWETECRARAFNITERES. RFFRAFEIE , FAERAXERIERNTRIER
FPRBPITHES. BXFEL root AF FNEZNESHTRIIEK , F5H (AFER) 90 %
ERA-ERNIAMES.

oS- 4v)

EARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEBHITIHA,

REFMRELANSLAFBR, Web 517124, Identity C enter BERHMAF , REFAFEH
AWS R% BN 5 HREHMNEREH#TIHENAF. AWS Directory Service H Bk & & 415 8] 8 AWS
K, T EAR | AGREHIGRER,

EEHMERFRIMNER , BiIUEER AWS IAM Identity Center, &R LATE Ident IAM ity Center Fr 72
RAPMEL SN EEARSHEECHNEMRTN—AAFNEL  UEEENAE AWS K-
MNARFHRFER. BEXIAMBAHFONER , BSR4 LRIAMEHF L ? £ (AWS IAM Identity
Center AF¥E®) o

IAM A F4A

IAMA = RIEAER AWS IKF I NMABNARFERRENRNE G, EAEHNERT , BINEWER
IGEHES , MARCIRAAEBNTREZASKUZIENAMAS, B2 , IREFFZEIAMAF K
FIUAENRERS , BINBWERRBRAZH, ARESEE , HEH (AMAFER) PRHNEER
AR A DI EHI AR G B 2 40

IAMEHE RIEECIAMAFPEEN S0, BReEERAN T OER, BALMERARXR—AIERSIEF
EENR, MREERERF , FRATUERMHERAFNER, fl0 , BoRE— N2 INE
4, IAMAdmins H &R FZB A EEIAMBTIRANER,.

RAPREAeTE, AFE—SEEMAAINAEFXEK , MACEELFECNEMARA. AF
ERXANKHEIL K mAGRRENZE. BETHRESER  F5H (AMASER) FHVAE 12
IAMAF (MARAE ),

IAM& &

IAMAERENIEFHRENR AWS IKF HEH. ESIAMAFRL , ESEREARTR, BAEL
AWS Management Console B iR AMAEEF IR EA S, BALUBETRA AWS CLI 5 AWS
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APIRESHEABENRERRABBURL. AXEAABGHNAEENESEE , B30 (AMAFE
) FREAIAMAE,

IAMEBIGRIERNBEEATHERTRER

- BERAPER - ERRESHIENR , FRAGHNARENNR, YRKEFHHTHORIE
i, ZEOREARHEXBEARRTRALAGELXHNR, BXATHRESFOHRIINACHESR  #F
ZH (AMAFER) PFRAE=SS5 0 REECEA®. MREEM IAM Identity Center , NFHFE
BLERIRE, A TEHENSHERITEHRIEEAILIGRNAZR |, Ident IAM ity Center 23FR
EXBKIPHIAMAE, BXANRENESR , F5H (AWS IAM Identity Center FAF1ERE) HHY X
PRE.

 IGEHIAMAFRR-IAM AP BB T URA-NMAMBE , IEFEEFIRNRETERRR,

« BIKFHR-ETAERIAMBEATEMKSPRNEA ( ZEENERA ) HREKS FHHEIR,
AEERTEKFBRAMBHNEELAN, B2 , ¥ TELFR AWS RS , SR SUR KB E M
FRF(MIAREAACENIRE ), ETHAGHNETHRNBEK,SLRRKZANXE , 55
BIIAM A P $5 B8 1AM = 9 B5 K 7~ B0 177 B X BR o

- BRSIE — BE AWS R3S EREAM AWS BRSIRSPRIZHEE. Hlin , HEERSHKRITEIE
B, ZBRFBELXE Amazon FEITRARFEC2HE Amazon S3 HEFNR. RFAERLERAK
HIBANEANNR, ERARSASHMERRSHEXESRIITIRAE,

« RRIFELTE (FAS)-HEERIAMAF A BEFRITIREN AWS |, BHANEREA. EAFEL
RS, BARSIIT—MRE , REUBREEEMERSHED S —1MRE. FASERERZR
AHVEXPR AWS BRSSEAR AWS BRSS [ il iRS & HiERAVIER. FASRBESHRSKEFESHib
AWS RS RFREREFRESTARIERE , 2R EFR, EXMERT , EEHERRITEHD
BRENNR, BXEHFASERMNNBEERER , BBRAERTGRSE,

- BFAS-RFAVALERSRBENTRENSC, IAMEER JERNITOE, &M ERAR
FHABIAM, BXEZER , HZH (AMAFERE) AWS RSP GIE AU E ZRNER.

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRSEATURARKRER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRRSHAE. IAMEERATUERE
T RE4m B RS X A BRI R.

« £ Amazon LETHNARERF EC2 — ZAFERAIAMA®EEEEC2EH| Liz1TH# XK H AWS CLI
= AWS APIERH N AR FHNIGEHER, XHLEEC2EHlhFM# I Z4AE TE., ERNEC2EH2
B AWS BEXEHAIMEFMENAREFER , SEE0E — MM IMENZEHIHKHIEE X, =461
BEEXHIEZAE , HATEEC2EH LZTHEFREBIGIIER. EXEZER , FSHIAMA
PP ERIAMA GBI E Amazon EC2 24 EiZ1TH N AR FE TR,
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ETHEEAAVARERERIAMARF , B2 (ArER) PHANSIZIAMAE (MTEIAMA
F)o

e F SR E i ]

IEREL AWS B el 2 RS TR EM IR AWS SRS RFERZEG FAHRNR, REREFH -3
K AWS |, IEHHFRABRXEKE , EQENLENER. AWS EEZFEA ( HF, root HFHABXTE )
RHERMTEX LR, KEPHRRBERAFERELE R, KSBERMEAELLISONIE AWS
EAFHEED. BXRISONKBENEEHNARNESES , HS5H_(AMAFERE) PHJISONK A
B

EE R WLAER AWS JSONKREERIEEEANTRE ML, HHMAY , WA EAETT U T LR RNITER
1, AREMAAZKHETHIT,

RIANBERT , BRPFANAREKENR. ERFAFPNEMERRRITIRENNRE , IAMEE R TG
IAMZEBE, RE , EEATHIAMERRANI AR  ARPIURAXESE,

IAME L& FERAM A EZHRITRE , REB2ELZBRENNRE, 6l , BRREE—IMANT
iam:GetRole BIER KL, B ZEEA AP ATLAM AWS Management Console AWS CLI, ZHIRER
AEEE AWS AP,

ET 508K

ETEHNRBETAMMEIS 4 (HIWAMAF, AREARAE ) BHISONMREM Y, XLEX
BEIZ G 7 A S A MRS T BLEFFRRITHLRE, BETRNMFUEZETSHNRE , 55
FIIAMA F s PR B2 IAM K EE

ETHHNRBA LR -SARNARKERIEE R, ARRBEEEZERAZNAS, AFa6H,
RERBERMIARE , SULCRENINERNSIAS., FANMAE AWS KF, HEXRBSE
AWS HERBMEFTERE, ET7THNAEEERBIARKE 2 ARTIER , BHSH (AMAF
1EE) PRVEEE RN ABRER < B2 TR,

BT 7R R Mg

ETRIFHJISONKEE R EM B RN R, ETRFENRBENRESEAMABEEREM

Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JMER EINREHII 4 ER
BRI E. N THEERMMRBEHER , REEE IS EEE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBRIEEER, ZRATNSEKS, AP, A6, REAFH AWS

e
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ETRFHNRERNM T IZRSFHRNEKRE, ETREETRRNKRBIAMBER AWS £E R,

A B2 5l 5k (ACLs)

mEZHE IR (ACLs) ZHIMBLERIEA (KRR, AFHAR ) BRBRTR. ACLsSETHIRMN
RBERM , RECAFERISONREE KN,

Amazon S3 # Amazon VPC B2 XM RS RAIACLs, AWS WAFE T EZEEACLs , SR
QS fE R F RS A EIERE) R ERIES SR (ACL) Bk,

HREgRE

AWS XIFHMAARERAREERE, XERBRBTIREER ANKBRBAER FHRANR.

« MERBLRA-NRLAR-ASHNE , EUTUEEFREET 5 MK AL EIAMSEAR (IAMA P
A ) RTVEANR. BARNMFRENRILR, XELERNREXGCET 50 REERENR
BARNRE, # Principal FEEAFHACHETRFHN R ZRRLFRF, F-TREP
MERNELFBESZ Y. AXANBRURNESEE , 550 (IAMAFERE) HHIAMSEER RS
5o

« PRSIEHIZKRE (SCPs)-SCPs R AN HHALAHAL B (OU) IBEEFZRANBRAISONKEE AWS
Organizations, AWS Organizations & —TA TXEHN U HBENZ AWS IKF Ti#ToHME
PEENRS. MREEAALPIFREINGE , M UFRSEFIRE (SCPs) MA T &N EMH
FIERF . XXRAMKSPFRSEE (BESNEMSE ) WINRH 1T 7SCPIRRH AWS IkFRAF. BAX
Organization SCPs s MIWE Z{E R |, i55H (AWS Organizations A FIERE) F YRS 25K,
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groundstation

EEEMEYPEESTURE , BEMAESFHENRTT.

"Action": [
"groundstation:actionl",
"groundstation:action2"

]

E&EFE AWS Ground Station ET 5K RG , ESR. ET 501K =5 AWS Ground
Station
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"Resource": "*"
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Station
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"Version":

"Statement": [

{

"2012-

10-17",

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

lam:

lam:

lam:

lam:

lam:

1,

GetUserPolicy",
ListGroupsForUser",
ListAttachedUserPolicies",
ListUserPolicies",
GetUser"

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

lam:

lam

lam:

GetPolicyVersion",

:GetPolicy",

ListAttachedGroupPolicies",

iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

:usernamel}"]
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKIEKR , LA groundstation: GetWidget
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AWS Ground Station,
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HRBNMIAMA Fmarymajor =i fE AR H & EPNITERER , KHEIBLT REIEEIR AWS Ground
Station, B8R , BRFLAERRSALHR THRRT AHRITHEE. Mary TEBFABELEIIRS
YA BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREEERHY  FHRAEHAWS EER, FHNEERZEMBFZEZIENA,
BREAFRUINBA AWS Ik~ 1A RIFEAE AWS Ground Station &R
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M. BMNBVEBIE X BETENEAZSNES EEXRERE -SRI NR,

BT EEHR AWS RERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I ZRMAT RN EZERASH (AR, 4NAE. ). AWS AFRFSEFRNERS AWS kS A&
MAPHRIETI BT , B W REEH AWS FEE KRR

BREZER , F5H (AMAFER) FHAWS £E XK.

AWS T EXEL . AWSGroundStationAgentinstancePolicy
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ZE Mm@ AWS Ground Station KB F3EH Amazon EC2 SEHIMAPR |, R FiZSEHIE Ground
Station Bx R HA A & A MBKREIE., ZEBEHHFAENRIEXE Ground Station fRS

RERFAE R
ZRBEEE A TRR.

« groundstation— AFHIERIHSSEHIEA Ground Station S, APls

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

1,

"Resource": "*"

}
]
}

AWS FEERRE
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

YR BEMT B AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy TEAREVIAME{E £, 1t
REEH AN R R REMITIRYE AWS Ground Station WIRSHEX AR, BEXEZEE , BSRFEARK
SHEXAE,

IR BEIE T AWS Ground Station R FE K 2\ HIPv4 it it FIEC2HX R,
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ZRBEEE A TRR,

« ec2:DescribeAddresses— AWS Ground Station 2 iFXFEEF H A EEIPsZIPsX<EBIRNE,

« ec2:DescribeNetworkInterfaces— AWS Ground Station £ iF R FREIFKENSEC25EHI<ERH
MEEOWER,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

1,

"Resource": "*"

}
]
}
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& & AWS Ground Station BiZIRFZFRBERXLEFTRIUR AWS REXBEFMNFAEE ., BEREE
XU TEETENBENIREE |, HiTH “ AWS Ground Station XA i WHE LM ITEIRSSIR.

EX iR H &
AWSGroundStationAg AWS Ground Station %07 2023 £4 A 12 H
entinstancePolicy - ¥R A& —LFEREE , ABERER

SEHIRMEER G AWS round
Station Agent B BR .
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B iR H &
AWSServiceRoleForG AWS Ground Station &0 7T 2022 11 A 2H
roundStationDataflowEndpoin ~ —IRHTKEE , ZKHEEC2 AWS
tGroupPolicy : ¥ B Ground Station AF&EHKEE
15 < B 49 28 A IPv4 e 31t EIPs F0
SEC23:IXBREIM&L#ED,

AWS Ground Station @7 #IE  AWS Ground Station 2 FF I 20213 A 1 H
BRENR B AWS EE RN ER,

A Ground Station fEFRZHEXAEE

AWS Ground Station &/ AWS Identity and Access Management (IAM) JRE XA, REHEXA
2 —f15 Ground Station E#EXBENIHEFIAMA R, RSHEXAEA Ground Station TIENX , BE
ZREARREFHEM AWS REFFENFTENRR,

RESHEXAERALEEERNMIZRE Ground Station , B RELEFHRMSENPR, Ground Station &
NEBRZSHEXARHNE , BRIEZSHENL , BNX Ground Station AJLLEIBiZAE®, EUXNWNRZTE
EERBEMNRERE |, H BiZX PR KB T sk b0 BEm HABIAMSE4E,

BAXERSHERAGNEMESHES , FERERSREACESEANAWS RS , IAMFAFER
SHEXAGITERTE ‘2" RS, ERENEE  EFZRSNBSAXB B,

Ground Station BYIRS 1< & & X R

Ground Station A& NHRFZHEXAE
AWSServiceRoleForGroundStationDataflowEndpointGroup—— AWS GroundStation {8 F 1tk BR 35 #85<
A RHAEC2ER A HIPv4 L,

AWSServiceRoleForGroundStationDataflowEndpointGroup lRE X AR EFEUTRERAANZA
& .

* groundstation.amazonaws.com

B A A BNRERE AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy St ifF Ground
Station X IEERIRTH A TR -

EARSEXAL o


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« #{E: all AWS resources (*) EH ec2:DescribeAddresses

Action /21 Ground Station ¥ 52 IPsx B FIBEIPsA &,
« #B{E: all AWS resources (*) L£H ec2:DescribeNetworkInterfaces

B4E R Ground Station ZKENSEC23E 4Bk M EZEE O MWEXER

AAMBELENRUARFRIAME (FlIIAF, ABE ) 02, FEIRERBESHXAG. BXESE
B, #5H (AMAFERE) FHRSHEXABNR,

A Ground Station BIZRSHEKXAE

BEEFHUNERSHXAR®, HIRE AWS CLI 5 DataflowEndpointGroup & &2t AWS
API , Ground Station 2 H{REBIZRFZHERAE,

MREMERZBESHEXACR  RAEFEBXRCE , ZUlEAMEREEK,FFEFVELAR, H&
#1228t DataflowEndpointGroup , Ground Station 2B X R IERIERSHXAE,

S&IE BT LAE A IAMER ) B 7 “[8) Amazon & 53R EC2 AAIHFAI2RSHEX AR, £ AWS CLI HH
AWS AP| , FARSEMBIRIRSHEXAE®, groundstation.amazonaws.comBXEZEE | iF
SR (IAMAFERE) PHNEIERSEXAR, MREBRTHERSHEXAR  JUAFEARENTSER
REIEAE,

A Ground Station RiEERSHKAE

Ground Station & At iF #2448 AWSServiceRoleForGroundStationDataflowEndpointGroup FRE# < &
B, tIERFSHEXACRE  BEEAEXRACEN , ANAUREZ/NXAE|AZAR. B2, BALUEA
REACHERIAM, EXEZER , BZ2H (AMAFER) FHEERSHEXAE,

A Ground Station HIRRSHERXAE

NMRTBEECAENZTERSAXACHIIERRS , RNEBWERHBFRZAG. XHEMKBRKED
M5 PR AR 4P B R 6B A SR AR

HBE 7 & % DataflowEndpointGroups A RFSHEXACHIBRIRSHEAARE , TEMBRIZAR, X7
DRPER T LEERBENENNE, DataflowEndpointGroups i1 REEZHEXBAREZ/ N AR —EE
F DataflowEndpointGroups , W24 5E il BRFT & £ A DataflowEndpointGroups ZRSHEXBEHNA
&, RIETEFEBIBR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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® Note

WMRELZHMBRFIRET Ground Station RS EEFEAZAE , MMBRATES KR, MREE
XHER , BEF/ Lo HEER,

fiB& Ground Station £ #J Ground Station R
AWSServiceRoleForGroundStationDataflowEndpointGroup

DataflowEndpointGroups &I AWSCLIZ: il BRAWSAPI,

FERFIMBRIRFZAEXRAE IAM

FERIAMIEEI A AWS CLI, siiiBR AWSServiceRoleForGroundStationDataflowEndpointGroup R348
XA, AWSAPIEXEZEER , BSHE (AMAFER) PHRKRERSEXAG,

Ground Station JRZHXx AN Z ZIFX T
Ground Station XFERSTANFMEXEFEARSZSHEXER, BXESZER , BSRXE R,
RS HE R

NOT_AUTHORIZED_TO_CREATE_SLR-XZXREMKF AT AANAE
CreateDataflowEndpointGroup APl Hiam:CreateServicelLinkedRolefX PR, EF
iam:CreateServicelLinkedRole RRIEHNEEBAMNEHKF FoEIEZRZHXAE,

BAHIENE AWS Ground Station

AWS Ground Station BRIAIREINZR |, LAEA AWS BENINZZ4ARIPIENBSBURBEIE.

- AWSB B Z4-BIA AWS Ground Station £ FIX LA B B EE RN NMNABEMNEF K.
BEEEER, EEIFEAAWSEEES , bt EEFREFARBR ; B2 , RELEXBULAHE KSR
FUEFRRPNZBBENZH. BEXEZEE , BoR (BAEERSTEARIER) FHAWS
BHEAWSE4H,

MINBERT , BSRENZ A PR ERF BRBRBERSRNRETENER Y, B, eEXFHEE
RFEFHMBESAMUREEERNRZENARER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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AWS Ground Station X FrE RN EAKERG ME , B2 , X FEL AWS Ground Station %R
(BIMERK) , BUEEFEREFREEFAREBERIANTEERH. AWS

- BEFEEZEP-- AWS Ground Station XIFEAZGE, HAENEENNRELRERN  £I0EF
AWS BEMZENER ERNEZENE. ATEAUTSRHXEMNE , Rt A BRITUTES !

o BIE ML K B RS

- FIERLEF IAMBERM* B &
- BRNZEARARE

o« ReHRINER AR

o« ANIIFRE

- BIERMARA

« RERAMER

BARXEZER R (BHEERSHARARER) PHESEEAWSEH,

TRLCET AWS Ground Station X FEHAEFIEEZANEIR

BERE AWS 5 B 2 & EFRERANE (i)
RTUEIERIMNERHE CBRHA EEH
® Note

AWS Ground Station £/ AWS BEEZH BEZEABSNE , NMERRFDMAFOHEE. B
=, EREFEENZATE AWS KMSHH5R, BXENMNESFEE , BSHAWSHAEER
FEM.

BARNEZEE AWSKMS |, 55 KR (AWSKMSH ZARIER) o

WA f£ R AWS Ground Station {FH M€ AWS KMS
AWS Ground Station EEZ AR FFEE A LN EF EBNZH,

LR TEFRAERREERAMBENER , AWS Ground Station 2Bid @K IZFERFRFRE A ER
$A¥2F ., CreateGrant AWS KMSH R AWS KMSHA T £ F X1 &K~ P KMS 22488 AWS Ground
Station 15 B E,

A7 # AWS Ground Station £ #MBh€& AWS KMS 103


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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AWS Ground Station EERERN ST EEALCNER REBHAHRITUTHIRE -

« [BK*GenerateDataKeyiE R AWS KMSELLE B B R & P HE B 4R I SR 4R
* ¥ Decrypt iR K AWS KMSEI AR ZMZ N BIEZA , UMECITTR T MBENHE.
o BEREIMZRER AWS KMSEUINZRFriR 8V 8 E

B LARERH B IR TR R AR |, S BRIRZ N E A REBHANIHENR, NRXEM , F AWS
Ground Station o2 A B HEF REBAMBHNEAHIE , X&FMKBZHEBEBNERME, flm, MEE
MNEBTATERRANEF PMIBRZEARN , N FEEALHEAE AWS Ground Station A ERIRMNER
BIEXREO XL, XFSBEBRUEMFAILEDIRSE R,

BEEFRERNA

LR MERERZH ACIBNMESEERR , E. AWS AWS KMS APIs
BN EFEERNER

BB (BREERSITRARERE) POEXNHESEEAWS ZHANSREITIRE,

2 KK

ZHRRBEHINFARERANGR,. SIMEFEFREABALARE-IBHARE , EHE2BEHT
LERABAURNAEAZANFR, CIZ2FrEEXEAN , AlEERHABRR. XEZER  F
SR (BHEERSHARARER) PHEEESEER AWS A HRRR.

EMEFPIEE R4 AWS Ground Station AT EREIR , REAKE P AM AT L TAPIRE

kms:CreateGrant : AIBEFRERARPNRN, RFNIEEKMSH ARSI TFRNE , MG
X% F#4E AWS Ground Station FIERHRINE, BXREARNNEZEER | BESHE AWS ZFHAEE
REFEAGIEE,

X AWS RV SE AT A TRAE

- AGenerateDataKey A N INZHBIEZ A GHEZE , RABERHATS LA TN,
- Y8R Decrypt £ 74K DB BB 2R 7 B B AR

- @A Encryp t ERABEZEAMBERE.

- REBEFEAEH , LATRS RetireGrant,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html

AWS Ground Station

RAriEmE

kms:DescribekKey-REEFIEENZHAEMEE AWS Ground Station |, SAEEZR N IZHA 4R

BIRBENZ AIRIEZA,

BATF 2ET LR BER IRV IAMBCER 75 B 7R ] AWS Ground Station

"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"TAWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
},
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource" : "*"

EEFEERS
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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}
]

BEXREFBIPIEENENESEELR , HSR AWS ZHEERSZSF XA RIERE,
BXRZHHIHRFEHRENESZELR , HSR AWS ZHEERSZSF XA RIERE,
HIEEEF EER 24 AWS Ground Station

BALUEEEFREBRANMBELTRIR :

- 2

SR RIFER , SR E R - P REEHFEZ kmsKeyArn

« kmsKeyArn- AWS KMS & F £ & Z 4 B A IR 5

AWS Ground Station 11Z + T3

MZETYR—ATENREXN , B8EXBENHMALELTXEER, AWSKMSERMNBR L TXERE
23 EHRIINBFERZZFLIFGHRIIMVMNE, YEEMBHEENBERFEEMB LT , &%
& E T AWS KMSHERIMBZHIE, EEZEE  SX4AEBERTFEEMEEHME LT,

AWS Ground Station 12 £ T3

AWS Ground Station BRIEFEMZN R FERAFTRNME LT , A A RNENEHRNIEEREN
& £ T3

ERMEZELTX :

MEZEERFRNZARNPER S ENT E ARN

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}

(® Note
ZHAENATEERTR-ZHALE,
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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fEA A £t ITiE R

FEARKNEFREERARNBENERT RN , £ETUFERAFIHIZM B ST MNE LT RIAHE
PHREZANERER. T ETXESLEREAWS CloudTrail 5 Amazon Logs £ B HJ CloudWatch
A

EAINE LT RN EFEEZHARITR

ZAI A Z AR AAMERRE R INE £ T Xconditions kB FNHE A EEZAN L RINE. &
Al AR TR ERAINE £ T XA R,

AWS Ground Station TE#RX A £ N2 L T XY KRB HEIXT IR K F = XiE P &P I E S0 75 1R
R, BNARERENATFNREEREENINE LT,

LTREZAREFARS L ATRTFTXNEBENZE L TXHNEFREZANLRINR. LEREEGTPIZ
HERBNEREEMNE LT XHME L TXAR,

{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

I,
"Action": "kms:DescribeKey",
"Resource": "*"

},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

.
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}
}
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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ISR N33 2248 AWS Ground Station

L IBIE AWS Ground Station R AWS KMSEF R EZ4ART , B LUEAAWS CloudTrails
Amazon CloudWatch HERERER AWS Ground Station Z3EZIfIER AWS KMS, LA R4
sx=CreateGrant, GenerateDataKeyDecrypt. Encrypt#lDescribeKey¥# G AWS round
Station 79 17 8] B K & F £ & 240 N2 19 B0 M 18 A FKMS R 4E AWS CloudTrail 9 S,

CreateGrant (CloudTrail)

LIRMER AWS KMSEFEENZAMBENERREFRR , AWS Ground Station 2 RE X

E TR PKMSE A CreateGrantiEsk. AWS AWS Ground Station SIZHRIUSE T
5 AWS KMSEFEEZRAXBKN TR, Lol , HEMBRERS , G AWS round Station £

ZRetireGrantiRERBBREN.

LT REIEHIESE CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA'M,
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"eventName": "CreateGrant",

"awsRegion": "us-west-2",
"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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DescribeKey (CloudTrail)

HIBEH AWS KMSEFIEERAMBENERREIRE , AWS Ground Station 2K KREB X
EDescribeKeyiERM BB LUK EBNIKF P RS EEMBERNER,

LT RBIEHIESE DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAAM,
" "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"

arn  :

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

b
"invokedBy": "AWS Internal"
b
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey (CloudTrail)

MIRER AWS KMSEFIEEZRBAMBZREN ER EIRE , AWS Ground Station 2B %
*XGenerateDataKeyiEsRKMSLA LKA F i Z BB BIERA.

LA RBIE4H1E % GenerateDataKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
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"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0dfba®@SAMPLE",
"eventCategory": "Management"

Decrypt (CloudTrail)

HIEER AWS KMSEFREZHNZEENEN AR , REHWEFE AWS Ground Station £
HENEFEFEERAME  NERZDecrypt RIERBEFFREHNENR, HlW , RN S3 FHBEL
R EFFEREERANZR T ERRITNE,

AT RBIZEHIEFK Decrypt BIE :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"
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AWS Ground Station BRINZINZATIEE , MEEARIEPRPENHBEHE. REESOHEXHE
2, TLUBN A S XE AWS Ground Station K& EMEH Amazon EC2 =462 [8]4% i ¥ E

« AWS Ground Station {tIE A

s BERmR

BRRNEMBREL ENEEMPHENMZLEBRFRABTF—HF, UTETHRRETEBRS X,
AWS Ground Station {38 E 1%

AWS Ground Station REFHEFEEN AWS KMS Z4AX EERFEH#HTINEE, F£&1 Amazon EC2
245 EZ1THY AWS Ground Station BT B3 2 R AIR H R 2 E IV BURE
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BT InHREEN AWS KMS Z4A R streamsKmsKeyZ#MissionProfile &I ERIEEMN
FRIER T4 AWS Ground Station 5 B X PRV BRITE L AT HY AWS KMS 240 SR E&H#E1T4L
¥ streamsKmsKey,

‘: Y Ll Y
oM m R

BRERm[REABIERERERZSM () #ITNE, DTLSXEREABLRIEBTHN , FTREFINN
BB,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-request-streamsKmsKey
https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security
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ES B IE AL iE TR )

FRRER RIS T MAEA AR BLEA B ZEENESEL. ERNERSEEEEER
HIBIEHRTERR  AFPERERRIENRE,

£

« JPSS-1-NH T E (PBS)-i¥1h

- £/ Amazon S3 BIERRN AR BIE

s FABERRS (BHF ) NRHIEIE

- FABERKSNAKTEIE (FAMNRES )

« {£/H AWS Ground Station R (i ) WAHBIE

JPSS-1-A BT E (PBS)-iF4

WREIE D EZF ABRGREER. B4 T 5 AWS Ground Station A T EARBINEIEHREMED T,
HANEEE T EA,

WMAHT BIEIEATR , BAUEALFITANBELEREENBERR. £4ATH , RIE
AWS Ground Station RiIBEF R T JPSS-1, FRSZE , RINERAKEMEERS 1 (JPSS-1) X
BB IERMKIE (HRD) E#E/ B4 (DBS) §137 (RF) EO #2414 (ICD) kKR RHl. B, BB
EMRE , JPSS-1 5 NORAD ID 43013 ¥% Bk,

JPSS-1 EERM—F ETHBN=FEZETTHRBEEKE , W8 1-1 ™. ICDEXHZERFRE
B, AR -ZSERRYIE (HRD) TTHBREEHRFBARLIREH. ET , REBFIXFZRELFS
FEEANBIES 2RI, HEBERNTHAR

- WHERE ( LITHEER ) , MHzFOMAZER 2067.27 , BIREE R 2-128 kbps. LLEEEF AL iH
7]

o MHzAROMRERS 2247.5 R9E N B ( TTHERR ) |, BIBEEN 1-524 kbps. BRI LT HF,

. SMDGHzHDRE N 26.7034 KIEEE ( TATEEEE ) |, ZIBEE N 150-300 Mbps, HEERTLF
T,

« HRDEERR ( T1THERR ) BN 7812 MHz /MR | BIBEE N 15 Mbps, EMMHZH R A 30,
m BE#SE ANt right-hand-circular-polarized. Z#& A JPSS -1 tn#k -1 Bf AWS Ground Station , X
—REAGRINEERE, ZBEEERISMUEINFHE. MBEIRBE. MFENBTENKAHM X
RN EEHIE,

JPSS-1-A & T E (PBS)-iTfh 115


https://www.jpss.noaa.gov/mission_and_instruments.html
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
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HEMNLEBEBENEREREN , RNEINGS ( LITER ) . B0 ( TT8K ) MIHRD ( T8 )
BEBFEWME, HRNSBEHLAEABEND. AWS Ground StationE F /U AERBH 7T I A ZWAN
FEE , ALiZSMDEBETHRE. BRAXEFENENEZER |, BESHEAWS Ground Station M5 8E
B

® Note
HFSMDEEE 22X #ZA AWS Ground Station , At ERHIBEEFRFLE T

® Note
HFaws (LT8R ) MEN ( TT8ERK ) BEREPENICD , BAAHARER , RILLE
ArtRENERS E,

£/ Amazon S3 BBEEMHW AR HBIE

WRBGIZERAFERBIPSS-1-AH T E (PBS)-iTl o PR 2 rEER £,

EARREF  REERIE—1FE , IMFREGHRDEGSREFZHANBZ DM | HEEFHERUAZE
REV#EACEZ A, XEATUTERFLENRESM (RF) BMER (1/Q) HAR, FEHEEMA Amazon
S3 FfMEE , WU ERMEN T MRGENHBEHTHEANFL, BXCBNEARSE , BHSH
MathWorks %2, FEALRAIE , BRI SLZRRI Amazon EC2 Il #t E 4 # k4L B EIE H FRAK S 4K
Ab 3B AL AR

AP FEEES

ATNBE 2L ANEHNBERBEEEAN.

LR E MR 5 B &BE T AWS CloudFormation #4R#Y “&IR” E849

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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https://www.mathworks.com/help/satcom/ug/capture-satellite-data-using-aws-ground-station.html
https://www.mathworks.com/help/satcom/ug/capture-satellite-data-using-aws-ground-station.html
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® Note
BX AWS CloudFormation BIRA BTN EZEER , BSRIERI D

#REHA1M Amazon S3 2% —BERENG T  LAELTRE —KRSEHRE. REARS
WIBHEET , BUFEL— Amazon S3 7.

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

A | R FE RN A ENKE AWS Ground Station = BE L VFE A F & .

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station Bt &

ATNESRI : QIEREA .

REE-IMREEEXRREMRERNBEFENRET. EFEPREFERRED B3 RERF AR &1
BERTENRERY JPSS -1, A EERREERE.

SR

i

fim

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BREECEKE K BEEEN—MRETTEHEREEXRRRIEESR D , HEXL —1 s3 ZFFLL5| AENIN
BIZEH Amazon S3 .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station £& &/t

ATNBLERA : QIBESHEAT,

NEMELE THERINEE , (RAUAECIREERER. ERSVHERRINE,
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

LemE—ik

A LERERR , BIMETTLLLHE JPSS -1 MNEBRRA |, UMENZWEMARARARITRSBREE R,
AWS Ground Station &

LT R—1NEER AWS CloudFormation #iR , EF @EATHFERNMERR , XERRAER—
AN LAEEERFEHANENR AWS CloudFormation.

& AH AWS CloudFormation ##RAquaSnppIpss-1TerraDigIfS3DataDelivery.yml@&—4
Amazon S3 1Zf& @M ZHEBR R FHEZUL VITA -49 Signal/IP BT #EHIEFTER AWS Ground Station
TR

MR IEH K R IMMSNPPE Aqua. . JPSS NOAA -1/-20 M Terra , 55 W, £145 : TE L%

(® Note

BO LB R E P AT Amazon S3 FE @K 5 H)1ZE MR, ST 856 A XE M Amazon
S3 FiEM. Flus-west-2XEHRBURTEEZHPBIE AWS CloudFormation 4% B9 48 B
X1,

A, EERUTIHBAYAML, B2 , BIRAERAYAMLISONIE X A i, E£HISON ,
BETHER. jsonf . ymlXHT BEEHR RN,

EFEATEER AWS CLI, EEANTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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BIEN K EBSMBTAR | TEERS A URLHEE A TSR -

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

& LAME F LA TR 85 2B 2 AWS CloudFormation 38 E#E 1R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

FMABERRR (W ) WX BIE
HWRBIEBIERFIERBEIPSS-1-AH BT E (PBS)-iTMl #B50 FTEY 2 frav &t £,

ERRIRA , EFBERR—MIR | BEFEFHRDBEHREHRNEKFPM (digiF) , FERE
Ama EC2 zon Rl EMYBIER A mT RN AR FEREBERER N E#TLE, SDR

BERE

AFNEE 25 ARNEHBIERBEREANT. EATRGH | £F7E AWS CloudFormation 1k
BIEBHNE D S M RR 2o

(® Note
Bx AWS CloudFormation BN BN EZEE |, HSRERI D,

TS %9 , SR MUA TS, E8T AWS CloudFormation 341 & dl 2 e | B RIXLEE
EEE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEEERAX , HIBH Amazon EC2 EC2Key SHMEFr. ES R R EH Amazon EC2

S I A
LS |, FEBIZE AWS CloudFormation #ik et , BEERHEFRNXIEEE AMI ID, ESH
AWS Ground Station Amazon #l22#R % (AMIs).

HE|WERS BRE T AWS CloudFormation #E iRy “&IR” 2649 .

Resources:
# Resources that you would like to create should be placed within the resource

section.

ZRIBRMNNEC2KHIRHME-BERENGR , BFRE -—REASERRE, REXRESHIEL
BT, BAFERBERLET QEARFRENEE—1 Amazon EC2 £l , A2 — 1S
BERLRT RE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2

i
il
58
X
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup

i
i
58
X
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Properties:

GroupDescription: Security Group for AWS Ground Station registration of Dataflow

Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"

i
il
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- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

o BEEEQBRELUNERBEMAE® , AWS Ground Station AR FELERIIK - oI # 4R LEO
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
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- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

]
il
5
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AWS Ground Station B¢ i&

AENBLE 3 BIEBRE A

REE-IMREEEXREMREABIEFNRET. EFEPREFERREDEFIRIRAIUARSEESRE ,
EBERTENIRER® JPSS-1, A EEHREEERE

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

REBGERE HREBEL—INTRETTHREERRTIERS  EFEEL M HERBREER
5| AE iR REAEENBER KRR E,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
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DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" ,

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E& &/t

AHNBIRA : BIBESHEAT,

NEMREZB THEXNEE , RAACIREESRER. ERSBRERRIAE.

"Downlink" 7] ]

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

EemE—it

MALRFIR , BIEATURHE JPSS -1 MXRA |, MEMNEAE L& A RBEHEIX
Ground Station &

UTE—/1M5TEMN AWS CloudFormation 11k , EPaiFAT hifRNAAE &R ,
ANALAEEE R FERANENR AWS CloudFormation.

Az, AWS

XERRA G —

AWS Ground Station £ &/t
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#AquaSnppJpssTerraDigIF.yml i # AWS CloudFormation ##x 5 1£ ik #RHRIE 17 (9] FF 4 2 UK
Aqua SNPP, JPSS NOAA -1/-20 #l Terra Z 2 FLF I (digiF) #iE. ©2&— Amazon EC2
SEHIFZEWIR S digiF B #HEHIEFTERN AWS CloudFormation iR,

MRIER K - R ISNPPE Aqua, . JPSS NOAA -1/-20 M Terra , B2, £15 . TE L%

(® Note

B L& 17 R F P A Amazon S3 FAER G E)iZE R, LA T 886 A XEH Amazon
S3 FiEE, Fdlus-west-2XEHRBURTEEZHPBIE AWS CloudFormation #4% B9 48 5
X1,

LA EFERAUTIHBEYAML, B2 , BIREFHFHMYAMLISONE X AT{HiE#E, EFEHISON ,
BETHER. jsoni . yml XK BEBR A,

EFATEHER AWSCLI , HFEAUTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerraDigIF.yml .

BEENRERSHEUTAS , AR AURLAEE T HIER :

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

AT AR A T4 E T AWS CloudFormation 184X

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerrabDigIF.yml

ZARIRIE TE X7 RLE H A 7R 2
ZAquaSnpplpssTerraDigI FERBIEUTHMER :

« (A% ) CloudWatch ZE4-fiti % 85-F FHBX R AWS Ground Station 81 /5 &% CloudWatch f9 S 4t %
B9 AWS Lambda Bi%k. iZ AWS Lambda BEET S 30 H B LR {5 1L R AV IR ES 261,

« (M%) BRRAEC2RIE-FH Lambda A ESNSEHHBR ARET L EC2EHIMNBRIEREH
‘W, EEFENR , XU 4 %A , EARARTEENERER.
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« G@@ round Station Amazon #l25E 51 F Lambda-F Fi& R B H K H o Z R ER A AR R R
BAEAMIBGETT, $4FETIE$E DDX 2.6.2 Only M DDX 2.6.2 with gRadio 3.6.0, FE&E
EZHUHEMMIENAS , XEETFRET R,

. HiESHER Hi/ N H BT E ( AquaMlTerra ) WESHER. SNPP

- HMRLETITHREE—HMAHR BT E (Aqua MTerra ) WRE T THERELE. SNPP

CEZLERFIENENSE, XLESHERTUEN AWS Ground Station I EIFERXLET £,
55 FH L 4R AWS Ground Station B , B EEREBCWEETFER, B2 , BB E X LEEUE

BHE A TN ER =G,
A E MR B R A BhHE 2

BIRERL IR RARE N EALERN — 52 0N EBEFIMKED . BERESESEAEARERRER
B AR MNBIE R R E X AWS Ground Station #93% D ZWEER. WEIRES , EETEKES
SKBIR IR E E EL 28 EFUDPIR A 50000 #1TEA. BXRERFERLETRENEZER , ESH
AWS::GroundStation::DataflowEndpoint4i .

EABFERRRNLRTBIE (FENED )
MR IR Y S RIIPSS 1A S T B (PBS)-1THE BAFFM 2 AT M A |,

EXZHETA , BEERE N5, DEFABERENHRDEBEBEBHANFRNFELENE
BEIENIE, MBEAITRIEA Dire NASA ct Readout Labs 34 ( RT-STPS HIPOPP ) A E%#E , N
KRR — N TENER,

BERE

AT NEE 2 5 MRIENBIRERBEREANT. EARRGIH | &FE AWS CloudFormation #Ax
BIEFANED : S8 M RR B2,

(® Note
Bx AWS CloudFormation BN BTN EZEE , BSRERID .

S B, BRBMUA TS, E&ET AWS CloudFormation 2% & 0 #k e |, SR HXLEE
BEE,
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
Description: The Ground Station DDX AMI ID you want to use. Please note

that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEEERAX |, HIBH Amazon EC2 EC2Key SHMEFr. ES RN EH Amazon EC2

A I A
LS, FEBIZE AWS CloudFormation #ikEt , BMEEREHEFRNXIEEE AMI ID, ESH
AWS Ground Station Amazon #l22#R % (AMIs),

HEmER A BRE T AWS CloudFormation 14k “&JR” 245

Resources:
# Resources that you would like to create should be placed within the resource

section.

ZRIBMNANEC2KRPIRME —BRERENZIR , BFRE —RESERARE. BERFIHFEE
BT, BXTERBERLRET QEARFRENEE - Amazon EC2 K4 , H IR - MRS

0N -~

BR&ET R4E.

# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
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Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

echo ‘date +'%F %R:%S'' "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [

{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}

i
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}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:

Type: AWS::EC2::SecurityGroup

Properties:

i
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GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: "10.0.0.0/16"

Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
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- IRef InstanceRole

BREEHNMNER, AENEEXH , LAE AWS Ground Station TEZ YK = B2 elastic network
interface (ENI)o

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station Bt &

RT3 tIERERKAFEM.

REE-IMREEEXREMRERA B EFENRET. EFPREFERREDEFRIRTURSESRE |
BERTERNRERY JPSS -1, A EEFRRESRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BEBERRE , BEEE X — antenna-downlink-demod-decodefit Bk X R EEZ D , AR — P EhiE
RimREEXRSIAEN R FAEENBERESA,

(® Note

AR FZEENDemodulationConfigi¥ fifE EDecodeConfig , TSR AL T 17/
R AREEE .
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to

# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk": {
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

.

"range":{
"value":0.75,
"units":"ksps"

.

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",

AWS Ground Station & &
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"rolloffFactor":0.5

}
}
}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"Q-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"
I
{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"
I
{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

1,

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

1,

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

AWS Ground Station & &

140



AWS Ground Station AriEE

},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsds171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

I

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {£& &/t

AT A QEESHERRAFER,

REMREZA THEXNEE , RANAEIREESRER. ERSHBREARIAE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:
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Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

LemE—ik

MALRFR , BIEATULEE PSS -1 MRRA , LEMNEAE LLARABSEEBIE, AWS
Ground Station &

TR —/1NTEMW AWS CloudFormation ik , ER@EAT HERMWMERR , XETFRHEESK—
ANE] LA E 21 P fE A B RE 4R AWS CloudFormation,

HAquaSnppJIpss.yml Ity AWS CloudFormation 4R & 72 LEYRIRIE 17 (7] FF 1542 48 Aqua SNPP, #1
JPSS -1/ NOAA -20 L EWHIE. ©E2E— Amazon EC2 S f & HEB R LA N 22 U 7 8 M 2R3 )5 Y
B BBEFTEN AWS Ground Station %R

MR IEH K R IMSNPPE; Aqua, . JPSS NOAA -1/-20 M Terra , 55 W, £145 : TE L%

® Note

B LB 17 R & P AT Amazon S3 FAE MR G R 1ZER, LA T 856 A XiE M Amazon
S3 FiEiE, Flus-west-2XERBUXRTEEZHFBIE AWS CloudFormation #4%k #4948 5
X1,

WA BERLTIHBEYAML, B2 , BREFEMPYAMLISONE R A #iEF, EFEHISON ,
BETEHER. jsont . yml X4 BEERRN,

EFATHER AWSCLI , BEAUTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

BN K BN SHEUTAE |, AINEREAURLDEE R TSR :
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

& O] LAGE A LA TN 852 E 2 £ & AWS CloudFormation 38 EE 4R

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

ZAEARIETE LT B H A B R 2
ZAquaSnpplpssERTIFE U T HABRIR

« ( ®i% ) CloudWatch B4t % 85-F FABX 3R AWS Ground Station /5 %)% CloudWatch B #fit %
#9 AWS Lambda BI#, 1% AWS Lambda BIEUR IS ) H B 1% 5 1L B H EIKRER SR,

o (Hi& ) BRRAEC2RIE- A Lambda R B SNSHE AR AR BT S #EC23E 5 1930 IE REH
M, FEXENR , XUHELTERA , EABRTEYFNERER.

« G@@ round Station Amazon Hl25E 54 & Lambda-FA Fik R B K K6 o Z R M A AR SRR
BRAEAMIBETT, FFIETIE$E DDX 2.6.2 Only M DDX 2.6.2 with gRadio 3.6.0, #IR
EFARE digiF BIEEHAMKIE AWS Ground Station , 5. 8 AWS Ground Station {2

(BHF)HNLH BIEREESHRUGEMNIEN A , XEETNHRET R,
- HiESHR Hip/ N BT E ( AquaflTerra ) BIESEDR. SNPP
- HbRLETITHREE—HEMAHRT BT E (Aqua MTerra ) WRLE T THERBLE. SNPP

CEZLERTIENEMNSE, XLESHERTUEN AWS Ground Station I EIERXLET E,
55 F L 4R AWS Ground Station B , B EEREBCWERTER, B2 , BB E X LEEBE
EiERTENERES,

BRI LAE R B A BdE 2

BERAGETRARENFEHALERN —F 2 2N EREFIMNEED, BEREFEAZKERRER
B AR MNBIE K S ENX AWS Ground Station B AZWEIER. WRIKRER , @ @dEKES
SR IR EE B 88 £ RYUDPER O 50000 #1THEA. EXREHERLGHTLRANESZEE , BSH
AWS::GroundStation::DataflowEndpointi .
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RGBS AP IEREIPSS-1-AH BT E (PBS)-1114 2p2 ATy o AT Bt £,

A AWS Ground Station X3 ( T ) AR BIE 143


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html

AWS Ground Station AriEE

EERERS , BFEERE—NZE , IEEFHRDEE R EHRN T HHFE PN (digiF) , HERE
A EC2 mazon 34l AWS Ground Station EHREBZWEBESKER XN E#T4E, SDR

(® Note

SEFRIJPSSHRDBEE R REESWH TN 30MHz , ERGRBRE FTTHKREE  JEARSE
MHzTE R 100 HES , ETCALURKLZEBERIKEZR , #f AWS Ground Station KE1#EIK,

EEE

APENRE 2D . RREOBTFRBEREANT. EARBF , BEEE AWS CloudFormation 4R
R — N RIEEMRS] ( Mappings 4% ) RERSHED .

@ Note
Bx AWS CloudFormation BN BN EZER , BSRERIL D

B , BFEETE AWS CloudFormation 14 F 79 & XX 55 AWS Ground Station B98I 4% %l £k 1% & iR
§# 9. iX# , Amazon EC2 RHlZ AR AT LIBNSI AR RIIR. BEXFERIZINRNESZEE ,
ESFVPCER AWS Ground Station RIE# ITEL &,

Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:

groundstation: pl-0d9b804fe@l14a6a99
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ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

TS Bo , BRFMATSH. EBE AWS CloudFormation 2| & 6 2k et | BN XLEE
BEE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

® Note

IREEQBZAX | HIRMH Amazon EC2 EC2Key S BFR. SR NEM Amazon EC2
KO I ZEAN
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tb4t , £ 81 AWS CloudFormation ket , BEEZREEBWMOKIFHEE AMI ID, ESH
AWS Ground Station Amazon Hl22#R & (AMIs).

HE|EWERS BRE T AWS CloudFormation #E iRy “&IR” 249 .

Resources:
# Resources that you would like to create should be placed within the Resources
section.

ZEFFEAIM Amazon EC2 SRl 2 —BERENZS , FHESNBE —KESEHEKE. BRIE
KESHIELEAT | BATER AWS Ground Station K& B MBELE Amazon EC2 324 |, HolE—
AREZNHRERRBET A, B, BHELEVPCH AWS Ground Station £IEi&E Amazon,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
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RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
- Key: Name

Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(@ Note

EXREXEMNVPCEENEZEELR , 55 AWS Ground Station AWS Ground Station /%
ER-VPC B %,

BTk , 855188 Receiver Amazon EC2 34,
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# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP"™ , !'Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
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NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"

1,
"publicIps": [

i
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"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh '@ 1 48
49" 'ffffffff, fEFFffff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipvé4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

EREEHNNERE, ACNEEXHE , LAE AWS Ground Station EZ MK~ A1 elastic network
interface (ENI)o

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows

i
i
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ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

i
i
58
X

152



AWS Ground Station

RAriEmE

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:
- kms:CreateAlias

i
i
58
X

153



AWS Ground Station

RAriEmE

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn

-
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- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station Bt &

ATNESRI : BIEREA .

REE-TREEERRERERNBDERNRET. EFPREFERREDEFREAURESESRE ,
BERTETRER® JPSS-1, A EEFREEFEERE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BEEEHRE  CFEEURKRIEER TN RETITHEEE , URATEIAE R IAFAESHHSE
Him QAN BIERIRREE.

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
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AWS Ground Station AriEE

Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £& &/t

ANNELTR 4 QIBESHEANT,

NEMELBE THANEE , RRULLACIREERER. ERSURERARIAE,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Azrn

AWS Ground Station £ &/t
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StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

TEemE—it

MALERFIR , BRETALHE PSS -1 NRRA |, LENEME LEAARBSEEHE. AWS
Ground Station &

TR —1N5EEH AWS CloudFormation iR , HEF@EATHBERNFAERR , XERRAESHK—
ANE] BB 32 1E P 5 i BV i 4R AWS CloudFormations,

FDirectBroadcastSatellitewWbDigIfEc2DataDelivery.ymlA# AWS CloudFormation &
R 5 1E LR ROE 5 B FF 432U Aqua SNPP, JPSS NOAA -1/ -20 #1 Terra B2 Z{L 57 (digiF) 2k
. ©E2E— Amazon EC2 SEHIFAEH AWS Ground Station {RIBIZNRIARY digiF B/ BEIEMT
M AWS CloudFormation &Ko

MR EH K R IMSNPPE Aqua. . JPSS NOAA -1/-20 M Terra , 55 M, £145 : TE L%

(® Note

B LB 5 R E P A Amazon S3 FAE MR iG R 1ZER, LA TR XE Y Amazon
S3 FiE. Fdlus-west-2XEHRBURTEEZHP AIE AWS CloudFormation 4% B9 48 B
X1,

LA EERAUTIHRBEYAML, B2 , BIREFHFHPYAMLISONAE X AT {HiE#E, EFEHISON ,
BETHER. jsoni . yml X4 BEEHRRA,

EFATHER AWSCLl , BEAUTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

BRENEENSHIUTAR | TR AURLHEE TS84T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

A LA A LA T 8542 E 32 & AWS CloudFormation 38 E1E 4k :

LEekRE— 157



AWS Ground Station AriEE

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

ZAEARE LT PRLE Bt 55 2
ZDirectBroadcastSatellitewWbDigIfEc2DataDelivery#EiREFEUA T HM AR :

o FEWFRHIHEMENEZEO- (MBERME ) EREN FMAPRIZEBEMEMEKZIED ( PublicSubnetldil £
RBH), MRBURAFEHNCTFREFRE , NFEEXHM. elastic network interface 5 x<EXEIPH
T EWERRHI,

o EUNEFSEHIEME IP- AWS Ground Station FHEIZFIAIEM IP, XSERETEINEFEHIZ elastic
network 3#0,

o LI IP KBz —:

o ZWERRHISEM IP XER-HY IP EEMEINETSSHIRYRER ( IR PublicSubnetld RIEE ) » X
EESubnetlds| BB FM,

o B EHIEEM P RERAYSEM R EE O - 1P S35 SE5I58 M4 R 4R 488 O By < Bk
( PublicSubnetldfIRE2EE ) »

« ( ™% ) CloudWatch B4t % 85-F FABX 3R AWS Ground Station B /5 %)% CloudWatch B SE#fit %k
B9 AWS Lambda Bi#{. % AWS Lambda BEZCRE 30 3 B ik %145 1E SR U R 2401

o (AE ) WEBHERRAEC2RIE-EMA Lambda AT ASNSE AN EKR A REL L FHEC23L IR K IE
REHET, FEIENR , XAURLSFERA , EFERTESRERRBR.

- HtESHER BN H I E (AquaflTerra ) BIESEDR. SNPP
- HbRETTHREE—HEM A H BIE (Aqua MTerra ) WRE T THREE. SNPP

CEZRLMERTTENENSHE, XLESEEETT LB M AWS Ground Station 3B
55 FH L 4R AWS Ground Station B , B EEREBCWEEITFEAH, B2 , BULBENX
HEARGE B TR =4,

DE,
EUE

X
X

O SUE MR R R A BRAE 2

BERAGETRARENEALERN -2l 2N EREFIMEED, EWRSIRFIER AWS
Ground Station {CEEMEIE Fiw AWS Ground Station RUE X s O BWEKIER. X RERERL R
TRAMEZEE |, S AWS::GroundStation::DataflowEndpointél, B> AWS Ground Station X
BRNEZER , B HAMTLE/ AWS Ground Station 2 ?
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B HERR

BUTR 3RS 7] LAAS Bh 48 £ )R 455 F At AT BE HE AV [R) @ AWS Ground Station.

FH

XM Amazon fRIABIER B R A ITHELERR EC2

- BEBRFAILEDEX R A BBE

- FAILED TO_BX3XSCHEDULE A SR E

 HBEHERR DataflowEndpointGroups K4 FHEALTHYIRAS
o NI EF#HITHEHER

o AR BETEIER LR A THEDERR

Xf 8 Amazon f2iE AR B R A B THEHER EC2

WMRBTER IR AWS Ground Station xR |, MEERIFEAAmazon EC2 R RBIEEEIT , ¥
EERNBRERLET RNARFRSERET , HRIEEHNHBERLAETANAERFNREERSE
¥,

(® Note
DataDefender (DDX) = 2 8 X :F M BB Him 2 N AR FH R~ 6] AWS Ground Station

FRFM

UTHRBRIZELIZRE T Amazon EC2 £4l, EEFIZE Amazon EC2 34| AWS Ground Station
BSRE AT,

SR 1 RIUFEWEC2KHIRE EHE

1. HREIATEREEBRTHEZEAOEKERN Amazon EC2 £6l, FEHAUTISE :

a. TEAWS CloudFormationiZ#|E#R & |, EFEITE LK Amazon EC2 LHIRYHEK,

b. & R AT+ , RiEHE B8 ID” FIHKEER Amazon EC2 £, HRAIFRIUESE
ﬁIJ;E Eﬁu};o
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c. TE“YE D Bl | EBRIEH Amazon EC2 EHIHVEEHE, X &# AAmazon EC2 Bz
HAE

2. EUSHEC2EERFIAYF , BREHIL IHEC2EFRSL FETRES.
3. WMREMZPIEEEZRT , BRENIT T —F. MREHNXFREET , BEAUTEIREZI KM :

« IAREH Amazon EC2 K | EERIRE > ZHPRES > B3,

S 2 BEFEANBERNARFRE

MR EFEHAAWS Ground Station RIE# TEHIEER , FEEME “BEHEER AWS Ground Station 1%
B Br. BN, MREFEAM R DataDefender (DDX) R AR , E4kE&Lthe section called “F ¥R 3 :
R ERNAREFRREEET .

SB 3 RUEBFERNARFRBERST

UPIR A DataDefender EEZIEREE| Amazon FHIEHIEC2, BXREZEFEHWZFNEZEFMES
1HZ[® Connect BI&H Linux 354,

UTRREMT ESSHEF R E AW S THEHRNES R,

1. ITAKRBERDHRRFHEAEZEIEHN Amazon EC2 EHISSH, HRIZEETHMEO 80 UE
& DataDefender Web iF 2 H. U T ERINAERASSHIE Ak O X ThRE B 2 1E #E|
Amazon EC2 34,

® Note
RAFIG < SSH KEY >, <> Fl < BASTION HOST HOST > & 9 B # 44 SSH %4A.

B L2FHE M Amazon EC2 EHIEHZ,

5 F Windows :

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

EATF Mac
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ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o
<SSH KEY> ec2-user@<BASTION HOST>"

'ForwardAgent yes' -W %h:%p -i

-1 <SSH KEY> ec2-user@<HOST>

2. BIX#HH DataDefender 87 ddx B IEEEZETHHIZINIT greping ( E ) RIIE ( IR

— =

DDX ) 2B EEETT,

[ec2-user@Receiver-Instance ~]1$ ps

Rtlogic 4977 110
bin/ddx -m/opt/rtlogic/ddx/modules
ddx/bin/ddx.xml -umask=077 -daemon

THREHETHNIERES

THHEN L TIE A HEY grep (RE ) 5,

-ef | grep ddx

Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
-p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
-f installed=true -f security=true -f enable

HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

TR DataDefender IEEIE1T , BBEZE “the section called “F % 4 : BWiFEHNHERNARFERE
SEERE RN , KET—5,

3. FFi4 DataDefender BRI FAF R

sudo service rtlogic-ddx start

HBEE “the section called “S 8] 4 : WiFEBHNHIER

MREFEAGSE DataDefender EEETT,
NRAEFAEACEE RN , #ET—F,

4. ERUTHTREUNTXMG , LEERENLRE

NREFEEMAE

f1x DataDefender,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note
REXEIHREARN—NELRER , £ S5#VPCEC23EHIFT1E /L 5% T 15 18]
Amazon S3 R T HZENH., MRBEBEREZINXZRBIE , BREEHEC2EHIHY
Amazon VPC MZ£4AiZE , BREIIT 2 LEX Amazon S3 BYiAE,

& DataDefender B Amazon VPC iR BE/FIEEIZ1T , iE#%Ethe section called “F B
ﬂﬂ%llﬂrﬂ%%ﬁ’ﬁ: , 5 S AWSupport B % |, 5

MRERE
4 : &iﬂ££§Eﬁ¢&ﬂEumf‘Fﬁ%zF“BﬁE%%EEEEEES”O
SEMBHERN A EXHKIZA
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FRA4 . BUFEHNBREANAERFRFAREAEEE
1. EMERE[T | BT b HEE dr i A LU T ik SR 5 8 8 /Y DataDefender W& 2
M : localhost: 8080, #A/Fi& Enter,
2. 7EDataDefender{{ Tk Lt , %&#F “HEFHER"
3. MARIRPEREHNR , REERRER.
4. ERBOSIEES |, MITUATRE

a. T “WANfE#” B WAN , BRERE S EELANA .
T

b. £ “WwO”EP , BRENBFERRET RAERFEAWANGE OFE. RIAMBERT , lisOR
55888, %Eﬁ#¥-|:_50

Stream Wizard

=m
&= - = |
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

(1]

Enable Multicast g

> o (G

c. EA#MARTRESP  BREOEFEFEEERRA. RIAMBERT , ltiwOXR 50000, M
AWS Ground Station BRE WK ZIIE /S DataDefender , &G tin O HiZWEHdE, Rk
*¥-F_§o

SR 4 RICHBERNARFRAREECEE 162
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer 127.0.01 °
U 50000 °

€ Previous 3 Next  ([GaRCON)
d WMREEXRTHMAE, FBEIHREFLERET—F, B, BHLAUBERDS IR,

W , BEBREH Amazon EC2 SE4|F1 DataDefender 394 FizTIRA , A BBEBIEW , ATUMF
EUWEIE AWS Ground Station, INREPBRIBRIEE , FBLR Supp AWS orte

HEBRFAILEDEX R A S FE

FAILED= AWS Ground Station 1 E| &M HRE EFE R , RRANLRRRIRSH A, TH
RUET RS HFAILEDERRNE RS , AR HBBHERRBIRER F IR,

(@ Note
AIEEEI T MFAILEDERR NIRES , TEA T HABERS |, §l20 AWS_FAILED, _ =%
FAILED_TO AWS SCHEDULE _ CANCELLED, BXBERBSHESES | 2 Mthe
section called “AWS Ground Station Bx & AR

IE R S FAILED A 4l
BT 2 TTAS B T 3R s AU B 7 T FAILEDBE RRAS Y 2 LB 651 % -

« Dataflow S M FKERE —— AWS Ground Station X F{REY Dataflow i 540 2 8] — P K S P EIE
REGEEMNKRET,
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« Dataflow i S EZR K- AWS Ground Station K& MEH Dataflow i SA 2B AF —NRZ N HIE
TRHEERERRT BB ZFEEYN,

X TFEMABERRRLMERS , BUAEULTRS .

- EBRRFWHBETEZE , BIAZEWE Amazon EC2 EHIE KB,
- BIABRRPEABRERE ARG CBIHELEZT.

BXREEGRNHELRS R , S FEE XX Amazon & xEHE B R A TS FEHERR EC2M B2 .

AWS Ground Station {X¥FAILED F I
UTETESBETRENSIE R AFAILEDEA RS EN B H5 & :

« AWS Ground Station XM R IR &SR AS- AT HEEH Dataflow Endpoint Group EiBiE—NEZ A
BERNBREEANREBEMNRRIIEEIREIRS. AWS Ground Stationtbt RS EFH NEBRELERF
WILRHRRE,

« AWS Ground Station X /3 31 B #k- A T £ £ K Dataflow Endpoint Group £ — N S ERIE R D
BAHBEIMNRESHEBRE , tRREKRFREEZE.

¥ F4EM A AWS Ground Station gent ZIERAMRA , BUGAEUTAHS :

- EBRFHBETEIZE |, BIAZEWE Amazon EC2 EHIEK B3,
- BIANEBRRMRKEHARENBEFERDHEEZET

o WIAMRERARFEF Amazon EC2 SEHIEEBKREREMN 15 W XXM, X HREIEMT 2B AT
iB[| AWS Ground Station3R &R %

BXEEGRNHELRS R , S FEB XX Amazon & xEHEH B R A TS FEHERR EC2H B 2.

FAILED TO BEXZESCHEDULE A 523§ R

2 AWS Ground Station ¥ FE M HRE B A REFZERER |, BRERARLL FAILED_TO_
SCHEDULE R4 3R, M FAILED_TO_ SCHEDULE RAERMEXR AT LiEFerrorMessagei?
HEMESELE, AXBRRKRRANEEL |, 55 DescribeContactAPl,

THERM T eSS B FAILED_TO_ SCHEDULE B RMERAHI , AR B HEBRB RIS IR,
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"creationTime": 1000000000.00,
"enabled": false,
"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",
"name": "Example",
"priority": 2,
"status": "INVALID",
"invalidReason": "METADATA_INVALID",
"suppliedData": {
"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",
"version": "ephemerisVersion"
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