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RECESZLBRG 2N IRBABARBERZRMAIEZIT. BHX Image Builder AWSTOE f{AfE A EEH
HHENEZER |, FSEEA Image Builder A4, BXOIBAHS AWSTOERHMAESR |, F5
¥ AWS Task Orchestrator and Executor A E 25,

BR 450300 34

ERBRRAREGZE , B LUER AWSTOE MHAHRKBIERE , HERERMEIEZET.

BE , 8NNRAFHE - YAML AR, XA ENERIA, i =3 6 S A T R,
AWM ALERATEIN R ZHF X4 REFER T , AUERREREXFNEMESHFEZN A=
B3, BRHRSABERNALE R Wi TBEFHEN AR ETH (Flm, S5, @R, Nt =5
MR R R EEE ) o

Semantic MR A2l

Image Builder /& L RAZHRAL[FRABRECNERHE— ID. BEXRAFAETEITL :
<major>.<minor>.<patch>/<build>

RN =MD EE , FETUAREREXLE.

HRAEFHEEEFT PN RN Amazon BREBF (ARN) F , HEHERTEZXNR , WA

1. ThRZA ARN F1E# ARN EEATHT KSHPEITEEREEH. TREATLER , EAREENER
&, Bl x.x.xo
2. lR4x ARN REBI =M1 &: <major>.<minor>.<patch>

3. ERA ARN 2EFAEMT R , EMEANREERAFNEFELE,
DE  NTFRI=ZATR , BUUASEEWERKE (2EF) , SIMTTINWERR 27301 5
1073741823, MRGAAER S B3R A ERIRAS 2 B 45 56 1N 11 Ko

B B EARSTIETRIBEERNEMABFER. 0, BUUERRERAER (Hln
1.0.0 ) A HA ( fIan 2021.01.01) o

W BETE RAES , SAURERERBRES (x ) BEAREEEERREA 4ot 8 ERFTHR
AETR. HEMATRPEABESN , B-—MEEAFAEANHAET QLA 2BEL,

BN | AEUTHEIIRA : 224, 1.7.8 M 1.6.8 , FABERFERRETLFEUTER !

RGN 1 10
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* X.X.X=224
+ 1.x.x=1.7.8
*1.6.x=1.6.8
X.2.x B, AFETHIR
1.x.8 T8, AFLETHIR

T IR
BIEEER |, BRIFFRAUATZRYE , BT 242 Image Builder A PRI IR -

- B EE TR 022G a
« HEM Image Builder #H| &R L PEFRETEERN
« L{RM API 5#& AWS CLI:StartimagePipelineExecution=3& 1T LA F{E— & 5 A Createlmage

UTHRERRERGREIEDCIEDN
AMI REEE

« EC2 XHI ( ImES1E )

« EC2 45l £#Y Systems Manager Inventory Bk ( 215 EnhancedImageMetadata 25 A , &
& Systems Manager State Manager )

« Amazon EC2 AMI
« 5 Amazon EC2 AMI <BEx#y Amazon EBS 1R

RBEREEE

« 7£ EC2 =4l £i=21THY Docker BES ( IMEH%E )

« EC2 45l £#Y Systems Manager Inventory <Bk ( 215 EnhancedImageMetadata 25 A , &
& Systems Manager State Manager )

« Docker A 2SR5
* Dockerfile

BIRBRGSE | FTA I B SR AR 45 BR o

BRI TR w
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VAN
pali

EC2 Image Builder AI SARF AMI SR B[R G 5 K EMEA AWS XiF, BEFEEFEECERATERES
WK~ R EEN SN XE,

T AMI BB | SR BE X AMI SRR IRS AWS Tk B £ 0 B OIRM AMI E 5
EC2 X4l. AIf , BANBHGREHIE, VMERSHEKSHT. NREF AMI 5 KBRS
HHEMISERHIR , BHRRHEERS KT AMIBIFTA XS ) AMI,

238 ] LAGE A S8 9 AWS Organizations i X B¢ G ik P SEpEfR &I, FH REEFEAC#HEBR SR AMI
BaIEbl, BXREZEFEL , FSHAWS K- EENALAPEE,

E#E A Image Builder ##H| 8 EM BN D EIRE , HRR SIZMOMEE S RA (265 ) = ERE
il & B2 R B B BR L 5 MRS BB TRIRAE.

*\h\\
HERIR

ESHMKFREEMKFASEZAHSF. BHHE B AWS Organizations , EZH#HE = EC2 Image

Builder %R

aM

#F CIS , EC2 Image Builder £/ Amazon Inspector iF{&5itE, RAURFTHFERESRNEAM
FRAERER. Bl , Image Builder 21FEENAMB A G EME, RIEXH CVE, AHEBRMEZENZ
BREZFZBIE. Amazon Inspector fEAMIRAH4RE | BRI LUEFRFERFMEEHWREE S+, Bx
89 Amazon Inspector WEZE R , 25 (Amazon Inspector BF¥ERE) . H T# 1Tt , EC2
Image Builder {8 STIG #{TRiIE, BHX&EiT Image Builder 28 STIG AHHNTRIIR | S

%] Amazon ¥£& EC2 Image Builder By STIG 52t H k. BEXEZEE , iESHCenter for Internet
Security (CIS) E#,

B 12
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Fr 4 {EF EC2 Image Builder

RERFHEBEMEA EC2 Image Builder RIZREEERFH AMES , LEXREFEHEZBHLREE
ERAREE.

AES

- FRFH

« 118 EC2 Image Builder

- £/ EC2 Image Builder 2% & @SS EREEE

- {£/ EC2 Image Builder ##l5@ S 0| E B RMREEE

TR

I F £ A EC2 Image Builder B|EZMGEEBH U T AR MY. RIESHEURA , MEXBENEEREEL
REMH,

EC2 Image Builder [RZHEKXAE

EC2 Image Builder fEARFZHEXBEAREZBEM AWS RERFNR. BLEFILNERSZHEXA
., LM AWS HEEH A, HAWS API 85— Image Builder # Rt , Image Builder £
BOIRRSHEXEE, AWS CLIEX Image Builder EIEMW K RO ZRSHEXACGHNESEE | F
2 #H EC2 Image Builder RS XA,

FeiE &R
« Image Builder 1% AWS PrivateLink, X Image Builder Bt VPC KixTH AMNELZELR | FS

%] EC2 Image Builder # 0 VPC % & (AWS PrivateLink).

« Image Builder A TR SRR EGH L6401 EH BB M i RN RS 88 AWS CLI M Amazon S3 T#
BEsE , T LAM Docker Hub i E TS EMMREG ( MREA ) . Image Builder EFMNBESEL
7 H3REX Dockerfile , X EN B HEFE. AWS CLI

+ Image Builder i F#Z2BRG Fiz 17N B9 B A E XA 18] Systems Manager RS, ZEERE
RTFEWIRERS

EEREMBREBNRERER , FEARSEMREIRFERSATENEDF,

TR 13


https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-service.html
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Linux

¥F Amazon EC2 Linux 3Efl , #0R 55k 2% Systems Manager {32 , Image Builder 2 £ &
] ERFZRE , HECIEBMGIREBR,

Windows

Image Builder T&7E Amazon EC2 Windows Server #23% 4l =% % Systems Manager X,
MR ERRGRTNZE Systems Manager VB |, M AMMWRRGZ 6] | EXF EFHh =%
Systems Manager , A5 M SE6I 8122 #7HY Bt R4,

ZE £ Amazon EC2 Windows AR5 8835l £ F a1 &% Systems Manager 32 |, i AWS
Systems Manager i P8RRI Windows fRF 88 EC2 324l EF3) &% Systems Manager
K,

RenlrfEE ( RBRMREEE )

XTRBREEE , BAELTERAFHEEERBHFFEEDTH Docker BEREVECE. 7 Docker
RGOIRRRE S 28 , BYUALLIEBIRFREE,

Image Builder £ Amazon ECR fEN EASBEH B inF#E. ELIE2 Amazon ECR #iFE |, FiR
#8 Amazon Elastic B85 MR A P IEm P W 8217 ErriR SRt 1TR1E,

AWS Identity and Access Management (IAM)

ERBIBE XA REH 1AM B B4R REITREF SN ERMU A4, HFFT IAM BEXK
B B H0 2 & SV ES B SR ERRY IAM A

» EC2InstanceProfileForimageBuilder

« EC2InstanceProfileForlmageBuilderECRContainerBuilds
« 5% SSM ManagedInstanceCore

MRAEBEEAFTICE , FEMRERETEENKFIEEXHMXMERBIRFER
(arn:aws:s3:::BucketName/*) B s3:PutObject X PR, %40 :

{
"Version": "2012-10-17",
"Statement": [

{

BRFHEE (ARREEE) 14


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/repository-create.html
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"Effect": "Allow",
"Action": [

"s3:PutObject"
1,

"Resource": "arn:aws:s3:::bucket-name/*"

Bt o0 SR B
LT SRR S BT IAM REEF IR IAM B LUER T ER R E,

BEF AWS EEEGA HITH IAM #2F|& |, Wikl https://console.aws.amazon.com/iam/.
EEMSHMERSP |, i£#F Policies ( K ) o

& F EC2InstanceProfileForlmageBuilder 5% % B % &

ERERZINTMBENS , RAEERBRETRIIRPERFMH N,

R EM N REAY IAM BB AT,

1% #& Attach policy ( M INZERE ) o

XEC2InstanceProfileForimageBuilderECRContainerBuilds 1 AmazonSSM
ManagedInstanceCore BUSRE & £ 3-6,

N o o s~ Db -

(® Note
MR EFNMEEA Image Builder SIZHVBRBREHEI S — Nk, WAREFTE B R0k
FHelZ EC2ImageBuilderDistributionCrossAccountRole At | HiF

Ec2ImageBuilderCrossAccountDistributionAccess Kl RERBH N ZAR. BEXESZE
B, 55 H=E EC2 Image Builder &iR.

518 EC2 Image Builder

Ea L BEE AT REZ— & EC2 Image Builder,

« EC2 Image Builder #£#| &2 &R HE. M EC2 Image Builder #Z& &,

« AWS Command Line Interface (AWS CLI), &AILAfEA AWS CLI 3kifE AWS API 1, BXE
ZER , B2 ® ( AWS Command Line Interface FIF3§8) R R E AWS S {T5HRH.
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https://console.aws.amazon.com/imagebuilder/
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- AWS EAT SDK T E, ZAILEAAWS SDK M1 TEBEE HENES HEFMEE Image
Builder,

£ EC2 Image Builder ##| & @ S 8| Z2REGEE
THEFSISEEANERGEEEHFHANSCEBEE , IMENLEY BE X EC2 Image Builder
G, NTHPEESRMERXESR , REQERARETANERARINRE , RIS TESD .
BIBEMREEE TR

- SR1 . EEEEFHAREE

- S]R2 . AERERS

Y

- B3 ENERIZMEEE- A%
« PB4 ENHEIRE-TE

- F|5 WK

- SRo6:BE

S]|1: BEEEERARGE

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2 #14 .
2. EFHLIBREE , FiERAEREGEE,
3. EEHNHDH , MALNEBEENR (XF ),

® Tip
WER T HEBRERIAFTE. VHERAHMEMBREGANERYE , BFEREFER
PN

7Bho0

4. HEERITXIED , EBUURE TRETNIRINME, HEE , RIATRI P E R X258 R 73 et
B (UTC)o BX UTC HEINEZFERUARBEREMENENRBE , BEANKXEE-2 35|
Ro

M FHRBIEFIRE , EE#ERun pipeline at the scheduled time if there are dependency
updatesill, HIRBERUBNEEEFRUBZIREEH. NRSEEH , ©HRIITRINE
BWE,

BIZBREGEE (AMI) 16


https://aws.amazon.com/getting-started/tools-sdks/
https://console.aws.amazon.com/imagebuilder/
https://www.timeanddate.com/time/zones/
https://www.timeanddate.com/time/zones/
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® Note
NAREWEEESEMRANGKBMERMNGE | B4 EMBRENAHFERE
N hRAIEE] (x.x.X)o BT #AEX Image Builder ZRMIBLIRAZEHNESES , F5
¥ Semantic MRA<32= 4,

5. BEHERMITT—IER, FAET D,

HR 2 EFRES

1. Image Builder B 7 — T HIIANERRNBE S, BRERAN , HEFCIEHE 5ET
2. HEMRERE-T , EETIDBHIIRREG (AMIETEL 62 4L KM 5B AMI BREGEE,
3. EEM—T , WmALLTHEE :

- HERIENEIT BN

o MRA-BHVEL S ARAS (AR <major>.<minor>.<patch> , H & major, minor 1 patch &%
B). Mt A BELL.0.0FF %,

4. TERBMGE—TH | REBERMG, RBBRERS (0S) MRERFENWERIAE. XSER—H
Amazon BIEH Amazon Linux 2 AMI 53R | &M Bt 4T E Al R GIE %,

a. MBEEBMTHIIRSP , ZHFE—ITREK
b. REBENRFZEFETNIRIAE (EARKIMBO ATRBERGERE ) .

(@ Note

B iR B A AR AR Y BB B AR R B SR AR, SUR I B 3 it Rl A f 3 I
E#. ET#EX Image Builder BRIEIRFEZEHNWEZFEE , EZHSemantic
RRA I
5 HEXPIEE—T , RE Systems Manager REMNERIAE, X2FH Image Builder I M izt
SR ERE Systems Manager RI2 , LUEE IR G R T E Systems Manager K,

EAHREY  FRAFPBEEZE, HEE3MEXHIN , Bt AER X URMEZITH
WEIBEHAE, BR , ELE K Image Builder ATEERMMEM @SS , LLBR L% Systems
Manager. FAEN , BFHRREHEMRGR LEMERLET Systems Manager R , EEFHZ
KWARSEERAFPBED.

S 2 %FEERS 17
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6. HAH—TH , KHAEDRE-NMHEAH

EXEE % — Amazon Linux ERF , B LUK TTE LS EESH. FRAELAN D TEANK
ERATEMBRGRERSNWEMAG., SFEUUERBENAY  IEFERAHEERCEBSH
A4,

EAXRYREF , FRE-NMEASKHREENREN Linux WEH , TR :

a. BUEERMIFHZREDHALF update KFELER.
b. % update-linux EAE I EIEIE,

c. MTRD , EEEAHIIRNELA , EFL2HRT.

d. REMAEZFEIHERINME (ERZFHNATHEMFRE ) .

® Note
BEi% & AT B R IR B BB X I B R ARAS R F |, LA B 3h TRl B 4 i T
E#. ETH#EX Image Builder HIRMIE L RARIEFINEZER |, S Semantic
WA 2 5l o

MRBEERET EARMASHNEAN  NEATRELEXEEIXESH, THERREZSH.
BREAFTERBASBUREESPREMASERNESRES , F5H £H EC2 Image
Builder 53 AWSTOE A#4Z ¥,

EfEEFAN (k)

MBEERTZNAKEIESEMRGF , MTATLAER drag-and-drop R#EFENEFREEI R SAE
HESEPRERNETINF.

® Note

CIS fnfE4A#ARETE Image Builder 75 VPR AL HEFHM. CIS MEIAHKBLARRE
BT, D REEN IR X SR R EOE 1T

1. M LR EATHAHSIE,
2. %9 update-linux-kernel-mainline MEBAH ( HEEFENEMEMEAL ) HEERE,

HR 2 EERS 18
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. MTRHFEEAHIIR , EFINEDERIMNER.

4. FIRMWAHAET 2B ERAEFIREMASIHRE, ERITRAESIEI S H A S B
RE , IUERFREREEMBZ LN L. ERFAMBETHGFNIERE , ATAXATNITH £
BRI FF X,

5. EBEHP MM AF@LRE T3 AE XA BNZEITINF,.

6. EMIER update-linux-kernel-mainline A4 , EBMNABHEN A L HER Xo

7. EE L —SHIBRETREDRMNEMEAH , RiEH update-linux A,

7. EHRERITT—NIR, BEBRT—F,

HR 3 ENEMIRE &E- Ak

Image Builder &M IKF P E3) EC2 3541, LEEXMEMZTRIEN R, EMiRERERENEN
B AWS K BREPFEENFETHRMEEEMREFRER.

EEMIZEEE—TH , BE%RTMBIAN Create infrastructure configuration using
service defaults. XFEBIE—/ IAM SEMXBRAEFIEEXH , # EC2 WEEN %
BIARGEELNREG, EXEMRERERENESEE , i55H (EC2 Image Builder API &
#Y) CreatelnfrastructureConfiguration 9,

EARYRES , BITRERARIARE

® Note
EEERATHRE VPCH TN , BULUEECHBEEXEMRREE , T UERACZ012
MR,

- BEHEWITTI-IER, FEET—F,

SR 4 EXDEIRIE-TTE
S ERBSERE AMI 5, ATNBOREXDRE, BHRBAR AWS K- TUBSH H AMI
WEARMARE N (OU) AR TR E,

EPBIEE—TH , BEEDBIAN Create distribution settings using service
defaults, MEIMLFHE AMI ZEISHETXE, BXEESRRENESFESR , TS REE EC2
Image Builder 7B i iE o

SR 3 EXERIR G E- A% 19


https://docs.aws.amazon.com/imagebuilder/latest/APIReference/API_CreateInfrastructureConfiguration.html
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EAHESR , BTPREARIANRE,

BERERTT—INIR , BRET %,

S5 T

FR-—TEREEENARRE, BERBEMASE-—THNER , FARUTIR-—THAELANE
BiRH, flW, MRBEEREERN , FAESR 1 EEFAGER TP A LANKRBIERAE.

1. BEERER  RRUEEEKRGZENEE,

2. WMENARRATERE., EMRWEE, FESNEEMEE , BUTNEREREEZKRIDHEK
MHHE, EEERFNFAGE  SR/RERNANT , FRAREFFAESR.

3. EERFNFARGER , EABINSMERTERFRREREFTAXEMBR RN FAER.
plan , EEFFEENHARGE , BNSMERPEARREEE, MRLEKY , WENHEEN
ENERGEBIIRF,

$Be:FHE

Image Builder RERBER—4 , FEEHLEY , LUHEPBERIAENRE , HEFERIRZ DBER
TREARES. BFLEBN A TR ZN G RFRRTEE. BN , BARSTEXERR , RE
BUFERElNAR. B, TRt TFEERET2MEREN].

® Tip
39 Bf LE TE I BR R TR A BRI 5B iR |, B IER IR TIRFRIBR IR
1. RGEEE
2. B&E A

3. RA TR FIR

EBRENTHRGRNAR , FHITUTHR
WEREE

1. EEFHEENKF TRZNMREEN R , ANSMESTERREEE.
2. SME BEEE UH , REEPERBRNEERMRZILNEILE,

HUR 5 T 20
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3. EMEGEEERMIBHIREIEF | EFEMER,

4. EEWAMG  BEEGHA Delete , RELEMS.

T BREC 5

1. EBEFELNKF TRENRSSIR , BNSMERPEERERS.

2. EEBABMELNEEELNEREERBROES.

3. HEMRGEISERTNBHRERES | EEBRE S

4. EFEWEIAMBR , BEEDRHA Delete , RIFEFHIER.

] B B A i pE B

1. EEFELNKF TRENEMRERESR , SNSEMERPEREMIZREE.

2. ERBEEAMBZINEEESLEREERRHEMENEE,

3. HEEMIRMEAEEMRMINES , EZHER,

4. EEWEIAMBR , BEEDPHA Delete , RFEFRIR.

IR o B IR B

1. EEEEGNKSTURNSRLESE , AASHERTEEIRRE.

2. BERESHBLNEHELRELN FUR BN HRILE,

3. EXEREERMINE , EFMER,

4. EEWIAMER , EEESHA Delete , RiFIEFEMBR,

i BR SR 45

WREN T SRR EART OB EEHIROF ARG, FHETATEORRE  BIRE

HMEITY , BEREEEUREELIY T EBHNE , £EEE1T,.

1. EEFEENKS TRZNBREIIR  SMNEMERFRERSK,

2. WNTEBRNRE  GERBRERA. WP FBREEZRATE,

3. EAHPERRNEMEGNRAZINERE, E—RXATUERSNRERE.
4. FEBREWEIRAERAITE , & FMWERRA

TH6: BE

21
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5. HEWIAMER , BEETAA Delete , RFIEFMIBR.

£ EC2 Image Builder BH &R S0 EZREREE R

FHRNS|SEERUERGEELRHARSCUERZEE , LWEN4Y BE X EC2 Image Builder
Docker B, N T HPEERTRZXLESR , REXERARETANERARINEE , FHBHI AL
il

BIERGE B THER

- SR EEEEFAGE

- $|2:EE/BS

- ST, 3 EXNEMEHEREE-TE

- R4 BENFEIRE-AE

- S|RE5 FK

- SR6 .58

S| BEEERARGRE

1. $TFFLF https://console.aws.amazon.com/imagebuilder/#y EC2 Image Builder ##|&

2. EFfROIEEE  FERUERGEE.

3. EENMBDP  MALNEEENR (LF).

4. HEERUTXIES , BURE ITRIEMAERINE. FEE , AT P E RN XZEADER

[ (UTC)o BAx UTC REAINEZFEREUREEREMENXNFRBE , BZRNXEE-£3K5|
Ro_

M FERBIEFIRE , FiEERun pipeline at the scheduled time if there are dependency
updatesilil, HIRBERUBNEEEFRUBZIREEH. NRSEEH , ©HRIITRINE
B,

(@ Note
NEREHNE B RTEIR B A I E MG E | B4 E ARG A 4 E B
SMARARZRE (x.x.X)o BT f#EHEX Image Builder BRI IRAZBEHNWEZEL |, F5
I} Semantic MRAN3E &,

B MG EE (Docker) 22


https://console.aws.amazon.com/imagebuilder/
https://www.timeanddate.com/time/zones/
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5.

\

N -

o

BERERTT—INIR , BRET %,

SB 2 EBRER

Image Builder &S — T HRMINACRATE S, BREMAR | IR IRME 5L,
=]

EMGER -7 | %&#EDocker GETIABIE —NBREE , ZEENEMK Docker MG H TG EH
2 E R B FRX 1A Amazon ECR 12,

EEA—T , WAL T HEE :

- HERIEHEIT BN

o MRA-BHEL S ARAS (A% X <major>.<minor>.<patch> , E /& major, minor 1 patch &%
BH). fEAEELL. 0.0FF %,

ERBRGE—Th | REERRBRG, BEGIRERS (0S) MBMEFRNERIAME. XE2ER—1H
Amazon EEM Amazon Linux 2 BEFRGFIK , HEMNPHITEMBRGIER,

a. MBRBEMHTHIIERS , EF—PBRE,

b. REBEIIRAEBEHIETNERINE ( FARFHWATRBRERSRE )

(® Note

BEiR B AR R B IE T E R AR R R B ARAN IR &, AR B 3 it R VRl 49 R 1
E#. BT #EEX Image Builder BIRE IRAZFINEZFE LR |, S Semantic
RRAS 2R,

A —T , BAMEDBEE-NMIEAH

EERAH— Amazon Linux HIRF , ELRETH LY HOAYE., FRAE LA D TTERERK
ERTEMBRGRERENEMAHE, BB REBENEAY  NECEHAGEERVUEECH
A4,

EAHED  FRE-NMERASHREEIMREN Linux WAHS , TR :

a. BEEERNBHEREPEALE update KIFELE R
b. &% update-linux MWEHEHNEIRE,

c. MTRDY , EEEAHIIRNELA  EFLHRT.

d. REMAZFETHNERINME (RSN ITAARRE ) .

HR 2 EERS 23
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® Note

i B W RAR SN EBXNIEEHHERIE LRAES , S B 35 1T/l 49 I
E#., ET#EX Image Builder BRIBEIRAEAEHHWEZEER |, ESHSemantic
RS 22 %1

MREEERET ERAWASHNEAN  NEATRELEXEEIXESH, FTHERREZSH.
BRELAGFERBASHURERESFREMASHNESEE , 55 KR EA EC2 Image
Builder &3 AWSTOE A#Z .

EFHEFAH (TR )

MREEETSNMAHELESERGEF |, MALER drag-and-drop BAEREMNEHBESI N EMNE
I REF NEERIEITIRF

® Note

CIS fniEl4A #AREfE Image Builder B 75 VPR AL HEFHM. CIS MEAHKBARRE
BT, SR EEN & X 1880 H HH R BB 1T o

1. M LR EATHAHSIE,
i%H update-linux-kernel-mainline ¥ZEAH4 ( FBEFENEAHEMEAH ) WEIEE,
TR EEELAHIR , EFINELERIMER.

MAMNAH TR BT HARAES, BERITRARHIADT , o UERRAZ GRS LAY
Bk, AT BAKRAMIT T £ BRI T X URTT AR EL R RS,

5. BEF—NAH |, RS0 LG TS E XA HHIETIRF.
6. EMIER update-linux-kernel-mainline A# , BMNAHENH LEHER X
7. EE L —SHBRETREES AP EMEMEAH | &P update-linux A,

6. 1E Dockerfile ik —7 , EBFEARHIET, BERFBFEH L THBEXETELR , Image Builder 18
EAFERERIZHENERERIMAE,

R

ZINER T , Image Builder £ Dockerfile RERT L FTXEE,

S|, 2 ERES 24
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Parentimage ( 21E )
EWER  HWTELBIT IR FHNERER,

Hlan -

FROM
{{{ imagebuilder:parentImage }}}

R (MREETAMH , Wy4ED )
LA ERHE AT NS T AR EIA,

fHln -
{{{ imagebuilder:environments }}}

A (AL )

Image Builder ST RBRE S P EENHHNWENMRA4GRAR, XNEELAKRIE
Dockerfile FEV{E{AIH 5 , MEREZTEZ G,

Hlan -

{{{ imagebuilder:components }}}

7. EENRFHEE-T  BEEFANTHELRZH MR Amazon ECR F#EFER. FM#ERE
TEsTXE (XE1) FoEEBNRIARE.

@ Note
EpBzl , B EEELSAEFET AR B8 XER Amazon ECR H.

8. EHZPITT—INIR, FRET—F

HR 2 EERS 25
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S 3 EXEMIRHELE-TiE

Image Builder &K F/E3) EC2 K6 , LBEXREMSTRIEN K. EfiREEERENEY
B AWS K BREPFHEENFETHRIEEREMREFRESR.

EEMIZBEE—TH , BEERBIAN Create infrastructure configuration using
service defaults, XFRIZE— IAM AERXEKNEFIEEXH , HUEXHIAXREEEZNASE
Mg, BETUGEBCHBEENEMRERE , SItAESENRE, EXEMREREERENES
f§8 , 52 EC2 Image Builder APl % CreatelnfrastructureConfiguration #9,

EAHESD , BITRHEARINRE,

- BHERITTI-ISR, FEET—F,

SR 4 EXNDEIRE-TE

P EI%E R B AR XEH B FR Amazon ECR F#EB AR, i H Docker REFGHBEENXEHIE
EH Amazon ECR 1 EH,

EPBRE—THF , ELETBIAN Create distribution settings using service
defaults, WET A4 H Docker MG D BB SN EEZITXE ( XiZ 1) WASEHHIEEN
Amazon ECR Zf&E. MRE%ER Create new distribution settings , M AT LA & 81 X5
) ECR 78 , HAME S XiF#1T5 8.

EAHES , BITPREARINRE,

- BHERITTI-IMSR, FEART D,

S’ 5w

FR—TERNEEENTIERE, BERBAMAE-—THNEE  FARUTLSR-—THELANE
BiRd, flW , MRBEREERN , FRAESR 1 EEFAGR TP A LANREBEZA.

1. BEERERE , ARUEETEKRGEENEE,

2. WMENARRANTERE., EMBEWEE, FESNEEMEE , BTN EREREE 2 RIDHEK
MHHE, EEERFNFAGRE  SR/RERNANT , FEREFFAESR.

3. EERFNFARGERE , EALBEINSMERFEREFRREREFAXEMR RN FAES.
plan , EEFEFEENHARGE , BNSMERPEARREEE, MRLEKY , NWENFHEEN
ERERGEBIIRF,

SR 3 EXERIR G E- A% 26
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HP 6 FE

Image Builder RERER—# , EEEHEY , UHPEXRIMENRR , AETERR 2 HHWER
TREAES. BEFLEHNRN TUNRMIRN G RFRETEE, B0 , ETRLKSIEXERR , AR
BUFERElNAR. B, Tt REERET2uREREl].

® Tip
B LE MR A R e BRI 4R iR |, FERRERUTIRERERER
1. REEE
2. RBLH

3. IBERRN AR

ERRENTHRUENTR , BHRITUATIR
W EREE

—

EEFRELENK, TORNMREES R , ANSMESTERREEE.
2. SME BEEE UH , REEPERBRNEERRFZ LN EIRE,

3. EMEEEERMEPAVRERES | EFEMER,

4. BHEWEIAER , EEEPBA Delete , REEEMER,

MERBRRE S

—

DZEERELZNKF TOENBRE AR, BNEMBEERFEERSERS.
ERE S AMRE U EIRE UL R EMRAE A

RSB S ERTABARER LD | EERBRES.

EEWEIABE , BEEDH A Delete , REIEFMER,

> b

il B EL At iR e B B

1. EEFEENKS TEZNEMRERESXR , BN SNERPEFEMIREERE,
2. ERREEMZEUNSEESUEREEMRHEMBEEE,
3. HEMIREEEmMARMITE , EEMER.

TH6: BE >7



EC2 Image Builder ArfEm
4. EBHEWABER , EEESHA Delete , REIEFEMER,

i BR 5 B iR B

1. ETEFELNKF TOENIBERES R , BN SMBERPERIBEIRE.

2. EREBREEMZINEEENERENEAHEVUNEN I EIRE.

3. HEFEREERINED , EFMBR.

4. EEWEHAME , BEEDRH A Delete , REIEFEMER.

il BAR SR 45

BREUTTRUIEZRECHBEMNAEETETUENMERSE. AUBTATEELIEMEG , BRIFRBE

MEITY , BEREEBUREEY T 2BHNETE |, FFEETT.

EEREENK, TRIZNREIIR , FNSMERFEERER,

X T EBREREG | ERREIRE, HaH R TRERERARTE,
EPER RO EMERGIRAZ LN EEE, E—RATBUERS MR,
RS ERARAE AR TSR , &M BRAR AR

HEWHINMER , BEETRA Delete , RFIEEMER,

o kb w0 bdp =

TH6: BE
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AWS Task Orchestrator and Executor A& 88

EC2 Image Builder £ AWS Task Orchestrator and Executor (AWSTOE) M AR FREFEXN T
ERE. BRRERENNXENRE , MEFRERDE, LNAEFEENSTEAEFHMEXHEE
A,

HTFER—NMRUMHNNARE Bt , EFEEHTINNRSRRE, EAUEEAERRENAR
#IZ1To

AFS

« AWSTOE T#

- XEHHXE

- FFHREEA AWSTOE

- ERFERALAHE AWSTOE

- AWSTOE A# B N IRIEER

- BiE AWSTOE Z1Tn SR A

« &R T Windows K Distributor 34 EEH 4

- CIS Bm{taH

« Amazon ¥%& EC2 Image Builder #J STIG 581t4A 4
- AWSTOE "5 %E

AWSTOE T &

ELREK AWSTOE , HkFREATENERT L AN TEEE, NREEEZRSH VPC RAHETR

( 5130 Image Builder ) , MiZ & i1 A B E L LiHT SRR , P afE1HE S3 7 it
1T AWSTOE THHNR. &N , BAWEMNREFINF T ET 5| SHA (bootstrap.sh) H&E&R
AWSTOE NMARERF. BXEZER , HZH I Image Builder 812 VPC i 2 KB,

/A Important

AWS [EEZFEUER TLS R4 1.0 M 1.1 %K. EihE S3 FEM#EIT AWSTOE T , &
HE P ImRELER TLS RA 1.2 HESHRAE, AXRESEE , BTZRHAWS hBEEFENE,

AWSTOE T# 29
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R

386

AMDG64

AMDG64

ARMG64

¥4
AL 2 7 2023
RHEL 7 #1 8

Ubuntu 16.04, 18.
04, 20.04 1 22.04

CentOS 7 1 8
SUSE 12 # 15

Windows Server 2012
R2. 2016, 2019
2022

AL 2 # 2023
RHEL 7 #1 8

Ubuntu 16.04, 18.
04. 20.04 1 22.04

CentOS 7 1 8
CentOS Stream 8
SUSE 12 # 15
AL 2 1 2023
RHEL 7 1 8

Ubuntu 16.04., 18.
04, 20.04 1 22.04

CentOS 7 1 8

TRz

https://a

wstoe- <region>.s?
s.com/latest/
linux/386/awst

oe

https://a

wstoe- <region>.s?
s.com/latest/
windows/amd64/
awstoe.exe

https://a

wstoe- <region>.s?
s.com/latest/
linux/amd64/aw
stoe

https://a

wstoe- <region>.sZ
s.com/latest/
linux/arm64/aw
stoe

=~

https://awstoe-us-
east-1.s3.us-east

-1.amazonaws.com/
latest/linux/386/
awstoe

https://awstoe-us-

east-1.s3.us-east

-1.amazonaws.com/

latest/windows/a

md64/awstoe.exe

https://awstoe-us-

east-1.s3.us-east

-1.amazonaws.com/
latest/linux/amd64/
awstoe

https://awstoe-us-

east-1.s3.us-east

-1.amazonaws.com/

latest/linux/arm64/

awstoe

AWSTOE T#
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%14 Fa
CentOS Stream 8

SUSE 12 # 15

XX

AWSTOE EU T XX FHEN M NAERF,

AWS X1 & F

EERER (H#HZBEM )
EEFRE (BEFRILMALER )
AWS GovCloud ( EEZFRER )
AWS GovCloud ( EETEE )
XEREE (JLmAERL )
EXEAEER (HBRM )

IEM (FTER)

WAHX (&FHE )

WA X (KR )

TA#X (BR)

A X (F3R)

TA#X (BEAUE )
A H# X (AN )
TAR#X (KR )

TRz =~

AWS [X 15
us-east-2
us-east-1
us-gov-east-1
us-gov-west-1
us-west-1
us-west-2
af-south-1
ap-east-1
ap-northeast-3
ap-northeast-2
ap-south-1
ap-south-2
ap-southeast-1

ap-southeast-2

XX
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AWS X & F AWS X1

0 A X ( FEDDE ) ap-southeast-3
TWA#X (FRR) ap-northeast-1
NEX (HE) ca-central-1
Bt X (E=R1E ) eu-central-1
RO ( 7RER ) eu-central-2
RRoMih X ( HTESREE ) eu-north-1
RO X (K= ) eu-south-1
BN ( FEIELST ) eu-south-2
Rt X (BR=E ) eu-west-1
ROt X (2K ) eu-west-2
Rt X (B3 ) eu-west-3
&5 (HFhgEx ) il-central-1
R ( PBkES ) me-central-1
IR ( BHR) me-south-1
EEM (ZRF ) sa-east-1

FE (JER) cn-north-1
FE (TE) cn-northwest-1

FafER AWSTOE

AWS Task Orchestrator and Executor (AWSTOE) M AREFE— MM ARRF L ATEHAHEN
BENGIE, BIFMZTHS. AWS RESTATF AWSTOE thATERRE. ZERM. BRREERE
AN AR GRAIEE

FriaME A AWSTOE 32
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HRBUT SRRLE R AWSTOE RARFHAERERT.
UF AWSTOE ZR THIIE R

AT NEEET Linux F Windows BIIR/ERSE AWSTOE ERIFRETHHN AR MNHERRE,

FIJ
o 7£ Linux E¥IF AWSTOE REQZXH
« £ Windows L£IiF AWSTOE ZE A THNZEH

1£ Linux £¥iF AWSTOE 2 X &
KEBNEBEET Linux WIRERS AWSTOE ERIITRETHNBERMENHERE,

FTRATEIM Internet THNARERF , RMNBEUERIERGRBENT D, FH , FRENABRFAR
WURBERMERRIRR,. FERFPLETRESHHREHAHMTEENABHNARFRA,

MRGERTAETITNSREHEEERT AWSTOE WG CEERRIRR , BREZTREXH,
MR , BEBRR AWS Support . BXENZIFERITNEZFEL , HFZSHAWS Support.

AWSTOE ETF Linux BVIRERSZH SUHEEAGnuPGHIRSEI Pretty Good Privacy (OpenPGP) 4%k

FEEAMAERITER. GnuPG ( BFFHGPG ) BEIHMFEEREFHRIEMNTEMRLE, Amazon EC2
%% TEAATRIT FERE Amazon EC2 CLI TEMAANZ R, B PGP M GnuPG (GPG) ME 1S
B | S http://www.gnupg.orge

E-SREBRHRTERILEE. THRHRGENLATZH , RELAFANMBEAREGENEA,

REFZAERAFMIENZRR. BARREALEERENANES, RIEVNERANESMNRE , &9
DERERBIEINARFNESR.

£

- REGPGIE

- RIEHSALEED
- RIIRHINER

ZH GPG IE

MREMRERSR Linux 3 Unix , GPGC TERAEELLZE, ENHRRSGE LREELZEXLETE
BERTRTIFLRBA gpg. MRERE GPG TE |, BLEFE GPGC TR TR, MRRARE GPG
TE K ZLBIHERER  SIRELERIGS. BTUNEFHEERE GnuPG 2.

BirZH 33
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EETF Debian B Linux ER%E GPG I &

- M
EET
- M

KIFIRBIZTULTHT : apt-get install gnupge

Red Hat By Linux £&% GPG T &

KIFIRBZITULTH S : yum install gnupg.

RIEHSALEEH

ZEENT—H RN AWSTOE X #TEHRWIE , FAFEENTEEARNIE

7N

UFFS A AWSTOE 248

1. BYRIT FIRE —FRELH GPG £ E AR

HY B GPGHHIRH,

* M https://awstoe-<region>.s3.<region>.amazonaws.com/assets/awstoe.gpg F&H %4, Bl

a0, https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/assets/awstoe.gpg.

« T XARFHEASHIH KRB N awstoe.gpg IXHH, BRI THMED

2. #

Version: GnuPG v2

mQENBF8UqwsBCACdiRF2bkZYaFSDPFC+LIkWLwFvtUCRwAHtD8KIwTJI6LVNn3fHAU
GhuK@ZH9mRrqRT2bq/xJjGsnFIVqTj2AIgqndGIdDjz75YCZYM+ocZ+r5HS JaeW9i
S5dykHj7Txti2zHe@G5+W@v7v5bPi2sPHsN7XWQ7+G2AMEPTZz8PjxY//I0DvMQns
S1e319hz6wCC1z119LbBzTyHfSm5ucTXvNe88XX5Gmt370CDM7vf1i@Ctv8WFoLN
6jbxuA/sV71yIkPm9IYp3+GvaKeT870+sn8/J00KE/U4sIV1ppbgmuUzDfhrZUaw
8eW8INSALIFTIuWiZED/5L83UZuQs1S7s2Pj1ABEBAAGOGKFXULRPRSA8YXdzdG9l
QGFtYXpvbi5jb20+iQE5BBMBCAAjBQIfFKsLAhsDBwsJCAcDAGEGFQgCCQoLBBYC
AwECHgECF4AACgkQ3r3BVvWuvFIGiwf9EVmMIBR77+Qe/DUeXZIYoaFr71f/fVDZ1
6V3TC6p0IOVeme7uX1eRUTFOjzbh+7e5sDX19HrnPquzCnzfMigbp41SoeUuNdOf
FcpuTCQH+M+sIEIgPno4PL1@Uj2uElo++mxmonBl/Krk+hly8hB2L/9n/vW3L7BN
OMb1L19PmgGPbWipcT8KRdz4SUex9TXGYzj1lWb3jU3uXetdaQY1M3kVKE1siRsRN
YYDtpcjmwbhjpu4xml9aFgNoAHCDctEsXJA/mkU3erwIRocPyjAZE2dnlkL9ZkFZ
z9DQkcIarbCnybDM51emBbdhXJ6hezJE/b17VAQt1fY0@4MoEkN60]g==

=oyze

&R 77 awstoe.gpg WE ZRHPW B TRRFL , FAUTHSE AWSTOE A4

=1
=T

ZHER,

BirZH
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gpg --import awstoe.gpg
ZuTRENERELCLTFTHAREA :

gpg: key FS5AEBC52: public key "AWSTOE <awstoe@amazon.com>" imported
gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

BieTZz®8E , EAT—FSEEAR., £L—=HI+ , #EN FSAEBC52,
3. BEETUTHS , & key-value Bifth E—SHMERRBIFIEL
gpg --fingerprint key-value
ZHTRENLERELUTTAAS :

pub 2048R/F5AEBC52 2020-07-19

Key fingerprint = F6DD EQ1C 869F D639 15E5 5742 DEBD C156 F5AE BC52
uid [ unknown] AWSTOE <awstoe@amazon.com>

A B FEFENES IR RHIB TR F6DD EQLC 869F D639 15E5 5742 DEBD C156
FSAE BC52 tHE, FREIMNZHPIEAER T A HmNIESOH TR, BIINZMEELE, NMEE
MNAEHE , FFELRE AWSTOE ZE&EMIAK | RiES5ER AWS Support,

BIFRHFEnNESR

ERZFEGPG TR, RiFHFA AWSTOE 2 ERAURBINLAERATER , EUURIEREMAN
£

WiIFZRMALH

1. ESRTRFIEL , STUTH ST HMRAEF =3 634

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe

Hlan -

BirZH 35
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curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe

*#M architecture ERILAZ amd64, 386 Fl armb4.,

2. EWMTRTIAL , SBITUATHTUTHMARBA S3 key prefix B4 A 3T B #Y R 12 7 — 3 %I 3489

TR

curl -0 https://awstoe-<region>.s3.<region>.amazonaws.com/latest/
linux/<architecture>/awstoe.sig

Hlgn -

curl -0 https://awstoe-us-east-1.s3.us-east-1.amazonaws.com/latest/linux/amd64/
awstoe.sig

X #H architecture EA[LLRE amd64, 386 Fl arm64.

3. BREZRFHEFawstoe.sigfl AWSTOE ZEXHHPN G TR AFLZSTUT RS RREIE

Bo XWX BLBRAFHE,

gpg --verify ./awstoe.sig ~/awstoe

MRS TARRL :

gpg: Signature made Mon 20 Jul 2020 ©8:54:55 AM IST using RSA key ID FS5AEBC52
gpg: Good signature from "AWSTOE awstoe@amazon.com" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: F6DD EQ1C 869F D639 15E5 5742 DEBD C156 FS5AE BC52

MmRHHBEEIE Good signature from "AWSTOE <awstoe@amazon.com>" , N E K&

ERMBIEZE | 50 SAEIE 1T AWSTOE RERMIA,

MEHETEEIE BAD signature , MIKRERBEBRNIT 7T TR, WREFLIREBILIER ,

FEZTZE FTHNZENHS | HEFRR AWS Support.

THREXEAREINESHEARS

%

£XY)

BirZH
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- BE  WBRAKREAAEEARTINE | REZRRALEBETAEE. BRBERT , BULEER
£ AWS DREFHHAR. BRARNERE , ARMETEHILESR. EXMERT , ZMERE -1
AWS Mk,

* gpg: no ultimately trusted keys found. XERER (REFEHHEHMA) NEFEBRATFT2 LI EE

BXEZER , B3R hitp://www.gnupg.orgo

£ Windows £E#iE AWSTOE ZE T FTHHNZER

KEBTNBEET Windows BIRERS LIIF AWS Task Orchestrator and Executor M AR LREX
HEURENHERE.

FTAMEIM Internet THREARERF , BITBEWERIERGRFTENTD , ARENRABRFMRITUXK
RECEERIBRA, XEFRFPERTRESHREIEMBEABHNAREFRA,

MBEBERTAETBHINSREBEEHAT AWSTOE NARFNHRHCEEXRIRR , BAEETE
=X, Ik , HBKR AWS Support.

EHIFE T Windows HIBERS LM E T8 awstoe ZH $IXHEBER , XMHBESRE Amazon
Services LLC £ AL PWIELE T (& :

F8 83 11 EE FO 4A A2 91 E3 7921 BA6B FC AF F8 19 92 12 D7

(® Note

EFM AN EE OHE , ENLXEF LR AREEHNEIATTE., IRENEHEL
BATE , FRUESERESN :
5B 77 F4 FO C3 7A 8B 89 D9 A7 8F 54 B6 85 11 CE 9E A3 BF 17

BERIUF(E , FHTUTERE !

1. BAREHZTHMW awstoe.exe , RFITIF Properties (BH) E O,
ERERFERETF,

FEZLRHEK F , i&F Amazon Services LLC , REEFIFHAE S,
ERENETF (MR RER) , RAEEREEILS,
ERFFAGELETF , RARERERTHIIRPHLE (MR RIEE),

o > e N
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6. MTRIEZLFIEAFE , REEFEEY. XNETHEOFEREBEMELNE,

- MRTHEOPNESESTUATE
F8 83 11 EE FO 4A A2 91 E3 7921 BA6B FC AF F8 19 92 12 D7

BMARTEHHN AWSTOE —#HHIXHREXE , IR 2HER,

(® Note
R H BN EOME , CNER B P TREFNEATLE., WRENS
BEEBFAEE , FRIIESKEREN :
5B 77 F4 FO C3 7A 8B 89 D9 A7 8F 54 B6 85 11 CE 9E A3 BF 17

s MRTHEFMAEEEOFNWIEBLETETIRE , BFAEZEIT awstoe. exes

FaF R

- |1 B AWSTOE

- F] 2 1%E AWS Eif

« B35 AR KA MR
- ] 4 BiF AWSTOE A4
- S| 51517 AWSTOE ¢

B % AWSTOE
EEARMIFREAH  BTHHLZEZ AWSTOE MARF.
1. T# AWSTOE R AR

BERITRE AWSTOE , EHENEENT R ERFENN THEE, SXNARF THEENTE
P%&k , iES) AWSTOE T

/A Important
AWS [EFEZELZBUEXS TLS MR 1.0 M 1.1 B9, EiG[F S3 7 #EH 1T AWSTOE T
B}, BHNEFIRRESAER TLS A 1.2 RESHRE. BXEZFEE , BSHIL AWS
REBEXE.

SB 1 B¥ AWSTOE 38
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2. WX

%iﬁ?ﬁiﬁ’]f?‘“ﬂi)ﬂ&?ﬁﬁﬁ AWSTOE MARFEETZNARFNRZSHZFEES. BT Linux RS
BRLERIFERNTE , 55 £ Linux ERIEZER, EfE Windows lRFeR ERIUEEBHTE , HSH
1£ Windows J:E\_LIIE?@E%O

/A Important
AWSTOE EEMNETRMUEFEA, THREMHPTREDR, XEKE AWSTOE A AN A it
HRHITE R,

NAREAHFRAIEPREER , RINEWELA EC2 KAIKIT & MMt AWSTOE A,

SR 2 - 158 AWS Eif

AWSTOE ETES IR EE AWS FiEF 8EEZE R HMES AWS BRSS |, a0 Amazon S3 1 Amazon
CloudWatch , 540 :

- MAF#MEH Amazon S3 BE T AWSTOE X4,
« 1217 S3Download = S3Upload BRIEHEIR,
- B S CloudWatch , ¥ A& RRAEH R,

MR EE EC2 3Rl AWSTOE Liz1T , MiZ9T AWSTOE £ AR RS inEl EC2 £HIHY IAM A&
R,

BEXERATEC2ZH IAM EAEBNEZEER , HSHER T Amazon EC2 #J IAM &,

LA R 45135 B a0{a] 4 FAAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS _KEYIREZTEIRE AWS &
uf .

ZE# Linux, macOS = Unix LIREX LT E , EFH export,

$ export AWS_ACCESS_KEY_ID=your_access_key_id

$ export AWS_SECRET_ACCESS_KEY=your_secret_access_key

E & Windows L {EHi&EiXLLE 2 PowerShell , FEA$env,

HP 2 RE AWS FiE 39
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C:\> $env:AWS_ACCESS_KEY_ID=your_access_key_id

C:\> $env:AWS_SECRET_ACCESS_KEY=your_secret_access_key

E£ Windows FEATTRAREXLETE | HFEH set,

C:\> set AWS_ACCESS_KEY_ID=your_access_key_id

C:\> set AWS_SECRET_ACCESS_KEY=your_secret_access_key

E 3L BRI KA

AWSTOE AR A4 XA YAML XHE8IEN, BXNHEIBENESER
AWSTOE,

LA 2 Hello World B4 3 #57R 51, 18R] LA F X £ 3OS FE A 3t T % S04

hello-world-windows.yml.

name: Hello World
description: This is Hello World testing document for Windows.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecutePowerShell

, BSH EERE

835 AT RAMIHY
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inputs:
commands:
- Write-Host 'Hello World from the test phase.'

hello-world-linux.yml.

name: Hello World
description: This is hello world testing document for Linux.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo 'Hello World from the test phase.'

S8 4 I6iF AWSTOE A4

0N

WIFHEEE/M AWSTOE AR Fvalidatemfo

(@ Note
AWSTOE FIARRF REEWIT Y e R ERAMEHEE, W , & Windows LiEfT
awstoe.exe B , BTEWIFFEH ExecuteBash BEERM Linux XHRMIEE,

B LAE A AWSTOE N ARFEA#KIE AWSTOE AHMNEE, AT RAERT TEETHHENA

SRR 4 BIE AWSTOE ¢
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Windows

C:\> awstoe.exe validate --documents C:\Users\user\Documents\hello-world.yml

Linux

$ awstoe validate --documents /home/user/hello-world.yml

$B5: 1517 AWSTOE A

AWSTOE RIARFIUEA--phasesti BITSHETIHEXHN —IMNRZ /M B, --phases X#F
W{EHR build, validate # test, ALLAESSRHELXBMAZSNNERE,

HIZRMM B SR , AWSTOE RARBRFLSRINFZITENXENIEEMNR. fl0 , AWSTOE
21THbuildfvalidatebiBdocumentl.yaml , REETHbuildfvalidateft
Etdocument2.yaml,

N TEHREN BELLEFMARE UEBEIRR , BIEWEE Amazon S3 HEE B EF . &
Image Builder # , AT &% BEK Amazon S3 U EREEMIREREFEEN. BAXEMIREEE
WEZELR |, H5H EE EC2 Image Builder Eft & KEH B

MRRREHHMEFIFR , W AWSTOE RRREFFHEIR YAML X459 5l B9 IR 72 1T P B B BR o
EERNHSANNEPETRENR , FEAUTH S,
BB

awstoe run --documents hello-world.yml --phases build
S

awstoe run --documents hello-world.yml --phases build,test
MHEEAT
FEREANXEPIETAEN R

awstoe run --documents documentName.yaml

S 5 : =17 AWSTOE A4 42
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EZENMXEFETHREMN R

awstoe run --documents documentNamel.yaml, documentName2.yaml

#WA Amazon S3 EEUMAFENL W AR L1 AWSTOE A ( #%E )

awstoe run --documents documentName.yaml --log-s3-bucket-name <S3Bucket> --log-s3-key-
prefix <S3KeyPrefix> --log-s3-bucket-owner <S3BucketOwner> --log-directory <local_path>

HENXERSITHREMNER , FEEHE LERMBERE

awstoe run --documents documentName.yaml --trace
Rlar T

awstoe run --documents s3://bucket/key/doc.yaml --phases build,validate
EITEEM— ID #I3XHY

awstoe run --documents <documentName>.yaml --execution-id <user provided id> --phases
<comma separated list of phases>

FRERLA T F H BV ES B AWSTOE

awstoe --help

£ R fE F 4B 4 308 AWSTOE

EfE A AWS Task Orchestrator and Executor AWSTOE) &2 A 4 , XTEREFE—IMETF YAML B9
B, ZXHERFEATEUBRNAGNMEBENMSER. AWS RS St olZ T T RERE (AMI)
ARG | EEASNAYL,

F&

o AHXEIIERE

- HHBE
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« B A M58

o MHEEHFENL

« MHETRBIZRY

- ERENXMSI AEE AWSTOE

« £ AWSTOEH £ B4 H

U TERRE

AWSTOE AHMHEERMBEMERNERESFSHITOE , HANXEEFSELARAHNEETERE.

® Tip
FEAERNAHFHERGIRS TRESE A X BT TE A MLM B , AR AIBT 21X LE M By
ETHAN, BERITAHR , FEFHEEX— =,

B ER

MEBRTENITEREERGHESEFRNFHE, HlI0 , Image Builder FRSEE MR/ BT H 4 KAV
BR&MEEA build # validate MTE. EEMRXMERAFEMR test M container-host-test M EKH
REQERL AMI o EBRREZH , RERBERBSME=ETNHINE R,

HAMFEITR , BRIV XBKG THRBENEAN X HIMIRFH TR,
B BRI

« BIMBREHRENEP LR/,
o BAINEXEPENLSIMHER,
« BRARMEXEPEDTEUTED—IHE :
- & — X TF Image Builder , WM ERBEEHEMNERER,
« BIF — XF Image Builder , bt ERBEFEEHEMNERER,
« Wit — X F Image Builder , Lt ERBEEEN RN ERER,
- MEBBRARBXHEFEILNIRFZT. #7 AWSTOE SRiEECIINIREFE AWS CLI TT¥.

51
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SREELEIMNNBRINIERENENTHEET, SREEBINFZET. BR , —MNSROVBMAZ A
A SMEN M ARIEBIFESTRA, XHMRFTIBRY G,

SERAN

o HZERBIX T B BOR UL IR ME—RY,
« STRLAERTHRER HABHENERE (REER )

BRIEFNREER, SNNIELFX, mA/mHENRANTESIXR , 2/ AWSTOE AH#HE
ERXENREER,

P BEE

AWSTOE #UE1THAR , A1 EC2 KAl L6 — NV B EXHR |, A THENN R HRE,
NTRB[RE , BENHREFEERRT.

NTHEHERGUBIED LR HITHEDRER , SITAMR AWSTOE SIS\ AN ENA @
S EREAE AE B AR R

AEXHFRBIEHUATER AR

1. BEHEF — HRFIZ1T AWSTOE A it , E25EmTHEMRE-—BEABERBE R, BEUTFR
Bl | BRAIER T Image Builder K B EXHFHER.
* Linux : /var/lib/amazon/toe/
« Windows : $env:ProgramFiles\Amazon\TaskOrchestratorAndExecutor\

2. XHRIR — XRATAEAMNIRAERSR : “TOE ",

3. E1TAtEl — X2 YYYY-MM-DD_HH-MM-SS_UTC-0 #& =89 B (B B

4. 117 ID-X 2 AWSTOE iZ1T— M HZMNE BT 2B A GUID,

#ltn - fvar/1ib/amazon/toe/TOE_2021-07-01_12-34-56_UTC-0_albcd2e3-45f6-789a-
bcde-0falb2c3def4

AWSTOE £ B &EX ¥R 7 U TR O XK

A SAF

» documentyaml — R{ER TR AN, AHE1THE , ZRXERENBGFME.
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¥ HH XA

- application.log — NAEF HESZEXE AWSTOE . FARRHNARARINES K XEEFEEEXA
HETRRENER,

« detailedoutput.json — It JSON X BEEXAHETHERTAGNMEXHN. MEBRNSERNEZ
TRE, WA, WENXMHEAER,

- console.log — &4 AR EEAHZTH AWSTOE EAZE ANFTEFRAAER H (stdout) MR EEE
i® (stderr) 5 8.

« chaining.json — It JSON X%~ AWSTOE N A F#EMeEERERN KL,

® Note
H AR AR IE AT RE 2 & b A R 7 2= A HL At s B 324

i A 0 %

AWSTOE BEEENAREFRMH T —MEBEIREUTHRANSE B A MM HAY 8L
{{ phase_name.step_name.inputs/outputs.variable }}

RE

{{ phase_name.step_name.inputs/outputs[index].variable }}

B EAEEIhEE , ET AR WA H R & AR I &4 14,

sEXA N

- AREEBNMNSRNBABS PEAZERER,

- BREgREIANEALTASISEIENR, Fi
« TRMRER : echo {{ phase.step.inputs.variable }}
- BMHRIAR : "echo {{ phase.step.inputs.variable }}"
- BMMIKIER : 'echo {{ phase.step.inputs.variable }}°

« BREAXALUSI AR -—XHEPNEMBIRNMNENETE, BR , BARSTERE LN , EXRER
R RBEEENN BN ETXHIET. 0, Image Builder T XM B 2N A B ER A 6 4%
AR EMILETENHER.
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- BREXPFWRSIMNFEFH, REIUF (0) FFX , UEIAE -1 TE,

=~

EEUTRAASBENE-NZKEHS|IAREE , HEXNR
{{ build.SampleS3Download.inputs[1].source }}.

phases:
name: 'build'
steps:
name: SampleS3Download
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
source: 's3://sample-bucket/samplel.psl'’
destination: 'C:\samplel.psl'

source: 's3://sample-bucket/sample2.psl’
destination: 'C:\sample2.psl'

ESIAUTRESERABMETE (FT Hello”) , #EXN
{{ build.SamplePowerShellStep.outputs.stdout }3},

phases:

name: 'build'

steps:
name: SamplePowerShellStep
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:

commands:
- 'Write-Host "Hello™"'

LIP3
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SRR E L

AT 2 X HH YAML 2244,

name: (optional)
description: (optional)
schemaVersion: "string"

phases:
- name: "string"
steps:
- name: "string"
action: "string"
timeoutSeconds: integer
onFailure: "Abort|Continue|Ignore"
maxAttempts: integer
inputs:

MR IR E LA T AR R o

FER EPUN il NEE
name B & =1:0E=F String &
description MAYRY IR String &
schemaVersion Y& =1: 0k ) N String =
BIA 1.00
phases B R H BRI 5K 5 =
B R AV SR M E LA T PR R o
FEB EPU e HE
name B BXRY & o String b3
B BRI Z R, B =

AR E L 48



EC2 Image Builder

RAriEmE

HIREVERE LA T TR0

FE

name

action

timeoutSeconds

onFailure

DU
APEXBSR
B o
BETHSROE
RIRAY R
Fo
ERABMHER

8, SBWETH
VH.

eS| 2 -1
B, R-ERE
Bt RV 0 M
HitfE.

EEZSREX
T B RI30AT B 3R
. BRENT
Fi7R -

o Ik —fEIX
BlHE A=
RBE TR
KM, HF
1FIE1T.
Bt ER F STAH Y
RBRER
Failed,.

. Bk TEXK
| A
RBF %ISR
T
ZIZTRIR

B

String

7|

7|

AIAE

7,200 ¥ (120
o)

ik

AR E L
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FE DU il s AIAE

LR,
Bt ER A S AS Y
RBRER
Failed,

- BB — IR
S A
SRR S
SRIZREN
IgnoredFa
ilure , 3
PEIE TR
ROLR, &
By R A 32 4%
HRIRE RN
SuccessWi
thIgnored
Failure o

maxAttempts ESREAMzE  BEH
AFHHRAEZR
R

7|

inputs DEREEREZ
TETRAENS
o

j&
i

M AR BIZR Y

BUTR—ANRAIXHEREE , BTREFMB AN Windows BH , BITEEMZA , 62 AMI 2B RiE
ERURELE AMI TR E R,

name: RunConfig_UpdateWindows

description: 'This document will install all available Windows updates and run a config
script. It will then validate the changes before an AMI is created. Then after AMI
creation, it will test all the changes.'

schemaVersion: 1.0

MAERBIZRAY 50
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phases:
- name: build
steps:

- name: DownloadConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:

- source: 's3://customer-bucket/config.psl'’
destination: 'C:\config.psl'

- name: RunConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{build.DownloadConfigScript.inputs[@].destination}}"'

- name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:
- path: '{{build.DownloadConfigScript.inputs[@].destination}}"

- name: RebootAfterConfigApplied
action: Reboot
inputs:
delaySeconds: 60

- name: InstallWindowsUpdates
action: UpdateOS

- name: validate
steps:
- name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/testConfig.psl'’

MR BIZRE 51
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destination: 'C:\testConfig.psl'

name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

name: Cleanup
action: DeleteFile
onFailure: Abort
maxAttempts: 3
inputs:
- path: '{{validate.DownloadTestConfigScript.inputs[@].destination}}"'

- name: test
steps:

name: DownloadTestConfigScript
action: S3Download
timeoutSeconds: 60
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://customer-bucket/testConfig.psl'’
destination: 'C:\testConfig.psl'

name: ValidateConfigScript
action: ExecutePowerShell
timeoutSeconds: 120
onFailure: Abort
maxAttempts: 3
inputs:
file: '{{test.DownloadTestConfigScript.inputs[@].destination}}"'

LT RTEMZETBEEN Linux =3 &I 3048 RIS R,

name: LinuxBin

description: Download and run a custom Linux binary file.

schemaVersion: 1.0

phases:

- name: build

MR BIZRE
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steps:
- name: Download
action: S3Download
inputs:
- source: s3://<replaceable>mybucket</replaceable>/
<replaceable>myapplication</replaceable>

destination: /tmp/<replaceable>myapplication</replaceable>

- name: Enable
action: ExecuteBash
onFailure: Continue
inputs:

commands:

- 'chmod u+x {{ build.Download.inputs[@].destination }}'

- name: Install
action: ExecuteBinary
onFailure: Continue

inputs:
path: '{{ build.Download.inputs[@].destination }}'
arguments:

- '--install’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

LT RERAZEXHE Windows 26 AWS CLI EZZER R STREZRF,

name: InstallCLISetUp
description: Install &CLI; using the setup file
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLISetup.exe
destination: C:\Windows\temp\AWSCLISetup.exe
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: '{{ build.Download.inputs[@].destination }}'

MR BIZRE
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arguments:
- '/install'
- '/quiet’
- '/norestart’
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

LT 2 AWS CLI fEf MSI ZREF R RIS,

name: InstallCLIMSI
description: Install &CLI; using the MSI installer
schemaVersion: 1.0
phases:
- name: build
steps:
- name: Download
action: S3Download
inputs:
- source: s3://aws-cli/AWSCLI64PY3.msi
destination: C:\Windows\temp\AWSCLI64PY3.msi
- name: Install
action: ExecuteBinary
onFailure: Continue
inputs:
path: 'C:\Windows\System32\msiexec.exe'
arguments:
- /i
- '"{{ build.Download.inputs[@].destination }}'
- '/quiet’
- '/norestart'
- name: Delete
action: DeleteFile
inputs:
- path: '{{ build.Download.inputs[@].destination }}'

EHENMEI HEE AWSTOE

TERHT -—MUERINARFPACEANEEXNEMKIRCHBEN LR, EAUNERNTHER
BEXRAFEZENEENETE , AEHEHN YAML NARFAH XTSI AEM]. AWSTOE
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AT RMENES THEBEE YAML RLAREF AWSTOE AHNEFNEAKENTE , BF/EE. BN
Y RM =B

S

SHENETTE  HERERAANARFEZTIIEMR], BrLE YAML XA48 Parameters 2f4 A
ENSH,

SEEHHAN

s BMEKESANT 3 7 128 NEFZIE

- ZEMRBEEEFZR/BEZR (a-z. A-Z, 0-9) ., BRIL (1) TR )

. ENHRRA , WEHBARKE—/,

- HITFEHIEEN YAML 2/ &,

A
parameters:
- <name>:
type: <parameter type>
default: <parameter value>
description: <parameter description>
BEM B R
name = SN B R. XL ME—
N ( AT EEENEMSHER
HFEEMEE ) .
type B SHNBERE, IHFHXRH
@ - string.
default B SN ERINE,
description & BRSH,
ENEE 55
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EXHEPEIHSRE

SERBAE YAML XHEENSREUBERMATSIASEH , MTAR :

« ZHEIRAXD KNE |, FEBHSIMTEITHE,
o BMUTANKESIE{{MyParameter}}i€3k,
- ATERESABLHZER , HELBHEHZEK, Flw, LTFAESIABLEN

{{ MyParameter }}, {{ MyParameter}}, {{MyParameter }}, {{MyParameter}}
 YAML X5 AXTIBENFTRE (ARSI SENEISHFEEXK ) -

Flgn - - {{ MyParameter }} ¥ , BRECRBIRAFRH,

B2, LTI AEEM® : - '{{ MyParameter }}' # - "{{ MyParameter }}".

=l
LT RBIERIMAE YAML XA ERSE
- SESRMATHSH

name: Download AWS CLI version 2
schemaVersion: 1.0
parameters:
- Source:
type: string
default: 'https://awscli.amazonaws.com/AWSCLIV2.msi'
description: The AWS CLI installer source URL.
phases:
- name: build
steps:
- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

- SEBPRATHSH

name: PingHosts
schemaVersion: 1.0

56
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parameters:
- Hosts:
type: string
default: 127.0.0.1,amazon.com
description: A comma separated list of hosts to ping.
phases:
- name: build
steps:
- name: Ping
action: ExecuteBash

loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}
EIZTREBEZESH

B LAMER AWS CLI A B EXN M - -parametersitMEZ TR BSHE,

FZHREXNIBEENBHNE , AES (=) 2B (<name>=<value>),
. SNSRI RES DR,

£ YAML A4 X R T RS A PR 28
SHEHRVNERRLEN.

/A Important

HHSHRAXAE , HABIERE AWS CloudTrail, HAVEIEEEH AWS Secrets
Manager 2 AWS Systems Manager S8 KB40, BX Secrets Manager N E
%155 , BSHAWS Secrets Manager AP EEF T AR Secrets Manager?. HX AWS
Systems Manager Parameter Store W E Z{E 8 , 25 AWS Systems Manager A F{5r
# AWS Systems Manager Parameter Store,

[l
‘e
et
L]
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B

--parameters namel=valuel,name2=value2...

CLI &I NE N
—SEHH=H , .. B LT A RMEX YR , LS
BEHRE,
A5l

LT REIERIMATE YAML X ERASHK
e It --parameter M IEENSHRBEXN LM :

--parameters ntp-server=

« £/ AWS CLIFH --parameter EMIRE — N SHREX :

--parameters ntp-server=ntp-server-windows-qge.us-eastl.amazon.com

- i AWS CLIF#) --parameter IR EZ NS HBEX :

--parameters ntp-server=ntp-server.amazon.com,http-url=https://internal-us-
eastl.amazon.com

EEETATHNETE , — BEURTEBUAREE. EEFLUER AWSTOE X#iconstantsEpa
HERE Mo

EREHAN
. EHKESANT 3 3 128 MEHZME,
. BEHRARESTRMTEL (az. AZ 09). B () RTYE .

« EXHEA, ARSI/,
- BIFEMIEERN YAML FHF &,

L]

EXE
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B
constants:
- <name>:
type: <constant type>
value: <constant value>
name =
value =
type =

EXHETE| AEE

&R BAE YAML XA S REER WA AEE

- BESI AR KNE , HHBMAMTE T,
. BMYATMANKESIE{{MyConstant}} XK,

WTRFRR :

1

=

FENER. ML —
B ( AMEEEMEMSHREH
HEEME ) .

FENE.
FENRE, HHRER

Stringo

- AERFSAFLER , FESANEHER. HlU, LTHESIAEEN :

{{ MyConstant }3}, {{ MyConstant}}, {{MyConstant }}, {{MyConstant}}
 YAML XHEHH5IASTEENFHE (ARSI SEHNEIS5HEEX ) .

g . - {{ MyConstant }} &% , RACKBEIRMRANERFS,

B2, LTI AEE™ : - '{{ MyConstant }}' # - "{{ MyConstant }}",

Bl
SHRMAFSIHNEE

name: Download AWS CLI version 2
schemaVersion: 1.0

[l
‘e
et
L]
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constants:
- Source:
type: string
value: https://awscli.amazonaws.com/AWSCLIV2.msi
phases:
- name: build
steps:
- name: Download
action: WebDownload
inputs:
- source: '{{ Source }}'
destination: 'C:\Windows\Temp\AWSCLIV2.msi'

EARm ARSI ANEER

name: PingHosts
schemaVersion: 1.0
constants:
- Hosts:
type: string
value: 127.0.0.1,amazon.com
phases:
- name: build
steps:
- name: Ping
action: ExecuteBash
loop:
forEach:
list: '{{ Hosts }}'
delimiter: ','
inputs:
commands:
- ping -c 4 {{ loop.value }}

£ AWSTOER A R &1

ARG T B THE AWSTOEF QIRBEREMMER. BRLHENLTEENESFF. BTLL
7 AWSTOEF b T 2 M fEHR L5143

- for 413 - A RNEBUFFI LBR,

- forEach &%
« forEach ERBAIRER - EREBENEZRFEES,

60
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« forEach H2RIIKRNER - EXBATRHFEZNBRFFRES,

(® Note
BREHR B FARRIEERE,

BREHER

- BIHEREE
- BEHREHRYRE
- FRFER

- SERAER 5N

S5IRIEREE

ES|AYMEAZENREINE , XAETLS/BAEHNSROBATEHEASIARER
{{ loop.* }}o WREAXTEATEIAE I TRNBEFEHHNEAREE,

SIAFRAEXHBUTERAARK :

« {{ loop.index }} - HEEKRHWFHNE , £51H 0.
« {{ loop.value }} - EHEREEXKNE,

(EEZN=E N

FIERAERBE - N TIRRANTTEERFR, MRERTEABR , WALEASXRIALTRAA
FHAWERTE, ES|HGBRANERRSINE , FESENMAZTERERAT {{ loop.* }}
B {{ <loop_name>.* }}, WRERFEATEIAZ —INTRNGRBREN,

SIARAXEUTERAAM :

« {{ <loop_name>.index }} - BBAHMERNFENLE , ERE{ZTF 0.
« {{ <loop_name>.value 1}} - SEwnB BN HINERTEREKNE

BRI FARIER
fi#8 AWSTOE 5| HRERWT :

ERETEN 5
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« {{ <loop_name>.* }}— EALTEHE AWSTOE ST FRIER :

- MRYFEREZTHSRNEIRT <loop_name> EIEE |, M 5| AFREX G N LB EREIZIT
S RVTEIREG M.

- MREGENBAEHNEINEYIETHSRA , U <loop_name> MR ZLEN,
« {{ loop.* }}— EAEYRETHNITRPENNEIFE AWSTOE #EMTRIAN,

MREFLERANSRPEASIARER , W AWSTOE FL@EIXERER , HEECNHAESR
PMARITER,

(® Note
SIARBXLHANG| SRR , YAML fmiXes S sE ERMER,

B EHRyRE

AT REBXRAIE AWSTOER E ARG R BN E BRI,
BIRE YR

- forEach /% A I REH

- forEach /% 2 fR 3RV EER

for @

% for BREARLTHEEFANEEAHNULRANEENBBCEE. EREESES [start, end]
5, SfFLRE.

AWSTOE ®ifstartend, MupdateByfE , LARAETFTLSHERER,

for EAEEN

- name: "StepName"
action: "ActionModule"
loop:

name: "string"
for:
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start: int

end:

int

updateBy: int

inputs:

for &R A

F&

name

start

end

updateBy

for @R ARG

DU

BRI HE— B
o BER—HER
Y B A AR R

M, eHH=
ME—HY.

KRR ESRE,
TEZERERE
Eto

ERBNERE.
TEIEERE
o

BT A E A
RENER. ©
VR IFFNE
HIEE, TER
HEERIE

String

B

B

B

- name: "CalculateFileUploadLatencies"

action: "ExecutePowerShell"
loop:
for:
start: 100000

end: 1000000
updateBy: 100000

inputs:

fim

fim

i

AN

TEH

R EH L
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commands:

-

$f = new-object System.IO.FileStream c:\temp\test{{ loop.index }}.txt,
Create, ReadWrite

$f.SetLength({{ loop.value }}MB)
$f.Close()

- c:\users\administrator\downloads\latencyTest.exe --file c:\temp

\test{{ loop.index }}.txt

- AWS s3 cp c:\users\administrator\downloads\latencyMetrics.json s3://bucket/
latencyMetrics.json

-
Remove-Item -Path c:\temp\test{{ loop.index }}.txt
Remove-Item -Path c:\users\administrator\downloads\latencyMetrics.json

forEach A% A S REAR
% forEach BHRER—NPEXWEIR | ZYRUTURZFEMERNKRIER,
forEach ERAM A REMIHITEIR

- name: "StepName"
action: "ActionModule"
loop:

name: "string"
forEach:
- "string"
inputs:

forEach A A% R ABITREA

T sk 5 e Bik
I — %
name #o SEA—ME  SUng &
B B AR ER B 74
M, EAAE
uﬁ_ﬂlgo

forEach fBHhF RATERNZER  FHERIX
ERIIE BHIR, B2

TEH

i
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FE DU il WEE
ANKRIEKXERF
RPN FRIER

o BAREAL
AN G| S
¥ , YAML 4miF
7 BE IE T R 1%

Bl

forEach AW ASIRMBEIR RO 1

- name: "ExecuteCustomScripts"
action: "ExecuteBash"
loop:
name: BatchExecLoop
forEach:
- /tmp/scriptl.sh
- /tmp/script2.sh
- /tmp/script3.sh
inputs:
commands:
- echo "Count {{ BatchExeclLoop.index }}"
- sh "{{ loop.value }}"
-
retVal=$>?
if [ $retvVal -ne @ ]; then
echo "Failed"
else
echo "Passed"
fi

forEach ERAM AYREHRRE 2

- name: "RunMSIWithDifferentArgs"
action: "ExecuteBinary"

loop:
name: MultiArglLoop
forEach:

- "ARG1=C:\Users ARG2=1"
- "ARG1l=C:\Users"

ARIA

R EH L
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- "ARG1=C:\Users ARG3=C:\Users\Administrator\Documents\fl.txt"

inputs:
commands:
path: "c:\users\administrator\downloads\runner.exe"
args:
- "{{ MultiArgLoop.value }}"

forEach ERAM AYREHRHE 3

- name: "DownloadAllBinaries"
action: "S3Download"
loop:
name: MultiArglLoop
forEach:
- "binl.exe"
- "binl@.exe"
- "bin5.exe"
inputs:
- source: "s3://bucket/{{ loop.value }}"
destination: "c:\temp\{{ loop.value }}"

forEach £/ 2 fB5I XAV &R

ZERNEALEHS RS RNEN TSR, EEAFHFENARETD |

FRFDNESERNKA,

forEach £/ 2 BFIRRWEBER

- name: "StepName"
action: "ActionModule"
loop:
name: "string"
forEach:
list: "string"
delimiter: ".,;:\n\t -_"
inputs:

F AWSTOE A 2 R~ =

R EH L
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forEach A »EY &R ANEHR

¥

name

list

delimiter

iR

T R B M —
£, SE—H
B ELAL B &
AL | TR
21,

HARFRFERA
REFRER | X
EIRFEH—
BEARAFE

BE—RE, thiE
FHAKRER,
mERFERRIK
X, EERERAN
Bl ENEeiliERE
3k, BAME YAML
RIFES AR

o

ATERXRB S
RBFRRNF

fFo MINFES
FH. HATEHN
PR R ARVFE
A—1M2ReE:

=
o

fkdi
dJjo

&
Jjo

m[
dJjo

String

String

fim

7|

ARIA

FEH

[
djo

R EH L

67



EC2 Image Builder

RAriEmE

X ik

R "\n"

ﬁlﬁ-'; : n\.tn

E%‘:ﬁ . n_mn

TRl :"_"

TREMERBEER
prig

® Note

ARIA

list WEBANTAIENZHFE, MRESTHERT list IR, WeESTHETF2R

BR HH 3K

forEach A% RIIKRMBRTHI 1

WRBIERATEERIANERXKRSIAS — NS RV L :<phase_name>.<step_name>. [inputs

| outputs].<var_name>.

- name: "RunMSIs"
action: "ExecuteBinary"
loop:
forEach:

list: "{{ build.GetAllMSIPathsForInstallation.outputs.stdout }}"

delimiter: "\n"
inputs:
commands:
path: "{{ loop.value }}"

forEach A2 RIIRBEHRRH 2

R EH L
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- name: "UploadMetricFiles"
action: "S3Upload"
loop:
forEach:
list: "/tmp/ml.txt,/tmp/m2.txt,/tmp/m3.txt,..."
inputs:
commands:
- source: "{{ loop.value }}"
destination: "s3://bucket/key/{{ loop.value }}"

SRF

BHRRIRN—Hr, FASIRETHEHINZRBFIGNATENER. PRFBENNATIRE
Bl , MTER :

« timeoutSeconds — BRI EIE R B L ME L FRIEEN R B RNIZ1T, MREHRETER , N
AWSTOE ETZTRNEHAER K HASAFNZREEBN SR, IRBERESTERIIFERER
REEBTEE , NZPRNEAMBHEEFRBB/HRETEEN,

 onFailure - XN ZHRNAXBAE , AR :

« MR onFailure iIXE NAbort , Il AWSTOE EHBEHRHEBREARBERZT R, EXIHEXE
WG, FYBLE AWSTOE f R H &AM , AFELEEITIZHE,

AWSTOE Rt R M XX ASRVR S IRE N Failed,

(@ Note
ERMHN SRz E , THEETEAEMS R,

« 1R onFailure iIXE&H Continue , M AWSTOE BHBEAHBREERXETRERZL R, ERIH
RERABE , FLUBSE AWSTOE FRiEHAM , ARREZTTF— 1M E R,

AWSTOE R R M XA RVR S IR E N Failed,

« R onFailure IREH Ignore , Nl AWSTOE BHEBEHFHREERERERZSR. EXITHK
BiRBE , HYATP B AWSTOE #ridHIgnoredFailure , REHREETT—%,

AWSTOE R R Bt Ex M S AL AVIRZASHB IR E S SuccessWithIgnoredFailure,
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® Note
XMEAAREZET , BBE—LEE , JUHEHE—NRZSNMNSRARBH 2R,

« maxAttempts - BRER , BENTRINFTEERBRNLFREZTH,

« RS - FRETHEMRS, status FREBZNERRE, SEBINTRRSHENT
« MREMNERZTRM , NFZREVRSIE @XM,
- MRABEENREBEIT , NEZREAVRSIE@ALT.

« startTime - ZWREITHETTRETE, FRRZIMERNFEETE.

« endTime - SRETHEERITE. FRRENERNERITHE,

- failureMessage - @EE LI FEBITEE IR AMAERES], MR EIEREIR , HEELZER
BITAK. ATHRARE#BDABEENKRD , FRAERNERRBRHPABHEFIRES,

LR AE A a0

BRERBIE—MaH, EREHSTLERN , AWSTOE FATERIIME R HE H 2
i, detailedOutput.json& it RE THNAHBNENHFFAN , XEEERFEERNEH
EWPENL . THRROIHAIAE H 5

= 1 B9 ExecuteBash BY%

{
"stdout":"Hello"

}
% 2 ¥ ExecuteBash By % H

{
"stdout":"World"

}
S ExecuteBash By%i H

{
"stdout":"Hello\nWorld"

}
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)0 | ExecuteBash, ExecutePowerShell # ExecuteBinary 2#&/E#E#R , HiRE STDOUT 4
NBEESREE, STDOUT SEES#ITRNERELTE detailedOutput. json RAERS IR S M4H H.

AWSTOE T2 & H RBOEHH K.

AWSTOE AU EE s T IFMIRIEER

BR{G K22 AR S5 (5120 EC2 Image Builder ) £ AWSTOE #2/EERKH BIELE A T REMNE B E X
ARG EC2 2. AT MBER AWSTOE BEERNNEU R MAEREE]) , 2FE R,

AWSTOE AR AA XA YAML XHEBIEN, BXRNHIBENESER , 5SR TP FEHAHFH
AWSTOE,

(® Note

AR EEREZ TR EMER S Systems Manager RIEFRE AW~ |, BI Linux £ root
Windows £ NT Authority\SYSTEM,

BRFESRRE

- BARTER

- XHETES EEER
« XHRGREER
- RUERRRE

- RGREER

BRRITER
T— AN E TR — BT SRR RAER,
BEAATRIEER

» ExecuteBash

« ExecuteBinary

» ExecuteDocument

» ExecutePowerShell

RAEHR =
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ExecuteBash
ExecuteBashigE1EIR L F & 6E F N EBX shell X#3/88 512 1T bash BIA, ZERZFEF Linux.

BESTRPEENAMADSNETEFERN XM (FII input.sh ) F M bash Shell 1
1To Shell XHRMITERRBHABLS R,

MRHAEHHRHATE A |, NiZExecuteBashiZER LM BRAEF B3N, 194EBHE , ZNAER

PATUAT#HREZ— -

- R ZH Systems Manager REHITH , ZNAERFFEOEAAREREAB, Systems Manager
RELEBREESHEZTEIESHNSE , WMNHARE G EEELS PR,

- ZNABEFRFLHA executionstate , REEFNBIMAF[UERNITZEAER , RAREHE
HRL,

ERGEFEIE , ZNABRFRTHRENEINEELSR. IRFEFEAZDE , ELTRERS
RIS Z B AR — Shell 88 & HVRE,

WA
R ik 3] N
commands ‘BEIRTE bash 1B% 5l =

BITHESRG T
Ko RFERAZIT
YAML,

WMARG : ERAIE

name: ExitCodel94Example
description: This shows how the exit code can be used to restart a system with
ExecuteBash
schemaVersion: 1.0
phases:
- name: build
steps:
- name: RestartTrigger
action: ExecuteBash
inputs:

—RXHAT 72
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commands:
-
REBOOT_INDICATOR=/var/tmp/reboot-indicator
if [ -f "${REBOOT_INDICATOR}" 1]; then
echo 'The reboot file exists. Deleting it and exiting with success.'
rm "${REBOOT_INDICATOR}"

exit 0
fi
echo 'The reboot file does not exist. Creating it and triggering a
restart.'
touch "${REBOOT_INDICATOR}"
exit 194
i
FE BN xH
stdout R HATHARER o F I ER
MRENTEFHSIS , AREREAE 194 BUENRERRE — , B ERHEFHSISHE—

RIEERSRAEBEIT. MRRTEFRSISTREBERERS , *@E 'ﬁi—f R KMo
RG]  BERE (BRI )

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

X
MERE  ERE (B IRIERNHE)

{

“stdout”: “The reboot file exists. Deleting it and exiting with success."

}

ExecuteBinary
ExecuteBinary#R{EEIR A F B ERA BT ITSRIIRISIT =3 I3,

R =3 # SR HEHBR RS 194 (Linux) 2 3010 (Windows) , MliZExecuteBinaryt&E iR &40 B R
SNEFE. ERRE , ZMARFRITUTREZ—
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- MR ZEH Systems Manager KERITH , ZNAEFFEEAARGIREIRHAHE, Systems Manager
BHERNLSR , MR E EFEERHIR AR,

- ZNARFRFLHE executionstate , REENBIMABUERNTZERAER , RREHS

RENRREGERH

HERL,

1Z1T

ERGEFEDE , ZMNABRFITHRRENEINEELSR. IRFEEAZYE , ELTNRERS
BIZA LA 2R B — Shell a8 % R ERE,

LD
JRiE

path

arguments

wMATREl . B%F NET

b
TR AT =3
B E,
BEEEFIRHY
HRERNGSTS
BB,

- name: "InstallDotnet"

action: ExecuteBinary

inputs:

path: C:\PathTo\dotnet_installer.exe
arguments:

- /gb

- /norestart

o
FE

stdout

% =l

*+|-\ =

£

ok
3

String

FRBIR

T HATRORR A

—RINAT
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"stdout": "success"

}

ExecuteDocument

ExecuteDocumentiR fEERE I 7 WM EA M XHHI X , A— P XEFPETSMEAHE,
AWSTOE BilE5E 1T Bt 7 5 A S B h 2 13 B S0AS

BR i

o WBEBRMUZEIT X, FAWER , HEZE REBINRHIAILI, ExecuteDocumentiZiE LA T
FIAE , MREBZHEIXEE |, MSREEIR,
* timeoutSeconds: -1

* maxAttempts : 1

® Note
BN EEEZE , 3 AWSTOE ERRRIAME,

« XHETLURE , RZUREZR , TEEIUESH. = MRERIFRRNENERS , BATRES
RBREN. EXHERT , &IERNXETEEAEMEIH,

o FAVEIRRMITEANE, FAEEREHZINAREEXH  IERARALAINTETEIRESE
RIS, MBI RMEH , NS REREHR, SRNIEHRATEH , AWSTOE LFILMITHICFE KX
Mo
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RAriEmE

JRiE

document

document-s3-
bucket-owner

phases

parameters

WG A

JRiE

name

iR

AHXHENEE, B
0 GriA Ik

D TR

S3 URI

EC2 Image Buililide

r 4B HF A AR AR
ARN

S3 FEMmMEERN
JKF 1D, AT
4 SUASRY S3 17k
Mo (BUEAHX
R EEA S3 URI)

AHXHHREEITH
MEREMES TR
FIRRKTR. MRK
EEEMEER , [z
ITARER R,

FEETRMEN REXN
&% B 48 HF AR
ASH,

String

String

SHMRFFIE

fim

i

ol

i

i
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m
e
#

FE iR

E{%i% A ExecuteDo

cumentiE{EIEIR [E £
IEITHY A A SRR

A E o

fim

value String

WASHHE.

a1 A Rl
LTFRBIERT BHXEHAZE , EARURT BN RZREE,
ARG - A SRR AR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: Sample-1.yaml
phases: build
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

WATRH : S3 URI STHYERZR

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:
- name: ExecuteNestedDocument

—RINAT
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action: ExecuteDocument
inputs:
document: s3://my-bucket/Sample-1.yaml
document-s3-bucket-owner: 123456789012
phases: build,validate
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

# ARH] : EC2 Image Builder A4 ARN J X482

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
inputs:

document: arn:aws:imagebuilder:us-west-2:aws:component/Sample-Test/1.0.0
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

{5 ForEach fE¥iE1T XY

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForEachLoop'
forEach:
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- Sample-1.yaml
- Sample-2.yaml
inputs:
document: "{{myForEachLoop.value}}"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

5/ For @iz 173Xy

# main.yaml
schemaVersion: 1.0

phases:
- name: build
steps:

- name: ExecuteNestedDocument
action: ExecuteDocument
loop:

name: 'myForLoop'
for:
start: 1
end: 2
updateBy: 1
inputs:
document: "Sample-{{myForLoop.value}}.yaml"
phases: test
parameters:
- name: parameter-1
value: value-1
- name: parameter-2
value: value-2

i

AWSTOE fij#detailedoutput. jsonEXE/TRIE A B H XXMM, ZXHBEETHE
ANENMNHEXENENN BT RNIFMAER, X FExecuteDocumentiR/EREIR | BT
FoutputsFERHAKIFEMNEZTHRHE , ARBEXRZEREEDPEZTHNE., TRMXENIFME
BdetailedOutput,
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{
\"executedStepCount\":1,\"executionId\":\"97054e22-06cc-1lec-9bl4-acdes48001122\",

\"failedStepCount\":0,\"failureMessage\":\"\",\"ignoredFailedStepCount\":0,\"logUrl\":
\"\",\"status\":\"success\"

n
4

BMANENAEBEENRBLEAT ARG AR RBIE , MTAAR :

» executedStepCount®:1

+ "executionld": "12345a67-89bc-01de-2f34-abcd56789012"
« failedStepCount®: 0

» "failureMessage": ""

- “‘ignoredFailedStepit#{”: 0
* "logUrl": "™

» "status": "success"

1 =l

TR RBIERT REBRENITIExecuteDocumentiRfEE SR . ELLRHIH |, main.yaml AHX
¥R INiZ1T T Sample-1.yaml A#H3X#,

"executionId": "12345a67-89bc-01de-2f34-abcd56789012",
"status": '"success",

"startTime": "2021-08-26T17:20:31-07:00",

"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "main.yaml",
"status": '"success",
"description": "",

"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"failureMessage": "",
"phases": [
{
"name": "build",
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"status":
"startTime":
"endTime":

"success",
"2021-08-26T17:20:31-07:00",
"2021-08-26T17:20:31-07:00",

"failureMessage": "",

"steps": [
{

"name" :
"status":

"ExecuteNestedDocument",

"success",

"failureMessage": ,
"timeoutSeconds": -1,

"onFailure":

"Abort",

"maxAttempts": 1,

"action": "ExecuteDocument",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",

"inputs": "[{\"document\":\"Sample-1.yaml\",\"document-s3-
bucket-owner\":\"\",\"phases\":\"\",\"parameters\":null}]",

"outputs": "[{\"executedStepCount\":1,\"executionId\":

\"98765f43-21ed-09cb-8a76-fedc54321098\",\"failedStepCount\":0,\"failureMessage\":\"\",
\"ignoredFailedStepCount\":0,\"logUrI\":\"\",\"status\":\"success\"}]1",
"loop": null,
"detailedOutput": [

{

fedc54321098",

"2021-08-26T17:20:31-07:00",

"executionId": "98765f43-21ed-09cb-8a76-
"status": '"success",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"documents": [
{
"name": "",
"filePath": "Sample-1.yaml",
"status": "success",
"description": "",
"startTime": "2021-08-26T17:20:31-07:00",
"endTime": "2021-08-26T17:20:31-07:00",
"failureMessage": "",
"phases": [
{
"name": "build",
"status": '"success",
"startTime":

—RINAT
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"endTime":
"2021-08-26T17:20:31-07:00",
"failureMessage": "",
"steps": [
{
"name": "ExecuteBashStep",
"status": "success",
"failureMessage": "",
"timeoutSeconds": 7200,
"onFailure": "Abort",
"maxAttempts": 1,
"action": "ExecuteBash",
"startTime":
"2021-08-26T17:20:31-07:00",
"endTime":

"2021-08-26T17:20:31-07:00",
"inputs": "[{\"commands\":

[\"echo \\\"Hello World!\\\"\"13}1",
"outputs": "[{\"stdout\":

\"Hello World!\"3}]",
"loop": null,
"detailedOutput": null

]
]
]
]
]

]
]

ExecutePowerShell

ExecutePowerShelli2 {E& 51 /o i 4245 F A EBX shell R1B/535151T PowerShell BIZA, ZiE3R L i
Windows F & 1 Windows PowerShell,

WERPIEENFERS/IESENERIR A (FlMinput.psl) , FEA Windows 1=
1T, PowerShellShell XHHHITERRE LR,

R shell IR HEEHATE R |, MiZExecutePowerShelliE RGN B REEFHED . 3010EES
B, ZNRAERFIITUT®REZ—
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- WRMH Systems Manager fRIEEZ1T , MR HABREEAE. Systems Manager REBLEBRRE
BHETRIERNSE , WNHAE G FEERFIP AR,

« RFHA executionstate , REEHBIMAF[UENTZTZNARE , RREMSIS RS

ERGEFEIE , ZNABRFHRTHREFNEINEELSR. IRFEFEAZYE , ELTNRERS

R A DAL 32 2 )X A [E — Shell a8 T HY R4
A

RiE EPU
BEERBPowe
rShell FEZITNES

R THHER. AW
fEHZ1T YAML,

commands

file ‘@& PowerShell
BIZS SR B AR
PowerShell f$£ 1 -
file@WTITSHIIX
N HE1T. BEL
MIEM .psl X

wARE  ERWIG

name: ExitCode301@Example

String

l\\ =I=

E

B, WIEE
commands = file ,
EENEEEE SR

o MIMIBE
commands = file ,
B BERIRTIEE,

description: This shows how the exit code can be used to restart a system with

ExecutePowerShell
schemaVersion: 1.0
phases:

- name: build
steps:

- name: RestartTrigger
action: ExecutePowerShell
inputs:

commands:

$rebootIndicator = Join-Path -Path $env:SystemDrive -ChildPath 'reboot-

indicator’

—RINAT
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if (Test-Path -Path $rebootIndicator) {
Write-Host 'The reboot file exists. Deleting it and exiting with

success.'
Remove-Item -Path $rebootIndicator -Force | Out-Null
[System.Environment]::Exit(Q)
}
Write-Host 'The reboot file does not exist. Creating it and triggering a
restart.'
New-Item -Path $rebootIndicator -ItemType File | Out-Null
[System.Environment]::Exit(3010)
0
FER iR RE
stdout WERATRI AR ER . FIFER

MRIEHATEHSIS , FIREREAR 3010 MENREERN —E2 , WRRERIEHRSISHE—
BREERS A BENIT, MBRHTEHSISTRKBERHME , WEIETRERSKM,

ARG BERE ( BRERXA)

{

“stdout”: “The reboot file does not exist. Creating it and triggering a restart."

}
BMHRG : ERE (SRR )

{

“stdout”: “The reboot file exists. Deleting it and exiting with success."

}

X THE EERR
F—HRANATRITTRE LGS ARANRMEER,

TEHE LZREER
* S3Download
« S3Upload
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« WebDownload

S3Download

5/ S3Download B{EHEHR | LA LURF Amazon S3 WRF—AN KR THENEE A destination
BREEENA X HHRXHR, MREENECEFEETMXH , H overwrite FRERENIER , NI
S3Download 2B ZEZXH.

source L E AT LAEE Amazon S3 AV EXN R , LA UAEATEESBEAF (*) WRAIER , A TH
—HERHBEBCENONR, HBE source VEEERBARR , S3Download BIEERETHE
ZERCRNAERNR ( EXHNXHR ) . BREVBALERMILEE , BRES (/*), ATEHE
ZRIRTRNFFIERNSR. B0 : s3://my-bucket/my-folder/*,

(® Note
TEz8 , BRBEPNAMBEXHERBLRAETE , BN TERFRK.

MRETHIRPNIEERIARR S3Download XM , XHERABTLEIREI KM BT HIRE
B FR A SRR R B BPIRES

TR R
S3Download BRIEERZIFLLT R

* Amazon S3 W R THEI TR FIEEMN AR,

* Amazon S3 X R ( £ Amazon S3 X EEERHEHREIR ) H FTHEEEMN AR XAR | ZXH*X
L% IR 5 SR E SR B R AL A Amazon S3 X R & & B 45 ith 324K,

IAM E3R

SRHIEE XX IAM ABXFTEFIZTT S3Download BIEERHNR, HITFHUT IAM A
SREE B N2 S SL B B X H B IAM B8
s BAXH  HXNEMEB/XIR (B0 arn:aws:s3:: :BucketName/* ) #Y s3:GetObject,

o ZAXYE  HREERBIR (B arn:aws:s3: : :BucketName ) B s3:ListBucket A R&XS
FER/FIR (B8 arn:aws:s3:: :BucketName/* ) B s3:GetObject,
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LI

[RiE& iR RE WFT 2RI
source Amazon S3 17 String = TiEH
RN TR,

EA LSRR E
NRUBE | b
] S\ A R AT
( MESRHILR
 ERESER
B (/%) RTFE—
4 S R IR
X R

destination T % Amazon S3  String FER
X R AY AR b B

£, ETEHEAN

X, BT

XHBIEENE

BN —E 2. Bl

w /myfolder

/package.

zip o

fim

7|

expectedB source FE&EF String FEH
ucketOwner RENTFEBN

A E K

ID., BEATERIUE

BIER 1 E /Y

Amazon S3 17#

BRI B

7|

overwrite mIR{E true
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RAriEmE

RiE

@ Note

DU RE T

RiERNIEWER
R IE E A ith BF
R B RXXHER
REFERAX
%, TEXHE
BEAH T,
MRRE SR

i, BRI
RE LMW EX
HhiEEE L HE
BREERSAT
AR IR KM

520 | Error:
S3Download:
File already
exists and
"overwrit

.t

property for
"destinat
ion" file

is set

to false.
Cannot
download.

ARIA

SFLATRA , ATEUR Windows X #HRERZREH#R N Linux BB&, Bl , AL C: \myfolder
\package.zip B¥AN /myfolder/package.zip.

#HW A RS : 5 Amazon S3 J R E &I B A b 345

XHTHE L&
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AT RBIER T 204aRF Amazon S3 Xt R & #I F 4 3#h 3T

- name: DownloadMyFile
action: S3Download
inputs:

- source: s3://mybucket/path/to/package.zip
destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: false

- source: s3://mybucket/path/to/package.zip
destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022
overwrite: true

- source: s3://mybucket/path/to/package.zip
destination: C:\myfolder\package.zip
expectedBucketOwner: 123456789022

wWATRY  FEERAIKMN Amazon S3 FEEHRAIFTE Amazon S3 X RE H B4 i X443k

THENREIRTRT AR Amazon S3 B HH A REIRKATE Amazon S3 X RE B A i34
¥, Amazon S3 RAXHREEE , Hit , FEFERINRCENAENR. ZAATHKEHN 1000,

- name: MyS3DownloadKeyprefix
action: S3Download
maxAttempts: 3
inputs:

- source: s3://mybucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: false

- source: s3://mybucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022
overwrite: true

- source: s3://mybucket/path/to/*
destination: C:\myfolder\
expectedBucketOwner: 123456789022

i

7to
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S3Upload

£/ S3Upload 1R V48R BT BURF S MRS/ S #F K B2 ZIFEAS Amazon S3 U8, &R AR ERE
ENREREABES (*) , A LEBEESBERFRN TEATE X,

R )3 S3Upload B#IFRW , B LAEARNEMHEFREE B R Amazon S3 FHEH.
X EFNER RS

o G EEE S3 TR,
o FFXHRPHARIIH (FERBEBESR ) L& ZE Amazon S3 #HI4R.
o FFARMIMHR (BT recurse IREN true ) EFIE Amazon S3 BEIE.

IAM E3R
S 6If B S R<BI IAM B4 MEHIE1T S3Upload BEERAE, HFUFLT IAM KEERH

INE 5L HIE E S 4R B IAM A ', ZRIEAJ1E B #5 Amazon S3 F# R F s3:PutObject X
PR, i , arn:aws:s3:: :BucketName/* ),

A
RiE R EH NEE Rk
source R ST/ STk String = TEA
FIT 1E B9 7S 3t 3%
&, source X
BESEER
(*)o
destination AR ST String = FERA
XK B #R
Amazon S3 17 f#
AR R
recurse String S false
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FE DU RE R ARIA
MRREN

true , NEIFHH
1T S3Upload,

7|

expectedB B EFIEE  String FERA
ucketOwner # Amazon S3

FE R TE P

BEIKF 1D,

BANBIER

FERPEEN

Amazon S3 17#

BB,

ARG A A E HE Amazon S3 X R
LA R BI5EER T AR AN 3t L4 2 U E) Amazon S3 X Ko

- name: MyS3UploadFile
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\package.zip
destination: s3://mybucket/path/to/package.zip
expectedBucketOwner: 123456789022

WARG  REBERERK Amazon S3 174 1 PRI FT A XX & I B A 34K

LR RBIR R T AMAR AN 1 3L R R PR X4 & HI 2 B B BT 4RAY Amazon S3 7+, ZRHIF
SEHFXHRFIENE , BARERE recurse , FEEIIAN false,

- name: MyS3UploadMultipleFiles
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\*
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destination: s3://mybucket/path/to/
expectedBucketOwner: 123456789022

ARG OREPRE SO SR MAS 3 324553 I3 & #I ) Amazon S3 R

BUTR RBIR R T AR AT R ST A STAF SR MR 3 34 SR i3 V3 &8 I E 7 B B BT8R AY Amazon S3 17 i# 4%
o

- name: MyS3UploadFolder
action: S3Upload
onFailure: Abort
maxAttempts: 3
inputs:
- source: C:\myfolder\*
destination: s3://mybucket/path/to/
recurse: true
expectedBucketOwner: 123456789022

i
Tco
WebDownload

WebDownload R EHE R R R 883 HTTP/HTTPS i MIZfBV B T EH XHMER ( BIER HTTP
S)o. WTHHBEHKIEERS, ZERLEBERAMNIEHEIRBE,

REAFBAA , BATHBRERSZ TR 58, XEZIHS steps XMW maxAttempts FERAIBE
NZ=EHAE , MREBRERERIMEX,

LRFERBHALBEEER. R 200 5%, FTE HTTP RSB H L5 KB R,

A
JRiE #iR Eyic) NFE 2RIA
source ¥4 RFC 3986 String _ EH
PRI B =
HTTP/HTTPS
Pk (I

HTTPS ) . %
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RAriEmE

RiE

destination

overwrite

DU
FEAEXRE
Mo

A REE M4
I SRAR RS STHER
XHRER, X
14 S BE AR AT A
/&R, MREX
HREET /
g, SR
XHERR, ZE
REBIERT
T T M
HRIXHER, fo
T ERERRIE
Ko

BRE , TEH
MO ERGE
EARMRE EW
EMEIAE
WMRRER,
ToBEARMBR
& LR EIA
X, FERE
TR R IR
A, ERES
FEETREM
kEERE , RE
EE[LEFE
B9 34 B9 AL A
B HETTE
B, RERIRS
S TR,

String

fim

7|

ARIA

TEH

true

XHTHE L&
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RAriEmE

RiE

checksum

algorithm

ignoreCer
tificateE
ITOIS

i
&

destinati
on

iR

DU

HEEERRBRM
i, REN<E
ERRBNEX
ERBE TN
HHEY S FBEH AT
ey, EERAX
HIOUE |, I [E
RRHERENE
BE. RFER
#EARER,

AFITER
WANE L,
AT TE
MD5, SHA1,
SHA256 H
SHA512, EF
BAXHRIE , &%
A E AT R AR
MEEZE, AT
R KRIA
o

BHRRE , SSLiE
PRIFTLHZ
B

RE

D#ITRF2  String
PREY 7R

FLEET
BEHET

String

String

WmRE

7|

7|

ARIA
TEH

FEH

false

XHTHE L&
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RAriEmE

FE iR xH
B
REY B PRER
%o

B ARA  REE M TEEIAR M B AR

- name: DownloadRemoteFile
action: WebDownload
maxAttempts: 3
inputs:
- source: https://testdomain/path/to/javals4.zip
destination: C:\testfolder\package.zip

i

{
"destination": "C:\\testfolder\\package.zip"

}
AARG  FSNZENXH TR ZNAM B R

- name: DownloadRemoteFiles
action: WebDownload
maxAttempts: 3
inputs:
- source: https://testdomain/path/to/javals4.zip
destination: /tmp/javal4_renamed.zip
- source: https://testdomain/path/to/javals4.zip
destination: /tmp/create_new_folder_and_add_javal4_as_zip/

i

{

"destination": "/tmp/create_new_folder/javal4_renamed.zip\n/tmp/
create_new_folder_and_add_javal4_as_zip/javals.zip"

}

MARE : TH-—MZEXHMABEAREER , RRTHS — N EEXAHRIEEE

VITFE M

XHTHE L&
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- name: DownloadRemoteMultipleProperties
action: WebDownload
maxAttempts: 3
inputs:

- source: https://testdomain/path/to/javals4.zip
destination: C:\create_new_folder\javal4_renamed.zip
overwrite: false

- source: https://testdomain/path/to/javals4.zip
destination: C:\create_new_folder_and_add_javal4_as_zip\
checksum: ac68bbf921d953d1cfab916cb6120864
algorithm: MD5
overwrite: true

i

{
"destination": "C:\\create_new_folder\\javal4_renamed.zip\nC:\
\create_new_folder_and_add_javal4_as_zip\\javals4.zip"

}
A RB  THORE XA H M SSL INIERIE

- name: DownloadRemoteIgnoreValidation
action: WebDownload
maxAttempts: 3
inputs:
- source: https://www.bad-ssl.com/resource
destination: /tmp/downloads/
ignoreCertificateErrors: true

i

{

"destination": "/tmp/downloads/resource"

}

X RGRERR
F—HRANE T AT RGBS S AUAWBREER,
ARG R AERAERIR
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RAriEmE

AppendFile
CopyFile
CopyFolder

CreateFile
CreateFolder

CreateSymlink

DeleteFile
DeleteFolder
ListFiles
MoveFile
MoveFolder

ReadFile

SetFileEncoding

SetFileOwner

SetFolderOwner

SetFilePermissions

SetFolderPermissions

AppendFile

AppendFile R EIERFHEE RN B FMEI X HH EBFENRER,

MR A RBESRINGRDE (utf-8) EFRE , AT encoding IUEE X HRIBE. MINER

T, utf-16 M utf-32 EAPNBET FHDB,

REUTRERE , BEERQIREER

BENXHFESTHAEE,
IR B BB ABTNEARR,
ZAE IR AR BB 2 4R R

M RGRE
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LI

& iR

ok
2
&
ED]
s
pud
¥

AESE TEE¥A
path XHEE#E,  String = FEH FiEA

o

content EMEISL  String
HHRA,

I

He
1
&
i

FEH

o

encoding /®mFRE,  String

i

utfs8 utf8, utf- =& tf-16.
LE, utf-16
LE
. utfle-
BE. utf-16
BE
. utf32, 32-
LE, utf-32
LE
. utf32-
BE
utf-32-
BE . 4mi5
BN ET
X5 K/
B,

ARG MM ASRE ( Linux )

- name: AppendingFileWithOutEncodingLinux
action: AppendFile
inputs:
- path: ./Sample.txt
content: "The string to be appended to the file"

WA RB B0 R 4RES ( Windows )

- name: AppendingFileWithOutEncodingWindows
action: AppendFile
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inputs:
- path: C:\MyFolder\MyFile.txt
content: "The string to be appended to the file"

ARG BN H4RED ( Linux )

- name: AppendingFileWithEncodinglLinux
action: AppendFile
inputs:
- path: /FolderName/SampleFile.txt
content: "The string to be appended to the file"
encoding: UTF-32

ARG ;BN HYmEE ( Windows )

- name: AppendingFileWithEncodingWindows
action: AppendFile
inputs:
- path: C:\MyFolderName\SampleFile.txt
content: "The string to be appended to the file"
encoding: UTF-32

ARG DAZEFRF SRR AN ( Linux )

- name: AppendingEmptyStringlLinux
action: AppendFile
inputs:
- path: /FolderName/SampleFile.txt

WA RB : AZZFRFERMT IS ( Windows )

- name: AppendingEmptyStringWindows
action: AppendFile
inputs:
- path: C:\MyFolderName\SampleFile.txt

i

7o
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CopyFile

CopyFileRIFES R X NEEREHZEEB R, BMINBERAT , MREBXHRESTHAFE |, %
BHRORF & B I3 75 2 B 2 % SR

NREBEEXNHRPEFEEREERMNXMG , WRIANBERT , BEERFEZNE XM EAIURE
HETZEN false , BEX—BINTH, YBZRMIREN false , A REEENEBELFHEESR
EEBMA AR |, REEFEEE R, RN THERES Linux 78 cp v w#EE , BRABRT
KBS

BXHAAUNTEBERS (*). REEEE M NHBEIBA (/B \) ZETUEABEHRST. R
BXHEHITEEERA , WAESBHRAERN X BEEHNTBERXHR, MREFHBESFBHZ
AN, W destination M AMTUAXHEBREIRE (/S \) &8 , IRF"EFBAZR—
XK,

MEENRXGRBERXHERTE , WATLIER destination MMIEE BN H R, MRKIEEBFR
4B, WERARXGNBEMRUEB RS, BRE—NXHBEIBA (/ B\ ) ZEHNERXEE
FAAXHE. MREFRASREXHERBXHE , U destination EBAY i A LT 4B R D
RAF (/X \) &R,

REUTRERE , BEERQIREHEIR
« BEREREXHRF IR,
« BXHESITHAEFE.

- EEEEERENXHBHXHR , H overwrite EIIIRE N false,
o REBERERITREREREIR,

LN
RiE HiR ¥l HE ERIAE AESE XELFAE
source VRSB String B & A EHA =
2z,
destinati HB#RXHE  String b FEHA ERA =
on =
overwrite WMRIKEHN HRE B true FERA =

Hix , S8
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RAriEmE

4

H

FE iR il AMINE AEXE

ENVECZ
FEERE
ERMHIX
et , BAR
XHEFTE
WER.

ARG . EHI3H (Linux)

- name: CopyingAFilelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt

ARG EHIHF (Windows )

- name: CopyingAFileWindows
action: CopyFile
inputs:
- source: C:\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt

ARG - fERRS B E IS ( Linux )

- name: CopyingFileWithSourceFileNamelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/

W ARG SRR R EHISXH (Windows )

- name: CopyingFileWithSourceFileNameWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt

XEE2YE

M RGRE
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destination: C:\MyFolder\

A RA  ERBEAE SIS (Linux)

- name: CopyingFilesWithWildCardLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

W ARG EFEE AT E I3 (Windows )

- name: CopyingFilesWithWildCardWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

BMARG  EFIXHMAEE (Linux )

- name: CopyingFilesWithoutOverwritelLinux
action: CopyFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt
overwrite: false

wWMARE  EFXHFMAERE ( Windows )

- name: CopyingFilesWithoutOverwriteWindows
action: CopyFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt
overwrite: false

i

7o
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CopyFolder

CopyFolderi# ERHRIF XK MIEEREHEIEE B R, source IETAVH AN BEE A4
% , destination IEBINA AN RXHFRABTHEFWXHER, MINBERAT , MR ERIXHREET
NAEFE , ZERFLLEFFNNBZ R,

MREEXHRPELFHEEREERMBIMAX , WRINBRT , BREER2BZWANHR, &7
LRBRETREN false , BREX—HMINTH, MRANBRZETIREN false , HEEEENER
ZFEEREEAMNNMX  BEESRFIREHIR.

BXHREMAUNBEBEST (*)e REERE—MNXUHBERIBH (/H\ ) ZEFAEABEERT.
MBRXHRXEFRPISEBHRA , WMESBRAFTEN N 4XBHESTBRXHR, MREFHE
BRAEH SN XX , Il destination M ADTA XGRS RET (/B \ ) &8 , XKR=E
PRI R — IR,

MRBIRXHREHFERXGREHTE , WALER destination EIIEE B ¥R X HRE o
MREREEBRXHERER , MERARXHERNEHRKCUNEZBERISR, HE—INXHBERSE
B (/B\) ZENEAXAREER ARG, MREFEASRXGRERDNXHRER , N
destination WAV ADTAN BB DB (/ B\ ) &,

RELUTERE , BERRSEEER

- BEREBEXHRFPOIEHK,

« BXHREZTRFFE.

- EFEEEEEXHREHNXHR , B overwrite IR EN false,
- BREEREHRITREMNERIHEIR.

LN
RiE HiR ¥l HE ERIAE AESE XELFAE
source TR R String B & A EHA =
2z,
destinati HB#RX#X  String b FEHA ERA =
on B
overwrite WMRIKEHN HRE B true FERA =

Hix , S8
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RAriEmE

4

H

FE iR il AMINE AEXE

ENEFE
ZFEER
EEB W
X HRET
B ¥R3 4K
A=Y % )
o

ARG EHIXHR ( Linux )

- name: CopyingAFolderLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/destinationFolder

WARE : EHIHR (Windows )

- name: CopyingAFolderWindows
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\destinationFolder

W ARG ERIRSOE R B FRE BT ( Linux )

- name: CopyingFolderSourceFolderNameLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/

W ARG fERRS R B BRE B3R R (Windows )

- name: CopyingFolderSourceFolderNameWindows
action: CopyFolder
inputs:

XEE2YE
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RAriEmE

- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\

BARG  ERABEMAEFIXHR (Linux )

- name: CopyingFoldersWithWildCardLinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

i ARG EREE AT E SIS R (Windows )

- name: CopyingFoldersWithWildCardWindows
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

WMARG  ERBERVBER T EHIHRK ( Linux )

- name: CopyingFoldersWithoutOverwritelinux
action: CopyFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/destinationFolder
overwrite: false

WMARG  ETREZRVER T EHXHK ( Windows )

- name: CopyingFoldersWithoutOverwrite
action: CopyFolder
inputs:
- source: C:\Sample\MyFolder\SourceFolder
destination: C:\MyFolder\destinationFolder
overwrite: false

ok,

7co

M RGRE
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RAriEmE

CreateFile

CreateFileBREFRRIEBEMERIRN M. BMINBERT , MBAFE , ZEREQLUEFHF A GBI H

\l/
o

MREEXHRPEFEZXMS , MRIABRT , REERSBIMHBZIA XM, S LLHERIER
RIEN false , BRX—MIATH, HBRZTIREN false , HEEEENECELFEEREES
PRV AR |, RAFR SRR B4R

MR A RBESRINRDE (utf-8) EFRE , AT encoding IR E X HRIBE. MINER

T, utf-16 M utf-32 FEHDIRF

i 4wt

owner, group, M permissions BAEM A, permissions WAL R FHFRE, WRKRE
HERIAE | FEARKIAMEIEXXH, Windows FAFRIFXLIET, MMRAE Windows F& L AEM

owner, group M permissions , NI ERERFFRIE HIRE IR,

LBRERR T U GIE — N ENRABRERSHNIIA umask HENL, MRBEZIRINME , MAM

% & umask {Eo

REUTERE , BEERQIREHEIR

o« SBTRIERE REHY R ST R R 632 ST F SR
« BEERENITRERBRIHIR,

A
RiE
path

content

encoding

iR
NHEE.

AR A

YRID PR A

String

String

String

4

H

fim

i

7|

MINE
FEH
TEH

utf8

AEXE
TEH
TEH

utf8, utf-
LE, utf-16
LE

. utfle-
BE. utf-16
BE

XEE2YE

=
=

=
=
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FRi& iR E¥il] NFE RIAE AEZE XEHELFEA
. utf32, 32-
LE, utf-32
LE
. utf32-
BE
utf-32-
BE . 4mi5
I ET
X5 K/
B,
owner RAF&E String B FEH FEH Windows
1D, PRXEF,
group HAFMDR String B HaAF. TEA Windows
1D, RARZHE,
permissio X#MXPR.,  String = 0666 EHA Windows
ns PR,
overwrite MWRIBEX HRE B true FEH =
in: OR=E
BAEFE,
WERINTE
)/ N T 4
BEiZER
false T
Bf LE 374
WEMSE
e

BARG : QBN MAESE (Linux)

- name: CreatingFileWithoutOverwritelinux
action: CreateFile
inputs:
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- path: /home/UserName/Sample.txt
content: The text content of the sample file.
overwrite: false

BMARG : QB4 MAZEE ( Windows )

- name: CreatingFileWithoutOverwriteWindows
action: CreateFile
inputs:
- path: C:\Temp\Sample.txt
content: The text content of the sample file.
overwrite: false

W ARB  BIRT XHE T

- name: CreatingFileWithFileProperties
action: CreateFile
inputs:

- path: SampleFolder/Sample.txt
content: The text content of the sample file.
encoding: UTF-16
owner: Ubuntu
group: UbuntuGroup
permissions: Q777

- path: SampleFolder/SampleFile.txt
permissions: 755

- path: SampleFolder/TextFile.txt
encoding: UTF-16
owner: root
group: rootUserGroup

A RB SIS E ERY S

- name: CreatingFileWithoutFileProperties
action: CreateFile
inputs:
- path: ./Sample.txt
- path: Samplel.txt

WARE A2 -2 UBEE Linux FEMARHE -2

- name: CreateSkipCleanupfile
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action: CreateFile
inputs:
- path: <skip section file name>

BEXEZEER | BSH BE Linux BEBIZA

i
Tco
CreateFolder

CreateFolderi# FEREIEEMBEOIE — XK, MINBERT , MBFE , ZERESLEIFH K
BRINHR,

MREENHRFPEEFEEZXHEX , NBRIABERT , BEERSBNBRBEINEXH R, BUNEES
EIRE N false , BEX—RIANMTH,. RFEBEZETUIRE N false , HEERENECLFELEE
EEEBMINXMHR | BIEEIIFREL IR,

owner, group., f permissions A% A, permissions i AL R FAFHEE, Windows
AR RFXEET, MRE Windows & EFEAED owner, group M permissions , Mt
ERE SN IR E H IR B 45 1R

AR ERER AT LA — N XK, ERREBBRERSHIIA umask BEX. MRBBZIRINE , D&

TR E umask B,
RELUTHERE , BEERSIREHEIR :

- BEREREMBE IR XK,
- BERREMTREMNBEIEIR,

A
RiE iR Egil] NEE ZRIAE AESE XELFA
path X AR & String = FEH FiEA =
%,
owner AFREL String B HaArF. TEA Windows
1D, PAREHE,
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RAriEmE

4

H

FE iR xH

group HAEMRE String
ID,

i

i

permissio X#XiX String
ns IZEO

overwrite WMREEX HRE
BB
BELEFE,
N BRIAE
mT, Nkt
BHIREN
false A
Bfy 1E 34
WEMRE

=4

1m o

7|

BMARG : BIERIHX (Linux)

- name: CreatingFolderLinux
action: CreateFolder
inputs:

- path: /Sample/MyFolder/

BARG : BIEXHX (Windows )

- name: CreatingFolderWindows
action: CreateFolder
inputs:

- path: C:\MyFolder

BRG] QRIS EXHRE A HR

- name: CreatingFolderWithFolderProperties

action: CreateFolder
inputs:

BINE

E L) )
4,

0777

true

WEZ

FEH

TEH

XEE2YE

Windows

GESTC

Windows

PARXHEF,

=
=
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RAriEmE

- path: /Sample/MyFolder/Sample/
owner: SampleOwnerName
group: SampleGroupName
permissions: 0777

- path: /Sample/MyFolder/SampleFoler/
permissions: 777

MARS : QI NERIAFXHERNXHER (0T ).

- name: CreatingFolderWithOverwrite
action: CreateFolder
inputs:
- path: /Sample/MyFolder/Sample/
overwrite: true

i
%O

CreateSymlink

CreateSymlinkiR FE R IR S EER TN 5 — M XI5 A . Windows ¥ & FXFFIEE

o

path fl target XM BMA AT URLX BRE , B UREXNER. R path &I B A ST B

£, NEeIBEEN T HERN B RE,

MINBRT , SEEXHXFEFEEREERMNEEN | REFERQIREHEIR, BN force

EINEERN true , BEX—BIATTH., X force ETIRE RN true B |, BIRGESZM B,

MRXNHERFFE , WERINBAT , BEERSGEF AN B ZHX,

REUTERE , BEERQIROER

- BRXHESITHA R,
- CFEEREERURNIERFSHEEXHF,
« BEERENITRERBIIHIR,
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LI

JRiE iR ¥t NEE RAE AESE XEHELFA
path X,  String = FEH EHA Windows
PARLHE,
target NEHEEE  String = & H TERA Windows
EL:SIER 79 RAR X,
B,
force HEMMER  WRE B false FEH Windows
MEEEEE FRXE.
B, 5
Bl

ARG Bl O RN SR

- name: CreatingSymboliclLinkWithForce
action: CreateSymlink
inputs:
- path: /Folder2/Symboliclink.txt
target: /Folder/Sample.txt
force: true

BRG]  RIETE G G2 ERA AT S 6

- name: CreatingSymboliclLinkWithOutFozrce
action: CreateSymlink
inputs:
- path: Symboliclink.txt
target: /Folder/Sample.txt

i
Too
DeleteFile

DeleteFilei® fFRR R M BR 45 E L BBy — NS
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RAriEmE

path WA AN ZRERHN XA BERINHBPHEBEEA (*) IX4HERE. IREXHRTFEEEE

BORF , W@ — 3043k h S & B AF PR B B9 Fi A ST A ER R AR BR o
REUTRRE , BEERQIREER

o SETTRNATINBRAVERAE
- BERRENTREMNBEIER,

A
RiE iR RH NE HINE
path XHEERE,  String =2 TiEA

A RB : BERE A4 ( Linux )

- name: DeletingSingleFilelinux
action: DeleteFile
inputs:
- path: /SampleFolder/MyFolder/Sample.txt

ARG M BRE AN ST ( Windows )

- name: DeletingSingleFileWindows
action: DeleteFile
inputs:
- path: C:\SampleFolder\MyFolder\Sample.txt

ARG - BIBREA B E G BH X ( Linux )

- name: DeletingFileEndingWithLoglLinux
action: DeleteFile
inputs:
- path: /SampleFolder/MyFolder/*1log

ARG BIBRUA A AL BRI X ( Windows )

- name: DeletingFileEndingWithLogWindows
action: DeleteFile

AEXE xFe¥a

FEH =
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RAriEmE

inputs:

- path: C:\SampleFolder\MyFolder\*log

W ARG - B BRE E AR S PR 32 ( Linux )

- name: DeletingAllFilesInAFolderLinux

action: DeleteFile
inputs:

- path: /SampleFolder/MyFolder/*

ARG BRI E AR BIFRE XA ( Windows )

- name: DeletingAllFilesInAFolderWindows

action: DeleteFile
inputs:

- path: C:\SampleFolder\MyFolder\*

L
To
DeleteFolder

DeleteFolderi® YEA& SRl BR ST4F3%

MBEXMHRTAZE , MAHRF force IBMTIREN true FREMPRZXHRRERET. MRERRF
force EBUREN true , F BEERBRNXHRFINZE , MIRFEFERLBREHEIR, force EHAAR

IAMER false,

RELTRERE , BEFRRSEBEIR

o SETTRNATINBRAVERAE
- BERREMTREMBIER,

A
JRiE Hir ¥l
path X R String

VA
%,

T AIAE WEXE XE2YE

2 B REA 2
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RAriEmE

FiE iR e HEE ERIAE
force XX #WRE B false
EB I 1 BR iZ
X%,

WATE . £/ force ETMIBRIFZE XHK ( Linux )

- name: DeletingFolderWithForceOptionLinux
action: DeleteFolder
inputs:
- path: /Sample/MyFolder/Sample/
force: true

WATEl . £/ force EUMIBRIEZE X HXK ( Windows )

- name: DeletingFolderWithForceOptionWindows
action: DeleteFolder
inputs:
- path: C:\Sample\MyFolder\Sample\
force: true

ARG MIBRIZAHK ( Linux )

- name: DeletingFolderWithOutForcelLinux
action: DeleteFolder
inputs:
- path: /Sample/MyFolder/Sample/

ARG BIBRI AR (Windows )

- name: DeletingFolderWithOutForce
action: DeleteFolder
inputs:
- path: C:\Sample\MyFolder\Sample\

i b

FEH

XEE2YE

=
=
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7to

ListFiles

ListFilesBfFIEIRFIH T I E XK AR XA, HBFRTRERN true B, FIHFXHERPHIX
fro MIABRT |, BWERSFIH F XK A,

EIHEMESEEERNCENFENXH , HFEH fileNamePattern IR HZE
No. fileNamePattern ETUIEZBEEAF (*) H. =M fileNamePattern B , FHREISIEEXH A
¥ =X T EL Y PR B S04

RELUTRERE , BERRSEEEIR

- BEENXHREETRAER.
o« SETTRIESE TEAY R 34 3K A B 38 ST s S0 R
- BERRERTRENEIER,

A
RiE iR gl WHE RIAE AEZE XEHELFA
path X AR String 2 FEH FiEA =
2,
fileNameP ZEPELA%]  String B FERA FEH =
attern HEMEZ
Ui
PR X8
E,
recursive #ZEHEYHX HRE = false FERA =
i daal: VB8
#.

ARG B E XK RIS ( Linux )

- name: ListingFilesInSampleFolderlLinux
action: ListFiles
inputs:
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RAriEmE

- path: /Sample/MyFolder/Sample

ARG ;B3 E R B EY A (Windows )

- name: ListingFilesInSampleFolderWindows
action: ListFiles
inputs:
- path: C:\Sample\MyFolder\Sample

HATRBI : BIHBAB AR ST ( Linux )

- name: ListingFilesWithEndingWithLogLinux
action: ListFiles
inputs:
- path: /Sample/MyFolder/
fileNamePattern: *log

WMARG : FIHEB AR LRI ( Windows )

- name: ListingFilesWithEndingWithLogWindows
action: ListFiles
inputs:
- path: C:\Sample\MyFolder\
fileNamePattern: *log

ARG IR B

- name: ListingFilesRecursively
action: ListFiles
inputs:
- path: /Sample/MyFolder/
recursive: true

L
Ri& iR H
files X#Fk,  String
i R
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{
"files": "/samplel.txt,/sample2.txt,/sample3.txt"

}

MoveFile
MoveFilet® ERE SN S MIEER B3 BIIEE B #r.

MREEXHRPEFEZXMS , MRIABRT , REERLBZUA XM, ELLHERRIUREN
false , BEX—MMINTH. HBFRMREN false, ABEEENECEFEERREEBMHNIX
et REESRRRE IR, RN TERES Linux #E mv i 5HEE , RABRT2B S,

BXHEAATUNITEBRERS (*). REEEE M NHBEIBA (/B \) ZEFUEABERAST. WR
BXHETITEEEA , WAMESBRAERN X BEEHTBERXMR, NMREFHBERSTBHZ
AN, N destination MM ALTUAXGREDRE (/F\) EB , ERTEFEHAR—D
XX,

WREFRNHEEERXHETE , MATLAEA destination BBUEE BN HH. WRKREEBKR
XHE , NERRXHNBHRREEZBEIRN G, BZE—IMXHBEIRE (/ 2\ ) 2ENVEMXAE
FARNXHE, IRBEERAERXHERBNXHHSE |, W destination TR A SRR S
R (/ 3\ ) SR,

RELUTRERE , BERRSIEEEIR
o BEBRERENXHERB IR,
« BXHESITHAEFE.

- EFEEEEENHENXHR , B overwrite IMIREN false,
- BERREMTREMNBIEIR,

A
FRiE iR KH A RRIAE AEZE XEFELETEA
source RSB String = FERA FEH =
&,
destinati HB#RXHE  String o FEH FiEA =

on =,
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RAriEmE

RiE R i AE ZRIAE EZE
overwrite MWREEHN HRE P true TEHR

Hix , G5
ENVECZ
FEERE
EB M
et , BAR
XHEFTE
WER.

BARG : BIXH (Linux)

- name: MovingAFilelLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt

ARG BB (Windows )

- name: MovingAFileWindows
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt

ARG - fERRS A BB X ( Linux )

- name: MovingFileWithSourceFileNameLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/

W ARG ERTRS BB S (Windows )

- name: MovingFileWithSourceFileNameWindows
action: MoveFile

XEE2YE

=
=
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inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder

A RB  ERBEEAFBE M (Linux)

- name: MovingFilesWithWildCardLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

AR ERBE B XA (Windows )

- name: MovingFilesWithWildCardWindows
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder

WMATE - B XHEMAESE (Linux)

- name: MovingFilesWithoutOverwritelLinux
action: MoveFile
inputs:
- source: /Sample/MyFolder/Sample.txt
destination: /MyFolder/destinationFile.txt
overwrite: false

BMARG : BHXHFMAEE ( Windows )

- name: MovingFilesWithoutOverwrite
action: MoveFile
inputs:
- source: C:\Sample\MyFolder\Sample.txt
destination: C:\MyFolder\destinationFile.txt
overwrite: false

i
o
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MoveFolder

MoveFolderi2 EE S X R MNIEERB I EIEE B R, source TN BMAREBINXHRX , m
destination IR A RRE X RN BR BN X4,

MREBMRRXHERS destination WM AEZITRAEE , NBRIAMBERT , BREEEEWE
PR IA B S %k,

MRBRXHRPEFESFEXMHRMEEN AR , WRINBERT , BREER2BZUANHR, &7
LRBRETREN false , BEX—HMINTH, MRAFNBRZETIREN false , HEEEENER
ZFEEREEAMNNMX | BEERFIREHIR.

RXEREFAILEEBEM (*)o REERFE-—NNXHBESRA (/ N\ ) 2BEFAIEABER,
MERNHRERHESRBES , WAASEBRAFTENXHREE/IEFT B X, IRECAR
BB ZNIXHR , W destination BB AMTUXHBEDRE (/ N\ ) 5B , XXRRE
i A= — XK,

MREGXHREMERXEXRERTE , MALAER destination ®IIEE B R XHFRE M.
MRKEEERXMGREN , WEARXHRNEMRCUEBIRXHR, RE—INXHBEDE
BF(/FE\) ZENEAXEEFRAANXGEREN. MREFASFEXHXERBXEFRER , U
destination DAY A DTN RERERDRE (/3 \ ) &R,

RELUTERER | BEERSIRE4LEIR

o BTENIE BRI AP G ESIHR,

« BXHREETRAEE

- EEEEEREBMMXHER , H overwrite EIIIRE N falseo
o RERRERITREREREIR,

A
FRiE DU i) A RRIAE AEZE XEFELT¥A
source TR KB String = FERA FEH =
&,
destinati B#RX#HX  String = FEH FiEA =

on BB,

X RERIE =
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RAriEmE

4

H

FE iR il AMINE AEXE

overwrite WMRZEHN HRE

iR, Hig
ENEFE
KEFEER
EERB M
XK,
B AR R
HramE
",

i

true TEHR

BMARG - BIISXHXK (Linux)

- name: MovingAFolderLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SourceFolder
destination: /MyFolder/destinationFolder

ARG - BB MR (Windows )

- name: MovingAFolderWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SourceFolder
destination: C:\MyFolder\destinationFolder

ARG ERIRX KRB XX ( Linux )

- name: MovingFolderWithSourceFolderNameLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/

ARG ERIRSE R B BB AR (Windows )

- name: MovingFolderWithSourceFolderNameWindows

XEE2YE

=
=
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RAriEmE

action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\

W ARB : ERBE BRI AR (Linux)

- name: MovingFoldersWithWildCardLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/Sample*
destination: /MyFolder/

WMARE : EABE/FB MR (Windows )

- name: MovingFoldersWithWildCardWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\Sample*
destination: C:\MyFolder\

WMATRE  ERBENER TBBIXHRX (Linux )

- name: MovingFoldersWithoutOverwritelLinux
action: MoveFolder
inputs:
- source: /Sample/MyFolder/SampleFolder
destination: /MyFolder/destinationFolder
overwrite: false

WMARG  ETREZRER T B3 IHK ( Windows )

- name: MovingFoldersWithoutOverwriteWindows
action: MoveFolder
inputs:
- source: C:\Sample\MyFolder\SampleFolder
destination: C:\MyFolder\destinationFolder
overwrite: false

fa
o
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ReadFile

ReadFileRFERIEMFRABRRENNAXHNAR, ZERAATEMXHAR , AEBEIRETER
SHEWAER , FEATIZEBIEES console.log X, MREBEEMNRERM SR, NIERF
RE B R AR. ZERN IR

MBEXHRBESRIAEG (utf-8) EFRE , AILAEA encoding TS E X HHBE. BIANER
T, utf-16 M utf-32 EANMHFET FHL,

FINBERT , WERTEFXHARITEHE console.log X/, EAILUETF
printFileContent BMIREN true RBZHIRE,

ZERABREA RN AR, ZRIRTEMEN XA (1A Excel 5 JSON X4 ) o
RELTRERE , BERRSIEEEIR
« RXHESITRAEE.
- BERRENITERENBEIER,
A
FE iR xH R AINE AEXE xXEFEE2¥E
path MHFE&EE,  String = TER TEH

¥

encoding ‘miB¥rAE.,  String = utfs8 utf8, utf- =2 tf-16.
LE, utf-16
LE
. utfle-
BE, utf-16
BE
. utf32, 32-
LE, utf-32
LE
. utf32-
BE #0
utf-32-
BE . 43
TN ET
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FiE iR e U= RIAE AEZE TEHLESR
X2 K/
(=
printFile X#HA WmRE B false FEH £,
Content BITENE
console.1l
og X
F,

W ARG REUIH ( Linux )

- name: ReadingFilelinux
action: ReadFile
inputs:
- path: /home/UserName/SampleFile.txt

ARG RELH (Windows )

- name: ReadingFileWindows
action: ReadFile
inputs:
- path: C:\Windows\WindowsUpdate.log

ARG BRI IR E RN

- name: ReadingFileWithFileEncoding
action: ReadFile
inputs:
- path: /FolderName/SampleFile.txt
encoding: UTF-32

ARG BB HFHEITEIR console.log X

- name: ReadingFileToConsole
action: ReadFile
inputs:
- path: /home/UserName/SampleFile.txt

M RGRE
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RAriEmE

printFileContent: true

i
FE R
content XHRE
i H R 51
{
"content" : "The file content"
}

SetFileEncoding

SetFileEncodingiR R IE R B XH R RIBEIE, ZRRAILUR XA REBM utf-8 BRI N IEEN IR
BirgE. BMIAMBRT , utf-16 M utf-32 B/ DMRFTFRD.

REUTERE , BEERQIREHIR
« BEBITHEEB R

« RXHEEITRAEE.

- BERRENTREMBEIER,

A
JRiE EPUN E3it] N
path XHERE,  String =
encoding !mMB#rAE,  String B

MINE
TEH

utf8

TS E
RER

utf8, utf-
LE, utf-16
LE

. utfle-
BE., utf-16
BE

. utf32,

XE2YAE

fim

tf-16.

32 -
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S
H
H

AMINE AEXE XEE2YE

LE., utf-32
LE

. utf32-
BE A
utf-32-
BE . 4mi3
‘TN ET
X 55 K
=

& 1R

BWARE  RENHRBEMYE

- name: SettingFileEncodingProperty
action: SetFileEncoding
inputs:
- path: /home/UserName/SampleFile.txt
encoding: UTF-16

L
Tco
SetFileOwner

SetFileOwneri2 {EERIE UM B X ownerMgroupfiEEEB . MRIBEXHERFSHEE , NIE
RIHESUR LR owner B M. Windows AT IFILER,

ZEREZIAFEMABENTA. MRREHAE , WZERSRNHENAFMEE S BLZAFIE
HY4H,

REUTRRE , BEERQIREHEIR
« BEBMITHEEB R

- EENAPASEAREETHAEE,
« RXHESITRAEE.

- BERREMITRENBEIER,
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RAriEmE

TN
RiE iR il NE RINE
path XHEERE,  String =2 TiE A
owner RAFP&. FRE = TiE A
group FF4E  String B RAFPETH
Mo H B

MARS  RENHABEBMEMAEERAFABR

- name: SettingFileOwnerPropertyNoGroup
action: SetFileOwner
inputs:
- path: /home/UserName/SampleText.txt
owner: LinuxUser

BMATG  BIEEMBEENAFEARREXGAMEERMY

- name: SettingFileOwnerProperty
action: SetFileOwner
inputs:
- path: /home/UserName/SampleText.txt
owner: LinuxUser
group: LinuxUserGroup

ok

Tco

SetFolderOwner

TEH

TEHA

XE2Y¥E

Windows

PARXHF,

Windows

PARXEF,

Windows

PARXE.

SetFolderOwner#R fERE R Lz 5 A A NI B XK BWowner MgroupFiBEEE M. RIAMBERT ,
ZERALUER XU RPFAEABRHFMEN. BRI recursive EBURE N false UBEZ AT

Ao Windows FERZFFIULIER,

M RGRE

128



EC2 Image Builder ArfEm

ZEREZIAFEMABENTA. MRREHAE , WZERSRNHENAFRBEE S BLZAFFIE
Elggﬂo

RELUTRERE , BERRSIEEER

« BEBMITEEB R

- BEENAFSREBEEEITRAEE.
© EXHFRESBITHANFE,

- BERRERTRENEIER,

TN
RiE ik ¥ N 2RiAE AESE XEE2¥A
path X AR String 2 FEH FEH Windows
%, PR,
owner RAF&. FRE = FEH FEH Windows
PR,
group RAFPAME  String B AFRETH TEH Windows
o HE A, PR,
recursive MWMRZEEHN HRE B true TiEA Windows
false , ¥ PR,
BEIERX
HRmEN
BRIBENH
BRINTTH.

MARE  REXNHRFBEERMEM A EERFARNR

- name: SettingFolderPropertyWithOutGroup
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
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MATRE  REMNHRFBEEREMABENHRFABEATHAEN

- name: SettingFolderPropertyWithOutRecursively
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
recursive: false

mARE  BEEEAFABHRREXHFIARE S

- name: SettingFolderPropertyWithGroup
action: SetFolderOwner
inputs:
- path: /SampleFolder/
owner: LinuxUser
group: LinuxUserGroup

i

o

SetFilePermissions

SetFilePermissionsiR ERIRIE NI B XHH). permissionsWindows &R FFLHER,
permissions KVHi A XA R FRHE.

MR EESREE -, ENRHBREREERIAN umask HEEN ., MNMREBBERIAE , WMWK
& umask B,

REUTERE , BEERQIROER

« BEBRPITEEE R
« RXHESITRAEE.
« BEERENITRERBRIHIR,
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LI

RiE iR i N ZRiAE AESE XEE2¥A
path XHEERE,  String 2 FEH FEH Windows
PARXZRE.
permissio X##PR.  String o FEH FEH Windows
ns EFI?Fi%O

ARG ABBOSHER

- name: ModifyingFilePermissions
action: SetFilePermissions
inputs:
- path: /home/UserName/SampleFile.txt
permissions: 766

i
Too
SetFolderPermissions

SetFolderPermissionsi#/EE R L% T 5 IE XM E X YRR EE F X4+ X4
X, permissionsBRIANERT , WERTTLUEHIBEENXHRHPFIERNRTHNR, B LUN
recursive IR E N false LABEIITHN. Windows EAFZFILER,

permissions MV AT FRIBE,

LEIRAFIE IR A UR B RER S RIRRIA umask EEXMNR, MRBESZIINME , WAIRE umask
=8

RELUTRERE , BERRSIELEER

. BRI EER.
C R HRAEE TN R,
o BAEERER TR B TR,
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TN
FRi& ik i N ZRiAE AESE XEE2¥A
path X AR String 2 FEH FEH Windows
%, PARXZRE.
permissio XX String o FEH FEH Windows
ns IZEO EFI?Fi%O
recursive MWMRIZEEHN HRE & true TiEA Windows
false , ¥ RARZHE,
BaEHX
HBRIEN
BRH B
AT H,

W ARB  RE SRR

- name: SettingFolderPermissions
SetFolderPermissions

action:
inputs:

- path: SampleFolder/

permissions: 0777

ARG REMXHRNRM SR CHERAERNBHINR

- name: SettingFolderPermissionsNoRecursive
SetFolderPermissions

action:
inputs:

- path: /home/UserName/SampleFolder/

permissions: 777

recursive: false

i

7o
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R RRE

RED AT ITRAE T EREG TN ANRERR,

IAM E3R

MREHRETEHERRE S3 URI, NI ESERHEHIEE XN IAM BBLAEEET
S3Download REERWINE, ERFAENR , B S3:GetObject IAM KB M1 E| 53 4ifE &
XHREW IAM A6 |, HIEEREBNER. Bl , arn:aws:s3:: :BucketName/* ) o

£Z MSI @A

MRENHMAFTHFREENEISZR/ ("), WLAERNUAT I E2 —RBREGIEBER

- BUNEFHRNINSERESS (') REBEE , AEFHFAMBEANREIS (") , MTEHARHE
FiiRo

properties:
COMPANYNAME: '"Acme ""Widgets"" and ""Gizmos."""'

EXMERT  MREFEZEFHEREAMS , NATNEHATEL, XEREFEEMSHIER

S—MEES (),

« RAUEFFENINEERANGIS (") KEIBE. BAUERARFBIZER (\) N FHFHPREAIR
Sl 5T , MU T ROIFIR.

properties:
COMPANYNAME: "\"Acme \"\"Widgets\"\" and \"\"Gizmos.\"\"\""

X F i 75 3£ &R B COMPANYNAME="Acme ""Widgets"" and ""Gizmos.""" {£i#&% msiexec &

A
T o

AT R R IRIFIRR
% MSI

H

w

Wt
b

B

P
»

« HE MSI
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RAriEmE

Z % MSI

InstallMSI BRERRER MSI X &% Windows RIARERF. B SAMEAARMERE, S3 WK URIE
Web URL RIEE MSI X #. EFEFERNARERSNEHSHITH,

AWSTOE RIEREERI 0 A S B E Rimsiexecin B path (MSI XHZE ) M logFile ( AEX
HAE ) MASBNELTASIS (") Bk,

BUF MSIHR BB AR

« 0 ()

1614 ( ERROR_PRODUCT_UNINSTALLED )
- 1641 (EBPER)
- 3010 (REER)

LD
&

path

iR

FEARAUTZ—
EE MSI X
HALE -

7K 3T 4%
&, BEW
LA R4 3T %
#Z, AL
X

" EHm S3
&R URI,

&4 RFC
3986 At
OE=R
W HTTP/
HTTPS

RKH WE
String =

BINE WEZE

TEA TEA
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RAriEmE

RiE sk =0 B
Mt (2
WA
HTTPS ) ,

SEVFE R a4
RER,

AIAE

CIE::

RUERFRE
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RAriEmE

RiE

reboot

[

B IIEAT

2UERREH
REERTTN

o

ZE :

gh'd

Force : 7£
msiexec
TRIETT
ERIRE
B2,

Allow : &0
£ msiexec
WHIRER
HARES
RAREE
wiEzh , W
B REE
B

Skip : &
console.1l
og M
Figsfk—
ZEEMHE
B, &k=Bk
SoTEHR
3, BIfE
msiexec
TIREIFR R
TEEWRE
IR H A

AIAE

Allow

WEXE

Allow,
Force,
Skip
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RiE iR it WFE SRIANE AEZE
B, ZIET
WwAlphIEE
B3,
logOption e String vy *VX i,w,e,a,r
S Eiﬁﬁi M‘Sl ,u,c,m,o,
ERATHE PV, X, *, !
I, EENR *

5 /Law
TEH -k
#E4E MSI %
KRR, UE
A BFEIEF,
MRREEME
fAPRE , W
AWSTOE fi
RAFINES

BX MSI H
HETME
Z{ER | E5
% Microsoft
Windows
Installer 7= A
MR A
TITIED,
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RAriEmE

RiE

logFile

HEXHAE
Y48 3 BR R R,
M EE R, TN
RzBAEXH
BREFEFE,
BolEe. W
BREHAE
AR E N
AWSTOE &
76 MSI %

#*H&

String

AIAE
TEH

wEZ

FEH

RUERFRE
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RAriEmE

RiE

propertie
S

iR Ebic) N
Map[Strin )

MSI BEE glString

MREX , Fl

7 : TARGETDI

. "C:

\target

\loca

tion"

FE AW
EREATE
L

REBOOT="R
eallySupr

ess

REINSTALL
MODE="ecm
US"

REINSTALL
=|IALL|I

AIAE
TEH

wEZ

TEH

RERERTE
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RAriEmE

RiE

ignoreAut
henticode
Signature
Errors

DU

ZRE IR IE
ENLZERERF
¥ authentic
ode E& Wik
Hix Y PRE

o Get-Authe
nticodeSi
gnature @
BTFRIERE
BF.

RE :

false : ©©
7 BE B0 I 4R
Ro XEHK
IR IhET
RERERS
RIET. X
=BRINTT
Ho

wEZ

true,
false

RUERFRE
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RAriEmE

RiE

allowUnsi
gnedInsta
ller

Bl

DU RE T

RFEITH
RPEENR
XERERERF
HWiRE. Get-
Authe
nticodeSi
gnature @
ATRiEZE&
BF.

RE :

true :
2B Get-
Authe
nticodeSi
gnature 3
TIREW
NotSigned
WAHi=

TEERER

o

false :

FEXNZ

KREFHIT
LH, KX
ENEER
R ‘=
7. X2

TR,

AIAE

false

true,
false
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UTRBIERTBHXEMARINEE , BEARRTENRERE,

WK AR

- name: local-path-install
steps:
- name: LocalPathInstaller

action: InstallMSI

inputs:
path: C:\sample.msi
logFile: C:\msilogs\local-path-install.log
logOptions: '*VX'
reboot: Allow
properties:

COMPANYNAME: '"Amazon Web Services™"'

ignoreAuthenticodeSignatureErrors: true
allowUnsignedInstaller: true

WA TRHl : Amazon S3 BBRLE

- name: s3-path-install
steps:
- name: S3PathInstaller

action: InstallMSI

inputs:
path: s3://<bucket-name>/sample.msi
logFile: s3-path-install.log
reboot: Force
ignoreAuthenticodeSignatureErrors: false
allowUnsignedInstaller: true

AT : Web BEZRE

- name: web-path-install
steps:
- name: WebPathInstaller

action: InstallMSI

inputs:
path: https://<some-path>/sample.msi
logFile: web-path-install.log
reboot: Skip
ignoreAuthenticodeSignatureErrors: true

R RRRIE 142



EC2 Image Builder

RAriEmE

allowUnsignedInstaller: false

i

LT R InstallMSI BEERM I H RHI,

{
"logFile": "web-path-install.log",
"msiExitCode": O,
"StdOUt": mnn

}

H#E MSI

UninstallMST REEIR AFEBER MSI XHMIER Windows BRI, & 7] LUSE A A ST 43§
£, S3 XK URI 5 Web URL IEE MSI XHNE., EFfBIEMARERENERNBIITH,

AWSTOE RIEREERE 0 ASIE Rmsiexecin . 4K msiexec T , MSI XHALE (path)

MBEXHVE (logFile) FHABANEIS (") FEXK,

BUF MSIHRHABM A
« 0(BT)

1641 ( EBPER )
3010 ( ZFEER)

LIPN
JRiE PN el
path String
FERAUTZ—
EE MSI X
HALE
2R b 3T 4B

2. BE

1605 ( ERROR_UNKNOWN_PRODUCT )
1614 ( ERROR_PRODUCT_UNINSTALLED )

MINE WEZE
TEH TEH

RUERFRE
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RAriEmE

RiE

DU RE T

A LA 48 5
B, A
BAR AR B
&

By S3
& URIo

F& RFC
3986 ¥Rt
H B W
W HTTP/
HTTPS
W4k (2
WEA
HTTPS ) »

SEVFE R a4
RER,

AIAE

CIE::

RERERIE
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RAriEmE

RiE

reboot

[

B IIEAT

2UERREH
REERTTN

o

ZE :

gh'd

Force : 7£
msiexec
TRIETT
ERIRE
B2,

Allow : &0
£ msiexec
WHIRER
HARES
RAREE
wiEzh , W
B REE
B

Skip : &
console.1l
og M
Figsfk—
ZEEMHE
B, &k=Bk
SoTEHR
3, BIfE
msiexec
TIREIFR R
TEEWRE
IR H A

AIAE

Allow

WEXE

Allow,
Force,
Skip

RUERFRE
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RiE iR it WFE SRIANE AEZE
B, ZIET
WwAlphIEE
B3,
logOption e String vy *VX i,w,e,a,r
S Eiﬁﬁi M‘Sl ,u,c,m,o,
ERATHE PV, X, *, !
I, EENR *

5 /Law
TEH -k
#E4E MSI %
KRR, UE
A BFEIEF,
MRREEME
fAPRE , W
AWSTOE fi
RAFINES

BX MSI H
HETME
Z{ER | E5
% Microsoft
Windows
Installer 7= A
MR A
TITIED,

RERERME 146


https://docs.microsoft.com/en-us/windows/win32/msi/command-line-options
https://docs.microsoft.com/en-us/windows/win32/msi/command-line-options

EC2 Image Builder

RAriEmE

RiE

logFile

HEXHAE
Y48 3 BR R R,
M EE R, TN
RzBAEXH
BREFEFE,
BolEe. W
BREHAE
AR E N
AWSTOE &
76 MSI %

#*H&

String

AIAE
TEH

wEZ

FEH
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RAriEmE

RiE

propertie
S

iR Ebic) N
Map[Strin )

MSI BEE glString

MREX , Fl

7 : TARGETDI

. "C:

\target

\loca

tion"

FE AW
EREATE
L

REBOOT="R
eallySupr

ess

REINSTALL
MODE="ecm
US"

REINSTALL
=|IALL|I

AIAE
TEH

wEZ

TEH

RERERTE
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RAriEmE

RiE

ignoreAut
henticode
Signature
Errors

DU

ZRE IR IE
ENLZERERF
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ode E& Wik
Hix Y PRE

o Get-Authe
nticodeSi
gnature @
BTFRIERE
BF.

RE :
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RAriEmE

RiE

allowUnsi
gnedInsta
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Bl

DU RE T

RFEITH
RPEENR
XERERERF
HWiRE. Get-
Authe
nticodeSi
gnature @
ATRiEZE&
BF.

RE :

true :
2B Get-
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TIREW
NotSigned
WAHi=

TEERER

o

false :

FEXNZ
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false
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UTRBIERTBHXEMARINEE , BEARRTENRERE,

AR BRAREBERSE

- name: local-path-uninstall
steps:
- name: LocalPathUninstaller

action: UninstallMSI

inputs:
path: C:\sample.msi
logFile: C:\msilogs\local-path-uninstall.log
logOptions: '*VX'
reboot: Allow
properties:

COMPANYNAME: '"Amazon Web Services™"'

ignoreAuthenticodeSignatureErrors: true
allowUnsignedInstaller: true

WATRH : BB Amazon S3 IR RE

- name: s3-path-uninstall
steps:
- name: S3PathUninstaller

action: UninstallMSI

inputs:
path: s3://<bucket-name>/sample.msi
logFile: s3-path-uninstall.log
reboot: Force
ignoreAuthenticodeSignatureErrors: false
allowUnsignedInstaller: true

WA RE : R Web IRBRLE

- name: web-path-uninstall
steps:
- name: WebPathUninstaller

action: UninstallMSI

inputs:
path: https://<some-path>/sample.msi
logFile: web-path-uninstall.log
reboot: Skip
ignoreAuthenticodeSignatureErrors: true
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allowUnsignedInstaller: false

ok,

AT 2 UninstallMST R 4ERERAY 5 H R,

{
"logFile": "web-path-uninstall.log",
"msiExitCode": @,
"stdout": ""

}

REREIEIR
T—#2 A T AT RGBS SR RIERR,

REBIEEIR
» Reboot

 SetRegistry
« UpdateOS

Reboot

ER REEREHSISXAl. CREE-NTERENERNEREHENRSIS. RINER
T, delaySeconds REN 0 , RINVXBER, ATHEXPESHIRENTER , RLESREE
RAXFLREET,

MR ZNAREFRH Systems Manager XEEAK , M@ Systems Manager {X3IR [E1R H 55
( Windows 7 3010 , Linux 9 194 ) ., Systems Manager KA B REEHS|S , MBI F FH
5| SFESRBIPATR,

MRZNARFREFIELFENRMERFAN  SREEIAHTRES  BEEHRSISEBENEITH
RBUEFHITZNAERF  REEMSIFRE,

EMSISEEETARRE

« Windows : AWSTOE #|2 7 —/> Windows & AER%E , HAKESTE SystemStartup B3IE
11
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https://docs.aws.amazon.com/systems-manager/latest/userguide/send-commands-reboot.html
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« Linux : AWSTOE 7£ crontab F5MMT —NMNEREER BB TH/EL,

@reboot /download/path/awstoe run --document s3://bucket/key/doc.yaml

HEZNARFEIR |, FERZAMERR.

® EiR}
BRINMBRT , RAERRBIEE R Systems Manager CommandRetrylLimit, MRE
BARBBENERRES , BabNEAK. BB 4% Systems Manager XEEL & X4
( Mds.CommandRetryLimit ) kEKRFl. &S H Systems Manager fRIEFF R Y
Runtime Configuration,

EF A Reboot BEER , WFEEEHEIS exitcode BIFE ( HlEn , 3010 ) , BHAMEL sudo
user FEXZ1TNARERF #5134,

A
RiE iR il N 2KIA
delaySeco ERHE#HSS EBH —
nds 2 BEER K R = 0

Al

BARE  ERT R

- name: RebootStep
action: Reboot
onFailure: Abort
maxAttempts: 2
inputs:

delaySeconds: 60

i
To
£ EFSIS BREKE , Image Builder H#ERITHEFN T —F,
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https://github.com/aws/amazon-ssm-agent/blob/mainline/README.md#runtime-configuration

EC2 Image Builder ArfEm

SetRegistry

SetRegistryiR FRRZZ MATIR , AR EBREEEITMRIANE, NREMRATFE , Wk
EXHBER IR ZIEMRI ZEELUER T Windows.,

A
Ri& B xKH NEE
path M RIAIEREE String =
name FEMRIUE B o String =
value MRV E. FRB/F A =
type AMRIMAERE, String =
X ERENR

« HKEY_CLASSES_ROOT / HKCR:

« HKEY_USERS / HKU:

* HKEY_LOCAL_MACHINE / HKLM:
» HKEY_CURRENT_CONFIG / HKCC:
* HKEY_CURRENT_USER / HKCU:

X FHyRE

BINARY

DWORD

QWORD
. SZ

EXPAND_SZ

MULTI_SZ

wARA  REEMRBE
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- name: SetRegistryKeyValues
action: SetRegistry
maxAttempts: 3
inputs:
- path: HKLM:\SOFTWARE\MySoftWare
name: MyName
value: FirstVersionSoftware
type: SZ
- path: HKEY_CURRENT_USER\Software\Test
name: Version
value: 1.1

type: DWORD
i
Tco
UpdateOS

UpdateOS REEIRIGIN T 33 2% Windows # Linux EFHI R, RIANBR T ELEFETHEH.
RE , BUUNGRENREEREE MRS MIEEHNIIR, EHAUEEENRETRHERNE
#o

MBENRG T SE AR AR | WERNLERFIR DS E DI FIR I ¢ BB 5%
o R 51 8 40 BB L AT

@ Note

UpdateOS F 35 Amazon Linux 2023 (AL2023), RAEBEISER AMI EFHEEN X1
AR EFMRAR, BXxEMBERI R , 55 Amazon Linux 2023 B F iRy &I M £ ZEhi
o e N E O EE

+ Windows, EFEZMNERITEN LEENEHRPREN,

o Linux. ZRABRFRE Linux FAPXHNHRGIEESE , HEA yun = apt-get 4T EE
Bz NRFXBEXANMNKETEES , MWRREHIR, REYFAEEZTT UpdateOS BEERE sudo
MPR, NREEE sudo NPR , M<LIRE error. Inputs
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RAriEmE

LI
A&

include

exclude

i e HE
PRI &

3 F Windows , AT LA
EBEUTHE :

B EE—1
= % Microsoft
HiRE (KB) XE
ID LABFETE A B
RBRNEMI T
P, BRHBIXR
KB1234567 =
1234567,

EABRAE (*) 1

BEHEMN. BMH

¥XA Security*
= *Security

*
o

34F Linux , &0 LA3E
E—NMNRZNETHE
ERENEFHIRSP
WD,

FRBEYIER =
¥ F Windows , AJ A

BEUTHE :

A EE— 1N
Z Microsoft &l

iR (KB) XZ ID
DBEEENRSE
PHERR EF SR

REHRIE
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Ri# sk e DR

., BRI
KB1234567 =%
1234567,

£ B E AT

(*) ENEHE
Mo BRMHBEN
N : Security*
= *Security* .

31 F Linux , &8 LATE
E—NHZNENE

B9 R 5 R P HEBR
KB Eo

i ARB] AN R Linux BHAY

- name: UpdateMyLinux
action: UpdateOS
onFailure: Abort
maxAttempts: 3
inputs:

exclude:
- ec2-hibinit-agent

ARG RN RE Windows ERTAYZ i

- name: UpdateWindowsOperatingSystem
action: UpdateOS
onFailure: Abort
maxAttempts: 3
inputs:
include:
- KB1234567
- '"*Security*'
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fa
7o

fiiiE@ AWSTOE E1Tie TR A

LA SHNESTHA , TEXH AWSTOE runi B& ) JSON BXNAMAREX 4T EERS
SEAIETIRY . jsoniRE. AWSTOE Al BAMBA T & 2z —RBURH X4

o ARy SHBREE (. /config.json) o
- S3 M (s3://<bucket-path>/<bucket-name>/config.json).

BWA run OE , BELAER -config SEIEEM AL B X . Hlm :

awstoe run --config <file-path>/config.json

BB

WALE JSON XHHEBEMARENREEN , BALEY run i TS BMENEREREHILERE,
MREEMAREXXHN run B THEEE T —MREFENSHIED , WA THRERAUER :

£ B

1. B SHHETMERERHELUNG T AWS CLIRESBEERAREX AP HIHEEREELHWE
B,

2. MABREXHPHNRESEZHHFNRIAE,

3. MR XBRHEMREFBEI AN , WETUNARMIAE (WREFE) .

HANEFHENBISN  XENSH, FEREERARETPNENSTSHNNTESIRXNBRTE, WK
ERAMAREXH , WABEERM run I TEEXESH. IEME=EHR,

PARE

RMAREXHIEUTRE, ERLXMH , TUEBREATIFENTERE, RIFZEHHA , SWAE
REFINAIERE,

« cwlgnoreFailures ( #/R{E ) -2k B &Y CloudWatch BE&E XM,

« cwLogGroup ( F%F& ) - CloudWatch HEMLogGroup® .

- cwLogRegion ( FfF& ) -IEA T CloudWatch BHE# AWS X1,

RE® A =
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« cwlLogStream ( Z%F& ) - CloudWatch B&E#LogStreamB#: , A F#E " console.log3X 4
& #HE AWSTOE fi4t,

« d@@ ocumentS3 BucketOwner ( & ) — EF URI B9 S3 XN E#EBFIEENIKF, ID,

o STRY (RBUA |, 1B ) — — JSON JREA , KK AWSTOE runés 5 EFEEITH YAML A #
X, BAIBESE D —MNAHFSTRY,

WNRELTFRARL :

- BB (FHHE, LE) -YAML A XHEN XA LE, HATMRUTARZ—
o A XHERER (. /component-doc-example.yaml),
« —/ANS3; URI(s3://bucket/key)o

 Image Builder ###### ARN#arn: aws: imagebuilder: us-
west-2:123456789012: component/ /2021.12.02/1##my-example-component

« parameters ( I RHA ) -BENNRKROHEE , EMRER run S ESTASXEREANBET
HHENSH. AHNSHRETEN, AU XETEENSH , tAEEENSH.
NREAUTFERAK :

- name ( F&FHE , KE ) -HHESBHE N
- value ( &, X8 ) -EEABIAFXENTESHBNE,

ETREXRAHSBNESES  BSH ETE N5 AL E AWSTOE RENSE—T,

« executonld ( FHFE ) -XE2FATHITYE run BHHME—ID, It ID BEERENAEHR
B, AT ARRXEXH , BFeiEZRSaNaSHhT. MREHIIRE , I AWSTOE 4K
GUID,

« LogDire ctory ( F&F& ) - AWSTOE It SHITHWAME AEXHNBERE . BRIABERT ,
ZEFRMTLULTRBERD : TOE_<DATETIME> <EXECUTIONID>, MR KIEEHEBF , N
AWSTOE FRZERITHEB R (.).

 LogS3 BucketName ( F#f& ) -t RAH B EFHEE Amazon S3 H ( #7%EF ) , NNAHNARERH
& AWSTOE LRSS K ER S3 F#R.

« LogS3 BucketOwner ( FfF&$ ) -tNRAH AEFHE Amazon S3 H ( #E ) |, MIIXE AWSTOE
EABEXHNFEBHOAEEKS, 1D,

 LogS3 KeyPrefix ( F&FH ) — MNRAHKBEFHEE Amazon S3 H (#E ) , NIXRFHEBEFAER
B S3 W RZHAF R

- parameters ( NRHA ) -“BEXNNROBA , kK"£RNATHE run i SHITHIENAMEAYL
S8,

RE® A =
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« name ( &, HE ) -2FSHP BT
- B (FRE, X8E)-EREIMEAGXENTmESENE.

* phases ( FfF& ) -BUESHRNSIR , EREEMN YAML B4 X R EITHRLER B, 201RE 34
BEHMHER , WXL/ R/ EIZT.

- stateDirectory ( FRF& ) -TFRPRASRERSAHY S BR R
- trace(fi/R1E)-/8 AXNEHI A IFHE B FIE R,

Bl

DFRGIERT —NaABREXH , ZXHRAENEH XS sampledoc.yaml # conversation-
intro.yaml 247 build M test iR, BNMAGXEBE—MEATEESNSEH , HEREH
FA—INEESH, project SEXAMAMXREER

{
"documents": [
{
"path": "<file path>/awstoe/sampledoc.yaml>",
"parameters": [
{
"name": "dayofweek",
"value": "Monday"
}
]
.
{
"path": "<file path>/awstoe/conversation-intro.yaml>",
"parameters": [
{
"name": "greeting",
"value": "Hello, HAL."
}
]
}
1,

"phases": "build, test",
"parameters": [
{
"name": "project",
"value": "examples"

RE® A =
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1,

"cwLogGroup": '"<log_group_name>",

"cwLogStream": "<log_stream_name>",
"documentS3BucketOwner": "<owner_aws_account_number>",
"executionId": "<id_number>",

"logDirectory": "<local_directory_path>",

"logS3BucketName": "<bucket_name_for_log_files>",
"logS3KeyPrefix": '"<key_prefix_for_log_files>",
"logS3BucketOwner": "<owner_aws_account_number>"

FE AT Windows B9 Distributor #2423t EH 4

AWS Systems Manager Distributor A A& B & B3 @ H & £l AWS Systems Manager & T
Ro BALTENAFECHEMY , WAL Distributor EHR A AWSIRENREBH4E, &
3 Systems Manager Distributor WEZ{EE. , S (AWS Systems Manager A 1@ FH AWS
Systems Manager Distributor,

Distributor FI3EEH 4

LAF Image Builder £ &4 ##H AWS Systems Manager Distributor % Windows 34 £ %% 5 A2
o

« distributor-package-windows EEHHEA AWS Systems Manager Distributor 3k £ &7
Windows MEGHEXH| LIEENRNAREFES. EENGHAGCSEEREATPHREESY , BSHEE
distributor-package-windows J93# 3 A4,

* Zaws-vss-components-windows4 £ A Dist AWS Systems Manager ributor ¥R

Windows BR{& 4 BS54 £ 2% AwsVssComponentsEiHE, EENLMAHESEERAAFHEES
¥, FSHEE aws-vss-components-windows 13t A4,

BXR WA Image Builder B FERARELAUNELER , BSHAERATRER M CIERGE SN
R SERATREBESN SIEFRANBEEE S, BXx AwsVssComponents RHFEZHNEZEE.
BESHER T Windows =418 Amazon EC2 P8R MI 82 VSS NAEF — I RE,

FTRZM

£ i 3 4k #i Systems Manager Distributor B Image Builder A4 ZENARFE 28 , HHAARFRFE
AT el & 44

E AT Windows B Distributor 3Gt & A 4 161


https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/application-consistent-snapshots.html
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- £/ Systems Manager Distributor Z£&H L6l ==& N AREFBH Image Builder AHFEEIRE
F Systems Manager APl X BR. 1E/&{E A Image Builder BB A FHAH 28T , XA BATRF
EREY IAM policy MAE, ERENR , 525 B & Systems Manager Distributor £ R,

® Note

Image Builder B 81 A X FE 5= f5I#Y Systems Manager Distributor 2 #&. 4l
0 , AWSNVMe, AWSPVDrivers Hl AwsEnaNetworkDriver Distributor S8 & ERF KM ,
Ht 2R AT

Bl & Systems Manager Distributor X FR

distributor-package-windows AH4MEMERECHWEH ( FlE0 aws-vss-components-
windows ) FEERBWESSHINFNN R T 8EZ1T. WESSHILMEEB A Systems Manager APl =
BEFF A% % Distributor H# 4R,

BRREAHXESRUIBZEEN IAM RKEMABE , iZ AWS Management Console SREEF AR T
Image Builder 4 # M#3E 355l Z % Systems Manager Distributor ‘2R,

S BIRKRE
73 Distributor £ BR&I12 1AM policy.

1. 13IA : https://console.aws.amazon.com/iam/ , TFF IAM $2# &
2. ESMBE®D , 1EF Policies (3KBE) , A/F1%#F Create policy (BIEKEK),.

3. HOIERMREL , &#F JSON T+ , RAEHMRIARNBTEHRANLLT JSON Xt , RIEFEBR
SX. XEMKS D, RNEFEABEELT,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowDistributorSendCommand",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,

"Resource": [

fii B Systems Manager Distributor R 162


https://console.aws.amazon.com/iam/
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N o o &

"arn:${AWS: :Partition}:ssm:${AWS: :Region}: :document/AWS-ConfigureAWSPackage",
"arn:${AWS: :Partition}:ec2:${AWS: :Region}:${AWS: :AccountId}:instance/*"

]

.

{

"Sid": "AllowGetCommandInvocation",
"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation"

1,

"Resource": [
nmin

]
}
]
}
EREFERE,
FTHFER , FEMA—NEHRLUFRRIZER |, I InvokeDistributor IBENM B L
(L) N TFHER , FaAZARNREER,
i%£3$% Create policy.

FI|2: pEAS

73 Distributor fXfR &I IAM S&,

o K~ 0N~

£ IAM Z2HaSMEET , & A6, RAEkF tI2A6,
FEFEZEERERRET | &H AWS RS
EEFLRFERALACHRS TE , &% EC2, REERT—%: MR,
HEERBENERARGTE , &E EC2, REEET —F: NR,

FEBERHIRS |, %5 AmazonSSM ManagedinstanceCore Zi N EEE, ( MREER/NIRE

B, FERREPRA SSM, )

FHRBEYIRS | %R EC2 EinHE ik EInstanceProfileForimageBuilder, ( IR EE4E /N FIFK

SEE , HERBZREFEA InageBuilder, )
EET—F 7%,

(ALE ) RIN— NSRS MFEREN , UELR, RIFRLEFLACHTHR , AFEE -5 &
Bo

HNFAGEMH , FRAABNSEN , Sl InvokeDistributor IZERH HtbE o

fii B Systems Manager Distributor R

RAriEmE
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10. (A% ) T AR , BRHRIAXEZERNZACH ARHER,
11. %&$E Create role (BIEA®), RANILEBEREE £ TH,

SR 3. [ABHIMNZEE

REERK Distributor IR &5 — & = FERIER IAM policy M E IAM B,

1. £ IAM #2#4l& Roles ( A ) THL , XBZNNEZNAG, STIFACHERE.
% M ISR BE

2.
3. BREL—DIBRPLENRE A AFEPZEHRZILNERE.
4. %&$F Attach policy ( M INZRRE ) o

X FaBEFEH Systems Manager Distributor 848 4BV {ERIBR{R , 7£ Image Builder Efii% e & &R
hEALAR, AXESER , H5H 02E MR HEE,

B & distributor-package-windows Jy39 37 4

EEESHER distributor-package-windows A4 , FIREU TSR REEELENEF .

(@ Note
DB RBRAE KREM , TREERSPMEMA distributor-package-windows A,

 BE (M) - EERTEALRIZREHET. BRESZFE Install M Uninstall, LEERIAR
Install,

- PackageName ( %8 ) -EZEXHHBEN 7 HERESINENR. BXERRGITENHIIR , FSH
&3 Distributor X4,
« PackageVersion ( Ali% ) -ERZEN S HEHERHSTHIMRA, PackageVersion BRIA N HEERZA

- AdditionalArguments ( AIi& ) — —1 JSON &£ | HHh I SEREABAULZE, HE
REFREBHHMS . BXEZEL , $SH Systems Manager & X #iE4 5| A TEH
aws:configurePackage #i AE T #Y additionalArguments.
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BLiE aws-vss-components-windows J93%37 44

EBSHEH aws-vss-components-windows A4RS , ATLLERIRE PackageVersion
S8, AMER AwsVssComponents BFEHEERE. MEEBEESE , ZHAHGERRIAER
AwsVssComponents BF BN HERZA,

(® Note
WMERFERFIE RGN , FREEE S P EMA aws-vss-components-windows A4,

& Distributor 3442
TWEBME=ZFRELNRTHE , BRI LUEN Systems Manager Distributor 22 231X L5848,

EEHEFARHEE AWS Management Console , & FZAWS Systems Manager 1241 & H M S
B & k4R Dist ri butor, Distributor R EIE R I EEFERANMEREE. BXERIHTRAZGEN
EZ{EE AWS CLI, 55 (AWS Systems Manager AAF{E/E) R EFTHRHE (91T ) o

BE ] LLBI 2 B S W FLAHE Systems Manager Distributor ##2, BEXEZER , TS (AWS
Systems Manager AF{E/) R BIEZRHFZo

CIS sg{t A

Center for Internet Security (CIS) 2 —MNAR XA S EHNIFEERHL, HIHMNELRLETRERBFIE

ITZ2ERE , MERFPFLAHNMAALREZINERMD, 12X NAN—ERESXEK , BNCISEE , 7
e AN ITHARSHWEERERS, EXRXE, BENE, BX. WEHTaNgRS,
EZ 5 Center for Internet Security M £ CIS Insights ( CIS JEM )

Cls &

CIS BlEH4F —EMmMEER , Bl CIS B , IRFERR ( BERERE. =FA. NAR

F. BEES ) RHEERESSEK, CIS E#&4# PCIDSS. HIPAA, DoD Cloud Computing
SRG. FISMA, DFARS # FEDRAMP SHLAFIRAEANAI RNTicE, ETHREZSER , BSH
Center for Internet Security M4 E# CIS Benchmarks ( CIS & ) ,

CIS s{tAH#4

fiiE aws-vss-components-windows J930 3 4 # 165


https://console.aws.amazon.com/systems-manager/;
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor-view-packages.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor-working-with-packages-create.html
https://www.cisecurity.org/insights
https://www.cisecurity.org/benchmark
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EARITH CIS InEBREGET AWS Marketplace , 238 AT LA A RIAERBVRRILA 4 | ZEHFESITHIAK R
BB B R FIMIT CIS BEAHESE 1 RIEF, CIS HAMBEHLEY CIS LAY , MARTCIIRBRERHIE
o

® Note

CIS fniEl4A# AREfE Image Builder B 5 FEVFR AL A HEFHN, CIS BILAHKRARREEZ
17, SAEAREEN = & 3 S8 80 f HH AR B0E 1T o

Amazon ¥£& EC2 Image Builder B9 STIG &1t 4H 4

Z2HAREHEIER (STIG) & Defense Information Systems Agency (DISA) SI2HE EsR{Lir A , F
FRP|PEERENMERMYE. RECHNRERTE STIG i, B4ARE, BEMNXSHLZLIRE,

Image Builder 24t STIG 38{L A4 , IFHPEEERLWENSEAE STIG fRENFREREK, XLE
STIG A HBEHEIRNEEH ZTEEMAR, ERANE STIC BRNWAATLWHFANTA.

/A Important

BRT DBBISMBERI | STIG BILAKTRREE=ZFHRHE. NRXH LEEZRETE=S
B2 , 7+ H Image Builder XIFZHKHEZHIHER STIG , MR (LA SNARXERAFS.

AW FH T Image Builder X#8FTA M A T Image Builder £ & #9 2 R 1=t 37 AR 4 B /S 3 B9 EC2 L4
B STIG, MEEXNMRGNAHM STIGIRE , AUE—MEENAHRTHEBTEE, BXEENL
HEURNFAGEENNESZER , B5# £/ Image Builder EE A 4,

BIEREET , STIGBILAHRIERRNAERKT 7 XM STIG. HMNBWEEEMEA STIG BE1L
AR Image Builder B&, BXAT5EFMEE Image Builder BENEZER , HSH EE
KRR,

AR 3
. B (E-%)

BRENRK. SETESENRE, TAEREEESXNEDRA.
. R (E%)

BREUESENEN., THESHTEEERNEARE , BAURBREE,

STIG R{LaH 166
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- B (FE=3%K)
EA2EEATHLENEYE, TAMSTEEERNERNIFE,

F&:

« Windows STIG 581t 4 4

« JEFT Windows B STIG [RAF LidFHE
« Linux STIG sB{b A #

« SERAT Linux B9 STIG lRAH R i2F A&

- SCAP EMMRKIISRAH

Windows STIG 3&1{t.4H 4

AWSTOE Windows STIG 3@t A#HE RN RSEFMIZIT , HRAARMAREE, EfsIP (DoD) £
Windows E#iZR# E %% InstallRoot £F4& STIG #RAEMEILAH , BT THR., ZEFMEH DoD if
F, SIELBBRTAENIEP |, A4 STIG &#lE. BEl , A TRAH Windows Server X%
STIG &4 : 2012 R2, 2016, 2019 # 2022,

AFTFIH T 84 Windows STIG B{LAHRIHFNRE , AERREAEIEFKE T,
STIG-Build-Windows-Low k7 2022.4.x

UTHRTEBICAHFERTEHEMEBEEN STIG RE. MRXFHNRETEATENEMES , N
Biﬂsﬁﬂﬁéﬂ)léi_ixiﬁ%#%ﬁﬂﬁﬁo Bl , FL STIG REWRETER THIURSR. HLAEERTREE
ARe R {L A ERTHLERE  NHNERRER XHRENER,

BR8] Windows STIG MER5I%K , HZH STIG X E, BXRIMAEREZTRIIRNER , F2H
STIGEEIE,

« Windows Server 2022 STIG ix4< 1 £4Thx 1

V-254335, V-254336, V-254337. V-254338. V-254351, V-254357. V-254363 Fl V-254481
« Windows Server 2019 STIG iR7A 2 £4THR 5

V-205691, V-205819. V-205858. V-205859. V-205860, V-205870. V-205871 F1 V-205923
« Windows Server 2016 STIG iR 2 £4THR 5

V-224916, V-224917, V-224918, V-224919, V-224931, V-224942 F] V-225060

Windows STIG 581t 4AH & 167


https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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« Windows Server 2012 R2 MS STIG g7 3 £1ThR 5

V-225537, V-225536, V-225526, V-225525, V-225514, V-225511, V-225490, V-225489, V-225488
M V-225250

« Microsoft .NET Framework 4.0 STIG MxZ~ 2 X 1Thx 2

250 1l ¥ B9 Microsoft .NET Framework &R STIG i&&,
« Windows Firewall STIG x4 2 X 1Thx 1

V-241994, V-241995, V-241996, V-241999, V-242000. V-242001, V-242006, V-242007 H
V-242008

« Internet Explorer 11 STIG R4 2 X 1ThR 3

V-46477, V-46629 F V-97527
* Microsoft Edge STIG ix#4~ 1 &1Thx 6 ( {XFR Windows Server 2022 )

V-235727, V-235731, V-235751, V-235752 # V-235765

STIG-Build-Windows-Medium hx7s 2022.4.x

UTIRITERICAHERTENEMBENN STIG RE, WRXEFNRETERTENEMER , N
Bi‘flﬁﬁﬂ#éﬁﬂlél_u&%#ﬁ&ﬁﬂ Al Bl , B STIG REABEFEATIHIMARS . ARBENKE
AReER{LAHERTHLRE  NHNERRER XHRENER,

HXHH Windows STIG WEEFIK , HSH STIG X#E, AXNAEETRIRNES , SR
STIGEETE,

(® Note

BRTRIEXEZRRBEIHE STIG i&ES, , Stig-build-Windows-Medium 521V 4H #i& 2IE
FRE % HE AWSTOE &R F Stig-build-Windows-LOW 58{LA4# STIG iR &,

« Windows Server 2022 STIG iR 1 K1ThR 1
SEBICAHERTES I (KR ) BENFFIEXZEN STIGIRE , UK :

V-254247. V-254265, V-254269. V-254270. V-254271, V-254272. V-254273, V-254274. V-254276
F V-254512
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https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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Windows Server 2019 STIG RZA& 2 X1ThR 5
SFERCAHFERTER I (KR ) RANMEXEN STIGIRE , UKk :

V-205625, V-205626, V-205627., V-205629, V-205630. V-205633. V-205634, V-205635, V-205636
F V-236001

Windows Server 2016 STIG RZ& 2 XK1ThR 5
SFERCAHERTE I (KR ) RANMEXEN STIGIRE , UKk :

V-224850, V-224852, V-224853, V-224854, V-224855, V-224856, V-224857, V-224858, V-224859
A V-236000

Windows Server 2012 R2 MS STIG A& 3 X 1ThX 5
SEBICAHERTES I (KR ) BENFFIEXZEN STIGIRE , UK :

V-225574, V-225573, V-225572, V-225571, V-225570, V-225569, V-225568, V-225567. V-225566
M V-225239

Microsoft .NET Framework 4.0 STIG fRZ 2 £1ThR 2

SIERICAHFERTER I ( K& ) R FFE XM STIG &i& , AKX V-225238
Windows Firewall STIG iR 2 Z1ThR 1

BEECAFER TR I (ER ) FRAIFFEIFN STIGRE , MUK :

V-241989, V-241990, V-241991, V-241993, V-241998 # V-242003
Internet Explorer 11 STIG MRZA 2 & 1ThR 3

BFEECAFER TR I (ER ) FRAIFFEXFWN STIGRE , MUK :

V-46473, V-46475, V-46481, V-46483, V-46501, V-46507. V-46509, V-46511, V-46513, V-46515.
F V-75171

Microsoft Edge STIG M7 1 &K4ThRk 6 ( {XPR Windows Server 2022 )

BFEECAFER TR I (ER ) FRAFIEXIFN STIGRE , MUK :

V-235720, V-235721, V-235723., V-235724, V-235725, V-235726. V-235728, V-235729, V-235730
M V-246736
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BEBECAHER TR I (ER ) BRAFIE RN STIGRE , MUK :

V-213427, V-213429, V-213430, V-213431, V-213432, V-213433. V-213434, V-213435, V-213436
M V-213466

STIG-Build-Windows-High MixZ< 2022.4.x

UTHRTEBICAHFERTENEMEBEEN STIG RE. MRXFHNRETEATENEMES , N
Gi‘flsﬁﬂﬁéﬂﬁléi_ixiﬁ?é#%ﬁﬁﬁﬁo Bl , FL STIG REWRETER THIURSR. HLAEER R
AReER{LAHERTHLERE  NHNERRER XHRENER,

HXHH Windows STIG WEEFIK , HSH STIG X#E, AXNAERETRIRNES , SR
STIGEETE,

(® Note

BRTZINHNE—XRREY HE STIG ®RES , Stig-build-Windows-High 58{t A H & BIEFFE
HIH#9 AWSTOE 5@ F stig-build-Windows-Low H stig-build-Windows-Medium 5841t 4849
STIG & E,

« Windows Server 2022 STIG iR 1 K1ThR 1
SEBCAGERTES I F N ( FRAER ) BENMEXEN STIGRE , UK :

V-254293, V-254352, V-254353, V-254354, V-254374, V-254378., V-254381, V-254446, V-254465
F V-254500

« Windows Server 2019 STIG x4~ 2 £4THR 5
SEBCAGERTES I F N ( FRAER ) BENMEXIEN STIGRE , UK :

V-205653. V-205654. V-205711, V-205713. V-205724, V-205725, V-205757, V-205802, V-205804
F V-205919

« Windows Server 2016 STIG x4~ 2 £4THR 5
SEBCAMGERTES I F N ( FRAER ) BENMEXEN STIGRE , UK :

V-224874, V-224932, V-224933, V-224934, V-224954, V-224958, V-224961, V-225025, V-225044
M V-225079
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https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
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« Windows Server 2012 R2 MS STIG g7 3 £1ThR 5

BEBCAFER TR A I ( FRANER ) FREHFAEEFN STIGRE , UK :

V-225556, V-225552, V-225547, V-225507, V-225505, V-225498, V-225497, V-225496, V-225493
M V-225274

« Microsoft .NET Framework 4.0 STIG MxZ~ 2 X 1Thx 2

‘SIER{CAHE R T Microsoft NET Framework BIZE5 11 # 11l ( FRFER ) ®BEOFE ZIFHN
STIG®E., £Hl | ®AARMAFIN STIG IRE,

« Windows Firewall STIG iR~ 2 X4THR 1
SFEBCAHFERTES 11K N ( FRFER ) RENMEXIFHN STIGRE , UK :

V-241992, V-241997 H V-242002
« Internet Explorer 11 STIG R4 2 X 1ThR 3

SEBICABERT Internet Explorer 11 B350 11 F 11l ( P RAER ) ®ENFTE IFH STIG 1%
B, E5 I ®mERMAHIN STIGRE,

* Microsoft Edge STIG M4~ 1 &1Thx 6 ( {XFR Windows Server 2022 )
SDIEBCAGERTES I 1N ( PRAER ) ®EBAEXFN STIG RE , UK :

V-235758 Hl V-235759
- Defender STIG A< 2 Z1THR 4 ( {XBR Windows Server 2022 )

BEBCAFER TR M I ( PRANER ) FEHFFEEFN STIGRE , UK :

V-213426, V-213452 F V-213453

FERAT Windows B9 STIG R F s iex A&

ARFIE% STIG FEEHM Windows SBILAFMRAT LILFK, BEF—IMFENTMMEAHRE ,
FRRERBEURITER.

2024 FE—FETIK—2024 F6 A2 A (&EZL) :

H2024F £ —FERAF , WindowsBHSTIGSREEL,

ERB T Windows 8 STIG A F £ieF A& 171
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2023 FHEMEETL— 2023 F 4 A 12 B (REEL) -
2023 F EMEERRAF , Windows4AH4STIGS}&EEZE L
2023 FE=FEER —2023F 10 A4 B (KEX) :

1E 2023 FE=FERITRS , Windows A4 STIGS TEH.
2023 FE_FEFERN —2023F5 A3 H (EXKEXR) :

1£ 2023 FE=FERITIRP , Windows A # STIGS TEHX,
2023 FE—FEEH —2023F3F 27 B (KEX) :

f£ 2023 FEHE—ZFERKITHRS , Windows A4 STIGS EE X,

2022 FEMNFEENR —2023F2 B 18 :

EF# T STIG MRAFFX 2022 FEMERRITHRMAT STIG , MTAAR :

STIG-Build-Windows-Low k7 2022.4.x

« Windows Server 2022 STIG iR 1 Z1ThR 1

« Windows Server 2019 STIG iRZA& 2 X1THR 5

« Windows Server 2016 STIG iRA& 2 X1THR 5

« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

« Microsoft .NET Framework 4.0 STIG R4 2 & 1THX 2

« Windows Firewall STIG RZ 2 & 1THR 1

« Internet Explorer 11 STIG R4 2 X 1ThR 3

« Microsoft Edge STIG R4~ 1 & 1ThR 6 ( {XFR Windows Server 2022 )

STIG-Build-Windows-Medium kX7~ 2022.4.x

« Windows Server 2022 STIG iR 1 Z1ThX 1
« Windows Server 2019 STIG iRA 2 %17k 5
« Windows Server 2016 STIG iRZA& 2 X 1THx 5
« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 5

ERB T Windows 8 STIG A F £ieF A&
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« Microsoft .NET Framework 4.0 STIG R4S 2 X 1THX 2

« Windows Firewall STIG kA4 2 X 1ThR 1

Internet Explorer 11 STIG MR 2 %X 1Thx 3

Microsoft Edge STIG M2 1 &K4ThRk 6 ( {XPR Windows Server 2022 )
« Defender STIG kA 2 Z1THR 4 ( {XBR Windows Server 2022 )

STIG-Build-Windows-High ixZ< 2022.4.x

« Windows Server 2022 STIG iR 1 £ 1THx 1

« Windows Server 2019 STIG iR 2 X1THR 5

« Windows Server 2016 STIG ix4 2 %1ThR 5

« Windows Server 2012 R2 MS STIG kx4 3 X1ThR 5

« Microsoft .NET Framework 4.0 STIG R4S 2 X 1THX 2

« Windows Firewall STIG kA< 2 X 1ThR 1

« Internet Explorer 11 STIG MRZ& 2 £ 1ThR 3

* Microsoft Edge STIG M4~ 1 & 1Thx 6 ( {XFR Windows Server 2022 )
« Defender STIG A 2 Z1THR 4 ( {XBR Windows Server 2022 )

2022 FE=EEFER —2022F9A30H (KEX) :

1£ 2022 FE=FERITHRP , Windows A # STIGS TEH.
2022 FE-EEFR —2022F8 A2A :

BE#T STIG AR , X 2022 FE-_FERITHRMAT STIG,

STIG-Build-Windows-Low fxZ 1.5.x

« Windows Server 2019 STIG iR 2 X 1THX 4

« Windows Server 2016 STIG iR 2 X 1ThX 4

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
Microsoft .NET Framework 4.0 STIG iRZA 2 & 1ThX 1
« Windows Firewall STIG k4 2 K1ThR 1

ERB T Windows 8 STIG A F £ieF A& 173
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« Internet Explorer 11 STIG R4 1 Z1ThR 19

STIG-Build-Windows-Medium kX7 1.5.x

« Windows Server 2019 STIG iR 2 X 1THX 4

« Windows Server 2016 STIG iRZ& 2 KX 1THx 4

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
» Microsoft .NET Framework 4.0 STIG kx4 2 X 1ThR 1
« Windows Firewall STIG RZ 2 & 1THR 1

« Internet Explorer 11 STIG WA 1 & 1ThR 19

STIG-Build-Windows-High k7 1.5.x

« Windows Server 2019 STIG iRZ& 2 KX 1THx 4

« Windows Server 2016 STIG iR 2 X 1THX 4

« Windows Server 2012 R2 MS STIG kx4 3 X1Thx 3
« Microsoft .NET Framework 4.0 STIG R4S 2 & 1ThR 1
« Windows Firewall STIG kg4 2 K1ThR 1

« Internet Explorer 11 STIG ARA 1 Z1ThR 19

2022 FHE—-FEFR —2022F2A8H (XEXR) :

£ 2022 EE—FERITHRP , Windows A4 STIGS TEH.
2021 FEMEEFR —2021 F12 A 20 A :

BT STIG WA , H3F 2021 FEMFEXRITREA T STIG.
STIG-Build-Windows-Low AR 1.5.x

« Windows Server 2019 STIG iR 2 £ 1Thx 3
« Windows Server 2016 STIG iR 2 X 1THx 3
« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
» Microsoft .NET Framework 4.0 STIG kx4 2 & 1ThR 1

ERB T Windows 8 STIG A F £ieF A&
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« Windows Firewall STIG iRA 2 & 1ThX 1
« Internet Explorer 11 STIG R4 1 Z1ThR 19

STIG-Build-Windows-Medium kX7~ 1.5.x

« Windows Server 2019 STIG iR 2 £ 1Thx 3

« Windows Server 2016 STIG iR 2 £ 1Thx 3

« Windows Server 2012 R2 MS STIG R4 3 X1ThR 3
» Microsoft .NET Framework 4.0 STIG iRZs 2 & 1Thx 1
- Windows Firewall STIG kA4 2 X 1ThR 1

« Internet Explorer 11 STIG ARA 1 & 1ThR 19

STIG-Build-Windows-High k7 1.5.x

« Windows Server 2019 STIG iR 2 £ 1ThX 3

« Windows Server 2016 STIG iR 2 £ 1Thx 3

« Windows Server 2012 R2 MS STIG x4 3 X1ThR 3
« Microsoft .NET Framework 4.0 STIG iRZs 2 K1ThX 1
« Windows Firewall STIG kA< 2 K1ThR 1

« Internet Explorer 11 STIG WA 1 & 1ThR 19

2021 FE=FTEFFH —2021 F£9 A 30 B :
BT STIG IRA , HX 2021 FE=ZFEXTHRMAT STIG,
STIG-Build-Windows-Low ARZA 1.4.x

« Windows Server 2019 STIG R4S 2 & 1ThR 2

« Windows Server 2016 STIG iRZA 2 X 1THX 2

« Windows Server 2012 R2 MS STIG kA 3 &£ 1ThR 2
« Microsoft .NET Framework 4.0 STIG kx4 2 X 1ThR 1
« Windows Firewall STIG MRAs 1 £ 1ThR 7

« Internet Explorer 11 STIG WA 1 % 1ThR 19

ERB T Windows 8 STIG A F £ieF A&
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STIG-Build-Windows-Medium kX7~ 1.4.x

« Windows Server 2019 STIG iR 2 X 1Thx 2

« Windows Server 2016 STIG iR 2 X 1ThX 2

« Windows Server 2012 R2 MS STIG R4S 3 X 1THX 2
» Microsoft .NET Framework 4.0 STIG iRAs 2 & 1ThR 1
« Windows Firewall STIG kA< 1 X1ThR 7

« Internet Explorer 11 STIG R4 1 & 1ThR 19

STIG-Build-Windows-High 7 1.4.x

« Windows Server 2019 STIG iR 2 X 1Thx 2

« Windows Server 2016 STIG iR 2 X 1ThX 2

« Windows Server 2012 R2 MS STIG R4S 3 X 1THX 2
« Microsoft .NET Framework 4.0 STIG R4S 2 & 1ThR 1
« Windows Firewall STIG kA< 1 X1ThR 7

« Internet Explorer 11 STIG ARA 1 Z1ThR 19

Linux STIG s&{t.4E 4

AT EEEBX Linux STIG BILEAHNER , FHERRAFELICEKHE., MR Linux XITHREXEBECH
STIG&E , NE{LEAHFALMA RHEL 8RB, BICAGF TN STIGIREMATET Linux K1ThHRH

B, TR
Red Hat Enterprise Linux (RHEL) 7 STIG & &

« RHEL7
+ CentOS 7
* Amazon Linux 2 (AL2)

RHEL 8 STIG X &

« RHEL 8
+ CentOS 8
« Amazon Linux 2023 (AL 2023)

Linux STIG 3&{LAH
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stig-build-Linux-Low KxZx 2024.1.x

UTIRIEBICAHERTENEMBENN STIG RE, MRXFNRETERTENEMER , N
Gﬁﬂﬁﬁﬂﬁéﬂ%i_ixiﬁ%#i&ééiﬁ Alo flgn , FL STIG REWHEFEMATIRURS R ARBEERRE
AaemR LA HERTHLERE  NHNERRER XHRENER,

BXRTEIR , FSM STIC XHEF, AXRUNMAEEZRIIRNES , FSHASTGEETLE,

RHEL 7 STIG 28 3 ik 14
* RHEL 7/CentOS 7

V-204452, V-204576 F V-204605
« AL2

V-204452, V-204576 F V-204605

RHEL 8 STIG 58 1 hix 13
+ RHEL 8/CentOS 8/AL 2023

V-230241, V-244527, V-230269, V-230270, V-230285, V-230253, V-230346 V-230381
V-230395 V-230468 V-230469 V-230491 V-230485 V-230486 V-230494 V-230495 V-230496
V-230497 V-230498 V-230499

Ubuntu 18.04 STIG R4S 2 hixZ< 13

V-219172, V-219173, V-219174, V-219175, V-219210, V-219164, V-219165 V-219178
V-219180 V-219301 V-219163 V-219332 V-219327 V-219333

Ubuntu 20.04 STIG R4S 1 kixZ< 11

V-238202, V-238234, V-238235, V-238237, V-238323, V-238373, V-238221 V-238222
V-238223 V-238224 V-238226 V-238362 V-238357 V-238308

stig-build-Linux-medium xS 2024.1.x

UTHRIEBICAHFERTENEMEBH STIG RE. MEXFHNRETEATENEMES , N
EifbﬁﬂﬁiéﬂﬁkLu REFMSE @A, Hl, FE STIG REWRTERTMIURS R, HLEER R
ARERIBCARERTHLRE , NHNEERATEXERENER,

Linux STIG &1L A4 177


https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=operating-systems%2Cunix-linux
https://public.cyber.mil/stigs/srg-stig-tools/
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BRTRIIK , FSH STIG X#E. AXRIMMAEEZREIIRNEE , BSH STIGEETLE,

@ Note
BRTEIMNENE=XREINHMN STIG RESN , Stig-build-Linux-Medium B{LEAHETIEFRE
B HH) AWSTOE &R F Stig-build-Linux-Linux-Low 5B{L4AHH STIG &E.

RHEL 7 STIG £ 3 kX 14
DIEBCAER T Linux ZITHREY 111 3£ (ER ) RRNFTAE XN STIGRE , MK :
» RHEL 7/CentOS 7

V-204585, V-204490, V-204491, V-255928, V-204405, V-204406. V-204407, V-204408, V-204440
A V-256970

« AL2 :

V-204585, V-204490. V-204491, V-255928, V-204405. V-204406. V-204407. V-204408. V-204440
F V-256970

RHEL 8 STIG £ 1 ki 13
DIEBCAAER T I Linux ZITHREY 111 3£ (ER ) RRNFAE XN STIGRE , MK :
» RHEL 8/CentOS 8/AL 2023

V-230257, V-230258, V-230259. V-230550, V-230248, V-230249, V-230250, V-230245, V-230246
30311, V-230312, V-230502, V-230532, V-230536. V-230536. V-230537, V-230538, V-230539. V
30377, V-244524, V-244533, V-251713, V-251717, V-251714, V-251715, V-251716, V-230332, V
30337, V-230339, V-230341, V-230343., V-230345, V-230240, V-230282, V-250315, V-250316, V
V-230447, V-230448, V-230449, V-230455, V-230456, V-230462, V-230463, V-230464, V-230466
480, V-230483, V-244542, V-230503, V-230244, V-230286, V-230287, V-230288, V-230288, V-2
V-244526 V-244528 V-237642 V-237643 V-251711 V-230238 V-230239 V-230273 V-230275

V-230478 V-230488 V-230489 V-230559

Ubuntu 18.04 STIG R 2 kixZ< 13

BIERCAMFER T I Linux ZITAREY 11 38 (1B ) FRANPIA I STIGIRE |, MUK
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V-219188. V-219190, V-219191, V-219198, V-219199, V-219200, V-219201, V-219202, V-219203.
242 ,V-219243 , V-219244 , V-219250, V-219254, V-219257, V-219263. V-219264., V-219265, V-219
V-219267 V-219268 V-219269 V-219270 V-219271 V-219272 V-219273 V-219274

V-219275, . . fI-219287, V-219291, V-219297, V-219297, V-219298, V-219298, V-219299, V-2192¢
149, V-219166, V-219176. V-219339, V-219331, V-219337 M V-219335 V-219276 V-219277
V-219279 V-219281

Ubuntu 20.04 STIG kR4 1 fRZR 11
BIEBCAMHER T I Linux RITARAY 111 3£ (B4R ) BN AIE X STIG RE , UK :

V-238205, V-238207, V-238329, V-238337. V-238339, V-238340, V-238344, V-238346., V-238347,
V-238285 V-238286 V-238287

V-238288 , V-238319, V-238320, V-251505, V-238360. V-238211, V-238212, V-238213, V-238216,
F V-238334 V-238289 V-238290 V-238291 V-238292 V-238293 V-238294 V-238295 V-238297

V-238300

stig-build-Linux-High M2 2024.1.x

UTIRE2BCAHERTENEMBENN STIG RE, MRXFNRETERTENEMEL , N
3§1béﬂ1¢%ﬂ%ﬁuu’%§#ﬂif§ﬁﬁuo Plan , B STIG iREAIREER T RS 27, HLNSTER KK
ARERIECAHERTHLRE , NHENEERATEXERENER,

BXRTEBIR , FSM STIGC XHEF, AXRUNAEEZRIIRNES , FSHASTIGEETLE,

@ Note

BRTIENZTIIERTE—EXREMN STIG B , Stig-build-Linux-High 38{t A 4 & SIEME
B H# AWSTOE 5@ F Stig-build-Linux-Linux-Linux-Linux-Mediux 381t A ##) STIG &i&,

RHEL 7 STIG 58 3 hx 14

@?ﬁi‘flﬁﬁﬂﬁaﬁmﬂ:ﬁt Linux RZATARAYZER] 11 F0 111 ( PRAER ) WRNFIEZFN STIG RE |, K
oo

+ RHEL 7/CentOS 7

V-204425, V-204594, V-204455, V-204424, V-204442, V-204443, V-204447 \/-204448
V-204502 V-204620 V-204621
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« AL2 :
V-204425, V-204594, V-204455, V-204424, V-204442, V-204443, V-204447 \/-204448
V-204502 V-204620 V-204621

RHEL 8 STIG 58 1 hix 13

SIERCAHFER T Linux Z1THREISESN 1L F 1 ( PRFER ) RO EXEFN STIG®RE , KA
Moo

+ RHEL 8/CentOS 8/AL 2023

V-230265. V-230529, V-230531, V-230264. V-230487. V-230492, V-230533 # V-230558

Ubuntu 18.04 STIG R4~ 2 kg2 13

SIERCAHER T Linux Z1THREISES! 1L F 1 ( PRFER ) WENMEXEFRN STIG®RE , KA
X

V-219157, V-219158, V-219177, V-219212 V-219308. V-219314, V-219316 H V-251507
Ubuntu 20.04 STIG M4~ 1 hixZ< 11

BIERCAGER T Linux RITRRAEISES 1A 111 ( PRAER ) ®RHMAEIFN STIGIRE ,
N

V-238218, V-238219, V-238201, V-238326, V-238327, V-238380 F V-251504
BT Linux B STIG IiRAFA L iIEFKHE

ATIEFE Linux BHNREAAEIEFR, BEEF—IEENEINCRANRAE , BEFIREURTE

/AN O

2024 FE—ZFETIt—2024 F£6 A28 :
FH TSTIGIRAH R A T2024F E—ZERAMWSTIGS , TR :
stig-build-Linux-Low kR4S 2024.1.x

« RHEL 7 STIG 2 3 hix 14
« RHEL 8 STIG % 1 ki 13

ERAT Linux B STIG lRAF iR AE 180
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« Ubuntu 18.04 STIG k7= 2 iix7< 13
« Ubuntu 20.04 STIG k7 1 A7 11

stig-build-Linux-medium KRZ 2024.1.x

RHEL 7 STIG 28 3 hx 14
RHEL 8 STIG % 1 i 13
Ubuntu 18.04 STIG ARA 2 AR 13
Ubuntu 20.04 STIG A7 1 BRA< 11

stig-build-Linux-High k7 2024.1.x

« RHEL 7 STIG £ 3 hR 14
- RHEL 8 STIG % 1 hx 13
« Ubuntu 18.04 STIG ARAN 2 iR 13
« Ubuntu 20.04 STIG RS 1 kRAS 11

2023 FEMNEET{—2023F 7 A 12 B :
BT STIG lRAHRNAT 2023 FEMEEM STIG ARA , TR :
stig-build-Linux-Low KRS 2023.4.x

« RHEL 7 STIG x4 3 AR 13

« RHEL 8 STIG % 1 kR 12

- Ubuntu 18.04 STIG ARAN 2 iR 12
« Ubuntu 20.04 STIG ARA 1 iR 10

stig-build-Linux-Medium KR 2 2023.4.x

« RHEL 7 STIG k7 3 hixZ< 13

« RHEL 8 STIG % 1 kR 12
 Ubuntu 18.04 STIG MxZA 2 hixZK 12
« Ubuntu 20.04 STIG MxZA 1 lixZ< 10

ERAT Linux 89 STIG lRAA LIEFAE
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stig-build-Linux-High BR7< 2023.4.x

« RHEL 7 STIG M7 3 iR4x 13

« RHEL8 STIG % 1 iR 12

« Ubuntu 18.04 STIG kA 2 iRZAR 12
« Ubuntu 20.04 STIG iR 1 hixZs 10

2023 FE=FEFEQN —2023F 10 A4 B :

BEHT STIG hixA , H3f 2023 FE=FERTHRMUAT STIG, TR :

STIG-Build-Linux-Low 7% 2023.3.x

RHEL 7 STIG MxZA 3 Z1ThR 12
RHEL 8 STIG MxZA 1 &Z1ThR 11
Ubuntu 18.04 STIG hRZX 2 &Z1ThR 11
Ubuntu 20.04 STIG fRZA 1 Z1THR 9

STIG-Build-Linux-Medium kxZx 2023.3.x

« RHEL 7 STIG k7 3 K1ThR 12

« RHEL 8 STIG iR#Ax 1 K1ThR 11

« Ubuntu 18.04 STIG kA 2 £ 1ThR 11
« Ubuntu 20.04 STIG kx4 1 £1THR 9

STIG-Build-Linux-High 7 2023.3.x

« RHEL 7 STIG IR 3 K1ThR 12

« RHEL 8 STIG IR 1 K1ThR 11

« Ubuntu 18.04 STIG iRA 2 X1ThR 11
« Ubuntu 20.04 STIG R4 1 £1THR 9

2023 FE-FEER —2023F 583 B :

BT STIG A , A3t 2023 FEZFEXTRBA T STIG, TR :

ERAT Linux 89 STIG lRAA LIEFAE
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STIG-Build-Linux-Low k7 2023.2.x

« RHEL 7 STIG k& 3 &R1Thx 11

« RHEL 8 STIG hx#& 1 &x4Th 10

« Ubuntu 18.04 STIG k7 2 K1ThR 11
« Ubuntu 20.04 STIG fRZA 1 X1Thx 8

STIG-Build-Linux-Medium ks 2023.2.x

« RHEL 7 STIG hx#A 3 &Z1Th 11

« RHEL 8 STIG hx#& 1 &x4Thi 10

« Ubuntu 18.04 STIG x4~ 2 &X1ThR 11
« Ubuntu 20.04 STIG x4~ 1 X1ThR 8

STIG-Build-Linux-High Mx7< 2023.2.x

« RHEL 7 STIG hx# 3 &Z1ThR 11

« RHEL 8 STIG k% 1 &x4Thi 10

« Ubuntu 18.04 STIG x4~ 2 X1ThR 11
« Ubuntu 20.04 STIG x4~ 1 X1ThR 8

2023 FE—FEER —2023F 3 A 27 B :

EHT STIG MRA , 734 2023 FE—FERTHREAT STIG , MMTAR :

STIG-Build-Linux-Low kX7~ 2023.1.x

« RHEL 7 STIG 4 3 & 1Th 10

« RHEL 8 STIG x4 1 K4Th 9

« Ubuntu 18.04 STIG x4 2 X1ThR 10
« Ubuntu 20.04 STIG R4 1 K1ThR 7

STIG-Build-Linux-Medium kx7~ 2023.1.x

« RHEL 7 STIG 4 3 &1Thix 10

ERAT Linux 89 STIG lRAA LIEFAE
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« RHEL 8 STIG 7 1 &1Thx 9
« Ubuntu 18.04 STIG k7 2 &Z1Thx 10
« Ubuntu 20.04 STIG fRZA 1 K1ThR 7

STIG-Build-Linux-High 7 2023.1.x

« RHEL 7 STIG k% 3 &x4Thi 10

« RHEL 8 STIG 7 1 &1Thx 9

« Ubuntu 18.04 STIG frZ 2 &X1Thx 10
« Ubuntu 20.04 STIG fRZ& 1 K1ThR 7

2022 FENEEEHR —2023F2 A 18 :
BT STIG fRA |, HXt 2022 FHENEELTRBAT STIG, TR :
STIG-Build-Linux-Low AR7% 2022.4.x

RHEL 7 STIG MR 3 R1ThR 9
RHEL 8 STIG MRZ< 1 X1ThX 8
Ubuntu 18.04 STIG k7 2 & 1THR 9
Ubuntu 20.04 STIG iRZA 1 K1THR 6

STIG-Build-Linux-Medium kxZ< 2022.4.x

RHEL 7 STIG MR 3 R1ThR 9
RHEL 8 STIG MRZ< 1 X1ThX 8
Ubuntu 18.04 STIG k7 2 & 1THR 9
Ubuntu 20.04 STIG kRZA 1 K1THR 6

STIG-Build-Linux-High KR4 2022.4.x

« RHEL 7 STIG hx# 3 &K4Th 9
« RHEL 8 STIG hx#~ 1 &X4Thx 8
« Ubuntu 18.04 STIG R4 2 K1ThR 9
« Ubuntu 20.04 STIG R4 1 XK1ThR 6

ERAT Linux 89 STIG lRAA LIEFAE 184
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2022 EHE=FEFHR —2022F9A 3008 (LEHX) :

2022 FE=FE XTI Linux A4 STIGS TE X,
2022 EE-FEEHRN —2022F 8 A2 H :
5IAT Ubuntu X3F , B 7 STIG MRA& , HX 2022 FFE=—FEXITHRMA T STIGS , TR :

STIG-Build-Linux-Low kRZx 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG hx7 1 K1Thx 6
* Ubuntu 18.04 STIG hx#A 2 R1ThR 6 ( 2% )
* Ubuntu 20.04 STIG hx#& 1 R1ThR 4 ( 2% )

STIG-Build-Linux-Medium hR74x 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG 7 1 K1Thx 6
* Ubuntu 18.04 STIG hix#A 2 R1ThR 6 ( 2% )
* Ubuntu 20.04 STIG hx#A 1 R1ThR 4 ( 2% )

STIG-Build-Linux-High 7 2022.2.x

« RHEL 7 STIG 7 3 K1Thx 7
« RHEL 8 STIG 7 1 K1Thx 6
* Ubuntu 18.04 STIG hix#A 2 R1ThR 6 ( 2% )
* Ubuntu 20.04 STIG hx#& 1 R1ThR 4 ( 2% )

2022 FE—FEERN—2022F 4 A 26 B :

EEWUSENBREFNIR, F2aliy AL2 A5 RHEL 7 £&EXK. BT STIG A |, HxXt
2022 FE-FERTREAT STIG , TR :

STIG-Build-Linux-Low hx7~ 3.6.x

« RHEL 7 STIG k% 3 K4Thi 6
« RHEL 8 STIG %A 1 K4Th 5

ERAT Linux B STIG lRAF iR AE 185
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STIG-Build-Linux-Medium kg7 3.6.x

« RHEL 7 STIG k7 3 X1Thx 6
« RHEL 8 STIG & 1 K4Thx 5

STIG-Build-Linux-High Mix 7 3.6.x

« RHEL 7 STIG k% 3 X1Thx 6
« RHEL 8 STIG %A 1 K4Th 5

2021 FENFEER —2021 £12 A 20 B :

BT STIG A |, H3t 2021 FENEELTRBAT STIG, TR :

STIG-Build-Linux-Low RZx 3.5.x

« RHEL 7 STIG 7 3 &K1Thx 5
« RHEL 8 STIG k% 1 X1Thi 4

STIG-Build-Linux-Medium kx4 3.5.x

« RHEL 7 STIG k% 3 X4Thx 5
« RHEL 8 STIG % 1 &K1Th 4

STIG-Build-Linux-High BR7s 3.5.x

« RHEL 7 STIG % 3 K4Th 5
« RHEL 8 STIG 7 1 &K1Th 4

2021 FE=FEFER —2021 F9 A 30 B :

BEH T STIG A |, Xt 2021 FE=FEXRTHRNAT STIG , TR :

STIG-Build-Linux-Low M7 3.4.x

« RHEL 7 STIG k% 3 K1Thix 4
« RHEL 8 STIG x4 1 &K4Th 3

ERAT Linux 89 STIG lRAA LIEFAE
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STIG-Build-Linux-Medium kg7 3.4.x

« RHEL 7 STIG 7 3 X1Thx 4
« RHEL 8 STIG 7 1 &1Thx 3

STIG-Build-Linux-High fxZ 3.4.x

« RHEL 7 STIG 7 3 X 1Thx 4
« RHEL 8 STIG k7 1 &1Thx 3

SCAP &M I8 UE 85 4A 14

ZERARBI I (SCAP) B—FEHAH , # IT T ARARRIMARFLZERBUBREN

M., SCAP &Hl 4K ERS (SCC) BR—HEA T SCAP BIIMEARIE K HAFEEEFEHF
(NIWC) 5%, BEXREZEL , ESHAEE NIWC Rt EWNZERNAEB31{LiHil (SCAP) MR E
8 (SCQC)s

AWSTOE scap-compliance-checker-windows#lscap-compliance-checker-linux4a#4#&E
EEMEMN ARG ETHRH LK SCC AR, AMRBEITH , ©2EH DISA SCAP EHEN AT
ZI5HRIINEEAHR K ARUIEUTEENRE. AWSTOE CLFEEBEALHNNARFA
Fo

- MATEHIH STIG RE.
« XOINEHEAED B

BATEWERIZETT SCAP RIFEFNMERENRE —F , UBRRGEBHNSAMRIEL R,

(® Note
BULAER STIGEETE —&E&IRE, XETITETEN DoD Cyber Exchange 43K 5.

L& NE SCAP RIFAH T EMNE#,
scap-compliance-checker-linux kRZ4x 2021.04.0

#Zscap-compliance-checker-linux4A#1E Image Builder Bi&ERY & M H KB LiZ1T,
AWSTOE ig3 SCC MARFEMRE Mo #.

SCAP & MEIEES4H # 187
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ZHEMEPITUT TEREDSR

1.

2
3
4.
5

THH LK SCC NAERF.

SAGHMERAE,

fEM SCC MAERFEITRIE,

FMEAEREN D BRFERLHEXFISE L.

REMED BRI S0 RE AWSTOE RAERF BHEXHH.
® Note

AWSTOE B &I X #F Windows Server 2012 R2, 2016 # 2019 F#) SCAP &M KL,

EAT Windows #) SCAP MM K ERAHIHEUATEM !

SCC iRA : 5.4.2

2021 FEREMEEEE :

U_MS_ _framework_4-0_v2r1_stig_scap_1-2_Benchmark DotNet
U_MS_IE11_V2R1_STIG_SCAP_1-2_Benchmark
U_MS_Windows_2012_and_2012_R2_MS_V3R2_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Defender_AV_V2R2_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Server_2016_V2R1_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Server_2019_V2R1_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Firewall_V2R1_STIG_SCAP_1-2_Benchmark
U_CAN_Ubuntu_18-04_V2R4_STIG_SCAP_1-2_Benchmark
U_RHEL_7_V3R5_STIG_SCAP_1-2_Benchmark
U_RHEL_8_V1R3_STIG_SCAP_1-2_Benchmark

scap-compliance-checker-linux kx4 2021.04.0

#Zscap-compliance-checker-linux4A#1E Image Builder Bi&ERY & B FMH KB LiZ1T,

AWSTOE 125 SCC R AREF 4R E M 2.

SCAP &M IERRAH
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ZHEMEPITUT TEREDSR

1. TEMH =% SCC RARRF.

2. SAGHMEKE,

3. M SCC RARRFETRIL.,

4. FEHAMHRENSBRFERMUWESSFPUTNE : /opt/scc/SCCResults,
5. FEaAMEDT BN REIZRE AWSTOE MAERF B EXHH,

(® Note

AWSTOE H#I%# RHEL 7/8 #l Ubuntu 18 ) SCAP &M ¥&if, SCC NAREF B XE
x86 %m%?ﬁgﬁiﬁo

EAT Linux B9 SCAP €I ESRAHIIEUTEE
SCC hrA& : 5.4.2
2021 FENEEEE -

+ U_CAN_Ubuntu_18-04_V2R4_STIG_SCAP_1-2_Benchmark
U_RHEL_7_V3R5_STIG_SCAP_1-2_Benchmark
U_RHEL_8_V1R3_STIG_SCAP_1-2_Benchmark

U_MS_ _framework_4-0_v2r1_stig_scap_1-2_Benchmark DotNet
U_MS_IE11_V2R1_STIG_SCAP_1-2_Benchmark
U_MS_Windows_2012_and_2012_R2_MS_V3R2_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Defender_AV_V2R2_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Server_2016_V2R1_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Server_2019_V2R1_STIG_SCAP_1-2_Benchmark
U_MS_Windows_Firewall_V2R1_STIG_SCAP_1-2_Benchmark

SCAP hRZAS 71 £ 12 %

TRIRT AP HERA SCAP IMENRENEEE N,

SCAP &M I E 8R40 4 189
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B DU B

2021 12 A 20

WY SCAP A HEH TLULT SCAP 4 : =

%
2 8J2 scap-compliance-checker-linux M2 2021.04.0
( SCC kRAs : 5.4.2)

2 8J2 scap-compliance-checker-linux M2 2021.04.0
( SCC kRAs : 5.4.2)

AWSTOE i 9 S&

AWSTOE REHFEZEITHWAHHEENARERF AWS CLI,

® Note
R AWSTOE IREEREEE SR T BETE Linux RS LET. EFEARERANNR |, &
EmSBER M ER S sudo , REEERZIZIT sudosu i H , AEBET TEHEENT S,
BEX AWSTOE REERMNEZER , S MAWSTOE A4 EE S T IFRVIREEIR,

run

A run R —NRSNABEXRIZIT YAML SRS,

Kir

£/ validate SR — NS NAHF I IE YAML XREEE,

awstoe run command
ZHHE --config SHIBEME B XH R - -documents SHIEEMA M XAFIRF YAML LHHC
R A A B IR FEZ 1T YAML A4 R4,

(® Note
B EBEETIISHz— , UIRNEERTSHK

WRSE 190
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--config
--documents

BE

awstoe run [--config <file path>] [--cw-ignore-failures <7?>]
[--cw-log-group <?>] [--cw-log-region us-west-2] [--cw-log-stream <?>]
[--document-s3-bucket-owner <owner>] [--documents <file path,file path,...>]
[--execution-id <?>] [--log-directory <file path>]
[--1log-s3-bucket-name <name>] [--log-s3-bucket-owner <owner>]
[--log-s3-key-prefix <?>] [--parameters namel=valuel,name2=value2...]
[--phases <phase name>] [--state-directory <directory path>] [--version <?>]
[--help] [--tracel

SR AL T
]
config. /config-example. json
BB : -¢c . /config-example. json

BEXH (&HME). SIS JSON WHHNXHNE , ZXHE s EEEITHA GBS
BifiE, MREBRENXHFHIERE run BHIRE , N FRBIERE --documents S8, X ABEN
EZEER  BFSF BE AWSTOE 1T Sl A,

BERNESSE :
o Kb XHEEE (. /config-example. json)
« —ANS3; URI, (s3://bucket/key)

--cw-ignore-failures
FMEER : TEA

ZBEHEFH CloudWatch BE %MK,

--cw-log-group
FMEER : FEH

CloudWatch B &K LogGroup& #ro

run 191
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--cw-log-region
FBEER : TEA

EATF CloudWatch BER AWS Xig,

--cw-log-stream
BMEERN : FEH

CloudWatch H&EMLogStream®B# , ATFiE R console. log &5 El AWSTOE fa4t,

--document-s3-bucket-owner
FEENX : TER
ET S3 URI WX R BEKS 1D,
X#4./doc-1.yaml, ./doc-n.yaml
BIBER : -d./doc-1.yaml,./doc-n

EMH (FRHMHE) . LSBEBEUNESIBHXHNLESIR , UMHIE1T YAML A48, RS
/A --documents %A run G HIEE YAML ¥ , MIFBIEE --config S8,
BRMESIE -

o AR (. /component-doc-example.yaml),

 S3URI(s3://bucket/key).

* Image Builder ###### ARN#arn: aws: imagebuilder: us-
west-2:123456789012: component/ /2021.12.02/1##my-example-component

® Note
SlRFHBIE ZEZBZER , AFES,

--execution-id
HEEN : -i

XEFRATHITYE run HSHKE—ID, W ID BEERAENBEEXHGHES , BTH —FRRXEL
%, S eiSEEIYINe ST, NREEKIIEE , I AWSTOE £ GUID,

run 192
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--log-directory
BN : -

AWSTOE Z# It SHITHAIE BEXHENBEIRE F. BMIAMBERAT , ZEFRNTFUTREFR
i : TOE_<DATETIME>_<EXECUTIONID>, MR KIEEBEEF , Wl AWSTOE fEH %51 T/EH
% (.)o

--log-s3-bucket-name
AEFER : -b

MRAH A EFMEE Amazon S3 H ( #E ) |, IFEGNARRF BE AWSTOE LEFIHSEH
AW S3 FER.

--log-s3-bucket-owner
FBEER : TEA

WRE M BEFME Amazon S3 H ( #%E ) , NIXR AWSTOE EABEX N FREHNATEE
T 1D

--log-s3-key-prefix
BN : -k

WMRAH BEFMEE Amazon S3 H ( #E ) |, NIXRF#EFET BEMER S3 WRERIR.

--parameters namel=valuel,name2=value?2...
FMERN : TEA
SPREHENEPENNAZEEE  HREHFANARFEETHREH,

--phases
BEEX : -p

LUES 2 RRIFIR , BERREEM YAML AT LR R, MRAGXHITSHMME , N
XL B TTEZIT.
--state-directory

HEER : -s
FRA R R B9 A RE AR

run 193
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--version
BBHR : v

5 & 4 1 B A R AR

Options
--help
EEFX : -h
SN fE 4B 4 TR N R AR R AR TR A5 BD F Ao

--trace
HEER : -t
BRAX A EM B EiC o

awstoe validate command
ZETHHEE , EARIE --documents SHIEEN T NAEG R YAML XR4EE,
1B

awstoe validate [--document-s3-bucket-owner <owner>]
--documents <file path,file path,...> [--help] [--trace]

S IEI

]

--document-s3-bucket-owner
FMEER : TEA

REMET S3 URI K STRRK - 1D,
X#%4./doc-1.yaml, ./doc-n.yaml

MEBF : -d./doc-1.yaml,./doc-n
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EHR ((HE), SREESLUES RN XHNEYIR , UHiE1T YAML A4 XR, ERILE
oE

o ARy SHBREE (. /component-doc-example.yaml)
« S3URI(s3://bucket/key)

* Image Builder ###### ARN#arn: aws: imagebuilder: us-
west-2:123456789012: component/ /2021.12.02/1#my-example-component

(@ Note
FIRFHTE ZRRBERE , REES,

Options
--help
BEFEX : -h

T RE A A E TR N A AR R R TR B BY F i

--trace
HMEER : -t

BRI EE & FH B Fid R,

¥ir 195
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B EC2 Image Builder &R

RERMBREEENHEER  HEXEEEERNRE. XEN AR, 4P MHLE Image
Builder ®IF , @fE4AMHF. BAMRE , UAREMBMEEN S EIRE,

@® Note
7T E#HEYEER Image Builder IR , BRBEHRE WEANENRRIBETHE. SEAR
LRBARARN (FIWZEAR, PAEERHFR ) X AWS BiR#THE. XELEFSHEER
BHNRFENSIFEFR, ERUREDRIFERRORERER MR B Z TR,
BXEA Image Builder A BFRFIMFZENEZFE R AWS CLI , BSHEXEENRILE
RET,

AEN

- f£/ Image Builder B4 4

- EEmA

« B EC2 Image Builder B &

« B EC2 Image Builder iR L&

+ &I EC2 Image Builder D BELiRE

+ B EC2 Image Builder BRIRRY 4 &5 B B SR BE

« B EC2 Image Builder BRI HIZE TN T 4R
+ M EC2 Image Builder § A S HELAL (VM) BREG
+ HE EC2 Image Builder &R

+ ¥r12 EC2 Image Builder &R

+ MiIE& EC2 Image Builder %R

£ Image Builder B A #

Image Builder £ AWS Task Orchestrator and Executor (AWSTOE) A4 &1 R T2 5k thiE 8 <19
THERRE, EF YAML XABEFMN XS AWSTOE NARFESFEANAY  XEXMELTHT
BE XSS BRENEIA, XF AMI B | Image Builder 27 & Amazon EC2 ¥Z2 MR 54| £ =
# AWSTOE A MAHERNARRF. X THRER , AN AWSTOE AHEENABRFREELE
EEITHEREN,

At 196



EC2 Image Builder ArfEm

Image Builder AT AWSTOE ${Trr B 3= L#E3B) . 1E121T Image Builder s S Image
Builder ##|& AWSTOE i , EFE#HTHMIZER AT #H TR E,

® Note

% Amazon FEEMAG RN EZZFNEGARN | ZAHEFTFBLEY. ERBERRERKAM
B, EAEEFERZAHNIKFEHUWBEL , A1k S 2 H AWS Health Dashboard
EMNEHNSIR, ETHRESZEE AWS Health , 3 FAWS Health AFERE,

RIS T/ERFZHR
BT E R Image Builder TERESELUTHANTREAATHA,

1. B (RRAET ) — EWEH , SRS TRV ERBREE Amazon EC2 FESHIHITER , K
DIEFREHEE, flI , ENESTUEERENARFRERRERSH KAIFRENA .

UTEGMBRERERET

* build
- WiF

FIISEAR LR ERSE |, Image Builder 2 BI2 R RV FR[MREG , UHN BN St HiEM.

2. WA B (RRF ) - ENAMER , 21 AMI NIREERBMEZAFE-LEZR. XT AMI T
7t , Image Builder NEGIZHREEZ) EC2 £l , (EANHMEMBRN&RE—F. EHRH LT
HURIEIR EABRIZRVETHIEZT. ITRETHER , NAERTHENE—XF £&E1T,

N, BEAFPLENESNMMMAEBRESTUATAGNE
o« it

LA HRER T HWE NN XFAAPAFRE, RIDTRUIFESE , Image Builder A BURER R
AHEREOEN D BRLRE,

® Note

BR AWSTOE AFEEAGXHEPESTFZHE |, 18 Image Builder XJ1= 17 BB LE B ER LA K
BITXEMBETRNWAE. EFAHERNRRET , A XEXAEDELUTHEZ

— : build = validate, EFAHENRIIZIT , BHXHLTE N test BHEL , MTEEE
NEABR B
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BT Image Builder 383 Z T & NATHR , R LA 4 X EEES| AT B R L R, BF
RENENERERZTHM REESENRBETHMNE. B2 , BT B RE S A
S, ABLBVTEAE. BXE Image Builder B FPiRBHBGSHNESZES , H5H
£ EC2 Image Builder ¥ AWSTOE A#SH,

N T BB PR SHN A K G TR FERERR |, 1§ AWSTOE 812 — NI &% A M B E X4 B E X H
X, MBREAHSRESTRHRENER. IREEEEREPEET Amazon S3 7 , MIATHS
BEAMBE, AX YAML XEMBSHENESEE |, 2R E£H£HAE A AWSTOE,

® Tip
HRERIRSNMAME | RIS T A PERED BA B EA A HRAFMNIRE R B ZA AR
AR, BX{EM Image Builder 8 5 A RFA MM ELFEE AWS CLI , BSHEFRIEEHNITIE
BIRES .

RN R WA Image Builder ##IA % AWS CLIFH & THIH, EF. SIENSAAHE,

K&

- Bl YAML 44301

« fff EC2 Image Builder ¥ AWSTOE A4 3%
- JIHAETEHEHGFAER

« £/ Image Builder & & B2 4H 4

- ERBIEAH AWS CLI

- SA4E4 (AWS CLI)

- FERIR

B2 YAML 4B #4324
THEREH | EIRE YAML BARFA MR, XETAUBAEFENNENSE,

AT R REIGET —MNERAH |, ZAHE AWSTOE A/ EENARF P EAUpdate0SRERE
B ZEREFIBRERS . BX Update0S BEERNESZEER | BSH UpdateOS, HX AWSTOE
YAML R ARFEAXEAMNE, SRIMNEZNESRFER , TSRER AWSTOERE A,
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® Note

Image Builder HEEE LEREPHAMELE, LITERENNTHEIEPHIERNERFN
R . Image Builder &ZZH'FJ':'EV,@;EQH#?SEA :

- WE - XRMIANEMHFRE, EARERANIRAFNAFRRHWEAN. XHRENHAHF
HEHEM BT, MREHBAHEEN test B, MIZH EREN R ERZ1T,
o Wi - BRENHAAHER , AHEXHELTRIE—NEN test TR, N TEHRAH

EEMEXON , BIMNBWETFEFERMIWNRAH, B , EXBNEEAHSER
test M ER,

B3 Image Builder d{al 7 Y23 FEH F AR EX (stage) MBTER (phase) SREIEH 4 TIERKY
EZER |, 52 £/ Image Builder ¥4 4,

BENREINARRFEE YAML NAREFEAXY , TREBESENRBRERSTLENETF LSRR
BATHRAE.

Linux
®13 YAML 434

FRAXHRBETERERN update-1linux-os.yaml X, SELUTRE :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
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# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
name: update-linux-os
description: Updates Linux with the latest security updates.
schemaVersion: 1
phases:
- name: build
steps:
- name: UpdateOS
action: UpdateOS
# Document End

® Tip
ERERERFEAGEL YAML Validat & YAML lint 7 BiX A/ T ERKIF YAML 8RR 2
BIEH,
Windows
B2 YAML 4B 4304

FRAXHRBETEQERN update-windows-os. yaml BIX#H. BREUTHRSA :

# Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy of
this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy, modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software, and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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name: update-windows-os
description: Updates Windows with the latest security updates.
schemaVersion: 1.0
phases:

- name: build

steps:
- name: UpdateOS
action: UpdateOS

# Document End

® Tip
EREAERFEABKIEL YAML Validat 2 YAML lint ¥ BiX B/ T ERKIE YAML S8R
BIEH,

& EC2 Image Builder €32 AWSTOE A4S

BALAE M EC2 Image Builder #%|& . £/ AWS CLI a5 5= Image Builder REF AT EEZ —
REEH AWSTOE ¢ |, BIECIEFRELARSH. £XTH , RINFENBEHAETRENERASH
LK &3E Image Builder ##I&F AWS CLI s S IREHHF S,

/A Important

HHSHRAXAE , HABIERE AWS CloudTrail, FATEEEEH AWS Secrets
Manager 2% P AWS Systems Manager arameter Store R17f#& B8 %40, B < Secrets
Manager WEZEE , IS FAWS Secrets Manager Al F 5B+ 4 =2 Secrets
Manager?, B> AWS Systems Manager Parameter Store WEZER , S AWS
Systems Manager Fi P18y AWS Systems Manager Parameter Store,

£ YAML A X ERASH

EWEAH  FRHE YAML NARFAM X, IRTUBAHMENNEMER. sIAEAHNES
ARES B ESITREENE , IRSHBRRENBEE , WERNMEFENR.

{5 F i A S B0 2 48 1 3T A
RIS AMAIE YAML A H X E LHEREASH
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RAriEmE

E7E Image Builder WEZHNRASLHIPEIREASHHEITHTH YAML RRABFAHXY , BERRE

B MGRERF RN SRR TERE
Linux
B2 YAML 48 #3044
FERAXHREBIEGIEEN hello-world-test.yaml BX#H. SEATRE :

# Document Start
#
name: "HelloWorldTestingDocument-Linux"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's me!"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:

- name: HelloWorldStep
action: ExecuteBash
inputs:

commands:

AHSH
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- echo "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"
# Document End

® Tip
ERERERFEAGEL YAML Validat & YAML lint 7 BiX A/ T ERKIF YAML 8RR 2
BIEH,

Windows

B2 YAML A4 3 #%
FRAXHRETERERN hello-world-test.yaml BWX#H., BIEUATAHAR :

# Document Start
#
name: "HelloWorldTestingDocument-Windows"
description: "Hello world document to demonstrate parameters."
schemaVersion: 1.0
parameters:
- MyInputParameter:
type: string
default: "It's mel"
description: This is an input parameter.
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecutePowerShell
inputs:
commands:
- Write-Host "Hello World! Build phase. My input parameter value is
{{ MyInputParameter }}"

- name: validate
steps:

- name: HelloWorldStep
action: ExecutePowerShell
inputs:

commands:
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- Write-Host "Hello World! Validate phase. My input parameter value is
{{ MyInputParameter }}"

- name: test
steps:
- name: HelloWorldStep

action: ExecutePowerShell

inputs:
commands:
- Write-Host "Hello World! Test phase. My input parameter value is
{{ MyInputParameter }}"

# Document End

® Tip
FERBIFE R FERABIESL YAML Validat 3 YAML lint 7 BiX 8 T ERKIF YAML R 2
AIEH,

BX AWSTOE YAML MAEFAHXENME. PERIAEBLINEZER , ESHEE+H AWSTOEFH
N, BXSHBREERNESEERE , BSHE AWSTOEREN MG AZETEMN S8 5.

M YAML A3 #5ep el 2 A ¢4

TR ER T AT ERAE AWSTOE A4 |, YAML AR R A M A E B IE RN & A,

- EFH Image Builder #HI & EZEMN YAML X8I AH , BSH £/ Image Builder 5| & 6124
.

- EFEAHH Image Builder 5% AWS CLI ke|ZA 4 , FS R A Image Builder #12 AWSTOE 4
fF AWS CLI, RHXLERBIFE YAML RS E FRER N BB Hello World YAML XSy E#5 (hello-
world-test.yaml).

£ Image Builder Bt /57 ( #5158 ) PiRELAHSTK

NTREE S MERES , REAHSHRNERAMERE. CZNEHTRE TR , TUNEEA
HAMNRAHFIRPERRZEENAMH, EHIRBEFEATENREERNERNRERSEHNAHF,

ERANRE  ZAMTREREAHIRETANEEAGHE D F, RERSMEEAHNEELRT., W
RENAFELTHASEH , WEMNHERABNMASHN T B
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NAHELNBNISHRHETRATSHIRE :

. BREH (FARE ) - SEOEH.

. R (TTRE ) - SRR

. KB (FAGE ) - SHENKRERR,

 E-BBWE, MREERESTERERLAS  FANBASKELTRIMVE , URIAESE
RIE BB, XARRE, MBEREAEME , Image Builder SFE AR IAE.

FIHHEFAHGFMAES

EHN B UWAERKEE EC2 Image Builder Bt 5 F K AWS Task Orchestrator and Executor
(AWSTOE) AN EEMEFFAER.

AHEMER

 HIH AWSTOE @ #

o« S HEHERMRA (AWS CLI)

« FREVAHFHER (AWS CLI)

- REVAHFBEIFHES (AWS CLI)

5|t AWSTOE A #
BRI LMER T 5352 — 5l L MiFiE AWSTOE A .
AWS Management Console
EEH ERAHFHIER AWS Management Console , BHITU TSR :

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2 #1&
2. ESHMBERFERAH. RIAMERT |, Image Builder & & RIZH K HERNAHFTIE.

3. BALERRBAHFERETHE. EEEETHEETUSANAS  BRFFEE%D
THAIF BB —ME, FEEXDIIRGFRAROBALRESD, THUBELT
o :

« BIEAIT ( Amazon 2 ) — Amazon RIE R4 AT o] HAH,
- BPEN — BOBNAN. XRERIANER,
- ERHATE HWABSHKFUEHEELZTNAL,
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- BE=FEE —BITANE=AHENAL. AWS Marketplace

AWS CLI

AT 745015 B8 g0 el 6 A list-componentsfn iR Bl SR B ik P # B 89 AWSTOE A4 %k,

aws imagebuilder list-components

B SLERRBAGFIENHRTRIE, FIEERMENEESFHNAGNEEA. RIAERT ,
BERESREEHNKFEENAGYIR. BERAHFEEFIEER , BEIZTT list-components T
BIERA --owner ZHIEBEUTEZ—,

AHFrEENE
- BS

e Amazon

ThirdParty
- #

Jiot

LT REIEREA --owner 3K list-components 5 , ATHEER,

aws imagebuilder list-components --owner Self

{
"requestId": "012a3456-b789-01lcd-e234-fa5678b9012b",
"componentVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component@1/1.0.0",
"name": "sample-component@l",
"version": "1.0.0",
"platform": "Linux",
"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2020-09-24T16:58:24.4447"
},
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:component/sample-
component@l/1.0.1",
"name": "sample-component@l",
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"version": "1.0.1",

"platform": "Linux",

"type": "BUILD",

"owner": "123456789012",

"dateCreated": "2021-07-10T03:38:46.091Z"

aws imagebuilder list-components --owner Amazon
aws imagebuilder list-components --owner Shared

aws imagebuilder list-components --owner ThirdParty

5l 40 -4 B RRAS (AWS CLIY

LARRABIEER T a0 65 list-component-build-versions @3 5l H E B4 EIE LARARK A B R,
E 7 #AEX Image Builder BRMIBEYMABFHNWEZEE |, SR Semantic MRA 2§,

aws imagebuilder list-component-build-versions --component-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/example-component/1.0.1
{

"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"componentSummarylList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:1234567890@12:component/

examplecomponent/1.0.1/1",

"name": "examplecomponent",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",

"description": "An example component that builds, validates and tests an
image",

"changeDescription": "Updated version.",

"dateCreated": "2020-02-19T18:53:45.9407",

"tags": {

"KeyName": "KeyValue"
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}

REVAHFFAE S (AWS CLI)

AR RABIRBRIE IS EA M/ Amazon BIEBF ( ARN ) BHE{a[E A get-component &5 3R BV #1% 4

1% =]
(=R Ye)

aws imagebuilder get-component --component-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1/1
{
"requestId": "alb2c3d4-5678-90ab-cdef-EXAMPLE11112",
"component": {
" "arn:aws:imagebuilder:us-west-2:123456789012:component/
examplecomponent/1.0.1/1",

arn  :

"name": "examplecomponent",

"version": "1.0.1",

"type": "BUILD",

"platform": "Linux",

"owner": "123456789012",

"data": "name: HelloWorldTestingDocument\ndescription: This is hello world
testing document... etc.\"\n",

"encrypted": true,
"dateCreated": "2020-09-24T16:58:24.4447",
"tags": {3}

IRENAA SR RE ¥ 4H1E 2 (AWS CLI)

LA RBIER T EIEE A4 ARN B E{a# A get-component-policy fi S IREVA A R A EAE S,

aws imagebuilder get-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012:component/example-component/1.0.1

£ Image Builder 2% & 2 4H 4

ZBE Image Builder 2% & 62 AWSTOE MARFAH , BWMITUTIER !
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T FFHLF htips://console.aws.amazon.com/imagebuilder/# EC2 Image Builder %5,
ESMBERTPIERAGF, AT, &R Create component (81 H#),
£ Create component (8|24 4) TWE L& Component details (AHFAEER) T , MALUTH

o

= .

a. Image Operating system (OS) (R&IRIERS (0S)). EESZAHHRENRERS,

b. Component category (H#4ER). MTHRIIFZF , ERECIZNERIN XA GRIRE,

c. Component name (BHEFR). WMALHNBET

d. Component version (AHFRA). i ABHHIMRAS,

e. IR, RMEANERNHEIRE B EFRRA M,

f.  Change description (Eakifiif), IRETEMER | UEBE T B ZA B REAHITHER,
EENXREDF , BRINETIREN AR, A4 XRE N T Image Builder 7132 A izt 24
EHITH R T RIZREHRAE,

ERBEF , WAL YAML A4XHEAR. EM Linux B Hello World RHIFT 4 |, HEFEER
RIED, BT HEAEXWNMEE YAML A4 ZTEE HFHHE UpdateOS REINEZE
B, BZM I YAML A4,

EmAAHFAEST , ERCEAN

® Note

ERGERNEHNESNEFTENTAN  FRHERABORIESRGNA TREIN A HS
Ro MRSV TAHFIRIIHRRES D,

EMBRAH , EM Components (LB #F) TTE kP EMBRAVEHZHLEIENE, M Actions (IR1E)
THFIERF , % Delete component (l BRE 4 ).

BEOEFAMFMRAE , FHEREUT LR

1.

2.

HUR T EMB M IEFT 18

« NAHFIRTE — 2FAHFRBBZULNEIRE  RAEMNREREPIER SRR
- NEHFBERE — REREE L A6 BHRARE,

HERSEBAHTEHN  AHEECERYEHRTER, RRUBAHSRETRAH, XERE
TR TE H HEhR A i A HE — VB URAS, E 7 8B % Image Builder BIRIVE VRA B HINESZE
B , % Semantic ix 2324,
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£ A 21224 4 AWS CLI

AN B A Image Builder an S MBI AWS Task Orchestrator and Executor (AWSTOE) 4
£ AWS Command Line Interface. EHEAEH , FRM YAML RARFAG X, XRROUIBHHE
FIENMEBFNSER, ECIEHRN YAML AH4XXH , 55 82 YAML HHTH,

£ H Image Builder €122 AWSTOE 44 AWS CLI

EART R | ST g B MBS H Image Builder 5% AWS CLI k12 AWSTOE M ARF4A
# , TR

o FHEH YAML EH X EEBIRT MG S1T5I AW S3 FiEf.
- f£ A create-component@s 82 AWSTOE R FAREFHH.

« £/ list-components I S MEBRFEESR I HAMGRAE , AEFSFEWLRA, EATLAE ALK
T 7E B 52 A BN R AN BE AT E#A o

EiREM A YAML XH8/22 AWSTOE MARFAH , FEBRELNRGRERSEFLFEMTENSR
TR,
Linux

K N AR R A 4 X775 ) Amazon S3 H

BRI LAER S3 FiEE1EN AWSTOE N ARFAM RN N FRE, EFMEAM XY  FRRNU
BEZ G

5324 £ E] Amazon S3

MREHXHNT 64 KB, M AT LABKI BB IR, KA 64 KB = KB XA TIFMTE
Amazon S3 &,

aws s3 cp update-linux-os.yaml s3://my-s3-bucket/my-path/update-linux-os.yaml

M YAML SCH4E1I 2R 4H 4

EW{LIBTE T K create-componentds ™ AWS CLI , IE8IE—/ JSON X # , HFEEE%
BEMTHIIELAHSH., SREEINENSRPOIEN update-1inux-os. yaml X
B, uri @BEXNIEXHEIA
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® Note

JSON X4 BB EN B IBHIERN Image Builder API RIEBFERSHIEENER, BEE
E APl S 1ERSE , 2 (EC2 Image Builder APl £#&) f#CreateComponentdn

PN
T o

ENBEEFENGSITSHRES , B30 (AWS CLI 55 A) FEENSHER.

1. ©IZ CLI %A JSON X4

FRAXHRETERERN create-update-linux-os-component. json B3 #, 21

UTHEAE :

{

"name": "update-linux-os",

"semanticVersion": "1.1.2",

"description": "An example component that updates the Linux operating system",
"changeDescription": "Initial version.",

"platform": "Linux",

"uri":

"s3://my-s3-bucket/my-path/update-1linux-os.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",

"tags": {
"MyTagKey-purpose": "security-updates"
}
}
® Note
« JSON X BRI LMMEE file: // HFS,
- JSON X#HHBENEREZTHSTHNERRERSHNHENNE. 0, Windows &
ARFL () 5| A B FERE , Linux MEAERMT (/).
2. GIEAH

ERANTHSORAH , SIASEL—SHEIEM JSON XHHNHE !

aws imagebuilder create-component --cli-input-json file://create-update-linux-
os-component. json
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® Note

« JSON X#BEFTX#MEBE file:// HE.

+ JSON MHHBERERZTR THESNRERSHNMEMLIE, 0 , Windows £
RRFT (\) 51 F B FE84Z , Linux WERERL (/)

Windows

20N AREFAH T E Amazon S3 H

BRI LAE R S3 FEE1EN AWSTOE N ARFAM RN N FRE, EFMEAM XY  FRRNU
DEZ G

53044 £ E] Amazon S3

MREHXENT 64 KB, M AT LABKI LB IR, KA 64 KB 2 E KB XA TIF# E
Amazon S3 &,

aws s3 cp update-windows-os.yaml s3://my-s3-bucket/my-path/update-windows -
0s.yaml

M YAML #5612 4H 4

E@{b 18 1E 8 FH M create-component@i & AWS CLI , iH8IEZ—/ JSON X , Hh B8 E8E&£SE
QAAA

LM THIMEAGSH. BREEAENENSRPLEN update-windows-os. yaml XHEH AL
B, uri @EXNITESXHEIA.

(® Note

JSON X4 HFEEN G RIRHIERN Image Builder APl EEEFERSHIEENER, BEE
E APl T 1ERSHE , 2 (EC2 Image Builder APl £#&) H#CreateComponentdn

PN
To

ERNBEEFENSSITSRER , B3H (AWS CLI 855 A) FEENSHER.
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1. #IZ CLI %A JSON X4

FRANHRETIESEEN create-update-windows-os-component. json B4, 2

FBUTHE :
{
"name": "update-windows-os",
"semanticVersion": "1.1.2",
"description": "An example component that updates the Windows operating
system.",
"changeDescription": "Initial version.",
"platform": "Windows",

"uri": "s3://my-s3-bucket/my-path/update-windows-os.yaml",
"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/98765432-
b123-456b-7f89-01234561789c",
"tags": {
"MyTagKey-purpose": "security-updates"
}
}

(@ Note

+ JSON X BEFLMMEE file:// FE,

+ JSON X#HMBEENERBSTR SHERRERSHNMERAE. B0, Windows fE
RARAFL (\) 51 B &EE& , Linux NEEAERT (/)

2. BIEEAH

ERAUTHRRIRAH , SIASEL—SHIEM JSON XHHXHEA :

aws imagebuilder create-component --cli-input-json file://create-update-windows-
os-component. json

® Note

« JSON XHBEFISMEE file:// H5

+ JSON MHHBERERZTR THESNRERSHNMEMLIE, 0, Windows £
RARFT (\) 51 A B FE&4E , Linux WERERL (/)
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AWSTOE FF E & #4842 4] ()AWS CLI

AWSTOE A#BFARAEAEA M Amazon BREF (ARN) A, M TAHGRIRZ . AHNE
NIRAFHEE S H—H ARN, SIZFRANSREVUEFTAGHNSRELEE , IR ZAKER
B RA R —1, BT H#AEX Image Builder #IRIVE YMRAREFHINEZER |, ESHSemantic

WA 2l o

NERIBE T —MEERE , EARMEEXNAGNABRAIR, EHAHH AWS CLI, HiFES

#r 8 list-components&i £ o

TR RGIF  BFREBEFNEH Linux R™EIFRIRNAHFNBHRITHE BYHEENAY , BF
P& create-component tn = HEAK JSON XHHH name S#1E,

aws imagebuilder list-components --filters name="name",values="update-linux-os"

{
"requestId": "123a4567-b890-123c-45d6-ef789ab0cdle",
"componentVersionList": [

{

"arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-

linux-o0s/1.0.0",

"name": "update-linux-os",

"version": "1.0.0",

"platform": "Linux",

"type": "BUILD",

"owner": "123456789012",

"dateCreated": "2020-09-24T16:58:24.4447"
.
{

"arn": "arn:aws:imagebuilder:us-west-2:1234560087789012:component/update-
linux-o0s/1.0.1",

"name": "update-linux-os",
"version": "1.0.1",
"platform": "Linux",

"type": "BUILD",
"owner": "123456789012",
"dateCreated": "2021-07-10T03:38:46.091Z"

BEENER , BUMBAET —MRARZRT A
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S A # (AWS CLI)

EREEERT , NREFENMAAFARERS — L, XTEAXFHER , B UERULTRA,

ZRBIBEZREE—/NE RN import-component.json IX#H (MR ). BEE , ZXHERE
S| T —1& K PowerShell BiZ&AdminConfig.psl , ZHIAE L& FImy-s3-bucket, Bl , 4
# format X #F SHELL.

{

"name": "MyImportedComponent",

"semanticVersion": "1.0.0",

"description": "An example of how to import a component",
"changeDescription": "First commit message.",

"format": "SHELL",

"platform": "Windows",

"type": "BUILD",

"uri": "s3://my-s3-bucket/AdminConfig.ps1",

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/60763706-
b131-418b-8f85-3420912f020c"

}
ESA4AH4  BETUATHS.

aws imagebuilder import-component --cli-input-json file://import-component.json
3= IR
BIEFIR

NBRENRA , BSLEFEREAREREFHRGCIERNERREMEE, BXMER Image Builder FHI &
BHNEZEER , HSR HIER EC2 Image Builder & JRo

EERS

EC2 Image Builder B2 /5 E X 74BN S B2 #T IR G2 AV R | BIREXL TEFMN—ARTAEENX
RGH B — VI REEMBZITHEY . Image Builder A ENMNAHREMAEBFEFE. BMIAMERT ,
FBRZAUNE R NA 20 M, XIIEHENNHA 4

HEGERSRE , ETRBEAIBRT, ERCIBESEENAN , S EHHIE 5 SHE 5 R
o BAILVHRENARIMABES. BXFEA Image Builder is S A ERRIMFENESZE R AWS
CLI, BZRAANERENIRIC TR .
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® Tip
O LAV ER SRR Amazon EEAH , [ LAEA AWS Task Orchestrator and Executor
(AWSTOE) NARRFFAAXBECHWEEN A, EFRER , BSH FHER AWSTOE,

AFNBOAGIH, EEMCIRES.

ok
Sl MEE GRS 1 AES

- FIMHEERERSFAES

+ BIRRBARER S ROSTARK

. BIERSTARARN R EES

SIEMEFREE IV FHAEE
ABNEEA BT S5 REREREH EC2 Image Builder BIREH E S HEF I MES.

BREREC 5 FAME R

< SIHMEGES (2FE )

« SIHBREEL S (AWS CLI)

- EERGESFE (2F8 )

< FRENBRREL 5 S S (AWS CLI)

« FREXBRGREC 5 REEF 1SS (AWS CLI)

FIHBREE T (2 A )

E £ Image Builder 2H & EFEEKS TRIZNRERE SR , FREUT SRIRE

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2 %14
2. ESMBHKT , EBRBES. X2ERELKF, T AIZENREGE S 5IXK.
3. EBEFFMAGERVEFNEARA , HEFEAFBMERE, XFITHR AN EARE,
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® Note
B LUERE S BN ZSUNEEE , ARER EFFAGE.

5| R EL S (AWS CLI)

AT RBIGEER T il A AWS CLIZI i PRERGEL 5 o

aws imagebuilder list-image-recipes

EEMGE S EE (258 )

E{# M Image Builder BH A EERHERGE LN FMAEE , FRE I HREGEES (2F 5 ) R
NS RIEREERNREE TS,

EERESFEAEEREL , EA

- MiBRECS . B XTE Image Builder RHIBR T RN EZFELR , 525 Mk EC2 Image Builder %R,
.« BIEFTRRA,

- NBIAHRIEEE, EEREMREATCEEES , BEFHEAEENS. AXFAEERNSOE
Image Builder EBNEZE L , 21 £/ EC2 Image Builder ###| & @ SR ZRGEE

@ Note
HICRENAR S ZEER , QIRME T HERT T,

IR BN AR 15 BiC 75 1 4815 E.(AWS CLI)

LARRABIEER T 2038 E Amazon BIREZ# ( ARN ) LB £ imagebuilder CLI &3 S 3R EVBRREL /5
HHER,

aws imagebuilder get-image-recipe --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/my-example-recipe/2020.12.03
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RAriEmE

IREN AR S B 7 SR BE 1 405 2 (AWS CLI)

LATRRABIEER T anfaTig E ARN LUENS F A imagebuilder CLI S 3R ENBRREL 5 SR IEIEAE B

aws imagebuilder get-image-recipe-policy --image-recipe-arn arn:aws:imagebuilder:us-

west-2:123456789012:image-recipe/my-example-recipe/2020.12.03

SIEMERRHFESFHAFEE
AHNBMABREH EC2 Image Builder RREM AN ELHEERAES,

BEBAFHAER

- ERFHEPIHBRRS

- {#/ AWS CLIZIHABSE S5

- EEFATEERSRAFHARE

- 5 AWS CLIZRERA sl Hit1E

- B RENASSE S BERNIFHAES AWS CLI

EEGEPIEAEERS
E7E Image Builder 24| A FEEELNIKS TURNTREAIIR , BREUATSRIRE -

1. #TFLTF https://console.aws.amazon.com/imagebuilder/8y EC2 Image Builder &1 &
2. NEmBE®RTR , ERAFES. IFETREENKS TRIBNARR[EFFR.
3. ETFFMAGENCEMNEARE , BERE S BHERE, XFITFRANFARE.

® Note
LOALUETRS BMZLNE , AREREFFAES.

£ AWS CLIZ| E B 258 5

BT RGBT a2 AWS CLIFI & Fr B B8Rl /5o

aws imagebuilder list-container-recipes

AN EERRES
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AR ETEERRESFAGR

EEH Image Builder #H A EERERRE AN FMAELS  FEREEETNERES , RRHRIT £
H AP HARRE S PATRR SRR,

EEAFFABOREL , ETUBITUATERE

- MIBREES . HXAAE Image Builder FHIBRERNEZER. , 1525 H#ilFk EC2 Image Builder %
Bo

® ﬁﬂﬁ%ﬁﬁ&ﬂgo

- MBLSHRIEEE, EBRNLESFLEREES , BFHEATERNS. BXNAFEREERDS6IE
Image Builder EEBHNEZEL , HS R £/ EC2 Image Builder #Z##l & @S| 2MEEE

® Note
HIENNBE S P OZEERN , SlERE 5L A A,

£ AWS CLIZRER A 2Bl 5 if1E
LA R 4145488 T 204A1 8 imagebuilder CLI fa B3 i EH ARN RREVASEH 5 i AEE.

aws imagebuilder get-container-recipe --container-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:container-recipe/my-example-recipe/2020.12.03

BYIRENARE S BRI iF4EE AWS CLI
LA R4 88 7 204A1 6 Al imagebuilder CLI 4 @3 5 EH ARN RFKMARHE 5 ERNEMAEE.,

aws imagebuilder get-container-recipe-policy --container-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-example-
recipe/2020.12.03

I BRREL 5 BYRTARA

ZAFT A48 204 I 2R RS B 75 B FTARAS o

&
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- B IGE S IRE (EFE )

- EAERKES AWS CLI

- EEHETRS AR (VM) 7 ERERE

IR NREREC S RA (2FE )

LBV EGRAN , EERFEANRE/LFEER, TRZLAET , EXRSHELT , HITE
B  FEFAESHRMAREN. UTIRERCIENRE S N ZMNBE SRR 2B X

7DJIJO
AR PRy ERE T FAER

« B - TARE

o BRA - AE, HEMFAEERMAET HAIRASITMERENFS, MAZCUBHKRES , XN
<major>.<minor>.<patch>, MRZBEELFE , MBI IR

« ERRBIET - BFLER , BETUNERTHRE, NREEIEMBPERIRAIERE WIS
EREMFAGE , XEFMAESIURT BEFHFHET.

ETESENEMRGERMEXNFAEE , BEERSENERMETENIETF,
Managed image
- MBIRERL (0OS)- TAIRE,
« REEN - REEANVER BN EMRGERNASHITMELRE, ER , MIREELLE
BB , N &EXRTTIEZEREER,
- HIRAZHEED - SENEMES TR, HREEDTERIANEAIEENRERSRAIE

o

/A Important
MRBERENRAZEREHEENE , FHRARFLEETRNFEASZHNTRARER
SiRA, E T AKX Image Builder RIRINIE X RAZRFNEZFE LR |, S HSemantic
RRA IR H

AWS Marketplace image
o ITH — BRI+ R4 FHFFIRES , H B AWS Marketplace BT 5tk 21T 7] 49 B A PTHEL R AY
EXRit, mMREFENRE S AEEMBRENREG , WTRESEAHEMFEARE , XEFHEFE
BUR T I 21 R IR AR,

B BRRES 75 BT ARA 220




EC2 Image Builder ArfEm

B X AWS Marketplace FRIEZFEL , BESH (EAWS Marketplace RIEFE) FHY ‘WX

m’o
Custom AMI

« AMIID - 48T, B2 , WIREH R EEBEALHRBEKE . B4005 ABERBRSKH AMI D,
- NPIBE - RER i‘ﬁﬁtﬁ#=.=ﬂ’J BRI LA E# TR

- Systems Manager VI — & 7] LUI%E AP S0 BR IE B R AR SRR G 2 #TBR & & &3 Systems Manager X
B, RABRT , ZEEELTERRS , MEEHMREP I E Systems Manager K. EN&K
KLIMBHPFERR Systems Manager (R |, TP ZEREAFERETTEELRN AMI F,

- APHIE - HEEH RSN , IUAFERAKXEUARREZTHGSHGTEAR, B2,
B4 B Image Builder AJEERMMMVEM G T , AFR K% Systems Manager, XS ’FE?E
Image Builder BE £ 8 B2 #THR & 2 B 4 Linux BKIZITRYEEMA,

(® Note

- MREBHARAFPEE | TRREEHNERMBREG LT %KL % Systems Manager K2 |
REFLZENNBRBEELNAPBEF,

« XTF Linux % , BEI R —KREAFBEMAPEEN perform_cleanup HZ
XHERGS , BAREITEELS R, Image Builder 2N BN # | HECIBTMREG 2
BZTREMA, BEXEZEENRAMA , i§2H EC2 Image Builder f) 22 &£
o

- TFBEX - BFLER  BETUNERTHRE.

- B - BEEERAFHNEAHAESESMAIIR (HENNR ) RENEERHHD F, BANE
BRATEAH RN EEHBEF , WERENFEE.

CIS MnE LA 4 <& & Image Builder BL 75 P HIFRELGHEFMN, CIS BICAHRAREEIT , A
PR ELEN I £ X 88 i H BRI 1T o

(@ Note

MEANRAHFIRBBAGMEERAE RTREY., ENEARNBEHFELAYE , FHE
ERNAEREMEERE, i, MREFNMESEEPITHANERBGREKRNASF AWS
Marketplace , #Third party managed M8 F1=ZH FTAE & LR HI R P TIRER,

BRI N BCHFMEAHEENTRE :
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o RABBED - SRR BEATUNERTER. RANBUICEREREM R AL FRAE
I, SARENRERTERERZFRENAS, NREFEERSPEABFENAFRAE , 1
A LUERIEEAMFIRA , RIETE I AY A AR ARAAE A 5 AR

- WMASH - ERAHESNRASHE., ZEMEER TERALIREATNE, MREERESFE
RERALAH , HEANBASHENL THIAME , WRANERERE B ER , XERE, R
K AHAM{E |, Image Builder FFE 2R IAES

MREZWMASEH , BEAHPEEENRIAME , MXATRME—ME. WRRDEMAXFENSHER
E Y ERIAE , Image Builder &8I 2 E 5 R4,

/A Important

HHSHRAXARE , FEBIERTE AWS CloudTraild, HATEWIEER AWS Secrets
Manager % P AWS Systems Manager arameter Store K174 88 %340, B < Secrets
Manager BIEE Z{E 8 , 5SS JAWS Secrets Manager AP #8E R Y+ L 2 Secrets
Manager?. B> AWS Systems Manager Parameter Store WEZEE. , 555 (AWS
Systems Manager AP 1ER) FHIAWS Systems Manager Parameter Store,

ERFTRAZFENRGASHNRE , JUERRESHNSLNEG X, ERFTAMBEEEAGHIFRE
RE , AUKANTH LRI TR

- FiE(B) - EFKEF. REREEH, REM IOPS BMA RS, BER , BAUERMERR
RE , PIIIRAND, EETTLUNINFTE AR B SHINE S,

EHERXE (ESTHENMT ) N Image Builder FEERIKS T CIZRNREFTINE |, EAMIERE
BAHERAFEESME, EZHENDEMERESTHNNEZEMGER T 2 B4 2 Ak =it X RE.

® Note
MRENEBEAME , WSRO B NBNEBERER , IEZBHERATRENBHHMEE.

IR RTHYBRBREL 5 MRA

1. EEFFAGERERE , EHECEHRAR, XFHEHEACIZRKES TH.
2. BQIEMRA , BHRITENR , RAEEFEREES,

B BRRES 75 BT ARA 222
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AXNAELERGEENIERGESNESEL | BSAKEINAIIRI N ] 2 BER
5.

EAtIZEG&E S AWS CLI
EFEAFH Image Builder create-image-recipe i S 8IZERBE S AWS CLI , BHITUT SR -
FREFMH

FEIZITA T B Image Builder &85 M AWS CLIF SIZBRGEL 5 2 BT , S BIRZE S ERNA N,
UTHZRANREE S ROISIA T EARERE £HGIZAF AWS CLI #5 el Za REIE 4.

PIREAHGE  RENREEANENEELEYT , FIETEEEGSEE ST ARN,
1. B2 CLI # A JSON X

WA LAE A N BRa BS BN create-image-recipe IR AR A, B2 , ERNH T ITESR
K, ATELHS , BUURNERITEREL S REMN JSON X #,

@ Note
JSON X BFEEM R ERHIEMEHN Image Builder APl EEERSHIEEEN
EX, EEF APl S ERSE , 3 (EC2 Image Builder APl &%)
Y CreatelmageRecipefi o
ERBFEEENDTITSHREM , B8 (AWS CLI %55 A) FEENSHER,

UTRXERFEENSHHIRE

« B ( FRE, LIET ) - REEFTVE .
- R ( FRB ) - REREGHHER,

* parentimage ( FfF& , KEWM ) - BREH AEEELRGEMBVRER, ZE TR ERMBREK
ARN = AMI ID,

® Note
Linux ;=B Image Builder AMI , Windows ‘R4IEH ARN,
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« semanticVersion ( FfFH , XIE ) - MEFEFWERAE , AUATHRART , BMIEEREHR
ERRRIFENRA : <major>.<minor>.<patch>, I , BEREER 1.0.0. BT #HEX Image
Builder #IREVE XMRAZEFINEZEFEE. |, S FSemantic fR A2,

o A¥F (B , ¥1E ) - 88 ComponentConfiguration RHEH, BIEEEL —MNEE
H

® Note

Image Builder IZHBEAEBR S HPIEENINFRERAH., ER , CIS Bt EHRAREE
17, AR E AN 53T R 69 1 BRBIE 1T,

« componentARN ( FfF&H |, &418 ) - A4 ARN,

® Tip
EFEAES—NREGIEZEBCHREGE S , LI RE ARN S hBATERAINAHE
9 ARN.

« B (FRHA ) - 28 ComponentParameter WRHKA, MREBMASH , BEHF
FSEENERIAE , NATRHE—ME, MERRDEALFENSHBRENBRIAE , Image
Builder ¥ & B2 H 5 R4

/A Important

AHSBRANARE , HEBIERE AWS CloudTraild, HITBIEER AWS
Secrets Manager 5 P AWS Systems Manager arameter Store RZ6E BN 4. B
% Secrets Manager WEZER , HZFAWS Secrets Manager AP IEREH A
5= Secrets Manager?, B> AWS Systems Manager Parameter Store FNEZEE. |
EZ# (AWS Systems Manager FIF#§mM) FHAWS Systems Manager Parameter
Store,

« BN FHE, 48 ) - ERENAHS BB

- B (FHEHE , 48 ) - 32 RATREEEAHSHENFZHRHRA, RNAHENLT
BMIAME , BEREHEME , W AWSTOE ERARIAE.

- additionallnstanceConfiguration(object)-J3 & B 4m 1% Kl 35 & H A% B H B sh B A<,
R RE  BF IR 224
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- systemsManagerAgent ( ¥R ) -B &4 FXH] LK Systems Manager KB RE .,
« uninstallAfterBuild ( fi/R{E ) - HI1EBIEH AMI ZHIRENRLAWEREFHIBR Systems
Manager X3, MRFHIETEERN true , UNRLMGPBRRIZNE, WRFIIETE
BN false , MARBZRE , MEFCSTEEH AMI F, BRIAER false,

® Note

MR JSON XHFKREEZ uninstallAfterBuild B# , FEFEUTEH ,
M| Image Builder £ MR & BREF Bk Systems Manager X2 , FE%E AMI FF
ATA

« userDataOverride AZ=HEM JSON XHHHERE,

« WFREEMBG EFRERENIRERS | Image Builder 2 BEI EWESLFI LR
% Systems Manager X,

- userDataOverride ( ZfFH ) -ZHBHWEXRFINEZITH SR RHIA,

(@ Note

AP BIEHRA R base 64 HwiE, Hlin , LTS HEEBR
IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg== :

#!/bin/bash
mkdir -p /var/bb/
touch /var

Linux 75145 Atk 4w iB 1B

Linux

LT ROIPHEABRE ( parentImage B ) R AMl, A AMI Bt , BARMEFHFZ AMI
HIR , # B AMI AT FIRX1E ( 5 Image Builder Z{To S XGHER ) . FXHBER
create-image-recipe.json , ¥} create-image-recipe ti B HFEH.

{

"name": "BB Ubuntu Image recipe",

"description": "Hello World image recipe for Linux.",
"parentImage": "ami-0a@lb234c5de6fabc",
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"semanticVersion": "1.0.0",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/bb$"
}
1,

"additionalInstanceConfiguration": {
"systemsManagerAgent": {
"uninstallAfterBuild": true

},
"userDataOverride": "IyEvYmluL2Jhc2gKbWtkaXIgLXAgL3Zhci9iYi8KdG91Y2ggL3Zhcg=="

}
}

Windows

LA R 65| A& #TARAHY Windows Server 2016 H X hx £ EMiR &, BRIEEIEENIE LR
AFEESME |, ZRBIFH ARN 51 SKU A& : arn:aws:imagebuilder:us-
west-2:aws:image/windows-server-2016-english-full-base-x86/x.x.Xo

{
"name": "MyBasicRecipe",
"description": "This example image recipe creates a Windows 2016 image.",
"parentImage": "arn:aws:imagebuilder:us-west-2:aws:image/windows-server-2016-
english-full-base-x86/x.x.x",
"semanticVersion": "1.0.0",
"components": [
{

"componentArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
example-component/2019.12.02/1"

1,

{

"componentArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
imported-component/1.0.0/1"
}
]
}
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(@ Note
E 7 ##48X Image Builder ®RIVE X RABFHNWEZFE L |, 55 HSemantic R4 12
o
2. SIEEA

FRAUTRRUBEERS, & --cli-input-json SHHIEHEMEE L —Shal2H JSON X4
B

aws imagebuilder create-image-recipe --cli-input-json file://create-image-
recipe.json

(@ Note

« JSON MHBEFLMHMEE file:// FSE.

« JSON X ENERETH THWERNBRERSHMENAE, Hlan , Windows AR
AT (\) 51 B FZE2 , Linux NERERT (/).

FRE A PF AELL (VM) 4E7 LAt R &

EATH , RIPFERKXNBNMEAS AELA (VM) FRREE 5V EMBRE, XERMNTNANRES
HESREFMSRNEMS IR, BXE Image Builder BH AR EAEECIE G SO EHRGERSHWE
feE R, FSH LIERREEE AM). BXEIEMREEFRESFRANEMBSR , FSH IRRE
BiL 75 B9 AR AN o

E 7 Image Builder #2H & S AEBH (VM) ENREESHEMBREG  FERUTSRUREMHE
il 24 75 Y 25 TR K 0 2 AR Y BC 75 S EC 75 hiR AN o

1. EEMBRENERREGI T H , RS AEMBRGKIED,
2. BER - HEERBIRERS (OS)MBRERS (OS) A,
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ER S AERE

LHIBMNELMCIRE R S HEDIN | ZEBSE— NS IREERR M |, XEXH T YELHIIR
B, IRENBIENORE, BoLUERXEXHSAEYENBRGE S HEARRGK, BXTE Image
Builder & ARV FAEE |, FSH SAMNSH VM &

BEEESARNMNE , FITUTHER
S AR
HHERER 1 B0 PEEESANS —NELYRERHE B8 IRBHIRIR.

1. TR - AR S3 FfEMEL EBS RER
2. IERHER S3LE - #A Amazon S3 R MEMENNE. ERWME , HEENIRE S3,
3. ERNMHERSR , FRBRMIIMERR,

IAM A&

25 IAM e 5ENEMIS AREMEXE , BN IAM A8 TRIRPERZAG , REEECEN
AEXtE- M AG, MRECETHAE , IAM AR S TENERIMNIRER PITH,

BRIRE - ik

LTREMR : FAXERE , BAUANSAURNELRRGEEMR. 7. LS,

1. NEFRBEE-ME—NER. MRTWAEMAE , N EAMRERHEZE S Ao

2. IBEEMBRGIRA. XAUTHER : <major>.<minor>.<patch>, MRFRWAEAE , ME
Btk R A5 4k % L 5 MRS

3. ZA LUy ERR G5 AR,

EBRGEN
BEEEEMNS ARREY , EMRMHRPIEE-NME,
nzE

MRENELDVHEREENE , WATREATSALENRH, E AWS KMS key NS AEE—
AN, ENINE (KMS B4 ) FIRAPIEFE—ME, ZIIRTELHKSEIIXEHP ARG AL KMS
o
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WHEEE

SAELHE , SASE2AFRNEDIRERSHENNFANENA TERREG, BIEEHERE
REFE , FANERENT

- AEWAHE — EATENFENMER AWS FAIEFA T ENERRE,
- B (BYOL) - REFRBEEUNMFAIE (WMREA ) -

09 A oI 2 /Y Tk Bl B B h0 AWS License Manager B8R ERBEG , BN IFANEE BB HHIRH
#1T1%E#E ., HX License Manager WEZEE , EZFHEA AWS License Manager

® Note

- AR ESZ S ET AW EREFAHN,
* Linux XX #F BYOL ¥ AJiiE,

RE (BEARBRE )

PREGE R REX N IER Image Builder RIRD B AR XA, ERNSFANEMRBEIEERE | BE
RgNERERMAREX,

ERMARZ |, 1F1EER Add tag ( RINIRE ) » ERIERIRE |, 151%F Remove tag ( HIBRIFE )
RN B RE A

AT RR T A6l 2 e B ARENBREE S

P
G A B0 AR I3 MR
. i AWS CLISIRBEES

£ T2 %) & QI 2 ¥ R 2R H0 75 R AR

EFMIRANBRE L SRRHESLFHER. FRZLET , EASHEBERT , NEEEMES , &
EFMAESHMETMTEREN, UTIRERCIZFESMEIRAFTESHFRE 2EHX 5],
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BLLEAER

« B - TARE

o MR - B, WEFEAFEERTNAEER I BRARSFEMEEANF S, LA major.minor.patch XA E
BIENRAS, MRIZRABCLEFE , NSBREIR,

E iR R

o ERRBIAT - EER B kRE, WREEINEMREFFNERE Mg ERHEMEFEHA
BE , XEFMERBURT BRI RN RRIED,
EEEELNEMRBGERMEINFAGE , FERSENERMETENEDF,
Managed images
- BRBIRIERL (OS) - T4k,

- REBEH - BEEN ARSIV EMREEENASHITHAERE, BR , IREEIL
BMREOAT , W& ERTNTEFARERE FRo

« BIRAEHEDR - SENEMES TR, B31RAZEFETRRRIAN EREENRERSR
IR o

/A Important

MREFEREURETEFRBHEEHE , FERELMEEFERXNFERASHNTRRER
SRR, ET A Image Builder BRIIEXRAZFHNWEZELR | 55 R Semantic
RS 22 %1

ECR image

- BRGIRERS (OS) - MELERE , B HmE,

- BIERGRA - MEIERE , BEURE.

- ECR& ID- EfikiEFR , BA4%E.
Docker Hub image

- BRBIRIERL (OS) - T4k,

- BIERGRA - MEIERE , BEURE.

« Docker B ID - Efi%EF , B 4RHE,
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K BIE E

« AMIID - EFEIET , B0 HRmEE,
. T (%)

EBS % 1% (AMI R ) — EFILIER., BEEZRBRBRZTRN. REH IOPS 12U, ER , &7
LEHRMERRIRE , HITKRD, BERLUNNTS,

(@ Note
MREBEETNE NP EZAER AMI, NS E B 1E1015 Bh & Y 1R BRIE S 5 I8 89 Ik 7
H®HE,
THEER

- THRERIRE - EFMLER , BARE,

RS

- B - EEBRERAFHNEAHAERES MR (MR ) RENEEA4HBD F, BAUE
BRATEAA N EEREF , AR ENFE,

CIS pnE LA 4 <& & Image Builder EL 75 P IVFRELGHEFMN, CIS BICAHRAREEIT , A
PR ELEN I £ X 88 i BRI 1T

® Note
REFMN AN RBBAGFEELRBRERTHEAN. ENRARNREFAY , FHE
ERVWAHEFEMEERE, o, MREFNSEEDITROERRGRIBKAAHF AWS
Marketplace , #Third party managed M\iE R£ZHMFATE &R B HIRPHITIRER,

BRI N BCHFMEAHEREL TRE !

o MRABBED - EFfERE  BEATUNERTER RMNBULEERERSKH AR R
B, LR ENREMRABLEERSTRENEN. NMREFTEEESPERBENAFRA , N
A LUERIEEAMIRA , RIETE HIAYE A ARAAE 5 AR
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- WMASH - ERAHESNRASHE., ZEMEER TERALIREATHE, MREERESFE
RERALAH , HENBASHENL THIAME , WIRANERERE B R, XEARE, R
Ky AHAM{E |, Image Builder FF4E 2R IAES

MREZRMASEH , BEAHPEEENRIAME , MXATRME—ME. WRRDEAXENSHER
E Y ERIAE , Image Builder &8I 2 E 5 R,

/A Important

HHSBRAXARE , #EBIERTE AWS CloudTraild, HATEWEER AWS Secrets
Manager % P AWS Systems Manager arameter Store K174 882340, < Secrets
Manager BIEE Z{E 8 , 5SS JAWS Secrets Manager AP #8E R Y+ L 2 Secrets
Manager?. B> AWS Systems Manager Parameter Store WEZEE. , iS55 (AWS
Systems Manager AP 1ER) FHIAWS Systems Manager Parameter Store,

ERFTRAZFENRGASHNRE , JUERRESHNSZLNEG X, ERFAMBEEHAGHIFRE
RE , AUKANTH LRI TR

Dockerfile 184K

« Dockerfile ik — EFiEIET , B LRE, @UUEEUATEERE L TXEE |, Image Builder 1=
TRGHBRAIMEER,

Parentimage ( 21E )
EWER  HTESBIT IR FHNERER,

Hlan -

FROM
{{{ imagebuilder:parentImage }}}

R (MREETAMH , Wy4ED )
LA B R AT NS TA AR EIA,

fln -
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{{{ imagebuilder:environments }}}

A (AL )

Image Builder ST RRE AP S ENEHFNHEFNN XA HFMEAR, XNEE LUK Dockerfile
PR, RERETEZE,

fln -

{{{ imagebuilder:components }}}

B ¥r1Efd

- BENEHERN - NRENEEN D ABEERSENEEETXE (XiE 1) IsEEMFE#E , N
H R {174 £ Amazon ECR 1FfE .,

BRI AR H H AR -

1. ER[EHFAEETNEMINED , ¥ Create new version ( BIBFMRA ) . BFF#HARSEE S
W I FL 5 TTE

2. EQIEHFMA  BHITER , AE%EECreate recipe ( RIEES ) o

AXNAELERGEENNRRBESNESED  BSNAEENANETFNSR 2 GER
5.

B AWS CLItIZERRE S

B fimagebuilder create-container-recipe®$ €/2 Image Builder B85# 5 AWS
CLI , isHITUA TR -

FRFM

FEIZ1TAT B Image Builder tp S E A QI EZ BB SA 281 AWS CLI , 612 E 5 F A NE S,
UTHRPNAR[E S ROISIATERER EACIEES AWS CLI ETTHREIEM RGIA 4,

SIRANE  REVNREEANRNALEN  BIETEEEESER S FH ARN,
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1. SIZ CLI A JSON X4

B LAMERA A BRSBTS BN create-container-recipe s S IRMMFIEH A, BR , ERNGH TS
BRE. ATHEILSGS , BAUSIRE—NSEFERREFIREN JSON X4

® Note

JSON XHABIEEN B R HIERES Image Builder API REEFERSHIEEN
BEX, EEF API B 1ERSH , 52 (EC2 Image Builder API &)
# CreateContainerRecipei o

ENBEEFENGSITSHRES , B30 (AWS CLI 55 A) FEENSHER.

UTRIEROIPSHIRHE :

o A4 (FWRBA , K1) - 2 ComponentConfiguration WR¥HE, BAEEEL—1
BAH

(® Note

Image Builder BREER TP EENINFREAN, ER , CISBILAHKBRLAREZ
17, SR EEN & X 880 HH R B 1T

 componentARN ( FfF& , 2418 ) - AH ARN,

® Tip
EFEAZRACEEECHNASRES , B R0 ARN B A TEAFVAHHN
ARN, EFEESIMRAN AWS Xig, BHRMRES,

« S (XNRHA ) - @8 ComponentParameter MRHKA, MREEMASE , BAH
FSBEENRIAE , WATRME—NME, WRBROEFASLFENSHEARELERIAE , Image
Builder T2 612 & 5 MR,

/A Important

AUHSHRMANAE , HFEBIERE AWS CloudTraillf. ERIMNEWEER AWS
Secrets Manager 2 P AWS Systems Manager arameter Store RZM RN 4. B
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X Secrets Manager WEZEE , S HAWS Secrets Manager Al F R4
5= Secrets Manager?, B> AWS Systems Manager Parameter Store NEZER |
EZH (AWS Systems Manager FIF#E®) FHAWS Systems Manager Parameter
Storeo

« BN ( FRE, LE) - BRENAHSBNET.

- B (FHERE 48 ) - 32RATREEEAHSHRENFHEREA, IRMAHENLT
AIAE , BREHEAME , W AWSTOE EAMINE.

« containerType ( & , % ) - ECIEMNAB[NRE, ERETFE DOCKER,

« dockerfileTemplateData ( F#&F & ) — A THEBREH Dockerfile ik , &= N REREIE blob,
- BN (FRHB, XE) - BFHEENER,

- HR (FRH) - FEEAINVER,

- parentimage ( F#F & , X8 ) - AEEENBRGEMNBRE SRS, ZETUREMRE
ARN 2 AMI ID,

- platformOverride ( F&F & ) - IEEFEA B E L EMRERNVIRERRF

- semanticVersion ( FRFH , X8 ) - RHRHM AN B IURFZUATEREE , SMEHEHE
AR TRAEEMA © <major>.<minor>.<patch>, flf ,1.0.0 FR— P Rbl. BT #FEEX Image
Builder #IREVE XMRAZEFINEZEE. |, S HSemantic fR A2,

- BRE ( FREBS ) - MMEIARSBH S NFE,
« instanceConfiguration ( 3% ) — A A T B & 325 SARS 22 F00M 130 25 2R R AR By — 4R IR T,

- BUR ( EZ/HE ) - AERSRHEMNN R EHEMBREHN AMI ID, MRERIEELE , Image
Builder 5 AR Y Amazon ECS i1t AMI 45 B At BR (& ,

« blockDeviceMappings ( M R¥HE ) — EXEEENRRE , LEMimageZBHIEEN
Image Builder AMI ¥323= 4,

- deviceName ( FR&F & ) - XLMSEANRE,
- ebs (XNR ) - ATEELMHNNISET Amazon EBS WELE,
« deleteOnTermination ( /7R1E ) - F &t B < BRIR & 4K 1E BRI B
- BNE (HRE)- BTEERZNE,
« volumeSize ( E# ) - ATEZRENEB KRN,
« volumeType ( & ) - ATEZRBFNBERE,
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« repositoryName ( F&F&H , HE ) - FRHBHBR[MEN D EFZEENEBN. LBAVUFEE
L EENTR.

- RS (FRH , LE) - BEFMHBREHERS.
- workingDirectory ( F&F& ) - EFN = TERBEEANITHEE R,

{
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-east-1:123456789012:component/
helloworldal2/x.x.x"
}
1,
"containerType": "DOCKER",
"description": "My Linux Docker container image",

"dockerfileTemplateData": "FROM
{{{ imagebuilder:parentImage }}}\n{{{ imagebuilder:environments }}}\n{{{ imagebuilder:comf
"name": "amazonlinux-container-recipe",
"parentImage": "amazonlinux:latest",
"platformOverride": "Linux",
"semanticVersion": "1.0.2",
"tags": {
"sometag" : "Tag detail"
1,
"instanceConfiguration": {
"image": "ami-1234567890",
"blockDeviceMappings": [
{
"deviceName": "/dev/xvda",
"ebs": {
"deleteOnTermination": true,
"encrypted": false,
"volumeSize": 8,
"volumeType": "gp2"
}
}
]
1,
"targetRepository": {
"repositoryName": "myrepo",
"service": "ECR"

+
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"workingDirectory": "/tmp"

}

2. CIEER

FRAUTRSUBEES, & --cli-input-json SHHEHEMEE L —Shal2H JSON X4
HBF

aws imagebuilder create-container-recipe --cli-input-json file://create-container-
recipe.json

@ Note

¢ JSON XHBRZEFLNMDE file:// HE,

+ JSON XHHBENEBZ TR THEREEREHNENIE. Fa0 , Windows ERR
FL (\) 51 A B FEE& |, Linux WEEAERL (/).

5 IR AR

NBREARA , BSLFEREXREEPNRFIIENERMEE, BXMER Image Builder FH &
RHWEZER , HSH Mk EC2 Image Builder &R

‘EH EC2 Image Builder BR

£/ Image Builder 1 AMI RAFMECIEMGRIRE , B LUEA Image Builder ##|& . Image
Builder API 5 AWS CLIFR ) imagebuilder &3 3 T &=,

® Tip
EZLEEMEEENTFZRRN , FIERLOHEPERBIESIERRNRZIRAIINE. &
XfEH Image Builder i S A B BRERIMFZWEZEE AWS CLI , ESFARIERNIRIC TR
Do

AEHNETWOAGE, EENCUERSG, BEXMREITERARNAXNEHTERNERS , SR E
¥ EC2 Image Builder BR{&HY 2 FN 2 THEFR o
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AEN

o B BS I AR A

- EEMBIEHAER

- BIERE

o SAERHLBR G

+ B Image Builder MEHN T2 FHE XN
- BERR

51| HH BR B R 75 22 Wi AR

£ Image Builder Z2H AWRETNE £ , ZULEREEE. SERAZUREERIFE WA Image
Builder UG R FEM IR, FRERTIEERILERFRHN —LXBIEFEMAEE,

R LE B, HATEFAE TERBENRE.

- FIHEFRENBRE
o JIHBRERIE R

51| HH BR {5k
RTS8 5 H R R E B R E T Ko

BT LMER T B3Rz — 5 HEERIGR K Image Builder G H IR, A< APl 24 | 35 EC2
Image Builder APl & ListimagesH i, BXXEH SDK ER , HZHAR—NH LN S ESH%E.

A
o ERFATYHBRSG
. FH AWS CLI &3 HE G

R B 5 HRE
EEZEFEPITFREIEZTE , BITATIR :

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2 %14
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2. MNSMBERKT , EEREK,

BREREFIE NS FLEN TERRE , ZHEPNRETES NS PETF. RTNAB=E]
+ , XERTFER T EHE ARG EARE,

“EHIAATF WA
EERABNEDFP |, B SMER LT HEFARELREIRER,

- BALEBREPBRTERED BN

- BAIRBRERGHZRERSZES (Windows 5 Linux ) FEiERE,
- ZAILURIBEBGERKEHEE (AMI ARG ) LR,

- BRI LEATERKRERMNES VMIE BWELHNLS AR RE,

BERIEZEZRG  RAENENF2E RECIERN Image Builder BHEFIR | ARSI R R TE
MEER -
B R AR A

Image Builder BRER TR & PR ABL 75 B MM E B RATT L. R ZBEUAEEREAXNREGRE
AR AR

i
Image Builder fE 8 2 ILBG R IR ( AMI SRS ) BT AY 5 HERIRE R,
FE&

MG R FIRAVIRERSZETES |, HlI“Windows” = “Linux”,
AR 153K 5R

Image Builder A THEIREGERFRHEMMEN KR, TEATHEMNELY (VMIE ) S AHIBR
BER,

Creation time

Image Builder £ 24 5 fR A< BR 5 52 JR 89 B HA M B 8],
ARN

HATARA R TREY Amazon BIREZF (ARN )
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“EHEIETF  BRHA

~Nﬂ}

EERAZRTFH , BAIERA LT REZRAERELRETIRER

« BUNEBRZEFRRETERIBD B

- BAILRBERGEHNRIERSEFES ( Windows = Linux ) JEiEM &,
o WA LURIBEMGERNBEER (AMI RABFME ) LMK,

- BULUERATERKRERMNES VMIE WELS AR BRE,

BEMFEFRFZEAE , ERAZRIAF2ERESEREDN Image Builder BRFIER | BARFRFIFIRAYELT
FAER

R & B3

EEAENMERFNER, BEEESFEARERE , TEARLEEEERGEI , ReHBREXR
RERANERAZHRE,

Image Builder fE 8122 LR RIR ( AMI LA EFIER ) BT A 4 HHBR{G SR B,
R

MG R RIREANIRERS TS |, HlI“Windows K “Linux”.
AR 15 SR R

Image Builder Al FHZE LG H R ERBRGHV SRR ( &R ) o TERATIHEMNELAN
(VMIE ) & AHBR IG5 2

*a

MG R FRIRANIRERS TS |, HlI“Windows s “Linux”.

Creation time

Image Builder 8|2 52 £ ZRYBRGEIRRAH B HAF BT (A,
FrE&E

HERBGEROFAEE.
ARN

S AZHREERIRALN Amazon BRE# (ARN) .
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“GRE| BRI+ ; BB Amazon B

£H Amazon BEEBRIIFH |, BRI LAERAL T HEFZHRE{CRGIIRER,

- BALEBREPBRTERED BN

o BAIRBRERGENZRMERSZFES (Windows 5 Linux ) TEiERE,
o FBAILURIBEMGERMEHER (AMI ARG ) HFiERE.

- A LMEAIERRERMNES VMIE B9 E S A KR,

RIFFFIEFM4ZEE | B Amazon BEIETF2E T~ Amazon EEH Image Builder & 5% |, AL
NHAERSWERMBE, Image Builder 2 RATFIERWUTIFMAEER -
AR5 & TR

RERGHNEN. tIEERGN , EMRENFKINRENRERZ ( B Amazon EE ) . kTR
3 H A RS RHE 78 5 1872 0 2 B 05 B4 BRI R VR RS F & RGBT R

Image Builder fE 82 ILBRGE IR ( AMI SRS ) BTAV 5 HERGE R,
TN

MR FIRAVIRERSZETES |, HlA“Windows = “Linux”,

AN
\/I:l

MG R FIRAVIRERSTES |, HlI“Windows” = “Linux”,

Creation time

Image Builder 8|2 5@ ZRIBRGEIRIRAH B HAF AT (E,
rE&E

Amazon HAEXEIEEMRE,
ARN

EEAENRERFERAN Amazon BFEEH (ARN ) .

£/ AWS CLI s S5 HE &

iz Tlist-images@ AT AWS CLI , A IR B B S MBI ARG RIBEB SN HI&,
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TR aRROVERT (A AT ik & 48 list-images 15 & EKFTE Image Builder B

IR
ﬁl No

R ;B PR R

aws imagebuilder list-images

7l

{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",
"imageVersionList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0",
"name": "image-recipe-name",
"type": "AMI",
"version": "1.0.0",
"platform": "Linux",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"

I

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-win/1.0.1",
"name": "image-recipe-win",
"type": "AMI",
"version": "1.0.1",
"platform": "Windows",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"

}

]

BT list-images SR E , ATANAMRIESRRKECER , MU T RAIFFR. BXUATFEERNESE
B, B2 HAWS CLI i 55| A M list-images a5,

R TE%E Linux AR
aws imagebuilder list-images --filters name="platform",6 values="Linux"

i
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{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",

"imageVersionList": [

{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0",
"name": "image-recipe-name",
"type": "AMI",
"version": "1.0.0",
"platform": "Linux",
"owner": "123456789012",
"dateCreated": "2022-04-28T01:38:23.286Z"

}

]
}

5| H FHRERVBR B

LEERGTHERPMER WaitForAction FRBER , ESEEITER , Lﬂ‘"ﬂﬁﬂin_tﬁﬁﬂﬂ
RETEREIUNES. URFEETRERFNSTEMNMSHE , WA AERALSRRE, RF

A LAEA SendWorkflowStepAction FHEFELRNWES KX E| RESUME = STOP, 47 & }““
FlARELEERE THER,

LTREBFER T MAREUK = AT ARG R SIR  HP 88T FUSEEFESNERFLENT
ERTR, XLETM-FWE T AL AWS CLI f7 5.

SEE R LAER APl 3¢ SDK RIRENVFFREN THERSIRIIKR, BX API 1’!5 2 EC2 Image
Builder APl &£ ListWaitingWorkflowSteps ., BHXRXEBKHK SDK EX , H5 Iﬂlﬁ—ﬁﬁtﬂ’ﬂ%%é
k3

Console
ABHAEPHEFRELEIF , BEBUTIRIEE

FF AL TF https://console.aws.amazon.com/imagebuilder/# EC2 Image Builder ##1&
MNEMERP | EFEREG, LWERERITTRESIRTE,
MBIRTEPEFRSHRERTF,

(At ) EFLHRESR , FRAPEMZUNELRE , RAEEREFLIRINES R, &7
LU ZANEIRE | WATRRESBRINTHER R RAE,

S

FRENTHERSRIFAREE
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FUBSENITERFAEESIEUTHE

- MGEN - ERNBESRNBRGEREN. SULUEREMEZENUE RZMENEERE.

- FABIREN - FHRENITERIRE .

o ZBRINAT ID - N TERSBRIIZTEI KB ITH —4RiR. BULUEREEN ID UERZSRY
EITRFHAER.

- SRED - THERSRNIZITESEBIE et Hy et E &,

« T/ ARN - BEFAEBE SR IT/ERD Amazon BREBF (ARN) .

« BIE-LTEHEHFRENTREE.

AWS CLI

U ARIZ 1T MY list-waiting-workflow-steps i 5 B AWS CLI , fREEBE—HFE | BIHERKFPA
BIERBIREZHAEGUELEZNESFRENEF.

LT RmOER T a4 A list-waiting-workflow-steps @5 MK A R FTEREG , HhE8
FHESHFRENTERSR.

I BIHIKP R EEERTERSREREK

aws imagebuilder list-waiting-workflow-steps

i
WRAIMBMEBE RTKF PN — P BREG  HhE - S RIEESFRE

{
"steps": [
{
"imageBuildVersionArn": "arn:aws:imagebuilder:us-
west-2:111122223333:image/example-image/1.0.0/8",
"name": "WaitForAction",

"workflowExecutionId": "wf-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"stepExecutionId": "step-alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"workflowBuildVersionArn": "arn:aws:imagebuilder:us-
west-2:111122223333:workflow/test/wait-for-action/1.0.0/1",

"startTime": "2023-11-21T23:21:23.609Z",

"action": "WaitForAction"
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]

Bl H BR R 78 2 R AR

£ Image Builder #H|AHWREWEIRARE L , BAIAEIHERAIRUAR CHENRGERNE
LHMER . BIEFLAE Image Builder API, B#EF XTI EIHRFERA G SHIREE AWS CLI k51 R &
FAERRA,

BUERNUT A EZ2 -5 HEEENRGRRAMRGIBIRAN, BX APl 21E , 5 EC2 Image
Builder APl &% ListimageBuildVersions#, BxXEH SDK FEXK , BZHE—TTHLNZES
|7 g5,

Console
WA iF 4H{E B
Image Builder &Il & PRGN ERATEH LN FAFETHEUTHEA :

o WA - REBRRWERA, £ Image Builder #24|& /0 | ZRASHZEIIMRGIEAEETE,
« A — Image Builder ZE I MG ER (AMI RASFME ) B2 KAV HER,
- 1% HH - Image Builder 8|2 R R RAEY B HAF A E]

o BRBIRA - MEMBRERN YIRS, RSTESREHNERGEG X, flin, THE 38
F, BAgESEFIBuilding = Distributing BRZS. BXMEHLERR , BUKELEE
Deprecated =k Deleted,

« KMER - RERSHWER, Image Builder BHIBRERMELMNER ( RERSET
Failed ) o

- Z2PELER - Fis| ARGHERANREMEHBRELRN,
+ ARN - BUYSZ R E| FIRRAH Amazon BRBHE (ARN ) .
ER - BRI G| ARG EMRARN B ER1FME BN EEE,

Bl i A

E7E Image Builder 2§ & 1 5| 1 BREGHIZZIMRA , BMITU TSR -

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2 #1154
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2. MNSMERP | EFE RE, RIAMERT , REJIRERERENISNREH L ATRAE,

3. EEEMBIAABRATIR , BiEFIRAEE, ZERFITTREWERATH , HP5l
H T R ERGR TR WERA.

AWS CLI

£ iz 1Tlist-image-build-versionsi &8 AWS CLI , R BIEER G R RN TEBUERAKS K,
BT RRENIREE S RERITIE S,

LA R an 4 7R 45035 BR N4l A list-image-build-versions &34 5| H 15 E MR IREY FT B ¥ B AR AR,
G B HAS TE BRI BV R B AR AR

aws imagebuilder list-image-build-versions --image-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-name/1.0.0

i
Bt R B 5 B FE S B R B 5 B9 PR N R RS

"requestId": "12f3e45d-67cb-8901-af23-45ed678c9b01",
"imageSummarylList": [

{

arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-
name/1.0.0/2",

"name": "image-recipe-name",

"type": "AMI",

"version": "1.0.0/2",

"platform": "Linux",
"osVersion": "Amazon Linux 2",
"state": {

"status": "AVAILABLE"
.

"owner": "123456789012",
"dateCreated": "2023-03-10T01:04:40.609Z",
"outputResources": {
"amis": [
{
"region": "us-west-2",
"image": "ami-012b3456789012c3d",
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"name": "image-recipe-name 2023-03-10T01-05-12.541z",

"description": "First verison of image-recipe-name",
"accountId": "123456789012"
}
]

I

"tags": {}

I

{

"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/image-recipe-

name/1.0.0/1",
"name": "image-recipe-name",

"type": "AMI",
"version": "1.0.0/1",

"platform": "Linux",
"osVersion": "Amazon Linux 2",
"state": {

"status": "AVAILABLE"
},
"owner": "123456789012",
"dateCreated": "2023-03-10T00:07:16.3847",
"outputResources": {
"amis": [
{
"region": "us-west-2",
"image": "ami-0dle23456789f0al2",
"name": "image-recipe-name 2023-03-10T00-07-18.1461327",

"description": "First verison of image-recipe-name",
"accountId": "123456789012"
}
]
.
"tags": {}
}
]
}
(@ Note

list-image-build-versions S F Y H B I A BRELLFELRIE B ER.
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BEEMRBGIFHAEFEE

£ Image Builder #H ARG IFAEENE L , FUNEELAENEERGRRNIEMAER. BiE
AJLATE Image Builder AP, B & TEE AWS CLI AERA G S SIRERRIMGFEAER

ﬁ?&ﬁﬂhkﬁl_ AWS Resource Access Manager (AWS RAM) &R AWS K HESZHZHNERHN
EZEE , FZHAWS RAM AFEEPH TR SEHZH AWS BR,

AES
« 1£ Image Builder ## & P EERGHFHER
- REVRGERRGEHER (AWS CLI)

£ Image Builder Z#| &P EFMRGFHEFE

Image Builder 2 & PHWIREFAEENHA TS HELND , HEFEENFERNSH. RNEHFER IR
BR BB BC 75 B9 & AR A A R AR AN o

EHEEAEER D MIRER
- BERD

“Ha0 TR AR T
Eig el ERE R

2 B IR ERE T
“THEREPRER
‘REPERIIRER
PRI

BERD

BESIEVTNENKIE , 8FUTHRARE. XEFAGEFBLET.

E

B

TIEWERANE S BHFRAE, Flm , MRYERA R sample-linux-recipe |
1.0.1/2 , MBS 2 sample-linux-recipe | 1.0.1 , WERARE 2,

Date created (€% B i)

Image Builder |22 RIS E MR ZA<KY B HA M B 8] o
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BRERES

RGBT LIRS, RETEERGHESILEE X, flin , EWE I8P , BAEXE
E|Building = Distributing KRS, BXBREMNAERR , BAIsE2EE Deprecated Y
RZSDeleted,

Ry RE

BRERSHIRE. Image Builder ZH & XERHEXMBER ( RERSFT Failed)

“Han H R T

BETRERZIE 7T R E RHBRGR RN S EHMN 2 EIFHMAFESE . Image Builder & REERBURT
EEATOEMGNEAEE | MR,

BREREL 75

« Xig — EREIFIEENT DEHIESRRE& (AMI) B 2B X8,

« BR{& — Image Builder 2 i £ B #8589 AMI B9 ID, It ID $53% %] Amazon EC2 2% & iy L S #1285
& (AMI) T,

(® Note
Image Builder £ & 2 i i MG BIR 2 5 LA R AMI 2 B R B #R 2 Bl GBI AMI,

« B — Image Builder 2B EI B ¥:H9 AMI 9 & #5,
- B — BEAT IR H SRR R RE S Y AT,
- tKP-PHEYHEE TR AWS K # Image Builder B& &R

el

Image Builder £ RMNBIRE A OIEN B/ HH U T FMES,

- Xif — ZEBE URI SIPIEEN BB EN 2 B X,
- BR{% URI — Image Builder 2 Ei 2 B ¥ X5y ECR 77 FE Y i i A 25 BE Y URI,
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@® Note
Image Builder A 8 MNBHRER—1T. WHBREGHRAZEDLE K E A9 K4 01 ZBGH Ik
F., BBt ee BIEB XM 5/ AWS Ik, = AWS Organizations, BEXxEZER
#Z® B EC2 Image Builder 2 ER &,

Eig EE ERER

Eiig il EFRE T E R Image Builder FARME MM iR 24 512 RAVR KA Amazon EC2 ERiZ MR
B, Image Builder A E REMZEHRERFENEN (BHERMN ) XH Amazon BIRBM (ARN),
RENEMEEEERETE  WHA4EMIBRFEAEETESTEUATAR

« SRfiZRA

o SR E S

- MEERIRNE

s T2HKRE

- Image Builder #Zfi# B A #2 F H &# Amazon S3 &
- AT HEHEBRAY Amazon EC2 Z4AXY

- EHEHK Amazon SNS &

BAXEZER , HS1 B EC2 Image Builder ERtiZHER B

DEIRERER

P EIRERZNE R Image Builder AT 7 B HERR VIR E ., Image Builder R4 E RO B EE R IR
WEM (EESRH ) RE Amazon BEB (ARN), Et2EiFHAEEHURT Image Builder EER T
BIEMGRE SRR |, TR :

BREREC TS
MRENTEEERRRETXEE , WEMSBEFAEERARSEUTRR

« X153 — % tH Amazon Machine Image (AMI) B9 % Bt X 15
 HH AMI B F5 — Image Builder 2B 2 B #r89 AMI B9 & 5o

o N (KMS %41 ) — mMREHE , Image Builder fF R NZRG LA 2 B2 B #r XA AWS KMS
key o
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- Z@ 7ENERK,-NMRERETEK, 2K , M3 FERERXEHR AWS IKF ES5ZHE
HHEGNES D RIIR,

- HEHRENRNEZEREA-LUEFS D RN ENB I EHNMGE AWS ZIEAYIEK |, Hl0E4A AWS Ik
AWS Organizations S 42 %47 (OU),

® Note

MERFEMEEABHENEGHIN RN , BMAPEIZBG. AWS [ER K BEL
Amazon EC2 M ZHY R 3 sh BY PR A S5 B ik 22,

- MRBFHEER BHFKF, —

o XEMIFANEEE — SEEXEHH AMI XBH License Manager ¥ AIEELE ARN,
- BEIEREE —

« REBIHERIMIARAE —

AeRE T
REAEIEHBREBSUATHARE -

- Xif — ZEMB URI SR IEEN B HBMREN 2B X,
« BR& URI — Image Builder 7 Bt E| B #5 X139 Amazon ECR 77 FE #9 i HH B 85 BR& Y URI,

@® Note
Image Builder A B NBHFRER—1T. MHRGRBAEZEDE —NKE WD K4 IR ZRGE Ik
F. Ett Bt n e TR/ B XM 9% AWS K, = AWS Organizations, BEXEZEER ,
#F2 % B EC2 Image Builder 2 ER &,

“THERERER

TYERIEE LT Image Builder £ I FBERMITHERINSF, FIEBREGHEREMNN R TERE,
BBRIEE —NFAN D X TERRE. TEREHRZIIE R Image Builder HBREGZE1THER TERE

i THERIERE
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ERIAERT , Image Builder R 2E RMHETERERENITERESR. B2 , TERERILESRS
ERENRENAMEEEHRHITRETHNIERE. EEFHMTHERRE , EMNIIRPHTER , 0T
FTR

BRIGTERTE (AMI HiH )

* build-image

* test-image

THERE ( NEWH )

* build-container
* test-container

e distribute-container

® Note

MRIERBEKRED , ERF2EREIIRP, HlI, MREHREGHIERIRIFLE , N
build-image B3RP E—E RN ITHERERE, ST —NIHEREFTRE , ZOHH
test-image , Image Builder &£F E 7 MEIF| K+,

EIERERERZE  AMEIERERERETHNRE , AT @88 ITAERBERENUATHFAE

B .

THERBIRS

I THERZN SIS TEPRS. EAINSHE
o fFALE
Skipped

* Running

- BEEMK

- KK

R ollback-in-progress
« EREZMK
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AT ID

Image Builder 7 ELHYME —#R1RAF , AT EERET TEREN REIRIZSITHEIR.
B3

TERERE TR SSHIE 3 AV R R B

&R
TR IE 1T 24 52 B A B 1B B
B
TERBIHNESERE, XNETRIY., B3 XKESRSIHER,
BRI 25 R B
THERBHRRINETHS RN ETITE,
KR S RRER
THERBARARMERBAIZ TR ITE
Bk B 25 TR B

TEREP BTN DS BREAE 1T I

LTFAIRFANFRERIRE T ZTERBANZ TSGR ATE SR L FIRZ. Image Builder NFTE
RERET RERBNFAES

SR #

—MNRE |, &RR Image Builder BT TEREB LS BRIIAF .
SEID

TERSBROME —FRAF |, FiETR 2B
SRIRS

EEI/ERESRNHEIZTIIRE,
ERRS

It TYERIZ V12 17 B SE 41 2 Bt B9 24 B [BERIRAS o
SREM

BEIERENEM.
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B3

THERENSTHEFINEESRE IR EB.
ZR

ZTERENSITHSEAINIEE S R AR R B

‘REPFERNIRER

MRZBREHERE , RLPEXIRINLERELRBMRKHBO (CVE) BEL R, Amazon
Inspector 7 Image Builder J 8| 2R &M /S s I MIX K4 LiR5 7T X ERELI. HHER Image
Builder 86 RGN AE LI , XAEUTHFREEAHE !

1. RENIKFBE Amazon Inspector A, BXEZEER |, 2 (Amazon Inspector A1
) FH Amazon Inspector Al 7,

2. BEOERMMEBNEENRLRERN, HERE LﬂéyéﬂﬁkMH Image Builder &4
IEMAEH 2 IR FRAELXNWIREB, BEXREZER , BSH 97 Image Builder BGEEZ &
23 AWS Management Consoleo

Z2PERIFZETTEE Amazon Inspector B EHBRGIRFINENEENATEFAE R,
mEM

CVE BEXIMMNTEM. BEWM TR :

- RDHE

- EEM

- K

|

ot

- EX

BHEXI D
Amazon Inspector 733 M = Sl 6 R BV N EIRY CVE REXR I M —FRIRRF. 1% ID 4
BEIZLFEERN > BRENH. BXEZELR , H5H £ EE Image Builder &0 Z £ &I

AWS Management Console,
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i

CVE BEXRIWIFIEEE KK,
RE

IERVRR B B X R B FE R IR KRB

Inspector 2

Amazon Inspector 1 CVE A& X 2 B/ 2 B,

PRI

&R ERENBRIRE LT EHRZ.

FREVBR G SR BE i 4HEE (AWS CLI)

BT RABI 58 T a3k AR 55K B B 2 Amazon %R & 7R (ARN) B 41E 8.

aws imagebuilder get-image-policy --image-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/example-image/2019.12.02

O R R
AN B2 Image Builder BRGUAR S BUE EE# 1THE,

ANAE
- BIEMEG
- BUEBREBIE(AWS CLI)

BIEMR &

B BE 2 AR S R B FHH Image Builder B, I |, BRILIERLT A% —EH AWS
Management Console S 8IZE & AWS CLI, & AILAEMA CreatelmageAP| 1. EZHXXEKH
SDK #ERHWEE , 2 (EC2 Image Builder APl &) FiZ@ i See Alsof i,

AWS Management Console

ENNREECERRE , BUNFHETEE , MTAR. BRTNUEREERSMKITHCIEN
R, BSH CIRZMEEE (AMI) = B ZREEE (Docker) , EABUR T EE G ZRIREREE,
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1. FFLTF https://console.aws.amazon.com/imagebuilder/8y EC2 Image Builder &1 &
2. EEMNSMERT  REEE

3. EHEFENEEZTULNEIRE,

4. EQIEREG BN BE XEDER STEE, ZRBPEE,

BRI EZITEENITY , RERBEEREBEHMNEA Amazon EventBridge E TR EE.
AWS CLI

EHiE{Tcreate-imagefH 28] AWS CLI , MR U T EREFEFE , NS0 B IX LR IR
FTEM RIR

« BE-BUFANBREE-—IES , WFAR
BREREL 5

£/ --image-recipe-arn SN EREKE 5 RIRIEE Amazon BIREF (ARN ),
Wl

£ --container-recipe-arn AN EHNRRE H ERIEE ARN,

- HiigMEEE-F/H --infrastructure-configuration-arn SN ENEMIREE B &R
EE ARN,

IR IS EREFI BN U TERRIR
AR FMEE

- PEEE-FRIABERT , Image Builder &4 H &R R 2 B 2 892 1T create-image o HY X 15
FHKF . ERNENSEREEMBRKEE , BFEMA --distribution-configuration-
arn ZRNEN P EEERIRIEE ARN,

« BUEIEHE - ERRGEREEINREH] LA Amazon Inspector IBE X IMBELERE , EEMA --
image-scanning-configuration . X T&AR{ME , BLIEFLUIEE Amazon Inspector
EREPRBAIRY ECR FiEE,

o BREGNH-E2H Image Builder MM £ , EFEA --image-tests-configuration S,
®EF , RALRE A LEITH A EHRE —NERHE.

« BREIRZE-ER --tags SHEH HRERIIRE,

BIERR & 256



https://console.aws.amazon.com/imagebuilder/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/create-image.html

EC2 Image Builder ArfEm

- BEBITHER - WREREEEMEERNE TR , W Image Builder [ A EERIABRBG TER
BEMG, BEIETECCENI/ER , BEEA --workflows S8,

@ Note

MREBEERGIER , MESME --execution-role S, H IR M Image Builder AT
ZETIERREN IAM AEHEFHRR ARN,.

UTROIEROAERAER create-image AWS CLI S S RIEM G, BXEZELR , HSH AWS
CLI s 55#&,

™ ERARRIAD B2 EARRE

aws imagebuilder create-image --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-xrecipe/simple-recipe-linux/1.0.0 --infrastructure-
configuration-arn arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-
configuration/simple-infra-config-linux

Lol i
{
"requestId": "labcd234-e567-8fa9-0123-4567b890cd12",
"imageVersionList": [
{
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/simple-recipe-
linux/1.0.0",
"name": "simple-recipe-linux",
}
]
}
HUH BR {5 01 22 (AWS CLI)

EHCHEE#THHNRGEE | EF A cancel-image-creation i , M FFIR :

aws imagebuilder cancel-image-creation --image-build-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-recipe/2019.12.03/1
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S AELALAR &

Image Builder 5 Amazon EC2 VM Import/Export AP| &£/ , S A RREEB TR A RL 21T, Image
Builder 5| AERIHS AFHES ID REBERHEHE , H6IE— Image Builder B ERMER o
XATEBEERNS ATRZBEE S H 5 A Image Builder B IR,

SAERM (2=HE )
E& A Image Builder #H &S AEBRL , BIITUTEER -

1. ¥TFFZTF https://console.aws.amazon.com/imagebuilder/#§ EC2 Image Builder &l &
2. NEMmERP | EEBRE,

3. EESAREK

4. ESABGIELRBEHUTHINFMAER. TRIRER , EFSABREK,

=M

1. REXRBRGIEE—NE—HEM.
2. EEEXRBEGHRAE, XAULTHER major.minor.patch.
3. A B E ARG A AT IE Y R,

EXRBIRERS

1. EREENEDVIRERS T A TENRGRERS (OS) EI,
2. MIIRAPIEFEEENE YR HE TRV RERSMRA.

ERNSAERE

HENEL LIRS HEDNE , ZSBLKE - MRS MUERE M, XEXHTIEDE
B, RENMBRENRR, SUEARXEXHS ARDIENREESHESRREK, BHXE Image
Builder # S AERHNNESFEE , ESH SAFSH VM B,

BEREESABRNNE , BRITUATEER
S AR

HHERR 1 80 PEEES AN — M EDYBRRHE B[ HIRBAIRIR.

S AR LR 258
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1. RIR — WLLZ2 S3 #fM , A BLR EBS RRE&
2. EABRHIEM S3{UE - WA Amazon S3 REMHMEMRGHNE. EXRME , HERFERE S3.
3. EPNMEERDR , WERMMIBERR.

IAM A&

2R IAM #e5E8NELNSAREERXE , FMN IAM S8 THIIRPERZAG , NERFCIET
AEXRUE—NMAG, MIRECETHAE , IAM ARG S TENELIMNIRER RITH,

BRIRE - Ak

LTRER : FAXERE , BAUASARNERAREEEME, A, HREF.
ERBREGEEN

BIEEELHN S ARNES , MR RPERE —NME,

hnz

MBEENSUNHERGENT , UARREAT S ALRHES., ENSAKE KMS 24 , MM
T (KMS B4 ) AR PIEH—ME, BIIRDSEHIKSE S K ARG KMS B4,

FHEEE

SAERDE , FAZSE2BRNELDYIRERSFFANIFENATERRE, RIFENRE
REFa , FAERENT

- GEWANE — EATENFENMER AWS FAEFA T ENERRE,
- BWYH (BYOL) - RERBEMHAVFANE ( WREMA ) -

6 F 122 A9 AE BRI M A0 AWS License Manager ZIf&ERLBRG | BN IFTIEE B R MRS
BITEE . B License Manager WEZ{EE , iIEZ [ EMA AWS License Manager

(® Note

- iR EZ s E T AW EREF AN,
« Linux XX #F BYOL ¥ HJiE,

RE (BEARBRE )
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R REX N IR Image Builder RIR D B AR XA, BEASANEFRBGEERE | BE
AEMERER AREX.

ERMFE | FiEF Add tag ( RINFRE ) o EMIERIFE |, FiEE Remove tag ( MIBRIRZ )

S AEL YL (AWS CLI)

ENELNMNEES A AMI HIZ T LA ENS| F#Y Image Builder BRI IR |, iH1E AWS CLIFFHITIA
T#]RE -

1. {EH AWS CLIF#9 Amazon EC2 VM Import/Export import-image 68 5 /831 VM § A, B T&®H
MR FIREWES ID. T—HTHEFEEFRAZE. EXEZEE , HZ6 VM Import/Export
PR hEER VM Import/Export R BUILER BES A,

2. BIE CLI#W A JSON X

R 7 LR EEA/ Image Builder import-vm-image &4 AWS CLI , EA1812 T —/ JSON X
%, Hha3EsRINEARITTHINIAESFALRE.

(® Note

JSON XHHHIFEEMN G RBHIEMREN Image Builder AP| BEEFERSHIEENER, B
BE APl S ERSH , 520 (EC2 Image Builder APl %) s#ImportVmlmageds
AL

To

ENMBEEENIGSITSEEM  E3HAWS CLI 5SS ZFREENSHE. & Image
Builder import-vm-image @ 4ER &R,

UTREMNELROIFIEENSHNEE

- B (FRHE, ME) — ENSFARERREMIER Image Builder BREE R & .

- semanticVersion ( F&F&H , Z4IE ) — BHRENIENRAE , BUTEXNEERE , SMIEH
BBERTEBEMRA : <major>.<minor>.<patch>, #il , 1.0.0, E7T f##HX Image Builder
HRAE U RA BN ESEER | 5 H Semantic A2,

- HRR (FRH ) — BREEHFHER,

- FEH(FHHE, ME)—SAN VM HRERETEE,

« vmimportTaskID ( Zf&F& , #418 ) — Amazon EC2 Bl S AN EHH ImportTaskId

(AWS CLl)o Image Builder 2 5SS AR , UERHEGIEN AMI , AR B ATER AW
Image Builder BRIEGER IR
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« clientToken ( Zff8 , X4iH ) — ATHARBERNESHEMREHRNE -, X2 XK/ NERNIRIRE,
EXEZEER |, {52 Amazon EC2 APl & dRERRESEM,

« ¥ ( FRERY ) — RERMNES ATRNREN. &Z L1 50 MEREX.

FXHZEERN import-vm-image. json , BME7E Image Builder import-vm-image @< F{E A,

{
"name": "example-request",
"semanticVersion": "1.0.0",
"description": "vm-import-test",
"platform": "Linux",
"vmImportTaskId": "import-ami-01ab234567890cdle",
"clientToken": "asz1231231234cs3z",
"tags": {

"Usage": "VMIE"

}

}

3. SAME

£ AR QBB XX HER B A FHIZ1T import-vm-image a5 :

aws imagebuilder import-vm-image --cli-input-json file://import-vm-image.json

® Note

« JSON XHBEFLHAMIE file:// HFSo

+ JSON XHHBENEBZE TR THERREREHNENLIE. Fa , Windows ERR
FHL (\) 5| A B FEE& |, Linux WA ERL (/)

B2 Image Builder RGN Z 2 REL N

L I&EH Amazon Inspector BUEZ £ HER |, E2BFERAEEKF PR ITEN RGN EEZTHE
Bl , LERBRERENERZEENRE. MRBE , WZ£AWFEZHIT , Image Builder AIAER
BB FHRGEHREN R ZHI P FERIIRER . Amazon Inspector & —I{I FE RS

% Amazon Inspector KB RHGINEBRERFENREN , KB TEE :

BEEZEREELRI 261



https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/imagebuilder/import-vm-image.html

EC2 Image Builder Hrisr
- BHZFERERN,
- WEERNTEM, PERTRNRRERTOE  UBBHEBERERANR LR , HSEUTHE
- RPK
- EEM
i
-

o}

- EX
- REAXRBAERIANEES , ARKENHMARRNERIURNESFAER.
- BEIHIES , HPEBERSBOAERANRE,

£ Image Builder B & E & &£ 3% AWS Management Console

MREEHBSHIKFEIET Amazon Inspector , Amazon Inspector & Bz133# Image Builder B3h
) EC2 K4l , BN LH G, EHEFTN SIS , XEFANEGTABRRE , SN RER
NBERXEXLERFIXABIETH, N THEEBAENESHRENRELRIN , Image Builder AT HA
12 Amazon Inspector T FE PN R = LiRBNEMFAERARTFARE,

F 1L . REHIKFBE Amazon Inspector Z£ 3
E M Image Builder 241 & 1 EH K 7 B5E Amazon Inspector 221 |, HIRBU TS BRIRE

1. FTFLTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder &l & .
2. NEmBE®RD , EFELZLARKRE, XF/TFREHEXNEE,

ZXEEE REK W RBRS, WREREHK S BUE Amazon Inspector , MPRSFE RN E
B Ho

3. ERRIHEAPHZPSRE 1 MNP 2 BE Amazon Inspector 13,

(® Note
Amazon Inspector 24 %A, EXEZEER , S Amazon Inspector FEffto

MBEEREBENE B |, Image Builder 2EZSIERFBGR T N BN HEXFIHBFAEL MR
BB, X# , BF A LLTE Image Builder K LB HIFHRBAELX I,
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F2F MEERENRERBAERINRE
ENE

EEREEREARAERIRR , FHITUTHR

1. $TFLTF https://console.aws.amazon.com/imagebuilder/B EC2 Image Builder &l &

2. ESMERT , ARERBEE,

3. BEUTHZEZ-UEEEEFARE
BEHEE
1. EREEEREY , ERERGEE, IHEEERSFHAEEEEFAFETE,
EMIBEE
1. ERBEENEYS , RREEENNEENTER R, XRTFEENFATEH,
(® Note

HE , BANEPEEFNEECEMSNEIRE K REEREFTFARER.

2. HEEWAGENE L , NEFREPERFEEE, XQEEREREEERH,
4. HEEBEASHWEASIN FEEEREYT , RFEARERABERE.

® Note

MREBBEXRARR , MATLURBEEERZEEE, XT2FA Amazon Inspector
&M Y. Z/5 A Amazon Inspector 333 , 1S Amazon Inspector AR
#t1= B Amazon Inspector,

EHEE Image Builder BB %2 &I AWS Management Console

Z2PFERPIRNHEREXENTRBAERIANERES , EARETETUNAN LN TR
wERS. SMBENREHBIEUT AT ERUEAIER

- IERLRERIN - WREM Image Builder EH AN SMBERFPIERZLRERINTE , X2
A,

- BRE — HUBEEREKFHRMEEREAINRGERRNERIIEK, FELN ID #HEZIEXZ
RERINEZSFAEE. WEEEREREANITANERL ARIEUATESR :
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- AERIIFMIREA,
- PERIANFFHRZN, KFEINEIFERERIMR, TEWHR4GI. IREWEE, RETFAE
BRMXIFEE. Ml ID #EIER®RHEEFHNIFMRBES.
. DEWEAMIRER, IR FEE CVSS H Amazon Inspector 73 ##iside-by-side tbE , LAER T
LAZEE Amazon Inspector TEBEEHR T 2% ( MREH ) .
- BRGEE — ORI REKF,PEMREGRENFAELRNT. Image Builder ERPETEHMNE
SEENAELANNEER , URFEBRELAINER. JRFHFIEHRESRCHEE , TR :
- REEEEHIEZEIIEEREGEENFIERE.
- FEMEINISEETAMERSBRERINE |, U EERXEKNREGEE SN 2SR B3 I1TIH
%o

IR T AME R RFHRLCE R

- BRE — AREREKS P ENMRENENAERNH. Image Builder R RFEFEMNMESE
ENRERINHRER  URMBEAERINER. SIRPHOMERERCEE , TR :

- REBHIIEERIEERBHWENREGERREH. FXEZER R EERBFAEFEE.

- FENRRIEET AR RERIAR , ZUBREXEKRNVREGE R TN EMR D 1TIH
%o

IR T AMERERFHRLE R,

Image Builder EBRIAFIE R BPERNMNENFERAINRBI2PETRATEHBER.
EEM

CVE BEXRIMMNTEM. EUNTHR :
- ERM

- &

«

i

« EX
WEAKIM ID

Amazon Inspector £ 33 #2252 Bt N BB N EIRY CVE REXR I ME —FRIRTF. 1% ID g%
FRLBPERN > BB E.
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AR5 ARN

FREXRN ID JIHIEE T HEELXIHVREHN Amazon BIREZEH (ARN)

EE

HEBRE ARN 3P iEERN KB EE.

iR

HERINEERER.

Inspector 73 ¥

Amazon Inspector i CVE AEL I 2 & 1 2 3,

HEEIAREERERANBUTHFHNFAER.
KM EH

Jb 3R B 7 o E 1 R s B Y B BB i o

5 IR AR

NBREARA , BSLFEREAEREPHNROIEN T RMNEE, BXMER Image Builder Y%
RN EZELR |, 555 Mk EC2 Image Builder &R

&2 EC2 Image Builder Ei#fii% il &

B A A ER IR A E , BUEE Image Builder A THZ MM X EC2 Image Builder BR&HY Amazon
EC2 Eftiif ., EMiRERERS :

. MEANEEMEBOSAXE, RNBUEESHIFRE | EBHIXAY Image Builder AEHZ
BB ETTH, X TSR L KA 19 4 RSk ROR K

. THIRE AN B RAN LSS AR T A B SCES AT ENAUR, Sl MBEEEE— M
Amazon S3 FR KRN AH | USRHIREXHEELE TR LT AHARE, ZSHE BT
LT 8 HMHBEC2 Image Builder I SSAIRTBENRERR, SXESEL , B2H Lrs
#o

- EEMWENNHAXFR VPC, FRMZE4A.
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+ Image Builder & EMNiRX M AEF AEH Amazon S3 B, MREEAFICR , EEA
R EFIEENEFREN G LNERBIRFHEM (arn:aws:s3: : :BucketName/*) ¥
s3:PutObject PR,

. EENWEERKHBEN terminateInstanceOnFailure REHN false B , Amazon EC2 4R
X AT BALE #8382 SE 51 DA 4T S PR HEBR o

« Image Builder X XEHBEHHK SNS £/, HX Image Builder 2115 Amazon SNS £ EZ(E
B, %2 ® Image Builder 19 Amazon SNS £ K.

@ Note
SR SNS =B %R |, M i0Z7 bk =B A LML T Image Builder BRSFZ 1T K
H, Image Builder 7o [ {58 F H Ak = 2B 4R 1T INZRHY SNS EBRIXBE A,

&ALAE A Image Builder %] 4& , @3 Image Builder AP 5 AWS CLIF# imagebuilder o553k 81722
MEEEMIZREE.

AES

« JILHEEEXREMIZHERENIFHAER

- SIEEMIEREE

- EFEMIEEEE

« EC2 Image Builder #$# 0 VPC i 5 (AWS PrivateLink)

® Tip
EZLREEMEEENTFZRREN , FERSOHEPERBIESRIERRNRIRAIINE. &
XfEH Image Builder 8 S A B BRRIMFZWEZEE AWS CLI , ESHARIERENIRIC TR

VAN
o

NHAEERXREMREEENFHARE

AER D R AT LUBE 285 REHRBEXEH EC2 Image Builder Bt iR R ENEEMNEFFHAE

/BN O

iRl BN FAER
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. B ERIZHEE B (AWS CLI)
- FREREM R EFHAES (AWS CLI)

HH Ea R EEE (AWS CLI)

LA RBI5EBA 7 n{alE F AWS CLIF# list-infrastructure-configurations %l i 8 E Rt iR EEL B .

aws imagebuilder list-infrastructure-configurations

REVE g M Bt E ¥ AE R (AWS CLI)

LA 74515 BA Bina] 4 A R B9 get-infrastructure-configuration s @33 16 & E AR HEEL E /Y Amazon &R
AP (ARN) RIRERE M Z R ERFHMES. AWS CLI

aws imagebuilder get-infrastructure-configuration --infrastructure-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/my-example-
infrastructure-configuration

SR ER S i E

AF N E WA Image Builder 2 4] A s F fimagebuilderds & AWS CLI ReIZEM L MEE |

Console
ZEM Image Builder BH A IEREMZEREERE , BRITUTIR :

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2%l 4.
2. NEMERPEREMRERE.

3. EFROBEMIRERE.

4. EBR TP MAUTLERFE

o i AERMIR AR B RN A o

- ERFLESHENM ARG ERE AR REBIE E X HREKR IAM A€, Image Builder {£
RAXERRR T HAZITENEAH CloudWatch, ME EERE | URHITESPALGEE
AU EL AR 1F

5. HAWS ERMZEMERT , BUUEERRTHANEMERRE, WANUTLEESR
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https://console.aws.amazon.com/imagebuilder/
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o KRBIRE : ERBNEHRIEE NS PRHRE, ZRSHRETAEEREH—MK
BIRE,

« SNS & ( & ) -1EHFE—> SNS ERLUEIKK B EC2 Image Builder FB A MZEE,

MREEEAUATRERME , XL RENFEABETRSVRIAE (WEAR )

« VPC, TMMEZL4A : Image Builder FHFEMAERIA VPC FMFM, BXEE VPC #EDixmKRY
E%ELR |, {5# EC2 Image Builder M# 0 VPC % & (AWS PrivateLink)o.

- EWEHRRELS  BRENTE

« MIABRT , KMEL LRI ERENEFRS. B2, WERME , BATUEF EC2 K
PIEEERE, MREFEXFEWERMEREZET , FERZEIRE,

- BN MR EC2 RAIEMBRMEHREEIT , WA AIRZANRERAAFTHHANER
KB 5t HEE | R

- B : BAILUEE— S3 74648 , Image Builder TAEEFEANARF AL , LAAB
FEMNAHEERE, WRERIEE S3 F#H# , Image Builder 2R AEFAEE AL
il

« EXRGIRBIERETS , B AR B TEURAT Image Builder A FHI2 M i BREREY
EC2 3k :

. BBTHERA  BE EC2 REEERN TRRBRREREREE SHIRL.
C VAR V2 (SIS )  MBEAAEEEANE , UNRIAE,
C V2 (SRE )

® Note

EAMEW , ¥ Image Builder NEEBRAF FHFTE EC2 S=SAHIEE N FEH
Imdsv2 , X#EF#EF THERLRBERGEELSE SERL,

o FTHEFRICRER SRS - THRESE TR NER I, RPRIEK 1, HRAEK
R 64, BIAN—BR=.
6. EEMERIREIS (Wk ) B, BALLE THERLS S ES Image Builder EHEEREHRF
Z#Y Amazon EC2 =4, XU RBREXNHERNE A,
7. ERZED (WE) B, BEULERBERS DB Image Builder 478 i H A 2 K E R 324
BERR. MEUBEXNNERE A
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AWS CLI

LU 745115 BA fina] {5 F AR 89 Image Builder create-infrastructure-configuration &5 73 &1 B 5 Bl B
EAtZR# AWS CLlI,

1.

12 CLI % A JSON X4

AEMIRHEERERFIEE T HIPEHIZERE (m5.1large M m5.xlarge ) » RINEWIEEZH
KHIKE | BRIX AT Image Builder NEBZBAER AP RBZIRHI, X 77 SUR 2 i B # &
FR R UR B

instanceProfileName ME 7 RBIBENXH , ZXHATHXRFIRHEHITEESCESE
HRBR, flan , MRIEEH—M Amazon S3 HRRFFRNEHEF NP EEXHEELES
TRX LS PR, ZEHIE B IEFEEERBEMEEC2 Image Builder B I 5L B3 T8
EHRENRE. BXEZEER , SR LREMH,

FRAXHRETIEMNE - JSON X , EREBEUTROIPERNES , URNEWMER
MEE. WRBIERABN create-infrastructure-configuration.json B934 :

{

"name": "MyExampleInfrastructure",
"description": "An example that will retain instances of failed builds",
"instanceTypes": [

"m5.large", "m5.xlarge"
1,
"instanceProfileName": "myIAMInstanceProfileName",
"securityGroupIds": [

"sg-12345678"
1,
"subnetId": "sub-12345678",
"logging": {

"s3Logs": {

"s3BucketName": "my-logging-bucket",
"s3KeyPrefix": "my-path"

}
3,
"keyPair": "myKeyPairName",
"terminateInstanceOnFailure": false,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:MyTopic"

}
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2. HEBETUToTR , EREENEATIZEN XS,

aws imagebuilder create-infrastructure-configuration --cli-input-json
file://create-infrastructure-configuration. json

EAEM R E

AN BamERA Image Builder %] & = # Fimagebuilderds & AWS CLI REFHFEM R EEER
Ro ERFEEHNRR , EAURNTARXNANRE. REUBENHERE A,

s FBRFZEF THIERZE DL Image Builder EHEIIEHZ3H Amazon EC2 k4,
« BREFTHIERE DL Image Builder fER i H A1 BN ER R HE B R R.

Console
BRI LAM Image Builder # &l 5 wBBU T EM REREEIFHAER -

- ERhiRiEEERY L

« R 1AM B & S3HIEE XA KB,

- AWS Effiixie , SFEXRHIKEMBEHL SNS £-,
* VPC, FRMZ24H,

« HEHFERE ( 2ERMELIESKH, BT EZENZHAN AR AT 7656 B S Wik S3 74
BiE ).

EEST Image Builder B AEFEMRERBER , BHRITUTESE

EEE BRI AR Image Builder EAlZ MEEE

1. FFLTF https://console.aws.amazon.com/imagebuilder/8#9 EC2 Image Builder &1 &
2. EEFELAKF THEMREREERRIEK BN EMERPEREMREREE.,

3. EEFWAGEIFEBEMRERE  FAREEANEE, HEMFEFITTEMREEENF
PSS

® Note
BHAETRERHZANE , RARERERFAEER.
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4. HEEMRBHEAFEEERNEG LA  ERERE,
5. HEFRFREXEMIREEEMEHNERS , HTERRFEN,
AWS CLI

LA 745115 BA 2ina] 5 F AR 89 Image Builder update-infrastructure-configuration #5358 37 BR 65 (9 B Al
ZMEE AWS CLlI,

1.

12 CLI % A JSON X4

WEMEEIRERFERANEESSZRFER , T terminateInstanceOnFailure
REBEH N false, &1T update-infrastructure-configuration 8 H /5 , FEALEMIREEEMN
B R 1 MR Sk W B 4K L R 3 A = S

FRAXHRETIEMNE - JSON X , EFEEUTROIPERNES , URNEWNESR
MEE, W REIEMABZN update-infrastructure-configuration.json B934 :

{

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",
"description": "An example that will terminate instances of failed builds",
"instanceTypes": [

"m5.large", "m5.2xlarge"
1,
"instanceProfileName": "myIAMInstanceProfileName",
"securityGroupIds": [

"sg-12345678"

1,
"subnetId": "sub-12345678",
"logging": {
"s3Logs": {
"s3BucketName": "my-logging-bucket",
"s3KeyPrefix": "my-path"
}
1,

"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:MyTopic"

}
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2. HEBETUToTR , EREENEATIZEN XS,

aws imagebuilder update-infrastructure-configuration --cli-input-json
file://update-infrastructure-configuration. json

EC2 Image Builder #1##0 VPC %R (AWS PrivateLink)

Al LB 12 0 VPC ik 27 VPC # EC2 Image Builder Z B2 FAEERE, EOKSH—I
HAREHZEFE AWS PrivateLink , ZERFEELFEERMM, NAT 8%, VPN E#EZH AWS Direct
Connect H#E3ZB1A[FAZ 57 Image Builder APl, VPC FESEHIENE& BN E IP #iik th 7[5 Image
Builder APl #{Ti81E. VPC # Image Builder 2 BIFRER BB Amazon M4,

BMEORREBAFRPHN - MRS NPEENEEORT, QIEHMREGE , TUEEMREREFEE
VPC ¥M ID,

® Note

&M VPC RiFRIN SRS HEECHEZENIR MBS HWIKS KR, Image Builder T
AWSTOE A EEBNARFHIHE S3 EMMTHNRERRUAMBEENBG, ERFIHRE
XLEZEBONER , BAEH S3 WK ATFRR, BXEZER , 8SH /80 S3 77
&Y B E SR B

BXVPCHRKMEZEER , 5 Amazon VPC AFIEEHMED VPC i (AWS PrivateLink).

Image Builder VPC % R HYEZEE N

BEHFTEE Amazon VPC AP E DR EMHMRES , ABEE N Image Builder RE#E O
VPC it R

Image Builder XM VPC AR EHFTE API 21,
7 Image Builder 8]2# 0 VPC xR

E} Image Builder IR 812 VPC é%*”‘* , BRI AEAL S VPC #4#]& 5 AWS Command Line
Interface (AWS CLl), BEXREZER , Iﬂ {Amazon VPC AF{ER) RHBIEEOKS,

FALT RSB Image Builder 812 VPC A :

« com.amazonaws.region.imagebuilder

VPC i =R (AWS PrivateLink) 577
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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MR RLEHT LZFAFE DNS , WA BAE A HERIA DNS |FMEN X , [@ Image Builder &% API &
3k, #l0 : imagebuilder.us-east-1.amazonaws.com. ZEHKEATENWERXENIES , B
2% Amazon Web Services — x5 F#J EC2 Image Builder ¥ & F Bl & o

BEXELZER |, 2 (Amazon VPC BAFIER) FRER#E O 215 R RS

73 Image Builder £1% VPC i = 5% B
RAT LR VPC % UM #4034 Image Builder KI5 [E 6% MK RS, ZEMISENUTER

o AHITRENES,
- AHATRRAE,
o ANERITREN TR,

MBEBEB FHEH Amazon FEEWAM , M| Image Builder B VPC i S AR A IH R AT RS IAE
B -

arn:aws:imagebuilder:region:aws:component/*

/A Important

FFIEZRIN K BE M F EC2 Image Builder B30 VPC K imTi i |, EEXK
B APl B3R ( Bl R MEYER ) ATgEF 212%E] AWS CloudTrail 2 Amazon
CloudWatch, RequestLimitExceeded

BREZER , 5K (Amazon VPC AF1ER) HHEA VPC in L 25X AR S5 B9 15 R AR

T3[R S3 i WAy B E SUREE

Image Builder fEFAAF AJ MY S3 FEHEBEREE MG RTENER MWQ#O*EAMimm

S3 FHM T8 AWSTOE AU EBNARERF. WREEHREFFEH Amazon S3 #9 VPC ims |, N
FEERREH S3 VPC ik 2K LT Image Builder iFRILAT S3 Zff@. &/ AWS XiF ( ## )

MM ARFHE (#4 ) WEEBBMEME—M, Image Builder 7 AWSTOE X#FLA TR ARFH
¥ : prodpreprod, Flbetao

« AWSTOE AH-EEE1FMEM

s3://ec2imagebuilder-toe-region-environment

VPC i =R (AWS PrivateLink) 573


https://docs.aws.amazon.com/general/latest/gr/imagebuilder.html#imagebuilder_region
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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RAriEmE

5l - s3://lec2 imagebuilder-toe-us-west -2-prod/*
« Image Builder £ & & REZM#H

s3://ec2imagebuilder-managed-resources-region-environment/components

Tl : s3://ec2 imagebuilder-managed-resources-us-west-2-prod/components/*

VPC i R R B Rl

AT BEAEN VPC i R EEH R 61,

Image Builder #2EHEM VPC i = K EE

BAR 2348 1 BR Image Builder BR{&FILA HEY X BREY Image Builder 411 S REE =B, ROIRREER

F 1T E Eftt EC2 Image Builder R/ERI IR,

"Version":

"Statement": [

{

1]

BRALRSLEMNR , AR BEEEAH

"imagebuilder: DeleteImage"

"Action": "imagebuilder:*",
"Effect": "Allow",
"Resource": "*"

"Action": [

1z

"Effect": "Deny",
"Resource": "*",

"Action": [

"imagebuilder: DeleteComponent"

1,
"Effect": "Deny",
"Resource": "*",

"2012-10-17",

VPC i/ (AWS PrivateLink)
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AT R SR BB R T Q0 PR I3 B T AR AV 4B 4R Y 5 40 70 63 R Y 177 8] A BR SA B AT 1R 4 X I B b i 2
AWSTOE AHHI5RIMPR, M##, M principal-org-id , #resource-org-idARALEHN
B,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowRequestsByOrgsIdentitiesToOrgsResources",
"Effect": "Allow",
"Principal": {
"AWS":
},
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "principal-org-id",
"aws:ResourceOrgID": "resource-org-id"
}
}
.
{
"Sid": "AllowAccessToEC2ImageBuilderComponents",
"Effect": "Allow",
"Principal": {
"AWS™ . MM
.
"Action": [
"imagebuilder:GetComponent"
1,
"Resource": [
"arn:aws:imagebuilder:region:aws:component/*"
]
}
]
}

718 Amazon S3 ZEMERY VPC % SR BE

BT S3 i RIREERAIE R T MARAXT Image Builder A THE B E X BREH S3 FEEAYIE R
R, EREMEARNMEMER L4444, RIFERINAEFERERBERINEMEBAFHNR,

VPC i =R (AWS PrivateLink) 575
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® Note

X F Linux B& |, S REREBKE S FIEERAFEIE , Image Builder 27— N4 , AF
EBRG A FI RN 356 £ R FZ % Systems Manager I, ETEHIE |, Image Builder

L1 R EHNE XN S3 7.

NER Image Builder AT EA5| S HEFMM KBS , iH7E S KinT LR RXBEHRRMUTIARIR :

"arn:aws:s3:::amazon-ssm-region/*"

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowImageBuilderAccessToAppAndComponentBuckets",

"Effect": "Allow",
"Principal": {

IIAWSII : nmn
.
"Action": [
"s3:GetObject"
1,

"Resource": [
"arn:aws:s3:::ec2imagebuilder-toe-region-environment/*",
"arn:aws:s3:::ec2imagebuilder-managed-resources-region-environment/components/

B2 EC2 Image Builder 7 ERE

£ Image Builder BIZZ2EIRESE , & LAE A Image Builder ##|%& . Image Builder API = AWS
CLIFHY imagebuilder if XN H#ITEE, BEFEAIEIRE , B UHMITUTRSE

AMI 7 ig

- TR AMI B9 B FRAER,

- BINEAM AWS IKF, HLAM OU MATBEENIKF B3 AMI, FTEEKFFEXNE AMI #XHY 5%
Ao
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® Note

ENF AMI, BB FTENKFIRER all, HS RN TF EC2 ModifylmageAttribute #
NFF AMI R,

- FERXEGHEMNEENERKS, ALF OU tIZEHE AMI WEIAR, BFKF, H4L5 OoU HE
BCW AMI Bl , #EIFEMEXTZA. BXEEN AMI 2 %% AWS Organizations 1 OU Y&
ZELR , BSR5HLAE OU H=E AMI,

- F AMI EHIFIFTEEN “Hitt” K/ AWS XiF,

« ¥ VM BU&HEAE S B E] Amazon Simple Storage Service (Amazon S3), BEXEZEER , SR 1
B VM B EBIE S EIRE (AWS CLI),

BREMG D E
- ¥§XE Image Builder 1£ 2 Bt X 8 H 17 i i IR Y ECR 24 o

BALBEATARFERAD RRE , FEG XA EE BHRXE. WS AWS Organizations 441
By (OV) , EBAXMEEE :

- EEYEEMNREGEHIEENXE. KA, AEAH OU , BN ERESKRITRIZEITH Image
Builder E BB A H,

- EQEFMEFNEAHIEENXE, KA, AL OU , BHEARERETNZETEE , FI8E
®iE S5 M Image Builder ##| 51217 — X # Image Builder EEBB &

- EQIEFMEGHNHEEAAIEENXE., KF, ALAMOU , EHEASEIREBURIT APl 2/ER
AWS CLI®#J Image Builder @55 :

« Image Builder API 11y Createlmage #1F,

« AWS CLIF# create-image 8%
« EREHNRGHEIEN -0 , FELH (VM) BGRHE S HE B #rXIEMN S3 7648,

® Tip
ELREEHBXRENTLERN , RiCTHBEREIBARBERRNRZRAGNE. BXRE
Al Image Builder S S A &R AMIFSHWEZEE AWS CLI , BESRAERENITIZE RIS
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AEBNEMMAIIE, EFNESIEIRE

AEN

c JIIHHAEEFEIBRENFARE

- BIEFMEH AMI D EEE

- BIEREH B RBGHN DA

+ {#H Image Builder IEE":TEKF AMI 7

- BE AMI R E AR Amazon EC2 B ai#E1R

SIHHAEEPERENIFAEE
AETNHER EC2 Image Builder 7 ELREFEENMEFTFAEEN ST A £,

ﬁﬁﬂiﬁlﬁﬁ
s JIHDEE 2HEE )

- BEEDEE %ﬁémn B (EHE)
- FlH o HE (AWS CLI)

s KBS EEEFHESE (AWS CLI)

mm

il

\!

B
(

lﬁﬂﬂ

S P EEE (#2EHE)
E 7 Image Builder BHIEFEFEEEMNK, TRIEN S BEESK , BRITUT SR

1. FTFALTF https://console.aws.amazon.com/imagebuilder/8§ EC2 Image Builder 2 %14,
2. MNEMBERP  ERIERE. XPTYERELNKS TN EEEN SR,
3. EEFFMAGESCENNIEEE K BEFRESHEE. XEITAIERENIFANE.

® Note
B EFRREB NS ANE , AREREEFHESR.

EESREBIAES (2448)

EE M Image Builder ZH A EFREIERENFAGE , BEA IIHIREE (255 ) P#ER
NS RIARBEEENEE.
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EoEFBREL , &AM

- MRS BEEE. BXxMBR Image Builder FHBRBMNEZEL , 1525 MR EC2 Image Builder %
e
- FBEOHMIFAEE.

5l % B (AWS CLI)

LA 7R 451 5 BB fna] 4 A FR Y list-distribution-configurations &5 4551 AWS CLI HFfE & 1ThR.

aws imagebuilder list-distribution-configurations

IREN S B B i 1% 4015 5. (AWS CLI)

LA 74515 BA fina] 4 A #9 get-distribution-configurationfs S @ i3 Hg E 2 BELEL B /Y Amazon BIRBFh
(ARN) kKBS EERE M FMES, AWS CLI

aws imagebuilder get-distribution-configuration --distribution-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-example-
distribution-configuration

RIZMEFH AMI DB EE
AN B A B B A EFH Image Builder AMI B9 D BB

AFS

- Bl AMI FEEE (S )

N AMI Bl 2 EiRE (AWS CLI)

B AMI S EIEE (#HE)

NBEAT EC2 HREZFNH Windows AMI 81 2 Elik & (AWS CLI)
NEH VM BB E S BRE (AWS CLI)

B AMI S BiZE (AWS CLI)

B AMI HERERE (2454 )

HETMEBDERE AMI 27, AT NSNBEREIZE. SRR AWS IS TS AMI
B4R A FIE LR 8 4 (OU) BAR ¥ A E B B
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ZE02#FH AMI D EEE

1. FFLTF https://console.aws.amazon.com/imagebuilder/8y EC2 Image Builder &1 &
MNEMBERSD , ERSTERE. INERELNK, TRIEN S EEERN IR,

£ 5 B iR B E AR TSR BT A 612 2 B iR E .

EBRGEREIS | %£FF Amazon Machine Image (AMI) #i 3R,

EEND , WA EEEN SN E#ER,

EXEHRESRS , MALESE AMI HENMNXEBHUTHFEHAEE

2

a. BMBRT , AMI ZEBIHEXE (XK@ 1) . Kifi1 BOEAKR, X8 1 HELRER
FmEYRE, Xt TERMOEMXE , LA UMKE T 5 &R P EE - XE,

Kms Z4A4R AWS KMS key 1R AT B FR X PR EBS B, BF4EE , XTERAT
ZREERXE (XiEg 1) PERAZHKS SIZNRE AMI, EiZERNDEN BRZTHNE
{GER T 2 Bu sk H Ak 7 kit X A9 BR 4%,

X R XI5 9 AV K 7 612 HY AMI B EBS B TINE |, BSTERGE FIRIRERES (12
HEFHFE (L) ) PIRE KMS .

Image Builder ¥ AMI EFIZEIE R ZXFIEEN BARKS .

©® FTREMH

EEKFEHMREG , B4 B R XEHFTE B ARk P Aol
EC2ImageBuilderDistributionCrossAccountRole &t , 3} fF
Ec2ImageBuilderCrossAccountDistributionAccess I £ & RIEH MBI Z A&,

W AMI B A AR, MRERATER , WKLNEDE AMI B2 M— AMI 28T
B IR E B, MRAKRIBERF , Image Builder & IF 2R R B MBI B 5 B #ro 1XA¥ 0] LAHA
REREEN AMI BHHBEHE -1,

L BN AMI R BT LEEEN AWS EEABT AER AMI BB AT ERER, W0
REF AVI #ZH5 | NANAAL T HAES -

- BHNR — WREERE AMI BE | BRERLE , ARTRE AWS ZRA RGN
FE AMI B3E6l, MREFE AMI AFF |, BTERELQT . E7 AWS ZREABAUNE
H2E AMI B 31 3E6.
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RAriEmE

b.

« ZERAN-BAILHATREN AWS ZREAR T B EZHIR T RINR
« AWS IKP-BRFX4SE AWS K #9177 8 X R

- ALHENY (OU) — BTN OU RHEFE FREMHRMER, F3K42HE OU M AWS
1,9l

o HLA-BF B AWS Organizations & HFF A 2R G R NR, FEE2E OU
AWS K

Bt , BREERE, REETHNIRAGMHOES , HABZRTHRNEREN AWS £
8 1D, B LA SN TRREREM 1D,

BRI LARTT “FAIBLE” S8 , S 4E A B2 BV F mT B E FfF o0 AWS License Manager %
Image Builder B &, FAiEEESEE TEN DU IMLEREFTMRN, Image Builder
2B BESEWER AMI BT IR &,

BRURTEFEREER D , HEATNELIEN AMI E31356I89 EC2 B3 &R,

MREFEAM R EC2 BahENR , M ATLAIE R Image Builder TR R GEIR B E R
AMI ID B BRI FIRA . EEFHBIER , FERUATAHARBEERE :

- BEIEREH — EREHE Image Builder EFTHI S s R ARHY B #Fo
o REMIARA — 19 I SR AE WS B R ARAY BRIARRAS B3 9 #TAR A

ERME—NMEHEREE , FEARRBEHEREE, EESIMNKXEKSAURATER
B EREE.

BERNHMXERSEIRE , BFEFRNXE,

TR, ERGIEIRE.

N AMI BI2 5 BLIRE (AWS CLI)

S EEEAVEERH AMI VB FHMER , RINEM AWS IKF AR AMI, F AMI £ 512 EAb
W, AR AMI EFIBIH A AWS XiF, ©iE AT AMI S HE| Amazon Simple Storage Service
(Amazon S3) , & S Windows AMI B EC2 Fast Launch, EXFF AMI , B3 30 iF 71 B AU
FiZRER all. ES R TF EC2 ModifylmageAttribute #2FF AMI =45l

LA =455 BF ana] K F§ AWS CLIEF create-distribution-configuration #8538 AMI 8125 2 Bl B

B
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1. SIZ CLI A JSON X4

FANHRETIEMNE - JSON X  HEREGEUATROIZz—HPETRHNER , URNENRRE
BRHE, XERFIENT HLE AWS IKF AWS Organizations 2 BFLEH L & 7 (OU) BB &
PEBEEXBH AMl, XX create-ami-distribution-configuration.json #4178
2, UEET—FSHEAR

Accounts

LREIR AMI ZEEIFAXE , AREEESNXKEEARERINEREN AWS K/ .

"name": "MyExampleAccountDistribution",
"description": "Copies AMI to eu-west-1, and specifies accounts that can
launch instances in each Region.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",
"description": "An example image name with parameter
references"”,
"amiTags": {
"KeyName": "Some Value"
I
"launchPermission": {
"userIds": [

""987654321012"
]
}
}
},
{
"region": "eu-west-1",
"amiDistributionConfiguration": {
"name": "My {{imagebuilder:buildVersion}} image

{{imagebuilder:buildDate}}",
"amiTags": {
"KeyName": "Some value"
1,
"launchPermission": {
"userIds": [
"100000000001"
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Organizations and OUs

L RBIRF AMI DB EIRXE , FEELALAT OU BaER.

{
"name": "MyExampleAWSOrganizationDistribution",
"description": "Shares AMI with the Organization and OU",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{ imagebuilder:buildDate }}",
"launchPermission": {
"organizationArns": [
"arn:aws:organizations::123456789012:0rganization/o-
myorganizationl23"

1,
"organizationalUnitArns": [
"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-
myorganizationalunit"

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://create-
ami-distribution-configuration. json

® Note

« JSON XHBEFLSMEBE file:// FH5
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- JSON X B ENEBETHTHNERRERENEMAE, Hl0 , Windows AR
AT (\) 51 B B2 , Linux NERERT (/).

BXEZIFHAEER , S H AWS CLI a5 52 EFH create-distribution-configuration.

T AMI HEGE (258 )

BAILAE A Image Builder 2| A EREH AMI 2 EHEE, EFEN B RESATUENMERs
MFEHEEIRE, BR , MM ERTERT Image Builder EZ 2 BHERIER. Flin , IREEH
AMI D ELBIEANXSE , BREEXCHENSEHPBER , WEEFIFGEHBRZA , E2EHN AMI FHRE
‘EiZXEH,

B AMI D BEEE

1. 3T TF https://console.aws.amazon.com/imagebuilder/#§ EC2 Image Builder &1 &
2. MNEMmBEH#RD , EBS HRE. XFERELNKS TRIRN 2 EEREMNSIxR.
3. EEFRMAGENENIERE  BEARRESNEE., XNTFASERENFANE,

(® Note
BETETEERMZINE , AREREFFHARFS.

4., ERBEIBERE K BMIEFAGEFINALALRRERE, REFREMYE , HIUIEEENS
MAMERHEE 1 WRUNXE, AXPEREERENESELR , 20 /2 AMI 2EERE (5

[=]

5. SEMJE , #%# Save changes (REEX ) -

;

NBRAT EC2 BUEFZHH Windows AMI BIE £ BLi&E (AWS CLI)

LA 745115 BR Bina] 4 F create-distribution-configuration@s S MR I 2 R 18K AMI BLE T EC2 Fast
Launch ® 7 ELiRE AWS CLI,
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@® Note
WFFERE A EC2 BRIESFIH AMI |, Image Builder A EKF 9 K. HAMERKS SR
EC2 RIEZ3h.

1. #IZ CLI %A JSON X4

EAXHRETEGE - JSON X4 , EFEEUTRAFERNESR , LRI EHHEA R
BB

REIRN B HME BRRRNES , RAHTEINEABERTEFRRRRE, ZXHET
— S RAB S RAIFHEHE RN ami-dist-config-win-fast-launch.json,

{
"name": "WinFastLaunchDistribution",
"description": "An example of Windows AMI EC2 Fast Launch settings in the
distribution configuration.",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",

"description": "Includes Windows AMI EC2 Fast Launch settings.",
"amiTags": {

"KeyName": "Some Value"
}

.
"fastLaunchConfigurations": [{
"enabled": true,
"snapshotConfiguration": {
"targetResourceCount": 5
},
"maxParallellaunches": 6,
"launchTemplate": {
"launchTemplateId": "1lt-0abl1234c56d789012",
"launchTemplateVersion": "1"

1,

"launchTemplateConfigurations": [{
"launchTemplateId": "1t-0abl1234c56d789012",
"setDefaultVersion": true
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]

]

(® Note

BRI LAFEE launchTemplateName M3E launchTemplate #% HHY
launchTemplateId , EFEERATIEER ¥ ID,

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://ami-
dist-config-win-fast-launch.json

® Note

« JSON X HBEFLHMIE file:// HFSo

+ JSON XHHBENEBZE TR THERREREHNENLIE. Fa0 , Windows ERR
FHL (\) 5| A B FEE& |, Linux WEAERL (/).

BREZHMEER , BS AWS CLI ts S E M create-distribution-configuration,

NEE VM #E a5 EIRE (AWS CLI)

LUR R BR an{aE F create-distribution-configuration i S IR 2 BIRE , EEES X WEMR G [
VM BG5S H E Amazon S3,

1. 8IZ CLI % A JSON X4

IETLATE{LTE AWS CLIFfEF /Y create-distribution-configuration @84, Hitt |, F&IZE—4 JSON
X, HHasEREIaSHHNmMESHEE.

(® Note

JSON M HHHIEEN BB HIBERERN Image Builder AP BEEFERSEIEE
WER, EEE API W HiERSH , S5 EC2 Image Builder AP ZZH 1
CreateDistributionConfiguration 35
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ERNHBEEENGTTITSHEMY , FSH AWS CLI i TS EHIBEENSEE | fF create-
distribution-configuration SN,

T RENERRHFIN s3ExportConfiguration JSON HRHAEENSHRE

« roleName ( & E |, 41E ) — FF VM Import/Export X PREVFBR &S HEI S3 FHEBENARSR
Mo

- diskimageFormat ( FfF& , HIE ) -FEFVHEMKSHAUTZHHIRNZ2—
- EXIEEE (VHD)— A& Citrix Xen # Microsoft Hyper-V E#l{LF= BT B

o TAELE ESX BRINEE (VMDK)— A1 5 VMware ESX # VMware vSphere M7 4, 5 1 6
HERB

- B8 — R,
» s3Bucket ( Fff& , 41E ) — AT HFME VM A9 HHE BRIRAY S3 7M.

FZXHRFAN export-vm-disks. json, £ create-distribution-configuration @5 AR 8 F 3 44
Fo

{
"name": "example-distribution-configuration-with-vm-export",
"description": "example",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"description": "example-with-vm-export"
b
"s3ExportConfiguration": {
"roleName": "vmimport",
"diskImageFormat": "RAW",
"s3Bucket": "vm-bucket-export"
}
1,
"clientToken": "abcl23def4567ab"
}
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2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://export-
vm-disks.json

(® Note

« JSON XHBEFLMMNBE file:// FE,

+ JSON X#rHyEEEREEZITR THERARERENENIE, HIIM , Windows AR
AL (\) 5| A B FEE , Linux NEEAERML (/).

BEXEZEMES , HSH AWS CLI ts 5 SE K create-distribution-configuration,

EE AMI % B & (AWS CLI)

LA 74515 BA 2n4a) @33 AWS CLIME A update-distribution-configuration #55 8 #& 8 AMI B £ 2 BB
B,

1. 8% CLI # A JSON 3 #

FEREEANXHREIEMNE - JSON X , EHBEUTROAPETRHES , AR EH
REERNE, L RFIERAER update-ami-distribution-configuration.json KX
#%.

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/update-ami-distribution-
configuration.json",

"description": "Copies AMI to eu-west-2, and specifies accounts that can launch

instances in each Region.",

"distributions": [

{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "Name {{imagebuilder:buildDate}}",
"description": "An example image name with parameter references",
"launchPermissions": {
"userIds": [
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"987654321012"

"region": "eu-west-2",
"amiDistributionConfiguration": {
"name": "My {{imagebuilder:buildVersion}} image
{{imagebuilder:buildDate}}",
"tags": {
"KeyName": "Some value"

}I

"launchPermissions": {
"userIds": [
"100000000001"

}

2. FERUENXHENRA , STUATHT.

aws imagebuilder update-distribution-configuration --cli-input-json file://update-
ami-distribution-configuration.json

® Note

« JSON MH#HBEFLMMITE file:// HS.

+ JSON XHHBEENEBZE TR THERRERSNENLIE. Fa0 , Windows ERR
#HL (\) 5| B FEE& |, Linux WEAERL (/).

BXEZIFHAEER , S H AWS CLI i85S E PR update-distribution-configuration, EE#H 7
BEREERENTE , B5H FiEER —1,
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SIEMEHMARMREN T ERE

AEF N AU B EFH Image Builder BTG £ Bk B

AEN
* 1 Image Builder BRI G AIE 5 B iR E (AWS CLI)
- BHARPENDEIRE (AWS CLI)

79 Image Builder ARG AIE 2 ERE (AWS CLI)

2 RE BT ER HRRRENBMNER |, FAHEFREEH B E M AWS X, Sda s
DEEEFENSNMNXEANBRRENARIMNIRE,

1. BIE CLI # A JSON X ¥

FRLERANXHRBEIESE -/ JSON X , EFEEUT REIDERNHR |
DR EAIMER RN E, LRBIEAE N create-container-distribution-
configuration.json B934 :

{

"name": "distribution-configuration-name",

"description": "Distributes container image to Amazon ECR repository in two
regions.",

"distributions": [

{
"region": "us-west-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
},
"containerTags": ["west2", "imagel"]
}
b
{
"region": "us-east-1",

"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {

"service": "ECR",
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"repositoryName": "testrepo"

iy

"containerTags": ["eastl", "imagedist"]

}
1,
"tags": {
"DistributionConfigurationTestTagKeyl":
"DistributionConfigurationTestTagValuel",
"DistributionConfigurationTestTagKey2":
"DistributionConfigurationTestTagValue2"
}
}

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-distribution-configuration --cli-input-json file://create-
container-distribution-configuration. json

(® Note

« JSON X BRBEFAMMEE file:// BF5.

« JSON MH#HHBEMERETHTHERRERENHENAIE. Hl20 , Windows AR
F4T (\) 51 A B FZBE |, Linux MERERT (/)o

BXREZHMEES , BS AWS CLI ts S EFH create-distribution-configuration,

BN ARG P EIRE (AWS CLI)

LA R0 BA N4 SR . AWS CLIME A update-distribution-configuration #5538 B 858G I B 3789 2 B
BE, BEAUESMNXBAETREMENIRE,

1. BIE CLI # A JSON X

FAEERNXHRETENE - JSON X , HPIE AT ROIFT R 2R AR B IRR
BEYHE, RBIFEAER update-container-distribution-configuration.json #9
X4
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RAriEmE

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/update-container-distribution-
configuration.json",

"description": "Distributes container image to Amazon ECR repository in two
regions.",
"distributions": [

{
"region": "us-west-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
.
"containerTags": ["west2", "imagel"]
}
1,
{
"region": "us-east-2",
"containerDistributionConfiguration": {
"description": "My test image.",
"targetRepository": {
"service": "ECR",
"repositoryName": "testrepo"
1,
"containerTags": ["east2", "imagedist"]
}
}
]
}

2. ERCIENNXHENRA , STUTHT

aws imagebuilder update-distribution-configuration --cli-input-json file://update-

container-distribution-configuration. json

® Note

« JSON X#HBEFISMEBE file:// H5
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- JSON X B ENEBETHTHNERRERENEMAE, Hl0 , Windows AR
AT (\) 51 B B2 , Linux NERERT (/).

BXEZIEMEER , S H AWS CLI 555 EF R update-distribution-configuration, EE# %
BEEERENTRE , H2H FIERR —T,

£/ Image Builder iR EEKF AMI 2 &
AEANBT WNAEREDEIRE , LA Image Builder AMI 13 A 1815 ER H ALK P,

RE , BRKFAIUREZSER TSR AML

(® Note
AWS CLI AT M@ S RAIBIRE eI eI T EGE 7 MER IRAERE JSON X . ENR
RECH B JSON X#F , SR EAGIEEEES AWS CLI, EREAiREE E6/E JSON
Xt BSH pEEMIRERE.

FRFZM

4R B ARIK P BER8 B Zh it MY Image Builder K EFIKBI | BATH FrE XIZAYFRE B ARk B
EREIVEEE

mREFEH AWS Key Management Service (AWS KMS) HIZEH AMI, 240 AWS KMS key 8 #&
Ik EE—NATMEFREN

% Image Builder 3 INEHH AMI HUITEIKF 5 B AT | TRIKF PR RERF R BB A XD BAiRXE , A
EEAZXENEEHANEEHRMNE, BT Image Builder RERBHRKFITE , HEREEBHRXE
IR IAM B, FIZIK P L08R BR XA B AR XS =48,

hn#E %4
MRENREER AWS KMSIE |, MEFEZEHAEA T EREM . IAM ERFZAFET BB FNE,
TR IK P R

- HEEMENDE AMI BIFFE XS K el KMS B4, St MERRAEH,
- EMATAERXEZANTHERE , LAV ERKS ERENES.
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B PRI ER

* [ EC2ImageBuilderDistributionCrossAccountRole HRIIABKE , AT ZABHITOE
e AMI FRERIRE. BX IAM BRESR , ESH IAM Ei ERFHHD.

BXREABIKFIHRINEZER AWS KMS |, 52 HAWS Key Management Service FF & & i§r (Y
ATFHMKS RO AP ER KMS 4,

HEREE S FIEEENMBZSR , MTAAR
- MRIEEAWR Image Builder 2% & , EMESHNFE (5 ) BOWNE (KMS 58 ) THFIXR
IR B INE R

- WMREEHZ CreatelmageRecipe APl #1ER F M create-image-recipets % , iH#E AWS CLI
JSON A T A #ebsEBblockDeviceMappings A&l B &K 240,

LA JSON FEERTHREEAHMBEE., BRTRESHMBZAN |, BEXLIE encrypted
REIZEN true,

{
"blockDeviceMappings": [
{
"deviceName": "Example root volume",
"ebs": {
"deleteOnTermination": true,
"encrypted": true,
"iops": 100,
"kmsKeyId": "image-owner-key-id",
1,
1,
}
IAM 3K B

E7£ AWS Identity and Access Management (IAM) F it BTk 2 BNPR , BHITUATSE -
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1. EFABIKF, 2B/ Image Builder AMI , BAiRKFFIEE L REHKFFRIE—NER
EC2ImageBuilderDistributionCrossAccountRole BV IAM A€,

2. AP Ec2lmageBuilderCrossAccountDistributionAccess R BE i iNE A & gEfE A EIK 2
Bl. BXREEXRBNESZEE , 1S H AWS Identity and Access Management Fi P15/ FHIE
EXRBESNERER,

3. WIANREKF, ID EFRMEIERKFH IAM BEFMNEERER. BXEERBNESEES , B2
) AWS Identity and Access Management A8/ i) BT & RH K,

4. MREHEH AMI EZE , W B FRKF B ELAEEKSH
EC2ImageBuilderDistributionCrossAccountRole HRINEA T ABREREE | LMEEREH
KMS #4i, Principal o8 &MI1MKS. XS Image Builder BEBEFEAZ AN AWS KMS
X 5B AH B 2Z A XS AMI 3 17 00 25 0 4% 22 i AR SR Ath T 1 SR BT 30

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowRoleToPerformKMSOperationsOnBehalfOfTheDestinationAccount",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
1,
"Resource": "*"
}
]
}

BXANEKEKRBHNEZELR , 5@ AWS Identity and Access Management P8R HI N B R
B,

5. WMRMEMEA launchTemplateConfigurations ¥E Amazon EC2 Bah#E4x , NESAEZAN
B#RIKF# EC2ImageBuilderDistributionCrossAccountRole H RN TR,

{
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"ec2:CreateLaunchTemplateVersion",
"ec2:ModifyLaunchTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",
"Action": [
"ec2:DescribelLaunchTemplates"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:launch-template/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "EC2 Image Builder"

5 K 7= 77 B Y BR 75

#E0K P 9 B Image Builder B et HE —LEfR 4 -

- FNBRXER BRKSNR 50 MR AMIEIAR,

EEBKS AMI 2B

296



EC2 Image Builder ArfEm

- MREFEEHML (PV) ERMEL AMI EHIE S —NXE , N BFRXFATEEF PV EEML AMl, BX
EFZEE , S Linux AMI EERUEER,

o BEEQEMBRBHRMBEIR, MREZEN KmsKeyId ZEIEE AWS Key Management
Service (AWS KMS) ZF £ E %48 , Image Builder ¥ H Amazon Elastic Block Store (Amazon
EBS) HWERIAF4H., BXEZEE , 5 ® Amazon Elastic Compute Cloud R F# Amazon
EBS ti%&,

BXEZEER , 555 CreateDistributionConfigurationEC2 Image Builder APl & H#,

79 Image Builder AMI ( #£#l& ) BLEBKF, 7B

I B CIEMNEE 2 EIRE , LUMER AWS Management Console K F~ 4 &t Image Builder
MG, BEBK,F2EEEREN IAM R, ES4ERECH , BURATRAT D EREH,

E7E Image Builder B#H| AP RIEDE , BHRITUA TSR -

ITFFLTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder ###14,
MNEMBEEP , EESHRRE. XFERELNK, TOIEN S EIRES &K,
ESPERENENINE , EFCESERE. XNBREINESBERENH,

EBRGE RIS | i%$E Amazon Machine Image (AMI) fER i HER, XE2BIARE.
EEARSD , AR EN I BRRETFENER (HE ),

EXFRERS , EEREXENEFKFEFRALZEGE ST AMI B 12 LK 1D, RERHE

Ao ZFHRERARSLER  RAEENTH2ERERANIKS ID. EEZIREURINE S K
Fo

o 0 A~ wh =

EMEREMANIKST |, FEEZEKS ID ANE RN Xo

WA XA E AMI &5,
7. HREEEMBENEAEMIRE , REEFEZRENEFTNDEIRERR.

A Image Builder AMI (AWS CLI) B & Bk F 2 &

AN B EE 5 K 1% B S AR a4l 58 F A B create-image i B EMK F 2 B E R 2 & Image
Builder AMI, AWS CLI

BREEKF2EEERHEN IAM PR, 1£i21T create-image R 28I , BAMTRAZBD M FLR%
#
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1. BEZEREXHF

AP W create-imagefn T AIE D KA H MK~ 8 Image Builder AMI Z 8 ,
MHMBIE—/NMEAmiDistributionConfigurationi& BH#gE EARIKF ID B9
DistributionConfiguration JSON %#J, AWS CLI B@A4MERXBHEEEL —1
AmiDistributionConfiguration,

LA RE A create-distribution-configuration. json BRBIXHER T IRXEH &k
RGO BB E

{
"name": "cross-account-distribution-example",
"description": "Cross Account Distribution Configuration Example",
"distributions": [
{
"amiDistributionConfiguration": {
"targetAccountIds": ["123456789012", '987654321098"],
"name": "Name {{ imagebuildexr:buildDate }}",
"description": "ImageCopy Ami Copy Configuration"
.
"region": "us-west-2"
}
]
}

2. BIEFERE

E F H iy create-distribution-configuration@s 5 812 Image Builder 2 X iR E &R AWS CLI , 1§
EwnSHREHUTSH

« & --name Z¥HH WA D EHNE .
« MYINIBIE --cli-input-json SEHFRIBH P BEEE JSON X,

aws imagebuilder create-distribution-configuration --name my distribution name --
cli-input-json file://create-distribution-configuration.json

® Note

« JSON XHBEFLHAMIE file:// HFSo
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- JSON X B ENEBETHTHNERRERENEMAE, Hl0 , Windows AR
AT (\) 51 B B2 , Linux NERERT (/).

WA LAMER --distributions SHEEEGSTIEM JSON,
BiE AMI £ B B LAER Amazon EC2 BaiE R

AT HBIHR Image Builder AMI £ BRIk P X HIREB — BN B a4k , BRI LER
launchTemplateConfigurations X EIREFIEE Amazon EC2 BEahER, Yo BEIBEHEFEE
launchTemplateConfigurations Bt , Image Builder &8I MRAKN B 31ENR , HP B ESERF
MWATERAREURRBHENH AMI ID, BXERARBZEIRES EC2 XAINEZSEE , HRBEN
B ERSSHA T I EZ—.

- BYEHERE S Linux L5
- BYEERE 3N Windows K4

(® Note

HEERGHIEEA Windows REBFIR B ERE , BIERLALEUNTHE | X#&#
Image Builder = 86X &R &3 A Windows fRE S 3.
CreatedBy: EC2 Image Builder

R’ Amazon EC2 Ba#EMRFMNE AMI S EIRE (#2H A )

EREHEE AMI REBHER , BEEFEFHITUTIR

1. $TFLTF https://console.aws.amazon.com/imagebuilder/# EC2 Image Builder 32 #l &
MNERBERT  ERIERE, XIFEREENKS TREN S EIRESIR.
ELERETEAINE  2R0ESERE, SFTFCESERERE.
EBRGRBIER S | i%E3E Amazon Machine Image (AMI) R, X2BIARE.
EEABDF , MAZUENSBERETRNEBN (XE ),

EXEHIRELS , MIIRFERE EC2 BRIERMN B, WRENKFHZBAEHER , HFiiFal
BHNEER , XHE EC2 EHIERFITIF B EMR,

2
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EPIRERIARAEIRIE | FE SRR INRAEEHJ Image Builder £/ ERHH AMI 8122
HYHThR AN

E @R X SR IMEARS SRR , HERERNGEHEREE.

EBREBHER , FREBER.
7. HREEEMBENEAEMIRE , REEFZRENEFTNDEIRERR.

£ Amazon EC2 B ah#EiRZANE AMI 5 BLiRE (AWS CLI)

AUNBNAEREHEREE S BREXH , URWAER AWS CLI B create-image i K14
EFM 5B Image Builder AMI AR £ F & B 3 s AR B FT AR 28

1. REDEREXH

B3 ER B2 Image Builder AMI Z 8] AWS CLI , 4%kl —MNEA T
ElaunchTemplateConfigurationsiREMN 7 KEE JSON &1, BL4NERXEPEEE
4 —/ launchTemplateConfigurations %8,

L\RE R create-distribution-config-launch-template.json B RHIXHERTER
XA E R SRS AT REA =

"name": "NewDistributionConfiguration",
"description": "This is just a test",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {
"name": "test-{{imagebuilder:buildDate}}-
{{imagebuilder:buildVersion}}",

"description": "description"
},
"launchTemplateConfigurations": [
{
"launchTemplateId": "lt-@albcde2fgh34567",
"accountId": "935302948087",
"setDefaultVersion": true
},
{
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"launchTemplateId": "lt-0Qaaalbcde2ff3456"

.
{
"launchTemplateId": "1t-12345678901234567",
"accountId": "123456789012"
}
]
}
1,
"clientToken": "clientTokenl"

}
2. BIBDERE

E# A H Y create-distribution-configuration@s % 12 Image Builder 2 KR E &R AWS CLI , i
EwSHPRHEUTSH

« £ --name B A D E AR
o BYINIBTE --cli-input-json SHF LIRS BEE JSON X,

aws imagebuilder create-distribution-configuration --name my distribution name--
cli-input-json file://create-distribution-config-launch-template. json

(® Note

« JSON MHBEFLMHMEBE file:// FH.

- JSON XHHBEERNERBZTHTHNERRERENENAIE. FlE , Windows EHKR
F4T (\) B A B FZBE |, Linux NERERKT (/).

WA LAER --distributions SREEE G S HIRME JSON,

B EC2 Image Builder BR&HI £ o B B SR BE

tIZAENREGR  EENREFEITY , AXERES 2o FHEEM. Image Builder EXEAIB3)
MAEHMEZEIT. R , SRAUEBLEZREVFIREREDENABERKR R, FHRA/”EF
BEENKS,F , BESEFIHREMER , RNOIZMARNITES.

EERRLIH AN o
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f&BY Image Builder £ a5 EAMEE KM , BAILLAZHITHFR. R MBI R o pYBRG R H R B R R
B, REFRALBFEEDRGEHEMA AWS IKF, HLAMALKEA (OU) WA HEE& AWS XiF,
LA EXLAN , MEMAA R AT ERERIRTINENINSR , UREBEERBEPISBLEDSR,

Ba{LEmEAREENRS
Bt ESRHERN B ALEEE

- BEANFERARGHNXBETRNAN , f{LBELXRENEmAREE.
« HBITBhILER S B BRSBTS AP SREY S KR

o BRI B BRAR SR AR SR IR R EE TR RO ST 8% 2

o« ATBURER MM ER T ERER R AV RER IR , M BRE 76 MBE A AR Ao

SRARALE

£ EC2 Image Builder 81 2B EX AMI BB EG , TEEMRA. ER , FEENERTIZIE
BREANEMERS. HSENPBRAEASSFNVEBGREHEERRN AWS IKF , TUBRA TS
XA EIR R

o FRIHMEN KRG ST AT A AR BT |, BT BURI AME XN B G P FE AV A i o

o WTEMBREY AMI BEEFR , TTLUEREIRIBR 2 X AMI REXBRRE, XA EAUTER
fit IR BB HY AR AN o

o XNTFEMBRVBEFMGEER , TLERRIBRERERR, XMEEA LT EFME ECR FHEH
Docker B HY Amazon ECR 1Zf# B A MR IE 1L 5 T2 3R,

@ Note

Image Builder o5& W fh7RE T 8EMY T BB ( Sl B3y BAHE 3B ) ABERE, B
B R BHRERT |, MNE EBREE TR B

AES

« EC2 Image Builder MG A A HERE KX REH

-« EC2 Image Builder BR&ZREY A o B HA B I SR B

- £ AMEENN M{ER T EC2 Image Builder BRG R

EERGEG AR 302
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EC2 Image Builder BR15 Y 4 75 B HA & 38 o IR S

BATUR BT S REZMH | TRENMGEERE X EC2 Image Builder £ BRI EE KRB FH NI,

« RIE—DIAM B | ZAGTET Image Builder ETAGEANEHBRNNE, ECBZAR B3

%7 Image Builder £ s A HIEE IR IAM B,

£ EFRIK R Bk 2 BB R E IAM A€, ZAETEF Image Builder 1 B #rlIK
FREBBRRITEGEARRENNR, EREBZAE , iHSH 7N Image Builder B0 - 4 p & Hi & 18
BlEE 1AM B,

® Note

MREENAE AMI RTFEIHMER , WAERLEREZS. EHEINR , BE2HENIK
FHAMNLE AMI B31HRH6 , BT AMI FRDREEENKS .,

« XNTRBREG , BLITFLLTHRZERMNE ECR 745%E , [ Image Builder #FiHEIMNR , LAER

EREEEEPNBS[RGZTEDGARIRIE : LifecycleExecutionAccess: EC2 Image
Builder,

7 Image Builder £ B HAIEE 2 IAM A&

E#F Image Builder BITE A RBAINIR , BLATLNEATITEREBRIEN IAM A€,
BRUATSROUBR TRRNBS AR,

o & 0N -

B https://console.aws.amazon.com/iam/ T 7 1AM 2 H| &

MNEMBEES , % Roles,

ERVEAE., KBRENHARENSE —SERTUESRME , LOBENAE,
NFAESRAER | FiEERAEEEREIED,

SHILAT JSON FEXE , FEMUIBELEERBXAXFEF , NTERREIXAE, HEF
K BE o1 Image Builder BEE N ETEGRABRREMLUIENAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sts:AssumeRole"

]I
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"Effect": "Allow",
"Principal": {
"Service": [
"imagebuilder.amazonaws.com"

]

}

MFIERFIER LT E LR | EC2ImageBuilderLifecycleExecutionPolicy , RFEFET—%, LR
T FAwE,. REHCIERE,

® Tip
fEik image LAB{LE R,

WMABEER,
EERERE  FRECEAE,

N Image Builder Bl F 4 o I EEVE IAM B &

E#F Image Builder 7 B #RIK 7 X RERBHRMATE R AR RENNR , BLMEKERERATEX
LIKF T E W AEREN IAM B2, EXTEBRKFPEEAR,

BRUATSROUBEBRK,FRTFNRNBZAC.

1.

2
3
4,
5

B https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &

NS ERTF | i£#F Roles.

HE AEAG, WIREFSHEARENSE —SEREFEAGIE , SLUEENAE,
NFAEREERE | FEFEHENEERKED,

EHLAT JSON EEXRE , HEMWE EELEERBEXARXEHR , NERRHINAE. WEF
W& LY Image Builder BEENETEREAHREMEIRN AR,
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® Note

% Image Builder £ BRIk P ERAZA BN EIKF %5 B XBRERETREN , HR
KENMKFFIEETE, BEGSERKaws: SourceAccountFEEMIKF 2 Image
Builder 0 KX LLFRAKS . AWS K/

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"imagebuilder.amazonaws.com"
]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "444455556666"
},
"StringLike": {
"aws:SourceArn": "arn:*:imagebuilder:*:*:image/*/*/*"
}
}
}
]
}

6. MFIRFIERLTIER | EC2lmageBuilderLifecycleExecutionPolicy , REER T —5., i
TSR, REHVETHE,

® Tip
ik image AEI{LE R,

7. %A Ec2ImageBuilderCrossAccountlLifecycleAccess fERNBEBE,
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/A Important
Ec2ImageBuilderCrossAccountLifecycleAccess MR ZA BN E M.

8. ERRER , FERUERASG,

EC2 Image Builder RR {5733 R Ay 4 op B HA & 38 SR B

EERGLEREARRRE , SUNEEREERE , BIFRA, ZERAMMBRT E A9 BRE K E A8 5K 7R
B2, FASRNREREXERR R, ATNMANATIHERE, EFRKEFASEURNMAN AMI
R ERIR GBI KB

ES

%t Image Builder BR1G& G RHY 4 dn B HA B 1B SR BE
- BEEEXmAPRBIFHAES

- BIEEDEAPERRE

5l i Image Builder BRGGIREY 4 an B HA E TR SR BE

& A LATE Image Builder API, 3 #FF % T E‘&@=f Image Builder API FIREVE T A E B RIEYIX
AWS Management Console , HF BiEL AR RKIIRITE LHXBHFHAEFES. AWS CLI

B LAMER LT B3Rz — 5 HE AWS Ik A E Image Builder R AE G RAREER. BXx APl 8
Y& , %3 EC2 Image Builder APl 2 ListLifecyclePoliciesF ., HXXxEK SDK &R , S HE
—NHE LN S ES %R,

AWS Management Console

BEEHETRTHUERBHUATHFAGE, EUNEREMIIRERERNIEFINF. RIEHRE
IR REE A MEITHE R . SBTHEFIRFR5 8 AR E R,

MRERFIE—TT, NERE LAND T au;kH S NEBRDS . BB ERERREER, K
BEIRAS, iﬁ?}&ﬂ%{% SRR R ARN it 45

. REEB - KEEMNEB T,
o REORE - BREL T5EIRSE R IEFNIRTS,
o R _ QIEFMEGIRA ( AMI A EFE ) B Image Builder 7 Bt #9 % HERGREH,
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EC2 Image Builder FAFiEmE
- ERWITEE - £ EHREE LS THE,
- DI B - o AR R UUORM A R,
« ARN - £ A HREE A RE Amazon BREEZF (ARN) .

EEFRYHEGEBRE AWS Management Console , iHHITA TS :

1. 37T TF https://console.aws.amazon.com/imagebuilder/#§ EC2 Image Builder &l & .

2. ESMERT , AREREAPRE, XFEREKSPHREGERERRKTIR,

o] ARE
18t AT BN AE 25 ) B SR BE B R TUE X A an A H SR B AT BA TS 8R4

ZOEFNRGERARRE , TERUBRERARER, AXUMUERBNESER , F5
59 6132 4 dn )5 HI SR RS

BERITUTARERF , KA E LRRRE, BRERE , TUARRBERENZNERE,

« BEXAHITTERR , EMNREXRFERERRBEIHE AKK,

- EEUURE  BMREREFIRRRERE,

- RMIBRREE , EMIRERE PR R R

- EOIREAFMEREFENEERENVIRE , BNREXREPIERTERE,

AWS CLI

DT aeRENEBAMAERS AWS CLI B EEGRETGEAHER AWS XiF, BXTATEGSH
SHAETMEZER |, 35 (list-lifecycle-policiesfti &%) H# AWS CLI &85,

Bl

aws imagebuilder list-lifecycle-policies \
--region us-west-1

i

"lifecyclePolicySummarylList": [
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"arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policyl",

"name": "sample-lifecycle-policyl",

"status": "DISABLED",

"executionRole": "arn:aws:iam::111122223333:role/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-11-07T14:57:01.603000-08:00",

"tagS": {}

"arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policy2",

"name": "sample-lifecycle-policy2",

"status": "ENABLED",

"executionRole": "arn:aws:iam::111122223333:role/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-09-06T10:43:21.436000-07:00",

"dateLastRun": "2023-11-13T04:43:46.106000-08:00",

"tagS": {}

arn": "arn:aws:imagebuilder:us-west-2:111122223333:1ifecycle-policy/
sample-lifecycle-policy3",

"name": "sample-lifecycle-policy3",

"status": "ENABLED",

"executionRole": "arn:aws:iam::111122223333:ro0le/sample-lifecycle-role",

"resourceType": "AMI_IMAGE",

"dateCreated": "2023-10-19T15:16:40.046000-07:00",

"dateUpdated": "2023-10-21T20:07:15.958000-07:00",

"dateLastRun": "2023-11-12T09:27:45.830000-08:00"

113}

(@ Note
EFARIAME AWS X , BEFRW --regionSBWER TETHTE S,

EREwEAYRBFEAER

Image Builder Z2H & W ERBRRBHFBERNLER/HERY  HER AR FH. REFEN
RBEE FRo
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£ Image Builder ZHAMEGEARERFAGENE L , ZUUEEREEGTAPRBRNFAG L,
&I T LATE Image Builder API, SDK =% AWS CLI A &S RIBERRIKBIFMEE,

RS
* 7£ Image Builder & EEEWAR KR IFAEE

£ Image Builder ##H AP EFEWEAHREKFAEE

Image Builder ##I & FHRGFAEENHEIEREN Y , HtEEEHREN24E, THREZME
BRSEY L 5 1Y B IR B AR AR

EHBFEAEE S LR
- FEED

« MNETF

- SEE"ETF

« RunlLog &I+

BHELHS
RESHBETENRE , SEATHAGES. XEFARSNHLL R,
HHRS

EWALFEHERIEFDRE.
S]]

BIEFTIRGIRA ( AMI AR ) B Image Builder 2 Bt 89 % H BRR LR,
Date created (€% B )

A n B S SRS 0 2 LUK AY B 1) B

B H
4 an A E R R LR E SRR BT AL,
ERETEH

S AHKRE LRE TR R,
IAM £ &

Image Builder B FRITEmERIRIEN IAM A&,
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RAriEmE

ARN

£ AR R RN Amazon BIRE# (ARN) .
iR

Ao AR ER (WREA ) o

A 358 T+
AMNETFE RGN EEERNRBEENERBDHAN, ZEAFESUATHFHAEFE -
- BN -ANNER. ETETURBNRBRE , XESHEHEN.

* Deprecation rule
* Disable rule
* Deletion rule
o A - RFNE B R RER FIRHR,
o ANGZEH -FIHXBERFLENRE, AVAHIABERARRERE (WEA ) .

BXANEBNESEE , BSRLEGEHANE THES K.

BEETF
SEETFE RN EEESENRRRENARRERE, LT FEEUTHAES -

o TRIERMY  spansn - AT ESCCENEERMGERE, HERHRBEAURUATREZ —
- recipes - AT AIB4 AR ERARGIES.
* tags - Image Builder F Fi& 4% 4 n B B 5K BE & A IR B0 R Y — B4R

- BRE-LBANRERTEEIR , UAELERFHRERHER.

« BN -B—TEHISENMEREREN B MRIIRE,

o MR - REHEE T H HHIESMYE , N Image Builder 2 & /REL 5 MR

RunlLog &I+

BRNEENFFRIZITREER , Image Builder & RFETHRFARFE . RPVE-TRAR—NET

SRl ZETESE U TRAES

« BT ID - FRRE R E R REHE T KA.

A B SRR
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o HITRE - BTPRES , THRERBBAEINRESEEEIT. ERDET. EXMIEEEUE.

- BRWHOTR - RRSITHEPIREN £ ARRERR T EMRER IR,

« PR B H - E TR RGBS A A RS R B

« GRBH -S1TE KBS RS R BT R

02 4 o 3 B SR g

BIEFH EC2 Image Builder £ ar B HIR AT , BLEBUR TiZ KB EANWMREER, H AMI BRER IR
MARMRGRRLEED AP RN API REME (CreateLifecyclePolicy), B2 , BGEIRF KR
BHEEEMTAR, KTENRMATAIFMERUEETEREERE,

(® Note
IRERERREH , FRRESHRME LRE M.

B2 Image Builder AMI BR {573 JR 89 4 7 JB) H B 2 SR

IBALAE R LT 3% 2 — @3 AWS Management Console S 812 AMI BR1& 4 oy B HA K B& AWS CLI,
B A LAE A CreateLifecyclePolicyAPl 4, EZHEXXEH SDK ERHVER , AIZH (EC2
Image Builder APl %) HiZap S HISee Alsof,

AWS Management Console
BEAEFR AMI BB R RIEE AR AWS Management Console , iHITUA TS -

TFFLTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder ##15
ESMBEESD , EFREmEAHRE,

RO B AR,

BRUTHRPEEREERKRE,

EZERBREGUBREMEATRE , BIERUBREKRK,

o M w0 bhd =

BLE RN EMNIRE

1. MIERBEEB AEIFE AMI LI,
2. HWARBEAM.
3. (WLEE) WALEGERRRNER,
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4. BRINBERT , BUELTFHABRES. MAREQSREEw AR FELEFIMETR+, B
BIERYF AR |, AT HABUE.
5. ERMNEGABRENRLEN IAM A, MRERCUBEABE , FSH SARXT REES

=
BB REEHANEE

REo RIFEERA R TR R AR B B L o5 B R R REE
1. TESRMARE B - ERECIRREBFRNESFEG RN NATRERF , FHIZE
BEIERE RS 50 ML RA

2. TRERHRE X - ERBERAFFIFEREHAN LA TRERR , FRWAKSZSEE 50
MEENBSIXR , HREEFITTE,

BRATH-—AMHSNMEGREARAN , RATEGARRKERNTR, MREMGRERBEITH
SZAEaEABANMATE , U Image Builder fFEEA T IRFHATAMIRE - 1) FA. 2) A, 3)
1 BR

FRAM

#F Image Builder BUH& R FIRAIRE N Deprecated, W TFEFAKME , Image Builder EE N4
BT, BRI LLEREBRB AMI WFERARE , ARG #HE6l.

« B - EERGRECNEFXAEL TN RIBRNERE , AEFHIRIZH Deprecated,
« B - EREFEANNESEE. ZEALN Days, Weeks, Months = Years.,

« FH AMI - EFiZEIRIE , FEHFH B BFRIZKEM Amazon EC2 AMl, AMI BT A |, &R
AT AN BB 41,

ZRMN

#F Image Builder BUGEFIRAIRE N Disabled, X FiZMRE , IRESM I Image Builder &
EIE1T. BRI LUERZAXERE AMI BARS 1S Zh #7261

- BN -EEMGRFRUNEEXALTNREIBRNERE , ASFHEMFIEN Disabled,
« B - EREFEANNESEE. ZEALN Days, Weeks, Months & Years.,

o BH AMI- &P ZEIEE , ZBHXEE Amazon EC2 AMI, TZBEHR AMI MNP BT
i,
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i) BRI

BRERARIBEBNERRES IR, EAIESURRERTRNBEE, 2§ Image Builder KR IREY
BER , 2FERIBR, S LUERTHEREKN AMI S ERIX L AMI HIREB, BEAUANFERE
B RENTREERE.

YR FAHARR B EMIBR AN Bt | Image Builder &1 IR ELE By — EX B 8] S M BRERIG IR, a0 | £ 6
N ARG ER, RHMEBEER |, Image Builder 2R B ERIEEN FEBGHEB SRR AL %
WE  HBEREERAK,

- RERAHR
- B - EERGRFRAURESLMNAT KN ERNERE , RENEBIBR,
« B - EBREFEANNENSE, ZETLN Days. Weeks, Months = Years,
- BMNESELRE—MPRE - EPZEEE , FZHANZRHENE S REREZFOTA
AR IR o
REBE
- BB - BEENEIMNESREAREVSHTRETRRENERE.

o X AMI - EPZEIRE | SFHKREKHN Amazon EC2 AMI, TEBER AMI MR EFHTE
B,

s REEAXRGRIHIREGE, AMI FIRE - P ZEEE  AZRENREERNRZHIR, ¥R
ZE R TG ERM Amazon EC2 AMIl, ZZ A% A 50 MBEX

R (i)

RFPREE AN IN N A A B S SR Ao
AWS CLI

ERIEFH Image Builder £ EIHAKEE |, B LAE AWS CLIFRER create-lifecycle-policy 5o

8% Image Builder & 85 AR &5 R AV 4 5 B HA B 32 3R B

B LAER AT %2 — B AWS Management Console 58| 2 A 23R 54 an B HI K #& AWS CLI,
B AT LAE A CreatelLifecyclePolicyAPI ##4E, EZHXXEK SDK ERNEER , A2 (EC2
Image Builder APl 2% ) HiZfn 5 HISee Alsofki,
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AWS Management Console

EEDNBREGRRVELE A ER AWS Management Console , BHITUATHE :

1.

2
3
4.
)

ITFFLTF https://console.aws.amazon.com/imagebuilder/#J EC2 Image Builder ##14
ESMERP , EREwEHRE,

R EE AR,

BRUTHRPEVEREERBKRE,

EEREREGVEEWEHRE , BEFOIEERRE,

RBEE : FARE

BEXRBNENIRE,

—

> w0 b

MIRBER B RIEE AMI IETL,

SRR o

( Ak ) WAL AR ER,

MABRT , BOELTHABRES. RMNRBELSBEEwBAHREFFHEIRNEI S, E
IR RAFERHIRE , ATBKARE.

ERENETRABRRBROEN IAM A, MRERCIBLEAER , ES0 fARNG RNES
E5

BB SRR NSEE .

o VIR EERR TR R RBE B L o B RN R RERE,

1.

TEESFMRE B - ERFEERGHRNVESREREPANNA TRERR , BHEEK
BEIEFE R Z 50 ML RRAR.

2. TRIERHRE ¥ - ERBRFFRIFESEHHANNATRERR , FRARZSEE 50
MEENBFIR , HREEHITTE,
) BRI

NTRB[RE , LN MR Image Builder RERMRER R, ERILLAREMERE 2 E 2 ECR 74
#Y Docker BRf& , LA LA A TzTH AR
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¥R FAHARR B EMIBR AN Bt | Image Builder &1 IR ELE By — EX B 8] S M BRERIG IR, a0 | £ 6
N ARG ER, RHMEBEER |, Image Builder 2R B RIEEN FEFBGHREB SRR AL %
WE | HBEREERAK,

- RERAHR
- B - EERGRFRAURESLNAT K ERNERE , RENEBIBR,
« B - EBREFEANNIENSE, ZETLN Days. Weeks, Months = Years,
« EORE ARG - EPIZEEE , N ZUHAN 0 TNE SRR B &8 7T A RE& R
Ro
REBE
- MBI - BEENENESREAREVSHTRETRRENERE.

* MIBR ECR ReRMIR& - EPIZEEAE , MBRFMEE ECR FREDXEKNERRER. TEBHER
BRGAE N BIZRTIR BRI EITH AR &t

. RESEABFSHRG - S ZERE  HASRENRETRORSIIE,
R (i)

RFPREE AN IN N A A B S SR Ao
AWS CLI

ERIEFH Image Builder £ EIHASKEE | B LAE AWS CLIFRER create-lifecycle-policy 5o

S AHEEMN mE A F EC2 Image Builder BEE R

BRI B RS RS E LN BPAN KR RENBE T RERRK, SEXHANEYTHER
AARGHHEE  ARAREMFEKEKEEMBHRIRA |, Hla%kH AMI YR RIF# A 2R RERAY
ECR FEFMNBBEEMER,

&R BN R SRR EC B LA TSR BRI
F RN

£ Image Builder BB EFRIRAIRE N Deprecated. N FEFAKBE , Image Builder EE{h&
BT, BRI LLEREBRB AMI WHERAE , MASEMmE s #HE6l.
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FRAEN AMI B, EHBRSFHZR, fla, tnREZEHIZ1T Amazon EC2 describe-images
WS AWS CLI, ERLELEREFREZHFRAN AMI, B2 , MATLUET AMI ID REIEHFAM
AMI,

LA A E A T R 2R R R
ZRAM

¥ Image Builder BR{G & FIRANRE N Disabled. X FiZMRE , tLiRESPFELE Image Builder B
BIE1T. BAILUEREER B AMI SABA L 3D #5561,

ZRAENAMI 25 , HEQXTHRE , TERATEIHEM. NRESEMAKS, ARARNARLEN
HE AMI, N =& AMI BRABR , MBI KREXN1Z AMI BT EXR.

LA E A T R SRR R
) BRI

BREAMRYBERBRRER T, EAIUEHREERNEE, 3 Image Builder BREHIRET
FER , 2FHEBIBR. ERLUEREHXEN AMI Sl RiX L AMI HIRER. EEATUNFERE
BT EN FREERE.

NTRB[RE , LN M BR Image Builder BERMER R, ERILLEAREMERE 2 B X ECR 74
ARG , BB IERER TETHNESR,

AES
« HEBRHM ( API/SDK/CLI )
- EEXEBNEGAREEANFMAER

BERRFMI ( API/SDK/CLI )

AR HERRMNE LT AMI £ BB BIAER . FFEHERRMNIEEIRERN AMI FNE B EIRE
FHERR, BEBRHLIMITE AWS Management Console® A

LAFRARIEBMER LifecyclePolicyDetailExclusionRules BIELE B HH APl RR%,

BEERALI

ami

A% LifecyclePolicyDetailExclusionRulesAmis FHIIRE , M T E M FIRFTRo
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tagMap
BRI LR 25K 50 MrEMFIR | XEPRE A B E AR B R IRAY £ an B HI R 1R,

LAFRAREEA LifecyclePolicyDetailExclusionRulesAmis BB B BH APl RR%,

AMI BEBRHL I
isPublic

BERTHAHE AMI NE BHREFHER,

lastLaunched

18 Image Builder WELEFAEE , UNEwm B BREDHRIEF TR,
X2

£ BHRE AWS XiF RHERRNEE.

sharedAccounts

BE AWS JK /= R LE 7R BERRE £ o B AR 2 5
tagMap

P NN EBXEREHN AMI & BRETRHRNFRZ,

EERMNEREREERANFHEE

AN R EEN Image Builder REEFROZN L EHEERBPENN . £E2H AR , EanAMRK
HAEEREPE N ANET+ , ERTEANRBEENANNFHAEE.

B FIREREIEME R AWS CLI, ATLLETTget-lifecycle-policyfif. MNP REIEMEEETER
REEENHBRE (AN ) Jik , EhIECRENAERE.

E EC2 Image Builder BRGEIFIZE N TER

BUR TYERE N T EC2 Image Builder ZERME SIS EMN AR TN RN BRITHSRINF, X2EA
Image Builder T/ERIERK —E 5 o

BR& TAERIL S
- EEMRGETER , BALERE, ERMNEF R REEIE,
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o BWOULUEENTERXHEAMBENL TERSER , LRI LUEEMEA Image Builder BRI TERR
o IBATLAHERREVIARG TER P B EW TERL B,
o BOULSIEZE LS WEL BN TER. BAINITHERBRERGIZBNEEIER,

® Note
BIEEHIE TER | BRI A B3 1T s 01 AR

Iﬂzl)lbﬂ:;k B)IEQ'
ERAENREIER , THUERRGUEIERERNIERMBEEXEE,
RGOIE THERERSEUATHENTENH K.

1. HEH (RRET ) — EWER , SR LETENERREKN Amazon EC2 HESIHIHTER , U
DIEFAREHEE, flI , ENEASTUEEZRENARFRERRERSH AIFRENA .

RIS UL ERfE , Image Builder 2 IR RBHAR[MEG , UEAN LR St A,

2. WA B (RESF ) - ENEHAMER , 1 AMI WREERBMREZRAFE-EEZR. XT AMI T
it , Image Builder NESIZAVIRRIEZ) EC2 K6 , EANHEMBN&ER—F, EFHXG LETN
HURIE R EABRIZENFETAIZT. XTESTHER , NAERTHENE—XF £&B17.

THERIERESEDIEMER., B2 , Image Builder 24 % R T/ER
R &5 18]

EZTHEI/ER , Image Builder EERESHITITERBRIENNIRE, BALUEE
AWSServiceRoleForimageBuilder RFHEXAE , I UNRFHEEEECHBEENAE , TP
o

- BEE -EEEOSSR I ENMGLUEIES , MRS HEIERN IAM AR PEFIRSHEX
AEREECHBEENAR,

« 1@@ mage Builder APl — #£CreatelmageREERF , NRFSHEXAGHILECHEENABRERE
HNexecutionRoleSHI{E,

EiFATHRNAERS AR | ESRAWS Identity and Access Management AR HMGIE A&
| AWS RS ZE AR BR .
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AFS

 BIHBE TR

- DIEME TR
 BIE YAML TEFR Y

5 BRI TAER

£ Image Builder 5| AWMRG TERIIRRE L , £ LEREUERAE AR5 R B RE& TERE RS
®, URBEXXERFRN —LEXBIFEAFEE. LETLTE Image Builder AP, A AT ESHER
O ERIEE , HE AWS CLI &/ K P 5 H B & TR

A UERNTAZZ S HERERERA R WRETERTR. BX APIBE , BSH EC2
Image Builder APl &Z ListWorkflowsHF#. BXxXEK SDKiEXR , EZHAR—NEH LN S ESHHE

%,

Console
IERFMAER
Image Builder #ZH A PRGETERIKNE LN FAEESEATHAR :
o TR -RETERETRRIFIRANEF. £ Image Builder #ZH|& 7 | TERINEEES THER
FAEERE.
o MR - BUG TER B IR R ETAR AR
« RB -_TERER : BUILD 5 TEST,
- FIEE - THERRENEE.
- 812 HH - Image Builder 8|2 & #TAR A<M & T/ER ZRIRA B Bt E,
« ARN — HFIRABREGE TERERE Amazon BREZF (ARN )

B BRG TR
E7E Image Builder ##| &5 HRETEREIR , BHRITUATHR :

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder %14
2. NEmERP , EEBRETIER.

ks R
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EMRGIERIRAEL , B UEREENRGTERRGEER, UTHERGETATRET
B -

Workflow

BRI A TESE TS TEREHUARIER. BIANEIRFPERAE THER,

Version

BRI A T B IS RS URLE R, BRIANEIRPERABERE

Type

BRI LR TERREH#TIRIE , B UERMARE., MUANEIRPETRIE TERRKE,
« BUILD

« i

Owner

HEMNBRETEREMBEEMERMFE , Image Builder £ & RIEMK - F R G TR A H 5K,
ERBMBIRFIERFTBEURER. MANERIKRPNEHAEE

« AWS Ik — B TERERHKS,,
« Amazon — Amazon HEBMEEMN THEHRRR.
AWS CL
£ Hiz 1Tlist-workflows s Bt AWS CLI , B a LIRS ECHARENFRNBGIEREYIR.

TR RRmONERT (a6 AT ik 48 list-workflows S 55 BB BEREN L RPFTE
Image Builder B THEFR IR

Al BIHPRERG TR
aws imagebuilder list-workflows
i

{
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"workflowVersionList": [

{
"name": "example-test-workflow",
"dateCreated": "2023-11-21T22:53:14.34772",
"version": "1.0.0",

"owner": "111122223333",
"type": "TEST",
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/test/example-test-
workflow/1.0.0"
I
{
"name": "example-build-workflow",
"dateCreated": "2023-11-20T12:26:10.4257",
"version": "1.0.0",
"owner": "111122223333",
"type": "BUILD",
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/example-
build-workflow/1.0.0"
}
]
}

1217 list-workflows s RS , A LAR FATRIEBSREILE R |, WA T RAIFTR. BXUIMATGELERNE
ZELR |, 55 (AWS CLI Command Reference) FH list-workflows 5% o

Ol R TR IESRY
aws imagebuilder list-workflows --filters name="type",values="BUILD"
Lol

{
"workflowVersionList": [
{
"name": "example-build-workflow",
"dateCreated": "2023-11-20T12:26:10.4257",
"version": "1.0.0",
"owner": "111122223333",
"type": "BUILD",
"arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/example-
build-workflow/1.0.0"
}
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]
}

BIEREG TR

BIZBRG TR , BRI UEFibEH RGBT RE, ERLUEE Image Builder #3% F iz BR R BHE
ﬂ'El’J TER. BRI EEFREFAUNBIERRR. ETHREXRIERRENZNEZER
EZFEC2 Image Builder FHY IR M HIAEE,

NTREEIRE , BAMUEE - MIEMRTERUAR —IMRSIMVENERTHER. REEFER , GEEW
J«X%éﬂﬂlsiim}iﬁiiﬂﬂﬁﬁﬁﬁﬁo —IJ«XEIﬂEumﬁFﬁE’J YAML E XX R E TERNMITHIRE. BX
YAML XHEEZENESZEE , TS MHEIE YAML TERHE,

BEXUEFHEINXITERNTR , FERSENEEANINRMETENETF,
AWS Management Console
BT LR B LA T SR TE Image Builder 2% & H 81 B H T/ER.

1. FTFFLTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder &l & .
2. NEmBERHR , EEREIER. LBRERETEKFHEIERFRINRGTERIIE,

(® Note

BB A ESIRF FE Image Builder A FHBIAT/ER. H Amazon EEH THERE
R EEFEXETHERNIFHAEE ) A LAk 3 TYEmRBE S,

EORFNTHER , FERCBRRETHER. LEFEREREZRETFERRE

4. AFMIEREEFAER. EQEREIHER 1aﬁ$¢i%$lﬁﬁﬂﬁﬂ‘l_ﬂ’ﬂmﬁﬁlﬁo E o=
TER , FEFRERATEMOIEANRIED . Image Builder 2 BIFE I ETUEFER IR, HEM
A TERNAE E S TREHEE,

EA
“BAHS2FEERTIERBRNRE , flHEnAELR, “EARETEUTHRR

- RETEREBN (LF ) - RETERNER. ZBEHELNKSPLARME N, BNK
EFXET 128 M728. BRFHEEFE. HF. 28, - ¥

o IR ((F) - BB ITERETIRAE LM ( major.minor.patch ) o

B EME TR 322


https://console.aws.amazon.com/imagebuilder/

EC2 Image Builder ArfEm

R (AE ) - AJLLUEERM R TERBINER,

« KMS 4 ( Akt ) - BUNEAFEFREZANBRIERRER. AXESZER , F5H £4
EFRERHAMZRE TR,

TE ST
YAML TERNEBETERNIBRE.,
F a6

- EFRER Image Builder BRINERERN THERMEE | BEBRMNERT HIET, 2SERINE
ELET, MERFIRPEREFRANERE , SFEERNERTFHRIABEEESEFT
ERNBEHNANEF , BOUEEPHITER,

« ENLFRENLTERIS , HEFEMNLFTFHET, MBRESENRTPER KNP —L
EEBDHEEBLR |, LLEEBIEA T,

WEW&E%BE /\W‘Vf“ ER YAML X ELEHEIR. BXUMEIE YAML TERX
BHESZER , F2R0E YAML T/EHRXRY,

5. ERIERE ,éﬁ%%ﬂu5%£§§EE%¢?£$E§$ﬁﬁ§ﬁiE] , BERFEETER,

AWS CLI

EHE{Tcreate-workflowfi 5281 AWS CLI , X BB TEREFAEEEMN YAML X85, &
XEZEE | BFSHE 612 YAML TERIH,

AT RGIERT WA A create-workflow AWS CLI S S RIZMEIER. --data SHER
YAML XX#  EFE3EREIE2N TERNEEERE,

R BB TR

aws imagebuilder create-workflow --name example-build-workflow --semantic-
version 1.0.0 --type BUILD --data file://example-build-workflow.yml

i

{
"workflowBuildVersionArn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/
build/example-build-workflow/1.0.0/1",
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"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
}

AR ROIER T t{alE A create-workflow AWS CLI s S8l T#ER. --data SHEIE
YAML X8  EhEEBeEZN TERNEEERE,

| eI TR

aws imagebuilder create-workflow --name example-test-workflow --semantic-
version 1.0.0 --type TEST --data file://example-test-workflow.yml

i

{
"workflowBuildVersionArn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/

test/example-test-workflow/1.0.0/1",
"clientToken": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222"

}

B2 YAML TYEFRY

YAML B REX XN REHESERNRENN SN EBRERA. SENTERSR. BAUNTER
BT ROERTTG , A UNLFREL BN IER. TREBEABERERNLFS , BALBE
N ITHERLEREHES

YAML TYEFRN RS
Image Builder A FH TG EFN R IRESN YAML TERXEP LRI T,

Nall=|

® 1/\7JIJ
- MAZH

1R3!

N TERBTH R, HEDAUIESUTEML.
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FER iR i) WHE
name TERHEE o String =
description XEER, String B

SASZRIRA , S
77 1.00

o

schemaVersion String

=~

name: sample-test-image

description: Workflow for a sample image, with extra configuration options exposed
through workflow parameters.

schemaVersion: 1.0

WMASH

TERXENZX—H2ELTRARLAUEENRASH. IREXEEASH , NI LLERILE D
MREBREET S, W SHAEEUTEML,

FE iR ¥ I=c AR
name SEH A, String =
description SHER, String B
BHINE MRERRHE , TESHBEX &

NRiZSEHER &,
ANE. MESHK
EUHRKRETER
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FEB U e it T 43R
NME , WE1ThRY
FEZSHE,
type SR BIER String 2 S BIER R
B, IRSHE DA LA T RE
YR RAEHE 5.
RE |, WSEK
FU BRI\ F 1= 4T .
=%kl*jh§ﬁ string
B PR FR Ry AF &R
. integer
boolean
stringlList
R~

TR FIEES T

parameters:
- name: waitForActionAtEnd
type: boolean
default: true
description: "Wait for an external action at the end of the workflow"

EIERXIEPERASHE.
$.parameters.waitForActionAtEnd

SR

NIEREERS 15 N PREE. PRERITFERNEPELNIIFZIT. WRRW , FEE IR
FETER , NABBSTRITIE , REREOFIT NS R,

BT REALUSI AEMALENSRIBMENTH, XMAEENEIH. EsIALNSRIBFENEL |, TH)
£/ JSONPath 1£#%235, B0 :
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$.stepOutputs.step-name.output-name

BXEZER

@ Note

BSH ETERXEPEADSEE,

RESREAGHRBREEYE  ESRERFNEMHEHBTEEZLSEE stepOutput Ho

BT REBAUTEUATEM.

FER

action

if , /RER—
AR if &
BRHRMAE
o

#ir RE

L BRIATHY  String
TERBRE,

FAFIE AR
FRERRAE
AR TR
- d: DN
Fo

'\-N}

7|

AIAE

4R

M= Image
Builder T4E
MR
SRBRE,

Image Builder
XEFUT &G
EBRER if
ZE RS
=

palb-& Jail

BT -

if, and, or. not
DRFME
e =

THEE.

BREzE&

#F : booleanEq
uals . numberEq
als . numberGre

B2 YAML IT4E7R 3R

327



EC2 Image Builder ArfEm

FER iR g yic N AINE AR
aterThan . numb
aterThanE
quals . numberL
sThan |, numberL
sThanEqua
ls . stringEqu
als o
description SRR, String B ARG FERZE
FR&E, IR
ag, KEX
TMA 1-1024
NERF.
inputs TDESHRIEE FH =
EITA&ENS
Mo AT LU
REEENT
ANE, A
ERAMMALE
BEHIEREN
JSONPath 3¢
=,
name TSRO EM.  String B KEMXANTF
IR 3-128 NEHF
N, LB Z A,
MEEME—
M. ANEEFE
BFF/M
_o THETE
.
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FE

onFailure

BESRRW
B EITHVER
&, WRFR

o

/,—

17T

¥

Abort - %
BREM , T
ERAM ,
HEREXMK
(e P
FEITEMA
HRDREK,
MRBEAT
ENR , MM
KW S R
FEREDR ,
—EH&E
ARFELNRE
FiE S BRE
BRI Lk

Continue
- FREK

W, Bk
W SER 2
JEMEIEIT
HRISRK.
EX T ER
T, ~a#
TEDR,

AIAE

Abort

4R

Abort |
Continue
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FE DU il 4

rollbackE REXEHE HRE B
nabled R EERZ

FSE;, BAL

FERABRSHR

EER: % ki

RENES

JSONPath 3£

=
o

timeoutSe EXAMAMER EH
conds (MRERE
A) z2adR
BEITH B KA
B ( AR g

i),

7|

=~

steps:

- name: LaunchTestInstance
action: LaunchInstance
onFailure: Abort
inputs:

waitFor: "ssmAgent"

- name: ApplyTestComponents
action: ExecuteComponents
onFailure: Abort
inputs:

AIAE

true

BURT RS ER
2ETE LR
NME (WRE
A)o

instanceld.$: "$.stepOutputs.LaunchTestInstance.instanceId"

- name: TerminateTestInstance
action: Terminatelnstance
onFailure: Continue
inputs:

HR
true |
false

| SRR

true = false
#Y JSONPath

TE,

AfE T
1-86400 ¥z
B (&K 24
NE )
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instanceld.$: "$.stepOutputs.LaunchTestInstance.instancelId"

- name: WaitForActionAtEnd
action: WaitForAction
if:
booleanEquals: true
value: "$.parameters.waitForActionAtEnd"

i

ENTERNEL. 8 MMEBR—MEEX , TREMHNEHRNE. B AERARLES
fzek:EfFum_IELﬁEFHE@ﬁ&ﬂgo tiB/\Ea_IﬁEEgo

BENWE M HBISUTE ML,

7

H

FE iR cgic]

name BHNE. BN String
EEETENIER
R E BT — 1,

¥

value RHRE. FREEN String
BEUURHSEE ,
Bl a0 BRI AERY i H
X, BXREZEER
, BZH EIL{ER
$é|qﬂﬁﬁﬁzsb?§"

fim

=Bl
f£H createProdImage HERAVZ TR 8 TR E 5 HARE 1D,

outputs:
- name: 'outputImageld'
value: '$.stepOutputs.createProdImage.imageld'’

BSET - NMNIERPHI/ERBH.

E{TH S H
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$.workflowOutputs.outputImageld

THEREXEIFNTRIEE

AT EFMNET Image Builder T L RIZIE,

<t

A R IE
AMI

I 5 b AL BR AR AR
ARN

Amazon TIRB&

XFHRE

» BootstraplnstanceForContainer

* CollectimageMetadata

* CollectimageScanFindings

» Createlmage

» ExecuteComponents

* Launchinstance

* RunCommand

* RunSysPrep

* Sanitizelnstance

* Terminatelnstance

* WaitForAction

BootstraplnstanceForContainer

WSRBEESITRSMARS|ISKH , AREERZITESEIER. Image Builder £/ Systems
Manager APl 1y sendCommand RZ{TIHHZA, BEXEZEE , 5 AWS Systems Manager
Run Command,
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RAriEmE

® Note

5| SMAR %= E AWS CLI # Docker & , B11=2 Image Builder B Z1¥3E Docker & a5 5EiR
K. MERTELTSRIRE , REWETES KK,

AINERT : 60 249
R WP REBEEXBEER,
A TRESUSRBEEIZFN@A

BMABM iR it WNEE
instanceld E5|$HRfl String =
IDo
i TROSHSREBENRH,
BB EiR
runCommandld ERfl Ei=1T5| SHIA

#) Systems Manager
sendCommand #9 ID,

status M Systems Manager
sendCommand & [E f IR 7o

output M Systems Manager
sendCommand & [ #9 i H o

R~

EITERMERIEESREE.

ARIA 43R
X AR B
It TAER KB
B TERS R
B9 i H 3K 45
IDo

il

String

String

String
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- name: ContainerBootstrapStep
action: BootstrapInstanceForContainer
onFailure: Abort
inputs:
instancelId.$: $.stepOutputs.LaunchStep.instanceld

EIERMERERSRIZFEEN B L,

$.stepOutputs.ContainerBootstrapStep.status

CollectimageMetadata
S RBENNHETERE N

EC2 Image Builder EE/Z31#9 EC2 =4l £i21T AWS Systems Manager ( Systems Manager ) 1

3, UERNIXERE, Image Builder 5/ Systems Manager jE% , SRS 1E MR R A A =451
WEMEE., ZEESFERIERS (0S) BMMRAE , ARBERSGRENRESTREENREI
o

(® Note
WS BRIRESCER T 0132 AMI BB,

SRIANEET : 30 78
B3R : Image Builder 2 ERE LS TR GIEHFTE Systems Manager iR

WA TRESUSRBEIFNREA.

BMABR iR KA WNE 2RIA AR
instanceld B AT EIE  String B XA
B RS I THERE
il I TR
HERRYH HH S8
%l 1D,

B TRESWHSRBENRE D,
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HHA W iR et

osVersion MBS FIRENBRERS R String
MR AR AR

associationld AT R KRER Systems String

Manager 3<Bx ID,

~l
ETERXEFIEES RIREF,

- name: CollectMetadataStep
action: CollectImageMetadata
onFailure: Abort
inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

HIERMXERERSREENR L.

$.stepOutputs.CollectMetadataStep.osVersion

CollectimageScanFindings

MREHWKF BT Amazon Inspector , H BN EEBR A 7THGEE |, Ntk SRIEELWE
Amazon Inspector AEMMIXELHIIRENRBPRBRAELRN, LTRBETEATHEIER.

BINERT : 120 D49
R WP REBEEXBEETR,
A TRESUIRBEISNE A

WMABT iR e i A= 2RiA YR

instanceld EHEZITA  String B XA
B9S2 By It THER =4I
IDo N ITERDER
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RAriEmE

BWMABWN iR RH = ZRIA AR
FY i HH S
IDo
i TROSHSREBENRH,
i B R iR e 3idl
runCommandld BITHARIBREREXR String
Iy Systems Manager
sendCommand # ID,
status M Systems Manager String
sendCommand & Bl f9 IR Ao
output M Systems Manager String

sendCommand REI# % H .

=~
HITERMERIEESREE.

- name: CollectFindingsStep
action: CollectImageScanFindings
onFailure: Abort

inputs:
instanceld.$: $.stepOutputs.LaunchStep.instanceld

EIERMEREASRIZFEENBE,

$.stepOutputs.CollectFindingsStep.status

Createlmage

W BRIZIEMFEH Amazon EC2 CreateImage APl NIEFEIZ/THYEFISI B GR, ERIBTRES SR

BRESBEZEERTSES  URITIRFEEEGCRIEBIRE , ARBHREFERE,
ZRIAGRET : 720 04

B2 YAML IT4E7R 3R

336



EC2 Image Builder ArfEm

EIR : WHEREEZBER,

A TRESUSREEIZFN@MA

BMABM iR E¥il HEE ZRiA AR
instanceld EMNFBOIER  String = L BRI 4R
AR 15 B9 32651 B, fRMtsE
%l 1D #93E
{5l AL F
running A
P

N0

A TRESUSRRFNA L,

i H B iR Eid)
imageld Fr eI 2R & H) AMI ID, String
Rl

HITERMERIEESREE.

- name: CreatelImageFromInstance
action: CreateImage
onFailure: Abort
inputs:
instanceld.$: "i-1234567890abcdef@"

EIERXEFERASRIREERN B

$.stepOutputs.CreateImageFromInstance.imageld

ExecuteComponents

LS RBELSITRAP N U EENENRGIEENANY. WETHEREQES LTHRA N,
A TR LB EZ 17 iR A 4,
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Image Builder £ Systems Manager APl 1y sendCommand Kiz1T4A#H. BXEZER , H5H
AWS Systems Manager Run Command,

ZRIAGRET : 720 04
BR : WP RBRELEERR,
wmA TRESUTRBEFNBE A

BMABR iR KA WNE 2RIA AR
instanceld HHNERE  String B XA
IE1THYSEBIRY 1t THERSE B
ID, N ITERSER
HY %1 H S
IDo

B TRESWHSRBMENRE D,

i HE B AR TN E3id)

runCommandld E324) Li=1TH4E Systems  String
Manager sendCommand &Y
IDo

status M Systems Manager String
sendCommand & [E IR

output M Systems Manager String

sendCommand iR B #Y % H o

R~
i TERXEFIEES RIREF,

- name: ExecComponentsStep
action: ExecuteComponents
onFailure: Abort
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inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERMXETRERSREENE L.

$.stepOutputs.ExecComponentsStep.status

Launchlnstance

LS RIREFELRD B —NKB , AWS K/ HFF Systems Manager REBEZKRA| L&1T , R
FBESET —HRE BHRFEFEASENRERRVESNEMREEERFRFNRE. 4, ER
FHSRHIRERBEMIRERE, WHREBIIRISZHIAISEH 1D,

waitFor MALKEERESRTEMERN M.
FRINERY @ 60 20 H

EBIR : N THERXRS , BRSPTEEERREREERRPEENRE. MNBRLT , MRBREEIEX
W, MeLIEMESEHl, ER , EMREEEFR —MRE , A TREWEXGIARTHREDRR.

WA TRESUSREBEIFHREA,

BMABY iR e 3il N 2RIA AR

waitFor EFERI/ER  String = Image Builder
TRHABKET EEIEE=
—SZHESE ssmAgent,
FHEME,

A TRESHSRRFENRE L,

AW ik A
instanceld Firia sh SEBIE K61 1D, String
Pl

HITERMERIEESREE.
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- name: LaunchStep
action: LaunchInstance
onFailure: Abort
inputs:

waitFor: ssmAgent

EIERXEPERASRRENR L,
$.stepOutputs.LaunchStep.instanceld

RunCommand

sendCommand &R &=
Command,

WS BRIBERNEH TERIZITH DX, Image Bquer £/ Systems Manager API 1)
BETR T X, BXEZER |, i55H AWS Systems Manager Run

ZRINERRT ;12 /A
BR : WP RBRELEERR,
WA TRESWTRIBEFN@E A

BMABR iR i) N KIA AR
instanceld EEHEET  String 2 XAMEBH
AR SE I TR S 4
Bl 1D, N TERS IR
{9 HH SE 451
IDo
documentN EEZTH String =
ame Systems
Manager @5
TN A
Mo
parameters WEXHFTE  dictionar S
W SEHE  y<string,
BEXY|IFRK, list<string>>
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RAriEmE

BMABRR iR e il NE
documentV EZ{TW@TS  String &
ersion SRS RRAR

A TRESHSRRENE L,

wWHE R
runCommandld ERG| Bz T s XY

#) Systems Manager
sendCommand 9 ID,

status M Systems Manager
sendCommand & [E f IR 7o

output M Systems Manager
sendCommand & [ #9 i H o

R~

HIERMERIEESREE.

- name: RunCommandDoc
action: RunCommand
onFailure: Abort
inputs:
documentName: SampleDocument
parameters:
osPlatform:
- "linux"
instancelId.$: $.stepOutputs.LaunchStep.instanceld

HIERXEREASRIEFEEN R T,

$.stepOutputs.RunCommandDoc .status

ARIA

$DEFAULT

String

FRBIR

EES
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RunSysPrep

W BIEVEMEH Systems Manager APl 19 sendCommand 3 Windows 3E41iz1T AWSEC2-
RunSysprep X#4 , RE N RBXAWESES, XLREEBRETRCAFERBGAWS HRIESEE,

BINERT : 60 249
R WP REBEERXBEER,
A TRESUIRBEIISHNEA.

BMARM HiR it WEE ERiA AR

instanceld EEHEEZET  String 2 XAMERB
AWSEC2-Ru It TAER KB
nSysprep W THERS R
SCHS Y SE I Y {9 %1 K451
IDo ID,

A TRESHSREENR D,

BB iR EFil
runCommandld 1£3:45] £i=4T AWSEC2-Ru String

nSysprep X#4H) Systems
Manager sendCommand &Y
IDo

status M Systems Manager String
sendCommand & Bl #9725

output M Systems Manager String
sendCommand & B 9 i H

=~
HTERMXERIEESREE.

- name: RunSysprep
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action: RunSysPrep
onFailure: Abort
inputs:
instancelId.$: $.stepOutputs.LaunchStep.instanceld

EIERXEPEATREFEENH L,
$.stepOutputs.RunSysprep.status

Sanitizelnstance

LHBRESRBITEM T Linux EHIRVEERERA , RENRBRAWESEM, FEEATHBHER
RARGERZ 2 HEXR , ARBRTNELIRBANEEREGRIRE. BXHENESER , 55
AEEENRERITEE, ETRRBETERTERRE.

Image Builder {8 Systems Manager API H1# sendCommand RZETItHAR, EXEZEL , F5
¥ AWS Systems Manager Run Command,

FRINERY : 60 70 H
R WP REBEEXBEER,

A TRESUSRREIFN@A.

BMABR iR KA WNEE 2RiA AR
instanceld EFEMWXEBH  String B XATREB
89 1D, 1t THERSEBI
B TERDS IR
HY i H S
IDo

A TRESUSRRFENA L,

i H B iR il
runCommandld ERB LZTEERA String

# Systems Manager
sendCommand 9 ID,
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RAriEmE

B iR RE
status M Systems Manager String

sendCommand iR B IR 2o

output M Systems Manager String
sendCommand & B 9 i H

=~
EITERMEREESREE.

- name: SanitizeStep
action: Sanitizelnstance
onFailure: Abort
inputs:
instanceld: $.stepOutputs.LaunchStep.instanceld

EIERXEPEASRIZEENRHH,
$.stepOutputs.SanitizeStep.status

Terminatelnstance

It 25 R 458 4 5 A Dy Bl AR AR id 48 13K
AINEAET 30 749

EiR WP REBEEXBEERR,

A TRESUIRBEIISHEA.

BWAB EiR i) N 2RIA AR
instanceld ELIEWEBHl  String =
# 1D,

M WSRIRERER L,

R~
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K IERXEFIEES RIREF.

- name: TerminateInstance
action: TerminateInstance
onFailure: Continue
inputs:
instanceld.$: i-1234567890abcdef@

WaitForAction

W RBEQEFERETHIER , HZFFEWKB Image Builder SendWorkflowStepAction API
BENNIRIRIE, LLSBREFIFMEBLRET EventBridge EH KX H EEHIBRIA EventBridge B4 E
#XEC2 Image Builder Workflow Step Waiting. MIREIRAL SNS =B ARN , LEZBRIET L
£3% SNS EA,

ZRIAGEET : 3 K
BR : LkFRBREZBERZR,
WA TRESUSRBIEIZNHE A,

LN DU ki) WE N ENES

snsTopicArn iR SNS String =
=& ARN ,
RAFEIER
SR TFF4
BRAHEE
RIEBH

A TRESUSRRFNRE L,

WA HiRr - 3it]

action SendWorkflowStepAction APl Ff#F& ( RESUME = STOP )
BRIEREIRVRE,

reason IRERENRR, String
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=~
HTERMXERIEESREE.

- name: SendEventAndWait
action: WaitForAction
onFailure: Abort
inputs:
snsTopicArn: arn:aws:sns:us-west-2:111122223333:ExampleTopic

TR RERSRIBFEEN R E.,

$.stepOutputs.SendEventAndWait .reason

EIFERNEFERASSEE

B UEIERXEPEADISTERR ARG EIEDEZTHAELEETILNE, IBTEERT
A JSONPath i&i#Fss , EE&HWT S X B irE 23 1TH —R1R,

JSONPath IS TERTEL

$.<document structure>.[<step name>].<variable name>

RS ZENE-NMNTREEIERELEN , #l10 stepOutputs , MRR Image Builder R4 %
2, R imageBu1ldero LUTRHRBEXIFN JSONPath TR IR T =,

LT R

- B - TERSHK

« stepOutputs — @ — TEFR P EN S BRI
« workflowOutputs — B121T #9 TR ST 89 i

- imagebuilder — Image Builder REE £

parameters M stepOutputs XEEMTRBRELIREVNTET . B THERMESRT
TELZMHME—M,

JSONPath I RE— NN T R 2 BERETEMN A , HlI instanceld,

BT REATLUEAIXLE JSONPath ZISEES|IREALSRIFENRE ., X BN EENEIA,
E5| ARSI REFENRE , TUEANATHSEE.
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RAriEmE

$.stepOutputs.step-name.output-name

=~

- name: ApplyTestComponents
action: ExecuteComponents
onFailure: Abort
inputs:
instanceId.$: "$.stepOutputs.LaunchTestInstance.instanceId"

£ Image Builder AR5 EE

Image Builder BRIt T AT AIEIERXEHPFEANREEE .

TEAWR iR E3it] THHE
cloudWatchLog4 #i i CloudWatch H String /aws/imag
EH B EAN BT ebuilder/
. _ sampleIma
¥3\ . /aws/imag R
ebuilder/
<recipe-name>
cloudWatchLogE 1% #i i CloudWatch H String 1.0.0/1
AW B ER B Mo
collectimageMetadata  #§7~ Image Builder 2 #H/R{E true| false
BB T H RN
RiE,
collectimageScaniiZ iRBW L BEIE , ZiR WmRE true | false
ZR i& /5 1F Image Builder
WERGHBERAEXR
Mo

B2 YAML IT4E7R 3R
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RAriEmE

LTEBEN

imageBuildNumber

imageld

imageName

imageType

imageVersionNumber

instanceProfileName

platform

s3Logs

securityGroups

iR

BRI E RS,

EAHRE&H AMI ID,

BR & o

BR {5 HHR AL,

BREBIRAES

Image Builder BT/
R FM 3=t 2 51 89
LB i XXM A Y
£ "o

PR Z RV IRER

=

—/NJSON W% , 2

& Image Builder EA

Y S3 HEMEE.

B AT AN SR
HlEyZ 24 1D,

B

String

String

String

String

String

String

JSON X%

Sl [FRIH]

~IE

ami-12345
67890abcdefl

sampleImage

AMI | Docker

1.0.0

SampleIma
geBuilder
InstanceP
rofileRole

Linux | Windows |
MacO0S

{'s3Logs': {'s3
BucketName ':'
s ample-buck

et '#'s3'#'i
b-logsKey
Prefix'}}

[sg-12345
67890abcd

efl, sg-111122
22333344445]
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TEAWN B it ~BlE
sourcelmageARN THERATHEMN String arn:aws:imagebuild
=B B EY Image er.us-east-1
Builder BR& B RAY 1111122223
Amazon ®IRE 333 :image/sampleIma
(ARN) . ge /11.0.0/1
subnetld EEHPEHEEMN String subnet-12
M SZBIH F R 1D, 34567890a
bcdef1
terminatelnstanceOn R BH L HIE , O WmRE true | false
KW ’~ Image Builder £ %
A TR PR AT 44 1 SE ISR
R BB SR LAt 1T M
BERRo
workflowPhase AT ITERMIZIT String Build | Test
Y = BT B R
workingDirectory TYEE R, String /tmp

EIFERSRACERAZNHEY

FHEAU if BANHEBMTTL, if BANRALENNBERETERK I ZLHRIRE, MR ifiE
QRN true , MZPRIBEERZIT. MREMEH false , Image Builder F S ZT RIEEHER
EFRigH SKIPPED WL BIRA,

if BAXEFOXIEA (and. or ) MEMHBMA (not), ERXFUTLHREZEN , XEZEFRE
HOEBRHNHBERE ( ZRBIBF ) ITEXER (FT. MF. KT ),
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XENEREEN

* booleanEquals

* numberEquals

* numberGreaterThan

* numberGreaterThanEquals
* numberLessThan

* numberLessThanEquals

* stringEquals

2 X B AFFH SR RFH N
LTFHAMNERTF2XEBEA (and, or ) MEMHEMHAF (not).

« DRIEANFRMHBHFLMERERERE —1T Lo
« B XEAMFHEMRFLIUERER B AN,
« RKFFNAE/T-—MED,
« BN FOXBBHFBRBI — MR
BXEFNNESEER , ESH RERH,
« BN RBABAELEE-NTFRHEEY , EFEEL T
o FHAEMFN N FREFANITERE.

BRERH

FHEAEEHEH D PHNSNRE LRITRE, flW0, if BABMEIERXEFESRELGNEE
i’fﬁlﬁl_g&%UO ﬁ%%1¢i§@ﬂlggﬁmo

BAUEERZOEMBINEZMHED , ERXFFNARER—MEW. BRI XIED, FAEBMHTR
S EENFESM LB | BRI GEE -1

UTHRERT A EUNRARERD K

base:
parent:
- child (level 2)
- child (level 3)
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child (level 4)

if BM

if BERFHETREENXEEN. IRFER.
RE A

XRFHEINE-—RBRE. BRFNARE-—MEY. WRFIFBZD BB , WALANEEF
BANRFZER, BREFEEFHN KRN TERAEESKRTE.

FRA

“RINFHEAN FHRA . FEAYAUBEIXET, FAEEHTFRFHEER

R RERF

TR RBNERT M EUNEAR B o

if:
and: #first level
- stringEquals: 'my_string' #second level
value: 'my_string'
- and: #also second level
- numberEquals: '1' #third level
value: 1
- not: #also third level
stringEquals: 'second_string' #fourth level
value: "diff_string"
REMAN

« FRNFN D ZIUEHTEREZ 3 — DRI

- BMRBIE AR

« RZALUAEMRE , BEXRFIN—NMEG, BHFREEN , UREZ=ANHMER 5.
=l

XARGERT REEINENTH,

2 : and
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and DX BANEND X FRORERVRNITRE  AIEXEREIXNVITELEREIBLAMN
true, Image Builder BB EXEREFRFHEIVINFITERER, MREAREXWITELER N
false , MELELE | ZDFHMA false,

BT ROMITELSRNA true , RAWPMREANIUTEL RGN true,

if:
and:
- stringEquals: 'test_string'
value: 'test_string'
- numberEquals: 1
value: 1
DX :or

or P RXIBAMENZD X FRNREXIRNTIRIE , HPEDF - NREXVITELE RSN
true. Image Builder BBRIAXEINRPEINVINFITERERN, NMREFAREXNVITELERHF
true , M{ELLLE |, ZHFUH true,

BMESE —PMFRIERXN false , LT ROAIWUTELERDA true.

if:
or:
- stringEquals: 'test_string'
value: 'test_string_not_equal'
- numberEquals: 1
value: 1

FHEMEF : not
not ZHEMRFBREEN T X FRNFZMHEA,
X not BMAFEE stringEquals FMHEAN , U TROIMWITELERR true,

if:
not:
- stringEquals: 'test_string'
value: 'test_string_not_equal'

%M1E4 : booleanEquals

booleanEqualsttREEFLLEMRE , MRAREZTLITE , MIRE true,
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LALFRBITHE collectImageScanFindings &M

if:
- booleanEquals: true
value: '$.imagebuilder.collectImageScanFindings'

£ MHE4A : stringEquals

stringEqual st REEFLLERFANFZHE , MIRFNZHETEEE , NIRE true, MREH—A
EFRRZRE , Il Image Builder 2 E LR 2 FIRE RN FERHF S,

UTREIXFERGEEIIT TR , MBEIERREE Linux ¥& LZE1T,

if:
- stringEquals: 'Linux'
value: '$.imagebuilder.Platform'

%MH1E4 : numberEquals

numberEqualsEREEFLLRAN KT , MERNKRFHEE , MHRE true. ELLBRERF BB A
-F*ﬁ'itz_o

- BY

. ST

A = —1

« BUTENREXNEXMEEENFRE : A-?2[0-91+(\.)?[0-9]+%,

T RBILEBR T EE R AN true,

if:
# Value provider as a number
numberEquals: 1
value: '1'

# Comparison value provided as a string
numberEquals: '1'
value: 1

# Value provided as a string
numberEquals: 1
value: '1'
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# Floats are supported
numberEquals: 5.0
value: 5.0

# Negative values are supported
numberEquals: -1
value: -1

£ EC2 Image Builder § AFS W E A (VM) BR &

HEMNEDREFSH VM, ZERKVUBE— NS HERTR M XEXHTY VM IR,
REMBIBEHRE, SUUAERAXEXHSA VM, FFHBERGKE S HEMBRE,

3 F VM & B85 |, Image Builder LA T XHE -

- FFELEIAE (OVA)
- EEWEE (VMDK)
. E#ER (VHD/VHDX)

& At ARG & K812 Amazon Machine Image (AMI) #1 Image Builder BREE IR |, X & E AT LLA/E
BE M MEE SN EMBRG, VM BEXTFHEE S3 FHBPTES A, B4, B IE EBS
;\Iﬁ¢%ko

¥ Image Builder Z#l& 5 , BAILEZES AREK , RieEET PEHARHRESE AMI, A SIECIE
BARELBRAEMIEESAS Y. BXEESANESRER  B2H SAELN (2F8 ). BXxE
NREBEIHN—MBoRTSANESEE , FSH ENISARE,

¥ VM & A Image Builder (AWS CLI)

ERELVMNEZS A AMI FHEIZE LA EIS| B H Image Builder B EIR | 7 AWS CLIF#ITIA
TRE -

1. fEF AWS CLIF# Amazon EC2 VM Import/Export import-image 685 /831 VM § A, B T&H
MR FREINES ID, T—HSHENEEFEAZE, BXEZEER , 555 VM Import/Export
PR FMER VM Import/Export [ ELAHL/ER RG-S A,

SAMEH VM BR & 354
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2. Bl CLI %A JSON X#

R T E{LFEAK Image Builder import-vm-image % AWS CLI , {1812 7T —1 JSON X
#, HhasRNEREIGSPHMESARE.

® Note

JSON X4 BB EN G RIBHIERN Image Builder API EEERSHIEENER, B
EE APl i S ERSH , 550 (EC2 Image Builder APl £Z) H#ImportVmlmagedn
P

To

ENBEEENIDTITSEIRMYE , S RAWS CLI 5SS EFREENSEE. & Image
Builder import-vm-image @S /ERIE I,

UTRENELRHIFEENSHNRHE :

« BN (FRE, L) - BNFAREREHTEIZER Image Builder BRK B IREY R F5o

- semanticVersion ( F&F&H , ZXIE ) — B HRENIENRAE , BUTEXEBEERE , 8MIEH
BBERTEBEMRA : <major>.<minor>.<patch>, #l , 1.0.0, E7T f##HX Image Builder
BROBENRAEEHNESZER |, H5H Semantic A2 #l,

- R (FRE ) — REERAFREIR,

- FE (FHE, ME) —SFAN VM HBREREES,

« vmlmportTaskID ( F#F & , 441& ) — Amazon EC2 E#IH S AT+ H ImportTaskId
(AWS CLl)o Image Builder &% #S ANE , UEMHEGIEN AMI , ABEEBA A TERHH
Image Builder BB R o

- clientToken ( FRF$ , 4E ) — ATHRERNESHEMRENE—. X9 X NENRRE,
BXxEZEE , B2 Amazon EC2 APl & FHBEERES 4,

« ¥ ( FRERY ) — RERMNES ATRONREXN. &Z 21 50 MEREX.

HXH5FN import-vm-image. json , BAME7TE Image Builder import-vm-image #5 % .

"name": "example-request",
"semanticVersion": "1.0.0",
"description": "vm-import-test",
"platform": "Linux",
"vmImportTaskId": "import-ami-01ab234567890cdle",
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"clientToken": "asz1231231234cs3z",

"tagS": {
"Usage": "VMIE"
}
}
3. SAMK

{5 I8 B2 M STHE R far A H9Z 1T import-vm-image @

aws imagebuilder import-vm-image --cli-input-json file://import-vm-image.json

® Note

« JSON XHBEFISMEBE file:// H5

+ JSON XHHBENEBZ TR THERRERSNENLIE. Fla0 , Windows ERR
#HL (\) 5| A B FEE& |, Linux NEAERL (/).

MIERIBREE K (AWS CLI) F 58 VM BiE

EERNRGHEIREF |, B LUEER AWS CLIFH Image Builder 2B EE |, % ERZIFH VM BiE
BAXH2EE EHRXEN S3 FiElE. BXEZELE , HSH Al VM BEAESEIEE (AWS
CLl),

H# = EC2 Image Builder &R

EC2 Image Builder & AWS Resource Access Manager (AWS RAM) &5 , A FESEMERIRE AWS
TP SRIEE HE R LER AWS Organizations, AJ A E# EC2 Image Builder BIRE :

- A
- B
- B

AE oM T —LERURBEHLZXLE EC2 Image Builder %R,

ATAR

NERREER (AWS CLI) B VM BiE 356
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 7£ EC2 Image Builder REAHXZNAHE. REME S
- HEHH, REMNESHNEREH
- MXRE
- BXEEHE
HELH, RESKES
- BHENEAH, BESIFRFEUERE
BRAZHNEH, RESES
VA, BRGNS 5 IR
- URAItE
T3 PR 5

o IﬂH

_|_
S|t
*S

/]»

—

£ EC2 Image Builder REAHZNAH. RENE

A1, ER@%HEEJ’:T tEHERFFAEERE EEMALZTRAEE AWS K/ SHE AWS HLARBHER
HERE. BUNEHEERERAE , HEL - AUTELHAZRENKS.

HEWEES AWS K, BEAHN. BEIESTHA (FFEE ) SHME AWS K (HRRE ) =,
ERAENUHAENAGEERGEBRXREK , LASEARXZAENS. REHEHFVER.

A, RERESEETUSUTRERAZXLERR

- BRTEHALR AWS K AEFFHIAER AWS Organizations,
« AWS Organizations YA A N EBRVLH L # 5T (OU),

« AWS Organizations I EANH A,

« AWS Organizations S AL 2 5\ OU,

HEAMF, REMETT R TRFZH

EHZ Image Builder A, BREGE S , HIAUHEE AT &MY -

o BAUIME AWS IKFHIEEEHME. REDE S, BFERAZEESSEHZNEIR,

- RAMESERKF. AW OU AL ZEEMERRXREKN AWS Key Management Service (AWS
KMS) %548,

- EBEW Image Buﬂder #IRHEZE AWS Organizations 1 OU £/ AWS RAM , BA4ME AHE,
BXEZER , BZHAWS RAM (AFEM) ¥ 2155 AWS Organizations £E,

ERAXERR 357
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« MREETRXFHIKS AWS KMS 2B ZERMZEHNEE , WAHESN B RXEP IR KMS
ZHAMB B WA, HEXEHRXEHIRHANARFTES FELHARBIEEN KMS Z4.

Image Builder \ZH BB F AIZ LA T ERTHEMA Image Builder #IR , M= Image Builder 7
EHWF AR D ENASRR , AREEIEEEFEENKS. HAHHALSY (OU), AWS XiF

« WEEHERBRE (AMI)
« TFHFE Amazon ECR I BRESHR

BXREAT AMINSBRENESEER , F5H QIEMEH AMI 5 EEE, BX%E Amazon ECR H
ARMENIRRENESER , BEH QIENERTRZREN D ERE,

H*xE AWS Organizations 1 OU £EZH AMINEZEE | B2RE5HLE OU £Z AM,

< BRSS

AWS Resource Access Manager

Hik, BEBME S HZES AWS Resource Access Manager (AWS RAM) £/%. AWS RAM 2 — IR
%, AL EE AWS I F S FAIk - £ ZE AWS B JR AWS Organizations. £/ AWS RAM
FBA LB CERRERAERAZLHENR R, BRAZEEERENRRURSEHEXLEFRNE
A&, BRETYURMNA AWS Ik, HARHNHHPWENHL AWS Organizations,

BXNESIER AWS RAM , 5 (AWS RAM AF 15/) .
BEXEAE

HEWAH., RENMESTRAREREN AWS KEHRHITHE, ERHEXERFRN , FoEXESEHE
#ell.

HEAMF, RENE TS

BEHZHEAGF, REHES  BLAFERIRRAZS, HRAZR—H AWS RAM R¥FEE AWS
KPEHERFENRR BRAZEEEAEZNFRUARSEHAEXLERRNERE, EFAH. RER

BLAAMEFNRFERAZF , LALLM AWS RAM 2H AR FREHE.

MRBRHLAMLAFHWN—HR , AWS Organizations #FEBATAHALABHRE , MIRELEBHRFALRFH
HRBRRXAZAG, BGIBEANNR, BN , FAEFRIMARERAZNEE , HEEZBIE
BRERTFHEEFERNIHRNR,
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EC2 Image Builder g
ARBUTRIATHRAERR :
EI 1 : 8l RAM BIRA=E
22 RAM BRAZEr , AF-SAAHELEMBAENEAN. REFES. EANTH Rz —CIBRR

H=

- BFE

EFH AWS RAM 24| A2 R FEHRE | 55 HAWS RAM AFIEEHRHEZ AN AWS &

I

+ AWS CLI

EfEH AWS RAM i STRECBRRRERE | FE1TH W create-resource-sharefin ™ AWS CLI,

T 2 . NARFRREFRAR RAM BRAE

HERFNE_NEMBBERINTR , NS REBED AWS CLI BT T. F—FSHEAPH Image
Builder a5 AWS CLI NE T RENRENATHERR. %=L F AP M promote-resource-share-
created-from-policy AWS RAM T S R RIEA N RAM BREZE | AWS CLI MAREERZZRIR
WFTE ZHE AEREE BB R.

1. NMARFRE
ERINARERE , SLABREHENKFERGEHEARE R
EREEAR TR FRREMETERNETF,
Image
BRI LU R IR RN A TR G |, SV E At H B 5 R Rt RGE R 2R B

IZ1THH put-image-policy Image Builder &5 AWS CLI , BEES 2 HZMEH AWS £
Ao

aws imagebuilder put-image-policy --image-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.03/1 --policy
'{ "Version": "2012-10-17", "Statement": [ { "Effect": "Allow", "Principal":
{ "AwWS": [ "123456789012" ] }, "Action": ["imagebuilder:GetImage",
"imagebuilder:ListImages"], "Resource": [ "arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.03/1" 1 } 1 }'
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Component

SER LR RIR R B N A T2 SN A 4 L;{FFHE’%JH&F,\-—,«-O tear TN HAK SR TR
UEERESFEREHES. ERDINAZRRER , BLAAREELZHRKS BN
TRARENAHSIANAERR , flm, E%Aﬁﬁﬁ%‘)ﬁt?%%qﬂ’ﬂj{#o

IZ1TH K put-component-policy Image Builder &5 5 AWS CLI , BEES 2 £ ZHHH AWS
EE Ao

aws imagebuilder put-component-policy --component-arn arn:aws:imagebuilder:us-
west-2:123456789012: component/my-example-component/2019.12.03/1 --policy
'{ "Version": "2012-10-17", "Statement": [ { "Effect": "Allow", "Principal":
{ "AwWS": [ "123456789012" ] }, "Action": [ "imagebuilder:GetComponent",
"imagebuilder:ListComponents" ], "Resource": [ "arn:aws:imagebuilder:us-
west-2:123456789012: component/my-example-component/2019.12.03/1" 1 } 1 }'

Image recipe

BRLLHRREMMATREERS , WEGABKFHE, ke S hEMKSRFNER , UE
RENESEEKS ROZRE, ERINARFRE , SABRSZHAEZNKSENREHE
B o 5| HAVEMRIR , MERRGIIEER M

IB{TH I put-image-recipe-policy Image Builder &5 AWS CLI , BEEES 2 HZ &K AWS
ERE A

aws imagebuilder put-image-recipe-policy --image-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-
image-recipe/2019.12.03 --policy '{ "Version": "2012-10-17", "Statement":
[ { "Effect": "Allow", "Principal": { "AwS": [ "123456789012" ] }, "Action":
[ "imagebuilder:GetImageRecipe", "imagebuilder:ListImageRecipes" ], "Resource":
[ "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-image-
recipe/2019.12.03" 1 } 1 }'

Container recipe

BRI RRERNATRRES , NESABKFHE, koS hHMKSRFNR , UE
RENESEEKSROZRE, ERINARFRE , SABREZHAEZNKSENREHE
B A5 ANEMRIR , MEMRGREEA S
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Z1THH put-container-recipe-policy Image Builder @455 AWS CLI , BEES 2 HZMEH
AWS £ A,

aws imagebuilder put-container-recipe-policy --container-recipe-arn
arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-example-
container-recipe/2021.12.03 --policy '{ "Version": "2012-10-17", "Statement":
[ { "Effect": "Allow", "Principal": { "AwS": [ "123456789012" ] }, "Action":
[ "imagebuilder:GetContainerRecipe", "imagebuilder:ListContainerRecipes" 1],
"Resource": [ "arn:aws:imagebuilder:us-west-2:123456789012:container-recipe/my-
example-container-recipe/2021.12.03" 1 } 1 }'

® Note

ANTREEFENRERAZNEEREZENRR , BEMEELRER
imagebuilder:put* PR,

2. jﬂi}l'jj RAM ﬁlﬁ/\;

ERRELRLZRRNFAEZERABMERTRZER , H121TF KB promote-resource-share-created-
from-policy AWS RAM AWS CLI% %

MEAENESF, REIEFBUERE

EREHAENREANG. RMESIHEASBERE , BXIEENRREZHMBER, ERTER AWS
Resource Access Manager &4 5, AWS CLI.

® Note
Hsz,ﬁ/\_—,aéﬁﬁ BREE S , EAETREERXER RN EMMRBI, £/ &S CH R
ZRFNEMKBI , REPMEES EBUEAEX LRI,

\

£ AWS Resource Access Manager 2 H|SBUE R ZEZRFENRZAH, BREREH
i (AWS RAM AAF#EmE) 9FHNEFTRRHLE,

FHENAS, REFEFBUEHE 361
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£ A disassociate-resource-share i S EIERERR,

E?&,/\;E’Jéﬂ##\ HRQEEQEE

FrIEEMERZ LSRR AWS CLIFH Image Builder 6% , ERLAZHNAY. REFMREGE .
ERAENAH

JZ1T list-components a8 , AIREUEFIAENAGUR EEHEZNABMIIR, get- component G5
EREAH AWS K FREE/ ID,

RB HER R

B1T list-images 8% , REVEFFABE NG R SEHLZHNREN IR, get-image i TR RE &

AWS ik FrE &R ID,
A HEREEREG

> il
ﬂ

JIZ1T list-images 8% , AIREVEFFIE NG U R SERLZHNRGENFIR, get-image R FERIR
BB &K AWS K/ 1D,

RB X ERRRE S

iz 1Tlist-image-recipestp T UREUERAENBBE S I RARSERZNEGE S . Zget-image-
recipefn T E REABKE S FIEEN AWS IKF 1D,

RA R ERRES

& 1Tlist-container-recipes i & UIREVEH AN RBRE H UR SEHEZNBRHFEH TN IR, Zget-
container-recipe@i ¥ & R B EEL A FTE B AWS IKF ID,

HENAF, REME SR

FRE &R

FIBEETERBRAZNASH, REIERES  EXFTBEREZRAR. MAETHIERERERR
BEERBEAEKRBEA.

15 F & B PR

ERE T LUREA N, MEHES , BEFEUMEMAAIXNERITE R, MRXERFHEMERERE
BRFEERE  WEAETEREFIEREN]. ERETUAERGE S PEARZENAFNREUCE
BEXBRE, EAETUERRAZNREKE S LCIZMEIREN B E L RE.
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BE-TiNE

{#f EC2 Image Builder RNUEUE[I%E A,

5% R B

HENAH. RENREES O ARBENANERRG . FRENTRRIFTZESMNHAENE
et oA

¥ric EC2 Image Builder &R

FRICRBRETREMBERARAAREMES, SETUEFIREREEHFRNE, BxETHREE
BHEZEER , ESHEET Image Builder Fr 9 #Z

Image Builder XiFA T HBHFE -
* - {{imagebuilder:buildDate}}

EXIE Y FRAT R A2 B Hi/ed i8]
* - {{imagebuilder:buildVersion}}

AT AMBIRA | ZMARMNTF Image Builder Amazon &IRE# (ARN.) KREHERF 5
i, "arn:aws:imagebuilder:us-west-2:123456789012: component/myexample-
component/2019.12.02/1" HHEEREZERA 1.

NTHEBERIRE D KN LSRG E (AMI) , Image Builder 2 B a1 A TR RN EE R 5
AMI H,

* "CreatedBy":"EC2 Image Builder"

* "Ec2ImageBuilderArn":"arn:aws:imagebuilder:us-
west-2:123456789012:image/simple-recipe-1linux/1.0.0/10", WiIrEBERTLIE
AMI B9 Image Builder B &% REY ARN,

AFS

. ¥RIZEIR (AWS CLI)

« BUBFRIZER (AWS CLI)

« BIHEBERIR (AWS CLI) WFrEHRZ

it RMitE 363
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FRZEIR (AWS CLI)

LR RBIRRT a5 A imagebuilder CLI 557 EC2 Image Builder FRMARIEE IR, EATIR
t resourceArn AR ERERNANIRE,

il tag-resource.json ABMTFIR :

{
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-
example-pipeline",
"tags": {
"KeyName": "KeyValue"
}
}

BITAT®HS , Z@H5/A LR tag-resource. json X
aws imagebuilder tag-resource --cli-input-json file://tag-resource.json
N\ —_ N YIN
HUEFRIE R IR (AWS CLI)

T RBIRRT WA imagebuilder CLI a5 5 MR A HIBRIFE . BAHIRM resourceArn Mg
LA BRARZE o

Al untag-resource.json AR TR :

{
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-
example-pipeline",
"tagKeys": [
"KeyName"

[u}

BITUTHS , Zon S5/ A LR untag-resource. json X4
aws imagebuilder untag-resource --cli-input-json file://untag-resource.json

5 45 5 BB (AWS CLI) BFf R

LT RBIRRT 206 FA imagebuilder CLI 555 H4SE R BRHAIEIRE,

FRIZEIR (AWS CLI) 364
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aws imagebuilder list-tags-for-resource --resource-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

ffl Bk EC2 Image Builder % &

Image Builder IMERBER—4 , FEEHLEY , UHEPEKRIFAENRE , FEFRERIR Z DBER
TREAES. FHFLEHNN TN RMEIRN G RRETEE, BN , EURASIEXERR , AR
BHEAESENNAR, BrY , TRl ERIRER TS M EREN].

1 BR B R 2 BR R G 4 B 3 72 P B Z Y £17 Amazon EC2 AMI 2 Amazon ECR BREEM G, &4
J{E A RIHY Amazon EC2 5 Amazon ECR ##| A /E=l API 5 AWS CLI ST IS BIXER A,

® Tip
7 B LB 1E M BR AR A HE IR BRI 4R iR |, BRI LT IR A M BR R
1. REEE
2. RGBLH

3. RATRIRHNFIR

£ AWS EE2H & 1R R IR
EEMBRGEER AR, FIRE TSI SRR
P

1. EEFELNKSTOHENHBREER , EMNSMBEERIEREREEE,
2. SME RBEE H , AREPERBRNEESMEZLNEEE,

3. EMGEEEMRINIBAVRERLED | EFMER.

4. BEWINMER , BEEEDPHA Delete , RIFIEEMIBR,

M BREC 5

1. EEFEENKF TRZNESSIXR , BMNSMERTIEEREE .
2. EREAEMZBLNEIRELLERBERRAE S .

I B 3R 365
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RAriEmE

3.
4.

ERGE S ERIAEVRERED | EERRES.
BEWHINMER , BEETRA Delete , RFIEEMER,

bl B EL At iR e B B

w0 N

EEFELENKS TEIZNEMREEESIXR , EMNSMERPEREMIREERE.
EREEA MBS U ERESUERREM BRI ERELEE.
FEEMIR A EE AR ITER |, B MIER,

HEWHINMER , BEETRA Delete , RFIEEMER,

Ml BR 50 B iR B

LN

EEFELENKS TN 2ERESR , ANSMESTEEIEIRE.
RRRERMZUNERENERENATHRELUENDEIRE
HOEIREERAVTER , EEMWER,

HEWHINMER , BEEFRA Delete , RFEEMER,

T Bk R 5

o M w0 D

EEFHELENKS TRIZMBRERIIR  EMNEMERFEERSK,

X T EBRAVRE | IEFRREIRA, LEHRFTTREERMRARTE,

B ER RO EMERGIRAZ LN EERE, E—RATBUERS MR,
G ERAE AR TSR , &R M BRAR AR

EEWHINMER , BEEFRA Delete , RFEZEMER,

5 A BRE G &8 AWS CLI

LUR 5035 BE gnfa] 5 F§ AWS CLIMIBR Image Builder &R, f0EIFMR , SAF03% AT I ) BR 4 R LA R
R IR -

1. RREE
2. RERE
3. IBERRN AR

B2 R (AWS CLI)
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I BRER BB (AWS CLI)

AT RBIER 7 Al HE E ARN BUBIBR R EE

aws imagebuilder delete-image-pipeline --image-pipeline-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

I BRERREL 5 (AWS CLI)

BUTR R BIER 7 a{alfE E ARN LA BR B &R EC 75 o

aws imagebuilder delete-image-recipe --image-recipe-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-recipe/my-example-recipe/2019.12.03

il B EL At iR e B B

AT RBIEEE T i0{a 8 E ARN LA B B A iR fE B B AR

aws imagebuilder delete-infrastructure-configuration --infrastructure-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/my-example-
infrastructure-configuration

WER S B iRiE

AT RBIGEER 7 an{a 38 E ARN LU BR 5 B iR B R o

aws imagebuilder delete-distribution-configuration --distribution-configuration-arn
arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-example-
distribution-configuration

T BR BR AR
LU R ER 7 Al 1E E ARN LU BR 15 4 BUAR S

aws imagebuilder delete-image --image-build-version-arn arn:aws:imagebuilder:us-
west-2:123456789012:image/my-example-image/2019.12.02/1

il R 4B 4

AT RBERI{AI £ imagebuilder CLI 3%, B EEH ARN SRl BR4AE H B IR AR,

I ER % R (AWS CLI) 367
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aws imagebuilder delete-component --component-build-version-arn
arn:aws:imagebuilder:us-west-2:123456789012:component/my-example-
component/2019.12.02/1

/A Important
ERBRAMFHERSZE , FREAIBEEMES AMEML XA ZRS. BN, TELSHE
B,

IBR &R (AWS CLI) 368
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FEREE A EE EC2 Image Builder &

Image Builder BMEE BN IBMEF BE X AMI MIBRBMERBT —NEFER, EERMUUTH

fE

o HEEMBREG, ATHRENNHNAE, EMRERENSERE.

- ERAEHAE@mS T Schedule builder A E#ZHB LT RIE , M A cron ik TSN &
HITEHER.

- RNEMBMENAGBSRAESIRN , UEELEEXRN BB it REE,

- B Amazon ERETHNMNBEZN{t. EventBridge

@ Note
BXEMA EventBridge API EEREXMNMNEZEE , S H Amazon EventBridge API
2%, BXMEM EventBridgeeventsin TEFERE XM AWS CLINEZER |, B H
(AWS CLI ts 52&E) HhHEH,

EN

- FIIHHEEEEEE

- BIEFMEH AMI BB EE

- BIENEHARRGEEE

B & EC2 Image Builder EEHRG TR

- BITREEE

« £ EC2 Image Builder 1 {# cron Rix 3

« 7£ Image Builder & £ A EventBridge F NI

NEHEEEEFE
RIS R ER EC2 Image Builder UG EENEEMNEFFHARENZH AN,

EEEMER
- JIHREGEE (AWS CLI)
- RERBEEFAELE (AWS CLI)
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5 BRI EIE (AWS CLI)

LA 7R 4515 B8 4n4a £ A b B9 list-image-pipelines @ 5l AWS CLI HFrE R{&EE.

aws imagebuilder list-image-pipelines

IREBR R E B ¥ {52 (AWS CLI)

LA 7451135 BA tna] 5 F H Y get-image-pipelinefi B ARN ZRERE X<BBEENFMAES. AWS
CLI

aws imagebuilder get-image-pipeline --image-pipeline-arn arn:aws:imagebuilder:us-
west-2:123456789012:image-pipeline/my-example-pipeline

I EFH AMI R EE

& LAM Image Builder #%|& ., #X Image Builder API (£ AWS CLIF# imagebuilder &5 3ki%
B, BRENEE AMI REEE, BAEACERGEERFAOSKESETHATIER
- EEBEFMAES , SIMER., BRFMBRRZ,

« RZFE-DAMIRBE S |, EREEREREGHIEERGHEMBRE , RECCBRHSEHEZNR
B, LB E R Image Builder Al TR EC2 KA EMATUTESHWAH !

o SNHIFOMBRER 4
- BENIZREMBIA
o JZITIERE RN

- BEIERUBEEEEZTHBRERENN SR,

s FRARARESCECHENRENEEENEMRHEE, ZHEESFEH THGNEHIZER A
X, ZEFMNEFRE, HEEEMBEIEERIRE AR SNS BA,
WRTA®RS R, WREEEBSENEE , Image Builder 2 AZRIAMRE R B EE M %,

« EVPEIRE | FENBRELET BIR AWS XK F, B LIEER T MNEN KMS %45, BE
AMI HERGF AR E , RENED BN AMI BB S ER,
WHTESE, MREEEBCSENEE , Image Builder 2F A H AMI BWERIAG B , FH5F AMI
PEREFEXE, RXE2EETEEN X,

5 H AR EE (AWS CLI) 370
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BXREARANECIERBEEIEHARSHNESEEM step-by-step B2 (WME ) |, HESHER EC2
Image Builder %l & @S I ZREEE,

oS

. BIEBGEIBAWS CLI)

. FH AMI BRISEE (244 )

. EH AMI BUYREE (AWS CLI)

B B ZE(AWS CLI)

B LMEASEREFMAE M JSON XHREIZE AMI BYKEE |, iZ3XHEH AWS CLIF create-
image-pipeline T Y5 Ao

EBHEEMNERNRGIUASAEMBRENAHPFEFLEEFRNERERT EFTEEMN schedules
8 schedule EELUTEM ;

« scheduleExpression— & BEEZE TR E TR , AP/,
pipelineExecutionStartCondition #EWERBNFHME, ZiItKIREA cron RIEXEE
Mo BXMWM{ATE Image Builder FiZ & cron RIAXBXMWESZFEE , iHZ W 7£ EC2 Image Builder
FR{E A cron Rz o

 pipelineExecutionStartCondition— WEZLNEERSNZTHEHE. BREDHE :
« EXPRESSION_MATCH_ONLY— 88X cron RiAH 5 Z Al (A LELRY | Pipeline #8445 — N #TER
%o
« EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE— BRIEEMERMMERNAHE
FUENEY , ENEZNEET B FNREIE,

£ FizfTcreate-image-pipelinedn &8 AWS CLI , FZEERFRARAIEN, BER , BERFEELRHM
ER , BEAEATEEENMREGERE, AMIEEEZFTEUTER

- BEHE S ARN
- EAZERE ARN

1. ©IZ CLI %A JSON X4

FAEERANXHRETENE JSON X4 , HASEUTBHAURNEHNINEERNE. LR
BIfEAE A create-image-pipeline.json BIX# :

B AMI Bi& (AWS CLI) 371
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{

"name": "MyWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": true,

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 60

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

.
"status": "ENABLED"

@ Note

« JSON XHBEFLSMEBE file:// HF5

+ JSON XHHEEMEFEITHTHNERRIERSWHEBMYE, HlE0 , Windows AKX
AT (\) 51 B B2 , Linux NERERT (/).

2. ERCIENXHENRA , STUTHT.

aws imagebuilder create-image-pipeline --cli-input-json file://create-image-
pipeline.json
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B AMI RIREE (2514 )
7 AMI B 612 Image Builder BHEEE S , A BAM Image Builder #2I& F U E AR el & F 2 E

RIiE,

EFEAFNRGER A EFRRGEE , XPFEHR AWS CLI, BXEZER , BSARNERPNET AMI
BRGEE (AWS CLI ) ,

BRI A Image Builder &

1. $TFFLF https://console.aws.amazon.com/imagebuilder/#y EC2 Image Builder ##|&

2. BEEFELENKS, TOEZNREEEIXR  SMNEMERTERREEE,

(® Note
REEES R SEEE QIR M HIRERXER IR , B) AMI 5 Docker.

3. EEFRMAGESIREBEE , FEAREEAMEE, XRITAEENHAAE.

@ Note
B LLEPEERMBLNE , RREREFFAEE.

BEEFAFES
BEEHAEERNASEUTILY
BE

RENSMH—TOLE TEENRBRARFR  XEFEEITTFEMAFAGEATFREHAR, ATHE
THEFAEEAREESANFEAEEEIF L#THRE,

HHER Em+~

o W RG-S REE A R A R

- MEEBS-ERESFFEMER. BH KRBT L RE, BHUIIE Image Builder 12 & #Y BR&EL
FREHFERA AWS CLIFEY Image Builder tn SRIEFHMRAE H. EXEZER , FSH EEE
Fo

- EitiREE- S A TRENEZEEEMZEN THREE R

EHEE (2HE) 373
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- PEIRE-ER AMI D EMNREBER,
- EventBridge r ules — M FIEENSEH4 54 , BREX LY EIER EventBridge MM, DIEEEET

EventBridge #2#I A1 “QIEZS4E4" M QAN BE. EXUFEITNEZEERE , BSH £H
EventBridge # N,

REEENEMIRERE
EMEHEEAEUTEASE , SUNIREE R L THE

- ERhiRiEEERY L

« ¥ IAM B 53HIEE X RER.

- AWS EntiZRYy , IFERHIKBRMBHL SNS -,
* VPC., FRMZ24H,

- WEHRIRE , BH/AMETL LSS, ATEENZAN UK AT FESS6 B S TiE S3 FEEA
=18

ENEEFAEENEFEEMREEE , FHITUATIR

1. EEREMREE BRI,
2. MEEFHAESHERNE LAERRE,
3. HERHFRENEMREEEMBHNENRN , BRERRFER.

mEEEN D EIRE
HEREBAFUATHARS  LAUEUREEEH LHTHE :

- o REERHER,
- BOEMREGHXBNXIFRE, XiE 1 RAANECIEEENXE, &0 ERRNXEZRERNE
2 ECRY X, A BAMIBRBR X8 1 2 SNV AR X 8o

XEiR EBE :

- BFRXE

- Bt AMI B

- BIHRRIUAREZ HZNRA K-
o XERUFANE ( XBRFAEELE )
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® Note

License Manager i& ET 2 EEHIMKF P A008 AR AWS XigizBEH , Fla , Fap-
east-1 ( &F# ) Mme-south-1 ( BM ) #XZ[E,

ENEERAGENHEBENTERE , FERRUATIRIEE
1. BEESEREBETF,

2. MNpEEAESERNEG LARRERE,

3. HERHRFEME 6 EZRREFEER.

REEERNRITY
IREEENHESEUTHMAER , SV ECEEEENH#ITRE

- NEEBENHR,

- WRBETHERE. RABRT |, LGB TIFRS. BRFEXA , HEkREAERETHER
EERE,

- BEEBNHRITY, SAUELERENITETRMNRAERE.

ENEERACENHFELNEE , FREUTSRIEE

1. EEEFAGERENALS  G&RRE, RARERREEE.
2. HEBRHREEME A LERFREFER.

(® Note

BXEH cron REANITXIMENEZER , S £ EC2 Image Builder F £ cron &ik
o
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FE AMI B EE (AWS CLI)

BT LAE R JSON X 4E4E AWS CLIFH) update-image-pipeline & B % ARE#H AMI BIGE &
EEE JSON X , BAMEE Amazon BIRBF (ARN) FEESIAUTRERIR :

- EFHNBREREE
- REE TR

- EiRMERE

- TEIRE

18 7] LA A F W update-image-pipeline @i % E#T AMI BREEE , AWS CLI ZIFFARR :

@ Note

UpdatelmagePipeline T XN EBH#HTERMEN . BLAEEMBERPEEMELENE
H, MANXREELANE .

1. RIZ CLI # A JSON X ¥

FAEERANXHRETIEGNE JSON X4 , HAIEUTBHAURNEHNINEERNE. LR
fBIEF AN create-component.json BISXH :

{

"imagePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-
pipeline/my-example-pipeline",

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2019.12.08",
"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 120

1,

"schedule": {

"scheduleExpression": "cron(®@ @ * * MON *)",
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"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "DISABLED"

}

(® Note

« JSON X BRBEFAMMEE file:// BF5.

+ JSON X#HHBEEMNERBEST THERRERSHMEMAE. a0, Windows ERAR
#HL (\) 51 A B FEE& |, Linux NEEAERT (/).

2. ERBIBZHXHENBA , BTUATH T,

aws imagebuilder update-image-pipeline --cli-input-json file://update-image-
pipeline. json

SIENEHNTRMEEE

IETLAE A Image Builder ##%]&. Image Builder APl 2% AWS CLIF#) imagebuilder 8 3KiRE. &
ENEEARNEEE, CIERGEERHAMSRETERNY , HESETBATESR !

o MBEAITIEEB &, Amazon ECR 5 Docker Hub #fif FE ik 2 ERE B &,

o VN DNAD A BREX 4

- BESRBEMBA

o BATIEERN

- FAMEEEMNERNEEBIE DockerFile,

- FEGD KB AWS XiF

BXREFEAEMRGEERF A RSN E ZEEM step-by-step 2 , S FIFEH EC2 Image Builder 2
FHlEOSAEREREEE,

ok
. BIRWBMGEE (AWS CLI )
. EXFARMEGEE (2HA )
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- EHASEREEE (AWSCLI)

PEABEMEEE (AWS CLI)

AT LAEA JSON XHF4ES AWS CLIFR create-image-pipeline e F I ARSI R B SFMEEE,

FBHEBEMNEFNRGUES A EMMRENAHFPAEFLEEFRNNREUR T ZEEN schedule,
8 schedule HEELUTEM :

« scheduleExpression— iR BEEEZTHAE TR , LAiFHh
pipelineExecutionStartCondition HBERB M HEME, ZiTXRMEA cron RIAXEE
M. BXMWM{ATE Image Builder FiRE cron RIAXNBIAMNEZFEE , iHZH 7£ EC2 Image Builder
BEF cron Rk .

- pipelineExecutionStartCondition— HBELRNEBREMNIZTHBWE. BERESE :

« EXPRESSION_MATCH_ONLY— &R cron A 5 5Iat (A LEAT , Pipeline #&E K —NETIR
%o

« EXPRESSION_MATCH_AND_ DEPENDENCY_UPDATES_ AVAILABLE— BRIEEHERMMGRAHE
FUHEBENER , BNENEEBT LB FHNMEGHE,

£ = fTcreate-image-pipelinefi 8 AWS CLI , FZEERRARAMIEN., BER , BERFEERHM
ER, EABATEERRWMGRE, ARMBEEZFTEUTRR :

- AESE5 ARN

- EmBlE ARN

MR EBIEIZIT create-image-pipeline IR BELEEERIR , M HRGFFHELSTZ®
WXIEHNARREAPIEEN BIRFHEN ECR FEDR. RENEERMNT 2EEERIR , WF {E
RABEPBEPRNE - MNXBIEEN B IR FHEE.

1. #IZ CLI %A JSON X

FERLERNXHREIESE JSON X4 , HAIZEUTHAURN T EERNE, kR
BIEF AN create-image-pipeline.json B934 :

{
"name": "MyWindows2@19Pipeline",
"description": "Builds Windows 2019 Images",
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"enhancedImageMetadataEnabled": true,

"containerRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:container-
recipe/my-example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 60

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

1,
"status": "ENABLED"

(@ Note

« JSON XHBEFLMHMBE file:// FE,

+ JSON XHHBRENEB/ETHTHERBRERZNHENAE, B0 , Windows AR
AT (\) 5IH B FBE , Linux NERAERT (/).

2. FERCENXHENRA , STUTHT.

aws imagebuilder create-image-pipeline --cli-input-json file://create-image-
pipeline.json

EHARREEE (2FE)

79 Docker B 613 Image Builder BESMREBEE G , B LM Image Builder 2% & & B Al i% e A
EMDEIRE

BEEAFNARRE L ENTRMREEE , KIEH AWS CLI, BXEZELR , FEAKEREPRYERR
BERBRKREIE (AWSCLI) .
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%R I AE M Image Builder Docker BMEEE

1. #TFLTF https://console.aws.amazon.com/imagebuilder/8y EC2 Image Builder %18,

2. EEFHELENKS TEIZNREEEI R , BNEMESTERREEE.

(® Note
REEES R SEEE QIR M HIRERXE IR , B) AMI 5 Docker.

3. EEFRMAGESIRBEE , FEAREEAMEE, XRHITAEENHAAE.

® Note
BHEANEREBEMZANE , AREREEFHER.

EEIFHER
EC2 Image Builder EEiFAE LR REIIEATILI :
BE

RERESN —TOLE TEENXRBRARGSE , XEEEEHTEMAFAGRETM RN, ATHE
THFAEERREESANFAGEETF Lt THRE.

HHEE Em+~

o B HAREG-EREE £ R R

- REES-EREAFHAGE. BH KRBT ERE. BL4TNERE S THEHIZEMRAE S
BXREZER , FSH SIEMRAHN AL,

- EMiRERE-ERATRENREEEMIREN THRERER.

« P EIZE-E R Docker &5 B K A mEEE B

- EventBridge r ules — W FIEEMNSBHEL , ETREX HBIEIEWN EventBridge AN, BiEHEEE
EventBridge 2% &1 “QIES4 L4 M QIEAN" BE, EXUNFEINESEERE , BSH £H
EventBridge #NI,

YREEEEREMIRERE
EiEHRBFUATHARE , CUNEIREERX L THE :
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- EMiREEENHER,

« R 1AM B & S3HIEE XK B,

- AWS Atz , SIELFIREMBAIR SNS &,

* VPC, FRMZE4H,

- BEHRIRE , /AWML KA, BT EERNZAXNURA T 2426 B R % S3 F s
%o

ENEEFAEENEHFEEMRELRE , BHITUATIR

1. EBREMREE BRI+,
2. MEEFHMAESHERNE LAERRE,
3. HEBERFRENEMRBEEMBVENRN  FRERFEFER.

mEEENSEIRE
HERBAFUATHARS  CAUENREEEH L THE :

- BNDEIRENHER,
« BOEREHXEHXHRE, X 1 RANEQBREENXE, S UERFNXEREFNE
2 ECHY X, A SAMIBRBR X 1 2 SNV TR X 8o

Xifig B aE :

- BFREXHE,

o ZIRFBIAN ‘ECR” , BT UIHRE.

- FHEESH-BREEENEH ( A8 Amazon ECR 2B ) . #li | HHE BN FM#ESHEM
TR :

<account-id>.dkr.ecr.<region>.amazonaws.com/<repository-name>

(® Note

NREARFEERN , WABEHESRENRES RMEFHENT. KEEZFC
BONFERGEHNREERERBF#ES.

ENEERACENHFELNTERE , FERUATIRIEE
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1. BRESEREZRTFR,

2. MAEFHMAEESERNE LHERRE,

3. HEBHERFRENIERERMMNENN , BERREFER.

mEEENHEITY
REEERETEUTHARE , BUNEIREEENH#THE -

° RT{&-{% EE’J}H-LO

- WA THERE, RIAMBERT |, &I THTRES, BFEXE |, BERERERE THIER
EERE,

- BEEHHEITY, BUAELTHERENIUTRETIMNAEIRE,

-

ENEEFAEENHREENEE , BFREUATIRRE

1. EEBFAGRNENE LA  EREHE A ARLRFEEE
2. HEBREGREEMNE  LAREREFER.

(® Note

BXBERA cron RERNITXIMENEZER , BSH £ EC2 Image Builder A cron F{ik
Ho

EHAEMSEE (AWSCLI)

ATLAfE A JSON X 4E4EH AWS CLIF update-image-pipeline S S I AR EFHRBSMEEE, B
& JSON X # , B EH Amazon BIREF (ARN) FeE5| A THERR :

- EFHNREEE
- BReRbEA
- BEiIRMEEE
SERE (MRITESEHMEED )
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® Note
NMREBEFBRERR , WESTHTHXE (XE 1) WoEREFEEN BHREREEN
ECR FEM LR TS TARE L FEEN B IR E®EE.

o

BRBLUTSBER AWS CLIFHY update-image-pipeline i S EH AEMEEE

® Note
UpdatelmagePipeline X FNEBHTEREMEH . BUAEEHFBERPIEEFMELENE
M, MR EERNE M,

1. ©IZ CLI %A JSON X4

EREERANXHREIESE JSON X , HPFEEUATERAURN BN ETRNE, R
BIEF BN create-component.json BISTH :

{

"imagePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-
pipeline/my-example-pipeline",

"containerRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:container-
recipe/my-example-recipe/2020.12.08",
"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",

"imageTestsConfiguration": {

"imageTestsEnabled": true,
"timeoutMinutes": 120

1,

"schedule": {

"scheduleExpression": "cron(@ @ * * MON *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

.
"status": "DISABLED"

EFHEEAWS CLI) 383



EC2 Image Builder ArfEm

® Note

+ JSON X#BEFTX#MEBE file:// HE.

« JSON XHHEENERBZITH THWERNREREHMENAE, Hltn , Windows AR
AT (\) 51 B B2 |, Linux NERERT (/).

/

2. ERCIENXHENRA , STUATHT.

aws imagebuilder update-image-pipeline --cli-input-json file://update-image-
pipeline. json

Bti& EC2 Image Builder E B BE THER

BEREITER , EUURBEEEEENEEEZTHWIERRE , MWENNHREG, EEXHNIERE
Image Builder TERERN L TXHEZET. BXURIERERNENINBENESZER , BSHEE
EC2 Image Builder BR&EY FIE AN iR TER

MEBIER

MEBI/EREI/ERESREN Build BBRZE1T. RENEEEE—MIEIHER, BT UTE B
oM ESREE SN EE,
s THER

/JrlJ'l_tI{/IEule:l_:IﬂEulbﬂ:%E’J Test Bf\EﬁL‘fTo Esigﬁﬂf;{ﬂg%q -I_All)-"JﬁI{/EIJIbo ZID%R?@EM
BEE , AT LB,

EM/J”'J rtI'ﬂE/JILEIJ/m\lJ 13,48

WA TERENAAPHITENL . HRSAUNEESTTMURIER, BAINRERREBEINFZIT
WHTER  ERENSEITRAURSHUATHER. HETHRBRTEMAELN AL, ATHRE
AT UM E SCNIR THERRY 5 3%

BEEREITER 384
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® Note

MREEREFERRIER , RNBWEEE N A2 , TaHE T ZETNE TER
BITHAR. EEFES , S LURMEMERN L TERME , EFEXNERITERERF

BEA1 . —RET MR ITER

EZ—ETmENSIT/ER , &

RS ALNEETMRA , M NRAPas - MR IR, NiLA
RIENERMEEENINFZE—Z1T

o XRBANRTERKRBEIMFZE —Z1TH—FM5 %,
& 2 AEITEZMNNEIER

MRMFTXEE , A BLHFLERNZTRARSHMNAI/ER , WA LABRELMNNHE , FEEHFP K
ARABENN R TR, Image Builder B THETFZSngltﬁA/)”UﬂII'T’IEum HEHMIERERER
M EAMNE TER. WRENBHFRRATRREEZTURTER , BAX S B AR 5 0.

e 3 BEEE

MRBEESR , EFAENATERTURMNEIT , M3 LU Z-RET -1, BLAEAUEE
MRARKIXAN B Fro (MAE BN IREANKE—RFIZAUNEESTHN R THERNZAHE

£ Image Builder EEEHFRETERSH ( EFE )

NFHEIERMNRIER , TERSHENEASFRNMEE. AIERIEHEEN , EUUEEFEESS
MMM R TR, MEEIERXEPNFIEIERENL TS , Il Image Builder 2 ESEEI IR
FERXESH, WTRENSHOIER , ZERLE TRERS,

BINSHBHBERTERXEENHUTE. -

« B ( FAIRE ) - SRBEN.
- RE (TARE ) - SBHENHRIERE,
- E-SHHE. SAURESHENREEENSHE.

1§ Image Builder A TE 1T TERREN IAM RFZAE

AR S5 13 7]

1£ Image Builder E@FRETERSH (1255 ) 385
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EZTHGIER |, Image Builder EERBHITTERBRENNR, BALIEE
AWSServiceRoleForlmageBuilder [RFHEXAE , BN RFHEIEEECHEENLNAE , ITFAT
o

- BHE -EEEONSSR I ELREGUBRIERED , MRS HEERN IAM AGFIRPIEFERSHEX
AEREECHNEEN AR,

* |@@ mage Builder APl — f£CreatelmageREERF , HRFHEXACHLECNBEENARETE
HNexecutionRoleSHI{E,

BFATHMANERS AR | ESHEAWS Identity and Access Management A s BIEAE
A8 AWS BRS ZIRIBR

EITRIREE

MRENEBEEET FHUNER , WREEEFIEHHENES 2E1T, MREEEFET B3tk
Biz— , WEAREERIT ST ZRAFHETEE. fli, MRENEERERAET X, BFE
EE-RSITHERBRNER-—NMAHRTER , WALEEFIHSITEE.

Console

EM Image Builder ZH| AN EBFAEENESTEE , EMNAHNSFHREREFRERZTE
B, 2ERNHANBER-FRSELE , BREEECRIAREFEHIR,

1. EEERHAGERNENELS , ERRE RARERREEE.
2. EEBMERHBREIETRIVRSTIREEEER MRS,

AWS CLI

LA 7RI BR T 20faI4E AWS CLI £ f start-image-pipeline-execution B85 FH B EBREE.
BTG , EESNER S BHRE,

aws imagebuilder start-image-pipeline-execution --image-pipeline-arn
arn:aws:imagebuilder:us-west-2:111122223333:image-pipeline/my-example-pipeline

EERHEETEREERAEBNTRR , FSREN TR,
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f£ EC2 Image Builder i/ cron &iE X

£/ EC2 Image Builder #J cron xR KR ERTEIE O A RIFREG , (EHER TEEEMREMAH
WEF. EEBERIFHETEEOMNETE cron REXFIREBHNBEIFF . ERILTE cron Rk X HFaTEHE
BENDH, ENEENEUEFBRNBEIRZEIET.

B ARRFRE/LR KA — 5 #r et R F R S 8B TT 1E 1T

(® Note

BUBRT , Cron RAEXEABADFRE (UTC) X , EETUEENKX, B UTC &Y
HNESESURBEEREHTENXNREEE  FEANXES-2 K%K,

BHRERMRT Cron RIAXZIFHNE

EC2 Image Builder £ /SN AEZEA K cron B BNFEEREA—NERSHMOFZERBEF ,
RBENSREMER

<Minute> <Hour> <Day> <Month> <Day of the week> <Year>

TRYETHER cron B XEFNE,

Cron RIAAZIFWE

FEB (=] BEAF

palkcit 0-59 =

NN 0-23 =

X 1-31 , - *?2 /LW
H 1-12 = jan-dec , - * /
—E2HWFRH AT, 1-7 = sun-sat , - *? L #
=3 1970-2199 ;= =/
BEAF
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RAriEmE

T &R#EE Image Builder ZN{A# cron RKEXPEHBEL. FidlE , EEEENHENEZE , &%

AREFE— o R e,

Cron RIEX ZIFH BB AF

BEA

EEPU

, (25 ) BEFOSHME, EFERD
jan,feb,mar FEE January, February #
March,

-(BYRES ) BEMRATEERE. £ B"FR
., 1-151-15 FaESEEA G 1-15 B

Y (EF) BRI RFRNIEERE.

?(H5) BREAATEEFRERRTHMIR
B, XXF “B” M “D” ay-of-week FE , ¥IE
—NRTEFMETRENE (*) i, Z— A=
a?. THERIRIEERE., Bl , WREE “R”
FRITEA a( EHANELRETHE) |
M| D ay-of-week U EXMNEBE a 2o

[ (ERMT ) BENATEEEE. flw, MR
LHREBR—RETHE  FE'B"FRPEA
*/2

F—B"FRPN L BRENREERE—
X :28-31" RRAMNERR—X , EFEURT
At REEHR'RR—ABAPHNZRRE—X,

D ay-of-month ZEHH W BE/FEEIER.
% D ay-of-month FEBHF , IREEZRIRA—
MEFW , R REERFFEZRNITHERE
N EBHR. Bl , WMREIEE 3w, NFLEENY
BERBEELZASE=RNIERIEMT,

# (hash) R ATHATEHUFE , HEEEL
MBE—NMNTF 185 2ENHF. ZBFEE
THEAGHWM/LAZTSESTHE, il , MR

BBAEMREP Cron RBXZFHHE
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BEARF DU
BHEEEBNMNANE-NEHRAETHE | HE
A fri#2 AT EHIUF K,

B 51

- BAREEER— cron RIXAXHIEE D ay-of-month F D ay-of-week FE, MREBEHP —NFERHIE
ETE* (H—N*) , USRES—NFEBPEA 272,

© IXEFFENERRT —2#H Cron RixH,

£ EC2 Image Builder F#Y cron &&= R~ 41

£ Image Builder %4 5 AR Cron RER 5 API = CLI AR Cron RERXFE, EEEFR
Bl , BIEFEER T ENETF,

Image Builder console
BTRRGIERT AT AERH & P AEITRIB cron RIXR. UTC BHEER 24 et HIIEE,
X L4 10:00 (UTC) i=1T
0 10 * * ? *

FRXETH 12:15 (UTC) ia1T

15 12 * * ? *

UTC Bt EIBXRFRIZIT

00 * * P %

BAMIYER L4 10:00 (UTC) 1217
0 10 ? * 2-6 *

BMNIEBRKR L 6 R (UTC) B1T

© 18 ? * mon-fri *

1£ EC2 Image Builder F#9 cron ik = R4l 389
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S A% 1 XL 8:00 (UTC) iE1T

081 *7?*
FNMANE-NEH "KL 10:30 (UTC ) iE1T

30 22 ? * tue#2 *

® Tip
NREBFFLEEBELEESTHEKBEZ-X , EFHEREREF AR EEFEEREZERE
Ao
API/CLI

UTRBIERT AEAERA CLI T APl R AMEITRIF cron RIZK., XETR cron KX,
X L4 10:00 (UTC) i=1T
cron(@ 10 * * ? *)
FRXETH 12:15 (UTC) iE1T
cron(15 12 * * ? *)

UTC BEIBXFRIEIT

cron(@ @ * * ? *)
SAMNI¥EH 4 10:00 (UTC) 4T
cron(@ 10 ? * 2-6 *)
ENIHERKR L 6 & (UTC) E1T
cron(@ 18 ? * mon-fri *)
BA%E 1 XEHF 8:.00 (UTC) iE1T

cron(@ 8 1 * ? *)

1£ EC2 Image Builder F#9 cron ik = R4l 390
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SNANBE=-AEH=K L 10:30 (UTC ) 5517

cron(30 22 ? * tue#2 *)

® Tip
NREBFFLEEBHELEESTHEKIEZX , FHEEREF AR EEEEREZERE
A,

EC2 Image Builder 4y rate FRIAZ

Rate RIEAXERIRITRIEHMNEE3) , RAEREEE L ITRET.

Het

Rate REXERNLFEFR. EFBRAZBD R,
Bk

rate(value unit)

value

IE#,
By

NEEA, FETENEMY , flI, X TFE 153 minute ; ¥ TFATF 1 BE 1 A minutes,

BME : minute | minutes | hour | hours | day | days

PR %1
MREET 1, WRENAMNER, B, NTFRF 1WE , BEUSTMAER, HlM, rate(l
hours) # rate(5 hour) T3 , {8 rate(1l hour) M rate(5 hours) EX.

# Image Builder E&H {£H EventBridge M NI

kB EMEEUFIRS AR JLFRmT i AWS FR & HiElAmazon EventBridge 5&E3) B4k, &k 7] LA
E£REENEH , ANEHANEECHWRARERF XEE EventBridge. BB &L ERAMNKREENEH
IR B B4k,

Rate &A= 391
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Image Builder & & 8] Fi{E EventBridge #LM B4 , XEWREZ AT LURIE N MR B4 E B4 MAIEMN
N HIZ 1T X2 1T Image Builder B8,

A% Image Builder K X BN RS EREH M E EventBridge , 15 M Image Builder £3A =4

/BNO

(® Note
EHELERBETENXEN. AN ERSHN T F— X,

AE

« EventBridge &5k

- &% Image Builder Ei&H# EventBridge FNI
 {# EventBridge MM ZHEE 2

EventBridge &
AP EBEREBHE |, WHBIE T B[ EventBridge 5 Image Builder Bi& 5% Ko
=4

HRIF R AR — MRS NN ARFTRNEL, TRALRE AWS I35, SaaS SHEKHR
SHNAERF WA NUREN —PMNARFIRS . & EREL LRETHINSEHRF,

SEHEL

BEYCRENARFNERSNEHRIENEE,
SRIR

HEAREINEHELNRSBNAER
B #R

—fRRFIRR , EEEMNET EventBridge BA , FETEMNEH4ZIEE B 7.
A

A B TR AL AB4 R EBR BT B TAE, —FANAUE N BHRERZNER , R
EXELEBRRFAFITET. ANELETEHERX , ELETITX.

EventBridge %5k 392
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B3

EHEAENEHERAANTENFE , LS5 BirERE.
gl
THRIFNE TR P HRATRME |, BIAEZE1T Image Builder EBEBNFERIFREG, BRIMEINIT
XFRER :
 Cron RiIEX — EA TR AZAR cron IHECESENAESMS ; Sl , BFEREBH
B1T. BEANFEESERNEN  SINEEEEBANELRER 2 REER 4 RZEE1T.
« rate RAX-EEFABARREERR , flanE 12 P —IK

& & Image Builder Ei&HR EventBridge M N

Image Builder Image &&1¥ 4115 & WE + #EventBridge MN3%1F & 7R EventBridge ZHI MK A
BRNEHLEL , UEREATYNEENFIEE4EEAN, AT FiEEEEET AT ORI RN
EventBridge ##| &

4323 EventBridge 1#| & HVIRIE

- BIBEEHEL
- BIEMN

E 7 E %S5 EventBridge , 524 Amazon EventBridge AFEEFHNUTE-E,

- L ENS# EventBridge
I 53 EventBridge &z B+
- 5% EventBridge S&E3h

- 5 EventBridge N

£ EventBridge M NI ZHE & B2

EARRGIF , BAIEA rate REXAMIASHELEETHAOIUTRIMM, LROIFHANE 900 RES
HEL EER—IEH. ZEHEHEENEURFTESK,

1. FTFALTF https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder 2 #1545

2. BEFEENKF, TOENREEEXR , BMNEMERTERREEE,

& & Image Builder Ei&H# EventBridge N 393


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://console.aws.amazon.com/imagebuilder/
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@® Note
MEEEIRTEETECNRN A HMRGERWIE RS , B AMI = Docker.

3. EEFWAGESINFEEE , FAREEREE, IFHTTEENFANE,

® Note
BHEALEREBEMZANE , AREREEFHESR.

$TFF “EventBridge HLMI” I+,

REEESHLLERFPMEERENRIASHLEL,

EFREMN, X T & AT S# EventBridge ##1 A A A2 M N TTHE,
AN A B HRFER. ANBMEMEXSNS4 &P AAMZHE—H,
EENEXNERF , EFITIEDR, XFERFAEKR , 8 NEIEESR T Fixed rate every,
EE—MEFHA 90 , RAEMNTHFIFRFPEEDays.

10. FEEFEARERPRITUAT®RAE

© © N o 0o &

a. MB#R THFIZKRHIERE EC2 Image Builder
b. ZEFHNMATF Image Builder & , EBMNREEB TR HIXRFIEFRBEREE,
c. EventBridge EENRFEBHFIEEENHE, EUHRHFT , RENUBERRLUBRFHAE
fY BRTAIE T
d. 1%£$#% Add targets
11. #%#® Create ( 812 ) ,

® Note
EHATHEARHH RS RN FRRAXMANRE , 1557 Amazon EventBridge flF7 #5EI
M BRERIE,

£ EventBridge MM L HEE 394


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions

EC2 Image Builder ArfEm

= mA RS E R E EC2 Image Builder F

EC2 Image Builder SEftt AWS RS MARBFER , AIHBERGEEAR, T2 EEITEV RS,
AWS Marketplace

=
J<on

Image Builder B2 5 AT LA& H 3R B AWS Marketplace Image Builder £ EHGHERG~ @ , UIRHE]
R AN ThEE , WA

« AWS Marketplace B 7= m-E AR BWE F 7= m AWS Marketplace N EL A FHEM B |, LUA
BALFRAE | HII0 CIS Hardeningo M Image Builder #2#1 & I E H 8 , B LUMIREIT BT
%, WA BAM AWS Marketplace R E= M. BT Image Builder API, CLI 5 SDK 4
BE A, B LIS EBET M Amazon BIREZ R (ARN) 1B ERtBR &,

- AWSTOE A#4-BER S PIEENEMFTURTERMNIRIRE |, 0, ZRRGESINTEAY
WiF, M AWS Marketplace 1T R R LG~ R ARSI ENERSPEANEELAH. CIS
Hardened BM&E2 & —MNIEEHY AWSTOE A4 | B A LUER 5 1 A iZA A RBHINIT CIS EASE
1 RIBSHES

(@ Note
BREAEXFENESEE , BSH EA TEN Image Builder UG &7~ o

e

Image Builder L THA AWS RS £/ , TREFMANEHER,. BRIERMERE, EETHE
EREES ., MRBRGHERNIURBREESHEMNCIZES,

« AWS CloudTrail— ¥ # & AF|# Image Builder E# CloudTrail, HXHEZ{E L CloudTrail , 5%
BE 1+ 42 AWS CloudTrail ? £ AWS CloudTrail AF /) .,

« Amazon CloudWatch A& — ¥5#%, F# MG EEMN Image Builder B EX#F, BIETLUERFHE
R17E) S3 7M. B> CloudWatch BENEZELR |, ES R L2 Amazon CloudWatch B & ?
1£ Amazon CloudWatch BERFiE/EY,

« Amazon EventBridge — Connect 3%k B &K F° # Image Builder SEZI IS EHHER. Bx
#E % (S B EventBridge , 2@ Amazon 214 EventBridge ? £ (I i EventBridge A5
M) #.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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+ Amazon Inspector - X B 31134 Image Builder £ &SI ETF 3189 EC2 MiRZH , KT

HRMZREFHIFM. Image Builder 2R 17 HREGFR R AERI , UESR T AENHKHIL
IEERHTRAENEE, BXABNENNESELR , H5H Amazon Inspector AFIEEHFMNTALE
Amazon Inspector ?

MREEE 7B , Amazon Inspector L AT LA IR ECR T E, BXEZER |, 55H
Amazon Inspector A F1EE P Amazon ECR Bz &,

® Note

Amazon Inspector £ —I{J 22 Ihae,

AWS Marketplace — B E &4 51H AWS Marketplace = miTE5I& , HEH#EM Image Builder F18
RBEF R, B UERABIT RN RE ™ BER Image Builder B AR ERBR G, HXEE AWS
Marketplace iT RN EZEER , 525 (AWS Marketplace EFRIEF) o

Amazon Simple Notification Service (Amazon SNS) — IR BB E , BN EX BN REGIRSHE
MH B X AEEITHA SNS EBH, B Amazon SNS WEZEER |, i55® (Amazon Simple
Notification Service FF &K A R1EFE) H Y+ 4= Amazon SNS ?

FRANESEKRER

AWS CloudTrail £ Image Builder # &R
£ Image Builder FERIL Si# CloudWatch A&
I 5#h7E Image Builder F#9 EventBridge &5

Image Builder 1 #J Amazon Inspector £ X

AWS Marketplace #£ Image Builder 5K

Image Builder F1#9 Amazon SNS £
& A T &/ Image Builder BMEHY & H17= @

AWS CloudTrail £ Image Builder F1 &

RS X 3% AWS CloudTrail, CloudTrail  —IiZFK&/ AWS FEIY AWS Tk HF B EXEE R E
Amazon S3 FERNIRS. B HWENE R CloudTrail , £ 0 LAHE 5 ZhE BFLEE R & H AWS

Ak

5. ER2BUERRN, FAEEN , %, HX5 Image Builder CloudTrail SN ESER , 5

% {5 Fjid 3% EC2 Image Builder API i AWS CloudTrail,
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https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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ETHEZELR CloudTrail , 8FENMHEFBNEXR ALY |, FSFEAWS CloudTrail AFiER,

7 Image Builder FERK I 5# CloudWatch B &

CloudWatch BMIAMEIR T , BEXFLTHERE, EHEERES , BE2REERM L, ARNER
#| CloudWatch B&o muzéewsez BT, KB M BRSE 61 B &

4 K B R ARR L5 E Image Builder CloudWatch BEAH#ITHRAEH -

LogGroup:
/aws/imagebuildexr/ImageName

LogStream (x.x.x/x):

ImageVersion/ImageBuildVersion

&0 LUB IS i BR 5 321 B B SR R BRAY LA TR BR SR iE#2IR 1 CloudWatch B &R 5o

"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/imagebuilder/*"

N FERWMELERR |, LA LUEA AWS Systems Manager Run Command i&1TE X B ap & FBIA,
BEXxEZEE |, B2 EC2 Image Builder #FEHEER,

I & 4E Image Builder A #9 EventBridge 5/

Amazon EventBridge R —MITLIRFIR/EHLLRS , B LA EREREEN Image Builder NFATE
FEHM AWS RSN AR FHHEXEIE. f£9 EventBridge , ML CEE AN SEHHRELIEB B IR
HITHIE, —FANFALUF—NEHREFZSANER , REXEEHHITIEIT.

Amazon CloudWatch BH& 397


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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f& EventBridgeB , AT LLEZHIT AWS RS H B MNREEH , SINNARERF T AERERE
REHR. KB AWS RS B4 UL FSKEY EventBridge M5 RAZIE ], BATLUREXEZ ABH M
RBIBAB B RAERIHN, fFlgn | & EC2 SKHIRVRSMNFALEL N EFEEBITR |, @ Lambda BREURIESE
fro XERMAER, BEETEHEXGEMNN , BZH EventBridge (W5 # EventBridge 18
F) PR BIEN S R SR IS EA N,

"] B3 AR AV IRE R

- AA—1 AWS Lambda B

- A Amazon EC2 Run Command

« FEHPYE Amazon Kinesis Data Streams
« BUE AWS Step Functions JRA#HL

- JBA Amazon SNS &=, Amazon SQS RA %l

IR AN BRINEH L REREAN , FEEBHHITRIE , Hl20Z1T Image Builder EEUEZER
F—RmG. ERAPEBENITRIRER !
« cron ®IAX — LAT cron RIER R ESRHEESXRFF (UTC+0) 21T :

cron(@ 12 * * ? *)

BHXH cron RERXEBSFEANEZEE EventBridge , i§2 59 A mazon EventBridge A {55 &
# Cron &&=,

o rate RIEX — LT rate RIEXRHIFESZHERNE 12 PIRIEIT—IX -

rate(12 hour)

BXREFREABRRIEXNEZEE EventBridge , 5% Amazon EventBridge A F 18R R #Y 25 3£
xR,

B X EventBridge MM {A & Image Builder BEEBEKNEZEE , 1S HE Image Builder EE
f{F F EventBridge HL1,

Image Builder KiZHEHHE

¥ Image Builder BRIVIRZS X £ E K31t EventBridge B , Image Builder 2 E X IXEHHE, #l
m, YEGHRASEET LA, LTRHIETRT Image Builder ATRER XK EL A JSON EHHEE,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-cron-expressions
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-cron-expressions
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-rate-expressions
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EC2 Image Builder BRGIRSE X

ERGUESEY , YRBERRMRESKZEZNA , Image Builder 2 ZIENEH, Hlan , HRBK
BSMN—HREZEN S —FRSE , TR :

« M building &l testing

- M testing E distribution

« M testing % failed

« M integrating % available

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder Image State Change",
"source": "aws.imagebuilder",
"account": "111122223333",
"time": "2024-01-18T17:50:56Z",
"region": "us-west-2",
"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image/
cmkencryptedworkflowtest-alb2c3d4-5678-90ab-cdef-EXAMPLE22222/1.0.0/1"],
"detail": {
"previous-state": {
"status": "TESTING"
.
"state": {
"status": "AVAILABLE"

¥MF EC2 Image Builder CVE

MRENEBBAT CVERN , NEHEREHMTHE , Image Builder B2 RIE—RBELERMN

Nl
BN
/He~o

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder CVE Detected",
"source": "aws.imagebuilder",

"account": "111122223333",

"time": "2023-03-01T16:59:09Z",

Image Builder X ZHE4EE 399
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"region": "us-east-1",
"resources": [

"arn:aws:imagebuilder:us-east-1:111122223333:image/test-image/1.0.0/1",

"arn:aws:imagebuilder:us-east-1:111122223333:image-pipeline/test-pipeline"
1,

"detail": {
"resource-id": "i-1234567890abcdef0",
"finding-severity-counts": {
"all": O,
"critical": O,
"high": 0,
"medium": 0

EC2 Image Builder TERRESRIEESF

HWaitForActionTERBIREEFEUAESFIRIETHRAE , Image Builder 2 K32 —FEE.

"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "EC2 Image Builder Workflow Step Waiting",
"source": "aws.imagebuilder",

"account": "111122223333",

"time": "2024-01-18T16:54:447Z",

"region": "us-west-2",

"resources": ["arn:aws:imagebuilder:us-west-2:111122223333:image/

workflowstepwaitforactionwithvalidsnstopictest-alb2c3d4-5678-90ab-cdef -
EXAMPLE22222/1.0.0/1", "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
build-workflow-alb2c3d4-5678-90ab-cdef-EXAMPLE33333/1.0.0/1"],
"detail": {
"workflow-execution-id": "wf-alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"workflow-step-execution-id": "step-alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"workflow-step-name": "TestAutoSNSStop"

Image Builder X ZHE4EE 400
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Image Builder F &Y Amazon Inspector £

HIEEM Amazon Inspector BUER £ RN , ELFETHMEKS, PRVITEN RGN EEEZ TR
Bl DERBERGNERIESHFE. NRBE , WREHEFEZIHIT , Image Builder AT A&
IR GRSl Yy E R DRI, Amazon Inspector 2 — T F2BRSS o

% Amazon Inspector KB HHFEMEZERFENREN , CLFXEA T

. BASERERI,
C ELERNFENE., FEMTRNRARTI%  UBHEBERERANK LR , HOEUTE :
. P
. B
.
.

ot

- EX
- REAXRBAERIANESR , ARKEDHEMARRNERURNESFAER.
- BENRES  BPEBRRSBOAERINRE,

BEEREHHE

MBEENBESHIKFBUET Amazon Inspector , Amazon Inspector & B 31133 Image Builder B3
) EC2 £fl , AREMN LI MG, EHEFTN ISP , XEFNETABRRE , eMWBEER
NBEXEXLERFIXARBIETH., N THBEBAENESHRENRELRIN , Image Builder AT A
£ Amazon Inspector EHERNEEAENHEH] LRI EMBERARENRE,

BEHENEEREZSAE , HS £5 5 Image Builder B & B % £ AWS Management
Console,

EELREPFERI

£ Image Builder ##| & H , BRI LUEHREEFFTE Image Builder #RHNELZERAERN, BAUERSE
BRI RZLRAERINNTELEERERERN , Lt URKE. REEEIMREXN BAELIFHT
PH. BHAERAETHMERLRERN, ELXLBAEAIEMNHEEERRE RENEEHRIN
AEXNBE, BEXEZEE , SR E£HEE Image Builder B&H %2 %I AWS Management

Console,

Amazon Inspector 401
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E T B X Amazon Inspector ARELXNNEZEE. , S H Amazon Inspector AFIEEFHN T
f# Amazon Inspector FHYIFE X,

AWS Marketplace £ Image Builder & X

AWS Marketplace 2 — MEOLRIWBFE R , BOUNEHPERMITRE=ZF M. BEMRS ,
XERMG, BEARSTHBEHEFTRLSERNBRER, AWS Marketplace JSLE T2 & 475K
IEERAEMESR , URREBETE, WK, T, VSEISARINRGEEE,

AWS Marketplace SRR A LRI SRR (1SV), 248 , L2 IR HERT AWS =@M
RSN Ao HEFRER™ M AWS Marketplace , i1 E L= RN AR ERAZRIEZ G, X
KEZEN , URABRMIEENRRMNEZYSF. ETHEZEE AWS Marketplace , BSR4 2 AWS
Marketplace ?

(® Note

BIE” MR EAIUHEZ AWS Data Exchange B EXR, BXxEZER , 5 H AWS Data
Exchange f F#ERFHI1E AWS Data Exchange IR EHE™ R,

AWS Marketplace &5 Hh &g

Image Builder AWS Marketplace 555 , AIE$#ZM Image Builder 12 &I &AL T IHEE

- BRPTHWERBE® AWS Marketplace.
« BEEYH AWS Marketplace B~ @iT &5 &K.
« {£H AWS Marketplace B 7= m#EN Image Builder B2 S I ERE o

3 F @ EXBK AWS Task Orchestrator and Executor (AWSTOE) A= @ , BRI ERH & UK
API, SDK M CLI it ~=mAiAE. AXEZER , B2 5 AWSTOE 4#.

B AWS Marketplace Image Builder #2#| & & E K 7~ m

Image Builder S8 , AWS Marketplace AT E#M Image Builder % & BIAWS Marketplace s X
ERENEFZRITE. BHaETRETF Image Builder #2451 A H1ER TMREG = RREER AWS
Marketplace BR1&7™= @

AWS Marketplace 402


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
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https://docs.aws.amazon.com/marketplace/latest/userguide/providing-data-sets.html
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ZE M | AWS Marketplace mage Builder #2#| & P EHRE ™ m , BREUTIRIRE .

1. $TFLTF https://console.aws.amazon.com/imagebuilder/#y EC2 Image Builder $##| &
2. TESMBE®KD , EEFE AWS Marketplace &% F HYBRI& 7 fo

3. MEFEMIEHERTHETFEENFFETHANREGERNBEE , WA AWS Marketplace
T 8 RBRE = o

Image Builder £X17= & AWS Marketplace # 1T IE , N EKMIELE A BLAE Image Builder Bt 5
REANIEEEG L. BX5 Image Builder AWS Marketplace EHNEZER , BARELEE
EENANBHCEERNIETF,

AWS Marketplace

ZOETFEEFWANER. EMARICERERATASBBEHEERAERETHANTm. G0
MEBRFEERER T HFESHESRANm , ERET B~ RBHRHTERNEI

its
UTFHRRERT TN A T~ miB R LN FERRMS

« BE-AHZSNTmRF , FIMNEMIRERAGHIRFET
« NENREG mIERRERSE , RENBEREREFALREME~m , H1A0 AllLinux/

Unixo
c BE-ANHSNINREERERETHET M. EREREMMEE | UE R RS EFTNAT
BERUHNABRTE,
® Note

AN EBEMRTRFEBINFER. WREERRFENRKHE , bW Center for
Internet Security , AIAEMERHEXNFEMEBVEREPMAEZIN—
o, MZIEBMBPEHR | tbil CIS TREFTEFELEENLER,

18t 7] LUR TN 58 & & B o

HIEFHETMENDIET, BN ENERFLFMENFTEHMERNER, BERTLER
fh = @ Al £ AWS Marketplace , HULARATLATEIEVMZ | HRBIVRAEEAYZR 75 BY AT B 14 RhH8
Ko

ER~m

&3id AWS Marketplace Image Builder 2 & & EHRE A ™~ & 403
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BERENERFE"m , B ELERTBHEREPWABHH -2, M mERH
BEUATHARFE

s FRABHMEBIR, X EEEERET AWS Marketplace 7 mi¥1E N HE. FHAE BRI
NS IETF R IT I, MR EAETE Image Builder Bt J5 6 ARG, W AT LAM EAL
THZMEGB=m. BXEZER |, 55 AWS Marketplace ERIER YW E ™= fo

MREEHRITH T BE= 5 AWS Marketplace , & 41#2 B ¥ 25 #Y Image Builder i1
+ , RAERFETHNBR=RIRUAH#ITES,

® Note
AIREEE Lo sPatE | 1T B B4,

« X EEH. THEED TN HREIFIEE AWS Marketplace, LB REE R ¥ 85 B LT+
RITHEmEIFERE,

« FmhRA.

- BMRER , UREREIED AWS MarketplaceH 7= RiFERHKREH 2 M 5E, FHAEETHE
FHE X 38 SR RV FR TR R 4T I

- FmERNEILT.

ERFENETS , INBIENERFETSOER | URYERT RELERNTFL T
£, EULEAERAMNEERARBZRESAE TN RYE , A RBNATE RN
FFIRRF, S&E AT LAER 70 TR R B R4 R o

Subscriptions

WEFE R T BERITHRNEEERB AWS Marketplace?l&k, BMTRN~@EE RAT
HAEE :

- FmBEM. XEEETPNERIFIEIRE AWS Marketplace, &iT ™~ @I~ RiFHE RN
e BRI BRI+ 4T 7

« XEEH. THEEDFMNHREIFIEE AWS Marketplace, LB REE R ¥ 85 1 T E T+
RITA R AmEFERE,

° E:iTlEIF FIEIH&ZIKO

- MBEHITEN~ P EEREKAH |, Image Builder £ 2 RIE[ME1Z AWSTOE AHFMAEEN
HERE,

&3id AWS Marketplace Image Builder 2 & & EHRE A ™~ & 404


https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-subscribing-to-products.html
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ERERE , SRURENERGE M , BT AERS A RTBRSER. EEAITHE
K= mAE RN I 5 BRI |, HRBRITHN ™ R EREFRES. RIABRT , Image
Builder 2T Stk F IR PR E — 1= mo

® Note

MREEFTHNFTRN>m , BEREIRPEEZ ™ m , FERIET-F NI R R
HREIFBRER, MTRAATRFE/LDHS 2EIIRFETR,

£ AWS Marketplace Image Builder Bi&FFHA R H 7 m

# Image Builder %18 5 , BRI B MM 5 NE T 1T RVBREG m eI 2HTRYRERE 5 .

1. BRI MR B~ mREFE , WTFAR

1.
2
3
4.
5

6.
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ITF L F https://console.aws.amazon.com/imagebuilder/#9 EC2 Image Builder &l &
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® Note
MREBHE A~ @mITHEEE AWSTOE WEAH , M UMHEAHFIRFERZAG. N
HHFAEELBHRDER Third party managed BIAI&EE, NREN~RITHEE
AWSTOE MR A4 |, HRBEN XA 45 RER NS BRI 1TIRE,

Image Builder F#Y Amazon SNS £

Amazon Simple Notification Service (Amazon SNS) 2 —MEERS , BHMNEHFEREITRE (R
NOEENERE ) WRSEELH.

BRI EEMIREEETEE SNS £, HECIZMETESITEIER , Image Builder AJEA[1Z E &
EHBRENRERSHEAHES . HRERBAZUTRESZ—8 , Image Builder & &% —%&3H

B .

BN .

 AVAILABLE
 FAILED

B XK E Image Builder #9 SNS JHEE R , 155 H SNS JHEEHKN, MREEECIZEFHA SNS =& |
#EZ % Amazon Simple Notification Service FF & A R #5FAHY Amazon SNS Al

EMNEHN SNS =&

WMREH SNS EEEMNE , MATE AWS KMS key KEEHF R F Image Builder RS A BHITUTER
YERI AR -

* kms:Decrypt

* kms:GenerateDataKey
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® Note

IR SNS EREEMNE , MANE bt F By 4R X401 T Image Builder fRS5E TR K
®, Image Builder FTo3& £ A H A IK 7 Z4A# T INZEH SNS TR KIEBEH,

KMS %40 SR B A 0 = 41

LT REIERT ERINE KMS Z4ARBIFNIE D . F Amazon BIEBF (ARN) A FEE X822
Image Builder BR1&A Image Builder TEZBI K T 812 IAM RSMHEXAE®, ETHEX Image
Builder WIRSZHEX<BEMNEZEE , SR £ A EC2 Image Builder B RFSHEX A E,

{
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/aws-service-role/
imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

]
}

&R LAE A AT H AP — R 75 3£ RIREX ARN,
AWS Management Console

EMHFIREL Image Builder FTEEH K - T RIZHRFZHEX A EH ARN AWS Management
Console , BEHITUT LI -

1. @XM https://console.aws.amazon.com/iam/ TF 1AM &1 &,

2. EEMSHMBERED , %F Roles (A ),

3. # 3% ImageBuilder ANERHEFRUTAERSE
R : AWSServiceRoleForImageBuilder, WFFERAGIFIERE,

4. ERF ARN EFIZBINEHR , iHiEF ARN A FREZL M ER.
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AWS CLI

EMHIREX Image Builder E&MIKF~ T RIZMARSHEXAEK ARN AWS CLI, HERIN T AR EA
IAM get- role T

aws iam get-role --role-name AWSServiceRoleForImageBuilder

B il
{
"Role": {
"Path": "/aws-service-role/imagebuilder.amazonaws.com/",
"RoleName": "AWSServiceRoleForImageBuilder",

"Arn": "arn:aws:iam::123456789012:role/aws-service-role/

imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder",

SNS JHER&I

# Image Builder [@##) Amazon SNS FREKRMEEG , 1T ZEBHN H MRS AT LA E B A8t
FEABEERERSH —SRENIRE, 0, RIES TSI EH AWS Systems Manager
SRIFHE AR E AMI B ABEAEN R THERENES,

LT RHIERT Image Builder ZEEBHMEZITETARN K MWERESH JSON gk , HoIET —4
Linux AR,

"versionlessArn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-linux-
image",

"semver": 1237940039285380274899124227,

"arn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-1linux-
image/1.0.0/3",

"name": "example-linux-image",

"version": "1.0.0",

"type": "AMI",

"buildVersion": 3,

"state": {

"status": "AVAILABLE"

}I
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"platform": "Linux",
"imageRecipe": {

"arn": "arn:aws:imagebuilder:us-west-1:123456789012:image-recipe/example-linux-
image/1.0.0",
"name": "amjule-barebones-linux",
"version": "1.0.0",
"components": [
{
"componentArn": "arn:aws:imagebuilder:us-west-1:123456789012:component/update-
linux/1.0.2/1"
}
1,
"platform": "Linux",
"parentImage": "arn:aws:imagebuilder:us-west-1:987654321098:image/amazon-linux-2-

x86/2022.6.14/1",
"blockDeviceMappings": [

{
"deviceName": "/dev/xvda",
"ebs": {
"encrypted": false,
"deleteOnTermination": true,
"volumeSize": 8,
"volumeType": '"gp2"
}
}
1,
"dateCreated": "Feb 24, 2021 12:31:54 AM",
"tags": {
"internalId": "1a234567-8901-2345-bcd6-ef7890123456",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:image-recipe/example-
linux-image/1.0.0"
.
"workingDirectory": "/tmp",
"accountId": "462045008730"
},
"sourcePipelineArn": "arn:aws:imagebuilder:us-west-1:123456789012:image-pipeline/

example-linux-pipeline",
"infrastructureConfiguration": {
" "arn:aws:imagebuilder:us-west-1:123456789012:infrastructure-configuration/
example-linux-infra-config-uswestl",

arn :

"name": "example-linux-infra-config-uswestl",
"instanceProfileName": "example-linux-ib-baseline-admin",
"tags": {

"internalld": "234abc56-d789-0123-a4e5-6b789d012c34",
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"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:infrastructure-
configuration/example-linux-infra-config-uswestl"
1,
"logging": {
"s3Logs": {
"s3BucketName": "12345-example-linux-testbucket-uswestl"
}
I
"keyPair": "example-linux-key-pair-uswestl",
"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-1:123456789012:example-linux-ibnotices-
uswestl",
"dateCreated": "Feb 24, 2021 12:31:55 AM",
"accountId": "123456789012"
1,
"imageTestsConfigurationDocument": {
"imageTestsEnabled": true,
"timeoutMinutes": 720
1,
"distributionConfiguration": {
" "arn:aws:imagebuilder:us-west-1:123456789012:distribution-configuration/
example-linux-distribution",
"name": "example-linux-distribution",
"dateCreated": "Feb 24, 2021 12:31:56 AM",
"distributions": [
{
"region": "us-west-1",
"amiDistributionConfiguration": {3}

}

arn :

1,
"tags": {
"internalId": "345abc67-8910-12d3-4ef5-67a8b90cl2de",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:distribution-
configuration/example-linux-distribution"
1,
"accountId": "123456789012"
1,
"dateCreated": "Jul 28, 2022 1:13:45 AM",
"outputResources": {
"amis": [
{
"region": "us-west-1",
"image": "ami-0Qla23bc4def5a6789",
"name": "example-linux-image 2022-07-28TQ1-14-17.416Z",
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"accountId": "123456789012"

]
.
"buildExecutionId": "ab@cdl2e-34fa-5678-b901-2c3456d789e0",
"testExecutionId": "6a7b8901-cdef-234a-56b7-8cd89ef01234",
"distributionJobId": "1f234567-8abc-9d0e-1234-fa56b7c890de",
"integrationJobId": "432109b8-afe7-6dc5-4321-0ba98f7654e3",
"accountId": "123456789012",
"osVersion": "Amazon Linux 2",
"enhancedImageMetadataEnabled": true,
"buildType": "USER_INITIATED",

"tags": {
"internalld": "901e234f-a567-89bc-0123-d4e567f89a01",
"resourceArn": "arn:aws:imagebuilder:us-west-1:123456789012:image/example-1linux-
image/1.0.0/3"

}

UTRBIERT Image Builder 9 Linux HREEYE B E K KM & 70 KV B ELH 28 JSON &k,

"versionlessArn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-
image",
"semver": 1237940039285380274899124231,

arn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-image/1.0.0/7",
"name": "My Example Image",
"version": "1.0.0",

Iltypell: IIAMIII’
"buildVersion": 7,

"state": {

"status": "FAILED",

"reason": "Image Failure reason."
}
"platform": "Linux",

"imageRecipe": {

"arn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-example-
image/1.0.0",

"name": "My Example Image",

"version": "1.0.0",

"description": "Testing Image recipe",

"components": [

{
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"componentArn": "arn:aws:imagebuilder:us-west-2:123456789012:component/my-
example-image-component/1.0.0/1"
}
1,
"platform": "Linux",

"parentImage": "ami-0cd12345db678d90f",
"dateCreated": "Jun 21, 2022 11:36:14 PM",

"tags": {
"internalId": "1a234567-8901-2345-bcd6-ef7890123456",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-image/1.0.0"
I
"accountId": "123456789012"
I
"sourcePipelineArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-pipeline/my-

example-image-pipeline",
"infrastructureConfiguration": {

"arn": "arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-configuration/
my-example-infra-config",

"name": "SNS topic Infra config",
"description": "An example that will retain instances of failed builds",
"instanceTypes": [
"t2.micro"
1,
"instanceProfileName": "EC2InstanceProfileForImageBuilder",
"tags": {
"internalId": "234abc56-d789-0123-a4e5-6b789d012c34",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:infrastructure-
configuration/my-example-infra-config"
I

"terminateInstanceOnFailure": true,
"snsTopicArn": "arn:aws:sns:us-west-2:123456789012:example-pipeline-notification-
topic",
"dateCreated": "Jul 5, 2022 7:31:53 PM",
"accountId": "123456789012"
I
"imageTestsConfigurationDocument": {
"imageTestsEnabled": true,
"timeoutMinutes": 720

I
"distributionConfiguration": {
"arn": "arn:aws:imagebuilder:us-west-2:123456789012:distribution-configuration/my-
example-distribution-config",
"name": "New distribution config",
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"dateCreated": "Dec 3, 2021 9:24:22 PM",
"distributions": [
{
"region": "us-west-2",
"amiDistributionConfiguration": {3},
"fastLaunchConfigurations": [
{
"enabled": true,
"snapshotConfiguration": {
"targetResourceCount": 2
},
"maxParallellLaunches": 2,
"launchTemplate": {
"launchTemplateId": "1t-01234567890"

+
"accountId": "123456789012"

}
1,
"tags": {
"internalIld": "l1fecd23a-4f56-7f89-01e2-345678abbe90",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:distribution-
configuration/my-example-distribution-config"
},
"accountId": "123456789012"
},
"dateCreated": "Jul 5, 2022 7:40:15 PM",
"outputResources": {
"amis": []
},
"accountId": "123456789012",
"enhancedImageMetadataEnabled": true,
"buildType": "SCHEDULED",

"tags": {
"internalld": "456c78b9-0el2-3f45-afb6-7e89b0f1la23b",
"resourceArn": "arn:aws:imagebuilder:us-west-2:123456789012:image/my-example-
image/1.0.0/7"

}
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E TR FFTNER , 2 AWSKMS UBE AN LETXHAEREN, RESBERENLTXXR
#tEH, Xo KPENEEREDE , FEXNRRHITHE,

ZRF5 F Y SR BE R B E FA B9 N %8 £ R SR ELF Image Builder TR & RAIAmazon BREH (ARN ) .
FRAZEFREERAMEREITER

ERN—ERY , BULEHAESHNEFRERHX Image Builder TEREFRHITING, WMREHE
AEFEEZHAMZEAER Image Builder T/EGR |, M AMEZABE DR F Image Builder 5 [R14X
R, MEHEMENFRZTERTRENEAZNER. SR UBNEHEXLIFRNR, E2 , NREH
3T BR4AAM IR AUBR | Image Builder 97534 17 BRI 2 IHH THERK.
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L RBIZABERR T T Image Builder EELRINR , AECIRIRPMBTERTR , FEETHER
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=ERBETERRFRNAEXE,

FERERRGTERNERSEYE , B8 7T —N IAM TERRITAR | iZAEM Image Builder #F
BT TERBRENNR. EFHABE R T ERNE —RIFANEEMLMEERN IAM TERRT
At

EXEFREZANESZEELR | 558 (AWS Key Management Service Developer Guide) HHY
Managing access to customer managed keys.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access to build images with encrypted workflow",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/YourImageBuilderExecutionRole"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
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1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:imagebuilder:arn":
"arn:aws:imagebuilder:*:111122223333:workflow/*"
}
}
1,
{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": [
"kms:*"

15
"Resource": "arn:aws:kms:*:111122223333:key/"

SR 2 BFNIERRKITHAGHNZHH TR NER

Image Builder RETITERMETH IAM BEEEREEAZTFRAEZHINE, MR EHRIEH
4R , Image Builder FLEZAHER MR B REEN THERET R,

B TERIITA BRIV T REE,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "Allow access to the workflow key",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:key/key_ID",
"Condition": {
"StringlLike": {
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"kms:EncryptionContext:aws:imagebuilder:arn":
"arn:aws:imagebuilder:*:111122223333:workflow/*"

AWS CloudTrail B T{ERENS4

UTREIERTERAEFREZAFFENATNRNEZER G THERENEE AWS CloudTrail 8.

Tl : GenerateDataKey

WRHIERT Image Builder M Image Builder API #24EF A AWS KMS GenerateDataKey AP #&1E
B} CloudTrail WEH AT RER T AR F. CreateWorkflowimage Builder 2440 533 #HY TERE TS |
RIEFTEERIBE TERE R

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "PRINCIPALID1234567890:workflow-role-name",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/workflow-role-name",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "PRINCIPALID1234567890",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T20:29:31Z7",
"mfaAuthenticated": "false"
}
I
"invokedBy": "imagebuilder.amazonaws.com"
I
"eventTime": "2023-11-21T20:31:03Z2",
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"eventSource": "kms.amazonaws.com",

"eventName": "GenerateDataKey",

"awsRegion": "us-west-2",

"sourceIPAddress": "imagebuilder.amazonaws.com",
"userAgent": "imagebuilder.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:imagebuilder:arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
sample-encrypted-workflow/1.0.0/*",
"aws-crypto-public-key": "key value"
},
"keyId": "arn:aws:kms:us-west-2:111122223333:alias/ExampleKMSKey",
"numberOfBytes": 32
.
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-EXAMPLEZzzZzzZ"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

T~ R

W REIERT Image Builder M Image Builder API #4718 AWS KMS Decrypt API ## 4R+
CloudTrail BEE4ATRER 4 F. GetWorkflowlmage Builder B EEEAMBRTERRR , REFHE
FERZRR.

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "PRINCIPALID1234567890:workflow-role-name",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/workflow-role-name",

mEMZRAEE 422



EC2 Image Builder ArfEm

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "PRINCIPALID1234567890",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T20:29:31Z7",
"mfaAuthenticated": "false"

}
.
"invokedBy": "imagebuilder.amazonaws.com"
.
"eventTime": "2023-11-21T20:34:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "imagebuilder.amazonaws.com",
"userAgent": "imagebuilder.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-
EXAMPLEzzzzz",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"aws:imagebuilder:arn": "arn:aws:imagebuilder:us-west-2:111122223333:workflow/build/
sample-encrypted-workflow/1.0.0/*",
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF+4567890abc123D
+efl=="
}
},
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-cdef-EXAMPLEZzzzZzZz"
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}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}
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F5 IAM B&EFANAWS RS,
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EHERFNA SR EMPSEA T BERRTHERE, ETHRNMEZET HHHRE  FSH
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XFE T RRIREE =

ETHRFNEEZMINEERE JSON FEEXH, ETRFRNREN RHSE IAM AGEEEEMN
Simple Storage Service ( Amazon S3 ) FEBERK. EXHETRENEBHNERSH , RSEEA R
UEAEMNREFHNSERRNIGE. NTFEEPHMNKREN TR , RIEEIEE 4TSS ZRIRR
TMEREUAREFARLETINGT. EXTEETHERNREPIEEETE, ERATUASEKF. A
. A, RERAF® AWS RS,

ESABKSFE, SR LHEANKS SHEMKS P IAM XEEENE T RRN RPN ERE, F
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AWS IKF , AIEIKF R EY IAM EEE R ESAEEEARE (AFRAR ) RTFBRIBERHNR, i)
BENETHONRBHMMNBXEUR TR, B  MRETHRRNEBOE - MNKSPHEART
WERRR , WFERINNETEHNRE. BXEZER , 558 (IAM AFER) #1 IAM B
EETHBRNEEBEATE,
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X RBERE =
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TR , UREMHL &HF THIT,

JSON REEHY Action TR AA THERKP AVFRIEL B RINRE, RBREEESXEKN AWS
AP BERE. B—EHINER , HlIRBTE APl BRENNERNR B1E, & -LREFTELTRK
RIITZS MR, XM INREF KR

HREEF 2 ERFEUR FHATRBIRERIRR,

E&EF Image Builder 2EW IR |, ESRRSFTENSEHRH EC2 Image Builder & LBV 1E,
Image Builder FEYRESIREERERIERA LT RIE :
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EREMEYUPEESTRE , BEMAESFHENRTT.
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"Action": [
"imagebuilder:actionl",
"imagebuilder:action2"

]

E&EF Image Builder ET SRR RG] , IS Image Builder EF 513K KB

Image Builder #9358 &R

X FF R G R =

EER WLAER AWS JSON REEREEHRNILRMT L, tbE2WH , BNEE AU LRIR K
1TRME | UREMALEMHS THIT.

Resource JSON KB TRIEEERMHMNAREN —NHZ MR, BIXIEE Resource
NotResource T, ENBEXE , BHFERH Amazon BEE# (ARN ) BERR. N TXEFHE
BREE (MR BRBERENR ) WigE , BIUBRITHIRE,

X TFAZFRRENRAOIRE (NI HRE ) | BEABES () EEUNATHRRERR.

"Resource": "*"

EEE Image Builder W EREHZHE ARN 3% , TSRBRZENSZEFRH EC2 Image Builder &
N ERR. BT HREVUEBLEREPEESNRRN ARN , S EC2 Image Builder EX 1%
1E,

E&EF Image Builder ET H RN RG] , 1S Image Builder EF 57 H K.
Image Builder B9 5% BE 514+ 58

XBFRBETRSH R RM R =

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BNEAATLF AR RRITER
&, BAREA ARG TIIT,

EC2 Image Builder ffi5 1AM B & A 427


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

EC2 Image Builder ArfEm

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
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E&EF Image Builder ET SRV RG] , 12 Image Builder EF 517 H KB,
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AP emaREfls  ARYMRACH  BESEHARIGHNEILE. BXRURACGHNELZER , HZH
(AM FF$ERD) 0 YiREAE (BHE ).
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BEERMEUFEESTURE  BEAESHENRT , TR :

"Action": [
"imagebuilder:actioni",
"imagebuilder:action2"
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=
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"Action": "imagebuilder:List*"

EEE Image Builder RENFIK , FS5 IAM A IEE Y AWS RS HVIRE, RIFEMREE,
e RS EE T E

BXRIMM AWS BE 62 R REREKE IAM B AWS HRRKEEZFNLFANBRNFAEE , F
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"Resource": "*"

Image Builder I8 REBF LT Amazon BIRZEF (ARN),

arn:aws:imagebuilder:region:account-id:resource:resource-id

AHX ARN R EZE L |, HS10 A mazon AREBH (ARN) F AWS RS @& Z=HE,

Bl , EEBAPEE 1-1234567890abcdef0 Ll |, FEALLT ARN,
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"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:instance/*"
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"Resource": "*"
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{5 A L 8 AT #2 Bt A0 E] Image Builder 822 /Y BRI PR REXN KGR 5 E] . X R VFREE E LHFREK
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RSSHEXAE AWS RS AFHRIEMERS PR ERURRETHEE. RFSEXABETRE IAM K
P, FREZBSHAE. EFEEATRNRAFAUESTSETREERSHEXABHNR,
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AR, N ERREHRR T RS RENHRNE AWS RS , 121 AWS CloudFormation, &
XEZEER ,BESH (AM AF#ERE) B8 IAM JSON EBITE .

- M IAM Access Analyzer BIiIEZH IAM KBS | SUBAFRNEHNLZESEFIhBEM — IAM Access
Analyzer 2R IEFT RSB KRG , LAKRKBEAS IAM REIES (JSON) M IAM FEXK. 1AM
Access Analyzer 2% 100 ZIKBREFM ARENEW , UBHEEHERZ S BTN BNER, B
REZER , FZH IAM AF1ERE) $8 IAM Acess Analyzer EREEKIIE,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF , A MFA URER
=, ZELAR AP BERNEE MFA , B MFA RAERNMBZHNERD, BXEZER |, FS
5 <IAM AF#ER) FK BES MFA RIFH AP,

BX IAMHHREIRNESER , 250 (IAM AFERE) #1 IAM FN R HEXE,

£ M Image Builder &1 &

E5[\] EC2 Image Builder #£#15& |, £A4MFE —HREHNR. XERRAFEINHNETBFREN
AWS JiK 7= HHY Image Builder BIREVIFMER . MRECENET S NNRBLLAIFENRENRE
i, WTENEBZRBNESE (IAM BFSAE ) EREITEH A

NFERERT IAM SE4RT LAE R Image Builder 26| & | AN EH MU T AWS HERK 2 —

« AWSImageBuilderReadOnlyAccess & B
« AWSImageBuilderFullAccess &R &

B X Image Builder EEXBNEZEER , 521 FHEA T EC2 Image Builder HEE K,

/A Important

AWSImageBuilderFullAccess KB 2 812 Image Builder [RESHR B BFTLEN, b REEH
nE| IAM SRR, BE XML T EELKE  HESEFANTR (ZBRERNEHPTS

imagebuilder ) :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"sns:Publish"

1,
"Resource": '"sns topic arn"
.
{
"Effect": "Allow",
"Action": [
"iam:GetInstanceProfile"
1,
"Resource": "instance profile role arn"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "instance profile role arn",
"Condition": {
"StringEquals": {
"iam:PassedToService": "ec2.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": "bucket arn"
}

S FNFH AWS CLI 5 AWS API AP , BEENEHBREREZEFAENR, ik , L_LFHRER

ZRHMITH APl BREM TR RE,
EC2 Image Builder & T &R 5K BE

Bxume|2EH4HNES , S £/ Image Builder EEA 4,

R &l Image Builder A4 14 RI4FER IP ik

LT REIAEAAFRFRRUAN A B HITEM Image Builder B4, BR |, BRLTKBFRMGFHIEE

B IP #atSEE,

ETRIRE KRS
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B AP EEEE RN Internet TMUARAS 4 (IPv4) IP #itSBEI R 54.240.143.* , RE—MFIH
54.240.143.188.

ZConditionkfEAIpAddressHINotIpAddress&faws:Sourcelpsiig , FEHERE— AWS
REENRGFR, AAXERGENEZER , BZRERBPIEESRMH. aws:sourcelp IPv4 EfE
F#rH CIDR RRE. BXESZER , HZ5H (AM AFERE) 90 IP it RHFEER,

{
"Version": "2012-10-17",

"Id": "IBPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "imagebuilder.GetComponent:*",
"Resource": "arn:aws:imagebuilder:::examplecomponent/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}
}
}
]
}

{# A& A T EC2 Image Builder FIE & 5K B

AWS RERKEHAUEMEREAINI K AWS, AWS RERMEEN TS ELRABIRMANR , LUE
BRIFIBAAF, ANBesENR.

FiclE , AWS REXRBURTSNENRBERGR FTHRENRNE , BAENaHME AWS FF £
M. BNBWBIEHETENEAZSNE S EEERERE -SRI NR,

BIEERAWS HEFRPENHONE, 1R AWS Fi AWS HEFRPENHNE , WEHLE
MiZKBATR<BNMMEZERASH (AP, ANAR ), AWS RETRELEBIIHN APl RIGRS T
LAEF T AWS RS B9 API 24ERRTE#H AWS FEE XIS,

BREZER , F5H (AM AFER) B AWS EE XK.
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AWSImageBuilderFullAccess KB

% AWSImageBuilderFullAccess KB FFTHi A €3 Image Builder BRI TL G ENIR , RiFZ
Aeyd, #HiR, /28, EFMMER Image Builder iR, ZFMZEBIMEX AWS BE ARBRFARAEN

EmXPR |, B an36iur 3R s 1E & R IK 7 RY 2 508 AWS Management Consoles

R FHE R

ZERBEEE TR

« Image Builder - B FEENR , FiZAGTLY|E, #iR, A2, FHMMPER Image Builder &R,
« Amazon EC2 - % Amazon EC2 Describe ##ENTAEINIR , XLERERK I TR BEFHENIRE

BT RRIRALEN.,
« 1AM — $2F i R X BR LAFR ER A4 A & #2 & “imagebuilder’ 89 SE Bl B 324 , @33 iam:GetRole API

BRAERIE Image Builder RFHEXACREFE , UK BIZE Image Builder [RFHEXBE,
« License Manager - & FiGRIAXPR , LA W R A9 VF AT Bd i =R iF Ak o

« Amazon S3 - B FIHEIMNR , SHHE FZKFHFEE | IR BB HHF imagebuilder’® Image
Builder & #,

« Amazon SNS - [@ Amazon SNS #FEANIR , AU EE “imagebuilder’f) E B EBFTE N

R BE R

LR 2 AWSImageBuilderFullAccess SR E&HI =61,

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"imagebuilder:*"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,
"Resource": "*"
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}I
{

"Effect": "Allow",
"Action": [
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:*imagebuilder*"

"Effect": "Allow",
"Action": [
"license-manager:ListLicenseConfigurations",

"license-manager:ListlLicenseSpecificationsForResource"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/

imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder"

iy
{

"Effect": "Allow",
"Action": [
"iam:GetInstanceProfile"

]I

"Resource": "arn:aws:iam::*:instance-profile/*imagebuilder*"

"Effect": "Allow",

"Action": [
"iam:ListInstanceProfiles",

"iam:ListRoles"

]I

"Resource": "*"

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:instance-profile/*imagebuilder*",

439



EC2 Image Builder ArfEm

"arn:aws:iam::*:role/*imagebuilder*"
1,
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets",
"s3:GetBucketLocation"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3::*:*imagebuilder*"
},
{
"Action": "iam:CreateServicelLinkedRole",
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/aws-service-role/

imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "imagebuilder.amazonaws.com"

"Effect": "Allow",

"Action": [
"ec2:DescribelImages",
"ec2:DescribeSnapshots",

ec2:DescribeVpcs",

ec2:DescribeRegions",
ec2:DescribeVolumes",
ec2:DescribeSubnets",
ec2:DescribeKeyPairs",
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"ec2:DescribeSecurityGroups",
"ec2:DescribeInstanceTypeOfferings",
"ec2:DescribelLaunchTemplates"”

1,

"Resource": "*"

AWSImageBuilderReadOnlyAccess K&

AWSImageBuilderReadOnlyAccess REER X FTE Image Builder iR RRFENR., = FREREU

3T iam:GetRole API #2ERIE Image Builder REHABBEREE,
NRIFEHER
ZRBEEELUTNR :

+ Image Builder — & FX Image Builder &R 225 R PR,

o IAM - BRF1HRINPR , BUEXN iam:GetRole API 2{ERIE Image Builder fRSHEXxABREFETE,

R B R

AT 2 AWSImageBuilderReadOnlyAccess SR E&HY =B,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"imagebuilder:Get*",
"imagebuilder:List*"
1,
"Resource": "*"
1,
{

"Effect": "Allow",
"Action": [
"iam:GetRole"

]I
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"Resource": "arn:aws:iam::*:role/aws-service-role/
imagebuilder.amazonaws.com/AWSServiceRoleForImageBuilder"

}
]

AWSServiceRoleForlmageBuilder B
ZAWSServiceRoleForimageBuilderBU € /i iF Image Builder AWS RS R&TREBHEE,
RRFAE R

BT Systems Manager ©3 Image Builder [RFHXAER , ZREFHMNEZAR, EEFRTH
BENR , SRR HHEE R, BX Image Builder REMEXABHNESFEER , H2H £H
EC2 Image Builder B9 RSHXx A,

LRSI EUTR -

« CloudWatch B&-&F 82 CloudWatch BEHFFH £ & B & FRUAFF L BVE4T B SHM A R R/
aws/imagebuilder/,

« Amazon EC2 - AEEERIEHFEANMEGR, EHIMESHIEN CreatedBy: EC2 Image
Builder = CreatedBy: EC2 Fast Launch , iAJAREZEFEAEXNRE, B, WEE
O, ¥, 224, FaHEEEMNZAF , BF Image Builder 7584 BR LA1E R #9 Tk P o B 22 BR G A
JB3h EC2 341,

Image Builder AT LAIREUA T EXEE : Amazon EC2 MK, SEHIEM. SEFNRA. M 7 A RYSSH
KR, FHHER. FMN, EHHM Amazon EC2 BR LWHFE,

Image Builder ATSAEFBRKIRE , SAUS AHEZEAKS FH Windows KHIMRIEF 31 ( HPBREIRE
CreatedBy: EC2 Image Builder ).,

4N | Image Builder ATEAB 3, FIEFL LK RIEITHISEA] , )BT LA E Amazon

EBS HREE, BIEZMEHMRGANBIER , THEANEMREG , FiRZ |, URELES
Ec2ImageBuilderCrossAccountDistributionAccess RE& R F X RV K - 2 B EFIR &, WMEIFTR |
FIEXLREREZMEA Image Builder Frid.

« Amazon ECR - [a] Image Builder B F1AEXR , EHEEH TR GRBRBNQEEMEE , P
HABNBRRRAMITE |, LIRS HIR/EBE. Image Builder E#3FF 17 B MR |, LAEIREURE IR BB
EERE A RE RN B ERRE,

- EventBridge— ¥ Image Builder 8|2 &2 EventBridge # N E R,
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+ |IAM - [@ Image Builder #ZF1HRIPR , LUFEMK P AW EZ A BELIEL Amazon EC2 1 VM
Import/Export,

« Amazon Inspector — [a Image Builder 2 FiA B XFR , SAFSE Amazon Inspector 1Bt 52 5% #4922 S 51
A, AREEREN A TRENRENE R

« AWS KMS : [a] Amazon EBS B F1HRIMXFR , LAz, BEHEFHMIMNZE Amazon EBS B, X— K3
FEE  WLBRY Image Builder HERGET | INBRBHES EF T4,

« License Manager — [6 Image Builder # F 17 RIXBR , LABN license-
manager :UpdatelLicenseSpecificationsForResource E#T License Manager #1&,

« Amazon SNS - [@ 1k F B £/ Amazon SNS EFEHRXRFE AR,

- Systems Manager — [ Image Builder & Fi5RIXPR , L% Systems Manager s S REFA. &
BEE, HRAXHAGEEMBEHINITRE , ARBGTRAAEHAES. Image Builder & A BLKR % B3
LfES , HELEXK /- PEEERN B aLIRIT,

Image Builder BE# EFRi2H "CreatedBy": "EC2 Image Builder" BY{E{ASLfil& HE{ToS
BWA , ATUTHIAIH : AWS-RunPowerShellScript, AWS-RunShellScript # AWSEC2-
RunSysprep. Image Builder BE®FENK - /5 35 Systems Manager Bah{ti1T , AT AT
ImageBuilder JFk#Y B ah (L 301N,

Image Builder & B] SATE K = AR J9 (AT SE 451 6 2 S BRIR S B B8R 59 BR ( RERBA IR AWS-
GatherSoftwareInventory ) , FE ALK H6lE Systems Manager REMHEXAE,

« AWS STS : @ Image Builder B F1HEIXPR , LUFKFHRE R
EC2ImageBuilderDistributionCrossAccountRole HI & & AEMIKF , AiiRRZACHEERBA
HRA. XAATEKFREDE,

R Bg I

LA 2 AWSServiceRoleForlmageBuilder 5B R B,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:RunInstances"
1,
"Resource": [
"arn:aws:ec2:*::image/*",
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arn:aws:ec2:*::snapshot/*",
"arn:aws:ec2:*:*:subnet/*",
"
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:key-pair/*",
"arn:aws:ec2:*:*:launch-template/*",

"Effect": "Allow",
"Action": [

ec2:RunlInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*",
"arn:aws:ec2:*:*:instance/*"

1,

"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": [
"EC2 Image Builder",
"EC2 Fast Launch"

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:PassedToService": [

"ec2.amazonaws.com",
"ec2.amazonaws.com.cn",
"vmie.amazonaws.com"

"Effect": "Allow",
"Action": [

arn:aws:ec2:*:*:network-interface/*",

arn:aws:license-manager:*:*:license-configuration:*"
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"ec2:StopInstances",
"ec2:StartInstances",
"ec2:TerminateInstances"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"ec2:ResourceTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",
"Action": [

"ec2:CopyImage",

"ec2:CreateImage",
ec2:CreatelLaunchTemplate",
"ec2:DeregisterImage",
ec2:DescribeImages",
"ec2:DescribelInstanceAttribute",
ec2:DescribeInstanceStatus",
"ec2:DescribeInstances",
ec2:DescribeInstanceTypeOfferings",
"ec2:DescribelInstanceTypes",
ec2:DescribeSubnets",
"ec2:DescribeTags",
ec2:ModifyImageAttribute",
"ec2:DescribeImportImageTasks",
ec2:DescribeExportImageTasks",
"ec2:DescribeSnapshots",
"ec2:DescribeHosts"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:ModifySnapshotAttribute"
1,
"Resource": "arn:aws:ec2:*::snapshot/*",
"Condition": {
"StringEquals": {

"ec2:ResourceTag/CreatedBy": "EC2 Image

Builder"
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}

"Effect": "Allow",

"Action": [
"ec2:CreateTags"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"Effect"
"Action"

"ec2:CreateAction": [
"RunInstances",
"CreateImage"

1,

"aws:RequestTag/CreatedBy": [
"EC2 Image Builder",
"EC2 Fast Launch"

: "Allow",
5 L

"ec2:CreateTags"

1,

"Resource": [

"arn

arn

"Effect":
"Action":

ec?2

1,

:aws:ec2:*::image/*",
raws:ec2:*:*:export-image-task/*"

"Allow",
[

:CreateTags"

"Resource": [

"arn
"arn

1,

:aws:ec2:*::snapshot/*",
raws:ec2:*:*:launch-template/*"

"Condition": {
"StringEquals": {

"aws:RequestTag/CreatedBy": [

"EC2 Image Builder",
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"EC2 Fast Launch"

]
}
}
},
{
"Effect": "Allow",
"Action": [
"license-manager:UpdatelLicenseSpecificationsForResource"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ssm:ListCommands",
"ssm:ListCommandInvocations",
"ssm:AddTagsToResource",
"ssm:DescribeInstanceInformation",
"ssm:GetAutomationExecution",
"ssm:StopAutomationExecution",
"ssm:ListInventoryEntries",
"ssm:SendAutomationSignal",
"ssm:DescribeInstanceAssociationsStatus",
"ssm:DescribeAssociationExecutions",
"ssm:GetCommandInvocation"
1,
"Resource": "*"
I
{

"Effect": "Allow",

"Action": "ssm:SendCommand",

"Resource": [
"arn:aws:ssm:*:*:document/AWS-RunPowerShellScript",
"arn:aws:ssm:*:*:document/AWS-RunShellScript",
"arn:aws:ssm:*:*:document/AWSEC2-RunSysprep",
"arn:aws:s3:::*"
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"Effect":
"Action":

"Allow",
L

"ssm:SendCommand"

]I

"Resource": [

"arn

1,

raws:ec2:*:*:instance/*"

"Condition": {
"StringEquals": {

]
}
}
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
"Resource": "arn:aws:ssm:*:*:automation-definition/ImageBuilder*"
"Effect": "Allow",
"Action": [
"ssm:CreateAssociation",
"ssm:DeleteAssociation"
1,

"ssm:resourceTag/CreatedBy": [

"EC2 Image Builder"

"Resource": [

"arn:

"Effect":
"Action":
"kms:
"kms:

"kms

"kms:
"kms:

1,

arn:

arn:

aws:ssm: *:*:document/AWS-GatherSoftwareInventory",
aws:ssm:*:*:association/*",
aws:ec2:*:*:instance/*"

"Allow",
[
Encrypt",
Decrypt",
:ReEncryptFrom",
ReEncryptTo",
GenerateDataKeyWithoutPlaintext"
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"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:EncryptionContextKeys": [
"aws:ebs:id"

iy
"StringlLike": {
"kms:ViaService": [
"ec2.*.amazonaws.com"

"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"ec2.*.amazonaws.com"

"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": true
I
"StringLike": {
"kms:ViaService": [
"ec2.*.amazonaws.com"
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"Effect": "Allow",

"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/
EC2ImageBuilderDistributionCrossAccountRole"
1,
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/imagebuilder/*"
1,
{

"Effect": "Allow",

"Action": [
"ec2:CreateLaunchTemplateVersion",
"ec2:DescribelLaunchTemplates",
"ec2:ModifyLaunchTemplate",
"ec2:DescribelLaunchTemplateVersions"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"ec2:ExportImage"

1,

"Resource": "arn:aws:ec2:*::image/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/CreatedBy": "EC2 Image Builder"
}
}
1,
{
"Effect": "Allow",
"Action": [
"ec2:ExportImage"
1,
"Resource": "arn:aws:ec2:*:*:export-image-task/*"
1,
{
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"Effect": "Allow",
"Action": [

"ec2:CancelExportTask"
1,
"Resource": "arn:aws:ec2:*:*:export-image-task/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": [

"ssm.amazonaws.com",
"ec2fastlaunch.amazonaws.com"

"Effect": "Allow",
"Action": [
"ec2:EnableFastLaunch"
1,
"Resource": [
"arn:aws:ec2:*::image/*",
"arn:aws:ec2:*:*:launch-template/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",

"Action": [
"inspector2:ListCoverage",
"inspector2:ListFindings"
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"Resource": "*"

"Effect": "Allow",
"Action": [

"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",
"Action": [

"ecr:TagResource"
1,
"Resource'": "arn:aws:ecr:*:*:repository/image-builder-*",
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",
"Action": [

"ecr:BatchDeleteImage"
1,
"Resource'": "arn:aws:ecr:*:*:repository/image-builder-*",
"Condition": {

"StringEquals": {

"ecr:ResourceTag/CreatedBy": "EC2 Image Builder"

"Effect": "Allow",

"Action": [
"events:DeleteRule",
"events:DescribeRule",
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"events:PutRule",
"events:PutTargets",
"events:RemoveTargets"

1,
"Resource": [
"arn:aws:events:*:*:rule/ImageBuilder-*"

Ec2ImageBuilderCrossAccountDistributionAccess R B

% Ec2ImageBuilderCrossAccountDistributionAccess &6l Image Builder R F R , LATE B AR X1
BIKF 2B, A, Image Builder e iR, & 1A S AR EIK - 8 4E/= Amazon EC2 BR
B, ZERBIEARYFET ec2:ModifyImageAttribute API 2EE Sk AMI R,

MRIFEAMER

ZREEBEUTNR :

« Amazon EC2 — [@ Amazon EC2 B F1HRIMNFR , AR, EHIFEHMENEY , LERAKFHHY
£l Amazon EC2 BM&BIZEIFZE,

K& RO

LA & Ec2ImageBuilderCrossAccountDistributionAccess 5% B& B9 Rl

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*::image/*"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeImages"”,

"ec2:CopyImage",

ec2:ModifyImageAttribute"
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"Resource": "*"

EC2ImageBuilderLifecycleExecutionPolicy & &

EC2ImageBuilderLifecycleExecutionPolicy RE&# F Image Builder #4Tt#H A, A ZMER Image
Builder MR BRREKEEIR (AMI, RE ) SRENNR , UXERGETAHEETSHNENL
H,

PR 1F HE S
ZERBITEUATNR
« Amazon EC2 - @] Amazon EC2 & FiHRIMPR , AN MK #5127 CreatedBy: EC2 Image
Builder KV S #HlaRMRE ( AMI ) BUITA T R4k,
- BRMER AMI,
- BERNZERRGHFA,
- FRFEE AMI,
- HRFIEH AMI BRIRE 1,
- MBS AMI REXBI SRR,
- RERFRVIRZ,
« 1E AMI RIS BRF AFRE,

« Amazon ECR - [l Amazon ECR R FiHRIMPR , AT EE LifecycleExecutionAccess: EC2
Image Builder #r&M ECR 7 E LT T #HELIEBIRAE, S BREIF AN LASRB LD
BEEAN

* ecr:BatchGetImage

* ecr:BatchDeleteImage

EEEERBIEIRIEHN LifecycleExecutionAccess: EC2 Image Builder 9 ECR Zf4E
BT IR ER,

« AWS &RH — $BF Image Builder E FHRZIREVERHIR
« EC2 Image Builder — [@ Image Builder #F1XBR , LAMIBR Image Builder BR &5 IR o
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LA 2 EC2ImageBuilderLifecycleExecutionPolicy 5 & #Y R 51,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Ec2ImagePermission",
"Effect": "Allow",
"Action": [
"ec2:EnableImage",
"ec2:DeregisterImage",
"ec2:EnableImageDeprecation”,
"ec2:DescribelImageAttribute",
"ec2:DisableImage",
"ec2:DisableImageDeprecation"
1,
"Resource": "arn:aws:ec2:*::image/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "EC2 Image Builder"
}
}
I
{
"Sid": "EC2DeleteSnapshotPermission",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*::snapshot/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "EC2 Image Builder"
}
}
},
{
"Sid": "EC2TagsPermission",

"Effect": "Allow",

"Action": [
"ec2:DeleteTags",
"ec2:CreateTags"

1,

"Resource": [
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"arn:aws:ec2:*::snapshot/*",
"arn:aws:ec2:*::image/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/DeprecatedBy": "EC2 Image Builder",
"aws:ResourceTag/CreatedBy": "EC2 Image Builder"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "DeprecatedBy"

"Sid": "ECRImagePermission",
"Effect": "Allow",
"Action": [

"ecr:BatchGetImage",

"ecr:BatchDeleteImage"
1,
"Resource": "arn:aws:ecr:*:*:repository/*",
"Condition": {

"StringEquals": {

"ecr:ResourceTag/LifecycleExecutionAccess": "EC2 Image Builder"

"Sid": "ImageBuilderEC2TagServicePermission",
"Effect": "Allow",
"Action": [
"ec2:DescribelImages",
"tag:GetResources",
"imagebuilder:DeleteImage"
1,

"Resource": "*"

e R 456



EC2 Image Builder ArfEm

EC2InstanceProfileForimageBuilder K B§

EC2InstanceProfileForimageBuilder K E&#F EC2 £4l5 Image Builder & TEFF EH RIKNPR,
BiX T~ E2$EFEA Systems Manager KEFTERNR,

KR FHE R
ZERBBEUTR :

« CloudWatch B&-1% F 82 CloudWatch BEIFHE E4& B E ¥R ETF LBV B EHB G RAXBR/
aws/imagebuilder/,

« Image Builder - & FiHRIXPR , LAZREVEST Image Builder 44,

« AWS KMS— 1R Image Builderdd - 2EBEI NZEW , MENERZAHE. AWS KMS

« Amazon S3 - B TR , LIREVFHEB I ec2imagebuilder- FF 3k Amazon S3 Zf&
HIXY Ko

REg B

LLR 2 EC2InstanceProfileForimageBuilder S B&#I =51,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"imagebuilder:GetComponent"
1,
"Resource": "*"
1,
{

"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": "aws:imagebuilder:arn",
"aws:CalledVia": [
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"imagebuilder.amazonaws.com"

]
}
}
1,
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": "arn:aws:s3:::ec2imagebuilder*"
I
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/imagebuilder/*"
}

EC2InstanceProfileForimageBuilderECRContainerBuilds &R B&

% EC2 3£fIfE A Image Builder ¥9% Docker B , A/57E Amazon ECR & 8377 # BE M M 77 6f AR
&8+ , EC2InstanceProfileForimageBuilderECRContainerBuilds ZRE& % FHAFENHIEKNIR, {BiX
R B#EFEH Systems Manager XEFTERIRER,

RRFHER
ZERBEEE TR :

 CloudWatch B&-&2F 812 CloudWatch B &G HE _E & ZIAFRUTF LAV E{T B B LB 75 R AR/
aws/imagebuilder/,

« Amazon ECR - [@ Amazon ECR ®#F1HHMXER , BAIREL, EMAEMEAEZME , UEREBENS
b,
« Image Builder - & F 1A R PR , LAZREX Image Builder A=A RE 5o

« AWS KMS— 1R Image Builderd ARl A =B I MEN , MR FHBZAGHBR[E H N
BR. AWS KMS
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« Amazon S3 - - FXIR , UREEEIE B L ec2imagebuilder- FF3k#) Amazon S3 ZEHEH
HIXS &Ko

R Eg R

LLR 2 EC2InstanceProfileForimageBuilderECRContainerBuilds SR E&H) R~ 45l

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"imagebuilder:GetComponent",
"imagebuilder:GetContainerRecipe",
"ecr:GetAuthorizationToken",
"ecr:BatchGetImage",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:PutImage"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"kms:EncryptionContextKeys": "aws:imagebuilder:arn",
"aws:CalledVia": [
"imagebuilder.amazonaws.com"
]
}
}
1,
{

"Effect": "Allow",
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"Action": [
"s3:GetObject"
iF

"Resource": "arn:aws:s3:::ec2imagebuilder*"

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/imagebuilder/*"

Image Builder B3 AWS T I E KB

AT E B X BIimage Builder AWS HE R BREXEFRURMNZRS BN EFTNER. X
WREEXRHN B3ER , FiTH Image Builder 32447 $ i &R HE _E# RSS Ko

S iR H &7
EC2ImageBuilderLifecycleExe  Image Builder il T @& 2023 £11 B 17 B
cutionPolicy - ¥ ZE B AR5 A on B HA B B2 AN PR RV 37

EC2ImageBuilderLif

ecycleExecutionPol

icy %m%o
AWSServiceRoleForl Image Builder W REZ A E#IT 2023 F8 A28 H
mageBuilder - EX THAXRMK 7TIUTEHRSEM macOS X

o

¥718 ec2 : DescribeHosts /3
F Image Builder 318 E 41
ID LA E H ARtk F /B 303k
BBy B BURTS
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BX iR H &
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BX iR H &
AWSServiceRoleForl Image Builder X1 55 & &3 2023 £3 A 30 H

mageBuilder - Ef T AR 1TTUTESR, AAR¥F Image
Builder T/EFREWKE AMI F
ECR A2 B IR AW RIS
R, FNPRZE CVE BN Mk

& IEE.

WINT inspector2: ListCover
age M inspector2: ListFindi
ngs LA 2 Image Builder #
TE Amazon Inspector {55
BN BIIaE |, HURER
ENATFABNBGNER

W HNT ecr:CreateReposito
ry , #E3R Image Builder
M CreatedBy: EC2
Image Builder (tag-on-
create) FRICTFMEE. &R
N7 E&+HRE CreatedBy #xr
LRI ecr:TagResource
( #+1E tag-on-create ) , LA
B—NERFMEERHRITL
fimage-builder-* [
IR, BFRBRSIATBA LAY
BRAL , HBhLEXT Image
Builder k8% 8 17 iff FE 3 1T
B,

BatchDeletelmage K&
FREH ECR F& FE AN
T ecri, CreatedBy:
EC2 Image Builderlt
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image-builder-* 7f

“
No

 Image Builder 7107 €l
BMNEEE M InageBuil
der-* FEEHIILE
EventBridge £ E# N K E
HR,

AWSServiceRoleForl Image Builder 31 g5 A B# 1T
mageBuilder - E THARKE TUTEX®:

W INT License Manager iF
A[E{ER ec2: Runinstance
BANER , LATERE
FA 5 ATEFR & < B A EL A
B AMI,

AWSServiceRoleForl Image Builder 31 g5 A B# 1T
mageBuilder - EfF THAERKE THUTEXR:

¥ HT EC2 EnableFas
tLaunch API 2 /ERIRUR |
LAE BFIZ A Windows =41
NERENERE,
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B
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AWSServiceRoleForl
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TUTEXR:

SRR , LLEA VMIE
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£ EC2 Image Builder WIRESH< AR

EC2 Image Builder £ AWS Identity and Access Management (IAM) [RE XA E, REEXEE
=—fMEREHN IAM A€ , ©5 Image Builder BiZE%x. REHE<AEH Image Builder FlE X
BIEZRSAREEWUMMBA AWS RS FTERN AR,

RS XA LEE SN MR E Image Builder , R ABTAFHRMSLENNPR. Image Builder E
NHBRSHEXACHNRE , BRIESAENL , BN RE Image Builder JARAZAR, EXHNRIIE
EERBANNRER., TR R R M IEMEAH A IAM K4F,

BRXERSHEXAGHEMBRSINES , FSH5 IAM BESEABAWS RS , FEK Service-
Linked Role ( BRF5HEXAR ) FIFERNR Yes (B ) WIRS . EERMEE  EFZRSHRSHEX
BB,

Image Builder Ky RS 1E< A BN R

Image Builder £ FIAWSServiceRoleForimageBuilder R 5518 % & & /o i EC2 Image Builder X &R & 1H
@] AWS &R, IREHEXAERSE imagebuilder.amazonaws.com FRERRAZ AR,

BREEFHCBRZBRSHERAR, HEBE AWS EEBZHA. 5 AWS APl 8| — Image Builder
BRRET | Image Builder 2 B BIRRSHK<AE, AWS CLI

BUT R B AT I 2 TRV BRER

« 7£ Image Builder & & HPiZTEE M-S A0 E B E LR &,
« FERANT APl B2 —HEX A AWS CLI 83 :
« CreatelmageAPI #&4F ( create-image#® AWS CLI ) »
« ImportVmimageAPI #4E ( import-vm-imagef® AWS CLI )

- StartimagePipelineExecutionAPI #4E ( start-image-pipeline-executionfE AWS CLI ) ,

/A Important

MRENKFERBRBRSHEXAE , EAUFEAERNEIREEFRCRE. EBE—1 EC2
Image Builder &JREY , Image Builder FEX N LI BRZHEXAE,

E&EF AWSServiceRoleForimageBuilder X PR , 1§25 AWSServiceRoleForlmageBuilder g 7T
Hoe ETHMEXRNBSHAACEENRNESZEL , B2H IAM AFREBTHERSHEXAGIE,
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MIEH K = #2BR Image Builder [REZHEX AR

BATLAER IAM #25]& AWS CLI, 3 AWS API \NEHI K 7 B F 31 B BR Image Builder YRS HE< A
&, B2 , ERTIHBREZR , XABRKE BEMASI A EH Image Builder &R

(® Note

FEZ A MIER TR , 218 Image Builder RFEEFERZAR , BERATEESLAK. MREEIX
iER  BESFLoHEER,

5 AWSServiceRoleForImageBuilder A& F A/ Image Builder &R

1. EFRBEEH  FRIVXEEESTHINEMNEENRE, EECEEESTHNHE | BEH

AWS CLIF# cancel-image-creation #%,

aws imagebuilder cancel-image-creation --image-build-version-
arn arn:aws:imagebuilder:us-east-1:123456789012:image-pipeline/sample-pipeline

2. FREEENERNRAFIUERE  EBNRTEHERATH] , WNFEBIBR. BXxMRERN
B2EER , BSH Bk EC2 Image Builder &R

ER IAM HIERARSS AKX AR

BRI LAER IAM #2E]& AWS CLI, = AWS API MW S&EI K 7 A il BR
ZAWSServiceRoleForImageBuilderft, BEXELEE , B2 (IAM AF1ERE) TRIMIBRAR
SHEXAE,

EC2 Image Builder fRSHXA BN 2 ZHFXE

Image Builder XFERHBRSHNAE AWS KEEHRERARSHEXBE, BRXZIEFH AWS XEFIE ,
BSHAWS XFMLHT Ko

¥t EC2 Image Builder 5 17 # [8) 3 17 8 FE HEBR

FH

« BFELMIE Image Builder FifITIRE

- RFEBIT iam : PassRole

« RBATFRUNHALRE AWS IKF B9 Image Builder &R
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EFTNIE Image Builder B TIR/E

MREWRERRER , RPLTDITEMRE | WELFER RIS RITRERE,

% mateojackson IAM AP ZAERARFAEERTXEM my-example-widget BRHFHAEFE ,
BFRMEREN imagebuilder:GetWidget WRRAT , &K % LR RHIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
imagebuilder:GetWidget on resource: my-example-widget

FEHRBERT , BOEH mateojackson AFKIEKE , LAFMERA imagebuilder: GetWidget #1
E my-example-widget &BiRo

MBAREERE  BFHRIRENAWS EER, FNEERAREMEZREITINA,
R 1T iam : PassRole

MRBWE —MEIR , RPBELRINIT iam: PassRole BE , MIAAEHREUAF BT ACLBES
Image Builder,

BE AWS S AT ERIEAGKRZEAZES K MTAREURFTNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

=& N marymajor KV IAM AP 2 EAE S A% Image Builder RITHRER , 2K E LT R4
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT iam: PassRole #B1E,
MBHRETHE  EHRALEWAWS BER, ZHNTER REMEREITN A,
REARFRUNBN AT RIE AWS IKF B Image Builder &R

ZAaOR—-1M A , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESGER , TNEEAR. X TXHETRFEMN KRBT REHZIR (ACL ) KBRS , E7 L
{5 FIX LR BE 0] A R RT3 889 IRV U5 R Ao
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ETHRESER , FZEAUATREA :

« ET## Image Builder @A XX L4FAE , FSH EC2 Image Builder #75 IAM L&A,

- ET7HIARENSEENERERNE AWS kP | BSH IAM AP EETRHEEEE AWS
MK 8% —N IAM B P iR B AR .

s ETHRNAEE=SRANEHERNIGRINE AWS IKF , BSH IAM BAFRERPHEE=4E
HiFER. AWS Ik

- ETHNMMES S OKRERIERMBFRNER , F256 (IAM BFERE) PHHIEE B ARIEN
AP ( BRBEERIE ) RHETHRNE.

- ETHERAACNETRRNRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
AESETHRERNEREATE,

EC2 Image Builder BY &M 1R E
EC2 Image Builder ~fEEf AWS &M it XKIBVSEE R,

BXBEESAITIERE AWS RS IHFIR , BSHEZEEMITHIN D HEEAHAWS RS (7
&9 ). AWS RS BX—RER , HSHEAWS &M it RIAWS,

BRI AERTEE=ZAFITIRE AWS Artifacte BXEZER , BSRE Artifact F FEIREE AWS
Ar .

&£ A Image Builder WERA MR IR TERENBRE, RARANEAEBERURERANEEE

M. AWS BT HRFERBEHZEMMY !

s ZEMEEHMREAER - XEMPEEMITICTRIEST , ARETEAWSLELEBE TR
2HMENENEAEIREN DR,

« AWS £AWS IR R — W TEZBNIEMES seE A TENT L MATE# X,

- fEFAAWS Config Ff & A R 355 AN T4 %R — % AWS Config RS IHEEN R REBES K
BELRAENIPRE, T AENFEMR,

« AWS Security Hub— It AWS RS A £HE THREN T SIRA AWS | BEERERE/FARTLTIL
FREMREKEK,

BAILUER B () BWENF/m AWS Marketplace % AWS Task Orchestrator and Executor (AWSTOE)
R E M-S HE Image Builder B, HEBIARENEREMN. BXEZER , BSH S TEN
Image Builder BMEHI S HL 7= Mo
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AWS £IkEmRERE S AWS XEEMTAXMEEN,. AWS XERAS /N EREMREEN A
X, XETAXBIRERE, SFRHENSENRNMNENRE, MATAX , BULUEITRREETAH
Xz ELHhiit BRI AR EBNNARFNREE, SEENENRSMNREFOLEMIZEML
TAXEEESH TR, REMENTT B,

EC2 Image Builder RS AFEFE—MXEBHFERNRGIEINEMXE , AN A SIREZSXiE
AMI XETheE, RE‘BRHDEGBEE. BARAHNIE . B LUSE S A HXREM# T Image
Builder BRFZFL\EB , flan | FE1E Amazon S3 F#EEH,

F3E A EC2 Image Builder BEEE& A At (HA)o BAILUFEBR D X ENMXBLIESEGN T B4,
BXAWS XEMATAXWEZELR |, HSHAWS £EREMIZHE,
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AWS £ KM 459 ¥ W EC2 Image Builder 2 X RSFRE L £ IhREH EHM LT RNE. BX AWS
NEBRSRERENEMRELZENESEE , BN AWS Z2MRINMTARBPNEMZREZEEH D,

EBET AWS £IKM K K% Image Builder APl R{E1ER , BREF R4S TESTUATLZE AN

« EXRIEX Image Builder APl 2 EMER , BERIREHLAERZENEREZ S ML (TLS) R
K,

(® Note

AWS EEFEZELZBUEX TLS IiRA 1.0 M 1.1 2, BABIBWEREFF w4 E#H N &
A TLS lRA 1.2 HEBRAE , XGRS RITER, AXESERE , BFE2HALAWS =
2BEXE.

- BERWRRGESALFEETEOFRE (PFS) WEBEH , a1 Ephemeral Diffie-Hellman (DHE)
=} Elliptic Curve Ephemeral Diffie-Hellman (ECDHE), AKZ¥LBIRE (1 Java 7 RESRA ) #B
TEIXEER,

- BATERRZ4E ID M5 AWS Identity and Access Management (IAM) Z3E A XBRFAE F 7]
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EC2 Image Builder 12t &##Y Amazon Linux 2, Amazon Linux 2023, Red Hat Enterprise Linux
(RHEL), CentOS. Ubuntu, SUSE Linux Enterprise Server JA % Windows 2012 R2 X E SR AMI
ERREEMRGR. BESTTELEER | B57%] Amazon EC2 REMEITRE. R IURMEREN
BARFIEAEHTH EC2 =46 , EHER AMI HEBZMGEFSEFMEITETRATNRASES
Mo

B LB LA T # 5 R ik Image Builder AMI RIGF R EFTIRA

o AWSIRHHEAMEH — EC2 Image Builder 2 W MNIELAH |, update-linux Hl update-
windows , ENIREFMEFLENREREENH ., XLHHFEH UpdatelS BIEER, BXREZ(E
B, BZ# UpdateOS, BN AWSTREHAHFIRFIEZFALG , AT SOFAGRIMEIEHRGIIE
EEH,

s HHEEBIMNRMENBEENHEAN — EEERMAETEN AMI WRERZELLZEREHIT ,
& ] LABI4E Image Builder HHRZEPIFNANT . BENLHGAILAEA shell BIZA ( Bash =
PowerShell ) Z&4NT , B AT S EAUpdate0SEREERKIEEELZRRBRNIEHERF. BXRXES
58 , 525 AWSTOE AU BB ENREER,

8 UpdateOS 2EERIAH ( Linux F1 Windows )

schemaVersion: 1.0
phases:
- name: build
steps:
- name: UpdateOS
action: UpdateOS

£ Bash &% yum EFEVAH

schemaVersion: 1.0
phases:

- name: build
steps:

- name: InstallYumUpdates
action: ExecuteBash
inputs:

commands:
- sudo yum update -y
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EC2 Image Builder 2 T £ EF A NKEACH LR KRB FEERNARBLZ LR, U THEXREK
R—ESEN , ATRARTEZLBRA R, XEFEIRARTESHRESITHEREER , BF
HO N BRANZRREmMR 2B,

M ZE4A,

ot

« AE1E Image Builder BB EAN F
- FESETEENKFRAZERS,

- FEATFIERERHBBBENES.
- ERGERHENAPE AR Windows 3 Linux 2240 T

AR ZUE VSN RRG |, URIEFZSRRMNERANZLEAELRS, Amazon Inspector F LR
FRATLAFE B BREH R £ SRR

FEAT Image Builder &i&# IMDSv2

&K Image Builder BEIZ{TH , E&KZE HTTP #EREUS3) EC2 541 , Image Builder {5 iX 252
BIRHEFN X EZN R G, EREENEEBRATRENERN IMDS kR4 , 17 Image Builder E&iZR 1
Bl E R M T BIEREFIRE httpTokens SE,

® Note

EAVEW , ¥ Image Builder NEEBRAFFHATE EC2 EHIEE N EMA Imdsv2 , XK
BT BERRERGEESE DERL,

B < Image Builder EM iR R EMNEZFEE. , 52 B3 EC2 Image Builder £t iR AL E BX
Linux Image By EC2 EHI BB RN EZFEL , TS HEA T Linux 3418 Amazon EC2 AF1ER
H Y L B S5 T SRR T, B3 Windows BR& |, BZ 1 (EA T Windows 3Efil#y Amazon EC2 A
EmE) PHEE S T BIEETL

FEEMERBITER

Image Builder ST B E X G FTEWE S IRE , Image Builder £ 79 i M ARG 01 2 2 K6,
FEXRAEZFIL IR R Z A , Image Builder 2 ITU T ERBELUBRRENZ S
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https://aws.amazon.com/inspector
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Linux

Image Builder EBEZ1T/REMA , UBHRRKARGERT S RESSER , HMREMR TN
SEMBHFOHERNGRIZE. B2 , BUURSHANENBD , REZTEBEEZAPBE.
It , Image Builder E B4 WG T —EFST AR EN K ERE,

HEETHREMEBAMNAIE , Image Builder 27 62 % KRG 2 81 B3 EIT A T REMA,

/A Important

MEBERFPBEEAFKE  MHARELZET. EXMBERT , FRREAFKESS
E—NMNETFEIRBE RN perform_cleanup NZEXHH . Image Builder 48 M itk 324
HENEHRPRGZBSTEERA,

#!/bin/bash

if [[ ! -f {{workingDirectory}}/perform_cleanup ]1]; then
echo "Skipping cleanup"
exit 0

else
sudo rm -f {{workingDirectory}}/perform_cleanup

fi

function cleanup() {
FILES=("$@")
for FILE in "${FILES[e]}"; do
if [[ -f "$FILE" 1]; then
echo "Deleting $FILE";
sudo shred -zuf $FILE;
fi;
if [[ -f $FILE 1]; then
echo "Failed to delete '$FILE'. Failing."
exit 1
fi;
done

# Clean up for cloud-init files

CLOUD_INIT_FILES=(
"/etc/sudoers.d/90-cloud-init-users"
"/etc/locale.conf"
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"/var/log/cloud-init.log"
"/var/log/cloud-init-output.log”
)
if [[ -f {{workingDirectory}}/skip_cleanup_cloudinit_files ]]; then
echo "Skipping cleanup of cloud init files"
else
echo "Cleaning up cloud init files"
cleanup "${CLOUD_INIT_FILES[@]}"
if [[ $( sudo find /var/lib/cloud -type f | sudo wc -1 ) -gt @ ]1; then
echo "Deleting files within /var/lib/cloud/*"
sudo find /var/lib/cloud -type f -exec shred -zuf {3} \;
fi;

if [[ $( sudo 1s /var/lib/cloud | sudo wc -1 ) -gt @ ]]; then
echo "Deleting /var/lib/cloud/*"
sudo rm -rf /var/lib/cloud/* || true
fi;
fi;

# Clean up for temporary instance files
INSTANCE_FILES=(
"/etc/.updated"
"/etc/aliases.db"
"/etc/hostname"
"/var/lib/misc/postfix.aliasesdb-stamp"
"/var/lib/postfix/master.lock"
"/var/spool/postfix/pid/master.pid"
"/var/.updated"
"/var/cache/yum/x86_64/2/.gpgkeyschecked.yum"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_files ]]; then
echo "Skipping cleanup of instance files"
else
echo "Cleaning up instance files"
cleanup "${INSTANCE_FILES[e@]}"
fi;

# Clean up for ssh files

SSH_FILES=(
"/etc/ssh/ssh_host_rsa_key"
"/etc/ssh/ssh_host_rsa_key.pub"
"/etc/ssh/ssh_host_ecdsa_key"
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"/etc/ssh/ssh_host_ecdsa_key.pub"
"/etc/ssh/ssh_host_ed25519_key"
"/etc/ssh/ssh_host_ed25519_key.pub"
"/root/.ssh/authorized_keys"
)
if [[ -f {{workingDirectory}}/skip_cleanup_ssh_files ]]; then
echo "Skipping cleanup of ssh files"
else
echo "Cleaning up ssh files"
cleanup "${SSH_FILES[@]}"
USERS=$(1s /home/)
for user in $USERS; do
echo Deleting /home/"$user"/.ssh/authorized_keys;
sudo find /home/"$user"/.ssh/authorized_keys -type f -exec shred -zuf {3} \;
done
for user in $USERS; do
if [[ -f /home/"$user"/.ssh/authorized_keys ]]; then
echo Failed to delete /home/"$user"/.ssh/authorized_keys;
exit 1
fi;
done;
fi;

# Clean up for instance log files
INSTANCE_LOG_FILES=(
"/var/log/audit/audit.log"
"/var/log/boot.log"
"/var/log/dmesg"
"/var/log/cron"
)
if [[ -f {{workingDirectory}}/skip_cleanup_instance_log_files ]]; then
echo "Skipping cleanup of instance log files"
else
echo "Cleaning up instance log files"
cleanup "${INSTANCE_LOG_FILES[@]}"
fi;

# Clean up for TOE files

if [[ -f {{workingDirectory}}/skip_cleanup_toe_files ]]; then
echo "Skipping cleanup of TOE files"

else
echo "Cleaning TOE files"
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if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ 1];

then
echo "Deleting files within {{workingDirectory}}/TOE_*"
sudo find {{workingDirectory}}/TOE_* -type f -exec shred -zuf {} \;
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type f | sudo wc -1) -gt @ 11;
then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ 1];
then
echo "Deleting {{workingDirectory}}/TOE_*"
sudo rm -rf {{workingDirectory}}/TOE_*
fi
if [[ $( sudo find {{workingDirectory}}/TOE_* -type d | sudo wc -1) -gt @ 11;
then
echo "Failed to delete {{workingDirectory}}/TOE_*"
exit 1
fi
fi

# Clean up for ssm log files
if [[ -f {{workingDirectory}}/skip_cleanup_ssm_log_files ]]; then
echo "Skipping cleanup of ssm log files"
else
echo "Cleaning up ssm log files"
if [[ $( sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
echo "Deleting files within /var/log/amazon/ssm/*"
sudo find /var/log/amazon/ssm -type f -exec shred -zuf {} \;
fi
if [[ $( sudo find /var/log/amazon/ssm -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete /var/log/amazon/ssm"
exit 1
fi
if [[ -d "/var/log/amazon/ssm" ]]; then
echo "Deleting /var/log/amazon/ssm/*"
sudo rm -rf /var/log/amazon/ssm
fi
if [[ -d "/var/log/amazon/ssm" ]]; then
echo "Failed to delete /var/log/amazon/ssm"
exit 1
fi
fi
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if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/log/sa/sa*"
sudo shred -zuf /var/log/sa/sa*

fi

if [[ $( sudo find /var/log/sa/sa* -type f | sudo wc -1 ) -gt @ ]1; then
echo "Failed to delete /var/log/sa/sa*"
exit 1

fi

if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
0 1]; then

echo "Deleting /var/lib/dhclient/dhclient*.lease"

sudo shred -zuf /var/lib/dhclient/dhclient*.lease

fi
if [[ $( sudo find /var/lib/dhclient/dhclient*.lease -type f | sudo wc -1 ) -gt
© 1]; then
echo "Failed to delete /var/lib/dhclient/dhclient*.lease"
exit 1
fi

if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]1; then
echo "Deleting files within /var/tmp/*"
sudo find /var/tmp -type f -exec shred -zuf {3} \;

fi

if [[ $( sudo find /var/tmp -type f | sudo wc -1) -gt @ ]]; then
echo "Failed to delete /var/tmp"
exit 1

fi

if [[ $( sudo 1s /var/tmp | sudo wc -1 ) -gt @ ]1; then
echo "Deleting /var/tmp/*"
sudo rm -rf /var/tmp/*

fi

# Shredding is not guaranteed to work well on rolling logs

if [[ -f "/var/lib/rsyslog/imjournal.state” ]]; then
echo "Deleting /var/lib/rsyslog/imjournal.state"
sudo shred -zuf /var/lib/rsyslog/imjournal.state
sudo rm -f /var/lib/rsyslog/imjournal.state

fi

if [[ $( sudo 1s /var/log/journal/ | sudo wc -1 ) -gt @ ]]; then
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echo "Deleting /var/log/journal/*"
sudo find /var/log/journal/ -type f -exec shred -zuf {} \;
sudo rm -rf /var/log/journal/*

fi

sudo touch /etc/machine-id

Windows

Image Builder &7 B E X Windows B& 5 , =217 Microsoft Sysprep SKRAEF. XLREE
&7 R EERBAWS WRESRE,

&= Linux JBIEMIA

Image Builder 8| ZHNMREERUNBERTRZEMN , AEBRINNELLHERXK, BR , —LESHW
ERRFITTRFEERTNEFTEM AN - PRS0, MREEIFERT —LFELD , RIMNAE
RSN E AMI, IBRRENZT 2.

/A Important
BRI FEMNATN - LRSS BHRBER (HIHmEEKSEAERT SSH B )
BEERLREGT , AWITEENZREBINEMXREIF. ETRNTHX, XEHKSH
BahEt , AR RIB R R,

THRBMRTBFEMAEANENED , XL FPRIERE X , AR AT A TARIE Image Builder Rk #Y F
N2 XEE. BRI BEMANBELRD , B LUER CreateFile AHHRERERS A HIFEHH
W (NREEBE ) RUE—NEXH , EEHRERI I XHBIIPIEE,

(@ Note

NS BFEMANE - MO ZN X GFTNTEXHT BE. 0, MREEHIMAL
CLOUD_INIT_FILES &% , BRIE T —1NE A skip_cleanup_cloudinit_files.txt
#3244 , BRA Image Builder R’ 75 3E1R B E Bk S B9 ST
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LI

CLOUD_INIT_FILES

INSTANCE_FILES

SSH_FILES

N E MR

/etc/sudoers.d/90-
cloud-init-users

/etc/locale.conf

/var/log/cloud-ini
t.log

/var/log/cloud-init-

output.log
/etc/.updated
/etc/aliases.db
/etc/hostname

/var/lib/misc/post

fix.aliasesdb-stamp

/var/lib/postfix/m
aster.lock

/var/spool/postfix/

pid/master.pid
/var/.updated

/var/cache/yum/x86
_64/2/.gpgkeyschec
ked.yum

/etc/ssh/ssh_host_
rsa_key

/etc/ssh/ssh_host_
rsa_key.pub

BRI EB 0 S4B

skip_cleanup_cloud
init_files

skip_cleanup_insta
nce_files

skip_cleanup_ssh_f

iles
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INSTANCE_LOG_FILES

TOE_FILES

SSM_LOG_FILES

N E MR

/etc/ssh/ssh_host_
ecdsa_key

/etc/ssh/ssh_host_
ecdsa_key.pub

/etc/ssh/ssh_host_
ed25519_key

/etc/ssh/ssh_host_
ed25519_key.pub

/root/.ssh/authori
zed_keys

/home/<all users>/.s
sh/authorized_keys;

/var/log/audit/aud
it.log

/var/log/boot.log
/var/log/dmesg
/var/log/cron

{{workingDirectory

}3}/TOE_*

/var/log/amazon/ssm/

*

BRI EB 0 S4B

skip_cleanup_insta
nce_log_files

skip_cleanup_toe_f
iles

skip_cleanup_ssm_1
og_files
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EC2 Image Builder #[EHERR

EC2 Image Builder 555 , AWS RS A T RMEFEHERR , 05 B I8 7 R AR R A 22 6] &, Image
Builder RERH & RMMEHMEBESEHRESNTSRNWHE, S\, Image Builder LU B E S H B &R 2 HHY
Amazon S3 V&,

W FERELER , SR LUER AWS Systems Manager Run Command 5Z1TE X A a5 FRIZA

AN

)

EE R
- BEHRTR

EEHEBESR

R Image Builder BB LM , Image Builder iR B — skt itk 2k M AV £51R5E 2. Image Builder
HLELRBCEEDIRE workflow execution ID, il FEAY%H HRH

Workflow Execution ID: wf-12345abc-6789-0123-abc4-567890123abc failed with reason:

Image Builder B —RINFTBREKRZHMESREMERE , IESRENEFERGUEIEDNE
TRMEBRENH . ENRENWEINN M EREE — N XBEW ITERRE. X Image Builder 21T TER
EXREESIN LRGSR , E2ER— N TRESTHFAE RN TERELHERR,

BBWEGEE —NED X EE TN TERE
MR TERBEZITREFIHENFAER

EMRTERENZTHHE | &0 L6 A #AGetWorkflowExecutionHl
ListWorkflowStepExecutionsAPI #4Eworkflow execution ID.

EEIERBETHARE
« 5% CloudWatch B&
Image Builder ¥ 4K THERFENITAERMEILLT Image Builder CloudWatch A&AME#HE :

LogGroup:

/aws/imagebuildexr/ImageName
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LogStream (x.x.x/x):

ImageVersion/ImageBuildVersion

£/ CloudWatch Logs , BRI SAFEAMEE N BRZAELEE, BXESLEEL , 152 H Amazon Logs
RAPEETHNERRKIEERE R CloudWatch BEZIE,

 AWS CloudTrail

CloudTrail 1R EENKF RBEUE TIEWEED , MIMEWEES LB R, B IRKRIREE
CloudTrail E#rimagebuilder.amazonaws.com, & , BB RHNITAEFIREAR Amazon
EC2 X6l ID , REFEXEEHNITHEZSFARF S,

« Amazon Simple Storage Service (S3)

-
]

=
&

R

Ch

MREBEEMREREETRET S3EHEIHANBIE , N IT/ERESREITH B B ERI
THER :

S3://S3BucketName/KeyPrefix/ImageName/ImageVersion/ImageBuildVersion/
WorkflowExecutionId/StepName

i’.&iv:l_ 3 S3 FHEBN B TFE RIRGER SRS EC2 R4l LAEFIN S RAMNEIRES, XEAX

ETRBAMEERNAEAE, EESTHEHNENARESS LERITHRESRO AR L (R
Fﬁ JSON RE ), IRER|EH , MMM application.log FHREFXLXH , BUZHTE6 LK
mB R A,

INBRT , SEELHIMHFER , Image Builder < IETEIZ1THY Amazon EC2 N A= Hl, &
DEREECANEMIZHERERFRPVEGNRE , SUR B S FI R =M 1= 3246 SO 1T 8 FEBERR
ERHAEDPEREHRE , BATUSREM R EEE R REFEDERRIRE I 5 A K WAt 4 121 8 5%

o

AT LAFE AWS CLIFR A update-infrastructure-configuration &3 & 2 XL HRE, £ JSON X4

terminateInstanceOnFailure Hi®EN false , ZHHEE --cli-input-json S5 HZ

(=}

) E*E%1Ezm~ y ﬁ?lﬁ'—.l E*ﬁgmuﬁﬁﬁﬂlﬁo

HIEHE R R

N

BIH T AR AR B HERR 7 =
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o« THRHEIEL - RS 403

o WUFMEESSHI EHY Systems Manager K32 ] F 14 A ¥ 22 48 Bt

 Windows % Bh& & 7£ /5 3h B Ak T B SRS

- fEA CIS B EAH R IRIDER K K

- AssertinventoryCollection 2k ( Systems Manager B#h1t )

EERYSNEAREE | BERRZSNEFHEET . SUNENYT BZMRE,

R HUEL - RS 403

EEEBLM , 7 “AccessDenied : i RIEIES" KRR ; 403",
E&H
ATRER R R 2 4E -

. IR B AR A TR AUR AT ) AP S48 H AR

« XHIWMEXHHBRDEF Amazon S3 IENNR. RELNE , IXFIEEXHAENEN S3
T ERER BPuUtObject FRAT , MR EXFE R

BRIRT R
BIEFRR , TR TR IR I R

« RHIEEXHRDIEERK - ROV RBERNIENKFREXHBEP, REBRETEE,
« RBIEEXHFRD S3 FREBHEANR — RENRXRGIEEXHACRNRTFEAEN S3 FHHE

M PutObjectiX BRI K, AFHBIXZITEE.
i SEH E#Y Systems Manager /IR a] A 4 B ¥ 22 B A
iR

EEMERK , 87R RE = TimedOut " M “KMUHE = "'TREI BHRKHI LK Systems Manager 1%
] MR S BREB AT,
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R &A

REVRR S

s B ITHREENZTHHFNEBITE LR Systems Manager i R o
- RBIERE X R BEPTRENR,

fRRTT B
BIFATREAVRE |, AT BRI TR BRI R

- HRER , REFN — NREBEREFRHPHE |, EHRE RN Systems Manager, Image Builder
H Amazon S3CloudWatch/ ( Z1REi2F ) i& & T PrivateLink &% Ko BXRIZE PrivateLink &%
TRNEZER , BSH VPC KinT 2 #= ( AWS PrivateLink ) o

o BROVR - AT HEEFRERNINE Image Builder B IAM fREHRA GBS -

» EC2 InstanceProfileForimageBuilder

» EC2 InstanceProfileForimageBuilder ECR ContainerBuilds
« I 5# SSM ManagedInstanceCore

B X Image Builder REFHEXACBNEZFEER , S £H EC2 Image Builder RS XA E,

Windows HBIRE & £ B 4t FELIRES

% F F#9% Image Builder Windows AMI FYSEHIZX B S A TN AMI B H KRB RITEAT , ATgES
HINFRBEZ LT ELRSHEE, XFEREEHEXGIEANREALE SR EFHRNEN
it o

AR RIE R T £ EC2 Nitro SR8 H F#2E H 7E EC2 Xen 32| LE 319 Image Builder AMI ¥ &%
A

FEEHIRERE - m5.large (Nitro)

BIEHIFEA : t2.medium (Xen)

PS C:\Users\Administrator> get-disk
Number Friendly Name Serial Number Health Status Operational Status Total
Size Partition Style
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0 AWS PVDISK vol@abcl1l2d34e567f8a9 Healthy Online 30
GB MBR
1 AWS PVDISK vollbcd23e45f678a9b@ Healthy 0ffline 8
GB MBR

RE

BT Windows FIERINRE , TAMNHE T2 BFIBRANHFITHEAL, £ EC2 EXRFIRBEN
BY , Windows 2 FEMNRANFHE . SRRNKEEIEFRETE1L.

R B

RMNBWEEWEEREIM Windows AMI RHEAMBRNSSAIRE RS, FAEEMRERETES
ETTRERSGHRKAFIRE, NMREEENEMSSHIREFER Nitro R4, MENEHREM Nitro &

%o

BXRET Nitro REHWENXFINEZER |, 55 GEATF Windows =418y Amazon EC2 AAF#8
B RHET Nitro REMESEHI,

£/ CIS 521U RY LAl R K 22 K W

iR

ZERMZ CIS BICK ARG |, BRE KK,

RR

Y /tmp B FZRBAE RN noexec B , AIEEL S B Image Builder HI#E,
fRIRA =

TEMRREL 5 workingDirectory FEBHA NI BFEREMNUE. BXELZEER , B
7 ImageRecipe B #EL R H BA

AssertlnventoryCollection kM ( Systems Manager Bzh1t )
iR

Systems Manager Automation &R AssertInventoryCollection B{t SBRH I — DKW,
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R &A

IR IEHIE A T REE B — 4 Systems Manager State Manager <Bk , A FU&E EC2 LHIMELE

B, MREH Image Builder Ei&F A 7T ARG THIBWE (XRBIAZE ) |, Image Builder &

2R AN ELFICIEFNFE XK, B2 , Systems Manager T RAFREXRBFEESNELERE , W
REKBFEE—IxREK , WBEILEFEFHXEK, XSHREIK , HEHEEWEXK,

R B
BERRLAE , FEAUATHEHP—MIZE , XAEBERGTHRERE :
- EEFETEMENREEE , WERERAERETHBERE SRE. REESHFEITEENE,

BxEH EC2 Image Builder BH & F#H AMI MEEENEZEL , B8SH E5 AMIBEEE (&
#E ) o BXMEM EC2 Image Builder ?E%Ué%%ﬁ@%ﬁﬁy{@"éﬁﬂ’ﬂ%??Em , BEH B A NG
EE (#HA).

« B ATLLTE AWS CLIFfEF update-image-pipeline (s S EHMBEE, Nt , BHELEH JSON X
a8 & EnhancedImageMetadataEnabled Bt , FHIREN false. AT RHIEREHIRE
7 false,

{

"name": "MyWindows2019Pipeline",

"description": "Builds Windows 2019 Images",

"enhancedImageMetadataEnabled": false,

"imageRecipeArn": "arn:aws:imagebuilder:us-west-2:123456789012:image-recipe/my-
example-recipe/2020.12.03",

"infrastructureConfigurationArn": "arn:aws:imagebuilder:us-
west-2:123456789012:infrastructure-configuration/my-example-infrastructure-
configuration",

"distributionConfigurationArn": "arn:aws:imagebuilder:us-

west-2:123456789012:distribution-configuration/my-example-distribution-
configuration",
"imageTestsConfiguration": {
"imageTestsEnabled": true,
"timeoutMinutes": 60
1,
"schedule": {
"scheduleExpression": "cron(@ @ * * SUN *)",
"pipelineExecutionStartCondition":
"EXPRESSION_MATCH_AND_DEPENDENCY_UPDATES_AVAILABLE"

+
"status": "ENABLED"
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}

AR IEFEE A £ XMER , BEMEA EC2 Image Builder ##H| A SIZFEEN , BRBHA
WEATHRIEWRE EEE , REEFEHA AWS CLIBIEEER , false 7£ JSON X4 HIRE
EnhancedImageMetadataEnabled B HE.
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