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NTBEKFXFRERR , ERRAZBLER , E4AEALAPNENNARFKS P ERAANRES
BRo

EFERIZSE , B LLL Incident Manager BIEZ— MRS AR , ZARBERKREBTTRIBIEFTEHN
PR o

ESARERIBE

1. #TFF Incident Manager ## &8 , AENEMSMBERPEFIRE,
2. HAERIXGH , EFCERFZAE,

3.
EEERUENBRSACHMAXES  RELERGE,
EXRPERIMBE

EEIEFERBAELXIBE , BMEZE IncidentManagerIncidentAccessServiceRole A& E
NKFHPRERZEE,

1. iFIA : https://console.aws.amazon.com/iam/ , TFF 1AM & &,

EEMSMERS , ZRAG,

2

3. EEFERES, WA IncidentManagerIncidentAccessServiceRole,
4. ERAGNEN , REEER R,

5. EXNFEEAAMAACHNEN , WIAERKRAE , REEERR.

£ Incident Manager R {EREB R A

AWS Systems Manager Incident Manager Bk R A RS H4HIERE . Incident Manager £ E# & 4 Hi[H]
AUBEZNMNREEHRRARD, SBANENBKRANESNITX , #iR Incident Manager SEAR A B
Y 5 AT [E

£
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BRARARE

BRRERIER Incident Manager AT EBRRA BN B 5%,

Incident Manager X# A T RERE :

-« EBFERAF
« BIEARSS (SMS)

“F ST
. BE

BRARARERE

RTRIPEHIBRFAFIZR S |, Incident Manager 2 E BB BB RANOBL R RRBEL, EESHEAE
HEERENRE , YTEFHEHBE, Mt BEMNERRAATEA N REZBEB,

Incident Manager W EL4HHEDE MR R AREREBANINEE, ERAXLEEMA  IRTERELRRS
AEEIEREFHNRIAREREEXRRSHIHIHMEANEAN, XTEENSFHITEIRRIRN—
W KELBHRANBH, BATRBERAANFAEFE , BB Fi4, EEREFTLERE. BY
X LAFME |, 28I\ B 2 B ERMMER R A RE R INE Incident Manager #,

EFRIRH

BRI BUR X LBA , FERBBRBNRBENRRARE, NABAURE A TSR MERR A
RBRIRE , MTBUHBE,

EMEBRRAPBERBCR AR

1. SMF Incident Manager & & , RENEMNSMEFIERRKR A
2. EREMBRNKRARENBKRA , ARERRE.

3. EBREEMRAVERR ARE S L RIMIBR,

4. EFEEH.

BRRAREEA
EEARE , FEEEUHITN. EEBUHITE<PE L Incident Manager A BN R
BRRAAREBEHAE

1. XI3EK B Incident Manager B EE B EFF 1A,
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RAriEmE

2. SME Incident Manager &l & , REMNEMNSEPEREKR A
3. EEREMBRMNKRAARENBRRA , AEERRE.

4. EEHCERS.

5. %A Incident Manager &% 2i& & K BEB,

6. EFBUE.

BaitX)

Bt RIFENLT Incident Manager IRt 5Bk RAREED ., SN EEHFHENTRMBEZRXEKRR

AREEY, BULELRITHR@B TR PERES TR, ETHEXLRITINESER , HSH
£ Incident Manager £ L3R it %,

fEEKRRA
BIEBRRANSRINT,
1. $TFF Incident Manager ##l & , RENEMSHERIERRR A
2. EBRBIERRA
3. BABRKRANZE , FRMUE—BRINGE,
4. ENBKRRARE, BMNBUAEATIAM U L FEXRENEKRRARE,
a. EFRB . BFERH. BERIEF.
b. ANEKRAREWMA—NARBNER,
c. RURKRAAREMIFHAFEER , FlNEFHR4 : arosalez@example.com
5. EENSZSNMRRARE , BFEBRBPMKRAARE, S8ANM— M HNBKRARE , REESK 4.
6. EXEZITXI,
/A Important

ESBRRANERY , BYURNENEH T,

a. EBBRRAREEN.
b. EXMEFHFFHAZ Incident Manager 5iZBx R A RE B EFatE,

Baiti
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c. EARMHEMEBRKRRARE , HERFNES,

7. BEXEFHITRE , EEBE, Incident Manager EENE UHBKRARE R EHBED,

8. (Wit)EBEBRRARE , BH A Incident Manager XKIXAENEUMEBRARENBERE,

9. (W) ZEREFHBUEE , BERREFNBIEE,

10. EBRER,

EMBRRAFBEEBRRARER , EAILLRBRRARNNE LRIT PR LR, BT EBEX LR
HRINEZER |, HSH 1 Incident Manager A R IT X, BRI SUREB R AR 02008 B2 1R o 5L
HITEEES.,. ETHREXFIEBNITRNESELR , HS6 % Incident Manager # A R A1t X1

FERRANFHERT ABRBEM R

BB EHS |, Incident Manager AIAMFERAIEEREEEMNREMNNE, HARWNEFERERES
BEHIR B Incident Manager , B2 W FFAENI R & Incident Manager EE#AF F &= (vef) XH T
FNEBFEE LENBERRERP, EZXHEFEEE Amazon CloudFront 1, AT AWS Bl 5 XA {ER,

E T # Incident Manager .vcf X4

1. HEENBHER L, EEHH AT : https://d26vhuvd5b89k2.cloudfront.net/aws-incident-

manager.vcf,
2. FXHREISAZBIIEZ LHBERZ.

£ Incident Manager F A& at A &R

Incident Manager FIYFMINEIREN T HAEZERER TN ES , EWREBH, SFartEx
HERNZHERUIBN - IS IMERER. SRR AEE 30 NER A

SIBREHARE , EUUHEEN ERAA LRITRF. BEESZERITRIBERNEHR

B, Incident Manager 2 RER B RBAFHHNRER (RZBBBRER ). AT, ZRRATUBIAE
o ELRITXIF , BAUES P LEBHBREE—ISSNEFHRER , UR—PHSZNERA BX
EZER , 555 & Incident Manager F{# f E3Rit %,

® Tip
ERRESRE , BANEBWE LRI PR MR A NSO BERERN LIRRE, RE , BR%
BLERITHERN MM ITRINES SR, XA EAURARELEE WAL FHNEHITR,
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BNMFR R ARES I/ URRR, RRATUEBRFENEIT, X T EEAR 58 X H @ 5
MIRERKE, SHALGRESETHRR, XXFERMN'EXRRANEHEE RN R | EXTF
R, tRASHHEIFHEERSNEFA,

ZEB P A SO B N E E S 40 IR EN F TR R,
FB

« £ Incident Manager A | 22 1Fan i (B SR A #01R

« £ Incident Manager R EE I G W Fw At EFx

£ Incident Manager H 8| 245 an B (B R MR
FEGFWNER , L— MRS MNERIRARRES) , QA BERIEH R RENSEHS,
Frigz 8l

ERIRGmIRRZE , FRREZACIETERMINERERTPIVEKRA. BXEE , B5H &
Incident Manager FERAEBRR A,

ZRETH (DST) HZ&1L

BIBREE |, BAMEESKNEX |, ZNXEANRHMBER BN A HHEM, SAUUERAERKNES D
ELALAE (JANA) E X BIEMES X, Hl30 : America/Los_Angeles, UTC #l Asia/Seoul, f&ALATE
FaNERPIMNS N NER, B2, SERHRANNEEHENE LN TARNNXE |, HEEEX
R RENEAE ST,

f5l7n | America/Los_Angeles 3} Europe/Dublin B<F R [EH DST Bt FEX, Eit , BIE—FH
WARRERE , AKXz B ZTEEMEZE 6 2| 8 NPet, fln , £ XEXFHATAIRAE Anerica/
Los_Angeles BfX%#:—)X , £ Europe/Dublin £#t—X. EiZRHl% , BF DST W1t , &g
RUKEITE /PN RMERS — NI REES,

NG WP LR , BUEERNUTEE
1. WA ERFP , IERREER 2 X,
2. EEEREN XMW@ ER | HitE b E,

MRERERBRERDBEIE LG X |, BHEEM DST 2B EBNEK. RF , BEFEZEFRRLYH
YR, BABBRTE DST BALAERZ A , BESFHBZCTE HIEABNEARKEER,
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EoEFmER

1. 3TFF Incident Manager &l &

2. EEMSMBERS , EFEFWIEIRX,
3. EFoIEFWATER.
4

FNFREIRER , WABHURBZIR BT E &K , #l20 MyApp Primary On-call
Schedule,

5. ERERIEBSD , RixetERBAEYE AWS X5 FHlE—# 314 , 620 my-app-primary-

on-call-schedule,

6. (k) ENREXE , F-ARSMEERA B VAEX LA B F v e iE &Ko

HRERLIBEAERNTIETHEE, MIAULEETEANSR (AR, HEESIFE ) WER
BITHE, flm , B LARERER , MAEEZTHREER, SENRERXERIFN LRI
X, BXFrIE Incident Manager BIRMWEZER , HZH £ Incident Manager F#R12H R,

7. HEEFHAERFHFIM—ARSZIER

£ Incident Manager A & an it (B R S 2 31

T RRPOVRIENE TRENERNE, EREETRRERNKRA, BRSTUELNMFwT
B = 245/ UR R

&R LAHAE Incident Manager FOIZ A BRRANEADNARMEIRIZD, EXREERRANER |, 18
2 7 Incident Manager F{E FBX R A

EERERHRE , B EREAMNTE B A EIZNHERAAR,
E OB et E RV

1. HEEIEForRAXRNENRGR 132 , EREBEEHD | WARIRRRNEF , Hlin 00:00 -
7:59 Support = Dublin Support Group.

2. WFHHBHE , LLYYYY/MM/DD BRM A ZERBRFRERN BE |, #la0 2023/07 /14,

3. WFHREKX , EF2REX |, ZEEXERERZELHRIEENLIIZE S0 A A B N ER,

BT LME A BB MRS 2 B (IANA) E X B EARt X, 5170 : “America/
Los_Angeles”, “UTC = “Asia/Seoul’s BXEZEE , SR IANA MG £ BBt XBIEE,
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/A Warning

EUMREEDHNRKETERRR, BE  SALRENXOESNELTELPMELY
MPEEE N, GXESES , BSHATHNENZRER (DST) 3k,

4. NTRMRITEETE , K 24 /MEt hh:mm B X A ZRRNVRVTT HaVEE | 5120 16: 00,

BEIE K EREENNEXTFENKIAN Y EER, Fl, R EIERE America/
Los_Angeles AATX |, 00:00 REEFFEETE |, XAHEH T Z/RZEAME 08:00 , ENEZEH
13:300

5. XTHRMEREE , L 24 /Nef hh:mm X AN 2RV IELE RAVRS A |, 0 23:59,

(® Note
FRTT 1 L5 3R 2 B Y [R) e At iB) B R ZE DA 30 70744

6. (HWit)ZREHRKEREN 24 /Mo, BiEE 24 PMEER , ARERRIT AN EZRPRAZ
RBRNFTREE, RRERNEEXBIIEN.

flan , MREFLEFWRERN 24 Mot , MBEMELF 11 SFE#HR , BiEFE 24 PNEE , AREA
11:00 {ERFFRETHE,

7. NFERXE , ERZRRE-—APHVLTEHRSHRE. i, WRENFHITITTER
R, EEZRREBMAASZANE R

8. HMEFERRARNMBEFEIRS,

£ Incident Manager B9 4 an it A = RS BR R AR INEI R 1 Fh

FEENGFmINRERP , SRR BALURM— NS NERRA , ZRZARM 30 N EA LM Incident
Manager B & iR BB R AP HITIER,

HEFBERARNMB RPN | ZRRATRSRIBEA , EAESRERIN 60, BATRERR
ANEAER , BIRFHM4. EEFETRIERE,

BXREERRAMBKRAABIENNER , BSH £ Incident Manager FEABKR A,

ERERR AR IR an i R RAVEC IR AR
1. HEBRGHNERTEL  ERROKIARS |, BRI EREKRR A
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2.

EARMBMBRIRRAI EES |, ARELSHERRPVERANGIE,

SRR R ANIF 72X LR AR B RFERIENIRF, ETRERNBRRARENR
s P o

EEEIN,

EFUBRRAERFRNVE , FERFZAFPHNRERE , REEMAD L

( .

MET
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B E B R AT

SIS E R BRI F AT K.

£ Incident Manager HIEER LB AR AT , HEERFMFE

RMEFABAE TRRPWRRA LRI ANEB L SFwHINE, FHNKTURRE. ARIABEE.

EETERIEARNK | FEERR iR

1.

2.

FRIZSFmNARAEL , ERRNEARREDY , THITUATERE

s WFHRMAHRRE | FM Daily. Weekly Ml Monthly R ITIER , EEBNMSHRMRRE
LR, LAERILANAS

o TR, MARMFEZS LR, JLAER/LNA,
flan , MREERE Daily H@A 1, MISMNRRAANSTHRIDEFE —XR, MRFER
Weekly H#A 3, WESNBRRANSHRIDNFE=A,

( Wik ) RS X , §— NS SAMMERAEHNENNAEIRR,

HERESBRARRNTETEE, METUERTENAR (WK, HEERHE ) HER

BITHE, W, BELARIEREE  UBESBAZRRNRKRAANMNE, HANRHNEHRE

ERAFHTFN LRITR. BXHRIE Incident Manager BRNEZEE |, 28 £ Incident
Manager F¥r12 &R

(#% ) CABRRAHK K BREGHEARNBZCE 2 HABINER,
ERIE,

P, BALE LRI P AR ERFNA LRRE, BXER , H5H HIE LRI,
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ERARSDPFHARTHBELEE R EN SR ER,
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- RESWNER
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- BIESHNERERENESR
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EEFONEREFHAGEE

BAUEEEFGNARFAGENELEESTNERNBESE, ZNEHETEHFHARNMT
—MIWARNEE. ZREEE-—NMEANE , EREESERRWPLRRAFS.

7/

EEEFRNARFAGSE
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2. EEMSMERSD  ERSHNER.
3. HEEEEMNFWRBEIRITH , BRITUTREZ—

- I EABENE , HEERERE,
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ERZITHNRERE , ARERESR,
- EANEARNBIUNE , FEREEER
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O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation

LU EH B RAREERRNEE , BEUATEASSERA
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- Rt A

EERAUNEEAENESERXEENTATNER K BAURNESZBH. BXELR , BEZHA &
) 5 an B 17 2R o
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1. 3TFF Incident Manager &l & .

2. BEEMSMERP , ERGHHER,

3. BWITTH®RMEZ—:
ERERENSGHNERTHRERE , AERRE.
ERSFHNERVNERIE , TAEEFHNRARFAGERTE , ARERRE,

4. WNEFoNREARKERRHTHCENER, EUUERRREBILET , FIITTAMERETE, BRRA
MEH. BUUREFENSTERPRINIM R, BHTESRREFTEIE R,

BXRFEATEENER , 1525 £ Incident Manager #6122 15 6y i 18] R M 506
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NREFEETSERNNER , NEAMUENERLTIER. NERENHNBRETMPEE , &
MNEBWEEEF N EREFAREENEIEER,
B Fl o et A &

ENYESEORERNEBENFNARNES , £UNB—MEARIEAHREEENEHTER.
EE HFmrER

1. #JFF Incident Manager &l & .
2. EEMNSMERT  EFFHREXR,

3. EBRESFNSHNBEIRITPNEERD,

4. EEEH,

5. NAMRHRQRH#TEALENEHR, SAMBREZSEER. AN ERELR,

(® Note
EHUARERE , KFNBREREEFTNTTIE B, EHRIRIETERDIFUAZT EHNF
BT8R,

BXEATEIEMMES , 2359 7 Incident Manager F 822 &y Bt /A R A5k,
6. EERBERIAR,

I E et H RERAY B

MREFBZXNY AN RIS ERIT RMEER , WA AIEZEHR, BIER , ETURRRANEE
HPFITRMERNE —PNEKRRA. BETLUGRBEBS NN ER,

S
0
anp

EFBRRATBRAETRARRNERT R,
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On-call schedule details | Edit || Detete |
Schedule details Schedule calendar
May 2023 | C H Create override | | 4 H Today H 3 ‘

America/Los_Angeles (local timezone)

Sun Mon Tue Wed Thu Fri Sat
20 May 01 02 03 04 05 06
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei

07 08 09 10 1 12 13
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei martha-rivera
14 15 16 17 18 19 20
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59 00:00 - 23:59
martha-rivera || martha-rivera  zhang-wei zhang-wei zhang-wei

E OB Fan et E RE B
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@ Note
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b. XTIFHBEH , EFEHMASRT BB,

c. XFFARtE , LA hh:mm X5 A ST HBHV A,

d. XNTERBH , ERFIWMABRERN B,

e. XFEERHAE , 2 hh:mm B A SR ROeTE,

f. WTFERERERA K EREBERPEGHNERKAARE,
6. EFEEKR,

BIRERE  BAUEBESFAFERRIAGNE, SN —IMERNEELERRALEN , —MEEES
REMRNEROEI, SR SULER BRELCFER R FRERBHF 28,

I B A5 e B B) 2R
LETEHEEBRENSHRBERES , JEUFHEM Incident Manager Bk
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AWS Systems Manager Incident Manager @13 & E X BBk R AR F AT E R ( S8 LIR|E )

R4t LRER, BAUREMES N LRRESIA—NEH, MR LBREPWIEERRALE W

Bi , Incident Manager & LI REI T —ABR A, BEAMUEBREAFBINAESFITREFELELR, &
AT LA EIRITROR MBI TR, SUEESHF BRI E R LR, BB ESEH4RM LR
Xl

EL
- Bi&
. HIELIRIR

B B
LRI MM BHT , SIANRBEAEN S HB. SITNRERATER

s FEME—THMET MRS ENRE, BEaiFHRE , LRITNE-MERRTHET.

« FHRRE—ERREAUARENKRA , LAINRFWINAIR , ZAERBESNKRRALR , 4]
BAENERELR, ERITHEAEELHESITRESNIRERTES . BANREESNLIRE
B, MEELRITHHAT -MEZAFLERR. BMMBRTUAESN LRRE,

AXRXREENKRANEER , HSH £ Incident Manager FEABKR A, BXxtIBEFmetRRNE
B , 2 % Incident Manager i Fl i ap BB Ko

HE LT X

1. $TFF Incident Manager #Z#l& , RENEMNSEFRIEFE EIRITRI.

ERE ERITR.

NFEF, MALRITRIAOME—E% , flZ0 My Escalation Plan,
WNFHIE , WABEAFEBEIRF X, 20 my-escalation-plan,

3 F B IF4ERTE | # A Incident Manager fE#E A T — M B 2 B S 1309 20 59 5
NFLERRE , BERE-NHSNIRRASGWERIRAELM RHITES,
(k) BUEBRRATEBIAEDGEELE LRITR , FEEWIAELEITRI®E,
E@ZMBRANSE - RE , HEENLRRE,
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9. E@ERITRAME—NE , HEFMBER.

10. EEHRS5 B 9, BERETANZ EIRITRIRMATE LRRENE .

1. (k) EREL X, =PRSS MrZBABHRNEN AT LRt

MEREBIBATFENERKE, MEATULLEFEANAR (WAR, BHEFEIIRE ) JRIFR#
T9%K, plmn , BRALDFRE—NERITR , SBEEATHSEHRE, 3sWLRREXRBERXE
M EIR1TX. BXHRIE Incident Manager BIRNEZER , S M £ Incident Manager F #5185
R

12. EFE ERITR,

£ Incident Manager AR £ A Bl K 5708

Incident Manager 2 —ft AWS Systems Manager 2188 , EEEH MM EEB EESH A E PR EREE
TR SFOE# T8, MREREHE AWS Chatbot FIREMNIIRE, AT , B LU ZEEES
Incident Manager A B9 1 5711 X1

EEHRXERE , WNEEAWNKTEREHMERAE, Incident Manager E&FEXEHNFIE
EFNBAEEEEZPXNE, CatAZENXEREFEEN —IPHZ1 Amazon Simple
Notification Service (Amazon SNS) & & XX L& 4,

AWS Chatbot 1 Incident Manager X3 EA T N FI 2 5 A B9 B K 570E -

» Slack
* Microsoft Teams

* Amazon Chime

EE4PREPVXEN TR SFEE=FTEH Amazon Web Services fRF FIITES -
(F)

o 51 NENBIXIME R EHERH Amazon SNS F &

« {£%5 2 : £ AWS Chatbot 81z B 5iE

o 15 3 FEIXRSUERIE Incident Manager B 57 11X

- BEBXMERHTED)
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55 1 RIEREIRINE QI Z S E #H Amazon SNS £

Amazon SNS R —H#EERS , REMRHER@ITRE (B NIRENMERE ) UERER. X
HEBIREEREZEZTESITAERTRIRNR , TER-—MEBHRKNBEFRE, Incident
Manager £/ SW R it RIXBKH — N HZNEE , MEAHBNEREERBHNEA,

ERMITRIF , ETAEBHBEHAPMA—PHZA Amazon SNS £, ENRERR , BRZES
FIER MBI FN AWS X35 eI - SNS £&,

® Tip
EFREIEREEERE , RIMNBUUELEE Amazon SNS =& , AMEE Incident
Manager —E2fEH, BETHKE , ERTUCIEZIXFET .

E R SR E R 5508 8 B 2 E # Amazon SNS &

1. BB (Amazon Simple Notification Service FF & A R1EFE) HHIBIZE Amazon SNS B Z B
BATERE,

(@ Note
IEEHE , FEREFUERETHF K,

2. EFEGEMNED , HiZTRESHEBTH Amazon BREBH (ARN) , #=X arn:aws:sns:us-
east-2:111122223333:My_SNS_topic,

3. IEREE  RERTHFRKRELS , BEEMRAME AN EMBHRNR,
4. FULTERRMNEREHEUHA

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {
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"AWS :SourceAccount": "account-id"

BT B ERa#its .
« snsnsopic-arn BENZXELIEN EBH Amazon FRABAFM(ARN) , B
arn:aws:sns:us-east-2:111122223333:My_SNS_topic,
« account-id R EEMEHAN AWS K/ #9 1D, 70 111122223333,
5. HEERTFEL.
6. EEFIEFEENEIXFEEZILE,

%% 2 : £ AWS Chatbot A & 2 B8

BRI LATE Slack. Microsoft Teams % Amazon Chime F 8|2 XNE, ST RIRE—NEIKIMA
B,

NTENPRGE , RNBWEEBREKENREN (FEQAFRHEITHESHAEHNR ) . £&
RIEHEE AWS Chatbot I RSB R AER. EEEHTREREMEMAENEMH MR EXE
F RV B RSE -

/B AT AWS Chatbot BJ Slack 5738 Microsoft Teams 5B , B4R & A LUEEM Slack =
Microsoft Teams Bi Fif2F #1217 A& Incident Manager CLI i s, BEXEZELE , BSH BEIHX
B TR

/A Important

SEAINE R BUE K A P A E ERENE BT RIS AV R R AR RIE 7] SA ) ) R SUE
mEMRF , SINASmERENSHUNEE,

B> AWS Chatbot W —fZE R , 55 (AWS Chatbot BEE R IEF)Y R AL E AWS Chatbot ? o

MBUT R AR Fr 1T IR 5 ML 0 2 B RY 5TE
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Slack

ZETBREBEHTEUNWNRIZE , AFFAESERFER Incident Manager Wl R a5 H. AN
PR , ENEHMBE R EEM Slack IXSMEEHEHHEZED, BXELR , F5H BY
R STBH1TEB .

E1£ Slack # 8|2 X558

&M (AWS Chatbot EE R EF) PHIHIE | T EA Slack VS REITIRIE , AEEREF
MARTARR,

s EETE10H , W FACKE , &% E/G,
o EZT 10d |, X FREEEMR , & Incident Manager B PR,
s ETBR 11 B, N TSEMFYLEIRE  ERBEAND |, EF

AWSIncidentManagerResolverAccess,
« FELIR 12 PHY SNS B E D , AT THRE
« WTFXE 1, RRENEHEF IS/ AWS X,
« WTFEE 1, EFREEZXEOEN SNS £F , A TRHRERESHEA,
- WTEHEFNESNINEMXE , FEFEFMEBXE , AEHRMEMXEHN SNS &,

Microsoft Teams

ZERESRTRBUNNRIRE , AFFEHERF#A Incident Manager BB R i 5. AR
MRS, BHNEHIERE T EEM Microsoft Teams M XSEEH B4 HEZED, BXER ,
FZH BIHRMEHRTE.

E £ Microsoft Teams 5 6| Z i X4 &E

BB (AWS Chatbot BIE RIER) FHIHIE | FFHAEA Microsoft Teams BRI S B 1TiR/E |
HEBREFMALTAR :

- ESR10F , XTHARLIKRE , LR ME/E,
« ELHE0d #, X TREEENR , E$ZFIncident Manager B R,
 EFBR 11 B, N THERFYLEIRE , EREEHRP |, EF

AWSIncidentManagerResolverAccess,

« FELPR 12 FHY SNS EBE 2D , AT THRME !
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s WFEE1, RBLEZXEHGIEMN SNS =8 , ATRBRIELEZSHBEA,
s WTFEFEPNEBMNEMXE , HFERFMMEMXE , AENNEMXIEHFM SNS &,

Amazon Chime
E 7 Amazon Chime 8|zl X5&

ZE (AWS Chatbot EXE RIEREE) FHWIZIE : FFIREA Amazon ChimeR I S B#1TIRIE |, FH
EREFMALTHEA :

s EFT| 11, N THREEEMNR , 1% Incident Manager X R,
« £ 12 | £ SNS FFE D , iEF @ Amazon Chime M4 F & IZBAIA SNS £
=
« NTFXiF 1, EBFENEFEPITEN AWS XiF,
s WFEB 1, BREEZXELNEN SNS £ , AT OB XRINE L EESH B,
s NTEHEFHENEMX , FEBAMEMXE , AERMEMBXIFEFN SNS £,

® Note
Amazon Chime A= 40N & A7 Slack 1 Microsoft Teams Bl K 35 & = {55 F Ry Bl K
DA
AP To

£55 3 : MEINRSTE R INE Incident Manager B9Wa 57 it & &
BIRSREFH G ITRIET |, AT SURMBIRRIE | {00 57 5 385 B K 50E 33 1770 B F K E# .

BR FIERAIT R FHSRBMAERN  E (I ) BEESHRNHXGE B854, EREERTAES
2 NE R 11 XA 5% B9 BRI STE

B R SE 1T B 3

X F Slack 1 Microsoft Teams FHISHE , Incident Manager SR FMMNEFEALLT ssm-incidents
WHEZENIRIMESSEHHITED

» start-incident

* list-response-plan
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* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

 list-related-items

 list-related-items

 list-related-items

 list-related-items

EEEIEMHNPRNEPEZTHS , BEAUTER, ¥ cli-options BRAEZGEEGTTHH
(= CIpviAs

@aws ssm-incidents cli-options

Flan -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

£ Incident Manager AR £ Systems Manager Automation 1217
it

EALAE A AWS Systems Manager B9 —IZh#E AWS Systems Manager B3t FEEITFMER B3
#.4T AWS Cloud SMEFHE LN AREF N EM IR EES.
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BMNETFEMBENLT —NETFEMIERRE , ZITHEREIIE Systems Manager EREXTRHHE
. AWS BIRER FIITHIRE, ERUERZSITFMRkEEF. FENEBE AWS BR,

£ Incident Manager # , BT FMEDEHWRNER , BAEEEENENITRI—BoHZTF
o

EWERTRIp , EAUMB A EEBNETFRPHITER , ATHITELNEILES , BT
VEBAENETFM. HEERMITHEPREESTFERN , REATUESHT RN EIEHETF
fito

/A Important
BXEAREBUENSEHT2E AWM FIEENETFM.

B> Systems Manager Automation, 21T F MUK FIZITFME Incident Manager — 2 {E A K i 415
B, BZHAUTER :

o E@IgRItRIRMETFEM , S8 £ Incident Manager = 8 19 5711 %) o
=

s ETHBEXBETFMOEZER , H5H (AWS Systems Manager AF#E8) 1 (AWS Systems
Manager Bz{tiz{TFEMSE) https://docs.aws.amazon.com/systems-manager-automation-
runbooks/latest/userguide/automation-runbook-reference.html# B9 AWS Systems Manager B 3j

1t
s BXRERAZETFMORAENELR |, 558 Systems Manager EHo

« BHXTE Amazon CloudWatch 3R = Amazon EventBridge B4 8|24 at B3R AETFEMRHE
B, B2 IR ¥ Systems Manager Automation ;21T F M & Incident Manager —i#2{F

25

. BYHMETETEMR TARER BN IAM R
. ERETERSH

. RUEFER

+ Incent Manager iz 17 F it 184k
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B FzTETFMIEREFAER IAM R

EREHRIE —EB5 |, Incident Manager EEIZ1TFMEINR . BRMX LR |, BATLAER AWS
Identity and Access Management (IAM) A€, ETFMRSHEMBE L AssumeRole,

ETFMESACRLXENRSAR, ZAEN Incident Manager 124t 7 HEI M BT F MR ITER
A ERIER,

B3){t AssumeRole R# T IETEITFMHPEEN BN T ATHRAINIR.

(® Note

MR FKIEE AssumeRole , Nl Systems Manager Automation 2= FEITFMREZACRT
BT, MRKRIEE AssumeRole , MAAEZETFMRRSASRIMBENNR. N , =
TFEMELEEITXERD.

B2, FARERZELEER , BRMNBWWEA LM AssumeRole, FEAEIMH AssumeRole ,
& 0] LARR #ll AR B BN A e A ENR,

BXxB3z1{t AssumeRole WEZEER |, S (AWS Systems Manager AFER) FHEE B3t
WERESAE (KA ) HRNE,

BT LE IAM BEI AR FHBE—RBENAR, -Eta Lk Incident Manager £ 2 2% 5 %7 1d 57 1t
KRB BE—AE,

BT F MRS B ENR
TFEMERS A ENRBEIRLT AT AR KRR,

=
% — %A L Incident Manager /B35 Systems Manager StartAutomationExecution B&E. &
&, ZRERE=M Amazon BIREH (ARN) BRER RN EIR LEEZE1T,

HETFMESERPIKS PETH , E-REBIATETFRRSABRAS —INKFHHNAE,
BXEZEER , B5H (AWS Systems Manager AF#ER) RWESND AWS XiF #IkF FHiziT B3
1.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
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"Action": "ssm:StartAutomationExecution",

"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm:*: {{DocumentAccountId}}:document/{{DocumentName}}:*",
"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"

]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",

"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com'"

Hzh1t AssumeRole R

BIEHEFH A RIS , BAUMNZ AN AWS REXFBE P TIESE , LM NZE Incident Manager 6
EH AssumeRole, XLEFEREIRM TIE1T Incident Manager & 1T F M7 2 S £ B 9 2 % IR EMN
fRo BRI LUER—PRBZNMEEXNRBERNEH AssumeRole FREFIRMENPR, TXRERT M Incident
Manager 2% & €12 AssumeRole A A LLEIRHI K HE

AWS RERX KRB REEHEIR

AmazonSSMAutomationRole & F Systems Manager Automation fRF1Z1Ti=
TFEMPENRENINR, FUHREDESEE
HERAMAESEAF,

AWSIncidentManagerResolverAccess BRTAFPED., EENEMSHHNR, BETF
DEAENEEHEFHERPIET /N E#HE
HRMEXIE

ZAUERAXEREXRBOTSELNSHRMNZERTNR, B , EEENRBEXSFENIN
RAUBESEFMTR, EXFERT , BEENRN AssumeRole REFAKNKENR, BEXELE , BSH
AWS Systems Manager B3t 2T FMSE.
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FERZTFRSE

FETFMAMEIWN TR , EUTREEEITFREETNNEANSH, WNITIZFEEEHSH
HRENSH, NTERSE , EUNITHPELSHNRAAZE, ITHINE , REBEIWESHER
RIEEEEHRANSEE, Incident Manager XFLUTHASE

Incident ARN

Incident Manager SI2E#r , REQXWRBENBHIZFEHN Amazon BIFEBM (ARN) , FHHEBEA
FETFEMPRZSE

(® Note
ZEREDES String RENSH, WRIBRAEEMAHMRENSH , WESTFHHE
EBIETo

Involved resources
Incident Manager BIZZE48Y , RESHREBAEPH RN ERN ARN, REHXLEIRE ARN 28
BETFRHPHZSE

KT RER AR

Incident Manager Al BAfE CloudWatch 1R, EventBridge B4 M FFSIRNEHFIEEN AWS &
R ARN ERZTFMSHE. X—BINAETEERIZSEET , Incident Manager A SAH#EIR ARN B
TRERER,

CloudWatch 23R
LB CloudWatch BRIZERIBREHAT |, Incident Manager & BB MREBXEVIEFRFIREVUA TR B MR
Ro Rfa , EEAUTHXERERMESH

AWS RS TIRKE

Amazon DynamoDB £R-REE]

i
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AWS RS RRE
x
Amazon EC2 AR {5
oY)
AWS Lambda BRI A
B BURAS
Amazon Relational Database Service ( A -
mazon RDS )
AR ESR B
Amazon Simple Storage Service ( Amazon i
S3)

EventBridge #1M

L RSIRIE EventBridge B4 RIEE4AT | Incident Manager 2 1S4 F A Resources BMHEFRFIE
S, BREZEE , i52H (Amazon EventBridge FIF$§5) H# Amazon EventBridge =,

FHEIENEH

WIBE Startincident APl IREBIREHAT | Incident Manager&E A API ARAFNEEERFTIES
B, BHKRE , eBEFERE relatedItems ¥ H1ZiER INVOLVED_RESOURCE XA TIRERS
8

(® Note

INVOLVED_RESOURCES EREEDEILA Stringlist REWNSH, MRP AT MEAMRR
W , WETFHEEEET,.
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E X E1TFEM

BIEBZITFME , BOURBHARMANSRETIRE , BRI BUER (Systems Manager FAF 8
M) PEAZTFMBIRENEFANERHRHITRE. UREBECEZK,, ZXEBETFMR, S
%] Systems Manager AAF{EmM) FMEZ N AWS Xig MK~ FIi=1T B3t

E B 1T F it

1. BHE https://console.aws.amazon.com/systems-manager/ ¥ FF Systems Manager &l &

2. ESMERT , ‘BN,

3. ‘EEIEAIL,

4. F AME— BAIABIRIZ 1T F A o
5. RASTFMAVER,

6.

RUEBAFEXHERAN IAM B, IAWSTFREFETHT. BEXESER , BZHIE
L TERERERS A 7HRXER.

7. (&) RINETFEREHIRNEARASE. BIETFMEY , EUNERAGSHEBSSH. 3
SEBERETFREIRNEHAPNE, BSSRERECRANE.

8. (Wit ) AINEFRRE,
9. (HE) AR,
10. EESTFMETHHRENSR, BIMTRBER

« B
- SREFRHER
- ERESIRIPEITHRE, STFMEREFRERERBERFHIR,
« (k) WREM.
1. DR LENSTFRIRRE , EEIZAIL,

TR ARSI | R R 0T TSI & 4 5 R Bom 1T F A0 S B AR ik
#E,
HEETEM

1. @Y https://console.aws.amazon.com/systems-manager/ 3T FF Systems Manager 2%/ &,

2. ESMERT , ‘B,
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3. EXMIIRTF , RBREHENXN , AFEREEFFAGE. ENRETFH , BREZXEMA
H. REXHEMBET THENH,

4, ﬁ#*ﬁ%ao

5. BERNTTHESS , BREAIT , REARRTF, EATHEST , FERNLE , WA AWS K/
ID , EERIMNR , REERRE

Incent Manager & 1T F & i

Incident Manager 124t 7 A T 21T F &R , LUAE BRI EARAIT 17 Systems Manager Automation
REEZTFM. BUUREH#EERALER  SAUNEHTHERBUASERE TENRARERMRIRNF
HE R

& Incident Manager & 1T F At R

1. BHE https://console.aws.amazon.com/systems-manager/ ¥ F7F Systems Manager &%l &
2. HESMBERF , EEXH,
3. EMHXEH  EERFEHEA AWSIncidents- LALE RFTA Incident Manager =17 F .

® Tip
A AWSIncidents- ENBEHXA , MARFEH XS S RIFEFED,

15 FA R 4R

B3 https://console.aws.amazon.com/systems-manager/ 7 Systems Manager 2§ &
ESMERS , EEFEXY,

MRS RPEREEFNNER,

BREEABTET~ , REEFIXERE

ESMBERSD , EEXH,

priz =il e A= k| 8

A ME— B AT 1R B8 & o

R REIRIETR,

b=

10. EXHRmERXBHRMETHASHFASS.

© ® N o g bk~ 0w N =
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1. EBRIEB1L,

AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate 2 —/MNAFFILERIEM Incident Manager
EHEBAHNER, XEPREBER , TRATASKAARER , 2B IFEA , v 4L & I 1H 7
REH,

£ Incident Manager A& A g B it X

Wa B it R A VR R AT IR R SN R P IV B . TR RIFR G — MEMR , HP B8 B XRSEAR, B4
M- ERE, ERINBIEITFRUARBZERZNEREFEE.

R fERER
RATRIEAN , TR S4NEARNREE, EiRIHEATHRIE , AR ME BT &EREK,
- FLEm—HWERESLEBEEHNEN. MREEFNDREEKRS , IEEEFHNEARTI |, 5

STESHPERGRE | RBWAE KA HE,

« RN ER—FENITRIGNES , RNBUEERES TR , MFARKIARSHER,
EFHRINAEHEEHAREHEESENNMNARRASSGRER (HPEESMNEHRERA) .
BT AENTRELZEZRRBEZNEFD TP EEN WA E , RtEMEMEN IR PERERAENE |
DN XEER. BTERARRA , IRTLTZERATERRANRERRA , HHIAEMENH
7 , Incident Manager & NEHBHEKR A

- BITFEFR—CEASTFRRETEES. STEENSR , URBRBNEESHHERMEAZINE .

- IME—EERBIRSE R B4 BB, BRE AN E R T HREHES. HAIIERR
BYXLEHESHMBMNERZER.

1 T el R T )
R AT S BROIR I KL T 3 B ) AT B AL

E:golke L0 vAR S

1. #TFF Incident Manager 2§l & HF £ S H 2 fp kR0 R it .
2. EFRAIBW@RITTR,
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3. EEBMH, mAM—BRBIMNMENITRER , LA TR Amazon BIRE# (ARN) .
4. (Wik)EETRERT , ARSI TERNEN , UHBEELNESZ 4R BIMm R 1T,

5. #ZHEHICKEERIAE.

BESHIRINE

NTHBYEEERHEBRSH |, BAILIEERINME. Incident Manager fFiX 48 B A T 508 B2 it X < Bk
KRB 4.

BIEESHIRINME

1. TEFREH | WAZEHHRE | A BIEE Incident Manager £ LiRBIZEH.

2. EEWP , EFEZEEFISHREZENITRICIEZNE4NEETE , Sl ERE. BX
Incident Manager R EMKFNER , FSH 93K,

(A ) EREF , MARBEZBAITYENEHRBENEERE.

4. (%) N TEEHRERBRFRFER , AAEERERBRFRFE, Incident Manager ER Lt FRFEK
B LB RN RRER — MK P IESNEH,

EENENRFHERRGARREEEEHNREBELEIE. NREBEEEEHERRFR
& | Incident Manager 2SI EH A E dedupeString ZERHAEREEHEAEZFENRERE
., MBERNBEEEH , Incident Manager £HIBRBEFEHNESERFEINEEHF,

(® Note

FIABR T | Incident Manager & B a1 il Bk [E — Amazon CloudWatch 23R 5 Amazon
EventBridge SH40IEN SN EHNEERRE. ELEHABCNESHERBRFZRFSHA
A EXERRRBENES,

5. (") EEMHRET , ANEDRAEREZEMIT I CIZNE4HHRERANE,

BV EEHICRKRRMN TagResource PR , FREEMM T RIPIRBEEHHFE,
6. HERETE—NALENIIRIE , HBEREREHEERE,

( Ak ) EESAWAERME

LEEWATT R P IA B RSUER |, AR & SE S ZERREMHER. NI AEAPNRGSEEMM
WRFESEHED,
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£/ AWS Chatbot , 8 EL A Slack 5 Amazon Chime RIZE— 8 , LMEELEM AR FFEH,
B X1 AWS Chatbot FEIZIKILEME S , 5 (AWS Chatbot EE R ISR o

/A Important

Incident Manager 2418 & % Z| B K 55EH Amazon Simple Notification Service (Amazon
SNS) EBMNR, MRZEE SNS TBAMHNR , WTTESEFNEI 0 5 X1
i, Incident Manager 8 SNS B A MmN RBA , LURIENPR,

BXRURMEBMEZFEER , S H £ Incident Manager /{5 F Bl X 575& o

EIEE B0 S R SE

1. NFHIXRE , %% —1 AWS Chatbot a5 & 7£ 554 5 (8] AT LA 1T ORA BN R SRE

® Tip
E £ AWS Chatbot FEIEFWEIRIE |, HiEREEFHH Chatbot &FF i,

2. XTHIXRIE SNS T8 , EREESHREHRE KR EM SNS FF, £ZM AWS XE F
D0 SNS EFAIEMITR , U EHREREANXEFER,

3. #BURTESEHRENTERINKREA, SR ERITR,

(Wi ) SR EBHBRE D E R

EEHEER  SLEBERSENMNE, BIMNBUEREBATERENRESE
1. £ E3RITRI PR MR A M S Hat R RER LIRRE,

2. B EIRITRER MBI RIBES HR.

BXRBERAAMERITRNEZEER |, S0 7 Incident Manager R EABR A H 7£ Incident
Manager A LiRit X,

ERESEMMNESHRIR

1. WFEZY , EREEHEN LRITH. FastBRAMMARREA.
2. HEEFMMIEE—NSTFEM , FASHERBERN -2 RKET,
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(Wt ) EESHERERNEITF M

& LAMEF AWS Systems Manager B9 —IZh#E AWS Systems Manager B3t HHIETFMRKE S
1T AWS Cloud 35 H E LR AR F M EM IR IS,

BNMNETFMBENL TEITFMIERRE. STFMIEREIIE Systems Manager EFREX S EH A
AWS #RER FHITHIRIE, 7 Incident Manager & | Z1T F A HES S4B M EREEHE

BREMRBITXIFERSTFRHOESZER , i3 H 7£ Incident Manager F £/ Systems Manager
Automation i=1T F .

EEESHERERNSITFM
1. NTFEITFEM , FRTUTREZ— -
o ERMNERPREZITFMR , EHEIAR Incident Manager E1TF M. EETFREHRF , K

ST F it AR R R,
- RRERABETFM. EREFEHANMEE. SITFHMRA,

® Tip
EMNKFFHRBRZETFM , BEFREFTZTFM.
BXREBETFMOESEE , S K £ Incident Manager F £ Systems Manager
Automation =17 F#ft.

2. HSBEXEYF , RUFMESTFERENEMASH.

TRANSHHETFREE. —MeTFRIURFTENSHRTRES —NETFHFE. BESH
TRERHLES Mm% —ENETESH,

EEZERT , BULUEREFHMASHIESE , §l0 Amazon EC2 3£l ID 5|k, & AIBALE
Incident Manager B4 84E KNS BE.

3. ( Hi& ) XTF AutomationAssumeRole , FIEEEFEAK AWS Identity and Access
Management(IAM) A€, ZAEBXNEFETFMRPEENS N B SITENNER,

@ Note
MERKIEE AssumeRole , Incident Manager 2Z R FEAZTFMRZARKZITETF
MHEENZEI BT
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BFMNATABFGEE

- %A ARN E——F 15 A AsmeRole B Amazon BRZF(ARN) , #&
AN arn:aws:iam::account-id:role/assume-role-name. ¥l
i, arn:aws:iam::123456789012:ro0le/MyAssumeRole,

- FRANERSAE—INKFIEARIKRPERE-ITEAMENRNAR,

- BIEFMRS AE—M AWS EEXREEFEFEMR MNEIERAY AssumeRole RYREE, TR Ik
Bifa , T AWS HEXRE , BMNIRPIEE-IHSZ N ERE,

BRI BUAFARKINGN , LA LA A B CRENRR.

® Note
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24 | ZABXTATNENFEZITFMINIT ssm:StartAutomationExecution #
. EFETFEMEKRS,IZIT , ZABEMLTMATEIE Incident Manager Y 55 X 15 F 55 ik
FEHEE R4 Z M AWS-SystemsManager-AutomationExecutionRole A& 1T
sts:AssumeRole #1E,

BEMUATABFIGEE

- BIEFHIRS A B ——Incident Manager HEZRIBZ—NEITFMHNRSAE  HPIREBHET
FMTEREFFENZENR,

NTHBEN, !&RTLXEﬁEiSLE’JﬁU\%% Al LA B SRR B, RINBWERZNH
BENHEBMPRESTFRNERS. XRENFH AssumeRole EERIZENFEZ 1T FMHHE
xEk ﬂﬁ%$@%ﬁf&iﬁ¥ﬂﬂﬁmﬁ’ﬂwﬂo

- fE£ &5, Incident Manager Z B 8I2H IAM A€ LSRR FArEN R,

HAGENTD  ERECEANIBACHEN.
5. BRAHMEAN , RAEERUATERZ— , BEESTFRIERERNEEFZTH AWS K,
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- MRITRIFFE &K —ERRETFEMTEREN AWS K/ P REZHETFMHIERRE.
- ZEINKE—EFRRNIRESHENKSFEHZTFRIERE.

HIBE M Incident Manager - BEK 75 , BETFMEZIHEZ A IK S YR IRHET
R FERBRF A,

6. SKEETIEMR PagerDuty ARSS 58 A% 2 B 1t &I Ao

( /3% ) 3§ PagerDuty BRZ44 A ME Rz it X A
Ef¥ PagerDuty BRZ49 A M B2 it Xl

L84 Incident Manager 5 PagerDuty 258t , 83 Incident Manager SI2= 46t , PagerDuty #&
BRI EH, PagerDuty FEIELERR T £ Incident Manager FHYRRESL | EEABEEPE L
NI THEREMLEIRKEE, PagerDuty Al Incident Manager BV B Bl S B4 ER BH R X,
1. BFE=FER , RAF%EEEB A PagerDuty EREIEIE,
2. TEEEZRPH |, £ AWS Secrets Manager Fi% R 1Ff# PagerDuty Ik P 177 R IE 9 Z 4R
B X R PagerDuty ZIE1FM#1E Secrets Manager ZAFME R , HS M fF PagerDuty 158 ZiE 7
i 1£ AWS Secrets Manager 49,
3. XTF PagerDuty BRSS , EMIEH PagerDuty ik ik R EEH A 6|2 PagerDuty B4 RS
4. HREZR N AIESR R I 0 22 e R i Ko

AN DNFR 35 3 0 B2 0B R it %)
SR INAREE 3 0 WE B it R
1. (k) BRZ XE , B RS MrERA L VAEX SR B0 A TR

NREREDWATRONETHE, BEIFE , BULUREINE (AR, IEERHE ) X
RREITHE, flm, BUEBAERIE—MINITY , MBAEHSEERNEHXE, MEEN
LHRREXBRE XM ERITRI. BXHRIE Incident Manager BIRNESEE. , §5H &
Incident Manager H#Ri2 &R

2. ERIEWAITRI.
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£ Incident Manager  , BERXINREXREZHRKENBEXEMN AWS CodeDeploy E8EH AWS
CloudFormation i EHWEE , XLEFES R —NHZNAESEHEXHNRR. JAFSHAE
ROAMASBHNBERRAH#ITFEFE, EXXEBERANEREEAMBSEHNEHFAFEENEH. BT
BRZXUEDBMNEETNEERNTA , MNELEFHIERXEEFES, XHTUBD> T EEEREMME
et , NIEENSHPIRENFET6tE (MTTR).
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CloudFormation,

RERNZ —T AR, SANEHEZRNSPFERAT , HAIEEXRMA Incident Manager B4/
A, Al BEEERERELEA,

BRBERISE , Incident Manager 2 N ZRIE—MNRFZ AR, ZRFZABIIEM CodeDeploy
A CloudFormation # & A& XM T FHNER,

EEBEKFZSERERBAERN  BFEEEBEK/ RS AIZISE. 2/5 , AWS Resource Access
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BSHAATER , HBEER BERIIFE,
F&
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c REXBEK,EERIAINR
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BRBAELXISIE , Incident Manager 2K KREBBIE—NER
IncidentManagerIncidentAccessServiceRole WIRSAE, ZRSHABEME Incident
Manager FTEHINIR , ATWEBXEHLEFE R ER CodeDeploy FZEH CloudFormation & E
FER,

(® Note
MREBEHLARFER Incident Manager , MRFH B/ EESEKRK- PR, EEAHLATPHEHM
KEHNRELRD , XAEBIMNNABRFKFPERSAE, BXEMA CloudFormation 1#E1x
EENNARFRKFPOELACGNESRS , BoR RENREEKRKSSEHEE PSR 4,

AERERI 61


https://docs.aws.amazon.com/codedeploy/latest/userguide
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/

Incident Manager ArfEm

RS AEE AWS REXRBMEXERK, AXIZEBHPRRNER , HSH AWS FEEXK
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B X7 Incident Manager 5| $ 3P ERBAERINEER , BSH FHBEEA Incident Manager,

BXERREISURERAAELANES  #2H EERERABL,
BB X FEKSIAE XM NR

B AWS RAM FiZE THANKF R ERAFAELIBE , SMNNAEFKFELMEENR |, ik
Incident Manager RERERAEEKFHWERS AL,

ATLLEN B H AWS RHE AWS CloudFormation HARTER AREFIKF A E B X LNFR , ZERT
BB A IncidentManagerIncidentAccessServiceRole,

BEXENAERFKFPRTHMIBBZERNESR , BZH Incident Manager # #Y 5 X i3 F 55 K~ =4

BE RHSR 4,
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Incident Manager 2 —H1 AWS Systems Manager Thgt , AJ &R EBMPRERMNEH, BIUEE
Amazon CloudWatch 1 Amazon EventBridge JAE F CloudWatch 23k EventBridge E B zh A 2
B, RO ESHIRTEA LFHOIEENH , HEFEA AWS CLI 5 AWS SDK H# Startincident
AP| B{ERBIZEH, Incident Manager £¥F/& —4 CloudWatch Bk EventBridge B4 0IZEMNEH
ESREMBRIE—NEHF,

¥} F CloudWatch #1R =k EventBridge E# B zh Q|2 ZE4 , Incident Manager 2= X ESEHHAN
RERERH AWS X3 FRIEEH. MRE AWS XiF #3%F Incident Manager , CloudWatch =
EventBridge 2 B EEHIEHRIEENTRAXFHAUEEH., EXEZEE , BZH Incident Manager
PR EXENBEK-EHEE,

REQIBEHET |, Incident Manager & B3I WS HHX AWS BIRNER |, X LEEERMEIAEX
MBI+, MREBEMNITRFIEETESITEM , BREVESHR | Incident Manager 5 7T LA
BTSRRI AWS RREEREREZTFM. AE , REUUERHETFMRHZ S E FB AT A

XER R,

URZEBBEEHIT , ©ELTE OpsCenter ( System Manager FY4E# ) P61 RIBET/EM
(Opsltem) , FFFEMAER XD B #EBNZEH, B LR Z Opsltem BRERHE X TEFMARKNEH
2 #. A OpsCenter 274 %, B> OpsCenter EMMWEZE L , i5S 1 Systems Manager &
o

/A Important
FIEBRUTEEFAES

« R Incident Manager A A , MIRAEHEEEFEFEE T ELANMNXER , RETBE
HTRMEBHEHM AWS Xif Po|@SEH, BEXEEEHENEE , BSH FHER

Incident Manager.,

- BREAMEBCRNEFT2EAMEL TR P EENETFi,

£ CloudWatch iRk B3 RIS 4

CloudWatch £ #&# CloudWatch $8#rRIBEEEIRERNT , HEIRITEIBMHRE. HBIRH
ABRIRASHE |, CloudWatch £5 Systems Manager 1 Incident Manager &4 , B#EM A it X E iR
BEH, XTFEUTEREM :
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- B2EE Incident Manager } B E B, ZTRGELZNKS P LI Incident Manager RS XA
B, HFEHEIEHNR,

« EER Incident Manager MaRIit X, E T #MAEE Incident Manager WA ITXI , HSH &£
Incident Manager AR it % RSN EHEZET D,

« BEE CloudWatch EfREZENNARERF, AXERREREK , BZRANERNSHEZHIH

Wi,

EEAT B RECEER

1. 7 CloudWatch P A|2 &R, BXEZELR , iHZH (Amazon CloudWatch FIFER) PHER
Amazon CloudWatch B1R.

2. ERERITHBIRIEMER , FiEER Systems Manager #4E.

3. LERGIEEBMH , RAEEBRZEHNBAITL.

4. FTHRFEBREEEEPIHERIR.

® Tip
AT LU B EHRERMBE MR EERF,

£ F EventBridge B4 B SIS 4

EventBridge # M ATMEEHEN, MBEHFHFEENLWER |, Incident Manager Fi £ F Firisk &Y e R
ITRIBIBSE 4,

f£F SaaS S HEHEIESH

&R LS EventBridge L& Jy WK B A ENBRSS (SaaS) RN ARFMRSHNEMH , MM
SE=F%EM, ¥ EventBridge BEE N WK BE=FSENFNEMHT , KA NBRESENKFSHME
CERIMNKR RSN, EERE=FEMXIIK , BSHEYKE SaaS SFERFHNEN,

fF EventBridge Bti& WK B SaaS £EXHEH,

1. $TFLTF https://console.aws.amazon.com/events/ B9 Amazon EventBridge 2§ & .

2. ESMERT , BRESERFSHR.

£/ EventBridge E4F B3I SIBE=4 64


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-partner-event-bus.html
https://console.aws.amazon.com/events/

Incident Manager

RAriEmE

ERARREERMENSENE , RENZEFENFERRE,
HEEH , FENKF ID EHE R,

(@ Note
E 5 Salesforce £/ , i5fEA (Amazon AppFlow FiF$8R) https://

docs.aws.amazon.com/appflow/latest/userguide/EventBridge.html P iR #Y 25 R .

HRISEKENMY | FERREACIBRSERFSHR. NLBREERENIKS ID, LOENS

R ABEEENIK, PEM.
JE[E EventBridge ##l & |, iFSMER PN SERFIHR.
EREENFEHRZINRE , ARERESEHEEKRE,

R ALA KA SaaS SR FHEAAN
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© © N o O

13.
14.

T FALF https://console.aws.amazon.com/events/ B Amazon EventBridge 2 #1 A&
ESMERP , EEAN,

EFRRIEAN,

AN A BRI

ANFEER—XEHHN S —MANME -S4 2% LR RMER,
NTEHEL , BEABNE T ZEFERFNSEHEL,
MNTAMKE | EEEFEHEXHAN,

EET—F,

MNTEHR , EF AWS B4 EventBridge SERHFE 4
NTEHER  ZREAERAR

. NFEHIR , iBEventBridge S 1EK £
11.
12.

NFEEURHE , BEBEEERFENER.

NTFEHRE  EFMEEHIEREATHANNEHRE, MREEERBEEH
EHRRENFTIESHEFTEMRD,

NREHFLEENERHER | BEBEE , MHBNR , AREERE

EET—F,

3 FikF B HR , #%4F Incident Manager MR 1T R , AAFEF AT,

, LRI A

£/ SaaS SR FBMHIEEN
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(@ Note
EEBNITREN  SREHEELENKF AZNAMABA TR ERS S REWM TR A5
RH,

15. EventBridge AJABIZZ/THNFIER IAM BE .

- EAFCIE IAM B8 , FERNUHBERROUEFTAC,
- EFAEZECEN IAM A6 , BEERERAINEAE,
16. ﬁ*%jt_io

17. (W& ) ARUBA —NEZMEE, BXREZER |, i5ZH (Amazon EventBridge A F 15
) F#9 Amazon EventBridge #5%,

18. ﬁ#%T_Z’Fo
19. REAN , AFEFCIEAN,

£ AWS RS EFBIESH

EventBridge E#k B 5 AWS RS EHHFIHA AWS RSB, 5HF SaaS GENFEEN
My I KL, EBAT L AWS IRSEEMN

Bl AT AR AWS BRSS E4FRIANY

1. FTFALTF https://console.aws.amazon.com/events/ B9 Amazon EventBridge &l &
2. ESMERP  EEHAN,

3. EEQIBAN,

4. RARNEABFHAEILR,

MUNFEEER —XEHHE —MANME -S4 2L ENEHER.
5 NTEH#EL , EEHKIA
6. XNTHMUEE  EFEFEHENHAN,
7. EET—%,
8. NTFEMHIR, %R AWS E45 EventBridge & 1EMKEE4,
9. WFEHER , EBEBEHERRK,
10. NFEHF , %R AWS RS
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1. ¥TRSEH , BREREHVERS

12. W TEMHRE  AEMESHIERERATHANNSESHRE, MREEFERBEMH , LLEFERHF
SEHRRENFBESHEFEAN,

MREHFLEHENEHER , FERRE , MHER , REEERT.
13. iij:%-lt_io
14. I F%EF B , %$F Incident Manager TR 1TX] , ASEEZF MR TR,

® Note
EREAITRIE , ZEEHEEENK S HENFAERAITTE S E RERN TR T H5
&9,

15. EventBridge AISABIEBETRNFTER IAM A€ .

- EEZCIE IAM BE |, BERIUBERRUEFTAE,
- EFAZZEEN IAM BE , FERERAINEAE,
16. iij:%-lt_io

17. (A& ) AMUBA —NHS ML, BEXEZESR , 55 (Amazon EventBridge A F 15
) HH Amazon EventBridge #5%,

18. iij:%-lt_io
19. WEMN , REEFELIZN,

FHIESH

M) 7 & AT LAGE AR T E X BB RZ it %) , 66/ Incident Manager ##1 A F3IBRIREH, BRBUTSERL
BEMS,

$TFF Incident Manager #&l& .

ERRHEH,
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£ Incident Manager A iR RSB

AWS Systems Manager Incident Manager A BREREHNEK N EIFRNBEANLE | AHTERFD M
A LATE Incident Manager #HI AN EHIIRNE LERFESH , AP ES2EEERSEHFFAGE
M EEEE,

ES]
- EHIIX

- BHEAER

EHIER

EHINRNEAITE=ANTD  REERNEH., CHRRNEHND . EUUNEZREFHREHFEHH
BESN. ETHEXFIREE4NEZER , BFSRAFIVESHAERNEHUER Y, ETH
EESW , BSRAREEMN £ Incident Manager FHITEH G 04 2o

EHRACESUERERAERKRERNES , HH OB ZEANRE, 20, FEaRMPRE.
BREMHE , BHLBYIEBREMAIIRF, 7ML THE-DETFH.

EHEFAEER

EHFACEENEREH#TALATEESHNEMAREIMIE, ZHTELE , EUNEHETFRHHU
ZWMBM , FNBEHRE  BRMBRERY  AEESHFAES , flaetEH, Eir. BHEMMEX
BR. SHRAGENHESEUTHY - MEHEE. SHIURESEMBESNRRENEMETF,

RABERT , IESEHRAGERETHALERNBRENSESHEEED.

ssssssssssssssss > Incident Manager > Incident 1 Incident notes (2) x

Incident 1 ‘ C | Refresh interval: 30 seconds ¥ H Edit properties Resolve incident

incident

November 8, 2023 at 12:30:38 (UTC-5:00)

Overview Diagnosis T\'mel\'neo Runbnukso Engagements Related items Properties On-call has been notified and impact is being
assessed.
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- SBEE__BHEBNEXREHNRS, SIZEHNN , ERASRNEES. BINEZE , RANMNEE
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B LB S EEES L ANREREESHNE, FRMHRIE.
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ERMEE  EERMIMBA4RIERE , ARRALNEE, BXUUNEEEXEHRRSHNENIEM
Httm Eib AP REATAENAXERS. ORFE , BETURBSMEREHZIE,

® Note

EM#HABIETT ssm-incidents:UpdateTimelineEvent # ssm-
incidents:DeleteTimelineEvent R{EH IAM X BREY F 7 EB AT LA 4R

BAMERZE, ER2 , HEEHMKFHEEHN , BRERBETTIE ssm-
incidents:DeleteTimelineEvent B, XE TR L SEHZEH4H A FBIREE,
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iR
BAEAFRNNENERAE. CORBARE. RN EBEESIRNLMETFHSR

MR EERABERTHEXRMATE, FALENER. TRNEESRURBXRBHATZENER. E
EHHEE , BARRERS A LANRE,

/A Important
MRZANENERNREREFR , WRERXFENTNENEFBESAIAEME A,

RIT R A EHEHE D 2 S Incident Manager R BT EH , HPIZEMEHHEMH. FAX—8
2T REFRRSNRIERENER. BEEETEANEH , S5 A RHIET <,

BRNEEE RYETFRLS R, ZLTRUTERE AWS IMEHREBEITHSIR , AR —AHXN
MEENFHIET. EEEZENESTFR , S/ZANETRNIR , FERSTFHERF,

I

ZHHETMFEBEEXEN AWS HENARFNRENEEEE , BREXEFRNERURAELRN
(MEZFH)

£ PR

Incident Manager £ Amazon CloudWatch 7 ZiE M~ ENERNEHRE, B 7 HEXE LERM
EN-NEA4EESREIERNESER , B5H L2 XAFEENSEHITIED .

)

BN iER

ERIZET A AR,
EMIM A CloudWatch #ZEIEBRRINIESR |, HkFERBIA CloudWatch 2 H|E R,

a. EEREHER, XSRMFMEEHERPHAEERNER.
b. (A& ) A UNEHERPERERREFHFERER.
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BRARAERAHREMALERRE  #ATRERESAEXNAERNBLWMENZE4H . @A
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E&EF CodeDeploy # CloudFormation K& &I
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IR
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REBHETFRHBEEANAMBLESHNESTFRORE, EEHFREHRANSTFIHERRE3
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TRIETFMER , AR HFIETH BRI EEFAFER.
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- FFIARTEl——FE Incident Manager H 812 E 4/ B E .
. f#REFEI—FE Incident Manager iR E4HY B 1] o
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Incident Manager 28|22 IWHWIREN B REEZTRABNEER, SAUERET ZET FEZIHTR
XLERE | A BUEIX LEIRE, BB ERCHENERBEREECHENEBETE, BEM
B R —fh5 OpsCenter Y 2 #7 M= AH<BRAY Opsltem,
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FEERDMze , BEABFEEFNNENKIENVIRE, HYMNETRELEPHRER , BEZSLHE
HRANEBSEREIRREE , RTIBREETH. WRERKRTKELIME , Incident Manager 25 R —
FHE K WIARRESLEERTRDTHER T XA,

7 TR AR

DHERERT —HAEE , RARN TEHNRETER, EAUMERAXERENSERRUENAREFHE
REFN A 0E R

AWS FriERE R

Incident Manager 124t 7 —MNEF AWS 40 B7 A (7] B 29 M7 S £ SR BRI FR O B BAEAR |, #R8R
AWSIncidents-PostIncidentAnalysisTemplate,

BIE D TR AR

BV EERABRIN AWSIncidents-PostIncidentAnalysisTemplate EiRFHRMESEH A
Bl EbE AL D, ETRIAERVEZS MERERAZERENELEEEKSPRIED TER. A
&, BRI 2 TR E I Z) S A Incident Manager &N X1,

B 7 HTRIR

1. A GetDocument BIEHEHAE Name S T & AWSIncidents-
PostIncidentAnalysisTemplate, B3 GetDocument BZMNEZEL , 55 Systems
Manager API $Z,

2. MNPHRNBZEERATINH JSON HER, FRBBEERESFPBAEMEZ, RIMEWN
&B1E Incident questions ZBAFMAIBRET,

3. EQEFENR , HERL—SFEHN JSON B CreateDocument e, BHMBIELULTH
B, BHi Analysis_Template_Name RIEMERNBF

* DocumentFormat: "JSON"
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* DocumentType: "ProblemAnalysisTemplate"

* Name: "Analysis_Template_Name"

BIZE 7.

1. BRI, BMNEXABHNEAFAEEREPEECIRS .
2. EERERTOIRZOTODHER , RERAD TR ER R,
3. EEBIE,

FTENE LN EH o

BALER —OERNESHTEN BT TESNEIR, SHTURLEARSEN PDF, EAI—K
TTEN—No . SRAIEFHEITENS NI,
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1. #TFF Incident Manager #Z#l &

2. EBZTEDF,

3. EBREITEHHN DR,

4, EZNTFAGENENAELS , EFRITEH,

5. GEITHNEHIMXNFESD , FRTFELESEHTNREAPH DD, RINERT , iEH2ELT

IR
IEFRFT ENAST T iR % AU A3 4T B4 4

7. ERENITHNERMIEN, BULUERAMRMEITEN , LA LU D& RREFN PDF, W
REE , TUANFROITELRTUHITEMER , REERFITEH,
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FH
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BAILAEFAAWS Systems Manager Ba{LETFMKREL AWS RSWE L4, HBNEEF
F. EAHES , "‘ﬁﬁﬂﬂ—/l\ﬁf'f}liiﬁ?ﬂﬂ , LMEZE Incident Manager R B ITEHF RN, &K
HRENF RS R D ELE Amazon EC2 BRI S# CloudWatch Bk, X SEHI# A fil & BIRAVIRES
B , Incident Manager L2BHMITUTES :

1. ¥ Incident Manager 8| EZE#,
2. BRI EMBENEZTF M.
3. MizTFMER %M E Incident Manager FIEHFMEETNE,

AR PR TRt o] LAA F Amazon EventBridge EHMEMR A K AWS BIR. B BIXER
MEHHTEERR , BB EHNEHAR LT RNEM,

AR B IT S N B SR BIRIIHRI S B4 Amazon EC2 AU CloudWatch B1R. MR
BEERER, ZAIHMBITR , i*zﬂ]?i&""fiﬁ%‘tauﬁﬂ@m*_“ﬁ/ . BREZER , BSHNUTE
A

« AL S®# CloudWatch AF eI S# CloudWatch B1R
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/A Important
2 AWS RRMERZTFRAICLTRETERS. BXRESER , FSHAWS Ef.

- 51 QEEITFM

- £5 2 BlE 1AM A&

- £% 3 FEITFMEEN MR RIXEREX
- % 4 : R ITRIZE CloudWatch 1R

- £5 5 BIF4ER

5 1 SIEETFM

BT HZI]RIE Systems Manager 25| & P RIEZ1TF M. ZHM Incident Manager E#4HFAR | 1=
TFEMEEH B Amazon EC2 K4l , AEABXEITFMATNEEEFRSH., EFHBZH , FH
INEHRBEEZTFRONR, BXEZER , HZH (AWS Systems Manager AF{EM) PHRE
B3t

/A Important
BEEUATEXUBEAHECZTFMNEZFAEER .

« ZE{TFEMER T H CloudWatch BRRGIZHNE4, MREFRESTFMA THMAREHN
S, SINFHENES  WTERIE-—NESTFRSRIVSEHELS , RESIRE
HIRIER

« BTFMER CloudWatch B REBE—NEInstanceIld W4 E ., Amazon EC2 =g+
NERESZEE., IRENEETFMESEHMIENR (REMZHIR , 420 EventBridge )
—i2EH , NAME R IsonDecode2 F R LAPTEL £ 8 1917 5 FE IR 09 BU4E .

s BITFMELERBELER Amazon EC2 LIRSS A ZBIRWAIE, N TFESLEH |, EAaE
THER:H, FRLFZEREXMNEEBEREETZTEM.

BXUBEITFEMNEZES | 15519 (AWS Systems Manager 16/ F M EHiz 1T F M.
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BEOBZTFM;

1.  #TFF AWS Systems Manager &% , Mt https://console.aws.amazon.com/systems-
manager/o

ESMERSD , EEXHN,

EFE B,

FNFEHR , RETFMEA—NMERMERZY , Hl20 IncidentResponseRunbook,
ERRERETF , RAEERRE.

FUTABKEE S RESRP

2

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[@].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}"'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
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incidentRecordArn: '{{IncidentRecordArn}}"’
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
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- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

InstancelId: '{{JsonDecode2.InstanceId}}'

description: This step restarts the Amazon EC2 instance

7. EESIEAIE,

5 2: ¢l IAM AR

FERALLTHERE —1 AWS Ildentity and Access Management (IAM) & | ZAGREHEEART
BRI P IEER Runbook IR, AHEFHZITFMLERZ S Amazon EC2 Efil, L&
BITFMEEIENPMITRIE , BFET —MSHEEZ IAM B,

- IAM B, NI IR S 3hE 1T F 1}

1. B3 https://console.aws.amazon.com/iam/ ITFF |IAM 2 #| &

ESMERT , EFAG  ARERURAE,

BRTEAWS ZEERFHRE TIERET RS

EAGTHEM AWS RFHARFEYF , #A Incident Manager,

%32 Incident Manager , RAFEERT—%,

ERMRITE L | EFOER, NREERFERNANEIR[E ORI < F T,
TEmiBER |, & JSON KT+,

FUTNERREE S FH S JSON fwiERF. & account_ID B#NIERN AWS IKF ID,

©® N o 0o bk~ w b

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:account_ID:automation-definition/
IncidentResponseRunbook'*"
"arn:aws:ssm:*::automation-definition/AWS-RestartEC2Instance:*"
1,

"Action": "ssm:StartAutomationExecution"
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RAriEmE

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.

},

{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"

.

{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"

},

{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
},
{

"Effect": "Allow",

"Resource": "*",

"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"

]

}
]
}
Jij:*-l— *-F_l.o

(k) MRFE , AR P PIRZL,
HBET—% . &,
EEMFERP , MA-NIURBP RN HEEANBEHNER,
( [k ) EHERFERT , AR,
it gnlfe N
Bl EE IR A RN ERE A SETF, ERMNNRRIME,
IEERIFRE (LT ORRIREED ) , RSEFIEE TR AL RN RRER R o
EFRECIRHNNRKE , REEFET—F,
EEW, EEVCUERENAGENT , A - N TERIEZLABRERANABHE .
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19. (A% ) BEARFEF |, WAER,
20. EEABFHARE  LENFANNE K AREFRVNEAR,

5 3 M TFEMEEE R TR <BRE SR

Bz T FEAERERIZRE Incident Manager IR 1T , TR -, ATESEMRNNERERE,
BITFEMERBRERE T —FITHNER

EETFM o BE AT

1. 3TF Incident Manager & #1 5.

2. EFmRHR,

3. XTMAITY , BEAENWAITRIERERE, WREKENENEITY , HEFEBALT
X R AT

EEUTFER

a. HEEITFMHD , ERERABETFM.

b. NFHEE , WIASERRASR.

c. NFEITFM, EREE F5 1 QESTFM RIENEZTFM.

d. XFRRAE , EFEEHRITEERIA

e. TEHWAZSD , XF IncidentRecordArn 3 |, %&EE4 ARN,

f. TEWRITRRIS , EREE E5 2 62 IAM A€ helEN IAM A&,
4, REFLENER.

£55 4 . ARt XI5 B CloudWatch 23k

FERALTH BT Amazon EC2 SE4if CloudWatch B3R % Fit 45 448 69 16 Bz it %) o
) IRH N B 11X 2 B CloudWatch B4R

1. 3TFF CloudWatch ##l& , Mt hitps://console.aws.amazon.com/cloudwatch/,
2. ESMEBERTHERT , EEMEER.

3. ERERTHEEEEINMWAITIE Amazon EC2 SKHIRYER.

4. EFRE  RAEERRE, RIEZEFREE —1MERN Instanceld WEE,

55 3 WizfTF ML R RIS BR Sk 85



https://console.aws.amazon.com/systems-manager/incidents/home
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5. ®BERET—%,

FFEEREDS , EBHI Systems Manager ##1E,

EERESH.

EREE £ 3 FETFMEENIERITRIKERESR el 2R ITR,

R EHER.

6
7.
8.
9

55 WIEER

ERIF CloudWatch ZiIR2EERIETEH , ARLE T WAITRIFIEENEITFEM , B4T il A ZIR,
EERBZITEMLETER , B MEAUTEIRRIEETFRANE R, BxMAERNER , &
2 (AWS CLI ts 53 Z&) HH set-alarm-state,

1. 3TFF Incident Manager &l & .

2. %# CloudWatch ZRi& R IS4

3. EBETFMEmF,

4., HEEITFMSHREBD DEFELEN Amazon EC2 L6l LITHIRE, TR RHIERT BEASEK
BRHUENZETFMARBNLS R, SNSREHE T RBARSHEE.

Runbook steps

0000:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59

E&EF CloudWatch BiIRFWFIEFMAEE , iEEFF JsonDecode2 FH , AFRIT O utput,
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&a LA AY 68 -l AWS Security Hub Amazon EventBridge 1 Incident Manager SRiR B F1EE AWS 3T
ENARFANLZEEMH., AYEN5|ISEEE —5% EventBridge AN |, ZHNFHETF Security Hub
Bl ZIEN AL RNBEH,

(® Note
REFEFH S EventBridge ecurity Hub, A REA R FEAX LRSS M= E£% .

FRFM

« i& & Security Hub, BEXEZER , HSHi&E AWS Security Hub,
« 1£ Security Hub FEIBREFHBELY ., EXEZEL , HSHEAWS Security HubF EHZE £ I,

- BEWMITX] , BAE Incident Manager ERIER & EH M HAEER. BEXESEE , FZHA &
Incident Manager # N B4 HUHER .

EAHES | RIEATRE KRR KAE EventBridge MM, EFABEEXERCIEAN | F35F
AWS Security Hub AP igm A B E AR BIZAN,

2|2 EventBridge #MI

1. L E# EventBridge ##& , MikJ https://console.aws.amazon.com/events/o
2. ESMERP , EFEHMN,
3. EFECIEMN,
4. RARNEABHAMELR,
MNFeEER - XFEHHN S —MINNE -S4 5% EHEHER.
FNFEHRLE , ERERIA
WNFRUKE | EFEFSHEXHHNN,
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20.
21.

EET—%,

NFEHFIR , EFEAWS B4 EventBridge & EK 54
NTFEHER , ERB4ENEK,

NFEHIR , EFEAWS RS

XFAWS RS |, #%3#F Security Hub,

FFEHER | %R Security Hub HE R 2% A

ERIANER T , EventBridge B E R HEAITFIEEMNSHER. W TFENEMY , HEFETEsaa1ik
W, BEFXLIFLES  MERENEZNFREENEANRLRELRNVBEEH,

BEHET—%,

T BEFRER | ERAWS RS

FFikE B R , %4 Incident Manager Mg it %o
NFWEATHR , EF—NENITR , EHECIESHNER,
EventBridge A ARIEMNZITAIER IAM B,

- ZEYCIE IAM AG | FERERNLBERFEEFAE,
- EFRAKFPEFEN IAM AG | BiER ERAANEAE,
() AAMEA—PNHBZ MR,

EET—%,

EEANFAE S EFRCNEMRN,

EEAREBEZL 012 T It EventBridge M , MAEZEYNEMEEMTCENZERIVFESHEER DO
BEH. BUAXNXESEHRITOE, B, BRACNBREMHRT.
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£ Incident Manager F#RiE &R

HRERAENTHE , EBUUFHSBEEEFIEPIEEN AWS X FH Incident Manager &R, &
ALAAMBITR], BHERMBKRAADERE, SETUR o ERMELEFINFEE, BETURNE
FIERGRFMTE, HEFEREBUTRE LRI XERRNHRBITOEMNES, BMERITEEN
B —NZEM—DAEEE, RINEBVERNER Incident Manager BRFEHRIT —EFSERNVIFZER
., FA—AEENRERE , TULEERMHEEXERRAEERN CINGRE, BUUBRERE
BRABERR. BREANIEEIGRAEANESEER , BSHE (AM AFEmRE) POEABEX
BEIXS AWS BRI I51R

IEMANITRE  BAUEEHARIARERN D EERE, FRAMMITRIGEEM4N | XERE2NAE
EHICFEF,

® Note
HREEERMENE L. HMETRRFHRHRITHER,

A LA Incident Manager 2 &I &R NSMIBRRE. AT REBEE T 7 IR TR R i X6t IR

o

v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

BELREADRNENRE |, BERAUT API 214 :

« TagResource

« UntagResource

» ListTagsForResource
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RERFRAEEKSFREFENEREA TEAT R, 42K, BRRA, FwdERMZEHR
LR EHIENIRE,
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Z 4 AWS Systems Manager Incident Manager

TEEAWS REFZE, fFAAWS FF , BAUZRT TN REARSHLZEHRBEALNERMHY
BRBAE R UMM LR,

ZERNT AWS WHEZRE, TEHBEXAREHERNZNZEHNEZPIHNESH

s TEE —AWS ARRTFETR AWS RF FETHEMZEH AWS Clouds, AWS B REBH TR
2FEANRS. EAAWS ERITXIEA TR ERIUTRIEN - , B=FFIHHE N L FRIEEK
NN ERE. BETHEERANSMITE AWS Systems Manager Incident Manager , {52 @& M
i RI% 2 BB E NBAWSAWS REEEMITR.

« SIRBE-ENREHEERN AWS BRSRE, EEFENHMRRAR , SH/BEHHBHE, o
AR ESRBANE AR AR EN

WX EBTF 7 B EA Incident Manager B R A SREHREEN, AT WK 8 i i &
Incident Manager , Sl Z £ MM EHM BIR, BEFFS AEREM AWS RS 53R EE MR
ENEHEERTR,

FH

+ Incident Manager I EIRR I

+ ERA T Identity and Access B AWS Systems Manager Incident Manager

« 7 Incident Manager 7 {5 i 3t = #9 Bk XA 00 B i1 X

« AHMEIE AWS Systems Manager Incident Manager

« ¥ AWS Systems Manager Incident Manager

« HmiREZE £ AWS Systems Manager Incident Manager

« 5 AWS Systems Manager Incident Manager 1 0VPCig & (AWS PrivateLink)

+ Incident Manager & BV B¢ i& F R )E 2 4T

P Z £ HEXE AWS Systems Manager Incident Manager

Incident Manager & # BB R

2 AWS EFEETER T h i EIERT AWS Systems Manager Incident Manager, 074548 & AR
AWS | AFRRPEITAIEABTNELREMEEH AWS Cloud, EHREPFTIEERLEMEL EHNR
BHEE, BEATEFRERN AWS S NELLBEBNEETS. BXBERMNESER , 75
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PIBIERFAFAQ. BXREMNBIBERIFHER , FSAREAWS HEEHNAWSEZ£GDPREBE LHY
BEXE,

HTFHFEERPEN , BMNBUUEREF AWS K EFHEA AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) RENMNARAF . X#  SNMNAFRREETHIERIAMENNE,
BNEBWEBIUT AR RPHIE -
- WENKFERZSES BRI (MFA).
« EASSL/TLSE AWS RiRBIE. RIMNFETLS 1.2, BILEA TLS 1.3,
- FEAAPIHITIREMAFESN1EK AWS CloudTrail,
- £/ AWS MEBBRAFRUREFHAERINZSEZH AWS RS,
- FASRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEYBUR
B
o MREE AWS BT TTRENFMEEE FIPS 140-3 2T R UFH INZHIEIRAP| | 156 iR
Ro. FIPSEXAAFIPSIHANESEE , §SRAKBESLLERE (FIPS) 140-3,

BB UENZ7HIZEERBRAGEE (MEFEFHNE T4t ) RARERABHEAXEFTER
(WMBHRFR ) . XBELAWS BRSS E£REZEH A, APIAWS CLI, SiIEEAEERIEMBASEN
53 AWS SDKs, M TRMMREH B HERN XA ZRFHANEMBRER TR A TITRISH
A&, WREBURLANAIARSFREMYE , RINBUBWEFTEERIREREFES | URLLIRIEEX ZRS
BRI Ko

RINERT , SHERBEASSUTLSHE B R BIBR T I,
6k

EHEERMFEHA AWS Key Management Service (AWS KMS) ZAINBR BN EHEEBRER. BX
MWEZEE AWSKMS , BZH (AWS KMS FRARIER) « AWSKMS &4, SETANE
HHEMEES  RETTBEIARFENZHREERSG. SHEESFEAZEENZHAMZEZNEIE ,
HER AWS BEZAMBZAHIE. EMEMA Incident Manager , BAFIRBEFIE , HhBFIRE M
%, Incident Manager EEHKIE M S EEFEM

ZBALAER AWS BEBARMBENEFIE A AERSEFAENECHEFREEEH AWS
KMS SkiNES FIEFHXiE, SHERRNIFINHME AWS KMS ZERNEEEH P IEHEK
. AWS KMSEH#HEEBTFIIFFEFA AWS KMS BZAMBNEHR. BENBHREHEE. BETH
FHHE S HRIEE (HVAC) REMEBNWER, MREEATFREERS , WAUERAAWS KMS
ZHAam AWS KMS APIsEH | ZEFRERN , AENERHEHLENAERETEFEERANEN
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KE, UEEAFFIEERPET Incident Manager #H 1T , AWS KMS BEF EEZAMME R
B TFE—XE, ET#HAEXAE Incident Manager FiRBERFENZNESZELR | F2H £E0S,

FH AWSKMS EFREFHAFTEINTNEA. EXEZER , HSH (AWS Key Management
Service FF XA &ERE) FHAWS KMS #2-KMS Z4AFAWS KMS EH

/A Important

MREBEAFEFEENZRE (CMK) KINZEHNEHIEA Incident Manager ##E |, (E/ERARE
MR ZEFIE , FHREZADMRESSE 28R ZEFECMK,

E AR Incident Manager FAEF BXEERRARMBYRE , ELAEEFBEERRAZANER
REEFRMUATREEER, ETHEXRERFPPRENEXBAXTBNEZHFER , 55 (AWS Key
Management Service FF & A RIEF) PIIE AWS KMSH F A Z4ARRS . ZRBEIRME T U TR :

- AUSBHEERIITRRRE , UEEENKSPERSEHEER. CVMK

« A7 Incident Manager fE FICMKR 2B MR Z4R , BrRRRERKRKSRENEA Incident
Manager WEREAITE, MRKRBFHAPIEENEZERALTNEAKMSEANERASHEESS |, MAD
FEFIREEHEEERS , FlBLXK,

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-lead"
.
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"ssm-incidents.amazonaws.com",
"ssm-contacts.amazonaws.com"

]

}
}
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EXEESBENEZRENMEBRPEEAMNEZE LT, AWS KMS &R AEA % T 3RIRE
Incident Manager £ ZHKMSZ4AH CloudTrail HEZE#. Incident Manager fER LA T NZE LT
X :

* contactArn=ARN of the contact or escalation plan

i& A F Identity and Access B AWS Systems Manager Incident
Manager

AWS Identity and Access Management (IAM) AWS BRSS AT LARE B B I8 B Z £ IR HIX AWS &IREV 7
AR, IAMEER 5 #2261 AT OB S ( BF ) RN (HENR ) EAS4EESRRTR. 1AM
TEINFAZRHNAUER, AWS RS

- FASOHITEHEIE

- EARBEERR

« AWS Systems Manager Incident Manager 20{A £ F 1AM

« & T AWS Systems Manager Incident Managerf & F & 12 9 5K B =45l
« ETRRHNFREERH AWS Systems Manager Incident Manager

+ BALE Incident Manager Y RS BB R E

+ {#/ Incident Manager IRZHEXHE

+ AWS WIIEE KB AWS Systems Manager Incident Manager

« X} AWS Systems Manager Incident Manager & 3 11/ 18] 3 17 8 FE HEBR

Z AR

fE/H AWS Identity and Access Management (IAM) I A RE2EFIAE , E4ABRTEESHEESRS
PR ey T4,

543 R 17 7] 13 PR E 28 94


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context

Incident Manager ArfEm

REAF—uREEA Incident Manager REREHRES , NEE R REMBENFZIENNRE, H
B ERAE % Incident Manager 4ERE K TR , ATRER EFANIR, THMNAERILRNBEET
BEEERBEREENNR, MRETEHRE Incident Manager REV4HE |, ES I X AWS Systems
Manager Incident Manager & 15 #1i7 [8] 3 17 8 EE HEBR

RS EER—WMRE RN T Incident Manager S8 IR AT A , M ATREHHBEXT Incident Manager B
TEWHENR, BEREBERS B P RiZ 75 E WL Incident Manager A EFEIR. ARG , BHM
BIAMEERREXEXRSAHAFNENER,. EFRTHLANEEUNTHNERESIAM, EiFHA T #
TN T MAIAME AEHEERS , FSHEAWS Systems Manager Incident Manager #1465 F IAM,

IAMBEER-MIREZIAMERR , NIAEFEEFH TRUNAAEREREENSHEEIFN RN
R, EEFWEHRFEAM Incident Manager BT &3 KBS RBIAM , iS5, EHT AWS Systems
Manager Incident Managerfy & F & 15 B9 5k B& 7R 51

£ & 02 1T & IR AIE

BHBIERE AWS FASHEIIRFN AR, BH4T AWS KRR F, IAMBF SO ESETEE
IAMB &#1THHBIE ( BEX AWS ),

EA A EABEY S MREENEREL AWS BRE 5105 F. AWS IAM Identity Center ( IAM& {3 H
D) AP, RATANESEREHRIEUREN Google 5 Facebook EREFMEKE BRI REl, H&
DA ERERN , FNEEACHFEAAMARIRE THRAEH. SREAKEHER AWS &, fRH
EERENE-IAE,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5RITIF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR NAEZEE AWS KW,

WMRIE AWS BURTEIFRIGE |, Mle AWS BEBREF LA EH (SDK) MErt1T#ED (CLI) , AEFERE
HEBRBNERFETNBRES, NMREATFEHAWS TE , NIAXTEHECEBER, BXFREENSEH
TZEERNEZEL , ESEIAMAFIERFHEE AWS APIE R,

TRFERAMSMRIESE , BURFERMEMELZLSER, i, AWS BWEFERZESHRIE
(MFA) RIEEKFHLEM, ETHREZEE , BZRAFEREYPNZESHRIEFMAWS IAM Identity
Center AF#EM AWSHWFEAZEEZSHRIE (MFA). 1AM

AWS Tk root I

BIZEf AWS Ik, BEXBR—NEBREN , ZEOTUATL2LRKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIE MK P Bt 62 F A9 B8 R 44 3tb ik RN 22 48 B S BN AT 15 )
ZH M, BARWESEERARAFNITERRES. RPFRAFEIE , AERAXERIERNITRIEA
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FPRIMRITES. BXRXEEL root AFFHEZFNESHTEIIXR , FSH (AFER) 0 ‘%
ERAFEENIAMES,

BRE 5%

FERBEXER , ERAXAF (CSRFTEEERAGRANRNAF ) £FRESHRABNERKS SO RIE
AWS g% B i EHEBF AT

REGHRELNSULAFER. Web B4R, Identity C enter BRFAMWAF , REFAEH
AWS R BN B RIEENEREH#HTIHRNAF. AWS Directory Service Bt & 5 1714 @) i+ AWS
K e EAR | ACREIER,

EEHRERFRINER , BUUEER AWS IAM Identity Center, & T LATE Ident IAM ity Center Fr 6172
RAPMEL  SAINEEARSIEECSHNEMRTN— AR NEA , UEEENRE AWS K-
MNARFHRFER. BXIAMBAHPOLHER , BSRATLEIAMEHF L ? £ (AWS IAM Identity
Center AF#EE) o

IAM B P #H

IAMA = RIEAER AWS K MNMABNARFEERENRNE G, EAEHNERT , BINEWER
IREHIEH , MARCIEAERDNFRZASFKHPIIENAMAF., BR , MREEFEIAMAFKH
FUENBEAL , RNBWERRBAZR. AXESZREL  B5H (AMAFER) PREHLRE
ERHEIER A BRI R 2.

IAMBH BIECIAMAFREEN B D, BTREEFEREANEHESR, BRLUEREAR—XIMERSZSINAF
EENR, MEEAERF , FRAATUEFRW\EETERFNR, flin , BEUEE— N RHE
4, IAMAdmins H R FiZBAEEIAMTIRANER,.

APFEAGTE. AFE-—#EENMARINAEFXEK , MALERELEFZECNEMARLA. A/
ERXKANKHEIL K mAGRRENEZIE. BETHRESER  H5H (AMASERE) FHV A 612
IAMAF (MARABE ),

IAMB& &

IAME & RENEBEFRFENR AWS IKF W&, EEIAMAFEL , BEREARTK. B
AWS Management Console BRI AMAEEF IR EAE, BALUBETREA AWS CLI 5 AWS
APIRERFEABELRERRKAABURL, BXERAABGHNLEENESZER , 55 (AMAFE
M) PHRERAIAMAE,

IAMERIGHIERNBBEATERTREMN
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

Incident Manager ArfEm
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BLERIRE, A TEHENSGHERITEHRIEEAILIGRNAZR |, Ident IAM ity Center FFR
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PRE.

 IGEHIAMAFRR-IAM AP BB T URA-NMAMBE , IBFEEFIRNRETERIRR,

« BIKFHR-ETAERIAMBEATEMKFPRNEA ( ZEENERA ) HREKS R IR,
AEERTEKFBRAMBHNEELSN, BR , ¥ TELEIR AWS RS , SR SUR KRB E M
FRR(MTAREAACENIRE ), ETHAGHNETHRNBEKSLRRKZANXE , 55
BIIAM A P $5 B8 1AM = 9 B5 K 7~ B0 177 B X BR o

- BRSmE — BE AWS R3S EREAM AWS BRSSP RIZHEE. Hlin , HEERSHKRITEIE
B, ZBRFBELXE Amazon FEITRARFEC2HE Amazon S3 HEFENR. RFAERLERAK
HIBANEANNR, ERARSASHMERRSHEXESRIITIRAE,

« RRIFELTE (FAS)-HEERIAMAF RABEFRITIREN AWS |, BHANEREA. EAFEL
RS, BARSIIT—MRE , REUBREEEMRSHE S —1MRE. FASERERZR
AHVEXPR AWS BRSSEAR AWS BRSS [ il iRSS & HiERAVIER. FASRBE SRS KEFEZES i
AWS RS RFRREFRESTARIERE , 2R EFER, EXMERT , EEHERRITEHED
BRENNR, BXREHFASERMNWBERER , BBRAERTGRSE,

- BFAS-RFIAVASERSRBENTRENSC, IAMEER JERNITOE, &M ERAR
FABIAM, BXEZEER , HZH (AMAFERE) AWS RSP IEA G EZERNER.

c BEHEXAS-RSEXAGRE—MERINESHE, AWS BRFRSTURARRENITERE
MAE, REEXABHAEENT AWS K |, #RARSHHE. IAMEERR AJUEEENREYR
BRSHEX A KRR,

« £ Amazon LETHNARERF EC2 — ZA FERAIAMAG®EEEEC2EH| Liz1TH# XK H AWS CLI
= AWS APIERH N AR FHNIGEHER, XHLEEC2EHlhFM# I Z4AETE, ERNEC2EH2
B AWS AEXEHAIMEFENAEFER , SEEQE — MM INENZEHIHRHIEE X, =461
BEEXHIEZAE , HATEEC2EH LZTHEFREBIGIIER. EXEZER , FSHIAMA
PP RERIAMA GBI E Amazon EC2 24 EiZ1TH N AR FE TR,

ETHEEAAVARERERIAMARF , B2 (ArER) PHANSIZIAMAE (MTEIAMA
F)o
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H ) RHERTARXLERE, REFHNRBERATERELER, KSHBRBELUISONIEH
AWS X FHETR. BRISONKBXHEEHNATNESESR , B2H _(AMAFERM) FHJISON
REEBIR

EE R WLAER AWS JSONKREERIEEE BN TR L. HRMAY , WA EETTUX T LR FRNITER
B, UREF ARG THIT,

RINERT , BRFMNACELENR. EBRFRAFRNEMERERITRENNR | IANMEE R L6122
IAMK R, RfE , EERULLRIAMERANEACY , ARFAURAXEARE,

IAMZEIL &6 Al fh 75 B HATIRE | SREEMATE GZIRENNR. i, RREFE—NAK
iam:GetRole BEMNFKEE, WAIZKMN A TLAM AWS Management Console AWS CLI, ZHIREX
ABEE AWS AP,

ET 508K

ETESHNRBEATAMMEIS G (HIWAMAF, BFEARAE ) BHISONMREM Y, XLEX
REIZHI A 7 A S A MRS T BLEFFRRITHERE, BETRNFTUEZETSHNKE , 55
FIIAMA F s PR B2 IAM KBS

ETEHNRBA LR -SARNARKERIEERE, ARRBEERARZNAF, ARFEH,
RERKIMIARE  SULLREMINBFNSNIAF, BANMAE AWS K, HERBEE
AWS RERBNESEERE, BT HNAERE RBUAKRREE BETERE 250 (AMAR
R PREREE RN BRRE < BFEITEE,

BT IR R

ETRIFHJISONKRE R G IR FRN KM, ETRFENRBENRESEAMABEEREM

Amazon S3 MK, EXFETHRVRBHRS T , RSEER JMER CMNREHIIFER
BREVEE . N THEERMIMREA TR , REEE IS EEMAE AN 2R RINTHREREAREF LSRN
THIT, BEFEETRRNRBEPREEEE, ZTEATUEEKS, AR, A2, KSR/ AWS

e
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R 2H 5 &k (ACLs)

TREEFIFIFR (ACLs) ZBHMERFEA (KFKRA. AFZAE ) ARNBFERR. ACLsEETHIRM
REERL , RECNFEAISONREE KN,

Amazon S3 1 Amazon VPC 2 X FH RS RHIACLs. AWS WAFE T E Z{SEACLs , 51
(IO EBEE#ERST X EIER) FHIEREZES FIER (ACL) #ER,

HREgRE
AWS ZIFHMTAE R REERE, XERBRBTNOREERE ANKBEREQER FHRANR.

« MRLRA-NRLAR-ASHNE , BUTUEEFREET S MR AL EIAMSE (IAMA P
A ) RFVEANR, BANZFRENRLF, XELERNRIXGET B0 RERHENR
WRIRE, & Principal FEEAFHAGHNETRRNRBEFZNRLRRH F—TUREEF
MERELFEZAT. BANBRURNESEE , B30 (IAMAFERE) FHIAMSE AR RSN
5o

« BRSSIEHIRBE (SCPs)-SCPs 2 HIAMASHAL B (OVU) IBEERKRANPRAISONZEKEE AWS
Organizations. AWS Organizations & —W A FTXEHN W AENZ AWS K- DT HRME
PEENERS. MREEAELPNFIEIIEE , NSRS IEFIZKEE (SCPs) NA TN EMAIR
FrERF. MAKS RS (BESNRME ) HIBR# T TSCPIRSI AWS P RAF, BX
Organization SCPs s fIVEZ{EE. , HS I (AWS Organizations FF#ER) RS IZEH KK,

« DERE - 2ERBELAEUREAANBCIBRSAFREN S EMMENSBEZENSRE
B, FRLFNNREAFNAGHNETEONRENSERBHRE, NREAUREETHR
HREE, E—TURBANENELREZAT. BXRESZEE , H5H (AMAFER) PHLSEXR
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S RBERE
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WA AWS BERBAWER , BSHIAMAFEEHHRBEITEEE,
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ET S ORER =3
ET RRAY K =3
REHRIE =
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KRR EH S
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7|
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i EAE 2
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BEAE =2
RESAXAE 2

EHTHREHEERNEM AWS RS NAIFERA RS BAMINEE | E55 (IAMAFIERE) IAMRE
2 BEERIAWS RS

Incident Manager X #3848 175 (Al £ A L Z 09 R IRAY R BE AWS RAM,
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R BTEFET B DR REM MBS UR TR B2, MRETRFHREEDE—MKS FHY
FHRRTFHEANR , WFFEFANETEONEKE, BXESER , B2H (AMAFER) IAMF
BY BS K £ R R 1 R A PR

EXEEFHRSNZHFRPRENETHRRENER , £H8 AWS RAM 2§ &5 PutResourcePolicy #
A , EEMMEBINERNITTRIREER A, ZRBEENL T WL EATTUAN IR, BRRA, LRITRIF
EHEEITE. Incident Manager FAE T RRHNRBEKS 2 BHERR,

Incident Manager X #r4E48 177 /8] £ F £ E 0 & R KB AWS RAM,

BT RNARFE T FRAY R BN BEAI T RIREXR A |, S H Incident Manager #9515 7 5 i
FE#HEE,

Incident Manager P& T % R 49 SR B 7R 45

ZE&FE Incident Manager E TR RN RIEN A , ESH ET H RN KR =5 AWS Systems
Manager Incident Manager,

Incident Manager B9 2R Bg iR 4k

XEBREERE: R
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EE R W LAER AWS JSONSKEERIEEWERNGFEMFT L. URMRY , MAEMA TN AR FRITER
B, UREF ARG THIT,

JSONZKREEActionTURMR T Al A TR M RVFSIEL B RIFVIRIE, RERFBESXEH AWS
APIRIEER, BB —EHI | FlaRBEEAPHREN M RNRIIRE, &8 - LEREFEERKESP
WATZMRIE. LM IIREFR R MR,

HREEF 2 ERFEUR FHATRBIRERIRR,

E&EE Incident Manager RIEMIFIR , ESH (RFENSE) Y AWS Systems Manager Incident
ManageriE X BV R E.

Incident Manager R KBS IRIEE L IRIEZ BIERA L TEIA -

ssm-incidents
ssm-contacts

EEEMEAPEESTRE , BERAESRENRT.
"Action": [
"ssm-incidents:GetResponsePlan",

"ssm-contacts:GetContact"

]

BB UERABES (%) BESMNMEE. Sl EIETEUER Get FFAMFAERIE , BEUATERE

"Action": "ssm-incidents:Get*"

E&EF Incident Manager ET S HREEHNRF] , 25 EH T AWS Systems Manager Incident
ManagertV & T & 3 K8 =Bl

Incident Manager ER N TR E ZE P EAEME , B ssm-BHF ssm-BkR A, £IZ Incident
Manager FSRBERT , FEHANBEFAEBNHEZE. SSM-B4A TR TR SEHEXNT
o SSM-BXRARATEBRRAFNBKRAEZERNRME, Hl0

* ssm-contacts:GetContact

* ssm-incidents:GetResponsePlan
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Incident Manager B9 3 B& %% R

XEFRBER : &

EE R W LAER AWS JSONSKEERIEEWERNFEMFT L. URRY , MAEMA TN AR FRITER
¥, UREMFAZRHETHIT,

ResourceJSONFKRE TEIEEENAREN —IPRZINNR, BAXLMEE Resource
NotResource T#E., REMZER , FHREMN Amazon BEEH (ARN) EERFR. W FXEFEBER
FRRE (R RBRBRRNR ) BVIRE | B LUIRIT IR E,

N F R ARRRGRIE ((WFIHRE ) | WEMBRA () BREQLA TR,

"Resource": "*"

EEEEHEERARELEKRHESIRARNs , HZH (RFENSE) AWS Systems Manager
Incident ManagerP E L HEIR, BT HRETUFEAMLERERIEESARNTGER , BSRAENLHE
YE AWS Systems Manager Incident Manager,

E&EE Incident Manager E T H AR RH , FSH EH T AWS Systems Manager Incident
Managerf) BT & 13 8 K b =l

Incident Manager &R A T RIBREH, EHREFHTIME., BREBEAURERNRNEES, MREAF
BimE eI RIGRER , MG EREZITRCIENFIEEHS. MRAFBHRBRRAASR LRITRIN
R, MBI LU RAS 52 LRIt R

Incident Manager H95R B& 4% 4R
XHFRBETHRSWERBIZEEHR . &

EERWLER AWS JSONKEERIEEEAN TR A, WHMEY , WAEET U LR RNITER
1, ARIEMHAZRHETHIT,

f£ Condition Jt¥& ( = Condition 3t ) A , TS EBAERMNEH. Condition TEETE
N, BUCIEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFEESERPHE
HTE,

MRBE—MBEAPFIBEZA Condition THE , RELE Condition TEFIBEZMNE , W AWS
B AND ZEIREEN]. REBANENZERIEESNE , NFERHIBEORZER AWS 4%
#, ERFIEUNNRZBILTHE B FIE NS,
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EEESRMGR , BEUERASVRFEE, fln, REERELFBAMAFBRAFEN |, 8T 8EF
IAMAPFPRFIHRZERNNER. BEXEZER , BE5H (AMAFER) FHIAMER TE | TEF

AWS X EE2RFHEBZANBETRSNFZMHENR. BEEEME AWS 2/R&HRE , F5H (AMAF
Er) FHVAWS £ /&M LT XHEH.

EHEESFEPHIFRETSIFER (ACLs)
*#EACLs : &

mEEHE SR (ACLs) ZEFHIBLERIEA (KFARA, AFHAR ) BRBRTR. ACLsSETHIRMN
REERL , RECAFEAISONREE KN,

FRE4EESRHITETEMENHREZES (ABAC)
¥IFABAC ( EMTHIRE ) « &

ETEMMERES (ABAC) R —HETEME XN RNED R, £ AWS , XEBHEMNIRZL,
RSV INEIAMSE (AR RAE ) MIFS AWS BiR. NSRAENRFRINIRE R E —

#, ABACARJE , A BURITABACEKE , R EZRFEANIREEAMI]Z 15 R A 5 R £ R AR Pef A
HATHRAE.

ABACTEREEKMIMEFREA , BB THARKERTHEENER.

BEHETHREEG R, BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUYRBERBNZETEZFREFZEER,

MRENBREN TEMBERREBFMAX =GR , IXT RS  ZEAR. NREMRSNX
NTHDFRREISMBEX=&M4R , NZENTD.

BXNEZEEABAC , BZH{T LRABAC? & (IAMAFER) #. EEFESRESRIVHE
ABAC , BZRIAMAFERPHNEAETE MR 5 H S (ABAC).

B Incident Manager £ A ifs B SZAE
S HFIEEHEU : 2

HIREAIAHEP B R , HL AWS RS FRER. BXAEMER , SEWL AWS RS ERATIE
BHEH AWS RS |, B2 W (AMAFIER) IAMARY & A T ImAHES",
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MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
(AMAFER) FRYREIAE (BEE ).

A LAEA AWS CLI S F I IGTED AWS APl, RJE , B o] LAMEAIX LIS HEBHITIE
AWS, AWS BWEZHRERIGEHES , MAREAKBHEBNA. BEXEZSZEERE , BSEFH et
ZE2UEPIAM,

Incident Manager 95 IR 55 £ X R

XBFRRBFIRE (FAS)

YIERIAMA PP R A BEPHITIRER AWS |, BEANEIRA, FAXERSH | BURELSHMIT—
M, REUBREEEMBRSHEH S —NEE, FASERRAAZIEANNE AWS RS LR AWS
RS B FERS A EHIFERNIER, FASREERFSUIZEESHM AWS RS SRERXRE T BETHH
BERE , FREHBER, EXHBERT , BLTMEERITIFEMRENNR, BXIEHFASERN K
KRiFE , BZRAEATRSIE,

Incident Manager IR A&
XERFAR =2

RS IAMA ERRSRKBENTIRENAC, IAMEER WUERIIE. ERAMBIERKRS S EIAM,
BXEZEERE , ®m5M (AMAFERE) AWS BRSHEIE AU ERNR,

/A Warning

FUWRS A ENNRATREL IR Incident Manager BYZhaEE, X Incident Manager 2t 4#Hx
ESNIRERSAE,

EEHEERTERIAMASR

£ Incident Manager #8120 & 1t X &R |, BATEFE —NBBLLAF Incident Manager AR &
1Z1T Systems Manager Automation X4, MMRZEZHERAE T —MNRFSARIBRFHEXHE , I
Incident Manager 2R —MNAEF|RMEEEEFE, BSYLEFE—NDAFIHELUZIT B 3L XEEFH
A, BXEZEER , 55 £ Incident Manager £ Systems Manager Automation =17 F#ift.
LUIZBIBEESH A EHEMFERAN AWS Chatoot BIRSUER , BAER—MATFREZFEADX
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BTHRS AR, ETHAEXNMAANEHIMECIZPNXMEEZELR , S £ Incident Manager 1
FEREXFE, EiEd T EPHIAMEBR AWS Chatbot , 2@ (AWS Chatbot EIERIER) AWS
Chatbots #y “ff A E iz 1T = IR,

Incident Manager WRZ XA R
YEFRSHEXAR . 2

BRSHERABR - ERSHEXEKN AWS RFRS AR, BSTURARKENTRENAR. KBS
BxABHNELZNH AWS K/ |, FEIARSHE. AMEERR AIUERETREBRSHEXAGH
R

BXROIEHEE Incident Manager [RZFHEXBEBMEL , BSH £/ Incident Manager B RFHX A
&,

EFA T AWS Systems Manager Incident Managerfy & T & 17 #9 5 B8 = 41

RIANBERT , BRAMAREKELIZESRIEH Incident Manager BIRANPR, It TEFEH AWS
Management Console, AWS Command Line Interface (AWS CLI) Ei3R#1TIESE AWS APl, BT
APXNEMERRENITRENNR , IAMEBEE G A ZEIAMEER, AT, B3 8 7 LUFIAMR B N
HAed , ARTURAXERE,

BTN IX L RAIRE X ZIAME T B HJSONKE: | S RIAMA PSP CIEIAME
B o

A X Incident Manager E X RENMERER (I RFESNARELENER ) HiIFAEE , F2H Bk
EZEMNSE) AWS Systems Manager Incident Managerd #9ig 4, FRME44H%4. ARNs

£

- REREXE

« £/ Incident Manager 2| &
- ATHAPEEMHITE SR
o 080 0B Rz it X

R R fESR

ETHONRBEEERENMNARSATUCIE. 7B MRS R Incident Manager BiR. XLEMAER
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- FFHAfER AWS RERBEH KRB RENBRNR — BFBAAFMITERBR TR , EEANT
ZEILAGIRFHRRNAWS FEEXRMK, BNERMRARATAH AWS K/, EMNEWEBRTE L
XHERFAHIE) AWS B IEERBKE—SRONR,. BXEZEE , HZ0H (AMAFER) F
HYIAWS FAWS E R M s TEIRREFEE Kk

o B FARIENRIR-EAIAMEKIE IR BNRES , NRFHRITESFIENNR. Atk , BRI UE X ER
EXHTUURBERRRITHRE , WM RARENREFT, BEXEANANRIAMWESZER | B
S5 (IAMAFEE) IAMSHY SR BE FNHLBR .

o fEFIAMIRRE A B9 Sttt — 25 BR #1175 (7] A PR - 48 7T BATE 5% B AR 7S 0 5% 44 LA BR I X R 4 A & TR A9 177 1)
PR, Hltn , BAIUEE — N REEF G RIEEPMBE R YUMFER KIASSL, MRBEFRIERE
SR ENARNEAL , WE A ERA RS RE TN RS RENTHER AWS RS , filan AWS
CloudFormation, EXEZEL , H2H (IAMAFER) FMIAMISONER TE | &4,

£ A 1AM ccess Analyzer BiEEHIIAME B LRI RN L &4 MIhsetE — A IAM ccess
Analyzer 2RI MM BRI KRS , UERBAFSIAMEKREIES (JSON) MIAMEESE
B, IAMAccess Analyzer 2t 7 100 ZTRBEREMATHEN , IBHEFELLEMEANE
B, BXEZELR , B3R (AMAFIERE) HH IAMAccess Analyzer FREEIIE,

. BESBSHRE (VFA-MBELHSRBEEAMA S root A AWS P | BHTFMFALES %
2, BERVMFARRAMAPIRE , BERMGFIMFARS, HXESEL  #5H (AVAP
59 W EREVMFAZ RIP AP AR

BRPREMENESERIAM , EZH (AMAFER) IAMARH 22 &EKEK,

{# A Incident Manager 24| &

E1if "] AWS Systems Manager Incident Manager 2%l & , BX4FAE —ARENR. X LRSI
AREFFHMEFTH R AWS K FE Incident Manager BRIVIFAFEE . MRSIELSFENRIKNR
BEAFBNETHONER , XTHMTZREBAZE (AFRAE )  BFAFEEEMBEREZ
7o

BITENIRIT AWS CLI AP REREKZEFI AR AWS AP, R , RATHR EM1]Z1Ei
TRYAPIREAE B Y R 1E.

NERAFNAGUUFERASHERSRENABREY  CEFEHER
g8 IncidentManagerResolverAccess AWS EERIM MBIk, EXEZER , BE5H (A
FIERE) SEYEIAMAE PR IR

IncidentManagerResolverAccess
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RAriEmE

ARFAFEEMITE SRR

L RBIE BRI RIZ R VFIAMA P EB MBI ER - 50N RERMTE RV REE, LRESETRS
A LS ERASARES X TR RER AWS CLI XBR. AWS API

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

BRI

EARRHIF

W PRexampleplan, EERBEAVFZAF RN, FHFMI BRI R TR,

BB F M Amazon Web Services K P R EIIAM A F 177 (7] #4819 354 B 28 35 Il 57 11 X1 #Y
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ZEBANAFET ssm-incidents:ListResponsePlans, ssm-
incidents:GetResponsePlan, ssm-incidents:UpdateResponsePlan Hl ssm-
incident:ListResponsePlan R,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action": [
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
3,
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action": [
"ssm-incidents:GetResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"
3,
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action": [
"ssm-incidents:UpdateResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"
}
]
}

BT R RH KB R AWS Systems Manager Incident Manager
AWS Systems Manager Incident Manager X #EHEEER WA ITXIFBR R AN E T RIFRHNRREE,

SHERRTIFETHRRIVKRE , XERBELHEER AWS RAMAZHFIR.
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ETHRINMAGIERMNITRISEERA , ES8 7£ Incident Manager A 1T F 1£ Incident
Manager FERABKR A,

BR#I4A 42151 Incident Manager Wa 571t Xl

AT REIEALPEFHL ID o-abcl23defs5 WAFLR TR , IRR AN TR myplan €%
HSEH,

ZConditionEREAStringEqual s Maws:PrincipalOrgID&MH4E , EEE AWS
Organizations HENFH R, EXXLEZMHBANESER , FEAEEBPIEERS.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": “*”,

"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}

b

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"
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214 Incident Manager B3 A 1 8] F 44 B9 1 BR

TR REIEER AR T EZARNarn: aws: iam: :999988887777 : rootBk Rmycontact ABIZEH )
RN

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PrincipalAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::999988887777:root"

1,

"Action": [

"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement”,
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

]

}
]
}

Bh 1k Incident Manager Y BB ERSS R B R IE

BERERER-—MEEREME , H—MNRENRNTRENSEER - EFNREOZERNITE
et , MEHARNMRE, BETHNESERIQSTREAERE TS TS RERTRTG RN R

N
WMo

EHAWS , ERSEGTRLSBEFIREL. BERSELRE RS ( EEEARS ) BRAS
— MRS ( *&ﬂﬁi KIBRSS ) o BETHETUERARARS  CABNEETRENNRESRS —
RS PV H IR

AWS HIRFSZEZEFR AR EK P RENREEHENIR , UHBBERFRENLZE, BNBUERR
REEFFEA aws:SourceArn Ml aws:SourceAccount £RFHF L TNH4A, XERARS T HiZ
%R AWS Systems Manager Incident Manager 12 E41 RSN R. MRERNFERAFNERZRY
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FTX®4A , MR —KBKBEABEMA aws : SourceAccount M aws: SourceArn {EH 5| BRI K
P, XERAMEHKS, 1D,

M {Eaws:SourceArn ¥ A2 S EMNEHIZRARNNE, NREETHERENSIPARNKE , HE
EEEZNMNER , EERAH A BESNaws::SourceArn£ B E T X R B RBRRRRAHNEZ D . ARNGI
W BATLURF aws :SourceArn ®iEHN arn:aws:ssm-incidents: :111122223333: %,

EUTEERBRAD | BRI1EAaws : SourceArnR 4B BIFESH T FZBREIX RS A€M 1 | AR
ARN, REMMABIiTXI myresponseplan RIEMNEHIERTREERALER,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"

}

}

}
}

# /A Incident Manager BWIRZ X< AR

AWS Systems Manager Incident Manager £/ AWS Identity and Access Management (IAM) Az 3548
KAE, REHEXAER—TMHMENAMAGRE  BEREEEIEHLE, RSMEXAEH Incident
Manager FIE X , BIFEZBRSRREBAEM AWS RSAEFENFIE N,

fRESHEXAB A ERMIRE Incident Manager , RAEFAF R IMAEMNPR, Incident Manager
EXHRZSHEXARHNE , BRIEZSAENL , B RE Incident Manager AIAMRAZAR, EXAIN
FREBFBFEERBENNRER | HH B ZPR KB T se b b BEAT H A AMSEAE,

RAETEEERREXERE , £ EMBRRSHEXAR®, XFRY Incident Manager iR , BAETR
STCE A BRXS B IR A 75 B FR o

BRAXERSHERACGHEMBSNES , FERASZESEANAWS RS , IAMFAE “RSHEXA
& JIFERRE ‘B RS, FRRREETZRINRSHEX ARV EE,

EARSEXAL =
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Incident Manager B fRS5 M < A BN R

EHZBFERAENHNRSEXAE AWSServiceRoleforincidentManager
EHALBEEHIEZAMERER.

RTEHELBERRNREE

AWSServiceRoleforincidentManager RSHEXABEFEELATRIRKAZAE :

* ssm-incidents.amazonaws.com

AENPREE AWSIncidentManagerServiceRolePolicy S Incident Manager 3118 & &R 5T &K
AT 4E

o B BZBEEINAERRLMN ssm-incidents:ListIncidentRecords.,
o B BiRRERNMERERELN ssm-incidents:CreateTimelineEvent,
o B BZBREMXNAAERRE LK ssm:CreateOpsItem,

« #4E : all resources related to the action. L#
ssm:AssociateOpsItemRelatedItem

o BE . BZBRERRNFIERR LR ssm-contacts:StartEngagement,

« 4 : cloudwatch:PutMetricData¥tXAWS/IncidentManagerin & ZE[EIA K CloudWatch 1§
¥R

AREERRARFRIAMSE (FIINAR, ARNAE ) 012, FEIMBRBRSHEXAG, BXESE
B, B2 (IAMAFER) FRRSHEX A BNER,

£1% Incident Manager YIRS XA E

BREEFHCNERSHEXAR, £, NP OIEEFIER AWS Management Console AWS CLI AWS
APl , EHEEBSRANRRIBRERSHEXNAR,

MREMERUERESHEXAR  RAEFEBRCE  EUFEAMEREEK,FPEFUBLAR, AE
EHIEERT | Incident Manager 2BX N EAIERSHEXAE,

%8 Incident Manager RS HEX AR

EHEEBRTATFEEE AWSServiceRoleforincidentManager RESHx AR, ERERESHEXAER
B, BRTLEERACHEN , ENTREZSHNIASIAZAR, B2 , BUUEAREACHWER
IAM, BXEZER , BSRIAMAF YN RERSHEXAE,

EARSEXAL T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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R Incident Manager B IRS XA R

NMRETBFREEARNTERSHXAGHRBEIRS  BNBUEHRZAE, XHERXERK
EHERERLEFHNREAXE, BR , BLARXBRESAXBENHTR , RARFEFIMERE.

ERBRBRSHEXBE , BLAERBREFE. BEREFIE LM ERTE Incident Manager H 62 M7 #Y
FIERE , /BT, RREARNLRITR . SEFERAELTCIERNSEM, ARG SHBREN
TR B R A EventBridge MM EF 2 BEBRIAN CEN RSN, ERERESE | BLHMERZ
EEHPNENMXE,

(® Note

R EMIBRBIRET Incident Manager RFEEFEAZAE , NBIREETESKIK, W0
RREXFMER , BEF/LOHEER,

E i BRP 58 A B9 & FI 5 P 9 X 13 AWSServiceRoleforincidentManager

1. #TFF Incident Manager & & , RENEMNSMEZEPEFEE,
EERIEPERE M,

M BR .

EWEIANRXSE |, &% A X8 8 PRI E R R,

EEXESR  EXMREHFNEPHAEXE. BfR&SE—NXEE , 25648 2BAEEFBERE
HE

o > e N

FERAFHMBRRSZEXBE IAM

# AIAMIZ 4] & AWS CLI, =il AWSServiceRoleforincidentManagerfR S #x A, AWS APIE
XEZER , BSRIAMAFEREFOHRIBRERSEXAE,

Incident Manager R 1< A & 2 5/ X5

Incident Manager XIFHERSZSTANFEXEHREARSHEXAR, BEXEZER , BSH AWS XiF
sk Ko

AWS ML E K EE AWS Systems Manager Incident Manager
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https://console.aws.amazon.com/systems-manager/incidents/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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AWS HEERBEHMENEENILT KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBANAF, ANBESENR,

FidfE , AWS HRERB BTN ENBEASRTFRENBENR , BAENTHAE AWS FFE
M. RMNBVWBIEXBETENEAZENES EEXRERE-TRDNR,

BIEEERAWS HEFBRPENHONE, 1R AWS B AWS HEFRPENHWNE , WEHLE
MiZXBATRBENMAEZREASS (AP, ANAR ), AWS YHREEIRMERS AWS RS &
FAPHZET AR , B UBEEH AWS EE R,

BREZEER , F5H (AMAFER) FHAWS H£E XK.

AWS FEEEE . AWSIncidentManagerincidentAccessServiceRolePolicy

YRATLAKE IIAWSIncidentManagerIncidentAccessServiceRolePolicyEI¥REVIAMSE
&, Incident Manager & £¥§1% K BE K i1 2 2 Incident Manager R EMITIRIER Incident
Manager A€,

BERBERTFRAENR , ATEHEERERARIMELEMTRPRRR AWS RS |, LR EXLERSH
MEAMEXB R,

RRFAE R
ZREEEE A TRR,

« cloudformation— A ¥FFE &R AWS CloudFormation H#1%, X 2EEHEEE R SEHHx
CloudFormation BV E 4R BRIRATAER,

+ codedeploy— RFZEF ALLE AWS CodeDeploy S8, XREHEERINEEHHEXM
CodeDeploy EBEH B #RFT A FEH o

- autoscaling— AW ZERABELS#HEMITEZR (EC2) 5—@]% & F Auto Scaling . X2&
TW, XHEEHEERTEENE T Auto Scaling AMVEC2EHIRHIAEL R,

"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Incident Manager ArfEm

"Statement": [
{

"Sid": "IncidentAccessPermissions",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments"”,
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

1,

"Resource": "*"

}

EEEEXKBNESFAERE , SERFRAEANISONEKHE XYY , FS5
B AWSIncidentManagerincidentAccessServiceRolePolicy {AWS £ E RS EERE) .

AWS IEEX KR . AWSIncidentManagerServiceRolePolicy

PRI EMBEAWSIncidentManagerServiceRolePolicyfEARIVIAMSE{R k., ZKINEI RS HEXRAER
MY SR BE 7L ¥F Incident Manager KRB ITIRIE, BXEZER , S £ Incident Manager B ARSS
EESE=

HWHERTFEHEEAHEYN. BIENBEMHENH. B2 Opsltems, XEx#EXIHE Opsltems., FFid
B AR X HSEH4HHERXE CloudWatchigFrEI R

RRFAE R
ZERBBEUTR,

« ssm-incidents ARFEHFIHEHBEHVNENBMEG. XRMXEN , XHMNARTEEE
EHREHEEEHESER EETIME,

« ssm— AWFEIEALIE Opsltems FMXEMHXIE ., XRESHITIH Opsltem B 8IE RBP4 F
o

* ssm-contacts

FH,

ARFEEFHBED, X2 Incident Manager TEE# % £ H8 SBc R ABRR T4
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIncidentManagerIncidentAccessServiceRolePolicy.html
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RAriEmE

+ cloudwatch— R ZEFE A% CloudWatch 3EHr. X2
FTAEN,

"Version": "2012-10-17",
"Statement": [

Incident Manager & 5S4 HXWIEIR

{

"Sid": "UpdateIncidentRecordPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"

1,

"Resource": "*"

.
{

"Sid": "RelatedOpsItemPermissions",

"Effect": "Allow",

"Action": [

"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"
1,
"Resource": "*"
},
{

"Sid": "IncidentEngagementPermissions",

"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement”,

"Resource": "*"

},
{
"Sid": "PutCloudWatchMetricPermission",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"cloudwatch:namespace": "AWS/IncidentManager"
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}

EEEAEXRFEBNELHAFE , SHERFRANISONFKEE XYY , FS
B AWSIncidentManagerServiceRolePolicy {AWS £ E XS EZEE) .

AWS FEE KB : AWSIncidentManagerResolverAccess

& A LA flAWSIncidentManagerResolverAccessEIBMIAMESE |, AT El1Bs). EFEMNEH
B, XtiEMIIEB ESHEFERPUEZTFBEMEGMMBERIE, &0 DUF I BUER K inE
AWS Chatbot RSB EHEZEMME SR TEHMENETMPNRREXBKNETFAREERAG, EFEAT
R EIAMZERE AWS Chatbot , 52 (AWS Chatbot BEXE F#5) AWS Chatbotd §) “fFHEHEI=
TSR

RRFHE R

ZERBEBEU TR,

* ssm-incidents——@&AILUBFE4, FIHBAITR, FIHESF, EREH, JHRBEG. ¢
BEENRRAMES. EMEENNEAMES. BEREEXBHMELS, FIHAXTE, IZAXI
BMEHRMEXIE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "StartIncidentPermissions",
"Effect": "Allow",
"Action": [
"ssm-incidents:StartIncident"”
1,
"Resource": "*"
.
{
"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIncidentManagerServiceRolePolicy.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/chatbot-cli-commands.html#iam-policies-for-slack-channels-cli-support
https://docs.aws.amazon.com/chatbot/latest/adminguide/chatbot-cli-commands.html#iam-policies-for-slack-channels-cli-support
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"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"
I
{

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:DeleteTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:UpdateRelatedItems"

1,

"Resource": "*"

}

EEEEXKBNESHMAER , S/EFRENISONKEXY , ES
B AWSIncidentManagerResolverAccess {(AWS £ E RIS EZERE) -

EHEERNT AWS HE R ER

EEBZRSHARBEREN AWS EERAERBTEURILEEFTNIFMAES . BEREBEXLTE
EHBEZNIREE , EiTH Incident Manager X447 2 i & U E LK IT FIRSSIR.

0 iR B #
AWSlIncidentManager EHEESRNAWSIncide 2024 2 A 20 H

IncidentAccessServiceRolePo  ntManagerIncidentA

licy ccessServiceRolePo

%
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RAriEmE

EK
— BREH

AWSIncidentManager

IncidentAccessServ

. PR EE

iceRolePolicy

AWSIncidentManager

— B

ServiceRolePolicy

REA

AWSIncidentManager
—

ResolverAccess

i

AWSIncidentManager

ServiceRolePolicy : ¥
R

Incident Manager FF AR R
'

EEPUN
licy XFRELRINEER
T —BERR , RFER

BEC2XHIRERE T Auto
Scaling 4,

SHEERMMT — B
R, ZEBRTEHEERE
EEEMBERAEM AWS MR
% ABR.

EHEEERRNMT —BHTN
R, R SEHEERRANERLK
MEEIKS

Incident Manager i1 7 — I
B , AT BZIEHS. FiE
mEritkl, ZIHEH, FEHE
., JHtEMHEY, 0IES
ENRMESF, EHEEN
EEHEA. BIBR B E X EtE
HWEH, JHEXImE, Sl
X B FMEHERIE

EHEEERRNMT — DU

BE K BRFEHEERT
HEH. BIERRMHES
Opsltems, B2, X<ERHEXIN
BUARES EEHHEXED
PR, Opsltems

EHEERTHREE AWS
RERKBNEE,

B

202311 A 17 H

2022 £12 A 16 H

20214 A 26 B

20214 A 26 B

20214 A 26 B

3 AWS Systems Manager Incident Manager & 3 %1/ 8] 3 17 4 BE HE B

ERAUATEEREPECHNEEEEREHERSRNTREINERLRZ , BIRIAM,

R
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£

« EELMIE Incident Manager 3R 1TIRIE

« HRFIIAIT iam : PassRole

- BHEEATFHEM Amazon Web Services 1K~ AAB A TG E EBY Incident Manager &R

EFTNIE Incident Manager FITIR/E
MRBWEERETR , RPEBENRITEMRE | WEBLAME R AT HRITIZRE,

YmateojacksonAMAF ZIXERAEH S EEEWmy -example-widget ®RHIFMEREBRERE
IR PREY , M HIU T RHIFEIR, ssm-incidents:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: ssm-
incidents:GetWidget on resource: my-example-widget

HEHRBERT , BHEH mateojackson AFKIERRE , LAFERA ssm-incidents:GetWidget #
YEV5IR my-example-widget &iRo

MNBBEEHRB  FHREREMNMAWS EER, FHNEERRRHEFZEITIN A,
RN IT iam : PassRole

MRFBKBERIRIBR , KPLERIANIT iam:PassRole BE , NEMAEHMRBEUA T T ABGLRSA
Incident Manager.

BE AWS B AR ABRKEALIZKRS , MTAREIRMNBSALIRSHEXAR, Nit,
BYMEBRACLEERSHINR.

HRBNMIAMA FmarymajorZ= A EAZH A ESHERRFHTREN , SHIAUTRHIEIR. B
=, BELAERRFSACHRTHNRT AIHTIEE. Mary FTEARARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE L L b 4T iam: PassRole #1E,

MREFEHDY , BHRREN AWS BEER, ENEERARRHEREIEN A,

REFR =
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EAHLE ATER Amazon Web Services i BN NG R BY Incident Manager B iR

BRLGE-IMEE  WEREMKFNAFPRELANARTUAER ZAGTHRENTR. SR EE
WEGER , TUEEAE, X TXRFETHRVRBEHIGFRRHEFIXR (ACLs) RIRS , BRI BERAX
LR BE [ AR T 15 RS HY BRI AR

ETHREZER , BZRAUATREA :

« E T Incident Manager B & XX LA4FE , 55 H AWS Systems Manager Incident Manager 20
AR 1AM,

- ETHUOAREXNESHENERENIERNR , E5H (AMAFIERE) R AWS K mEMmIAMA
FREFENR, AWS K

- ETHOMMEE=FREANEHERNIERNE AWS kP, ESRIAMAFEREPHNEE=F1E
HiFER. AWS Ik

- ETHUMABEIREFHRIERBFRNR , H5H CAFER) PHRELEINBESHRIENASRE
BEERER (RESHRIE) . IAM

- ETHEAACNETRRNRBHTER S IBFRNXE , ESHIAMAFEBIAMFP I EKF 7R
7 AR

£ Incident Manager A £ F £ Z AV B R A 0@ 5 11X

BERRARE  FRBRAMEE , BALEEMA AWS IKF 5 AWS ARARNHFRAERRAEE.
ARITHANED), SBAUAEFCIENEBRRAN LRI , ABREMABESHRENRREER
RYBRR Ao

B SR ERMRTRIFEE | SULSEMA AWS IS 5 AWS ARA B S
MMXEH, ETNERRAEENNITY  SREEAERS FHMEARREEESH R ENS2E
ﬁ]o

BERA MR RIS & TS T A R EHREA MM

- BREHALR AWS K- AEFHIAER AWS Organizations
- HAMAREHAL LS AWS Organizations
- THENALERTE AWS Organizations

&
HEBRR A MM R i X A9 SR F M
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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« HEERR AT

o FIEHZECR A MER it

o R5I =AY B R A Sk e B it X

3= 9 Bk R A F 0GR 1 X1 BR

THRAMITE

« SEIRR &I

}

;_

HZBCR AMIB R R /Y SR A

EEIUTAREZMNALASH AWS Organizations PHAR BN HEZEHRRA RO ITR , HHITUATER

™

- BRAFIHERCHEIRAWS IKF, ETERAZEEEHZTHRRINSEN T,

- BUPEAERLE AWS Organizations, BEXEZEE. |, H56 (AWS RAM AFERE) AT
5 AWS Organizations =,

RN

B R A MR it % H£ =5 AWS Resource Access Manager (AWS RAM) 8%, /A AWS RAM "‘ﬁ]
DLEEMA AWS kP BN E A RZEE AWS &I AWS Organizations, &7 LB 8|2 &

EXRZEACHENER. REAZEEERENERURSZRERRNERE, %'ﬁﬁﬁlué/l\k
AWS k=, AR B HPHENHLA AWS Organizations,

BXHNEZEE AWS RAM |, 55 (AWS RAM AAFEE)
HEBR AR T X

HEWNITRGE , FRAETAGRERZMAITIENAMES S, HARFFRNES.

HEBRRAR , FAEAUGRERAGE, BEahitdl, ERIUTMUREAREHRANEDER. EH
FEETUESHRENSRRZNI ERITRIES),

ﬁﬂ%"‘ =ALPH—HR , AWS Organizations HEBA THLARNIBHE |, MALTEERE T B3R
BHRAZERRASLENITRARER. &, FAEFRKREIMARRAZNERE , HEZESEBRFER
Eﬁ% £ B3R A SR IE R IR A 7 (B AR o
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
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&R BAMER AWS RAM 23| 8 A ZEHBNBRRAHEE1TX] AWS CLI

£ AWS RAM 2| & A ZEMENBRRIT RN E & it X
FZH (AWS RAM R HER) FMEIZFHRAE,
ERSCHANRRITHEE TR, HFEM AWS CLI

£ A create-resource-sharefis 5

EIE R SRR ARSI

HRFMEEFELSERAERERAARMAITRIAN , BRRA, WAITR, E/itR, EMNEHEFF
BRETREEAENEHEP,

® Note

MRAEAEERFHAPEERRA, WATTR, ERITH, BEspfE4  WagEFIIXLER
&, BFAEH , B2 b RIR T E SR E T RHE.

EFLASERENRERRIASBAITLY , B
#Z#la s AWS CLI.

REMNBEFRHAZPRER. ETUER AWS RAM

;é\‘l

EfE A AWS RAM ZHI A F L HZEA AN L ZBR AR TR
EZH (AWS RAM A 1ERE) FMEFRRLE,

EHEA AWS CLIF L X ZEMEN HZERR A G 1T

{5 Adisassociate-resource-share® o

AR OB R A SR

FRIEEFMERE TR Incident Manager #2 & & # AWS CLIR Bl H =Bk R A R0 57 1%

ZEEA Incident Manager 2 & &R 3 H ZHYER R A 0@ 571t X

(® Note

£ Incident Manager #2#&H , BRRA. WRIITRI, LRITRI, EMEH—REBFEH0R 5
AHERF, £ Amazon BIREZF (ARN) B 5 , ARNEBEFIEENIKF 1D,
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
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EWEHAETHNERRARBATR , BEA AWS CLI

f# AListResponsePlansZ ListContacts i . T HREIZEHEMNBRRAMIBRIITR , AR SEH
EMBRRAAMEANITR. ARNERTERRARBRITRIFTEER AWS K ID,

HZAYER R A FIE R 11 R A R
P & MR

FIEERNERHs, B8, #F, FLAZUREABRRAMBAILTR . BRRAMBAILTL SFEEXNE
HHMEH,

A& RIR

EREREERANEFTBATIMERAN RRANBAL X SFEAXNWEHINEHS.
iRt E

BAERMBEFXINREREM. FRAELFARZERRENR. HERFRTKFEFTANER.
SRR

HERFEFCZWARIAESERERS FHFRRS . REAMEENIKSRITETRRS

EHHRIE AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager A ZNEFAUTRIN —E2 , B=FFITITXN R LMEH
AWS EMMH T, XLEEIESOC, PCIRAMPHIPAA, EBiE,

ETHREBTRESMIURAEE , BSHAWS RS “REAIT KK DHEE"" , REEEEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M HIAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" BH “AWS
Artifact,

BEMERA AWS RS R EAREBR T ENHENERBM. RATNEN B iR UK E R EENE
Mo AWS R T U T RRKAEBNIAEME

- ZEEEMMREANTER — XERBEF NS TRWIESH , AR THBUZLHANEAN
NER AWS NEEMER SR,
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_ListResponsePlans.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListContacts.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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« 1£ Amazon Web Services EF#H1THIPAAZ £ 5EMEEN) — AAEBHAR T FL T WMAIER AWS
KEZHIPAARFE RGN ARERF,

® Note
HIEME AWS RS ABEHIPAARK . BXEZEE , HZ5H (HIPAARERHHNERSS
),

« AWS EMEIRAWS — It TAEEMIEra S v 885E A TP E AV 1T L MR 1E 3 X

« AWS BEFailier —NENAETHREEREEN, XEEFLEETRIFVRESEK , AWS RS
HHERMMHA R ESNMER ( BEEEERFESHE AT (NIST), XFFRTULEZLFEERS
(PCI) FIEBRFALAL (1SO) ) R L4,

- EFAWS Config J7F & A A 5 F R BV T4 %R — % AWS Config RS TAERHN R REEE S K
EELFERIBRE, TAENFEMR,

« AWS Security Hub— X AWS BRSs AIBA2H T RN R 2R AWS, Security Hub B 2224
HEERH AWS BRAREHREHFELZETUMRENRESRR, BXIXERSEKEHNYIE , B
2 Security Hub ##45#,

« Amazon GuardDuty — BB KRB AWS K IREFR B FE A RMEZES |, K AWS iR
S RMVNEHNTHEMR, RRNBEEGHEBEREM. GuardDuty AIHBEIEHEEHESMEER
PCIDSS , flil#EREEHMHERENAEHNARENER,

« AWS Audit Manager— X AWS RS A AR B84 s it AWS ERAER , M fai{bXUBS & 38 LA K
Y EMFITAFRERN SR,

¥t E AWS Systems Manager Incident Manager

AWS £IKERIRIERE S AWS XEMATRAXHEEN, AWS XERHESMERENRBERN A

X SETAXKBEIELEE, SELENSETRNMNEEE, MATRAX , SRt MREETH
Xz BTt B RARREBHNNARFNRERE. SEANENHSMREFHOEMIREHEL |
THAXERESHTRAK. REENTT B,

AR AWS XEMAAXMNESEE , BESRAWS £REM IR,

Incident Manager & —I£XXiHRS , B AZXFITARX,

BRT AWS £3KER M | Incident Manager ‘& 12 Z W ThaE R B B S FF S IR MR 0 F Ko
EERREOST , RELEREREEFE, ZXKHEESHETHREZNBBBNTRETMNSANXEF
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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B, NTIEBNMMENEHEEES TEE, XHEFHETHRENEEERLP —NXEHHIBER
=EZEHTHR

BXEHA Incident Manager EFIEMNEZEER , 182 H £ Incident Manager EFI5

BEuig %< AWS Systems Manager Incident Manager

ER —IEE RS AWS Systems Manager Incident Manager , & AWS £IRMNE R LRI, Bx
AWS L2 RS R AWS RF ERRHENER , FSHAWS %4, EFAEMIBRSNEE
SLERIRITIEH AWS 3RE | ES0 S AWS ecurity Pillar Well-Architected Fram ework 5B &4t i
R

IERBAMER AWS EXR T RIAPIFF BT M5 R EHEERR. FERRSAIFUTRR

- BEREZE (TLS), RATFE TLS 1.2, BIWUEA TLS 1.3,

- EEREXEEREMNZBEY (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECDHEAXZ IR RE ( 40 Java 7 RESMAE ) #HZFHXLEEN,

o, HAERTFRIZS ID MEIAMERAXBKNAEFRIZANBERH#ITEE, HE , EAUUEA
AWS Security Token Service ( AWS STS ) £ R If it Z £ FUERITFERFIFITZER,

£ AWS Systems Manager Incident Manager f#Z0VPCifi <
(AWS PrivateLink)

BA OB Bl # OVPCA IR T RESRKVPCH AWS Systems Manager Incident Manager 2 [B1 2 31

AEEE, #OiRSH AWS PrivateLinki2ft % #F. & AWS PrivateLinkBi , B EEBKRMMK, NAT
R#&. VPNiE#D AWS Direct Connect EZENAIFAZ 1 R SH4HEERAPIRE. BHRHRFIVPCTE
ENE IP it BN EEHEEBAPIREHRTERS. ZVPCHNSHEER ZENRERIFE Amazon

P&,

BMNEORRIIBEFMNAN — NSRS EMEMEEORT.
BXEZEER , HZH Amazon VPC AFEEHFMEZEOVPCLIRT & (AWS PrivateLink),
$1¢¢IE%§VPC‘£W/\\\/E¢H~$IFT

ENEHEERREREAVPCRIFETRZE , BEVEFITIESHVPCAFEMPWEOLKET AE M
LK PR &IFIAWS PrivateLink Bt & .
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SHERRXEFENCRAAEMBAPIRIEVPC, BEfEMAMBSHEESR , XTBBNMVPCEI : —1

AFssm-incidents , —NH Fssm-contacts.,

NEHEESFCNEZOAVPCIRR

IBAILAE A Amazon VPC # %14 5 AWS Command Line Interface (AWS CLI) R EHEE R 8|EVPC
KT R, BRESZER |, 1551 Amazon VPC AR EEHHGIEE DK ET &,

ERAUTRSEMNEHEERRCEVPCIHER

* com.amazonaws.region.ssm-incidents

* Ccom.amazonaws.region.ssm-contacts

MREFEHAFLEDNSE BT R , MU FERAEHERERSEZXKENERIADNSE RO EHEEESAPI
KHEKR, Bl BALMEAEZF ssm-incidents.us-east-1.amazonaws.com 5 ssm-
contacts.us-east-1.amazonaws.coms

BEXEZELR |, 5 Amazon VPC AFERFPHE N # O KT R ih R RS

NEHEER L EVPCIR RREE

SR U AR T R BE M I R H B EE R G RNRAVPCA IR T R ZRBEEENATER :

. AHATIRAER 4,
. AHATHIRAE.
o TR EATIX LR AR AR

BXREZ[EEL , 5 Amazon VPC AP IEEH I A VPCL s 17 SR S AR S5 BV T3 [Fl o

| BHEERIRFENVPClR LIRS

THEAR Incident Manager By SURBE R, ZHKMBEIHAR , ZRXBEAQMERRENWMEEZHERT
3B HH Y Incident Manager 1 #8917 18] £ BR o

"Statement": [
{

"Principal":"*"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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"Effect":"Allow",

"Action":[
"ssm-contacts:ListContacts",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:StartIncident"

1,

"Resource":"*"
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BLEM IT ZFHRE (RNVEF ) HE AWS AR, BXEZER , BSHAIRE AWS HIBER,

Y24 H{ESXE AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager 12t T ¥ £ R £ IhEE , HEEHEN i EH SN L2 KAt
EZR. UTHREFZRBRE—MAEN , HFIRKRZEZENRLBRAR, XEREXRAUBETESENIMES
THREENMEER , BRHEANEANEZRREEm 2B,

&

« Incident Manager By T Bs 14 Z £ B 1E KR

« Incident Manager ¥ Detective &£ Bk

Incident Manager BTl &2 & S {ESL %
5K it B A AR BR 175 [

ERFERE , B LUREHIRB WL Incident Manager & TREI LR, B UNXERRE A E
EATHWHEERE, it , NBEFRITESFAENNR, KRHENRL RN FR/DRERE R A6
HERIEEEFERNEHEXEE,

NERIMBRNPRIAR , AJUEANATIE !

o {EAIAMSEARRY SR B AR BRID SR B3 AWS B IJRAEY 173 R X BR
o IRSTIEFIK M
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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BIEMEERKRA

BUEBRR AR |, Incident Manager 2 58 2R R U INBIE. BUEREFE , FEARZFEEEBEIR,
XA LUR 2 Incident Manager EBUER BB R B IRIZEHA AR ATREM,

EHFERRIAFMLRUR , BRESHRENRERAZTERINBRRA. EHEFRIA , MRS
NRFEBRHNEE. MREEHRENTREBMRKRA , WAFEMER LR ITRIFMERZEM Incident
Manager il Bk,

T R S8 IR 9 Fh A SE

B LB RSB RANFAE , USKNARKERRG R ERIESMENITHERER TR
SUENEE SN AF SR, XETUBRREERNDEETEEATRESSHBERNIRE.

AWS Chatbot /& A# Slack $iE%# A T HE AWS ChatbotBIIAMB &R PR, iX{E AWS Chatbot
B Y Slack 708 A A9 I B2 & 7] LU BT A SI R B RIRE | SINEHEEAPIsSSHNRE RIENRE
o

ik AWS T ERE&RHN

AWS ER R A AWS RIEPERAN TENBEB N ERRE, BRIXLERFN R THEREKSH
BY A PP ML BlRes 15 R L T E PRI BEM R S R1E

« AWS CLI — AWS Command Line Interface (AWS CLI) E— /M FRIE , Alit&E A ST shell
PSS AWS BREHITRE, EFEH AWS CLI, EiZ{TR%E AWS CLINEANHERGT. Bl
BUSBERMITEN LR ITRIES , BEEVBRERGSKENEZTHS , EP8FA—X. BX%K
EwSHER , H5Z5H (AWS S TAEASERM) PHREAWSHSITRE,

« AWS Tools for Windows PowerShell — Window PowerShell s TE 2 —4 PowerShell 3% | ©1]
BT for AFFEYIIEEZ AWS SDKE, NET. Windows I E PowerShell 21 #&&3d PowerShell
WHITRE AWS RRIBIEMZA, FEEERA T Windows PowerShell 9 TEMEFRAN KA , B
ZEMHEFREARMIZITHRAE, BXEER , BFSFEHAWS Tools for Windows PowerShell £ Windows
EEHFHHIE Linux B macOS AWS Tools for Windows PowerShell £ #7,

BXAR
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
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BELHNIT A REENZEHN —NMNEXEEN S E, 125 Systems Manager &R , LiEHEA]

B Z RPN H X B EFMEREIERE. 7 Incident Manager &R 8|2 Resource Groups, BXE
ZER , 5 (AWS Resource Groups AAF#E/) H#Y {42 Resource Groups ? o

£ AWS CloudTrail

AWS CloudTrail 2#tAF. AEH AWS RSESHEERPRENRENIZR. EAKRENER
AWS CloudTrail , BRI LABE M Incident Manager & HEVIER, K HiERE IP hat, #EXHE TiEK,
AR HERAREMIFEAER. BXEZER , HSH FH12F AWS Systems Manager Incident
Manager API B AWS CloudTrail,

B2 AWS 22 nE

EHEERATNEZLANE |, LTt Z Trusted Advisor & AWS =, #RA] LA{E A describe-trusted-
advisor-checks BAmFE 5 N IIT LR 4ES

ok, ERRE RSN M B Fepibit AWS K. AWS 7458 1t B8 F hR 44 3t 31k 5 AT B2 &2
U 9T WY 2 2 B B S B R,

AWS B ZEMHNZERBTEHTE S AWS ervice Health Das hboard £, @¥EMEEHET AWS
Health Dashboard K B & NKF, BXEZELR |, i5SHE AWS Health 3244,

HXAR

Amazon Web Services : R I EHR (BEP )

Al : EEE AWS RRITEELEHEREK (AWS Z£EE)

IAMER {£ 35 %

P ZEHESSE AWS CloudTrail
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
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AWS Systems Manager B4 EERSU T IRMBSIZENICRINENRIZER

CloudWatch ¥g#+r

£ CloudWatch $E¥rK# & S AWS ystems Manager EH BB IRIENBESKITER , Eh—
HEFNRBFIRE  HAER. SUEAXEERRRIIENAEEREANET. BXES
ER , BZR EHEEREFM Amazon CloudWatch $5#5.

CloudTrail B&

AWS CloudTrail i FH#3REX AWS APl AN FHAES. BALUHXEEAER B E X474
#£ Amazon Simple Storage Service ., B LAERAIXL CloudTrail BERBEERIT 7B B1F,
FEOLSR B B4R IP sk, IR 7 BIEURMANEIT 7T FWUEFE R, CloudTraill BEIER/XE
HEEES API RFRANER. BXEZEER , BSRFEAIESE AWS Systems Manager Incident
Manager API i F§ AWS CloudTrail,

Trusted Advisor

AWS Trusted Advisor AJ ARE B RG22 AWS BIRAIESHRE, THRY%,. REMNRENER. FIE
AP &R LAE A MHEK Trusted Advisor ¥ & ; 50% KX Z AR SRS ZFHITHHNAFE

Ao, 3T Incident Manager , Trusted Advisor REEHIENEEREFERAZ M EE AWS XiF X
TEHEXEHEEBENEN, EXEZEL , H5H (AWS Support AF#ER) FH AWS Trusted

Advisor,

EH4EHEEPH Amazon CloudWatch ¥E#xr

EHEERIRMEET LT Amazon %L R IEHR CloudWatch, &0 LA X L FRRIE E S H M
0 R 1T R #E 2

XL IEPRETE

- ERENEBEARXENSHRE

o 0 R fR RIX LB R B[R]

- ERMRNEHHE

A LAY #2 Incident Manager & TUEYR , UEiFi 7T RENETRIR , HXREEE LW EERHES)
EH IR EMIE1T. Incident Manager $E¥53&F FFrAE Incident Manager X5, HEEZEHERE
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
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=, BREEFREFEENFTEXEE Amazon CloudWatch FEE &RV ISR,

HERHNXERNER MR ER. ERARXEERTETINTE,
¥ CloudWatch #2#|& £ |, EASAMERAX LERIRMUERNR , A

- NBHFRENESHME
- BREEHAFHEEEN,. BLERRETRET
« BEAMMAER Incident Manager KB A EHI AR, FLEat R A&

RIHRT CloudWatch 24| & L] AN B4 EEREIT.

/A Important
WFEFERNEYS , WRFMTriggerDetail sIREMEAIE ASCIl 2w

AL ERE XIS

, R 2ER

Y3 ASCII 3XAHY Amazon CloudWatch $E¥5 1R & 1% B HH 1B source,':lﬁ'él«,{ﬁfiﬁ

XiEM | FlanfEA SDK o AWS CLI

SHEERNUTERKZEE CloudWatch,

B¥R iR
NumberOfCreateIncidents RN EHHE,

EMEE | (Z4E ). [ResponsePlan 1.

[Impact]. [Source]. [ResponsePlan ,

Impact]. [ResponsePlan , Source]

LR

NumberOfResolvelIncidents ERERNEHHE,

BM%EE [| ( Z=4E ). [ResponsePlan ],
[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

B i

TimeToFirstAcknowledgement EHoIER B 5B IREIAE TR Z B/ EE,

EHEHEEFH Amazon CloudWatch ¥5#R

133


https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TriggerDetails.html#IncidentManager-Type-TriggerDetails-source
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1R DU

BEMEE  [|( Z=4E ). [ResponsePlan ],
[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

By
TimeToResolveIncident B4 & & atE 548 R A 2 (8] B B E =,

EREE [| ( Z=4E ). [ResponsePlan ],
[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

By P

£ CloudWatchiZ#l & FEEESHEERIER

# CloudWatch 2% & P EREHEE RSN

1. 3TFF CloudWatch ##l& , Mit7 https://console.aws.amazon.com/cloudwatch/,
2. HESMERF , EFIER.

3. #%4% IncidentManager &&ZEE,

4, TEEFETFL , ER-NEE , RAEEE-NMER.

FXfEA CloudWatch IEFfrMEZE LR , 25 Amazon CloudWatch AFIERFHUATER :
- IR

o AT E% CloudWatch 3g¥r

EIREVERE
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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353 iR

By Response Plan 2 B it R & AL EIEAR.

By Impact Level BREEMRANERLCEIER.

By Source EEF3. CloudWatch B3 EventBridge 446l
EHNE4IET.

Across All Incidents BEHE AWS XEB S ML EER.

Response Plan name and Source BEE RN T RIFKRNEME ST IR,

Response Plan Name and Impact BEE R T RIF = E MR B NS 7E SR EIER.
Level

£ FH 12 % AWS Systems Manager Incident Manager APl @A AWS
CloudTraill

AWS Systems Manager Incident Manager 5AWS CloudTrail —HRZERK , ZRFZEHA,. AR
. FTHITIRIERVIZ R AWS BRSS. CloudTrail HEHEEBNATE AP BRABRIEH. HIRWER
‘E¥EXR B Incident Manager 2 #1 & 8 A FXT Incident Manager APl 2 EN KRB AR, FRHKENE
£ CloudTrail , A LAHE [ Incident Manager & HEVER, KHERM IP thak, & HiE RV AT E
RHEHAFHAEE.

BIMNEHFALEKFEBEERXRERBERNAREE. FHERAHTEREUATAR

- BREFARAFEIIERAFPEITAHN,

- ERRENREK IAM Identity Center A % H,

- BREFAACERKEAFNBNZEEIEREN,
- BREREGHHEMAWS RFKH,

CloudTrail &I~ AWS K/ BNEENIK S PLATFERS , HEZBE3 LR CloudTrail
SERAEIER. CloudTrail B4 L EREMRTE X 90 KA IRERNEBEHNATEE, AIER, 7
THEFRTEMNIER, AWS XEEXEZER , 51 (AWS CloudTrail AF1EmR) 8 “FH
CloudTrail EHAELIERK", BEEFEHHELIEFT CloudTrail WEVEAT 2 A,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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BREICFK AWS IKF F & 90 RN EH | FIRRER CloudTrailLake B4 #iE 7M.

CloudTrail &

IBER fL¥F CloudTrail 4% B &M 4 £ E) Amazon S3 ZiEfE., FRABIEMNFIERE AWS
Management Console #i=2 % XEH ., SR SUBN A AWS CLIGIE # Xigsh % XE Rk, EiXl
BZXERE , RASTUHEREKS AWS Xig FMEEs . RSB EXEFRE , N REEE
FIREN AWS KB IERHNEH, BXRENEZFEE , BZ5H (AWS CloudTrail AF#ER) #
B 9 IR AWS K P B8R IR BR A R A A BB IR R o

BEMERE  SUUERFEEHITHEEREEHN — 0 EIAREZER RN Amazon S3 764 |
{E&UKHY Amazon S3 %2, CloudTrail H5% CloudTrail EMMNEZELE , HSHEAWS
CloudTrail E#te B3 Amazon S3 EMNMHEE. , i5ZH Amazon S3 Efts

CloudTrail 3 ASEHBIEF 4

CloudTrail LQ@ ak e AFEXNEHZTET SQL WEH, CloudTrail Lake HEF1TH JSON
AW EB MR Apache ORC #3. ORC & —fhEH 3T IRER RBEH TR T X 76
BR. EHTERAIEHHBEERET  CRETEEINARIEHERSZERNRZ4NTT
THEHES, NATEHSEEHNEESATEFBEEHEEFEHTHRESR, FX

CloudTrail Lake BWEEZ{E 8 , i5SHAWS CloudTrail 8B F A AWS CloudTrail Lakes

CloudTrail #AEHHFEEHNERASTERR, CEREHEEIEEMN , B ERERTEHK
BEENENET, EMETURE T B EESHHNRAER , URE4BEFHENRIANZERE
Hl, B> CloudTrail EMMWEZEE , iHSHEAWS CloudTrail o

EHEHEBRETEEH CloudTrail

EEEHRAERANPINERIITHERRENGESE AWS K/, XEHHNIZFEEBRE. BRINER
T, CloudTrail iEZEEEH4,

AWS Systems Manager Incident Manager T E SHEEREH LTHRELZINEREEY, BXE
HEE TR AWS Systems Manager Incident Manager 2% E R /E/Y 53X CloudTrail , {55
AWS Systems Manager Incident Manager APl &,

SHEERSHR

SHARRBEMARRIEMNER , SEAXMERG APHRE, RENBBNTE., ERSBEN
55, CloudTrail BEXHARAH AP HRANEFHERRE , ALEHT2REMBEIRT LI,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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UTFREIERTERZStartIncidenti&/ERY CloudTrail B&E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef0",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
b
"eventTime": "2024-04-22T23:20:10Z",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555:: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

b
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
b

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

LT RPIERTERiZDeleteContactChannel#/ER CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",

EHEEREH R 137



Incident Manager ArfEm

"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",
"userName": '"nikki_wolf"
I
"eventTime": "2024-04-08T02:27:217",
"eventSource": '"ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelId": "arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
I
"responseElements": null,
"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "12345678901234567"

£ < CloudTrail FSHAMEELR |, 1521 (AWS CloudTrail BF#ERE)Y £/ CloudTrail & &R E,
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B , B2 AWS CDK APl ZZHW LT &5 :
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=4 AWS Cloud,

AWS Chatbot £ Incident Manager , #& 1] LA
IR RSTE |, 0o B2 AT LA £ A 1 L 408 5k s 12
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. Microsoft Teams35i& ] Amazon Chime B X
EENIRIE,

EOEPXMENIRESD , BEFETE Amazon
Simple Notification Service (Amazon SNS) # ¢
BFT, Amazon SNS B—IERS , AF
HEMRMERBETHAAR ., EEHmATL
B, NI BB X8 51T RIKBRET |, Bk
AT LU R — PR BN F X PR IUE R B £/,
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BRI EMH , ERIELEF ServiceNow B2
B, MREE ‘SHEER DEFEH , B2
Xt FRAE BB B TTIX L FEFT ServiceNow, M
RETEEHEESRNPBREH ServiceNow |,

T 88 B AR 42 R B B Y B IR TR R ARIX B AN R 55
R EH,

BEXEZER , B2 (AWS RS EEEES
EERIERE) AWS Systems Manager Incident
Manager ServiceNowH B “£ %,

Slack Slack REET=WIMETE , HTHEAER.
MMM WARXHHE,

O] LATE AWS Chatbot 9 Slack £ Z B X 30
B, AR ZUUERNEIE IR A, M
Slack S &£ KX Incident Manager &4EH,

BXEZER , IS M Incident Manager
ABXE,

EHMRMBRSHER 145


https://www.servicenow.com/
https://docs.aws.amazon.com/smc/latest/ag/sn-im.html
https://www.slack.com
https://docs.aws.amazon.com/chatbot/latest/adminguide/

Incident Manager ArfEm

Terraform HashiCorp Terraform & — ¥ FF R &4t 1% 5E B
KB (1aC) RHITE , eRMEmSTHRE (CLI)
THEREREEZMHERS. XT Incident
Manager , A LAfE A Terraform Sk EE S 12 4
UTHEAE :

SSM EHEERKRARR

e aws_ssmcontacts_contact

* aws_ssmcontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM B R A B HEIR

* aws_ssmcontacts_contact

* aws_ssmecontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM Incident Manager &R

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

SSM Incident Manager Z#E3RIR

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

$F PagerDuty 15 R ZIEF%1E AWS Secrets Manager Z 47

PagerDuty BRI XIFF B EERE , SHEESTRIT PagerDuty A EMA :
« PagerDuty HZEEEHEERP OB SM4N , SHEERSEPOEENNES.
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 PagerDuty SMEHRFERBREH PagerDuty BIZHN S ITEREMARKE., B2 , EHEESRT2
& A& PagerDuty BLiE,

- BEHEERTUNBMEFIENEHIER LM PagerDuty , % 2,000 MNER,

- BEHEERPHERMEX PagerDuty B4R |, B LLEE BIBREH,

E¥ Incident Manager 58X PagerDuty , 240 % 1E 612 — /> AWS Secrets Manager ‘@& 129
PagerDuty N ZEH,. XEATFEHEERSEMN PagerDuty RSH#HITEE. AR , BUUEEHE
EEEPolEM R It RIPEE PagerDuty RS

&R 1E Secrets Manager F 8|22 1Y Z 240 AL EHAK JSON BXEBEUTHA :

- X B PagerDuty Ik~ #) API 248, SR CAEABEA A REST API 48 , WAl AMERARAF G
REST APl 4R,

- W PagerDuty FigiH K& A 7 8B FHp 4Rt i,
. BEBFIHABAM PagerDuty FRE X,

® Note
PagerDuty FiBiHF AT E RS E BB EIRE — MRS X E,

FREM
£ Secrets Manager FRI2Z 4w , FREASHRZUATER,
KMS #4A
1B ATERTE AWS Key Management Service (AWS KMS) 18| 2 1 % 7 15 & R4 X 2 2 B r 247

HITINER, BEGEFMH PagerDuty FIEHZARIEE L B4R,

/A Important
Secrets Manager 2 7 A MZZEAWET AWS REXNZR , BFXFXfmEEN,

ERFREABHLTRZUTER !
- BARE  BEXNH.
- BERE  RRNEMBEE,
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- Xt MREFWAURISEFBSAMXE AWS X, FEAEES XEENR.

Cagi

BLEN R TR AP A TRERARE T RIRA KM kms : GenerateDataKey Hl kms:Decrypt
PR, ssm-incidents.amazonaws.com REFHATIAEZHAE T RROKEH
kms:GenerateDataKey 1 kms:Decrypt XBR,

ARG TIXENPR, MEMNossnZHRANEBBEHNEER,

"Version": "2012-10-17",

"Id": "key-consolepolicy-3",

"Statement": [

{
"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:root"

.
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of_principal_creating_response_plan"
b
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"

]I

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

}I
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"

BEXRUBEFREAZHENESEER , 21 (AWS Key Management Service FF & AR ER) &
B BN INEE KMS 241, BX AWS KMS Z4AMESEL , HSHEAWS KMS #2.

NRAENEFREABABEZINAEER , NAUREERBIUMNXERR, BXERS
REAZHAPEHNEMNELE , 550 (AWS Key Management Service FF X A RIER) RHEN
BHAERK,

® Tip
BRI L ERMRANRE —SREITHRINR. a0, AT REE RF &S Secrets Manager
WRIEERE (HZEBMN ) XiF (us-east-2) F#Y Secrets Manager :

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
1,
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}

GetSecretValue F 7]

BIZMAITRIE IAM B4 ( AP, AGEEA ) XTHRE IAM R

secretsmanager:GetSecretValue,
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fF PagerDuty 15 [RIZUEFME1E AWS Secrets Manager Z4A

1. B (AWS Secrets Manager AP 1EM) H 82 AWS Secrets Manager Z4A PSR 3a PP
BRI 1THERAE,

2. EHFR3bF, NTFEHAMEX , BHRITUATERSE
o EBRAXFETF,
o FHEHRHERANBTERNLT JSON £

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"

}

«  HEEKMER JSON RO, MIMT B Bikasit

« pagerduty-token : WK P HVEA RN R REST API Z4As A - & REST APl &
tA{E, PagerDuty

BAXMEKRER , HSIPagerDuty Z1REFR API 5 R 240,
« pagerduty-re gion : B EH FiF PagerDuty HEIEH LIRS X5, PagerDuty

BXHEXEER, i%’ﬁ}I‘FﬂPagerDuty HREER W AR S X,
« pagerduty-email : & TN FEHNAFWERE FER4ithit, PagerDuty

BRMEXEER , B2 HPagerDuty HiIREHRMNEER,

LTRRAIERT BEFE PagerDuty RIZH TR JSON 4 -

{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}

3. HLZR3cH , NTHNERS K EREUIENFS L —H2ERFAFAIERNEFRERR
o

4. HEZRAcH , ¥TREFEMR , FITUTRAE
- EBAREERNR,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://support.pagerduty.com/docs/api-access-keys
https://support.pagerduty.com/docs/service-regions
https://support.pagerduty.com/docs/users

Incident Manager ArfEm
. ERRENR.
- NXRBAEPHRNNBTEZEHRNET JSON E

{
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

® ﬁ?%ﬁﬁo

5. EHFWAdF , WTEHBRH , MPFEITRIEFBZN AWS X, BT TIRE
- EBFEHEH.
o XTF AWS X, EEREHE S HIE R RIH X .

« NTHNEZRH , FREREZXKESCERRNEFN T ZXENFE CREZGHIRIIERNESTE
XEHR,

«  XNFEEM—NAWS X , FEERNXE , RAEERXEEHRNEFRERNA,
6. SR (AWS Secrets Manager FAF#E/) HAIE AWS Secrets Manager Zi P E RS IR,

AR U PagerDuty BRI MNZE Incident Manager EHTERBNER , BSREEH N
PagerDuty ARS8 5 2 1 Bz it Xl o i 2 e Bz it Kl

BEXER

a5 F PagerDuty F1SEIME 40 R B 31k AWS Systems Manager Incident Manager ( AWS Cloud
EEMIBREE)

{AWS Secrets Manager FiFF1§/) FHITE AWS Secrets Manager #2248 1%
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33 AWS Systems Manager Incident Manager 3 17 &5 FE HEBR

MREEFEH AWS Systems Manager Incident Manager FHEE|E)E , M EAUTEERERE
SKEERFREIE, IRATEEREEZLEINEE , FEELZHBRABFRBNARFE , K
FAWS Support,

FA
- §51%HE : ValidationException — We were unable to validate the AWS Secrets Manager secret

o X3 E R B 1T B HERR

fHiRHE : ValidationException - We were unable to

validate the AWS Secrets Manager secret

B 1 : BIZEIERiTRIE AWS Identity and Access Management (IAM) &3 ( A, AGSEA )
5% B secretsmanager:GetSecretValue IAM X PR, 1AM 53 AT A LN PR F BERIE Secrets
Manager Z4A.

o FBRFER : FRDH secretsmanager:GetSecretValue MEFMEI IR ITRIE 1AM B 17
Y IAM KB, BXER , F2H (AM BFERE) AN IAM S GRER (26 &8 ) RN IAM
B (AWS CLI),

B 2 ZREREMMAY IAM B41E1T6etSecretValuel@EME T RENER K IEBETHER
I ERBEIEL LA TiZ B PR,

- BRAR  EFHANETRRNERPOIERRIMN—5% Allow B8 , RF IAM 548
secrets:GetSecretValue R, & , WRFEHK Deny FATE IAM B3 , N EH KR
LEZ BB LUaTiZIRE. BXREER , 2 (AWS Secrets Manager AF 1) F K7 AWS
Secrets Manager %% 4R Bff iniX PR 5% B o

B 3 : X ERAREM A E Incident Manager BRS 4k ssm-incidents.amazonaws.com

HYE T B IRAY RS
c BRFR  CBRRNEHMBZANETHRNER , HES TR :

{

f5IRHE : ValidationException - We were unable to validate the AWS Secrets 152
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]

.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

A& 4 EEMZEZAN AWS KMS key FREFRERNENR , ABFBEERAREERNEHTME Incident
Manager BRSS E & 1R# IAM PR kms :Decrypt # kms: GenerateDataKey*, & , S it X
B IAM B3I 8E%E IAM X BRGetSecretValue,

- BRAR  BREFHE XN PagerDuty 1 RIFEIF 7 7E AWS Secrets Manager 248 A R %
H TR ER,

B 5 @E@AMIR REST APl Z4As A P+ REST API Z4AR %48 ID T,

« ERAFE  BREEBEM AT Secrets Manager Z4AH ID , TE =K, BUNEEEEEFRANE
FHIE—/ AWS Xig R TE, EBREEREH EMIBRI 4R

B 6 : ERDEIERT , Secrets Manager RS TJRELBEI[E R , ;& Incident Manager AIRE L EE

HBE,

c BRAR . BZE) o8 , AFEiR. EFAWS Health Dashboard 2 & 171 7] 8E &2 — BRSSBY [R]
B

Xt ELth [R] B 1T # PR B BR
MBHEOSBREFREN AL , WTHUMATFRRFHEESHE -

« BX15E Incident Manager 2% & Bt Incident Manager 481 1AM @& |, 259 3 AWS Systems
Manager Incident Manager & 13 #11j iR 3 1T BEEHEER

- BX14[E AWS Management Console BTHY — i & I IEMBT N EE |, EFSH IAM AFiERE) F
RIS IAM 31T R HERR
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