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3. (A ) BAETMUEFEREINSPEWRAELE R, NSFMEEFPER Findings , REEBLUTE
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Direct Connect MEMTHER. FTEHMKRENRS. wmOMBI™=ERTRITNRE",

AR S5 TCP %0 UDP %O BEERMERETER  FTHBEITR
DHCP 67. 68, 546 67. 68, 546 2 EEH
. 547 . 547
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https://docs.aws.amazon.com/codeguru/latest/security-ug/findings-overview.html#severity-calculation
https://docs.aws.amazon.com/codeguru/detector-library/python/severity/
https://docs.aws.amazon.com/codeguru/detector-library/java/severity/
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Elasticsearch
FTP
<3 B 3% LDAP

<3 B 3% LDAP
over TLS

HTTP
HTTPS

Kerberos

LDAP
LDAP over TLS

MongoDB

MySQL
NetBIOS

NFS

Oracle
PostgreSQL
FTENARSS
RDP

RPC

9300, 9200

21

3268

3269

80

443

88, 464, 54
3. 544, 749
NEY

389

636

27017, 270
18, 27019,
28017

3306

137, 139

111, 2049,
4045, 1110

1521, 1630

5432

515

3389

111, 135, 530

NA

21

NA

NA

80

443

88, 464, 74
9, 750, 751
. 192

389

NA

NA

NA

137, 138

111, 2049,
4045, 1110

NA

NA

NA

3389

111, 135, 530

i}

B B

B B |

i}

EEM%
EEM%
EEM%

EEM%
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SMB 445 445 s FEEM
SSH 22 22 iz €
SQL Server 1433 1434 a3 EEM
Syslog 601 514 H EEH
Telnet 23 23 = e
WINS 1512, 42 1512, 42 s EEH
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B Amazon Inspector R IAE &I

Amazon Inspector {2fit T LR BAERNHITHF. 2EANEENSZE, XEDEAHBERESS
MWIMEESEHAELER  BIFANUECEFAELER , AESXTHE AWS HRENRE,.

RELXIVRFEERSEREFTEANAES : Ea). BREHEXA. RABRT , SMBNEREIN
BELXN, EFHNAELIRT Amazon Inspector &N BWEBEZLRE , RAEFERBEIBER
fro BRENRAELINZFERMEMNUBEERIESNBELI . X Amazon Inspector B EFE XN E1E
gt , E BN ZAERINRSRENEXA. TEEFHABAELRI,

IBIETILATEHR AWS Security HDEBRESE R , ZRSTL2EH 7SN AWS IMEHRNEZ SRS, &
KEZEER |, S Amazon Inspector 5 AWS Security Hub, Amazon ECR #2#| & ik iRt 7 B85
MGAELR | B LUMEH AWS Command Line Interface (AWS CLI) 5 AP| E&FIE BRI IAEL
8

£

« && Amazon Inspector BE XN

« J%i% Amazon Inspector B&E XM

« FERFEIF NN E Amazon Inspector FHE L I

« M Amazon Inspector & HAE X IR S

- AT eIEX Amazon Inspector F&EL R B E X EIE EventBridge

& & Amazon Inspector AE XMW

Amazon Inspector #ZHI S RFEAR D EFEETFAEPETBAELRN. BNMNMEBTSAREES T
BEMRSEME., RSBV ERARGERREPRIBUENEAZINELE . ZAUBIERERIN SR
MER T EFENETRSMETRVBERNNE, SEAUESMNMEPRIRFESRYE , LERX
ARERBENAELRI, EXFERABERHNESZEER , BSRIEIE Amazon Inspector THE &I,

BWERMAILRUTSHHTOA

- ZIEHEM - JHELHNRERRVINSET=ENRSEE. EZAEPEE—MESSERE |, BA$T
FaeELERNFAERERK,

« BRIKF - FIHENKF . SMNKFH Amazon Inspector B ERUREBENKFHNEANS=ES
WAERIMEH. REEREBERTRERZS S,
o TBRHI - FIHIR AP RAETHAY Amazon EC2 £,
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s BRARBEG - I HIRERFHETEMN Amazon ECR B %&,
- MABEME - DTN RZNERE,
« & Lambda ¥ - £ RIEFEMHHRZH Lambda BE,

- FFERERYN - EREHRRENRAERINTEIR, SRSMBAERIANENNRIANE, Fit
MNEF , EAESED), BRNM S XANBAERNRITHE,

BRI B EFERFCIBNEAN | FH2 AELINERERAELRNINB 2N, BEXEZER , FSH
F R EIM NP %] Amazon Inspector THE X,

%1% Amazon Inspector A& &I

ERAELIFERY , BUUREEFEEBEENRENAELIT . THEARESHFNAELZIVFNE
HE P BERR, A LAEA Amazon Inspector B HI AR BBAELINTEERSF. EFAXERERSHE
HREINEMARKNBELRIN , BSFEEAIDHIFNHIE Amazon Inspector FE X,

1£ Amazon Inspector & # 8 B iF 1% &4

ESNMAERIAREG  SHW A UAEAFEDEREREABERENRAERN, BEHMENFUE
B, SRR SRR ER,

MR EE &4 EPeREXNNHEEEEERLEE, THEMESGANBERI/NAERN
IR HEER, Hlan , EEEEENEERAKSKRBKNABER , B LUEE AWS IKF ID BHFFE
B8+ = AWS Ik 1D WERX .

BEFEAZMMERTARRAERN , MAELHERANERATRENRRRERAERNRE,
X EE R I E M A TR SR

1. $TF Amazon Inspector ##|& , Wit https://console.aws.amazon.com/inspector/v2/homes

2. EEMERP  EREAERIN., RUAAEBE2ERMEBRSHEINFERI,

3. ERFAMEFAELRIN , BERMNBEREE  EEZUEEANMERERENSIR, EFE
RVl AT E A Y TR e SR R [Eo

4. MIFRFPERLERENZMG

5. HEAERABERDEAFTERIEELE L FMHF.

6. EEMA , MZMERGNATIANE R, SUUBRERFERGEAL , BREFMEMIFES
o
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https://console.aws.amazon.com/inspector/v2/home
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7. (Hit) BEEERBHCRANBAERI , BEMBEFRFETERES , RREREBREZEXA,
REREEREE , AER—NMIEPERED. BENEXANRAERN,

RN HIH D 4] Amazon Inspector AZE X

ERIHMUVBRFEIENBRE R, S, BAILGE—-FAN , PHFAERE D HBRIEA RN ,
XEER AT RARERR BRI,

® Note
ZIFRNRXATHELZHRAELRIIER , TN BAELRFEEMAEM , BFR2BELE Amazon
Inspector £ R BEL R

&R Amazon Inspector £ W AEEREZLEMNAETE , MERFRERN “SBRE. MABRLT ,
HEBLEANNBRLERT2HINELNIIRP,

Amazon Inspector 2FERBHNREL R , BERTIEB 4. Amazon Inspector # F 248 IE Y1
BER, 4 Amazon Inspector R MEIEEIEN XA , ELFZEIEEN ‘BXxA” , HEEEME 7
Ko

218 RHEELS RN EventBridge 3 4 &K A E Amazon AWS Security Hub 1 Amazon, B3 fE
F EventBridge M EREHR L RIVIRE , T LLBBhHIE| Security Hub FRFEN LI, EXEZE
B, BTN ZEEzZ AN, AWS Security Hub

BREVNEXASIBERINERNVIMFEIAN, SRR FFNKFEFRPETHNER. B
BY7E Amazon Inspector EH AP EFRENRAELI,

(® Note
ALAPHRAMKS T EZCZRNERRE LA,

I 0 B

SERBLRIZ M BIA N R IFEMIAE RN BEERIAFIR, EWTLER CreateFilterAPI F#5ESUPRESSH
MME , UREHZAGIEZELEMN, action

A 28


https://aws.amazon.com/blogs/security/how-to-create-auto-suppression-rules-in-aws-security-hub/
https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFilter.html
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® Note

RAEMI K F Amazon Inspector BN EE R FTreCIZMEBRMEHN, ALADHRAT
LIS B 5 & FH 0 B9 %10

TOIRIAAN (2HA )

1. $TFF Amazon Inspector # & , Wity https://console.aws.amazon.com/inspector/v2/home,
2. ESMBERKF , EFIERN, AE , EEFELNEMA,
3. XNFEMNERMG , BHRITUTESE

o SRIBFEELLAEF T SOR 000D I A T A B R
o JIEREHNEIA N E R I R
4. FMERERE , WARNKE , & ALERE AMIER,
5. EEBRFEHM, Amazon Inspector &I B AFTEVIIHEIMN |, HERBFAIEFESZKGNRELRI,

EERBNRAERI

ZRIAERT , Amazon Inspector & 1E Amazon Inspector #B#H AT ERBRENBELI, T3 |, &7
DEERHEAMNDEHNFELN,

EEERENFAERN

1. $TF Amazon Inspector ##|& , Mt A https://console.aws.amazon.com/inspector/v2/home,

2. ESMBERT , EEHHIHN,

3. EMHEMN SRS | EFEHRN AR,

B2 e8P B0
125 LA BB SE D AL
B RMHAN

1. $TF Amazon Inspector % #& : https://console.aws.amazon.com/inspector/v2/home

2. ESMERF , EFHIN,

EERRENRAELRIN 29


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
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3. EBRESRHDEIH IR,
4. HITMENER , ARERREFUEFHA,

) R #0051 80

HD AL BT AR BR. HBREPHIM M E , Amazon Inspector 5§ B BRI RF & H AR A B AR 4 H b A ) 40
HAFEERDMAETRERN,

RIBRIMFEIMN G , FFEZANKENFHRAELNANRAEGRAELINWRESEIEREN, XEKRECTIRIA
& R1E Amazon Inspector & AH, tbSL , Amazon Inspector JE &R FiX % I EventBridge fE R E4
K AWS 44 Security Hub F13E &b,

2 1 BRAD A5

1. $TF Amazon Inspector #2%H|& , Wit https://console.aws.amazon.com/inspector/v2/home,
2. HESMESP | EFMHHM,

3. A EMIBRAYHD B NI FRER S0 MY B AE

4. EFEMBR , AREIAEHIEZR LUK ZMIBRA N

M Amazon Inspector & HiAEXIIRE

BRTFRAELREZIZZITL % EventBridge 2z 4k AWS Security Hub , BiE A BUERFREL RERN
BELRRESHIT IR EEEF#ERS (Amazon S3) F#E., BAELXIIRER — CSV & JSON
X, HH SRR EEsEREPNAELAINEFMAER. CRETHERESFELIMIFMR
B, WTFEBMBAELN , ZXHBIESHEMER , HlAF IR Amazon Resource Name
(ARN), BEXRIAYGIE B HMeTE, MXNELMRSUEMXE (CVE) ID MRBFERXANT=EME, K
ALK Amazon Inspector #1 CVSS 4%,

BERAEANREN  BEAEEEEEREGPIEWLRELIN ., BIAERLT , Amazon Inspector &
248 AWS XiF IRSANERNFMERERINNEKE. MRESEHLH Amazon Inspector ZIEE
BR , XETERALTPHAERAKF N EERINBE.

A AR BEFEREREENIRE. FAMESRER , BUUANRERESRERTNAELRN
WEE , fl  ERENEEERNAENMEXRBRERN, BERRNMEZIRAELNBIFERR
WArEXRBIAERIN, MREEENHALK Amazon Inspector BEE R , NI AT LAfE A 5k 88 k122 — 15
RE , EFESAL AWS IKF B EAFNBAELER , fln , KEFFERSR ‘B BEEKEE

WAXBRABLER, RE , BUUSKFAEERZREUAHTES,

) Bk 400 50 A 30


https://console.aws.amazon.com/inspector/v2/home
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(® Note
£/ CreateFindingsReportAPl S HBAELRIREN , MIABR TRLBINERNAEE R,
ZEECRESEXANAELRIN , BIUF findingStatus THIEZHMEIEESN SUPPRESSED
5, CLOSED,

HESHRBESERREH , Amazon Inspector 2R EIEER AWS Key Management Service (AWS
KMS) A BIBH TN |, I ZIREFNB B thIEEMN S3 FEED, MBFAMSAREFFEE
B , AWS Key Management Service (AWS KMS) % &1 AWS XiBif X #nZmZ4H, ik , BEABER
ISV Amazon Inspector EFA %4, S3 FREMELTNV T HIXE , HEFHEBHREELA R
¥ Amazon Inspector [6 7247 3T Ko

¥ Amazon Inspector SEBXTERIRERMEZEMFMEE , BT UMNEIEEN S3 FHB THIRGIHH
BT EMUE, HE  EUFREREEX— S3 FHET , AR ZEERRAFERESHNEAER
MRS 7

AEBFIESETHERS AWS Management Console HiAEL RIREHN TR, ZEESERILER
BHEMENNR  EMENRR , AERENS LIRS,

(® Note
BRARSH—DRAERIRE, MRIAPEESERE , FFIASHEKEEZHS HEM
REo

o ZE 1 BUFEHINIR

« 2. BE S3 17T

« H 3. BiE AWS KMS key

s R4 BENSHBERIRS
- FESHER

BRSHBELZNRERE , PR 1-BNEKNTEN, XEEFRTZEREEFAHERLN S3 FEEUK
AWS KMS key B4R %
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFindingsReport.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_FilterCriteria.html#inspector2-Type-FilterCriteria-findingStatus
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MREBEERETR 1-3 2BUREARSHIRE , BEFE A Amazon Inspector API
A9 CreateFindingsReport# £,

FE 1 RUEENNR

M Amazon Inspector FHFER MG 28 , FEINCRHESHAERIREUREER T NEH
FHEBRENEFRAMENNR. ERIUEENNPR , BEMA AWS Identity and Access Management (IAM)
EFNMEIEN 1AM 48 1AM Kig, AE , FXLERBRPHNEESUTSHRAERANRENEEE
RATHBREN IR TLER,

Amazon Inspector
3tF Amazon Inspector , HHIABR AT LRITIA T RIE -
* inspector2:ListFindings
* inspector2:CreateFindingsReport
XEREATERRKFNBAERARE , AFXERESHIBEERARE .

MRETRABEAXNSHAEES , WEAURIEAREATURITUAT

#1E : inspector2:GetFindingsReportStatus , A TR EREHHIR

A ; inspector2:CancelFindingsReport , A TEUHEEHRITHS H,
AWS KMS

NF AWS KMS , BHINERBHEATFHITUTRE .
* kms:GetKeyPolicy
* kms:PutKeyPolicy

X ERERTFERZNEFRESE Amazon Inspector FARINZHIREH AWS KMS key Z4AF K,

EFH Amazon Inspector B# &S HIRE , EEBIARB A FEHRITULT AWS KMS B1E :
* kms:DescribeKey

e kms:ListAliases

XEREATERRMETEREWKTH AWS KMS keys HER. Rfe , BUERHEHP —MEH
HRMERE

MREUT R QIZFH KMS BRARMBRE , NEFTEREBHIT kms: CreateKey #

Amazon S3

X F Amazon S3 , FRIFEE R AT UMITATIRE :

SR RIEEHNR 32


https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFindingsReport.html
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* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock
* s3:PutObject

* s3:PutObjectAcl

X LR E R TR LI FEE Amazon Inspector i TR IREH S3 FiEM. SIIEAFEBEFMHRE
FR 78 O AR BR 3T R o

MREAFE A Amazon Inspector B H| A& FHIRE , EFERIEEE S A LNIT
s3:ListAl1MyBuckets # s3:GetBucketLocation ., XEREAFEREZME REXE
WKFH S3 EHBINER. RE , BULUERHFP —NFEBREFERS

MRBLFTENT - ARSALENRIE , BEAE T —S20E AWS EERIREH.
SR 2 BE S3 FHR

RIERRE , AUEERTFR#AERIMEN S3 F@IET. CAUREACKFNINEF#E
A RHEMKSHAE AWS IKF BEAWEERNAAFER,. NREERREFEENFERF
FHEBSEIRE B ZFER.

S3 FRBM4MNELES HNBEEL REHE AWS X135 #E, Hlim , REEXZERS (HESRIM
&8 ) XA Amazon Inspector , F BB ESHZXEHNAELXIHKE , N F#EBESXTVLTEER
I (FHHFRILMALE ) Xig,

AN | 1F6E R HY SR BE A0 A2 F Amazon Inspector B Z BRI R, ANETHA T A EFH 176
WREE  HRETEFNEREPNEIN RO, BEXRMNEFFEBEBNIFAER , FSH
{Amazon Simple Storage Service FIF#§r) FHFEHEMEBERE,

MREBFHREFRERMKSTREN S3 FREET , BELFRRBNMEESHE  ENFHEBRE,
EleHE EREVF @AY URI, SHIRER , FER AL URI,

5B T 17 0 4R SR

1. ¥TFF Amazon S3 ##|& , ML https://console.aws.amazon.com/s3,

HPR 2 BB S3 7R 33


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://console.aws.amazon.com/s3
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2. HESMERT , EER.
EREFHAERIREN S3 FHME.
RN RIZTF,

EE#ERESD P, EREE,
FUTREEIEFZBIGR :

2 L

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
},
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"
1)
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

7. T Amazon S3 #HI AN FMMRBRERST , F LB FURERRES | SUFERNEREES,

AINEAR , FRAREEEN. FREBEKER JSON 8. XEREFTEEEATZRZER
M—NES , EABRTERBERRMNBINNLE. MRS EARNERS , BEN—BINEKX
BEEEMI—MES. MRFEARNAE-—MEY , WANERNAFEGTZE , FEETH
ARBESRERN—NES,

8. HAERLMRNEREBESEHEY , He !
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« DOC-EXAMPLE-BUCKET RTEZEBHN B,
« 111122223333 2K AWS IKF K 1D,

o ##RIE AWS X BERT DB ERHFEA T IE Inspector [6 776 IR S #9 X,
flan | us-east-1 ZREZER (FFRILMILE ) X,

(@ Note

MRIEEF 3B ANEFFER Amazon Inspector AWS XiF, , BEEEZServiceF K
R {E RN N XER S, LFERIEE T Amazon Inspector BYBRSS I 44,

flan , MBEEFR ( BM ) XEEH Amazon Inspector , 1% X X5 K15

7 me-south-1, MFEEFEGFH inspector2.amazonaws . com FiH
inspector2.me-south-1.amazonaws.com,

FER , mMIEAGEXTEAREN IAM £RFHRBIZRNA

« a@@ ws: SourceAccount — LSRN S iF Amazon Inspector 3 &Y K F [6] 124% 48 F 7 IR
&o © A LABsIE Amazon Inspector A EMKF O F#BEPARMES. EEFHE , ZZHEE
T AN P AT LU R R B T aws : SourceArn SA4IEER R IRMIEE,

ENHMKFEFEBHFERS  FELRGDRNEMESNKSAIKS 1D, Flm

"aws:SourceAccount": [111122223333,444455556666,123456789012]

- a@@ ws: SourceArn — L&A R IEZR N EN 16448 50 B XS AV SRR PR XS 726 48 19 17 (R AL PR o
T AL AWS RS Bl EM A @ EFEB RN R, €& LBy Lk Amazon Inspector 12 79 & HI K
FHITEMIRER REFEEBIMER. EEAKY K RAEAXNKEBELIIRE | ARXLERE
ARXHFHIEENKFAERMPEENXE6IERN |, Z&M4F AT Amazon Inspector [6171& #8775
JIIPSE 8

E A 1F Amazon Inspector N EAIK P IRITIEERE , BEKFZEFDRMEMENKTHY
Amazon #IREF (ARN), #la0 :

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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]

aws : SourceAccount fl aws:SourceArn 48 EM K R TH

XN AEBE B FB5 LE Amazon Inspector £ Amazon S3 E&HE# AEEERE, BAILIM
MR PR RX LR | BRMNHATERIEXEM,

9. EMFHBERBENE , ERFEREFEL.

S 3 : BB AWS KMS key

WIFN PR HELE S3 MG , NIE AWS KMS key &% 2 Amazon Inspector AR INZRAZE XK
5 . BALTREFEENXNMMNE KMS 2. A , BAXLNESERER T EHEIRSH S3 76
¥ AWS XiF fHE.

ZHAAUAREECKFFHIE KMS B , B ARHEMKFHENINE KMS . MREFRH
M KMS 24 , BEALECHCIERA, NREFEFAEMKFAENNEES , BRIZBHAN
Amazon BIRBA TR (ARN). M Amazon Inspector F & HIRERT , EEH AL ARN, BXRAIBNEF
KMS Z4AiRBME R , 5510 AWS Key Management Service F X A RIEEH W EE R4,

BEZEFEAP KMS Z48/5 , [ Amazon Inspector 2 FE R iZZ4ANWNER, &N , Amazon
Inspector L EMBN S HIRE, EEF Amazon Inspector EAZEANNIR , FEFFHANRHER
B, BXZHARBENERE KMS ZHIGRINRVFHFER , 5SS AWS Key Management Service Ff
R ARIEEHPH AWS KMSE A KB,

B RARE
(® Note
UTSBRATEHRNE R LAY Amazon Inspector EAE., MBEEEXENESZHE , B

2 fhttps://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html , JREXE < €l
BRANERM.

$TFF AWS KMS ##l& , Mit7 https://console.aws.amazon.com/kms.

EFERAWS XiF , BEAREA LA XIEERS

EEMERD , EREFEERNA.

GEEERTNBRE M KMS 340, ZBHALF NN (SYMMETRIC_DEFAULT) %47,

A

S, 3 : BE AWS KMS key 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://console.aws.amazon.com/kms
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5. ERARMETFL , &RHEE. IREXEFITERBRANZARE |, WABTERIRE
REEME,

6. FEUTRAEIEHZBINEHR

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {

"Service": "inspector2.amazonaws.com"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}

7. FEAWS KMS B2 AR EARMMEIET | IR RS R o DU SR 0T
.
FIEAN , BREEEAN. THRMERD JSON B, XEREBEEETZ AR RN
—MES , AABATERRFMENCE, NRFEDFVERE , WEH — BN AKSE
SERERN—MNES. MEFBORNNE—NEG , WFMERMEEOZE | WEBONE
KIESEEFN—MES,

8. BEAEALTHRNEBESHED , 2 .

« 111122223333 2K AWS IKF K 1D,

o ##RIEEE I Amazon Inspector fEAZAMBZIRENXE ., AWS X Fla0 | us-east-1
RREXERD (BHFRILMILER ) XiF,

S, 3 : BE AWS KMS key 37
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® Note
MR IBEF 35 ANIRE SR FER Amazon Inspector AWS X1, | EEEEZServiceF
BRERRINAENNXEABE, flin, mREEPRR ( BA ) XiEEA Amazon
Inspector , &4 inspector2.amazonaws.com ¥} inspector2.me-
south-1.amazonaws.com,

SEt—ShE#EREANRED - , W ROIFH Condition FERUEFERAFD IAM £BEKH
£5:

« a@@ ws: SourceAccount — LRI S Amazon Inspector 3R IK PR ITIE EiRE, EE
i CRE T BAKF ATELR aws : SourceArn A4S E M A RIIRERITIEENIRE,

E 21F Amazon Inspector J EAbIK P HITEERE | BRELZGERRMEMETNKSIKS
ID, 0 :

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« a@@ w SourceArn s: — L&KM AWS RS FHLEEMARITIEENRE. SEAUKLE
Amazon Inspector £ B IK PR ITHMIRENERARZH, RAOER , SEANKRIRELRIN
RE  HEXEREHARMHPEENK S EZHPIEENXIFEAIERN , ZEHFT LT Amazon
Inspector EAZ4AME S3 R,

E A1 Amazon Inspector N EAK P IMITIEERE , BEKFZEFHPRMEMEZNKTH ARN,
a0 -

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws :SourceAccount fl aws:SourceArn &4 ER MK B TH,

XEZMHEB TR L Amazon Inspector 52 # TR Z R AERZTHEN EIF AWS KMS, &
ALMEBEARRIBRXLESRYE , ERMNHATEVUEXEM

S, 3 : BE AWS KMS key 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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9. EREHRMENGT  ERREFEX.

FR4: BENSHAERNKRE

RIENRABERRUANZNFRBERNREE  RANEENSHRET
ERENSHBERARE

1. $TFF Amazon Inspector ##|& , Wik https://console.aws.amazon.com/inspector/v2/home.
2. ESMBERTPHBAERINT , REMEAELRI,

3. (W) FRAELAIRLANFER  BSNHEESRY  BEEERSGFIEMERFELI. Hn
&Rt , Amazon Inspector 2EF XK , FHNEIEFEXKENBAELRI.,. ZREH/HTHREMS
BIENTR,

® Note
BUORIIEIER M. MRETIXBEMY , MiZREFTEZHE AWS X8 RER “BR WA
BROWEIE,. MREEEEALMN Amazon Inspector B R |, NX B ESRALDFRE
R HAERNBE,
MERETEMERSNAERINOEKE  MERMNSHRETREEEREKNE , MA—
RS H— RS

4. EBRSHBAEXRI,
5. ESHIEEBONSHXHREF | IBEEREHXHER
- BHEBEIEHIEN JavaScript X RFEXTIE (json) X4, EFiEE JSON,
WMREER JSON EI |, NIREFETEENFAELXNVMEZR. BXTHERN JSON FERHIF
% , 15 ® Amazon Inspector AP| & EE & N IER A,
- EHBEEEHMBENESSRE ((csv) X, HiEE CSV,
WMBREER CSVIEM |, NIREFNITESMIELUNIED FE , RGEPELTRBEEN
KA 45 NFER, XEFERIIE . BERIRE, FRB, REM, RS, BR, BREE. £X

R, BETH. AWSIKF ID, %R ID. FRREMIKER. BRitz , BB —LEF KA
DHEREMAERIAN T FAFEENSE URL, A TRIFERIIREH CSV #rE@H RH :
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AWHEET iBE SRR DARRX VRSP acRIgRUGHE n brSstse N WMol A 7 il CL drd bl a
WESHK ME—RNREARTOEAMEERE 2 TRANNNNC CESSRBRRIN RS RRRR DR EP ac®age
PHREE BX-BDE  FPEREERE (K B | DS RO RERRERES VR PVEERHRESO R

O PR BESH B SRR B FEROGEHECTINSSSRE  EER AEn
=) ABNERT #R ‘i B Boroak IPRv4 A
ma X BME % B BEHE B A
g b3 Bt (A
i L:1RS
A

6. ESHMNVET , X S3URI , EEEFMRER S3 7 -

- ENREEHELNKFBEENEEESD | FEERX K S3, Amazon Inspector & 5 H I&H Ik
H S3 FEN. RBEMENEEBMENTT , AREEHIEE,

® Tip
ER ARG E Amazon S3 BERFIER , iE7E S3 URI AZ KV E /S HE M INFHT (/) Fal
2. A , Amazon Inspector 2 EFFIRE RN INB) F M BEHRIBIZ , Amazon S3 &4
R ZBIBRIEEN B R,
Bl , MREEERAESH AWS K ID ERTIR , HEEWIKS ID
111122223333 , 1 S3 URI EF W EREEMZ/1111222233331E,
HERELT S3 FHEBAN A XBR, EEETUFHEUNNRASE — MRS
MEFHEUXH —BEHEEXHREN — N XHRP—#&, BXRIEFAEE , FSH
Amazon Simple Storage Service P 1B H XK 1E Amazon S3 #ZHl & PALR
N Ko

- EREEHEEMKFAENE#EES | FRABNE#EN URI, 40 s3://D0C-
EXAMPLE_BUCKET , E+ DOC-EXAMPLE_BUCKET R #ENE . FEEFIEERUELRE
EREMPBERIXLEEFE S,

7. XTF KMS Z4 AWS KMS key , BHEEERATINEREN :

- EEAECKFHRNESR  EMNIIRPIERENRH, ZIRERT EKFHEFEFEEXNHMNE
KMS %A,
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- EFEAHMKFRENES TR AEMEZESAR Amazon BIREM (ARN). ZHAEETRE
FHBEMRBERIXEFE, BXFEAEFE , 55K AWS Key Management Service FF & A
RIEEPHERES ID M ARN,

8. ‘EESH.

Amazon Inspector £ K FAELIMIRE , FRABIEEN KMS ZHAXNEBITMNE , RARFEAIMEEE

EM S3 F@EET., RESABREREDIEENHAERUKE  WIBTEZTE/LoHT/L NN, SH
SERJE , Amazon Inspector 2 E R —FKEE , RPLHRELRIRESK NS H, (7L ) EEHEF
EREEERS , TSME Amazon S3 FHRE,

EEE  SRRMESH-ORE. NRLUNEESHRS  BENSHEREBELRS HA RS,
FESHER

MRS HBAELIIRER HI4EEIR , Amazon Inspector £ &R — KRB IRMES, BRI ERAEXE
BHhWERENER , REBRVIUERERNMBRAR,

flan , BiE S3 FHEESA T LA FHED , AWS XiF } BiZF# M/ K EE L 1F Amazon
Inspector A ZFHEBERMN R, LA, BFEIAYIXEZE AWS KMS key A , HERZBEHARK AU
Amazon Inspector % %40,

BEHERE , FEHBRSHRE.

TEEEZIMREHEIR

MREBEBGRIRER , Amazon Inspector ELEERIRE , MaWE—KEBRER , HAEZIER -
TERNAEZS AN RE. 2PTAEIIE IR , 2E 7 Amazon Inspector IR ReEN —NK £ K — 17
&

EMRER , BULEFHEREEHNIEBUERS , AEBERFHRE.

BRI LAE IR ERR BIR S HVIRA |, I GetFindingsReportStatusi2#E4 IR B 24 §i IE £ 4 AV E MR &
MRS Do

MRFE B ERRERENIRS ID BYiZGetFindingsReportStatusRERUE % 5l E £
1789 CancelFindingsReport& .



https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
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FERT D7 AIES Amazon Inspector AELERNBEENEE
EventBridge

Amazon Inspector EventBridge St KN BAELE R, FLENAELERURBPELE RRSPEIL
AL E# IR —NEH. BRT X updatedAt M lastObservedAt FERHTERZ , HbEMANE
FUMHEAAHEG. XEKE , SEXNBENESRRIERERBREKNRZ ZEWRER , e
ERHNBAERIANFEL. BR , id FRHINBELRIN ID RETFTE. REABHIRNSEH.

@ Note

MREEIKF 2 Amazon Inspector RN EER , MRT XESHHNRAKF N , E&FE
# EventBridge X EIIEHIK o

LR EventBridge B4 5 Amazon Inspector BL &Y , BELLBZMITES , URBENNL S
BRER KN L L EE,

Amazon Inspector & [E — it X BRINEH B X RIZEH, XEWREEMLMNIZIT Amazon Inspector
WENMNXEEEEHAN , THEEFZXENEHR.

EZIWEXRET EventBridge EHH Amazon Inspector E S RAVEH |, BA4HHA Amazon Inspector
B2 EventBridge FLMF B #r. ZM N 2 iF EventBridge £ Amazon Inspector £ XK AE L RBEH X
EEHN BIEENBIR. BXREZELR , 15 EventBridge (I &% EventBridge AF1ER) H L
DAL,

SHRY

T2 EC2 HEXRIMEBHH Amazon Inspector EHER A, BXxHMBAELINEEMEMLEN
T5IZRK | ESFEventBridge 2249,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z2",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
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"detail": {
"awsAccountId": "111122223333",
"description": "\n It was discovered that the sound subsystem in the Linux

kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"
},
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",
"fixAvailable": "YES",
"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",

"packageManager": "0S",
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"remediation": "apt update && apt install
aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},
"remediation": {
"recommendation": {
"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {

"iamInstanceProfileArn": "arn:aws:iam
profile/AmazonSSMRoleForInstancesQuickSetup",

"imageId": "ami-@b7ff1a8d69f1lbb35",

--only-upgrade linux-image-

::111122223333:instance-

"44.203.45.27"],

"ipV4Addresses": ["172.31.85.212",
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",

"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",

"vpcId": "vpc-ab6650d1"
}
},
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",

"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"
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M HIGH iBE R IIZEE, BF%T MMAMIRE Amazon BIEABHBRSEE , AR ZETTXEKE
EventBridge 4L,

$ 14, iI8E Amazon SNS F T =

BEigE B EIR , HIE LE Amazon Simple Notification Service & B — N EBH A — Mg Ao
BEXEZER , 5 SNS 5/,

I3 72 o8 E Z 0¥ Amazon Inspector B E X IMBIE L IEEAL. TJLATE EventBridge SE4F#1 I A 2 &7
B2 2 /58 SNS =B A MEISHAN A,

Email setup
B2 SNS &

1. &% Amazon SNS # &5 : https://console.aws.amazon.com/sns/v3/home,
2. NEMBERPEREE , AREFRAUEEH,

3. HTERIEBXBEOT , EBFRE, ETXR, MATEZH , W0 Inspector_to_Email, Hfthi¥
MEERAIEMN,

4. HEFEUEEE, XF/ITF —NEEFHERRAE SN ER.
5. HIJHAEDH , EFLIRITH,

a. MPDUEEEFEEF BT H4F,

b. HRAFERP , RINERER THEYEAG B FER i,

o

(® Note
BIBITRE , EFERET B FH4F w5,

c. EHRGIRITH,
7. ERAFEHEWRTER , ARERHEINTHE.

Slack setup
A2 SNS =&

1. &% Amazon SNS ##l& : https://console.aws.amazon.com/sns/v3/home,

2. NSMBERFPEETE A RARERUIREH,
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3. HECIBRIBIHH , EBIRE, BTXR, MAETEEH , W Inspector_to_Slack, Hfbi¥

A=

BRAEN, EREFTTUTHIRIN IR,

BLiE AWS Chatbot & 7 i

1. SfE AWS Chatbot ##|& , P4k https://console.aws.amazon.com/chatbot/,
2. MEENEF imERPEREE TN E S iR,
3. 1%&#% Slack , RAFIEFEE A,

(® Note

&% Slack BY , AFUEL LR 7L TFRIGIA AWS Chatbot 15 [RIEERIXER.

4. EREBEWMBEUITFREFMRESER,

a. WABENEWN.
b. XF Slack Bi& , EFELEFEANBEIE,
c. TE Slack ¥ , ARAGBEEHHEFREFEE  SHAEEENEE ID,
d. £ AWS Chatbot & 0 H AWS Management Console , &M Slack EHIBISE ID ¥ 0G
B “FAANSE ID” B,
e. ENRF , MELBELEAR , FEREAERYE IAM A6,
f. XNFRBER , FEFBHNNR. X2H IAM KEEEHR AWS Chatbot, %K
CloudWatch 1R, =4 B KL% Amazon SNS EFR M 7 X ERIZEM S HNR.
9. X FISMEHFEBE |, E%#E Amazonlnspector 2, ReadOnlyAccess
h. EEREZAIOE SNS TENXiE , AFEFREENATMA Slack BiE & 1A EHAH
Amazon SNS &,
5. EEEE.
Amazon Chime setup
B2 SNS =&

1. &3 Amazon SNS ##lA : https://console.aws.amazon.com/sns/v3/home,

2. NSMBERPEETE A RRERIEREE,

#1% EventBridge MM LUE &4 Amazon Inspector BiR&ELE R
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3.

ECIEFTEEH DA | RFEbRAHE, TR, MATEBZH , W Inspector_to_Chime, Hthi¥
MEBRTIEN, EFRCIEFTTIUTR,

BLiE AWS Chatbot & 7 i

o M b

S ZE] AWS Chatbot %A , Wit A https://console.aws.amazon.com/chatbot/,
ME B E N F im E AR PR R E#HE iR,

% Chime , RFIEREE LI,

EREFHASEERT , MABENE.

#£ Amazon Chime F#FAIENIIXE,

a. HEEALANENREN , ARREEE Webhook MBI EF.
b. %&FE 4] URL LUF Webhook URL & &I EIBINE 4R o

£ AWS Chatbot & O # AWS Management Console , &5 ##9 B 11t # 15 F Webhook M
HFEH,

ERNRF , MREEEEAE  BEBRERAERCE IAM A6,

N FREEENR , FEFRBEHNR, X2 IAM KEEEHR AWS Chatbot, £ CloudWatch &
R, BHF BB Amazon SNS EBIR M 7 S ERYIEEUH FI H R

EFRE BRI SNS =EM X , AFEREAEHN AT E Amazon Chime B X E &% iE 4
# Amazon SNS £,

10. EEEE

% 22, 71 Amazon Inspector V&L R 612 EventBridge FLN

o o &~ WD

ITFFIL S 3#h EventBridge 8 #1& , Mk https://console.aws.amazon.com/events/o

MEMERPIEEAN , RFEFQZEAN,

BAPMEBR , 5iEEFm AR,

BEEEFEHEXNAN , RAEEET—F,

EEMHEXERT , REAEXERX (JSON &HiER ) o

T EH JSON HMEmERP.

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
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"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]

}
}
(@ Note
AR 245X Amazon Inspector # B H & Fh™E 4 CRITICAL = HIGH WiEZIRE
RIKIEBEH,

MATEMHERG  BET -5,
7. HEEBMRREL , EEAWS RS, RE, W TEEERRE | &#F SNS £&,
NTFEFER , FREEES 1 ZPEIEN SNS TENEH. REEET—F,
. REFEFNTERE , REEET -5,
10. REAN , REEFCIEIAN,

EventBridge 3& B F Amazon Inspector %Ik FE¥RiE

MRER Amazon Inspector IR EE R , EventBridge NF N SBIFEWRAKF PN ERAESLE
RERELHKS £, MRLES EventBridge TR RBRIEH (WM E—HFHR ) , LG
BXRENKFHBEH, RIER , RTEECSKFERNBAERIANEHNBEANI , BESKEEHK
AFERNAERNFNEHWBE,

BAILAERAELXIA JSON FAEEHM accountId FKiIRHIF= 4 Amazon Inspector A& & T K
A,

EventBridge i& M F Amazon Inspector Z Ik & 48
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& Amazon Inspector §H SBOM

BB LAE A Amazon Inspector 2§ &2 APl AR R RERBREMRER (SBOM), SBOM 2EZHRK
BERRETRMNE=AH4AGHNEBRESE, Amazon Inspector 7 FRE RN RIREZA SBOM,
M Amazon Inspector & H#) SBOM R AE YR T AR HENMNER |, fINEBKRERANERSIU
REANALNEXMEEE,

B A LAR Amazon Inspector IEE EFENMNAIE S X HFRFES H SBOM. & LUEN iFl Amazon
Inspector X} AWS IMENEHR BEFRENRS.

(@ Note
Amazon Inspector A} Windows EC2 %£41% H SBOM,

Amazon Inspector

Amazon Inspector %35 CycloneDX 1.4 1 SPDX 2.3 %A X5 H SBOM. Amazon Inspector ¥
SBOM EA JSON X4 RS H FEEFR Amazon S3 FEM,

(® Note

M Amazon Inspector § H# SPDX #& XX 5EH SPDX 2.3 WR4EHA , BEEMIFTETELNA
FREMIYL (CCO) FE., FRANBELFER/ATFAFEN S KBEREMH,

5k B Amazon Inspector #J CycloneDX 1.4 SBOM #& =, ;R4

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
"component": null,
"properties": [
{

"name": "imageId",
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"value":
"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"
},
{
"name": "architecture",
"value": "arm64"
},
{
"name": "accountId",
"value": "111122223333"
},
{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"
}
]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1le9a®b24161daaa@d535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+deblQul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
},
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
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"bom-ref": "c2015852a729f97fde924e62al16f78a5"

I
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"
},
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

3k B Amazon Inspector 9 SPDX 2.3 SBOM #& = 7~ 4l

{
"name": "409870544328/EC2/i-022fba820db137c64/ami-074ealstc@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
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"Tool: Amazon Inspector SBOM Generator"
]
},
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": ""

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@0.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{
"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"
1,

{

"name": "hunspell-en-US",

"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
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"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",

"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"

1,

"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
},
{

"name": "grub2-tools-minimal",

"versionInfo": "2.06-2.amzn2.0.6",

"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2
1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

.06-2.amzn2.0.67?
.amzn2.0.6.src.rpm"

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",

"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"

11,

"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"

}
1,
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"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"

}
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Bl &S H SBOM

ESH SBOM , AT E —/ Amazon S3 FERE M — A 21F Amazon Inspector fEAH AWS
KMS 40, BUUFERAREZRGNERNBFEFESEH SBOM. EH AWS HLFNSANKF S H
SBOM , iE1ELL Amazon Inspector EREE AN FHBERERITUT ISR,

FRFEM

« Amazon Inspector £ KN Z ZFER,

- BE T RMH Amazon S3 1261 , f21F Amazon Inspector EZEFRMTT R, BAXEERKNIE
B, L BZREES HNER,

. —FEEERKN AWS KMS %47 , 21F Amazon Inspector fEiZ KR MBENIRE, EXEE
KHENWER , BZREERA TS HH AWS KMS Z4H,

(® Note

MREZHBE T Amazon S3 FHBEMAT S HE RN AWS KMS B4, N AT LLHHERNF
fEmMZHA T SBOM F ik

ERENEIER B3RS H SBOM,
Console

1. $TF Amazon Inspector ##|& , Wity https://console.aws.amazon.com/inspector/v2/
home,

2. EAREALARN AWS X E&EsE  ERIESENHS H SBOM W R IRAY X H.
3. ESMERTP , £EFFH SBOM,

4. (W) 7ESH SBOM REAF , FARNKERGELEERENHGBRENERFE. R
RIBMIELESZMY , Amazon Inspector FSFHFIEENTRNVIRE. NREREZEREER , XF
BEBARFHFEEDEIR,

5. ESHIRET , “EFEM SBOM &,
6. i A Amazon S3 URI 5i%&#3 % Amazon S3 , &% —4 Amazon S3 & X 1Zf% SBOM,
7. % AR Amazon Inspector LB Z4A , AT M&ERE. AWS KMS
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API
- ELUREAXNENERSEH SBOM , EEA Amazon Inspector API #CreateSbomExporti

(=
EiERH , A reportFormat SEIEE SBOM H HH#&= |, 1% CYCLONEDX_1_4 =
SPDX_2_3, s3Destination ZHRMEN , MELLITIEE —MEE T REGHY S3 176&
¥ , BLAF Amazon Inspector M E#TE A, ( A% ) £/ resourceFilterCriteria &
BRI EWSEE R H TS EN TR,

AWS CL

EFHARNENERSEH SBOM , i§ AWS Command Line Interface E{TUT &% :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=D0OC-EXAMPLE-
BUCKET1,keyPrefix=PREFIX, kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

EEBAERS | &F FORMAT B & ZFHIHEIN - CYCLONEDX_1_4 5§ SPDX_2_3, A/ , ¥
s3 B#rHY user input placeholders BN ESHEIN S3 FHEMNWER, AT S3 i
HEEIE , URBATFMERERN KMS 248 ARN,
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Amazon Inspector JREAHIEEE R

&7\ LATE Amazon Inspector iEBEEFERIFBEMXE @B O (CVE). Amazon Inspector £ A RIAEK
FEGNEERERS CVE ID HAWIEAEE, EHLUE CVE FMAEEREHPHRIXEEMER,

AEBNBMAMER CVE ID #3E Amazon Inspector ®BHIFEEH L CVE FAEENE. X
BLERMEER , 25 W Amazon Inspector BE X ITFHE S,

® Note

Amazon Inspector £ IRERBFEERNHMRERBAHEKBELE R, B2 , Amazon Inspector
R #F CVE #EREMN “RNFEE" o5 HNFEAHW CVE, BaEl, CVE BEFXRE

Microsoft Windows,

B RREBIERE
AN B AAEEE A R A EEA Amazon Inspector AP # &R A HRIEE,

(® Note
IR ARTE L BT RRASHB0E Amazon Inspector , AWS X3 ARG F a8 R R HIEE.

Console

1. $TF Amazon Inspector %I #& : https://console.aws.amazon.com/inspector/
2. ESMBERKT , EBRRIBEEFEEXR,
3. EBREPHMACVEID, REEFRER,

API

1217 Amazon Inspector SearchVulnerabilitiesAPI , ##&filterCriterialA FHENI2HE 4 CVE
ID : CVE-<year>-<ID>,
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CVE #HEEIS P, ETEUNTER :

» CVE #i8# ID
- CVE PEM%
- BULREITS RS (CVSS) MBI AN FD RE (EPSS) 58

- RAFE

(® Note
MBWFERANZE , N Amazon Inspector A X F# M &M CVE ID,

- F 5= (CWE)
- HRIFEAEMENHH

AR R
FORERES 2 RS REE | SIORRARA B FA R E AN AT RERABH.

CRERHTREMNEZEMEMRELZERF (CISA ) WEHE , AP a3FKERE. CVERRMMEIEA
WA AR B 8 B AR CISAHIEEX Y IE S CVER B H.
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I 5 #h Inspector EventBridge B4 M &7 B4 2249

NTXEHEHMNARER. RENRE (HINERREHEERS ) WERK , Amazon Inspector £H
WFFEL R EventBridge IENEH R A EIL S#, EventBridgel —MELRESH[EMHELRS , i F
Sk BN ARFMEANAREFNERBEREE AWS RS 2| AWS Lambda B3k, 75 52h 2] 2 38 &1 AR
& EBH Amazon Kinesis Data Streams & B#r. E 7 ##55< EventBridge # EventBridge SEzh Y
EZ{ER |, 15 H Amazon EventBridge F F {5/,

Amazon Inspector 2 X HRERY, RRBEZXTENNENRRNNBARESH, BISHHR
— NS AWS E4 EventBridge 298y JSON ¥R, B TEHIELE A EventBridge EH , B ILET
UEREMNARER. BRSNIE  FEENthEE, LBEELRMXIFN Amazon Inspector £
HRBXLEEHXEITI

F&
« W5 Inspector I S EventBridge E A1y
« Amazon Inspector & & I E 4L ¥ =Bl

 Amazon Inspector ¥#E1 T X EHEM =B
« Amazon Inspector B & £ E 4L R

M B3#h Inspector FIL B # EventBridge E 7441

LAR & Amazon Inspector EventBridge SH#HEAREH R, EHFEREHEREMR,

{
"version": "0Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",
"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector &2 & I E 4 2R ¥ 7R 5l

AR & Amazon Inspector & 45 8 EventBridge FE4 RG], 2 Amazon Inspector X I IEHIE
MNRBPEFERERBEINER BN , RECIBRERANEH, BXCIEHNURSHNBANIE
B, TS RERAT D AIEX Amazon Inspector &L R B E X [EE EventBridge.

AT PRTRBER AL -

- detail-type FEBIREN Inspector2 Finding.
« detail WRHWABPEXRIHN,

MIET R TiEE , ERHNTERRNBERARENBFERNEFRED,

Amazon EC2 package vulnerability finding

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z2",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"
},
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{
"baseScore": 4.7,
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"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-xrc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",

"packageManager": "0S",
"remediation": "apt update && apt install --only-upgrade linux-
image-aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
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"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],

"ipV6Addresses": [],

"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",

"subnetId": "subnet-8213f2a3",

"type": "t2.micro",

"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

Amazon EC2 network reachability finding

"version": "Q",

"id": "d0384f63-1621-1b75-d01l4-a5e45628ef3e",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T@9:17:577",

"region": "us-east-1",
"resources": ["i-0a96278c2206a8e4b"],
"detail": {

"awsAccountId": "111122223333",

"description": "On the instance i1-0a96278c2206a8e4b, the port range
22-22 is reachable from the InternetGateway igw-72069c@9 from an attached ENI

eni-0976efe678170408f.",

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/

FINDING_ID",
"firstObservedAt": "Jan 20, 2023, 9:17:57 AM",
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"lastObservedAt": "Jan 20, 2023, 9:17:57 AM",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-72069c@9",
"componentType": "AWS::EC2::InternetGateway"

3, {
"componentId": "acl-91d74eec",
"componentType": "AWS::EC2::NetworkAcl"
[ PE
"componentId": "sg-0Qaaed@af450bd0165",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-0976efe678170408f",
"componentType": "AWS::EC2::NetworkInterface"
[ PE
"componentId": "i-0a96278c2206a8e4b",
"componentType": "AWS::EC2::Instance"
]
I
"openPortRange": {
"begin": 22,
"end": 22
I

"protocol": "TCP"
1,
"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b5eea76982371e91",
"ipV4Addresses": ["3.89.90.19", "172.31.93.57"],
"ipV6Addresses": [],
"keyName": "example-inspector-test",
"launchedAt": "Jan 19, 2023, 7:25:02 PM",
"platform": "AMAZON_LINUX_2",
"subnetId": "subnet-8213f2a3",
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"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

I
"id": "i-0a96278c2206a8es4b",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet
"type": "NETWORK_REACHABILITY",
"updatedAt": "Jan 20, 2023, 9:17:57 AM"

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5b52952e-26df-3a51-6d1l4-4dbe737e58ec",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T21:59:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:ecr:us-east-1:111122223333:repository/inspector2/
sha256:98f0304b3a3b7c12ce641177a99d1f3be561532473a528fda38d53d519cafb13"

1,
"detail": {
"awsAccountId": "111122223333",

"description": "libcurl would reuse a previously created connection even
when a TLS or SSHrelated option had been changed that should have prohibited
reuse.libcurl keeps previously used connections in a connection pool for

Gateway",

subsequenttransfers to reuse if one of them matches the setup. However, several TLS
andSSH settings were left out from the configuration match checks, making themmatch

too easily.",
"exploitAvailable": "NO",
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"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 9:59:00 PM",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {

"adjustedCvss": {

"adjustments": [],

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"version": "3.1"

+
"lastObservedAt": "Jan 19, 2023, 9:59:00 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 5,
"scoringVector": "AV:N/AC:L/Au:N/C:N/I:P/A:N",

"source": "NVD",
"version": "2.0"
.
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"source": "NVD",
"version": "3.1"
}

1,

"referenceUrls": [
"https://hackerone.com/reports/1555796",
"https://security.gentoo.org/glsa/202212-01",
"https://lists.debian.org/debian-1ts-announce/2022/08/

msg@0017.html",
"https://www.debian.org/security/2022/dsa-5197"

15
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-27782",
"vendorCreatedAt": "Jun 2, 2022, 2:15:00 PM",

"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Jan 5, 2023, 5:51:00 PM",
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"vulnerabilityId": "CVE-2022-27782",
"vulnerablePackages": [

{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.e18_6.3",
"name": "libcurl",
"packageManager": "0S",
"release": "22.el8",
"remediation": "yum update libcurl",
"sourcelayerHash":

"sha256:38a980f2cc8accf69c23deae6743d42a87eb34a54f02396F3fcfd7c2d06e2c5b",

"version": "7.61.1"

I

{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.e18_6.3",
"name": "curl",
"packageManager": "0S",
"release": "22.el8",
"remediation": "yum update curl",
"sourcelLayerHash":

"sha256:38a980f2cc8accf69c23deae6743d42a87eb34a54f02396F3fcfd7c2d06e2c5b",

"version": "7.61.1"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":

"sha256:98f0304b3a3b7c12ce641177a99d1f3be56532473a528fda38d53d519cafbl3"”,
"imageTags": [
Il03ll
]I
"platform": "ORACLE_LINUX_8",
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"pushedAt": "Jan 19, 2023, 7:38:39 PM",
"registry": "111122223333",
"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:us-east-1:111122223333:repository/inspector2/
sha256:98f0304b3a3b7c12ce641177a99d1f3be56f532473a528fda38d53d519catb13",

"partition": "aws",

"region": "us-east-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2022-27782 - libcurl, curl",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 9:59:00 PM"

Lambda package vulnerability finding

"version": "Q",
"id": "@40bb590-3al12-353f-ecbl-05e54b0fbea7",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-19T19:20:25Z",
"region": "us-east-1",
"resources": [
"arn:aws:lambda:us-east-1:111122223333: function:ExampleFunction:$LATEST"

1)
"detail": {
"awsAccountId": "111122223333",
"description": "Those using Woodstox to parse XML data may be vulnerable to

Denial of Service attacks (DOS) if DTD support is enabled. If the parser is running

on user supplied input, an attacker may supply content that causes the parser to

crash by stackoverflow. This effect may support a denial of service attack.",
"exploitAvailable": "NO",
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"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 7:20:25 PM",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": "NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"version": "3.1"

iy
"lastObservedAt": "Jan 19, 2023, 7:20:25 PM",

"packageVulnerabilityDetails": {
"cvss": [
{

"baseScore": 7.5,

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",

"source": '"NVD",
"version": "3.1"

1,
"referenceUrls": [
"https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=47434"

iF
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-40152",
"vendorCreatedAt": "Sep 16, 2022, 10:15:00 AM",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Nov 25, 2022, 11:15:00 AM",
"vulnerabilityId": "CVE-2022-40152",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "lib/woodstox-core-6.2.7.jar",
"fixedInVersion": "6.4.0",
"name": "com.fasterxml.woodstox:woodstox-core",
"packageManager": "JAR",
"remediation": "Update woodstox-core to 6.4.0",
"version": "6.2.7"

}
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"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "+EwrOrht2um4fdVCD73gj
+07HJIAUvUxi8AD@eKHSkc=",

"executionRoleArn": "arn:aws:iam::111122223333:role/

ExampleFunction-ExecutionRole",
"functionName": "Example-function",
"lastModifiedAt": "Nov 7, 2022, 8:29:27 PM",
"packageType": "ZIP",
"runtime": "JAVA_11",
"version": "$LATEST"

}
},
"id": "arn:aws:lambda:us-
east-1:111122223333:function:ExampleFunction:$LATEST",
"partition": "aws",
"region": "us-east-1",
"tags": {
"TargetAlias": "DeploymentStack",
"SoftwareType": "Infrastructure"
},

"type": "AWS_LAMBDA_FUNCTION"

15
"severity": "HIGH",
"status": "ACTIVE",

"title": "CVE-2022-40152 - com.fasterxml.woodstox:woodstox-core",

"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 7:20:25 PM"
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Lambda code vulnerability finding

"version":"Q",
"id":"9df0@lcbl-df24-bc46-5650-085a4087e7aa",
"detail-type":"Inspector2 Finding",
"source":"aws.inspector2",
"account":"111122223333",
"time":"2023-12-07T22:14:457",
"region":"us-east-1",
"resources":[
"arn:aws:lambda:us-east-1:111122223333:function:code-finding:$LATEST"
1,
"detail":{
"awsAccountId":"111122223333",
"codeVulnerabilityDetails": {
"detectorId":"python/lambda-override-reservedevl.Q",
"detectorName":"Override of reserved variable names in a Lambda function",
"detectorTags":[
"availability",
"aws-python-sdk",
"aws-lambda",
"data-integrity",
"maintainability",
"security",
"security-context",

"python"

1,

"filePath":{
"endLine":6,
"fileName":"lambda_function.py",
"filePath":"lambda_function.py",
"startLine":6

1,

"ruleId":"Rule-434311"
3,
"description":"Overriding environment variables that are reserved by AWS
Lambda might lead to unexpected behavior or failure of the Lambda function.",
"findingArn":"arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
"firstObservedAt":"Aug 8, 2023, 7:33:58 PM",
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"lastObservedAt":"Dec 7, 2023, 10:14:45 PM",
"remediation":{
"recommendation":{
"text":"Your code attempts to override an environment variable that is
reserved by the Lambda runtime environment. This can lead to unexpected behavior
and might break the execution of your Lambda function.\n\n[Learn more](https://

docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-
envvars-runtime)"

}
I
"resources":[
{
"details":{
"awsLambdaFunction": {
"architectures":[
"X86_64"
1,
"codeSha256" : "2mtfH+CqgubesG6NYpb2zEqBja5SWN6FfbH4AAYDUF8RE="",
"executionRoleArn":"arn:aws:iam: :193043430472:r0le/service-role/
code-finding-role-7jgg3wan",
"functionName":"code-finding",
"lastModifiedAt":"Dec 7, 2023, 10:12:48 PM",
"packageType":"ZIP",
"runtime":"PYTHON_3_7",
"version":"$LATEST"

}
1,
"id":"arn:aws:lambda:us-east-1:193043430472:function:code-finding:
$LATEST",
"partition":"aws",
"region":"us-east-1",
"type":"AWS_LAMBDA_FUNCTION"
}
1,

"severity":"HIGH",

"status":"ACTIVE",

"title":"Overriding environment variables that are reserved by AWS Lambda
might lead to unexpected behavior.",

"type":"CODE_VULNERABILITY",

"updatedAt":"Dec 7, 2023, 10:14:45 PM"
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® Note

HFAGEEAEUNFEXEERENMIELIH JSON FHAFE. EFRXREENMIE LI AE
&, RBEXBFRATHNSNMRELRI,

Amazon Inspector #1813 6 55 5K B 4 22 ¥ R A

LT RATERIDBEAEN Amazon Inspector EHHEHR A, EventBridge = Amazon
Inspector ERI BN EMNR RN DB AEN , 202 LLEH,

T ZERARAMBHBETRES

« detail-type FERIREN Inspector2 Scan,

« detail WRBE— finding-severity-counts IR , ZRRIFMHE T EH™EHLFH
BELXINOHE |, a0 CRITICAL, HIGH 1 MEDIUM.

MIETR#ITIER  BRAFRREEETRANNBRESHRM.

Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4f55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": @
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"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a29da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name'": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": 0,
"TOTAL": ©

1,
"image-digest":
"sha256:965fbcae990b0467ed5657caceaecle5018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"
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Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example: $LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": 0
1,

"version": "1.0"

Amazon Inspector & &= R E 4 ZR ¥ Rl

AR R AT RIER Amazon Inspector EHHIE MR TRHI, EventBridge = Amazon Inspector 31
BRENBEREETR , 2oIBREH, ATFERTRIBEREHS

- detail-type FEBIZEN Inspector2 Coverageo
« detail WRBE— scanStatus WK , AFERERNHTAERS,

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
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"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:392",
"region": "us-east-1",
"resources": [

"i-087d63509b8c97098"

1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
},
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
}

Amazon Inspector 78 & IR E 4 2 ¥ R 75



Amazon Inspector AriEE

£ Amazon Inspector &L K E CI/CD EEH

& B LUF Amazon Inspector AR IAMEZE KT CI/ICD EEH , UPHEHRA4REHERERLS R
Rtk E. Amazon Inspector £ K RIEREG A FEBESHB 2 BAENEEXRK,

Amazon Inspector CI/CD £ 44E T Amazon Inspector SBOM 4 X851 Amazon Inspector Scan
APl |, Al A ARG A IREIRE . Amazon Inspector SBOM £ RSB IFIR AN BSMGEBIERHY
FliE#8 (SBOM) , RS , Amazon Inspector Scan APl £333##1% SBOM # 8IZ—1k%E , EdaEs
BNFNRERENIFARE.

BRI LUBE T REA CI/ICD SBRARWEHEMM T LRAM Amazon Inspector F#SEH CI/CD
5 Amazon Inspector BWE R , R AT LA B1TRIZ B E X HAHEEN.

£

- BHEXK

- BEXERK

 iRi& AWS Ik LAfE | Amazon Inspector CI/CD £

« Amazon Inspector SBOM 4 % 25

« f£A Amazon Inspector A BT RIEHE X CI/CD EEEK

« f£ Amazon Inspector Jenkins 4

« {#/ Amazon Inspector TeamCity 4

« Amazon Inspector CycloneDX &5 & Z2 8]

AR

Amazon Inspector % #F# CI/CD SERARIBH T HEM4. BAUMNENATZREXLEE Y , RS
AT Amazon Inspector HEERNHESTRAMEEEF, BHHESRISRMEHRGEIT
Amazon Inspector SBOM 428 , REXEKHK SBOM i=1T Amazon Inspector Scan AP,

LAT#ER T Amazon Inspector CI/CD K i@ iEH X EER -

1. WA LUFEE N AWS Ik A iFiE Amazon Inspector Scan APl, BXH , i§SHIEE AWS Ik
FLAfEF Amazon Inspector CI/CD £

2. A LAZ g EIRHA Amazon Inspector fE4F
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3. WA LAREFBELE Amazon Inspector SBOM £ K88 =it X, BxWEA , S @Amazon
Inspector SBOM 4 R 25

4. SEF LU Amazon Inspector FRIEERN RS TRAME] CI/CD EEH , AREERME,

5. EBETHEN , ZHBE4SNRR/MEIERRA , AFEME LIZ1T Amazon Inspector SBOM 4
MES , LEK S CycloneDX #&A# SBOM,

6. RJg , ZIEH N ERK SBOM X% % Amazon Inspector Scan APl 5. |, iZik R &1 EEE4 SBOM
HHYRBFERME,

7. Amazon Inspector Scan API B fF45#: 9 CSV, SBOM JSON 1 HTML #& R MREHRSE. ZikSE
‘@& AKX Amazon Inspector XM HERITR A IEMHE L,

R CI/ICD RF

Amazon Inspector BBIX$FELT CI/ICD fBRAR. BXFERABHRE CI/CD ERHNTEIRE , BFiEF
EAT CI/ICD fRA REEH

« Jenkins fE#
« TeamCity #&#

BEXEX

R Amazon Inspector RizftE A T &K CI/CD BRF RWIEH , B L EER Amazon
Inspector SBOM 4 & 25 H1 Amazon Inspector Scan API R B{T8IZ B E X CI/ICD £/, FE LA EH
Amazon Inspector SBOM 4 B 28 PR ML HYIET |, S8 B E ERKBIFHAE,

LUTR#ER T BE X Amazon Inspector CI/CD SERIMAI L IZEER -
1. WA LUFEE N AWS K 211518 Amazon Inspector Scan APl, BXiiEE |, HFSHRE AWS Tk
FLAMEH Amazon Inspector CI/CD £ /Ko

2. WA LAREHBELE Amazon Inspector SBOM £ K85 =it X . BxWAA , S @Amazon
Inspector SBOM 4 X 25

3. BA LAEA Amazon Inspector SBOM 4 528 1 A2 4 {5 CycloneDX & & SBOM,
4. IO LA £ R Y SBOM £ Amazon Inspector Scan APl , W4 R IREIR S -

AXREBENERWIEA , FSEEH Amazon Inspector H# B{TRIZZ B E Y CI/ICD EiEERK,
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RE AWS Ik LAEF Amazon Inspector CI/CD ££5%

IR AFGEM S 8E6E A Amazon Ins AWS K /= pector CI/CD 5. AWS K “MEH IAM B | %
£ &7 MR E B T3 Amazon Inspector Scan API #9175 BRI BR o

SEREAT EB A AVES LUEM AWS Ik, SIRZEERAMAFUKRA CIICD EKEE IAM A&,

(® Note
WMREDELEMT AWS Ik, MATSABKZE R CI/ICD £ERELE IAM B,

FA

 JEMIREAWS Ik 72

- DIEEEAR

- 7 ClIICD EREE IAM £

SEMEREL AWS 0K
WMBHEH AWS IKF |, BB TETBRERIE -1,
EEM AWS Ik

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. ZEBE®LNHBAHRTERE,

FEMET , FHER —BHE  EREARERENA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RBRE AWS
RS MRF. ENREHESXEK , §F AEEASIEEEHRANR , A RRERARAFNITEE
B SRR REES .

AWS EFMERERELBELE—HEIABFERE, EEMIME , BEATLUBEHZE https://
aws.amazon.com/ FiERERWIKFREE YR NIKF R HEBEHIKF
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/

Amazon Inspector AriEE

SIEEEAS,

AEME , FRIPENZS AWS IKF AWS KPR AF AWS IAM Identity Center , /& A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS K 7= 48 A 7

1. %3 Root A i AZK AWS IkF B FapfFihit , UIKFFIEENSHEF. AWS
Management Consoleft F—W £ , i ABH L,

EREERABAFEZAENER , F58 (AWS B AR PRERF BHER,
2. RAEMBRAFBRZESHRIE (MFA),

BXRUEA , FSEIAM BAFEETHN AWS K- RAFSEAEL MFA R% (BHE )

BIBEERF
1. J3 A IAM Identity Center

BXEEA , BSE (AWS IAM Identity Center FAF1E8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center F , N EEAFRTEEIHENIER,.

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

ERNEERFER

EE A 1AM Identity Center A B 0% % , BERBELIZE IAM Identity Center i PR &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP ZZH#HE , B HAWS 2% AP EEFHER AWS iFE)|]
o

71 Cl/ICD £REE IAM A&

¥ Amazon Inspector FHERE| CI/CD BEH , BEECIE - IAM KB , RFHRABEEY
#HEH ( SBOM ) B9 Amazon Inspector Scan APl, ARG , B LU ZEKIEK IR IAM A6 | L&
K P ®] LAz 1T Amazon Inspector Scan AP,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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1. &% AWS Management Console 73] FF IAM #2%1& , F4EH https://console.aws.amazon.com/
iam/,

2. EIAMEZFENSMERT , ERERE , RAEERIERE,
3. HEERMREIRT , BEE JSON , RARMHETIED :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbom",
"Resource": "*"
}
]
}

4. EBRT—F,

5. AXRBEGA (W InspectorCICDscan-policy ) , RIIALERIR | REIEROIERRE, LR
M mMEEESRIEUBNAE,

6. & IAMEZEFIENSEMERD , KREFRACNUETAG,

7. NTAEXRMAERE  REFEEENEERE , ARKENLTRE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{ACCOUNT_ID}:root"
.
"Action": "sts:AssumeRole",
"Condition": {3}
}
]
}

8. ﬁ?%jt_io

7 CI/ICD ERELE IAM B 80


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

Amazon Inspector AriEE
9. TERIMNETEL , BEAUBREZAVENER K REERT -5,
10. AABHA (W InspectorCICDscan-role ) , RINANEHIR | ARFikECreate Roles

Amazon Inspector SBOM 4 % 25

Amazon Inspector SBOM £ 28 ( Sbomgen ) 2 —f_—#HITE , JHBRBMEBERRHFIREE
(SBOM ) ., SBOM RR 4% L RENERHFHINEFTE,

Sbomgen W THEFRERAKHCHTEELTERFIEENM. MRKIEF -4 XH , ZTERS
REEFEZEN, MEAMEMTHE. RE , eaFEEFSTHBITERRRA CycloneDX SBOM

Sbomgen AIERMI TEFER , LA STDOUT B K 1E# CycloneDX SBOM, E 2 Amazon
Inspector CI/CD EERI —32 , EHBBEEF B HARBSMREG. BXEZER | BHSH & Amazon
Inspector F#EE MK ZI CI/CD EEF,

XENEFSIMREREN

B&l , Sbomgen AIUAUTERENEFIKREFTE

« Alpine APK

» Debian / Ubuntu DPKG

* Red Hat RPM

« BX go.mod # go mod cache B9 Go BF &

« @3 pom.properties ¥y Java BF S

« B3 node_modules MK package.json X4 Node.js BF 2

« B3 Nuget X ( .deps.json, csproj. Packages.config. packages.lock.json ) 9y C# 2
Fa

« B installed.json # composer.lock # PHP

« B requirements.txt, Pipfile.lock, poetry.lock. F egg/wheel X #H# Python 72
Fa

- BX Gemfile.lock. .gemspec M£F/HEERMN Gem B Ruby BFE
« @3 Cargo.lock # Cargo.toml B Rust BFE

Sbomgen X HFMEHUTAREFELEEN
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- OClI B fgER

» Docker Image Manifest V2 Schema 2

» Docker Image Manifest V2 Schema 1

» Docker Image Manifest V1

/A Important

MRBB[REN A/NET 5 GB., BHEN 60 HELZENEFZEST 2000 4 , W Sbomgen
FoEXS KA T34,

Z % Amazon Inspector SBOM 4 & &8 ( Sbomgen )

Sbomgen fGER T Linux BERS, MBREBEHECRDTBRSRMEG , NS ALEREFRS , Flm
Docker., Podman =% containerd,

NTREREMRE , RINBUEEAUTHRERHANRHRE LET ZHHIXH

- 4% CPU
+ 8 GB RAM

EZ#% Sbomgen , IERITUA TR
1. MZEMWIEH URL F T & Sbomgen zip X4 :
Linux AMD64 :

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/
amd64/inspector-sbomgen. zip

Linux ARM64 :

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

arm64/inspector-shomgen.zip

2. ERANATHTHRER TR

unzip inspector-sbomgen.zip

KREAMFREBES AT

w
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https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip

Amazon Inspector AF i
- inspector-sbomgen — X274/ SBOM i EHITH — 8 304,
README . txt — X2 Ui B 20{AI £ A Sbomgen #9314,
LICENSE. txt - tt X # 8= Sbomgen By ATIE,
« licenses - WX#XEE Sbomgen FIfERANE=AFREFENFTIEEE,
 checksums. txt - W3R M Sbomgen —i#t &I X ARG HE.
« sbom. json - X2 Sbomgen —3# &3 ## CycloneDX SBOM,
4. (Wik) EAATHSRIEZ - #EIXHNESEMTEY

sha256sum < inspector-sbomgen

- FERE checksums.txt XHENABHITHE,
5. FRAUTHSRZZHEEIXHE T IHITNR,

chmod +x inspector-sbomgen

6. FAUTHSTRIEREEKIIZE Sbomgen :
./inspector-sbomgen --version
ERZAI A BRRUTAOTARNBEHASR :

Version: 1.X.X

£ Sbomgen
A LAE A Sbomgen 71 AR 4 X SBOM,

BRETUBEHFREFEXHHEL TEAHBLEEFTFRETKRAENL SBOM EHBNER, ARXLE
RBINRAIUARESAR , BETUATHS :

./inspector-sbomgen list-examples
NBEFBBER SBOM H L RmHE = H

N FXARE , BRF image: tag B RBGRE ID , N output_path. json BRAEREFRHEANS
I BRAR -

./inspector-sbomgen container --image image:tag -o output_path. json
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£/ Sbomgen BFABEM R TS DI

OB RHELFIMREHRIERIE  NEEERFEIMRFHBRLER SBOM, ELBETS
MARRHAEIL  BREFENRILE. BIXEXGE , HBIEXERTGE ( #£i51T Sbomgen Z B
FERENTREERY) .

EREENFKIEHTEHRIE (#EF)

1.

2

MERELEEEFEHNEIUL , Sbomgen HZHFEAZRFENER. X TLFEZE , BrnBess R
TR, fla0 , MREFEABR Docker , MATLAfEA Docker login 55 EEM&RET & 140
ISAE :

docker login

RiE , RIhEREEMBHTEHRIESE , TEZEMRPOEI[RE LFER Sbomgen, EfE
BT RG], B~ image:tag BN ERWHBREN B

./inspector-sbomgen container --image image:tag

ERARER G ERTEHRIE

FNFXFSGE , BEERMVAFPBIENSH , Sbomgen 2EZER R REBWALZEHRE, EFA
AT RG, B8 image:tag BN ERBHMGR B , & your_username BRFABNIAE
ZMEBHAFE

./inspector-sbomgen container --image image:tag --username
your_username

ERFERBER G EHRTHHRIE

EFAKSE , ZAEREEIEMRTEFEER B LA TR txt X4, ZXARX
HRRABE—TERRTE. BEFEAUT R , B your_username B REWAFE | &
password. txt BN BEZBRTEN XY |, F image: tag BN ELHFHNBREH B

INSPECTOR_SBOMGEN_USERNAME=your_username\
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag
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Sk B Sbomgen B9 % tH A & R4
THEREA Sbomgen & KRBV RS EHY SBOM R4,

RESFIRB SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957¢c92ed9562d19972fbf344d4393b5ebl™
}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc0711daefe4076d33a88a69a28c398688090cl1141leff17e50"
.
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@bb6lde2f2119"
}

5k B Sbomgen B9 % H R & Rl
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}
I
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",
"purl": "pkg:pypi/dnfe4.18.0",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
I
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
I
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
I
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
I
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",
"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"
}
]
},
{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",
"purl": "pkg:pypi/libcompse0.1.20",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
I
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{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

I

{
"name": "amazon:inspector:sbom_generator:source_path",

"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

£ Amazon Inspector A B1TRIEZBE X CI/ICD EEEK

WMREK CI/CD g LR Amazon Inspector CI/CD ## , RINBWEFERXLERNG, Bx0BEMY
Wyk , FSREZEFN CICD RA R,

IR Amazon Inspector FKIE2H5E R FEM CICD R A RNEY |, B LS FEH Amazon
Inspector SBOM 4 X851 Amazon Inspector Scan AP R B {T8IZBENX CI/ICD /K. &% a] LAfE A
Amazon Inspector SBOM 4 5 28 F IR AL AL T |, 16 Bh B E LERRMIBAE.

BTREBENERK
1. EE AWS Ik LA Fi5 B Amazon Inspector 133 APl, BXUiEA |, S RIEE AWS K LAE
FA Amazon Inspector Cl/CD £ .o

2. ZREMEE Amazon Inspector SBOM £ es —#t #I3X#F, XA , FSH L %E Amazon
Inspector SBOM 4 B 88 ( Sbomgen )

3. ffM SBOM £RBENEHHNABFMELIE SBOM X4, BEFEALUTRE , B image:id &
BRABFHENBKHN B |, & sbom_path. json E#t SBOM #iHHRFME

BIZBEYX CIICD &£ 87
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./inspector-sbomgen container —image image:id -o sbom_path. json

4. @A inspector-scan APl LRE4E R SBOM HREREHRE. EFEAUT R , HF
sbom_path. json BN E CycloneDX REMNE X SBOM XHWIBEE, #antnntntt AWS #
# RHBBHRRR AR APT #A####Y REGION ##a####n##A X XEMNE AN TEIIEK , F35
Amazon Inspector Scan AP Bl &.o

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint
"ENDPOINT" --region REGION

API % B &=

Amazon Inspector Scan API 8% LA CycloneDX 1.5 #&3\8 Amazon Inspector &% I JSON & 5
HIRERS. AR --output-format #FREERERIAE,

CycloneDX 1.5 #& = i i /=45l

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"Value": Illll

I,
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"Value": II@II

I,
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"Value": II@II

I,
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"Value": II@II
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1,
"tools": [
{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,
"timestamp": "2023-06-28T14:15:53.760Z"
I
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
.
"references": [
{
"id": "SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"
}
},
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {

1||’
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"name": "GITHUB",

"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

}
}
1,
"ratings": [
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
.
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
},
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
.
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
},
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00
.
{

"source": {
"name": "SNYK",

"url": "https://security.snyk.io/vuln/SNYK-JAVA-

ORGAPACHELOGGINGLOG4J-2314720"
iy

"score": 10.0,
"severity": "critical",

:00+0000"
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"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

},
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
.
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
1,
{
"url": "https://support.apple.com/kb/HT213189"
1,
{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/"
1,
{
"url": "https://logging.apache.org/log4j/2.x/security.html"
1,
{
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"url":

"https://www.debian.org/security/2021/dsa-5020"

"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"https://www.oracle.com/security-alerts/alert-cve-2021-44228 . html"

"https://www.oracle.com/security-alerts/cpujan2022.html"

"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/M5CSVUNV4AHWZZXGOKNSKEL7RPM7BOKIB/"

iy
{

"url":

}I
{
iy
{

"url":

url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"

"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/"

iy
{

"url":

}I
{

"url":

iy
{

"url":

"https://www.oracle.com/security-alerts/cpuapr2022.html"

"https://twitter.com/kurtseifried/status/1469345530182455296"

"https://tools.cisco.com/security/center/content/

CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"

iy
{

"url":

"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@07 .html"

"https://www.kb.cert.org/vuls/id/930724"
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iF
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z2",

"affects": [
{
"ref": "comp-1"
}
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
},
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"
}

Inspector #&= i tH

{
"status": "SBOM parsed successfully, 1 vulnerability found",
"inspector": {
"messages": [

{
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"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."
}
1,

"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": O,
"low": @
},
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"SNYK-JAVA-ORGAPACHELOGGINGLOG4]-2314720",
"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"references": [

"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html”,
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
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"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRukKNEbd",
"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@@7.html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": '"NVD",
"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

"source": "SNYK",

"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"epss": 0.97565,
"exploit_available": true,
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"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"
iy
"affects": [

{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"

£/ Amazon Inspector Jenkins

ZJenkinstE#HFI A Amazon Inspector SBOM £ B{ 85 =3 #3044 #1 Amazon Inspector Scan API 1£#3
BERNERFANRE , ALEATUETEZ I AENEERK,

Amazon Inspector R —UTUREEERS , CET CVE HERSEMEGPFREGEERERENEREREESE
V=HE

5 Amazon Ins Jenkins pector ## , AT LA Amazon Inspector J@EF#E R INE & B Jenkins & &
H,

(@ Note

AT SARIER N B MR R EEM™EM , & Amazon Inspector JFEHAHHELE F @i =k M EE
1T,

YRAILATEJenkins i L B F iz JenkinsiB 4RI R ATARAS , Mk https:/plugins.jenkins.io/amazon-
inspector-image-scanner/,

AT S BIEIR T A& B Amazon Ins Jenkins pector f&#
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AWS K 77 LAE ) Amazon Inspector CI/CD £

% 2%, &% Amazon Inspector Jenkins 4

DT EERR T A MJenkins#Z2 HIE R &% Amazon Inspector Jenkins 4.

1. 7E Jenkins B #IEMRA , £ “BE Jenkins” , AFER “EBEH,
2. &E¥FEAA,
3. M ATA” &+ Amazon Inspector H##H | RELEZAEH

( AIik ) BB, 3. FF docker EFEHZE Jenkins

® Note
N docker RN TFIEFMERR , XM docker FiF. BN |, HBI LS ER,

LT BN A umJenkins IR HIE 4R @ A 700 docker ZiE, Jenkins
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(Tik ) S 4o FH0AWS i

(@ Note
RELBEET IAM AP RTE ORI , 273800 AWS iEH. BN , HHE SR,

LU R2 ST 48 an{a MJenkins{X R AR 11 AWS E 17,

£ Jenkins B HIERAP , %F “EE Jenkins”, “EE" , RFEEFE ‘R4,
%R ERER, ABER FNERE

NFpE , FiEE AWS IEB,

MALZWEAREE , SEENHRIESA ID MAFHRBA , REERE OKo.
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1. ER Jenkins,
2. TEEHIERT , EBREE Jenkins, TR, RETR , AREERMAZEEA,

3. BEXAESF , A0k
1TSystem.setProperty("hudson.model.DirectoryBrowserSupport.CSP", "") ,6 &
JEIER BT,
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b.

(£ 2 ) MRIEEIRE Amazon Inspector SBOM 4 & 85 —#t £l X3 71 | Bk “F
37, MBEERXTSE , BEREMZET TEHD inspector-sbomgen WRAH TR,

BXEZEER , 55 REE Amazon Inspector SBOM 4 FR 28 &% Amazon Inspector SBOM 4 fX
2% ( Sbomgen )

3. ERUTEAELLTR Amazon Inspector iR SRIE E

a. WARE D, METTURAR#MRG, EEMEGIDME., BRGEFRLIEE Docker in & LY
Eo MRED NS HAMEG , FRMAETEM tar XHWEER, BFSHE T I RHIRE D BEE -
i XNTFARMBIEERES : NAME[: TAG| @DIGEST]
i. XF tar 3X# : /path/to/image.tar
b. EFEATREFMEIERN AWS XiF,
c. (™% ) X TF Docker Zilf |, iBiEFEM Docker AF B, RUBRB[BRBENTIAEEEEST
TIAT IR
d. (W& ) BRUREUTXEFN AWS FHRIUESE :
i (E)XNTFIAM A6, BFRMEAE ARN (arn: aws: iam::
role/)o AccountNumberRoleName
i. (A% )XNFAWSIES , HERFEZET IAM AFR#ITSORIEWN ID,
ji. (AE)NTAWS BEXHEN , BREECAREXHEHHITEHRIEMNEE X H
o
e. (f&)EESH=EMNFERE. IRABHRANFIHED T EEENKRE , NREGH
BNAM, mRELIH 0, WX LERERIVEARE , WEENHI.
4. ERRF.
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YREJLAER Jenkins FARE

B8
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B3I F3F Amazon Inspector Scan FINEI¢REIRRAS

E}¥ Amazon Inspector Scan RMNEIRRAF | BEEAU T REEE. BEREEN
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IAM_ROLE #ft RS ELS B 1 FEEMN IAM BA2K ARN , MR BFERN R EEM#E | BDocker
F 1D BB®AEL ID, BULLERBRARIREHNENEREEE.

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
sbomgenSource: 'SBOMGEN_SOURCE', // this can be linuxAmd64 or linuxArm64
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
credentialld: 'Id', // provide empty string if image not in private

repositories
awsCredentialId: ''AWS ID;',
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countLow: 10,
countMedium: 5,

D

FZ T % sbomGen FHREE

«  E¥¥ Amazon Inspector Scan RNEIRAF , BEAUTRBIEE. # SBOMGEN_PATH ####
### 3 #### Amazon Inspector SBOM ######## IMAGE_ PATH ########ss# alp
ine: latest### IAM_ROLE #####i#t 1 #### IAM ### ARN########nsss#nsst ID #
#### ID# DockerB A LLERE B ARBREHA NENEMHEEE.
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® Note
HiSbomgen7E Jenkins B9 , ARE\E AP IRM Jenkins B IR ( B4 /opt/

folder/arm64/inspector-sbomgen ) o

pipeline {
agent any
stages {
stage( 'amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"',
sbomgenPath: 'SBOMGEN_PATH',
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
awsCredentialId: ''AWS ID;',
credentialld: 'Id;', // provide empty string if image not in private

repositories
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countlLow: 10,
countMedium: 5,

D
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1. FTEEIENFHRE,

2. ERFEARE , NERPERE T HRN, MREEE HTML , AT BU%EE T8 JSON SBOM
CSV IAM#HE. UTERT HTML IRER KB

B 7%, BEEEM Amazon Inspector AR E 101



Amazon Inspector AriEE

( Download SBOM )( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. J

Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar sha256:5977be310: daf7’

Vulnerability by severity

Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component
CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_ 147

CVE-2022-4450 High ine/openssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openss|@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium ine/openss@1.1.1g-r0' _648distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7

R HEBR

LU 24&1E 6 Amazon Inspector Scan 448 AT sEIB EI Y & ML 48 iR Jenkins,
INEFEUE R sts FEEHIR
iR -

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

aws_secret_access_key3kHlaws_access_key_idHEREH AWS tkF, £ ~/.aws/
credentials FiZE aws_access_key_id Hl aws_secret_access_key,

¥ & 5 -sbomgen ERLEIR

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

BRRTTE
SEREAT SRR R

REFR %



Amazon Inspector AriEE

1. FEENRIERSEN Inspector-sbomgen HfEJenkins B FHEXEZELR , S Amazon
Inspector SBOM 4 X 25

2. FERAUTHSEZHEIXHRTFAHRITR : chmod +x inspector-sbomgen,
3. TEEHAPRHEFENJIenkinsHEFEE , Hlan/opt/folder/arm64/inspector-sbomgen,
4. REFEEHHITIenkinstEl,

£ Amazon Inspector TeamCity &4

JEIE Amazon Inspector TeamCity i , &8 LA Amazon Inspector i®E3#E A NE) TeamCity E&
. ZEHFIA Amazon Inspector SBOM 4 5 88 —# I 3 #+ F Amazon Inspector Scan AP| FE #9245
REFERFANIRE  XHRERTUETEBAENESERNR, A, TUUBELNZN R EHE
MEEHHRERENEEERTEE R AR,

Amazon Inspector 2 —UTURAEE RS AWS , EET CVE HEARB[MEIREEERERENEE
EBESERE. B3 Amazon Inspector CI/CD ERHEZER , BZH¥¥ Amazon Inspector FHEE K
F Cl/CD &,

B X Amazon Inspector FEH X IFHNRFIMNBBMRERANIEK , BRI EFENEFTHBREE R,

YRA] LATETeamCity 17 L EFZIBHF I RFTARAS , WHEH https:/plugins.jetbrains.com/plugin/23236-
amazon-inspector-scanner, % , AIEBAX SN2 RHIZERIRE Amazon Inspector
TeamCity & :

1. RE—NAWS IKF.

« AWS Ik /A S5 18 Amazon Inspector Scan API By IAM A& #TERE., XL |, 5
% & AWS K F° LAfE A Amazon Inspector CI/CD & o

2. &% Amazon Inspector TeamCity .

a. GEEHIERP , EEE > &4
b. # 3 Amazon Inspector 33,
c. &M

3. &% Amazon Inspector SBOM 4 25,

« 7£ Teamcity fR%585 B &+ R % Amazon Inspector SBOM £ KB —# &I, BXi%EA , S
B %% Amazon Inspector SBOM 4 X258 ( Sbomgen )

4. ¥ Amazon Inspector HIBEMESRAR MBI E #,

TeamCity f&# 103


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner

Amazon Inspector AriEE

a. EEENEL , ATRIE WESR , &R DNMEESE , AF1EE Amazon Inspector

Scan,

b. BNEELTE#MERXREE Amazon Inspector HFMHERL R

o ANISTRETR,

- £ Amazon Inspector SBOM 4 H B Lk S5 A2 B TERE - B F 3,
- RFPEWRSGEM CPU 1 , B TEHEFMRAH Amazon Inspector SBOM 4 B 8.
- FMEREREZH TEHB Amazon Inspector SBOM £ R EFHI TR EE,
EXEZEEL | ESHETD# Inspector SBOM 4 K E§H &% Amazon Inspector SBOM
4 B 2% (Sbomgen)s

« BABRK D, METURA MG, ZREMEFAMEG, REBIRIERE Docker 884
NE, MRESTSHARE | BFRETMHAMN tar XHRBEE. BFSHETHIRGIBREK D B

Z

o WFAMLIZFEAES : NAME[: TAG|@DIGEST]

o XF tar X : /path/to/image.tar
- XFIAM B, MAZESR 1 FEENAGH ARN,
- EERATREAEERN AWS X,

« (A% ) XF Docker B IIE |, iEi ALK Docker A & H Docker 3, {RYBETM
B TR 68 BE P a F AT IR E,

- (HIE ) WTFAWS HHRIE |, B ALK AWS HE 24 ID M AWS 4. REESRE
BRIE AWS FRHIT 5 GRS T 1T IR AE,

« (Hik) FESHTFEMNRERE. IRAEBENFEABED T SEENKE | NRE
HWERAY. MRELEN 0, WELRIASDIFE , WEEFEID.

C. ﬁj::%ﬁﬁo
5. &% Amazon Inspector JRAHR

a. STRIIEWHFHE,

b. MEZTMKE , NGRPEF—MaEHER, MRERE HTML , EFLLEE T JSON SBOM
5 CSV A/ RE. TR - HTML HREHRH

TeamCity f&# 104


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html

Amazon Inspector AriEE

( Download SBOM ) ( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. ]

Information

Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar ha 7Tbe3

Vulnerability by severity
Critical High Medium Low

1 4 2 0

Al vulnerabilities (7)

Vulnerability Id Severity Component
CVE-2022-37434 Critical ine/zlib@1.2.12-r1?arch=x86_64&di 14.7

CVE-2022-4450 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0215 High ine/op 1.1.1g-10" _648distro=3.14.7
CVE-2023-0286 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2023-0464 High ine/op 1.1.1q-107arch=x86_648distro=3.14.7
CVE-2022-4304 Medium ine/op 1.1.1g-10" _648distro=3.14.7
CVE-2023-0465 Medium ine/op 1.1.1q-107arch=x86_648distro=3.14.7

Amazon Inspector CycloneDX 5 £ Z2 8]

Amazon Inspector R T CycloneDX ap & ZBIFE B , £ Amazon Inspector SBOM 4 5 25
Amazon Inspector Scan APl £ #Y SBOM /. ATTEIER T A AR ME|$EA Amazon Inspector T
B 621 CycloneDX SBOM FAHHMEEENL B/MEEM. BX CycloneDX BMEDEHNEZEE. |
BSRE 5 X,

amazon:inspector:sbom_scanner & ZH 5%

amazon:inspector:sbom_scanner 5% Z 8t Amazon Inspector Scan API £, EEBLUTE

4

=4 #HiR
amazon:inspector:sbom_scann 1£ SBOM F R E MR T=E"RIRE S,

er:critical_vulnerabilities

amazon:inspector:sbom_scann £ SBOM XM ™ EM NS 0N RE &5,
er:high_vulnerabilities

amazon:inspector:sbom_scann 1£ SBOM AR R ™= E M1 "1 iwE B3,
er :medium_vulnerabilities

Amazon Inspector CycloneDX 5 & 22 €] 105


https://github.com/CycloneDX/cyclonedx-property-taxonomy

Amazon Inspector

RAriEmE

B

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:warning

amazon:inspector:sbom_scann
er:fixed_version: component
_bom_ref

amazon:inspector:sbom_scann
er:exploit_available

amazon:inspector:sbom_scann
er:exploit_last_seen_in_public

amazon:inspector:sbom_scann
er:cisa_kev_date_added

amazon:inspector:sbom_scann
er:cisa_kev_date_due

amazon:inspector:sbom_scann
er:path

DU

£ SBOM AR BH ™= E RN K" IV IRIE 2 o

NEEAMRERE LT, fln : ‘ERHA
. RERIWE. ~

NARARAEHEHFNRERRERET, 6
o BRSAH - RIBME purl, 7

haERBREEEAG SEBERBHMRE,

RIARBEEHNAERBNREFA,
RTIHFNAEERENFRENARE — R AFFHI
By Bt [E]

IR NAE RRORAT B ORI E] CISA E A RIA /Y
R B FH o

RARYE CISA EXHWAIARIRIEE % , WRE
SERFNEIHEE,

£ EERFIESNXHHEE.

amazon:inspector:sbom_generator i & ZEHE 5 E

amazon:inspector:sbom_generator @& ZEE# Amazon Inspector SBOM £ fEH. ©E

UTE

amazon:inspector:shom_generator @& ZEHE 5% 106



Amazon Inspector

RAriEmE

B

amazon:inspector:sbom_gener
ator:os_hostname

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:cpu_architecture

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener

ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:go_toolchain

amazon:inspector:sbom_gener
ator:expires_before

DU

EREBRHRENENR.

EEBRNREGEHAZE.

EEBRNREN AR

EHEBERNRSH CPU 243 |, 45l x86_64.

RERENEEXHNRHE , B NRE
IDo

AEHBNBBEREENIEHEH,

I T EERFEERENXHNEHESS , I
0 : /var/lib/dpkg/status o

MEEXH PRI T EF SRR KE
o

MHRREL T =B F 25 B R

RAETBRFERAS N XA EERERIN.

KRR TER Go AIHATXHFEY Go miERRE T

B HERRA.
SSLIEBEM B H#,

amazon:inspector:shom_generator @& ZEHE 5%

107



Amazon Inspector AriEE

&t iR
amazon:inspector:sbom_gener SSLiEHEH A ZELRK.

ator:expires_after

amazon:inspector:sbom_gener —NRRE , ATIETR SSLIEBREENH,
ator:is_expired

amazon:inspector:sbom_generator @#& ZH %

b

108



Amazon Inspector AriEE

£ Amazon Inspector B TR

i& AT Amazon EC2 #9 Amazon Inspector TR B B A TR, EX TR IE Amazon EC2 13
HINBEMERAZ AWS IREEFEE 2 #89 (“MIXMFAFAE" ) AR,

Amazon Inspector fEF B2 M T AAHESIZE, Z5IB2ERRRRREFERGMISHEIITHHI M
FRF  XLERBAESHEIEARZIR, BREERECEASREENGEENHIE. X Amazon
Inspector KM EIfESFHER , EQERN—NMAERN., BEXNSESKRNEXNFAEE , IHBHE
EEREESM, YRAIEATE Amazon Inspector 2 #|& EF A Amazon Inspector APl EFFELXRI. B
KREZEER |, B85 B8 Amazon Inspector FERE LI,

BUEE , Amazon Inspector 2 BRI RIMFIEFEFRENEIR , HIFHANIX LRI THER
#, Amazon Inspector AT LA REESES R EAMERE. Amazon Inspector BT EHIZITH
H, flnLRmNARRRANT .

BRBUE Amazon Inspector B , Ik 2 BaEMAERERE, UTEBNE T HX Amazon
Inspector 2 IHHE LR E/AMT . Amazon Inspector 1BIEZ 55 M MY FIRE R 3T K 8 #
70K, LATEBENET Amazon Inspector FHITPL IR, B RTH H#IX L8 3R AY IR & SR 204y 45 7
BREBFERE,

F&

« Amazon Inspector 333 B AR

- BUERMER

« £ Amazon Inspector 33 Amazon EC2 3£ 4|

- f5/ Amazon Inspector 33 Amazon ECR BEsM &

. £ Amazon Inspector #1733 AWS Lambda

- FRAPHERE

BXOBE Amazon Inspector B |, HIKF 2 BaEMLTHEH#ESRE . Amazon EC2 3. Amazon
ECR fA#i. Lambda #RAf# . Lambda XBFHE R Lambda BEPRBHALER |, & 9] ABE R BUE 1%
A,

109


https://aws.amazon.com/service-terms/

Amazon Inspector AriEE

Amazon Inspector 3K E iR

Amazon Inspector 2 7T —RIFTRPHFERE | ERXFER AWS MEFPEFERRER,
Amazon EC2 3%

BUE Amazon EC2 35 , Amazon Inspector 2K Amazon EC2 324l , BERBRERERE
FaNREESSMBYAREMEZAEM, Amazon Inspector 2B EC2 £4] , EHRS
BFEELRBFRXEE (CVE ) ARMEHEEE, Amazon Inspector £ ASEf| EZEH SSM X
BB KHIH Amazon EBS REBMITHIE. BX Amazon EC2 HIEMNESEER , BZHEAR
Amazon Inspector 33$# Amazon EC2 3£,

Amazon ECR 13#

U IB5E Amazon ECR 33#Et , Amazon Inspector & EHNFAEEIMRFTHAMEELADEREE
fE RN EARSRIETAENEEAEAE, S alUERFHIRERE N NEHEAESES
BEANPEBEFMEE, KYOAET X 30 RAHFERFKILE 90 KANERIMMWAMERG. BRIAER
T , Amazon Inspector 27 90 KA EIRE & , ik BT AR E K, Bx Amazon ECR 3
HWESZEER , 55 REH Amazon Inspector 33# Amazon ECR &85 5.

Lambda #r/ER#

BUE Lambda #R/ERHE , Amazon Inspector &£ &AM - B Lambda B EH I ENFF /13 #iX
LB ERMETEE. Amazon Inspector 2EZPEFHTH Lambda BEFE X H#tTHHE , HETE
NEFHFRFHOELRIZERXEE (CVE) KRN EFTEHRIETHE, BX Lambda BHRABNESE
B, 53R EH Amazon Inspector #1TH# AWS Lambda,

Lambda ¥r/EHH# + Lambda BB

ZIET4E T Lambda ¥R M Lambda #3313, BUE Lambda KBS , Amazon
Inspector £ ZIEIK~HH Lambda HEFE , HAKECHNARF KPP EEFERBHR
551, Lambda RIBIHHEL1FH Lambda REHPHBENRARFERE , UERKRBRESEME, S0
BRBCEXAPREER, BXEZEEL |, S Amazon Inspector Lambda X313,

AR ERE

& 0] LABE R BUEFTHY Amazon Inspector AR A, BUEIHHEZEAE S , Amazon Inspector 37 Bl F 44 13
BREZPAREXEN TR, BXTAARRENER , 2 HAmazon Inspector LA IR, T
NEMATEXRESHABERENSRENER

Amazon Inspector 33235 B ELR 110



Amazon Inspector AriEE

« Amazon EC2 13#§ — R BCE Amazon Inspector Amazon EC2 33# /5 , Amazon Inspector £33
HEKFPAERFSRMHNES , LEREFSHRHBEMM LA EBZE, Amazon Inspector SSM
BRHCRELEFER SSM BEWindowstWEH L, BXEZEE , 28 B Windows 34, 1t
S\, Amazon Inspector &£ 7E R F A BIZE LT SSM xBk :

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete
* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

« Amazon ECR 13 — RAIKFH5E Amazon ECR BEsMGHERE , ZKF PR B F#EER Amazon
ECR HA#XE M FER Amazon ECR #1TEARFFE XN FEH Amazon Inspector #1TI8EITH,
ARE , FEE 30 RUHESR T E 90 RN FIERFES%&HH Amazon ECR BB HTEIER
AR, A, K Amazon ECR B ST EIRER 90 X , WEBERE H #XA IR HE &,

« Lambda frAERE — AIKFBCE Lambda fREREE |, IXEKFRE X 90 KAEAREFROFT
B Lambda REGHTREFEMEBEMEE. L , ELEENIKF 6|2 CloudTrail RS R B 5E

« Lambda #rAEFHE + Lambda 5333 — x££ Lambda BB E R EERMBUE. NIKFBUE
Lambda RIBEEE , FXEKFFEE 90 KN FARHEFHWFTE Lambda BB 1T IBAE S5 44T
o

AR

MRER AWS HLAFPTE7E Inspector WEIEEE R , WA LAEA B Amazon Inspector inspect or2-
enablement-with-cli on F7F & &Y shell 24 B3 1 2N X 24Nk P /3 A& Amazon Inspect or 33
EKH, GitHubEN , EEIRFEESKFHRRRTHLILER , 172 Amazon Inspector ZIEEE R
FREREERATISR,

Console
BUERR

1. $TF Amazon Inspector # &l & , Wit https://console.aws.amazon.com/inspector/v2/
home,

2. FANEALANER AWS XiF 88 , ERERERREREN X,
3. HESMERT , EEK/SEE,
4. ERFEEREL , ERENHBFAMKENKS.

BUOERH 111


https://github.com/aws-samples/inspector2-enablement-with-cli
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE
5 EBEEE , ARERERENAMRE,
6. (¥E)ZERTZRAWERENENAWS XiFi SRHPEEXLEDER,

API

E1TE API 8E, EERYP , RUESEZERHEAKS, ID, BEFEHESE , AR—1FHZD
EC2. ECR, LAMBDA =% LAMBDA_CODE , BAfE resourceTypes BUEHMIAHERKE,

£ Amazon Inspector 333 Amazon EC2 &4l

& A F Amazon EC2 #9 Amazon Inspector TR B G A TR M. EXFTRIE Amazon EC2 13
HINBEMERAZ AWS RS EFEE 2 #89 (“MIXMRFFAM ) AR,

Amazon Inspector EC2 3 &M EC2 EHIRETHE , ARFXERABEEN RN EPRENN
NFHTHE , LBHIBAELI. Amazon Inspector £33E K6 R B ZERRF S IRE F R L& 7 17 8] 4
BB, BXEXNXLRBBHOBAELIRBENER , HSHAmazon Inspector FHIFHE I LR,

Amazon Inspector & 24 /NEFHIT XM AARMERE K mMEFSREEABNHITTEETHEE , &
HEUR T 53R BIX BRI 5 %,

BT E

EFoRBABATUEAETRERERENAE S ENIT. XEHFHESFERE T Amazon Inspector
WM LA R ARt M EC2 SEHINERMGFER |, LU TEFSREAR. ETREN S EM4H SSM REX
WEHGEE K MERESEMEM Amazon EBS REB ( MARKRE ),

Amazon Inspector EAMAE G ZBUR T EKFWABEERNRE, EXELEER , BSHAEEAEE
o
EBUE Amazon EC2 1A , B FBUVERHERE,

ETRENRH

EMEREEHENEF L , BINEH SSM REFEHTETRENAHE., XTETRENS

# , Amazon Inspector £ SSM XEX AR BN X LXK Z RN A EMNEFIRERHFBTELE, BRT IR
EREREFEHRTEFERBEAEI , Amazon Inspector EFRIBH A A LAEE Amazon EC2
Linux 35618 Amazon Inspector ZRERE , ®MET Linux WEFFHNNARFFEEESEIREFE
EFamE.

134 Amazon EC2 324 112


https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://aws.amazon.com/service-terms/

Amazon Inspector AriEE

AR EA T Amazon Inspector 2{AIfE A SSM IREFEMPTE TRIEBHNAE -

1. Amazon Inspector 2 B MK 7 Al E SSM KEX , UEMNEHIRRETE, N TFREFIER
( Windows # Linux ) , XEXBRAIERNKH E2EB/HAMEFE,

2. Amazon Inspector £/ SSM MEHIFRREEFTEE,
3. Amazon Inspector 1P HIREAVE R |, FE XN B WERRBEERBELRIN,

SE=E SRt
WMRKBIHERIAT &MY , Amazon Inspector FERAETREH G ENEBTHAE

- ZEHBIEEXIFNRERSE. BXRAIBFWRERSZIIR , S Mthe section called “Amazon EC2 3
BXENRERGS NETRENAEXES,

« RfEA Amazon Inspector EC2 HERRIRZF ZEHIHEBRERIETE 25,

« Z%EflH SSM RE., AXBRUNBEEZRENRE , HSHAEE SSM KE,

ETRENEHEITH
ERETRENAMBAE AN , B THERT , Amazon Inspector 2%t EC2 SK4IE zh ¥ H A
- BEF EC2 =hlEt,

« EIA EC2 34 ( Linux M Mac ) EREHE4aT,

* Amazon Inspector 7 H##EEE RN INETHYE RAESSHEMMXEE (CVE) BB , Hix CVE 5&#/Y EC2 3%
Bl ( Linux 1 Mac ) #E3<A,

FHRAWSTKIE , Amazon Inspector 2F # EC2 £HIHY L)X ARt AIZE, t/E , 2 Amazon
Inspector ¥ SSMBEA ( BRIANRE 30 8 —K ) , REBHTEMEHIAF CVE HARMNE
Amazon Inspector EEMBEFHFHHEHZEHIRT , LRPAREFERSEH.

0] BUE T MK P 38 TR A9 SR IR TR RN ListCoverage R &EE LRI EC2 RHIREFER
SEBY B A,

Bi & SSM K

5 71k Amazon Inspector M EIEAE TRIEBHFRHE S EZH Amazon EC2 EHIMEHIRE , 1Z3EH61
2 Amazon EC2 Systems Manager ( SSM ) HHYFEESLfl, SSM EEXRPIELEHZ1T T SSM

ETRENAE 113


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed_instances.html

Amazon Inspector AriEE

RE , SSM ANEBZKH, MRECKLELH SSM RKEEXH | MATERTHMSER | BIATF
wmETRENEMH,

fE R LT I3 A5 (AMI) BIZ2 M EC2 SEHIBRIAZET SSM RE, BXEZEE |, BHSH AWS
Systems Manager AP EEHF X T SSM KE, B2 , BMEELZET SSM RE , BHAgEEEF
HTE SSM RE |, HEF SSM EE LI R.

LTRSBNET WEER IAM 268 B X445 Amazon EC2 S2HIEB B HIEERM, XESBITEMT
8@ AWS Systems Manager AP IEE A E S AE RV,

B AN SE I BL B ST R, BEA AmazonSSMManagedinstanceCore JRBg, ZKBE#HA Amazon
Inspector EC2 A FrE MY FT B X BR,

(® Note

R T LAER SSM MIAEHEERE , B31ET SSM EEFMA EC2 X6l , MEFER IAM
KOIBEX K. BXEZEE , FZARNINEERE.

3 Amazon EC2 324l & SSM

1. NMRBERGEHBEEAZE SSMRE | BERE, BXEZEL , BHSHAMEH SSM RE,

2. AWSCLI AR SSM REREBEEZIT. BXEZER |, BHSHKE SSM KBRS H B K
H,

3. [ SSM RFEERFIANR, BRI LUBEN I IAM SEHIELE 34 HfF H M 02 3= 415k % F 48
RIPR, AR AmazonSSMManagedinstanceCore & | BN %K EHE Amazon
Inspector 33 FTEM SSM Distributor, SSM Inventory 1 SSM State Manager X R, BXx8I&
BAIXENBRASEHIEE X4 H G EM RS FIAYRER |, ES 5N Systems Manager Bt & L4
R

4. (HIE ) BUE SSM REWBEFH. BEXEZER , BSH B3 EH SSM RKE,

( AT ) K Systems Manager Bti& 7 £ F Amazon Virtual Private Cloud ( Amazon VPC ) % &,
BXEZEER |, BESHEIE Amazon VPC i &

/A Important

Amazon Inspector EE R - 1 EH Systems Manager State Manager S<Bx = £k
ERHNRAEREE, METRFEEMBIRE , Amazon Inspector 2 BEIBIE—NE R
InspectorInventoryCollection-do-not-delete Hy3<BX,

ETRENAE 114


https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector AriEE

Amazon Inspector A FEERFHERYL , WRTEFEMNRS , M&BzEIE—1NE R
InspectorResourceDataSync-do-not-delete WES ., BXEZELR , HSH AWS
Systems Manager AFEEHANREBTENRREERS, S MNKFIES/MNXEHE—E
BENETRBERY, BXEZEE , BEH SSM mafRSP R EBERSHNEAKE

( AWS k= 840X ) . MREERFREKRE , WEERBR—INRRBERY , BSHE
BRERBIERSD.

NEAEBIEL SSM RIR

Amazon Inspector EEZMMKF HH KE SSM BIFEFT8EZE1T Amazon EC2 A, U T RERELE
B5E Amazon Inspector EC2 13 # At B 2 #Y -

® Note

N RTE J IEH K P 385E Amazon Inspector Amazon EC2 3Bl Bk 73X &£ SSM &R & B 41
—4 , Amazon Inspector & F — M AERIRZHEFHRUEEN],

InspectorInventoryCollection-do-not-delete

X —1 Systems Manager State Manager (SSM) ><Bx , Amazon Inspector £/ & MEH
Amazon EC2 RHIWEHRHNARFEE, MRENKFERXEHTFM Instancelds* RHUEF
B K SSM xBk , Il Amazon Inspector MERZX<BEMARHC I,

InspectorResourceDataSync-do-not-delete
X2—NERBIERD , Amazon Inspector £ T UREMNE L HIEM Amazon EC2 461 &% F|

Amazon Inspector I EH Amazon S3 Fi#EH. BEXEZEER , S5 H AWS Systems Manager A
FEEFHEEFTENRREERS,

InspectorDistributor-do-not-delete

iXZ Amazon Inspector A F#3# Windows SKBIH) SSM XxBk, tbXBrSfE Windows 3Kl E &%
Amazon Inspector SSM #&fF, MRBEHXHWTEPRIER , MELRBRFET — N XRKEBEHR R

A
KB

InvokeInspectorSsmPlugin-do-not-delete

1X & Amazon Inspector A F#3## Windows SEHI#Y SSM <Bk, LL<BX{E Amazon Inspector A LA
FRZABEHESAE , BEATUFERAERZRETHE Windows SKHINBEE L ERE. BXEZER
BZH 7 Windows SEHIFAHERE B E X it Xl
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#limits_ssm
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync#managing-resource-data-syncs
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync#managing-resource-data-syncs
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html

Amazon Inspector AriEE

InspectorLinuxDistributor-do-not-delete

X & Amazon Inspector A F I S# EC2 Linux REKREHR SSM XBk, HXEKATE Linux 24 £%&
% Amazon Inspector SSM & #,

InvokeInspectorLinuxSsmPlugin-do-not-delete

XRS5 Inspector AT Si# EC2 Linux SREKRER SSM XEX, BLXEXE Amazon Inspector
AR ZEG B,

(® Note

L {R{= A Amazon Inspector Amazon EC2 H#E R RERER , FIE SSM RIREDNT B zh MAE AL
B9 Linux A EEHEH,

ZAREFHE

HENKFLTESREERN ( 2BETRENPHENTAERDME ) , Amazon Inspector &
FUENSEPIEREREBERES L, N TELAERE | Amazon Inspector £ EBS R BRMERY SLHIK &
RHEER, CaNERERER ZARNXARTANE  BEEREFERFERERFBNNARFFE
ES2RE.

(® Note

B Linux RPIREEENARFAREESOREN , ERESFZSPAEMETHER  mE
FRENPAERIEERIA R EZMEIEAmazon EC2 Linux SEHIHY Amazon Inspector JRE &
EENHMER, XURE2SBE— M EHAETRANAERN , EARRTEREAETRE
WA EE—RERALTREREHTAE,

A28 T Amazon Inspector 20{A £ EBS REBUREFTEMNITERERHE -

1. Amazon Inspector 2R Mt tNZESL BRI PR E B L1 — 1 EBS tRE&. Z Amazon Inspector fEAERT ,
REBIZEELZNIKS S | 26 InspectorScan FRE@BHITIRIC , HEAM—MIHE ID ERIR
Z1E,

2. Amazon Inspector £ EBS [E#% AP NRBRARZRHKE , HIFHENREFERE. fX{EAR
MNEWIRE , BeERKBERI,

TREFTHE 116


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html

Amazon Inspector AriEE

3. Amazon Inspector iR E1E EHI K - A2 H EBS R,

FaFHE=H

MR SSHIHE R LT &M , Amazon Inspector FHERTREBHEXNE#THE -

- ZEPIEEXFNRERS. BXIEBNRERSYIXR , 55 Rthe section called “Amazon EC2 5
HEENBRERSHETRENTREXE,

« KRfEFA Amazon Inspector EC2 HEBRIRZFFZEHIHEBRTEFRIE TR 2 5o

« ZEHIIRAAAUNmanaged EC2 instanceStale inventory, HNo inventory.
- ZKRPIH EBS X , EAUTXHREHRN 2 — !

« ext3

« ext4

 xfs
TRERETH

LIRH K P BB NSRS MRS , Amazon Inspector 2% 24 DM FEZERNEHIHIT—IRTRER
. Amazon Inspector B/NITERSR N FPAEFH O TS KM= , HPIIEEE SSM REHFE
Bl , RERBSEEHHN SSM_UNMANAGED HIER A L4,

2 Amazon Inspector E R RIBRABEAEMNEHIIREA R B , BB FEFH Amazon EC2 KRy £
R A 2R,

ZALABE K E R N E A KA £ R BN ListCoverage B &EE LXK EC2 RHIRBFER
SEBY A,

BEAEKEN

EC2 A#E#E X RE T Amazon Inspector FEZR K - 1T EC2 1At 5 A BRI 3%, BT LA
EEAMZETH ECZ AR RENHEREKAMWAMEN, MK/ Amazon Inspector BiREE R
AUERAEER, YEHAEERXIRE RN Amazon Inspector ZREE R BT , RELRNEHLFR
B RAIKFIREZEHEER, Amazon Inspector EF L THEER

ETKRENAHE - E3#EENX T , Amazon Inspector ERBEFSREMEXREFETRENS
HHEE. WABEXEHEEKS PH SSM TERF , EEFL S TARHFEEE | RN

EEAHEHES 17


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector AriEE

CVE FXIKFIMER, ETRENAHEE TN FERMENZHIRA Amazon Inspector RERE, X
REFTHUEIK P BV RN R

BAHEE - FbHEERXT , Amazon Inspector FESFERAETREMEREBN S ERPAEEFER
Ho NTFLREHBEE T SSM RIEBHNFASKMHH EC2 354 , Amazon Inspector 2FEHETFREN A
Eo XWTFAZ SSM BEENFTEZMMES , Amazon Inspector FXFE M4 BB EBS X IFHEHIE
BAEREAE,

ERAHEEN

1. 3TFF Amazon Inspector $##l& , Wik A https://console.aws.amazon.com/inspector/v2/homes
2. FEANEALAMNER AWS XiF 878 , EREE X EC2 AR XE,

3. ENESMERNEMRET , EF EC2 HilRE.,

4. ERAHFEEXT  EREE,

5. B‘E-NHEEER  RAERERERTFELR

M Amazon Inspector 331 # HEER S 451

BRI LARIC ELE KB |, FFEBEBRTE Amazon Inspector A Z 7. WA HERSIBIBE TR LEEIT
ERENER. BLTNIREHM R,

Eff EC2 SKAIBERRERIEE <A |, BERUTRIREKA :

* InspectorEc2Exclusion

{E2AHER,

BRAMFRENESEE , BSHRIC Amazon EC2 iR

AL, LB FEARSIRIC A T IR ZEH AWS KMS B4 |, i1 EBS BHRELTRIELE
25 InspectorEc2ExclusionBXEZER , HSHIRICEH,

XEFHRIERS

Amazon Inspector £33 # XM Mac, Windows # Linux EC2 324l , ERIREREEFEPHIREES
. XF Linux 3£ , Amazon Inspector AILAER Amazon EC2 Linux 24I#) Amazon Inspector iR E
RE ERNARFREESSNAERI, XITF Mac M Windows £l , (NHERERERF S,

M Amazon Inspector 333 F HEBR LI 118


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys

Amazon Inspector AriEE

BRXXENRERSGNES , BELE SSM RERITHEBLRERS |, 2 HAmazon EC2 HHix%
R IERS.

Amazon EC2 Linux =4Iy Amazon Inspector JRERE

Amazon Inspector ¥ KT HI G EC2 AHBEETE , MREREDREEN. BIRER
& , Amazon Inspector A AN EF Linux B9 Amazon EC2 SRlF N ARFRFEES ENR4IR
o

Amazon Inspector 2FHREIES TENRIAER. RTRIABRA , BETUEREEENER. B
REZER , 1§51 Amazon Inspector SRER B B E L HKE,

Amazon Inspector {33 Amazon Inspector SSM A4 IWENHIFEH TRERERHE, N TEER
HHIY Linux #HITRARZE , Amazon Inspector & Bzl InvokeInspectorLinuxSsmPlugin-do-
not-deleteEBHIMK - R RIZLLT SSM KBk, Z Amazon Inspector BUERERER , e XKEX
FMER o

Amazon Inspector & 6 NSRBI EEFRHINAREFREFR , MEHITRERE,

B X Amazon Inspector TIFRERENHFRBES IR , BSHAZFNHEIES - Amazon EC2 REK
&,

® Note
Windows = Mac EH| A ZFRERE,

BEREFERRERE

(® Note

SFFE 2023 £ 4 B 17 B 2/BB0E Amazon Inspector Bk |, SRER E /4R Amazon EC2
HEN -5 B3E0E.

&\ LATE Amazon Inspector #ZHI &K~ EETER Amazon EC2 H#ESIHREFK S 2B AE
THRERE, MRRERERBCE , WIFEREHE (REREEEA ) . BUREFRE
EBUEIRD , B EMA GetEc2DeeplnspectionConfiguration APl, & , X FZAKF, | HFEH
BatchGetMemberEc2DeeplnspectionStatus API,

Linux R0 RERE 119


https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html

Amazon Inspector AriEE

MRIEIE 2023 F£4 A 17 B2 HIE5E T Amazon Inspector , I o] LUE IS 24 & iE =R
UpdateEc2DeeplnspectionConfiguration APl BUEREKRE, MRE R Amazon Inspector FIEHLHY
ZREE R , N A LA A BatchUpdateMemberEc2DeeplnspectionStatus AP i B 2 F &K & K Fi80E
RERE,

BALUES UpdateEc2DeeplnspectionConfiguration APl ERRERE, ARFHRAKF L EER
RERE, At , KEKFXIBHEZREE A A BatchUpdateMemberEc2DeeplnspectionStatus
API R,

X FER T Linux B9 Amazon Inspector SSM & #

Amazon Inspector £/ Amazon Inspector SSM $EHXY Linux SEHI# TRERZE, Amazon Inspector
SSM fEH S B3I ZRTE Linux SEHILLT BRAP : /opt/aws/inspector/bin, AIHITXHHIBR

5= inspectorssmplugin,

@ Note

Amazon Inspector £ Systems Manager Distributor £ Amazon EC2 =4l B iZH

¥, Systems Manager Distributor 52 Systems Manager ¥ 8RN ZIFWREF T F & ME
WP HNBRERS. EH Amazon EC2 SKHIMRERL R Systems Manager Distributor F
Amazon Inspector SZ#EFHI RS , Amazon Inspector FREMITRER BT,

Amazon Inspector £ 812 LT 304 B K EE Amazon Inspector SSM 4 INERN A T REREN K
= -

« /opt/aws/inspector/var/input
» /opt/aws/inspector/var/output
« WWBFRHMW packages.txt FE T RERERNNEFTHTERE, WR Amazon Inspector

EXpl EZRRAVEBIE—MERS , Mk X4 2IHZEFENEMIE,
Amazon Inspector FiZEHH BEFMTE /var/log/amazon/inspector B,
H% Amazon Inspector SSM 4

MR inspectorssmplugin XL EFMER , N InspectorLinuxDistributor-do-not-
delete SSM XEFE T — M AKAIRKRZHENRZTEE,

WMREFR Amazon EC2 13# , M Zi@w M B3I MFRA Linux EH EEHE,

Linux R0 RERE 120


https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms

Amazon Inspector AriEE

Amazon Inspector JRERER B E LKE

EBAI L AELE B E L BER |, ik Amazon Inspector XTI & #Y Linux Amazon EC2 SEHI# TR AR BRI H 1T
BR, HEAMBEENEENR , Amazon Inspector 2R IZE X EEFNWIE FEZFTHNEFE,

FIERFHAUNENMAKFELES 5 MEHENER, MRERALANEREERR , WA UFINE
N5 RERE, XEREMEATEMEA, XHE—K , ARPENKFHZATHEME 10 MNEENBEE.

Amazon Inspector (R T HEFEK WA TRIAREAN , EPEMEEENEE .

« /usr/lib

« /usr/1ib64

* /usr/local/lib
 /usr/local/lib64

(@ Note
HENMBREBENMRAMEE, Amazon Inspector TSI M ERE |, HIMNEXHRE
(NFS) £ Amazon S3 XRS5 HEE,

BENBRENER
LT HBEENLERHERTA : /home/usrl/projectol
BEMBERGEREY 256 MNFR.

BNRHINEFEZLRHA 5,000 4, BFEFRRENELRY 15 784, RMNBWERBEREEEN
BB, DX LR,

ERFAEPIREAE KR
Console
LA Amazon Inspector EREEB AN S HER , ARKRBUT SR AALRMNE E X EE,

1. ¥TF Amazon Inspector £ #l1& , Wik https://console.aws.amazon.com/inspector/v2/
home,

2. EAREALAR AWS X E&F8E , R EHE Lambda fRAERHEHN XE,

Linux R0 RERE 121


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE
3. ENESHMERMNEMZET , &F EC2 AHRE.,

4. HHOKFHWBENRET  &REE , NACHMNAKSFMEE, NMREREREER |
WA AEALRN BE X BREERFIERRE , NARROFEKSRNEE LB E.

5. EXAEHBAEENEE,
6. ERRELUREBENEZE, Amazon InspectorfFE T —/UREREF ERBXLRE,

API

1217 UpdateEc2DeeplnspectionConfiguration a8, X F packagePaths , EEEHHMEEEK
4,

XFNREEES

3 F Linux 3£ |, BRTIRERZEHHIREI , Amazon Inspector SRER ZIE 7 LLAE KB A2 FRE
ESEBNEELN, ITF Mac # Windows £l , (NIEERIERZEF 2,

BXxZEFNREBIBESWEER |, BSAmazon Inspector JRER EXFN HEEIES,

£ Amazon Inspector 31 Windows EC2 =4

® Note

2022 £ 8 A 31 B , Amazon Inspector & Amazon EC2 HiF B ESEE T B EZ1T Windows
# EC2 =4,

Amazon Inspector & Bz XD FTE XM Windows 3E6l | FFEMAELEFTE | TEETAFTIIMNRE,
BXAIENZFNER , HSHAmazon EC2 HIEIFWIRIER S,

ERABET Linux BEHIFRE , Amazon Inspector & E /21T Windows 31, Windows Xl & ¥11E
RIUNHTAE , ARE 6 MIEE R, B2, RIAN 6 M HERRRETRAEN. BXEZE
B, #BZ# 7 Windows EHIFRHEEEEENITX. THEMSBLRT Amazon Inspector 2011134 Windows
451

1. % Amazon EC2 Hi##i/5 , Amazon Inspector &£ Windows &RBIZEFHH SSM x
BX : InspectorDistributor-do-not-delete, InspectorInventoryCollection-do-
not-delete M InvokeInspectorSsmPlugin-do-not-delete,

4 Windows 3£ 122


https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html

Amazon Inspector AriEE

2.

InspectorDistributor-do-not-deleteSSM X<EXfER SSM XA4F] AWS -
ConfigureAWSPackageAmazonInspector2-InspectorSsmPlugin SSM % &4 BELK

5l £ %% Amazon Inspector SSM #i#F. WindowsiES [ >< F3& A F Amazon Inspector SSM

InvokeInspectorSsmPlugin-do-not-deleteSSM hH&EHIIZ1T Amazon Inspector SSM
B, LA EESE B BE H £ X Amazon Inspector BWAELE R, BRINBERT , BREANE 6 Nat—
Ko BR , B LUMER SSM HXEKIRE cron RiIZR D rate ZIERN , BENX—EE. BXRES
85 , S AWS Systems Manager AFEEH WS ZE : @A T Systems Manager # cron #l

rate RIEX,

® Note

Amazon Inspector ¥ E#H T BAESHEHEFMITNEFES (OVAL) EXXHEFE S3 74
inspector2-oval-prod-REGION, Lt S3 FMEBEREHERAN OVAL EXL , FR#H T
B, TR E I #E Amazon Inspector To3EH#H#F XA H CVE,

Windows 3=4l# Amazon Inspector 33 ER

E13# Windows 3£/ , Amazon Inspector ER3LFI% B A T &4 -

ZKBIR SSM FHEXS, BXRREFHEXPIVEEA , FSHEE SSM KE,

« RHRERFERZIZFN Windows BIERGZ—. BAXIENRERGRENTREIK , BS

Amazon EC2 Hi X IENRIERS .

« Z3Rfl&% T Amazon Inspector SSM . KIS , Amazon Inspector 2 B N IEEXHI R

Amazon Inspector SSM ik, BXZBHHNFMAEE , BSH T —NMEE,

(® Note

MR EHAE Amazon VPC HIz1T , BB HMEEBMIGE AR , W Windows B ERE
HLEERS 15 W] X 15 Amazon S3 ih K. E THAMMEE Amazon S3 Amazon VPC xR , i5Z5
%] Amazon Virtual Private Cloud AAF#EEHAIEMXiRS. MREH Amazon VPC Kix
T SR RE PR HI3T SMER S3 IEAERERY AR | NI LAZRBAHE R 15 1E FB Amazon Inspector 439
iR AWS XiF |, ZFMEEM A TG EEAH OVAL EX. WEFE#EBERAUTE
N : inspector2-oval-prod-REGION,

4 Windows 3£ 123


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3

Amazon Inspector AriEE

X F &R T Amazon Inspector SSM #&# Windows

Amazon Inspector EEf H Amazon Inspector SSM &4 F BE I IEHIWindows3EHl, Amazon
Inspector SSM 1@#H£ B3I ZEREEAIWindows3E6l EC:\Program Files\Amazon\Inspector ,
HEnB AInspectorSsmPlugin.exe A HITH =3 &2 4F,

BIB LT XL B RN T % Amazon Inspector SSM 4 U E R B4R -

* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgramData\Amazon\Inspector\Logs

@ Note
ERIANER T , Amazon Inspector SSM w4 HIZ1TE ERIK T IEE KT,

E% Amazon Inspector SSM @ #

IR InspectorSsmPlugin.exe XH#FTEEFMBR , M InspectorDistributor-do-not-
delete SSM XREfFE T — Windows A IR EH Z&EAEH. WMRIRBEE Amazon Inspector
SSM #&# , FRATLAfEAAmazonInspector2-ConfigureInspectorSsmPlugin3 &4 L&Y “EHIgk”
B,

A, MREEFERLSE EC2 31 , Amazon Inspector SSM & #4F B 31 M B Windows E 41 L
Ho

® Note

WMEYRTE = Amazon Inspector Z B fE1E SSM X , Amazon Inspector SSM HE#FHR B £
WindowsE#l L , {BFFFE[ Amazon Inspector SSM EH KX EBE. BEXEZER , TSR
£ Amazon Inspector,

A Windows SEHIHE R IE B E L itX)

B LAMER SSM A InvokelInspectorSsmPlugin-do-not-delete XEki&E cron KA rate
FKIERX , M BE X Windows Amazon EC2 KBl 2RI RIFEETE, BXEZER , S0 AWS

4 Windows 3£ 124



Amazon Inspector AriEE

Systems Manager FIF¥8REF S ZE : A T Systems Manager B cron # rate ik , SIERALT
A,

MAT R ROIFEE— , FH rate RIEX K cron RIERF Windows SEHIH T EMBRIAN 6
NRTEHRA 12 /Mad,

LA R E SR & 655 Ff B Associationld B B < Bk InvokeInspectorSsmPlugin-do-not-delete, R
A] BAAssociationldiE X Z1T AT AWS CLI &K RIREY

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(@ Note

Associationld2 XE 4 , L EBFEEENEBINXERR—PME—M ID AWS X, RE , &
A LLUE{T LR a T , EER Windows RHiRE B ENARITVNNESNMNXBERHTET =,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectoxrSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * 2 *)"

£ Amazon Inspector 3# Amazon ECR &R &

Amazon Inspector £ F £ Amazon ECR B ERMGUER AR SEY , £ REFERHEER
BRI, AxEaXNEERBSHNAERIRXBENER , BZHAmazon Inspector FHYIFHZE RIE
A,

133 Amazon ECR REsm & 125


https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html

Amazon Inspector AriEE

73 Amazon ECR BE Amazon Inspector 13 /5 , 2% Amazon Inspector & B N B EM TR ik
HRS . XFRIAWERITHE ( B Amazon ECR & #1214t ) H#H 183813 ( BB Amazon Inspector
REMITE ),

Amazon Inspector IR EBAFE T EMREINBEERENEREES HTHRBERE, BN
£ Amazon ECR ZH#l&H , EF{HNREE—F , FAEBRAREMERIN ATV FERT. A,
BN EREMTERATEAPAEERNRS ( BFEM Amazon ) FEF AWS Security Hub F4LEIX
L5 %I EventBridge, ¥RAILATE Amazon Inspector #2#|A LEFEBIABEAINLE R , UL https:/
console.aws.amazon.com/inspector/v2/home, BXRIVALERELZINER , FSHREE Amazon
Inspector PR AERIN,

BXEUE Amazon ECR HIEWAEE |, BSRBUVEHBER,
Amazon ECR HEMNHEITRH

HIBEIXBE ECR HEH BN TR EL ENFLAMEET , Amazon Inspector 28 M F &7 30 XKW
HIEHET X 90 RN AT EFE&HNE G, AFE , Amazon Inspector 1 1R N EIH B & HF
HAMRAEENactive, LAERBGELETE 90 XA ( BN ) RELEEN ECR EF PRI RIA#
EHEEY , Amazon Inspector YL BRI LERG, BEXEZFEL , BHSH OiE ECR EFANE
LA 1A,

RN TEHEHEE | Amazon Inspector 2T TER T B33 ARG FRERE

. FHHEFHNBESMGE,
« 3 Amazon Inspector EHEFEEHRRMFHNENMRBEFMNXEE (CVE) B , #H CVE 512888
BRGAERET ([XPRIFERE )

MR/ EEEREN AR  WRAAEHEEEGN T SN ERITHE.

FBA BRI EE NN A SRREETFHEA ListCoverage API EF LIXRERBMREREFE
AR, XELUTE4R , Amazon Inspector 2 FE#H Amazon ECR BR&EY _EXFAERTE] FER -

« Amazon Inspector 5 5 XY & 25 B K RV F] 18 A 1 B

« BT Amazon Inspector BIBER RN T E¥MZBSMENFHELMRSEEMXEE (CVE) BE |, Fit
Amazon Inspector B A BB AT,

RENBRERGMERER
BAXBWRERSNES , WSMAnazon ECR AMXISHIRIERL,

Amazon ECR H#E/FHWITR 126


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
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Amazon Inspector Xf Amazon ECR 17 ER A EWE U T TN EAKIER .

« "application/vnd.docker.distribution.manifest.vl+json"
« "application/vnd.docker.distribution.manifest.vl+prettyjws"
« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

(@ Note
T HFE FHEF DockerV2ListMediaType B%&,

A Amazon ECR FfiELl Eg5a 318

#UE Amazon Inspector Xf Amazon ECR ARG , cERAFEMERMVAREEIRE,
EMRWBWER LS MNERITHEHR N Amazon Inspector IBEH BRI, BXEZELR , H5H
Amazon ECR A F R+ iR &I,

BRI ECR R EERFRERFINERBABMRE, KAUNFRELRFEARIEENAHE, &
AHEEEEANPEN B ERDHE, HAREHEREROEERERAH#H, N TXHEMERD , #HaL
BEYEMESFARARAHETEE, RAMBERT , BRREERAHEN | RENERNFEAKMT
BE#E,

BLE R IRE

1. #JFF Amazon ECR ##|#& : https://console.aws.amazon.com/ecr/o

2. ENEALANAWS Xif EEHTD SRS L EERRNFEENXE,
3. ESMERT , EFLEEMEK , ARERHAHE,

4, EAWRAET  BEREBRAESEP. NRERED , HEFEBARE,

BHIABRT , BEREPMEFHELETL FIEPRE , XFAIMBEEMET S TEMN Amazon
Inspector HHH B HEE

5. BUHEERBERHMAEEMEE LML FeERSERSAMmERENaH,

BEXEEEBEARNESER , H56 Amazon ECR AP ERM PR EAEE T,

I Amazon ECR 726 EE B B i858 3 127


https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html#image-scanning-enhanced-enabling

Amazon Inspector AriEE
BtiE ECR BS54t (A

ECR EFH#HIFLATEIRERE T Amazon Inspector FE LR 17 5 FEh R EFMENBEKE, BRI
NEGHE B FNRGER A AR EEHRIFRFERE, Hik/S (SBFMBEALFHFEKS ) BHERIA
RFFLEN 90 X,

B b 3K H H 4 42 A ]

B i35 B EI R BRE T Amazon Inspector ERF A E B Hi 2 R B G A T F E L
BERETE, TR A AEEHRAHESRNE

« 14X

« 30 X

* 60 X

« 90 X ( #N)
« 180 X

- L AH

B 2B B Hi e ad Al

AR ASPRFENERE T ERE— XA ZE Amazon Inspector FE W IZE GRS E. T
IET ] A E R EIFLATRE ¢

- 14 X

« 30 X

« 60 X

« 90 X ( AR1A)
« 180 X

REEFREBNHAMNE B PAHERN HE % , Amazon Inspector fi &SR M EFH P FHR %,
MBREEEAHEIENPE B IR HIA R EBRE , Amazon Inspector FFE IEX Bt T #8,

@ Note

= Amazon Inspector £1E EZEE & , E2FRGHEABRSKRBIRE N inactive , EEARE
RENexpired, RAfF , EaTHXAMBEEXNBBRIERLER,

ECR Ef A FLE A 128
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FMEFMAEFENERENZRESENINE, Sl , MRELENERSG , FERRENTMGEN
B, E# , IRERFNEEAESK , FARERNVEEFENE,

UEHREZREEAKFNEHRREIFLEER , Amazon Inspector 2/ iZIREBN A FALFNFFE
B R K P o

Bl E ECR EFHEFLERRA

1. $TF Amazon Inspector &l & , Wik https://console.aws.amazon.com/inspector/v2/home,
2. MEMBEKRPIER “ERRE" , RFEEFE ECR HERE",

3. T ECRAEHRKRE®D , £ ECR EFARKBEMET , EREiRENEGH X B LR ME G
IREN B BRfF4eat Al .

4. ERREF. BN RENLEIER.

® Note

on R ISAE KX B HAFF4ERT ] , Amazon Inspector & E RN A TEE N FERBENE#FES
FIEEXHAENEG, B2 , IESEFHFNSENEAHETIEEIREG , S TIEE
RS

£ Amazon Inspector #1713 AWS Lambda

Amazon Inspector Xf AWS Lambda BRI X 3FH Lambda BRBFE IR T4, BN R LRIEIT
f&. Amazon Inspector IREFHFIE Y Lambda Hif, XERHERBM U ERTEXERMVMETITME,

Amazon Inspector Lambda #r/#3#

X2 ERIAR Lambda H#E3E A, Lambda frERE S Lambda RER EE FH R B EF A H
m, UEREFOMEME, BXEZEER , 85 Lambda tr/EEH,

Amazon Inspector Lambda X313
XAHPAERBESPAHEEBRERTHNEEN NAREFRE , AER LB, SA S IhEE

Lambda #RAFHE , AT LARREUE Lambda /R AN Lambda I3, BEXEZEE , 55
¥ Amazon Inspector Lambda X3,

BUE Lambda 33 /5 , Amazon Inspector £ EREI K P A AIZE LT AWS CloudTrail SHRESHEXHIER
& -
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e cloudtrail:CreateServicelLinkedChannel

* cloudtrail:DeleteServicelLinkedChannel

Amazon Inspector BIEIXLERE , AFEAECIIRKEZBEMNEAE CloudTrail B4, BXxRZREKIUER
BFEELE , BSHEMEH CLIAWS EF RS HEXIME, CloudTrail

(® Note

Amazon Inspector &2 # RE R RE R FEBRE CloudTrail RE—HEEKF FH
CloudTrail B4 , B2 , RIMNBWELIZEH 2 HRE CloudTrail REEIK N EH,

BXRESE Lambda REHREA |, BSRBUERERE,
Lambda BRIV AT H

BUEE , Amazon Inspector 2FEHEK - A E 90 KA AAREFHMFTE Lambda EE. EUTIE
T, Amazon Inspector &3 Lambda BEUS s EFEHITE

« Amazon Inspector KIMIME K Lambda BEEAT,

« J¥HH Lambda BB FE Rl Lambda BRS5AY,

- EBEBIA Lambda R H R K N AR F B S K B I E#HAT,

« Amazon Inspector FEEFEE AR RN INFHE LRFHEFMMX I (CVE) B , HiZz CVE SZMEREHE
XKAt,

Amazon Inspector 2 &/ Lambda BB ENE BRI H3 TR | B 2)Z 5B BR R 8HE
BREFAEBEZH

BE B K A ERENEN Lambda EBUET <A ListCoverage APl EF LXK ZE Lambda &
BREEFEERENIE, ZELLTEHE , Amazon Inspector 2 E #T Lambda BB #Y L)X 33818 ==
B -

« Amazon Inspector SEF XY Lambda BEREE #1833,

« E¥ Lambda EZKET,

« AT &M Lambda BEEAHI# CVE I B HMZ Amazon Inspector ZIEES , Amazon Inspector E#f
= EREATE (DR
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XEFNETRRENFS REARE

¥t F Lambda #x/#33# ] Lambda #3333 , Amazon Inspector XETFREINETR RS, BXxEi
RAHRBTENETHNRENIIR | BSHZENIZEITERIRS : Amazon Inspector Lambda #5/£H
WA FNETIERS - Amazon Inspector Lambda KB,

RTEEZIRFNETRRSEZH , Lambda RBUEFEFHZ U T FRM4F B HEEHEIT Amazon
Inspector 334 :

« &% 90 XRWAAREFHT ZE K.

o ZEBIIRICH SLATEST,

o ZERBRZEBEMNEHE B,

(® Note

% 90 KAKREARIEXM Lambda ERECHE B HEBREREBE 25\, 1R Lambda B E
R A SN B3 1T 7T Bk, W Amazon Inspector FFIXRE 5 B 3 PERRR B BHY 4,

Amazon Inspector Lambda #r/ER

Amazon Inspector Lambda #5313 A1 R B &R 1N E Lambda BREIEFIE B N A F S U A Y
BURE. Hlin |, IR Lambda MEBUERAK python-jwt BFEMAEFEE S AR , W Lambda #&
EREFERE N ZEBNBERIN,

IR Amazon Inspector £ Lambda BN AREFSAB I PR MBS , I Amazon Inspector &
ERFANEFIREEEXRBENBAERI,

BRECERERENGN , BSRABERERE,

® Note

Lambda R ER# T 213# Lambda Z1TRRIFME R ERIA L &R AWS SDK K Eilil, Amazon
Inspector {13 4 55 A B B85 L 4% B AR B I = M B 4 AR B IR B T

TENZETRRSZMNEHK 131
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® Note

{2 Amazon Inspector Lambda ¥r/& 33 $ th 5 B 8445 A Amazon Inspector Lambda X#13
o

M Lambda #rE$3 1 P HEBREIER

BRI LAFRIC H LS , SFEBERRTE Amazon Inspector Lambda #R Rz A, N HEBRE A
F By HI TSR R IER B IR,

EM Lambda frER#E P HEER Lambda B% , BEAN TRENFIZEK

« # : InspectorExclusion

« {& : LambdaStandardScanning

M Lambda ¥r A # P HEBR B EK

1. £ https://console.aws.amazon.com/lambda/ 3T Lambda &l & .

EFE

EEHEERD | RBEM Amazon Inspector Lambda #r/E33H# F HERRHY BRI B #ro

ERERE  ARMNKEREERZ,

EREERE , RREEFINEFFZL,

ERFEPBMA InspectorExclusion , REEEFED M A LambdaStandardScanning,
EBREFLURNEE | HIFERBHEEBRTE Amazon Inspector Lambda ¥R/ 2 Hh

N o o bk~ w DN

BRI Lambda HIRIFENESER |, BSHE Lambda BEE EEARZ,

Amazon Inspector Lambda KB #

/A Important

RBEAEM Lambda BMBPHRAB AR , ARBESRONFIAIMREME. XLERRATEUAX
AN RN ERAD Y I R E R B,
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Amazon Inspector Lambda XBAESRFEL £ RETEKRAE Lambda HBHFHWEEXNARFR
B, LEXRRBRE. AWS Lambda KRB TR ZEARE, HIFHE. FMBERRBHRD M
%, AXUARENEE , BSRABETXEMNIIgE ] A%,

Lambda frERBXIEE A AR P ERANNARF MBI , LERENESEEFXEE (CVE),.
& 0] LAE B 3E0E Lambda %333 Lambda Fr AR,

Amazon Inspector & A B o #E MALESF S KiFh Lambda HEINARFRB , s TNARERF
KRB EMAEZEEHMY, SETE Amazon ST &K A ZBR N EF KR BE R BERH TR FRE
CodeGuru, BXAIEER NN FIFK |, ESRIRCodeGuru N ZF5E,

R Amazon Inspector £ Lambda BS¥ N AR AR B R4 EIAEES1E , Amazon Inspector &4 FXi¥
MO RBEFERENFERI, LBEANXBSENBERBINEINVE., BREABHRBHE
DR B AN e, BV ANIEFEEE plug-and-play AT T &# 3 S WHEHABTHRBR, B
THNEMAERIN —RABIRIEEAN |, R T XLEEWHNRBEE,

/A Important
RBIBEUA BN HEENERXATERRSRERHUZE , Rt ERMB THE, SRt
B RAMRBIBEWAT. ERPRBINRBNZA , FHFLFAFRXLEEN, Er6e
SENARBINREIGHITRE , LUBRRBEFSENTH. BSRATEN Al K,

FEARBRSE M EER I P INERHE

ZRSFE#EMSEA Lambda KBHBARARBRERRMEINRIBH B, CodeGuru RRIANERT , B
CodeGuru ##HIWAWS BEEZHAATMZEENKBE |, B2 , BILUEN Amazon Inspector API £ B
CHEFREZARITNSE, EXEZEL , FSEANAELI RN AREHITHESNEZ

AJ AR BYBUE Lambda RFB M Lambda #r/ET . BXBFHMRENYA , FSRBUEEHE

A,
M Lambda #8134 F HEBREIEX

BT AR LS , ST HBERRTE Amazon Inspector Lambda KB3R5, N HEBRE AR
FRIE T R RENE IR,

EM Amazon Inspector FHEBR Lambda B3 , Lambda BB AU T REXNFRICEE

- % : InspectorCodeExclusion
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« {8 : LambdaCodeScanning

M Lambda B #H FHEERE K

BN LA T Mt & 5 Lambda #2%|& : https://console.aws.amazon.com/lambdal/,

gt = T 8

EEBERD , RBEEM Amazon Inspector Lambda X333 # F HEBRBY BB B o

EREE , ARNEREHERFX,

EREERE , RARERFMNFIRL,

ERFERPHMA InspectorCodeExclusion , REEEFEFH A LambdaCodeScanning.
ERRFLORNMGE | HREREBEEBRTE Amazon Inspector Lambda B3z 5,

N o g s~ D=

BRI Lambda HIRIFENESER |, BSHE Lambda BE L EARZE,

AR

& T LARE R A #THY Amazon Inspector F#ER A, ERHERBERE , BT EHRZABRRELE
BROIMEBRELN, MREFMBEHERE  RELABHFESZENEIR , Amazon Inspector 4
BFHRAELXN, ZERAERNKE , AIUEFAZASHAERN, BXEZER , B2 M
Amazon Inspector §HIBEXIMIRE o

ERAMERE  ZAWS K THARERETY  BARATEEANABEE, UTEEMXLE
AERBER/RRENTL
« Amazon EC2 3# — Rk £/ Amazon Inspector Amazon EC2 3# Rt , Amazon Inspector
HYLAT SSM R BRRHSIBR -
* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete
* InvokeInspectorLinuxSsmPlugin-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, It4h , B ILRXEXZLEM Amazon
Inspector SSM $E# E MBI FTBEWindowsEH LB, BXREZEL |, 55 3 Windows 3£
il

« Amazon ECR 13§ — H {5 H Amazon ECR BREsM &1 /5 , &K 8 Amazon ECR 33
B MR Amazon Inspector # {Ti8B I E XN FEH Amazon ECR #HiTEZARIIH,

=
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« Lambda ¥rAERE — NI EH Lambda fREF#ER |, MRERBAE B FERS | NFER{E
A Lambda X821, A, SABEHEGIZEMN CloudTrail BRSS < Bk STHE [ 4B BR .

FRAHE

EFRENKFHOMERKMERLSE AWS XEERZIKF# Amazon Inspectore EXEZEER |, S
¥ £ Amazon Inspector.

EEZKFIMERTERIESE | IB5ELL Amazon Inspector ZEREB R B HERETRUAT SR,
Console
ERAE

1. $TF Amazon Inspector &l & , Wik https://console.aws.amazon.com/inspector/v2/
home,

ERAREA LA AWS XiF &ESE  EREFAABNXE.
ESMEET , ERKSEE,

ERIK PRI LR R IK P RV R RS

R EFEARENFNKSX MY EIEE.

BERE  AENERAETHEEEFEREABRE,

(#% ) BEF AWS X AZPHERENS M HEREPEEXESR,

N o o~ w0

API

Z1TER API8F, BERY , RHEEEFERARAEMNIKS ID, 3T resourceTypes , #ft—1
%A EC2. ECR. LAMBDA = LAMBDA_CODE , A=A,
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BB =250 (CIS) 1316 EC2 L4l

LR} MK~ /B A Amazon Inspector EC2 1H# 1t , RFAFIL S # Inspector 1T R HE CIS 13

#. Amazon Inspector CIS £ #&H Amazon EC2 SRAIMIRERSHTEENR , LEEHERERS
HEEBRRRZEHOFHIENRERREN, CIS Z2EENHITNNZLEERSRE T TUIRERE
BEHEMRESXR, BXEZELE , BSEMTLECISEHK?

Amazon Inspector RIFEEFRWEE P E XN KFIFREFRPAE TR , X3 B8 Amazon EC2 EfIH 4T
CIS H#. XX FEAN B , Amazon Inspector AN ZEZHHIT—RIIRE, BHIREHSITMA
FHRGMERESRSHEN CIS BRI, B XEEMBCISEEIDHIFE , X5EZFEMWCISEHE
MHBWEEEX, ARTHE , BAUEEER , AZFLENKIINZRENBLERLEBRT., KK
Bk,

Amazon Inspector CIS H3#8#y EC2 LHIER

EXNEHEHIZEIT CIS 334 , Amazon Inspector B3R iZSEHIH B LA THRA

« RBIRERGR CIS HEIFHNRERG 2 — AAXBFNREERERENTRIK , FSAXE
HYRIERSE - CIS 13%,

* Z3%f 2 Amazon EC2 Systems Manager (SSM) £&£6l, EXEZEL , HSREH SSM €
I,

« Z3RfZ$E T Amazon Inspector SSM . Amazon Inspector £ B3I 71 SSM EERHIZLE 1A
.

o ZRHIFEHIEEXHRTF SSM EEZEHIAINPR , SAK Amazon Inspector X iZ 3Kz
1T CIS HEWM R, ERFIXLENPR , B Amazoninspector2 FullAccess, AmazonSSM
ManagedInstanceCore #l Amazoninspector2 1~ManagedCispolicy SREEKi tIEl IAM A€ | HFiZA
BAE SEHIES B LM N R HISE 6, B < Bl MM NS A BB XA i%ER |, iS5 A mazon EC2
AFERYPINER IAM A6,

(® Note
326 EiE4T CIS HH#Ert |, FBEEJS A Amazon Inspector SRER E, MNREZRRER
& , Amazon Inspector I2¥%&EZ % SSM RE , EF2BHARAZBHRETRERE, XE
bR BB ik P AR EE LA R R BR: InspectorLinuxDistributor-do-not-delete.
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Amazon Inspector AriEE
I[ETEIE1T CIS 3%

ERBRFEEIT—R CIS B , bl BURITRIEREHE, BEzTHE , BRel2REEE.

BIEEFEER , BUUEER TEMEFNRSREXN. MREZENHLE Amazon Inspector &
HEER , MAUERBEREREES MK , Amazon Inspector HEZBMNKF PEREHREERZ
MISEfl, BETLAREAEIER CIS BELS, X TEMNEEMNR , CIS BXF 1 £ 2 REEXH , %
BEXHEENTRNETREEENTRAZERAIREEREE,

« ZA 1-HEETEEARELEENELFAELRALRSRE, XEXEREMNZLSHRIIREFTLH
MiARSS. XEBWHNBRRRDREAOLNEE , NTRERENEZEXE,

s BF2R-NELEEUNBEHEFSINEZLRE, XL REFTETHTAXNMBE , UFAREEH
BRARA SR, XEBVUNEFRERBESNUES

ZR2EK 1R, HBIEE 2 Rt , Amazon Inspector 2K EE 1 RMFE 2 REENFEEE.

EMRPAESHE , EULLEENEHEN—XEAE (EXABEERET ) E_2EHAHE. EEAKTIU

BX, BEARBAET , HEHEERE,

® Tip
ENEBEVUERHEETHEERTAERWRSH B BiFatE,

Bl CIS HHEE

—

#TF Amazon Inspector ##|& , Wik 7 https://console.aws.amazon.com/inspector/v2/home,
SEANEA AN AWS X £F8 , EEEZ1T CIS A AWS XiF WL E.
ESMERNZEZARET , &F CIS A,

TR plEFRE,

w0 N

a. WAREEESRW.

b. WTFEHRRR , MAETENEM LARENRANENE. BEHTUEE 25 M1 E2E82EA
BHORE , I T84MNEH  BRZSUTUEEEINTRNE.,

c. ¥ CIS EfKF, BALUNEARZRLBERELR 1, NERLZEHERERS 2.

5. XF Target k™ , BIEEEERE P STIEMLENRS, ALPRMIIKFAHRATLLER “BER R
Hik 8|2 EE. Amazon Inspector IBRINEE G I LUEE “FREKF” REMALRANFTE K
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P, RERRE EERF HEEEENNRAKS FE, BSNNEERATUMASELFMA 2K/,
IDRABCHKFUEAEEREE, BXEZER , H5H £ AWS AL FEE Amazon Inspector
CIS A EFEE,

6. NEWMEEMNEIR. £ —AMAE (HETAEREBRILEET ) X EEHE ((BELEEN
ITRItENE T , EEIFEMIBR ) Z E#FITIERE,

7. %F AR UERPERENCIE,

EENYRLE CIS A E

B AN ERE S mE a1 IR,

EEYHmE CIS AHEE

1.  FTFF Amazon Inspector #2#|& , WitA https://console.aws.amazon.com/inspector/v2/home,
FRANEA LA AWS XiF &#&E2R |, EFEAE CIS HEEE AWS XiF BN E,

2

3. ESMEMRNERFLET , &EF CIS B,
4. G R UEEMRABRE.
5
6

M BHEEEAN JPERE-I , TAZAREENFAES.
(AN ) IR RIE LE R EEN S

EE CISHEER

B THBEER , Amazon Inspector B —MNAWES , HEH—RHE ID TREFELE
-

AHERFEARTHER 90 RART, EANEERXEFXEHRRFCEANEHEER,
BEXFLENARER

AHEREZAFHPRANITHEIRERTIH. N TEIRE , EH2WE-0RE , UBABSZIRR
BN, KW,

RERCENAEER

PHRERZARBEEFFHNNENINRRRITOE. N TEHAR , £HB2WE—0HRE |, WHZRFEN
WELERES, RWIBHL.
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EERHEER

$TFF Amazon Inspector &5 , WikJy https://console.aws.amazon.com/inspector/v2/home,
SEANEALANERE AWS XiF & , EREEFARLER AWS XiF WiLE.
ESMERNZEZEAET , &1F CIS A,
M B 1D S EREEEERNEM D,
ERMAETERARER

REERREENFAEFRABELLENARER.

o ~ w0 bh =

XTFIHNRE , FERFRSH PEFET, ShEHABNHRT , BITFARZRESM
ZRE AN R FRAE.
R ERENTR &0+ , EFRARLENARER.

EE-DMRBEATHFAGEEER , EFFH T ZHRES, RUIBRINRE.
6. (Hit) ERAE—NERNmEERMLICER,

BRI EAEEI B APl TE CIS ARG R
THRAFESR

$TFF Amazon Inspector &5 , Wik https://console.aws.amazon.com/inspector/v2/home,
SEANEALANERE AWS XiF & , EREEFARLER AWS XiF WiLE.
ESMERNEZZEAET , &1F CIS A,

M B 1D SIPEREEELE RN D,

ERTH. IREEERNEER , WA LERTHREEXAKFHER,

o ~ w0 bh =

£ AWS HLFHEE Amazon Inspector CIS FHIEM EEEIM

FALKIZEIT CIS Rt , KA Amazon Inspector 2N EE A LAUTEN AR E CIS HHi#E
BEEMRBEERH#ETRE,

HERNEEANMAERKS K AT ID JRGE CIS AEREN , ZARFHEZARRE.
T LUFERNWEEREWMNK, , BUUBTBALRENREERE , IEXEREEEHEMD
TRy, ALMAR CIS HEEERE - ARN , ZARNFERIDIINMEE , HEXM
™ i arn:aws:inspector2:Region:111122223333:0ownexr/0OrganizationId/cis-
configuration/scanIdiF ID ¥¥=2 Organizations EEMK Y ID,

£ AWS AL HREE Amazon Inspector CIS 13RI EEEM 139
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/A Important
BT EMALRBEERN CIS AREERMIFE,

RN EER QIBRHEEFEESELFN BRIk, EKFHRAZHAKREKE. BIEMBNETT
HEWAR , wiNATNERZAREKE.

(@ Note
BN EREATEZERE HRAKEERN BFRSELF,

HARKS, MYKFHABFRSELFABNZEREER BN PERER O BEX LR
ENKFFIE, XL CIS HAEEESE —1 ARN , ZARNFZK S AFmEE , HEXW

™ 1o arn:aws:inspector2:Region:111122223333:ownexr/111122223333/cis-
configuration/scanIdMF ID FF2EIZHFHEHHK,

ALAPHRAKF TN ACHKSIRAHEE. BRNEERATUEENAENARKE  BX
ERETMEREN. MRRAKSBETEAR  WERNEERFLEZERI IR EZNEHEEE,

BENEERATUERALAPEAKSNREER  SERATHNABE R, RAKS TUERHKS
RERAVEM CIS HIEER , S FARNEER RN EIR.

Amazon Inspector 15 A T Z# Inspector CIS 13 # Amazon
S3 7

Amazon Inspector & 1F CIS HEMMENEHMT HREMITFIES (OVAL) EXLXH, TRIIET
Amazon Inspector B FIEHAH OVAL E XK Amazon S3 ZM## , CIS HIEREXISFFEAXLE
i@, AWS KIBiAXE | N VPC FRFE#EIAGFTZE,

(® Note
LU Amazon Inspector i 5 # Amazon S3 BN AE R IF 2L ETIL, BR , %
FIRTRELEFHURBBI T AWS Xig, BTRERXLEZ44E A T it Amazon S3 24E
HIEEE S Amazon S3 FEREH,
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RAriEmE

CIS 1

cis-datasets-prod-arn-5908f6f
cis-datasets-prod-bah-8f88801
cis-datasets-prod-bjs-0f40506
cis-datasets-prod-bom-435al167
cis-datasets-prod-cdg-f3a9c58
cis-datasets-prod-cgk-09ebl2f
cis-datasets-prod-cmh-63030b9
cis-datasets-prod-cpt-02c5c6f
cis-datasets-prod-dub-984936f
cis-datasets-prod-fra-6eb96eb
cis-datasets-prod-gru-de69f99
cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4efflc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-1lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f

cis-datasets-prod-pdt-adadfoc

AWS X3

WM ( BT REE )

R ()

s (L3

TAMK (EK )

MR (B8R )
WA X (Henik )
ZERE (RZEM )

M (FFREB)

MK (BRE)

BN (R )
MEN (ZRD)

TAMK (FE )

ZERL (HERTMILE )
TAHR (E7R )

TAMK (KR )

BN (402 )

BN (KL )

TAMR (FRE)

AWS GovCloud ( ZBEHRE )

AWS GovCloud ( EETEE )

Amazon Inspector 15 A T I &3 Inspector CIS A # Amazon S3 Zf& &
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RAriEmE

CIS

cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8each

cis-datasets-prod-zrh-67e0e3d

AWS X3

ZEFES (BRYRM )
ZEFEL ( MAIERLLE )
WA X (B0 )
TA#K (EE )

X ()

FE (TE)
RN ( FRE )

Amazon Inspector #1/8 A T 35 Inspector CIS FA#i#Y Amazon S3 4k 1&
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M Amazon Inspector X AWS MMERN B E X

N T HBEHBR A FAERE Amazon Inspector X I& AWS IREH B ESEE , Amazon Inspector & & L
WKFEENERETEXTIDAREZRHFEENKS MR RARSHEITTHENFAGS . BILkR
H, BUUEFARCERITBRENMEMABIE, BETLURA 2 Amazon Inspector X &N & JREY
BER ARANEBERERRNRBAELI, MRERALLH Amazon Inspector ZREE & , N LEIE
HEREALAFTEKRS ST EENFHAER.

#{& Amazon Inspector 3 & AWS HREN B EEE

1. #TF7F Amazon Inspector #H| & , Wik https://console.aws.amazon.com/inspector/v2/home,
2. ESmERP  ERKFEE,
3. ERFEENEL , ERAMTRANEBEERUBRET <P —

- K7, ATKFRAINERE,

« 3£ , BF Amazon Elastic Compute Cloud (Amazon EC2) =l B &,

- FfE , BT Amazon Elastic Container Registry (Amazon ECR) & EEM B = =,
- BR%& , T Amazon ECR BesMEN B EH,

« Lambda , i F Lambda ¥ B R =X,

ATHFHEBNETENMNETFRENEE , BRENRRIBEEENHBRE.
£

- FFNKFRANBEER

« M Amazon EC2 Ly B & %

« i Amazon ECR EiENBEE

« 10 Amazon ECR RN EEE

« P4 AWS Lambda BREEE E 50

PRI - R A B & R

MBENKFARALN—F , REFRALH Amazon Inspector ZHEBERKF |, MK &M F4
REEXENKF MK ERABRSHER. FHEDF L, B LUBESEAX &K - B ArE 51X
BERBERNAHR, BXEZEE | BS5H £/H Amazon Inspector B 31338 % R

SR EIE £ _


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE

MR EEIK R ALK Amazon Inspector ZEREE RIS , MK A&+ SRHALFKFHNE
HBEREHIHALRPWAEKR, . XTFH8NKF , ZIRBLETRK, 2B EEE Amazon
Inspector , TIREHE , ERETRAZKFBENRRARERE, ERAEREER , B LUEALIE
MFERALNENBETRE. BEAUNNMARAKFBEREARERENRRAE. BXEZE
B #FZR ARAKFESE Amazon Inspector 331,

HEM Amazon EC2 2RI B = =
Sl £ 5 RIREE T AWS B9 Amazon EC2 S26l. BIEIEM T AT ESE -

- 2% - ERFFEPIAEE, RETEREFH LT HERS
« A - &R Amazon Inspector FE3R 5 A F 5 s 2 M BV P B K4,

« K - R Amazon Inspector RIERER W EMITENWFIEES, ERFIEBE T HTA
Amazon Inspector }& 8 &M ELH,

EC2 KR T 5 RER HIMEARPAHEET + L. Amazon Inspector £/ AWS Systems
Manager (SSM) 1 SSM RIER Bz S MIFHEEM EC2 XHlF RBEERED. MBEXFEEEIT
SSM RE , J& B X ¥ Systems Manager B9 AWS Identity and Access Management (IAM) A& , =%
BRBBITXENWRERZHEN , N Amazon Inspector ToiE MR MITFZEH, BRESZER
E21 13 Amazon EC2 £,

EBMEMF L |, P HEIEE AWS Ik THAESRHIN,
EC2 £/ - HEREXRFIXKNFE , THTHELZWEFRE S ERSHREAB 2,
BERS - WY E RBRERSZER | ATLLZ WINDOWS, MAC, LINUX = UNKNOWN,

R - 5 E R Amazon Inspector X EHIFERANRETREXRRLKENAM S L.

LR A - 5 E R Amazon Inspector EXRERRREFEIMBAIAIE, Amazon Inspector
TRENMEEOR T EARARSANAES .

EEFEXREC2 RHINEZFMER |, HikE EC2 £HI15|hrsEIE, ARE , Amazon Inspector 2 &
REXZEHNFEAGEUARZZHANLFIRAELRI, EEFRERINNEFAER , FEFERETFH
i, NFETHXLEFMEER , HSHAmazon Inspector HERINIFHELE

IEE 3 Amazon EC2 EHIFVIRASE

33 F Amazon Elastic Compute Cloud (Amazon EC2) 24 , AIsE O RSEZHE -

M Amazon EC2 SEHINEE X 144
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« £3)%$® — Amazon Inspector 1E 7E 542 14 35 M 1 3261,

- EC2 RHIEZ1t - ATFRHI4FZEIEIRA , Amazon Inspector E£ 7 XN RFIHNHAE. FIENERAE
RINEPFIFEB)RFIL L, MBRRFIEFHZE) , Amazon Inspector 5 B sk E JI L HI8y T,

- HNEBERIR — Amazon Inspector =i 1AL HIaT &£ N ZB4E IR, Amazon Inspector ¥ B zh b B IR H
RREHE,

« T7FE% — Amazon Inspector FH A E A TRBERFIN U AREFRFE, KFH Amazon Inspector 3
BX AT 8E © I BR SN E TR IE 1T,

EEE R |, EEHA AWS Systems Manager KR InspectorInventoryCollection-do-
not-deleteXEXTFHEEHXREBCRAS K. A, £H AWS Systems Manager Fleet Manager %
EXBINFRGNARFESE,

- FE2H - Amazon Inspector BT IZEH, EEZRZEH , EFEFBEESTH.

- ZEWIAREHE - Amazon Inspector EfFEHIR ARG | FFHHREHE,

- WRELLE - XHI24&1E, Amazon Inspector HEIEEFEZEFININBFERNMNBRREIE,
« JEHIH - Amazon Inspector TEWET £ 7 RN ZEFIHRNEFENRERARFEE,

EgE R , EFEA AWS Systems Manager ¥R RBP4 FEH Amazon Inspector <Bk7F1E
BIFEEZET. s, FH AWS Systems Manager Fleet Manager B iESS B 544 R TR 5 &£

« JEEEH EC2 3=l — Amazon Inspector KRIEZEHRITAEHEH, EHFH AWS Systems Managert
=
Bo

MBS EE , RATLUER A AWS Systems Manager utomation AWSSupport-
TroubleshootManagedInstance runbookiZ2#tH ., E&EE AWS Systems Manager 73 & ¥ 3Ll
J& , Amazon Inspector I B zh FF 1 3548 W = M1 1Z 3261

« FEFHNBRIERS — Amazon Inspector RIEFEHFAMWEH, EHIFER T Amazon Inspector F X FHY
BERZDEM,. BX Amazon Inspector TFHNBREREHFIEK , EZHAmazon EC2 HIEZ I
BRIERS.

- FHBEMBFEEBDHEIR - WWIRASRR EC2 AL TEFIRA , BFEES Amazon EC2 Linux L4
fy Amazon Inspector JREKE HXWIEIR, TRRNREREHERE
- EQ@ BIREREIRWERH — Z324I12 8T Amazon Inspector JRERER 5000 NMEE
BREl, EMENEFHRARE |, BRI UZ R FESZIKF XN B E L BEE,

- EEARERERSH ssm EFRH — SSM REFE[E Amazon Inspector XEERF , BRZE
BlERXRRENEFBIEN SSM BFI S {1, BXEZEE |, 25 Amazon EC2 Systems
Manager i 5 F B8l o
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https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-troubleshoot-managed-instance.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-troubleshoot-managed-instance.html
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- BBRIREREWREREIRS] — Amazon Inspector KEEIEMBEETF , RN IRRERBBIT
15 D HP R KFE.

« REREREBEE - Amazon Inspector SSM i@ E REEB R EWRFINBEFTEL, XEE
EFLERENER B2 , MRERESE 6 MEMAEE , i5FEH Amazon EC2 Systems
Manager ¥R %356l Z1EFTEH Amazon Inspector X Bk H B XBXIEEi21T,

BRA EC2 RPIEEHHERENFMES , FHSHEHE Amazon EC2 K61,

TEM Amazon ECR F#EMEZ X

FEHEERN <R R AWS IFREAR Amazon ECR I E, JIRBUTEINF94 :

- 28 - ERHEFNMBFRE, RSV ERFH#ENSTHERS,

« BEUE - B RYE Amazon Inspector BLEEHERE PR ENRENIEFEE. REJNETEFEE
By 2 BTRHEIRES

« 2RUE - £7R Amazon Inspector REREREEMTENAIEF@EE. RESEHBE T RHAL
Amazon Inspector & B B MPABEFEE.

EHMETF L, K7 FIHEE AWS IKF BRF#ER.

EEFEXFEMHENEMFAEE , BEREHENEM. RS , Amazon Inspector &£ & RF#EH
HWASRMEBHNIRUAREBENINREHNIFAER, FACEESERGHE., RERENFERS, HbEa
FEXBRAERIGITHE , SINBRGHXBRAELIHE, ERATHNEFRERNKITHREANXE
BiE , BERRGHREIRE,

IF£33%# Amazon ECR & ENRSE

*¥F Amazon Elastic Container Registry (Amazon ECR) 124 & , AJRERVIRASER -

- BEUE (B8 ) — X TFEMEE | Amazon Inspector 2FE SR ZE#EFNE G, FEHEENIEREE
HIRERIFLELEME, Amazon Inspector R SEHEFTEGHNNERTHE , R LA T EZAK
X CVE , NS EFPHRGR. EEREEN ECR HEIFLEEA , Amazon Inspector fF4kEE
LR EHEEPHNERR,

« BBUE (HEXER ) — HHEXFBBEE | Amazon Inspector £ B HREFHETNENBTEREG, B
BOEFEMENEREEE | HREEEN XN,

« FRIELE — Amazon Inspector o3& 1 [R] 176 FE S 176 FE BV R A 83 AR 1R
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EEEHRE | FEERLEN AWS Identity and Access Management (IAM) KB /& iF Amazon
Inspector i A 77 o

- 25 (F37 ) - Amazon Inspector KERHABFEEPNEARIFZMRE, FHEEL Amazon
ECR AR BENEARF M,
EFREA Amazon Inspector A#EFHEPHREG , BEEEENPABREERXNEREAE K AE
R R BEREREGTE 2T HIEFTIRGR RS,

- BBUE ( HIEAR ) — HHEFEES , Amazon Inspector 2 B RBEE#HEPHNENBSEMRGE, &
i FE RV 1B R AR B N AR,

- NEBERIR-Amazon Inspector ZiRFAHF M EN HIM A IPLEIR. Amazon Inspector fF B a4 R IR H
RiRRERLE,

BXREEFMELHRENFEAESEME Amazon ECR BRI K,

TEM Amazon ECR RGN B SR

BRGIET < E R AWS HEHH Amazon ECR B, JIRBUTRIMF24A

- 2% - EREFHNRARSRRE, REFERREH Z a1 B #IRTS.
« EEHHE - R 7RI Amazon Inspector BEZE R PR MABN AT B RRMRE, REFERR
B S E R HERE.

- KA - E’R Amazon Inspector RIEFER LRI ENFIERRTMGK. FRFHEBE T AL
Amazon Inspector j& 8 &= M HRE,

ARG URESATZHEREIAERBEFED L, BREAEFM#HERBE Amazon Inspector 3
HEFEMEER |, 3F Amazon ECR FREMNFEIEFE ZFMEE, REEEN ECR EFAEFER
BB BN RBAREERERG, BXEZER , B BE ECR EiHEFERE,

EBNMNENFL  GHREBMIIEEFHEDRIMENEEENEN. K/ JEE AWS KF BERE
EEMN. LXFESE R Amazon Inspector LXK ER R R FEMRBENRE, X JEDIEEEH
RERXNTHER, EFERNNARFFRN , REHIH CVE EFRBHNHITRE, BXEZE
B, %%/ Amazon ECR A FEIT N

EEFEXRAFHRRGNEMIFAFR |, FiEF ECR AR BHIPHEEE, RS , Amazon Inspector &
ETRBXRZRENFAFTEUARZMEGHHFAELN, EEFHELANNFAGE , HEFEHRES G
aEE, METHXLFMEER , S HAmazon Inspector HERIMIFHEE

M Amazon ECR RS E&HN B R X —
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Amazon ECR BB GHNHABENRESE

X4 F Amazon BIERFIEMKRBR[ER , ATRAVRSEN :

o EZHUEIE (FLE ) — Amazon Inspector 2FLESE  BHAMFAER CVE i, LN HH#ITHE
BRI EE, BHHEASNBEGR , B2RIFEGH Amazon ECR EFFHEFLA A, FiEKR
BNEMESA TEBRPE K EHENERABRENFTEZRAE,

« BEUE (HEER ) — EXHEFEGE , Amazon Inspector #i& B RER G, FHBENEFEE
BRATERPAE  FHEENEREAERENHENEHE,

- AEB4EIR-Amazon Inspector ZiH A A RE G LI AZE1R. Amazon Inspector ¥ B 314 B 1R
HR®RREFRE,

- ZEWIHRIEE — Amazon Inspector ERFRGHE SR 1D B HE

- RIHREESH (34 ) — Amazon Inspector EEEH#ERE . RN B EFHEZMEE DR
BIEENFEREIA , BEERERH. SUHEERUIEGUIRERME,

- PEEKREEH ( #EF ) — Amazon Inspector BEEEXNE SR, B/ NEIEFHBEEE
PREGIEENIFER BN , BB REH., BUEEZEGURERME,

o FHAWME ( F3h ) - Amazon Inspector T3 Amazon ECR BEM &, FHMRENFEEN
Amazon ECR A RENEARFHAHE, EFHBER Amazon Inspector B ARG |, B FMHE
RENERPAE  ARERFERBREGEE NEHEFTRGTIEE,

. TXEHNBRIERS — Amazon Inspector & BEEHAEE K. ZBREE T Amazon Inspector £
BFHRIERS , REECMFERH T Amazon Inspector R IFHY IR R

B Amazon Inspector ZIFHRIERSEMN YR , SR Amazon ECR HEZFNRIERS, Bx
Amazon Inspector XFHNFEALBNFIK , FSRZFNEEER,

BRAFRENRGEEDHRENFAREE , HSHEHE Amazon ECR BRI &

(L AWS Lambda EREEE =50 HF

Lambda &3+ & RIEHNIREHRK Lambda BBk, AWS ZIIAEFHMNEK , —/NER Lambda ¥R
HNERBBEZXRFAEE , 53— 1 ER Lambda KBEHENRRBZXRFAEE, B LUREL T &I
X BT A -

- 2% - ERIMFEFMNFTE Lambda BE. RAESFE R Lambda BEHY H Bl RS
- Fif - EREHE Amazon Inspector BiEEF#HH Lambda B, RAF|E RS Lambda BB Y
AHEERS.
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« KA - ERIBIE Amazon Inspector BB ARFAEH Lambda B . FEEFIREA T AT A Amazon
Inspector }& B M EFMPAMEIK

Lambda BB AT REH T 2R ERHIERFREEF £, Lambda BEEATEERE T 18 R A MZE Amazon
Inspector YK~ |, SRETEEMNFEIEIFE LR, EXEZER , BSH A AWS Lambda I

Lk
BE.

E/MNETF L, BB MIIEE Lambda BREI B 5. “tkF” SUIEEHE AWS K ZEREBH, =
TRREEERBNETHRE, MAFE RSN Lambda B YFTRERS. BERSIEREN
BT EHNRE, EXE#E5)E R Amazon Inspector EXRERRR2EFEMBUEMNTE, XATAE
REEHMRAELI BEN, EMERNONMARFELN , AFHXNH CVE EFPAERNHITRE, &
REZEER |, BSH Lambda EIIHEHNEET R,

IEfEF A AWS Lambda EZRVIRAE

X F Lambda B¥ , AEEAVIRDEEZTE -

- X3 - Amazon Inspector IEFEFLIEIE M Lambda E¥ . BFERBSEENEMEEHEIEE
FREERNEBTORAE  UARERBEMSI R THANELRZENXEE (CVE) N EaEFHAE
B,

o EFREHERR — Amazon Inspector RIFAWILEHE , BN RS CEHBERERBEEE 2

- PRFHRKEIH — Amazon Inspector RGN EE , AN B EXBARERMZEHEET E 90 X
BEKAtHE,

- HNEBERIR — Amazon Inspector =i 13 B BT & £ N ZB4E IR, Amazon Inspector ¥ B zh b B iR H
RIRIRE A

- ZEWIHREE - Amazon Inspector EfFEREM ARG | SEEHHREHE,

« A% - Lambda HBME TR RETZXE,
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Amazon Inspector AriEE

£ Amazon Inspector R AL EE SN K

&R LAE A Amazon Inspector B @3FAWS Organizations B Z MK, A T EEZ 4 Amazon
Inspector &~ , Organizations EEKFFHLANHN —NMNEKFEEN LSRR EANEREEAKS,
ZZEREE AN RALEE Amazon Inspector , HIFRERRENVALRITESHEFHRNR, XLF
SAEBERFAFTNRAKFNEE, EFBEMNMANREERBE | URUEBENESEZIEHN,

@ Note

ELURE AR R ZNIKF B A Amazon Inspector AWS X3 , #RA] LAEF Amazon Inspector
FF & shell B, BEXxFERALBMANEZER , BSHEMIE LM insp ector2-enablement-
with-clio GitHub

F
« T#% Amazon Inspector EE AR A, 2 B XR

« }8%E Amazon Inspector ZIEEE {

T % Amazon Inspector EIE & FK A MK~ 2 A X R

EZKFPHIERFEH Amazon Inspector B |, Amazon Inspector Z3EE I 5 Ik -~ 0] LA 0] B L8 TR,
X L TR 2 HE Amazon EC2 1 Amazon ECR MBI EHRIEURRAKFNEZLRERINER, EE
AKFEATUBIENA TR AR N BERXINDHEMN, BEXEZER , HSH SN HD 5

Amazon Inspector THE XM,
EREIE R RE

BE , YENEEAMRENATHKS N , XERENNATALATNRMEEMKS, ZREEIL
AILEENKZ B AR FEARBERRANE S, Amazon Inspector ZREE A K A LAHRITEA T8
E -

- BEEMEEXEKIKFH Amazon Inspector JRZ , BIEEUEFERA Amazon Inspectors
- RNALANNAER RN BUERERAAEERE,

- EEEBEMNAWLCEFEERNHKE  ARALHAFRERAKFWRERXIFE.

- PIENEENATHLRAMEKAWRERIIEHN,

- REALBFTE KA BE Amazon ECR 83813,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://github.com/aws-samples/inspector2-enablement-with-cli
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- BEEENMANRFRESRE,
- NALAMAERRAKFEX BB EFH ECR RRMEMNFERE, ZREER NS EIR

BLBESZRAKS EANAERE. ARFHNMEKS AZRNEE AN Amazon ECR BRI EHHA
Hrt, BRRANAKSRETRN EHRAHIFENE,

« 73 Amazon Inspector B Amazon EC2 REREEEINEBENKE , XERFFETHLTHIME

KERRER, Rz EREEAETANMNAKFREENBENER. BXEEREREBREN
BENEZEE | B2 MAmazon Inspector JRER B B E X EE,

o BUERERX AP # Amazon Inspector JRER &,

o NALNKEMERKSS H SBOM,

- RNELPHFRERAKSIRE Amazon EC2 H#EER. BXEZFEE , F2H EEAFES,
- SIEMERALPHAEKSH CIS HEEE , B AKS AIEZNEAHEREERIN

(® Note
MREAKFEFAR , WERNEERFEEBEIZKS ZHNEAHEEE.

- EFHELARABEKSE CIS HEER.

R 5 K P #R 4

FX B K = A1 LATE Amazon Inspector FEEMRZBFXEKFWEES , MEKFNRENHBRNEER
B, ALK KR IKF AT ELE Amazon Inspector FIRITEL T IRME -

- N BCSHKFBUE Amazon Inspector,

- BEEACKFNBEREBEER,

- BEACKFNRAERNFHAERE.

- BEEACKF, W ECR ARG B ENPEENERE,

« 79 Amazon Inspector i EC2 RER B ERLNMEENLREE , X

LERZNATHMNNMNAKS, . BR
TEREERNALIBENEMNEENREN  EHEXLERE, EXEERERERENEZE
B, 53 M Amazon Inspector SRER EM B E KR,

- BEELNERLEE R RN Amazon Inspector SRER EREMN B ELKE,

NEEK P REREEMERS H SBOM,
EEHK/FVEERR,
NEKFGIZMERE CISs HHEE.
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- EREHKFFRFNEM CIS HEER , SRBRNERARFNENE,

® Note
BEE , REZEREE A, X 82 A Amazon Inspector,

¥&E Amazon Inspector ZHEEE {

EREEANEEFIEZEEM
BEEUTEE , BMEXTEREEE [ E Amazon Inspector H AR E :
—BEREEARZSAUER 5000 B R

/> Amazon Inspector ZIEEERE 5,000 MR AKF B, B2 , BHNHALATREFES
5,000 MK, INREHREMKF I 5000 4, 2@ Amazon Person CloudWatch al Health
Dashboard WEEH , HEZFEEE QMK &% —H 8B 78R4,

ZREERRXEMN,
52 FEHK R AWS Organizations , Amazon Inspector 2 —TIXE RS, XEWREBLAIEEEI
EER , ANMRAKS , AEEEHE A Amazon Inspector FIEN AWS X5 Tk~ BUER#E
EKH,
—MNMAARGEE—BREREEA,
BREERN —NHELRIEE —F Amazon Inspector ZEREEE R, MREBEF—NKFEEN — MK
WEREER  NiZKF X AREEMEEGXENEREER,
EREREERT2EFERARKAKFH Amazon Inspector,
MRGBHREBERNWEER |, NX LK FH Amazon Inspector F&ER , A REHBTELZ 3
&,

&8 AWS AL RIBUEPR B T8,

X EHERINIZE AWS Organizations, MR EARBIE , BESRBUEHLEFHIFTEINEE,

EEZRREEAFEHINER

BRI EBOE Amazon Inspector 13§ 7E Amazon Inspector ZEE 2 & X PR,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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FLATEGRMNE IAM policy B KRB FIX LR,

{

"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount”,
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

RIEW AWS ALOIEEEREER

TR RBAMARNEN AWS AREEEREER. EEXTHE , FHEAAEEKFMAMEERER
50K FBCE Amazon Inspectors

(® Note
REARERKF T REERREEER,

BXOHE Amazon Inspector £AWSServiceRoleForAmazonInspector Rk 8RS HA<AE
(SLR)., &3 Amazon Inspector AMAFEARESHXABNESZEER |, FSFX Amazon Inspector fFH
BEHEAXAR, BXREHEXACGN—KRES , F3H IAM BPEETNERRSHEXAE,

$&§E Amazon Inspector ZIEEE R
Console
EEREHAPEEEREEA

1. AWS Management Console £/ AWS Organizations & ik~ &%,

EERREER 153


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

Amazon Inspector AriEE

2. 3TFF Amazon Inspector ##|& , M1t https://console.aws.amazon.com/inspector/v2/

home , REFEAE LAN AWS Xl FREELEEHPEEEER X,

3. ERNEEAERP , mALREEENALD Amazon Inspector EREE AW+ M EIK -
ID. AWS Ik AREIEEFE ‘BREE,

4. (#EF)EZEBN AWS KFHESNIT LRI,

API
£ APl EEZHEER

«  f#H Organizations B AWS ik~ HEH#E1=4T EnableDelegatedAdminAccountAP| #
o BB A LUEEIEST AWS Command Line Interface SA T CLI &8 5 SRIITILIR/E  aws
inspector2 enable-delegated-admin-account --delegated-admin-account-
id 11111111111,

(® Note
BEMHIEELEER N Amazon Inspector ZIEEE AWK HIKF 1D,

BEERXEERRE , B REEMEMA AWS Organizations EEK S REXIBREXLEERKS,
X 5 T FBCE Amazon Inspector 33

ERALNEREER |, BA LU E AWS Organizations & Mk /7 < Bk B PT A AX & 80F Amazon
EC2 3, Amazon ECR R REMNBERE. NRAKFBEA#EE , ZKFAFHEERERAX
BX , Amazon Inspector 2 BzhBUE , MATERE N HE I ENFF R, A< 0] L33 1 HRLE 3R LA K an ]
BEERENEESR , 58 &EH Amazon Inspector BE1 3% R

Amazon Inspector 12 7 2 AR A KA KF EEMBCERWAEIN | SIE UK R KFBE
Amazon Inspector, AT &Iz —FF a3 5 5 K P i1,

ERNFBERANKS B3 BUEHAH

1. BREREEAKS.

2. 377 Amazon Inspector ##l& , Wit https://console.aws.amazon.com/inspector/v2/home, &

FEMRALAN AWS X iiZFREEERUEHHATA R 2K 1 XE,
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https://console.aws.amazon.com/inspector/v2/home
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_EnableDelegatedAdminAccount.html
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3. ESMBERPHNIRET , EEKFEE, IKFKRE SRS AWS Organizations B~ <EKW B
B R Ko

4. EPRMEBHEEESERETE ENABEKS . REEEHE  ANKERERFEEOHEFERE
B,

® Note

RETELIMARNKS S 2BEd, MREESTKS , WXATESINHLES I
TE. EERRELETHKSRE | BFEFEEET.

5. T “NEMAMAMKS BBEUE Inspec tor” IRIE , AREEFRDHRE USRI E4H 22 o o E A5 X

o

(#% ) EEARRAKFHNEMNXBEEXES R,

palil

o

NEFER A K B3BUE Inspector 1% B A H A LW FTE KRR K A BE Amazon Inspector, X1 |, &Y
Amazon Inspector ZHEBE A MU UEERMMBARFNFIETRA. LK AKFHEXE 5000 #
BEnnY , igENBZRA. MRERSFEMBER , KR EHRDELDTF 5,000 , MZREFEHEHH
o

R 5 3 R B 5 UK P
1. BREREEAKS,

2. 377 Amazon Inspector #&l& , Wit https://console.aws.amazon.com/inspector/v2/home , &

FRERA AN AWS XiE EEREEEBERHELR R K XE,

3. ESMBERTHRET , EEKFEE, KFRE SRS AWS Organizations EE MK P <ERBATE
BAKS .

4. ERFEERRNEL  EPEFFRENSA KA KPS NN EIEE,
5. EEBECE.
6. MHEREFERBNAEKSEENEHERE, JLUERNATHEIED

- &ERARE-BUERMEAMERE,
- EC2 A — MEN L B EC2 EHIM A,
- ECR B&HA# — BUE ECR B:RMREMNAHE,
» AWS Lambda #r/E3# — BEUE Lambda B R348,
7. (#EF) ZEERENREXAZANAENESMNMXEBESXESR,
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https://console.aws.amazon.com/inspector/v2/home
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MREH AWS Organizations BB F B3 Amazon Inspector Zifk 7T BB & , MR LA & 558
SEHCHIKFHEFTESKFNAEFSE.

LARR Bk P & 4 80E
1. BZECHKF,

2. @3 https://console.aws.amazon.com/inspector/v2/home 3TFF Amazon Inspector #2#|& |, RE

EAA AR AWS X EFRiEEEHEHHEN XE,
3. ESMERTHRET , BREKFEE,
4. ERFEENEL , EPEHVKS XN EIRE,
5. MBUEREFRBREFEMNEERE, ATLUARNTHERM

- 2EEE-BUEFIEHMERE,

- EC2 3% — BUEN L S EC2 KAV,

- ECR 88 — BUE ECR RRMERHE,

* AWS Lambda #r&EH#E — BUE Lambda BBV,
6. (#%F)EEHFTHHENESIMEXHBEEXESR.

£ Amazon Inspector | EUE BX 5 K 7 /Y < Bk

UTERBERT IMABUERK R IK BB, SEUHXBRRI R A KPR H Amazon Inspector ik
REBIESEE AWS Organizations A42 %, Amazon Inspector ZRHEE R F B PUBUE M E X Lk
F#Y Amazon Inspector, EA AR EEFEBUEBKANK RN ARK A

@ Note
BUHRBIK F H TR 21FH Amazon Inspector 11Z MK F #9331,

Console
R E & BUE B & 0K 7 B9 < Bk
1. BXEREEBAKF,

2. #T7F Amazon Inspector #&l& , Wit https://console.aws.amazon.com/inspector/v2/

home , REEMAA LA AWS X IR H[EEZBERBK— MRS MR AKX,

HEVSH B3 UK P B SR BR 156
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ESMERTNIRET , BRKSEE.

4. EKFEEREL , EPEFUERBKRNENKS X R EIEHE.

5. MEREREFEEBUEKSRIREK,

6. (%) EEIEXREKFHNSIMNXBEEXES

o

API
5 API BUH B & K 7 B9 < Bk

1217 DisassociateMember API#&{E, FEEXRH , BHEEFUHRERAK S ID,

¥ K Amazon Inspector ZHEEE R

MR EFH Amazon Inspector EFREER , M A UBRINEZREEAERN AWS
Organizations EEIKF

HIEBREREEAR , L/,TAFFEVLKFIW}HQHMEZE\LKFEF'E’J Amazon Inspector, 443 ARk
FPRgEAmIks  HREECHBNEEABEEZINARIRE.,

BRELEER

1. AWS Management Console £/ AWS Organizations & # Ik /~ & &,

2. 3TFF Amazon Inspector ##|& , it 7 https://console.aws.amazon.com/inspector/v2/home , &

FERAELAN AWS X ERBEETEBRERLEEANXE,
3. HESMBERPWRET , EBRKFEE,
4. EEREBEAI P , EEBR , AEEIARE,
5. EEEMEEREERANSINXEHEEXLESR,

ERIFH Amazon Inspector ZREEB AR , MAFHFHLARRAKRKIFHNEEAK,, FAUT
TRNEAR A XKIEFHNERRAKS,

A ERNERERE R KK

1.  AWS Management Console f#f Z k& & 5 1K 5 &,

2. 3TF Amazon Inspector ##|& , it )y https://console.aws.amazon.com/inspector/v2/home , &

EERALAN AWS XiE REREEERKASHEREER R XK XE,
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https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector Tt
3. ESMERTFHIRET , ARK/FEE,

E AT SRR R AR P HA B,

MIRES B AR R o

EEMRASHENEERAXRBKNEIMNXHEEXEDSR,

2
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Y542 Amazon Inspector Y fE F 2 F1 L A<

BRI LAE A Amazon Inspector 12§ & # API #4ERTN IR E F FEH Amazon Inspector 98 A B
R, MRIEZZMKFIFER Amazon Inspector EXEF , M AT UAEFENNEN ERAUR SN A K
P AR #Ro

EHERE 2 A

A LU 24 A 1N Amazon Inspector BY{E B E MR A,

R ERE ST R

1. $TF Amazon Inspector #2%H|& , Wit https://console.aws.amazon.com/inspector/v2/home,
2. FATNEALAN AWS XiF EFa , EEEHEAANXE,
3. ESmMERTR , EREAE.

ERKFETFF , SREIKSEAETIIHN 30 RBENTITERA, EFITRAS THRE
B, EE—ME , LEFZKFERERBEYNSNERERAE, FIFAESERT , BEAUERZ
TP AR R BUBUE T R B A

NRERFALANZREER , EHERBPEIALANSNKENNNIT. WREALFHENKS
EBUHXER , M EFETTRAE RN -

HEABRBERD A |, BALE R ZE 30 RABRABRBEY S NEAERN, SEEFERATIUHER
T P 36 T+ FR Y TR LT AR AR o

ﬁu%{ﬁaiéﬂ”\méﬁﬁ:fim y jgiﬁ.l-l’j\g Uéﬂﬂxmﬁ/\fﬁ)ﬂ E’Jﬁﬁﬁio
FEURETFF , BARFUTE—EBUREERAES TR
Amazon EC2 13##

Amazon Inspector ARG A REATETRENAENTRERBNIER

« £l ( F¥19{E ) — Amazon Inspector EABERTE KT E EC2 EHIPWNFEETREE, ¥19
BEETLRESMER 720 /et (30 KRE/DEE ) o

- BENE — XF Amazon EC2 H# , X233 % 30 XA Amazon Inspector K Ry E EC2
KHIREERBEN SN, NTF EC2 k4l , BEATEIZIEM Amazon Inspector & I 3= Z|
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KHIWALSFL  RERGSHRERBZANE, ( HEBESEE LR SEFIS M BRBERRIR
Z8Y , Amazon Inspector IFIREZBE , HFEZZHINBEITBIFHEENT ) .

CIS EHIIFHE- K 7~ Y SEHI1TE CIS HE B8,
Amazon ECR H#

HEAE — 3 E 30 RNBEREFHK S RGN SR

EFHEE — X 30 RNEHAWK S FIREGH ZO0R 8, EFHFFERIEIT Amazon Inspector Z
BIHEEEH ECR MER THAMEHE., MRECH ECR FHEER B NIFLEMHE |, 1Y Amazon
Inspector [a] ELEHEFE R M E LARSEEMMXE (CVE) it , 2 Ba#HITEHAM,

Lambda 1

Amazon Inspector %A 2R ER Lambda #R/E3EH# M Lambda KBIREHLLTHEHR -

 Lambda BEIEIZKE (Avg) — Amazon Inspector i F BRZ5 B >R it & Lambda B EH F1EE
B, FHESTEBESHERRI 720 /et (30 KRB /NI ) o

o BEME — X F Lambda BEZ33H# , X2E % 30 XA Amazon Inspector R Ik~ R FA
Lambda EREIREEREBEZN E/PEIE, XF AWS Lambda BEi¥E , BEAEZEM Amazon
Inspector & I B ¥ 2 B B BR MM A 3 P BERRAV B E] . 20 RARHEBRAVER BB IR A |, MIZER
BB SR HERR,

7 #% Amazon Inspector 204r] it fE A B Ax

Amazon Inspector RN ZARMMEE , MAREFEAAE , Hib el 5E8 AWS Biling EHLH
WA TRE,.

BEEELLTEX Amazon Inspector IMAEFEAETH LITERENESR -

s FRARANRBRYFXGNERL. SHAEXHENMERE AWS HXR , EEEFF MEXHNBTIMN
¥ , 25 Amazon Inspector B9 EH

- FTIEERAETNE®RETMEE A,

- MitBATIERH,

o ItRARKRSHPAMWER 30 REAHANWERE, MREKFHERRHEDTF 30 X, Amazon
Inspector 2T 30 KEWHEA , ARIRUNBENAAERFRNEE 30 RBWFE R A ANSERIGE

=3

I o

- BMABRENREARBEUTARNUTE
« EC2 3# : AR BIE % 30 KK Amazon Inspector BEH# EC2 I FHHKE,

7 % Amazon Inspector 204 1T f AR 160
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- ECR B&81E# : AR £ 30 KAWHBRERERE + MEEHEHBERIBN LM,
« Lambda ¥rAERE : A KRBT £ 30 XA Amazon Inspector BEH Lambda BIEHY FHE B E .,
« Lambda X% : A KRBT £ 30 XA Amazon Inspector BE R Lambda B FHE B E,

X< F Amazon Inspector % %%t

BUE Amazon Inspector FAEAE 5 |, BN ENFMZAMWREN 15 XREKR XA, SHHAERERE
M RZRIRA , 23  EC2 3. ECR H3#. Lambda #x/HEFHEF Lambda KB,

(® Note
SFRAARTERT CIS A,

MREESFHARANEAEARE-—P#HRE  NZRAFHREANRERRAAREF. MREEFBEZRS
RBVARE , BFRBURERZANFRRE.
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Amazon Inspector Z£ M4

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERNMFHEEE AWS 5TE, REHEEXFEHRNENRZEMNEZIN LTS

s TRE — AWS ARFRFESHIEIT AWS IREHEMZEM AWS Cloud, AWS &7 &2 4L 7] LA
ZE2FEANERS. ERAWS EMUTRIERITRIEAITRIEN —EB5 , FE=FFiHIHEHU X%
EEMNZ2WERE. BETHERAT Amazon Inspector IEMITH |, HSEESMITREERNH
AWSAWS RS #2E 7 RSB E MRS

ZHREE- BN REREFERAN AWS RERE, EEAEENHMEARAT , SR ENHREHNHR
M, BATNERURERANEEEN,

ZIFYBS BY IR T R NI FE 6E A Amazon Inspector B R A SREREEN, LU E 8% 8 i El &
Amazon Inspector LASRIMZN Z £ MRS M B iR, BETEI WAEREM AWS AR KA B &K
BRI EH Amazon Inspector &R

E&

« Amazon Inspector Y BRI

& T Amazon Inspector B Identity and Access Management

+ Y5 Amazon Inspector

« Amazon Inspector B &M 5 iF

« Amazon Inspector #E X & #E

« Amazon Inspector ERti& R 2 4
« Amazon Inspector =i 54+ 18 B

Amazon Inspector A B EIER I

AWS 7 HBFERER HBFEEZER T Amazon Inspector FHEIERT . MAERFTIR AWS |, AR
RPIZTERBNESKREMZEEN AWS Cloud, BHFTEF N EEELEMIRE LHNRRVES, &
EAREFERN AWS RS WEREBEENEERES. AXBBERMNESEE , FERLBERLE
WEE, BEXREMBERIPFNEES , F5H AWS Z24E%F LK AWS FEHBEAHN GDPR %
XE,
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
BATEBRWEEI LT AR EIE -

- WEANKFERSES BRI (MFA).

- £/ SSL/TLS ERRBEF. AWS BAIERFER TLS 1.2, ZBIUFEA TLS 1.3,

« ERARE API MR F7ES) B & AWS CloudTrailo

- £/ AWS MEBBRAFRUREFHAERINZSEZH AWS RS,

- FABRIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
Bz,

o MREE AWS BEGHITREDS API HITHRINFEELT FIPS 140-2 RiIFMNZER | EFEA

FIPS &, BXTA AN FIPS AMNESEL | 528 (ZEBBESLERL (FIPS ) & 140-2
k&) o

BNBNEZWEY 7RI BEEHNHREE (NEFFNEFERMFibit ) RARLEHERARAXAKF
R (WMEBHFR) . XBEZRAWS RS E£REHE. API ZER4ATFT K TEEE Amazon In AWS
spector HEMAEER, AWS CLIFEATEMHIRERBARANAEFEREH @ AN EAHRIER T
ATFiHHRF AL, NREQARSFREHEML |, BUBNEFEEN P I ERILEE BRI
ZARS AR FER,

£}
- BANE
- ERPME

YIRS

ERIANEIR T , Amazon Inspector £ AWS MEZ R RAF REL L FHEEBNEBESEHIE. Amazon
Inspector EAZAEERS () P AWS FENMZEZAMBLIE , HlIEH S AWS ystems Manager
WENRIFEE, M AWS Amazon ECR MEGH BTN ERBELUREFRNLZLFELR. AWS KMS
BELEEER. EESFEAAWS BEEY , L EFREFABR. ER , TEXRTAERERERE
TR AR AT MERENZER. EXESZEL , H2H AWS BEEH.

WMREZER Amazon Inspector , EFKAMBRE N EFREBLFHNFAERR , SIMKRENFTENZS
BHEXRI,
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https://aws.amazon.com/compliance/fips/
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FHAZE & TR B R B T B S I

E ¥ Amazon Inspector Lambda 183 , Amazon Inspector CodeGuru 28 ERBEENRBHES
FEREB. ©NZEREER , & CodeGuru R EEZRBNREH EHZMHZAE , EZE Amazon

Inspector EXRFRI A L, BRINEIRT , CodeGuru A AWS BEZAXIREVMARBHITMNE | B
2 , B LU Amazon Inspector ERE R AR E SN EFIEE AWS KMS Z4A# TIN5,

LUR ITHE7REUEA T Amazon Inspector 20AI 1 F & i B B9 R 4ASR IR XD
1. S&ELLE A Amazon Inspector UpdateEncryptionKeyAP| B & i# Inspector 24t AWS KMS 2

o

2. Amazon Inspector B <&M AWS KMS ZHMNERE KL, CodeGuru CodeGuru 7715 B4
BRRER.

3. CodeGuru &1 Amazon Ins AWS KMS pector F it & Y 2548 B i 2 4%

4. CodeGuru {RIEZHZ4A I Z MNZMEIE AWS KMS Z4A S HIZM ., LWEEZA AT NZRE1F48E
KRB EIE CodeGuru,

5. &3 Amazon Inspector BN B A ERKIEN , S CodeGuru i F1ZIRINK#F 35 N 55 0 BB 3578
l, AEERAZRAREEE  UEITUANE#TRER,

M Lambda RIBBEMSE , BAUT CodeGuru 2 H M BRI} BRI BIEZ 4.
EHEFREZHRTRBINERNR

EFEAME , EFEEFEALTIHLR AWS KMS RIEN KB | IRTRF Amazon Inspector FiEN 44
i X L3R EM CodeGuru RBRHIFEER,

MREBGE, FEHREERFWMNZZH , WHEEAFA Amazon Inspector B 7 KB |, Hlan AWS T
‘E B . Amazoninspector2FullAccess. BREFEMRAEAFLPRFUTNRER , SEAFRPFENFAEXR
MR RABH BRI SER T INZ N ZEA N BE,

NF KMS |, ZERBELAAFHRITUTRE

* kms:CreateGrant
* kms:Decrypt
* kms:DescribeKey

* kms:GenerateDataKeyWithoutPlainText
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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* kms:Encrypt

* kms:RetireGrant

ERINEH R T HEEBHN AWS KMS R , BAFH E—#4788 |, 21F Amazon Inspector
CodeGuru ERAZHNZREAHTINE . M EUATREIED

(® Note
FXEBHRNERBHT Amazon Inspector Lambda R HEHEK AWS XiH,

"Sid": "allow CodeGuru Security to request a grant for a AWS KMS key",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
.
"StringEquals": {
"kms:ViaService": [
"codeguru-security.Region.amazonaws.com"

]

}
1,
{
"Sid": "allow Amazon Inspector and CodeGuru Security to use your AWS KMS key",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
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"kms:RetireGrant",

"kms:DescribeKey",

"kms:GenerateDataKeyWithoutPlaintext"
1,

"Resource": "*",
"Condition": {
"StringEquals": {

"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com"

]

}
}

® Note

AINEAR , FEAEEAEN. RBEM JSON KX, FEREZEETBTIZARNZ/ERMN—
MNES , BABRRTEREPRINEINNE. WRFEARNERE , BTEN—BTNAKR
BESEERMI—MES., NRFEARNANE-—MEY , WANERNAFTEG2HE , BEE
ANAEABSREAN—MNES.

EREFIETERHRENE

EFAEFREZHANENKFEENS , EXNRER FAESREZRAIHTRIBMZENE 51
H X PRAY Amazon Inspector B H . A , BRFE—NEENRKIMNTRE— AWS X AWS
KMS #4f , iE —NZXEEH. SAUEAKFPIEHNXNMRER , LAl ER AWS EEEH A
= API QBN MEFIREE. AWSKMS BEXEZEE |, S AWS KMS AFEEEHRWCIEXNH
0% AWS KMS %4,

£/ Amazon Inspector AP B & %

EREMEZERL , BFEULE# Inspector EE A & 175 At UpdateEncryptionKeyiz4T Amazon
Inspector APl, 1£ API i&RA , EfkmsKeyIdFEIEEEFEHAK AWS KMS Z4AH ARN. XFF
scanType , IEH# A CODE , X¥F resourceType , E#H A AWS_LAMBDA_FUNCTION,

YRA] LAfE A UpdateEncryptionKeyAPI 3k2& & Amazon Inspector 1E1EE B AWS KMS Z34A 3 170
o
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® Note

MBLBERIZBEFEEZ4AGetEncryptionKeyWER TEIRER |, MIRESR
[ElResourceNotFoundExceptionffix , XEKEEEMSEA AWS BEZRHAFHTINE,

7N SR A B 2R 4R 51 BB U =L BUR LAE 48 15 18] Amazon Inspector , &0 CodeGuru #3975 3% 1 R 8/ K1
REEI , 3 EEIKF Y Lambda BT KM,

B LAERIREFER AWS BEF4AResetEncryptionKeyXYE Amazon Inspector {245 R —2f
7 REUY R IB B TN,

&% &

AWS 3 AWS REBR G ME M AWS BRSS Z [F4E S BYFr B IR F 1T IR

N TUWEESE |, Systems Manager NEF AR EC2 RHIWEZNERE K REBIZERAELZS
(TLS) R WiBENX EHTFELIEE L AWS #H1TIPE, E 7 # SSM A mMEEHmPRE , BSH
Systems Manager I EIE R .

B , £3%F Security Hub #9 Amazon ECR #1 Lamb AWS da BB ERBERAZ TLS RFNE
EH TN,

& AT Amazon Inspector B Identity and Access Management

AWS Identity and Access Management (IAM) AWS BRSs AJ#HBIEE R T2 iR 53 AWS BIRMN
IR, IAM B RZHIE R LUER & ARIE (&5 ) MRK ( EBANR ) £/ Amazon Inspector &
Bo BAILAMEA IAM AWS RS |, TEXSEANTEA,

FH

- BX

- ERASHHITHEHRIE

- FAXKEEE

« Amazon Inspector {15 1AM Bt &

« Amazon Inspector & T 5 17 B KB R 51
« AWS Amazon Inspector BV FEE BUR
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https://docs.aws.amazon.com/systems-manager/latest/userguide/data-protection.html
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« X Amazon Inspector A RFHEXAE
« Amazon Inspector & 13 ¥ i 8] [l B HE&E

ZAX
BRI ER 753 AWS Identity and Access Management (IAM) 28 FFAE , E4AEURTFETE Amazon
Inspector A FT Y T4,

REAF - R EFEHA Amazon Inspector RFRERES , NEHNERE A 2N ERHPAFENEIENN
PR, FMEEEMEREZ Amazon Inspector ZHEERSER TIE , B REEEZEMANPR, T R A E B 514X
REBDTZEAERERBERESHNIR, WREFLZETE Amazon Inspector FHIINEE , S EAmazon
Inspector &4 A [ RIBHEE,

REEER - MRIEBELTHEEE Amazon Inspector FIR , BAEEXS Amazon Inspector EE x4
RN PR, BB TEEELMNIRS B F AR BELE Amazon Inspector ZHEER'RIR, ARG , B4A [
IAM BEERARRXBERUESABRSAFHNE, FEFZRNELNERUTH IAMWERES, ETH
BXREN B WA IAM 5 Amazon Inspector BEERANEZEE. , S HAmazon Inspector Z11d
5 IAM BEFA.

IAM BEER - MRER 1AM EER , BAEFE T HNTEBRIEAEEX Amazon Inspector B 15
RN FAEE. EEFHAE IAM REAB Amazon Inspector £ T & 31 K& Rl , EZHAmazon
Inspector EF H 4 W KB =B,

£ & 21T B IR AIE

ENRIIRE AWS FRAEBHEIEEZN AR, BH4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 5 BT ( BFE AWS ) o

FEA A ERBEY S MREENEREL AWS BRE 510 EFK. AWS IAM Identity Center ( IAM Identity
Center ) A, RLOFINERBEZEMHRIUILAKREN Google = Facebook ERMEKE F 108 R,
LUELBRABMERN , FNEERAUGER IAM ARIEE T SHKARIE. HRFEABKESTHR AWS
B, AR EREE—- AR,

BRIBEWAFER | BT LB S AWS Management Console 3 AWS HRITF, BXEFZNEZEER
AWS | FZ5 (AWS B F AP IER) PRIATE FEE AWS 1K /Y.

WMRE AWS BURTEIRIGE |, Mle AWS BEBREF LA EH (SDK) MEpt1T#EO (CLI) , AEFERE
HEBRNERFETNBRES, NMREAFTFEHAWS TE  NIAXTEHECEBER, BEXFREENSEH
TEEERNEZEL , 55E IAM AFREBEHHZE AWS API B3R,

N 168


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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TiEAMARERRIESZE , BUEERHEMZLER, flin, AWS BUEFEAZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHHRIERN (IAM AFER) FHNE AWSHERAZESHRIE (MFA)

AWS Tk root B

BIZEf AWS Ik, BEXBR—NEBREN , ZEOTUATLLRAKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK /= Bt 62 F A9 B8 R 44 3t ik A1 22 48 B S BN AT 15 )
ZH M, BARWESCEERRAFNITERRES . RPFBRAFZIE | FERXERIERRKITRIE
AP EBRITIHES . BXEREUBRAFSHERNESHNERIIE , H2H (AM AFERE) +
MEERASEIENES.

RE5H

FEARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEBBHITIHA,

REGMRRELNDILAFER, Web B41R#ME. Identity C enter BXFHAF , REFEMER
AWS R% BN 5 HRIEHMNERE#TIHENAF. AWS Directory Service Bk & & 415 [E] B AWS
P, T EAR | AGEHIGRHESR,

EEHMERFRIMNER , BUIUEFER AWS IAM Identity Center. #& 8] LATE IAM Identity Center F1 812
FREE L UEEHESIEECHNEORTH—EARFNEYE  UMEETENRE AWS Ik
NMARFEFER, A% IAM Identity Center ISR , 55159 (AWS IAM Identity Center FIF#8/)
B9+ 4 =2 IAM Identity Center ? .

IAM AP B4

| AM AP R&E AWS Ik~ BN NMASNARFEERENRN S 6, EAENERT , BIMNEBWE
AlmeEIE , MAREESKBEIL (WEBMFRENA ) N IAM AR, B2 K MREE-LRE
MERAZSEERHEITIUR IAM AP | BIUERRIGRIZRE, BXESEL , 558 (AM AFE
m) X T EE KT A B EHLIRIE B,

IAM AR —NMEE—H IAM AR BB, BFEEREANEHESR, BUAFERAR—KXHERZN
BAFRIEENR. MEEXERAF , FRATUERMERRFNR, flin , BuEEE -8R
IAMAdmins H94E , R ZA R FRUEE IAM &R,

RPEAETE. AFE— SR NMARINARFREK  MAGSHELFTECHNEMARA, AFE
BARANKHRIE , MACRHKGNEILE. ETHESER , 20 (AM AFEmR) RN 6IE
IAM AP (MTRAE).
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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IAM B

|AM AERENBERTRENR AWS K- W& M., ERLUT IAM AR , EEREARTXEK, &7
LA AWS Management Console B Y1 A EFIRETEE IAM B, SR LUEFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXFEABEBNEENESEER , E5H (IAM AR
EME) B0 £/ IAM A e,

B8 EIER IAM SEEUTERTRER !

- REAFHE - ZERREFHIENR , BUEAGHNABGENNR. HREFHHITHHRIE
N, ZEDHEAREXKARRTFALARELHNIE. BXKESFHRIENACGNES , BEEH
(AM AF1Em) R WE=ZF SHREBUEAE. MREFEA IAM Identity Center , N FEEE
BENRE, NERHENSHERITHHRILFALHRIBAE , IAM Identity Center FIRES 1AM
FHABHEXEK. BXNRENEE , 56 (AWS IAM Identity Center A 18R RS,

o« et IAM AFPIGE - IAM AFAEA IAM AFSAR | LERRESHNEBEESHTERRE.,

+ BIKFEE - BAMER IAM ABLAETREKSRORENA (TEEE ) BRGNS RS
R AERBTEKSHARBNEESR. B2, HTFRLERTAWS g , 27007 K BRI
MEAR ( IAREAABENRE ), BTRATERS R0 S BN T AR EE 2 F
%1, ESH (AM AFEiER) R AV ABSET RRNERE T,

- BRSHE — B AWS RS FERHEAM AWS BRFBRSFHHINEE, Flin , HEBEEEMNRSHHITHE
Art |, ZRESBEESTE Amazon EC2 FRiz1TR AR FHE Amazon S3 AEMEN R, RFZAIEELEE
AR HARNEANNER, FRARKRSACSFERRSHEXAGKNITIIRE,

- BRIHELE (FAS) — HEEA IAM AR A BEFRITRER AWS , BEMAEZIRA. FEH
HERSE , BAgESRMT—MNRE  ARLBREEHMERES R3S — M. FASERRAA
ZREANRIAKR AWS R B T RS AHIFERHER, AWS RSRAEYRZSKEFEESH i
AWS BES REBEBRREFRETRNERN , T 2% H FAS R, EXRERT , BAMEFRT
XFMRENNR, BXAH FAS BRINWEREEFE , BSREXTRSE,

- BEAG - REAGRRSAREBELNKF FRITEEMD RN IAM A€, IAM B2 R 0 LUE
IAM 812, ERFMMBRRS AR, EXEZELR , 55 (IAM AFER) Rr6lER[ AWS iR
SERNBENEE,

c BSHEXAL-RSEXACGE—MEEINERESAR, AWS RFSRSTUARARRENITERE
AR, BRSHEXASHIAEENT AWS K |, ARBRSME. IAM EER AUERETEE
RE RS X B BRNER.

- £ A@@ mazon EC2 LETHRNARRF — B AFEA IAM AGEEE EC2 Xl LETH AT
AWS CLI 5 AWS API iERE N AR FHIEEHES, XE%TE EC2 RHlhFHiFRZEH. EM
EC2 :6l%n 8 AWS AGHEHEAIMEMENARERER |, BFEE 002K INEZ 354689 24 f & XX
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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59 <IAM AF1EE) $8Y £/ IAM S Amazon EC2 6| LIZTH N AEF R TR,

BETHECER IAM AGER IAM AR , H2H (AM BFfEE) FRAEeE IAM B8 (MAEA
F)o

FHAREEERR

IEAEL AWS B el 2 RS E M IR AWS SR FRZEF P HRNR, REREFH—
HRAWS |, SEEHFRFEXREKN , ESEXENR, AWS EZHA (AF. root AFRAES
E ) RHFERMITAXLERE, REFHNRBERATERELIFER, KSBEREEL JSON X1
B AWS FEX 7 EH, BX JSON EBMENEHMIATNESEER |, BZH (AM AFERE) F
Ay JSON KEEHEIE o

EIE R A LAER AWS JSON REERIEEW ARG FMF L. WRRYN , BNEME T LATIFRR
1THRE | UREMFLAFHTNIT.

RIANBRT , BRPFANAREKENR. ERFAFPNMERRIITRENDTIR , IAM BEER TSI
IAM KiE, EERABEERAAMA®NNJIAM XK , AFRFAURAAE,

IAM K BEE IRERNIR , X FEEABRSEZNTRE. 0, RREF—NAF iam: GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3XERA &
=8

ET 508K

ETEOHNRBEUMMESS (W0 IAM AP, AFASARE ) B JSON IPRFRE XY, XLEREK
BHAFPMARTEMPRAE TN BHLERRNTHLRE, ETHRNMAEET SHHNEKRE , B35
CIAM R38R HHIBIE IAM KR,

ETHEHNRBALE -SARNARKERIEEXNRE, ARKBEERALENHS, 45AG
o RERBRMIMAVKE , SULLEERMIIFHS MRS, HFEANAE AWS IKF, RERKIE
AWS HEXRBMEFTERE, ET7THNMEEEXNRBNNRRE cBHTERE  F5HE (AM A
PiEmE) PRERE RS RNBRRE 2 RHITEE.
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PUEREMNREFNEERRNGR N THEEPHIMRENER , REEEIEEEAH AN ZERR
ITHLEREUREM ARG TINT, BLXAEETHRNRBPEEEE, ZRATUSEKS. A
P, A, BRERFH AWS RS,

ETRFNRERMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

T AR5 R (ACL)

mEEHE IR (ACL ) 2HHEEE (KFKA. AFZAR ) ARLAREK, ACLEETHRRNE
BERL , REEMAER JSON REEMEER,

Amazon S3 M Amazon VPC iR X #F ACL IR ~"¥l. AWS WAFETH#BX ACL NEZEER ,
#Z [ (Amazon Simple Storage Service FF R A RIEm) HHILEEFISI& (ACL ) B,

HREgRE

AWS XEFHMAARERAREERE, XERBRBTNIREER ANKBRBAQER FHRANR.

- RRLA - NRLAR—IERNE , ATREETHOHRBEAILN IAM K4E (1AM AP A
2 ) BFHNRANR, BANKBRENRLR. SELRNREXEET HHHRERENRD
RARE, # Principal FEEAFHAGHETRAFRNRBEAZINRLRRH, E-TUREPH
EXELF/FEZ AT, AXNRLANESZER , F2H (AM BFERE) FH 1AM KA RG
5o

- RS #EHIZKERE (SCP)-SCP 2 JSON Bt , ATIEEALRLHL L (OU) WRANER. AWS
Organizations AWS Organizations 2 — A FX B BANZ AWS Ik I T ANEFE
BHRS. MREHLANSHTRETIEE , W AIXMEERS 2 E0K F B BR & 1% HI%K 8 (SCP), SCP
BR i 5% 52 K 7P PRI SE 4K (SR8 AWS KPR A P SEE ) BIRPBR. B X Organizations 1 SCP By
BZEER |, H3 (AWS Organizations FIF /) ) SCP B TIEFRE,

- SEERK - 2ERBREILURESANACITBKSAF RGN 2 FENMEASBEENSREK
B, FRLFNNREAFIALGHETHONRBENSIERBHRE, NREATUKREETHFN
R, F-URBPNENELFEZAN. BXREZER , H55H (IAM AFER) PHSER
B o

S REERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRE, ETHRESRSHRIEER
M AWS BERBAWER , F5H IAM AP BTN R ITEEE,
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ET SRR

ET RIFHY RS
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REESRMAR (BETRS )

ACL

ABAC ( RBEHPAIFRE )

I B A UE
EER
BSAG

BESHEXAE
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
IAM A 18R R AV B2 IAM KRS,

B IAM ET S H0KE | S LUSE R TFRELRENTRUR R IFRELEREENRE. &
TEEETEONREREETE , BN CERTEMMNWAFHA®, BT HAE JSON K E
ANFERE , FZH (IAM AFEmRE) $# IAM JSON K TES A,

Amazon Inspector EF & 17§ 5K B R4

E&EF Amazon Inspector E T H A KB R , ESEAmazon Inspector BT 5 58 KB =l

Amazon Inspector & T & JRAY KB
HFETHRROER B

BT RERHREE M MNEFIRA JSON KB, ETRENREN REITE IAM AEEEREN
Simple Storage Service ( Amazon S3 ) FEBE XK. EXHETRENEBHOERSH , RSEEA A
DEATCIREFEXEERRNIGR XN TEEPHMKEHEIR , RIEE LIEEEE AU ZR RN
TWLEREUAREHAZHETINT. EXAEETHERNEBPEETEH, ZERATUSEK,. A
F. A8, REAFE AWS RS,

EABK/FER , BULUEENKFREMKS B IAM ZEEEANETRROREFHNES, F
Bk EAFNEETERNRBEIARENEEXRRIEN—E¥ME. HERANERLETREER
AWS Ik , AIERF W IAM BB REXNEEREAZE (AFSAE ) RFFRIZRNONE, M1
BYFET SR MBSHEUR TR, B2, IRETRRORE[R —NKS PO EERTF
HRIRE , WIREETANET SHNEE, BEXEZER , SR (AM AFER) 9 1AM A6
EETRRNEBEMNTE,

Amazon Inspector KI5 B 1% 4k

X RIEERE =

EE R WLER AWS JSON REERIEEHRANIG AT L, tBE2W , BNEE AT LHIR
1TRME |, UREMAL ZH THIT,
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JSON REEHY Action TEMRAA TERKP AWIIEL B RINRE, RBREEESXEKN AWS
AP BERE. B—EHINER , HlIRBTE APl BRENNRNR B1E, & -LREFTELRK
RIITSMEE. XEMIRER I HERERE.

ERE P IS REURFIITRERBENR,

B X Amazon Inspector BEMN IR , HSH (RFBRNSZE) FH Amazon Inspector E LK E1E,

Amazon Inspector PR REEIRIEEIRETNFERAU TR

inspector2

EERMEUREESTURE  BEAESHENRT.

"Action": [
"inspector2:actionl",
"inspector2:action2"

]

E&EF Amazon Inspector BT S B KB R , S FAmazon Inspector ET 5 15 19 KB =l

Amazon Inspector Y 2K B % R
TR RR =
EE R AR AWS JSON REERIEEWANIGME M L. HFRR2WR , BN EME AT LAEIR H

1THRE | UREMA LTS THIT.

Resource JSON KB TEZEEEQHENAREN PRI IR, BIHXHEE Resource |
NotResource JTHE., EANZEXRE , HFEHAHE Amazon BEE# (ARN ) BEARR. N FXEFHE
BRERE (MARRENR ) PIRE |, BRI LURITILRE,

HFFXHERRRRGRAE (WP HIRE) | FEABER () EREQLATHERR.

"Resource": "*"

Amazon Inspector 215 1AM BEL& A 175


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Amazon Inspector AriEE

E&EE Amazon Inspector W HRREXRE R H ARN B3Ik |, H5HE (RFRNSZE) HH Amazon
Inspector EXHE R, ETHRETUEMEREDIEESNRIREN ARN , ESH Amazon Inspector
E X HIRE,

E&EF Amazon Inspector BT S BRI R H , S Amazon Inspector ET 5 13 19 KB Rl
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XBFRBETRSHRIER MR =

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BNEATTLNF AR RRITER
&, BAREA ARG TIIT,

f£ Condition jt¥& ( = Condition #t ) # , AT EBAERNEM. Condition TRETE
o BRAIGIEFERAZEZER (fl, EFHNT ) BNERHFRER |, UIERBFINFEEERPNE
FITE,

MREE-—MEAPEESZ D Condition THE , WEE Condition TEFIEESNME , I AWS
EFAEHE AND BEIFHEN]. IRENENMFHREESME , NERABBORZER AWS WHhESK
fro ERTFEUINNRZALITRRFBENRMSE,

EEESRHN , ZUAUERSUNEE, S, REEFEA IAM AR 4712 IAM AAFET , 888X
HETFHRARONR. AXESEELR , H2H (AM BFER) P IAM EBTE TENFRL,

AWS X F2RAFHEBHNBETRSHFZHZH, BEEME AWS £2/5F4E , SR IAM AFE
FMPHAWS £REH ETXER,

ZEE Amazon Inspector HRNIIE , B (RSBNSE) HH Amazon Inspector H5 A4
B, BETHREATUNPLERENTREASRMLR , 1528 Amazon Inspector E X #E1E.

E&EF Amazon Inspector BT S B KB R , S Amazon Inspector ET 5 15 19 KB =l
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EEFIFIR (ACL ) EHIMLEHAE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BERL , REEMAER JSON KB HEER,
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ETEMENERNREZES (ABAC ) B—HRIKE , ZRBETEMEREUNR, £+ AWS , X
ERMMAIRE, BLE IAM B ( BFRAE ) MTFS AWS FIRM RS, FRISKEMTRE
ABAC WE—% . ARRIRIT ABAC Kt , BIEEHEMIRE S5 15 R 9 B IRFR E ITE AT 2 1R
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ABAC AREBRKWIFRHIERH , AERKEELFEBAER T AT R EAB.

ERETHRZIEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBMANZHTEPFREFRZIER,

MRENMRSN TENRARREBIGAEX=ARMGE  WNTZRS , ZEAR. IRENRSX
N T RBRREZFAEX=ZAZAHE , WZENTD.

BX ABAC WEZELR,EZHR (IAM AFiErm) FIHT AL E ABAC?, EEFIRE ABAC TRV
2, BESH IAM BFER) FMNERETEMEMNHEMRES ( ABAC) o

i@ s 45 UE A T Amazon Inspector

Xl B A AE =

HREA IR R R , BEL AWS RS FTRER. AXESER , SEWLE AWS BRSE ERTIE
BHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREERABRAF B MBBZIANEM S EZEF , I AWS Management Console £ A 2 IR BHE$,
flan , KB AWS RN EIMNE QB R (SSO) #E# T M , ZE RSB BIRIITER. HEU
AP amaREfs  ARYMRAGH K BESEHARIGHEILE, BXURAGHNESZER , HSH
(AM AFEm) #1 Y1REIAE (BFE ).

BRI LAER AWS CLI 5 AWS APl Fait|ZIGEHER ., RE , B0 LME A X EIREHER T IHE
AWS, AWS BIEHBERIGHFESL K MARERAKBHRZR, BXEZEER , BHSHE IAM FHY
IS Bt &2 2 EAE
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XEFERIBE21E (FAS) =3

HEER IAM BFRBeEFRITRIEN AWS , BEANERA. EARLERSH , W27 —
MRIE , ARMREEEMBBRSHE S —MEE. FAS ERAAAZRANNRUK AWS RS @T
RS R HERBVER. AWS RERABIRFSKIFTESHM AWS RS REFRXES BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEBERITXAMRENNIR, BXAKH FAS 1EREH
RS , BERER TR,

Amazon Inspector WIREZ A€

xEFRFAE )

RS ABRA—TURSEME. KREFITEREN IAM BE. IAM EE R A LAE IAM R oI, Sl
BREESAE. AXESEE , 20 (AM BFERE) PHEER AWS RSZERRHEE,

/A Warning

FE RS A R AT sE 2R Amazon Inspector BIZhEE, 1X 2 Amazon Inspector 12 #E4H%
ESNFTRERSAE,

Amazon Inspector B RFZHERAE

XEFERFHEXBE =

BSHAXAGR —HEEINEBRSAR. AWS BRSRSAUKARKREHTRENAE, RSHEX
AHEHIMEENP AWS IKF |, HBARSAE, IAM EERATUEEETERERRSHEXABHR
PR o

BXREUBFEERSHERACHIFAEE , FSHAEA IAM BIAWS RS RS . ERTPERRSEX
ABIHTEE Yes #ik, BRRFEUEFZRSHBS XA B,
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Amazon Inspector &F & 17 #9 5K k& 7~ 5

RINERT , BRMAGEESEDIEH Amazon Inspector BIRIINR, 1t T EMER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API #1{T1E%. ERTH
FPXFERRHRATRENTR , IAM EE R AR IAM K, EEAMEGTAMmMARRNM IAM K
B, AFAURABE,

BT RMAERXLRSG JSON REXHGIEET IAM HHNERE |, E56 (IAM BFiEE) P8
£ IAM policy.

B3 Amazon Inspector EXHIREMBREENFMES , SEEHEFRELEW ARN WEX |, HS
1} (REENSE) FH Amazon Inspector BVIRIE, TRMEZHE,

£

- RMREXE

« £ Amazon Inspector & A

- AAFEFEMI]B SRR

- AWRAEFXH BB Amazon Inspector BT

- AT TEZ2FRIAE Amazon Inspector %R

REERIEREK

ETEMNEBBEENMNAZRSTLUCIE, HESMBEREK S FH Amazon Inspector B, XLk
ATEERE AWS IKF AR A, RIERAEEE TS MR |, HEFUT AR

- JFHAER AWS RERMHA RO RENENR — BEFHOAFPMTERER TR , #EAN TS
FEIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) T/
AWS FEEREW TFRAENAWS FEE KK,

- NMARENER - EFEH IAM RKBRENRE , HNERFHRITESIAENNER. At , BaLENX
ERERGTUIUNBERBFRRITHRE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIER

o fEF IAM FRE PR R4 — 5 BRS135 B AR — 457 LA 6] 58 B 7 D0 5240 3 FR 4l 3 R AE RN B R 15 1) o
Bl |, B LURE R RIEESAMER SSL EEFIEER, NERSBRERBIBENSNE
AW, WA AR RARE T RSIRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , 72H (IAM AAF$ER) FH IAM JSON EETE | &4,
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2R UEFT RS M B KRG , LARKBAS IAM REEIES (JSON) M IAM FEXK. 1AM
Access Analyzer 12t 100 ZURBERENM ATIRIENEN , UBHEFELL ARV KR, B
REZER , FZH (IAM AF1EE) $8 IAM Acess Analyzer EREEKIIE,

- FEZEHHRIUE (MFA)-TIR AWS IKF AN REE IAM AFSRAF , BEA MFA RS X
i, EEEFHA APIHRERNEE MFA |, B MFA ZERMEEHNKREH, BXESZELR , ES
5 <IAM AF#ER) FK BES MFA RIFH AP,

BX IAMHHREIENESELR , H2H (IAM AFER) #1 IAM F R HEXE,

{5 Amazon Inspector 2| &

Ei5[d Amazon Inspector #B#|& |, BANEF —HREHURR, XLENRLAAFEIHMNEFTEEKR
BB AWS K~ 1 HY Amazon Inspector BRI IFHAER . R BELFENRENBEENENET
SRR, NTHMT ZRENE (AFRSAR )  BHSFELEERMBEEEZET,

NFMEA AWS CLI 2 AWS API WA F , BEENEHBREREERHANR, Hxk , RAFHRNEH
2 TR API RV ITE AV R 1E,

RBRRBFNABDATELER Amazon Inspector #2414 | FEEFITILBKE
g2ConsoleAccess™ReadOnly AWS REERBEHI MEIX LK, BXEZEFER , 25 (IAM AF
B PR AR,

AFAFESHINE SR

ZORBIGER T BRI R |, BV IAM AP EEM MBI EAS S ONNERMEE R, R
BIEEEFE LHER AWS CLI 3 AWS API BU4wIE 5 R B IRER R

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

AFLLREF NGB FTE Amazon Inspector &R

UTRBIBRT —NKREE , ZRBEATFURESRGEFTE Amazon Inspector %R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"
1,
"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
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"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": "*"

ARFELIFR A Amazon Inspector &R

DUTRBIBRT —NERE |, KB AT ELIERFTE Amazon Inspector %R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "inspector2.amazonaws.com"
}
}
1,
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
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AWS EERBEZHMENEENILZ KK AWS, AWS RERBEENTZENLRABIRENR , UE
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FicE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BACMNAHME AWS F/ £
M. BMNBUBIEXBRETENERZSNE S EEERBERE -SRI NR,

BLEEERAWS EEFBRPENWNRE, ME AWS B3 AWS HEFKPENHNIR , IFEHLE
MiZEREFTRERNFTEZRAGH (AR, ANAR ), AWS RETREERHN API HIE RS T
LAEA T AWS BRS 19 API IR{ERTEFT AWS 1T E KB,

BXREZEE , F50 (IAM AFER) P AWS EEERK,

AWS I£E KR : Amazonlnspector2FullAccess
BT LA AmazonInspector2FullAccess REEHINE] IAM B 15,
WREER T RS2 4R Amazon Inspector BYI PR,

RRFHRER
ZRBEEE TR,

« inspector2 - AW E£ 5 A Amazon Inspector Zh&E,

 iam- f23F Amazon Inspector I RS <A | B
AmazonInspector2AgentlessServiceRole, X2 EHR , X# Amazon Inspector F BERIT
— iR 4E | MR FEA X Amazon EC2 3£, Amazon ECR B EMNASEMEBNELR. 24T VPC W
FLURBARSRALXBKNIKSF, BXEZEER , 558 X Amazon Inspector F A RFZHEXEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Inspector AriEE

+ organizations — AW EE A Amazon Inspector i F AWS OrganizationsHHY4A 4R, 1 FEUE
Amazon Inspector B A5 15 A1 X PR /& AWS Organizations , ZREE AR A TUAEEHA LD
FREBHEERELR,

« codeguru-security— AFEE R F A Amazon Inspector K REERBHFEHFE N CodeGuru
ZEEIIEHHORBOMBIRE, BXREZEL , F5H WAELI PRI THRSME,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"

.

{

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration",
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": "*"
},
{

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {

"iam:AWSServiceName": "inspector2.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
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"organizations:DescribeAccount",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

AWS IEE R : Amazoninspector2ReadOnlyAccess
EA LU AmazonInspector2ReadOnlyAccess SKEEHIINE] IAM B 13
R F WX Amazon Inspector 31T R 15 0] IR

KR FHE R
ZERBEE S A TRR,

« inspector2 - AFLAREHF XK E Amazon Inspector ZhEE.
« organizations— ARFEFHLLM Amazon Inspector BESEE AWS Organizations HiF4H(E S,

 codeguru-security— fAFM “ CodeGuru 2" AR EZRBHF R, EAGFEBFMHE “
CodeGuru 2" FHRBHINEZRE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"inspector2:BatchGet*",

"inspector2:List*",
"inspector2:Describe*",
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"inspector2:Get*",

"inspector2:Search*",
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

]I

"Resource": "*"

}
]
}

AWS IEE X : Amazonlinspector2ManagedCisPolicy

AT LUK AmazonInspector2ManagedCisPolicy REEKINEIEMY IAM SRR, b 5K BE BB N B — A
A6 , ZABRKRTHEMN Amazon EC2 SEHIETIHEAIM CIS AR, BAUER IAM BEEEE
EC2 3:f|l biz24TH & i AWS CLI 5 AWS APl ER N AR FWIREHES, XL TFE EC2 EHIH
BB %. EM EC2 £fl08E AWS AEARETHAMENAREFEAR , £EZ0EM B Z
SHINEFIER BN 4. ROIREXHIEAE , HFE EC2 2l LETHRERFEBRBIGNEIE. Bx
BZEE , HSE (AM AFERE) $8 FH IAM &5 Amazon EC2 34| EZTH N AREFET
PR o

RRFHRER
ZERBEBEU TR,

« inspector2— AFAMATFIEIT CIS HERIRE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry",
"inspector2:SendCisSessionHealth"

1,

"Resource": "*",
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Amazon Inspector AriEE

AWS IEE XL : Amazonlnspector2ServiceRolePolicy

o3 AmazonInspector2ServiceRolePolicy SEEHIANZ] IAM 354, FIb SR RE K HOR] foiF
Amazon Inspector R RIEHMITRIENRSHXAR, BXEZER , HSH X Amazon Inspector
ARFZHEXAE,

AWS FEEEEE : Amazonlnspector2AgentlessServiceRolePolicy

Fo3E N AmazonInspector2AgentlessServiceRolePolicy SKEEHI MR IAM L4k, fF bR B
B 0 ZE S5 Amazon Inspector R REMITIRIENRFZHEXRACR, EXEZER , HZ5H X Amazon
Inspector EARRFHEXHE,

Amazon Inspector E#H AWS T IEEBEK

BE BIZRSFARBERXLEE HERKIS Amazon Inspector AWS EEBREWEFWIEMER, BRE
BRI EEXRNEZIREE |, E1T8 Amazon Inspector #4778 12 F W HEH EH RSS iRo

B DU Sp

Amazon Inspector 0T —4 2024 £1 A 23 H
FNIERE  BULEEA
ERBIEEXHH—3B0 , KA

AN RHIRET CIS HHlho

Amazonlnspector2
ManagedCisPolicy — 3B

Amazon Inspector 3817 ## 2024 £1 A 23 H
PR , RFILE#E Inspector £

B#RsEf6l EE3) CIS B,

Amazonlnspector2 ServiceRo
lePolicy — X8 BUR Y B #T

Amazonlnspector2 Agentless
ServiceRolePolicy — #BUR

Amazonlnspector2
ReadOnlyAccess — X EH KX
RIEH

Amazon Inspector # i1 T —IR
RS HE<ABEKE , A
Xt EC2 RAI# T RRERE

(o]

Amazon Inspector #8117 &
R, AT REAFREER
SRS RE RIS
RiFAEE.

2023 11 B 27 H

2023 9 A 22 H
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RAriEmE

EK

Amazonlnspector2 ServiceRo
lePolicy — XYl BUR Y B #T

Amazonlnspector2
ReadOnlyAccess — S E A B
R EH

Amazonlnspector2
ReadOnlyAccess — X B A B
ROER

Amazonlnspector2 FullAccess

— N EBERAYE R

Amazonlnspector2
ReadOnlyAccess — X E AKX
ROER

Amazonlnspector2 ServiceRo
lePolicy — X I A BUERH E#

DU

Amazon Inspector 807
FEVRLR , /21F Amazon
Inspector 3# & T Elastic
Load Balancing B #R4AHY
Amazon EC2 3£l # M & B
B

Amazon Inspector 811 T £
R, ATREAFAIEHRR
SHBRAMEER (SBOM),

Amazon Inspector 811 T £
R, AFRIEAFRREK
F Y Lambda KBRABLE RN
mERBEFEE

Amazon Inspector 811 T &
R, ATRAFEERFREE

) KMS Z4R , kN% Lambda
RBAWLERPIRI,

Amazon Inspector #8117 &
R, AFRERAFRREK
FHY Lambda BB HEAHERASR
ZRNIFHER.

Amazon Inspector 711 T #HY
R, AFLEHRERER
BUE Lambda 3 3 B 72 42 49 ik
F a2 AWS CloudTrail 5S8R
SMHXHRE, X , Amazon
Inspector F 7] LA k5 #2248 K =
¥ CloudTrail =,

B

2023 £ 8 A 31 H

20236 A 29 H

20236 A 13 H

20236 A 13 H

2023 5 A 2H

2023 4 A 30 H
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RAriEmE

EK

Amazonlnspector2 FullAccess

— XN BBERAER

Amazonlnspector2 ServiceRo

lePolicy — XA BUR Y B #T

Amazonlnspector2 ServiceRo
lePolicy — X1 BUR Y B #T

Amazonlnspector2 ServiceRo
lePolicy — X1 BUR Y B #T

DU

Amazon Inspector 811 T £
R , AFAFKRE Lambda
RIBAKRBERERINIF
PER.

Amazon Inspector 811 T £
R , AT S Inspector [a]
I 53 EC2 Systems Manager
REBXREF AL SE EC2 iR
EREENHNBENRKRENE
I\

Amazon Inspector 711 T #HHY
BR , AR ERER
BUE Lambda 3 4 B 72 48 /9 ik
F el AWS CloudTrail 5R
SHEXMRIE, X , Amazon
Inspector i AT LA ME 2= & ik 7= FR
B CloudTrail =,

Amazon Inspector 811 T &
PR, RFL S Inspector
&R # AWS Lambda &
BHNFRENRD , ANL
O# CodeGuru &£ B4
WHBEHE, A, Amaz
on Inspector AN T FE
IAM policy B9 BR. Amazon
Inspector £ LLFEEAHE
Lambda B R EFERE
fiE 5514 o

B

2023 4 H 218

2023 4 A 17 B

2023 4 A 30 H

2023 2 A28 H
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RAriEmE

EK

Amazonlnspector2 ServiceRo
lePolicy — XYl BUR Y B #T

Amazonlnspeotor2 ServiceRo

ePolicy — N BB RN EH

Amazonlnspector2 ServiceRo
lePolicy — XY BUR Y B #T

Amazonlnspector2 ST A BE

#yServiceRolePolicy & #f

DU

Amazon Inspector 70T
—R¥EQ , £ Amazon
Inspector # % CloudWatch
A< XA AWS Lambda
BB AT RIS E. Amazon
Inspector £ fAXL(E B
BERRESKREPTE 90 XA
2 FIEBNIRSH Lambda BIEX
k.

Amazon Inspector 17T —
=8, RIS Inspector
KERAEX AWS Lambda B
BWEER , 8BS M EK
KB BNERA, Amazon
Inspector £/AXLFEEAHE
Lambda HEHREFERS
S5,

Amazon Inspector #8107
—Li#TIR4E , A1F Amazon
Inspector iR SSM S<BxHY
HATIER. LtEFL , Amazon
Inspector 338 HN T IR B IR
B , ¥ Amazon Inspector
£/ AmazonInspector?2
HEK SSM X HBE, &
. BIERFS 3 SSM XEBk,

Amazon Inspector E#T T B
RKNRFBE , AIFL S
Inspector W& H it AWS 7 X
R REER.

B

2023 2 A 20 H

2022 £11 A 28 H

2022 £ 8 A 31 H

20228 A12H
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RAriEmE

EK

Amazonlnspector2 ServiceRo
lePolicy — XYl BUR Y B #T

Amazonlnspector2
ReadOnlyAccess — TR

Amazonlnspector2 FullAccess

— FBER

Amazonlnspeotor2 ServiceRo
ePolicy — ¥TBUE

Amazon Inspector FF IR RERE
X

DU

Amazon Inspector E4H T #
ERNEFREE , 1% Amazon
Inspector BIZE., MIBRFEF
SSM X Bk,

Amazon Inspector 8417 —Ii
R, AT LREF RN

Amazon Inspector Zh&E,

Amazon Inspector #8107
—IFREE , AFTEEEE

Amazon Inspector Zh&E,

Amazon Inspector #8017
—Li¥T K BE , 21F Amazon
Inspector X RIZEH RS
PITERE,

Amazon Inspector FF AR ERE
AWS REBENEZE,

¥+ Amazon Inspector fEFARFHEKXAE

B

2022 £ 8 A 10 H

20221 H21H8

202111 A 29 H

202111 A 29 H

2021 £ 11 A 29 H

Amazon Inspector fEFHAWSServiceRoleForAmazonInspector2 38 AWS Identity and Access

Management (IAM) fRSSHEXAE., RFHEXABRS Amazon Inspector EEHEXR IAM A€,

2

B Amazon Inspector FIE X , EBRLSHRER AWS RE KREBBMAFTENFMENIR,

R M X BTl BE R\ IR E Amazon Inspector |
Inspector EX HESZSHXAGKHNIER , BRIESAEL , BNUR

RAERBFEHRMSENRR, Amazon
& Amazon Inspector AILAMKAZ A&,

EXHNRBFEEERBMRERRE , MEANRRENEM N EREE IAM K1E,

HIREEN R

AW IAM EF (A H AR ) tlE, REIMBRRSEXAE, BXESER | 5

5 (IAM BFER) RRRSHEXAENIR. RAAEEENRRSHEXAGHAXERE , FEMER

ZAG, XFRFEN Amazon Inspector BIR , A BT ToE A BIBRXT BRI B R
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Amazon Inspector AriEE

BRXERSHERAGHEMBRSNEES , HSHA5 IAM BEEEANAWS RS , AERRSHEXSE
BIHERNRIRS. EETHRENRITUERTZRSNBSHEXAB,

Amazon Inspector B9 RS5 M < A SR

Amazon Inspector &N AWSServiceRoleForAmazonInspector2 WRZHEX AR, ZRSEHE
XABEME inspector2.amazonaws . com REEFZAE,

ZABHNNRRMEE N AmazonInspector2ServiceRolePolicy , StiF Amazon Inspector 1T 5L
TS :

- £/ Amazon Elastic Compute Cloud (Amazon EC2) #/E# 3RA <L HIF M KB RHE L.

£/ AWS Systems Manager IREMNEM Amazon EC2 Rl R RER , HNBENREIRERE
RE=ZFIENEE.

- fEF AWS Systems Manager SendCommandi®{E{8F B #r3=4I#9 CIS 31,

« {5 Amazon Elastic Container Registry 2K REXREN I R[MRENE L,

« £/ AWS Lambda ##ERK RHXEH Lambda HEHEE.

- A AWS Organizations R IRREREIK o

£/ CloudWatch BEFRKERAX LXFA Lambda EEHIRTEHE L.

o AR IAMRERRATEESZRN Lambda KB ER L 2METEMR 1AM policy FIAERER.

« £/ CodeGuru Z£2EX Lambda BB AR BIITIHE. Amazon Inspector SEALT
CodeGuru &2 214 :

« codeguru-security: CreateScan — & FRIZZ £ AWM. CodeGuru
« codeguru-security : GetScan — & F# % CodeGuru £ T HIBEH R,
« codeguru-security : ListFindings — #FRRZLEPITERNRNERHINR. CodeGuru

- codeguru-security : DeleteScansByCategory — & F &£ B 1HI Bk Amazon Insp CodeGuru
ector /B3 PRI R,

- codeguru-security : BatchGetFindings — & F# % Security 4 R —#t 45 E X IR
CodeGuru

. fEf“¥%$F Elastic Load Balancing”#&{EXJ/® F Elastic Load Balancing B #r4#9 EC2 SE IR 1T R 4%
A,

ZABERAUTNRERHTEE
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "TirosPolicy",

"Effect": "Allow",

"Action": [

"directconnect:DescribeConnections",

"directconnect:DescribeDirectConnectGatewayAssociations",

"directconnect:DescribeDirectConnectGatewayAttachments",

"directconnect:DescribeDirectConnectGateways",

"directconnect:DescribeVirtualGateways",

"directconnect:DescribeVirtualInterfaces",

"ec2:DescribeAvailabilityZones",

"ec2:DescribeCustomerGateways",

"ec2:DescribeInstances",
ec2:DescribelnternetGateways",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRegions",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnects",
ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayRouteTables",
ec2:DescribeTransitGatewayVpcAttachments",
"ec2:DescribeTransitGateways",
ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcPeeringConnections",
"ec2:DescribeVpcs",
ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
ec2:GetManagedPrefixListEntries",
"ec2:GetTransitGatewayRouteTablePropagations",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancers",
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"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
"tiros:CreateQuery",
"tiros:GetQueryAnswer"

1,

"Resource": [
]
I

{

"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:BatchGetRepositoryScanningConfiguration",
"ecr:DescribeImages",
"ecr:DescribeRegistry",
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRegistryScanningConfiguration",
"ecr:ListImages",
"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",
"ssm:DescribeAssociationExecutions",
"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"
1,

"Resource": "*"

iy
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{
"Sid": "LambdaPackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"cloudwatch:GetMetricData"
1,
"Resource": "*"
},
{

"Sid": "GatherInventory",

"Effect": "Allow",

"Action": [
"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:DeleteAssociation",
"ssm:UpdateAssociation"

1,

"Resource": [

"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:document/AmazonInspector2-*",
"arn:aws:ssm:*:*:document/AWS-GatherSoftwareInventory",

arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm:*:*:association/*"
]
I

{

"Sid": "DataSyncCleanup",

"Effect": "Allow",

"Action": [
"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"

1,

"Resource": [
"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"

]

1,
{

"Sid": "ManagedRules",

"Effect": "Allow",

"Action": [

"events:PutRule",
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"events:DeleteRule",
"events:DescribeRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"

1,

"Resource": [

"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"

]
iy
{

"Sid": "LambdaCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [

"codeguru-security:
"codeguru-security:

"codeguru-security

"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:

15
"Resource": [
]
iy

{

CreateScan",
GetAccountConfiguration",

:GetFindings",

GetScan",
ListFindings",
BatchGetFindings",
DeleteScansByCategory"

"Sid": "CodeGuruCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [

"iam:GetRole",
"iam:GetPolicy",

iam:ListPolicies",

iam:GetRolePolicy",

iam:GetPolicyVersion",
jam:ListAttachedRolePolicies",

iam:ListPolicyVersions",
iam:ListRolePolicies",

"lambda:ListVersionsByFunction"

1,

"Resource": [

i n

]I

"Condition": {

ERARSHEXAR
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"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"codeguru-security.amazonaws.com"

]

}
}I
{

"Sid": "Ec2DeepInspection",
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"
1,
"Resource": [
"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

1,

"Resource": [
"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowListServicelLinkedChannels",
"Effect": "Allow",
"Action": [

ERARSHEXAR
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"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [
"ssm:SendCommand",
"ssm:GetCommandInvocation"
1,
"Resource": [
"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"
]
I
{

"Sid": "AllowToRunCisCommandsToSpecificResources",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},

{
"Sid": "AllowToPutCloudwatchMetricData",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

]I

"Resource": [
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"

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"

# Amazon Inspector I RESH<AE

BEEFHCERSHRAR, HERE AWS Management Console, E AWS API #85E Amazon
Inspector Bt , Amazon Inspector 2 A{RBIEERFHEXNHE, AWS CLI

3 Amazon Inspector fRERFZHEXAE

Amazon Inspector & 24748 AWSServiceRoleForAmazonInspector2 [REHEXA R, ELIEMR
SHXBERE , BLLENABHNEN , RNTRESIN AR5 HZAR, BRAUUER IAM 4
A, BXEZELE , E52H (AM AFER) FHEBRSHEXAE,

1l & 3E B F Amazon Inspector WERSZ X AR

WMREFRBEFEA Amazon Inspector , BATEWEM R AWSServiceRoleForAmazonInspector2 AR
SHEXAR, ZRRAGZE , BEXREBNBEZAE AWS X With 515/ Amazon Inspector,
{2 Amazon Inspector % , ER 2N EMRZAR, At , MREFREE Amazon Inspector , 1]
DEADNEAG, XM, ERANAEBE LI RERREFWREAIE. B , BUTEBERRSZHEX
BENRR , ARTEFIRRE.

MRBBRLBRFZEXRBEBASEEBRCET , WA ERERNREREZNKFFEFCZLAE,
B5E Amazon Inspector B , Amazon Inspector & N B EFH A ERSHXBE,

(® Note

un R 1E &3 B M BR B RET , Amazon Inspector RS IEFEERZAR |, WHIERRIERTRES KM,
MRBEEXER , BEF/ Lo , ARBREZREBE,

B LAER IAM $28|& AWS CLI, = AWS API il BRAWSServiceRoleForAmazonInspector2fk
SHXAR, BXEZEER , H5H (AM BFER) hHlRESHExA R,
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Amazon Inspector AriEE

Amazon Inspector TR EFIE A RS FH X A BN R

Amazon Inspector TREBHEFEHAE RN AWSServiceRoleForAmazonInspector2Agentless By
RFZERAE, X4 SLR £ Amazon Inspector £ & #Y I F A ]2 Amazon EBS B1RHR , AETHR
ZRBHROEE, ZRSZHEXRABEME agentless.inspector2.amazonaws.com REEEZA
B,

/A Important

WRSZ X AR DHIETLBELE Amazon Inspector W IEEA InspectorEc2Exclusion
FREMBTH D HERRME(T EC2 SRHIMITTAREBEE, A, YA TNEESH KMS BATH
InspectorEc2Exclusion FrZaY |, XEiEA M IE Amazon Inspector 8] 48 R % H #Y Hn 28
BiE. BXEZEL , 2 M Amazon Inspector 33 HERR L4

ZABNWNRRME AN AmazonInspector2AgentlessServiceRolePolicy , 2 Amazon

Inspector 11T TES :

- fF Amazon Elastic Compute Cloud ( Amazon EC2 ) 2ER RHEx EC2 £4l, BHMIRBHELR,
« f£/ Amazon EC2 #7ic#g4E , | InspectorScan & N A IRBRINRZ,

« f£/ Amazon EC2 tRERIZERGIEMER , A InspectorScan XN EFINIRZ , REHIR
Amazon EBS &4 InspectorScan frEBH IR,

 f£f Amazon EBS #&/E , \#H InspectorScan iREBHNRBHREEE,

- ERAIEE AWS KMS #ERRIERBEEAT S REZPMEN AWS KMS REB. SATNHREN
KMS Z4AH#H InspectorEc2Exclusion #r&Rt , Amazon Inspector N2 2 BIIR B,

ZABERAUTRRERHTERE

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "InstancelIdentification",
"Effect": "Allow",

"Action": [

"ec2:DescribeInstances",
"ec2:DescribeVolumes",
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"ec2:DescribeSnapshots"
1,

"Resource": "*"

I

{

"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"

1,

"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
},
{

"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",

"Action": "ec2:CreateSnapshots",

"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"

}

}

I

{

"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",

"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {

ERARSHEXAR
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"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/InspectorEc2Exclusion": "true"
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}
}
},
{
"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
I
{
"Sid": "DecryptSnapshotBlocksSnapContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",

"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
iy

"StringLike": {

"kms:ViaService": "ec2.*.amazonaws.com"

ERARSHEXAR
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}

}

},

{

"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

IR TEREBLHENRSHEXAR®

BEEFHCEBRSHERAR, HERE AWS Management Console, B, AWS API #85E Amazon
Inspector Bt , Amazon Inspector 2 A{RBIEERFHEXHNHE, AWS CLI

WERTTARERRNERSAXAR

Amazon Inspector F /448 AWSServiceRoleForAmazonInspector2Agentless JREHEXA
&, ERERSHEXACRRE  SLEERRACHNEN , BNTREESI XG2S AZAG, BRAMUE
AIAM REABEHR. BXEZEER , H5H (AM AFERE) PNRERSHEXAE,

WERA T RABELABNRSHEXAR

MRTBRECAENFTERSHAXABENDIRTRS , RINBUEHRZAR. XIFEERIERAEE
o s PR IR AR A 9 AR E A SRR

/A Important

Eff| Bk AWSServiceRoleForAmazonInspector2Agentless A , BUREFMEXEE
REABNXEPFAEERNEBERETARE, BXESEE , ESH [(BEWAEEREE
a).

£/ IAM Fah BRIk X B E

/8 IAM #2244 AWS CLI, = AWS API #ll Bk AWSServiceRoleForAmazonlnspector2Agentless RS
XAt BXEZELR , 35 (AM BFERE) BHRBRESHExAE,
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Amazon Inspector & 13 7 8] B EHEE

U LERLTER , BE2HAIEEEFER Amazon Inspector 1 IAM B AJ BEB 2V F I (7] &,
=3
« RFEMIE Amazon Inspector FIf{TIRE

« EELNIAT iam : PassRole
o REAFZRIUNAN AFRIFEL Amazon Inspector iR AWS JiK F

TN Amazon Inspector FIHITIRIE
MRLRFERET , KRAGERBITENMNRE | MEXIMEHREE AR TFRITZERE

% mateojackson IAM AR ZRERAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRMEEN inspector2:GetWidget WBRE , 2 &£ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetlWidget on resource: my-example-widget

FEHBERT , BAEH mateojackson AFKIERE , BLAFER inspector2: GetWidget BET
B8] my-example-widget &iRo

MREBFEEHLY , BRREZHNAWS EE R, FNEERRREMBEZEZITIN A,

FEFTAIAT iam : PassRole

MEEBWKE—MNMEIR |, IBABEBENINIT iam: PassRole BE , MM MEFMRBEUA T ETGA KBS
Amazon Inspector,

BE AWS S A ERIIAEABRKEAL1ZKRS , MARCBRMNBSALIRSHEXAR, it ,
LM MEB A LTI RSHINR.

LN marymajor B IAM A P =i £ A% A £ Amazon Inspector F#ITIRMER , 2K E LT RAI
HiR, ER , BSELMEERFSACIHETHNRS AIMITIIEE. Mary TEENACKESIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREBEERY  FHRRALH AWS EEA, FHNEERARRHEREINA,
BB AR AFRIE Amazon Inspector &R AWS ik

BARGE-—INEE  WERHMEKSFFNAFREALANAN AR TUERZACKGREN TR, &7
LIEERERER , AUEFAE, XN TXRHETHRNERBIEFEHE SR (ACL ) BIRS , B
158 PR 3 L SRS 1) A B 3R T X AR B B R B T R A

BETREZEE , ®SAUTRE

- ET# Amazon Inspector B B X FXLINEE , iHZ 1 Amazon Inspector A5 IAM BL & E M,

- ET7HBIARENEHEEN AR ERNE AWS kP | ES55 IAM AP EETRHEEREE AWS
K 8% — 1AM B P iR 5 ) R .

- ETHRNAEE=AREXNEHERRAOGRERNE AWS KF , ESH IAM AFERTHEE=51E
HiFRER. AWS K

- ETHRINABEESARKRERIERHAFRNER , H55 (IAM AFERE) PR HIEE /B E BRI
AP ( BRBEERIE ) RETHRNE.

- ETHEAACNETRARNRBHTERSHRZENES , 36 (AM AFERE) H89 IAM
AEEETRENRESMATE,

¥5# Amazon Inspector

iR 43 Amazon Inspector FME fth AWS SRR ARV AT FEM, ATAMFMENEEART S, AWS
RitsETE | HTF%M Amazon Inspector , 7 I RIEE#1TIRE |, HEEHR B3I RE{TS -

« Amazon EventBridge @ — B ELRFB|/EHELRST , TURAFENNARRFSRE &RKIEN
BIEEREER, EventBridge RIEKBEBHSHWNARRF. S oftware-as-a-Service (SaaS) BLARERF
M AWS FRESHEREBER , X LEHER BT Lambda FB#r. XEREBLIERSPFEENE
#, AUBEHRHNEN, BXEZEE |, 21 Amazon EventBridge B 6/,

« AWS CloudTrail #ZREBEEN AWS K X HHAKRIZKF X HE AP HRAMMEXEH, CloudTrail
ARIEE B E SRR R EIEER Amazon S3 518, &0 LUR B BRLE A B Mk F1R3T 7 8BiE
AWS, &K HMEWAIR IP it AR I & £ EtE, BXxEZER |, 52/ (AWS CloudTrail A
B o
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£ AWS CloudTrailid % Amazon Inspector AP| iF

Amazon Inspector & AWS CloudTrail—IMRFERK , ZRFEET IAM AP A €K Amazon
Inspect AWS BR% or PV A BT XKERHIRIEMNIZR. CloudTrail ¥ Amazon Inspector B9 FiE API
B#ERANESH, HIKEAHEFEEIT Amazon Inspector 4| & B8 B X Amazon Inspector AP ##
ERRA, MREGIETRE , NATLL ARV CloudTrail B4 F4£ 5 E] Amazon S3 1@ | 2IE4t
3 Amazon Inspector WS4, MREAREBRE , LA TTLUE CloudTrailiR &l AMWEHF £idFEH
EERTNEYS. EABENFEE CloudTrail , BAILAFE !

« [ Amazon Inspector X HHYiER,

- EMNHRREERD IP ik,

- WREHTER,.

- RHBERMETES

ETHMEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

Amazon Inspector FHY{E 2 CloudTrail

CloudTrail ZE&BIZIKF AWS K N EEENKS EEA. 2 Amazon Inspector FRATEBIR | &
SE S EHM CloudTrail AWS RS E4—RBIEREEHTLIERP, EAUEFEE. BRANTHER
IERENEH AWS IKF. BXEZEE , BSRAEHAEHHELIZRES CloudTraill E4.

B iIREMNEHS AWS Ik~ | 2% Amazon Inspector IS4 | HRIBRE. BRI CloudTrail
FBEEXHE5E Amazon S3 F#EN. FURERT , EERFEIAPAIRRRICRA |, LREKIERNA
FrrE AWS Xig, WWIRERIERE AWS 2 XHPIERKAAERFEFNEYH , HFBEXHEEZZRIEEN
Simple Storage Service ( Amazon S3 ) . Lbo\ , BUUEBEHEM AWS RS |, Uit —F 5
L2 CloudTrail BEFWENSHHIE. EXEZEE , BSREUATER :

. BIERERICFEBR

« CloudTrail XN RS MER

« 73 CloudTrail Bti& Amazon SNS B4l

- BUCRBZANIKF# CloudTrail B &4

o EYKBEZANXIEH CloudTrail B &34
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Amazon Inspector BT B EVEH B2 F CloudTrailo Amazon Inspector A LA{T B PR A R VEEB
123%1E Amazon Inspector API ZZ /1, il , XfCreateFindingsReportListCoverage,
MUpdateOrganizationConfigurationBEN MK CloudTraill BEXHHEKEKE,

BANEHRALCKRBBEEERERBERNAREE. SOEEEBTEHEUTRR

- BRECEARAFEIIZER IAM AFREIEAXHW,
- BRERFEAACKRKASAFPNIENZEEIELXEHN,
- BFREEHEMAWS RE A H.

BXEZEE , 2 FCloudTraill AP &4 T,

T # Amazon Inspector BEX % B

RIRR—MEE , AFNE4EN BEXHEHEIZIEEN Amazon S3 Fi#. CloudTrail BEX#
BE—NHSZNEERE, BHRTIKEEMFENENER, SHEBEAXMBERRENES. BREN
AEAMETE, BERSWF, CloudTrail BEXHFRLL APHERNAEF#EKRRE , Bt EMT2R
EAEEIRF

Amazon Inspector 3115 B CloudTrail

Amazon Inspector Scan B 5%/ CloudTrail, Fi& Amazon Inspector Scan API & W%Blﬂ%ﬁ”ﬂ%
., BXIL L Inspector EFAI T i# Inspector Scan API ##4ER 5K CloudTrail , 5550 (I 3%
K& APl &) J# Amazon Inspector Scan,

LT RBIE R TERScanSbomigERY CloudTrail BE%E

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",

CloudTrail B& 208


https://docs.aws.amazon.com/inspector/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html

Amazon Inspector AriEE

"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-17T16:02:34Z2",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
.
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

.

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management"

Amazon Inspector B & # 1 iE

ETHRREETRESAUXNER , FZHAWS RS “ZEEMA XIS HEE" ", RERFEERN
BHEMITH. AWS RS AXx—KREEL , BSHAWS SMITHAWS,

BALMERTRE=FFITHRE AWS Artifact. EXEZELE , BSEFH THIRS" FH * AWS
Artifact.
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- £ A@@ mazon Web Services E#E HIPAA Z2 56514 — AQEPERT KL A NFAIFEH
AWS REIZHFE HIPAA BIZH R ARRF,

(® Note
FHIEPRE AWS RS ABRFE HIPAA 1k, BXEZER , BERAE HIPAA ZRHVERS
£,

« AWS EMEIRAWS — lk TEBNIEMERREE A TEMENTLNAMEBRX,

« AWS EFEHEE —NENAETHRTEHREEN, XEERLE TRIPWRESE , AWS RS
HHEmRHIBESMER (B REEERMESEARMER (NIST), XFFTLRLFEEZERS
(PCIl) FTIEBr#RE(LALR (1SO) ) WREHEH,

- EFAWS Config J7F & A A 1§ F R EY AL {4 %R — % AWS Config RF T ZNRREEBEES K
EELFERIBRE, TAENFEMR,

« AWS Security Hub— X AWS BRSs AT L2 H T RSB R LIRS AWS, Security Hub B3 2424
AN AWS BRAREHREFELZLTUMRENRESR, BXZIIERSEKZEHNYIE B
2 Security Hub #45#£,
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XETMAXBEIRER, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMZEAEL , TTH
XEEESHNTAYE, REENATT B,

Amazon Inspector MR L £ 4

ER —TIEERS , Amazon Inspector ZF| AWS £ERMELZ LR, BX AWS T2 RF UK A
AWS R EMZENER , BSHAWS =% ¢, EFAEMEREZSWRESERFKIZITERN AWS IR
¥ , #2019 S AWS ecurity Pillar Well-Architected Fram ework A8y &A% R,

A LAE R AWS EXH APl BB M58 Amazon Inspector, BFIRMMETIFUTRE -

- FRELREMEMI (TLS), BMNERFEH TLS 1.2, BIWEA TLS 1.3,
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Diffie-Hellman ) . KZHIAKRRE (W0 Java 7 RESHRA ) BZHFXLER,

W BAERGRIZL ID 5 1AM ZREAXBHBEHRZARTERH#ITER. HE , BRI LUE
FA AWS Security Token Service ( AWS STS ) £ IGFt Z£ZIERNERH#ITESR,

Amazon Inspector Y 25441

AWSIEHEMEZ 2, FH AWS ZHREHEEXN -2 , AWS EEREASHEREHRAAL[ER
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IR LRRAEL TN IFAEIRS, HSE AWS Security Hub i I8 RN H2E & I R EUE #E o

Security Hub FHIFFE X TMERER —F N AWS Z2iFELERE R (ASFF) B¥R/E JSON #
K. ASFF @EEXAERF. TEMRRARBELAL RSN FEAFE. BESH AWS Security
Hub A F R H#9 AWS Security Finding # 3 (ASFF )

Amazon Inspector &% B EIfERHTE Amazon Inspector BxFfE , Security Hub FFRX A&
K,

BUEERK 213


https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-taking-action.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html

Amazon Inspector AriEE

£ AWS Security HubH &% Amazon Inspector & & I

Amazon Inspector Classic ## Amazon Inspector A& % T &R O] #E Security Hub B [E—E 4R+
BE, BR , Bu B EMRERZSHRMN "aws/inspector/ProductVersion": "2" RFFIEH
Amazon Inspector FViREXRI, HINLLIFIERZHFSM Security Hub 13 HIE4R P BEER Amazon Inspector
Classic WAEXIN,

Amazon Inspector &2 & I =51

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z",
"LastObservedAt": "2023-05-04T18:18:437",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:437Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

3,
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}
1,
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"ProductFields": {
"aws/inspector/FindingStatus": "ACTIVE",
"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instanceld": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
I
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
I
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"ImageId": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
"52.87.229.97",
"172.31.57.162"

1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/

AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
.
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"RecordState": "ACTIVE",
"Vulnerabilities": [

{
"Id": "CVE-2022-34918",
"VulnerablePackages": [

tH/I:H/A:H",

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "@",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
},
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C
"Source": "NVD"
},
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {

"Name": "NVD",

"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",

"VendorSeverity": "HIGH",

"VendorCreatedAt": "2022-07-04T721:15:00Z",
"VendorUpdatedAt": "2022-10-26T17:05:00Z"

iy

1£ Sec AWS urity Hub R&EF T S3# Inspector HIAEL

216



Amazon Inspector AriEE

"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®bl11219d8e0@1b952eachb6",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fxr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
I
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]

1,
"ProcessedAt": "2023-05-05T20:28:38.8227"

AR B E S X

EF A5 Amazon Inspector BIEER AWS Security Hub , &4 FUHMSE Security Hubo, < I BUE
Security Hub B9 E. , {55 AWS Security Hub AR HIIZE Security Hub,

[E B EE Amazon Inspector 1 Security Hub f& , & B31#0E , Amazon Inspector 7 #51a
Security Hub XZH&EXI, Amazon Inspector £ AWS Security Finding #3% (ASFF) fFHE 4 Y
FIEREAIMKEE Security Hub,

FILFAEL R X AL AWS Security Hub

WAE I RIEBERT

E{E1-[@ Security Hub KIAER |, A LA Security Hub & A58 AP,

EZ® AWS Security Hub AP EEHANEAMNBERESER (2H 5 ) WRERIAHEARKEERK
( Security Hub APl, AWS CLI ) BiR&E X IR
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-console
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api

Amazon Inspector AriEE

Amazon Inspector XIFHNIREREMEREE

Amazon Inspector AIAFMZEETL S &4 1T E = (Amazon EC2) SRl EN UGN ARRF. FEE
I O #h 5t 4 R 855 3R (Amazon ECR) Elastic Registry 7 FEH I R BTG AR EE, AWS Lambda
XF ECR B245 % , Amazon Inspector AJLABIRERGENREEES SHNIRE. T Lambda &

¥ , Amazon Inspector AT LA RBITE. 2 Amazon Inspector HEE RN , EEHFB ST AA
HEIZ , AXRE 50 ZANBBFERRERELRFERNKE (CVE) BELRIN ., BHFERIFEHEAFRZEN
#. NVD, MITRE, FFR{EER. AT HERIER.

][]

Eit Amazon Inspector AERIE , HEBRRLNETZHFNREREIFEAIFNREEES. AT H
WEBS|H T Amazon Inspector B BIAFRIBBRMPABEKBEFZHFNRERSE. ETHNERES.
EATESIH T AR X #F Amazon Inspector B/ R ARG~ WIRER S, EHNEFELENRERS
XS , Amazon Inspector REERMHEMIRERFIRBE RN I,

£

- XEWRERSK : Amazon EC2 1A

- XENRHIEIES  Amazon EC2 RERE

- XEFWRERS : CIS A

- TENIBRERS . £ Amazon Inspector # 1T D ECR 3

- XEFWREZEIES : Amazon ECR i

- XEMNEITIERESL . Amazon Inspector Lambda #rAEF 1

- XEMNZETIERS : Amazon Inspector Lambda X233

- EENRERS

TEWIEIERS : Amazon EC2 133

T&RFHIHE T Amazon Inspector B Bl Z#FH#T Di# EC2 XMINIRIERS, ©RIHTEMERNER
2RNENXRER , AR IZEBERGERETUEAETRENIHES ZREREBNPEF EZ#HTHE, BX
HEFENEZER  BSRETRENDENTARERE,
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RAriEmE

® Note

RRARH DEERFREETE Linuxk BERSRN , FTFE=ZSFNARERF. ¥ RIXEFH#
FE ( 170 BYOS RHEL, PAYG RHEL # SAP i RHEL ) M A& E |, BlansItg AERF

o
BRIERS Kx A< HEuEmEE NG TREBAEIE HETFREMNAE
X
AlmaLinux 8 ALSA = =
AlmaLinux 9 ALSA = =
Amazon Linux AL2 ALAS = =
(AL2)
Amazon Linux AL2023 ALAS b d =
2023 ( AL2023 )
Bottlerocket 1.7.0 RESHA GHSA. CVE & ]
CentOS Linux 7 CESA b3 =
(CentOS)
Debian %88 10 DSA = =
(Buster)
Debian %28 11 DSA = =
(Bullseye)
Debian PRS2 12 DSA = .3
(Bookworm)
Fedora 38 CVE = =
Fedora 39 CVE = =
OpenSUSE 15.5 CVE = =
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BRIERS

Oracle Linux
(Oracle)

Oracle Linux
(Oracle)

Oracle Linux
(Oracle)

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Rocky Linux
Rocky Linux

SUSE Linux
Enterprise
Server (SLES)

SUSE Linux
Enterprise
Server (SLES)

SUSE Linux
Enterprise
Server (SLES)

JIES

12.4

12.5

15.3

b\

AV e

Wt

ELSA

ELSA

ELSA

RHSA

RHSA

RHSA

RLSA

RLSA

SUSE CVE

SUSE CVE

SUSE CVE

EREREXE

fim

fim

fim

fm

fm

fm

fm

fm

fm

il

i

ETRENEH
x

=
=

fim

fim

fm

fm

fm

fm

fm

fm

il

i
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BRIERS [ES HruEmRE NS TREAEXE ETKENARE
X ¥

SUSE Linux 15.4 SUSE CVE e =

Enterprise

Server (SLES)

SUSE Linux 15.5 SUSE CVE e =

Enterprise

Server (SLES)

Ubuntu (Trusty) 14.04 (ESM) USN. Ubuntu = =
Pro

Ubuntu (Xenial) 16.04 (ESM) USN. Ubuntu = =
Pro

Ubuntu (Bionic) 18.04 (ESM) USN. Ubuntu = =
Pro

Ubuntu (Focal) 20.04 (LTS) USN = =

Ubuntu (Jammy)  22.04 (LTS) USN = =

Ubuntu (Mantic 23.10 USN = =

Minotaur)

Windows Server 2016 MSKB = =

Windows Server 2019 MSKB B =

Windows Server 2022 MSKB B =

macOS ( Es¥F  10.14 APPLE-SA A =

WE)

macOS ( <&k 10.15 APPLE-SA S =

i )
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BRIERS hixZ< HymeerE FEARAEAEXE ETKENARE
X

macOS ( K7RR 11 APPLE-SA B =

)

macOS ( RBE 12 APPLE-SA B 2

)

macOS ( Ven 13 APPLE-SA B =

tura )

XIFNRIZE

£ Amazon EC2 Linux SEHIAERE = F M4 I HHIRIER , Amazon Inspector B BI X #F L T 47

BiES

]]II|I

Amazon EC2 i(RERE

+ Java
» JavaScript
* Python

Amazon Inspector £ Systems Manager Distributor ZE/REVIL B EC2 AR HBEA T RERE
B4, Systems Manager Distributor x3F Systems Manager ¥8RER K ZIFWEF S F A ML H
PIHHBRIERS . BM Amazon EC2 EHIMIRIERS R Systems Manager Distributor #1 Amazon
Inspector XM RS , Amazon Inspector F BERITRER TR,

(® Note
Bottlerocket BIEERZAR X RERE,

XEFNRERS  CIS 3

T&RFHIE T Amazon Inspector B 81 #F CIS HENRERS ., ZRESTEATHZBRERSERITHE
B CIS E AN AR,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms
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RAriEmE

BRIERS

Amazon Linux 2
Amazon Linux 2023
Windows Server

Windows Server

SXIERNIRERS - FH Amazon Inspector #4171 & ECR 133

Amazon Inspector B 8] X #F1E13# Amazon ECR F#EHR W ASMGENAE U TIRIERS -
T B MNREREHHEERZENERR,

BRIERS

Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
AlmaLinux

AlmaLinux

Amazon Linux (AL2)
Amazon Linux 2023 (AL2023)
CentOS Linux (CentOS)
Debian Server (Buster)

Debian Server (Bullseye)

TS
AL2
AL2023
2019

2022

TN
3.16
3.17
3.18

3.19

AL2
AL2023
7

10

11

CIS EAN LR
2.0.0
1.0.0
2.0.0

2.0.0

VTSR N =
Alpine SecDB
Alpine SecDB
Alpine SecDB
Alpine SecDB
ALSA

ALSA

ALAS

ALAS

CESA

DSA

DSA

o &R

Amazon ECR H# X IFMIRIER S
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BRIERS IS HuBRENE
Debian Server (Bookworm) 12 DSA
Fedora 38 CVE
Fedora 39 CVE
OpenSUSE 15.5 CVE
Oracle Linux (Oracle) 7 ELSA
Oracle Linux (Oracle) 8 ELSA
Oracle Linux (Oracle) 9 ELSA
Photon OS 3 PHSA
Photon OS 4 PHSA
Photon OS 5 PHSA

Red Hat Enterprise Linux 7 RHSA
(RHEL)

Red Hat Enterprise Linux 8 RHSA
(RHEL)

Red Hat Enterprise Linux 9 RHSA
(RHEL)

Rocky Linux 8 RLSA
Rocky Linux 9 RLSA
SUSE Linux Enterprise Server 12.4 SUSE CVE
(SLES)

SUSE Linux Enterprise Server 12.5 SUSE CVE
(SLES)
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BRERS TS HNERENE
SUSE Linux Enterprise Server 15.3 SUSE CVE
(SLES)
SUSE Linux Enterprise Server 154 SUSE CVE
(SLES)
SUSE Linux Enterprise Server 15.5 SUSE CVE
(SLES)
Ubuntu (Trusty) 14.04 (ESM) USN, Ubuntu Pro
Ubuntu (Xenial) 16.04 (ESM) USN, Ubuntu Pro
Ubuntu (Bionic) 18.04 (ESM) USN, Ubuntu Pro
Ubuntu (Focal) 20.04 (LTS) USN
Ubuntu (Jammy) 22.04 (LTS) USN
Ubuntu (Mantic Minotaur) 23.10 USN

XM mTEIES : Amazon ECR H#

£33 Amazon ECR Ef E I AT | Amazon Inspector B I X IFUA T RIEES .

- C#

+ Go

« Java

» JavaScript
« PHP

+ Python

* Ruby

* Rust
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S EFRIZETRI RS - Amazon Inspector Lambda #RER

FERE Lambda RBUAERE = A RHSHHIRER , Amazon Inspector Lambda #r/E31# B 5l X #F
UTRIZES :
+ Java
+ java8
* java8.al2
* javali
« javal7
* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x
* Python
* python3.7
« python3.8
« python3.9
* python3.10
* python3.11
+ Go
* gol.x
* Ruby
* ruby2.7
* ruby3.2
« .NET
« NET6

Amazon Inspector Lambda ¥rERE X FHNIETIN RS 226
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S EFRIETRI RS - Amazon Inspector Lambda REBH 1

ZFR# Lambda BB R EEFEREREN , Amazon Inspector Lambda KB B B X #F U T RiE
EE
+ Java
* java8
 java8.al2
* javali
* javal7
* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x
+ Python
* python3.7
» python3.8
» python3.9
python3.10
python3.11
* Ruby
* ruby2.7
* ruby3.2

ErmRERS

HNUEEFIEN TRAFBERSHIMVERNEXE. EREP , EFTIERT AN AR ELEXE
RGP ER R

Amazon Inspector ZBIAXERERERBE TL2EXZE , HEL4LEPABSTXLEFMLS# EC2 £
BIFIL S5 ECR BB, B , BEMNEHER , XERERETBEMBHWERF , MEATTFZHE

Amazon Inspector Lambda RBBAEZHFNIZTRRE 227
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BT, B FBRAHHNRE NS, A AZTEMNRERSHIVESFRE RN , —EHNEAMME
TMNEERDMBRIMENZLLERMEN, Btk , Amazon Inspector ATREREIE N EH CVE £ FAE
K. Amazon Inspector AN EEFEFRERSERNAMEREXNBNRNESE,

ERZEHFENRERE , AR TEHEEMRE Amazon Inspector WEESEE , RINBWEXARH
., ZXEFNRERGERE,

Fr=BERS . Amazon EC2 13#

BRIERS TS BFr~

Amazon Linux (AL1) 2012 & 2021 £ 12 A 31 H
CentOS Linux (CentOS) 8 2021 £ 12 A 31 B
Debian Server (Stretch) 9 2022 £6 A30H
Fedora 35 2022 12 A 13 H
Fedora 36 20235 H 16 B
Fedora 37 2023 12 A 5H
OpenSUSE 15.3 2022 F12 A1 H
OpenSUSE 15.4 2023 F 12 A7 H
OpenSUSE Leap (SUSE 15.2 2021 £12 A1 H
Leap)

Oracle Linux (Oracle) 6 2021 3 A 1H
SUSE Linux Enterprise Server 12 2019 % 7 A1H
(SLES)

SUSE Linux Enterprise Server  12.1 2020 £ 5 A 31 H
(SLES)

SUSE Linux Enterprise Server  12.2 2021 £3 A 31 H
(SLES)
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BRERSR [ES BiEr=

SUSE Linux Enterprise Server  12.3 2022 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 15 2019 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 2021 %1 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.2 2021 £ 12 A 31 H
(SLES)

Ubuntu (Groovy) 20.10 2021 7 A 22 H
Ubuntu (Hirsute) 21.04 20221 A 20 H
Ubuntu (Impish) 21.10 2022 F£7 A 31 H
Ubuntu (Kinetic) 22.10 July 20, 2023
Ubuntu (Lunar Lobster) 23.04 January 25, 2024
Windows Server 2012 & 2023 £10 A 10 H
Windows Server 2012 R2 2023 £ 10 A 10 A

EF=R RS © Amazon ECR 131

BRIERS TN EFEr

Alpine Linux (Alpine) 3.12 2022 5 A 1H
Alpine Linux (Alpine) 3.13 2022 11 A 1H
Alpine Linux (Alpine) 3.14 May 1, 2023
Alpine Linux (Alpine) 3.15 November 1, 2023
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BRIERS hixZ< BiEr=

Amazon Linux (AL1) 2012 2021 £ 12 A 31 H
CentOS Linux (CentOS) 8 2021 %12 A 31 A
Debian Server (Stretch) 9 2022 £6 A 30 H
Fedora 35 2022 £12 A 13 H
Fedora 36 2023 5 A 16 H
OpenSUSE 15.3 2022 12 A1 H
OpenSUSE 15.4 December 7, 2023
OpenSUSE Leap (SUSE 15.2 2021 12 A1 H
Leap)

Oracle Linux (Oracle) 6 2021 £ 3 A1 H
SUSE Linux Enterprise Server 12 2019 7 A1H
(SLES)

SUSE Linux Enterprise Server  12.1 2020 £ 5 A 31 H
(SLES)

SUSE Linux Enterprise Server  12.2 2021 £3 A 31 H
(SLES)

SUSE Linux Enterprise Server  12.3 2022 £6 A 30 H
(SLES)

SUSE Linux Enterprise Server 15 2019 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 2021 %1 A 31 H
(SLES)

SUSE Linux Enterprise Server 15.2 2021 £ 12 A 31 H
(SLES)
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BRIERS

Ubuntu (Groovy)
Ubuntu (Hirsute)
Ubuntu (Impish)
Ubuntu (Kinetic)

Ubuntu (Lunar Lobster)

JIES

20.10
21.04
21.10
22.10

23.04

BFr~

2021 €7 A 22 A
2022 F1 A 20 A
2022 F7 A 31H
July 20, 2023

January 25, 2024

FrEmRERS
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= Amazon Inspector

YRATLAEE A Amazon Inspector 2 & & = APl A AWS X x4+ 1% A Amazon Inspector, EiZ
BAXBREMN%BAEA Amazon Inspector, 1R ZERAXNMFTE Amazon Inspector 331 AWS Ik
P, NZKFHRL SR ERTEIER. BEXEATERERNAREENER , S HEEA Amazon
Inspector B3 13 &R

ERAE/NKF B Amazon Inspector f5 , ZKFEZXWAIERBERBNEER. A, ZKFE
Z i X FTE Amazon Inspector 3R IE, 22 1EH N LA K 56 % 544 18 & & I #0451 BR o

HIRE R XK £/ Amazon Inspector BY , 8/ Amazon Inspector T2 @AW R, EERA
Amazon Inspector ZJ& , BRI LLUEBREENHEFBE,

® Note

745 Amazon Inspector 28] , BINBWEXSHBAELRIN. BXESZEE , B3H N
Amazon Inspector §HIBEXMIR S,

{2 Amazon Inspector Amazon EC2 338} , Amazon Inspector fEFRILLT SSM < BRI 4 BR -

* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, Bt4\ , B IKXEXZ AR Amazon Inspector
SSM fl#H EMNEHIFFBWindows EH LBBR. BXEZER , HSH 191 Windows E4l,

FRFMH
RIFEWKFER | 7£/2F Amazon Inspector Z 8 , BAREEEXEUA TEAL R :

« MREEH—NINILHK Amazon Inspector I |, M A AR EER,

- WMRER Amazon Inspector ZKFIRERHHAKS , ML EZERABE RS . BATEBRRFALHL
NWEREER AT EERENERES.

- MREBREREER , ML EBRBRAIERAKFHXEK , AFT8EEMA Amazon Inspector, BHx
EZEER |, 55 £ Amazon Inspector FEUH B 2 M 7 B9 < Bk o
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® Note
BUBERBXIK F H R 2 ERHiZKF# Amazon Inspector , #8 , BUHXBRAI R & K &35 BRIt
S

® Note

UIRLIZEREE R 54=H Amazon Inspector B |, SR/ B 31 BUE AER= A,

= Amazon Inspector

Console
E= A Amazon Inspector

1. $TF Amazon Inspector ##|& , Wiy https://console.aws.amazon.com/inspector/v2/
home,

2. FRATTHEALAKN AWS XiF E#288 , R EE A Amazon Inspector X 13,
3. ESMERP K EREARE,
4. 1%&F{FH Inspector,
5. HIWIAEREN , EXFAER@MAER , RAFIEEZEEA Inspector,
6. (#%EF ) EELEEH Amazon Inspector NENMNXEHESIX LS R,
API

EIT2EA APIM'RE, BERF , RHEEEFANKS, ID, ARAT resourceTypes #Y EC2,
ECR, LAMBDA , MERFTERHE , XFHERZK, .

{ZF Amazon Inspector
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https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html

Amazon Inspector AriEE

Amazon Inspector BL &R

EH AWS Ik EH T E/NXEH Amazon Inspector BL#l,

Gy BRAME TR

AN 500 S KGN AWS I
PRI B LA
BAKE.

BTEBE RSB

[o]

Amazon EC2 W& iAZE K 10000 4N AWS kP& K
Amazon EC2 WM&k
TR,
BT EERESBER

o

B 5 0K 10000 5 Amazon Inspector
EMEERAIKF X
BXHY BR 5 K P Y &%

REBE, HREE
T AWS Organizat
ions , HZ F L&
AWS Organizations,

CIS H#EE & 500 CIS HHEEN KA

o

Hlm

BREFRRESE

o

B x5 Amazon Inspector Classic X< E IR , TS H AWS —#xZE F ) Amazon Inspector AR
S,

BXEALMINEFIIR , B5H AWS —RSE PIALRS I,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/general/latest/gr/inspector2.html#limits_inspector2
https://docs.aws.amazon.com/general/latest/gr/inspector2.html#limits_inspector2
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