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AWS loT 1-Click 214 ?

AWS loT 1-Click fE il Z FEEB B E R oT REFHAHIER , MALFERE. REBEHFIHN
CIRELRLEE. BINNHEESENFTCIE - HERTULLERES AWS loT HiRE, XERE
A LA & AWS LambdaBR¥l , iXLEEEKR B Java, Python #l C# XH MBS HEM . Lambda BEEK
AL B1TEIL FBEHE AWS mRA bl R IRE,

AWS loT 1-Click EE B RS iR SR Z B4 ME 4 HEXN AT RAZT BRI, XE
IR EERERN G AGIEERE AWS ZHE AWS loT 1-Click iR % . SEMEMEHRAEAG—# | XL
REMFESHBENLNEO, AWS loT 1-Click WEOEXASMEZRE, SufAXEEOMENA
BFAERNEHRAREFNER,

FIF AWS loT 1-Click , BBl e, NESRHMIRENEZHTOH, WBBEIEZAR
R project” , iIEZH AWS loT 1-Clicke X TATHIEE , BULMFERAD B R 4A S Lambda BEEE<
BXo

MEBMEEREEMARZERE, FAN Lambda BHEMENXLEREENNALEREMY (MZER
BE £ T 3UEHE).

B2 B HEXERG , BALEREARNE - 8 MIESBRAERHFZIRE N F IS M E M
BREAMESNEEEXNELE (B1EX) EEXRRRE,

AWS loT 1-Click A4

Claim

EEMEA AWS loT 1-Click %15, AWS loT —R# T E2B3NAREFH AWS loT 1-Click API ff
AWS loT &% 5 AWS IKF XERIV IR,

FERHg

—NME , BF—RFEBHZAN AT&TLTE-M 24 ( BILE ) . BETLUFERHRE ID FHIRE., BS
&% ID % B,

’E
YIIBi% % , #1 AWS loT Enterprise Button 5 AT&T LTE-M %4,

REBM

ERERBXABENMNIAELHE (BEXER ) . RABEREABRE. BZHARKESRE.
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®#& ID

FEEREZHMEARIRZ ID (WigZEFHS (DSN))., &% ID ATFF7E AWS loT 1-Click FE A AWS
|0T -LX%O FEHEE."'%-LX% |D TI_.IO 1% m—'.IFEHEE."&Eo

Placement

—HARTREN—ANHSMER (H, SEFMERCRENER ) . BEZKRE , FEA
AWS loT 1-Click ##l &5 AWS loT 1-Click Bz N AR FIZRERILIREZ,

i SRR

HENEH K BESEMEMNESRXIR ID ( 17 Room 217, North Dumpster = Container
314 ),

I H

HENHSITHELARNBRA ( BSERILIRE ) -
B E &

HMEANRRAEER (MANEFEE RN EERF[ER) .
EAR

ATRE-ARZIHORIATHIMMKIAES. PERZEABEERYFZEREM - & Lambda
BRBMAMINRZE S, BREXREF —RREFNTANMRIANE L, —NIE TE S MER

Vg

 AWS loT 1-Click I®R%& & AWS Ik BUHXERRIEE. flan , 28 EE AWS loT 1-Click iR &K A
FPREFLBUHRE S AWS IKFHXE , EFRAF TLUFRE5E S/ AWS K XEX.
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AWS loT 1-Click B T/E/RIE

AWS loT 1-Click T/EHRE :

1. N—HZ TR P HITIER,

2. ¥ AWS Lambda BB 5 R Z X B IRE, BLERABEH Lambda ¥z — , AT BAEA
RS REHTELEHBEZ—,

3. MEBIHBEMRE , HEH AWS loT 1-Click %15 . AWS loT 1-Click Bz M AR AWS loT
1-Click APl S & &,

4. BEERAIAE AWS loT 1-Click RERHWEBCHERE , KEBEXRZFRSNEABRNER.

AWS loT 1-Click %%
AWS loT 1-Click /18 %&

- IKTAH, BEFEFRITIFEEEN].

- BEMFERAFEHINEE.

o EFEBHLCTE T IERHEREEN LTS MMEEE AWS loT, BLFERREZE AWS loT 1-Click
REMIES,

. /N AWS loT 1-Click & &typed AWS loT 1-Click & X MR & =M, Bl buttonk R
B EMHENEHES , MELILRMB N EIErEHERN .

- EERRRBNTRER, RFLRBERREARAEEAIBRIREZIFNER S L. BXESZE
B, BZH AWS loT 1-Click &8, FREREHTHERMRBBRIFEAEE. HlU , WRERE

BRbutton , MF=mEHTEERE AT&T LTE-M &4,

/A Important

AWS loT 1-Click MR ZFE T BEREZEEBENAWS XiF, XLEXIFHHRIEE X,
FEREERXEHREZFETHTTNAAFAANERL T ZE£HEREE AWS loT, Hit , T
EE SRR X,

AWS loT 1-Click i# & £ HIWEHBRABI M AR BN IR E XM THRE , REETER—
AWS Xigisif R 5i% % %M Amazon CloudWatch B &R AWS CloudTrail #6845, &% X1
2B ANEZITRNXE,

HE. RN B RFEEEESEKFREKN AWS XigdF, HXIEAESIEEXERE.
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B AWS loT 1-Click IR ENES | SIEMAMIH B EMAN] , ESBFAWS loT 1-Click M,

IR %

AWS loT 1-Click iR & Hi] &Y , EfIHRE AWS BFLKF KB, FFAAEKFERATRES EERAKS,
PHIRE. BRMIRZFFHALN

- EAFNBE . MREKE—NTNBE (X C-XXXXX) , WA LAFEH AT AWS loT 1-Click & &
2 AWS loT 1-Click B N AR , UFBASEMTEEXNRE. HIEMBEIRE (2IE AWS loT
Enterprise Button ) & A LAE A A BT # 1T A A,

o ERAIEE ID: BELEAREZ ID (IREFYS , 8F#7 DSN ) B AWS loT 1-Click A
AWS loT 1-Click Bz N AR FFHIREZ . FIE AWS loT 1-Click RE &I AFERRE ID #1175
BH,

BRIOAFHRZFNESZEE , 55 R AWS loT 1-Click M FMEHIRE

mE, BEIRMER

REALIRINEE, VEREMAEMFZAEALR., EEBRFAMNTNE., BAUEATBRREAS
Lambda Ey*ﬁ*o

HEEE L8R, XERREE TATARZFHRE, RZFAN Lambda HBMATREFLTXH
& (L ESThAEE) HIE B,

SR E A ENERG , BAILET R FRIKE. REERER , ABLFISHRMEEREERS ,
XEEEZRENBEMER IR

AT Rl BT B MR ERNER -
w1

£ SalesPersonNotification BIEH , 10 UEF KRB — NI URTHRRAEEAR

Wiz, HEHE 101, BINEFR -1 BN MEERE CustomerName ( 0, Mr.

Jones ) . SalesPersonPhoneNumber ( flf0 , 1-555-555-1234 ) MZHF 515 ( 6l

1 , GO30PM12345678 ) HyfE, 1&& &R NotficationButton GEHEMES, NEMIBEEL
CustomerName # SalesPersonPhoneNumber B, HEFEHZIRHMAT , AWS loT 1-Click i
A AWS IoT 1-ClickSendSMSLambda&CustomerNameFfSalesPersonPhoneNumber 5i% %< Bk
WE, BREXEELE SMS,
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- WMEER :
- ATSUEFHERE—MNBENHEARNIRE , RFIE — 187 NotficationButton i
REER,
- REER (BEERET) I8ENotificationButton , HE LA , i
FSendSMSLambdaLambda B %K,
« FRAEMHEENE AN CustomerName F SalesPersonPhoneNumber /& 4.

- HE : HOIE 10 ME , BIMNEF—PMHE. B9 MEHRE CustomerName ( 470 , Mr.
Jones ) ., SalesPersonPhoneNumber ( &0 , 1-555-555-1234 ) Mz F 5= ( Hl
 , GO30PM12345678 ) N4 EE,

- B YEFBTHHIZM , AWS loT 1-Click AR AWS loT 1-
ClickSendSMSLambda5CustomerNamefSalesPersonPhoneNumber{E-H G E FiXHME KX
SMS,

T~ 2 -

£ MeetingRoomFeedback B H , B RIER 50 NMAWEFRZNQWERTH

B RS IREKRBERAFREE. REFMMRRER ThumbsUp M ThumbsDown,

W BRI , A PostiveFeedbackLambda Bi#R. BRI IRAN ,

M NegativeFeedbacklLambda., AMeetingRoomNumberBH#E X N EBEBTIMHK
ERNRWNES, I 50 MREHRE , BNEWE—. BIHEBITERENEES

( f5lzn , 1001 ) B MeetingRoomNumber & F1 M =4/ 1 — 75 SRR A/ NMEHE (6l

N, GO30PM12345678 1 GO30PM23456789 ) » HHEEHLWEFRMIZHAT , AWS loT 1-Click 1§13
FPositiveFeedbackLambdaBi$imNegativeFeedbackLambda#MeetingRoomNumber{&,
R AT LA R B AT 0 BB A &l R

- B A# : MeetingRoomFeedback

o EER :
- HTFE/NEREBHRERNEE , D FERMEEENR , B2 5] ThumbsUp
ThumbsDown,

o IRZEIRIEE ThumbsUp RHMEW BT FEFAA PostiveFeedbackLambda , ThumbsDown 1%
HEH B H S EA NegativeFeedbacklLambdas
« A7 MeetingRoomNumber HBMHEEN N B EBTIMNHENEES,
« & : FolE 50 MERWE , BNEE—TMHE. BEMHENTERENBEEES
Xt (g0, 1001) B9 MeetingRoomNumber 8 B LMY i — F 5 SR BN LR (6l
 , GO30PM12345678 #1 GO30PM23456789),
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AWS loT 1-Click &l & Al

LT EBENFIMAHRITER AWS loT 1-Click #1E,
3!

. FRRE

- SIEIHE

R

FRIR%

UTFERBRNEERNABSHE—ARZALE AWS loT 1-Click BVi% &

1. BFEH AWS IKF, MREEHE AWS K |, i3 Fhttps://aws.amazon.com/F |, i&FE6IE
AWS K |, RIG 1R BB R IR 1,

2. MAWS EEZEHIAH | #EK “1-Click” , RFiEE AWS loT 1-Clicke

3. MREFEAHE—NHZA AWS loT Enterprise Button , HRZEFEA T i0S = Android B AWS
loT 1-Click BaINA , A FRHAEREBIEABE Wi-Fi M%, AWS loT 1-Click Bz N AR T
MEMRE LA AWS loT 1-Click #2#l&. LTE-M BZHAFFEERSLS R , RACEABENLE,

4. EEFEM , REEERFHRE,

5. MA—NHSZNEZ D (HIMRBEFIS ) HFERE , AESHR , REEERF, RHPFR
HAAH , FFARESM ANFREE,

6. RRFELWIRHE K Ri5i%EDone, LINNERAASARENISIR,

SIZm B

DT RERNEERMAREZFEHF AWS loT 1-Click 18 82 AWS loT 1-Click T B .

1. BFRINEN AWS Ik, R FF AWS loT 1-Click & &

2. EEGEM  RBEFCIRIE,

3. BAMBMNBMMUEHER , RAEEET—F,

4. BERNRBEL-—IHSMER , BENREERJITRES , BEF3.
5. BENEMBRHARFENER , BFREREARE,

FHRIRE 7
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6. XITF Device template name (IRZERB ) , BN EHNERE ABEREZ T, 7 Action (IR1E)
T, %# Send SMS (%35 15) = Send email (XX FEBH). ATLUFER Lambda MBI B E
NBEETHIEREB 2K Lambda EEEZ — ﬁﬁ""ﬂﬁﬁ}’* WABE S, BTaRHitut s
Lambda BEE ¥, BXBIE Lambda FE%IE’JE%E@ ESFAWS Lambda FF & A R i85,

7. UNDERFME —MEZEIR (MREEMIBEEESZAIRE)ERAI,
8. WABMR/EXN. MALXKE  AlmARMEB/EN,
9. %&#% Create project (RIZ2W B ),

T—%, R0 : SWEFEETERME T MMAEEH AWS loT 1-Click 341 & &2 10 B #Y SEBRR G,

R 2WEREEDHE

LUR Rl a] 73 By SR 32 % AWS loT 1-Click #E:=

o BIE—NMRER 50 NAIE (FIXBRE AV 2%) WHEEEMNT B HFH WA N MeetingRoomSat,

s BN ANEBHRIFARE (RH) , —BYERIEHFE , Z—8VERLEHTHER . HTE
MNEEERNRE , D ERERMENR , —NEB R Satlsfled B—ANE A Unsatisfied,

« XEXFHE : SatisfiedBiREE N AH B NH Lambda E¥SatLambda,
o XEXEE : UnsatisfiedRREE N FAE N Lambda EEUnsatLambda,

o WFXFAMENR , MEIE—NE RN MeetingRoomNum () B4 (B/{EXT) , E{E R TBD (TBD EH
EXANRHABEYEREE —NERANERANERT).

- FElE 50 MRE , BIMER—THE. BMNHEEBERMENR (B Satisfied M Unsatisfied)
52 XxEk,

s INRHBEYERCHBREEEARN, RE , BYISEMA AWS loT 1-Click B3I B ARFH AWS
loT 1-Click ##l A U RIZENFSIS | $ridh “HFE M “THEE NREEE 50 MNE 2 —xBk.
WEEN—EEERBETMERRNE,

« BFEANERWERIRMANR , AWS loT 1-Click S ASatLambdasg & UnsatLambdak
#HMeetingRoomNumfE — RIRAIE = AL BRI 714

« 25, AEiZImEBRNE —MEWR , f£18 50 MNAEREINESENIREANE  MNMIERBRABES
EEZEMREMEAR M.

U\TE1 By RBIERERA AWS loT 1-Click #2515 020 B KRG I 2 K (N — A7 2 KRER—
) EF'EG%DL:/W SE.
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AWS loT 1-Click FEARIERE
RNTHEZESWE (BEEFH/MNEE) WHEE , E8R2WERER S AWS loT Enterprise

Button , —MRIEA “HE” , Z—MFIER “FHE ., ZR—MIRTA , HERTATESEXAH
HERNESWNEFFFEE,

E2WERN , FZE5ERBE N TR RERERENQWERARBENBEBFEE, 27,
hHEATHRERE AV RFLDEIEMFABEHWE,

AWS IoT 1-Click & TATFRELTA :

1. M AWS loT 1-Click #Z#l &7 , EFCIRIE,

2. NTFMBABF , A MeetingRoomSatisfaction, XX T B8 , AProject used to
track customer meeting room satisfaction, including A/V equipment.iZET
—F,

3. UNDERMRZEIRHITHRIZERED , AGERAMBEREARE,

4. X¥TF Device template name (IR ZERE ) , A Satisfied, XA THRIEHFHEWAEIR
HEER. XT Action (BR4E) , %&£ Send email (&% B FHRH),

® Note
MBAWEHFEERL LK , MATLLTE Action (#4E) Ti%# Custom action using a
Lambda function (£ Lambda B¥ B E X #E). tLBEENX Lambda BEE AT A RIABF
BRI H R IREBUEFEMTE Amazon DynamoDB &R/ | UMt B e 0. BxlE
Lambda REHIE R , ESFAWS Lambda FF & A A ER.

5. UNDERFME —MRZER (WRBMEFESZARZ)IERAN , RAREFMERERE, X
F Device template name (I Z#ERE ) , A Unsatisfied. XRATHRIENTHEEWAE
BB, 3T Action (#1E) , % Send email (KX B FHR ).

6. XIF Required email default value (4 FE B FEBHERIAE) , BA B FHR#it, £ Required
subject default value (TR EFERIAE) A , A Meeting Room Feedback. XfF Required
body default value (% FEHIEXBERIAE) , A Either positive or negative meeting
room feedback has been provided.

7. XF Attribute key (BHE48) , 8 A Building., XJF Default value (BRIAE) , BA
Headquarters, aWEFEE X NELRALBHERDHT. MRARKI , N&HHIE
B NRINHAERN, Rk, XA THREEHEBHFERP2UETREZNES.

8. HEE-/NE/MEXITH , T Attribute key (BTHEE) , 8 A Room, XfT Default value (BRIAE) , &
A TBD, XEXiHE : TBMERNEXRNQXWNELRS ( £/A AWS loT 1-Click B A AWS loT
1-Click #£#& ) -

M 2WEHREETE 9
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9. %4& Create project (BI2WH).

A AWS loT 1-Click BN AREF , IRELSWNERE “HE 24 , IFEERGTSHEXE |, TBDE
FERNSWUERS., EANEFRETHFRZREN , BRt2mitt,

M 2WEHREETE
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AWS loT 1-Click Bz B HEF

AWS loT 1-Click B N AT R iFE -

« £A5E AWS IoT 1-Click ZH &ML A~ REENZ HF EEEMEE AWS loT 1-Click 8%
« NIEFET Wi-Fi B9 AWS loT 1-Click &% ( 21 AWS loT Enterprise Button ) Bit & Wi-Fi ZiiE

AWS loT 1-Click #3318 T2 F5&E A T iPhone 1 Android #3118 &%. ETHNARER , TEENAE
&3 #& Google Play , ##% AWS loT 1-Click,



https://www.apple.com/ios/app-store/
https://www.apple.com/ios/app-store/
https://play.google.com/store/apps

AWS loT 1-Click FRARER

AWS loT 1-Click fwmi2ta &l

RTEA AWS loT 1-Click RBZFHENARR , mEA S FEAAWS loT 1-Click 2% APIFIAWS IoT
1-Click N H APl, %% APl 5 AWS loT 1-Click BRZREHREHLERBEZNEH. XEEHTHE
BRANMZAEEURENEHEARHARIRE (Lambda BE), REFATIESEHREHER
AR XE P AWS HHEREES. IRBNTLAWS ERXFAREFRETELEARENHX
B, B APl 5 AWS IoT 1-Click B RFRE , AT 4K ELEE AWS loT 1-Click %% , XfEEST
>

« MRFBDATHEF,
- BIEATHIE PNAAREZIRERFENENR,
« EMFHEEIE XK LT XBENEL.

BIERAREFRIES , LA LER AWS IoT 1-Click REER N EMNMRERE, EAMD | B546E
FA AWS loT 1-Click &% H, ZAAXIEGENL THESHEAFN N ZXBENEREFERERED
MWAENSR,. EASEEREXRBEEXNAZE , BFAAUEA InvokeDeviceMethod API 3
FREFEEENSH.

Bltn | RERER B BIFTA AWS loT 1-Click REBRHEREXKNENS , AREAREESR
HTIRFFNAANEARKN G E. BXREEAFRENGEE , FERRRFRENIHED, UTRRER
CREETE GO

String methodParameters = mapper.writeValueAsString(
SetOnClickCallbackRequestParameters.builder()
.deviceld(deviceld)
.callback(DeviceCallback.buildexr()
.awsLambdaArn(“arn:aws:lambda:us-
west-2:123456789012:MyButtonListener”)
.build())
.build());
InvokeDeviceMethodRequest request = new InvokeDeviceMethodRequest()
.withDeviceMethod(new DeviceMethod()
.withDeviceType("button")
.withMethodName("setOnClickCallback"))
.withDeviceMethodParameters(methodParameters);



https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/what-is-iot.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/Welcome.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/Welcome.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/API_InvokeDeviceMethod.html
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BAIERATEFRIEIN A REFERE. FA AP, BABEELSIHENIN , SEENHED
REERANEN. THZEER , EUEARERE D AIRKE. SMHEEREMEBRNER, ATR
AT IRERY R AIRED

final Map<String, String> callbacks = new HashMap<>();
callbacks.put("onClickCallback", "arn:aws:lambda:us-
west-2:123456789012:MyButtonListener");
final DeviceTemplate item = DeviceTemplate.builder()
.withDeviceType(“button”)
.withCallbackOverrides(callbacks)
.build();
final Map<String, DeviceTemplate> deviceTemplateMap = new HashMap<>();
deviceTemplateMap.put(”“MyDevice”, item);

final Map<String, String> placementDefaultAttributes = new HashMap<>();
placementDefaultAttributes.put(”“location”, “Seattle”)

request = CreateProjectRequest.builder()
.withProjectName(“HelloWorld”)
.withDescription(“My first project!”)
.withPlacementTemplate(PlacementTemplate.builder()
.withDefaultAttributes(placementDefaultAttributes)
.withDeviceTemplates(deviceTemplateMap)
.build())
.build();
projectsClient.createProject(request)

AWS loT 1-Click ElAZE#&

AWS loT 1-Click &% @ M EFERIT RRREEMH, BERHIN AWS loT 1-Click & A8 Mk
MRy AWS Lambda ¥, SHETHLERAFANEG4R , MERAKER, BXxE4REHBNE
B, 52 AWS loT 1-Click Z=4F1 AWS loT 1-Click Health =424

AWS loT 1-Click &4

button REMRFABRFELIPRAMELENF, EALEITHRITELEHF

. FiRR LAAIEE SetOnClickCallback A%,
- FEEEXKNIE , NaiEN a2 E R R R,

AWS loT 1-Click EiRZE 4 13
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ETHHNTRAIH , FEE placementInfo A NERZFEEXBRHNKEN HI, BXEZER | &

S 5 E., BRME K,

"deviceEvent": {
"buttonClicked": {
"clickType": "SINGLE",
"reportedTime": "2018-05-04T23:26:33.747Z"
}
},
"deviceInfo": {
"attributes": {
"key3": "value3",
"keyl": "valuel",
"key4": "values4"
},
"type": "button",
"deviceId": " GO3QPMXXXXXXXXXX ",
"remaininglLife": 5.00
},
"placementInfo": {
"projectName": "test",
"placementName": "myPlacement",
"attributes": {
"location": "Seattle",
"equipment": "printer"
b
"devices": {
"myButton": " GO3QPMXXXXXXXXXX "
}
}
}

AWS loT 1-Click Health

RERE AWS IoT 1-Click RFITENSITIRASHRRBZITIRREN |, B

REHMANNEE,

LT RAIRTEIR 10% EHEHRIRE GO3OPMXXXXXXXXXX HZITHRREHH JSON fug (BT

"remaininglLifelLowerThan":10 /& ) .

"deviceEvent": {
"deviceHealthMonitor": {

AWS loT 1-Click Health =4
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"condition": {
"remainingLifelLowerThan": 10
}
}
1,
"deviceInfo": {
"attributes": {
"key2": "value2",
"keyl": "valuel",
"projectRegion": "us-west-2"
1,
"type": "button",
"deviceId": "GO3QPMXXXXXXXXXX",
"remaininglLife": 5.4

REHE

AWS loT 1-Click BB H R B ERBFXEHNIER TN APl , TR R. AEMIREIFNRRS
ENTEYREBALLUBN AR GetDeviceMethods & E,

WERE FEBRR iR

device getDeviceHealthPar RERZWETIRASE , W
ameters remaininglLife o

device setDeviceHealthMon REREZETRASHIETH
itorCallback BT AAKEIRE,

device getDeviceHealthMon REELERE, BETRRS
itorCallback BIETRENFARANERE,

button setOnClickCallback R]IE & TR e A AR E .

button getOnClickCallback RMELTEE., 7% Gk

HANERE,

RE&HE 15


https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html
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£ Amazon CloudWatch Y32 AWS loT 1-Click

AWS loT 1-Click BaifXRE U515 % H B I Amazon CloudWatch, XLEigFr1E & B EMIZZMEER
X F#HTIRE, BEXRREXENEZER |, HSFEAWS loT 1-Click B TEA . EAIELE Amazon
CloudWatch #Z#IE MR F I S HEH R ZEH .

Amazon CloudWatch Events AILAER BEIITEN AWS REH BN REEH |, SN ARRF A
AMEERERER. AWS RS PB4 RIEERE#ZE] CloudWatch B4, E A LARE R £ A M N
RIEREFINEY , HIEREETSHTEMN AT BESLIRE, UTRETHME :

« A AWS Lambda B %,

- IEEAA Amazon EC2 BT To

« fFEHP T Amazon Kinesis Data Streams.

« BUE AWS Step Functions A& H.

- @ Amazon SNS £/ AWS SMS RA %I K ixiEBH],

AWS loT 1-Click IRERHIRELLT 45 -

* TotalEvents FRFRERMNEHFNHE, LERITUIRREEH, BB, REXBYmEBRE
BN E R,

 RemainingLife R RIEBERIRFHHARB DL, AWS loT 1-Click & F #lIE X 1% % Y L KR
HFHHF, il , R —MEAFIZIT HEEART L 2000 R T , HFEHS1E% 500 X&d , NI
RemainingLife BEIF3R &7 75%. RemainingLife 84 AT LURINE , REFRBE R~ mEBEEFH
L B*k. BF ALEA RemainingLife i8R RERIRE TREE TS ERERNAALNER, A
fa , EF oL &E#fIRemainingLife , B #HGetDeviceHealthParametersHERIRFIER
{ERemainingLifefB.

« CallbackinvocationErrors fF iR R 1% & & HE 4T AAERE ( Lambda BE ) KMHYIR
¥, CallbackinvocationErrors 4R IR FAAMNER ( IRENEER Lambda B# ARN ) SR E &
ENLKBEK. & AL CallbackinvocationErrorsg#r , JATE AWS loT 1-Click TENE4HMNEE
ZRHEHBHEE Lambda BB IKEIE A,

EXEZELR , % Amazon CloudWatch Events FiFF 15,



https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
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£ AWS CloudTrail id3% AWS loT 1-Click APl i B B &

AWS loT 1-Click 5 AWS CloudTrail £5% , 5& 2 —TUEA4t AWS AWS loT 1-Click AP, 8%
AWS BRSSP RBURER IEFKMARS . CloudTrail 3§ AWS loT 1-Click ¥ API BRIEF A EH. RN
FHESEFR B AWS loT 1-Click &I &8 AR FXT AWS loT 1-Click APl I#/EMREER. MRE6IE
IRER , M AT LAE CloudTrail B4 F4E451X 2] Amazon S3 174 #@ ( 23 AWS loT 1-Click B4 ) . &0
RIEFTEBRE , W{HA1E CloudTrail # &4 # Event history (BHH R idR) A EERFTEH. FH
CloudTrail IWEMEE |, BRI LAEER AWS loT 1-Click X 7T AER, ZHERS IP bk, @A
RHEHER, EROEEEUAREMFERER

ET7#EX CloudTrail WEZEE , SIEMAXNERTEEMNB A , S AWS CloudTraill BF 18
o

CloudTrail H#y AWS loT 1-Click 1 &

E&E0IE CloudTrail /BT , BN ZKFBHA T AWS, 3 AWS loT 1-Click P X 4E S XEMNEHE
B, ZESFICRKTE CloudTrall B4 S |, HE5HM AWS REEH—RBREESHHEIERK, B
EAWS MFHEE, BRNTHEHEH, BXEZEE , BHSHMEA CloudTrall EHHFIEREE
Eftto

EREITFK AWS K FHEH (821 AWS loT 1-Click WEH ) |, BEIZBRER, &) trail (R

¥%) , CloudTrail Al B & X #4515 E Amazon S3 &, BINBERT , EERFI S hOIZRERET , thiR
RN A TAAE AWS XiF, IRERE AWS 2 XA IERREAMEXENEYS , A AEGEREELRE
EM Amazon S3 F# 8. LI, BRLEEREM AWS RS |, #— 241 CloudTrail BEFUER
EHBEAXBTYH. BXESZER , BERTIRNE :

- BIERFEER

« CloudTrail ZEFHRFZMER

* 7 CloudTrail Biti& Amazon SNS & 4!

- BWSANXEFH CloudTrail B EX4MMZS/NK - B #IR CloudTrail B E X4

AWS IoT 1-Clicki& % APIX$F7E CloudTrail BEX P IFUTIREEEZIEHS

» ListDevices
» DescribeDevice
» GetDeviceMethods

CloudTrail 89 AWS loT 1-Click 5 & 17


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html
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» UpdateDeviceState

* |nvokeDeviceMethod

AWS loT 1-Clicklil H APIZ#7E CloudTrail BEM 4R FUTREERAEH -

* CreateProject

» UpdateProject

» DescribeProject

* ListProjects

» DeleteProject
* CreatePlacement

» UpdatePlacement

* DescribePlacement

* ListPlacements

* DeletePlacement

* AssociateDeviceWithPlacement

» DisassociateDeviceFromPlacement

* GetDevicesInPlacement

BIMNEHHATRBEBESERERBFRHARNEE. SHEEHEHEHEUTRE !

- BREFEBARAFEILERZ AWS Identity and Access Management (IAM) B FEIER HEY,
- BREFEAACKERKESHAFNIRNZLZEIEREMN,
- EREFHHEM AWS RS K.

BXEZER |, B2 CloudTrail userldentity T3,

=l - AWS loT 1-Click BEMX 4% H

RIERE—REE , TATEEMEN AEXHEEREIEEN Amazon S3 7. CloudTrail &
HIE—NFIZNMNAERB. PNEHRTREEARA—MER , SEEXRFBERVRE. BENH
HAFIRt R, BERSHBEFHEME S, CloudTrail BEXHF R AP BRANERFH#LRRE , Hitel]
FLEBEEMAREIRFE T

Al . AWS loT 1-Click A& #%E 18


https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-state.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-methods.html#devices-deviceid-methodspost
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreateProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UpdateProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DescribeProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListProjects.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DeleteProject.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreatePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UpdatePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DescribePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListPlacements.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DeletePlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_AssociateDeviceWithPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_DisassociateDeviceFromPlacement.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_GetDevicesInPlacement.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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TEHHRHAERT — CloudTrail B&%H |, %% BB T DescribeDevice #1E,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::012345678910:user/Alice",
"accountId": "@12345678910",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
b
"eventTime": "2018-04-12T18:57:27Z",
"eventSource": "iotlclick.amazonaws.com",
"eventName": "DescribeDevice",
"awsRegion": "us-west-2",
"sourceIPAddress": "127.0.0.1",
"userAgent": "console.aws.amazon.com",
"requestParameters": {
"deviceId": "GO30PM12345678"
.
"responseElements": null,
"requestID": "573c5654-3e83-11e8-9eac-c999bd01134e",
"eventID": "be323b62-082a-4352-929d-085d2a3249b0",
"readOnly": true,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678910"

THHRBFIERT — CloudTrail B&E%KE |, %% HBHAT CreateProject &1,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::012345678910:user/Alice",
"accountId": "@12345678910",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2018-04-12T20:31:02Z",
"eventSource": "iotlclick.amazonaws.com",

Al : AWS loT 1-Click BAEXX#%E 19
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"eventName": "CreateProject",
"awsRegion": "us-west-2",
"sourceIPAddress": "127.0.0.1",
"userAgent": "console.aws.amazon.com",
"requestParameters": {
"description": ""
"placementTemplate": {
"defaultAttributes": "***",
"deviceTemplates": {
"happyId": {
"deviceType": "button",
"callbackOverrides": {

"onClickCallback": "arn:aws:lambda:us-
west-2:012345678910: function:rating_buttons_happy"
}
I
"sadId": {
"deviceType": "button",
"callbackOverrides": {
"onClickCallback": "arn:aws:lambda:us-
west-2:012345678910: function:rating_buttons_sad"
}
}

=l : AWS loT 1-Click B&EX#%B
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AWS CloudFormation £/

AWS loT 1-Click loudFormation 5 AWS CloudFormation £ , X2 —fEHES , A TR
B SME PP A AR HEE IR ( #130 Amazon EC2, Auto Scaling, Amazon SNS % ) , AWS
CloudFormation A FEFERARENNXEAXEFUEFILNEE2 AN , BAFEXEMIKS , M ENNA
BFEENMERREEARTME. ZXHRENENZHRENE—EER. EXEZEER , 5
) . AWS CloudFormation F FF{5R A% AWS loT 1-Click =& ( HlZAWS::loT1Click::Project) &
#IAWS CloudFormation FAFF#E/,

21


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iot1click-project.html

AWS loT 1-Click FRARER

AWS loT 1-Click Y 5 1736 iiF #1175 [7] 428 &l

8 AWS IoT 1-Click AP| EE&EIE, XLEEUEATE MR AWS BIR , 20 AWS loT 1-Click 1 B =
®E, FHETiFRMAEER AWS Identity and Access Management (IAM) 1 AWS loT 1-Click k%8
BRI X S B IREY TG 1A

BN AWS BREBAEN AWS IKFFrE |, SIZMNIBRIRRENNRANRBEREHTEE, KREBRAT
BlmE IAM 5173 (B : AR, AN AG) EHENRERE | LRSS (W AWS Lambda) B X FRERER
MPRKEE, RFNREN , EEABEERNIREGNIR, REWLRFENNRUAR S A YR X LR RRIT
B B RIRE,

AWS loT 1-Click ‘&R

£ AWS IoT 1-Click 7 , TEHRENTE MRTE, EREF , B LUER Amazon FIREF (ARN) #5
RERBENAZNRR, XERFRERFREKE— Amazon FIRAF (ARN) , B1ITTXRA R,

R ARN &3

®E arn:aws:iot1click:region:account-id:devices/d
evice-id

mA arn:aws:iot1click:region:account-id:projects/

project-name

AWS loT 1-Click 3E#E API 3RELES AWS loT 1-Click BiR. XLERIRE IAM FF R 24E, B HER
ENBIR , FSRAETBERULNER.

73 AWS loT 1-Click FAAE T F 3 HIREE (IAM KE)

AEBRUETETEHORBEHRA , XERFIBRT RS EE R MAGR R R NE 1AM 514 (BN
B, ANAR) , NnEFX AWS loT 1-Click BRHITIREMNRR,

TETENREM R,

{
"Version": "2012-10-17",
"Statement": [

AWS loT 1-Click &R M iE4E 22
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{
"Effect": "Allow",
"Action": [
"iotlclick:CreateProject"
1,
"Resource": "*"
}

LREER —MEQ-ERTFTX AWS loT 1-Click #2ERIXPR (iotlclick:CreateProject) W& IR
ERA R ARRFH Amazon BIRE R (ARN). LRAEIFH ARN IEEBER (*) , RANEARFERFHE
BRI BR.

BXETRAE AWS loT 1-Click API 24X EEATHRIR , i§SFAWS loT 1-Click AP 1R : #
B, BERNBRSE,

BT AWS loT 1-Click B AWS £ & (TiENX) KB

Amazon Web Services BT iR#HH AWS ¢IZNEENIET IAM KR FZFZERARFIMWER, X
B AWS HEXRBAHNEARMIBRFLENNR , FRELBAERMENRNIE, EXEZELR B
ZH (AM AF{Em) I AWS FEE KK,

THHN AWS EEXRB UM MBEKSHHNAF |, XERERBIEET AWS loT 1-Click H1RE R =5
HERHITDA

« AWSIoT1ClickFullAccess : fEfl AWS BEZEH|IEFEFX AWS loT 1-Click FRHY T2 15 R

R, RFWINREZIEATERBRZMIMBE BWFTE AWS loT 1-Click #1E,

« AWSIoT1ClickReadOnlyAccess : £/ AWS BB H AR T3 AWS loT 1-Click #IRE RiEiH
B AR, I a] A PR fE A PR BEE B tH AWS loT 1-Click REZMIMEB LUK EFEMBHE,

@ Note

WA LUEN B % IAM %14 (https://console.aws.amazon.com/iam/) FH1EZ B RIS ER
Mo

A BET U GBREECHWBEEN IAM KB | LURF AWS loT 1-Click BERERIAERNR, &
Al ARHX & B 7E SR BEH I B S EX LN PR AY IAM A P4l

ERATF AWS IoT 1-Click 8 AWS & (FEN) K& 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/

AWS loT 1-Click FRARER

AWS loT 1-Click API f(BR : 1. NRMERSZE

FIRE AWS = EEEH MRS A NS IAM BN NRER (ETSONER) N, IEATR
ERSZE, ZRYIHTEN AWS loT 1-Click API 84, BRI F TR YIS BRI IRVE LA K I8 7T % F X
BREY AWS BiR, B LAEREM Action FERAPIBEXLIRE | HEFRKH Resource FERAIE
wIRE,

AT BATE AWS loT 1-Click REEHRER AWS SEEMF4EBREKEFHE. X AWS BEHNNETH
BHHIAM AFIERE,

® Note

ERETRE , BE API BEBM 2B iotlclick: BIZ (4l
W, iotlclick:ListProjects).

loT 1-Click #&4E FrEEXBR ( AP #84E ) TR
ListDevices iot1click:ListDevices *
DescribeDevice iot1click:DescribeDevice arn:aws:iot1click:region:ac

count-id:devices/device-id

GetDeviceMethods iot1click:GetDeviceMethods arn:aws:iot1click:region:ac
count-id:devices/device-id

UpdateDeviceState iot1click:UpdateDeviceState arn:aws:iot1click:region:ac
count-id:devices/device-id

InvokeDeviceMethod iot1click:InvokeDeviceMethod arn:aws:iot1click:region:ac
count-id:devices/device-id

ListDeviceEvents iot1click:ListDeviceEvents arn:aws:iot1click:region:ac
count-id:devices/device-id

InitializeDeviceClaim iot1click:InitializeDeviceClaim arn:aws:iot1click:region:ac
count-id:devices/device-id

EAT AWS loT 1-Click B AWS £& (TIEN) KB 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys

AWS loT 1-Click

FRARER

loT 1-Click #&4E

FinalizeDeviceClaim

UnclaimDevice

ClaimDeviceByClaimCode

CreateProject

UpdateProject

DescribeProject

ListProjects

DeleteProject

CreatePlacement

UpdatePlacement

DescribePlacement

ListPlacements

DeletePlacement

FREERER (APl #4E )

iot1click:FinalizeDeviceClaim

iot1click:UnclaimDevice

iot1click:ClaimDeviceByClai

mCode

iot1click:CreateProject

iot1click:UpdateProject

iot1click:DescribeProject

iot1click:ListProjects

iot1click:DeleteProject

iot1click:CreatePlacement

iot1click:UpdatePlacement

iot1click:DescribePlacement

iot1click:ListPlacements

iot1click:DeletePlacement

RIR

arn:aws:iot1click:region:ac
count-id:devices/device-id

arn:aws:iot1click:region:ac
count-id:devices/device-id

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

*

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

arn:aws:iot1click:region:ac
count-id:projects/project-name

EAT AWS loT 1-Click B AWS £& (TIEN) 8
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loT 1-Click #4E FRERBR ( AP #24E ) IR

AssociateDeviceWit iot1click:AssociateDeviceWi arn:aws:iot1click:region:ac

hPlacement thPlacement count-id:projects/project-name

DissacociateDeviceFromPlace iot1click:DissacociateDevic arn:aws:iot1click:region:ac

ment eFromPlacement count-id:projects/project-name

GetDevicesInPlacement iot1click:GetDevicesInPlace arn:aws:iot1click:region:ac
ment count-id:projects/project-name

ERATF AWS IoT 1-Click 8 AWS & (FEN) K& 26
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7 AWS loT 1-Click &R AR INFRE

RNTEHBBEERE AWS loT 1-Click BiR , BALUERFERARLEECH T BEIEATMET ARN £
BB ARENERZH U BF MG EIRE,

BRIFERNEARANA

HRE AL RREMIRE (IR, FREEZIRR ) X AWS loT 1-Click BIR#IT2 XK. XELBAF
ZRRBRFNREA- B UBRES RA TR RNIREREZRANAINBER R 8MEHILSEE

Y —NEN—NILEE. flmn, EUUNBELESIKFHENSMEIEE L —ERE. BURE
AR SR RNIEIE TR, RMNBUWEHNBSRBERRIT AL, UARENEE, EH-HES
i  EERRNSENER. BXESER , 55H AWS IRIC KK,

R LA E ARG EX AT EMBER. HERENATRIER , AWS FLUES 2 RE (CSV) X
BRERIAER —OREIPERE  EPEEEFSCENERRANRAR, BoLUgBRRILZHEF (a0
BAFLD, NMARFEHRBMES) WrL , WMERBZHBRSHRA, EXFAREAIERENES
ER , FSRFERRA D ERZFHAWS Billing and Cost Management F FP 15/

RNETER , EULER AWS EEZG EPHNREHERS | REFERT AT UENEERE
MEFME—NEE. AXESEER , BEH . EARERESRTAWS EEEZHA A

IR T LA AWS CLI #1 AWS loT 1-Click IR &Z M E API Lo BFHRE, B LAESIZE AWS loT 1-
Click T1 B Mg Z i E AR FER

- CreateProject ( B1B API)
- STRFH (1REZ API)

B LAMER AT ar a0, 8RS BRIAE FIRAIRE

AWS loT 1-ClickIii B API(fEAT1E ARN) AWS loT 1-ClickiZ % API ( fEF18%& ARN )

TagResource L

ListTagsForResource &2 TagResource (POST), TagListTa
gsForResource (GET) # UntagReso

UntagResource urce (DELETE)o

BRI EARFIR 27


https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_CreateProject.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/devices-deviceid-finalize-claim.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-1-click/latest/projects-apireference/API_UntagResource.html
https://docs.aws.amazon.com/iot-1-click/1.0/devices-apireference/

AWS loT 1-Click

FRARER

B LME SR BRANE , BT AR R T RNVARE . SRR ENERNEZNFHE , BR
R E RN ZEE, MREFNNFENESZE LOEHRENEMEE , FNERSEEIBE, ﬂD%ﬂﬂlJ
BRETIR , Fﬁﬁ'—“‘}ﬁﬁ*ﬁ%ﬁ’]hxﬁﬂﬂﬁﬂﬂﬂ%o

FrZ PR &l

THREATHRENERRS

BNRBHRSH LR - 50

BRZHAKE — 127 4 Unicode Z%&F (R UTF-8 & =)
B REKE — 255 4 Unicode =& (XA UTF-8 #&xX)
RERNEX D KNE,

FOEEAMBEPEA aws: BIR , AT AWS ERTRE

REEMRE. EALINRNIREFIT A NI RRNREHERS,

o BT EYR B S BRTS Lk BT ERAY

MRENIREAREN S MRS MNEREAR |, FILEHMRS RN AERANZHERE, BER
WEANFZHEE  TUA UTF-8 BRARTHFR, ZRNBFURBKRZN+-=._:1/ @

PR BRI
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AWS loT Enterprise Button f F#§R

AWS loT Enterprise Button 2 —/ME £ B 5 FEEMNE T Wi-Fi iR, tREEEFERUFITFRA
REEBEIEA AWS loT 1-Click BNt ST B S TERMREEK.

AWS loT Enterprise Button X =fpR B M S -

- B5IHER
* Double

- K&

EEETHE , BHSER AWS loT —BXBHNA (i0S = Android ) ELE R Wi-Fi &, EN
RRERFH , BALBESER AWS KFHNES/TNARFA LAN Wi-Fi BiRBid 2R , REERE/
Wi-Fi i #,

EELBINASEHAEEMFRERES , ®FMTED, RNEKERER | BANAFEK,
MREMNRER B ZRARHIRA |, R UHBBEHITHEER,

B RS B
NF =P IFfEi%E$#E Wi-Fi, IE1EIRE IP TEHR
31t 5 IE FE 732 AWS loT,
MGH 2B ThiEE Wi-Fi 7@ AWS TEAR
loT ﬁ#ﬁ Tiﬁl%\o
IR KRR S RN TFEEEX T, LZERBIETK.
o P K KRELE Wi-Fio 85/ AWS loT 1-Click ¥ 30
M FRBELE Wi-Fio
af - ®m. =B B EEIREENTEMENHT @ RETANKRERGEE
EiR, W, REZZRAREE Wi-Fi
BHIIANIZ,
a3k .8\, B, K ML R EIREN IP it pf HHEl REEBFELLNEEZE,

Hixo
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g

ax . %, k. &

ak -\, K K
g%k, BE. &

ax .k, B, K

a3k  ZTRE15¥F

RS
PATEN B ERAHIER.

ToEERE AWS loT,

TEBIAERSF/NREE
%,

WET HTTP 403 215 RI45
®o

RAEE,

B
RERBFELLMEEE,

RELBEELEMERE,
101 5 R 17 4 P 4 4 8 L 9D B4
RIFIE | BERRAWS T
D BEHEEFFIS (DSN).
FAERANETERIT,

£/ AWS loT 1-Click = iOS
5% Android Bz R AR ERZE
SHERFHWEH,

FERRAWS XEEROH+RHE
DSN, ZaEZRHENEEKE

Bo

BRIIBT R T R4 15 WRE
B AWS loT Enterprise Button
Wi-Fi Bt &,
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https://console.aws.amazon.com/support/home#/
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AWS loT 1-Click &5 AWS CLI &5 H

EE R AWS Command Line Interface (AWS CLI) FIfER , HZEE —MRG B LT E-H AWS
loT 1-Click f&l{t H 17 3R FEER AR S B B0 o

EHERT , MR ES AWS loT Enterprise Button Xy, WP EHR , B RAERTRE
R B AT R E IR IZ R A

® Note
FiE AWS loT Enterprise Button %% ID # LA “GO30PM” FF 3k,

BIRAL BN\ BME R LT B HER AWS loT Enterprise Button & #E A,
HE& AWS loT Enterprise Button #t%& /& F

1. A AWS loT Enterprise Button iZi& Wi-Fi BIE— A X2 A AWS loT 1-Click BaIR A, BER
KR ARREF , BZRAWS loT 1-Click Bz NARERF. ZEMARRFGE , TEIE Login to AWS
Account (B AWS IkF?) ( BERBRT ) « EAREKIF , BNEHLEERNAER AWS CLI, W
RI&IZ Login to AWS Account (B& AWS IKF) , &R & FA initiate-device-claim  finalize-
device-claim i , BANFLEMA CLIFaHITIIRE , ML T HS BT

2. HTFAWSCLIJEREN K MAREERXRAWS K/ H | A ELAN/DNEFE Wi-Fi Bir, #ET
3k , iHiE#E Configure Wi-Fi (BLiE Wi-Fi)o FAEHMARE ID, ARRBBINABRFNERK
Bt TR E,

3. WMREEELRLE AWS CLI, BB %% AWS CLl, EFIHATAM AWS IoT 1-Click AWS CLI &5
T, BEITUATHENSS.

aws iotlclick-projects help

aws iotlclick-devices help

4. EFIIEERE WIi-Fi B9 AWS loT Enterprise Button SHI3RANE 2N BIHI AWS KRBk |, FERIR
ZHWIRE ID EBTU TR,

aws iotlclick-devices initiate-device-claim --device-id G0O30PM0123456789

{
"State": "CLAIM_INITIATED"
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}

BRigg LR, BXBRKEALE  BNZEBI-PDHEANAZERETT. IRXEES

FEEUEIH Wi-Fi EES R,
5, BEE—SHEBEIAZBETRITE , BETUATHS (EARENIDE) .

aws iotlclick-devices finalize-device-claim --device-id G@30PM0123456789

{
"State": "CLAIMED"

}

XEXIHA : "State": "CLAIMED"WRHE/RIRE B R IIEM AWS loT 1-Click BRZ .

(® Note

MRIGEZFIEERME T CoALNFRB |, BREEFE A aws iot1click-devices claim-
devices-by-claim-code i SR A ENFHBER —PRZMEEZ , WA T ROIFTR.

aws iotlclick-devices claim-devices-by-claim-code --claim-code C-123EXAMPLE
{

"Total": 9

"ClaimCode": "C-123EXAMPLE"

FEREIF | "Total": IRREFHBREKMW N MERC-123EXAMPLEEH AWS loT
1-Click BRZ5 R Zh =R,

6. ETXR, ZRLUBERIESE N JSON XA RAER HHRAE N BRI RN AWS loT 1-
Click B1H create-project.json, LXHEIEUTHE :

"projectName": "SeattleDumpsters",
"description": "All dumpsters in the Seattle region.",
"placementTemplate": {
"defaultAttributes": {
"City" : "Seattle"
}
"deviceTemplates": {
"empty-dumpster-request" : {
"deviceType": "button"
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placementTemplate f deviceTemplates B{EXN 2FR A TIEN SeattleDumpsters I
BN ERENEYE. ECIBRIE , BETUTHS (R Ecreate-project.jsonfu
TEHRITHEER)

aws iotlclick-projects create-project --cli-input-json file://create-project.json

EEFMOIENTE , BEITUTHT,

aws iotlclick-projects list-projects
{
"projects": [

{
"arn": "arn:aws:iotlclick:us-west-2:012345678901:projects/

SeattleDumpsters",
"projectName": "SeattleDumpsters",
"createdDate": 1563483100,
"updatedDate": 1563483100,

"tagS": {}

BXEZIFMEE |, E21T describe-project H , WA=

aws iotlclick-projects describe-project --project-name SeattleDumpsters

{
"project": {
"arn": "arn:aws:iotlclick:us-west-2:012345678901:projects/
SeattleDumpsters",
"projectName": "SeattleDumpsters",
"description": "All dumpsters in the Seattle region.",

"createdDate": 1563483100,
"updatedDate": 1563483100,
"placementTemplate": {
"defaultAttributes": {
"City": "Seattle"
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},
"deviceTemplates": {
"empty-dumpster-request": {
"deviceType": "button",
"callbackOverrides": {}

iy
"tagS": {}

7. EHNEMERXECEMERE , ETXRABENERE (NFEF 217) IBHRE , W TFFIR. X
5|53 F Windows 2% EH,

aws iotlclick-projects create-placement --project-name SeattleDumpsters --
placement-name customer2l7 --attributes "{\"location\": \"1800 9th Ave Seattle, WA
98101\", \"phone\": \"206-123-4567\"}"

EEEMOENKE , BETUTH T,

aws iotlclick-projects list-placements --project-name SeattleDumpsters

{
"placements": [
{
"projectName": "SeattleDumpsters",
"placementName": "customer2l7",
"createdDate": 1563488454,
"updatedDate": 1563488454
}
]
}

BXEZHEMEER , 51517 describe-placement &% , T Ro

aws iotlclick-projects describe-placement --project-name SeattleDumpsters --
placement-name customer217

{
"placement": {
"projectName": "SeattleDumpsters",
"placementName": "customer2l17",

"attributes": {
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"phone": "206-123-4567",
"location": "1800 9th Ave Seattle, WA 98101"

+
"createdDate": 1563488454,

"updatedDate": 1563488454

8. RERZINESHINAIE/NTMN AWS loT 1-Click KBk , BEESHBERAEXE, AIUBETEIT
LT asHil.

aws iotlclick-projects get-devices-in-placement --project-name SeattleDumpsters --
placement-name customer2l7

{

"devices": {}

aws iotlclick-projects associate-device-with-placement --project-name
SeattleDumpsters --placement-name customer2l7 --device-template-name empty-
dumpster-request --device-id GO30PMQ123456789

EWIAL—@T , BHEIXIEIT get-devices-in-placement.

aws iotlclick-projects get-devices-in-placement --project-name SeattleDumpsters --
placement-name customer217

{
"devices": {
"empty-dumpster-request": "GO30PM0123456789"

AXEZIFMEER , BRI T HRIZIT describe-device &9 ( EEM iot1click-projects $1# %
iot1click-devices ) o

aws iotlclick-devices describe-device --device-id G0O30PM0123456789
{

"DeviceDescription": {

"Arn": "arn:aws:iotlclick:us-west-2:012345678901:devices/G0O30PM0123456789",
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"Attributes": {

"projectRegion": "us-west-2",

"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
"deviceTemplateName": "empty-dumpster-request"

.

"DevicelId": "GO30PM@123456789",
"Enabled": false,
"RemaininglLife": 99.9,

"Type": "button",

"Tags": {}

HTHARE - MRE , AU T2~ ER NS R,

aws iotlclick-devices list-devices --device-type button
{
"Devices": [
{
"Arn": "arn:aws:iotlclick:us-west-2:012345678901:devices/
GOP30PM0123456789",
"Attributes": {

"projectRegion": "us-west-2",

"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
"deviceTemplateName": "empty-dumpster-request"

},

"Deviceld": "GO30PMQ123456789",
"Enabled": false,
"RemainingLife": 99.9,

"Type": "button",

"Tags": {3}

9. ERNIRFZFREBEEIE , BETUTHD. EHFAEMEZ , XA 1SO 8061 &=,

aws iotlclick-devices list-device-events --device-id G@30PM@123456789 --from-time-
stamp 2019-07-17T15:45:12.880Z --to-time-stamp 2019-07-19T15:45:12.880Z
{

"Events": [
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"Device": {
"Attributes": {3},
"Deviceld": "GO30PMQ123456789",
"Type": "button"
.
"StdEvent": "{\"clickType\": \"SINGLE\",
\"reportedTime\": \"2019-07-18T23:47:55.015Z\", \"certificateId\":
\"fe8798a6c97c62ef8756b80eeefdcf2280f3352f82faa8080c74cc4fL4asdl811N\Y,
\"remainingLife\": 99.85000000000001, \"testMode\": false}"
}

EXE , RIMNIUEFE—NEEFEH (\"clickType\": \"SINGLE\") R&E*E
2019-07-18T23:47:55.015Z, MENHRE ( ELMRAREIRTZEE ) , AEBRETHS. N
FEFEEFENTFEH (\"clickType\": \"DOUBLE\"), M1 RFI R,

aws iotlclick-devices list-device-events --device-id GO30PM@123456789 --from-time-
stamp 2019-07-17T15:45:12.880Z --to-time-stamp 2019-07-19T15:45:12.880Z
{
"Events": [
{
"Device": {
"Attributes": {3},
"DevicelId": "GO30PM0123456789",
"Type": "button"
},
"StdEvent": "{\"clickType\": \"SINGLE\",
\"reportedTime\": \"2019-07-18T23:47:55.015Z\", \"certificateId\":
\"fe8798a6c97c62ef8756b80eceefdcf228013352f82faa8080c74cc4f4asdl811\",
\"remainingLife\": 99.85000000000001, \"testMode\": false}"
.
{
"Device": {
"Attributes": {3},
"DevicelId": "GO30PMQ123456789",
"Type": "button"
.
"StdEvent": "{\"clickType\": \"DOUBLE\",
\"reportedTime\": \"2019-07-19T00:14:41.353Z\", \"certificateId\":
\"fe8798a6c97c62ef8756b80eeefdcf2280f3352f82faa8080c74cc4fL4asdl811N\Y,
\"remainingLife\": 99.8, \"testMode\": false}"
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10. B REFREFE AR FANRESE. BIHENRFZFRBEN ARG E | iH151T get-device-

methods % , 2 N,

aws iotlclick-devices get-device-methods --device-id G@30PM@123456789

{
"DeviceMethods": [
{
"MethodName" :
},
{
"MethodName" :
1,
{
"MethodName" :
},
{
"MethodName" :
1,
{
"MethodName" :
}
]
}

"getDeviceHealthParameters"

"setDeviceHealthMonitorCallback"

"getDeviceHealthMonitorCallback"

"setOnClickCallback"

"getOnClickCallback"

ERAER-—FA A AE , EFEH invoke-device-method 5 , B T Ro

aws iotlclick-devices invoke-device-method --cli-input-json file://invoke-device-

method. json

{

"DeviceMethodResponse": "{\"remainingLife\": 99.8}"

4k | invoke-device-method. json B FHHRR.

"DeviceId": "G@30PM0123456789",

"DeviceMethod": {

"DeviceType": "device",
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"MethodName": '"getDeviceHealthParameters"

(@ Note

XL get 5% ( W getDeviceHealthParameters ) FEESH, At , THE

F JSON X # = H "DeviceMethodParameters": "" 1T ( XBHMESE : An
error occurred (InvalidRequestException) when calling the
InvokeDeviceMethod operation: A request parameter was invalid.)

11. BEIFI=1T aws iot1click-devices list-devices --device-type button , A LLEZ| Enabled HERIAE
7 false, AT FHLLEBIREN true,

aws iotlclick-devices update-device-state --device-id GO30PM@123456789 --enabled

EFMERERD false , HETLE—NoT , BIRER --no-enabled S,
I-{

12. &u%%Hn,%J;zizﬂb BE BN TAIREFEZRNKERFE (3 EEM ioticlick-devices ik Z|
iot1click-projects ) o BT TS EE customer217 WHFIEE (5SS attributes ),

aws iotlclick-projects describe-placement --project-name SeattleDumpsters --
placement-name customer217

{
"placement": {
"projectName": "SeattleDumpsters",
"placementName": "customer2l7",
"attributes": {
"phone": "206-123-4567",
"location": "1800 9th Ave Seattle, WA 98101"
1,
"createdDate": 1563488454,
"updatedDate": 1563488454
}
}

BTR, BITA TR UERFEFNRENVER M.

aws iotlclick-projects update-placement --cli-input-json file://update-
placement.json
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b4k | update-placement.json & T HA R,

{
"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
"attributes": {
"phone": "206-266-1000",
"location": "410 Terry Ave N Seattle, WA 98109"
}
}

EEFNWEL , FHEHRXET describe-placement , M1 ~FiR,

aws iotlclick-projects describe-placement --project-name SeattleDumpsters --

placement-name customer2l7

{
"placement": {
"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
"attributes": {
"phone": "206-266-1000",
"location": "410 Terry Ave N Seattle, WA 98109"
b
"createdDate": 1563488454,
"updatedDate": 1563572842
}
}

13. EEHFMEFER , B update-project . —NMEBESEZNEFHE, UT

SeattleDumpster MEEELR,

aws iotlclick-projects describe-project --project-name SeattleDumpsters

{
"project": {

SeattleDumpsters",
"projectName": "SeattleDumpsters",

"description": "All dumpsters in the Seattle region.",

"createdDate": 1563483100,
"updatedDate": 1563483100,
"placementTemplate": {

arn": "arn:aws:iotlclick:us-west-2:012345678901:projects/

=IAN
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"defaultAttributes": {
"City": "Seattle"
},
"deviceTemplates": {
"empty-dumpster-request": {
"deviceType": "button",
"callbackOverrides": {}

iy
"tagS": {}

FEN AEEXESPHAENERE B AR (RF ) BR. BERMNE )", BT
LTFas.

aws iotlclick-projects update-project --project-name SeattleDumpsters --description
"All dumpsters (yard waste, recycling, garbage) in the Seattle region."

BRI LAEEIFFE SeattleDumpsters MEBEMHKY "description" BB EH.

aws iotlclick-projects describe-project --project-name SeattleDumpsters
{
"project": {
"arn": "arn:aws:iotlclick:us-west-2:012345678901:projects/
SeattleDumpsters",
"projectName": "SeattleDumpsters",
"description": "All dumpsters (yard waste, recycling, garbage) in the
Seattle region.",
"createdDate": 1563483100,
"updatedDate": 1563819039,
"placementTemplate": {
"defaultAttributes": {
"City": "Seattle"
3,
"deviceTemplates": {
"empty-dumpster-request": {
"deviceType": "button",
"callbackOverrides": {}
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3,
"tagS": {}

14, BOLAFERRZFETEENATHE &R (iot1click-projects) MM E &R (iot1click-devices) , 11T
Fi7Ro

aws iotlclick-projects tag-resource --cli-input-json file://projects-tag-
resource.json

k4L |, projects-tag-resource.json @ETIRE,

"resourceArn": "arn:aws:iotlclick:us-west-2:012345678901:projects/
SeattleDumpsters",

"tags": {
"Account": "45215",
"Manager": "Tom Jones"

EH T B FRORE |, BBEITU TGRS,

aws iotlclick-projects list-tags-for-resource --resource-arn "arn:aws:iotlclick:us-
west-2:012345678901:projects/SeattleDumpsters"

{
"tags": {
"Manager": "Tom Jones",
"Account": "45215"
}
}

EELTXHEFEMEHRE , FETUTHT.

aws iotlclick-projects describe-project --project-name SeattleDumpsters
{
"project": {
"arn": "arn:aws:iotlclick:us-west-2:012345678901:projects/
SeattleDumpsters",
"projectName": "SeattleDumpsters",
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"description": "All dumpsters (yard waste, recycling, garbage) in the

Seattle region.",
"createdDate": 1563483100,
"updatedDate": 1563819039,
"placementTemplate": {
"defaultAttributes": {
"City": "Seattle"
.
"deviceTemplates": {
"empty-dumpster-request": {
"deviceType": "button",
"callbackOverrides": {3}

}
}
},
"tags": {
"Manager": "Tom Jones",
"Account": "45215"
}

EEHKIREZ Amazon BIREM (ARN) , BFETUAT@H.

X

aws iotlclick-devices list-devices
{
"Devices": [
{

"Arn": "arn:aws:iotlclick:us-west-2:012345678901:devices/
GO30PM0123456789",

"Attributes": {

"projectRegion": "us-west-2",

"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
"deviceTemplateName": "empty-dumpster-request"

},

"DevicelId": "GO30PM@123456789",
"Enabled": true,
"RemaininglLife": 99.7,

"Type": "button",

"Tags": {3}
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}

B2 E—MRERFIREL , FETUATSHR.

aws iotlclick-devices tag-resource --cli-input-json file://devices-tag-
resource.json

It4lk |, devices-tag-resources.json @& THE ( X ResourceArn f Tags FTEMNAR ) o

"ResourceArn": "arn:aws:iotlclick:us-west-2:012345678901:devices/
GO30PMQ123456789",
"Tags": {
"Driver": "John Smith",
"Driver Phone": "206-123-4567"

B HRZHROREL |, BBEITUT @RS,

aws iotlclick-devices list-tags-for-resource --resource-arn "arn:aws:iotlclick:us-
west-2:012345678901 :devices/GO30PM0123456789"

{
"Tags": {
"Driver Phone": "206-123-4567",
"Driver": "John Smith"
}
}

EELTXHEFRIREWRE |, 1HIE1T list-devices,

aws iotlclick-devices list-devices
{
"Devices": [
{
"Arn": "arn:aws:iotlclick:us-west-2:012345678901:devices/
GO30PM0123456789",
"Attributes": {

"projectRegion": "us-west-2",
"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
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"deviceTemplateName": "empty-dumpster-request"
I
"Deviceld": "GO30PMQ123456789",
"Enabled": true,
"RemaininglLife": 99.7,
"Type": "button",

"Tags": {
"Driver Phone": "206-123-4567",
"Driver": "John Smith"

}

}

15. LAY , BRI SUFRESE T R|BWRMEMERE |, flftk AWS Lambda B#=E &% Amazon SNS
SHE. BAILAEA AWS loT 1-Click ##I & B HITILRIE ( AWS loT 1-Click fRfEER B —4
EI ) » MHENWRESERRRE , BUUEALSER 1M 2 PR HRS R EETEEF
FRIEMNE |, FFEEESIHE Wi-Fi RE,

AWS loT 1-Click & & 7k
DUTESRERT A (#OE ) SIEN SR,

1. EBUHMICIMBERER , BETATH S,

aws iotlclick-projects untag-resource --resource-arn "arn:aws:iotlclick:us-
west-2:012345678901:projects/SeattleDumpsters" --tag-keys "Manager"

X BRI B B9 Manager #7% , 1A

aws iotlclick-projects describe-project --project-name SeattleDumpsters
{
"project": {

"arn": "arn:aws:iotlclick:us-west-2:012345678901:projects/
SeattleDumpsters",

"projectName": "SeattleDumpsters",

"description": "All dumpsters (yard waste, recycling, garbage) in the
Seattle region.",

"createdDate": 1563483100,

"updatedDate": 1563819039,

"placementTemplate": {

"defaultAttributes": {
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"City": "Seattle"
.
"deviceTemplates": {
"empty-dumpster-request": {
"deviceType": "button",
"callbackOverrides": {3}

}
}
},
"tags": {
"Account": "45215"
}

2. EBUERICRBHR , BBEITU TGRS,

aws iotlclick-devices untag-resource --resource-arn "arn:aws:iotlclick:us-
west-2:012345678901:devices/GO30PMQ123456789" --tag-keys "Driver Phone" "Driver"

ORI BRIR B ROARE |, MITFATR (GERZFIR "Tags": {3})o

aws iotlclick-devices list-devices
{
"Devices": [
{

"Arn": "arn:aws:iotlclick:us-west-2:012345678901:devices/
GO30PM0123456789",

"Attributes": {
"projectRegion": "us-west-2",

"projectName": "SeattleDumpsters",
"placementName": "customer2l17",
"deviceTemplateName": "empty-dumpster-request"

.

"DevicelId": "GO30PM@123456789",
"Enabled": true,
"RemaininglLife": 99.7,

"Type": "button",

"Tags": {3}
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3. EHUHIRBEREMXRE , HETUTHS.

aws iotlclick-projects disassociate-device-from-placement --project-name
SeattleDumpsters --placement-name customer2l7 --device-template-name empty-
dumpster-request

WTPR , & customer217 TBEEEHXEMNIRE,

aws iotlclick-projects get-devices-in-placement --project-name SeattleDumpsters --
placement-name customer2l7

{

"devices": {}

4. EMNTEHMERBE , BT @RS,

aws iotlclick-projects delete-placement --project-name SeattleDumpsters --
placement-name customer217

WTRFAFR , BB SeattleDumpsters REME , A AME customer217 2
SeattleDumpsters HH MM —KE,

aws iotlclick-projects list-placements --project-name SeattleDumpsters

{

"placements": []

5. EMEREA  BETUTeT.

aws iotlclick-projects delete-project --project-name SeattleDumpsters

FWMEEATHABRFRAEEN , FIETEHEHBER , BSeattleDumpsters2iE—5EH
AWS IoT 1-Click Ik = X EXHY I B .

aws iotlclick-projects list-projects

{
"projects": []

47



AWS loT 1-Click FRARER

Bl , MREBURRKERE AWS KR BERTIRE |, WABTEM AWS loT 1-Click K FEUH
FERENIRE , WTFAR.

aws iotlclick-devices unclaim-device --device-id G030PM@123456789

{
"State": "UNCLAIMED"

}

%% I E A LA E4E{T AWS loT 1-Click PR & A,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
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For the latest AWS terminology, see the AWS glossary in the AWS General Reference.
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https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
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