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ft 4 2 Fleet Hub for AWS loT Device Management ?

& Bh Fleet Hub for AWS loT Device Management (Fleet Hub) , & T LA#92 30 I B9 Web R AR
ZREBVNFHNZTRR. BALUXENAREFRELA[DPNAS , BIEMIDEBEAWSKS ., £
Fleet Hub EXEENWHEEEMES , flIMNAENEERENLLRRA,

Fleet Hub 2L R Ih8E,

o LAt R IR B WA
. QE%‘?Z UFRRETASHARARAR.
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i

(@ Note

E{F Fleet Hub X EMRSHIERBIRE| , BNEYXLIUEEE] AWS loT Core ( FF U ID &
TFEMER) -

Fleet Hub for AWS loT Device Management By T4E R

EE R LAEA Fleet Hub for AWS loT Device Management £ /L2 ¥ A BI2Z £ 8 Web R AR |
MEAEMET AR BERBEEEMRLB, EBEIFER Fleet Hub SIEH Web NABRFSAEFMH RS
( 20 Active Directory ) &, X , BNEEARTUNAB SN S HRIENBIIER,

Fleet Hub Web M ATEFE AWS loT Core HlEBRE|IFRZEHERK, XLEERFRER ETIZEIZIT
PWREE , AEZHNEBETNIRE LI ERSHEIBEE,

Fleet Hub MR A AWSIoTFleetHubFederationAccess B FH, BXxEZEL |, FS
57277,

- IEES

« AILIRBEERAE — SR UERNFPHTEEZNRIHRE,. RIN LOERRS UK IRZ M
EENERER,

- REGHE — SUAREFENERERENRBMITEZNAREE, HRBRBERREMITERE
i, FBEUSBEANE. RE , EUUEFFANRZIRIENRITEEMFRHE,

« BITRES - BALUE-ERZERE LETZERE (WMEHESH ) .

Fleet Hub for AWS loT Device Management # T/ RE 1
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Fleet Hub & 5|y T/E/RE

SETLAER Fleet Hub 12| & A EMRZHBEHENA RS, HEH Fleet Hub FRUEH AR EIAT
IR ABNMNEFRUEZRE| , FAEEXIE Fleet Hub NAEFE A,

BRRE , BRI BE3ZESIFTEH AWS loT Core BN FR, BETERANERSIKAFMEENL
BiE , B ERXLEHIEE Fleet Hub NARFHEHRMREEHIE,

Fleet Hub M T/ERE

Freet Hub Web N ARFRET —MATAFCIEZSEEN R E., U TTBRETRAF MMAE Fleet Hub £l

Ak

H&So

1. REWUREHE — EE—1EH , 2EWNESEATRRFRREAFEENMNIRE.
2. RERE — RE—IMEE , SXIRSIBEHNRMGE (FlEERRERRNERRS ) RS

=o

3. REEA —EE—HARMFA , IEERZFLTEHEEIRSH , Fleet Hub BRI LWH Ao

Fleet Hub {E& ) TERIE
RO LAE R Fleet Hub 2 #I A EiIRE LEITIZRRRE,

BREFERE , B SEA Fleet Hub ABFFHERVIBBEES.

Fleet Hub 3R 51 T/ERE 2
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FRAFEERD Fleet Hub AWS loT & EE

AT SEEER NAEMEIE Fleet Hub AWS loT REZEE Web M ARRFHIERE.

F&

- FTiaER

+ 5 Fleet Hub for AWS loT Device Management X B AWS H AWS loT Core RS
. tRFEHERR

FaafER

AT NE WA AWS loT RREE Web M ARFAZEFRE Fleet Hub,
EB
. BIEEHNE Fleet Hub N AR

- B Fleet Hub N ARRFHNE RS
[0 Fleet Hub N ARFHRMAF

BRI E N Fleet Hub R ATRRF
FoRZM

LT 5REEBIE Fleet Hub Web N AR FATENRIR.

« AWS K/,

. RIBHINKF BB AWS IAM Identity Centero  ( 3R & R BUEILARS , AWS loT Core ###&
(https://console.aws.amazon.com/iot/) SR RIEXFHM. )

BIZIEME Fleet Hub Web R AT

LUTEBAEIMMA AWS loT REEIE Web MAREF B2 Fleet Hub,

1. S#ZE AWS loT Core ##l#& (https://console.aws.amazon.com/iot/) , fRETE LN ER P iEF
Fleet Hub , RiF%EEF “RARERF"

T 1E A 3


https://aws.amazon.com/
https://aws.amazon.com/single-sign-on/
https://console.aws.amazon.com/iot/
https://console.aws.amazon.com/iot/
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2.
3.

ERARFRELE , i Create application ( BIEZNAREF ) -

FigE IAM B OTTH L |, IREERBE AWS IAM Identity Center ( IAM BB H4 ) |, &
BRRBISBNEHBIE, AWS Organizations @) & & & B FHR 4, %3 8T HB4F A Ay 4542 B0 v B80S
IAM Identity Center,

(@ Note
ZA LU B W B IR HRER S IAM Identity Center. BXEZER , ESRAMTLE
AWS IAM Identity Center ? # Connect ZEZEI BB S B IREE,
£ 612 Fleet Hub NARFART , MMRBEEZE IAM Identity Center FIA LA | M 47061
B, Z82EH Fleet Hub B ARFEMLTE IAM Identity Center BY4HASEHIAERE] AWS X
B, BXEZEL , BZREBH IAM 344508 IAM 5550 ELREEH,

ZNHEGIFEAREEHET IAM Identity Center,

EET— %,

HEREI AWS loT HEREL , B M Fleet Hub AWS loT SISIBA f/ I3 IE T T H B 2R
E S, ILTEISEEEES] AWS loT Core S AFMTE , ATERHFHEMNEE AWS loT
Core ABIZEl. LARAX—BEIMELE, FIRENREEELE (RELGEHNSE
) BURE, BRMRA. BTHIAN AWS 0T Core AFIGHHIREI WG TRA | £E T 5L
EEELTR.

- MREEBENERS| , LIVFE RENNERSREUKRBAENLFR,

« MREEHREREYRSIMEMERE , NATUXHMS LR Fleet Hub,

EENEEYNBHRSIRES , BE Next ( T—% ) o

BRUMA Fleet Hub NARFEENERSINESZELR | FSREE Fleet Hub N RAREFHHLEE

£ Configure application ( BBEMNAREF ) WEH L , 7 Application role ( NAREFA® ) HoH ,
BE— NTHRSACHERE—IAERSAG. K Fleet Hub Web RIFATRFEEA Fleet Hub
BENEFLAR, KEFHRAFEMSR Web B AEFRNEESAGERBIIR,

- MRCEHFAEL  NBAEBAMMBILUTFERFRFL : AWSIotFleetHub_random_string.

BIEBHE N Fleet Hub AR


https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html
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- MRERINEH/E , FERZACEFTLRBEXHPHINR. EEFEH Fleet Hub Web R A
BEFFENNR |, HiE$FE View role details ( EEABFHAFEE ) . WFEITH—AEDO , HAF
£ RARSS B T8 M TT R B BV AR RT3 4 2 B SR BE SO,

6. 7 Configure application ( BCERN AR ) WHE L , £ Application properties ( NFAEFE M ) 3
o9 MANAREFNER. (W% ) BETRANARRRA,

1% Create application ( RIZNARERF ) .

7. 1E Applications ( NARERF ) IF L , EFREQNBHRAREF , REIEFE View details ( EFiF
HEE ). EENARFEHARE.

® Note
BXLL Fleet Hub EE R HHERFIBH A BRI RNEZESR , BSHUEER.

EIE Fleet Hub R AREFH VB3R 5]

BRI LAER AWS loT Core 5l B HBUERA SRS H U THIFEREENES| | AWS loT EMERK
#&. Dev AWS IoT ice Shadow Z#E. AWS loT EZEBIEMAWS loT Device Defender I EHE,
AWS CLI AT Z BB UIE AWS loT Core #HIE R AWS loT REZREEMAREFH Fleet Hub B
SESIRE|, EFEAEESR AWSCLI , BSREESYERS,

/A Important

2022 F£7 A 20 HZ AWS loT R & EERASIZE 5|5 AWS loT Core an & FREEK I AWS loT
Device Defender . MEMIT AW ERX K MR, EIt GARF , BUILUBEEEE FEMA
BENGBE T REIFES, WREE 2021 £ 11 B 30 BE 2022 F£7 A 19 B IAERN A TF
FREHAMT HBETFURFRS , RIS EEFEEXHERSIREHEBRBENT T
B, URERSIKAH R, BXNAEFEEXFIERSIEENESER , F5H
Managing fleet indexing ( BB EFIERE] ) .

1. fnZEl AWS loT Core ##l& (https://console.aws.amazon.com/iot/) , AREEE M EARPIEE “i&

(=]
=5

B Fleet Hub AR FHIHEF R 5 5


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/life-cycle-events.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://console.aws.amazon.com/iot/
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2. 1£ Settings (RE ) WHEL , $MZF Fleet indexing ( 1B R3] ) Fo , REIEE Manage
indexing ( EXE %5 )

3. EEERIRSITNHENEEIS , EFEBWERSIF AWS loT ERSINERER. BXIRESNER
SIFEYLEZE S EEEH Fleet Hub,

4. ( H% ) £ Manage fleet indexing ( EE KBl % 5| ) WEHAY Custom fields for aggregation-
optional ( REMNBENFER - W& ) BoH , RTKOIERSIMARHESINITEEFERI , EF
DRIZBENFR.

EEMEENHRRSRERS , B Next ( T—F ),

NBRSIAEEE-—RNATEENRE. AXNUEBNERINESFR , BSHEENER

51 BRSS .

[0 Fleet Hub R FAREFAINEF

&HY Fleet Hub AWS loT iR ZEE Web NARFEM RN FIESEMAAS, BLHMERNAR , R
BRENMALNRATRERAZNARRF. 2TFHNIRNE T UAENARFFNAF

BT LU N BRI iR B AWS IAM Identity Center ( 1AM &40 ) RFMIAEEHREFH
A, BT E SN R REEERES IAM Identity Center, BEXEZER , HSEMTALE IAM
Identity Center ?

1. 1 Application ( BLFATEF ) WHE L , M Fleet Hub application ( Fleet Hub AR ) IR iEEFE
BH Web NARRF. FEREFFHAEE.

2. ENAERFEFEAFEETEL , %% Adduser (FMAF ).

3. %t Add Fleet Hub users ( #0 Fleet Hub AAFF ) EQ. MALRHEREFLEERHRINARFH
A, % Add selected users ( RINEERF ) o

4. ENABRFEAGEENEL , RIEEREEE TEHE Fleet Hub SIRAPIEENAF

5 Fleet Hub for AWS loT Device Management X B AWS #
AWS loT Core fR%

REBULEA Fleet Hub for AWS loT Device Management FEVS T MIAIEEE AWS BRERE |, LRE
B Fleet Hub Web R AR PR IhEERME &,

TRIEH T Fleet Hub for AWS loT Device Management ¥$# i+ ZAWS AR RSB S MEE

@ Fleet Hub R TR RNAF 6


https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
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BEN
ERABNEBRS

Active Directory.,

WEDY

£ AWS RERFER, BE
XFBREARGE T eI BE
RIRPNIEMEECIZER,

NEWEEN—HREZ0ES

=o

AWS RE

AWS IAM Identity Center (IAM
Identity Center)

AWS loT HlEF % 5|

Amazon CloudWatch
(CloudWatch)

DU

B LB K IRE AWS
IAM Identity Center ( IAM
Identity Center ) WNHLE & 17
REFPRMAF. BAILNAE
CH S RAEEEES IAM
Identity Center,

BEXEZEE  BSHEMTALR
AWS IAM ldentity Center ? LA
RIEARSD.

&R R A HLE 3R 5| AR S5 o 0 At
RUE, FTHENRBEE
BiE (RBEDEHEMS ) B
M RE|, #TERAREG. B
T AWS loT KHBIEREIFERIA
BR T RERSINIEEXNFR
A, BETHGIRBENFR
L#ITRE

BXVBREINESZEER 1§
27 Fleet &5|R%S .

Fleet Hub #3 | E4RE R
CloudWatch $E#% , &7 A
XEERETERTRES
A, Qelgs8RE,. i,
BEERRERERTEER
Ert , &9 8|2 CloudWatch
HE , £/ Amazon Simple
Notification Service (Amazon
SNS) @4,

£ < CloudWatch WEZE
B, BSZ 442 Amazon
CloudWatch ? X AWS loT

5 Fleet Hub for AWS loT Device Management X B # AWS 1 AWS loT Core fRS


https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/identities.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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BEN AWS S5 DU

Core 1A 5 CloudWatch 1&g
BIRERNSENER , S
£ CloudWatch ¥ AWS
loT HEMIET.

HUEHEER

RED RUBEHRESMAIGRREERG R |, LLABIEEN Fleet Hub B R # R B &,

R BRTTE

R Web MARFHEETRIER, SREABREE , TRBELA T B S
E% I,

BTEBREM Web AR BRESNED — AP FNE L ARS.
BRENABLAELWEEXR , SIIUTR
=¥

{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotfleethub.amazo
naws.com"
Y
"Action": "sts:AssumeRole"

}
]
}

BRIMAI%E IAM EEXRNESER |, F5
FARENEAENEERR,

BFTEBIE Web MARERF ARG REE Web N AT EHBVRS,

R 8


https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/edit_trust.html
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AR FRIRTT R
BREFIMBM A ELFR, RENBRESEWRENFRS

BXRINERSINESZFER , S0 1A EEIR
2.

Fo

R 9


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
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FAF#9 Fleet Hub for AWS loT Device Management

AE D2 E Fleet Hub AWS loT REZEIE Web NARFHNAFHEXER, X822 Freet Hub R ATE
FHEERNMAFPNER , BS5H EATEE AW Fleet Hub AWS loT i# & EE,

=

E3

H
B

Edi
- BRMTEERZMS
+ {#/ Fleet Hub for AWS loT Device Management A1 BY{E 55 FE S 18R

LE
. BEHR

Tt 98 {E

AE 2 EBEHFRXEM Fleat Hub for AWS loT Device Management Web N AR F4HEN ATTE R,
£

- BIEBHE—IEN

- BIBBHNE—INEER

- BEERRBFHER

BIBENE—IEN

AEBGFESETRBIEM 2 Fleet Hub for AWS loT Device Management IR, AJEAER
BEWEEREEEN,

TR

- EGEi&% 1 AWS loT Core K <BxH Fleet Hub AR,
o HOPENER Fleet Hub B ARFHIK,,

T 1E A 10
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Fleet Hub AWS loT iR E EEIER
RIS E Fleet Hub Z&if

BB E A Fleet Hub &if

1. SMEER Fleet Hub RARER,

RANZHERMBERTERERUNEELBENAMARZNIIR, B2 attributes ( B ) 7
BHRBEXE M,

2. ENHMZIHXE L , £ Allfields ( FIEFE ) Hi%#F Connected ( BiE#E ) . EFTRXEZY
X AEFHA false,
test app Dashboard US East (N. Virginia) ¥
Dashboard
Connected v | Q false X m
B Summary = Device list | C | | Create alarm |
Total devices

Total connected devices

Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard
B don't support filtering.

don't support filtering

3. ERITEER , Bk Search (B3R ) , BULUIFEFREREE AWS loT Core BB IZRZHFI&K,

BREWFBENRHIEANESFER , FEAERNEE EYEATRFINMENAERRA.

BIBENE—IEE

REBRIES BRI £ Fleet Hub for AWS loT Device Management &5 21 S8,

TR

- 5EEEREM AWS loT Core I/~ XEXHY Fleet Hub AR,

« HORBENER Fleet Hub RARBRFHKS, .

BEEBNE—NGE
BB E A Fleet Hub £
1. SMEER Fleet Hub RARR,

BIBRENE—NEE



https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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2. MREHWNWBPFEN—HIZE , FUEBEER, BXINAIEMEERVIRE , HZSH the section
called “BIEEBHNE—NER", MRBEZECUNEER , ENEERNATINEPNMERRZ.

3. FEBRIAWEHIMEARTAME L , %3 Create alarm ( RIBEE ),

4. 7£ Build aggregation metric ( R EEN ) THL , RIEENERRS L RE Target query ( B
P& ) B, 7E Configure fleet metric aggregation ( BELEN B EIRR S ) 2 FH Choose
field (IEBFER ) ¥ | iR Connected ( Bi%E1E ) . ZAWSHEFRIERREREBEREDT
AWS loT Core, Choose field ( £FFE ) X2 TE AWS EEFERMEE AT AWS loT HLER
SIRFHEIENEENLFE,

5. ¥TF Choose aggregation type ( EBRRERE ) , BMUTRIHIEER,

« Maximum ( && ) — BE&SBRE
« Count (it ) — IR EITHEENRE.
« Sum ( &M ) — FEMEENRE
« Minimum ( &€ ) — BlE&EKBHE,
- Average ( ¥35 ) — BLEFHHE,
6. XF Choose period ( EFFERTE ) , EFFEXLEFPIEENFMGFLNE , IR EE,

RELBHEFERRSNROILNT !

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.

Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
aggregation options.

Count v
Choose period
Choose the frequency on which this alarm will be based.

1 minute v

EE Next (T—% ),
7. 1 Setthreshold ( iR ERE ) WE LK Trigger the alarm whenever... ( E Bl 554 ) o+ |
ERLAT®&IZ —,
« Greater ( KF ) —REEHRNEXBEEIEEENKEEE,
- Greater/Equal ( KF/ET ) —REEFRNXEETIEIEEENAEHEE,

PRENE-—INEE 12
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8.

10.

11.
12.

- Lower (MF ) —REEHRNERNTEEENKEEE,
« Lower/Equal ( NF/&ET ) — REENRNEXBETI/ N TEEENRKEEE.
£ Than ( BARfE ) XAEH , EERAESERENE.

RERERENREWMT

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater © Greater/Equal
= threshold >= threshold
Lower/Equal Lower
== threshold = threshold
Than
E z old vz

EE Next (T—% ),

£ Notify user ( BEIAF ) J\E_t £ Notify — optional ( BX - A% ) FoH , W A B FHR4E5
RNEN , ZIRNTELEBRBENALPFERBENNAF. @ALUES 2 EH B FHl it
W HRIEFT I HI R,

£ Alarm details ( EBFAFE ) B2 , MASTENEN , AT ERRERASTENER, &F
Next ( F—% ),

£ Review ( ¥# ) WAL , FZEE A NHEBMANGES . ERRR, BESMIAZHER.
ERNZHERE , B8 PNEHFERECBRIAESEREE.

Total alarms monitored Total in alarm

3 1

Alarms 1

MyDisconnectAlarm violationCountAlarm
11 -
A\ Inalarm ® Insufficient data

disconnectAlarm
0
@ ok

EEFERUENSTEBFAGE  BELENSMERPIERF Fleet Hub alarms ( Fleet Hub 5 )

PRENE-—INEE 13
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Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[:]‘n‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK Movember 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

EERFHAGR
AEEHESLERREEBXREANRENRMERN SR,
TORFRAM

- EGEREM AWS IoT Core Ik F X Bk Fleet Hub R F,
« ALOFENER Fleet Hub X ARRFHKF

wEA

LHIRZRE Fleet Hub Web R ARFH , BT LM S ER L FZ Device groups ( 1R%F
48 ) , Device groups (&% ) WEHIH T Fleet Hub Web N ARRFHMAEIRRH, BEEFREYA
HiFMEE , M Device groups (IRZA ) F|FIEREBEMNREZAH,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards .
Device groups
Device groups L @
Jobs Group name Parent group Group type Query Group description Created at
LightBulbs - Static group - - March 11, 2022 18:59 (UTC)

Fleet Hub alarms

MyDynamicThingGroup1 attributes.wattage:75 - October 17, 2021 22:15 (UTC)

MyStaticThingGroup March 11, 2022 18:49 (UTC)

MysStaticThingGroup2 LightBulbs March 11, 2022 19:01 (UTC)

English (US)

Logout

REAFAEE

Device group details ( RZFHFMAEE ) THBEEXMERZFLANER. EEFRENFEMER ,
B M Devices in XXX ( XXX YR % ) T2 #Y Device name ( IRZFBF ) P ERBENRZ

ERREFARR 14
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test-0119 Device groups MyDynamicThingGroup1

MyDynam|CTh|ngGroup1 View on dashboard H Run jobs

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)

Q 1 ©
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

BERIFHER
Device details ( RBRFAFE ) THBSEXMERZENER

® Note

MREFIREEEES AWS loT RMEANEF iR ID EEYEHARE |, NKFIERSIFL2AE
BB EERSEFIRSE]

HAREE

Details (1 #4EE ) P2 BEUTEXRENEZNEE -

ERREFARR 15



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

» Device name ( RE&EW ) - RARBENBNREFENEN. BEXEZEERE , BSHNAEAEIMERE
BEY.

* Thing type ( S¥MRE ) - BEEMNRBARBRNEYRE, EUUERASYREXFREFMEEEYR
BENFEENHAENGER. AXRESEER , BSREYRE,

« Last connection timestamp ( LXEEE BRI ) - R& LIXEEE| AWS loT HETEIE.,

« Shareable device link ( IRZRZ4#E ) - — N AIHENEE | EOATEIRZR Device details (18
FFMER ) WH,

- Last connection status ( E/UGEEIRE ) - RZ 2| AWS loT HEZRDS. MREMWREFEEE , N
BA true. WMRKREE , MERN false.

- Disconnect reason ( WifFiE#RER ) - REZJMTEENER.

REHEE
Reported data ( IREMEIE ) B BEEXREFWEMREE. RBEEFREBEBNEWENER.

« Device fields (IRB&FE ) - AWS loT lBERSIPRENRSIFR, EZEE , BZRAEENER
Blo

- Device shadows ( IZ& & ¥ ) - EEMNEEXBENE T, REETUNEELHBRNEF FNS®
o AXREZEER , BZH AWS loT REE o

« Device groups ( R&Z4H ) - EERWRZRRNIERA, SFETUSEHISEVANDIDEYA,
BEXREZER , FEHABRSSENENITEY4L,

5

Jobs (55 ) P ETREBELEITHAMERES. SMESBE—NMFAGETNE , HPEREXME
SHREEE , S/EFNEZTHMESR. BXEZEER , 121 AWS loT Device Management &
Fleet Hub FEAES MESERNES

EERREFMAER 16


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

Defender 1545

Defender metrics ( Defender 3645 ) # 9 & REZHBIFTEIRZXEBKH AWS loT Device Defender 15
¥ro BAFERAE RWERBBEESERENRESEERNTILIRRZETER. EEF Fleet Hub NATRE
Ay Defender IE#R84E , £HY Fleet Hub BEE A M H K IRESEFEIRZ XA AWS loT Device
Defender 45, B WMABIRFIZEIZZ M AWS loT Device Defender IEHNEZEER , BSHEE
NIEHR. BRBWIBAN =iRERTR.

IoT Fleet Hub Devices > MyLightBulb1
MyLightBulb1

nnnnnnnnnn

Last connection status

;;;;;;;;;

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar29 Mar 29 Mar29 Mar 29 Mar2s
2026 2028 2050 2032 2034 2036 2038 2040 2042 044 2046 2048 205 208 2084 2056

rrrrrrrrr

ThEMR

Behavior violations ( 1T HEM ) 75 EREEREIH AWS loT Device Defender ¥ El 5 =4 i Frik
RERBROEAKE, THEABETUASESEAITHR, DXEANBERN LDXERIERE, EEF
Fleet Hub M ARFHHITRAENEIE , Fleet Hub BEE RN IZEZ LB EXHHiZE AWS loT Device
Defender T REH , HEVLEZs|HEE AWS loT Device Defender H#H, BXRUMMIE AWS loT
Device Defender R B EXHHRBEITHNENANELEES , 1S H AWS loT Device Defender )l
BRWMAEE AWS loT Device Defender EMMELEE , TSR EE Fleet Hub B AREFMNEER
SIMEEREMERS

ERREFARR 17


https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

B M 7k S

BRI LAfE A Fleet Hub 34T AWS loT RBEEER , URIBNEFRZITHEYINR, ESIHIE
BARWFIE AWSKHEZE., BENFEATMESEH T AEE AL, BETLAER AWS loT BA
SRS MEBBENFRIEERES, the section called “EZEXINBERSINEZELE , S Fleet
#5|RF,

ES}
- EFEHER
- EABERGCIEEH

EREHER

HIWEF AWS loT i ZEER Fleet Hub Web I AREFAH , BABE — MUK , HPERTAEXE
FALRA R RN EENAE,

Summary

REARE REXREIHTFABERFBFELEAE. HPRHEUATESR.

« REBEEH

- BERIREH

- IRFMIFEENRERSIXR

« BRANEENSYREUNEBHRENRZHE
« BANBECENEYAURSMMINRERE

ERMEERMG 18


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT R& &I AIALRA H 0 Fleet Hub AWS loT R&ZEEIEE

Dashboard

‘ B Summary | i= Device list | @] || Create alarm |

Total devices Total connected devices Total alarms monitored Total in alarm

40 - 2 —-l

Disconnect reasons Alarms 1
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for test-alarming-alarm test-ok-alarm
help. 40 40

A Inalarm ® oK
Device types Device groups
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help. help.

-2 TIES
REJNRMBER—NE , SIHTHIEPNRE. ZRATVRFOEMRERHUTER.

 RFBEH

< RFHEERS

« IRF LIREERY A R B

« T AREZENIRE , AT EZENER
- RENBYRE

- REFNEYA

< BHENBERSIBSHEENBELFTR

EREGHER 19
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Name Thing type

® false
® false
® false
® false
® false

waterSensor17 model-1

waterSensor11 model-1

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

ETHEENHLERHNRENCSVNY , BEREZIRLERSHYMAE, HIXE , WRIIRR
DTH, MXNTEHYGMRAELERVEE , MA2THEETE LR RNOHTE,

A UERAERNFERERENEE—IMMNBPERFEREAE RERBINRIOREHE, X
FREAMFERERIEXRVNBEPEENEZLEAEFEENEHAFSE |, BESH the section called “B 72
=if)7,

e TR Rt B E S

KEBNET Fleet Hub fo AWS loT r Device Management EI THERIE | HE5|SEERFEATIE
HUBERAFAENT R,

ER L ERER R EFHEHRBENSRNE LE RN IRBFRENRE, ETLER AWS loT AR
IR REIBIERFTHN AWSHREFER., BHEXNFRUARRSI BRIV EMEERFEER, BRI
BREINEZEE , SR NEEE

R RBFZRMEENR, XBFERATARITERFR, EMNERXUTABTUERENERWREA
By =NR ISR AR PR Ao

LTS At Z BB ERFRERNS R,
BIEEN
LTSRN AN ZETER,
FRFA

- BAE%2AK1KE (XA ) B AWS loT Core I <BtH) Fleet Hub M AR
« BREA Fleet Hub R AR FHIK

ERFERTCIEER 20


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

R E & P ERA R RA IR BRI E — Fleet Hub Eif)

1. SM2EH Fleet Hub M AREF,

2. HERINEHERL , BINETEFNRZIIRIET LUK KEK AWS loT Core I HHVIRE (5
) B¥

3. TERIAEFIEMR L , & Device list (1RZEIIXK ) EUIF, RIILRAREFTINTERERUENBE
NEMENERENIIR, BEXBEHIE attributes ( B ) 1.

4. ENEHNS AAZTEEERPNEAXEF. XBFEASZATAEFR.

5. TETNETNER , #%&$F Filter ( HERMH ) o

6. 1E Filter ( TFIESMH ) B , &£ Field ( FB& ) B , B ERERERHFNFE., 7 Operator (1=
BERE )T , B —NEW, &5, ¥TF Value (B ) , RBREEFESGHEANFERE.
BRETNM=EANTFESRS. XRBFERMITALKE,

7. BWITEW , HEE Apply filters ( NATRIERY ) . ERNETREERATERNABEIRE

£ A Fleet Hub for AWS IoT Device Management FH{EF FESH
X

@ Note
ESERIDBEN TR , ARER R EREAL,

EF—RWRIEE — AL AREET AWS loT WRBHEXLRE LETHIZRRE, Al , BAINE
X—MESF , ZESER—ARETEHRENARFIEGEH. EF. RRIEBINTEEREE
BRIZVE, SETLAM Fleet Hub for AWS loT Device Management Web R T2 & FiE Tl B M ES -
HAOAMEERE AWS loT 251 & | BESEARH MY N6 SR B LUEE AR AT 4 Fleet Hub AFEA. &
Fleet Hub NAREFH , BALEEETEFHRETIRELH,

EEAGGERRE  IHREENARFTES, BEEERXEY , FESMEB LR Device
groups (IRZEAH ) o FRFAERENBIRET , AIEEATAMRENET 2 — , NTEEESHE
73

- RE  EFET X

- FEM  BRETRE  F5EFERMNIEPNEMRSE £E1T.

{# A Fleet Hub for AWS loT Device Management FF f91E 55 M{E S #E4R 21
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BXREUBNEEESERNESER  FEHESER, BXESUMNIENESER , FSHES

EITIES
SR BUM Fleet Hub RIFIRRF RIS MIBETES | BUATSRALRERE,

1. EBE-NTEF-—IPHZMRBEN B

2. %$# Runjob ( BITES ) -

3. 7 Job target selection ( &5 B #riE$E ) &, %R continous ( #F£21E ) =& snapshot ( R )
4. EBR—MESENR. BIA Job summary ( EFHE ) THXAERTEZTHESRE,

5. (Hi% ) WMAEFHE

6. &EIE1T.

&R LAE Fleet Hub R AEF AP EA T LB LR B AR FH R R LT SITRIEE,

- BHEIERLNREIRED R,
- BERENFMHEERE.

- REATHE,

- BERZFANFMAESTHE,

EENERES
FEANEA T BEENR T EEETHES.

« EFFRAE — KRERIHEPSITHREES. EEFRAE , TESMEKPIERE Jobs (F
%) SMEKH.

- BRERBHFAEENE — LTERREF LETHABEES.

BMESHE - FAGERE , EFEFAXRESHRHERSS , 2RERNETHER. KRERE
BRE LAESHNEITRIRES. EAESERUATEITHE,

- BITHHE.

- BHUENETHE,

- RUHEITHE

EITES 22


https://docs.aws.amazon.com/iot/latest/developerguide/job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT &% BRI H 0 Fleet Hub AWS IoT &% B =I5
- KBWEBEITHE.

- EENZEITHE.

- BERAMZEITHE.

- EEZBITHHE.

- ERRNIZITHRE.

- BRNEITHE.

ERUHES |, BiERIZES , AFIER Cancel ( BUH ) -

KERD BT Fleet Hub for AWS loT Device Management 58 T/ERE R Hia 5| S ETREIE
SEMENS R,

IR Fleet Hub H B , ERENATYHE RERFERPOFAEIRE. MREBANAEMFNES ,
NEENNATIEPHMERE. BXxFARFERMUBREBANEES , BHSH the section called
“ERFTEIEZHE

& EFH Amazon CloudWatch (CloudWatch) 38455 AWS loT #lER5I RS EN T RFERIEB KA
# CloudWatch &%, il | Bl ZENBEPNIREZFEEMBEER T 50% BF4E K Amazon Simple

Notification Service (Amazon SNS) JHEHNEE,

Fleet Hub £ &AM E R 5| RS FH GetStatistics M GetPercentiles THRERERR S HIE. |, 24
O EBRREENBETRNSGERN AU BRNATIEEEENUTHEN G ERE,

ant

. B2
- i

-t

. B

. FiME

« %10, 350, 590, F 95 HE PV NVATHFNE

BRENHRSIBSHENREBENESEE , BSZAERARSHE,

TRIHTATATAWSHEMAE L FRIREXE RO,

==
=

3

% 23
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https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-statistics
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-percentiles
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html

A

F AWS loT R& EZ KA O

Fleet Hub AWS loT R&ZEEIEE

BRTIEERESFZERMEE 2N |, BRI HEEL T E,

Field

EYRE (AWSHEFHRFR)
EMA (AWSHEFRHFER )
EEE (AWSHENHRFR)

true WERN 1, false BWERN 0,

shadow.reported.batterylevel ( EHE & 5| RS
RO EZNBERESTER)

Aggregation type ( RE&EH )
it
it

- Bif

- RIK

- ¥

» p10 (10th percentile)
» p50 (50th percentile)
* p90 (90th percentile)
* p95 (95th percentile)
* p99 (99th percentile)

- BEENSEREMRSEMENSEAE (1 2085 2% )
- ENATEENREFRAURENUATEREENFZ—

- BHNALDEHENEERALR R EI Amazon SNS JHEH A & #Y 8B F BB 4 ith 31k 51 2k,

. KT

- AFIEF

. I

. NFIEF

B SR EEE S — RERANE,

of

g

24



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

- BERM

E |2 Fleet Hub 552 |, i35 the section called “BIZ2E1R",
BIEER

AEBG 5| S E TR BIZE Fleet Hub for AWS loT Device Management £ BFrEN S B, ERELH
E1E R EMB R shadow.reported.batterylevel ik R FZRHUEREFR, WBENFRIERE
FWHEBEE, FEEFEERE AWS loT NIBERSIRSHEEZTERNEENLER,

HENBFPRENFHEMBELT 50% AT , BUENEBELE 1 7HNOERALANARTIREK

3% Amazon Simple Notification Service (Amazon SNS) B =..

%1% Fleet Hub Z&if

1. SMEIEH Fleet Hub R ARF.

2. WMREHMIBEN-—HREZ , BFEIRER, BXUOMTEFGEERMNUA , HSH the section
called “FEAMERGFCIEER ., WRESEVUNEER , FNEENENATENBEPNAMERE,
EERIAWEHIHRITE L , i%£3F Create alarm ( IR EE )
£ Build aggregation metric ( WER &6 ) NH L , RIFENERNRE L RE Target query ( B
¥rE ) F, 7E Configure fleet metric aggregation ( B ENBEIERRS ) T5 , X¥TF Choose
field (IEBFE ) , £ shadow.reported.batterylevel, R EBEAWSHEFERNEERRTE
AWS IoTHLE RS RFHLIEN B ENLFR.

5. XITF Choose aggregation type ( %ERRERKE ) |, & Average ( F15 ) . LLIETETIEZINEH
R BN EEEE,

6. XF Choose period (EZREH ) , HiEE 1 minute (1 24 ) . HENRZVNBERBIEENEE
RS—2 8t , IRMFMREEE,

EENext ( T—% ).
7. 1£ Setthreshold (RERE ) REL , F£#9 Trigger the alarm whenever... ( 3. L5 )
Ty , EE Lower/Equal ('NF/ET ) . BFFEMBEEETRIEENERN , MR EE,
8. 7t Than ( BAREUE ) XAEF | #iA 50,

EE Next ( T—%F ) o

9. 7£ Notify user (BHAF ) WAL , £ Notify — optional ( @40 - Al ) Fo & | W A B FHR45
RNEN , ZIRNTELEBRBENALPFERBNNAF. @ALUES 2 BEH B FHf it
B RAE TSR,

BIEER 25



AT AWS loT RZEEHIABA A O

Fleet Hub AWS loT R&ZEEIEE

10. 7£ Alarm details ( T BFHAEE ) H7o , WA

Next ( T—2% ),

11. £ Review ( % ) TEHL , ¥FREEZH NHEHBMANEE . ERER, &R

SENEN , AUTERRERATENHER, 1&F

[ I R IA 2 B E AR

12. EERIARSIERL , EEMNSMBERD , % Fleet Hub alarm ( Fleet Hub 8 ) . RIFREEE

FEBEBNEE

HUEHEER

RE D RUBELRESMATGRAERRG R |, LA B A ##R Fleet Hub RYRIE,

AR
BEZN BN ERRNES W IHEFATAE.

BB BE ISR,
BNEBE AL RMEAHEE.
BEREFURNEEHNNIRE

BERHERPERXEANER T HIR.

KOIEREI RN RN BY I E RS RH R
5lo

BRIRTT B

BHERE
%IJO

RBERF AN EWARE M EIESFAHR

EREE R ENEHREIRS + IZER.
SEHREFR/L DT REmB TR
FREEN R ERA ENER,

FENEERBRECERNXEHBOE T HIE
#5l,

HRE P inEEES AWS loT BE AN E Fin
ID 5EENEHMEE, WREFFIREEES AWS
loT B EMAR ID EEYRMTE , MKPER

Bl RN B B E RS R FI KRB

R

26
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¥ #2 Fleet Hub for AWS loT Device Management

B2 R RIF Fleet Hub MEMHETE AWS SRS RM W RN, TAMNMENEEZESH. AWSRH#T
U — &5 2 T BR U2 Fleet Hub, £ HBURIRAT TR & H &0 B 31 REUEFE,

« AWS CloudTrail #3REHEHNAWSK PR RIZK X HE AP BAFMERES , HEEEXHEE
FIRIEER Amazon S3 FiEE, BRI LASRAWLER MK ERE T AWS, Mk HiEARIR IP it
HARBANEKLERE, BXEZER , 52 AWS CloudTrail BFE®E.

&
« £/ AWS CloudTrail i23% Fleet Hub for AWS loT Device Management AP i F

£ AWS CloudTrail i23% Fleet Hub for AWS loT Device
Management API &

Fleet Hub for AWS loT Device Management & AWS CloudTrail 4, CloudTrail IREZREHF.
AEBRAWSHRSFE Fleet Hub HATIITHIER#EIZ R, CloudTrail f¥ Fleet Hub B97TE API EAERE
HiIR, WIRWAASTIERE Fleet Hub #2HIAMAA , BT E Fleet Hub API REMKEBAMA.

MREBIZEBERIEF , WA EAE CloudTrail BH5£451%E| Amazon S3 48 ( 213 Fleet Hub NS
#) . MREFEERE , WIAE CloudTrail #£%|& Y Event history ( EHEL1ERK ) PEER
WEH.

£ CloudTrail WEREER. , B LAAEM Fleet Hub X E THAER., KHIERMW IP bk, AAX
HEiEsR, Bk AEREARECEAER.

ETH#ABX CloudTrail WEZEE , HZH (AWS CloudTrail A/ EF)

CloudTrail ## Fleet Hub E &

E& B2 AWS CloudTrail et |, B ZK B AT AWS, 3 Fleet Hub R A AESEFNRT |, Z3ESD
12 R7E CloudTrail B , HEHT AWS lRFEH4—ERFE Event history ( EHHELIEF ) F,
WA LAVE AWS IKFHEE, BERANTHEHENH, BXEZEE , BESHEMEA CloudTraill 247 $£12
FEEEH,

ERLIEFAWSK PR EH (B1E Fleet Hub FEH ) |, B BIZRIRIEFK. REIZFRIE CloudTrail
AT LUK B B X &£ E Amazon Simple Storage Service (Amazon S3) 1Zf& i@, FIRIERT , FE#= 4

fEF AWS CloudTrail i23 Fleet Hub for AWS loT Device Management API & A 27


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BRI IRERET , WIRERNM A TATE AWS XiF, IIRERIERE AWS 2 XAPIEZAEXEHPWEH ,
HF A EXHEHIEZEZIEER Simple Storage Service ( Amazon S3 ) .

BERTUEBREYT AWS RS , # —$ 54 7E CloudTrail BEFRENEHBEHXIEKR, BXES
B8, BZHATINE :

- BIERERBLRK

CloudTrail X#5H RS MK

A CloudTrail EEi& Amazon SNS &4l

MEAN X EW CloudTrail BEX 4

MNEANIKF W CloudTrail B &

CloudTrail ig3%Fi & Fleet Hub #&4F, E41id&%E AWS loT API 5|9, #ltn , X4
CreateApplication Ml UpdateApplication BEM AL CloudTraill BEXHHERFKE,

BIMNEHHATREBESEXRERBFRNAREGR. BOEETHEDEHEUTRE

- BEREFEHBRAFPEIELER AWS Identity and Access Management i FEE & H#Y
- BRECEAACKERKEEMAFPNIENREEIEAHN
- BRESHHET AWS RF A H

BXEZEER , 555 CloudTrail userldentity JTT#,

T # Fleet Hub for AWS loT Device Management B &3 #4% B
REZE—MEE , A TNE4EN BEXMHEEBEIEEN Amazon S3 o

CloudTrail BEXAHEE —IMHSNMNAERB. —INEHRTIKEFMREN—NMER , BEAXAER
RYRME., RN BHNEE, BRSBEFENES

CloudTrail BENXHFT R APl BRANERF#ILERE , Rt el F2BREMSEINRFE R
Example

LR CloudTrail H#&E% B E/REX CreateApplication BEMNEE,

"eventVersion": "1.08",

T f# Fleet Hub for AWS loT Device Management B&X %8B 28


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Fleet_Hub.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

"userIdentity": {
"type": "AssumedRole",
"principalld": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z2"

},
"eventTime": "2020-12-04T20:02:3872",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",
"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
I
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
I
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T f# Fleet Hub for AWS loT Device Management B&X %8B 29
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Fleet Hub AT AWS loT &R EEN LM

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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"Resource": "*"

}
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AWS IEEXHEE : AWSIoTFleetHubFederationAccess

B LURFiZAWSIoTFleetHubFederationAccess R B M tZ S HIAM S 4

WBEB AT AWS loT RZEEEM Fleet Hub Bx & F 2 F 7 Fleet Hub Web M AR R HITIRIE
AWS loT FE M AWS RS AT EM R,

BXRFAFRME Fleet Hub Web NARFHNESEE |, HS6 777
IERBAEAWS 127 & R EF LR

RRFHER

ZERBEBEUTNR :

o iot-K3F& AWS loT & & BUE H 1T BA R Bl A9 R 4E
« iotfleethub-® % Fleet Hub N AR F Tz,

« cloudwatch-# 3 CloudWatch BIRMIEFREIE. & AT CIZBRAMIERER T Fleet Hub BIRHV IR
£,

o sns-HMATEIZE, EEL. MIBR. ITHEMEBUHITFRE, XLITHXETF Fleet Hub SNS &,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeIndex",

iot:DescribeThingGroup",
"iot:GetBucketsAggregation",

iot:GetCardinality",
"iot:GetIndexingConfiguration",

jot:GetPercentiles",
"iot:GetStatistics",

jot:SearchIndex",
"iot:CreateFleetMetric",

jot:ListFleetMetrics",
"iot:DeleteFleetMetric",

jot:DescribeFleetMetric",
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iot
"jot

iot

iot

iot
"jot

iot

"iot

iot

iot
"iot
"iot

iot

iot:
:ListMetricValues",
"iot:
iot:
"iot:

iot:

:UpdateFleetMetric",
:DescribeCustomMetric",
iot:

ListCustomMetrics",
ListDimensions",

ListThingGroups",
ListThingsInThingGroup",
ListJobTemplates",

:DescribeJobTemplate",
"iot:

ListJobs",

:Createlob",
:Cancellob",
:DescribeJob",
"iot:

ListJobExecutionsForJob",
ListJobExecutionsForThing",

:DescribeJobExecution",
:ListSecurityProfiles",
:DescribeSecurityProfile",
iot:

ListActiveViolations",

:GetThingShadow",
iot:

ListNamedShadowsForThing",

:CancelJobExecution",
:DescribeEndpoint",

"iotfleethub:DescribeApplication",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",

"sns:

]I

ListTopics"

"Resource": "*"

"Effect":
"Action":

"sns:

1,

sns:

sns:
"sns:
sns:

"Allow",

[
CreateTopic",
DeleteTopic",
ListSubscriptionsByTopic",
Subscribe",
Unsubscribe"

"Resource": "arn:aws:sns:*:*:iotfleethub*"

"Effect":

"Allow",

AWSIloTFleetHubFederationAccess
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"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

]I

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"

ALBA FR /DX AWS B RBEH E £

EEBHZBSHBRERIXLEERELRK Fleet Hub AWS IEBERXHMEFNIFHAEE, BXxEZEL | HS5
%] Fleet Hub X447 5212 5% 7 Mo

B iR H HA
AWSIloTFleetHubFede Fleet Hub 1N 7 $THYA R | 2022 4 A 22 H
rationAccess — Xt Bl A K BEHY DUARENARERAFKE Fleet
i Hub M AR+ H AWS loT

Device Defender 18+rE3E
AWSIloTFleetHubFede Fleet Hub %0 7 #TRYA R | 2021 &£11 A 15 H
rationAccess - EFEIM B KR AENRAERFRAPRREREME
B FER#ITREl, BHFMNT W

NMRAZERFAFEENAERFR
AWS loT E5ITHI R

AWSIloTFleetHubFede Fleet Hub AN FARERHF 18 2021 £5 A 24 H
rationAccess — XTI A R EEHY M7 RREYABIEMIT AWS
B loT £55# TCRUDIE #ERY 371X

PR
AWSIoTFleetHubFede PR LB TAZIHFNM 2021 F4 A 12H
rationAccess - EFEII B R RA PRSI E AR APISHY X BR o
B
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B iR H HA
AWSloTFleetHubFede Fleet Hub A N7 —IHBR , 2021 %4 A 12 H
rationAccess — ¥R B B F Fleet Hub M ARRFAF
BFRIRZBIEMHMIT AWS loT
BAEFTEM IR
Fleet Hub FF B IRERT & Fleet Hub FF i8R ERE AWS £ 2021 £ 4 A 12 H
ERBEINTE,

Fleet Hub T AWS loT IR Z EENEMIZEHEEZ S

ER—THEERS , BT AWS loT IRBEEMW Fleet Hub Z (I D#MERS : £ REMR) AK
PHIERK AWS £2IRMELZLRBFHRT.

WA LAER AWS B A T APIFENLE S M 4515 18] Fleet Hub, BFF RS AT IFERERZ S (TLS) 1.2
RESRAE. RIMNBWFEA TLS 1.3, BEFHESATFEETL O RZENBEELS (), Hlm
Ephemeral Diffie-Hellman (PFS) 3% Elliptic Curve Ephemeral Diffie-Hellman () DHE ECDHE K 2%k
PRRE (W Java 7 RESMA ) BZHXEREN,

o, HAERFRIZES ID MEIAMEZERAXBKNAEFRIZANBERH#ITEE, HE , EUUEHA
AWS Security Token Service ( AWS STS ) £ R I it Z £ FUERITFERFIITZR,

B L 85 AR S5 B B U

BERERZER -1 22ERE , DTFEFRFEIITNRNXETRERSIEEERESNRNKAENIT
ZRE, ER AWS , BRFEGTRLSBERANBIFRE, — MRS ( FIURS) WA S —BRS
( FRBRARSS) Y , ATRES R AEBRSELL, AT BURIE R BRSS LAE A EAXRY 5 — N~ R IRFEAT
B, BNZBRFFNBTHRMNR, N THEXFER , AWS RETHEBEERFFIERSHRSER
ABRENITE  XERSELEABNREGAKS HHER.

ERR &l Fleet Hub A RFIRM S —IMRFZHINPR , MANBIWEA aws : SourceArn
aws:SourceAccount RIERBANERZHE LT R, NRERAFNRZFHLETXE , £E—
KEBE AP A , aws:SourceAccount B aws:SourceArn {E YK = A 4E A HH E A9 K P
IDo

BB BRI FRBNRER S ERERSHE TEMN Amazon BRAF (ARN) B
€aws:SourceArnfA&H L TX#H4, X T Fleet Hub , aws:SourceArn AMFE A TIE
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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I : arn:aws:iot:region:account-id:*., ¥R region IEECEMIMBA P LXIFH account -
id 5ENEFIKF ID #HITE,

LA 7RI T e @53 A Fleet Hub AB{EERIEHH aws :SourceArn M
aws:SourceAccount £RFHETXRIFILEEREBRE, EEHREH Fleet Hub BEBARN |, 58
£ AWS loT #4l&A 5 Fleet Hub 245 , RIGIRIREH Fleet Hub AR FUEENARFFAEFE
TH,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotfleethub.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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MR R IE R

TRNEX Fleet Hub XM E#H. X FTAWS Fleet Hub BIIEERIEPMIER , 5510 AWS Fleet
Hub for AWS loT Device Management.

B 15 BA =p:
Fleet Hub for AWS loT Device  SE#TPA LA = BR 7 5T HA 18] Xt 2021 5 H 25 H
Management 2 FF & 1TARAS Fleet Hub for AWS loT Device

Management f# i #Y 25Ut

Fleet Hub for AWS loT Device &% T Fleet Hub for AWS loT 2020 £ 12 A 16 H
Management B9 Device Management F /7 15

A B9 T R
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