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DIEHE T

BREFHEBERAFHRENERRE. BREFEFIRYERE. MR , HIEFM# R Amazon S3 FHMEH A
FREVTEANFEE, ERUUAREBTEARBJVENEEEASINEEFE, HE , EUUAREE
BB B M R i H S R

BB TSRO ZBIERH,
IR RIE 7

1. 1 https://console.aws.amazon.com/iotanalytics/ B9 £ AWS loT Analytics/E R EIEER D | i%
BREEFERIEFE.

BIRBIE T ik 9


https://console.aws.amazon.com/iotanalytics/

AWS loT Analytics ArfEm

2. & BEEE TEL , &F IEBEFE,
3. EEEHEFHFAGENEHL , MAREFHEEXNERER,

a. HEREFE DD, WA -HNBIEFME D, % ID ERIBRELEER,

b. (W% )XNFHRL, EBANFEREL , F—INEZANEBENGRE (RBEX ) FMBIKEEE
B, REEBITHRIRER AWS loT Analytics 812K &R

c. & T—%
4, Eﬁﬂlﬁﬁﬁ%?‘cﬁb HE , EENAFEEE.

a. NTF@#EE 6 EERFEEFME.
b. WTFEREERESLHEBIERNE , EFLRA,
C. ii*% -F_ﬁo

5. AWS loT Analytics #i#E17f# x3F JSON # Parquet XK R, X TFHBEE#EHESLR , ik
JSON = Parquet, B3 AWS loT Analytics XEFENXHEXBNEZEE |, BSH UHHER,

ﬁ#%T_Z’Fo
6. (®i%&) AWS loT Analytics XIFHBEFRHINEEN S X , HETUAERASEHENEIEUESE
HR, AXIFNEENSPENESEER , FEHEEN S X,

ii;xl: -F_io
7. REENGEE  ARER CIBERERE.
8. WIAFHEFHEREHREFEIE L,

BIEEE
AR — BB EENEEN. EATEREEREREQEE  HRRANS LRI
ﬁﬁﬁ%oﬁ%ﬁ%mé,%é EEE.

EAHES , SRE—MUFBEEEIREFHENEE, Ua , EUU5| AEEENREELHK
o

WITU TS REIBREE,
EoEEE

1. 1E https://console.aws.amazon.com/iotanalytics/ B AWS loT Analytics/EZ B IEE 5 |, i&
BREEEE,

BIEEE 10
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® Tip
WA NS EE PR B8

2. EEEREL, &F IEEE,
3. WARXEENFARFEE.

a. TEREEE D FMRP , MAEESEN.

b. EREEEHXRE , XRENEENMNPEREUEEH AWS IoT Analytics Ri&,
EEEENH L , EMELEERBENEIEFE.

d. (&) ZHREP , F—IHEMEEXRE (REX ) FNBEESP,

e. HHMIEHEERMREL K WABRMBNNRAE  MIRPEFELERE  RREERNE
28

f. NAEBRENBEMESL-IRE, RAEEET -5,

9. HELTIMINEMEEED, BFE. RRNFBEREEREL , &8 T—F,
4. RELNIEE  REIER tIEEE
5. BINEHHEEE REEERE L.

-+|-

C.

® Note
&8I AWS loT Analytics IR N 7L BRI SAIT AT RE -

« ERBEEREARLERNRLR loT REEBHEE.
« RHEM loT RBEERBEFHERFEFED,
- ERAEERE, ik, RRNFEHRE.

BETXR, 8021 AWS loT Analytics SQL #iE&E , URABRENPHEMNRZHNERAR
2o

BEEE 11



AWS loT Analytics ArfEm

BIERESE

(® Note

BREBERBENES  XERETRURKEAZN , B TURBEAZHN, Mtbz
T, BENBEFEEPHEIENA SQL K AWS loT Analytics BIEHIEE.

FREEE—NEEUNS RS SRR MIEE | RSN R ERE U LR AR,
TEURE  CRETOE— M RRE. WEESLATEWRETMHN SQL BANRER , URES
$ETE Ry B HIRIEY 6 B R E WA Wik iR, EABEA%AT Amazon CloudWatch i %I ZA B Rk
RROIB AL

BRUBMES

1. 7E https://console.aws.amazon.com/iotanalytics/ FNZM SR ERF |, EERHIEE,
2. ERIEZBESEEL , EF6ZE SAL,.
3. EEEHESFHEENEL , EEHEENFAEE.

a. WABIEENEN.

b. NWTHEF#F , EFERTIRALRI e ZRIEF#EBOE— 1D,

c. (FE)ENRER , F—AHSNMEEXRE (REN ) DMBIBEEF,
4. A SQL REAEWREHEESTRE. BNERLSRFHELBIEES,

a. EFEENFERTD A WACREEMETIRZATHIEN SQL Eif,

SELECT * FROM my_data_store LIMIT 5

BXxHEEN SQL THEENEZEE AWS loT Analytics , S WAWS loT Analytics F#J SQL

b. ZBWLEERNAEAKRKIEENMAREER K AEENEUARBETRER,

(® Note

« BEAHED , KRN ENBREFETENEZ, EZHERFME LIZ1T SQL ERF 2R
B4R, AETERRASEE _ dt.
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o BBFUNLHEFF SQL BERRE N SEMN R/ NARKEREIZET , B Athena [RF T
BITHRAERR, Bt , BTN 05 SQL EHREIN SEH KD,

BNERVONRBREEAPER LINIT F49, WHKINE , &0 SRt F4a.

o

(TiE ) EAEERBESEE NN EECIZBIEENAN |, REBETRTERNERLE, EAY
MR | MIEEERBESEE, EXEZEL , B5H BEY Amazon CloudWatch Events 3k EAEIR
B E A,

LRt EFE ERFER R TFESRMF, EREEHRFEAREFERFREL K BET -5,
6. (Hik) BAURERSTUHERURMBESR. SN IRNRERESITI,

e, BRXTRERZETER , @itk , £ RETHITR TELER T—%,

7. AWS loT Analytics HEIZILBBEAN BTN RAH FRIEENBERANDTER. RINEIW 90
X, BEALUERRERELRERE, BEARIBBENBTERBRTHHE,
BRI CHRIABEEREHARRENTRY , AZARSEH, T BESHER NEL , EE T
_Z’Fo

8. (Wi ) ATESREREELRELAN | FRALBEERGE , S AWS 10T Events.

BAEAHENEMiTEAEER  AERBEREENREEANTELE , 2B T -5,

9. RELMILE , RRRECIBBIES,
10. BINEHWHBEEE REREERE L,

&35 BB EIE AWS loT

MRECEE—NBENANBERHIEE  ZEENREFHEREFHEATHPXNEH#TER , N
ATLUR loT IRB BB K EE] AWS loT Analytics, R B]BAEA AT £ AWS loT Analytics JFE3E &%
2 :

- £/ AWS loT SEERE,

-« fEF AWS loT Analytics BatchPutMessage API #&4E,

EUTESED | M AWS loT Core 124l EFH AWS loT SHEREBRIZHEKE , LUMEHEBERE
AWS loT Analytics A LAIREUX L 303

i R I%H B HIE AWS loT 13
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RAriEmE

® Note
ERNEEAEETFEFE  FEEUATILA :

s FBEMFRDARNE, B—HEHPE RN example M EXAMPLE HEEB#HUNEEFER,

o EBEMTEU § FRTTX. K § TN EBG N RGEH AWS loTEANTE E=Z,

- BOEETFEHRHPEEMAFOEE , EARXEEETRLHAERMNBHEEHNHRE .

« AWS IoT Core o327 AWS K s AWS #1[X 2 [8] KiEH B

£ A R 3% H B BHE AWS loT

1. BF AWS loT E#HlB,

2. ESMBHRFIERENL , AFEEMQTT WXEFH .
3. EMQTTMHAE s |, EFE R EH,
4

NTFEBEEWN , FAASREI RN AN EBETRIEFAETEN B WREIER update/

environment/dhtl,
5. EEHEAEBDH , mALT JSON BE,

{

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"
}

6. (A& ) EERINEESEREVE tH B IGETL,
7. EE R,

RERH—RECHBERRILS., RE , CHEELEH BB INEER,
BEE AWS loT JHERBHE
EANERA TSRS N B RTRBEHEER,

EE AWS loT JHEHNEE

1. &% https://console.aws.amazon.com/iotanalytics/o

EE AWS loT HEHNHE


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iotanalytics/
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2. ESMERT | EREE , AREREUECIENEEE .

3. HEBEEMNFAGERNEL , @ TRIFKEZEES , R RBERWEESEE (1h 3h 12h 1d 3d
1W)o iﬁj::%_/l\ﬁ ( @Jﬂﬂ 1w ) J‘;LEEJ:EE’J%&EO

BRI ERRONDREEEEN AR NH LEEEEEI ST MER, EAHEDR , BRERE
HIEENEEN -7 , BT NEIEMETIER,
BEREEE

1. ESMERT  EEEE , ARERLMEIZEENE .

2. EEEMNFHAEEREL , O TRIIEES , ARELER - ESEEEREF (1h 3h 12h
1d 3d 1w) KA E R ESEE .

HEERLER
BIBENER CSV BRWXH KA ENLR,

1. ¥E https://console.aws.amazon.com/iotanalytics/ B ZEM S B+ , EBRHBIEE.

2. & BiEE WHE L | BN BRNBIEENB .

. EBEEEFENEL , EALAEEFEIAETT,

4. EREVFEERECERZHRE  BEREETHEE KX UTECRYBEHBEEEHIE
B, BEENALETFIEERNERHAEREHKT.

5. EMUE AN ERNER , BEBBEABREMFL  RBEREN, & TH XREFSIRFEESE
LR CSV X,

(® Note

AWS loT Analytics A LU Jupyter £12ARH HTML S0 MRAZBEENETR AL, BXE
ZER , FZ5R FREH S I AWS IoT Analytics 3.

RBEENHE

BRLEE S EEME. oMM TR LR,
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Amazon Simple Storage Service

B USSR ENBR KIEE Amazon S3 F#ME , NTTA TSI BERIEBER
-, REMNABEARFMITRCTEP#THR. SN CreateDataseti®
fEcontentDeliveryRules: :destination: :s3DestinationConfigurationFHFE,

AWS loT Events

BRI LU IR EE N B AE R B A R IE B 1ZBRSS AWS loT Events , ZBRS £ RERS IR IR B SR RRY
HERREZ(L , AEMREARER B EMERE.

A, EEMCreateDatasetiRIFRIRBUIREH EFERPIEE AWS

loT Events #i AcontentDeliveryRules :: destination ::

iotEventsDestinationConfiguration :: inputName., BN TIEEAENroleArn ,
ZABEFIZIT AWS loT Analytics X BRiotevents:BatchPutMessage. B AIBHIEER
A6t , #S AWS loT Analytics FENMNRBEEN B FBIENEERIZEIEEN AWS loT Events Hi
Ao Bl , MREHBTFEELEUATHR.

"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

G AWS loT Analytics KX ZE U T FERIVES.,

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

BREUER—DTRANEBRNBHZE (. FH—IHZdt ) B9 AWS loT Events i A
whatwho , 8| — AWS loT Events /% Uz EE | SR E AP EAXERE A 7BERMAE
FRIRERNTEE,

Jupyter Notebook

Jupyter Notebook 2 FEAMAESETIRNBERRZINS RS TN RBRE R, BRI LURAMR
HNAEEENDN , HX loT REFVBBEERVBZZEIF L, fIOATMEN K 9EEFNETE

A,
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AWS loT Analytics L &% SageMaker £ AKHIFEEH Jupyter EILAREM, ERIEELIZA
il 28, BAIIE AWS loT Analytics Hl Amazon 2 [B1 82 x R SageMaker :

1. SMElSageMaker 2§ & HBIELIEAEH -

a. EEFMER , AT Create anewrole (BIEHFHAE), iEFAE® ARN,
b. BIBZIBAREH,
2. HIfE | AM 25 & H1EK SageMakerB & :

At ENZEE-—MERK.

EBRIMABRRRE | X FRS |, %8 iotAnalytics, &R EFRE , REEEREDBA
GetDatasetContent}iERE, 1%£1F Review Policy ( EF X ) .

c. KREXRBIEREME K NEBMARBKN , RAEEE 0ERK,

o o

XAFCIBNAGCREM T NPIREBIEBENE AWS loT Analytics.

1. JRME https://console.aws.amazon.com/iotanalytics/ , REELEMSMBE R FIRBEIZR, EE
BARTEL , EFRBRLIESR,

2. BEEBRERTEL , &% oTA ZHER.

3. EREZLEA NEHL , NERTRARBN, ERRBESEERD &4  RAGERE A6
MRS, EERFRERAIMF | EREEPOIBRNEIZEELS SageMaker,

4. BELENIRER , RECIBELER,
5. HEZERRANEL , ENELCAXHEILDE SageMakeriZ | & RITH .

Z1IEARR

AWS loT Analytics ZiEAEMaE AWS SIMENHLER BB M ATILHR , AHBEF 18 AWS loT
Analytics fEFARHI. EAUEARLLLRIERRTHRESEE , BANEEERATIIRER loT &
& IR R EIEHE,

A LATE AWS IoT Analytics #ZHIl &R REIA T E B ARER :

- RAUBEERFE - EABRERNNZEZFT (PEWMA) BE | EUENKEFRAERZERN,
- APFAREEIMARM HTAN - NA DB, W, LiEediEF 5B SR TN AR A8 Bt AR A9 fai
« BSRFPMTIN 4 - RASTEKFHICIZ (LSTM) #82 M 4 M2 58 B 3 KN B< K 3 AL

f=,
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SMconsole_link;
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- BRERBEEFASD - NA KHEMERD 2HE (PCA) 24 , NEERECABERRIATEEF
£

o EEREEHRBETON - MA LSTM B H ETFEBHFIAE,

- EREWHZESRETRN - A LSTM FUN 3 A O X B BUR Y55 2148 o
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AWS loT Analytics A7

L T BT AWS loT Analytics I, 7. LEANSWREHENEANESD S, BLER
B9~ I6EFA AWS Command Line Interface (AWS CLI), B3 AWS CLI HEZEE , BZH AWS
Command Line Interface A 1§, B> AWS loT CLI i EZE L , 55 AWS Command
Line Interface & HH iot,

/A Important

£/ AWS CLI , J@id aws iotanalytics @5 AWS loT Analytics #1TRXE. £FHAWS
CLl, BX aws iotwT 5 loT REMEMIBIRE,

(® Note

FEE , EEEAROIFEA AWS loT AnalyticsSik ( BIE, HiESE. BEFENEE ) B
BWNE , REBAPFEEANEAABEFRERNNEFHR, RENBEMLIANNEZFFT
%, #ERgEs MEFE, THLNHF.

eIEEE

BEWREAFERCENRIGEERE  RAEBRZBEAFIEE. fARERREIEE , FHit
B-SZRABIECEBE !

aws iotanalytics create-channel --channel-name mychannel

MREF AWS loT JHERENE AWS loT Analytics A, ET] LLBI1ZE —NAWS loT #1051 Z2H 0 LUREHE
BRZEIZEE, XFEFEMN HHEERIE AWS loT Analytics FER, EFHBEELIEE , 2
—MAERAFEA AWS loT Analytics@iSBatchPutMessage,

HHEEZGERNBE !

aws iotanalytics list-channels

REBEXBENESER.

tIEEE 19
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iot/index.html
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aws iotanalytics describe-channel --channel-name mychannel

KRB EEE EFMEE AWS loT Analytics BEEH Amazon S3 FEH , I EEELEENFMH
¥, AILAEA channelStorage SHIEEHNNFEE, MIARERRSEERN Amazon S3 7
R, MRBIEZFBEEEEEEELEEN Amazon S3 F#EMEF , MAFH AWS loT Analytics
B FRRURRETT Amazon S3 FEMIMITUA TIRYE | s3:GetBucketLocation ( MiEFE ML
B ). s3:PutObject ( Ff# ). s3:GetObject ( EHL ) M s3:ListBucket ( EFLE ),

Example

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"

NRERFFEENBEFRNETHINR , KAURFEEMLEBERRE , LBRATRRNHES
EEBREENEF. BEREFLEBELRIE.
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing

BIERFEFE

BREFHEBEVACRENER. BEFETRBERE , EER— My RETEANERF#E. &9
PRSI BEFEREFERATEAREJVENER , WA EARNBIEERREWRFTE AWS loT JH

/AN O

aws iotanalytics create-datastore --datastore-name mydatastore

FIHE B L ZNBIEFMH

aws iotanalytics list-datastores

REAXBEFENESES.

aws iotanalytics describe-datastore --datastore-name mydatastore

EFATF AWS loT Analytics & JRH Amazon S3 KB

RS BB AT A 7E AWS loT Analytics EE Y Amazon S3 F iR , LA FEHELEEN
Amazon S3 TFEE+, SIEHBIEFMET , A datastoreStorage APl SEUEERFIER Amazon S3
. MNRERRSEEMN Amazon S3 1F& .

MBBEBRFBRFEEHEEFEELEEN Amazon S3 IFEEF |, MATHA AWS loT Analytics 85
BBR AR R BT Amazon S3 FEBIMITU TIRE -

* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject

MRNFEIEFEEER SQL EWHIEEIR , TIRE Amazon S3 EEREREE , LUESR AWS loT Analytics
B FNRUN FHEFEA B A Amazon Athena Eifl,

(@ Note
RIMNBWEFEEREBPIEE aws : SourceArn , U BB ERELZLRE, XBEIN Y
XBEEKFWIERFKRHTHE, BRBEERBRENEZFEE , 5 @the section called “F5
RS RENRIE R B PSSE .
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T RERTFAENRNROIFEBRE,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE"

BXREZEE , 52 (Amazon Athena AF1EREE) FHBIK/ 1G],

Amazon S3 K& 22
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® Note

o MREFEFEENBFEFENEIINR , LURFEEFLEBERE , BIBRKRHN
FIRRINBIEESEHREERNES. AXESER  FEREMLEEERE,

M

AWS loT Analytics ##E 7% B 81X #F JSON H Parquet XX, BRIASH#EI R JSON,

« JSON (JavaScript ¥ RETE) - — X HFEH-EXNNEFEIIRHXEER.
 Apache Parquet - — M3 XFEEX , ATEREERNERKEHRE.

EfiE AWS loT Analytics BIEFH I H#&X |, IEQIBREFEEER
FileFormatConfiguration &R,

fileFormatConfiguration
BEXHRIANEBER. AWS loT Analytics¥iE 7% X #F JSON H Parquets

BIN BN JSON, REelEE—MN, SIBMEERE , TEERXFHEN,

jsonConfiguration

BE JSON BAMEERE S

parquetConfiguration

‘@& Parquet AW EEE R

schemaDefinition

EMRMAENES.

columns
EEEHEBEN -2,
BNEWHRZTHE 100 5, 85HZTH 100 FHREXRE,

name

7] DR=E Y
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RAriEmE

KERS : 1-255 NFH,
type

HENRE, BRIXFNBBFERENESFE , 525 (AWS Glue FFRARE
M) PHELHBERE,

KERS : 1-131072 NFR

AWS loT Analytics X Amazon Athena ZEXRETTHE LI HWFIEHIEERR |, B
DECIMAL(precision, scale) -precision B\,

BRBERME (2FE)

LA SR BA ] 6 22 LA Parquet SRR EHIENEIE 6.

IR RIE 7

1.

2
3.
4

& https://console.aws.amazon.com/iotanalytics/o
ESMERT , BRBIEEME,

£ HEEE TEL , ER0EREEMR.
EEEHREFHRFAGENEHL , MABRBFHEEXNELREE,

a. EHEFME DD WA -—NBIEFME ID. % ID HEOIBEEEER.

b. (A& ) WNTFHRL, EBERMFARL , F—ARNZPEERE (BEX ) RINBIBIEFE
., FRZEEBITHRIRA AWS loT Analytics B2 K &R,

C. ﬁ?% —F_ﬂ;_o
EREFMERENEL , EENAIEFERIE.

a. XTF#HEKE  ERRSEEEMR.

b. NTEECSABHEERESKNE , EELRE,

c. B&EE T—%,

EREHERANEL , EXBRBEIEENEHTRN,

a. XWTF 293, & Parquet, BIBBEEMEE , TEEHZEN,
b. XNT#EIR , HANENBIEEMIERE JSON /&,

c. XNFFRH, EL JSON X ABHEN , T HIFT R,

g
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{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. EFRHMEN,

e. TEHE Parquet BT , BIAEXE JSON ROIMECE, MBEERRXTTE  HFHEH
Parquet Z8%4,

MRFLERMWERESS , FRBRMII , MASE , AEERBIERE,

(® Note

HRABERT , ENEMALE 100 5, BXEZEE , BSH AWS loT
Analytics ELEl,

RO NERRBINBIERE, AAZIZHNBERENESELR , F5H (AWS Glue
FRAGERE) FHEILHIESRE,

(® Note
EBEEEE  TEERIFINBERE,

EMRIAET , FERBERT,
f. & T-—%,
7. ("% ) AWS IoT Analytics X RFBBEBE#EFNEEN X , MELAUERN S EENRTEUSEE
R, BXZXRNAENIENESER , BEHAENY X,
®ET—%,
8. EEFNNE MHEL , EFENERE K REER BRIEEM®.

/A Important
PIRRERERE  TEERFINKERFME ID, XA RBIERE,

9. WINHBERF#EREREF#TEL,

g 25


https://docs.aws.amazon.com/iotanalytics/latest/userguide/limits.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/limits.html
https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-common.html

AWS loT Analytics ArfEm
=\ £\
BENXS X

AWS loT Analytics XEFHIED X , UEETURBRFEFEPORIE. ERAKES XRELQLKER ,
ANERDFENEE. XEL TEREARENREEH R TER,

FLARFEERHEREIEIEEENRNBNEYE , XNBEHTOX,

B, BABEEHINBEIX, EE— MRS NMEIXLE , Y7 XEHNBIEFHEES
AWS IoT Analytics B8, R/ , %5 FIfA WHERE Fa{L L aER&=if,

IBRBERME (2FE)
THHNIEERNMAER BEX D KR ZBHEFMHE,
DI TP 17 i

1. &FF AWS loT Analytics ##l A

2. ESMERP , ERBEEMR.

3. T BEGM REL , &EF IEKEEE.

4., EREEBEREFHFAGENEL , AABEEEEXNEREER,

a. HEHEFHE DA, WA -NHKIEFME D, % ID EUIBRELEER,

b. (A& ) WTFHRL, EFRERMFARL , F—ARNZPEERE (BEX ) RINBIBIEFE
., FRZEBITFARIRN AWS loT Analytics B2 8 &R

C. ﬁ?% -F_*JFO
5. EEREFMEAETEL , 5T A7 BIE.

a. NWFTEMEE  ERBRSEEFMH.
b. NTEESABHEERESKEE , EFEFLRE,
c. &EE T—%,
6. EEBHEXATEL , EXHBEIEZNERAER,
a. NTFHEFHEBERRNSE , & JSON = Parqueto X AWS loT Analytics #3443
BHEZER , BSR4 ER,

(@ Note
BIBBERME  TEERZEN,

BEXDX 26
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b.

ii?% -F_Z'Fo

7. NEBEFFEUEZAEND X,

0

e.

X FAMBRESX , mEE M.
X TFHEDXR , HEEDXFHEXHERES

EFERBIR , REEFR N LEBIEFEKEEEN AWS loT Analytics BB,

FEHEROIEES , RBEERTHREFEHTOXAGEEEME. ETXR , FEEERN
NBEETHEES XEER BB X4EE.

(@ Note
15 R — AN B KOR BB

NTHEMBEF#IXEE K BFENAXIXEENELEFE, SEL-—SHERNENE
ERBIEEEREAN D XOEE, FRAUTEREELSME !

- PXRE-BEEKSXEERREMEERNRAB D XKE,

- BEHEEMMEEERN - BRIAMERT , AWS loT Analytics £ A B E A E B RE SN

BEMENBRE D XERENRAR, RERMEBEMUBEN S XKEENE. BUUER
WHERE TR 4 E R MR ERMERE,

s FAPXEMHLEENEMNIITTHE __partition_ BI,

« XNTFaTEZE S XEE | AWS loT Analytics BIEB T A THEANEE |, BH0 38
__year, __month, __day. _ hour,

- BEF - EFHRN 0 XEE LB EERNIER,

X FeEEEN , FHEE EEE S RE PRI RBREEN AR D XN, ST
AWS loT Analytics 3| BV R T PIEE —1 , BT REE - M EENHFER XA TE YL
Bl WA TRMMAEE B e EgRLER,

ENNTREEEBMENFEE | BEE AnFHo X,
ﬁj::xF -F_io

8. EEFMUE NEL ,6 EFENER , RAEER IEBEEM,

BEXDX

27


https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/time/format/DateTimeFormatter.html
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/A Important

- DIBEBIERME  TEERBERME D,
- EREBUAIKX , #F0ERS — M EFH T BT EEENLERIE

9. WIAFBEFHESEHRFEFMTEL,

BIEEE

EEEAKRBBERNER AR ERFREREFFEZAATELENFLEE, EFBEEEEIHK
EEe  FE-1MEE, BENENEERTE EH&E%EE’JEJEﬁ*T\IHHHEk CHERNBEF#
A, FEESEAHMED. AXEEREENEE  BZHEEED.

HEITIRES , RINBWECR-IMNEE  ZEENFBEERIBEFH M ARTEAEMWBERE, R
= Eﬁ%ﬁ&é‘?&ﬁu&ﬂ?&ﬁﬁ%)‘ &R BAB| AN BB TR B AL BB 12 R

ETUTHRUEEE
aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json X#EBEUTHAA,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
},
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}

BIEEE 28


https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
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}

EBITU TR T A5 HAAEE

aws iotanalytics list-pipelines
EBITU TR AEEE N EENERE.

aws iotanalytics describe-pipeline --pipeline-name mypipeline

FIEAEIRENEI AWS loT Analytics

MREBEF—NBEUNEEEHIEE , 2EENSEFHERBEFEHUERLPNERTER , WA
DUREE B BIE &ZIEE] AWS loT Analytics, th&L , AN B 7 A EIEEZIEE AWS IoT Analytics B9
FiE. A AWS loT SHEARE S AWS loT Analytics BatchPutMessage APl Zi%HE.,

FH

« {#/ AWS loT ;HERE

- /] BatchPutMessage API

£ AWS loT SHERIE

EFEH AWS IoTEERE |, EEA AWS loT S5 Z a2 — NN, ZANFEESEEBAE SR
B ZE| AWS IoT Analytics, BB % , ZANERECE - NBEBURTFAEHNNXE.

S 1AM A&

EfF AWS loT JHEBHBZE| AWS loT Analytics BiE , FiRE— PN, BE%L , BXTE—/ IAM
A, MERZHANR TR A E S BIERIEE AWS loT Analytics EiE,

BT T UeEAE,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd. jsonXHHABRNEUTRABERLL.

FHIERENE] AWS loT Analytics 29
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

ARG, MREESEMINEZAE

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

pd.jsonXHFHIRNBENEUTABRLEL

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}

2lE AWS loT AN

I — AWS loTHI BUREE B 20 2 SR B8,

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule.json

rule.jsonXHHABRNEUTAERLL,

fEF AWS loT JHERE 30



AWS loT Analytics ArfEm

{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
} ]
}

I iot/test B MERHAAVEER MQTT £, NEEAHNACBRNEENEET PLIENE
BENAE,

& MQTT SEEKEE AWS IoT Analytics

EFANMAEE, FEEMAEEHFNEEMAREFERE , SHANTEERENEAHBEREBEL AWS
loT Analytics REIZIEFM# , ERFEHPHTER, ENRZAS , B LER AWS loT #H1&
k /ﬁzmso

(@ Note
BEIEZE AWS loT Analytics BHE S ( B3E ) HZERB.

- XARDVEFRBFFHNTIEL () ; TAFEAEMESKRFTF.
- BIAFBFHARENTRL () FFk
- TRETEEFH ()0
o IEMFREXARIE : A"[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_]1*)%.
- KETHEE 255 NFH.
XKAKRNE, A—RAEPE R Foo’MFOOHNFERFEANEEFE,

flan | FEHERAESP , {("temp_01": 29} = {"_temp_01": 29} BX , {8 {"temp-01":
29}, {"01_temp": 293} = {"__temp_01": 29} T,

1. 7 AWS loT #ZH BN EMN SME K FEE Test (M),

fEF AWS loT JHERE 31
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= Sample period Time range
f&]]} AWS IoT Monitor
One day v Week v

® P

| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
L]
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2.t MQTT ZFig WA L , £ Publish 4 #9 Specify a topic # , A iot/test., 7EHEMEIB
7, BRIELT JSON RERERFRE , MEFEFRE , WEAEA].

"message": "Hello from the IoT console"

3. %% Publish to topic ( £ EIEA ) ,

£/ AWS loT SHERE 32
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?

ﬂa’ AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

BEOR0 DO

Test

©® 0

"‘--——-h.a_‘:- | M’NMMJW*J RNy
XaRm—FHEE , WHEBHIZZA BN BIEFE.

& BatchPutMessage API

THE BB IEH A AWS loT Analytics B9 % —f 5 £ R BatchPutMessage APl i 5. WWHEFE
RIEIZE AWS loT AN FEEREFTHENEERHFZHNEE, BEERODBEREREHEENIZ
REEBIZITEA AWS F R T ESRIENHR4HEEBFEAAWS CLI FABatchPutMessage,

1. Bl — N fmessages.json , HHAIEEREMNER (EATRAP , RRE-FKEE ) -

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. i&1T batch-put-message 5o

f§ A BatchPutMessage API 33
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aws iotanalytics batch-put-message --channel-name mychannel --messages file://

messages.json --cli-binary-format raw-in-base64-out

MERBER , FERU TR,

"batchPutMessageErrorEntries": []

4 12 fR BT B fiE

AT LAE R AWS loT Analytics AR EBZRLIEMEERRRINEIEHNEET,

0N

1. 7 AWS loT Analytics #ZHlaH , EEM SME K F%EEF Prepare (M%) Hi&#E Channel (B
B) (MEXE)  AREREZAIENBEN B

B Channels -
Analytics @
I QCha""EIS Name Status Created Last updated
Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM_.. Sep 13, 2019 10:47:17 AM...  see

Data stores
Data sets

Notebooks

2. EEERAGERE L , A TR FEZRBD. REFE , 2REPHN - EEEERRF (10
B 3/ef12/heF1 R3XR1E ) LERETHNECEE. F2EFI -FEXREL , UEREEER

B8 B AR E R Z B8R HE R

W BE
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit
No tags

Monitoring

1h 3h 12h 1d 3d 1w \El

IncomingMessages

2.00

1.50

1.00 —_—
0.5

0
17:00 1715 17.30 17.45 18:00 1815 1830 18:45 19:00 19:15 19:30 19:45 20:00

A ERARUN SRR EEEEDNIT. BN EEENFAFERE LEEEHNITHIR, W
RARFEDEENEEN—HD , FETR 0 MUTHER.

1. 7 AWS loT Analytics #ZHlaH , EEMNSME &P 1EEF Prepare (£%) , %% Pipelines (B8) ,
REIEBRE BN EENE M.

B Pipelines .
Analytics @
[° Channels
== Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

2. TEERAGENEL , A TRIFEERD, REFE , AREPH - HEEEERF (10
B 3/hef 12 /hef 1 R3 XK1 F ) WARETRHNESEE. F2FH -1 EFL , UEREERE
SEENNEEEIHITHIRE.
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https://console.aws.amazon.com/iotanalytics/
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Monitoring
ih 3h 12h 1d 3d 1w \El

@&®0P

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04
0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00

0.2

0.6

0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

BIEHESE
BN B SOL REERRBHIBEMNREFMR PRAKE. AWS 0T Analytics BN EHHIE

REZFDTEE, BRBBEEETSRYERE |, BEFUER SQL REAREWHIEH ERFEEHRSE
EFNER,

- HRIERNEE

BIEBIEE 36
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B HIE

EENHE  LREUNE- M EE. WESESATERREFHEN SQL LR ELIEEN B BN
HESZERN ALK, BAIERAZELIT Amazon CloudWatch it X #RA KK FRIKA K G ATER 1T
o

BT TS RIBHIES,

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

Hri mydataset. json XHBEUTHR.

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

BETUTHS , BERITEARUBRBEENS.

aws iotanalytics create-dataset-content --dataset-name mydataset
ER/LoH , T BERBEENEG , EAUHRE,
i (Bl & WY B AR

BHERRU CSV XHBAFHENBEERNS . FET Amazon S3 EERMHZLMF. AT RHEIEHA
TUMMAREEZREBCHEZRME., XHRBETH.

ZEITELT get-dataset-content &% :
aws iotanalytics get-dataset-content --dataset-name mydataset

MERFEEISEMBIE , W get-dataset-content HHAE status FERFEAH "state":
"SUCCEEDED" , #nA T RBIFAR :

ERHE 37
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{
"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}

dataURI B HLERMNE R URL, EEREN —BNBABR JLND ). REENIER , B6E
EEEHERNBTZRBAFA get-dataset-content , RN FALGELERFTNESR URL,

®3E AWS loT Analytics ##E
Ba B A EFM. A AHMILAWS loT AnalyticsE#E.
ATHEENES :

* Amazon S3
« AWS loT Events

» Amazon QuickSight

« Jupyter Notebook

Amazon S3

B LU BB E RN B XX E Amazon Simple Storage Service (Amazon S3) &% , A\MA TSI
BEBEHAERE—E , IENABRAREFMARCTER#HITIHR, HSH CreateDataset FHY

contentDeliveryRules: :destination::s3DestinationConfiguration F&,

AWS loT Events

BA LU BIEERNBERN M ARZEZIAWS loT Events , B A LAMERZBRSKIREZRRHERERIRE
B, AEXENESEHr L HRE,

% AWS loT Analytics #iE 38


https://docs.aws.amazon.com/AmazonS3/latest/gsg/GetStartedWithS3.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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Ak , EBEA CreateDataset #1E contentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName FEXHIEE AWS loT Events iAo
I83& IS TER I AWS loT Analytics 11T “iotevents:BatchPutMessage’ I B &8 roleArn, Sl
BRIEENRNAER , AWS loT Analytics BB BBEENBTZEBEREEREZIEEN AWS loT
Events #i A, a0 , MRENBIEEDE

"what", "who", "dt"

"overflow", "sensor@1l","2019-09-16 09:04:00.000"
"overflow", "sensor@2","2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

G AWS loT Analytics 2 XX BEUTZRIEE -

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor©2", "dt": "2019-09-16 09:07:00.000" }

BEERE— AWS loT Events i ASKIRBI BB FE (what, who, dt FEI—1NEiZN ) B9,
HEIZE—1 AWS loT Events HENEER | UESHHPEAXEHMAFBERMAIRESRSRENIPEE,

Amazon QuickSight

AWS loT Analytics #£#t5 Amazon QuickSight B E & K. Amazon QuickSight & — BRI 55
DRSS, TRATHETRLCANS , HITREN 24 , HIRESNENBIEPIRS LS NE,. Amazon
QuickSight AL BEHR+TAF , HBEIFEAB AW AEF 5|2 (SPICE) 1R ALK K B Y 4
fE. ATMAEX L XA A Amazon QuickSight,

Jupyter Notebook

AWS loT Analytics #k3E £ th AT LAH Jupyter Notebook EIEMER , L ITE R D T MHIFERF
., Jupyter Notebook & —MNTFIRMERF R, ERILAM http://jupyter.org/install.html ZEFH T &, &
SRt E SageMaker FIEER , FE R —Ul Amazon EEMNEIEARBRE R,

RE S MRV BIESE

£ 8/ CreateDataset #l UpdateDataset API B , Al N EIEEE retentionPeriod and
versioningConfiguration FREEERERERENBEENBTHEUARRENNK

Amazon QuickSight 39


https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html
https://jupyter.org/install.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
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RAriEmE

"retentionPeriod":

"unlimited": "boolean",
"numberOfDays": "integer"

iy

"versioningConfiguration": {
"unlimited": "boolean",

"maxVersions": "integer"

iy

XRNMSHHNRE—BER , KESUATARNBERENBFEEATREBNRE XL

versioningConfigur
ation :

[RIETE]

versioningConfigur
ation :

unlimited =
TRUE , RIRE
maxVersions

versioningConfigur
ation :

unlimited =
FALSE , max
Versions = Y

retentionPeriod

[RIEE]

R BR TR AN BA R 8%
AR INRRAS (2R
@) & 90 Xo

FHRET X 90 RAVrRr
BlRA , MERESR
% DARA

FHRELE 90 RAF
B Y MRA

retentionPeriod :

unlimited =
TRUE , numb

erOfDays = RiZ &

R TE BRER fr BB SR FThR
2 LA % B #THY B T AR
K (WRFRE ).

X R E BV R A BUR B
ERIBRE

HHRZEREBY MR
x, MELEeiEE
ZKEtE,

retentionPeriod :

unlimited =
FALSE , num
berOfDays = X

R BR TR AN BA R 8%
AR INRRAS (1R
TE ) RE X X,

FHRET X X XA
BlRA , MERESR
% DARA

FHRETE X XRAF
B Y MRA

REZS MM RANBES

40
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HEREEE

BEIEZE AWS loT Analytics FSEE AR ( BUE ) WFERBF

- XANTEFBBFFHATIE () ; FATERAHMESKRTH

- BIAUFBFHRENTRIL () FFk

- TRETEEFH ()0

« EMFRERAKRIE : “A[A-Za-z_]([A-Za-z0-9]* | [A-Za-z0-9][A-Za-z0-9_]1*)%$"
- KETRET 255 NEH.

« FXOKRDPE, B—REFE RN fooMFOONEZRBEARNEEFE,

Flan | EHEAEF , {"temp_01": 29} = {"_temp_01": 29} BH¥ , 1B {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} TR,

£ AWS loT SiteWise iz

AWS loT SiteWise B —f#EEXRS , B AT AMERE, ER, 7N TULERKB T IRZ
H#E. ZRSERT —IPATEEER , AREEIILIRE, RENMREHNRTER.

£/ AWS loT SiteWise B =18 8 , A LUE X EER Y Tl g & ME AR AR BELEN E RN E
Pro BRLIEER~EEIUE AWS R WEMLEBERIE, BXEZER , FSH AWS loT SiteWise
RPFiEE,

AWS loT Analytics & AWS loT SiteWise 55X , SAEZR A LI AWS loT SiteWise H#EIZ1T M= HE
SQL &), EFHREH AWS loT SiteWise i , BIZHR (AWS loT SiteWise AFIER) HEEFE
EEFNSROBRIEFW. AR5, KB £H AWS loT SiteWise ZUESIESIEE (#£HE ) R FH
BHE AWS loT SiteWise (AWS CLNBIZEIEE PHZEROIZE AWS loT Analytics ZE & H X Tl 34#E
=17 SQL Eifl,

&

-« £/ AWS loT SiteWise FiE 812 AWS loT Analytics ZiESE
- FEBEEAR

« I . EHEH AWS loT SiteWise FHE AWS loT Analytics

HEAEEE 41
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-storage.html
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£/ AWS loT SiteWise FiEBIZ AWS loT Analytics ZiHEE

AWS loT Analytics# iz 5E 28 A TEWREF#E P HEN SQL BINRER , UAREEEEN BHM
NEESZERN LK. BAIUERE Amazon CloudWatch it FRA R EIRYRIK X 02 AT ER
il

(@ Note
BREEBEERRENES  EREAJERUARBEAZN , IR TUARKEREY, Ak
T, AWS loT Analytics B X #EF & FHIBIENA SQL EWREIBHBESR.

BREBLUTHSRIEE | FFAH AWS loT SiteWise B SIBREIRE,
FB

- £/ AWS IloT SiteWise ZiiESIEHEE (2FE)

- EAHKIE AWS loT SiteWise (AWS CLIBIEEIEE

£/ AWS loT SiteWise BIECIRIEE (267 )
EALTSBRIE AWS loT Analytics #HI A AWS loT SiteWise ZiiE I B2 EIEE.
BIEHKIESE

1. £ https://console.aws.amazon.com/iotanalytics/ NS MEKH | EBEBIEE,
2. #EoIEHEERE L , EFE SAL.
3. HEEHESFHEENEL , EEHEENFAEE.

a. WABIEENEN.

b. X FEHFFMIR , EFEATHRIR AWS loT SiteWise BIFFHEAIME— ID,

c. (M) ENREFR , F—IHSNMEERE (REN ) DMBBEEF,
4. £/ SQL REAEWHEEH D E 5 #E &,

a. EFEENFERTD A WACREENETIRZATHRIEN SQL Eif,

SELECT * FROM my_jiotsitewise_datastore.asset_metadata LIMIT 5

BEBIEE 42


https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://console.aws.amazon.com/iotanalytics/
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5.

9.

BXAWS loT AnalyticsP X Y SQL THEEME ZER , IHSHAWS loT Analytics FHY SQL
FKixN. HE , SR HiE . L£HEI AWS loT SiteWise FidE AWS loT Analytics 7 fRREB IR
HBIELENSITTER RS,

b. FBAILLARNRAEN KRIEMARTER , AEEAFNREPERER.

® Note

HTF Amazon Athena fR#l T ETE RN ERAIKE , HILNE SQL EHRFINESEN
KA, BLRKEEIE T,

(AliE ) FAEERESEE NP BECZBIEENSN , REBIERSELTERMNERLE, EAY
MR | iEERBESEE, AXESZELR |, 52 RET Amazon CloudWatch Events SREVAEIR
BAEE A,

EREREEFRMASZANE LEERFERFERMFS , BET -5,

(At ) EREEWITHRE L , TREERRFNERSTURFERES., SN ENRE
HEEITX.

® Note
AWS loT Analytics 75/t M AWS loT SiteWise BER— X EIE, HRAMNBULGERS/PDE
BERARIRBUAE,

EERFR  REEE T—F,

AWS loT Analytics fF eI S MREANBEFEENE , HFEEERERRNNITER. BRI 0
R, BEALERREAENRERE, SEURFIBEENBTFERETNHE,
AEREHFEEERNE LARIRTE , 2B T -5,

(M ) BUBESREHRFEREEREEAN , HEAEIZEBM , 620 AWS loT Events.

EREBEHFERENBEEANTE LEFERE , &8 T -5,
KELZAEE  REEE 6,

10. RIEEHHBBEERSE M ERESERE L.

BIEBIEE 43
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AWS loT Analytics ArfEm

F A HIE AWS loT SiteWise (AWS CLI) I 2z

Z{TLLT AWS CLI 55, FFZAZ 18 AWS loT SiteWise &,

4L &SRB RABIER AWS Command Line Interface (AWS CLI), HX AWS CLI NEZEE | 511
{AWS Command Line Interface FAF5R) - B> AWS loT Analytics ATAH CLI i S EZELR
#H2H (AWS Command Line Interface 2% ) HH) iotanalytics,

BRUBMES

1. EBITULT create-dataset S LRI EBHKIEE,
aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

He my_dataset.json XHBEUTHAR

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

B> AWS loT Analytics SQL HREME S8 , ESHAWS IoT Analytics 1 SQL FixHK. =
&, SH & . EFEI AWS loT SiteWise i AWS IoT Analytics 7 fRREB IR HEIEN BB S
it &= RAl,

2. J1B{TLLTF create-dataset-content 9 , BEETEHRUEHRIEERNS,

aws iotanalytics create-dataset-content --dataset-name my_dataset

BEBIEE 44


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html

AWS loT Analytics ArfEm
HRIBEERNS

SQL EWERRLL CSV XA FRMNBEFEEANE . FEY Amazon S3 [ERMHZENMF, UATHER
HWHETUNMAREEZRERCEZNME., XHRBETH.

EH
« 518 AWS loT Analytics ( #E#lA8 ) PRBREEARNR
« 518 AWS loT Analytics (AWS CLYFHIBIEERNS

7 AWS loT Analytics ( ##l& ) FHBEERNS
MEHFEESSEMEIE , WATE AWS loT Analytics BHIAFFR M T 5 SQL EHER,
518 AWS loT Analytics 3iiE&EZE R

1. EEFENBEERNE L  EREVRNBEENE.
2. HEBEEWERE L  EREABTETF,
3. HEBEERNERYP 6 EREWMRLERITHERMN csv XHNEBER,

18 AWS loT Analytics (AWS CL)FHBIBERNR
MEHFEESSEALKRIE , WTHREHN TR SQL EHLE R,

N

4k &SRB R ABIE A AWS Command Line Interface (AWS CLI), HX AWS CLI NEZEE | 511
AWS Command Line Interface FF 88, BX AWS loT Analytics M CLI n T EZEER |, B2
5 {AWS Command Line Interface %) H# iotanalytics.

\

%

18 AWS loT Analytics $iE £ 4 £ (AWS CLI)
1. B1TBLT get-dataset-content W UEFEHE R,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. MEBEESESEMEIE , W get-dataset-content HHH status ZERFAEE "state":
"SUCCEEDED" , S0 P Ro

{
"timestamp": 1508189965.746,

"entries": [

HEBEENE 45


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html

AWS loT Analytics ArfEm

{

"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}

3. get-dataset-content % HE$E dataURI , XRWHLERNZ R URL, SEREMN —ERAT
BRABER JLANDE. A dataURI MukBAiEE SQL B4 R,

@ Note
RELHTER , EUREEETRARBTZEBLAA get-dataset-content , BX
AR T2ERTNES URL.

HIE . T EIH AWS loT SiteWise F#E AWS loT Analytics

AHIEER T WAIEHZEH AWS loT SiteWise 3E AWS loT Analytics, AR R RF R EIE
AWS loT SiteWise , ETRREM T XN DK BIHNHERBIESE,

/A Important
tERGIEMER AR REW R

£}

- RRFH

hnEF U TR

BAEERR

- BISUTEN
BERBERIR

2 . &=if) AWS loT SiteWise $iE
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FoRFH
EHHED , BFEUTHER

o BB —N AWS K FEEFFIAE R AWS loT SiteWise 1 AWS loT Analytics, 1R &iE5% G K
o, ERAE AWS K- RS R 1TIRE,

* JZ1T Windows, macOS, Linux 5 Unix F9FF &K1t E#L ( AT 1A E AWS Management Console ) o
BXEZER , 559 AWS Management Console A |7,

« AWS IoT SiteWise X AWS loT SiteWise REM B~ EHIE , ARBREHMARN DR B7RE
BRABIE. ZOBREBIE , BHIRE (AWS loT SiteWise AF#ER) 812 AWS loT SiteWise &
TS BT,

« &8 AWS loT SiteWise E RN B RBFVFEFHERELEENNAREFRED. AXxMAAHE
BIBBIEEHNESER , H300 (AWS loT SiteWise AFER) FHEEF#IEE. AWS loT
SiteWise

(® Note

BB AWS loT SiteWise 7t AWS loT SiteWise BB SIZEF A4S HIELN EIE
FET B2, EBRBESRZWEZEEANDMRIEE R, B, EATLLIE AWS loT
Analytics BIEEH X T HTFEHITEN,

RS R
hogk St B E iR
N F R IE R

BEAYEDPERNEIER —HHEE AWS loT SiteWise 23E , ATHRR O RBZHHIRN DK BALRE
PHEITEE,

(® Note
EXHET , EREARBEFRTFH=1%

« raw- BERMAF RELLENRBREIE.
« asset_metadata - @EZWMAE~WN—MRES.
« asset_hierarchy_metadata - BEEXA~T 2 AXRZNEL,
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BITAHERHN SQL &l

1. RBEA AWS loT SiteWise BB RIEBIEE (#2H& ) SFERAKIE AWS IoT SiteWise (AWS
CL)BIEHBIREFMNSERANEN AWS loT Analytics Zi3E 812 AWS loT SiteWise HiE%E.

2. EEMAHEPHRBEEENR , BIITUTERE.

a. 7& AWS loT Analytics HIA&H “BiEE" MEL , EREEL—TN EENBEEN B,
b. EHEERENE L , ERFBIURE SQL Eifl,
c. EEBHENRDIETRER , FEFENHENR,

HNE , B LAMER AWS CLIZ{TLLT update-dataset B RIEXR SQL &Eifl,

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json AR :

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. 7E AWS loT Analytics ¥ #lAFHFEA S AWS CLI , WENEIEZTUTER , SRS
Masset_metadataREBERINNE,

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata
B , B LARIE asset_hierarchy_metadata Hl raw RERABNZE,

TSR

IR
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HIEERR

Bl AWS loT SiteWise BIEH FE M EKFEFMEE , SR LIQIEEKIE AWS loT Analytics £HEH
1Z1T SQL &ifJ , AWS loT Analytics A AT BX BN LHE, U TERERT UAEETRITERZ
HREHRIE,

£/ SQL ERRELIE
1. BFENR (HIUNRSBER ) FOSIAERNRH,

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. SELECT DISTINCTA TZ&EiHEMasset_metadata&H5IH AWS loT SiteWise H=H ( M
- ) g*ﬂ_\o

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. EHHAEXREE AWS loT SiteWise B=BMMNEE. |, B H FWHEREA,

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. fEH AWS loT Analytics , BRI BRIERBBTFEFEPANESNROEBIE , AT REIFTR.

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

EERATZENFFEXRR , FEANTERHH JOIN ZhEe,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'
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)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetId

BEAREBEZRN KT AWS loT SiteWise H#E , MAILLETSRITENR , BN T RRBEHREZHNE,
UTERERTETUREN —EEER,

X AWS loT SiteWise JE RN EZHBZ1TRITEN

1. BITHUT SQL &% , ERBER” CRRRRIA 4) RERERMNRIE,

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021
AND startMonth=7
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AND startDay=8
AND assetName='Demo Turbine Asset 4'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. FRBERVNFHBRREEER  BEMBRAS ( RBRFERI ) WERAKIERE M,

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetld = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. BEEREF (CERRERIAT2) WEBERM (XE ) WEE9E , HETUT SQL v, Y
my_bucket_id BN FMHN 1D

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')
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RS R

BREERR

B BRHBIRRIR

ERAHES , FERBRUBRFERA,
Ef BRIEHI AWS loT SiteWise SER

—[J& , % AWS loT SiteWise SER & BITHIBR. MRECTROR AR , N T LR BTHI BRE
Ro ERAUTESRFIIMERER

1. SME AWS CloudFormation #1548,

2. MR IR F %R I0TSiteWiseDemoAssets.

3. IEEMIBR. ZEMIBRHERET , R OIERFTE R IR E M AR
4., TEEIANIFES , EF BBk,

I BRHEAR LA FE 15 D 4PRdiEl, MBERTEMBR , FEOEREGE LA MR, MERERTEFRM
Br , B1Z B AWS CloudFormation 2% & TR BIBR A MM RR , ARER,

il R 5042 17 1
. ERIRENITEERIEFM  B21T CLI 85 delete-datastore , MM FHIFT R,

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

T BRIE B AWS IoT Analytics ZiEE

«  ERRREMNEIEE , IH1E1T CLI i8S delete-dataset , ITHIFTR. EHRITHIEEZE , BT
AR BRBIE AR

aws iotanalytics delete-dataset --dataset-name my_dataset

(® Note
Sean T AN E AR TR
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BEED
EEENEESTHNEETN —MNEEERIBEEE , SEERNEGRINVEINEE | —1

channel &z — datastore &3, FBA LB EEERNMFINNES) , KT FE R A HEELE
IhBE,

BRI LA A RunPipelineActivity #B4E , kREREMMRHEENR LEZTEEEINE R, EF XM
REEEN , B2 RIXIFEEEFEM. RunPipelineActivity "HIER T B4R Z,

BIEED)

EEDMNE -—NEIHSIARE channel FE , EHEEAENEBENFRIR,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
}
}

BREEMEED

datastore SEFR&ZE—MED , EERLEENEEFMEIFL,

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda &z

lambda SES AT AT EEMITERMLAIE, Fl0 , BAEANRBEAL AP BEHHABIBREEH
B, & R#EXRE Amazon DynamoDB KB EFIEEE, B2 , EHABEFMZE , B EEAL
EEED RPN INEALE S S BRIEH R

BEED 53
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AT 1lambda 5&ZIK) AWS Lambda BRBAAUHEWHIRE —4A JSON ¥R, BXRH , i55H the
section called “Lambda B # R 17,

ERIAWS loT Analytics P FAEH Lambda BE , BABURIM— DK, Bl =TT CLI 8
S HI exampleFunctionName B R K Lambda BRI B |, F 123456789012 B IEH
AWS IKF ID , RIEEALE Lambda BB AEER Amazon BIRAM (ARN).

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

ZHROERE LT # M ¢

"Statement": "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\" ,\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"
}

BXEZER |, BESHRAWS LambdaFr £ A RIEEF I NAWS LambdafE A E T #7 IR KBS,
Lambda B EURH 1
FEiZRFH |, Lambda HEBURRERBEEFMEBIERINER, RBEAMT —REBSXLUTFUTHEMNE

/N O

{
"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
3,
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"
}
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ARZRBERUTEEE L,

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
1,
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
1,
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

THE# Lambda Python Ba%{ (MyAnalyticsLambdaFunction) @B S A7 GMaps URL F4 KB
E.

import logging
import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
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streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BREURH 2

—MERNGERESRFFIMCEE AR , MR EERMFERE, H£ZE NPT , Lambda BE
BREBEABRTEERHUAFZ TR XEHIT Basebs 43 ( FF5I{L ) BY JSON Ria#dE. ©RER
% JSON,

import baseb4
import gzip
import json
import logging
import sys

# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)
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formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes SEZ8

addAttributes SEFRFEHEFIUBNEERINEME. X , ERATUEFM I ESCEENE
B, Bl , B LAERA addAttributes ALK B FRAHIR & B MR,

ZRU TR AHE.

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

addAttributes SEFELUTFUTHR,
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"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {

"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"

}I

"next": "MyRemoveAttributesActivity"

ZEHFFIRE ID BERE B , HRE coord BMAHTME , FHEMRAFMNA 1lat M lon WIARE
o FERNIEINER |, W AHSFERN LT RO,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
},
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

FERiIEBEHENAELE. NRERRE , B LAEH removeAttributes &3,

RemoveAttributes &30

removeAttributes SEIMEEFMIERE M, Hli0 , FELUTIEE , ©2 addAttributes JEZIHY
“£R,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
.
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
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RATACIZER , FHRETERRINFIENIE , BFERALT removeAttributes 5&30,

{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}

REFEREBRIIMITHEE.

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3

}

SelectAttributes &3

selectAttributes EHREARKEEFTNIEEEBHCIEFHE ., HuEHEHTHE
#, selectAttributes REAEHEMNRUE TEFTEM. Hit , AFMRHE -

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
},
"light": 90
}
FLSESD :
{

"selectAttributes": {
"name": "MySelectAttributesActivity",
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RAriEmE

"attributes": [
"device.temp",
"device.hum",
"light"

1,

"next": "MyDatastoreActivity"

ZRFRAEEENUATHE

{
"temp": 50,
"hum": 40,
"light": 90
}

El# , selectAttributes REEBIEBRBIFT K,

Filter 3538

filter FHIRFEEEBHFTEER, WESIPFEANREIRFTEFRE— SQL WHERE ¥4 , ©4M

RE—MHRE.

{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich &30

deviceRegistryEnrich SEZ AT ERF AWS loT R Z M &K EIE RN Z

W, EeETHUT EE

"temp": 50,

HH B AT, B

Filter 5&3
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"hum": 40,
"device" {
"thingName": "my-thing"

MELITEHXBH deviceRegistryEnrich &3 :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

W HOH S E W T ROIFTR -

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
},
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {3},
"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11lmmnnoopp"
}
}

BATIETERNENW roleArn FERPEBECHINELNEN AR, ZAGBLMEERLULT REIAIN
PRERHE :

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}

MREN T WS ERES

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": ",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich JEZf

deviceShadowEnrich SEFIFR B AWS loT IREE FRSWEERNMEEE S, Hli , LELTHE

/BN .

{

"temp": 50,

"hum": 40,

"device": { "thingName": "my-thing" }
}
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FLLTF deviceShadowEnrich $&3) :

"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

GERERRLUTUTROINER

"temp": 50,
"hum": 40,
"device": {
"thingName": "my-thing"
.
"shadow": {
"state": {
"desired": {
"attributeX": valueX,
},
"reported": {
"attributeX": valueX,
.
"delta": {
"attributeX": valueX,

.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
.
"reported": ": {
"attributel": {
"timestamp": timestamp
.
}
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RAriEmE

1,
"timestamp": timestamp,
"clientToken": "token",

"version": version

BYBMIEENENLK roleArn ZERPIEECHMELSNRNAG, ZABLXAERRUMDTHNRE

H%O
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

MR TR EERRE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
b
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich &3
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Math & 3)

math EHEAEENBHITEERRER, REXMSFTEEHRF, HlM , FEATHAEE

"tempF": 50,

A3 LT math SESLESF -

{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}

ERHVE BT

"tempF" : 50,
"tempC": 9

&R BAE math B RER AT EER

+ il
- 21
* 5
/ BR

Math 5&3h 65
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%

&R LAE math SEB R EA TR :

* abs(Decimal)

» acos(Decimal)

+ asin(Decimal)

» atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

+ cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

* round(Decimal)

+ sign(Decimal)

+ sin(Decimal)

* sinh(Decimal)

* sqrt(Decimal)

* tan(Decimal

+ tanh(Decimal)

+ trunc(Decimal, int)

abs(Decimal)
REHFHLITE,

R~ abs(-5) RME 5,

BRI E A ME K
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PR &R

Int Int , SHHEXIE.

Decimal Decimal , ZHM LI E

Boolean Undefined .

String Decimal, ERERSHNENIEH. WRFHFHEL
EEER ML RR Undefined o

A Undefined .

PIE Undefined .

Null Undefined .

KRE X Undefined .

acos(Decimal)
BlERN B ERBFHRRZLE. ERABEBZE , Decimal Z2HEARNBEE,

Bl - acos(0) = 1.5707963267948966

SR g8

Int Decimal (NBE) , SHHRRZE. BEHER
iR[E Undefined o

Decimal Decimal (NBE) , SHHRRZE. BEHER
iR[E Undefined o

Boolean Undefined .

String Decimal (NBE)ZHHNRRZLE, WRFHRFH

Tkt  MEERHA Undefined » S
iIR[E Undefined

BRI EFNEK 67
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R

M

SHRAE
H4A
PO
Null

REX

asin(Decimal)
EIERNBMIREMFHRERXE, ERAEBZE , Decimal ZHEAZNBE.

7~ asin(@) =0.0

%

#HRH

Int

Decimal

Boolean

String

s |
&R

Null

ZR

Undefined .

Undefined .

Undefined .

Undefined .

&R

Decimal (MBE) , SHM R EZE,
IR[E] Undefined

Decimal (MBE) , ZHH R EZE,
IR[E Undefined o

Undefined .

Decimal (MBE) , ZHH R EZE,

EHER

EHER

MR FRF

BTk | MR Undefined . EEE

HiRE Undefined o
Undefined .
Undefined .
Undefined .

Undefined .

BRI E A ME K
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atan(Decimal)
LEIENBMREMFHREYE, ERAEBZE , Decimal ZHEAZNBE.

R~ atan(@) =0.0

SRR “R

Int Decimal (BE) , ZHHNREVIE. BHER
iIR[E Undefined o

Decimal Decimal (NBE) , ZHHREVIE. BHER
iRE Undefined

Boolean Undefined .

String Decimal BE) , SN R EVIE, MEFH
BT LR | MERN Undefined . EBEE
RiRE Undefined .

e Undefined .

R Undefined .

Null Undefined .

RENL Undefined .

atan2(Decimal, Decimal)

BElERNFEE x BIERBESHBNMSHRENL (xy) RLANSE, EREHNA  AENER (£
¥FE,y>0) , RE4EHE , BENUE ERARBZAE , Decimal SHEARNBE.

A~ atan(1l, 0)=1.5707963267948966

SHRR SHRR ZER
Int /Decimal Int /Decimal Decimal (RBE) , x A5

EW (xy) RZBEINEE
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e ELit] e ELit] ZR
Int /Decimal /String Int /Decimal /String Decimal , PR S MY R IEE4]

B, MBFRFRLEFKR , N
£ 8N Undefined »

Hib(E Hib(E Undefined .

ceil(Decimal)

A ER Decimal M ERARKIERN Int,
ROl

ceil(1.2)=2

ceil(11.2) =-1

SR “Z£R

Int Int , SHUE,

Decimal Int , FRFENHEER A Decimal HE LS
AZRIEMN Int. MRFHETEERR
Decimal , MR 7 Undefined

HitE Undefined .

cos(Decimal)
LUME R S IREBFHRZEE. ERAEBZET , Decimal ZEHEBATNEE.

A~ cos(0) =1

Sy R

Int Decimal (BE) , SHHRZLE, BHRERR
[E] Undefined o
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SWRE

Decimal

Boolean

String

wA
&R
Null

AREX

cosh(Decimal)

ZR

Decimal (BE) , SHWRZE. EHERIR
| Undefined o

Undefined .

Decimal (MBE) , ZBHNRZLE. WRFHH
ToiE#H#R N Decimal |, MR A Undefined
o EHEERIRE Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BlERN B R BFHNRERLE. ERARBZE , Decimal ZHEABINBE,

Bl : cosh(2.3) =5.037220649268761

@

et

Int

Decimal

Boolean

String

ZR

Decimal (RBE) , ZHHNMRLE. EHE
RiR[E Undefined

Decimal (RBE) , SHHIN M RXE. EHE
£iRE Undefined

Undefined .

Decimal (RBE) , SHHIXNN M RKE, 0
REFETEE N Decimal , MERNR
Undefined . E#4RIRE Undefined .

BRI E A ME K
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SHAR &R

A Undefined .
PIE Undefined .
Null Undefined .
KREX Undefined .

exp(Decimal)
RE e WSBIRTE. ERAEEZE , Decimal SHEAZINBEE,

M exp(l) =1

ez Eill ZR
Int Decimal (RBE) , e * S,
Decimal Decimal (BE) , e * S,
String Decimal (RBE) , e * 8. WR String &
EFRHRN Decimal , ML RNA Undefined o
HAth{g Undefined .
In(Decimal)

BESHE B AN E. ERARBZE , Decimal SHEAZNEE,

A~ In(e) =1

SR ZR
Int Decimal NBE) , SHH BAT K,
Decimal Decimal (BE) , ZHH B AN I,

BRI E A ME K
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SHRR
Boolean

String

A
PUE
Null

AREX

log(Decimal)

REISEEVEL 10 AR, ERARBZE , Decimal SHEARNBEE,

il - 1og(100) = 2.0

@

il
Int

Decimal
Boolean

String

s ¢
PUE

Null

ZR

Undefined .

Decimal (NBE) , SR B AN . MEFHF
BT AN Decimal , ML R A Undefined

o

Undefined .

Undefined .

Undefined .

Undefined .

&R

Decimal (RBE) , ZHEL 10 AIEMXE,
Decimal (MBE) , ZHEL 10 HEMXE,
Undefined .

Decimal (RBE) , ZH,EL 10 AEMIXTE,
IR String FoEFIRN Decimal , MERKA
Undefined o

Undefined .
Undefined .

Undefined .

BRI E A ME K
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SRR “Ze
RENL Undefined .

mod(Decimal, Decimal)
REIE —NSBEBRUBEZNS BRI LETTUER S EANHBEBUEIEER EAZER.

A~ mod(8, 3)=3

MR ER AMRER Tl

Int Int Int, B—1SBNE-NS
BEUE

Int /Decimal Int /Decimal Decimal , FB—1NSHWEZ
NSHEUE,

String/ Int/Decimal String/ Int/Decimal MRFAEFRFREHRA

Decimals , ME£&RAE—N
SENEZNSHEHENE,
ENH Undefined .

HiE HiE Undefined .

power(Decimal, Decimal)
REIE—NSBNE-NSBRENE, ERAEBZAE, Decimal 2B ATNBE,

R~ : power(2, 5)=32.0

SEKR 1 SREKRA 2 i

Int /Decimal Int /Decimal Decimal BE) , REIE
—NSBNE—NSBUREN
=

WEENEERFFEEK 74
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SHEEH 1 SBERA 2 Al
Int /Decimal /String Int /Decimal /String Decimal (BE) , IREE

—NSHEHNE-NSBRE
WE. PTEFRRIO®RRN
Decimals, MIR{EM String
ToEEHR RN Decimal , MER
A Undefined .

Hib(E Hi(E Undefined .

round(Decimal)

45 EM Decimal FARRKIEK Into MR Decimal EETHEA Int EEEAEE (W
0.5) , Decimal ¥ [ £,

Rl
Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

SR &R

Int S

Decimal Decimal 2@ FT&HAEZRIEH Int,

String Decimal @B TEAZRIEMN Int, MRFHF
RITERRIRN Decimal , ML R A Undefined

Hit{E Undefined .
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sign(Decimal)

BRESERFNFS, SSBNFSHEN , FRE 1, SSBOFSHA , FRE -1, MRSHBH
0, MRE 0,

ol
sign(-7) =-1
sign(0) =0
sign(13) =1
PR &R
Int Int, Int ENFS.
Decimal Int , Decimal EMRFS,
String Int , Decimal EHWAS. FRHEFHREN
Decimal {8 , }iR[E Decimal EHNRFS.
R String FoiE# N Decimal , MER N
Undefined .
Hfth{E Undefined .
sin(Decimal)

BlERN EMREHBFHIERE. ERARBZE , Decimal ZHEATNBE,

R~ sin(@) =0.0

e e ZR

Int Decimal (NBE) , ZHH EZKIE,
Decimal Decimal (MBE) , SHHEZLE.
Boolean Undefined .
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SWRE

String

Array
Object
Null

Undefined

sinh(Decimal)

ZR

Decimal , MM IEKE, MRFHRTEHER

7 Decimal , M4 RA Undefined .
Undefined .
Undefined .
Undefined .

Undefined .

LIRSy B AR E BRI E{EH, ERAEBZA |, Decimal EHEAZNEE. ERENFEMN

Decimal B,

Ml : sinh(2.3) =4.936961805545957

@

R
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

&R

Decimal (FBE) , SEHI I B [EX{E,
Decimal (RBE) , SEHIXN th E%{E,

Undefined .

Decimal , SHEMNHMIERKE, MRFZRFBELE

¥ Decimal , MEZ RN Undefined o
Undefined .
Undefined .
Undefined .

Undefined .

BRI E A ME K
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sqgrt(Decimal)

BEBFHFER, ERARBZE , Decimal ZHEATMBE.

R sqrt(9) =3.0

PR
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

tan(Decimal)

&R

SHHF AR,
ST AR,
Undefined .

SHNESR, NMBRZFELEERRN
Decimal , MZ£ XA Undefined

Undefined .
Undefined .
Undefined .

Undefined .

BElERN BVEEBFHETNE, ERARBZE , Decimal HEAZNEBE.

Al - tan(3) =-0.1425465430742778

SHRR
Int
Decimal

Boolean

gZR
Decimal BEE) , SHMIELIES
Decimal (MBE) , ZHH ELIE.

Undefined .

BRI E A ME K
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SWRE

String

Array
Object
Null

Undefined

tanh(Decimal)

ZR

Decimal (BE) , ZHHEYIE. MRFHH
ToiE#H#R N Decimal |, MR A Undefined

o

Undefined .

Undefined .

Undefined .

Undefined .

LUIE RN BALREI B F N EYIE, ERAEREEZE , Decimal EEAZNBE,

Al tanh(2.3) = 0.9800963962661914

SR
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

&R

Decimal (RFBE) , ZHHIXN th EYNE,
Decimal (XBE) , ZHHI XN M [EYIE,
Undefined .

Decimal (BE) , ZHHI XN ELIE. W
REFRETEREIN Decimal , MERNR
Undefined »

Undefined .
Undefined .
Undefined .

Undefined .

BRI E A ME K
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trunc(Decimal, int)

BRE-ANSHIEEMN Decimal MBI E - IS, MRE-ANSHITE , W2RENT. WX
SWEZKRT 34, MAREN 34, FMNERFRBREENE,

T~

trunc(2.3, 0) =2
trunc(2.3123, 2) =2.31
trunc(2.888, 2) =2.88

trunc(2.00, 5) =2

SR 1 SR 2 e

Int Int TR,

Int /Decimal /String Int /Decimal B NSBWBHEIRE-
SHFMEENKE. £S5
BMRFR Int , FE TS
AZHIEW Int. FIEZEH
BRI Decimal EH, W
REFFREHREN , MERR
Undefined o

Hib(E Undefined,

RunPipelineActivity

AT RAERMMAEERA RunPipelineActivity SR EEES) . EARTRAEF , BRATHURBEE
3 -

1. B — maths.json X# , HHESEENHNEEFHHE L.

"math": {
"name": "MyMathActivity",

RunPipelineActivity 80
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RAriEmE

"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"

}
2. Bl — payloads.json X# , EFEZA TN HEEE KRB AR

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"
]

3. Nis 1T A RunPipelineActivities 1k,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

XAFEENTER,

{

"logResult": "",

"payloads": [
"eyJodWlpZGl@eSIENTIsINR1bXAiOjY4LCIOZW1wQyI6EMjB9",
"eyJodWlpZGl@eSIGNTISINR1bXAiOjMyLCIOZW1wQyI6MHO=""

]

}

ZRPIIHN AR Baseb4 RIBINFRFH, N XEFRFEEBDEN , BRREBUTER,

{"humidity":52,"temp":68,"tempC":20}
{"humidity":52,"temp":32, "tempC":0}

RunPipelineActivity
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BN EEERR

AWS loT Analytics EZEB EFVCEBERE. XEATERTRER :

- BHRLEHRIBCRDVEE  MAREHTH.
- BHREENEEHRTEN , AFLEIATEEXNABERIHBIE.
- BELQSHEERAFTFREFMAT, BENRIBIEFFE AR HE,

£ AWS loT Analytics EFEEEPHBEEHEER , XTEEUTESR
StartPipelineReprocessing

BaELEEEMLEBRERE

ChannelMessages
EEEEHLEN—HRZABEHES.

MRFEMA channelMessages XK , MAFEH startTime M endTime IEEE,
s3Paths

BE—1NRBANH , ATFFRREEEHE M Amazon Simple Storage Service (Amazon
SR, BULIMERZFEANTERRE,

BB
5l : 00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0.

ARG BRE - 1-100 B,

KERS : 1-1024 NFEFRF

endTime
EFAENBERENLSREE (TE).

MRN endTime SHIEEE , WAREBHEMA channelMessages XK.
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KA pfE B

startTime

EFAENFEEHESERENTFANE ().
WMRR startTime SEIEEME , WABMEA channelMessages K.

i R 11 F5

pipelineName
EFREFLENEENER,
RE . FNEH
KERS : 1-128 NFH.

EFEEE L (25 )

RYENE T MMATE AWS loT Analytics 12| & R ERALBF R EIEE Amazon S3 X RHHEEHR
=

EFFtRzEl , FHRANESHLCENBREERRFEEFREEN Amazon S3 F#EETF,

1. BXE AWS loT Analytics %18

2. ESMERYP , EFEE

3. EREBHEINREE

4. MNBREFEREHLEER.

5. EEEEHMLENEL , FEHLEEEER S3 R,

AWS loT Analytics #Z &l &R LA T & -

- FIETAEE - EMAERERNIE BRI,

o HIF 120 X - EFLEHRIF 120 REEHEIE,

o HIF 90 X - EFAERIL 90 REIAHEIE,

- BIF 30 X - EFAERIE 30 REEWEIE.

- BENSHE - EMABEEEENRSSEANEENEIE. SuUEREMANEEE,
6. HMARTEMHBEEHEHN Amazon S3 W RIHH.

ENMLEBERE (2F8) 83


https://console.aws.amazon.com/iotanalytics/
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EERTH , FHRITUTERAE

a. ®ifE Amazon S3 ##l&.

b. %3 B %8 Amazon S3 ¥ K.

c. ERMTHXNRBRIS , EFEH,
7. EBRFTHREMLE,

EHLEBEEER (AP
f£fEf StartPipelineReprocessing API B , HEELUTILA :

« startTime M endTime Z¥HIEERBURKREIENEIE , XL 2ERME TR, BAUEA
FIRBEN /DY, startTime B4 , 18 endTime FEERHK,

- T SRIBHENLEHEIRE,

s TRIEEFLBEEENINFSERNBIRFER,. XABMEE , BFE2—o

- 824 PERHRZA A H 1000 4 StartPipelineReprocessing APl iEXR , AT EIEEEHLE
HREWBEEHES.

- EMAERRBEENSETANER,

BEXREZER , B5S (AWS loT Analytics APl £#&) f# StartPipelineReprocessing APl

HUEBEE ML EED)

ERCHEEEHRAEES , 0#EA CancelPipelineReprocessing APl , t2 A 7E£ AWS loT Analytics 2
BREDTNH EERECHETRLE, IRECHEHLE , MIT2EHLEBRRNOEE, B40E55 —
NEHLLEBER,

£ A DescribePipeline APl REEFH AL EHVIRTS . SRMBHH reprocessingSummaries FE,

BT EEEE B (API) 84


https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
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XU TEREBIL

AWS loT Analytics 73 AWS loT 2% T SR BIED . LR UERBIEIMNIRFITEATIR

5 loT #iE , LEBIEURFENDTHE. EUURTEECECHEE LD TAB I Jupyter
Notebook K& 2R , REMAE=F AEXRBERE , MELEFENLZINBN I TR, BWUERA
LT ose NBEFE PRI AREE  ANERHLBILTHERRE !

BRREMITYEREERNR

£ CreateDataset RHEEMABUITX B IEBBEENS
( triggers:schedule:expression) . BEFEFNHBERATRRREERNS. EALUEA
SQL &Eif) (actions:queryAction:sqlQuery) EERFIENFE,

ENFEBMELMEIRERE , UBRHFBEENBZTNITEELREXZGFEENHE. £A
actions:queryAction:filters:deltaTime H] :offsetSeconds FEIEEEE/TH B,
RiE , BEE— Mk UEENBERFKSRNCIBRBIEENS. ESHthe section called “7=~4l 6
- BIEEFEENEBMN SQL BIEE (CLI)

S - M EEETANUEREERNS.

ES—MBREENNECIETRE AR QI EFVBIEENR triggers:dataset :name,
B TEN D TNARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUZE1TIX LN A

BF. X, ERAUINARFRERBRERITNAUBABBEENBTTHEE. EAUNNAE
FAR B DT RIITIRME, (actions:containerAction)

ES - MNREEZRNUEBEENS

ES— 1M REENHNBAETRMN AR SIETNBIEEANSR triggers:dataset: name,
BAETEN SR ARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUE1TIX N A

BF, X, ZRAUANNARFREZBEHITRCENBEEARTTFHEE. SUUMNSARE
FH BN DTS RNITERE, (actions:containerAction)
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15 F = 4

BT mRENEUREEE X

BHREEETNERED, EEMEENERE, RATCHEEEH K HAELERERLEEHA
RIBEH | SIRITIITFMRAR, BEEEHR AWS loT Analytics , AL BEHRITOMUREX
LEHRNRNIIEEEBHIE L HUBEXRATRREN KPI kg, LBEMUAE , £OLUNER
FRRE  ABERRKLETERBREZEXH.

B3 2 ik & A5

BB 15 7HNBERRBERNBBEZT RSN (X, BERZED KPIHHRET ). 810ND
WEABBLERHAFEET XD METHRES. N TEN NN, ERFERAEAEEENBEONRN
WEIBIE. EB) AWS loT Analytics , A AP BAEHN 2 , WERZTEIE KPI MIiRE , AR5
FHBIEUB KRN DT ER,

BT RERN
AWS loT Analytics iLZEEB B IMITRERN TERE , BUNEXIE 15 28X EA BB FERY
FBRBEFHETZRM, BEAUEEFHEFER , HPE R EEERBBREANREFERAE LM
REAF

T T oll S R B AR R

FBEBEITAEF S, FEAKIEE AWS loT Analytics IR ( @R/ ATANIRENEE ) , BUNE
TOMTERERMNIEE R, ATEENBIETE Mx N EEFHS , EFESTE88RITER
ERENENTE R EIE, AWS loT Analytics B 0|28 EE O HEAKERZFIEE KPI
MREFNERZAVRES |, BB S M TEREREL.

{8 Docker &35,

A AeEXxNAEEEBECH Docker BENEE, MREEFEAE=FHEEN Docker A28 , NF
ERZENRE  XER[UREFERAEZNAFPNRIITEERE, EFEAZH , FRREEETEMNE=ZHE
BRNESE,

ERAUATSRANREH X B EIRHAT O UREE W BITEN ER BT
1. BIE— Docker Bzf , HP IS LN HENARF AR LEN EHH KB

lotAnalytics Jupyter i BiRt T B2R1L API kDB AR ERE. B TLUZETECSEANERHN
&, Hh SR BREARTNABRFIESE  BMWITAENEES MTRNITE. B AWS loT

EIEESY) 86
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N o g &~ w0 b

Analytics , S&EBIZERE XA RLNAEF VA ARIERMN Docker Rt L HFENBR. (B
EX Docker B A/MHTEUERARFEEEAENRREAHANESER. )

A8 £ 5 Amazon ECR &,

BIEHEEE , UBRHFEREEEZEANER (BIE ) (iotanalytics: CreateDatastore)
BIEEE KX BE(iotanalytics: CreateChannel),
BEATRBEEEEREFMMEE (iotanalytics: CreatePipeline),

SIE— IAM BEXKIZ F [ AWS loT Analytics BB & X BIEHINR(iam: CreateRole.)
BIE— loT M , LAFEA SQL ERFEEEZETEEBIER (iot: CreateTopicRule FE
topicRulePayload:actions:iotAnalytics )., FIRZFBEN MQTT XEEBMENEHMHE
B, eNBBaIENEE, RE , BULUER iotanalytics: BatchPutMessage MEEEBE
B AWS FFATES=H AWS CLI WiRZEZOBEEFLIEES,

BlE— SQL #IES , HelE A EITX ( iotanalytics: CreateDataset, FE
actions: queryAction:sqlQuery ) fi %,

R IEEENATHERENTIFES , LB HEEREN B LRHITRELIRENLMHE
B, (FE actions:queryAction:filters:deltaTime:timeExpression B TAIATF
BEHENRNRAR |, MFER
actions:queryAction:filters:deltaTime:offsetSeconds MIEE T HERKA AT BELE
B, )

s MR F[ITRIHEEE 7T EANEERNR. 81N SQL BIEEREAE LIXGIZE SQL
BREEFRIERAEN. ( BXEIE SQL HIEE R MAISSIM ? RTFE TR ERMEE L
REBBIEENE, )

BB E— (CreateDataset FE& trigger:dataset) HWEIZRFIAAMN S —NREE, X Fit
BIRE , BEEE—NMERZESE — L P EIEMN Docker BEFHIRMIZ1T1Z Docker BEIFTEEFE R
N REFRE" ( FBR actions:containerAction ), EXE , BE O LUIEE :

o IBREIK P R 1EE R Docker 22589 ARN (image).

- AEMNARN , ZABGATRFHAMERRMENRENR , UEETERERE
(executionRoleArn).

- BITASRBRENRRWERE (resourceConfiguration),

- ATHITARS[BENITERFENER ( computeType , ATREMER : ACU_1 [vCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB] ).

- ATHITERSRRENTFRSFITAEANFAMFHENO KRN (LGB AE[)

(volumeSizeInGB),

f# A Docker 28, 87


https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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- ENARFNRTEITXHEANTZEE (EFXLRERENARFNSH ) (variables),

ERITRSEN , FERXETE, X ERUNEAENEREENANREHNTEZER (5
W) RizTHENESR., EARRLIRED | lotAnalytics Jupyter ¥ BB EL£iCAH B3R HIE
EXHFHARE A TARE TR, ZULUEARBRINEERFIMECHEENEE, FET
BEE2H , RESNSINTENEER AT YEE,

s HAW—NZERHEENEN , BEENSETIASRENNAERGA (XREBEL—F P4
BHOBIEEN B ) (datasetContentVersionValue:datasetName)s

BEAERBIESEN SQL EWMEEE O , URNAEFHIEE , AWS loT Analytics 2812 —M it
NHWEFBERSE , eAEEENN R ERXYEEE A FHNRIEET , 2ERFIERE M ZEBH.

AL EENEFRREENARERF , AEBNRE, SENRELEFREENRAEFT , AWS loT
Analytics FERIAER T HED B LIXMITUREZEEE RS WA BERE. LETEINIT R
ELIZT , REEREALTHBREEFELEOKEN SN, IE , SHAUBTIRHBERESBENRNIE
ERPRFEEHFERREE=BIEENARERF

EORNE X HEMHEENZAANBESER , EERUTRS

- AERSRBEETH SQL HFEEMA
« — SQL BFEEHZ W LAE 10 MEBFHESE.

HOZH SQL MEEMRNERBESRLN , TRIRELL TR

- “Triggering dataset can only be added on a container dataset’( R 86 £ RS BIBE F IR ML & BIEEE)
« “There can only be one triggering dataset’( RAETETE — M A BUIEE)

MRLZHEXBAFANTE SQL BHFEEMEANBBRES | W REREIR,

« “The triggering data set <dataset-name> cannot be triggered by a container dataset’(f & $#E &£ <
BIFEEBY> TREEARBIEEME)
MRAEGZHENHHMARBREEMANBR[BESE  MaRERER,

- “<N> datasets are already dependent on <dataset-name> dataset’ (228 <N> MIBEEXKB T <

BREEST> BMER)

MREZHEUN S — I BRBEERHCHER 10 MERBIEEN SQL HFEEMEN , WaHN
ZE IR

f# A Docker 28, 88
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- “Exactly one trigger type should be provided” (R ¥ t0 2 &t — fhfih & B85S #Y)

MREZHENLENBEITHMRBENEEEMLFMANBES , WarERER,

HEMX Docker BREsii A/ HETE
AAEREH B E X Docker RIGEITHREFIREMAZTEH FEEm LY,
S S

MAZEURENHE AT E N EFEEE— JSON XA |, B TFIIT Docker MR HY S £ #Y
/opt/ml/input/data/iotanalytics/params #, FHERZXHHNRE R,

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
},
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}
}

BRTHIBEBEMBMHAARA ID 4L , Variables 0@ E T iotanalytics:CreateDataset B

FIEENETE - EREIF , BT E example_var AEE hello world!, & custom_output &
ERERHTBEBENHE URI, iZ OutputUris FREERF[AFHAL EEBNBRIAMUE - EXR

Bt | ERTRE T ipynb A html i H BV ERIAR H URIL,

MAZE

B Docker MR B EF M params XH4FIENEE, THNWREHBFMITH params X4,
X 4R ITD M HITE example_var TENES

import json

BE X Docker REE @ A/MHEELE 89
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with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

LRt

B33 Docker B& S 3h KV T2 73k AT LU EL 41 S 7265 7€ Amazon S3 L&, 4 F“bucket-owner-
full-control” 17 [ 3Z #l 7 " MNEL R H . %GR 5IRAF @ AWS IoT Analytics RFEFXNE L&mEN
BE, EARRFGH BN L—RBIHTT R , ¥ example_var WA L& E params XHHH
custom_output EXH Amazon S3 L&,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

PR

BAMOBEFN A, —NBERTRTE3 SageMaker EHIUZMERRARBRILNR, HITHR=R
FEERAS 1AL,

B ENRFHUBE—NAG, MREFEH AWS loT Analytics #Hl & 8l E Y SageMaker
KB, BAETUIEFEEHCNEF AR , ZACFEFHIT SageMaker LB MBI E DA PR

ENELBNR, RE , CHUUAFHUNREEXLENRNAR, EFHCIE , BIE—SHM
AmazonSageMakerFullAccess REEH A BRI T REE,
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchDeleteImage",
"ecr:BatchGetImage",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

1,
"Resource": "*"
1,
{
"Effect": "Allow",

"Action": [
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::iotanalytics-notebook-containers/*"

BYRAFHERE-NAG  ZAGHRTNITREMFNNR, BEEERA AWS loT Analytics 12l
AXREFCBRE-NAG , BLFTHITIHERE, QZ—THMNATRBENEERENEE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"
1,

"Resource": "arn:aws:s3:::aws-*-dataset-*/*"
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},
{

"Effect": "Allow",

"Action": [
"iotanalytics:*"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

}

LT RBERBE =B,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",

R 92
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"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]

}I

"Action": "sts:AssumeRole"

B3t Java 1 AWS CLI £ H CreateDataset API

BIEBIESE., BIEEEMHBESNA queryAction ( SQL Eif) ) 5 containerAction (34T
BRICNARRF ) NBEFHEIRENHIE, LRENBRBEENER., ZBEETUEREA
CreateDatasetContent FziE% , WA URFELIEEN trigger BIER, BXEZEERE | 18
2% CreateDataset 1 CreateDatasetContent,

ES ]

« R 1- 012 SQL HIRE (java)

- ROl 2- bIEEFRENERN SQL HIEE (Java)

« 13- IEAT IR BN ERBIRE (Java)

« R4 - BIE SQL BEFEEENMARENBHFERESE (Java)
- 1Pl 5 - 83 SQL FHIEE (CLI)

- ~fl6-lEEFEEERMN SQL HIEE (CLI)

1 - Bl SQL BIEEE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

CreateDataset (Java &l AWS CLI) 93
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//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

R ITh st B9 5

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

=~ 2 - elZ2EBEERERR SQL #iELE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();

w2 - pIZEEEEERE SQL HiEE (Java) 94
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actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

pRsil:ng: ok e

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

=3 - glZBH TR AR BFNBRBIES (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List

R 3 - IR BH IR AR RN B RBIES (Java) 95
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List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BRI A5

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

R4 - I SQL HFEFFENAR B[R B[BIEE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

R4 - BIZLL SQL BIESEEN AR BRH B R BIEE (Java) 96
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RAriEmE

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List

List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);
final CreateDatasetResult result = iot.createDataset(request);

pRsil:g: Ok el

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

5l 5 - 812 SQL BIEE (CLI)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"}3}]1" --retentionPeriod numberOfDays=10

pReiling: ok e

"datasetName": "<datasetName>",
"datasetArn": '"<datatsetARN>",
"retentionPeriod": {unlimited: true} or {numberOfDays: 10, unlimited: false}

= 6 - IZEFEERERR SQL #IEE (CLI)

BENBRE—RIAFPFENNFEEBREEZNMEIEG. BIFEREBENE , BUUERE LIRS
EEEBEFENVTBELUNRBEENS , HAHBBENTON. BAEREE queryAction By
filters For A , BIIRE deltaTime RA|IEIEERTE (CreateDataset), BE , LR FLERER A

M5l 5 - A2 SQL ¥IEE (CLI)
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B FEft % 2R L BB BIBBIEE NS (triggers:schedule:expression), EAR L | X EETLAFFIL
ERENRBEOFRIEMES  XERBUAFINEAEONEERIENEETL2ES T,

HEiZRFIH  BIIGE-NHBES  eREATELREEFIENHIERR 15 28 831 12K
BENE, BIEE3 2484 (180 ) 1 deltaTime fRE , LA FEIRIEERTFEFHENERILR 3
S8, Bt , IRBFEENBFRELF 10:30 Q1B , NEANKE (SSEREERES ) AI8THE
BELF 1012 B L4 10:27 2@ ( BI LS 10:30 - 15 0% - 3 28 E| E4 10:30 -3 %% ) -

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

delta-window.json XHBELULTRE,

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": '"cron(@/15 * * * ? *)"
}
}
]
}
FRIIETRY S

w6 - tlEEAEERERE SQL HIEE (CLI) 98



AWS loT Analytics ArfEm

{
"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",
}
=i Ay
AR LEIER

A GEERUWMAMER Jupyter notebook ¥JE Docker BRESHIEE., MREEFRAE=HAHWENEIZ
K, NEFEERELXR  SENARTEEALZHAPNBRNTEERB, A, EiERERH HTML
AIBEE /RTE AWS loT Analytics #HI&H , NIEE R HTML (Wit EN L RBEENREFEN . £F6£
Az, FEREGEEEMNE=FELIEERNES,

RITER D TR —NMETR A Jupyter £i8748, Jupyter Notebook 12158 KV HIERIZFTE |
ALRITHISRZI N —RIRIT 2. BEXEZEL , BSRELREAER. (EIFE, RINBHE
JupyterLab R AR XA, ) EALURF Jupyter Notebook FETEEI—NAZH |, 2 AWS loT
Analytics & E LB 28t E B O AURE — IR | ZEFENHREERZT. B ITRIE
AASFNEEENBEOPBROT 2 BBRIENSTEL , REFHZELEEUATUEHITRS
o

WMRETE 2018 £ 8 A 23 LG EAAWS loT Analytics #2#I& 8172 T SageMaker =41 , N&H
WNBLERBIT R, HELAUTFRESSHLRG, BN , HRERT 5 HN S TREX
SageMaker 3=l /3 B ARAE{L. ETkK , Bi&k SageMaker ITAE , UATHASRMREG L&
F| Amazon EC2 #ZE&EARILT &,

F AR 2B AWS loT Analytics 25| & IRV EIEARESEABSRL

BIUREE AWS loT Analytics 2 A TMIEU T SBREIEFTH SageMaker 3, FEBIF Bz 2HFE
221t

MREEARB[CEEH B3 SageMaker 356 ( MLALFTR ) |, MARLEF RN IAM AEFKE | B
PNEFRET R, M&KE—F PR

1. EREIEAXEHIRTIT Amazon ECS WiFRIMXER , 17 SageMaker T1H Li%FE &R SageMaker
=
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Amazon SaQEMaker X Amazon SageMaker Notebook instances
Dashboard
Notebook
v Notebook instances

Notebook instances Q, search notebook instances

Lifecycle configurations

v Training Name v Instance Creation time v

Training jobs exampleNotebookinstance ml.t2.medium Jul 03, 2018 21:25 UTC

2. EIAM A€ ARN T , i£#F SageMaker i1TAE,

Amazon SageMaker X Amazon SageMaker Notebook instances exampleNotebookinstance
Hiasiod exampleNotebooklnstance

v Notebook
Notebook instances Notebook instance settings

Lifecycle configurations

v Training Name Notebook instance type
L exampleNotebooklInstance ml.t2.medium
Training jobs
Hyperparameter tuning jobs ARN Storage
Inf arn:aws:sagemaker:us-east- 1| Sl n otebook- 5GB EBS
¥ Interence instance/examplenotebookinstance
Models Encryption key

Endpoint configurations Lifecycle configuration

Endpoints -
IAM role ARN

arn:aws:iam:: S :role/service-

Status role/AmazonSageMaker-ExecutionRole-20180620T141485 [4

(@ Pending

3. 1%# Attach Policy (FfinRRg) , AEE LHM IR ERAYRME, 205R = AR
AmazonSageMakerFullAccess KB , MIF INZKEE,

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 7

IB3E LM Amazon S3 TEHRARICRBIHFELREELNEEREFIF , F—LHR1HE SageMaker
S5 B9 5 U o

1. 7E Jupyter A, %&$% 8,
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Z Jupyter S

Files Running Clusters SageMaker Examples Conda

n Upload New~ &

2. HERWRHBH  %iT K,
Other:
Text File
Folder

Terminal

3. HEAIRA , MAUTHERTR, MEENRZERBE, FIE  XEBFSLALENERRREZ
SageMaker 3£ £z 1T ET# R,

C Jupyter

sh-4.2$ |}

cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh

AR 2BEIE AWS loT Analytics 24 & 81BN E 1B ARE6E AR 101
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RAriEmE

FEH—MoH , LENT BETHRIENZE,

EMEILARRLT B

MR 2018 £ 8 A 23 B2 /G AWS loT Analytics ##| & 6122 T SageMaker 3241 , N2 B3)
ZRBB/T R, BULUBNM SageMaker EHI A EFBIZFIREFHT B, MREBRFHRENY
B, WAEdEHET W FEET AWS loT Analytics 124 & 012 E TS S HASE F 5IHEY

WEREMZT R

BIE AR LR

EATS , BIPFEIKRANLEABTHRILAZTNL R, B, BERE

SRILAMEIER,

B Jupyter £iEA |, RIEEER

1. B Jupyter EiEARF | 1% New (FTE) , AN TRIIRFEFMEAKER, (KA
BERB RN “Containerized” 713k , AURAZEERENEARNKLER, fll0 , IRRE—4
£ “conda_python3" X B K 4 Python 3.0 3% , &% “Containerized conda_python3” ) »

~ Jupyter

Files Running Clusters SageMaker Examples Conda

Rename ' Move n
1|~ | m/

3 loTAnalytics

@ O lost+found

&) Untitled.ipynb

2. EERELAPHIFFERAEZFERR[N , FEE R0 24

Quit

Upload (57

e

Notebook:

Containerized conda_chainer_p27
Containerized conda_chainer_p36
Containerized conda_mxnet_p27
Containerized conda_mxnet_p36
Containerized conda_python2
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)

Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2

conda_python3

ERELARRLT R
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File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv

3. WMARBELLTNER. B AIERR,
m 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name *

¥ Containerize

Beer-Tastiness-Calculator

Container Description

Mext

Exit

4. IBENATHEAZLIEAH Input Variables (i AL E) ( S8 ) . BALUERNEZARF BRI
FMNMATE  HENEBENEE, (FEE , XEZ ST IEiEARR , Fae N EHm AL
B, ) NF8MNaAZE , RB—fEH, ZETURARATEN TEER,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress
Name Type Description
ounces Double = X
brand String = X

Showing 1 to 2 of 2 variables

Previous E Mext

Add Variable
Previous Mext
Exit
5 EFEMHEMNERERPLIEAIREG ELEIR Amazon ECR 77 &,
BIERSFLIRE 104
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Mame

my-repo
my-repod

my-repod

Showing 1 to 3 of 3 repositories Previous m Mext

Previous MNext

6. &FE AL TFHRBERMCIRE

BREBEILEMABRNBR, EI% , FHFRCSERIEELEIE, ZIBARKE— /T,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit

7. T-RHERHE,

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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8. MREBENXMATRHIWE , WATM AWS loT Analytics #EH ANEIEA D BN B R[CIEAVIR
P

7BN0

9. ZUEBEZEME , ReR{LBERFME Amazon ECR # , BEES Al =M

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit

EHBEENBRH‘ITON

A ZEFXUMMAAFER Jupyter notebook #3% Docker REEMEE, WRESHFRAFE=SFWENEZIC
K, NEERZLNR . SENBBTREEAEHAPNBRIITEERB, A, EiERERH HTML
AJEEE RTE AWS loT Analytics #HAF , ANMEE R HTML Wit EH LIRHEENRGEN. £F6
Azl , FHREZEEEME=FELIERNES.

BALBIEBECHWBEENEEE , REAMEH AWS loT Analytics [REI1E1TiZA R, At , BEEL
4% Docker B H I H £ 2] Amazon ECR , R RERIBEREITASRE. ATRE—NMEA
Octave I 2R 4,

EHERBRE :

o A#iTEH E 2 %% Octave

o A#bit&E# L 2i&E Docker K

« B7% Amazon ECR = AWS loT Analytics 18X FREY AWS Tk =

ERABEEXNRER 07
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$9 1 : IRE Docker &

FHEREFE=NEEXMNH. HEMNRABUWT :

» Dockerfile - FAF Docker Bt I IENVIEERE.

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

- run-octave.py - X3RH AWS loT Analytics #9 JSON #1720 47 , 12T Octave B4 , H{HIW B £

f£%] Amazon S3.

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']

ERABEEXNRER
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

« moment - —/MEHERY Octave MIAS |, RIARYEfar A S W X4 38 E RV IR i EBS %o

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. TEEMNXHNAR, gl B, FRMBEXHHRAZE R , REcdEZE .

2. BT T @5,
docker build -t octave-moment .

3. BRZATE Docker FEEHFE — MG, BIBITUTHTRIEE,
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docker image ls | grep octave-moment

SR 2 : ¥ Docker & £ & F| Amazon ECR F&FE

1. 812 Amazon ECR Ff# .

aws ecr create-repository --repository-name octave-moment

2. 3REY Docker SR EM B FKE R,

aws ecr get-login

3. EHlAMHHAETE. MHNEUTRERLL,

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

4. A Amazon ECR Zf# ERZHRIC B 2R &,

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-
moment

5. TG #HEIX E| Amazon ECR

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

HIR 3 FFRBIBSE L Amazon S3 i

1. FUTAHBETHEXHinput. txt,

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745  ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 0.048276 0.075284  ©.125395
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549 1.897416 1.383577

2. BIEBF A octave-sample-data-your-aws-account-id 9 Amazon S3 Ff& .
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3. FF3# input.txt EEARERINIGIEH Amazon S3 FEE. WK , BRNZET —1MNER
octave-sample-data-your-aws-account-id WFEM#E , HHREEXH input. txt,

S|4 QIEBRBFNITHEE

1. A THABEHZEIE N rolel. json WXHH, fF your-aws-account-id BN ENKS
AWS ID , ff aws-region BN EHN AWS FIR AWS X1,

(@ Note

WREBFE—IL2BEFGLETXESR , ATFHLEEREBEZSRE, AXEZER , S
Ethe section called “B RS IBEERE R BPAE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"

]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:your-aws-account-
id:dataset/DOC-EXAMPLE-DATASET"
}
}

}

2. ERETEHR rolel. json X# , Bl —\@ SageMaker l AWS loT Analytics #5175 [l X BRAY
At
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aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. FUTHETHRER N policyl. json X , H4F your-account-id BN EHIKS ID (B
2 Statement:Resource FHE=/N ARN ),

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"
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},
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,
"Resource" : "*"
}
]
}

4. {EFRERIN TEHXH policy. json BIE—/ IAM policy,

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl. json

5. fF REEMMNEZAE,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

SRS ERABRRRFCIER-IMRES

1. FUTHAETHEEEN cli-input. json XA |, HAMBENHEER your-account-id H
region MIFRE =PI,

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

+
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"variables": [

{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName": "output.mat"
}
},
{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
},
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
},
{
"name": "order",
"stringValue": "3"
}

2. ERAERINTEHEHREN MY cli-input. json BIE—PMEIREE.

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SR 6 HRABBEERATER

J\i )\THD'DO

aws iotanalytics create-dataset-content --dataset-name octave-dataset

S]RT7  KEBEERR

Jg J’)\TEDTJO
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aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \

$LATEST
2. IR EEZE S/ Lo 8hetE |, B3R DatasetContentState 3 SUCCEEDED,

S, 8 : 1£ Octave HITEN % H

1. £/ Octave shell BIIZ1THA SMNAEBHITEHN@E

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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A #{t AWS loT Analytics {3

¥ AWS IoT Analytics ZIE A #11t , RAIEA AWS loT Analytics 2% & 2 Amazon QuickSight.
FH

- EAEEA T AWS loT Analytics 1

« {£/H Amazon QuickSight S5 AWS loT Analytics Zk#EaT 1k

ER#EEIA AT AWS loT Analytics #xi&

AWS loT Analytics AT7E AWS loT AnalyticsiZ#| & W AR BEEN BTN H LBRA BRI HIEEN HTML
W ( ATESF output.html AIRE ) . Flin | MREE X —N=1T Jupyter notebook BB E5 5 IE
& , 7 Jupyter notebook FEIZAIMLAR , BRIBEBETERLUUTAR,

JUD}’tEI’ spéctmgram Lasd Chackpoint an hour age (sulosaved H
1 ’
B + » a3 0B + + W B C v Coll Toolbar pee
In [1]): from icipy.lo import wawfile

rate, X = wavflle. read( test

In [2]:  import matplotlib.pyplot as plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd.plotdx); axi.ser_uivle('R gnal’y
axl.specgras{x); ax2.set_title( Spect
plt . show()

RE  FUEBRBEEANRRE , EUUEEFENEEERNENEH LEFTZTALLAR.
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https://console.aws.amazon.com/iotanalytics/
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Hame Versbon Datg Created

BXRBIEIZ1T Jupyter notebook WA RHEENE R , BSHEH T TERRE,

£/ Amazon QuickSight 281 AWS loT Analytics BIE AT #11t

AWS loT Analytics #2#t5 Amazon QuickSight W E & K. Amazon QuickSight & —TURIE M 55
DRSS, TRATHETRLANS , HITREN 24 , HRESNENBIEPIRE LS NE,. Amazon
QuickSight ERLAT U BEHR+TAF , HBIEAB KW AEFF 5|2 (SPICE) 12411 51 K B Y
fE. BT LATE Amazon QuickSight $3 & & FIEREEY AWS loT Analytics EiHiE 5 7 7F 14 6 2 42 HI E AR
MAIEAR. ATAEXEXEPEER Amazon QuickSight.

EF AR Amazon QuickSight AIM{LNE |, B4 FBIE Amazon QuickSight Ik, TEIREBKF AT |
HH#R R Amazon QuickSight 12 7 5 E#EH AWS loT Analytics ZIEHNR, MBEEESEKS, |
BFEYEFREEA. EE QuickSight, £ MNPR , X Amazon QuickSight 5B EH AWS loT
Analytics ##E. 7£QuickSight T5[F] AWS BRF T , EERINZMIER , RFIEH AWS loT Analytics 55
DB EE H R EHT,
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html

AWS loT Analytics

Account name:
Edition: Enterprise

Manage users

Your subscriptions

SPICE capacity

Account settings

Security & permissions

Manage VPC connections

Domains and Embedding

Security & permissions

QuickSight can control access to AWS resources for the entire account in addition to individual users and groups

. QuickSight access to AWS services

- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Add or remove

. Default resource access

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

REKF G , NEE R Amazon QuickSight 2§l & EFIEFRH 2T MFRIEE |, AFIEEFE AWS loT

Analytics fERNIR. BABBERNEHN , BRESANGES | RAELE QIBZBER.

AT ML (QuickSight)
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New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

BIBHIFRE , &8 7 LAE Amazon QuickSight RRIZTH{LRNAET .

Fields list
UD” ........ |
Visualize iant | A I -
B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped
Options
Q H ey
Suggested
Story
Chooze 1 or more fields and let QuickSight choose the most appropriate chart
Visual types v
- 8 -
[£]= 4l = i
- ases
= |l ~7 i
| B et
!' S e .l. “' ":
RN A1 :

AT H 1L (QuickSight) 15
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A< Amazon QuickSight ZHIERMBIFEEME LR , FSH Amazon QuickSight X,

AT ML (QuickSight) 120


https://docs.aws.amazon.com/quicksight/index.html
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LIRHY AWS loT Analytics BIREMERE

HTHEERANBE, WEE, NEFEAEE  ATNEEEIRENTRAN S N RRIRELD
B TLEIR. AN EE SRR U I T R

£

. EXFENERLA

. 1 IAM B RS

. FRERS

BRIFENEARANA

PRI RRENE (FIIAE, PTEESRIAE ) X AWS loT Analytics BRFTHE, XELAE
TZEAXBRAFERREA - ZAMREIBARRNFRERBIRFIFERR. BMIHITESEENLH
—MNBA—ANALEE, i, BAURNBEEN —ERZ , LBREARES/NEENE RIS R,

BINBYUEHNEXRREIT—ARE , UERENEE, FA-HEENNRZRE  EBRRNSEM
B, B RERMAIRZIE RFTEE R R,

R AR AR T RMBRER, HEMTENATEE, BEE. BEFERIEE

B, AWSRAER—11ES B IR{E (CSV) XHFAWRADTERSE , ZMEERELEENERRMEL
A, BAILLRERRLSERF (BIRAF O, NRARFEMIAMEE) HIRE | UERESHRSH
A, BRNEADEEARENESRESR , H5H AWS Billing A EEFRIEA RS2 EREL,

RETFER , BELUEHAAWS Billing and Cost Managementi2#l| & RS wEERT |, LRESREST
—MATUEMEERENETME—NEE. BXEZFEER , 2 AWS Management Console A
TN EREERERR.

BT LAE AWS CLI 1 AWS loT Analytics APl &b EBHRE, AIECIERSHTEEEE. BUELE.
BREFEHNEEXK ; AEA TSP EA Tags (IRE) FE& :

* CreateChannel

» CreateDataset

* CreateDatastore

» CreatePipeline

B LA ZFREN I AR FRN, BRIPERIRE, ERUTHT

BRI EH EA TR oY


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
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« TagResource
« ListTagsForResource

» UntagResource

B ME SR BANE , BT AERR R T RNVARE, BURFENERNEZNFZHS  BREFR
RHIRNZEE, NREFNNFENESZEE LNEFENENER , FNERSBSIBE, WRH
BRELR , MIPAE 55 IRAR X AU PR S ED R BR

£ 1AM KB E PR

& AT LAE |IAM KBEHORF Condition 7t ( 8759 Condition R ) EUTHRA LT XRME—EE
A, BURER RV SZGIR P HRRR (MR ) -

- fff iotanalytics:ResourceTag/<tag-key>: <tag-value> AW RIEL T ENRIHNE
B LW AP B’RE,

- £/ aws:RequestTag/<tag-key>: <tag-value> JEREXR HAEBRIERATFHREN TR
APl EXREIIER ( XA EA ) BEHRZ,

- A aws:TagKeys: [<tag-key>, ...] AIERERHAUBRERATFIRENEREN APl FK
RER (RFER ) — AR ERSE,

(® Note

IAM policy FHI &M L TXRBMEMCER T R IEN RRNRRFRLESHH

ARLE AWS IoT Analytics B, Hltn , FRBIESKH LT XRBMEARTAELER
DescribeLoggingOptions , RAEZERFZESIAEMAARIEHNER (BE. BIEE. ¥
BEE#HIEE) .

BXREZER  BF5H (AM AFER) FREARSERIFR. ZEM IAM JSON RS E —T
BE IAM Ry JSON R TR, TEMTMEEZENFMEE, FHRNRHE.

LT RBIRENAMNETIRENRS, ZURERBINA,

1. TERABREMRIRL env=prod” ( BZR RHIHPH "aws:RequestTag/env" : "prod" 17 ).

2. TEERR B R EFIEHRZ env=prod’ N ER ( ERHIF , HSRE
"iotanalytics:ResourceTag/env" : "prod" 1T7).

1£ IAM KB R ERRE 122


https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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{
"Version" : "2012-10-17",
"Statement"
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" "prod"
}
}
1,
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env"
}
}
1,
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource": "*"
}
]
}

BRETUNEENREREESIMMEE , BERFENEESRT , ML TROIFR

"StringEquals" : {
"iotanalytics:ResourceTag/env"

[Ildevll’

"pIOd"

lltestn]

1£ IAM KB R ERRE
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® Note

MRERFEHEAFAELRFHRRR , HF5L4ERENIEL A EMEE R 7R BRix
LAREMNThEE, BN , AP AR B WG RRSE ST BRIRE |, FIREBIZFR T FIER,

PR PR &
TEREMFRENEARS :

. BMNERNEAIRZH -50

- RAFHKE - 127 1 Unicode FF ( KA UTF-8 =R )

- RAREKE - 255/ Unicode % ( XA UTF-8 &= )

- RERNEX D KINE,

- BOEREENBEFEM aws: prefix , BATEN AWS EAME. BT ERE M R LA
BOIRLEENDE. EFLIENTERITABNERNFEHRS,

- MBEEBHHFICERNANSNRSNERER , BESECRS TN ATERANFZHERE . BEA
WEANFHIE  TA UTF-8 BRARTNFE, ZRABFURATERFZRF+-=._1/ @.
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AWS loT Analytics ARy SQL TiAR

BIEERMEA SQL RERXEIHIEEME FHBIEERK . AWS loT Analytics £ 5 Amazon Athena

AR SQL i), WHEMEZER

AWS loT Analytics 33 ANSI #54 SQL 1BEM T 5.

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

BRSEHHER | HS 5 Amazon Athena XHF S EE 2
AWS loT Analytics 1 Amazon Athena RXIFLLTASA :

« WITH¥ 4,

« CREATE TABLE AS SELECT i&4

« INSERT INTOiE4

- MigmFIER , LFER USING 1297 EXECUTE,
« CREATE TABLE LIKE

- DESCRIBE INPUT #1 DESCRIBE OUTPUT

« EXPLAIN &8

- FFEXHEE (UDF 3 UDAF)

F&
« AWS loT Analytics X ## SQL ZhEE
« &R AWS loT Analytics Ff SQL &Eif#Y & ML [0) &

125


https://docs.aws.amazon.com/athena/latest/ug/select.html#select-parameters
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AWS loT Analytics X358 SQL Ih&E

BIEERFER SQL REXNBFEE#HEPHOBRFEERN, &
Presto 0.217,

XN HIERE
AWS loT Analytics 1 Amazon Athena X #FXLEHIER A,

 primitive_type

e TINYINT

 SMALLINT

 INT

 BIGINT

 BOOLEAN

* DOUBLE

* FLOAT

* STRING

« TIMESTAMP

* DECIMAL(precision, scale)

* DATE

« CHAR (EEEEKENKEREENFZHFHE)

* VARCHAR (EEEEKENKEJZN FRHIE)
« array_type

* ARRAY<data_type>
* map_type

* MAP<primitive_type, data_type>
 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][, ..

£ AWS loT Analytics HIZ1THERETF

1>

X9 SQL Zhee

126


https://prestodb.io/docs/current/release/release-0.217.html
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® Note
AWS loT Analytics 1 Amazon Athena FXiFFLEHIFEXRR,

X

Amazon Athena %1 AWS loT Analytics SQL IAEE F Presto 0.217, BXHEXEH., BEFMNRER
MER , BSH HBRZER UK Presto MR AT EHKET,
- BEZEF

- HREBNEZHEF

- ZHERERX

- RREK

o RBEE

- THHRBNEZER

- FHRHBNZER

o THEHEIBEEK

- B ERBNZER
- EMREXEH

- JSON BBz &R

« URL K%K

- REEE

- BEOBEK

- BEEH

- BARBNEZHEY

- RARBHNEZHEE
 Lambda RiAXME LK

- Teradata BEH%X

X R 127


https://prestodb.io/docs/current/release/release-0.217.html
https://prestodb.io/docs/current/functions.html
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® Note

AWS loT Analytics #1 Amazon Athena A AP E XK BEE ( UDF 3 UDAF ) 7T

=

BRIR AWS loT Analytics H SQL &Y FE A 8] &
FRAUTESTHEEIEHEE AWS loT Analytics B8 SQL &if i\ &,
- ERVUSEES  BEHIEMNLES —NRSIS, FTENXMERENEISRE.,

Example R4

SELECT '0''Reilly’
- BERUTNE , JEMERREISFHUTRILIT XN BEF#E B HEER,

Example R4

SELECT "_myMessageAttribute’ FROM myDataStore

- ENEBRFENENHTEY , FANGI S HEERFNREFHEBEHREREXR,
Example R4l

SELECT * FROM "myDataStorel23"

- ENREAXBFHTENL , FANGISHREXBFREER. UFESEE,
EAPREXBFHIIR

HZ M SQL SELECT

BB SRR

128


https://docs.aws.amazon.com/athena/latest/ug/reserved-words.html#list-of-reserved-words-sql-select
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Z£ M AWS loT Analytics

TEEAWS BREFZE, ENAWS BFF |, BAUZRTENREASHZEBREALNERMY
ERBAER OMMLZEY,

RERMFHEEE AWS 3T, REREEXFEHRNCZNRZEMNEZTIN LTS

. TEE-AWS AFRIPE AWS mHIZIT AWS [RSHERZEN, AWS ERBRETUZSEHN
BRSS. fER AWS EMMITRIN—889 , RINZLERNEREEHHE=FITAFTNXFE
if, BETHEANEMITEI AWS loT Analytics , IES RSN iTRIK 2 HISEERNHIAWS RS

- DIKEE-BNREABEAN AWS BRFRE, EEFTENHMARNE , SHELENBFEHHR
., SARNERUNERREREN,

AR ARG E BY IR T ARAE F A B i R R - B SRR R AWS loT Analytics, AT EBEIE ST 48 a8t 17
ElE AWS loT Analytics LUBRE BN EZEFEN M B IR, BB FES maEREHM AWS BRS K& B &
W MR R AWS loT Analytics &R

AWS Identity and Access Management £ AWS loT Analytics

AWS Identity and Access Management (IAM) & —I1 AWS RS , AISBIEE A R mIZHT AWS &
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aws :SourceArn &,
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AWS loT Analytics B IR A5 Rl DOC-EXAMPLE-BUCKET,

{
"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"
P
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0OC-EXAMPLE-BUCKET/*"
P
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
]
}

JEE aws:SourceArn &M - HE , Nikki B A A aws : SourceArn &4,
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"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE"

{5 Amazon CloudWatch Logs FA3E

A Amazon CloudWatch Logs # 1T 126 , AJfF L HIUBBEREEE, U THRRREER T 01
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- 2RFMHLETXEMA , aws:SourceArn

- BEHME AWS K ID B9 aws: SourceAccount

+ 5 AWS IoT Analytics # sts:AssumeRole ERXEKMNE AR

WMTRBIFRR |, & 123456789012 H#H AWS 1K ID , & us-east-1 H#HN AWS loT Analytics K
FATEXE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*/*"
1,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}

BXSHAMEE Amazon CloudWatch Logs WEZEE. , S the section called “H &1 R

FEFEEN AWS loT Analytics &R (TIRERIETAFS

MEFR AWS loT Analytics X AWS loT Analytics BIRMITIRE , XERETAELIBEIEEREY
T, NBSIEHIVEERBRE , TERAU T ROEREBKRREE T AWS loT Analytics HI R,

« F53E AWS loT Analytics &8 M EiE 17 1%

« AWS IoT Analytics ZiiZEE N AL IEMAN M RS BB ETMBA
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B8 AWS loT Analytics &8 M 5 iE 176

BEERA 1AM A RS AWS loT Analytics KFREZGRH AWS BiR, A LEEHNAEHIEE
ERIEFA , A7 aws:SourceAccount TEFIEE AWS K/ |, HZHiNEl AN EEREN
aws:SourceArn JTEFIEE AWS loT Analytics R ARN,

FELULTROIF | 123456789012 BN AWS IKF ID , fF arn:aws:iotanalytics:aws-
region:123456789012:channel/DOC-EXAMPLE-CHANNEL &t AWS loT Analytics EBE
REEME ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-
EXAMPLE-CHANNEL"

ETHMAEXBENMEEHNE,REE S EHETNESZEER , 52H (AWS
loT Analytics APl &) A# CustomerManagedChannelS3Storage A
CustomerManagedDatastoreS3Storage,

AWS loT Analytics & & R A& A F N H B5 AR5 R B R IE T

EEBIEEE RS REET Amazon S3 = AWS IoT Events Bt AWS loT Analytics FT&IEH IAM A&
ATRERIBEEREFNRIERE, HEFLEHIRENREREE , % aws:SourceAccount TEHIEE AWS
W, HEKMMEIABHEERE aws::SourceArn JTEFIEE AWS loT Analytics &EJRHY ARN,
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CustomerManagedChannelS3Storage.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CustomerManagedDatastoreS3Storage.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC-
EXAMPLE-DATASET"
}
}
}
]
}

AXEERREENTEEANNEZEFMESR , FSE CAWS loT Analytics APl &) HH

contentDeliveryRules,

AWS loT Analytics T & 178 SR BE =451

RIMBERT , AFNAERECIERIER AWS loT Analytics FIRHIRBR, 1t TT3EER AWS
Management Console AWS CLI, % AWS APl #4715, IAM B A X612 IAM Rig , SUERA
FRACRFNRUANENEERRMTISEN AP 2E, RE , BB AN XL RIEMINEE
EXENRHAFNA,

ETHRNMAERXL RS JSON KX H0IE IAM ET S HHNXKE , 28 IAM AP EREHPNE
JSON JEI = L 6 SR B

ARELENESR :

- EMSEXE

- EF$2RH] AWS loT Analytics &
- ATAREEMHIIB SR
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html#iotanalytics-CreateDataset-request-contentDeliveryRules
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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15— AWS loT Analytics % A
- BREFEHRZEF AWS loT Analytics 58

REERIEREK

HETEMNERBKIIEERK, SNREREEATLUEEZNK, PIZE, 7RI ZMIER AWS loT Analytics
RR, XWIRETRESE AWS KP4 KA, SIZNRERET S MHREN |, HE/UT ENFZE
™

-« JFEAFER AWS FEERRE-E AWS loT Analytics TRIEFFIAER |, {HEA AWS FEE RN R TIRHER
FANR, XERBEELNIKSHRY , HB AWSEFNEH., BEXESEE , HZH IAM AF
EEPHNER AWS HEERAIRRA .

« BRYFRENR - QIZAECRERN , ABEFRITESHENTT, KITBRIARTRENRR , RER
FREERTHENR, IFMLEE-FTHABRRTITRARHNRAEBZRHKENRRRENLZ S,
BXREZEER , F5H IAM AP ERE PR THRENR.

- ABBREBHA MFA- RigREETLYE  EXRAFERZESHRIE (MFA) RiGRIBURERD API &
B, BXEZER , 521 (IAM AFE™E) FHNE AWSHERAZEFHRIE (MFA)

- FAXBEKRERRSM - EYSTTHEEAR , EXETSHONEBREBLEER T AFIHRRE
o plan , BUREZRMGRIEEERSIKRE AFH IP i BE, BEAUERESRYE , MENR AN
EEBHHRAESEEANER , REERMEH SSL H MFA, EXEZEE , B8 IAM AFES
FH IAM JSON ERETE - &t

FE#2E AWS loT Analytics &

Ei5 [ AWS loT Analytics #2414 |, B4R E —HRENR. XERBLAAFEINHNETEGRE
9 AWS loT Analytics ZIREVIFMAER AWS Ik, MRBIBHAFENRENREA=RANETSHN
RS, XY FMMNT ZREENE (AFRRAR )  BHANEERTMBEEET.

NBRXLERAARPATTLAGER AWS loT Analytics #2H & , EERELT AWS 15 5K B F)iX LE38
&, BXREZER , E5S5 (AM AFER) B8R AP R INER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotanalytics:BatchPutMessage",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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RAriEmE

"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:

1,

"Resource":

${channelName}",

"Resource":

${datasetName}",

"Resource":

${datastoreName}",

"Resource":

${pipelineName}"
}

CancelPipelineReprocessing",

CreateChannel"”,
CreateDataset",
CreateDatasetContent",
CreateDatastore",
CreatePipeline",
DeleteChannel",
DeleteDataset",
DeleteDatasetContent",
DeleteDatastore",
DeletePipeline",
DescribeChannel",
DescribeDataset",
DescribeDatastore",

DescribeloggingOptions™

DescribePipeline",
GetDatasetContent",
ListChannels",
ListDatasetContents",
ListDatasets",
ListDatastores",
ListPipelines",
ListTagsForResource",
PutLoggingOptions",
RunPipelineActivity",
SampleChannelData",

StartPipelineReprocessing",

TagResource",
UntagResource",
UpdateChannel",
UpdateDataset",
UpdateDatastore",
UpdatePipeline"

"arn:${Partition}:iotanalytics
"arn:${Partition}:iotanalytics
"arn:${Partition}:iotanalytics

"arn:${Partition}:iotanalytics

:${Region}:${Account}:channel/

:${Region}:${Account}:dataset/

:${Region}:${Account}:datastore/

:${Region}:${Account}:pipeline/
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}

N FNFA AWS CLI 5 AWS API AP , BEENHBRERERZEF AR, Mk , RAFHRER
2R MITH APl B/EM TE R 1E,

AFAFESMHINE SR

HROIE REFAMACIRRE , SMEAT AFEERNIEAFSONNERMNTEERK, LERKI
FEESS LSEER AWS CLI 5t AWS API BURTE T 25T R IR R IR .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:username}"
]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

| — AWS loT Analytics % A

T RGIH | EBERFAF AWS KF GRS EF — AWS loT Analytics 378 #I1X
BRexampleChannel, ZAREERFZAFRM, EHMMBIREE

KRB AT iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel R, BXRNAFRTINIRIHEAZE AN R X LNRA Amazon
SI|RHFHVEL A , BLREL A  FRAA- RSN FHEEN LM,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action":[
"iotanalytics:ListChannels"
1,
"Resource":"arn:aws:iotanalytics:::*"
1,
{
"Sid":"ViewSpecificChannelInfo",
"Effect":"Allow",
"Action":[
"iotanalytics:DescribeChannel™
1,
"Resource":"arn:aws:iotanalytics:::exampleChannel"
1,
{

"Sid":"ManageChannels",

"Effect":"Allow",

"Action":[
"iotanalytics:CreateChannel”,
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel”

1,

"Resource

:"arn:aws:iotanalytics:::exampleChannel/*"
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https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
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}

BREFRLEE AWS loT Analytics $E

B UERAETERNERBEPORGBEIRZIZEIT AWS loT Analytics BRI G RNR. RIS R
WA BRI RBELLRTFEE channel, BR , X3 channel #+% Owner EEZAFPNAFZNER
FTRFUNR, ZRBEESRFERSE EERZBRIEMENNE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
1
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

B AR R B M N B B R AF . MRBNMWAFrichard-roezi#&E%& AWS IoT Analytics
channel , Mchannel &%} H# fT45id0wner=richard-roe or owner=richard-roe, &
N, R EIEL G, REFRZHE Owner FEEL Owner M owner , BAZBBEMRTX O KNE, &
XEZEER , BZ2H (IAM BFEm) F#8 IAM JSON ErTE @ &t

Xt AWS loT Analytics & 18 #0177 Al 3 1T S FE HERR

FERAUTEERBEESHAEEELER TTAEERIAE R EZ AWS loT Analytics,

ES}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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« BERXEUTNERITRIE AWS loT Analytics

- EFEBIIT iam:PassRole

« BERAWERUAHA AWS IKF G EFKE AWS loT Analytics IR

BEREUATRZEHITERE AWS loT Analytics

R AWS Management Console FiFERETXNMITREIURIE , M AR REE AT KRB, BHER
ARENERHEAF B NEBA DA,

% mateojackson AFZAFEAEHAEEFEX channel WiFHAEE , EFEE
iotanalytics:ListChannels X PREY , @& £ LT RHI4EEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘ListChannels’ on resource: ' “my-example-channel’"

FEXMERT , Mateo BRI EE R EFMERRE , LA FMER iotanalytics:ListChannel
B4R my-example-channel &R

TN 1T iam: PassRole

MRBWE —MEIR , KALBTRIHIT iam: PassRole B , NS MEHMRBEUA T LT ARKIES
AWS loT Analytics.

BE AWS 7S AR ABRKEALIZKRS , MTAREIRMNBRSALIRSHERAR, Hit,
BB MER /A BLEIRSHINR.

L EZ AN marymajor B IAM AP 2R EAEE A1 AWS loT Analytics P HITIRIER , 2 X E LT RHI

Hix, BR , BRE4AEARFAGHR THNRT AAHRITHEE. Mary TEBEFACELEIRSH
R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KB L A F#EINAT iam: PassRole #1E,

MREFEHRDY , BTHRRAEN AWS EER, ENEEARRHEREILEN A,

Xt B 12 F 7 ) 8 T M FE HEBR 148
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BEATRUANA AWS K 5B FEH AWS loT Analytics IR

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
DEEH#ESREH , AUEFAG, XN TXRHETHRRNRBEHIEFZH TR (ACL) WRS |, &WT
{5 FIX LR BE 0] A 5 R T2 1889 FIR BV 15 R X o

ETHREZER , BZRAUATREA :

-« ETHRER AWS loT Analytics ZHIXLETEE |, S0 AWS loT Analytics £ 1AM,

- BT7HNARENERENERNIGERER AWS K/ |, 28 IAM AFERETHEEREE AWS
KB5S —A IAM A PR RAR
- ETHRNMEE=FRENEHRROIGRERNE AWS K- BSHE IAM AFERTHNEE=51R
HiFER. AWS Ik
- ETHNITBEESFHREVIERHBIFENR , B8 (IAM AFEE) PHRILEARS HRIEL
AP ( BBRERIE ) REHRNGR,
- ETHEAACHNETRRNRBETERK-SFRZENZES , E360 (AM AFERE) B 1AM
AE5ETRENRBEATE.

AWS loT Analytics Y HEIER MR

AWS RERMT ZF A FUIE AWS loT Analytics WTE, BAEEEFHN—ETEUEH#HTE
B, —STEEEFHTH, BUERTEIINLETISENE.

Hah4ET B

BAIERUT B s T EREE AWS loT A EHIE IR RE -

« Amazon CloudWatch Logs — ¥5#2, #f&fMiFERE AWS CloudTrail REEXIEMN BEXH. BX
E%EE , 5% Amazon CloudWatch AP IEEHH 1+ A Z2AWS CloudTrail #5312 B E 304

« AWS CloudTrail BFEK%#E - EKFREXZHEXH , B CloudTrail BENXHEIEEF
CloudWatch Logs k#7312 , A Java wE B ENENARER , BiE CloudTrail f24tH B &
HREEARKEEN. BEXEZER , 52 (AWS CloudTrail AP E®E) FMEH CloudTrail B&
X4,
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-service-with-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
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FHEAETR

Y592 AWS loT 5 —NEER T RF 312 CloudWatch HERBEHEHIBLINE ., AWS
loT. CloudWatch MIEE AWS RS2 & ARG HAREHEN AWS MRS EAE, BIUEE
#E AWS loT Analytics L B EX 4,
« iZ AWS loT Analytics #4IA &R :

- BE

- BiEFE

- BiEE

- £iER

- RE

- 3
« CloudWatch FTWE R :

o HETBERARE

- FENRFEEX

« RFETIRR

Lo\, ERIBAEA CloudWatch HUATIA TR 4E
- BIEEHEVEFERAGEZRER OB RS

- LRIERBIER , SHRRIBA FERES
- BERANKZEFRBER AWS BIRIEHR

- DIEARBEBERIEBEXRRIENEA

£ Amazon CloudWatch Logs Y312

AWS loT Analyticsf£E 8 Amazon CloudWatch X3 1T H R85 &0 LAE A
PutLoggingOptionsAPI ##4E AWS loT Analytics /3 F FELE Amazon CloudWatch H&i2%o
AFHNBUMAER PutLoggingOptions 5 AWS Identity and Access Management (IAM) , 3 AWS
loT Analytics Bt &1/ A Amazon CloudWatch BH&EIEo

A< CloudWatch Logs WEZEE |, i55 @ Amazon CloudWatch Logs FiFF#E/. BHX AWS IAM Y
BEER | T2 AWS Identity and Access Management I 8 /o 150



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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(@ Note
£/E A AWS loT Analytics A&IERZ 8l , iI§5 4 T ## CloudWatch Logs R R. HHE
CloudWatch Logs G RIN PR A F B EEENIERER, BXESZEE , 2 Amazon
CloudWatch Logs B & 3 5 iF F i 8] 2 #l,

B2 IAM Bl EABEICH
B2 IAM A& LLUE B Amazon CloudWatch B&EidH

1. fEH AWSIAM 24l AT AWS IAM CLI &% createRole BIIEZEHEEXRER (SEFE )
B IAM B8, Z{EEERME Amazon CloudWatch 324 F A BBENR,

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

exampleTrustPolicy.json XHEEUTHE.

(® Note
HREABFE—NILERFHLTXESA , ATHLERERELEMBE, & 123456789012
BRI AWS IKF ID |, fF aws-region B REH AWS BiR AWS Xifl, BEXEZ
£8 , 53 @the section called “BIRS BB R IE R BBHE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:*"
}
}

LU , £ AWS loT Analytics PutLoggingOptions &aEt , A LUERIZAEE ARN,
2. f£A AWS IAM PutRolePolicy X PR KB (a role policy)MimEIZER 1 hElBZHNAE,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

5l RolePolicy.json X EELLTAR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream"

1,

"Resource": [
"arn:aws:logs:*:*:*"

]

]
}

3. E#&EM AWS loT Analytics 8] Amazon CloudWatch % HEZE 4 , & B Amazon CloudWatch
#% PutResourcePolicy.

@ Note
ABEEEREZEMHE , RNBWUERBFREEFIEE aws:SourceArn, XBRH T iH
BIBR , REZRKEEEKFNER, BXEERERBNEZEER , 55 M the section
called “BB IR BB R E R BT,
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/logs/put-resource-policy.html
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aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json XHEEUTRRFE :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:%/
xn
3,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
]
}
BEXEABEIER

M PutLoggingOptions @5 AWS loT Analytics Bt & ##/5 A Amazon CloudWatch A&i2
F. loggingOptions FEHFH roleArn NAZBEL—THLENAEH ARN, ERTSAEH
DecribeloggingOptions TR EMLRK B HIZFIETIZE,

PutLoggingOptions

RIEHEFH AWS loT Analytics BEIED, WMREEFHEM loggingOptions FERHNE , NHRZFE
— 5kt | BT EEAEN, WA, WREBEURMMEIBE roleArn FROFFIEEACHNER (i, B
ELHEKE ) K WHRZBEERSW , ERTEENR. BXREZEER |, HSHPutLoggingOptions,

f# A CloudWatch Logs #1742 153


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
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RAriEmE

DescribeLoggingOptions

3 AWS loT Analytics B & iCFKIETHY 2 5118

FDescribeloggingOptions,

WAZEME, ERN%E

B, BXEZER S

AWS loT Analytics £¥F A T E#RA Amazon CloudWatch & :

R ZE e
AWS/loTAnalytics
B

ActionExecution
ActionExecutionThrottled
ActivityExecutionError
IncomingMessages

PipelineConcurrentExecutionCount

“E

ActionType
ChannelName
DatasetName
DatastoreName
PipelineActivityName

PipelineActivity Type

DU
ENITHRENHE,
ZREIAVERER,

AT E B E B B A B Y HH R B

HABEREEHE

FEMITHEBEDHE,

DU

EESIVRERE,

IEE SR EER B #Ro
EERNNBEREN B
EEBEANBEFENE T,
EEBEANEEEDNE .
EERUNEERNNRE,

f# A CloudWatch Logs #1742
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
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HE BN
PipelineName FEBUNEENE R

£ Amazon CloudWatch Events 15 3%

% AWS Lambda 5EZI B E] & £1Z2 1T R4 IRAT , AWS loT Analytics & B3 E4 & E) Amazon
CloudWatch Events, LtEHTEFMMEIRE B UK FM ARG EEEHE 2/ Amazon Simple Storage
Service (Amazon S3)F R ZF4A, BRI Amazon S3 ZRAEFH LB RUEBENBEEHE, BXEZ
ER , FoR EFLEEEHE, (AWS loT Analytics APl &) H# StartPipelineReprocessing
M {Amazon CloudWatch Events FIF#§m) FH T A= Amazon CloudWatch Events”s

I&E ] LAEL B B #% , £ Amazon CloudWatch Events 8B & X BHRNITEEIRE, H

m | SO L& A8 E1E] Amazon Simple Queue Service (Amazon SQS) BAFIs | A58
StartReprocessingMessage API R4 EB{R1F1E Amazon S3 W RHRVBEEHEE. Amazon
CloudWatch Events X#ZMEBW B , Hla0

* Amazon Kinesis Streams
AWS Lambda &k

« Amazon Simple Notification Service (Amazon SNS) F &

« Amazon Simple Queue Service (Amazon SQS) BA %l

BXRAZEMWBERRIIRK , 239 Amazon EventBridge FAF R H# Amazon EventBridge B #%o

CloudWatch Events &R & Bk B FrA 0L T A1 AWS loT Analytics #IREY AWS Xigl, BEXEZ
E8 |, BSE AWS — x5 E PRRS in S M ELE

3% AWS Lambda 5E3) Iz 1Tt R4 IR X% 45 Amazon CloudWatch Events BV & {E A LA TH&R R,

"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",

"resources": [
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"pipeline-arn"

1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"
]
1,
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"
}
}
TEIEA
{
"version": "Q",

"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:02Z7",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15

00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"

]
},

"activity-name": "LambdaActivity_33",
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"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012: function:lambda_activity"
}
}

&3 Amazon CloudWatch Events 3k BUAE R 24 4E & Al

LIRFERARBIEERBDBRNBFECERBIESER B EERBE IR ERMNENEURTAE, AT AY
R |, BB M A queryAction (SQL &if)) , ELIEHUEERIEE QueryFilter K9 deltaTime
RBE., AWS loT Analytics N EEEERBRNIENEE , H BENWKBEENEFENBEER,
HER iR @ A Th8E /o 1F AWS loT Analytics TE234E i T 18 £ 8% B EIARY , JBIY Amazon CloudWatch
Events ZZB4H,

BT LAER AWS loT Analytics ##&l&. APl, AWS Command Line Interface(AWS CLI) 8 AWSSDK
NPTEEEELERBTERN

£ AWS loT Analytics APl &1 | LateDataRuleConfiguration X R& REIEER IR BIFH W%
B, WXRREE CreateDataset # UpdateDataset APl #R#EXEXH Dataset R —ZB5 -

N

4
SHIRER AWS loT Analytics ABIEBECIRIERKFEMAN N , YIEEUATEER :
ruleConfiguration (LateDataRuleConfiguration)

BEERBEANEEFENG

deltaTimeSessionWindowConfiguration
AEHEMNRAXFEEINEESENEN,

DeltaTime & EA B E R, EAILUEN DeltaTime A LR ITREIEHIBEF#H N BEQERK
BENSB. BX DeltaTime WRHl , FSRFEAEEED (CLI) A2 SQL HIEE,

timeoutInMinutes

—ANEtENE B, EAILAER timeoutInMinutes ik AWS IoT Analytics A At E4LIE
RATRERMNIERBIEEH. AWS loT Analytics —)X I8 CloudWatch Events &% —#t3&
A,

KR . B
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BXEE : 1-60

ruleName
HER BUAEHL I B9 B F5 o

KR FHH

/A Important
EiEE lateDataRules , BIBREMLTER DeltaTime fHikaS,

Bl B IR BIEH N (3241 A)
LTREBNEBT AR AWS loT Analytics #& A Bl B SR A R BHEH N,
B E LR HIEAN

1. B%ZE| AWS loT Analytics %14
ESMERP | EFE BEE.

EHEET , EREFRES
ESMERD , E&E FHER.
EEEFOMSH , ERERE.
ERERFEERMERET , FITUTRE .

o o K~ w0 N

a. XNTHELEZFEED , EFEEME,

b. NFRE A, WA—NNEER , RAEEE NN

c. NTHEBRER , A—NRER, XTUARNBBFENER , LA AR ERN AN
SQL FiAR , Hl# from _unixtime(time)o
BEXRNMARENBEBEREXNNESESR , S5 (Presto 0.172 X44) H#Y H Hi 588 B EAD
EHH.

d. XNTEEHBIEBEMN , HEFEE.

e. XTHEEmRE , F@WA—NEH, EXEENR 1-60,

f. 1%&$#& Save (RE) -
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

B B HER SRR A (CLI)

£ AWS loT Analytics APl | LateDataRuleConfiguration 3 R&Z REWE £ AR BIEH AL
B, EXREE CreateDataset M UpdateDataset XEkHI Dataset R —&b2 . EAILAEEA
APIl, AWS CLI, 3 AWSSDK AEIEEEEIERKFEAN ., AT REIEH AWS CLI,

EFEAEENERBEANCIRBIES , TETU TR S, A THTREZ dataset. json XU T
ELTIEE N
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® Note
IBAILAE A UpdateDataset APl REFHMEHIEE,

aws iotanalytics create-dataset --cli-input-json file://dataset.json

Zdataset.jsonXHRNBEUTHE :

« ¥¥ demo_dataset BN BRBIEER .
« ¥ demo_datastore B H B -BIEEME B .
« ¥ from_unixtime(time) BRANBBFERBFI ALK BN SQL RiERK,

BERNMARERNBABREINESZER , 5 (Presto 0.172 XA4) T/ HE S RHEAZE

%,

o ftimeout B 1-60 Z BB,
e ¥ demo_rule BEMNEEEZ,

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{

"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"

15
"sqlQuery": "SELECT * FROM demo_datastore"

1,

"retentionPeriod": {
"unlimited": false,
"numberOfDays": 90

£ CloudWatch B4 3 T2
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},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
}
1T R W R B3z @ A

& ] 7E CloudWatch Events FRIZAMA |, E XL NI EM AWS loT Analytics & 3% B HER $ 3z 8 41,
% CloudWatch Events W EI@ AT , ©2 RSN G E LIS E B FRgE,

B2 CloudWatch Events #1#Y 50 R &4
£ AWS loT Analytics 12 CloudWatch Events #LIZ 5] , &R 1T LA TIRE

« & CloudWatch Events FEIEH, FNF B #x.

- flEAEER CloudWatch Events SLIEAMN E4r. AMNAIFEASZRKBSR , 0 :
« Amazon Kinesis Streams
« AWS Lambda BE%
« Amazon Simple Notification Service (Amazon SNS) &

« Amazon Simple Queue Service (Amazon SQS) BA %l

CloudWatch Events # 0 & < Bk B 43 % F AWS loT Analytics BIRBIZTE AWS Xifl, BXE
ZER , BZH AWS —ZE FH RS m S A ECH,

EXEZEE |, {52 Amazon CloudWatch Events AP ERHP KT 4 2 CloudWatch Events ?
Amazon CloudWatch Events Al 7,

HERBIEE B
MERHEBE AN S HERA TN,
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"version": "Q",

"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",

"detail-type": "IoT Analytics Dataset Lifecycle Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-05-14T02:38:467Z",

"region": "us-east-2",

"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {

"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",

"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null

12 CloudWatch Events # Il LA 32 Y ZE 5B 2135 8@ AN

ARSBNE T eI Z2MN K@ Amazon SQS BAFIAIE AWS loT Analytics #EiR Ei3E & A,

E 8|2 CloudWatch Events # 1|

o K~ w0 bhd =

8.
9.

&% Amazon CloudWatch & &
ESMEBRPHEHT , EFEHN,

£ AN UmE , EE M,

EEHRT , EREHEN,
EEREHEXNURRSTEEHHES , MITUATRE !

a. XFRFAEM , BiEF loT Analytics

b. XFEMHER  FEER loT Analytics BIEELE A EH,
c. EBRREBEEEN , ARWABRBEENEN.
EBRT , EEFMERS

% SQS BASI , REMITUATHERE

o XIFBRASIY, EFEBFRRAS,
1% Configure details (BRBFHAER).
EFPR2: BEANFAGE TEL , MABHRIHER,

10. i%&3% Create rule ( SBIZHN )
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£ AWS loT Analytics i AWS CloudTrail API ¥

AWS loT Analytics & AWS CloudTrail 5£5% , & =T AWS FiEKAF. A®% AWS loT Analytics
RS PRAITIREMIBRSS . CloudTrail ¥X AWS IoT Analytics #9 API A FEERSHEIR , 2IEXRE
AWS loT Analytics 2 #I A8 AR AWS loT Analytics API FIRBEE. RESIZRERIESE ,
AJLAfE CloudTrail E4#£24%1% %] Amazon S3 48 ( 21& AWS loT Analytics NS4 ) . MRER
ELERIERIZE , WA FE CloudTrail #4148 R # Event history ( EHH LR ) PEEENEH. £
F CloudTrail WEMEE , BRI LAEER AWS loT Analytics X T AER, ZAHBERK IP bk,
AARENER, ERORENEUREMFEARAES.

ET7#AX CloudTrail WEZEE |, 155 (AWS CloudTrail BF1E®E)

AWS CloudTrail H#J AWS IoT Analytics 1§ 5.

EEBE AWS KPR |, NEIZKF LB A CloudTraile 2 AWS loT Analytics &K 4E5EBIAT | iZ5ESN
2 RTE CloudTrail B4 , HEHM AWS IRFBH —ERETE Event history (BEHH Ei2%) H.
B AE AWS IKFHEER, BRNTHEHENH. BXEZER , BSHEMEA CloudTrall E4HAEIE
*EEEH.

B8R AWS K R EIEH (25 AWS loT Analytics (WS4 ) | B6IERER, EXBRERIE

% , CloudTrail A B £ H£EE Amazon S3 F#E . RIAMBERT , EEE AP RIERERN |
RN FRIERXE. WREIERE AWS 2XHPIERKAERBEFNEYH , HFEEXHEEZZRE
FE M Simple Storage Service ( Amazon S3 ) . Lt/ , BRI UEREHMAWSES , #t—FS 2
CloudTrail BEHRWENEHBEH XETH. BEXEZEE , H5H

- BIEREFEBLRE

» CloudTrail XFHRFMER

« 9 CloudTrail Biti& Amazon SNS J&EAl

o WNEANXEF#EUW CloudTrail BEXHMMNZANIKF#IK CloudTrail B &4

AWS loT Analytics Z#F A FREIZF N CloudTrail BEXHHHEH -

« CancelPipelineReprocessing

* CreateChannel

» CreateDataset

* CreateDatasetContent

* CreateDatastore
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BINEAG AXEZEHTEEXRENBERNARGE. FHEEUHEEY
- BEREFEHABRAFEILE R AWS Identity and Access Management B P EIE. HIY.
- EREEAACKERKEFNAFNENRLEIEREHN,

- EREAHHET AWS RS K H.

CreatePipeline

DeleteChannel

DeleteDataset

DeleteDatasetContent

DeleteDatastore

DeletePipeline

DescribeChannel

DescribeDataset

DescribeDatastore

DescribeLoggingOptions

DescribePipeline

GetDatasetContent

ListChannels
ListDatasets
ListDatastores

ListPipelines
PutLoggingOptions

RunPipelineActivity

SampleChannelData

StartPipelineReprocessing

UpdateChannel

UpdateDataset

UpdateDatastore

UpdatePipeline

BEUTAR :
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BXEZER |, B2 CloudTrail userldentity T3,

T AWS loT Analytics HEIM 4% B

BRERS—MEE , TATEHEMHEN AEXHEERERIEEN S3 7. CloudTrail BEXH3E—
MNEZNMNAERB, —NEHRRKRBEMRN—NMER , BIEERFERWIRE, BENBHAR
B, BERSHBELHEMES. CloudTrail BEXHTELA API ARANEFH#KRRE , At TaR
FMEEIRFE R

THEHHRFGIERT —/ CloudTrail B&ES%H , Z% B8 7T CreateChannel #1,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.
"eventTime": "2018-02-14T23:55:147",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {
"channelName": "channel_channeltest"
},
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"responseElements": {
"retentionPeriod": {
"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

THHREAERT — CloudTrail B&E%H |, Z% BT CreateDataset &1,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.
"eventTime": "2018-02-14T23:53:397",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
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"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

I

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},

"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",
"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

EMERIE AWS loT Analytics

ETHREBEBTREESMIURAEE , FSHAWS RS “REAIT XKD HEE"" , REEFEERN
BHEMITR, AWS RS AX—KREE , BSHAWS &M HIAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIRE" HH “AWS
Artifact,

BHEMER AWS RS TN EATEBR T ENHRENHRBME, RLTANENBRUARBERNERNE
Mo AWS R T U T RIRKAEY RIS

« ZESEHMREANTVER — XERBERITHE T EMWEIES , ARMUTHBURZSEMNENM
NER AWS WEEREBEN TR,

- £ A@@ mazon Web Services E#E HIPAA Z2 564 — AQEPERT E LA WNAIFEH
AWS REIZHFE HIPAA BIEH R ARRF,

® Note
F3EPE AWS RS ABRFE HIPAA B, BXESZREER , BB RS HIPAA ZRI RS
2%,

« AWS EAWS AR — k TEBNEREARER T ENTLMAEBX,

- AWS BEFEMIEE — NEAAETHBRERABER, XEEMELE TRPNRESE , AWS RS
FREERFIESMER ( SREXEERFESHERFARER (NIST), XNFRTILRZEIMEZRS
(PCl) MEFRRFREILALR (1ISO) ) WRLHEFH .,
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- EFAWS Config J7F & A A fEF R BV T4 3R — % AWS Config RS TAERHN R REEE S K
EELFERIPRE, TAENFER,

« AWS Security Hub— X AWS BRSs AIEA2H T RN T 2R AWS, Security Hub B 2224
HEERH AWS BRAREHREHFELZETUMRENRESRR, BXIXERSEKEHNYIE , B
2 Security Hub 24 5#,

« Amazon GuardDuty — BB K& AWS IKFIRERERFENRINEBEES , kK AWS RE
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