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2O RBERATEUNSEENREREZEY., FAPHSET NAT BiEFH (TURN) F NAT £
EEBAEAIE (STUN),
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BE , BRAVE, BERY RIS WebRTC XN =EMIZHE ( SlMNESREFEAPHIRSET ) F4E
ZEMERNARFAEZ AR A EEE,

M Kinesis Video Streams with WebRTC , Al AR HEA T TEXEHAERNNARRF  #17%
B SRR AL, RIERBK 0T 8% . Web X EEBRMBENIRE < 18 £33 & 7 6 R 58 17356

MBI E, XHENNAREFIURBRBFEILNER , FEERAUERAMMIIEREEREE
70, EXFRELNVBARLBINRAEETUESEE FH LA SRGRRITEIZEHNI[A
&,

R EE Kinesis Video Streams with WebRTC WA , BWEFASEUTHE

- Kinesis Video Streams with WebRTC : T/EF

« CHERTHRAANREN WebRTC FRXTES

« 48 WebRTC SDK # Kinesis Video Streams & F M4 N F#2F JavaScript
« 3T Android B WebRTC FRXTES

- EATFIOS ¥ WebRTC FRXTET

- EFIZHE AP

« BIEZEHE REST API

- BIEZEE Websocket API

X35 7] A %
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https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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https://aws.amazon.com/kinesis/video-streams/pricing/
https://aws.amazon.com/kinesis/video-streams/pricing/
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Accessing Kinesis Video Streams with WebRTC

B LABEE A T EM AR EA Kinesis Video Streams with WebRTC :
AWS Management Console

AWS Management Console A

tEE A2 AT IHRIFMER AWSHERS (23F Kinesis Video Streams with WebRTC ) BYE T3 %8
2RV SRE,

AWS SDK

AWS M THHA4FXITES (SDK) , EFEEZHREEBESNEENENTRANRBE , 4

#n , Java, Python, Ruby, .NET, iOS #1 Android &, FF X TEQRMHEENHARIEX
Kinesis Video Streams with WebRTC Hi4wiE1hRl, BEXx AWS FATEGMEER ( 2FENMATE
R&%) , 3 REHT Amazon Web Services B T B,

Kinesis Video Streams with WebRTC HTTPS API

& T LAME A Kinesis Video Streams with WebRTC API ( AT it I&E# [ RS & APl B3R ) LURTE
R 1518 Kinesis Video Streams with WebRTC 1 AWS, BXxEZEE |, S Amazon Kinesis
Video Streams APl 3%,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
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» WebRTC #EAREEE
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« Kinesis Video Streams with WebRTC (A4

« WebRTC Websocket API

Amazon Kinesis Video Streams with WebRTC #=:
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CNEEXMRERN , TREZIETEE. EIBEFNARFEBXA— N ETREFEESD
EERNBSE—XNSEEPEHERE, REEZENNAREMFEA ConnectAsMaster API Z&iE
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API REABEERRT , WEEFZETEE. EEINETERES , TRBENEFSNARRT
DHEREESHEHE , LB NEEER#TEMNBEERNEH,

POE

fit & 7 @3d Kinesis Video Streams with WebRTC S22 A XX [8] 37 2N 4% # B E AR B AL IR F
(flam , BHINENARRF, WEREGEL, REZSRGL, BILLEMBESEF) ..
FE 324
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/A Important
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EEE

EEIETBENNESREBLIETRENTRERANTRESR, EERTEBLLENET
BEANHMAEESRREEARE, —METEREKRSZULUE 10 MNEENEER

WebRTC #ARE =

MBI 24 {E A Kinesis Video Streams with WebRTC Bt , && A SAM T ## WebRTC HARFEZEHN LN
MEXBA LA APl F 225,

NAT B & EEHLATE (STUN)

—fi , AT RNEN LB H B ERBSEFHEIEERNES BEEENTARE,
fE F 44553 NAT H93ET (TURN)

BETH S TURN BRESENEEHBEZRSHFPURAEE B RSEIXIT NAT RRHEIF RS,
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—FEREENZSRERNBWIRE , flins PR, KX, RFBEESE., NBE | UE—-BEREHE
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SDP i
HAREAIEN SDPEE , REEARSFRARLUCIEREUXTE, CHEAMEEHABENE NS
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PRARE SRR R EEES,
REREZEE (ICE)

REFEE Web X R 5N EHEZWESE,
ICE &%

RIENE R B A TRENS %,

STUN. TURN 1 ICE #n{aEI4E

UERMNKEEFRINEHE AN BHER , ©NEERH WebRTC XER@EERN L5 (Sl , WK
MRNAERF ). 3 ABITHRIES BREREMFAL?
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EWE ICE fRETFIR , A WMARFE STUN BRS|AH—RIER, RE[ERREFRNLE
IP it Mim A X . A W ARFRSNXNRME ICE REFIRP |, RAYFYR , ©WE ICE RED,
—B AWNAREFTRWE ICE R , B A LURE SDP,

ETR, ANNARFSAIESIXEN ARFATEENESEEN SDP 524 B WA AR

Fo WebRTC PR RIEEA T R E DN, BHLEE HTTPS, &% WebSocket S H
38 1S IR 1T o

IE , BHNARFSLIAER SDP N&. BHWNARFE/RAEL—SHFEANMERLIER . WE ICE
RiEME, RE , BHNAREFEEFI SDP NEIRES A R ARERF,

A F B X# SDP f7 , BT —RIEEMRE., B/ NABFHFN ICEEENEES —HH
SDP F U By 5 R HIREURE DL IPARAXY , HEEKIE STUN ER. MIRNE - MR AEFIEENRE
B, REFNARFRINARERS , FFZ PR OXNPRENBRE ICE RIET,

A IPRAXN EEREENERES , NABRFDEARECEARNRNBERN 2 — HEE—IX
B, R ENARERF ZRER.

MREEA-—NMNARFERTIED 7T EEMERERN IPARAX , B4R E TURN BRSSER& H STUN i
SREGREUE hp st nt, it R —MAH IP it MixO , AT HERNBESRAINARF
MEARFHRERRINBIES , LigREF St RiE , FizPSipibFmEMRETSIRS , A8
EREERITRIR,

Kinesis Video Streams with WebRTC 4B #
Kinesis Video Streams with WebRTC S3FLA T A # -
- BEHEMR

BEIEEA S AR ENEY Kinesis Video Streams with WebRTC R EBE, BXEZEE | iF
2 Amazon Kinesis Video Streams APl &%,

- EEREES

BEHHHERE WebRTC EHARTR , XEARTIATNARF R ZEZEiER , MUK
WNE R EAER L. EAHEIE Amazon Kinesis Video Signaling REST API #1—4R
Websocket API,
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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+ STUN

BLAHERE STUN KT R, XELETRAENAEFEGERNT NAT S XiEREA ZREL
B IP thit,

+ TURN

LAHEE TURN KIRTTR , REKGRTRENABRFLEBEINSEHS ARG RELN , &Y
=B A&,

« Kinesis Video Streams WebRTC FF X T E&

XERHEGE  BUNERENNABRFE PR LE TR, TENEEXLRE , UFEEE WebRTC I
BERVERASL loT R ReEBH TRIEEN N ER ARG R, XEF KT EIEME Android, i0S F
Web R ARRFEFImEESHF Kinesis Video Streams with WebRTC 154, TURN # STUN ZhEES{E
fAIRFE WebRTC HIBZIRE N Web BHREREM.

« CHERATHRARNREZN WebRTCHATES

+ #H4H WebRTC SDK #J Kinesis Video Streams & i F M 4& R Fi#2 & JavaScript
« &R T Android #J WebRTC FXTES

« AT IOS B WebRTC FATED

WebRTC Websocket API

ES ]

» ConnectAsViewer

» ConnectAsMaster

» SendSdpOffer

» SendSdpAnswer

» SendlceCandidate

¢ Disconnect
- FREHEREW
ConnectAsViewer

NEERFNERIHA KT RIEENETEE, 7 WebSocketF AR FEER T A TEZEIIM
GetSignalingEndpoint APl BAHRENIKR. ETEERN Amazon FIRE R (ARN) ME % ID

WebRTC Websocket API 7
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BAEANERNFHESHREYM. FRMNARETRITATENTRENERTRHTER, IREFESE
RIEEW ClientId MEMIAERE  WFEEML L, HEENEREZETHIE.

R

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

* X-Amz-ChannelARN - § S BEH ARN,
o XKH . FHH
- KERS  &PKEN 1. ZAKERN 1024
« &3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-1+/
[0-9]+
« X-Amz-Clientld-% = i Y HE — AR IR R o
- KB ZHEH
- KERS P KEN 1. ZAKERN 256,
o |3 A(?!1(?1)AWS_.*)[a-zA-Z0-9_.-]

(® Note
X-Amz-ClientId—FIHBFITAWS .

e
200 OK HTTP AN UK — N2 IE,
Fix
* InvalidArgumentException
EENSHBEHERS, FTEXFRLEER. BXESER , FEHEREMNEER,

HTTP RS : 400

» AccessDeniedException

ConnectAsViewer 8



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

AERBRABHRSENBERTHEEIH.

HTTP RS : 403

* ResourceNotFoundException
BEAREFHE,
HTTP RS : 404

+ ClientLimitExceededException

LS SWERFH AP, REEEIBENEER P EBLIZIBTNREABER, BXEZE
B, &2 Amazon Kinesis Video Streams with WebRTC BRZPRE V45 IR E iR Mg TR 4.
AWS

HTTP RS : 400

5 PR /BR

MEAESHERFHZ AP, RYEZI ZBENEETRHREEIIENEABEN , REKF LRI
BR#11Z APl, ZEIPRFIIIREISHIRMAK ClientLimitExceededException,

=F

MREEM ClientId MBECSFEERE , WEAFTEEEMERETRE.
BR1TH

XA AP A,

HREA

AWHRAR , X TFEMNMIRH2EMEETHE,
ConnectAsMaster

RERZFNFHEEIHLGETRIEENETEE, TARFE WebSocket HEFEII A AT IEZEEIM
GetSignalingChannelEndpoint APl ARARBMNLIRT R, EFIEEMN Amazon #IRE TR (ARN)
DIIERNERFHESHRESR. FEHNKETRAATENEIRZNEERHTERE, NRZSINEF
WEN T RREZIBEBRE , WRIENBERRL L. FNEZETRESESIEEZETIBUE.

ConnectAsMaster 9


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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H3R

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - E$&E#/ ARN,
o RH - FHH
- KER4 : Z/DKERN 1. KELRR 1024,

« ¥3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]+/
[0-9]+

W B

200 OK HTTP RSB UK — N2 IE X,

fix

* InvalidArgumentException
EENSHELHERS, TIXFRALEEH. BXESEE  FSAEEMES
HTTP IRZSHE : 400

» AccessDeniedException
AENERAASHEAENBERTHETH,
HTTP R : 403

* ResourceNotFoundException
BETFHE,
HTTP R : 404

* ClientLimitExceededException

LM EHERFRFA APl it, BEXEZEELR |, 55 AWSHH Amazon Kinesis Video Streams
with WebRTC fRFZFREFF HiRE R MIEHEIER,

HTTP RS : 400

ConnectAsMaster


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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J5 BR/BR

MRUAESHERFEA API, It AP FEKP R Z RS, ZEIRFITIREHRUK

ClientLimitExceededExceptions.

BE

MRIEEM clientld MBE S FEERE , NEAFEEENERETHIE.
Eid1TH

XN APLE R,

HEEA

AWHEKEAR , R T8N EARAFXETEZE TR,

SendSdpOffer

FRWEZESERERS. ERFHEREFHALASEZTIM GetSignalingChannelEndpoint
API| 3REXHY WebSocket £ i T Ko

MREEEHRBEEEEFR , WeKFRUEAEAFIES, A, REXERE
RecipientClientId , # &N RecipientClientId ISEMNEMME, MREIES
EHHFRE , BTG RIEZIA RecipientClientId EENBHREER, EXMER
T , RecipientClientId 2&4EMH A,

AUEFRBEFHBNABRFOEAESRRERY , MAATEERFNRNARFFRRETER
BEEFWNARERF. MIREERTIAREARFZROEMEEREFRNARFRSRY , WAL
RiZER. WRE-FFHRARTHRIBWE R , MiZR VR NES,

R

{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

« action - EEXEMEERNER,

SendSdpOffer 11
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« KA : ENUM

« H%E : SDP_OFFER. SDP_ANSWER., ICE_CANDIDATE

- KERS : &PMEEN 1. KELRR 256,
- ¥ : [a-zA-Z0-9_.-]+
- recipientClientld - 4275 B HE —FRIRFFo
- R FHEH
- KERS : &P KEN 1, KELRXR 256,
- B : [a-zA-Z0-9_.-]+
« messagePayload - LA base-64 4iBHEE AR,
- KA . PR
- KERS : &PKERN 1. ZFAKERN 10K,
« correlationld - JH B ME—FRIRAF, HSHHNTIESH,
- KA . PR
- KERS : &PKEN 1, KELRNR 256,
- #3x : [a-zA-Z0-9_.-]+

I Rz

MAETRWENBPCEE , WALREEMABA., WMRRSBEIER

, FEEBRPEET

correlationId , M4EIRI¥ 45 2 F4EHN STATUS_RESPONSE SHEIREl, BXEZER , BEHAR

HHBER.
Hix

* InvalidArgumentException

EENSHBHHERS, FEXEFRLEEM. AXESZER , BEZRHEEMNES.

HTTP RS : 400

 ClientLimitExceededException

SendSdpOffer
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M EHERFKRIFA APl Bt, BXEZEER |, 55 AWSHH Amazon Kinesis Video Streams
with WebRTC R FREIF fRizEiR MIEHEIER,

HTTP RAESREE : 400

J5 BR/BR

MR SHZERIFA API, it APIHREKS R ZRRE, 23 REIIREHEIRAKR
ClientLimitExceededException,

=F

It APl AR EEM,

BiR1TH

XA AFE APLER,

HERAA

AREARER. BRARKIE IR,
SendSdpAnswer

FREREAENRERS. ERFMHREFHYLIASEZFIM GetSignalingChannelEndpoint
API 3REREY WebSocket £ i Mo

MRREFRUEREER , WELKFNERZATRE. I, RELEERE
RecipientClientId , #FfZ BN RecipientClientId ISEMEME, MREIES
KARNFRE , NEFEEEIH RecipientClientId IEEN BHREFR. EXHER
T , RecipientClientId 2&4EMH A

AUEREBFFHNABRFAFMEERRENE K MAATEERE M HNARFRNERIESER
EEFRNARERF. MRERFREFRNARFZROHEMAEERENHNARFRENE , WTak
BiZER, MRE—FF RN ARTREEE RN, WiZNERFEHFNERS,

H3R

"action": "SDP_ANSWER",
"recipientClientId": "string",

SendSdpAnswer 13


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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"messagePayload": "string",
"correlationId": "string"

action - IETE KXY H BRIZER,
« FHE . ENUM
EME : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
KERS : &/ PEKER 1. KELRR 256,
- B : [a-2zA-Z0-9_.-]+
« recipientClientld - #4275 B M —FRIR o
- R FHEH
- KERS : ZPhKER 1. KELRR 256,
« R : [a-zA-Z0-9_.-]+
- HFE R
-+ messagePayload - JA base-64 wBHEE N R,
- R FHHR
- KERH : &/PKER 1. EAKER 10K,
- HFE R
- correlationld - JH 2K M —FRIRFF,
- R FHH
- KERH : &/PMKER 1. KELRR 256,
« R : [a-zA-Z0-9_.-]+

W 5

MRESHEHRRINBZLCEE , WARSREEMIMA, MRESBRER , HEEBERFPIEET
correlationId , M4FRFMESFERN STATUS_RESPONSE SHEIRE, BXEZER , BSHAR
&l B ER,

A ix

* InvalidArgumentException

SendSdpAnswer 14



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

BEENSHBHERS., FEXFRLEER,. BXEZELR , HFEHEEMNEER,

HTTP RZSAHE : 400

 ClientLimitExceededException

YOS SHERFA API iHRE, BEXEZEER |, 5 AWSHH Amazon Kinesis Video Streams
with WebRTC BRFZFREFF HixE R MIEHEIE,

HTTP IRZSAH : 400

J5 FR/BR

MRS SHERREA API, It AP EEKFRFIZZIRE. £H
ClientLimitExceededException H1TIR&IeHRE4E iR

=

It APl AR EBE/,

Bi1TH

XM AFE AP EA

HREA

AREHERAR. SRARRE—IXR
SendiceCandidate

F ICE fRiEMRIESS BIiRER A . ERFUHREFHLNSEZESIN
GetSignalingChannelEndpoint API 3REXHY WebSocket L imT &

MRREFERUREERE , WELXF ICEBRETREELETRE. WA, REXEEE
RecipientClientId , HF#Z BN RecipientClientId IEEMEME, MBEEFH
R FIRE , ICERETFLIEZIH RecipientClientIdiEEMN BHr. EXTERT ,
RecipientClientId2A4EHH A,

AT EREBFEFHNARFOEAEERKIE ICEREDN , MRAATERREF KNAREFF ICE &
BIMAEIERERFRNARRF, IRERERFMHNARFZROEGERSREFRERARFRIE
ICE fRi&T , MAF2ERZFR,

SendlceCandidate 15


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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H3R

"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EEREHEERFERE,
« KA : ENUM
« BXE : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERS : &RPKERN 1, KELRR 256,
- B : [a-zA-Z0-9_.-]+
- BFE R
« recipientClientld - 3475 B ME —FRIRFFo
- KB . FHH
- KERS : mPhKER 1, KEERH 256,
- B : [a-2zA-Z0-9_.-]+
-+ messagePayload - LA base-64 fiIBHEE AR,
- KB FHH
- KERS : &RPKERN 1. ERKER 10K,
- correlationld - JH 2 I —#RIRAF,
- KB FHH
KERS : &/ KERN 1. KELERA 256,
- B : [a-zA-Z0-9_.-]+

SendlceCandidate
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M

W

MREFEREDZBOER , WARLEEEMEN, MRESFEFHER  AEEERTEET

correlationId , M4RFHME SFERN STATUS_RESPONSE SHEIRE, BEXEZFER , FEHER

FHEEK.
Hix
* InvalidArgumentException
EENSHELERS, FEXFRALTEER. BXESEE , FSAREMNESR.

HTTP IRZSAH : 400

* ClientLimitExceededException

LM EHNERRFA APl it, BEXEZEER |, 55 AWSHH Amazon Kinesis Video Streams
with WebRTC fREZFREFF HixE R MIEREIER,

HTTP IRZSAH : 400

J5 FR/BR

MR SHERIFA API, b AP REKS RBIZRRE 23 REBIIREHEIRAKR
ClientLimitExceededException,

=F

It APl AR EBE/,
BR1TH
XA R FH AP BA
HRAA

ﬁ.\:iq:#ﬁ-‘lﬁ.lﬁﬁo ﬁ)ﬂﬁﬁﬁﬁﬁ_;ﬂﬁﬂzo

SendlceCandidate


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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Disconnect

&P um A LABERY X R, 7S WebSocket WE XX MIThaE, XHERR , RESFEFIHRIEH
HXYREFTBRELTRIRE , A BT HEEBEMES . BENTHEERTZREEBERE
o

ZRFELEFF R ZEMITIERER , Sl , EHBHRSHFLET MR, ATREXHNETRHEES

« GO_AWAY : WHEATREBEEXH., EEFFREB EFLECANER, MTEE  ARES
EEMERIGETEE,

+ RECONNECT_ICE_SERVER : It B8R T AR HAEERN | #ERS RS ERMTERE , R
I#FH ICE RFEFREE , AEFTENEMERIPYIRSR.
R HEER

FIERCE B EEN EHRDEFELERS (Flan , SDP R SDP MEEE ) . ATRENHEES
o

=4
{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

« senderClientld-& # A& P im iy M —FRIARF o
- RH . FHEH
- KERS : PIKEN 1, ZRAKER 256,
- #3 : [a-zA-Z0-9_.-]+

- messageType - -S4 HIRH,

Disconnect 18
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« FH . ENUM
- B
# : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE. GO_AWAY, RECONNECT_ICE_SERVER, STATUS
- KERS : PIEKEN 1. ZRAKER 256,
- BR : [a-zA-Z0-9_.-]+
-« messagePayload - A base-64 4wiZHEE AR,
- R FHEH
- KERH : ZFPKER 1. EAKENR 10K,
« correlationld - RAFTIEHYHE B WHE—PRAR. XREFFRHEES (/0 , SDP 2. SDP MZEEK ICE
{RIEIN ) PIZEEVAERE correlationld,
- R FHEH
- KERS : ZFPMKER 1. ZFAKENR 256,
- B : [a-zA-Z0-9_.-]+
« errorType - A THE—FRIREE IR B T
- KA . PR
- KERH : &/PMKERN 1. ZEAKENRN 256,
« R : [a-zA-Z0-9_.-]+
- statusCode - 51a R HY 4 AN RIHY HTTP RASR .
- KA . FHH
- KERS : I EKEN 1. ZRAKER 256,
- BR : [a-zA-Z0-9_.-]+
- description - FFBIRSH F B,
- RH . PR
- KERS : ZPEKERN 1. BRKENR 1K,

FLHBEK 19
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Amazon Kinesis Video Streams with WebRTC R PEER

Kinesis Video Streams with WebRTC EB L TIREFEH -

/A Important

UTRSERZLARREH [s] ( TUABIRIXFRIEHTHALR ) , BELAREN [h) ( TEHE

my. EFRF , EFEENRSEHZLEER [s] M [h]

(® Note
TPS KRERBUHI R Z KB

F&:

- B4IEE AP REEH
- 55 API REEH

« TURN AR BELER

« WebRTC REUARSS FRER

4 ZE API RS BELE

LU 880 T B4R SR T AP BYBRSS B

API K 7 BR S5 B K 7 BR S5 B BE R RS
o iEsk ] EE i

CreateSig 50 TPS [s] us-east-1

nalingCha AR us-

nnel west-2 - &
M T K
F 10,000 4
BE ; IEH
it 3% Y X 45

FE < 3¢ % M i3 BA

AR E AP RS B

20
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API

DeleteSig
nalingCha
nnel

DescribeM
ediaStora
geConfigu
ration

DescribeS
ignalingC
hannel

GetSignal
ingChanne
IEndpoint

ListSigna
lingChannels

ListTagsF
orResource

TagResource

UntagReso
urce

UpdateMed
iaStorage
Configuration

K AR 55 B
ik

50 TPS [h]

50 TPS [h]

300 TPS [h]

300 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

10 TPS [h]

K AR 55 B
] BB

- BIMXEF
ANK 5,000
NEE

TEH

FEA

TEA

BERERSE
il

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

FE R 5 5 M5 B

AR E AP RS B

21
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API T P AR 5 B T P AR 5 B BERRSE MEXFENESA
o ER ] EE il

UpdateSig 50 TPS [h] FERA 5 TPS [h]

nalingCha

nnel

=T API IREBLEN

AR EB 5 48 Kinesis Video Streams with WebRTC AHIE T HMHH RS RE. EXEZER , FS
M Kinesis Video Streams with WebRTC : T/EA R,

+ ConnectAsMaster

- API-8/NTE 3 TPS (h)

- BMETRENRAEZERER-1(h)

o EEEHRE-1 AT (h)

o ZZREEER-10 248 (h)

- HEFPIHWKEIK RS I|OGO_AWAYEERT | EEFE 1 248 (h) WERHAELL
» ConnectAsViewer

« API-E/MBE 3 TPS (h)

o BB R AV AERELL-10 (s)

o EEINKES-1 N (h)

o ZRZEEBR-10 248 (h)

- BERmWEIRBIRSIFMNGO_AWAYER S , EENE 1 28 (h) WIRRHAFLL
+ Disconnect

- FER
. GetlceServerConfig

- API-BMESEE 5 TPS (h)
+ SendAlexaOffertoMaster

- API-BMESEE 5 TPS (h)
+ SendICECandidate

« API-E WebSaocket 1$-’F¥ 20 TPS (h\
5% API RS ELER 22
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- SHEB MR K/PNRFI-10k (h)

+ SendSDPAnswer
« API-E/ WebSocket #E# 5 TPS (h)
- SHEBMER K/PNRFI-10k (h)

+ SendSDPOffer
« API-Z/ WebSocket #E# 5 TPS (h)
- SHEBMER K/PNRFI-10k (h)

TURN BRSSBELER

LATREB2 M4BT Kinesis Video Streams W|th WebRTC A Traversal Using Relays around NAT

(TURN) AW BRSRE. BXEZELR

. L4&%-5Mbps (h)
. EEuT:Eupﬂﬁﬂ 5% 'f"F (h)

WebRTC fZHAR S PR A

F2 M Kinesis Video Streams with WebRTC : T/EA o

LT &9 48T Amazon Kinesis Video Streams WebRTC ik F&IA G4 RSERH., BXxEZ{E

B , {52 ¥ Amazon Kinesis Video Streams WebRTC 12H,

JoinStorageSession

« APl :
- BNKF-50 TPS (h)
- EAE-2 TPS (h)
- MAFEH :
 HE4F2R-1 Mbps
o 2EEHK-1 DA (h)
- ZZRERT-3 D8 (h)

TURN BR&SEL &0

23
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Al

AT E A 1E Amazon Kinesis Video Streams with WebRTC F#H 1T FTEINES :

- REBEIEH AWS K HOIBEER,
. f|2 — Kinesis Video Streams with WebRTC E5EE,

« {EATH A WebRTC SDK B Kinesis Video Streams RELEF U MEFES , FEHBEIESEE peer-
to-peert 1T ML F 5K

MRS EERFEA Kinesis Video Streams with WebRTC , EiX %81 Kinesis Video Streams with
WebRTC : T EFR.

F&:

- REAWS IKFHOIEEER
- DIRESEE

o« EREAR AL

RE AWS K- HRIEEER

B X {E A Kinesis Video Streams with WebRTC &1 , iR TES :

&

o JEMIRELAWS JK

- BIEEEEENRNAS
- BB AWSIK B4R

JEMIREL AWS Ik F
MRIEEH AWS IKF |, BERATSERBIE -/
E3EA AWS Tk

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. EBERFLNHBAHRTERE.

RE—N AWS K- 24


https://portal.aws.amazon.com/billing/signup
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FEME , RER—ERE , ERXEARERERA —NRIESE.

LIEGEME AWS Ik, A BIZAWS IkFIRAF —1. BAFPEFRIZKF PERE AWS
RS MBER. ERNRERETER, NIAFRSEEEFRNE , HXEH root BERHITEE
root F P 1A R B BREVES -

AWS FMEREERELBERE—HEIAL TG, EEMEER , EFALUBEHZE https:/
aws.amazon.com/ HiEFRERWIKFREE HEINIK R HEBEHIKF

SIZEAEENRAVAS

AEME , BRIPEHNES AWS IKF AWS Ik PR AP AWS IAM Identity Center , B X SIEZEEH
P, XEERT 26 root BAFHRITHEES,

RIFIREY AWS K = 1R A 7=

1. %32 Root A H i ALK AWS K B Fap4rtiat , UK FIE BN S0 E R, AWS
Management Consoleft F—T £ , i ASBH L,

EREMEABRAPRZAENED , 255 (AWS 2F Arigm) PHUERAS 59 EF,
2. AEMBAFBRZESHRIE (MFA),

BXRUHA , F2HEIAMBFREETHN AWS K- RAFEREL MFA R% (BHE ),

BIEEEEENRMNAR
1. J3 A IAM Identity Center

BXUEA , HSE (AWS IAM Identity Center AF$sR) FHE B AWS IAM Identity Centero
2. &IAM B0, AR TFEEIHRNR,

BXREEA IAM Identity Center B & BN HMRNEIE , B2 (A 1EFE) |AM Identity Center

B Z i EHAERINMRE B EAWS IAM Identity Center F F 17 R BR .

LEREENRNAFFHESR

EfEAEZE 1AM Identity Center A 545 , BEFEAEELIZE IAM Identity Center A B &i%

B SR €8, F dif 4 b 1 B9 B SR Mk,

HEEREENRNAFT

25


https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

NEMAF 2B RIRER
1. %E IAM Identity Center §7 , B2 —MNEfE M A & KRR RAY B AERERAINRE.

BXRUH , ES6 (AWS IAM Identity Center BF1EFE) FHOIEN RS,
2. RAFZEIHE RN ZHATEERERTENR,

BRI |, HSEAWS IAM Identity Center Fi P 38R AR N B4,

B2 AWSIK F~ 234R
REE—/ AWS KB40 7 8E @B IiIWebRTC LR TR A R A [BlKinesis Video Streams.
ERIE AWS k5 , BHITUTIRE !

1. &% AWS Management Console 73] FF IAM #2%1& , F4EH https://console.aws.amazon.com/
iam/,

2. HESMESDIEEF Users (AF) , ARB1%EE Administrator (BEER) A,
3. EBREFIEETIF , RABEFEFRZHA,
4. BRFRIZL D, ERFFRBHITERETR , RAREFERFHREH.

BIEETEE

YRAT LAE A Kinesis Video Streams #2#1&. AWS API CreateSignalingChannel() 3 AWS CLI 3R &%
RN EFTBE,

EREH e 2ETEE

1. &% AWS Management Console 37 Amazon Kinesis Video Streams 2%l &
2. 1f Signaling channels (fE =JEi&) TWE L , 1%#% Create signaling channel (BIZEEFEE).

3. 7t Create a new signaling channel (BI2ZFNEFEE) NEL , IAGFTBENER. RISHIA
T ime-to-live (Ttl) {& 60 ¥ %,

4. i%&# Create signaling channel (RIZ{ESEE).

BIZ AWSHK = 24 26


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home/

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

5. fIEETEBER A ERENFAGEERELETRFMAESR.

S5 A SRR =A% S

Kinesis Video Streams with WebRTC 3 FUTH AT ES :

- CHERTHRARNREN WebRTC TR TES

« /A WebRTC SDK HJ Kinesis Video Streams & Fl T M & B A2 & JavaScript
« JERA T Android B WebRTC FA T ES

- EAT iIOS I WebRTC FXTET

F1 SDK #HEE R RFEIF step-by-step iER , TR BN EMENETIXLERNARF. B UFERHIX
L RGI# (TREER . 2R, M FMMUBURNZ M , LLRTE Web/Android/iOS AR FHHRARNIK
FWEMAE 2 EBFTHERGR, BRAER , ZUSUEERFMAAMMBRARNRGLEE RN AHE
Android 2% Web M AREF , REM Android M AR 2 BHITRNEH.

CHEARAFHANREZN WebRTC FATESE

AT step-by-step EAHER T a1 ABARIRE T8, HEBNZ1THE WebRTC SDKH CESF X
T EAW Kinesis Video Streams & E 48 R R4,

T# C 1iBE iR Kinesis Video Streams With WebRTC SDK

ETH C PEAFHARIERZM Kinesis Video Streams with WebRTC FEA T EA | EE/TUT#

AL .
™ .
$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c.git

FZ C iES WX Kinesis Video Streams with WebRTC SDK

/A Important

£ macOS EEMX LS B , IRIFEH macOS IRA |, BHAIEIT xcode-select
--install THFEWTITIENGLN R4 E. RAFHTH /Library/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkg HIiRHE
ZREFREGTITIENGL, XERERIFTEEHA cmake BIAIT—IR. MREEELZL
RTMBITIENRL , MEEBRETHGS,

KRR AE 27
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SEREATBER

1. %% cmake :

« 1£ macOS Ljz1T brew install cmake pkg-config srtp

« £ Ubuntu £3=17 sudo apt-get install pkg-config cmake libcap2 libcap-dev
2. FREREATIERN AWS K K5 EZAMEBH,
3. BIUTHESELTERMN WebRTCC AT EQH I — build BF , HMFHIT cmake

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4. H1E , SMBINER RS BOIZEMN build B , RBE1T make UH¥IE WebRTCC F AT E
SREREI RO,

® Note

MBERE KRR gstreamer , MTTEME kvsWebrtcClientMasterGstSample,
EWRER (£ macOS L ) MEW , BAUIIZEIT : brew install gstreamer gst-
plugins-base gst-plugins-good

Z17T C F# WebRTC JF & T EG#Y R4l
FRERERE , BRALELH build BFRPERAUT RENARE :

« kvsWebrtcClientMaster-tt R AR FBENESEE XA B H264/0Opus i ( 3§42 : /samples/
h264 # /samples/SampleFrames ) . opusSampleFramesE t1iZZ /£ A ZM ( MREX KIF+
BRA) . BEXKERRFARER , ©AITHNKEDIEINFMEESN THE

« kvsWebrtcClientViewer - bR AR RO H264/0Opus i 33T E1H K,

« kvsWebrtcClientMasterGstSample - bR AR M GStreamer B8 &% 5l H264/Opus 1,
BEETEMAXERY , EERATEER -

1. FEREH AWS K- EIFiEERIIRE

export AWS_ACCESS_KEY_ID=YourAccessKey

C PFEATHMARIZEEZN WebRTC F AT ES 28
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export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREERARIGE AWS iEH |, FRENSHENXETHE

export AWS_SESSION_TOKEN=YourSessionToken

MREEREBEN CAILERRE , WA ERLT A ERITIRE

export AWS_KVS_CACERT_PATH=.. /certs/cert.pem

(® Note
ERIAEIR T , SSL CAEPIRE RN ... /certs/cert.pem , B8 B F Itb 176 FE A Y 32
. GitHub

2. BENEGENEFTEBERMNEMEEATINAEFRRETE—NAERF. NARFERERME
E’J%*"ﬁUEEAﬁ‘E flgn , ERIE—NE R myChannel M{ESIREHITHIET ZEE X iE RH
H264/Opus il , HETUTHS :

./kvsWebrtcClientMaster myChannel

U SITRARFITE Connection established B} |, A LAKE T —

3. NELNETBECHE , AEEEN T RZFEENEARNEREIT , EAUUEFIR, Bl
m, A LAE Web NABRFHREFIIRMNR. At , BRBEA Kinesis Video Streams with
WebRTC iz 7T E K S EBRITHF WebRTC SDK MiATNE , AFEABE AN ETRESF[EEN
AWS HEERENERNESBEEREUTHE

- THREH ID

« BERT R HHA

- FREEEN

- B ID (AL )

%% Start viewer (B EFER) S 30 =B H264/0Opus MiAY S5 A 915507 =X A% 481 o

C PFEATHMARIZEEZN WebRTC F AT ES 29


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/certs/cert.pem
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ETE S g

RUSER T WMAE R EL HFTFIBERER T WebRTC B9 Amazon Kinesis Video Streams.,

A WebRTC SDK B Kinesis Video Streams & AT W& M AREF
JavaScript

PRAT LAIE M & R 2 # B8 WebRTC SDK JavaScript B Kinesis Video Streams K& H 48R #Y R
i, GitHub

\_III

FH
« ZEHH WebRTC SDK B Kinesis Video Streams JavaScript
-'Hﬁ‘-'-

& WebR JavaScript TC #J Kinesis Video Streams SDK 3 £
f£ A Kinesis Video Streams with WebRTC i 71 E
£/ WebRTC 4% Kinesis Video Streams Jlliz 7 &

ZE#ETHH WebRTC SDK #9 Kinesis Video Streams JavaScript

REEUR A Z %A WebRTC SDK #9 Kinesis Video Streams BUR F B 2 EE IR JavaScript Fih
1738 =N S BR i A TNode . jso

NodedS module

£ Node.js FZ & H WebRTC SDK JavaScript #J Kinesis Video Streams B &% 75 5% =2 £
Node.js 2EIE2T npm,

ZE MBI EE https://www.npmjs.com/package/ amazon-kinesis-video-streams-w ebrtc.

E7ENode. jsUH P R%&I SDK , HFEALHSMESWEMREM B Fpackage. json :

BALUTHEA :
npm install amazon-kinesis-video-streams-webrtc
YRAT AR BB Node.js BRIR—F S A SDK £ .

// JavaScript

WebRTC ##-F 4 TESBEH#H JavaScript 30


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js
https://www.npmjs.com/
https://www.npmjs.com/
https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc?activeTab=readme
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const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript
import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

Browser

BREBELZEFRIBEAUERNRRMAPERAT. B UE HTML TEH AWS £ AMAE#E N
£& SDK &,

BRENEIB[RPMEA SDK , BESER HTML WEAP RIS TEIATE

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>

REPMEFEAIEBZE , AINEFEE KVSWebRTC ( = window.KVSWebRTC ) ERFF AT
54,

flan , window.KVSWebRTC.SignalingClient,

T8 WebR JavaScript TC #J Kinesis Video Streams SDK 314
SDK 75 £ AL TF GitHub BRI “3XTHE” To

FRE SoH , BEHTEXS SDK EATHEET Web # JavaScript E& RN ARZFR AWS
SDK £ EZEE,

BEXZENARER (BEFACHNEEEAG ) WA, B2 HexamplesBH R,
f£ A Kinesis Video Streams with WebRTC Uiz 7T HE

w4 WebRTC B Kinesis Video Streams & —MIRATTH , S UERAZTHUEFTINESEE
REFB D EEHNHEAEETIEREER.

8 WebRTC K Kinesis Video Streams jJUix 71 E{Z T https://awslabs.github.io/-/examples/
index.html, amazon-kinesis-video-streams webrtc-sdk-js

MA TR IBA Fexamples B FH,
e}
« WA T EFR AL 5 E AWS Management Console
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Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

o M it TR 57 XA e S0 i T

MOl T E R A& 5 2 AWS Management Console

1.  ¥TFF Kinesis Video Streams with WebRTC JIi{ A E , RETTRUATERE :

« AWS XiF, I , us-west-2,
o B IAM AP ABHN AWS HRIZFAMFH, MREBEFERAPVRKHE AWS IEPH |, BHSESE

57 oo
BT

- EEENESEERNBM.
WMREFEEIFNESFEIE , HiL#F C reate Channel AEAEFRENENR-—NMETEE.

(® Note

NTHAKFMBX |, ENETESHLARE -, BANERFE, HF. T
% () MEFFR (), BFEEAZE.

s BEEZIM, MITERHE,
- BEBRIEA—R, RESTUN/TURNIEFIRASHRIETrickle ICERARS.
2. %#% Start Master LUEEZESEE,

MEMLE , AFHRENEELN/RERN .
3. TEHITIF Kinesis Video Stream s ##l&, AWS Management Console

FRIEE T EFAY X,
4. EEMSHES , BRESINE,

ELHZERESEENEN. NRFE , FEARRE,
5. B ‘BHBEHRERR H0.
6. IEFRUSEMER EWBBRE, XERN D AMATWebRTCRiE, viewer

R R ITUHE £ RERER R S R1E AWS Management Console,

M 3t T T 57 =X 4% o 2 i S T

1.  ¥TFF Kinesis Video Streams with WebRTC iR EHEEBLTEE :
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« AWS Xig, #lf0 , us-west-2,
- W IAM AP ZRAEKN AWS HRIZANZH. MREFANSKE AWS IE$ |, BNSETHE

g2

o

- BEEENETEEN AN

MBEFEEIFNESEE |, FikER C reate Channel AMEREFRENELNEZE—PMEREE,

(® Note

NTHAKFMBX |, ERECMEBHLARE -, BAUANERFE, HF. T
% () MEFF (), BFBEERAZERS.

s BREEEIM, MITERHE,
- BREBREA—R. RESTUN/TURNIEFIRAS HRETrickle ICERARA.
2. i%&$® Start Master Amaster & S iEEIESEE,

WELXE , AFHRIEHBREXN/TEZERZX.

3. HAB— %k , SRAEITIF Kinesis Video Streams with WebRTC X TWH. £—XiE
THFrEEE& M INE TEE,

4. BTRIHER BHEFHR, Uviewer BB FHIEETESIME,

BRI ZeE BlmasterMz B EEXR R EMAviewer,

£ WebRTC 4% Kinesis Video Streams iz 71
EHTFHAAXEMNEE SDK MM T E |, BB T RBHEITERE,
SoREMH

NodeJS WA 16+

(® Note
FATEUM https://nodejs.org/en/download FERFTHKIIZRE (LTS) MeA,
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Ym RN i, T

1. T &% %8 WebRTC SDK £ Kinesis Video Streams, JavaScript
HELHFRALUTAR
git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js.git
2. BMEFBE package.json XHHE F. ZXH N TEEENRE P,
HELRPRBAUTRA
cd amazon-kinesis-video-streams-webrtc-sdk-js
3. RERKHIL
FELIHEFEALT npm CLI @86 :
npm install
4. B3 Web RS 2RI HRREM T,

FELRIHHPEALT npm CLI 79 -

npm run develop

5. TE{REVXEESS , U5 http://localhost:3001/,

A LUBN YrtBexamples B XA XA RIEEM T .

FEHAF Android 8 WebRTC FATEA

LA step-by-step WBAHEIR T a{AE A Z 2= WebRTC SDK T . MEFZ1T Kinesis Video
Streams & H 8N =45,

(® Note

Kinesis Video Streams EZ 2 X &K LA X IPv6 Htitit, BXRELZHIRZ LEA IPV6 WES
EEMLR , SR https://support.surfshark.com/hc/en-us/articles/360011828279-H ow-to-
disable-ipv6-on- Android-.
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https://docs.npmjs.com/cli/v10/commands
https://docs.npmjs.com/cli/v10/commands
http://localhost:3001/
https://support.surfshark.com/hc/en-us/articles/360011828279-How-to-disable-IPv6-on-Android-
https://support.surfshark.com/hc/en-us/articles/360011828279-How-to-disable-IPv6-on-Android-
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T#:EMAT Android B WebRTC F AT ES

E £ Android 5 WebRTC F AT EA |, HZTUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

7 Android #1392 WebRTC F AT ES
E 7 Android 937 WebRTC FAXITES , EXZKUTEHTE :

1. EBLIM B X ITFHF amazon-kinesis-video-streams-webrtc-sdk-android/
build.gradle , % & WebRTC SDK & A Android Studio £XRXFF &£ IF4E (IDE )

2. MREBFE-XITFHE , e2BxEL. NRFZE , WRERY, HEEINWEEIRN , HEEF
Install missing SDK package(s) (RERPMNT X LED) RLZEMELENFRXITES , RF1E
& Accept (X)) AEREZE,

3. ElE Amazon Cognito ( AAFMFI S35t ) RiE. BXRIFMLSE , S5 Android WebRTC FF
KT EQRE Amazon Cognito, X&4 KHE Android WebRTC FF & TE ST FEH & 14 K E
BRORE,

4. £ Android IDE # , $TFF awsconfiguration.json ( M src/main/res/raw/ ) . X440
TFrR :

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}
}
},
"IdentityManager": {
"Default": {}
1,
"CognitoUserPool": {
"Default": {

"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
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"Region": "REPLACE_ME"
}
}
}

£ FB3E478 Android WebRTC Fr & T E B E Amazon Cognitod IS BR4E BRIV EE#

awsconfiguration.json.

5. WREM Android 8% BiEERIZ1T Android IDE 891t &, 7£ Android IDE & | &R iEEMNIR
% , RIEF7E H1=1T WebRTC Android F X TE4&,

W EBRGE R Android 8% EZE—1E R AWSKinesisVideoWebRTCDemoApp KN AE
F. ERALNARRE , S URIEBZ)., MEHM loT REF KB K SER WebRTC F5/4507R
A& 5o

1= 1T Android R~ R AR

SERA TSR -
1. TE&H Android X% £ , FRFHH ( £62E ) HIEH Amazon Cognito K7 3T
FFAWSKinesisVideoWebRTCDemoApp H & .

2. TE# AWSKinesisVideoWebRTCDemoApp , M El “BEIHE" NH , AEEIEFNESEES
ERINEESFE

® Note

Bl , £AK SDK AW REIBARRF , BREEE
I AWSKinesisVideoWebRTCDemoAppiz{T — M S @iE,

3. WLk : MRBBLUERRFDERILBE , FEFEME—M Client Id (F/7¥% D), RIAZNEE
FREED —NBERN , TREEFR ID. XABTEENTRZRIECANERSR.

4. %EFEAWS Xif XiF , RAGEFREREREZMBE,. WMHE , 2R RERE,
5. BRI peer-to-peer B , BIRITUTE—RE
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® Note

BREERNERFEANAEES K LIEEMENESTEERN. AWS X, EF& D
M AWS K 1D,

« P M A Android i % 2 B3t 1Teer-to-peer B : T REZNEEFH
- FRALERSE , TH Android 8% L&, WEFIZ1T Android WebRTC F X T EH,

« 7£—#A Android & &AWSKinesisVideoWebRTCDemoApp L LAE#E R ITFF ( %£4F S TART
MASTER ) , FFsR#i2iE (ETEE) .

® Note
Bal , FALEETBERER —MERE,

« 7£% = A Android i% % AWSKinesisVideoWebRTCDemoApp L AE BB ERXITFH , LUEREE
ELRSBRPBHNESINE (21F ) (1£3F STARTVIEWER)

RIIEFRETUUFTI T REZNZH/MREIE,
« PHEBMRAR SDK X FMZ FIR R EF 272 B3 {Teer-to-peer AL
- ERBLRE L, TH, WEC FEATHRARXREZN WebRTC FATEG HUFREE
RXETE,
- FRALERDSE , £ Android ®FE LT E. WEMIZ1T Android WebRTC F AT EE, it

Android 18 & AWSKinesisVideoWebRTCDemoApp LAEEBEFERITFF , BWINEFETUE
El#x AR SDK F RS 2200 5/ M IR ENHE

« P HEERNEIZRZH Android 1R%& FIERN EFI]H M 453 55 85 2 [E] 33 1Teer-to-peer TR A2 5

o fEA EIRPE | £ Android 8% L&, WEFEZ1T Android WebRTC FATEE, XA
Android 18 & AWSKinesisVideoWebRTCDemoApp LAEERFTF (BB EERX ) |, F
BEFHNSE (BEHEE).

- T8, #WE %48 WebRTC SDK # Kinesis Video Streams & F M4 B 2 JavaScript
HUBEERSHETE , ARUEEFRRE ULLEE Android FIREZ K F /MM,
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73 Android WebRTC FF & T EBHf & Amazon Cognito

TR

- BWFEMA Android Studio &, w#EBNZTHNARFREB. RIMNIBUFEASZHINRERS,
- ERAIREG  BEERMELSE Cognito Fil,

REBLLT S BIRE Amazon Cognito F Pt #l & 475t
RERF M

RERF M

1. %% Amazon Cognito ##| & HRIFXFHI2EIEH,
2. EEMSMELH , &R AP,

3. EAPM Iy, %F AEAFM,

4. FTRATET :

a. E1% BEZRAR-1TE Cognito AP MEFIETE S |, LRI,

iij:%-lt_io
b. |2 BERLER-EFEMEMAED,

ﬁ?%jt_io
c. 3% : mMEEMAEK-EFMENIED,

iij:%-lt_io
d. F$R4 . BEEBLE-EFMHEMAIED,

£ IAM ACEEFERY  ERIEACHCIENAE,
iij:%-lt_io
e. HE5F  ERENNARERF-EFHEMNIED,
EYNBNARFRE R FRP , &R NBE ik
iij:%-lt_io
f. ZE6: EFEACE-EFLENENSPHER , RARERQEAF M,
5. APt WHEL , ERERN G2,
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SHAFPMID HIETRUREM, ffawsconfiguration.jsonX#H |, X
x=CognitoUserPool.Default.PoolId.

6. G NRABRFEK AT+ , RERITHEES.
7. ENAEFEPRIIRED , EEENIN GZNNRAREFES RS Mo

EHEF ID HIE FRUEEH, Fawsconfiguration. jsonX#H |, X
x=CognitoUserPool.Default.AppClientId,

8. WREFHIBHIETRUZRRFEMH, Fawsconfiguration.jsonX#H |, X
xCognitoUserPool.Default.AppClientSecret,

RE &4t

RE &4t

1. &% Amazon Cognito ##| & HRIFXFH S EH,
EEMSmESR | EF 6,

2.
3. GEEGIEHMM,
4. BESHH.

a. W1 BEESHBEE-ZTHATHS

o AP ERINR-ERZLT 5 145 0F B 75 7] A BR
- 23 5MERIEN F4R-1%#E Amazon Cognito At

ji;%-l:_io

b. FEW2: K BMENR-ZE EIS5HRUENAR By , EEUTFER
- 1AM AB-ERCEHN IAM B
- IAM ABEMR-MABMHIE T REEERSREM.

ﬁ?%T_Z/Fo

c. B3 :Connect BHRIREE-E AFPMFEAGFE o+ , EEUTFE :
« APt ID-ERIEZHIRIENAF b,
- NRARBFEEFRK ID-EBRECHCENNAREEFE D,
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ﬁ?% -F - i [
d R4 BEEM-EIOHUBEMFTFRIPBABN.

EET—F,
e. £5F  BEEHACR-ERLESNBIFNER , AEEECIRS B,
5. ESMEREL , ERENEH SO,

S5 5 ID HIETRUZEFEA, Fawsconfiguration. jsonX#H |, X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BEHNNR,

a. B AWS Management Console , AEEA LT MULITIF IAM #2H& - https:/
console.aws.amazon.com/iam/,

b. HEEMMWSMiES , EE AE",
c. KEAZBRLELEGENASG,

(® Note
MRFE , EEARRE.

d. EFEM IR RE,

ERRE,
e. I&E JSONEI+ , RAEHRBEERNATAR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
"
]
}
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]

ﬁ#:%-F_Z’Fo
f.  WRERED FFUIMRAIR N EBIARE" 500 E%EE,

ERREFER.

FERAT iOS I WebRTC F AT EA

AR step-by-step BRI 7 41MA[1E i0OS A T &, HWERMIZTT Kinesis Video Streams WebRTC SDK
R EL M R R

£ i0OS T8 WebRTC F AT ES
E£ iOS T8 WebRTCHFATEG , BETUTHT :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

£ i0S B WebRTC FA T ES
ERUATEHE

1. BE¥KinesisVideoWebRTCDemoApp.xcworkspacefTFF ( B§#¥ amazon-kinesis-video-
streams : -/Swift/ .xcworkspace ) , f§ iOS WebRTC SDK § A iOS Hfx £ xCode &K I X
1% (IDEwebrtc-sdk-ios)o AWSKinesisVideoWebRTCDemoApp

2. WMREBEFE-XFTFZWE , eLBIHE, MFRE , WFBHE,
BARRSEBTTHIR

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

MREBDEIR | FHRITUATERAE

a. TFYBIITHEHEFZREHN amazon-kinesis-video-streams-webrtc-sdk-ios/Swift 3
ERSITHETUTRS

pod cache clean --all
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pod install

b. FYH TEEFZEXRHN amazon-kinesis-video-streams-webrtc-sdk-ios H#EHS
THETUTHD :

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

C. Build,

3. ElE Amazon Cognito ( AP MA S ) RiE, BXFMIER , S i0S WebRTC FAT
E Gl E Amazon Cognito, X&%EKHEE iOS WebRTC FF & T EEFFEMN & 7 1 1E MITARIK
B

4. 1 IDE # , #TFF awsconfiguration.json 34 ( RB /Swift/KVSiOSApp ) . WWXHmMT

iR
{
"Version": "1.0",
"CredentialsProvider": {

"CognitoIdentity": {

"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}
},
"IdentityManager": {
"Default": {}
1,
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"

}

}
}

FERABEZ1TH Android WebRTC FF & T E A E Amazon Cognito WY S TRE RV EE#

awsconfiguration.json,

5. 1 IDE # , TFF Constants.swift X4 ( kB /Swift/KVSi0SApp ) . WLXHM TR
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import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2
let CognitoIdentityUserPoolId = "REPLACEME"

let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

let AWSCognitoUserPoolsSignInProviderKey = "UserPool"
let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com
let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole "MASTER"
let ViewerRole = "VIEWER"

let ClientID = "ConsumerViewer"

FERABNZETTH Android WebRTC FF & T EGfl&E Amazon Cognito Y S RE R EVEE#
Constants.swift,

6. HAREH i0S kB EEETIZEIT XCode #y Mac itE#Hl. 1 XCode ¥ , EFEEENIRE , AW

EHIZ1T WebRTCIOS FA T E4A,

S BIFIE i0S 8% LR EE N AWSKinesisVideoWebRTCDemoApp MM FAFEF. {3 FH Itk R FH

BF , SRR, MEHM loT X% in B SEET WebRTC F 55/ 5UR A& i o

Z17 i0S RAINAREF

SEREATHER

1. EEWIOS iR L , FRAMNK ( £l ) HIMBK Amazon Cognito K 3T
FFAWSKinesisVideoWebRTCDemoAppH & X,
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2. £ AWSKinesisVideoWebRTCDemoApp , %l “EEEE" NH , RAEEFHNESFEES
“ERIEEHEE

® Note

Bal, EAL SDK v RGINARRE , BREE
I AWSKinesisVideoWebRTCDemoAppiz{T — M S @&,

3. (Wit ) MREBBUERRSMDERIMEE , FEEME—H Client Id (/7% ID), RIAZNE
BRERI-MEBEN , IFEFM R ID. XAPTEENETRZRIISTENESSR

4. %EFEAWS Xif XiF , AGEFREREREZMBE. WMBE , 2R RERE,
5. BRI peer-to-peer B , BIITUTE—RE

® Note

BREERNERFEANAEE S K LIEEMENESTEERN. AWS X, EF& D
M AWS K 1D,

- PEHA I0S &% 2Bt 1Teer-to-peer B : TIREMEEFRT
- FRALRPSER , EHIOS RE LT, WEMNIZIT IOS WebRTC FRXIES,

« £ —AWSKinesisVideoWebRTCDemoApp#& iOS & LU EFERITH ( EBRBHEER ) |

Fra#aiE (E51EE) .

® Note
BeEl , FALEETBERER —MERE,

« £ =4 iOS & ZAWSKinesisVideoWebRTCDemoApp LA EERERITF , EZELHESER

FEFNETHE (21E) (AR BHEER") .

WIFEERRD S B R Z 0 FH/MNEIE,
- P EHRAR SDK 18 %M iOS ¥R EF S Z BB 1Teer-to-peer 1L 5

- ERGEKRE L, TH, WE C PEATHRANREN WebRTC FRTEE HUFREE
XEB1TE

ERT iOS B WebRTC FFATEA
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 FRALARSE , £—1NIOSBFLTH, WEFNIEZEIT IOS WebRTC FAIE S, £t i0S
1’ & AWSKinesisVideoWebRTCDemoApp L AE B ESE R ITFF |, HHIA iOS EFEFALLEED
#A I SDK F RS e5 8 F 5/ MR IE

« PEEREIREZN I0S RBFMERNEFT AN SR K35 2 [ H 1Teer-to-peer 1% i

« FALRSER  E—NIOSREZFLTH., WERMNIZ1TIOS WebRTC FFATLEE, It iOS
1’ % AWSKinesisVideoWebRTCDemoApp L AEERITH (BB EEN ) , FHRFLE
(EHEE).

- TH, HEHLUBEBEETHE WebRTC SDK B Kinesis Video Streams i& i T M 4% 5N
2 JavaScript 21T , ARIEEFE RS ELE R Android E RS E5HY =551/ 50
JavaScript

7 i0S WebRTC FF & T E B E Amazon Cognito

FRFEM

- BIEWUER XCode KRE, FEMZTHNAREFRNRE. BIHESIIRE,
- ERfIREH  BEERMELIE Cognito Fi,

REBLLT S BIRE Amazon Cognito B F5thFl & 145t
RERF M

RERF M

1. %% Amazon Cognito ##| & HRIFXFHI2EIEH,
2. EEMSHED , &F AP,

3. EAPRMIBS , EEFAIEAF I,

4., FTRUATET :

a. HE1¥ BEBRRAR-TE Cognito AP MEFIETE D |, LB,

ﬁ?%jt_io
b. T2 BMELZSER-%EFMENAIED,

ﬁ?%jt_io
c. 3% MEEMAEK-EFMENRIED,
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ﬁ?% -F - i [
d. T4 BEEHEEAEEFEMAIEI,

£ IAM AeREFRS  ARIGACHGERAE,

ii*%jt_io
e. 5T ERENNARF-EREENAED,

i NENRAEFES R FRP , &R NBEFE

ﬁ*¥—|:_$o
f. ZR6: EFEHCNE-EFELENETSPHWER , REERQWEAF .,
5. EAPMIEL , EEENRK 6N,
SHAPMID HIETRUREM, ffawsconfiguration.jsonX#H | X
x=CognitoUserPool.Default.PoolId.
6. ®“FE NARFER ETF , RAEHRITEEKD.
7. ENARFERmIIKRTED  ERENNCIRHNNARERE SRS T
EHEFE ID HIETFRUEZEFH, Fawsconfiguration. jsonX#H |, X
x=CognitoUserPool.Default.AppClientId,

8. HWREFHIBHIETRUZRREMH, Fawsconfiguration.jsonX#H |, X
x=CognitoUserPool.Default.AppClientSecret.,

RIE &7t
RIE &7t

1. &% Amazon Cognito 2| & H U XiF R B EH,
2. EEMSHEF  EFHHH,.

3. ERVIERHMDM,

4. BEHMDH,

a. W1 BEESHBEE-ZTHATHD

« AP EARBR-ERZIS 5 1536 0E 59 15 9] AR
- 2 F5HRIEHN 5 4IR-1%# Amazon Cognito A ith
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ﬁj:%-lt _io
b. $EW2:  MENRE-E EIFHRIENAER B , EEUTFE

« |IAM B E-ER RN IAM B
« IAM BER-RABRMFIE T RESTEIRER,

iij:%-lt_io
c. W 3: Connect BRIREME-E AP MFE HoEBUTFE :

- APt ID-EREE IR A,
- NARFEFR D-EREZH BN NAREFEF R ID.

iij:%-lt_io
d. R4  BEEBM-ESOLBERFRPRBAEN.

iij:%-lt_io
e. B55  EEMVNEEFLESNEOTNIER , AREFRIESH M,
5. EEMMTEL , EFRENHE 6,

S5 5/ ID HIETFRUREMH, ffawsconfiguration.jsonX#H |, X
x=CredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BAEHNNR,

a. &% AWS Management Console , RA/EEA AT MuLITHF IAM #ZH|E - hitps:/
console.aws.amazon.com/iam/,

b. HEEMSMES , EFE ‘AR
c. KEFAZBRLELHEGENASG,

® Note
MRFER , BEARRE.

d. EFEM MR REKM,

LR,
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e. & JSON LI+ , RERREERANUTAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}

iij:¥-|:_$o
f. WMREREP FHIREIRNERIARE" S EIEE,

ERREFER.

WebRTC C SDK M & F imig#x

£ Amazon Kinesis Video Streams with WebRTC MEZMN N ARFH S B AHARK , SFEMLE.
E5, RiERHR, NEEZMBIFRHR, C 1B SH Kinesis Video Streams with WebRTC X #F&#E
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PSignalingClientMetrics)API SREUXLETIER. TEHR—NRAIFEAER .

SIGNALING_CLIENT_HANDLE signalingClientHandle;

SignalingClientMetrics signalingClientMetrics;

STATUS retStatus = signalingClientGetMetrics(signalingClientHandle,

&signalingClientMetrics);

printf("Signaling client connection duration: %" PRIu64 " ms",
(signalingClientMetrics.signalingClientStats.connectionDuration /

HUNDREDS_OF_NANOS_IN_A_MILLISECOND));
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- ICE fR5528  XEIEHRATIWERXXIENTE ICE RFBNRERFE. XEBHTERTHREE
ATEENEERENRSSE. ERELEERT , MREETRERK , NIFEBTFREXLER,

« ICEMRIEX : XEEHRAT THRNFREZZRRBNFT/HRESIWHRE R S REEXH N2
=

o BB -

- EEAU RTP : XEERRKRRER KENBRERNIHELANA.

- HI5 RTP : XEEREMREXEE RTP RNELE. B TERHNRIRELN , EMHIIEER
Ao

« A¥5 RTP : XEERREHREXEARENEE.

- BIFEBEER  XEEFRAUEBESTBEIHREBEREAMERNEENFTTH, AIUFERBEE
ID IREUEHR,

IBATLAER STATUS rtcPeerConnectionGetMetrics (PRtcPeerConnection,
PRtcRtpTransceiver, PRtcStats)API W EE ICE, RTP M¥EEEMXNER. TAR—1

HERA -

RtcStats rtcStats;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_LOCAL_CANDIDATE;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection, NULL, &rtcStats);
printf(“Local Candidate address: %s\n”,
rtcStats.rtcStatsObject.localIceCandidateStats.address);
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RtcStats rtcStats;

PRtcRtpTransceiver pVideoRtcRtpTransceiver;
rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_OUTBOUND_RTP;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection,
pVideoRtcRtpTransceiver, &rtcStats);
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rtcStats.rtcStatsObject.outboundRtpStreamStats.packetsDiscardedOnSend);
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$ aws kinesisvideo describe-signaling-channel --channel-name your-channel-name --
region us-west-2

- ERERRARN , BRA :

$ aws kinesisvideo describe-stream --stream-name your-stream-name --region us-west-2
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https://console.aws.amazon.com/kinesisvideo/home/
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R%E ARN 5 , FiRERGFHEE, K& .

$ aws kinesisvideo update-media-storage-configuration \
--channel-arn your-arn \
--media-storage-configuration \
StreamARN="your-stream-arn",Status="ENABLED" \
--region us-west-2

/A Important

MRF A , StorageStatusMIFEBFEEE peer-to-peer ( TEEHR ) EHE, NEHEEE
EIEFEHAE. BH4MFAH JoinStorageSession API FaEfii & SDP MM A EHEXNE A
ME#SFEZRRIERE,

VRS
AUTRHBEIL -

« £FERK  —/E, BEXE
- ETEE  BRAE#EER , /MNKF&Z 100N

MR 52 25 1R HUR AR

/A Important
Chrome =M — X #5258,

1. ERPITEASRHFHE WebRTC SDK HiIlI Si#h Kinesis Video Streams. JavaScript
2. EEUTEER:

- KVSima., EXIEFES |, FENXiE,

B0, us-west-2,
« AWS &

HELTFH

REVR 69


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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- TAREL ID
« WEIR N

« DETHE. ZRVINARFXFIRNFIENKHAZIE, NREEANEEH IAME
FEREZE, BRXESZELE , F50H IAM PR IR Z£IEF,

- EORBRE, TEREERMERY  BALCIRENESEENEN. EXEZEER
section called “Fit & R KR EUF F4%”,

o RIR. EBRRIEMINFKIEZ o
« WebRTC JREVHFM, 1EF B IMAREMFM XN FEE,
3. EBRBZHERRE,

MRER AP ETRERENRE , NRFIRARFFE3EA

DescribeMediaStorageConfigurationAPI 3RS 35 WebRT JoinStorageSessionC RE T/EFRTE,

M WebRTC C SDK H 12 EUE {4

R R the section called “C FiEH TR ANIZEEZN WebRTC A A T EE SRRERRHINARER.

1. FERAEH AWS K EEREENINE -

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

WMREFANRIEE AWS iE$ |, FENSHENXFSE
export AWS_SESSION_TOKEN=YourSessionToken
2. B1T7HAl:
N
SMEIZbuildX#HX , HER 1" ERE=ANSH, KH .

./samples/kvsWebrtcClientMaster channel-name 1

GStreamer xRl

M WebRTC C SDK HREUE


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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EMREB)ZbuildX#X , AREMEH audio-video-storage “” tERE = /NS, FH .

./samples/kvsWebrtcClientMasterGstSample channel-name audio-video-storage testsrc

X ¥ /53 WebRTC #2EL,

(® Note
BRHENESTBEESNEE N A TEM. A DescribeMediaStorageConfigurationAP| 31T
Ao

& EF Kinesis Video Streams i PRy &

1.  FTFF Amazon Kinesis Video Streams & & 28,
2. ERUTZFE

o XiF, % us-west-2,

- AWS 15 [RI 4R

- AWS 4

- MAEW

- BRERN, EER,
3. EBRFTFHRIBER.

ERRME
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
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Z&H

TR AWS REFZE, N AWS BF , BNZRTEINAEASHRLHRBEALANERMBE
BY B4 RO AR 45 2R 4

RERNMFHEEE AWS W3, REREEXFEFERAISH Z2MNEH WEEH

« TRE — AWS AFRHFPE AWS ZHIZ1T AWS REWERZEHE, AWS B RHEEHATLULZLER
HERSS . ER AWS EFMITRIN —27 , BINNZ2BENERIMEEPHE=FFiTZH#TNR
FMIIE, BT #EM T Kinesis Video Streams &M ITX , HS RS M ITRISEENAIAWS R

Fo

DKL 2-BHNREREEAN AWS RSRE, EEFENEMBRARNT , SEREVBIEAIER
., BALANERUKERREREEMN,

RO HEBY IR T #E1E WebRTC #{#H Amazon Kinesis Video Streams B 2047 57 F 0 B FATHEHL,
LTEBEERERT AR WebRTC EE Amazon Kinesis Video Streams , ASEMEH L2 FEM
BiR. BRFEIMAFEAEM AWS RS , XLERS AT A ZET WebRTC BIREZEMRF B/
Amazon Kinesis Video Streams,

ES ]

« £/ AWS Identity and Access ManagementZ Xt Kinesis Video Streams with WebRTC #Y 17 [&]

 Amazon Kinesis Video Streams with WebRTC & M1 1IE
Kinesis Video Streams with WebRTC F Ay 584

Kinesis Video Streams with WebRTC R ERIZER £

& A T Kinesis Video Streams with WebRTC K Z £ RIFEE

WebRTC Nz

£ AWS Identity and Access ManagementiZ#I3¢ Kinesis Video

NS N

Streams with WebRTC Y15 18]

B’ AWS Identity and Access Management(IAM) 5 Amazon Kinesis Video Streams with
WebRTC Bi&fEH , BRI AR HIELA P AFERFERIFERN Kinesis Video Streams with WebRTC
APl BERITEIMES , URMIIESERBERN AWSHE IR,

/A AWS Identity and Access ManagementiZ X} Kinesis Video Streams with WebRTC #9778 72


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

Kinesis Video Streams
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BXIAMNEZEE , BSRENUT XY :

* AWS Identity and Access Management (IAM)

- Al
- 1AM AP 15T

B
- EREZE

& AT Kinesis Video Streams with WebRTC Byi&4E

Kinesis Video Streams B Amazon &JREZ# ( ARN )

¥ E At IAM BK 1759 Kinesis #37U7 AY X R

Kinesis Video Streams with WebRTC B 7= {5l 55 B&

RE&IES

IAM policy 22 & — N ZMEDH JSON X, BMEDHEHANT :

{
"Statement":[{
"Effect":"effect",

"Action":"action",

"Resource":"arn",

"Condition":{
"condition":{

"key":"value"

ARIFEANENTENT :

« Effect : It effect ATLL2Z Allow = Deny, FEEINERT |, IAM A& EFERRRM AP RER
A, At , FIEERGSHIEL, EXATRBESZRANAN, EXIELFESEMAT.

+ Action : action X HER FIELENENEE API #21E,

 Resource : ZBEZMHNRR,. EXEUIPEERR , BFEEFEAHAmazon BIREH (ARN).

REEEE
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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» Condition : AR XK. BT AT LUR T2 Hl SR B A AV B D o

ERIZEMEE IAM policydt |, BATREHR LM IAM Policy £ K E5H1 IAM Policy Simulators

&R T Kinesis Video Streams with WebRTC B {E

£ IAM policy IBAH , BRAILMNEZE IAM BE RS P IEEEM API #E, X TF Kinesis

Video Streams with WebRTC , fER AT AI4A APl #4E85 & : kinesisvideo:. #i

i : kinesisvideo:CreateSignalingChannel, kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

EEENBEAOPIEESUERE  BERESHEIRT , TR :
"Action": ["kinesisvideo:actioni", "kinesisvideo:action2"]

U U ERABRFEESTURE, fla , BAILIEEB AR E Get" FF KM MBERE , TR :
"Action": "kinesisvideo:Get*"

EEIEEFTA Kinesis Video Streams 1&1E , A * (ES) BEA/F , WTAR :
"Action": "kinesisvideo:*"

A% Kinesis Video Streams API {ERNZEFIXK |, FSH Kinesis Video Streams APl &%,

Kinesis Video Streams B9 Amazon &IR&F: ( ARN)
N |IAM policy BRER TEFERRRRN ARN IEEMN TR,

iF3¢ Kinesis Video Streams AL T ARN &EKRR :

arn:aws:kinesisvideo:region:account-id:channel/channel-name/code

fFln -

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

& A LAE A DescribeSignalingChannel SREUEE R ARN,

&R T Kinesis Video Streams with WebRTC HJig#E 74


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
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RFEHAM IAM K 1518 Kinesis 557 8 1 PR

WO REEE M H IAM K % F X4 Kinesis Video Streams with WebRTC {E 5@ E M TIRENN IR,
BREAEEH—TURSEE. RREHITREN IAM A, IAM BB R ATLE IAM Fal22, SaFm
RIRS AR, BXEZER , H5H (AM BFREE) £ 812 [ AWS RS ZRINEN A€,

Kinesis Video Streams with WebRTC Y /=5l 5K B
LA SR BE R BUE R {2 &0 B P X4 Kinesis Video Streams with WebRTC E&E /1518 o
Example 1 : R AP MNEAESBERDEHEE

R RE fo i B P SR A XS 4E ] DescribeSignalingChannel S5 EERIT
GetSignalingChannelEndpoint, ListSignalingChannels #l ListTagsForResource #
.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
1,
"Resource": "*"
}
]
}

Example 2 : RAFAFRIRZESTEE

IR VA PR E T CreateSignalingChannel #4,

"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:CreateSignalingChannel"

]I

BFEHM IAM 0K 58 Kinesis #3557 A X BR 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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"Resource": "*"

Example 3 : ¥ AFERIFTA Kinesis Video Streams ] Kinesis Video Streams with WebRTC B'&
R

LR fo i A P A X AR IRINITIE Kinesis Video Streams #14E, WEKERATEER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : 2 ¥FH P NS ERE S EERIESE
LEER B A VF A P RAMNSERE S EERINEE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:DescribeSignalingChannel",
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"
}
]
}

Amazon Kinesis Video Streams with WebRTC B & #1456 iF

ETHRREETRESMUXNEE , FZHAWS RF “EEA XIS HBE" ", RERFEERX
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EMMERAE 76


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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SALAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRMN “THERE FHAWS
Artifact,

MR AWS RS TN EAREBR T ENBRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFEHNIASHE

« ZE2E5EAMREANEE — XEFBEMINC TRWIESEM , ARMTEXEEME AWS £
BUREMNEAUNESNEETENT R,

- £ A@Q@ mazon Web Services L HIPAA Z2 553N — RAEHER 7 {4 w1 0{a £ A
AWS REIZFE HIPAA BEH N AREF.

® Note
HIEME AWS IRF ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
ZE,

« AWS EMEIRAWS — It THAEEMIEra S v 885E A T B AV 1T L MR 1E 3 X

- AWS BEFailieE —MNENAETHREEREEN, XEEFLEETRIFVRESEK , AWS RS
HHERMH R ESNMER ( BEEEERMESHE AR (NIST), XFFRTULEZLFEERS
(PCI) FIEBRFAALAL (1SO) ) RS 4,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config lRF TSN B REEE S K
BELRFESNIRE, TLgNFEM,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHEBFERETURENRESK., BXZTIFRSREHHS
& , 15 # Security Hub B4 5%,

« Amazon GuardDuty — BB EREZN AWS IKFIMERREFETRNEEES , kK AWS kS
BNEHN ITEAR., RHRENIBEDRNEBERM. GuardDuty BIHEREESHMERNAENAR
RNER , JUBSHEHEERHEMNEER , filan PCIDSS.

« AWS Audit Manager— iX AWS B35 AT AR BRI ® 1t AWS EAER , M E{LX B EE UK
Y EMRFITAFRERN SR,

Kinesis Video Streams with WebRTC H Y5814

AWS £ IRERN IR RS AWS X M AXEE, AWS XiF 22N EYE iy BiRE A A
X, XEAAXSERREK, FHESETRESNNEERELE -, SR ATHARKRITMETE

AR BE 7


https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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AARKzBETZTHEEAZXAREEZBHNNARFNREE, SESNENHSMNREF /O EM IR EE
b, TRARKERESH AL, RESENTT BX.

BXRAWS XM AXHWEZER , HSRAWSEEREM %,

Kinesis Video Streams with WebRTC A EM iR LS

ER —BIHEERS , Kinesis Video Streams ( @& H WebRTC Ih&E ) B Amazon Web Services:
Overview of Security Processes B B FTREY AWSE IR E L & RERBEERT

BT LAEF AWS KA API 1 BEE M 4158 Kinesis Video Streams, BEFmMAMZFERER
2t (TLS) 1.2 REEMA. BWUEA TLS 1.3 RESRE. BFRESAXGETTLOERE
(PFS) W& EM , fl10 Ephemeral Diffie-Hellman (DHE) =% Elliptic Curve Ephemeral Diffie-Hellman
(ECDHE), RZHIMNA RS (W0 Java 7 RESRA ) BZFHIXLER,

A BAERERIZL ID 5 1AM ZEREAXBHBEZHRZARSERH#AITER. HE , BALUE
A AWS Security Token Service (AWS STS) £ K i if Z £ EIERN FERH#HITER,

F AT Kinesis Video Streams with WebRTC I L& &£

Amazon Kinesis Video Streams ( @& H WebRTC Th&E ) fH TREF AMNXEECHZERIENFE
EERNTFEZRLINE. UTREXERRE—MESEN , HIRKEBELEMBRAR, XEHKESKA
RETEEEANTRERTHELNMEER , BREANEANEZERARZRm 216,

EXZRRENZLBESR  HSRRERENLZ L HESE,
K S KA PR 15 ]
EEFNERN |, LA LUREEIRBMFLE Kinesis Video Streams & IR B R, & 0] LA X LR IR B

RBLEATNEERE. Bt , BEENBEFRITESAFHINR, XRSFENREEAN TRNRERE
LR EEHARSEREERERNEREXREE,

filgn , @ Kinesis Video Streams KIABIEHNGIEENFE PutMedia, GetStreamingEndpoint
# DescribeStream, B RCIEZENARFR FAEIRME (*) HHEHMIEE ( HlW0 GetMedia ) BIR
BRo

BREZER , BERMTLRREMRURNTAEEE ?
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
https://www.beyondtrust.com/blog/entry/what-is-least-privilege
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FH IAM A

BIRENEFRNARFLHERBMNEILERER Kinesis HIR. BT AWS RIEEEF#E
EFFium B A FH Amazon S3 FEREH . XERTEFIERRNVKHFIL , MRENZIRE |, Tae
23 WHFF=EEREME,

Mk, EBNZER IAM BEREECIZR[NEF in SR EF Y I8EHEIE LG Kinesis MR, E4E
RAGR , 874 ERKBFEIERE R HE TR,

BXREZEE , F5H IAM AFEEFRNUATER

- IAM Bt
- HXNAENERLEE  AF, NAEFMRS

£ CloudTrail 51 API i#H

Kinesis Video Streams with WebRTC 5 AWS CloudTrailiH&ERK , EER—WRSE , AiEEAF. A
&5 AWSHRSE £ Kinesis Video Streams with WebRTC H AT R EURYIR/ER id .

£/ CloudTrail WEKNEE , BRI LAEE M Kinesis Video Streams with WebRTC & H T+ 4#E K,
RHEERD IP ik, AAXRENER, HROXENBAREMBIFHAER,

EXEZEER , {52 Hthe section called “f£H WebRTC API i@ 12 % Kinesis Video Streams AWS
CloudTrail’,

WebRTC 1%

wBIRNZE 2 H A WebRTC B Amazon Kinesis Video Streams 2% IEE | Kinesis Video Streams
EEEETNEASBEREANNMEESF LEESB FEAREIRNE, TiLBER peer-to-peer BT
Kinesis Video Streams Video Streams TURN i SUE 24K , AT WebRTC BE{E & @3 Fr L inEE i
WHITREME,

i & Websockets (WSS) RIRERIHE , FABERERMERZ S (DTLS) WHIBHRIT MR , B
Tl AR e RatE mihi (SRTP) #1705,

FAIAM B 79


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
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Wi

W= 2 1%3%F Amazon Kinesis Video Streams with WebRTC FI#&EH) AWSHER AR AT 4, mTAMRMN
MEENEEAE, BRM AWS BRARNAIEIS WEKEEE  UEEERNHERHIAN L S
B, & , EFFIEY% Kinesis Video Streams with WebRTC Z B , #& R #IE M1t %I H E iR E
ET SRR :

- BERENRMAAL?

« B BREBERIR?

o« WEIRIX LR IRAY SR Q04 2
- RERMLEEZRTE?
« WRERNITHEZRES?

o« HIEEIRET RE A ?

EENGEBERHACRKEZRITRE , T—SRELENIFEPREL Kinesis Video Streams with WebRTC
EEMENELE, SNZETRNBEMNTEAZEEZSE T E Kinesis Video Streams with WebRTC 4
gt, M5¥Z Kinesis Video Streams with WebRTC B |, &R FAEFTURERN MKW FidRk. B
LBl Kinesis Video Streams with WebRTC MeESXLHEHF#H TR , XEFETEAEEMEN
EFEEXNBEEN | SUREE B ERRX AT 88 H A BB,

B

*
« BT CloudWatch Y12 Kinesis Video Streams with WebRTC
« /A WebRTC API i A12% Kinesis Video Streams AWS CloudTrail

&I CloudWatch ¥4 # Kinesis Video Streams with WebRTC

& A LAE A Amazon CloudWatch ¥ 2 Kinesis Video Streams with WebRTC , Amazon CloudWatch
MKinesis Video Streams with WebRTC FIRERBEHRE , HHEHE N AE, B EIR, XL
FIBIEAREFE 150N, NTELREBIHRIFTEEER |, HEEW EFiM T HEHN Web NARBRF RS
HHRITER -

Kinesis Video Streams 2L THE#F :

£}

BT CloudWatch 12 Kinesis Video Streams with WebRTC 80
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- ETER

« TURN fE#%

ETER

EREN HE LRy

Failure = T
fE , Signal
ingChanne
IName

R R =Y
E , Signal
ingChanne
IName

MessagesT  Signaling T
ransferre ChannelNa
d.Count me

Operation #E RN A F A TEAT API :

ConnectAsMaster
ConnectAsViewer
SendSdpOffer
SendSdpAnswer
SendCandidate
SendAlexaOfferToMaster
GetlceServerConfig

Disconnect

iR

WMR%EEFRIVIRMEIRE 200 RESK
BRE , MegH0 . EMHR,

M AR S5 45 LB SR 2 AR 553 121 W) A7 1A i
EHEtE,

EAEEW ) #9H

FERER
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TURN #E%5

ERE N HE L) iR

TURNConne Signaling DI NF—o8NATFRIZHBEHNEN
ctedMinut ~ ChannelNa TURN 2 EE# A& H“17,

es me

5/ WebRTC API A 12 %% Kinesis Video Streams AWS
CloudTraill

A WebRTC B9 Amazon Kinesis Video Streams AWS CloudTrail5 WebRTC £/ , ZRERER
F. &5 AWS RS 1E WebRTC B & Kinesis Video Streams H R EUAYIR#EIES, CloudTrail
LA WebRTC R EHH#3K T T# Kinesis Video Streams BIFFE APl A, HIRWAREZERE
Amazon Kinesis Video Streams 2] & #Y 18 A LA KX Amazon Kinesis Video Streams with WebRTC
APl 2EMRBIER, WREQERE , MATL AT CloudTrail E4F4 &M E) Amazon S3 77
1, 8@ WebRTC NI S# Kinesis Video Streams RN EH, MBEREBRE , BMART
LAfE CloudTrailiZ#l &8 “SHAEIER PEFRHTNEH. EAKENER CloudTrail , BRI AHEE
#B3Y WebRTC [ Amazon Kinesis Video Streams & HHVER, K HiERA IP sk, #HREBIER, [
Bt R HIER AR HAiFHE R,

ETHMEZEE CloudTraill , BIBWMMEBEEMB AT , i5SH (AWS CloudTrail AFEFE) o

I 53 Kinesis Video Eid WebRTC E#E Kinesis Video Streams #
CloudTrail

CloudTrail ZE 28|12 AWS Ik EEZNIKF, LB, YXEFNEHEIHIETE WebRTC B9
Amazon Kinesis Video Streams F 8 |, Z5E31N AWS SHMRSEH — 212 X7E CloudTrail EHH
FigxkH, BUUEBCH AWS KFFEE, BENTHEERENSEY, BXEZER , BSHAE
AEHHF1EFREE CloudTraill £,

ERSZIIREN AWS IkFFRINEHS |, SEFER WebRTC B9 Amazon Kinesis Video Streams 1%

# , BOIERER, RERAY CloudTrail & BENX A& HE Amazon S3 7M. MIRERT , £EHAE
REIEREFICRA , WIRERIERNATAAE AWS XiF, RERIZRE AWS 2 XAEXBHNEYS |, HF
HEXHERIZEIRIEERN Amazon S3 FiEME. AL, BRI BIEEH L AWS BRS , LU — 5 2 T FIkk
¥ CloudTrail BEFKRENEHEIE, BEXEZER , BEATIRNES .
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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+ CloudTrail 335k iR S5 #15E AX

» Biti& Amazon SNS & CloudTrail

s BUWRBZANXIEH CloudTrail BEXHMEBRKEZNKF B CloudTrail B & X4

#AH WebRTC B9 Amazon Kinesis Video Streams XU T REENSHIEREBEXLEF
CloudTrail

» CreateSignalingChannel

» DeleteSignalingChannel

* DescribeSignalingChannel

* GetSignalingChannelEndpoint

+ ListSignalingChannels

» ListTagsForResource

« TagResource
« UntagResource

» UpdateSignalingChannel

BIMEHHBLEKFEHBELEARERBERNAREE. SOEREHTERENUATAE

« BEREFEHBIERBIER AWS Identity and Access Management (IAM) B FEIE % Ho
s BREEAACERKREAFPNIENZEEELEN,
- BEREESHHM AWS RFXRH.

BEXEZEER , S CloudTrail AR 59 TE,

R~ : Amazon Kinesis Video Streams with WebRTC B E&EXH%H

BERERER—MEE 6 AFSSH4EN B EXHEHmEEEERN Amazon S3 71, CloudTrail B & X4
BE—NEENMNAEFEZE. BHRAKRKREBEMRENEMER , BEEXFERWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAHR AP BANEFHRRE , HILET2RE
A4S E R IR 3,

AR RBIE R T & RiZCreateSignalingChannel##E# CloudTrail B&E%R B,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
1,
"eventTime":"2019-11-19T22:49:04Z2",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
.
"responseElements": {
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012
YourChannelName/1574203743620"
.
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"

:channel/
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Amazon Kinesis Video Streams with WebRTC # & HE &

£ F LA T 15 Bk HEZE Amazon Kinesis Video Streams with WebRTC A AE38 ZI#9 & ML (7] &,
£}

- RS IRM

B LEMEXEZ

i IE R AT IE 3

AR 55 BR AR
EREH - EREN— RS SERERIEMEPEE,
B2023 £ 2 B, BARSAERBEBDEMEPEE, HX Athena BSBANTNES | #5

5 B,

Bx R E sk
Kinesis Video Streams with WebRTC HWE SRS Al — XM EERE :

« HTTPS HAXE T https://*.kinesisvideo.{region}.amazonaws.com fJiH =
« WebSocket SimRERK wss://*.kinesisvideo.{region}.amazonaws.com
e fF stun:stun.kinesisvideo.{aws-region}.amazonaws.com:443 B STUN AR5 85

« fF turn:_._.kinesisvideo.{aws-region}.amazonaws.com:443
turns:_._.kinesisvideo.{aws-region}.amazonaws.com:443 B TURN BRS5 85

£ RTC H—%p% , 34z |84 A B i PeerConnection AT AR F TCP = UDP,

AZHBNARFHRIEEIBES NN EAN IP it AR E/ERN ICE &% R MK O MMUKREILE
¥ peer-to-peer iE#E, XERETATERERAXEREDMEEERE, tEEE8—X , EFAL
BYERE,

BRS5BRER 85
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=z
& IRIE

MREFFRKEEFRNVERREZNEFREZHICKTEW No valid ICE candidate ZEHEE , N
AREBMREER R, MR IEHEILEREE  INEZTEHR , VALK REXMER.

ERREREZRE | BRITUTRE
s MREBLRETRZWER TURN |, BE 4B A TURN,

TURN £ C SDK AR ERIAL F B AIRA . 7E JavaScript SDK &, TURN onlyfE NAT B/ Hik
FESTUN/TURNE,

« NTEZBROME , flmilMeg  FEHAEMATHANME (BERITENE ) .

MR B IEFEERE VPN | BT EE,

(@ Note

&M LLZZ B Kinesis Video Streams TURN AR$585IREIRY 403 Forbidden IP £5iR. BRSESIE
“4‘8E localhost IP Y ICE 1&3i&XS , 5140 192.168.* 5 10.0.0. *,
XARESSH—& (BEFX2LEB ) ICE 1REX LM,

B 215K ([
WebRTC A bA#% B4 A e F LA T 5B 7 A0 ] B -
. P LR (NAT )

- B
- NFREZAHRE

WebRTC ## 7 —/MEZ , AIENFEF EEH AN NET EE. SRRE®T —RELENE
peer-to-peer E R ER T B3 TURNR S 85 F 4 554 B9 #1151

ZRINBMEEMEBENAALAN  ALETH L AXRBEHBRSFEMAXFABENTE,

N

=]
o SFWIRIMN (SDP) BRI BE
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« 1{& ICE RIETNA 4 X

- WEMSA T BLARETRE M EE

- SIkEXmER

SEFER I (SDP) BILH &
SEHEIBRIMN (SDP) BIWFBZ I EFRZ 2B RTC £iF#HTHH1E,
ETHAEX SDP MIUMESZEER , SR,

- BUREEFERLER , BEFEES LR Kinesis Video Streams with WebRTC FER“F 8" 5iEZEEZ|
EEPEENTNHFREEIRR,
. NZHEWHZEREEK.

RUMNER2ERTRERN , RECMAREISESHIEELRETN ICE RET,

EAT C # Kinesis Video Streams WebRTC SDK B8 — M RWIMETE  RULUSHRIZELIICHE
SDP, XEBITF 7 HBIKEIAVIRIFNE R R

EM SDK ¥ SDP i23%ZF| stdout , IHRELATHIELE : export DEBUG_LOG_SDP=TRUE., &k
AILAE A ZsdpOfferEH7E JavaScriptE TEF RN EFinPid% SDP Wk FEZ R, EEFIE
~ , EZHGitHub,

EXEZEER , i5ZA the section called “@i¥ CloudWatch %32 Kinesis Video Streams with
WebRTC”,

WMERKRIRE SDP &R , N AR EFRE T EES SDP 21, KA ZBW AT SR AFREMNEAE LR
fRIEES, BEBIRLUUTHENERE :

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.
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https://www.rfc-editor.org/rfc/rfc4566#section-5
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer
E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid="'videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

HEEE SDP RWWHARE , BEHKI a=rtpmap FXH1T , LEFHERN WL R K RHETD,

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

ik ICE RIETRY 4 X

ICE RIS M STUN BRZ S AHBARANEFEFIRERK. X TF Kinesis Video Streams with WebRTC
3% , STUN fRS588 =2 stun:stun.kinesisvideo.{aws-region}.amazonaws.com: 443,

BT VM STUN BRZESIREVRIETN , BEFRimBEFEELEA TURN RS, i THBRARAN THEE
SRR B peer-to-peer EEMFHURSERAEEZ RS

SERIBAER LT TEREMK ICE RIENR :

» Trickle ICE WebRTC ##4< , EfEf] Trickle ICE KU IRIL T

* |ceTest.Info

FERXHANTE, BB A STUN F TURN BRS 8815 B SR IN & (R 1E TR,

Ei&EI WebRTC 3RHY Kinesis Video Streams B TURNBRSS 2RE E MM EREIL |, & LLAA AP 12
#E. GetlceServerConfig

LR AWS CLI i FER 7 AMARBUL S B LA TRHE AN TR,

export CHANNEL_ARN="YOUR_CHANNEL_ARN"

aws kinesisvideo get-signaling-channel-endpoint \

44 ICE 1RIE TR £ B 88


https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS,Role=MASTER

get-signaling-channel-endpoint @SB EM TR :

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
by
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

£ HTTPS ResourceEndpoint {E3REX TURN R85k , O TFFI7R :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

R ‘E2E TURN RS |/MIFMAEE , 2E TCP M UDP Wik R AR5 E e FT &K &L

® Note

MR TTL ERE T XLEEIHNERER ( A REN ) . FE Trickle ICE WebRTC R4l
K.Info IceTest P EAXLEE , £ Kinesis Video Streams £ & RS R £ K ICE {®Rik{E,

TAEMEM T PR E IR 3 % %

THEIhEIN XENFERTHERENTERXEMEE,. MRENMNEEZFFKRETETEEUNS
i, WA BAEAMER webrtc-internals X 27 7£ Google Chrome HEEIXLFE.,

WEMER T MEARIEDURE I E 89


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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=R AT+ P FF WebRTC 2iF,

EB—MEW+d |, 3ITFF chrome://webrtc-internals/., EAUERIEMFHEEMHITLEN
mMAEE.

FEIRRCEMEENER. Hlu

» Create Dump
Read stats From: | standardized (promise-based) getStats() AP| ~

R

AN

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.

GetUserMedia Requests

https://awslabs.github.io/amazon-
Kinesis-vid: brtc-sdk-

ic/avamnlac/inday html [ rid- GN25

https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js /examples/index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-
1l.amazonaws.com:443?transport=tcp, turn:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:18-183-42-89.t1-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:4437
transport=udp, turns:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtepMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected
Connection state: new => connecting => connected
Signaling state: new => have-local-offer => stable
ICE Candidate pair: 6950 <=>

» ICE candidate grid

:35795

Crare Tahlac

83E ] LATA A B B M IEERRY LT FE 4R

¥ Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)

packetsSent [packetsSent/s] packetsReceived [packetsReceived/s] bytesSent
15k 150 20k " —__ v
/ Py PN 154 l
/"wc K [y 100 /V( 100 Am
S r // 10k
/ 5k 50 4 50 2m
/, / e /
e
i 0K a - 0k a // oM
J600 150700 1508:00 1508:00 1510:00 16:00 150700 150800 150800 151000 J6:00 1507:00 150800 150900 151000 J600 150700 1508:00 1508:00 1510:00 )6:00 150700 150800 150800 151000
[bytesSent_in_bits/s] bytesReceived [bytesReceived_in_bits/s] totalRoundTripTime [totalRoundTripTime/responsesReceived]
400k oM 800k 08
e = 1 sM 600k 28 08
| A (Ifrp'm'r,\-r~".k‘m\wmr'v.' 15
200k yd 400k 04
A am 1.0
100k / . 200k a5 0z
Ok Ok 090 00
J600 150700 150800 1508:00 1510:00 J6:00 150700 150800 150800 151000 J6:00 1507:00 150800 150900 151000 J600 150700 1508:00 1508:00 1510:00 )6:00 150700 150800 150800 151000
currentRoundTripTime requestsReceived requestsSent responsesReceived responsesSent
0025 B0 60
0020 15 - _;J) 15
a0
] J 0015 1.0 1.0
IIJ- iy Lm- 05 05
0005 00 00
600 1507:00 150800 1509:00 1510:00 6:00 150700 150800 15000 151000 J6:00 1507:00 15:08:00 150900 151000 J600 15:07:00 150800 150900 1510:00 J6:00 150700 150800 15000 1510:00
consentRequestsSent packetsDiscardedOnSend bytesDiscardedOnSend availableOutgoingBitrate |lastPacketReceivedTimestamp
60 20T
e 200k
10T
20 100 k;
05T
i 0 0k 00T
J600 1507:00 150800 150300 1510:00 J6:00 150700 150800 150300 151000 J)6:00 1507:00 150800 150900 151000 600 1507:00 150800 150300 1510:00 J6:00 150700 150800 150300 1510:00

BikBxAER

F 3 ICE Ri& T BRiAB AT {EKvsRtcConfiguration. X4 F K Z AP KA
FENHH#TRE  UARSEIRENNEEILEZENIS, BUNENARFHEEX

Al e
=8

EEHEUTHBRERINR

2024-01-08 19:43:44.433 INFO

iceAgentValidateKvsRtcConfig():

MNENZZ® T , BRE

X SEBRIA

EikERNER
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-c/structKvsRtcConfiguration.html
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icelLocalCandidateGatheringTimeout: 10000 ms
iceConnectionCheckTimeout: 12000 ms
iceCandidateNominationTimeout: 12000 ms
iceConnectionCheckPollingInterval: 50 ms

MRENNERERE=ABRERSERE/LE | FHFRUTE

« icelocalCandidateGatheringTimeout-38HNLt B RE , MINEE LB EREASIHIERE,
B A E RENRIER , Bt , IREHMERRFE | B INLLRH A E HE S et R TR
%

plan , MREHUREATEER , FEZSHRSF B[RS (srlx) ARERIEA |, MAEFELERIEE
B EYE, HTMETRE , REAREEZERE , NABFTRAELSR LR FEI20W, #EinE
B[ AT AU MR B IR E A S IR EEREE S E,

® Note

RMNBWZER /M FiceCandidateNominationTimeout , AN EEB LT BREEEGN HESH
®i%E NE1E,

« iceConnectionCheckTimeout-EFRRERZTEENNED | BEEXHNHBEBER/MNEE
BFE , Et @ mt@etatiE, @B AFED —IMREAZRAS —FTHRIEARSE.

« iceCandidateNominationTimeout-ZE 8 A At E] BATE R 2 i 5 R A #th A AR A AY R B XY 6
Bl MBUWESE - MR P HREEERY 158 , TFBERENKRT 15 WHNE , UBERRK

PERAEAM PRIREARIERN . WRFZERENNT 158 , SDK FEZHBEEREN TR
M, NS BUEESE I RV

(® Note
BAVEUCFF L EIRE N K FicelocalCandidateGatheringTimeout , AEH A,

« iceConnectionCheckPollingInterval-B MK HERIAN 50 ER ., ERELEINEER
BENNE , AR LESER ICE REVERIME,

HEERRHRERFENASE, SHRNMENRESD , SRR ZENBBERBEELE, EiN%
EARAETRIOMENS , BRILEERNEE TSRS,

kBRI ER 91


https://datatracker.ietf.org/doc/html/rfc8445#section-14.2
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/A Important
BINTRWUE SR IAE,

B AR AT RO 42
BINSTHURALSSHEEILMN. 34 WebRTC EZEHIEA |, BR

WA LUBN % E export AWS_KVS_LOG_LEVEL=1 AFREZEXRHIARKE SDK #9 VERBOSE 4 3!

BE.

® Note

IR R,

W RTE 5 B RYEE R B [R]  R 3R BMRIERY |, ICE REFFIRERIRIRA 0x5a00000d.,

BRASRINESZER , &

export AWS_KVS_LOG_LEVEL=1

ZFGitHub,

./kvsWebrtcClientMasterGstSample TestChannel

EREBIXRLUTUTHABRNAE. NXEBREP B UEHIAREREZEY (ICE) RIEXR (IP i

MmO ) FFTEMRERS

2023-02-13 05:

CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:

57:16 DEBUG

iceAgentReadyStateSetup(): Selected pair wlUdVOfE+_/

1694498815, ice candidate pair priority: 7240977859836116990

2023-02-13 05:
2023-02-13 05:
requested at
2023-02-13 05:
Address: XXX.
2023-02-13 05:
type: srflx
2023-02-13 05:
port: 38563
2023-02-13 05:

Local Candidate IP

Local Candidate

Local Candidate

57:16 INFO onConnectionStateChange(): New connection state 3

57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE local candidate Stats
16762678365731494

57:16 DEBUG logSelectedIceCandidatesInformation():

XXX XXX XXX

57:16 DEBUG logSelectedIceCandidatesInformation():

57:16 DEBUG logSelectedIceCandidatesInformation():

57:16 DEBUG logSelectedIceCandidatesInformation():

priority: 1694498815

Local Candidate

B EER TR ES
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level
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2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate

transport protocol: udp

2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate

relay protocol: N/A

2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate Ice

server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05:

requested at

2023-02-13 05:
Address: XXX.
:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

2023-02-13 05
type: srflx

2023-02-13 05:

port: 45867

2023-02-13 05:
Current State
2023-02-13 05:

57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE remote candidate Stats
16762678365732111

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
XXX . XXX . XXX

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

priority: 1685921535

2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

transport protocol: udp

B EER TR ES
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Amazon Kinesis Video Streams with WebRTC F A A RIEF
XA RIE%K

TE 88 H HA
I il ¥ X &% Amazon Kinesis 2019 % 11 B4 AR
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https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/what-is-kvswebrtc.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/what-is-kvswebrtc.html
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AWS RiEFR
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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