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RHE systemd EEEL, THEERMEXHEERE .network M .1link X4,

amazon-ec2-net-utils BHBE /run/systemd/network BZRFAERBORBENEE, ZHiEO
EERESN , XERBERNEAEO LN IPv4 F IPve MEERE, XERBEEREREEHAN ,
B THRERRMKRNREETHENEHIRMEEORBEIMNE, XLEH N A5 RMIKERE ik =5 5]
FBIEEMKED (EN) BBHEBNRE. AXER ENINWESEER , i555 Amazon EC2 A1
FIFPRYBEA ENLo

A LB 1E /etc/systemd/network BERFHRE—MNBENBREXHLAEE /run/systemd/
network P EEMNEINRBERE , KEELHMNETH,

systemd.network X 4R T systemd-networkd RSMAREEA TR ERONEE, ©E2NH
ENI ZE#WEZEOERBEREH (HRaltnames ) , URBREFh AWS BRABEM, XL ENI ZiFH#E

SRR 9


https://www.openssl.org/docs/man3.0/man7/migration_guide.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://www.freedesktop.org/software/systemd/man/systemd.network.html
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OB MR ENI ZE## ENI ID #l Devicelndex FE&, BEMFAZTHITE (fln ip &5 ) B, AT
FRXLEEAONEMREI AXLEN,

AL2023 L flEOBMZREAsystendiEEwm B L RERN, BXEZER , i5SH systemd.net &5 H
F %o

te4h , AL2023 BRINER fg_codel EFIRAFIEEMXERMBFEE L. BXREZER , FHSHCoDelfi

o

BT EEEBMHE glibc, gec, binutils

Amazon Linux FH —8 2 R4 EREEN RO TEERHE. FH AL2023 WERAKRE D , UK
HERREAFHXE. BINTRERENMNRGEINRE , BERBAXEFEAT Amazon Linux RAH
EHZRAE,

XEAMRORESRMEATHE Amazon Linux RITIRPASBEHREN RS T B4,

%43 ENX A&
glibc 2.34 RECE MRS BIREIRER IR =3
FIEFUAREFMAZKZE
EOFEA,
gce 11.2 gce miFBREH 4m1¥ C., C++, Fortran,
binutils 2.35 Uimes Mgt U R EM —#  BREIRKE-HEREF.
FHTE

BWEEHEM glibc FEHTER, EEHMEHBRSHEHS , ENRIRSERURIAEHR. F
I, REE D AT AR B1HY PR BR 442 F B SE R BR AE 5T Ao

RHELIEETER
AL2023 HREYBIAE - EEE T ARDNF, DNFR AL2 FHHEEETBNMIE, YUM

DNF B AERLLT YUM, FZDNFan SR EIBEYUMGSHER, EWS{TRE (CL) s v ,
REZHIERTHA dnf &R yum,

BT B4 glibc, gec, binutils 10


https://www.freedesktop.org/software/systemd/man/systemd.net-naming-scheme.html
https://www.freedesktop.org/software/systemd/man/systemd.net-naming-scheme.html
https://www.bufferbloat.net/projects/codel/wiki/
https://www.bufferbloat.net/projects/codel/wiki/
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il , ¥FUT AL2 yum 5

$ sudo yum install packagename
$ sudo yum search packagename
$ sudo yum remove packagename

EAL2023 &, EMNERTUT@®S :

$ sudo dnf install packagename
$ sudo dnf search packagename
$ sudo dnf remove packagename

£ AL2023 # , B yum e B {IATA , BERNIEHIER dnf 85, Eik , 1 shell KA FER
yum S |, FRE GRS &I E SDNF CLI #HE. B3 YUM CLI #1 DNF CLI 2 B X BN EZE
B | &2 % DNF CLI #8 YUM B3 1L,

BX dnf TSR THNETNZESE | FZHAFMA man dnf. BXEZER , FZHADNFH TS5
Z,

I\ SSH RS ERElE

WMREBJLFRIR SSH F/ 0w , AJReEEEIRFIN 2B —MER. WRZBRETIFERKEITER
R ENZARE | BFEHERN SSH EHZARERILRIE,

ZRIAZH ssh-rsa £F

AL2023 BFE— 1M BIABE , ZEEAZAE Kssh-rsafNENZPEEHER —AELHENFH,
B P IRMMEHEF ssh-ed25519 = ecdsa-sha2-nistp256 Y BRHAE L,

ZRIAE BEZUTE-—BHARREE

curve25519-sha256

* curve25519-sha256@libssh.org

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

* ecdh-sha2-nistp521

« diffie-hellman-group-exchange-sha256
« diffie-hellman-groupl4-sha256

2RI\ SSH RS EREE 11


https://dnf.readthedocs.io/en/latest/cli_vs_yum.html
https://dnf.readthedocs.io/en/latest/command_ref.html
https://dnf.readthedocs.io/en/latest/command_ref.html
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 diffie-hellman-groupl6-sha512
« diffie-hellman-groupl8-sha512

EIABRT , AL2023 AR ed25519 F ECDSA £H1#4R. BF i % ssh-ed25519 5 ecdsa-
sha2-nistp256 EHFEAE L, HEE T SSH EZZEHIRT , MIAERALZFERBE L (AW ssh-
ed25519 8 ecdsa-sha2-nistp256 ) NEFik, MR EFEXAHMFARE  EEAAFKE
R — cloud-config FERBEERNFHIIR,

FEULTRHIF |, cloud-config £ ecdsa M ed25519 ALK — 1 rsa EHEH,

#cloud-config
ssh_genkeytypes:
- ed25519
- ecdsa
- rsa

MRIEBFER RSA B #HIT A B HRAE |, NIER SSH B mAM%TIEF rsa-sha2-256 = rsa-
sha2-512 X%, NMREBFERANRFIRENEFHABTEAR , BELHNES LEHFH ssh-rsa
X, EEHEAssh-rsaXis , BEAU TS BUELEGACY REINE KK,

$ sudo dnf install crypto-policies-scripts
$ sudo update-crypto-policies --set LEGACY

BEXEEFINZBHNEZEE |, i5SH Amazon Linux EH1%4A,

2RI\ SSH RS EREE 12


https://cloudinit.readthedocs.io/en/22.2.2/topics/modules.html#host-keys
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AL2023 R EFHF AR ZhEE

BEALIER T AL2 REFFETHE AL2023 RAFERIIE. XREMNIDEMRAF S ZRNINE , ENF
EF AL2 #F , BFRFET AL2023 1, B RLRINE] AL2023 1, BXIZWEETE AL2 H XS KA
WEZER , B AL2 FEF AR 6

AL2023 FIAE—EIhEEBRFR , HEERKROMRARHRIER, NENFZINERMTL, ARNFTEZX
2, AR AR E M Amazon Linux FillBR. THEEHFANINEENEBTEIE AL2023 , FAT—1
FE/MAHK Amazon Linux #iIFER,

FB

« compat-F#Ha

- OHEANIIEESE AL1 RER , £ AL2 B K

« £ AL2 EFHAHE AL2023 R RERIYIhEE

e 1£ AL2023 HEFHH

compat-#H4HE

AL2 FFTERI R AN B Scompat-#BRN T EE R ZHR G ST RAZEZH 1B =3 53X 3%
B, BN EERAK Amazon Linux R <85 5 8l R4 P/ compat - B4,

TS5k Linux ZATHR ( Bla0 AL2 ) REYFRBE compat- B4 BEEFA , A EFTFETRERE ( Hla
AL2023 ) 1, FAEZNEWE X FERY ER R AN ER DR

EHEANITEEDE AL1 RER |, £ AL2 BBk

ATMET AL1 R AEE AL2 R ABREAINEE.

(® Note

ER AL P XM BN —H 9 , RERH4IH end-of-life (EOL) HEIREF AL1 B EOL. B
XEZELR |, 29 AL1 Package X#EF 8,

compat-H#4a 13


https://docs.aws.amazon.com/linux/al2/ug/deprecated.html
https://docs.aws.amazon.com/linux/al1/ug/support-info-by-support-statement.html
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@® Note
ERHRAS , —& AL1 ThEEEER. BXER , BSH AL1 £1T148H,

£l

+ 32 {i x86 (i686) AMI

- aws-apitools-*ERm X 2 kY2 AWS CLI
- systemdupstartfE AL2 F &

32 11 x86 (i686) AMI

YER 2014.09M ALY —E % , WEELiInUuxE M IXFRE&RE —MNEF2MAMIFARA . Hit , M
2015.03 hRAEY AL1 FF28 , B # Linux FEXEE 32 UERX TIETZRE. AL2 X x86-64 £

ML LB 32 U FIXHREERNETINXE , HETREF X TR FHETRH 32 L =3 I3
. AL2023 THEEEM 32 MAFZEE. BIMNBUAFEEIBE AL2023 ZHIERE 64 {5
I E,

MRRFERE AL2023 £iE1T 32 (U Z#EHISXHF , W AT BATEZITIE AL2023 2 LB AL2 BERFEA
AL2 By 32 (L A 22,

aws-apitools-*E\ Mz H =2 AWS CLI

£ 2013AWSCLI F 9 ARzl , BHEAWS T—ARSITIAHRER , XESARFEEP I
Java , RFAFAA Amazon EC2 APl, XY T EEF 2015 F£/7= , AWS CLI R AEBEGSITE
Amazon EC2 APl H#{TREMBEEFR. XEGFITEABRFSE U Taws-apitools-*H 4,

* aws-apitools-as

* aws-apitools-cfn

* aws-apitools-common
* aws-apitools-ec2

* aws-apitools-elb

* aws-apitools-mon

FiXLtaws-apitools-*HHEHW LBEZFETF 2017 £3 AER, REMRZ X |, 1 Amazon
Linux &R EF - RS TEARRF |, flilaws-apitools-ec2 , NAFREREHFEM, AWS

32 I x86 (i686) AMI 14


https://docs.aws.amazon.com/linux/al1/ug/relnotes.html
https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
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CLI —Mltaws-apitools-*#HHHTERK, EXENIE K RACHIE TRWER  HERMT
EFFTE AWS API B 5%,

Xaws-apitools-*HHBET 2017 £3 AHAER , T2BRIEEZEH, HPEM—NEHE
WPATE AP &R AWS CLI RIRIFFZE|, AL2023 FRFEXLEHHAT,

AL1 EREM T aws-apitools-iamMlaws-apitools-rdsEHHE , XERHEIE AL1 HERFER |
M AL2 FF#8 , Amazon Linux FRAEET -

systemdupstartiE AL2 F1 &k

AL2 BRE—NMERWBILRENL S Linux lRA , Bl fXsystemdZB = AL1 upstart. M AL1
EB BRI AH Amazon Linux WIS , XA E R E[Mupstart HENEE. ©FLEsystemdE
AL1 EEA , Bitbsystemd REEE T BupstartEI&FHY Amazon Linux EE/RA ( Fla0 AL2 5
AL2023 ) Bt FBE= R

£ AL2 2 HFE R HE AL2023 FREERIIThAE

AIWNBE AL2 F A A{ETE AL2023 AR BRMEHIhEE,

&

. 32 I x86 (i686) B4

- aws-apitools-*EX MK 22 AWS CLI
* bzriRZANIEHI RS

 cgroup V1
* log4j#4h T () log4j-cve-2021-44228-hotpatch

« Isb_release # system-Isb-core ¥4

¢ mcrypt
* OpendDK 7 () java-1.7.0-openjdk

» Python 2.7
« rsyslog-openssIEUY rsyslog-gnutls

- MBEERS (NIS)yp

systemdupstartfE AL2 FE#k 15
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32 i x86 (i686) ##=

YE 2014.09MR AL B9 —EB5 , RINEMXFRHERG —MNEFI2LAMIBARA, Eit , M 2015.03 ik
Y ALY FFIE , B # Linux B XEE 32 UEX TE1T1ZRS. AL2 1 x86-64 ALK 32 =
HEIXHRHETERNETHXE , HEFTREFRERIBEERN 32 L =3 HIXH. AL2023 &
HESEFEM 32 MAFPZRARGE, BRIMNBWEFEAE 64 MABHTE.

MRIRFEE AL2023 EiE1T 32 U ZHE I3 , WMATAFEEITIE AL2023 2 EHY AL2 BeHER
AL2 1y 32 (LA Z2H,

aws-apitools-*EU M2k 2 AWS CLI

£ 2013 AWSCLI £ 9 AkfzHl , BREAWS T—4HGHITIHERF , SEXABFEEHIN
Java , A& @A Amazon EC2 APl, XETEETF 2015 FHFMA , AWS CLI KABEGH1T
Amazon EC2 APl #1TREMEIES RN, XBFEU Faws-apitools-*HH4a,

* aws-apitools-as

* aws-apitools-cfn

* aws-apitools-common

* aws-apitools-ec2

* aws-apitools-elb

* aws-apitools-mon

FiXLtaws-apitools-*HHEHW LEZIFETF 2017 £3 AER, REMRZ X |, 1 Amazon
Linux &R MHEF - LS TEARF ( Hlllaws-apitools-ec2 ) , LERNEFREREBERE
£, AWS CLI 2 —“Mtbaws-apitools-*HHTERA, EXENIE K RHITHEE 7TRMER ,
HERMETERAE AWS API 95 %,

Xtaws-apitools-*MHITETF 2017 £ 3 AEFER , TLBRIEZSERH, EFEM—IN RG-S
WATE AP E R AWS CLI RIREBE|, AL2023 AR FEXLEREFT,

bzrhR 12 H R 5
GNU Bazaar(bzr) lRAEFIREETE AL2 FE5~ , FBFET AL2023 #,

BUbzrfVAFHHEF#ETBEgit,

32 i x86 (1686) B2 16


https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
https://en.wikipedia.org/wiki/GNU_Bazaar
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cgroup v1

AL2023 BES — B HILHRREM (cgroup v2 ) , T AL2 8 cgroup vi. BT AL2 T cgroup
v2 , A EEETHE AL2023 SRR TR,

log4j# 4T () logsj-cve-2021-44228-hotpatch

(® Note
Zlog4j-cve-2021-44228-hotpatchBH31E AL2 FEHWFER |, & AL2023 F EMIER.

N TERN CVE-2021-44228 , Wi B Linux A% 73& AT AL1 F1 AL2 B9 Apache Log4j Hotpatch B9
RPM T @A, EEMTE Amazon Linux FRMAR T , AVEH  “RERINT AT EHZ
ZfR CVE-2021-44228 = CVE-2021-45046 B log4j x4, ”

BAIT R—MEMFIETE , AT S HATEIRIERN logsj. AL2023 HEE—PMNIER KA MRARTE
CVE-2021-44228 %% 15 NAE , it AL2023 RHt# i T ( EREFBH ) .

EiFE Amazon Linux EIZfTEHCH logsj RAMEFSUEHEIRT CVE-2021-44228 =
CVE-2021-45046 S0 89 R,

1sb_release #l system-1sb-core 42

HE, —LH8RHLEM 1sb_release @ H ( H system-1sb-core B B1E AL2 HiRft ) SRIREL
BXEFEZTH Linux X1THREIE SR, Linux Standards Base (LSB) 5| A T k&% , Linux Z1THRE
ATL&T. Linux RITIRELXEEZNFEAEERENNE , FXEEFEEREE /etc/os-release H
H x4,

os-release #rEXRHE systemd. BXEZEE |, S # systemd os-release X 1%,

AL2023 R 1sb_release @5 , thFRE4E system-1sb-core H#HE, HHMEME os-
release FREMTE , LURIEFS Amazon Linux fIEMEEE Linux RITARIES 1,

mcrypt

Zmcrypt EFMMARPHPY BTE AL2 HE#HFER , AL2023 FABEE.

Upstream 7£ PHP 7.1 FPHPHEH TiZ¥ & , Zmcrypti BT 2016 £ 12 BEXR KT , BEARAET
2019 &£ 10 A X%

cgroup v1 17


https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://aws.amazon.com/blogs/opensource/hotpatch-for-apache-log4j/
https://alas.aws.amazon.com/announcements/2021-001.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-45046.html
https://www.freedesktop.org/software/systemd/man/os-release.html
https://www.php.net/manual/en/migration71.deprecated.php#migration71.deprecated.ext-mcrypt

Amazon Linux 2023 AriEE

E¥mcryptERE — XXM R 2007 F , HKRTE 2017 FXKFTIR K SourceForge FIEM cvshRA
BEERE  BIE—XEX (2Z8RE 3 F ) M 2011 FFHAN |, MR T ZIME 545 ENERZE,

BUFMERRmcryptW AP FERBEEROpenSSL , B Amcrypt RFFERFME| AL2023 H,
OpendDK 7 () java-1.7.0-openjdk

® Note

AL2023 1 7 ZMRAH Amazon Corretto KX FEEFH ITEME ., JavaOpendDK 7 B4
£EAL2 FERFH , AL2023 T BRFEE. AL2023 HEHER JDK B Corretto 8 121,

BXRIL % Linux £H Java WEZEER |, S EAL2023 /) Java.

Python 2.7

® Note

AL2023 MilEr T Python 2.7 , HILEAIEE Python BIRERZHBHEREN 75 Python 3 B E
FEAMEBREN. EHLEMEA Amazon Linux REH Z3FH Python MR |, &5 Python 2 KB
#7 Python 3,

BXRILG# Linux LB Python WEZEER |, HSRAL2023 F Y Python,

rsyslog-opensslHfX rsyslog-gnutls

Zrsyslog-gnutlsMHEBE AL2 FERFA , 7 AL2023 B FE. Zrsyslog-openss1ift
DN A EEEREMARE. rsyslog-gnutls

B 4&4E SRS (NIS)lyp
PEEEIRS (NIS) , RHIBHMAER , RBYPE AL2 FEHMFER , £ AL2023 R ABEFE. X8
TR E 4 : ypbindypserv, Myp-tools. SZERNEMEM4ENISEE AL2023 HIBR T 1tk Ih

Lk
Beo

OpendDK 7 () java-1.7.0-openjdk 18


https://sourceforge.net/projects/mcrypt/files/Libmcrypt/
https://sourceforge.net/blog/decommissioning-cvs-for-commits/
https://sourceforge.net/blog/decommissioning-cvs-for-commits/
https://aws.amazon.com/corretto/
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£ AL2023 HEHEH

AENET AL2023 R 1E7E B AT BEFE R RMRARY Amazon Linux FIBRAYINEE, T 200 B3 IR 1% 2N
g4 , UERFRITAIEFE M Amazon Linux ARflBR

(® Note

FE& Linux £5R SN ARB UK Amazon Linux BAREEMRAENSG A/ , AT SHER AN
R MERH,

T

- 32 {1 x86 (i686) IE1TAI X #F
« [HEFIZIEE (libdb)

* gron

+ IMDSV1

* pcre WA 1

« System V init (sysvinit)

32 i x86 (i686) 1=1THY 2 #F

AL2023 fRE8 71217 32 i x86 (i686) — it HIXHAIBES . Amazon Linux B T — N EEBRARATBETH
XFHEAT 32 (LA P =R =B I3

BRFEHFEE (1ibdb)

AL2023 Fff#F 7 Berkeley DB (1ibdb) FE#Y 5.3.28 MRAN, X 21A % FEIEEE I AEMBREIR D
Sleepycat i AIEE XA GNU Affero GPLv3 (AGPL) ﬁ_IlEZ A& — PR

AL2023 R RV EREBMAREKB T Berkeley DB (1ibdb) , ZEFE T — N EEIRAHK Amazon
Linux Al &

(® Note

AL2023 FfIdnfEEE R E 7 X Berkeley DB (BDB) X rpmBIBEN Rk, EHF
ET—NEERAEH Amazon Linux # B,

£ AL2023 FEFH 19
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cron

ZRIANBERT , cronie @& %EE AL2 AMI £ |, BiITRIEBESHES crontab FREBEFR L,
£ AL2023 # |, cronieRRIANBR TR EIEERN. EHt , BiAcrontabBR FFABRHENHXZE,

£ AL2023 # , BRI BLER LT EcronieRHBUERAEL#crontfill, BT systemd REM INZEE ,
BIEBTEE systemd iTATES,

ARFRIRZAHEY Amazon Linux ( JEER T — PN EERAE ) e BXZFELBcrontEll , MR EK
MsystemditBtERRYEE. BINEBWEFLFERAcron,
IMDSv1

EINERT , AL2023 AMI ELE R IEIMDSV2{XPRERX T3 , NMEILFER, IMDSVI{IAR T LLUERTE
B A imdsv1 B91E )R TEH AL2023, Future lixZ<#Y Amazon Linux AJ8EIMDSv2 R 58 HlHh 1T,

BXAMI B IMDS BLEMEZEE , 5% Amazon EC2 AFERHMELE AMI,

pcre WX7< 1

|[BiRpcreB B EWMFER , HIF1E Amazon Linux I T —DNEBRAFBEER, pcre2 K-S REHR
K, RE AL2023 I —MRAMTH R4 SHEBRpcre , BXLERHFTHFEIRE AL2023 pcre2
F, EFAWpcreEMEE AL2023 FH A,

® Note
THESEANRAE AL2023 HENMN BB A#Bpcre F2REILLEH. BXpcreXiFE
mARNREIERZLERINNEKENESZER , BEARHE LN R pcre@XHF
5.

System V init (sysvinit)

RE AL2023 fRE 7 &5 s System V ervice (init) 1AM @G FHREM , BERNH v254 [REN—E52 , £
HsystemdW B ERM A E X System V REHIA |, HRRGERRWIRAPEEZF. systemdB
XEZER , S systemd,

AL2023 FfR#EF 5 s System V ervice (init) BIAN R EREMY , BERMNSHAFRIBIFEAR
HsystemdB X H , UERAREE T — N EEMAEF M Amazon Linux FlBRXTSystem VARS (init)
RN R = A

cron 20


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-IMDS-new-instances.html#configure-IMDS-new-instances-ami-configuration
https://docs.aws.amazon.com/linux/al2023/release-notes/support-info-by-support-statement.html#support-info-by-support-statement-eol_pcre
https://docs.aws.amazon.com/linux/al2023/release-notes/support-info-by-support-statement.html#support-info-by-support-statement-eol_pcre
https://github.com/systemd/systemd/releases/tag/v254
https://github.com/systemd/systemd/blob/08423f6d30f5db045b8a25307857f111f45ff292/NEWS
https://systemd.io/
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e AL2 # AL2023

R EBHRT AL2 1 AL2023 2B EEXH,

F&

o A0, ARFMBIERT R4S

« HXEMMRAXE

« AMBRAEEER

ald

+ Python 2.7 E# Python 3 FREL/X
« R2EH

- BEMARATRSRES

- KBS L

o AMI B X RS FERIA Amazon EBS BKH
- MERGRS

. Z—EEIHEIRLEM (cgroup v2)
- ESIUX

« glibc, gcc # binutils A4S

- RS EER

- BERSZ

« curl # libcurl WEHBEE

* GNU Privacy Guard (GNUPG)

+ Amazon Corretto ¥R ZRIA JVM
« AWS CLI v2

» UEFI Preferred

+ SSH RS B#RMINEEF XK

« Extra Packages for Enterprise Linux (EPEL)
« £/ cloud-init

- BEREXE

s wixs=n4d

32 i x86 (i686) B2

21
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+ Isb_release 1 system-Isb-core £ a

« AL2023 A5 AL2 MLt R4 TE1E

+ 8 Amazon Linux 2 1 Amazon Linux 2023 AMI &3 H E42

+ I3 Amazon Linux 2 # Amazon Linux 2023 Minimal AMI = ZEHRHE2
+ 3 Amazon Linux 2 #l Amazon Linux 2023 ERt ARG F Z RN R4S

I, FHRFBIR T S

AL2023 BEMFTAAHEANREE. BXEZHH Amazon Linux lRAH#LE , AL2023 RN, F
RIMWBRNFIE R TR TRIIK , FSH AL2023 FEV BRI,

EHIEE AL2023 FARMRERRHE , THEIL L E linux- 2023 FEEFRRAF, GitHub

PSR SN TN R =

FF AL2023 , BITREANFREN T

BXEZER , HSR £ TS,

B MARAREFER

AL2023 ZEFHNFERBNGE S AL2 FrZiFHNLEIERE . AL2023 AR FHIRBIEIA T HE XU,

BXEZER  FEH A MRAEH,

LAt

AL2023 (Rt T BzEtE , LB ENEAB I EEITE S TR E, XEA{LEE Amazon EC2
KEIAZEE. cloud-init EEMAE TRERES ( HIW0 kmod F systemd ) FEITHEE,

BXRUICNESEER , ESRAMENRELL.

Python 2.7 24 Python 3 FTEX{X

AL2 £3F Python 2.7 XML £ T , BF 2025 F£ 6 A , XERINF AL2 BROB4SHKHX
# (LTS) ABEH —2 70, XX IFARMERTF Lk Python & X7E 2020 & 1 A X # K Python 2.7 end-

of-life 788,

D, FRABIBR T BRAEE 22


https://docs.aws.amazon.com/linux/al2023/release-notes/compare-packages.html
https://github.com/amazonlinux/amazon-linux-2023/issues
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AL2 FRyumTEESE , X Python 2.7 BEAKHIE. £ AL2023 # , dnf RG-S EERZTBE
Python 3 , "B EZE Python 2.7, AL2023 BEX£E& %I Python 3,

(® Note

AL2023 #filBk T Python 2.7 , HILETEZE Python HWIRERZAHEEN T 5 Python 3EE
FEAMEBREN. EHEMEA Amazon Linux REH X8 Python R4 |, 55 Python 2 X18%
#27 Python 3,

A x Amazon Linux £# Python WEZER , 55 AL2023 F#) Python,

ZEEH
SELinux

X4 AL2023 B9 Security Enhanced Linux (SELinux) 2RIA enabled Bi& &} permissive X,
permissive AT , iIBRETEFIHITRIEL,

SELinux & Amazon Linux A& —INZ£IhEE , £ AL2 S disabled, SELinux 2R IheEFE
AEFNES , AN EEFRSIRM®E S5 RES (MAC) 24,

EXEZELR , 5 H AL2023 & & SELinux =X,

BX SELinux FfE. TENKBHNEZEELR |, 35 SELinux Notebook, SELinux SKEEZEA
SELinux I H,

OpenSSL 3

AL2023 E £ Open Secure Sockets Layer version 3 (OpenSSL 3) ZIBRLE T EE, AL2023 XIFTLS
1.3FTLS 1.2M &1,

ZINER T , AL2 B OpenSSL 1.0.2, &AILUKHE OpenSSL 1.1.1 WENAREF

X OpenSSL WEZEE , HSH OpenSSL T &5,

BEXLZ2MNEZER , BSRZEEHMIEE.

REEH 23


https://github.com/SELinuxProject/selinux-notebook/blob/main/src/toc.md
https://github.com/SELinuxProject/selinux-notebook/blob/main/src/types_of_policy.md#types-of-selinux-policy
https://github.com/SELinuxProject.html
https://www.openssl.org/docs/man3.0/man7/migration_guide.html
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IMDSv2

BIAMBRT |, EAER AL2023 AMI B SEHIEIMDSV2 R EE-H HIEH B IA BB R A IRE R 2
UXERB/CIENS, XTESS imds-support SHIREN v2.0 KEK. BEXESZEL | BS
%] Amazon EC2 AFERTPHEE AMI,

(® Note
LETHENEREBE AT 1 BE 6 MetzE. ATREHI IMDSv2 Eiffy APl FERE
HWMTF

* |Pv4 : 169.254.169.254
* |Pv6 : fd00:ec2::254

BRUFHBRXLEREHIMDSVIERARSITHBIRETEEHEE R BEATER IAM 125 5€ 58
WATFEIWIMDSIRE, AXREBMERALHITHERSNESFEE , 1HS 5 Amazon EC2 A EEH
RYEAIMDSV2, 79 5 S5 F B S5 7o R 1A T A 8 e L8 SE 151 Y SR T 3@ W

HIBR log4j #4MT (loghj-cve-2021-44228-hotpatch)

(® Note
AL2023 FE log4j-cve-2021-44228-hotpatch BFE—E X H,

T EIR CVE-2021-44228 , ML B#h Linux &K 73EH T AL1 F AL2 B Apache Log4j Hotpatch #J
RPM T B4, EEMME Amazon Linux SR T B, BANEE  “RERNT A TEBNREHR T
R CVE-2021-44228 = CVE-2021-45046 K log4j W4, ”

RANT BR—FERFEER | TS H At ESRIEX logsj. AL2023 BIEE—NEX KM (GA) RAT
CVE-2021-44228 9 15 NAB K4 , Bt AL2023 FHi# AT (XL 2ERA ) .

#£ Amazon Linux £iZfTH S W 1log4ilRAK AP NER S EMEIARZ CVE-2021-44228 =,
CVE-2021-45046 SMHIRRAS,

AL2023 BT X TEH AL2023 WIES , FRTUERNEFREFTNLZ ST . 205X GHE
Amazon Linux &2/ E,

IMDSv2 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-IMDS-new-instances.html#configure-IMDS-new-instances-ami-configuration
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-IMDS-new-instances
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-IMDS-existing-instances
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://aws.amazon.com/blogs/opensource/hotpatch-for-apache-log4j/
https://alas.aws.amazon.com/announcements/2021-001.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-44228.html
https://alas.aws.amazon.com/cve/html/CVE-2021-45046.html
https://alas.aws.amazon.com/alas2023.html

Amazon Linux 2023 AFiEmE
HEMEARATRESREM

£ BE T R AR A EE R T E M A R 3hEE , BMIAER T , 81 AL2023 AMI #81E 24 E W 126
FERA, BAERBAEEARRESRGSREANEF BN —BE, BMNREK , TieREEREE
BREMAX , B8 —NMNESENEFERE,

AL2023 (Y —T#iEThaER , MIABER TEABEMAR. X=X AL2 MEMEHRAHERANFS
BEBEH EN R,

BEXEZER , B3 £ AL2023 L@ AR &l 1768 EE AR E M AR
KEZAN L
AL2023 &F RPM , BEXREZMRAH Fedora MEM LK 1THR ( #I20 CentOS 9 Stream ) KY4A

#. Amazon Linux A% E#R B3R B kernel.org BWKHIZ#F (LTS) A |, ZRA 2L FE AT
prit=3: N

BEXEZEER , B5H 5 Fedora I X%,

AMI IR S FERIN Amazon EBS &3R8

AL2023 AMI 1 AL2 BERBRIHRE LN XFS XHRE, JF AL2023 |, EATFRRRZEHREN
mkfs EI 24X Amazon EC2 #17 7T # — 5 1b. AL2023 BXEFHFSHMXHRE , BRI LUEHM
HELFRAXENHRERBZENEEER,

AL2023 AMI BRIAEA Amazon EBS gp3 & , ™ AL2 AMI BRIAEA Amazon EBS gp2 &. BRI LTE
SRRV NG E i

BX Amazon EBS X BMNEZEL |, 1§51 Amazon EBS BHAE,

EXB3) Amazon EC2 SEHIMNEZER |, 5@ A mazon EC2 FIFEEREFT KB 3134,

& R ARSS

systemd-networkd RERFEE AL2023 FMIREZED, X5 AL2 BFFRE , EEFEH ISC
dhclient 2 dhclient,

BXEZEERE , F2H NERS.

BEMARATRSRES 25


https://aws.amazon.com/ebs/general-purpose/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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G —REHEIRLER (cgroup v2)

2 H|4H (cgroup) =& Linux A —INIhEE , AT o RELAHBHEHEBCRIMARERIR, BHIHE
I"ZRATES systemd SEMBH/ETHIRI RS

AL2 F¥#cgroupvl , AL2023 X #Fcgroupv2, EETASC TR ( HIMNEHAET AL2023 B
Amazon ECS AMI £ ERS L TR ) , X—REBEE.

RE AL2023 PABE UL REFEHEITHABcgroupvl , EXFRHEESIIFNEE , HAEHE
A FKH Amazon Linux £ ZE R4 & T2 MR,

BEREXTESR Linux &I OKN XL K systemd cgroup EIRX A,

BBEZAN—NELAFRVNENAIUEANRERTRERT P systemd® T, BEXRXEZER , BS
] system.r esource-control.

ES 1T

BRIMERT , cronie HEBREE AL2 AMI £ |, RITFRIEBESHES crontab AR IE#H X,
£ AL2023 # |, cronieBRINBR TR EEERN. EHit , BRiAcrontabBEBR T A BRHE N XF,

WA LLER RS cronie RG-S LUAERAZ M cron fEilk, BT systemd REM MNINEE , BIWWEER
3| systemd itAtE.

glibc. gcc # binutils B4

AL2023 B8 %5 AL2 HHEMZ OB G,

A AL2023 E# T AT =0 TEERH .

BRHEZEH AL2 AL2023
glibc 2.26 2.34
gcc 7.3 11.3
binutils 2.29 2.39

S — AR R IR (cgroup v2) 26


https://docs.kernel.org/admin-guide/cgroup-v2.html
https://systemd.io/CGROUP_DELEGATION/
https://www.freedesktop.org/software/systemd/man/systemd.resource-control.html
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BXEZER , SR RO I B8543 glibc, gee. binutils,

Rt EER

AL2023 EHERIAKHEEE I ER DNF, DNF 2 AL2 HE 4 EE T E YUM WG4k,

BXEZER R BHAZEETE,

BERES

£ AL2023 #F , AERSEHHBES AL2 TR, BIAMBERT , AL2023 %% rsyslog , HILERINE
MT AL2 RAfHMEF XA BEESH ( 5180 /var/log/messages ) TR A, AL2023 HIBRIAELE
A systemd-journal , XAIBAEA journalctl #1THE, RE rsyslog & AL2023 HHY A%
B4 BEWERAFNET systemd B journalctl EOMEXBHE, EXEZEE , BS5H
journalctl FMIE,

curl M libcurl BYRHIE

AL2023 ¥ curl M libcurl RS ERIDFIIEED B HEK , A curl-minimal
libcurl-minimal F, XFL T ASHAFWEE, NEMKRBINSHAZRE , HEE AL2023 AMI
MASRIHBRIARHEE,

MREE curl WEIRINAEE (HINR TIRE gopher:// X ) , FETUTH I REZE curl-full
# 1libcurl-full #4a.,

$ dnf swap libcurl-minimal libcurl-full

$ dnf swap curl-minimal curl-full

GNU Privacy Guard (GNUPG)

AL2023 ¥ gnupg2 K4S RIEFTEINEESD K gnupg2-minimal # gnupg2-full #HaE. KA
1R TR % gnupg2-minimal H#HE. XEMHTRIE rpm REB L BFZEMENREIEE.

EM gnupg2 SRBESINEE , HIMNEZHRRFH/THES , BHRRSLE gnupg2-full B#4a, &=
TUT&HS , & gnupg2-minimal X#H gnupg2-full,

REaEHER 27


https://www.freedesktop.org/software/systemd/man/journalctl.html
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$ dnf swap gnupg2-minimal gnupg2-full

Amazon Corretto 8 BRiA JVM

AL2023 Kt Amazon Corretto fERERIA ( th_RHE—/ ) Java FF X T ES (JDK), AL2023 HFfHE Java
E T 421968 A #E8Amazon Corretto 17,

MREMAL2 IR, MATBAM AL2 EHIZFERO0penIDKAR AR F]E E 2], Amazon Corretto

AWS CLI v2

AL2023 Kt AWS CLI fix4s 2 , T AL2 Fff# R4S 1. AWS CLI

UEFI Preferred

BIAMBRT , X UEFI BEHRIEFIZEE EFER AL2023 AMI B S EMISEHIEREF1E UEFI X T
B3, XREBESNEIER AMI SEIRE N uefi-preferred RERM, BXEZELR |, HSH
Amazon EC2 AF B EN1ER,

SSH AR BINBL EE X

F AL2023 AMI , BRATER T EHARAFERK sshd EHH4AREE, RIEMERT —LIRZ4A
XA  LDRBEERIREREN]. BEFHSINBEIFER ed25519 X #F rsa-sha2-256 M rsa-
sha2-512 ik ssh-ed25519, BRIAER T , ssh-rsa SRLTFTEARS.

B, BRIA sshd_config XHHH AL2023 BB IR BIE B E UseDNS=no, X—#REZKE
DNS ZI T A AgEABEEEFIEIL ssh &F, BRMET , authorized_keys XHHH
from=hostname.domain,hostname.domain 175 B %M. AT sshd TEZEXHEMN DNS
2%, A STRENGES 2 FBH hostname. domain EE# A MK IP address.

BREZER , H5H A SSH RS HFEE,

Extra Packages for Enterprise Linux (EPEL)

Extra Packages for Enterprise Linux (EPEL) & Fedora &t XA —NE , HBEHRE AR Linux
BRERZCUEBRERHE, ZUHEEHI¥E RHEL #l CentOS ##a&, AL2 5 CentOS 7 BE#%.
Hit , % EPEL7 37 AL2 21T, B2 , AL2023 X #F EPEL = EPEL KM FM#E.

Amazon Corretto fEJ3 ZRIA JVM 28


https://aws.amazon.com/corretto/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ami-boot.html
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£ cloud-init

£ AL2023 # , cloud-init EEB G SBEHEE. BABRT , EREHRZAHAmazon Linux # , cloud-init
ZRETRELEMN. BIXFTR AL2023 WERIARE. B THEBIINER releasever WHEAEMFRIIEE
HIRT AL2023 EEZ R B AR BEFNAR. BXEZELE , B HE AL2023 FEERHFIHIE
ERGEHMNBEEEARATRSREN :

F AL2023 , A LAY cloud-initS SELinux —i2EH. BXxEZELR |, 55 £ H cloud-init 5
enforcing &3,

Cloud-init £/ cloud-init WEA HTTP(S) WIZRBUENHEEBEANR. ERHRAS  YZBERAT
At , Amazon Linux TSRS, £ AL2023 A, FHTANEERERSSBTESHRH S cloud-init
PATRM. AL2 XFPTREILIRHE T ERE N K EBFER XA BRINT R,

BXREZEER , 5 EH cloud-init M cloud-init 324,

SHZAEES

AL2023 AR , 3 Amazon EC2 WER# T T , Bai TS ERERRERE., ERRME
KW R GitHub , 2 https://github.com/,

mixes =t
AL2023 7§ GCC M LLVM iREmIFRF=JTH , LAKRHA amazon RHERRE,
Kt , AL2 aarch64-redhat-1linux-gcc BA AL2023 E#Y aarch64-amazon-1linux-gcce

XNFREHBAFKER  FNEZREEEAN , HETRIALMIPLE AL2023 LHREFRHAS.

32 {i x86 (i686) B &

YE 2014.09RAAL1 BN —&B% , EMIX R &R —MNEF32CAMIBMRZAS, F itk , M AL12015.03
MRASFF#E , Amazon Linux B X#1E 32 UEX TIZ1TRSE. AL2 7 x86-64 EHL LAY 32 7 =#EHIX
HRETERNEITRREXE , A RRERMT R IRIIGHERN 32 L =@ &3, AL2023 F
BEaEA 2 NAFRZRARHE. BRMNEVWETHD 64 VRBATE,

MRBEERE AL2023 LiE1T 32 U Z# HI304F |, M AT LAEIZITHE AL2023 2 EBY AL2 BesH A
AL2 B9 32 (VA FZEE),

f£F cloud-init 29


https://cloudinit.readthedocs.io/en/22.2.2/
https://github.com/amazonlinux/amazon-linux-2023/issues/47
https://aws.amazon.com/amazon-linux-ami/2014.09-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
https://aws.amazon.com/amazon-linux-ami/2015.03-release-notes/
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1sb_release #l system-1sb-core B4

HE, —£HH2EA 1sb_release i ( B system-1sb-core HB1E AL2 iRt ) SRIREX
BXEFEZTH Linux X1THREIE SR, Linux Standards Base (LSB) 5| A T k&% , Linux Z1THRE
ATL&S. Linux RITIREZXEEZENFEAEFMENRE |, FXEEFEEREE /etc/os-release H
HMmEx 34,

os-release #rEKHE systemd. BXEZEE |, S systemd os-release X 14,

AL2023 7K 1sb_release s , B BFE system-1sb-core 4B, BMHNZERKE os-
release VRERIEIE |, LURIFS Amazon Linux MEM T E Linux XITHRIIFESH,

AL2023 &5 AL2 HEE A &£ T &1L

AL2023 5| AT 6.1 ARG ZBHEER , A —FHIERF =M Amazon Linux. X FRKZEHA
PR XEEHRNIZETEERN,

AERENAKEIEZ

CONFIG & AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
In aarch64 x86 64 aarch64 x86_64 1/aarch64 1/x86_64

CONFIG_BU n y n y y y
G_ON_DATA

_CORRUPTI

ON

CONFIG_DE 4096 4096 4096 4096 65536 65536
FAULT_MMA

P_MIN_ADD

R

CONFIG_DE n y n y n n
VMEM

CONFIG_DE n y n y n n
VPORT

1sb_release l system-1sb-core B#4a 30


https://www.freedesktop.org/software/systemd/man/os-release.html
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CONFIG & AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
m aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64

CONFIG_FO n y n y y y
RTIFY_SOU
RCE

CONFIG_HA TEH TiE A y y TiEA TEA
RDENED_US

ERCOPY_FA

LLBACK

CONFIG_IN “Fi&EH FERA n n n n
IT_ON_ALL

0C_DEFAUL

T_ON

CONFIG_IN FEH FEH n n n n
IT_ON_FRE

E_DEFAULT

_ON_

CONFIG_IO T&EH FiEH FEH FER n n
MMU_DEFAU

LT_DMA_ST

RICT

CONFIG_LD vy y y y n n
ISC_AUTOL
OAD

CONFIG_SC AEHR TEH TEH TEH TEH y
HED_CORE

CONFIG_SC n y n y y y
HED_STACK

_END_CHEC

K

AEREMNAKEEEZL 31
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RAriEmE

CONFIGiE AL2/4.14/
m aarch64

CONFIG_SE n
CURITY_DM
ESG_RESTR
IcT

CONFIG_SE vy
CURITY_SE
LINUX_DIS
ABLE

CONFIG_SH FEH
UFFLE_PAG
E_ALLOCAT

OR

CONFIG_SL n
AB_FREELI
ST_HARDEN
ED

CONFIG_SL n
AB_FREELI
ST_RANDOM

AL2/4.14/ AL2/5.10/ AL2/5.10/

x86_64 aarch64 x86_64
n n n
y y y
TEHR y y
y y y
n y y

x86-64 LUEELZENERNAKEEEXK

CONFIG &1

CONFIG_AM
D_IOMMU

CONFIG_AM
D_IOMMU_V2

AL2/4.14/x86_64 AL2/5.10/x86_64
y y
m m

AL2023/6.

1/aarch64

AL2023/6.
1/x86_64

y

AL2023/6.1/x86_64

y

AEREMNAKEEEZL
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CONFIG %I AL2/4.14/x86_64 AL2/5.10/x86_64 AL2023/6.1/x86_64

CONFIG_RA TEH y y
NDOMIZE_MEMORY

aarch64 (arm/Graviton) AZ £ N E SN AKEEE X

CONFIG &It AL2/4.14/aarch64 AL2/5.10/aarch64 AL2023/6.1/aarch64

CONFIG_AR FEH y y
M64_PTR_AUTH

CONFIG_AR TEH TiE A y
M64_PTR_A
UTH_KERNEL

CONFIG_AR y y y
M64_SW_TT
BR@_PAN

/dev/mem, /dev/kmem Fl /dev/port

Amazon Linux 2023 £ AL2 H EZ FEMREIWER 522 H/dev/memCONFIG_DEVMEMAL/
dev/port ( M ECONFIG_DEVPORT ) .

£ 5.13 A |, Z/dev/kmemRBEM Linux RFELMIBR , RARTE AL2 FFER , BIETER
F AL2023,

HEMRAZ B ERF T EEEFREZ—

FORTIFY_SOURCE

AL2023 AIfE B X1FRI R #9CONFIG_FORTIFY_SOURCELEH. WWIEER — ML 2L IheE, iR
FRULBENBIEEFAXKDAERT , WINETURMNELZFENAEFRBEFHNES X EH,

LR RAZ B RRF T B HEFREZ—

AEREMNAKEEEZL 33


https://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project/Recommended_Settings
https://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project/Recommended_Settings
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S RLCEBBIME () CONFIG_LDISC_AUTOLOAD

MIEERK B EHCAP_SYS_MODULEM FRHIHTE , BN AL2023 RZT £ B3 InF & BT
TIOCSETDioctl , i@y fiE A E 443 1T &k o

LEMRAZBEBERF T EEFREL—

dmesg3E4F XA F BV 5 B4R () CONFIG_SECURITY_DMESG_RESTRICT
KIABERT , AL2023 T AFERFNAFHE. dmesg
BETRARERRFAEHERES—®

SELinux EZ2ZH selinuxfs

AL2023 ZH T EHFAKCONFIG_SECURITY_SELINUX DISABLEMWRIEIN |, ZiW/Z A T —FriE M
HEE 2 A EZA SELinux Bz 178 A 3%,

LEMRAZEBERF I EEFREZ—

HiA B EZ L

CONFIGiE AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
In aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64
CONFIG_HZ 100 250 100 250 100 100
CONFIG_NR 4096 8192 4096 8192 512 512
_CPUS

CONFIG_PA vy n y n y y
NIC_ON_O0O

PS

CONFIG_PA 1 0 1 0 1 1
NIC_ON_O0O

PS_VALUE

CONFIG_PP m m m m n n

P

Hits A% E B 34


https://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project/Recommended_Settings
https://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project/Recommended_Settings
https://kernsec.org/wiki/index.php/Kernel_Self_Protection_Project/Recommended_Settings
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CONFIGiE AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.

m aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64
CONFIG_SL m m m m n n
IP_
CONFIG_XE FiEH y EHA n ERA n
N_PV
CONFIG_HZ

AL2023 ZEF M aarch64F & L#Bx86-641RECONFIG_HZA 100,
CONFIG_NR_CPUS

AL2023 iR ECONFIG_NR_CPUSHE#ITAIT Si#h EC2 & AR CPU AREHEF,
R EE R4 32

AL2023 ARZIEZEITIN 25N, WIEEERTHEAKBF1T LEM oops=panic 5%,
M IR 2B AN B T RE R M RE W # — 5 7 EHER A EEIR.

PPP #l SLIP X%

AL2023 3% PPP & SLIP %

Xen PV i & X #&

AL2023 T XN Xen PV EFHIETT,

NI RG S HF

AL2 FH AR IFESN XA RERET AT , IRRERTN D XFRERETEL.

CONFIG ik AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6.  AL2023/6.

I aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64
CONFIG_AF n m n m n n
S_FS

WX REZHEF 35
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CONFIGiE AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.

I aarch64 x86_64 aarcho64 x86_64 1/aarch64 1/x86_64
CONFIG_AF n m n m n n
_RXRPC

CONFIG_BS vy y y y n n
D_DISKLAB

EL_

CONFIG_CR m m m m n n
AMFS

CONFIG_CR FEH FEH y n FERA FEH
AMFS_BLOC

KDEV

CONFIG_DM TF&EH FEH n n n n
_CLONE

CONFIG_DM m n m n n n
_ERA

CONFIG_DM n m n m m m
_INTEGRIT

Y

CONFIG_DM n n m m m m
_LOG_WRIT

ES_

CONFIG_DM m n m n n n
_SWITCH

CONFIG_DM m n m n n n
_VERITY

CONFIG_EC n m n m n n
RYPT_FS

ARG 36
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CONFIGiE AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.

I aarch64 x86_64 aarcho64 x86_64 1/aarch64 1/x86_64
CONFIG_EX FEH FEH m m m m
FAT_FS

CONFIG_EX n m n m n n
T2_FS

CONFIG_EX n m n m n n
T3_FS

CONFIG_GF m m m m n n
S2_FS

CONFIG_HF n m n m n n
SPLUS_FS

CONFIG_HF n m n m n n
S_FS

CONFIG_JF n m n m n n
S_FS

CONFIG_LD n y n y n n
M_PARTITI

ON_

CONFIG_MA n y n y n n
C_PARTITI

ON_

CONFIG_NF n m n m n n
S_V2

CONFIG_NT n m n n n n
FS_FS

ARG 37
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CONFIG & AL2/4.14/ AL2/4.14/ AL2/5.10/ AL2/5.10/ AL2023/6. AL2023/6.
In aarch64 x86_64 aarch64 x86_64 1/aarch64 1/x86_64

CONFIG_RO n m n m n n
MFS_FS

CONFIG_SO n y n y n n
LARIS_X86

_PARTITIO

N

CONFIG_SQ n y n y y y
UASHFS_ZS
1D

CONFIG_SU n y n y n n
N_PARTITI
ON_

Andrew XH R (AFS)

AZTBXE afs XHRSE. AL2 KKMITHAFZEXE, afs

cramfs X #

ARFABXE cramfs XHRS, AL2023 BWHEE RsquashfsXHREK,

BSD B &R T

AT EXE BSD WENRE, MRFETH BSD MARZTHIRESE , M ABz &R BSD,
REME BRI

£ AL2023 N ELER IR BRI 88 B AR 1T T L E K,

eCryptFs X #

Amazon Linux FEFHA T ecryptfs X#HREG. WAFPZRIA G ecryptfsFET AL1 # , &£ AL2
FEMBER , AL2023 TEEASZFWERNR, ecryptfs

WX REZHEF 38
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exFAT

£ AL2 9 510 AZHFIEIN T NexFATNHRENZF, ©E AL2 XHH&E 4.14 A%, AL2023 4t
HEHIFZexFATXHRS,

ext2. ext3 fl extd XHFRE

AL2023 Mt H# i%ZCONFIG_EXT4_USE_FOR_EXT2i&I |, iXEMFext4XH RS RBEA TiZEUE
Zext2XHRE%,

CONFIG_GFS2_FS
N~ BEH CONFIG_GFS2_FS ¥%,
Apple Extended HFS X # R4 X #F (HFS+)

£EAL2 | RERxX86-64REXIFhfsplusXHRENIER THEN. AL25.15 A
ThfsplusXFEFEMEN, £ AL2023 F |, BAI5EE THLS5#: Linux hfsplus XFNHEHA.

HFS X REX

EAL2 A, RERX86-64REXFhfsNHRENERTHEN, AL2 5.15 AT hfsZIF{EALR
M. £ AL2023 F , BRNZHK T L D Linux hfs XEMNHER,

JFS X REH

FEAL2HF , REAX86-64BREZFjFsXHRENER THEN, AL2 5.15 AT j s IFEMEE
. AL1 Fl AL2 ER B 5 JFS AP Z R —giRM, £ AL2023 A, AR T XL S# Linux jfs X
BFNEA

L5 Linux IR EEZEMERIFS, Rt , MREEIFSXHRE LBHE , WAFEERR S -1
HRE.

WindowsiZ SR 2 EE S ( hAWAE ) X35 (CONFIG_LDM_PARTITION)

AL2023 B X FWindows 2000Windows XP, =HHAMS-DOSH I 2 X Windows Vistazh ZSHiE .
HRBMNEFRLZEPSIANET GPT WRHFWsIARAE ., Windows Vista

Macintosh 7 X Bk & 2 3

AL2023 TBXFLEM Macintosh 7 XE ., BRIAMERT , T macOS RALVEBIMA GPT 27X
=, UEMIX & HR K EL,

WX REZHEF 39


https://lore.kernel.org/lkml/Y8DvK281ii6yPRcW@infradead.org/
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NFSv2 %

AL2023 B X#F NFSv2 , (B4 #F NFSv3, NFSv4, NFSv4.1 fl NFSv4.2, BATEWETEE
NFSv3 2 & S k2,

NTFS (CONFIG_NTFS_FS)

M AL2 ntfs B9 5.10 A& , T % Linux £i5E NTFS XH RSNt fs3KEB OB E
. AL2023 FBE8ZntfsKB , MRERTEHKBZntfs3RBFKIGE NTFS XH RS,

romfs X R 5
squashfs MR % E Amazon Linux F romfs XHREMFHRA , T AL2023 ARFTBX#F

romfs,

Solaris x86 & 9 X#E

AL2023 T B X #F Solaris x86 & 7 X%,

squashfszstd E48

AL2023 TEFTE MM L8N T N zstdEfisquashfs X4 REH H .
Sun 7 X &KX #F

AL2023 FE X% Sun 7 X &R (CONFIG_SUN_PARTITION).

L8 Amazon Linux 2 1 Amazon Linux 2023 AM| £ ZE e

T 5# Linux 2 7 AL2023 #1 AMI EfF7ER) RPM B LR

nHha AL2 AMI AL2023 AMI
acl 2.2.51 2.31

acpid 2.0.19 2.0.32
alternatives 1.15
amazon-chrony-config 4.3
amazon-ec2-net-utils 241

Amazon Linux 2 #1 AL2023 AMI tbE& 40
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RAriEmE

nH4ag AL2 AMI
amazon-linux-extras 2.0.3
amazon-linux-extras- 2.0.3
yum-plugin

amazon-linux-repo-s3

amazon-linux-sb-keys

amazon-rpm-config
amazon-ssm-agent
at

attr

audit

audit-libs
authconfig
aws-cfn-bootstrap
awscli

awscli-2
basesystem

bash
bash-completion
bc
bind-export-1libs

bind-1ibs

3.3.131.0

3.1.13

2.4.46

2.8.1

2.8.1

6.2.8

2.0

1.18.147

10.0

4.2.46

2.1

1.06.95

9.114

9.11.4

AL2023 AMI

2023.4.20240513

2023.1

228

3.3.380.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

2.15.30

11

5.2.15

2.1.1

1.07.1

9.16.48
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https://docs.aws.amazon.com/linux/al2023/ug/uefi-secure-boot.html

Amazon Linux 2023

RAriEmE

B2
bind-libs-lite
bind-license
bind-utils
binutils
blktrace
boost-date-time
boost-filesystem
boost-system
boost-thread
bridge-utils
bzip2

bzip2-1libs
ca-certificates
c-ares
checkpolicy
chkconfig

chrony
cloud-init
cloud-init-cfg-ec2

cloud-utils-growpart

AL2 AMI
9.114
9.114
9.114
2.29.1
1.0.5

1.53.0 (x86_64)

1.53.0 (x86_64)
1.53.0 (x86_64)
15

1.0.6

1.0.6

2023.2.64

1.7.4
4.2

19.3

0.31

AL2023 AMI

9.16.48

9.16.48

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

2023.2.64

1.19.0

3.4

1.15

4.3

22.2

22.2

0.31
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https://docs.aws.amazon.com/linux/al2023/ug/c-cplusplus.html
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RAriEmE

B2

coreutils
coreutils-common
cpio

cracklib
cracklib-dicts

cronie

cronie-anacron
crontabs
crypto-policies

crypto-policies-sc
ripts

cryptsetup
cryptsetup-libs

curl

curl-minimal

cyrus-sasl-1lib
cyrus-sasl-plain
dbus

dbus-broker
dbus-common

dbus-1ibs

AL2 AMI

8.22

212

2.9.0

2.9.0

1.4.11

1.4.11

1.1

1.7.4

1.7.4

8.3.0

2.1.26

2.1.26

1.10.24

1.10.24

AL2023 AMI

8.32

8.32

213

2.9.6

2.9.6

1.1

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28
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https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html#deprecated-cron
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RAriEmE

nHta

device-mapper

device-mapper-event

device-mapper-event-

libs

device-mapper-1libs

device-mapper-pers

istent-data
dhclient
dhcp-common
dhcp-1libs
diffutils
dmidecode
dmraid
dmraid-events
dnf

dnf-data

dnf-plugin-release-

notification

dnf-plugins-core

dnf-plugin-support-

info

dnf-utils

AL2 AMI

1.02.170

1.02.170

1.02.170

1.02.170

0.7.3

4.2.5

4.2.5

4.2.5

3.3

3.2

1.0.0.rc16

1.0.0.rc16

AL2023 AMI

1.02.185

1.02.185

3.8

4.14.0

4.14.0

1.2

4.3.0

1.2

4.3.0
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RAriEmE

B2

dosfstools

dracut
dracut-config-ec2

dracut-config-gene
ric

dwz

dyninst

e2fsprogs
e2fsprogs-1libs
ec2-hibinit-agent
ec2-instance-connect

ec2-instance-conne
ct-selinux

ec2-net-utils
ec2-utils

ed

efibootmgr
efi-filesystem
efi-srpm-macros
efivar

efivar-1libs

AL2 AMI
3.0.20
033

2.0

033

9.3.1 (x86_64)
1.42.9

1.42.9

1.0.8

1.1

1.1

1.7.3
1.2
1.9

15 (aarch64)

31 (aarch64)

AL2023 AMI

4.2

055

3.0

055

0.14

10.2.1

1.46.5

1.46.5

1.0.8

1.1

1.1

2.2.0

1.14.2

38

38
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nHta

elfutils-debuginfod-

client

elfutils-default-y

ama-scope
elfutils-libelf
elfutils-1libs
ethtool

expat

file

file-1libs
filesystem
findutils
fipscheck
fipscheck-1ib
fonts-srpm-macros
freetype

fstrm

fuse-1libs

gawk

gdbm

gdbm-1ibs

AL2 AMI

0.176

0.176

0.176

4.8

2.1.0

5.1

5.1

3.2

4.5.11

1.4.1

1.4.1

2.8

29.2

4.0.2

1.13

AL2023 AMI

0.188

0.188

0.188

0.188

5.15

2.5.0

5.39

5.39

3.14

4.8.0

2.0.5

0.6.1

2.9.9

5.1.0

1.19
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B2

gdisk

generic-logos

GeoIP

gettext
gettext-1libs
ghc-srpm-macros
glib2

glibc
glibc-all-langpacks
glibc-common
glibc-gconv-extra
glibc-locale-source

glibc-minimal-lang
pack

gmp

gnupg?2

gnupg2-minimal

gnutls
go-SIpm-macros

gpgme

gpm-1libs

AL2 AMI

0.8.10

18.0.0

1.5.0

0.19.8.1

0.19.8.1

2.56.1

2.26

2.26

2.26

2.26

2.26

6.0.0

2.0.22

1.3.2

1.20.7

AL2023 AMI

1.0.8

0.21

0.21

1.5.0

2.74.7

2.34

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1

1.20.7
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#gnupg-minimal
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RAriEmE

B2

grep

groff-base

grub2

grub2-common
grub2-efi-aab4
grub2-efi-aab4-ec2

grub2-efi-aa64-mod
ules

grub2-efi-x64-ec2
grub2-pc
grub2-pc-modules
grub2-tools
grub2-tools-minimal
grubby

gssproxy

gzip

hardlink

hibagent

hostname

hunspell

hunspell-en

AL2 AMI

2.20

1.22.2

2.06

2.06

2.06 (aarch64)
2.06 (aarch64)

2.06 ( noarch )

2.06 (x86_64)
2.06 (x86_64)

2.06 ( noarch)

2.06

2.06

8.28

0.7.0

1.5

1.3

1.1.0

3.13

1.3.2

0.20121024

AL2023 AMI
3.8

1.22.4

2.06

2.06 (aarch64)

2.06 (x86_64)

2.06
2.06
2.06
8.40
0.8.4

1.12

3.23
1.7.0

0.20140811.1
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B4
hunspell-en-GB

hunspell-en-US

hunspell-filesystem

hwdata

info

inih
initscripts
iproute
iptables
iptables-1libs
iputils
irgbalance
jansson
jbigkit-1libs
jitterentropy
iq

json-c

kbd
kbd-legacy

kbd-misc

AL2 AMI

0.20121024

0.20121024

0.252

5.1

9.49.47

5.10.0

1.8.4

1.8.4

20180629

1.7.0

2.10

2.0

0.11

1.15.5

1.15.5

1.15.5

AL2023 AMI

0.20140811.1

0.20140811.1

1.7.0

0.353

6.7

49

10.09

5.10.0

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0

2.4.0
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e AL2 AMI AL2023 AMI
kernel 5.10.215 6.1.90
kernel-livepatch-r 2023.4.20240513
epo-s3

kernel-srpm-macros 1.0
kernel-tools 5.10.215 6.1.90
keyutils 1.5.8 1.6.3
keyutils-1libs 1.5.8 1.6.3
kmod 25 29
kmod-1ibs 25 29
kpartx 04.9

kpatch-runtime 0.9.4 0.9.7
krb5-1ibs 1.15.1 1.21
langtable 0.0.31

langtable-data 0.0.31

langtable-python 0.0.31

less 458 608
libacl 2.2.51 2.31
libaio 0.3.109 0.3.111
libarchive 3.5.3
libargon2 20171227
libassuan 21.0 255
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RAriEmE

B2

libattr
libbasicobjects
libblkid
libcap
libcap-ng
libcbor
libcollection
libcom_err
libcomps
libconfig
libcroco
libcrypt
libcurl

libcurl-minimal

libdaemon
Libdb
libdb-utils
libdhash
libdnf

libdrm

AL2 AMI

2.4.46

0.1.1

2.30.2

2.54

0.7.5

0.7.0

1.42.9

1.4.9

0.6.12

2.26

8.3.0

0.14

5.3.21

5.3.21

2.4.97

AL2023 AMI

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

0.69.0
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#curl-minimal
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https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html#deprecated-bdb

Amazon Linux 2023 AriEE

e AL2 AMI AL2023 AMI
libdwarf 20130207 (x86_64)

libeconf 0.4.0
libedit 3.0 3.1
libestr 0.1.9

libev 4.33
libevent 2.0.21 21.12
libfastjson 0.99.4

libfdisk 2.30.2 2.37.4
libffi 3.0.13 344
libfido2 1.10.0
libgcc 7.3.1 11.4.1
libgcrypt 1.5.3 1.10.2
libgomp 7.3.1 11.4.1
libgpg-error 1.12 1.42
libibverbs 48.0
libicu 50.2

libidn 1.28

libidn2 2.3.0 2.3.2
libini_config 1.3.1 1.3.1
libjpeg-turbo 2.0.90

Amazon Linux 2 #1 AL2023 AMI tbE& 52



Amazon Linux 2023 AriEE

e AL2 AMI AL2023 AMI
libkcapi 1.4.0
libkcapi-hmaccalc 1.4.0
libldb 2.6.2
libmaxminddb 1.5.2
libmetalink 0.1.3 0.1.3
libmnl 1.0.3 1.0.4
libmodulemd 2.13.0
libmount 2.30.2 2.37.4
libnetfilter_connt 1.0.6

rack

libnfnetlink 1.0.1

libnfsidmap 0.25 254
libnghttp2 1.41.0 1.59.0
libnl3 3.2.28 3.5.0
libnl3-cli 3.2.28

libpath_utils 0.2.1 0.2.1
libpcap 1.5.3 1.10.1
libpciaccess 0.14 (x86_64)

libpipeline 1.2.3 1.5.3
libpkgconf 1.8.0
libpng 1.5.13
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e AL2 AMI AL2023 AMI
libpsl 0.21.5 0.21.1
libpwquality 1.2.3 1.4.4
libref_array 0.1.5 0.1.5
librepo 1.14.5
libreport-filesystem 2.15.2
libseccomp 25.2 253
libselinux 2.5 3.4
libselinux-utils 2.5 3.4
libsemanage 2.5 3.4
libsepol 25 3.4
libsigsegv 213
libsmartcols 2.30.2 2374
libsolv 0.7.22
libss 1.42.9 1.46.5
libssh2 1.4.3

libsss_certmap 294
libsss_idmap 1.16.5 294
libsss_nss_idmap 1.16.5 294
libsss_sudo 294
libstdc++ 7.3.1 11.4.1
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e AL2 AMI AL2023 AMI
libstoragemgmt 1.6.1 1.9.4
libstoragemgmt-pyt 1.6.1

hon

libstoragemgmt-pyt 1.6.1

hon-clibs

libsysfs 21.0

libtalloc 234
libtasnl 4.10 4.19.0
libtdb 1.4.7
libteam 1.27

libtevent 0.13.0
libtextstyle 0.21
libtiff 4.0.3

libtirpc 0.2.4 1.3.3
libunistring 0.9.3 0.9.10
libuser 0.60 0.63
libutempter 1.1.6 1.2.1
libuuid 2.30.2 2.37.4
libuv 1.47.0
libverto 0.2.5 0.3.2
libverto-libev 0.3.2
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e AL2 AMI AL2023 AMI
libverto-libevent 0.2.5

libwebp 0.3.0

libxcrypt 4.4.33
libxml2 2.91 2.10.4
libxml2-python 2.9.1

libyaml 0.1.4 0.2.5
libzstd 1.5.5
Im_sensors-1libs 3.4.0 3.6.0
1mdb-1libs 0.9.29
logrotate 3.8.6 3.20.1
lsof 4.87 4.94.0
lua 51.4

lua-1libs 54.4
lua-srpm-macros 1
lvm2 2.02.187

lvm2-1ibs 2.02.187

1z4 1.7.5

1z4-1ibs 1.9.4
make 3.82

man-db 2.6.3 293
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nHta

man-pages

man-pages-overrides

mariadb-1libs
mdadm
microcode_ctl
mlocate

mpfr

mtr

nano

ncurses
ncurses-base
ncurses-1libs
nettle
net-tools
newt
newt-python
nfs-utils
npth

nspr

nss

AL2 AMI
3.53

7.5.2

5.5.68

4.0

2.1 (x86_64)

0.26

0.92
29.8
6.0
6.0
6.0
2.7.1
2.0
0.52.15
0.52.15

1.3.0

4.35.0

3.90.0

AL2023 AMI

5.10

2.1 (x86_64)

41.0

5.8
6.2
6.2
6.2
3.8
2.0

0.52.21

2.5.4
1.6
4.35.0

3.90.0
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042
nss-pem

nss-softokn

nss-softokn-freebl

nss-sysinit
nss-tools
nss-util

ntsysv
numactl-1libs
ocaml-srpm-macros

oniguruma

openblas-srpm-macros

openldap
openssh
openssh-clients
openssh-server
openssl
openssl-libs
openssl-pkcsll
os-prober

pll-kit

AL2 AMI
1.0.3
3.90.0
3.90.0
3.90.0
3.90.0
3.90.0
1.7.4

2.0.9

2.4.44
7.4p1
7.4p1
7.4p1
1.0.2k

1.0.2k

1.58

0.23.22

AL2023 AMI

3.90.0
3.90.0

3.90.0

3.90.0
1.15

2.0.14

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8
0.4.12
1.77

0.24.1
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nHta

pll-kit-trust

package-notes-srpm-

macros
pam

parted

passwd
pciutils
pciutils-1libs
pcre

pcre2
pcre2-syntax

perl

perl-Carp

perl-Class-Struct

perl-constant

perl-DynalLoader

perl-Encode
perl-Errno
perl-Exporter

perl-Fcntl

perl-File-Basename

AL2 AMI

0.23.22

1.1.8

3.1

0.79

3.5.1

3.5.1

8.32

10.23

5.16.3

1.26

1.27

2.51

5.68

AL2023 AMI

0.24.1

0.4

1.5.1

3.4

0.80

3.7.0

3.7.0

10.40

10.40

1.50

0.66

1.33

1.47

3.15

1.30

5.74

1.13

2.85
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https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html#deprecated-pcre
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B2
perl-File-Path
perl-File-stat
perl-File-Temp
perl-Filter
perl-Getopt-Long
perl-Getopt-Std
perl-HTTP-Tiny
perl-if
perl-interpreter
perl-IO
perl-IPC-Open3
perl-libs
perl-macros
perl-MIME-Baseb64
perl-mro
perl-overload
perl-overloading
perl-parent
perl-PathTools

perl-Pod-Escapes

AL2 AMI

2.09

0.23.01

1.49

2.40

0.033

5.16.3

5.16.3

0.225

3.40

1.04

AL2023 AMI

2.18

1.09

0.231.100

2.952

1.12

0.078

0.60.800

5.32.1

1.43

1.21

5.32.1

3.16

1.23

1.31

0.02

0.238

3.78

1.07
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B2
perl-podlators
perl-Pod-Perldoc
perl-Pod-Simple
perl-Pod-Usage
perl-POSIX

perl-Scalar-List-U
tils

perl-SelectSaver
perl-Socket
perl-srpm-macros
perl-Storable
perl-subs
perl-Symbol
perl-Term-ANSIColor
perl-Term-Cap
perl-Text-ParseWords
perl-Text-Tabs+Wrap
perl-threads
perl-threads-shared
perl-Time-HiRes

perl-Time-Local

AL2 AMI

2.5.1

3.20

3.28

1.63

1.27

2.010

2.45

3.29

1.87

1.43

1.9725

1.2300

AL2023 AMI

4.14

3.28.01

3.42

2.01

1.94

1.56

1.02

2.032

1

3.21

1.03

1.08

5.01

1.17

3.30

2021.0726

1.300
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B2
perl-vars
pinentry
pkgconf
pkgconfig

pkgconf-m4

pkgconf-pkg-config

plymouth

plymouth-core-libs

plymouth-scripts

pm-utils

policycoreutils

policycoreutils-py

thon-utils
popt
postfix
procps-ng
protobuf-c
psacct
psmisc

pth

AL2 AMI

0.8.1

0.27.1

0.8.9

0.8.9

0.8.9

1.4.1

2.5

1.13

2.10.1

3.3.10

6.6.1

22.20

2.0.7

AL2023 AMI

1.05

1.8.0

1.8.0

1.8.0

3.4

3.4

1.18

3.3.17

1.4.1

6.6.4

23.4
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publicsuffix-list- 20240208 20240212
dafsa

Pygpgme 0.3

pyliblzma 0.5.3

pystache 0.5.3

python 2.7.18

python2-botocore 1.18.6

python2-colorama 0.3.9

python2-cryptography 1.7.2

python2-dateutil 2.6.1

python2-futures 3.0.5

python2-jmespath 0.9.3

python2-jsonschema 2.5.1

python2-oauthlib 2.0.1

python2-pyasnl 0.1.9

python2-rpm 4.11.3

python2-rsa 3.4.1

python2-s3transfer 0.3.3

python2-setuptools 41.2.0

python2-six 1.11.0

python3 3.7.16 3.9.16
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python3-attrs 20.3.0
python3-audit 3.0.6
python3-awscrt 0.19.19
python3-babel 2.9.1
python3-cffi 1.14.5
python3-chardet 4.0.0
python3-colorama 04.4
python3-configobj 5.0.6
python3-cryptography 36.0.1
python3-daemon 223 23.0
python3-dateutil 2.8.1
python3-dbus 1.2.18
python3-distro 1.5.0
python3-dnf 4.14.0
python3-dnf-plugins- 4.3.0
core

python3-docutils 0.14 0.16
python3-gpg 1.15.1
python3-hawkey 0.69.0
python3-idna 210
python3-jinja2 211.3
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python3-jmespath 0.10.0
python3-jsonpatch 1.21
python3-jsonpointer 2.0
python3-jsonschema 3.2.0
python3-1libcomps 0.1.20
python3-1ibdnf 0.69.0
python3-1libs 3.7.16 3.9.16
python3-1libselinux 3.4
python3-libsemanage 3.4
python3-1libstorage 1.9.4
mgmt

python3-lockfile 0.11.0 0.12.2
python3-markupsafe 1.1.1
python3-netifaces 0.10.6
python3-oauthlib 3.0.2
python3-pip 20.2.2

python3-pip-wheel 21.3.1
python3-ply 3.1
python3-policycore 3.4
utils

python3-prettytable 0.7.2
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python3-prompt-too
1kit

python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pystache
python3-pytz
python3-pyyaml
python3-requests
python3-rpm
python3-ruamel-yaml

python3-ruamel-yaml-
clib

python3-setools
python3-setuptools

python3-setuptools-
wheel

python3-simplejson
python3-six

python3-systemd

AL2 AMI

0.5.4

49.1.3

3.2.0

AL2023 AMI

3.0.24

2.20

0.17.3

3.4

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0

235
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python3-urllib3 1.25.10
python3-wcwidth 0.2.5
python-babel 0.9.6

python-backports 1.0

python-backports-s 3.5.0.1

sl_match_hostname

python-cffi 1.6.0
python-chardet 221
python-chevron 0.13.1
python-configobj 4.7.2
python-daemon 1.6
python-devel 2.7.18
python-docutils 0.12
python-enum34 1.04
python-idna 2.4
python-iniparse 0.4
python-ipaddress 1.0.16
python-jinja2 2.7.2
python-jsonpatch 1.2
python-jsonpointer 1.9
python-jwcrypto 0.4.2
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python-kitchen
python-1libs
python-lockfile
python-markupsafe
python-pillow
python-ply
python-pycparser
python-pycurl
python-repoze-lru
python-requests

python-simplejson

python-srpm-macros

python-urlgrabber
python-urllib3
pyxattr

PyYAML
grencode-libs
quota

quota-nls

rdate

AL2 AMI

1.1.1

2.7.18

0.9.1

0.11

2.0.0

3.4

2.14

7.19.0

0.4

2.6.0

3.2.0

3.10

1.25.9

0.5.1

3.10

3.4.1

4.01

4.01

1.4

AL2023 AMI

3.9

4.06

4.06
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readline 6.2 8.1
rng-tools 6.8 6.14
rootfiles 8.1 8.1
rpcbind 0.2.0 1.2.6
rpm 4.11.3 4.16.1.3
rpm-build-1libs 4.11.3 4.16.1.3
rpm-1ibs 4.11.3 4.16.1.3
rpm-plugin-selinux 4.16.1.3
rpm-plugin-systemd- 4.11.3 4.16.1.3
inhibit

rpm-sign-libs 4.16.1.3
rsync 3.1.2 3.2.6
rsyslog 8.24.0

rust-srpm-macros 21
sbsigntools 094
scl-utils 20130529

screen 4.1.0 4.8.0
sed 422 4.8
selinux-policy 3.13.1 37.22
selinux-policy-tar 3.13.1 37.22
geted
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setserial

setup

setuptool

sgpio
shadow-utils
shared-mime-info
slang

sglite
sqlite-1libs
sssd-client
sssd-common
sssd-kcm
sssd-nfs-idmap
strace

sudo
sysctl-defaults
sysstat

systemd
systemd-1libs

systemd-networkd

AL2 AMI

217

2.8.71

1.19.11

1.2.0.10

4.1.5.1

1.8

2.2.4

3.7.17

1.16.5

4.26

1.8.23

1.0

10.1.5

219

219

AL2023 AMI

2.13.7

4.9

2.3.2

3.40.0

294

294

294

294

6.8

1.9.15

1.0

12.5.6

252.16

252.16

252.16
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systemd-pam 252.16
systemd-resolved 252.16
systemd-sysv 219

systemd-udev 252.16
system-release 2 2023.4.20240513
systemtap-runtime 4.5 4.8
sysvinit-tools 2.88

tar 1.26 1.34
tbb 2020.3
tcp_wrappers 7.6

tcp_wrappers-libs 7.6

tcpdump 4.9.2 4.99.1
tcsh 6.18.01 6.24.07
teamd 1.27

time 1.7 1.9
traceroute 2.0.22 21.3
tzdata 2024a 2024a
unzip 6.0 6.0
update-motd 1.1.2 2.2
usermode 1.111
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userspace-rcu 0.12.1
ustr 1.04

util-linux 2.30.2 2374
util-linux-core 2374
vim-common 9.0.2153 9.0.2153
vim-data 9.0.2153 9.0.2153
vim-enhanced 9.0.2153 9.0.2153
vim-filesystem 9.0.2153 9.0.2153
vim-minimal 9.0.2153 9.0.2153
virt-what 1.18

wget 1.14 1.21.3
which 2.20 2.21
words 3.0 3.0
xfsdump 3.1.8 3.1.11
xfsprogs 5.0.0 5.18.0
xxd 9.0.2153 9.0.2153
xxhash-1libs 0.8.0

XZ 5.2.2 525
xz-1ibs 5.2.2 5.2.5
yajl 2.04
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yum 3.4.3 4.14.0
yum-langpacks 0.4.2

yum-metadata-parser flink-client

yum-plugin-priorit 1.1.31

ies

yum-utils 1.1.31

zip 3.0 3.0
z1lib 1.2.7 1.2.11
zram-generator 1.1.2
zram-generator-def 1.1.2
aults

zstd 1.5.5

3 Amazon Linux 2 1 Amazon Linux 2023 Minimal AMI £ &%/
Ly E e

0 B3 Linux 2 1 AL2023 Minimal AMI E# RPM By EEER,

0nH4a AL2 1R &I AR AL2023 Minimal
acl 2.2.51

alternatives 1.15
amazon-chrony-config 4.3
amazon-ec2-net-utils 241
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amazon-linux-extras 2.0.3

amazon-linux-repo-s3 2023.4.20240513
amazon-linux-sb-keys 2023.1
audit 2.8.1 3.0.6
audit-libs 2.8.1 3.0.6
authconfig 6.2.8

awscli-2 2.15.30
basesystem 10.0 11

bash 4.2.46 5.2.15
bind-export-1libs 9.114

bzip2-1libs 1.0.6 1.0.8
ca-certificates 2023.2.64 2023.2.64
checkpolicy 3.4
chkconfig 1.7.4

chrony 4.2 4.3
cloud-init 19.3 22.2
cloud-init-cfg-ec2 22.2
cloud-utils-growpart 0.31 0.31
coreutils 8.22 8.32
coreutils-common 8.32
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cpio 212 213
cracklib 29.0 296
cracklib-dicts 29.0 296
cronie 1.4.11

cronie-anacron 1.4.11

crontabs 1.11

crypto-policies 20220428
cryptsetup-1libs 1.7.4 2.6.1
curl 8.3.0

curl-minimal 8.5.0
cyrus-sasl-lib 2.1.26 2.1.27
dbus 1.10.24 1.12.28
dbus-broker 32
dbus-common 1.12.28
dbus-1ibs 1.10.24 1.12.28
device-mapper 1.02.170 1.02.185
device-mapper-1libs 1.02.170 1.02.185
dhclient 4.2.5

dhcp-common 4.2.5

dhcp-1libs 4.2.5
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diffutils 3.3 3.8
e 4.14.0
dnf-data 4.14.0
dnf-plugin-release- 1.2
notification

dnf-plugins-core 4.3.0
dnf-plugin-support- 1.2
info

dracut 033 055
dracut-config-ec2 2.0 3.0
dracut-config-gene 033 055
ric

e2fsprogs 1.42.9 1.46.5
e2fsprogs-1libs 1.42.9 1.46.5
ec2-utils 1.2 220
efibootmgr 15 (aarch64)

efi-filesystem 5
efivar 38
efivar-libs 31 (aarch64) 38
elfutils-default-y 0.176 0.188
ama-scope

elfutils-libelf 0.176 0.188
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elfutils-1libs 0.176 0.188
expat 21.0 2.5.0
file 5.11 5.39
file-1libs 5.11 5.39
filesystem 3.2 3.14
findutils 4.5.11 4.8.0
fipscheck 1.4.1

fipscheck-1ib 1.4.1

freetype 2.8

fuse-1libs 29.2 299
gawk 4.0.2 5.1.0
gdbm 1.13

gdbm-1ibs 1.19
gdisk 0.8.10 1.0.8
gettext 0.19.8.1 0.21
gettext-1libs 0.19.8.1 0.21
glib2 2.56.1 2.74.7
glibc 2.26 2.34
glibc-all-langpacks 2.26 2.34
glibc-common 2.26 2.34

Amazon Linux 2 #1 AL2023 Minimal AMI b3 77



Amazon Linux 2023

RAriEmE

B4
glibc-locale-source

glibc-minimal-lang
pack

gmp

gnupg?2

gnupg2-minimal

gnutls

gpgme

grep

groff-base

grub2

grub2-common
grub2-efi-aab4
grub2-efi-aab4-ec2

grub2-efi-aa64-mod
ules

grub2-efi-x64-ec2
grub2-pc
grub2-pc-modules
grub2-tools

grub2-tools-minimal

AL2 R &R
2.26

2.26

6.0.0

2.0.22

1.3.2

2.20

1.22.2

2.06

2.06

2.06 (aarch64)
2.06 (aarch64)

2.06 ( noarch )

2.06 (x86_64)
2.06 (x86_64)
2.06 ( noarch )
2.06

2.06

AL2023 Minimal

2.34

6.2.1

2.3.7
3.8.0
1.15.1
3.8

1.22.4

2.06

2.06 (aarch64)

2.06 (x86_64)

2.06
2.06

2.06
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grubby

gzip

hardlink
hostname
hwdata

info

inih
initscripts
iproute
iptables
iptables-1libs
iputils
irgbalance
jansson
jitterentropy
iq

json-c

kbd

kbd-misc

kernel

AL2 R &R

8.28

1.5

1.3

3.13

5.1

9.49.47

5.10.0

1.8.4

1.8.4

20180629

1.7.0

4.14.343

AL2023 Minimal

8.40

1.12

3.23

0.353

49

10.09

5.10.0

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0

2.4.0

6.1.90
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kernel-livepatch-r
epo-s3

keyutils-1libs
kmod
kmod-1ibs
kpartx
krb5-1ibs
less
libacl
libarchive
libargon2
libassuan
libattr
libblkid
libcap
libcap-ng
libcbor
libcom_err
libcomps
libcroco

libcrypt

AL2 R &R

1.5.8
25
25
0.4.9
1.15.1
458

2.2.51

21.0
2.4.46
2.30.2
2.54

0.7.5

1.42.9

0.6.12

2.26

AL2023 Minimal

2023.4.20240513

1.6.3

29

29

1.21

608

2.3.1

3.5.3

20171227

255

2.5.1

2374

2.48

0.8.2

0.7.0

1.46.5

0.1.20
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libcurl 8.3.0

libcurl-minimal 8.5.0
libdb 5.3.21 5.3.28
libdb-utils 5.3.21

libdnf 0.69.0
libeconf 0.4.0
libedit 3.0 3.1
libestr 0.1.9

libfastjson 0.99.4

libfdisk 2.30.2 2.37.4
libffi 3.0.13 3.4.4
libfido2 1.10.0
libgcc 7.3.1 11.4.1
libgcrypt 1.5.3 1.10.2
libgomp 7.3.1 11.4.1
libgpg-error 1.12 1.42
libicu 50.2

libidn 1.28

libidn2 2.3.0 2.3.2
libkcapi 1.4.0
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libkcapi-hmaccalc 1.4.0
libmetalink 0.1.3

libmnl 1.0.3 1.0.4
libmodulemd 2.13.0
libmount 2.30.2 2.37.4
libnetfilter_connt 1.0.6

rack

libnfnetlink 1.0.1

libnghttp2 1.41.0 1.59.0
libpcap 1.5.3

libpipeline 1.2.3 1.5.3
libpng 1.5.13

libpsl 0.21.5 0.21.1
libpwquality 1.2.3 1.4.4
librepo 1.14.5
libreport-filesystem 2.15.2
libseccomp 252 253
libselinux 2.5 3.4
libselinux-utils 25 3.4
libsemanage 2.5 3.4
libsepol 2.5 3.4
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libsigsegv 213
libsmartcols 2.30.2 2.37.4
libsolv 0.7.22
libss 1.42.9 1.46.5
libssh2 1.4.3

libstdc++ 7.3.1 11.4.1
libsysfs 21.0

libtasnl 4.10 4.19.0
libtextstyle 0.21
libunistring 0.9.3 0.9.10
libuser 0.60 0.63
libutempter 1.1.6 1.2.1
libuuid 2.30.2 2374
libverto 0.2.5 0.3.2
libxcrypt 4.4.33
libxml2 2.9.1 2.10.4
libyaml 0.1.4 0.2.5
libzstd 1.5.5
logrotate 3.8.6 3.20.1
lua 5.1.4

Amazon Linux 2 #1 AL2023 Minimal AMI b3 83



Amazon Linux 2023

RAriEmE

B2
lua-libs

1z4

1z4-1ibs
make

man-db
mariadb-1libs
microcode_ctl
mpfr

ncurses
ncurses-base
ncurses-1ibs
nettle
net-tools
newt
newt-python
npth

nspr

nss

nss-pem

nss-softokn

AL2 R &R

1.7.5

3.82
2.6.3
5.5.68

2.1 (x86_64)

6.0
6.0
6.0
2.7.1
2.0
0.52.15

0.52.15

4.35.0
3.90.0
1.0.3

3.90.0

AL2023 Minimal

54.4

1.9.4

293

2.1 (x86_64)
4.1.0

6.2

6.2

6.2

3.8

2.0

1.6
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nss-softokn-freebl 3.90.0

nss-sysinit 3.90.0

nss-tools 3.90.0

nss-util 3.90.0

numactl-1libs 2.09 2.0.14
oniguruma 6.9.7.1
openldap 2.4.44 2.4.57
openssh 7.4p1 8.7p1
openssh-clients 7.4p1 8.7p1
openssh-server 7.4p1 8.7p1
openssl 1.0.2k 3.0.8
openssl-libs 1.0.2k 3.0.8
openssl-pkcsll 0.4.12
os-prober 1.58 1.77
pll-kit 0.23.22 0.24.1
pll-kit-trust 0.23.22 0.24 1
pam 1.1.8 1.5.1
passwd 0.79 0.80
pciutils 3.7.0
pciutils-1libs 3.7.0
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pcre

pcre2
pcre2-syntax
pinentry
pkgconfig
policycoreutils
popt

postfix
procps-ng
psmisc

pth

publicsuffix-list-
dafsa

Pygpgme

pyliblzma

python
python2-cryptography
python2-jsonschema
python2-oauthlib
python2-pyasnl

python2-rpm

AL2 R &R
8.32

10.23

0.8.1
0.27.1
2.5
1.13
2.10.1
3.3.10
22.20
2.0.7

20240208

0.3
0.5.3
2.7.18
1.7.2
2.5.1
2.0.1
0.1.9

411.3

AL2023 Minimal

10.40

10.40

3.4

1.18

3.3.17

23.4

20240212
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python2-setuptools 41.2.0

python2-six 1.11.0

python3 3.9.16
python3-attrs 20.3.0
python3-audit 3.0.6
python3-awscrt 0.19.19
python3-babel 2.9.1
python3-cffi 1.14.5
python3-chardet 4.0.0
python3-colorama 04.4
python3-configobj 5.0.6
python3-cryptography 36.0.1
python3-dateutil 2.8.1
python3-dbus 1.2.18
python3-distro 1.5.0
python3-dnf 4.14.0
python3-dnf-plugins- 4.3.0
core

python3-docutils 0.16
python3-gpg 1.15.1
python3-hawkey 0.69.0
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python3-idna 210
python3-jinja2 2.11.3
python3-jmespath 0.10.0
python3-jsonpatch 1.21
python3-jsonpointer 2.0
python3-jsonschema 3.2.0
python3-1ibcomps 0.1.20
python3-1libdnf 0.69.0
python3-1libs 3.9.16
python3-1libselinux 3.4
python3-libsemanage 3.4
python3-markupsafe 1.1.1
python3-netifaces 0.10.6
python3-oauthlib 3.0.2
python3-pip-wheel 21.3.1
python3-ply 3.1
python3-policycore 3.4
utils

python3-prettytable 0.7.2
python3-prompt-too 3.0.24
lkit
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python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm
python3-ruamel-yaml

python3-ruamel-yaml-
clib

python3-setools
python3-setuptools

python3-setuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
python-babel

python-backports

AL2 R &R

0.9.6

1.0

AL2023 Minimal

2.20

0.17.3

3.4

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5
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python-backports-s
sl _match_hostname

python-cffi
python-chardet
python-configobj
python-devel
python-enum34
python-idna
python-iniparse
python-ipaddress
python-jinja2
python-jsonpatch
python-jsonpointer
python-jwcrypto
python-1libs
python-markupsafe
python-ply
python-pycparser
python-pycurl
python-repoze-1lru

python-requests

AL2 R &R

3.5.0.1

1.6.0
2.2.1
4.7.2
2.7.18
1.0.4
2.4
0.4
1.0.16
2.7.2
1.2
1.9
0.4.2
2.7.18
0.11
3.4
214
7.19.0
0.4

2.6.0

AL2023 Minimal
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python-urlgrabber 3.10

python-urllib3 1.25.9

pyxattr 0.5.1

PyYAML 3.10

grencode-libs 3.4.1

readline 6.2 8.1
rng-tools 6.8 6.14
rootfiles 8.1 8.1

Ipm 4.11.3 4.16.1.3
rpm-build-1ibs 4.11.3 4.16.1.3
rpm-1libs 4.11.3 4.16.1.3
rpm-plugin-selinux 4.16.1.3
rpm-plugin-systemd- 4.11.3 4.16.1.3
inhibit

rpm-sign-1libs 4.16.1.3
rsyslog 8.24.0

sbsigntools 0.9.4
sed 422 4.8
selinux-policy 3.13.1 37.22
selinux-policy-tar 3.13.1 37.22
geted
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setup 2.8.71 2.13.7
shadow-utils 4.1.5.1 4.9
shared-mime-info 1.8

slang 224

sglite 3.7.17

sqlite-1libs 3.40.0
sudo 1.8.23 1.9.15
sysctl-defaults 1.0 1.0
systemd 219 252.16
systemd-1libs 219 252.16
systemd-networkd 252.16
systemd-pam 252.16
systemd-resolved 252.16
systemd-sysv 219

systemd-udev 252.16
system-release 2 2023.4.20240513
sysvinit-tools 2.88

tar 1.26 1.34
tcp_wrappers-1libs 7.6

tzdata 2024a 2024a
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B4
update-motd
userspace-rcu
ustr

util-linux
util-linux-core
vim-data
vim-minimal
which

xfsprogs

XZ

xz-1libs

yum
yum-metadata-parser

yum-plugin-priorit
ies

z1ib
zram-generator

zram-generator-def
aults

zstd

AL2 R &R

1.1.2

1.0.4

2.30.2

9.0.2153
9.0.2153
2.20
5.0.0
5.2.2
5.2.2
3.4.3
flink-client

1.1.31

1.2.7

AL2023 Minimal

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

2.21

5.18.0

5.2.5

5.2.5

4.14.0

1.2.11

1.1.2

1.1.2

1.5.5
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b3 Amazon Linux 2 # Amazon Linux 2023 Ei B 2SRG &%
M EH =

T 5@ Linux 2 7 AL2023 EftiARBEK LFEN RPM AR,

RHa AL2 558 AL2023 &5
alternatives 1.15
amazon-linux-extras 2.0.3

amazon-linux-repo- 2023.4.20240513
cdn

audit-1libs 3.0.6
basesystem 10.0 11

bash 4.2.46 5.2.15
bzip2-1libs 1.0.6 1.0.8
ca-certificates 2023.2.64 2023.2.64
chkconfig 1.7.4

coreutils 8.22

coreutils-single 8.32

cpio 212

crypto-policies 20220428
curl 8.3.0

curl-minimal 8.5.0
cyrus-sasl-lib 2.1.26
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Rt
diffutils
dnf
dnf-data

elfutils-default-y
ama-scope

elfutils-libelf
elfutils-1libs
expat

file-1libs
filesystem
findutils

gawk

gdbm

gdbm-1ibs

glib2

glibc
glibc-common
glibc-langpack-en

glibc-minimal-lang
pack

gmp

AL2 %58

3.3

0.176

2.1.0
5.1
3.2
4.5.11
4.0.2

1.13

2.56.1
2.26
2.26
2.26

2.26

6.0.0

AL2023 E£&55

4.14.0

4.14.0

0.188

0.188

0.188

2.5.0

5.39

3.14

5.1.0

1.19

2.74.7

2.34

2.34

2.34

6.2.1
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gnupg?2

gnupg2-minimal

gpgme

grep

info
json-c
keyutils-1libs
krb5-1ibs
libacl
libarchive
libassuan
libattr
libblkid
libcap
libcap-ng
libcom_err
libcomps
libcrypt
libcurl

libcurl-minimal

AL2 %58

2.0.22

1.3.2
2.20

5.1

1.5.8
1.15.1

2.2.51

21.0
2.4.46
2.30.2

2.54

1.42.9

2.26

8.3.0

AL2023 E£&55

2.3.7

1.15.1

3.8

0.14

1.6.3

1.21

2.3.1

3.5.3

2.5.5

2.5.1

2374

2.48

0.8.2

1.46.5

0.1.20

8.5.0
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1libdb 5.3.21

libdb-utils 5.3.21

libdnf 0.69.0
libffi 3.0.13 3.4.4
libgcc 7.3.1 11.4.1
libgcrypt 1.5.3 1.10.2
libgomp 11.4.1
libgpg-error 1.12 1.42
libidn2 2.3.0 2.3.2
libmetalink 0.1.3

libmodulemd 2.13.0
libmount 2.30.2 2374
libnghttp2 1.41.0 1.59.0
libpsl 0.21.5 0.21.1
librepo 1.14.5
libreport-filesystem 2.15.2
libselinux 25 3.4
libsepol 2.5 3.4
libsigsegv 213
libsmartcols 2374
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libsolv
libssh2
libstdc++
libtasnl
libunistring
libuuid
libverto
libxcrypt
libxml2
libyaml
libzstd

lua

lua-1libs
1z4-1ibs
mpfr

ncurses
ncurses-base
ncurses-1libs
npth

nspr

AL2 %58

1.4.3
7.3.1
4.10
0.9.3
2.30.2

0.2.5

2.9.1

51.4

6.0
6.0

6.0

4.35.0

AL2023 E£&55

0.7.22

11.4.1
4.19.0
0.9.10
2374
0.3.2

4.4.33
2104
0.2.5

1.5.5

54.4
1.9.4

41.0

6.2
6.2

1.6
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nss

nss-pem
nss-softokn
nss-softokn-freebl
nss-sysinit
nss-tools
nss-util
openldap
openssl-1libs
pll-kit
pll-kit-trust
pcre

pcre2
pcre2-syntax
pinentry

popt

pth

publicsuffix-list-
dafsa

pPygpgme

pyliblzma

AL2 EEXFE
3.90.0
1.0.3
3.90.0
3.90.0
3.90.0
3.90.0
3.90.0
2.4.44
1.0.2k
0.23.22
0.23.22

8.32

0.8.1
1.13
2.0.7

20240208

0.3

0.5.3

AL2023 E£&55

3.0.8
0.24.1

0.24.1

10.40

10.40

1.18

20240212
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python 2.7.18

python2-rpm 4.11.3

python3 3.9.16
python3-dnf 4.14.0
python3-gpg 1.15.1
python3-hawkey 0.69.0
python3-1ibcomps 0.1.20
python3-1libdnf 0.69.0
python3-1libs 3.9.16
python3-pip-wheel 21.3.1
python3-rpm 4.16.1.3
python3-setuptools- 59.6.0
wheel

python-iniparse 0.4

python-1libs 2.7.18

python-pycurl 7.19.0

python-urlgrabber 3.10

pyxattr 0.5.1

readline 6.2 8.1

rpm 4.11.3 4.16.1.3
rpm-build-1libs 4.11.3 4.16.1.3

Amazon Linux 2 1 AL2023 &aFLtR 100


https://docs.aws.amazon.com/linux/al2023/ug/python.html

Amazon Linux 2023

RAriEmE

B2

rpm-1libs
rpm-sign-1libs
sed

setup
shared-mime-info
sqlite
sgqlite-1libs
system-release
tzdata

vim-data
vim-minimal
xz-1libs

yum
yum-metadata-parser
yum-plugin-ovl

yum-plugin-priorit
ies

z1lib

AL2 %58

4113

4.2.2
2.8.71
1.8

3.7.17

2

2024a
9.0.2153
9.0.2153
5.2.2
3.4.3
flink-client
1.1.31

1.1.31

1.2.7

AL2023 S35
4.16.1.3
4.16.1.3

4.8

2.13.7

3.40.0
2023.4.20240513

2024a

5.2.5

4.14.0

1.2.11
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e AL1 A AL2023

LTEBHRT AL1 M AL2023 2 ANWEEXS] , SEXFIHREEES AL2 VLR H,

(® Note

AL1 F 2023 £ 12 A 31 Bi&E end-of-life (EOL) , M 2024 &£ 1 A 1 BRFFA2WEMEMNZR
2EHHHEIRIEE, BX AL1EOL M4EF X ENESER |, 5SS RBEEXE Amazon Linux
AMI EHEFHT, end-of-lifeRABWENMARFARE AL2023 , EFEESEET 2028 FHK
H¥#E,

£}

s HNBMREN R

+ systemd B upstart 459 init R%

+ Python 2.6 1 2.7 24 Python 3 FTEUX

« OpenJDK 8 2&IBAY JDK

. SRET D Linux 1 (AL1) B AL2023 R E &

+ EE Amazon Linux 1 (AL1) #1 Amazon Linux 2023 AMI £ R34

« b Amazon Linux 1 (AL1) # Amazon Linux 2023 Minimal AMI 238 5 42
+ b8 Amazon Linux 1 (AL1) 1 Amazon Linux 2023 Eft A& E ZENHH4S

X BRI

MNF AL2023 , HRITBA 2 EREHAFNXF, AL1 T 2020 12 B 31 BRI THRESE , #T
2023 £ 12 A 31 BA L TP H#E,

BXELZER , BFZHA A TS,
systemd BUX upstart 5 init &

£ AL2 upstart# B A systemd as init RE. AL2023 EfEMsystemdE R EHinit RS | #
—SRATHFHEFENINEEsystemd,
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Python 2.6 1 2.7 E# Python 3 FTER{X

RE AL1 7£ 2018.03 WxA ¥ Python 2.6 #8127 EOL , (EXEH AN UEEMEERHRITRE, AL2
Miw T Python 2.7 fE R &R E XK Python KR4 , AL2023 £ T [ Python 3 BV B, AL2023 1FEFEE
FFREE Python 2.x KRA,

A x Amazon Linux £ Python WEZER , 55 AL2023 F# Python,

OpenJDK 8 2 & |HH JDK

AL2023 Kf#® Amazon Corretto fERERIA ( th_RKE—H ) Java F X T ES (JDK), AL2023 FFfEJava
E T 842196 A #E8Amazon Corretto 17,

£ AL1 ¥, OpenJDK 1.6.0 java-1.6.0-openjdk () % 2018.03 9% —MNRAFH{E7= | OpenJDK
1.7.0 java-1.7.0-openjdk () 7 2020 FHHE> , REMMRAERE AL1 FHEEFT
M. AL2023 FEEAAK OpendDK xZA=Z OpendDK 8 , B$Zfft. Amazon Corretto 8

KBS Linux 1 (AL1) B9 AL2023 N E X

R SR EHE A

AL2023 F1 AL2 #R18H0 T X BERT 4N T hBEM X 3F, XFEBRLTEERHEVENAEH Linux RZHH
XBNEELLREH. BXEZER | 55 AL2023 I RRZSERT#M T

ARG
ALY RIS R X RERE T LA , RITERATN D K5 Rt R E T 2L,

CONFIG &1 AL1/4.14/x86_64 AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_AFS_FS m n n
CONFIG_AF_RXRPC m n n
CONFIG_BS y n n

D_DISKLABEL

CONFIG_CRAMES m n n
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CONFIG &1

CONFIG_CR
AMFS_BLOCKDEV

CONFIG_DM_CLONE

CONFIG_DM_ERA

CONFIG_DM
_INTEGRITY

CONFIG_DM
_LOG_WRITES

CONFIG_DM
_SWITCH

CONFIG_DM
_VERITY

CONFIG_EC
RYPT_FS

CONFIG_EXFAT_FS

CONFIG_EXT2_FS

CONFIG_EXT3_FS

CONFIG_GFS2_FS

CONFIG_HF
SPLUS_FS

CONFIG_HFS_FS

CONFIG_JFS_FS

AL1/4.14/x86_64

TEH

FEH

TEH

AL2023/6.1/aarch64

TER

AL2023/6.1/x86_64

TEH

ARG
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CONFIG &1 AL1/4.14/x86_64 AL2023/6.1/aarch64 AL2023/6.1/x86_64

CONFIG_LD y n n
M_PARTITION

CONFIG_MA y n n
C_PARTITION

CONFIG_NFS_V2 m n n
CONFIG_NTFS_FS m n n
CONFIG_ROMFS_FS m n n
CONFIG_SO y n n
LARIS_X86

_PARTITION

CONFIG_SQ y y y

UASHFS_ZSTD

CONFIG_SU y n n
N_PARTITION

FERENAKEEEY

CONFIG &I AL1/4.14/x86_64 AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_BU y y y

G_ON_DATA

_CORRUPTION

CONFIG_DE 4096 65536 65536
FAULT_MMA

P_MIN_ADDR

CONFIG_DEVMEM y n n
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CONFIG &1

CONFIG_DEVPORT

CONFIG_FO
RTIFY_SOURCE

CONFIG_HA
RDENED_US
ERCOPY_FA
LLBACK

CONFIG_IN
IT_ON_ALL
OC_DEFAULT_ON

CONFIG_IN
IT_ON_FRE
E_DEFAULT_ON

CONFIG_IO
MMU_DEFAU
LT_DMA_STRICT

CONFIG_LD
ISC_AUTOLOAD

CONFIG_SC
HED_CORE

CONFIG_SC
HED_STACK
_END_CHECK

CONFIG_SE
CURITY_DM
ESG_RESTRICT

AL1/4.14/x86_64

TER

FEH

FEM

RER

FEH

AL2023/6.1/aarch64

TEH

TEH

AL2023/6.1/x86_64

TER

AEREMNAKEEEZL
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CONFIG &1

CONFIG_SE
CURITY_SE
LINUX_DISABLE

CONFIG_SH
UFFLE_PAG
E_ALLOCATOR

CONFIG_SL
AB_FREELT
ST_HARDENED

CONFIG_SL
AB_FREELI
ST_RANDOM
Hit B EX1L

CONFIG i3t
CONFIG_HZ

CONFIG_NR_CPUS

CONFIG_PA
NIC_ON_OOPS

CONFIG_PA
NIC_ON_0O0
PS_VALUE

CONFIG_PPP

CONFIG_SLIP

CONFIG_XEN_PV

AL1/4.14/x86_64

AL1/4.14/x86_64
250

8192

AL2023/6.1/aarch64

AL2023/6.1/aarch64
100

512

TEH

AL2023/6.1/x86_64

AL2023/6.1/x86_64

100

512

Hits A% E B
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tEE Amazon Linux 1 (AL1) 1 Amazon Linux 2023 AMI k£ Z3&RH#R

e

AL1 1 AL2023 #54 AMI EFEH RPM Y EEER,

Rt
acl
acpid
alsa-1lib

alternatives

amazon-chrony-config

amazon-ec2-net-utils

amazon-linux-repo-s3

amazon-linux-sb-keys

amazon-rpm-config

amazon-ssm-agent

at

attr

audit
audit-libs

authconfig

aws-amitools-ec2

aws-cfn-bootstrap

AL1 AMI

2.2.49

2.0.19

1.0.22

3.2.2222.0

3.1.10

2.4.46

2.6.5

2.6.5

6.2.8

1.5.13

1.4

AL2023 AMI

2.3.1

2.0.32

1.15

4.3

2.4.1

2023.4.20240513

2023.1

228

3.3.380.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

AL1 1 AL2023 AMI BJ EEER
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B2

aws-cli
awscli-2
basesystem

bash
bash-completion
bc

bind-1ibs
bind-license
bind-utils
binutils
boost-filesystem
boost-system
boost-thread
bzip2
bzip2-1libs
ca-certificates
c-ares
checkpolicy
chkconfig

chrony

AL1 AMI

1.18.107

10.0

4.2.46

1.06.95

9.8.2

9.8.2

2.27

1.0.6

1.0.6

2023.2.62

2.1.10

1.3.49.3

AL2023 AMI

2.15.30

11

5.2.15

2.1.1

1.07.1

9.16.48

9.16.48

9.16.48

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

2023.2.64

1.19.0

3.4

1.15

4.3

AL1 1 AL2023 AMI BJ EEER
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cloud-disk-utils 0.27

cloud-init 0.7.6 22.2
cloud-init-cfg-ec2 22.2
cloud-utils-growpart 0.31
copy-jdk-configs 3.3

coreutils 8.22 8.32
coreutils-common 8.32
cpio 210 213
cracklib 2.8.16 29.6
cracklib-dicts 2.8.16 296
cronie 1.4.4

cronie-anacron 1.4.4

crontabs 1.10 1.11
crypto-policies 20220428
crypto-policies-sc 20220428
ripts

cryptsetup 1.6.7 2.6.1
cryptsetup-1libs 1.6.7 2.6.1
curl 7.61.1

curl-minimal 8.5.0
cyrus-sasl 2.1.23
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B2
cyrus-sasl-lib
cyrus-sasl-plain
dash

db4

db4-utils

dbus

dbus-broker
dbus-common
dbus-1ibs
dejavu-fonts-common
dejavu-sans-fonts
dejavu-serif-fonts
device-mapper

device-mapper-event

device-mapper-event-

libs
device-mapper-1libs

device-mapper-pers
istent-data

dhclient

dhcp-common

AL1 AMI

2.1.23

2.1.23

0.5.5.1

4.7.25

4.7.25

1.6.12

1.6.12

2.33

2.33

2.33

1.02.135

1.02.135

1.02.135

1.02.135

0.6.3

411

411

AL2023 AMI

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185
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Rt
diffutils
dmraid
dmraid-events
dnf

dnf-data

dnf-plugin-release-

notification

dnf-plugins-core

dnf-plugin-support-

info

dnf-utils
dosfstools

dracut
dracut-config-ec2

dracut-config-gene
ric

dracut-modules-gro
wroot

dump
dwz
dyninst

e2fsprogs

AL1 AMI

3.3

1.0.0.rc16

1.0.0.rc16

004

0.20

0.4

1.43.5

AL2023 AMI

3.8

4.14.0

4.14.0

1.2

4.3.0

1.2

4.3.0

4.2

055

3.0

055

0.14

10.2.1

1.46.5
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B2

e2fsprogs-1libs
ec2-hibinit-agent
ec2-instance-connect

ec2-instance-conne
ct-selinux

ec2-net-utils
ec2-utils

ed
efi-filesystem
efi-srpm-macros
efivar
efivar-libs

elfutils-debuginfod-
client

elfutils-default-y
ama-scope

elfutils-libelf
elfutils-1libs
epel-release
ethtool

expat

AL1 AMI

1.43.5

1.0.0

0.7

0.7

1.1

0.168

3.15

21.0

AL2023 AMI

1.46.5

1.0.8

1.1

1.1

2.2.0

1.14.2

38

38

0.188

0.188

0.188

0.188

5.15

2.5.0
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file 5.37 5.39
file-1libs 5.37 5.39
filesystem 2.4.30 3.14
findutils 442 4.8.0
fipscheck 1.3.1

fipscheck-1ib 1.3.1

fontconfig 2.8.0

fontpackages-files 1.41

ystem

fonts-srpm-macros 2.0.5
freetype 2.3.11

fstrm 0.6.1
fuse-1libs 294 299
gawk 3.1.7 5.1.0
gdbm 1.8.0

gdbm-1ibs 1.19
gdisk 0.8.10 1.0.8
generic-logos 17.0.0

get_reference_source 1.2

gettext 0.21
gettext-1libs 0.21
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ghc-srpm-macros
giflib

glib2

glibc
glibc-all-langpacks
glibc-common
glibc-gconv-extra
glibc-locale-source
gmp

gnupg?2

gnupg2-minimal

gnutls
go-SIpm-macros
gpgme

gpm-1libs

grep

groff
groff-base
grub

grub2-common

AL1 AMI

4.1.6

2.36.3

217

217

6.0.0

2.0.28

1.4.3

1.20.6

2.20

1.22.2

1.22.2

0.97

AL2023 AMI

1.5.0

2747

2.34

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1

1.20.7

3.8

1.22.4

2.06
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grub2-efi-x64-ec2 2.06
grub2-pc-modules 2.06
grub2-tools 2.06
grub2-tools-minimal 2.06
grubby 7.0.15 8.40
gssproxy 0.8.4

gzip 1.5 1.12

hesiod 3.1.0

hibagent 1.0.0

hmaccalc 0.9.12

hostname 3.23
hunspell 1.7.0
hunspell-en 0.20140811.1
hunspell-en-GB 0.20140811.1
hunspell-en-US 0.20140811.1
hunspell-filesystem 1.7.0
hwdata 0.233 0.353

info 5.1 6.7

inih 49
initscripts 9.03.58 10.09
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iproute
iptables
iputils
irgbalance
jansson

java-1.7.0-openjdk

javapackages-tools
jitterentropy
jpackage-utils

iq

json-c

kbd

kbd-misc

kernel

kernel-livepatch-r
epo-s3

kernel-srpm-macros
kernel-tools
keyutils
keyutils-1libs

kmod

AL1 AMI

44.0

1.4.21

20121221

1.5.0

1.7.0.321

0.9.1

1.7.5

1.15

1.15

4.14.336

4.14.336

1.5.8

1.5.8

14

AL2023 AMI

5.10.0

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0

2.4.0

6.1.90

2023.4.20240513

1.0

6.1.90

1.6.3

1.6.3

29
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kmod-1ibs
kpartx
kpatch-runtime
krb5-1ibs
lcms?2

less

libacl

libaio
libarchive
libargon2
libassuan
libattr
libbasicobjects
libblkid
libcap
libcap54
libcap-ng
libcbor
libcgroup

libcollection

AL1 AMI

14

0.4.9

1.15.1

2.6

436

2.2.49

0.3.109

2.0.3

2.4.46

2.23.2

2.16

2.54

0.7.5

0.40.rc1

AL2023 AMI

29

0.9.7

1.21

608

2.3.1

0.3.111

3.5.3

20171227

2.5.5

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0
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libcom_err 1.43.5
libcomps

libconfig

libcurl 7.61.1

libcurl-minimal

Libdb

libdhash

libdnf

libeconf

libedit 211

libev

libevent 2.0.21
libfdisk

libffi 3.0.13
libfido2

libfontenc 1.0.5

libgcc

libgcc72 7.2.1

libgcrypt 1.5.3

libgomp

AL2023 AMI

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

0.69.0

0.4.0

3.1

4.33

2112

2374

3.4.4

1.10.0

11.4.1

1.10.2

11.4.1
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libgpg-error 1.1 1.42
libgssglue 0.1

libibverbs 48.0
1ibICE 1.0.6

libicu 50.2

libidn 1.18

libidn2 2.3.0 2.3.2
libini_config 1.3.1
libjpeg-turbo 1.2.90

libkcapi 1.4.0
libkcapi-hmaccalc 1.4.0
libldb 2.6.2
libmaxminddb 1.5.2
libmetalink 0.1.3
libmnl 1.0.3 1.0.4
libmodulemd 213.0
libmount 2.23.2 2.37.4
libnetfilter_connt 1.0.4

rack

libnfnetlink 1.0.1

libnfsidmap 0.25 254

AL1 1 AL2023 AMI BJ EEER 120



Amazon Linux 2023

RAriEmE

B2

libnghttp2
libnih

libnl

1libnl3
libpath_utils
libpcap
libpipeline
libpkgconf
libpng

libpsl
libpwquality
libref_array
librepo
libreport-filesystem
libseccomp
libselinux
libselinux-utils
libsemanage
libsepol

libsigsegv

AL1 AMI

1.33.0

1.0.1

flink-client

1.2.3

1.2.49

0.6.2

1.2.3

2.1.10

2.1.10

2.1.6

21.7

AL2023 AMI

1.59.0

3.5.0

0.2.1

1.10.1

1.5.3

1.8.0

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

253

3.4

3.4

3.4

3.4

2.13
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1ibSM
libsmartcols
libsolv

libss

libssh2
libsss_certmap
libsss_idmap
libsss_nss_idmap
libsss_sudo
libstdc++
libstdc++72
libstoragemgmt
libsysfs
libtalloc
libtasnl
libtdb
libtevent
libtextstyle
libtirpc

libudev

AL1 AMI

1.2.1

2.23.2

1.43.5

1.4.2

7.2.1

21.0

2.3

0.2.4

173

AL2023 AMI

2374

0.7.22

1.46.5

294

294

294

294

11.4.1

1.9.4

234

4.19.0

1.4.7

0.13.0

0.21

1.3.3
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libunistring
libuser
libutempter
libuuid
libuv

libverto

libverto-1libev

1libX11
1ibX11-common
libXau

libxcb
libXcomposite
libxcrypt
libXext
libXfont
libXi

libxml2

libxml2-python27

libXrender

libxslt

AL1 AMI

0.9.3

0.60

1.1.5

2.23.2

0.2.5

1.6.0

1.6.0

1.0.6

1.1

0.4.3

1.3.2

1.4.5

1.7.2

2.9.1

2.91

0.9.8

1.1.28

AL2023 AMI

0.9.10

0.63

1.2.1

2374

1.47.0

0.3.2

0.3.2

4.4.33

2.104
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libXtst

libyaml

libzstd
Im_sensors-libs
1mdb-1libs

log4j-cve-2021-442

28-hotpatch

logrotate
lsof

lua
lua-1libs
lua-srpm-macros
lvm2
lvm2-1ibs
1z4-1ibs
mailcap
make
man-db
man-pages
mdadm

microcode_ctl

AL1 AMI

1.2.2

0.1.6

1.3

3.7.8

4.82

51.4

2.02.166

2.02.166

2.1.31

3.82

2.6.3

4.10

3.2.6

2.1

AL2023 AMI

0.2.5

1.5.5

3.6.0

0.9.29

3.20.1

4.94.0

54.4

1.9.4

293

5.10

2.1
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mingetty 1.08

mpfr 4.1.0
nano 253 5.8
nc 1.84

ncurses 5.7 6.2
ncurses-base 5.7 6.2
ncurses-1libs 5.7 6.2
nettle 3.8
net-tools 1.60 2.0
newt 0.52.11 0.52.21
newt-python27 0.52.11

nfs-utils 1.3.0 254
npth 1.6
nspr 4.25.0 4.35.0
nss 3.53.1 3.90.0
nss-pem 1.0.3

nss-softokn 3.53.1 3.90.0
nss-softokn-freebl 3.53.1 3.90.0
nss-sysinit 3.53.1 3.90.0
nss-tools 3.53.1
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nss-util

ntp

ntpdate

ntsysv

numactl
numactl-1libs
ocaml-srpm-macros
oniguruma
openblas-srpm-macros
openldap

openssh
openssh-clients
openssh-server
openssl
openssl-1libs
openssl-pkcsll
os-prober

pll-kit
pll-kit-trust

package-notes-srpm-
macros

AL1 AMI
3.53.1

4.2.8p15
4.2.8p15
1.3.49.3

2.0.7

2.4.40
7.4p1
7.4p1
7.4p1

1.0.2k

0.18.5

0.18.5

AL2023 AMI

3.90.0

1.15

2.0.14

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8
0.4.12
1.77
0.24.1
0.24.1

0.4
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pam 1.1.8 1.5.1
pam_ccreds 10

pam_krb5 2.3.11

pam_passwdqc 1.0.5

parted 21 3.4
passwd 0.79 0.80
pciutils 3.1.10 3.7.0
pciutils-1libs 3.1.10 3.7.0
pcre 8.21

pcre2 10.40
pcre2-syntax 10.40
perl 5.16.3

perl-Carp 1.26 1.50
perl-Class-Struct 0.66
perl-constant 1.27 1.33
perl-Digest 1.17

perl-Digest-HMAC 1.03

perl-Digest-MD5 2.52

perl-Digest-SHA 5.85

perl-Dynaloader 1.47
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RAriEmE

B2
perl-Encode
perl-Errno
perl-Exporter
perl-Fcntl
perl-File-Basename
perl-File-Path
perl-File-stat
perl-File-Temp
perl-Filter
perl-Getopt-Long
perl-Getopt-Std
perl-HTTP-Tiny
perl-if
perl-interpreter
perl-IO
perl-IPC-Open3
perl-libs
perl-macros
perl-MIME-Baseb64

perl-mro

AL1 AMI

2.51

5.68

2.09

0.23.01

1.49

2.40

0.033

5.16.3

5.16.3

AL2023 AMI

3.15

1.30

5.74

1.13

2.85

2.18

1.09

0.231.100

2.52

1.12

0.078

0.60.800

5.32.1

1.43

1.21

5.32.1

3.16

1.23
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perl-overload
perl-overloading
perl-parent
perl-PathTools
perl-Pod-Escapes
perl-podlators
perl-Pod-Perldoc
perl-Pod-Simple
perl-Pod-Usage
perl-POSIX

perl-Scalar-List-U
tils

perl-SelectSaver
perl-Socket
perl-srpm-macros
perl-Storable
perl-subs

perl-Symbol

perl-Term-ANSIColor

perl-Term-Cap

perl-Text-ParseWords

AL1 AMI

0.225

3.40

1.04

2.5.1

3.20

3.28

1.63

1.27

2.010

2.45

3.29

AL2023 AMI

1.31

0.02

0.238

3.78

1.07

4.14

3.28.01

3.42

2.01

1.94

1.56

1.02

2.032

3.21

1.03

1.08

5.01

1.17

3.30
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perl-Text-Tabs+Wrap
perl-threads
perl-threads-shared
perl-Time-HiRes
perl-Time-Local
perl-vars

pinentry

pkgconf

pkgconfig
pkgconf-m4
pkgconf-pkg-config
pm-utils
policycoreutils

policycoreutils-py
thon-utils

popt
procmail
procps
procps-ng
protobuf-c

psacct

AL1 AMI

1.87

1.43

1.9725

1.2300

0.7.6

0.27 1

1.4.1

2112

1.13

3.22

3.2.8

6.3.2

AL2023 AMI

2021.0726

1.300

1.05

1.8.0

1.8.0

1.8.0

3.4

3.4

1.18

3.3.17

1.4.1

6.6.4
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psmisc
pth

publicsuffix-list-
dafsa

python27
python27-babel
python27-backports

python27-backports-
ssl_match_hostname

python27-boto
python27-botocore
python27-chardet
python27-colorama
python27-configobj
python27-crypto
python27-daemon
python27-dateutil
python27-devel
python27-docutils
python27-ecdsa

python27-futures

AL1 AMI

22.20

2.0.7

2.7.18

0.9.4

1.0

3.4.0.2

2.48.0

1.17.31

2.0.1

0.4.1

4.7.2

2.6.1

1.5.2

2.1

2.7.18

0.11

0.11

3.0.3

AL2023 AMI

23.4

20240212
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python27-imaging
python27-iniparse
python27-jinja2
python27-jmespath
python27-jsonpatch
python27-jsonpointer
python27-kitchen
python27-1ibs
python27-lockfile
python27-markupsafe
python27-paramiko
python27-pip
python27-ply
python27-pyasnl
python27-pycurl
python27-pygpgme
python27-pyliblzma
python27-pystache
python27-pyxattr

python27-PyYAML

AL1 AMI

1.1.6

0.3.1

2.7.2

0.9.2

1.2

1.0

1.1.1

2.7.18

0.11

1.15.1

9.0.3

3.4

0.1.7

7.19.0

0.3

0.5.3

0.5.3

0.5.0

3.10

AL2023 AMI
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python27-requests
python27-rsa
python27-setuptools
python27-simplejson
python27-six
python27-urlgrabber
python27-urllib3
python27-virtualenv
python3
python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama

python3-configobj

python3-cryptography

python3-daemon

python3-dateutil

AL1 AMI

1.2.3

3.4.1

36.2.7

3.6.5

1.8.0

3.10

1.24.3

15.1.0

AL2023 AMI

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.3.0

2.8.1
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python3-dbus 1.2.18
python3-distro 1.5.0
python3-dnf 4.14.0
python3-dnf-plugins- 4.3.0
core

python3-docutils 0.16
python3-gpg 1.15.1
python3-hawkey 0.69.0
python3-idna 210
python3-jinja2 211.3
python3-jmespath 0.10.0
python3-jsonpatch 1.21
python3-jsonpointer 2.0
python3-jsonschema 3.2.0
python3-1libcomps 0.1.20
python3-1libdnf 0.69.0
python3-1libs 3.9.16
python3-1libselinux 3.4
python3-1libsemanage 3.4
python3-libstorage 1.9.4
mgmt
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python3-lockfile
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel

python3-ply

python3-policycore
utils

python3-prettytable

python3-prompt-too
1kit

python3-pycparser
python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm

python3-ruamel-yaml

AL2023 AMI

0.12.2

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6
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python3-ruamel-yaml-
clib

python3-setools
python3-setuptools

python3-setuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
python-chevron

python-srpm-macros

quota 4.00
qguota-nls 4.00
readline 6.2
rmt 04
rng-tools 5
rootfiles 8.1
rpcbind 0.2.0
rpm 4.11.3
rpm-build-1libs 4.11.3

AL2023 AMI

0.1.2

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

0.13.1

3.9

4.06

4.06

8.1

6.14

8.1

1.2.6

4.16.1.3

4.16.1.3
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rpm-1libs
rpm-plugin-selinux

rpm-plugin-systemd-
inhibit

rpm-python27
rpm-sign-1ibs
Isync

rsyslog

ruby

ruby20
Tuby20-irb
Tuby20-1ibs
rubygem20-bigdecimal
rubygem20-json
rubygem20@-psych
rubygem20-rdoc
rubygems20
rust-srpm-macros
sbsigntools
screen

sed

AL1 AMI

4113

4.11.3

3.0.6

5.8.10

2.0

2.0.0.648

2.0.0.648

2.0.0.648

1.2.0

1.8.3

2.0.0

4.2.2

2.0.141

4.0.3

421

AL2023 AMI

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

3.2.6

21

0.9.4

4.8.0

4.8
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selinux-policy 37.22
selinux-policy-tar 37.22
geted

sendmail 8.14.4

setserial 217

setup 2.8.14 2.13.7
sgpio 1.2.0.10

shadow-utils 41.4.2 4.9
shared-mime-info 1.1

slang 2.21 2.3.2
sqlite 3.7.17

sqlite-1libs 3.40.0
sssd-client 294
sssd-common 294
sssd-kcm 294
sssd-nfs-idmap 294
strace 6.8
sudo 1.8.23 1.9.15
sysctl-defaults 1.0 1.0
sysfsutils 21.0

sysstat 12.5.6
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systemd 252.16
systemd-1libs 252.16
systemd-networkd 252.16
systemd-pam 252.16
systemd-resolved 252.16
systemd-udev 252.16
system-release 2018.03 2023.4.20240513
systemtap-runtime 4.8
sysvinit 2.87

tar 1.26 1.34
tbb 2020.3
tcp_wrappers 7.6

tcp_wrappers-1libs 7.6

tcpdump 4.99.1
tcsh 6.24.07
time 1.7 1.9
tmpwatch 2.9.16

traceroute 2.0.14 213
ttmkfdir 3.0.9

tzdata 2023c 2024a
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tzdata-java 2023c

udev 173

unzip 6.0 6.0
update-motd 1.0.1 2.2
upstart 0.6.5

userspace-rcu 0.12.1
ustr 1.04

util-linux 2.23.2 2.37.4
util-linux-core 2374
vim-common 9.0.2120 9.0.2153
vim-data 9.0.2120 9.0.2153
vim-enhanced 9.0.2120 9.0.2153
vim-filesystem 9.0.2120 9.0.2153
vim-minimal 9.0.2120 9.0.2153
wget 1.18 1.21.3
which 2.19 2.21
words 3.0 3.0
xfsdump 3.1.11
xfsprogs 5.18.0
xorg-x1ll-fonts-Typel 7.2
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xorg-x1ll-font-utils 7.2

xxd 9.0.2120 9.0.2153
xxhash-1libs 0.8.0

Xz 5.2.2 5.2.5
xz-1ibs 5.2.2 5.2.5
yum 3.4.3 4.14.0
yum-metadata-parser flink-client

yum-plugin-priorit 1.1.31

ies

yum-plugin-upgrade- 1.1.31

helper

yum-utils 1.1.31

zip 3.0 3.0
zlib 1.2.8 1.2.11
zram-generator 1.1.2
zram-generator-def 1.1.2
aults

zstd 1.5.5

LbE Amazon Linux 1 (AL1) # Amazon Linux 2023 Minimal AMI £
RENBRHD

AL1 F1 AL2023 Minimal AMI £fZ7£# RPM LB,

AL1 #1 AL2023 Minimal AMI b3 141



Amazon Linux 2023

RAriEmE

B2

acpid

alternatives
amazon-chrony-config

amazon-ec2-net-utils

amazon-linux-repo-s3

amazon-linux-sb-keys

audit
audit-1libs
authconfig
awscli-2
basesystem
bash
binutils
bzip2
bzip2-1libs
ca-certificates
checkpolicy
chkconfig
chrony

cloud-disk-utils

AL1 R &R

2.0.19

2.6.5
2.6.5

6.2.8

10.0
4.2.46
2.27
1.0.6
1.0.6
2023.2.62
2.1.10

1.3.49.3

0.27

AL2023 Minimal

1.15

4.3

2.4.1

2023.4.20240513

2023.1

3.0.6

3.0.6

2.15.30

11

5.2.15

1.0.8

2023.2.64

3.4

4.3
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cloud-init 0.7.6 222
cloud-init-cfg-ec2 22.2
cloud-utils-growpart 0.31
coreutils 8.22 8.32
coreutils-common 8.32
cpio 210 213
cracklib 2.8.16 296
cracklib-dicts 2.8.16 2.9.6
cronie 1.4.4

cronie-anacron 1.4.4

crontabs 1.10

crypto-policies 20220428
cryptsetup-libs 2.6.1
curl 7.61.1

curl-minimal 8.5.0
cyrus-sasl 2.1.23

cyrus-sasl-lib 2.1.23 2.1.27
dash 0.5.5.1

db4 4.7.25

db4-utils 4.7.25
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dbus 1.12.28
dbus-broker 32
dbus-common 1.12.28
dbus-1ibs 1.6.12 1.12.28
device-mapper 1.02.185
device-mapper-1libs 1.02.185
dhclient 411

dhcp-common 411

diffutils 3.3 3.8

dnf 4.14.0
dnf-data 4.14.0
dnf-plugin-release- 1.2
notification

dnf-plugins-core 4.3.0
dnf-plugin-support- 1.2
info

dracut 004 055
dracut-config-ec2 3.0
dracut-config-gene 055
Tric

dracut-modules-gro 0.20

wroot
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e2fsprogs 1.43.5 1.46.5
e2fsprogs-1libs 1.43.5 1.46.5
ec2-utils 0.7 220
ed 1.1

efi-filesystem 5
efivar 38
efivar-1libs 38
elfutils-default-y 0.188
ama-scope

elfutils-libelf 0.168 0.188
elfutils-1libs 0.188
ethtool 3.15

expat 21.0 25.0
file 5.37 5.39
file-1libs 5.37 5.39
filesystem 2.4.30 3.14
findutils 442 4.8.0
fipscheck 1.3.1

fipscheck-1ib 1.3.1

fuse-1libs 294 2.9.9
gawk 3.1.7 51.0
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gdbm

gdbm-1ibs

gdisk

generic-logos
get_reference_source
gettext
gettext-1libs

glib2

glibc
glibc-all-langpacks
glibc-common
glibc-locale-source
gmp

gnupg?2

gnupg2-minimal

gnutls

gpgme
grep
groff

groff-base

AL1 R &R

1.8.0

0.8.10

17.0.0

2.36.3

217

217

6.0.0

2.0.28

1.4.3
2.20
1.22.2

1.22.2

AL2023 Minimal

1.19

1.0.8

0.21

0.21

2.74.7

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

1.15.1

3.8

1.22.4
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B4
grub

grub2-common

grub2-efi-x64-ec2

grub2-pc-modules

grub2-tools

grub2-tools-minimal

grubby
gzip
hesiod
hmaccalc
hostname
hwdata
info

inih
initscripts
iproute
iptables
iputils
irgbalance

jansson

AL1 R &R

0.97

7.0.15

1.5

3.1.0

0.9.12

0.233

5.1

9.03.58

44.0

1.4.21

20121221

AL2023 Minimal

2.06

2.06

2.06

2.06

2.06

8.40

1.12

3.23

0.353

49

10.09

5.10.0

20210202

1.9.0

2.14
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jitterentropy 3.4.1

jq 1.7.1
json-c 0.14

kbd 1.15 24.0
kbd-misc 1.15 24.0
kernel 4.14.336 6.1.90
kernel-livepatch-r 2023.4.20240513
epo-s3

keyutils-1libs 1.5.8 1.6.3
kmod 14 29
kmod-1ibs 14 29
krb5-1ibs 1.15.1 1.21
less 436 608
libacl 2.249 2.31
libarchive 3.5.3
libargon2 20171227
libassuan 2.0.3 255
libattr 2.4.46 2.51
libblkid 2.23.2 2.37.4
libcap 2.16 2.48
libcap54 2.54
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libcap-ng 0.7.5 0.8.2
libcbor 0.7.0
libcgroup 0.40.rc1

libcom_err 1.43.5 1.46.5
libcomps 0.1.20
libcurl 7.61.1

libcurl-minimal 8.5.0
1libdb 5.3.28
libdnf 0.69.0
libeconf 0.4.0
libedit 211 3.1
libfdisk 2.37.4
libffi 3.0.13 344
libfido2 1.10.0
libgcc 11.4.1
libgcc72 7.2.1

libgcrypt 1.5.3 1.10.2
libgomp 11.4.1
libgpg-error 1.11 1.42
libicu 50.2
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libidn

libidn2

libkcapi
libkcapi-hmaccalc
libmnl
libmodulemd
libmount

libnetfilter_connt
rack

libnfnetlink
libnghttp2
libnih
libpipeline
libpsl
libpwquality
librepo
libreport-filesystem
libseccomp
libselinux
libselinux-utils

libsemanage

AL1 R &R
1.18

2.3.0

1.0.3

2.23.2

1.0.4

1.0.1
1.33.0

1.0.1

0.6.2

1.2.3

2.1.10
2.1.10

21.6

AL2023 Minimal

2.3.2

1.4.0

1.4.0

1.0.4

2.13.0

2374

1.59.0

1.5.3

0.21.1

1.4.4

1.14.5

2.15.2

253

3.4

3.4

3.4
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libsepol 21.7 3.4
libsigsegv 213
libsmartcols 2.23.2 2374
libsolv 0.7.22
libss 1.43.5 1.46.5
libssh2 1.4.2

libstdc++ 11.4.1
libstdc++72 7.2.1

libsysfs 2.1.0

libtasnl 2.3 4.19.0
libtextstyle 0.21
libudev 173

libunistring 0.9.3 0.9.10
libuser 0.60 0.63
libutempter 1.1.5 1.2.1
libuuid 2.23.2 2374
libverto 0.2.5 0.3.2
libxcrypt 4.4.33
libxml2 2.91 2.10.4
libyaml 0.1.6 0.2.5
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libzstd
logrotate

lua

lua-libs
1z4-1ibs

make

man-db
microcode_ctl
mingetty

mpfr

ncurses
ncurses-base
ncurses-1libs
nettle
net-tools
newt
newt-python27
npth

nspr

nss

AL1 R &R

3.7.8

51.4

3.82

2.1

1.08

5.7
5.7

5.7

1.60
0.52.11

0.52.11

4.25.0

3.53.1

AL2023 Minimal

1.5.5

3.20.1

54.4

1.9.4

293

2.1

41.0

6.2

6.2

6.2

3.8

20

1.6
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nss-pem 1.0.3

nss-softokn 3.53.1

nss-softokn-freebl 3.53.1

nss-sysinit 3.53.1

nss-tools 3.53.1

nss-util 3.53.1

ntp 4.2.8p15

ntpdate 4.2.8p15

numactl-1libs 2.0.14
oniguruma 6.9.7.1
openldap 2.4.40 2.4.57
openssh 7.4p1 8.7p1
openssh-clients 8.7p1
openssh-server 7.4p1 8.7p1
openssl 1.0.2k 3.0.8
openssl-libs 3.0.8
openssl-pkcsll 0.4.12
os-prober 1.77
pll-kit 0.18.5 0.24.1
pll-kit-trust 0.18.5 0.24.1
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pam

passwd
pciutils
pciutils-1libs
pcre

pcre2
pcre2-syntax
pinentry
pkgconfig
policycoreutils
popt

procmail
procps
procps-ng
psmisc

pth

publicsuffix-list-

dafsa
python27

python27-babel

python27-backports

AL1 R &R
1.1.8

0.79
3.1.10
3.1.10

8.21

0.7.6
0.27 1
2112
1.13
3.22

3.2.8

22.20

2.0.7

2.7.18
0.9.4

1.0

AL2023 Minimal

1.5.1

0.80

3.7.0

3.7.0

10.40

10.40

3.4

1.18

3.3.17

23.4

20240212
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python27-backports-
ssl_match_hostname

python27-chardet
python27-configobj
python27-iniparse
python27-jinja2

python27-jsonpatch

python27-jsonpointer

python27-1ibs
python27-markupsafe
python27-pycurl
python27-pygpgme
python27-pyliblzma
python27-pyxattr
python27-PyYAML
python27-requests
python27-setuptools
python27-six
python27-urlgrabber
python27-urllib3

python3

AL1 R &R

3.4.0.2

2.0.1
4.7.2
0.3.1
2.7.2
1.2
1.0
2.7.18
0.11
7.19.0
0.3
0.5.3
0.5.0
3.10
1.2.3
36.2.7
1.8.0
3.10

1.24.3

AL2023 Minimal

3.9.16
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python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet
python3-colorama
python3-configobj
python3-cryptography
python3-dateutil
python3-dbus
python3-distro
python3-dnf

python3-dnf-plugins-
core

python3-docutils
python3-gpg
python3-hawkey
python3-idna
python3-jinja2

python3-jmespath

AL2023 Minimal

20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1

1.2.18

1.5.0

4.14.0

4.3.0

0.16

1.15.1

0.69.0

2.10

2113

0.10.0
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python3-jsonpatch
python3-jsonpointer
python3-jsonschema
python3-1libcomps
python3-1ibdnf
python3-1libs
python3-1libselinux
python3-libsemanage
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply

python3-policycore
utils

python3-prettytable

python3-prompt-too
1kit

python3-pycparser
python3-pyrsistent

python3-pyserial

AL1 R &R

AL2023 Minimal

1.21

2.0

3.2.0

0.1.20

0.69.0

3.9.16

3.4

3.4

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4
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python3-pysocks 1.7.1
python3-pytz 2022.7.1
python3-pyyaml 5.4.1
python3-requests 2.25.1
python3-rpm 4.16.1.3
python3-ruamel-yaml 0.16.6
python3-ruamel-yaml- 0.1.2
clib

python3-setools 441
python3-setuptools 59.6.0
python3-setuptools- 59.6.0
wheel

python3-six 1.15.0
python3-systemd 235
python3-urllib3 1.25.10
python3-wcwidth 0.2.5
readline 6.2 8.1
rng-tools 6.14
rootfiles 8.1 8.1

rpm 4.11.3 4.16.1.3
rpm-build-1libs 4.11.3 4.16.1.3
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rpm-1libs 411.3 4.16.1.3
rpm-plugin-selinux 4.16.1.3
rpm-plugin-systemd- 4.16.1.3
inhibit

rpm-python27 4.11.3

rpm-sign-1ibs 4.16.1.3
rsyslog 5.8.10

sbsigntools 0.9.4
sed 421 4.8
selinux-policy 37.22
selinux-policy-tar 37.22
geted

sendmail 8.14.4

setserial 217

setup 2.8.14 2.13.7
shadow-utils 41.4.2 4.9
shared-mime-info 1.1

slang 2.21

sqlite 3.7.17

sglite-libs 3.40.0
sudo 1.8.23 1.9.15
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sysctl-defaults 1.0 1.0
sysfsutils 2.1.0

systemd 252.16
systemd-1libs 252.16
systemd-networkd 252.16
systemd-pam 252.16
systemd-resolved 252.16
systemd-udev 252.16
system-release 2018.03 2023.4.20240513
sysvinit 2.87

tar 1.26 1.34
tcp_wrappers-1libs 7.6

tzdata 2023c 2024a
udev 173

update-motd 1.0.1 2.2
upstart 0.6.5

userspace-rcu 0.12.1
ustr 1.0.4

util-linux 2.23.2 2374
util-linux-core 2374

AL1 #1 AL2023 Minimal AMI b3 160


https://docs.aws.amazon.com/linux/al1/ug/deprecated-al1.html#deprecated-upstart

Amazon Linux 2023 AriEE

e AL1 R RR AL2023 Minimal
vim-data 9.0.2120 9.0.2153
vim-minimal 9.0.2120 9.0.2153
which 219 2.21
xfsprogs 5.18.0
Xz 5.2.2 5.2.5
xz-1libs 5.2.2 5.2.5
yum 3.4.3 4.14.0
yum-metadata-parser flink-client

yum-plugin-priorit 1.1.31

ies

yum-plugin-upgrade- 1.1.31

helper

zlib 1.2.8 1.2.11
zram-generator 1.1.2
zram-generator-def 1.1.2
aults

zstd 1.5.5

tb#8 Amazon Linux 1 (AL1) 1 Amazon Linux 2023 E&t A5 E&
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alternatives

amazon-linux-repo-

cdn

audit-1libs

basesystem 10.0
bash 4.2.46
bzip2-1libs 1.0.6
ca-certificates 2023.2.62
chkconfig 1.3.49.3
coreutils 8.22

coreutils-single
crypto-policies

curl 7.611

curl-minimal

cyrus-sasl-lib 2.1.23
db4 4.7.25
db4-utils 4.7.25
dnf

dnf-data

elfutils-default-y
ama-scope

AL2023 E£X55

1.15

2023.4.20240513

3.0.6

11

5.2.15

1.0.8

2023.2.64

8.32

20220428

8.5.0

4.14.0

4.14.0

0.188
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elfutils-libelf
elfutils-1libs
expat
file-1libs
filesystem
gawk

gdbm
gdbm-1ibs
glib2

glibc

glibc-common

glibc-minimal-lang

pack
gmp

gnupg?2

gnupg2-minimal

gpgme
grep
gzip
info

json-c

AL1 E%5

0.168

21.0
5.3
2.4.30
3.1.7

1.8.0

2.36.3
217

217

6.0.0

2.0.28

1.4.3
2.20
1.5

5.1

AL2023 E£&55

0.188

0.188

2.5.0

5.39

3.14

5.1.0

1.19

2.74.7

2.34

2.34

2.34

6.2.1

2.3.7

1.15.1

3.8

0.14
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keyutils-1libs
krb5-1ibs
libacl
libarchive
libassuan
libattr
libblkid
libcap
libcap-ng
libcom_err
libcomps

libcurl

libcurl-minimal

libdnf
libffi
libgcc
libgcc72
libgcrypt
libgomp

libgpg-error

AL1 E%5
1.5.8
1.15.1

2.2.49

2.0.3

2.4.46

2.16

1.43.5

7.61.1

3.0.13

7.2.1

1.5.3

1.1

AL2023 S35
1.6.3
1.21
2.3.1
3.5.3
255
2.5.1
2.37.4
2.48
0.8.2
1.46.5

0.1.20

8.5.0
0.69.0
3.4.4

11.4.1

1.10.2
11.4.1

1.42
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RHa AL1 &5 AL2023 5558
libicu 50.2

libidn2 2.3.0 2.3.2
libmodulemd 2.13.0
libmount 2374
libnghttp2 1.33.0 1.59.0
libpsl 0.6.2 0.21.1
librepo 1.14.5
libreport-filesystem 2.15.2
libselinux 2.1.10 3.4
libsepol 21.7 3.4
libsigsegv 213
libsmartcols 2374
libsolv 0.7.22
libssh2 1.4.2

libstdc++ 11.4.1
libstdc++72 7.2.1

libtasnl 2.3 4.19.0
libunistring 0.9.3 0.9.10
libuuid 2374
libverto 0.2.5 0.3.2
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libxcrypt 4.4.33
libxml2 2.91 2.10.4
libxml2-python27 291

libyaml 0.2.5
libzstd 1.5.5
lua 51.4

lua-libs 54.4
1z4-1ibs 1.9.4
make 3.82

mpfr 4.1.0
ncurses 5.7

ncurses-base 5.7 6.2
ncurses-1libs 5.7 6.2
npth 1.6
nspr 4.25.0

nss 3.53.1

nss-pem 1.0.3

nss-softokn 3.53.1

nss-softokn-freebl 3.53.1

nss-sysinit 3.53.1
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RAriEmE

B2
nss-tools
nss-util
openldap
openssl
openssl-libs
pll-kit
pll-kit-trust
pcre

pcre2
pcre2-syntax
pinentry
pkgconfig
popt

pth

publicsuffix-list-
dafsa

python27
python27-chardet
python27-iniparse
python27-kitchen

python27-1ibs

AL1 EERF
3.53.1
3.53.1
2.4.40

1.0.2k

0.18.5
0.18.5

8.21

0.7.6
0.271
1.13

2.0.7

2.7.18
2.0.1
0.3.1
1.1.1

2.7.18

AL2023 E£&55

3.0.8

0.241

0.24.1

10.40

10.40

1.18

20240212
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https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html#deprecated-pcre
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RHa AL1 &5 AL2023 5558
python27-pycurl 7.19.0

python27-pygpgme 0.3

python27-pyliblzma 0.5.3

python27-pyxattr 0.5.0

python27-urlgrabber 3.10

python3 3.9.16
python3-dnf 4.14.0
python3-gpg 1.15.1
python3-hawkey 0.69.0
python3-1libcomps 0.1.20
python3-1libdnf 0.69.0
python3-1libs 3.9.16
python3-pip-wheel 21.3.1
python3-rpm 4.16.1.3
python3-setuptools- 59.6.0
wheel

readline 6.2 8.1

rpm 4.11.3 4.16.1.3
rpm-build-1ibs 4.11.3 4.16.1.3
rpm-1libs 4.11.3 4.16.1.3
rpm-python27 4.11.3
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RHa AL1 &5 AL2023 5558
rpm-sign-1libs 4.16.1.3

sed 421 4.8

setup 2.8.14 2.13.7
shared-mime-info 1.1

sglite 3.7.17

sqlite-1libs 3.40.0
sysctl-defaults 1.0

system-release 2018.03 2023.4.20240513
tar 1.26

tzdata 2023c 2024a
xz-1ibs 5.2.2 5.25

yum 3.4.3 4.14.0
yum-metadata-parser flink-client

yum-plugin-ovl 1.1.31

yum-plugin-priorit 1.1.31

ies

yum-utils 1.1.31

z1lib 1.2.8 1.2.11
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AL2023 REER

A NEFEH AL2023 N REER,

=

x
« =17 AL2023 B9 CPU E3R
T AL2023 BY A 1E (RAM) B3R

=17 AL2023 # CPU ER

EE1TEM AL2023 K55 , FANLEREZEEFREELEREER, ZHETHFEXEERN CPU L2
1T AL2023 A2 S BARBHITH B HIIEEESHEIR.

BIEEREH FAmazon EC2 EHY AL2023A 85I AL2023, FlAmazon EC2 Z 4 \#y AL2023,

AL2023 89 ARM CPU E3R

PR AL2023 aarch64 (ARM) =S/ #8825 64 f4iEM. %8 32 ARMSHSIXHTA | K
HEE 64 fZARME CPU,

® Note

XFETF ARM By3KH1 , AL2023 XX #F6EH Graviton2 2 & hix 44 E 27 #Y LA
B, AL2023 T ¥ A1 3=81,

AL2023 EEHEMEYT B (ARMv8.2+crypto) B ARMv8.2 A4 285, MIFTE AL2023 #i#
‘Paarch64i9E M -march=armv8.2-a+cryptomiFEinEHE, REYZRERIBHARMAE S
FiE1T AL2023 B8R , BATSSHITERENERER , BE—REREETERIFLIETHIR.

@ Note

BT AL2023 aarch64 EZ&X CPU ER , ZHIHFiBRaspberry PiR4i #Raspberry Pi 5757
HERE CPU EXR,

i£1T AL2023 #y CPU E3R 170
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AL2023 Ry x86-64 CPU E3k

A AL2023 x86-64 —H HI N HH R BII 1% AR 1FE5-march=x86-64-v2XK I x86-642EH#)
HIx86-64v2M&IT THIEH

ZRRIHIx86-64V2IEITRIEE H#Xx86-642EFI &t 180T LA~ CPU ThaE :

+ CMPXCHG16B
* LAHF-SAHF
¢ POPCNT

« SSE3
 SSE4_1

e SSE4_2

* SSSE3

XA NTF 2009 FH2E K MHIx86-644 25, RHIBFEIntel Nehalem, . AMD JaguarAtom
Silvermont, MK VIA NanoFEden C #2R#3,
£ Amazon EC2 # | FiB x86-64 ERHIFE B #F x86-64v2 , EIFE ML, C1 F M2 EHIR,

KRR 32 1 x86 (i686) AL2023 —Ht X4, RE AL2023 R8T Xiz4T 32 {1 288 — #4130 4
M BIIhEEE AR , ARSI RAEZERAM Amazon Linux Ak, BEXREZEER ,
ES 5 32 11 x86 (i686) HRHE.

Z1T AL2023 B 77 (RAM) ER

Amazon ECZ nano R¥IEHIZEAE (t2.nano. t3.nanot3a.nano, Ftsg.nano) £EF 512 MB
HWATE , X2 AL2023 BHREEK,

® Note
RE512MB RREEXR , BXEXPIRBEZNFRE , HEEMERE AR Z RIRF,

AL2023 B 4 R ERIFET 512 MB RS E# TR, & T 512 MB #9 RAM Fiz{TET
AL2023 ARG EUR TR L TERE.
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R THEAS (HlIELE AL2023 fRASdnf updatexzidl ) ATEEEE#E T 512 MB #9 RAM, HFiXA4

R , AL2023.3 lRA5| A T ARE/NF 800 MB HIEHIH zramBRINBE AhEE. W FARBILIERE ,

XERBEEETHEMSTEEERLMNEFEN AL2023 354l LiZTRF , BERENFERAERFNESS
FIZETRT & KM,

5t F RAM /MF 800MB HISTHIZEE | AL2023 ( M AL2023.3 T4 ) SFBIAS AR T zram M5, M
Z/F 800 MB #9 Amazon EC2 SRR B W RHlE@IEt4g.nanot3a.nanot3.nano, t2.nano, .
Mtl.micro. XEREXLELFRBENAFETEERESD , BN AL2023 FREERNBRERAFER
Ho XANXKEERAEEEEFSHNENEFRBENTEAR , BELUBINERFIEN CPU FHENR
Ko

1217 AL2023 B9 7TF (RAM) ER 172


https://docs.aws.amazon.com/linux/al2023/release-notes/relnotes-2023.2.20230920.html
https://docs.aws.amazon.com/linux/al2023/release-notes/relnotes-2023.2.20230920.html
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£ LEMEA AL2023 AWS

BT LU AL2023 iR B R EHMA —RER AWS RS, i, Sl ERH T L HEMITE =
(Amazon EC2) Efiatik#E AL2023 AMI,

FFIXEREIRE , B LUEEH AWS Identity and Access Management (IAM) RS, Bx IAM 28
EE  BSRUTSENE

* AWS Identity and Access Management (IAM)
- IAM A6

F&

« AITAWS

Amazon EC2 E#y AL2023

FEREBRFEA AL2023

AL2023 FfJ& AWS Elastic Beanstalk

EHEH AL2023 AWS CloudShell

EAE T AL2023 B Amazon ECS AMI RE R L TEAR
£ AL2023 tfEA L S# Elastic File System

EAET AL2023 #JEHT 5% EMR

£ AL2023 A AWS Lambda

Al'T AWS

SEMEREL AWS K
MBLRE AWS lEF | BERATSBRBIE—,
IRE S0 AWS ik

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. EBERSLNHBAHRITERE,

FEEME , R —BEE  EREAREREHA - MRS,

AT AWS 173


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://portal.aws.amazon.com/billing/signup
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HEEMET AWS IKF , RS BIZAWS IKFRAF —1. RAFERBRIZKS FHRE AWS
RS MRF. EhREHEXREK , FAAFIEERLRANR , ABRERARAFRKTEEZER
AP HRRRNES

AWS EFMERERELBELE—HHWIABFERE, EEMAME , BEATLUBRH#ZE hitps://
aws.amazon.com/ HFEBRBENKFREF LGN KB HEBRENIK,,

SIEEREETRNRNAF

AEME , FRIPENZS AWS IKF AWS KPR AF AWS IAM Identity Center , /B A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS T 7= 48 A 7

1. %3 Root A Hi AZK AWS IKF B FapfFihit , UIKFFRIEENSHEF. AWS
Management Consoleft F—W £ , i A BT,

EREERABAFEZAENER , F58 (AWS B AFiEm) PRERF BHE R,
2. AEMBAFBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

tIREAEERENRIAF

1. J3 A IAM Identity Center

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , FAFP R FEEIH RN,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREBLEAWS IAM Identity Center F P 17 R4 R o

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BERSBELIZE IAM Identity Center i P BT &%
B SR B B T MR 44 b 1k Y B Fe P Ak

PIZEEER G RNRA A 174


https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

AR R o Eo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , EZNREEREN A KB R REME.

BXRUHA , ESE (AWS IAM Identity Center AP IE§m) PRI OIENRE,
2. MAPFDEI-—1M , REAZESTEEIZFBRNR.

BXUEE , BHSHE (AWS IAM Identity Center A #5R) A EIRINE

B UARmESR NG

MRAFEE AWS ASBHITRE , MFEERRZHRINPE AWS Management Console., &R F4miET7 (A
MR AXBURTFER BRI AFEE AWS,

EORAFRTREAGAMNR , HREA TR —,

B BERER TR BHY PN
BR ?
AN &G £ A ImAHEP X FE [ AWS BRIRIEFH L A Y S RY 35 A

| _CLL AWSHEFRIAGS  HTRME.
( TIE IAM Identlty Center I:Fl B AWS API ﬁtHE"Jgﬁ*ii%sko
EHAF) - HXM AWSCLI , &

¥ {AWS Command Line
Interface AAF /) AWS
IAM Identity Center® i “B¢
B AWS CLI ",

- BXAWS HHFAIE
‘A, TEMAWSAPI , 5
i (BT RIESMAWS
TESEER) ¥ IAM &
B 505 B RIE,
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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RAriEmE

WA EERERX T RN
BR ?

IAM

IAM

By

£ A i A UE T 25 B | AWS
CLl, AWS B#FAIEIH
AWS API & B9 47215 Ko

( THEERER )
FERAKPEIELEEE AWS
CLl, AWS B#FRAIEIH
AWS API & B HmiZ1E Ko

Amazon EC2 £H) AL2023

FRAUTERZ—BaHA AL2023 AMI B9 Amazon EC2 34,
BAMI BERAE, EXFAE AMI EAMI RS 2AXINESER

AMI ( BRIA ) FIEIK AMI,

£}

R D% EC2 #2448 B3 AL2023

£ SSM /230 AL2023 1 AWS CLI

A B RHH AL2023 AMI AWS CloudFormation

- FERASERN AMIID B3 AL2023

AL2023 AMI HIF A 15)5R A 4 an B HA

IEFEE S AL2023 L4

AR

=B 1AM A P 38R P 891 I A
iEH5 AWS BRELSERH
B i BA B 1T IR 1

BB IRHEME AR R A KA
HITERE,

ﬁ;&{n B AWS CL| 1%/
FEAFEERNEA IAM A
FPUEBHITHHRIUE, AWS
Command Line Interface

- X AWSSDK #f1TH , &
2R SAWSDK fI TEZS
ZEEPNEAKHAZIERH
TE BRI,

« BX AWS API , iEZ# IAM

AFERMTPHNEE IAM A/
HY 15 R 23 4H

AT LR R E AMI, 17T BLUi%

BESFE L AL2023 FRtE

Amazon EC2 t£#y AL2023
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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« R AL2023 trEMR A SRR E AMI

EAL S EC2 2% & E 31 AL2023

5/ Amazon EC2 ###|& LA /F3h AL2023 AMI,

@ Note

XFET ARM By3KH6 , AL2023 XX #F6EH Graviton2 25 & hix 44 27 A LA
B, AL2023 T A1 =81,

FRALUTESE , M Amazon EC2 £#HAE31EH AL2023 AMI B9 Amazon EC2 =41,
£/ AL2023 AMI 531 EC2 =4l

1. B AT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,
2. HESMERF , &FE AMI

3. MTHEEAHERENERE,

4. EERFERTHA al2023-ami,

® Note
¥R amazon EREREE BB HIF,

5. MIIRFER-IPRE. ERFET , LR LEEEAIRE AMI ERAMI RIEMRA. AL2023 AMI
B AT BAE A AT AR TR

'al2023-[ami || ami-minimal]-2023.0.[release build date].[build
number]-kernel-[version number]-[arm64 || x86_64]"

6. TEETRT AL2023 AMI B &R 53k,

Capacity Reservations Amazon Machine Images (AMIs) (4) info ‘ [4 Recycle Bin ‘ ‘ [Z EC2 Image Builder ‘ ‘ Actions v
v Images Publicimages v | | Q_ Search U @
AMIs a023-ami | X| [ Clearfilters |
AMI Catalog
Name | AMIID | AMI name v | Source | Owner | Owneralias |
v Elastic Block Store ami-000a4d9c6067d5d0d al2023-ami-2023.0.20230222.1... amazon/al2023-ami-2023.0.20230222.1-kernel-6.1-arm64 137112412989 amaz
Volumes ami-0a409f3927bd2662f al2023-ami-2023.0.20230222.1...  amazon/al2023-ami-2023.0.20230222.1-kernel-6.1-x86_64 137112412989 amaz
Snapshots ami-043e11d11db3d437e  al2023-ami-minimal-2023.0.20... amazon/al2023-ami-minimal-2023.0.20230222.1-kernel-6.1-ar.... 137112412989 amaz
Lifecycle Manager ami-0d19aa82c%ablef2c  al2023-ami-minimal-2023.020...  amazon/al2023-ami-minimal-2023.0.20230222.1-kernel-6.1-x8... 137112412988 amaz
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https://console.aws.amazon.com/ec2/
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EXBHLLH EC2 RFMEZELR , BSHTLHH EC2 AFEETMITZ# EC2 Linux £ A
7T,

£ SSM S /E3h AL2023 1 AWS CLI

£% AWS CLI , & LAER AMI By SSM SE{EXR/Z3) AL2023 BT, EEMEHE , FART
FIRAFH—NBIES SSM SEIE |, RETE SSM S8 value/ 2B /aws/service/ami-amazon-
linux-latest/., BAIAERALLTSEIE AWS CLIFE313R41,

al2023-ami-kernel-default-arm6s4 , @A F arm64 £
al2023-ami-minimal-kernel-default-armé4 , SR TF arm64 243 ( AMI RIKKRAS )
al2023-ami-kernel-default-x86_64 , &M T x86_64 23
al2023-ami-minimal-kernel-default-x86_64 , & T x86_64 £ ( AMI HRIEARA )

(® Note
Mt MEBR—NMRESH. RENBRNEECSHER.

$ aws ec2 run-instances \
--image-id \
resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-kernel-default-x86_64 \
--instance-type m5.xlarge \
--region us-east-1 \
--key-name aws-key-us-east-1 \
--security-group-ids sg-004a7650

--image-id HRE&EEE SSM SHUE.
--instance-type FREIBESZFIMRB R KD, ZIRESMEEEZN AMI KEER,
- -regiontrEIE EEE AWS XI5 HRE 6 2L 41,

Z%--key-namefREEE AWS X8 7T A TEZFRFNEZER. RETRHUUIEFINXHEHEFEN
24, MFTEER SSH EEENZKH,

--security-group-ids frEIEE AT EEN AR H M EREN A ERRHZ LA,

fEF SSM S5 3h AL2023 1 AWS CLI 178


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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/A Important
AWS CLI ERZIEEAFEI K AONEZEITENHREFINIERELTCP:22, MEEERE
EMZREE  EHHEONBETERINZSAD, ERINZEAH | BHKH REEEMN VPC
AR E A SElE S,

EXEZEER |, 2 (AWS Command Line Interface AFIERE)Y B3N, FIHFML L EC2 52
i

FERBIRIHH AL2023 AMI AWS CloudFormation

EF A B30 AL2023 AMI AWS CloudFormation , AL TRz —,

® Note
x86_64 F Arm64 AMI BBEFRFMEFIRRE, EREZEE , S H Amazon EC2 3£
A,
JSON &4 :
{

"Parameters": {
"LatestAmiId": {
"Type": "AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>",
"Default": "/aws/service/ami-amazon-linux-latest/al2023-ami-minimal-kernel-
default-x86_64"
}
I

"Resources": {
"MyEC2Instance": {
"Type": "AWS::EC2::Instance",
"Properties": {
"InstanceType": "t2.large",
"Imageld": {
"Ref": "LatestAmiId"
}
}
}
}

ERBI R AL2023 AMI AWS CloudFormation 179


https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-instances.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-instances.html
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
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}

YAML &4 :

Parameters:
LatestAmiId:
Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"
Default: '/aws/service/ami-amazon-linux-latest/al2023-ami-minimal-kernel-default-
x86_64"

Resources:
Instance:
Type: 'AWS::EC2::Instance’
Properties:
InstanceType: 't2.large'
ImageId: !Ref LatestAmiId

MRFR , FF LB Default B0 REK AMI S8 AJAERNTSHE

« al2023-ami-kernel-6.1-arm64 , FEATF arm64 3

« al2023-ami-minimal-kernel-6.1-armé64 , BT arm64 £ ( AMI RIKMRAS )

« al2023-ami-kernel-6.1-x86_64 , EHAT x86_64 4£H3

« al2023-ami-minimal-kernel-6.1-x86_64 , AT x86_64 2 ( AMI HIKIRA )

UTRIBAKAE. BREENRKRAEHN , MIARNBREHLEHES

« al2023-ami-kernel-default-armé4 , EEATF arm64 32

« al2023-ami-minimal-kernel-default-armé4 , EHTF arm64 2% ( AMI HFIERZAK )

« al2023-ami-kernel-default-x86_64 , & T x86_64 2

« al2023-ami-minimal-kernel-default-x86_64 , @A T x86_64 2#3 ( AMI ERIKhRAS )

FRA%ER AMI ID B3 AL2023

ZRILAER AMI ID B ER AL2023 AMI, BRI BB &EEH Amazon EC2 ##HIAFH AMI 51
RRKEEFEB/ AL2023 AMI ID, F#E , RATEAMER AWS Systems Manager, SR EFEHAKZ
Systems Manager , EEHAM E—TTHRSIHABIE FPIEERE AMI BB, BEXEZER , HSEEHA AWS
Systems Manager 237 R HFFTH Amazon Linux AMI ID,

FERYKSTEN AMI ID B3 AL2023 180


https://aws.amazon.com/blogs/compute/query-for-the-latest-amazon-linux-ami-ids-using-aws-systems-manager-parameter-store/
https://aws.amazon.com/blogs/compute/query-for-the-latest-amazon-linux-ami-ids-using-aws-systems-manager-parameter-store/
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AL2023 AMI B9 F 1B A & a5 B 5

FANFH AL2023 RAFDE — N AMI. AMISERE , 2fFicEFER B, 81 AL2023 AMI 1Y
FRBHEANARH2ERE 0 X , BHXNEN RN AKRAIREMS AL2023 B R ZSEET*NT B ATE ERAR
o

® Note
90 XMNFFA AEER TRMM AMI |, H 15 AL2023 K T EH = mXx .

BXHFH AMINEZEER , 155 Amazon EC2 AIFIERF A AMl,

EHERERN AMI BEIEH , TRRKFEHNERFTNLZLEN , SFEFTNAK. WREED
FRARAR AMI HRREH , MZKFE-BRNEAAXXBERTNREEH. NAREEAN &N
By AMI, 2UUEEER SSM 28,

BXMAMER SSM SBEFHEPNESER , FSH

- £/ SSM S¥U53) AL2023 1 AWS CLI
o EFRABIEHEIH AL2023 AMI AWS CloudFormation

IEEEZE| AL2023 L4
£/ SSH = AWS Systems Manager & E| &) AL2023 3£,
£/ SSH E#EEH £ 41

Bx{AEH SSH EESLHIRY A |, 1§55 Amazon EC2 AFIEmHA M EA SSH iEEE|EM Linux
EE

£/ Connect E#F|EHEH] AWS Systems Manager

AH*x AWS Systems Manager f14a/{§ &2 AL2023 SEHIRIRER | 1§25 Amazon EC2 AP+
NEAXFEEESEREEN Linux E461,

{5 Amazon EC2 Instance Connect

AL2023 AMI ( T E¥ER/ AMI ) BRIAZE T EC2 Instance Connect X3, Ef§ EC2 Instance
Connect EM &/ AMI B31H) AL2023 24— ER |, BAMEEiZec2-instance-connectB ¥4

AL2023 AMI & AER ML AR 181


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ami-deprecate.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/session-manager.html
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b3 Amazon Linux 2023 & F LEN G2

AL2023 AMI, Minimal AMI MABREGR LFEN RPM B,

repo-s3

nHa AMI AMI| KRR NS
acl 2.3.1

acpid 2.0.32

alternatives 1.15 1.15 1.15
amazon-chrony- 4.3 4.3

config

amazon-ec2-net- 241 2.4.1

utils

amazon-linux- 2023.4.20240513
repo-cdn

amazon-linux- 2023.4.20240513 2023.4.20240513
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-linux-inst-eic.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-linux-inst-eic.html
https://docs.aws.amazon.com/linux/al2023/ug/networking-service.html
https://docs.aws.amazon.com/linux/al2023/ug/networking-service.html
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RAriEmE

nHta

amazon-linux-
sb-keys

amazon-rpm-
config

amazon-ssm-
agent

at

attr

audit
audit-libs

aws-cfn-b
ootstrap

awscli-2
basesystem

bash
bash-completion
bc

bind-1libs
bind-license
bind-utils

binutils

AMI AMI KRR A

2023.1 2023.1

228

3.3.380.0

3.1.23

2.5.1

3.0.6 3.0.6
3.0.6 3.0.6

20

2.15.30 2.15.30
11 11
5.2.15 5.2.15
211

1.07.1

9.16.48

9.16.48

9.16.48

2.39

3.0.6

11

5.2.15
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https://docs.aws.amazon.com/linux/al2023/ug/uefi-secure-boot.html
https://docs.aws.amazon.com/linux/al2023/ug/uefi-secure-boot.html
https://docs.aws.amazon.com/linux/al2023/ug/c-cplusplus.html
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RAriEmE

nHta

boost-fil
esystem

boost-system
boost-thread
bzip2
bzip2-1libs
ca-certificates
c-ares
checkpolicy
chkconfig
chrony
cloud-init

cloud-init-cfg-
ec2

cloud-utils-
growpart

coreutils

coreutils-
common

coreutils-
single

cpio

AMI

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

2023.2.64

1.19.0

3.4

1.15

4.3

22.2

22.2

0.31

8.32

8.32

213

AMI| FRIERRZA

1.0.8

2023.2.64

3.4

4.3
22.2

22.2

0.31

8.32

8.32

2.13

1.0.8

2023.2.64

8.32
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RAriEmE

B2

cracklib
cracklib-dicts
crontabs
crypto-policies

crypto-po
licies-scripts

cryptsetup
cryptsetup-1libs

curl-minimal

cyrus-sasl-lib

cyrus-sasl-
plain

dbus
dbus-broker
dbus-common
dbus-1libs
device-mapper

device-mapper-
libs

diffutils

dnf

AMI

2.9.6

2.9.6

1.11

20220428

20220428

2.6.1

2.6.1

8.5.0

21.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0
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296

2.9.6

20220428

2.6.1
8.5.0

2.1.27

1.12.28
32
1.12.28
1.12.28
1.02.185

1.02.185

3.8

4.14.0

20220428

8.5.0

4.14.0

& AL2023 #50f AMI ( BRiA ) FISK AMI

185


https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#curl-minimal
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RHa AMI AMI RAERRAS BeR
dnf-data 4.14.0 4.14.0 4.14.0
dnf-plugi 1.2 1.2

n-release-

notification

dnf-plugins- 4.3.0 4.3.0

core

dnf-plugin- 1.2 1.2

support-info

dnf-utils 4.3.0

dosfstools 4.2

dracut 055 055
dracut-config- 3.0 3.0
ec2

dracut-config- 055 055
generic

dwz 0.14

dyninst 10.2.1

e2fsprogs 1.46.5 1.46.5
e2fsprogs-1libs 1.46.5 1.46.5
ec2-hibinit- 1.0.8

agent

ec2-instance- 1.1

connect
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RAriEmE

nHta

ec2-instance-
connect-selinu
X

ec2-utils

ed
efi-filesystem
efi-srpm-macros
efivar
efivar-libs

elfutils-
debuginfod-
client

elfutils-
default-yama-
scope

elfutils-libelf
elfutils-1libs
ethtool

expat

file

file-1libs
filesystem

findutils

AMI

1.1

2.2.0

1.14.2

38

38

0.188

0.188

0.188

0.188

5.15

2.5.0

5.39

5.39

3.14

4.8.0
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2.2.0

38

38

0.188

0.188

0.188

2.5.0
5.39
5.39
3.14

4.8.0

0.188

0.188

0.188

2.5.0

5.39

3.14
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RAriEmE

nHta

fonts-srpm-
macros

fstrm
fuse-1libs
gawk
gdbm-1ibs
gdisk

gettext

gettext-1libs

ghc-srpm-macros

glib2
glibc

glibc-all-
langpacks

glibc-common

glibc-gconv-

extra

glibc-locale-

source

glibc-minimal-

langpack

gmp

AMI

2.0.5

0.6.1

2.9.9

1.19

1.0.8

0.21

0.21

1.5.0

2.74.7

2.34

2.34

2.34

2.34

2.34

6.2.1
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2.9.9
5.1.0
1.19
1.0.8
0.21

0.21

2.74.7

2.34

2.34

2.34

2.34

6.2.1

1.19

2.74.7

2.34

2.34

2.34

6.2.1

& AL2023 #50f AMI ( BRiA ) FISK AMI

188



Amazon Linux 2023

RAriEmE

nHta

gnupg2-minimal

gnutls

go-SIpm-macros

gpgme
gpm-1libs
grep
groff-base

grub2-common

grub2-efi-aab4-

ec2

grub2-efi-x64-

ec?

grub2-pc-
modules

grub2-tools

grub2-tools-
minimal

grubby
gssproxy
gzip
hostname

hunspell

AMI
2.3.7
3.8.0
3.2.0
1.15.1
1.20.7
3.8
1.22.4
2.06

2.06 (aarch64)

2.06 (x86_64)

2.06

2.06

2.06

8.40
0.8.4
1.12
3.23

1.7.0
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2.37

3.8.0

1.15.1

3.8
1.22.4
2.06

2.06 (aarch64)

2.06 (x86_64)

2.06

2.06

2.06

8.40

1.12

3.23

1.15.1

3.8
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#gnupg-minimal
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RAriEmE

nHta

hunspell-en

hunspell-en-GB

hunspell-en-US

hunspell-
filesystem

hwdata

info

inih
initscripts
iproute
iputils
irgbalance
jansson
jitterentropy
jq

json-c

kbd
kbd-misc

kernel

AMI

0.20140811.1

0.20140811.1

0.20140811.1

1.7.0

0.353

6.7

49

10.09

5.10.0

20210202

1.9.0

214

3.4.1

1.7.1

0.14

24.0

24.0

6.1.90
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0.353

49
10.09
5.10.0
20210202
1.9.0
2.14
3.4.1
1.7.1
0.14
2.4.0
2.4.0

6.1.90

0.14

& AL2023 #50f AMI ( BRiA ) FISK AMI

190



Amazon Linux 2023 AriEE

RHa AMI AMI RARRRZA Aes
kernel-1i 2023.4.20240513 2023.4.20240513
vepatch-repo-

s3

kernel-srpm- 1.0

macros

kernel-tools 6.1.90

keyutils 1.6.3

keyutils-1libs 1.6.3 1.6.3 1.6.3
kmod 29 29

kmod-1ibs 29 29

kpatch-runtime 0.9.7

krb5-1ibs 1.21 1.21 1.21
less 608 608

libacl 2.3.1 2.31 2.3.1
libaio 0.3.111

libarchive 3.5.3 3.5.3 3.5.3
libargon2 20171227 20171227

libassuan 255 255 255
libattr 251 251 2.5.1
libbasicobjects 0.1.1

libblkid 2374 2.37.4 2.37.4
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RAriEmE

B2

libcap
libcap-ng
libcbor
libcollection
libcom_err
libcomps
libconfig

libcurl-minimal

Libdb
libdhash
libdnf
libeconf
libedit
libev
libevent
libfdisk
libffi
libfido2
libgcc

libgcrypt

AMI

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

0.69.0

0.4.0

3.1

4.33

2112

2374

3.4.4

1.10.0

11.4.1

1.10.2

AMI B KRR A
2.48
0.8.2

0.7.0

1.46.5

0.1.20

8.5.0

5.3.28

0.69.0
0.4.0

3.1

2374
3.4.4

1.10.0
11.4.1

1.10.2

1.46.5

0.1.20

8.5.0

0.69.0

3.4.4

11.4.1

1.10.2
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#curl-minimal
https://docs.aws.amazon.com/linux/al2023/ug/deprecated-al2023.html#deprecated-bdb
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nHta

libgomp

libgpg-error

libibverbs

libidn2

libini_config

libkcapi

libkcapi-
hmaccalc

libldb

libmaxminddb

libmetalink
libmnl
libmodulemd
libmount
libnfsidmap
libnghttp2

1ibnl3

libpath_utils

libpcap
libpipeline

libpkgconf

AMI

11.4.1

1.42

48.0

23.2

1.3.1

1.4.0

1.4.0

26.2

1.5.2

1.04

2.13.0

2374

254

1.59.0

3.5.0

0.2.1

1.10.1

1.5.3

1.8.0
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11.4.1

1.42

2.3.2

1.4.0

1.4.0

1.0.4
2.13.0

2374

1.59.0

1.5.3

Bee
11.4.1

1.42

23.2

2.13.0

2374

1.59.0
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RAriEmE

B2

libpsl
libpwquality
libref_array
librepo

libreport-
filesystem

libseccomp
libselinux

libselinux-
utils

libsemanage
libsepol
libsigsegv
libsmartcols
libsolv

libss
libsss_certmap
libsss_idmap

libsss_ns
s_idmap

libsss_sudo

AMI

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

253

3.4

3.4

3.4

3.4

213

2374

0.7.22

1.46.5

294

294

294

294
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0.21.1

1.4.4

1.14.5

2.15.2

253
3.4

3.4

3.4
3.4
2.13
2374
0.7.22

1.46.5

Bee

0.21.1

1.14.5

2.15.2

3.4

3.4
213
2374

0.7.22
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RHa AMI AMI RARRRZA Aes
libstdc++ 11.4.1 11.4.1 11.4.1
libstoragemgmt 1.94

libtalloc 234

libtasnl 4.19.0 4.19.0 4.19.0
libtdb 1.4.7

libtevent 0.13.0

libtextstyle 0.21 0.21

libtirpc 1.3.3

libunistring 0.9.10 0.9.10 0.9.10
libuser 0.63 0.63

libutempter 1.2.1 1.2.1

libuuid 2374 2.37.4 2374
libuv 1.47.0

libverto 0.3.2 0.3.2 0.3.2
libverto-libev 0.3.2

libxcrypt 4.4.33 4.4.33 4.4.33
libxml2 2104 2.10.4 2104
libyaml 0.2.5 0.2.5 0.2.5
libzstd 1.5.5 1.5.5 1.5.5
Im_sensors-1ibs 3.6.0
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RAriEmE

Rt
1mdb-1ibs
logrotate
lsof

lua-1ibs

lua-srpm-macros

1z4-1ibs

man-db

man-pages

microcode_ctl

mpfr

nano

ncurses
ncurses-base
ncurses-1libs
nettle
net-tools
newt
nfs-utils
npth

nspr

AMI

0.9.29
3.20.1
4.94.0

54.4

1.9.4
2.9.3

5.10

2.1 (x86_64)
4.1.0

5.8

6.2

6.2

6.2

3.8

2.0

0.52.21
2.5.4

1.6

4.35.0
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3.20.1

54.4

1.9.4

293

2.1 (x86_64)

41.0

6.2
6.2
6.2
3.8

2.0

1.6

54.4

1.94

41.0

6.2

6.2

1.6
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RAriEmE

B4
nss
nss-softokn

nss-softokn-
freebl

nss-sysinit
nss-util
ntsysv
numactl-libs

ocaml-srpm-
macros

oniguruma

openblas-srpm-
macros

openldap
openssh
openssh-clients
openssh-server
openssl
openssl-libs
openssl-pkcsll

os-prober

AMI
3.90.0
3.90.0

3.90.0

3.90.0

3.90.0

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8
0.4.12

1.77
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0
2

2.0.14

6.9.7.1

2.4.57
8.7p1
8.7p1
8.7p1
3.0.8
3.0.8 3.0.8
0.4.12

1.77
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pll-kit 0.24.1 0.24.1 0.24.1
pll-kit-trust 0.24.1 0.24.1 0.24.1
package-notes- 0.4

SIpmM-macros

pam 1.5.1 1.5.1

parted 3.4

passwd 0.80 0.80

pciutils 3.7.0 3.7.0

pciutils-1libs 3.7.0 3.7.0

pcre2 10.40 10.40 10.40
pcre2-syntax 10.40 10.40 10.40
perl-Carp 1.50

perl-Class- 0.66

Struct

perl-constant 1.33

perl-Dynaloader 1.47

perl-Encode 3.15
perl-Errno 1.30
perl-Exporter 5.74
perl-Fcntl 1.13
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RAriEmE

nHta

perl-File-
Basename

perl-File-Path
perl-File-stat
perl-File-Temp

perl-Getopt-
Long

perl-Getopt-Std
perl-HTTP-Tiny
perl-if

perl-inte
rpreter

perl-I0
perl-IPC-0Open3
perl-libs

perl-MIME-
Baseb4

perl-mro
perl-overload

perl-over
loading

perl-parent

AMI AMI KRR A

2.85

2.18
1.09
0.231.100

2.52

1.12
0.078
0.60.800

5.32.1

1.43
1.21
5.32.1

3.16

1.23
1.31

0.02

0.238
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RAriEmE

B4
perl-PathTools

perl-Pod-
Escapes

perl-podlators

perl-Pod-
Perldoc

perl-Pod-Simple
perl-Pod-Usage
perl-POSIX

perl-Scalar-
List-Utils

perl-Sele
ctSaver

perl-Socket

perl-srpm-
macros

perl-Storable
perl-subs
perl-Symbol

perl-Term-
ANSIColor

perl-Term-Cap

AMI

3.78

1.07

414

3.28.01

3.42

2.01

1.94

1.56

1.02

2.032

3.21

1.03

1.08

5.01
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RAriEmE

nHta

perl-Text-
ParseWords

perl-Text-Tabs
+Wrap

perl-Time-Local
perl-vars
pkgconf
pkgconf-m4

pkgconf-pkg-
config

policycoreutils

policycor
eutils-python-
utils

popt
procps-ng
protobuf-c
psacct
psmisc

publicsuffix-
list-dafsa

python3

python3-attrs

AMI AMI KRR A

3.30

2021.0726

1.300
1.05
1.8.0
1.8.0

1.8.0

3.4 3.4

3.4

1.18 1.18
3.3.17 3.3.17
1.4.1

6.6.4

234 23.4

20240212 20240212

3.9.16 3.9.16

20.3.0 20.3.0

1.18

20240212

3.9.16
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python3-audit 3.0.6 3.0.6

python3-awscrt 0.19.19 0.19.19

python3-babel 291 291

python3-cffi 1.14.5 1.14.5

python3-chardet 4.0.0 4.0.0

python3-c 04.4 04.4

olorama

python3-c 5.0.6 5.0.6

onfigobj

python3-c 36.0.1 36.0.1

ryptography

python3-daemon 23.0

python3-d 2.81 2.8.1

ateutil

python3-dbus 1.2.18 1.2.18

python3-distro 1.5.0 1.5.0

python3-dnf 4.14.0 4.14.0 4.14.0
python3-dnf- 4.3.0 4.3.0

plugins-core

python3-d 0.16 0.16

ocutils

python3-gpg 1.15.1 1.15.1 1.15.1
python3-hawkey 0.69.0 0.69.0 0.69.0
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python3-idna 210 210

python3-jinja2 211.3 211.3

python3-j 0.10.0 0.10.0

mespath

python3-j 1.21 1.21

sonpatch

python3-j 2.0 2.0

sonpointer

python3-j 3.2.0 3.2.0

sonschema

python3-1 0.1.20 0.1.20 0.1.20
ibcomps

python3-1libdnf 0.69.0 0.69.0 0.69.0
python3-1libs 3.9.16 3.9.16 3.9.16
python3-1 3.4 3.4

ibselinux

python3-1 3.4 3.4

ibsemanage

python3-1 1.9.4

ibstoragemgmt

python3-1 0.12.2

ockfile

python3-m 1.1.1 1.1.1

arkupsafe
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nHta

python3-n
etifaces

python3-o
authlib

python3-pip-

wheel

python3-ply

python3-p

olicycoreutils

python3-p
rettytable

python3-prompt-

toolkit

python3-p
ycparser

python3-p
yrsistent

python3-p
yserial

python3-pysocks
python3-pytz

python3-pyyaml

python3-r
equests

AMI

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4

1.7.1

2022.7 1

5.4.1

2.251
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0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4

1.7.1
2022.71
5.4.1

2.25.1

21.3.1
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RAriEmE

B4
python3-rpm

python3-ruamel -
yaml

python3-ruamel -
yaml-clib

python3-setools

python3-s
etuptools

python3-s
etuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
python-chevron

python-srpm-
macros

quota
quota-nls
readline
rng-tools

rootfiles

AMI

4.16.1.3

0.16.6

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

0.13.1

3.9

4.06

4.06

8.1

6.14

8.1

AMI| FRIERRZA
4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0
235
1.25.10

0.2.5

8.1
6.14

8.1

Bee

4.16.1.3

59.6.0

8.1

& AL2023 #50f AMI ( BRiA ) FISK AMI
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RAriEmE

B2

rpcbind

rpm
rpm-build-1libs
rpm-1libs

rpm-plugin-
selinux

rpm-plugin-
systemd-inhibit

rpm-sign-1ibs
rsync

rust-srpm-
macros

sbsigntools
screen

sed
selinux-policy

selinux-policy-
targeted

setup
shadow-utils
slang

sgqlite-1libs

AMI

1.2.6

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

3.2.6

21

0.9.4

4.8.0

4.8

37.22

37.22

2.13.7

4.9

23.2

3.40.0

AMI| FRIERRZA

4.16.1.3
4.16.1.3
4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

0.9.4

4.8
37.22

37.22

2.13.7

4.9

3.40.0

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.8

2.13.7

3.40.0

& AL2023 #50f AMI ( BRiA ) FISK AMI
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RAriEmE

B2
sssd-client
sssd-common
sssd-kcm
sssd-nfs-idmap
strace

sudo
sysctl-defaults
sysstat
systemd
systemd-1libs

systemd-n
etworkd

systemd-pam

systemd-r
esolved

systemd-udev
system-release

systemtap-
runtime

tar

tbb

AMI

294

294

294

294

6.8

1.9.15

12.5.6

252.16

252.16

252.16

252.16

252.16

252.16

2023.4.20240513

4.8

1.34

2020.3

AMI| FRIERRZA

1.9.15

1.0

252.16
252.16

252.16

252.16

252.16

252.16

2023.4.20240513

1.34

%
B

2023.4.20240513

& AL2023 #50f AMI ( BRiA ) FISK AMI
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RAriEmE

B4

tcpdump

tcsh

time
traceroute
tzdata

unzip
update-motd
userspace-rcu
util-linux
util-linux-core
vim-common
vim-data
vim-enhanced
vim-filesystem
vim-minimal
wget

which

words

xfsdump

xfsprogs

AMI

4.99.1

6.24.07

1.9

213

2024a

6.0

2.2

0.12.1

2.37.4

2374

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

3.0

3.1.11

5.18.0

AMI| FRIERRZA

2024a

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

2.21

5.18.0

%
B

2024a

& AL2023 #50f AMI ( BRiA ) FISK AMI
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RAriEmE

B2 AMI
xxd 9.0.2153
xxhash-1libs 0.8.0
Xz 5.2.5
xz-1ibs 525
yum 4.14.0
zip 3.0
zlib 1.2.11
zram-generator 1.1.2
zram-generator- 1.1.2
defaults
zstd 1.5.5
R HEM AL2023
® Note

AMI FRIEARZAR

5.2.5
5.2.5

4.14.0

1.2.11
1.1.2

1.1.2

1.5.5

5.2.5

4.14.0

1.2.11

BXRUAEHE AL2023 £ Amazon ECS LRERSRICIENBENESZER |, E5H, AL2023
for Amazon ECS BAS5it®&

BIEAG , /LA ERLERSERNER AL2023, 5AL2023 EAR ARG D% Linux 2 REE&EH
F AL2023 &/ AMI &R AL

NTERAS , BIRHE T AL2023.2 RAF 5| AR/ EREE , ARBERNAEERRIZN

AP H AL2023
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AL2023 A AT TFRERSLITEAE , R LLRE T AL2023 ARG , A AREFE AL Linux
KITHRHI AR, BaILAMER AL2023 for Amazon ECS B2t E , W AT A BEEFERIEHNBR[IZTH
@, docker. containerd. M nerdctl BRI LATE AL2023 EREFAEEH,

£

- £/ AL2023 ERiBREEH

+ AL2023 HR/NAESRER

- MEERW AL2023 BREEH

o b3 Amazon Linux 2023 BesBG& L REHNRHES

« & Amazon Linux 2023 AMI RIKMRA B BRRE L ZEN R4S

ffEA AL2023 Rl A BEG

AL2023 BEREBGH AL2023 AMI B ENMHERKRHAEGEE, R Docker THEANERIRE |
© A AEEMTREF, MRETE Amazon Elastic Compute Cloud (Amazon EC2) 4t X M AR F#E A
Amazon Linux AMI , Fi AT LAEA Amazon Linux BREsRGFEN N RAREF A= L.

EARFF RIMRFEA Amazon Linux B2R5EH , ARERALD#HEMEERRKES (Amazon ECS) [F&
BRI TR HEA B AWS FE AT I 3# 4 B85 RS (Amazon ECS), BXESZEER |, 521 (Amazon
Elastic Container Registry AAF1§5) H#IF Amazon ECR M55 Amazon ECS && M.

Amazon Linux Be5BR1E Amazon ECR Public LA A, BB EHIEE AWS KRB 7L
93 linux- 2023 FE EFPRREIEKREMR B R AL2023 R, GitHub

M Amazon ECR Public F132H Amazon Linux A& &

1. XK Amazon Linux Public £} & # 1T Docker &P ik & KU, RIFTHABERER 12 /»
it, BEXEZEE , H3% (Amazon Elastic Container Registry A #6/) FHAEEIMEEH

¥,

(® Note

BHTARAHY AWS CLI MRAS 2 3FiZget-login-passwordin &, BXEZELR |, HSH
AWS Command Line Interface FAF#r F M Z % AWS Command Line Interface,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/AmazonECS/latest/userguide/
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https://github.com/amazonlinux/amazon-linux-2023/issues
https://github.com/amazonlinux/amazon-linux-2023/issues
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry_auth.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry_auth.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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$ aws ecr-public get-login-password --region us-east-1 | docker login --username
AWS --password-stdin public.ecr.aws

BT AT R,

Login succeeded

2. 1217 docker pull @55 LAHIER Amazon Linux 2§, B Amazon ECR A TG MIEFEE
Amazon Linux Be5M & , 3% Amazon ECR A FFBR{&53 5E 18 - amazonlinuxe

® Note
FEHIEY AL2023 Docker B grBR&ET , ATAMEA U TN 2 —MHRZ :

- EIREVERFTARAH AL2023 BEsB& , BFEA 12023 7%,
o EREUSEMAK AL2023 , ATLAEAATHER :
» :2023.[0-7 release quarter].[release date].[build number]

LT REERRE 12023 AN EKH AN AL2023 BesiRG,

$ docker pull public.ecr.aws/amazonlinux/amazonlinux:2023

3. (Wit ) EAXHIZITER.

$ docker run -it --security-opt seccomp=unconfined public.ecr.aws/amazonlinux/
amazonlinux:2023 /bin/bash

M Docker Hub $IEX AL2023 &85 5

1. f£A docker pull @3 HIEL AL2023 & 2RI &,

$ docker pull amazonlinux:2023

2. (Wit ) EARHIZTER.
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https://gallery.ecr.aws/amazonlinux/amazonlinux
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$ docker run -it amazonlinux:2023 /bin/bash

@ Note

AL2023 WRBRMEMNEAR dnf RELEERRREZXZRMHE. XEWRERE amazon-
linux-extras HEFRW T AILA T HM 4

AL2023 H/NBERE B/

(® Note

PR AL2023 BEREGERTASZHAN , ENRPNBR[REAELLEN AL2023 ERt B8R
REETESNEN,

AL2023.2 H5| ABY AL2023 RN BREGSEMBREGNTRAZAET , eNETEREHMBEHE
FMENRERENSRHE. RDBSEEGERITR—EH/ P NEHFE, MTAR2—4HE5ENRHTE.

AL2023 R/NAB/MBEE T AL2023 FEENHHAHWEN, RDNBAB[EGNETEXFIETHE
AmicrodnfdnfE 42 EEIEM T 2INEEPYthonFF2 WA BEESRdnf, XA UG NR/NBEM
&, BENXE —T%E AL2023 AMI I EXRBRB[MEF T ENdnfRE ST EESNTEINGE

AL2023 R/NAB[EBK T provided.al2023 AWS Lambda iz TR IRER &tk

BXBNAREBEGPIENREENIFMIIER |, BFSHELE Amazon Linux 2023 AE5M & E 2R
2o

RNBRRRE KRN

BT AL2023 S/ NREEGMESNEL AL2023 EMAEESGY , AHECHENES, THRERT Y
BRI ERRAH Amazon Linux BB BIET,

(® Note
ARG K/l Amazon ECR 22 FF B &3x1 55 48 £ #9 Amazon Linux PR 7R
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A B IS BR & AR/ #&x
Amazon Linux 1 (AL1) 2018.03.0.20230918 62.3MB PR x86-64
.0
Amazon Linux 2 2.0.20230926.0 64.2MB aarch64 Ltk x86-64
X 1.6MB

Amazon Linux 2023 2023.2.20231002.0 52.4MB
EARARBRRE

Amazon Linux 2023 2023.2.20231002.0- 35.2MB
RDBERREG minimal

£ AL2023 /N A EG

S

AL2023 /N ABERE B E LECR%Z |, 2023-minimal iR B A EOE T AL2023 WHE T H/NBE
% , Miminimal }r LA BES FEF AL AL2023 EHAIIL 3% Linux MR,

BT LAE A AT RGHIRBUX 47X : docker

$ docker pull public.ecr.aws/amazonlinux/amazonlinux:minimal

$ docker pull public.ecr.aws/amazonlinux/amazonlinux:2023-minimal

LR RHIETRTDockerfileSRBH/NBREEB/RHATEHR LZE GCC HY -

FROM public.ecr.aws/amazonlinux/amazonlinux:2023-minimal
RUN dnf install -y gcc && dnf clean all

MEEARH AL2023 BEEE%H

AL2023 BIRHEHRHA AL2023 AMI FEEWHERRAHAAHE, ERFE -4 , EERBHEENTA
5% Amazon EC2 6| E5Z1THITRELL , flNBEERdInf. AN BMANKTFHREENITE N
RAEFAENRERBTE AR,
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® Note

PRIE AL2023 BERBBER T ASHAN, ERARERSRRETUENEERG e E#HTH
B, EXFHRRBESERERZ LHETEE MR,

HXYNAREFURERRDERBIIA AR

1. BWESTEMEBIE, X REHNARERFMR.

2. K& —HIE FROM scratch B Dockerfile/Containerfile, Dockerfile BYLAT R4ITA]
AT HENEE bash shell R BB BT E,

FROM public.ecr.aws/amazonlinux/amazonlinux:2023 as build
RUN mkdir /sysroot
RUN dnf --releasever=$(rpm -q system-release --qf '%{VERSION}') \
--installroot /sysroot \
-y \
--setopt=install_weak_deps=False \
install bash

FROM scratch

COPY --from=build /sysroot /
WORKDIR /

ENTRYPOINT ["/bin/bash"]

« Dockerfile WE{TAHRR :

1. BaI— N8 7 build B AL2023 B85, ZARNATEISEARE , ZBAREETLE
B MaERELBENARE

2. Bl /sysroot B, ZBERNRE build RHRLZEEARBRSEBIAENMRBINLE, £
TRIZLESD |, /sysroot BEFHITE N BN ERRGEIRE Fo
BEAXF ARSI dnf A --installroot &I , RATATABIEH M AL2023 R
Bo dnf W—ININEEEBSLZEEFMRGLET BB IEE T,

3. @A dnf LU E%Z%EE| /sysroot,
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DAA

rpm -q system-release --qf '%{VERSION}' tio2&Eif (-q) system-release
BHaE , REBRER (--qf) UITENHAAERAN R4 SHARAE ( S{VERSION} &2
RPM IRAEY rpm & )

o\°

BEEF dnf B9 --releasever SEIREN build BEFHH system-release WRZAS
BHRXMEHH Amazon Linux BesEARMEGE , #FOJLAEA Dockerfile REREAR
22

A LU EIRE N EMTE S Linux 2023 R4 |, 40 2023.4.20240513, --releaseveriX
FEMERBFIZbuild B ENRIFH AL2023 HAIZ1T , BEFTILHBIHY AL2023 x40
] , #BIFM 2023.4.20240513 F M EHERZE B ER.

--setopt=install_weak_deps=False BLEEM A &HiF dnf ALK LF KB ,
MR = HEE R BRI,

4. NERENRSEEHZEIZZH (FROM scratch) REFMWIRE FZF,
5. &£4< /bin/bash & |, 3 ENTRYPOINT & B NPT EM — i &l 374,
3. BB ITHR, NIER 2P RIIWARTSRINEIRZ N Dockerfile B,

$ mkdir al2023-barebones-bash-example
$ cd al2023-barebones-bash-example
$ cat > Dockerfile <<EOF
FROM public.ecr.aws/amazonlinux/amazonlinux:2023 as build
RUN mkdir /sysroot
RUN dnf --releasever=$(xpm -q system-release --qf '${VERSION}') \
--installroot /sysroot \
-y \
--setopt=install_weak_deps=False \
install bash && dnf --installroot /sysroot clean all

FROM scratch

COPY --from=build /sysroot /
WORKDIR /

ENTRYPOINT ["/bin/bash"]

EOF

AT B HRRR.

N
[
?zl/-
i
N
N

$ docker build -t al2023-barebones-bash-example
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5. ERAUTHTETARSR, THRMXR bash NEPMERHETHR

$ docker run -it --rm al2023-barebones-bash-example

bash-5.2# rpm

bash: rpm: command not found

bash-5.2# du -sh /usx/

bash: du: command not found

bash-5.2# 1s

bash: 1s: command not found

bash-5.2# echo /bin/*

/bin/alias /bin/bash /bin/bashbug /bin/bashbug-64 /bin/bg /bin/catchsegv /bin/cd /
bin/command /bin/fc /bin/fg /bin/gencat /bin/getconf /bin/getent /bin/getopts /
bin/hash /bin/iconv /bin/jobs /bin/ld.so /bin/ldd /bin/locale /bin/localedef /
bin/pldd /bin/read /bin/sh /bin/sotruss /bin/sprof /bin/type /bin/tzselect /bin/
ulimit /bin/umask /bin/unalias /bin/wait /bin/zdump

E—NEXEGRNHF , ATHEREANER Hello World! H—4 C NARFHE—IESR.

1. BIBE—/Z=BFRHARNMCFEABHM Dockerfile,

$ mkdir al2023-barebones-c-hello-world-example
$ cd al2023-barebones-c-hello-world-example

$ cat > hello-world.c <<EOF

#include <stdio.h>

int main(void)

{
printf("Hello World!\n");
return 0;

}

EOF

$ cat > Dockerfile <<EOF
FROM public.ecr.aws/amazonlinux/amazonlinux:2023 as build
COPY hello-world.c /
RUN dnf -y install gcc
RUN gcc -o hello-world hello-world.c
RUN mkdir /sysroot
RUN mv hello-world /sysroot/
RUN dnf --releasever=$(xpm -q system-release --qf '${VERSION}') \
--installroot /sysroot \
-y \
--setopt=install_weak_deps=False \

MEEARR AL2023 BERER

216



Amazon Linux 2023 AriEE

install glibc && dnf --installroot /sysroot clean all

FROM scratch

COPY --from=build /sysroot /
WORKDIR /

ENTRYPOINT ["/hello-world"]
EOF

2. ERANUTHTHERRER.

$ docker build -t al2023-barebones-c-hello-world-example .

i

3. FEAUTHRETRR

$ docker run -it --rm al2023-barebones-c-hello-world-example
Hello World!

b3 Amazon Linux 2023 A5G E L EM B 4a

AL2023 B A& L FEN RPM 5 AL2023 /MR & EFER RPM R,

B4 AR RNAER
alternatives 1.15 1.15
amazon-linux-repo- 2023.4.20240513 2023.4.20240513
cdn

audit-1libs 3.0.6 3.0.6
basesystem 11 11

bash 5.2.15 5.2.15
bzip2-1libs 1.0.8 1.0.8
ca-certificates 2023.2.64 2023.2.64
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B4 AR RNER
coreutils-single 8.32 8.32
crypto-policies 20220428 20220428
curl-minimal 8.5.0 8.5.0
dnf 4.14.0

dnf-data 4.14.0 4.14.0
elfutils-default-y 0.188

ama-scope

elfutils-libelf 0.188

elfutils-1libs 0.188

expat 25.0

file-1libs 5.39 5.39
filesystem 3.14 3.14
gawk 51.0 51.0
gdbm-1ibs 1.19

glib2 2.74.7 2.74.7
glibc 2.34 2.34
glibc-common 2.34 2.34
glibc-minimal-lang 2.34 2.34
pack

gmp 6.2.1 6.2.1
gnupg2-minimal 2.3.7 2.3.7
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B4 AR RNER
gobject-introspect 1.73.0
ion

gpgme 1.15.1 1.15.1
grep 3.8 3.8
json-c 0.14 0.14
keyutils-1libs 1.6.3 1.6.3
krb5-1ibs 1.21 1.21
libacl 2.31 2.31
libarchive 3.5.3 3.5.3
libassuan 255 255
libattr 2.51 2.51
libblkid 2374 2.37.4
libcap 2.48 2.48
libcap-ng 0.8.2 0.8.2
libcom_err 1.46.5 1.46.5
libcomps 0.1.20

libcurl-minimal 8.5.0 8.5.0
libdnf 0.69.0 0.69.0
libffi 3.4.4 3.4.4
libgcc 11.4.1 11.4.1
libgcrypt 1.10.2 1.10.2
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RAriEmE

B2
libgomp
libgpg-error
libidn2
libmodulemd
libmount
libnghttp2
libpeas
libpsl
librepo
libreport-filesystem
libselinux
libsepol
libsigsegv
libsmartcols
libsolv
libstdc++
libtasnl
libunistring
libuuid

libverto

BeR
11.4.1
1.42
2.3.2
2.13.0
2374

1.59.0

0.21.1
1.14.5
2.15.2
3.4
3.4
2.13
2374
0.7.22
11.4.1
4.19.0
0.9.10
2374

0.3.2

1.42

2.3.2

2.13.0

2374

1.59.0

1.32.0

0.21.1

1.14.5

2.15.2

3.4

3.4

2.13

2374

0.7.22

11.4.1

4.19.0

0.9.10

2374

0.3.2

AL2023 A& FIRIT L
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RAriEmE

B2
libxcrypt
libxml2
libyaml
libzstd
lua-1libs
1z4-1ibs
microdnf
microdnf-dnf
mpfr
ncurses-base
ncurses-1libs
npth
openssl-1libs
pll-kit
pll-kit-trust
pcre2
pcre2-syntax
popt

publicsuffix-list-
dafsa

python3

BeR
4.4.33
2.104
0.2.5
1.5.5
54.4

1.9.4

41.0
6.2
6.2
1.6
3.0.8
0.24.1
0.24 1
10.40
10.40
1.18

20240212

3.9.16

0.2.5

1.5.5

54.4

1.9.4

3.8.1

3.8.1

41.0

6.2

6.2

1.6

3.0.8

0.24.1

0.241

10.40

10.40

1.18

20240212

AL2023 A& FIRIT L
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B4 AR RNER
python3-dnf 4.14.0

python3-gpg 1.15.1

python3-hawkey 0.69.0

python3-1libcomps 0.1.20

python3-1ibdnf 0.69.0

python3-1libs 3.9.16

python3-pip-wheel 21.3.1

python3-rpm 4.16.1.3

python3-setuptools- 59.6.0

wheel

readline 8.1 8.1

Ipm 4.16.1.3 4.16.1.3
rpm-build-1ibs 4.16.1.3

rpm-1libs 4.16.1.3 4.16.1.3
rpm-sign-1libs 4.16.1.3

sed 4.8 4.8
setup 2.13.7 2.13.7
sqlite-1libs 3.40.0 3.40.0
system-release 2023.4.20240513 2023.4.20240513
tzdata 2024a

xz-1libs 525 525
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RAriEmE

e
yum

z1lib

wE
4.14.0

1.2.11

1.2.11

b3 Amazon Linux 2023 AMI 1B MAREFREG L 2= HE

AL2023 Minimial AMI E7FEH RPM &5 AL2023 [KE EZEH RPM M &/NBB|REH LER,

BnHea
alternatives

amazon-chrony-
config

amazon-ec2-net-

utils

amazon-linux-
repo-cdn

amazon-linux-
repo-s3

amazon-linux-
sb-keys

audit
audit-1libs
awscli-2
basesystem

bash

AMI SERRAS
1.15

4.3

241

2023.4.20240513

2023.1

3.0.6
3.0.6
2.15.30
11

5.2.15

2023.4.20240513

3.0.6

11

5.2.15

2023.4.20240513

3.0.6

11

5.2.15

AL2023 AMI RIERA SRERMEH LR
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RAriEmE

B2
bzip2-1libs
ca-certificates
checkpolicy
chrony
cloud-init

cloud-init-cfg-
ec2

cloud-utils-
growpart

coreutils

coreutils-
common

coreutils-
single

cpio

cracklib
cracklib-dicts
crypto-policies
cryptsetup-1libs

curl-minimal

cyrus-sasl-1lib

dbus

AMI B KRR A
1.0.8
2023.2.64
3.4

4.3

22.2

22.2

0.31

8.32

8.32

213
2.9.6
2.9.6
20220428
2.6.1
8.5.0
21.27

1.12.28

2023.2.64

8.32

20220428

8.5.0

1.0.8

2023.2.64

8.32

20220428

8.5.0

AL2023 AMI RIERA SRERMEH LR
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#curl-minimal
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B2
dbus-broker
dbus-common
dbus-1ibs
device-mapper

device-mapper-
libs

diffutils
dnf
dnf-data

dnf-plugi
n-release-
notification

dnf-plugins-
core

dnf-plugin-
support-info

dracut

dracut-config-
ec2

dracut-config-
generic

e2fsprogs

e2fsprogs-1libs

AMI SRR AR
32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0 4.14.0

4.14.0 4.14.0

1.2

4.3.0

1.2

055

3.0

055

1.46.5

1.46.5

4.14.0
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ec2-utils
efi-filesystem
efivar
efivar-1libs

elfutils-
default-yama-
scope

elfutils-libelf
elfutils-1libs
expat

file
file-1libs
filesystem
findutils
fuse-1libs
gawk
gdbm-1ibs
gdisk

gettext
gettext-1libs

glib2

AM| B KRR A
2.2.0

5

38

38

0.188

0.188
0.188
2.5.0
5.39
5.39
3.14
4.8.0

299

1.0.8
0.21
0.21

2.74.7

0.188

0.188

0.188

2.5.0

5.39

3.14

5.1.0

1.19

2.74.7

5.39

3.14

2.74.7
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glibc 2.34 2.34 2.34
glibc-all- 2.34

langpacks

glibc-common 2.34 2.34 2.34
glibc-locale- 2.34

source

glibc-minimal- 2.34 2.34
langpack

gmp 6.2.1 6.2.1 6.2.1
gnupg2-minimal 2.3.7 2.3.7 2.3.7
gnutls 3.8.0

gobject-i 1.73.0
ntrospection

gpgme 1.15.1 1.15.1 1.15.1
grep 3.8 3.8 3.8
groff-base 1.22.4

grub2-common 2.06

grub2-efi-aab4- 2.06 (aarch64)

ec2

grub2-efi-x64- 2.06 (x86_64)
ec2

grub2-pc- 2.06
modules
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B4
grub2-tools

grub2-tools-
minimal

grubby

gzip
hostname
hwdata

inih
initscripts
iproute
iputils
irgbalance
jansson
jitterentropy
jq

json-c

kbd
kbd-misc

kernel

AMI FRIEARA
2.06

2.06

8.40
1.12

3.23
0.353

49

10.09
5.10.0
20210202
1.9.0
2.14
3.4.1
1.7.1
0.14
2.4.0
2.4.0

6.1.90

0.14

0.14
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nHta

kernel-1i

vepatch-repo-

s3

keyutils-1libs

kmod

kmod-1ibs

krb5-1ibs

less

libacl

libarchive

libargon2
libassuan
libattr
libblkid
libcap
libcap-ng

libcbor

libcom_err

libcomps

libcurl-minimal

libdb

AMI FRIEARA

2023.4.20240513

1.6.3
29

29
1.21
608
2.3.1
3.5.3
20171227
255
2.5.1
2374
2.48
0.8.2
0.7.0
1.46.5
0.1.20
8.5.0

5.3.28

1.6.3

1.21

2.3.1

3.5.3

2.5.5

2.5.1

2374

2.48

0.8.2

1.46.5

0.1.20

8.5.0

1.6.3

1.21

2.3.1

3.5.3

255

2.5.1

2374

2.48

0.8.2

1.46.5

8.5.0
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libdnf 0.69.0 0.69.0 0.69.0
libeconf 0.4.0

libedit 3.1

libfdisk 2374

libffi 3.4.4 3.4.4 3.4.4
libfido2 1.10.0

libgcc 11.4.1 11.4.1 11.4.1
libgcrypt 1.10.2 1.10.2 1.10.2
libgomp 11.4.1 11.4.1

libgpg-error 1.42 1.42 1.42
libidn2 23.2 2.3.2 232
libkcapi 14.0

libkcapi- 1.4.0

hmaccalc

libmnl 1.04

libmodulemd 213.0 213.0 213.0
libmount 2374 2.37.4 2374
libnghttp2 1.59.0 1.59.0 1.59.0
libpeas 1.32.0
libpipeline 1.5.3

libpsl 0.21.1 0.21.1 0.21.1
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e
libpwquality
librepo

libreport-
filesystem

libseccomp
libselinux

libselinux-
utils

libsemanage
libsepol
libsigsegv
libsmartcols
libsolv
libss
libstdc++
libtasnl
libtextstyle
libunistring
libuser
libutempter

libuuid

AMI| B KRR A
1.4.4
1.14.5

2.15.2

253
3.4

3.4

3.4
3.4
2.13
2374
0.7.22
1.46.5
11.4.1
4.19.0
0.21
0.9.10
0.63
1.2.1

2374

1.14.5

2.15.2

3.4

3.4

2.13

2374

0.7.22

11.4.1

4.19.0

0.9.10

2374

1.14.5

2.15.2

3.4

3.4

2.13

2374

0.7.22

11.4.1

4.19.0

0.9.10

2374
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libverto
libxcrypt
libxml2
libyaml
libzstd
logrotate
lua-libs
1z4-1ibs
man-db
microcode_ctl
microdnf
microdnf-dnf
mpfr

ncurses
ncurses-base
ncurses-1libs
nettle
net-tools
npth

numactl-libs

AMI B KRR A
0.3.2

4.4.33

2.10.4

0.2.5

1.5.5

3.20.1

5.4.4

1.9.4

2.9.3

2.1 (x86_64)

41.0
6.2
6.2
6.2
3.8
2.0
1.6

2.0.14

4.4.33

2104

0.2.5

1.5.5

54.4

1.9.4

41.0

6.2

6.2

1.6

0.3.2

2104

0.2.5

1.5.5

54.4

1.94

3.8.1

3.8.1

41.0

6.2

6.2

1.6
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oniguruma 6.9.7.1

openldap 2.4.57

openssh 8.7p1

openssh-clients 8.7p1

openssh-server 8.7p1

openssl 3.0.8

openssl-libs 3.0.8 3.0.8 3.0.8
openssl-pkcsll 0.4.12

os-prober 1.77

pll-kit 0.24.1 0.24.1 0.24.1
pll-kit-trust 0.24.1 0.24.1 0.24.1
pam 1.51

passwd 0.80

pciutils 3.7.0

pciutils-1libs 3.7.0

pcre2 10.40 10.40 10.40
pcre2-syntax 10.40 10.40 10.40
policycoreutils 3.4

popt 1.18 1.18 1.18
procps-ng 3.3.17
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psmisc

publicsuffix-
list-dafsa

python3
python3-attrs
python3-audit
python3-awscrt
python3-babel
python3-cffi
python3-chardet

python3-c
olorama

python3-c
onfigobj

python3-c
ryptography

python3-d
ateutil

python3-dbus
python3-distro
python3-dnf

python3-dnf-
plugins-core

AMI KRR BeR
234

20240212 20240212

3.9.16 3.9.16
20.3.0

3.0.6

0.19.19

2.9.1

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1

1.2.18
1.5.0
4.14.0 4.14.0

4.3.0

20240212
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python3-d
ocutils

python3-gpg
python3-hawkey
python3-idna
python3-jinja2

python3-j
mespath

python3-j
sonpatch

python3-j
sonpointer

python3-j
sonschema

python3-1
ibcomps

python3-1libdnf
python3-1libs

python3-1
ibselinux

python3-1
ibsemanage

python3-m
arkupsafe

AMI FRIEARA

0.16

1.15.1
0.69.0
2.10

2113

0.10.0

1.21

20

3.2.0

0.1.20

0.69.0
3.9.16

3.4

3.4

1.1.1

1.15.1

0.69.0

0.1.20

0.69.0

3.9.16
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python3-n
etifaces

python3-o
authlib

python3-pip-

wheel

python3-ply

python3-p

olicycoreutils

python3-p
rettytable

python3-prompt-

toolkit

python3-p
ycparser

python3-p
yrsistent

python3-p
yserial

python3-pysocks
python3-pytz

python3-pyyaml

python3-r
equests

AMI FRIEARA

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4

1.7.1
2022.7 1
5.4.1

2.251

21.3.1
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B4
python3-rpm

python3-ruamel-
yaml

python3-ruamel -
yaml-clib

python3-setools

python3-s
etuptools

python3-s
etuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
readline
rng-tools
rootfiles

rpm
rpm-build-1libs
rpm-1libs

rpm-plugin-
selinux

AMI FRIEARA

4.16.1.3

0.16.6

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

8.1

6.14

8.1

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

59.6.0

8.1

4.16.1.3

4.16.1.3

4.16.1.3

8.1

4.16.1.3

4.16.1.3
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rpm-plugin-
systemd-inhibit

rpm-sign-1libs
sbsigntools
sed
selinux-policy

selinux-policy-
targeted

setup
shadow-utils
sqlite-1libs
sudo
sysctl-defaults
systemd
systemd-1libs

systemd-n
etworkd

systemd-pam

systemd-r
esolved

systemd-udev

system-release

AMI FRIEARA

4.16.1.3

4.16.1.3
0.9.4
4.8
37.22

37.22

2137
4.9
3.40.0
1.9.15
1.0
252.16
252.16

252.16

252.16

252.16

252.16

2023.4.20240513

4.16.1.3

4.8

2.13.7

3.40.0

2023.4.20240513

4.8

2137

3.40.0

2023.4.20240513
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tar

tzdata
update-motd
userspace-rcu
util-linux
util-linux-core
vim-data
vim-minimal
which

xfsprogs

XZ

xz-1libs

yum

z1lib
zram-generator

zram-generator-
defaults

zstd

AMI SRR AR

1.34

2024a 2024a
2.2

0.12.1

2374

2.37.4

9.0.2153

9.0.2153

2.21

5.18.0

5.2.5

5.2.5 5.2.5

4.14.0 4.14.0

1.2.11 1.2.11

1.5.5

5.2.5

1.2.11
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AL2023 FF /3 AWS Elastic Beanstalk

AWS Elastic Beanstalk 2 —I B THBMY B Web NARFHNBRSHES. BREL£EMKRT |, Elastic
Beanstalk 2Bz BEE — NBRERE., AHFH. BV RANABRFZTRRILE, BXEZ
{8 , F3H AWS Elastic Beanstalke

E{F M Elastic Beanstalk , BFECZE—MNARERF , FNAEFRAUNAREFREVER (0
Java .war X# ) E£{%Z%| Elastic Beanstalk , RERHE—LEEHXZNARFNEL. Elastic Beanstalk
LHIBHHE , HOEN AWS BBZTREMENER. BEXEZEELR , 5 H AWS Elastic
Beanstalk FF & A R $5,

Elastic Beanstalk Linux £ & f£/A Amazon EC2 354l , X 32447 Amazon Linux. B ZE 2023 £ 8
B 4 B , Elastic Beanstalk 2L FEF Amazon Linux 2023 B9 &% X : Docker. Tomcat, Java
SE. Node.js. PHP # Python. Elastic Beanstalk IE1E %5 1161 %1 Elastic Beanstalk & & XY
AL2023 X

Elastic Beanstalk £ & XM a1 E T AL2023 HMERF A 5EE 5| R O] £ Elastic Beanstalk FF & &
}8 ™M Elastic Beanstalk Linux & %82 F 3K 2,

BXFH Elastic Beanstalk SFA MM B LA RAHV EZ ML |, AI7E Elastic Beanstalk & 7 1 B F #%

E,

EHEA AL2023 AWS CloudShell

AWS CloudShell 2 — MNETRIEER. @ TMARIEN shell , BULAEZEMESZ. AWS Management
Consolef2 A LUBY AWS Management Console JLAREIM A X SHZEl. CloudShell BXEZEER
BHS R WA AWS CloudShell ?

AWS CloudShellB B & F T 5# Linux 2 , [T E AL2023, M 2023 &£ 12 A 4 BFF 4, [[@ AL2023
BTG4 AWS XI5 FFa#EE ., B CloudShell iT#Z AL2023 WEZEE |, HSEAMNIL S @
Linux 2 AWS CloudShell iE# Z\I &b Linux 2023,

FERET AL2023 B9 Amazon ECS AMI It E RSBt TEME

(® Note
BRUMFAERERAMEM AL2023 WEZEE , BSRAETH AL2023,

Elastic Beanstalk =# AL2023 240


https://aws.amazon.com/elasticbeanstalk/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/Welcome.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/Welcome.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/Welcome
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/platforms-linux.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/Welcome
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/relnotes.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/cloudshell-AL2023-migration.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/cloudshell-AL2023-migration.html
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Amazon Elastic Container Service (Amazon ECS) 2 —ft £ R EXNNW AR HmEERS , TS ER
WEHE, BBV BAR[CRARER. EN—EZLEEWIRS , Amazon ECS RiE T AWS BLEH
BEREXE, ©5T D84 REEEME (Amazon ECR) AWS Hl Docker EE=F T E&E/K, X
SEREHARERZTETHENAREMARKE, BAUERRE AWS KEFETHNT BERSEIER
&, BEETEEEHERNEDL,

RO LMEAET AL2023 fI Z# ECS £1LE AMI £ AL2023 EIEERBILITENE. BXEZE
B , {55 % Amazon ECS {£1tLHy AMI

5 AL2 #8tk , B ECS Ry AL2023 K4 731

5 AL2 —# , AL2023 1214t T 4R Amazon ECS Linux SEHETArENER B 44, £ AL2
Fcontainerd, docker, Mecs-initHRHBAETIRBamazon-1linux-extras , m AL2023 M|
FXEHRHTIEEROFEEES,

E @S MRA IR S48 FES TR EM A RIIEE , AR T , 4 AL2023 AMI #8iEZ S ENF6#
FERRZA, AL2023 Amazon ECS {1ty AMI th 280tk EHEZH , TMFASTEFNN L EHNIRERN
FIEEH , HiRE—FERINRBEMRER L AMI RBRHNEES R, Bxit AL2023 THEENESE
B, BSHE AL2023 LB RAEHEEESHBELEHAR.

AL2023 @it AL2 XM cgroup v1 O R cgroup v2, BXEZEE | BSH S —#EAERE
¥ (cgroup v2).

(® Note

2023.2.20230920 2 Bt AL2023 BRAS ( £ —4 AL2023. 2 BRA ) 7 cgroup MERRNE R R
2 (OOM) Fa8&—MEiR, systemdcgroup RIIFFIEHEE BRI , MFRE OOM RF—
RIEFE—NHE | XRTHNITR.

5 AL2 1TRAAL | XE2—fEIR , B 2023.2.20230920 x4 # AL2023 EEEE.

%I B FIRM T AT H#3E Amazon ECS {£1bLBY AMI Blamazon-ecs-ami GitHub X8, K{TUHBREART
WA AL2023 iS5 B4 Amazon ECS AMI ARZSXY B o

B AL2 LIk Amazon ECS 8% 21t 241


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-optimized_AMI.html
https://docs.aws.amazon.com/linux/al2023/release-notes/relnotes-2023.2.20230920.html
https://github.com/aws/amazon-ecs-ami
https://github.com/aws/amazon-ecs-ami/releases
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HEMET AL2023 #9 Amazon ECS {£1tLHY AMI

/A Important

RNBUEERLT D% ECS LM AL2023 AMl, BEXEZEE |, H5H (L DM RS
REFEARERE) LT ECS {£1LR AMI,

BT LAEA Amazon ECS SIZ2BENX AMI FTAMEHNEERA, BXxEZEL | HFSRIL %
ECS {£1tH#Y Linux AMI F9ZRI 78,

£ AL2023 EfEATIS# Elastic File System

Amazon Elastic File System (Amazon EFS) Rt LIRFZ B/ T LB MU X4 FE , XELTLTEMESR
EEEHAENMEAERNTRAEXHEHIE, Amazon EFS AT FM N ARFHNER TRET RS PB
&, AUEEFNANBRXEG BT KRG, Amazon EFS EBER#2M Web BREHE , Tit&R
ERE# P ENREXHRS. ZRFNEEEMEXHFREEMRE , XEREEATUREHE. &
WINEFERNHRARBENE M.

Amazon EFS 3x#¥ Network File System A2 4 ( NFSv4.1 # NFSv4.0 ) fM , Btk , &4 w5
NMARFEMIERLE Amazon EFS T&iE. ZMNTEXH , @3 Amazon EC2, Amazon ECS H
AWS Lambda , AJBAEBY ARl —4 Amazon EFS X#R %, Eit , — 1 EFS XHRETUR SNt
EXPIHBFELETHIEARFNNAEFREBARER.

£ AL2023 £&% amazon-efs-utils

Zamazon-efs-utilsHHF B AIES LR AL2023 FEEHRKE , AT ihE Amazon EFS X4 %

%
1£ AL2023 %% amazon-efs-utils ¥4

amazon-efs-utils@ERAUTHSHITRE,

$ dnf -y install amazon-efs-utils
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-optimized_AMI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-optimized_AMI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-ami-build-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-ami-build-scripts.html
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1£ AL2023 %% Amazon EFS X4 &R %

RIETRGamazon-efs-utils , A LATE AL2023 345 F3# Amazon EFS &5k,
1£ AL2023 3% Amazon EFS X% %

EFANXHRS ID #HITER , EEAUT@ES,

sudo mount -t efs file-system-id efs-mount-point/

WA SURBZ RS, LMEER TLS 5 DNS B EEZH BT IP MIEXHREE id RINZE L 8y
BiE. AXRESRER , BSREA EFS EHABEFE Amazon Linux K| R TR S

FERET AL2023 fENT 5% EMR

Amazon EMR 2 —7fh Web g% , ©FEE TR RIF Apache Hadoop 1 AWSFRIREEH RS &
b BB EHIE,

HEF AL2023 W@ EMR X%
T D% EMR KRZA 7.0.0 22— ET AL2023 MEMRA, EHEAS | AL2023 AT D#H EMR

M EMBERS | F AL2023 WATE BT E TL S EMR ., BXEZER , HZH Amazon
EMR 7.0.0 X171,

EHF AL2023 B9 Amazon EMR on EKS

Amazon EMR on EKS 6.13 28 — /N8| A AL2023 fER —MNETHI AR A . FIBZMRAS |, B LUES
AL2023 /53) Spark ERIBERSHER B3 Java 17 51T, BXEZEL | HSH EKS6.13 £
Amazon EMR £4Ti#EBF] EKS LA ET % EMR X174 88,

£ AL2023 #{E A AWS Lambda

£/ AWS Lambda , BT EMERER RS R/ATETRE, ERAFNFOEENITENELE , S8
MABARZITE , FREEARA. SILFAUNEARENNARFRERRFETRD XL
HEFEE, RELALZNRE , Lambda MALEUS T AMESITNT RENKBRAEN —,

%4 Amazon EFS X R4 243


https://docs.aws.amazon.com/efs/latest/ug/mounting-fs-mount-helper-ec2-linux.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-700-release.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-700-release.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/emr-eks-6.13.0.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/emr-eks-6.13.0.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/emr-eks-releases.html
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AL2023 provided.al2023 £ EETRMBRE B

provided.al2023EAE/TRE T AL2023 /N AeeEH , HIEHET AL2023 B Lambda &=
TR MASFEMBER. HTprovided.al2023 178t EE T AL2023 &R/NA[RE , Bit/hF 40
MB #iz TRt B ELE K4 109 MB fprovided.al2iz{TRt AN B %,

BEXEZELR |, B2 Lambda 2178t M {FE A Lambd a 885 5.

EF AL2023 #J Lambda =178

RKREMUWIEEBESEITH ( B30 Node.js 20, Python 3.12, Java 21 M .NET 8 ) EF AL2023 ,
Fi#Eprovided.al2023&F AL2023 AiE TR/ & R AR VE 7y B AR &

HF AL2023 B9 Lambda BE#K

« AL2023 E AR Lambda B ¥ Go
« AL2023 EAHKY Lambda B{# Rust

BXEZEE , 550 (AWS Lambda TR A R$ER) FHY Lambda B1TET R %8,

provided.al2023Lambda iZ{ThY 244


https://docs.aws.amazon.com/linux/al2023/ug/minimal-container.html
https://gallery.ecr.aws/lambda/provided
https://docs.aws.amazon.com/lambda/latest/dg/lambda-runtimes.html
https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://aws.amazon.com/blogs/compute/introducing-the-amazon-linux-2023-runtime-for-aws-lambda/
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Hiz

UT#HERERROAERAZITIESE Linux 2023 (AL2023) WL 5# EC2 KAIMITELES. BX
MIHRE |, TS RAWS HFWIMAEK,

AR AL2 W , SRS EC2 A Er P RIZIT Linux WL Si# EC2 SEAIHY i,

Hig

- ¥R : £ AL2023 LR ¥ LAMP RS8R

- ¥ : f£ AL2023 L& SSL/TLS

« ¥IE £ AL2023 EE¥F— WordPress BEE

T | £ AL2023 £ &% LAMP fR55 28

LA S F2 Al &8 BhRTE AL2023 3245 ( BETFRA LAMP MRS 285 LAMP #ik ) EZERX#E PHP Al
M ar iaDB ( #:XFT &K MySQL %X ) B Apache M4EBRS 88 AT LAGE LRSS 2R R T E R S M vh
FMEBENBEFPNEERTRERENDS PHP NARRF

/A Important
XERFET N AL2023 Mi%it. MREZAEEMAITHR (20 Ubuntu SREHE L Linux )
Fi%iE LAMP Web R85 , MIAHBETRES. X F Ubuntu , i5Z LT Ubuntu #£ X 3244 :
SQLPHP, ApacheMyBXEMEMIMA , BSR4 E T ZRAH STH,

x5

- Z]R 1 HER LAMP RF =R

« S} 2: Wi LAMP BRS 8=

- SR 3 BREEERSENZTS

« B4 (A% ) T phpMyAdmin
.« R HERR

« Hx E£&

1£ AL2023 £&=% LAMP 245


https://www.aws.training/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-tutorials.html
https://mariadb.org/about/
https://help.ubuntu.com/community/ApacheMySQLPHP
https://help.ubuntu.com/community/ApacheMySQLPHP
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SR HER LAMP BRSS5
Se R A

- REBRBRECLMER AL2023 B3N 7 —MNETEH , ZEHIFAHE DNS BRI UM EBRM G,
BXEZEER , 555 Amazon EC2 £# AL2023, BEMXTEEZ A , MEARYF SSH (%A
22). HTTP (80 80) 1 HTTPS (0 443) &, AR XEEREENESES | 55 Amazon
EC2 AF 8RR Linux SEBI A LR E,

« UTHRERE AL2023 EAJAMEH PHP IR , HBIH 8.1, MREITXIERARKEFFIRE PHP
BARFZHAN PHP MNARRF , IINKREHE 8.1 WFHRAM,

% LAMP R55 88

1. EEIEH X6, BEXEZER , B H EEERES AL2023 E46i,
2. NAREWAERGEZBHL TEFIRES , BNENRFIMITRERGEH, KIETEREER/LDH
RYESE |, (B LB EREHAE RN T2 ERNRBEE

-y MR EEH TR REIA, MREFEELENREEN , WA A ZET,

[ec2-user ~]$ sudo dnf update -y

3. ZTEEIMAH Apache Web fRF5ESH AL2023 B9 PHP 44 2.

[ec2-user ~]$ sudo dnf install -y httpd wget php-fpm php-mysqli php-json php php-
devel

4. &I MariaDB B8, A dnfinstall &85 7 @8 ZE SN RS M FTA X KB,
[ec2-user ~]$ sudo dnf install mariadbl@5-server
BEUERATHTEEXEREF SN HBIRE
[ec2-user ~]$ sudo dnf info package_name
fin

[root@ip-172-31-25-170 ec2-user]# dnf info mariadbl@5
Last metadata expiration check: 0:00:16 ago on Tue Feb 14 21:35:13 2023.
Installed Packages
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html

Amazon Linux 2023 AriEE

Name : mariadbl@5

Epoch : 3

Version : 10.5.16

Release : 1.amzn2023.0.6

Architecture : x86_64

Size : 18 M

Source : mariadbl05-10.5.16-1.amzn2023.0.6.sxc.rpm
Repository : @System

From repo : amazonlinux

Summary : A very fast and robust SQL database server
URL : http://mariadb.org

License : GPLv2 and LGPLv2

Description : MariaDB is a community developed fork from MySQL - a multi-user,

multi-threade
: SQL database server. It is a client/server implementation consisting

of

: a server daemon (mariadbd) and many different client programs and
libraries.

: The base package contains the standard MariaDB/MySQL client programs
and

: utilities.
5. J@zh Apache Web BR%5 85,

[ec2-user ~]$ sudo systemctl start httpd

6. {# M systemctl ip B E Apache Web RS 88 , FEAEBRRERHNEE,

[ec2-user ~]$ sudo systemctl enable httpd

BB E T TSR httpd REEERA

[ec2-user ~]$ sudo systemctl is-enabled httpd

7. MREEARXHEMY , BRMLZEMANARLTEELAEZFI AL HTTP (40 80) EiE. BIAER
T, B HEN R ENEGI8IZ launch-wizard-N 2448, MREEERNEMZ AN | 1A
NBE ARG SSH EER — AN,

a. BELATMUFTFF Amazon EC2 ###| & : https://console.aws.amazon.com/ec2/o
b. MBS , iEF Instances ( K6l ) , REEREHZH,
c. ERLEIMFL , EFAUANN, BRFRATHM
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Port range Protocol Source
22 tcp 0.0.0.0/0
/A Warning

FH0.0.0.0/0 AT RFFIE IPv4 b3t SSH iH B EHISEH], XENRXIREF T
DS —/pEntE  BEREEFHREFHTRZSE, EEFHRER | BNRUSE IP i
HE 55 3tb 11k 36 Bl 15 (7] S8 B9 K451

d. WRZXBEARF HTTP (IwmH 80 ) M AWEAN | M AR ENRFIMAMA, EFLLARNEE
B, ERAERERN Linux SR AREFNSER , FINEBUTENHAUZERAN

o KA HTTP
- MY : TCP
+ Port Range : 80

* Source : Custom

M RH Web BRS585. £ Web BB , BAZKEHIFINE DNS it (AFE IP Hhit),
MR /var/www/html FEERA , BRIZLEE Apache WHH , ZRHEFNEREE It
works! (ETHEEE ! ),

B LAE A Amazon EC2 2 #| B 3RENEHIHI A F DNS ( &5 Public IPv4 DNS ( 2% IPv4
DNS ) %l ; R 54 FREMRS , BERFEED ( HRIRES ) , FFFS Public IPv4 DNS (&
A IPVv4DNS ),

BIrSSpIN LA RETSEATHN 80 LMW HTTP REMNHN, BEXxEZEL , FsEOLL4dE
iR

/A Important

MRIEE AR TR Amazon Linux J”JJ‘T*_J“ FEERG| EEER A IE S BRI EE
B, BXNAREHRAENESER  BSREATHED BT,

Apache httpd IR XHRFER I Apache AR B M B FH ., Amazon Linux Apache X #41R B
%N /var/www/html , BRINER THBEFE,

ST
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EARW ec2-user WFIRELL B FHI XY , DTUEREFMERNMNE. LA XN TUTEHLE
%, EAHKESD | A ec2-user HME apache & , FF /var/www B FWFFENE T apache
B, HAZEBEB AR,

RE XHR
1. FEWAF (X8 ec2-user) HZE apache,
[ec2-user ~]$ sudo usermod -a -G apache ec2-user
2. RBHBEHBRUERFE , RERIFEH KA TR,
a. 1BH (A exit W HHXALKIKED )
[ec2-user ~]$ exit
b. ERIFEREN apache AMAA , BEMEZEIZH , RREETUTHS :

[ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal

3. F /var/www REABRHNAFFENEHRE apache 4,

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. EFRMABANBRUAKRITEARARFERZRLENAID, HEXH /var/www X EF B FH B FZAR,

[ec2-user ~]$ sudo chmod 2775 /var/www && find /var/www -type d -exec sudo chmod
2775 {} \;

5. ERMABANRR , FEHAMENR /var/wew REFH FHSTENR :

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {3} \;

X#¥ , ec2-user (M apache AREMIARRAR) TR, MIBRFYREE Apache XER B FH X
#, REERNAR , WESMNIL® PHP NARRF.

RIP &R Web BRS5 28 (FIik)

BT HTTP iKY Web IRFBANERETRBHNBFERMER RS, SEER Web K EREE
HTTP BRS 28T , N FEHEA URL, EERHINITARURERIWEM HTML RNAR (2-E
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B, GRETENERELNEALEES., RIPEHN Web RSB BESZBERE HTTPS (HTTP
Secure) Xi#F , B SSL/TLS MZRRF B BIE.

BXRERS|[LEA HTTPS MEE |, HSH #iE | £ AL2023 L& SSL/TLS,

HH 2 : it LAMP BRS5 8%

MRBRFZBMELREHEIT, BEXHNRIZELER , M| ec2-user IKF MIZEEBTE /var/www/html B
3 (AT M Internet 17/8]) A2 PHP 344,

M EH LAMP BRS5 25

1. 7 Apache X#4R B FH8|E—/ PHP X4,
[ec2-user ~]$ echo "<?php phpinfo(); ?2>" > /var/www/html/phpinfo.php

Z2RAETZGEN , MR HI “Permission denied (I FRHIEL ) EiR , FEIRATH K BEFE
3, BUREUETE R B SR HELE A E S AR,

2. 1 Web XI5EEH , BALZNINICIZR AR URL, It URL XHIFZH DNS it , FEER
AR i :

http://my.public.dns.amazonaws.com/phpinfo.php

BN Z2EE PHP ERRE :
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Amazon Linux 2023

RriEmE

Php

System UnUﬁép‘-ﬁz-m -16-77.ec2.internal 5.15.57-28.127.amzn2022.aarché4 #1 SMP Thu Aug 4 17:06:57 UTC 2022
aarc

Build Date Jun 7 2022 18:21:38

Build System Lirux

Build Provider Amazon Linux

Compiler gee (GCC) 11.3.1 20220421 (Red Hat 11.3.1-2)

Architecture aarché4

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File letc/php.ini

Scan this dir for additional .ini files fetc/php.d

Additional .ini files parsed

Jete/php.d/10-opcache.ini, /etc/php.d/20-bz2.ini, fetc/php.d/20-calendar.ini, /ete/php.d/20-ctype.ini, fetc/iphp.d/20-
curlini, fetc/php.d/20-dom.ini, fete/php.d/20-exif.ini, fete/php.di20-fileinfo.ini, /ete/php.d/20-ftp.ini, fetc/php.d/20-
qgd.ini, fete/php.d/20-gettext.ini, /etc/php.d/20-iconv.ini, /etc/php.d/20-mbstring.ini, /etc/php.d/20-mysqind.ini,
fete/php.d/20-pdo.ini, /etc/php.d/20-phar.ini, /ete/php.d/20-simplexml.ini, /etc/php.df20-sockets.ini, /ete/php.di20-
sqlited.ini, fetc/php.d/20-tokenizer.ini, fetc/php.d/20-xml.ini, /etc/php.d/20-xmiwriter.ini, /fetc/php.df20-xsL.ini,
fete/php.d/30-mysaqli.ini, /ete/php.df30-pdo_mysql.ini, fete/php.df30-pdo_sqlite.ini, fete/php.d/30-xmireader.ini

PHP AP1 20210902

PHP Extension 20210902

Zend Extension 420210802

Zend Extension Build API420210902,NTS
PHP Extension Build AP120210902 NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring
IPvE Support enabled

DTrace Support available, disabled
Registered PHP Streams https, ftps, compress.zlib, php, file, glob, data, hitp, ftp, compress.bzip2, phar

Registered Stream Socket Transports

fcp, udp, unix, udg, ssl, tls, tlsv1.0, tisv1.1, tisv1.2, tisv1.3

Registered Stream Filters

zlib.*, string.rot13, string.toupper, string.tolower, convert.*, consumed, dechunk, bzip2.*, convert.iconv.”

This program makes use of the Zend Scripting Language Engine:
Zend Engine v4.1.7, Copyright (¢} Zend Technologies
with Zend OPcache v8.1.7, Copyright (c), by Zend Technologies

zendengine

MREAREFNTNE , BRIELE—SHPESFESIEBEE /var/www/html/phpinfo.php X,
R UEAULTHSRIIEALZRE THMESLENEFS

[ec2-user ~]$ sudo dnf list installed httpd mariadb-server php-mysqlnd

mRmEPRYEFALENREFS , BHEA sudo yum install package T REEA .
HiB& phpinfo.php X #., RELEETRERER , EHTREER , TRNFHEHZAEER Internet,

[ec2-user ~]$ rm /var/www/html/phpinfo.php

SRR 2 AR LAMP RS 27
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W& , BRZB T —PNBETER LAMP Web fRS528. MREFRNBRIME Apache R B 5 (v
T /var/www/html) , &RIZEEM T ERYKBIRI 2 A DNS it H HEZAR R,

SH 3 BARBEERSSHENZE
MariaDB fR55 BB RERHA ST | KLEDEXN TNRAF RBREHE , BT~ R8RS

25, NEZEASMERIXLIhEE, mysql_secure_installation @3 R A 5| SR ER BB HBBRZEFNIF R
£IhgE, BMEETITEFE A MariaDB fRE88 , RN BEVITIHSER,

{£3 MariaDB fR%28

1. Bzh MariaDB fR%5 88,

[ec2-user ~]$ sudo systemctl start mariadb

2. 1217 mysql_secure_installation.
[ec2-user ~]$ sudo mysql_secure_installation

a. HERTE, BARKSNED,

i BAIEREB. MANBERT , RKFIRBRE®ED, & Enter,

i. BAYREZRDE K REBAFARRLTE, BXUERLTENESEL | EFHR
https://identitysafe.norton.com/password-generator/, HBRFIH BB EEEREMNE,

RE MariaDB REBRXBRFBEENRELER. TENERZEBIREERSIKINA
BFE , SEEAUNZNARF I BBEFERS AR | J R ERRKSITBREERF
B LU R,

b. #AYMRESRAFKF,
c. BAYZEAZERER,
d. BAY BERMHBIERE,
e. BAYEFMENRRARFENEL.
3. (Wik) MREFITEILEMEA MariaDB kS8 , BELLT. BUNEEENBREFHZ.

[ec2-user ~]$ sudo systemctl stop mariadb

4. (Wik) MBEBFHLEFRBAT MariaDB BRE2B[EEF , HRAUTHT
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[ec2-user ~]$ sudo systemctl enable mariadb

FHBR 4. ("k ) T phpMyAdmin

phpMyAdmin@ —RETF Web WEEEFEEETE , TR TEFNSE EC2 L6 LM MySQL BIERE.
BRETRSERIEME | £E/H Amazon Linux 3E6] EREFMEE phpMyAdmin,

/A Important

BRIESERTE Apache F/E A T SSL/TLS , BNIEATFEWEEA phpMyAdmin 758 LAMP RS
25 MREER phpMyAdmin , BARIEEEE A FRB N EMBEN T EZ BT Internet
. BARFRARRENZEEIN , BSHKRF EH phpMyAdmin £, HX7E EC2 3£l
LRI Web RFBF|H—RER , BSH HEE . 7 AL2023 LELE SSL/TLS,

EZ % phpMyAdmin
1. REFENKBI,
[ec2-user ~]$ sudo dnf install php-mbstring php-xml -y

2. EF Apache,

[ec2-user ~]$ sudo systemctl restart httpd
3. EB php-fpm,

[ec2-user ~]$ sudo systemctl restart php-fpm
4, BMBEMTF /var/www/html 8 Apache X418,

[ec2-user ~]$ cd /var/www/html

5. M https://www.phpmyadmin.net/downloads % &# phpMyAdmin RAFREK4E. EFXHE
BETHRIENXH , FEHFIEEATENEME woet 8 F , MAREFIHATR

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

SH]R4 ( A% ) & phpMyAdmin 253
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6. EANT@HSEIE phpMyAdmin XHRFFEFSRIMEHSF,

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

7. MIEX phpMyAdmin-latest-all-languages .tar.gz ####

[ec2-user html]$ xm phpMyAdmin-latest-all-languages.tar.gz

8. (Wik) IR MySQL fRFZeRKiz1T , BYEBIE,

[ec2-user ~]$ sudo systemctl start mariadb

9. 1£ Web ¥+ , A phpMyAdmin T3 URL, bt URL 23KHIfY/NHE DNS itk (L E IP
i) , FEEMMINEZRKE RNER. Hlw .

http://my.public.dns.amazonaws.com/phpMyAdmin

REIZ 2 E R phpMyAdmin B RAHE :

SR 4 (WiE ) REE phpMyAdmin 254
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php
Welcome to phpMyAdmin

Language

English j

Login &

Username:
root

Password:

Go

10. FEAZZHtIZENroot AF &M MySQL root BB & FIEM phpMyAdmin ZEEF.
ENRENFTHITERE , ARTERAER. BNBEVUEEEFICREENXH , MTHAR :
a. EMNRIWEENXHGFE , BEALZEANXEARESRCIE—NIXH , REF
config.sample.inc.php WA EHIBZXHH,
b. FX#HZENconfig.inc.phpE@&EH phpMyAdmin B&HFindex.php,

c. BXEMEMIRE 6 BFSRREUAMN “EH phpMyAdmin ZEMIZ" o P X402 F B
B,

BRERAMWEE phpMyAdmin , EZ R {phpMyAdmin AFIER) .
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RAriEmE

R HEER

AR T BRIERER LAMP IR 2504 WAL ZI0 R A BR R
RI AR Web X2 E R HAVRS 2R

HATI TR E BB B Apache Web IR B R B EEET B AINIBH,
© Web fRS5 88 EFEETIH 2

A BEIEITU TR SRIE httpd RBEEEA -

[ec2-user ~]$ sudo systemctl is-enabled httpd

yu% httpd j&ﬁ*i?ﬁ 1B EEI&% LAMP HEJ’J L EP;EEE@Z/F%;{RO
- BABREHRELER?

RIERFINLZLARBTIEATHRA 80 LW HTTP REMNMN. BEXEZEE ,
iU

R EFER HTTPS E 3 RWIRS 2

HITUTRELLEE Apache Web FRFERRBEE N X HTTPS,

« Web RS EBREBEREIER ?

'lﬁ 2 Iﬂ ﬁﬁiéﬂ%

R4 Apache & , RS 2IF4 M HTTP ME#TERE. EX#H HTTPS , BERS B/ LB A TLS ¥

LT SSLiEH, BXEER , BSH IE : /£ AL2023 EEE SSL/TLS,
- BFRIEREEEBIER?

WIS LA ERTEATED 443 LW HTTPS HREMNMN, BEXEZER

Linux SEHIA AR E,

MHx E&

BRE XL m BB R FIHIE Web BRSSEF L %% WordPress BENWEZEER

« {# Amazon EC2 B $ER M WIinSCP 304 & % B & HY Linux S,

ESHER

BSHE AT

R
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« {#/H Amazon EC2 A IER M SCP B/ s’ 32 & 2 Linux L4,
« ¥ : £ AL2023 £ F#— WordPress BiE®E

BXRAHETERANDTNRENESESE , FSHAUATRR

« Apache Web BRZ528 : http://nttpd.apache.org/
 MariaDB ##EFF lR558% : https://mariadb.org/
« PHP 4#EiE S : http:/php.net/

BREM Web RE[DEHER TN EBBERILENMNEZEE |, 1§5H Amazon Route 53 FF & A
RIEEE PN 6 EE M 75 H & EH1FEE Amazon Route 53,

2 . &£ AL2023 LFLE SSL/TLS

ZL2ERETRE/MERERZEM (SSL/TLS) A[#E Web RS2 Web & iR 2 B G — M iNZ@EE |, M
Br L BIREARSEPWSBIT. AHENENMTERH AL2023 M Apache Web BRS5ERHY EC2 3%
Bl EF 3R N%t SSUTLS X%, AHRERELRERNEITESE, WRAEELEMEA Elastic Load
Balancing , M AT LLE R K B AWS Certificate Manager BIE B E 5 es LB E SSL H#.

BTFAEERER , Web IIZEEMMA SSL, B Web 3 HE5{H%3F SSL, BEEAE T —KMX TLS
BERSERt. BMIAMERT , AL2023 REZARS|IHNFIBMRAK SSL WX #F. T2 ENMEIAR
TLS1.0 F&%£, TLS1.0M TLS1.1 EF 2021 £33 AEXFA. AHENTEEXEATLS 128
E%. TLS1.3 T 2018 =/ , REXFNEAKE TLS F ( EAHFEHH OpenSSL ) , MATE
AL2 FfER, B mMITE 2023 F 6 A 28 H2HIX#F TLS 1.2 RESRA. BXFEHENZBIR AR
BEZEE , B3 RFC 7568 1 RFC 8446,

ERHREF , FIRAK Web tNEFEFA TLS,

/A Important
XEREFETN AL2023 MiRit. MRBZHREZITAREASER EC2 36l , HEZITIHR
ZK Amazon Linux B9SE6] | M AHEHH —EIBAEFRES. WTF Ubuntu , FSFIUT
Ubuntu X344 : Open SSL on Ubuntu, B> Red Hat Enterprise Linux BW{E R , ISR
T : 1&E& Apache HTTP Web fE5Fes. BXxHMEMRAE , BS RS E T IZRAH X,
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http://php.net/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/creating-migrating.html
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https://www.ssl.com/article/deprecating-early-tls/
https://datatracker.ietf.org/doc/rfc8996/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://tools.ietf.org/html/rfc7568
https://tools.ietf.org/html/rfc8446
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(@ Note
W& , A LA AWS Certificate Manager (ACM) AT AWS Nitro 22X , X2 — ML £2XK
BREF , AFEETF A Nitro Enclaves B9 Amazon EC2 3£l Eiz1TH Web R T MRS 25
EERAEMFE SSL/TLS iE$H. AWS Nitro Enclaves 2 —I1 Amazon EC2 Zhag , AJ LA
ERENITEREURFNLZHAESERROEBIE , Hl0 SSL/TLS IEHMAE R,
EFF Nitro Enclaves B9 ACM 532 1T# Amazon EC2 Linux 3% L&) nginx &4 68 , L6l
BIEZH. 2 XIEPANAEZHUAREBIERET,
EFEFER T Nitro Enclaves B9 ACM , %ZfEA/ZA T Enclave B Linux 34,
EXEZER , ESRMTALRE AWS BE ki ? BURAWS Certificate Manager {Nitro
Enclaves AAF$8R) ## AWS Nitro Enclaves,

NE

- RRFH

- SR1: ERSFLEATLS
« IR 2 : FRELCA EEMWIEH
- T3 NRANBILRZEBEE

- BEEHERR

TORFAF
EFRAHRZE , BRRAT SR -

- B3 EBS X#FM AL2023 32fil, BXEZEE , 5 Amazon EC2 L AL2023,
- BERSEAUATFENEFIZEZLT TCP iHO LAIER !

« SSH (%A 22)

« HTTP (%A 80)

« HTTPS (3% 443)

EXEZEE |, 185 Amazon EC2 AFERA I ZAUER Linux SEHIFI A MRE,

« Z% Apache Web BR$585. BX step-by-step WA , HSRHIE : £ AL2023 %% LAMP RS
2o NHEE hitpd SREMBIIN , Kb AT LAZ RS K& PHP Fl MariaDB #9158,

- E{AFIMIIEME | TLS AN A Z4AEMIRKE (PKI) 4k THE R4 (DNS). Ef A EC2 RHIEE
NHRY |, BEEH Web RE2EM—NEE |, REFIEHBEKLLLEHN Amazon EC2 EH1,

TR
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https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
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A BN RZE=FEEMM DNS HERSKMITIIRIE , ] LAEA Amazon Route 53 1T L%
1E,

1. ERSF LA TLS
WERRNS S ETREREZEHFIERE AL2023 LiRE TLS WIE,

(® Note
BERIEPN TR TEZN , BN TESTR. NREFELZRUEBLFE Internet , &

ML ERRBIREES,

EREELEEA TLS
1. EEINENEHIHFEIA Apache EfEi=

21T, BXREZER , F5H EHEEES AL2023 L4,

[ec2-user ~]$ sudo systemctl is-enabled httpd

MRREWETRZBA”, M/E3) Apache HFHEIRENBAERE—EE3,

[ec2-user ~]$ sudo systemctl start httpd &% sudo systemctl enable httpd

2. NAREWAERGEZHBL TEIRS , BNENZFMITRERGEH. KIBTERER/LDH
BB A, (B XA EREAERTN T2 ERMNRBEE

(® Note
-y AR EEHMNTRREIN. MREHFLEELRAREEH , WAL 2B IZET,

[ec2-user ~]$ sudo dnf install openssl mod_ssl

3. WALUT®HTE, REFALERRERE , BUNEETFRABTREINESR.

[ec2-user ~]$ sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /
etc/pki/tls/private/apache-selfsigned.key -out /etc/pki/tls/cexts/apache-

selfsigned.crt

259

FEWA ERFH|/LEBATLS
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XAt /etc/pki/tls/certs/ BFRH AR — N XM apache-selfsigned.crt, EEMNX
#E5 /etc/httpd/conf.d/ssl.conf H#Y SSLCertificateFile 3§15 E M ERIAE ITHEL,

BRRFIMEEFUT XN , AIEAXLEXHE ER LIRS H AU AT -
+ /etc/httpd/conf.d/ssl.conf

mod_ss| WELE X, ©EE —LIES LUER Apache EMLERIUATEER : MEFHFIE
B, EATFH TLS IMUMRAUR EESHNBRZRB, XNF2EN A IESXH

« /etc/pki/tls/certs/apache-selfsigned.crt

ZXHEEEERIEBUARIEBLHRERN. Apache ERIEBMEHAXA PEM X , AFaES
Base64 4miBHY ASCII F£F , 3 A“BEGIN"FM“END"fTAERE K , 1L R RGIAT R0

MIIEvgIBADANBgkghkiGO9w@BAQEFAASCBKgwggSkAgEAAOIBAQD2KKx/8Zk94mlq
3gQMZF9ZN66Ls19+3tHAgQ5Fpo9KIDhzLjO0CI8ulPTcGmAah5kEitCEcOwzmNeo
BC1lOwYR6GOrGaKtK9Dn7CuljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ0@vr
GvwnKoMh3D1K44D9dX7IDua2P1lYx5+eroA+1Lqf32Z2SaA00bBIMIYTHigwbHMZoT

56tE7THVH7VvOEf4/iU0sIrEzaMalOmgkmY1A70qQGQKBgBF3H1gNRNHuyMcPODFs
27hDzPDinrquSEvoZIggkDM1h2irTiipJ/GhkvTpoQlv@fK/VXw8vSgeaBuhwlvS
LXUSHVYq@U604FgD3nAyBOhI®MBE13r1HjUvbjT7moH+RhnNz6eqqdscCS@9VtRAO
4QQvAgO0a8UheYeoXLdWcHaLP

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLOt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aW9uMR8wHQYDVQQLDBZTb211T3InYW5pemF@aWOuYWxV
bm1@MRkwFwYDVQQDDBBpcCOXxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMz0OvDedRE jNKAvk4ws6FQ
CuIjvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@OvrGvwnKoMh3D1K44D9d1U3
WanXWehT6F1SZvB4sTEXXIN2jdw8g+sHGnZ8zC0sclknYhHrCVD2vnB1ZJKSZvak
3ZazhBxtQSukFMONWPP2a@DMMFGYUHOd®BQE8sBIxg==

XHBNTEBRARATREER , NIhgegEEME, flm, RE ssl. conf XHFHMEXRIE
FERERNER , ERULFIERGERN cert.crt, cert.pem EMEMIHSE,
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® Note
EFEAZECHBEENXHBIREIA TLS X4t , FRATHIEA PEM KX,

4. EF Apache,
[ec2-user ~]$ sudo systemctl restart httpd
@ Note
R TCP ik 0 443 E&M EC2 KB LR FIARIK |, 0z AIFTR.

5. HIE , 158 Apache Web BRS 88 RIEIT 5 O 443 X1 HTTPS (B4 HTTP), BEiIHEM EC2 5K
BlEY 1P et 5E 2 PREF B SHILR https:// —&H AN KES URL & A kX Bt 170,

N
7/

HTAEEEABZENAAEENELEZIMR] , ALENNERTERELA2ER—RIILZLE
Ho PUXLEEHBEERIR

f

MR Apache WX TEIT T , IEREEERNERSHZLEE TLS, EXRH[MRSFHF2

[Fl{& BV T A BRI EMENE,

ol

(® Note
ATHLEHERQRREBRIESRES | LTI —1/E CA LRI , ZIEBNHT
mE , mMEEAFRIEFERENUS/ATE.

SR 2 : 3REN CA LR WIEH
A AE R LA R S F23REN CA S REP -
- NIAEZHEREBZRIER (CSR)
« f¥ CSR RRAIEHMAN (CA)

o REZZNENIUES

- BLE Apache LAEREH

S, 2 3REL CA LR MIEH 261
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MINZAEE , BEHR TLS X509 FHIEPE CAZRIIPELHEE, —HE2ENXINETHRE
|, MIEHFEE. CAERE , FORBEEMKIEPZH , ELRIFEHNAEN. 81 Web X ¥E519
BE—N CAWFIR , NEBRENMEEEXLE CARRNITIHIRE, X509 EREEITE—NSENLE
REBEANNNANEZAN —NANBARESZLAEEZHXEKN CAWEER, HNER[ET HTTPS
EEE Web RSEEET , RSN RMUIEPAERN KEREHTE CA TR, MREBAMTIIR
t, RUBEIHEMAEIBAARN—RIEEHRE , WX EREFESRSFHE —MOENBHEE
EH N TTE

HTRIEBERZFERAAD | IEPEEFERFERA , DN =R, —& CA R RREEM B
P, HPFRESBEEN CA Z Let's Encrypt T B |, I B & X FUBLIBRNELITIEN BN, BX
£/ Let's Encrypt iIE B EZER , S HIKRE Certbot,

MREITERHEE KRS , AWS Certificate Manager & — /N4 HIIER,

THERMER A, M 2010 EFH | BAEATLEAEY RSA B4 2048 88/ 54
(M8 ) AN | SNSRI — R3] 2030 £, OpenSSL % AL2023 4 REIBIAEE ANy 2048
fo , ERTE CASEMIBHER, EUTIRT , WESTAELSHYAREBHT TSR
Bl | BARAERESERRENEE AN SR,

/A Important
BRIFGIHBIEMITIEER DNS i , BN , HXRIRE CA LR FHIEPHXLEHBAFEA

IREX CA £EEMIEH

1. EEIENEGIHSME /etc/pkitis/private/, X217 TLS WIRSHLEXZHANBE R, MREH
EEARNENENZHER CSR , FHEIPR 3, AXEZINECHXFINELER , BSH EE
E$EF AL2023 3241

2. (ALk) ERFHLBER, TEAR—ERHAEETRS . FAEXRNZHABTRTEN Web RS
2, BElXRELNEENMREFHRTE.

« RO 1: BIEERIA RSA EHEH, EHHIXH custom. key B —1 2048 {1 RSA B E4,

[ec2-user ~]$ sudo openssl genrsa -out custom.key

« "2 QIEEAEREHRNETKE RSA B, £ XM custom. key B —1 4096 1
RSA #EEH,
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https://letsencrypt.org/
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[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

- = 3 BIEEEFDRIPI 4096 I INFRH RSA Z4H. £REISXH custom.key 2— N EME
i AES-128 R INZRHK 4096 L RSA FAE 4R,

/A Important
NEARITNHAIERLZSM , ERTNENBATERD , FIEKB T INEZH0 R
FTEERED. BHEEALZEAR , HAIEY SSH EERMED (EL— A
R “abcde12345” ) ,

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

« 7l 4 A RSA BB GIERHA. RSA MBARAGANKE , RAELXBFRANKNETHEAD
REHERER, AT, TR TLS SR EAIE RSA BBNEHR. EXNEFRIINZ LT,
ETHEHLANBFZENBHAED , TEBRER.

[ec2-user ~]$ sudo openssl ecparam -name prime256v1l -out custom.key -genkey

ZRN—MEM prime256v1 ( OpenSSL R “an & H4k” ) B9 256 (U fE BB R, RIE
NIST , Hin&RE S T 2048 {7 RSA E4H,

(® Note
HIEFTE CA EiR1 5 RSA elliptic-curve-based A RR 31 H Z4A X o

FRAFNALAEZAEASERVNAMENRMNR FIEE=R. 4=, XREAMAEENRZIE
ARIR)o @i F R T RBIFRRo

[ec2-user ~]$ sudo chown root:root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1s -al custom.key

LR TERATER.
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
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RAriEmE

root root custom.key

HOIZABERBNERGE , JELelE CSR,.

FEREEENZEALE CSR.,. THNTRHIFERAT custom. key,

[ec2-user ~]$ sudo openssl req -new -key custom.key -out csr.pem

OpenSSL FTH —NMNFEE , HETEBAATRHPETNER, N TFEARNWKLIGRUEH EYIES
X4 , Bk Common Name LAANIFRE FEREB = Al F ER o

=1

Bl 3R/ X &
o

MEHE B

FrE B
HOZN

PLERN]R

BS, - HR 4 3t
3k

iR

REREFR/MEXHANFE ISO HE.

BAFREMRERI BRI RN AIERS
=

EWARFRENNE |, Bl
BAREEEW. BOBRBAREM.

FAVELREE (MRE),

WEXNEEZHER PR AN KEEFH Web
it TLLH, BE , XRTFUAENBEHAE
ZHViE A HE A www.example.com &
WElE, EEABEZERIEH BT DNS fFiTH
Mg, AABTREIREEENAE. CAKER
HBRAESHNIES , XEITRESIERFEN
( Hlt0 *.example.com ).

RS 2R EE ARV B FER A bt

T~

US (=£HE)

Washington

Seattle
Example Corporation

RBIERI]

www.example.com

someone@example.com

SRR 2 FREL CA EEMIEH
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&5 , OpenSSL FRFERM A LEN R ARG, LEBLGERT CSR MEE CA ZANES ,
Rt 8T CA RENBXREEZEBURHEMIIEFTER, TIELTAENER. CSRRHAEBILE
W BR 55 2R 4R 1E

R csr.pem B ERNLERH. BN LAERANBEZE R UK &R AN THE,

4. FF CSRIEXR4% CA, XBESDREEXNARESRTIIF CSR XHHTFANBREHIE Web RIEF, It
i, BAREEE R ARSI ANAETEZLABH (SAN) BUREREP £, R www.example.com
22BA , N example.com FHE—NMBREFM SAN , R2HF R, ERUENHTENREAXFNE
MREA—4 , EBAIEE—NMRBEHEIRERE. MREHN CA Web R ATFIZER , B SAN 5
RPEELNAB, — £ CALHFEELNAR,

FIENERREGHMES , BFRE -1 EH CA ZZBRVFENNILER, A, REATRSERETHT
EEH XM, ZXAHEE TR CA NEEEMEHNEMIES,

(® Note

18R CA TTRERE XN B AR R IE SN, EARHED , BNIAEA PEM BN
RNER XM, KERXBES (BFRER ) I8 .pemH .crt XHY BR. IRETHAE
EEABNMY , BEANERESRITTXEXHS , AER —INEE—IPRSZNUTHEHH
TTTF AR RV S

BZXHER A T ENITE R,

- - - -END CERTIFICATE - - - - -
BERI AR ST LENEXH , TR,

[ec2-user certs]$ openssl x509 -in certificate.crt -text
RIFXETREERENHF., BAERALEREN .p7b. .p7c HRLXHT BB

5 K CAZRIEPBMEMPENERKE /etc/pki/tls/certs BFEF,
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(@ Note
BN SR A ERAIED EE 8 EC2 3R] , ERERE. RERNAERERITENM
EC2 SRl LITF — NI AmEERS ( B0 , vi, nano RIBER ) , RAEEXHEZREHH
MU B AR, £ EC2 Kl LHITIXLIRERN , BFEER [sudo] R, X , —BEE
AR EEE , BRI ESR, BENMRE , TEEEFNBIFINEAZ RN
THRAEFAAERAERANR,

f£/etc/pki/tls/certsBERAL , REXHMEN., ANNRRERES™KRFIF AL2023
ERIAEMTE ( owner=root, group=root, XFRFIEEIR/E ). ATREERTEEFANT S,

[ec2-user certs]$ sudo chown root:root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

XERTRERNTER,

-ITW-=-=-=-==-- root root custom.crt

RENES XN RAFT4E (FIEE=R, A=, FEEATUEA, A7FLUREL, AR
) ATROIERTEEANGT.

[ec2-user certs]$ sudo chown root:root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

XERTNERRTER.

-rw-r--r-- root root intermediate.crt

6. A TFEIE CSR WABFHAMIE /etc/pki/tls/private/ B FEH,

® Note

TBEYZMEENBENRH LET EC2 £l , BERERE. KRARNTEREASITEN
M EC2 6 EFTF — NN AYRESR (HIM0 , vi. nano RiEEAX ) , REEXHEZEE
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FHKMXHAR. £ EC2 K6 LHITIXLERER |, BMEER [sudo] R, X, —B
BEMNRIERERE , SR ES, BE/NMRIE , FEEEF AR NEMS
ROTHIUEFALSRERAR.

f£/etc/pki/tls/privateBFRAE , FAUTHSRIEXHMEN, AFNREERERE™
PR &EIH AL2023 ERIAE ( owner=root, group=root, XRFIEEIE/E ).

[ec2-user private]$ sudo chown root:root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
[ec2-user private]$ 1s -al custom.key

XERTRERNTER,

-IW------- root root custom.key
7. Y% /etc/httpd/conf.d/ssl.conf LA BRIGHYFTIEH F B 4A X4

a. 7t Apache #J SSLCertificateFile T H R CA LR EHIEPHWBEMNXHEFE -

SSLCertificateFile /etc/pki/tls/certs/custom.crt

b. MREWE—NPENEBXXH (LRBIFHN intermediate.crt ) , EFEMA Apache K
SSLCACertificateFile ETIRMHEBEMIHE -

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

® Note

— CA NENEBMFEEREHBENIHH  NTIFABEEFEH
SSLCACertificateFile $E%., BEIAEH CA ZHMRA,

c. 1E Apache By SSLCertificateKeyFile ETHIRMILEHANRENXHE ( EiZRHI
F5 custom.key ) :

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

8. R1E /etc/httpd/conf.d/ssl.conf HEJF Apache,

S 2 : JRELCA LBWIEH 267
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[ec2-user ~]$ sudo systemctl restart httpd

9. BERERMR URL ERBATE https:// IRWEB RN RA GRS R, SN KRFEET
HTTPS bn# st 3T A &7~ £ iR

HE 3 MHAMBILLRLEE

ETLS AIREALNT AR , NAUHEXREGRREM, ERAELRS (HIA0 Qualys SSL Labs , %BRS
ANEHNRERENTEENEEDN ) IBRMRNITIIRE, BEER  EUUREBRI ZHEZHH
W, BENBBAERNBEKECRINLTLEE, BXEZEFER , FSHM Qualys HAALAKRRE

/A Important

KENHANBRSHNEZLHIFEER, PEREFRUERSEENRERINBEERKR. H
TEUNZENRATMECARMEENIHTNEY  AEERRETEXN T REFNRSHRE
BRI BST AP,

£ Qualys SSL Labs 352 Lk |, 5/ www.example.com XM ARS BN LR ET B, LFHDH
B, BEREIEESNITER (MA R F) MERMIFEAES, THRLETRESES AL2023 LBRIA Apache
B EMRE BEBEBIA Certbot IEBHE B KRS

B B
i 100%
M 95%
R 70%
558 E 90%

SRR EEEREEEARER  BHARESIFETILNEENRE (EHARTERRFSEL )
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X THEHRELERERMEH RC4 B, FEENFBEEZNHZEZ L. RC4 2—FAF N TLS BIER
HIREZE  CHAXFEEE—ETERS, RIFEEXTIERIFIERNKERE BN , NERZH
5,

X X¥IH TLS frA, ZEEXFH TLS1.0( 2FA ) MTLS1.1 (BMFHFEAR ) . M 2018 EF % , RE
WA TLS 1.2,

X TREXFEIREN. DEIREER-TMERNE , CEEAMNLMEERAREN G S ERHET
&, XEKE , EXEP , WHETEMBE HTTPS BT |, BMEMI1AE Web RSB KHARER
o

4 IE TLS B & FHLRRER

1. BENAKRBEIFITF /etc/httpd/conf.d/ssl.conf BEXH , HELTTHIF K8 A AL
AREIZT,.

#SSLProtocol all -SSLv3

2. AMUTES

#SSLProtocol all -SSLv3
SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl.2

ZIETENEM SSL IRAS 2 M 3 BAK TLS fRZA 1.0 M 1.1, & , RSB[ELEZEER TLS
1.2 BAREMIUSE i B NFRER, ETPNTRKXFEEE B AREEERN RS
SRECER AR

(® Note
BAe 7 NEEA TLS 1.0 # 1.1 hx AR LE —/NER S T B AY Web 33 58 85 15 B ARRY R 34

BRI BEEIF

1. £ /etc/httpd/conf.d/ssl.conf BEEX#HH , HEI'E@E SSLCipherSuite IETWERSD ,
HEZERBTOIF LB A REREZIT,

#SSLCipherSuite HIGH:MEDIUM:!aNULL:!MD5
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http://www.imperva.com/docs/hii_attacking_ssl_when_using_rc4.pdf
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2. EEEANEBEENS  AEERBIMFUALEEAONREEHBRTILZENEE, O EHAN
SSLCipherSuite #EHETF Mozilla SSL Bt BAMSENHE , ZERSZRERSSHE LESTHEE
BUEH TLSEE, (BEXEZEL , BSH Mozila WERARRZSM/REHRETLS, ) B
% BIFERAUTHSHAEEE Apache # OpenSSL M AS,

[ec2-user ~]$ yum list installed | grep httpd

[ec2-user ~]$ yum list installed | grep openssl

Flan | RIREREE R Apache 2.4.34 1 OpenSSL 1.0.2 , BT EWM AR ERRTF, MER
ERDRFREMER | XF6IE—% SSLCipherSuite 55 , BRZESHAR LM , B
TERTARZHENKR. MRENRHEFZHIREE , WA UERRAER LN EZFFEEE,

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-
ECDSA-CHACHA20-POLY1305:
ECDHE-RSA-CHACHA20@-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-
SHA256:
ECDHE-ECDSA-AES256-SHA384 : ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE -
RSA-AES128-SHA256

‘RENZEEZH P EE ECDHE , E & Elliptic Curve Diffie-Hellman Ephemeral W4 E., RiE
ephemeral R RAEIRZEYE, BEAR , XEBBFRXHE RC4,

BWEAFRAZBHNHEBYIR  MARKBTRETTANRIAEREEES.
HERWIESEFIE /etc/httpd/conf.d/ssl.conf &,

(® Note

LA R B ERRFHETE R NILIT , BEEHE /etc/httpd/conf.d/ssl.conf &Y,
ZESYANT—1TH , HEBBEMZERE—I1ES (XZ=K) .

3. Ba, BEBERUATITAKN 4 REUEX ZITHER
#SSLHonorCipherOrder on

ZETRFRSHALCAFBRSNER , 8 (EEZ~HP ) IFAREENEZED. BAL
ETE  BSHRSEERIATHRZEMRENEB  NZHELSEREMNEE,
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EERXANIREE , FERREFE /etc/httpd/conf.d/ssl.conf HEFH/E 3 Apache,

BIRTE Qualys SSL Labs EBXNHE , REBIEMSE RC4RANEMES , A ERBEM TR,

B A
IE$ 100%
M 100%
R 90%
#7558 E 90%

EBIREH OpenSSL B , 5| AFTHIZR53 H M BR 3T IHZIBHI X3, REBEH EC2 AL2023 =4l up-to-
date , EEKH OpenSSL HEZ2 0 , HEBEAREA LEXHZLRANIRE

HPEBEBR
o BRIEFR M AR , BN Apache Web RS2 T2 B3
MREBLETZEBRFPHNBHNAERSHZR , XEMBTH.

BTN ZA DRI B A BZBER, BRIRERIANEFZRHEE IR custom. key WINBHNFE
RSA 4 , H# HItZ4A LM ZBE abcdel2345 , NX EC2 SEHIEITLA TS Al £ K L 4R K
INZRRR AR,

[ec2-user ~]$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user private]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom.key.nocrypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root:root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo systemctl restart httpd

Apache MEF BT R IZF 2R REREZEB,
« RTEZE1T sudo dnfinstall -y mod_ssl| BT U E 7 48 1%.

N SSL ZEMBENEFEH , EURLKBISUATRARRLUNER,

HEHB 7


https://www.ssllabs.com/ssltest/analyze.html
https://www.openssl.org/
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Error: httpd24-tools conflicts with httpd-tools-2.2.34-1.16.amznl.x86_64
Error: httpd24 conflicts with httpd-2.2.34-1.16.amznl.x86_64

XBEBEWREEZN EC2 KHIREZIT AL2023, AHENZIFMEF AL2023 AMI H 12 AISEH.

IE . £ AL2023 L F3F— WordPress B ZE

LU SR8 BB TE AL2023 324 E &%, BLEF{RI WordPress &, ANHBERFHNE T WfaE
A Amazon EC2 , BN E AU T2 2413 EE WordPress EE M Web BRE S , XEESERERSHH
rENL,

BAREHBRHBHAECHRSFLEF L2 T . I TFAEFES Web RESFEREEERENBED
{LIEEE =M WordPress % , % AWS CloudFormation FRS1R M T — N AT LAES BY IR R A ]9
WordPressi#i, BEXEZER , HSHAWS CloudFormation AFEBHH AT, MREFER
Windows 35| £3£%& WordPress % , 2RI % EC2 AFERHPMEIL S # EC2 Windows SE
il %8 WordPress %, MRZREZEFHEREFENSTAMBRAR , 20 (FRARE
) AWS Elastic Beanstalk FEZ0E S 7] A% WordPress Mk,

/A Important

XERFERN AL2023 MiRit. BXEMEAMBREANEER , BSRSE T IZRA XY, &3
BEFHRZLZEX Ubuntu SEHIHTFEA. BXTE Ubuntu 354 WordPress £ Z5HI B |
2 # Ubuntu 3X#WordPress #9, #R 7] LA Fl CodeDeployE I &3 Linux, macOS
Unix R4 EERBLES

F&
- RRFH

« Z2% WordPress
- FELSR

« #B) | RWNE DNS BEMARLEF RS HRNEFTRR

1 AL2023 £ F3%— WordPress BiE% 272


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2Win_CreateWordPressBlog.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2Win_CreateWordPressBlog.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/php-hawordpress-tutorial.html
https://help.ubuntu.com/community/WordPress
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials-wordpress-launch-instance.html
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FRF M

B ZUE DG E M (P #hit (EIP) <EXEI A THE WordPress BERISEHI, X FFB5 LERRISZBIHY
/N8 DNS it ERAM P BN RE, NIREE—IMERATESEATENER , NTEFHFZHEBZHN
DNS g% , FEHEEMEN EIP thit (MFHEY , FRRAENEBEME). BAURTE— EIP thit
BERZETHXEGIMEXEK,. BXESZER , 82H (Amazon EC2 FiF1E/) MM IP #hik, & ¥
£ . £ AL2023 £& % LAMP fRE 25 BREANATEHRERESHUAYT HTTP # HTTPS RENS R ,
R ATHEERR Web RS EBEIREXHNROILNSR. BEXxAZLARMANNEE , ESHM
Z AR MAN

MBENBEELEETE , WAEEA Route 53 JEM —ME B HIFEMSEHIR EIP it SEHE R <
Bk, BXEZEE |, 155 Amazon Route 53 FF A A RIEEH A FH Amazon Route 53 FHE A o

%% WordPress

EREFEBPEAF , ABTEH WordPress Z&a, BXEEIXFNEZER , ESREEEES
AL2023 3E4i,

1. ERAUTHSTHEHRRIERG S,

dnf install wget php-mysqlnd httpd php-fpm php-mysgli mariadbl@5-server php-json
php php-devel -y

2. BURKRNER—ZERHPEFRONES (RATEEEREZL) :

WARNING:
A newer release of "Amazon Linux" is available.

Available Versions:
dnf update --releasever=2023.0.20230202

Release notes:
https://aws.amazon.com

Version 2023.0.20230204:
Run the following command to update to 2023.0.20230204:

dnf update --releasever=2023.0.20230204 ... etc
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html#adding-security-group-rule
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html#adding-security-group-rule
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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FERBERE , BRI up-to-date RABERERERS , BETRFZEHZMRE , UBRE
CHRRRRBEHR, MRS 1 FREENRHEELZERY , NAEEREFRIAIENENIR
MRA, REEE,

3. fFEAwget® Tt FHRHH WordPress %S, UTHHBASTRETRA,

[ec2-user ~]$ wget https://wordpress.org/latest.tar.gz

4. BREFBHEHRZEL, REXMHREESE N wordpress BIX#K,

[ec2-user ~]$ tar -xzf latest.tar.gz

RIER WordPress ZE QI B BURE R P MBUEE

&HY WordPress ZE R ERBENEMAF TCEERFRELRERFT, KIEFHPEUEZACHE
FHEE AR - MENREZBEENEE I RFEERFIZBEENAS.

1. BIBIEEM Web RS =5,

[ec2-user ~]$ sudo systemctl start mariadb httpd

2. Blroot AFBMEERIEERSSE. ERAERNAAZHEIERE root %13 , EWREESEN
root REREAE ; IREHARAEHBRIEERSS/MNE , cEEAREEEM,

MREEREENBIRERS RN |, WBFNITXIUREE. BRESELE TSR ITRI B
FREBREERS RN ZE (AL2023),

[ec2-user ~]$ mysql -u root -p

3. NEM MySQL BIFEECIZAFNEE, £8 WordPressZEEHIX EESER MySQL #iiEE#
TERE. MANTHT , UBRE—NRAFBNED,

CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';

BRNEHAFGEBRZD, FAEENBLHERESSFH (), BAXRPHBIEN G S,
ENEEEANEED  ARREBELREELENVE,

4. BIBHERE. WBREER{-IPERUNHERERFR , flW wordpress-db,
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® Note

LT THBEEEMRINERASHAREIS. EERE L, k515 () BBENX
T Tab BV LS, ATERFERSIS , EREMNATEEREES NP EARMNIEE
TR, FINEFH,

CREATE DATABASE ‘wordpress-db’;

5. MmZBitlZ2H WordPress AP EFHIEEN TR,

GRANT ALL PRIVILEGES ON ‘wordpress-db’.* TO "wordpress-user"@"localhost";

6. RIFBIEENRUESZEHFRAEE R,

FLUSH PRIVILEGES;

7. 1BH mysql BF .

exit

BIE 4% wp-config.php X #

WordPress ZEX#4RBE —NMNE N RHIEE X Hwp-config-sample.php. EARLSERSF |, &5
SHI G HBITREULESENESFEE.

1. ¥ wp-config-sample.php X#HEHHN—NEHN wp-config.php BIXH. XEMBIEITH
BB X HRENTHERE X REEREENZD

[ec2-user ~]$ cp wordpress/wp-config-sample.php wordpress/wp-config.php

2. RABERWNXAYgmES (B0 nano = vim ) 4738 wp-config.php XEHHAEATENLZEN
B, MREEEANXARRES , nano LREESVFEFEA,

[ec2-user ~]$ nano wordpress/wp-config.php
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a. ZHEN DB_NAME MI{THIF database_name_here B HIETE Step 4 B HIEH
WordPress Z 3= IEE A - MHEE PRIZNEBIEES .

define('DB_NAME', 'wordpress-db');

b. ZE#HE N DB_USER MI1TH¥F username_here B RN IETE Step 3 B N &K WordPress %
ROEBEFEAFFBEE POIENBIEERF,

define('DB_USER', 'wordpress-user');

c. EHEN DB_PASSWORD HI1TH ¥ password_here BN BTE Step 3 B HIEW
WordPress R8I KEFEA - MEEE PLIZNEZEB,

define( 'DB_PASSWORD', 'your_ strong_password');

d. &EHBEHN Authentication Unique Keys and Salts By—i, XLEKEYFMSALTENR
WordPress i P ZEEA# it EH LA 8 Cookie BT —FEME, EmME 2 , RkE
K EEH BN BN R E RS, 15H https://api.wordpress.org/secret-key/1.1/salt/ BEHLAE &K
—fHZAE 1&’371«14‘3 X LR AEE I H RS wp-config. php X4, EXENESIAE
PuTTY &% |, BB ESERM IANM S |, FE PuTTY KRB HEEEERF.

BREZELFHAMESZEL | 1A https://wordpress.org/support/article/editing-wp-config-
php/#security-keys.

(® Note
UTERAERE ; B2ERAATERTER.

define('AUTH_KEY', " #U$$+[RXN8:b -L O(WU_+ c+WFkI~c]o]-bHw+)/
Aj[wTwSiZ<@b[mghEXcRh-");

define('SECURE_AUTH_KEY', 'Zsz._P=1/|y.Lq)XjlkwS1y5NJI76E6EJ.AVOpCKZZB, *~*r ?
60P$eJT@; +(ndlLg');

define('LOGGED_IN_KEY', 'julgwre3V*+8f_zOWf?{L1GsQ]Ye@2Ih*,8x>)Y [,;(*[Iw]Pi
+LG#A4R?7N YB3');

define( '"NONCE_KEY', 'P(g62HeZxEes [LnI*i=H, [XwK9I&[2s[:?ON}VIM%?;v2v]v+;
+79eXUahg@: :Cj');

define( 'AUTH_SALT', "C$DpB4HG [IK:?{ql "sRVa:{:7yShy(9A@5wg+ JIVblfk%_-

Bx*M4(qc[Qg%IT!h");
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define('SECURE_AUTH_SALT', 'd!uRu#}+q#{f$Z?Z9uFPG.${+S{n~1M&%@~gL>U>NV<zpD-@2-
Es7Q10-bp28EKv"');

define('LOGGED_IN_SALT"', ', j{00P*owZf)kVD+FVLn-~ >. [YSUg4#I**LVd9QeZ"&XmK |
e(76miC+8&W&+"0P/"');
define( "NONCE_SALT', '-97r*V/cgxLmp?Zy4zUU4r99QQ_rGs2LTd%P; |

_eltS)8_B/,.6[=UK<J_y9?IWG');

e. FREMHHBREXAKRER.

# WordPress X #r & ¥ 1 Apache X#HRB F T

. HE BECEZBERTREXHR , BIET MySQL BUREMAF , HAENX T WordPress &t
BEXMH , BETRRITUNRZEXHEHE Web IRSEBFNRIBERT , IEMALUSITERETE
NZERART, XEXHNNERBRTERFE WordPress & Web RS E5HISEBR R B
( Bltmy.public.dns.amazonaws.com) FAIA , ERERBEZTHF BRI XHEX ( fFl
Wimy.public.dns.amazonaws.com/blog ) H T A,

- MR WordPress EEMMEBE R TET , TRUTHXEH wordpress ZEEBEZRHHA (B
FREERXE) :

[ec2-user ~]$ cp -xr wordpress/* /vaxr/www/html/

« MR WordPress EEXHRERTHEABRHIET , BACUEZAR , ARRX4EH R
ZHF. ELRGIF , WordPressfMELT B Fiz1Tblog :

[ec2-user ~]$ mkdir /var/www/html/blog
[ec2-user ~]$ cp -r wordpress/* /vaxr/www/html/blog/

/A Important
HTFZ2RHA , MREFRTEILEH AR T — NI , HILEE1E Apache Web ARE 27
(httpd). FREBZE Apache XHEBEFRTE , WordPress ZEMAFRZHRY , 1R
Apache Web JRFEFIEEEZETT , W EWELXFRENIEE, EL4IE Apache Web IR 8 |
B AP sudo service httpd stop. MRBELFREF T —NSR , MFFEL 1L Apache
Web B85,
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RAriEmE

fUF WordPress {8 5k A 853

WordPress K A $512FEEFF Apache .htaccess XHFREIEE T4E , {2 Amazon Linux EERIAF
BRLLIhEE, RIS RER R Apache XH4IEE ZFMNAMEEE.

1.

2.

3.

=4
=

BE RN XA SRS (W0 vim 2 nano ) ITF httpd.conf X#, MREEE AN XA &RLE

nano bBESIZEMER,

[ec2-user ~]$ sudo vim /etc/httpd/conf/httpd.conf

HE

LA <Directory "/var/www/html"> FF3kHIE

<Directory "/var/www/html">

#
Possible values for the Options directive are "None", "All",
or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

#

#

#

#

# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.

#

# The Options directive is both complicated and important. Please see
# http://httpd.apache.org/docs/2.4/mod/core.html#options

#
#

for more information.

Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOverride None

#

# Controls who can get stuff from this server.
#

Require all granted

</Directory>

EULEE S HfF AllowOverride None T2k i%EEL AllowOverride All,

%% WordPress
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® Note

WXHHREZA AllowOverride 17 ; BHHARER <Directory "/var/www/html">
D HRH1T.

AllowOverride ALl

4. REXHFBRHXARERS.

1£ AL2023 %% PHP B 4 BE

PHP #y GD FER TS HE R, MREFERNBENRERG , FLRRLE. £& K phpMyAdmin
YRR S AT RE R B UL FE Y 45 E SR AR AS ( #5140 8.1 hiR )

FRAUTHSE AL2023 2% PHP B 2R E, Hli , REELLE LAMP #ERNSEFMNRERE
T php8.1 , Nt %% 8.1 Ix® PHP B4 B E,

[ec2-user ~]$ sudo dnf install php-gd
ERUFLFERAE , EEANTHS
[ec2-user ~]$ sudo dnf list installed | grep php-gd
THERREHE
php-gd.x86_64 8.1.30-1.amzn2 @amazonlinux

£ Amazon Linux AMI - 2% PHP B 2B E

PHP B GD FERIFMEHE &, MREFEXHBENNERG , BRELE. ER%E phpMyAdmin
HYRR AN AT RE AR ELLL PR RO 45 TE S (AR A ( BI40 8.1 AR ) o

ERUEPLRATA , FERAL TSRS

[ec2-user ~]$ dnf list | grep php
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AT = PHP BB E (8.1 hr ) BY% H PRV RBIAT

php8.1.aarch64 8.1.7-1.amzn2023.0.1
@amazonlinux

php8.1-cli.aarch64 8.1.7-1.amzn2023.0.1
@amazonlinux

php8.1-common.aarch64 8.1.7-1.amzn2023.0.1
@amazonlinux

php8.1-devel.aarch64 8.1.7-1.amzn2023.0.1
@amazonlinux

php8.1-fpm.aarch64 8.1.7-1.amzn2023.0.1
@amazonlinux

php8.1-gd.aarch64 8.1.7-1.amzn2023.0.1
@amazonlinux

FEALL T @S E Amazon Linux AMI ERERERAHN PHP BR4LEEE (5110 php 8.1 5K )

[ec2-user ~]$ sudo dnf install -y php8.1-gd

&8 Apache Web RS 853 89 XA ER

YR LT A Zh 88 WordPress B EXS Apache XHEHIBEREABANR (flUBES “EB” RELARE
) . MREERHFTIHIEE , ENAUTARAXRANR (£ LAMP Web RZ8BHEREERNHE
YN IR)

1. ¥ /var/www RERABHXHRENER T apache AF,

[ec2-user ~]$ sudo chown -R apache /var/www

2. F /var/www RERNBHHEFFENIR T apache 4,

[ec2-user ~]$ sudo chgrp -R apache /var/www

3. B /var/www REFHFRWEZRNE , WHFIMABANXBRIZEEARRKRTFEFZLEWA ID,

[ec2-user ~]$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {} \;

4. FEFAMENHR /var/www R EHF B FHERER,

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0644 {3} \;
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® Note

MR BEITE R WordPress 1€ FTP kS5 8s , NEEEHAHTERMWEHERE, BE
EHMBITBRMEZEIRE WordPressEASE K LR 1E.

5. EJ3 Apache Web BR%88 |, LA M EERK

[ec2-user ~]$ sudo systemctl restart httpd

A AL2023 i=1T WordPress LB 4

BEHERFHITEE WordPress, BERNGTERTRERS, WBRESHRINGSERT
AL2023, £ AL2023 AMI HEFA TR 2 EHNSE,

1. fEH systemctl W HHER httpd MBEERSEBRREB N B3,

[ec2-user ~]$ sudo systemctl enable httpd && sudo systemctl enable mariadb
2. WIIBEERFSSHERERETEET.

[ec2-user ~]$ sudo systemctl status mariadb

MRBFEERS KRBT , BRI,

[ec2-user ~]$ sudo systemctl start mariadb

3. WiE&H Apache Web fR% 88 (httpd) EEE T
[ec2-user ~]$ sudo systemctl status httpd

MR httpd RSB KRBT , BB

[ec2-user ~]$ sudo systemctl start httpd

4. 7E Web 359 , B A WordPress &K URL ( EL R EHSHIA/AHE DNS it |, EARZ
it FBRblogX#HR ) . BRIZAEE WordPress REERIA, 124 WordPress REFIEM(S
Bo &#F “RE" WordPress UEHLE, BXEZEER , i5Z 1 WordPress Mt EMZIR 5 . 1=
TREMZ,
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/8 AL2023 AMI 11T WordPress R 2RI A
1. f#H chkconfig i B R httpd IBEERSEBRXREEHN B3,

[ec2-user ~]$ sudo chkconfig httpd on && sudo chkconfig mariadb on

2. WIEBEERSRREEREET,

[ec2-user ~]$ sudo service mariadb status

MRBFEERS KRBT, BRI,

[ec2-user ~]$ sudo service mariadb start

3. RIFEH Apache Web fR$ 88 (httpd) EFEIETT,

[ec2-user ~]$ sudo service httpd status

WR httpd RSB EKETT , BB

[ec2-user ~]$ sudo service httpd start

4. 1£ Web ¥E2F+ , A WordPress &K URL ( ELREHEHIEN/AE DNS it , ELARZ
i&iﬂ:}‘ﬂﬂblogiﬁ%’% ) » BRI1Z2EE WordPress i'"z”z%ﬁillzlio 1t WordPress Z&FIENE
B & “RE" WordPress ATEHRE. BXEZEE , 182 WordPress Mt EFHFZR 5 - 1=
'fT ZEHH]ZIKO

REDTR
Mt 5E WordPress &5 , JUEZEEEHMHEEE
SFEABENER

MBI —NEEM EC2 SEHIMY EIP it B ER |, N NHENEEREENFERZEEMAR EC2
"B DNS titit, BXEZER |, FSREXMUE LR WordPress Muh URL,

RELZNEE

BURENEERENERTRNEIENES , NTiAENREREEEMMELER. ER , B
ZRVBRUTREERE , NTTSBEZRENENMER, BABWEEZ R REMETRESF 28 ,

BESR 282
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NIE KB 02— %4 Amazon Machlne Image (AMI) , AMEEZEIRE P HIEMEIBET |, FET]
DX FRENEERE, BXEZELE , HSH Amazon EC2 AFEREHRMCIEEZE DK AMl,

BmaE
SRR WordPress BEBKRBZRID , F ALFTEESHNITERITEHEZE , HFERUTIR

- NEBIT BEEZER., BXEZEE , H5H Amazon EBS #1445,
« FIEH MySQL BIEERSIE Amazon RDS LRI A RS BRWY BIheE,

REERMRER Mt

MRFHELMBEERSIHREZAFHRE |, HE L AWS Global Accelerator, Global Accelerator &
HREAFNEFHIZEMZITH WordPress NARF 2RI EBRMREMRE , #BEL BRI
IR AWS, Global Accelerator fEFAAWS £IKN N RESI S EEEFIRRIEN AWS XEFHIETRHF
HNARFART R

T ¥ ZXTF WordPress
LT #Ea3EFXNEZEE WordPress,

« BxfEE WordPress , 2 #] WordPress Codex £HJ Codex & By 3T,
- BXLEREMENESER , BRIENLERR

« BXiEE WordPress & L2 MHMNESR , F1HRIGE/L WordPress,

« BXRE WordPress &S E up-to-date , i8I E # WordPress,

#Bh | WAV E DNS BEMREE RS RN BEFRR

28 WordPress R4 2 &M EC2 EKfIH/2E DNS it B REN ., MREFELHERSIM , &
A DNS it R EE R (FRIFTCSHM IP b HRER) , HEENWETFEF2BET , RAENER
SIRTABREENI (REPELS — EC2 EAIRVtbut) EMRIR, https://wordpress.org/support/
article/changing-the-site-url/FRBER 7 Xt 1% 8] B A9 58 1% 4 8 3R R JLib o] BERY R R 5 =R

MR WordPress ZEM XA T XfER , WAIMBISIUTEIRMERE | ZEBEAwWp-clititITR
E WordPress,

EF REM WordPress MRt |, & wp-cli

1. {5 SSHIE#HET|EM EC2 £4i,

#BE | HNE DNS EMREERSHERNETRR 283


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html#creating-an-ami
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modify-volume.html
https://aws.amazon.com/rds
https://aws.amazon.com/global-accelerator
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http://codex.wordpress.org/
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2.

FIETERYRHIAYIRYE R URL MR URL, 3 , ¥R URL RATEEREH EC2 ZHIM L
& DNS & # WordPress, # ¥R URL R&M EC2 KBIMZHET/AH DNS £, WRETHEEIR
R URL B4, MBI TSR curl REKRE.

[ec2-user ~]$ curl localhost | grep wp-content

R ZeERHPEINERNIBLE DNS B EIA , AR (IHWMK URL ALE8KRTR)

<script type='text/javascript' src='http://ec2-52-8-139-223.us-
west-1.compute.amazonaws.com/wp-content/themes/twentyfifteen/js/functions.js?
ver=20150330'></script>

FEAL TS T wp-clis

[ec2-user ~]$ curl -0 https://raw.githubusercontent.com/wp-cli/builds/gh-pages/
phar/wp-cli.pharx

ERU TR SERAER WordPress REFH AR URL, A#HIAL R URL BREH EC2 =4l
H WordPress ZZHE® ( BE N o /var/www/html r/var/www/html/blog ) o

[ec2-user ~]$ php wp-cli.phar search-replace ‘old_site_url' 'new_site_url' --path=/
path/to/wordpress/installation --skip-columns=guid

1= Web /XIJ""%%EP #H A WordPress BEHFH ML URL , URIFZMEEBMREEEE{T. R
TR, FSHENM S URL MENLLZERB THREZEE,

#BE | HNE DNS EMREERSHERNETRR 284
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£ Amazon EC2 z 4 \EFH Amazon Linux 2023

Amazon Linux 2023 BEEME A A ER BN BB ETHHREFIZET. BXNMAEREZAER Amazon
Linux 2023 WEZEE |, HSRARFH AL2023,

Amazon Linux 2023 (AL2023) BR 7 AT LAE#27E Amazon EC2 Liz1T4h , o LMER BRIEFHIETT,
B &8 KVM (gcow2), VMware (OVA) # Hyper-V (vhdx) B& T A,

(® Note

Amazon Linux 2023 FYBR&ELE & F Amazon Linux 2
MBEHIT T B AR RIEIT Amazon Linux 2 , N EE BRI ERFHFZS AL2023,

TEL S Linux 2023 &% , BT KVM. VMware # Hyper-V

BT KVM, VMware # Hyper-V B9 &3k Linux 2023 #& 5 7] LAM cdn.amazonlinux.com T £,

1£3E Amazon EC2 E#I{t¥FFE B Amazon Linux 2023 Y X #=FHY
Bl E

AT NBEIEL S EC2 BEMLIRE (70 KVM, VMware = Hyper-V ) Fiz$TIE 3k Linux 2023
MWER,

EARW AL2023 RS ERER TAIEIE Amazon EC2 BHMELIRR, AT EBFASEHX FEMNEH
BRI EAFNREFRS IR,

KVM, VMware #l Hyper-V 2t T F SR ESED , A FEEERECTIUHEEN T SM, HEE
ARMER. BXEZEER , BEFENY L EBREN N,

£

« £ KVM L1517 AL2023 B ER

- 1£Li217 AL2023 Y ER VMware

£ Hyper-V Eiz1TI i Linux 2023 B ER

T & AL2023 FE#IALBR & 285


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/amazon-linux-2-virtual-machine.html
https://cdn.amazonlinux.com/al2023/os-images/latest/
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£ KVM L1197 AL2023 I ER

AENBE KYM EiE1T AL2023 BIESR, AL2023 B9 KVM BEER F aarch6s4 # x86-64 22§,
XLEEREN KVM BEGERMAL2023 REERERV4M .

F&

« £ KVM Ei51T AL2023 By KVM EHER

- BEFTIEF KVM EH AL2023

- KVM X% AL2023 5z ( UEFIFIBIOS )
« £ KVM EiE1T AL2023 KRRl

£ KVM LEiE1T AL2023 B9 KVM EHER

KVM BR{& B 81 E = 1T Ubuntu 22.04.3 LTS # E#1 L3 1TBRE6.2+dfsg-2ubuntu6.15 , gemukR 4
Btk Ubuntu iR A$R 6t , ERAMITENRER , HENRER | 351 ENEEN, x86-64 virt
aarch6s

®EXHF KVM L# AL2023

Z33MiRX A A F AL2023 KVM BR#& ( aarch64 #1 x86-64 ) Y gemu iR ZH B A :

« virtio-blk (virtio Ri&% )

e virtio-scsi ( HH{EIREM virtio SCSI ##I8F )
« virtio-net (virtio MEi&%E )

 ahci ( ATFE#. CD-ROM IEZES )

« usb-storage (B3 xhci)

£ AL2023 KVM BBINER S A ERKEFAN Hitgemuit ZE 5 H

« X x86-64 E£HY VGA (gemu VGA)

e virtio-rng ( ERBENEE K ET )
- &5 AT BE M PS/2 BARRE

- BREFTRE

KVM ZE3R 286
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KVM L% AL2023 WEaI#E R ( UEFIFIBIOS )

x86-64 BRGZL T &4t BIOS M UEFI BN, aarches REZLT T UEFI BERAIN
o

® Note

RINVBERT , EFEAVEFIEERN K REEELNEERAANELMNEESZRLZ2BHN
Microsoft £ Bz %40, LEERE3 AL2023,

BT AL2023 Bl MEREFTRHEMARZIEN , b4 AfEE DN ELEE UEFI 24
BEAMEA AL2023 AR TEE R

/A Important
XNKVME BN R £ B3 X iFE R FERIE.

£ KVM LiE1T AL2023 /Y PR &l

£ KVM L£i=1T AL2023 B — &2 KR &l

(® Note

AL2023 FAJREFESSIM K LS BN A IFThEEM KRR , HETUEEET. BEAXZIFNI
BESIR , LESETUMEHBEENRE , RESKEMXKBITLARKRIE , LAK Amazon Linux B BA
ERREF DR E ARG WLLIhRE,

£ KVM L1517 AL2023 B9 2 &R 4

- BEIRITEBHFZHE KVM FFHLRE,

« PXERAEK CPU, AFERAEMEMIRZRE,

© FPXFFELIKRER,

© AXFEDIER,

s FPXEFEMRZAEE |, fIANET PClEAH USB EL AW R
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£ Ei=17 AL2023 BIESR VMware

K NEE LIZ1T AL2023 BIERVMware, AL2023 B9VMwareBR &N E A FiZx86-642E+1,
VMwarelI B Faarch64F AT A FXiF, XEEREXTNVMware BEERAL2023 REAEZRMFE.

£l

« VMwareft £iz1T AL2023 K EHLER VMware

- RE X AL2023 FF/E VMware

. B (UEFIFIBIOS ) X1 AL2023 FF /& VMware
« 1517 AL2023 Bt FERBR &I VMware

VMwarefE £iE1T AL2023 W EHER VMware
AL2023 VMware OVA B B RIS A T &4 -

« VMwarefEFEAHER (R) £58 (R) A€ 8124M BB EH LiZ1TH IT/EYL 17.5.0
« VMwarevSphere 8.0 fEA#4FR (R) £ (R) fH& 8275CL 4 E 25

AL2023 VMware OVA MG iT EHEHRAIEERN 13,
VMwarelt B EARA 13 SU TGN X

« ESXi 6.5 ¥ ShA
« VMware T{E¥h 14 SHE SR

BT AL2023 FF/B VMware

BATFVMwarei® & BB 23 0ix , 7T 5 AL2023 VMware OVA BURELSFEFH ( x86-641XFR ) :

« vmw_pvscsi ( VMware3¥ E#{tLSCSI#Z#25 )
« vmxnet3 ( VMware¥E L M EiZ% )
- ata_piix (%% IDE fGEA TE#l CD-ROM B3IEF )

AL2023 VMware BREEF AT HtVMware R B H S  BFEHAET K :

« vmw_vmciFfMRvsockiEO ( VMwareF FHREBNELEREZEH )
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« vmw_balloon RFESEKIRE

« VMwareSVGA¥Z &5

- {55 AT B2 PS/2 BinE%

RINERT , VMwareZEF HAAEEHE (open-vm-tools) A H XA AL2023 VMware OVA B
&,

FEaE ( UEFIFIBIOS ) X#F AL2023 FF/E VMware

B 2023.3.20231211 fRA&# , AL2023 VMware OVA MG EEESEERXMNE X THITTE
if, BIOS UEFIOVA BRIABEMARESEE , BIOSEETLLHAFRER,

/A Important
EELRLBYIFUEFI , BEKREXNE LEZTH AL2023 # TR IEVMware,

1217 AL2023 B 7R BRE VMware

£ Liz1T AL2023 B — L2 AR HIVMware,

(® Note

AL2023 A BEfF RIS — E R IF RN AR |, FAATMIERSET. THXEFHN
WRESIRZATAEFE , BN T ILF B R AMEBIZ 5 T4E , BAK Amazon Linux B BARHE
AN ARRERHE —E 0 THEMEAERE,

£ Eiz1T AL2023 B9 E Z1BR & VMware

« UEFIE AL2023 FFEHBIR T |, HETRKRIER £ F 3 VMware,

« FXEFRFEIR CPU, AEREMHEMIRZRE,

o PXFEFERAIREE,

- AEBFELNIEE.

s PXFEMREZFNER , flIET PCl EL D USB BEEBAH T
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£ Hyper-V £i=9TI0 B3 Linux 2023 B ER

A NEEE Hyper-V EiZ{TIE# Linux 2023 BER, AL2023 B9 Hyper-V BE&{GER T
Zx86-64%H, aarch64 B Ald A RMEA TR Hyper-V B,

BT Hyper-V BRI ERIAL2023 RE BRI, AR BE T HMEER,

£}

« £ Hyper-V E£j&1T Amazon Linux 2023 #J Hyper-V EHE5R
* 7E Hyper-V LR T Linux 2023 R IHE

« 1& Hyper-V Eiz4T 5 Linux 2023 K BRI

£ Hyper-V L£3&1T Amazon Linux 2023 # Hyper-V EHER

Hyper-V E#) Amazon Linux 2023 HEE R KR E EC2 L6l £i=4THY Windows Server 2022 L i#
T#c5.metal,

£ Hyper-V E R S¥# Linux 2023 2R & X #F

Amazon Linux 2023 7£58 1 XF1%E 2 1 Hyper-V BN E# T TR , EFEEUTELULES

- %118 (|BMR BIOS B3 ) E#IM
- 824K (UEFI B3)-TRLE3 ) B
s UTigRHESZENIRE , 775 AL2023 Hyper-V REESFEH :
« B2 REWH Lhv_storvsc AT REENELL CD-ROM Kz 25 Hyper-V & 174
« ata_piix N5 1 RELHL LA ELL CD-ROM 318515 E PIIX IDE
 Hyper-V E#ALLARM hv_netvsc
- LTREBSERA , BEYL TEHNE -
- £ 1 RESW LWES VA XAFEX
- F2REMHsimpledrmfb EETF UEFI B4R MEH X
 Hyper-V S¥k hv_balloon
* Hyper-V S¥k hv_balloon
* Hyper-V Hid/Mouse hid_hyperv
- BEl, AL2023 FARBANATREZER :
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 Hyper-V PCI BE&
« Hyper-V DRM &+

/A Important

NFE2RELN , FEXBZ2R , MAEBHELNZFEER , FERFE
Amazon Linux 2023, Hyper-V BI{X XIFEABAMABCHZRASEN R4 A HTRER
3, M@ Linux 5| S MEEFNHALSHIAALE, Hyper-V BRHIFZFSAE=ZFE
.

£ Hyper-V 21T 5 Linux 2023 B BRI

LA 27 Hyper-V E3&1T Amazon Linux 2023 B # — L2 &R :

(® Note

AL2023 R AJREFESEIMAR MY — E RN IENARTE |, HEATUEEET. THRIEFEN
NEESIRZFILAEE , RATIUEEFEEB BT ALK L8 T4 , LLZ Amazon Linux B BARFIE
TAMBRREHN —Z 0 THEMEBPERE,

£ Hyper-V EiE1T AL2023 #Y 2 H1FR &l

 Hyper-V £# AL2023 B 8l A% UEFI Z£ B3 X BFE/ER

- FXEREK CPU, AEREMHMIRRZRE,

o FRIFELA (VM) IKER,

o FREFELA (VM) TR,

s FARXBFEMEZMEE , flANEN PCI FELH USB BEBIHE .

£ Amazon EC2 2z 4\ MEFH Bt Amazon Linux 2023 BYi%E M cloud-
init B &

AFNBUNMEFEZEL S EC2 Liz17ht ( HlI07E KVM, VMware = Hyper-V £iE1T ) FHZE
FE B % Linux 2023 E#1#1.
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AIAEIR T , Amazon Linux 2023 EBRER BTRE A7 ZB K ssh B |, F BFES — M
KU EEAQ LB S DHCP REHMBEE. XEREERANBRT , REHMEE , TEEET
A4 BV EE AL,

At , EERELMVNEHEMERXNERE, 5T Amazon Linux R , F8HRIX I T R FRAENL 28
cloud-init #IER.

Amazon Linux 2023 2@ L T HIERAIALL :

NoCloud

XEREASRENES S E , BEEE —MPF 1IS09660 BRE&M cloud-init BLEXHHIEE
#L CD-ROM kELE.,

VMware

Amazon Linux 2023 & X #F@Eid VMware 43 E B REE 7 vSphere £L1Z21THY VMware B , Bl
B guestinfo.userdata Ml guestinfo.metadata KE &,

(® Note

BIERMEES Amazon Linux 2 R[E. EEM&HY , Amazon Linux 2023 £/ systemd-
networkd R#TEE , HAERAFEA cloud-init“WEBBMRA 27, @1 cloud-init PLE
it & XA PTR

B X1 Amazon Linux 2023 F3T A/ cloud-init ARZAH cloud-init BLEV &I TEECHY , 1]
ML cloud-init X #H#KE,

NoCloud (seed.iso) cloud-init £ KVM # VMware LRI 55 # Linux
2023 HITH E

AFH N B A BIEFEFAseed. isoMERKE B EKVME LZ1TH Amazon Linux 2023 VMware, H
FKVMii BEVMware 5 H3& 8 Amazon EC2 £t #dERS (IMDS) , AMFEE S —fhfi &L 5
Linux 2023 B 53% , MiRfitseed. isoRBMERE P —F 5%,

seed.iso BHMEBEEINEEFRNELHAZENNREERSE , SIONEEE. ENBNAF
iz,

EF NoCloud seed.iso WEE 292


https://cloudinit.readthedocs.io/en/22.2/topics/network-config.html
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® Note

seed.iso RGN BIEBHELNAMENEEE L , ©F 2 Amazon Linux 2023 BEREZ X
Vi o

E4E K seed.iso R, BELZEEFRMNEHEXH , BERNEE=A:
meta-data

EXHBEISEELNNENE,

user-data

WXHBEREERAFKS,. APEB, ssh BZAXNM/RNFRYE . ERINVERT , Amazon Linux
2023 KVM H VMware BGAL 672 — ec2-user AFPIKF, BAILUERH user-data BEXH R
LERIA A P IK iR B R 1B /= ssh B4R,

network-config ( A% )
X4 BEANELDVIRENEEE A ZEEBFEZRAERE. RANEREREE—IMTAMREEO L
£/ DHCP,

B2 seed.iso Ri& R

1. 1E Linux = MacOS it &#l L , Bl —1NE N seedconfig WHFTXHRHASMENIZ MR,

(® Note

BATLAEH Windows Sl EMRERSETRIXLELSER |, BEAMEFEE mkisofs WEMT
BFRETTHAIE seed.iso BRI,

2. 1|3 meta-data BEX M.

a. BIE& N meta-data KIFTSUH,

b. EAEERBEESITIT meta-data XHEHBMUTAR , & vm-hostname B R ELHVLH
FHA -

local-hostname: vm-hostname

c. REFEHXM meta-data BEEX .
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3. 1% user-data BEX .

a. BIEBE RN user-data KIS,
b. FRAEIERBEIRITI user-data XHHBFMUTAHAE , HITHENER -

#cloud-config
#vim:syntax=yaml
users:
# A user by the name 'ec2-user' is created in the image by default.
- default
- name: ec2-user
ssh_authorized_keys:
- ssh-rsa ssh-key
# In the above line, replace ssh key with the content of your ssh public key.

c. BaLliEBMuser-datafiEXXHFRMNEZHFK, .
U EEEMRAFKS,, BRnRdsEl, ZENRERT. BEXZIENETHNERER | 5
¥ E3F cloud-init 3X#%,
d. RTEHXH user-data EE K,
4. ("W ) B2 network-config BE X #.

a. BIEHBN network-config WIFTILH,

b. FEAEERERITI network-config XEHFMUTHAR , HEN IP bt FRHNEESE
IR ERY b3,

version: 2
ethernets:
enplsQ:
addresses:

- 192.168.122.161/24
gateway4: 192.168.122.1
nameservers:

addresses: 192.168.122.1
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@® Note
cloud-init MEHEBEM T 5O MAC it CEMHE K MAREEZEOS
o, EOBNUESRBEELYEEMZE(L, LF cloud-init MEERBRA 2 XX
P ERAER T NEERBENXD (ARES ) cloud-init A,

c. RTEHXI network-config EiEX#-

5. FRAEIESERTLIEN meta-data, user-data MAEHR network-config B & X612
seed.iso HEME,

BIEEEH LA seed.iso MBREBNRERS  HITUTREZ—,

£ Linux &4 £ | £ mkisofs = genisoimage 2EMW T ERBIBE TR seed. iso
X, S#ZEl seedconfig XX , HIETU TS

$ mkisofs -output seed.iso -volid cidata -joliet -rock user-data meta-data

- WMREMFEA network-config , MFHEHIETE mkisofs AT :

$ mkisofs -output seed.iso -volid cidata -joliet -rock user-data meta-data
network-config

£ macOS R4 £ |, B LAMFEA hdiutil 2 XMW T EREREZTHY seed.iso X, HT
hdiutil XABRREMARXHIIER , HEETILREBEET network-config BLENH
ETLAGE AR R A

$ hdiutil makehybrid -o seed.iso -hfs -joliet -iso -default-volume-name cidata
seedconfig/

6. M seed.iso XHEMAEFLUBERLE R CD-ROM IR 5h 25K MNZI R B9 #7 Amazon Linux 2023 EE
PHLE | # cloud-init EEAXABINEXRHNEENA T RS,

VMwareAL2023 #J guestinfo cloud-init E&E2/FH VMware

VMwareh 5% 8 Amazon EC2 SEHI T #IERS (IMDS) , AL EES —ME & AL2023 WL, AT
N BIAER v VMware Sphere 1 a] iy seed . isoE#l CD-ROM Kz 858 B B B HLHo

X Fhifil B 5% 6 A m IR AR E BRIEAIVMwareextraconfighl#lcloud-init. SR U TEMNRIE
AR MW keyname . encoding/& .
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A AR ZVMwareextraconfigHlHlR AT B4,

guestinfo.metadata

@& cloud-init THHIEH JSON =5 YAML

guestinfo.userdata

‘@& cloud-config #\M cloud-init AFHIEN YAML 3X#,
guestinfo.vendordata ( ik )

YAMLEE cloud-init#t B HKiE
MR mIBEM ( guestinfo.metadata.encoding, guestinfo.userdata.encoding #
guestinfo.vendordata.encoding ) JLAEE :

baseb64

EBHHNARH base6s fwiB,
gzip+baseb4

BENRNBLH basebs RIBBA gzip E4.

(® Note

Zseed.isoF AR IFHIMM ( Ak ) network-configElEX#, VMwareguestinfoM
FWMENRBEARXEAMAE, HtEERET —THRME,

NRFE—THBEHMNKXEE , MAHED YAML = JSON BN ERNFEBR AT metadata # :

network

B& JSON 5 YAML X IRiE MR E.

network.encoding

BELRMEEREHIENEB. T guestinfo HIE , cloud-init XFW B EMEE
B : base64 Fl gzip+basebs,
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Example £/ VMware vSphere CL govc | TEBE U T AR ZZEBE guestinfo

1. Bk EZEmeta-datauser-data, MAlEnetwork-confightiE X#4NoCloud (seed.iso)
cloud-init 7 KVM # VMware £ I 55 Linux 2023 #{TE &,

2. FEENXHFHRITANEIXVMwareguestinfo,

'meta-data’', ‘user-data’ and "network-config' are the configuration
files in the same format that would be used by a NoCloud (seed.iso)
data source, read-them and convert them to VMware guestinfo

The VM_NAME variable is assumed to be set to the name of the VM
It is assumed that the necessary govc environment (credentials etc...) are

H OH O OB B

already set

metadata=$(cat "meta-data")
userdata=$(cat "user-data")
if [ -e "network-config" ] ; then
# We need to embed the network config inside the meta-data
netconf=$(base64 -w@ "network-config")
metadata=$(printf "%s\nnetwork: %s\nnetwork.encoding: base64" "$metadata"
"$netconf")
fi
metadata=$(base64 -w@ <<< "$metadata")
govc vm.change -vm "$VM_NAME" \
-e guestinfo.metadata="$metadata" \
-e guestinfo.metadata.encoding="base64"
userdata=$(baseb4 -w@ <<< "$userdata")
govc vm.change -vm "$VM_NAME" \
-e guestinfo.userdata="$userdata" \
-e guestinfo.userdata.encoding="base64"

FF&ERET D% Linux 2023 #7F AMI LB A3 5 AL2023 KVM
BEHFITHER

AL2023 #r/f AMI EF7ER RPM & AL2023 KVM & & £/ RPM B EER

B4a AMI KVM

acl 2.3.1 2.3.1
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RAriEmE

B2

acpid

alternatives
amazon-chrony-config

amazon-ec2-net-utils

amazon-linux-onprem

amazon-linux-repo-
cdn

amazon-linux-repo-s3

amazon-linux-sb-keys

amazon-onprem-netw

ork

amazon-rpm-config
amazon-ssm-agent
at

attr

audit

audit-1libs
aws-cfn-bootstrap
awscli-2
basesystem

bash

AMI

2.0.32

1.15

4.3

2.4.1

2023.4.20240513

2023.1

228

3.3.380.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

2.15.30

11

5.2.15

KVM

1.15

1.2

2023.4.20240513

2023.1

1.2

228

3.3.380.0

3.1.23

2.5.1

3.0.6

3.0.6

2.15.30

11

5.2.15
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bash-completion 211 2.1.1
bc 1.07.1 1.07.1
bind-1libs 9.16.48 9.16.48
bind-license 9.16.48 9.16.48
bind-utils 9.16.48 9.16.48
binutils 2.39 2.39
boost-filesystem 1.75.0 1.75.0
boost-system 1.75.0 1.75.0
boost-thread 1.75.0 1.75.0
bzip2 1.0.8 1.0.8
bzip2-1libs 1.0.8 1.0.8
ca-certificates 2023.2.64 2023.2.64
c-ares 1.19.0

checkpolicy 3.4 3.4
chkconfig 1.15 1.15
chrony 4.3 4.3
cloud-init 222 22.2
cloud-init-cfg-ec2 22.2

cloud-init-cfg-onp 22.2
rem

cloud-utils-growpart 0.31 0.31
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RAriEmE

B4

coreutils
coreutils-common
cpio

cracklib
cracklib-dicts
crontabs
crypto-policies

crypto-policies-sc
ripts

cryptsetup
cryptsetup-1libs

curl-minimal

cyrus-sasl-1lib
cyrus-sasl-plain
dbus

dbus-broker
dbus-common
dbus-1ibs
device-mapper
device-mapper-1libs

diffutils

AMI

8.32

8.32

213

2.9.6

2.9.6

1.1

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

KVM

8.32

8.32

213

2.9.6

2.9.6

1.1

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8
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e AMI KVM
dnf 4.14.0 4.14.0
dnf-data 4.14.0 4.14.0
dnf-plugin-release- 1.2 1.2
notification

dnf-plugins-core 4.3.0 4.3.0
dnf-plugin-support- 1.2 1.2
info

dnf-utils 4.3.0 4.3.0
dosfstools 4.2 4.2
dracut 055 055
dracut-config-ec2 3.0

dracut-config-gene 055 055
ric

dwz 0.14 0.14
dyninst 10.2.1 10.2.1
e2fsprogs 1.46.5 1.46.5
e2fsprogs-1libs 1.46.5 1.46.5
ec2-hibinit-agent 1.0.8

ec2-instance-connect 1.1

ec2-instance-conne 1.1

ct-selinux

ec2-utils 2.2.0
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e AMI KVM
ed 1.14.2 1.14.2
efi-filesystem 5 5
efi-srpm-macros 5 5
efivar 38 38
efivar-libs 38 38
elfutils-debuginfod- 0.188 0.188
client

elfutils-default-y 0.188 0.188
ama-scope

elfutils-libelf 0.188 0.188
elfutils-1libs 0.188 0.188
ethtool 5.15 5.15
expat 25.0 25.0
file 5.39 5.39
file-1libs 5.39 5.39
filesystem 3.14 3.14
findutils 4.8.0 4.8.0
fonts-srpm-macros 2.0.5 2.0.5
fstrm 0.6.1 0.6.1
fuse-libs 299 2.9.9
gawk 51.0 51.0
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e AMI KVM
gdbm-1ibs 1.19 1.19
gdisk 1.0.8 1.0.8
gettext 0.21 0.21
gettext-1libs 0.21 0.21
ghc-srpm-macros 1.5.0 1.5.0
glib2 2.74.7 2.74.7
glibc 2.34 2.34
glibc-all-langpacks 2.34 2.34
glibc-common 2.34 2.34
glibc-gconv-extra 2.34 2.34
glibc-locale-source 2.34 2.34
gmp 6.2.1 6.2.1
gnupg2-minimal 2.3.7 2.3.7
gnutls 3.8.0 3.8.0
go-sIpm-macros 3.2.0 3.2.0
gpgme 1.15.1 1.15.1
gpm-1libs 1.20.7 1.20.7
grep 3.8 3.8
groff-base 1.22.4 1.22.4
grub2-common 2.06 2.06
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RAriEmE

nHta

grub2-efi-aab4-ec2

grub2-efi-x64-ec2

grub2-pc

grub2-pc-modules

grub2-tools

grub2-tools-minimal

grubby
gssproxy
gzip
hostname
hunspell

hunspell-en

hunspell-en-GB
hunspell-en-US

hunspell-filesystem

hwdata

info

inih
initscripts

iproute

AMI
2.06 (aarch64)

2.06 (x86_64)

2.06
2.06

2.06

8.40

0.8.4

1.12

3.23

1.7.0
0.20140811.1
0.20140811.1
0.20140811.1
1.7.0

0.353

6.7

49

10.09

5.10.0

KVM

2.06 (aarch64)
2.06 (x86_64)
2.06 (x86_64)
2.06 ( noarch )
2.06

2.06

8.40

0.8.4

1.12

3.23

1.7.0
0.20140811.1
0.20140811.1
0.20140811.1
1.7.0

0.353

6.7

49

10.09

5.10.0
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RAriEmE

B2

iputils
irgbalance
jansson
jitterentropy
iq

json-c

kbd

kbd-misc
kernel

kernel-livepatch-r
epo-cdn

kernel-livepatch-r
epo-s3

kernel-modules-extra

kernel-modules-ext
ra-common

kernel-srpm-macros
kernel-tools
keyutils
keyutils-1libs

kmod

AMI

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0

2.4.0

6.1.90

2023.4.20240513

1.0

6.1.90

1.6.3

1.6.3

29

KVM

20210202

1.9.0

2.14

3.4.1

0.14

2.4.0

2.4.0

6.1.90

2023.4.20240513

6.1.90

6.1.90

1.0

6.1.90

1.6.3

1.6.3

29
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B2
kmod-1ibs
kpatch-runtime
krb5-1ibs

less

libacl

libaio
libarchive
libargon2
libassuan
libattr
libbasicobjects
libblkid
libcap
libcap-ng
libcbor
libcollection
libcom_err
libcomps
libconfig

libcurl-minimal

AMI

29

0.9.7

1.21

608

2.3.1

0.3.111

3.5.3

20171227

2.5.5

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

KVM

29

0.9.7

1.21

608

2.3.1

0.3.111

3.5.3

20171227

2.5.5

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0
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RAriEmE

B2

Libdb
libdhash
libdnf
libeconf
libedit

libev
libevent
libfdisk
libffi
libfido2
libgcc
libgcrypt
libgomp
libgpg-error
libibverbs
libidn2
libini_config
libkcapi
libkcapi-hmaccalc

1libldb

AMI

5.3.28

0.5.0

0.69.0

0.4.0

3.1

4.33

2.1.12

2374

3.4.4

1.10.0

11.4.1

1.10.2

11.4.1

1.42

48.0

2.3.2

1.3.1

1.4.0

1.4.0

26.2

KVM

5.3.28

0.69.0

0.4.0

3.1

4.33

2.1.12

2374

3.4.4

1.10.0

11.4.1

1.10.2

11.4.1

1.42

48.0

2.3.2

1.3.1

1.4.0

1.4.0
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B2
libmaxminddb
libmetalink
libmnl
libmodulemd
libmount
libnfsidmap
libnghttp2
libnl3
libpath_utils
libpcap
libpipeline
libpkgconf
libpsl
libpwquality
libref_array
librepo
libreport-filesystem
libseccomp
libselinux

libselinux-utils

AMI

1.5.2

0.1.3

1.0.4

2.13.0

2374

254

1.59.0

3.5.0

0.2.1

1.10.1

1.5.3

1.8.0

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

2.5.3

3.4

3.4

KVM

1.5.2

0.1.3

1.0.4

2.13.0

2374

254

1.59.0

3.5.0

0.2.1

1.10.1

1.5.3

1.8.0

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

2.5.3

3.4

3.4
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RAriEmE

B2
libsemanage
libsepol
libsigsegv
libsmartcols
libsolv

libss
libsss_certmap
libsss_idmap
libsss_nss_idmap
libsss_sudo
libstdc++
libstoragemgmt
libtalloc
libtasnl
libtdb
libtevent
libtextstyle
libtirpc
libunistring

libuser

AMI

3.4

3.4

213

2374

0.7.22

1.46.5

294

294

294

294

11.4.1

1.9.4

234

4.19.0

1.4.7

0.13.0

0.21

1.3.3

0.9.10

0.63

KVM

3.4

3.4

213

2374

0.7.22

1.46.5

294

294

11.4.1

1.9.4

4.19.0

0.21

1.3.3

0.9.10

0.63
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libutempter
libuuid

libuv

libverto
libverto-libev
libxcrypt
libxml2

libyaml

libzstd
Im_sensors-1ibs
Imdb-1ibs
logrotate

lsof

lua-1libs
lua-srpm-macros
1z4-1ibs

man-db
man-pages
microcode_ctl

mpfr

AMI
1.2.1

2.37.4
1.47.0

0.3.2

0.3.2

4.4.33
2.10.4

0.2.5

15.5

3.6.0

0.9.29
3.20.1
4.94.0

5.4.4

1

1.9.4

2.9.3

5.10

2.1 (x86_64)

41.0

KVM
1.2.1

2.37.4
1.47.0

0.3.2

0.3.2

4.4.33
2.10.4

0.2.5

15.5

3.6.0

0.9.29
3.20.1
4.94.0

5.4.4

1

1.9.4

2.9.3

5.10

2.1 (x86_64)

41.0
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Amazon Linux 2023 AriEE

e AMI KVM
nano 5.8 5.8
ncurses 6.2 6.2
ncurses-base 6.2 6.2
ncurses-1libs 6.2 6.2
nettle 3.8 3.8
net-tools 2.0 2.0
newt 0.52.21 0.52.21
nfs-utils 254 254
npth 1.6 1.6
nspr 4.35.0 4.35.0
nss 3.90.0 3.90.0
nss-softokn 3.90.0 3.90.0
nss-softokn-freebl 3.90.0 3.90.0
nss-sysinit 3.90.0 3.90.0
nss-util 3.90.0 3.90.0
ntsysv 1.15 1.15
numactl-1libs 2.0.14 2.0.14
ocaml-srpm-macros 6 6
oniguruma 6.9.7.1

openblas-srpm-macros 2 2

FRE AMI F KVM 188 AL2023 BEEFEXT 311



Amazon Linux 2023 AriEE

e AMI KVM
openldap 2.4.57 2.4.57
openssh 8.7p1 8.7p1
openssh-clients 8.7p1 8.7p1
openssh-server 8.7p1 8.7p1
openssl 3.0.8 3.0.8
openssl-1libs 3.0.8 3.0.8
openssl-pkcsll 0.4.12 0.4.12
os-prober 1.77 1.77
pll-kit 0.24.1 0.24.1
pll-kit-trust 0.241 0.241
package-notes-srpm- 0.4 0.4
macros

pam 1.5.1 1.5.1
parted 3.4 3.4
passwd 0.80 0.80
pciutils 3.7.0 3.7.0
pciutils-1libs 3.7.0 3.7.0
pcre2 10.40 10.40
pcre2-syntax 10.40 10.40
perl-Carp 1.50 1.50
perl-Class-Struct 0.66 0.66
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RAriEmE

B2
perl-constant
perl-Dynaloader
perl-Encode
perl-Errno
perl-Exporter
perl-Fcntl
perl-File-Basename
perl-File-Path
perl-File-stat
perl-File-Temp
perl-Getopt-Long
perl-Getopt-Std
perl-HTTP-Tiny
perl-if
perl-interpreter
perl-IO
perl-IPC-Open3
perl-libs
perl-MIME-Baseb4

perl-mro

AMI

1.33

1.47

3.15

1.30

5.74

1.13

2.85

2.18

1.09

0.231.100

2.52

1.12

0.078

0.60.800

5.32.1

1.43

1.21

5.32.1

3.16

1.23

KVM

1.33

1.47

3.15

1.30

5.74

1.13

2.85

2.18

1.09

0.231.100

2.52

1.12

0.078

0.60.800

5.32.1

1.43

1.21

5.32.1

3.16

1.23
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RAriEmE

B2
perl-overload
perl-overloading
perl-parent
perl-PathTools
perl-Pod-Escapes
perl-podlators
perl-Pod-Perldoc
perl-Pod-Simple
perl-Pod-Usage
perl-POSIX

perl-Scalar-List-U
tils

perl-SelectSaver
perl-Socket
perl-srpm-macros
perl-Storable
perl-subs
perl-Symbol
perl-Term-ANSIColor
perl-Term-Cap

perl-Text-ParseWords

AMI

1.31

0.02

0.238

3.78

1.07

414

3.28.01

3.42

2.01

1.94

1.56

1.02

2.032

3.21

1.03

1.08

5.01

1.17

3.30

KVM

1.31

0.02

0.238

3.78

1.07

414

3.28.01

3.42

2.01

1.94

1.56

1.02

2.032

3.21

1.03

1.08

5.01

1.17

3.30
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B2
perl-Text-Tabs+Wrap
perl-Time-Local
perl-vars

pkgconf

pkgconf-ms4
pkgconf-pkg-config
policycoreutils

policycoreutils-py
thon-utils

popt
procps-ng
protobuf-c
psacct
psmisc

publicsuffix-list-
dafsa

python3
python3-attrs
python3-audit
python3-awscrt

python3-babel

AMI

2021.0726

1.300

1.05

1.8.0

1.8.0

1.8.0

3.4

3.4

1.18

3.3.17

1.4.1

6.6.4

23.4

20240212

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1

KVM

2021.0726

1.300

1.05

1.8.0

1.8.0

1.8.0

3.4

1.18

3.3.17

1.4.1

6.6.4

23.4

20240212

3.9.16

20.3.0

3.0.6

0.19.19

2.9.1
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python3-cffi
python3-chardet
python3-colorama
python3-configobj
python3-cryptography
python3-daemon
python3-dateutil
python3-dbus
python3-distro
python3-dnf

python3-dnf-plugins-
core

python3-docutils
python3-gpg
python3-hawkey
python3-idna
python3-jinja2
python3-jmespath
python3-jsonpatch
python3-jsonpointer

python3-jsonschema

AMI

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.3.0

2.8.1

1.2.18

1.5.0

4.14.0

4.3.0

0.16

1.15.1

0.69.0

2.10

2113

0.10.0

1.21

2.0

3.2.0

KVM

1.14.5

4.0.0

0.4.4

5.0.6

36.0.1

2.8.1

1.2.18

1.5.0

4.14.0

4.3.0

0.16

1.15.1

0.69.0

2.10

2113

0.10.0

1.21

2.0

3.2.0
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python3-1libcomps
python3-1ibdnf
python3-1libs
python3-1libselinux
python3-libsemanage

python3-libstorage
mgmt

python3-lockfile
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply

python3-policycore
utils

python3-prettytable

python3-prompt-too
1kit

python3-pycparser
python3-pyrsistent

python3-pyserial

AMI

0.1.20

0.69.0

3.9.16

3.4

1.9.4

0.12.2

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

KVM

0.1.20

0.69.0

3.9.16

3.4

3.4

1.9.4

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

0.17.3

3.4
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RAriEmE

B2
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm
python3-ruamel-yaml

python3-ruamel-yaml-
clib

python3-setools
python3-setuptools

python3-setuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
python-chevron
python-srpm-macros
quota

quota-nls

readline

AMI

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

0.13.1

3.9

4.06

4.06

8.1

KVM

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

3.9

4.06

4.06

8.1
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e AMI KVM
rng-tools 6.14 6.14
rootfiles 8.1 8.1
rpcbind 1.2.6 1.2.6
Ipm 4.16.1.3 4.16.1.3
rpm-build-1libs 4.16.1.3 4.16.1.3
rpm-1libs 4.16.1.3 4.16.1.3
rpm-plugin-selinux 4.16.1.3 4.16.1.3
rpm-plugin-systemd- 4.16.1.3 4.16.1.3
inhibit

rpm-sign-1libs 4.16.1.3 4.16.1.3
rsync 3.2.6 3.2.6
rust-srpm-macros 21 21
sbsigntools 0.9.4 0.9.4
screen 4.8.0 4.8.0
sed 4.8 4.8
selinux-policy 37.22 37.22
selinux-policy-tar 37.22 37.22
geted

setup 213.7 213.7
shadow-utils 4.9 4.9
slang 23.2 23.2
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B2
sgqlite-1libs
sssd-client
sssd-common
sssd-kcm
sssd-nfs-idmap
strace

sudo
sysctl-defaults
sysstat

systemd
systemd-1libs
systemd-networkd
systemd-pam
systemd-resolved
systemd-udev
system-release
systemtap-runtime
tar

tbb

tcpdump

AMI

3.40.0

294

294

294

294

6.8

1.9.15

1.0

12.5.6

252.16

252.16

252.16

252.16

252.16

252.16

2023.4.20240513

4.8

1.34

2020.3

4.99.1

KVM

3.40.0

294

6.8

1.9.15

1.0

12.5.6

252.16

252.16

252.16

252.16

252.16

252.16

2023.4.20240513

4.8

1.34

2020.3

4.99.1
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B4

tcsh

time
traceroute
tzdata

unzip
update-motd
userspace-rcu
util-linux
util-linux-core
vim-common
vim-data
vim-enhanced
vim-filesystem
vim-minimal
wget

which

words

xfsdump
xfsprogs

xxd

AMI

6.24.07

1

213

2024a

6.0

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

3.0

3.1.11

5.18.0

9.0.2153

KVM

6.24.07

1

213

2024a

6.0

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

3.0

3.1.11

5.18.0

9.0.2153
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B2
xxhash-1ibs
Xz

xz-1libs

yum

zip

z1ib

zram-generator

zram-generator-def

aults

zstd

AMI

0.8.0

5.2.5

5.2.5

4.14.0

3.0

1.2.11

1.1.2

1.1.2

1.5.5

KVM

0.8.0

5.2.5

5.2.5

4.14.0

3.0

1.2.11

1.5.5

FFLEEL T Linux 2023 #7F AMI S E 35 AL2023
VMware OVA & & # TR

AL2023 7/ AMI E#F7EH RPM 5 AL2023 VMware OVA & EFHER RPM YLLK,

BHa
acl
acpid

alternatives

amazon-chrony-config

amazon-ec2-net-utils

amazon-linux-onprem

AMI

2.3.1

2.0.32

1.15

4.3

2.4.1

VMware

2.3.1

1.15

1.2
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nHta

amazon-linux-repo-
cdn

amazon-linux-repo-s3

amazon-linux-sb-keys

amazon-onprem-netw

ork

amazon-rpm-config
amazon-ssm-agent
at

attr

audit

audit-libs
aws-cfn-bootstrap
awscli-2
basesystem

bash
bash-completion
bc

bind-1libs
bind-license

bind-utils

AMI

2023.4.20240513

2023.1

228

3.3.380.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

2.15.30

11

5.2.15

2.1.1

1.07.1

9.16.48

9.16.48

9.16.48

VMware

2023.4.20240513

2023.1

1.2

228

3.3.380.0

3.1.23

2.5.1

3.0.6

3.0.6

2.15.30

11

5.2.15

2.1.1

1.07.1

9.16.48

9.16.48

9.16.48
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https://docs.aws.amazon.com/linux/al2023/ug/outside-ec2.html
https://docs.aws.amazon.com/linux/al2023/ug/outside-ec2.html

Amazon Linux 2023
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B2

binutils
boost-filesystem
boost-system
boost-thread
bzip2

bzip2-1libs
ca-certificates
c-ares
checkpolicy
chkconfig

chrony
cloud-init
cloud-init-cfg-ec2

cloud-init-cfg-onp
rem

cloud-utils-growpart
coreutils
coreutils-common
cpio

cracklib

cracklib-dicts

AMI

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

2023.2.64

1.19.0

3.4

1.15

4.3

22.2

22.2

0.31

8.32

8.32

2.13

2.9.6

296

VMware

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

2023.2.64

3.4

1.15

4.3

22.2

22.2

0.31

8.32

8.32

2.13

2.9.6

296
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https://docs.aws.amazon.com/linux/al2023/ug/c-cplusplus.html
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042
crontabs
crypto-policies

crypto-policies-sc
ripts

cryptsetup
cryptsetup-1libs

curl-minimal

cyrus-sasl-lib
cyrus-sasl-plain
dbus

dbus-broker
dbus-common
dbus-1ibs
device-mapper
device-mapper-1libs
diffutils

dnf

dnf-data

dnf-plugin-release-
notification

dnf-plugins-core

AMI

1.1

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0

4.14.0

1.2

4.3.0

VMware

1.1

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0

4.14.0

1.2

4.3.0
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#curl-minimal
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nHta

dnf-plugin-support-
info

dnf-utils
dosfstools

dracut
dracut-config-ec2

dracut-config-gene
Tric

dwz

dyninst

e2fsprogs
e2fsprogs-1libs
ec2-hibinit-agent
ec2-instance-connect

ec2-instance-conne
ct-selinux

ec2-utils

ed
efi-filesystem
efi-srpm-macros

efivar

AMI

1.2

4.3.0

4.2

055

3.0

055

0.14

10.2.1

1.46.5

1.46.5

1.0.8

1.1

2.2.0

1.14.2

38

VMware

1.2

4.3.0

4.2

055

055

0.14

10.2.1

1.46.5

1.46.5

1.14.2

38
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efivar-1libs 38 38
elfutils-debuginfod- 0.188 0.188
client

elfutils-default-y 0.188 0.188
ama-scope

elfutils-libelf 0.188 0.188
elfutils-libs 0.188 0.188
ethtool 5.15 5.15
expat 25.0 25.0
file 5.39 5.39
file-1libs 5.39 5.39
filesystem 3.14 3.14
findutils 4.8.0 4.8.0
fonts-srpm-macros 2.0.5 2.0.5
fstrm 0.6.1 0.6.1
fuse3 3.10.4
fuse3-1libs 3.10.4
fuse-common 3.10.4
fuse-1libs 299 299
gawk 5.1.0 5.1.0
gdbm-1ibs 1.19 1.19
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gdisk

gettext
gettext-1libs
ghc-srpm-macros
glib2

glibc
glibc-all-langpacks
glibc-common
glibc-gconv-extra
glibc-locale-source
gmp

gnupg2-minimal

gnutls
go-SIpm-macros
gpgme

gpm-1libs

grep
groff-base
grub2-common

grub2-efi-x64-ec2

AMI

1.0.8

0.21

0.21

1.5.0

2.74.7

2.34

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1

1.20.7

3.8

1.22.4

2.06

2.06

VMware

1.0.8

0.21

0.21

1.5.0

2.74.7

2.34

2.34

2.34

2.34

2.34

6.2.1

2.3.7

3.8.0

3.2.0

1.15.1

1.20.7

3.8

1.22.4

2.06

2.06
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grub2-pc
grub2-pc-modules
grub2-tools
grub2-tools-minimal
grubby

gssproxy

gzip

hostname

hunspell
hunspell-en
hunspell-en-GB
hunspell-en-US
hunspell-filesystem
hwdata

info

inih

initscripts

iproute

iputils

irgbalance

AMI

2.06

2.06

2.06

8.40

0.8.4

1.12

3.23

1.7.0

0.20140811.1

0.20140811.1

0.20140811.1

1.7.0

0.353

6.7

49

10.09

5.10.0

20210202

1.9.0

VMware

2.06

2.06

2.06

2.06

8.40

0.8.4

1.12

3.23

1.7.0

0.20140811.1

0.20140811.1

0.20140811.1

1.7.0

0.353

6.7

49

10.09

5.10.0

20210202

1.9.0
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jansson 214 2.14
jitterentropy 3.4.1 3.4.1
iq 1.7.1

json-c 0.14 0.14
kbd 24.0 24.0
kbd-misc 24.0 24.0
kernel 6.1.90 6.1.90
kernel-livepatch-r 2023.4.20240513
epo-cdn

kernel-livepatch-r 2023.4.20240513

epo-s3

kernel-modules-extra 6.1.90
kernel-modules-ext 6.1.90
ra-common

kernel-srpm-macros 1.0 1.0
kernel-tools 6.1.90 6.1.90
keyutils 1.6.3 1.6.3
keyutils-1libs 1.6.3 1.6.3
kmod 29 29
kmod-1ibs 29 29
kpatch-runtime 0.9.7 0.9.7
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krb5-1ibs
less

libacl

libaio
libarchive
libargon2
libassuan
libattr
libbasicobjects
libblkid
libcap
libcap-ng
libcbor
libcollection
libcom_err
libcomps
libconfig

libcurl-minimal

libdb

libdhash

AMI

1.21

608

2.3.1

0.3.111

3.5.3

20171227

2.5.5

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

VMware

1.21

608

2.3.1

0.3.111

3.5.3

20171227

2.5.5

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28
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B2

libdnf
libeconf
libedit

libev
libevent
libfdisk
libffi
libfido2
libgcc
libgcrypt
libgomp
libgpg-error
libibverbs
libidn2
libini_config
libkcapi
libkcapi-hmaccalc
libldb
libmaxminddb

libmetalink

AMI

0.69.0

0.4.0

3.1

4.33

2.1.12

2374

3.4.4

1.10.0

11.4.1

1.10.2

11.4.1

1.42

48.0

2.3.2

1.3.1

1.4.0

1.4.0

2.6.2

1.5.2

0.1.3

VMware

0.69.0

0.4.0

3.1

4.33

2.1.12

2374

3.4.4

1.10.0

11.4.1

1.10.2

11.4.1

1.42

48.0

2.3.2

1.3.1

1.4.0

1.4.0

1.5.2

0.1.3
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libmnl
libmodulemd
libmount
libmspack
libnfsidmap
libnghttp2
1libnl3
libpath_utils
libpcap
libpipeline
libpkgconf
libpsl
libpwquality
libref_array

librepo

libreport-filesystem

libseccomp

libselinux

libselinux-utils

libsemanage

AMI

1.0.4

2.13.0

2374

254

1.59.0

3.5.0

0.2.1

1.10.1

1.5.3

1.8.0

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

253

3.4

3.4

3.4

VMware

1.0.4

2.13.0

2374

0.10.1

254

1.59.0

3.5.0

0.2.1

1.10.1

1.5.3

1.8.0

0.21.1

1.4.4

0.1.5

1.14.5

2.15.2

253

3.4

3.4

3.4
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libsepol
libsigsegv
libsmartcols
libsolv

libss
libsss_certmap
libsss_idmap
libsss_nss_idmap
libsss_sudo
libstdc++
libstoragemgmt
libtalloc
libtasnl
libtdb
libtevent
libtextstyle
libtirpc
libtool-1tdl
libunistring

libuser

AMI

3.4

2.13

2374

0.7.22

1.46.5

294

294

294

294

11.4.1

1.9.4

234

4.19.0

1.4.7

0.13.0

0.21

1.3.3

0.9.10

0.63

VMware

3.4

2.13

2374

0.7.22

1.46.5

294

294

11.4.1

1.9.4

4.19.0

0.21

1.3.3

2.4.7

0.9.10

0.63
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libutempter
libuuid

libuv

libverto
libverto-libev
libxcrypt
libxml2

libxslt

libyaml

libzstd
Im_sensors-1libs
1mdb-1ibs
logrotate

lsof

lua-1libs
lua-srpm-macros
1z4-1ibs

man-db
man-pages

microcode_ctl

AMI

1.2.1

2374

1.47.0

0.3.2

0.3.2

4.4.33

2104

0.2.5

1.5.5

3.6.0

0.9.29

3.20.1

4.94.0

544

1.9.4

2.9.3

5.10

2.1

VMware

1.2.1

2374

1.47.0

0.3.2

0.3.2

4.4.33

2104

1.1.34

0.2.5

1.5.5

3.6.0

0.9.29

3.20.1

4.94.0

544

1.9.4

2.9.3

5.10

2.1
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mpfr 41.0 41.0
nano 5.8 5.8
ncurses 6.2 6.2
ncurses-base 6.2 6.2
ncurses-1ibs 6.2 6.2
nettle 3.8 3.8
net-tools 2.0 2.0
newt 0.52.21 0.52.21
nfs-utils 254 254
npth 1.6 1.6
nspr 4.35.0 4.35.0
nss 3.90.0 3.90.0
nss-softokn 3.90.0 3.90.0
nss-softokn-freebl 3.90.0 3.90.0
nss-sysinit 3.90.0 3.90.0
nss-util 3.90.0 3.90.0
ntsysv 1.15 1.15
numactl-1libs 2.0.14 2.0.14
ocaml-srpm-macros 6 6
oniguruma 6.9.7.1
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openblas-srpm-macros 2 2
openldap 2.4.57 2.4.57
openssh 8.7p1 8.7p1
openssh-clients 8.7p1 8.7p1
openssh-server 8.7p1 8.7p1
openssl 3.0.8 3.0.8
openssl-libs 3.0.8 3.0.8
openssl-pkcsll 0.4.12 0.4.12
open-vm-tools 12.3.0
os-prober 1.77 1.77
pll-kit 0.24.1 0.24.1
pll-kit-trust 0.24.1 0.24.1
package-notes-srpm- 0.4 0.4
macros

pam 1.5.1 1.5.1
parted 3.4 34
passwd 0.80 0.80
pciutils 3.7.0 3.7.0
pciutils-1libs 3.7.0 3.7.0
pcre2 10.40 10.40
pcre2-syntax 10.40 10.40
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perl-Carp
perl-Class-Struct
perl-constant
perl-Dynaloader
perl-Encode
perl-Errno
perl-Exporter
perl-Fcntl
perl-File-Basename
perl-File-Path
perl-File-stat
perl-File-Temp
perl-Getopt-Long
perl-Getopt-Std
perl-HTTP-Tiny
perl-if
perl-interpreter
perl-IO
perl-IPC-Open3

perl-libs

AMI

1.50

0.66

1.33

1.47

3.15

1.30

5.74

1.13

2.85

2.18

1.09

0.231.100

2.52

1.12

0.078

0.60.800

5.32.1

1.43

1.21

5.32.1

VMware

1.50

0.66

1.33

1.47

3.15

1.30

5.74

1.13

2.85

2.18

1.09

0.231.100

2.52

1.12

0.078

0.60.800

5.32.1

1.43

1.21

5.32.1
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perl-MIME-Base64 3.16 3.16
perl-mro 1.23 1.23
perl-overload 1.31 1.31
perl-overloading 0.02 0.02
perl-parent 0.238 0.238
perl-PathTools 3.78 3.78
perl-Pod-Escapes 1.07 1.07
perl-podlators 4.14 4.14
perl-Pod-Perldoc 3.28.01 3.28.01
perl-Pod-Simple 3.42 3.42
perl-Pod-Usage 2.01 2.01
perl-POSIX 1.94 1.94
perl-Scalar-List-U 1.56 1.56
tils

perl-SelectSaver 1.02 1.02
perl-Socket 2.032 2.032
perl-srpm-macros 1 1
perl-Storable 3.21 3.21
perl-subs 1.03 1.03
perl-Symbol 1.08 1.08
perl-Term-ANSIColor 5.01 5.01
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perl-Term-Cap
perl-Text-ParseWords
perl-Text-Tabs+Wrap
perl-Time-Local
perl-vars

pkgconf

pkgconf-m4
pkgconf-pkg-config
policycoreutils

policycoreutils-py
thon-utils

popt
procps-ng
protobuf-c
psacct
psmisc

publicsuffix-list-
dafsa

python3
python3-attrs

python3-audit

AMI

1.17

3.30

2021.0726

1.300

1.05

1.8.0

1.8.0

1.8.0

3.4

3.4

1.18

3.3.17

1.4.1

6.6.4

23.4

20240212

3.9.16

20.3.0

3.0.6

VMware

1.17

3.30

2021.0726

1.300

1.05

1.8.0

1.8.0

1.8.0

3.4

1.18

3.3.17

1.4.1

6.6.4

23.4

20240212

3.9.16

20.3.0

3.0.6
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python3-awscrt 0.19.19 0.19.19
python3-babel 291 2.9.1
python3-cffi 1.14.5 1.14.5
python3-chardet 4.0.0 4.0.0
python3-colorama 0.4.4 0.4.4
python3-configobj 5.0.6 5.0.6
python3-cryptography 36.0.1 36.0.1
python3-daemon 2.3.0

python3-dateutil 2.8.1 2.8.1
python3-dbus 1.2.18 1.2.18
python3-distro 1.5.0 1.5.0
python3-dnf 4.14.0 4.14.0
python3-dnf-plugins- 4.3.0 4.3.0
core

python3-docutils 0.16 0.16
python3-gpg 1.15.1 1.15.1
python3-hawkey 0.69.0 0.69.0
python3-idna 2.10 2.10
python3-jinja2 2113 2113
python3-jmespath 0.10.0 0.10.0
python3-jsonpatch 1.21 1.21
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python3-jsonpointer
python3-jsonschema
python3-1libcomps
python3-1libdnf
python3-1libs
python3-1libselinux
python3-libsemanage

python3-libstorage
mgmt

python3-lockfile
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply

python3-policycore
utils

python3-prettytable

python3-prompt-too
lkit

python3-pycparser

AMI

2.0

3.2.0

0.1.20

0.69.0

3.9.16

3.4

3.4

1.9.4

0.12.2

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20

VMware

2.0

3.2.0

0.1.20

0.69.0

3.9.16

3.4

3.4

1.9.4

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2

3.0.24

2.20
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python3-pyrsistent
python3-pyserial
python3-pysocks
python3-pytz
python3-pyyaml
python3-requests
python3-rpm
python3-ruamel-yaml

python3-ruamel-yaml-
clib

python3-setools
python3-setuptools

python3-setuptools-
wheel

python3-six
python3-systemd
python3-urllib3
python3-wcwidth
python-chevron
python-srpm-macros

quota

AMI

0.17.3

3.4

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

0.13.1

3.9

4.06

VMware

0.17.3

3.4

1.7.1

2022.71

5.4.1

2.25.1

4.16.1.3

0.16.6

0.1.2

441

59.6.0

59.6.0

1.15.0

235

1.25.10

0.2.5

3.9

4.06
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quota-nls

readline

rng-tools
rootfiles

rpcbind

Ipm

rpm-build-1libs
rpm-1libs
rpm-plugin-selinux

rpm-plugin-systemd-
inhibit

rpm-sign-1libs
rsync
rust-srpm-macros
sbsigntools
screen

sed
selinux-policy

selinux-policy-tar
geted

setup

AMI

4.06

8.1

6.14

8.1

1.2.6

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

3.2.6

21

0.9.4

4.8.0

4.8

37.22

37.22

2.13.7

VMware

4.06

8.1

6.14

8.1

1.2.6

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

3.2.6

21

0.9.4

4.8.0

4.8

37.22

37.22

2.13.7
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shadow-utils 4.9 4.9
slang 2.3.2 23.2
sqlite-1libs 3.40.0 3.40.0
sssd-client 294 294
sssd-common 294

sssd-kcm 294

sssd-nfs-idmap 294

strace 6.8 6.8
sudo 1.9.15 1.9.15
sysctl-defaults 1.0 1.0
sysstat 12.5.6 12.5.6
systemd 252.16 252.16
systemd-1libs 252.16 252.16
systemd-networkd 252.16 252.16
systemd-pam 252.16 252.16
systemd-resolved 252.16 252.16
systemd-udev 252.16 252.16
system-release 2023.4.20240513 2023.4.20240513
systemtap-runtime 4.8 4.8
tar 1.34 1.34
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tbb

tcpdump

tcsh

time
traceroute
tzdata

unzip
update-motd
userspace-rIcu
util-linux
util-linux-core
vim-common
vim-data
vim-enhanced
vim-filesystem
vim-minimal
wget

which

words

xfsdump

AMI

2020.3

4.99.1

6.24.07

1.9

213

2024a

6.0

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

3.0

3.1.11

VMware

2020.3

4.99.1

6.24.07

1.9

213

2024a

6.0

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

3.0

3.1.11
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xfsprogs 5.18.0 5.18.0
xmlsecl 1.2.33
xmlsecl-openssl 1.2.33
xxd 9.0.2153 9.0.2153
xxhash-1libs 0.8.0 0.8.0
XZ 5.2.5 5.2.5
xz-1ibs 5.2.5 5.2.5
yum 4.14.0 4.14.0
zip 3.0 3.0
zlib 1.2.11 1.2.11
zram-generator 1.1.2

zram-generator-def 1.1.2

aults

zstd 1.5.5 1.5.5

FZZEET TE Linux 2023 ¥rHE AMI L85 AL2023 Hyper-
V SEEHITHR

AL2023 #7/E AMI L8 RPM 5 AL2023 Hyper-V B L& R RPM W EEER,

BH2 AMI Hyper-V VHDX
acl 2.3.1 2.3.1
acpid 2.0.32
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alternatives
amazon-chrony-config

amazon-ec2-net-utils

amazon-linux-onprem

amazon-linux-repo-
cdn

amazon-linux-repo-s3

amazon-linux-sb-keys

amazon-onprem-netw

ork

amazon-rpm-config
amazon-ssm-agent
at

attr

audit

audit-1libs
aws-cfn-bootstrap
awscli-2
basesystem

bash

bash-completion

AMI

1.15

4.3

2.4.1

2023.4.20240319

2023.1

228

3.2.2303.0

3.1.23

2.5.1

3.0.6

3.0.6

2.0

2145

11

5.2.15

2.1.1

Hyper-V VHDX

1.15

1.2

2023.4.20240319

2023.1

1.2

228
3.2.2303.0
3.1.23
2.5.1
3.0.6
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B2

bc

bind-1libs
bind-license
bind-utils
binutils
boost-filesystem
boost-system
boost-thread
bzip2

bzip2-1libs
ca-certificates
c-ares
checkpolicy
chkconfig

chrony
cloud-init
cloud-init-cfg-ec2

cloud-init-cfg-onp
rem

cloud-utils-growpart

coreutils

AMI

1.07.1

9.16.48

9.16.48

9.16.48

2.39

1.75.0

1.75.0

1.75.0

1.0.8

1.0.8

2023.2.64

1.19.0

3.4

1.15

4.3

22.2

22.2

0.31

8.32
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B2
coreutils-common
cpio

cracklib
cracklib-dicts
crontabs

crypto-policies

crypto-policies-sc

ripts
cryptsetup
cryptsetup-1libs

curl-minimal

cyrus-sasl-1lib
cyrus-sasl-plain
dbus

dbus-broker
dbus-common
dbus-1libs

device-mapper

device-mapper-1libs

diffutils

dnf

AMI

8.32

2.13

2.9.6

2.9.6

1.11

20220428

20220428

2.6.1

2.6.1

8.5.0

2.1.27

2.1.27

1.12.28

32

1.12.28

1.12.28

1.02.185

1.02.185

3.8

4.14.0
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RHea
dnf-data

dnf-plugin-release-
notification

dnf-plugins-core

dnf-plugin-support-
info

dnf-utils
dosfstools

dracut
dracut-config-ec2

dracut-config-gene
ric

dwz

dyninst
e2fsprogs
e2fsprogs-1libs

ec2-hibinit-agent

ec2-instance-connect

ec2-instance-conne
ct-selinux

ec2-utils

ed

AMI

4.14.0

1.2

4.3.0

1.2

4.3.0

4.2

055

3.0

055

0.14

10.2.1

1.46.5

1.46.5

1.0.8

1.1

1.1

2.2.0

1.14.2
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efi-filesystem 5 5
efi-srpm-macros 5 5
efivar 38 38
efivar-1libs 38 38
elfutils-debuginfod- 0.188 0.188
client

elfutils-default-y 0.188 0.188
ama-scope

elfutils-libelf 0.188 0.188
elfutils-1libs 0.188 0.188
ethtool 5.15 5.15
expat 25.0 25.0
file 5.39 5.39
file-1libs 5.39 5.39
filesystem 3.14 3.14
findutils 4.8.0 4.8.0
fonts-srpm-macros 2.0.5 2.0.5
fstrm 0.6.1 0.6.1
fuse-1libs 299 299
gawk 5.1.0 5.1.0
gdbm-1ibs 1.19 1.19
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gdisk 1.0.8 1.0.8
gettext 0.21 0.21
gettext-1libs 0.21 0.21
ghc-srpm-macros 1.5.0 1.5.0
glib2 2.74.7 2.74.7
glibc 2.34 2.34
glibc-all-langpacks 2.34 2.34
glibc-common 2.34 2.34
glibc-gconv-extra 2.34 2.34
glibc-locale-source 2.34 2.34
gmp 6.2.1 6.2.1
gnupg2-minimal 2.3.7 2.3.7
gnutls 3.8.0 3.8.0
go-Srpm-macros 3.2.0 3.2.0
gpgme 1.15.1 1.15.1
gpm-1libs 1.20.7 1.20.7
grep 3.8 3.8
groff-base 1.22.4 1.22.4
grub2-common 2.06 2.06
grub2-efi-x64-ec2 2.06 2.06
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B4 AMI
grub2-pc

grub2-pc-modules 2.06
grub2-tools 2.06
grub2-tools-minimal 2.06
grubby 8.40
gssproxy 0.8.4

gzip 1.12
hostname 3.23
hunspell 1.7.0
hunspell-en 0.20140811.1
hunspell-en-GB 0.20140811.1
hunspell-en-US 0.20140811.1
hunspell-filesystem 1.7.0
hwdata 0.353

hyperv-daemons

hyperv-daemons-1lic

ense

hypervfcopyd

hypervkvpd

hyperv-tools

hypervvssd
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2.06

2.06

2.06

2.06

8.40

0.8.4

1.12

3.23

1.7.0
0.20140811.1
0.20140811.1
0.20140811.1
1.7.0

0.353

0

0
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info

inih
initscripts
iproute
iputils
irgbalance

jansson

jitterentropy

jq
json-c
kbd
kbd-misc

kernel

kernel-livepatch-r

epo-cdn

kernel-livepatch-r

epo-s3

kernel-modules-extra

kernel-modules-ext

I'a-common

kernel-srpm-macros

AMI

6.7

49

10.09

5.10.0

20210202

1.9.0

2.14

3.4.1

1.7.1

0.14

2.4.0

2.4.0

6.1.79

2023.4.20240319

1.0
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49

10.09
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6.1.79
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kernel-tools
keyutils
keyutils-1libs
kmod

kmod-1ibs
kpatch-runtime
krb5-1ibs

less

libacl

libaio
libarchive
libargon2
libassuan
libattr
libbasicobjects
libblkid
libcap
libcap-ng
libcbor

libcollection

AMI

6.1.79

1.6.3

1.6.3

29

29

0.9.7

1.21

608

2.3.1

0.3.111

3.5.3

20171227

ZASES

2.5.1

0.1.1

2374

2.48

0.8.2

0.7.0

0.7.0
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6.1.79
1.6.3
1.6.3

29

29

0.9.7

1.21

608

2.31
0.3.111
35.3
20171227
255
2.5.1
0.1.1
2374
2.48
0.8.2
0.7.0

0.7.0
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libcom_err
libcomps
libconfig

libcurl-minimal

libdb

libdhash
libdnf
libeconf
libedit
libev
libevent
libfdisk
libffi
libfido2
libgcc
libgcrypt
libgomp
libgpg-error
libibverbs

libidn2

AMI

1.46.5

0.1.20

1.7.2

8.5.0

5.3.28

0.5.0

0.69.0

0.4.0

3.1

4.33

2.1.12

2374

3.4.4

1.10.0

11.4.1

1.10.2

11.4.1

1.42

48.0

2.3.2
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e AMI Hyper-V VHDX
libini_config 1.3.1 1.3.1
libkcapi 1.4.0 1.4.0
libkcapi-hmaccalc 1.4.0 1.4.0
libldb 2.6.2

libmaxminddb 1.5.2 1.5.2
libmetalink 0.1.3 0.1.3
libmnl 1.0.4 1.0.4
libmodulemd 2.13.0 2.13.0
libmount 2.37.4 2374
libnfsidmap 254 254
libnghttp2 1.57.0 1.57.0
1libnl3 3.5.0 3.5.0
libpath_utils 0.2.1 0.2.1
libpcap 1.10.1 1.10.1
libpipeline 1.5.3 1.5.3
libpkgconf 1.8.0 1.8.0
libpsl 0.21.1 0.21.1
libpwquality 1.4.4 144
libref_array 0.1.5 0.1.5
librepo 1.14.5 1.14.5
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libreport-filesystem 2.15.2 2.15.2
libseccomp 253 253
libselinux 3.4 3.4
libselinux-utils 3.4 3.4
libsemanage 3.4 3.4
libsepol 3.4 3.4
libsigsegv 213 213
libsmartcols 2.37.4 2.37.4
libsolv 0.7.22 0.7.22
libss 1.46.5 1.46.5
libsss_certmap 294

libsss_idmap 294 294
libsss_nss_idmap 294 294
libsss_sudo 294

libstdc++ 11.4.1 11.4.1
libstoragemgmt 1.9.4 1.9.4
libtalloc 234

libtasnl 4.19.0 4.19.0
libtdb 1.4.7

libtevent 0.13.0
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libtextstyle
libtirpc
libunistring
libuser
libutempter
libuuid

libuv

libverto
libverto-libev
libxcrypt
libxml2

libyaml

libzstd
Im_sensors-1libs
1mdb-1ibs
logrotate

lsof

lua-1libs
lua-srpm-macros

1z4-1ibs

AMI

0.21

1.3.3

0.9.10

0.63

1.2.1

2374

1.47.0

0.3.2

0.3.2

4.4.33

2.104

0.2.5

1.5.5

3.6.0

0.9.29

3.20.1

4.94.0

54.4

1.9.4
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man-db 293 293
man-pages 5.10 5.10
microcode_ctl 2.1 2.1
mpfr 41.0 41.0
nano 5.8 5.8
ncurses 6.2 6.2
ncurses-base 6.2 6.2
ncurses-1libs 6.2 6.2
nettle 3.8 3.8
net-tools 20 20
newt 0.52.21 0.52.21
nfs-utils 254 254
npth 1.6 1.6
nspr 4.35.0 4.35.0
nss 3.90.0 3.90.0
nss-softokn 3.90.0 3.90.0
nss-softokn-freebl 3.90.0 3.90.0
nss-sysinit 3.90.0 3.90.0
nss-util 3.90.0 3.90.0
ntsysv 1.15 1.15
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numactl-1libs 2.0.14 2.0.14
ocaml-srpm-macros 6 6
oniguruma 6.9.7.1 6.9.7.1
openblas-srpm-macros 2 2
openldap 2.4.57 2.4.57
openssh 8.7p1 8.7p1
openssh-clients 8.7p1 8.7p1
openssh-server 8.7p1 8.7p1
openssl 3.0.8 3.0.8
openssl-1libs 3.0.8 3.0.8
openssl-pkcsll 0.4.12 0.4.12
os-prober 1.77 1.77
pll-kit 0.24.1 0.24.1
pll-kit-trust 0.24.1 0.24.1
package-notes-srpm- 0.4 0.4
macros

pam 1.5.1 1.5.1
parted 3.4 3.4
passwd 0.80 0.80
pciutils 3.7.0 3.7.0
pciutils-1libs 3.7.0 3.7.0
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pcre2
pcre2-syntax
perl-Carp
perl-Class-Struct
perl-constant
perl-Dynaloader
perl-Encode
perl-Errno
perl-Exporter
perl-Fcntl
perl-File-Basename
perl-File-Path
perl-File-stat
perl-File-Temp
perl-Getopt-Long
perl-Getopt-Std
perl-HTTP-Tiny
perl-if
perl-interpreter

perl-I0

AMI

10.40

10.40

1.50

0.66

1.33

1.47

3.15

1.30

5.74

1.13

2.85

2.18

1.09

0.231.100

2.52

1.12

0.078

0.60.800

5.32.1

1.43
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perl-IPC-0Open3 1.21 1.21
perl-libs 5.32.1 5.32.1
perl-MIME-Baseb64 3.16 3.16
perl-mro 1.23 1.23
perl-overload 1.31 1.31
perl-overloading 0.02 0.02
perl-parent 0.238 0.238
perl-PathTools 3.78 3.78
perl-Pod-Escapes 1.07 1.07
perl-podlators 4.14 4.14
perl-Pod-Perldoc 3.28.01 3.28.01
perl-Pod-Simple 3.42 3.42
perl-Pod-Usage 2.01 2.01
perl-POSIX 1.94 1.94
perl-Scalar-List-U 1.56 1.56
tils

perl-SelectSaver 1.02 1.02
perl-Socket 2.032 2.032
perl-srpm-macros 1 1
perl-Storable 3.21 3.21
perl-subs 1.03 1.03
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perl-Symbol
perl-Term-ANSIColor
perl-Term-Cap
perl-Text-ParseWords
perl-Text-Tabs+Wrap
perl-Time-Local
perl-vars

pkgconf

pkgconf-m4
pkgconf-pkg-config
policycoreutils

policycoreutils-py
thon-utils

popt
procps-ng
protobuf-c
psacct
psmisc

publicsuffix-list-
dafsa

python3

AMI

1.08

5.01

1.17

3.30

2021.0726

1.300

1.05

1.8.0

1.8.0

1.8.0

3.4

3.4

1.18

3.3.17

1.4.1

6.6.4

23.4

20240212

3.9.16
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python3-attrs 20.3.0 20.3.0
python3-audit 3.0.6 3.0.6
python3-awscrt 0.19.19 0.19.19
python3-babel 2.9.1 2.9.1
python3-cffi 1.14.5 1.14.5
python3-chardet 4.0.0 4.0.0
python3-colorama 04.4 04.4
python3-configobj 5.0.6 5.0.6
python3-cryptography 36.0.1 36.0.1
python3-daemon 23.0

python3-dateutil 2.8.1 2.8.1
python3-dbus 1.2.18 1.2.18
python3-distro 1.5.0 1.5.0
python3-dnf 4.14.0 4.14.0
python3-dnf-plugins- 4.3.0 4.3.0
core

python3-docutils 0.16 0.16
python3-gpg 1.15.1 1.15.1
python3-hawkey 0.69.0 0.69.0
python3-idna 210 210
python3-jinja2 2.11.3 2.11.3
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B2
python3-jmespath
python3-jsonpatch
python3-jsonpointer
python3-jsonschema
python3-1libcomps
python3-1libdnf
python3-1libs
python3-1libselinux
python3-libsemanage

python3-libstorage
mgmt

python3-lockfile
python3-markupsafe
python3-netifaces
python3-oauthlib
python3-pip-wheel
python3-ply

python3-policycore
utils

python3-prettytable

AMI

0.10.0

1.21

2.0

3.2.0

0.1.20

0.69.0

3.9.16

3.4

3.4

1.9.4

0.12.2

1.1.1

0.10.6

3.0.2

21.3.1

3.11

3.4

0.7.2
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python3-prompt-too 3.0.24 3.0.24
lkit

python3-pycparser 2.20 2.20
python3-pyrsistent 0.17.3 0.17.3
python3-pyserial 3.4 3.4
python3-pysocks 1.7.1 1.7.1
python3-pytz 2022.7.1 2022.7.1
python3-pyyaml 5.4.1 5.4.1
python3-requests 2.25.1 2.25.1
python3-rpm 4.16.1.3 4.16.1.3
python3-ruamel-yaml 0.16.6 0.16.6
python3-ruamel-yaml- 0.1.2 0.1.2
clib

python3-setools 441 441
python3-setuptools 59.6.0 59.6.0
python3-setuptools- 59.6.0 59.6.0
wheel

python3-six 1.15.0 1.15.0
python3-systemd 235 235
python3-urllib3 1.25.10 1.25.10
python3-wcwidth 0.2.5 0.2.5
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python-chevron
python-srpm-macros
quota

quota-nls

readline

rng-tools
rootfiles

rpcbind

Ipm

rpm-build-1ibs
rpm-1libs
rpm-plugin-selinux

rpm-plugin-systemd-
inhibit

rpm-sign-1libs
rsync
rust-srpm-macros
sbsigntools
screen

sed

selinux-policy

AMI

0.13.1

3.9

4.06

4.06

8.1

6.14

8.1

1.2.6

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

4.16.1.3

3.2.6

21

0.9.4

4.8.0

4.8

37.22
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selinux-policy-tar 37.22 37.22
geted

setup 2.13.7 2.13.7
shadow-utils 4.9 4.9
slang 23.2 23.2
sqlite-1libs 3.40.0 3.40.0
sssd-client 294 294
sssd-common 294

sssd-kcm 294

sssd-nfs-idmap 294

strace 5.16 5.16
sudo 1.9.14 1.9.14
sysctl-defaults 1.0 1.0
sysstat 12.5.6 12.5.6
systemd 252.16 252.16
systemd-1libs 252.16 252.16
systemd-networkd 252.16 252.16
systemd-pam 252.16 252.16
systemd-resolved 252.16 252.16
systemd-udev 252.16 252.16
system-release 2023.4.20240319 2023.4.20240319
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nHta

systemtap-runtime

tar

tbb

tcpdump

tcsh

time
traceroute
tzdata

unzip
update-motd
userspace-rcu
util-linux
util-linux-core
vim-common
vim-data
vim-enhanced
vim-filesystem
vim-minimal
wget

which

AMI

4.8

1.34

2020.3

4.99.1

6.24.07

1.9

213

2024a

6.0

2.2

0.12.1

2374

2374

9.0.2153

9.0.2153

9.0.2153

9.0.2153

9.0.2153

1.21.3

2.21

Hyper-V VHDX
4.8

1.34
2020.3
4.99.1
6.24.07
1.9
2.1.3
2024a
6.0

2.2
0.12.1
2.37.4
2374
9.0.2153
9.0.2153
9.0.2153
9.0.2153
9.0.2153
1.21.3

2.21
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B2

words
xfsdump
xfsprogs
xxd
xxhash-1libs
Xz

xz-1ibs

yum

zip

zlib
zram-generator

zram-generator-def
aults

zstd

AMI

3.0

3.1.11

5.18.0

9.0.2153

0.8.0

5.2.5

5.2.5

4.14.0

3.0

1.2.11

1.1.2

1.1.2

1.5.5

Hyper-V VHDX
3.0

3.1.11

5.18.0
9.0.2153

0.8.0

5.2.5

5.2.5

4.14.0

3.0

1.2.11

1.5.5
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BT AL2023

BEEARETT R AL2023 BVERFTIRAS , XBEM AT UMNEZEEHMEFIeERZ 8, /A AL2023 , &1
LB AL2023 i@ A sl F i EFERBEE AR BRENAEDPRGFSHRAMEF 2B —
%,

£}

- BREXFEFNEA

« £ AL2023 R EB R4 BNRERSEH

- f£ AL2023 LB AR HIEHESEABELEAR
« AL2023 WY ISR AN T

BERA R ER A EA]
TR R A AL2023 AMI , BHTSUREIBA. B Amazon SNS AT EEEHBAL

arn:aws:sns:us-east-1:137112412989:amazon-1inux-2023-ami-updates

HAEFE AL2023 AMI R8T, FHELAKEES . AMI IRARFEEEHEZF.
AUERIM RN T EEBXERER . RIMNBWEERNT A E.

1. TFF Amazon SNS 24l &,

2. MAME K ESMERERAWS X AXERS ( AFELILE ) o LKFUERBIREITEIR SNS
B X,

3. ESMEKD , AOKERITH, SIZITEH,
4. 33F Create subscription X iE4E , 1T TIRE -

a. ¥ FEBARN , FEFIHEWLATLE#HEREM (ARN) : . arn:aws:sns:us-
east-1:137112412989:amazon-1linux-2023-ami-updates

b. Xt T , EFEFERAF
c. WTFumR , AT A SRIZWOE AR B8 F BR4F b ik o
d. EHE BRI,

5. BaWB —HEBHN “AWS BH-TT I WHEINE FERM, T ZBFERH |, EEEWINTHERE
BT B9
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https://aws.amazon.com/sns/
https://console.aws.amazon.com/sns/v3/home
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£ AL2023 H EEBRHINBRIEREER

52 iR S Linux @ , AL2023 AMI 81 E B4 EMAMN T % Linux F#E. EX
AL2023 LR LB ENEIREE , BEHF DNF BRE, HE , B3 —NEHH AL2023 =41,

AE D N B WMATEZITHISEAI EEE DNF G SMNEHE. B4, DFENBUNAIRERF BB A K
& DNF , L EBZEASH TAMN Amazon Linux FE., BxEZEE , HSFE DNF 55
£,

£

- EETANKEIERN

- £/ DNF M EERAN AL L EH
- (%2 ) EMEBIEERS

- B3 ER A FEERTH LS

- REEHEXEER

- BEEEHMNFREERSE

- W, BRASERMIFEE

£ cloud-init N4k E

EF AR ERN

B LAMER dnf check-update S EEFEEXENRENEMERH. NF AL2023 , BIUEESGT
7wl --releasever=version-number %W,

WHILIETS , DNF R 2EBEEEXESREANFEENER. flm , HEE1T dnf check-update
weE , FARMREMNRAIER version-number KB,

MRNRBIEFMAEARIREANEFEE , VbR 2B EEERNNRF N FXR.

@ Note

MRIEZBE dnf check-update S HHER ANEREREERTRA , WREFHEEE
MEF#EERR, IERETCERFHENESREPHNRES.

$ sudo dnf check-update --releasever=2023.0.20230210
Last metadata expiration check: 0:06:13 ago on Mon 13 Feb 2023 10:39:32 PM UTC.
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bind-1libs.x86_64
bind-license.noarch
bind-utils.x86_64
cloud-init.noarch
dnf.noarch
dnf-data.noarch
dracut.x86_64
dracut-config-generic.x86_64
glib2.x86_64

gmp . x86_64

grep.x86_64
kpatch-runtime.noaxrch
libgcc.x86_64
libgomp.x86_64
libpkgconf.x86_64
libstdc++.x86_64
1z4-1ibs.x86_64
pkgconf.x86_64
pkgconf-m4.noarch
pkgconf-pkg-config.x86_64
python3-dnf.noaxrch
python3-rpm.x86_64
rpm.x86_64
rpm-build-libs.x86_64
rpm-1libs.x86_64
rpm-plugin-selinux.x86_64
rpm-plugin-systemd-inhibit.x86_64
rpm-sign-1ibs.x86_64
slang.x86_64
system-release.noarch
systemd.x86_64
systemd-1libs.x86_64
systemd-networkd.x86_64
systemd-pam.x86_64
systemd-resolved.x86_64
systemd-udev.x86_64
vim-common.x86_64
vim-data.noarch
vim-enhanced.x86_64
vim-filesystem.noarch
vim-minimal.x86_64
wget.x86_64

32:9.16.27-1.amzn2023
32:9.16.27-1.amzn2023
32:9.16.27-1.amzn2023
22.2.2-1.amzn2023.1.4
4.12.0-2.amzn2023.0.1
4.12.0-2.amzn2023.0.1
055-6.amzn2023.0.4
055-6.amzn2023.0.4
2.73.2-678.amzn2023
1:6.2.1-2.amzn2023
3.8-1.amzn2023.0.1
0.9.4-7.amzn2023
11.3.1-2.amzn2023.0.6
11.3.1-2.amzn2023.0.6
1.7.3-7.amzn2023.0.1
11.3.1-2.amzn2023.0.6
1.9.4-1.amzn2023
1.7.3-7.amzn2023.0.1
1.7.3-7.amzn2023.0.1
1.7.3-7.amzn2023.0.1

4.12.0-2.amzn2023.0.1
4.16.1.3-12.amzn2023.
4.16.1.3-12.amzn2023.
4.16.1.3-12.amzn2023.
4.16.1.3-12.amzn2023.
4.16.1.3-12.amzn2023.
4.16.1.3-12.amzn2023.
4.16.1.3-12.amzn2023.
2.3.2-9.amzn2023.0.1
2023.0.20230210-0.amzn2023
250.8-1.amzn2023.0.1
250.8-1.amzn2023.0.1
250.8-1.amzn2023.0.1
250.8-1.amzn2023.0.1
250.8-1.amzn2023.0.1
250.8-1.amzn2023.0.1

.0.327-1.amzn2023.
.0.327-1.amzn2023.
.0.327-1.amzn2023.
.0.327-1.amzn2023.
9.0.327-1.amzn2023.
.21.3-1.amzn2023

P NNDNDNNDN
o O OV o©

(SIS ST SRR S RIS BN )
N NDNDNDNDNDNNN

S &0 00 &
e

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux

EREURANRGEBENR
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yum.noarch

4.12.0-2.amzn2023.0.1

amazonlinux

XNThas , MRAEFNRGESTH , WIREBN 100, MEXEEFHRGESTAH , WIREDN
0. Mo, ik FEFHAAEEMB B2,

e DNF MF i ERA N AR 2B

FNHRHBERANZLERIEA THNFEERS. X TMNEH AL2023 AMI BRAZZHEISEHI |, 24
BELEL 2 EH, dnf check-release-update S E2EFE—NRHIE

MEBHERERE , KR5S
Man , TRRE L ZENAERGEER N BRI FM#EE MR

$ sudo dnf update --releasever=2023.0.20230210
Last metadata expiration check: 0:01:40 ago on Mon 13 Feb 2023 10:39:32 PM UTC.

Dependencies resolved.

Upgrading:
bind-1libs
bind-license
bind-utils
cloud-init
dnf
dnf-data
dracut

dracut-config-generic

glib2

gmp

grep
kpatch-runtime
libgcc

libgomp
libpkgconf
libstdc++
1z4-1ibs
pkgconf
pkgconf-m4
pkgconf-pkg-config
python3-dnf
python3-rpm
rpm
rpm-build-1libs
rpm-1ibs

x86_64
noarch
noarch
noarch
x86_64
x86_64
x86_64
x86_64
x86_64
noarch
x86_64
x86_64
x86_64
x86_64
x86_64
x86_64
noarch
x86_64
noarch
x86_64
x86_64
x86_64
x86_64

32:9.16.27-1.amzn2023
32:9.16.27-1.amzn2023
32:9.16.27-1.amzn2023
22.2.2-1.amzn2023.1.4
4.12.0-2.amzn2023.0.1
4.12.0-2.amzn2023.0.1
055-6.amzn2023.0.4
055-6.amzn2023.0.4
2.73.2-678.amzn2023
1:6.2.1-2.amzn2023
3.8-1.amzn2023.0.1
0.9.4-7.amzn2023
11.3.1-2.amzn2023.0.6
11.3.1-2.amzn2023.0.6
1.7.3-7.amzn2023.0.1
11.3.1-2.amzn2023.0.6
.9.4-1.amzn2023
.7.3-7.amzn2023.0.1
.7.3-7.amzn2023.0.1
.7.3-7.amzn2023.0.1
.12.0-2.amzn2023.0.1

S N N Y T g

.16.1.3-12.amzn2023.0.2
.16.1.3-12.amzn2023.0.2
.16.1.3-12.amzn2023.0.2
.16.1.3-12.amzn2023.0.2

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux

202
1.1
454
42
345
8.5
2.7
324
316
30
121
296
37
758
81
41
15
11
415
89
487
92
311

R R R I N N T T T N N N 2 - W W W, W<, W, W
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rpm-plugin-selinux
rpm-plugin-systemd-inhibit

rpm-sign-1libs
slang
system-release
systemd
systemd-1libs

systemd-networkd

systemd-pam

systemd-resolved

systemd-udev
vim-common
vim-data
vim-enhanced
vim-filesystem
vim-minimal
wget

yum

Transaction Summary

Upgrade

43 Packages

x86_64
x86_64
x86_64
x86_64
noarch
x86_64
x86_64
x86_64
x86_64
x86_64
x86_64
x86_64
noarch
x86_64
noarch
x86_64
x86_64
noarch

4.16.1.3-12.amzn2023.0.2
4.16.1.3-12.amzn2023.0.2
4.16.1.3-12.amzn2023.0.2

2.3.2-9.amzn2023.0.1

2023.0.20230210-0.amzn2023
250.
250.
250.
250.
250.
250.

AP R NMNNDNMNDNDN

8-1.
8-1.
8-1.
8-1.

amzn2023.
amzn2023.
amzn2023.
amzn2023.
8-1.amzn2023.
8-1.amzn2023.
.0.327-1.
.0.327-1.
.0.327-1.
.0.327-1.
9.0.327-1.

o O OV o©

Q.
amzn2023.
amzn2023.
amzn2023.
amzn2023.
amzn2023.
.21.3-1.amzn2023
.12.0-2.amzn2023.0.1

ISINSEE SN SIS
N

.1

WA LARIN --security EIAERFERAZ £ IIEEEH RS,

$ sudo dnf update --releasever=2023.0.20230210 --security
Amazon Linux 2023 repository

18 MB/s |

11 MB

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux

18
19
22
410
25
4.2
615
614
335
277
1.9
7.2
27
1.8
21
764
813
39

00:00

AN XN A AN =EEA”AN=E=2"r"r"RX=EX~r~XrX~rrX®

Last metadata expiration check: 0:00:02 ago on Mon 13 Feb 2023 10:39:32 PM UTC.
Dependencies resolved.

Upgrading:
bind-1libs
bind-license
bind-utils
gmp
1z4-1ibs
vim-common
vim-data
vim-enhanced
vim-filesystem

x86_64
noarch
x86_64
x86_64
x86_64
x86_64
noarch
x86_64
noarch

32:9.16.27-1.amzn2023
32:9.16.27-1.amzn2023
32:9.16.27-1.amzn2023
.2.1-2.amzn2023
.4-1.amzn2023
.0.327-1.amzn2023.0.1
.0.327-1.amzn2023.0.1
.0.327-1.amzn2023.0.1
.0.327-1.amzn2023.0.1

N NNDN PP
© U O O O O

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux

202
324
81
7.2
27
1.8
21

AN =X E XXX Rr =

£/ DNF M FERAN AR £ B
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vim-minimal x86_64 2:9.0.327-1.amzn2023.0.1 amazonlinux 764 k
wget x86_64 1.21.3-1.amzn2023 amazonlinux 813 k

Transaction Summary

Upgrade 11 Packages

BRI AL2023 RHBIRA , EHAT T 5 — IR STURF :

« 21T dnf check-update &%,

* 1T ¥ Amazon Linux fFf#FEE#T SNS & (arn:aws:sns:us-
east-1:137112412989:amazon-linux-2023-ami-updates). BXEZEL , TS
{Amazon Simple Notification Service FF R A G $EF) FHIITE Amazon SNS F 7,

- EHAZ [ AL2023 KA,

/A Important
ENEESTHXRGINAZEEHT , E1HR DNF 15 [0 &5 8 708 F R A

(%2 ) BEHEEHERBRS

TS Linux BUEM® TEEESEE, Smart-restartBLHFEARSETEE R ZEDMBRE
Hant , REEFNNEH2EH B3I systemd RF. BHMITRIELINT (update|upgrade|
downgrade ) K £ X fER o

Smart-restartffAXR B M needs-restartingBH@dnf-utilsHl B E LHIEL SR BRI E
FTEEVRIMLERSURREENEFZHRE. WREBENUEFHSHRE , WSERERRTRIRIEX

# (/run/smart-restart/reboot-hint-marker),
EZ% smart-restart , FHITUATERE

ZEITUATDNF&© ( B EEAHMRGEET—# ).

$ sudo dnf install smart-restart

TETRE , BEES MM Asmart-restartiZ21g,

iRy
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/linux/al2023/release-notes/relnotes.html
https://github.com/amazonlinux/smart-restart

Amazon Linux 2023 AriEE
Smart-restart B REILELERSEHRZ. HENNBRSFTLENERETEZERNRE. EH
IEHMERS , BARMNM— N EEER-denylistiI X /etc/smart-restart-conf.d/ , BB R4l
TR0

$ cat /etc/smart-restart-conf.d/custom-denylist
# Some comments
myservice.service

® Note
ERERBBZEENRN , RIREMITMEAIE*-denylist X,

BE X iEH

BRT denylisting 24} , smart-restartift 7 — M EZRESRS 2 MZEE1TEE LA
M. BEXHMATATFFHNTHAZIRIFRARIEERNEZTBANEMAH,

i /etc/smart-restart-conf.d/m A -pre-restartRERNEIA -post-restart#LM
7. MRINFREE , FEMEHABTEMN L —MNRFUBERRBTIOF , T =BT

$ 1s /etc/smart-restart-conf.d/*-pre-restart
0Q1l-my-script-pre-restart
002-some-other-script-pre-restart

B3 B )3 A & 17t FE AR AN AY 3K 51

BT LATE A P EURBIZASH R0 DNF 655, BA2RE2 Amazon Linux AMI 338t | B E TR HLL
RPM ##48, EUTREIF , FRAFPBENARBRESIESINEMEFHLETRAENKGS
FH

#1/bin/bash

dnf update --releasever=2023.0.20230210

# Additional setup and install commands below
dnf install httpd php7.4 mysql80

S

il
i
Qi
N
-
=
dp

BB ERF (BAF ) NEHRSTIEAR, Hit 3

$ sudo sh -c "bash nameofscript.sh"
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Amazon Linux 2023 AriEE

BXEZER , 2/ Amazon EC2 A i8R 7 BIEH shell BIZS,

® Note

BHETA AR ER AP HRIERA | M2 3&HH Amazon Linux AMI & F Amazon Linux
AMI WBEN AMI, &K Amazon Linux AMI EZETREXENEH , HEBERENIED
BENEMEERS,

RIRHFEXFER

AL2023 BEFZFRNTRZRHIE, XL B FHE— N8I F Amazon Linux #1TEE , # A
BT RH KM end-of-support BB &, T EZREHEEXXETRIR4ZH Amazon Linux 1FEE
£ , DNF supportinfo @ REMETRH4THHIE. EUAT RHIH , dnf supportinfo i HIRE
glibc BHBH TTHIE.

$ sudo dnf supportinfo --pkg glibc
Last metadata expiration check: ©:07:56 ago on Wed Mar 1 23:21:49 2023.

Name : glibc
Version : 2.34-52.amzn2023.0.2
State : installed
Support Status : supported
Support Periods : from 2023-03-15 : supported
: from 2028-03-15 : unsupported
Support Statement : Amazon Linux 2023 End Of Life
Link : https://aws.amazon.com/amazon-linux-ami/faqs/
Other Info : This is the support statement for AL2023. The

: end of life of Amazon Linux 2023 would be March 2028.
: From this point, the Amazon Linux 2023 packages (listed
: below) will no longer, receive any updates from AWS.

EE E N6 F AR

£ AL2023 26 | AT LAE ] DNF SRR REBFHEH N AEHN RPM B8, ATHUM
Amazon Linux F#EFERBXLERHET. LA LMEMA DNF 3% dnf check-release-update k&
& DNF 771 EERFThR AR,

$ sudo dnf check-release-update
WARNING:
A newer release of "Amazon Linux" is available.

RERHBZFEE 380


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html#user-data-shell-scripts
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Available Versions:

Version 2023.0.20230210:
Run the following command to update to 2023.0.20230210:

dnf update --releasever=2023.0.20230210

Release notes:
https://docs.aws.amazon.com/linux/al2023/release-notes/relnotes.html

XFHREFTE R AR DNF EEENEFRANTEZIIR, IRRBEEEMAE , MEE DNF H§FE
BRENEAZINTRARE, YaIR%EN system-release HHFBRAIRE releasever DNF &
B, ZEEFHRTFHEERSE , BETUTH R,

$ rpm -q system-release --qf "%{VERSION}\n"

YHRUZ1T DNF RUHEEES (HINRE, EFSfReS ) i, SHI-FBEEE , SHESEEMH
KPR EERRAS . BT, 248 httpd REBREE —MNRIBMRA AL2023 BEIBKA| LBY , M&IER
I

$ sudo dnf install httpd -y
Last metadata expiration check: ©:16:52 ago on Wed Mar 1 23:21:49 2023.
Dependencies resolved.

Package Arch  Version Repository Size
Installing:
httpd x86_64 2.4.54-3.amzn2023.0.4 amazonlinux 46 k
Installing dependencies:
apr x86_64 1.7.2-2.amzn2023.0.2 amazonlinux 129 k
apr-util x86_64 1.6.3-1.amzn2023.0.1 amazonlinux 98 k
generic-logos-httpd

noarch 18.0.0-12.amzn2023.0.3 amazonlinux 19 k
httpd-core x86_64 2.4.54-3.amzn2023.0.4 amazonlinux 1.3 M
httpd-filesystem noarch 2.4.54-3.amzn2023.0.4 amazonlinux 13 k
httpd-tools x86_64 2.4.54-3.amzn2023.0.4 amazonlinux 80 k
libbrotli x86_64 1.0.9-4.amzn2023.0.2 amazonlinux 315 k
mailcap noarch 2.1.49-3.amzn2023.0.3 amazonlinux 33 k
Installing weak dependencies:
apr-util-openssl x86_64 1.6.3-1.amzn2023.0.1 amazonlinux 17 k
mod_http2 x86_64 1.15.24-1.amzn2023.0.3 amazonlinux 152 k
mod_lua x86_64 2.4.54-3.amzn2023.0.4 amazonlinux 60 k
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Transaction Summary

Install 12 Packages

Total download size: 2.3 M
Installed size: 6.8 M
Downloading Packages:

(1/12):
(2/12):
(3/12):
(4/12):
(5/12):
(6/12):
(7/12):
(8/12):
(9/12):

apr-util-openssl-1.6.3-1.am 212 kB/s | 17 kB 00:
apr-1.7.2-2.amzn2023.0.2.x8 1.1 MB/s | 129 kB 00:
httpd-core-2.4.54-3.amzn202 8.9 MB/s | 1.3 MB 00:
mod_http2-1.15.24-1.amzn202 1.9 MB/s | 152 kB 00:
apr-util-1.6.3-1.amzn2023.0 1.7 MB/s | 98 kB 00:
mod_lua-2.4.54-3.amzn2023.0 1.4 MB/s | 60 kB 00:
httpd-2.4.54-3.amzn2023.0.4 1.5 MB/s | 46 kB 00:
libbrotli-1.0.9-4.amzn2023. 4.4 MB/s | 315 kB 00:
mailcap-2.1.49-3.amzn2023.0 753 kB/s | 33 kB 00
(10/12): httpd-tools-2.4.54-3.amzn2 978 kB/s | 8@ kB 00
(11/12): httpd-filesystem-2.4.54-3. 210 kB/s | 13 kB 00
(12/12): generic-logos-httpd-18.0.0 439 kB/s | 19 kB 00
6.6 MB/s | 2.3 MB 00

Total

Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction

Preparing

Installing
Installing
Installing
Installing
Installing
Installing

Running scriptlet:
: httpd-filesystem-2.4.54-3.amzn2023.0.4
: httpd-core-2.4.54-3.amzn2023.0.4.x86_6
: mod_http2-1.15.24-1.amzn2023.0.3.x86_6
: libbrotli-1.0.9-4.amzn2023.0.2.x86_64
: mod_lua-2.4.54-3.amzn2023.0.4.x86_64

: httpd-2.4.54-3.amzn2023.0.4.x86_64

Installing
Installing
Installing
Installing
Installing
Installing

Running scriptlet:
: apr-1.7.2-2.amzn2023.0.2.x86_64
: apr-util-openssl-1.6.3-1.amzn2023.0.1.

Verifying
Verifying

: apr-1.7.2-2.amzn2023.0.2.x86_64

: apr-util-openssl-1.6.3-1.amzn2023.0.1.
: apr-util-1.6.3-1.amzn2023.0.1.x86_64

: mailcap-2.1.49-3.amzn2023.0.3.noaxrch

: httpd-tools-2.4.54-3.amzn2023.0.4.x86_
: generic-logos-httpd-18.0.0-12.amzn2023

httpd-filesystem-2.4.54-3.amzn2023.0.4

httpd-2.4.54-3.amzn2023.0.4.x86_64

1/1
1/12
2/12
3/12
4/12
5/12
6/12
7/12
7/12
8/12
9/12

10/12
11/12
12/12
12/12
1/12
2/12
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Verifying : httpd-core-2.4.54-3.amzn2023.0.4.x86_6 3/12
Verifying : mod_http2-1.15.24-1.amzn2023.0.3.x86_6 4/12
Verifying : apr-util-1.6.3-1.amzn2023.0.1.x86_64 5/12
Verifying : mod_lua-2.4.54-3.amzn2023.0.4.x86_64 6/12
Verifying : libbrotli-1.0.9-4.amzn2023.0.2.x86_64 7/12
Verifying : httpd-2.4.54-3.amzn2023.0.4.x86_64 8/12
Verifying : httpd-tools-2.4.54-3.amzn2023.0.4.x86_ 9/12
Verifying : mailcap-2.1.49-3.amzn2023.0.3.noaxrch 10/12
Verifying : httpd-filesystem-2.4.54-3.amzn2023.0.4 11/12
Verifying : generic-logos-httpd-18.0.0-12.amzn2023 12/12
Installed:

apr-1.7.2-2.amzn2023.0.2.x86_64
apr-util-1.6.3-1.amzn2023.0.1.x86_64
apr-util-openssl-1.6.3-1.amzn2023.0.1.x86_64
generic-logos-httpd-18.0.0-12.amzn2023.0.3.noarch
httpd-2.4.54-3.amzn2023.0.4.x86_64
httpd-core-2.4.54-3.amzn2023.0.4.x86_64
httpd-filesystem-2.4.54-3.amzn2023.0.4.noaxrch
httpd-tools-2.4.54-3.amzn2023.0.4.x86_64
libbrotli-1.0.9-4.amzn2023.0.2.x86_64
mailcap-2.1.49-3.amzn2023.0.3.noarch
mod_http2-1.15.24-1.amzn2023.0.3.x86_64
mod_lua-2.4.54-3.amzn2023.0.4.x86_64

Complete!

A, BRARERFEEE

EFA DNF RHSEBRELZEXRBTAFRENRES , BEEREEESFERNME /etc/
dnf/dnf.conf X#& , EFRME /etc/yum.repos.d BRTEBCSH repository.repo
XHF, BAILFHHITIIERE, B2, KZE DNF ERELEHE®E URL RIZEBECEH
repository.repo X4,

@ Note
BAl, RBEATAME AL2023 M EMEEE. XMIFRARRAERE, I, BAUREEE
CSHRHS , AFXERGIRHBLEH AL2023 DAIRE, BEEARGS , B45 %R MNH
B RE R B E,

ETHIAERATPEFRE , TNETUATHS
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$ dnf repolist all --verbose

Loaded plugins: builddep, changelog, config-manager, copr, debug, debuginfo-install,
download, generate_completion_cache, groups-manager, needs-restarting, playground,
release-notification, repoclosure, repodiff, repograph, repomanage, reposync,
supportinfo

DNF version: 4.12.0

cachedir: /var/cache/dnf

Last metadata expiration check: 0:00:02 ago on Wed Mar 1 23:40:15 2023.

Repo-id : amazonlinux

Repo-name : Amazon Linux 2023 repository

Repo-status : enabled

Repo-revision : 1677203368

Repo-updated : Fri Feb 24 ©01:49:28 2023

Repo-pkgs : 12632

Repo-available-pkgs: 12632

Repo-size : 12 G

Repo-mirrors : https://al2023-repos-us-west-2-de6l2dc2.s3.dualstack.us-
west-2.amazonaws. com/core/m1rrors/2®23 0.20230222/x86_64/mirror.list
Repo-baseurl : https://al2023-repos-us-west-2-de6l2dc2.s3.dualstack.us-

west-2.amazonaws.com/core/gquids/
cf9296325a6¢c46ff40c775a8e2d632c4c3Td9d9164014ce3304715d61b90ca8e/x86_64/

: (0 more)
Repo-expire : 172800 second(s) (last: Wed Mar 1 23:40:15
1 2023)
Repo-filename : /etc/yum.repos.d/amazonlinux.repo
Repo-id : amazonlinux-debuginfo
Repo-name : Amazon Linux 2023 repository - Debug
Repo-status : disabled
Repo-mirrors : https://al2023-repos-us-west-2-de612dc2.s3.dualstack.us-
west-2.amazonaws. com/core/m1rrors/2023 0.20230222/debuginfo/x86_64/mirror.list
Repo-expire : 21600 second(s) (last: unknown)
Repo-filename : /etc/yum.repos.d/amazonlinux.repo
Repo-id : amazonlinux-source
Repo-name : Amazon Linux 2023 repository - Source packages
Repo-status : disabled
Repo-mirrors : https://al2023-repos-us-west-2-de612dc2.s3.dualstack.us-
west-2.amazonaws. com/core/m1rrors/2023 0.20230222/SRPMS/mirror.list
Repo-expire : 21600 second(s) (last: unknown)
Repo-filename : /etc/yum.repos.d/amazonlinux.repo
Repo-id : kernel-livepatch
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Repo-name : Amazon Linux 2023 Kernel Livepatch repository
Repo-status : disabled
Repo-mirrors : https://al2023-repos-us-west-2-de612dc2.s3.dualstack.us-
west-2.amazonaws.com/kernel-livepatch/mirrors/al2023/x86_64/mirror.list
Repo-expire : 172800 second(s) (last: unknown)
Repo-filename : /etc/yum.repos.d/kernel-livepatch.repo
Repo-id : kernel-livepatch-source
Repo-name : Amazon Linux 2023 Kernel Livepatch repository -

: Source packages
Repo-status : disabled
Repo-mirrors : https://al2023-repos-us-west-2-de6l2dc2.s3.dualstack.us-
west-2.amazonaws.com/kernel-livepatch/mirrors/al2023/SRPMS/mirror.list
Repo-expire : 21600 second(s) (last: unknown)
Repo-filename : /etc/yum.repos.d/kernel-livepatch.repo

Total packages: 12632

(@ Note
WMRARM - -verbose ETFRZE , N4 H{NEE Repo-id, Repo-name F Repo-status
E58,

£ yum FEERME /etc/yum.repos.d B F

1. B, .repo XHWNB, EAXRRHFIF |, .repo XHTF https://www.example.com/
repository.repo.

2. i dnf config-manager @ RINEM®EE,

$ sudo dnf config-manager --add-repo https://www.example.com/repository.repo
Loaded plugins: priorities, update-motd, upgrade-helper

adding repo from: https://www.example.com/repository.repo

grabbing file https://www.example.com/repository.repo to /etc/
yum.repos.d/repository.repo

repository.repo | 4.0 kB 00:00

repo saved to /etc/yum.repos.d/repository.repo

REFRER , LARBUTIREREAF#EE,
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E1E /etc/yum.repos.d HEA yum F#EE , EEATE --enable #5&M repository HMH

dnf config-manager .

$ sudo dnf config-manager --enable repository

(® Note
BEXREMEE  BEARKNSTIEL , BEP TP --enable BRA --disable,

£ cloud-init S nfE & E
BT ERASEN S ERMERE | SETUEA cloud-init ELRNE M EEE.,
RN R AERE | BEERNTER, 2RS4 REER,

#cloud-config
yum_repos:
repository.repo:
baseurl: https://www.example.com/
enabled: true
gpgcheck: true
gpgkey: file:///etc/pki/xrpm-gpg/RPM-GPG-KEY-EXAMPLE
name: Example Repository

(® Note

£ cloud-init W —NMNFL R , B AEEREX R ARIN— packages: #o. EZIP
DH, BN BEERENRGEIN B, BUURERERINFEFEESFKBEEE cloud-
config XHHRME 7 EN R4 Z.

BX YAML XHEHNESEHRER , 5 (cloud-init X&) FHFM YUM F6EE,

’E YAML X XHJ5 , ATLATE AWS CLIFFZE cloud-init ERFETEZXH., BRES --
userdata ETUM .yml XHHNEMN , LEFARFERE.

$ aws ec2 run-instances \
--image-id \

fEF cloud-init 7 N1z 4E &=

386
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resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-kernel-default-x86_64 \
--instance-type m5.xlarge \
--region us-east-1 \
--key-name aws-key-us-east-1 \
--security-group-ids sg-004a7650 \
--usexr-data file://cloud-config.yml

£ AL2023 L& e A 422 I 17 ik e fE R T TE 1 4%

(® Note

MINERT , AL2023 KBIEEHN T2 EFHRRHEMBEANEENREERH. EHKHIHK)
E AL2023 MRAHIFTiE AMI A o] F B9 E#To

122 161 A T ZE iR A AR 2 AR AN WAL B Y SE AT

£/ AL2023 , & AT AAREBANIME R R S MRAME R < B — . &&E T HERE—4 Amazon
BRI (AMI) B9 ZANKBIN — B, FABTRAZH N FEENBEEARIE (BRAFTE) , &
A SUR SRR B RS E B RV ET R RK VA EH .

BHRMNRABFORHSENN , B - NN MEZAIRA | URBUERZRARIFH AMI.

AL2023 BiE R BN EHEN —MSEREK, TERAFXEMRAEZFLLThEE, BEEAIMN SSM S
BATFTE AL2023 AMI BB R R IFTRA, EEBE&RZM up-to-date RUEBMNEFH , SRXBNEEN
ZEEH.

MRIEN—NIAE AMI B313K6] , WFLBFINAERH. FAEEN -0 RENEAEERE TR
SEIA AMI B 76 B R AR,

AL CTUATBRENFES R DRANER Z AN — Kb, LEAE— AMI B2
AR, WBEAREA. STLRRAZEBRONARAAER, £F TSN A 2%
EMEH , EHXEEH 0 T AR BN IR,

FERAFARNRBMATH 2 B8 X5

AL2023 M EEMRASEANEER , FETELRM. BERIEFREZ, ERKRGARIEANHH
EBRAR , ABERFRENE  NAEZRA LR T EHNAEFEBEAR.
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AL2023 R BIRADEDRNZELESH , BT 2B RHIETE, XBRT Linux WEENMREE APl %
MMmAFRZFAR, TREEH N ANARERF.

2 H| AL2023 174i# & o ] VB 2 B AT

HENRM AL2023 FEFERVITIRAES , PRALABIAVRARDA TR, BINBERT , ATERF#ERK
MNEHSIER A THE AMI WHEERE, MRERFRGESER , FRETISRIR®E,

1. BEZETA T s KT AW 76 BERR AR,
$ sudo dnf check-release-update
2. BB ETA T SERE — MR,

$ sudo dnf --releasever=version update

ZwSER dnf BaI—NEH , AEHETH Amazon Linux ZITRREAEFH A S THIEEN KT
X, dnf FER—NMRUEBEMIIR, ELBEEH 28 , BLALBINEH. EFTRE , THRT
WRAZZ R dnf AT rrE RREB R IN R TR A

BEXELZER , H5M £ AL2023 FEEBR 4O NIBIERSEH,
B RAEF N FEENREMEFHR

£}

- ERABEMARRLS

- BRMFHEEREARRS

- EBEMEARPEAZIEL

ERBELEARRE

{Bf8121T dnf upgrade WHE , RALKE releasever TERIBEENFMERNH R, #oari#
#releasever#####H#H AR AR AHAA#H 2023.4.20240513#

R LAER T E—EE R releasever W{H, XEFERRGEREREFIIH, XEWRERZE 1
METHE2M3, BE2RETHE 3

1. M OITIREFMIE |, --releasever=latest ( MBEFEH ).
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2. BERTEEXHFIEENE , /etc/dnf/vars/releasever ( MIRKE ) .
3. ¥YHIREHW system-release HHFBIRA,

EUTREIF | AR 2023.0.20230210 :

$ rpm -q system-release
system-release-2023.0.20230210-0.amzn2023.noarch

EHRENRGT , BREEFTFE. HTREBEER system-release HERERA , FTATLHE
ATA.

$ cat /etc/dnf/vars/releasever
cat: /etc/dnf/vars/releasever: No such file or directory

$ sudo dnf upgrade

Last metadata expiration check: 0:00:02 ago on Wed 15 Feb 2023 06:14:12 PM UTC.
Dependencies resolved.

Nothing to do.

Complete!

ERMENMNSERETWERHSE , BALUBESFER releasever FREFRBEMENRA,

$ rpm -q system-release
system-release-2023.0.20230222-0.amzn2023.noarch

$ sudo dnf upgrade --releasever=2023.0.20230329
Amazon Linux 2023 repository 26 MB/s | 12 MB 00:00
Dependencies resolved.

Package Arch Version Repository Size
Installing:

kernel aarch64 6.1.21-1.45.amzn2023 amazonlinux 26 M
Upgrading:

amazon-linux-repo-s3 noarch 2023.0.20230329-0.amzn2023 amazonlinux 18 k
ca-certificates noarch 2023.2.60-1.0.amzn2023.0.1 amazonlinux 828 k
cloud-init noarch 22.2.2-1.amzn2023.1.7 amazonlinux 1.1 M

[ list edited for clarity ]
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system-release

vim-data

vim-minimal

[ 1list edited for clarity ]

noarch 2:9.0.1403-1.amzn2023.0.1
aarch64 2:9.0.1403-1.amzn2023.0.1

Transaction Summary

noarch 2023.0.20230329-0.amzn2023

amazonlinux 29 k

amazonlinux 25 k
amazonlinux 753 k

Install
Upgrade

1 Package
42 Packages

Total download size: 56 M

BT --releasever itT{E % F system-release Ml /etc/dnf/vars/releasever , FREAML T

FERWMT -
1. AR ERTE LB ARARFFRA 2 BB LN E E R BN BRH2,

2. AR LFREPESR system-release WFTIRARNFME,

EREMEENEEEFARRE
LRFBVBLRERERERANRERMS , A HERAHERRBLTRE

BT LAMER dnf check-update RBINEARNERH S,

$ sudo dnf check-update --releasever=latest --security
Amazon Linux 2023 repository
Last metadata expiration check: 0:00:02 ago on Wed 15 Feb 2023 ©02:52:21 AM UTC.

bind-1libs.aarch64
bind-license.noarch
bind-utils.aarché64
cryptsetup.aarch64
cryptsetup-libs.aarch64
curl-minimal.aarch64
glibc.aarché64
glibc-all-langpacks.aarch64
glibc-common.aarch64
glibc-locale-source.aarch64

N N NDNNDNNDN

32:9.16.
32:9.16.
32:9.16.

4.3-2.
4.3-2.

.85.0-1.amzn2023.0.1

.34-40.
.34-40.
.34-40.
.34-40.

13 MB/s |

27-1.amzn2023.0.1
27-1.amzn2023.0.1
27-1.amzn2023.0.1

amzn2023.0.1
amzn2023.0.1

amzn2023.0.2
amzn2023.0.2
amzn2023.0.2
amzn2023.0.2

00:00

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
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gmp.aarch64 1:6.2.1-2.amzn2023.0.1 amazonlinux
gnupg2-minimal.aarch64 2.3.7-1.amzn2023.0.2 amazonlinux
gzip.aarch64 1.10-5.amzn2023.0.1 amazonlinux
kernel.aarch64 6.1.12-17.42.amzn2023 amazonlinux
kernel-tools.aarché64 6.1.12-17.42.amzn2023 amazonlinux
libarchive.aarch64 3.5.3-2.amzn2023.0.1 amazonlinux
libcurl-minimal.aarch64 7.85.0-1.amzn2023.0.1 amazonlinux
libsepol.aarch64 3.4-3.amzn2023.0.2 amazonlinux
libsolv.aarch64 0.7.22-1.amzn2023.0.1 amazonlinux
libxml2.aarch64 2.9.14-1.amzn2023.0.1 amazonlinux
logrotate.aarch64 3.20.1-2.amzn2023.0.2 amazonlinux
lua-libs.aarch64 5.4.4-3.amzn2023.0.1 amazonlinux
1z4-1ibs.aarch64 1.9.4-1.amzn2023.0.1 amazonlinux
openssl.aarch64 1:3.0.5-1.amzn2023.0.3 amazonlinux
openssl-libs.aarch64 1:3.0.5-1.amzn2023.0.3 amazonlinux
pcre2.aarch64 10.40-1.amzn2023.0.1 amazonlinux
pcre2-syntax.noarch 10.40-1.amzn2023.0.1 amazonlinux
rsync.aarch64 3.2.6-1.amzn2023.0.2 amazonlinux
vim-common.aarch64 2:9.0.475-1.amzn2023.0.1 amazonlinux
vim-data.noarch 2:9.0.475-1.amzn2023.0.1 amazonlinux
vim-enhanced.aarch64 2:9.0.475-1.amzn2023.0.1 amazonlinux
vim-filesystem.noarch 2:9.0.475-1.amzn2023.0.1 amazonlinux
vim-minimal.aarch64 2:9.0.475-1.amzn2023.0.1 amazonlinux
Xz .aarch6s4 5.2.5-9.amzn2023.0.1 amazonlinux
xz-1libs.aarch64 5.2.5-9.amzn2023.0.1 amazonlinux
zlib.aarch64 1.2.11-32.amzn2023.0.3 amazonlinux

ZEREARNWERHEE, FH sudo dnf upgrade --releasever=latest MIHRHBEFHRBER
system-release B4 BREFETRE,

$ sudo dnf upgrade --releasever=latest openssl openssl-libs
Last metadata expiration check: 0:01:28 ago on Wed 15 Feb 2023 ©02:52:21 AM UTC.
Dependencies resolved.

Package Arch Version Repository Size
Upgrading:

openssl aarch64 1:3.0.5-1.amzn2023.0.3 amazonlinux 1.1 M
openssl-libs aarché6s 1:3.0.5-1.amzn2023.0.3 amazonlinux 2.1 M

Transaction Summary

Upgrade 2 Packages
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Total download size: 3.2 M

® Note

/8 sudo dnf upgrade --releasever=latest EFHFIERHEE , B4F system-
release, RE , ZMAMBIERFH system-release , RIFFBIEE THEAEK,

FETE E M 4R R R A dr AEUAR

BA ARSI - -releasever=latest , MEEAFARRK , BIHETEFEIREN latest KEH

$ echo latest | sudo tee /etc/dnf/vars/releasever
latest

$ sudo dnf upgrade
Last metadata expiration check: 0:03:36 ago on Wed 15 Feb 2023 ©2:52:21 AM UTC.
Dependencies resolved.

Package Arch Version Repository Size
Installing:
kernel aarch64 6.1.73-45.135.amzn2023 amazonlinux 24 M
Upgrading:
acl aarch64 2.3.1-2.amzn2023.0.1 amazonlinux 72 k
alternatives aarch64 1.15-2.amzn2023.0.1 amazonlinux 36 k
amazon-ec2-net-utils noarch 2.3.0-1.amzn2023.0.1 amazonlinux 16 k
at aarch64 3.1.23-6.amzn2023.0.1 amazonlinux 60 k
attr aarch64 2.5.1-3.amzn2023.0.1 amazonlinux 59 k
audit aarch64 3.0.6-1.amzn2023.0.1 amazonlinux 249 k
audit-libs aarch64 3.0.6-1.amzn2023.0.1 amazonlinux 116 k
aws-c-auth-1libs aarch64 0.6.5-6.amzn2023.0.2 amazonlinux 79 k
aws-c-cal-libs aarch64 0.5.12-7.amzn2023.0.2 amazonlinux 34 k
aws-c-common-1ibs aarch64 0.6.14-6.amzn2023.0.2 amazonlinux 119 k
aws-c-compression-libs aarch64 0.2.14-5.amzn2023.0.2 amazonlinux 22 k
aws-c-event-stream-1libs aarch64 0.2.7-5.amzn2023.0.2 amazonlinux 47 k
aws-c-http-1libs aarch64 0.6.8-6.amzn2023.0.2 amazonlinux 147 k
aws-c-io-1libs aarch64 0.10.12-5.amzn2023.0.6 amazonlinux 109 k
aws-c-mqtt-1libs aarch64 0.7.8-7.amzn2023.0.2 amazonlinux 61 k
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aws-c-s3-1ibs
aws-c-sdkutils-1libs
aws-checksums-1libs
awscli-2
basesystem

bash
bash-completion

bc

bind-1libs
bind-license
bind-utils
binutils
boost-filesystem
boost-system
boost-thread

bzip2

bzip2-1libs

c-ares
ca-certificates
checkpolicy
chkconfig

chrony

cloud-init
cloud-utils-growpart
coreutils
coreutils-common
cpio

cracklib
cracklib-dicts
crontabs

crypto-policies

crypto-policies-scripts

Installing dependencies:

amazon-linux-repo-cdn
xxhash-1ibs

aarché6s
aarch64
aarché6s
noarch

noarch

aarch64
noarch

aarch64
aarché6s
noarch

aarché6s
aarch64
aarché6s
aarch64
aarché6s
aarch64
aarché6s
aarch64
noarch

aarch64
aarché6s
aarch64
noarch

aarch64
aarché6s
aarch64
aarché6s
aarch64
aarché6s
noarch

noarch

noarch

noarch
aarch64

Installing weak dependencies:

amazon-chrony-config
gawk-all-langpacks

Transaction Summary

noarch
aarch64

0.1.27-5.amzn2023.0.3
0.1.1-5.amzn2023.0.2
0.1.12-5.amzn2023.0.2
2.7.8-1.amzn2023.0.4
11-11.amzn2023.0.1
5.1.8-2.amzn2023.0.1
1:2.11-2.amzn2023.0.1
1.07.1-14.amzn2023.0.1
32:9.16.27-1.amzn2023.0.1
32:9.16.27-1.amzn2023.0.1
32:9.16.27-1.amzn2023.0.1
2.38-20.amzn2023.0.3
1.75.0-4.amzn2023.0.1
1.75.0-4.amzn2023.0.1
1.75.0-4.amzn2023.0.1
1.0.8-6.amzn2023.0.1
1.0.8-6.amzn2023.0.1
1.17.2-1.amzn2023.0.1
2021.2.50-1.0.amzn2023.0.3
3.4-3.amzn2023.0.1
1.15-2.amzn2023.0.1
4.2-7.amzn2023.0.4
22.2.2-1.amzn2023.1.7
0.31-8.amzn2023.0.2
8.32-30.amzn2023.0.2
8.32-30.amzn2023.0.2
2.13-10.amzn2023.0.1
2.9.6-27.amzn2023.0.1
2.9.6-27.amzn2023.0.1

1

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux

.11-24.20190603git.amzn2023.0.1

amazonlinux

20230128-1.gitdfbl@ea.amzn2023.0.1

amazonlinux

20230128-1.gitdfbl@ea.amzn2023.0.1

2023.0.20230210-0.amzn2023
0.8.0-3.amzn2023.0.1

4.2-7.amzn2023.0.4
5.1.0-3.amzn2023.0.1

amazonlinux

amazonlinux

amazonlinux

amazonlinux
amazonlinux

54
26
50
7.3
7.8
1.6
292
120
1.2
14
206
4.6
55
14
54
53
44
107
343
345
162
314
1.1
31
1.1
2.0
269
83
3.6

19

61

81

16
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Install 5 Packages
Upgrade 413 Packages

Total download size: 199 M

® Note
MREFERATHRZTE /etc/dnf/vars/releasever , FEEAUTHS , EXEERIARE
KIREBRIABEITH,

$ sudo rm /etc/dnf/vars/releasever

AL2023 LRI A SEES AN T

& LAMERE A T AL2023 #9 Kernel Live Patching &£ RBM™EHE IR T NA FEEEITH
Linux A% , MEAEERRFMEESTHNARF. ki, AR EINEE TRENARFNT
A, BREFEEMRELZS A EBLTFHEIRES

AWS 5§ AL2023 &% T AR R B A AL ERT AT -

« ZEEH - B Linux ELRBFMREE (CVE ) WEH ., BEMEA Amazon Linux 22205 1FRF
XEFHINEE X, SlNBENNTEAREITES RS (CVSS) W7 2RES. EELER
T, AWS AIRE2ESDE CVE 2Rt EH. EXEBERT , T AL mNEIREE,

- HiR1EE - 5 CVE BXRWRBHERNIBEERBNEE.,

AWS £ AL2023 IZMRA XM , NERESEEK I MNANARKLER*INT . =ZNA2E , BUMEFTH
B 5 W AR A T RE 4 W B N RZSEET M T o

AL2023 M#ZSEETHN T LA AL2023 R EFEE M RPM R BRARRLE TS EA. ALERI
A DNF RS EERTEREENRA LREI T, HE , LA LUEM S AWS ystems Manager ¢
el&2EE - HEEXH L,

AL2023 IR SERHERN B R FRIREHY

£33
* R
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- XENEEN LR
- AR B

PR 75l

ENAAESERANT N, TERTAREAREASRFARITE ( HlE0 SystemTap. kprobes METF
eBPF T E ) , REFFRIAZLEFEIERIZEFEARN ftrace X H.

X B IE N TR R A
JE1T AL2023 #) Amazon EC2 SEHIRIA R AL 32 R PSR RT 53
BEMA AL2023 EMIMZSRREH , AFURR U T EREMH -

« 64 {1 x86_64 = ARM64 Z2R#j
« WA 6.1

REEER

EMAL2023 FHETERM4S , TE% EC2 EEHRIRSIHAER Amazon S3 FfitfE. MREER

BHREAERT Amazon S3 NI SHEMIMES (VPC) KinT R , FWMAREHN VPC KiFT SRKHKA
FiFRIXENEEMEE, TRERT Amazon EC2 TTREEE 5 [E A Amazon S3 %1 , FREHITH

BSREAMNT o

S3 f7f##% ARN DU

arn: aws: s3::: al2023-repos-regio  ‘BE AL2023 FENILS# S3
n-de612dc2/*

{52 F A B2 SR BHE Ab

ERESMHOEA LR AMERANKERN S , AR ZERAELS LERAGSIT. EE—4HREXRGLEERA
MERARZEEHERL , ATELERA AWS Systems Manager,

LAT 880 1 4B 0T 4E B IR A SS 5 B (2 A a5 4T SR B A A2 A R AR SRR Ab o

BXE—AREXRM LERANEAARKEMMEHINESEER , 58 (AWS Systems Manager A7 1§
) HTE AL2023 266 A N SEE B4k,

PRl 395


https://docs.aws.amazon.com/systems-manager/latest/userguide/kernel-live-patching.html
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F&

« BARKSERER

- ERETANAKKEAT
- NARBREFT

- EENANAKKEAT
- AR EA

B AN SRaHE#b

BMINERT , AL2023 ERYRZSREHEAME TERRS. BEERAAKSEFHEF , B NH LR DNF &
fr, FE AR hEE,

B AR RHEXS
1. ARENNTERATEEAKRA 6.1 B9 AL2023, BERENZRA |, HETUTHR,

$ sudo dnf list kernel

2. NAKKEHEFN LT DNF FH o

$ sudo dnf install -y kpatch-dnf

3. NABSERHE4NE A DNF @t

$ sudo dnf kernel-livepatch -y auto

e TR SRR B BB FEER SRR AZSRE T RPM,
4. EWIANZSEAHEIMN DNF BmHRERERY , TIETUATH T

B ARKKREHEIEY , 2B NAZHAKLRKENT RPM. MRKIIEA T RZSZEHEH |,
e HRHEE -5k, EREENHRNZERKEEFNT RPM.

$ sudo rpm -qa | grep kernel-livepatch
dnf-plugin-kernel-livepatch-1.0-0.11.amzn2023.noarch
kernel-livepatch-6.1.12-17.42-1.0-0.amzn2023.x86_64

5. 2% kpatch 82,

155 F 8% SR S % 396
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$ sudo dnf install -y kpatch-runtime

6. MWRZBIZEN kpatch RS , FEHE.

$ sudo dnf update kpatch-runtime

7. B3 kpatch BRS5. WARSEXBILTE ST S INEFTE ALK T .

$ sudo systemctl enable kpatch.service && sudo systemctl start kpatch.service

EETRANRNEREFNT

Amazon Linux Z£ER 4 &M F Amazon Linux Z2H . Bk AL2023 ZL£ER ( BFEA
BERAINTHER ) WEZELR , 5 H Amazon Linux Z£H 0. AR T HEIR R
ALASLIVEPATCH. Amazon Linux &£ H /O AIgE R 25 H #FRE IR NZSER 4T o

LR AERGRTTERAEM CVE WA AARKEEHT .
5| PR A AR R SE AT 4 T BURER A

ERANUTHT.

$ sudo dnf updateinfo list

Last metadata expiration check: 1:06:23 ago on Mon 13 Feb 2023 ©9:28:19 PM UTC.
ALAS2LIVEPATCH-2021-123 important/Sec. kernel-
livepatch-6.1.12-17.42-1.0-4.amzn2023.x86_64

ALAS2LIVEPATCH-2022-124 important/Sec. kernel-
livepatch-6.1.12-17.42-1.0-3.amzn2023.x86_64

5| CVE ByFrE A A SR 4h T

ERART®S,

$ sudo dnf updateinfo list cves

Last metadata expiration check: 1:07:26 ago on Mon 13 Feb 2023 ©09:28:19 PM UTC.
CVE-2022-0123 important/Sec. kernel-livepatch-6.1.12-17.42-1.0-4.amzn2023.x86_64
CVE-2022-3210 important/Sec. kernel-livepatch-6.1.12-17.42-1.0-3.amzn2023.x86_64

155 F 8% SR S % 397


https://alas.aws.amazon.com/alas2.html
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N A BSEET RN T

&R LAER DNF -2 EEEE  MERNA BN ER BRI A ALK T o ABREHEFMY DNF
wHEEEENRANNESEMIT | BEERFRER.

® Tip
BB EANZEREANEREFRTHNZ , UMEGERREZEHLETEIRES.

BT BOE R N RS ERN RZSREANT | BN RAEA A AR RSN T AR ER L L EH.
R R EARRET AN T

1. R EFTANAZENANT PRS2 —RENLSERT 0 T RS,
2. NIEH AL2023 NER A RRSRETAMN T o

$ sudo dnf install kernel-livepatch-kernel_version-package_version.amzn2023.x86_64

fFlan , AT &SR AL2023 IBZARAS 6.1.12-17 .42 R AR T o

$ sudo dnf install kernel-livepatch-6.1.12-17.42-1.0-4.amzn2023.x86_64

R FEM AT AR AR AN T AR ER R EEH
EART®S,

$ sudo dnf update --security

HHE --security RIFGIERIRIEE.

/A Important

- NARZKERINT G, ARBRETRLERH. RAEBXRBE , RAS 2EH AN FRE

« =M AL2023 AERAREIANH =N ANAKENMIT . 25, TERNZRBRRERTHHA
BERET AN T o

« BERE=ANAREERWIINEENT |, BARNEBKFIUBEFMBAKRE, BEFE , 55
PIRFEEE T RN = A NSRS NS4 T o

155 F 8% SR S % 398
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RAriEmE

- EEEARREANZEER , BETU TGRS,

$ sudo dnf kernel-livepatch support

BEENANAZSERAT
EENANAKLEEANT
ERUTRES,
$ sudo kpatch list
Loaded patch modules:

livepatch_CVE_2022_36946 [enabled]

Installed patch modules:

livepatch_CVE_2022_36946 (6.1.57-29.131.amzn2023.x86_64)
livepatch_CVE_2022_36946 (6.1.57-30.131.amzn2023.x86_64)

ZTEREEMBEMNEZENREERRZEMNPITHIR TERRHH L.

® Note
BAABRKHI T A EEML RS NRETHT .

ZARREIEA
MRETBBEELEANKEEH , TLERNEAT,

« EEA |ivepatches , AIHITIA TIRME :
1. BR%EH -

$ sudo dnf kernel-livepatch manual

2. 2 kpatch R :

$ sudo systemctl disable --now kpatch.service

- EELBR livepatch TR | ATHRITULTRE -

52 A AR SR RS A
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RAriEmE

1. BEREH

$ sudo dnf remove kpatch-dnf

2. BBR kpatch-runtime :

$ sudo dnf remove kpatch-runtime

3. BREMEREN livepatches :

$ sudo dnf remove kernel-livepatch\*

52 A AR SR RS A
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FFR1E AL2023 EXEITR# TR

AL2023 R#t T REFESTETRNARERE. BIERNXFSMREN LFNE &6, EREXMM
£/ dnf R, ZENEEXLEHRIRAEFINERGBHEER.

LTEBEHRT BHESESRESE AL2023 F R UMMAFER
ES ]

« AL2023 1y C, C++ H Fortran
 AL2023 H#Y Go

« AL2023 F#Y Java

« AL2023 FH) Perl

« AL2023 H#J PHP

- AL2023 ##J Python

- AL2023 #1#) Rust

AL2023 1y C, C++ F Fortran

AL2023 ‘2#E GNU 4miFERE S (GCC) FLLVM ({EHEHHL ) Clanghy &l i,

GCC M EEMATE AL2023 NENE AP FERETRTE, HXEMATEEIREE , TeE8EE
AL2023 MrAr, H45iR, MEMZSEENESOEBESR AL2023 MiHH GCC HWEERAAH,

AL2023 ‘@¥EGCCHE C (gcc). C++ () M Fortran (g++gfortran) BImEY 11,
AL2023 =/Z A (). Ada (gnat). Go Objective-C = Objective-C++ Hilk. gcc-go

i AL2023 RPM K fEABRINRIFSHRESELILINECIFE, EFEHA GCCHEBESHRBE , &
MBS R ML F5R{LIRER

(® Note
WA gcc --version B , @ER—MREAZFERFE , Hlf0 gcc (GCC) 11.3.1 20221121
(Red Hat 11.3.1-4), Red Hat MR Amazon Linux GCC HH4a3FrETH GCC #HRmE
D, BEETRWEIRIREMitgce --help , FTEHEIRIREMNZFEREF R XIXZE Amazon

Linuxo

C/C++ # Fortran 401


https://gcc.gnu.org/gitwrite.html#vendor
https://gcc.gnu.org/gitwrite.html#vendor
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ARZENE S X H— KT E (Hl2_ GNUC_RH_RELEASE__ % ) WEZER |, HSH
Fedora B8k IR

BXBROLIEHNESER , BFERAKO I ESERMAE glibc. gec, binutilse
BXRAL2023 REEHM Linux KITIRXZANWEZEER |, i55H 5 Fedora X R,
BXAL2023 5 AL2 HHEERmIBR=THTLNEZER |, SN, FiESHE=n4d

AL2023 H#Y Go

YRATREZRTE Amazon Linux Go LB EHEHAREE |, thATaE A AL2023 RHUMN T A, 5 AL2 %
&L, AL2023 FERERZENENEG AP EFRGoT L4, XRYFRATERNRIN AN T E4EP
MEM CVE , IFRZEER AN —5 .

GoR—MBIHEEANRRNIES. EXLERBRAT , RENINERAREFGoAFE M Go T EEERYHTR
R, BXRNEZEEGo , HZH Gol MGoit MK RK,

RE AL2023 HEHLE AN ESGCoT EENHRA , BXFT 25 EFGoRARE—H. FHit ,
RIEEERAGoE S MARHEFER RIRIHAERWEGoHS , NAIEEFES MM AL2023 FIZHHIGoT A
#

£ AL2023 AR , 2N BRHESRETLNEEESDRBR, MREFEZELGIWGoT E4E , N
LUERBFHGoI EENBIRNZ2EE |, FHERTEM RPM BN HEIMNEMEEFRE LR
K,

WSRARABIE AL2023 F B BCHGoREE |, IRATLAEA AL2023 A EEMGoI B4 , R AMRAEXA
TEHTRESTE AL2023 WA AT EEI AR,

AL2023 E A®Y Lambda &%k Go

EGomFENRERTEE |, Lambda #GoMl 8 BE N E1TH, A LAfEMprovided.al2023= 1T
AL2023 ERIGo#EBE E Lambda,

BXEZEE , FSMHAWS Lambda FF R A R IERGoHF AV £ A #9% Lambda BN(%,

AL2023 H 1 Java

AL2023 1 7 ZMRAE Amazon Corretto SRXFE T TEME ., JavaAL2023 FEZEWFTEJava
Bt 4394 A2 Amazon Corretto 17 17,

Go 402


https://src.fedoraproject.org/rpms/gcc/pull-request/27
https://go.dev/
https://go.dev/doc/go1compat
https://docs.aws.amazon.com/lambda/latest/dg/lambda-golang.html
https://aws.amazon.com/corretto/
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Corretto FF M= Java FF KEH (OpendDK) AR , 183 7 KHEIX ., AmazonCorretto E&
T Java HEARFEMEM (TCK) AIE , JRRHEFES Java SE #rAt , FEAE Linux EEA,
Mo Windows macOS

Corretto 1.8.0. Corretto 11 # Corretto 17 #H — 48" Y Amazon Corretto B3,

AL2023 HHIEA Corretto A= XY BF 1 5 Corretto Wiy A<#8[E , LB EZ| AL2023 B AR HISE
R, URBEERNE, BXEZER |, HSHETE% Linux 423 3EFEFR A mazon Corretto 5 I (8]
BRE,

AL2023 ##Y Perl

AL2023 124 T 532 fRiPerlH2IES.

REPerlEdEMJLTF % , Amazon Linux #£ Perl 5 MRAFERETEENESHEMY , BT
£ AL2023 fRAH , Amazon Linux &M Perl 5.32 IRAEF %K., BRIEFEBHRININMWEEXEFH , Amazon
Linux R EE7E AL2023 AR EHBHRA X H L 24N T Perlo

AL2023 FHY Perl &R

£ AL2023 # |, ZfhPerfERELL RPM XK, REBFZPerli&3R o] A4E RPM , B Amazon
Linux # T E T BB AIREM Perlt&3R, HMRERS RPM S eESMBIITE N RPM ISR | Eit
Amazon Linux FH{EEZRXLELZ L4 T M2 AN IIEEE .

AL2023 & a$E , CPANBAEPerlfF & A R Al LAE A SRV H 2 EEER. Perl

AL2023 FHy PHP

AL2023 B HIRERTRENPHPRIZES , BMRAN XFat AR5 LiFE SN RIMERPHP,. BXE
Z{ER , 15 Pac kage IFFEH,

5 AL2023 , RO LAEA PHP 8.2 B9¥TIhee , EAHPIAXIFEE PHP 8.1 R ARRF.
MIBH PHP M AT

EiEPHP# XZIE 7T M PHP 8. PHP 1 iT# % 8.2 WA E T B, UKRM PHP 8.0 iT# %) 8.1 KX
4,

AL2 A3E PHP 8.0, 8.1 M 8.2, amazon-linux-extrasaJBMFARE AL2023,

Perl 403


https://aws.amazon.com/corretto/
https://docs.aws.amazon.com/linux/al2023/release-notes/support-info-by-support-statement.html
https://aws.amazon.com/corretto/faqs
https://aws.amazon.com/corretto/faqs
https://www.perl.org/
https://docs.aws.amazon.com/linux/al2023/release-notes/support-info-by-support-statement.html
https://www.php.net/
https://docs.aws.amazon.com/linux/al2023/release-notes/support-info-by-support-statement.html
https://www.php.net/migration82
https://www.php.net/migration81
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M PHP 7.x lRAEH

(® Note

ZPHPI B 44 X IFH RAFIRMEt AR , R A ZEH 5 ZHFIxR,
AL2023 KRRt , PHPHE XA XA 7.x M 5.x x4 , PHP i RENIETEE £ AL2023
o

LFPHPHXEIE T M PHP 7.4 iFBE| PHP 8.0 WEEIEB X, FE&A—THXTEBE PHP 8.1
M PHP 8.2 M4 , B LHPHPETHNARF IR I MK AREFPHP,

@ Note

AL2 B3 EPHP 7.1, 7.2, 7.3 M 7.4 &~ , amazon-linux-extrasfEEBE=MNE , fTEIXLE
AN IhEEHR end-of-lifefRIELIKBEMB—F ML L EH.

AL2023 Ry PHP #&3R

AL2023 AiEPHPRLH A ENIFSPHPIESR, AL2023 BB E T B RESHSEEPHPY &
# X (PECL) .,

AL2023 Y Python

AL2023 iiEx T Python 2.7 , PythonIIEFiE T EMNHHEB A LA S Python 3 BL& .

AL2023 2 Python 3 /usr/bin/python3 UREFEFFRBHREMYE , KRE AL2023 HHHY
Python X3 , £ AL2023 M4 fs B HA ISR R Python 3.9,

/usr/bin/python31E[KY python MRA# M A R4S Python , XtF AL2023 , X/MRZA=Z Python
3.9

HIPythonBHTAR A ( 0 Python 3.11 ) 7 AL2023 yERBMARME |, H BE LA ESG AN
EXF. AXRXFE Python 3.11 ZKIEMEE , 155 H Python 3. 11,

AJLATE AL2023 L [F AR % Python B9 ZMRA, RE/usr/bin/python3#i445 Python 3.9 , 1B
FANRAR Python #EwEZEE , ABIHRASHKE, fl , MRLET python3.11, 0 /

M PHP 7.x % 404


https://www.php.net/
https://www.php.net/supported-versions.php
https://www.php.net/eol.php
https://www.php.net/
https://www.php.net/migration80
https://pecl.php.net/
https://pecl.php.net/
https://docs.aws.amazon.com/linux/al2023/release-notes/support-info-by-support-statement.html#support-info-by-support-statement-eol_python3.11
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usr/bin/python3.11 5 /usr/bin/python3.9 ¥} , M /usr/bin/python3 FE8Ei M
/usr/bin/python3.9,

® Note
TEEW/usr/bin/python3HE#HEREEMNAZE , RN AREKEAE AL2023 O
G

AL2023 ## Python &R

£ AL2023 # , BiPythontE R & LA RPM WIE X, BF , NEX Python IR SR A E Python
EIRH RPM,

AL2023 HHY Rust
YRATEEARTE Amazon Linux Rust E4REAREVICHES | AT REARAE A AL2023 R A T B4k,

5 AL2 2L, AL2023 REREREH BN E AP EMRust TEE, XHFRNTENERMNKRS
BT EEPNEM CVE , RTEREERBH—H5

Rust R—HAREEHENRRWIES , ABBABAEMS —DHRAR. XERAFAEERMNT HWIES
HATEEEE, RE AL2023 HEEE G AP MARUStT EENFIRA |, BIXFT L5 EiRusthiR 4
REF—. Fit , MREEFEAZRustE S MW RIHIIAEHERUsHES |, NIERA AL2023 F iR A Rust
TEHAETREE,

1 AL2023 BV AR , FAMNEHEFRRIANRE SRR, NEEERIAWRUSIT 56 | UT
SR R HTRUSt T BER IR ARS8 | (SR TEME RPM BoA EIHLE M 4 o R B R
7,

WMRIRIEIE AL2023 EHIE B S HIRustNES , RATBAEA AL2023 FEEHIRustT B , W RAE
XANTEEARESTE AL2023 MEREBFEEI AR

AL2023 E A B Lambda E#X Rust

HTRustmFRNEENRE , At Lambda FFERustl N BENE1TH . &AL
Fprovided.al2023& T8 ¥ AL2023 +HIRustE R ZFE Z| Lambda.

BXEZEER , BSHAWS Lambda Fr & A R ERRustH Ay A #%E Lambda B %,

Python &t 405


https://www.rust-lang.org/
https://www.rust-lang.org/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-rust.html
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W55k Linux PV EZE5ENH 2

/A Important
MREBHRERAHNT AWS ZRSHFFRABELZLER , BEA FEHRE TEHE AWS
ZEEITBRFR

TEEAWS REFZE, fFANAWS FF , BAUZRT LT NREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERABEEXFEHRNCZNRZEMNZTN RSN

. EEE — AWS RFRIPE AWS SHET AWS BSHWEMEN, AWS EH BRETUZ L B
BERES. ENAWS M HAMITHANITHAN -8  E=AFHHEINANBTRNRS
BWENE, ETREAT AL2 AN, BEHZAMITRINSWBENHAWS BSEA M
£,

. EHHREM | CHREHLERN AWS BSRE. CIEENECEENT , SELNIENHR
B, BATRERURE A EEEN,

&

F&:

« SERAT AL2023 I Ti# Linux &0
« 7 AL2023 iR & SELinux 3

- 1£ AL2023 L5 H FIPS %

« AL2023 W#mR1t

« AL2023 EH) UEFI 2283

ERAT AL2023 B B3 Linux £22 0%

REEAB LR Amazon Linux BWEZ € |, BEERSE— XL B EEEKE, HETANEERERER
B, MeaxfmoE. BINEALENEEMERT D Linux Z2/H 0 (ALAS), BXEZER | 5
% Amazon Linux 2 H 10,

TE2NE 406


https://aws.amazon.com/security/vulnerability-reporting/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://alas.aws.amazon.com/alas2023.html
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/A Important
MREBHRERAHNT AWS ZRSHFFRABELZLER , BEA FEHRE TEHE AWS
ZEEITERFR

BXEM AL2023 Y[R BF AR X EH A E S H Amazon Linux FIRAES MR E£H. Z2TEBESMN
XEFERRBPRMEEIFEREINELE. Hit , BUEF2ERES Amazon Linux R EER
RHTRE , MERSEXETE (i Amazon Ins pec tor ) IREMNREH TR E,

W55 Linux ZEHONE

Amazon Linux B AE RN TS LAEABRTNEMERN. KT EESEXALASEKENNE , UEFR
BELNENEE. BXESZELR , FSRILEE Linux Z2H 0 (ALAS) 0%,

flgn | SERFA pache Log4ji92021-001-Amazon Linux#H 4 T AEBFAEMARLE. ERRXNE
i, Amazon Linuxiitl 7 — N4 |, LB BIE P E B8 T Amazon LinuxBV B4 &2 2 R L,

Amazon Linux Z4 /1 CVE Explorer t81E ALAS N&EH 4. BXEZELR , S M CVE WM
e

W55 Linux &2 O0E LR B FE

B % ALAS ELF% Amazon Linux I0{AiffE CVE H—EERRIBHNER , FSHEL T Linux 2 F 0
(ALAS) & I B #EZ (FAQ).

N AL2023 1% & SELinux =z

RINERT , RELEEAE Linux (SELinux) 3 enabled AL2023 Hi&E NpermissivetERX ., FEIFT
BEXT , BRETRGHITNRIEL, SELinux ERKIIENIAEFNES , THARNEEFRSE
RERA, RIFWRESGEREIEZES (MAC) 44,

SELinux 24t T —fERANE , TRENZENTEMEERBHEESIE. INEEIBERD TEXR
NMEZINARFEZENHEHNERD , BRE T ESHERBINARFTESBHNRE

SELinux @8 —ARflZ e RBEEXH , EEREAERE B

AR SELinux $ MMM EZE S , HSH SELinux Notebook MEEEES

£}

ALAS @& 407


https://aws.amazon.com/security/vulnerability-reporting/
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://alas.aws.amazon.com/announcements.html
https://alas.aws.amazon.com/announcements/2021-001.html
https://explore.alas.aws.amazon.com/
https://alas.aws.amazon.com/announcements/2023-001.html
https://alas.aws.amazon.com/announcements/2023-001.html
https://alas.aws.amazon.com/faqs.html
https://alas.aws.amazon.com/faqs.html
https://github.com/SELinuxProject/selinux-notebook/blob/main/src/toc.md
https://github.com/SELinuxProject/selinux-notebook/blob/main/src/policy_languages.md
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« AL2023 HYZRIA SELinux IAASFE
A enforcing 3
o AILLEREFR AL2023 ik SELinux

AL2023 BYBRIA SELinux IASFER

3F AL2023 , SELinux BAINREBENE | enabled HIREBERER, permissive’E permissive &
XF , BFRERBEFHITRRIEL,

getenforce =™ sestatus M HHIFEHBIH SELinux R, KREMEN,
HEINABIZE RN enabled Ml permissive B} , getenforce @i iRE permissive,

ZsestatusiiHIRE SELinux IRAF Y B SELinux BUEK , AT ROIFTR :

$ sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: targeted
Current mode: permissive
Mode from config file: permissive
Policy MLS status: enabled
Policy deny_unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 33

Y& Epermissivet®X T121T SELinux B , AP WJeES B IRMWFRIEXHF, HEE disabled RET
&7 SELinux B} , FARIEX ., HEHA enforcing ERE |, FEBWHKRIFICH XHEITRES
B &

RNTEEURDZ | SELinux 2@ B EFIRIEX M, HEFPRASHA enabled B, SELinux AI#@i B3
EFFRIE KBS L HIARIZE &,

%N enforcing E

L Eenforcing® X SELinux Ti21TH} , ZSELinux: AEFMRE Eenforcing K,
SELinuxi@id 1R 42 R g AN AV B4 15 R R IR HE E N AR F R ThEe,

EEHHBISELInUXER , FiE{Tgetenforce®m o
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getenforce
Permissive

mEREXHLAE A enforcing X
EFEXER Nenforcing , FRITUT SR,

1. ¥%%8 /etc/selinux/config XHLLKR enforcing B, ZSELINUXIREBNELUTFUT R
B,

SELINUX=enforcing

2. EMMEHRELUTREN enforcing WK,

$ sudo reboot

TRBEsEt , SELInuxEFFRICREFWATE XHME Fo SELinuxi®Fin T 8128t SELinux Bl 2 #Y 3
4F B ZMSELinux Lt T3 disabled.

Y Blenforcing®R 5 , SELinuxTBEL H I SELinuxSREEM N T EF s SRR MIEL LR E, &
LAfE BT i S E & SELinuxiBE4E R4,

$ sudo ausearch -m AVC,USER_AVC,SELINUX_ERR,USER_SELINUX_ERR -ts recent

£ cloud-init /5 A enforcing #E3
RE , HEBHEHIN , HFUT cloud-config ERAFIEEE LS A enforcing X,

#cloud-config
selinux:
mode: enforcing

BIABRT , LiEBLSHEHIER. N TREREN , BWEESXH. B2 , REEE , ALE
HRMELT cloud-config RS EFH B

#cloud-config

selinux:
mode: enforcing
selinux_no_reboot: 1
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Al LR EH AL2023 WX SELinux

ZRABSELinux , T2NE @B ITSELINUXKREE | RS IBRIGRKXEERF (AVC) HE, fREAET
MW T B I SELinux.

ENBWTEZEMSELinux , ﬁ'ﬁmﬁﬁﬁpermlsswe*i_to BSELinuxE£ZMpermissivetE 1§
kb, EEXTETHWRANE—R. SEARIERpermissiveenforcing®xXHLL , NERXTE
FlenforcingEXFIEME BIERELEZ, SELinuxXETLREXH , RETLREMIERED R
B 7] BE3E 48 RV IR 4

IR SELinuxElpermissivet& s\

H{RSELinuxfEpermissivet& X TE{TH , FLBHIMITSELInUXE R, EpermissiveEX
T, SELinuxig3k AVC JHE{BTE4IRIE, B UFERIXL AVC HE#HTHERER. B FMSELinux
RGO,

SELINUXEFERNREER , BHITUTIER,
1. 4548 /etc/selinux/config XHFLAR permissive R, ZSELINUXERFELF LT R~HEl,

SELINUX=permissive

2. BB RAE AT N permissive X,

sudo reboot

M T SELinux

ZERABESELinux , T&NE 8 HMITSELInUXKES , HtF2IEXR AVCHE, REAETHINMEY
A SELinux,

EZMSELinux , BEAUTIR,

1. BRgrubbyRHZTE LS,

rpm -q grubby
grubby-version

2. BB IS MEBRF LU selinux=0 FMNBIAKB 1T
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sudo grubby --update-kernel ALL --args selinux=0

3. ENBIRE,

sudo reboot

4. izfTgetenforce WHHITSELinuxiiADisabled,

$ getenforce
Disabled

EXWEZEESELinux , 52 SELInuxE 18 A FMSELinuxfL &,

1£ AL2023 E/F A FIPS &=

AT B IAE AL2023 £/ A “EEBKIBE B EFRHE (FIPS)’, BX FIPSHWESZELR , H51 :

- ZEKBESLERE (FIPS)
- EAMELRZ . XEKRIPESLEIRE

(® Note
AR NBWMAE AL2023 FF A FIPS #= | (EF-3HE AL2023 INZFE R IAUEIRES

FoRFAM
« B AL2023 ( AL2023.2 RE SIRA ) Amazon EC2 24 , fAAREBRMHA FTHAAEHRHEE. B

X B2 AL2023 Amazon EC2 SEHINEZER |, HSHER T Z# EC2 #4|5 B3 AL2023,

- MIERA SSH T AWS Systems ManageriE#Z &/ Amazon EC2 £, BXEZER , H5H
IEEE#EE AL2023 R4,

/A Important

FIPS X T X% # ED25519 SSH A &4, MREMEM ED25519 SSH Z4AXE3h T
Amazon EC2 3KfI , MIAMEREME X ( HI20 RSA ) ERFBER , TNEESA FIPS B

1£ AL2023 LA FIPS 183 411


https://github.com/SELinuxProject/selinux-notebook/blob/main/src/toc.md
http://selinuxproject.org/page/Guide/Mode#SELinux_Config
https://aws.amazon.com/compliance/fips/
https://www.nist.gov/standardsgov/compliance-faqs-federal-information-processing-standards-fips
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BB RSP AR, SXESES | %55 Amazon EC2 F ISR h iy 6132 548
b P

B FIPS #x

1. {# SSH = AWS Systems Manageri&# %] AL2023 &4,
2. BRRGERBRFERE, BXELEE , BSH £ AL2023 T EERHSNBREREE.
3. BWRZEE Tcrypto-policieskARRF , AF up-to-date,

sudo dnf -y install crypto-policies crypto-policies-scripts
4. BEETUTGRERER FIPS X,
sudo fips-mode-setup --enable

5. ERANATHTENSISXAL

sudo reboot

6. ERIEREBTCEEA FIPS ER , BEMEEIKMIHET

Qi
N
-
=14
nlg

sudo fips-mode-setup --check

LT REmEEREEA FIPS R :

FIPS mode is enabled.
Initramfs fips module is enabled.
The current crypto policy (FIPS) is based on the FIPS policy.

AL2023 N#%m&1t
AL2023 F#Y 6.1 Linux AZELEFMHER S SN RIIEZTIFINEE,

NZBLIRT ( ERMTXR )
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CONFIG i%IR AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_ACPI_CUSTOM n n
_METHOD

CONFIG_BINFMT_MISC m m
CONFIG_BUG y y
CONFIG_BUG_ON_DATA y y
_CORRUPTION

CONFIG_CFI_CLANG REH TEHR
CONFIG_CFI_PERMISS TEHR TEH
IVE

CONFIG_COMPAT y y
CONFIG_COMPAT_BRK n n
CONFIG_COMPAT_VDSO TEH n
CONFIG_DEBUG_CREDE n n
NTIALS

CONFIG_DEBUG_LIST y y
CONFIG_DEBUG_NOTIF n n
1IERS

CONFIG_DEBUG_SG n n
CONFIG_DEBUG_VIRTUAL n n
CONFIG_DEBUG_WX n n
CONFIG_DEFAULT_MMA 65536 65536
P_MIN_ADDR

CONFIG_DEVKMEM REH TiEH

MRZBRLET ( ERETEX ) 413
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CONFIG i%£IR AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_DEVMEM n n
CONFIG_EFI_DISABLE n n

_PCI_DMA

CONFIG_FORTIFY_SOU y y

RCE

CONFIG_HARDENED US y y

ERCOPY

CONFIG_HARDENED_US REH TEHR

ERCOPY_FALLBACK

CONFIG_HARDENED_US TERA i A
ERCOPY_PAGESPAN

CONFIG_HIBERNATION y y
CONFIG_HW_RANDOM_TPM TEHA TaEHR
CONFIG_INET_DIAG m m
CONFIG_INIT_ON_ALL n n

OC_DEFAULT_ON

CONFIG_INIT_ON_FRE n n
E_DEFAULT_ON

CONFIG_INIT_STACK_ REH TEHR
ALL_ZERO
CONFIG_IOMMU_DEFAU n n

LT_DMA_STRICT

CONFIG_IOMMU_SUPPORT y y

AZB{LIET ( 5EMTX ) 414
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CONFIG £ AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_IO_STRICT_D TEA TEH
EVMEM

CONFIG_KEXEC y y
CONFIG_KFENCE n n
CONFIG_LDISC_AUTOL n n

OAD

CONFIG_LEGACY_PTYS n n
CONFIG_LOCK_DOWN_K n n
ERNEL_FORCE_CONFID

ENTIALITY

CONFIG_MODULES y y
CONFIG_MODULE_SIG y y
CONFIG_MODULE_SIG_ y y

ALL

CONFIG_MODULE_SIG_ n n
FORCE

CONFIG_MODULE_SIG_ sha512 sha512
HASH

CONFIG_MODULE_SIG_ certs/signing_key. certs/signing_key.
KEY pem pem
CONFIG_MODULE_SIG_ y y
SHA512

CONFIG_PAGE_POISON n n

ING
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CONFIG &1 AL2023/6.1/aarch64 AL2023/6.1/x86_64

CONFIG_PAGE_POISON TEHR TiEH
ING_NO_SANITY

CONFIG_PAGE_POISON TEHR TEHR
ING_ZERO

CONFIG_PANIC_ON_OOPS y y
CONFIG_PANIC_TIMEOQUT 0 0
CONFIG_PROC_KCORE y y
CONFIG_RANDOMIZE_K n n
STACK_OFFSET_DEFAU

LT

CONFIG_RANDOM_TRUS y y

T_BOOTLOADER

CONFIG_RANDOM_TRUS y y
T_CPU

CONFIG_REFCOUNT_FULL TEHA TEA
CONFIG_SCHED_CORE FEH y
CONFIG_SCHED_STACK y y
_END_CHECK

CONFIG_SECCOMP y y
CONFIG_SECCOMP_FIL y y
TER

CONFIG_SECURITY y y
CONFIG_SECURITY_DM y y

ESG_RESTRICT
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CONFIG 1A AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_SECURITY_LA n n

NDLOCK

CONFIG_SECURITY_LO y y

CKDOWN_LSM

CONFIG_SECURITY_LO y y

CKDOWN_LSM_EARLY

CONFIG_SECURITY_SE y y
LINUX_BOOTPARAM

CONFIG_SECURITY_SE y y
LINUX_DEVELOP

CONFIG_SECURITY_SE n n
LINUX_DISABLE

CONFIG_SECURITY_WR TEHR TEHR
ITABLE_HOOKS

CONFIG_SECURITY_YAMA y y

CONFIG_SHUFFLE_PAG y y
E_ALLOCATOR

CONFIG_SLAB_FREELI y y
ST_HARDENED

CONFIG_SLAB_FREELI y y
ST_RANDOM

CONFIG_SLUB_DEBUG y y
CONFIG_STACKPROTEC y y
TOR
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CONFIG %I AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_STACKPROTEC y y
TOR_STRONG

CONFIG_STATIC_USER n n
MODEHELPER

CONFIG_STRICT_DEVMEM n n
CONFIG_STRICT_KERN y y
EL_RWX

CONFIG_STRICT_MODU y y
LE_RWX

CONFIG_SYN_COOKIES y y
CONFIG_VMAP_STACK y y
CONFIG_WERROR n n
CONFIG_ZERO_CALL_U n n
SED_REGS

AR

AFEZITIIEAN/E R ACPI 157% (CONFIG_ACPI_CUSTOM_METHOD)
Amazon Linux ZA T , RRAEAYF root ARFBEAEEAKZAZ.

HEMRAZEBRRF B HERESL—,

Hih —# H#& 30 (binfmt_misc)

REWETZAZBEERTTME (KSPP) M#HEEFREZ— , 1B AL2023 HARFFULEBIETIRE N KSPP
BIANAT, £ AL2023 1, thIIRER AIERY , RAEN ARIERIEDN

BUG() X#

HEMRAZBEBERP T EEEFRELZ —

MRZBRLET ( ERETEX ) 418
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MRARERENRAFL N AR BT BERSL , WHIT BUG()
Linux PZI RS 20 ERIBEMN NI —HE , RN BBBRART BUG().
LBEMEN B RRY T B HEFREZ —,

COMPAT_BRK

WEMZE ARG (X2 Amazon Linux BEER#&KI AR ) , Ml randomize_va_space sysctl RE
LEBIAR 2, XtBETE mmap Effithut, #A VDSO MEFENLz LS ARBEYLER,

BEBFETAKS , BENRERE 1996 FREFMAN —LEE libc.so.5 ZHHEIXHFHRE
38

LEMRAZEERF B EFREZ—

COMPAT_VDSO

WEEIETE x86-64 X , 5 aarch64 Tk, FIIZEN n , Amazon Linux RiZF <1 o FLl &Y
it FEOR 32 MRS EZETR (VDSO), B 2004 FLK , BEHMRZETNRERN n MEREFH &
# glibc R4 R glibc 2.3.3,

LR RAZ B RRF T B HEFREZ—

CONFIG_DEBUG | 32581t

3 CONFIG_DEBUG PR&IfY Linux AZEEETEE RITHA TR ERREAMEENNRZ , HEZENR
AR LEM, AL2023 BB TCONFIG_DEBUG_LISTHE{LIZIA,

EBE IOMMU 281 , 2 EFI 1748 PCl &% DMA

REWEMRAKBERFITTE (KSPP) WiEFERE 2 — , {8 AL2023 HARFUILEBEETIREN KSPP
b= AN: pvi AN

ATEAZKNAFZR RS RNFRR{LIEE

HARTERAFEFIAFZASIMNAFZREFNER |, EMSERA-ERE , A ERELRS
B 3E gk B

CONFIG_HARDENED_USERCOPY_FALLBACK i EHETH# 4.16 B 515 |, Af&EBIAZTF XA R
B WARN() RIMEMEREM AR FSIRSZE. BT AL2023 HiH T 6.1 i , RILIiETS AL2023
THEME>x,

AZBILIED ( EHRBETX) 419
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1ZCONFIG_HARDENED_USERCOPY_PAGESPANMIMIEEMENFA XA AW FREMEFEETARKS , 7B
EAT AL2023 1Y 6.1 A%,

LRARAEEARRP T EEEFREBS —.
KBRS 3

REMWETRAZBEERTTE (KSPP) M#HEEFREZ— , 1B AL2023 HARFFULEBIETIRE N KSPP
BUHED, FEE LD e 3755 R AR 12 5 2SS0 H 2 35 UK BR AP B A9 32 4 2L S2 45

BE AL A B
AL2023 ARMEB RN THEEZH M H#E EC2 FEM,

CONFIG_INET_DIAG

REWEMRAKBERFEITTE (KSPP) WiEFIRE 2 — , {8 AL2023 FHARFULEBEETIRE N KSPP
BIUAET, £ AL2023 1, thIhRER AIERY , RAEN ARIEREDN

EDBEMBUE D ER , RAABEAKIAMN slab ZEFANFRENE

REWEMRAZBERRTFIE (KSPP) WEFRE2— , 18 AL2023 H R El B LI E N KSPP
BiIHIED, XEIERAE AL2023 AL TEARS , RRABRINER T BRI R~ &
M, CONFIG_INIT_ON_ALLOC_DEFAULT_ON 1T A LUENNF init_on_alloc=1 AMBAKG T
1T3R/ZH , CONFIG_INIT_ON_FREE_DEFAULT_ON TR AT LAEI AN init_on_free=1 KRB,

TR E R T EWHRIL IS (CONFIG_INIT_STACK_ALL_ZERO)

REWEMEANZERRFIME (KSPP) WHEFIRE 2 — , {8 AL2023 H R [FILEBIETIZE RN KSPP
BIWAET, IEMEE GCC 12 HESRA , ™ AL2023 BEKf GCC 11,

ABAERE 2

AL2023 M AERNZZHTEBZMNBRIE, A TRIEWEFE=ZFERNAFHNREYE , BRBEHAEX
EIREGEHEER CONFIG_MODULE_SIG_FORCE &, N TREWRMAENKERFLEIZEEN
AP, AILEE 91 Linux Z2 85 (LSM) L8 $IH 1T b8 4k,

kexec

REWETNRAZERRTTIE (KSPP) MiEEFREZ— , 18 AL2023 FHARFFULE EEDTREH KSPP
BUMET, BRALEDTREN T ETEA kdump ThEe.

AR ( SEMTER ) 420
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IOMMU Support

AL2023 B A IOMMU %1%, BRIAER T , CONFIG_IOMMU_DEFAULT_DMA_STRICT i&tBiARZH , B
ATLUEN ™ iommu.passthrough=0 iommu.strict=1 RMNEBIABEHHITRE E L INEE,

kfence

REWEMENZEERFIME (KSPP) WHEIRE 2 — , {8 AL2023 H R [FILEBIETIZRE RN KSPP
B IET,

&5 pty ¥

AL2023 EEAIIAKPTYSE (devpts).

EMRAZBEBERF I EEFREZ —

BE Linux Z£1&EHR (LSM)
AL2023 972 lockdown LSM , EREFEA LB B BIENZ,

CONFIG_LOCK_DOWN_KERNEL_FORCE_CONFIDENTIALITY TR /EH. RELETRAZERKR
FIE (KSPP) MHEIREZ — , 1B AL2023 H KRG EEETIZE N KSPP BIUMIET, TEAZR
2 B8, TS ASIE LSM HEEEEHRTEE,

RETE

REWEMENZEERFIME (KSPP) WHEFIRE 2 — , {8 AL2023 H R FILEBIETIZE R KSPP
BT, SHEC EoEMECE2 BN | FArERZAM slab DEENFIRERNE , ATX
EEMERE | EILTE AL2023 WA T i%IhEE,

HEAR AR 2R

AL2023 NiZ 2 AR R IEEWER |, BT ZGCCEIS A, -fstack-protector-

strong

LEMRAZE BRI EEFREZ—

seccomp BPF API

E systemd MBS T ZEWEHFEH seccomp s@{tIhaekL AR ZERNARF.
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LR R A B RRF T B HEFRELZ—

panic() #Ea

AL2023 AREELEIRENO , XEREARERININETIRXEN . RELEMRNZEBRRF
I E (KSPP) WHFIREZ — , 18 AL2023 HRFUtBl BRI E N KSPP BIAE, XA LUES
sysctl, /proc/sys/kernel/panic MERNZGHTLEHITEE,

ZeRE

BINERT , AL2023 TR AR T/E A SELinuxe BXEZEE |, iHSH 7 AL2023 i&& SELinux
B,

BIE Linux Z2EH (LSM) M yama R EE A,

/proc/kcore

REMWETRAZBEERTTE (KSPP) M#EEFREZ— , 1B AL2023 HARFFULEBIETIRE N KSPP
F= AN: SpviR g

FERSE AR AR RIT AR R

RENETM RN BR R IE (KSPP) WHFIRE 2 — , 18 AL2023 HRF L EIXINIRE N KSPP
BIMET, XAUBESERNZS ST LIRE randomize_kstack_offset=on KB M.

S| it## & (CONFIG_REFCOUNT_FULL)

REWEMRAZERFITTE (KSPP) WiEFERE 2 — , {8 AL2023 FARFILEBEERTIREN KSPP
BIKIET, BT R A Rexs thRe = AW, Rtk B eRE Ao

HWERFX SMT WK EA (CONFIG_SCHED_CORE)

AL2023 N2 A2 CONFIG_SCHED _CORE , AFAF =R NARFE
Fprctl(PR_SCHED_CORE), W2 AZERRFMEHEREZ —,

£ H schedule() NRERBFELIRIA (CONFIG_SCHED_STACK_END_CHECK)

AL2023 R 2IECONFIG_SCHED_STACK_END_CHECKEBARATHEM ., HIZINE N B KRR I
BHEREZ—,

MRZBRLIETL ( ERIETEX ) 422
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NiF DB ARR1L

AL2023 A% AIFfE
FCONFIG_SHUFFLE_PAGE_ALLOCATOR, CONFIG_SLAB_FREELIST_HARDENEDF%&IA Xt P # K 17
S Ei eS8 17581t CONFIG_SLAB_FREELIST_RANDOMUIEIN N B R RPN E HEFEREZ—,

SLUB it 2%

AL2023 W#%/3 FICONFIG_SLUB_DEBUG , AT A DBl B B 7 A& BIX AL | IXLEThARE R LA
EARGSITLEER. WEMRAKERRPTNEHEFRE 2 —,

CONFIG_STATIC_USERMODEHELPER

REWEMEZANZ B EAERFIME (KSPP) WEFIRE 2 — , 18 AL2023 H ARG I EiETIZE N KSPP
BIAIET, XE2EN CONFIG_STATIC_USERMODEHELPER EEZ A TR XIEF , ™ Amazon
Linux A B 8% B X X #5,

HiEM A H rodata ( CONFIG_STRICT_KERNEL_RWX 0
CONFIG_STRICT_MODULE_RWX )

AL2023 M%EE 73/ AR MR ZAE IR XA MrodataW FARIE N RE |, FENERFARIE N T AH
17, WIETRAZERERFTE HEEFREZ—

TCP syncookie % (CONFIG_SYN_COOKIES)
AL2023 Wi RE X TCP B2 cookie MR THEN, HWATENKERRF T EEERES —.
T /8 R 37 T B9 B A AR 594% (CONFIG_VMAP_STACK)

AL2023 N2 A ERCONFIG_VMAP_STACK , RIFER®RY T HITE MRS N, LEIRIR
EARBEBRRP M EHEREZ—,

FERARFRESENERIEITIE (CONFIG_WERROR)

REWEMBRAKBERRFRITTE (KSPP) WiEFRE 2 — , {8 AL2023 HARFILE BETIREN KSPP
B HIED,

ERBURHA#H1TEE855= (CONFIG_ZERO_CALL_USED_REGS)

REWEMBRAZBERFRITTE (KSPP) WiEFIRE 2 — , {8 AL2023 HARFILEEETIREN KSPP
f= AN: opvi A8
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AP zEE 2 B Y B/ ik
BERR{LIETN AT SABS B A I #% NULL 3868 IRIE M, LLIETIRAZERAF B #HFREZ —

clang 5 ERY5E 1L 1E IR

AL2023 N2 EAGCCM A2 WEMNCclang , BT iE/E AACONFIG_CFI_CLANGRR{LIEIN |, X thES
©CONFIG_CFI_PERMISSIVEFREA. REMWEMEZNZERRIFUE (KSPP) WHEFIEEZ— , B
AL2023 FH AT A B IEITIZRE N KSPP BiA &,

x86-64 43 TERY A %58 {L 1L T

CONFIG i%&IR AL2023/6.1/aarch64 AL2023/6.1/x86_64
CONFIG_AMD_IOMMU TEH y
CONFIG_AMD_IOMMU_V2 TEH y
CONFIG_IA32 EMULAT TiEH y
ION

CONFIG_INTEL_IOMMU TiEH y
CONFIG_INTEL_IOMMU TiEH n
_DEFAULT_ON

CONFIG_INTEL_IOMMU TEHR n
_SVM

CONFIG_LEGACY_VSYS TEH n
CALL_NONE

CONFIG_MODIFY_ LDT_ TEH n
SYSCALL

CONFIG_PAGE_TABLE_ TEH y
ISOLATION

CONFIG_RANDOMIZE_M TEH y
EMORY

x86-64 45 EHI MR {LIET 424
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RAriEmE

CONFIG &1

CONFIG_X86_64

CONFIG_X86_MSR

CONFIG_X86_VSYSCAL

L_EMULATION

CONFIG_X86_X32

CONFIG_X86_X32_ABI

x86-64 X ¥

AL2023/6.1/aarch64

TEH
TEH
TEH

FEA
TEH

AL2023/6.1/x86_64

y
y

y

FEA

B x86-64 XFAFEME T B (PAE) MAIMIT (NX) UF, HEMRAKERFET T EHEER

EZ_O

AMD # Intel IOMMU % #
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