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AR SR EXREE (AMB ) HRILE4ET ?

Amazon Managed Blockchain (AMB) Access N &I LA R ML T A H XREETT X |, BB LA
£/ Hyperledger Fabric R A2 EXREME, NEMHFERERESAHXRER , IENL
HXRETIHNTLREE., £/ (A ) ALTHRFS[SHE, APIEE, I TFiAREHREENA
Bl , BARNTELERENRBEXREME R ITIER. FFECH AP BEALSEZ2REN MR
AigiE LEIEY Y R , Rt SR A EXRENARF,

AMB Access AR MHARMTRIFEMN XREEM RS - S/ XREMLIGR AP BEAR %
AR XRET QAMMLEE, EBTANKREREMIRE , SR LQIENER L HA IR XREET S
FABH Hyperledger Fabric X3RN EZHEBE2FER, B2 , ETAPINZHE/A ™M , HIIAMB Access
Bitcoin , HAPIREEMN —HILRST T RAK , 2B , REXRET REMRERATEFHLE,

R —ANEPIMEBXREM L |, ATASETZM &N REMZL T EAST (BTC ) iHMHE LM
{E peer-to-peer X 5. MA, RN, RBEAT., BFSHEFEALSTNE, IETRER
—MTRESN , —HATREANER , IERATERAZRBEN LA TRIEETATENKAR, &
Amazon Managed Blockchain (AMB) Access Bitcoin , A BUBM X34 is 15 = 77 8] b 45 = A
B , BIXELRENT/STUBEARS, EREKAFHBEARBAALFETZOT ST RLT
Fi#9 JSON-RPC &R, EBIERSSHEFITRFETR , BAUTEITHENARE , MASRRTE
EZRNIE, fIEE, 4FNARFHLEFITHR, TREREMELSTERE. BIMNEHRTRS
Fr, dRDHIST XRERE | £ A EFEHAAMB Access Bitcoin i@ b4 M iR & H BV iE R A5 5%

REERERAMB AccessttiEmBI A, 2
MRER2EHREFHAMB Access BitcoinfI AP |, RINBWBLFELTEY

- XEHE U REEXHREE (AMB) 5 R T

- T5#EEXREAT (AMB) 178 b4

« Amazon Managed Blockchain (AMB) &9 tb43% m F 5035 18] th 4%

- BRI SBHEEXRE (AMB) X 4FM JSON-RPC i 8] tb 45

REEREAAMB Accesstb4EmAAF G ? 1



AMBT ] L 45 FRARER

HESS TSR EXRE (AMB) 7R LT

® Note

RIEFERIEEBABLBENSLTFTITLAB S, XERSBEEHROME. TR, KB proof-of-
work, &8, LHAMAEA. B¥E, E£H Amazon Managed Blockchain (AMB) 17 /8] b 4% T
2, BOBWERRES T AXEAZELET,

Amazon Managed Blockchain (AMB) Access Bitcoin &2t Lb4G ™ XIREEMN TIRS 22 RNER |, T
TEMBENERTMALSTEMER  SETR. EUUFERALREERSREREHRLFTRHE , N
T R AR SR8 B A,

AMB Access Bitcoin A B ETHEFT R OBTF RN TET QAR SIS | ENER&EY

gE , HXFZNISONIZZEREF ( JSON-RPC ) AA. BRI AR JSON RPC SEREXREE
HER ST SHTEE , NELLEMNEHETRE, FEALET JSON-RPC |, & 7] LUSEVEE
EAXRS , B#EEA Amazon Managed Blockchain RS EHHIEMELLETNERRX S,

/A Important

FBOROE, 4, ERANERESNLSTu, SENNEN STt RNB AR,
AWS FfE AT DB E X R & ERV LA M W REBZ A AN ERARZBMA AR,

FERT DT EXREE (AMB) B EZEIMARF5 0 L4E™
« TENLESETMSE

AMB Access HEAFM X FLUA T A ML -

« M — B proof-of-work HIRRF LA HLLE T XREE | 4™ (BTC ) MK M _2BEZ X REE
FEITHNXREZN. TN ENXZEEXERMME (EREHR , EMNSFERBRRA ) , HieRELH
X8k £,

« Testn et —NiXM 2 A TNV ZR ST XREE, NXAMENESRRFEHEET (BTC) BDF
¥, HEBESRETANE,

AR BT R 2


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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® Note
TRIFEMLE,

- XEFHXE

AT RULBRSS SKIFHY X8

XA (8T X5

EERS (FFRILMILE ) IAD us-east-1
TWA#X (FRR) NRT ap-northeast-1
WA#X (BR) ICN ap-northeast-2
0 A X (703 ) SIN ap-southeast-1
Rt X ( BR= ) DUB eu-west-1
ROt X (22 ) LHR eu-west-2

« BREFLHETR

LAF 2 AMB Access LM RS v R, BEERS , E4TNERETEEP — M IEFNXEHN LR
T Ko

* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

+ testnet.bitcoin.managedblockchain.Region.amazonaws.com

f5ltn : mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com
- TXREEY

AMB Access tbM A FLHL4ET (BTC) 25,
o LEMRA 4 4T JSON-RPC BiFERITER

#£ Amazon Managed Blockchain £ tb45™ JSON-RPC B, A ABS AL Z A 4 L2 K
BHTEMRIEN HTTPS EE#HTAA. XEWERE AWS k- PR IAM £ AT 8E#H1TLE
™ JSON-RPC @M. At , AIEMFMLGIRME AWS iEH (HRIZA ID MABHREZH ) .

AR BT R 3


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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/A Important
s FEAEEMAFPHNARFYRATFHER,
o BAEEMER IAM KEESR R HIXT B ANE4ET JSON-RPC By E]o
s REBRERFEBRS
£ sendrawtransaction JSON-RPC R E#FLLF T X RERSHR S
« AWS CloudTrail B&X#

A LABLE CloudTrail HidFEM 4™ JSON-RPC, BXEZELR |, F5H 2F T L HIEEXHR
8 (AMB) £ i8] L4 E 4 AWS CloudTrail

EEETUA R 4
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% & Amazon Managed Blockchain (AMB) i [A] Lt 4%

85 X EH Amazon Managed Blockchain (AMB) 15 E] tb43 M 2 8l , BIRBATHELZHRLIE AWS
account, N —EiTiEI{aFF A FHA AMB ccess Bitcoin,

ERZGFFREESIN
ERERZ BT AWS XEE—K | fRAFE— AWS IKF.
IREZS M AWS

SHREMET AWS |, fREY AWS K B Bah APTE AEM AWS BRS , @3E L 5% Managed
Blockchain (AMB) 5 RILb45T . BRAF|RERBRS 5%,

MRRE—NAWS K- ME , FERIT—F, WRIRZKE AWS K |, BIRUTSREIE -1,
E 4|7 AWS account

1. $TFhttps://portal.aws.amazon.com/billing/5E Mt o
2. EBE®LMNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA —NRIES,

HIRBABES M AWS K, — N AWS IKFRAF E I, root A AILAGRIFTEARR AWS RS
RPN RR, FAREHRESEK , FHAAFIRERLRANR , A BRERBRAFKKITE
ERASCERRRHES.

BIEEEREINENIAMAF

Ea|ZMEMA A AMB ccess Bitcoin , #R4F1E —4 AWS Identity and Access Management (IAM) 1
BEANMEREXRERERBRNEREA (AFHEL ),

HEIAMKRKF 8L T L4 ™M JSON —— RPC &if, RPCs1E Amazon Manage JSON d Blockchain
LI®RITHASTE |, (RATNBEEALERAE 4 EEREHTEORIENVHTTPSERMTAR. XE
k& RERNHIAMZIEALE AWS K- RTS8 $T HL4Em JSON-RPC BiE, At , BHRITULTIRE !
AWS RO p AR MEAEH ( TE 4R ID MAEHEEA ) .

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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BEXWNACIZAMAFPNEESR , HSREDRCIEIAMAF AWS K, < a04a @ A P i R R R
FZERE , BEREINAMAFNNRE. BXTRATRAFRFER A AMB ccess Bitcoin B PR 5 B
B RHI , 53 EAmazon Managed Blockchain FE T & B IR BE R~ (AMB) 1518 b4,

ZHENBE AWS Command Line Interface

MBIBREEX M , BFLERZHN AWS EFAMNGSITED (CL) AWS RBELIHENERR, BXE
ZEE , BSRALZERENRZIMAL AWS CLI.

(® Note
ERATCLIEM , BRE—NMAFEH ID M—PRABIHREA. MRABE , BEMEEIER
EXMTREH, BFIESFEHRZS ID. WREHRZES , AR —NMEREIEMEIN 2
2T, AXESZER , FEANGMERERSEM AWS (AMAFERE) RH IR,

REFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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WL 5 FEE X IR EEAT] (AMB) 1[0 LE 4% T

FERAART A step-by-step FIEFRZ S WA £/ Amazon Managed Blockchain (AMB) i 8] b 4% M 3K
BITES ., XERHAEREBTER —EEREH, NRETHEA AMB ccess Bitcoin , HEEARIERE
WIREZS , BREEEHNXLELEREZH. BXREZFEL , S 1 i2E Amazon Managed Blockchain
(AMB) B EE4S o

FH

o IR A b4 T A IAMBUEE JSON-RPCs

£ A AMB ccess RPC 4miEsa X b miEENIEIAA (RPC) iR AWS Management Console
£ awscurl FAMBYE A A b4 JSON —fE A awscurl FEYRPCiER AWS CLI

KiE ST JSON —7FE Node.js FRPCA HiEK

£ FAAMB1/ [F] Eb 4§ AWS PrivateLink

B2 5 B k43 B IAMBLEE JSON-RPCs

EREESTERNMNHMRPCEITH AL IHT R, BLFAWAEX Amazon Managed Block JSON
chain (KEY) 58] tb4$ ™ B 5 M BIIAMAX PR A A FPIE+ ( AWS_ACCESSAWS_SECRETACCESS_KEY
_IDM _AMB ) . EMUEHES AWS CLI REE , BT T &K1 E FH A4S T iR S BIAMEE
B

cat <<EOT > ~/amb-btc-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

BIEIAMER B 7
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® Note
BIEA R R SRR E ST EMMAN RN, BEHEEERS , HERALTActiont
Tl

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

BIBREEE , FZRBHMBIAMAFRHNAGUEEE M. £ AWS Management Console , S ZEli%
IAMBRSS |, ARIEF K BEF flAmazonManagedBlockchainBitcoinAccessZ B EAEHIAMA R
Ak, BXEZEE , BSANEAGH I BAIAMAS,

£ A AMB ccess RPC 4riEss X it mzE S AR (RPC) &
3k AWS Management Console

AT LAE iR ARIEREI A A (RPCs) AWS Management Console fEFIAMBIA B BR, B 7 XLk
RPCs , fRELAJ ATELLAS T M 4E LiRENEIE, BEANBERX S,

Example

UTRAIE R T 0T FREE%
00000000c983704af73704af28acdec37b049d214adbda81d7e2a3dd14a3dd146f6ed09 blockhash
MfEE. getBlock RPCAZBCMWMABMREERNETE , FEERRIIHNHEMRPCHEZ—
R AFTERIAERE A

1. ITHAREXREERFA , Mk R https://console.aws.amazon.com/managedblockchain/o

2. EEBRPCYHRES.

3. TEEBERIBAH , EBBITCOIN_MAINNETHER XKIREEM L,

4. EBgetblockfEARPCH o
5

HIA00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146F6edo9tE
AXRE HEFOEREFAEE,

6. R, %# Submit 3£X)RPC,

% ARPCRAI 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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7. BREXAAWN ‘BE WBIRBER. A, EUUSHZBENRERZUMH - T o MRAB TN
AR ZE,

MTHMEZEER |, 1§25 A AMBccess Bitcoin RPCs X 1&HY

1£ awscurl RFAMBE A AR LL4F™H JSON ——FE H awscurl F#Y
RPCiE3k AWS CLI

Example

FERAZEME 4 (Sigvd) EAZHNIAMAFREIELEER , LMERITHYST JSON-RPC A A AMB
ccess Bitcoin iR, a wscurl ii ST TE R AR BIREBiER AWS £/ Sigvd RS . BXEZE
B , %25 awscur README | .md.

FERESENIRERSEN G LY awscurl, £ macOS £ |, #% HomeBrewfE AL TR AREF :

brew install awscurl

WMRECEREHEET AWS CLI, ZHIAMA R FIEMBRIAAWSKIEREZWMEFREN , HE
AT LA R awscurl, 5 awscurl , B REA , @mMEASFTERNFNXMERiER, getblock RPCLLF
AEZSELERRAESENXREFZRT NN FRFESH,

AT o ERAparams AP XREFHRERERRINLNBERR , NTIMEESHERN LR R
XL BE, ROIERUs-east-14LHT R, RALNARERMLETHREE JSON-RPC M A
AWS Amazon Managed Blockchain (AMB) X8 XiF 5B th4Fh. teoh , BB EmcHE
¥emainnetly , @MNHARMPAEM AR EM A HERK, testnet

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

SZRVBXFIRAPHNFACEURBRERFEENRZRFIIR, BESRUT RO

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height":799243,"version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40@c961435abb41bc5700fe2833ecadc4abfc2f615ddcl1b8"”,

awscurl 7~ 5] RPC 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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"time" :1689684290, "mediantime" :1689681317, "nonce" :2091174943, "bits" :"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004f375cf72ff64e2404c1589c",
"nTx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

"nextblockhash":"000000000000000000038f05ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

KixH4FT JSON ——7E Node.js FRPCA iR

BRI LAERF R LS T EMANIEMEE R , HEEH HTTPS Node.js R R https EHIRRPCAPIIR T B
W, WA AERE=AE () RERXEZZMER, JSON AXIOSEA T REIEERER T wfE A
AMB ccess JSON Bitcoin iR & H 4 HRPCIE K,

Example
EE1TURPI Node js BIZAS |, BERIABLT BiRSEM

1. BT EH E SRR ET SRAEEES (nvm) M Node.jso B LAE AL KR BIRIERZN L E A,
2. fEfnode --versionWmHHBIAZERANRE Node RA 14 SLESHA, NMBEFEE | BO[LUfE

Anvm install 14%SHnvm use 14T S RERK 14,

3. METEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYM4MAESEHIKF REAMIES,
IEAEAMB_HTTP_ENDPOINTAIMEEEH A AMB ccess Bitcoin i 5o

EANTRTHXELZEENFHESHIT K, HATZHEHREERHEBRNIAMA K
PR Ay AR R E

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

SERFIBE ARG ME , FRRESN T package. jsonXHMindex. jsHIAE FIF| A IR FEH

T json
{
"name": "bitcoin-rpc",
"version": "1.0.0",

Node.js RPC 45l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm

AMBT ] L 45 FRARER

"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
},
"author": "",
"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"

index.js

const axios = require('axios');

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('e@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('e@aws-sdk/signature-v4').SignatureVs

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureV4({

credentials: defaultProvider(),

service: 'managedblockchain',

region: 'us-east-1',

sha256: SHA256,
1DF

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1001",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda81ld7e2a3dd146f6edd9"]

Node.js RPC =4l 11
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//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/"';

// parse the URL into its component parts (e.g. host, path)
const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1)

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

rpcRequest();

BIE A RBIRIB AR Axios ELL4FH IR R A HRPCER , HEMAE S Signature Version 4 (Sigv4) ¥5
SLERAMEB N E B IRA 4 (Sigvd) FREXTIXEER#HITESR AWS SDKv3 TE, Ez{TR1B , BEXH
FIEERTHFAR , ARETUTHS :

Node.js RPC =4l 12
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npm i
node index.js

ERBERERUTUTRAE

{"hash":"00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed@9", "
confirmations":784126, "height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faecablfa88c4c630f0elf@alc24d0082dd0el0d369e13212128f33",
"time":1232346882,
"mediantime":1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e903e9",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faecablfa88c4c630f0elf@alc24d0082dd0el@d369e13212128F33"]},
"error":null,"id":"1001"}

® Note

Bl —NEIA R B R BIE SR BB 5 1E awscurl FAMB/E A 158 b 4% ™ JSON ——fF F awscurl F
HIRPCIE3R AWS CLITRGIMHBEIR B ASBXIRG H#H TgetblockiBA., ERTHMEAAR ,
BEEATEN ST IERE AT N rpc R JSON-RPC, &0 LUF EHLE MR E Uh b4
M, testnet AMBE Zin K LIKITBE,

FEFRAMBIS ] b4 ™ AWS PrivateLink

AWS PrivateLink @ — S E A A, Ay BRHEAR , BAUEATCKRL TEERS , REENEENR
FH—HVPC, VPCEARLERAEBRMMK, NATR®, 3 IP #sk , AWS Direct Connect iE# |
3 AWS MR RVPNERE , BTMENRLE TFNERSERE. BX AWS PrivateLink & EiRE
AWS PrivateLink , 2L 42 AWS PrivateLink?

YRAT LA R I%E 45T JSON —— RPC E3RAMBIiA Rl Lb4% ™ AWS PrivateLink B FERAVPCiw R, 1%
MARSHNERTLES RN EBEMERE | RItE T ERMEEN Sigv4 BHRKRIENFERERZLIX
FkEmimm. BXREZER , ESEBREINE AWS B LT AR IBERS AWS PrivateLink.

AMBREE LT X 15 R L4 PrivateLink 13


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
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EBEERSZEH , BHEHZER Amazon Managed Blockchain AWS JRE &R, BXEZE
B2, Bl AWS 52 ERM RS AWS PrivateLinke KT RM RSBV RAUTHE
3 : com.amazonaws.AWS-REGION.managedblockchain.bitcoin.NETWORK-TYPE,

140 : com.amazonaws.us-east-1.managedblockchain.bitcoin.testnet,

AMBEN AT A5 R L 4% PrivateLink


https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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Amazon Managed Blockchain (AMB) #9 tb4& ™ B 45115 0] tb 435
m

AEBIRMET AMB Access tbiEm ABIFIER

FH

- BB/ (BTC) B BRAZEFZWESET
o DAL XREE EHED

o WIEMEALL4ST key pair EHEHEE

- BEEHBETRF

Bl — 4™ (BTC) @R AEMEZW LT

HEMREETME LNRENERT , EMNER2EENERTARNS. CEXLABERMARREN ,
WA, BLHMDATZEH. Bt , T2RENABRFRBLETTRELEFHXRERITRE, X
LNARFITE AL EMURNRARE DL (UTXO) REl , EEXGHAFEREILETNE , ARERE
KALRZ BT,

UTRIEDHIEERXHRE (AMB ) HRILETXFLEFETRIR BN — LT JSON-RPC R4

 estimatesmartfee
* createmultisig
e createrawtransaction

e sendrawtransaction

BXEZEER , B5H ZFH JSON-RPC,

o0 A b4 h X 3R 88 £ RYIE T

BRI LAE A getchaintxstats JSON-RPC FEZ LM XRE LR ZTEHE, Ltk JSON-RPC
ATFEBHEENBRFHARZER, LRI, XR¥ZEER. IRFE | EEUUFXRESEOR
XREFELNDBREF , LITEMEZH —HSEXRNEITTRE,

BXREZEER , B3R Z#FH JSON-RPC,
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e EREE — N AN — NI ZHAN N AE, XEFAATIERS , AEXRELRAERFN S
. NARTRIEbU | Xt RIVECHNFZRRFEFMRA (K27 8 34 NERF ) o XLt AF
W BTC MM ERZHER.

FRALETEE , AFETUES MRS RFTEERTEEMNRIE, LEEEERTIERSEE St
DUREZHXNLEESETHRMEN, BEFEAverifymessagett4$m JSON-RPC , B AR ER S —
M BLENEHENESHNERM, E4AMS , kBT TRTATRIDEERGEFEASLHEER
B2 N RE M3 R RS ITE R

BRREZER , H5H 2EF#H JSON-RPC,

BEERSHAF]

HZRARFEEHRARORRERFLENRS , REMEFLERZNIIR , IERERFHEK
Fo ALk, B, . XH¥Hgetmempoolancestorstb4$m JSON-RPC L #FgetrawmempooliXTisE
. getmempoolentryiXtEtb4dm JSON-RPC AJ# B AR FMNREBHIREFIENEE,

Amazon Managed Blockchain (AMB) Access Bitcoin it #testmempoolacceptlt4sm JSON-
RPC , EATZERIZIRIEIRZREREMUANA ERBERXETR/ES, 8. XIFANEM
HthEZEO s T XIRERRX R S WEAEEFE A XL ST JSON-RPC,

BXREZEER , B3R K JSON-RPC,

WAFfE A L™ key pair SRMER 16
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BN SR E XREE (AMB) X#EH4E™ JSON-RPC 48]
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AETFRMTREXREXZIFH LA™ JSON-RPC JIRMSER K, S1XEH JSON-RPC #HEH
RUERY R EHR

® Note

- BULERALERERE 4 (Sigvd) EERBNIEEXRE LW ST JSON-RPC # 1T & 456
if, XEKRERBKSPIRERNN IAM ZREATEFEALLIFT JSON-RPC 5 AWS ik~
BITRE, EMHUGRME AWS Fif (HRZE ID MABHRZSH ) .

- MREMHHTTP W AT 10 MB, M HIME IR, EFEERFRB , XICFEREFLIRE
JAccept-Encoding:gzip. BHEFimkE/EREIMNERMBTE U THRK : Content-
Type: application/json#lContent-Encoding: gzip.

« Amazon Managed Blockchain (AMB) Access Bitcoin &£ R #E X £81%# JSON-RPC &EREK
—N 400 &R,

« £ sendrawtransaction JSON-RPC X E#H LTI XHREERSHR S,

« AMB Access Bitcoin ¥ ERIAE KRR &I M XS 100 MER (RPS). NETWORK_TYPE
AWS

EENEE , BXTERRAWS AR, EBR AWS XIFAR |, BEF Support AWS
Center 255, EFNERH, &EFE BR, EFEREEXREENEHRS. %EF Access:
Bitcoin fENZHEKS , EFE—RIESENENTEY., ETENEBXKRERH A RPC
BE , AREINEEMNETREN RPS SIHERATEERNEFRH, EXENE
il

YR JSON-RPC

AMB Access 43 M X F LA T H4E™ JSON-RPC, BN ENRILEEEAEN M EHA,

33 JSON-RPC iR
X4k RPC  REREXREH BRETHEFK, EZ32EBIENEPRE (B

T ) KRB RE,
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://developer.bitcoin.org/reference/rpc/#blockchain-rpcs
https://developer.bitcoin.org/reference/rpc/getbestblockhash.html
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IRER X R

RENXREEE B

RERXIREK

REX RS I8 25

IRER XSRS

FRER X IR PR Sk

REXREITHE S

IRENEESR /NG £

getchaintxstats

RIGHEE

DU

R verbosity 3 0, MRE —NFHFE | ZF
RBER BFH WFEIHL <3 HRIBHE,
R verbosity A 1, MRE—NMNBEB/XH
R DEEEENTR, R verbosity 7 2, NI
IR[E—4 Object, EFBEB XX “BHE" B
BEURBRBERZNER. R verbosity
# 3, MIRE— Object, HABEEXKX
RBHE NEEURBRABERZNER , 2
fEprevoutB AEE,

RE— N SRR XRELENZHPIRSE RN
X R

BRETHEERK, Ed2ERIENENSE, 6
HXRESER 0.

£ X R I5 H 1 RAFEXRE BIP 157 AR
o

IREfE R Y B B best-block-chain &b 8 X3RS
#E,

R verbose A false , MIREI—NFRFE | %
FRBZXHRIRL B EB” FIL S8 F 5
BHE, WR verbose NE , NRE—NEBEE
KRR “BH ERHNR,

HTEAEBEONSIMXROSGITER. FIES#
P RAENEN, ERESEBHERTETRE
Mo

BREAXXRMPFESHMRRINER , B8FE
ML 2 <o

HTEAXEFRG EHNRZERNSITHEIE,

LLERE proof-of-work ¥E R EHOREME,
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https://developer.bitcoin.org/reference/rpc/getblock.html
https://developer.bitcoin.org/reference/rpc/getblockchaininfo.html
https://developer.bitcoin.org/reference/rpc/getblockcount.html
https://developer.bitcoin.org/reference/rpc/getblockfilter.html
https://developer.bitcoin.org/reference/rpc/getblockhash.html
https://developer.bitcoin.org/reference/rpc/getblockheader.html
https://developer.bitcoin.org/reference/rpc/getblockstats.html
https://developer.bitcoin.org/reference/rpc/getchaintips.html
https://developer.bitcoin.org/reference/rpc/getchaintxstats.html
https://developer.bitcoin.org/reference/rpc/getdifficulty.html
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getmempool # 5%

JREX mempool F1%

REAFMEE

RENA FF S B

getrawmempool

gettxout

gettxoutproof

BRRIRR S

BIERIERXS

decodescri

getraw X 5

DU

WR txid ERFHF , MREAFBFNREHE
5o

MR txid ERFHS , WERRAFBFHNFREE
o

RESTERZ A FHHTE.

REAFX TX AFWESPRESNFMER
LFR&ERS ID By JSON A F IR E R 7t
RHAEES ID.

(® Note
A %3#F verbose = trueo

BRERXRREANRS BN FRER

BRE—M A FRBHIERE | IERAXRPIE
“txid”o

BIREASERMAFEFTRENRS.

RE—MNRRFICH AR HRBRZ
JSON R,

FRRD + N B R AD R R AS
R B R 4832 5 B

BT QMNERRFHRS (FHL. T
HHI%E ) o

*## JSON-RPC


https://developer.bitcoin.org/reference/rpc/getmempoolancestors.html
https://developer.bitcoin.org/reference/rpc/getmempooldescendants.html
https://developer.bitcoin.org/reference/rpc/getmempoolentry.html
https://developer.bitcoin.org/reference/rpc/getmempoolinfo.html
https://developer.bitcoin.org/reference/rpc/getrawmempool.html
https://developer.bitcoin.org/reference/rpc/gettxout.html
https://developer.bitcoin.org/reference/rpc/gettxoutproof.html
https://developer.bitcoin.org/reference/rpc/createrawtransaction.html
https://developer.bitcoin.org/reference/rpc/decoderawtransaction.html
https://developer.bitcoin.org/reference/rpc/decodescript.html
https://developer.bitcoin.org/reference/rpc/getrawtransaction.html
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/sendrawtransaction.html
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MHAFIEZ RERFBERBRNER |, ZERRH
mempool EEEZRIERS ( FilL. T8
HmEL ) o XFRERZ BEHERTLIRH N R
KA,

Util RPC PEZELR E-NZELHR MU, HHEE n MBFEN
m NMEHANLER,

EEEERA WMRTEE , HETE conf_target KR A FHAFHIA
REMENBTFEFTHAEER , HREZGE
BEEMXRE, £ BIP 141 FEXHELR
SHE (WIEBESITI) -

EonE: bl IR B AR 4E E L4 i uk RYE B
BibHE RIIEZENHEE,
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https://developer.bitcoin.org/reference/rpc/testmempoolaccept.html
https://developer.bitcoin.org/reference/rpc/createmultisig.html
https://developer.bitcoin.org/reference/rpc/estimatesmartfee.html
https://developer.bitcoin.org/reference/rpc/validateaddress.html
https://developer.bitcoin.org/reference/rpc/#util-rpcs
https://developer.bitcoin.org/reference/rpc/verifymessage.html
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TEEAWS BREFZE, ENAWS BFF , BAUZRTENREASHZEBBREALNERMY
ERBAEROMMLZEY,

RERMFHEEE AWS WEE, REREEEFEERNRRTRNEZEYE , XESRNE S !

s TEE — AWS ARRFPEZHIZIT AWS RS ERZEH AWS Cloude AWS ERIERHITUR
EHEANRS. R AWS EHMITRIN—F2 , E=FFZARFEHVNRANRIIZEHENER
%, BT #5EMA FAmazon Managed Blockchain (AMB) 5 R LL4E TR EMitR , TS EEREMNITR
X5 HSEE A AWS RS

- TIRRE-BHNEHEFERAN AWS RERE, EEFTENHMEEAT , SEEHNHIENBR
M, BLTNERUREANEEEN,

N TRERERY. BHORIEMIEIEE , Amazon Managed Blockchain 8 7 &8 XREEHIZIT
W FFRAEZRAY ThBERD AWS ThEE,

AR TS T MEFEAAMB Accesstb ST MM N AP EREER, UTETBRERE RUOMAEE
AMB Access Bitcoin AH R ZNEE£5EM B IR, BIEFES A M AWS BRSS KA B8 K 12
FRIIEH AMB Access b4 M &R

E&

« Amazon Managed Blockchain A I E BRI (AMB) /8] b4

« Amazon Managed Blockchain 9 &3 #15 RIEE (AMB) i8] tb45

Amazon Managed Blockchain FREYEIERTT (AMB) i [7] L 4F T

XEXIFHE . AWS 2 HERTEEER T D#TE XREE (AMB) Access Bitcoin FEYBITERT . W7
ERFR | AWS AFFRPIETAANENSREMIRE AWS Cloud, BERERIEXNIEEE L EAR
R ENABRHES, BEARATEINLZLEBENEETS AWS RF RRAN. BXBERFAN
BZEE , BSRBERIFAQ, BXEMBIERIFHEER , BSH AWS REHEERFGDPRE
BEVEAWS T2 EE,

HFHERFNEN , RNBWEHITRF AWS K EFEHEHZEMNABF AWS IAM Identity
Center 5% AWS Identity and Access Management (IAM), X# , MNAF RIKRESETH THEIREAT
EHNR. BRANEENIEES AT AR R BIE

BRRT >


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AMB R Lb 4% T FEARIERE
s WENKFERZES BRI (MFA),
- FRASSL/TLSEZEE AWS BEHN A, BIMNFEE TLS 1.2, BWMFEA TLS 1.3,

- FEAAPIHTIREMAFESICHE AWS CloudTrail, BAX{EMA CloudTrail 133 THIRNEE AWS
EZ , BSEEA SR CloudTrail #1ik AWS CloudTrail BF1ER,

- F/H AWS MEBMRAR , URHPHWFIERIAREEH AWS RSF.

- FASREEZERS (HlI0 Amazon Macie ) , EEBIFAIFMRI F4TE Amazon S3 FEYBUR
Bz,

o MREBEFRINFEE FIPS 140-3 £ WUFH INZEIR AWS B G S1THRERAPI , £HAFIPSHH
Ro BXAMAFIPSIHRNESZER , BSREKIPESLAERE (FIPS) 140-3.

BARZIZ BT HNZEERBBERE ( WEEFHNBE Tkl ) RARSHBEHRBERN KT
B (MBHRER) . XBIEHRER A AMB ccess Bitcoin SRE M U5t AWS IRS FE R BAPI
AWS CLI , 2 AWS SDKs, EATEMWIRSH BEEERANAFTER DM ANTAKESRTESATIT
BRLHBAE. MREBURLEABRSEFREMY , BRIENBUETEETFIEEREEFER , URLURIER
M ZBRSERAVIE KR,

& IR

BEMBRB T IEREZRVA /S MNKIREMZNEROBEFERGRIBIE. XTEENEHE
e R EBNRSE | AR P RRE,

& %8 R 0

MINERT , EXRECFEAHTTPS/TLSELRINEME 1T XREN F P im it BV E MBI AT A %E
AWS CLI | AWS AR5 <o

BEFEWTEMRERRZAHTTPS/TLS, BRIFMRNNMABRBERT , SNTHAL TSRS AWS

CLI EA@®SHIT--no-verify-ssli®.

Amazon Managed Blockchain By &4 15 [E] & (AMB) 150 Lb4sm

AWS Identity and Access Management (IAM) AWS BRSs FARBHE R R 2 iR FIX AWS &R
HERER. IAMERRZEETLUEN BHRIE ( B ) MBER (FAENR ) KEH A AMB ccess
Bitcoin #iR. IAMEREXAFAZABTER. AWS RS

ES}

Lz = 22


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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- FRASHHITEHRIE

- FARKEEE

- 5T XRE (AMB) 178 L4 1 2 AIE A 1AM

« Amazon Managed Blockchain B & T & 3 B KB =5 (AMB) 1517 L4 T

- Amazon Managed Blockchain $E#f#Z (AMB) 17 8] th 45 T & 42 F0 17 (9] X BR

=X
YREA AWS Identity and Access Management (IAM) S A REBFIARE , E4&BURTLRIE A AMB
ccess Bitcoin FAT#HEY TE,

REAF — mMREHFEA A AMB ccess Bitcoin FRFEK ITE , NMEHNEE R 2N BREMENZIEM
PR, HYREFAEZ AMB Access BitcoinZhaER TR TIERT , RATGEF EMMANNIR, THROMAERE
HRNXRETEOEERBRESHNR, MRETEA Access Bitcoin FHIAMBREINIIEE | &
& Amazon Managed Blockchain £EXf#Z (AMB) 17 i8] th 4% & 4 8 i/ B AR .

REEER — WREELRIATAMBIE R LLFMRIR , BRAL A e A 17 H Lb4s T T2 AMBIH A
BR, B ITHERBELNIRS B F MiZAMB; B HFLEAccess BitcoinZhBER R IR. AR , BT EIAM
FEARXEUARSAFNRBENER. ESEHTEALNEENTBOERRSIAM, EiFMA T HEHELNT
WA EF IAM A AMB ccess Bitcoin , SR 1I L #h iE E X REE (AMB) 517 b 45 2 2l 68 F Y 1AM,

IAMBER — MMREZIAMERER , WAgEFEEiFA 7R NATHEREEREE Access Bitcoin BWAMB
HRNR, EEEEUTUEPFEANAMBIAE LS TE T BRI REIAM , 525, Amazon
Managed Blockchain WE T &1 R =6 (AMB) 5 R LL45T

5 B 02 1T B IR E

ENRIIEE AWS FRAEMEILEEZNAR. B4 AWS IKFRAF. IAMBF BASETIEE
IAMB &3 1T BB IIE ( ZF AWS ) .

B ERABEY & MRRENEREIL AWS BRRE 51 E K. AWS IAM Identity Center ( IAM& {3 H
D) AR, BARNESEFZERRIELUEEN Google = Facebook EREHMEEKE F MK RHl, L&
DEXE G &R , EFNEBRAZAEAAMACRE TKE G0, HREAKSTHE AWS B, fRHL
EERENE-IAE,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | FZ5 (AWS B F AP IER) PRVATE FEE AWS 1K /Y,

N 23


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AMBj 8] b 4% T FRARIER
MREAWS UEEBARHFE |, M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERAE
WERNBERBITNRZE, WREREH AWS TE  NMXABECZEER, BXREAEENSEE
TZEBERNEZEE , HSH (AMAFIERE) FHAPIHERAWS ZERAE 4,

TeFERAMMEMRIESE  SURFEREHMZS2ERE. i1, AWS BUEAERZESHR
if (MFA) RiEEKFNZEM, ETHRESERS , B2HAAFEETYNZREES HRIEFNAWS IAM
Identity Center AP EMIAMFHAWS ZRAE S KIUE, IAM

AWS K 7 root A F°

BIZE AWS Ik, BEXRBER—NBFREN , ZEOTUAZT2LRKS FHRAERIERE AWS RS M
Ro LEBEHI AWS K™ root FF , A & 01 MK 7 B 6 A 49 B8 F iR 4 3tb 41k T 23 68 2 SR BN W] 13 ]
Z5M. BARNETEEARAFNITERES. RPFRAFEIL , HEAXEZIERKITRA
FRIMRITHES. BXFELNU root AFFHEZNESHTRIIXR , FSHAFEETNEER
AP EERNIAMES

oS- g7

FEARESXREK  ERAXRAF (2RFEEERALRANROAF ) ERESHREBNERS S ORIE
AWS R S5 B I B UE B 1T U5 R

REGHRIEZNLULAFBER. Web B4R, Identity C enter BRAMWAF , REFAEH
AWS RS BN B oRIBEHNEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEAIGHES,

BEEFEBIHRINE , BWWEFERA AWS IAM Identity Center, &I ELTE Ident IAM ity Center H 62
RAFMEL , A UEBRARSIEECHEMRTIN—HAFNEL , LEEENRE AWS K-
MEARFEHRFER. BXIAMEHHPLNER , BSRMTLEIAME MG H0 ? £ CAWS IAM Identity
Center A1) .

IAM B P #H

IAMA P~ RIERER AWS IKF” WNMABNARFERRENRN S0, EAENERLT , BINBWUER
IGEHES , MARCIRAAEBNTREZASKYUZIENIAMAF, B2 , IREFFZEIAMAF K
FIENKEMRS , BINBWERRBAZH, BRESEE , BZH (AMAFER) PRHNEER
AU R A DI E SRR TG B 2 48

IAMBIH BIECIAMAFEEN B D, BFEEFEREANSHESR, BRFERAR—IMERNSI AP
BENRE,. MREAERAF , FRHATUERWEBEAFAXE, Bl , BALEE— NS IWE
4, IAMAdmins H R FZBEAEBIAMTIRANE,.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MACRHARNEILE ETHRESELR , F5H (AMALER) FHIAMASH
15']0

IAM& &

IAMBERENBEERENRR AWS IKF W& M. ©ESIAMAFEL , EEREARTX. EEHIE
BT IAME & 8 AWS Management Console , AIAM A F IR EIAMA R ( #2EE ) . BRI LUETE
A AWS CLI 5 AWS APIRERFERABENRIERRABBURL, EXFRACHNFTENESZER ,
BEZE (IAMAFER) PHRARSBNSEE,

IAMEEIGFRHEPHNACELATERTRER !

- REAFHE - ERAREEHIENRE , BFUEACHNACGENNIR, HREFHHTIHR
R, ZEESACHEXBEAER FRARACENHNINIRE, BEXATHRESHRIINACHE
B, #Z2H (AMAFER) PHIE=AF50RMUER (KE) tIEZAG, MREFEH IAM Identity
Center , IEERENRE., 7 TERFIAEZNEHEHTHEHRIESTATABRNASR |, Ident IAM ity
Center 2 REXKIFHIAMAER, EXNRENEER , iI5ZE AWS IAM Identity Center A
EEPm RS,

- I@EIAMAFPIR-IAM AP AT URA—NMNAMAEE , IABFEEFIBNREBTRNNR,

- BKFIGR-EAAEAAMABEATEHMKSFHNEA (ZEENERA ) HREKS RHER.
BAERBRTERFHRNBRNEELSN, B2 , W FRELERE AWS RS , &0 SUN KR EEHm
AER(MAREAAGEIRE ), ETHRACGNETARNEKFHEXBANXSE , 5
BEIAM A P 38R IAM AR 19 B K 7 8 R 17 A1 AL BR o

- BRSGR — B AWS RS FRAHEA AWS RS RS PHIIHEE, Fln , HEBERSPIKITHE
B, ZIREEE S TE Amazon FE TR ARFEC25E Amazon S3 FE#EXN R, REAEESFERAX
HiFAN EENNR, EAKRSACRFERARSHERAERNITIIRE,

- BRIFRIKE (FAS)-HEFERAMAFRRABERRITRER AWS | BEUNERA. FARL
RGET , BAIBERIMIT—MNRE , ARLBREERMESHE S —MEE. FASERERZR
ABIBR AWS BRS AR AWS BRS B T iERFS A HIERHWER, FASRELARFZSKREZFESHM
AWS fEE RBRREFRETENIERN , T2k HER, BEXFERT , BEXREFRITXHEN
BRIENNR, AXRUEFASTERNNBEFE , FEREXTRLIE,

- BEAE-BRFAMAERBRFREBZNTRENAEG, IAMBEE R ATUERIFCIE, 15 30H M ERAR
SAEIAM, BXEZEE , H2H (AMAFERM) AWS RFHHLIEABUEZEIRNE,

- REHEXAG-BRIFEXACRE—ERSHEXEKNBESAE, AWS BRFRSTURARKER
TRENEE, BREHEXACHINELND AWS IKF |, FEARAREFHE. IAMEERTLUEEE
TRERBERSHEXABHNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AMBT ] L 45 FRARER

« £ Amazon LETHNARERF EC2 — ZA FERAIAMA®EEEEC2EH| Liz1TH# XK H AWS CLI
= AWS APIERH N AR FHNIGEHER, XHLEEC2EHlhFM# A Z4AE TE., ENEC2EH2
B AWS BEXEHAMHEFENAEFER , BEEQE — MM IMENZEHIHRHIE E X, =461
BEEXHIESACHATEECRA LEZTHWEFREBIGMNIER. BXEZELE , BSRIAMAFE
EHNERIAMA®E 7 Amazon EC2 k4l LiziTHI N AR F TR,

£ F SR E IR 17 )

AL AWS B eI 2 RS EM IR AWS SR FERZEFFAHRNR, REREFH—
HRAWS |, SEEHFARKEKN , ERELENR, AWS EEEA (AP, root AFHAGS
E ) REFERMITEXLERE, REFONRBERATERELIFER, KSBREELAISONI IR
AWS FEXfFREETR . AXRISONKBXEEMNABRTNESER , 28 _(AMA T ERE) FEIJSON
REEBR

EER WLER AWS JSONKEERIEEEAN TR A, WA , WA EET U T LR RNITER
1, ARIEMHAZRHETHIT,

MABRT , ARFNARENRR, ERTHPNEMZRRIITRENNR , IAMEER A S0I2
IAMER RS, RE , EERATUAHIAMERAMEBEd , AFAIURAXESE,

IAMT IS EE ARG ERITIRE | REHFLTE SCZIRENNR. fl , REEE—MAT
iam:GetRole BREMKREE., WMBIZKEHN A, TN AWS Management Console AWS CLI, ZIREX
AEBER AWS AP,

ET 5 OR R

ETEHNRBETAMMBIS G (HIWAMAF, AREARAE ) BHISONMREMR 1Y, XLEX
REIZ G A 7 A S A ARG T BLRFRRITHLRE, BETRNMFUEZETSHNRE , 55
FIAMAFERERREAE S EERKE X EELAMKRER.

ETEHNRBA LR -SARNARKERIEE R, ARRBEEZERAZNAS, ARAEH,
RERBEMIARE , SULCREMINRRNSIAS., FANAE® AWS K/, HEXRBSE
AWS HERBMEFITERE, ET7THRNMEEERBIARKK 2 ARTIEE  BESH (AMAF
1) PEVEFEE RIS A BR R B 2 B B (TR

E T RIFRAYREE
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EFRBRNEREMN T ZRSTHNBRER, ZREEETRRENZERIAMPBER AWS TEEK,
T [A]$5= & %1 & (ACLs)

TREFIFIFR (ACLs) 2BHMERIEA (KFKRA. AFSA® ) ARBAERKR. ACLsEETHIRM
REERM , RECNFEAISONKEE KN,

Amazon S3 1 Amazon VPC 2 X FH RS RHIACLs. AWS WAFE T E Z{SEACLs , 51
(IO EEEHERSTT X EIER) FHILREZES FIZER (ACL) #ER,

HREgRE

AWS ZIFHMAAERAREERE, XERBRETOREERE ANKBEREQER TFHRANR.

« MERLRA-NRLAR-ASHNE , BUTUEEFREET S MR AL EIAMSE (IAMA P
A ) RFVEANR, BANZFRENRLF, XELERNRIEXACET B0 R RENR
BRRE, & Principal FEEAFHAGHETRRNRBEFZNRLRRH F—TUREEF
MERIELFEZAT. BANBRURNESEE , B30 (AMAFERE) FHHIAMSE AR RS
5o

« BRSSIEHIKBE (SCPs)-SCPs 2 HIALASHAL B (OVU) IBEERKRANPRAIISONZEKEE AWS
Organizations. AWS Organizations & —W A FTXEMN W AENZ AWS K~ BT HFME
PEENRS. MREEAELPNFIEIIEE , NSRS IEFIZKEE (SCPs) NA TN EMAIR
FRERF. MAKSRHSEE (SESNRME ) HWIBR#IT TSCPIRSI AWS P RAF, BX
Organization SCPs s fIlVEZ{EE. , HS I (AWS Organizations FF#ER) RS IZEH KK,

« DERE - 2ERBELAEUREAANBCIBRSAF RGNS EFMENSHREZNSRE
B, FRLFNNREAFNAGHNETEONRENSERBHRE, NREAUREETHR
R R, E—TURBANENELREZAT. BXRESZEE , H5H (AMAFER) PHNLEX
& o

S RBERE

S MNRBEMRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BERBAWER , ESHIAMAFEEHHREITEEE,
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I D45 E X IR EE (AMB) 15 [R L4 T 2 1AIE A /Y 1AM

EFERHIAMEE Access BitcoinlIAMBIE BRI BR 2 81 , &% 7 ##Ac AMB cess Bitcoing BFLEIAMIhAE R
#ER,

IAM#RA] LA#E Amazon Managed Blockchain £ EIThaE (AMB) 519 Lb45

IAMZh&E AMBT ] Lo 45 T 2 3
ET 551K =
E T RRH KRG &
RERE =
REERR &
EMEHENR A
ACLs e
ABAC ( RREPIFIRZ ) B
EARR &
ReEAE &
RSHEXAE B

E4MH 7 f##Ac AMB cess BitcoinfE ftt AWS RE A ERZHIAMIIEE SER , TS HIAMAFE
EIAMB E 2B EFERRAWS RS,

RS THE T B HHAMBEER

XBETHEHIRE : 2
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ETESHNRBETUAMMBIS M (HIWAMAF, AREARAE ) BHISONMREM Y, XLEX
R IZ G A S A ARG T BLEFFRRITHERE, BTRNMFUEZETSHNKRE , 55
FIAMAFERERREAE S EERKE X EELAMKER.

FRIAMET EHER , BULUEERFSIELWIRENETR , URAFSRIELIRENRGE, BT%
EETEMNRBFREETE  RACERATERMNNAFRSR AR, BT H#oLIEJSONK R EHK
FERE , HZRIAMAFEEHNIAMISONER TESZE,

Access Bitcoin ETF & 3 FIAMB K B R 451

E&EEF A AMB ccess Bitcoin E T B ERBERHI , 1§25, Amazon Managed Blockchain WE T &
BB KB RG] (AMB) 1718 tb 4

A AMB ccess Bitcoin P E T &R BER
YRETHRARNXE : &

E T HIRATISONKRE XM M E FIRAY RBE XA, BT RIRN KK T SREAME BEE KA
Amazon S3 FEMEKE, EXHETRARNKBHNERES T , RSEEAAUERCIREFHNBFER
REVTAR. XS FHEEPMMNRBEH TR , RIEESIEEEET X 2R RRATHLEREUAREFLEMH
THIT, BAFEETRENREHEEEE, ZEREATUEEKS, AR, A2, KBRS H AWS
AR5 o

EZEEABK/,HE , BULEENKFES —NKFPHIAMEAIEERNETRRNREFHNEIEA

NEKFEAFMEAETRRNRBEIARBIGEIXRRIEN —E¥ME. HERANERLETRENE
Bf AWS Ik, AIEIKFHPIAMBEE R EXTAEREAZE (AFRRAE ) BRFHRRRHNR. M
NBEIFNET SRR RBEMMBIEAURFNR. B2, MRETEFRENRBER[E—NKF P EER
FIHENR , IFREETNNETSHNER, BXEZEL , H5H (AMAFERE) IAMAHETK
3R B BR o

AMB A 8] Lb 45 T BV LR 1T 38
TRERERE: B

EER W LAER AWS JSONKEERIEEERANGRMT A, WHMRY , BAEMAK TN AR FERITER
1, ARIEMAAZRHETHIT,

JSONZKEAction TR T Al A T HERMEH R SIEL L R AVERF, RBRFEEE SXEKE AWS
APIRERIR. WA —EHIS | flaN B TEEAPHRENRNRNRE, 27 - EREFEERKES
MITZMRIE. LM INREMRNABRIRIE,
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R L EREUR FHATRERENRR,

EEFAMBIH R LM RESIR , BSH (RFENSZE) HH Amazon Managed Blockchain E XY
B1E (AMB) R LT

A AMB ccess Bitcoin PRI REEIREEZIRIETFERAUTAIR
managedblockchain:
BEEENMBAPEESNERE  BEAES iR,

"Action": [
"managedblockchain::actionl",
"managedblockchain: :action2"

]

WA LERBEA (*) BEESMNMRE, i, EIRELLEA InvokeRpeBitcoin AT AR
5, BREUTERE

"Action": "managedblockchain::InvokeRpcBitcoin*"

E&EEF A AMB ccess Bitcoin E T B KB RHI , i§Z . Amazon Managed Blockchain WE T &
DB R BE R A5 (AMB) 1/ 18] 4% T

AMBiFR) Lb4S T BUER &R
TRERRR B

EIE R A LAER AWS JSONKEERIEE WA RIF R L, BREER , WM AL AR IRIITER
1, UREMF ARG THIT,

ResourceJSONKE TRIEEEZNAREN —NHZ IR, BANLANEE Resource 5
NotResource T, REMER , FHAREMN Amazon BEE (ARN) BEERFR. W TFXEFEBER
FEE (A RBRRNR ) BIRIE |, BRI BAITILRE,

NFAXZEFRBRERNRERE (WFHRE ) | BEABES () EREINATHRERER.
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"Resource": "*"

EEFAMBIA R LLEFM B REE R HIIKARNs |, BZ5H (RFZFFENSZE) BH Amazon Managed
Blockchain (AMB) & LY FRIF R Lb4E T, BT BER LN S E RIS EMLRE , 259 Amazon
Managed Blockchain X B 4E (AMB) 5 [A L4 M. ARN

E&EEF A AMB ccess Bitcoin E T B KB =B , 1§25, Amazon Managed Blockchain WE T &
7B SR BE R (AMB) /8] b 45

AMB 7 8] Lb 45 T Y LR 4 %2 47
TREETFRESNERRKLESHE . &

EIE R A LAER AWS JSONKEERIEEER IR L, BRE2E , WAEMEA BT LFRIATER
&, BAREA ARG TIIT,

f£ Condition Jt¥& ( = Condition k) A , AT EBAERMNEZH. Condition TERTE
N, BUUEFERAZGZER (i, FFHNT ) BEHERER , UERBPHNFESERPHE
HMTE,

MREE—MEIHPEEZN Condition TE , HEE Condition TEFIBEZNE , ] AWS
/2% AND ZEIFEEl]. MRERNENRHFBEESZ/MNME , NFERZBOREER AWS iFE%
., EETFIZEARNR 2B ATH BRI E N SE,

EEESRMGR , BEUERASVFEE, fln, REERELHFBAMAFHRAFEN |, 8T 8EF
IAMAFPRFIHRZERNNE. BXEZER , BE5H (AMAFER) FHIAMER TE | TEF

AWS X EERFHZANBETRSHFMGEH. BEEEME AWS 2/FH4R | BSRIAMAFE
MTNAWS £R/EH L TXEHR,

ETFAMBIHEILLASTRGEAIIEK , ESH (RFERSE) FH Amazon Managed Blockchain
(AMB) R LS R 4HH. ETHRETUEABERENTRERAZGEA , BS5H Amazon
Managed Blockchain & X BV 1E (AMB) 1A tb4E T,

E&EF A AMB ccess Bitcoin E T 5 KRB RH , S H. Amazon Managed Blockchain (WE T &
B RE =B (AMB) 518 b4
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ACLsin AMB 15 Al Ltb 4% T

*#EACLs : &

TAREFIFIR (ACLs) BHBLRIEA (KFKR, AFRAE ) ANBRRF. ACLsSETHIRA
REEREL , REEANITEHISONKEE AR,

ABACfE FAAMBIF [A] b 4% T
X#ABAC ( REEFHIIRE ) 1 &

ETREMNIERES (ABAC) R —HETEME UNRHRNEKM, £ AWS , XREBHEMRNIFE,
R LORR M N BNIAMSEE ( B RAR ) MTFS AWS iR, ARENRFRRMRERE—

., ABACRJG , A LLRITABACEKEE |, AW EZFEANRZESMAITZIR 15 R 8 R IR L R PR PT S ad
BT

ABACHERZH KM ERRER , AP THRREERTSEINUNER.

BEETHREEG R, BFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys FUYRBERBHNZHETEZPFREFEER,

WRENBRSEN TEMERREBIEMBEX=AFMGR , X T RS , ZENR. NREMRESN
NTESRRREXISAMEX=1&RGRE , WZERNBD.

BREZFELEABAC , HZH (IAMAFIER) PHEHABACENENNIR. EEFITERES RN
HIEABAC , BZRIAMAF YN EAETEMENIAEEZES (ABAC).

&£ FAAMB /7 [0] Lb 4% B9 Il BHE
TRIGHES : &

HREAIFHE R R R, HL AWS RS TRER. AXAEMER , SEWL AWS RS ERTIE
FHEH AWS RS |, EZH (AMAFERE) IAMAR &R T IREHES"

MREEARAF B MREZANEMAEESR , Il AWS Management Console {8 F B 2 I B iIE B,
Blgn , HE AWS FRN RN E JEF (SSO) &E# TR R , ZEESBEHRIBIGFESR. KB
AFRSHREXEfs  RAEYNRAGKH , K4 tIB R EilE, BX{IRACGHNESESR , H5H
CAFER) PHMNAMAFYREIAMAS (BFE).

BRI LA AWS CLI S FE N 012 IGETIER AWS APl ARG , & 7] LAE R X L6 I B 3iE 5 3 17 15 8]
AWS, AWS BUEHARERIGHER K MARERAKBHRZEHR, BXEZELE , ESEBHNIGE
Z2UEBIAM,

T S8 X HkEE (AMB) FE LM 2 AMAEAK 1AM 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AMBT ] L 45 FRARER

77 8] EE 4% T Y 5 R S5 E R AMBAX R

XEFERIFE2E (FAS) : &

HEERIAMAF A BERNITREN AWS |, BEMANER A, EAELERSH , BARESNIT—
NMEE  RBLBREEHMRSPEH S —MRE, FASERARZEANNR AWS RS UK AWS
ARSS @ RS R HERNIER. FASREZRSKEFESHM AWS RS HERXE S BETTREY
FRE , FRRHER, EXHERT , BLAEERTEXAMREANE. BXRIZHFASEREHIK
RFE , BEREALR2E,

AMBiGRILEST VRS AR
TRBSAR &

BEIAMEEERSKBENTRENAR, IAMBE R ATAERNIBIZE, ERAMERERS A ®IAM,
EXEZEE , B2 (AMAFERE) AWS REFIIE A G L6 ZRIR,

/A Warning

FURSAENNE TS A AMB ccess Bitcoin B9IhEE, R AT A AMB ccess Bitcoin
REMEXESHT RERS AR,

Access Bitcoin WAMBRRS KX AR
YEHRSHEXAR B

BSHAXAGR—MHEEINBRSAR. AWS BRSRFSAUKARKRERTRENAC, RSHEXA
BHAEEHNH AWS P | HERARSMAE, IAMEERR AT UEEETREEERSHEXAENHNR,

BXREUBRFEERSHERAGHEAEE , FEASZESIAMERANAWS RS, ERPERRSE
KXABIHPEE Yes IR, ERRFEUAEFTZRSNRSHERA B,

Amazon Managed Blockchain B E T 5 178 KB =5 (AMB) 1518] b 45

BRIMBRT , AFANAGTREIESHIEHR A AMB ccess Bitcoin ®iR. i1t T LR AWS
Management Console, AWS Command Line Interface (AWS CLI) S3R#1TIES AWS APl, ERF
APMNHEPMERBRRTRENNKER , IAMERE A TURIRIAMEKR ., AR5 , B A T SUFIAMKREE RN
AAGEh  APRITURAXLEAER,
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BT R X LRGSR BE A R RIAME T S BV JSONKRE | FSRIAMA FIEE 8 6 2 IAME
B (#EFE ).

B> A AMB ccess Bitcoin E X IREMBREE (BESHAREXENER ) WiFEHAES , S
17 {BREENSE) FH Amazon Managed Blockchain (AMB) 15 8] tb4S T MR VE, BIRMEHR
ﬂo ARNSs

£}

e

- EAAMBIG RIS TIESS
- ATAFEREMITESHNR
iR ER T M4

REERIEREK

ETEMNEBRETEAREUUELNIKFFEIZE, HE MR A AMB ccess Bitcoin BiR. X
BRIETBEARE AWS KPP = E KA, IR FEETEMIREN | HEFUTERMEIN :

- FPIRMER AWS RE R FA RERENRNIE — EFBAAFNTAERER TR , BEANF
ZENLRBIRTHRIVAWS HEKRKE, TINERNRARITH AWS IK/F . BINBUEEDT E L
MIENRBIK AWS ZEFRERBRE-DBINR. BXESEE , HEH (AMAFER)
KIAWS FEAWS E RS TR E K%,

« NASRERRNR-EHIAMREE IR EXRE |, XRFHRITESAFONR. At , ETUELER
EFRA T AU BFERFHRITHERE SR NRERNRFT. BEXREANARRIAMBWESEE | B
ZFEIAMA F B IAM Y SR AR

o {5 FAIAMSRRE A 19 543 — 25 BR 1 177 8] A BR - 423 AT LAE 3R B AR 75 00 5% 44 LA BR 361X 482 B A0 48 SR 9 1 1
PR, Bltn , BAIUEE — N REEF G RIEEPMBE R YUMFER KIASSL, MRBEFRERE
SHRENARNEAR , WA ERARARE TN RS RENTHER AWS RS , filan AWS
CloudFormation. EXEZEL , 25 (IAMAFERE) FHIAMISONEKI TE &4,

- fE£M A 1AM ccess Analyzer BiEEHIAME B IR EN L2 IhBEM — A IAM ccess
Analyzer 2RI MM B REE , LERBFSIAMEKIIES (JSON) MIAMER{ESE
. IAMAccess Analyzer 2 7 100 ZUW KRB EMUTHRWN , UHBEHELZEMEANE
B, BXEZEE , BZHEIAMAFEMHPRER A lAMccess Analyzer K iE R #,

- FEZEFMHRIUE (MFA)-WIRENZEZFEZEIAMAFR root A AWS IKF |, BT AMFARE® X
£, EERMFAARAAAPIRYE , BERBPRIMFAZ G, BEXEZEER , B2 (AMAF
Em) MFARBERZETZEAPIT I,
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BARPREMENESEFERIAM , BZHR (AMAFER) IAMARH Z £ &EREK,

EFAMBE E] b MR H &

E i} A Amazon Managed Blockchain (AMB) Access Bitcoin 12 41& , &S ME —HRKENR, XL
PR AT A VR85 H & BB REH A AMB ccess Bitcoin BIRHVIFMEE AWS K, tNRBIEE M
ENRENRENTENETSOER , X THMTZREAEZE (AFRRAE ) , BHAFNELEE
M EEEZTT,

ETFERNIRST AWS CLI SRYAF IR EREEZEH AR AWS APl R , AR FHRSMII=IRRN
ITRAPHREM ARV R

NERAFFNAGSMARRLER A AMB ccess Bitcoin ##l& |, EEEFAMBI A LL4F
MConsoleAccessHReadOnly AWS IEEREEMMEIEk, BEXEZER , ESH (AFER) F
9 EIAM A F 3R I BR o

ARFAFEEMHINE SR

WRAIEBE AR A FIAMAFEER N EAF SR AKMITE R RE, LREIFEES
B LREARURES TR LLIRERN AWS CLI FFE, AWS API

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
iF
"Resource": "*"
}
]
}
T 8] Lb 43 T P 4%
(® Note
RTiHEEETH AR Smainnet MtestnetRPC T HIE | EEBHFAMBIA B H4ET

9B RZIAMAR PR B9 F FiE$ ( AWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEY ) o JSON

Example IAMi7 [B] Pt 8 L 4% T P 48 B9 BUR

R BIRFEFPHIAMA S AWS 1K 15 8 P A s m R B R IR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}

Example |AM177 [R] bt 4% il 1= B P 4% B B 3R

L RBIRFIEZFWIAMAF AWS K 1H R b4 M testnet MBI IER

ET 508 RA

36
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
1,
"Resource": "*"
}
]
}

Amazon Managed Blockchain %&£ 25 (AMB) 5 8] b 4% & 15 R 15 B X BR
FERAUTE B RE BRI M FIEE 78 FHA AMB ccess Bitcoin 8¢ a] 218 2 89 & I [E] B IAM .

el

« RTIIE A AMB ccess Bitcoin R ITIETIR/E

o RILBUNIT iam : PassRole
o BBAFRUNAN AAMBIGRIFEB Ac AWS K cess Bitcoin &R

R TARIE A AMB ccess Bitcoin R ITIE AR 4%
MREBRBEIRER , RGBT EMRE | WIEAINE KB ARGF AT ZIRE,

YmateojacksonAMAF ZIXERAEH S EEEWmy -example-widget BRI FMERBRERE
FIRREY , M HIMEL T RHIEEIR. managedblockchain: :GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

ERBERT , BMEH mateojackson AFMER , LUATFER
managedblockchain: :GetWidget ¥&4EVIE my-example-widget &R

MREFEHDY , BHRREN AWS EER, ENEERARRHEFREILEN A,

mBEHEE 37
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KL AT iam : PassRole

B ARIRE — KA IR EE | WAL ITiZiam: PassRoleltE , M AMEFHENEBE | UA KLY
A @B 4 A AMB ccess Bitcoin,

BE AWS S AT ERIEAGKRZEAZES K MAREUERFNERSALIBSAXBE, Ak,
BB MEBF A ELEIRSINIR.

LLZRWIAMA Fmarymajor=id £ A% & 7€ Acc AMB ess Bitcoin FIf{TIRIERT , £ I T RHI
BiR. B2 , REXINEERFSACGHEFHWNRT ATMITILEE, Mary TEBERACRRKEZIRSH
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEF Mary FISRBE LA P B3 1T 1am: PassRole #&1E,
MBEEEHE , FHRRENAWS BER, FHNEERRRHEEREIN A
EREAF RN AAMBIG B FEH Ac AWS Ik cess Bitcoin &R

EaptlgE—1ae  WEREMKSPHAFREELANARTUERZABRIGRIEHNRIR, &0
IEEEESEY , TNEEAG, X TXHETRIFRAREHTEIZEHFIXR (ACLs) WARS , &R
158 PR 3 L5 SRl 1) AT 4R T 1 ) S8 B9 BR VAR BR

BETREZEE , ®SAUTRE

- E T A AMB ccess Bitcoin BB X FXLEEE , S FHLSHEEXHEE (AMB) HE tE4FH 20
fAIEA IAM,

- ETHOARENSHENRENHENR , 28 (AMAFERE) T8 AWS kP @ HaIAMA
FREHRNR. AWS K~

- ETHRNAEE=FREXNEHERROLENE AWS KF , HZRIAMAFEREFHNEE=F1E
HiFER. AWS Ik

- ETHRIABIRE SORIERAFRANR , H55H (AFER) PHOLEABSAKRIENAFRE
MG RNRE (BREFHBRIE) . 1AM

- ETHEAACHNETRRNREHTEKSHRNEXS , ESFHIAMAFERIAMS Y EIKF 7R
B A BR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BRI O EE XREE (AMB) ERAGE ST EH AWS
CloudTraill

@ Note
Amazon Managed Blockchain (AMB) Access Bitcoin T X S BB EH,

Amazon Manage AWS CloudTrail d Blockchain 5—IREGERK , ZRSFSTiERAF. A AWS AR
SEREXREPXIIEE. CloudTrail HRERA THEXHRERN AMB Access b5 Tim < ERN
BIEFESEH4.

MREZBBETELI EHRENRRUBZWAMENRELESH , N ATLUELERS AMB Access
Bitcoin ¥ <K E 4 &% E| Amazon CloudTrail S3 7. FAKERNER CloudTrail , B LAE R
BEHEH— AMB Access Bitcoin it R A H TEXR, BERKEWA IP ik, #AH THER, KEHBER
Y B (8] LA R HL A iE AR B

ETHWEZ(EE CloudTrail , FZFAWS CloudTrail A5,

AMB 17 [A] Ltk 4F T {E B CloudTrail

AWS CloudTrail FE& I 2 BRIAL T B ARAS AWS Ik, BR , EEFi#HA T AMB Access b
ks , BAFEE CloudTrail HiEZHBIEFLESH,

BEEEIRRENEYS AWS Ik | BFEAMB Access BitcoinfI B IEFEE4 | B4R ERE., B
BRI BA CloudTrail 3§ B &3 & 5 E) Amazon S3 7. RIABERT , HEEPIERERR AWS
Management Console , ZERENNATFRERE AWS Xif, BERIEFEK AWS 2 XHFFEZ XX
WEH | HNBEXHEEZEIEER Amazon S3 F6 . LA, BAILIE B H M AWS RS Bl —
T XLERTHX CloudTrail BEFRENSHBEXERT. BEXEZERE , BFSRATIAE

» CloudTrail B TIEERLL4EH JSON-RPC

- BIERIRIZRER

» CloudTrail XFHERFMER

- BLi& Amazon SNS E4%I CloudTrail

- BEWCKBEZ i XH CloudTrail BEXHMERK B SN K/ Y CloudTrail BEXH

AMB 5[l Le4$ T £ 8. CloudTrail 39


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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B 94 CloudTrail IS4 |, Bl A% EA T AMB Access b4 Mim =,
BNEAFAIEKZERMIEEXERBERHOAREE. BNEEEHTEBEUTAHE :

- BEREMARIEFRZER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BREEAACERKEAFNRNZEEIEAHN,
- EREREHEM AWS RFAH.

EXEZEER , 5 CloudTraill BF 5 TE,

T % AMB Access tb43m B EX 4% B

NTHEFESEH , RBERE—NEE , APHSHEN BEXHEESIEEN S3 7\, 81
CloudTrail BEX#AHEE—IHSZNMNEERE , EFBARREFEMAKRFENENER, XEFBER
HEXRBFREFENFAGE , SHEFEFEN B BN EUREFEXNERSH,

® Note

CloudTrail B EXHHHHIESHTE AMB Access Bitcoin API AN EFH#iRER , Hite
MNFSREMEERIRF HI,

CloudTrail B FiEiRLE4E™ JSON-RPC

B LAE A CloudTrail RERERGHIKF P H# AT AMB Access Lb4Fmim R , AREMA 7 HL JSON-
RPC fERBIESMH. RIABERT , HEBQREBERN , TRIERBESH. Elﬂ%l’EH AMB Access
Bitcoin ¥ R YA H CloudTrail BIEEH , EAMBABRBMERN HIKRETFN N ZHFH TR RIRE

#, Amazon Managed Blockchain #f£fH AWS Management Console., AWS B#4F A% TEIH%K
WINBIEEMH AWS CLI, BXESZEER |, 21 (AWS CloudTrail AFIERE) RHEASSIEREERIC
FxEH.

EERERPICEBESMH , BECIRIREREFMput-event-selectorsi®@{E, #£H1%--advanced-
event-selectorsitM#EEAWS: :ManagedBlockchain: :Network ®RER | LUEFRICEEE
=4, N\mBEHTEA T AMB Access Bitcoin it 5.

Example FTEIKF#) AMB Access LEASMA T RIERNBFESHBEESRE

AT RBERT WA EAiZput-event-selectorsiBERIEREMK Fus-east -1 Z X R Emy -
bitcoin-trail#FTEAMB Access Bitcoin& i1 R Ko

T & AMB Access Lb4ET HEXH%E 40


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TG , B REREEE - NMROIFIEENREN S3 FRBTHERBR.

UTERERTHKENER CloudTrail WEIEEMHHESKE CloudTrail, & LAHE L4 JSON-
RPC &R 2mHEF —4 AMB Access Bitcoin i RA Y , iIERK BB IP #bik , R TiER , A
RARHER , AREMFHAER.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "getblock",

"params": [],

"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{

CloudTrail A FEERLLE™ JSON-RPC 41
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"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"

CloudTrail /A F&ERLL4S™ JSON-RPC 42
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AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

xliii
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