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ft AR S FEE XREE (AMB) &if ?

Amazon Managed Blockchain (AMB) @ — B2 ENRS , EEBWEELHRNABX R L2
HMH Web3 RIARERF. £/ AMB Access Xt ZNXIREEH TR LRSS | 1HE. TEWBEEZITH
XHrgEEMREHREFEXREMNZNERE , TR EF Web3 WA ARERF. 58 AMB Query , &
AR RARKFH AP RERIG MK B SN XREMNSZN T LHIE, AR XRERIE T

5 AWS RSER , TELITHWXRAEEMIZES ETL ( I2E., #RFMMEK ) . FiE AMB hagig
T2V B, EATHIHREMERERENARFEE,

Amazon Managed Blockchain (AMB) EH#Z X RN, ZXREBFEEN RS SH[HEART T X
ARKEFW API 46, LAILAERA AMB Query IRIBEAFRERE —PMNHS ML XREFIENNARE
F, MEEXAHEMXREHRE, RESANLEFTIINRSIEMZHENTE. TRERSHTERLR
MERFTAHERRT (NFT) WAERTRE , EELEHIHMUNRTZFELIER , ERNUAHER
BTN HETHRIBEBIH , AMB QueryEB U185 R KREEHIE,

B2 EIXER AMB Query BRI 2

MREREXRER AMB Query WAF |, RIMNBWEREFERUTES -

- XEHE  TOREEXRE (AMB) Eif)
- RETW S#EE XREE (AMB) i)
- TOBHEEXRE (AMB) EHA]
- TOHEEXRE (AMB) EiHHHI

B ERER AMB Query G ? 1
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FEMS  LERHEERXRE (AMB) £

® Note

FEERREATZESIWXRER . XEFSLFEEP L. R, &4, X5 proof-of-
work, . &2, XHNRA. BE. XF. BFESF

Amazon Managed Blockchain (AMB) & & Al L5 {E #1757 2 KR EM B IR | XFEEAIUERA
#h IR AN XIREESESN MR £ T XXBIE. B LAER AMB Query M XREEM L (il a0t 4F T E W
MEUAARSHER ) BTREBE, SETSEREVER |, Hlinith it §9 L5 F7A R , & BT AIREVA E /T E
BHANXRERZ IR, A, BEATURREESSNEAEE , IURZEH , BALUH—F 5
XLEAT  RENEATHNARFNLSZEETF,

AT S EE XHREE (AMB) &8/ )T E =10 R F
£/ AMB B , BEERUTILR :

- AARXE

EZERI (FHHFELILE ) us-east-1XEFZHF AMB &Eif,

« RS KU
AJEAER LT iw [R5 IR AMB &1

https://managedblockchain-query.us-east-1.amazonaws.com.

© TIERRYXIREEM 45

AMB Query XA T A HXIREEM L -

« M EM — BEY proof-of-work HIRRIPFHI NS XREMEL | L™ (BTC ) MEKHR
HEZMELRITNRZH, EMENXZEEXEIME (tBREYR , ENKFESKERAL ) |, H#id
FELHXRE L,

o MMM — HAEHEMBNIEM, ZME LWL (BTC ) EEXEMLLEMRS TN , #B
BERBEMANE.

FERT S EEXREE (AMB) K EE BT R F 2
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o DIKHHEM — 2 H LK XREE proof-of-stake WEMLE, M LR H EBXKFME (tEFH2
W, EMNSFEXREGERA ) , AEFREIHAKS L.

» Sepolia WX — LUAHLEMBN AN, ZMEZ LRELAT (ETH ) 5EW ETH 22 7F6Y , # 8
BERAEEMANE.

- XEHXRERTNEY

AMB Query X#E T REMFHEUKR B EAKRT,

o NHXREFENRT
- M (BTC ) — XRLAFMMEXXRENRENRT,
« LK™ (ETH) — XRUKRHHEXXRENRER T,

« BIKIHEAIRIHE

- ERC-20 X Ti#5H — ERC-20 RAIHERKTWIcTE, EE—NEMY , IAFEEN ERC-20 K
E%ENS —1MNERC20 RME£MERE (EXREMNEL ) , XEKRE —MHOIMEFERESE
TrREREMR T, RTHESZEE |, 55 H Ethereum.org £# ERC-20 X H#5/E,

« ERC-721 FAIHR A MR — ERC-721 BFAFHRA™ (NFT) Btrk, XTEBEHNA T 20
—Z=H , HNMETRESR—EYFN S —MAMAFE , XUERHTHFR, FEERHMWE
MBS, MTMEZEL , S Ethereum.org £# ERC-721 R TitR/E,

ERC-1155 ZR MR — ERC-1155 R —MIBEAFEOMNIRAE |, ZFEOUUKRTMZEFTE
BENTERMTATERANNATRE, BdxfHAF R , ERC-1155 K TMIEE A LA 5 ERC-20
# ERC-721 K TAERE , EE AL EN X EREHNEA. ERC-1155 KTt T ERC-20 F
ERC-721 R THEE , FHEMSM , BNYETHIENENE R, KTHREZER , BSH
Ethereum.org £#) ERC-1155 X M54,

- KR

EXRER  KREAMEREFRNRZ T ATREEEE, N THEHER , AMB QueryINARX S 6
MRERATER. HTHGMAUHAN , BNARBENXRHE0THETEK , AL ENE X
FXEFHUKRLEMEE , AMB Query NARZE 64 MNXRERL T

AMB Query WX MREFEY API BREMUREIEERAIEIE, B2 , AMB Query WR BN ZE
# AP BETLUREI XREEM L FERIAN X BNETE | AIEXEREHARLABEE,

« PxFzEdt



https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-1155
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- LERAE 45 AP FARITER

A AMB &if) API i |, BA LB FERLZ A 4 2 REHTEHRIEN HTTPS EEH 1T
B. XERERE AWS Ik HIREBIZNH IAM ZIEATEEAH AMB i APl, Jitk | 2504 Ry
iR AWS iE$ (AR 240 ID MAEHREZR ) .

/A Important
TEEEOAFHNNARFPRAT S RER.

- AMB Query XEFLXEFTRZFIRFNRZ G H

X F LTRSS , AMB Query APl R ERIRN XX BIFIRAF (transactionId) MR HM
% (transactionHash), transactionId23XZHMN SHA B&HE , TEENIEAR
&, transactionHash@XZWN SHAKBFHE , LELIEARE (EHARIEAKRSZ ID) .

ERETMEIEAGetTransactionsx ListTransactionEventsAPI B4ERT |, A LUIE
EtransactionId®., transactionHashittd) , tb4EH WL EFTAEIRE a transactionId 5 a
# AMB Query #{E#transactionHashiFEN T EXHMEERNERE —F 5

ERALDEEE XHREE (AMB) K EZ ST R 4


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
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REL LEHEE XREE (AMB) &Eiff

& X EH Amazon Managed Blockchain (AMB) i) 2 B , i§RBAT hH LB AIE AWS
account, MA T i {aF 8 E A AMB Query,

SARZHEFEZEM
EEXEH Amazon Web Services Z 8 , &% MIAAH AWS accounts

IRBSH AWS

LIBEMI S % Web Services B (AWS) , REY AWS Ik E BalEMAFTE A AWS RS , 218
Amazon Managed Blockchain (AMB) &, ERERNFEANBRSHF.

WRRE AWS IKF M7E |, BEET -5, MREREZRE AWS IKF |, BRUTESBOIE—1,
E 4|7 AWS account

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. EBE®LMNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA —NRIES,

HIRBABES M AWS K, — N AWS IKFRAF E I, root A AILAGRIFTEARR AWS RS
RPN RR, FAREHRESEK , FHAAFIRERLRANR , A BRERBRAFKKITE
ERASCERRRHES.

BIEEEREINENIAMAF

EQEFMMEH AMB Query , %812 — AWS Identity and Access Management (IAM) #78 o ifF 24
EREXRERENRNEREA (AFPRRE4SH ),

REIAMEFEA T BERHAVMBEWAPIER. 118 AMB Query RIAPIs , 4 LB £ 2% U 4
S ORI S RRENHTTPSIERE TRA. KEWREVERIRNIAMEE AT AWS B TR
APHTAMBEWRIE. Ut , WHITE TR | AWS FURAUREAES ( HHRESH 1D NG
=4 ) .

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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EXMASIZIAMAFWER , BSREPCEIAMAFS AWS IKF . A< 2040 @ A F 5 R 5 B £Y
FHELE , BSHERAMAF R, BXxTATFARFZTER AMB Query K PREBEE RE
# 2 ¥ Amazon Managed Blockchain () AMB EiHE F & 1K K #E R,

ZHENBE AWS Command Line Interface

MBIBREEX M , BFLERZHN AWS EFAMNGSITED (CL) AWS RBELIHENERR, BXE
ZEE , BSRALZERENRZIMAL AWS CLI.

(® Note
ERATCLIEM , BRE—NMAFEH ID M—PRABIHREA. MRABE , BEMEEIER
EXMTREH, BFIESFEHRZS ID. WREHRZES , AR —NMEREIEMEIN 2
2T, AXESZER , FEANGMERERSEM AWS (AMAFERE) RH IR,

{#F AWS Management Console £/ Amazon Managed
Blockchain (AMB) i & if] X 3k 6%

YRA] LAE A Amazon Managed Blockchain (AMB) 7E 37335 #9 X SR &% ¥ 4% L3 T &R ZE i AWS
Management Console. AT IRER T A{AAAT LLIRE

I Dz XREEE IR E A , Bt A https://console.aws.amazon.com/managedblockchain/o
M Bl &80 FikF ‘BERRER .

MEZRHHXIREMEHEFE -,

EREETHERERE,

RMAFTEERRBENEXRSE , AREITER,

o M w0 Dd =

AMBQuery Fiz{TEHNEH , BEEEHEREOFFILER,

ZEFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://console.aws.amazon.com/managedblockchain/
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T D #h & X $R 45 (AMB) ZifJ Al

AT Y step-by-step BIERZE S M £ Amazon Managed Blockchain (AMB) &ifj Rt 1TE
5K, FETREE—LEREY, MRETHE AMB Query , ILNEFAERNRER . BXES
ER , B2H BT IHIEEXRE (AMB) Eifl,

(® Note

XERFPH—LEXERUREEFEN. ESTXERMZE , BRENBERNEECSHEYR
o

£}

« BIE15EAMBE HAPIEER IAMEK BE

# /A Go & H Amazon Managed Blockchain (AMB) ZifJAPIiE R
£/ Node.js X HII 5T E Xk (AMB) EHAPIER

£/ Python & I S E Xk (AMB) EHAPIIER

£ Amazon Managed Blockchain (AMB) &1 AWS Management Console Riz1T
GetTokenBalance #1E

Bl 2215 B AMBZE AP IR /ERI IAM R B

EXHAMBE#APIER |, BAERAN T DBHIEEXRE (KEY) EiEGHEMNIAMRE B FIES
(AWS ACCESSAWS_SECRETACCESS_KEY _ID f1 _AMB ) ., Efiih#EEH AWS CLI Z%5F ,
TUUT S RAEG FAMBEHAPIEENIAMER -

cat <<EOT > ~/amb-query-access-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBQueryAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"

1,

"Resource": "*"

BIEIAMER B 7
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}

3
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainQueryAccess --policy-
document file://$HOME/amb-query-access-policy.json

BIEREEE , FZRBEHRMBIAMAFRPNAGUEEEM. £ AWS Management Console , SinEli%
IAMBRSS |, FHR R BEHI flAmazonManagedBlockchainQueryAccess® 4 B 4A 5 A iZ RS HIAMA
FHAG, BXEZER , FZHRUEAEH I BAIAMAF,

(® Note

AWS BUER TS EAPIRENNR , MARERABEN. *AXEZER , FSH 1R
BENTIHIEE XRE (AMB) EHAPIRE.

£ Go & Amazon Managed Blockchain (AMB) &iAPIiE K

& B Amazon Managed Blockchain (AMB) &1 , Bl XREEHIFE I R RAWE , Bt ] U E K
F AN i 8] KR EBEH N AREF. AMBQuery XEFZMAH] , fSIIEXRLBTHRZF LR, BRE
REBFREEXXSZNWLETXERE , RBERBUEERT UK ERC -721, -ERC 1155F1-20K iR
#, ERC

LTRREIZA Go iESRIEMN , HEAAMBEHAPIRE, BXx Go WEZEER , 5/ Go X4, &
KAMBEHMEZEEAPI , 521 Amazon Managed Blockchain (AMB) Ei#fJAPI1S2& L4,

LT REIMERAListTransactionsMGetTransactionAPHREE £IRENUA R =M LA ESNZFIRE
kit (EOA) NFIERZMIIR , RE T —NMNROIMNINRARRENR PR ZEFEMAEE.

Example — £/ Go Bt {TListTransactionsAPlZ{E

FFUTRIBEHZListTransactionsB FlistTransactions.goh & R XHH,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

£/ Go Kyl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://go.dev/doc/
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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Iltimell

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
I
1)

client := managedblockchainquery.New(ambQuerySession)

// Inputs for ListTransactions API

ownerAddress := "0Ox00000bf26964af9d7eed9e@3e53415d*******x"
network := managedblockchainquery.QueryNetworkEthereumMainnet
sortOrder := managedblockchainquery.SortOrderAscending
fromTime := time.Date(1971, 1, 1, 1, 1, 1, 1, time.UTC)
toTime := time.Now()

nonFinal := "NONFINAL"

// Call ListTransactions API. Transactions that have reached finality are always
returned
listTransactionRequest, listTransactionResponse :=
client.ListTransactionsRequest(&managedblockchainquery.ListTransactionsInput{
Address: &ownerAddress,
Network: &network,
Sort: &managedblockchainquery.ListTransactionsSort{
SortOrder: &sortOrder,
},
FromBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &fromTime,
I
ToBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &toTime,

}I

ConfirmationStatusFilter: &managedblockchainquery.ConfirmationStatusFilter{
Include: []*string{&nonFinal},

iy
1)
errors := listTransactionRequest.Send()
if errors == nil {

// handle API response

£/ Go Kyl 9
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fmt.Println(listTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMfE |, #EListTransactions B FRFEAU T HIETHRE : go run listTransactions.go.

UTRERUTUTAR

Transactions: [
{
ConfirmationStatus: "FINAL",
Network: "ETHEREUM_MAINNET",
TransactionHash:
"Qx12345ea404b45323c0@cf458ac755ecc45985fbf2b18e2996af3c8e8693354321",
TransactionTimestamp: 2020-06-01 ©01:59:11 +0000 UTC
.

{
ConfirmationStatus: "FINAL",

Network: "ETHEREUM_MAINNET",
TransactionHash:
"Ox1234547c65675d867ebd2935bb7ebe®996e9ec8e432a579a4516¢c7113bf54321",
TransactionTimestamp: 2021-09-01 20:06:59 +0000 UTC
},

{
ConfirmationStatus: "NONFINAL",

Network: "ETHEREUM_MAINNET",

TransactionHash:
"@x123459df7clcd42336cdlchbbcae@ebb60ccfl3ef3al59f05061232a24954321",

TransactionTimestamp: 2024-01-23 17:10:11 +0000 UTC

}

Example — £ Go #{TGetTransactionAPI#RE

WRHIEREMBMEPHRBREH. HUATRIBE HE GetTransaction B XGetTransaction.goH
BRI,

package main

£/ Go Kyl 10
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import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
},
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTransaction API

transactionHash :=
"0x123452695a82868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321"

network := managedblockchainquery.QueryNetworkEthereumMainnet

// Call GetTransaction API. This operation will return transaction details for all
// transactions that are con#rmed on the blockchain, even if they have not
// reached #nality.
getTransactionRequest, getTransactionResponse :=
client.GetTransactionRequest(&managedblockchainquery.GetTransactionInput{
Network: &network,
TransactionHash: &transactionHash,

1)
errors := getTransactionRequest.Send()
if errors == nil {

// handle API response

fmt.Println(getTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMHfE , EGetTransaction B RHFEAU T REITHREE : go run GetTransaction.go.

TR Go B bl 7
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LTRERUTUTAR

{
Transaction: {
BlockHash: "@x000005c6a71dlafbc@@5a652b6ceca71cd516d97b0fc514c2alddf2ca3912345",
BlockNumber: "11111111",
CumulativeGasUsed: "5555555",
EffectiveGasPrice: "4444LLLLLLL",
From: "©0x9157f4de39ab4c657ad22b9f19997536* x**x*x %!
GasUsed: "22222",
Network: "ETHEREUM_MAINNET",
NumberOfTransactions: 111,
SignatureR: "0x99999894fd2df2d039b3555dab80df66753f84be475069dfaf6c61@3******* 1,
SignatureS: "0x77777al1l01e7f37dd2ddobf878b39080d5ecf3bf082cObd4af40de783e*****x**xx1
SignatureV: 0,
ConfirmationStatus: "FINAL",
ExecutionStatus: "SUCCEEDED",
To: "@x5555564f282bf135d62168c1e51328Qd******x*",
TransactionHash:
"@x123452695a82868950d9db8f64dfb2f6f0ad79284a6¢c461d115ede8930754321",
TransactionIndex: 11,
TransactionTimestamp: 2022-02-02 01:01:59 +0000 UTC

}

N GetTokenBalanceAPIRM T —fM3REVRAENRT (ETHRBTC ) REMF L , ZRFA A TIRE
EA T E KAAIBIRERK S (EOA) By HHT R,

Example — #£ Go #{fFiGetTokenBalanceAPREFRELR &£ X MBI REA

FEUTRBIF , EFEAGetTokenBalanceAPISRIREVA A IS EM LK Ether (ETH) #rtt RE, T
X3 E #1F|GetTokenBalance B &GetTokenBalanceEth.goH & N I X #H .,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

fEF Go K9 Rl 12
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FRARER

// Set up a session

ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{

Config: aws.Config{
Region: aws.String("us-east-1"),
1,
)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTokenBalance API

ownerAddress := "OxBeE510AF9804F3B459C0419826b61225* ****xxxn
network := managedblockchainquery.QueryNetworkEthereumMainnet
nativeTokenId := "eth" //Ether on Ethereum mainnet

// call GetTokenBalance API
getTokenBalanceRequest, getTokenBalanceResponse :=

client.GetTokenBalanceRequest(&managedblockchainquery.GetTokenBalanceInput{

TokenIdentifier: &managedblockchainquery.TokenIdentifier{
Network: &network,
TokenId: &nativeTokenId,

},

OwnerIdentifier: &managedblockchainquery.OwnerIdentifier{
Address: &ownerAddress,

iy
1)
errors := getTokenBalanceRequest.Send()
if errors == nil {

// process API response

fmt.Println(getTokenBalanceResponse)
} else {

// process API errors

fmt.Println(errors)

REFNXME , EGetTokenBalance B FHRFERA U T HETHAHB : go run
GetTokenBalanceEth.go.

MTHERUTUTRS :

AtBlockchainInstant: {

Time:

2020-12-05 11:51:01 +0000 UTC

£/ Go Kyl
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},
Balance: "4343260710",
LastTransactionHash:
"Qx00000ce94398e56641888f94a7d586d51664eb9271bf2b3c48297a50a0711111",
LastTransactionTime: 2023-03-14 18:33:59 +0000 UTC,
OwnerIdentifier: {

Address: "0x12345d31750D727E6A3a7B534255BADd* * % ** x % %"
.
TokenIdentifier: {

Network: "ETHEREUM_MAINNET",

TokenId: "eth"

/8 Node js %& T D # & X3k 4E (AMB) ZH#APIER

=

1.

BITIXLE Node Rl , FEBREUAT RREMH

BT EN LB MEET SIRAEERR (nvm) F Node.jso BRI SELAKRFIRERSHRE A,

2. ffnode --versionm S HWIAEBEANR Node RAS 14 RESHRAR, MREE | ETWLUE

BAnvm install 14%% , RAEFEANvm use 14D REMRK 14,

3. BREFEBAWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEYXAMEE EMKF <BRHYEL,

FRAUTGSEXETEENFZTHESHIT P in, FUTRHEERHWESHENIAMAF k- R AHE
VRI=1S

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

(® Note

« TERAEREREZHRE , BAUURREZEMIERHTTPSEL B Amazon Managed
Blockchain (AMB) ZiAPIZ/EFHE A Node.js FHIFE4 https HEHRIBHER |, th o AFERHE
=HFE (HlinEif ) AXIOSHMAMBE # H# REIE,

- XERBIERAE=ZFHTTPEFiw Node.js , BE B AT EAEA AWS JavaScript SDK[E AMB
Query IR HER,

& A Node.js B R4l 14


https://github.com/nvm-sh/nvm
https://nodejs.org/api/https.html
https://www.npmjs.com/package/axios
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- UTREIEERT T AR Axios & HAMBZ HAPIE R K AWS SDKiEA T Sigv4 19
BiR,

LA T package. json X HEHEI AR IFEH TER FH -

"name": "amb-query-examples",
"version": "1.0.0",
"description":
"main": "index.js",

"scripts": {

"test": "echo \"Error: no test specified\" && exit 1"
b
"author":
"license": "ISC",

"dependencies": {

"@aws-crypto/sha256-js": ""4.0.0",

"@aws-sdk/credential-provider-node": "~3.360.0",

"@aws-sdk/protocol-http": "7A3.357.0",

"@aws-sdk/signature-v4": "A3.357.0",

"axios": "71.4.0"

mnn
7’

Example — £ AAMBE I M\ ISESN B A 3t (EOA) R LA T RE GetTokenBalance API

%A BAE A Get TokenBalanceAPIRIKER M T ( #lf ERC2 0 ERC721, FMIERC1155 ) FE 4
W (FIWA ) WRF , ETHETUERAXLERIFRER L ( Unix BHEIZ-FEOA ) SREVINEBH A 1Y 1K
P timestamp () BT RF, BTCHELRHEIF , BEMAEGet TokenBalanceAPILAAYS £ W _EFRER
ERC2 0 XM bt K&, USDC

ENH GetTokenBalanceAPl , EFUATRBEFE B AW X HHtoken-balance. js , REN%
XA REFSRE - IHERFSP

const axios = require('axios').default;

const SHA256 = require('@aws-crypto/sha256-7js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region

& A Node.js B R4l 15


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/GetTokenBalance.html

Amazon Managed Blockchain Z i FERARER

const signer = new SignatureVa4({
credentials: defaultProvider(),
service: 'managedblockchain-query',
region: 'us-east-1',
sha256: SHA256,

18

const queryRequest = async (path, data) => {

//query endpoint

let queryEndpoint = “https://managedblockchain-query.us-east-1.amazonaws.com/
${path}";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(queryEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(data),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: queryEndpoint, data: data})

console.log(response.data)
} catch (error) {
console.error('Something went wrong:

, error)
throw error

& A Node.js B R4l 16
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let methodArg = 'get-token-balance';

let dataArg = {
" atBlockchainInstant": {
"time": 1688071493
.
"ownerIdentifier": {
"address": "Oxf3B0073E3a7F747C7A38B36B805247B2********" // externally owned
address
.
"tokenIdentifier": {
"contractAddress":"0xA0b86991c6218b36c1d19D4a2e9EbQcE********" = //USDC contract
address
"network" :"ETHEREUM_MAINNET"

//Run the query request.
queryRequest(methodArg, dataArg);

BEETAB , FEXAAMERRTHALE , RESTUTHT :

npm i
node token-balance.js

W FETHA | EARBHELNSHUBERUKS EM _ EEOATIHHIUSDCRE N ERC2 0, ML
KEUFUTHRE :

atBlockchainInstant: { time: 1688076218 1},
balance: '140386693440144"',
lastUpdatedTime: { time: 1688074727 },
ownerIdentifier: { address: '0Oxf3b@073e3a7f747c7a38b36b805247b2******x%xx1t 1
tokenIdentifier: {
contractAddress: 'Oxa@b86991c6218b36c1d19d4a2e9eb@ce******xx*1
network: 'ETHEREUM_MAINNET'

& A Node.js B R4l 17
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£/ Python x HII 5 E X% (AMB) EHAPIER

EZ{TXE Python ="l , FEEREUTUREMN

1. IRVITEH E SRR E T Python, B LAE AL KR BNIRIER RN LA,
2. BFAWSSDKiE R T Python (Boto3) #,

3. R¥E AWS DT REHEToSaws configureN&EMIAccess Key IDSecret Access
Key, MigEZERegion,

SERFTESXREZHE , WEAER AWS SDKik Python IHTTPSR A H I Iz 3£ & X 3k 4% (AMB) & i)
API#E R,

LU Python ;RAIMEF boto3 R HIIEIR @ EiHIRIELEMBFTE Sigv4 FrkiIiER. AMB
ListTransactionEvents APILL RO RUARBEN LLERZ XA HOEHTIR,

FEA T list-transaction-events.py XS B At IFFH TEE FH

import json

from botocore.auth import SigV4Auth

from botocore.awsrequest import AWSRequest

from botocore.session import Session

from botocore.httpsession import URLLib3Session

def signed_request(url, method, params, service, region):

session = Session()

sigv4 = SigV4Auth(session.get_credentials(), service, region)
data = json.dumps(params)

request = AWSRequest(method, url, data=data)
sigv4.add_auth(request)

http_session = URLLib3Session()

response = http_session.send(request.prepare())

return(response)

url = 'https://managedblockchain-query.us-east-1.amazonaws.com/list-transaction-events'
method = 'POST!'

params = {

'network': 'ETHEREUM_MAINNET',

'transactionHash': '0x125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd0c52229841905'"
}

& A Python 8R4l 18


https://wiki.python.org/moin/BeginnersGuide/Download
https://aws.amazon.com/sdk-for-python/
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service = 'managedblockchain-query'
region = 'us-east-1'

# Call the listTransactionEvents operation. This operation will return transaction
details for

# all transactions that are con#rmed on the blockchain, even if they have not reached
# #nality.

listTransactionEvents = signed_request(url, method, params, service, region)

print(json.loads(listTransactionEvents.content.decode('utf-8')))

BN RFIRBEITEListTransactionEvents , BRXHREEIERZP , REETESD
®python3 list-transaction-events.py. L@ FETHA  EARBREXNSE , HiEs
UARBEREERERZRABHEXRNESF, WRERUTUTHR

{
'events':
[

{
'contractAddress': '0x95ad61b0al50d79219dcf64elebcc@lf**x*xx%xx%t

'eventType': 'ERC2@_TRANSFER',

'from': '@xab5801a7d398351b8bellc439e@5c5bh3***x**x%x 1

'network': 'ETHEREUM_MAINNET',

'to': 'Oxdead00000000000000004L20694206942* ****x k%1

'transactionHash':
'@x125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd@c522* * *x** x4 x 1

'value': '410241996771871894771826174755464"

£ Amazon Managed Blockchain (AMB) &1t AWS Management
Console 3kiz1T GetTokenBalance #1E

LA RBIR R T a04alE A LA 35 £ M _E B Amazon Managed Blockchain (AMB) 2 i) 3R3R EUX 1 B9 R
AWS Management Console

Example

1. RIS XREFEIEEE | Wik A https://console.aws.amazon.com/managedblockchain/s

fi F 7~ 45) AWS Management Console 19


https://console.aws.amazon.com/managedblockchain/

Amazon Managed Blockchain &1 FEARES
M “BER” o FIEF ERRER

1%£# ETHEREUM_ MAINNET /BN X 3R 8 W 4%

it GetTokenBalancefE h B R,

AR X R,

MARMHEL L,

BMATHENAIESE ID,

EERMRFHE LB,

. ARIREFWA LN A ttim eo

10. EFREZITEMR,

© © N o g &~ w0 N

AMBQuery FHETENEN , EHEERNEREOFRIE R,

fi F 7~ 45) AWS Management Console 20
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0 T, 3 FE &5 (X SR 6% (AMB) 25381 72

AEBRM T AMB Query AHIFIFx,

ES1]
ER S MALERTREA

- REFAER S HIE

« FREREEE bt BYPRA K T RER
- IHNIRZRHNEH

- FENHENFBANRT

« JIHENHRBERES

B L B M7 LA TR

GetTokenBalanceAP! E A EBAAERIK /. (EOA) Fy @ AR A B ( Unix BHREIE , AR R EN ) 3RER
HEMAT (ERC20. ERC721. ERC1155 ) FIEARET (ETH. BTC ) WAH , WIRBYUNRFH £
RE, Hla , EOILAER GetTokenBalance API BEEA AR EM EIREL ERC20 T USDC Ry
R, FETTLUER BatchGetTokenBalance APl R E#HER R T MEREETHRIA,

BXREZER  FEALSHEEXHRE (AMB) ESEEM.

RERDERZHHE

&Bh Amazon Managed Blockchain (AMB) &if] , AT UM A MELEHE LA XREH R R LB
B, WX HFZRAM , IR BEXREED LR EFALIERIRBRERZRFREEXRZINLT
XER. BAILAERA ListTransactionsAPI BETE AR EM LIREVE E/NSBIAA bk (EOA) #Y
REHEK , RETLUER GetTransactionAPI BENIIRFPRRBEER SN R ZIFMAER,

BREZER , FERALIBEEXRE AMB) EWSEERE,

IREVSE TE o3t B PR B X T SR E

WA LAEA ListTokenBalancesAPI #ERIREEE. AP RME. web3 EAEFEZENRT, Ut AP
BRECAEN AP BERBLAEAHXRE EHAKT (ERC20, ERC721, ERC1155 ) fR4®EM
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https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTokenBalance.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
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(ETH, BTC ) WFRBREAFIR, il , SRR HAIHARN L (EOA) MM ( AAHEN ) |
H B R BAFE W B AP I B 48 T FURAE R 5 R

BREZER , FERLIBEEXRE (AMB) EWSEERE,

JIH ARG X ENEH

WA LAEA ListTransactionEventsAPI BERREZERNAERSZMAHNEABHIIER |, XEEH
HEBRSE ( REWRRAT ) F7iR. Hln , BRI ERAKRREListTransactionEvents AA XIREE
WA ERC20 R EARBNIRZHNEREHN , il ERC20 6NN EKEHTIRREH,

BREZELR , FERLIREEXRE AMB) EWSEERN,

RMEANBENRERT

UEB SN MU ERN R AR |, BAILUEA ListTokenBalancesAPl 2B RE & NS ENFIE XIFN
™ ( ERC20, ERC721, ERC1155) M5k, Hltn , LAl LAEA API REEUABXRELREE
ERC721 EAMEBENT A ZRAM (NFT) XSS, ListTokenBalances

BREZER , FERLIBEEXRE (AMB) EWSEERE,

FIH SN HRMERER

O LAEMA ListAssetContractsAPl BES H AL E - EFA ERC-721, ERC-1155 5
ERC-20 €49, Mt , MR EEEA i , MBI LAEA GetAssetContractAPI BIERKREANE
M B4 LR 2 E wh ik MR X BT TTERIE,

BREZER , FERLIBEEXRE (AMB) EWSEERE,
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https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 533 E X365 (AMB) £if) APl &

5 E XREE (AMB) EHIREATFE AN XREN API B1E, XSEATERNRT., XBHM
E4M APl, BXESZEER |, B3 AMB &if] APl %,
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I 5t E X EE (AMB) R Z M

ZEEAWS REFZE, N AWS &F , BUUNETABEARZHLZEHRBBEA LN ERMAEN
BREHOMMEZRIGPZ R,

ZERNA AWS WHERE. REHBEEREHRNRRENZEM , BRTRNEE

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EEANERS. FEH AWS EMMITRIN -2 , EZAFRARFERN ANRIER S ENEN
t, ETHERTIDHEEXRE (AMB) EHMNEMRITR , TSR EAITHEEARAAWS RS

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
. BRANERANERREREN,

R TREBERY. BHRRIEMIRES] , Amazon Managed Blockchain £/ T £ & XREEFIZIT
HFFRIEZRAThEERM AWS IhEE,

AR HBE T BREEA AMB Query IR N ATELEER, UTEBRENENFEE AMB
Query AR BN REMENE B IR, BETUEIMAFEAEM AWS RS RBEEEZEMRFEN
AMB Query &iRo

FA

- BFEMER

« Amazon Managed Blockchain (AMB) & § 13 H i |7 & 12

AR InE

HEMBRB T IERZEZRVA S MNKIREMZNERNBFEFERGRIBE. XTEERNEHE
WA T REM =BV IR | BIE R P R BdE.

& %8 R &

MINBERT , HEXREMEF HTTPS/TLS ZEER MBI AWS CLI % P it 5 2RSS i REYFT B 8
. AWS

Lz = 24


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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Amazon Managed Blockchain (AMB) &/ & 3 ij; 0] & 12

AWS Identity and Access Management (IAM) AWS &S5 T AR B E I A Z£ iR HIX AWS BRIV
IR, IAMEIE RIZGIW AT AR (2K ) RN (AR ) FAAMBEHRRIR. IAME
EXNHFAZANAER, AWS RS

ES

R

K

R

- FRASHHTEHRIE

- FARKEEH

« Amazon Managed Blockchain (AMB) &1 T{ERIE IAM

« Amazon Managed Blockchain () AMB Zif|HI & T & 4 K E#E R

« Amazon Managed Blockchain 5E ¥ %2 (AMB) &) 5 43 7 1 [8] fX bR

Z AR
£ AWS Identity and Access Management (IAM) B8 5 X &2BFIFRE , E4BURTRE AMB Query
HR PR T4E,

REBAF-NREFEFHAMBE RS TR I , NEHNEER AN ECREMENEITINNE, LRER
FZHAMBEHAINEERTER TIER |, (RATGEZEETANNR, THNAEEHENREDTEOER
ABEREEWNR, MRETETE AMB Query FHIINEE , iEZ H¥1Amazon Managed Blockchain £E
JEREE (AMB) &6 & 12 F115 B AR o

RS EER-MREATATN AMB Query BIR , M ATEEHRB X AMB Query £ IHENR, BN T
EREELN RS AP MiFRIHBLAMBERHREN RIR. AF , B0 M@ IAM EERRRIER |, X#
FTEHREREWRSAFONE, EFRTHENEE , TH IAM WEARE S, EFEA THIT L IWNAE
A AMB QuerylAM , %@ Amazon Managed Blockchain (AMB) &Eif#y T/E/RE IAM,

IAMEER-IMRERIAMVERER , NTREFEFH TR NATHRERIEKEE AMB Query B 17 B X R,
EEEVEHRFEANET S ONAMBERAREE RAIIAM , FZH. Amazon Managed Blockchain ()
AMB EHHVE T 5 13 9 K #E =5

£ & 02 1T B AR IE

ENRIIEE AWS FRAEHEILEEZNAR. BH4T AWS IKFRAF. IAMBF BHSETIEE
IAMB &3 1T BB IIE ( ZF AWS ) .
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B EABEY & MRRENEREIL AWS BIRE 51 E K. AWS IAM Identity Center ( IAM& {3 H
D) AP, RORNESEZREHRIELUKRERN Google = Facebook MRS F MK RHl, £
LS B HEFN , ENEERLGER IAM BRRET BEHKARIE, HREAKSTR AWS
i, IRRRERERE -1 A,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HIIF, BEXBEZFNEZER

AWS |, EZ R (AWS &3 AFER) PR MNAE RIS AWS IKF Y,

MRE AWS UEEBARFE , M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERE
WERNBERBITNRZE, WRETREH AWS TE | NMXAABECZEER, BXREAEENSEE

TEBFRRNWESZEER , 550 (AMAFERE) FHAPIERAWS EE R 4,

TeFEAAMSHRIESE , BUEEFERUEMRLER, fll1, AWS BNUEFEAZES KK
iE (MFA) RIEEKFHLZEM. ETHRESZER , BZRAFEEYNZRES HRIERMAWS IAM
Identity Center AP ERBIAMHPAWS ZEEZESHRIE, IAM

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—IMNEBREN , ZEOTUAT2LRAKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P B 62 F A9 B8 R 44 3t ik AN 22 40 & S BN AT 15 )
ZH M, BARWEACEERARAFNITERRES . RPEFBRAFZIE | FERXERIERRKITRIE
RPEBRITHES. BXFEEURAFSHERNESHNERIIK , B2H (AM AFERE) F
MEZERASEIENES.

oS- g7

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEB BT,

REGH_REZNLULAFBER,. Web BSR4, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEAAF, AWS Directory Service B4 & 1415 8] B AWS
WP, i EAe | ACEMAIGHES,

EEHEEFRINERE , BUUEER AWS IAM Identity Center, &R LATE Ident IAM ity Center Fr 7
RAPMEL  SANEEARSIEECSHNEMRTN— AR NEAL  SUEEENAE AWS K-
MNARFHRFER. BXIAMBAHROLHER , BT LEIAMEHH L ? £ (AWS IAM Identity
Center AF¥E®) o

A B M7 S ORI
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon Managed Blockchain Z i FERARER

IAM B P FA

IAMAF RERE AWS IKF M NMARNABRFEERENRNSH. ETENERT , RINEBNER
II’*HTu‘Ha MARANEREZEMHZRBEEKPEEIENAMAF, B2 , IREZEEEAMAF K

FIENBEAS , RNBUERRTAEH. BEXEZEE , F5H (AM AFER) PN TEE
KHEIENERA 7 S EREHRIGRZH,

IAM 4| BIEE— IAM AFEENE R, BFEFRAEANENER, BUUERAXR—KERZINA
FIEENE, MIREXERAF , FHATUERWEETERAFE, flan , EaURE— 1N INE
4, IAMAdmins H R FZBEAEEBIAMETIRANE,

AF5AGTE. AFE—#5EMARRNARFXE  AACSELETCHEMARA, AFE
BXAMKHEE , MAGREENEE. ETRESEEL , BSHASEEFHIAMAMA R Al

IAM A&

IAMEBREZNIEFRENR AWS IKF WEH. ©RLT IAM AR , EXEREAG XK. EXE
I BT 3 IAMIE & 8 AWS Management Console , LM A FYIREIAMA R (3345 ) . BB
E @A AWS CLI 3 AWS APHRERER B EXNRERRKABEBURL, BEXEAABHNAEENESE
B, #ZH (AMAFER) PHRRARENEE,

BRI FEIER IAM SeEU0TERTRER !

- REAFPGER -ERKRESOIENRE , FLUER— NG , HAZABGENUNR. HKeHHH
TEMRIN , ZSONSACHEXBEHERTFHYABENHNE. BXATEHRSSARIENA
BHEER , BZH (AMAFER) PHRAIE=SS0RMUE (KE) tIEAR, NMREFER IAM
Identity Center , M| EEHRENRE, I THEFHENEHEHRTEGRIESTUAFRIAAZR , Ident
IAM ity Center 2 REXKEFHIAMABE, BXNRENEE , S H AWS IAM Identity
Center AAFHEEHRY NRE.

 IGEHIAMAFRR-IAM AP BB T URA-NMAMBE , IEFEEFIRNRETERIRR,

- BIKFFE - £ SUER IAM A A TFHMKSPHENA ( IEEERE ) HREKS PHERR.
AERRTFERFFENENEELSN, B2 , N TELERIR AWS RS , B UT RS EZM N
FRR(MAREAACEIRE ), ETHACGNETRRNEKFHRARBZEANXE |, &5
FIAMA F 18 RIAM A B9 55 1K 7= 55 R 75 A AR o

- BIRS R — B AWS RS ERAEM AWS RFSRSHEIIhEE, flan , HEERS PIKITHIE
B, ZIRSEESE Amazon FIia{TR ARRFEC2EHE Amazon S3 HEMN R, RETELFER L
HiRAE AR, FARSAERMERRSHEXABRNITIIRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Managed Blockchain Z i FERARER

« RRIFELTE (FAS)-HEERIAMAF A BEFRITIREN AWS |, BRANEREAN. HRER
RERSE , RABSIMT—NMEE  RBETRANBRSHED S —1MEE. FASERARER
AHIEXBR AWS BRSSEAR AWS BRSS [ TR R HERMIER. FASRAEIRFKRIFTESH
fit AWS RS RFEREFRRTERMFRE , FRREER, EXHBERT , BLHEFRITE
FANRENNR, AXREHFASERNNBERRERE , BZRERLF2E,
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BRIES AR, BXEZELR , B2 (AMAFEE) AWS RETDH6IE A @ LU ZEIRIER,

c BEHEXAS-RSEXAGRE—MERINESHE, AWS BRSRSTURARRENITERE
MAe, RSEXAGHIAEEHT AWS IKF |, FEARSAAE. IAM EEAUESEETRE
YmiB RS X A BRIRR,

« £ Amazon LETHNARERF EC2 — B FERAIAMA G EEEEC2EH| Liz1TH# XK H AWS CLI
= AWS APIERNNAREFNIREHER. X{LETHE EC2 EHIRFMEIFRIZEH. ENEC23RHI5H
AWS AEeRHEHAHEMENARFRER , AEZE —HMNENZSRFIR SRR E X4, KIS
EXHEE/AE , HEEC2 Rl LETHREFEBRE RN ZILE. BXEZER , HSHIAMAFR
EETHNERIAMA®BE Amazon EC2 324] EETH N ARFEFNE,
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BT LA AWS B oI 2RI EM IS AWS SO A RKZHFH RN, KEREPH -
XNRAWS | SEFHHARREKN , EQELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTARXLERE, REPHNRBERATERELER, KSHBRBEUISONIHEH
AWS X FHETR. BXRISONKBXHEEHNATNESESR , BZH _(AMAFERM) FHJISON
REEBIR

EE R WLAER AWS JSONKREERIEEW AN TR L. HRAY , WA EETT U T LARFRNITER
B, UREF ARG THIT,

RABRT , AFNAERENRR, ERTHPNARERRRTRENNR , IAM EE 7 62
IAM Kig, EERABEAUEAGTMJIAM K , AFATRRKARESE,

IAM SREEE IRENNR , T EERAWMM A ERITRE, flW0 , RIREE - AR iam:GetRole
BRENKE, HEIZFERN AP TUM AWS Management Console AWS CLI, SHIEFBAEES AWS
API,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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mEEHE SR (ACLs) ZHIBLRIEA (KFAKRA, AFPHAR ) BRBRER. ACLsEETHIRA
RBERM , RECAFEAISONREE X HEN,

Amazon S3 AWS WAF, FIII5#VPCHMRXIFNRS RAIACLs, BETHREZELEACLs , HSH
(O EEFEFRSTT X EERE) FHIhRES FIER (ACL) #ER,

HREgRE
AWS ZFHMAIAE R REERE, XERBRAETNOREERE ANKBERERER TFHRANR.

- RRZA-NRBDRR—TSRUEE , EAUEETRBEET SO ERATLAEIAMES (IAMAFH
AR ) BFHRANR. EUIAEZHRENRILR, XELERNBERXEET S M RERENRG
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ERNELFNBEAYT. BXANRILANEZEL , 355 (IAM BFERE) S IAM SRR FRID
Ro
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FRIEMKF . JAAKFPHSEE (BEENRME ) BXRHITTSCPRE AWS lKFBRAF. BX
Organization SCPs s MINEZ{EE , 1§25 (AWS Organizations FAF{5r) S #Y IR S35 & KL,

o RIRIEFHIREE (RCPs) — RCPs XL JSONKMAIATREK A PHENERAATANR , MEAEEH
M2 BB N B EROIAMEEE, XASRCPIREIL R, R RRANIR , HAREE WS R (25E
514 ) WEBNRE AWS IKFIRAF , TXESHERRE TENEAL, Bx Organizations HEZ
SERCPs , @1 AWS RS %X M YIRRCPs , i§5 (AWS Organizations FAFE®) FHRE
RIEHI KB (RCPs).

« AEEH - AERBREYEUREARNECIKAAFERN S FEASHRERNESRE
B, £RSFENNREAFIACHETENNEBANSERBNRE, NREATLSRBEETRRN
K, F—MEBPNERNIELGBEEZAT. BXEZEL , 550 (AM AFER) FHLER
B o

S REERE

S NRBEMRBEEA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BERBAWER , ESHIAMAFEEHHRBITEEE,

Amazon Managed Blockchain (AMB) £ i#) T/E/RIE IAM

EFERAIAMERE AMB Query HEIXBRZ BT , iE5E 7 ## Q AMB uery H A BAf5E A BRLEIAMID BE

IAMFR ] BATE Amazon Managed Blockchain (AMB) Z i) /A {8 F B9 Th g

IAM Zh &g AMBEH X ¥
EF 5K =
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ESABKS R, SR LHEANKSSHEMKS P IAM XEEEANE T RFNREHOEME, &
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WERR , WFREZINNETEONERE. BXESER , H5H (AMAFER) IAMAE R EIKS
IR R AR

AMBZE ] #) KB IR/E
TRERIRE 2

EERWLER AWS JSONEREERIEEE AN TR A, HRMEY , WA EAET X T LR RNITER
&, ARIEMHAZRHETHIT,

JSONZKEEActionTTRMR T Al A THERM A RFSIEL B RIFVIRIE, RERFBESXEH AWS
APIRIEE R, HBE—EHII , FlaR B EEAPHREN M RNRIIRE, &8 - EREFEERKSP
MITZMRIE. XLMIRERRNABRIRIE,

ERBEPEIEREUR FHITREBEENR,

EEFAMBEWREIIR , ESH (RERNSE) FH Amazon Managed Blockchain (AMB) & 1if]
EXHBRE,

AMBQuery YRS IREERERERUTIER :

managedblockchain-query:

EREMEYUPEESTRE , BEMAESFHENRIT.

"Action": [
"managedblockchain-query::ListTransaction",
"managedblockchain-query: :GetTransaction"
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RIATIRENRR |, IAM EE R AR 1AM Kbt EERRAMGSTURARRM IAM K , AP
RAXLERGE,

BT R fE X L RO RBE A R RIAME T S B ISONKRE | FSRIAMA F B89 6 2 IAME
B (#EFE ).

BXRAVBEHENMREMRRELR (SEEHMRRLEHEN ) NIFAER , 55 H (ARNsRFZ R
WZ#) $ K Amazon Managed Blockchain (AMB) B IRIE., REMEZHZ4,
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- REEHREXR

- ATAFEEMIE SR

- FRIBENT SHEEXRE (AMB) EHAPIHRE

REERIEREK

ETHNNERBRE T RARBHUUEENK,/ I, HREMERAMBERTIR, XERETES
£ AWS IKPF=E A, tlERRBET S HNREEN  FERUTERMER

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMITERER TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEA R 5 TFRENAWS HEXEKK,

- NASENRET - E£EM IAM REERENRE , BRBEFHRITESAENNR. Skt , BAIE
YHEBEFH THUNBERFERTHERE , A RENRFA, AXRERM IAM HMARRHNES
5, B30 (AM RFER) B8y IAM FEY SRR,

« fEF IAM SRBE Fh A9 SR 44 3 — 25 BRI 15 18] AR — 483 AT LA [ 5% B 78 0 2% 44 SR PR 461 3 $ 4B 70 4 R 9 15
[, BN, BAIUEE — N REEFGRIEEMEE R YLMFER KIASSL, MRRFRIERE
SR ENARNEAR , WA ERARARE TN RS RENTHER AWS RS , filan AWS
CloudFormation. EXEZEE , 25 (IAMAFERE) FHIAMISONEKIE TE &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L £ MIhsetE — A IAM ccess
Analyzer RIEHI MBI R , UERBFSIAMERIES (JSON) MIAMBEXE,
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IAMAccess Analyzer 2T 100 ZTERBEREMAITHNEI , AIRBEFHERLNIANERE. &
XEZEE , BZH (AMAFERE) RREA A IAM ccess Analyzer BiE R B,

- EEZBEHHRIE (MFA)-INRENIZEETEIAMAF DR root BF AWS IKF |, FITFMFAURES R
2., EERMFARNARAPIRYE , BEXRBPRINMFAZRYE. BXEZEE , H2H (AMAF
EM) MFARMIERHITLR AP,
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ARHPEFEMIE SR

LR BE RIE AT A B2 KRS, SUERF IAM AFEFMMEEAF SR RNRNTERE, X
BE ARG S L REARURES X TRULIREN AWS CLI R, AWS API

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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}

FRESENT DR ITE XHREE (AMB) ZifAPIEAE

@ Note
ERAMBEWHTAPIFFLY | BEEEFHNAMBEHIAMREY A Pk $
( AWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY )

Example IAMi% 878 Amazon Managed Blockchain (AMB) &K B APIls

HRHIRFEPNELIAMAFT AWS IKF 175 B Fr B AMBE R R BRAPIs.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAl1AMBQueryAPIs",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
1,
"Resource": "*"
}
]
}

Example IAMi7 B1E BB FE B X REER R (AMB) ZiflListTransactions#] GetTransaction
APIs

L REIEFEFHIAMAF AWS P B AMBE#HRMBRListTransaction® GetTransaction
APIs

(® Note
ST R R BIAPIsH B B IR SR IR EAEAPIs , A FH R HMEREZAPIs, HXAMBEIHS]

0N

FAPIs , 2 Amazon Managed Blockchain (AMB) ZiJAPISZ R,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessAMBQueryAPIs",

"Effect": "Allow",

"Action": [
"managedblockchain-query:ListTransactions",
"managedblockchain-query:GetTransaction"

1,

"Resource": "*"

}
]
}

hY

Amazon Managed Blockchain £ ¥ %2 (AMB) &1 & 13 # 15 [0] IX bR
FRUTEERSEEZHFIEETESEA AMB Query Fat ] 2B 2 F I R FIAM,

&

« ERELNIE AMB Query HITIRIE

RENE AMB Query FITIRIE
MRERBERETR , RAGEARRTENMRE | WEARE R R UA Y RITIZRIE,

LmateojacksonAMAFRZRAEABEH A EETEEMny -example-widget BIRNIFMAESBEZEE
FIRREY , I T REI45IR. managedblockchain-query: :GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain-query: :GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKIEE , LAAFHEM managedblockchain-
query: :GetWidget BYEHE my-example-widget BEiRo

MREFEHRD , BHRREN AWS BEER, ENEEARRHEREILEN A,

B BEHEE
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R, UEEEASZIIRSHEANIRES, EXE5RSEM CloudWatchERNEZER , HZSH A
mazon CloudWatch {5+ AWS £ A E35¥5,

AMB Query £AWS/Usage@n & Z AP XML APl $8%rA K Amazon Managed Blockchain
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