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XHRNEEEEF, IRETRMEEMR , ATERHBA Amazon Simple Storage Service (Amazon
S3).
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.35
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A,
RIRSS
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i R2S
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B
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R
IAM SR RE,
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B LATE AWS HEREE, 81 AWS BRHE L5 B —MERHE—RIREFH Amazon BIRABA M
(ARN), 7E MediaStore 1 , X2 HRRELHE ARN =X :

- A28 : aws:mediastore:region:account-id:container/:containerName

MR RS

« Amazon CloudFront 2 —£ XA BEIEMLE (CDN) kS , TTNEEMNMMEZ £ MEHEENNE
%, £/ CloudFront ARENMEST XKNE. BEXEZER , S Amazon CloudFront FF R A
1§,

« AWS CloudFormation 2 —HifRS , AJ#BERBIEFIRE AWS BIR. BB — MNEREFTENME
AWS &R ( 30 MediaStore &85 ) H#84x , 3 B AWS CloudFormation fF 38 71 #8i% B M Bl B X &

HEXRES 2


https://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.19
https://docs.aws.amazon.com/s3/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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NFIERBH AR, BXREZEER |, EZHE AWS CloudFormation A FEE) o

« AWS CloudTrail 2 —ffR% , WA TEZEX KB CloudTrail APl B9 |, @&8d Amazon
Web Services EXE#EHA. AWS CLI M EMBRSZS ALV EA. BXEZELR , 55H AWS
CloudTrail {FAF1ERE) -

« Amazon CloudWatch 2 —I4NMAWSE=ERUKREAWS LT BAERFNSERS. £A
CloudWatch Events AR ¥R MediaStore R RS AN RIRESNE R, BEXEZEE |, i5SH Amazon
CloudWatch 324,

« AWS Identity and Access Management (IAM) & —7#th Web IRSS , I #B1RL &R H A AX AWS
BRHIERINR, B 1AM F] AR SIRLE A AT SAE A 8K AWS BIR ( BSHRIE ) ARAFALUE
BAWRBRMEXANAR (BN ). BXEZEE |, B5HIZE AWS Elemental MediaStore,

« Amazon Simple Storage Service (Amazon S3)2 —MX RFMH , EENE b F FHNKREEK
ENBIE,. BXRESZEE | 52 M Amazon S3 XY,
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& o] LAGE A TN HEE{T 5 X 15 R] MediaStore :

« Amazon Web Services B2 #| & — ANEREPH T2 E R MM EH Amazon Web Services BB %
#) & 1T MediaStore £, EAEH|A 5B MediaStore :

https://<region>.console.aws.amazon.com/mediastore/home

« AWS Command Line Interface-BXxEZEE , HSFEAWS Command Line Interface AF g/, E
£/ CLI %% =177 MediaStore :

aws mediastore

« MediaStore API - MR BFERAAFA A TESFAAHANEREIES , 52/ AWS Elemental MediaStore
APl| 2 LU TREX APl BERINMA A H APl ERMNEE. EfA REST APl KixT R ik A
MediaStore , I ITUATRE :

https://mediastore.<region>.amazonaws.com
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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https://docs.aws.amazon.com/mediastore/latest/apireference/
https://aws.amazon.com/tools
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/mediastore/pricing/
https://docs.aws.amazon.com/general/latest/gr/mediastore.html
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BXUE |, BHSEERA AWS IAM Identity Centerd B AWS IAM Identity Center F P18,
£ IAM Identity Center 1 , @A R FEE AR,

BXRERE IAM Identity Center B R ERAEN B GKR , ESRAEAMRNRERER RN
BR IAM Identity Center B A #) AWS IAM Identity Center Fi P15/,

UERERBRNRNAFSHER

EfAER Ident IAM ity Center AP & FURL , BFEAEERIZ Ident IAM ity Center F P B &%
Z IR B FER A B RER,

BXREAAMEGHROAFBEFZNAL , FSHEZEF AWS HRAHNIF AWS BF AFERE.
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£ 1AM Identity Center 1, 632 —NE1EN A KRN RN R FIEKERHRE,
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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ARANHBEBREERMMAER AWS Elemental MediaStore SR ER B H AT R,

H¥
%lHiﬁm“'

1% . I5[E AWS Elemental MediaStore
W2 SIERR
- SR3: LEAXR
- R4 HEXNR

\éﬁ

\|

\|

2 15 : 15| AWS Elemental MediaStore

1% & Amazon Web Services KF HBIZAFMNA®ZE , % AWS Elemental MediaStore 124l &
5| AWS Elemental MediaStore

- EEFHBEILLTMuAWS Management Console3TFF MediaStore #2#]& : https:/
console.aws.amazon.com/glue/,

(® Note

ATLAE A B H ek PRI 2 EM IAM BiEE R, BXEI2 IAM EIENES | BSHRE
AWS Elemental MediaStore,

FR]2: QlERER

B LAEA AWS Elemental MediaStore AR B8R F M X HRMY R, AIAMERBSRNEXIN RS
H A AXEEXHREFFEAEZAHPENME —H. EBRSHTETERA , NHEHNRLEEER
@%ﬁﬁ‘fﬁﬁ%ﬁﬁ’o

e

1. 7£ Containers (&2%) WM L , 1% Create container (B2 & 25)
2. XTF Container name (B&EM) , BARBNEN. BXEZELE , BZHBEmANAN,

% 1% : 158 AWS Elemental MediaStore 7


https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/
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3. % BIEBAER. AWS Elemental MediaStore AR A MBI BRIERF, &, BEFREDR
Creating (IEERIE) , 2ZFRAEZE R Active (EEK).

S 3 PR

BHLRNR (BIMNREZ 25 MB ) LEAZIRB[HBTRANXHERFP, BFXNREETM4K , 7
DEEEXHRNER, MREXMAHKERFE , W AWS Elemental MediaStore £33 SR 1E X #44%
o MRXHRFEFE , MZBRSFHEEXHR , AEHXNREFEEEP,

(® Note
NRXABREEEFE, BF. AR (). TRL (). RERF (~) FEZH ().

LENR

1. 1E Containers (888) WHE L , EERIQENBTRNEN. FHIABSBENFMEENHE,
2. i%3#% Upload object (L& &),

3. XITF Target path (E#53&#R) , BAXHKIEEE, Bl , premium/canada. MRAIEEREF
R LR F1ZIE , W AWS Elemental MediaStore ¥ B zh #1221 86 3 4 3%,

4. ST Object (WR) , 1£#F Browse (X 5E),
. SMEBERXHX , REERELZHXNR,
6. & Open (3T7F) , ARF%EE Upload (L&)

I A - PHETR
AR TH I ELRHT R

1. £ Containers (B8f) TH L , BRI EETHHXNRNEB[HNE N,

2. WMRETHHINKRUTFXHERF , MBEEFRHGRER , ERFIZNR.
3. EEXNRHE.

4. EXNRPFMEEITEL , £ Download (T E).

SR]3: LANR 8
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AWS Elemental MediaStore H I A 25

£ MediaStore FEARBEREEXH RN R, HATNRAEBRSPHITOE , FRAELEXHRE
FEREZFXNHHITOENE -, SIERSENTATERA , RYENKRLEEIBRENEENR,
EXHRANESZER | 55 AWS Elemental MediaStore ET

F&
Reatn B AN
BEARS
- ERERXBHENFAEE

Ik
i
%
2
]
St

MRz e
A& AN

HBRERBRNENE , FlBEURTER :

« EFIE YA Amazon Web Services XIBH Y4 aiK P A A2 ME—K,
s BMAEBEAREFHE, NEFE, BFEMNTRIZ% ().
s BMEKEXLANT 1 3 255 NERFZIE,

« BMEXDKNE, Flm , BALLSAES® BN myContainer |, X #HR&E R mycontainer ,
NIXLEZREME—0,

- RREECERTITESDR

BIEARS

B LR8N Amazon Web Services IEF 813 &% 100 NASF. BB EEREN X SR K RE
CAIE—NBRPHRERTED 10 M5, WA, BEAUAEEN RS LEEEHENTTIR,

® Tip
& LAE AWS CloudFormation #Ex Bz 8122 &85, 1iZ AWS CloudFormation R EE H
N APIREMEIE : 0BRSS, REBBHBEERICE. EMRIASRER, FMNERERXE

BERWEAN 9


https://aws.amazon.com/mediastore/pricing/
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(CORS) REEURAMNREWEALR KK, BEXEZEL , HSH AWS CloudFormation
PR .

plEASE (2HE)

1. 3TFF MediaStore ##|& , Wit hitps://console.aws.amazon.com/mediastore/,

2. 7 Containers (&8%) TUHE L , %48 Create container (| &88).

3. XTF Container (B8) 8% , MARENENR. BXEZELR , BRI EAN,
4.

%R 81 A35. AWS Elemental MediaStore A AMIMEBIBR[IIERF, H , BRSNS
Creating (IETERIE) , ZBMREBZE N Active (EEK).

BIEAE (AWS CLI)

« T AWSCLI &, ffH create-container 8% :

aws mediastore create-container --container-name ExampleContainer --region us-
west-2

LTRHIERTIREE :

{
"Container": {
"AccesslLoggingEnabled": false,
"CreationTime": 1563557265.0,
"Name": "ExampleContainer",
"Status": "CREATING",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer"
}
}

EEAXRERNEMAER

RENHACESERR/RE, KR T R, ARN MalZetE,

EERHBEAMEER 10


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-mediastore-container.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-mediastore-container.html
https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

EERBHEMES (24 )

1. $TF MediaStore ###|& , MR https://console.aws.amazon.com/mediastore/,

2. 7 Containers (A88) MHE L , EHREAB[N B,

AR E AR FAEENE. WREDAFHNERD

* Objects (X&) & , HRFIH T RIBRPHXNRMIHXK,

« Container (A88) K2 , EPERT ERBH[RBNE T RRA R, BRARRBENE
B, FEHBREER,

EEABWIEMES (AWS CLI)

- TEAWSCLI # , ifH describe-container % :

aws mediastore describe-container --container-name ExampleContainer --region us-
west-2

LTRRGIERTIREE :

"Container": {

"CreationTime": 1563558086.0,

"AccesslLoggingEnabled": false,

"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",

"Status": "ACTIVE",

"Name": "ExampleContainer",

"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com"

}

EFRRIIR

B EE EENK S REN AR SR TR,

EFERSFIR 11


https://console.aws.amazon.com/mediastore/
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(AFER)

ERARIE (2FA7)

«  3TF MediaStore #Z#|& , BHER https://console.aws.amazon.com/mediastore/,

LBt E 7R Containers (Bg8) WH , AL T 5EHK XK FIE RS

EEREFIR (AWS CLI)

e TEAWSCLI# , A 1list-containers %,

aws mediastore list-containers --region us-west-2

BTRAIERTIREE :

"Containers": [
{
"CreationTime": 1505317931.0,
"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com",
"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExamplelLiveDemo",
"AccesslLoggingEnabled": false,
"Name": "ExamplelLiveDemo"
},
{
"CreationTime": 1506528818.0,

west-2.amazonaws.com",

"Status": "ACTIVE",

"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",

"AccesslLoggingEnabled": false,

"Name": "ExampleContainer"

ERERBRIIE


https://console.aws.amazon.com/mediastore/

AWSJTT % MediaStore CRPER)
I BR A 25
/R ]

B RBEER BRI BEN R EM R,

MERA R (#2HE )

1.  FTFF MediaStore ##|& , Mt Jy https://console.aws.amazon.com/mediastore/,
2. 1f Containers (B88) MHE L , B AF[AMLMAIED,
3. #%§F Delete (HiBR).

HHBRZ 25 (AWS CLI)

« T AWSCLI A, {#MH delete-container % :

aws mediastore delete-container --container-name=ExampleliveDemo --region us-west-2

e AREE,

HHIBRA 85 13


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

AWS Elemental MediaStore AR SR

AU T — RSN KB AT AWS Elemental MediaStore &8

c AERB-ZENBERAME XXM RWIFREINE, MediaStore iRiE T RIAEKE , AFAFRER
25 L ITFTE MediaStore 1., WERKIEEXIUEN HTTPS ITFREIRIE. RIBRRSZE , B LL
REBARRREE,

- BRARFEHLZ (CORS) KT AWRE —NMINEFE Web NARFERS —MNEIHFHNERR
B, MediaStore iR E2RIA CORS KH#E,

- IB#EEE - £ MediaStore [@] Amazon CloudWatch &3%E#5. MediaStore Fi% B ERIAFEFR KR,

o WREMEPER - BHITRIE MediaStore BEFH R B ZKAHE, MediaStore Fi%BEERIAN RED
BRRRE,

AWS Elemental MediaStore & ) & 255K BS

BIARBE-NTETRFENEE , ZRBEEN ZBRPORE XX RO TRRR, B30
BB A SRV ERIA KRS L 1F 15 R B 88 L AT E AWS Elemental MediaStore #4E, EiEELHFRIESR
X TREFE HTTPS B9%H. HRIBRR /A , B0 BN IR 1Z5 2507 KL

BEMLIEEN REGEHER , LERKATERRRPN RO HNE. ENREFEEENRKN
HzfE , RES/MER[HPRRN R

B

£

I

BRHBR
mERERR
« RBIBEBERE

n)fE
R

én
u)iE
=

ER B RS
A LA R A AWS CLI B8 RBHE T RRNEK,
EERHEMK (24H8)

1. 3TFF MediaStore ##|& , Wit hitps://console.aws.amazon.com/mediastore/,

2. 7t Containers (A88) WH L , EEBTEM

AR 14


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

(AFER)

WA FHERABFMAEENH. KEFERTE Container policy (B23 K ) &2 H,

EEREEM (AWS CLI)

« T AWSCLI ¥, £/ get-container-policy % :

aws mediastore get-container-policy --container-name ExampleliveDemo --region us-

west-2

LTRRGIERTIREE :

"Policy": {
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root",
1,
"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject",
1,
"Resource": "arn:aws:mediastore:us-
west-2:111122223333:container/ExamplelLiveDemo/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"

EERRRK



AWS T % MediaStore CAPiEm)

Y 8 2 B R B

IERBUREBRUIAR R R R AR |, th AT LGB B AMIARBNH R, TRBEREELIHRMAEE

8

IRERERRE (2F 8 )

1. $TF MediaStore ###|4& , MiLA https://console.aws.amazon.com/mediastore/,

2. 1f Containers (B88) ME L , EERFEW.

3. ERREXREK, BXERMTREFRENRNRHA , F2ZHthe section called “R I A 2R K,
4. BITEHNER , RAFERE Save (IR1F).

YREBAS SR EME (AWS CLI)
1. BIE—NMNENBRIRBEHNXMH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal": "*",
"Resource": "arn:aws:mediastore:us-
west-2:111122223333:container/ExamplelLiveDemo/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"

2. TEAWSCLI # , M put-container-policy % :

aws mediastore put-container-policy --container-name ExampleliveDemo --
policy file://ExampleContainerPolicy.json --region us-west-2

RIERER R 16


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

e BIREE,

B A B R B
BTFREIERTHNTEMAFAREZRNTRRE,

ES ]

« ROIBERRE | FIA

- ROIBRERE  BY HTTPS WA HIFEIL RN R

o TPIBRRRM B HTTP 5 HTTPS B2 LR EUA R AR
- RPIBIRER S8 A HTTP WEEIK SR E B X R
- REIB/ER BT HTTPS WEIK - SREA R R
« ROIFIBFERE XA YK, REA FXER

« ROIBBFERE  NACHNEK, T2 1A RNER

« ROIBERRE  RENEZE IP bt #9157

I B AR - RRIA

LB AR , AWS Elemental MediaStore 2Bt iNA TE T &R FE -

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "MediaStoreFullAccess",
"Action": [ "mediastore:*" ],
"Principal":{
"AWS" : "arn:aws:iam::<aws_account_number>:root"},
"Effect": "Allow",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition": {
"Bool": { "aws:SecureTransport": "true" }
}
}
]
}

T B SRR 17



AWS T % MediaStore CAPiEm)

ZRBERNETZERST , BLELTFRE, BR , RMUANERPHIRESEER TEHFHNET
— 3, WA LARE R 2R LR RES,

72 EEIFR A R SRR IAKES R 1F15 B B85 LAY A MediaStore #R1F, TEELTREAN TRESE
E HTTPS 5% H.

ROIAREEERE @ HTTPS B9 HiHUA B AR

LRI R F AP BE HTTPS BREEN R, ©EBIEZEH SSL/TLS &EH |, XHEMAH
ARFREGRNER , S RASGHRIEINAFNEZRF (RXBXNAF ). ZIBEAEEEN
PublicReadOverHttps. EAWHEEANR ( BRRFEFWREHR * #87F ) LA GetObject M
DescribeObject #&E, BEENRFRIEEN TRIEFTE HTTPS BW&H

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
}
]
}

ROIAZREKRE B HTTP = HTTPS Y2 #iEHUA R £ BR

HRBIRBEATFEERANR (EREBERNKRKER *EE ) LiFF GetObject M DescribeObject
BE, ENEAARAFRIARNE , SEMELYSHRIENAFNEZARF (RKBFRNAF) -

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "PublicReadOverHttpOrHttps",

A B SR A 18



AWS T % MediaStore CAPiEm)

"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],

"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",

"Condition": {
"Bool": { "aws:SecureTransport": ["true", "false"] }
}
}
]
}

TOIARSEER 2B A HTTP BV EEMK & i=ELA A X R

LESRBIRRE VPR P EY HTTP BREENR. EXNEAEKS HRNRNET S HRIEA S LY
LA RIMNBR, A SSLTLS i R A FERSFHFLEENR !

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "CrossAccountReadOverHttpOrHttps",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::<other acct number>:root"
.
"Action" : [ "mediastore:GetObject", "mediastore:DescribeObject" ],
"Resource" : "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition" : {
"Bool" : {
"aws:SecureTransport" : [ "true", "false" ]
}
}
11
}

TOIAR R - B HTTPS KBS IK 7 3R ER 1A 8] AX BR

LRGIREE RIFEHEE <HKkS> WRAFPMAENEANR ( RRBENKER *1EE ) LiFRE
GetObject # DescribeObject ##E, TEELHHEEN FREFTE HTTPS W&EH .

A B SR A 19



AWS T % MediaStore CAPiEm)

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CrossAccountReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:root"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
hame>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
}

REIARRRRRE - XN AR EK S =S R R

L RBIREE R TFER <PIEEKS> FTAENEANR ( BRERNKRER *EE ) LiHE
GetObject M DescribeObject B, ©X <HflkS> HNEMAF AFLIGEAR , 512 %K
FEEFEE <AGEH> PIEENAE .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountRoleRead",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
}
]
}

A B SR A
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AWS T % MediaStore CAPiEm)

THIRBERE  NAGHBKS T2 RNR

LRGSR B SRV IK S U5 R R A EFIK - RV E AN R , REZAFBET HTTP B REIA, BT
FSIK 1 EAXBRAESE HTTP 5 HTTPS MilBR. THRANBEEXNR , ABEZXNMNKFEEEEENASR

- —MBHAR CrossAccountRolePostOverHttps, BATFEFEMN K LIAE PutObject #
&, HEREEKFNEMAFR AFRIFENR , AIRRZKF E2HEEE <AREH> HEENA
B, CEELHREENTFREFE HTTPS HNERM ( LFRHERMEIT PutObject KYIHE A PRAT 4
MIRALEEEN ) o

B’EZ , EEBKFIHENBENEMERAZBALIGR PutObject , BEREEET HTTPS #1TiH
@],

« E=-/MBEAR CrossAccountFullAccessExceptPost. ©AFEEAXS &K iR
PutObject ZAWFIERIE. EXNEEKFNEMAF AFLBENER , SIR2ZKSE2HEEE <
ABREM> PIEENAG, LHRIEERTREFE HTTPS &4,

mEZ , EEBK/ AR RNEMIKSEAILLAGR DeleteObject, GetObject &
( PutObject BR%\ ) , MEREE HTTP 5 HTTPS H4TLIRE,

MRENEZMEDHREEER PutObject , MIZFBAFA2ER (RIMREE PutObject , &
I HTTPS EXRENZH ) o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountRolePostOverHttps",
"Effect": "Allow",
"Action": "mediastore:PutObject",
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
nhame>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
},
{
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AWS T % MediaStore CAPiEm)

"Sid": "CrossAccountFullAccessExceptPost",
"Effect": "Allow",
"NotAction": "mediastore:PutObject",
"Principal”:{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container

name>/*"

}

TOIAERREE - FREIXIEE IP bt A58

L RBIFRE RS EIREERESE T RIFEFTAE AWS Elemental MediaStore ##4E, B2 |, BERATK
B&REFHIEEN IP #tiutBHE,

HEAPHEREREE AR Internet MARZ 4 (IPv4) IP #4itSEE 198.51.100. , RB—MIS)
198.51.100.188,

Condition $RfEMA IpAddress # NotIpAddress &HLAK aws:Sourcelp A (X2 AWS 5B
B M%), aws:sourcelp IPv4 EEAHRE CIDR R <%, BEXEZELR , H58 (AM AFE
Y T IP #hi R EEA,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccessBySpecificIPAddress",

"Effect": "Allow",

"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject"

1,
"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/

<container name>/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"198.51.100.0/24"

iy
"NotIpAddress": {

A B SR A 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

AWS T % MediaStore CAPiEm)

"aws:Sourcelp": "198.51.100.188/32"

AWS Elemental MediaStore R ERBIRHELZ (CORS) KR

SRTFRLE (CORS) EXTE—NIPMBENEF iR Web NARFES —MIFANWRRRENS
o AWS Elemental MediaStore F1#J CORS X 1Fit & 7] LL{E A MediaStore Hi2FEEHF FiF Web
NARRF , BEaTiE& 0] BUER M R EIR T R S0 RIR.

(® Note

R EE A Amazon CloudFront MEHE CORS KEEHNARPIEAR , BSHERAEE AWS
Elemental MediaStore 2 Bt ( SREHEBERFITHRKIRE CORSHIR ) .

AREBH R CORS B, BEBNFEMMES FEH AWS Elemental MediaStore 12 #| A A REFH
R A MediaStore REST API f1 AWS B#4F 4 TES%EH CORS,

ES ]

- CORS ERZEMFZE

* }f CORS XKMHFINEIA 2=
- &%& CORS X

- %% CORS X

- Bk CORS XK

« ¥F&E CORS [/ &

- ~fil CORS X

CORS ERARMIF =
BATFRH%MEM CORS WRAHR :

- FR1: RIFEFFER R LiveVideo B9 AWS Elemental MediaStore &85 4 & 358
RAERAT, EHAFEMEER (W http://livevideo.mediastore.ap-

CORS B 23


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/live-streaming.html#video-streaming-mediastore
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/live-streaming.html#video-streaming-mediastore

AWS T % MediaStore CAPiEm)

southeast-2.amazonaws.com ) MNEMHTEF L LIHT R www.example.com, BHEMF
F JavaScript fSTIBMEENT KRR FHRIULH GET M PUT BRIFRIE B LB ESHI MR, X%
25 — AR &P IE JavaScript AFIXEER | BEAAEREE LI]RE CORS REEUE XK iFkH

www.example.com BYIX LK,

« BR2: RIREEBET MediaStore RHREEEHF R 1 FHEEMNSMRAEHR  BREAKREE
fRAVIER . SR LAECE CORS KEER A VFEBEAF (*) IR , LAER B EMNRAYIE R AT LA R M55

¥ CORS KRN INE| A

A7 B an G R R IR 2 = (CORS) ELE R NEl AWS Elemental MediaStore 28§, CORS £
—NEHMEHE i Web BARFES —MIPHN R RH#HITRE,

ERNAREENAFERER , 5 CORS KEERMEIERZR, CORS RME XA THRIRR ( AVFHH
BER) . BNRZIEHERE (HTTP 3% ) MEARERESENAN,

F CORS RESAMEIBIRE , DERE (EFIXNBBNIARMNR ) FHEER,
R 1IN CORS %M (#2414 )

1. ¥TF MediaStore #£#l& , ik A https://console.aws.amazon.com/mediastore/,

2. 1£ Containers (B88) WHE L , EEFEENHAIE CORS KRN AR E N,

WA NE RASRFAFEEH,
3. % Container CORS policy (B2t CORS %K) &85+ , 1&£#F Create CORS policy (812 CORS %
B)o

4. A JSON #&NHIKEE | R/FIEE Save (IRF).

¥~ CORS RE& (AWS CLI)

1. BIE—1EX CORS HMHY X H :

[
{

"AllowedHeaders": [
nmin

]I

"AllowedMethods": [
"GET",
"HEAD"

NIl CORS XM 24


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

1,
"AllowedOrigins": [

"

1,
"MaxAgeSeconds": 3000

}
]

2. FEAWSCLI A, M put-cors-policy o

aws mediastore put-cors-policy --container-name ExampleContainer --cors-policy
file://corsPolicy.json --region us-west-2

FID 'I'J/Qﬁ IEHEO

&EEH CORS XK#g

BRAFHE (CORS) EXTH—NMIARMEME ik Web RRAEFES —MEHNBERRXENTS
o

E%& CORS X (2#8 )

1. 3TFF MediaStore #2%|A& , Wit https://console.aws.amazon.com/mediastore/o

2. 1f Containers (B28) ME L , XBEEEFH CORS KN B BN B

FHAAFEMEETTHE , HP CORS FEE{L T Container CORS policy (&85 CORS K #) Zf%
.,

& CORS %M (AWS CLI)

- FEAWSCLI A , £/ get-cors-policy ¥ :

aws mediastore get-cors-policy --container-name ExampleContainer --region us-west-2

BLTRRGIERTIREE :

"CorsPolicy": [
{

& & CORS kR 25



https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

(AFER)

"AllowedMethods": [
"GET",
"HEAD"

1,

""MaxAgeSeconds": 3000,

"AllowedOrigins": [
" n

1,

"AllowedHeaders": [

i n

]

YREE CORS XK

BRAFHLE (CORS) EXTH—MIARMEMEF ik Web RARFES —MEHNBERRXENTS

o

Y% CORS XM (2%5 )

1.  FTFF MediaStore #8#l& , Mt https://console.aws.amazon.com/mediastore/,

2. 1£ Containers (B28) MHE L , R EHRBEH CORS KN B BRN B

WA NE RBSRFEAEETH,
3. 7t Container CORS policy (B2% CORS %) 385+ , %% Edit CORS policy (473 CORS %

Hl%)o

4. FHERL , AFIERE Save (R1F).

Y548 CORS %M (AWS CLI)

1. BIE-PEXEH CORS REEH M :

L
{

"AllowedHeaders": [

g n

]I

"AllowedMethods": [

%% CORS g

26


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

IIGETII ,
IIHEADII

iF
"AllowedOrigins": [
"https://www.example.com"

1,
"MaxAgeSeconds": 3000

}
]

2. FEAWSCLI A, M put-cors-policy o

aws mediastore put-cors-policy --container-name ExampleContainer --cors-policy
file://corsPolicy2.json --region us-west-2

FID 'I'J/Qﬁ IEHEO

i B& CORS K HE

EREIRLE (CORS) EXTH—MEPMBENEiK Web NARFES —MNEPHNHERRXEN T
Ho MIERAEZRPH CORS KT BRES R E RV R

MIER CORS %M (#2H & )

1. 3TFF MediaStore #2%|& , Wit https://console.aws.amazon.com/mediastore/o

2. £ Containers (B8%) WE L , “EFEMBRE CORS KEEHN A A M.

RPN E RASRIEMAEENH,

3. 7 Container CORS policy (A28 CORS %) o H , %% Delete CORS policy (HilBk CORS %
BE)o

4. 1% Continue (#£4£2) BAHEIA |, AR/FIEIFE Save (RTF)o

fhiBk CORS % B (AWS CLI)

- TEAWSCLI ¥, £/ delete-cors-policy &%

aws mediastore delete-cors-policy --container-name ExampleContainer --region us-
west-2

Bk CORS M 27


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

e BIREE,

HEZE CORS @&

WMRELFEESE CORS REMABRITBIBIMTA , BRITU TS RUGE R,

1.

I0iF CORS KR BMINEIAES.

BXHE , i3 the section called “&%& CORS F B,

FERAEENTE (MAIRBHFRAREEE ) BIRTENERNEEL, WIEFM NEIR[H
CORS RBEABELEE N EERKIBITER CORS AN , MR

a.

WIFERREESR Origin 5k,

WMRERDZIRL |, ] AWS Elemental MediaStore A2 iFRMWABERIFER , HEFLERR
&% E CORS M Ri#Rk,

WIFERPH Origin ARk RESHE AllowedOrigins R EL —4 CORSRule JTET
[T

Origin ERFFLFMF R, EHHMFEABELME AllowedOrigins HHY CORSRule

PCEL, flan , a0Ri%E CORSRule LAAFIR http://www.example.com , MiERAHY
https://www.example.com Hl http://www.example.com: 80 JRSHE & [ iFHIRE
UL

WIFERFAEZE (XN FHRIER , 7 Access-Control-Request-Method FIgEF
%) A NHERE AllowedMethods H A CORSRule JTEZ —o

FFHFER , MMRIEREE Access-Control-Request-Headers #rk | BHRIEX T
CORSRule ¥Rk HHIEME , AllowedHeaders 2ESEE Access-Control-Request-
Headers %8,

4 CORS KR

LTREIERTBRERLE (CORS) K,

E&
R 5 CORS KB - {Efali Ay s BR i B AX R
5] CORS KRR - 15 E Y R ER I B AR

R

28



AWS T3 MediaStore (APiEm)
R CORS KR : fE{AIIZIAY REN TS (R A R

LU R B 7 VF R B RS M T FE AWS Elemental MediaStore BsP AR, BRIIERBRKE
MIFRAE HTTP #53k , BRS{NIERIK B RI{EA HTTP GET Fl HTTP HEAD R, EXIHNEREZ
Bl , F&1F 3000 BHVE R,

[
{
"AllowedHeaders": [
nak
1,
"AllowedMethods": [
"GET",
"HEAD"
1,
"AllowedOrigins": [
e
1,
"MaxAgeSeconds": 3000
}
]

5 CORS KB : 43 EF AV IEZEL A X PR

AT RBE ¥R B https://www.example.comfy M ITT# % AWS Elemental MediaStore A&5F
NB, HREIERBE https://www.example.com BFFE HTTP #5k |, BREAIEAIKRH https://
www.example.com #§ HTTP GET fl HTTP HEAD &R, R REZH , [HEF 3000 ¥
2%,

[
{

"AllowedHeaders": [
nmin

]I

"AllowedMethods": [
"GET",
"HEAD"

]I

"AllowedOrigins": [
"https://www.example.com"

1,
"MaxAgeSeconds": 3000

~5) CORS ZH & 29



AWS T % MediaStore CAPiEm)

}
]

AWS Elemental MediaStore &1 9% &R 4 #n J& HA 5K B

XTEANRSR , BTNE-IMNREGAPERR , ATEENRETRTRNZFHSKHE, IR
R BIEE R B KETBRET , AWS Elemental MediaStore FFilBRIT R, B UBEBIBRTEEZENXR
KT B 17 AN

#&3&8 T LUE E MediaStore BEN KK E —EHREFEBH B TLEFE (IA) FHEH, FHE IA
FREPONREFEHREMEEHERERPFONREETANEHENRRER, BXEZER |, H5H
MediaStore Eto

— AN REGARREIEAN , AR FXAREENROERER. (ETEENREDFHRE
DEEEIHR ) o XT—IERR , BREMMN— AN REGAHERRE , BETUAGEINNREGEAH
RERMEZES 10 MM, BREZER , B2RAXNREG P RMATEK.

F&

« WA EH KA A K

« AEFFMNRE D HEK
- ERENREGEHRRE

- BN REGEHRRE

o MIBRIS R4 6n /B H SR S

o BB RE R H RIS

X &R A A B B SR AR Y AL AL

NREMBAHERATEENRBE AWS Elemental MediaStore RS8R R ZERATE. BIANREGE
HIRBA—RBSEHANAR , ANIERTNKRNWEGEAH, —PIANTUNAR —PXHER, S4HAXH
RFBENBER.

MNF—NEER, BTN -—IMNREGAPRRRE , MASINNRESARRBILETEHS 10 ™M
W BREEFNREREYREDELEEIT R,

X &R A An JE) A SR R g9 AL
SER LA = FpSR BN

NREmEHREM 30


https://aws.amazon.com/mediastore/pricing/

AWS T % MediaStore CAPiEm)

- BRASBIE
- BIBRX R
- R

BRASHEAN RN RRENE/LDHALH, WRANMGER THERBERERINE B RPHX
K. MediaStore JREFEE 20 7 ¥ BEXT B 85 LA #T KK

B S BAEVAN R TR

{
"definition": {
"path": [ {"wildcard": "Football/index*.m3u8"} 1,
"seconds_since_create": [
{"numeric": [">", 120]}
]
1,
"action": "EXPIRE"
1,

BAHBEANEG =82 :

« path : FRZREN wildcard, BRI UFERALIBDRE L ECERBRMLN R, HBAISUEE
A= NRENBEF , UES () TTF. BNBEEFRT 0 MNEISNMNFRNEELSE. H
w, "path": [ {"wildcard": "Football/index*.m3u8"} ], S&HTF Football
XHRPE index* .m3u8 WX TEAYFTA XM ( HlE0 index.m3u8, index1.m3us8
index123456.m3u8 ) « ENANHPHZZALUEE 10 & BE.

« seconds_since_create : JB&IRE RN numeric, ALIEE 1-300 WHE., LALUNEEFERE
AKRF ) BRATFET (>=),

« action : BRAIZEN EXPIRE,

X FBRSHEAN (NRENVPHATH ) |, EXRIHMBIERN R BRBLER,
(® Note

SHRABEANARHONRATIERLE list-items M F, kA, BT IEet 2RI N 7S HA
AN RET IR R 2 & H CloudWatch E44,

NRE R AR 31



AWS T % MediaStore

i BR 3 &R

(AFER)

BB KNG RKRERNE/LR AL, EANERATFRBTIOMENR , IECIIECIEERRE
ZHERMBIBRRFENI, MediaStore NAFKRKBEZEE 20 08 , BNBRFERNRATAE
EEKIR 24 /AT,

I BR 3 SR AT SN R B AT AR

{
"definition": {
"path": [ { "prefix": "FolderName/" } 1,
"days_since_create": [
{"numeric": [">" , 5]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [ { "wildcard": "Football/*.ts" } 1,
"days_since_create": [
{"numeric": [">" , 5]}
]
1,
"action": "EXPIRE"
}

MR KAMNE=NES -

« path : REN prefix & wildcard, &FeeER—MAUFRA prefix Mwildcard, MRERH
RERME , MATA prefix BB —FKMN , 3 wildcard $IHBIE—FHN |, 0 EEHRBIFT
o

« prefix - MREMERSEXHRPNAAERNR , MR RERN prefix. WREZSBAZE
("path": [ { "prefix": "" } 1,), WEHKRIHNABANTMAUEEHENAMENR, &£
MNP RS EE 10 % prefix R,

« wildcard - IREEFXH BN/ XHRBBIBRIFENR , MFERFIREN wildcard, &
AUER— MRS NBEMF , UES (*) ®XT. BNEE/FRT ONISNFRNEELHE. fI
m, "path": [ {"wildcard": "Football/*.ts"} ], AT Football X#XkmhkE
* ts WEXTENFTEXH ( HlL flename.ts, filename1.ts # filename123456.ts ) o AN

PHEZALEE 10 % wildcard BE,

NRE R AR 32



AWS T % MediaStore CAPiEm)

« days_since_create : JHKIRE N numeric., ATBAERE 1-36,500 KW {E., ttAJLUEEFIRE
AKRF ) BAFETF (>=).

« action : B&KIRE N EXPIRE,

FNFREBREFRAN (NREJLRKZHIE ) , ENRIBHFABBEN Rz B LBKEF S, B2, —B
FNERTH , KERSTENRETIC, Hlan , REFEAIBHMNIEE 10 days_since_create , MEX
KRBT 10 2f5 , BMEZNRERBIBR , ZKFETEANEZLSTEA,

4 fn B AR

EmBEAREEANSENRITERNEXE —EHR ( UXKITE ) BBITFLXERME (IA) F#EEH,
FHEIAGTEEPFINREEHENEFHEPHONREETEANFHARERR, BXEZER
&2 % MediaStore ET

MR—EBHE A F#HEKP , REEEBLEIREF#S,

A AREEANERTFREBHNMENSR , BMFEEIEREFER ISR NEAEhb 210
b, MediaStore RIFFTERBRZEE 20 740 , ENBIJ[HBERIRITEZEEKIE 24 /Mad,

TERN — Mt B RERAN RE

{
"definition": {
"path": [
{"prefix": "AwardsShow/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]
1,
"action": "ARCHIVE"
}

£ HEMERAN DL = S

« path : REN prefix = wildcard. BFeEER—HMUFRA prefix Mwildcard,. MREMF
REARE , MAIA prefix I —FN , B wildcard 1S —NFN,
« prefix - IREFBEXHRFNAMEN KB E IA F#EE , WA LU path iIRE N prefixo
MRZSHAZ ("path": [ { "prefix": "" } 1,), WEHRRHENBSEANEAMNERE
WATEN R, BENMNANAHZRZSALEE 10 & prefix BE,

NRE R AR 33


https://aws.amazon.com/mediastore/pricing/

AWS T % MediaStore CAPiEm)

« wildcard - IRERFEXH B/ XHEBFHEN KRB E IA 763K , W ATLUF path
REHN wildcardoe BAIUFEA— MRS NEERF , UES () ®XTF. BNEBEEMFRT 0 NI
ENZHNEEAE, HlE , "path": [ {"wildcard": "Football/*.ts"} ], &H
F Football X#kipE * . ts WEXEENATEXH ( FlA0 flename.ts, filename1.ts
filename123456.ts ) o EAMUPHRZ AT E 10 & wildcard B,

- days_since_create : &I ERN "numeric": [">=" , 30].
« action : BB&IZERN ARCHIVE,

e

BRiE—1EB N LiveEvents AR/ EBENFXH4X : Football, Baseball, Basketball
AwardsShow, B4 LiveEvents XXM NREGEAPRETRERLTFUOTREA :

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [ { "prefix": "AwardsShow/" } 1,
"days_since_create": [
{"numeric": [">=" , 151}
]
I
"action": "EXPIRE"
I
{
"definition": {
"path": [ { "prefix": "" } 1],
"days_since_create": [
{"numeric": [">" , 40]}
NREMABRRIEAIAR 34



AWS T % MediaStore CAPiEm)

]
.
"action": "EXPIRE"
.
{
"definition": {
"path": [ { "wildcard": "Football/*.ts" } 1,
"days_since_create": [
{"numeric": [">" , 20]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"wildcard": "Football/index*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [">" , 151}
]
.
"action": "EXPIRE"
.
{

"definition": {
"path": [
{"prefix": "Program/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]

iy
"action": "ARCHIVE"

LRARBIEEATAR :

« NN R AWS Elemental MediaStore Mk 7 LiveEvents/Football#
LiveEvents/Baseball X #X it 28 KEIX R,

« FEANMMNIIERIBSHBRIFMEE LiveEvents/AwardsShow 4R FIAZIHEIL 15 REFT R,

NRE R AR 35



AWS T % MediaStore CAPiEm)

« BE=MANETRSMERFEE LiveEvents BEEFEMEFET 40 RN R, XEMANEA T
EEFMHHE LiveEvents RERFNFHEZBR[EN T XFREM—NFHRR

« EMOAMRANIETRSMER Football X#RAHPERK * . ts TLEAET 20 R R,

o BRNMHNIERIRSMBR Football X#HXHE5#E index* .m3u8 FEEHIET 15 W R, 7E
XETHRAREG 16 ¥, MediaStore &1 FEH MR,

« BAFZMNIERERSE Program XHRPHIXIRIAE 30 KEFEBIE IA 73K,

BANRERABRBNES RO |, ESHARHIX R E M,
ABEBRDIX RE o F IR

NREGEAPRBE LB ULUEENRERS[TEFENN K, BB NMSHEY , Y HEH
J& , AWS Elemental MediaStore 2MIBRN R, REZFFZEKEE 20 DB FEXN BEI N AT K,

BXruAmEEnBAPRRBNES , BSRANREGEABERBAAR,

(® Note
NFREBRN KA (NREJLRZALH ) , ENRISEAMBIBRXN Rz E TESBEEF
B. BR , " BEXREH , KERMS I RET(, flan, MREGBAHRMIEE 10
days_since_create , MIEXNRET 10 2/5 , MEEZNREEARBER , ZEKFEEENEX
R

AN RAE AR (2EE )

1. ¥TF MediaStore #£#l& , kA https://console.aws.amazon.com/mediastore/,

2. 7 Containers (B8) NHL , ERENHUENREG AP RBNERNE N,

LA E RR B FEHAE ENH,
3. 7& Object lifecycle policy (I R4 EEIFKEE) T , %% Create object lifecycle policy (812Xt
REMEHAKEL),

4. fEA JSON AW EEE , R/FiEFE Save (RTF).

ANIIR R AE an E HA K B (AWS CLI)
1. BB, ZXHEXRERFRE

NN 5 A an B B SR G 36


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

(AFER)

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"wildcard": "AwardsShow/index*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [">" , 8]}
]
.
"action": "EXPIRE"
}
]
}

2. TEAWSCLI A, A put-lifecycle-policy % :

aws mediastore put-lifecycle-policy --container-name LiveEvents --lifecycle-
policy file://LiveEventsLifecyclePolicy.json --region us-west-2

e TREREE, RSERFEERN KK INBIRR.

EENRE AR

NREGEAHRBIEENRUERRTREWEHE,

EENREGAHRER
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AWS T % MediaStore CAPiEm)

EENREWEAYRE (2HE )

1. $TF MediaStore ###|& , MR https://console.aws.amazon.com/mediastore/,

2. £ Containers (BgF) MHL , EREEFHNREWEARRBEHNAREZN AN

BEENHIM A B ¥ ME B TNHE , £ Object lifecycle policy (M REMBEIFER) BoPERTHNRE
A HARRE

EENREGEHRR (AWS CLI)

- T AWSCLI#F , £ get-lifecycle-policy @% :

aws mediastore get-lifecycle-policy --container-name LiveEvents --region us-west-2

BTRAIERTIREE :

{
"LifecyclePolicy": "{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
1,
"action": "EXPIRE"
}
]
v
}

YREEXY R A n B HA SR g

BEERBIENNREGARRRE, B  BUTNBYL LE - M ERRBKEXINERKE, RSHEK
FE 20 7R BN EH AT RS

RN RE A HAR R 38


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

mENREWEARRE (2H8 )

1. $TF MediaStore ###|& , MR https://console.aws.amazon.com/mediastore/,

2. 1£ Containers (A28 MHL , B ERBENREGEAHRENAZNE M.

P E RA R EAEETE,

3. 7£ Object lifecycle policy (R4 EEEKER) T 7 , %E#F Edit object lifecycle policy (4REX R
4 B HA SR R

4. FERRREE , RFEE Save (R1F).

RN RAE W AR K EE (AWS CLI)
1. QIBE—AXH  ZXHENEHMONRERF R

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
{"prefix": "Basketball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
.
"action": "EXPIRE"
}
]
}

2. TEAWSCLI A, A put-lifecycle-policy % :

aws mediastore put-lifecycle-policy --container-name LiveEvents --lifecycle-
policy file://LiveEvents2LifecyclePolicy --region us-west-2

e TREREE, RSFJIFEEMRBEMINBIRR BRI BTH R,
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

(AFER)

AR BR XS 2R 4 i JE) A 2R

HIEMBEXN REDEH RN |, REHKFE 20 2R ERZARE R,

BRI RA& an B AR RE (12%A )

1. 3TFF MediaStore ##|& , ML hitps://console.aws.amazon.com/mediastore/,

2. 1£ Containers (A2%) WH L , R ERBREN RE G AR RN BZNE M.

3. 7£ Object lifecycle policy (N R4Ew BB KEE) To |, &R Delete lifecycle policy (MR a5 B HA

RHE)o

4. 1%$F Continue (#£2) LIFAIA , AFIEIE Save (RF).

I BR 3T R4 o B HA SR B (AWS CLI)

« FEAWSCLI ¥ , £/ delete-lifecycle-policy &% :

aws mediastore delete-lifecycle-policy --container-name LiveEvents --region us-

west-2
Lo s%EREE,

B3 B A n A H SR B

LU B RPN R B HA KB

ES ]

s RO REGEHRM

EILRAEH

o R4 AR R

 E/LRAEH

o R4 AR R

B ETLE LR FMH#E

s RO REGEHRB

ZAHN

s RO REGEHRB

PR

T BR 5R 4 i JB) A R g
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

(AFER)

RN RE AR - £V ASH

LT REE 248 R MediaStore BIBR#H 2 LA TRIERMAHINR :

- ERBERZERMBEREF,
- TEfE7E Football X #XKH,
- B m3u8 XHT RSB

- EEAHPERET 208,

{
"rules": [
{
"definition": {
"path": [
{"wildcard": "Football/*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [ ">", 20 1}
]
},
"action": "EXPIRE"
}
]
}

XNREWERE RO - EILRATH
LT R 28R MediaStore MIBR#A 2L TATESRAHINR

- TFfE7E Program X ¥k
- BR ts XHT RS
- CHEBRPEFRER 5 X

"rules": [
{
"definition": {
"path": [

RIS R A B S SR
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AWS T % MediaStore

(AFER)

{"wildcard": "Program/*.ts"}
1,
"days_since_create": [
{"numeric": [ ">", 5 1}
]
.
"action": "EXPIRE"

HRAEBEMER RO BHETRHHREHE

LT REE 218 R MediaStore FiAE 30 RN KRB B FLELE (IA) FiEXHP, FEE A FERF

M REFHEEREF#ERF E@Rﬁ%ﬂiﬁ’f’lﬂﬂ’ﬂﬁﬁ%%ﬂ#ﬁ?& ®EER,

days_since_create FERMAFIZENRN "numeric": [">=" ,30],
{
"rules": [
{

"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]
1,
"action": "ARCHIVE"

R REWEHRE - SN

LT KB4 1 R MediaStore HITUA T84k -

« FF7E AwardsShow XX FFEMIEE 30 RN RBIHFTLXEHNH (IA) F#EEH,

« BIBRXHFY BA 7 m3u8 BT Football XHRApFM#EER 20 WA R

RIS R A B S SR
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AWS T % MediaStore

(AFER)

o MIBRTE April XHRAPFFHIEE 10 RPOITR
- MBRXHET BEN ts B Program XHRBPFHIEE 5 ROTR

[ ||>:|| , 3@ ]}

"Football/*.m3u8"}

L ">", 20 1}

[ ||>||’ 1@ ]}

{
"rules": [
{
"definition": {
"path": [
{"prefix": "AwardsShow/"}
1,
"days_since_create": [
{"numeric":
]
.
"action": "ARCHIVE"
.
{
"definition": {
"path": [
{"wildcard":
1,
"seconds_since_create": [
{"numeric":
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"prefix": "April"}
1,
"days_since_create": [
{"numeric":
]
.
"action": "EXPIRE"
.
{
"definition": {
"path": [
{"wildcard":

"Program/*.ts"}

RGN R B R
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AWS T % MediaStore CAPiEm)

1,
"days_since_create": [
{"numeric": [ ">", 5 ]}

]

+
"action": "EXPIRE"

RO REGMEH R | ZRH

LN REBEHRBESIE R MediaStore EXN RIRMNEIRR 1 RERBRB[PHAANR , SFEXH
RMF XK, MRBFBRENARKEZNEEFEMXNR , MediaStore KTERMAER 1 KGM BRix L&
NR. RERKFE 20 80 seXS B85 M A # RS

{
"rules": [
{
"definition": {
"path": [
{"wildcard": "*"}
1,
"days_since_create": [
{"numeric": [ ">=", 1 1}
]
.
"action": "EXPIRE"
}
]
}

AWS Elemental MediaStore Ry JEWR KB

SNFENREE , BRI LURMIBRKRELL A2 AWS Elemental MediaStore f$#8#5 & 3% F] Amazon
CloudWatch, MIRBEKEE 20 2 HMMEER. BEXEF/ MediaStore IR |, ESH
MediaStore 1E#xo

EREREs
- ERSRRFERARERERNIRE.

SRR 44



AWS T % MediaStore CAPiEm)

« EXRREHBRAERAAN (MNENEEIME—HE ) . WRRBIEAN , EIAN X E L
I
- ENECEELADPHINRONKREA, EXTURERIXMHA , TEEET 900 NFER/. BRFR
S az, AZ, 09, _(TXI&). =(&T)., :(BF). . (AR). -(EFHF). ~ (R
). /I(EREL)., *(BF )., BEZEBEAF(*).
o LEALUSIANKRANNRAEZNR. BMTEEY 30 NFRF. ERFHIE : az. A-
Z, 09, _( FXI% ),

MENREEZ MM , CloudWatch FABNEEMAMNER—PMETFE[. 0, MR REHE
£ rulel M rule2 MFHE MMM , CloudWatch FFHXEMN E RAIMHIES, F—NEER
ObjectGroupName=rulel , =M% EH ObjectGroupName=rule2,

F

o AINIEFRRBE

- EREERRKE

- REBIEIRREE

- RPIEIRRRE

VI

IBFREE B S8R AWS Elemental MediaStore [@ Amazon CloudWatch KXW FrIFN . BHXIE
R RG , ESHE ROIIEFRERE,

TSI ER (254 )

1.  FTFF MediaStore ##l& , Mt} https://console.aws.amazon.com/mediastore/,

2. £ Containers (A8%) WHEL , BFZERERINERREHN R[N AEN.

WG E RAREFMEENH,
3. £ Metric policy (J8¥rKEE) ZB% , 1£$F Create metric policy (BIZISIREKE),
4. 1A JSON XA KR , RF%EER Save (IR1F).
BEEIEIRRE

A AE ARSI B3 AWS CLI EE ARSI ER,

NI PR R B 45


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

ERERRE (25 )

1. 3TFF MediaStore ##|& , ML hitps://console.aws.amazon.com/mediastore/,

2. 1f Containers (B88) MHE L , EERFEW.

W NERASBFAFEENH. REEFFERE Metric policy (IR KEE) Zho

YRIB IS PR IR B

IR R 2SR~ AWS Elemental MediaStore [6] Amazon CloudWatch &% BRI AN, mEEIN
BEEERN  FIRBREKEE 20 284N, BXEBRRIEHIRE | BESR ROIERERE,
RBIEREKE (BHE)

1. 3TFF MediaStore ##|& , Wit hitps://console.aws.amazon.com/mediastore/,

2. 1f Containers (B88) MHE L , EERFEW.

3. £ Metric policy (38¥rZRHEE) ZB% , 1E#F Edit metric policy (4miBIEFRKER).

4., HITEHNENR , ABEE Save (]RTF)o

T HE PR R B

TR RBIERT 8 E 6 H REIF V5 Fr RS,
F&

« RPIEPRERE | BEBRRIEIR

« RPIEPRERE | BRERIEIR

« ROIEPRER | REBRRMNBERIER

« ROUEPRREE | R EEAT YR ERIER

« ROlERRE | EREBHN A EERIER

RBIER R : BBRRER

I RBIEEHE R AWS Elemental MediaStore RifE B 254 581 Amazon CloudWatch &Zix#g¥r. flf |
SREEITOARRF A HB Put BREH RequestCount 1845, & , B LU HEIEE RN DISABLED,

YR IEIR R 46


https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

BT RBZEMN , Bt MediaStore T2 HEBER B RIEER. HlW , BT EBIN LA FZFHE
EXHREHTZD Put HXR,

"ContainerLevelMetrics": "ENABLED"

RBIERRREE  BRERIER

R R BE 38 R AWS Elemental MediaStore TN E A 254 5@ Amazon CloudWatch & %845,
MmE , MediaStore RM7ERMFEX 4K P LZIET RIVIEIR : baseball/saturday M football/
saturday. MediaStore iERMIIEFRIIT -

« Xt baseball/saturday X#XiEREHE ObjectGroupName=baseballGrouphy CloudWatch
HE,

« X football/saturday X#REVEREB%E ObjectGroupName=footballGroup.

"ContainerLevelMetrics": "DISABLED",
"MetricPolicyRules": [

{
"ObjectGroup": "baseball/saturday",

"ObjectGroupName": "baseballGroup"
.

{
"ObjectGroup": "football/saturday",

"ObjectGroupName": "footballGroup"

}
]

RBIERRES « BRAMBERER

Lt RIS BE 5 R AWS Elemental MediaStore RiE B854 5@ Amazon CloudWatch &IE3EFR.
B |, MediaStore RTEFMFEXHRPKIEXN RIVIESR : baseball/saturday M football/
saturday. MediaStore iHREVIEFRIT -

« X baseball/saturdayX#XiiEREHE ObjectGroupName=baseballGroup#¥ CloudWatch
HE,

TSR R B 47



AWS T % MediaStore CAPiEm)

« X} football/saturday X#XHiEKREE CloudWatch 4E
ObjectGroupName=footballGroup,

{
"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "baseball/saturday",
"ObjectGroupName": "baseballGroup"
1,
{
"ObjectGroup": "football/saturday",
"ObjectGroupName": "footballGroup"
}
]
}

RBIFEPRRREE © £ RABE TR BEERER

It RBIZEBEHE R AWS Elemental MediaStore RifE B 234 5[] Amazon CloudWatch Xix#6¥r.
B |, MediaStore it MR IEN R NHF B L EXNRVIEIR,. BEFRRINRAUUFEEERSFWEMNT
B, mMEUEREAXHSE , BATE .m3u8 ¥ BBLER.

{
"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "*.m3u8",
"ObjectGroupName": "index"
}
]
}

RERRRES : EREEEANNBERER

IR ERBE 38 R AWS Elemental MediaStore R 1E A 254 5B Amazon CloudWatch X i%1g#5. MH |
MediaStore M FNXHFRELIEIEIR | sports/football/saturday # sports/football,

Ftsports/football/saturday X#4%H MediaStore iEREVIEFREHR
ObjectGroupName=footballGroupl#) CloudWatch 4E., HTFEE sports/football

RIFERR SRR 48



AWS T % MediaStore CAPiEm)

XHRFHFTREFNANEBCTE , Bt CloudWatch FAXERRERHNMNRER : —NMEER
ObjectGroupName=footballGroupl , 5 —MN4E N ObjectGroupName=footballGroup2,

{
"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "sports/football/saturday",
"ObjectGroupName": "footballGroupl"
1,
{
"ObjectGroup": "sports/football",
"ObjectGroupName": "footballGroup2"
}
]
}

RIFERR SRR 49



AWS T % MediaStore CAPiEm)

AWS Elemental MediaStore H#Y X443k

MUEREBRBRANAD . ERXHERUIEEH RGO F X RRI D XHRONBR A XA D ENE
2o BAILIBIRERS 10 MBINXH4R ( FEBREBRHRES ) .

NHERZIIEN ; BALUERRNRERLEIBFHEMARNMR, BR , XHREBEEXNRN —
LY WS

BERNREAFNHR , TBEEEXHRNEE. WRXHFRERFHE , I AWS Elemental
MediaStore X REFHEXFRKP . WRXHFRAFHE , MZRSHEUBXHRX RSN REFHE
EHEA

Flan | RiZEBE—NE N movies WA , MB LE—NE 7 mlaw.ts BEEREN premium/canada
WX, AWS Elemental MediaStore & fF5 RIF M 1E LR premium T #F 343K canada F, 1M
BXFANXHEREYTEE , WiZBRES L6 premium XHRHM canada FXHR , REFRREMHE
canada FXHRAF, WRENIEERE movies ( TR ) , MiZBRSSTNREBRFHERET.

AWS Elemental MediaStore &7E &R 4R P F G — X RS B 2 BRIZ TR, 1% ARSI
BRIZ SR E R ZE SR, Bl , BRIZEE 1B R premium HXHX , EFEBEEMAXH , B
BE—NEN canada WFXHXK, canada FXHRITE—NE R mlaw.ts XM, W0RMIERTH
mlaw.ts , MiZARS FFEIATMIBR premium M canada X%, It BEMIBRBESGER T XXHR, Z
RS T aMBRZER SR,

£}

o XK ERN
- BIEXHX

- HBRSCHR

SR A
MBI RO BIA | FAEUTER -

. EMREAEUTEL  AETE (AZ). MEFE (az). HFT(09). A5 (-). EDH
(). BRI (). FRL(_). 28 (=). URES (1),

« BMRBAELE-NFRH. FAWERZEXHRENR (Hlaifolderl//folder3/ ).

AR EE AN 50



AWS 7% MediaStore Gilak )

« BEMXDKNE, flwn, BANEHEENESSRIXHRFEEEN myFolder IXHXRME N
myfolder X #HX , EAXEEHZE -1,

s BMNEERARBIXHRFPLTME—, Fli0 , EUUEATHENTRNESEFHEE—NER
myfolder BIXX#3R : movies/myfolder M sports/myfolder,

- EMAESHRXABRENMEE.

- ERIBXHRE , TRENHERS,

B XK

ERBAE EEN RS EIEXHR, BFXNREEARIXHR , TEEEXHRVEE, MRNHERER
¥ , W AWS Elemental MediaStore &fF X RIFFEEXM4K T, MRXHRFEFE , WZRSFEIEN
R, RN REFEEEP,

EXEZEER , 5 fthe section called “ E4EFT &R,

) B 324 &

IR
AN

IERBETE XK N R EMIBR ; TTEBIBRE EX R HK,

AWS Elemental MediaStore &7 &M R HR PRV &5 — NN KT B M BRZ XK, ZARSE R
BRIZX R EWEMZE R, flwn, BRIEE—NER premium X HR , ERTEEAXH , B2
&—MNEN canada WFXHR, canada FXHFRITE—NEHR mlaw. ts X4, W0RBIERTH
mlaw.ts , MiZARE G E AR premium M canada X#%, 1tk BEIMIBREESCER FXHXR, %
RS T mBRZER SR

BXEZEERE , BTEABBRNE R

BIE R 51



AWS T % MediaStore CAPiEm)

AWS Elemental MediaStore F X &

AWS Elemental MediaStore BF=#MH NI R, AU R LA BIRESHBET A XK,

£ MediaStore # , AT E4&, TEHMBIRIT K :

o FE-FXNRAMBB[IXXHFR, XFERTFEENR, PAEEAEBENR , RETENELE
t£%| MediaStore,

o T - FXRM MediaStore EFIBIHMNVE., XTI RM MediaStore 5 il B,

* MIBX — M MediaStore FRANEMIBRN Ro B LUEMUERII R | to 7] BUR DX A &5 B H R B BATE R
ML A E B3 RIBRBR[ABN R

MediaStore ##3 FrE X #HEE,
£l

- FERXR

- BEENRNIIE

- BEENRWIFHEE

- TENR

[ ISE

LEXNR

BN R EEEBBRRBBRMGFR, ERFNREEEIHR , TEEE X RABER,
MRMXHREEE , N AWS Elemental MediaStore £ X RIFFEHRF, MRXHRFTEE ,
NZRF B R , REFNREEEHP. BXRAXHXRNELEFEL , HSHEAWS Elemental
MediaStore I 4%,

A LAf#E F MediaStore 8 #l& 3 AWS CLI E£F TR,

MediaStore XIFNRORER , XIUEETUTHENPELEZORNR , HUULLRAD R, EEHALLINEE ,
BRNRO EETTAMIRERN streaming. BRI BEMEA APl EEF REHZEFIRAHNE, MRETE
BERHPFEEMFRL , MediaStore 2 AN R L& T AM D ELERIAE standard,

b EE AN RANFEET 25MB |, RLEATAEHXNRANRFEL 10MB,
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https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_PutObject.html

AWS T % MediaStore CAPiEm)

® Note
NRXHBRESEFE., BF. AKX (). FHL (). BES (~). EFHF (). &5 (=) HE
5 (2o

ERENR (2FE)

1. $TF MediaStore ###|4& , MiLA hitps://console.aws.amazon.com/mediastore/,

2. 7 Containers (A88) ME L , EERAR[NEN. FHII[MNIFHAE S ER

3. i%#% Upload object (L&),

4. XF Target path (B#5E8#R) , BAXMHKIE R, Hl0 , premium/canada. MRATIEERZEF
MEAXHRAEE , WiZRSH A BIX L 4%,

5. 7& Object (WR) &8/ , 1%E+F Browse (X ¥K),

6. SMBMNXHR , RAEERE LA R,
7. % Open (3T7F) , ARF%EE Upload (L%).

(® Note
MBEEXHRPEFERB XM , WZRS A L& X ERERXHF,

EEXTR (AWS CLI)

£ AWS CLI # , £/ put-object &, EBHAUBFEUTEESE : content-
type. cache-control ( UAFRALEEHNREFITN ) M path ( AFERRKRBABSETH
AR

(® Note
FEXNRE , BFEELE%E content-type, cache-control = path,

aws mediastore-data put-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --body README.md --path /
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

folder_name/README.md --cache-control "max-age=6, public" --content-type binary/
octet-stream --region us-west-2

LTRRAIERTIREE :

{
"ContentSHA256" :

"74b5fdb517f423ed750ef214c44adfe2be36e37d861eafe9c842cbelbf387a9d",
"StorageClass": "TEMPORAL",
"ETag": "af3e4731af032167a106015d1f2fe934e68b32edlaa297a9e325f5c64979277b"

BEENRVIIK

AILAEF AWS Elemental MediaStore B Hl A EBERBRNMGREMEFHEHVTE ( NRMXHEFX ) .
HA BRI NN FXGRPFHENTMEFFRERERK, ATUER AWS CLI EERBPHIXN R
XHRIWFIR , BRERI SRR F 4RO BREN EEF 0,

EERERFTIRRNIIE (2F A )

1. 3TFF MediaStore #%#|& , MitH hitps://console.aws.amazon.com/mediastore/,
2. 1£ Containers (B88) ME L , EEREAR (BSEEFNXHRX ) HEM.
3. MIIRHIEZEHRIE o

FMEFFHACERE , EFERT XAKRPFEBOFTE RN R,

EREREXHRPNRBFIEK (2HE )

1. 3TFF MediaStore #2%#|& , MitH hitps://console.aws.amazon.com/mediastore/,

2. 1£ Containers (B88) MEL , EEREAR (BSEEFNXHRX ) HEM.

HEFFHAEERE , EHERT BRPFEBAEXHRMNY R

EERERRPRNRAMXHERHFIZER (AWS CLI)

EAWSCLI A |, list-items @85 :
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https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

(AFER)

aws mediastore-data list-items --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --region us-west-2

LTRAIERTIREME :

"Items": [

"ContentType": "image/jpeg",

"LastModified": 1563571859.379,

"Name": "filename.jpg",

"Type": "OBJECT",

"ETag":
"543ab2labcdla234abl23456ala2bl12345abl2abcl2al234abcla2bcl2345a12",

"ContentLength": 3784

3,

{
"Type": "FOLDER",
"Name": "ExamplelLiveDemo"

® Note
¥ seconds_since_create MMARMNNRABIEE list-items WA,

EEREXHRPN R4 R FIFK (AWS CLI)
« TFEAWSCLI# , £/ list-items &% , EERRKBIERENXHREH !

aws mediastore-data list-items --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name --
region us-west-2

LTRRAIERTIREE :

ERIIX
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AWS T % MediaStore CAPiEm)

"Items": [

{
"Type": "FOLDER",
"Name": "folder_1"

"LastModified": 1563571940.861,

"ContentLength": 2307346,

"Name": "filel234.jpg",

"ETag":
"111ala22222alala222abc333a444444b55ab1111ab2222222222ab333333a2b",

"ContentType": "image/jpeg",

"Type": "OBJECT"

(@ Note
¥ seconds_since_create MUARPFTIRFABIEE list-items WA,

BEENRNEFEAEE

&R ZE , AWS Elemental MediaStore FF#IFMAEE , flaiEckBH., NBKE. ETag ( %
HIRE ) MIARRE, ETHRUOACARENT RN THIE , 25 MediaStore 5 HTTP &7 E 3,

BEXROEMES (248 )

1.  FTFF MediaStore #8#|& , Mt} https://console.aws.amazon.com/mediastore/,
2. £ Containers (A8%) MEL , RFR:H (BEEEFNNR ) HE.

3. MREEBENXNRUTIXHRS , WAL ERXHRENH , EBFIZNR.

4. EBEXNIRHEB

BEFHAEERE , RPERTEXNRNES.

BEENKHIFMAES (AWS CLI)

- TEAWSCLI®# , £/ describe-object &% :

BEENRHEAER 56


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

aws mediastore-data describe-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name/
filel234.jpg --region us-west-2

LTRRAIERTIREE :

{

"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ContentLength": "2307346",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3"
}

TEXIR
TEAREIA TRNR. TR AWS CLI THREAH KRR FRN RN — 15,
THNK (244 )

$TFF MediaStore ##|& , ML hitps://console.aws.amazon.com/mediastore/,
£ Containers (B88) MH L , EFTEE THNIXN RN B[N E N,
MEETHHONRU T XHRF , MBREERIHRER , BERFEZNR,
EENRBER,

£ Object (W R) FMEFEE2HE L , 1% Download (T #K).

o M 0 bh =

THXI R (AWS CLI)
« T AWSCLI ¥ , £/ get-object % :

aws mediastore-data get-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path=/folder_name/
README .md README.md --region us-west-2

BLTRRAIERTIREE :

"ContentLength": "2307346",
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore CAPiEm)

"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3",
"StatusCode": 200

TEHN R —E% (AWS CLI)

« TEAWSCLI # , M get-object &% , HIEE—IER.

aws mediastore-data get-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name/
README .md --range="bytes=0-100" README2.md --region us-west-2

LTRAIERTIREME :

{

"StatusCode": 206,

"ContentRange": "bytes 0-100/2307346",

"ContentLength": "101",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ContentType": "image/jpeg",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeeestdd89ff7f555555555555da6d3"
}

A BR X SR

AWS Elemental MediaStore 12 7 A 25 I BRXS RV R EIE I :

« BIBREANAH R, FREFEA.
- BEBRHR-IRBBRBF[FHFAENR, ATHIREER APIEAR , RLIWEEEN API A,
o ANINX BRA fn B H R B SRAE X IR B E HIRATM RN R NUERTE A

A BR XS SR

A LAEAES A AWS CLI ENMHBRN R, HE , BAILUAIMN REG B ERE , SXNREFHFPIA
IREHMREEIPBRENR , BAEEREZRMBRZBRFNAAEN R

I BRXS &R 58



AWS T % MediaStore CAPiEm)

® Note

TR BR FEAN ST R RIS &RET , AWS Elemental MediaStore N Bl B iZ X4k R H LM
BRIz STk, Bl | RIRE—NEBH premium WXHER , EXEEE[AXHE , BEE—
NE N canada BWFIXHFXK, canada FXHRITE—NEHN mlaw. ts B3, WRMIER
# mlaw.ts , MZRSFHEESHER premium M canada XHX,

BB R (248 )

1. $TF MediaStore ###|4& , MR https://console.aws.amazon.com/mediastore/,
£ Containers (A8%5) NH L , #BR I EEMBRANT RN BIZN BT,
MREEMRON R FXHRA |, MBRERFHRER , BEEFRZNR.
EENREHRLEN LD,

i%# Delete (HI)o

o M w0 b

BRI &R (AWS CLI)
£ AWS CLI # , £ delete-object i H,

T~

aws mediastore-data --region us-west-2 delete-object --endpoint=https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path=/folder_name/
README . md

e a IR AIREE,

=3
B

o

BALURZRB RN R FRERFRTNIEXNR, RE , BUATRIINREREAER , LEXNRE
REH A EHRE AR R |, AT BENMHIERX Ko

Het
I}

BEREE (ZHE)

1. 3TFF MediaStore ##|& , Wit hitps://console.aws.amazon.com/mediastore/,

2. 1f Containers (B88) MHE L , EBEEFZNAR[AIEI,

BERER 59


https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWSJTT % MediaStore CRPER)
3. 1%&3#F Empty container (FZ= & ). UNSE REIAER.

4., BRENEKFEPHARBREMRBANDEZZERSR , AREEEZE.,

BEAE 60



AWS T % MediaStore CAPiEm)

AWSElemental FFH Z 4 MediaStore

TEEUT AWS BEERER, EHN AWS BF | BHZRTETNREASHZEHRBBALANER
T A4 222 Y B A O MR 48 2R 4

ZERVMAWHBRE AWS 2 F R, REHLEEXAFEHERNENLZEENEFNEEMY

s TRE — AWS ARARFETHEMZEEN AWS F YIRS AWS Cloud. AWS RN IRIRH AT LLLZ 2 fF
BAHBRE. ERZEEEN -2 , F=ZFFIHHEHNSMNBERMNZENERE AWS EH TR
o B TMERT AWS Elemental &M it % MediaStore , &5 AWS REMITRIK 2 H95E B A HY
RS .

s TREE — BNFEH AWS BEANES. EEFENEMRRZAR , SFBENBENBURE,
BN B E R AR E AR EREM

RIS A HBY A T R AT AT N A 2 B SRR R MediaStore, BA S E R @847 48 t0{AI i 1T EL
& MediaStore B R BN T2 MEMME B IR, IRELFIWAFEAEM AWS # By R IE R R
MediaStore &IRHI RS -

FH

« AWSElemental FHYE#ERF MediaStore

« AWSElemental &Y Identity and Access &I MediaStore

- BFMEE AWS Elemental MediaStore

« AWSElemental &M 45 UF MediaStore

« AWSTTEF K1 MediaStore

- AWSElemental H#) Bt iZ %L £ MediaStore

- BhIBBIRSRBRERE

AWSElemental A By B #E{R# MediaStore

XEXIHE : AWS 2EFEEEER T AWS Elemental MediaStore FHIEHIERT . MAERFTR |
AWS BRI ETERNBSHERERMIZHE AWS Cloud, BERTEREBNESELEMBHENR
BB, BEATUTEINZLHENEERTS AWS RS fRAN. BXBERMNESEER ,
BSRABERLFAQ, BAXFMMBERFHNEER , B AWS TEREERNGDPREREE AWS
Z2EBE,

BERF 5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS T % MediaStore CAPiEm)

HFHEERPHVERN | RNBWEH TR AWS K SFEHERIRENAHF AWS IAM Identity
Center 5#& AWS Identity and Access Management (IAM), X# , 84MAF RIREBETH THERRMA
EHNR. BIMNEEBUEBELUTHERRPEHIE :

s WENKFERZESHRIE (MFA),
- FHASSLUTLSEZEE AWS BIRMNTEAH, RIMNEFETLS 1.2, BiUEA TLS 1.3,

. FEAAPIHTIRENMAFESIIEF AWS CloudTraile BX{EM CloudTrail H13E# THIKRNEE AWS
ES , BSBEEA SR CloudTrail #1if AWS CloudTrail AF1ERE.

- FH AWS NZERAR , UREPHFEERINZ S 8H AWS RE.

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
R

- MBEEFRNEE FIPS 140-3 23 RIFMHINZRER AWS BEGSTREHNAPI , FHFIPSH
R., BXTUAFIPSIi AN EZER , BSHEKIHEELIEFRE (FIPS) 140-3,

BOENBWEY RN ZEERBRER (METFHNE FEfFibi ) RAGEHEABAXEF
R (MEBEBRFR) . XBFEHAIRER MediaStore HE M AWS BRSS EA#EH A , API, AWS CLI

5 AWS SDKs, A TEMHIREDH B HEAXEZRPHANEAHRERTESATITRKZHE
Fo MBHRURLEASIRSSBEM , RIENBUAREEDASERES | URLURBRIFEN Z RS S5
HYIE Ko

I =

MediaStore 1T 5/ AES -256 EEXN BesMBANRFTINE, BATE WA MediaStore 5 2L
T AR B EIE -

« SRR RIELIIEEINZARMPAE XXM RNIARNE, EXRXEZEE , HSH the section
called “Be K",

- SIEBRERLE (CORS) K& , AT A EEBRIAREBHEIR. MediaStore fEFCORS , &1
UAFMER —NMIFPHNEFE Web NAREFSS —NMNHAHWREHITRE, BEXEZELE , 5
%] the section called “CORS K H&”,

AWSElemental #Y Identity and Access & MediaStore

AR IE 62


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS T % MediaStore CAPiEm)

AWS Identity and Access Management (IAM)  — AWS RS AIHBEE R T2 MBFHNUATAHE
HIGRABR AWS BIRN A, IAMEE ARFHE T UBES FHARIE (2F ) RN (AENRR ) 4
MediaStore &R, IAME— AWS RS TEXZX TN LA AEA,

=

F

PN

- FRASHHITEHRIE

- FARBEEE

« AWSElemental 2 #0{a £ A MediaStore # IAM

+ Elemental ET &1 X8R5 AWS MediaStore
« AWSJTE MediaStore & #1177 B X PREEHEFRE

KK

Z AR
YRE L AWS Ildentity and Access Management (IAM) 28R E , E4AEUR FIRATHE T4
MediaStore,

BR <5 A P - R IEE A MediaStore RS EX TE , BB R SN CRMUMENZIENNR, HRERAE
% MediaStore IEERSER TIERT , FRATBEZEFANNR. THNMAERHRNEETERNEER
BEREEWNR, MRETE TR HEYIHEE MediaStore , IHSRAWS tE MediaStore & 14 #1781 41
PREEMEME

RS EE R - RE AT AN MediaStore BIR , N ATREHBE T2 5 RINPR MediaStore, &H TIEZ
HE LIRS A P R R L MediaStore ThEE MR IR, A , BXTMIAMEE AR EXRRS A
FPIENER, EEHTEHLNEENTHENERTZIAM, ¥4 THRLFMNAIAMEE S EA
MediaStore , S AWSElemental 2 1A F MediaStore B 1AM,

IAMEEBR-IRERIAMEER , NAEEE A T R UMEERERER RN MediaStore,
EEEFUNEFFEADN MediaStore ET BB R KB RBIAM , i5SH, Elemental ET 5 98 KB R4l
AWS MediaStore

£ & 21T & IR AIE

FORIEREEFZMNAR AWS EFRAEHNSHRIE. S4AELT HHRIE ( BFE AWS) A AWS Ik
FRAF., UAMAF SR EELEEIAME ERTEK.

RAT AR R AWS BN S HREENEIEENRE S, AWS IAM Identity Center ( IAMZ 137
D) AP, RAFANESEREHRIEUREN Google 5 Facebook EIEFMEKE BRI REl, H&

N 63



AWS T % MediaStore CAPiEm)

LUBESMmEREN , ENEERAZAERAAVMBREE THRKESH. YRiFEE AWS EXFERAES
EREREREREAR,

BFEEHNAFER | S LB S AWS Management Console & AWS 158717, BXEZFNESE
B AWS | 55 H A EFERN AWS IKFFH AWS &% BFRE®.

MRPRIFGR AWS HUREBARX , AWS BT —MNERHF REH (SDK) M— e H1THE (CL) , AT
FRENEENEHNERJTNHRER, WRETER AWS ITE | RAFEHCXBIER, BXFERAM#
ENAFLZETEBERNEZER | BHSHEZE AWS APIIAMA F s RER,

TeERAMMEMRIESE  SUREEREHMZL2ER. fll, AWS BENEERZESHRIE
(MFA) kRREtk PN ZeMt, ETHESEERE , BZAPHNZESHKIE AWS IAM Identity Center F
PiENERZEEZESHRIE (MFA) £ AWS ( £ IAM BFPEEYT ) .

AWS ik~ 1R P

HIREIE AWS IK , BN—NEFRE 0T , ZEDTUATETHRABA AWS RS SURIKS H Y
TiRe XA FAIE AWS K root A, EAZGIEMK S B A B FER 4t it M 218 B FEV AT 15
Fl, BABWERECRARAFRITREERES. RPFRAFZILE , AERAXERIERKTRBASE
BHITHES . BXRXFRESE N root AF S OBERNESHTEIE , FS5H (AFER) v “FER
A ERENIAMES",

BRE& 5%

FEARERE , BERARAF (2REEEEABRNROAFT ) EAESORHABNBKRS FOHRTA
Al AWS ARSS @I {6 I A E 5

REgmRtLAFERPNAF. Web S10124t%. AWS Directory Service, &1 /0B ZZEA
HRINAF AWS RS BEEABES S HRBEAZIE. HBKESMIHRE AWS KF , #{1EA
& , AGRMAIGFHESR,

ERTERFRER , RNBUIUEER AWS IAM Identity Center, &R EAFE Ident IAM ity Center
SIEAFNEYE v UEEHRSIEECNEORFHN—ERFNEYE , MEXZLNRERFN
BARFER AWS Ik MINARF. BXIAMEHHRONER , BZHATALARIAMEHAH 0 ? &£ AWS
IAM Identity Center A 5/,

IAM B P #A

IAMA = RIRAERE & 10 AWS IKF W MAREARFEREENR, EAENERT , BINEWUER
IGEHIEH , MARCIERERDNERZASFKHPIIENAMAF., BR , MREEFZEIAMAFKH

FERSHHETE BRI 64


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html

AWS T % MediaStore CAPiEm)

FIENKERS , RINBUWERRBAZH, BXESZEL , B2H (AMAFER) TNEHLRE
ERYEIER A BRI R 2.

IAMBIH BRIECIAMAFEEN B R, BTEFEREANEHESR, BRLEREAR—XIMERSINAF
EENR, MEEAERF , FRATUFRW\EZTERFNR, flin , BuUEE - g RHE
A, IAMAdmins H R FZBEAEEIAMTIRANE,

BARF5aeTE.,. AFE—tS5EMNARRINARFXK K MARSEULZTECWEAARA. AF
BEXKAWKEIL K MACEHIGHZILE. ETREZELRE |, HSHE (AMAFERE) FHV{a6t ]2
IAMAF (MARAR ),

IAM& &

IAMA & 2IRAENF M AWS K- EERENRN. ©E5IAMAFPEL , BEEREARTX. RAMN
F R IAME — N A ® AWS Management Console BVt A®, RATVETAARMNESE® AWS
CLI 3% AWS APIRESEABENURL, BXEAABHNSENESEE , BESHIAMAFEREF
HERIAMA

IAMEBIGFHERNABEATERTRER

- REAFHN - EnKkES0IENRE , BUEACHNARENNR., SKEFHHTSHRIE
i, ZEORSACHEXBEA BB THRARELNNR. BEXATHRESHRINABGHER ,
B2 (IAMAFER) PWAE=S 5O REECIEAR, MREMEA IAM Identity Center , T FE
EfRENRE. I TERHEHNEHERTEARIEFALIHEMNAZ , Ident IAM ity Center £fF41X
FREXKEIFHIAMAG, BEXNRENELR , BSHAPHWRESE AWS IAM Identity Center 18
o

 IGEIAMAFRR-IAM AFHABTURA-NMAMBE | HEFEEFIRTRETERINR.

- BKFIGRE-EAAERAAMABGATEMKSFHEA ( ZSEENEREA ) HREKS RHRIR.
AEERFEKFIBRNBEHNEESR. B2, BL AWS RS , SRR EZMMEIERR (M
TREAAGEAIRE )., ETHAGNETRRNEK S HRKEZBENXE , ESEIAMAFE
EIAM A By BT P 30 R 7 R A BR o

. BIREIHE — —%% AWS RS FEHEAMINAE AWS BBS. fli0 , YERERSPHRITHERN |, ZBRS
BE A Amazon FE{TRARFEC25H1E Amazon S3 HE#EN R, BESAE2FEAXHBANE
IR, fF RS A s A RSk B RN IT I IRE,

« RRIFEKTE (FAS)-HEERIAMAF A BERRITIREN AWS | FRBANRK, ERAFELR
SE, BARSWT—NMEE  RABLREEHMRS T EH S — MR, FASERZEANKR
HA AWS RS , BN EERE AWS RS B THERSRAHER. FASREIRSKIIFTESHM

A B M7 S ORI 65


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS T % MediaStore CAPiEm)

RSHTREMNEREN , FRREFR AWS B HFBETKN AR, EXHIERT , BL4HE
BRITEFANMRENNR, BXRBUFASTERMNNBREE , B2RERFELSE,

- BSAE-RFAVAECRBRSABEHTRENAE, IAMEER JERTRCIR, & 3MMER
BSABIAM, BEXEZEE , BZHUEABAEEAZRE AWS RS (£ IAM AP
) o

« BSHEXAS-RSEXAGRE-—MERSHEXBENRSAE AWS RS, ZRSTUREBENIT
BE, RSEXBEBEREEN AWS K/ HIBZRSHAE. AMEER TUERETEFERS
MHXABHNR,

« 1£ Amazon LiZ1THRIARERF EC2 — B BMERAIAMA G EREEC2:R 4] LiZ1TH N AR F A IERT
iE# AWS CLI 5#& AWS APIiER, XELIEEC2RHIhF G R ZRAE TR, B2 B8 AWS FEEC23K
Bl ERAEHEREAHEAMENAREER |, A2 BN ZEHIREHIEE X4, EHIEE
XHBEACHATEECRA LETHREFREBIRMNIER. BXEZELE , BSRIAMAFERET
B FHIAMA B[ 7E Amazon EC2 3£ EETH N AR IR FER.

ETHEEAAVARERERIAMARF , B2 (ArER) PHANSIZIAMAE (MTEIAMA
F)o

£ F SR E IR 17 )

& T BRI 15 R AR AWS B eI KB FORF A IR AWS B HHA R, KBERFH—IXIR AWS

HEFHFRFREKE , EEXLTHAINRER, AWS EEHEA (AP, root AFHABLE ) KHFE
RIPIMEX LR, KETHNRAERATERELER, ASBRBHEFMHE AWS EHISONI
. BXISONKBMEEMNABTNESELR , B2H (AMAFIER) FHJSONKREELIR,

EERATWUER AWS JSSONA THEEHEER TR ARNKK, R , BEEATUNFALATIRRK
1THRE  UREMALAFHTNIT.

RINERT , BRFMNAGEKENR. EBRFAFRNEMERERITRENNR , IANMEE R T LL6)2
IAMK RS, RfE , EBERATLLCRIAMER AN AGH  AFRFTUKRAAE,

IAMZEC L& Al fh 77 B HATIRE | SREEMATE GZRENNR. i , RREFE—NAK
iam:GetRole BENKE., WEZEWHWAF, TUMPREAERE R AWS Management Console
AWS CLI , =& AWS API.
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ET 508K

ETHONREEAUUMMES G (FMAMAF, ARASAR ) WISONRRE X, XLEXR
B2 E A P A ST E MR RA T BLERRRITHERE, ETHRNMFIZETHHIRE , F5
FIAMA = 57 P B9 B2 IAM KR BE

ETEHNRBA LR -SARNAKRKEREE R, ARREEZERARZNAS, ARFEH,
RERBEMIAVRE  SULLREMINRENS IR, BANBE AWS KF, EEXRKIE
AWS RERBNEFEERK, BETHIAERERBINEKRE 2 BHTERE 28 (AMAR
) PRERE RN AR BFEITEE,

ETHRAV K

E T HRAVISONK RS ZIRM M E H IR RBE XA, ETRRN RN R A 2EAME BEEREH

Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EINRZHISFE R
FREVEE. N THEERM MR EIR , REEE IS EEAE AN 2R RINTREREAREF LSRN
THIT, BEFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, BKERAS T AWS

e
EFRFRNFEBREMTZRSTONBER, RTEEMA AWS ET R RNFRIAMD TS TR,
hE G Sk (ACLs)

mEZH 5K (ACLs) ZHIBLERIEA (KFAKRRA, AFHAR ) BRBRER. ACLsSETHIRMN
RBERM , RECAFEAISONREE X HEN,

WS S3, AWS WAF , Amazon VPC M2 X FH RS RAIACLs, ETHEZELEACLs , 55
(DB EEE#RSTFAEERE) PHIHRZEFF|E (ACL) Bl

HREgRE
AWS ZFHMAIAE R REERE, XERBRAETNOREERE ANKBERERER TFHRANR.

- RRZA-NRBDRR—TSRUEE , EAUEETRBEET SO ERATLAEIAMES (IAMAFH
AR ) BFHRANR. EUAZBRENRILR, XELERNBRREET S 0K KR ENR
BRORE, £ Principal FEEAFRACHETERNRERZINRAOR R, F—TURESD
WERELRBEAYT. BXNELANESES , H55H (AMAFEE) FHIAMSEERERD
Ro

. RS IRSIERE (SCPs)-SCPs RISEA MMM L 17 (OU) H9 8 AR ISONER AWS
Organizations. AWS Organizations & —HW A TX Z M T HMEFEEN RS AWS K- REVE
WHREN. WRERAALTHNFAEIEE , WAILUFARS 26K (SCPs) BLA FEMNEM =i A fk
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Fo SCPRR#ITRAMF PRAEHNER , BESN AWS IKFRAF, BX Organizations fWEZ
SESCPs , 85 () $HRFEHIZEEE AWS Organizations A F 1R,

« SFERE - SERBEYBUREARNAEIKEAFURIEN S FRERNSBERENESHREK
B, FRAENNREREAFIACHETEMNRBENSERBNRE, NRETLREETRR
R, T UXBPHNENIELFTEEAT. BXEZELE , B2H (AMAFERE) PHLER
B o

S REERE

SN RBEWRBENA T —NERE , ERBORREMERNELIRE, ETHEUM AWS REES K
ZHRBERENREATFER , BZHIAMAF EREHP R RETEEE,

AWSElemental MR MediaStore B9 IAM

EEHAEEIAMIG R PR Z 81 MediaStore , B 5 7 SEHLEIAMIhRE AT £ FH MediaStore,

IAMYR ] LATE AWS Elemental # {85 F &Y Ih B MediaStore

IAMASE MediaStore X #F
ET5HHER 2
BT %R S R 2
R RAE 2

R B B2 R 2
EREGE (BETRS) £
ACLs T
ABAC ( B HEIHRE ) g8
i SEUE =
EARR £

i gk 2
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IAM4ZHE MediaStore X
REHEX/E S

ENEEXT BRI MediaStore AR Hftt AWS RS ER T AKZEHIAMINEE |, 5 HE AWS IAMIE
CAMAFIER) RERANRS.

E T 54 RIKIE MediaStore
TEETEHHXKE : 2

ETHOMNRBEEAUMMES G (FMAMAF, ARANAR ) AIJSONRRRE X1, XEXR
BEIZFIRA A S A EMMEG T BERRRTHBLERE, BETHRNMFEZETSHNRE , 55
FIIAMA = f5 7 P Y B2 IAM SR RS

ERIAMET B RRE B UEEATHIELWREMTR , URAWFFIELEBEENRGY, BTE
EETHONREBPEEETE RN TCEATHHRMWAFSRAE, BT H# A LIEJSONR B P £
FARE , BSHIAMAFEETRHIAMISONER TESE,

ET 548K R MediaStore

EEFE MediaStore ET B PRI RE| , ESH, Elemental T B HREERE AWS
MediaStore

R EPE T &R IBER MediaStore
YREETHRENERE : 2

ETRIFHJISONKEE ZEM B F RN KRB, ETRFENRBEN R SEAMAGEEREM
Amazon S3 FEMWERE, EXHFETRARNKBHERES T , RSEEA AUERACIREFHNBFER
REVTAR. X FHEEPHMNRBEE TR , RIEE B EEET X LR FRRATWLEREUAR A LZMS
THIT, BUFEETRENREHEEETE, ZERATUEEKS, AR, A2, BEAFH AWS
ARSS.

ESABK/ER , SRHENKSHE —PNKSFRIAMKAEENE T RRNYRERHELEA,
HEKSEARNIFETHRNREARBUEEXRRIFEN —F¥ME. AERANRELTFERS
Bf AWS iK™, AIEIK P PRIAMEE R ELAEEZEAZME (AFSAS ) RTFHRRRNNER. 142
BT FET H RSN KAEURTFRR, B2 , MRET HIFAYREE G [E]— MK Ay E &R
FHEME , WAEEFANETHONERE, BXESZEE , F5HE (AMAFERE) IAMA Y EIK
PR IR RAUR
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® Note

MediaStore ‘A XIFRER KM , XERBENL T WERIEAKME (K, AP, AEHNEKREA
) AARERSFLRITRE. AXESZER  F5H BHEEK.

K BIZR1T3h MediaStore
TERRIRE B

EERATWLER AWS JSONA THEEERER TR ANKE, R , BNEE T LARRR
1THRE  UREMFLAFHTNIT.

JSONZKEEActionTTRBER T A AT HERM P A TFHIEL B EAERE, RRBERESXEKNEA
AWS APIRME, B —E£BFI5 | BlaR B EEAPHRERNRNRIIRE. E8 - LEREFTEERKESD
WATZ MR, X LM IIREFR R MR,

ERBHPIEREURFRITREBRENR,

EEE MediaStore BEFIX |, 55 (RFBENSZE) MediaStoreF ) AWS Elemental & Y HY1E
1E,

EERITHI R IR IRETE R VE BT MediaStore fER LA TBIZR :

mediastore
EESENMNBEADEESWMRE  BEAEZSNEENRT.

"Action": [
"mediastore:actionl",

"mediastore:action2"

]

EEE MediaStore ET BRI RG] , 550, Elemental EF B 489K =5 AWS
MediaStore

KR AR MediaStore
TERBERR : 2
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselementalmediastore#awselementalmediatailor-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselementalmediastore#awselementalmediatailor-actions-as-permissions
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EERAWLER AWS JSONA THEEBAER TR ANKE, R , BNEE T LARRR
1THRE  UREMALAFHTNIT.

ResourceJSONKEETRIEEEMAREN —NHZ IR, BUSMETE Resource 5
NotResource t¥., REMER , FHREMN Amazon BREAF (ARN) RIEERR. N TFXFHE
FRER (MR BRBERNR ) WIRE , B URITIERE,

X FAZFRRENRAOIRE (NI HRE ) | BEABES () EEANATHRRERK.

"Resource": "*"

EEE MediaStore BRERXBE KX HIIRARNs , i5SH (RESENSZE) MediaStoreFHI AWS
Elemental EX W HR. BT #F &0 LLEF LR ERIEESARNTEIR | 5 AWSElemental
MediaStore & X HyiR{E,

MediaStore B RREBLL TR ZAARN :

arn:${Partition}:mediastore:${Region}:${Account}:container/${containerName}

AXKRWEZEEARNs |, 25 Amazon FEAF (ARNs) Fl AWS RS & ZEiE,

Flan | BEEEQPIEEAwardsShowR s |, HFEHAUTHSARN :

"Resource": "arn:aws:mediastore:us-east-1:111122223333:container/AwardsShow"

B R g %248 MediaStore

YTEBETRSWERBRIGERE : 2

EERALIER AWS JSONA FHEEHEAEPULRITANER, U2 , BNEETUN AL EIRR
T8E , UREMAALZKHETHIT,

f£ Condition Jt¥& ( = Condition #t ) & , AT EBAEMRNEM. Condition TRETE
o BRAIGIEFRAXEHZER (fl, EFHNT ) OERHFRER | IERBTPNFEEERPHNE
FTEL,

MRBE—FKIBAPFIEEZ N ConditiontE , EBEEE/NConditionTEHFIBESZ/NE , AWS F
AZ2BANDIZEN H# 1Tl h. MREBNENFUHRIEEZME , AWS FHEBHEOREEITMHEM, &
FFEARNR 2 5l A00U% BT B RIS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS T % MediaStore CAPiEm)

EEESRMGR , BEUERASVRFEE, fln, REERELFBAMAFBRAFEN |, 8T 8EF
IAMAPFPRFIHRZERNNER. BEXEZER , BE5H (AMAFER) FHIAMER TE | TEF

AWS X F2RAFHBHNBETRSHFHZH, BEEFLHAWS £2/FH4E , 55 AWS (IAM
AFiEE) A2 RSF4 ETXER.

EEE MediaStore £HFRIXK , 55H (RFZBNSZE) MediaStoreF 9 AWSElemental B 542
Ho BETHWUUERARGRNRENRIR , B35 AWSElemental MediaStore X8V 1F,

EEFE MediaStore ET PRI RE| , ESH,. Elemental ETF B HREERE AWS
MediaStore

ACLs7E MediaStore
*#ACLs : &

TREFIFIR (ACLs) BHBLRIEA (KFKR. AFRAE ) ANBARF. ACLsSETHIRA
REEREL , REEANITEHISONKEE TR,

ABACE MediaStore
FYHEHABAC ( REEHIIRE ) : o

ETREMNIERZES (ABAC) R—HETEME AR RNEE, In AWS , SEEEMNIRE, &
A BURHRE M I EIAMSRE ( AP A ) MFSXE AWS HIRNV TR, NRENRRRMIRZERE
$B—%. ABACRE , B LLRITABACKRE , RAFEZRANIREEMNZH TR IR LAY FRZERT
BB BT IR A

ABACHERZHKHMHERRER , AP THRREERTSEINUNER.

EETHRZEEE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ 4 TEPRUFZER.

MRENBREN TEMBERREBIEMAX =GR , IXT RS  ZEIR. NREMRSNX
NTED RFRBEXIIGAAAEX=AZMERE , WZENES

BEXNEZEFERABAC , BZH{TLREABAC? & (IAMAFER) 9. EEFELRESRNHUE
ABAC , BZHIAMAFEEFHNEAETE MM EIEZES (ABAC),.

St EE 58S £ MediaStore
TIFIREEL : 2
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselementalmediastore#awselementalmediatailor-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselementalmediastore#awselementalmediatailor-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselementalmediastore#awselementalmediatailor-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS T % MediaStore CAPiEm)

—EREE AWS RS AR RIER R TRER, RTHESEE , BEBAN AWS RS £/ Iaed
iE$ , HZH AWS RS ATAIAME (IAMAFERE) P&EA.

MEBEEEF  NEHNRIEETIEFS AWS Management Console Bk & BB 2 S 5 3%,
Bl | MeRiGE e AWS FERARA RN E S S (SSO) 4% , ZEEL 8 BIGFHER, HELA
FEREREFHE K REVRAGR , fE288IBIGREIE. BEXYIRACGHNESZER | ESH
C(AMAFIER) FRUREIAE (BFE ).

B EAF IR IGETIES AWS CLI 3E AWS APl, Rf , EEEAIX LI eEB#IT AR
AWS. AWS BIUEHSEKIGEES A MAREAKPHRIEHR. BXEZELR , BERTNIEN %
2UFFIAM,

H % R X PR MediaStore
TE#EKRBELE (FAS) : 2

HEERIAMAF A BERNITREN AWS | FEANBRK, FAELERSHT , BFEKMIT -1
B RARUEREEHMESHED S —MEE. FASEAZRANKRIAR AWS RS, B E#FR
By AWS BRSS @ TilRS A HER. FASREIRSKIFESHMBRSHITREMNBERN , F2K
HiER AWS fiS HEBZRN AR, EXHHERT , BLAEFRITEXRMRENNR, BXREL
FASERIMBERFE , BERERL R 21E.

MediaStore RS B

XERFAG R

REIAMEERRSREEHTRENARS. IAMEER ATUERIBCIE. SHMBIBRES ABIAM,
BREZEER , FEHLERABUREAZRKE AWS IRSS (£ IAM BFEREF ) .

/A Warning

BEWARS A R R AT AE S P i MediaStore ZhaE. RBETE MediaStore RHIREIE ST T RS
RE AR,

RS AEX A MediaStore
YERSHEXAG &

REEXACR—TERSHEXKNES AR AWS RS, ZRFAUKRKEEHTRE. RSHEXA
BERELN AWS K HRZBRSFE. IAMEER AAUEEETERERSHAXABHNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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BXROUBREBRSAXBENFAEE , F5H AWS SR EFEANRSIAM, ERPEKRRSHE
KXABIPEE Yes IR, ERRFEUAEFTZRSNRSHERA B,

Elemental & T & 3 #Y 5K & R 5l AWS MediaStore

RINERT , AFANABTNEIESRIER MediaStore iR, 41t To3E &8I ARMITES AWS
Management Console, AWS Command Line Interface (AWS CLI) , 8. AWS APl, ERFAFHEHFT
ERBHATRENNRE , IAMBEER UBIEIAMER., A5 , EEATUFIAMERFNEAES
RAPAURAAR,

BT R fE X LR G RBE A R RIAME T S BV ISONKRE | FSRIAMA FIEEH 8 62 IAME
%O

B X H MediaStore E X WIREMBRELE (BESHEREHEMNENX ) WARNSEHEAEFE , SR (kR
EENS#E) MediaStoreF 9 AWSElemental BViE/E. &IRFAZHE,

2

- RMREXEK

- £ % MediaStore &

- ATFAFEEHIIESHRR

REERIERE

ETEONERBRETEAREUUELHWIKF FAIZE, 7AiM Bk MediaStore RiR. XLEig/ET8E
L2FEBAFHERN AWS IKF, SIEREEETESHONERER | HEBUTENMEW :

- R AWS REREARRRENENRE — EFROAFMNITEASER TR , BFEH AWS
NEZERLRAFRFIROEER, SIERN AWS kP, RMNBEBIESK#E—SHD
R AWS HRETZNAGNEFRERR. BXEZER , H5H AWS RERKH AWS (1AM
FAFiEr) P ITEIREENITERE,

« NASESRNR-EHIAMKREE IR EXRE |, XRFHRITESAFONR. At , ETNELER
EFRGET AL S ERRNITHRE , A RENRTFT. BXREANANRIAMHNESEES | &
ZFEIAMA F R IAM Y SR AR

o fERIAMZE B o B S 4t — 25 BR 41175 18] A BR- 42 AT LA 7E 58 B HR 78 N 5% 4 LA BR 41 % 488 4 0 4 R 9 15 (8] 4R
BR. filan , WA LURE — N RBE R RIEEFMBIEREBLAFERA KIESSL, MRBIFESHER
BRSSIRVE , MItB AT LABE A SRR F X BRSF1RER A B AR AWS BRFZ 2 A ERE L (a0 AWS
CloudFormation, HXEZEEL |, H5H (IAMAFEE) PHIAMISONFER TE | &4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselementalmediastore
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- M A 1AM ccess Analyzer BEEHIAME B U RN L2 IhBEM — A IAM ccess
Analyzer 2KIEFH VMBI KEE , LUERBEFSIAMEKEIES (JSON) MIAMEESE
. |IAMAccess Analyzer 27 100 ZURBEREMUTTHERW , UHBEHELZE2MEANE
B, BXEZER , B85 (AMAFIER) I IAMAccess Analyzer ZREEIIIE o

- EEZERESHRIE (MFA)-TRENZSEEIAMAL S root A AWS Ik | BITFFMFALES
Z2tt, EERMFAANERAPIHRE , BERBPRNMMFAZRYG . BXESZEER , 536 (IAMA
Fi58) PMEEMFAZ R BAPIE AR,

BARPREMZENESERIAM , BZHR (AMAFER) IAMARH Z £ &EREK,

£ A2 4) MediaStore &

E 58 AWS Elemental MediaStore ##|& |, IRU4TAE —ABRENRE, XENRBRAMAFEHIHME
FEABXRIEH MediaStore BRI IFHAEE AWS Ik, MRELIEZNE T HHHRELEATENHKENRE
B/, s A RLTEEmET  EATEAZERNSAE (ArfiAe ).,

BEFNRBITEHENAFRESZEZES SR AWS CLI 5i& AWS APl MR , RARFHE S
MN=RNITRAPHREM TE RV IRE.

NEBRAFPMARNMATLLER MediaStore #2#|& , X EEM £ MediaStore ConsoleAccessT
ReadOnly AWS £t3IE AP IEERE, BXEZER , B55H (AFER) PHIEIAMA P 7
R

AFAFEEHITE SR

L RBIE BRI RIZ R VFIAMA R ERW B ER - 5O NERNTE RV RS, LRBEEET 2
H A RURES AN ERARHE S TR RENRER AWS CLI 5#& AWS API.

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

AWSJTE MediaStore & 1 i/ [a] X PR £8 #E R 25

fE B LA T E B RFB B IS 12 Wi F11& & £ F MediaStore 18t AJgEIE BV E WL [BI BIAM,
T3

o BENIELL T LERITIRIE MediaStore

o BRFLPBINIT iam : PassRole
o REATFRIUINANAFEA AWS K 15 EFKA MediaStore &R

EERELL T LERITIRE MediaStore
MREBRBERIER , RGBT EMRE | WIEANE TR ARGFRITIZIRE,

YmateojacksonAMAF ZIXEREH S EEEWmy -example-widget BRI FMEREBRERE
A REY , M HIMEL T RHIEEIR, mediastore:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mediastore:GetWidget on resource: my-example-widget
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FERERT , BIEH mateojackson AFMEE , LA EMA mediastore: GetWidget #B4ER
B8] my-example-widget &iRo

MBBEEHE , FREREMAWS EER, FHNEEARRHEFZEITIN A,
RN IT iam : PassRole

MREBWBEERBEE , BTRETLNMITiam: PassRolelRE , MIAMEHREHNRBUAL T RN AL
% 44 MediaStore,

—EREIE AWS RS AP ERIAARKRELZERS  MAREFTNESACHBRFHEXAE, N
bt , AR EBRAEELEDRSHNR,

HENWIAMAFPmarymajor=inFEAREG S EPRMTREN , 2HIMUUT RFIEIR MediaStore, B
2, BEAMEERFSACHMEBEFHNRT THITIIEE, Mary FEBEFABEEEIRSHNER.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE L b 4T iam: PassRole #1E,

MREEEHEY  EHRREN AWS BER, CHEBRARRUBZZIENA.
RERFRUIN AR AWS IKF 7R MediaStore # iR
EALYR—NAES  DELGKS FHAFREAAANARTUERZACREEEHEER, 2T

UEERESEY , TNEEAG, X TXHETRIFRA R EEHFIXR (ACLs) WARS , &
158 P 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR AV AR BR

ETHREZER , BZRAUATREA :

« ETHRS MediaStore XIFIXLIIEE |, FSRAWSElemental 2 30{A £ A MediaStore # IAM,

- ET7HBRIAREXEHNRROIGRNER AWS K- SHEEHN , SR @ EMIAMA P REHRSR
AWS Tk~ &1 (IAMAFIER) FHRENHE.

o TEIMAEE=FREEN SN ERROENERE AWS K | ES RSB AWS K FIAMA -
EERAE=FFE.

- ETHUMABEIREFHRIERBFRNR , H5H CAFER) PHRELEINBESHRIENASRE
HIGRAXER (BREFHRIE) . IAM

- ETHEAACNETRRNRBHTER S BFRNXE , BSHIAMAFEBEIAMF R EKF 3R
7 AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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ZF M= AWS Elemental MediaStore

AFEAR T P AFIEFMEEERIEIT AWS Elemental MediaStore HTF&Z4£ZE, BAEFZMNBIENTE
%= B MediaStore , {52 @7 AWS Elemental MediaStore #1741 FFRIZ,

iR aPnEYE., ATRAMEMERENEEAKES AWS Elemental MediaStore JE B {REY AWS R
£, MNZNMAROENBoWEKLZEHIE AWS #BRAER , LEEHIZ S 8FER o] AE RV 3 3
TR, AWS BE T 2 A FIKIZREHN MediaStore BB EEEHNIE,

I &% CloudWatch 23R

f£H CloudWatch iR , BRI AL M EIEEN R B RN ENMENR. MRZIERELAERE , WeE
T E#SNSEB K A AWS uto Scaling REERKIEEH, CloudWatch i RF2FRARE , Bheilkk
FHERS, MERAAERSEREHEEENE TANANEENRETEESTBH. BXEZEL B
2 £ CloudWatch #1755,

AWS CloudTrail A&

CloudTrail #£HAF. AREAFFMITIRENIESE AWS RS TF AWS Elemental MediaStore, £
WERE R CloudTrail , & 0] LA E @ BNE K & B MediaStore, & HiEREY IP ibak, #AH TiH
R, ARt R HERUEEMEFMAES . BEXEZEL , 5H #H CloudTrail id3 APl A,

AWS Trusted Advisor

Trusted Advisor £ TMARKT LT ARERS P FINWEKESKE AWS BF, Trusted Advisor #&
BEERPAWSHHE  AEEEIaTERS., RERATAMNMRESBEIENRLRENREEEN.
£ AWS B T LA R E3K Trusted Advisor T, HAEULRPIZHFITRINEFRTUEE LI
Trusted Advisor X =&,

BEREZEER , 3% AWS Trusted Advisor.

AWSElemental B9 & # X IUE MediaStore

BTRES AWS RS BT HEAMITGEE | #2H AWS RS ZAMINL 1BE HI0E
B R SEECRNENAMITY. BX—REL , S0 AWS M .

B LERALTAR TEHE=ZFFiTIRE AWS Artifacte BEXEZEE |, HSRTW TEHIRE AWS
Artifact.
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https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#trusted-advisor
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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BHEEANNEATE AWS RS BURT BN BRENHBME, RATNENBIRUARERNERNE
M. AWS RET U TR RERRFENIASHE

s ZEEEHMRENTER — XEHFBERITRTRIEST , HIEMTELBBEERENS
BRAWS ULZeMMEaMMRER,

 7£ Amazon Web Services LH#{THIPAAZ £ 5EMEN —ARBEPIHR T F LR WMAEH AWS
BIBHIPAARFE R UM R ARER.

@ Note
FREE AWS IR HEHIPAAR K, BXEZER , BEH (HIPAAERERSSZE)

-« AWS el RR — W TEBNIEMETREER TEMENITLMAAEL,

- AWS BEFEHIERE —NEHAETHEERIEEN, XEEFLLE TRIPHVRESE AWS RS
HIEERHIBE S MER ( B REEERIVESHEARMEM (NIST), XHFTLEZLFEEZERS
(PCI) FEFRFOEALALR (1SO) ) MRS,

o fEA PN TR AWS Config FFAEIER — AWS Config RFIFELN R REEES KEE
FREANBBRER, 1T ANFEM,

« AWS Security Hub— X AWS fRS5 RGN Z SRS LEAE AWS, Security Hub AR £
BEIRIFEIRE AWS BIR , HREZREFELETUMRENRESR, BXZTIEFERSREZEHN
5K , ES 1 Security Hub ##35#,

o I 5# GuardDuty — X AWS BRS RNEHIGEYEE R AWS kP, TERE. BENEHE,
BN ERREREETRMNEBEES., GuardDuty AT AFEBEHE M EMMLEESR PCIDSS
BlanHE R R EEMMEERAENARKRUER,

« AWS Audit Manager— X4 AWS RS HBEIRFE AN AWS A T RE{LXBS B3 LR X EM
TAFRERN SR,

AWS T & Y] 1% MediaStore

XEXEHE : AWS £IKEMIRERESEEEILN AWS XE MATAX, AWS X #HSMIER
ENRENTAX , XETAXBIYEER, SEHENSELRNMEERE, MATHKX , ALK
THREETRAX cBEFHE BRI RAMEBNNARFNEERE, SEENEN RS IRERL
Entizef  TRAXERESHNTAL. BREENATT B,

BX AWS Xig MK |, 55 AWS £ EREM %,
BT AWS £BRERMZE#) , MediaStore 1Rt Z I BERF B L IF B BIRH ER R B E R,
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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AWSElemental # B fil1% it &2 £ MediaStore

ER —BUEE RS , AWSElemental 2L T MediaStore £ R AWS 2 KWK LL, BXEER
AWS Z£RFRHEFX AWS RIFEMZEN , FSH AWS =2 £, RITRH AWS £REMIEER
SREZERNRE  FSRETEIHEPRNEMZRAT AWS 2498 EEZS,

YRA AWS B %7 MediaStore B MK G EMWAPIF, BERHEAMTZEHUTRRA :

- BREZRE (TLS), RAIFE TLS 1.2, BWEA TLS 1.3,

- BEEEXERRZMNBZBEY (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECOHERZHIR RS ( W Java7 REERAE ) BIRIFXLER,

W, BAERGRIZL ID MSEIAMBREAXBKNAEHEBANBERITES, HERATUEH
AWS Security Token Service (AWS STS) £ A FEEBERM IR ZLIEH,

Br L B5 AR S5 R 7B BRI

BERERER-—IM22MRE , DTFEFRFEIITNRNXETERSIEEERESNRNKENITIZ
B, InAWS , BERSEFARSSBRIANEIFRE, — MRS ( WURS ) BA%S —TRS (Fr
BHVERS ) Bt , AR REBRSEN. AURABAARSAERENRY S - M EFNERETRER
B, BNZBRSTNAHLRNR, I THLEXFER , AWS REN T EAHBERF BRI
7, XERS EHASHR T REKS HRRVRR.

RMNBWERREPFEHaws : SourceArnMaws : SourceAccount £ BHEH L T X HZ4ARERE
AWS Elemental MediaStore [EZ B RIBHHNEMREZHNR, MRERFEF —IMNEREERS A
FXEX |, A aws:SourceArn, MREE RIFIZKF FNEARRESERS EHIREMRRE | 1§

£ aws:SourceAccounto.

IR NEIFREBENZER S ERFEAEE IR RMNELaws : SourceArnARN
B&#LETXEH, MRETNERFNLEARNAE , AIEEREZN AR , B
FEHAWEBES (*) Maws:SourceArn2 B E T XRHEBRER RARHE D, ARNSI
Wl , arn:aws:servicename:*:123456789012: *,

MR iZaws:SourceArnEREEMKF ID , #li0 Amazon S3 FAEEARN |, N A ER{EAFAIALBER
H £ T AR BRFIABR o

K {Eaws : SourceArn A = 7 B K X iZ F K F° & MediaStore &4 CloudWatch B EMELE .
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

AWS T % MediaStore

(AFER)

LT REIERT i E R FEHaws : SourceArnflaws : SourceAccount £ B&MH L T304
MediaStore & PFf 1E HBUEE B &I 5 =&,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "servicename.amazonaws.com"
3,
"Action": "servicename:ActionName",
"Resource": [
"arn:aws:servicename:: :ResourceName/*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:servicename:*:123456789012:*"
3,
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}

Bh LB R SSR B REE
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AWS T % MediaStore CAPiEm)

£ AWS Elemental MediaStore #i# 1Tis#FHR12

54 2 R1F AWS Elemental MediaStore MEEHMAWSHEE RFTEAWSH ATSEM, ATAMMMENEE
FHE., BHTUT—tisieT BkisiE MediaStore , £ HIM4AE IR /TIR & FH5E 0T B3 REUE#E.

« AWS CloudTrail #i3RHEMWAWSIK AR ZIKF R HEY AP BAMMEXSES , AFEE
K1 EI B IS ER Simple Storage Service (Amazon S3) 128, ] SAFRIRBELE A = F K P
BWATAWS, NFERHBAKNIRIP it AR ARANKERE. BXESEE , HSH AWS
CloudTrail (A8 -

« Amazon CloudWatch KBS #ZEH AWS BIRAKRE AWS LiE{THNARERF. &0 AER IR ER
B, Q2B ENHEFER , URIREBIRUEIEENIBIRIAEIEIEER FE 8 & & REE
o N , e LLE A Amazon EC2 £l CloudWatch IRER CPU E AR HMIEr HEEEE
R EZEHFEA. BXEZER , S Amazon CloudWatch (AFIER) -

« Amazon CloudWatch Events IRt R B4R , XESHHIR AWS BIRNER, BF , AWS
RS AT/ RNGEHEHNEIEE CloudWatch Events , i3 B AJREEE — o4 B KA
8o CloudWatch Events XFEHZIEHREITE , RAZRAUUEERAN , UEEELEEHNE
XEEHRERTEEM AWS RFHMEB3IRIE. BXEZER , S Amazon CloudWatch
Events (AFIEE) -

 Amazon CloudWatch Logs & eEB 512, F M AR B Amazon EC2 3k, CloudTrail
H At >kIRM BE X, CloudWatch Logs AT A BEXHHWEE , HERIFERENEA
B, BEMUESHEAMFEPRRENBERIE., BXEZEER , H55H Amazon CloudWatch
Logs {AFEM) o

B A USRS TORF T BE 2 BL A I8 M) MediaStore B85, B MMFZHRBEL/ENN —NENE
AR, MARSTUERMNMER, BREMNBERTR, B AERRSRKERE AWS EBEHAEFH
AWS BB , B5ENFTE AWS BRSIZEABERMIKERE | UUREEM IR B 3hLES B R ik
TR

£

« A AWS CloudTrailid & AWS Elemental MediaStore API 1 A

« f#F Amazon CloudWatch ¥#& AWS Elemental MediaStore

« #rid AWS Elemental MediaStore &R
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/

AWS T % MediaStore CAPiEm)

5 AWS CloudTrailid & AWS Elemental MediaStore API & /A

AWS Elemental MediaStore 5 AWS CloudTrail £/ , &2 —UWRS , 121t Amazon ECR #H A
F. At AWS MediaStore RS FTEBUREMNIE . CloudTrail 33X MediaStore #9 API & A T &£1E
NEHFIR , IR B MediaStore 215 A FX MediaStore API FWRBIREA, WRELIZRER
2% , M AT LAE CloudTrail B4FLE4E X ) Amazon S3 17418 ( 23& MediaStore WEH ) , IRE
FEERE , M{BHAIE CloudTrail #4|4 F K Event history ( B4 $L1E% ) FEERFHEH. £H
CloudTrail IWEMEE | B LA ER MediaStore X THAER, ZHBERKN IP bk, AL HE
BER, BROKENESZE,

ET#HABX CloudTrail WEZEE ( BIFWMANEH#TEEMNSH ) , S AWS CloudTrail {AF
EME)

FIJ
e CloudTrail ## AWS Elemental MediaStore £ &
« 145l : AWS Elemental MediaStore B & X 4% B

CloudTrail 8 AWS Elemental MediaStore € &

EERE AWS KR, FEIZKF E/S A CloudTrail, 2 AWS Elemental MediaStore F X 4£ S XX
BWEHENR | ZENFIERE CloudTrail E4F , HEHEHM AWS RZSZEH —RRFE Event
history ( EHARIER ) B, BALUE AWS IKFHEE, BRANTHEFEH. BXEZELR , FS
FfERA CloudTrail EHH L IEFEREEN.

EREIEK AWS IKF RN EH ( BFE MediaStore WEH ) |, BRIERE, BRI |, CloudTrail 1]
FFEEXHZIEZE Amazon S3 f. MIRERT , EERFI AP OIZERER |, LERERENATAE AWS X
o LIRERIZRE AWS 7 XFIdRAEXEBHRNES , R AEXHREZELRIEEN Simple Storage
Service (Amazon S3) #, b4 , BAILEERECAWSHRS , 3t —$ 24 CloudTrail B ERUEH
EXBEHREITH. BXEZEER , BSANTER :

- BIRIREFBLRK

« CloudTrail ZFHRFZFER

* 73 CloudTrail Biti& Amazon SNS &4

o MZEANXF W CloudTrail BEXHMMZANIK 7 #UK CloudTrail BEXH

AWS Elemental MediaStore X1F#E CloudTrail B &SP UTRECENES
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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* CreateContainer

* DeleteContainer

 DeleteContainerPolicy

* DeleteCorsPolicy

* DescribeContainer

* GetContainerPolicy

* GetCorsPolicy

e ListContainers

* PutContainerPolicy

* PutCorsPolicy

§/|\$1¢§EHN.’\%E %B@EE*QEEZ-LE ?EIJAJQL:u /Bro %{ﬁ{n ﬂﬁ%f@ﬁiﬂ?lﬂg .

s BREREABAFREITIERAFEIEA BN
- BRECFAACERKRESBMAFNIGR ZEE IR HI
- BRESAHHETE AWS RE X H

BXEZER , iS5 CloudTrail userldentity T3,

45 : AWS Elemental MediaStore HEIM 4% B

BEE—MEE 6 THATEE4EN BEXHEEZZRIEEN Amazon S3 . CloudTrail BEX 43
B NESMNEEERE, NE#HRTREEMRERH—NMER , BFEEREROBIE, BREN BN
B, BRSBEHFENER. CloudTrail BENXHT LA API FANE FH#REER , AteiF ek
EAEBEIRFE R

TEHRHIERT — CloudTrail BE%EB |, Z%Bi#H T CreateContainer &4k,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGHIJKL123456789",
"arn": "arn:aws:iam::111122223333:user/testUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

5 AEXF&E 8


https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_API_DeleteCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DescribeContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListContainers.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutCorsPolicy.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName": "testUser",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-09T12:55:42Z"

}

},

"invokedBy": "signin.amazonaws.com"
},
"eventTime": "2018-07-09T12:56:54Z",
"eventSource": "mediastore.amazonaws.com",
"eventName": "CreateContainer",
"awsRegion": "ap-northeast-1",
"sourceIPAddress": "54.239.119.16",
"userAgent": "signin.amazonaws.com",
"requestParameters": {

"containerName": "TestContainer"
.

"responseElements": {
"container": {
"status": "CREATING",
"creationTime": "Jul 9, 2018 12:56:54 PM",
"name": " TestContainer ",
"aRN": "arn:aws:mediastore:ap-northeast-1:111122223333:container/
TestContainer"

}
1,
"requestID":
"MNCTGH4HRQJ27GRMBVDPIVHEP4L02BN6MUVHBCPSHOAWNSOKSXC024B2UEOBBND5DONRXTMFK3T0OJ4G7AHWMEST",
"eventID": "7085b140-fb2c-409b-a329-f567912d704c",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

{8/ Amazon CloudWatch & AWS Elemental MediaStore

IEALAE A CloudWatch %12 AWS Elemental MediaStore, CloudWatch £ W ERBHIEH FELE
N HiEIEIR, CloudWatch @RFXLESITHIE 15 MNE , NTIELRESEHRTELES , HEBEFH
THRIZH Web R ARFIBRFHMTER. A, ALRERA TRV ERENER , H1EREHEM
RENZXBARNITRE. BXEZEEL , 200 Amazon CloudWatch (AF#ER) o

AWS RMHLL T T Bk IEE MediaStore, 7E IR IRITFH TGS HEE LR B3I REUEHE -
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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« Amazon CloudWatch Logs & e W12, 74 M A EKAWSE AWS Elemental MediaStore
ZRSHBEEXH. ELER CloudWatch Logs B A EBERKIZENARFMNRS,
0 |, CloudWatch Logs REBIRERN ARF BER K ENE R , HEERIREILIEERER @E
RIEBH, CloudWatch Logs EAZH AEBKFEHTHE  FHTEERRE, flw , Bk
ERARERF B EUERISENXAFR ( f0“ValidationException” ) 38 143 E B B ER A & HH Y
PutObject #HRitH. HREEFTE RN FEN , CloudWatch Logs £ EEIEEM CloudWatch 3545
REZHBE. BEBFELERAFEMNE , HELWBSBEREME,

« Amazon CloudWatch Events IRt R EH |, XLEREBH4HER 7TAWSHEIR ( a0 MediaStore
WR ) PWEL, BE , AWSRFSSE/LDH R EEHEHEZEE CloudWatch Events , A&
AR E— 2 ERNE, BAULLREMNKTESH ( HlinDeleteObjectiEXR ) , HF
XEEHBRHE PRSP EREHEER. CloudWatch Events BEEZET{LN A EM AT, It
4%, CloudWatch Events i f7ix L5358 4 8 ot H 72 S BT REVA IEHEHE | 5= R &K H B SANE R 3R
B, 3R, #TEIRHBERRESER.

CloudWatch Logs

HR AFEERERNBSRFHONREHNERGFACRK. W TFEFSNARFREHEBERE
A, PN EREMEREREE. SIER ARG T #RENE P& T #EWN MediaStore K
#, CloudWatch Logs R EA TR JLEE -

- BERRAZE—FKEN—RI BESH,

- AXER—HEEHRREH, KEMBREFHZENBER. YEERSLEABRARIEE
B} , MediaStore 282 —MNAEXAH , B /aws/mediastore/MyContainerName, EAILAE
NAEEAHIEERAZEHPRAMBL R, NUTBET—MNAEEAN BERBS B,

RIANBERT , BENLRAREZEAKTTH, ELUAZRSNEEEANRERE , RISFLRAREZ L
BNTF—XE 10 F2BREH,
4 Amazon CloudWatch & & X fR

£/ AWS Identity and Access Management (IAM) 812 — & &K ZF AWS Elemental MediaStore
Bl Amazon CloudWatch BIf R, BAFMITU T TR BENEMIKF K4 CloudWatch
Logs. CloudWatch < B3I &K K~ &K i8R,

1 MediaStore 1518 CloudWatch

1. BEUTRUITH IAM #2El& : https://console.aws.amazon.com/iam/o
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https://console.aws.amazon.com/iam/

AWS T % MediaStore

(AFER)

2.
3.

o

6
7
8.
9

10.
11.
12.

£ IAM BHENSMBERKT , %R Policies ( REE ) , AAJFIEE Create policy ( BIERKE ) o

£ JSON IETI+ , RIEHEME LT SRR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:CreatelLogGroup"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/mediastore/*"

}
]
}

Lt 3R BE S8 MediaStore 7 ERAWSHK F PRI XS EM A 25012 B EEM B ER.
i #¥Review policy ( EERHE ) o

£ Review policy (EE %) WEL , X¥F Name (B#) , #A
MediaStoreAccessLogsPolicy , A/5i%#¥F Create policy (BIERKHEE),

£ IAM 2H AN SMERT , £ Roles , A/F1E#E Create role,
1% H M Amazon Web Services Ik ABEKE,

33 F Account ID (K F ID) , % AEH AWS KF ID,

1%£$ZENext: Permissions ( T—%: 1R )

FEHEFREF , %A MediaStoreAccessLogsPolicy,
IEREN RS DN ERAE | AFIERE Next: Tags (F—F : #1).
1%£$F Next: Review (T —&: &#%) UMEENFAF .

CloudWatch Logs
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13. 34F Role name (A& ) , #i A MediaStoreAccessLogs , A/GiEE Create role (B2 A
&)o

14. EEINERD , EERZRINCIZNAENET (MediaStoreAccessLogs).
15. EAEHK Summary (FBE) WL , % Trust relationship (EEXR) &I+,
16. 1E£$F Edit trust relationship (REBEEXR),

17. ERBEXEF | HEFEAERN MediaStore fiF. ENIM TR :

"Principal": {
"Service": "mediastore.amazonaws.com"

iy

ENMRBHNBRNENNTAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "mediastore.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {}

}
]
}

18. i%# Update Trust Policy ( EF{SEXREE ) -

AARREREEBERIER

FINER T , AWS Elemental MediaStore A2 WEFRIBE. HEERFFERIFR BERER

it , MediaStore &5 Z B8P EH X KAV A B B FiEFREELS Amazon CloudWatch, 7[R B &2
FEHNBEPEENEANREENERNVIFAICRK, XEESEFAESEBERER, BRPEENE
R A R 40 B 1 SR 19 Bt 8] A1 A A
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AWS T % MediaStore CAPiEm)

/A Important

£ MediaStore Az FAHR HE BRI LTIHNKEER, B2 , REEXAENEMEE
XU HEr-EEBEETEH. (EULBERMEREESXH. ) AWS T&E BEXHHERE T
WEBIEAESR  EAREEHREAAREXN TR B EXH KSR,

BAAE BEIEF (AWS CLI)

- T AWSCLI#F , £ start-access-logging % :

aws mediastore start-access-logging --container-name LiveEvents --region us-west-2

Jttﬂlj 'I'J/Qﬁ IEHEO

NRSRZEAHPAEFIEE

WMIBERSE ELZAHE BEIZEE , AWS Elemental MediaStore /= 1E £ 3% 15 18] H &% Amazon
CloudWatch, XEifFRIBEFRLRE , B RAIHE R,

= M ijE B EIE S (AWS CLI)

« FEAWSCLI# , £/ stop-access-logging ¥ :

aws mediastore stop-access-logging --container-name LiveEvents --region us-west-2

IJD W/ﬁﬁ EHEO

3 AWS Elemental MediaStore Y15 8] B &3 17 EHEBR

2 AWS Elemental MediaStore i8] B F18% & & RFE Amazon CloudWatch # 8t | 555 T &R 3KIRE
BERRMBREE,

(® Note
B 243 B AWS CloudTrail Logs ki By BEFE T2,
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AWS T 3% MediaStore

(AFER)

AEIR

ENEHRE AT CloudTrail B |, 8% F8
& 2{E CloudTrail B4,

BRI T —/ DescribeContainer
API &R | BRI & Rt Accesslog
gingEnabled Z¥MWEN False.
A, BEZBEEEHBX MediaStor
eAccessLogs A®RIIHIT
DescribelogGroup . Createlog
Group . DescribelogStream .,
s CreateLogStream ¥FMAKIEM
CloudTrail =,

£ CloudTrail B#Hl&H , BT —
NEH |, LEHEEE MediaStor
eAccessLogs ABHERIELIGH
f4iR. CloudTrail EHATEEEESUTHE
THRA

"eventSource": "logs.ama
zonaws.com",

"errorCode": "AccessDe
nied",
"errorMessage": "User:

arn:aws:sts::11112
2223333:assumed-role/
MediaStoreAccesslLogs/
MediaStoreAccesslLogsS
ession is not authorize

d to perform: logs:Desc
ribelLogGroups on resource:
arn:aws:logs:us-west-2:1111

ZE AT RER...

Z 1AM BB EFES
BEEREENER,
MR HEERRE,

Z 1AM BEBREFES
BEEREBENBTR,
MR HEERRE,

R LAREREEHE
FIBFo.

IAM & &% 845t

% AWS Elemental
MediaStore BJ IE#a1X
PR,

X BURE...

FEHEBRNEN,. NEME
EXEBUE—IEEB, B
Fthe section called “I% &
CloudWatch BYIXFR”,

FEHEBRNEMN,. NEME
EXBUE—INEE, S
Bthe section called “I® &
CloudWatch BV BR"

BRABMNIFR EEIZR. &
% #the section called “B A iS5
Al B & 1B

i IAM AERIREBIER
IR FEEREE. S
Bthe section called “I% &
CloudWatch BIRX R,

CloudWatch Logs
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AWS T % MediaStore

(AFER)

FER
22223333:1o0g-group: :log-

stream:"

BRBRINBNBRRVNSNBBR/EM
E /Cho

&% CloudWatch ARy —LHZE | B
/ﬁﬁ% UFﬁ'ﬁ,mggém E /8N o

ZE A RER...

K - AT RE B
HENXEE4N K
F# CloudWatch H
HAmE, SR
Amazon CloudWatch

Logs KA {ER) ¥
7 B EAFE,

WK P AT BE
BHBMNXEE
NKFBHES
A CloudWatc

h B&fl. HZH
Amazon CloudWatc
h Logs {AF 1§
) PutLogEve
nts FEVECER,

5 JSON XA BFIEFKAK , ERFENMETIEFRAR

103K

Nk
e
%
=
S
T

£ CloudWatch = #I&/H | ¥
EENKFR2AERmERE4A

# CloudWatch Bi&i, 082

=, B ERESHR.

N EBANAXEREBINXENE

NIK P S CloudWatch 32 8

HYEC

_/l\isﬁas.ko H Il_:\q:l %EQEIJ

"aaaAAA111bbbBBB222cccCCC333dddDDD444eeeEEESS5FffFFF666999GGG777hhhHHH88811111199955333]",

1A B &R
e BEXBR—
IRFEAgEeZlt. A TFTRRFIEE , HPBERIMNEE
{
"Path": "/FootballMatch/West",
"Requester": "arn:aws:iam::111122223333:user/maria-garcia",
"AWSAccountId": "111122223333",
"RequestID":
"ContainerName": "LiveEvents",
"TotalTime": 147,
"BytesReceived": 1572864,
"BytesSent": 184,
"ReceivedTime": "2018-12-13T12:22:06.2457",

CloudWatch Logs
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs

AWS T % MediaStore CAPiEm)

"Operation": "PutObject",
"ErrorCode": null,

"Source": "192.0.2.3",
"HTTPStatus": 200,
"TurnAroundTime': 7,

"ExpiresAt": "2018-12-13T12:22:36Z"

"Path": "/FootballMatch/West",

"Requester": "arn:aws:iam::111122223333:user/maria-garcia",
"AWSAccountId": "111122223333",

"RequestID":
"dddDDD444eeeEEESS55FfFFFF66699gGGG777hhhHHH888111111999jj711J000cccCCC333bbbBBB222aaaAAA",
"ContainerName": "LiveEvents",

"TotalTime": 3,

"BytesReceived": 641354,

"BytesSent": 163,

"ReceivedTime": "2018-12-13T12:22:51.779Z",

"Operation": "PutObject",

"ErrorCode": "ValidationException",

"Source": "198.51.100.15",

"HTTPStatus": 400,

"TurnAroundTime": 1,

"ExpiresAt": null

UTHERNEHEILERFE :
AWSAccountld

AT R HERKSE AWS IKF ID o

BytesReceived

MediaStore BR%5 85 WMIER EX P FT 8,
BytesSent

MediaStore fRFS R ENMBIEX PN F T . HLEBESRSHWAITER Content-Length
¥R EME,

ContainerName

BB R BRERNE .
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AWS T % MediaStore CAPiEm)

ErrorCode

MediaStore f8i%{%%3 ( Hl@InternalServerError ) . MEEBHXEFEMEBIR, MER - F
o BIERASNRIEN 200 LA gE HIEE IR ( RESB[ABRRILEIGNSE | EREXAERESE
iR ) o

ExpiresAt

NREEH BBt E, WEETNATASEN WA X ransient data rule 1% & #Y E B Bt
A, ZfER IS0-8601 B HARtE , ET NI ERBHBSHENN RS 8h, MRERFHRZ
EEATZNSRWIENBEANL , SESENEENALEGARRE  NtFRAEIN1l, kT
EBPUERA TLLTIR4E : PutObject, GetObject, DescribeObject, HIDeleteObject,

HTTPStatus

G RI KB F HTTP RARB,
ByE
SHITHIIRME , W PutObject = ListItems,
R
BEPEENRNRE, NMEARESEFEARESH , I&ER - F/.

ReceivedTime

WEERR BERtE, ZER 1S0-8601 BHEARTE , EF N iERIBEHRSHENN RS4,
BRE
AT AHBBERNIKFH Amazon BREBZH (ARN) o XN FREZSHRIEMNIER , IWER

anonymous, MEEFMHRIETHZBEREIN , WBEPFIJELERLFEE, N TLEE
3R , ErrorCode AIBERFRIRITN A,

RequestID
H AWS Elemental MediaStore £ =T |, Al A T M —#driREMNER,

i
BEREBHHTARAN AWS BEHREZZEIXEANER Internet bk, MR FERERF A BRE L
EERNITENN U | BEFIERZE,

TotalTime

MERSFNBERMBEROZED R ZENNENRS K ERNEETLE  RHBENRSE—
NFTHRBESE R, ZENRSRNAERNE , RANEFRAENSHESMEIER M,
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AWS T % MediaStore CAPiEm)

TurnAroundTime

MediaStore LB EM ERATIE RN EDE . ZETTENRBENERNEE —NFITER BB
E—NFIHIETES,

BERFERNINF IR RETL,
HE= 1E, %'Ij( /I.,\E E&'{'ﬁ' /$ﬁ QE )&

REN ASEFRRESEXTFE —EMNE S sSR0SI ER. flm , MRENBR[ABRT
AFRER , WARIEREATHERREN—EFR , MFREREMBER, NREERABTHFBHA
BiLF , HETRON—MINEmgE - ATRASEH , MEMNTESRS, EFREBRT , #H

REBABMHAER , MELTERITEMESRE,

RAE DRSS R BEER

173IH1EI EFRRURAZ B TEE, SNEEBEE T AR CENAENASRBER2SBER —%*
BiLF. REWMBATEFFEICKENIU/NTRER | B 7 BUE S 4L X £ig %,

Rt , T8 1%1IE173|'=1EI IDFEEEMENR S, BHREBEROBEICEATELSERRLE TiER G
TEW BERAT &M, HRASHARETOEARHEXAEREEMRSIENER, EXBE
E%M%ﬁ+“¢ ,BRFA BEREZTFTEEZTEIEZMEER,

BIFFR BFRCRKENRARE DR , /£ AWS [P LM FERRIRE ( AWS Management
Console LMK B M AERRE ) PAREE —NRSNMHRERFTLHIAEAHMO AR BE

.\ljil‘ﬁ.l H /U\%quﬁﬁlfﬁglﬁ

ARBRMNATELEL MM FERYT BRI BEEN, LAEANTEEAT R B S RE AL EHFI R
HF o

CloudWatch Events
Amazon CloudWatch Events & 8EBZIMAWS RS Ba11L , LBEZIMNRESEH |, Sl BAREFA

AMERBERERER, BALUREREMNRIEREXEINES, , A REESHTEEANRHITHE
HLBRE,
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AWS T % MediaStore CAPiEm)

/A Important
BE , AWSIRS2E/LW#H I NEHEHNELEE CloudWatch Events , A B AIREEE— 2
Shol B KA.

HXH ELEBBBFINBIFFMERE , CloudWatch RS FRHELAM AR NEH

1. the section called “YT KIRSE REH”
2. the section called “Be RS EHREH"

BEXRITHAXEEHMEESR |, 3 Amazon CloudWatch,

A B3 AR AV IRE R

- @A AWS Lambda B

« @A Amazon EC2 Run Command

« FEHFHE Amazon Kinesis Data Streams
« JB5E AWS Step Functions JRA#HL

+ 3B Amazon SNS B AWS SMSEA

— 3% CloudWatch Events 5 AWS Elemental MediaStore &4 A R H123E :

« BIEREFFIBUE Lambda B,
o MHBRXS RETEE Amazon SNS 8,

EXEZEELR , {52 Amazon CloudWatch Events { HF¥ERE) »

T3
« AWS Elemental MediaStore W SRS E XEH
« AWS Elemental MediaStore RERASEREH

AWS Elemental MediaStore S SRS E XBH

HAWNRHRSER (NRELEZHMER ) 65, FRBUEH
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https://docs.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/

AWS T % MediaStore CAPiEm)

® Note
FA T Il B 2 A A T T 3 B A XY RE S Hist A 2 & H CloudWatch 44,

BEXITRALEHNEER , B2 Amazon CloudWatch,

NREEH

"version": "1",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Object State Change",
"source": "aws.mediastore",
"account": "111122223333",
"time": "2017-02-22T18:43:4872",
"region": "us-east-1",
"resources": [
"arn:aws:mediastore:us-east-1:111122223333:MondayMornings/Episodel/
Introduction.avi"
1))
"detail": {
"ContainerName": '"Movies",
"Operation": "UPDATE",
"Path":"TVShow/Episodel/Pilot.avi",
"ObjectSize":123456,
"URL": "https://a832plgeaznlp9.files.mediastore-us-west-2.com/Movies/
MondayMornings/Episodel/Introduction.avi”

}

X &R 2 M BR

"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Object State Change",
"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [
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AWS T % MediaStore CAPiEm)

"arn:aws:mediastore:us-east-1:111122223333:Movies/MondayMornings/Episodel/
Introduction.avi"

1,
"detail": {
"ContainerName": "Movies",
"Operation": "REMOVE",
"Path":"Movies/MondayMornings/Episodel/Introduction.avi",
"URL": "https://a832plqeaznlp9.files.mediastore-us-west-2.com/Movies/
MondayMornings/Episodel/Introduction.avi"

}

AWS Elemental MediaStore RESRSE XS4

LABWRDSEN ( BERCHRMIMIBR ) 6, FERAUEH. BXITRALBEHNER , HSH Amazon
CloudWatch,

RECOIE
{
"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",

"detail-type": "MediaStore Container State Change",

"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [
"arn:aws:mediastore:us-east-1:111122223333:container/Movies"

1,
"detail": {
"ContainerName": "Movies",
"Operation": "CREATE"
"Endpoint": "https://a832plgeaznlp9.mediastore-us-west-2.amazonaws.com"
}
}
ABRCHIBR
{
"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Container State Change",
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AWS T % MediaStore CAPiEm)

"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [
"arn:aws:mediastore:us-east-1:111122223333:container/Movies"

iF

"detail": {
"ContainerName": "Movies",
"Operation": "REMOVE"

}

}

&£ Amazon CloudWatch #§%5¥43#2 AWS Elemental MediaStore

I&TLAE A CloudWatch %12 AWS Elemental MediaStore, CloudWatch £ W EREBHIEH FELE
N H1EEFR. CloudWatch £RFXEZITHIE 15N , NTEREBIHEFTRER , HEEB FEifi
THRIZH) Web B ARFRRSHINITER. I, TAREATHENSERENER , FEETMEN
RENXEBARNITRE. BXEZEE , 56 Amazon CloudWatch (AF1ER) o

*F AWS Elemental MediaStore , HiZiEFEESERERN , BRI R ELNBytesDownloaded s
[ B © &% B F b4

£/ CloudWatch 4|8 EEF BT
BN EEERERSTEZEE , AEGES I N GEZTAANSHEELS

1. EFAWS Management Console }#3TF7F CloudWatch ##I& , MitH https:/
console.aws.amazon.com/cloudwatch/,

2. HESMBEHKP , %EFE Metrics (1R )
3. &£ £EpEFr T , % AWS/MediaStore fn & Z=EH,

4, ERENEEEEER. B0, %F Request metrics by container EEERIFFIBERM
TRIREERWIEIR.

5/ AWS CLI EFIEH

«  EBTRRFL  WAUTHS

aws cloudwatch list-metrics --namespace "AWS/MediaStore"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

AWS T % MediaStore CAPiEm)

AWS Elemental MediaStore $g§#x

T&5|H T AWS Elemental MediaStore &% % CloudWatch f3E%x.

(® Note

EEFIEN , BTN AR/ HRIMIEIRKR | LAY MediaStore [6 Amazon CloudWatch &%
FEFRo

iR DU

RequestCo %t Put MediaStore e X HHY HTTP B3R B3 , iR
unt (. Get, Delete, Describe, List ) X%,

BT it
BREE -

« BRBREW
s NRAEBW

o iERFER

BEMEITESE - Sum
4xxErrorC S 3 4xx HiZHX MediaStore & H B HTTP &R ¥,
ount .

B4 TR

BEMHEE -

« BRBREW
s NRAEBWH

« EREH

BMEITESE - Sum
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AWS T % MediaStore

(AFER)

1R

5xxErrorC
ount

BytesUplo
aded

iR

S 3 5xx HBiRHIXT MediaStore & HB HTTP &R,

By it
BRAEE -

- REBEEWN

« WNRAZF

o EREH

BREIHHIE - Sum

H @ MediaStore BEF A HNBER LENEZTHH (BRESEX)
By FEH

BERAERE -

« BRERBEW
« RAEBW

BRETHE - FHE (BMNERNFTHR) . BN (SMEARNFTHR) .
BAH, &/ME (5 P0.0ME ). &AME (5 p100 #EE ) . p0.0 F p99.9 #Y
EAE D %
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AWS T3 MediaStore CAPiEm)

fE¥R R
BytesDown B MediaStore R X HHWBERTHHNZFH (MAEEEEX)
loaded

By Y

BRAEE -

« BRERBEW
« RAEBW

BRETHE - FOE (BMERNFTHR) . BN (SMEARNFTHR) .
BAH, &/ME (5 P0.0ME )., &FAME (5 p100 #E ). p0.0 F p99.9 #Y
EAE 2

TotalTime MNEBEFSBNAERABERNED ., LEITTEM MediaStore INEIERIEREE
KEWRHKE—NETZEBNEE, ZEMNRSHWEEXRNE  RANEF
s A BN SHEZ LIRS,
BA o BR
BMHEE -
. BRBEWH
o WRABZBWH

« EREH

BRGIUHYE - F9E. &/IME (5 P0.0MEE ). &KE (5 p100 #8
@ ). p0.0 E p100 KYEMRI B Z UK
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AWS T3 MediaStore CAPiEm)

FEPR iR
Turnaroun MediaStore A B R ERFITE RN EW B, LEITTEM MediaStore W E| &K
dTime BEROBEE—NFRICKEWNNEF—NFT 2B ETE,

By ER
BERAERE -

« BRERBEW
« RAEBW

. ER%ER

ARGIHRIE | PHE, &/ME (5 P0.0HRE ). &AME (5 p100
B ). p0.0 F p100 KEME DL

ThrottleC @ MediaStore X HH HTTP iR HKEZ RIRE4,
ount

B4 iR

BEREE .

« BRERBEW
« RAEBW

. ERAD

BREITHSE - Sum

¥rid AWS Elemental MediaStore &R

RERESENBELEERE , HER AWS 2B AWS BRNIAE, SMIEEAMNED

- FREE (Bl , CostCenter, Environment = Project ) . HRERX D KIE,

o —AHRIFEE NVEEFER (0, 111122223333 5 Production ) . EBIRZESFEREF
RHBEURER. EREE—H  FXEXD KNE,
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AWS T % MediaStore CAPiEm)

FRETEBIE

- FRIRFIEEEN AWS BiR. 7% AWS lREXIFRIE , Bk , BRAFE —#RZ 5 B 4E KT ER
SRR, IETRIXERFEREMEXN. Hlm , B LR RS2 ELEE D BLEAWS Elemental
MediaLive$i A#Y AWS Elemental MediaStore##.

- RERIZH AWS KA, #&FE AWS Billing and Cost Management 32 #IH R L BUE X LE4RE, AWS
FERAREN BN HERIToE  HOLREBANETTERS. BXEZEER , H5H AWS
Billing (A ) FREAKE S ERZ.

LT &M AE KX AWS Elemental MediaStore BIFREMNE ZE L,
AWS Elemental MediaStore & 3% 1319 & R

AWS Elemental MediaStore Y LA T &R X FHFHRIC ;

. ##

BXFMAERAENES , BEREERE,

AWS Elemental MediaStore T3 AWS Identity and Access Management(IAM) E FFrZ #9757 2= 4l
Ihee.

hREMEBENMERAAE
UTEXRGENERAYEERTIHHFRZE S AWS Elemental MediaStore &R —E&EANIER

. BANREBERZULUE 50 MrZ,

s NFENER , BIMNSRBEBLARE - , BMIZEREE —NMES

« BRIRZRKEN 128 4 Unicode FHF (KX UTF-8 #3X).

- BRIRZEKERN 256 4 Unicode FHF (KX UTF-8 #&3X).

- ATFEANFHSETRA UTF8 BXRTANFE, BFNZER , URUTEF: . +=@_/- (%
F& ) . Amazon EC2 &R AFEMFESF.

- REENEXDKNE, REIERRE , REMNAFRSHWEREHEMERRER P — b ST HE 1% K,
Flan | RERFEMA Costcenter, costcenter 52 CostCenter , UREZABNFIEHRZEFERAMERE
WAE, BREXCNWRZATT —BHRMILE,

o NFREEILFER aws: BIR ; ERAEH AWS MERBHW. BIERmE S BRI I RORSES

o ERNIEBNHRERIT AT NRRNIRSHE .
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AWS T % MediaStore

(AFER)

EIERZ

FRERBRR LW Key M Value BHEMK. ATLAERA AWS CLI 2% MediaStore API 0. 4w skl kR

XEBHNE. BXREARENESR

* CreateContainer

« ListTagsForResource
- BiR

« TagResource

« UntagResource

&2 5% AWS Elemental MediaStore AP| S Z L TEY :

EEIRE
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https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Tag.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_UntagResource.html

AWS T % MediaStore CAPiEm)

ERARB DT KM% (CDN)

BRI LAER RN B D XML (CDN) ( 1 Amazon CloudFront ) RIZ & F#E AWS Elemental
MediaStore FHINE, CDN B—HLIKDmWRSEE , IZFIUMENS. SAFBERENAS

it , CON & ERBHAZTERFEN LS, NMREEHNRNBRSEFEEIZLEI A+ , CDN A%
REe, MRENARB I TEIZLEL ST , CON HFNENRBRSEES ( LEH MediaStore &858 )
RENBHFHS REAF,,

—

A

AW S Cloud -
edge location | — -
L 2
H edge locati
ey — PO
q —
AWIS Elem ental CDN such as Amazon edge location

MediaStore CloudFront

i
« 23 Amazon CloudFront 15 [8l1#&#) AWS Elemental MediaStore & 28

« AWS Elemental MediaStore 5 HTTP E£&FH A3

foiF Amazon CloudFront i [E &8 AWS Elemental MediaStore &
e

A LA A Amazon CloudFront SRIEH & Z 7T AWS Elemental MediaStore B8 PR R, &AL
B TSR — RAT IR -

- FRAFRRGEES (OAC)- ( #EF ) MREAWS XiFix#F CloudFront B9 OAC IhAE |, & A tbik
Lo

. FALZZAMREBAWS KB % $F CloudFront B OAC IheE , A LI,

Ft¥F CloudFront 15 [Fl &/ 2 85 105


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/

AWSJ T 3% MediaStore (APiEm)
&£ A RIR 5 R 2= 5 (OAC)

&0 LA Amazon CloudFront BYJR U515 B #2 %] (OAC) Thae , B ESMHZEMREF AWS
Elemental MediaStore FI3RIR, &0 EAXS MediaStore KJREY CloudFront &3R8 BAWSZ & IR AN 4
(Sigv4) , H#iR& CloudFront MR AR RENZEFEER, SANBEIEFA. AP, HEF AT ES
=% CLI 517 CloudFront B OAC Ih&E , R ZIIsE L EZ TN TR A,

B X TE MediaStore R fERA OAC IEEMEZER |, 5 # Amazon CloudFront FF & & & Fa H #Y BR &l 3
MediaStore SEJRHY 58],

EHXERHA

MRBAWS XA %3F Amazon CloudFront B9 OAC ZhEE |, AT LA SR B BT AN 28/ AWS Elemental
MediaStore 88 , £ %X} CloudFront BYiZEUA PR =X & & MY EUAL R .

@ Note
MRBAWS X1 OAC Thie , BATBWEMERZIhEE, U TIREREEARZ AR
iB MediaStore # CloudFront , AR #I¥fMediaStore Be5MiAE. A TERERRKEZRESRE | It
FHREZEEHLEFH, B MediaStore KR _EH OAC , BT LS R CloudFront £
SigV4 XFFERHFHE X F| MediaStore #HITE R EH , NI EFEANELREZL, XAH
RERHEANB 2T BHRIEFER , ANEET MediaStore M CloudFront R{JHEAE R AL
BEMEENEZ L,

AL CloudFront iRl BER ( BHA )

1. $TF MediaStore ###|& , ML https://console.aws.amazon.com/mediastore/,

2. 1f Containers (B8) ME L , EBEEHFEM.

WP E RASRFMAEENHE,
3. & AEEM oD | M IN—NEFX Amazon CloudFront BB R R E = X RV K BK .

Example

T RAIREEELCTFEY HTTPS #T A HIEEIL RN RAIKE , eFEXLEER , RAEAT
EEN HTTPS 125 RIERM A FH 1T GetObject M DescribeObject %, Ak,
TROIREE AU EF RSN TERRE , RASRXEEFERES HTTPS EZAH B TSEEHN
Referer ¥x3k B4 2 CloudFront 518 MediaStore XJ &,
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-mediastore
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-mediastore
https://console.aws.amazon.com/mediastore/
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "CloudFrontRead",

"Effect": "Allow",

"Principal": "*",

"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject"

1,

"Resource": "arn:aws:mediastore:<region>:<owner acct

number>:container/<container name>/*",

"Condition": {

"StringEquals": {

"aws:Referer": "<secretValue>"
.
"Bool": {
"aws:SecureTransport": "true"
}
}
}

1}

4. 1E Container CORS policy (B2% CORS X&) o7 , 2B —/MNAFE LW G R HK 59 KL,

@ Note
RAEELHFERENET IR B RRN T RINRE , FFE CORS FH,

5. BTFUTEFEAEE :
- PEICHAB[OIBIBAF TR, BrLE e TEN S8 FoPHILES., £
CloudFront A | BUIEL iR RBFRRNIREE

s FRENKNWABEDINXHERLER, £ CloudFront | XA RIRERZR, HEE , HRERT
%, BXRBFEHRENEZEELR , iESHAmazon CloudFront FF & A G 18/,

6. 7t CloudFront & , BIZ#E I M AWS Elemental MediaStore 2t N AW DB, BEFEERE L —
SHhIRENEER,
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-values-specify.html#DownloadDistValuesOriginPath
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/live-streaming.html#video-streaming-mediastore
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TR B M IR R B MediaStore 885 |, 4T CloudFront B RANFREREH HTTPS iE# |, #
AINEBERZHAEN B ENIRL,

fF CloudFront Bt & iBiY HTTPS EZIG R BN EES , H A Referer SRk FAE (#2HE )

1. $TFF CloudFront # &l &

£ Origins TWH L , £ EH MediaStore KiK.
ERRE.

NFH, EE HTTP,
ERMBEMFRER S B, EHERINIRE,

E“BF P, 1E1F Referero M TZE , BEALERSREPERANER <secretValue>F%F
==

7. &R ‘RE, RARULERHTHE.

2

AWS Elemental MediaStore 5 HTTP EF A3

AWS Elemental MediaStore 73 R 5 = 51 Amazon CloudFront iIX## A 5 KM 4% (CDN)
AUEHESREFENR, HRLMHAFH CDN M MediaStore FRRIRET , BRE IR E § 3T RE
FTAMNHTTP #57k, (HTTP 1.1 EFARHEITH A RFC2616 3 13 TTHIKRE, ) XLEHRLTIRE

« ETag ( FABEN ) — EHHRZIRL R MediaStore &% HY I 57 HY M —FR1R%F, RFE4RER CDN
M Web X EREAMIREENEENRNBH, LENRE , MediaStore 2 BB N E LR —
MNETage. BAUEEN KW FAEENEESH ETag E.

« Last-Modified ( FATEEN ) - FRENERMESI R B M E, EETR
B} , MediaStore £ Bz & R iZH{E.,

« Cache-Control ( JHENX ) — WFrkWEEH CON NENREFEZSAFREZNRESTELIE
o FEM CLI 5t API X R L2 | MediaStore A58t , A SURILAR KRB N EME, HTTP/1.1 X
HPNETEENERES. WREE LANREKRIRELE , I MediaStore EREXN RITFRIR
B ARk

Cache-Control #RkVE N A RIEE RN RVIFENNE, HlM , RREE-IMELERRERES
RYMSE B XX, &AL max-age IRERN 10 BUE RN RNRNERF 10 ¥, HERREFM T —
MNKZEFXWBENNER, B LUFEX R max-age REH 31536000 , AEF KA 1 F,
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https://www.w3.org/Protocols/rfc2616/rfc2616-sec13.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_PutObject.html
https://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.9
https://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.9
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BRHEK
[0 MediaStore & VB &K H4ER

MediaStore LAERIHI T XM B A K HER ( A If-Modified-Since# If-None-Match &Ei&ER
¥Rk , W0 RFC7232 AR ) MEFRMHER, XEKEZ MediaStore EBEMH GetObject EXR
B, BIEREFHELRAENR , REEHRLEREZN R,

X CDN Ky B &MHFiER

£ MediaStore 1A AR CDN AILUEBITIRE 304 Not Modified AFBEZRMIER , W
RFC7232 £ 4.1 TTHAR, XERTFTEELZRTENNRAR , BRABEREEE—INEEZRHFERET
[i:OPOE

CDN ( URfF&E HTTP/1.1 WEMET ) ETRRSE[H KM ETag M Cache-Control #rkffiix
LRE, E2% CDN &if) MediaStore JRRFJURBFN EERZN RN EFMNIAE | BH1EX L
R L& B MediaStore Ffi%iEH Cache-Control #rk,
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https://tools.ietf.org/html/rfc7232
https://tools.ietf.org/html/rfc7232#section-4.1

AWS T % MediaStore

(AFER)

FIbARSS 5 AWS SDK

AWS BH4F X EH (SDKs) TRTEZRITHREZEIES . B MAESDKIRM TAPHLHE RAEI R ST |
FEHEARUUERIERAECHERIEENENARER.

SDKX 4

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

HERATF SAP ABAP £ AWS SDK

AWS SDK for Swift

© FEITAE

KRB =HI

AWS SDK for C++ X8 R4l

AWS CLI X3R5l

AWS SDK for Go X% =45l

AWS SDK for Java 1%%2 ;= 5l

AWS SDK for JavaScript X5 R4l

AWS SDK for Kotlin X2 7= 45l

AWS SDK for .NET X =41

AWS SDK for PHP X% =451

PowerShell X8R4 T &

AWS SDK for Python (Boto3) X3 7~

AWS SDK for Ruby X3 7~ 4l

AWS SDK for Rust X% =4l

FEATF SAP ABAP B9 AWS SDK X3 7=l

AWS SDK for Swift {3 =4l

BAZRFMENAR ? B R I TE RS89 A R R 5 E R R A,
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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£ Y% %8 ;= MediaStore 5l AWS SDKs
LA R R HE R I{T MediaStore 5 AWS #4F X EH (SDK).

RERKEEFNRBER , LTELTXHRET. BALNBTRET BOMERAENRSEY , &7
DEYRBEXZEN ETXERRE.

BXRTEEI|R AWS SDKFF R EEENRB RS , BSFFILESS AWS SDK, REBEFAXRA
MNERARE X LSDKRANFHAER.

SRR
« ERAKEARR MediaStore %l AWS SDKs
« MediaStore £ i HE4E AWS SDKs

« CreateContainerf&fif£ § AWS SDKgf CLI
« DeleteContaineri&fit £/ AWS SDK&E, CLI
« DeleteObjecti& Ee £/ AWS SDKgk CLI
« DescribeContainerf&fic £ AWS SDKS, CLI
+ GetObjecti&Fe £/ AWS SDK=k CLI
« ListContainers¥&Ei £/ AWS SDKE{ CLI
« PutObjectiZELffEFH AWS SDK=k CLI

AN E AR MediaStore il AWS SDKs
TR REIE R T a4 AU T E# &R AWS Elemental MediaStore &ty AWS SDKs.

)
« MediaStore £ i R4 AWS SDKs
« CreateContainerf& i § AWS SDK&f; CLI
« DeleteContainer#&fic £ AWS SDKg, CLI
« DeleteObject#& Fi £ AWS SDKs, CLI
« DescribeContainerf&fic £ AWS SDKS, CLI
 GetObjecti&Fi £/ AWS SDKSE CLI
« ListContainers¥& &£/} AWS SDKE{ CLI
 PutObjecti®FEi £ AWS SDKg CLI




AWS T % MediaStore CAPiEm)

MediaStore £ F B /E AWS SDKs

LTRBREER T (AR AHITEA MediaStore#4E AWS SDKs, BN REIEEE —NME @AY S
GitHub , BRI LEEP KRB ERREMESITRBH A,

LT RERETEZRERANIRE. BXRTEYEK , FS5H AWS Elemental MediaStore APIZZ,

ax])

+ CreateContainer¥&fic £ A AWS SDK&, CLI
DeleteContainer#&#i £/ AWS SDKE, CLI
DeleteObjecti& fic £ A AWS SDKE, CLI
DescribeContainer#& it £ A AWS SDK= CLI
GetObjecti& fid £ AWS SDKsf;, CLI
ListContainers#& Bt f£ | AWS SDKE{, CLI
PutObject¥&E £ AWS SDK3, CLI

CreateContainer#H£/H AWS SDKE CLI
UTRBREEROAER CreateContainer,
CLI

AWS CLI

BIER R

/]

LA TRcreate-containerR"fItIE —NEFHHNEEAES,

aws mediastore create-container --container-name ExampleContainer

M

"Container": {
"AccesslLoggingEnabled": false,
"CreationTime": 1563557265,
"Name": "ExampleContainer",
"Status": "CREATING",
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https://docs.aws.amazon.com/mediastore/latest/apireference/Welcome.html
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(AFER)

"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/

ExampleContainer"

}

BEXEZEER | BHSATMEIERZE AWS JtE MediaStore AF M.
« BXAPIFMEER |, 55 W CreateContainerd #y AWS CLI s £S5 %,

Java

SDKIEHAF Java 2.x

@ Note
EREZMEREER GitHub, ERERTEN RS , I MARENZ
FE,

17 AWS K8 =l

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.model.CreateContainerRequest;
import software.amazon.awssdk.services.mediastore.model.CreateContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**

* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html
*/
public class CreateContainer {
public static long sleepTime = 10;

public static void main(String[] args) {
final String usage = non

Usage: <containerName>

BReE
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https://docs.aws.amazon.com/mediastore/latest/ug/containers-create.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mediastore/create-container.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
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Where:
containerName - The name of the container to create.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

createMediaContainer(mediaStoreClient, containerName);
mediaStoreClient.close();

public static void createMediaContainer(MediaStoreClient mediaStoreClient,
String containerName) {
try {
CreateContainerRequest containerRequest =
CreateContainerRequest.builder()
.containerName(containerName)
.build();

CreateContainerResponse containerResponse =
mediaStoreClient.createContainer(containerRequest);
String status = containerResponse.container().status().toString();
while (!status.equalsIgnoreCase("Active")) {
status = DescribeContainer.checkContainer(mediaStoreClient,
containerName);
System.out.println("Status - " + status);
Thread.sleep(sleepTime * 1000);

System.out.println("The container ARN value is " +
containerResponse.container().arn());
System.out.println("Finished ");

} catch (MediaStoreException | InterruptedException e) {
System.err.println(e.getMessage());
System.exit(1l);
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« BXAPIFMEER |, S CreateContainerf #§ AWS SDK for Java 2.x API1&#,

BRFTRIIR AWS SDKT R EREEMNRB RS , FSEFILES S AWS SDK, AEFESFEAXRA
MANERUARE X ERSDKRANFEAE R

DeleteContainer#ZE{FH AWS SDKE;, CLI

AT RBREVERIMM A DeleteContainer,

CLI
AWS CLI
M ERA 2R
L Tdelete-containerRBIMIBR T IEEMN AR, BREEDFIEX REFEMIER,
aws mediastore delete-container \
--container-name=ExampleLiveDemo
A o S o A R S Gl

BEXEZEER | BESH (PHBRASE) AWS jtE MediaStore AF M.
« BXAPIHEMEER |, 5SS DeleteContainerd#y AWS CLI 5%,

Java

SDKEAF Java 2.x

(® Note
EREZMEKREER GitHub, ERERTENRA , ZJ MARENZT AWS K8 R
FE,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/2017-09-01/CreateContainer
https://docs.aws.amazon.com/mediastore/latest/ug/containers-delete.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mediastore/delete-container.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
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import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.model.CreateContainerRequest;
import software.amazon.awssdk.services.mediastore.model.CreateContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateContainer {
public static long sleepTime = 10;

public static void main(String[] args) {
final String usage = """

Usage: <containerName>

Where:
containerName - The name of the container to create.

mn .,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

createMediaContainer(mediaStoreClient, containerName);
mediaStoreClient.close();

BReE
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public static void createMediaContainer(MediaStoreClient mediaStoreClient,
String containerName) {
try {
CreateContainerRequest containerRequest =
CreateContainerRequest.builder()
.containerName(containerName)
.build();

CreateContainerResponse containerResponse =
mediaStoreClient.createContainer(containerRequest);
String status = containerResponse.container().status().toString();
while (!status.equalsIgnoreCase("Active")) {
status = DescribeContainer.checkContainer(mediaStoreClient,
containerName);
System.out.println("Status - " + status);
Thread.sleep(sleepTime * 1000);

System.out.println("The container ARN value is " +
containerResponse.container().arn());
System.out.println("Finished ");

} catch (MediaStoreException | InterruptedException e) {

System.err.println(e.getMessage());
System.exit(1);

. BXAPIEMEE. |, 155 DeleteContainerf iy AWS SDK for Java 2.x APIZ#,

BRFTEIIR AWS SDKIT R EREMRBRE , FSHAFILERS S AWS SDK, AXTBEEEAXA
TS B LAR B X KR SDKRRA R FEAE S

DeleteObjectiZfii £ AWS SDK= CLI

DTFRBRHIERT o{A#EHADeleteObject,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/2017-09-01/DeleteContainer
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Java

SDKEHAF Java 2.x

@® Note
EEEZHEXEE GitHub, EHRERTEN RA , F3J WMREMIZIT AWS K53 R Bl
B,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;

import software.amazon.awssdk.services.mediastoredata.model.DeleteObjectRequest;

import
software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import java.net.URI;

import java.net.URISyntaxException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class DeleteObject {
public static void main(String[] args) throws URISyntaxException {
final String usage = """

Usage: <completePath> <containerName>

Where:
completePath - The path (including the container) of the item
to delete.
containerName - The name of the container.

mon,
’

BE 118


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
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if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String completePath = args[0];

String containerName = args[1l];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

deleteMediaObject(mediaStoreData, completePath);
mediaStoreData.close();

public static void deleteMediaObject(MediaStoreDataClient mediaStoreData,
String completePath) {
try {
DeleteObjectRequest deleteObjectRequest =
DeleteObjectRequest.builder()
.path(completePath)
.build();

mediaStoreData.deleteObject(deleteObjectRequest);

} catch (MediaStoreDataException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

private static String getEndpoint(String containerName) {
Region region = Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.buildexr()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.buildexr()
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.containerName(containerName)
.build();

DescribeContainerResponse response =
mediaStoreClient.describeContainer(containerRequest);

mediaStoreClient.close();

return response.container().endpoint();

- BXRAPIFAFE R , S DeleteObject By AWS SDK for Java 2.x APIZ &,

BRTRIIR AWS SDKT R EREEMNRBRE , FSEFILES S AWS SDK, AEFESFEAXRA
MR ERUARE X ESDKRANFEAE R

DescribeContainexr#& i A AWS SDK= CLI
T RBREVERIMAER DescribeContainer,
CLI
AWS CLI
EERFNFEMAER

LA TRdescribe-containerRHIE R TR ERSINEMEE,

aws mediastore describe-container \
--container-name ExampleContainer

i

"Container": {
"CreationTime": 1563558086,
"AccesslLoggingEnabled": false,
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",
"Status": "ACTIVE",
"Name": "ExampleContainer",
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https://docs.aws.amazon.com/goto/SdkForJavaV2/2017-09-01/DeleteObject
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"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com"

}

EXEZEER , BT EEREMNIFMEES AWS TE MediaStore A E®E,
« BXAPIEMEE |, i3 DescribeContainerd 9 AWS CLI fsH5#£,

Java

SDKIEHAF Java 2.x

@ Note
EBEZHKRIEL GitHub, EHERSTEMN RG] , ZI WAMRENESIT AWS K55
FE,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/

public class DescribeContainer {

public static void main(String[] args) {
final String usage = non

Usage: <containerName>

R =


https://docs.aws.amazon.com/mediastore/latest/ug/containers-view-details.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mediastore/describe-container.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
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Where:
containerName - The name of the container to describe.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

System.out.println("Status is " + checkContainer(mediaStoreClient,
containerName));
mediaStoreClient.close();

public static String checkContainer(MediaStoreClient mediaStoreClient, String
containerName) {
try {
DescribeContainerRequest describeContainerRequest =
DescribeContainerRequest.builder()
.containerName(containerName)
.build();

DescribeContainerResponse containerResponse =
mediaStoreClient.describeContainer(describeContainerRequest);

System.out.println("The container name is " +
containerResponse.container().name());

System.out.println("The container ARN is " +
containerResponse.container().arn());

return containerResponse.container().status().toString();

} catch (MediaStoreException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;
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« HXAPIFHEE |, 55 FDescribeContainerf 8y AWS SDK for Java 2.x API&#,

BXRTEEI|R AWS SDKFF R EIEENRB RS , BSFAFILES S AWS SDK, REBESFEAXRA
MNERUARE X LHSDKRANFHAER.

GetObjectiZ i £ A AWS SDK= CLI

LRI REERINM AR GetObject,

CLI

AWS CLI

THNYR

LA Fget-object RN R TR EIEERM L IRT Ko

aws

M

mediastore-data get-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--path=/foldex_name/README.md README.md

"ContentLength": "2307346",

"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3",
"StatusCode": 200

THNRHN -2

B TFget-object R R —E 2 FTHEEENLIHT Ko

aws

mediastore-data get-object \

--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--path /folder_name/README.md \

--range="bytes=0-100" README2.md
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"ContentRange": "bytes 0-100/2307346",

"Fri,

19 Jul 2019 21:32:20 GMT",

"ContentType": "image/jpeg",

W
{
"StatusCode": 206,
"ContentLength": "101",
"LastModified":
"ETag":
}
BXEZEER,

Java

SDKS& A F Java 2.x

"2aa333bbcc8d8d22d777e999c88d4aa%eeeee4tdd89ff7f555555555555da6d3"

BSE P TEI SR AWS TE MediaStore B 8™,

- BXAPIEHAEER , BSHGetObjecth i) AWS CLI in55E,

® Note
REEZHXEE GitHub, EFERTEN R , FIWMEAREMIZIT AWS K5 RH
&

import software.amazon.awssdk.core.ResponseInputStream;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import

software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;
import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;
import software.amazon.awssdk.services.mediastoredata.model.GetObjectRequest;
import software.amazon.awssdk.services.mediastoredata.model.GetObjectResponse;

import

software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import
import
import
import
import
import

java.io.File;
java.io.FileOutputStream;
java.io.IOException;

java.io.OutputStream;

java.net.

URI;

java.net.URISyntaxException;
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/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class GetObject {

public static void main(String[] args) throws URISyntaxException {
final String usage = """

Usage: <completePath> <containerName> <savePath>

Where:
completePath - The path of the object in the container (for
example, Videos5/sampleVideo.mp4).
containerName - The name of the container.
savePath - The path on the local drive where the file is
saved, including the file name (for example, C:/AWS/myvid.mp4).

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String completePath = args[Q];
String containerName = args[1];
String savePath = args[2];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

getMediaObject(mediaStoreData, completePath, savePath);
mediaStoreData.close();
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public static void getMediaObject(MediaStoreDataClient mediaStoreData,
completePath, String savePath) {

try {
GetObjectRequest objectRequest = GetObjectRequest.builder()
.path(completePath)
.build();

// Write out the data to a file.

ResponselInputStream<GetObjectResponse> data =
mediaStoreData.getObject(objectRequest);

byte[] buffer = new byte[data.available()];

data.read(buffer);

File targetFile = new File(savePath);

OutputStream outStream = new FileOutputStream(targetFile);
outStream.write(buffer);

System.out.println("The data was written to " + savePath);

} catch (MediaStoreDataException | IOException e) {
System.err.println(e.getMessage());
System.exit(1l);

private static String getEndpoint(String containerName) {
Region region = Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.builder()
.containerName(containerName)
.build();

DescribeContainerResponse response =

mediaStoreClient.describeContainer(containerRequest);
return response.container().endpoint();

- BEXAPIFHAER , S HGetObject 9 AWS SDK for Java 2.x APIZ %,

String
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BXRTEIIR AWS SDKFF R EIEENRBE RS , BSFFILRS S AWS SDK, REFESFEARA
M E B AR B X KR SDKRA R FEAE S

ListContainers¥&E £/ AWS SDKs CLI
U R RONERAAER ListContainers,
CLI
AWS CLI
BEERRIIK
L Tlist-containersROIE R T SEMNKS RN AT A AR 5K,

aws mediastore list-containers

i

"Containers": [
{
"CreationTime": 1505317931,

"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com",

"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExamplelLiveDemo",
"AccesslLoggingEnabled": false,
"Name": "ExamplelLiveDemo"
b
{
"CreationTime": 1506528818,

west-2.amazonaws.com",
"Status": "ACTIVE",

"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",

"AccesslLoggingEnabled": false,

"Name": "ExampleContainer"
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BEXEZEE,
« BXAPIHEHAEER ,

Java

SDKE R F Java 2.x

@ Note

EREZHKEER GitHub, EHRERTENRH , I MAREMIZIT AWS K53 R5]

PR

import
import
import
import
import
import
import

/**

software.amazon.
software.amazon.
software.amazon.
software.amazon.
software.amazon.
software.amazon.

java.util.List;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

BSR (EEAHEYFER) AWS JtHE MediaStore A F IR,
¥ S #ListContainersf Y AWS CLI 8 5 5Z&,

auth.credentials.ProfileCredentialsProvider;

regions.Region;

services.mediastore.
.model.Container;

services.mediastore

services.mediastore.
services.mediastore.

MediaStoreClient;

model.ListContainersResponse;
model .MediaStoreException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ListContainers {

public static void main(String[] args) {

Region region

Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

listAllContainers(mediaStoreClient);
mediaStoreClient.close();
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public static void listAllContainers(MediaStoreClient mediaStoreClient) {
try {
ListContainersResponse containersResponse =
mediaStoreClient.listContainers();
List<Container> containers = containersResponse.containers();
for (Container container : containers) {
System.out.println("Container name is " + container.name());

}

} catch (MediaStoreException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« BXAPIFEMEER |, 5 HListContainersPH AWS SDK for Java 2.x APIZ %,

BRFTEIIR AWS SDKIT R EREMNRBRE , FSHAFILERS S AWS SDK, AETBEEEAXA
M E BB KRB X LRI SDKRRAR EAE S

PutObject## £ AWS SDKE CLI
TR ROERIMAER PutObject,
CLI

AWS CLI
LENR

L TRput-object RGN R LEFEENETR, BALUEEERRPREN RN XK BE,
MRZXHKRELZLEFE , AWS Elemental 3 R MediaStore 7 XK F, MRZHR
THFE , WBRS2IBZXHR , RERZNRFEEMFKF,

aws mediastore-data put-object \

--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--body README.md \

--path /folder_name/README.md \
--cache-control "max-age=6, public" \
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--content-type binary/octet-stream

i

"ContentSHA256":
"74b5fdb517f423ed750ef21l4ctbadfe2be36e37d861leate9c842cbelbf387a9d",

"StorageClass": "TEMPORAL",

"ETag": "af3e4731af032167a106015d1f2fe934e68b32ed1aa297a9e325f5c64979277b"

BREZER , FEHHTH LENR AWS T3 MediaStore A 15E.
- BXAPIEAEER , iI5ZHPutObjectH AWS CLI s RS &,

Java

SDKEHAF Java 2.x

@ Note
EHEZMKREER GitHub, EHERTEMN RG] , ZI WMRENEIT AWS K55
FE,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;

import software.amazon.awssdk.core.sync.RequestBody;

import software.amazon.awssdk.services.mediastoredata.model.PutObjectRequest;

import
software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import software.amazon.awssdk.services.mediastoredata.model.PutObjectResponse;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import java.io.File;

import java.net.URI;

import java.net.URISyntaxException;

/**

* Before running this Java V2 code example, set up your development
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* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class PutObject {
public static void main(String[] args) throws URISyntaxException {
final String USAGE = """

To run this example, supply the name of a container, a file
location to use, and path in the container\s

Ex: <containerName> <filePath> <completePath>

man,
’

if (args.length < 3) {
System.out.println(USAGE);
System.exit(1l);

String containerName = args[0];
String filePath = args[1];
String completePath = args[2];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

putMediaObject(mediaStoreData, filePath, completePath);
mediaStoreData.close();

public static void putMediaObject(MediaStoreDataClient mediaStoreData, String
filePath, String completePath) {
try {
File myFile = new File(filePath);
RequestBody requestBody = RequestBody.fromFile(myFile);

PutObjectRequest objectRequest = PutObjectRequest.builder()
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.path(completePath)
.contentType("video/mp4")
.build();

PutObjectResponse response = mediaStoreData.putObject(objectRequest,
requestBody);

System.out.println("The saved object is " +
response.storageClass().toString());

} catch (MediaStoreDataException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

public static String getEndpoint(String containerName) {

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.buildexr()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.buildexr ()
.containerName(containerName)
.build();

DescribeContainerResponse response =

mediaStoreClient.describeContainer(containerRequest);
return response.container().endpoint();

- BXAPIEHAEER , FSEPutObject #) AWS SDK for Java 2.x APIZ &,

BXRTEEI|R AWS SDKFF R EIEENRB RS , BSFAFILESS AWS SDK, REBESFER XA
MNERUARE X LHSDKRANFHAER.
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AWS Elemental MediaStore FIELER
‘RS E A 124 BB A% AWS Elemental MediaStore BtZiME R . BR T EFBIABES |, BT LAE
ARSI EH SN ABRVETERESE T,

THRHERT AWS Elemental MediaStore FEIELER ( LBIFRABRE ) » BREZEH Amazon Web
Services Ik P EANRS B RIIRENZABE.

(® Note

ERNEHNKF PP ENBEROEBE , B3R Amazon Web Services Support S IEHI K &
B, R A BB EERSEZEX s KA RANRE , AL —NREFEREHN L IPE .

RIRSERE ARIABECE R
BER 100 EAELIKS RO ZNBASRNRARE.
SRR 5B 10 BAERBETUBNXHRRINZAKRE, &7

O Z2ESHENXHR , REEMNE-1R8EH
BRETEE 10 MEH,

MR TR LA BERBEN XXX , RRENE-1E
BFHRRETET 10 MRA,

PUE P 25MB LAOSSE J: 0} @ 8 & ¢ Vi I

PUE TR BRI LU ESHRENN R EAEZIKS R X R
B

DeleteObject API & 100 BRUREHNRFBERNEABE, FINERF

REVIER WP LE .

BRI LERESE .

DescribeObject APl 1000 BRAAHNBREBRNEAKE, FANBERY
BEREVERE HPE LE

BRI LERIESE
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RIRIRE

P EETTRMH
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FOpLEES

AR EETHAMN
GetObject API &R
B R

Listitems API &R
RYR R

DIRER R
PutObject API &R
FIERR (R AR
RN EEATRAMY)

FRAE L& T R
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By R =R
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ARINELHR
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0

R
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PR LE
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