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fI 4 & Migration Hub Strategy Recommendations ?

Migration Hub Strategy Recommendations A AJ{TH N AR FEERFRHEIBEINRCRBEI ,
MBI EA KT EIRACITR,

Strategy Recommendations A A3 HTEH RS 28E £, BITRIREIIE , LAK Microsoft IS, Java
Tomcat M Jboss NARFHNARER —#HEIXH , LERREXRE. A, ERTUFERR
BELE N LV Strategy Recommentions XA N AR FHITIRKBMBIEES . Strategy
Recommendations FHR I Z T SENULFZER , UARERENNAEFNBRTFEEFENFZREED , 2L
HE -

- FMNABRFHRERTIBRE,
« BULMERANERERRLCTERRS.
- EARERTBRHYNARF I REENRER,

Migration Hub Strategy Recommendations #ET B ESMRLKE , LEFHAXKNIE. B
¥r, TENEREREN., ERFEENEN, BXENER, LAERNEMNER , H2H AWS
Prescriptive Guidance RiE &k # Migration terms - 7 Rs,

Strategy Recommendations FJRER#EEF —LEET S IETN , a0 , 2 AWS Application Migration
Service ( AWS MGN ) £ Amazon Elastic Compute Cloud ( Amazon EC2 ) LE#tE#l, EMXILHE
WAIREBIEME A AWS App2Container A FREIAEE , RBEBEMEIFREAK , Hla0 .NET Core M
PostgreSQL,

IR 2B IXEH Strategy Recommendations & 15 ?

MR 2B EIRER Strategy Recommendations , AR IR KL FIIERA TS

s

- Strategy Recommendations 4 %

« 1% & Strategy Recommendations

- FF¥4{E R Strategy Recommendations

B2 E XM Strategy Recommendations B & 15 ? 1


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/apg-gloss.html#apg.migration.terms
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1V

Strategy Recommendations #{ %

EALAE A AWS Migration Hub ##]& ##9 Migration Hub Strategy Recommendations , FF & il &
WIRSSENEARF~REAS. BEARFARRENRNTIEN. TNERE , EAUEARIIAEES
MREFFNNARFNITNSE , UREENKIRTE,

ERZRENBEWNTRARBIIE , BRI LER Strategy Recommendations KT &K N ARF IR
BRBEE.

B BELL Microsoft Excel X4 N8 E I EIE,

xRS

« AWS Migration Hub — &£ B AWS Migration Hub 24 & 5k i/ R Migration Hub Strategy
Recommendations &l &, ©EEREXENPREHRTFENRFZHBNER.

« AWS Application Discovery Service — £ {#  Strategy Recommendations Z 81 , &7 AWS
Migration Hub 2l & & {# B Application Discovery Service W& x T RE 22N AR FHE
i

« AWS Application Migration Service — AWS Application Migration Service R EIZT#HE| AWS B2
WEANEEEIBERES.
« AWS Database Migration Service — AWS Database Migration Service 2 —I1 Web RS , BT R

TEMAH#, Amazon Relational Database Service ( Amazon RDS ) #3EE L I5} Amazon Elastic
Compute Cloud ( Amazon EC2 ) 3| LB IEET R E AWS RS L BIERE.

« AWS App2Container — AWS App2Container ( A2C ) 2— NS TIE , AT NET M Java B A
BFRIARCHBFICNAER.

» Porting Assistant for NET — f§ F.NET JR{X#3 2 #7. Porting Assistant for NET @ —R#ER&AE M
2%, A HF Microsoft NET Framework MR FBHER] NET ABFTEN A TR, Porting
Assistant for NET 21 .NET MARFRABARIITREN AP ME=FRHEZ.

« JEFTF Windows Server By 7 #F4& 1IE T8t X — A F Windows Server I X 54 1EER T
(EMP ) 8RB EEFEMEMEIATE AWS L ENES5 N ARER M Windows Server 2003, 2008 #
2008 R2 EREIZTHNEFRANITE,

« AWS Schema Conversion Tool — A LAffEF AWS Schema Conversion Tool ( AWS SCT ) , F
BRFEERAN—NBTEESIZERRAN S - BEESIZE,



https://docs.aws.amazon.com/migrationhub/
https://docs.aws.amazon.com/application-discovery/
https://aws.amazon.com/application-migration-service/
https://aws.amazon.com/dms/
https://aws.amazon.com/app2container/
https://docs.aws.amazon.com/portingassistant/
https://aws.amazon.com/emp-windows-server/
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Installing.html
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« Windows Web Application Migration Assistant — 5&fF AWS Elastic Beanstalk #J Windows Web
Application Migration Assistant 2 —f X E 3 PowerShell SRR , AF ASP.NET 1 ASP.NET
Core R AR MNZA 1 1IS Windows AR5 851X # & Elastic Beanstalko

« AT Aurora PostgreSQL Ky Babelfish — & F Aurora PostgreSQL Y Babelfish & Amazon
Aurora PostgreSQL &AM — BT IhEE , Bh A Aurora B Microsoft SQL RS 254w B B A TE
FRENGES,.

HEXRES 3


https://github.com/awslabs/windows-web-app-migration-assistant
https://aws.amazon.com/rds/aurora/babelfish/
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WIE Strategy Recommendations

BOXE A Migration Hub Strategy Recommendations &1 , {55 KA FES :

FH

- EMIRELAWS K

- BIEEEEEHRXERHNAS

« Strategy Recommendations i # A& &

SEAFREL AWS K 2
MREEH AWS IKF , BB TESEREREIE -1,
B3I AWS K/

1. $T7F https://portal.aws.amazon.com/billing/signup.
2. RERRELARBAHTRE,

FEOEMET , FHER —BEE  EREARERENA - MRS,

HEGEMET AWS K, IR BIZAWS IKFRAF —1 RASERGRIZKS RBFRE AWS
RS MRF. ENRLHESKEK , FAAFIEERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS EFMERERELBERE—HWIABFERE, EEMIME , BEATLUBEHZE https://
aws.amazon.com/ FiERERWIKFREE Y EINIKF R HEBEHIKF,

SIZEEEE T EXRAY A

EME , BRPENZE AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A H Sl 2EEH
P, XEERT2EA root AFRITEEES.

R IREY AWS T 7= 48 A 7

1. %3 Root AP H i ALK AWS K B FEp4rtut , IIKFRMIBEEN S HER, AWS
Management ConsolefE F—T £ , i AR L,

SEFERER AWS K 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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ERBEARAFERAENESE , B2 (AWS 2% AFERE) PWLBEAF S0 ER.
2. NEMBAFBAZESHRIE (MFA).

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

BIEEEER T E R A
1. J3 A IAM Identity Center

BXEE , BSE (AWS IAM Identity Center A 1E8) S A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , FAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center F P 17 R4 BR

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iHE)]|7]
o

77 4R BR 40 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFEE R A RIKAXBRAY R AEMWE

BXRUHA , BSH (AWS IAM Identity Center AP 1EF) I OIENRE,
2. BAFPSEI M K RARNZEIBEEREFTHRNR,

BXUE |, BHSHE (AWS IAM Identity Center A #5R) A EIRINE

Strategy Recommendations AR M & &

FAVRWIE A Strategy Recommendations SIZFENFE -

Strategy Recommendations i f A& 5


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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- EiFREFE , HRE - NERKI AWSMigrationHubFullAccess #
AWSMigrationHubStrategyConsoleFullAccess EEXREHN AR,

« E{j[A] Strategy Recommendations N AT FHIEWERS |, EIE— NN
AWSMigrationHubStrategyCollector ¥ EEFHN AR,

IAM EERBEX AP RSHIHFRIMNERES 5. AWS Migration Hub
AwSMigrationHubFullAccess# & R T3 Migration Hub #ZHI &Y

WRENR, BXREZEELR |, S Migration Hub Roles and Policies, B
AwWSMigrationHubStrategyConsoleFullAccess Ml AWSMigrationHubStrategyCollector
REFXRBNEZEE , BHSFAWS Migration Hub RS T E KR,

ERMFENR , BRENAF. AAEFMNRE :
- FEHFPFEL AWS IAM Identity Center :

BIENRES, B (AWS IAM Identity Center AF1Em) H8IE2 N REMH AR TR
- BYSHREBE AM FRENAF

PIREATENRERIENAE, BR (AM AFER) FAE=L5HREFIESE (KeS
RIIUE ) B BARETIRAE,
- IAM AP :
- SIEENAFAUEENAE, BR (AM AFERE) 91 1AM A o2 A SR TRE.
« (FHEER ) FRBEZMMNIAFIRASRNIAFE, BR (IAM BFER) fERA s
AIIRR (#EHIE ) YRR TR,

Strategy Recommendations i f A&


https://docs.aws.amazon.com/migrationhub/latest/ug/policy-templates.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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FFia{E A Strategy Recommendations

ARER 9 A7 4B WA FF 44 A Migration Hub Strategy Recommendations.

FH

- Strategy Recommendations B 56 R &4

« HP 1. T Strategy Recommendations Y EEES

« B 2 . #BE Strategy Recommendations W &5

S 3 . &% Strategy Recommendations Y 5E 85

B 4 : 18 B Strategy Recommendations Y85

% 5 : £ Migration Hub ##l& F #Y Strategy Recommendations 3R 5221

N

Y

Nil

Strategy Recommendations Y 55 R4

LU & Migration Hub Strategy Recommendations Y 56 )R A 44

o BRAREB—NRZNAWS kP, HFESTAXERFIEERF. BXEZER , BSH &
Strategy Recommendations,

« Strategy Recommendations M AEFHFEWESRTFinSAEB MRS R ZERELIE, ik , &
MAER —AER TEBFTE Windows BRESERVEILE , Uk —4HERTEWFE Linux RFESHE
iF, FUEAMEBEEN RS 2SS 2 MR B AR,

« vCenter FEPBHI Y EEBSHI R A 35 VMware vCenter Server V6.0, V6.5, 6.7 5 7.0,

[

&35 7] LA F W 5288 AMI 7£ Amazon EC2 IR EfB U EES.
- BIFEHNRERS (OS) MEZXH :
 Linux
* Amazon Linux 2012.03, 2015.03
« Amazon Linux 2 ( 9/25/2018 EFME S RA )
* Ubuntu 12.04, 14.04, 16.04. 18.04. 20.04
* Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1
* CentOS 5.11, 6.9, 7.3
+ SUSE 11 SP4, 12 SP5

 Windows

TR 7
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» Windows Server 2008 R1 SP2, 2008 R2 SP1
+ Windows Server 2012 R1, 2012 R2

* Windows Server 2016

* Windows Server 2019

« EHTRABON , BHFEE GitHub M GitHub il F# EMXMEE A 5 Strategy
Recommendations WEREZEFmEEZENFEETENMABRSE. EXFEAFEEETCEAENA
BRTSHNESELR , TS HGitHubXX B M6l N A5 ATk,

E9# NET 76 FELLIR1B Porting Assistant for NET B , &SI &S Porting Assistant
for NET BHEN T EREMN Windows It &, BXEZER , 152 H Porting Assistant for NET
User Guide H#Y Getting started with Porting Assistant for NET,

- EJ3 A Strategy Recommendations #{THIEEFE DM , BAUME AWS Secrets Manager i A%
if, BXEZEER , 55 Strategy Recommendations & 2 47 o

- TEFEARBEELZE AWS Application Discovery Service , &4 B E AWS Migration Hub 33 4
BFRNERSSENNARFENHEXRE, SBaUERNUTER—REERBERE.
« Migration Hub § A - f&B Migration Hub § A , B LUFx TN AR RS SB[ AN ARFNE
B S A Migration Hub. BXEZ{ELE , 1S Application Discovery Service User Guide Y
Migration Hub Import,

« AWS Application Discovery Service TREU KRR - TREBWESRER —X VMware 8% , AT
WEHX VMware E#IHL (VM ) HIEE. BXEZEER , 55 H Application Discovery Service
User Guide F#J Agentless Collector,

- AWS A@@ pplicat ion Discovery Agent — Discovery Agent 2 & 3 7E 45 #th IR &5 25 M EE 41 L&Y
AWS B ¥ , ATHRREEENRERMBEENFARFE. BXESZER , i5ZH Application
Discovery Service User Guide Y AWS Application Discovery Agent,

- Strategy Recommendations ##E & 25 - R EH RS EEE VMware vCenter F1EE |, ¥
BERAHE R |, N Strategy Recommendations AT BA B 31 3R BV RS 8575 %8, Strategy
Recommendations 12 &l & {5 A W /Y5 Bk 1 Bh i,

® Note
ERiE Migration Hub S ARERIITER , #E1E Migration Hub ZHI & S M B KN K TiE
BREE. MBS ANERSHET2IIE,

TR 8


https://docs.github.com/en/free-pro-team@latest/github/authenticating-to-github/creating-a-personal-access-token
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-import.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-agent.html
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Migration Hub Servers

Dashboard Server list Network
Discover

|Sar\m-rs m Visualize network Group as application Actions + Explone data in Amazon Athena ﬂ

Applications

T

Data Collecions

Tools Server Info Source Applications Migration status
Asspes LimumS2 Import Mot started

HIR 1 . & Strategy Recommendations Y525

Migration Hub RESBIM N AR FHIERESRE R —MELHRE , B EEN KM VMware IERRE
B, Strategy Recommendations N2 FFHiE K EERE AT LAYER Amazon HlaaMR& ( AMI ) 1R, 0
REEFEA AMI R EERITMH AWS NAEFIE THMER , NFTHETHKESR. S0 Bk
WA E 5 HEHZEFE Amazon EC2 SEfIH EBE Strategy Recommendations W EE SR«

I D N B T HUESTF EBMEERS (OVA ) X |, BBNZ AR BAE VMware FRE R FIR
ERIBEAEL (VM) 6

TR &SR OVA Xf+

1. FERREHGEMN AWS Ik 8 & Strategy Recommendations , &% AWS Management
Console F3TFF Migration Hub ##%|#& , MukH https://console.aws.amazon.com/migrationhub/o

2. 7& Migration Hub & & SMEEH |, EFEKE,

. TE Migration Hub Strategy Recommendations R £ , #%&## T & HIEWESS.

4. HEF K WNREBVSANARFHRE , BALERTHSAER. BEXSARAFPFNESZEER , 5
B8 #E S A Strategy Recommendations.

5 BHIRBERURHEHIEEREREE , £ Migration Hub MK FIZREZHEXA® (SLR) . B
X% E Strategy Recommendations B , AU BIE SLR, BEXEZER , 5 H £ Strategy
Recommendations KV RFZHEX B E,

FHI 2 . EE Strategy Recommendations W EE 23

RE D B (A ERE Strategy Recommendations B A FHIERERSR. SAERFRBWRESRSE— L
REHEWES AT RIRSEFELEEEZTHAARR., MITRABINHS WENBIERE.

BUTHWM A EAIBERES

SR TRRESS 9


https://console.aws.amazon.com/migrationhub/
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« 1£ VMware vCenter Server REERERIAL (VM ) H1THEB, BXEZEE |, iHSH 7 vCenter 1

EBE Strategy Recommendations Y25,

- MREHEITEN AWS AR |, WA BUE A KRR U ESR Amazon RERB (AMI), BXES

ER , 5 £ Amazon EC2 E4lH #8&E Strategy Recommendations W&

£ vCenter & Strategy Recommendations W5 25

Migration Hub RESZE N AR FHIEWRERE —ELIEE |, BRI ELIN AR VMware FSREFR TR
To AEDNBUMAE VMware B A FUESSFFEIMEFR ( OVA ) XHHBBRERIL (VM)

AR SRR B A 1E 28 VMware vCenter Server SR E R E8E Strategy Recommendations Y825,

1 vCenter RERBUNEERS

1.
2.

B VMware B 7 § 13 & % vCenter,

HBBISZELS T 1 B TEH OVA X, OVA XHBIEWERSF T B F 5 Strategy
Recommendations API B9 CLI,

&R LUBE LA T 8 T 8 OVA X4+ -

https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/
AWSMHubApplicationDataCollector.ova

BATERVUE DR R A T A,

Strategy Recommendations W88 & A HLHL &

* RAM - &1K 8GB

- CPU-Ed 44

® Note

NEREEANRIEMEFIENEREENTIIRAUWESS | FEISBUWNESS OVA Xt
BEARARWESE. BXRIMAARNER , FSHE AL Strategy Recommendations WSS,

1£ vCenter PEPBUNEERS 10


https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
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£ Amazon EC2 :fl#EE Strategy Recommendations Y585

MREERETMHEN AWS NARRF , N LAFEAREENNAREFEIERES Amazon Machine
Image (AMI),

LT HSBAE MU EESS AMI B3 Amazon EC2 341,
B UNEERS Amazon EC2 324

1. B AT MuLITFF Amazon EC2 ###1& : https://console.aws.amazon.com/ec2/.

2. ERFEMDBHSMES , 2ERH8 XiF [Flm , EERE ( B3%H ). M Strategy
Recommendations £ AR X EFRESEFERWXE ., BXRXEXFHIR , FSH AWS —
i%2#£ iy Strategy Recommendations endpoints.

ESMERP , ERETIEE AMI,

MEHEEN TRIIRPIEFELFTRE,

EREREH MK EPEE AMI B

# A& #R AWSMHubApplicationDataCollector.

EHR AMI RER2KR , BRIEKFFIEERERN 703163444405,

EMNE AMI BEIRB |, FEFIZEH , RFIERE Launch, BXERRGAERIXFNESESR
S5 Amazon EC2 AN AMI B3I EH1,

©® N o g

AR W Amazon EC2 EHI#E B A T ALK,
Strategy Recommendations W88 Amazon EC2 SEHIFL#&

* RAM - &1K 8GB

- CPU-Ed 44

Strategy Recommendations AMI X #4235 &35 F Al A T 15 7] Strategy Recommendations API Y
CLlI,

@ Note

NEREEANRIEMEFMNEMEREENHTIRAWESS , BTN Strategy
Recommendations Y25 ZPE N Amazon EC2 EHI/E AR UK ERR, BXRUMMARMNHEEA |, &
Z R AR Strategy Recommendations Y EEES-

EBBULEE R AMI 11


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html#choose-an-instance-type-page
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HIR 3 . B Strategy Recommendations W25

AER A1 4B ] & B 2P E /Y Migration Hub Strategy Recommendations B 2 FEIEESS. WE
FNBRAXBRTENIBES R,

« BREET vCenter WIMNE R I BRI UL ESS
o B F/EHN Amazon EC2 SEfIERE Uk EERS

BREET vCenter WINER BRI W ESS
BFREET vCenter FWIME R EPERY Strategy Recommendations U5 85
1. FAUTHRET SSH FFimiEERkERS.

ssh ec2-user@CollectorIPAddress

2. HRERTEMAEZBE , FWARIAEZED aqg1@WSde3, BRERN , BUNELED,

B FAERN Amazon EC2 SEHIEB R U ERS
B FAEN Amazon EC2 RfIEBH Strategy Recommendations Y SE25
«  FAUTHSEN SSH B imiE RN ERS.

ssh -i "Keyname.pem" ec2-user@CollectorIPAddress

Keyname.pem &MU EEE AMI 53 Amazon EC2 2Rt 4 I FASR

HIR 4 : ] E Strategy Recommendations Y525

AEIDNBUNAFERASB ST collector setup &S REE Migration Hub Strategy
Recommendations M AREFHTFENER. XLEREERhIFME,

E# M collector setup mF , BHUIEEALT docker exec mHTEWESE Docker B2gH
# Bash Shell 1%,

docker exec -it application-data-collector bash

SI], 3 BFRUNES 12
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collector setup WHLELETUTHMAEGS , BERATULMEZTXERS !

« collector setup --aws-configurations -i&E& AWS EE

« collector setup --vcenter-configurations - i%E& vCenter Hti&

® Note
1Y Ur EEB8 £ vCenter LIEERT , vCenter BRBREF WA, B , B LUER

collector setup --vcenter-configurations @S %/IZE vCenter EL&.

e collector setup --remote-server-configurations - REBZERSFEE,

« collector setup --version-control-configurations —iZERFEHIEE,

ErHE BT W ESEE
1. BALT®HS.

collector setup

BRRIRE AWS BEEHAR , WA AWS BLEMER.

RIBIRE vCenter BLEF AR , FA vCenter BEHE R
RBRETERSHREEPTR , MAZERSHFEENFES.
RBRERAFZFRE, PR , #BARRIEFIEENES.

BB EHIEWNEHEZERIZIE Windows F Linux RS EF M , HIRESKIBEREERZEN
Windows # Linux BR525.

o o A w N

wE AWS BB

£ collector setup @S E collector setup --aws-configurations SHEHZE
AWS Ei &,

1. NTFEREBERE IAMR..AA , BAY , KRR &EStrategy Recommendations 7~ Al
AGHHNLR , Y&EM AwSMigrationHubStrategyCollector FE R AIE A - LA RIK
g, B LREXENR,

2. I&H&Strategy Recommendations AP FIAEHRWTSER , BT AWS AL GRIZANMEER
8, ZKFRELRATHERESRNECERR,

AWS Bt & 13
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3. AR, HliN us-west-2, M Strategy Recommendations K X kR ESEERNX
B, BXXEXFHIEK , 55 AWS — 5% HH Strategy Recommendations endpoints,

4. WNTFREFURESBEXERLEZIBPORERS 2B, BAY , XRTE. BRELENT
AWS JERME Y X5,

5. NTFREFKESFHEXBXELEZIEIBPORBERS 2FE , BAY , XR3'R. AEEREYT
AWS JERME Y X5,

UTRBIRRTHALETR , B8 AWS BB RHIFE.

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

% & vCenter Bt &

A collector setup @R E collector setup --vcenter-configurations o Afi%
iE vCenter BL& :

1. WREAEFEH VMware vCenter T HHRIF , N TEBEMEH VMware vCenter ZiF# 1T 5 6%
R wMAY , RRE

vCenter Bt & 14
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® Note
EMEH VMware vCenter EIF## 1T H P WIUERT |, BATE B FRIRSSEE LR %E VMware T

>0

W AEH URL , ATLLR vCenter IP 13t 5} URL, AJ5 , A VMware vCenter 9 & &1,

2. MWMREAEEHE Windows RS E: , M FEREHE VMware vCenter £ E# Windows it &A=& |
mAY, XRTR

# A Windows HI I FF & f1Z483,

(® Note
IR EH Windows Remote Server J& T Active Directory 13 , NI1EE A CLI R EIZER
ZREER |, WAL domain-name\username FERWMARF &, Hlin |, MBEEHE
& = exampledomain , BB A F & 2 Administrator , BBLIETE CLI R ANBAFRE 2
exampledomain\Administrator,

3. WMREHEBE Linux RS , XN TFEEFEA VMware vCenter 18 & Linux B , A Y , X
/j__\“%,’o

A Linux WRAFPZMEFE,

4. WMREAENA vCenter AW RS ZEZERSFHFELE , N TFREEEANTLM (EAT
Windows ) %1 SSH/Cert ( 5@ F Linux ) B vCenter A RS EHEEZIERE , WA Y , X

iy 13 — 1]

TN RE o

5. MR vCenter 2 AEEHR Windows T ENWEIESEE vCenter Windows 1T E LAY EIERT 12
HEEUEAER , NN TFREEFEA vCenter [REHBIAMEE Windows EiERIE |, FRWAY , &
TR BN, mAN, XRRAB

MREEEFY , KRR, WRELRREGELT F=,

a. NTFZEEBREE , FBXE Windows RFBXRER |, WEREZ HEARFW RS
FH20@B , BEWAY , KRR

b. MREEEE SSH HFHRIE , NN T AERNETRLE , ERA 1o

vCenter Bt & 15
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MREEFEER SSH S HRIE , BLIFERNBRAFTIEES R Linux RS/, BXESE
B, BZHE Linux RFHRLREETEAN S ORI,

LUTFRBBRTHALALE TR, @3 VMware vCenter BLER RIS E .

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

vCenter Bt & 16
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Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/

application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy

Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

REIZEERSREE

E#EH collector setup S collector setup --remote-server-configurations s
THREZEERSHEE

1. WMREAEEE Windows REE: , M FERBEEA NLTM ( EEA F Windows ) 7 3E vCenter 3£
ENRSF|REZIERE , FRAY , RRR

WA WinRM KB & MEB,

ZRRRFSFEOLE 17
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(@ Note
IR EH Windows Remote Server J& T Active Directory 13 , NI1EEA CLI R EIZER
SREER |, BAITEL domain-name\username FERMARF B, HliN |, MREH I
& = exampledomain , BB A F & 2 Administrator , BBLETE CLI i ANBAFRE 2
exampledomain\Administrator,

FNFEREBRE , FBXRE Windows FRESBRERN , WMESRESIHEREFEMHRSSI[ESR ? [
B, BERAY , RT“R” Windows Server if $ 774 7E /opt/amazon/application-data-
collector/remote-auth/windows/certs HxXH,

AT R R R SS B8 & #1218/ Windows BRSES. BXEZEER |, 5T Windows R

S L RERERSHREE,
2. MREIEEE Linux RS , WX TREEEA SSH = Cert iRE Linux BI& , WAY , RRE"
3. MRLEBEET SSH BANFHRIE , WX T ASHETEE , FRA 1o

WMREEFRMER SSH S ORI , BLTFERNBZRAFTIEESE Linux RS/ BXRESER
HZHE Linux RSHF L IREETEANIHRIL,

4., MREGEHEETIUEPLNEORIE , WX FHALNETEZR , BEHA 2,

BRREETIEPHNEHRIENER , FSHAE Linux RS R LREE TR FHKIE,

UTREIRRTHALETR , BRZERSHEEN RFIZE.

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username
Password for WinRM: password
Reenter password for WinRM: password

RS RERE
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Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/

application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

REMRAZHEE.

E#EMH collector setup ™= collector setup --version-control-configurations
WEARERFZEFIRE

1. WTFRABREFRKBDHT?AE , TRAY , RTE

2. WMREAEE Git RF|/mR , WX FRASETE B | BHA 1.

F GIT REE8wmS : , BH A github.com,
3. WMREIEHE GitHub Enterprise Server , M3 F i AREETE A , FHAA 20

AT https://MW KR , WTFIR : GIT RFEFIKR : git-enterprise-endpoint
4. HAZW Git ### AN NI ##o

5. MRELHH C# KRB, U TFEREEEMEERE Windows THEH L5 MHY csharp 1F1& FE[d]
B, EEAY, RRR
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® Note
E5H NET 76 ELAIR 8 Porting Assistant for NET 21X , B4R EES Porting
Assistant for NET B0 T Ei&E#H Windows It E#Hl, BEXEZEL , i§2H Porting
Assistant for NET User Guide H#J Getting started with Porting Assistant for .NET,

6. WNTHEREBBVEXBITEN LERINEMN Windows Fif ? [RE., MRAT C# RRBDT
B Windows It E#HERANEIESZHEIRE --remote-server-configurations = --
vcenter-configurations BHRHEMNZIEMER , FHAY , KRR

MRERMAFBEL , FWAN, RRE%

7. ZE#H VMWare vCenter Windows Machine &ZiE , WX F 5 Windows ZUEER LA T EH P —Nik
m , FEE 1,

8. %A Windows iTEHLHY IP i,

UTRBIBRRTHALETR , BRRFEHEEN RFIZE.

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

MRAZESEE, 20
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RNEIEUNE HEZ B IZFE Windows ] Linux PRS28

(® Note

MRIEAEF vCenter FIUFIRE Strategy Recommendations B 2 FHIEWESS , M EERIT
LR,

REZEBRSHEES , MREBEANE collector setup command B collector setup
--remote-server-configurations % , BATUER BN ZERS SR , LUE Strategy

Recommendations N A FHIEWESS o] U\ IRERTE,

(® Note
IEAFER | REBTUBICIINTAE IP #hitifE, BX0MAET AWS EHELFAE
= (VPC ) REZBETIMEN#E —FHBA , S H Amazon Virtual Private Cloud User
Guideo

BHEREIZRE Linux BRSSER , B2 AR IERE Linux RS8R,

EHERERIZE Windows FRSE 8 , HSHE Windows fRF e LR BmiERSE a5 E,
HZIZE Linux IR 28
£ Linux RSB LiRERE THRHAN G BRI

MREEFHITIERRSZF[OEEFIEERERN Linux REE T SSH ZAN S HRIE , BUIURBUTIRE
REERLEBETZANEHRIE , LUE Strategy Recommendations B 12 F 3R U & 25 o] LA EE B
.

£ Linux RS LREETEZAN S BRI
1. MNBESB|HPHEUT XKD EHEL B id_rsa_assessment.pub £ 4R -

/opt/amazon/application-data-collector/remote-auth/linux/keys.
2. NEHNLBEMMBIFFEZREITENA $HOME/ . ssh/authorized_keys X4, MRZET
R , B touch B vim S 8IB 4.

3. BERERRSELIFITHRONERGN 755 REK, NMER 777, BRITFAET . EAUEH
chmod 53R RFIR R,

NEBRERE R BN TERS SR 21
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£ Linux RE B LiIREE TIEBH BB RIE

MBEBEHTERRSH[EBAERERA Linux REETIERHNSHRIE , BUTRBUTSRIEE , U
{& Strategy Recommendations R 7% BB U &R 28 AT AR B3R o

MREEENNARFRFSRRE TIEBMRNM (CA) , RIMNBUIEE R IEI,

£ Linux BRS5 88 IREE TIEBHY & 3 RIUE

1. SEFERATHREZRBRSHENAFE,

2. FREF[HLAEHT CA
WEERRAY N AR BAE L T E R R
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub
ZAAMIURNINEEH CA FREERKIES,

3. FLE-—THERNEREHIRERFHNUATHE :
/opt/amazon/application-data-collector/remote-auth/linux/keys

IEBH B A2 id_rsa_assessment-cert.pubs
4. EREHERMIERXHE.

1£ Windows R8s LiIRBEIZERS B E

MRS W ERF IR B PR TIZEIRS B B A IERIRE Windows , BATIRBUT SHRIEE |, LUE
Strategy Recommendations 7] BAY SEEEHE

QO EBETHARTEERSE LINITH PowerShell AN EZE L |, BFRIBRMHHA,
ZHIA S A PowerShell i=f2h8E , ZAKRMEZANAESORIESE, XEAT
Windows NT LAN Manager ( NTLM ) F#fF“AllowUnencrypted”WSMan i iR & 5
False , AR FT QIR MTSRUZEZI MERE, ©EA Microsoft IR HIZ New-
SelfSignedCertificateEx.psl , BIEZBHZERILH,
EAIEH HTTP {IUT2RRY WSMan SZBIERS SIAE R HTTPS Tzt —EMER. A5, E20
B HTTPS iIFES., ©iE 4R TCP k0 5986 B AR A EMN, &5 , WinRM RS
HMEHBE.

NEBRERE R BN TERS SR 22
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1£ Windows 2008 R85 LB R EEIRERIEWE

1. FEALUTHSXREEFLENRSEE LEZEMN PowerShell M4,

$PSVersionTable

2. 1R PowerShell IREAFTE 5.1 , FIRE Microsoft XRHFZEHEE WMF 5.1 iR T8 H L%
WMF 5.1,

3. T1E¥H PowerShell BOHFERAL TS , BIRZ % PowerShell 5.1,

$PSVersionTable
4. BRBT—EASEHITERE  XESBENFUMAAE Windows 2012 R E S R4S LB T miEE R ig
BEHEWE,
£ Windows 2012 R EF VRS2 L BT B E i EREWE
1. MUT URL TEI&EERA :

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1

2. MELF URL F# New-SelfSignedCertificateEx.psl , RENMA MR BT
WinRMSetup.psl IR —N3 ke

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx.ps1

3. ERXRIZE , BEFMENARFIRSES LE1T TEHE PowerShell B A,

.\WinRMSetup.psl

(@ Note

R Windows Remote Server £ R IE#iZE Windows Remote Management ( WinRM ) , 1l

MZBRSH[WEBRRFEN =T LA, MREEXTER , BATNEE LHUTER RS Z
PR 5525 X BRIV UE :

/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

BERERE , BEERBEREEEER.

NBFERE AR BT ERS = 23


https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
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RIFREBEANBERERECHWERNIRS 2R
WFRE CEAMNT G BIRKEE R Ba KER MRS S,

collector diag-check

B IRR RS REERT —RICHRE  ARHFIBEEN R A,

HIEE -a EXTHEAZB SN , BLERETR/GTE DiagnosticCheckResult.txt XK B H

collector diag-check -a

BT LAE R IZBRSSRRHY IP a3 B A BRSSSRMN RS REERITIIMRE,
UTREIERT RIRENH,

Linux fRSS 23

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows AR%588

BIFBERERE
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RAriEmE

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

LTRAIBRTZERSSRFILER EBNE RANEIRES,

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

£ 5 : £/ Migration Hub #2#| & F#Y Strategy
Recommendations R 1821

ARER 5 A 4B a4l £ F Migration Hub #2#]& ##Y Strategy Recommendations BIXIRBEBEL

1. RS & & Strategy Recommendations A2 K AWS K , &F AWS Management
Console 37 Migration Hub #2#l& ( ML https://console.aws.amazon.com/
migrationhub/ ) o

2. 7& Migration Hub & & S EE S |, EFKE,

3. £ Migration Hub Strategy Recommendations TWHE L , & BIRBEW,

SR 5 REBEW

25


https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

Migration Hub SR B&E1X ArfEm

4. WMREEE R Migration Hub FEER K F R EIZRSHEKXA® (SLR) |, HkERE, X SLR
WEZELR , HS R Strategy Recommendations B RE XA,

5. EEHREKIR

a. HEEEHFERERNEL , SLFMETIET PIEREEDHTH RS 2BFHKIR

i.  Strategy Recommendations N FAREFHIEWESS — B LAERA Strategy
Recommendations Y525 B3I EHEX VMware vCenter FIEEMNELNHEE. A
kDT , BRERITHMIRE.,

i. FHESA-MEELBEBMISABXRBRFZHMNNARFOEIE , B/ LAER Strategy
Recommendations § AR, S AERE —/ JSON X4 , FHFE A LUIEE R E L
VKA AE R,

iii. Application Discovery Service — & B] LA A Application Discovery Service KEH K&
B2 3t B I F2 7 MRS 239 E o 7 Migration Hub ZBHI AW T EZLD T , B LML
TETHSMNEMAHITIESE, a0, EAILUER Application Discovery Service LA
W EEBS, AWS Discovery Agent S A (EERAF CSV X )

b. RFBRBEFEEERFERIFED FEREFIE T A THNRS R,

c. ‘BEMMNARRHEWRERTIEHT L RENNARFHRBEWESS. ﬂﬂ%""ﬁﬂilﬁlﬁﬁcﬂ
BEWERSE SN THRBERES  AENE#THE. BXEZER , BZH TR
T & Strategy Recommendations Y528 M F IR 2 . #F Strategy Recommendations H&E
BFo

® Note

ERBRBEN , E4AEPRE—NNAEFRERERTIRITNABRFRES
Ao MRLBETREVERNBR T HAMNARFREE B ERNRAEFH
S AR, BRI LR R A0 E A B KR

d. WMREBEBRTFHSA, WESAKAEET , REFMHFF A
e. XNTEABW , FRALHSANE.
f. XF S3MURI, BT AELEEIRNS A JSON XHH S3 4 URL

/A Important
S3 BEMMMLLEIER migrationhub-strategy FFk,

Q. HEEBT—%,
BE5 . REEN 26
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6. BEBHIAM

a. EETEHRTNAEL , EELNLSBERMIEBEHEI, Strategy Recommendations &R #E
FEENEEMEENARFNBEEIREIRCHRERR, ZAUBEEMXLEHIE
Lo
b. iij:%-lt_io
7. EEHREXR.

a. BELREMNBEERRMIBEEI,
b. MR—HIER , HFEBRFRBED . XNIMENRIZ[BFENETHREIHNE | UREHN
Microsoft [IS # Java B TR N AR =3 &304,

® Note
ZHESTHRST2ERFEFER, 2MTHE , BRNEIREOREXHEEE
B, SE - RKRBISNTURER.
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Strategy Recommendations 21X

BN BMAETEERATENEIBAESFRSHZNMNAEFE Strategy Recommendations E# 53
RACEL,

FH

« £ Strategy Recommendations & & KR E

- Strategy Recommendations 51 F #2540 A 221X

- Strategy Recommendations RS 8521

- Strategy Recommendations B %I

£ Strategy Recommendations H & & R

AT BWMAEER AWS Migration Hub 26| & HH KRB UCKEE T B REE
ERERKEW

-

FERREDBIEN AWS K18 E Strategy Recommendations , &% AWS Management
Console F#3TFF Migration Hub ###|#& , MitH https://console.aws.amazon.com/migrationhub/o

£ Migration Hub #£HA& SMEE S |, EFERE , AREERI

3. HEEWNEL , BUUEENSHERATEANRASHNRBERUMURFANITIR REKELL,
BRETUEREIBERRICTEMBR , UERBRSHENNARFAGHIRER,

N

REXRELENRAEGPRIN—RIESHEE , XEMBEFEMHDE, SFEEREXNREK
FEMRNTIREBOE , PEFEUHREARRES , BFEEREXRAREERE. AXRE
BEEE , 3 AWS Prescriptive Guidance RiE&RH# Migration terms - 7 Rs,

« NMRENBEPOREZMRELE#H T ENEERM , RNBWUEEFITHIE. BEEHON
EHBIELEREHNEW , FRBREFR DT HIE,

EEMOMRETR A , BNEWBEERTRES T 2N BENHHE.

ETHESBRWHREXS , BEESHEN

4, HENARRFAHETFL , BUNEFEHNENIBR-REAEPNABRFAGNEN. BXESZHE
B | 55 Strategy Recommendations N ATEFH4EEW .
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5. ERFHJ|/EDLFL , BALEFERATENEIBRASPRSIBNEN. BEXEZELE , F5H
Strategy Recommendations FR% 2521,

6. EEETEDFL 6 SALUEREEESRS REEWHPEENEED, AXIAEBEETNE
B , i3 #Strategy Recommendations B i,

Strategy Recommendations M ARERFAHF RN

A EBD MBI 65 A Migration Hub 124 & ##Y Strategy Recommendations REE Mo ERATRA
BFA4HNEBREEN,

£

« 1£ Strategy Recommendations 7 {f f N F 12 F4H 4

+ Strategy Recommendations JE 18 2 #7

» Strategy Recommendations ¥{#&FE % 4t

+ Strategy Recommendations =3t % #7

£ Strategy Recommendations # £ i N 2 A4

REBD A EEA Migration Hub #3 & 8 Migration Hub Strategy Recommendations R & & ¥
BREIBRSIRILERBEL,

£

- EENARRFAHEN

s FNARFAHERERRBS N

s FNARFAHERERERES T

ERENAEFRAHEWN

A ER D AR a4 £ A Migration Hub 324 & 1 #9 Strategy Recommendations R&EEEZEA TR ARFA
BB R R,

EEEATHNRARRFRAHNEIGFHARE

1. FERREHGIZEMN AWS IK g & Strategy Recommendations , &5 AWS Management
Console F#3TFF Migration Hub ##£#|& , MitH https://console.aws.amazon.com/migrationhub/o
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2.
3.

£ Migration Hub 1£H & S BEESP , EFEREE , AEEREEI
FEWRHEL , ERNARFHEMFEDTF,

a. NABRFAHRBETESRT SERSHE-REASPEITHIMRENSAREFAN.

b. ZENARFAHGT , BANEFAGEN, A4XBENIBR R REEN., ZEAUEET
BEWH  URATRSSES-REASTETHNENNARFA4NEIBSIARILIE, &
RREBHER , 2 W AWS Prescriptive Guidance /RiE &R H#9 Migration terms - 7 Rso

ELENABRFAHNREARGE  BEE-—IMNARFAN  REERERRAEE.
ENARFAAFACERE (MAHEHARENTH ) NEWHETE , BUNERERTH
REFAHNREN, ZETUNEFERINRER. REXREENRASHRIN—RIIEA
FIA , XERBRTEMED XK.

EERMETUET~ , ERHNNARFAGNIBEN., ENEREMRE K RARERRNE
%, NTB S HEFRRE,

BESEEEENNABRFAHNRE  FREENHFEFEELT ., AXREENER , 5

MHRAEFAHRERRBIN. EXREERBNED  BENINAERFEAHRERESES
#o

ANREFAGEERREDN

AER A 4B Il A Migration Hub ##& ##Y Strategy Recommendations 73 N A #2 7 4A 4 B B R 1%

B

#o

NN ARFAMHERERRE DT

1.
2.
3.

£ Migration Hub #ZHI & S BEHR T , EFERE , RAEEREWN.
ERWUTHEL , EFENARFAFET,

M ABRFAGTENAGIRS |, EFAHFREN java, dotnetframework = IS BN AREFA
% REEBREEEMAEE,

ENRAERFAHFAGEETH (NEAHEMAREBINTH ) £, ERFEABEELETF,
EERRABEEFAEET , EEITERAE,

EOWERBIEL  RBHATEFHNAEFAGRRBHNEEERN. 2XBHNME B (W
BER) . RBEEFEAN GitHub JRABRAZEIZER | AFiEE Analyz e,

MR E , BN ENREFAGFAEENE LERETNEL

ERANAREFAN 30


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/apg-gloss.html#apg.migration.terms

Migration Hub SR B&E1X ArfEm

BXBERBIONHESZEE |, S HStrategy Recommendations JRH 75 4To

NNRAEFAHERERERED T

AER D 4B Il B Migration Hub #2#|& 1 #9 Strategy Recommendations i N T2 Fr4A 4B B BhiE
BE 5 #T o

AR ARFAGRERIERE ST

1. % Migration Hub #H & SMEK S , ERXE , REEREEN
2. EEREWNHEL , ERNARFAMETR,

3. MNNABRFAHTHAMAIRSD  ERAMHREN SQLServer WNARFAN , RRREEFH
MES.

4. ENABRFAHFFHAEENE (UEAH4EMAGENTE ) £, ERBEEFERELETF.

5. EREEREBFMAEET , EBIMBIEEFAER.

6. MR AWS Secrets Manager FRIEZMW THXREFEE-—NMATREEFIUNZRESR , AFE
Bo.

DMTERE  BAUUENARFAAFACEENH LESERMNEL,

BXBEEISNMNEEZHBMNESZEER | 55 M Strategy Recommendations & FE 2547 o

Strategy Recommendations JR{X3 2 #7

Migration Hub Strategy Recommendations & BZhiRB BN~ RASHHWRARRF , A RHSIENA
BEFA4, i, MRENTRAESTE - Java NARFE , ZNARFASMIRBINAHZERR java
R AERFAH.

Strategy Recommendations &2 # M AR FHGFRNRRE (MREHITTEXHENEE ) . BXUOMAH
BRBINMEENARFAGNES , B INARFAGERERKED M.

Strategy Recommendations &34 Java 1 C# RS HMITRRE 2.

BXEA Strategy Recommendations JR B 2T H X RFHNEE |, i5SHStrategy
Recommendations B )R %4

BB 31



Migration Hub SR B&E1X ArfEm

Strategy Recommendations & 2 #7

Strategy Recommendations & B3R A EN = RASPWBIEFERSS , HAHEHWENARERFA
., Bl MRENF=RAEHE— SQL Server BIFE , ZHBEESBIRIINAREFAY

sqlservr.exe,

RIEEWNFER AWS 2233 # T B ( Schema Conversion Tool ) 2 #TE#EHK SQL Server M AREFA
# sqlservr.exe FHENBTEE, REBUEEL TRBBEEIBIBEERNTHREZL | filnsk
A 55 Aurora MySQL BIRRZAR, F#RA I Si# Aurora PostgreSQL BIRRAR., SEAF MySQL #9IE 2
RDS #3i&F F PostgreSQL I &i# RDS AWS # PostgreSQL k9 IE &i# RDS,

B &l , Strategy Recommendations #3EE 2 & A F SQL Server,

Ef & Strategy Recommendations A7 AT IRV BIERE | B UTIRMEIUE |, SUE Strategy
Recommendations M AREFHEWESFERZIEHNHBIEE., At , BE AWS KB Secrets
Manager # 82— AWS %47,

BEREEREEMEZIEMNREELR , S FAWS Schema Conversion Tool EIEFTEHNIE, BxMAIEE
BAEIREZANELR |, 55 1£ Secrets Manager H 1 BIEFEZIE B2 24,

REBERENZHAG , TAEBIEERSES LB AWS Schema Conversion Tool 247, BXEZ{E
B, B2 WNAEFHEGREREED .

NMNRAEFAHGEREES MG , itk —2 AWS Schema Conversion Tool /B2 F%, EFS
TG, BRBEIRENZBEERSS LS N EMBEECNETVNAEFRAS., flw, R
&K SQL Server B MNEIEE ( exampledbs1 #l exampledbs2 ) |, MAENMNBIEED FICIRE R
exampledbs1 F exampledbs2 By R A2 F A4,

MBLABAEF SN ERIWRERTBE AWS REFNEIRMER , WREH LAEE A4 RERE
B9 4 R 0 5 TR B BB R E ST

AWS Schema Conversion Tool E1ErrE # R

&[S AWS ecrets Manager RN B FERRIFEVIEW SERVER STATEFVIEW ANY
DEFINITIONM PR, &R LAER https:/gitlab.aws.dev/dmaf-pub/dmaf/-/blob/master/
create_mssql_ro_user.sql 1R AHYBIZA 6 2 F & K.

EBIZ SQL Server XA |, BAILIRHAFIENEEEZENERE,

BIRE D 32


https://gitlab.aws.dev/dmaf-pub/dmaf/-/blob/master/create_mssql_ro_user.sql
https://gitlab.aws.dev/dmaf-pub/dmaf/-/blob/master/create_mssql_ro_user.sql

Migration Hub SR B&E1X ArfEm

£ Secrets Manager H 3 $U4E = & AE B 2 %47

ERERRE  THEREBEUNABRFEBEREREZIBEER , RBUTIREMMRE AWS KFH
Secr AWS ets Manager #1812 —/N&47,

ELREY AWS K R {EF Secr AWS ets Manager 812 2348

1. FERMREHBGIEN AWS K18 E Strategy Recommendations , &3 AWS Management
Console #3#TFF S AWS ecrets Manager 1#£&l& , M) https://console.aws.amazon.com/
secretsmanager/,

2. &R FHEFES.
. ERHEHMRBENRAFENBARE,
4. HEREXNTH, WANTER.

username - your-username
RfE &R+ RINIT , MALTER.

password - your-password

5. ﬁj:%-lt_z":o
6. WARABH , ERTEIZ migrationhub-strategy- FIEEF/FHR, B0 , migrationhub-strategy-
one.
(® Note

ERENUEFEENTHEN , UEEH.

7. EBT—F K ARBRERT—F.
8. 1%&$#F Store (77fi#)-

£ Strategy Recommendations Hi& BEIEE 2 MY , B LERZ I BIEFESIEAEZNZR.

Strategy Recommendations =3 4 #7

Migration Hub Strategy Recommendations £ BzhiRF BN~ REESHPHWRARER , URET
XENARFNNARFASH. fln, MREN~REESHE - Java B AR , Strategy
Recommendations & HiIRBI N AHLE R java W ARFAN. BLERBRAEH RN
BR , Strategy Recommendations AILAEIE# & Windows £ IS R DLL = Linux 8RN A

ZHH DA 33


https://console.aws.amazon.com/secretsmanager/
https://console.aws.amazon.com/secretsmanager/

Migration Hub SR B&E1X ArfEm
BF JAR XHRMTo#HE O , ARERBEXHREIFIREFERE. REXH SR Strategy

Recommendations &M= RAEPRKINNEHEES| K , HEEES L, TREABRETERE
N T 5 |, B0 APl &AM, Nuget Package # Porting Action,

Strategy Recommendations &34 Windows IIS #1 Java Tomcat & Jboss M ABRFHRITO . MRE
B IS NARKF , MBIAERT , Strategy Recommendations 24 RARBRBIRE ;| B4 B
BRABIFEIMNR , TRERTENRERNRE. WREE Java NARRF , WBIAERT , Strategy
Recommendations 24 R TN REXIRE.

THREBOBIREABERETMEREE T, MRISMARZ , BT UZH BT RRKE T ENR
RSITHRRBO T (MREMAEHEE. PR ) .

Strategy Recommendations FRE- 8521

ARER 5 A 4B w4 £ A Migration Hub ##|& ##9 Migration Hub Strategy Recommendations kK& & £+
WENTEBE=RAESPNRS|[OVTIBREE

BEERFHR/EW

1. ERREFRIEM AWS Ik i% & Strategy Recommendations , &3 AWS Management
Console 3T Migration Hub &% , Mk https://console.aws.amazon.com/migrationhub/,

2. 1 Migration Hub #ZH| & SMEKT , EEFERE , REEREL.
3. HEEWIHEL , EBRRSHFETF,

a. ERFHFBET , BUUBELEE~"REEPEITHEMNXENRERSH.

b. ERFHT , BUNEERSH[NRERZFAERURIBRRBEEW ., BIETLURE
BUEEIREN , URBRSHBLRINREXNKE, EXREENEER , HS A AWS
Prescriptive Guidance RiE &k # Migration terms - 7 Rs,

4, BEEFRIMRFSB[ORABRVFHAEE , BMIIRFERZRSSH  AREREFTRMAER. &
NEFNRFSB/WENTHE , UREXNRS[ARADTME , XEBETRSF[LETHN
REFAH,

5. ERFHFACENE (URFSHEMARENAE ) £, FERWUHEET , BB X RS
MERBEN, BETUEREERINRER. REXREEN~REAESFRIAN—RIISHMEE ,
XL EBIRTEM DK,

6. ERRBETDUATF , EFHNBRFFNIBEN. BALUEREMER K AFERRIEE , N
MBS HEFNREE,

7. RENAREFEMHERLF , EESRFSF|XENNARFRAGSIX,

BRSSEREW 34


https://console.aws.amazon.com/migrationhub/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/apg-gloss.html#apg.migration.terms

Migration Hub SR B&E1X

R

M

8.

ELENABRFAHNEARGE  BMIIRPERAHF  REEREFFAGE. BRNAERFA

HNEZER  FSAEANAEFAN.

Strategy Recommendations B 1%

ARE 7 B A FE Migration Hub 2§ & & & M 4w Migration Hub Strategy Recommendations &
IE T

FEEIRIZE Strategy Recommendations Bt , S AI BUERE I EIED ( WP E]R 5 REBWUHAR ) .
B SR IX BT,

REE R BRI
1. FERAREHGIEMN AWS IK g & Strategy Recommendations , &5 AWS Management

o ~ @b

Console F#3TFF Migration Hub #£#|& , Mt https://console.aws.amazon.com/migrationhub/o
£ Migration Hub #ZHI & S BEHR T , EFERE , RAEEREWN.

FEWNEL , EREERIUETF,

ERELFERFRT , BUERLSE B, UEFHHIXL B R,
EREMENNARFEENMBEETLED , ARERRTFER.

MREERERT , REQETHIE , RELERER D THE.

Preferences ( Bi&IN )

35


https://console.aws.amazon.com/migrationhub/

Migration Hub SR B&E1X ArfEm

Strategy Recommendations Z#ERIR

AER D A48 Strategy Recommendations 5 F B E3E R IR
E&

+ &F Strategy Recommendations &R

+ Strategy Recommendations B fA %2 /5 ¥ iE W £ 25

« FF¥IES A Strategy Recommendations
+ M Strategy Recommendations 5 il B &Y Bk &

& & Strategy Recommendations Z#ER IR

AT N EWNAEREEREEWEIEIR AWS Management Console,

BEEBIEFRIR

-_—

FERREFRBIELN AWS IKF18E Strategy Recommendations , &3 AWS Management
Console F#3TFF Migration Hub 2 &l& |, Wit https://console.aws.amazon.com/migrationhub/e

£ Migration Hub 2 #I & S BHF , EFRE , RAEERBEXRR.

FERERIETF £ |, BOLUEFEIRER Strategy Recommendations MAEFBIEWERS. BX
WERBNESZEEL | 2 Strategy Recommendations [ 2 FHIEWERS,

4., ESAETMFL , BALSABBEHEELNBESA. BXEZEEL , B2 FHEESA
Strategy Recommendations.

5. HEIBRTI+L, BUNTHBRESNINAEFS ABERR.

Strategy Recommendations 5. F 12 7 B i I & 25

RE DN B ER Strategy Recommendations B T2 FHiE WSS

BXTHEMEENARFHRERESRNEE , HSRIPI R 1 . TE Strategy Recommendations W&
2o

F
+ Strategy Recommendations Y 5 85 &£ Y B3R
+ F4 Strategy Recommendations Y585

EEREBERER 36


https://console.aws.amazon.com/migrationhub/

Migration Hub SR B&E1X

RAriEmE

Strategy Recommendations U5 25 NS WY 54

&R /48 Migration Hub Strategy Recommendations M AR FHIEWESWENRIERE, NARE
FHERESEE—MERBKEKRES , AT RIBRSSHE LEEESTHRARE. RITRRBITHS

MG BIRRE.

HFEFER
BRIERGRE
BRAERGIRA

BRIERGRY
=AERRSBRELA
RE L34

(VA=

—RERNE

Bk it

B nEiEF
Pl € Tyt

CPU RE
Windows OS data
Windows 7
NET 122 A
NET Core R

Linux data

iR
Windows B Linux

BRIERSGHSEMA, e , Windows Server
2003, RHEL 5.2,

32 {5 64 (IRIERS
PR 55 28 = RE AL Y EE Mo
f5l7n |, vCenter, Hyper-V,

%0 | Amazon Elastic Compute Cloud & &
( Amazon EC2 ) T4t

REBHHASMRERS
BIOS. UEFI

GRUB. GRUB 2

MBR. GPT

CPU EE L GHz N &L, g, 2.4 GHz,

PRERR, BB OM, kiR
L&A NET ERIARA,

RHEM NET Core IR,

WS BRI ER Y R

37



Migration Hub SR B&E1X

RAriEmE

BIEFE
Linux #ERERITIR
AT

For each disk volume
MU RG R
BWES K/
WESTAZER

RE L 2 R AR =X
R R ( Windows )
Application level data

R RARFEW

B RfE R E
YRIEIE S MARA
JDK R 2
BRRBREAH
IR =SS AVNAN

Windows

BIFAEFERAY NET FERRA

.NET Core kx4

iR
RHEL. CentOS. SUSE %,

uname -r B , Fl80 4.9.217-0.1.ac.205
.84.332.metall.x86_64

FAT32. NTFS. ReFS. ext4. jfs &,
73PN =Ny

A A 22 )

vmdk, vhd, vhdx

R, &

EEETHHENRF, 0, SQLS
ervr.exe. MSdtsservr.exe &,

IIS. JBoss. Tomcat %,

C#. Java

T JDK B RRAR

MRERBFERBEEE , WRTERBITA,

16 1z, 32 {1, 64 {u

FEE 4TI BRI R INZk0 NET AE2E DLL BOKR
x,

HEIZTR AR AREF ISR .NET Core DLL By
RS

WS BRI ER Y R

38



Migration Hub SR B&E1X

R

M

HFEFER
£/ WPF 4228 ?

£/ WCF E4 ?

ASP.NET 7

IS AR

R ARFRERZEIERFULKAN
Windows XAtk fE AR

B2 fEABFA DLL

PowerShell kxZ<

Linux
RIFTE P HESRSR A
B 72 P HE SRR AR
Database
HiEERE
3R B R A

DU

WEET NETHRABFREE R WPF K
AR,

WEET NETHRRAEBFRER T WCF &
AR,

ASP.NET BYRRZS,
Windows 1T E#Hl EZ3&EE IS FRF AR,
32 . 64 1«

EWITEHREMRD , EXRBIFEERA. Java
FRZAS, NET REAFE R

FREX Windows #t 21z {TES INE A ATE DLL BY
LIE.

KREITEH L%/ PowerShell iR | iZhRA
MA 5.1 HESRA

Tomcat., Spring Boot, jBoss, WebLogic
WebSphere

R FA 72 A 2R BV AR A

MS SQL, Oracle, MySQL %,

AR E R AR AN

M Strategy Recommendations A il B} & B9 Bk 3E

ZE M Strategy Recommendations il BRIGEFIEEIE , EBFR AWS Support FH1& Rl Bk £ LR,

WS BRI ER Y R

39


https://aws.amazon.com/contact-us/

Migration Hub SR B&E1X ArfEm

F+4% Strategy Recommendations Y585

Migration Hub Strategy Recommendations R AREFHBEWRER 2B H L. IRFE , B LURR
UTESRFHHARUESS.

H 4 Strategy Recommendations Y585

1. FRUTHSES SSH &FF imiEE R WERFE L.
ssh ec2-user@CollectorIPAddress

2. ERNRER[ELHNFNARE R, WL TR R,

cd /home/ec2-user/collector/upgrades

3. HEAUT@®SETHRMA,

bash application-data-collector-upgrade

FHIES A Strategy Recommendations

FENNARFHEERESRNBRTE  BUASAXTERBSIARILRVEI NN AR F MRS BFHNE

=

/BNO

HESAREN  BUTREERABERESRSBERA. Hli, EFEXNSANBEELRRALE D
o

REB T B AR EE P L AR R S AR AR BE S A Migration Hub 21 & /Y Strategy
Recommendations,

SALE

1. FERMREHBGIEN AWS K18 E Strategy Recommendations , &5 AWS Management
Console F#3TFF Migration Hub ##l4& , Wik https://console.aws.amazon.com/migrationhub/s
£ Migration Hub 2 %15 SMEK D , EEERR  REERREXR,

EES LT,

EETHSAER , TRAARFSAER.

IEEERANHE & F Amazon S3 . BR\BHBMEEIR migrationhub-strategy 7k,

o M 0N

TR SRR 40


https://console.aws.amazon.com/migrationhub/

Migration Hub SR B&E1X ArfEm
6. REFSFAEIF~ , RFERES A,
7. WMASANER  BADEBNHIEERN Amazon S3 R URI , RAFEEFEFHRS A,

Strategy Recommendations § A& 4R

BTHNSEABERR - . json X, ML TRBIFTR,

{
"ImportFormatVersion": 1,
"Resources": [
{
"ResourceType": "SERVER",
"ResourceName": "",
"ResourceId": "",
"IpAddress": "",
"OSDistribution": "",
"OSType": "",
"HostName": "",
"OSVersion": "",
"CPUArchitecture": ""
.
{
"ResourceType": "PROCESS",
"ResourceName": "",
"ResourceId": "",
"ApplicationType": ""
"DotNetFrameworkVersion": "",
"ApplicationVersion": "",
"DotNetCoreVersion": "",
"JdkVersion": ""
"ProgramminglLanguage": "",
"DatabaseType": "",
"DatabaseVersion": "",
"DatabaseEdition": "",
"AssociatedServerIds": []
}
]
}

NEBIEEESARR , TRIIHE THEFEROERE,
TRIH T RS F/NBIEFR.

SN L 41



Migration Hub SR B&E1X

RAriEmE

=1

Resourceld

ResourceN
ame

ResourceT
ype

OSDistrib
ution

OSType

OSVersion

CPUArchit
ecture

IpAddress

MacAddres
ses

Hostname

DU

7 TR Y R —
ID

RIRH B

ESANAIR

YR H

Windows, W
indows
Server, Ub
untu

BRIERGHIR
7

AT
CPU %14

RS2V IP
3k

5 hR% 88 < Bk
B Mac 3t

EHB B

TRIE THENBEFR,

String

String

String

String

String

s |

WA

String

fim

fim

fim

fim

fim

7|

BRE
R —F AT &

(IR

"Server", "Process"

Windows : "Windows PC"
"Windows Server"

Linux : "Ubuntu", "RHEL",
"Amazon Linux", "DEBIAN",
"SLES", "CENT_OS",
"ORACLE_LINUX",
"FEDORA", "KALI"

"Windows", "Linux"

BESE HTML hRARH 32,

"32bit", "64bit"

BN XXX XXX XXX

BB XXXCXKXKXX XX

(RCIEREES

FAER

42



Migration Hub SR B&E1X

RAriEmE

=1

Resourceld

ResourceN
ame

ResourceT
ype

Associate
dServer & 15
uk

Applicati
onType

Applicati
onVersion

Programmi
ngLanguage

DotNetFra
meworkVer
sion

DU

7 TR Y R —
ID

RIRH B

ESANAIR

e
EEETIZH
EH RS ES
R:RIE-S

IVlE s ES

7

String

String

String

NMARFWAR  String

P

R A2 FF B4R

BES

NET LK
R (1R

NARFE

F .NET 1

R)

String

String

fim

fim

fim

fim

fim

BRE
R —F AT &

(IR

"Server", "Process"

Resourceld 3k B#&E Y Reso
urceTypely “: “BR%5 2"

11}

“Tomcat”, “JBoss”.,
Spring”, “lIS”, “Mon
go DB”, “DB2”, “Maria

DB”, “MySQL”, “Oracl

e”. “SqlServer’, “Po
stgreSqlServer”, “Cassandra”
. “IBM”, “Oracle”, “J

ava Generic” WebSphere
WebLogic

"lIS 1.0", "lIS 2.0", "1IS 3.0",
"IIS 4.0", "IIS 5.0", "lIS 5.1",
"lIS 6.0", "lIS 7.0", "lIS 7.5",
"lIS 8.0", "lIS 8.5", "lIS 10.0"

"Java", "CSharp"

“‘DotnetFramework 1.0”, “1.
DotnetFramework O

SP1”, “1.0 SP2”, “1.0
SP3”, “DotnetFramework 1.1
SP1”, “DotnetFramework 1.1

FAER

43



Migration Hub SR B&E1X

RAriEmE

=1

DotNetCor
eVersion

JdkVersion

iR
#

i
ok
&
(0

7|

.NET Core String
MY RRZS (40
RNAERF

EF NET

Core )

JDK BYRR AR String =
(MRRARE
FrfEf JDK)

BRE

SP1”, “2. DotnetFramework
0 SP1”, “DotnetFramew
ork2.0 SP1” DotnetFra
mework . “3. DotnetFra
mework 0 SP1”, “3.0

SP1”, “3.0 SP2”, “Dot
netFramework 3.5 SP1”, “4.
DotnetFramework 07, “4.5.1
. “4.5.1”, “4. DotnetFra
mework 5.2”, “DotnetFramew
ork 4.6”, “4.6”, “Dotnet
Framework4.6”, “4.6

”, “4.6”, “DotnetFramework
4.6”, “4.6” 6.1 DotnetFra
mework Z~f, “Dotne
tFramework 4.6.2”, “4

7", “DotnetFramewo

rk 4.7.17, “4.7.2", “4.8”
DotnetFramework DotnetFra
mework DotnetFramework
DotnetFramework DotnetFra
mework DotnetFramework
DotnetFramework DotnetFra
mework

"NET Core 1.0", ".NET Core
1.1", ".NET Core 2.0", ".NET
Core 2.1", ".NET Core 2.2",
"NET Core 3.0", ".NET Core
3.1"

"JDK1.0", "JDK2.0", "JDK3.0",
..., JDK11.0"

FAER

44



Migration Hub SR B&E1X

RAriEmE

=1

DatabaseT
ype

DatabaseE
dition

DatabaseV
ersion

DU

HIEEFERRE

R R AR AR

B3R Y AR

String

String

String

7|

7|

BRE

"SQLServer", "Oracle",
"Sybase", "Mongo DB", "Maria
DB", "Apache Cassandra

" "MySQL", "IBM DB2",
"PostgreSQLServer"

BEZH HTML RRASHY 3 #Y,

M Strategy Recommendations = ffll Br{& B9 4=

E M Migration Hub Strategy Recommendations F il BR & B PR B B8 |, BEBRER AWS Support.

Tl BR %5

45


https://aws.amazon.com/contact-us/

Migration Hub SR B&E1X ArfEm

Migration Hub Strategy Recommendations BV Z £ 14

AWS + 2 EM R, NTHENZEMEHBHALANER , RNTETEFESREMENERE
RONMMERE, RN AWS NEF , BRI UMNXERBEROMMERRLZ RS,

Z2MR AWS NEHNHETE, REHBEXHEHENENZEMNEZPIN RSN

- ZHZEM - AWS AERIFE AWS Cloud HI1E1T AWS RS EMIEE. AWS & [ EIEH ]
ZEFEANRS. FZAFEZAEHNRMBIERMNOLZSENERMYE , 73 AWS Compliance
Programs #J— %Bﬁio = 7 #5358 AT Migration Hub Strategy Recommendations &M TR |, 5
FEREAETRIEENTERN AWS RSF

FHREHEERN AWS RERE, BEFTENHMRARAT , SHEHEN SR

M., DR ERURERANEE LN,

LSRR RS BY IR T MR AN 4E 6 A Strategy Recommendations B 57 A SRAF £ EE R, LA E 7154 88 04
BLi& Strategy Recommendations AR BN LM EM B IR, BxEL T e AH A AWS AR
K LA BY IR M B MR I Strategy Recommendations &Ko

FH

« Migration Hub Strategy Recommendations 7 5 3E R

« Migration Hub Strategy Recommendations ) & 3 1/ |7 & 32

« Migration Hub Strategy Recommendations B & # 14K i

Migration Hub Strategy Recommendations A ) Zi iz {R 3

AWS FAE #1810 FE A F Migration Hub Strategy Recommendations I EIERY . MiZER H
FR , AWS J\J\ﬁ#‘iﬁﬁﬁﬁ AWS Cloud £ XKEM R, SAREFNEESTHEMRE LN
W{&‘E’H’“%'J AREFERN AWS RS E’J;ziﬁﬂgéﬁﬂ"qfiﬁ o BXBERINEZER ,

y|ﬂ§&ﬁ|§%ﬂ\%i|ﬂ B, BXMNBERFNEER , B2 AWS z:é’lﬁ’r@@ FHEENE AWS
Shared Responsibility Model and GDPR,

HFHEBERPEN , RNBIERS AWS K EIEHEH AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) REEMNAF, X¥ , BMNAFRRESETHIFIRIAMENNR,
BNERBUEBEBIUT AR HKIE

s NEBNKFERAZES BRI (MFA),

BIRERF 46


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Migration Hub SR B&E1X ArfEm

« £/ SSL/TLS 5 AWS RFE#H TEE. BRIMNERFEA TLS 1.2, BiUERA TLS 1.3,

- £/ AWS CloudTrail ®Z& API MAFEs) HEiER.

« FFH AWS BB RFRUK AWS RS FHFAEERRINLZ &84,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BIE

- MRFBEBLGSTREDR API 7R AWS EEZXY FIPS 140-2 BIFA INZER | EEH FIPS
WRe BXAUAN FIPS HRNESZEER | BHSH (EEEIERLAERE (FIPS) 2 140-2 M) o

BATRRZIB WS N ENZREERBRBER ( WEEFHN B FIR bl ) RARSH B BHER
NAFER (WNEBRFR) . XOELFEAESE. API, AWS CLI 2t AWS SDK 43 Strategy
Recommendations At AWS fR% B, EATEMHRZDR B HENXAFEP B AN TAHRELR
ARESATIIRICHBEE. NREQABRSS[REERL , BRIMNBNBUEFTEENUHP T SEIERE
BREIEX ZRFI]|/HE R,

Yk

Strategy Recommendations $3E & 74 BV Fr B BIEER AL S N

&5 T &

Strategy Recommendations BB BB E X FMEAGMNE~wmZBEHN TLS 1.2 tN%Z,

Migration Hub Strategy Recommendations # & 153 117 =] & 12

AWS Identity and Access Management (IAM) AWS BgRS T #BIEE A T2 B HX AWS HR
R RRBR. 1AM B2 R 2 56IH AT LUBE & A IIE ( 2% ) MR (FAARR ) £ Strategy
Recommendations &R, ZALAERA IAM AWS RS , TEZNFINER.

F

- BX

- ERASOHITEARIE

- FRARBEEHR

A 47


https://aws.amazon.com/compliance/fips/

Migration Hub SR B&E1X ArfEm

+ Migration Hub Strategy Recommendations 25 IAM B & A

- AWS Migration Hub SRESZE UK 1T E R B

£33 Migration Hub Strategy Recommendations B E F & 15 i 5k B& 7R 451

¥} Migration Hub Strategy Recommendations & 19 11/ 8] i# 17 ¥ BE HE Bk

{5 Strategy Recommendations B RE XA

Migration Hub Strategy Recommendations ##0 VPC ix & ( AWS PrivateLink )

AR

By E = AWS Identity and Access Management (IAM) 28 ARG , E4ABURFEBERBEEILH
P T4,

RSP - R EAFEA Strategy Recommendations fRFEKTER T/ , MBRNWERE G SN IRIRHEFIEN
ZIEFPR, LI&EFHEZ Strategy Recommendations WEER TR TIERS , A REZEEFMANE, T
ROAERGRNRES TEARNEERFRESHNR. WREFLLHE Strategy Recommendations
B ThEE | B S X Migration Hub Strategy Recommendations & 3 #1175 18 3# 17 U FE HEBR o

RFSEER - MREELTHTEER Strategy Recommendations &R , B A sEHAXS

Strategy Recommendations B £ 5 RN R. EBEHELR RS A/ BiA[E HLE Strategy
Recommendations e MRR. RS , B4 [0 IAM B RRRIERUAE LRSS AF R,
BEFZNELNERATHE IAM WELRE S, ETHAEXENLTWNMAE IAM 5 Strategy
Recommendations £ & AN EZER , BFZFMigration Hub Strategy Recommendations #1{i &
IAM Bt & F o

IAM BEEBR -MRZE IAMBEER , BULFLEFA T RNMESREREEX Strategy
Recommendations fyi58], EEE A 7E IAM R fEA R Strategy Recommendations & T 517 HY K BE R
fl , ESBIE 3 Migration Hub Strategy Recommendations 89 & F & 1449 KB =6l

£ &0 #H1TH ORI

BHRBIIRE AWS FAEREIEEZNARN. BH4TL IAM AF SH5HETE AWS Ik HE 8P E
IAM B&#H1TEMRIE ( EF AWS ),

A A EABEY & MREENEREL AWS BRE 510 EF. AWS IAM Identity Center ( IAM Identity
Center ) AF, RLFAIMNEREREMRIIAREN Google = Facebook EIRMEKE F 108 R,
LHEUBREFHERN , EEAMUGER IAM AGKE T SHBRERIE. HRFEAKEHE AWS
i, R ERERE— 1A,

2 48



Migration Hub SR B&E1X ArfEm

BFBEHNAFPER | EALIZF AWS Management Console 2 AWS 5HITF, BEXBEZFNEZER
AWS |, S (AWS &3 AFEmR) PR NAEZEE AWS KF W,

WMRIE AWS BRI RTIE , W& AWS RERATT R EH (SDK) Manw1T# O (CLI) , MEERE
HERNBERBITMBLEE., MRETER AWS TE , NXTMBECEFRER, BXRERAHEENTER
TEBBERNEZEE , R IAM AFERTHNEE AWS APl B3R,

TFERAMSMRRIESE , BURFERMHEMEZLSER, I, AWS BWEFERZES MR
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
E5MRIE M (AM AFER) PWE AWSHEAZESHRIE (MFA ),

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P Bt 62 F A9 B8 R 44 3t ik RN 23 48 & S BN AT 15 )
ZH5 M, BARWABREARASIITEERES. RFGFRAFEIE , AEAXEZIERRNITHRAF
AURITHES. BXRERUBRAFSHEZNESHEEIIX , 58 (IAM AFER) PHNEE
BASEIENES,

oS- g7

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEBBHITIHA,

REFGHREZNLULAFBER. Web BSR4, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEMIGRHES,

EEFHRERHRINER , RNBUUEER AWS IAM Identity Center, & B LLTE IAM Identity Center A&
BAFPNEYE W EEXRISIEECNIRRIN—HAFRNESL , WETENFTE AWS Ik
P MR ARFHRFER. X IAM Identity Center WER , iHZ I (AWS IAM Identity Center A $§
) PR AR IAM Identity Center ?

IAM A P a4

| AM i R4 AWS TP IBRAA RS ARFEARERRNSH. ETENERT  BUER
IGEHEE |, MARREA RS (MRBAGESS ) B IAM AR, B8 NEE—EHENE
AHSEERMEENR AM AP | RNBNRRFERMA. AXESEL | H250 (AM AFE
) X T EEKMSIENERS R TR EE.

A B M7 S ORI 49


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

Migration Hub SR B&E1X ArfEm

IAMAR—MATFEE—4A IAM AFPNE®R, BTEFERABANENER, BLUERARXR—XMER
ZANAFPEENRRE. MREXERF , FRATUERMEBERAFXR, fl0 , BAEEE—1NER
IAMAdmins B94E |, R ZA R FRUEE IAM &R,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEMALELE. AFE
BRANKHEILE K MAGRHRNEILE. ETRESER , 58 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM B

| AM B ERENEERBFENR AWS IKF WH G, BRUT IAM AR , BEREARTKE. &7
LA AWS Management Console @I Y A EFIREEE IAM B, SR LUEFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXFEABEBNEENESEERE , E5H (IAM AR
EE) FHEA IAM A6,

BB EIER IAM SEEUNTERTRER !

- BRERAFR - EMBEES N0 ENER , FHRACHANARENNE, YKEEMHHITEHRIE

B, ZEONEAEHAXBEHAEETHLEACGENHNNR, EXESENRINACNES | BSH
(AM BFRIERM) FNE=HEHRIRUBERAR, MREFEA IAM Identity Center , N EEH &

WRE, AEHSHERTEHARIEFTRIGEMNAZR , IAM Identity Center FRXRES IAM Y

BEEXE, BXRENELR , 525 (AWS IAM Identity Center A #8/) FHINIEE,

o et IAM AP IRE—IAM BPFHAEFARA IAM € , LERREHNEEESHTRENR,

o B A BRI LAER IAM BEUATFTAREKFANENA (AMEER ) HRKFPHRER,
AGERRFERKFEEINRHEESR., B2 , N TFELERE AWS RS |, B LUF R E RN T
BR(MAREAAGENINRE ), ETHATERKFHTRANACGNETERNRBBNED | &
25 (IAM BFIERE)Y) #1 IAM Ae5E TR RN EBEMATRE,

- BRSHE — B AWS RS FEHEAM AWS BRFSBRSFHIINEE, Flin , HEBEE MRS HHITHE
A, ZIRESEE ST Amazon EC2 Fiz{TR AREFHIE Amazon S3 RFEEXN R, RS AIRELE
AR HARNEANNER, FRARKRSACSFERRSHEXAGKNITIIRE,

- ®BERIBEISE (FAS) — YA IAM AFSABERRITERER AWS | BEMAERLA, FH
HERZE , BT —NMEE  WREABRETRBRS B E —NEE, FAS EHER
AR AWS RS B TiERS X HBERNBER. AWS RERELURSKWEZTESHM
AWS RS RBRBEXETEETRNIBERE , T2 %k H FAS #HR, EXHBERT , BS4AEERIT
XFAMRENNR, BxAkH FAS BRFWKRREE , BSRELTHLE,

- BEAG - REAGRRSAREBELNIKF FRITEREMD RN IAM A€, IAM B2 R 0 LUE
IAM 812, ERFMMBRRS AR, EXEZELR , 55 (IAM AFIER) Ri6lER[ AWS iR
SERNBENEE,

A B M7 S ORI 50


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Migration Hub SR B&E1X ArfEm

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRSE ATUBERARER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRRSHAE. IAMEBERATNUES
B Re4mE RS X A BHRIR,

- £ A@@ mazon EC2 LE{THNARRF — SR UFEA IAM AGEEE EC2 XMl LETHAEH
AWS CLI 2 AWS API HRE N ARFHIERHESR, XLETE EC2 RHlPFHILRZEH. EM
EC2 Efl7E AWS ACHFEETHEMENARFER , BEZE 1M INEZ S5 #Y =4I f & X
., RPEEXHITEAR , HFE EC2 R LETHWEFEBRE RN ZIE. EXEZER , S
3 <IAM AF#sE)Y REER IAM B& 5 Amazon EC2 4l LZTH N AR FEFNR,

ETHEFERIAMARZIE IAM AR |, 525 (AM BFER) R eIE IAM 86 (mAEH
Fo

fE AR EE TR

BT LA AWS B 02 R EE O EM IR AWS SO A RKZHFHRNR, KEREPH -
XRAWS | SEFHHARREKN , ERELENR, AWS EEHEA (AP, root AFHAGS
H ) RHERTEX LR, REFHRNRBERATERIELER, KSBERKELL JSON X4
By AWS FERFEEH. BX JSON KEXHENEMIABTNESEE , HSH (AM AFER) &+
HY JSON KREEHEIR

EE R WLER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, AREMAAZKHETHIT,

RINMBERT , ARFFNACEKENRER. ERFAPNMAERBRRITRENNIER , IAM EIE 5 7 L 4]
IAM policy, A5 , EERA T EAE®RM IAM policy , ¥ BERAFTURAAE,

IAM policy & X IRERIRRE , TTx FEER MM S EZRMITRE, Sl , RiEE—AHF iam:GetRole
BENKRE, WA ZEN AP AWS Management Console AWS CLI, = AWS API SRER& &

1E /CN 0

ET B3R REE

ETENNRBETMMESH (N IAM AP, AFFEASAS® ) B JSON MRRMIH, XLERE
EHRFMNA SR EMPSEA T BERRTHERE, ETHRNMGEZET HOMRE  FSH
(IAM FF#5/) H@y 812 1AM policy,

ETHEHNRBALE -SHARNARKEREEXNRE, ARKBEERALNMNHS, H4ASAE
o, HERBRIMMAKE , SULFERMNIIFHS MRS, HEANAE AWS K. RERKIE

FEARKEERR 51


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

Migration Hub SR B&E1X ArfEm

AWS RERBMNEFEERE. BT HNAERENRBENANBRRE CBETIERE  F5H (AM A
PiEE) THERENRESABRRE 2 B#TIERE.

ETHRMN R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FEBEKE, EXHFETRARNEKBHES T , BRSEER AUEACIREFHNBER
BREVEE. N THEERMMKBEHER , REEIEEEE AN 2R RNTHREREAREF LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ETRFNRERNMTIZRSFHRNEKERRE, ETREETRRNKBEHERM IAM P AWS HEX
B

R B & (ACL)

REFIFIRACL) ZERBLEEHE (KPFRA. AFHAS ) BREARR. ACL EETRIFH KK
KM, REENTER JSON KB,

Amazon S3 #l Amazon VPC B2 ¥ ACL BWiRS =l AWSWAFET#HEX ACLNEZEER
%25 (Amazon Simple Storage Service FF X A RIER) R FRIEH HIR (ACL) R,

HREgRE

AWS ZIFHMTAE R REERE, XERBERABTOREERE ARNKBERER THRANR.

« RRIA—RNRIAR-NIEREFE , ATREETSORNERBALN IAM K& (1AM BFHA
) BFHNRANR, BAUNETERENRIR. SEEZRNREXGCET H 0K R ENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFZINRLRRH F—-TREHH
EXELFBEEAT. BXRNRLANEZFEE , H2H (AM AFERE) /Y IAM EE R ERIL
5o

- RSB (SCP)-SCP 2 JSON Bt , ATIEEALRLHL L (OU) WRANER. AWS
Organizations AWS Organizations 2 —HH TXEH S WIHENS AWS K- F#HToANMEFE
BHRS. MRESEALABATHEE , WUNEERL K, KA RS 2H X (SCP), SCP R
HIRL A MK PSSR (BIEEN AWS I RAF A ) FRR, BXALT SCPHESEER | B
2% (AWS Organizations FiFF$E/) F# SCP K TIERHE,

- PERB—ERBEIUFEFXNNAGTEKRS A/ IR ISR 2E NS BUREN SRR
ZROFENNRRAFIACHET HONRBNSERBIRE, NREALUREETHRER

FEARKEERR 52


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html

Migration Hub SR B&E1X ArfEm

B, E—TIRBEPNENELFEEAT. BXEZER , S0 (AM AFER) PRSER
%O

S REERE

SN RBEWRBEEA T —MERE , ERORREMERNELIRE, ETHRESRSHREEER

W AWS BERBAWER , F5H IAM AP BTN ERBITEEE,

Migration Hub Strategy Recommendations Z{a5 IAM & & £ H

A IAM EEXY Strategy Recommendations Bi5RIZ 81 , 7 ##HLE IAM ZhEER] A F Strategy
Recommendations.

& T LA 5 Migration Hub Strategy Recommendations &4 A/ IAM Thag

IAM Zhgg Strategy Recommendations 3z
ET 5 R =
ETRIRHRHE &
REEERAE 2

R et 5 R X
EMEUES &
ACL &
ABAC ( S B 4R ) R
I At AR =
ERRR Ex5,
RS AE &
REHEXBE X

Migration Hub Strategy Recommendations /5 IAM & & & F

53


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Migration Hub SR B&E1X ArfEm

EEH THARBEERYMEM AWS RS WNASASH IAM B S ER |, F2H IAM AFEETHS
IAM EL & 2 A BIAWS BRSS

£%% Strategy Recommendations BYE T & 1KY SR B

XEFET B HRE =

ETHOHNRBETMMNESM (W IAM AP, AFASAE ) 89 JSON RRRM I, XLRE
EHAFNASAEMAMEAE TN BLERFRITHLERE, BTHRNTUEZETSHNRE , 55
5 CIAM R FER) REVEIE IAM RS,

B IAM ETSHMNKRE , BULISEATFRIELNREMNTRUR S FRIELIRIENZYE, &
TEEETEANRBPEEETS , RACERATHEHHRMWAFRSRAR, ETHTE JSON KERE
ANFBERE , BEZRE (IAM AFErRE) R IAM JSON FKEE TR 5| A,

£ %% Strategy Recommendations B & F & 9 #9 5 B 7R 4

E&EF Strategy Recommendations £ T H 4K B RBI , 5S4 3] Migration Hub Strategy
Recommendations WY& T 5 4 1Y K 8& =1,

Strategy Recommendations & T % R 3K B

X FE T RIRAYREE =)

ETRIFHREE M N BRAY JSON KM, ETRIFHRENRESHE IAM ABEEREM
Amazon S3 FEMEKE, EXHETARNEKBHNERES T , RSEEAAUERCIREFHNBFER
REYTAR. XS FHREDMMNRBEHOER , RIEE B EEET U LR RHRATHLEREUARFEFLZMH
THIT. BLFEETRENRBEHEEEE, ZEEATUEEKS, AR, A2, BERAF T AWS
ARSs

ESABKS R, SR LHEANKS SHEMKS P IAM KEEENE T RRN RPN ER, F
BKFEARAMBETHRRNREARBYGEXRRTEN —F¥ME. SZRANREL T FENER
AWS TKF , AIEIKF R E IAM EEE R ESMEEEARE (AFRAR ) RTFBRERHNR, i)
BEHETHONRBHMMBEEUR TR, B  MRETHRRNEBOE - MNKSPHEART
WERR , WFERZINNETEONRE. BXESZELR  BSRIAM AFERSHN IAM AEE5E
THRENEEBATE,

Migration Hub Strategy Recommendations 2{A 5 IAM B & 1# A 54


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Migration Hub SR B&E1X ArfEm

34 Strategy Recommendations Y 2K B& i 4E

XIFRBEIRIE X

EIE R A LAER AWS JSON REERIEEW ARG RMF L, WHRH , BN EEATLIMF AR RINITER
&, BARFEA ARG TIT,

JSON REEH) Action TEMRTATERKP AFHIELHRIVIRE, RBBREEESKEKN AWS
APl RERIB. B—LHINER , HlaK B TE AP REFNNBRNREF, T - LERFFEEXRRK
PIITS MR, LM IREMR N ABKRIE,

ERE P IS REURFIITRERBENR,

E&EF Strategy Recommendations #4E%%& , 55 Service Authorization Reference HH Actions
Defined by Migration Hub Strategy Recommendations.

Strategy Recommendations K RESIRIEERERIERAL TR :

migrationhub-strategy
BEEEMEAPIEESTRE , BEAESHENRT.

"Action": [
"migrationhub-strategy:actionl",
"migrationhub-strategy:action2"

]

E&F Strategy Recommendations £ T F 4 KB Rl , FS @43 Migration Hub Strategy
Recommendations W& T & 3 H K B& =6l

Strategy Recommendations % B % R

XFRBEAR TxH

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2YR , BNEETUN LR FERITER
1, UREMFARHETRIT,

Migration Hub Strategy Recommendations 2{A 5 IAM B & 1# A 55


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html#awsmigrationhubstrategyrecommendations-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html#awsmigrationhubstrategyrecommendations-actions-as-permissions

Migration Hub SR B&E1X ArfEm

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource tHE., EANBREXE |, BHFERAHE Amazon BEEM (ARN)IBERR. N TXFBFER
RER (MR RBFERNR ) BVIRME |, BT LURIT R E,

HFFXHRRRRRGRAE (MFIHIRE ) | FEABER () EREQLATHERR.

"Resource": "*"

E&EF Strategy Recommendations FY G REE KR H ARN 55k , i5ZH Service Authorization
Reference A #Y Resources Defined by Migration Hub Strategy Recommendations, &7 &
A LATE BRLERERIEEB N EIRE ARN |, 55/ Actions Defined by Migration Hub Strategy
Recommendations.,

E&EF Strategy Recommendations E T H 4RI KRBl , 5S4 3] Migration Hub Strategy
Recommendations KV E T & 4 # KB =B,

Strategy Recommendations Y 38 B S 4452

XFFET RS R R4 ZH TxHF

EER W LAER AWS JSON REERIEEEHERRIBEMF L, BREHR , BNEETUANT AR FERITER
B, AREMAAZKHETHIT,

f£ Condition jt¥& ( & Condition 3k ) # , BWAILUEEBETE MBI ZM,. Condition TERAIE
N, BUNUEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
HTE,

MRE-—MEAPEESZ A Condition THE , FHEE Condition TEFIEESNEH , M AWS
EFAZEHE AND BEIFH TN, IRENENMFHBREESME , NERABBORZER AWS WHESK
fro ERTFEUINNRZALTRBABENRMSE,

AL EEERGNERSUNEE. fltn, IBEER IAM AP &8RS IAM AP, &R H
BFHERFONR, BXELELR , H2H (AM BFERE) 98 IAM ZBTE  TENHE,

AWS X F2RFABHANBETRSHFAZH, EEEME AWS 2/5FM4E , E5H IAM AFE
FMFRIAWS £REH ETXER,

Migration Hub Strategy Recommendations /5 IAM & & & F 56


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html#awsmigrationhubstrategyrecommendations-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html#awsmigrationhubstrategyrecommendations-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html#awsmigrationhubstrategyrecommendations-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Migration Hub SR B&E1X ArfEm

E&EF Strategy Recommendations &#48%15k , 12 Service Authorization Reference H#Y
Condition Keys for Migration Hub Strategy Recommendations, B 7 f#4#80] A3 BFLE1R R FRE A
S48 | 25 Actions Defined by Migration Hub Strategy Recommendations,

E & F Strategy Recommendations E T &4 REE RG] , i5S R X Migration Hub Strategy
Recommendations ¥V & T & 1 1Y K B& Tl

Strategy Recommendations # #9175 [8]#2 %313 ( ACL )

X ¥ ACL o

EEFIFIRACL) ZERBLEEE (KPRA. AFHAS ) BRFARR. ACL EETRIFH KK
KL, RETNTEA JSON R KN,

% ¥ Strategy Recommendations Y& T E 48 15 B X RIZEHI ( ABAC )

X% ABAC ( REEPHIIRZ ) T

ETEMNHRNREZES (ABAC) B —HRNKE , ZRBETEMUERE UMK, EH AWS , X
BHEMAIRE, B LURREHINE IAM 2E ( AFHAR ) MiFS AWS HiR. HRICKEMNTFRR
ABAC W% —%. REIRIT ABAC RiE , UEEHANIRESMA]Z 175 RN TRRECE A 2R
.

ABAC EREBKWIAEFHEERR , HERBERLSEIUNITR T R HEF .

EETFHRZEHEE , EEFA aws:ResourceTag/key-name, aws:RequestTag/key-name =
aws:TagKeys & FHAERBHZH TEFREFZER.

MRENMRSN TENRARREBIIGAEX=ARMGER , WX TZRS , ZENR. URENRS
X T ED HRRBEZFAEX=AFKAEH , MZENB

BEX ABAC WEZER , EFS5H (IAM AF#ER) P A2 ABAC? , EEFIRE ABAC TRV
2 ,1BEZR (AM AFERE) PHERETEMRIHRINPRZES ( ABAC)
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HREAIFHER R RS, HL AWS RS TRER. AXESZER , SEWHLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAMBEEANER.

MREERRAFBENBRZANEMSEZES , M AWS Management Console & # 2 IR B IEF.
flan , HB AWS RN EIMNE QB R (SSO) fE#TIHMEA |, ZERLEBIEIITER. HEN
RAFRB®mEREREE  REVGRAGKH K XToB88IBRIGREITE. BEXYIRACGHNESER , B3R
(AM BFiEm) RmylgzlAe (2HE8).

BRI LAMER AWS CLI 58 AWS APl F 8| ZIREHER ., AE , BALMER X EISEHE B HITIH
AWS, AWS BUZHBERIGEFHES K MAREAKBHRZRA. BXEZEL , BFSH IAM F 1
I Bt &2 2 EALE

Strategy Recommendations Y ¥ Bk 55 3 X BR

XFRRGFR1E (FAS) B35

HEER IAM BFRBeEFRITRIEN AWS , BEANERA. EARLERSH , EFgE2RT—
MRIE , WIRERBETRERSHE S —MEE. FAS ERAAAZRANNRUKE AWS RS @ T
RS R HERVER. AWS RERB RS KIFTESHMM AWS RS REFRXES BESTRRIER
B, TR FAS iR, EXMBERT , BLMEBERITXAMRENNIR, AXAKH FAS EREH
RS , BERER TR,

Strategy Recommendations BV IRZ A€

xEFRFAE )

RSABRA—TURSHAA. KREFITREN IAM BE. IAM EE R A LAE IAM R oI, Sl
BRERSFAG. BXESZER , E5H (IAM AFER) FHIZEER AWS BRSERNENAE.
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XERSHAXAG X

RSHERABR-TERSHEXEKN AWS BRFRS AR, BRSTUEBEEFRAKRENTRENAR. KBS
BXxABHNELZNH AWS K/ |, FERRSHE. IAMEERTUEEETREERSHEXAE
YA BR o

BXROBHEE Strategy Recommendations [RFHEX AN IFMER , ESHEA Strategy
Recommendations HIRZ XA,

AWS Migration Hub 28 B 22 % Y 3£ & 5% B&

EAF, #4AMNARNNNE , £/A AWS REFRLECHEAERBERZBZ, IR HARNRM
FRENRM IAM ZEFEERRRREENEMT LR, EREA] , BATUERARIIN AWS REX
B, XLERBEZENEARG , TEEN AWS IKFHEMA, BX AWS REXBNESZER , S
F 1AM A FERHRIAWS EE R,

AWS BRS5 4 MEHF AWS HERE, BT EEQR AWS HERBAFNNR, BSBERa@ AWS £
BRI INEAB R AL IhEE, HREFHSHRMINKBNAESG (AP, AFNAe )., i
HFT e EFIRET AN , REZ B AEEH AWS HER., RFTLM AWS BRI F BRI
R, Rt REEHF T LBWAENABTNR,

A & AWS ZEBE S MRS T/EIRENITE R, Hl20 , ReadOnlyAccess AWS & KEK IR H
FFTE AWS RS MERM LG ENR. HRS B —TFIhEER , AWS @ RAFREFNEFRMNR
ENPR, BXx TERBERBEMSIRFEE , F20 (IAM BF1ER) BWER T T/EIREMNAWS £E
R B o

AWS FEE KB : AWSMigrationHubStrategyConsoleFullAccess
IEA LU AWSMigrationHubStrategyConsoleFullAccess SKREEHIMNE] IAM & 17,

AWSMigrationHubStrategyConsoleFullAccess KE&IRF A B AWS Management Console
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RERFAE R
ZERBBEUTR,

 discovery - #F A Application Discovery Service FIRELLZ I ERINFR,

« iam- AT NAFAERSHEXHAE , XEFEH Strategy Recommendations B %4 E &4,
- migrationhub-strategy - F A X Strategy Recommendations #Y5E £ 1 B R
- s3 - RFAF B Strategy Recommendations £ A S3 # H M IEEEIE,

« secretsmanager — ¥ F7E Secrets Manager # %I HH 2347 5 R A BR .

EEFHREHNR , S HAWSMigrationHubStrategyConsoleFullAccess {AWS I E XS Eg
) .

AWS FEE KB . AWSMigrationHubStrategyCollector

BAT LU AWSMigrationHubStrategyCollector KREEKIIIE] IAM &4
RERFHE S

ZRBEEUTR,

- application-transformation— &¥F LZFATNARFHRIEEN BEMBIRHEANE , XU
RERABERAMEITENRL

- execute-api- RFAF1FR Amazon API Gateway ,  HEFM ISR L& F AWS,

- migrationhub-strategy— BFAFEMER, RIEHEE, L& BEBEARFERKEL&F
REEEIWAIPR

- S3—RBTFAFMEFEBREVENNER, APEEETFEA. RENR., BEHPFMNER, RE
WHEEFIFIER (ACL), B, B, BEEMNE., EKPublicAccessBlockElE. i%EMRAIEHIR
BUR B ERERREEEWEAN S3 TN EHEHE B NR,

- secretsmanager — ¥ FiFIA Secrets Manager F B Strategy Recommendations {5 F #9 %%
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EEENFHHONR , HSFHAWSMigrationHubStrategyCollector {AWS FEE RS ERE) -
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AWS L& RBEHY SR BE 22 I B #T

EFBZRSFHRBIRREENN AWS BTERBTEURILEERNFAFS. BXUHTEERNE
iR~ , BT 5 Strategy Recommendations X &4/ £ id X R E LH RSS JRo

B iR =p:

AWSMigrationHubStrategyCollector - X Lt REECEH , 218 20244 A1H

MBERENER PutLogData . StartPort
ingCompatibilityAs

sessment GetPortin
gCompatibilityAsse
ssment , StartPort
ingRecommendationA
ssessment FHGetPortin
gRecommendationAss
essment RIAREFFIR
BYE, UATNARERE
MRS miZ RS RER
EFMIEPR. ListBucke

t FMGetBucket

Location RALLEE

¥ 76 RS (Amazon S3)
Simple Storage Service
WINRY | XA EME

¥r Ef&, WIMPutLogDat

a MPutMetricData 2R
TART “REREBI WESE[ R
Sy im R A% B EMIERR.

AWSMigrationHubStrategyCollector - & HBEEEFH HPutMetric 2024%2A5H
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XERERYG EERAER
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o LLEFIEEIT &4, BR

Zaws :ResourceAccoun
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B iR =p:
t FEMAMMaws:Princ
ipalAccount #J Amazon
fal S 17 6 IR 55 1 AWS Secrets
Manager & /ER IR,

AWSMigrationHubStrategyCollector - & AREBEEH 7L T Amazon 2023 % 9 A 15 H
T MB R S3 APl - CreateBuc
ket . PutEncryp

tionConfi

guration . PutBucket
PublicAcc

essBlock . PutBucket
Policy . PutBucket
Versioning
PutLifecycleConfig
uration o

AWSMigrationHubStrategyCollector — ZBREFRTFREABOMN 2023F 3 A8 H

T MBE R PR
AWSMigrationHubStrategyConsoleFullAc ~ WtBUREEH I =1 AWS 2022 £11 A 10
cess - B T I BRI Application Discovery H

Service APl — DescribeC

onfigurations

DescribeTags .
MListConfigurations

o

AWSMigrationHubStrategyCollector - &  HtEE BB EUpdateCol 20229 AT7H
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EENINERNERE , ETR
o
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BEX
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cess— FBURTE X BT A%
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BERTER M2

AWSMigrationHubStrategyServiceRolePo
licy— F BT R AR M D
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MR, B©EERTF Amazon API
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licy BREMBEXABREER
34 AWS Migration Hub
AWS Application Discovery
Service W H RN PR, A8
B & F7£ Amazon Simple
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REEZWETBRERE AWS
RERBEHNE,
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BRFAPNARERFERNTERENKIR , IAM EE R 7SI IAM policy. B R /5 AT LG A &M
IAM KiE , AP A ABE,

ETHRUNMAERXL RG] JSON REXHGIEZET IAM HONEE |, 56 (IAM AFiERE) #/ 0
2 1AM KB,

B> Strategy Recommendations E X HREMZRRENFMHEE , SEBSMRFEEHN ARN
¥ , i5S 1 Service Authorization Reference F Y Actions, Resources, and Condition Keys for
Migration Hub Strategy Recommendations,

£

- ERREXEK

« {#F Strategy Recommendations %l &
- AAPEEMHI]B SRR

« 5A—1 Amazon S3 1 i

REERIEREK

ETEHHNERBREEARSTUELENK S, A, 7RISR Strategy Recommendations &R
XLERETRERE AWS IKF AR, SIBRAEEE TS HNRER , HEFULTENMEBI

- FFIRER AWS RE R H RO RENRNR — BEFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRNVAWS HEREE, SIEMRNREARTH AWS IKF, RMNBUEEYELHN
R RAPIEY AWS BEFIEERBKAE—SRINR, BXESEE , 260 (AM AFERE) HH
AWS FEEAX R TFREERNAWS FEEX KK,

- RIARIKINBR - FE££EH IAM policy RENRE , HBRFHITESENNR. At , BELENX
ERERGTUIUNBERFRRITHERE , S NRKENREFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

£/ 1AM policy B S A3 — 2 BRI 77 0] AR BR — 48 AT LA 5] 5% B 72 0 5% 44 SR BR 5 3 4R B M 3R AV 1
B, flgn , BANRERBIRGKEESTEAR SSL KIEFMBEER. MRBRFRERBIRE AWS
ARSSHY (fBIan ) CEAIRY , Ut A BAE P S R SRR T X8 AR S5 1R MRV 15 R AXBR AWS CloudFormation, &
XEZER , FSHE (AM AFER) 8 IAM JSON KB ITE : &t

£/ IAM Access Analyzer ¥iiE IAM policy , BRXEH L2 HERMIIEEM — IAM Access Analyzer &
BRIFFRBANIERE | BREEFS IAM policy IS ( JSON ) # IAM FEXE. IAM Access
Analyzer 121 100 ZTRBRLEM TRENRI , BB THIEZ S BINEEMBENKRE, EXEZE
B, #EZH (AM BFIERE) F# IAM Access Analyzer REEHE

ET 508 RA 64


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsmigrationhubstrategyrecommendations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- FEZEHHRIUE (MFA)-TIR AWS IKFENZREE IAM AFSRAF , BEA MFA RS X
2, EERMA AP BRERNEE MFA | BH1F MFA RE4RMEIKIEF, BXEZER , BH2H (AM
AFE8) https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-
require.ntmIF I ELE FZ MFA R H API 15[A,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R HEXE,

£/ Strategy Recommendations & &

E /A Migration Hub Strategy Recommendations 2% & , SATIAE —HARENR. XL PRUIM
ATESIHMNEFEXEN “RBEEW RENFMAEE AWS K/, MROBHEXEFENRENRENR
FPROETSONRE , X THMNTZREOIE (ARRAR )  BHANETERMBEREEZT.

X FRFA AWS CLI X AWS API SR, BEFANEREFEZHFHENR, R , IRFHREH
ZEHMITHY AP RVEME TE RV IRAF

NERAFPMACMNATUAFEARBEEIES S , EENKREKEEINConsoleAccessHReadOnly
AWS EE XM MBI, BEXELZER , B30 (AM AFER) RN A FINNR,

ARFAFEEMHINE SR

ZORBIGER T A G REE , LAY IAM AFERNINBER S S ONNBRANEENRE. LRES
FBEEFE LSRR AWS CLI X AWS API BU4RE A R TR LR ERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

B E— Amazon S3 1Fi&4H

EAREIF | BREEER IAM AP EF AWS K 5B Amazon S3 174 f R
BR. examplebucketB&EBEARFZAF R, FEHFMIBRX R,

BRT®EFZAF s3:PutObject, s3:GetObject M s3:DeleteObject PRI , WERIIERFEF
s3:ListAl1MyBuckets. s3:GetBucketLocation l s3:ListBucket PR, XLEREHIAFT
EWEMRPR, I, s3:PutObjectAcl #l s3:GetObjectAcl BRIEEERBEIZEH APEF,
BN R, Bx@AFRFNRAEAESANIHXLERBRESRE , HZ 5 An example

walkthrough: Using user policies to control access to your bucket,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource":"arn:aws:s3:::*"
},
{

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action": [
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"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource":"arn:aws:s3:::examplebucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

]I

"Resource":"arn:aws:s3:::examplebucket/*"

¥t Migration Hub Strategy Recommendations & 173 #1/ [7] 3 17 # BE BE BR
LR E B # B E2 Wi RS EEFE A Strategy Recommendations 1 IAM B A AEIB EI #Y 5 I @) &R,

FH

- & BT Strategy Recommendations F TR /EHI X R

B ININAT iam : PassRole

BREESERNHEES

- EREEAHFEATHMAE Strategy Recommendations
- RBATFRUAANA AWS K iHEHAREEIURR

;& B 1E Strategy Recommendations H i {TIRVERI X R

R AWS Management Console FiFEELXNHITREIURIE , NIX TR REE A I KRB, EEAR
ERHAFPENZEBMNAR,

% mateojackson IAM AR R HERAEFHAEETEEXEN my-example-widget BRNIFHER ,
BFRHEREM migrationhub-strategy:GetWidget XBRES , 2K EUT RIS IR.
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
migrationhub-strategy:GetWidget on resource: my-example-widget

EXMERT , Mateo BERMMEE A EMEKRE , LAFMAER migrationhub-
strategy:GetWidget B¥ETHE my-example-widget #iRo

LRI AT iam : PassRole

MRBWE —MEIR , KRABERINIT iam: PassRole BE , NS AEHREUAF BN ABLZEA
Strategy Recommendations.,

BE AWS B AR ABKEAL1ZKRS , MAREIRMNBSALIRSHEXAR, it ,
BXMEB /A ELERSHINR,

& H marymajor Ky IAM AR Z A E A G A7 Strategy Recommendations RHITIRER , 2%
LT RAEIR, BER , REXTEERFACIHETFHNRES ATMITLIIEE, Mary TEERAGREK
1% I AR 55 I PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREEERY , FHRRAEHN AWS EER, FNEERRRHEEREIENA,
BREEEFERNIHEZEA

EOIZ IAM AP RZARE , EUUENEFENTRZES D, BR , KX EBEFENWEHRE
H, MREEXRTRERNA , WLMEIE—NHHERBHN,

HRZRAIEFED : HEER4E ID (50 AKIAIOSFODNN7EXAMPLE ) MR 156 %2 4A ( Hlin
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) » SRAFBMEBWE —# , B4 ERER 7R
Z4 ID MBBRF R ZAXNBFERIITERRIUE. GNAFBNZE—#HF , Z2BFBIHHZFH,

/A Important

FAEQF=FREBARH , AMERN THEPRIEHIEHAS ID B FR1T. BEXHEM
&R AR T4l A K AT R SRR AR AWS K7
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IAMRE (APSRAR ). SIFERZSSENEIERE AWS, RE | BATUNRBEH INRISEE | B
{#7£ Strategy Recommendations # ] % F IE AR,

EVHATRER , BZH (IAM AFiER) PRBIZENE -1 IAM ZiRA -~ M4,

BB AT A AWS IKF 1317 3R A9 SR B 2 WU R

AR —-1MAE , UMEAMKSFHTHNAFREALNANARTUERZAGKIL RN TR, &7
UEERESEY , AURAAR., XTXHETRFMN KRBT REHZIR (ACL ) KBRS , E7 2L
150 R 3 L5 SRS 0] A 5 3% T X AR B B IR Y 1 R0 A

BETREZERE , RSAUTRE
- E T ## Strategy Recommendations & XX LIEE , FZ[@Migration Hub Strategy

Recommendations #1{i5 IAM L&A,

- ETHRIMABHNESRAENEENIFENERE AWS IKF | F35/ IAM AP EETRHEEEE AWS
K B3 —1N IAM AP REFERER.

« BETHENAME=FRERENERNIGENE AWS IKF | i5SE IAM AFEERHNEE=HIR
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s ETHRIMIBEN SMRBRESRITREIFENER , FSH (IAM AFERE) PN ALSAIT S HEIEN
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ABEETRENREBEMTE,
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BRS5#5< A & M L IS R Hi iR B Strategy Recommendations , B R B R4 F 4 BRI

PR, Strategy Recommendations EX HRFZHXAGHWNXIER , BRIESAEN , BN RE Strategy
Recommendations AISABEZA G, EXHNRBIEGEEREANNERE , M ERRREE M N Z
EAMEE 1AM 3£k,

BXXERSEXAGHEMRSINEES , F2HA5 IAM SEEANAWS RS , AERRSHEXSE
BIHRERANRHNES. EFER , TRIEFZRF VRS AXHBIEEEE,

Strategy Recommendations B iRS5#8% A& &R

R BB IE I F F B NAWSServiceRoleForMigrationHubStrategyf RS Hx AR HNEE
AWSMigrationHubStrategyServiceRolePolicylAM 3 B < Bx——32 £ X AWS Migration Hub
A AWS Application Discovery Service® 15 [BIMX PR, A B LR F1E Amazon Simple Storage
Service ( Amazon S3 ) RFEIRE RN PR,

AWSServiceRoleForMigrationHubStrategy lRESHE*ABEFEUTRSKAZASE :

* migrationhub-strategy.amazonaws.com

A BN PRKRBE LT Strategy Recommendations TR A TR 1E,
AWS Application Discovery Service 1750
discovery:ListConfigurations

discovery:DescribeConfigurations
AWS Migration Hub 1738

mgh:GetHomeRegion
Amazon S3 124k

s3:GetBucketAcl
s3:GetBucketLocation
s3:GetObject
s3:ListAl1MyBuckets
s3:ListBucket

s3:PutObject
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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s3:PutObjectAcl

EEFNFEHHNNR , HSFEHAWSMigrationHubStrategyServiceRolePolicy {AWS £ & XS £
) o

EERNRBNERALIER , BSHAWS HE RMAY R EEZ W ER,

BATMBEENR , 2 IAM R4k (S, AAE ) 012, FEIBERESHXAR. BXESE
B, EZH (AM BFERE) PRERSHEXA SRR,

7 Strategy Recommendations SIZ2REHXA G

BEEFHOEBREHARAR, HEEE ALY Migration Hub EEHIIK b e BIREHX AR (SLR) B
AWS Management Console , REEZ U N B QI BRFSHERBE,

MBERRZBSHEXAE  RAEEEEE , £ UEAHRREERKFAPEFUIREAG, H&
B E L 1F Migration Hub &K R eIZRFSHEXAER ( SLR ) BT, Strategy Recommendations ¥
BRXAERERSHEXAR,

79 Strategy Recommendations fRERFZHEXAE

RIEEN T A IFE%&mEAWSServiceRoleForMigrationHubStrategy [REZ X B, BIERSHX
BEE, R EEAENRABENR , ANAUREEZSIRAEIAZAR, B2 , BHMUMER Strategy
Recommendations ###|& . CLI = API {RiEA GBI HEIR,

A Strategy Recommendations MiBr RS < A&
£ IAM FEBIERRFSHEXHE

£/ IAM #2%|& AWS CLI, = AWS API #fl Bk AWSServiceRoleForMigrationHubStrategy iR 5 #< &
B, BXEZEELE , BESM (IAM AFERE) BB RESEXAR,

fHIB%k AWSServiceRoleForMigrationHubStrategySLR {# B SR B I E RS |, B REEEMELEZT
Wi (ERBWUNES ) . BEULTESTEAETRIEN. WRIENEEZIT, W IAM ZHE P
SLR iR XM, R SLR BIEREAK , EBAILEFMBEAESEREEHZ MR, EMR SLR 2
Al , BEERFEET MR TR,

Strategy Recommendations fRGHX BN ZFXE

Strategy Recommendations X ERFTANMEXEHFEARSHEXAR, BEXELZEER , BE2H
AWS X35 i R o

EARSEXAL —


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Migration Hub Strategy Recommendations #1# 0 VPC im & ( AWS
PrivateLink )

WA LABIZEE O VPC iR , MMTE VPC # Migration Hub Strategy Recommendations 2 [B 8122 FAH
EE, EOKXET 2B RBEHXIFAWS PrivateLink &8 AWS PrivateLink , S a] LAFA T 518 Strategy
Recommendations API &4 , MEAFEBRMMK, NAT &%, VPN E#Z AWS Direct Connect iE
¥, VPC FHRHIEELE IP it Bl ] 5 Strategy Recommendations APl #REB1TIEBE. &6 VPC
5 Strategy Recommendations 2 [B] YR £ R B £ Amazon & A,

BMEORR/REHA TP —PHSNEEMNEEORT,

BEXEZEER , 52 Amazon VPC AF1ERE /D VPC = (AWS PrivateLink),

Strategy Recommendations VPC % 2 f i ZEI

BEHEEE (Amazon VPC AFIEREE) MV O n <8 MR &M AWS PrivateLink Bi&l , SRIGH
A Strategy Recommendations iRE# O VPC xR

Strategy Recommendations X##M VPC AR EHFTE APl 4. EFEAME Strategy
Recommendations , #8482 VPC it Ko

4 Strategy Recommendations #1&# 0 VPC iR

&AILAE A Amazon VPC # %1 &2 AWS Command Line Interface ( AWS CLI ) i Strategy
Recommendations 812 VPC in R, BXEZER , S H Amazon VPC AFERBHPWAIEZEORKK

FERAUT RS BF A Strategy Recommendations €12 VPC % & :

e com.amazonaws.region.migrationhub-strategy

MRFIHISEAFLAE DNS |, BEJ LU A XY ERIA DNS & %5 |, [8 Strategy Recommendations &%
APl &R, flan , B LAEABZF migrationhub-strategy.us-east-1.amazonaws.com.

EXEZEE |, B5H Amazon VPC AFERPHES Ok 15 R RS

A Strategy Recommendations £|2 VPC % R KB

I?._

IETTLAR VPC i S M iniis SR BE | #4137 Strategy Recommendations Y5 1Rl, ZKMEIEEUTE
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VPC i =R (AWS PrivateLink) 7>


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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« ATHITRENEIEA

- AHITHRAE,

o A ERITXERENTIR.

BXREZFEEL , 5 Amazon VPC AFIEEHMEER VPC s K32 HIX AR S5 B 15 o

=P - &%t Strategy Recommendations ##4EH VPC ik SR BE

T HE=4t3 Strategy Recommendations B R K EE R Bl. S MBI SET , WERBSBRMERRELY
e B T35 HE Strategy Recommendations 4R 5 R R .

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
]
}
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ETHREBEBTRESMUREEE , FSHAWS RS “REAIT XK DHEE"" , REEEEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M RIAWS,

BRUEATRE=LFIHRE AWS Artifacte. BXEZER , BEHTH "THRS" FH " AWS
Artifact,

IBEMER AWS RS R EARERR T ENBENHEBME, RATNEN B R ER I EENE
M. AWS RE T U TR RERNRFEHNIMSIME

« ZEEEHHERENTER — XEBBIEEITHE T REEZEM , HIREHTEXEEM E AWS £
EUZEMNEAMNESNEEIRENDSIR,

- £ A@@ mazon Web Services E13E HIPAA Z2 583N — AR HHEHR T F R WNAEH
AWS REIZHFE HIPAA BIZHRIARERF,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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® Note
FHIEE AWS IRF AERFE HIPAA B, BXEZEER , HZHANSE HIPAA ERHIRS
2E,

« AWS EMFEIRAWS — tk TEBFNIEEE R REE A TR ENTLMAEBX,

- AWS EFEHEEE — NENAETHRREREEN, XEEBLE TRIFVWRESE , AWS RF
HHEmMmH B S MR (S REEERVESEARMRER (NIST), XFFTLRLFEEZRS
(PCIl) FMEBrFRAELALE (1ISO) ) HEEEH,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config RF SN B REEE S K
BELRENIRE, TULENFEM,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHERFERETURENRESK, BXZTIFRSREHHS
& , 155 # Security Hub 45 Z,

« Amazon GuardDuty — BB EREZN AWS IKFIMERREFEIRNEEES , kK AWS kS
BNEHN ITEAR., RRENIBEDRNEERM. GuardDuty BIHEREESHMERAENAR
KRNER , JUBSHEHEERHEMNEER , fila0 PCIDSS.

« AWS Audit Manager— iX AWS B35 AT AR BRI w1t AWS AR , M E{LX B EE UK
Y EMRFITAFRERN SR,
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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{58 A ELAth AR S5

KD N B E Migration Hub Strategy Recommendations X B E b AWS RS

F&:
« 5/ AWS CloudTrail id3% Strategy Recommendations AP!I i F

£ AWS CloudTrail 123 Strategy Recommendations API i A

Migration Hub Strategy Recommendations 5 T AWS CloudTrail , F&RE—TURS , ATLUR{H
Strategy Recommendations F . AEH AWS RS FIHITHVIRERNIER, CloudTrail ¥ Strategy
Recommendations By API AN S4HR. HWRNERTIEREB Strategy Recommendations 12l
A HKAAMI Strategy Recommendations APl M ABEA.

MRECIZEBERICF , WA BE CloudTrail EHFFEE451% 2] Amazon S3 1§ ( ‘2¥E Strategy
Recommendations IS ) . MREFEERE , MAHAFE CloudTrail %14 FH Event

history ( B#ARiERk ) PEBEZIEH. £ CloudTrail RENEE , B LEEM Strategy
Recommendations & T+ LiER, AHERN IP shuk, MAXKEMNER, BROKHRBEIUARHE
¥ 4815 2o

ETHAEX CloudTral WEZEER |, 52 (AWS CloudTrail BF ) -

CloudTrail F#9 Strategy Recommendations 1§ &

EERBIE AWS K B, REZKF LS A CloudTrail. 2 Strategy Recommendations A & 4 5&3h
B, RN EEHAEIEFPNEM AWS RS EH—Ei2RE CloudTrail B4+, EATLE AWS
KPRHEE, ERNTHEHEN. BXEZEL , HSRMEMA CloudTrail EHAFIEREETES.

EiFEi0S AWS Ik P EH (2§ Strategy Recommendations WE# ) |, BEIRBRIZRE. B
W ERERIES , CloudTrail AR B E X #H4£1X F Simple Storage Service ( Amazon S3 ) fFt& i@, Fik1E
T, EEHEPRRRERIERE , WIRFRIEFNATREAWS XiF, RERIERE AWS 2 XFid
SXAEXEHNEH , HFBAEXHERIEZERIEED Simple Storage Service ( Amazon S3 ) . It
S, UL E B EAM AWS RS |, 3t —F 9 CloudTrail BEPIWENEHEEHXEIT. BXE
ZEE , BEATINE :

- SIERRIRBLE
* CloudTrail 3589 BRSS M AL
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html

Migration Hub SR B&E1X ArfEm
» 73 CloudTrail &iti& Amazon SNS &%l
o \NZAMNXE#EEW CloudTrail B E XXMM ZANK U CloudTrail B & X4+

Strategy Recommendations X5 A T#4E125% A CloudTrail B EXHHFHNEH -

» GetApplicationComponentStrategies

» GetApplicationComponentDetails

* GetAssesment

» GetlmportFileTask

* GetPortfolioPreferences

* GetPortfolioSummary

* GetServerDetails

» GetServerStrategies

» ListApplicationComponents

» ListCollectors

* ListimportFileTask

* ListServers

* PutPortfolioPreferences

» StartAssessment

» StartimportFileTask

» StopAssessment

» UpdateApplicationComponetConfig

* UpdateServerConfig

BIMNEHHATREBESEXRERBFRNAREGR. SHEETHEDEHEUTRER

- BEREFEHABHAFEILERZ AWS Identity and Access Management (IAM) F FZiE & H#Y
s BREFAACERKESHAFPNIRNZLZIERHH
- BREEHHET AWS RS AKX H

BXEZER |, B3 CloudTrail userldentity T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioSummary.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListCollectors.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListServers.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StopAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponetConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateServerConfig.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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T % Strategy Recommendations HE 4% B

BEE—MEE 6 THTEE4EN BEXHEEZZRIEEN Amazon S3 . CloudTrail BEX 43
B NESMNEEERE, NEHRTREEMEHN—MNMER , BFBEBEXRMERGRME, BEN B
A, BERESBEFENELR. CloudTraill BEXHT LA APl BANERFHEKRREER , AktelfT4
BREMBFEIRFE R,

THEHHRHAERT — CloudTrail BE%H |, %% B T GetServerDetails #1E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:r0le/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {

"serverId": "ads-server-006"
},

"responseElements": null,
"requestID": "@7D681279BDO4AED",
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
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"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Migration Hub SR B&E1X ArfEm
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&Y AWS IR X TEBI AWS RSEHEBRRINES ( LB NRE ) . BRIEZEHA , BN , 81K
TRXEBFEN, EUAFEREME LR , BEM - LRI EE M,

E&EF Migration Hub Strategy Recommendations FYEL &I 53k , i@ Strategy Recommendations
service quotas,

BB LAITFF R SS PRE 24| & , LAEF Strategy Recommendations B #l, ESMBEERS | k&
AWS R% |, REi%EE Migration Hub Strategy Recommendations.

EERIESHH , ES R Service Quotas AFIERHPMERIESH . MREBEFHE Service Quotas
WMATA , BEEARSRS R,
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https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/getting-started-prerequisites.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyCollector
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMigrationHubStrategyConsoleFullAccess
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