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RENEE , BAEZEINER. BXEFRBNESEE , BER SRS,

T—5%
S 2 R 1AM B

SR 2 ClE IAM A

ELSTF |, BFEHRTHMES. F—MESREIE IAM policy , AR FEER LB FHUR EIXLE
FEREBENHRNR. FZMEFRUE IAM BEFFUEREEXEK, EEENSRY , £5F
HIRRALAENEFHRITEY , FRACESH LABEFHEZEBREHIE.

BIEAFQBREBHBEATER IAM policy

1. @3 https://console.aws.amazon.com/iam/ ¥ FF IAM #2414,

2. ESMBERP , EEFRE,

3. EEROIEEE,

4. % JSON &I+ , RERFRESFEOFH JSON BRI LT JSON,

T8N BB ERMN AWS XIF R, [ Account-ID B AEHIKF ID. R MSK
TutorialCluster BN IR EE B,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:region:Account-ID:cluster/MSKTutorialCluster/*"

]

I
{

"Effect": "Allow",
"Action": [

SH]2: 8EIAM AE 6
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FRARER

©® N o O

"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:region:Account-ID:topic/MSKTutorialCluster/*"

]
.
{

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:region:Account-ID:group/MSKTutorialCluster/*"

]

}

BXRUMBEARLERENEA |, 5 the section called “IAM 17 [E] 32 Hl”,
EET—F : 7%,

EET—% &,

NRBEEHRRA— N ERMEEF , B0 msk-tutorial-policy.

EF OIERR,

B2 1AM A & F @ H bk SR B

©® N o g bk~ w0 D

ESMERP , EEAG,

®EFE GEAG,

EELAFT , ‘BB EC2, REEET—F : MR,

ERREF , MALZANEHECNENRBNEN. AR, EPRBEEMNMEIRE,
EET—F 7%,

EET -5 &,

NEEEHEMA—MEIREERS , HlH0 msk-tutorial-role,

®EFE GEAG,

SH;2: 8E IAM A
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'F_

5

SR 3 : BEESwITE

SR 3 CIEFFRITEN

HEIT i ER Amazon MSK ML SR |, BIEF ARt &N, JMERLESRITEeIZERMER

BRENER, AEERL , £FEE MSK S8 XK VPC el E A imit &4l , SUER P im e 2

BWMEEIIEE,

tEEFimiT &

1. BELUT®utITH Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/o

2. %% Launch instances.

3. WAEFRITENMNET , HI20 MSKTutorialClient,

4, WFTIBHHIZIMEG (AMI ) XF | #44K3%5H Amazon Linux 2 AMI ( HVM ) — F#% 5.10 , SSD %
RE,

5. {RE t2.micro EHIFEE R EHIRES,

6. EEBAXN (BX) T, ERCEFBHAX. NEBEAXNBHH A MSKKeyPair , REIEETEHEH
o e, BEAFERAIMEEHAX,

7. BASRFAGEND K ABEREEDIR 2 6 IAM A2 0IEN IAM A,

8. EERZEHI,

9. HEBREEXM. RiE, BERLENP , EREFNEFXENLTLA. SHAREFELZLEN D,
DHHEEER.

10. BE LA T Mut3TH Amazon VPC #2#&1& : https://console.aws.amazon.com/vpc/e

1. ESMEKS |, EF Security Groups ( Z£4 ) . HE ID R the section called “H ¥ 1 : 4]
BEER PHRL4A,

12. EAWANED = L | EREEAWGAN,

13. & RIFN,

14, EFHAUG | EERBIPHAERE. ERIVE-NFERD , ERFFHITENNZSH, X
REERHEFWITENESIGREEERE,

15. EBHRTFAN, NE , EHRNRLEATUEZRBEEFRKITENZE2ANRE,

T—%

SR 3 IEFFIRITEN 8
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SB4: BIETE

SR 4 QIEEE

FEFF R EA Amazon MSK ik ST+ |, BEEEF PRI EN L& Apache Kafka BEFwEMIE ,
RERBEH,

/A Warning

RHREPEMM Apache Kafka MRA SN R Hl. BUEERE MSK 2R R R & P imhi
R, BEFIWRARIBATRESRDFELEENRBERIEER,

B MSK &R ARAE

1. ¥ F| https://eu-west-2.console.aws.amazon.com/msk/

1EE MSK £ 8,

BEEZER EFTA Apache Kafka BYARAN,

FAHEPH Amazon MSK A SR BRNEL R 3 PIRENRA.

w0 N

EEFmITE a2 E R

1. B AT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/.

2. HESMERF , & Instances (Khl). REEPEE TR 3 : SIBFESmITEN PRIBNEF K
TEHNBMZ LN EEE,

3. I&3F Actions (81E) , R/F%EF Connect ((E#), RBEHASPWRE , EEINENEFIRKITE
Mo

4. BEBTUTHTERFFHITEN LERE Java

sudo yum -y install java-11

5. BT TS LT 8 Apache Kafka,

wget https://archive.apache.org/dist/kafka/{YOUR MSK VERSION}/kafka_2.13-{YOUR MSK
VERSION}.tgz

B4 QIEFH 9
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10.

11.
12.

13.

® Note

MREFLEERALDTHPEANRRIERZIINGERIER , W W Apache MWYh EikFHE
bR BRI o

HLE—FPf TAR XHTHEIWE ZRHPETUATHT.

tar -xzf kafka_2.13-{YOUR MSK VERSION}.tgz

33 kafka_2.13-{YOUR MSK VERSION}/libs B , REZTUTHSUTEH Amazon
MSK IAM JAR X%, Amazon MSK IAM JAR it & Fimit E 4L 7] LG Bl £ &,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.1/aws-msk-iam-
auth-1.1.1-all.jar

33| kaftka_2.13-{YOUR MSK VERSION}/bin B 3., E#ILATE MR E H & R0 B X4
i, AXH client.properties m& HREXH-

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

£ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK #&lA&

EEERNRESENES . XTRFTER/LDHNRE, EREZNEFDE  EREREN. X
M S ECEEHBENTE,

EREREFHRES
EHBRRRANEREFTR S,

BEABNMMEBRE=ZNER, EUATESERH , FREFE—MEBIKS,
BITUT®HT , M BootstrapServerString Bt A EE L —SHRBUREBRRZ—>

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-server
BootstrapServerString --command-config client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic

MR HERI , BFEELLTEE : Created topic MSKTutorialTopic.

B4 QIEFH 10
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T—5%

S5 - ERMERBSE

HBR 5 ERAERERSE

EF A Amazon MSK BV ILEBRAR | IR A B A8 A EUE

A& R E R E B

1. BIUTHSLUBEREAERES. MBootstrapServer###BRNBECIE T B HIREMN A L
TEEFHFR. BXRIMIRZLEZFRBNER , B2 Getting the bootstrap brokers for an
Amazon MSK cluster,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --
broker-list BootstrapServerString --producer.config client.properties --
topic MSKTutorialTopic

2. WMAFMENTEER , ABIKR Entere EENITHIRARFE =R, BREA—1THIZ Enter &7,
ZITERN RMMAE B ZIEFEBH Apache Kafka &,
FEEFIRITENNEZEREFTTRS , AREFEORITASZITENNE N EIMERE,

4. TELATH$SH , N BootstrapServerString B A RENEXREZEZFE, AR5, E
BIEEHAFERS  EAEFRITENNE - NEZEETUTH S,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapServerString --consumer.config client.properties --
topic MSKTutorialTopic --from-beginning

B REBE A ERAER A ERRRTRBANER.
5. BERFREOFRAELSHEHE , AV EERE R EFAREDF,

Tt

£ 6% FHITE® CloudWatch Z2& I & MSK 1E4r

F 6L FHILZ CloudWatch &£2F I &% MSK 1E#rR

EHFBEEALDH MSK NiX—5F | SSGEFET ISP MIT S MSK 84k, CloudWatch

HR] 5 ERAEABE 11
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EEPEZF Amazon MSK #E#x CloudWatch

1. 3TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
2. HESMBERD , EEIEF.

3. EEFMEEMETF , ARFIEE AWS/Kafka,

4

EEERBRIIMIESR , Bik#EE Broker ID, Cluster Name (R ID , EEEM). W TEHRIN
FEFR , %R Cluster Name (EE B Fh)o

(k) EERERTD , RRESEITRENSEE , REERAXERESE CloudWatch BR.

o

T—5%

SRR 7 BB N A HECIEN AWS FIR

SR T BIBRNAHEZECEN AWS BIR

HEITEER Amazon MSK M&R/E—HH , BHEBIBRAN A HECZN MSK ERHNE M miTE.

EMIBRAEIR , A AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK &l &,
EREFHN B, flan , MSK TutorialCluster.

%% Actions (181E) , AA/F1%$F Delete (HIBR).

BN LA T ML 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
EERENE PRI EYOIERSES , Hl0 MSKTutorialClient,

EFEROPRES |, AREEFRL LA,

o o k~ w N

TRl IAM policy A&

1. @XM https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
ESEMERSD , ERAE,

ERZREF , MALHEHIECERN IAM AN E .
ERAG . REIEERERSEHEIARER.

ESMBERSD , EEEK,

ERZEF , AL EHECNEN BN B,

o g A w DN

SB 7 RRER 12
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7. %RERE ITAHEHBERE. EREBOFER@L |, SR ERKE,
8. IEIRMIER,

SB 7 RRER 13
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Amazon MSK HJ T{E[RHE

Amazon MSK E# 2R A U EIKF R elZH EE Amazon MSK BiR. AT W EBNENARTE
TLH) Amazon MSK ##4, BXRAILUE MSK £EE ERITHAIERENTIIR  BSRUTRE :

s XEXEHE : AWS Management Console
* Amazon MSK API| Reference

* Amazon MSK CLI Command Reference

£}

)2 Amazon MSK £

« HIBR Amazon MSK £ &

+ JREX Amazon MSK £## 5| SR E
« 5 Amazon MSK &

- TRIEERE

- FHEE

- EFALLEAE

« FEF Amazon MSK £#HEE

« ¥ B Amazon MSK &£#

« M\ Amazon MSK &P BRI E

- BENEBENLLRE

- B8 Amazon MSK &K E

- EEIMEMEF R RESENER
1 Amazon MSK S8R INFRE

2 Amazon MSK £&

/A Important
BIEERZ FETREE R Amazon MSK £8# VPC,

et =0 14
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£ 82 Amazon MSK &z 8l , B0 AE —> Amazon Virtual Private Cloud ( VPC) , }#&EiZ
VPC WiREFM,

BEEZEXEAT (tnFEREL ) KENRMNTREATAXFAFEARNFM, £RME Amazon MSK Y
HRXEGh B EERIN=1NFN, ENFRSBTANTFAENATARXH, ECIEEER , Amazon
MSK £ EMN Mz B F 5 BERET =

ZIAPN N

12 Amazon MSK &t , BREERTEELFLETHENREN KR/, Amazon MSK ZEFLUTREMN
o

+ kafka.t3.small
+ kafka.mb5.large. kafka.mb.xlarge. kafka.m5.2xlarge. kafka.mb5.4xlarge. kafka.m5.8xlarge. kafka.m5.12:
+ kafka.m7g.large, kafka.m7g.xlarge, kafka.m7g.2xlarge. kafka.m7g.4xlarge. kafka.m7g.8xlarge, kafka.

M7g 248 #E A G AWS raviton 425 ( B Amazon Web Services HZEHE T ARM 1 E 4L 2
77 ) o SEIZEAY M5 RHIMELL , M7g KLENMBRIAES, M7g KELEER M5 R EFENBESE

Do

Tt XA RMmM7g GravitonZ425 : CDG (B2 ). CGK ( #EME ) . CPT (FF&ER ). DXB (&
). HKG (BB ). KIX (KB ). LHR (3 ) . MEL ( B/RA& ), MEL ( BR%& ). MXP (¥
=), BEMXNMNIKRE (EZERD ). KEFESH (EZEEIZB) . TLV (FH4%EX ). YYC (FARM
B ) ,ZRH ( #Eit ),

MSK EZ 1T T Kafka R4z —HIEFF L2 #F m7g K

« 28.2. 5=

« 332

« 34.0

« 3.51

3.6.0 HESEFME
+ 3.7

3.7 .x.kraft

M7g f1 M5 RENEEFHEMEEL T3 RES , BUATEFITEARE. M7g Ml M5 2LEmHst
REHTUL T3RELERAEESNST X, IRZBEEETRANEFRIEARIFTEEZS»X , B

KL ARE 15
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A M7g % M5 RE, ET#EXx M7g Ml M5 £ K PMIEZELR |, S5 Amazon EC2 BA RIS
il

T3 REALUFER CPU o RIGRHES AL, MREEEN AP/ NEFRNEBIEAT , REEWE
FHERXLBEIEABLGNEITHESE  NAFER T3 RE#HTEREAT XK. BIMNBWE
proof-of-concept #H1TMiH , UBE TS REEEEUNNEFTRXBIEATE. ETHEX T3 RKEMN
BENWEZER , FSRILT# EC2T3 41,

BRIMARBRZLEAENESER , FEAREREK,

B2 %8 AWS Management Console

BERERTEAEEL AN ZECREEFHNENES . BT MSK 24| & F iR EMIER
RE|BERS SRER

1. 7£ https://console.aws.amazon.com/msk/ T FF Amazon MSK 1#Z#|&

2. ERCEEHE.

3. NWTFHEHFHUELZE K BEFEENAE,

4. EEE—-—HBTET 64 NFRHNEHEN.

5 XNT&HEEEH | &%#1F Provisioned , EATREEREHE. REXNMNEREREE,

6. EREENRE LIZ1TH Apache Kafka fxZ4. EEFHE/ Apache Kafka IR X MSK Zhaef
R, BEREERARE M,

7. RIFLEEERH Apache Kafka iR , BRI LU R EB N THIEE R : ZooKeeper =, KraF T,

8. WREFEEHFHMIUITE. NENEMER , NEFEREFRANKERD, H2H?2??7,

9. ERREITHXEHE.

10. EELFE MSK EENMNTAXHUBZNRERE., SMNTARNSEIMERSMNTAR—M
B, NTFET Kraft WEH , SNEHNRNRERRENEE 30 ME , X¥TF ZooKeeperE T
Kraft &R , BNEFHRZAUE 60 N

M. EREFEERPENNRFHE. QEEEE  BXLIBPEREE,

12. BEBLEFHRERN (KRHIKRD) |, BUUEESMENMEEFRELE. BERALIEDR ,
BN x86 EFNRIBE K/ ( £HIAK/ ) kafka.m5.4xlarge RE K , X FETF Graviton BISEH] | %
kafka.m7g.2xlarge RE K, ESH 2?7,

13. EREBHEMEENET , EL{XR EBS & , ELIEE D EEM M EBS 7%,

14. MRECEBNFEABENEHEE (RELCLRFETHERE ) , FEAR—EE. &N , &7
LR Amazon MSK BUIASERELECIZ KR . HX Amazon MSK BEEMER , B2 M L&,

fEFBIZEER AWS Management Console 16
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https://docs.aws.amazon.com/msk/latest/developerguide/metadata-management.html

Amazon Managed Streaming for Apache Kafka FERARER

15. EET—%,

16. EMFZZES , EREATEHN VPC,

17. BRELZAERNXEHE K EEREEPHERENTARMFM, XL FRATLTREH T
AXH,

18. BAUER—NMHSNERTFEFTEANBRNLZLA (M, BERHRITENNRZS
H), MREBEESERZNZLE , NIXTHREEEREREH]. E4XE , 8F
ec2:DescribeSecurityGroups R, ETEEEIT T MSK £,

19. EET—%,

20. EREFNIFRBFHSZNMZRE , MEEREEEFHNREZEERNNEHTNE, X
EZEE , B3 the section called “& i FH iNZ",

21. EREERTMEBSEIEN KMS BHKE, BXEZESR , HZH the section called ‘#7510
=,

22. EET—%,

23. EERFENEENGRE, HEBRRELRENERE. BXELEL , F5H KREH., I3#
CloudWatch, Prometheus . Broker HEAR B EFHTRE , REERBT —%,

24, EEEFNRE, BUNREAEHRRE , FERER ‘£—%" RE - M 2FEFE , Sk
B'GE UERRENERRE, NMRRELER , FEFEEH,

25 HERBER@E L , EHEBIRS. & Amazon MSK B E& A , RAMNEERET HES. 4
WAENEN , BAEEIERE., EXEERSNESER , BSH 8RS,

e Bl EE AWS CLI

1. EHILAT JSON HFHHEHRFRXHH, HXHamHBE N brokernodegroupinfo. json. ¥

JSON HY ¥ ID BN EFRNNANE, XEFRAANTFARRNTAXA, F "Security-
Group-ID" BRANEF K VPC N —NEBZANLLEM ID, FIXERLAXBKNEF IR
AR, MREBEESHEAZNZLE , WXAABREAERNESMNHONR. E4KE K BFE
ec2:DescribeSecurityGroups PR, HXRH , FSH Amazon EC2 : AFLUARES R
EEHEPEESSE VPC XBW EC2 244, & , NEH/EH JSON XHRELEE AWS
CLI ZEMITEH L.

{
"InstanceType": "kafka.m5.large",

"ClientSubnets": [
"Subnet-1-ID",

fERABIEER AWS CLI 17
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"Subnet-2-ID"
1,

"SecurityGroups": [
"Security-Group-ID"

]
}

/A Important
MREEANEXREES (JLNFERL ) K& , FEIEERNFM. X TR
Amazon MSK WEERXHE , BAUEERIH=1FM, EENFMLHALTFER A
X, ERIZERE , Amazon MSK HEEEEMN F M2 EFH 2 EAET Ko

2. #EfR7Fbrokernodegroupinfo.jsonX#H B FHIEITHT AWS CLI @55 , § “Your-
Cluster-Name” BN IEERHBF . NTF "Monitoring-Level" , AILUEEL T =ME
Z— : DEFAULT, PER_BROKER = PER_TOPIC_PER_BROKER, BAXX=ATRKEZELEFINE
B, iEZM???, enhanced-monitoring ZWRAIEMN, MRKHE create-cluster G THH
EEZSH , M5B DEFAULT,

aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

Za S HE BT JSON FR7R :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

(@ Note

create-cluster B ARELSIREEIR , BR—IPRZNFRABNTARTZ X,
REKMPERE , ZERSERTEIFNTAKX, HRBRTERATFZIIEFNTAHAXHN T
W AREER create-cluster .

3. RTF ClusterArn @ME , RN EFEZRT BN EHIITHAMIRE,

fERABIEER AWS CLI
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4.

ETUTHEREEERN STATE, £ Amazon MSK TRE&EEEAt , STATE {EM CREATING 3
A ACTIVE, HIRADN ACTIVE Bt , BuEZEBIER, EXEHNRSNEZEE , SR £

N

2Lho0

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

FEABEEN Amazon MSK Bt EdI 2 &8 AWS CLI

BEXBEN Amazon MSK BRB LA R A B X EHEBENEL , F5HE OB,

1.

2.

FFLLT JSON REZIXHH |, H configuration-arn BRI BEREFANEE M
ARN,

"Arn": configuration-arn,
"Revision": 1

Z1T create-cluster S HEMA configuration-info MIEMEEE L— S FREN
JSON X #, REIWMT :

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration. json

AR Riz1T b an 5 /5 /9 B Th e B2 = 451

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",

"ClusterName": "CustomConfigExampleCluster",

"State": "CREATING"

fEF B E X Amazon MSK B & 6|2 &8 AWS CLI 19



Amazon Managed Streaming for Apache Kafka FERARER

5/ AP| B2 ER

EFEH AP SIE&EE | S @ CreateCluster,

il B& Amazon MSK £ &

(® Note
MREHRGFERDT HARE , BUEERNRERCIBRZRE, BXEZER , BEH B9
¥ 4.

{F FI I B 52 8% AWS Management Console

1. £ https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 12#l&,
2. ERERRN MSK £EBZ UM FERERZEH.
3. EERMIBRAE  ASHIABIBR.

{55 F A BR EE BF AWS CLI

BITUT@®S , ClusterArnB RN BEQIBEFINIREH Amazon BIREM (ARN), MREEE
ZEHMN ARN , TUBE Y HArEEERERIE. BREZEER , 5 the section called “% HE

',
aws kafka delete-cluster --cluster-arn ClusterArn

E AP| fHIBREEE

EFEH API BIERESRE |, i§S#DeleteCluster,

FREL Amazon MSK £& /5| S8

FRREG| S ERFRE AWS Management Console

5| § R E —17 R4 Apache Kafka & /i (] LA FIE ZEFHE QIRENIIR. WIIRT—ESEERH

PR,

£/ API B2 5ERE

20
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DeleteCluster

Amazon Managed Streaming for Apache Kafka FERARER

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,
2. ZRERTHKFTHIXENAMEER., EREREMUEFTHTH,

3. EEFMENEL , R#BREFREFWER., XERTEISEFRELR Apache ZooKeeper iE#
FRE,

£ FAZREL 5| S22 L2 AWS CLI

BITUATEGS , ClusterArnB B N EEQIREFIRBH Amazon BIREABF (ARN), MRERE
ZEHMW ARN | AILUER Y HFFIEEHEXEKE ., BXEZEE , 15 H the section called “FI H &
B,

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

St FEA the section called “IAM 5 E12E]” B MSK £8 | iZH S BT JSON RAEIFF R

"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}

UTREAERT EITALRGENERNSISRE, F
FBootstrapBrokerStringPublicSaslIamAF2A#£i5E |,
FABootstrapBrokerStringSaslIam=#&F&EMAZBR TIHE AWS,

"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}

SISREFHENETEKREIE MSK EHNTARXHN=E ( REREFHMMETA ) .
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£/ APl IJREL 5| S A E

EFA API REEISRE |, FSHGetBootstraptE,

5| Amazon MSK £ &

{# 5| H 28 AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,

2. ZREFSTHKFS TIHXENMESR. AREEFHFAGENEFNEN,

fi£ A 5 i SR &F AWS CLI
BT T8,

aws kafka list-clusters

F/ API 5I| HEEE

EEA API SIHEE | B3 HListClusters,
TTHIEERE
I &#h MSK Z# Apache ZooKeeper B Kraft THIEEEER,

M B3 MSK EH) Apache Kafka 3.7.x lRAFF 45 , fRAJ AR FE A Kraft EX R BEX N EF.
ZooKeeper E T Kraft BEBHKE Katka F VIR ]85 R EE THIE.

E&A

« ZooKeeper

« Kraft 3

ZooKeeper =,

Apache ZooKeeper 2 “—HEF RS , ATHFHREFE. ma. BRESHXELSMBHEAR
L, ?HRANARFUERREAFERAMAEXERBHRS , 7 @fEApache Kafka,

R API 3RELS| S 22
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#ListClusters
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MRBWER EEEA ZooKeeper X, |, NI A LAE A LT ZFRIREX Apache ZooKeeper EZEF £ &H,
BR , RINEWEFEFABootstrapServerStringE R ENERHANITEERIRE K BARiZ--
zookeeper¥rE BT Kafka 2.5 R F A , HEM Kafka 3.0 F#llER.

£ FI3REX Apache ZooKeeper EZFRFHE AWS Management Console

1. 1E https://console.aws.amazon.com/msk/ ¥ FF Amazon MSK 2%l &
2. ZRETTHEKFPTHIXENMESES. EREREMUEEHTEA,

3. EEHENENMEL, EBEEREFRER. XERTEISERFRRELR Apache ZooKeeper iE#
FRE,

{# FI3KEX Apache ZooKeeper E#EF#FE AWS CLI
1. WMBETHEEEN Amazon BEBH (ARN) , B LUBSH HEKF A FrEEEHREKTT.
BXEZEER , iB5SH the section called “F| HEE",

2. EIREY Apache ZooKeeper EEFHRURBEXEFHNHMES , BETHUTS®
T, ClusterArnBi R EEHK ARN,

aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster A HILLT JSON RHIFF R,

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789abcdef",
"subnet-2468013579abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

}

iy

ZooKeeper &3
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"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/

testcluster/12345678-abcd-4567-2345-abcdef123456-2",

"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z",
"CurrentBrokerSoftwareInfo": {

"KafkaVersion": "2.2.1"
},
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {

"EncryptionAtRest": {

"DataVolumeKMSKeyId": "arn:aws:kms:us-

east-1:555555555555:key/12345678-abcd-2345-ef@1-abcdef123456"

}
.
"EnhancedMonitoring": "DEFAULT",
"NumberOfBrokerNodes": 3,
"State": "ACTIVE",

"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

t— JSON Rfi%E describe-cluster i HH I E R ZookeeperConnectString &, &
FISHENNNE , HRECUATEER LUBREH,

/A Important

# Amazon MSK SEFF %04k FACTIVEIRZAS = BEFREX Apache ZooKeeper EZF
R, HEHEDPAT CREATING RS |, describe-cluster i sHmMEREE
ZookeeperConnectString, MRXEXMER , BEF/LoH , AREERFIHA
ACTIVE RAS/EHBIRIZETT describe-cluster,

/A API 3REL Apache ZooKeeper EEZF /T &

E A API 3REX Apache ZooKeeper EEF & H |, S M DescribeClusters

Kraft 3

I % MSK 7£ Kafka MR 3.7.x 5| A 7 Xt KraFT ( Apache Kafka Raft ) #9X3%, Apache Kafka 1t
XFF & T Kraft KEXX Apache #£ Apache Kafka S8 H ZooKeeperi# T T HIEEE ., £ Kraft X
T, EEABIEE A Kafka 1B HIBFP4EHE |, XLEHIEER Katka £ —I2 , MARET 2%

Kraft 3%
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¥, ZooKeeper Kraft #£HI28BEEN , BLEXTEATARH , O FFELHTHINANRERE
H, BXKraft NEZER , FZH KIP-500,

LT RXT MSK £ Kraft EXHy — L ZEM

« KraFT BX{NER THESR., SHORE , ERTERTHBERN,

« £ MSK ##l& L |, #BalLAET £ Kafka A 3.7.x HEEEGIES Ok Kraft EIXERBIE
H T Kraft BWEE,

« EfffH MSK API CreateClustersCreateClusterV2I24ETE Kraft B TOIBER |, NF
A3.7.x.kraftERMRA, 3.7.xAEE ZooKeeper EER T BIZEFH A,

* 1 Kraft #1 ZooKeeper &£ F Kraft WEH L , SMENSXHBERERN. ER , KraFT AT &&E
HEEBETREESREXRNEBINERREEESZ T,

« ELD# MSK LA Kraft EXETFEER AP, B2 , MREBHNEFIHSKIMEMSRA--
zookeeperiEEFAHE , MNEHENES IR , FHMEA--bootstrap-serverEZEFRFRIER
BIBHEERE, Z--zookeeper¥rETE Apache Kafka Mx4s 2.5 2 AER , H M Katka iRA& 3.0 FF
HBBKR. Hit , RNBUEMHE B SHH Apache Kaftka B iR A LA K - -bootstrap-server 55
BNMEEENEEZEZES,

« ZooKeeper X HEFA TFAIE S A MAVRZA , HfF Apache Kafka 13 zookeeper. ZiFH
Apache Kafka AR BE XL IEXT Apache Kafka lRAFARREF WX FHNIFMER , HSH.

- REZREREANTMAIERTIEBIEIZE ZooKeeper EEMNER T A Katka Admin APl, £
Amazon MSK LinkedIn £ Apache Kafka BV iE 6 R A B R FEFERIKMEFNER S
B . 1S, Cruise Control B2 M T A Kin 2§ R ZHIZ1T1HEB ZooKeeper,

- BEEEFHEERFN KraFT ZHSRTHTEMNEERE, B2 , MREEERFRIEERKEE
PR, MAFEERHIZEA DNS maCRINER R ERFN — BB HIBR LXMW IER. B LM MSK #2
H A ListNodesAPI RVEIREUX L DNS K is 1 M. BHXPrometheus W REERERET
Kraft WEFRETHEENERIR , HSH.

o SEERHMELE ZooKeeper |, BEELIE Kraft BRNEBFHM H M CloudWatch 845, MSK EIR IR
SEHPEAN KraF T #2585,

o T£ Kraft EXEEH | B LAEH--bootstrap-serverEEFAFRMEEFIE ACL, FREMH--
zookeeperiEEFAFEREE ACL, iH5ZS I Apache Kafka ACL,

- £ Kraft X T , SN THIEEMEE Katka B Kraft BH25 £ MAREEEADB TR L,
ZooKeeper At , BT EGIEHIT SUABEE B Ih 2 HIXT #2525 ZooKeeper T =Y E],
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FREE

Amazon MSK 12 HHIThEE R BB E B MSK £E N FM# .

e

© AR

- ABY BRIBEHEEH
- MEBEHELE

DR

2B F 2 Amazon MSK BV ERAFZE , AT BE/LFERNFRZR , XELFSREHERK
BRRRER,

A LABIEE BB L L E MR MK AW 5 EZ#E) Amazon MSK $£8f. Amazon MSK {557 5 4E 76
EMERICEEEEED , ERIIEXZ Apache Kafka B REBHR, RS , Amazon MSK &£ H
WHEBEBAFTNEREEZEE

HANARFFBND RFEFRIEER , si/LNFZTAIREGER ATae 2@ . TR RIRF MER A
REMERKER , T2 ETERERONIER, EXFENERED ZFETET[IEFRE ,
TEEEEAMIRE, SUNAFREISHENTE  ERFEXGFAENRE. LT85S KIP-405: Kafka
Tiered Storage F 5| AH) APl &,

LT RS R —LEIhEE

« LAY BEJLFLROEFMZE , S4B NMMAY E Apache Kafka Bt i i

« S&TLAE Apache Kafka EBAPEKBIFERETE , LT UEMEBRFRZE , TLEMKERE.
- HEH TEENAERNZEEP KRN EFHEANER,

- BULUERANENRLERIBA Kafka AP =YD HY £ 7= i fF E a2 IR EEE.

- PXEHFHEEEER , AN REFERE LNBEFFEEREUEHTES,

- RENSEREFEZENBIIERLE VPC WY , MASBER BEBRMBTEH,

- BT ENEZIEAT ORFHENTEHNERE  SERIREAPEFHNERNVIEMEE,
FSAEESwRITE.
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DRFEER

- BUIER Apache Kafka B isiRZA 3.0.0 FESRARCRERA T2 RFHHFTEE., EFNE
FEIERDEFE , BAUEFEEFERAKT 3.0.0 ¥ Kafka BFImRA ( ZIFH &K Apache
Kafka 25 2.8.2.tiered ) WEFimITENRERA D ERF M. BSH PR 4 0BT,

- BRAPEBEM#EN Amazon MSK S8 A AFEF 3.6.0 S E ShAE; 2.8.2. tiers,

7 R A VLY SR PR
B REEFEATHRMEBH -

- PRERIGERATMERNER.

- PEEHEFAXIFRE KX/ t3.small,

- BERAEMNRERBHN IR, TEEFFEREREH,

- PEEEFIFRELNZAAEBR (5 JBOD HXMINEE ) .

s PEFMITXEESRTE.,. BRMEEHAB2EFEHNEBEST cleanup.policy Bt & 73 R&E “MIBR”,

« ARANENETBERASEEMR , ETREABRNERN D EFE. —B2A , T EBENETREAY
B,

o WMREMEH Amazon MSK WA 2.8.2.tiers , M REETB RS — N0 EEM M Apache Kafka iR
R, MBRBTAEBREMFEAL T, EEEIRA | FEIE - MSK EEHNHRIETBRZEEH.

* 1% kafka-log-dirs TELEZREDBRFRBFEKR DN, ZITER2REETFEF BEERH KN,

R AR EHE D R TS
LENFEBRIABEBE AL EFMIT | Apache Katka 2FEX AN BXBNERHEHIIHER
o

+ Apache Kafka (REHIBX AN BER. ©FBERPHAEHLEHNIDREE,

« FHRBAFEDESEME. AERERK/ (segment.bytes) HELRBI AT A (segment.ms) 12 &I B iE B <
FRYIRE | LAK Apache Kafka FE/EfFEXE #2512 B,

BRTTRFHENEENRERESREASEFH#ENEIENREREFRE. ATANEHERT DR
RN ETFEENREBR
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- A LA7E Apache Kafka R{EAFMEERE R EH : log.retention.ms ( BY[E ) F
log.retention.bytes ( KN ) o XEI&REBRE T Apache Kafka TEEE PR EHWHIEN S atKFE KX
N TEREBBAPEEH#HESR K HEEEEHAREXERE, B UAFATIREBSETTLS
MIRE,

- BRASEEME  EUEESHEETEREFHEBENNK, S, WREFNEMAREH
(log.retention.ms) iXEH 7 X , A#REH (local.retention.ms) iIXEH 12 /Net |, MIER E 765 UR
Bl 12 PN BIE, BERAFHETNREREERE 7 X,

- —BNREREEATEEAR, XBREEIENETER S,

* local.retention.ms =% local.retention.bytes REZFEEEEFHPNREBBER. STEAENKIE

KRB EFMERERERME (local.retention.ms/bytes) Bt , Apache Kafka £ EE# P EIBEEFIF
DM, R, BERTETEEHE,

« I Apache Kafka ¥ BEBRFHEEEFIE 2 EF@EET , 2R retention.ms = retention.bytes R E
FFiZoH B MEE IR,

2R E R R

WZSHATERAPEFREE , TEHPEIEEHENIBEETBMNITAAR. EF
remote.storage.enable IREN true f5 , BUUEAXRETBEN 7 EEME. ELTRBIF | retention.ms
RERN 5 K, local.rete ntion.ms IREHN 2 Ko A TRESHRNEHFI,

B[R TO - B A2 R 7 < al.

EANREBERAIBEFHEZIARNMEAER. XTUREFRLZX 0, AR -—NMAERLETEDRS
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Primary Storage

Topic Partition -0

Segment 1 - Active Segment0
w [ — | [l = un
o ] o ] o o o
o ] o = o o o
o o o o o o o
L L L L L L L
£ &= £ &= £ £ £
Q Q Q Q Q Q Q

NET1(<2X)-BERTIEE#. R0 EBEHIDEEME.

RNAEZTBEAPDEFME , Apache Katka @TEHERBENBARBEESFER 0 EHEPERE

fit. Apache Kafka R 2REE 0 WEFHEIR, SEHER 1 HMTHREEF T2 BEFENFME. FULa
BZF&H , Amazon MSK ARXTE 0 FE 1 REVERIE B R AEMRRERE ( local.retention.bytes/
ms, retention.ms/bytes ) .

Primary Storage Tiered Storage
Topic Partition -0 Topic Partition -0
Segment1 - Active Segment0 Segment0
o M~ — ™ ] ~ L oy o~ [l = L
8 8 g8 8 8 &8 B8 8 8 8 8 8
o o o o g g B g g g o o
5 5 & 565 & & & &6 &6 &6

BfiE T2 - AR B iRE LN,

W XG , Apache Kaftka E#IE 2 EEMENE 0 WERBRENFER, XA N local.retention.ms ®E
RNT 2K, TEHFHERONEIH, FFIR 1 BETHELHER , FSEH B2 EEEHIRME
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Primary Storage Tiered Storage

Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0

o = — ~d M =5 L

=] o o o o o o

=] (=] =] =] =] (=] (=]

o o o o o o o

£ | £ £ £ £ £ | £

Q Q Q Q Q Q Q

B [E T3 - B REIREER,

EXRE , REREBEMR , Katka ST RFRFBRAEER 0 MXEKHES . R1BETRETHER ,
BRFEEFT TR EEORME , BERELTESRS. B 1ERXA , REFFERRIN RS,

Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition -0

Segment 1 - Active

Offset 006
Offset 007

FHD EFEEBET 2 EFEMH Amazon MSK £ AWS Management Console

1. 1 https://console.aws.amazon.com/msk/ 3T FF Amazon MSK #Z#l &,
EROEER,

N BRFHIEFRBELE,

EEEBFNEN.

EERRUPERME.,

71 Amazon MSK i£# X 5 RF &K Amazon Kafka MRZA< , A T oI EE,
1EE kafka .t3.small AL LEH K7D,

N o g k& 0N
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8. BEZLFE Amazon MSK EBNMATAXHEIZNRKEHRE. BIMTARKRD—ME , 8N EH
&% 30 MUHE,

9. BEEREIMNTAXNME,
10. EEEA 7 AXERERY Apache Kafka RV EE,
1. BREFHLEN. HPEfETERsEF#EXN D RF#M EBS 76,

12. BEREFVEOSHNRRSREE. Tl , 7 EF#EMN EBS FHFMENERFEREXER
EREFCIBARS,

13. 4% Create cluster ( BIEEE ),

FERPEE#AET 2 EFEMIN Amazon MSK £ AWS CLI

EEERLLRRASRFM  BEAEBMN Apache Kafka lR AR 2 R iFHBEMLIEER., BHIREBUTR
WBRGIEE. A, BRERT—TWHNSR , QIEEH T 5 EF#EN Katka &8,

EXROBEENIEEUMNTRYIR , i35 create-cluster,

aws tiered-storage create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BIBERT 2 RFM#E Kafka &

EXRENRERA T SRERNERNABNERE K SEENBR-MNERATIRERNEE , Hhas
EXRBERHTFHEYE. 2EFHNETIIEENT :

« local.retention.ms ( #2010 & ) NEFTHEMNRSBZIZRE , local.retention.bytes H
HEEBK/NBRE,
- remote.storage.enable IREN true BRI B A2 EFEH.

LATRELE A local.retention.ms , {EILE M AT B 7 local.retention.bytes. LLE M H| Apache Kafka
FHENEFEES R D EFME 28 T AL T WK Apache Kafka ILEHINF T . BXZEN
BRERMNEZSFMELS , 2S5 Topic-level configuration,
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® Note

BAIER Apache Kafka B FiwhR A 3.0.0 REERA, XLMRANE kafka-topics.sh
HIXLEFIRIRAFRZ R remote. storage.enable WiRE, ExFEHFEHRZAH Apache
Kafka WIIEEXBEASEHFME , B2H ENETB LEASEFME N,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

EINEETE ELERNERD BFE

XENTNBANAECCENETE LEANZRASERE. EREBERTYEFHENMERNEE 8
S A AWS Management Consoletl 25 A 7 2 Z N EE,

ERAEXTBLERASEFE

EENEXB LEAPERM  BEAUTROPH alter i TEZE. ECAXAFENEBLERASE
GF#E , BRAZEEA Apache Katka & F ik i S #9 BR 1 o

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000"

EOAETB LERDEFE
EEUATBELEADERME  FREEASBRFRENIRFER alter 8 HEE.

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

® Note

BROEFHE AT NBRs EEETHNETHIE. Apache Kafka AREBEFHEIE , B
MHEBAET local.retention.ms WERBHN, ZHFBN D EEMEE , B EBXRE
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AR, BEEINEXB L2 EFM , BTFA2ZFE ) Apache Kafka & iR 2449 FR
il

£ AWS CLI BB &R LER D R F&

@ Note
RABEEEEHMW log.cleanup.policy iIRE N delete B , FREBAPEEM , RN EE#ETX
BFEEETE.,. IRREZFETBLERASEFME , BE T LUFZEED log.cleanup.policy B
BN compact, BXIEFNEERBMENEZFMELR , HSH Topic-level configurations

1. 51 Kafka fRAS | EBIRAHIEM BB, EEREFHWLBIRA , B4
HDescribeClusteri®E=sk describe-cluster AWS CLI 5 $ . ROIREAR
KTVPDKIKX®@DER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0

2. WEEHTFHEEN, UTREREERMAEAER update-storage API FEBFFHEEXRERN
TIERED,

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

EREHEERNRER LN DR FH#

(® Note
RBEEEEM log.cleanup.policy iIRE N delete it , FEEB AP EFM , RN EFEETX
BEAETE, IRREZBETELERASEFME , BREALUFZEBEM log.cleanup.policy B
BN compact. AXXFNEERMENEZFMEES , i5ZH Topic-level configuration,

1. £ https://console.aws.amazon.com/msk/ TF Amazon MSK ##l &,

2. REEHBERH , BAREM,
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3. RIEFME D , BARRBERFHELN,
4. FERDRFHEN EBS 7 , BERREER.

MEy BRAEFMZH
BT SIS MENRIER EBS FHEH. BTRRDEHE.
RS BRAEDE , FREDATA.

/A Important

¥R’ MSK SHNFHEEE , YA ERSNNERZE, T8 , EBRFERT BEH2
B, EHBEFEE-BRANH. Amazon MSK ERA LA HNBRMILER  BRERTY B, XK
BN E&D 6 NETEIEN 24 Nt FE , EABRTEFHNERADNAARUARTE, XBE
ERATEIEREL , BEATERAUpdateBroker FEBRENF T B, AXERARERT
BAPMER , BEH RESE,

BRLERDEFRIREBA QT RELERENFHEZH, BRI EEFMHE.

=
. BYT R
- FYTE

[

=R/

EADY REHTFRBEUNNEREEM , LAILN Amazon MSK BLEN AT B3I SR ME, &
B BREP , EUNREBRHENRAEZNERY REE.

£R Amazon MSK SERBZY Fzal , BRERUTILA -

/A Important
iy BREERE 6 PITRERE R

BUEMNKNEENFHEETTS , UARFRER, AXRARERAINES , BSH BEEHN
X BIEBENRERE.
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« Amazon MSK T~ RAFEHAER L MBI/ NEHFHABE, Amazon MSK A X FR/NEHEH K/, M
REEER/NEHEEAD , IXNEOEERIBINEEAER/ INERE, EXIBEHENEESR ,
B T8,

« Amazon MSK ZEIL A#X ( KRR ) MIEM ( AER ) REFRZEFESIT 4.

- UIRNBET BRBEESER KB , Amazon EC2 Auto Scaling £ Bzh 812 A T B AR IR BRI I b
CloudWatch B#R. WMREMER B MHBRIEMERESE , Witk CloudWatch BHR{MARFE. EMER
CloudWatch 1R , BRI ZAMNEFTBRRENERER , ARBRRZER. ETHEXBERER
BFHNESZEER |, iH55® (Amazon EC2 Auto ScalingfF#8R) A # Target tracking scaling policies
for Amazon EC2 Auto Scaling.

B3 MR FAEE
By BERBASHEXA TSN

- FEFBAERBIR : Amazon MSK A Ff#% Ba ¥ BIRENEERNARRE, B LUFLRBARERR
BENYNEFEIEN 10% 2 80% 2H. BB FEAMAZRBFREEN 50% 2 60% Z[H.

- BREMHAE : Amazon MSK AIA AR EBEFEHIRENE AT ERE. BAUESIMMENG X 1E6M#
BRERENRZ 16TiB. BXEZEE , HSH Amazon MSK BRE,

2 Amazon MSK #ME] Maximum Disk Utilization ¥§#3&FF = A TF Storage Utilization

Target iREBN , EQNEFEHAEIEM 10GB HYBFHBEN 10% ( ARKENAE ), 0, R
%8 1000GiB , MiZEHEN 100GiB, ZRFBIHRE—XERFNAR, #—THNT BRRESMKEIE
ME#EAE |, BIEN 10GB HYRFHBEN 10% ( ARKENE ) .

ERERBRET BagRE , BEEM X ListClusterOperations#g 4k,

A Amazon MSK E#iRE BT 4

T L ME A Amazon MSK #2414, T 3% MSK APl 5 AWS CloudFormation SEER 1260 BT R o
CloudFormation AJ&1d A T /5 3R 8 X FFApplication Auto Scalings

® Note
BIBEHN B EXUBIT B, BUNERNEERE K REHHGEHSHBIT BEE,
{BR , A LAE Amazon MSK BRSS 622 £ 8 a5 61 B 12 R B .
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£ AWS Management Consolei® & Bz 48

1. BFRHITHLDE MSK #2#HA , it https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

EEBIRT , ERER, XG5S RIEEFFAEENTE,
HEEEBST BB EREE
BIEHGE BT BERME. BEEFEANARER. EAFEEENBIRER.

£ Save changes,

o > DN

REHBAMERRS  ZREFHNZERZENEDRS. RE X FEFARE LR , Amazon
MSK &¥ REFH 76,

£/ CLIREBzY 48

1. fEM RegisterScalableTargetan & Mt 124& X A £ B 45,
2. f#H PutScalingPolicytn 812 B3 B KRB,

£/ APl iRBBZY 48

1. fEMA RegisterScalableTargetAP| JEM 174 R = B #R,
2. {#M PutScalingPolicyAP| 8IZ B3 R K,

FIT B

ERINERZE , BEEEFHEA ACTIVE RS, Ff BERASZHZAZEDBANNERHE
. BRZBESUNRERHKESERZE , BZRFNETE 24 N HERF AN EHEFHTRL
b, XEMILLERNITKEFMBRNEIEL,

FERT BR4LEEM# AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK ##| &,
2. GBREFHAREEMHN MSK £5,

3. EFMEEDFEREE,

4. EEMEFHE. CREENTHEE K TREBRDE#E,

5. “ERREFEN.
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AT BRELEmFHE AWS CL

BITAT@S , ClusterArnB RN EE QIR EFRIRBH Amazon BIREM (ARN), MMREEHE
ZEEW ARN , AILVBEE Y HArEEERXEKEIT, BEXREZER , 5 H the section called “FI H5E
B,

¥ Current-Cluster-Version iR EEH 2 5l iR,

/A Important

SEMATEREENBER. EERERNIFIMA , FEMDescribeClusteri® ¥ desc ribe-
AWS CLI cluster i 5o REIMRASZ KTVPDKIKXODER,

Target-Volume-in-GiB SBRTEHEBNMNNEERNFRE. REEHMAMERENTFMH, £F
REIEEEEHNEHENENME, 8RN Target-Volume-in-GiB BEMNEMLTNZ AT 100 GiB HE
¥, EMRERSMENFHETRERT 16384 GiB.

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "AIll",
"VolumeSizeGB": Target-Volume-in-GiB}'

/A APl Y ay BREFM#ZE
EFEH AP EFREEFM | ES R UpdateBrokerfz o

MEFRELE

Amazon MSK RELFBFEREEFRESE L. HENFAEREARE. EREBZRASHBEARE
RBRERAERFPHRER , MIIBRTFE /10, EFHFULEREROFREBEARBENMNZ#ES
REBENRR, MEFFEFLEREANEHTNREBEEEZERNED.

BRI L K Ekafka.m5. 4xlarge K/NREARBFREBTEN 10 GB HEANEFHIEEMEERMLIE
R (AMBEMWMBAEN ), INEGERFHREEMEFLE, BHALIRNLT ACTIVE RS
MEFSAREAMEFLE,

it 8

REFHEHMEINRERER S : EFHE. Amazon EC2 Z Amazon EBS BIMEHFHE LK
Amazon EC2 WHOFHE, BuGATMEEHEUHEXRBARSESFHE, 73 , RESFUHERES|T
B2 H Amazon EC2 E| Amazon EBS R EEHEF Amazon EC2 HAFMHEERK
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Amazon EC2 HOFMHEZFANARENSEANAFHBIHENTM, A , S TRAHRKENR
& , Amazon EC2 E| Amazon EBS B & FHEF Amazon EC2 WHOFHEHES,

NF 10GB HEANB KR , BUUNEREHEMENEY 250MB ESE. BRIAAEY
250MiB, EMEERHEELE , DFUEEFENRE K/ kafka.m5.4xlarge HE K ( =X kafka.m7g.2xlarge
REKX) , HEATUEESATLE , TR

KL ANE BRAEM#ELE (MiB/s)
kafka.m5.4xlarge 593
kafka.m5.8xlarge 850
kafka.m5.12xlarge 1000
kafka.m5.16xlarge 1000
kafka.m5.24xlarge 1000
kafka.m7g.2xlarge 312.5
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000
NEFEELE

EALAE A VolumeReadBytes #l VolumeWriteBytes IEFRREEEFHN FHUEHEFLE, FHIX
AMNEGHNENSHUFTHRNNTIFHALE, ERNEFNTEOEEELE  BRXHENER
REN SUM , IRKZREN 1 28 , RAEFERAUTAR,

Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

AX VolumeReadBytes # VolumeWriteBytes IEFRHIEE , S M the section called
“PER_BROKER £ Bll¥5 2",
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BLE A

B UEABTMEFHE IR ZEEH Amazon MSK BLiE, TN , EREFIMENEFTULE |, BHUM
FHATXFANEIE : T#H num.replica.fetchers BESHANASTMEELE.,

EBRIA Amazon MSK BL = , num.replica.fetchers H{ERN 2. EFEH
num.replica.fetchers , BANFEATRINENE, XEENHSE, BIWWERES WAL
BiXL(E,

KL AHIE num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHENEERRETTEE 24 MIRER , HEMRRSAEBI RS MA , WAREEERKNE, T
o, ZEBHE , JEENMEELSTRE#ENME, MR 1TB BEIXIFAH , BEAFAD
TR B ERENEE.

£ A il & 76 51 & AWS Management Console

1. BFRHITHLEE MSK #2#|& , Mk https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

EROEER.

EREENEE,

BEESHN B

EEEESD PEERE M.
NERENEFEREFTLERE M
% VPC, AKX, FRMZEH,
EET—F,

© N o g bk~ w0 D
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9. EZREIWMER , BET—F,

10. EEZNRIESRNES  BRT—F,

1. RESFHRE , RREFCIEEE,

FEHABEFE#EAETE AWS CLI
ARG AMAEEMNEEAT AWSCLI il B EH 2R &R,

1. EFILAT JSON HFHEMWLBIXHH, HFMID MZE4A ID SNUFERAEBKFOE, HXH
cluster-creation. json & HREXH,

"Provisioned": {

"BrokerNodeGroupInfo":{
"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[

"Subnet-1-1ID",

"Subnet-2-ID"

1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250

.
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"

.

"KafkaVersion":"2.8.1",

"NumberOfBrokerNodes": 2
I

"ClusterName": "provisioned-throughput-example"
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}

2. ME—%HHRTF JSON XHH B FKHEITELT AWS CLI 855

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

EH AP TNEF LB

ERCEERNEEMRENFEHSELE , EFEH CreateClusterV 2,

EHALEAIE

BALESERRENANRIZEFT R MSK £8F , MEAFEH S E Apache Katka 77X, BEERNK
BHAD, EAUREIEASNZACRERE MSK SN ITERE , MA2PUHEE /0, Amazon
MSK Xtéa EE B P FIAREEAMEBNRER D,

RN BUAEH MSK EFHRERND, BULUFERREARNMN M5 F T3 EF N m7g , EM
m7g EFA M5, EEE  ERIBRIWREARSEERER  FRESMEBTXANKRAFLE.
IBINEANZLLEHEARATLUREHERE , ERAFTERSIES,

HEFBHHETR , REAENEHRUR FRHIT. XEKE Amazon MSK —RXx ] —NE4L
ERHPITELHAEEH, AXNMEREAEEFHECEEREASTAMNER , H2H. the
section called “MEBSETANER A TH —SBONEFERNEMEEET , BUUEREREH
HHITRENENERT,

EREAEEHAE , BUUSEERFNEARE, T , ELANEINEFTR , THRESRERFH
Amazon MSK operations T %I H B9 {E 40 5B #iR 4E,

MREEFEFRENINRPIIRERND , RNBULEENAEHF LZHEH , UTHELOAREE
Hm =R,

/A Important
MEBMEN S XBEIPEENZARE , WEEFEBREINRDHRIE K/ Dthe
section called “ HEBEHFHN XD : EMEBHN S XHKE”,
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https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters.html#CreateClusterV2
https://docs.aws.amazon.com/msk/1.0/apireference/operations.html
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FREMRLEHMAE AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,

2. EREFHEHREKRPH MSK £F.

3. EEFENFHAGENEL , RIARKERERS , ARERRBLEKLE K,
4

5

MIIRPIERIEEENELCENE,
REFER

EREHNELLEHNE AWS CLI

1. BITUT®S , ClusterArnBR N EEQI R EFITIREBM Amazon BIREF (ARN), MRE

>’

BiZEHMW ARN , TUBE Y HAMEEERERIE. BXEZEELR , 58 the section called “%l)

HER.

FFrunnt BN EFNETMATarget Type ARBHERBHF AN, BETHREXRZLEHNE

NEZEER | FS#the section called “E4L AFIE",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

TERN GG ENAERL GRS

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z P B LT JSON REIFT R,

~

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. Ei3RBupdate-broker-typelR¥ELER , BETUTSHS , ¥ ClusterOperationArn E#H

EaSH HPIREM ARN, update-broker-type

ERAEHRZLEAE AWS Management Console

42
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aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON ROIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

},

"TargetClusterInfo": {

"InstanceType": "m5.large"

}

R OperationState HI{E UPDATE_IN_PROGRESS , BFE#&F—ERetE , RAEBXET
describe-cluster-operation %,

fEF APl EZ L MR

EFEA API ERELLEME , i§Z M UpdateBrokerk &,

BRI LA AUpdateBrokerType fFEBFHRE K/ M5 = T3 B# A m7g , HEM m7g EFHN M5,

E#H Amazon MSK E£EMNEE

EFHERIRE  FRAREHELT ACTIVE RS, BEMLTNAR MSK £ LEMEBN 2 XEET
the section called “ JABEFHH X/ : BMEWN D XHE” PAIRRESH, MRBEIXLRES , EX
EEMEBRNEE,
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Amazon Managed Streaming for Apache Kafka FERARER

BXMSK REMES  SENMoRAEYRE. TUEFBLEEUREFASERNRENSR
EHAER , ESHE BE.

EHEMRSEEREE AWS CLI

1. SEHIBLT JSON A FHRFEIXHF, FXHwHEHN configuration-
info.json. ConfigurationArnBMNEERTEMEHNEEN Amazon BIRER
(ARN), ELLT JSON # | ARN F#F B4 5|58l #E K,

F Configuration-Revision B AEFEANEENSITIRA, BEMSITREAZMN 1 FHRHE
¥, ELLT JSON # |, ZEH T eI 55X,

"Arn": ConfigurationArn,
"Revision": Configuration-Revision

2. BITUT®HS , ClusterArnBi N IR E B ATIREM ARN, MREEEIZEEMN ARN |, ATLUE
SHHEMREERNRKIT. BXEZEL |, 1555 the section called “%l| HEEE,

& Path-to-Config-Info-File BN ENHEFEXHHNEE, RN LE—SHEIEN
XA A configuration-info.json , HEFHRFEEHG B R+ , Path-to-Config-
Info-File B1A configuration-info.json,

™ Current-Cluster-Version B#t N E BN L BIRA.

/A Important

ERRATEMENEY, EEREBHNWLTRA , BFEMADescribeClusteri®{E= desc
ribe- AWS CLI cluster 8%, RHIMRZAS 2 KTVPDKIKXODER,

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

THEHN RO IAERLLGS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --

EREMEFNDE AWS CLI 44
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configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

% update-cluster-configuration as S H% H LT JSON RAIFT R,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3R{Bupdate-cluster-configurationBE4R , FETUTHS , F
ClusterOperationArn BN EwSHEHPIREM ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH HIELT JSON ROIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1
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}

kA , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, 1R
OperationState KY{E UPDATE_IN_PROGRESS , B& & —EetE , RARBRIETT
describe-cluster-operation %o

fEH APl ESERHNEE

EFA API EERNEE , §Z R UpdateClusterfii & o

¥ B Amazon MSK £&¥

WMREREI MSK EFHFPHREHE , BEAL Amazon MSK #1E, EF BER , BTHAERLT
ACTIVE K%,

/A Important

WMREY R MSK £8 |, BHAREA L Amazon MSK #1E, Y17=REREALBRENERT
GE3:=971Yi Il

BEXRENREABERENMNEHFFEE S XPEE , S Hthe section called “EF 9 EL 5 X",

FERAY BER AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK & &,
2. EREEMNKEHREMN MSK £,

3. EERFMAGENEL  EREFIANBRAGEFESZS LN RERA,
4. WMALFEERESNMNTAXREANRERE K ABRERREFEENR.

FEHY EEE AWS CLI

1. BITUT@WS, ClusterArnB RN EE QIR EHITIREH Amazon BIRBET (ARN), MREE
BZEHN ARN , I UBI I HAERRERKIEE, BXEZEER , S the section called “Fl
HER
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¥} Current-Cluster-Version B EER Y HIRA,

/A Important

ERRATEEMENEY,, EEREBNWIETRA , B MADescribeClusteri®{E= desc
ribe- AWS CLI cluster 5 %o RHIMRZA R KTVPDKIKXODER.

Target-Number-of-Brokers ZHR R EMBERDERNEHFEEHEENRET SN E
. &N Target-Number-of-Brokers IEENEXMRATEFPHNREHRENER. ©X
R X B SR

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count B/EMN M HIMELT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. EjRBupdate-broker-countBRELER , FETUTHS , F ClusterOperationArn Bift
NEDSHEPIREMN ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation an S H ML JSON RAIFT R

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",
"CreationTime": "2019-09-25T23:48:04.794Z",
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,
"TargetClusterInfo": {
"NumberOfBrokerNodes": 12

}

FEksm A , OperationType 2 INCREASE_BROKER_COUNT, %1% OperationState H{&E
9 UPDATE_IN_PROGRESS , 5% & —ErfH , AFHBIXIZ1T describe-cluster-operation

ALA
A0 T o

FH AP T BEE

EFEA AP EMEFPRENIE |, 55 R UpdateBrokerit #,

M Amazon MSK & B E

L RAE NI B P 3 B T iR 4 for Apache Kafka (MSK) Tl fic & #Y S & Fo il BRACER R |, B 5 A Lt 2
MSK #1E, BB BRAEBERBIEHENFHNITERE K MTA2EWTAYE., BEFAMR
RSP TBIE RN AR

B SRR ESREUARNREE M , AEREFRABERAE, BERERFMMMIBRINEE , &
AUFES FAERBTEHF M MSK ERIRBEHAE, BRAEAILENAAEHFTEHTRERIINER
#, AR EN TEABERABREIRE S - EE,

fEF AWS #2414, SH1THRE (CLl). SDK 5 AWS CloudFormation RiF 4 B R B ER# M R =B
B, MSK 2B EEF M2 XHWRE (2LEXERI ) , HELENARFRAXERBERKE , B
24X R EBEMNEFEHBER,

MREBBLEHNFERNITEE  WNESNMTHARBR—MIE, flW , EabUEE —RAEH B
BREMFNTHAREHFBEANRE , HEN=NTRHXEEFPHR=TE,

BEAINEBIBRABENIEFRFLE 2 XMNEER , iS5 Hthe section called “EF 2 Hl 2 X"
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TISEHI KN | EEAIUMFAEET M5 Ml M7g B9 MSK Tl B £ D BRAE,

Kafka HRZ< 2.8.1 RESRAZIFMBRAE , B1F Kraft EXEH.
e

- HEBIEBRE D XRBEBRRE

- £/ AWS EERHABBRAE

« {5/ AWS CLI HiBRKE

- £ AWS AP BBRZ L

HEZBEIBRME 7 XRBRAE

EFBARERBREIECE , BEBIFAEIKX , EEBS__amazon_msk_canary XFit
XI__amazon_msk_canary_stateffiBREVAAEE D XBRIA, XL R Amazon MSK R EFETIRRFZ
MBI Rl B A EBE R,

R 7] LAE A Kafka EIER API 5 Cruise Control 7 XBF ZMRTEEEH P RENEMNRE, F5
NEH 7B

il R 0 X BY R BT 72

A 2IMANERBRAREPRBR? KN, REENEFITE 6 ME , B/MNTHRXE 2 /M
B HATEOENEE

__amazon_msk_canary
e ___consumer_offsets

__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

e msk-brk-rmv

1. BRRBRUBEFRITENPAMREES o
2. BEEFRITENRG , STUTHRUIHERFNAETATE

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list
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E AR ZONFIENEES

M : __amazon_msk_canary__consumer_offsets, __amazon_msk_connect_offsets_my-

mskc-connector_12345678-09e7-c657f7e4ff32-2, Fmsk-brk-rmv,

3. EEFmitENltopics. jsonERIE—NER json X, HFAMAAERAFREEER , MU TRE
REIFF R, BEERM__amazon_msk_canary=FBEH , AARXR—IMREZEEMNEE  SE

B3B8,

{

"topics": [

{"topic": "msk-brk-rmv"},
{"topic": "__consumer_offsets"},

{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

iF

"version":1

}

4. BITUATHTERRER  FOoRXNBEEFH L 6 MEFH 3 M,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING”
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate

5. BIE—NBRMWXHreassignment-file.json , REEFlproposed partition
reassignment configurationfRM LEM S FIRBHIHEF,

6. BITUTHERBHEBEPIEEN D Xreassignment-file. json,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING”
reassignment-json-file reassignment-file.json --execute

MEEERRUTUTRAE

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0

7. BITUAToSURIERMES XBMEBI,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING”
reassignment-json-file reassignment-file.json --verify

BRAESX
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ZRHES EERCUTUTRE, KBRS , ERGERNEEFORE S XBRDEFDE

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. HMRBXRPEBNMNIPEXWOXEHF OB TR , BEW 5 28 , LBRERONT B2 XHWAE
MUserPartitionExistsiEtr. WIAX—RFE , B USENEFHFPBRARE,

A AWS EIEIR4| A BB
A AWS B A R E

1. BT MuEITFF Amazon MSK #%|#& : https://console.aws.amazon.com/msk/o
2. ERTSEMBRHNRERN MSK £#,

3. EEHFAGENEL , ERERERY , AREREEREREIET,

4

MALFREEHESNINTAXBENRERE. EZFALETETARPHEBERHNAERE. B
R ZIRBEN,

5. EERFREFER.

HBFIERSMIBRARE | 258 2EREWIAREEMFRAE,
fEF AWS CLI il BrCER
BITAT®T , ClusterArnBiR 7N 8 2 £ EFATIREH Amazon BIREB# (ARN), HRER

BiZEHN ARN , I B HAEERERKIIE. BXESELR , HZHH Amazon MSK &
B, Current-Cluster-Version¥E#H &M LA,

/A Important

EHEMATREENBER. EERERNIFIMA , FEMDescribeClusteri®#F 5L desc ribe-
AWS CLI cluster 555 RHlIkRZA 2 KTVPDKIKX@DER,

EREHABRER A 5


https://console.aws.amazon.com/msk/
https://docs.aws.amazon.com/msk/latest/developerguide/msk-list-clusters.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-list-clusters.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html
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Target-Number-of-Brokers ZHRTEMBERITHNEHFLEEHEENREBETINEYK, &
A Target-number-of-Brokers ##########IH#HHHHBEBNER, CESTNR2THXEE NS

o

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count BREMH H LT JSON FI7R :

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea”,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

I

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}

Eksm S , OperationType & DECREASE_BROKER_COUNT, #% OperationState W{EN
UPDATE_IN_PROGRESS , & F—EtAflE , RIS HIRIZ1T describe-cluster-operation i,

£ AWS API BBREL ™

EM4A API BREFHFHRE , F5H (GEAT Apache Kafka I ST E R IE A Kafka AP | &
Z) ®HH “UpdateBrokerit#”,

£ API BRRELH 52
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EMEHNZERIRE

£tk Amazon MSK #BEE# MSK BN S ORI REMEF M iREINEMRRE, LETUERA
TEFERBLHTNE TLS FHRIENBELZ2IERMRNE, SR EERNERRN (REIRE ) i

|—e—|\
BiRE,

EBRYIT ACTIVE REFBEEMEZRRE.

MRBAFEA IAM, SASL & TLS W ERRIE , BESTTFEEFRHEMREZEANMNR, TRETRT
AEEMA S,

S HWIE & 7 o B IR N AR T REZRE IR

T R RAE TLS. PLAINTEXT, TLS_ LI Siy=1-E S
PLAINTEXT

mTLS TLS. TLS_PLAINTEX IRITTT o

SASL/SCRAM TLS HIRFTTT o

SASL/IAM TLS IRITTT o

HEFPHRIREBINZFIREN TLS_PLAINTEXT , BEEFIHEI B HRIUFIZERN mTLS & , Amazon MSK
LUEFMEHNMITSRETEFRERE . —HRHEFBESEH mTLS 5AKIERM TLS MBENERT
HITEE B HRHEFRETERASORIEIMBNER THTERE (HAX ).

BEXZLBRENEZER , 50 2214,
FREHEHNZLIRE AWS Management Console

1. 1 https://console.aws.amazon.com/msk/ 3T FF Amazon MSK ##|&,
2. BEBREEIFM MSK £&#.

3. EREWDPERERE

4. EREBAMENSORIENMBRE K RAEEERFER.

FERAEHEHNZEIRE AWS CLI

1. BIE—JSON X# K MNELFLEEHEANMNERE, ROIMT

EHRERE 53


https://console.aws.amazon.com/msk/

Amazon Managed Streaming for Apache Kafka FERARER

® Note
BRARENEFARIRENERE, BLXEEMEFN (REIRE ) MBFRE

{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BIE—/JSON X¥ K AELRFLEHEANFHRINRE, ROIWMT :

{"Sasl":{"Scram":{"Enabled":true}}}

3. BT AWS CLI @5

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

#Z update-security BEM B H LT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. EEFupdate-securityBRIEMRE , BETUTHT , N ClusterOperationArn B RTE
o HPIREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @ HI% HIELT JSON REIFTF R,

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99¢ea",

FERAEMEHNZ2IRE AWS CLI 54
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "PENDING",

"OperationType": "UPDATE_SECURITY",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

R OperationState HY{EN PENDING = UPDATE_IN_PROGRESS , & & —KRutE , REH

RIZ1T describe-cluster-operation W%,

£/ APl EMTEBNZE2RE

EfH AP EFEHENRZERE , S MUpdateSecurity,

(® Note

ATEMSEHLZLIREN AWS CLI M API REREUN . XBWE  REAHLTEEHMR
FEAEEEEHINREMRNSHRIIHMNEZRE , WZREFTSER,

E 8 Amazon MSK & &Ry IE

WMREEFF MSK £8NRE |, FFEAL Amazon MSK &/, EEREHMNKIE | FHRRERLT
ACTIVE IR%,

ERGHF (HIUEXIRAFAL ) HIE , Amazon MSK RS AIRESE S MSK &R E, &BaLL
B FHERRERNME Katka BEFIRHFEMYE | BUHEES P XRG4 0 1ENER.
FHER KL AWS Management Console

1. 7E https://console.aws.amazon.com/msk/ 3T FF Amazon MSK #2#| &
2. EREERNAEMN MSK £%.
3. MTERIFRBFEMEEIY , REEREERNRE,
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4. GERERNEZH.

ERAEREZ4L ™ AWS CLI

1. BIUT&T , ClusterArnB R IB1E QIR EHITIREBH Amazon BIREBF (ARN) |
HBrokerIdBH N EEZHREMN ID,

(® Note
reboot-broker BEE—IXRZHER —MHE,

MRLEEIZEHN ARN , AILABI Y HFTEEEXZKEI T, BEXEZEE , HSH the section
called “HlI| HEE",

MRRBEHNNRE D, ZALEIIHAET JIKRKFMEN ID. BXREZER , HSH list-

nodes,

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Z reboot-broker BENBMHIMLLT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3REBreboot-brokeriBELR , BIEITUT@W T , ClusterOperationArnERANEBTH
H3RBH ARN, reboot-broker

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn
% describe-cluster-operation S HIH H LT JSON ROIFTF R,

{
ERERZ4Z™ AWS CLI 56



https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/list-nodes.html
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"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

EHBHBRAETHKIE , OperationState & F REBOOT_COMPLETE JRZS.

£/H APl ERHKE

EFEHAPI EREHTPHNRE |, 55 HRebootBroker,

I MEtEF HEREESHNRE

Amazon MSK 2 EMEM BN AL LEN K. MRELEREETE , XEEHF2LWNARFNE
AFIEEL,

Amazon MSK R BRANRBEMRKREEHNS TN, FHtEIREP , ELEARE—ER , Kafka
LAPRASABRE S —RELLLH. Katka BRWEFRNENS , AILBFIRN D XHASEHZE
1t , F45eE MSK &P EANIREBIEE.

REELE  BEQEENEF K I EIENMAEREER, SEREENEARN (ZK2 2% , 8%
B ) MEp9 MIMMEALR (BENSEY , &RKAUX2Y ) HIl—LigE, SEBERMMZ
R, RHEFPREMERIFNASELLASIEN ; EFRBARNEFIER | NEENMERS
HRKo

BRI MEB R Z ISP B MUnderReplicatedPartitions , XEMHHN , BAEXRANRKRE LN D
XTABEFHE. XTAFMNAZRFNEANSER , RAREEEMRE LHNXES XPRIANELE
EAEBER,

fEH API EGRE 57


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-reboot-broker.html#RebootBroker

Amazon Managed Streaming for Apache Kafka FERARER

BUGEHE , SELAEF LLH , EFE “catch” &R EKMNER. 1 catch up HiE] , &ATgEit &
MEFNSHELEN CPU NEAREAEN, MREHNKELBERBH CPU, AfF. MENBHRIR ,
X LR 23 E BN B AR~ £ EARNE,

3 Amazon MSK E£ERINFrZE

ET LG EE M TREFENTRSES Amazon MSK AR , 120 MSK 8. RERENHRE
NHRER. EAFER-HERAWS HRNEERE (SEKENE ) WHETEANS %,
20

- REERLIR

. ERIRERIRAA

« £/ Amazon MSK API &R R INARE

PREEZAR AR

A Al Amazon MSK API SER A TES :

o FFRZHRINE Amazon MSK &R,
« 5 Amazon MSK BEHRZ,
« M Amazon MSK &Rl BRIrZ .

O] LAEFFRE I Amazon MSK BR# 1T 3, #lun | B LU RIE,. FrE&RIAEX Amazon
MSK E8#1T9E, ATHRENEMIZENENE , G GE-—HBEENKIKFRZENEE
ER, 0, BAILLE N —HRERBEERMAEN XN AEFRRER,

LT RIFRENZSNRHA

* Project: Project name
* Owner: Name
* Purpose: Load testing

e Environment: Production
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£ AR IR BRER AR

B LAMERAREX AWS ZRABITOEMBE. HEXY AWS &R (‘23 Amazon MSK £ ) MR
Zot, M AWS A S EHRESHEERELENERAENRAR, EABLNARRILSER ( NRAE
Ro, NARFENSHEEE ) WIRERBESTHBRIFSHRE, BXESZER , 52 H AWS Biling A
FEETHNBENKEREFEARED BEIFZ.

PRZE PR &l

LA R &IE AT Amazon MSK FRIFRZ,

ERRH|

« BOMRFHRAIFERR 50,
- RERNEX D KXNE,
« REEREIRE MR R IRIRE,

RERRE

« BIMERVLTEME -, NRERMVFEERFECHEANE  WENFTRZRESZNEREN,

« RERFREMN aws: FFL, RN EIRETRE UMY AWSERM. AWS FRRECIER UL BRI K/
RE | BT RERE M BRIX LR,

 REROEKEMSTANT 1 F 128 4 Unicode FRFZ[El,

« MERUMETELUTESR : Unicode TR, BF, ZBAMUTERFRF:_ . / = + - @
L ERF

- BREXENEKEXTNT 0 F 255 4 Unicode ZRFZ[El,

« BREETURZE, B, EMNSAEBEUTER : Unicode ZF, BF, ERAUTEERKF
F:_ ./ =+-@

5/ Amazon MSK API| 1 & BRHRINEZE

SR LAE R A TR IER S Amazon MSK B IFAMARESHEUHRINARE |, EH H AR BIIREE

 ListTagsForResource

ERAREIRER R A 59
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» TagResource
» UntagResource

& A Amazon MSK AP| 3 &R IFRE 60
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Amazon MSK Bt &

BT Apache Wl @ T EREMAE Katka IR, A Apache RIS T BRIAEE,
ZooKeeper B3 A AR BENEE , AFEAXLEEREREHRN MSK ERFHLEHNEEEHF. MSK
BER—HEMEREENNEMNR.

FH

- BEX MSKEE

« Amazon MSK Y ERIAELE

- PEFHEERIINEEIER
« Amazon MSK Ei B 1E

BEMN MSK B &

B LAERA Amazon MSK REIZBEN MSKBLE , HAUEZERETRENTEMN. REXNREHN
J& MR IRB H AL the section called “BRIABLE” FEEMNE. BXEEBMNEZEE , HS 5 Apache
Kafka BL &,

Apache Kafka BB & 1%

B iR
allow.everyone.if.no.acl.found MREFGEHIREN false , BEHER

£ B E X Apache Kafka ACL, MRS IE 4
RIERN false , & B KTENX Apache Kafka
ACL , NG AREXEFMNIHFRNR, MRKEIX
MiER , BABREFRREHFHEEREN
true , AEFREXN EFHMNIH BN,

auto.create.topics.enable ERSELEAEEEIFCIE,
compression.type BEFBNRAERER, JAFHEMHREN

FREERRIEDBSR (gzip. snappy. 1z4
zstd ) . B©iE#ES uncompressed . WESE
BFAESH. MRFZERERN producer , N
EREREENFRENRBERRAEBSR

AR RE &


https://kafka.apache.org/documentation/#configuration
https://kafka.apache.org/documentation/#configuration
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FRARER

=1

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

DU

EREEERN (UAZEWNEN ) . WREENT
et EEZSENLESIRERNE , REHFEREF
REERRL IR SR X LEESE,

B tI2MN B RINEHE T

BRAMKREDIRE, MREALIRE , WEEE
STEET EMIBRESR,

HEAMBRMITE REHFE 28 , AHAR
EEESRIFEEASRMARANTE, ERKHVIE
BN ESREENRFEITERSED , BXLEM
RLIBTT 36 2 BRI o

SEARE B SR K EE AT At B o R A RS ()
+ , JREASRARLCERNES ZEHEEW
RERMES , BXaSHEERESHERLN
HPE,

ERHME R SR R IE R T B AT AT E) . AT A (R
B, MERNNEERSBR , EFEEEHNE
MEASBZRNES. XARSERERFEIEE
o

EREATHAST R PHLER, NIRZAE
B T UE |, NRHER AR S PERE, 1t
EUBED ENEREE,

#8728 Apache Kafka R 8 2 Ml BREY ic R #Y B[]
2, &/MER O

BEX BE
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B2 HiR
log.cleaner.min.cleanable.ratio HEEEMHNETNT 0E 1 2E, HERE

BEERSBZIAEEAENME (MRAEER
BEA). MABRAT , WREEHEET 50%
B B , Apache Katka 2R FE AL, X—
LERRBEH T AEREETRRWHRAZERE (ZE
N 50% , XERERZHE 50% WHEATER
g )., ESMLEEREKREED, EaRHE
B EBtERKESREEZNALEZEME,

log.cleanup.policy R EN RIS BRERRIAERRER ., BRE
BEESDEIIR. BREKEN delete F
compact, WTFERATIEFEHANER , BREK

B R delete,

log.flush.interval.messages FHEERMEEE 28 , A2 X ELRRWER
HEE,

log.flush.interval.ms FREFHHERERFTEUE 2 REERNRF

PSR (AR REN ) . MRKREL
& , MAEA log.flush.scheduler.interval.ms F#Y
B, &R/MMER 0

log.message.timestamp.difference.max.ms R I2 Y ZE BBt R B R B 508 B P 38 E RV AT [E]
Bz R AREIZ, MR log.message.timest
amp.type=CreateTime , MRt A BN =R
X RE  WEERRIEL ., R log.messa
ge.timestamp.type= B8] LogAppend , N 2B bt
EiE,

log.message.timestamp.type EEHEERHtE 2B EtEERE A
SEMEE, RFMNER CreateTime H
LogAppendTime o

log.retention.bytes fiBR B ERIKI R K BE KD,
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FRARER

=1

log.retention.hours

log.retention.minutes

log.retention.ms

log.roll.ms

log.segment.bytes
max.incremental.fetch.session.cache.slots

message.max.bytes

DU

Bk B &SRR B A EXHH /RS, ER
log.retention.ms & # = HE .

MIER B &SRR E BEX N DM, ER
log.retention.ms BN —HE M. MEKRKRE
& , MEA log.retention.hours FEYE,

Bk B EXHETRE BEXHNEDR ( AZ
MREH ), RKRIRE , MEA log.reten
tion.minutes FHY{E,

HEFTBERZENRKNE ( LERHE
L), tNRKRRELEM , WEEA log.roll.hours
FHE, WEMENZRNDATREER 1.

BEANBEXHFERAKRD,
HPNERRENSENRARE,

Kafka SRR R RICFHALE R, aRE L
B, #AEFEKRT 0102 WEARR , NEASR
AYIREUA/ME LB N |, SME T sE% R E Mt
KEVIEFHALE,

RIFAVE BRI RA L R EE D ARIRt A EH
KRREME, LATHHERRAET R/ RES
MigRo EEHAES |, FRBERT , LRHIX
ERATEFIER,

A A =B B max.message.bytes BLE N &
NEBIRELLES

BEX BE
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FRARER

=1

min.insync.replicas

num.io.threads

num.network.threads

num.partitions

num.recovery.threads.per.data.dir

num.replica.fetchers

offsets.retention.minutes

offsets.topic.replication.factor

DU

LA RN acks REN "all" (X "-1")

Bt , min.insync.replicas AV ESEEREEA
WA RIS AEABEAN S/ NEIAE. W
REERF M RERE , MEFELX5|IxRE

( NotEnoughReplicas = NotEnoughReplicasA
fterAppend ) o

& A LLEE A min.insync.replicas # acks FHI{E
KB HFIMITEARNFAMERIE. fla0, Baiel
BEHIRFHN 3IMED , £ min.insync.replicas
RIERN 2, H1E acks 7 "all" WERTHITE
Ko XAHREKXRSHEIERKIBREN , 0
BSRNsIARE,

RS aRATAEBERNELENKE , HPAse
WA 110,

AR S5 2% A T 32 Wk B AR /Y 18 R H @ B R 5 8 52
HERHE.

BNEENRIABES D XE.

FER AT BERE AR XA B AT RI#THY
BOBER FNERERE.

ATMNEREREEFEENIEIMBRLER, HAL
ELEMRERSRAEP /0 FITE

H—MERRRAERHEMBEMHSR (AIEZE)
B, ERBERELREHARE , RAEHE
Fo WTMIUERRR (B, ERAFHDENER
) , RBESESKE —XEXNEMELRE
HEE .

REETFNEFR T, FHERESES T
BREUAM. ABEFCIRAY , BERIEEFHD
AEMEHREFER,

BEX BE
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FRARE

M

=1

replica.fetch.max.bytes

replica.fetch.response.max.bytes

replica.lag.time.max.ms

replica.selector.class

replica.socket.receive.buffer.bytes

DU

ZHAEBN P XERWEEN T, XTR24
WHRAE. MERRENE—NFEZETXPHE—
MEFMAE R FIE , MR EZIEFAALE
LI {REVEH B, message.max.bytes ( {RIEHE
B ) =X max.message.bytes ( EFEE ) TN
BESNRARIEFKILLEKRD,

BMNEERMNTBARAFTR, BxX20it
REW , IR RENE— N XPHE—
MEFMAEBRFIE , WMAFHREZiDFKit
WEBLUBRIMESHE. XTERLNHZEAE, me
ssage.max.bytes ( XEEELE ) =% max.messa
ge.bytes ( FHEEE ) BHEEERBEINEAKX
18R HEAL B KD,

MRRERFIBREEMRIFER , AFEDE
HEVBREIECRAINSHBESERFEEE
MAF LM ISR FHIEREREE,

MinValue: 10000
MaxValue = 30000

523 ReplicaSelectorfI5E £ REXRZ, RIE
FALLERERERIENEIAR, MREFEH

# = Apache Kafka Mx7Zx 2.4.1 RE SR ,
ABHBLEATEASRMNRIENEIRRE , &
FEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . BXEZER , HSH the
section called “Apache Kafka W7 2.4.1 ( XA

2411 58) 7%
MEFRNOEZFERERX,

BEX BE

66



Amazon Managed Streaming for Apache Kafka

FRARER

=1

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

transaction.max.timeout.ms

transaction.state.log.min.isr

transaction.state.log.replication.factor

transactional.id.expiration.ms

unclean.leader.election.enable

DU

EEFRSEEEFTH SO_RCVBUF 4K,
AAEMRENS/NMER -1, NMBZER
-1, W Amazon MSK {#/ OS ERiAE.,

EEFERPHERAF TR,

EEFRSEEEFTH SO_SNDBUF £4 X,
AAEEMHRENRK/NMER -1, MRZER
-1, W Amazon MSK {#/ OS EiAE.,

EZHHRAXERE, IREFERNRZAE
EEE , WELE2ERIRELEIR InitProdu
cerldRequest, X ] Bf 1L & F i A9 8 B At B S 4
, Bt BERARELSBEASETENERESH A
SWE-,

EXTHMEEE mininsync.replicas ELiE,

ESTENEFRF. FIEHRENRENE
AREAAE, AESEZEERN  EFEHK
PNARELEHREFER,

ESMBREHSES ID Iz , FEHRERY
BIESWEASSRESERNEE (UEVHE
). HIREESHWERSR ID HEIHE
ANELSHERRR D ZERE-REASEL
B2% ID EAZREEH, MRATEENRER
EmMER T EKER ID NEE—XRBEARE , N
£ ID ATRESRRAIE M. WEMENRIMER

1E¥.

RFTE ISR EFHEIARBERIENREFR
ZEHNE , IEXTRLSBBEEX.

BEX BE
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B iR
zookeeper.connection.timeout.ms ZooKeeper BXE#H ., B mEREZELE

ENRKNE, ZooKeeperflRAKiZELLE ,
N {E A zookeeper.session.timeout.ms FHIE,

MinValue = 6000
MaxValue (& ) = 18000

zookeeper.session.timeout.ms ZooKeeper 2\ &E&f, Apache ZooKeeper 1%

EEETETE ( AR REN ) .
MinValue = 6000

MaxValue (& ) = 18000

ETHRIANEBEN MSK BLE, PIHEMEERERIBIARE] , S the section called “HL ERE",
EFABEN MSK Bt ERIE MSK EHSFAFNEENBEEEHER , H5R T/EHF,

MBFERABHENY MSK BiBE#HIA MSK £8 8t , Amazon MSK 4EXEREH TR ERS , HEAR
FEIBRRSEAEREMRBRIOZLENEE,. Fl0 , £ Amazon MSK EF Bz S MLESS , Amazon MSK
2Z2RURBRESECEREENHE TREREANEE  AREBBET—IMHE,

HASEE
T Amazon MSK REtNEBE M4 , BETUHSRETERREEH BN ERRIINRER

NEERME. BUANSRE-ERERM. XLR Apache Kafka XL EE B TR RIRIE
NRENEY. BXISEENRAGHHEE , S5 Apache Kafka XIEHHEFHRERE,

@ Note
WA LAIRE advertised.listeners B , (BFAEIRE 1listeners B,
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3 B =]
FEL AN EE

A LAE A Apache Kafka i S AT EBH N B ETBRERERETRIINEEE . BXREBLRF
WEEBMURNMAEEXEEEZ RFINEZELR |, 15 Apache Kafka X#HH Topic-Level
Configs.

BLERAS

Amazon MSK B & AJ AL FA T EFRS, EXNEERITERE , ZEESTL T ACTIVE 5
DELETE_FAILED IR :

 ACTIVE
* DELETING
 DELETE_FAILED

Amazon MSK FVEVIAELE

EAREEEBEN MSK BEMIER T 812 MSK &8t , Amazon MSK 2 8|ZERIAEE , HEILEES
THRAPAETHWELEESHEA, ¥ TFRERRPIEMY , Amazon MSK JF A 5 Apache Kafka MR
KEWERINME. BXXERKIAENTIEK , i5SH Apache Kafka il &,

BIABEE
B HiR D EEEERNER BRTOPEEMNE
A& BENRIAE

allow.everyone.if. MREEERERR true true
no.acl.found LR R BRIRE |

NiZ 8 R & A X Bk

9 ACL, EAfIH ,

MEF IR IR E

N true , MFFEHA

P ( MR 2B

AP ) 5 RZS®

o
auto.create.topics ERZSBLEAETE false false
.enable B3 Bl

FARANEE 69


https://kafka.apache.org/documentation/#topicconfigs
https://kafka.apache.org/documentation/#topicconfigs
https://kafka.apache.org/documentation/#configuration

Amazon Managed Streaming for Apache Kafka

FRARER

=1

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

iR

RAEYASTE,
MRBE , FALRE
LEHRE
S .

Elkolked:0ESST: 0k
INEHER T

S XEMBERIABEE
R B B KA ity
BEBRKD, R
RIRELE , NE
H log.retention.byte
s FE. BRE
MIRENTFHET

log.retention.bytes

B, FINE -2 RRXY

AR B & B R &,
X 5 retention.ms/
bytes iR E -1 FEXY

BRI, local.retention.ms

# local.retention.by
tes B 5 log.reten

tion KL , BAEMH

FHEBEENER
17 PR E Z A
B, MEM log.reten
tion.* EER X &5

XHREBRE, X2
REARhFENTER

o BRE : [-2; +Inf]

PR

SF7 BRI BV
B

true

3RMMIT 3IANMAAK
PSR  2RRUT
2 MR X ARV ER.

-2 RINFTRH

BERTAERF#NE
FHVEIAME

true

SRRMUT 3INMAAK
PRER  2RFUT
2 M AKX RE.

-2 RINTCPR I

N
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FRARER

=1

local.retention.ms

iR
I BR iz B4R B 2 4t B

EERNEVH. mR
KRB LE , Amazon
MSK f£F log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
X5 retention.ms/
bytes FiZE -1 XY
R
local.retention.ms Fl
local.retention.bytes
{BERLLT log.reten
tiono MSK £ 1 kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

SF7 BRI BV
B

-2 RINFTRH

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I

N
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FRARER

=1

log.message.timest
amp.difference.max
.ms

log.segment.bytes

iR

RER UL EISH BB B9 B
H#SHEEFREE
HY B B B oz B) So VF
WERAKER, IR
log.message.timest
amp.type=CreateTim
e, MRS REN
EREIURE , W
HENEES., MR
log.message.timest
amp.type= B8]
LogAppend , NIl 2 &
HEE. ATFHNHEK

RREBERTRNAT
log.retention.ms , A
BRFSHENNER
R
BANARNHEHRK
K,

SF7 BRI BV
B

922337203
6854775807

1073741824

BERTAERF#NE
FHVEIAME

Kafka 2.8.2. 2=
86400000

134217728

N
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FRARER

B iR
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
HLBENHE , Hf
A RE2IEME 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max(8, vCPUs) , H
vCPU BUR FRERSE
£ K /)N

N
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FRARER

=1

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

iR

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRKEEHH
EWREGRLERE
o WRMEILE , M
A] LA hnER ER 2R AU
Y 1/0 HITE.

5 remote.storage.ena

ble —EERAUEM D
Rfrf#. FULREER
BN MBR", ARRE

FF remote.storage.ena

ble i& & false B
7B EME P BES
B BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

FEA

BERTAERF#NE
FHVEIAME

max(5, vCPUs / 2) ,
Hrh vCPU BUR TR
Y S R/

max(2, vCPUs / 4) ,
Heh vCPU BUR TR
R SEB AR

il B

max(10, vCPUs *
0.67) , e vCPU HX
R T RIEH SE IR

N
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FRARER

=1

remote.storage.ena
ble

replica.lag.time.m
ax.ms

iR SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

true

30000

N
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FRARER

=1

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

iR

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400

N
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B2 B o RFREEFNIR BRTPEEMNE
AME BEHERIAE

unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &

BEFBRIEGS , B

X a2 S BBIE

EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms EERtEtE (AR

NEM ),
zookeeper.set.acl FEFImZERNFER false false

%Z% ACL,

BXRUNMEEBENEEEMWEER , 5 the section called “BEN HLiE",

D RFEEIERFINEEER
UTRETBRIRES BEREHRNLENR,

s NTFERETEFEHMER , Amazon MSK A XFHR/IMIBER K. MREQEZBEE , MFH/N
BKR/NA 48MIB , SIREERRAETEIN 10 78, XLEMREE| segment.bytes Fl segment.ms &
.

« local.retention.ms/bytes FI{EFEEE T HET retention.ms/bytes, X270 EFHRBIRE,

« local.retention.ms/bytes KIEBRIAE N -2, XEWIKE retention.ms {E A T local.retention.ms/bytes, £
XERT , BESENREEA B EFEENS EEER (BN FREPEE—1EIER) , B24—EH
B, WFHEm , X BEANESIF2RBITEFED, EXPERT , NMEARE PRI BIER
B A i 770

« retention.ms BHIERIAE R 7 K. retention.bytes ;&G ERIAKNDERE,
- retention.ms/bytes W&/MER -1, XEWRETLRERE.

* local.retention.ms/bytes BN /MERA -2, XEKRE ATULRERELRHFMH, ©5 retention.ms/bytes
MIIRE -1 FHICEL,

s WTFEBEDEFEMHIWER , XHEHAETRFIEE retention.ms, F’) retention.ms 7 3 X,
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Amazon MSK El &

2N F B B a0 01 22 B E X MSK BB SAR aaT XY X L g B AT R 4E. B AMAIfEA MSK BLE G2
EMERNEE , E2H THEHK.
AEBIETHHS :
- 6]% MSK fit &
- ¥ MSK fiti &
« MiBR MSK Bt &
« iR MSK it &
- HIR MSK BB &1
o« DI EHIK S P KIS TS MSK BiiE

2lE MSK B &

1. BIE—XH#  TEEFEEERENRERMUARESBAXERENE, TR RHIEE X4+
HRE.

auto.create.topics.enable = true

log.roll.ms = 604800000

2. BITLATF AWS CLI &% , f config-file-pat h B#fh L —SHREFEREHN THHRE,

(® Note
BHEEERRENBMLTFESUTENRIAER : "[0-9A-Za-z][0-9A-Za-z-]{0,}$"-

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

LA Rz AT e an 5 Ja B9 B 20 WE B2 7R Bl

{
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"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",

"Description": "Example configuration description."
"Revision": 1

1,

"Name": "ExampleConfigurationName"

3. L—XBTLEBREHEEN Amazon BREH (ARN) . RFW ARN , RABEEFHERER
eSS AEE, MREEEXTHEE ARN )”lJ_IEUHj)”KFqJE’JFﬁﬁEEE%E%ﬁ& e,

B MSK Bii&

1. BE—XH K TEEFEEEENNRERMARESBAXERENE, T RN HIEE X4
HRAE.

auto.create.topics.enable = true
min.insync.replicas = 2

2. BfTELT AWSCLI &% , # config-file-path B REE L — S P HEBRESNSTHH
PR

B configuration-arn BN EQEE EIREA ARN, MMREEQEEENRRE
ARN , A/ 1list-configurations S A HKFPHNFAEERE, SZEEEIRPE RN
BRENEREGMP, BEMN ARN FE REZIIFRF,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. UTRETHeas SR IhIER RG]

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {
"CreationTime": "2020-08-27T19:37:40.626Z",
"Description": "Example configuration revision description."
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"Revision": 2

Bk MSK EZiE
UTREFRT AN RMINEERNE B, ST LM R M SR E B

1.

iR

EETHRG , B configuration-arn BN EAIE R B IREE ARN, WMREECIEE
ERTARRE ARN , WA A list-configurations @R HHKFAMFIEEE. SEEET
KPETHEENEREMMR, BEN ARN ¥ EREZIIERF,

aws kafka delete-configuration --arn configuration-arn

AR RBiE 1T b ar 5 3 89 B Sh W RLR 41

{

arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"

& MSK Bei&

LTt REEXBEEN THIE, ERINEENIFMIERA , 51217 describe-

configuration-revision,

EETHRG , B configuration-arn RN EQIER B IREE ARN, WMREECIERE
BT ARRE ARN , WA A list-configurations @R AHKFFMFIEEE. SEEET
EHPETNEERNEREWNF, BEEMN ARN tFE REZIIERF,

aws kafka describe-configuration --arn configuration-arn

BAR RIE 1T b an 5 3 89 B Zh W LR A1

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",
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"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.59172",

"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

ik MSK Bt BIE1T

MREMEH describe-configuration H#HER MSKEE , ZNEIREN tHiE. EREGEE
IR | A describe-configuration-revision @,

« BITUT®S , ¥ configuration-arn BN B EE BRI ARN, WMREEGIER
ERfARRTEARN , MAEA list-configurations B HHKFPNFIERE, BAERLT
RPETHEENEREMM S, EBEEMN ARN 5 S REZIIERSP,

aws kafka describe-configuration-revision --arn configuration-arn --revision 1

LA Rz 4T Mo an 5 Ja B9 B 20 WE B2 7R Bl

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",

"Revision": 1,

"ServerProperties":
"YXV@by5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50awWllb3VoLmlz]

}

ServerProperties W{EB A base64 H1T4wiB, MREEH base6s FEIEES ( B0 https:/
www.base64decode.org/ ) FEIXI H# 1T , NFREA TR ENBEEN RIBEEXHH
NE, EBERT , ZNREBUTHSA :

& MSK RE BT 5
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FRARER

auto.create.topics.enable = true

log.roll.ms = 604800000

P H B K P B SR XS AT A MSK BLiE
- EBITUT®HS,
aws kafka list-configurations

AT Rz AT e an 5 Ja B9 B 20 WE B2 7R Bl

"Configurations": [

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"Revision": 1
1,
"Name": "SomeTest"
1,
{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-1234-abcd-1234-abcd123e8e8e-1",

"CreationTime": "2019-05-03T23:08:29.4467",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467",
"Description": "Example configuration description.",

D HHAEHY K P R BT XERY P MSK BLE
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"Revision": 1
1,

"Name": "ExampleConfigurationName"
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MSK Serverless

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless & Apache Kafka ST % , L& LAEAE M 3R E N in S AR F R E R E

RBIE. ©EERTUTRS :

« AWS PrivateLink 2 FAHGEE

« AWS Identity and Access Management (IAM) , AT A Java F3IE Java iEE#H 1TH G RIEN R
o BXAIAM BEZFHRNEE , §5H BREEFin A#H1T IAM 1R,

« AWS Glue A TREEENREMEK

- AT Apache Flink WL S# RS , ATET Apache Flink B4 E

« AWS Lambda Al FE #4402

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACL) . BXEZELR , 55 M the section called “IAM 5 [E) 2 Fl,
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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- FFIAMEF MSK Serverless &

- THRFBEHNEE

- BRERFZEER

FFia A MSK Serverless 58t

AHEERMEBRERT —NRE], HEBIMEIE MSK Serverless 58 |, QIZ AR ZEFENEF K , A
REAEFHREEHLABRITTANXETFTEARE., ZEIHARRRELECNRTRSSEEEIN AT
BRI, A THEEREL , RIMNEREINENF D HERFRANET, XATERSEN=RTA
FiRBLRSIZERFNM LT, B ALIEERA AWS CLI % Amazon MSK APl, BXEZEL , S
¥ Amazon MSK API Reference 2.0,

£

- $B, 1. B2 MSK Serverless £ &

- SIR2: EIAM BE
2
=

- SRI: ETFHITEN

- S, 4 . BlE Apache Kafka &
- SRS ERNFERALE

- SE6: MBRER

FHI2 1 : 4|7 MSK Serverless 8

ERHSES  BERTEMES. B, FHARIMREBIZE— MSK Serverless £8., Rig , WEE
XEBNEE, XREBERES BRI EIBTmER L EBENEFIRNIENEE.

EORTRSIRER

1. BFZHAITHALIH MSK #2414 , Mk https://console.aws.amazon.com/msk/home, AWS
Management Console

2. EROIBEE,

3. XWTFRIEFGZE , FREUBATRIENEPRES. REGBETAFEEAMARECIRTRS B
308

4. WNTEHEEBEH , WA—NEREEH , 20 msk-serverless-tutorial-cluster,
5. NTEHNEHEEM , BEBRTRSSFIENERLE, NTHRNWENEHREMY , FAMRIAE.
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6. FIBMASEHRETHR, KRIHTHNEMNTAMSERTRENIRINE , AEATEVEER
B ANERETRE. EECRER CNEIRE , NECRS AT ERE A E LSBT,

@ Note

BEZALIEXE 5 N E VPC NEFi#wE MSK Serverless S£8iE#, A THBEF iR
NMARFEXEDHRIE —NTAK , BXAESD VPC HEDEEF N FM,

7. EEROIEEE.

BEWRERXREHNER

1. EERRBENY A EREBEEFIRES. & Amazon MSK TREFHGIE 2 , RN —EL T
RERS, BURERESF/LOHEINRATNENRS , REFREER,
2. EHmRFETHFHR. XRENISBSHFEFFER.
. IEBEBEMHRTR,
4. EMFREHFIT , EFFHNLLEN ID HREF , ENHEEREX LS
Hlo

5. BEBREEFM, XfFITH Amazon VPC #H &, EHRESFMKEH Amazon VPC Y ID, RFI
Amazon VPC ID LAt 3RER,

BEREBEFIRITE

jilll

T—%
S22 BlE IAM AR
FH®2: 02 IAM A&

FUST|A , BFHRTHRMES. F—MESREIE IAM policy , AR FHEER LB EBUUR @)X L
FEREBFEOHRNR, E-MEFEEE IAM SE1FIHRKEREXEK, £EENSRS , &
FUBRALBENEFAHRITEN , FRCESFH LABREITHEZEBRIEHE,

BIEAFREETTHEATER IAM policy

1. B3 https://console.aws.amazon.com/iam/ 7 IAM 2 &1 5,

2. ESMERP | EEER,

3. EERMIEXRMEK,

4. & JSON ET+ , ASFRERE D TR JSON H#fRHLLT JSON,

FE2: BE IAM BE 86
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FRARER

F region B AEEABERN AWS XiF HRIB, & Account-ID BN EHKF
ID, msk-serverless-tutorial-clusterBMNIENTRSB[ERNZ .

"Version":

"2012-10-17",

"Statement": [

{

cluster/*"

cluster/*"

cluster/*"

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka

"Effect": "Allow",
"Action": [

"kafka-cluster:

"kafka-cluster
1,
"Resource": [
"arn:aws:kafka

Connect",
AlterCluster",
DescribeCluster"

:region:Account-ID:cluster/msk-serverless-tutorial-

*Topic*",
WriteData",
ReadData"

:region:Account-ID:topic/msk-serverless-tutorial-

AlterGroup",

:DescribeGroup"”

:region:Account-ID:group/msk-serverless-tutorial-

|2 0IEIAM BB

87
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}

BXRUMMABEARZLRIEMNIEE , 35 the section called “IAM 1 R #2§l”,
ERT—F 7%,

EERT—% %%,

NFREEF , A —NEREER , Hl20 msk-serverless-tutorial-policy,
%FE IR,

©® N o o

B2 1AM A & F @ H bk SR e

1. ESMERD &R,

2. %“EFGEAE,

3. EENAGT , &P EC2, RAFEBRT—F : NR,

4., EBZREF K WALRZIAERHECNENRENER, RE , &P RELNHEEE,
5. BEET—F : %,

6. ERET—F @ ¥

7. NFABEN , MA—NERMEEN , fl0 msk-serverless-tutorial-role,
8. %EF GIEAE,

T—%

S 3 : DIRES IR HAL
SE]3: RIEFEFIwITEN

ERTTRP , BHERITHENMES . F—ESREIE —NAE Apache Katka P imit EHLEY Amazon
EC2 kfl, B-MESREITEN %% Java M Apache Katka TE,

BIREFIRITE

1. BELUTRuITH Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/o

2. EBRZRH,

3. AEFFWITEN@MA—NMERMERF , 510 msk-serverless-tutorial-client.,

4. WTFTMDBHHEBEG (AMI ) 23 | #4483 Amazon Linux 2 AMI ( HVM ) — %% 5.10 , SSD %

%,
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10.

11.
12.
13.

14.

R t2.micro EHIKE JiEPIRS,

EZAN (BF) T, EREABAXN. W TBHAXNEH , HiA MSKServerlessKeyPair,
ARG , %£4F Download Key Pair (FTEZHI). WA , BEAERIAEHEHX,

NFMKIRE | ERRE,

EVPCT , iALTRSSHEHNERLFLES (VPC) B ID. ©ERETF Amazon VPC RS
VPC , BB &R REFTH ID,

NFFH , FEREUEERREREFTHE ID VTN,

HERFRKE (ReE ) B, AREERXBENRSEA, NRZZ2EEATRENZSEREEEW
AR, M EER. BIXENHAN , - L2ENKATUEERE. BXEZERE B
2% {Amazon VPC FF X Ei1gm) FHELEHAN,

EFSRFMAEEDND , RAREREE SR 2 4 IAM BE REIEN IAM A,

bviE= 9 =h

EEMSMBERF , %#F Instances (E6l), RFEPREREFHTLIELN Amazon EC2 SEHIHITHEY
SiEE, MILEFFEE , ROHBEXADAEHI R E L IHITEN.
ERERARBRHEAEZIEFHITEN,

EEEFmITEN L& E Apache Kafka BEF s T E

1.

BELRE Java, BEFEFHITEN LESTUTHS ¢
sudo yum -y install java-11

ERIGIEETMEEBIEFTEMN Apache Katka TE | FiETUTHH :

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

#% kafka_2.12-2.8.1/1ibs B , RAREETU TS TE Amazon MSK IAM JAR X
#. Amazon MSK IAM JAR L& P igit B4 A LG R £ 8,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.1/aws-msk-iam-
auth-1.1.1-all.jar

#3%| kafka_2.12-2.8.1/bin B%., EFIUTEMEREHFHEHEWEIF X 4H. IXH
client.properties &8 HREXH,

SR 3 IEFFIRITEN 89
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security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

=%

S|, 4 . 8|2 Apache Kafka £

F’ 4 : 812 Apache Kafka &
EUHSRY  SREALENUNENEFRITENELRSSEF LR ER,
ENEFTHOEBEALRE

1. T export s , T my-endpoint BRNEERVBRERGREFNSISRFBFHHR. A
B, BEEFHRITEN LM katka_2.12-2.8.1/bin B FHi21T export &%,

export BS=my-endpoint

2. BITATHSUBIESE RN msk-serverless-tutorial WEF,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%
S| 5 ERAEAKE
HBR 5 £ RAE

HEWSRS , RERELDSRD IR ERMERHNERBE.

AR ERHES
1. BT TSGR ES S £ KR

B4 QIEFH 90
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<path-to-your-kafka-installation>/bin/kaftka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial

2. WAMENEMESR , AR Entere EERTHRIRAAT=R, BXBMA—1TH71& Enter &1,
ZATRAEN B IHAYH! E SRIAFIEE

3. FMEFFWITENNEZERESITARS , RAREFEOPHTEZITENNE =N RIEE,

4. FREFRITENNE-NEE  BEUATHSRIREFEERASE. & my-endpoint BERAE
ERIEBERGREFENSISRSBFZHES,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

EIFRER S N ERRHAERBHSIRALNE,

5. HARBEOTHATSHE  FNRBSEREGHEEOS,
T—5%

S5 6 - AR

SR 6 WIEREIR

TSI | S IR AE AR IR SR

EMIBRERF

1. BELATMuITH Amazon MSK ##&l& : https://console.aws.amazon.com/msk/home,
2. HEERIIRP  ERANLBIENENES.

3. XTI, EEMREH

4. EFBEDPHA delete , AEEFEMBR,

EFLEFIRITEN

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
2. 7 Amazon EC2 3Efl5|&kH , FELENEAHBEUENEFiHITEN.
3. EBEXPIRE , REERBL I,

S 6 HIBRER 91
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4. EFELIE,

fHIER 1AM policy F£& &

1. @i https://console.aws.amazon.com/iam/ I FF IAM &1 5,
ESmERSD , EEAE,

ERZREF , MALHETHIECNERN 1AM AN E .

ERAG . REIEERERSEHFEIAER.

ESMERSD , EEERK,

ERZEF , AL EHECNEN BN B,

EERR , THERBENE. EXBOBMENE L |, EEHRERK,
iz =]

© N o o K~ w0 N

RS AR E &

Amazon MSK 2 ATHRFH/EHRENEBERERE. ELEEIXEREEERERE. T , &7
BIRBU T EEEER %,

BERM A CIE -1 RN ERAE
cleanup.policy Delete =, BXRTFEZA

Zat
compression.type Producer =
max.message.bytes 1048588 = 8MiB
message.timestamp. long.max =

difference.max.ms

message.timestamp. CreateTime =

type

retention.bytes 250GiB = 250GiB
retention.ms 7 days = ToBR I

BE 92
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FRARER

& LAE A Apache Kafka i S AT EBRIEFTBRESERETRINNEERE, EXREER

ANEERMEURMAIREXERBENRINESFEE

Configs.

BETRSREER

Amazon MSK 5Tl 5# £ , CloudWatch EHItE AT LAY E, EFEM DI MSK LTRSS EEHNTS
¥ro FTRAITMAEATAAELRSSFZEFHNIEN . ATXEERRENTERE N XWERMBIES X
AH, AERMNBICHEIMER SUMEITRIEHRITEE , LIRSETERFINIE,

B2 7 Apache Kafka X#4# ) Topic-Level

Amazon MSK A CloudWatch 824 — XM O X PerSecigtn, XEKE , — 28N SUM'S
THIET LSRR PerSec BN ERHIE, EREBT —28NERHIE , SERAUT
CloudWatch 8% K& : m1 * 60/PERIOD(ml).

AIAME I 5] 7] A BV FE 4R

=g

BytesInPerSec

BytesOutPerSec

FetchMess
ageConver
sionsPerSec

Estimated
MaxTimelLag

MaxOffsetlLag

MessagesI
nPerSec

ProduceMe
ssageConv
ersionsPerSec

A Bt /]

HERBEAE
B2 e

HEEMASRAER
EN EB 2=,

HEEMASRAER
ENE8B 2=,
HEEMARAER
EN EB 2=,

HEERASRAER
EANEB2E.

HERBEAE
B2

HERBREAE
B2E

Dimensions

SHEW, £

3
SHEW, £
3

SEHEW, £
3

SEEW. &
MRA. £&

SEEW. &
FgRA. £&

EHEW, £
2

SEHEW. X

il

DU

BOMNEFIREZERONFZTH. SR
XA ERER AT A

BYREIFEFHNF TR iR
XA ERER AT A

FEBWIRAUH S BRI

% MaxOffsetLag 8+~ #Y B Bl {1t
=

FEPREDXZANHRARBL
B

FEBVEANHEEHR.

FEEWE R ERHRRY

e
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=L EIR: ] Dimensions R
SumOffsetLag EERASRAFER SHEWN,. £ IEHPAEIXNRERFBIER.

R4 xElea.  HHR4E, T3

E&HZE MSK Serverless 85

1. &3z AWS Management Console 33T FF CloudWatch #&#|& , MHEJ hitps:/
console.aws.amazon.com/cloudwatch/,

2. TESMBRD , fOERIENR. FIEER.
EIEFRPIE R kafka —1d.
4. %F AWS/Kafka/EEEEZ . THH AWS/Kafka/EBEZ ., FHASE, THUBEETENER,
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MSK Connect

A4 &2 MSK Connect ?

MSK Connect & Amazon MSK By —IZh8E , ©iLFF & A & A LE M BIER A FREE Apache
Kafka £8f, MSK Connect £ Kafka Connect 2.7.1 , X2 — N FRIEZ , AT Apache Kafka &
BERERE. BRHASINMXHGREZFNBREEEEK, £8) MSK Connect , B LAEBE £ 1 Kafka
Connect WENTERENIEE:S , ATREEBRALD# S3 NI SHRSERNBEFHINFRE
B%#E. OpenSearch A LAEBH Debezium EE=FF XM EERS , ATHEEBENKREER
NAE M E] Apache Kafka 8 , RELEEXNBEN BB EIEESS. EEZR2B8IT BUERAR
T, BREAEANTRT R,

ERAREERFBBEMNBRES AZEN TR R, SR EREEERERES  FEFPNBRRESEE
AERE

MSK Connect X3FEMIE#£F] Amazon VPC B9 Apache Kafka SEEFHVE#REET , T1B R MSK £&#iER
437 IEE M Apache Kafka £,

MSK Connect &SR EZRNZITRRMRMPRE, BHNEEREES , H AT SERFUE
RMEHENE,

EFHER MSK Connect , 1§27 the section called “FF i {EH”,

ETRRETLER MSK Connect 821 AWS &RIR , 55 Hthe section called “E1£285"the section
called “#&#4”. M, the section called “TH#EL%E”

£ < MSK Connect APl FI{E 5. , 25 Amazon MSK Connect API Reference,

Fr 846 MSK Connect

7K step-by-step HIEEA IR MSK £ MA TRHBEBEBMNERRIEE S3 FHEBAVERRELESR

AWS Management Console

- FR1 . REFAERIR

- FR2: BIEAENEN

£ 42 MSK Connect ? 95
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- SR 3 BEEFmITENHA Apache Kafka £
- SR 4 BIEERES
- SB|5: KERE

B REPTER

EASETRE |, EFQRUATIZRAAENATRIR

S

. — S3 M, RENERSERRENE 1.

« =M MSK &£F | BFOHERERE, RE , EEFFMNLEFENEEFFERIET BAR S3 764

o
« —NIAM B8 |, RIFERESEEABN S3 F#EE.
« —AN Amazon VPC iR , AILUREBIEMN E B EHFHMERESRHN Amazon VPC &Xix %] Amazon S3,

B2 S3 7R

1. &% AWS Management Console 37 S S3 ##|A& , MikJ https://
console.aws.amazon.com/s3/.

2. EROBRTFER.

3. NTFEFHEBEN , MA—NMERMERN , Bl mkc-tutorial-destination-bucket,
4. MTRIHERCEFMME,

5. EFMMIKRT R EHUENTFEMR.

6. 1i5iE#E Create folder ( BIEXHX ),

7. FA tutorial EANXHRMNERS , RiFMH TR H LR OIEXHRK,

BIEER

1. B AT MuLiTFF Amazon MSK #2#I& : https://console.aws.amazon.com/msk/home?
region=us-east-1#/home/,

EEMBHEE MSK £8 T |, RER,
RIS,

EEEE N,

FFEBRHEH , FMA mkc-tutorial-cluster,

o ~ w0

SR REFTFERR


https://console.aws.amazon.com/s3/
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6.
7.

10.

EEAEHENLT  NEFHREERCME,

EMET , kFE“Amazon VPC’, REEZFRLEFANTRHXMFM, idFZ1EZEA Amazon VPC
MFRNEP ID, AN EFERBENEEB,EECAH],

EREEZEHEFET , BRUEEREZ FHRIER R
EMET , BROGEEH

BEMNITES  REEFURERH, IFESISEZEHFNFAGE THEH, EZRHENENA
MELET , KERZL4A ID, i2F%ID, RNEHEARHENEHSSETEE.

IR LLE A BFREHEEN IAM 86

N o g M DN

B https://console.aws.amazon.com/iam/ ITF |IAM 2 H|& .
EEMNERNHRERET  ERAE,

®EFE GEAG,

ERERE—NMRSUEFTHAMG |, & S3

[ TR , BERENABT , BIXERE S3,

FEET—F: R,

EHF QR XREESNNERHRFITTF -—MIEEF  EFEHPLIRRE. RERAAC
BGEB-RLTHIFRES , RN ERNBEREEFZIETF,

& JSON IET+ , RIS HE QPR XARER N LT KK,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": "arn:aws:s3:::*"
},
{

"Effect": "Allow",

"Action": [

"s3:ListBucket",
"s3:GetBucketLocation",
"s3:DeleteObject"

&1 REMEAR 97
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FRARER

9.

10.
11.
12.
13.
14.
15.
16.
17.

]I

"Resource": "arn:aws:s3:::<my-tutorial-destination-bucket>"

iy
{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
1,

"Resource": "*"
}
]
}

EERET—% : 7%,

EET—% &,

B A mkc-tutorial-policy ERREEEM , REME TR HIEFAERKEE,
IRE IS SRR ERET I |, &R EE,

¥} F mkc-tutorial-policy HEREFHEMNMIRMAFHEED,
HEERET—% : 7%,

BEET % &,

#WA mkc-tutorial-role RN AR B , RAEMREREP A,

®EFE GEAG,

A MSK Connect RAZA®R

o ~ w0 N

£ IAM 2HENENERS , EHREET , EFAE,
¥ 3| mkc-tutorial-role HFHER,
EABHNREET , EREEXRETF,
EERBEERR.

HUREEERBERNLT JSON,

-~

ST

REFRRIR

98
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

6. ERBEMEERE,

BIEMEER VPC | Amazon S3 B Amazon VPC i &,

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &

2. EEMNERP , EFRKR.

3. ERABIHR.

4. ERFABMT , %$F com.amazonaws.us-east-1.s3 PRF MM KK,
5. EBREHMN VPC , RAREPEEH FMXBKNBHRREMNEEE.
6. EFOIRIKR

T—

SR 2 : DI EE
SH 2 SIBEENAEN

BFHEEENEERZENRB, EHPERYD | BEQNE—1NEE Lenses Amazon S3 EUNESIERESS
RENBENEYE, EFENSES |, YE0IE MSK EESN  fuUlEEERBLTHEENEY
F, BALIERAE—BHRIBZNEEFEE BN MSK EESR,

B2 B E EH

1. #k S3 EEERS,

2. W ZIP X EEZBEENIGRM S3 FEE, x4 EEF Amazon S3IER |, S
{Amazon S3 AF1ER) M &R,

FW2: SIEEE AN 99
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£ https://console.aws.amazon.com/msk/ TF Amazon MSK & &
FEEMEEFRIF MSK Connect , REEER B E E#H

R A E EM .

EER B S3.

ER#EESIRD , RBELE ZIP XHNFER  ARERZEER.
EREBHNNRINKRT | EF Z2IP XHEENNRERE , ARERFEERNRE,
WA mkc-tutorial-plugin ENBENEHEN , RABEEFRLE B ELEH.

© © N o g bk~

AHREFRE AWS Lo T TR BE AN E, tIBSETRE , BLER KR E O NI HEIEH
BILTHEE,

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

T—%

SR 3 BIEEFIRITEYLA Apache Kafka

SR 3 EEFFIwITENH Apache Kafka &

LS ETRF |, BFEAIE Amazon EC2 EHILLA#E Apache Kafka B in3Efl. RfE , B AEALLSE
BlEERFLOBEE,

BREFIRITE

1. B LT MuLiTFF Amazon EC2 #2#I& : https://console.aws.amazon.com/ec2/,

2. 1%# Launch instances,
3. WMAEFIWRITENMNE , 120 mkc-tutorial-client,
4. NTLSEHYEFBE (AMI) KB | /L& %EF Amazon Linux 2 AMI ( HVM ) - B#% 5.10 , SSD &

KA,
%3 t2.xlarge SEHIFE R,

6. EEAXN (BR) T , EFUEFTZAN. NEANEFH A mkc-tutorial-key-pair , A5
EETEHBAX, A, BETFERATNERHEX

7. BEEBIHEH,

o

SRR 3 IEEFIHITEANM Apache Kafka & 100
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8. LEREREXN. RE , BXL2E T, EREFNRFIXRENZEE, EHHARFELREEN D,
R EER,.

VPR RIRE B P iR 0] SR BF R IA TR

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &

2. EENBEBRNEZSHT , kLA, EX2A DT, HRIEHENL LA, B the section
called “FTH 1 REFMERER PRIBREBRNRETZEZSEHN ID, BYRFPZZLHTEMNNE
EERIERZZSE, BREERMEREMEZ LA,

ERBH T8 , EBEABEANILETF,
LR RE AN
ERBNETA , EFERMAN,

EHAN P | EEXRBIPHABERE. TRIEGEMHZERF , AR RITENNEZE4A D,
XREEEFEFRITEIEREFNRZE4A ID,

7. EBRFEEAN, SN MSK SRIEFEIREEE L BEFPEENEFRNAERE,

2

BEOEED , FHATUTRE

1. BELTMuITH Amazon EC2 ##&1& : https://console.aws.amazon.com/ec2/o
fEE IR FIESE mke-tutorial-client,

ERFINEMIT |, EFiERE , REERRBHAERESISSA,
BRETUTESESEFHES ERE Java :

0D

sudo yum install java-1.8.0

5 BT T&H S TE Apache Kafka.

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz

(® Note
MREFECEARDTHREANRRU[LZANREGIER , WA Apache MY EikFH
SRR IE Ko

6. EE—LHF TAR XHETHINBEFZFHEITATHT.

SRR 3 IEEFIHITEANM Apache Kafka & 101
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tar -xzf kafka_2.12-2.2.1.tgz

7. ¥3ZF kafka_2.12-2.2.1 B %o

8. B LATMutITFF Amazon MSK $Z#l A : https://console.aws.amazon.com/msk/home?
region=us-east-1#/home/,

9. HEEMERP  EREH , ARFEREH mkc-tutorial-cluster,

10. EREREEFWER.

1. SHBAXEEFRE,

12. EEFTHo.

13. EEFHEH] (mkc-tutorial-client) EiEfTUATES , bootstrapServerString&#h
EEEEEFNEFIGEENRENE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

MR HFHRI , BFEBLLTEE : Created topic mkc-tutorial-topic.
T
TR 4 BIBEES

SR 4 QlEBERSR

BIEE RS

1. BFZHITHLEE MSK #2414 , MikA https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

EEMBEET , BIF MSK Connect , AEEFIEESS.

1% Create connector (B1EE#23).

ERGSIRD | % mke-tutorial-plugin , AFEET—F,
M FEZBRAM , B A mkc-tutorial-connector,
HEEBIIRD | %8 mkc-tutorial-cluster,

SHUTERE , AFEEYIEESEEFRT.

N o o kw0 DN
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connector.class=io.confluent.connect.s3.53SinkConnector
s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat
flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<my-tutorial-destination-bucket>
topics.dir=tutorial

8. Eiﬁlﬂ*ﬂﬁﬂ? , %£$F mkc-tutorial-role,
9. ERT—H, ERLMINEL , BIRERT—
10. EEEREL , BT,

M. BEEREHCET , ERIEEESR.

=%

\|

S]5: RIEBIE
T’ 5 RIAWIE

EUSERA | BNBIELER 2B RIZEH Apache Kafka =B , AFEB R S3 FHEETERMEEHN K
.

[6) MSK S5+ 2% B ¥z

1. HEEFPmEH LK Apache Kafka Z3< bin X#Xd | 8l —NEH client.properties BIX
AXH  ZXHBEULTRE,

security.protocol=PLAINTEXT

2. BITUTHTUBERSAELERES, BootstrapBrokerStringBRAEBITLE— M SRIREHN
=

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic
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3. MAFEMNEMEER , REIE Enter, EERMTUHIBEARB=X. BIXAA—1THIZ Enter B,
ZITRER R E R RIEFBE Apache Kafka E5f,

4. EEFBH Amazon S3 F#R , ERBEL—THEENHEE,

E &R

EERQSBENBERRT N RBIES SIZEM Apache Kafka 8 , I ERFELNBBEMNEFEHI DI
REEkEED , NTRFASRSERN Amazon IRS 5 Apache Kafka B HER . EER[ETUMITRER
B, fINEREREAED BRI RTRR, BABRIHERIL. FREESABERREIRESE
X ERIEEERERH D  MBWREZERVMESFPRIEE | X EREEEIIBERERESR
o

TERERTEERNEY, TEEFRSTEESFEBEMN Java ELH (JVM ) #HiE, BNTFEEFH
SUE-AES  FEESFSEATEEFSTHITEFNRENTHE, ESTEHRS |, Bt LR
B3, FLEREHMES , URHEM BT ENRIEEE.

Connector Architecture

Connector Application |
L= ‘ Task 2 ‘ ‘ Task 3 ‘
Task 4
Worker 1 Worker 2 Worker 3
A3 o
EEBRAE

EEBSNERERRTZEESBHAENIEEFRE | UEBSNIEREFH MSK Connect #£11
(MCU ) &, &4 MCU % 1 N vCPU (it AN 4GB M. MCU K775 TER B S26I8
BAEEX , MAREEFERANHERNE,
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MSK Connect TEAREAZEFREN FREH IP i, BN THEARFERAEFREENFRAPH—
NP sk, BRI EIRIEIRMLS CreateConnector ERMFMPEZBHATAN IP it kEZ2EREEE
RE  AHEEHIBPUEESEN , TEAGRKETESKD,

BEOBEES  LTERUATHHBTEEN 2 —

- EE - MRBHEEESENETEER , FERKER, EERME :

- THEFHE.,

- BNMNIERRFH MCU BE,

- BEY 4 - MREEBNBEERETHE , REESETHEEERNEEER , HERLE
R YBFEABHY HBERXET , Amazon MSK Connect @B &5 1E38EM tasks.max Bt , HELE
EESFETHNIEEFHRENSNITHERERFN MCU BERELE,

BE=4H{E :

- BRIINBARIERFRE,

- CPUFARNEOBREs LT BB L , ZES A Cpultilization IEREE. H
EEESW Cpultilization EMEIE @Y BB 2 LERY , MSK Connect 38 INiEEEESFZ1TH
THEEFBE. 3 Cpultilization BMETFHE @A R B 2 LAt , MSK Connect 2@ 4 TEFRE
FHE. TEEFNBENREAREEUBEESNEEN RN NRABEZAE,

- BNIERERFHN MCU BE,

BEXTIHERFENESZEER |, 134 the section called “TEL T2, E T % MSK Connect E/-H1E
B, i55/ the section called “¥&#2",

I ERS

{6 F 622 %4288 AWS Management Console

1. £ https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 12#l &,
2. HEEMNBEEE MSK Connect T, &R IEEES,

3. %$® Create connector (8| Z2i£1£2%).
4

BHLLAERFERANEN B E N AARCIZEEESS WA EHN B E AN, BXBELAH
AR A28 X e il HRE R |, 5 the section called ‘i, EUTRETF , RIREE—NEMFE
AMBEEY, EEENAGIRD , RIEFEANEY , EPEHANNERE  ABEET—
50

5. WMABMMER (L),
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6.
7.

10.

11.
12.

13.

ERERREEINER.

BEEHESRE. REERENRESHERTECZMNEEZR(LE, BR | HBIo2SHEMEE
EERERANSE , HlI connector.class M tasks.max ., LT & Confluent Amazon S3
Sink Connector K& Rl o

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=my-destination-bucket

flush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

ETX 6 BESNEESRTE, BUUERMIEESXZEIEE  CMENBT B, EXXHBEN
EMWEE. |, 52 #the section called “BE&”,

ERBRAIEEFEERXBEN THEFEE. AXCEBEENIREFEENEER , 83 H the
section called “T{E4 8",

BTk, EERSHITAB, XXM E MSK Connect ATAIB{EH IAM A6 |, ZA G EIEERE
FiHFEMSE AWS BIRATENFIENR, XENBEERTEZSNZE, BXxAtELACNE
B , {52/ the section called “BREHITAE,

EET—F , E8Z2EE  RARBRERT %,

BEMEMNBEERICRKED  REERT—F., BXHIRIEEMWEER , 55 Hthe section called “H
HFIDFE

1%£$% Create connector (BIZRE#EES),

EEH MSK Connect AP| BIZ2i%E 88 , 152 % CreateConnector,

i

W\HER—T AWS BIR , HP Q8 E EEREZENME, BLUF JAR X4 (HEE -1 =HZH
JAR XHHY ZIP X4+ ) 425 S3 76 #f , AECIREHEEFEBNVE, IE2EERN  FE

Eiley
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EEZEE MSK Connect A T iZEESBNHEH., HHSEZESF[HXRRE one-to-many : B LIME—
MEH IR — P RSMEESR.

BXRUMMITREER[ABRES , HS5H Apache Kafka X R IEERT K IEF,

{5 A 812 B E X IE#H AWS Management Console

£ https://console.aws.amazon.com/msk/ 3T F Amazon MSK #Z#l &
FEEMBEKE MSK Connect T , %42 B E L& #H.

EFROE B E EM.

EFER K S3.

£ S3 FREWIIRP , BRI ERHEN JAR = ZIP X417,
EXNRIEKD | EFFEHN JAR R ZIP THEMHEIRE , REIRBEE,
R OE B E EM.

N o ok~ w N =

E A MSK Connect API Bl BE XiE# , i5Z [ CreateCustomPlugin.

TELTE

THERFRIZITIERESRZBEN Java Bl (JVM ) 3B, SN IEEFHFLUE—AFS , XEFES
EHTEAEPSITHNTEFREN T, F5TFERES , BLANENED. FLEHEHRED , A
REBMEATBROBEEE. IRIFEFSEIRNI THEEFRENTL , TRRATV BREH
RRENHEMH. Ee#TmiE , AEMFERRIERFEENES. Connect THEREFER
Apache Kafka #9854 K 10 8 M E 37 1,

MREHEZBDBIEERTCARESMELAELT , M AT LLLE MSK Connect IBIBREEE RIS EMN FRM L
Re By BIEEFRE, & , EUUEEEETEESZENBY TEERFRE, EXEZEE

{H2 ¥ the section called “B &,

MSK Connect T/EA G JHAE IP ik

MSK Connect T#EAREAZFAIRENFMFHN IP #hit, SN ITHEARERAZFRENFNPH—
NP sk, BRERIERMEL CreateConnector IERNFRAEZBHATAMN IP it KEEREIEE
RE  ARHEEBEIBHUEESEN , TEAGKETESKF,

ES ]
- MATHFEFEE
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- XENIFEFEERN

- HERAENTHEFEE

- [ offset.storage.topic BB RiEERRE

MATHFREFEE

MSK Connect 2L FTEIATERERFEE -

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

XENITFEEFEERMT

MSK Connect RNV THERFEE. EEATUEEEZATEERRNEEN TFEFEE. AT

5IRBEEX Amazon MSK Connect XA XEFEN I EEFEEREMNES.,

- RE key.converter # value.converter BHR4E,
« MSK Connect X#FL0 T producer. B EE .

producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.

« MSK Connect Z#FLLF consumer. BL&EE .

consumer.
consumer.
consumer.

acks

batch.size
buffer.memory
compression.type
enable.idempotence
key.serializer
max.request.size
metadata.max.age.ms
metadata.max.idle.ms
partitioner.class
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
value.serializer

allow.auto.create.topics
auto.offset.reset
check.crcs

MANTHEEFEE
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consumer.fetch.max.bytes
consumer.fetch.max.wait.ms
consumer.fetch.min.bytes
consumer.heartbeat.interval.ms
consumer.key.deserializer
consumer.max.partition.fetch.bytes
consumer.max.poll.records
consumer.metadata.max.age.ms
consumer.partition.assignment.strategy
consumer.reconnect.backoff.max.ms
consumer.reconnect.backoff.ms
consumer.request.timeout.ms
consumer.retry.backoff.ms
consumer.session.timeout.ms
consumer.value.deserializer

s XEFFMEEMTLL producer. = consumer. BIEZFLHNEERE M , BUATE MR,

access.control.

admin.
admin.listeners.https.
client.

connect.

inter.worker.
internal.
listeners.https.
metrics.
metrics.context.

rest.

sasl.

security.

socket.

ssl.

topic.tracking.
worker.
bootstrap.servers
config.storage.topic
connections.max.idle.ms
connector.client.config.override.policy
group.id

listeners
metric.reporters
plugin.path
receive.buffer.bytes
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response.http.headers.config
scheduled.rebalance.max.delay.ms
send.buffer.bytes
status.storage.topic

BEXIFEFEEEMRERTNESEE | 55H Apache Kaftka X#AF#Y Kafka Connect
Configs.

SIEBENTEERFEE

FABIEBE X T/ESSE & AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK & &,

2. TEEMBEEH MSK Connect T, B IEEFEE.

3. ERMBIEEFEE.

4, WABHMAMERER , ASFNESHNEFEMHRENNVE.
5. ERUBIEREE.

ZE A MSK Connect API 8|2 T#2RE & , 24 CreateWorkerConfiguration,

£/ offset.storage.topic EERIEERRE

ATNRUNEEIHDEEARBER TEERREERFE. RBFM#ET R Kafka Connect AAX
FREZSNEISEERBIAIBESR,

ERMAREBEEEE

ZRIANEIR T , Amazon MSK Connect 27E Kafka 8 L R RSB S MERESS

ER— MRS FEEE, MSK ERAE 7 EESR ARN &R IAEBEE . 5

0, _ amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2,

EELHCHNRBFMEED

ERREZEScARRREEESY  SUUEABCEARNFERBFEREIERRERINETE. BEERBF
i T A BB B TR BREER CRNES |, REERTNE-NEEBNRE - MRBIRE R
HY,
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EEERBEREIE , BEUREESRS I EIHERFEEF N offset.storage. topic BiHERMA
—ME, MREEEFARBEHEEIBRERCAENEZESNFRR , AR ANEERIEESIHE
ESRMEENEN. NRECIZEENRBFREER , WXAAEEFEEPN cleanup.policy BREN
compact,

(® Note

MREEQBIBZNB[DEESRNEETRBE#HETE , BEZEBHAFERE , W MSK Connect &
BB ZEE, BR , ZEBTLATEMEESRRE ,

MmefEMA Kafka EABAMICKERZWREESRFRE. SN BERSEEESH2UR—
AN connect-{CONNECTOR_NAME} W, REFARAFTE , CLENENEEMEE
CONNECTOR_NAME {ERYEL W SR E RN LRI RB AL,

Example : EERBE#EETBUCEAENMENEEEHLIBFRIERES

RIREBE —NENIERHIR (CDC ) E#E |, AHLBETEKX CDC RANMLENER MESUERESR
BB, BT EEMNENERRLE  BWUNBREESRHERAMARNEMOIEMERESR. EEIFNE
1357 CDC AP MALLTF AR , BN ETHFEFEEFEE AEESNRBFHEEE, UTIR
BRI TE RS

1. BEZENEBEFRUTENL , STUTHITUEREERFRRFHEEIENEN. F
<bootstrapBrokerString> B AEENS|ISREFZHE, BXRIGISREFRHAENLR
B9 , B2 JREL Amazon MSK 8K 5| SR,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --list --bootstrap-
server <bootstrapBrokerString>

DTREERTMEERHIBNIIR K SEMERIANASEZSREEIE, EHRAH | 0

& CDC #E#=REAH MSK Connect BIEZHNIIANRREFR T, IHRRREFHEIEEN
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2 WERA,

__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
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__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
my-msk-topic-1
my-msk-topic-2
2. BELATMUEITFF Amazon MSK ###|& : https://console.aws.amazon.com/msk/o
3. MEESRIKRPERENERES. SEFHREEESEEFERNAR , LESATUNEHB# TSR
A ek EMmERESS.
4. EMRRERS , HEERR. AREXERAFEREPR AEZREN , UHEIARBR.

5. ERAESEHSNEREENTIHEFERE, AXUH , FSHUEEENTHFEFEE.

EIEEFEEY YA ZIRZRINREFEIENEMEENRLTUTEES
offset.storage.topic B{E.

config.providers.secretManager.param.aws.region=us-east-1
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManac
config.providers=secretManager

offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-2

6.
/A Important
DR FE R IEE S B EEFHR B .
EREL-—THRENTFEFEEIBIMERRR. AXUH , BSRHLIEEES.
EBEW

EEBEREESRFEREN , BERBUATILR.

- EEERBEHEE  FRUNEESEBENTIEREFEED of fset.storage. topic H{E#H
THEM#MN Katka TEE Mo

- FREESRENZEETE, IRFREESTRETNERATRFERLER , IENEEETELS
BEEZRLEINEEFTINTH. RINBWNESERENXEUIREBUES.

- BENBRIADXE - BRTEIRI of fset.storage.topic REENIERFEES , BIETTLL
NERBARSE#RETFEENL I XBE, APEINR AT XIT,
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- config.storage.topic: 1, FAIEE , XTM2EHXER
- offset.storage.topic : 25, AI@EIEM of fset.storage.partitions #H{TEE

- status.storage.topic : 5, Al EIIEM status.storage.partitions HITEE

« FEHMIBRER — Amazon MSK Connect E 8 X Ef B E BRI Kafka EZEATER (
BAMLL __amazon_msk_connect FFk ) . MIMEIEHREZESBNIBEBET2E3MER , BH
RNEPED (I of fset.storage.topic ) AILAEEERCRAESFERH, B2 , B LF MR
MSK Connect S| ARERNATET, NEBEBIZR _ amazon_msk_connect_<offsets|
status|configs>_connector_name_connector_id #&A Ao

IENFRXE __amazon_msk_connect_<offsets|status|
configs>_connector_name_connector_id AT TFMIBRAEBER, & Rl BR IEEi=1THIIESE
BREE EEFEANATBESR,

« Xt MSK Connect IZZHWABEBFEAHEEEN - IREESFRARBSFEEITREFELETNLUR
WEESENRS , WXTATEESEES HEESHERNEN. JUFERAIEEFRERIR
B offset.storage.topic B , WERNMHEREMNEHDE S of fset.storage. topic,
HETRMNEZSBCRAESFEH. EEEESFEEPEART EE, MSK Connect FAFR
FIHE#EIHE config.storage.topic M status.storage.topic. ®BIXTE MSKC
FAIEIMEESNHMBXLEEH, SIISEB _ amazon_msk_connect_<status|
configs>_connector_name_connector_id %X Bz E , Rt EZEENFRIERESRIFLE
iENEN

f5E A B i $R A A2 P R ERRME BLANEBAE

W RBISE R T a0l B IR B B 1R 2 F ¥ Amazon MSK Connect BV BURE B A ERL, BLBIREREF
ATEEEESITEEFEEREETEMIARAXN , EEERPETH IEEFSEEITNRE

RATXETEE, XEUBLESIEMEMRANBAXERFEH. RmOIPHEERMERZIFMN S AWS
ecrets Manager, Amazon S3 # Systems Manager (SSM) RZREES . EFHR 2+ , BULAEFE

MARNERENRSEEBRREENEHENRE,

F

5
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S BB ENAE MG £/&EF S3

EQEAENEG , BEXREITEN LETLL TS msk-config-provider R 812 —NBEEESM zip
X

£ A48 um & O M Debezium 1By E#=R 02 B E LEH

£ AWS CLI AMRBE ATFEIFR AWS S3 BN ERENBRAFSAETHT. BXTEMRE
AWS CLI 15 & , F2 5 (AWS Command Line Interface A1) FH AWS CLI Al ), BX#E
Amazon S3 H{EH AWS CLI B8 , i5ZFAWS Command Line Interface B8R #IF Amazon
S3 5 AWS CLI Bt &R,

1. ELWEBEOYF , FAUTHSEIEXFRIE—NEN custom-plugin FIXXHRK,

mkdir custom-plugin && cd custom-plugin

2. FERALUTHSM Debezium Wik FEEFIREMAE MySQL Connector {4,

wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

FERUTESTEN gzip XHREE custom-plugin X#4%H,

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

3. FRUTHSTH MSK BB RMHER zip X5,

wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.1.0/
msk-config-providers-0.1.0-with-dependencies.zip

FEAUTH BTN zip XHREE custom-plugin X#HXKH,

unzip msk-config-providers-0.1.0-with-dependencies.zip

4. [LEARSBEHPH MSK BLERMABFNEESEESZNANBEREEE N custom-plugin.zip B9
B,

zip -r ../custom-plugin.zip *

5. FX#HLZEE SIUERESE,

SEA: EEE A H EEE S3 114


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-s3.html
https://debezium.io/releases/
https://github.com/aws-samples/msk-config-providers/releases/download/r0.1.0/msk-config-providers-0.1.0-with-dependencies.zip

Amazon Managed Streaming for Apache Kafka FERARER

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

6. 7E Amazon MSK ##I& M MSK Connect o0 T , EBEENTEH , ARERCEBENEHH
N YK s3:<S3_URI_BUCKET_LOCATION> S3 Zf&4 , EBNIN L& K BENAEH ZIP X4,

Amazon S3 » Buckets > msk-lab- M -p\ugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v ‘ [ Create folder [ Upload

Q_ Find objects by prefix 1 @
/] Y pi
Name A Type v Last modified v Size v Storage class v
B custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard

7. WFHEHGBEF , WA debezium-custom-plugin, ¥ , W AR HIERAE B E @AM

Amazon S3 > Buckets » msk-lab- INIEEBB-plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v ‘ l Create folder [ Upload

Find objects refix

Q Find objects by prefi L @
Name A Type v Last modified v Size v Storage class v
D custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard

SR 2 ATENRBEEFEESHHMNR
FAMENAT=ARSTRESHE |

+ Secrets Manager
+ Systems Manager Parameter Store

« S3 - Simple Storage Service

BEUTRI <2 — , REBAXNZBRFRESHMBRNRNEA,
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Configure in Secrets Manager
£ Secrets Manager R B ESH{E

1. 3TFF Secrets Manager #£#l &,

2. BIBRFBHAXREEEZIERFH. BXxUH , H5H  AWS Secrets Manager fiF1ER)
A9 BIZ AWS Secrets Manager 40,

3. EFIHEEAM ARN,

4. FUTROIKEEPH Secrets Manager XERAMEIZHNRFZHITHAE, fF<arn : aws :
secretsmanager : us-east-1:123456789000 : secret : -1234>FRNIRMIZH
# ARN, MySecret

5. AIMTFEFEENEERREHA,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [

"<arn:aws:secretsmanager:us-

east-1:123456789000:secret:MySecret-1234>"

]

}

}

6. EfFA Secrets Manager BLERMEF , BESE 3 FFUAT/LTRBESEIERFEEX
TAER :

# define name of config provider:
config.providers = secretsmanager

# provide implementation classes for secrets manager:
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config.providers.secretsmanager.class =
com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

7. XF Secrets Manager BLERHREF , FESR 4 PEFIEZESF[REN LT ILITREB,

#Example implementation for secrets manager variable
database.hostname=${secretsmanager:MSKAuroraDBCredentials:username}

database.password=${secretsmanager:MSKAuroraDBCredentials:password}

B LR REESEERMERF —EEM.

Configure in Systems Manager Parameter Store
£ Systems Manager Parameter Store H & BS &

1. §TF Systems Manager &l &
2. HESMBEKT | £ Parameter Store,

3. BIBREEFMTE Systems Manager PV S8, BXHEA , FSH  AWS Systems Manager
BAFigr) F1 “Bl2 Systems Manager S8 ( B#H& ) 7

4. EHSHH ARN,

5 FUTRAIKEEHRE Systems Manager X BRFMEIZHRSHITAE, & <arn: aws:
ssm: us-east-1 MyParameterName :123456789000: parameter/ > ###### AR
No

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
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"ssm:GetParameter"

1,
"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/
MyParameterName"

}

6. EfFA Parameter Store BLEBRMRERF , BELS R 3 PRHUT/LITRBEHNZ TEREFEREX
TAER -

# define name of config provider:
config.providers = ssm
# provide implementation classes for parameter store:

config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. XF Parameter Store i ERMRER , BEDR S FEFIERSFBHEN U T ILITREE,

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

BRI UH ERRNMN S REESE B RHAREFHHER,

Configure in Amazon S3

1£ Amazon S3 FH EX R/

1.  FTFF Amazon S3 #2#l A,
2. FXRREEER SIHNEMEE, XU , BSH LA R,
3. EHIXRE ARN,
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4. FUTROIKEBHH Amazon S3 N RIZEMRFMEIEZNBRFSHITEE. &
<arn:aws:s3:::MY_S3_BUCKET/path/to/custom-plugin.zip> B AT RE ARN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "<arn:aws:s3:::MY_S3_BUCKET/path/to/custom-
plugin.zip>"
}

]
}

5. EfFH Amazon S3 BERMER , BESER 3 PRUAT/LITREBEHI B TR RO E XAE
/o

# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws . kafka.config.providers.S3ImportConfigProvider

6. X T Amazon S3 BLERMKERF , BELSEK 4 PRUTUITRBEHZEZREE,

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

BT ERRNMN S REE SR BREEFRSER,

]R3 ERASEERHEFAXNERCEAENTFEFEE

1. 7£ Amazon MSK Connect 39 TR ITERFEE.
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2. ERAUBIEFEESE

3. E'IEFEEZBH XAEH A SourceDebeziumCustomConfig, “HiR"2iEIEI,

4, REAMENRHEFSEFHEINEERE  ASHEELI ITARFEEXFEF,

5. UTRAB=AREEFNIFEFEERA

key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

# define names of config providers:
config.providers=secretsmanager, ssm,s3import
# provide implementation classes for each provider:

config.providers.secretsmanager.class =

com.amazonaws . kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider

# configure a config provider (if it needs additional initialization), for example
you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. REUEBIEEFEE

HIR 4 SlEERSS

1. EBEROEMERSZTINHE , QIBIERESR,

ERIBIE 277 P L2 E] S3 NP custom-plugin. zip XHER B E EHHIRIR,
BEMENRAERFEFIMEANEEND , ARREMWEI TEEFRE FERT,
LTRMBEZARUEFNERSREERA

R
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#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm: :MSKBootstrapServerAddress}

#Example implementation for secrets manager variable
database.hostname=${secretsmanager:MSKAuroraDBCredentials:username}

database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

5 %FFEHBEENEE", AESourceDebeziumCustomConfigh\ “TESSELE” T HL 5K F i 1Tik
%,

6. RBOBEESFPHANERIRIATERE,

FEEM

N4/

9 MSK B B124t72 55 Amazon MSK Connect Bl e , EE BTSN :

@ IAM BRSITA e BEERERBERMAEFE SR,
- EITEEFREPENBERMEFREEEESREEPHSIH,

s MEFBGRGHRAEEEENNHE , NXLEAESHINEEZESEBEP, Kafka Connect X RE
YHEEENLEAXNSTAEMBAEER. ETHRESELE , BESRABLEESEEPHIMW
#,

« RIABRT , MiEESEFEAERERMEREFN , MSK Connect 22 EH B oiZEER. EXAME
BIA , A LAEEESBEEDN config.action.reload EI& &R none,

MSK Connect B9 IAM A& & F KB
£

- BRERITAE

« MSK Connect B IAM policy 745l

o BHIEERS B BERE
« AWS MSK Connect V£ & F B

EEBR oY


https://docs.aws.amazon.com/msk/latest/developerguide/mkc-create-connector.html
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« {#/ MSK Connect BWIREHEXAE

BSHITAE

® Note
Amazon MSK Connect AX#FFEHA RS HEKXACENRSHITAR, EBLMEIELIMMIRS
WiTAB, BXxNMAEIZEEN IAM ACKNEE  FS5E IAM AFRERHRHNCIEAGLE
AWS BRFZZE MR,

£/ MSK Connect BlZ2iE#EIE , BFEEEEES 2 —&EFEHAK AWS Identity and Access
Management ( IAM ) B, ZHRFHITACLMEFTUTEERR , LME MSK Connect AT AKX A
ZAG, BXUERPRE LT XENIEE , 525 the section called “Br LB RFZIREERE,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "Account-ID"
.
"ArnLike": {
"aws:SourceArn": "MSK-Connector-ARN"

MBEBREEERESR—REMAN Amazon MSK £&# A IAM BHRRIE | NAMOEZESNRSHITA
ERMELTIRERS, BXMAERESMN UUID AR IAMEER ARN WEE |, 34 the section
called “&IR”,
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"

1,

"Resource": [

"cluster-arn"

"Effect": "Allow",
"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"
1,
"Resource": [
"ARN of the topic that you want a sink connector to read from"

"Effect": "Allow",
"Action": [
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
1,
"Resource": [
"ARN of the topic that you want a source connector to write to"

"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [
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"arn:aws:kafka:region:account-id:topic/cluster-name/cluster-uuid/
__amazon_msk_connect_*"
]
.

{
"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"
1,
"Resource": [
"arn:aws:kafka:region:account-id:group/cluster-name/cluster-uuid/
__amazon_msk_connect_*",
"arn:aws:kafka:region:account-id:group/cluster-name/cluster-uuid/
connect-*"

BIFEESENER  SUELEEENRSINTACHMATFE TR AWS BRI RER, Fl,
WMREWEERFED S3 FRHBAEBE , WRFHITAGXIEERTFEAZFHERB IR

MR RER R, HTNHB/ , BRI UERES —NAE IAM policy KEBEFTLHRINR , 50
arn:aws:iam::aws:policy/AmazonS3FullAccess, B2 , HFZ2ZE , RNBVUEFEAK
FREERE | R ENERESM AWS RiZEBIERE A AWS #UkES,

MSK Connect B IAM policy 745l

EOFEERMAFRTXNAAE MSK Connect ZhRERI ST T EIANER |, HF 0T REEFHIINEZ A H 1AM
y= R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafkaconnect:*",
"ec2:CreateNetworkInterface",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
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"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”

1,

"Resource'": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
kafkaconnect.amazonaws.com/AWSServiceRoleForKafkaConnect*",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "kafkaconnect.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
kafkaconnect.amazonaws.com/AWSServiceRoleForKafkaConnect*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"

"Effect": "Allow",
"Action": [
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"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,
"Resource": "ARN of the Amazon S3 bucket to which you want MSK Connect to
deliver logs"

1,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "ARN of the service execution role"
1,
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "ARN of the Amazon S3 object that corresponds to the custom
plugin that you want to use for creating connectors"
1,
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "ARN of the Firehose delivery stream to which you want MSK
Connect to deliver logs"
}

]

B L #5 Bk 55 08 7% R T

BERERER-IMREMEE , DFEFRFENITRROS A ARSIBERAES MR KEHRIT
ZRE, EH AWS , BERFEGTRLSBERANBIFRE, — MRS ( HURS ) A% —TURS
(FMBRARSS ) Bt , TRESREBRSEL, ATLURNEARS , EAERRUEEMER T ZKRSET
MAGFERBEHTRIN S —NEFNERETRE. ABLEXFER , AWS RETHEBEERF AR
SHBENTE  MXERSPHRSEEERNRFAKS PHRER.

BANBWERFREREFAMFEH aws : SourceArn M aws:SourceAccount £FFHFLETE |, R
#l MSK Connect H HAfRF MM R IRIGRINR, MR aws:SourceArn ERIZEMKF ID, Hlm
Amazon S3 77 ARN TEEMKF ID , B4AFERARNEREZFM4 LT XXRRRBRHINR. MRE
FRALBZHLETXZ4ANETEKS ID B aws:SourceArn B , M| aws : SourceAccount E#]
aws:SourceArn EHMNIKFER — KB IEAPEAN , XIERERNIKS ID. MRERFHEF—
NRBREERSHRIMEXE , HMH aws:SourceArn, MREEAFZKF PHEMNERSERS
ERIRIEMXEX , B aws:SourceAccount,
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F MSK Connect , aws : SourceArn BB SN E MSK EREES,

R EREBEREREMMN A ERMEM aws:SourceArn £R&H4 L TXRINARNTE
ARN, MMREFTHERFENTE ARN , REEEEESMNRR , FHX ARN KA EATE
BERF (*) BY aws:SourceArn £ L T X&H®, fla0 , arn:aws:kafkaconnect:us-
east-1:123456789012:connector/* RNBTEERZ ( 3FRILMILER ) XFA ID K
123456789012 YK 7 BV FT B E 285,

AT RBIERT A A MSK Connect F 8 aws : SourceArn fl aws:SourceAccount £RB&H L
T @R EEERERBA, I Account-ID Ml MSK-Connector-ARN B R EHNER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": " kafkaconnect.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "Account-ID"
},
"ArnLike": {

"aws:SourceArn": "MSK-Connector-ARN"
}

AWS MSK Connect B E & F &

AWS HERBRHMIENEENILL KK AWS, AWS REXRBEENTZENLRABIRMENR , UE
BRIBFIBAAF, ANBesENR.

FicE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BAEMNAHME AWS T/ £
M. BMNBUBIEXBRETENERAZSRNE S EEERBERE -SRI NR,
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BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BREZER , F5H (AM AFER) B AWS EE XK,

AWS IEE XK : AmazonMSK ConnectReadOnlyAccess
I SR RE [6) F P #1525 %)) S M358 MSK Connect & IRATERI R,

IEA LU AmazonMSKConnectReadOnlyAccess SREEHIMNE] IAM B 17

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkerConfigurations"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"kafkaconnect:DescribeConnector"

1,

"Resource": [
"arn:aws:kafkaconnect:*:*:connector/*"

"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeCustomPlugin"

1,
"Resource": [
"arn:aws:kafkaconnect:*:*:custom-plugin/*"

"Effect": "Allow",
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"Action": [
"kafkaconnect:DescribeWorkerConfiguration"

]I

"Resource": [
"arn:aws:kafkaconnect:*:*:worker-configuration/*"

AWS FEEREE . KafkaConnectServiceRolePolicy

bR B& @ MSK Connect fRSS &R TR MEETH AmazonMSKConnectManaged: true FrEEHY M
FEOMENNER, XEMEKED R MSK Connect B M4 1517 Amazon VPC HEYEIR , Hi40
Apache Kafka &£8f, IReZEWEE,

8T %M N KafkaConnectServiceRolePolicy ZI#&HY IAM 3548, LEREEMMBIRSMEXAR , AW
MSK Connect R FREMITIRIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/AmazonMSKConnectManaged": "true"

I
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"
}
}
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,

"Resource": [
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"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
I

{

"Effect": "Allow",

"Action": [
"ec2:CreateTags"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction":

}

}

.

{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/AmazonMSKConnectManaged": "true"

"CreateNetworkInterface"

MSK Connect 3 AWS £ & KBS E 3
EEBZBSTRERIXLEERELE MSK Connect AWS HEE R EFNFHEE,

B DU B

2021 £10 A 13 H

AWS REFKH
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BEX iR A Hf
MSK Connect E# 7 RiEEBE  MSK Connect E¥T 7
AmazonMSK ConnectRe

adOnlyAccess BE , BUE T X4
F BRI,

2021 9 A 14 H
MSK Connect FF/g TIRER®E X MSK Connect FF#AIRERE

AWS BRI E R,

£ MSK Connect WIRE X AR

Amazon MSK Connect ff AWS Identity and Access Management (IAM) RS Ex B, RSHx
AR MR AN IAM AR | ©EEHEES MSK Connect, IREH<ABH MSK Connect FLiE
X, BREZBRSARERAAEAM AWS RSFTENFTENR.

REEXRAER AL EERENMIZRE MSK Connect , AR BFAF o RMATENPE, MSK Connect EX
HERSHEAXACHNIRER , RIESHEN , BN RE MSK Connect IR AE AR, EXHNREIEES
FERBEMNEREE , mENRERETEMHM MEEMET IAM £,

BRXXERSHEXAGHETCRINES , BSHAER IAM IAWS RFHERBRSHEXBEIIFER
NRNERS, EERMERE  EFEZRSHBRSHEXAEXH,

MSK Connect B R % #8< & &R

MSK Connect {# % 3 AWSServiceRoleForKafkaConnect— 72 & # MSK Connect X 3& &5l
IO ERNRSHEXAR,

AWSServiceRoleForKafkaConnect lREZ X B {SEkafkaconnect.amazonaws . comfRE KA &
ZAR,

EXZAGERANNREENEES , 1§50 the section called “KafkaConnectServiceRolePolicy”s

BYMEENR , £ IAM XSG (AR, AFNAR ) 012, FEIMBRRSHEXAG. BXESE
B, B2 (AM AFERE) PRERSHEXABNR,

#12Z MSK Connect WIRSHEXA R

BEEFHCERSHRAR, HEBE AWS Management Console, B, AWS AP| 28 % #2587
AWS CLI , MSK Connect 2 R ZBIZRFSHEXAE,

EARSEXAL ey
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MBEMBRIZBEZHARAER  RAEEEBXRCE , S LUFEREERREKFHFEFCELAR®, B
BIEEREEZRT , MSK Connect BX N ECIERSZHXAE,

YR58 MSK Connect WIREHE<A R

MSK Connect A& 4% AWSServiceRoleForKafkaConnect RS EXA®., ERIERBRSHEXAR
B, BNEEERACHEN , RATREEZHXAS A1ZAG, T3 , BUUEH IAM REAGBH
W, BXEZELR , H5H (IAM AFIERE) PHNERERSHEXAR,

i Bx MSK Connect WRS <A

O LAGEF IAM 8 %]&. AWS CLI 2 AWS API FIIBRIRSHEXBE, NRITIERE , BYMEF
SIIBRFTE MSK Connect iE3%88 , AR T F IR ZAR, EXEZELRE , ESNL (AM AFE
B HRRBRIRSHEXBE,

MSK Connect RS X AN Z XX

MSK Connect X BHEZRSAANAMBEXBEHEARSHEAXAG. BXEZER , H5H AWS X#
i Ko

79 Amazon MSK Connect /8 B BB ™ i 4]

WRIEH Amazon MSK Connect ZE#EBREZH R BN |, TANEBWEFEHLLT Amazon Virtual
Private Cloud (VPC) & &R /3 AiZ 1A B R,

- EALEFHEEEESR.

« ERETFRHREN VPC BRI AE NAT Mk NAT £4l, BXREZEER , BHSH (Amazon
Virtual Private Cloud P 18R/) FRIER NAT 82N FREZS BB E4 VPC TWH,

o RTFMNFEFME NAT FXSHEAIH HGRE.

A Amazon MSK Connect 18 & NAT F>x

T SRERUAIRE NAT FX , ERNEZRERAERMR. £AE FRAEEESRH , &
MK LS IR,

FTRFM
BRIESEBUTIE,

- BEEMNERREXM Amazon Virtual Private Cloud (VPC) B9 ID, 430 vpc-123456ab.
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2. FERAEREEMRIEN NAT WXBIZ—NMNEFW , HiETFM ID., BXFEHMAERA , FSHE
VPC F8IEF M,

3. BIEEBRMMXIUESLRHN VPC I EEBKMES , Hid TMX ID, FEBRMM XM NE VPC,
BRI | BSH00 2 H M BB M H K,

4. TAEANE NAT WX , LEREFMHPHNENT UL RIEN AT FM, 012 NAT MXE |, H1EF
ZHIBBNABEFN, BXREA , BSERGIE NAT WX,

5. MEEHAK. BEHAUTERMNEHRRTETHLRE. ENZELE—NE5E£H VPC Rt B3
BN ERAR, EUHSRT , EEANLEFRUEFNNEAR,

a. FAUTREMSRVPC WERABAR , MELEFRERERBEEH NAT MXx, BXiR
B , i§2 5 {Amazon Virtual Private Cloud B 1ER) FMIERAKHERE,

FAHE MSKC BH&
& =]
BURE BWERNZREREE — MR BN
X, UEHBERIE. flaFhE MSKC,
REREYF M EHNAE TN

A MSK Connect /8 F BB 17 7] Y 3% B « B : 0.0.0.0/0

- BAR : BB NAT M ID, il
nat-12a345bc6789efg1h,

R0 E A A< #b 3% H - HHH : 10.0.0.0/16, WETRELEMF
@ , E4BURF & VPC B CIDR 3R,

- B#R : ity
b. RECSIEBEUKRARTHNIHEE K ALAEFMEERAR, SR , EBEHFZIZTRIEA
HRMBF , B BBIRBZR EWAN FMKE, fFlansE MSKC,
c. FAUTEEBERBEMN/AE MSKC BHEK.
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&8 MSK Connect FEY%AH DNS EHE XK , BUUBEEREBUSELFIRFTESE, IIFHER
T VPC DHCP &I & HiEER DNS ARS8

DHCPATER —HMEEE , Wit VPC By EC2 =HI B F@T VPC ME# THEE. 81 VPC &
B—BRIA DHCP &1 , BEMREFHE VPC HWEHIFEATEHR DNS RFEFRF/TEH BN , M
AERA Amazon 124 H DNS Br58E5 , BB AR BE X DHCP %I, ¥ Amazon VPC H#Y
DHCP &I £,

HERERSF A RS VPC DNS f#HT88ME FiERERS ¥ 1T DNS &g , FH#E7E MSK Connect F8&8%A
DNS fBATeeh/ThEE, EZEBRFHAZEF VPC DHCP &£ E VY DNS AR 283 1T DNS 47,

EEFRARSERRT N EEREENBHPILTREMNENS, SNTEBRNTELFTREXPENLH
MEENE , WEEEEMESMEHER DNS BRSSER.

MEZEFE DNS , BLEEFILBESHHEE. BELENRSE (FlWB2 VPC H1Y Secrets
Manager ) To3E R BEBMAOEF AT EFER MSK E#Z8S, FFZEMFHATE DNS EHBRERB/L
WZERRER,

F&:

- BLEEEESHY VPC DHCP &TE

- VPC Hiy DNS B

#.75 DNS 414 134


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html

Amazon Managed Streaming for Apache Kafka FERARER

- BEAE

FLEE A VPC DHCP &I &

BlEEREERN | EESFLHIEAEH VPC DHCP EIEH E XK DNS fRS5ER. ERIEERERZ
Bl , EHRE N EERRHN DNS EH B ENTEREE VPC DHCP 1T,

£ MSK Connect Fi2#3.F DNS EHE ZhaE 2 ol 6 B E T4 SR 2 BIAY DNS @BTEE |
EEHRTEMER

MREBRAEBEEFEBFRPHITALNFTEATA DNS EHEEFT , ATERZRE , BiUSECIEERERS
B8 A K PP BV BRIA VPC., B 5% Amazon 28 DNS BR% 885 Amazon Route 53 Resolver Y& %15
B |, %% (Amazon VPC AAF 1) # A Amazon DNS 5525,

MREFEHENFIE DNS 4R , FRRECIREESRLEREZER VPC Y DHCP 2T C IEHE
B, BXEZER , 520 (Amazon VPC AF1EE) HHVEA DHCP &L,

HEEFH DNS EH A MEATH DHCP TSR | {HHRIERERS A LUL F & 1E DHCP EBEHE B/
HEX DNS fR58s. BN , EEERREIE KK,

BEX VPC DHCP &S , B/E1E 1% VPC F oI Z2 R E =R F £ A BRI EF EERN DNS RS
B MRECIBREEB[EEICETE , N ZEZEBRHE/LD HARARFETEFHIRE,

VPC # 1y DNS B

BREIREB (Amazon VPC AF#ERE) K& VPC F# DNS EMH DNS =& FAMR EBWEE VPC
DNS &%,

B R EF AL W Uh R AT 25 in S E e N 4% 522 VPC SMEREREEZSFENESR |, F3H (Amazon
Route 53 FF x AR 16F) FHEEMT VPC 5ER M4 2 AR DNS Eif,

HELL
AH B DNS BRATARSCHY T AEA0IE S35 0112 KA R AR R L B O B AR AE

Failure BICKE 15 1

WS DNS BTEWAM , RETLENERESRT NRECHEESF[EETXEEE , N E

i8] DNS fRS585 , MIEREEF B KK, CloudWatch BEH EZ|/H T DNS @&k
WS B ERERS A8 AW,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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Failure BUCRINETE
& DNS RSHFEE , ABRMIERESZE DNS
AR5 2R HY R EE B T Ao
MREEEIZTNER VPC DHCP IEF MRLEHEZRSFHE 7T XLERE , WA E

9 DNS RS 2RECE | ISR BEHERRAY DNS f##
MERAEESRM, MR DNS #TERK , FL&
EEBRES TRIHEARBWRE.

3 MSK Connect #1THEidH

MSK Connect AIEAE A A i TR ELESRN B ESMH, QIZERERN,

/L,\E*-F .
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SANEE

« Amazon CloudWatch B&
H, BRI H

CloudWatch BEH & ZE|H T DNS @#fr&Eif K
W TS5 B9 FE 12225 01 2 K ML

AMNESNEHERAEEEFREEE, W
REEREZXMER , BUUBRRXIBAANE
EERERKRMNES , A UER OB ERSR

o

BAUEEENHSIMATH

% MSK Connect fiE#850 B EEH XIZFHA B &
28 (BEAFPERE) F1 6|3 CloudWatch BE4H,

« Amazon S3 : "J‘TJ«}J
S3 FHMNER ,

« Amazon Data Firehose : A LAHEE
ABIBREEMRNES ,

E%HE MSK Connect B HE & IXE#ET B EEHH S3 F#EE. Bx0{TalE
EZ# (Amazon S3 AAF1ER) FHCIEFMEME.

% MSK Connect fHif#28 B EEH KX EINERTR. B
15255 Firehose A P8R #6812 Amazon Data Firehose &%l 7o

ETHRAXKRERD
Lt AWS REH#HITHE

FEIEERNEZER
103K

MSK Connect £ &% HUA TR B HESH

gl
INFO

WARN

, 52 {(Amazon CloudWatch Logs FIF#§r) FHEAMNE
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B XA BBHETH REEH

TREREFAHFLEHIAHIBNANEITHNREE
/Ro

BEIEH
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&5 iR
FATAL ST RELIENmEEIR,
ERROR FHGHENBRMZ T RGEIR.

LT 2% % Log CloudWatch s ) B SZE4HI RAI :

[Worker-0bb8afa®b®1391c41] [2021-09-06 16:02:54,151] WARN [Producer
clientId=producer-1] Connection to node 1 (b-1.my-test-cluster.twwhtj.c2.kafka.us-

east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)

B 1L 58 B R I AR

® Note

MRFBEHRFBRBEEEELNIRE , WX EEARESHNEERSRBEH, Kafka Connect
XAREMNEEENLES XN SEMEMAEERE.

MBELNAEGEENBEEEN NS | N Kafka Connect ANEESR A EHREEBZBEUHNE, Hla0,
LTEERBAERD , MBRAEBH aws.secret.key BN PASSWORD & | NEHEFNEHRN
[hidden].

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] [2022-01-11
15:18:55,150] INFO SecretsManagerConfigProviderConfig values:
2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] aws.access.key =
my_access_key
2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] aws.region = us-east-1
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.secret.key
= [hidden]
2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] secret.prefix
2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] secret.ttl.ms
2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b]
(com.github. jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)

300000
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AP EESF AEGPHIARE |, BHTAARXLTFER Kafka Connect HHEFEE
ConfigDef.Type.PASSWORD REXNBBEM. SEMHENZXKE ConfigDef.Type.PASSWORD
Bt , Kafka Connect &N EEMIEREET HEPHER |, BIMEZELA R £iE B —#,

532 MSK Connect

SRR 44 MSK Connect F1E fit AWS R G R FEM., ATAMNMMEEENEEHAKE S, Amazon

£ 328 CloudWatch 128K AWS BRMEIZ1T AWS W ARF. SRS MRERER , 0128
ENEEFH , Uk REBRUAEEENEREIZIEENRENBAERKXEEK, Hlm, &9

LA CloudWatch BRERE#EZRM CPU AR HMIEN , MEEFTEMEMERE, FXEZEE B
2% Amazon CloudWatch B 1ER .

T&RETRT MSK Connect [@iZConnectorName4 E CloudWatch T XA IEIR. BRIAMBERT , MSK
Connect I2IX EEFR | TUEREISATE A, CloudWatch X LSRR E 15 N A |, XBELER T LR
EEEHEFH T EESENMRE, EAIREREREKNER , TREX NMEERKIXBH DX
{13, BXEZER , S 1 Amazon CloudWatch AAF .

MSK Connect g%

ERE N iR

BytesInPerSec EESBRBERNEFTH.

BytesOutPerSec EESRRENEFTH.

CpuUtilization REMAFH CPU BEB D .

ErroredTaskCount EHENESHE,

MemoryUtilization THEEFREFILERNENE DL , AR
RYPTEEMFEAN Java BRI (JVM ) HR
F. WM BEFTRFHNERHERIERS. R
It , JVM 3£ K/ (MemoryUtilization) &% M &
NERNTFIR , ZHERNEHIEMERENHZ K
8, 979 80-90%., FEEEZESEXFRANEFEEAE
WML, JVM HFERAE TR MR,

RebalanceCompletedTotal HEESR TR ER T E S8,
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WorkerCount
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EEREENTE LR TR ( AZRH
Bly),

EEREENFE L RNKKERE (AZRH
B,

B b 52 2R ST X BT — IR BT P18 BASK AV B i)
(RERRNEM) .

EERPEESITHESHE.

S E M Apache Kafka 3f Amazon MSK £
BSHVIC R BE,

FHEY MR P A E B ARV ICRE
B, hHETESHIEFNIETR,

FHEVERRRENIDILE,

SR MNERFEHH B A Apache Kafka =
Amazon MSK £ IZRZIE,

EERECZERNES B SR, BUUERALE
RIRBNESFSEHZRFHRERR.

EEBRDBEHESHFIED L. ERILMER
EERKIRNES B EHAPHNRERER.

EEESBPETHIEEFRRE.

AT GE—RE , aFHBEIERIZE Amazon MSK Connect &R , FIHIE N E = HiEESNE ERM
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i
« Amazon S3 1EZINESEEES
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. HEREREIEFN Debezium FIEEE

Amazon S3 WSS EERS

1t 45115 BB 2n4a] 5 A Confluent Amazon S3 UK E5iE 85 F17E MSK Conn AWS CLI ect #62
Amazon S3 EZINERIE RS,

1. E&H|IAT JSON HEMWLEIFHXHH, HEVAFFEFEERNS Amazon MSK £EH W5 SRS
BREEFHEUREHNFRNANZLA ID BN NNE, BXIMTRERSHITACHEER , S
% the section called “IAM & &KL,

{
"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
"topics": "my-test-topic",
"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "my-test-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,

"securityGroups": ["<cluster-security-group-id>"]

+
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
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https://www.confluent.io/hub/confluentinc/kafka-connect-s3
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"workerCount": 4

}
},
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [
{
"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",
"revision": 1
}
}
1,

"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},
"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}

2. HELE—HHRRTF JSON XHHXH4HKFZTHT AWS CLI 8%,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERDETH T RREH ML RO,

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"ConnectorState": "CREATING",

"ConnectorName": "example-S3-sink-connector"

A OB IR RS MY Debezium JRIERESS

L RBIE R T 20EFF Debezium MySQL EZES[ 1AM SR A MySQL # Amazon Aurora 3#EE —i2
RAEXRIR, Tj':JJ:t7J'\1’§|J'=F BAVEIRE T FIR AWS Secrets Manager i B 121172 F KX AWS Secrets

Managerf I BIEEZIEH TAT. ETHREXBEERHEERFNESZELR , B2 £ARERMHE
s RS,
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/A Important
Debezium MySQL ZE#ZeE4 N EZHF—TES , FEMA Amazon MSK Connect Bz T B A

BER, BENZANEAMERERN , AEEZFHEPH workerCount REN 1. ET
fEHX MSK Connect RERANEZER , S EEFTE.

FFIRBIRY AR T

B EZBLIEER R ERN |, XHETFESE I AWS Secrets Manager B2 AWRFZHITRE
Amazon Virtual Private Cloudo AT ARSI AI BB BTERUA T ESUABRAERMN IR,

- REFEE NAT MXHFFRERBEE VPC RERMMXHLEFM.
- EFAREFRAREERE NAT MXHIRRIARH .

BEXxEZELR |, iH5E 7 Amazon MSK Connect /& A BEEM 58],

FRZMH
ERRABEBRMpR 2 , £FEUTHE :

- BEENER KB Amazon Virtual Private Cloud (VPC) B9 ID, 4130 vpc-123456ab.

- VPC HIFAE T ID, i subnet-a1b2c3de, subnet-f4g5h6ij &, B4 EAFE TME BiERE
2o

NEEERRE A B BN F

1. $TFF Amazon Virtual Private Cloud ##%|& , Mt https://console.aws.amazon.com/vpc/e

2. ERABEREEMRIEN NAT MXBIEZ—NMDEFMW , Hi2TFM ID. BXFHAUEA , HSHAE
VPC H ol FM,

3. RIEEBRMMXIAEEN VPC AIAEEEMIEFE , Fid THX ID. FEBMM <z VPC,
BRI |, ES R H M hn BB M MK,

4. FREANE NAT WX , UEMREFRPRHNENALBEEHAE FM, 012 NAT Mxat , HiEE
ZHBEBALNEFM. XA , BSRAE NAT Mx,

5. BERAK. BEHAXTERMEARTETRLMRE. BNZEELE—N5EW VPC Rt B3
BENETERHER. EUTHRD  BEALETFREUETANANEHEK,
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a. ﬁFﬁJ«XT&E{I’IE& VPC WERHBR , WMEAEFRSREKBEEN NAT Mx, EXit
B , i§2 5 <Amazon Virtual Private Cloud P 1ER) FRIERAKHERE,

FAHE MSKC BHi&
& (=]
BURE BWERNZRHAREE — MR R BFIR
X, UEBERIE. flanFiE MSKC,
FEREY ™ BREFN

A MSK Connect /3 F B BX M 1/ 7] 49 % B - B : 0.0.0.0/0

- BFR : B8 NAT X ID, Bl
nat-12a345bc6789efg1h,

RSB 37 E 1Y 2 b B F - BRI : 10.0.0.0/16, LLETRELHBRT
B, E4EURTHE VPC # CIDR R,
o BFR: ARty
b. RBOUEEENKHAXRPHNEE , A OEFREIERAR, SIEXRN K EEMIREZRHPEA
HRMRR , UEBBBRIRBZREWHNFMKEK, HlannE MSKC,
c. FRUTREREZRNLE MSKC BEHZRK,

Bt =]
BIMRE NF MSKC SAGGE#FHY H A HR 1 & F5
KERHYF M WA NAT MXBI 28 T

A MSK Connect /3 B B B® 17 7] #Y & B « B®#t : 0.0.0.0/0

- BFR: BN EBRMMX ID, im0
igw-1a234bc5,

N &

o
"L‘i
||ﬂ|||1|

9 7 3 B2 F -« BRI : 10.0.0.0/16, WEFRELSEMT
B, E4BURT & VPC 1 CIDR #t,

« BFR : ARy
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WME , BE4L N Amazon MSK Connect B A EBM AR , AT LABIZRERESE T,

B2 Debezium JRiEZES
1. SlEEENNAHT

a. M Debezium M FE& MySQL EZBBHNRMBERITR. 12 FE T M Debezium KT
MR (BRAR 2x REIBW 1.x R ) . EHEFNEEIHD , BERBEL Debezium A2
EERR

b. TEHBEEL R AWS Secrets Manager it B EREF .
c. FUTHEXHHER-—NERFP :

+ debezium-connector-mysql X#3X
« jcusten-border-kafka-config-provider-aws-0.1.1 3X#4%

d FHREL—SHREBNBERESRN Z2IP X4 , RENZ ZIP XH L1£F| S3 FE. BXiX
B , HZH (Amazon S3 AF#ERM) M LA R,

e. SEHILAT JSON HHEMMBIXHF, Fltn , debezium-source-custom-
plugin.json. < example-custom-plugin-name > B¥aRERBNHEHEER ,
< arn-of-your-s 3-bucket> B RE L& ZIP XHH S3 F MM ARN |, LA
F<file-key-of-ZIP-object>#& L% S3 K ZIP R X HF4H,

{
"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
"s3Location": {
"bucketArn": "<arn-of-your-s3-bucket>",
"fileKey": "<file-key-of-ZIP-object>"
}
}
}

f. MR JSON XHHXHRFZITUT AWS CLI sa &R BIZ .

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

IERIZ A AR BIR BT LT ROV H AR
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https://debezium.io/releases/
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"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-
plugin/example-custom-plugin-name/abcd1234-a@b0-1234-c1-12345678abcd-1",

"CustomPluginState": "CREATING",

"Name": "example-custom-plugin-name",

"Revision": 1

9. ETUTHBURBEERA. RASM CREATING EHKH ACTIVE, 3§ ARN SUZEHR%
B £ — S HH B T REN ARN,

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"

2. RIEHBIEEZIERE AWS Secrets Manager 8|2 %4A

a. FTFF Secrets Manager # %1% , Wik https://console.aws.amazon.com/secretsmanager/o

b. RIEHMBARGEHENBIEEEREIL. BXiEH , 25 (AWS Secrets Managerf 1§
) PHEIEZRH,

c. EFIHEAN ARN,

d. FUUTRAIKEEPHE Secrets Manager XERMNEIEH RFHITAC, F<arn : aws
secretsmanager : us-east-1:123456789000 : secret : -1234>BANIRNER
£AK ARN, MySecret

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [
"<arn:aws:secretsmanager:us-east-1:123456789000:secret:MySecret-1234>"
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}

BXRWAZRMN IAM SRRV |, BSH (IAM AFERE) PR MAMR R IAM S 58R,

3. EAGEERHUEFEXNEECIREENTIHEFEE

a. FUTIEFRERMESIIXHT  FEURFREERNELNG RN NNE,
E 7B % S AWS ecrets Manager Config Provider WEEB 4N EZELR | 55
¥ SecretsManagerConfigProviderif B9 3U#4 o
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.Secretsk)
config.providers=secretManager
config.providers.secretManager.param.aws.region=<us-east-1>
b. E{TUT AWS CLI s =R eIEENBE X THREE
BHRUTHE
« < my-worker-config-name >-BENX TYESREERNERMESRM
« < encoded-properties-file-content-string>-1&1 £ —3 R EHIH A E MR
base644mHE R 2
aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>
4. BIEERSR
a. E%5 Debezium MRA (2.x B 1.x ) X NMAYLAT JSON , FRFE MM B X HH, R

<placeholder> ZRREBRNESENHZEFNNHE, ﬁ?&ﬂﬂﬂlﬁﬁﬂﬁ%mﬁﬁéﬂ’ﬂﬁm ,
{H2 ¥ the section called “IAM B &K,

BTEE , ZEEMFEAEN ${secretManager:MySecret-1234:dbusername} ZE M
EMARAXKRIEEREESEIL, ¥ MySecret-1234 B AZHEBH , RAEMALEER
RNBHB . LRSI <arn-of-config-provider-worker-configuration> &
BANEENTHERFEERN ARN,

Debezium JRiEEES 146


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://jcustenborder.github.io/kafka-connect-documentation/projects/kafka-config-provider-aws/configProviders/SecretsManagerConfigProvider.html

Amazon Managed Streaming for Apache Kafka FERARER

Debezium 2.x

¥ F Debezium 2.x fRZA , FHEHIELT JSON HFHEREMEBIFXHFF, &
<placeholder> FHFHREBERNELNHEXNRNNE,

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",

"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",

"database.include.list": "<list-of-databases-hosted-by-specified-server>",

"topic.prefix": "<logical-name-of-database-server>",

"schema.history.internal.kafka.topic": "<kafka-topic-used-by-debezium-to-
track-schema-changes>",

"schema.history.internal.kafka.bootstrap.servers": "<cluster-bootstrap-
servers-string>",

"schema.history.internal.consumer.security.protocol"”: "SASL_SSL",

"schema.history.internal.consumer.sasl.mechanism": "AWS_MSK_IAM",

"schema.history.internal.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"schema.history.internal.producer.security.protocol"”: "SASL_SSL",
"schema.history.internal.producer.sasl.mechanism": "AWS_MSK_IAM",
"schema.history.internal.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"
},
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
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"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1
}
I
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {

"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
11,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

},

"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"

I

"workerConfiguration": {

"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1
}

Debezium 1.x

¥ F Debezium 1.x fRZA , HEHISLT JSON H G EMEMEBIFHXHF, F
<placeholder> FRBERN EENHZX NE.

{

"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
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"database.
"database.
"database.
"database.
"database.
"database.
"database.
"database.

hostname": "<aurora-database-writer-instance-endpoint>",
port": "3306",
user": "<${secretManager:MySecret-1234:dbusername}>",

password": "<${secretManager:MySecret-1234:dbpassword}>",
server.id": "123456",

server.name": "<logical-name-of-database-server>",
include.list": "<list-of-databases-hosted-by-specified-server>",
history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-

schema-changes>",

"database.

string>",

"database.
"database.
"database.

history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
history.consumer.security.protocol”: "SASL_SSL",
history.consumer.sasl.mechanism": "AWS_MSK_IAM",

history.consumer.sasl.jaas.config":

"software.amazon.msk.auth.iam.IAMLoginModule required;",

"database.

history.consumer.sasl.client.callback.handler.class":

"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",

"database.
"database.
"database.

history.producer.security.protocol”: "SASL_SSL",
history.producer.sasl.mechanism": "AWS_MSK_IAM",
history.producer.sasl.jaas.config":

"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",

"include.schema.changes": "true"

}I

"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {

"apacheKafkaCluster": {

"bootstrapServers": "<cluster-bootstrap-servers-string>",

vpc": {

"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"

]I

"securityGroups": ["<id-of-cluster-security-group>"]

}
}
}I

"capacity"

i {

"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}
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},

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",

"plugins": [{

"customPlugin": {

"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",

"revision": 1
}
31,
"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"
iy
"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"
iy

"workerConfiguration": {

"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1

b. EL—FHHRE JSON XHHXHRFHEITIT AWS CLI 885,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT RIEERDIE T T EREH G HRE.

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/
example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

BXTEFMLSBRE Debezium EEESZ R A , S Introducing Amazon MSK Connect - Stream
Data to and from Your Apache Kafka Clusters Using Managed Connectors.
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B i SRR
Eﬂ:l: <

FALEBERNSZTTLURIERZFEH Amazon MSK Connect & AFEE #IZ S MAEMN L,

ES ]

JUBLE - SPLR
LT RESEALIESES Amazon MSK Connect BIEZMBE,
B Amazon VPC M EEEHFENKW IP ESE

R IEEIE Amazon MSK Connect £ Amazon VPC JIEEER DMK |, B EEERERNFE
A CIDRSTEIA/ IP 15 BX % VPC &R :

+ “10.99.0.0/16”
+ “192.168.0.0/16”
+ “172.21.0.0/16”

I &3 MSK Connect #3155/

AN BUAFIRE Apache Kafka E 25N ARF T B EEH T Apache Kafka B9l 5 #h £ & 7 IR 44
Kafka Connect ( XL & MSK Connect )

=3

« {# A Amazon MSK Connect iy #F4k

« FEB T E MSK Connect

£ Amazon MSK Connect B9 #F4b

Apache Kafka 2 A THREMAGEENBIERN R 2 RANFRREEFEE 2 —. &B) Apache
Kafka , B Ao BRI BREBEXNNBIEEENARER.

Kafka Connect 2/ Apache Kafka EMEZTREGNAEFNEEZHN 2. Kafka Connect 12
7 —fh7E Kafka MABREZ BB HFENIRHEL IR, Kafka Connect EESERIY EM , AT
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B R EHIE Kaftka Connect IRt 7T —4AHB KK API IREMITE K ATEE. PBEMLIEHE Kafka £B
FMNARBRE 2 BB ERENIEESE. SFERAXETEREN MY B Kafka Connect FYZhaE |, LUK
BENREANAEFNEEER,

L {RB 2 1E Apache Kafka Connect &8t , & HRE R FIF IR Apache Kafka Connect R AR
EBEE , RUESET kK. AWSKXERKBIEFREEMEMNBENAEFAENRE, REH
KEEM Apache Kafka Connect 58T TRREIS AR EBIREFTH,

NT RIS |, RINEBWERERT Apache Kafka BT D i#h £ & 7 4% Kafka Connect ( 1 5%
MSK Connect ) FHREYFF IR Apache Kafka Connect NFAEFEEE. AWS Amazon MSK Connect
fai{t T £ A Kafka Connect £ Apache Kafka SEBMA SRS ( IMBTEE., BRZESIMGRE ) 2
[ 35 A R H 34

LA T 21E# % Amazon MSK Connect By — L 374b -

- JHBRIZE FF 8§ — Amazon MSK Connect JBBR 7 5 Apache Kafka Connect 8 V&4, BB B
MXHIZERE, Amazon MSK Connect &3 SR M Connect EFFNE TR , F BB 1T1E
HFRAEAR , MRS B TELEEREMPE,

- B3IERF Connect £55 — Amazon MSK Connect T LA BE11RE K MMV ES LUR D £ 7= F i, £5
KM HITRER BG4 IR 5 |, HlanzeEE Katka B9 TCP EERH , URF TEA R MAZURETIER
R EAEANNTESEREE.

- BEIKEMEBEY B — Amazon MSK Connect FiEESBNARFEB BT BUAXBFESNEL
2., Amazon MSK Connect # 2 EET R, BAFEIEE auto Scaling AW TEA R BEMFIA
RFEET, BALAEEA Amazon MSK Connect UpdateConnector APl #4E7E 1 Zl 8 /> vCPU
ZANBEYT BRI vCPU |, UXFHAITEHE,

- FEMLIERE — Amazon MSK Connect £ FAHE DNS BHFAZIEZEZIR RS AWS PrivateLink F
BEWRS,

F#E S MSK Connect

AFHHENLE T Kafka Connect F1 Amazon MSK Connect RS EBE T, AP ENEITBRE
BN e IEESEN TR,

£l

- Kafka Connect 55 F # I ZBiE &

« Y5 MSK Connect M AREFRRSEE
- FREERTEE Amazon MSK Connect
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o [FEWEERESETEET SE MSK Connect

Kafka Connect £ BB AR iE A

EHHAXEX TZ1TH Apache Kafka Connect B A2 7 £ A Kafka SEEF PRI A ZB =AM H 5L 5 B 4% 5K
BEHERS. LT RE Kafka Connect NAEFEANANIDETENNWEEE !

- BEFXHB , BIYIEE config.storage.topic

HEEEEZF , Kafka Connect 7% 7 A BV A EEZBRNESNEE, S/ EMEZSRIN
BLESEESRARENEER (flH , EEBRNITAUEHESHES )  BeaZETRRE—F
iEFk, ATBFEEAES , AL THEARESNRENRE — MRS

- REBEH , BIEE offset.storage.topic
EmRBETTF , Kafka Connect 771 7 RIEZBNRBE, GREXTE—#&  RBEXTHEEERAE

%o AEBRATHAMABRS M Kafka £RBFHREZEBZEARME, Sink E#28M Kafka %
IMBBEHAREINBRE , FAEN Katka ERELAFRELERERBE,

« RBEH , BIFEE status.storage.topic
FERADEBH |, Kafka Connect 771& TiEZESBNEFSHHERS. AEBAE REST APl AR ERE

FENHROMLE, ZEEAFAFEWEA worker , BHEERIFTE EEETHEGIRE, SRE
MEBET—#  RESTBELEATES.

BR T X LEEBSL |, Kafka Connect JET 52 7 Kafka FUBFA R B B1E APl, XA LUEESRZHS®
o Bln , X¥FE R file-sink KIEESS , ZAWWE N, connect-file-sink AP B NERAEB RN
FEZRHIER, TUEHENNEREETIE (flm) kKRXEARHEIKEE, Kafka-consumer-
group.shX FEMEWEFIEEZSES , Connect BT EIRIZ1T — /N Katka FIREVIEC RN EMAEHRE
4,

I &% MSK Connect N AREFHRAEE

FIAER T , Amazon MSK Connect 7 Kafka &8 &8 Amazon MSK &SRB = LM E
B ATE#HEESNEE., RBENRS. RAZTTEIHRNEHUT
 __msk_connect_configs_ ##### _ ### ID

* __msk_connect_status_ ##### _ ### ID

» __msk_connect_offsets_ ##### _ #HH####H
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® Note

ERHREZEBCANRBEESY , BUUFEAECERNREREFEHEIE  mMARRIANE
B, EERBFEEIBDIUBETHUNBRREESRZENES | BEZESTNLE—MNEE
BHURE—MRBMRERN, BEEERBFMHIE , BEQEERESZ A Amazon MSK
Connect TERRFH B # F iZoffset.storage.topic/® IR —ME.

FFRiE 81T E| Amazon MSK Connect

FIEESR R FIERMABRSE S AR Kafka B9 Apache Kafka Connect RIAREF. AT N AR A#IETT
#9 Apache Kafka Connect JRiE 285N ARRF B EW D7 MSK Connect K312 , RE[EITHEE
B Kafka Connect £ E# %] AWS Amazon MSK Connect.

Kafka Connect JUEZBRNARFHRBEEHEETEYD , ZTEUNEEEHRENED

%, offset.storage.topiclA T2 JDBC EEBNRBEE RS , ZEEBREEEITHEME
%, XEFEEMEBmovies ATIWNANTRARE ALIE, showsRIEMNREBEFSANITHEID
57918343, M shows ZRHFAWRHITHE ID F732,

["jdbcsource", {"protocol":"1","table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1", "table":"sample.shows"}] {"incrementing":732}

BEREERE T8 ZE] Amazon MSK Connect , {5 ITUATIR4E -

1. B MR BITEE R Kafka Connect SEEHIREUEREESE |, 812 Amazon MSK Connect BEE X
‘&t

2. 612 Amazon MSK Connect T2 F 8 key.converter , 3} ¥EMvalue.converter,
Moffset.storage.topiciRE N NEIE Kafka Connect EFFHIZITH) Kafka EIZEF IR BRI
E{E.

3. B EM A Kafka Connect 8 EPUT /connectors/connector-name/pauseX Higk , £
NMESEFELLNEEZEBENAER.

4. BREEBNARFNEESHEZTLELE, BB EINA Kafka Connect 58 LGET /
connectors/connector-name/status K HiERBFEA N ZEEstatus.storage. topici®
BN EBE P EERELEES.

5. NIIEEFREUEZSEEE. ZAUBIENEEFH LAHGET /connectors/connector-
name/config/BERBFEANZEHIRERN BB M E B RRBUEERE

Econfig.storage.topic,
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6. tIEZ—NSIELHB AR Amazon MSK E#ER, ERAKEDR 1 hOIRAVERSEAELEH.
HELHR 2 ROl TERBEEMELS R 5 PIREEEEERE BRI R L EZERS.

7. ¥ Amazon MSK E#ERA Nitactive , EFEHEURIEEERZEACHBNMNRRES AHIRE.
8. B HDELETE /connectors/connector-nameifRKMBRINAE EB P HYIERESSE,

W EEIF TR I ¥ MSK Connect

Z B EBSE R Apache Kafka Connect AR , AT RHEEM Kafka S HEIABRSG . XTNHEF
i1z 1THY Apache Kafka Connect 285N AR FEH R % MSK Connect BWETE , & [FIZ1T
7 B B Kafka Connect £&8 T8 E AWS Amazon MSK Connect,

Kafka Connect £ 251 E 85 Katka AR R #1& APl , AN REFRESHBEFEHRAENARERE
B#__consumer_offsetE @A, LT HEIL T HERB[EZESIMNEEBEHTEE Amazon MSK
Connect I #E,

BN ESE RS T 2] Amazon MSK Connect , iEHATATIRE :
1. BEMNA = B 1TEEH Katka Connect £EEFFIREUE RS E |, 612 Amazon MSK Connect B E X

&fto

2. 82 Amazon MSK Connect T/ER2FE M , key.converter}#ffvalue.converterBMEER
BN HNEIHE Kafka Connect SEEHIZ1TH Kafka EZBFRENHEREE.

3. B EH A Kafka Connect £8 EPUT /connectors/connector-name/pauseX HigK , E=
MEEH LNEESRNARER.

4. BRIEESNARFNAEESEHETEE L, B LU EI A Kafka Connect £8 EGET /
connectors/connector-name/status K HigRBFERA N iZEMstatus.storage. topicik
BN EBEMAIEERELES,

5. NIERBHREUEESREE. BUUESENEEHF L AHGET /connectors/connector-
name/configiE RFEA N ZE M IRE R B ARV EH S KIRBUERZERE

Econfig.storage.topic,

6. BIB— 1B EEEHRBRBMWH Amazon MSK iE#35, FRELESRE 1 HRIEMIERESE B ENEHE.
ELR2 FRIBN ITESBHENES T 5 PIEEAEREESE BRI 2 L iERERS,

7. % Amazon MSK E#ZFRAB Aetactive , EFE HEURIDEZDZETEFBMNRRES AHIE,
8. IR HDELETE /connectors/connector-nameigRKMIKRINE EEEHHIEREES,
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BEZE Amazon MSK Connect B [a] &3

LT ERETHBEHEE A MSK Connect Bt IJ 8EFEM A&, &t 0] LA R] 78 & 48 B AWS re:Post,
EESETERRAEERMN ELEENEIR

ES R Amazon MSK Connect /g Fi BB i/ 18]

EESREESTHNESHATET tasks.max PEENESHE
LT REZEBEANESTEED TIEER tasks.max BLEMN —LFREE :

o FUEESRSHIRE T UERNESEE, flI , EHAT MySQL B Debezium EZEBRXBTHEHE
MESS

- FRBEITHAREENET , Amazon MSK Connect 2B & E #2851 tasks.max Bt , HESEES
FEZETH IEREFHENS N ITERFEN MCU BhBR ELt,

« WTEKBREES  HTE (ESHE ) THEEBSIETEIXNBE, BRABTLUY tasks.max & &
AKRFEZE , BEANDP X —RREHR—NMESLE,

« 1 Kafka Connect 2.7.x # , BRIAMIEA SR 7 X 2Bl 88 =2 RangeAssignor, Z 7 EENITHAR
N EBNE MNP EXoBELENMEAS , BENEENE N X EERNMEMAS | it
K, XEWKE , £ RangeAssignor WIEKEEESNRXEIESHET EEEHENE
AENETFHNRARD X, MRXTERATFENAS , WNGE— P T/EEFRE , HPE
consumer.partition.assignment.strategy BMRENESENFEASEI XS EE. 20
Kafka 2.7 #20 ConsumerPartitionAssignor : Fi8 B ZIF KK,

HEDR 5
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MSK £ =g

f+ 42 Amazon MSK & #l8§ ?

Amazon MSK Replicator & —I3 Amazon MSK Zhgt , 2B ETRHIEE AWS XiH#H Amazon
MSK &£# R A i S HIEE. BB MSK EFlg8 , BRI URMMEE R XIFH M REANARE
F, RS TAMMLSES Y, MSK 42571 MSK £ AIREEI RS ESH , THEREBE
MRB., EEEMIZRIIEEEXEMNE,

MSK EHIBRL BT BRERF , SFERAIURFEFRE K MATLRRIT BEE. MSK £H3
ELEHHEN Kafka THlE , 2R ETAEE. HREFIFIR (ACL) NERARERE. NRENKX
BREBHNEH , BUUHEERBR S -1 AWS KEATEBIRELE,

MSK E#IZ % FEXEHEH (CRR ) MEXHEH (SRR ) . EEXEHEFIF , JHNEr MSK &£
L TFAEN AWS X, ERXFEEHH , R MSK &M B MSK SE&E1ER —1 AWS XEH,
FERFFEM B AR MSK 855 MSK E#lsf —REM 2l , BFBELIRIREH N B #r MSK £,

® Note

MSK Replicator x#F AT AWS XiF : EEREP (us-east-1, FHFELILE ) ; EEFR

B (us-east-2 , BZBM ) ; EEFEP (us-west-2 , HEIX ) ; BUM ( eu-west-1 , BR

2 ) BN (eu-central-1, %2548 ) ; WAH#KX (ap-southeast-1 , B/R2E ) ; BM ( eu-
central-1 , 322 %%E ) ; WAMX ( ap-southeast-1 , B/RX )1, Fg ) ; TA#KX (ap-
southeast-2 , &fE ) , BRM ( eu-north-1 , HFESI/RE ) , WA#KX ( ap-southeast-1 , &
X) , BN (eu-west-3, B ) , X ( sa-east-1 , ZRF ) , WAMKX ( ap-northeast-2 ,
BR ). BN (eu-west-2 , £ ). WAH#KX ( ap-northeast-1 , RR ) . EEFEHP ( us-
west-1 , MFIBEILILEF ) . MNEK ( ca-central-1 , FIR ),

LAF 2 Amazon MSK E#Ig88 — & E A%,

- MEBEZXEREANARERF  TEREAENHERARANTHESE A BEEREE IR EAEN
BRERF , LiReHk,

« ERIEEMEBEERFRE  AFEIEXENERSRERAERIERENEELGE,

- EEENED EZBUE - NEBIEM — Apache Kafka S8 E #1212/ Apache Katka £8 , XETE
B9 EF BA /A VE L RE A T LA S B S BR &I A,

4 & Amazon MSK S #1852 157
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- REBUEHRITON : KRB Z/ Apache Kafka EENHIBEF T —NEH D |, LEBRMERERR
CENNEE NN

- KB , £RFRIEHNEE REZFES , BaFE—N AWS XEFMITHEARIEEBIHM
X35 , M CASE (R AY HEIR F B A R 204

Amazon MSK E#lgsfy TERE

EFFEA MSK Replicator , IREEXZ BIREHNXEFAE— M TNESIEE. AWS MSK Replicator
2Bz E AWS X AN FENERTHMEREEFZ B RXEFE N BRNER. REFNBR
ERTUNTHEITEN AWS XiE, MRBFRERETEE  NEE0BIZEH,

L2812 Replicator B , MSK Replicator 27 B/ &£ E M AWS XEBHHEBARELENRIR , ML
BIEEFER, EHERFRFZEREMT , B MSK £8 AWS Xigiz AINMEERE, REBEMBR
EHENAUHBREURGRERTNEREF LN XHE, MSK EHR2B3I T REERR , XEERT
DIRESHBE K MEAELESITEBEE.

HEEH

ZRIABER T , MSK Replicator BB EMNRER TR I RPN EFREEFSEFHTNBERERH. W@
B RNHEFFEB RBEEIFE , MSK Replicator 2 BFIRNFEBERHEB 2 X HNEE & T BFF
58, BER , Replicator RZ AR FEE IO WS EEENERH LRV NMEFNETSLETE S X, £H
HREFLUEFF 2o @REBERNETMEERBT2EES, HE , NREFGETB LNWINEEHEES
BIEARER , WA LAE QI E BT Replicator EE NMBREFHETT S XPHRENREBEEF HEF

MSK EHIZZ T FHENEHIE. NREFPEREBE , ENEFEFPHITEFTABEABRE

B, YBERDBEARERERMEN , BPX2BEERR. MSK Replicator 581y &8
ZENFMEBEMBBERAELZAIEDIHITINE, FTE MSK Replicator API @ ( 4l
WDescribeClusterV2 , CreateTopic , ) DescribeTopicDynamicConfiguration#&BfF1ErH
3R, AWS CloudTrailf&#) MSK 242 A BE N KM ERHENAR,

MSK Replicator E BEirEH P EIREHBER TN INET., NREE , TUEEEERERLEWRE
SR ¥,

THIEE T

MSK Replicator & X T BIEMREFHEH Z BArER, tHESHTTEE, REULEZH 3
& (ACL) MERAEARBE. SHEEH & , tHESEFNERRLSHITHN. N TRSMRE , MSK
Replicator (L EZ B HFEEFH M AR T HIFEE S,

Amazon MSK £ Fl85H) T/ERE 158
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EREREARBER DN —ED , MSK Replicator £ XREFH LHHREH#TRIL , XEFERE
MNEFERRIFWVE ( EZ0XHRE ) #HITEN. MREERAERER LFE , WSRERHE
b, EREHLAERANERTRAES, XEREEHAERBIBERERE , ENEAERERL
BEZEENHEE. ATRLXMIER , RERLNWEREFTER L catch FMNERBN Kin ( &0 X
MARE ) FFRER. HRAESREE 8T , MSK Replicator & B3l B AR

N

NN | ! Replicator N
s : i P! ot

Source MSK Cluster i ! Target MSK Cluster

212 Amazon MSK E#l2RH ERNEEEM

BEEEBXIZEIT Amazon MSK & HIg5HiX & MSK £ ER,
£}

. BFNRUAGIE MSK E#I8=

s XENEBRBEARE

+ MSK Serverless £& il E

- ERREEY

RTFPRLAEIZE MSK & #l85

AT 22 MSK EHI28PTER IAM policy ~file RBEEAE MSK EHIZEMRME THRENERT , F
EEHIT kafka:TagResource 1,

{
"Version": "2012-10-17",
"Statement": [

A2 Amazon MSK & #I25H ERME EEmM 159
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{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"iam:CreateServicelinkedRole",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:CreateNetworkInterface",
"ec2:DescribeVpcs",
"kafka:CreateReplicator",
"kafka:TagResource"
1,
"Resource": "*"
}

LA —EIRE HI258 RO IAM policy, FE kafka:DescribeReplicator B{E=
kafka:ListTagsForResource &2 —BIA , MARREHFTE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"kafka:DescribeReplicator",
"kafka:ListTagsForResource"

1)

"Resource": "*"

}
]
}

X R EFREMARAE
KRN FHFWRHIXE, Kafka RANMERBHER,

« MSK E#I288%1F MSK TiB &£ &M MSK Serverless £EBNIEAHE , ERNRERNBIRE
B, MSK E4IS B i T IFH ML AM Katka &,

XS RBEMRA 160
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« MSK Serverless £EHEZE IAM 5B #| , T #F Apache Kafka ACL £#| , HEXN BB EE FIHY

XEHER, ESH MSK Serverless,

- RBIE1T Apache Kafka 2.7.0 L E S IRA SR T X 3F MSK Replicator , Tt BRI REFM BRE

HEEMEXESERNVTFAENXE. AWS

- MSK E#IZR X EA mb.large HE AW EBIZBWER, T t3.small £FH.
- WMREF MSK EFIZFE MSK MESRE —EFA , WEEBHNENERTELFTE=ME, &7

MERNMTHARHNER cBHEH3E  EXEEFFELFENMIE,

o BRYR MSK EEE M B 48 MSK &£ XU TE - AWS IKF H ., FXEETEKFNERFE S,
- MRFREHFHMBIR MSK EHNT TR AWS XiF ( BXiH ) , Il MSK Replicator R JREE 1

HIAM hREBHE A EFEZ VPC A G ERE, REFIINEMSHARIEFEFZTEMFHASZ VPC, M
RIBEER— AWS XIGHWEHEH 2 REFHEE , MIFTEESL VPC, EZS A the section called “# [Xig
hH % VPC FAEERE,

MSK Serverless & Hil &

« MSK Serverless i tlZ B HAEI N MSK Serverless BrEEE LA T = BE

& : cleanup.policy, compression.type, max.message.bytes, retention.bytes, retent:

EEXBEERSHE , MSK Serverless XX FUA T EHE
B : compression.type, max.message.bytes, retention.bytes, retention.ms,

£ HIZFE B ¥ MSK Serverless ££8 F A 83 NESH 7 X, ¥R B MSK Serverless EHE 2%
BENESED X, S MSK Serverless R,

SEHBEEEN

BULTEER MSK EHBEIFRXALRER. NREHBRERRIR , WELEHFE
BETHR MK STLEHHBERER. NPEHREHBEERRER LFEYREME U
FESH ORISR, NREFUENES REREHIHRER  WFAEHTORE. BSHAE
NEEELEANRASBERE.

I MSK E#I88/E , FZEREHEERE. FHEBERENELE MSK EHIZRHRF TR,
N MSK EFISRHIEE |, FAECE MSK EFIREERUTRE.

« R MSK & E XN 3 KHIRE,
- ERRSHMITABNRR.
- ¥ MSK % VPC #ABiEH.
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- EMMNEERE T RIRIR,
- EREHZTLANN,

FFaER Amazon MSK & &1I88

AYROERRUNMAER— AWS XEHFRE AWS XiFHigERERNMBIRERE., AF , B FER
XL E R A Amazon MSK & 4188,

$ 1 . HEZ Amazon MSK JREEE

MREEEN MSK EHIZRGIRT MSK RER  FRARTHAEEATHERNER, BN , FHEEUAT
HRREIE MSK T B H TR 2RIRER

tIREXEMEXERN MSK Sl REFNTENRL, ERFEUTIEFSIMA,

1. BRXEHITE T IAM FREZEFRER T 0IE MSK MEEH N LTRSS RERH, BNRERLME
DPE=MRE,

2. WFBXiE MSK £5188 , R FERMEEE , BN IAM FREFHSRFFZ VPC EEEN
BRTNEH#ITEE, #HFE , FBEZ VPCH, Tih*éé%ﬁhlﬁﬂ’]%ﬁhﬁ?ézo BEER
Hith FHIIEHF R ( mTLS =X SASL/SCRAM ) /8% VPC #hBE#E, &R LRI EETEW
MSK B HE M E Fi%E A mTLS = SASL/SCRAM B IIF AR, B AEEH S EREAE
EMEREDHMER UpdateConnectivity API BtEZ VPC AAEERE, BSREEMEETS
% VPC, MPBEHRERZ MSK Serverless ££8 , NI ZEF B VPC B ERE,

RT?HI:HZE’J MSK E#2% , MSK RERTFES VPC AEE , HEREMESRNATUER KR
Z5 0B H0RIERBE TR ZERH.

3. WTFEXE MSK E#I28 , BATURE T RN RRBMINERER . XAV MSK BT WER
LLE HIRIRE, ST LAER TEAY CLI 5 AWS #F| 8 BFHITIEE. 51ESH Amazon MSK £F
FRAER. WTEXEN MSK 4518 , ELAFERTHIR,

Console: create resource policy

ERLLT JSON EFTRERF R, & S UFERNRERH ARN,

"Version": "2012-10-17",
"Statement": [

INRE: ¢ 162
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{
"Effect": "Allow",

"Principal": {
"Service": [
"kafka.amazonaws.com"

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": "<sourceClusterARN>"

ERASEFFAGEENEH LAVRERE THREBERRIRI,

S, 1 #HZ Amazon MSK JREE

163
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aWS | 22 Services | Q Search H @ Nvignav | replicator@ =
Amazon MSK % ® New feature: MSK Serverless |

Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

Clusters

) ) ® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback
Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Managed VPC connections New

Replicators New

Amazon MSK » Clusters » multiVPC

w MSK Connect multiVPC

Connectors

Edit/Delete i
Custom plugins .
Cluster summar Upgrade Apache Kafka version
Worker configurations ok
Edit cluster configuration
Status Apache Kafka version ARN Editbroker type
¥ Resources @ Active 281 arncaws-kafka:u Edit number of brokers
.8. (5 aws: i
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [2 3 Edit storage
Provisioned 3 5
Edit monitoring
Customer survey Edit log delivery
. . ) Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations
Edit cluster polic
policy I
Delete
Amazon CloudWatch metrics Analytics
Create Studio notebook [4
No time range selected | UTC v C Create Apache Flink application [4
Connectors
Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

AR MREER AWS 25 8 oI RER F AR EH 1AM B BRIEI )”lJéHFJ?%E’JF E R EE
AWS KiEZAR. Z—FHHE , IREFE MSK £AIE IAM SesiGECtEAR® , BN

TEERBHINEZAE® , SUME MSK EFIBRTTUAAZAE, ﬁ?&ﬂﬂﬁﬂ%&ﬂ@ﬂ’ﬂ%&?&%ﬂ’ﬂ%

ZEE , BEAELHAE.

1. EALLEHIRE MSK S BFSRREHY M AT ARA . F U RF &R 9 SSERAYEREE ARN,

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",
"Policy": "..."

}

S 1 HEFE Amazon MSK JRE# 164
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2. PIBRETHRAKE , LAY MSK EH2R15 R EHNRER. ERANUATIERENER , F5
FFE N SKERVIRSERF ARNG

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '({
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": "<sourceClusterARN>"

]

S 2 HEKZ Amazon MSK Bir&EH

EFBT IAM FRZEHAER TR MSK BFnEH (MERTLTRFH[ERH ). ENREETEERS
% VPC FAEEE, BNERTUERERNVTE— AWS XS TR X, REEM B IREH MM
NFE—NAWS K, BHEREHRIMELE=Z/NMNRE,

S8 3 : 8] Amazon MSK £ #3§

& B2 Amazon MSK E/lZR 281 , FRACHE RTFNRNAGIE MSK £,

ES]

- EEHEFHXEMER AWS 2F5 028 FiE
- BERREE

- LR BEIREE

- BEEFRRENNR

S 2 HFE Amazon MSK BiR&EE 165
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FERRERFXEMER AWS #2H & 0128 H8F

1. ZEB#5 MSK SR FI7ERY AWS X15 , $TF Amazon MSK ###|& , MHE) https:/

console.aws.amazon.com/msk/home?region=us-east-1#/home/,

2. R EHIBRUERIKS FHVEHIBRFIR,
3. R eIEEFIR
4. EEHBRFAEESEET , AN EFREE - H—RB

IEERER

RERESEEFE B R MSK &R

1.

HEREHERT , ERREFFMEN AWS X,

B LB I E MSK EEH EEEEH1F1E ARN REREHNW X, XHBHERATE ARN FHF
B, ELLTRHI ARN & | ap-southeast-2 U FEEHXEH,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@leeb639c-sl

A BRRER ARN | SU3 5 LU R EBRIREET

NIENFREREE T W,

EHAEERREFXEPTANFMESERE, PAEDEEF N T, XN TREXER MSK 4
2, BMIERNA T HRIREEH FRAA TR BARERHN FNAF N TR - AXH,

7 MSK & #l25ik F & £ A LT R SRR EE

- NTFEXEHES (CRR) , BLENREFRERZL4A,

« ¥TRXFHEH (SRR) , i&E1HR] Amazon EC2 #2#|& https://console.aws.amazon.com/ec2/ ¥
HRIEF N Replicator RN ZLHEFHIEMN , AFREH AREFNZEA, A 8
HREREFNZESEEFAEAN , RFRENFREMHRN Replicator REHPFRE.

ERREFNZ2AFMAWEMRN | BTHITUTRE :

1. HEAWS £5l65 , GREHEN , #AREHNFAFE
2. ERBEMETF , ARATRIIIMBREER , LERARNANTLAEN,
3. RIAWMN , REEFRmEAUGEAN

S 3 : 82 Amazon MSK & #i25 166
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4. EFERMAN,
5. EFANM KB Fdh | %EFBEX TCP,
6. 1 “WROSEE” Fd , BA9098, MSK Replicator £ IAM i [A]2 &i52%E 2 2465 F i O 9098
MR,
7. ®ERIF , BALNERNRERGZ Replicator HIERHNZSEMNER (X ATEES MSK
BEFNRLEME )  RRERREAN,

Z [ Replicator JRIR M TS AR RME AN | BHITUTIRE

£ Amazon EC2 Y AWS #2Hla 7 , BIEEN R ZEFRPHRENZ A,
HRE AN | RGEFREHEAN

b=y 1y IS

FERANEY KB Fh | &F “BEXL TCP

£ “iwASEE” Fd | #A9098, MSK Replicator fE 1AM 1/ 8] 32 &322 2 F i 0 9098
MR,

6. HRIF , BAMSKIRERHNZTEANEN , RBERREAN,

o M wDh =

® Note
HE , MRETEFERAZTSARGIRE , WA LU AR ER A LS SN,
1. & F R INA o
2. BRRBIIPHRARE,
3. & RHG , BA0.0.0.0/0 , RIREFREFRAN,

W H IR E
BRERRREIEE HIBIM MSK FIBER AT RS FEE,

(® Note

MSK EHIEE BFEHF BT I , HEZBIFHFIRMNE 3£ R ET

%, il , MSK 52N topic FHBIENREHSH I BHRERPEN
<sourceKafkaClusterAlias>.topic WEFEB. XEN THEENREHEHEHN
BENTESENEHEPNEMAEIBX SR , HEREEEZBEBAESBE, &9

S 3 : 82 Amazon MSK & #i25 167
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LA# A DescribeReplicator APl 8 MSK #4 & £/ Replicator ¥4 SR EE
“sourceKafkaClustersl|&” FER T H I AMB B REFHPETTEIMNIR. BHRESEHHHNET
Z = < sourceKafkaCluster Alias>,

1. HBMREHERSD  REBIREHMEN AWS X,
2. WABPREEN ARN X K LUE R B IR,
3. NEMEBFEETM,

BHAEEREREHXEGF AN FREEZIER, ELEREFNTN,
4. A MSK EFIZRER LA RGN B InEEH,

HEREMERXEFTANZSEREIER, MAREAEENEEMEXEK, AXEAREEN
EZEE , FZ 0 Amazon VPC AP EEHRNEAZEAEZS AWS FiRRE.

- WFEXFHES (CRR) MEXFHEH (SRR) , Hi/E Amazon EC2 ##|#& https:/
console.aws.amazon.com/ec2/ F}#RIEFIRALLE Replicator WL LA EFHUEMN , RFRE
HABMREFENZE2A, WA, FRREGEBRNZTSEEFALAN , UESXRE N EIRRERHS
NWEHRRLHNRE,

EQMBERERENZSEARMAWEAN | BFHITUATIRE

1. £ AWS 2HlE 7 | EREHEN , #ABGEENFHAEE.

R CBMH RIF , ARRTRIE ‘MEEE ERUERFINANZEEHNER.

HEALAN , REEFERBEAERL,

EEFARMAN

EFANE KB Fidh | TR “BENL TCP,

£ B OSEE” 54, #A9098. MSK Replicator 8 1AM i 8142 %1 32 21 48 F i 0 9098

R

7. TERY S BALGE N BIRER G2 Replicator HiRIRENZ AN EZH (X TEES MSK
BREFENTLEMEE ) , ARERKREFEAN,

o a0 &~ w D

E [0 Replicator 7 BN L2 AR HFIE AN |, FHRITUTERE
1. £ AWS 2% a5, %IEFEN BRI Replicator MR RN L2 H,

— s=h il « {1 4AR L y» Z0 A7 |s] M4 Z ok
= > A v, e



https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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3. BEIHUEAN , RiFikFEYmEE HaMN
4. EFRMAN o
5. EFAMNE “RKE Hrp | EE “BHEXL TCP

6. £ “iwOSBE" 5+ , #A9098, MSK Replicator £/ IAM i B2 #lZE #2265 A ik O 9098
MR,

7. EFSIH  BA MSK BEREBHNZEEANENR , AEERREAN,

(® Note

HE& , MRETREARSARGRE , WA SURMAFFIEREN AWM B IEAN,
1. B IAN

2. EBRRESITHNBERE.

B.EIRFIF ,EBA0.0.0.0/0 , AREFEEREFMAN,

BB & H2RREMNR

1. EEHBRREERT  FAATNELIRPFHENREIAEEZESEHNES. MABRT2EH
A ER,

(® Note

MSK Replicator &2 Rt izBEFINFEH 750 N EB, MREBEEEFHEZETH |, &
BiUE #4828 — Replicator, MREBEERNETAN Repllcator REEY 750 NEBMH
%, BEE AWS &l & Support Center I X5, BAILAERA “TopicCount” 1§45
B FEEFNEEKE, ESH Amazon MSK BREI,

2. BIMBERT , MSK Replicator NIEEEXBHNRH ( &¥F ) RBETHRES . ZE , MREEES
FIEBHRHNAEHE , WALMEETEFRE (&KIB) WRBEFHRES ., EFEECES , &5
TEERRE, WIREXNM FCreateReplicatoriiRMDescribeReplicatorMi API A
BMstartingPosition=FEk,

(® Note

MSK Replicator BiGREFHNHEAE —H. RELESHHBBEENREFHPEENS
B, XURSSBREHF LNHAFRAEZZIRG. IREUENEFRRENRENE
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YA{IE , MSK Replicator FFEF AR AEHIE , XS HERERNMEEES
B, EZ&H Replicator B L2 J5 , HERNRBRE , MCRREHITINEHE, NREE
MNBENNBEHRITES , RINBIEFEH Kafka BLHIEE Replicator M2 |, AR E AL
EAETXZEIRS,

3. MIABRT , MSK EXIBREHMAKE  SEEHEE, HREHZIXR (ACL ) MEMRA
RE , UXUEERANER., IRECNENTRATRAREBNESS , WA BUERE XA EAi
B D RREN I HZMRE.

® Note
MSK EFIZRTLERBEA ACL , RN ENERBFITNEEEABREFTEEHNE
W, AHHEBE  CHERBNEABGERTNAREE, GXEMAEL  H5H Bit
X E B AWS XEIRITHERE

4. HEERARAEFESRD  EAATNELIRPHENREAEEEEHNESR, MIABERT , i
BEARATHSWES,

5. HERERT , EUNEREREABRERNEE, NREECRAESR  RINBWEERERE
BPOBIEARNESRS E.

6. HEWBRNRERSD , ITUTE—RAE

a. EREAMERKOIEIELR IAM A, MSK 2558 B3N RSHITAGH NS ENR
MEERE , UERIRMNEAZRRHMN B R MSK 5,

Access permissions

Replicator uses IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4.

(@ You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update IAM role MSKReplicatorServiceRole- with required policies

(O Choose from IAM roles that Amazon MSK can assume

b. EEM Amazon MSK AT LUIE/EH IAM A HikR | REHEEHCH IAM B8, RINEUE
fFAWSMSKReplicatorExecutionRoleXE IAM KM MBI EHRFZHITAEC , MARE
CHRE IAM KB,
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Bl IAM At |, EFISEEEANZAGXIRMEBE IR MSK £E#HTRERAMEBEARE , ¥}
FEALLT JSON EREERIEHN —E 5 , HIF AWSMSKReplicatorExecutionRole
MmEZAe, EEEREHD , NH5UHF <yourAccountlD> e EHIEZBRIKF 1D,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafka.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<yourAccountID>"
}
}
}
]
}

7. HEHBIREESRD  BFULUEREN MSK EFRHARIERE. BXESZER , TSR I
Amazon MSK & F IR, W TFERXE MSK £%izF , ERIEEHRN  MELAFES IR
EXE, IREUEEFREEIRE , WEIT2BHRSIZEXE , AHEFTEFHIELS A
e HRNTEEHBRSE,

8. EEBIE,

MR EAERBIkafka-cluster:WriteDatatXBR , 5 A mazon MSK B IAM i
R TERERNAERNRES ., SFEENEREFNBEREF Rnkatka-
cluster:WriteDataIdempotentlyiXFR,

RAFE 30 78 8K T 81 MSK & §I88 H ## 2| RUNNING 7,
WMRIEOIZE - HTH MSK EFISRREBMCHBRVESIZ , MHHNEFR2MNRHFNRBTHES.

WMRER MSK EHIZREHRA FAILED RE , B HAREHER D HEE MSK & HI2RAY R &,
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YRE MSK EHISRIRIE

f]2 MSK Replicator f5 , BT EZERRER. HIRER D Replicator WA E. BZ , B LY
HBHtE Replicator iR & , FIMNMESFINEBTMFEHEA,

1. BFRHITALDE MSK #2&HE , ik hitps://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

EEMSMERS , ZREHR[UERKSRNEHRIEK  REEFEEHEHN MSK E48:.
ERE IR TR,

EEHRRRES D , BBREEHE.

BALESESE—RERRE MSK £ RE,

o & 0D

« ERAATNELIIRFHEVNREIXEEZEHNER, RIABRT , MSK EFIRLEFRE
THIE  SEETEEE, BREGESIR (ACL) MEMARARE , URIMTERMEE, MRE
ENTRATAMEBHNESR , WA SUERXAHEMRER D FRHN - IPRSMRE,

(® Note
MSK E#IBZT2EHEA ACL , ENEHNERBFINEZEABIRERFEEHNE
B, KBERE , ENEXKBNEABNEHTNABER, AXFARE , BSH &
it RIEFE AWS KFMITHERE

- T EMAKFAES , EANEANELIIRPERAENREIXNEERZEHWEARL. MIAE
BT, FEEARABMSWES, MRAFIIRMEBLIRNZE  NXAEAFAES,

- EERESRET , BAULARERABSABRERHNRE, NMREEEAES , RINBUEER
BEREHTNEFEERNELS T,

6. RELNWENR,
KABE 30 25T BRI BIE MSK & 4835555 RUNNING R, MBS MSK E4ISEE
SN FAILED R | B2 RREHERS 222,

I ER MSK £ 4188

R MSK EHIBROIZ XM ( FAILED RZE ) , MW ReREFEMBR. — Bl MSK EHl28 , BEE
ER S EL%S MSK EFISRMRERN B IRER . S UMERIE MSK EHIZRH oIEZHMNEFI2R, MR
BB - MSK EHIZEREBMEN RV EHIZE | MHFHEFRLNEFTNRBTHEH.
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1. EEBRRERTERN AWS X , 2R HFTFF Amazon MSK #ZH|& AWS Management
Console , M1ty https://console.aws.amazon.com/msk/home?region=us-east-1#/home/,

2. ESMBERT | REEHIR.
3. A MSK EHIERHI&RH , AEEMBRNEHIZE , AEEERER.

R

BRI LAIE BAREBXE A https://console.aws.amazon.com/cloudwatch/ RE & &4 Amazon
MSK £ #I85#9 ReplicationLatency, Messagelag #l ReplicatorThroughput £ F & H
SCERBIMIERR. £ “AWS/Kafka” &5 % 2218 T ReplicatorName 5 A LAE BligH5. BEATUESF
ReplicatorFailure, AuthError f ThrottleTime IEFRFEEEH,

MSK #£#l & £ R84 MSK CloudWatch EHIBRHIEIRF&. N2HEEHIRIIRTD , EREHBENSA
MR EIRETR,

MSK & gz 55
AT SRR T MSK £ 412880 t A S 4R

AuthError B T 2R EBR A H B IRIEHEIR. B2 MSK Replicator B EB R & IR

1B K52 Replicator BY ReplicationLatency 1E#RFIRER K EBPIEFR. MessagesInPerSectl R &
ReplicationLatency B&= 0 , BZEBNABFEEERLE , MKRT Replicator EZEB EFESH
WirRSE, RESFIBMNESIT IAM BBREREEBHNRIFRIZES,

EfRk iR HR R~ LX) RiE RiBE
it BHRE #HRRES
St #
=
Performe Replicati FieZMNRERE  Replicatc E® X 53
ce onLatency SHEBHRERHE  rName
PRAGEREY B ;

il
&
&
™
)4 m
it

REmwing  Replical
ERMESE  heme,
| B AR R L

2 B9 B

W& Replicati
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FRARER

BPRR
il

1R

onLatency 8
n, EREEE
=EEREBNS
Xk =z #E Hlo
Ho XEAEM
TAEXNSEL
Ert, AgEa
MRS K E HILE
iR,

R~

L E0) Rats
PRRLE

Rats
RE
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&
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ERR  EBir iR R~ By RiatE RIRE
il BRE HRE
St
=
Performe Messagelag ¥ MSK & Replicatc it# pa b =il
ce il ZE MR B rName
ZENES

S
X
CIK
2

Messagelag & Replicatc it#
REEERAR ~ Name,
BEESEHE @ BA
ERER ZH
MIER, XT 2
RERMBIRE

B2 EMER,
ENERERAT
R/, E%I

A7 tRFSE R @ B
WEBHEADHE
FEREE ., B

J& , Messagela

g ER— B

HEE K RERE
FlRR A TIRE B
EFHNEERE

, AR A AN H
HITHRE  BF
HEHRN O, X
RAEFIRER

L TIRESR
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FRARER

L TES

il

1R

Performe Replicato
ce rThroughput
Debug  AuthError

iR
BREHIN TS
FEH, MR
H Replicato

rThroughput &
MRS |, &
¥ & KafkaClus
terPingSu
ccessCount F1
AuthError 18#r
LA#{R Replicato
rAl A EEHEE
&, RAEREE
B LAAREE
BRBE XM,

BYEHMRIEX
WHERER. W
RUEERKT
0, WA KEE
BT RS 01T
AEEXBRERSR
», HEERRE
NEBNRIZE
ERIIEL IR,
1B clusterAlias
HWE | BT LA
ERERD B
ERRRER S
HBRIFEIR,

R~ L E0) Rats

PRRLE

Replicatc BytesPer 77X
rName econd

Replicatc BytesPer 77X
rName , econd
g

Replicatc it# THe%
rName, =
ClusterA

ias

Rats
RRE
ST
&
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FRARER

L TES

il

Debug

Debug

1R

ThrottleTime

ReplicatorFailure

SHLTHNRER
il 1% 3K By £ 19
B (AZMWHE
i), IRETR
LU % MSK &
il BE E R TR
B, MMRLE
¥rA 0, replica
tionLaten

cy *g , H

H replicato
rThroughput £F
BTE , &k
AT IRTIE
=17, MRZIE
FRATF O, M7
LA R BT

o

EFIRB R
FE 2

R~ By

Replicatc Z#
rName,
ClusterA

ias

Replicatc it#
rName

Rats
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FRARER

ERR  EBir HiR R L--Rivj RigE RiBiE
il BRE HRE
it ¥
i3
Debug KafkaClus K5 katka &£ Replicatc it# B
terPingSu BHHNEHIZERE  rName,
ccessCount MIZ{TIR. T ClusterA
RizER1, W ias

RTNEEEE,
MRZER O
RBEBES N
EETEE, W
RizERO, M
A LA & Kafka
EBENMEY
IAM X PRIZE .
1B#E ClusterAlias
HE | BT LA
EiZiEtr 25t
REREZ B
£,

EAEHIRIES Kafka FEE N A REFEXERY M

& A LAE A MSK Replicator 1R & £ zh-E 3R E - R RFH I , LAIRE Apache Katka B AR FEX
M, AWS EEXF-EHIREH , N MSK EHBRMBERIENMNEARS . EE-HEE
B, —RRAE— MSK EREEHRMERBFEALKIE , MS —MNEHL TEARS.

92 % X185 Apache Kafka R AR FHEIEEM

BB EREIE TN ER TEFLEESHHE. MSK Replicator &5 #I T 4¢ at-
least-once SHEAEFHPEHINEEN IR, HEURTHE AWS XEH , BEERETRESZ AL
EMHENHIE, MSK EFlIfia N BEFBEMTIRFEASRMRE , LiEEtes. AMERBE , £H
BHURESTBMNRENFERDIEER , \MESEBEELE,
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ERBRNERRELTNBRBDERRONHBIE. BT MSK Replicator #EEHI#HE , Htt=E AWS X
BT HI SRR, TERIEFMEBREDEF T HEXE. &0 AR S SIEENREEREHE =R
X & ABIEE,

ERAEF-EHEEH- A ERFAI

EF-EHEFRIRHTILFHENRENRE , FEEHNREFNARFEBES N AWS XiZERY
B1T. S—IMXEPHNERZHRN , BEI5 - MENEHNNAREF SRS BRIE,

EH-WHREEAT —RARE - AWS KEESTHRAERF , RELECFTEES iRHHELE
IFef. E3-WERELEN-FHREFBZESHRENE , RNELAE-REXEZEH BN E3H-]
HRE , DEENERBNERR , TREANEBRRERXERHE

B2 E3)-#3) Kafka SEAFIRENE Bl EBan &

XFE-WHRE , RNBUEERNTENXSERERRBBNESE, MSK EEHNERE (£AME
ERHFREHEEMN ) RE. AWS I MSK £EHLMESHEMNEMNEARTE , UBRTENEE
4, CFEEUE MSK EHBTRNBBENEIEHBFILEFNIZ AR, EXFERETERENF
BRERBEAE— AWS XHEFNETEF,

NARENEASEBITEHNRAERENSILE , AFEENEAREENERABR/AE

B NEBDIEIWBE, I, MSK Replicator 5 “topic1” NEEREHTNEHEHFTER

“< Alias>.topic1” T EZ A, sourceKafkaClusterfilfll , BRI LAEFH N XIBFERB[EENE
A“topic1” , FERABEE MBI *topic1"H#HITHEM . RHFHERFTIE footopict ZRKMER , AL ER
EEZREBRAZER.

ARt R B 2B AWS X

RANTE NSRS IEEE AWS XKiBH E #IZER CloudWatch, £ AWS XA ERSEHHE , &
HIZEIR ATRE R ZRARIE N, MRIEIRIFLELEIN |, iEFEA S AWS ervice Health Dashboard ®&EEE AWS
XEBPHRESES.,. MBAESEH SO UREERBIIMHE AWS XiF,

BitXIm B AWS KT R

BRI RIRTHRERE  UNRAEARFEIEIR MSK £EME AWS XERESHEHTATE
o ITHINHERBTINSBBEEXR.

1. RHAFBEEIENRERFFVERRMEMR,
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2. PIEFH MSK EHIz , BBEMN-RXEH MSK EFEFBEXFHPH MSK £&#, X=RFE
BEAZRXBENHESHEEXBALEN , XHEEHRTESINEHS i)‘ﬂ‘lz[ﬂi?ﬂﬁ?&ﬂﬁ
HRE

3. HEHHAWS XEBWERERLEHEFTE,
4. BREUTRIFz-NSREE  BEABRRTNARFNEEHFFER,

No message ordering

NREHRNARFAEETEHENF  BEABRAEER (filW , topic ) EHB AWS XigH
A (Bl ) MEFEBR ( HliN<sourceKafkaClusterAlias>.topic ) EEENA B EH
%o *EEEE ) )

Message ordering

MREHNARFEEERER , WX NERERLEFNER (Hltn
<sourceKafkaClusterAlias>.topic ) BaIfERAE , MA AR ED ( HlH0 topic ) BafE
FAg8.

1. EFEMRMSK EH LR CEREBNEABRTRAARENLE  XHEMAREREN 0, M
WEMNIERHEN 0, AF , FLAGERHLEEFIETENERAR, Wt , W MSK E&E
F B MSK EHNFIAIERKEMEER,

2. B MSK £F LB At T/ ( HII0 topic ) WEMARR.

XS H B AWS XTI RIS ERE

MR MSK B AWS FIER ERKIBA RSB | 3 AR g RBEEMERE B MSK
BENHY AWS I3 , WTH T MARERB. HUARUEBTHEASH—ERREEX,

1. A% ATAE B KRR MSK SR 4 RIS, AL %M.

2. BHEEE=HXEP I MSK £ RSB,

3. WEELTEAFZ-NSREE  SARRTRARFNERFFER,

No message ordering

MRENNARFAZTEHRYF , WEBH AWS XEEsEABERFZERF ( F
Wtopic ) RATRERAH# ( HlI<sourceKafkaClusterAlias>.topic ) MEHEZ (
. *topic ) WEAE,

MHB AWS KT RIS ER B 180
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Message ordering

1. WA EREFELEHMNWES (HI <sourceKafkaClusterAlias>.topic ) BaIER
22 MARARMER (Hl topic ) BIIFERES.

2. EFENMMSK £ LA CEH TN EASRERMERIENLE , XHEFRBIEEREN O,
MGEHIEREER 0. RE , FLEEREHELCEFETBNFERASE, it , MR MSK £
BEFIZI B MSK EHEN MBI RBEMEA.

3. EEHR MSK EH LB AT ( W0 topic ) WERAS,

4. BESHEZXELRRE , 01 —/NHH MSK Replicator , FHIEMNEHBIXEA MSK £ £ 43
FXEHPH MSK &8 , EATH Replicator W2V ERENRE. X=RNFEBAZLXENHKE
SHEEXFRALEN , IEERUTUERSSHLERENEXFRITEARERE. MRERT
Replicator WR BN BIRBEAZRE , WEEXEWRSEAHTE , ZEHBXENEFPERNE
ABEHT2EFEF XBEHES,

X E AWS XEITHEIRE

HE AWS RENBRSEHERE , BAUNENEZXE, ER¥ENREREFHEEEHEEXE
B, MSK £ #I88 & B 3h Bkid LURSEEF B & 9 Bl REY £/

WMBIENIT T I RIAHEIRSER |, MNZEL2 T HENRE Replicator , XRMEXFHEXRE
I XENRE TN 2D,

MBLEERTIHIANHREERSE  WEEXENWRESBHERE , FEE—PFH MSK
Replicator , B MNH B XHAY MSK EHE #13) = XFH MSK £8 , RIS Replicator BBV E
REANZRR, FRFEBEAZLXENBESFREXERAXEN , IRERUTUERSEHEREX
FXFHITERBBEHINE, MRETH Replicator WAV EMNERIANE ‘BRI EXNKRE , MEE
Xig kY AR S5 E 4 A E A B BB KB EEN EARERT2E H B = XEHN £,

AEENHEBXENEESHFEEXENBEEESHE EH BPH MessagelLag E#RZEIRL 0 2/3 ,
CloudWatch F R B ZHEMRE SR, TN ARBEFIMEFNSBBTEEKX.
1. XHAMBEEZED —RXiFEP MSK EEFFNEK I M LA,

2. NWNTED-WahHRI , BHRETHEEN-—RXBNEREFHINEXFNEHERT. N TED-E3
hih , BT EMERE HI2R,

3. BIHEEIEXEH MSK EEFAVEMER.
4. FRBUTRIFz-NSREE  BEABRRTNARFRESHFER,
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No message ordering

NREHRARFAEETEHESRF , MEE AWS RS2 EREERFZER (f
Wtopic ) RATRERAH# ( flI<sourceKafkaClusterAlias>.topic ) MEHEZ ( Fl
. *topic ) MERAE., AibEF ( HIW topic ) WEABSRMNRRERIEENSE — MR
BRE., MREAREBZAEEMRGENEE  NWHEGNE#TLE, MRRITIAE
MER , NFNAERIER,

Message ordering

1. MAEXF EEHWED (20 <sourceKafkaClusterAlias>.topic ) BaIfEMASE
MAR AR ER (0 topic ) BaIEASR.

2. EFEXEEF LA CERETENEARTHRATERENLE | XHFBIEEN 0, 4
MIEREER 0, R, FLEEXEEFH LEEHFTENERRE. i, AREBEE=-R
XEERNABERERBEREETXEFEM,

3 EEXEMEH LB AR ( HlM topic ) WEMER.

5. FEAMIBREREIENEXENEEIHBXENEFENIE Replicator &4 T RUNNING 1R
ZReplicatorThroughput # & HZE 1T,

R MSK E#IReI B E3-FFiRE
IR TSI MSK %8¢ A F B 4% MSK 8 B 2R E E3)- T3

1. 8l MSK E#I8% , ¥ MSK &8 A ERIR , & MSK £ B fE8 B#%R.

2. lIhelE IR MSK E5I8R/5 , BB —MNAKE B IR, &8 A NEHFNEFISE.

3. BIEMALERS , BAERBJTHRERANBEASERBNTE —XBWEHEFN AL ER ( HlanE
)

4. DIERAFERE , SHERABRATREREE (HlE”. *topic”) RESEREMNTR— AWS X
HH MSK &8, X , ZNFEAREEINREED ( HlI0 topic ) BREVEZ X2 i 4 K Y EK
&, UENEBHTH A <sourceKafkaClusterAlias>.topic BIERH EH X E SN EIE, X
FAFEHABRNEETRINMERASRA ID, XHEY MSK S5I:NeNEsf TS — NE&nt |, FRARA
RERT2REBE.

HEE MSK & #2857 [|] &
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« MSK £ #I82RSM CREATING %5 FAILED

« MSK £ #lz L FFEE CREATING RES

- MSK E#IE 8B EHIBER R EHIE 2 IR

- BERERTNEERBESRERTNEERBETE

« MSK Replicator REFZ ERARBESBERER LT EEEAES

- SFIEERRSSIFEIE M

SIS B THBEHEE MSK EHISB TAFEN B, SHTLUFEBAE AWS re:Post,
MSK & #I29R 2 M CREATING % FAILED

BTR MSK EflsRel2 AW —LEERRR.

1. BRI EBREHBI P ACIEEFFEHNZSAEFHEAN |, LA FRE A BIREEN
Z2d, WA, FRIEEGEFNLZSEITEAUAN , XERNEZREEEBIRERITS P
NEBEHBERENRLEANRE, BFSH EFERER.

2. MRBEREANBXEEFHEEFER , FHIACHEREHESH IAM HEEZEFHSHRIESEFRE TS
VPC i&E#, BSH £ XiFHH Amazon MSK % VPC FAEER, A, BRIIRBEEREHL
REEFRE , LUME MSK EFISFTEZIIRER., FSH SR 1 . EE Amazon MSKIREE,

3. R 62 MSK EFIZRMEEMEN IAM ACREEAREREHMNERERMENNR, L
A RERIE IAM AEREEREATENNR, BFZH BEEFRRENNR,

4. WINEHIR S ACL IR B IE MSK £ I35 SERVRER M B AR5 2 MR EE,

5. 4 MSK EHlS=HERRERI B RER , FERIERERTREETEER, XWREHRT
SEAH, WEERAER CPU EAXRESSREHRLEAEZINE, BEAEHRE , RARER
B E HER.

HAT ERRIEE | ARSI MSK S 4I5.
MSK E Hl25 Ll =8B £ CREATING KR

AR, MSK E#IBHRTEEE KX 30 4. H2H5 30 28 , ARERREERHRS.
MSK & #2858 B E HIBIEDR R E HI5 2 HiE

BRI T SR S SR I,
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1. £/ MSK Replicator 7£ P 12MHY AuthError 147 , BIEEH Replicator & BB EMEM & 17K IE £
iXo CloudWatchfRIIERKTF 0, BRELENEHEFREN IAM BEHNERRETER , HEE
BEREBNRIREELNR, BIE clusterAlias £E , EAIUHERERFRBERERERTEI S HR
4R IR

2. BRI RERNBREFXERITMEE. SEFFARTEHERIEZNRERSLBRER.
XARERHTEENSS, MERECHE CPU FARSEFME.

3. EAH#Y KafkaClusterPingSuccessCount 1E#x , BRUFBRHREFH M B IREFH RS T UM MSK
Replicator 58, CloudWatchi®#Z clusterAlias 4 , BRI B EREFS ENEFETETFH
RiEiR. MRZERFRN OFXEHER , WEETER, BNZKRE MSK EFISFATEZIE
BHMEMN IAM AR,

4. ERAPWIER , RIEERY Replicator REZXBR N RO EBRNEM LI ME. ReplicatorFailure
CloudWatchf R L IEFR A F 0 , BREE N ETBRINRIBEMN IAM A,

5. RIFZRECREHBNEATIRIEANVNENREIXREELEZEEFHNETMN B HETE, It
A, FEIAEBSERNELIKRFPHENRERMEBREES 27

6. B3R , Replicator RZUREFE IO W TEEEREF LN ZFN ETRETB X, MR
SHBFNERNENZT (BN) , UIF2EFEERER LABEB 28I MR EB4E KW EE
B, 3F NMREBVEEREFLEFHETI LNIAEER , WTMNEREREEI S XPHRENRR
EFHRES, BZH BEEHERENNR,

BREHTNERREBESEREFTNERRBETHE

EREHBIEN —EB452 , MSK Replicator fFA K BREFWESHTHARB BERERH. XTES
SBCHERERERNENER LEETEANREE, B2 , MR K Replicator IR EH T £H
HARBRELEE , MSK Replicator FESE H T HEN B HRFEEE | MEEKREXRBE BIrERH
&, BHE A E R AN RSB P ITAY b 75 B I IR S AL B

MSK Replicator kREIZ ERARBEIBEREF LA FEEAEA
BIRBUAT S ERX TR & &l B Bt 1T EHERR
1. RN BIEEFIREEMEZET. IRTR , FSH MSK EFIESEEFIBERRAEFIE 2

.

2. WF 2 8% Replicator N EAFIRFREMBUENREIRNEREEEFNFERAEHNZFMET
Beo bb4h , R EBRINEERNELIRPFEENRENMEEABEAHREEH 25

3. i MSK Replicator EEEBEBIREH#H LEI2 T1ZE B, Replicator XL WREEE 30 W8
EEHLONMUEFNEERET LK, MREHBNEBVENSH (BIN) , WEBER

B T A B B R SRR THH B R B e
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KR LOEBEFF o RREFERNEMERHT2BEEH, WRFREFLNWEAEARSERT
MSK Replicator KEHIFELE , M ZFEAELATLHFEFBBIRER,. EEREF LRIIAIEZEE
J& , MSK Replicator FHBHREH EHBEANEEEHI R BERERH, —BENWEREHATHBNER
REUXLEE R , MSK Replicator i Ba N ZEREFAESHE BRESR. E , MREBBEERE
BHIESHEFBLPNEES , WITUMNREREETES XIS ENRBETRES., FZH LEES
SIRE MR,

® Note

MSK Replicator A/REH LW ERERILTEAEARBERY , XEERELENEERLE
B X RGBTSR, MREHNERAEREH LFE , WSREREL , B/fRE#H L
WEREAMNERTRESES, XERBEENEEBIBERERE  CNERAERENLEES
BEENEE., ATHAXMER , REFH LA EREFZER L catch FNEBEEHNRE ( EBH
RHOKE ) e, HRAEZREHE Lt , MSK Replicator ¥ BB A IR .

SEHERRENFEEM
AT REHERRBN —LHALRE,

1. RIBRM B MSK ER LN ST XBERTER., XL HTSLH MR, EXEEFESXHEN
B% , F2H £/ MSK SIS &ESRE. TREREMA MSK EHIS=RUAMERFLENE NS
N XE

FHENRVAR DD X

FILE (MB/s) RENRNDXHE
50 167

100 334

250 833

500 1666

1000 3333
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2. RIEERRNME R MSK REFREAEHHNEBMEARERFEFRE, MSK SRR =R
£ (WD) WEASR  EXHBRER (AD ) WERSR. Bt , RYEFLHEEREN | &
ENTESHABUSBEFRE, BXEE MSK &R XXIWES , HSH 222

3. TEIRMBE R AWS XEXRHy MSK EHNEFIER TRERBAMATRE , EFHURT R E IR 8
FRAVEEES. BN , ERUNEX (Z2R= ) MITAMKX (K ) KENEFZEHNEHIMEL |, EROM
WX (FBR=Z) MBMNX (%) KENEHZEARTEHN , EFEEBEERE,

4. WiIFTEHREERNEREHSBEMEF LRENRIAL TRHMZRRE, EATLUER MSK
Replicator 12{##Y ThrottleTimeI&#r CloudWatch R&E R/ B $r&EE LB R &R F 156
(AZRREBEN ), MRBERKT 0, NAFE Katka REUUBD TR , MEEFIZREBE L,
BXREESHIZRMN Kafka RFMELR , S H £ Kafka [REEE MSK EFlIFZEHLE,

5. ReplicationLatency % —/ AWS XiZiB{LEt , MessagelLag WRES B I, A AWS RFIEITIAR
REEREEENE MSK £BAENXEPREE MSK RFEH. IRERFEH , TlERY

MARFHNERNBEAEEDE S —MXE,

£/ MSK & #lzriy & {E ki

ATNAEH MSK E#I2330F N RIESSBER ML KL,
EFH:

- ] Kafka BRFIEIE MSK E#IssFH E

- REEFHREN

{#F Kafka RFIEE MSK EHlzsFHE

BT MSK EHIZR R Y REHNEMAR , EFHTRSSBIRESF LA EMERARZ IR, TREBR
THREHNENFENESHNHETHE, BRINBUWENFERENBEREREEMENEE , AHEIT
EmERENZEREHELE,

R LEREFHN B R ER L N EHIBRIRE Kafka R, LUIRH MSK EFISFRAIUERANEE, B
ERAMEHE IR NETRRFEL T —IPHSMAZRIFVEFEFENFTRERRE , EXNEYF
T WRIFKRTRNEME Lo

FRRUT SRA BRI

1. RRBREFHNEI SRS H[FZNH, BSH FKELAmazon MSK £ H 5K E,

2/ MSK EHIERH R {ESRER 186
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2. ®E MSK E#ISBFEAMBRESIMITAR® (SER) . XREHT CreateReplicator #EKH SER.
&t LI G & #8589 DescribeReplicator Wi B 32EY SER.

3. fFf KafkaCLI T& |, X EEBZTUTH S,

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_

rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-

id> --command-config <client-properties-for-iam-auth></programlisting>

4. T ERGSE , H¥IAZ ReplicatorThroughput EFRABE ZIREHBRE
BFEE K NREBESZNMSK EFIBFZREEFARSMTARC MBI HRANAR, MREEHR
BNEFIBARELMMNRT , BEATRNERSHMITAR,

BXRERATRIMN MSK IAM BHRRBITNEZER , S H Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
REMIEH consumer_byte_rate ATRES S MSK EHIFFUENN B RIE1T,
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A LA MSK MEMER MRS SEEHREIEZREHH,. RIANWREBE N 7 X, HSR £HEE
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SRS

TRERTEFHVUERSHAERTXERSHE L. CEBART HEHFHLTHP —MRER |, &7
DRHATHR TR ITRRME, BT HEFNIRES , LR AWS Management Console, 8 t8 8] LA F
describe-cluster-v2 558} DescribeCluster\V/2 BERE R ER, EHNBERTIFEIRS,

SRS =M A{TRYRE
ACTIVE BRIV E M E R IR, BE T SR BT

Amazon MSK API #1 AWS CLI 4,

CREATING Amazon MSK EFE IR BEER, BUNEFER
JAE ACTIVE RES , RETBEEAERERS
EALKYE , HEXNHMIT Amazon MSK API 5
AWS CLI &4,

DELETING IETEMIBRERE, BREER ©R4E RS ERBIE.
BT EX H 1T Amazon MSK API = AWS
CLI #4,

FAILED EHVUNESIMBRTRELAM, EBTREERAERREK

SRERAKIE. SR SAERER , BT AN ERT
Amazon MSK API 3 AWS CLI E#T &1,

HEALING Amazon MSK EEfEIZ21TAEBIRE , HlINERIE
TFREENRE, fln  RETEEEH, &
MH A AEFRERSBEALIE. B2, EEH
WRE EESNIRAZ B, BTTEIT HINIT Amazon
MSK API 5 AWS CLI E#igE,

MAINTENANCE Amazon MSK IEfE Xt B 1T BT 47 1R 1E,
WL RETER LB BNUAER
RERSFEABIE. BER , EEFHREDZFZIR
B2, BFEXNEHRIT Amazon MSK API 5
AWS CLI EF#R1E,

REBOOTING_BROKER Amazon MSK EEERRE, BT AEE
RERBERAEE, BR , EEHMEIEHR
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EBHRS ENMAMTTITHRE
BBl , BFENEMNIT Amazon MSK API 5
AWS CLI E#rigE,

UPDATING B P B8 Amazon MSK API 8 AWS CLI #
EEEEHER., BMULLAERRERSFEH
BiE. B2 EEFHMEREIRS 2 , BF
EX EITEME M Amazon MSK APl 5 AWS
CLI EFiRE,
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ZEEAWS REFZE, FNAWS FF , BAUZRT TN REARSHLZEHBEALNERTHY
BRBAE R UMM LR,

RERRA AWS WHETE. RERBENREHERNZHNREENTIHNR SN

- TRE — AWS ARRFE AWS ZHIEIT AWS IRSHEREN, AWS EAERREATNRZEFERH
RS . FERNAWS EMTRIEA TR ERATRIEN -2 , BE=AFITTEHURXNBIERNEZ S
WEMM, ETHEAT Amazon Managed Streaming for Apache Kafka B &# TR |, S FE
SR RIRERBE N Amazon Web Services,

DR 2-BNREAEEAN AWS BSRE, BEFENEECRARNT , SFLENBENHR
., BRANERURERNEREMR.

R RBR T A EE A Amazon MSK BRI ASRAEHRBER, AT EB B MAEE Amazon
MSK KB LM EEMEBIR. &S T BUMMERHM Amazon Web Services # By & 5 1%
MR Amazon MSK &R,

£

+ Amazon Managed Streaming for Apache Kafka & HY 5 3E R 3

« Amazon MSK API 9 & 3 5 i F#F X

« Apache Kafka AP #9 & 1736 i Fl iR

« E Amazon MSK £#HZ£4A

« Z#HIX Apache BI 15 RI PR ZooKeeper

- AFiEF

« Amazon Managed Streaming for Apache Kafka # & # M 3iE

» Amazon Managed Streaming for Apache Kafka FBIXE AE 1
+ Amazon Managed Streaming for Apache Kafka Ay E /i L £ 14

Amazon Managed Streaming for Apache Kafka # B EE R

PHEFTEER AWS 2 EFFEEER FIER T Apache Kafka # Apache Streaming for Apache
Streaming FHHFERY . WABEHFTR AWS |, ARRAPETHIERNBTHN S RERMEH AWS
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Cloud, ZHAREFNIEEEHEMBEL LNABTNES, BEAREMFERN AWS RF WEZLEE
MEBES. BXABERINEZER , BSHLERAELRE, BXENBBERFNER , H5H
AWS Security Blog £# AWS Shared Responsibility Model and GDPR & X &,

HFHFERPEH , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity

and Access Management (IAM) RENA AR, X , 8MNAFPRRBETHIERRAMENNR,

BAVEBWEBEIUA T AR HIE

s NEBNMNKFERZESHRIE (MFA ),

- £/ SSL/TLS ERFEFS. AWS EMNEXRMFEA TLS 1.2, BiUEA TLS 1.3,

- FRIZE API A FE3 BE AWS CloudTrail,

- £ AWS MEBRARZUAREPHRABERINLEEZH AWS RF.

- FRASREEZEIRS ( HlI0 Amazon Macie ) , EEBIF A MR F4TE Amazon S3 FEYBUR
iz,

- WMREE AWS BRGBSTREDS API #HTHENEELT FIPS 140-2 BRI MZER |, EFEA

FIPS i/, BXTAN FIPS MANESEEL , HSH_(XEHIBESLIET A (FIPS) 5 140-2
iR o

BAENB WG RN ZEENHARER (MEFFNE FERFEi ) RAREHEBABRA XA TR
(WMEBENRFR ) . XBFEEREH A, API IRATRTEE AWS RS £/ Amazon M AWS SK
FEHMARGTRTEGNER, AWS CLIEA TR MRAREE B BE N AT R i AR E [ EH
ARSATHRJIZH AT, NREEMABRSFRANL , BABRWEFEEMN P ESRIEFEEK
BOUEXT 1% AR 55 2R Y iE Ko

&
« Amazon MSK fn#&
o WMMAIFFEABEA IR ?

Amazon MSK jnzt

Amazon MSK 124t 7 BIBNZREI | A fE X LEETRH B BN BRIEEEER, Amazon MSK A
FINZEIEPHIE 13 NALIT—K. Amazon MSK 2B AFTEERSEITIXEIEH, EEBHIE
PEFIREN , CRFERIRSIREN MAINTENANCE, FEHTHRE , CRFERRSEFRREN
ACTIVE, HEFLLTF MAINTENANCE RASH |, A ABE4E RAMFERAEIE |, BT AN BERTEMAE
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mE 191


https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

Amazon Managed Streaming for Apache Kafka FERARER

A

Amazon MSK 5 AWS Key Management Service ( KMS ) SE AR BRI RS 27w %, Amazon
MSK IRE BB BRSHIE. HOIE MSK &1 , BALUEEZRFE Amazon MSK A T INZ#S
BIEH AWS KMS key o HIREBTIEE KMS %4 , Amazon MSK £/ EAIEZ— AWS REXEH
HRKEFEAE, BXKMS BZHENEZEER , BZH (AWS Key Management Service 7F & A & 15
&) I AWS KMS keys.

&5 P I

Amazon MSK £ TLS 1.2, BRINBEIRT , ESMNEE MSK £ KB ZRE RN EIE, TUE
BEHNBSIRIAE,

NTEFHENREZENEE , ELTEE T =ZDREZ— :

« AV TLS MB#HFE, XRHMINRIE,
« ERSAVFENXEEM TLS BT,
« (RAVFEAXEIE,

I 52k MSK 24 AfEH 2 AWS Certificate Manager iE#, Bt , E{S4F Amazon Trust
Services B E th &5 F Amazon MSK REAVIEH,

SRBMNBEABWEAERTINE  BEARIEMFIN CPUFHEN/LEYVHNIER, BR , KZHK
FEARGINXEERHTHR , FRNREIRTER. FrinMERBEREEXHNEE,

AN I 96 € A 0 2

I MSK &8 , BT LUEA JSON RABEMERE, REIMT :

"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
1,
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
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3 F DataVolumekMSKeyId , A LAURIKF (alias/aws/kafka) B MSK lEEZEFEE R
AWS EERZ . MREAKRIEEEncryptionAtRest , Amazon MSK &Xt BHI B S BEE# 170

2, AWS REXZHERELNERERANZTN , BRE GET HRFFA DescribeCluster AP
B1E,

3F EncryptionInTransit , InCluster MERIAEN true , ERMRERBIERIE 2 A& 1%E BHE
Bfik Amazon MSK tNZEEIE , W AT SR LLIIRE N falses

EREFFENMAEZEEGRNREREEMZEER , 15§ ClientBroker REBANUT=MEZ
— : TLS. TLS_PLAINTEXT & PLAINTEXT,

BIEERRHEEMNERE
1. FE-TRONRBREFEXHF , HARXHEERRNEMAENR. S, FEBEH

encryption-settings.json.

2. J&1T create-cluster @{HMEMA encryption-info &HIERIEREEE JSON WX H. =
Bl - & {YOUR MSK VERSION} E#t75 Apache Kafka 2 F imhx A< 8 L EL Y AR AN, B o<1
fAEHK MSK EBRANER , 3 M To find the version of your MSK cluster, X% , A5
MSK &£ # AT EH Apache Kafka BFixiRA , AJeE2 S 3 Apache Kafka ZiiE#HiR, EXFE
Mo

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

LATR Rz AT e an 5 Ja 49 B 20 WE B2 7R Bl

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"

Mk TLS &

1. % Hthe section called ‘TR 3 : BIEF PRIt EN AN ESCEEFIRITEN,
2. TEEFPmITEN L Z% Apache Kafka,
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3. EAXRRGIF , BMNEH VM EEEE MSK £EBEE. At , FEAEZRHKITEN LR
ZR /tmp B3R, RE , B3 Apache Kafka £ bin XX |, HETUTHS. (£H
JVM Eg’:l: EbT*ElE.Io )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

4. MEFEFIFITEN LK Apache Kafka £ bin XX | BlB—NEH
client.properties XA H , ZXHBEUTHE,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore.jks

5. EAWSCLI ZETHITEN LETUTS®S , ® c lusterArn Bt REEMN ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BRUOERMTATR. RELHER , RAEGFEEET —FHEAT.

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g70ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

6. BITULT®% , BootstrapBrokerStringTlsEMNIEHE L—SHhRBIRBRR 2 —

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. IFAFHSTEAFERIE-AF/MRITEN. K5, STUTHTUEIREHEERR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HEAMSEEOH , :fﬁf)\jul& HEERTEZER A EFEASEOPERMEEEE. Amazon MSK
4% S R RO L E B3 1T T INER
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Amazon MSK & F 5 17 #Y K B

BEEA IAM ETEMONERE | SALEEATFRIELNBRENTRUR A FRIELIBRIENS
#. Amazon MSK X4 EMNIRE, ARMFZHE. ET7HE JSON XA EHANFERTE , F51
C(IAM BF#EmE) 98 IAM JSON K TESE,

BRI

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUANT AR FERITER
&, UREMHAZRHETHIT,

JSON ZREEHY Action TEMA A THERK P R IEL TR AVRE, RBIREEEEXEKHN AWS
APl BERIE. B—EHIAER , GlaE BT AP BRENMNRNR 81, &8 - LREFZEERE
PRITSNMEE. XLEMIRERINERERE.

HREEF 2 ERFEUR FHATRBIRERIRR,

Amazon MSK R KB IRETEIRERIERA U TEIR : kafka:o. Hli0 , ERFEAFEH Amazon MSK
DescribeCluster API ##4EH#IR MSK & HIMNIR , BRfF kafka:DescribeCluster BEHA
HEXW, XEIFAMLMEE Action 5 NotAction JtE, Amazon MSK EX T HE W —HIR/E , M
HIREA AE R ZRSIITHES.

BEEENMNEYUPEESTRE , BEMAESFHENRIT , TR :

"Action": ["kafka:actionl", "kafka:action2"]

BETLAEABEA (%) BESMRE. I, EISELLEE Describe FFXWFERE , BT
BIE -

"Action": "kafka:Describe*"

E&EF Amazon MSK #ERNFIEK , EZH (IAM AP 1ERM) F 8 Amazon Managed Streaming for
Apache Kafka WiR{E, BEMFMHE.

N

TR

EE R WLER AWS JSON REERIEEHARIL AT L, thE2E , BANEME AT LHIRN
1TRE , UREALAFZHATHIT,
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Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource TTE, EARESRE , BEAHE Amazon BREZH (ARN) BERR. M TFXFHER
REE (RN BBRRNR ) BIRE | Bal LU IT IR E,

N TR ARRRGRIE (WFIHIRE ) | WEABRA () BREQLA TR,

"Resource": "*"

Amazon MSK EHIZREBF LT ARN :
arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterNamel}/${UUID}

Bx ARN XMW EZEE , iB5SH A mazon BREZF (ARN) Fl AWS FREHEZEE,.

flan | BEFEAFTIEE CustomerMessages E6 | EEMAELT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2"

EEERTHEKSHNAAXRSG , BEABES (%)

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/*"

TENBFERFRHITEL Amazon MSK ##1F | BIIA T aIZFRAVERF, EXLERBRT |, BLHEH
BERF (%)

"Resource": "*"
EEENMBEAPREESANER , BFERAES SR ARN,
"Resource": ["resourcel", "resource2"]

EEE Amazon MSK RIREXE K HE ARN H5I%k , FZH (IAM AFF#Em) F# Resources Defined
by Amazon Managed Streaming for Apache Kafka, E 7 &I AEMEREDIEESNREREN
ARN , &% ¥ Amazon Managed Streaming for Apache Kafka & X BV 1E.

ESER

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYH , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,
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N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
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E&EF Amazon MSK &M 8M %X , SR (IAM AF#8R) /M Amazon Managed Streaming
for Apache Kafka BW&HE., ETHREAUNMEREMTRFERAZLGRE , 121 Amazon Managed
Streaming for Apache Kafka & Y Y2 1E.
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ETENNRBEEENART IR, RSB FREK S FE Amazon MSK BiR, XLEERETEE
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- FFHAER AWS RERBH RO RENBENR — BEFHOAFMITERBER TR , EEANTS
EAPIRTNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETE LHN
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BENAXNEAN , N a SAEAFRERE T RS BRENTFRINE AWS RS |, flin AWS
CloudFormation, BXEZER , B5H (IAM AF#EE) F8 IAM JSON EEETE : &4,

« f£/ 1AM Access Analyzer BEf&EY IAM policy , LABBRINPRAY Z £ M FNTHEEM — IAM Access
Analyzer £BIFF K MM B RE , LUEHRKBERFS IAM policyiB S (JSON) M IAM &{E3E
B2, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , SUHBBEEIELS BINEEMREN
Kig, BXEZEE , EZH (IAM AF1ER) M IAM Acess Analyzer KRBT,

- FRZEHHRIE (MFA-OR AWS KFENZRFE IAM AFSRAS , BEA MFA RS X
£tt, AEEEMA AP RENEE MFA | B MFA RAETRMAIBHKKT. BEXESER , B5
7 (AM BFiER) 8 BES MFA fRIE) AP 5E,

BX IAM FHRESSBRNESEER , F5H (AM AFER) F8 IAM AN Z2SEXE

AP ERMIBE SR

ZORBIGER T BRI |, LAY IAM AP EERNEEAS S ONNERANEERE. LRKS
FBEEFS LR AWS CLI 3 AWS API BU4wTE A R TR LR ERR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

B E— Amazon MSK £

T RGIF | BABESR Amazon Web Services Ik Y IAM BB FiGRIENER
purchaseQueriesCluster MXFR, LEREEATAFIERER. RINHEHSSRE, JIHERETR
%E%ﬁ?o

"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateCluster",
"Effect":"Allow",
"Action":[
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
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"kafka:Update*"
1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:cluster/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef@123abo1-2"
}
]

BIEFRZIH A Amazon MSK &8

BRI EET SO RPEASNS , WEETHREZEZFIX Amazon MSK FIR G RN R. 1t RHLE
AT MAeIZ AR #ERESR, REESSAE, JIHERET R, ERNBEREFNRE, B2,
RYEFHIRL Owner NENZAFHNAFAER , TR TLNR.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:cluster/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:username}"

BT LA Z SR RE M AN B S8 - R Y 1AM . IR B richard-roe WA ZiRAE#H MSK £& |
G EBEFRIC N Owner=richard-roe 5 owner=richard-roe., &N , MFHIELFE], K4
FRZEH Owner IEE Owner M owner , AARHBEMTX O ANE, BXEZER , BZH IAM A
F 187 H IAM JSON FREETTE - 4.
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¥ Amazon MSK EHRZ XA R

Amazon MSK £ AWS Identity and Access Management (IAM) fRS <A E, RESHEXARE—T
MAFREM IAM AT , ©5 Amazon MSK E#XEk, IRFMEXAEH Amazon MSK FiE X , B¥FZ%
RERRESEAHAM AWS REFTENFTENR,

REEXRACRAILEERNMIZRE Amazon MSK , B RAERALFRIMFAENR. Amazon MSK A E
VEHRBRSHEXARHWNER, BRIEBITEN , BNRE Amazon MSK FEERAEAR, EXHNREFE
FEERBEMNRERE , M BENRREE M MBEMET IAM 3£,

BRXERSHERAGHEMBRSNES | HSHAEA IAM 89 Amazon Web Services , F&E# RS
XABHFERNRHOERS. EERMERE  EFEZRSNRSHEXH B,

FH

« Amazon MSK RS XA X R

« 71 Amazon MSK BIZRFZHEXAE

« 7 Amazon MSK REBRSHEXAE

« Amazon MSK fREHEXABXZIHFHNXE

Amazon MSK Y BRSZ#x B &R

Amazon MSK {#EH & AWSServiceRoleForKafka BIRE X B E. Amazon MSK R A& KRG
BREIRHRMITATIRE :

« *NetworkInterface - EEFKFHEIZMEBEMERED , fFFEF VPC FRWEF ik o] LAi5 R £ 8
R,

« *VpcEndpoints— EEEFKFFH VPC AT R , XELRTIATFEF VPC FNEFEH
SEERIE AWS PrivateLinko Amazon MSK 3 DescribeVpcEndpoints, ModifyVpcEndpoint
F DeleteVpcEndpoints EAER,

« secretsmanager— FAEEE &L AWS Secrets Manager.
« GetCertificateAuthorityCertificate - RENLBIEBMEHEHES,

WREHXACRKMBILLTIEERME : KafkaServiceRolePolicy, BXABRNER , 5
¥ KafkaServiceRolePolicy,

AWSServiceRoleForKafka RSHEXABEEUTRZIKAZAR
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 kafka.amazonaws.com

A BRI F Amazon MSK 3t &R B T i81E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribeVpcEndpoints",
"acm-pca:GetCertificateAuthorityCertificate",
"secretsmanager:ListSecrets"”
1,
"Resource": "*"
.
{
"Effect": "Allow",

"Action": [

"ec2:ModifyVpcEndpoint"

1,

"Resource": "arn:*:ec2:*:*:subnet/*"
},

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints",
"ec2:ModifyVpcEndpoint"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
I
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"

}
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}
iy

{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanager:*:*:secret:AmazonMSK_*"

BYMEENR , 2 IAM K& (AR, ARAR ) 012, FEIMBRRSHEXAG. BXESE
B, B2 (AM AFER) PRERSHEXABNR,

A Amazon MSK #IZRSHEX<A®

BEEFHCEBRSHEXRAR, HEBE AWS Management Console, 2 AWS API €12 Amazon
MSK £ &8+ AWS CLI , Amazon MSK £ W &R B REHEX AR,

MREMEBRZBRSHRXAR  AREEBRCE  SuLEAMEREEKFHERCELAR, L&
B2 Amazon MSK £ &8} , Amazon MSK BX N ECIZRSHEXAR,

A Amazon MSK REIRFZHEXAE

Amazon MSK F A #8458 AWSServiceRoleForKafka BREZHx A/, tIEZRSHEXARE , B8L
ETERACHEN , AAREZHXAs| HiZAR, BRALUER IAM RESGIEAR, BXEZE
B #2R (AM AFEE) AN RERSHEXAE,

Amazon MSK fRFHEXx A BTN X

Amazon MSK X FHEZRF ATRANAMBEXSEFEARSHAXAR. BXESZELR  HSRAWS XEH

Lol
U R o
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AWS I B MSK B FEE KRS

AWS HERBEZHMENEENILZ KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBANAF, MBS ERNR,

FicE , AWS RERBURTISNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEEXBETENEAZSNES EEARERE -SRI NR,

BT EEHN AWS RERBPE LR, MR AWS B AWS RERBPELHNR , MEHLE
IZRMAT RN EZERASH (AP, 4NABE. ). AWS REAREERIIFTH API HRIME RS T
BAGERET AWS BRSS BY API R 4ERS EH#T AWS HE XM,

BREZER , F5H (AM AFER) B AWS £E XK,

AWS ITEFBS : AmazonMSK FullAccess
LEREEFEENR , AFEATLIHRFE Amazon MSK ##1E, REEFHUNBELSANT :

« Amazon MSK R /2 F & Amazon MSK #1E,

« Amazon EC2HX[E — EUHt KR  FEERIF APl FRPEENER. XERN 7 HHR Amazon MSK
BE R EERPFERER, RPN EM Amazon EC2 R f2iF Amazon MSK |2 KL ERY
AWS #IR |, EIRRER I E BB EE,

« AWS KMSIXPR — 1£ API AABR A TRIEERAEBENRIERE. Amazon MSK AR 415 8E1E
Amazon MSK &8 HEREZIENZA.

« CloudWatch Logs, Amazon S3, and Amazon Data FirehoseffR — Amazon MSK EE
PR, TR BEEBERTIEE , FEXEBHRNKEBENEREY.

« IAMIBR — Amazon MSK EZE/NR , FTrEEENIKF PRI ZBRZSHAXACH ATFERNBESRHITAR
t£i% 45 Amazon MSK,

{

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables",
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"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute",
"kms:DescribeKey",
"kms:CreateGrant",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,

"Resource": "*"

1,

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

I

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/AWSMSKManaged": "true"
1,
"StringLike": {
"aws:RequestTag/ClusterArn": "*"
}
}
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}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
},

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
},
"StringLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "kafka.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
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"StringlLike": {

"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [

"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AwSServiceRoleForKafka*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/delivery.logs.amazonaws.com/

AwWSServiceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}

AWS FEE B : AmazonMSK 17 7] X PR ReadOnly

HRBEERFRIENR , RAFAFEE Amazon MSK HHERE.. MR AT TEMERR
BRI A RIR , L TBERIEFAY Amazon MSK iR, Hlal , MAXLENBRNEAATUEREEHK, X
BROERVNEES R , ETREXEAEHNEETRE, LREPHNBRIAMNT

« Amazon MSKIXPR — AFESIH Amazon MSK BiR , N E#THAHREEXECIINEE.
« Amazon EC2HX[E — AT HARSERXEM Amazon VPC, M., ZE4AHAF ENI,
« AWS KMSHPR — AT HREEEHRBENZH,

"Version": "2012-10-17",
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"Statement": [
{

"Action": [
"kafka:Describe*",
"kafka:List*",
"kaftka:Get*",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms:DescribeKey"

1,

"Effect": "Allow",

"Resource": "*"

AWS FEEXKBE . KafkaServiceRolePolicy

BTSN KafkaServiceRolePolicy EI#H) IAM 324, FLLREEMMBIRSZSHEXAR |, ZABAYT
Amazon MSK H4THEINEE MSK & LK VPC inR (E#ESR ) . EEMKEOMFEA AWS Secrets
Managerg B EHEILERE, BXRXEZEER , S M the section called “FRFHEXAE",

AWS IEEXRE : AWSMSKReplicatorExecutionRole

ZAWSMSKReplicatorExecutionRoleZk &[] Amazon MSK & #3582 F 1 MSK & = A1 & #I54E
MR, LERBEPHNRMN T 24

 cluster— [ Amazon MSK Replicator T/ IAM 9 RIEEZEFEFHHONR, ERFHEHRMN
BEEFMNR,

 topic— &F Amazon MSK Replicator #ifl, BIZEFME R EBUR BREBHSEENNR.

« consumer group— 1ZF Amazon MSK Replicator #RME R EAEH, M MSK EFIEEME A
H HA LA M BR 2 %25 A1 2 59 P 2B = B A A BR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ClusterPermissions",
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"Effect": "Allow",

"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

"kafka-cluster

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,

"Resource": [
"arn:aws:kafka
]

.

{

Connect",

DescribeCluster",

AlterCluster",

DescribeTopic",

CreateTopic",

AlterTopic",

WriteData",

ReadData",

AlterGroup",

:DescribeGroup",
DescribeTopicDynamicConfiguration",
AlterTopicDynamicConfiguration",
WriteDataIdempotently"

t*:*:cluster/*"

"Sid": "TopicPermissions",
"Effect": "Allow",

"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka
]
},
{

DescribeTopic",

CreateTopic",

AlterTopic",

WriteData",

ReadData",
DescribeTopicDynamicConfiguration",
AlterTopicDynamicConfiguration",
AlterCluster"

¥ % ctopic/*/*"

"Sid": "GroupPermissions",
"Effect": "Allow",

"Action": [
"kafka-cluster
"kafka-cluster

1,

:AlterGroup",
:DescribeGroup"”
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"Resource": [
"arn:aws:kafka:*:*:group/*/*"
]
}
]
}

I 5 MSK #7741 AWS BBR

EEHZBRSTFHRREFRXLEEHRAR , Amazon MSK AWS EBEREMFAEE.

B iR =p:
WriteDataldempotently fXfR2  Amazon MSK 7 2024 £3 A 12 H
A HNEl AWSMSKReplicatorEx ~ AWSMSKReplicatorEx
ecutionRole-E ¥ I A KB ecutionRole BRI T X
¥ MSK &8tz RI#IEEFIHN
WriteDataldempotently X BR,
AWSMSKReplicatorEx T MSK 180T X 2023 12 A4 H
ecutionRole : ¥R B I 5 # MSK Replicator

# AWSMSKReplicatorEx
ecutionRole B,

AmazonMSK FullAccess — 8 Amazon MSK 7’07 X ¥ 2023 £ 9 A 28 H
FIMBEE Amazon MSK £ ISR,
KafkaServiceRolePolicy — B#f Amazon MSK /i 7T X#% 2023 3 A8 H
TMBEXRR VPC FABEEZADR,
AmazonMSK FullAccess — B Amazon MSK 70 7 #7189 2021 £11 B30 H
HOBBER Amazon EC2 X [B , LAMEiE#E

FEEH,
AmazonMSK FullAccess — B Amazon MSK 780 7 3R | 2021 £11 B 19 H
HIUBBER AFE#ER Amazon EC2 B H

o
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B iR H HA
Amazon MSK FF/Z3 TIRERE X Amazon MSK FFRIRERE 2021 £ 11 A 19 B
AWS TEBEWEZE,

Amazon MSK B 3 15 7] 0] B HE &

FERAUTEE TS HINIEEEEA Amazon MSK 1 IAM B a] 2B 2 H 2 0 (81 &,
E3

o REMNIE Amazon MSK F#1TiR4E

KR FTAIE Amazon MSK H#i 1T 4E

R AWS Management Console HFiF BTN MITEIURIE , M XK REE R T KRB, EEAR
R IR B R EIEN A,

4 mateojackson IAM A=A E ARG AMBRESR |, B)%F kafka:DeleteCluster RXRAET , &
RELT R R,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXFBERT , Mateo BERMMNEE R FHHZE |, LLAGTFMER kafka:DeleteCluster BEW
@] purchaseQueriesCluster &if.

Apache Kafka API #Y & 5381 F#1#% X

EATLAGER 1AM XS & P imidt 1T B 01800 H R F B4 Apache Kafka &1E, =& , B[ LAEH TLS
I, SASL/SCRAM X & Fumit 1T H 0 %IE , AR £ Apache Kafka ACL R R FsiE4L R,

B A& o] AR SR E B E AT Amazon MSK 2EMEE |, 551 the section called “Amazon
MSK AP| #) & 3 B UE MR

£
« 1AM T 18] #2 %l
« X[E TLS 4K
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« ff S AWS ecrets Manager # 175 FEE S ML
» Apache Kafka ACL

|IAM 7 [B] 2 i

Amazon MSK #Y |IAM 7 [RJ42 61 BeeB 4032 MSK BN H B RIENTN, XERTFZEEHA—T5
BRI FIAN S —HELAF. fl, YEFIRSREALNER , Amazon MSK £/ 1AM KK E
ZEFHERRAN BMRIINE M , UREREENAENEFERBIE. IAM FRIZEHERT Java
M3E Java B , BIEA Python, JavaScript Go H.NET R EH Kafka & F i

Amazon MSK 218 REH , LHEZ/#HITEIT. BXEZELR , 55 the section called
“CloudTrail B4,

N T REE 1T IAM T E$2 %] , Amazon MSK 3¢ Apache Kafka JR{A 33 1T 7 DiFE . XEEHTL
$R 18 Apache Kafka {56 1& B2 BA 2 B9 20,

/A Important

IAM 15 [R]#2 #| R 3E A F Apache ZooKeeper 7 8o B o< QA5 &3 X L2 45 A9 15 B X PRI 15
B, 1534 the section called “#2#I% Apache A5 [E PR ZooKeeper”s

/A Important

MR ERFEH IAM 5E1#2F] , N allow.everyone.if.no.acl.found Apache Kafka
RETH

/A Important

WA LARBER IAM TR 4R 58 MSK ££8%18 A Apache Kafka ACL APl, {B2 , Apache Kafka
ACL X IAM BBHEICEEF N, BX4TN IAM XBAT IAM AR iERES,

Amazon MSK H |1AM i [a] 3§ /Y T 4R 3

EfEA Amazon MSK 9 IAM TFE#2E , BRITUTER , ATHERIT O FFAN FXELSR,
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« the section called “BIZE A IAM G RIE GV SR

« the section called “Bt & & F~ i LABE1T |AM 175 0] 42

« the section called “BIZEZR KR

« the section called “FREXA T IAM 175 B 42 Ry 5| S4CE”

BIZGEA IAM a2 HI R SR8

AN F A ER AWS Management Console, API S8 H IAM 5 RIIZHINER. AWSCLI &
RIMARMEERTTE IAM FRIEHEHINER , F3 M the section called “EF LR E,

{# F 8122 AWS Management Console £/ IAM 5 [R] 352 i Y S£ 8%

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,
2. EROIBREH.

3. EREABAEMRECNEER,

4. ESHRIETDF , EF IAM RS,

5. EHUIBEFNHERIERE.

£/ API S8l AWS CLI £ IAM /5 B34y £ 8

EQZEBRAT IAM iFRIRFINESR | BFEH CreateClusterAPI 5 create-cluster CLI 8593
H4EB LT JSON £ ClientAuthenticationZ# : . "ClientAuthentication":
{ "Sasl": { "Iam": { "Enabled": true } }

BLERE 7 im AT IAM 5 R4 5
BUEFREREER IAM HRHZH R MSK S£8E(E |, &7 UER U TR -5

« fE£H SASL_OAUTHBEARER ##l3# 173k Java B imEl &
« {#/ SASL_OAUTHBEARER #4135 AWS_MSK_IAM #4347 Java B il &

£/ SASL_OAUTHBEARER #l&I#t & IAM

1. ERALLT Python Kafka & Fis R~HIH R EE RWIBEEENIER , 458 client.properties EL&E 34,
HE SR EE RS ZELL,

IAM 7 [E] 42 5l 215
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#!/usr/bin/python3from kafka import KafkaProducer

from kafka.errors import KafkaError

import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<my aws region>')
return token

tp = MSKTokenProvider()

producer = KafkaProducer(
bootstrap_servers='<my bootstrap string>',
security_protocol="SASL_SSL',
sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

)
topic = "<my-topic>"
while True:

try:
inp=input(">"
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()

2. THAMAREESNEPERFEF  RAERRBZIESEZT LN FRER" B2 H AR AR TRE,

» JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js#getting-started

Python: https://github.com/aws/aws-msk-iam-sasl-signer-python#get-started

Go: https://github.com/aws/aws-msk-iam-sasl-signer-go#getting-started

.NET: https://github.com/aws/aws-msk-iam-sasl-signer-net#getting-started

JAVA : Java B aws-msk-iam-auth jar X424 SASL_OAUTHBEARER X%
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£/ MSK BE X AWS_MSK_IAM LB & 1AM

1. FUTHBRME client.properties X#H, & <PATH_TO_TRUST_STORE_FILE> BN
ERin LEETFHE XN TLRERE.

(® Note

MBEFEFERBFEIER , ATUAM client.properties X4l BR
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MMREBRIEE
ssl.truststore.location B{E , Java #HEFFEHABRINTI B,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

EFAEN AWS ZiFRI BN wREEXH , BE¥H 3 EawsProfileName="your profile
name" ; EENEFHEENHF, BXWEREXHNEE , BSRAXXEPHFEAE AWS CLI
X,

2. TEHRIWREM aws-msk-iam-auth JAR X4 , HEEBEXK RS, MREFEH Maven |, &
AT, HBRBEEEFERAES -

<dependency>
<groupIld>software.amazon.msk</groupIld>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK & Fimi{F7E Apache 2.0 FA[iE T 2F R
BB R B

FROKBH N SEZEF RN NG IAM A, ERIGRES | S LUIEEA® A% Bt
£, MRENEFPImALT Amazon EC2 3£l L | &5 R IRINE K 51Z Amazon EC2 4|8y IAM A<
B, E , BN EFREREENEATEREEXH , ARHRNERSZGEREXHFNARX
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BX, the section called “BLi& & F im AR 1T IAM T RI2 &) N B NEF HREENFERAGREEX
#,

BRuM{ABIZE IAM policy WEE. , S AIZ IAM policy.

BT REANEFNRIURRE R MyTestCluster, E 7 f## Action Ml Resource TEMIEN , FS
¥ the section called “IRYEFN & RHVIE XL,

/A Important

&34 1AM policy P9I E k& BN R BRTE IAM APl #1 AWS CLI #1, BR |, SREEE X THEE
BRENRBFEER. EASHERLT , RKBEERLEFTT — o8N ERNER. MERRER
A BE & 38 HNZER A 8]

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/*"

]

.
{
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"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

iF
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:group/MyTestCluster/*"

ETHNMANEBIEEEN Apache Kafka B ( FIanSIZMEALIE ) INWIRETENEKR | ES
% the section called “& WL {E A ZEH,

X F Kafka W2 2.8.0 REEIRA , THEEFE A WriteDataEdempotently X BR (KIP-679), 2k
INMBERT ,IRE T enable.idempotence = true. HIt , XF Kafka x4 2.8.0 RE SR

&, IAM Rt 5 Kafka ACL HHEIRIZhEE, X2 WriteData MEANEBWIHRNR , TiE
WriteDataldempotently FZF/E, XF LT WriteData RELSMBEETENER. EXTE
MT , A WriteDataldempotently, iX2H T IAM BB XIS Kafka ACL WEI A RFEE
Fo

BRI RE , BWEARCUT AT R R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDataIdempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
},

{
"Effect": "Allow",
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FRARER

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic"
]
}

EXMERT , WriteData AFEA TestTopic , M WriteDataldempotently SRRt & 1T
BEMEA, BEAEE |, WriteDataldempotently REBEKIINNER, ©TEEETBRIER,
MR writeDataldempotently XBRFEBEH , Mt R EAFTEMER,

REVAT 1AM i E 2 HIaY 5| S

&2 | the section called “ZREX 5| S,

BRAEM A IRAYIE L

A HRT AILE IAM BRRBEHAFEANRENRRTENEL. BXRERAE , E5Hthe
section called “BI 2R KL,

BR1E

TR THEER Amazon MSK B 1AM 15 B2 et A AE BRCK B P B2 RIRE, LHEEREREH
BERBREINPHERERN |, ELXMDTEBFAFRES T HMEERE,

BE iR FTEWIRE FTERN BIR ERT LRSS
£
kafka-clu BRFEREMBIE ¥ cluster =
ster:Conn EEHMBR,
ect
kafka-clu RFHRER kafka-clu cluster =
ster:Desc ENHHERIN ster:Conn
PR, 3T ect
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FRARER

BRI

ribeClust
er

kafka-clu
ster:Alte
rCluster

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Alte
rClustexD
ynamicCon
figuration

DU

Apache Kafka
#) DESCRIBE
CLUSTER
ACL,

RTIENEHEZ
NFHEANRER ,
% F Apache
Kafka 89 ALTER
CLUSTER
ACL,

BT HRER
HSEE R
R, 3T
Apache Kafka
# DESCRIBE_
CONFIGS
CLUSTER
ACL,

BRTEqERH
A E R
R, 3T
Apache Kafka
# ALTER_CON
FIGS CLUSTER
ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
er

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

FREEHY BIR

cluster

cluster

cluster

ERATERS
3

7|

7|
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FRARER

BRI

kafka-clu
ster:Writ
eDataldem
potently

kafka-clu
ster:Crea
teTopic

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rTopic

DU

RyEEEHFLI
BERFRAEBEAM
FEORR , S
T Apache Kafka
# IDEMPOTEN
T_WRITE
CLUSTER
ACL.,

BRYEEHL
B E AN
R, 3T
Apache Kafka
# CREATE
CLUSTER/T
OPIC ACL,

R T RS

B IR
R, EHT
Apache Kafka
# DESCRIBE
TOPIC ACL,

RITEXREHL
FEAR ,
% F Apache
Kafka 89 ALTER
TOPIC ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Writ
eData

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

FREEHY BIR

cluster

topic

topic

topic

ERATERS
3

=
=

fim

fim

fim
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FRARER

BRI

kafka-clu
ster:Dele
teTopic

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

kafka-clu
ster:Alte
rTopicDyn
amicConfi
guration

DU

& FHRE

B EFRBAI
R, 5T
Apache Kafka #9
DELETE TOPIC
ACL,

BRTHARERL
FREHSEER
MR, YT
Apache Kafka
#) DESCRIBE_
CONFIGS
TOPIC ACL,

BRYEQEHL
FEHAEER
MR, ST
Apache Kafka
# ALTER_CON
FIGS TOPIC
ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

FREEHY BIR

topic

topic

topic

ERATERS
3

=
=

fim

i
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FRARER

BRI

kafka-clu
ster:Read
Data

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

DU

BYNERELE
BRI BER
PR, ST
Apache Kafka

# READ TOPIC
ACL,

RFOEHELN
FHEEABEN
NBR , HETF
Apache Kafka #J
WRITE TOPIC
ACL

R T RS
B EEAR
R, 3T
Apache Kafka
# DESCRIBE
GROUP ACL,

RFMALERH L
BEA MR |
% F Apache
Kafka #9 READ
GROUP ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

FREEHY BIR

topic

topic

ERATERS
3

=
=

fim

fim

fim
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FRARER

R’

kafka-clu
ster:Dele
teGroup

kafka-clu
ster:Desc
ribeTrans
actionalld

kafka-clu
ster:Alte
rTransact
ionalld

EESZRHRES ,

DU

BT MERE
B EEAR
R, ST
Apache Kafka
# DELETE
GROUP ACL,

BT HRER
+E5 DY
MR, BT
Apache Kafka
#) DESCRIBE
TRANSACT
ONAL_ID ACL,

RTIENEFL
EZ ID IR ,
¥ T Apache
Kafka B9 WRITE
TRANSACTI
ONAL_ID ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTrans

actionalld

kaftka-clu
ster:Writ
eData

FREEHY BIR

A

transactional-id

transactional-id

EAILERRBMMERES (*) BEAF. REAMT,

« kafka-cluster:*Topic X% kafka-cluster:CreateTopic. kafka-
cluster:DescribeTopic, kafka-cluster:AlterTopic fl kafka-
cluster:DeleteTopic, BFE¥E kafka-

ERATERS
3

=
=

i

i
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cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* RERAENIR,

RIR

TRETRTHEMEA Amazon MSK B 1AM 1/ [R)42 &l i A E AR B P E AR DR R. &R BUE A
DescribeClusterAPI 2 d es AWS CLI cribe-cluster 55 M AWS Management Console =X H 3R EXE &
Amazon BREBF (ARN), ARG , BRI LAFEAEE ARN RKEEXH, HAFES IDARN, BEERNE
BAPRIEERIR , BEMRZERN ARN.

BT ARN &=
it arn:aws:kafka:region:account-id :cluster/cluster-name /cluster-uuid
FR arn:aws:kafka:region:account-id :topic/cluster-name /cluster-u

uid /topic-name

4 arn:aws:kafka:region:account-id :group/cluster-name /cluster-u
uid /group-name

EHID arn:aws:kafka:region:account-id :transactional-id/cluster-n
ame /[cluster-uuid /transactional-id

&ALATE ARN # :cluster/, :topic/. :group/ # :transactional-id/ 2 EWEENLE ,
EEXBHFERAES (") BEF. ATRUAEAES () BEMFSIAS NIRRTV RO

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : EMB NMEE
FEFTE 8 MyTestCluster , TTieEE K UUID 04,

* arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : KBF B “_test” FERMAAEEE , HEHN , UUID I
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

* arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FIEX 5 ID 7 5555abcd-1111-abcd-1234-
abcd-1234-1 WX 5 , S RIAEKF PR ENERNIENL S, MyTestCluster XEIKE , MRE0
B7 -8R MyTestClustertV 58 , AENEMER , AR QRS —IMEEEE , WA ERALLEIR
ARN ERANEFH LR THERMNR S ID, B2 , TEiHE SR ER,
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FRARER

LYREIEES Y

TRANE-INERT -LEERLAM, ERNFFAHHITEEARS , BEEFRNEREKPESS1ZA

BIFTBHVRIE , FRF Effect IREN Allow,

A Amazon MSK Y IAM 5 R2H 2 FRERENER |

(® Note

BRNBRT , RIEREEL, &
N A=
Admin

BIEEM

& B HE

15 A B 4E

URER A EREIE

21 the section called “BB/EMERHIE

PREERIRIE

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kaftka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

AR RV ERNE P WmNITHENMRE.

Connect
CreateTopic
Connect

DescribeTopic

:WriteData

Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData
Connect
DescribeTopic

WriteData
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FRARER

R &

MBS HAEREBE

HRERFAEE

EMEHNEE

P T A

kafka-cluster:
potently

kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:
actionalld

kafka-cluster:
ionalIld

kafka-cluster:

kafka-cluster:

WriteDataIdem

Connect
DescribeTopic
WriteData

DescribeTrans

AlterTransact

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

AlterClusterD

ynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeTopic

DynamicConfiguration
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NAZS FrERRE
EHFENEE kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

BEdEH kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

XX[@ TLS &A%t

S FMNAEFEE Amazon MSK RIEBWIERE , BAILUMER TLS BAZEF R EARIT. EFERAE,IRK
SO , BFEEHR AWS A8 CA., AWS #AF CA AT SEBHNERVT AWS K/ B— Nk
WA U FREINKFE T, X AWS FAE CAs WEE , BST0E2FNEE AWS FAF CA.

® Note
TLS B/ RIEB R EIEMTEXFEHRA A,

Amazon MSK A FEH R4Sk (CRL) ., ERFINEH TN HRINRELRKESHMEBENIES |, &
£ Apache Kafka ACL 1 AWS Z£ 4, BXfEM Apache Kafka ACL ISR , 125 the section
called “Apache Kafka ACL",

AEBEE T

- HERXEEFRSORIRER
- ELIRRENERSHRIE

- FRASHRUERFMEAES
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FRARER

EXFFEF I 5 DRI EE
LI 2 E ISR R WA E A S A& P i & 0 I IE AWS 38 CA.

(® Note

EERANE TLS #4liFE et |, HRA158Z1E I AWS FAE CA FEAN MSK EEFAMIER,
XA AR PCA B/ TLS iFBNEE N MSK EEFHITHHRIL,

FERAUTHRBRERRN clientauthinfo.json WX #. FF Private-CA-ARN B R IEH
PCA 89 ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]
}
}

B8 — /BN brokernodegroupinfo.json BI3X# , Mthe section called “fE A BIEEE AWS
CLI"H ARk,

ERFmEMRIEEEREEAZFHNMREZENERPMNE, EFAUNTHRRCRER
encryptioninfo.json BI3X#. & KMS-Key-ARN E# R &K KMS 24789 ARN, 0 LUF
ClientBroker i&E&J TLS 5 TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

BRMENEZEE , B2 Hthe section called “fN%",

£ AWS CLI Z¥ 7 SO RIEMEHFNBNITTENL , STUTRTHUCIREASORIENER
HINBER. RIFEAHPRENER ARN,
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aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

REFIRIRENER S BRI

1. SIZAEZEFHITEYLA Amazon EC2 341, AEEREN , BEATEEMNE— VPC HelZlt
E46l, BxuAelZEEEFIRITENN RS , 55 H#the section called “FIR 3 : BIEE P imit
7,

2. BIEITE., AxRAl, S Mthe section called “F 8 4 : ¢|EETT THIHA,

3. ZEE AWSCLI ZKWITEN L , BTU TS URIERENSISRE, F Cluster-ARN B A
B ER ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

REEER P HY BootstrapBrokerStringTls XEBAHIFRF &,

4, EEFHRUTENL , STUTHSUER WM EEFHKVIEEFIREEFH. WREN IVM
BRERE , EHEME ARG

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore.jks

5. EEFRITENL  BTUATHSAEFRAUELREER, N Distinguished-
Name. Example-Alias, Your-Store-Pass ¥ Your-Key-Pass B¥RFTEZRFHE,

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2

6. EEFHRUENL  BITUTHSTUEREZEL-—SPUERNAETERABIERER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

7. #F client-cert-sign-request X# , HBRIZ BTN ----- BEGIN
CERTIFICATE REQUEST----- BE&RRA ----- END CERTIFICATE REQUEST----- o MRZ
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NXHFELRN ----- BEGIN NEW CERTIFICATE REQUEST----- , 15 M ST B FF Sk F 25 B 4 il
BR#1E NEW ( REEHEMNENZERE )

8. B AWSCLI ZHIFPHITENL , ETUATHINIEREFERH#ITZER, & Private-CA-ARN
B NIEH PCAR ARN, REE B LUERERMEE, EXE , &AL 300 F 6,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --csr
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

RIFMEA HIRAHIIED ARN,

® Note

BERRENEFFURIED , B6EA acm-pca get-certificate B HIEELNIED
ARN, BEXEZEL , 51 (AWS CLI Command Reference) HH#) get-certificate,

9. FEITHAT@HLUIRIMNE AWS FAH CA EEMIEPH, fF Certificate-ARN BERANEN E—%
an R IR P IRERAY ARN.

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. NBEITL—&KRGHFTIREH JSON LR+ , E#l5 Certificate M CertificateChain X
BN ZRF R, FXFANZR BT B N WH X+ signed-certificate-from-acm. MG E
Certificate XEXMNZRFE , AFKME CertificateChain XEWZRFE, & \n ZHFER
HF1To UTRFIEBFIEBEMWEE P TN XHEN,

1. EEFRITEV LSTU TS RIIER RSN ZRAES |, SEEES MSK RER R HR
EEIEF
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keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

12. FAUTHARCERA client.properties WX H. FEEEHENBZAEME AR N IBG
kafka.client.truststore.jks RFEINEE, FAEHN Kafka B FighRAER {YOUR
KAFKA VERSION} H{u%%.

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

FERASARIEERMERER
1. BITUToSUAEEST, B client.properties WXHREE £ — IR GIEM X,
<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-

server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. BIUTHTUBIEFEERES. B client.properties WXHREE L —IEBHLIEN
X,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFWUENLNHBTEOD , STUTHTUEREAERAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. HERFEOTRRAER , ANEEREREFEAREQDF,
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£/ S AWS ecrets Manager # 1T & X EE 5 M KIE

B LAERAER S AWS ecrets Manager 71 F 4RI 19 B FEIERIZHIXT B Amazon MSK &8 K15
R PR. A FEIEFM#TE Secrets Manager FAIUB A SEB# S HRIEN TS |, flansit. B
EIE, Secrets Manager it Baep EER L Z AP &EIL,

REBDETIIES

-« IT#EAK

« 1 Amazon MSK £ &% & SASL/SCRAM & 45 if
- FRAF

- R

THERR

Amazon MSK #9 & F &l & I F A SASL/SCRAM ( Simple Authentication and Security Layer/
Salted Challenge Response Mechanism ) &3 5if, EREFEEZZEIE G ORI , BRI E
AWS Secrets Manager FRIEZARER , HRERFIMSZEH XK,

SASL/SCRAM 7£ RFC 5802 HEE X, SCRAM AR &R FEE , T2EF M im MRS 25 < A& B
MEFFIE,

® Note

RN EEFIRE SASL/SCRAM B IRIERT , Amazon MSK @ W B PR EBZ BNMERE
FFE TLS .

71 Amazon MSK £ 8#1% & SASL/SCRAM &% 1iF

E7£ Secr AWS ets Manager iR B #4H , BIRHR Secrets Man ager f 7 155 Y S E R RHEAWS
FABBHITRE

£7 Amazon MSK &S| EZ4AR |, BEEUTER :

 NTHAXE | FRFHMBRAXRE (Hlw API 247 )
o BB BHAIELEIE AmazonMSK_ FF 3k,

- BRAERANBEHBEL AWS KMS BRI N ERE AWS KMS A eIE#H B ELEHR, RIAMER
T, Secrets Manager X2 AWS KMS At A BRIAE4A,
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https://docs.aws.amazon.com/secretsmanager/?id=docs_gateway
https://tools.ietf.org/html/rfc5802
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html

Amazon Managed Streaming for Apache Kafka FERARER

/A Important
EARRIAEHA QBN ZE AWS KMS 7 8EA T Amazon MSK £,

« BHERFIUEBELFRRALTER |, FsefE AR TE AREN

{
"username": "alice",
"password": "alice-secret"

}

- 1BRZHM ARN ( Amazon BREM ) Eo

/A Important

BT HENF Secrets Manager Z4A 5 H the section called “ FEEHNW A/ : SMEN D
X E" PPk BRI 89 SR B < BRo

- MREFEHCERE , FASBIEERH ID L ARN, AWS CLI kms-key-id A ERER B
- ENRASEIERCE | iF#EA Amazon MSK 4] A = BatchAssociateScramSecreti® k.,

/A Important

SR BHESEFRKE , Amazon MSK & [F1Z A M N RREE , BLA YRR EEF 1R A
REUEE XN ZAE, BFRIERLTRRE, XEMAURESEEENERTRZER,

BatchAssociateScramSecret BEMLLT JSON % A RG24 SEB B -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"
]
}
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-scram-secrets.html#BatchAssociateScramSecret

Amazon Managed Streaming for Apache Kafka FERARER

ERARFEINEEDER

EOBEZRAHATEEER KRG , REUUNEFIREREIESH., UT RIS ERNMSEEF HERE
B|{#EH SASL/SCRAM B IIFHER | URNMBE REIEBERFER,

1. BERET AWSCLI HWITEN EZTUTHS , ¥ clusterArn BN EEM ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

2. BERIBERHEDR , FETUT®S , I BootstrapServerString Bt I&E E—5HIREBH
REHRZ—

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapServerString --replication-factor 3 --partitions 1 --topic
ExampleTopicName

3. EZNEFHRITENL , 12— NJIAAS BEXH , P I FE#EZHAPHNRAFEIE, flm ,
MFRAF alice , FAUTABRBE—NEN users_jaas.conf B,

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

Iy

4. FRALUTHSE JAAS BEEXHS H A KAFKA_OPTS ®RESH,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

5. 1 ./tmp BEAFRIE—NEN kafka.client.truststore. jks B3 #,

6. FEAUTHSI JOK BHREEXHMN JVM cacerts XHREHIEBEL—S
FEIEH kafka.client.truststore. jks X#. F IDKFolder Btk
5l b JDK XK B FR. Flin | 88 JDK XHRAJEEH BN java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64.,

cp /usr/lib/jvm/JIDKFolder/jre/lib/security/cacerts /tmp/kafka.client.truststore.jks

7. £ Apache Kafka Z%&H#) bin B&™H , Bl — N8 H client_sasl.properties HEFixE %
X, Hh a8 TAR. WXHRIEX SASL HLHI R
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security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512
ssl.truststore.location=<path-to-keystore-file>/kafka.client.truststore. jks

8. HAUTHERESISREFERHR, ClusterArnBRNEEMN Amazon FFEBH (ARN) :

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

MESH JSON &R | RIEEH N BootstrapBrokerStringSaslScram B F & & X BH
=8

9. EAREUENTRHAER , BEEFEFHBITENLESITUATH S, §
BootstrapBrokerStrlngSasISCram BN B EL-FSHPREFINE,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

10. EFALCIENEIE , EENEFFRITEN LETUTES. &
BootstrapBrokerStringSaslScram Bt RIR 2 BIIRBHIES

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

ER A~

RIEBAF  fEFHAPURENHOEXNCIZERF . 7 Secrets Manager 2§ & £ A B SGETRY |, B
BUT RN IEERZEIEHRE,

"username": "alice",
"password": "alice-secret"

WERFHRNR  EMEAFGRERNEIE  BUEEEER EBRIBEIMIT ACL , REEUH
BZZHANXEK, XREN :

- BERAPHTEEXAIMAESE,
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- WEANERRZEE 10 2T kB,

BHXF ACL 5 Amazon MSK £&FERAMNEZEE. , 12 Apache Kafka ACL,

Xt FEA ZooKeeper B ER , RINBWIERHIXS ZooKeeper 7 KKViA M , LABLEAF &k
ACL, BXEZER , BSMH 253 Apache B [A PR ZooKeeper,

BR

£/ SCRAM Z4ARTEEZLLT RS :

« Amazon MSK X %z## SCRAM-SHA-512 &1,

« — Amazon MSK & HZ T#H& 1000 M,

o BT AWS KMS key 5 BR4E—RER . BT EABRIA Secrets Manager 1122 24019 2
15 Amazon MSK —EfFH., BXEIE KMS Z4E LR , i3 # Creating symmetric encryption
KMS keys,

« BT ETE Secrets Manager £ A IEXI s KMS % 4A,

« fEiZ BatchAssociateScramSecretiR¥E , B—RXR&Z A LUF 10 NP5 —NEB KK,

« 5 Amazon MSK SE& < Bk 1Y 2240 Y & M0 B 51 8% AmazonMSK

« 5 Amazon MSK £ X BENFAMLMEEFH NV THER Amazon Web Services Ikl AWS Xig
o

Apache Kafka ACL

Apache Kafka B — PN AI KRN ER | HHH 7T RNEEXI, out-of-box Amazon MSK ERIE LW
server.properties X#HERALIRNS.

Apache Kafka ACL B9#E=R “F4& P 2 [RiF/3E4] £ H FEME RP EE KRR R MITRIE O
ResourcePattern f13R RP S4FERIRE R TE , Il R B RBKH ACL , Hlt R AFRBRAF 25
WAFIER R, HEE UL Apache Kafka 179 , 5B allow.everyone.if.no.acl. found
’A true. BIABERT , Amazon MSK £ HIRE N true, XEWKE , X F Amazon MSK &£ , Wl
REZBERBRLERRE ACL , WAFEZERABTIARLERR. MRERELEA ACL, MR
EERNERATREHEE, MRERFNEBNIHEHER TLS HESHRIERNE A% , BEEH
Apache Kafka #fJ5 CLI 740 ACL., BxiAm. MBERFFIE ACL WEZER |, BFS K Kafka BN
TITRE,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-scram-secrets.html#BatchAssociateScramSecret
https://cwiki.apache.org/confluence/display/KAFKA/Kafka+Authorization+Command+Line+Interface
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BREFWmN  CERERTHREREBLREFNNR , LMERETUNESXEFEE, MRREL
RFEENER |, WZEBHNEFFRK.

A DS BR XY £ B RY IR B 15 [F] X

1. HPCIEPJ’WJHEIJ ACL =5 , UAWENRIER ACL WATEEE., ERTFREXN EFAY BRI R
, BEAES MSK £HBENEARITEN LETUATH S,

RAEMERSISKER DNS B Distinguished-Name , RIERES (*) Bt
DPYRBHRPE— NN ERTSE, i, IRENEFENSISRE2—EHF DNS
b-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , BEFUT
BSHH Distinguished-Name Bl * .mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.com. BXWAREEISKENEFEE. , EZHthe section called “JRENE| S
REE”,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
--bootstrap-server BootstrapServerString --add --allow-principal
"User:CN=Distinguished-Name" --operation Read --group=* --topic Topic-Name

2. ERFREEMRHEN , BEEFHITENLETUATHS. MREARE TLS FHRIE , i&
FEREZRBRIERANERANE— Distinguished-Name,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
--bootstrap-server BootstrapServerString --add --allow-principal
"User:CN=Distinguished-Name" --operation Read --group=* --topic Topic-Name

EMIERIERF RN , BALLUETHRMNGS , H --add B#EHR --remove,

3. ERFHNETEMNEBEHEN , BEFFHBITENLETUTHS. MREANRE TLS FHRIE |, &
FERELBRIERARERNRE — Distinguished-Name,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
--bootstrap-server BootstrapServerString --add --allow-principal
"User:CN=Distinguished-Name" --operation Write --topic Topic-Name

ERREHEN , B LLUETHENG S , 0 --add B#R --remove,
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Bl Amazon MSK &8 & 4+4A

AUNMBMAELINE MSK KENLT2A, EFEFTEERERHNZE  UENBERFARHE
R PR SR I E BB RNR, AREZLANFEE , BS6 (Amazon VPC R 1EmE) FHER
VPC &£ 4,

1. {EAHH ListNodesAPI 5 list-nodes ap TIREVEEH PR EMN IR, AWS CLI LHRENERBIE
E/REBXERBMEMLED (ENI) B ID,

2. &3 AWS Management Console }{TH L 5k EC2 #2&I& |, MukH https:/
console.aws.amazon.com/ec2/,

3. HEARFALAMEN TSR , BEHBERNXE,
4. EENERNMEZERET , EBEMNSEEQ,

5, EREBEF-IPREBNE—DEN, EREREMNVRERE K REERERZLA, FHNE
SADEELL ENle XHIEEE - S FIRENEAN ENI ES ISR,

(® Note
&HEFH Amazon EC2 BRHIANERZLHMBMNER , T2RRTE MSK #2H| &1 MNEIR
BT

6. BEHZLANMAN K BRENVNEFFHITLLHERE, BXIREZSEAMNNNESR , FSH
{Amazon VPC AAFErE) YA, MIBRFEFHAN,

/A Important
MREEREEHAERBNEZSA , RERZEHFMNFHRE , Amazon MSK LRF#TCE
BEt|ZEHNSZERABRNRRRZEAXEK, BER K EfEHERET , A REERLHM
ER—MR2£EXK, FHit , MIREEERZ2ARF/HFMHFARE |, WLHEXNITHEN SR
FER IR ENIo

X Apache BV 15 B X BR ZooKeeper

HFZeEE , B LREIFE FEH Amazon MSK ZooKeeper 58 Apache 7 RiVAE., EfR&|
W RWFR , SRR EEMNESE, RE , BALLREENSEZEZLENAR.
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/en_us/msk/1.0/apireference/clusters-clusterarn-nodes.html#ListNodes
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/list-nodes.html
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules

Amazon Managed Streaming for Apache Kafka FERARER

/A Important

AT REBEATE Kraft EX T2THEEE, 1SR the section called “Kraft &= 7,

RXEFDETRIHRS :
- J¥ Apache ZooKeeper T S LMW R LA F

« 7£ Apache F#f TLS Z£ M ZooKeeper

$F Apache ZooKeeper 11 R ERE AN EZEAF

1.

10.

IREVE R EEFFEY Apache ZooKeeper EEZF A, BT IR , iHSH the section called
“ZooKeeper ", EZEFHBIEEM Apache ZooKeeper T # DNS &K,

M host =M ping FTERFEE £ —FHIRISGH DNS BHHHRN IP ik, WELFRELT
RAERXLE P i, R EREX LML,

&% AWS Management Console H#3#TF L Bi#h EC2 #£F|& , Wik https:/
console.aws.amazon.com/ec2/,

FEAMBE#%E Network & Security (W& 5% £M%) T , % Network Interfaces (M£&3Z0),

EMEEOREANERFZRT , BASHEN , RERA retun, X&FRPERHIMNEEOHK
BR&I B SRR BRI ED,

BB RPHE - MR EEON MR ITIT KN EIEAE,

ENHEKSNIFMAE2ERF , B Primary private IPv4 IP (EEFAHE IPv4 IP), 0RLL IP ik
SRERIEE-—SHIREBH IP bt AHIEE , MRTZMEEOEEAEEFPH — Apache
ZooKeeper TR, &N , BUEEF I MEEOZHHNERE  RAREREIRPHOT — NP EKE
O, EEMEZFONINFTLREE, EETRKNSERS , BEX 5B 4 Apache ZooKeeper T1 =
WY PR M 438 O ZF — TR BV IR 1E,

LIB%EER S Apache ZooKeeper 11 SX MM EZZEOR |, FEBRTEMIBPRERE , REE
BEUZSE, GHZLEIBRAREED, EXxtELZ2ANER , 51 Amazon VPC X
B elELed,

BEE F—FRNEEEM Apache ZooKeeper 11 R KBMFIEMEE O 2 EMHERBNFEE A,

ME , BALLUERENGRIEFEZLEENAR, BXEELZEEAANMNEL |, FSHE Amazon
VPC X4 Ey 7N, MilBRFEF AN,

fF Apache ZooKeeper T SR E R I R £ A H 241


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#CreatingSecurityGroups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
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£ Apache FRfEMA TLS £ ZooKeeper

BT LAER TLS 2 HEEF i M Apache ZooKeeper 17 = 2 Bl & A 1T R, E7E Apache
ZooKeeper TR E35H TLS &2 , BHITUA TR -

o EBMIER Apache Kafka hixZs 2.5.1 E S RAF 8E1E Apache HfEA TLS T2 1%,
ZooKeeper

- ERIEREBERHBA TLS 2. £/ Apache Kafka fRZ< 2.5.1 RESMRAGIEHEH TLS #
E£H 2 B3 Apache AimTT REA TLS & t, ZooKeeper BXIRE TLS Z£HER , FSH
WAIFF IR EERINEE 2 6

« f#MDescribeCluster #/E& 3 TLS Apache ZooKeeper Ui Ko

Bl Apache ZooKeeper BELE X , LA{EEkafka-configs.shflkafka-acls.shT BEj
ZooKeeper AAFZ—BFEH. XTENIE , B8EA--2zk-tls-config-fileS kB E Apache
ZooKeeper BLiE,

UTFRBIERT —NEEH Apache ZooKeeper Bt B 34+ :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore.jks
zookeeper.ssl.truststore.password=test1234

- WFHEMES (FlWkafka-topics ) , HIEAKAFKA_OPTSIMEZF EXRELE Apache
ZooKeeper S8, LAT R4l BA tnal it BEKAFKA_OPTSINE R B AT Apache ZooKeeper SEif£i%
LHMSES :

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

BLi& KAFKA_OPTS IMEZEfF , #EWEEMEA CLI i F. AT REIEAKFELTEHRH Apache
ZooKeeper BLiE #12 Apache Kafka =& : KAFKA_OPTS
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://kafka.apache.org/documentation/#security_authz_cli
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<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

@ Note

#&7E Apache ZooKeeper LB X EANSHE M EETEKAFKA_OPTSHEZEFFANS
BEHT—H TEEBREXHN KAFKA_OPTS RETEHhESH—RERANEH.

BXMEH TLS iHRIER Apache ZooKeeper TR EZEER , 821 KIP-515 : A ZK B mEA
¥ TLS XK B HRRIT,

H &g

A LA Apache Kafka (RIE AEBEF AT —MH LM ERKE : W% H CloudWatch &, L5
S3. Amazon Data Firehose, &t A LAEICRHIT 5# MSK APl H. AWS CloudTrail

RIEBHE

FAREAZE , LA LAX Apache Kafka B AARRF#HTRIEHE , HAOWENES MSK £HENBERE. &
AILUEF N SRIE MSK £EHEENNEERREATXEEUT -2 BHREIR : CloudWatch
HEH, S3 FiEHE. Firehose i, RE , B LUEE Firehose JF/& 5 P Y A S EIEE X T
OpenSearch ff%., EEEBEFHUNEEEAREALRZH , XFACEENRER. NRMAEEXLEBIR
R , Amazon MSK i R &R BB, EXX =LA ERTRARNALIEXLERFNER |, 18
ST -

« Amazon CloudWatch B&

« Amazon S3

« Amazon Data Firehose

PREIR

EH Amazon MSK X B EBEE H¥r , AT Amazon MSK #1EH IAM BHHUMER AWS £EEK
B : AmazonMSK FullAccess FB& AR A PR o
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https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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EFREBETHRNEWE S3 FM#iE , BEFEE s3:PutBucketPolicy MR, Bx S3 FE BRI
8 , #H51 (Amazon S3 AFIER) FHVMMAEIRI S3 FMHEMEER 2. BX IAM FBH—KRER ,
BZR (IAM AFiEm) iR EE,

5 SSE-KMS F#EM4E S AN S4ERN KMS ZHBUER

MRBFEATEEFEERAN AWS KMSHE %40 (SSE-KMS) /1 S3 F#ERE ARSSH[mME |, iF
FMEULTARRMENEH KMS A ARG , BUE Amazon MSK T BUFRIEE B A2 1.

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

}

AR ERE BHEX AWS Management Console

MREECQEIMER  BFELKENIPERNKE BSEEFE, B AEERE Amazon MSK [ H &
ERE B EW B R,

NTHEEEH , AMNERIRTEEER  AREREMHRATF, ATRIFBSEZERD , REEF
HRERE, ZAIEERE Amazon MSK o HZ XN IE BEM B #r.

FEAEENRE L AWS CLI

£/ create-cluster = update-monitoring @At , MATLLUEIREIEE logging-info S8 H
FFELLINTH JSON EEZBELIZSE. It JSON F |, FTE=FEREEEH R EMN,

{

REBE 244


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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"BrokerLogs": {

"s3": {
"Bucket": "ExampleBucketName",
"Prefix": "ExamplePrefix",
"Enabled": true
.
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
.

"CloudWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

FEA API BELEREBRE

& A LATE JSON AR5 ZE 1% 1% 44 CreateClusters UpdateMonitoring R ¥EY AT 1% 1oggingInfo 4.

@ Note

RINERT , BEAREBZEIZERE , Amazon MSK &35 INFO 43 B £i2ZE/#E E B #5.

{ER , Apache Kafka 2.4.X X E =& MRAH A F Al LURFRIE B ER B 3 AR E N ET log4) H
Fi5l. BXRHI[REREBERIINEER , S KIP-412: Extend Admin API to support
dynamic application log levels, MR&ERF AER AR E S DEBUGEK TRACE , BATEIWERA
Amazon S3 = Firehose fE8 BEB R, MRESEMA CloudWatch BAEEN B EBHRHIDE
FADEBUGEZXTRACE%: 5l H &1k , Amazon MSK AJRES & IRM A EHAR, XA RELIRIE
MEEHREEE , Rt REE INFO BERBTB M , FTo £ E R B RA R E ot F R
;8

A id% AWS CloudTrail API & H

(® Note
AWS CloudTrail REEZERIAM 52 , BESF 7 AF Amazon MSK,
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
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Amazon MSK & AWS CloudTrail—BRF £ , ZRFRMAAF. A AWS fRE7E Amazon MSK
AR EVIRERIE R, CloudTrail & HH APl BABRAEHN. HRWIAASBEXRE Amazon MSK
ZH A KR REX Amazon MSK APl RENRIZBER. ©iE43IR Apache Kafka 24 |, el
MERFBEES,

MREBIETRE , WA LRGN CloudTrail B4 HE Amazon S3 7744 , ‘23¥E Amazon
MSK WE#H, MREABEBRE , LMARTLE CloudTrail #4588 “SHFHRICK FEERHNE
#., FEAKERNEE CloudTrail , A LA E R Amazon MSK B Apache Kafka B{EA HEVER, %
HiERAY IP #hik, EAH TIER, ANAXHBERUAREMFEAESE.

ETHMEZEEL CloudTrail , BRENABEMNMBSAE , 3 EAWS CloudTrail FF#ERE.,

I 5 MSK £ E{ZF CloudTrail

CloudTrail FEEBIZ2MK AT |, BRI % Web Services I EEH. X MSK £8P HIIIFNEH
AR, ZEFE5HM AWS RS CloudTrail B4 — R IEZREEHA LiERKHP, EALE Amazon
Web Services IKFHEE, BENTHENSEH. EXEZEE  BZATASHILEREER
CloudTrailZ= 4,

E#F4 10 % Amazon Web Services Il PS4 ( 2 Amazon MSK FWE# ) |, BRIERE, B

BR L F CloudTrail 3§ B & & 5 E) Amazon S3 7. FIEHERT , ERH A FLIEREN , KR
BENATE Kig, REICRE AWS 2XFBRAEXREHNEYS , HEFAEXHEEEZTRIEE
B9 Amazon S3 FEHE. LbA , BRAILAEEH M Amazon BRS , LA — 2 547 CloudTrail B & UKEE
WEHABEANEXET. BEXEZELS , BSRATINE :

B 22 IR ERBER

CloudTrail Z#HIARSS MK

fii @ Amazon SNS #&Xl CloudTrail

EWCEB ZANXEH CloudTrail B &4 MEWKE ZANKSH CloudTrail BEX 4

Amazon MSK B Amazon MSK ##/EE R ZEH CloudTrail iIZREBEXHF, I, ©ELIEFE
AR Apache Kafka #1E.

- kafka ££8% : DescribeClusterDynamicConfiguration
- kafka ££8% : AlterClusterDynamicConfiguration

- kafka ££8f : CreateTopic

- kafka ££8% : DescribeTopicDynamicConfiguration
- kafka ££8f : AlterTopic
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- kafka £8f : AlterTopicDynamicConfiguration
- kafka ££8%f : DeleteTopic

BIMNEHFBALEKFEHBELEARERBERNAREE. SOCEREHTEBRENUATAR

- BEREFEHBRAFIER AWS Identity and Access Management (IAM) B F&EIE % Ho
- BREFEAACGKERRSEAFNIGNZEEIERLEN,
- HREAHHEM AWS RF A,

BXEZER , H5MCloudTrail B 54 TE,

4 : Amazon MSK AEX#H%EB

BEREE—MEE , AFESHENBEEERIEIEEN Amazon S3 F#4, CloudTrail BEX 4
BE—NESZNMEEFE, " NEHRTRKEEMARERH—NER , SEEXRFMERNERE. BENAEH
MetE, BERSHBEFEPELR, CloudTrail BENXHFT R H API A Apache Kafka IR1EMNH
R RER , R ENTSREMEENIRF BN,

LT RBIERTERDescribeClusterf DeleteCluster Amazon MSK 4R CloudTrail B&E%
B

{
"Records": [
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:usexr/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"userName": "Joe"

.

"eventTime": "2018-12-12T02:29:247",

"eventSource": "kafka.amazonaws.com",

"eventName": "DescribeCluster",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
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"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

},

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el8dbd42aas”,

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
I
"eventTime": "2018-12-12T02:29:40Z2",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
I
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
},
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf@663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "©12345678901"
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LR RBIERT E RiZkafka-cluster:CreateTopici®4ER CloudTrail BE%E

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",

"userName": "Admin"
},
"eventTime": "2021-03-01T12:51:192",
"eventSource": "kafka-cluster.amazonaws.com",
"eventName": "CreateTopic",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.0/24",
"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970

Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b1l0 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",
"requestParameters": {
"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"
I
"responseElements": null,
"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",
"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"
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ER AWS EMMETTRIN —8B4% , =% it B ¥4 Amazon Managed Streaming for Apache Kafka
HNEEMEEMAME. HHEHE PCI F HIPAA BAA,

BEXRBEAMITXEE AN AWS BRFIIEK , BSRZEEM TR E N T Z# RS Amazon
Web Ser » BX—HREER , BSEAWS &Mt RIAWS,

EMMERAE 249


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/

Amazon Managed Streaming for Apache Kafka FERARER

SALAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRMN “THERE FHAWS
Artifact,

IEHEEA Amazon MSK RIS M TAERR T ENBIEABRM, RLANEN B FRANREREEM
EM. AWS RE T T RIFRHBESTIMEHMK

« ZEMEEAMEREANERE - XEFBEFIMETRWIESEM , ARMTE AWSERBET X
EMNEAENEERRRN SR,

* HIPAA Z2 E5HEMARY — AARBHERT 2B IAERAR AWS 0IZFFE HIPAA FRERT R
AR,

- AWS EMEIRAWS — L TEEMIEMmE AR TEMENTLMAEX,

- EFAAWS Config Ff & A G 35 F B 15 %R — 1% AWS Config BRFSiIFEENRREBES K
BELRAENIRE, TULENFEM,

« AWS Security Hub— It AWS RS A2 H T RN RZREMD AWS | BHERERAFARETL
FREMBREXE,
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AWS £k EfRERE S AWS XEEMTAXEEN, AWS XERAS N EREEMBEEN A

X , XEATAXBELRIER, SAHENSERNRNNEREE, MATAHAX , BUL0EITREETH
Xz ELHhiiit BRI AR EBNNARFNREE, SEENENRSMNREFOLEMIZEML
TAXEEESH TR, REMENTT BE,

Bx AWS XEMAAXNEZFEE , FSRAWS £ IRER X,

Amazon Managed Streaming for Apache Kafka AV ERIZ L £
i3

RN —BHRERS , EAT Apache Kafka I S#h FEERFEAZ AWS I 5#h WK ARSS | REMEH
HRARPPEANERNELREEFBRT

WA LAER AWS EAXH APl ARABEEM&ETH R Amazon MSK, BFmSAMZFEHERES M
Y (TLS) 1.0 RESA. BiUEA TLS 1.2 FESHAER, BEFRESLALIFEETLOFRR
( PFS ) WEZBEH , Hln Ephemeral Diffie-Hellman ( DHE ) =% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) . AZEIARRE (W0 Java 7 RESHRAE ) R FXLEER,
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E 3R Amazon MSK £ &

BIAMERT , RAEYEFIHS MSK £ TR — VPC Frt , BiETEHEEE. RIABERT , Kafka
EPmM MSK £# AN FIEBEHEAEZN , ENRBBARZFTSBEIEHRMNEH., EMNS MSK
KBHNUTRHE— VPC P EFHEEIZESR K FTRAREHN LM EAEZIRBERTFHELEARE
AR, BXREEXLEANNEES , BSRLEEIN, BXRUOFANEERNVLTE— VPC 8
Amazon EC2 EHli5 R E& M RH , BSH FiaER,

TMER VPC ZANE S HEETIA MSK £5 | B2 NERN VPC KIE AWS AT
.

£}
« NBBHRRER
- NEEH VPC W& AWS B IR 1T 5 A

NEHRNR

Amazon MSK R F#&iEZFF B XF1E1T Apache Kafka 2.6.0 HE S hRAH) MSK £ 8K A2 #£15RH
R, HTFRE£ER , BESE MSK EHNLTEFBSLARGEANE, B2 , EAUERINEEHULH
AHATFIAE, EER IR - NAER , RAENHEB#TER , FHAMRLATFHE,

SEE LA MSK SEB N AR IBEMIR , TEXNHARA | B HEFHNBEFTENIIRE AWS
MBEEHTRA. BXENNEE , H25[ Amazon EC2 EFEEMN.

EFEXNERN AR BENR , FLAEREFBRATRESRYS

. SERXBRNTFNLMBAEFN, XEWEFRAAREXKNBHICERT EERAX, HX
el ZMMIMEBRMNXHELR , 25 (Amazon VPC AFER) I EBKMM >,

« REAGHRIFNTFREFISMXA , FESREDTF BT IHRIEHIAEZ—  SASL/IIAM, SASL/
SCRAM, mTLS, BEXUAIEFHMEFHMNIFREF B ENEE |, S the section called “EFfi Z£1%
B

- PAMFBEBENNNDE, FRRERVNBEFHNNWMRINEE, N TEEHFHFPWMZL T R}ARE A
BWEE  TERNEFABNE. Bt , X TEEFEFRWMNZL TRRSNCIEBWESRE K TEAEF
B RNR,

s RENZEF®BZBENBERESLMKA, BXEEF B MAXANEESR |, iS5 the section called
“EBREIRE
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. MRAEHERANE SASLSCRAM 5 mTLS ARSI % , M AN EEEE Apache
Kafka ACL, N EEERE Apache Kafka ACL i , EFNERMNEE , LU ZEENEMY
allow.everyone.if.no.acl.found REN false. BXMAEFHERHEBENELR , HSM the
section called ‘Bl EIR/E". MREFERAZ IAM HRZEFHHEER ARPRBERENRER |, 18
215 the section called “IAM 5 8)#2#|”, H% Apache Kafka ACL KIS & , 555 the section called
“‘Apache Kafka ACL”,

AR MSK £8F E LY HNRGE |, B LEH AWS Management Console AWS CLI, =
Amazon MSK API FF B A H G RINR. FEEHNARFENREG , BAUANERER—NMNHE|SK
BFRH, BXRNEFISRENEE , S H the section called “FRELE| S KE",

/A Important
BRTFBAKGRMRA , EEBRREFNZSEAEFTATNEN P thb## 1743 F IR0 A 15
TCP #MMl, Hit , BWERAETHEEXLERN, BEXLZLEANMAUANNER , HSH
{Amazon VPC FIF{ERE) M BH VPC WZ 24, AXxwOS , iHSH the section called
‘i OEE". AXMAENEFRLTLHAMEA , BSH the section called ‘B &L £ 4",

(® Note

MRBIRBLTIRBAF B AR IGREINER , BMHEEHRER | 555 the section called “To 3%
HEEFE ARG RNENER,

EREFI AT B L H B ENR

1. BFRHAITHLSE MSK #2HlE , WikR hitps://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

2. HEBRIIKRYP , EEENHEFBELHTENRINES,
3. EREMAT+ , RAEKRIIMZRERT.
4. GEFRRBLHTERNR,
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FERFFE A HIHRRFE AWS CLI

1. 1Z{TLAT AWS CLI 55 |, 3 “#epantt” ##ClusterArn# ARN ###MINBIRA, BEERE
B YPIRA | FHFEADescribeClusteri®#E= desc ribe- AWS CLI cluster 553, REBIRAZR
KTVPDKIKX@DER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

% update-connectivity S H M EHWMT JSON REIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}
@ Note
EXANHLAMER , FEMAKRLCH AWS CLI &%, B AEANTERER

"{"PublicAccess": {"Type": "DISABLED"}}'

2. EjRBupdate-connectivityREER , FETUT®T , N ClusterOperationArn &t
NEBSHEPIREMN ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {
"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2",
"CreationTime": "2019-06-20T21:08:57.735Z",
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

.
"TargetClusterInfo": {
"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

MR OperationState WI{EN UPDATE_IN_PROGRESS , H&&F—EatE , RARBRIETT
describe-cluster-operation &%,

5/ Amazon MSK API FF /3 22 i [a) £ BR

- EFEHAAPIFBRRXIARENLRIBRNR , FSHUpdateConnectivity.

® Note
HFLZ£ER , Amazon MSK F A2 18] Apache ZooKeeper 2 Kraft 13 #8517 Ko
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EMEEH Amazon VPC AES AWS BAERERES MSK £ |, o AMFERAU T,
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Amazon VPC X &k

EMNTREFEE VPC Y VPC EES MSK £8 | BAUEXFHN VPC 2 BABM N ZFiERE, HX VPC
FSEEENER |, 1S Amazon VPC X &HiEZIER,

AWS Direct Connect

AWS Direct Connect B #RAER 1 FIKALER 10 FIKALA KB K LT BLRF AWS SRRy 2 it [ 48 4 452 5
ZME, BEN—ImEEIENEESE , 5 —mEEE AWS Direct Connect B8R, BIMIEES ,
B EEEBEE AWS =H Amazon VPC HERIED |, R NEBREPHNERMNERESEHRE. &
KREZEER |, i3 AWS Direct Connect,

AWS Transit Gateway

AWS Transit Gateway 2 —URS , AL VPC ARt B EIEZB 2N K, BRIMAER AWS
Transit Gatewayff§ & , IS RAWS Transit Gateway,

VPN E#

ARET SR B T S A AR VPN AT |, 9% MSK B VPC M EERMANAS « VPN &
.

REST X3

RAT LAIEE B Amazon VPC HETHISES| 2% REST KE, FIA REST RIE , £ EEM{E AR
BET HTTP APl B RE5EEBEE,

ZXE% VPC E#

DTRMENETNTFAREXENZA VPC BIEZED . ZXE% VPC &,

B X% VPC FAEERE

&R T Apache Managed Streaming Kafka ( Amazon MSK ) 5£8##% VPC FAHE#E ( B AWS

PrivateLink ) R # , ZREELRSEREFEEETEEMLE R (VPC) AWS HIK - FHY
Kafka % imiZE 21 Si# MSK 52,

S Single Region multi-VPC connectivity for cross-account clients.
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EC2-Classic WM& 2= H

T 5% MSK ABX#E# A D% EC2-Classic WM& =TI S% EC2 S£4,

B2 # EC2-Classic MBI ERA—UT R ERZF E.
B X HH Amazon MSK % VPC FABE#E

A F Apache Managed Streaming Kafka ( Amazon MSK ) 5£8#% VPC A HE&E# ( B AWS
PrivateLink ) 12t %% , ZIEELREB ERMFREETREMURLE R (VPC) AWS FIK - HHY
Kafka & P imiE# 2IW 5# MSK &5,

ZVPC AEEER—MREEXNMRAR , AFHLE VPC MBEKFEZENMEER &R, FFmA
LUB E# R Amazon MSK (8 |, PrivateLink BB FIERERIFE AWS RERN, ERFIL Sz
MSK &8 % VPC FAEEZER TFE A A Amazon MSK 9 AWS X,
£}
- HA4R% VPC RAEEE?
- ZVPC AAEEENRED
- % VPC A EEZENERMEFI
- RS VPC AAEEE
- EFEHLINBRAR
« 45 Amazon MSK EEHEVHEE X VPC iE#
- MBRE Amazon MSK &R IEE VPC iE#E
« % VPC A EEENNR

HTALRZ VPC FhEER?

Amazon MSK f9% VPC FABE#EZR —MEEEI , ATEEFREETRELMRESR (VPC) Ml AWS
Tk F° B9 Apache Kafka & FimiEE S| MSK £&,

Amazon MSK B & KB ELEKS 7M. XEREAFEHMAEQHEM AWS KPR T 5 MSK
EHENLAERNNR,

% VPC RBEEMN LS
SE i EERGEML , £ VPC WEEEEFU /LM -
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« RA Apache Kafka 2.7.1 RE SRAXZFE VPC FhEER, FRARS MSK £EEBEFANTIAE
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- ZVPC EEEZFFHRIIER IAM, TLS M SASL/SCRAM, RZFHRIINEHTEZERAS
VPC #hBiE#.

- MREFHBZE SASL/SCRAM B mTLS ThE#ZRFIFE , MAF A ERFRE Apache Kafka
ACL, B% , REBRE Apache Kafka ACL, RfE , EFERNEE , FEHNEH
allow.everyone.if.no.acl.found ®EN false, BXIMAEFHEHEENEE , ESH the
section called ‘B ER1E". MREFERHHZ IAM 7R3 H AR E N H Eﬂ%%ﬁ%%ﬁﬁﬂ%ﬁﬁ :
215 the section called “IAM 15 8)#2&]”, H% Apache Kafka ACL 1S E , 25 the section caIIed
“‘Apache Kafka ACL”,
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o FXEE AWS X% VPC FAEIERE , XEEFER—XEFHAEH AWS 1K,
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EX VPC EENEE , SIEMENETFHENR, Z3BEER MSK £EFrEEE MSK £8 L5 H
PrivateLink i£3% , iR B4 KI5 RKZHIFEBHNH A,

EAHENTEBOH , RMNEERERTHROIMNER, XAFEREENRTHTIRE MSK £&H
& P i 3K A5 B ME — 3R T

LRGN EEENT :
- BIKF AP (Kafka HFug ) M MSK S8+ TR —1 AWS M&/XEH , BETRERIKS S
« KPP A R MSK 3

« IKF B R H Kafka & i
« BIkFRAPSER IAM B9RIE S ZIFRIERES MSK £8,

AHERIRE —MEA Apache Kafka i 4~ 2.7.1 RESRAQIEZMTE MSK 8, EITHREETE
2Bl , MSK SE8 44 T ACTIVE RS, ABREBFENBREERIEFN , HEAS VPC AEREK
EEIEHNE IRNERSERHREMN Apache Kafka iR,

TR TEZTTRE AWS k- H I EFiwEY Amazon MSK % VPC E#ZZE M,

o
@ 10.0.0.10
10L0.1.15
Cluster Palicy 10.0.2.25
S0 &>
—————
Amazon MEK Amazron MSK managed
VPC connections
- e aw

SB]A:EKRKFE AN MSKERL , R&EFH LN IAM SHRRIEFRFE S VPC iEHE
MSK SE& B E BT EE MSK & AIEHL T ACTIVE REFEZER LHTERERE.

EHMEEENNEEH LA TEIRSHEMEHARIEAR , LT ACTIVE RSHNERLARZ
VPC FAEERE, XATLAEA UpdateSecurity APl 2% MSK ##| &R T MK, IAM, SASL/SCRAM # TLS
BEMRRIEFRIFL VPC LB ERE, TEAXRREHRIINERSHAZ VPC FAEIERE,

MNTWAH , EEEFEFEENEA IAM FHBIER R,
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® Note

MR AT MSK £ BE N £/ SASL/SCRAM B RIFS R , M AFIR A Apache Kafka ACL
Bt allow.everyone.if.no.acl.found=false”, &S Apache Kafka ACL,

HBEHZ VPC B EEIRERN , Amazon MSK 2B KRBT RRFER , UEMNRERE, TR
BREAERZSEE 30 7HRERNE, AEMEZEN , BT ENEFRTEMBER.

EREHAENKF APNEE LNEESHRIESRITFES VPC

1. B LA T M EBFTIE R IK 3T FF Amazon MSK #84#| A& : https://console.aws.amazon.com/
msk/.

HESMERN MSK £8T , BMEEHUE RKS FHERFIIR.
EBRENZ VPC MEEEREENER. SHLHALT ACTIVE R
EEREREMATF , RAERIIMEZRE,

BEERFEETHNRE  RERETES VPC EE,

EREANNERTEN —MHSHEHRIERE, XTHAG , FEEET IAM 2N EHK
ik,

7. ERFREER.

o a0 K~ W DN

Example -#£ UpdateConnectivity 528 5% VPC FABEESHRIES R AP

ER MSK #2458 ER AR , BALUEA UpdateConnectivity API FF /8% VPC FABER |, HEEF
ERIREESHRIEISR, UTRHASTREFETET IAM FHRIES R,

"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE
}
}
}
}
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}
}

Amazon MSK Al BB EEEFMENNEEMIZE. Amazon MSK R AT A EEMEEENEN S HE
TR E—AFNSISREBRR, BFIE, ANERRIFAREFXESZ VPC B IERE,

SR 2 HEFREEM INE MSK &7

EHMEEULUNERER (M RIETRRNRRE ) MNE MSK &£8 | fEEHSPFEZ VPC A
BiEE, EHRRARFEFBMNEMBKF IR EHNNRE, EREEHRKcH , REENENIFNA
MSK £&EMIK K ID, 52 How Amazon MSK works with IAM,

KRB E LR R INE MSK 5 |, ZRBFRENUKS B hVEKS A A REERN ISR
B, ARINIKS A BE MSK SEEHITUATRE

« CreateVpciZEiZ
+ GetBootstrap& £ A
» DescribeCluster

* DescribeClusterV2

Example

ERSE | ATREXERKMKA JSON R , RALUT MSK 24 A IAM policy 4w#E 25 .2 REIFRIA
KRB,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": [
"123456789012"
]

.

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"
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1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"

}

]
}

FHERF R RGBT INE] MSK SE8F

1. £ Amazon MSK %158 MSK E£8 T , IR &ER,
B RRBBLZLIRE , REERREERRE,
EEHENREBERRHKREREL | A8 % VPC EENEREKRE,

EKF IDFEP , mANEBRFRLEFNENKFHIKS ID., E&@WA DR , E2E31EF
B ERHVKRE JSON BEH, ERINRAIKEFEESD |, IKF ID F 123456789012,

5. ERFREFEER.

w0 D

BXREBKE API WER , 3 Amazon MSK resource-based policieso

S|3: ATEEFFIRIEEN VPC EENBIKS A RE

EEE MSK £ERTEANKFFHNEFiwBRESZ VPC EEE , BKFAFPZEENZEF intlE
RERX VPC E#E. EESNER , BTSN EFFRERS MSK £3 ., £4XRA%+ , ERAFRERE -
NE R

BERmA A ERAXENSHRIES R IAM, SASL/ISCRAM = TLS, 8MEERN VPC E#ERgES—1
BHRIEFREXE, YTEFFIRHEEZEN MSK EF LEER MRS RIS R,

XTUHAS , FREFFHEFHRIESR , MEKS B PHEFRER IAM S ORIES R,
FRFZMH
HEEFRUATIE :

- ERIQIEMNERRE  AAKS B FNEFHRRTFXNIKS A FHY MSK SEERITRIER R,

- MIMEIKS B HAEFHNSHRE , ATR
Fkafka:CreateVpcConnectionec2:CreateTags, ec2:CreateVPCEndpoint#lec2:DescribeV)
YERI R
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Example

LT REAREF iR S 7KK JSON Rbl| , fHESE,

}

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"

}

]

AP B FEFIRGIZIEER VPC EE

1.

o g~ w N

MNEBREERRLRINEFERS, B FNEFIREZEIINIKS A MSK SHVER ARN, i2T5
B¥ ARN BUfRRBEA

EEFHKS B MSK Z2Hl&F , EREER VPC EE , ARERUBEE.
EEEREERT , FEE ARN ML LS ARN XAFRS , RAEERRIE,

R, BHEREFHRNSHRIERE, NTHAM , EECIETFin VPC EZEMER IAM,
NEFimiEE VPCo

ELERBFANTAXFRBEN TN, BULUM AWS EBRFAEFHFAEEPRBTAX D,
AT BAE A DescribeClusterAPI 5 desc ribe-cluster AWS CLI fi B 3REL, BREFIHFMIEEMN

X ID BASEEFFRBXE D AEE. WRRDFHNE , FLelE2—15 MSK K& EFH
B X 1D BF M.

AL VPC EEER R LA, BUUEARANLTSE, FXEEXLENESZER , H5H
Control traffic to resources using security groups.

RO EERE,

ENEKFAFH MSK 24 & ( EFFHAER > BER VPC i ) REF I SREFHRHT
®, FSREREETHAETERNSISREFZRSE, EFEFKS, B &, AU A Brokers
AP| e H A KB IFHAE RPEE 5 S GetBootstrapfLIE SRR EF 5| FREFIX,
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10. BUTHIREHS VPC EZEXBENEZLA !

a. A PrivateLink VPC iR AEFHN |, LAFRBEIKF B MEN IPSEEMNFIERE.

b. [[i%]RES MSK £ HMHMNERE, £ VPC ZH AR MEREZ A, KREHEM
N, RERFEATBE 14001-14100 FINEENL TCP REMMN, 2 VPC MEMEFIIEFIE
E YT 14001-14100 3w OSEE . ES RN K A E RS,
1. NKF BAMNEFHEENERATS VPC IAEEZENH I SARBEZSKS A /) MSK &

B, 152 Produce and consume data,

BISERE , Amazon MSK 2 A8MNEEN VPC M BRI S REIBIEER VPC £, itz+4
S/MMEEEXE, LIEER VPC EEH Amazon MSK BB A AR EEEIRIE, BAER—4A
5| SR B #HEE T Amazon MSK &8,

EHERLNENSR

% VPC B EEXIFZHENSTE : SASL/SCRAM, IAM M1 TLS, EEFEETURN—INIZNE
BRI A RFFB/IR<AEIERE, EFMLIAT ACTIVE IRAFT REMITIELIR/E,

5/ Amazon MSK B#IAF B BRRIEHFR

1. £ AWS Management Console R EHBEHIEFFFTFF Amazon MSK 2|5,
ESMBEKRN MSK 8T , RERERUE RKF PHERHIIR.
ERERBNER. SRLTLT ACTIVE RE.

ERERBEMHETF , ARRIINBZRE.

HRIBEE TS  ABRBRIFES VPC EE , UABFHNEBRIEAR.
ERENLERTEN —RHZHESHRIERE,

TR RERE.

N o g M b

HETFEFNEHRIEFRN , BENZAFHHFORIESRCIBFNEER VPC EE , AEFES
i, LEARETHEHRIES R EISRE,
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£ Amazon MSK #2#| & XA S HRIE SR

(® Note

HENFORIEFRRAZ VPC AEEN , MIESEEMXNERMRE , 8FFEERX VPC
TEHE, EFRMIER,

HENEHWIEFRRAZ VPC AAEEEN , BFFHRAIAE VPC EEREN INACTIVE RE |, £&#
ik Privatelink BAtiZHE ( LIFFLER VPC EHE ) FHEMER. B/ AP REERBRLA T IEFIIREH
VPC iE#, MREERLEXITENEEE , IIBKFAFSECESSRNINERE.

£ AWS Management Console 3T 7 Amazon MSK ###| &

ESMEBRK MSK £8 T , EREFUE RKF PRYERIIXK,

R ERENER. EHXALT ACTIVE RE.

EREREMHETF , RAEERIIMKXRE.

ERRBTUXE  REEEXAS VPC E#E , UXASHRIESE,
ERENLEFXAN— RS EHRIERE,

TR RAIER,

N o g M D=

Example £/ API FFB/RA S HRIEAR

ER MSK =4I ANEBRFE , BT LUEERA UpdateConnectivity APl FF/5% VPC FABERE |, H1EEF
ERIRESHRBRIEISR, UTROIERAEHFHTFZ T SASL/SCRAM F IAM BHRRIEA R,

HIETEHNEHRIES RN , EENZAFHNEFHRIESREHROEES VPC EE , AEHES
i, SMERAE T H S HRIER R 5| FRE,

HENEHWIEFRRAZ VPC AEEEN , FFmAIAE VPC EEREN INACTIVE RE |, &5
iwAY Privatelink EAtigiE ( 2FEFEERX VPC ERE ) FHEMIER. BEIKS A S R BRL T IEE3IRSH
VPC E#., MREEH LBRATELAERE , NEK, A SRESEHNNEE,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
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iy
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
1,
"iam": {
"enabled": TRUE
}
1,
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}

JE4E 5 Amazon MSK SEHEZVFEE T VPC E#E

B EREEAKSH Amazon MSK 2414 |, AT LUELE ik VPC i, B iR VPC EEXAHL
FAIARS T RERIEL, BAREEEELRETEEIEZIERNE A IRNIEER VPC EE, Ef
I REERN VPC EEEZIEFin , BEEHRBPEENEFRN TR, EEEMEERRKIE
MR EREZH , ZEENAST4ERA, 1525 Delete a managed VPC connection to an Amazon MSK
cluster,

£/ MSK #Z2#| a4 % Fim VPC &

1. ¥ AWS Management Console ¥TF Amazon MSK &

2. ESMERT  EREFHRIIMNKRE > B VPC EEIIXR,
3. EREHRANERE , ARERELEF IR VPC EE,

4. WINERLFNENE % VPC E#,

EFH APl ELEER VPC iE$#E , 5fFEH RejectClientVpcConnection APl
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i Br & Amazon MSK &I FEE R VPC E#E

EIK /RPN E P imIK S A O MSK S8 IBRIEE X VPC E#., SHMAEASTRAER
B VPC E#E , BT ENEREREAKS, PR ZERE, VPC EE—-ZHkR , RFA2B~£RA.

EAEFH AR REER VPC E

1. MEF®KFAH | £ AWS Management Console 37 Amazon MSK #2#| A&
2. ESMEBRTERIEER VPC EE,

3. MERSIRPIEZREMERAER,

4. WINEMIBR VPC E#,

EFA API BIERFEER VPC iE# , 5 DeleteVpcConnection AP,
% VPC FAREZEN R

ATERLETHEAZ VPC AEEENENEFTFIHMEFFMENNIR, 2 VPC LB EEEREFIKE
BRENE MSK £HBEYRER VPC EENENEF IR LAIBNR, BEER MSK EHEER
MSK £ £ /3 A PrivateLink E1Z , &R B G RUE S RREHIXS EBHIHE,

S&HSHORIERE M EZ G E R

NEXIBE MSK £EHBANSHRIESRFBZ VPC RAEEZEEE, HSH 2 VPC AEEENE
SRAPREl, MRIER MSK EEEE N £ SASL/ISCRAM EHRRIEHFER , N AHIRM Apache Kafka
ACL ™ allow.everyone.if.no.acl.found=false, NEBIRE Apache Katka ACL f§ , &
FHEHNEE  FZEHMWEM allow.everyone.if.no.acl.found i& &N false. HXRUMAE
WMERIENEER , B3 Amazon MSK EiER1E,

S SR A R BE PR

R Kafka B IRFATERN AWS IKF 5 MSK £8 A , BRETEHNKBHINE MSK &3 , %X
B RAXNE P i root A HITHEIKFEEE, SR LUEM MSK #2518 8 IAM policy e ( £F L2
RE > RESEHERE ) KBS VPC SRRE WA BIERANT API REBER KK

PutClusterBt &

TEBRRMMBIER, S LERAL APl REIEREHIEEN MSK £ FK, NREEEHK
R, NATEBFERERAFEFM currentVersion FE&,
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GetClusterB &

KRB LB E B RRE ST JSON XA,
DeleteCluster B

I BR SR B SR B

LT REARERRME JSON R, KLTF MSK #2E & 1AM policy 4miEas & RHY R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": [
"123456789012"
]

.

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

1,

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
}

5 MSK £8M% VPC ABEEENZFF imN R

E1E Kafka B imM MSK £E 2 BIRE S VPC AEEE , BERnTE— NS 0K , ARTX
B P imh 4T kafka:CreateVpcConnection, ec2:CreateTags # ec2:CreateVPCEndpoint
BRENNR, UTREXREF RS MDEREE JSON Rbl , #ESE,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"

1,

"Resource": "*"

mwAER
FERAUTHEOS , LU{E Amazon MSK AT LA E & it EHEE -

- BN ESRERSE , HEARO 9092,

- IEE TLS MBSREBE , HEAKO 9094 #HTHER AWS E , FAWKO 9194 #HITAHE
7]

- E&BXY SASL/SCRAM EZLABE , BFEARKO 9096 #HITAEIAF , E£AIKO 9196 AWS #1T
NEHFE,

- EERBENFRANERTNRERE , BFEARO 9098 #1TME AWS iiElthe section called “IAM
RS, SEAWO 9198 #ITA A,

- EFH TLS tn# 5 Apache ZooKeeper BfE , EEAwm O 2182, ERAIAER T , Apache ZooKeeper
TREMRA 2181,
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T2 Amazon MSK £ &

Amazon MSK EFIZF AT AT MSK £&iT%. BSH 4= Amazon MSK E#Ig 2, =& , AL
£ H Apache MirrorMaker 2.0 MJE MSK E#E® E] Amazon MSK 8. BxAHITHIRIEN R
Bl 15;}@@%4#1&1& Apache Kafka &2 Amazon MSK. MirrorMakerf < ifa{# A #{E 2
MirrorMaker , {5 % Apache Kafka XM EEF 2 BEGIIE. RINEBNUFEHA ST A MirrorMaker
M f E ﬁlﬁ’éo

EAIEH R MSK E£E 8 MirrorMaker RIOE &R 5 BRBLHAR

1. BB MSK &8

2. MirrorMaker \5 B #r &84 T B — Amazon VPC I B # EC2 =HIF 18,

3. REIE MirrorMaker &,

4. MirrorMaker # L2 f5 , A MSK £85I SREFE~ENERAEEE QT ES.
5. X MirrorMaker,

$F Apache Kafka E£& 1T # E| Amazon MSK

BRELEE—NEB N CLUSTER_ONPREM By Apache Kafka 58, ZEHTCERTTNHE, NREN
ZEBTBRNEFONEM BN CLUSTER_AWSMSK B9 Amazon MSK £& | W EEFHRRALEERNT2S
BHNESRUE.

FIMAH Apache Kafka E£E1EB E| Amazon MSK

1. 7£ CLUSTER_AWSMSK # |, BIBZEFBMWMAE T

BAREEMEA MirrorMaker tkE B | RATCT B FRERNES RN EFURETBNET, &
A LAEAE CLUSTER_ONPREM A #H[EM & #IA +F 9 XETE Amazon MSK ARG £, thrlLL
BZEETRNEHIR FMo XM EZ,

2.  MirrorMaker M\ BB iEEUNPRCLUSTER_ONPREMFI B A PRAYSEHIFF #8CLUSTER_AWSMSK,

3. BIUUTHSLUEGFELA :

<path-to-your-kafka-installation>/bin/kafka-mirror-maker.sh --consumer.config
config/mirrormaker-consumer.properties --producer.config config/mirrormaker-
producer.properties --whitelist '.*'

fF Apache Kafka S8 1E# 2| Amazon MSK 270


https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-on-premises-apache-kafka-cluster-to-amazon-msk-by-using-mirrormaker.html
https://kafka.apache.org/documentation/#basic_ops_mirror_maker

Amazon Managed Streaming for Apache Kafka FERARER

)& HH , config/mirrormaker-consumer.properties #§[E CLUSTER_ONPREM
FHE|SRE ; il |, bootstrap.servers=localhost:9092, F#¥config/
mirrormaker-producer.propertiesigm@ CLUSTER 5| SEFREAWSMSK ; 4
W, . bootstrap.servers=10.0.0.237:9092,10.0.2.196:9092,10.0.1.233:9092

4. HPEEF A MirrorMaker 1217 , ARHEFEACLUSTER_ONPREM, MirrorMaker K& FIE #T K
.

5, BERESNIENRE—MRBEEIIEENRBECANIER , RREREHNHE,

MirrorMaker

EicfE , XX MirrorMaker R EEAERENES~E, ik , BRI LEA kafka-
consumer-groups.sh TERERHF, EERFEMARHEN , B mirrormaker-
consumer.properties X#HH&ERK group.id , RAEEAHE, NRXHTRELERE | &

AILIBIEE, #li |, i&E group.id=mirrormaker-consumer-groupo

6. & MirrorMaker EFiEER/T , FLBELEFENERE , RFFL MirrorMaker, K5 , i
BENEAREEDE CLUSTER_AWSMSK 8 , X RERZERN BB NEMARISKE
{E. #£ CLUSTER_AWSMSK tE#i/53hFiA IR MERA R,

£ Amazon MSK &£& 2 81T

BRI LAE A Apache MirrorMaker 2.0 M3E MSK SR8 1E B 2| MSK &8, il , BA UM —MRAER
Apache Kafka E#E| 5 —MRAH Apache Kafka, BXIMAHMITILIREN A , HSFHER MR
Apache Kafka E£85F# 2] Amazon MSK, MirrorMakerAmazon MSK £ #I85i& /] i F MSK &&iT
B. BXx Amazon MSK EFIFENEZER , i85 H MSK £,

MirrorMaker 1.0 R{ESLE

W EREXEIIRERTF MirrorMaker 1.0,

- HEBIRER MirrorMaker £151T, X#F—K , IRREMKXRR , BENEREFHFITH, MREE
IREERE MirrorMaker EiE1T , HESHELEFEPHTES , ARFENKZRE , WEHTELE
Ko

s MREHEIEPZTENE , BEREHFHHIEZE1T MirrorMaker,
« WFEALS |, 8B auto.commit.enabled=false
« XITeIEsS , RE
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« max.in.flight.requests.per.connection=1
* retries=Int.Max_Value
 acks=all
* max.block.ms = Long.Max_Value
- NTRENCIEF[FTLE .
o EWXHEMIETHE A E - HE buffer.memory. batch.size, linger.ms
- ABREEFEPKX - receive.buffer.bytes, send.buffer.bytes

- RBERBIEEKL , BEREXE auto commit , XS MirrorMaker #a] LA HIRRR | X8
EREWERE BIRERMN ack ZEF RXEM, MREFEHES acks=all FEBIRERY
min.insync.replicas REAN KX F 1, EEAEERHERXFBEZH , BEENREEZEHFHNZM
B tF, MirrorMaker

- MRIGFREZE , MAFERXRBREN 0. HE , N TFEFHER , FERAERPEZEBIRERN 1,
DEREMLEPREME , FRTFEXAEHOALE, XFE—k , FEARENEMLE | B
BEET—MEAERIE, IR max.block.ms RIFBENZAE , HEMRGESREHXEHF , W7
BESELBE (EABRTHM—EE ) . XAILMEIEMREFEA,

s WFEFUHE
- 1840 buffer.memory.
o BARHLE KD,

- 1A% linger.ms UAARFIEFZHLAE, XETUKIEFNESE, EPNMBTRAEURELHE
Bk, X2SBRERER,

- K1 CPU MIREFFEAER,
- NTEEARTELE
- EMEA MirrorMaker # 2L IR/E A EBE — num.streams.
- FEEMERZE , £-MITEVEE MirrorMaker HEHE , SUSSI S AT A,
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RemoteFetchRequest BIEEEE , .  EBERBREISEFMEUQREERBRFER

sPerSec (RemoteRe REFRMERET BXNEEZTENRIWZEERYE., LkisiraiE

adRequestsPerSec Ao I ERE L TRBECARENFEEE Y

in v2.8.2.tiered) X, %35 : REMEIRE, XE— KIP-405 5
¥ro

RemoteCopyErrorsPe BIEEEE , . MAEBABBRNERE  BEERBEXLEERK

rSec (RemoteWr RERMEAETE ZEI2EFEMEULE LEEEEEIE, Lisfrais®

iteErrorPerSec in Ao MigERE L ERBEACHRENFFEZESX

v2.8.2.tiered) o KH : REMEIRE, X2— KIP-405 15
FRo

PER_TOPIC_PER_PARTITION £ 5l\4s=

SRS EN PER_TOPIC_PER_PARTITION B , &7
PER_TOPIC_PER_BROKER. PER_BROKER #1 DEFAULT R BIMFIBIEIR 2N , BB FREBTRPAT
REYIEPR, X DEFAULT RAIEEREREN. WRPVIEREGUTYEE : FHN[HE. T8, 7K,
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https://cwiki.apache.org/confluence/display/KAFKA/KIP-405%3A+Kafka+Tiered+Storage
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1£ PER_TOPIC_PER_PARTITION 'S#:4% Bl FF ta 1R A E b8 4R

=L o] B+ ) iR

EstimatedTimelag EFEAREAFERA MUHERIXFEBLEENEE (AR REN),
ENEBZE,

OffsetlLag EEASREAER 2EXE3EASFERBEEFENIER,
EANEBZE,

FERAZEFTS# MSK F8%r CloudWatch

WAl LAE A CloudWatch 2 &14& . 54T CloudWatch API %532 Amazon MSK B84, A TEEN
B A X ERER S R IHEIERR.

£/ CloudWatch 2% & 15 R E 4R

& F AWS Management Console #3T7F CloudWatch ###|& , Mk https:/
console.aws.amazon.com/cloudwatch/,

1. ESMBEREP , ERER.
2. EBRAMARIREID < , ARFIEER AWS/Kafkao

3. EBEFFBRIMIEIR , B Topic, Broker ID, Cluster Name (£8, ¥ ID, E&HE#H) X
FRERFIGIESR , BiE#E Broker ID, Cluster Name (X2 ID, EEEWH) ; W TEHRINE
¥R, iE%# Cluster Name (EE B ).

4. (Wik ) EERERF , EERSITHREMNEER , REEAXLERELE CloudWatch Bk,

EipRER , F6EA AWS CLI

5/ list-metrics F get-metric-statistics o

£/ CloudWatch CLI iF[B]3EHR

£ F mon-list-metrics 1 mon-get-stats T

£ A CloudWatch API i R FE ¥R

f A ListMetricsflGetMetric4: it 1E.
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/cli/cli-mon-list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/cli/cli-mon-get-stats.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
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{5 F SR 2E3E Y 12

B FEASIER | SR EREEERFENERASE  SEFEAFXER EETHh A ANSHTK
Bo HER , B LIREANEIERE | Sl BREFXLEFEHAZR, BERBEREER S UFEALS
# CloudWatch =@ Prometheus FF 12,

FAFERERAUEILEATENGEHBESNAREFEINBREZENER. Amazon MSK £
HTUTHEBREERIER , £ LUENT D% CloudWatch 533 Prometheus B FF B4 23K 15X
bR o, . . Mo EstimatedMaxTimelLag EstimatedTimelLag MaxOffsetlLag OffsetlLag
SumOffsetLagERXLEIIRWER , HSH the section called “F F 1432 Amazon MSK $8#%
CloudWatch”,

(@ Note

HBRBERERNNAETRERSHEREATL., AR EH FEE  BRALTRER
S, MRS XEEREZREIDH,

Amazon MSK x3#FX A Apache Kafka 2.2.1 S & MRS B9 52 BE 09 £ FH 25 ZE SR F6 %o

Prometheus RS IE R 5

ZRLAEF Prometheus %18 MSK %8 , Prometheus 2 — % F T & (8] /7 SIS SR SR M FH R s 2
A&, B LAERA Prometheus FIZEE A TIEE |, X LEEIE A H E Amazon Managed Service

for Prometheus, #&i& A LA 5 Prometheus &N IEFRR AN T A5 Amazon MSK Open
Monitoring XK T & , f5l#0 Datadog. Lenses, New Relic fl Sumo logico FFRMEIERZ A R BRE
A, EBETAXRERBESENR, B Prometheus BEE , HSF Prometheus (14,

ERAFREERSHIER TG Amazon MSK 58

£/ AWS Management Console

1. BFHITHALEE MSK ##l& , Wik https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

2. 1E Monitoring (¥3#2) #% # , %A Enable open monitoring with Prometheus (/8 Fi Prometheus
FREERLE) SN EIEE,
. ENEHENEBIFREMENGEES , HEEME T ANED,
4. ERBIBREE.

fEFBRALIR b5 2 290


https://docs.datadoghq.com/integrations/amazon_msk/
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://docs.newrelic.com/docs/integrations/amazon-integrations/aws-integrations-list/aws-managed-kafka-msk-integration
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://prometheus.io/docs
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
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£/ AWS CLI

« @A create-cluster i S HIEEH open-monitoring &M, B
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

« @M CreateClusterig#EH #EOpenMonitoring. B jmxExporter, nodeExporter =HH
&, MBIET OpenMonitoring , MFEERIREZRX NS HES,

RNIMBR Amazon MSK & AT RIAIERS

ERAFTREZERS , BARERLT ACTIVE RE.
£ AWS Management Console

1. BFRHITHLDE MSK #2HA , it https://console.aws.amazon.com/msk/home?region=us-
east-1#/home/, AWS Management Console

2. EBREFEFNERNEN. XXFLS|SEZERNFAEERE.

3. EEMETFLE, M TR UKIERTS

4, ERRE.

5. 1% Enable open monitoring with Prometheus (J§ A Prometheus FFRISIZ RS S0 EIEHE,
6. ERERFER.

5/ AWS CLI

« @A update-monitoring WS HIEEH open-monitoring &M, B
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

- JHAUpdateMonitoringiR#E H1E EOpenMonitoring. B jmxExporter. nodeExporter =
W&, MRIEET OpenMonitoring , MFEERNZAXHNS HEF.

RIER Amazon MSK £E AT RERRS 291


https://docs.aws.amazon.com/cli/latest/reference/kafka/create-cluster.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://docs.aws.amazon.com/cli/latest/reference/kafka/update-monitoring.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
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£ Amazon EC2 34| £i% & Prometheus E£#1

1. M https://prometheus.io/download/#prometheus ¥ Prometheus R85 T 5 2//&H Amazon EC2
ST

2. FTERHONHGFRERBENEFHERZE F
3. FERALUTHARERN prometheus.yml B4,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. {ERZListNodesBREIRINVEEFRVIETIXR,

5. FIFALLT JSON €|#E& 7 targets.json X, & broker_dns_1, broker_dns_2 MH
RAE DNS BHBF N EE L —SHIREPWRIE DNS B, EREBE L —FSHREBWFFER
¥, Amazon MSK %t JMX Exporter % 0 11001 , X Node Exporter fEHix% 0 11002,

ZooKeeper mode targets.json

[
{
"labels": {
"job": "jmx"
Iy
"targets": [

"broker_dns_1:11001",
"broker _dns_2:11001",

1£ Amazon EC2 &4l &% & Prometheus 41 292


https://prometheus.io/download/#prometheus
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes.html#ListNodes
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"broker_dns_N:11001"

"labels": {
"job": "node"

I

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

KRaft mode targets.json

"labels": {
"job": "jmx"

},

"targets": [
"broker _dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001",
"controller _dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"
]
},
{
"labels": {
"job": "node"

1£ Amazon EC2 324 £i&{& Prometheus E41

293



Amazon Managed Streaming for Apache Kafka FERARER

},

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"
]
}
]

(@ Note

EM Kraft #4285 hFREL JMX 1E¥R |, B JSON X #7428 DNS B #ER B #x.
140 : controller_dns_1:11001 , B#tAEFrcontroller_dns_1HY#2 %28 DNS &
o

6. ZEEEM Amazon EC2 3£l L /Z3h Prometheus IR 88 , BELEMEELS Prometheus X4 HRTF
T prometheus.yml #l targets.json WE ZPBITUTH D,

./prometheus

7. BREELE—SHEHPIZEIT Prometheus B Amazon EC2 SEHIRY IPv4 AF IP ik, BELT
SERAFZEFHANANE IP #ull,

8. EiFA Prometheus Web Ul , B FF A58 &8 Amazon EC2 SEHIRIXIEES , REHE
Prometheus-Instance-Public-IP:9090 , E#HH Prometheus-Instance-Public-IP
=EBELE—SHIREBHALE IP i,

Prometheus %5

H Apache Kafka Ki%4 JMX B PR B 1EFRER A] @3 Prometheus B FF RIS IZ RS 1A

[Fle B3k Apache Kafka IEFRHIEE. , S H Apache Kafka XREFHEE, BRT

Apache Kafka $g¥:4) , SERABREERIEFRE AT LAFEUR O 11001 2L JMX MBean & 5
kafka.consumer.group:type=ConsumerLagMetrics k5, BB ATLAEA Prometheus Node
Exporter SRIKEVLE# O 11002 B CPU R 1547,
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https://kafka.apache.org/documentation/#monitoring
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¥ Prometheus $5¥517 &£ Amazon Managed Service for Prometheus F

Amazon Managed Service for Prometheus 2 —I15 Prometheus AN G EMEREKRS , TATY
2 Amazon MSK &8, XR—MTLRENRS , Bz BiIEtrWRE, F&, TANER, i
5 AWS Z2RFEK , EETURIE, RLtbHEHE. SAIUFERTIR ProMQL ERIESRER
ERAREHER,

BEXEZEE , B EFHRER Amazon Managed Service Managed Service Prometheus.

Amazon MSK F# A EZR

¥ Amazon MSK FREL EREF L , TUAERERNEIFHETE., NRER THEESHHREN
FHAE A TRAEWHERMEABENESD , NTERKRN S RHEH. Amazon MSK 12

89 CloudWatchiE#R A B E BB EHNEFRHEE, BR A TETERUNBREFHRER

& , Amazon MSK £ B3 (B R XS EHFREAEER. FHRREERPISHEXRARXIEHRNKH
EREEERTFHAENEN. & Amazon MSK 26| & , AT LUE B ¥R  aY RE g5 37 BN R EUE WL
HYBRAE.

MSK F R BB REMMRE | THERMIMRER.

- 3 (‘FERF ) FRABERSRELIZEFURFENFERZ. 3 MSK £&HPHNRERE
A7 60% =X 80% A LMHEFHAEN , LZFRIEXZIHHAENEHER.

« Y MSKEHITN—MEMEFHBTERATH , MY ("FEXBXBEREAF ) FHREBERERL
REFMIERE | BETENSERFRE.

Amazon MSK £ B3 f§iX £ 8k £ X B i# MSK ##|&. Healt AWS h Das hboard
EventBridge. Amazon AR AWS KRV B FERFER R A, R AT LA EventBridge il & #h fiL & 4 [0
Slack 3 New Relic 1 Datadog & T B & AiX &R,

B MSK B EEHRRINSHAFHEEEIR , MELEXM. MERME MSK WXt ThEE,
53 Amazon MSK B EE1R
BRI LBEEU T s RN EEEMBEER

« BIfE Amazon MSK #2%#l& ., BRABRERGEERERERPET 0 X, BT ISHREUERE
it A E R BRI 2 HaEERE,

« fFHListClusters, ListClustersV2 = DescribeCluster\/2 APl E& fCustomerActionStatusEHy
FREE#R. DescribeCluster

fF Prometheus #5176 £ Amazon Managed Service for Prometheus 1 295


https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://aws.amazon.com/pm/eventbridge/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destination-partners.html
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#ListClusters
https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters.html#ListClustersV2
https://docs.aws.amazon.com/MSK/2.0/APIReference/v2-clusters-clusterarn.html#DescribeClusterV2
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« BIfE AWS Health #2&|HREE R E MSK FE A AWS RS HWER.

« ®E AWS Health API 1 Amazon , 23R BEZEH EventBridgeE|ZE=15 ¥ & , Hl10 Datadog H
S| NewRelic acko
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£ Amazon MSK LinkedIn £/ Apache Kafka B9 fin 3 &l
RE

A LAE A LinkedIn®y Cruise Control SRE#H F#/8H Amazon MSK £&. BRNMBSERELUR K1x
ERNRSFETIRN.

T HIE Cruise Control

1. 5 Amazon MSK £ & #E# Amazon VPC F 417 Amazon EC2 3£4i,

2. TEL—ZHEIEE Amazon EC2 3£ L &% Prometheus, iB TFAE IP Miw O, ERikiwO
57 9090, BXUMEE Prometheus ARG EFHIERMNELR , IS the section called
“Prometheus BT RIEIER S,

3. 1 Amazon EC2 324l L % Cruise Control, ( & , MREEE | AL Cruise Control
FA I Amazon EC2 £4l, ) XFEHA Apache Kafka MRAs 2.4.* (WEE | BFERARHHN
2.4.* Cruise Control MRAS, MR EEH Apache Kafka fRAR T 2.4.* |, HFERARZHH 2.0.* Cruise
Control M4,

4. FRE4SE Cruise Control X4 , AR I ESR G0 X 4%,

BT TR EE Git :
sudo yum -y install git
6. BITUTHTUPDBILERMEZMEE, ¥ Your-Cruise-Control-Folder Bt 251 XX
( #RE4E Cruise Control TE XX HTIREHI SR ) B R,
git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."
7. BITUTHSUREHHERAE,

./gradlew jar copyDependantlLibs

Bt i& #13= 1T Cruise Control

1.

¥t config/cruisecontrol.properties XH#HTUTEH. FRHI5SRFFZMNESRE
FREGU/NERNE. EREFNXEFNS , B la2HahEFEHFHAGEE. HE,
& 7] LAfE A GetBootstrapBrokers#l DescribeClusterAPI #ES 418 CLI EIRE,
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https://github.com/linkedin/cruise-control/releases
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-bootstrap-brokers.html#GetBootstrapBrokers
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
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2.

3.

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

"% config/capacityCores.json XHLUEE EWRVEE K/N, CPU B/ FN R 4550 A /4 H
BR#l, BAILAERA DescribeClusterAPI #&4E ( SiEZFMM CLI ) RIREEEE K/, BHX CPU &
MM &5 A5 RS, ES 8 Amazon EC2 SEfIKE!,

{
"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
},
"NW_IN": "5000000",
"NW_OUT": "5000000"
b
"doc": "This is the default capacity. Capacity unit used for disk is in MB,
cpu is in number of cores, network throughput is in KB."
}
]
}

B LLIEE R E Cruise Control Ul, 1% & , 1% El Setting Up Cruise Control Frontend,
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://aws.amazon.com/ec2/instance-types/
https://github.com/linkedin/cruise-control-ui/wiki/Single-Kafka-Cluster#setting-up-cruise-control-frontend
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4. BITLAT @S U3 Cruise Control, ZRMEAELE screen B tmux B T EXRREF KT EIZTH
2FFIFBIRS.

<path-to-your-kafka-installation>/bin/kafka-cruise-control-start.sh config/
cruisecontrol.properties 9091

5. {£M Cruise Control API 2% Ul 3k#8{& Cruise Control B EHMBHIEAIRHEH FHEN., 3K
BEMWIBIRE O REEE /L9 #adE,

BT Amazon MSK By iR & R 4R B 3) EPEE AR

$&3% 7] LAfE A It CloudFormation #E 4R B ¥AZBE Cruise Control 1 Prometheus , MNTITERA#s 7 SR IEH
Amazon MSK &M EEH LI BRRFI AR,

FEINEE :

. Bz BB EIF Prometheus B Amazon EC2 324,
« ¥ Amazon MSK Tl E & &,

« EAPlainText & IAM #1TREN & HKILE,

+ Cruise Control ™Mk R EE R,

o BIYRMFMEE Amazon S3 EEETNEECHEEXXH , BMBEENX Prometheus B #r, Kz
HARERENEMEE.,
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https://github.com/aws-samples/cruise-control-for-msk
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Amazon MSK PEZ

181 AWS Ik BT D3 MSK MERINEL S, BRIFEZHUER , BUNENK/NENEHFE LK K AR
REEXERN. AWS

Amazon MSK BR&

« EANKFHRZ 90 NERL A, B ZooKeeper X EF 30 NEL A, B Kraft BXEE 60 MNZ
LA, EREEESNES , EH1E AWS #8414 Support Center H 8122 X #5541,

- BMENREF#ZEN 1GIB,

- SMENRSEMZEN 16384GiB,

- FEFMAERERA , A the section called “IAM HE 2] HEFHSMNMEZS T
B 3000 /> TCP i&E#., ERSUHRES , B LIEA Kafka AlterConfig APl Zikaftka-
configs.shTEFEHlistener.name.client_iam_public.max.connectionsB&EE
#, listener.name.client_iam.max.connectionsBEBEIEMNE , FE—BHEMNIEEHN
EERUTRESHTTA,

« Xt TCP E#ZMRHl. BRAEZERERERE , MSK AFEM 100 MERE, H—HHIAR
kafka.t3.small SEfIEHE |, EEAEERERENERT , ATFEW 4 NEE. REAEZEERRK
W BB EFE S B3I 8 AixTheE,

B EEZEAMENER , AU EEFRIXRE reconnect.backoff.ms BLES ., fHlfn , MRE
FUEFBE 1 PYEERERE | 5 reconnect.backoff.ms i&&H 1000, BEXxEZEL |
25 # Apache Kafka X#4H # reconnect.backoff.ms,

- BANKFEERZ 100 IEE, EFRBRABE , FolE AWS I EEFPOH N EZEEH,
« FMEERZ 50 TMRA

- EEMEEDR MSK £8 M Apache Kafka I , BB THRESMNMEN 2 XEBIK T the section
called “ HEERFH X/ : BMIEHN D XEE" RPATIRKYR S,

MSK & 25 PR &R

- BNKFE&Z 15 MSK £#I85.

« MSK Replicator &% REERHEFIRNFEH 750 NEB, IREFEEFHFEZEE , BINBWEEIM
#12 — 1 Replicator. MR EEERNF/ Replicator 2B 750 M EBMZIF |, BEiE AWS 54|
& Support Center F} BIE2 X556, BRI LAER “TopicCount” IEREEEEEFINETHE,
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/

Amazon Managed Streaming for Apache Kafka FERARER

s BNMNMSK EFHBNHEARAOTHENEY 1GB, ERBEESHEH , HaTE AWS #2H|A Support
Center HoIZE =0,

« MSK Replicator id K /M-FRAIBF K/ A 10MB ( message.max.bytes ) . EREFESHNEE , 15
BI{E AWS #24]A Support Center 3613 X 1524,

MSK Serverless PR

(® Note
MREEEFRG S EEIEMAZ , FELLIE AWS ZEFZEHS S upport BrR.

BRIESAUH , BNRHRSMEFITE.

% PR &0 PRENEM &

BAAOFHE 200MBps IR | R AR R A A
]

BAHOFEHE 400MBps AR |, W8 R AR AT R R R
]

B R Fo BR i TEA

BRFE PG EER 3000 SE R

BRREEZHRE ¥ 100 1 K ]

BRAHE KD 8 MB BEREM , HE R ErrorCode

: IN VALID_REQUEST

BRABERER £ 15000 i B | e R AR IR R A Rt
|

FHEE API HFARiERER g¥ 21N WIE | ME R IR R st
[

BRIE RN R RIRELFET 55MB BEREM , HE R ErrorCode

: IN VALID_REQUEST
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“E
RAEARAR
DX (ATE)

7 X 032 MM BRAY & KRR
BN ENRARAODEHE
BN ENEAHOFHTE
RADEARN (EHER )
BN ERSHBEHNRAES

im VPC # &

BONKPNRATRS BRER
HE

MSK Connect FREi

= 100 NBEE X EH.
= 100 /\IﬂE&FEEEo

o0 o
\\\0 oot o

0 5o

BREH
500

FEEMBMEBR 2400, EHE
B 120, ERFEERTIAE ,
EHIE AWS #2§l& Support
Center HRIBE XK ZHl,

250 (5 24 )

5Mbps

10Mbps

250GB

10. EREERFAE , #Haid
AWS ##|& Support Center
HOEZHRH,

60 MEETIELEE, MBEEERRENEEET B4
Eik?&% Fh2 MSK Connect A FitEKFRRIFNEE.

PREUEM L R
JoinGroup &R %k

EREM , F#ER ErrorCode
- IN VALID REQUEST

ER KM , #E R ErrorCode
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"CompatibleKafkaVersions": [
{

"SourceVersion": "2.2.1",

"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"

2. BITUT@S , ClusterArnBiR N EEOIEEBHIIRBH Amazon BIRE M (ARN), MRE%
BZERN ARN , I UBI I HAERRERKIE, BXEZEER , S the section called “Fl
HER

& Current-Cluster-Version BMRAEEMNHBMA, EANTargetVersiontRAILAM £—
ANan B9 S E A B ARAR A

/A Important

ERRATEREENEY,, EEREBNIETRA , B MADescribeClusteri® 4= desc
ribe- AWS CLI cluster 8%, RHIMRZASZ KTVPDKIKX@DER.

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion

L—M s HH B AT JSON iR

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

F 3 Apache Kafka fR4< 314


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
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3. E3R{Bupdate-cluster-kafka-versionBE4R , FETUTHS , F
ClusterOperationArn BN EM T EHPIREM ARN, update-cluster-kafka-
version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML T JSON RAIFF R

"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
},
"StepName": "INITIALIZE_UPDATE"
},
{
"StepInfo": {
"StepStatus": "PENDING"
},
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
},
{
"StepInfo": {
"StepStatus": "PENDING"
},
"StepName": "FINALIZE_UPDATE"
}

1z
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {

"KafkaVersion": "2.4.1"

iy
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"TargetClusterInfo": {
"KafkaVersion": "2.6.1"
}

R OperationState Y{EN UPDATE_IN_PROGRESS , H&&F—ErtE , RAEBXE

17 describe-cluster-operation . BTG , OperationState MEZENR
UPDATE_COMPLETE., HBF Amazon MSK ERIREFIEMNEEIERHEE , BAEFEEREREE
EIRET o

/A API E# Apache Kafka hx4x

1. A 1ZGetCompatibleKafkaVersions# ¥ LAIREUER AT SURF SR BF E T EIHY Apache Kafka MRAS 512k,
2. A iZUpdateClusterKafkaVersion#E EfF &£ B B #TEIFRA R Apache Kafka 42—,

RS F+ 4% B SR A SR

N THRE Kafka REAARSEBHPHITHRIEFHENEFHREEYE , FERUATAHAXEEEF RN
Bl &M Apache Kafka & :

« 2N TRAAXEE , FEFEER T (RF) RENGME , F=TRAXEHNK/NMEREIN. RF
B8 AT Re2 S B XM R H B AR AL X

- HRLEIFRRNME (MiniSR) RENZEAKE , RF - LUARDXEIAEAURZ - EIRBELE
ST,

s FEFHEREANFERASIMMBEEZEFZHRE, MRABEIIEFEFK /IO WEERE , NEEF®HH
EEFFEFIESNMTREBUURTHEESE, AEXIMRISNMNMMEBNEZZHENEE , 5S5H
JREL Amazon MSK &8 15| SEFRE,

s BIMNBUBHEZEEFRARIMERARESRAE , LENFTBRAPRENIIGEP IR, BRRA
RFZIRM MSK 58 Kafka iR AN AR AL R (EOL) BEMWAR , t FEE EOL HEZFIE
FXo. Apache Kafka 2t T N EEFmR AR , ATRIBNEFHERARMNER  R2TFR,

« M 3.x.x lRAH Kafka BRI ATREE B LA TBRIAE : M. acks=all
enable.idempotence=true acks=all5ZaHERIAMEFRacks=1 , CESBRFAERLSEIAR
HHEINEFTBERRBEHIAANM A, BH , B iA{Eenable.idempotenceZ 2Bl false, &
@enable.idempotence=true NBMAEARELIES HEN TR, XEFRWU N RESEEK
RE , THRAEEEMESEERENSI AL EFIER,
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- BIEFTH MSK &R |, BEAMEN Kafka A, ERAMEER Kafka RATALLRZ S THEFH
Kafka 1 MSK Zh&E,
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X Amazon MSK & # TR HEE

LATREBE TR BYEHEE Amazon MSK £ AIEEFEEA RIE, B LU RIE A A E AWS re:Post,

ES ]

HTEFIEH , BERLSSHHEIEN

{# F854A £ %1 PreparingRebalance A7

[@ Amazon CloudWatch A&EEENIE B AR HE

TRIAREA

E# E R FE CREATING RE

RS M CREATING &5 FAILED

SERAS I ACTIVE , BERBLEREEE , IEFARTEEREE
AWS CLI %12 5] Amazon MSK

S XBRHREEREL

WEZETE

NERE

% i A3k18 NotlLeaderForPartitionException

PSP X (URP) KFE

£8P EHRN __amazon_msk_canary Ml __amazon_msk_canary_state F &
o X & Hl KK

TEGREF B RN ER

T AN EB A R B AWS : M4 (A1

BHRIEANK  EEIBES

MSK Serverless : 8812 KK

BTEFRIEH K SERFBHEE BN

I RIS BREM S ERE , Amazon MSK AIgE2 AT SSHI B 1ZE. Katka BIEHEEFHHMN
BENDXKREMEZHE, — BEF7XBEEFEHEL  eNRERRREBASNELEIA (ISR) KA R
%o

A&

HTEHEHR , SERSSHEEEAN 318
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ENEBERPMEIRHRESR , — ERNDNF—WHXAELETHMS XEFHBKN. XA HIE
B, ALy XagiREkEE—MEBENRE K MXEREBPETL (£4 ) Hit2 X, XTEH
REENAFRESFTUHERHIERN , MABR T ISR 250 MiB, HXMENELRER , FAELH
HIRN D XEBEZREM , N\TTSBEASHBES?XHE ISR VRBEEFHFHIER (M FANNE
AT ack MEHMTAF 2 Xacks=all ) , LEIBERANERPERNEN , XEFENIXHE
8%, KNETFHERE,

B

- EREEH IORE , FHRSEXKREERES,

- EREREAEUNNTEYE  FERARFERTHENTEER#. NTEEUHEEFIRA , B
R 500 MiB/s M &/NEFH B{EIXEH 500 MiB/s , (EXFRAIRNELREFHEMAGMR, HEFHE
FHE,

- ERAREMBMPDESEN , num.replica.fetchersiBEBEIKEIBRIAE 2,

F 2541 K% 1E PreparingRebalance A7

MR -ADHSMEAREFFE —NKANBRERS , WERTTEER Apache Kafka A&
KAFKA-9752 , X & %01 Apache Kafka ixZx 2.3.1 1 2.4.1,

EfRI A | BB ERARE Amazon MSK iR EEMA 2.4.1.1 , EPSEE X th BB/ 15
SRF. BXNUEEREHE Amazon MSK fBiRIEEMRA 2.4.1.1 WER , HS I F# Apache
Kafka RS

FERFERARE Amazon MSK (BIRIEEMZA 2.4.1.1 R THRALLEBEN A LR , REEFEH &
SEA NN B Kafka BFR , & REIHERE FENFERARANDAREY <.

SKILFR S AR Y

EEFFHRPRIABSKAAMY , BIITHUATERE

1. §9 Kafka £ HEEEM group.instance.id BHIRE N A RBIA P FERARNBESZRFE,
2. BREENHMSFIEERAERABRSTRSR,
3. [FEHLBINEMN Kafka FHSE,

MRFEFREETHNREBNRENATEARETIRMAERARAEN FPHNER TIRENEFE
BiE, MEABRSKANMNESERR. Sl , IRENFEASRNARFANRE 5 28FTA , &
EENNSEERN 4 28, MAREKIAG 10 ¥
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® Note
EABRAKAMPURALBREER LR B ATREM, BMEERABSKANIN , BMATEESILLE
Eﬁo

ERMARETR
ZERMAREH A , FRITATRE :

1. f£H kafka-consumer-groups.sh eaiRBIABARS
2. f£M RebootBrokerAP| #REE /5 31 FERE T B HNW B AN AR,

B Amazon CloudWatch B E{&XEE &R HEE

HIBZ R EEBIRE N @ Amazon Logs ZIERE CloudWatch BER |, ATRELBEIFHNHIANER 2

o

MRIEE| InvalidInput. LengthOfCloudWatchResourcePollcyleltExceeded ,BE
it , BEEALL /aws/vendedlogs/ Pk BELA. BEXREZEE , HSHE AMNEL Amazon Web
Services #1T H&H1E Ko

MREBF FInvalidInput.NumberOfCloudwWatchResourcePoliciesLimitExceeded® , &
R R EYIA Ama CloudWatch zon Logs B |, HEE ML T JSON,

{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MRFBZEN LR JSON MMEIMEREF , BRFERER , BRECHRIMERBNRAKE ,
BRI JSON M fnZ & H 2 — 4 Amazon CloudWatch Logs RB&H, 4F JSON MBI M ERIET |
BEHRXZHERE B EEBIZREN Amazon Logs. CloudWatch

ERINEEH

MEEZHVEER  HWIEREREERIANZ2A , WAERRAEEANREREE VPCo %F’JM‘
B R RERERFHERL VPC LHZEENNR , RAEER. XA TLBRENKERE |, ES5H
Amazon EC2 : A UREFRERFAPERESE VPC XK EC2 224,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_securitygroups-vpc.html
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E8 T RF7 CREATING A&

BE , KHCIBAURFERE 30 78, HFF 30 2% , REBIREEFHRS,

EFIRAS M CREATING & FAILED

B ABRVNEES,

EFIRASHN ACTIVE |, BERSTERIEZRIE , SiEFHARZLEZER
=

- WMREHONEMIN (EBFRDN ACTIVE) |, BELEREHBFWHKIE , BHRREXRSMFERARN

ARFEMFRER, BXEZEER , 55 Mthe section called “$ % 3 : tIEEFimitEN IS
28

- MREWEFSNEASERGRER , ENERNERMNEABERNE , RERATER
KAFKA-7697 , X &% m Apache Kafka 2.1.0 lRZ&S , HAJBES B — MRS MEBEA LR, BHER
EBE| Apache Kafka 2.2.1 | ZRAFZWEREW, BXROAEIBNER | ESHAIE.

AWS CLI 31231 Amazon MSK

MRMEE AWS CLI ZEEETEIRF Amazon MSK &% |, i§ AWS CLI &R v & AR BN JZFTRAS,
BRUMAFALRREMIZEE AWS CLI , S E %% AWS Command Line Interface. BxM{AERIZT
Amazon MSK in sHIER , BZ W TEH . AWSCLI

7 XRH KB ARRE L

XETRER B ZTEE R EMEER. 1HS A the section called “BiEZZ= BT 2,

%2

BEZ=ETE

HSEUTEXEERME RN ERESEE ; the section called “Y¥45 #27 #% 28 8" Mthe section called “Ii &
BIERESE,

b
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AELZE

MREKI MemoryUsed IEFRAEH MemoryFree XK , XHFAEKREFEE B, Apache Kafka By
RUIHRRESHAANE , AUSEFRNEERNF,

#l A3k 8 NotLeaderForPartitionException

XAEERIMAT IR, FHERRR retries BESHRENS THIARERNE.

EHFHTX (URP) KFE

UnderReplicatedPartitions EHRRERENEEER. EERETHW MSK £8#+ |, IiEtrNE
N0, MRERFE , XATRERHAUATENRRERH,

« 1R UnderReplicatedPartitions RI{E , (B AEE TZEFN K PEEFREE , TELE
EAFEERE, BSH &EREK,

« IR UnderReplicatedPartitions & KXTF 0 ( BREEREHE ) , RBAREE TEIR
B TPREIME ACL , iZ ACL RERERFEBHRMNR. EEHSX , XA EKERT READ H
DESCRIBE =B PR. EBRIAERT , 5B READ #MN —#2#F DESCRIBE R, HXiZE ACL
WIEER , 53 Apache Katka XA Y ZA ACL .

£8P BELR N __amazon_msk_canary F
__amazon_msk_canary_state By E &
BUREABE , MSK EBE — 18R __amazon_msk_canary WEE , ME — N EBNBEHNA

__amazon_msk_canary_state, X2 Amazon MSK 8|2 3 H T &&= TR M2 M H5ARHY AP
FB, XLEFLRZEBER , TS RDAUZBERIT,

o X & H KW
¥41R454 R 1E CLUSTER ACTIONS Fi&® ACL.
Z AR BB A H AR R £ B

MRENEFHCTHBELHRTRNE , BEMALTEZEIERMNTETE , HRERUTSRIRE
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1. BREFZSEMALEANAFEN P it MEFHK D, EXEFROSHIIR , HSH the
section called “is A{E 8", M EBREZSEPVHEHN A FHEBE, BXxZ2ARE AR E L
HNMEZER |, 5% (Amazon VPC AFIER) FMERN VPC L4 4H,

2. WREF VPC MK ACL FIAMEHN AP AFERN IP it MEFH KO, SLXLEAFE , ME ACL
TR XENRBEYLIEEAN LM EWGAN, EHEAMUF , ATFMERE (wOEE :
0-65535 ) KIZEIEH IP tbit, BXEZER , ESH (Amazon VPC AFIER) Y71 H

3. BREFEANRARHESISKREFHAERIGAESR, T8 TLAHRGRNEN MSK £EEFERIMNT
BNEISREFHE , —MNATLHRER , 3—NMATMNAWSHEGR, BEXESER , ESH
the section called “f£ AFREX 5| S F L 3E AWS Management Console”,

ToEMABRIG R LB AWS @ W45 [R]&
MBL Apache Katka BARFTES MSK ERMINERE , ALAERTHUTELEN R,

1. {#Hithe section called “FRELE| S E"FNENHE 2 —REEI SRIBA Hb1E,

2. EUT@SH, & bootstrap-broker BRABEL—THREBHENME b, WRGFER
RENFER TLS BMRIE , MF port-number H#h 9094, MREHTFER TLS FHRIE ,
B port-number B¥#H 9092, MNEFIRITEHETH S,

telnet bootstrap-broker port-number

HhigOSE :
- MREBKERNFER TLS BHWIE , NH 9094,

« 9092 MREEHARMEH TLS BHRIIE,
s MEBATLAHIER , WEERRINKAOS,

MNEFIRITENETR S,
3. XAESISKREESETLENGT.

WMREFHITENESFERE  MRRFEEEDNE, EXHERT , AUSITUATHSRRE
Apache Kafka B2F IR 2 RIREEH, EIRE bootstrap-brokers , AlffAthe section called “JR EY
SISRE'HRNBHAZEZ—. F topic BBRAEHEBEN

TEMPETS PR AWS : AT 3


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#Rules
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#Rules
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

MBE—NBSRY , URTEFRREEH, WRPALTEIMNNAERFUENER  HENARFER
B A1z @) &,

MBEEFBITENTESARE  B2EUT I UERET SN E S Bt NS BNIES.,
B — VPC 8y Amazon EC2 B i MSK &8
MBEEFHITENS MSK £BUTE— VPC & |, BlRGRER T2 M EAESRAEF BITENR

SEHPREMNAUEAN, BXRXREXEMNNEE , FSRZEEANN, BXxUANEEHNTE—
VPC #H# Amazon EC2 k65 [ E£& /M RBI |, 1S |;ﬂ TR

S FA[E VPC H# Amazon EC2 Z i H MSK &

MREFFWITENMERCTHNIRER VPC F , FEEBEUT M4

XFA VPC BRI FEEMN.
« WFEELTEIRS
« XW VPC MR REIEWRE,

B3 VPC SIEEENES , BSMER VPC W&k,
K i 5 F U

WMRA T iRk E N EAEEE MSK ££8 AWS VPN |, BHERFBE U T&RH :

« VPN EERARN UP, BXIAKE VPN EZRSWELR , FSRNAKE VPN BRER 45k

B2

- B VPC WEEHRIESBEHMERAN Virtual private gateway(vgw-xxxxxxxx) Bz it
CIDR HIBEH,

« MSK £ Z AR FIRO 2181, w0 9092 ( MR EFIZZHICRE ) MmO 9094 ( MEE
MERES TLS BN RE ) LHNRER .

BXREZ AWS VPN HFEHERRIER , SR Client VPN #FEHEER,
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https://aws.amazon.com/premiumsupport/knowledge-center/check-vpn-tunnel-status/
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AWS Direct Connect

WRZE P iwmE A AWS Direct Connect , {52 F#EHEER AWS Direct Connect,

MR ERFBHEIE S RERRILFE , FEASEHAEELNERE, BEHE PR, BEH
tcpdump M Wireshark ETERSHRE , HBRRREIE MSK £EH,

SHBRIERN : EEXBES

Failed authentication ... Too many connects $5iRRARBEERIPEC , B —1EH
ZN IAM BRIHRERBUBHNEEEZEITC. NEBREBEESIESH IAM EZER | &7 SUgm
reconnect.backoff.ms BEESH,

BEFATHENMIENTERENERRS , 558 Amazon MSK FREl R H.

MSK Serverless : S£8¥ 1| 2 5k )

MR EZIH B MSK Serverless &8 , ETERBAN , MEAEETLNEE VPC IwR. B AT
ec2:CreateVpcEndpoint #F , RIIFHEERARBERFELIE VPC BN PR,

BXRWITATE Amazon MSK BREFFIENZEBNRYIEK , FSH AWS EE X : AmazonMSK
FullAccess,
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/Troubleshooting.html
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E{E3RiEE
R E TR A Amazon MSK B RIEER — L RESSE,

BFEEENKAD  SMENTEXHE

TREFRTEWUNEBMENSXHE ( BEASEEANBREERE ) .

ZLANE BUNSMENT XHE ( 2RAFEARNR
BEEEIA ) o

kafka.t3.small 300

kafka.m5.large = kafka.m5.xlarge 1000

kafka.m5.2xlarge 2000

kafka.m5.4xlarge ., kafka.m5. 4000

8xlarge . kafka.m5.
12xlarge . kafka.m5.16xlarge =%
kafka.m5.24xlarge

kafka.m7g.large = katka.m7g 1000
.xlarge

kafka.m7g.2xlarge 2000
kafka.m7g.4xlarge . kafka.m7g 4000

.8xlarge kafka.m7g.12xlarge . E
kafka.m7g.1l6xlarge

MESMENS XBEBLEBEWE , HFEEHWERTE , WAL HEIEEHRITUTRE
- EMEHEE

- FEEEFHIRDPHRKEKR N

¥ AWS Secrets Manager 5 EH SASL/SCRAM & 45 11F #Y £ 7 #H < B

BEEFRNHAD,  BMENS XHE 326
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KE 5 XiE A5 3 Prometheus #IEY CloudWatch FHTELAT R 4> Kafka 38R,

BREBDXEBNIES , 155 Apache Kaftka TESNEE 20 71N 0 X, RITEBNEBTH TN
R, LUBAEESLLENHE, BXTRLLENENEZEER |, iS5 Mthe section called “G 4 A
1,

BEEFHNX)D  BIMEHENREHRE

EE MSK EFMNELSREBEREH THEA , 51 MSK Sizing and Pricing B ¥ &#. LLEFX
BEETEXRLN,. BREEMNET EC2 M Apache Kafka EEE# L | fhitHY MSK B X/ FIFEX
Amazon MSK fiA&, BXBEFREFNRAASHNEZSERE  FEHBGESREESHERN LS,
HRERNZRFAETHE , IFEFHREHT —MNES, EFHOME. KOMEERBRTENAS , BiX
S IE S SRR B AT I

ETHEKEERZBEHINAENE Apache Kafka 8 , FSRABRIFEBEDNIFEEN Apache Kafka &
BAEUMCERER A RERE, AWS XEBENERH TAXNMARBRER A NUFEREEL
E, TRAMNERERNER. CRRETEHEUNMANNAGDYT E , ANEOT BERBENER , UKk
BRNMAFERITEFERAIES,

LAt m5.4xl, m7g.4xl REARELFINEHFLE

5 m5.4xl, m7g.4xI HE KKIEHIET |, L o] LUBET A E num.io.threads H num.network.threads B¢
EXRMEICEREUHE,

Num.io.threads B2REATAEERNERER. FMESLE ( FEIXFI KR/ PFIXEF CPU A
) IBBREEREHE,

Num.network.threads 2B FZWFEE A B RIRE MNP EREER, PMELEREANBRRIE
ERBAFIH | LA io.threads 438, ff num.network.threads i%i& 7 =6l K/ ZiEH CPU TR —
¥ ABARE D F AR SR KD,

/A Important

R AL I num.io.threads , B8 BN num.network.threads , AR iX A gt S B SBAFItE RN
MXHHHE,
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HERE

SRR num.io.threads B #EZE{E num.network.threads HI#EE
m5.4xI 16 8

m5.8xl 32 16

m5.12xI 48 24

m5.16xI 64 32

m5.24xl 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32

FERREHH Kafka AdminClient S X3 ID FPTii a3

LIRFERKT 2.8.0 B Kafka lRAH #H BH5& - -zookeeper N A Kafka AdminClient ixZ 2.8.0 =
EERANEFENXEFIBEETES X, TN ID 2EX (HIR: 5EO2XNEE ID AT/ ) .
BEE , --zookeeper ¥RETE Kafka 2.5 RFEFA , H M Kafka 3.0 FF MR, S Upgrading to
2.5.0 from any version 0.8.x through 2.4.x,

ABFIEER ID FEE , BFEA Katka FFIHRA 2.8.0 RESRAIT Katka BEERBE, HE , 2.5
RESRANEFIHILER --bootstrap-servers ¥r&E --zookeeper ¥r&o

HESE T ANER

FERAUTEN , UEEEHHE ( FlIIEHFRIE K/ Apache Kafka lxZ<8t ) 3 Amazon MSK E it
RER , B MSK £ A RIFS 7 A,

- REBE=TTHXER,
- BREBIEF (RF) EDN 3, FERE , HRIDEFNHE , RF N1 TRLSHOXEL ; MRF A
2 TRELSEBEEX.
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s FHRDBEFEAEE (MinISR) iIEBAEHZEZ RF - 1, minISR EF RF WA ILERIEFH A ERE
B8, I AL THEIRESE , mnISR A 2 F=mEHEBITH,

- BREFPHEEFHEZDIEXRE/SNTARHN —IME, EEFRNEEFHEPEFZMM
B NAUESFEREEREN#TEMNSAARER, BXUARNEESMENERZFRHBNE
B , i3 the section called “FJRELE| SR E”,

W5¥%E CPU fERA =

Amazon MSK & Z{Z2 WA FREN L CPU EAE (EX A CPU User + CPU System ) fR¥F1E
60% AT, HEHNE CPU JHEEDIRE 40% B , Apache Katka AT EXEREEHHNREZ
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