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fI Z & Amazon Managed Workflows for Apache Airflow ?

MWAA & Apache Airflow FIEERHEHERS , BB ERMMERT ANERENRESEE

B, Apache Airflow 2—®FRIE , ATUEREAREE. AENEUNSEHI TERENZSREMN
£ K%, &Bh Amazon MWAA |, S&TJLAE A Apache Airflow #1 Python RBIZT/ERRE K MEEE
EREEMZHEUEITT B, THAENEZLMYE. Amazon MWAA 2Bz EE TEREHITEE
LURREMER , Amazon MWAA 5 AWS R RS EK , AIHBBERIE, R4 iHRIBE.
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o BETIRMTA?
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o« LI FA L R4 T — Amazon MWAA < EHI R TR ZH Apache Airflow, Amazon MWAA B BA R
TR RS M X L AR A B BR 4

- TEREBYKE — £ T % CloudWatch & & Apache Airflow HZER Apache Siiists , TEHM
# =75 T EENTR 3 Apache Airflow £S R S THRIZLE IR, Amazon MWAA £ B 3 [0 KA RS
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BENMNNENMEXNTFRERCIE TRERMERSE. SageMaker
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AEPEENMELAY (WTERMAR ) EENKSPERNED Amazon MWAA IR, Apache
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« Amazon MWAA i, Z#EREIE T —/N5 Amazon S3 F## L dags XHFFRKEXE Amazon
MWAA ®5, —/NERGE Amazon MWAA £ #Y AWS BRSHMITHBURERAWS BEZ
FARTMENRINAE , MPAENX. 812 Amazon MWAA 38

« CloudWatch B&. Z#E#/E A Apache Airflow £ CloudWatch “§8” & LA _E R 5 & F Apache
Airflow AERF HEA, Airflow Web RS HEA, Airflow T/EBELE. Airflow DAG 42 BHE
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EAHREY  BREEZTHUATES :
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AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AILEFEA G HIT shell PS5 AWS
REH#ITRE, EERATHHNLSR , ﬁﬁguﬁﬁwﬂ'%# :

« AWS CLI — ZZER A 2,
« AWS CLI — FRAREA Eaws configure,

% —4 : 5§ AWS CloudFormation #EiR{RF 2 A& 1t

o BFIUTERNABRHFEERN mwaa-public-network.yml RIFELRMP, BEAUERT
B
AWSTemplateFormatVersion: "2010-09-09"
Parameters:
EnvironmentName:

Description: An environment name that is prefixed to resource names
Type: String

TR 6


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnet1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
Type: Number
Default: 2
DagProcessinglogs:
Description: Log level for DagProcessing
Type: String
Default: INFO
SchedulerlLogsLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO
TaskLogslLevel:
Description: Log level for TaskLogs
Type: String

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 7
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Default: INFO
WorkerLogslLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO
WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBHHAHBRHBHBRHBHHBH BB HBH BB HBRHBH BB H R R HERHBH R H R R H RS HBHHRH RS
# CREATE VPC

HAHBHHEHHAH AR HBH B HEHHAH BB HEH B H AR HBH AR HEH B HRRHBEH B HERHRH R HEH B H AR HBH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment
InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name

Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it
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AvailabilityZone: !Select [ @, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 9
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Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 10
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Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 11
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RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR HBH AR HEHHRHRBHBEH B H AR HAH R HEH B H AR HBH B H AR B H RS HEHHRH RS
# CREATE MWAA

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBRHBH B HBHHBH BB HBEHHRHBR R HRRH R B H R R HBH R HBHHRH RS HBHHRH RS

MwaaEnvironment:

Type: AWS::MWAA::Environment

DependsOn: MwaaExecutionPolicy

Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags
NetworkConfiguration:

SecurityGroupIds:

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 12
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RAriEmE

- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true
SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC

GroupDescription: !Sub "Security Group for Amazon MWAA Environment

${AWS: :StackName}-MwaaEnvironment"

GroupName: !Sub "airflow-security-group-${AWS::StackName}-MwaaEnvironment"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"

SourceSecurityGroupId: !Ref SecurityGroup

SecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref SecurityGroup
IpProtocol: "-1"
CidrIp: "0.0.0.0/0"

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it
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MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS: :AccountId}:environment/
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"
- Effect: Allow

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 14
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RAriEmE

Action:
- logs
Resource

- Effect:
Action:

- logs:
- logs:
- logs:
- logs:
- logs:
- logs:
- logs:
- logs:

:DescribelogGroups

. Nxn

Allow

CreatelLogStream
CreatelLogGroup
PutLogEvents
GetLogEvents
GetLogRecord
GetLogGroupFields
GetQueryResults
DescribelogGroups

Resource:

- ISub
group:airflow-${AWS:

"arn:aws:logs:${AWS: :Region}:${AWS: :AccountId}:log-

:StackName}*"

- Effect: Allow

Action:
Resource
- Effect:
Action:
- sgs:
- sgs:
- sgs
- sgs:
- sgs:
- sgs:
Resource

- !Sub "arn:aws:sqs:${AWS::Region}:*:airflow-celery-*"

- Effect:
Action:
- kms:
- kms:
- "kms
- kms:
NotResou
Conditio
String
"kms

- !Sub "sqgs.${AWS::Region}.amazonaws.com"

Outputs:
VPC:
Description: A r

cloudwatch:PutMetricData

g n

Allow

ChangeMessageVisibility
DeleteMessage

:GetQueueAttributes

GetQueueUrl
ReceiveMessage
SendMessage

Allow

Decrypt
DescribeKey
:GenerateDataKey*"
Encrypt

rce: !Sub "arn:aws:kms:*:${AWS::AccountId}:key/*"

n:
Like:
:ViaService":

eference to the created VPC
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Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

B FACIEHER AWS CLI

1. ESDFRERRET , $ME1FMH mwaa-public-network.yml 8B %, #l0 :

cd mwaaproject

2. # A aws cloudformation create-stack fn S FEH AWS CLIBIZEHER,

& . FRBIEHE AWS CLI 16


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html

Amazon Managed Workflows for Apache Airflow ArfEm

aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM

@ Note

812 Amazon VPC EMi& . Amazon S3 Zi&# @ Amazon MWAA IREEE 30 249
&,

S’ 3 : ¥ DAG L& %] Amazon S3 # 7 Apache Airflow Ul FRIZ1T

1. E#HZEFH&EH Apache Airflow fRZAHY tutorial.py XHAR , REEALEER
tutorial.py.

2. EGMTRERAET , SMEIEM tutorial.py B F. flm :

cd mwaaproject

3. KT RHEIFIHEATE Amazon S3 Fi# .

aws s3 1s

4. ERALT @S H Amazon S3 FEEHE SRR XM XHR,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

5 FRAUTHIZAE tutorial.py X# L& %] dags XK, E# YOUR_S3_BUCKET_NAME H#Y
T~BIE.

aws s3 cp tutorial.py s3://YOUR_S3_BUCKET_NAME/dags/

£ Amazon MWAA &I & E3TFIRETNE,

TR,

1ERITFF Airflow Ul,

# Apache Airflow Ul £, \ATFH DAG 3k i F##E DAG.

10. 7£ DAG F#4ERNE L , 1% DAG BEME LW EE/BUEE 12 DAG X UBUEE F DAG,
1. EFEHE DAG,

© © N O

S 3 : ¥ DAG L4 %] Amazon S3 H#7E Apache Airflow Ul H521T 17


https://airflow.apache.org/docs/apache-airflow/2.2.2/tutorial.html
https://console.aws.amazon.com/mwaa/home#/environments
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E£MNE : FAEHPEF CloudWatch B

YRATLATE CloudWatch 24l & & & Apache Airflow B |, 7 itk 5 ARIFTE Apache Airflow B
&Fo. AWS CloudFormation T —T MBI EE Airflow Web BRS5a8 B EHR B,

1. 7€ Amazon MWAA ###I& LITHIRETTH,

2. EBRIFE,

3. fESEEEH EIEEFR Airflow Web BRSE8 BE4A,
4

£ B EFHHiERE webserver_console_ip B,

BT RMAA?

o EFMTREIUM 4 DAG , MIEE requirements. txt A Python KBIH plugins.zip
FRBENEH , H5/ £ Amazon MWAA 1 DAG,

s ZRMATHBNHEENFEEMENRESE |, H3H Amazon MWAA £/ Apache Airflow B4
o AMECIRSEER , SR K% Amazon MWAA 32 G ERFIE R
s B1T— % DAG REBRH , S E Amazon MWAA KIS =4
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FF5EH Amazon MWAA

Amazon MWAA 5 Amazon S3 F &+ # Amazon VPC, DAG RIEBFZEF 4 REIEBFE, &I
IR T FFEAERA Amazon MWAA PR 5o RZEHMFIFTE AWS BIR.
£

. EREMH

« RTAHIEE

- FHRANAERTHE

. AR

+ 73 Amazon MWAA | Amazon S3 7#f&#&.

- Bl VPC W%

« B2 Amazon MWAA 35

« BETRMIHL?

TR
T I3 Amazon MWAA T3 , BT R ERMIAASTRBREE I A QRFER AWS FF.

« AWSIKF — BIXEA Amazon MWAA BURIMERTAR AWS BRSSFEIREY AWS 1K

RTAIERE

AFENRBEFERIEREF RN AWS EftiZEN 7R,

+ Amazon VPC — Amazon MWAA IREFTEM Amazon VPC MEH 4, BRI LIEEBEXLE (5
&) EXRWWIMA VPC , W X F7E Amazon MWAA LB HFTR |, AT BABIE VPC MMEHEH |
4l the section called “8# VPC W& HATR,

« Amazon S3 TF1# ¥ — A Tk DAG FXB X ( il plugins.zip M requirements.txt)
#) Amazon S3 ZEf&#. Amazon S3 F# @SB E NEIEFIELATTIER |, HiE A EEERARE
&)  #0  Amazon MWAA 6|2 Amazon S3 . HAIE L,

« Amazon MWAA 335 — BLiE T Amazon S3 FEMBMLE. DAG RIEBFE B EIEHS Python
RBIMA B R AR Amazon VPC R EZ 24 | 1 68]2 Amazon MWAA K5 FRPTE Yo
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FIREI R T

E6|E Amazon MWAA Hhi% | BRAIREFERE QBN 2 eI RN LSRRG ZNE EH M AWS &
R o

BoIRHE  BFEERZUTERN

« AWS KMS %41 — BT EHEHRHITHIBMNEZEN AWS KMS 248, &0 LLE Amazon MWAA 12§

A LIEFBRINETUAE S BN ER S EZAWS BEEZYH , tEEIENHEAEENER , 2%
FHEERRIERBENMEFTANEM AWS BEHNR (B4R ). ETHEZEE , BE5H £HAA
EPIEENZAHITING,

BITA® — R Amazon MWAA A EIFRE R AWS BRNHMITAR®., QIEZRER |, BRI LE
Amazon MWAA #£# 8 L REBRINETRABIITAR, ETHREZEER | 5% Amazon MWAA
hITA®,

« VPC &2 4 — A Amazon MWAA 518 VPC W& R EH it AWS FIE. EALAESIRIRERHER

Amazon MWAA 24|58 ENERIVETREGIEZ EH  ENLTSARBERNHOABRMBBEHAN (5
R), BETHEZEER | 2358 Amazon MWAA £ VPC &4,

AKX

Amazon MWAA £ T AWS Xig A H.

BN ( HTEEF/RE ) — eu-north-1

« B (E=3=4E ) - eu-central-1
o BXM ( BRZE ) - eu-west-1

B (83 ) - eu-west-2

o B (B2 ) - eu-west-3
« WAMX (&K ) - ap-south-1
- WAH#KX ( #HNE ) — ap-southeast-1

T A#X ( ZJE ) - ap-southeast-2

« WA#KX (KRR ) - ap-northeast-1
- IA#KX ( HR ) - ap-northeast-2

EEFRE (FFRIILER ) - us-east-1
EERZ (HXMH ) - us-east-2
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- XEREI (HBN ) - us-west-2

- MEKX ( FEB ) - ca-central-1

- MEMN (RZRF ) - sa-east-1

A Amazon MWAA 612 Amazon S3 Z& .

KIEEN A T 812 Amazon S3 F1& L 1EH# Apache Airflow BEITHRE ( DAG ) . plugins.zip X
BB ENES AR requirements. txt X4 HH Python KIS B,

Bx

- JFMRBIAER THE

- DIBTFEMA,

o BTRMMAL?

JT IR BIRY R T4E

« B2 Amazon S3 WG , BLEZEXRFHEBENR. BXEZER , BHE (Amazon Simple
Storage Service AAFEM) R EMEBH AN,

- EERAGEEBRNESINERT , YT HTF Amazon MWAA IR3ER Amazon S3 FEEELE N E
IEFRBE A HIFE,

« T Amazon MWAA 5 Amazon S3 FE@4ME Amazon MWAA BB TR — AWS XiF,
E&EE Amazon MWAA 1) AWS X5k , S H AWS —iZ5ZE B H Amazon MWAA i S F1EE
i,

BIZEMEN,
AN ERNHREBIE Amazon S3 FREBHN S B,
B 224

1. B %ZF AWS Management Console , A/FEE L T Mit3TFF Amazon S3 #2FI& : https://
console.aws.amazon.com/s3/.

2. i&i%$R Create bucket ( BIZ# ) o
3. £ Bucket name ( #8&# ) B , MIARFS DNS FHENHE .
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BEMBIAEATER :

 1EFfE Amazon S3 F 22—,

. KEMXANT 3 F 63 NFEHZIEL
- TEEKREFH.

- LUNEFRHHFET XL

/A Important
BREEFERENPIESBRREE  OKS, BEN2EFERBARFHNRN URL
o

4. HEXEFEFRAWS XE", ZAWSKEHLIE Amazon MWAA HhEA TR — X,

FER—NREENXE , XHEATRARE D IERMERARNHREAER,
HEFRLEFRBEQBHFL
EFERRAESREREE A,
Ak - R, ERSHRMBERSXLURS] Amazon S3 F##8. 0 Bucket : Stagings
AiE-REEMIMNE, B LUERTE Amazon S3 F#E LB AU T MBETZ —,

© N o o

a. RS ERImINE PIEE Amazon S3 4 ( SSE-S3 ) LAE RFM MM RST 2R im N E

b. 1EFAWS Key Management Service 40 ( SSE-KMS ) LAfEA AWS KMS # 43X+ Amazon
S3 FHEEHITINE

i. AWS EE®Z (aws/s3 ) - MRBERIIETN , WA LA B Amazon MWAA B2
AWS BEZ4 , B EHE - EE W Z X MNE Amazon MWAA ERiE,
i. MZBABRIERE AWS KMS ZZ4A 505 A AWS KMS %48 ARN - iR BERE LT EBHIE
EHREFEESNZE | MATIEE AWS KMS 2248 ID 5 ARN, Amazon MWAA 3z
AWS KMS 3I1&Z & X340, BIEEN AWS KMS 24R5& %A F £ Amazon MWAA
PRE ot 1T N,
9. TWik-SHRE. MEEFH Amazon S3 W RPIE :

a. EESHRE. BH.
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/A Important

FERAMNKUERKAATHELEERBTIONR, ETHESZEER , HSH Amazon
Simple Storage Service AP I8P R A Amazon S3 W RBIERPIEX R,

b. EEHIA,
10. EFEBIER,

BETRMAL?

o BTN CIZEFTER Amazon VPC M4 |, 15558 62 VPC M4,
- ETHRNAEETHRNER , FSRNARE ACL FEBNUR ?
« BETROAMRFHESE  FSOAMER S3 FEME 2 .

B2 VPC M

Amazon MWAA ZEE Amazon VPC M ENMEAH M RZIFUNIE, KNIERENE TN Amazon MWAA
IRIE A E Amazon VPC MERN A E RN,

® Note

Apache Airflow 7E{REER MM R R MR R IF. MREME AN 2028 B 2 H A4 Xig = A ity
HERIA Amazon VPC , BRITEWE N Amazon SQS, CloudWatch, Amazon S3, AWS
KMS. # Amazon ECR 71l AWS PrivateLink i 8. BXH Amazon MWAA B & AWS
PrivateLink WEZELE , S RAIET 7 EBM i R Amazon VPC B4,

Bx

. HEREH

- FRBINERTHE

+ B2 Amazon VPC P& HY%E TN
« EI— : £ Amazon MWAA 2414 82 VPC W%
« R : BIEAEBKMIAER Amazon VPC ME

o EIM= : RIBA O HEEMIFRIAY Amazon VPC M 4&
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/set-bucket-permissions.html
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< ETRMEMAL?

FRF M

AWS Command Line Interface (AWS CLI )  —®FRILE , itZREEBEGTIT Shell FEAGTE
AWS RE#HITRE, EXRAATHHLTRER , EEEUTHERATERME :

« AWS CLI - ZERZ 2,
« AWS CLI-f#F aws confiqure #{THREERE.

TTURBIRY R T4E

« RRQBEETEERN IR ERN VPC M4,

« SBA LA Amazon VPC 1 Apache Airflow Web FREEBRFERME RN LEH, EEFERTIIXK , &
24 the section called “Amazon VPC #1 Apache Airflow i [R1#& =8 =B A B,

7 Amazon VPC W £& /Y 1%I0
T—HNATHFRRERE Amazon VPC FERY LI,
EIM— : £ Amazon MWAA 414 £ 62 VPC W

T — S RU{AITE Amazon MWAA #2514 E812 VPC Mg, TR B BBM T AR H,
CAATEERERERLEMEHEERXH Apache Airflow Web RS 25.

THERERTE Amazon MWAA 12&1 4 £ BRE 7] Lk B 6122 MWAA VPC %41,

Networking info

Virtual private cloud (VPC)
Defines the networking infrastructure setup of your Airflow environment. An environment needs 2 private subnets in different availability
zones. To create a new VPC with private subnets, choose Create MWAA VPC. Learn more E

v C Create MWAA VPC [

(@ VPC and subnet selections can't be changed after an environment is created.
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R ;B2 BB 5 R Y Amazon VPC M 4%

LA AWS CloudFormation #iR1EZRIA AWS X SI1Z2 o] EEXM 5|89 Amazon VPC P&, ItEiEIn
A BEdERMHETARRKSH, MERTATEEGREMZIRLAEMNEILRIERE Apache Airflow Web
R385

1. SHUTERIRNABHFHEMER cfn-vpc-public-private.yaml REERMF, Hthr LA
AT 8ER,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnet1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone
Type: String
Default: 10.192.20.0/24
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PrivateSubnet2CIDR:

Description: Please enter the IP range (CIDR notation) for the private subnet

in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet

12 Amazon VPC M £&HY%EI
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Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
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Type: AWS::EC2::NatGateway

Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
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Tags:
- Key: Name

Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"

GroupDescription: "Security group with a self-referencing inbound rule."

VpcId: !Ref VPC

12 Amazon VPC M £&HY%EI
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SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone

Value: !Ref PublicSubnet2

PrivateSubnetl:

Description: A reference to the private subnet in the 1st Availability Zone

Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone

Value: !Ref PrivateSubnet2
SecurityGroupIngress:

Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. EHSERRFT , SMEIEMH cfn-vpc-public-private.yaml BB %, #l0 :

12 Amazon VPC M £&HY%EI
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cd mwaaproject

3. #HA aws cloudformation create-stack &5 fEA AWS CLI BIZEHtk,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

(® Note
812 Amazon VPC EiZEEE KL 30 14,

EI= : BB BEEXM 15 RE BY Amazon VPC P45

LLF AWS CloudFormation ##RF7E BRIA AWS X #I1 2 A5 Rl BBk B Amazon VPC M4,

/A Important

MEAR A BB AR Amazon VPC Bt |, &% 018 Amazon ECR 25 {# M <l & i 8]
Amazon S3 IR, B LARITU T IRIERBIEMRIE R -

1. EFILLT ISON IAM policies , FRFEA#FFHN s3-gw-endpoint-policy.json. %
KBERF Amazon ECR 58 Amazon S3 &R EMN KIENR,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}

2. fERALT AWSCLI B BlBim R, ¥ --vpc-id M --route-table-ids WEEKRN
Amazon VPC HEE., BREREFMEXEMNZFEIR --service-name,
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$ aws ec2 create-vpc-endpoint --vpc-id vpc-la2b3c4d \
--service-name com.amazonaws.us-west-2.s3 \
--route-table-ids rtb-11aa22bb \

--vpc-endpoint-type Gateway \

--policy-document file://s3-gw-endpoint-policy.json

B XN Amazon ECR 12 Amazon S3 Mxims RNEZE LR , S (Amazon Elastic
Container Registry AAF{EE) R M EIE Amazon S3 Mxinm Ko

LRTER AL R RN AEREH, HERRERATEARLEMNELREXH Apache Airflow
Web FRS58R. ©EAMREFEARN AWS RS EIEMEMN VPC v,

1. EFILUTERNABRHTEERN cfn-vpc-private.yaml REEARMH, BHATLGERH T EHE
o

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnetlCIDR:

Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone

Type: String
Default: 10.192.10.0/24

PrivateSubnet2CIDR:

Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone

Type: String

Default: 10.192.11.0/24

Resources:
VPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
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Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

RouteTableId: !Ref RouteTable

SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTablelIds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC
GroupDescription: Security Group for Amazon MWAA Environments to access VPC
endpoints
GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.sqgs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
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Properties:
ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface

VpcId: !Ref VPC

PrivateDnsEnabled: true

SubnetIds:

!Ref PrivateSubnetl

!Ref PrivateSubnet2

SecurityGroupIds:

- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface

VpcId: !Ref VPC

PrivateDnsEnabled: true

SubnetIds:

!Ref PrivateSubnetl

!Ref PrivateSubnet2

SecurityGroupIds:

- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
!Ref PrivateSubnetl
!Ref PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

EcrApiVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS

VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true

: :Region}.logs"

: :Region}.monitoring"

: :Region}.kms"

::Region}.ecr.api”
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SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

EcxDkrVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.ecr.dkr"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

AirflowApiVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.airflow.api"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

AirflowEnvVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.airflow.env"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup
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Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. EDHTERAET , SMEIE® cfn-vpc-private.yml B E F. i :

cd mwaaproject

3. # A aws cloudformation create-stack a3 EH AWS CLI Bl EHiR,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml

(® Note
812 Amazon VPC EiZEEE KL 30 24,

4, ZBEZENE-—MHE , SENTENLRIIXE VPC KR, ETHESER , B5H £L5#
MWAA EEEXNBERSHIT DE VPC LinT LAY F,

B2 Amazon VPC M 4 /Y% 1 37
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® Note

IET LAE Amazon MWAA Z2 41 CIDR H#t— S R&EIH G TER, Hlan | e LU R B
SIAHBIEHN, Amazon S3 B4k %Iz Amazon VPC #Y CIDR XRER#IB &,

BETRMAAL?

« ETHENMANE Amazon MWAA K8 | S 8122 Amazon MWAA IRE,

- ETRINAERATLEREBANEMNTENE Amazon VPC B VPN B2 , FZ 5 #ig | £/H AWS
Client VPN B EFAE W& X R,

#8172 Amazon MWAA Ifi8

Apache Airflow 891 B E TERIE S Apache HHEB TR Apache Airflow F A F R EERAR
EIRAEVERIE IR B Apache Airflow, ZRIBREN A BIE Amazon MWAA IRER SR,
H33x
- FRAMNERTHE
« Apache Airflow iRAx
- SR BEEFHEER
- FR2 . BRESRRE
- SIR3 . EFEMAE

\|

\|

FIaBIHY ER TE

- BIBIREE , TEABRENREIEEN VPC NE,

- BEEN Amazon S3 FEEEE RN R LEFTE LT R H B A6 RS2,

- BWEE—NMABEA Amazon MWAA KR AR FE AWS Identity and Access Management (IAM)
R 1AM AEIRA AWS Ik, INRIEAN Apache Airflow Web BRS 851 B FAHE M & 15 0] 18

X, ZEARS 7L % VPC AHY Apache Airflow AR , MFEEE IAM HEREN R 5E0122
T 55 VPC LimTi Ko

BETRMAL? 38
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RAriEmE

Apache Airflow iRZs

Amazon MWAA EX# LT Apache Airflow iRZ<,

® Note

+ M Apache Airflow v2.2.2 7% , Amazon MWAA X5 E % Apache Airflow F4& RS 88 £
Z4 Python R, RUEBFIMNEEEH.
» M Apache Airflow v2.7.2 FF#8 , ERXHHAEE —% --constraint B4, MREKRE
HAREZH , Amazon MWAA FRBIEEE —NMNAREH , LMBRENERPIIENEFESE
IR IETEFE A/ Apache Airflow fRZA 3R,

BREFBRXMHPREIRFMHNESELR | SR K3 Python KB,

Apache Airflow A2

v2.8.1

v2.7.2

v2.6.3

v2.5.1

v2.4.3

v2.2.2

v2.0.2

Apache Airflow & Apache Airflow 43R5 Python k7
#

Apache Airflow v2.8.1  Apache Airflow v2.8.1  Python 3.11
ZEEH PR I S 4

Apache Airflow v2.7.2  Apache Airflow v2.7.2  Python 3.11
ZEEH YR

Apache Airflow v2.6.3  Apache Airflow v2.6.3  Python 3.10
ZEEH YR

Apache Airflow v2.5.1  Apache Airflow v2.5.1 Python 3.10
ZEEH YR

Apache Airflow v2.4.3  Apache Airflow v2.4.3  Python 3.10
SEEHE YR

Apache Airflow v2.2.2  Apache Airflow v2.2.2  Python 3.7
SERE HRXXH

Apache Airflow v2.0.2  Apache Airflow v2.0.2  Python 3.7

ZZiEE

LR

Apache Airflow R4~
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https://airflow.apache.org/docs/apache-airflow/2.6.3/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.6.3/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.6.3/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.5.1/release_notes#airflow-2-5-1-2023-01-20
https://airflow.apache.org/docs/apache-airflow/2.5.1/index
https://airflow.apache.org/docs/apache-airflow/2.5.1/index
https://raw.githubusercontent.com/apache/airflow/constraints-2.5.1/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.5.1/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-4-3-2022-11-14
https://airflow.apache.org/docs/apache-airflow/2.4.3/index.html
https://airflow.apache.org/docs/apache-airflow/2.4.3/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.4.3/constraints-3.10.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.4.3/constraints-3.10.txt
https://peps.python.org/pep-0619/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-2-2-2021-11-15
https://airflow.apache.org/docs/apache-airflow/2.2.2/index.html
https://airflow.apache.org/docs/apache-airflow/2.2.2/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.2.2/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.2.2/constraints-3.7.txt
https://www.python.org/dev/peps/pep-0537/
https://airflow.apache.org/docs/apache-airflow/2.4.3/release_notes.html#airflow-2-0-2-2021-04-19
http://airflow.apache.org/docs/apache-airflow/2.0.2/index.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/constraints-3.7.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/constraints-3.7.txt
https://www.python.org/dev/peps/pep-0537/
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BXIEBEEEH Apache Airflow SPEBREBIE Amazon MWAA BN EZES | SREZ B THIE
BIREMHE , 5 Amazon MWAA T#iERm,

BIEHER

T—F N B0l Amazon MWAA IRBER S B,
TT]A1: BEEFAGE
EEEMENFMAEE , BHRITUTERE

1. #TF Amazon MWAA Z#I &,

2. A AWS KigueFRiE R XiE,

3. EEROIRIFE,

4, EEEFHAGENEL , ERFHAERET :

a. EBMPRARERMA—NRENER.
b. 7E Airflow MRA A% Apache Airflow iRZ<,

(® Note
MRKRIEEME , WERIAR Airflow SRFTHRA, A A ZRFITMRAZ Apache Airflow
v2.8.1,

5. 7 Amazon S3 B DAG RBTIEEUTHE :

a. S3 Bucket, %&#FX % S3 HikFE Amazon S3 ZEHE , SHEH A Amazon S3 URI,

b. DAG X#3X, EZERX I S3 , AREIEE Amazon S3 EEFEFH dags XHX |, EBWA
Amazon S3 URI,

c. TREIE-Tik, &R S3, ARFiEE Amazon S3 M@ EM plugins.zip X, FEH
# A Amazon S3 URI,

d. ERH-TE, EBXE S3 , RFIER Amazon S3 FEE LM requirements.txt X
# , HE WA Amazon S3 URI,

e. BEMBIAIH-TIE | EEFENE S3HIERE Amazon S3 FE#EE ERIBIASIH | HERA
Amazon S3 URI,

6. ﬁ?¥-|:_$o
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FHR2  BESRRE

BEESRRE

1.

2.

5.

ERESFREREL , ABRMT :

o & Amazon VPC,.

L F B IFIE T Amazon VPC A ANAE F M,
£ Web fRFE51AET , EBEEHIER Apache Airflow 5 [E#E 5

a. AMEME, XPRH T Apache Airflow Ul B9i51E , RETE Amazon VPC FE3RE HRER
IAM ZREETF RN R AP F e, BEBRESNRFT 8N LS BRAIE Amazon VPC i,

(® Note

IR Apache Airflow Ul REEE LA RIMNEHRIGE , HEFRFEH R A HREFEFET#HIT
Web RFB|ERRE , FERABEMEERI, NREEFRLHEERED , NEZA
B —##HLHI5R 15 B Amazon VPC i H Apache Airflow Web R85, BXxEZEE
B2 58 Apache Airflow Web RS 8H) VPC in = ( FAEMLEAE ) o

b. NEMS, XFEIREBIFEN IAM KB TH R PR A - o U8 BB ik 8) Apache Airflow
Ul

EZEET |, EEBRA TR Amazon VPC IEZ 24 -

a. BRIAMERT , Amazon MWAA £7 Amazon VPC 8| —N&E44H |, HAEMEFTITSAPEFE
F4EER AU H s H

b. Wik, BUHEFREFLSETHNERETERRSZ 5 N ee4d,

(® Note

IH Amazon VPC Z£AMNMELERFEMNALMHUERN | FEATFMERE, E
THREZELR , 3 Amazon MWAA L# VPC Z£4£,

HIMRRT | BB —-IPHER,

BINEBVWERFENTEAEMENRPNRT . B SERERHEREX,
NTFHRATELEITH , FEREEEHRETZSITH Apache Airflow THELENRAKE,
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BXEZER , BZH SRR,

6. BERAMEBRFHBHRENZ/DAERSHFHE , LB E Amazon MWAA IMIEENREFT R
Apache Airflow Web BRS585

X Web RSEBIIBHRMNEZELR |, 1§35 Wthe section called “BLiE Web RS 28 HEN A
7. EMET , &R —NHREMZREIR

a. BIABRT , Amazon MWAA £/ AWS BB Z AN G BIER TN,

b. Wik, %F BENMBRE (EE )" UEFHM AWS KMS #4H, IREEFELTR
RIEEESEERY , ST E AWS KMS 248 ID 5 ARN. AWS KMS A@@ mazon
MWAA A% 5] & 2 XE %4, MREIE Amazon S3 E#ER LIEE T AT RS H[IHMNE
#9 Amazon S3 F4f , M4 Amazon MWAA B 18 E M B K 240

@ Note

IR ZZ AN RS BE1E Amazon MWAA #2#l& LR ZER. BELITE
T HEINEHBCR AR R M IR BE R T Amazon MWAA fE F 24 BV BR .

8. HFE, £ M T , F Aiflow BEBREBEFE —NHZMNEEEH , & Apache Airflow B EKIEE]
H7E : CloudWatch

a. Airflow FFBE, ERERIEE “BFHE RHH Apache Airflow £55 CloudWatch BER
KA,

b. Airflow Web flRFEEEE. EFERET “BFRAE K5I Apache Airflow Web R85
CloudWatch B &K H,

c. Airflow ITXIEBF AL, ERELRIEXT “BXAE K38 Apache Airflow BHEREF
CloudWatch BE&HRIEH,

d. Airflow TELERE, EBERIZEE “BFHE RHH Apache Airflow T4 CloudWatch B

EHYRE,
e. Airflow DAG 4B A&, EFERIEXE HELBIH Apache Airflow DAG 422 CloudWatch H
EHYRR,

9. W&, XtT Airflow BCEED , ®EFRMNEEXEELET,

A BAM Apache Airflow MRZSHY Apache Airflow Fit BT TR SR P 1TEF |, HATLUE
EBHEMAEIET, 520 core.default_task_retries: 3.

10. A%, EHRKST , BERMFHIRIL , FREEREHEXEK, HlW0 , Environment : Stagingo

B EIRE 42
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1. ERERT , BE-MUITAE.

a. BIABERT , Amazon MWAA 2ERIEZFMABHAR-MITAE., SX4MEERE IAM £
BAINER |, FREME A LLIET,

b. Wik, EFEWMAAE ARN S ANEBRITAGH Amazon BREF (ARN ) .
12. iij:%-lt_io
ST]®3: EEMOE
EEENERE , BHRITUTRE

EENERE , EFEBHE,

(® Note
ERBRANTFE=- T =154,

BT RMTA?

« BTMUNAEIZE Amazon S3 FiE#E , iI5S 1 I Amazon MWAA €13 Amazon S3 Fi&i@. o

BT RMMZ ? 43
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BEIEX Amazon MWAA IR 3E Y1 ]

FEZAFERT Apache Airflow B9 Amazon & TEREFERREFRNEM AWS RSB R, &

B EEIREB IR D# MWAA SRERIEIE (IAM) FEY AWS Identity and Access Management Apache
Airflow AF RHEPNR. ZATFNERATRFHRE AWS BRI ERRAINITA SR AR IR |
LUK 1 B S8 9 Amazon MWAA IR H] Apache Airflow B PP SREFTER AWS Ik R,

F&

« 1518 Amazon MWAA 5

« Amazon ECS RS HEXAE
« Amazon MWAA L {TA &

- BhIBBIRS RIBERE

« Apache Airflow i /8] #& =X,

BB Amazon MWAA IRiE

E{#H Amazon MWAA |, BARERK A NEEXRENRR IAM £k, KTNE T ET LR Amazon
MWAA ¥R3E#) Apache Airflow FF & E1BA# Apache Airflow FA P Fff n&Y 17 8] 5K B& o

BMNEWERA RN TIEAERAFANSCERBEKRS H40X15F Amazon MWAA iR, &EMER , #
RIFREEEEMINEEN IAM AP, MREXFHARA SR AWS R IR IEET 75 FER.

IAM BERAEKF PAEN—fHEFESENRN IAM H14, IAM B25 1AM AFEL, RRER—
NEENREEN AWS B4 , ZERBRE T ZH 0T AT AN TREMTL AWS, ER , ABERE

URETHETARA , MARH—SEMAAXEK, A, AEZEXKNFEKBEIL (0HDE
RAREHR) . HR , HERAAGH , EQNEREAGLEN KN ZLEIL,

EnRESOIENR , BALGEACGHNACENNIR, AKEFHHITIHRIEN , ZH N
SEABHXBKAEBETHEABEXHNR, AXRESFARINACNER , H5H (AM AFE
M) P NE=AEOREBUEAE, WREFER IAM Identity Center , W HEEFRENRE, HiE
RN BB ERHTHARIEE LSRN AR , IAM Identity Center FFNRES IAM FH A @HE X
B, BANRENER , BSH (AWS IAM Identity Center FIF15RE) HIINRE,

BAILER S RERA—N 1AM B6RE T HAHE S RRN AWS kP XER, xR0, 551
IAM AFIERTIIZIE : AWS IKF A IAM AGZERiGEIER,

Sections

1518 Amazon MWAA K5 44
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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- ITHEFK

- STENEHEHEEE | AmazonmWAA FullConsole i/ 8] #X BR

o TEMW API MEE A FRBE : AmazonmWAA FullApi 177 7] X BR

o FUEEEATRIZREE : AmazonmWAA ReadOnly i [@] £ R

« Apache Airflow F F° ZHE 5 E 5K B : AmazonmWAA 5 R #XBR WebServer

+ Apache Airflow CLI Bt3E : AmazonmWAA 1/ 8] #X R AirflowCli

« Bl JSON K

o FFRBE M DB R EBFE K R BI A B

. BTIREMAL?

THERFN

HIEFTHE AWS Identity and Access Management (IAM) SR4EE8FC %15 18] Amazon MWAA ER3E dh 5 F
HWERBMRS . BHXAEIE—NEREE | #F Apache Airflow AP RIXERRHRE, Hln , BEE
@ Apache Airflow FF & B BA % F 17 [EIX R .

Amazon MWAA £ RIXERIEKRBIEAF REERE AWS 248 LSBT IMNEER AP 1TIRE
PR AIRR,

B LAMERAAREBHE JSON KEETE IAM AR Apache Airflow B SI2 —NEREE | R B Z 5K B B 0
B IAM AP, BASAE,

« AmazonmWAA FullConsole 170X R — AR R FEIL S MWAA 35| & L& EREHX
PR,

« AmazonmWAA FullApi 5 RIFR — EALLLBER FiH R A TERRRENFTE Amazon MWAA API
YA BR

« AmazonmWAA ReadOnly 5 [FIf R — AL RER FEL S MWAA 2§ & L EFEERANE
REY T3 1R A PR

+ AmazonmWAA WebServer 17 811 R — A LR B& R F X4 Apache Airflow P 4% iR S583 89 177 7] #X
PR,

« AmazonmWAA AirflowCli 1 81X BR — {8 i Lt SR BE 3% F12 1T Apache Airflow CLI G5 BB 5 R ABR o

ERHEBANR , EHENRAS, ARAEFMNNR

- FEAFAMBEE AWS IAM Identity Center :

ITHERR 45
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BIENRES, B (AWS IAM Identity Center AF1Em) H8IE N REMH AR TR
- BEHMRERE IAM RIEENAF

PREATENRERIENAE, BR (AM AFER) PAE=15HREFEIERSE (eSS
RIIUE ) KRBT ERAE,

- IAM AP :
- SIEENAFATUEENAE, BR (AM AFERE) 93 1AM A /2 A SRR TRE.

« (THECER ) FRBEEZMNIASSRAFSNEAFE, 28 (AM AFER) PEAS
ANIIRR (#2HE ) AV B TR,

TR A5 EIEE © AmazonmWAA FullConsole i [l fX fR

MEBEAFEER Amazon MWAA #2418 EEEBINE | N AEEEE A
AmazonMWAAFullConsoleAccess WPRFHEL,

(® Note
SERBEABRFERLAAEENIT iam: PassRole HIER, XA FHAFNSREHERNA
BRHITABKIELS Amazon MWAA, Amazon MWAA IMEBNABER N TRREFUE
fl2 AWS BRS. AT ROIGERA iam: PassedToService &4484% Amazon MWAA BRS 44
(airflow.amazonaws.com) IEE RN A FAGEZREENRS,
BXxEZ{ERiam:PassRole , FZH IAM AFEBHHNRTA/E AWS RF1EE A SR
bR

MRLBERBEME AWS HEHTH ROZAEE Amazon MWAA TR , R T H.

£ AWS AN =

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

.

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"

}
}
},
{
"Effect":"Allow",
"Action":[
"iam:ListRoles"
1,
"Resource":"*"
I
{
"Effect":"Allow",
"Action": [
"iam:CreatePolicy"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:policy/service-role/MWAA-Execution-
Policy*"
I
{
"Effect":"Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource":"arn:aws:iam: : YOUR_ACCOUNT_ID:role/service-role/AmazonMWAA*"
I
{

"Effect":"Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AwWSServiceRoleForAmazonMwAA"
.

{
"Effect":"Allow",

SEEREREA TR AR 47
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"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource":"*"

"Effect":"Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

]I

"Resource":"arn:aws:s3:::*

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

]I

"Resource":"*"

"Effect":"Allow",

"Action":[
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

]I

"Resource":"arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect":"Allow",
"Action":[
"kms:ListAliases"

1,

"Resource":"*"

"Effect":"Allow",
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RAriEmE

"Action":"ec2:CreateVpcEndpoint",

"Resource":[
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]
I
{

"Effect":"Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource":[
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

MREEERABSMBNEE S EENZARCENEE Amazon MWAA 3
EREFEERN , IAM ZERALTEREAFRERES

LN

ERABHEFEENER,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

.

{

"Effect":"Allow",
"Action": [
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{

"iam:PassedToService":"airflow.amazonaws.

com

FEANTERR, B
K 7= RV ER A U5 B AWS KMS &R

SERMEH & RRR
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}
}
},
{
"Effect":"Allow",
"Action":[
"iam:ListRoles"
1,
"Resource":"*"
I
{
"Effect":"Allow",
"Action": [
"iam:CreatePolicy"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:policy/service-role/MWAA-Execution-
Policy*"
I
{
"Effect":"Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:role/service-role/AmazonMWAA*"
I
{

"Effect":"Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSServiceRoleForAmazonMwAA"

I
{
"Effect":"Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"
1,
"Resource":"*"
I
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{

"Effect":"Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

]I

"Resource":"*"

"Effect":"Allow",

"Action":[
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

]I

"Resource":"arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect":"Allow",
"Action":[
"kms:ListAliases"

1,

"Resource":"*"

"Effect":"Allow",

"Action":[
"kms:DescribeKey",
"kms:ListGrants",
"kms:CreateGrant",
"kms:RevokeGrant",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey*",
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"kms:ReEncrypt*"

15
"Resource":"arn:aws:kms:*:YOUR_ACCOUNT_ID:key/YOUR_KMS_ID"

"Effect":"Allow",
"Action":"ec2:CreateVpcEndpoint",
"Resource": [

arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect":"Allow",
"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource":[
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

STER API MiEH AR : AmazonmWAA FullApi 177 18] X BR

MRAFEZEREATEERENATE Amazon MWAA AP, I AT8EEE E iR
AmazonMWAAFullApiAccess XPRERE, E©F & T 1A Apache Airflow Ul B9 BR,

(@ Note
SEE API 7RI KBS A MBS IT iam: PassRole IR, XAFRAFFSRSHE<NA
EBRHITABKELS Amazon MWAA, Amazon MWAA MMESNABER N TRREFWHE
B AWS RS AT RHIER iam: PassedToService &4 8% Amazon MWAA IRE E &
(airflow.amazonaws.com) EEE N A GEEENERES.
BXxEZ{EEiam:PassRole , FZH IAM AFEBFHNRTFAF,E AWS RF1EE A SR
bR
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MREEFERBSINZRUENEREN Amazon MWAA HiE

£/ AWS BEN 4
{

"Version":"2012-10-17",
"Statement": [

, BEALTREE. AWS HAENEHA

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":({
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
},
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/

AWSServiceRoleForAmazonMWAA"

},
{

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

},
{

"Effect":"Allow",

STE API 15 B R
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"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

},
{

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

MREEFERABSNBNHREFFEENZARCEMNEE Amazon MWAA M8 | BEFERAUTERRE, E
FHAEFREZS , IAMZERALNEREREHELKF RO ZFHAER AWS KMS TR

ERABEEFEENEH,
{

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

}I

{

"Effect":"Allow",
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"Action": [
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"

"Effect":"Allow",

"Action": [
"iam:CreateServicelinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/

AWSServiceRoleForAmazonMwAA"
I
{

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"kms:DescribeKey",
"kms:ListGrants",
"kms:CreateGrant",
"kms:RevokeGrant",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey*",
"kms:ReEncrypt*"
1,
"Resource":"arn:aws:kms:*:YOUR_ACCOUNT_ID:key/YOUR_KMS_ID"
I
{
"Effect":"Allow",
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"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

},
{

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

[a

RiEE&E A5 E KR : AmazonmWAA ReadOnly 17 R 1 BR

MRAFEEEFE Amazon MWAA 2#IA EFrARIR , N ATeeEEH A

AmazonMWAAReadOnlyAccess HXREEE, TAATAFCERFHE, RENERREIATHIAESR

Apache Airflow Ul,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

Rizzs & m
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]I

"Resource": "*"

Apache Airflow i F° 215 R KB : AmazonmWAA 58X BE WebServer

MR AFEEE Apache Airflow Ul , NI AJ8EEE E 1518 AmazonMWAAWebServerAccess X PRKEE,
©AAAFE Amazon MWAA #2#l& EEFBERMEA Amazon MWAA APl ITEMRE. &
{airflow-role} HF#EE Admin, Op. User, Viewer = Public AL EENX Web SEAFH
HERH. BREZEL , S0 (Apache Airflow SE155) RHERILAAE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow: {your-region}:YOUR_ACCOUNT_ID:role/{your-environment-
name}/{airflow-role}"

]
}

® Note

Amazon MWAA ¥ IAM £ E BN EIA Amazon Airflow EF S8 15 R#2 4] (RBAC) A,
BHREABEN Apache Airflow BEHNEZEE |, S K the section called “%72 : BRI
R EB4 DAG”,

Apache Airflow CLI (2R : AmazonmWAA 1 [ #XBR AirflowCli

MR AP FEEE1T Apache Airflow CLI a5 % ( Hl40 trigger_dag ) , M ATeEE EifG M
AmazonMWAAAirflowCliAccess REE, ©FRFHFE Amazon MWAA B#l& L EFHE
£/ Amazon MWAA AP| #4T{E{A24E,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}
]
}

22 JSON KB

SEFTLABIE JSON RHE | S SRREMIINE IAM 2E 8 LHNAF, Aelifd. ATSRNMENFE
IAM F &2 JSON KR,

E 6 JSON X , BIMITUTRE

1. 7 1AM 2| & R $T I KB T

R SRR,

1% JSON &I+,

7 hn JSON KRk,

ERER R

HEAMMER (D ) XAFERPZT@MA—ME,

o o M 0w D

flgn |, AT LU SR RE @B 8 AmazonMWAAReadOnlyAccess,
7. 1% CIEEKR,

R SR B B DN BT 2% 3 B4R Y R 51 R 51

RIRIEE IAM FER—1NE AN AirflowDevelopmentGroup BB SR

@ Apache Airflow FF RERAF I FIEF ZEAGRR TR, XEAFEEIRR
AmazonMWAAFullConsoleAccess, AmazonMWAAAirflowCliAccess #l
AmazonMWAAWebServerAccess fXPRFREE. AT NBUMATE IAM RAIEFFA ., B2 M hnix &SRBk
DR IR IZ B A R BRE) IAM A, XESRBRRECEANRE AWS BEEHA,
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812 AmazonmWAA BEE FullConsoleAccess

1. & AmazonmWAA 7[RIk, FullConsoleAccess

2. TEIAM ZHEFITFRBAE,
3. &R OIEKRE,
4. %$F JSON &I+,
5. 73 AmazonMWAAFullConsoleAccess #ME#ERIfY JSON KB,
6. HRIUTE:
a. {your-account-id}-$&#5 AWS Ikf ID ( 570 ) 0123456789
b. {your-kms-id} —HBEFREENZANKE —RIRAYT , NEEEAHEFARENZARITE
SZFEA.
7. EBREEEK,

8. HEZBMPTEA AmazonMWAAFullConsoleAccess,
9. ERBIEREE,

#12 AmazonmWAA BUZRK WebServerAccess

1. T# AmazonmWAA i[RI BIZE. WebServerAccess

£ IAM 2 H &P ITFF KR A H.

R OIER,

%% JSON T+,

71 AmazonMWAAWebServerAccess #5MEFE R JSON KB,
BHRUTE

2

a. {your-region} — Amazon MWAA PRZFFFERY XS ( Al#0 us-east-1)
b. {your-account-id} — & AWS Ik ID ( #l30 ) 0123456789

c. {your-environment-name} — Amazon MWAA IREZ 5 ( N
MyAirflowEnvironment )

d. {airflow-role} — Admin Apache Airflow ERIAEE
7. EREFEXRK,
8. HEBMHHEA AmazonMWAAWebServerAccess,
9. EFOIEX,
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https://airflow.apache.org/docs/apache-airflow/1.10.6/security.html?highlight=ldap#default-roles

Amazon Managed Workflows for Apache Airflow ArfEm

813 AmazonmWAA BUE AirflowCliAccess

T & AmazonmWAA 15 BB, AirflowCliAccess

£ IAM ZHEPITF EB A H.

R OIER,

%42 JSON ‘I,

79 AmazonMWAAAirflowCliAccess #sMEAERIAY JSON FKEE,
EREFERME,

EBZHFPRA AmazonMWAAAirflowCliAccess,

TR OB R,

© N o 0o~ w0 Ddh =

EOREA | MITUTRE

£ IAM 2HEERITFE LT E.

B A AirflowDevelopmentGroup BY& #ro
EET—%,

ETRIEHREAN AmazonMWAA RIFIELE R,
EREOEN =K,

EET—%,

TR OIEA,

N o o K~ w0 bd =

EERPXE , BHRITUTERE

£ IAM 2 H AT A - T H.
EE—-NAF,

ERE,

ERFRAF MBS A,
BB AirflowDevelopment4i.,
REEERMBNA,

o o A~ W h =

BTREATA?

« ETERIM4ERKSEELER Apache Airflow Ul |, i3 1518 Apache Sifio

BETRMAL? 60
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- BERATHEAEXRGE IAM KB |, BSRE IAM XK,

Amazon ECS M iRZHXxAE

3&F T Apache Airflow B9 B #h 3£ E TERIEERA AWS Identity and Access Management (IAM) iS5
HXAE, RSHEXACE —MIREXEN IAM A6 , 5 Amazon MWAA BEEHX, REHEXAGH
Amazon MWAA FREX , BIEZRSAREBAEAM AWS RSFENFTENRE,

REMAXAGRTILEERNMIRE Amazon MWAA , ARRERAFERIMSHENKE. Amazon
MWAA EXERFSHEXABHNR , BRIESAEN , BURE Amazon MWAA AT LUBEFZAR, EX
IR BIEE TR REKEE | LURTEEM IEE M E i IAM SKER AR KBS

REEEEMBREXTRRE , B RBRESHAXBE, XFHERYF Amazon MWAA BIR , RAETF2
T P BRXS BREY T5 B AR

BRAXFRSHEXAGHNHEMBRSZNEE , EE5H5 IAM BESERAAWS RS , AERRSHEXA
IR ERNRIERS. EREEMEE  EFZRSNRSAXBENH,

Amazon MWAA B RE 1< A & X R

Amazon MWAA EAEZ IHIRS XA E® AWSServiceRoleForAmazonMWAA — TEIRRY K 7 Fh Bl 22
HIRSHEXABRE T I MWAA BRI TRSHARE : AWS

« Amazon CloudWatch HCloudWatch & ( B ) -8 Apache Airflow BESIE HE4A,
« Amazon CloudWatch (CloudWatch)-[al 28I Ik 7 & 6 58 IRE R HIKE A 4 < B ER.
« Amazon Elastic Compute Cloud ( Amazon EC2 ) — SIZU T &R :

- M VPC FITI S VPC Kin TR , AT AWSHEHR Amazon Aurora PostgreSQL BiEESE
B, B Apache SRAESRM TERMER.

« WRIEHN Apache Airflow Web BRSFEEFRFAEMEED , MFE— NI Amazon VPC %
R, AT AT Web RF 273 TR KA,

« L@@ B Amazon VPC HYE MM EED (ENI) , RAFBEEMEFRENLIE VPC HEEHN
AWS &R,

LT EERBEATFRS EHAETRSHEXRAR, Amazon MWAA YRS 42
airflow.amazonaws.com , HEBEFT R

{

BE XA &


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "airflow.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

# 7 AmazonMWAAServiceRolePolicy H A& PREEL L F Amazon MWAA SHEERRTK T
BYE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"”
1,
"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"
3,
{

"Effect": "Allow",
"Action": [

"ec2:AttachNetworkInterface",
ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
ec2:DetachNetworkInterface"

1,
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"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"

1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonMWAAManaged": false
}
}

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"

Amazon MWAA KBRS HE< & R
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},
"ForAnyValue:StringEquals": {

"aws:TagKeys": "AmazonMWAAManaged"

}
}
.
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"
]
}
}
}

}

BYMEENR , 2 IAM K (AR, AFAR ) 012, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSHEXA SRR,

A Amazon MWAA SIZIRZHExAE

BEEFHCERSHRAR, HEMEH AWS Management Console, X AWS AP| 8122
Amazon MWAA IREEF AWS CLI , Amazon MWAA £ W IEBIZIRZERAE,

MREMBRZBRSHKXAR  AREEBRME  SuLEAMEREEKFHPERCELAR, L&
BE S —NIRER , Amazon MWAA 2B X NG ZRESExAR|,

i Amazon MWAA RS HEXA®

Amazon MWAA T R & 448 AWSServiceRoleForAmazonMWAA FREHXA®, SIERBRSHEXAR®
B, BNETEERACHNEN , RN E2H4s|AzAR, BERAUSEH IAM REAGHEIR,
BEXREZEE , H2HR (AM AFERE) PN RERSHEXAE,

M ER Amazon MWAA RS HEXAE®

MRTBEECRAENZTERSAXACHIIEIRS , RMNEBWERHBRZAC. XHERKBREESD
M5 PR AR 4P B R B A SR AR

# Amazon MWAA 82 REHE<AE 64
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MBI BR Amazon MWAA IR3E Rt , Amazon MWAA &MIBREERRS — 52 AN A B ER,
B2 , BHAEE Amazon MWAA ERINEMIBR 81 , RETrEERAMBRBRSHEXAR, NREE
Amazon MWAA il BRER 35 2 BI I BR AR SHEX A e , W) Amazon MWAA T BE 7o & i BR1iZ 34 35 Y Fir B < Bk
HIRo

£ IAM FaRIRESHEXAE

£ IAM #4l& AWS CLI, 5 AWS API B AWSServiceRoleForAmazonMWAARRSHEx A, B
XEZELR ,BSHE (IAM AFERE) MRS HExAE,

Amazon ECS RSk A X

Amazon ECS X#FERS ATRNMEXEFFEARSHEXAR. BXREZFELR , i§5H Amazon
MWAA i S FBL &

REREHT
BX iR H HA
Amazon MWAA B 7T HIRE  AmazonMWAAServiceR 2022 £11 B 18 H
FH < A B PR R B olePolicy — Amazon
MWAA B3 7 HIRSHEX S
EHNREERE , |F Amazon
MWAA [E & Ik & 51Z ik

SRR RIRME X HAIEIRm
R, XLEFIEPRAMTE AWS/
MWAA 2T

Amazon MWAA EFRIRERE  Amazon MWAA FIRREH 2022 £ 11 A 18 H
B¢ AWS EERSHXABNREK
B B9 B 2

Amazon MWAA B {THE &

HITA®E— AWS Identity and Access Management (IAM) A& , ENREXEZFILIHITE T/E
i Apache Airflow &R AH M AWS IRFHERHXR, X AIREIFE MEH Amazon S3 Ff#
. AWS BEEZ4 M CloudWatch BEZEHEIR. Amazon MWAA SREEZEEBEZNRER R — M
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TAB, ZANENAEAMNEBRENHITAS , LAY Amazon MWAA 7 8 S #ER 5% 68 A 9 H At
AWS FiR,

Bx
- RITABER
« BUAER T M hney £ BR
o BARINGER H A AWS RS R
s MEAXEKRFHMITHE
- PIEFAE
- BEENEFRNITHCRK
- Bihn JSON SREELAE R Efl AWS FRSS
- ERAKSRABIHERELERFN Amazon S3 F#ERAY 17 B X PR
+ {#F Apache Airflow i£3%
- WITAEH JSON FBERH
- HEFREENBHAN TR
« AWS BE BN KK RH
. ETRMH4?

AT A etk

Amazon MWAA R EMEFANEM AWS BRSHNREBEIHITARIKEN. Amazon MWAA
RITAGEERSINEFEANIT AWS RFHNE :
« M 53# CloudWatch (CloudWatch) — &% Apache Airflow $§#5F1 B &,

+ Amazon Simple Storage Service ( Amazon S3 ) — A TR EMN DAG KRB T4 (4
i, requirements.txt ),

+ Amazon Simple Queueue Service ( Amazon SQS ) — fFHEAR Amazon Airflow F55% Amazon
MWAA Fr#iE# Amazon SQS BA B F HERA .

« AWS Key Management Service (AWS KMS) — B FIRERNBIEMNE ( FHAWS EEZHARESE
BHEH) .
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® Note
MR EEFRLE Amazon MWAA £ AWS & KMS Z4ARMNZB SR TR , W A7k inE
K Amazon MWAA R ITA B KR E AR |, Z KB A 1FEY Amazon SQS 1R 1714
EEBKF 2 HANEE KMS . RENRTAGEEREUTHANRGSEHREE KMS
2R
- B=EAKFHH KMS ZRFTEBEIHARREATEIKS HE,
- DAG RIBEZFREFE=ZFMKFFLL airflow-celery- FkH# Amazon SQS BAFI ,

ZEAFIE AR KMS 243 1T IR,

ANTREESEKSHREREREXOXRE , RMNENUEESE DAG FHRE , BRIERET
LR 2 SN EE Amazon SQS RASI, b4\ , BUERAFRELEBCKAFHNEE
FREN KMS Z{AXREE Amazon MWAA EHIINE, XFFAENRITAGRSIN REEHEH
&K Y KMS 4R,
Bk , EEENFREDG , BT EZERIEHRENERER,

RMITHBEFEREUT IAM BENRR

« airflow:PublishMetrics — i Amazon MWAA M IRENEITIAR.

ARUIATEIR T B Ay A BR

&R LAE A Amazon MWAA #2514 ERERIVETURGIZRITAEM AWS BENESR , RAREAER
LSRR NRRERNBRITHE,

o YRTEEGA LERANEHRAGKETAR , Amazon MWAA &3R5S AT E N S KRR INE 1T A
&,

« EEEERT , Amazon MWAA 2 IR SR, Hlan , BATEEESIZIRERE Amazon
MWAA #2414 FiEZeZNITAENETR, Amazon MWAA B ERITABRERAENRER

#EX B3 AFTE CloudWatch B EHRINNPRZERE, "arn:aws:logs:your-region:your-
account-id:log-group:airflow-your-environment-name-*"
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ANATAS DN fE AR ELft: AWS BRSSRIANER

BIEINEST , Amazon MWAA T EEMERTARRMNBRENRERIE, BNAFERTEMENEM
RRBEREFHITAE®, Hln , REH DAG EEIHEIMNERE AWS Glue , Nl Amazon MWAA T&3&
B RN ENIMEEEXENRR , T EXENRFNEENHRITAGSH,

BRLVBEE WM A AN NITA SRR

- BEARBREIITAER JSON K, ERILMERAATT LAY JSON KEE AT IAM 2515 LRI
BEHHITA B JSON XK,

« 73 AWS BRS5 812 JSON REF R EM MEENRITAE, EUUERLTE ENSRE IAM 24|
B L AWS BRSSRIFTHY JSON RS X EEMNMITABREKENR,

RIFMITHBEXRKIITRRE , Amazon MWAA 7] LU BDFF 24 6E AR NI A PR K Ik, X B BWRAE |, R
BNHRIT AT BBREMLFANER , U DAG ATEES KM,

A RERFNHITAS

BRI LABER BRI MITA G, MEFHHITASHREREXEK , BEAXRR LN SROZIHRTHN
ITRABEE R ZACERERREK,

YEMAG

BIABRT , Amazon MWAA SR RECIEZA THENEN AWS BEZANRTAR, SIRHE
B, EABAFE Amazon MWAA 2] & EEFERINET,. TEER T ARRRIITASHRIALET,

Permissions info

Execution role
The IAM role used by your environment to access your DAG code, write logs, and perform other actions.

Create a new role v C

Role name

AmazonMWAA-MyAirflowEnvironment-rdfjhHm

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.
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EENEHMNITACKE

O LAE Amazon MWAA B#l&8 LEEHRENRITA® , HE IAMBHALEHZABH JSON X
B o

EFFNMTARKE  BHRITUTRE

—

£ Amazon MWAA 2 & & LT E R E,
EERIR,

ENRE#H LIERHITAGUE IAM RITH R E.
EFRHRITABRMUIT R R,

LR RER,

i%4% JSON ‘I,

FEH JSON KB,

EREERRM,

ERRFER,

© © N o o & 0D

Fffin JSON ZRB& LAE A E it AWS BRSS

A LA AWS BRSS82 JSON REEH G H MBI BN TAE, Flan , ST ST JSON R
B , LLEF 3% AWS Secrets Managerd A R Y R iR 5 BRI R

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [
nmin

]

]
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}

EFIZEBHMENTAE  BHRITUTRE

1. & Amazon MWAA #2&|& LT FIRE N H.

2. EEER,

3. ENRERLERRNITAEG,

4. EFMTHIRRE,

5. 1% GIERRE,

6. 1%&#F JSON,

7. ¥ JSON FKRE,

8. EBT—F HX ABEET—F : F&,

9. WARBHHERMZF (0 SecretsManagerReadPolicy ) MEKEEHI IR,

10. &#F BIEKMK,

FHAK PR ABIHRPALERTX Amazon S3 Z#HHY 15 R X R

B REEEM A PutPublicAccessBlock Amazon S3 4SRRI IF BB H AT E
N, HEEEHREKS PN EFEERN  FERITACXINENREETEEZ
s3:GetAccountPublicAccessBlock #4E,

BUTRRBIER 7 EBRLE T RS IK = B PR E Amazon S3 T4 R A M I 21T 8 BRI R RE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

KX FBRFIXT Amazon S3 F#BEHNIHRINEMNEZFEE , iHZH (Amazon Simple Storage Service A
P FHIBELEXS Amazon S3 EAEHI A B A,

BEFMK P RN B 17 B PE LR F 3 Amazon S3 77 1 89 13 7] 1 BR 70
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£ Apache Airflow & 2

I&3& ] LABIZE Apache Airflow & , H7E Apache Airflow EERNRPIEERTACKHE ARN, ETH#
EZEE , HZREES Apache Airflow HEHE.

MATHABR JSON KR A

AT RN REINEREE R TANEKR , BUUEATIREBRATIERITACGHNIRER , EH
TFRIBFNHITERHATIRE, XEFXIEEE Apache Airflow BEARE IR ARN 5%, Amazon
S3 174 A Amazon MWAA IRiE,

BANRWE R ROIKRE , HiRR6 ARN 5N, AEFEA JSON REAIBZKLEHMMITAG. Hlu,
Ei# {your-region} 7 us-east-1o

BE S EENRHAN ARG
UTREERT AATRES EENHANRTABKK,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

]

I
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
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RAriEmE

"logs:
"logs:
"logs:
"logs:
"logs:

1,

"Resource

PutLogEvents",
GetLogEvents",
GetLogRecord",
GetLogGroupFields",
GetQueryResults"

Il: [

"arn:aws:logs:{your-region}:{your-account-id}:log-group:airflow-{your-
environment-name}-*"

]

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"”

1,

"Resource": [

T

]

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

" n

]

"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",

"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",
"sgs:ReceiveMessage",
"sgs:SendMessage"

1,

SR
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"Resource": "arn:aws:sqs:{your-region}:*:airflow-celery-*"
I
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"
1,
"Resource": "arn:aws:kms:{your-region}:{your-account-id}:key/{your-kms-cmk-
id}",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"sgs.{your-region}.amazonaws.com",
"s3.{your-region}.amazonaws.com"

]

}
}
}
]
}

ETX , ZBFEANT Amazon MWAA BELAETBERRENITERE, Nk, ATLEA IAM 25 &
"airflow.amazonaws.com" # "airflow-env.amazonaws.com" [REEMHEFMEIZMTAEH
AMESERFIRF |, HH/EFEH AWS CLIES IAM create-role ta S X RS T HEBRAZHITHEBHAA
ABREXET, AIUEUATERIRALBCREESUEA RG]

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]

iy

"Action": "sts:AssumeRole"
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RAriEmE

AREFLLT JSON RS MBIBEF RENZHP, LREFEAKns
KA UFIHE HEFH CloudWatch Apache Airflow B&4E,

:EncryptionContext S48 a]

"Sid": "Allow logs access",

"Effect":

"Allow",

"Principal": {
"Service": "logs.{your-region}.amazonaws.com"

+

"Action":

"kms

1,

[

:Encrypt*",
"kms:
"kms:
"kms:
"kms:

Decrypt*",
ReEncrypt*",
GenerateDataKey*",
Describe*"

"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn'": "arn:aws:
account-id}:*"

}

AWS B A ZAR K rE RBI

UTFRBIERT

"Version"

A ATAWS BB ZHNNITABKEK,

: "2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": "airflow:PublishMetrics",

"Resource":

{your-environment-name}"

iy
{

"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"

}I

logs:{your-region}:{your-

"arn:aws:airflow:{your-region}:{your-account-id}:environment/

SR
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RAriEmE

{

iy
{

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [

"arn:aws:logs:{your-region}:{your-account-id}:log-group:airflow-{your-
environment-name}-*"

]

"Effect": "Allow",
"Action": [
"logs:DescribelogGroups"”

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

i n
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]

I

{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqgs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqgs:SendMessage"

1,

"Resource": "arn:aws:sqs:{your-region}:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"
1,
"NotResource": "arn:aws:kms:*:{your-account-id}:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.{your-region}.amazonaws.com"

BETRMATA?

o ETH#REMN Apache Airflow AP IERIFMEFMFEHNNIR , 526 1578 Amazon MWAA ¥R35,
s TR EABRZFREENEBHHITMNE,

BETRMAL? 76



Amazon Managed Workflows for Apache Airflow ArfEm

« WRESE-EERREERE

B 1L 85 AR 55 0B B R

BAEREREAR-IMREMEE , DFEFRFRITRRE A ARSIBEERTESNRNKERIT
ZIRF, R AWS , BERFEGTRLSSBERILNBIFRE, — MRS ( RS ) A% —TURS
(FIBHARSS ) Bt , AIRES REBRSEL., TLURNBARS , £RAENRUEEMER T ZRST
RBHRRBHA RN S —NELNERETERE. ABHEXMER , AWS REAIHEBEFRTF AR
SHBENTE  MXERSFHRS EEETRRTFKS PHER.

RMNBWERENHITEEDER aws : SourceArn M aws:SourceAccount £R%&H L TI38
LABR &) Amazon MWAA 71 5 —MNIRFIF R R RIBHANER, IRERFEF —NEREBRSHRIME
XEX , BEEA aws:SourceArn, MEZBEAFZKFHPHNEMAERSERS FERAREMEXE , B

A aws :SourceAccount,

e RERERBRERN S ERMER aws:SourceArn £RF&FH LT XRME
RETE ARN, MEFHMNBERFENTE ARN , FEEEEESINRR , HHI
ARN KA EATEEELFR (*) B aws:SourceArn £/ ETFX&MGE, HI
W, arn:aws:airflow: *:123456789012:environment/*,

aws:SourceArn WEMXMZEIEENEGERITAERRH Amazon MWAA IR ARN,

LT REVERINAERARENIITARCEEREPH aws :SourceArn fl aws:SourceAccount &
B&HLETXERGSEEEREET, EREFHNNTACKR , A LMERUTEERRE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": ["airflow.amazonaws.com", "airflow-env.amazonaws.com"]
.
"Action": "sts:AssumeRole",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:airflow:your-
region:123456789012:environment/your-environment-name"
.
"StringEquals":{
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"aws :SourceAccount":"123456789012"

Apache Airflow 75 [FI#E =,

Amazon MWAA ZHl 2N EET , A TERRPEEZ Apache Airflow Web IRFFHNIRBERLE
BRH. AHERNA T E Amazon MWAA IREH A A #Y Apache Airflow Web BRS5 228915 FIE |, SAR%
MREEFRFAEMBZIET , FEE Amazon VPC FEER HA IR,
B
« Apache Airflow if [RI#E =,
- NEME
- AEMEK
- HREEXER
- NEMKHEER
- FAERKHEER
- RBERNAFHEEXHIRE
- NEMBRE
- REMZHIRE
- /1A Apache Airflow Web fRZ5 2887 VPC iR ( FAEMLKiAE )

Apache Airflow 5 [ #&

A LAA Apache Airflow Web FRESSRIERMESI LN ERH, EEANERH , FERLENE, X
FF 1R Apache Airflow Web BRSS 25 IR BRBR#I7E Amazon VPC R, EFALERKH , TR LA
Mk, XAFHAFEREBRMIAE Apache Airflow Web AR5 88,

NEMS

DLTEMBERTHAELE Web IR 25H Amazon MWAA 3HiE,

Apache Airflow 7[R #E = 78
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Public Web Server Option

Service VPC (single tenant)

=I—%@ ————————————— 2
= |

Load Balancing Airflow Web Servers

v
IAM
@ NAT gateway

ad

Internet

NEMEHEER A TFREIREN 1AM policy T BRI A F B3 BB M5 [E Apache Airflow Ul,

THEERTE Amazon MWAA 2515 EBE AT LUK F A B ML,
Web server access

Private network (Recommended)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

O Public network (No additional setup)
Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of

a corporate network. IAM must be used to handle user authentication.

AR

LUTREARERTHATE Web BRE338 Amazon MWAA g,

Apache Airflow 7[RI
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Private Web Server Option

Service VPC (single tenant)

Web Server

VPCE _ Load Balancing Airflow Web Servers
IAM

| l |

‘ i
B E B E B D

Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Container Registry Management Service

FHEMEIF R EXFHE Apache Airflow Ul BV BRBR &3 Amazon VPC A B3R E A RIFAE IAM SRS
BWAF,

BIEEBFE Web RF2B]H RN RAIFER , BTUFFIE KT ZE Python Wheel #4% (.whl)
F , ARAETE requirements.txt F5|A .whl, BXEA Wheel ITBMELZREABIMMNEE , FS
B Python wheel BB K I,

TERERTE Amazon MWAA #24|& EBRE ] LA BB WKL,

Web server access

© Private network (Recommended)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.

7 | R L BLR

EFNEHBERLNENEZLLEMEZFREXET , £ Amazon VPC FEI2H VPC ks (AWS
PrivateLink),

NEMEHEER

WMREH Apache Airflow Web RS 2R1EE T AEMBEFRIER , NN RENES EBRMAFTFERH,

FREREA 80
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« Amazon MWAA 73 Amazon Aurora PostgreSQL THIEHEELE VPC EOKR. AmTR_RHE
S EENFAE FRHNTAXPRIERN , FBRI FHA AWS IKF,

« RIS , Amazon MWAA & FFAEFMFH IP it ET O E S, X E&EXEM Amazon VPC B
BNMNTRHAXYE—N IP WERIESXEE,
FBEME G R ES

WMREH Apache Airflow Web ARG ER1ER TREMKZIHEERX , MK REFE Amazon VPC AFA
B,

« Amazon MWAA 73 Apache Airflow Web fRSE 812 —/ VPC # 0w < , 7 Amazon Aurora
PostgreSQL THEHEFEEOK S, KT RASEMFIENMEFFNANTAXPCIEN |, H
Biws FHM AWS K-,

« RG , Amazon MWAA &G EFMFH IP it EFEOR S, XEEXEM Amazon VPC #
BNTHARXEE—N IP ERESRE,

ETMESZER |, 155 #Mthe section called “Amazon VPC F] Apache Airflow 77 18] #& =X B9 ;=450 B 47,
AEMAFTHEERANIRE

T—TRFENFIRIEER Apache Airflow IFEIHER , ME T EFENHMRENEE.

NEMZRE

WMRIEH Apache Airflow Web AR ERIEF ABMEIED , M 7T AL RIEIREFTFRER Apache
Airflow Ul,

BEEXDUATTRREER I RN RARERIRREH MW AWS RFHNR,

1. ANIR. TWEE MWAA EERBIFAI S eEERA HM AWS RS . EZBIZERER , Amazon
MWAA 281 —NMREHEXAEE |, AFEXNTD#H# 4R EMER (Amazon ECR), BEMIS
# EC CloudWatch 2 £ i L IAM #1E,

SRAT LUR DR IX £E fR &5 F AR ER AR |, e a] LUEE [t 1T A & 7R AR PR Sk & A H it AWS FR
%, ETMEZEER |, 55 RAmazon MWAA HITAE,

2. OIEAPEK. SURSEENAFCUES IAM X | SEEX IR Apache Airflow Ul #9177 ]
RPR. BETHMESZREE , S M15F Amazon MWAA 3R,

LENARBARRHRE T
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AEMENIRE

R B Apache Airflow Web FRGZEFEFT AL R , WEENRAFEREHRINE, BHREEH
Hth AWS FRSHINER , HBIZBMITENIGRIEH Amazon VPC R EIRAIHLE,

1. BHIRE, TS5 MWAA EEREGF O FEFEAEHM AWS RS, TEEGIZEIRER , Amazon
MWAA 2812 —NMRESHEXAE | RIFEXNT D3 MR EMER (Amazon ECR), AEMIS
# EC CloudWatch 2 £ XL IAM £,

ST BURN DN I L6 AR 5566 AR HL AR ERV AR | th AT LUBE B30T A & 5 I PR SR E A H b AWS AR
%, ETMEZEER |, 55 RAmazon MWAA HITAE,

2. RIEAFEE, BUREENAFAUESZ IAM KR , IEEXTRIER Apache Airflow Ul #9775 8]
NR. ETHRESZER , BZH1ER Amazon MWAA 35,

3. BRAMEKHR, BEEHE Amazon VPC H8IE —MLHISRIZEREZ] Apache Airflow Web RS E5H
VPC ¥ & (AWS PrivateLink), 10 , @A AWS Client VPNMITEHL A2 VPN P&,

58] Apache Airflow Web B 28 VPC im s ( RABMZIAE )

MRE%FE TIEMEET , MEZEHRE Amazon VPC F 8|2 —MIL&I5R 5B Apache Airflow Web BR
%88 VPC /A (AWS PrivateLink), X FXLERIR , BRIBIUEAE Amazon MWAA R EH
Amazon VPC, VPC Z£4AMILE M,

ETHREZEE , FSREE VPC i RB 5 H,

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 82
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A8 Apache Sii&

TS MWAA RFREER Z T 55515 RIYREY Apache Airflow 338 : Apache Airflow A &M (U)
%4, Apache Airflow CLI #l Apache Airflow REST APIl, &R LA Amazon MWAA 1 #| &1
Apache Airflow Ul FZ&FMFA DAG , B AJLAEA Amazon MWAA API ZREXR S H B A DAG, &
TN B5E Apache Airflow Ul FREERIPR, IMATE RSB LAEZEE ST shell FIHH Amazon MWAA
API , LA % Apache Airflow CLI F XM &5,

FH

. BREH

« $T3F Airflow Ul

« & Apache Airflow

+ B2 Apache Airflow Web ARZ85 177 8] © &
+ B2 Apache Airflow CLI 5 k&

+ {£F Apache Airflow REST API

« Apache Airflow CLI s 55 #&

FRFMF

TN NAERETHN RSN ARENLLS SR,

SN N

5 (A]

« AWS £ AWS Identity and Access Management (IAM) /117 &) &2 B9 IE 5 i# MWAA 1R BR 5% B B9 K
Fo Apache Airflow P 5 HE 517 KB : AmazonmWAA i B #XBR WebServer

« AWS 7£ AWS Identity and Access Management (IAM) #i7 [B8]3L % MWAA X PRERBEHIK =, STE
B9 API FN32 5] & 7 B BUR : AmazonmWAA FullApi i A1 X BR

AWS CLI

AWS Command Line Interface (AWS CLI) —/NFRIE , At EERA ST shell PFH@H 5 AWS
BREHITRE, EERATHHLR , EEEUATHERUATERY

* AWS CLI — ZEMRZ 2,
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« AWS CLI — FARIERLEaws configure,

FTFF Airflow Ul
TEERT Amazon MWAA 12#|& £15[a Apache Airflow Ul By 8E$E,

Q 1 @
Name v Status v Created date v Airflow version v Airflow Ul v
MyAirflowEnvironment @ Available Jan 28, 2021 09:49:06 (UTC-07:00) 1.10.12 Open Airflow Ul [

% % Apache Airflow

YREZETE AWS Identity and Access Management (IAM) F#5E AWS ik F B9 Apache Airflow f 5 H
A KBS © AmazonmWAA 15 R BR WebServerfX BR F BEZE & RV Apache Airflow B F° 5 H,

Eij[8) Apache Airflow Ul , HHAITEATIR4E

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. ERIRE,
3. 1EEFTFF Airflow Ul,

#1Z Apache Airflow Web BRS528 15 8] 55 h&

A AR TTE LN WS Web BREF[IHRITIE. HRSEALTFEGRIEHN Amazon MWAA IR
B, gl SO LIRS, REER Amazon MWAA API BURERE S R EBE DAG, T—TEFEFEH
AWS CLI, bash B4, POST API i&E3R= Python B4~ 62 Apache Airflow MEZEZSENS B, T\
B HIR B H T HETE 60 B AER.

H33x
- KREMH
« AWS CLI
- £ AWS CLI
« {£/ bash BiZ&

ﬂ—ﬂ: Airflow Ul 84
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- {3 POST API iR

+ {EF Python BIZA

. BTIREMAL?

TERFAM
FT—HNATEAAT LN SAWAFENDS SR,
3 A

+ AWS 7E£ AWS Identity and Access Management (IAM) #1177 8] F1 19 10 5 i MWAA X BR 5% B 19 ik
. Apache Airflow i S E AR KB : AmazonmWAA i [8] £ R WebServer

» AWS 7£ AWS Identity and Access Management (IAM) H i[RI 5k MWAA X RRERBEHIIKF . TE
B9 API #1325 & 15 B BUER : AmazonmWAA FullApi 7 8] 1% BR

AWS CLI

AWS Command Line Interface (AWS CLI) @ —/MNFRIE |, AL EFEA G ST shell PGS E AWS
REH#ITRE, EXERATHNSR , BEEUTHRATERE

+ AWS CLI — ZI&EMA 2,
« AWS CLI — fEARER Eaws configure,

£ AWS CLI

BAR =455 F R B9 create-web-login-token#s 5 812 Apache Airflow M4 &%, AWS CLI

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£ A bash Bz

LAR RBIEA bash BIZAYE A & Y create-web-login-tokendi ¥ AWS CLI 3R 812 Apache Airflow Web
BRTHE,

1. EHUTRERAINAET , AEEX#ESFH get-web-token.sh,

#!/bin/bash
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HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. PF##EHAIBFRE YOUR_HOST_NAME F1 YOUR_ENVIRONMENT _NAME, filfn , NEMEHEHF
AIEEAN R FR7R ( 3% E https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3.  ( ®i% ) macOS M Linux AF AR ZEETU TS BRI ATINT,

chmod +x get-web-token.sh

4. BITEATRIASTIEREL Web &R T h&

./get-web-token.sh

5. BNEZEDTRRAFFEINTARE :

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

£ POST API &K

AR R BIER POST API B3R |2 Apache Airflow Web & F &,

1. EHIT URL FFFE#EE] REST API P iwkhY URL FERH.

https://YOUR_HOST_NAME/aws_mwaa/aws-console-sso?login=true#WebToken

2. F## SR E YOUR_HOST_NAME, #ilan , N EMEW EN B WTEEM AR (J&E hitps:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. EHILLT JSON HFFEKMMEE REST APl FFiRmH EXFEH,

"name": "YOUR_ENVIRONMENT_NAME"
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}

4. R##EFRE YOUR_ENVIRONMENT _NAME,
5. ERNFEERHPPINBER. Fl , MREFEHAHZE Postman |, FikER AWS £& |, REMA -

+ AccessKey HF#Y AWS_ACCESS_KEY_ID
 SecretKey HF Y AWS_SECRET_ACCESS_KEY
6. BREBNAT @A :

{
"webToken": "<Short-lived token generated for enabling access to the Apache
Airflow Webserver UI>",
"webServerHostname": "<Hostname for the WebServer of the environment>"
}

$ Python BIZA<

LARRBIER Python BIZKF#Y boto3 create_web_login_token 753%3R 8|2 Apache Airflow Web &3
Th. B LAE Amazon MWAA 2 AAETTILEIZAR, BRERE boto3 ., BAREEELNE —MNERIR
BRZERZE, eREEBELIKFEET AWS SHBIEEIL,

1. SHUTRBROINVNE , HEAEAH#SEFHN create-web-login-token. py,

import boto3

mwaa = boto3.client('mwaa')

response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"

)

webServerHostName = response['"WebServerHostname"]

webToken = response["WebToken"]

airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?

login=true#{1}'.format(webServerHostName, webToken)

print("Here is your Airflow UI URL: ")

print(airflowUIUrl)

2. B##E{M5KE YOUR_ENVIRONMENT _NAME,
3. BITLATHIZATIIREY Web B FZThE,

python3 create-web-login-token.py
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BETRMEAA?

« AT OIEMTEZSHE Amazon MWAA API #24E |, Mt . CreateWebLoginToken

£|2 Apache Airflow CLI %}

U LUERAATT ENGSERK CLI i , AREFEEDS shell FiEA Amazon MWAA API, #il | &
AT LARELS M | ARG EA Amazon MWAA APl BURT2H &8 DAG, T—T A AWS CLI, curl
BiZAS, Python BZER bash BiZ< 6% Apache Airflow CLI SN EE., MR FREEN S EE 60 BAE

8

(® Note

AWS CLI T EEBREL shell BE , MARRT APl @05, Bt , TANARERERHN,
R Web FRSEBX AP RIFBAEESD , BWER —MERKIITR Z AT EITFHH AWS

CLI &K,

Bx
- EREH
+ 15H
« AWS CLI
- £ AWS CLI
£/ curl BIA
- {# 8 bash BIA
« £ Python B

- BETREATL?

SeRZAM
T—FNETERAAR LHHSHMEREN NS TR,
(7]

« 7£ AWS Identity and Access Management ( IAM ) A1 8 Amazon MWAA X BRZREEHY AWS K5 |
2 Apache Airflow F F R E 5 F] 5K B : AmazonmWAA 177 R #XBR WebServer,
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« 1£ AWS lIdentity and Access Management ( IAM ) #1158 Amazon MWAA X PR BEHY AWS K |
ESR TEM AP F2RH A 1F R BER : AmazonmWAA FullApi i B X BR .

AWS CLI

AWS Command Line Interface (AWS CLI )  —®FRILE , it ZREEBEGTIT Shell FEAGTE
AWS RE#HITRE, EXRATHHNLTRER , EEEUTHERATERML -

« AWS CLI - ZERZ 2.
« AWS CLI -/ aws configure #{THREREE.

A AWS CLI

LATRRBIER AWS CLI 1 H create-cli-token #3812 Apache Airflow CLI &%,

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

EH curl B

LATRRGIMER curl BIZE A AWS CLI 1 H9 create-web-login-token @5 % , 33 Apache Airflow Web
BR%588 £ 8% = A Apache Airflow CLI,

Apache Airflow v2

1. MXEXHEHES curl FAHFEKEWEE GRS shell .

@ Note
MESHFZNFEUERE , TREFEEMLA shell REFH W > ¥,

CLI_JSON=$(aws mwaa --region YOUR_REGION create-cli-token --
name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \

&8 CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \

--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \
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--data-raw "dags trigger YOUR_DAG_NAME") \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BEM AWS X185, YOUR_DAG_NAME #1 YOUR_ENVIRONMENT_NAME ##t YOUR_REGION
B SR, Flan , AEMENENB M TR (J&E https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. BNZEDTRIFHEINTAR :

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v1

1. MXEXHHEF cURL B FEMERHT shell F,

(® Note
MESFFNHUERE , TRFEEMEA shell REPH Wi > ¥l

CLI_JSON=$(aws mwaa --region YOUR_REGION create-cli-token --
name YOUR_ENVIRONMENT_NAME) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&8& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "trigger_dag YOUR_DAG_NAME") \
&& echo "Output:" \
&& echo $CLI_RESULTS | jgq -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

fEF curl B 90
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2. FARER AWS X35, YOUR_DAG_NAME #1 YOUR_HOST_NAME ##t YOUR_REGION Ky 51z
o Bl , NEMEZNENB M TR (J&E https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. BNZEDTRIFPEINTAR :

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",

"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}

4. FAE{ZFERR YOUR_ENVIRONMENT_NAME #1 YOUR_DAG_NAME,

£/ bash BiZ

AR RBIEA bash BIZSKEH AWS CLI 9 create-cli-token #3512 Apache Airflow CLI 5}

Apache Airflow v2

1. EHUTRBRANASR , HEXRMSFH get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq
-r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME"

2. B##5{UFE#%R YOUR_ENVIRONMENT _NAME, YOUR_HOST_NAME 1 YOUR_DAG_NAME, 4
N, NEMEHNENE TN TR (J&E https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. ("% ) macOS M Linux AR AR EETU T S BRI ATINT,

chmod +x get-cli-token.sh

4. BITUATHIAT 812 Apache Airflow CLI S h,

fEF bash B4 91


https://docs.aws.amazon.com/cli/latest/reference/mwaa/create-cli-token.html
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./get-cli-token.sh

Apache Airflow v1

1. EFIUTRERFBAR , HEEX#HSFH get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq
-r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "trigger_dag YOUR_DAG_NAME"

2. P##A{IFER YOUR_ENVIRONMENT _NAME. YOUR_HOST_NAME #1 YOUR_DAG_NAME, 4l
m, NEREZNENB BN TR (J&F https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. ( ®i% ) macOS M Linux AR JREEEETU TS UBERBATINT,
chmod +x get-cli-token.sh

4. BITATHIARTI ]2 Apache Airflow CLI k&,

./get-cli-token.sh

£ Python BiZx

LA RBIER Python BIASHh B9 boto3 create cli_token 753%3R 812 Apache Airflow CLI & , Hfdk
DAG, &ALATE Amazon MWAA ZANETTIHIA, BMAFRE boto3 F. ZBAREFEAE —NERR
BRXZEZE, ZHRERZEBELAKFEE T AWS SHRIEEIE,

Apache Airflow v2

1. EFUTRBREBAS , HEEXMEFH create-cli-token.pyo
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)
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RAriEmE

2. FAS{ZfFE#R YOUR_ENVIRONMENT_NAME #1 YOUR_DAG_NAME,
3. BE{TUTHIAT8IE Apache Airflow CLI &,
python3 create-cli-token.py
Apache Airflow v1
1. BFUTRBREABAR , AEXRMSERN create-cli-token.py,

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

import boto3
import json
import requests
import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'trigger_dag'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,

& A Python B4
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'Content-Type': 'text/plain'
I

data=raw_data

)

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)

print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. A G{MfFER YOUR_ENVIRONMENT_NAME #1 YOUR_DAG_NAME,
3. BITLATHIAT €12 Apache Airflow CLI &,

python3 create-cli-token.py

BT RAA 4 2

« 1£ createClitoken L% A F 612 CLI S/ Amazon MWAA API #£24E,

£ Apache Airflow REST API

Apache Airflow ¥£& T{ERE ( LS# MWAA ) X#7E1=1T Apache Airflow v2.4.3 R E S RZAHIIR R
F {# f Apache Airflow REST AP| E1ZE5{RH Apache Airflow SIRE#H TR E, XELRATUBIRES
XA EMEE Amazon MWAA 335 |, NTT R BABERSEITERE. BE DAG URKE#EEF Apache
Airflow A4 ( I THEHRE. MASNAERERF ) WWRSER T —HiR#ELLn AR,

N T ZIFEEMFER Apache Airflow REST APl , Amazon MWAA RIZRE THEET B Web BREHAE
BRI, LN FHEKWER |, TiERXH REST API #HR, ®91THE (CL) FRAERESH
& Apache Airflow B8R (Ul) B, B> Amazon MWAA IM{AH & Web IREZBMNEZ(EL | 5
¥, the section called “Ft & Web R85 B 4"

YRA] LAfE A Apache Airflow REST API AREVERESSTNLLAT A4 -

- ®IEHR — IWE , B LUS 3N Apache Airflow DAG 1217, EEBBEURKRRTHBIIEBHRIERE. fl
REBNFERSFEHAMRIRE , MEF LB Apache Airflow I SREEK CLI
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- 5NN AREF MRS ER — REST API XEFAWEHWEBEENERGT R | HEH Amazon
MWAA SEEEMRSEER. HlW , BREZ TERUENKBABRENEYN , SINETHKE
AR EE LA M.

- e — BTN ERREHER , JSCEZ1 Amazon MWAA SRR DAG BPRE , MMSKELE
RS ENEE,

DTEBERT WAIREL Web lRF2RIAREI T , REEAZTEX Apache Airflow REST API #41T
APl . ERTRHI% , BFREA APl FFEFH DAG 21T,

3% Apache Airflow REST API (W E S5 8. , %25 Apach e Airflow REST AP | 3,

&
- BlE Web [REH/2EDIE
M Apache St REST API

212 Web lRFHFXTET M

EQIE Web RS2 RITH |, BEERALT Python BE. LLEREE £ Amazon MWAA API SRIRER
MIEFRTHE, MEEZTEREEONWEEH  ARFEIBRAINEZELESTHE | ZTEA YRR KN
E PRS- 28 H A Apache Airflow REST AP,

(® Note
SETHESE 12 P EEH,

def get_session_info(region, env_name):
logging.basicConfig(level=1logging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response['"WebToken"]
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# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:
# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))
return None
except Exception as e:
# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None

A Apache St REST API

BHORIETHE , BRE THBEME APl Im R REBFERNERE. ETENTRAF , FALIRETR/
dags/dag_id/dag.

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:
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region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.
dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name} at
region {region}")

# Retrieve the web server hostname and session cookie for authentication
try:
web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:
logging.error("Authentication failed, no session cookie retrieved.")
return
except Exception as e:
logging.error(f"Error retrieving session info: {str(e)}")
return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}

json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:
response = requests.post(url, cookies=cookies, json=json_body)
# Check the response status code to determine if the DAG was triggered
successfully

if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:
logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")
except requests.RequestException as e:
logging.error(f"Request to trigger DAG failed: {str(e)}")
if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided
if len(sys.argv) != 4:
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logging.error("Incorrect usage. Proper format: python script_name.py {region}

{env_name} {dag_namel}")
sys.exit(1)

region = sys.argv[1l]
env_name = sys.argv[2]

dag_name = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_name)

Apache Airflow CLI fi 55 &

AINE T Amazon MWAA L FFF IR Apache Airflow CLI @55

B
< EREH

%u

« AWS CLI
« V2 RRETHAEY
- XEMCLI T
s X BT
- EFfENT DAG W6
- RETH
o RE., IRENEMIBR Apache Airflow v2 &
. fii% DAG BDRMEE
- EBRARL2FHH SSHFRE LETT CLI @75,
o Y RABI GitHub 1 AWS 27z

FTRZM

T—HNATEAETT LS TMEEFRENZ SR,

Apache Airflow CLI s 5&#&
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18]

« AWS 7£ AWS Identity and Access Management (IAM) =i/ 8] o #93F 3 MWAA X FR 5% B B9 ik
Fo Apache Airflow B P S E 717 KB : AmazonmWAA 5 B BR WebServer

« AWS £ AWS Identity and Access Management (IAM) F i 81 Bk MWAA X PRERBERIK =, TE
B9 API #0325 & 15 B BUER : AmazonmWAA FullApi 1/ 8] X BR

AWS CLI

AWS Command Line Interface (AWS CLI) @ —/MNFRIE |, AL EFEA G ST shell PGS E AWS
REHITRE, EXERATHFHNSR , BEEUTHREATERY

¢ AWS CLI — Z&IRA 2,
« AWS CLI — FARIERLEaws configure,

V2 RRETHAZL

« ¥1i¥ : Airflow CLI #8545#), Apache Airflow v2 CLI AL A XN BFHEAGE0ARNFHE , X
EIRE W REE AL F Apache Airflow v2 , MIFEEFEF Apache Airflow v1 BiiZA<, 40 , Apache
Airflow v1 89 unpause EE#H 7 Apache Airflow v2 F#) dags unpause, ETHEZEL | &
Z 5 (Apache Airflow ZE1E) # 2 F#Y Airflow CLI Bk,

XM CLI G
T—%%H 7T Amazon MWAA LT F#Y Apache Airflow CLI 5%

XEBHN W

Apache Airflow v2
I TN CEED)
v2.0+ E5¥
v2.0+ ™ INEE
v2.0+ T BR 3% 2

v2 RRAETHAZEL 100
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IRERRA
v2.2+ (EE)
v2.0+
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v2.2+ (EE)
v2.0+
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v2.4+
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v2.0+
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A
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[Bli8 dags
fiBR dags

dags %%
dags 3&R-1EF

dags list-import-errors

dags 5I&R-1E217 R

dags FIR-¥1T

1% dag
k& dags
E#F 5t dags

a7~ dags
Brik dags
i dags
8% dags

BUBE {F dags

B db

REENITH

RIGRHRS

REEES

Rk
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
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IRERRAS

dp

v2.0+

|% )
B

fE AT DAG T

M RIEMIRIEIZE TH 2 Apache Airflow v1.10.12 2% v2.0.2 , MR DAG FRAMNBEAHGBTEIUT
FRLENEHS , NN DAG B CLI S 4&M : requirements. txt

Apache Airflow v2.0.2

* dags backfill
« dags list
* dags list-runs

+ dags next-execution

MR DAG FEMA K FEiS requirements. txt RENRFDHFEE , N A EAXLE CLIHF.
58 R~

T—Fa &M Apache Airflow CLI B9 [E 75 %89 R~ B,

RE. IREEMIBR Apache Airflow v2 &

BRI AERA T REIRBIRE, FRESMBR <script> <mwaa env name> get | set |
delete <variable> <variable value> </variable> </variable> ®AMZEE,

[ $# -eq 0 ] && echo "Usage: $0 MWAA environment name " && exit

if [[ $2 == "" ]1]; then
dag="variables list"

elif [ $2 == "get" ] || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi
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http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
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CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

fit & DAG B AN INEL &

& A LATE Apache Airflow v1 Fl Apache Airflow v2 RER T RHICIEEALKR DAG FRAMEE |, fl0
airflow trigger_dag 'dag_name' —conf '{"key":"value"}',

import boto3
import json
import requests
import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'

key = "YOUR_KEY"

value = "YOUR_VALUE"

conf = "{\"" + key + "\":\"" + value + "\"}"

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
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'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},

data=raw_data

)

mwaa_std_err_message = baseb4.bb64decode(mwaa_response.json()['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()['stdout']).decode('utf8')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

EEFELTHH SSH REE Li=1T CLI 5.
LU R 8 R a0 I SE 32 3 Linux B2 4189 SSH BREAREIZ(T Airflow CLI &%,

5 curl

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --
header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND

Y R GitHub 1 AWS #38

» £ Amazon MWAA F 5 Apache Airflow v2.0.2 ¥ HMEE
« BE @SS Amazon MWAA L&) Apache Airflow v1.10.12 1T E
« AT D% MWAA E# Apache Airflow v1.10.12 &1 Bash Operator FF B R E X an S GitHub

KB =B

105


https://dev.to/aws/interacting-with-amazon-managed-workflows-for-apache-airflow-via-the-command-line-4e91
https://dev.to/aws/interacting-with-amazon-managed-workflows-for-apache-airflow-via-the-command-line-4e91
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/dags/bash_operator_script
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BB Apache Airflow BYE#

AFTNE R Amazon MWAA ELiE Apache Airflow EIZ I TR 5 %,

=

*
« Apache Airflow 7 2 FIE #5818

ZI#TE Amazon MWAA IREH#Y Apache Airflow 1R REF S
o EERIFR

- ERABRPABE Apache Airflow 3 AWS Secrets Manager

Apache Airflow & £ FiE 8 iR

EREERERT , BUEFENE (0 AWS BEEXH ) IEERMEREHEE , HEH Apache
Airflow JTIFE FRVEREXN RIFINHITAE , RGN DAG R# 5| AiZEE,

- BITEMEH Apache Airflow, £ BTEEM Apache Airflow Z%H |, I LE airflow.cfg FigE
Apache Airflow B &%,

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

« Amazon MWAA EH#) Apache Airflow. 7 Amazon MWAA £ | B#FEEFXLEERENEN Apache
Airflow B¢ & %I INEl Amazon MWAA 1#2#1& £, Apache Airflow Bt EiLIER M RTEEE AR
B, ABSHERENMEREMIAAERE.

Z %&£ Amazon MWAA IREH#Y Apache Airflow 1REtR2F 2

LIRBIEFIER , Amazon MWAA £33 Apache Airflow v2 R B S IRANHHERER B R ERHE

[ Extras, ZERMEEFEAFEE Apache Airflow Ul FEFEERR, XtUERBFELER
requirements.txt XX LERFTIEEN Python KEIW, AT H|H T Amazon MWAA H A
B Apache Airflow v2 SMEZR %K Apache Airflow IRItEF 2,

B 106


https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
http://airflow.apache.org/docs/apache-airflow/2.0.2/extra-packages-ref.html#providers-extras
http://airflow.apache.org/docs/apache-airflow/2.0.2/extra-packages-ref.html#providers-extras
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® Note

XF Apache Airflow v2 R ESRAR |, T MWAA EHRITREESZE W atchtower iR
2.0.1pip3 install -r requirements.txt , AR5 R EHNFHEBIMET S CloudWatch #
Hh Python EREFBEE

Hx

+ Apache Airflow v2.8.1 IEEZENREREFS
« Apache Airflow v2.7.2 HEEZIEHEFS
+ Apache Airflow v2.6.3 IEZENREREF S
+ Apache Airflow v2.5.1 EEZENREREFS
« Apache Airflow v2.4.3 HEZNIEHEFS
« Apache Airflow v2.2.2 HEZIEHEFS
+ Apache Airflow v2.0.2 IEZENREREF S
- EEEFNREEFS

Apache Airflow v2.8.1 IEEZNIEHERFE

L YRTE Apache Airflow v2.8.1 &I T MWAA FRERT | T D MWAA 2% %L T AT Apache
Airflow EENRRHEFR D,

(® Note

IBAI LA E MW apache-airflow-providers-amazon HE&RFMRARK AR IR HERF .
BXEEEFREMEZFEER |, S H the section called “IEEEFH W IRMHEF T,

HEERA wH4a

AWS E# apache-airflow-providers-amazon[aiobotocore]
==8.16.0

Postgres i apache-airflow-providers-postgres==5.10.0
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https://pypi.org/project/watchtower/2.0.1/
https://pypi.org/project/watchtower/2.0.1/
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
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BERERH B2

FTP i&E# apache-airflow-providers-ftp==3.7.0

Celery ¥ apache-airflow-providers-celery==3.5.1

HTTP #E$#E apache-airflow-providers-http==4.8.0

IMAP E$# apache-airflow-providers-imap==3.5.0

I sQL apache-airflow-providers-common-sql==1.10.0
SQLite #E# apache-airflow-providers-sqlite==3.7.0

Apache Airflow v2.7.2 EEZNIRERERFE

L IRTE Apache Airflow v2.7.2 812 Amazon MWAA ¥HERt , Amazon MWAA £Z &L TR T
Apache Airflow EZH R HEF D,

(® Note

BT LA E XM apache-airflow-providers-amazon B & ETMRASK A R IR BEF,
BEXREEEFMAEANEZFELR , S the section called ‘I EEFMIREEFT .

BEERH B4

AWS E$# apache-airflow-providers-amazon[aiobotocore]
==8.7.1

Postgres 1E# apache-airflow-providers-postgres==5.6.1

FTP i&E# apache-airflow-providers-ftp==3.5.2

Celery ¥ apache-airflow-providers-celery==3.3.4

HTTP & apache-airflow-providers-http==4.5.2

IMAP 3% $% apache-airflow-providers-imap==3.3.2

Apache Airflow v2.7.2 S EHNREREF S
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https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
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BERERE B4
EI saL apache-airflow-providers-common-sql==1.7.2
SQLite E#Z apache-airflow-providers-sqlite==3.4.3

Apache Airflow v2.6.3 EEZEWRHEERFE

L IRTE Apache Airflow v2.6.3 812 Amazon MWAA ®RERt | Amazon MWAA £Z &L TRAF
Apache Airflow EZNREHEF S,

@ Note

B LIS E XM apache-airflow-providers-amazon BB FTMRARARUIREMERF
BEXRIEEEFMANEZELR , 37 the section called ‘I EEFWIREREF T .

BEERH B

AWS E# apache-airflow-providers-amazon[aiobotocore]
==8.2.0

Postgres & # apache-airflow-providers-postgres==5.5.1

FTP i&E# apache-airflow-providers-ftp==3.4.2

Celery ¥ apache-airflow-providers-celery==3.2.1

HTTP iE3# apache-airflow-providers-http==4.4.2

IMAP 3% $% apache-airflow-providers-imap==3.2.2

EI saL apache-airflow-providers-common-sql==1.5.2

SQLite #E# apache-airflow-providers-sqlite==3.4.2
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https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
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Apache Airflow v2.5.1 EZNIRHEERF S

LARIE Apache Airflow v2.5.1 812 Amazon MWAA IRERT , Amazon MWAA 2R % LLTRTF
Apache Airflow EZENRREEF S,

® Note

BT LIS E XM apache-airflow-providers-amazon BRHTMRA R AR IEHRERF
EXEEEFMANESZER , 28 the section called “IEEEHWREEF T,

Bk Rt

AWS iE # apache-airflow-providers-amazon==7.1.0
Postgres £ apache-airflow-providers-postgres==5.4.0
FTP iE$ apache-airflow-providers-ftp==3.3.0

Celery E$#% apache-airflow-providers-celery==3.1.0
HTTP &% apache-airflow-providers-http==4.1.1

IMAP E 1% apache-airflow-providers-imap==3.1.1

EI saL apache-airflow-providers-common-sql==1.3.3
SQLite E# apache-airflow-providers-sqlite==3.3.1

Apache Airflow v2.4.3 EZENRHEEFE

L IRTE Apache Airflow v2.4.3 812 Amazon MWAA PRERT | Amazon MWAA £Z &L THAF
Apache Airflow EZ IR HEF S,

HEERE B4a
AWS E# apache-airflow-providers-amazon==6.0.0
Postgres apache-airflow-providers-postgres==5.2.2
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
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BERERH B2

FTP i&E# apache-airflow-providers-ftp==3.1.0

Celery ¥ apache-airflow-providers-celery==3.0.0
HTTP #E$#E apache-airflow-providers-http==4.0.0

IMAP E$# apache-airflow-providers-imap==3.0.0

I sQL apache-airflow-providers-common-sql==1.2.0
SQLite #E# apache-airflow-providers-sqlite==3.2.1

Apache Airflow v2.2.2 EZNIRERERFE

L IRI1E Apache Airflow v2.2.2 812 Amazon MWAA IRERT , Amazon MWAA 2R TATF
Apache Airflow EZNREEF S,

TERERA Bt

AWS E$# apache-airflow-providers-amazon==2.4.0
Postgres apache-airflow-providers-postgres==2.3.0
FTP i&E# apache-airflow-providers-ftp==2.0.1
Celery iE$ apache-airflow-providers-celery==2.1.0
HTTP £ apache-airflow-providers-http==2.0.1
IMAP %152 apache-airflow-providers-imap==2.0.1
SQLite E#% apache-airflow-providers-sqlite==2.0.1

Apache Airflow v2.0.2 EZNIRHEERFE

L I&TE Apache Airflow v2.0.2 8|2 Amazon MWAA IRERt | Amazon MWAA @ZEUTHTF
Apache Airflow EZHRHEF D,

Apache Airflow v2.2.2 E#ZHNREREF S 111


https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/stable/index.html
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LS Rt

Tableau apache-airflow-providers-tableau==1.0.0
Databricks &% apache-airflow-providers-databricks==1.0.1
SSH E# apache-airflow-providers-ssh==1.3.0
Postgres £ $# apache-airflow-providers-postgres==1.0.2
Docker & #% apache-airflow-providers-docker==1.2.0
Oracle E#2 apache-airflow-providers-oracle==1.1.0
Presto #E# apache-airflow-providers-presto==1.0.2
SFTP iE#2 apache-airflow-providers-sftp==1.2.0

EEENHNREEFZ

M Apache Airflow v2.7.2 115 , ERXHMXMBE —% --constraint iEA., WREREMRIR
&M, Amazon MWAA FRIEIEE —MNREM , LBRENERFIIENEFSELEEFERAN
Apache Airflow R FRAE

Apache Airflow 4R XHIEE T Apache Airflow it Al AR IRIBEFRA, B2 , EFZBERT ,
BRIV IR F 5 ZRAM Apache Airflow &, HTXAAFEANREZYE , AEEEERHEFTH
BHEFARA , AL HEBUS ER MR R4 -

1. M https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt" T &

HE IR A 4 3R
2. MHARXHHH apache-airflow-providers-amazon MRAE N E 6 R MRS,

3. FEHEWARIHE R ER] Amazon MWAA IRER Amazon S3 DAGs X #3% | 440
constraints-3.11-updated. txt

4. WTFIR , EBELBHER,

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"

apache-airflow-providers-amazon==version-number

EEEMNREHAERFE 112


https://airflow.apache.org/docs/apache-airflow-providers-tableau/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-databricks/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ssh/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-docker/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-oracle/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-presto/stable/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sftp/stable/index.html
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
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® Note

MREFERANRIE Web FRFER , BIEUEMEA Amazon MWAA Atz T2 F TSR
B EFT 2 WHL X%,

B RERE IR

Apache Airflow & MNMEZEF# N IEE URI FR/RFH, B Apache Airflow Ul 14 T —MEZEER |
FAFERER URI FREB | TiEERE M, MR Apache Airflow Ul & B HEZEAR , AT LA6E
A& REERMCRERKILER URI FRSE | SIINER HTTP E#ER. TEXHIET URI FIZ , fil0
my-conn-type:// , Apache Airflow RIEEFEEETBEEZBZIR. AN BIARXEFEH
Apache Airflow Ul FEVEZEBRRKRAL B TR R ERERE,

/A Warning

& B E Amazon MWAA F#Y aws_default i#E#E., Amazon MWAA £ thiE R NITE
RBES  HINBEES AR, BEWEETESSBEIEE KFRE T AR,

£
« E#E URI ZFE R

o REEZER

o {FF HTTP E#EERH 1T Jdbe EEH KRBl

R

EZ URI ZRFE R
IR R BIE R MySQL E#REHIER URI F/RH,

'mysql://288888a0-50a0-888-9a88-1a111aaa@000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Aro0le%2Fservice-role%2FAmazonMWAA-
MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

B SRR AR

AR =4I & 7R Apache Airflow Ul ) HTTP & &R,



https://github.com/aws/aws-mwaa-local-runner
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/connections/aws.html
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Apache Airflow v2

LAUR R BIE R Apache Airflow Ul A Apache Airflow v2 #J HTTP E1Z1#84R,

Add Connection
Connlid*

HTTP
Conn Type *
Conn Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Description

Host
Schema
Login
Password

Port

Extra

Apache Airflow v1

LALRRBIERT Apache Airflow Ul # Apache Airflow v1 #9 HTTP 3EZ#E 4R,

R EAEAR 114
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Add Connection

Connlid*

Conn Type HTTP
Host

Schema

Login

Password

Port

Extra

oo I

£/ HTTP EE#&ERFE 1T Jdbe EEH RHI

LA 7R~ 45115 B8 an{A 7 Apache Airflow v2.0.2 #1279 Jdbc E#ERBFE A HTTP EZER , AR WMEE
Apache Airflow Ul £ Apache Airflow v1.10.12 B9 Jdbc iE 2 Hx & 9 A EE.

Apache Airflow v2

R RBIEZRT Apache Airflow 9275 Y R £ B RYIERE URI /£,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry__ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

LA 7R 45135 B an4a] /£ Apache Airflow Ul R HTTP E#Z# 4% Apache Airflow v2 B9 Jdbc i #2
HATIEE,

fER HTTP E#EAER#H 1T Jdbe E#HY R B 115
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RAriEmE

Add Connection

Connlid* my_jdbc_conn

HTTP
Conn Type *
Conn Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Description

Host myconnectionrurl/some/path

Schema

Login mylogin

Password

Port
{

Extra "extra__jdbc_drv_path":"/usr/local/airflow/dags/classpath/redshift-jdbc42-2.0.0.1.jar",
"extra__jdbc__drv_clsname":"redshift-jdbc42-2.0.0.1"

}

3

Apache Airflow v1

R RBIERT Apache Airflow 19255 A B R BI4E BBV IE 3 URI FR/F &6,

jdbc://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

AT RBIETRT Apache Airflow Ul 1 Apache Airflow v1.10.12 9 Jdbc I #E4E4R,

fER HTTP EEEARH T Jdbc EZEYRHI
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Add Connection

Connld *

my_jdbc_conn

Conn Type Jdbc Connection v

Connection URL myconnectionrurl/some/path

Login mylogin

Password

Driver Path /usr/local/airflow/dags/classpath/redshift-jdbc42-2.0.0.1.jar
Driver Class

redshift-jdbc42-2.0.0.1

3 -

5 Fi Z4AELE Apache Airflow i£3% AWS Secrets Manager

AWS Secrets Manager =3&f F Apache Airflow B St E THEREREH M Z A Apache
Airflow Fi%. RIEENBMMAER AWS Secrets Manager £ Apache Airflow B93E &z 3T & TERTE
+ &4 #Z i Apache Airflow ZEH Apache Airflow ZE L2,

® Note

- WNEENELIENRANTER, BX Secrets Manager EMMEZER , S AWS E

o

Bx

« S 1. [@ Amazon MWAA 1258 Secrets Manager 2540 YRR
- HB] 2 BIE Secrets Manager [5iw1EHN Apache Airflow it & %1
« =% : £/ Apache Airflow AWS 3% UR| F/F &

Fii& Secrets Manager 17


https://aws.amazon.com/secrets-manager/pricing/
https://aws.amazon.com/secrets-manager/pricing/
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« S, 4 : 1£ Secrets Manager FRNETE
« S 5 : 1£ Secrets Manager 5 /R IN3E
- KREBTRHI

o ETXRMHAL?

S 1. @ Amazon MWAA 124158 Secrets Manager 247 BV X R

#& Amazon MWAA IRERI 1T A B EEI AWS Secrets Managerd I Z4A BRI R, LT IAM
B R VFER AWS & SecretsManagerReadWrite R # 1T B 5 7],

ERZRBEMINBRITAE , FHRITUTERE

£ Amazon MWAA &I & E3TFIRENH,

EFERR,

ERREE LIEFERITAE,

1 DN SR BE o

EFIERE I ARFZERFEA SecretsManagerReadWrite,
1 B DN SR BE

o g bk~ w0 bh =

MREFEER AWS HENREKE , WA EZEERRENHITA U TFEMERBIH R EZN
Secrets Manager &iR. #1401 , AT RBE = B 1R FIETE Secrets Manager FE4SE AWS XiF A BIE2H
Fr B 4R 19 SR EUAX PR o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"
1,
"Resource": "arn:aws:secretsmanager:us-west-2:012345678910:secret:*"
},

SPR 1 [@ Amazon MWAA 12178 Secrets Manager 248X R 118


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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{
"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"

}

FIR 2 . BlE Secrets Manager [5im{EJ Apache Airflow Bt & 1%EI

AR &R A1 4B an{a £ Amazon MWAA 12 &1 & R R Bl2 Apache Airflow BEEIETl, AWS Secrets
Manager Z1R& £ airflow.cfg PEAREBENEERE , WEEATSRPLUBNEEFREHE

EEREIRE,

£ Amazon MWAA &I & E3TFIRETNE,

EERIR,

EERE,

EET—%,

£ Airflow Bl EETERFERRMEELEE, HMATREX :

o kb w0 bdhp =

a. secrets.backend:

airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagexrBacken:

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/
connections", "variables_prefix" : "airflow/variables"}iXI Apache
Airflow B2 E 1 airflow/connections/* #l airflow/variables/* BERHEKIERE
FRENTE,

BRI AERAERER KB L Amazon MWAA K F&R& 0 Secrets Manager 18 A API BYX .
MRBKRIEEERER , Apache Airflow 2 EECEENFIRFPERAEERENTE, BIE
R , WL Apache Airflow TTBEHIIAIERR . X AT LUK B Amazon MWAA F {
Secrets Manager B9 AN,

EIEFEEHRER | BIEE connections_lookup_pattern
variables_lookup_pattern %, XESHIET RegEx FRBRERNBMA, fln , EE
WL test FFAMBH4A , B A secrets.backend_kwargs AL THRA :

{

"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",

S 2 . B2 Secrets Manager /5 1E Apache Airflow Bt & %I 119


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup

Amazon Managed Workflows for Apache Airflow ArfEm

"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

}

(@ Note

Ef A connections_lookup_pattern # variables_lookup_pattern , 4
&% apache-airflow-providers-amazon B 7.3.0 RE S R4, BEXFiE
HEFLSEFIFRENEZESR |, HSH the section called “IEEEHIRHEF
2,

6. EERIF

=% . £ Apache Airflow AWS E# URI &

EQREEFRE , BEAES LW “Tab” #45# Connection R P EEX ., RIERILIE shell
R2EFRZ extra WREB—NEE, T—IF5IFEEER Apache Airflow 5, Python BIZR )y
Amazon MWAA ¥R 4 B Apache Airflow i3 URI 2R LSRR,

Apache Airflow CLI

BATF shell iEFERAAH# Airflow CLI £BUEZEF IR, MRBEELRE CLI, BAEWEFER
Python B 7%,

1. 3TFF Python shell &1 :

python3
2. WAUT &% :
>>> import json
3. HMAMUT &% :

>>> from airflow.models.connection import Connection

4. 71£ shell RFEFRNZ extra WREWEB—NETE, & YOUR_EXECUTION_ROLE_ARN " Hy R4l
EEHRANITAE ARN 1 YOUR_REGION FHIXE ( HliN us-east-1),

$B=2 : £ Apache Airflow AWS 3 URI FH&F &

120


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
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>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name':
'"YOUR_REGION'})

5. BIEEENR, A Apache Airflow EZHNZFRE#E myconn R RHIE.

>>> myconn = Connection(

6. FEARE LN Ta"BEHEEXNRPHNUATENREN. BN ROIE,

a. IEE AWS E#E3E

. conn_id="aws"',

b. $8% Apache Airflow #EEEEIN

. conn_type="mysql",

c. 1& Amazon MWAA L3187 Apache Airflow Ul M1t :

. host='288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. EEZEZFILLSH MWAA K AWS HRIZEL ID ( AFE)
. login='YOUR_AWS_ACCESS_KEY_ID",

e. IBEMHTEZR Amazon MWAA HFABETHR AWS 240 ( B8B )
. password='YOUR_AWS_SECRET_ACCESS_KEY",

f. 18X extrashell £FZTE :

. extra=extra

9. FHEEXR,

- )

7. ITENEH URI F£FEB

$#=% : £/ Apache Airflow AWS £ URI FF & 121
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>>> myconn.get_uri()

BRIZATER R P A FERE URI A&

'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script
AT Python BIZARREE Apache Airflow CLI,

1. EFUTRBREBASR , HEXM S FH mwaa_connection.py.

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'YOUR_REGION'

conn_string = '{0}://{1}:{2}e{3}:{4}>
role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,
role_arn, region_name)

print(conn_string)

2. BR#st SN,
3. BITUTHMIARTEREZEFFSR.

python3 mwaa_connection.py

HI] 4 : 1£ Secrets Manager R IIEE

T —F N B UITE Secrets Manager F R EE S| E 4,

S I 4 : 1 Secrets Manager FRMNEE 122
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RAriEmE

EOEZH  FRITUTERE

1.

2
3
4,
5

10.
11.

$TFFAWS Secrets Manager #2&|A .

R FEAER,

EFRHMBRARE,
EEEEFRETEBAPHRBENERL | ERAXE,
BRUTHEIEEE2ERMA A,

"YOUR_VARIABLE_VALUE"

plan , BIEE—NEH , HHITUTRE

14

plan , BEE-—NFHE , BIMITUATERE

"mystring"
NFMBERSE , FNTRIRPEE D AWS KMS Z IR,
BUTHAEBRRABHXARFERPRABR,.

airflow/variables/YOUR_VARIABLE_NAME

Blgn -

airflow/variables/test-variable
iij:%—lt_ﬁo
EREEFZHNHNBHABHNERER L , ITUTRE,

a. EBRHABNF , WAEABN.
b. (Wit ) EEAFH , MAZABMIER,

ﬁ?%jt_io
ERERKR-FE L  REBMRIAEDR , AREET -5,

FFERMNEMEAMZIE | £ Secrets Manager FESIX LS,

S I 4 : 1 Secrets Manager FRMNEE

123
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12. BEE L, EEEFHNFAGE , REERFH,

% 5 : 1£ Secrets Manager A7 IE 2
T—TNBUWMTE Secrets Manager FREEFZRFE URI IEZ4,
EEZA , BRITUTRE

1. 3TFFAWS Secrets Manager #Z#l&

2. EBRFHEFER.

3. EERHMEARE,

4, HEEEEFHELBAPHRENERL  ERAXE,
5. BUTHINNIERE URI FRFRRFINN A,

YOUR_CONNECTION_URI_STRING

Hlan -

mysql://288888a0-50a0-888-9a88-1a111a2a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning
Apache Airflow SEATEZFHEHNENME, TEERAESISHMNEIS , BN ELFHFE
BN N BANFRR,

6. XNTFMBERH , EMTHRIKRPIEE D AWS KMS ZHET,
7. BUTHRAEZRABMXEZRDREAR .

airflow/connections/YOUR_CONNECTION_NAME
Hlgn -

airflow/connections/myconn

8. ii?%jt_ﬁo

%% 5 : 7 Secrets Manager B hiE 1% 124
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9. EEREZFANENZHABMNERESL , BITUTRAE,

a. EFRHBNF , WAEHABN.
b. (Wit ) EEARF , MAZABRMIER,

EET—%,
10. EEERKR-THEL | REBRANED , RAEERET %,
1. XTFERNVEAEMEE , £ Secrets Manager FEE X LSRR,
12. BEFE L, EFEEANFAGERE , RARERFH.

(BRI

- ETHRECERUT RAIKBHART LW@FER Apache Airflow iE# ( myconn ) W4 , B2 £
F AWS Secrets Manager F # Z$A 31T Apache Airflow i,

- ETHREFEAUT ROMBH AR L[ Apache Airflow £ ( test-variable ) &4 ,
BZ 5 7 Apache Airflow 2 AWS Secrets Manager FEY %4,

TR
. BXERAEGIANERE Secrets Manager AN E Z{E R AWS CLI , i5ZFAWS Secrets Manager

AP iEER e EEH.

« £ Apache Airflow ZEZFEEB 5 E AWS Secrets Managerd , £ Python BIZAfF X & Apache
Airflow Z £ MiE#E T B E Secrets Manager,

BETRMAL?

o BT ENMERS LM Apache Airflow Ul , &5 1518 Apache Ko

KB =B 125


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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S Amazon MWAA fiE

Amazon MWAA #£HI88ERNEIET , ATEEX Apache Airflow Ul IFAB R A FF 1A RINBR, Z3E
FlEETENBIED ( UEEREXRD, AT BIELRE ) AR Apache Airflow EtiEiEIT ( A AW
BEBEEZBEE RBETE airflow. cfg FiAHEAY Apache Airflow BLE ) » AIERNT A T W{A7E Amazon
MWAA 2414 EERIXLERE,

e}

« BE Amazon MWAA IRiEE

« f® Amazon MWAA THRERFEFT R

+ B Amazon MWAA WERE 2R BT R

« £ Amazon MWAA Lt Apache Airflow B & %I

« F+4R Apache Airflow ks

« £ Amazon MWAA = )5 31 Bl A

AL Amazon MWAA IRiE

89 Amazon MWAA IREIEF W IREZIRTE T121T Celery Executo r By AWSFEE AWS Fargate
BREHI K/, BLK Apache Airflow it X FEHE P CIBESZHIHEER Amaz AWS on Aurora
PostgreSQL JTHBEBHTFEEMN K/ AR THE/ Amazon MWAA IREXE | AR TE Amazon MWAA
BHE LERRERNSR,

Sections
. AL

+ Apache Airflow it X2 F

NF I RE

T—HEEEMNRELXNWEBIAF X Apache Airflow 1£55, BEHZFEUEM#ES ( RAM ) FMELIEHLES
7t (VCPU ), FIHMHEXESBIRESHEAMETHEIHREFN Apache Airflow THELZERE.,

ET&RTP , DAG REENE DAG EX , MARMNIT , FRIREHN DAG EEA Python XHHE3)
K, #EEA Apache Airflow REXEHRE.

BLEIRER 126
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https://airflow.apache.org/docs/apache-airflow/2.6.3/concepts/dags.html?highlight=dynamic%20dag#dynamic-dags
https://airflow.apache.org/docs/apache-airflow/2.6.3/best-practices.html?highlight=best%20practices
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ASHTEORTRENZHET ZDES , HBRRRENERBEH DAG BT RABRTB T RIAE
max_dagruns_per_loop_to_schedule , URAEBHRFMAN BN TELEN K NRNKE,

mw1.small

* B 50 M DAG AR E
« 5MHEMES (BN

*+ 14> vCPU

- 2 GB RAM

mw1.medium

- BRE S 200 DAG

« 10 NHRIES (RRIN)
« 24 vCPU

+ 4 GB RAM

mw1.large

- BESIX 1000 1 DAG
© 20 MHERIES (RIN)
* 44> vCPU
- 8 GB RAM

mw1.xlarge
- RESIA 2000 4> DAG
« 40 MHRMES (FRIN)
- 8/ VvCPU
- 24 GB 17

mw1.2xlarge

- REFiA 4000 1 DAG
« 80 NHRMIES (RIN)

TR ) EE 127


https://airflow.apache.org/docs/apache-airflow/2.6.3/configurations-ref.html#config-scheduler-max-dagruns-per-loop-to-schedule
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« 16 4> vCPU
- 48 GB W77

BALAEA celery.worker_autoscale REMBNITHELENTESH., EXEZEE , BSH
the section called “& ¥ 88 F Bl = 1",

Apache Airflow it X2

T—¥8%& Amazon MWAA LB/ Apache Airflow It RIFRFEIN , AR iTRIEFHROAEMAL %L
2=,

£ Apache Airflow & |, il X B EBEEREEAMASREENEERF 2 ERNES. £ Amazon
MWAA & | itk B8 51T R F —RiZ1THE/ Fargate £5, 801X F T4 48 5318 0w A i
RENHE , NTECHRREREREFHN AR, IHETUBRERLERES , EREHEN RTRH

EHIET,
Apache Airflow v2

« v2- EZWENT 2385 2@, BRIAMERN 2.

Bt Amazon MWAA TERF BT R

Bza¥ BALEI 4 B 380 Apache Airflow TERRFHEE , LAMRIER T Apache Airflow #9 Amazon

REIERPRPEESTNHANES , HESEEMESHRA SR EERITRABIF AN TERF,

AT BAEH Amazon MWAA 4| & 1B EEELWIMERIZITH Apache Airflow TERRF B & ALK
E 2 MmBEEEZT R

® Note

Amazon MWAA £ Apache Airflow 18#5R¥EE BT E ZFAK Celery FUTREF THELRE
HIBFEFEEN Fargate THELEHIEMNE| max-workers IEEMNE., BEEFAITEARTRT
EMTEATIRL , Amazon MWAA &G EBR , NMAEREHEENE, min-workers
MBTHEARER/PAENERHEEFTES , Amazon MWAA &R & Fargate BRH BT &%
BRiZIEAR. BXRESZEER , H25 Amazon MWAA B3I % HEH TERE,

Sections

Apache Airflow 1t %25 128
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- THEARBHE TIERE

- £/ Amazon MWAA & &

- SRR BT

- NEBEETRENESHITHEDR

o BTXRMMHL?

THEARBHHN TERE

Amazon MWAA £/ RunningTasks # QueuedTasks 545 , & ( EEZTHES + HEBAK
%)/ ( BNITELENESH ) = (FEIELRE ) . IRAMENITELKERATEIIELRE

# , Amazon MWAA FEZES I Fargate THELERES , EFRBHET max-workers IEHNHK KX
=18

BB THEMFHAB A MQueuedTasksiE#rERunningTasks MR 2 , Amazon MWAA &K Fargate
BRIMENTEAR. EEDAERE , FANETKIENE TEHEZIRY , EBMBMNTHIE
MIEABME , EFTREQFRAER , T THEARGR/DHIE,

£ Amazon MWAA 4|48

BT LATE Amazon MWAA 2§ & AR ERERRNESTHRAT/ELER. RIAMBRT , B
BERKE , RKXEN 25,

ERETELRER , BITUTRE

1. % Amazon MWAA 2§l & LT E N H.
EFHIE,

ERRE.

EET—%,

ERERER L ERRITELETRDHA—ME.
ERERF

I S

(® Note
ERARERE/LD T BEEER

TEARFEHRE TERE 129


https://console.aws.amazon.com/mwaa/home#/environments
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= ee A B R G

F—HAETATERETSABHAENA TR EEXE,

Zx#s Apache Airflow

BE , 44 Apache Airflow F&H |, REEEXHHPEEESHITE. BIBEHRAHKRIR
& : airflow.cfg

« core.parallelism— 8NMIXERTURNZITHERKESSEHIE,
« core.dag_concurrency— DAG ( 3ETE4TRE ) NBAHKE,
- celery.worker_autoscale— AJEEMILE LRMNEZITHREAMNZNMESE.

flan , MR core.parallelismi®ER 100 H core.dag_concurrency iRER 7, WREEHE
2 DAG H1ERT , BMAREBREZEITELRMN 14 MES., BRI, BIEEEHITERER 100 (&
core.parallelism # ) , 841 DAG tt REERIFTZE{T £t MES ( 7 core.dag_concurrency
F)o

£Amazon MWAA IfEh

£ Amazon MWAA SREd | BRI BB #E7E Amazon MWAA 2§ & LA Amazon MWAA 6 F
Apache Airflow B EE AL E Amazon MWAA 383, MR A TERBEIRBYHIEEIXLRE,
B fRcore.dag_concurrencyfE TR FIFRAPKREN Amazon MWAA 2§ & £ Apache Airflow B &
EIRM | BERALUFERINA BE X A p ache Airflow Bt E1ED,

teB , HEQEBIRERN , BERBTUTRE -

1. mwil.small ;5L , BTFEFHIRABERTENTELBRAUNSITHRAH RESHENEEN
vCPU,

2. BRAILREITHTH 10 THELENERIANRE,

Apache Airflow Bt &£ , A TFE8NITHELEN 5,5 MESH
celery.worker_autoscale,

w

XEWREBTAEREFIZET 50 MHRES. EAET 50 WESERH , ASFFEESTHES
=

~

3

o

BITEZHRES. BUUERUTEEESRIIMIUARMNESTESES !

= M se A BIR B 130
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1. BIEE mwl.medium ( BIAN 10 NHRES ) HEX |, EMENTHELERIATUEITHRK
HARESHHNENBEEN vCPU,

2. %0 celery.worker_autoscale 73 Apache Airflow i E £,

3. HEMBEATHELERITHR. EURAF  REXRTHELEM 10 BINF 20 2EHRRALLSTHHER
ES B I —f%.

BEREIELER, BETUER AWS Command Line Interface (AWS CLI) I8 EEEHIMEF Iz
479 Apache Airflow W or ker I S/NIB K E, a0

aws mwaa update-environment --max-workers 10 --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

ETMEZEER |, 250 AWS CLIFH update-environment
N EBEEITRSHES#H 1THREBERR

EMPDEERT , Apache Airflow AJREQINNEBEFMHEZIT. EFRLEIBR , BFEEER Apache
Airflow Ul PV EBES. BXEZELE , B2 BREFRNES FUSHEZE TR MEHRER,

BT RMAAL?

- BT HENEENRENZEMHENRESE , 555 Amazon MWAA EH) Apache Airflow B9 14
BEAEE,

Bti& Amazon MWAA ME RS BT &

¥t F121T Apache Airflow Apache Airflow v2.2 R ESRAHIRE | Amazon MWAA £E18Y R IZH
Web BRFZ23ULER N TR , XRIK X T EERKEE HIERE, BIRE CPU
FARNENEZER BT B Web FRFEHIEE , Amazon MWAA TR IEH Apache Airflow ¥R
REEBTRFZTIHIEKMNER , TiLRKE RESTAPI &K, CLI FABRERESZH A Apache
Airflow AR REAF,

Sections
« Web RS 2248 Y T/EJR I8
« £/ Amazon MWAA &l &

NEBEETRSWESHITHED R 131


https://docs.aws.amazon.com/cli/latest/reference/mwaa/update-environment.html
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Web BRS5 2548 Y TERE

Amazon MWAA ERARBENNASSERERKBEESEZTERERET E Web R

%838, CPUUtilizationActiveConnectionCountfARCPUUtilizationkKF 70
HActiveConnectionCount KF 15, Amazon MWAA SR INE S Fargate MERE B8RS, B
FEEBIYIEENHRAE, MaxWebservers

FEEREMACPUUtilizationfMActiveConnectionCount{E&{K , Amazon MWAA &R
Fargate 93888 Web IRF BB E /N ENEENHK/ME, MinimumWebservers

58 Amazon MWAA 4] &

B A LATE Amazon MWAA 24 & BRI E BN EF EIRHEITH Web RS SHE. BIAER
T , Web RSN HR/NPHENHD , Web RER[HRZFABENEA,

BLE Web RS EEHNVEE

1. 7 Amazon MWAA &5 E3TFIRENHE,

EERIR,

TR RE,

EET—%,

EMERER L , £ Web RSB|NFABEHHA—ME,
BTk, £5&/ Web IRFB|[EE+F A —ME

EERF

N o o &~ 0D

® Note
ERARFEE/LSHTREER.

£ Amazon MWAA LA Apache Airflow Bt & %I

Apache Airflow Bt BiE I 7] AE R IR EF E M INE Amazon MWAA IRER, BN THI5 &
Rt {TER |, AT BAfE Amazon MWAA 2 %14 L5 Apache Airflow iRAIEE B E BB LI, AR
BRI /Y Apache Airflow Bo BRI , AR a4 X LI TR B R IME R RY Apache Airflow Bt E 1%
=

Web BRZ5 2548 BRI TR I2 132


https://console.aws.amazon.com/mwaa/home#/environments
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B3

FREM

THERFRK

1£ Apache Airflow v2 H &5 F fit & i TN £ A 4
i B TUBLIR

+ Apache Airflow E &%

+ Apache Airflow &%

« fF Amazon MWAA & &
BRESE

- BFHRHERE

ESEER

HXEFEER
THEEERERK

Web ARS525HL B 2K

bR BRECIE

RBIFRBIAEE

« 15l DAG

o RBIBFEREBAIRE
BETRMAL?

FRF M

ERRAR LSRRz , EREEERUTERMA

R BR-IEH) AWS Ik P A B IR B EE A B FIHREIREN AmazonmWAA FullConsole 1/ (A1 &l %
BEEIR R, AL | BT A B LM A FIER Amazon MWAA IR RIS INEFTER N AWS &
o

BRI R- MR EEE PR AL EMETREEET Web REF[LEZEMBIN , N SATHREHEEN L
BOHME Web BRE2[F1HEMNR, BXREZEE |, 1S the section called “Apache Airflow 1]
B,

Amazon S3 BB — F T 7 DAG B9 Amazon S3 Z4&#8, 7 plugins.zip HEEEHME
requirements.txt ) Python kI A ELE R 2FE 1L H1H R A 2B AMRAES,
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THEAERK

BIZEIRIERT , Amazon MWAA £33 7 Amazon MWAA #4158/ A irflow BB IEIA 18 E M E]
BERMETEM MBIFFERERH AWS Fargate » MIREE airflow.cfg FEARBIRE , WEE
Amazon MWAA ###l & LIEERNETUN B airflow. cfg FHE,

BARBINBERTEANFT2airflow. cfgfE Amazon MWAA FRiE/ Apache Airflow i REIA L
7, BRATIE#EET 5 MWAA 2§58 ¥ Apache Airflow BLEiLT , BFELFTEHERN IR
B, webserver.expose_config

1 Apache Airflow v2 H {5 F Bt i 258 T hn & 1 44

ERINER T , £ Apache Airflow v2 A |, i core.lazy_load_plugins : True i&

B EAEE N ER NS, WREE Apache Airflow v2 R B E SUIEH |, N AFURM
core.lazy_load_plugins : False Jy Apache Airflow EEBiEI , LMEEZA Airflow FEEF A
RHNEIEY |, TeEBERRMINRE.

Bie B T BE IR

W IRTE Amazon MWAA 4| & ERMBEER , Amazon MWAA &2 ZEEENREBETEE A,

o HIHAED, BALE T h SR MER T Apache Airflow BYRRAS FRIEE —TNEL
BiZE, 5l dag_concurrency : 16, EERBEFNIFEN Fargate BRerik{bH
AIRFLOW__CORE__DAG_CONCURRENCY : 16

- BENED, ZBEAIEERE TR FIKRHP I Apache Airflow BRZ<H Airflow Bt &
%I, Hla0 foo.user : YOUR_USER_NAME, BtEi%ENIHNEMN Fargate Besik{L R
AIRFLOW__FOO__USER : YOUR_USER_NAME

Apache Airflow B & & I

THEETRTEALAE Amazon MWAA 2§ & £ BE X Apache Airflow Bt EIETIHI L E

THEAR 134
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Airflow configuration options - optional info

Modify the default settings for Airflow configuration options. You can select an option from the suggestion list or type one
manually.

All Airflow configuration options are using default values.

Add custom configuration value

Apache Airflow &#

B 3< Apache Airflow ZFHEEETISIER , FZH (Apache Airflow 2E15/M) PWEESEZ, E&E
E &1 Amazon MWAA Li=Z1THY Apache Airflow ARZSRYIEI |, EM TR HIR P kB RAS,

£ Amazon MWAA 24l &
LTI RIE S &5 Airflow B BEIETURINRIFRE RN SR,

1. 1€ Amazon MWAA &l & LT RS HE,

2. EEREHIER,

3. ERERE.

4. EET—H,

5. 1 Airflow BLEIETUEHHEFRERINEELEKE.

6. MTHIRFERBEHBMAE , IERABENEREHBAE.
7. ABANEBERMEEEEFNEE L EEED,

8. EFRERTF.

BRESE

T—Ta2E& Amazon MWAA 1#Z&l& TH %I &R P Al AR Apache Airflow Bt & %l &.
BB, F B AF B E
UT5RERT Amazon MWAA LA AHY Airflow BB TR 458 HEL E £ T,

MBS SMTP REFEH®KA 587, BRIABERT , & AWS FHIEFFE Amazon EC2 £HIfVI% A 25
EFHHIE SMTP R, BEERO 25 EXEHIEHRE |, AliERBEBRILREE,
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https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html
https://console.aws.amazon.com/mwaa/home#/environments
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-port-25-throttle/
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RAriEmE

Apache Airflow v2

Airflow hRZA<

v2

v2

v2

v2

v2

v2

ESEIE

Airflow Bt & i%In

email.email_backend

smtp.smtp_host

smtp.smtp_starttls

smtp.smtp_sll

smtp.smtp_port

smtp.smtp_mail_from

iR

Apache Airflow
SXHIEARAT®E
email_backend 1%
3% B F R

£ smtp_host FAE
BB, BR 44 3t 31 BY 1 v
BRS5 2589 B FRo

£ smtp_startttls
fEE T2 ML
(TLS ) AFmEE
BRI £ 9 B8 F B 44

ZEEETE
(SSL) AT
smtp_ss| PRI BRSS 28
Mes FERHZ P i

£ smtp_port F 7 Ak
S ERIE EM M &
1718 (TCP) iz N

smtp_mail_from F#Y
H Uk B8, F B4 St ik

LTRBIRETRT Amazon MWAA £ Airflow & THIFIRFP O] ANEE,

e

airflow.utils.emai
l.send_email_smtp

localhost

False

True

587

myemail@d
omain.com
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https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#email-backend
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-host
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-starttls
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-ssl
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-port
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-mail-from
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RAriEmE

Apache Airflow v2

Airflow hRZA<

v2

v2

TR FEER

Airflow Bt & i%In

core.default_task_ret

core.parallelism

iR

1£ default_task_retri
es FE i Apache
Airflow 5 HX ],

A A BT A 3
TETHRAESR
BIB (317 )

e

40

UT5RERT Amazon MWAA THIFIZRH AT AR Apache Airflow 1t X2 FRIEE.

Apache Airflow v2

Airflow iRZ

v2

v2

THRE&EEEH

Airflow B & 1%

scheduler.catchup_
by_default

scheduler.schedule
r zombie_task_task

iR

HiFITXIEF G2

DAG 1T 8 L&

catchup_by_default
HP Y 45 E B (] 18] PR o

HIFITNEFRE
FHESSRBIFRIE N
sk M3 4E scheduler
_zombie_task_tresh

old R EH L
2

JJo

LLTHERERT Amazon MWAA THIFIERF A HM Airfflow THELEEE,

~PlE

False

300
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https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-task-retries
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-task-retries
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#parallelism
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#catchup-by-default
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#catchup-by-default
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
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Apache Airflow v2
Airflow fRZs Airflow Bt & %I iR T~HIE
v2 celery.worker_auto 1£ worker_autoscale 16,12
scale HERA Celery
Executor £/ T4E
KRELRNETHE

RKHZNMESE. B
DR LA T IR G
528 : max_concu
rrency,mi
Nn_concurr

ency o

Web fR55e3 B E
UT5RETRT Amazon MWAA TH%|FzH A AR Airflow Web FRFERELE .

Apache Airflow v2

~BIE

5

Airflow iRZ Airflow Bt & 1% I i

v2 4% AR %5 25 .def 1£ default_ui timezon  America/New_York
ault_ui_timezone e FARRIA Apache
Airflow Ul B9 B gt [a]

RiE,

@ Note
RE
default_u
i_timezon
e EIMA
2F  DAG
TTRIZETHY
X, BEE

BESE 138


https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#worker-autoscale
https://airflow.apache.org/docs/apache-airflow/2.0.2/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-ui-timezone
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-ui-timezone
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RAriEmE

Airflow hRZA< Airflow B¢ & %I

fxaREL B

iR e

P

X DAG Ky
X , &mjLL
FERAEENX
‘. Ax
EZER,
ESH the
section called
“E X DAG K

AR 5K E R T £ Amazon MWAA LRI F K Apache Airflow fifl & 25V EL & o

Apache Airflow v2
Airflow kR Airflow B & &1
v2.7 mwaa.triggerer_ena
bled
v2.7 triggerer.default_
capacity

iR ~OIE
AT Amazon True
MWAA LEBUERME

Rt kR, BIANE
mTE, ZEREN
True, MRFZERN
False , Amazon
MWAA R EITX
ERF LB EMARA
R,

FVESHN 1Y 81| 125
UHITEITHALKR

2 E, 7£ Amazon

MWAA Lt | It RE

=R AR
BMIEFRRE
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https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html
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RAriEmE

Airflow hRZA< Airflow B¢ & %I

R RIS

R DAG

R

P\

HiR
B, BRXFHENEMSG
HEZE1T. 10003
FE, pEMK
B2 fle0 , 1255
MNAEREFHERIA
BEPRNRERN. . .

. , xlarge fl 2xlarge
41, 250 500

&

MWAA B4 , HFRBEHIE| Amazon S3 i LIERY DAG XK,

from airflow.decorators import dag
from datetime import datetime

def print_var(**kwargs):
email_backend = kwargs['conf'].get(section='email', key='email_backend')

print("email_backend")
return email_backend

@dag(

)

dag_id="print_env_variable_example",
schedule_interval=None,
start_date=datetime(yyyy, m, d),
catchup=False,

def print_variable_dag():

email_backend_test = PythonOperatoxr(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

print_variable_test = print_variable_dag()

e

AT LAE R LT DAG R$TED email_backend Apache Airflow BiBiET, Eiz1TEAMER Amazon

RPIFRBIATS
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R FER A E AR E

BAR Apache Airflow EtiEi&5 A A T AR AREFZEBH Gmail.com BFHi#HIKF, BXEZER
EZH (Gmail #HBIZEERE) PHEANAEFFEER,

Airflow configuration options - optional o
Modify the default settings for Airflow configuration options. You can select an option from the suggestion list or type one manually.

Configuration option Custom value
Q, smtp.smtp_host X smtp.gmail.com Remove
Q, smtp.smtp_mail_from X <your email>@gmail.com Remove
Q. smtp.smtp_password X <your 16 digit app password> Remove
Q, smtp.smtp_port X 587 Remove
Q. smtp.smtp_ssl X False Remove
Q, smtp.smtp_starttls X True Remove
Q, smtp.smtp_user X <your email>@gmail.com Remove

Add custom configuration value

BETRMTAL?

o ETMNMAE DAG X% L& %] Amazon S3 Z#4E |, BSH AN EH DAG,

F+4% Apache Airflow ixx

Amazon MWAA X FREMAAE., XEKE 1’.,’":_IJ«Mvﬁ$iﬁMH&ZIKx 4.z AEKE x.5.z, BRITE
BERAAR (FIMMRE 1. y.z ALK 2.y.z) , BFABIEFAEHTIBER. HXARET Apache
Airflow T EERETNEZFER , HSH <<Amazon MWAA E8iEm) FREBEFTH Amazon
MWAA 35,
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https://support.google.com/mail/answer/185833?hl=en-GB
https://docs.aws.amazon.com/mwaa/latest/migrationguide/migrating-to-new-mwaa.html
https://docs.aws.amazon.com/mwaa/latest/migrationguide/migrating-to-new-mwaa.html
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EAFIEF , Amazon MWAA SHERIAEN T HIERRE , NITHELRE. ITNER. Web RESFHR
E|FTHY Apache Airflow [RA , REFEARBIRE THRIBEHIERE.

® Note
IBToE R B HIRERES Apache Airflow AR,

EFEZH , BHER DAG MEMITERERREELEARIIHE Apache Airflow RAFE, WREHE
F requirements.txt REEKBI , MELNEREEERDIEENRBINSHIREARE.

£
- ARTERERIR
« BERMRA

AR TERERR

8 Y IEBE X Apache Airflow MRAE | BRI requirements.txt 5| A ERE --constraint
URL,

/A Warning

EFHEHRIEE S B 5 Apache Airflow IiRATHRANERTESSHEREIER L al ERRAR
# Apache Airflow S BIRRZAH T ER K,

EXBTHERERR , BHRITUTRAE

1. Bl# aws-mwaa-local-runner FEMN 2 X , AR RE Amazon MWAA Z iz 1T858 Bl A,
2. BESZLEARIMMACER aws-mwaa-local-runner F#EN 2 XK.

3. A Amazon MWAA Zi#iz2 1788 CLI TER#E Docker & HE A #5Z1T Apache Airflow., B
RXEZEER | 25 GitHub 12 EF# README,

4. EFFH requirements.txt , IHEHR (Amazon MWAA AF#ERE) HEE Python I P #E
Y Bx fE SRR 1T IR 1

5. (WHEE) EMRARSRE , HEERENTHEREE. EEAERBRENMETREEF KN
8] = BEF Ko

FRTIERER R o


https://docs.aws.amazon.com/mwaa/latest/userguide/working-dags-dependencies.html#working-dags-dependencies-test-create
https://github.com/aws/aws-mwaa-local-runner
https://github.com/aws/aws-mwaa-local-runner/tree/v1.10.15#readme
https://docs.aws.amazon.com/mwaa/latest/userguide/best-practices-dependencies.html
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6. RUNRTHERERRE , ¥ DAG. requirements.txt MAEHE HZIHEH Amazon S3 7
o

PIE , MASUREIRE, IEEHH Apache Airflow HEAFFHEH TR T,
1 E R AR A

B TEREBRRABERSE Apache Airfflow lRAERFRE G , BRITUTREREERZEFAGEHE
EEHLKEIH Apache Airflow FRAS,

(® Note

WATHARE , SR ERERSITHREESHHEARIETLL, ENMSERSUREER
AR, EECERE , BRERT A

EFEARGAEERRAE , BHITUTERE

1. & Amazon MWAA #Z#|& E3TFERE T,

2. MRESIRP , EREARNKE,

3. EMRINEL , EREEURBEINE,

4. EFRRFHAEFEERD , XT Airflow ik | N TFHRFIRFIEFREZRFIFEARIMF Apache Airflow
MRA S,

5. BET—F , B AEEHRENE,

6. EEEAREFREL , EFENR , AEERERE.

HEMRAERN | IMERFRARIRE, FLHE , FRIRERE Amazon MWAA IE7E REUH LR
R ZERERE R,

ERIARBERT , IRAFE R UPDATING , ARG CREATING_SNAPSHOT , B Amazon MWAA
ABRABIEED. BE , RSN ELIREZE UPDATING , RENRETAE |, IREIE] AVAILABLE,

MBIRBAHR R , MIFBIRSSLE R ROLLING_BACK, MIRERRRT , MRSHEEE R
UPDATE_FAILED , RIREHAMEINERAH, MREREMK , IPRASLER UNAVAILABLE , RRE
T EW RIRE,
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https://console.aws.amazon.com/mwaa/home#/environments
https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status
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£ Amazon MWAA 5 Sz B AR

B AREBREEIEN Amazon S3 FHEEHH shell ( .sh ) BIA |, KT DAG. EXRMFGEH.
ELZEERMAEI Apache Airflow FFEZHI , Amazon MWAA £7EF/MNE2IHY Apache Airflow A4
( THELRE. ITREBFHM Web RFEF ) LEZNETHEA, EAEIMARITRTERE

o ZREIZTH - REITERENEZEMEN Linux BT,

- BEWREZE - #E Apache Airflow AHiFENRETE, BEFHTE , flm
PATH, PYTHONPATH %1 LD_LIBRARY_PATH,

- ERFANDIE - NEENFMEENHRTHEAES requirements . txt HBEEZ £,

T EBENBUAEESIMALARE Linux B8, RBRREEUREA CloudWatch Logs HE&E
MR FIE,
£
- BERMAE
- FABMALRE Linux IE1TH
- FARYHARENRETSE

= =E) A [EIS

EHEDAE Amazon MWAA SRERFEHABFIBIA | B8 . sh X EEFIRERN Amazon S3 . A
B, ENHASREXEK  BESNBEFAGSEHREEUTHS :

« BIZHY Amazon S3 URL &R — FHAFPIEENHAMNAET R |, Hli0 s3://mwaa-

environment/startup.sh

- BIZAHY Amazon S3 MRAS ID — Amazon S3 F /330 shell BIAREIARAR . BIREFHBI AT |
IBE#AMIETE Amazon S3 A XH D BEIARZA ID, MRAS ID  Unicode, LA UTF-8 43, URL
%, TEANTFHSR , KETET 1,024 F% , flf0 3sLskqtI1lcpXroDTDmI+rmSpXd3dIbrHY
+MTRCxf3vjVBH4ONr8X8gdRQBpUMLUO,

EERATHNLR | FEAUT ROIBIA, ZBIA%HH 5 B4 MWAA_AIRFLOW_COMPONENT BY{E.
WIRE T EMRIREH EIE{THIARR B4 Apache Airflow H 4,

EHABAFEEBEFRN startup. sh
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/versioning-workflows.html
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#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

BETXR , fMZA L& E] Amazon S3 &,
AWS Management Console
B E4Z shell A (#2H15 ) |, BWMITUTERE

1. E3xE| AWS Management Console , AFEI LA T ML FF Amazon S3 2% & : hitps://
console.aws.amazon.com/s3/.

MNEF#EBSIRP , EREREXRRNEEBNE N,
£ Objects ( W& ) &I+ Lk , i%£4F Upload ( £& )
ELEREL , BHREAIERHY shell BIZA,

Ei%# Upload ( £1& ) o

o b~ 0N

ZHAHBMAEXN RIIFRFP, Amazon S3 RFH XA CIRFTRIARA 1D, WNREER/IIAFH 6 AR
NHBFEBREE |, MERiZX 2B —MTRARAE ID,

AWS CLI
EOEM 4L shell BIA ( CLI) |, BHRITUTRE
1. IIFAHFNGSERY , REIE1T Amazon S3 1s S UG HFR B SR8 X BN F4E4.

$ aws s3 1s

2. SMERTF shell AR X 4R, EFMETEORER cp A LA FRB. AENERE
e your-s3-bucket,

$ aws s3 cp startup.sh s3://your-s3-bucket/startup.sh

WERMKII , Amazon S3 &% HIZXRH URL B4R -

upload: ./startup.sh to s3://your-s3-bucket/startup.sh

3. FERAUTHSRRMANRIRA D,

(M=l BN 145


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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$ aws s3api list-object-versions --bucket your-s3-bucket --prefix startup --
query 'Versions[?IsLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplWghlJ4

HIENHNAEREXRERE |, ATBUSELARA D,

WIE |, FHAEREERE,
AWS Management Console
ERHAEIRE (#2EE6 ) KB, BRITUTRE

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. EBREFHMNINEFENT , RAEERERE,

3. EETHFEIHEL, EEAMAMH (k) , WABAKE Amazon S3 URL , i
i : s3://your-mwaa-bucket/startup-sh.,

4. MNTHFIRPERZIMRA , HER K S3 LLEHREIA,
5. “ET—F K HZEFAEFENE,
6. BEFER , RFERRE.

REEHFUREEE 10 3 30 0%, HAREBEBHRNEMNAGEHRB IS , Amazon MWAA £E1TEF
B

AWS CLI
EFMAERE (CLI) XE , BHRITUTRE

. ITHGSERREHFERAupdate-environment HIZAIEE Amazon S3 URL FARZ ID,

$ aws mwaa update-environment \
--name your-mwaa-environment \
--startup-script-s3-path startup.sh \
--startup-script-s3-object-version BbdVMmBRjtesttalEsVnbybZplliqghl134

MR , Amazon MWAA R EIFRER Amazon BIREF (ARN)
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https://console.aws.amazon.com/mwaa/home#/environments
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arn:aws::airflow:us-west-2:123456789012:environment/your-mwaa-environment

EEFHAAEEZEE 10 2 30 o8, HREBEFANENEHEFBIH , Amazon MWAA £1Z1TRE 3
B,

EEEF REASZEHURIIHAREEMBZET, SBIEH ApaChe Airflow A4 BUE BEIER
B , Amazon MWAA 2tlZHWBEAMBER. BEXEZER , BZH Apache Airflow HEZER,

AWS Management Console
& & Apache Airflow BER (#2418 )

1. 7 Amazon MWAA &I & E3TFIRETNE,

2. ERIRIE,

3. E%?Eﬁé*gqq ) ﬁ*¥gﬁgﬁ H /L,\EIJ H /u\éﬂ mﬂﬂ Airflow 'L'HZ'J*EJJ_ H /L:\é )
4

Tj_: CIOwaatCh j:"'i!ﬁ%“-L\pF M H /U\IJIL§IJ13—‘=Z¢1£¢¥ /l\%ﬁﬁﬁg;i
startup_script_exection_ip M.

5. EAXEHEKRL , BEESATITE MWAA_AIRFLOW_COMPONENT W{EMNGmSHH,. 4l
W, NFiFREBFEAE , B ITUTIERE

Printing Apache Airflow component

schedulex

Finished running startup script. Execution time: 0.004s.
Running verification

Verification completed

BA LU ESHNRSRREE THLEM Web BRFRAE.

FEHABIBIAZEE Linux IE1T8E

RS AE# Apache Airflow A HHIVIRIERS , ALREKEMEZITHEULEIERE—REH, Hl
m, LTHIAZEIT yum update REFIRIERS,
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ERBzEIZARyum updatedizfT Bt , %AEA --exclude=python* #EBR Python , MIRBIFFR. H
TiERIRIEZEIT , Amazon MWAA £ Z XK ERERBNIFERAR Python, EiL , BIEEERASEIA
FEHIMEM Python BRZR,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*

EHXEHHER Apache Airflow A EZF=1T78Y , EEA MWAA_AIRFLOW_COMPONENT M if A fi %
HiEa, WRHAETENTETH libaio EREFEITNEFNIELEL , EFRERE Web 2R
t,

/A Important

- MREEETFE Web RS2 , WATERAUATRGREARMIREAIELEXH , LUER
TRER,

o £ sudo BEITEEEENRNVIRE,

#!/bin/sh

if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" ]]
then

sudo yum -y install libaio
fi

A LAE A B B I AR & Python AR,

#!/bin/sh

export PYTHON_VERSION_CHECK="python -c 'import sys; version=sys.version_info[:3];
print("{0}.{1}.{2}".format(*version))'"
echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T B & B IA Python lrA& , N XATRER S HE 2 REM Apache Airflow FEF 3k
=

2% Linux E176¢ 148
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ERBIHARREIEEZE

FA B ARIZ BN ET EMNIEH Apache Airflow BlE, AT RAENLTHETE
ENVIRONMENT_STAGE., #&AILATE DAG S HE R 5| AT E,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"

FERBHHIABEEE ILE Apache Airflow 2 :E%é;&io f5ian | 4&i& & LD_LIBRARY_PATH RiETR
Python , MEZIEENBRPER-HFIXYE. IATEEABEGENITERBREEE L Z#H G
# -

#!/bin/sh

export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary

MBHF L B

Amazon MWAA REB 7T —HXEBHNHRETE, NREBEZRETE , Amazon MWAA &G HIRE 7 3
INE. UTHHTREEZE :

« MWAA__AIRFLOW__COMPONENT— ATFERA LT E 2 —#51R Apache Airflow 4
# : scheduler. worker = webserver,

« AIRFLOW__WEBSERVER__SECRET_KEY— AT £ Apache Airflow Web fRFeBRAREZ 2L ESFE
cookie % 4R,

« AIRFLOW__CORE__FERNET_KEY— BT NHZMBEZEFZEE T BERRBEFNBRBEBENZS |, H
WHEEZE,

« AIRFLOW_HOME— Apache Airflow £ B ZHBRE , BLEXH M DAG 4T T,

« AIRFLOW__CELERY__BROKER_URL— F-F Apache Airflow 1t X2 H Celery Worker ¥7 =2 [A] &
EHEEREN URL,

« AIRFLOW__CELERY__RESULT_BACKEND— A F&fi& Celery FS & RMBIEEN URL,

« AIRFLOW__CORE__EXECUTOR— Apache Airflow RiZfERBMITEFI, £ Amazon MWAA |
1X& CeleryExecutor

« AIRFLOW__CORE__LOAD_EXAMPLES— AT BUE= = A =4l DAG I Nk,
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AIRFLOW__METRICS__ _METRICS_BLOCK_LIST— AFE&E¥ Amazon MWAA £ CloudWatch # &
H MIHIRAY Apache Airflow 3E¥x.

SQL_ALCHEMY_CONN— A F 7 Amazon MWAA H11Zf# Apache Airflow Jt#3E# RDS for
PostgreSQL BEENEZEFRF S,

AIRFLOW__CORE__SQL_ALCHEMY_CONN— FF & SQL_ALCHEMY_CONN /EEHI B #Y , (BBEH
B9 Apache Airflow @8 & 4 Eo

AIRFLOW__CELERY__DEFAULT_QUEUE— Apache Airflow & Celery 1£55#I ZRIARA S,
AIRFLOW__OPERATORS__DEFAULT_QUEUE— fE % E Apache Airflow iz ERFHITES R ERIAR
5,

AIRFLOW_VERSION— Z%1E Amazon MWAA IR H# Apache Airflow iR,
AIRFLOW_CONN_AWS_DEFAULT— AT E5Hft AWS IRFERHIERIA AWS FEil,
AWS_DEFAULT_REGION— iZ EERIA AWS XiF , 5HM AWS lRFEMNRIAZEIE—EEM,

AWS_REGION — HIREENMIHELTE K ©HBEENELTE AWS_DEFAULT_REGION FELE X Hi%
BEXiFgAPHE,

PYTHONUNBUFFERED— A F &8 HE K% stdout F stderr i

AIRFLOW__METRICS_ STATSD_ALLOW_LIST— ATFEENES 2 RATKN AR FHIER , AEE
IR TR LB BT,

AIRFLOW__METRICS__ STATSD_ON— BU&E[E StatsD KiEE#R.
AIRFLOW__METRICS__STATSD_HOST— A FiE#%E| StatSD HEFTHEF.
AIRFLOW__METRICS__STATSD_PORT— A Fi&E#Zl StatSD #EFHERF,
AIRFLOW__METRICS__ STATSD_PREFIX— FFiE#ZE| StatSD #RBFHEF.
AIRFLOW__CELERY__WORKER_AUTOSCALE— &EHJR AR /N HELE.,
AIRFLOW__CORE__DAG_CONCURRENCY— RE it X F A AL — 1 DAG HF HITIZTHES KB
08

AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG— X E& DAG HH KXSEZES .
AIRFLOW__CORE__PARALLELISM— & X AJ AR BHZ1THY B R1ESS K BIEK
AIRFLOW__SCHEDULER__PARSING_PROCESSES— ZEit X2+ AE DAG T i & K2
08

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__VISIBILITY_TIMEOUT— EXEFHEE
EFNRRAHMTFELEZA , TRLESHFRINMESHDE.

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__REGION— A JEK/Z Celery L HiRE AWS
X5,
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« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES— HJK/Z Celery
R ES,

« ATRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN— AT 7% DAG BRI run_id S
AR BRI,

« AIRFLOW__WEBSERVER__BASE_URL— AT #E& Apache Airflow Ul B Web BRZ528H) URL,

FMBREEZE
ERNERABHHARBEERRENFRLTER, ATHREHT - LEAXE

« PATH— EEREREEHPEBRARITXHMNMAN B FIKk, ERSTPFETHRN , RELRK
& PATH HHI B ZUBBRHITZS S & Apache Airflow FEIEZBE NV ZEFRESH , ATEEE
ERMABH AL AT RTINS, IRTEXEXHNERFE PATHZEEFEENBEFH , WHRE
TEREENN , FEREEET. B NENN B FRME PATH , Apache Airflow £55 7] A3k El
HIZITPR B AT AT

* PYTHONPATH— Python R BREAECKBEEEWLEAFHERSANERNEFS. TREF
AINBIZRIANERRENE RIR, XEABRB[ITUERNNBEREEENEEFRALZEEREER
By Python B, EALLZERMERTBE XL Python BF 3 , HFHE DAG —&FH,

« LD_LIBRARY_PATH— Linux FEYZI B[N MBB[EANNETE L ATERANNEREE, ©
BEETEEREENBERIER  XERAZEERANRGEERZESER, FARTEXREERE
M=

« CLASSPATH— H Java E{TH¥FME ( JRE ) M Java FAEH (JDK ) AFEEITREHRMN NS
Java £, EMRER. ER—PNEEEHIEM Java RIBA B . JAR X4 ZIP #HENFIR,
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£ Amazon MWAA E{EH DAG

E7£ Amazon MWAA REFIEZETERELIRE ( DAG ) |, BRNXHE 2 SHEMRIEN Amazon S3
F#EED |, RF1E Amazon MWAA #EEH DAG M IEFXHTE Amazon MWAA 32&1 & E#I{
B, Amazon MWAA iR THELIE, 1TRIBRFM Web BRE B2 E RS DAG, AIEENFMMAE
Amazon MWAA IRE R INERE T DAG , AR IMA 2% B E LiEHH Python KN,

E3-

« Amazon S3 FE &R

« RINELEFH DAG

- ZEBENAH

« Z% Python ki

 fHBR Amazon S3 BT

Amazon S3 FEEELR

EA T Amazon MWAA IMEH) Amazon S3 FAEEAA S IE ARG RINER, BRINBERT , FiE
Amazon S3 BREZILEN , BEMH. NRMMEXTFER (Sl , EHEHEE ) .

- RARRAREE , OB ZR RN AWS IKF AL RZR R, BRAFE (HINEER ) AAUEA
77 (] 428 5l SR B SR 4R T At A VA R AN R

o IREMIHRIREEAMEPN DAG, plugins.zip M BEEXEHH requirements. txt
FE Python IREIIUR INE| Amazon S3 M. BXEBEFMENRNEKERE , TSR

AmazonMWAAFullConsoleAccess,

Amazon MWAA IR ERH Amazon S3 FEEEAME AR AZE S, B A Amazon S3 EMEERAIZEEF |
FHAEFRAR |, BB —NFEIA,

« 7£ Amazon S3 FEM L , H plugins.zip FHBEEXE M requirements. txt FHY Python
BT A T A2 5,

- B|IRTE Amazon S3 FE M L EH SXHFRT , EBAMTE Amazon MWAA ##|& E3E%E plugins.zip
M requirements.txt BIARZA,
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AN E#T DAG

BEEHE ( DAG ) # Python XHHEN , ZXHF DAG WEME L ARB. EALER AWS CLI
=% Amazon S3 ##I&¥F DAG LEFIRE, KANBFEA Amazon S3 FEEPH dags Xk |, &
Amazon MWAA IR35E F 7R insk 8% Apache Airflow DAG HY 53R,

N EF

- EREMH

- ITEFE

- V2 FRETHALER

« {8 Amazon MWAA CLI 35 T Eli DAG

« ¥ DAG X8 E4£ %] Amazon S3

« £ Amazon MWAA ##&l& LIEE DAG XHRHIEE (F—R)
- 7£ Apache Airflow Ul EEFE X

o BETRMMAL?

TORFAF
EXRRARLNSHRZH  EBELEUT &M,

« R —AWS IKF XM ERBEEARN , HREA FHERN AmazonMWAAFullConsoleAccess 1
AR HIREE . LEAh , ITAESTAY Amazon MWAA SRR RIFMEFIE A K AWS &R,

o HENR-NREFE G BN RFMHETBEEEZEE Web [RS8 L REMRBI , WATFHRERENE
BOHRE Web BRE2[1HEMNR, BXREZEE |, 1S the section called “Apache Airflow 1 1]
B,

« Amazon S3 Bt — A T 176 DAG B Amazon S3 17f#48. % plugins.zip FHEHEEGHME
requirements.txt A Python KB A ELE 5 EE L AR FRIFE S ARAES,

THERE

ERFLIAE ( DAG ) EEA Python XHAREN , ZXHF DAG WEMENLARE, SBEUTH
m :

« DAG ES{O
« HWRWMMAEZE1T DAG MEEZETHESHZE R,
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s BRESEITINFZERFXR,

E7£ Amazon MWAA FEFIE 1T Apache Airflow £ A& |, BEEN DAG EXE 4R F# B+ dags
X#HE, Hln , FEEFH DAG XHREEM FFIR ¢

Example DAG X #3%

dags/
# dag_def.py

Amazon MWAA & 30 ¥ Bai T E M E R RM Amazon S3 F# MR 2 £l Amazon MWAA
TTRIBFMTELERSIM /usr/local/airflow/dags XX , MR E Amazon S3

B X HERER | TR, #H DAG HILFE Apache Airflow Ul H AT E A B B B
scheduler.dag_dir_list_interval ##l. XTHE DAG WESCHE T —1 DAG L IEBEF IR
B,

® Note
IBAREER DAG XHRFPEE airflow.cfg BEXH., B EAMAmazon MWAA &4
B EZBIA Apache Airflow BB, BXEZEE , HSH £ Amazon MWAA £ Apache
Airflow Bt B %10,

V2 ARETHAZL

- ¥E ZER. EHNBITERF. DAG IS AETLUKRE Amazon MWAA &7 plugins.zip
FIEER B E L Apache Airflow v1 1 Apache Airflow v2 Z B X4 7 Z{t, @ , , Apache
Airflow v1 ) from airflow.contrib.hooks.aws_hook import AwsHook BEE XS
Apache Airflow v2 1y from airflow.providers.amazon.aws.hooks.base_aws import

AwsBaseHook, ETHEZER , BZ# (Apache Airflow ZE1E/) K Python API &%,

{5 Amazon MWAA CLI SEA T Bl DAG

- WHITRE (CLl) EAITETERMEH Amazon MWAA IRE,

o CLI EAX&##I2 Docker BEEH , LT Amazon MWAA £=81&, XA FEEIEE Amazon
MWAA 2 BIIE T4 Apache Airflow SRERFF & Ml DAG., BE idH e,
« EJ=1T CLI, &2 GitHub £/ aws-mwaa-local-runner,
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& DAG % £4& %] Amazon S3

BT LAE R Amazon S3 #41& 5 AWS Command Line Interface ( AWS CLI )  DAG %3 L& %I
Amazon S3 FEMEP . UTTRMIZEBEETRFNE (.py ) L15E Amazon S3 FERHFE N dags B9
XX,

5/ AWS CLI

AWS Command Line Interface ( AWS CLI ) —#FFRIE |, L ZEEBERTIT Shell REATS
AWS RF#HITRE, EXHEATHFHNLTR , EEEUTHEATERHE :

« AWS CLI - ZF&EMA 2,
« AWS CLI-fff aws configure #{THREEE.

EfH AWS CLI £ |, BHRITUUTIRE
1. BATFRHIFIHTE Amazon S3 64,

aws s3 1s

2. FEAUTHSHIE Amazon S3 F#EBETESHREN XHEMHER,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT®ef dag_def.py X L& % dags X#HK,

aws s3 cp dag_def.py s3://YOUR_S3_BUCKET_NAME/dags/

IR Amazon S3 FHBEH I FFEER N dags WXHR | NHHLEIR dags XHX |, A
A dag_def.py FIX 4 L& BIFT X H4HXK,
£/ Amazon S3 ##&l&

Amazon S3 &I AR —1MET Web Ul |, RFEQIEFNEE Amazon S3 BFMER. A THERR
®IBHF—NE R dags B9 DAG XH#XK,

EEMA Amazon S3 25 L& | FHITUTRAE

1. 7£ Amazon MWAA #§|& EFTFRETE,

f DAG X% L{£%] Amazon S3 155
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2
3
4.
5
6
7

IR,

£ S3 Y DAG R E B HILE S3 7 MEEE |, 7 Amazon S3 2% 5 LT &M,
1E$F dags XHX,

Ei%# Upload ( £1& ) o

pvi% 27yl |V

1% dag_def.py WA EIR | EF L&,

£ Amazon MWAA =&l & E1EE DAG XHREIEE (F—R)

AT HZRBIZIEEE Amazon S3 FHIEER N dags XHRA KR,

1.

N o o bk~ w Db

£ Amazon MWAA #Z#l& EITFIRE T H,
EREEHFIZIT DAG HINE,

ERRE.

f£ Amazon S3 1 #) DAG RIBE# L , %EEDAG XHRFEEZHMFE S3,
% dags XHXK,

EFIEE,

BET—F, BE#RR,

£ Apache Airflow Ul EEEE X

&% Apache Airflow

BEETE AWS Identity and Access Management ( IAM ) F#HE AWS K F B9 Apache Airflow FF7 51
M 177 5B : AmazonmWAA 175 8] X fR WebServer fX R 8E&E & Apache Airflow Ul

E 5[ Apache Airflow Ul , BT T84E

1.
2.
3.

£ Amazon MWAA #Z#1& EITHFIRE T H,
ERINE,
&R FTFF Airflow Ul,

BE
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https://console.aws.amazon.com/mwaa/home#/environments

Amazon Managed Workflows for Apache Airflow ArfEm
BETRMEAA?

« £/ GitHub £# aws-mwaa-local-runner FEZA 1 ix DAG. BE A HH Python AKHIIN,

ZREENAHT

Amazon MWAA X35 Apache Airflow N EBHEERE , A ITFEMER BE XL Apache Airflow 2
B, OHEH. RRSEREOD, ARNEFEA plugins. zip XHTE Amazon MWAA SREH R 3 Apache
Airflow BJE X iEHHS R

Bx
- RREM
- THEFEE
« V2 RERETHAEY
o BEEGER
- BENEHEFMKDERE
- BENIEH T
* 7 plugins.zip F A EH B FE 1 B
* 7 plugins.zip F A EH B FE 1 B
+ BIZ plugins.zip X4
« %1 £ Amazon MWAA CLI AT BN B ELEH
« B, 2 : Al plugins.zip X
+ 4% plugins.zip ] Amazon S3
- £ AWS CLI
« f5H Amazon S3 ###l&
- EXRBEPLRERENEN
« £ Amazon MWAA #Z#|& L1 plugins.zip BIBEE (F—X)
« 1£ Amazon MWAA %l & 1§ 7E plugins.zip BIMRZA
+ plugins.zip &9 F 5 =l
o ETRMHL?
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https://github.com/aws/aws-mwaa-local-runner
https://airflow.incubator.apache.org/plugins.html
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FRF M

ERRAR LSRR zE , EFEERUTERMA

BBR — AWS kP A EIRBEE RN , IRER FIHRERN AmazonMWAAFullConsoleAccess 1
EIREIER, A, FITABUTARYEF Amazon MWAA RIS RIS A AWS &R,

« HRNR-MREFRLFNHEFEESTEEREE Web IRSF 2R L RFZMABIM , NAFFIMREENE

BLOHEME Web FREEFTHRINE. BEXEZELE |, B35 the section called “Apache Airflow 7]
BER.

« Amazon S3 Bt & — Fl T DAG B9 Amazon S3 Z#4. 7£ plugins.zip ¥ BEEHMTE

requirements.txt FHY Python IR AMELE N SRR IE A HIFRIFE S ARAES,

TERE

EEREREITEEN SN  BLAM=HE

1.
2.
3.

EARMBIZE plugins. zip X
F plugins.zip X# E42 %] Amazon S3 FHYF .
£ Amazon MWAA 2§ & B8 X HF R P18 E XX HF R,

@ Note

MRXZEE I plugins. zip L& F) Amazon S3 6 # , NEEEE Amazon MWAA 2
FlELIEEXHRER, BREETRUESE R,

V2 FRETHAZEIL

g SE/A. BEfNRTRER. DAG RS ABILUKE Amazon MWAA E#&7 plugins.zip
I8 E/ B E LEHTE Apache Airflow v1 1 Apache Airflow v2 Z Bl &4 7 &b, Hlfn , , Apache
Airflow v1 B from airflow.contrib.hooks.aws_hook import AwsHook BEE XN

Apache Airflow v2 ) from airflow.providers.amazon.aws.hooks.base_aws import

AwsBaseHook, ETHEZER , 551 (Apache Airflow SZ155) Y Python APl &,

o 8 AHS A, TBXEMER airflow. {operators, sensors, hooks}.<plugin_name> &

ABHHRRNZER, FRBRMNES, XETRNENEM Python BRG A, # v2 RESHRA

TR 158
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B, EENGERFENRE DAG BFH , RF0IEHEM airflowignore X441/ € T HEBRTE ## 4T
71 DAG 2. ETREZEE , 55 (Apache Airflow ZE15E) THEREZENEBEE
LT

B E XAl

Apache Airflow A BB HEE S LB X4 HEME $AIRFLOW_HOME /plugins X #3& A Bp o]
AEBUREER B EZ OB, ©AVFEMEHBEE N Apache Airflow RERF, 4, £RBEEHTEO, T
— TR TABFAAEPTENREL ZEWORG , URERK import 4 , XEFAGRET
plugins.zip Y B R,

BE B FMA/DRE

23 HE , Apache Airflow it X2 F M TELTZE AWS EEW Fargate B3B38 , £ /usx/
local/airflow/plugins/* R ARBEER B E @AM,

- BREW, BREW (£ /*H ) BEFE plugins.zip XHHAB, Hla0 , 208 plugins.zip
‘@& operators BRENTNHRE F , NiZB REEBERTIFEN /usr/local/airflow/
plugins/operators H,

o KONBRHl, RINBWERNT 1 GB # plugins.zip X4, plugins.zip XHEKX/PMEKX | FEH
Bt EREE. RE Amazon MWAA & BBREEREl plugins.zip XHH KR/, BMREEET
DR ZEMABIN , Fargate RS FE H 2 A TR EERIBERS

@ Note

33 FfEF Apache Airflow v1.10.12 2 Apache Airflow v2.0.2 B9¥R3E | Amazon MWAA £ Rl
Apache Airflow Web fRS28 LRI HIERE , HEAFT AT REEE Web RS EHR L RER\BHR
Python ##iZi, M Apache Airflow v2.2.2 FF#8 , Amazon MWAA A LAE#7E Web ARS 28 £
ZRIFHFKBIN,

B E XA R

T—T M (Apache Airflow ZZ158) I REMCIERE R NAR AT ZHE,
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RAriEmE

£ plugins.zip # 4 A ¥ EH B X E 0 R 51

Apache Airflow v2
LT RBIERT Apache Airflow v2 F— N R AR B FEMWH plugins. zip X,
Example T PythonVirtualenvOperator plugins.zip Y- B

AT R & 7R¥E 7 Apache Airflow PythonVirtualenvOperator #1%2 B & X @4 &
PythonVirtualenvOperator B E XG4 plugins.zip SXHARY TR

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

AR RBIERT PythonVirtualenvOperator B 7 X i@

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:

bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
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cmd.append('--system-site-packages')
if python_bin is not None:

cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'
Apache Airflow v1
UTRBIERT Apache Airflow v1 F—NRARF B REMH plugins.zip X,
Example T PythonVirtualenvOperator plugins.zip Y B

AR R~ & 7R¥E 7 Apache Airflow PythonVirtualenvOperator €12 B & X i &
PythonVirtualenvOperator B E X i&H# plugins.zip X H I TRE R,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

LR RBIERT PythonVirtualenvOperator B 7E S iE#

from airflow.plugins_manager import AirflowPlugin
from airflow.operators.python_operator import PythonVirtualenvOperator

def _generate_virtualenv_cmd(self, tmp_dir):
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if self.system_site_packages:
cmd.append('--system-site-packages')
if self.python_version is not None:
cmd.append('--python=python{}'.format(self.python_version))
return cmd
PythonVirtualenvOperator._generate_virtualenv_cmd=_generate_virtualenv_cmd

class EnvVarPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

B X B o
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RAriEmE

£ plugins.zip R {EAFEHE B L0 R 5

Apache Airflow v2

UTRBIERT — plugins.zip X# , EHEE hooks. operators ## 34 FH Apache
Airflow v2  sensors B3,

Example Plugins.zip

_init__.py
my_airflow_plugin.py
hooks/

|-- _init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py
| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

UTREIERT ERABENIEHSR DAG ( DAG MXH#HK ) HHE AEA,

Example dags/your_dag.py

from
from
from
from
from

airflow import DAG

datetime import datetime, timedelta
operators.my_airflow_operator import MyOperator
sensors.my_airflow_sensor import MySensor
operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,

'sta

rt_date': datetime(2018, 1, 1),

'email_on_failure': False,
'email_on_retry': False,

'retries': 1,

'retry_delay': timedelta(minutes=5),

}
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with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensor(
task_id="'taskA'
)

op = MyOperator(
task_id="taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

LT ROIERT BEEHXHPARENERSAET,

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

B E R
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def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init__ (self,
*args,
**kwargs):
super(MySensor, self).__init_ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

eapply_defaults

def __init__ (self,
my_field,
*args,
**kwargs):

super(MyOperator, self).__init_ (*args, **kwargs)

self.my_field = my_field

def execute(self, context):
hook = MyHook( 'my_conn')
hook.my_method()
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Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init__(**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

EEBEH Amazon MWAA CLI SEA T B B E RS IS REFTIRIE | RE I plugins.zip

XHRFABESEER plugins BFERZW, B0, cd plugins,

Apache Airflow v1

UTFRBIERT — plugins.zip X# , HHEE hooks. operators By& 3 B FH Apache

Airflow v1.10.12 Y sensors B .

Example Plugins.zip

_init__ .py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

| -- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

| -- my_airflow_sensor.py
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UTRBIERT ERAEENENR DAG ( DAG XHX ) HEIS AE4,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_operator import MyOperator

from sensors.my_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

B E R

166


https://docs.aws.amazon.com/mwaa/latest/userguide/configuring-dag-folder.html#configuring-dag-folder-how

Amazon Managed Workflows for Apache Airflow

RAriEmE

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin

from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
from utils.my_utils import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTFROIERT BELEHXHHARENERSAET,

Example hooks/my_airflow_hook.py

from airflow.hooks.base_hook import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base_sensor_operator import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults

def __init__ (self,
*args,
**kwargs):

super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
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return True

Example operators/my_airflow_operator.py

from airflow.operators.bash_operator import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

B E R

168



Amazon Managed Workflows for Apache Airflow ArfEm

REBEA Amazon MWAA CLI LA T ENE B E VEH PSR TERE | RELIE plugins.zip
XHERFGHNBESEE plugins BFRZMW. FlE0, cd plugins.

#I% plugins.zip X #
LT SBIERT BRAVEWAEAR 1B plugins.zip XHEH S,

S8 1 A Amazon MWAA CLI 35 T 8= B & U #F

« STTHE (CLl ) SATETEARES Amazon MWAA IR,

« CLI fEA#h#9% Docker BEEEH , LT Amazon MWAA £ 5%, XA FEEZE S Amazon
MWAA 2 BliZ T4 # Apache Airflow PRESRFF & Ml DAG, BE a4 MAHI,

E=1T CLI , 521 GitHub L aws-mwaa-local-runner,

S 2 : 22 plugins.zip 34

B ERANERN ZIP FRESSATESEAHEM ZIP AT E (flf 7zip ) K61 .zip X,

(® Note
IR0 zip XHET , Windows BRERSEMANE zip SATEARELSRMFIXHR, BIMNEW

RIS plugins.zip MHFHRA , REE L& Amazon S3 7 , LBHREERNMEME
Fo

1. FEFEHRRAL Airflow $E4 B F, Bl :

myproject$ cd plugins

2. BIIATHSTUBRABTEETHITNR (X macOS M Linux ) o

plugins$ chmod -R 755 .

3. MRBESHE plugins XHXKzH,

plugins$ zip -r plugins.zip .

B2 plugins.zip X# 169
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4% plugins.zip %/ Amazon S3

& LAE A Amazon S3 ##%| A5 AWS Command Line Interface ( AWS CLI ) ¥ plugins.zip X%
&%) Amazon S3 F#EFEF.

A AWS CLI

AWS Command Line Interface (AWS CLI ) R —HMFRIE , itZBeEBEWSIT Shell PEABTTE
AWS BRES#HITRE, EERATHHLSR , i@%EJ«J\T/ﬁEJ«)\Tx# :

« AWS CLI - ZZh A& 2,
« AWS CLI-fff aws configure #{THREEE.

EfH AWS CLI £ |, BHRITUTIRE
1. ES@PRETET , SMEFMH plugins.zip XHHEF. Him :

cd plugins

2. LATRBIBEFTE Amazon S3 Z# .

aws s3 1s

3. FRAUTHTHH Amazon S3 EEFFESIREN SUHMTHR,
aws s3 1s s3://YOUR_S3_BUCKET_NAME
4. FERUTHSE plugins.zip X# L& FIERER Amazon S3 F .

aws s3 cp plugins.zip s3://YOUR_S3_BUCKET_NAME/plugins.zip

£/ Amazon S3 #4114
Amazon S3 Z#HIA R —NET Web Ul |, RIFEQIEFEE Amazon S3 I RIR.
EfEH Amazon S3 B #lA L& |, BRITUTRE

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. ERIFE,

4% plugins.zip % Amazon S3 170


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://console.aws.amazon.com/mwaa/home#/environments
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3. 1£ S3 HHY DAG I ERFiE$E S3 7k #H4E#E , &£ Amazon S3 #2#| & LT FiE W,

4. Ei%E$E Upload ( £ ),

5. 1&#FFR B

6. %32 plugins.zip BWAHEIA | &R Ei,

ERER LR B E Ll

AN FUALERE E1EE| Amazon S3 FEFEN B E @M , FERIERE plugins.zip XHHEEE |, H
EEXESH zip XHEE plugins.zip XHHIARZR

£ Amazon MWAA 2§ & L18E plugins.zip R (F—R)

MRIXREE R plugins. zip L& F| Amazon S3 FiE#E , MIEFEEE Amazon MWAA 2HI1& £
BEXHRE, ERAEETRLLTR K.

1. 7£ Amazon MWAA 2§ & E3TFF R HE,

EFHE,

ERRE.

£ Amazon S3 HH) DAG REBEE L | B4 X 4-EFBRELMR K S3,

1%£3$% Amazon S3 FEMR P M plugins.zip X,

ERIERE,

RET—F, EFHE,

N o o bk~ 0D

£ Amazon MWAA #4|& £ plugins.zip BIRRA

IR Amazon S3 TR L& plugins.zip WHFARAES , FBFEERE Amazon MWAA 2§14 £i5
% plugins.zip XHHIKRA,

1. 7 Amazon MWAA &I & E3TFIRETNE,

2. EFREHE,

3. ERRE.

4. 7£ Amazon S3 HHy DAG KBEHKH , N THHFRFPER plugins. zip BRZA,

5. &ET—%,

EIMRRRE B E A 17


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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plugins.zip &Y Al =451

 ETHRNMAEREEH , BSH w48 Apache Hive #l Hadoop B B & i@

« BTYREMMGIERBELEY , ESHE E% PythonVirtualenvOperator B B E i@ o
- ETHOIIEBAENEN , BS6 £ Oracle EHIE A

- ETHRNAOIEBEIEMY , 1§35 the section called “E &t DAG HIBY X",

o

\

¢

O

BT RMAAL?

« {£/ GitHub £# aws-mwaa-local-runner FEZA U iX DAG. BEEHH Python AKHIN,

Z % Python ik #iI

Python #2181 Amazon MWAA IRiE R Apache Airflow fiRZAZ$H) Apache Airflow EHthR %
RPRTENEMRFBIREITR. XA AEA Amazon S3 FEEHE requirements. txt X4
£ Amazon MWAA IRE %% Apache Airflow Python kB IHY 5 3R

Bx
. EREH
« THEFK
« Python &K i TUEER
« Python &KL & F1 K /) BR
+ BIZ requirements.txt 34
« S, 1 B Amazon MWAA CLI 3£ f T EJJIlis, Python AX$iIR

o HIR 2 : B3 requirements.txt

+ 4% requirements.txt £] Amazon S3
- £/ AWS CLI
« f£f Amazon S3 ##HA
o FEIRE R L L Python AKHIN
« 1£ Amazon MWAA #2#|& L3187 requirements.txt BIEEE ( F—R)
+ £ Amazon MWAA 2 & & E387E requirements.txt YR A
« BF requirements.ixt B BE&

plugins.zip & 5l 7=l 172
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- BETREAL?

FRF M

EERATNENSRZA , BREEERUTRNE

o ER-1&H) AWS K XA EIRBEIE R B FIHEEIREN AmazonmWAA FullConsole 17 (8] 3 #] 5
BRI R, b4\ |, BT A AT A FIER Amazon MWAA IRR G RSB INR AT E A AWS &

Ro

« FRINPR-MNRIGEE RN HEFMEETREEREE Web RESBF LLZERBIN , MA4ATEHERENE
BNHEME Web BRE2BHENR, BXREZEL |, 1S the section called “Apache Airflow 1 1]
B,

« Amazon S3 & — A T 176 DAG B9 Amazon S3 7Zf&#@E. £ plugins.zip FHBEENEHME
requirements.txt FHY Python IR I AMELE N SRR IE A HIFRIFE S ARAES,

THERR

£ Amazon MWAA Lt | A LR EFTE Python KEIIN , 52N requirements. txt XH¥ E&F|
Amazon S3 F# @ , REEBXEFH X4 TE Amazon MWAA 2 #1& LIEEZ XA RA. Amazon
MWAA =T pip3 install -r requirements.txt , BAE Apache Airflow It X FHMENITE
%12 =% Python fK#IN,

EREHRERIZIT Python kB , WA= :

1. TEAR#BIZE requirements. txt X,
2. JA&#h requirements.txt L4&E| Amazon S3 IR ME.
3. 7E£ Amazon MWAA 12| & LR ER M4 F B P18 E I ST B AR AR

(® Note

MRXREEHIROE requirements. txt FHHE £ E| Amazon S3 7R , IEFEER
Amazon MWAA £#l&8 LEENXHBE. ERBFETHETR IR,
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Python &k i1}

YRAT LM Python Package Index (PyPi.org). Python wheels (.wh1) 5 Python #k#iI1 & Z % Apache
Airflow BIA RN B E At Python KBIIN , X LMK BIFERFRA PyPi /PEP-503 HWAAEFM#EE L
FEH Python fK#IN,

Python 418 %155 {i & M A /)N BR

/B zhEE |, Apache Airflow Scheduler 1 W orkers &£ EEHINMEFEE R AWS Fargate BE8 E&E#HK
BENFEH , MiutR, /usr/local/airflow/plugins

o RDBR#E, BRINBIUFEA requirements. txt X# , ASIHAEG KN NF 1 GB HE, Amazon
MWAA FERENEFERZ  FE LN BN ERBEK. RE Amazon MWAA & B BRHERE Z &N E
RN BURTTEE T D RNRERBIN |, Fargate RS N H 2 FHERRIBERS.

B2 requirements.txt X4
UTHBRIERT FEAR b AIZ plugins.zip XA BB AT TR,

S 1 : 8 Amazon MWAA CLI St A T BN Python Ak I0

- WHITRAE (CLI) EAITEEAR#tEF Amazon MWAA HiE,

« CLI FEA##2 Docker B28%& 1% , K LLTF Amazon MWAA £~ 5%, XA FEESZEE Amazon
MWAA 2Z BIE 1T 4t Apache Airflow IRERFF & Mk DAG, BE iEH A,

« =17 CLI, H&EE L# aws-mwaa-local- runner, GitHub

HIR 2 : Bl requirements. txt

T—WNBUWAE requirements. txt XHFIEE Python BFEE5IFH Python KHILL,

Apache Airflow v2

1. A, EOIE requirements. txt Xzl , MERARXAMEMEUKIEFBRE
MAWEBAES, EZ=1T Amazon MWAA CLI SEAREF |, §15E K aws-mwaa-local-runn
go GitHub

2. &% Apache Airflow 27 2# Extras, EEFIL ¥ MWAA £ Apache Airflow v2 Z3&H
HHaFIR , BRI LT DEH MW AA Ki#1i21T785, requirements. txt GitHub

Python ik EIHER 174


https://github.com/aws/aws-mwaa-local-runner
https://pypi.org/
https://github.com/aws/aws-mwaa-local-runner
https://github.com/aws/aws-mwaa-local-runner/blob/main/docker/config/requirements.txt
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3.

WIMAREFED, 7 requirements. txt XHIRZPH I Apache Airflow v2 FREERY L R 3
¥, Apache Airflow 4R X4 E T Apache Airflow & 75 B 7] F RV IR 1R F AR A,

M Apache Airflow v2.7.2 7738 , ERXH BB E—% --constraint FA, MRERREM
HREZM , Amazon MWAA FREBIEE —MIREY , LBREHERPIHAEFSSRIE
EEAH Apache Airflow fFRAFE R

HELTREIF | N {environment-version} B ARBEHRAS | & {Python-
version} HRAN EENIFERABR Python IRZA,

BXERE Apache Airflow B3R A Python liRAHE R , IS A pache SRR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFELERRFHHMEFSFHRSE , Ul pip3 install
PILEELEFHRENEREINRER, IREARESRERY , MALAEBENHENB
ERPEFEN Apache Airflow A# ( AERF. THERFHM Web RFSEF ) HEIRB L,
CloudWatch BXx BEEKBPWEZER , ESH the section called “&F Airflow HE",

Apache Airflow BF 2. MNEF S ExtrasRERA (==). XBEBTHLEERREHRREEZE
AT ENEFE.

apache-airflow[package-extra]==2.5.1

Python ., #f requirements.txt XH4HHFMEFSBMHRARE (==), XBETFHIEESD
RiFA3kR B PyPi.org #9 future B,

library == version

Example boto3 # psycopg2-binary

LRBIXATFEREB. boto M psycopg2-binary FE‘@ &1 Apache Airflow v2 ERtiiR % %
F , TEE requirements. txt XHFFIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

B2 requirements.txt X4 175
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MEEENTZREMAE , N Amazon MWAA £ %% .org FERITRAHIPYPiE 8. LR
BEE% requirements. txt PN EMEFEHRE,

Apache Airflow v1

1. AR, BRI requirements. txt X428 , MERSFXAMEMELARIEFIRE
MAWEBAES, E=1T Amazon MWAA CLI SEAREF |, i§15E EK aws-mwaa-local-runn
go GitHub

2. &E& Apache Airflow 273 Extras, 7 https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt# , &%& Apache Airflow v1.10.12 A HREF B %K.

3. AIMARXMH. £ requirements.txt XHIREFHI Apache Airflow v2v1.10.12 F§4Y
R, MRARXHHEZ xyz==1.0 EFSEHRETNHMBEFITHRE , Ml pip3
install MFTEME LEFRBNERERRRAR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt"

4. Apache Airflow v1.10.12 B2 F 8, 70 Airflow #2532 ExtrasHl Apache Airflow v1.10.12 kR4
(==)e XEBTFHLEREPLZEFRBERETTRNERFZ.

apache-airflow[package]==1.10.12
Example Secure Shell ( SSH )
UTFRHI requirements. txt X#HZ%&EH T Apache Airflow v1.10.12 B9 SSH,

apache-airflow[ssh]==1.10.12

5. Python ., £ requirements.txt XHHRMEFBBEMFRE (==), XBETFHIEED
RiFA3k B PyPi.org #9 future B,

library == version

Example Boto3

AT RHI requirements. txt X#HZREER T Apache Airflow v1.10.12 #J Boto3 B,

B1% requirements.txt T4 176
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boto3 == 1.17.4

WRBERNZRARA , N Amazon MWAA 2% 5% .org FRHFIRAHPYPIERF S, HEARATA]

BE58 requirements. txt PN EMEBFIHR,

E4% requirements.txt | Amazon S3

BT LA Amazon S3 ##1A 5 AWS Command Line Interface (AWS CLI)
fFrequirements. txt X #H L& EIEH Amazon S3 .

58 AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AILEFEA G HIT shell PS5 AWS

BSHITRE. BEXERATHNSR , BFEUTHBUTRS

« AWS CLI — RERZ 2,
« AWS CLI — fEARIEE Eaws configure,

EFH L& AWS CLI
1. WUTRHI5EFFE Amazon S3 FE @,

aws s3 1s

2. FEANUT@HFIH Amazon S3 F B &SI RH XA XHXK,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT&HH requirements. txt X# £ %) Amazon S3 F# .

aws s3 cp requirements.txt s3://YOUR_S3_BUCKET_NAME/requirements.txt

£ Amazon S3 4|4

Amazon S3 Z4|AR—1MNETF Web Ul , AT EIZEMEE Amazon S3 HH AR,

E4& requirements.txt Z Amazon S3

177


https://pypi.org
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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EEM Amazon S3 2| & Lt | BHITUTRE

1. 7 Amazon MWAA &5 E3TFIRENHE,

ERRR,

£ S3 1Y DAG RIS E & HIL#F S3 7 4E#E , /£ Amazon S3 #2#I15 LT F& .
pyik= kN

by 1R s

E$E requirements. txt AMBEIAR | %R L&,

2 T

FERE R LTI Python KN

AFNBUALERE LEE Amazon S3 FEBIVAEIIL , 57ERIEE requirements.txt XHFHE R |
HEFREHIFIEE requirements.txt 3XHHI AR,

£ Amazon MWAA 2%l A E3ETE requirements. txt HEEE (F—X)

MRXZEBHROE requirements. txt HHFHE L& F Amazon S3 F##H , WAEFEE Amazon
MWAA 2§ & LIEEXHER, ZREFEZTRLESR X

1. 1 Amazon MWAA & & LT HE R E,

EERIR,

EERE.

£ Amazon S3 Y DAG RBBE#K L , EEERXH-TEFERZ DR K S3,

%32 Amazon S3 FEMEHH requirements. txt X,

EFRIERE,

ERT—%, ENHER,

N o g~ D

BRI U EREEREMB T RERATERF S,
£ Amazon MWAA 2 %15 EIEE requirements. txt FIMRZA

X1 Amazon S3 &R L1 requirements. txt BETARAAS , FBEETE Amazon MWAA 24l
B LI E requirements. txt XHHIIRA,

1. & Amazon MWAA ##|& E3TFERE T,

TERE A L EE Python RN 178


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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2. EEHE,

3. ER&RE.

4. 1 Amazon S3 Y DAG RBBE#KH , NTHHIRAFIERE requirements. txt AR,

5. BEERT—%. EFfHE,

B EREERNEME LT RERFHERD,
BEIE requirements.txt WHE

B EFRE TEREHMNT dags XHXRMITXIFEFH Apache Airflow A&, U THZBRN B 1M
£ Amazon MWAA 24148 LTI HEFN BEE |, UWRIMAE Logs #4|& EEF Apache Airflow
H7&. CloudWatch

E&EE requirements.txt WHE , BHITUTERE

1. & Amazon MWAA #Z#I& E3TFIRE N H,

2. EFERE,

3. TELBERLEER Aiflow iTRIBFBEA.

4. EBHERPIERE requirements_install_ip B,

5. BRIZAEAE /usr/local/airflow/.local/bin EEIHREFLZENERFIYIR. Hl0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EEEFEIRUREFPEMEFSERESIETRBEIHER, NRHIEE , EUELFIRR
P TABRRER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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BETRMAL?

 {£ A aws-mwaa-local -runner ZEA#H/RE DA G, BEXEHF Python K #Bix R, GitHub

i B&k Amazon S3 LB 4

AR EWMAE Amazon MWAA FRIEH) Amazon S3 T2 i@ 3T AR AT &1 | LUK M BR
DAG, plugins.zip = requirements.txt XHHLEK,

B

< REH

o« WRASIE ST
- THEFRE

Bk Amazon S3 E# DAG

MIRE R EEER “HFI"H requirements.txt 5 plugins.zip

IBR“IEL HI” (28 ) B requirements.txt B plugins.zip ARA

e EEMIBRAT B “JEZ B (SR ) MRASH B3 Ml BRER i

fiBR requirements.txt FTE“IF Z 6" AR A 3 B 3h Ml BRAR 12 B9 4 on B B SR B = 43
BETRMEH4?

FRF M

EEMAR LSRR zE , EFBEERUTEHNA

BBR — AWS kP A EIRBEE R I , HIRLER FIHREN AmazonMWAAFullConsoleAccess 1

[ERFIREE, LS, HITA B LMY Amazon MWAA IRE T RIFMEATE A RY AWS B iR

RN R- MR IBEE G RN L F#EFREEEE Web RS ES ELEMRBIN |, NATUNHREEREENE
BNHEME Web RE BB, BXREZEL |, 1§51 the section called “Apache Airflow 1]

B,

Amazon S3 Bl & — A T 176 DAG 9 Amazon S3 Ff# 4. 1 plugins.zip R B EEHFE

requirements.txt FHY Python KBTI A ELE S EEIEARTFRIFE S ARARES,

BT RAA A ?
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Rix 2422 1 48 T

& Amazon S3 FEMERH M plugins.zip M requirements.txt E#HTHRAEZES, HXNREH
Amazon S3 FfE A2 &1 H B M Amazon S3 ZE A MR 4 ( HII0 plugins.zip ) B , ZXHFR
LWTLMBR, BHTE Amazon S3 EMIBRM4ET , LA ZXHHFEIR |, ZEIARR 404 ( RKEKE
R ) HBIRIBRFEXEN Ok X, Amazon S3 Frlt AMIBRFRIE. SEMEMITR—# , BIERIFIZR
wEEA (RNE ) MR ID 2= R,

FATE WE B BR SRR AR I BRAR 12 | LARRMK Amazon S3 R FRE A, BT MR IESH
BI” ( BARTEY ) SXHFRRAS | SRR (XL ) AP RRAS |, RS BR1Z AR A< A9 B BRAR1C

TERE

Amazon MWAA S =+®4#X Amazon S3 F#Eiz1T—XRELBRIE, X5 Amazon S3 EEHEH
i BREY4EMM] DAG B2 B Fargate 2589 Airflow &%

REYH Amazon MWAA i B E X EHH Python kIR Fargate RESHZEFHHY Airflow BR

B, EREEH /G , plugins.zip Mrequirements.txt XHF X EER. MBEMEBRT
requirements.txt =® plugins.zip XHWHBIRA , RETEXE N SR BRXH R AT RAMIE
MTEHME  MEFFEAK , ASR—FEIREE | FlFTEER {file} X4H {version} kR
w7,

i B&k Amazon S3 £HY DAG

DAG 34 ( .py ) SRBERRAEES | ATLAEREIE Amazon S3 #2414 EMIBR. LAT 55 58 an{ar bl B
Amazon S3 #H# DAG.

EMIBR DAG , BHITUAT#RE

1. 7 Amazon MWAA &I & E3TFIRETNE,

EFHE,

£ S3 Y DAG I E K F i S3 Fik 4k | 7£ Amazon S3 24| & LT F@& R,
1%$E dags XX,

% DAG , RElER.

ERBRNR? T , BA delete,

EiE$E Delete objects ( MIBRI R ) o

N o o bk~ W Db

FESTE TS =


https://console.aws.amazon.com/mwaa/home#/environments
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® Note

Apache Airflow R & T 152 L# DAG 1217, & Apache Airflow H121T DAG f5 , Tie XHIR
A , ©ER BT Apache Airflow |k , BEEIERTE Apache Airflow HRFEMIBR. MR
Apache Airflow F#) DAG , iHEREEII T AL E “MER" &4,

MIRE R ER “XY B8 requirements.txt 5 plugins.zip

B A, SREDEERMN plugins.zip = requirements.txt 5 EMFREFRIER |, (BRI EES DFRIXAN
BB, FELEE , TBEHER D B8 @ ZEXAR zip X

IBR“IEX BT ( 28I ) B requirements.txt B plugins.zip XA

£ Amazon MWAA Lt | Amazon S3 ZEF M requirements.txt # plugins.zip X#HZFR
Az, ZZU%"‘*EE'EéﬂﬂJF? Amazon S3 FEBFRIX L H | M AT RITR ( HlI0 plugins.zip ) K
HETMRA (121212) |, BIBRZMRAE , REBERXXH ( B ) RAHBIBRFR 12,

b T BAE Amazon S3 A EIMRATA IS A ( 54T ) IR ; BR  LHRBEANT LT
2 — BRI 712

. BRAXIRIE , B9 (Amazon S3 1) YN AIRAIRHI 17t 10 X R,

« BIBXRIEE , B9 (Amazon S3 ) 9N ARSI 17 b I X IR,

. EBBRBIBITIE , #2550 (Amazon S3#H) hHEBBIRITIE,

»

ER s AMMERAT A IES T ( L8/ ) MRAFH B 3Dl BRARiC

&R BN Amazon S3 FEBELE £ AR E , SMEE —EXBUSHER Amazon S3 FEEHHY
plugins.zip F requirements.txt XHFRFABE“IEHBI" ( &8 ) A |, HE BRI X RAVMIBRARIC
1. % Amazon MWAA 2§l & LT E N H,

2. EFERE,

3. 7 Amazon S3 #J DAG fX#BT , #%+& Amazon S3 Ffik @,

4, EFCIEREGEABAN,
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I BR requirements.txt FT & “IE ZH 81" RA FH B sh i BRFR 12 BY 4 an /B HA 58 BE 7= 451

AT RBIEBE i el 2 £ dn BHIAN | ZANPRE =+ XKBEKAMBR requirements.txt X4HIFRE“IE
LB AR A B EMBRFRIC

1. 1 Amazon MWAA & & LT HRE R E,

2. EFEIRE,

3. 1£ Amazon S3 ¥y DAG X% T , %&# Amazon S3 Ff##.

4. EFRCIELEaEHAN,

5. TEEABPMANZFF , 8 A Delete previous requirements.txt versions and
delete markers after thirty days.

6. TERIZD , ERER,

7. EEGEABMANRES | BRI BRI R FTA S5 BTRRAS M ERS 2 #Y B BRAR IS SR TR 0 B
15,

8. EXNRENEFMRAFHRES , €A 30,
9. ETHNRMIBRIRICH , LM BRI HIX RBIBRARIE , X RFE 30 REKAMER,

BT RAA 4 2

Ei¥H T 8 Amazon S3 MIBRFRIE |, EBES R E EMIERIFIC.
- ETHEX Amazon S3EMEAHNESER , BRI R,
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Hx

KIEENA T IBIE Amazon MWAA PRERRFTFER Amazon VPC MEiRE .

Sections

« XF7 Amazon MWAA EEBXH

Amazon MWAA £#y VPC &%

FEL S MWAA FEENEERSHIL S VPC KinT S B R
FAFERHTE Amazon VPC FREIBFIEMN VPC BREHA

EX 53 MWAA EFEEBEHTS#E VPC KiwTT R

XF1E Amazon MWAA LEEXH

Amazon VPC 25 &H) AWS MK /= < Bk #Y B LR 48 Eiﬁi‘i%fﬁﬂﬁﬁ?ﬁ)gﬁ&iﬁﬁﬁﬂMiﬁﬁiﬁa‘ﬁﬁﬂ’ﬂ%
MiRE | NERUEZZEHENITT BWEED. ARNABXEF Amazon MWAA IR BFTEN EE LG K
AR ER BN Amazon VPC Efti&HE,

Bx
« XEHAL?
- VPC Ertig iR
- BYEBRM#ITAHEH
o AR BB M B FAE B
» Amazon VPC #]1 Apache Airflow 1 848 =X &9 7= 451 F 51
o RVFIERIEBKM-FH Amazon VPC M4
s FAFIEFEEM-#THY Amazon VPC M4
s FAWHFREERMN-TIE Amazon VPC M4

Ri&
AL

A LA 7] BB M/ Amazon VPC M4,
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REEH

ToEH R BB A Amazon VPC M4,

XFTA?

T &R#EIR Amazon MWAA X#H Amazon VPC EH,

Amazon VPC & Y

Amazon VPC ET=iH6IEHK =
BHKF,

—NEE/W AmazonVPC , Z B
N AWS Tk R LA E A a2
BT m AWS &R,

VPC Ehit iR e #hid

L2612 Amazon MWAA FR5RS , Amazon MWAA £RIEE R IRIE LR K Apache Airflow 75 [RIHE
NIFFRE—FHAN VPC if R, XLHR[RERHEMEMEED (ENI) , FAF IP LF Amazon VPC
F. SIEXERAE , FAREXE IPWREFFFATRLFEAZENIEERNVMENL AWS Bk

T—HNEBELEERMNAEEEBFRERE Amazon VPC RFAZ 1B R EFTEMN Amazon VPC E

B B BRI 1T 2 R

tel

BNBEENERHNIFEN Amazon VPC EftigHE, BEELT VPC ERtiZH :

—NNVPC ££4 VPC 24 RYEMUP N , BUIRFIKAI EAAAD (A¥ ) MED (K ) R

-

REZULEE 5 MRE4H,
REEXTANBCEEESI AHAER,
- ZEEAMTAFMERE (0.0.0.0/0) FEE LM,
ZEAXTATESI ARNGTHFERE. fl, (¥EE) mEHRESIAZEETRA
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- REATBUARBENIEE HTTPS i OB/ 443 # TCP 5w OS8HE 5432 Rt —SREFKE. Fi
m, (AE) REIAMTFRERD 5432 NELERE M (7% ) REAWLFRKD 443 LS4
il

« BMREBETM. 2B THRESTETE D BB MY B I B R KB T M,

- FEMNMRB TR, X, IR - BB[HIHE , Amazon MWAA FLATBUA 5 — Al XA RY
HMEHEFNBRER.

 XEFRHATNVTFFARNTHAXA, Fli0 us-east-1a, us-east-1b,
o FRATBEBETIEGHMY IP ik (EIP ) B3 NAT ®3x ( 2 NAT 3541 ) ,
- FRXMEE T EBMYETR 2 E [ 2 B Bk M M < f g B &
s ANRAEFM. XETFHRIESTSERERMM KX BN BRI REKNFM,
s FERIMEFN, X, MR-NBHFHIHKE , Amazon MWAA AT LA S — N AT RAXHH
IR EFTNRERESR.

« XEFRMANTARNAAXS, B0 us-east-1a, us-east-1b,
o XEFRATEBEE NAT 8F (FXEES ) HEEHE
o XEFRABECERMNMNKHER,
- MBIHRIEFIFIFR (ACL) NACL BE ( BIAFSHIELMN ) FRHFIN AL EERE,
- NACL %FE AUFIEREN AR (0.0.0.0/0).
« NACL 4 EHELFEREMN HIEAMN (0.0.0.0/0).
- flgn, (#%F ) ACL 16,

« BN NAT FIX (20 NAT £61 ) o NAT RZBFFRENLE TR KA R E Internet EAE AWS
ARSS | SRS B B% E B SR

* NAT REXITEELEFM, (BIMEFHM—1 NAT BE. )
o NAT i& & AHUN#M IPv4 it (EIP) MBS LNE TN,

- HEMMx, BEMMF Amazon VPC EE B HEBMFAE M AWS RS,
o BERR M x4 HUEEEE] Amazon VPC,

ToiE 1 [ B Bk W Y FAE R B
AP NEEEMERHANIFERN Amazon VPC EftigkE, BEELT VPC Efli%HE -

« —MNVPC ££4 VPC T2 4E RIHEMUB A , SUEHIKAI EHAD (A ) MHEO (K ) R

o

- RZULUEE 5 M RE4,

fim
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- REENTABSIEER S| ARALAN,
- REEXLTAFMERE (0.0.0.0/0) IEEHIEHN,
- REEXFAAFESIAANTNAERE, fln, (#E)EHEESIAZEARE

- REATLUERBEIEE HTTPS ik O3B E 443 M TCP W OSEE 5432 XKt —SRHITE, Bl
o, (A ) BREIASETT R O 5432 MR 2E RG] M ("% ) REAMETHRED 443 L 2E
=l

« BMRE TN, XETHRIESTSIEME BN MK/ EE H A& B R KRN F M,

- FERIMETN. XH , IR - BREIHE , Amazon MWAA FLATEL 55 — Nl B XA EY
HEHERNBRER.

« XEFRMBANUTAENATAXS, 0 us-east-1a, us-east-1b,
FRAAEEE VPC iR EEH R,
FRABEBE NAT RE (MXHEH ) WERAR , B FEBEBRMMX,
- MEZHRIEEIFIR (ACL) NACL EE ( BIAFSHIELMN ) FRRII AL B ERE
* NACL 4B AWFEREN AWAN (0.0.0.0/0).
« NACL XM EHELFMEREN HIEHAN (0.0.0.0/0),
- plm, (#%EF ) ACL Rfi,
o AiERER, AMERAREEAT VPC ABEREIARR,
o FibIRARDTEIE FRREK,

o ARibFRARSLTS A VPC hEAIEEBCHMEBHITEE, Hl0 , REEHIHE SR
Apache Airflow Web BRS588HY VPC #E O K inT R , NBHRAIHEBEE VPC KigTT K[, AWS
Client VPN

- BNIMBEFEANBI AWS RFH VPC KimT R , UREENLSEH MWAA IEM T E— AWS X
HAT D# VPC B Apache Airflow VPC &% R

- IMREFEANSIAWS IRFH VPC LinT S F Apache Airflow B VPC LimTr =, filn , (&%
%= ) VPC I® Ko

« VPC i R4 E 5 AWFAE DNS,

« VPC i R4 MEEBHRENHNILE FMK<EK,

o VPC i S AT SRINE N T4 HMBXEK,

- REFSNART RM VPC AinT SEREE N A FHRIFEFERN AWS RS, flon, (#EF)
RFFFAE AGBIN VPC i a K& R,

« Amazon S3 9 VPC i S KRB NEE R AT HRFEME, Fl , (#EE ) AFHREEEN
Amazon S3 ™ o< i = 3R B R Bl
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Amazon VPC 1 Apache Airflow i 8] 18 =X, &9 7= 51 F 4

RIS B Amazon VPC FREZIHRINFRRAS , URERFE Amazon MWAA #2#1& Ei%FEH Apache
Airflow Web BRS528 1A B,

AIFG R BB W-$T8 Amazon VPC M4

MREFRHALARFE VPC PRI ERN , HEEHFERAF B EBKRMIGR Apache Airflow Web RS
25, BIITUUTRE

1. RIEFHEIEEBRMAE Amazon VPC B4,
2. A Apache Airflow Web RE 2R EIEEF ABEMEF RIERNWIFE,

3. RIMWEI : RIMEBUER AWS CloudFormation R3E A [ T4 4k kB 8t 6122 Amazon VPC EAHi&
#. Amazon S3 FE#AEH Amazon MWAA SR8, ETHREZER |, HSHAmazon MWAA B R
EAHRER,

MRF[ALAFE VPC RiFRIERN |, HBEEHEE VPC APRFIE Apache Airflow Web BRSS 858
AP, BRITUTERE
1. SIETHREBRMNA Amazon VPC R4,
2. RIE—FH% , BFMiTENISE Apache Airflow Web BRSSE3#) VPC 0O M.
3. 79 Apache Airflow Web fRGZEIZ EB/FE MK A RIERX W IRE,
4. FRINOEI :
a. EANEBWEAFH Amazon MWAA B H| AL ARRYIEDT— : £ Amazon MWAA 2 4|& 6%
VPC M4 AWS CloudFormation %1k, %I = : 8|2 a] BB M5 [A B Amazon VPC M 4&

b. TMBWIEHEAEE AWS Client VPN F & Apache Airflow Web BRSS 258915 R R . %
2 . £ AWS Client VPN i EFA 8 M 45 17 7] X FR

ARG R BB M-8 Amazon VPC M4
MBHRALRTRIEFE VPC FifRI B :

1. BIBZEEBRMIGENERN Amazon VPC M4,

2. SIE—#H% , BT MNitEHLiEE Apache Airflow Web BRS2589 VPC £ 0% =,
3. NENHREFERNEST AWS RS 612 VPC KiRT .

4. 7 Apache Airflow Web R85 8122 EGFE MK RIERWIRE,

Amazon VPC H Apache Airflow i a4 =X 89 7= 451 F 41 188
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5. BRIWEIL :

a. BRAIENEEAZ AWS CloudFormation ARSI T %15 R BB MY Amazon VPC , 37
Amazon MWAA £ R fE VST AWS RS 812 VPC KR R, ®EI= : gIEF A BEMIG
BBy Amazon VPC M 4&

b. TMBWIEHPEAEE AWS Client VPN F#&H Apache Airflow Web BRSS 258915 R R. %
= : £ AWS Client VPN Bt & FAHE P 4515 7] 1Y BR

AARFIF R BEEM-IIAH Amazon VPC M 4%

MRRARTARFE VPC RIERIERFN , F BEELWEMENTETFL R EEMAE Amazon VPC M
£

1. RENREFEFNSN AWS RS IE VPC KigT S
2. 9 Apache Airflow 812 VPC i =
3. BIE—#LE , AT MNitEHE Apache Airflow Web BRE2589 VPC #E Ok R
4. 73 Apache Airflow Web RS2 0IZEBF B MEHFRIERNWIRE,
5 BN :
a. BATENAIZEHIEE Amazon MWAA ERAKNET AWS RFATEMN VPC RinT R , URE

Apache Airflow FfERK VPC LimT K. EAFEEEE Amazon VPC EF'@'JEFEWE’J VPC
H&j? Jﬁﬁ/

b. TMBWIEHPEAEE AWS Client VPN F#&H Apache Airflow Web BRSS 258915 R PR . %
= : £ AWS Client VPN Bt & FAHE M 45 15 7] 1Y BR

Amazon MWAA £ VPC &%

ARNERB TR Amazon MWAA 35/ Amazon VPC AH A M LA HFRENEE.

zE
. REMER

- WZHREHHIFR (ACL)
( #% ) ACL =¥l
« VPC 244
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- (#EF)mERRBSIAREARS
o (W% REIATRIG RN O 5432 &4 4 R
o (%) BREIAMIEMEO 443 WL £A R
« VPC it SRR ({(XFRFAEERH )
s (H#F) ATFABEABERMN VPC in K K # R
o (H#EF) AVFIHREEEN Amazon S3 MK i SR B R

Rig
NERH

AT LAiG R EBX MY Amazon VPC R4,
B

ToEH R BB A Amazon VPC W4,

Z 2B
Z2EMBEEHFIR (ACL ) BE T EALIEENMNIZS Amazon VPC H 5 F M I SEHIHY F 4857
BN,
- HHFMOMERETUBIL HEZEFIGIR (ACL ) 26, BRFE—1ACL, HEAUEZNK
B ERAMERMN ACL,
o BHEAIHMEREATLAH Amazon VPC T2 A 26|, BUUESIMNMEHRFEA—IEI I LTL24E,

o HEHEHIHWMERELTLUET VPC SR #H TS, MRFALFARFE Amazon VPC
HREKFN , HESERNETEFEEBEN Amazon VPC M4 , MIFEER AWS VPC i L7
Apache Airflow VPC i 5. #E — 4 VPC im /R B

M &5 15 R 5 & ( ACL )

ﬂ%ﬁl‘ﬂ?’“%ﬂﬁﬂi (ACL) ATLAER (BIAFRELAN ) FREIAURMELIETRE. ACL RE
KA, XEWRELNEIR, BEEEAEMBERN, ©RATEE VPC M4 H 2 MK FIR H A
%l)lb%;&ﬂo
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£/ Amazon VPC #E8 A FFME AEMB I HREMNERIA ACL, B LU REZRIA ACL FN |, tha] LAAY
BEEN ACL HEHEMMBEIFM, — N FREFEMEHRERBEERE — ACL , BE—/ ACL FJLUE#EZF|
ENTM,

( #% ) ACL Rl

NFEELAERHNILERHEN Amazon VPC , LT RHEIE R T 7] HF Amazon VPC B9 A shF H ik
ACL #0,

AN 5 i MY % 0SB R SR
100 FiE IPv4 R 2% -1l 0.0.0.0/0 U
%
* B IPVAR &8 11 0.0.0.0/0 ik
%
VPC &2 4

VPC ZE AW MMENEMH A , ATERE—AHSZSNKREARINRE, REARBREHN , XEK
AIHAWAMEEN , CAMRTEE. EATIEE VPC ME&H MK #Aﬂﬁﬂiﬁl;ubzé’éﬂo

£ Amazon VPC #E —1MNERIANZ2H, BRIAMBRT , BB AEMAN, eBE—FATFMEHERE
B H SN, BAIURBERINZSAHN | R E N LTS A H NEKM T Amazon VPC, &
Amazon MWAA Lt | BEEFRE AWK B IEHN |, LMEE NAT Mx LS| SRE,

(#% ) rREEAsI AEEA R

NFERAAERBARFILBEEEN Amazon VPC , A FREIERT RIFFERA Amazon VPC FFIERE
PAMZEEHRAN, KPP EZEHLELTNE E',i EBEI AR,

RKE 7138 R SRIR

FIERE All 230 sg-0909e8
e81919/-
group my-
mwaa-vpc-
security
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BLTRRAIERT HRREHAMN,

i) 73 RRE KR
FrERE All =& 0.0.0.0/0

( ATk ) FREIA VLGRS O 5432 By &2 4 R4l
UTRBIERT ASEZEAMN | XLEHN A FRER Amazon Aurora PostgreSQL st BB IR EE
( B Amazon MWAA #8E ) £ix 0 5432 LEMAPTE HTTPS K&,

@ Note
MRGEFRER AN RERE , MEERNS —FANARFIRO 443 LR TCP R E.

RE /30N ¥ 038 E RIER KR

BENX TCP TCP 5432 BENX sg-0909e8
e81919/-
group my-
mwaa-vpc-
security

( FIiE ) BREIAVETEIR O 443 R £ 4H R

T RHIERT 21F Apache Airflow Web BRS5E81% 0 443 LFTE TCP REM AL EAHFN,

RE 7 ¥ A SE RRE SRIR

HTTPS TCP 443 BEMN sg-0909e8
e81919/-
group my-
mwaa-vpc-
security

VPC &4 192
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VPC s SR EE ( XFRFAERKH )

VPC 7T & (AWS PrivateLink) REERSIMNENFAE FMiH R AWS k. VPC i S K EE 2 —
IAM BRRRE |, BRI LU EMME VPC MXxHFEORS. AFNAETAD VPC ii S VPC ik R BEFT
FHR R,

BMNEWHEZHN B VPC KT REAATFTEILRME AWS BRFH VPC #OKIET QX
B, FXNERENMITAERIRE AWS NR,

(#EF ) AFEFIBEABRS VPC ik 2 R EE R A5

NFERAFLERHAN Amazon VPC , L FRAIERT A VPC # Ok S EKHE,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

( HE ) AT HRIEEESN Amazon S3 Bk i 55K B R4

AT RBIER— VPC MRim K , X FERAFAEREBELN Amazon VPC , ©EMH 73X Amazon
ECR 21EFTEMN Amazon S3 FEEHFRIRR. BRT F# DAG MZEFEXHNEEEI , EEEXH
F e ZFE Amazon ECR %1%,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"

1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
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]
}

T G MWAA EEEXNHFERS YL Si# VPC KimT S8 H[E

£/ VPC &iH17 = (AWS PrivateLink) , & AWS TEEBRMMK, NAT i&%&. VPN =5 X IEAEED
&N VPC EREEH FHRSHTAZRERE, XELARTRIKETT BRESETHNELIE
% , RTFERK VPC FHEAIS AWS RS 2 B#TEE. RN é”EE Amazon MWAA &I # VPC
R, R IRELE Amazon MWAA LR TRERNBKZGRER |, ENE T W4F5 R Apache Airflow
Web EE“%%E’J VPC % &,

Bx
- EM
« VPC i SR
- NERZHEER
- HERZHEER
- {FEREM AWS BREHRER
- £/ VPC i &
« 7£ Amazon VPC #Z4l&Hh&EEF
« 1A%l Apache Airflow Web BRS58 R H VPC xS EYFAE IP ik
18] Apache Airflow Web ARZ5858) VPC i = ( FAE M &R )
« {8 AWS Client VPN
« A Linux 82 F#
- ERAAEGERE (ER)

EM

« AWS PrivateLink EH

VPC i SBLR

LMRBIZE Amazon MWAA IREET , Amazon MWAA @ RFRERIEZ—RFH N VPC s R, XEHRLER
NEMEMNLZED (ENIL) , FAF IP L F Amazon VPC #, SIBiXEiFERE , T?EHZVTEJ‘ZE: VRE
EHFA T ROFF BB ENINEFEAEN AWS BRSS

EE VPC iR 1A[H 194
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NEMEZIHRER

R B Apache Airflow Web FRFEER T AENEZIHEER |, MRS RENES BN LTFEEH,

« Amazon MWAA 3 Amazon Aurora PostgreSQL TTHIELHIEFE LR VPC DR, KRTRARHE
MR B ENAEFROTAXFCIEN , H A FHM AWS 1K,

« RF , Amazon MWAA & FFEFRFH IP it ETEORKS. X EEXEM Amazon VPC #
BNTHRXEE—N IP BERESKE,

FBEM Y RE

WRIES Apache Airflow Web BRFEFERE TRAEMEZHRERN |, NINEFREFE Amazon VPC WFA
REH,

« Amazon MWAA 73 Apache Airflow Web fRS5E 812 —/ VPC #Oiw< , 7 Amazon Aurora
PostgreSQL THEHFEEFVEEORS, KRV AREMRAFEZNAEFFNTAXPIEY |,
Biws FHM AWS IKF,

« RIS , Amazon MWAA £ FREFM S IP it EDENRS. X BEXIEMN Amazon VPC By
BNTAXYE - IP WERESREK.

EAE M AWS BRSSHIR

EOLIRT S AWS Identity and Access Management (IAM) F {E A BRI R T A BREREH
EFTA AWS RIRHINR, BEANTESAES AWS RS , BTRSEHSEREFEARENHITA
BERENR. ERMNER , FZH Amazon MWAA HITAE,

MRS Apache Airflow Web FRFESIEIZE TAEMEZHRER |, NEXLME VPC mRUKREP RTFE
M SN R, ETHEEZELR |, B2 Mthe section called “VPC i R 5K #E ( XRFLAERH ) 7

B VPC &=

AT N B UM ESF Amazon MWAA BIEH VPC ImR , AR AR 5 Apache Airflow VPC i S I FAH
IP Hb ik,

£ Amazon VPC #2#IAHER

T—HWERTHNAEE Amazon MWAA BIEH ( &1 ) VPCiImR , AR ATsE 2 RIZ M EM VPC ik =
( IR IEFE Amazon VPC REARLERH ) .
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EEER (81) VPCIwR , THITUTRE

1. 3TF Amazon VPC Z#I& 1 im =l Ho
2. R AWS XEE R E RSN X,

3. ﬂﬂ%“"’ﬁ: Amazon VPC HR{ERAFAERHE , MR EFIH Amazon MWAA BIZR ( &4 ) VPC #0
mR , URETRE D IENEM VPC KR

EiFATHRERALEEABAMN Amazon VPC FREM VPC RS IR R |, ES W £HAFLEEHBEE Amazon
VPC # el FrER VPC RS Iw =

1R %l Apache Airflow Web B2 KRH VPC s S FAE IP Hbik
LTSRN A 3R Apache Airflow Web RS2 ENBRE VPC #Nwm S REFE IP ik,

1. fEALLT AWS Command Line Interface (AWS CLI) a5 54 % Apache Airflow Web ARS525 89 E 41
Fo

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

R ERRCM TR ROAS :
""99aa9%99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-west-2.airflow.amazonaws.com"
2. WE—ANETHmEPRENENREZIT dg v, Hlu:

dig CNAME +short 99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-
west-2.airflow.amazonaws.com

BNEFRCMTENAIRONA

vpce-0699aa333a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. fEALLT AWS Command Line Interface (AWS CLI) ss S & E— NS HIE N FIRER VPC £
% = DNS &%, 5l

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.
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FBNEFRCMTENARONA

"DnsName": "vpce-066777a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. 3t Apache Airflow £#H1E R HE VPC %R DNS & #E1T nslookup = dig e S AR 3K IP Hbit,
-

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS

FBNEFRCMTENARONA

192.0.5.1
192.0.6.1

518 Apache Airflow Web fR$5258Y VPC i ( FAEM L& iF R )

WMRIES Apache Airflow Web FRFESEE TRAEMEZHEER , NFEZ R E —FYLHISKIG1E Apache
Airflow Web RS20 VPC #EOw SR, M FXERR , BIIENUEHE Amazon MWAA FHREHERERY
Amazon VPC, VPC £ A FMFE FM,

£ AWS Client VPN

AWS Client VPN 2 —HE T EFIRIEE VPN RS , AL ER e iGRA MR R AWS ZRHM
BiFR. EMEM OpenVPN FFimMEAI BERHEL £/ TLS E#,

EATEWIRE Amazon MWAA HEXREEZ i VPN : #iE : £H AWS Client VPN BLEFAH M E1F
8] 1 BR o

£ Linux 22 3%

BR2FN 2RSSR HENWREHMABHE ( HlOMNITENEZT EBRRM ) iHRFAE LRI
BRo Linux RHIUTFLAEFHH |, XEXFRE—INZL4A , ZZLAARFNEEIESTELFNNE
& Amazon EC2 EH|HZ £ A3 1T SSH iA4IE,

RATEWIRE Amazon MWAA #HIEXREE Linux B2 FH : %2 : £ Linux E2FHEELEMNE
T 18] B PR 6

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 197
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ERAMEEES (SR)
T—HERTNATNAERFAESIEEMENRE,

1. B#d, BEEFEHIEME Apache Airflow Web BRSERH VPC EOHSHNAE P it f B #5
B, RINBILCHHANFAE IP it BEENIMER , RAREA—N2BRETAM, B[R
BFE IP W EZELR |, S the section called “IR 5 Apache Airflow Web fR$E8 R H VPC
R NFAE P ik,

2. RERE, RMNBWEEREHIRERFER 200 M 302 RSB, &N , IR Apache Airflow Web
BRS525H9 VPC iR Mm B 7 302 Redirect £5i% , N BFRATRES AR IC RIE TR T,
3. HTTPS {2, HEE% Apache Airflow Web IRE &1 Bizik O, Bt :

7/ % O
HTTPS 443

4. ACM #igi&. MREFEHKE SSL/TLS iE$ AWS Certificate Manager , W B E R f1 #5259
HTTPS {25 8128 — Mg,

5. ACMIEHXE, MREEFRKE SSL/TLS iE+ AWS Certificate Manager , N5 E i L& F|
SEHINEHRRMN AWS Xig, Flm :

Example B F&IF P X i

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

FEAFMERHBTE Amazon VPC F8IEFERN VPC REiE A

T EBM T EIA Amazon VPC MEEEH I VPC BRZE#4S ( AWS PrivateLink ) A2

Amazon MWAA L/ Apache Airflow. ZRITST4E T Amazon MWAA ERH AWS RS TER VPC
LIRTT . Apache Airflow FTER VPC KiaT R , AR NAFEAFERBELE VPC KixT R FH
EEIMELIE VPC,

ERS
© Ef
. B4 FIFAE BE B

FF Amazon VPC ##) VPC RS i R 198


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/tutorial-application-load-balancer-cli.html

Amazon Managed Workflows for Apache Airflow AFEm
. (XFE)VPCiIHR
HEEMEN VPC iR

« AWS RS FIEM VPC Kim T K

+ Apache Airflow FTFEE# VPC IS
« (A% ) F Amazon S3 VPC Nk 2/3 AFE IP st

« f£H Route 53

- HwHBEMN DNS f#Hr

EM

« AWS PrivateLink E#

HAEMZMFEEEH
Private Web Server Option

Service VPC (single tenant)

@_

Web Server

VPCE _ Load Balancing Airflow Web Servers
IAM
/\ \A\/
. @
o/ 7~
Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Container Registry Management Service

FEM LG EER 5B Apache Airflow Ul BIRFRER #I9 Amazon VPC R B3R A TA BIIRE IAM KBS
BAF,

BIEEBFE Web IRFEFH RN PRI ER , BTUFFIE KT ZE Python Wheel #4% (.whl)
B, ARETE requirements. txt F5|A .whl, BEXEA Wheel ITBMELEKBTNHEE , FS
2 Python wheel BB ki I,

TERERTHE Amazon MWAA 2§15 EBRE a] LUk B FAE P 4L,
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RAriEmE

Web server access

© Private network (Recommended)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)
Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.

- FAEKHE. TEEBMIFEE Amazon VPC £FR4] VPC RHIMEHRE,

TR R EBRM | 3 BENTEEANSR AWS RSEHFE VPC Lin

BN S MWAA MR TR — AWS XEHIE Di# VPC H,

(%% ) VPC im K

T—HERTEEHRIEERMA Amazon VPC FTER VPC iw K.
AWS BREH VPC £

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

YOUR_REGION.
YOUR_REGION.
YOUR_REGION.

YOUR_REGION

YOUR_REGION

EEFERN VPC iR

RIS

AWS RSB FIER VPC 4

UT#E2ERTNAEFERAN AWS RSH VPC KR

& VPC i RUE

1. #TF Amazon VPC ##IAH & S 7 Ho

EEINE TN

s3
monitoring
ecr.dkr

.ecr.api
YOUR_REGION.
YOUR_REGION.
YOUR_REGION.
YOUR_REGION.
YOUR_REGION.

logs

sqs

kms
airflow.api
airflow.env

.airflow.ops

Ll ==

lﬁ -r" EAN

ARNEARBEREN Amazon VPC EEMEMN VPC in RIS IR,

T HEREE|IIMA Amazon VPC ISR,

Zliﬁiﬁilxﬁﬂ’]ilﬂ%iﬂ VPC
& , Apache Airflow £E

e H T IS MWAA FH S
Ri% T = , B Apache Airflow FTER VPC LixT =,

(BE ) VPC A
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RAriEmE

2. fFH AWS XEE R E RSN X,
3. 62 Amazon S3 MxiF R

a.
b.

C.

prid=gnlfe DT Jous
HEBMMERERBFRRNAFTRT , BA:.s3, RFEREE LK Enter,
BATEVON PR S BIE R A9 AR S5 0 S0

f]20 , com.amazonaws.us-west-2.s3 amazon Gateway
£ VPC HiERERER Amazon VPC,

BREERTUTARTAXNRNILEFN , HBIEES A DNS EHKREAEZALE
DNS.,

EFRIFER Amazon VPC 2424,
ERBEPIERT2HRNR,
pri el =4 =V

4. 7 Amazon ECR B Z&E — /NS :

g2l FE A SN

EREMBESIZIBFERXAFZESD , # A ecx.dkr , RIGEEE LM Enter,
RS IRR.

£ VPC FiEEHER Amazon VPCo

BRERTNTAETAXNANLAE FM , H/EAKE A DNS &,

EFRIFER Amazon VPC Z2 4,

TR M P IEFE T2 T RINR,

RO ERS.

5. 9 Amazon ECR BIEHE - MK :

e.

f.

TR R

EREMREIZEBFEREXAFTEF , B A .ecr.api , AFRER LK Enter,
RS RS

£ VPC HiEEFEHER Amazon VPC,

BRERTNUTAETARNANLEFN , H/EMAE A DNS &5,

ERIEM Amazon VPC ££ 4,

EEFTRER VPC IR

g.

FERBHIEFET 2T RN,
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h. EEIEKR.
6. H CloudWatch A EdlZE& T

a. ERMIBIKR.
b. EEEMMARERBFEREXAFTRT , #A:.1logs , RIFKREE LM Enter,
c. EERFWHRo
d. % VPC Fi&EIRER Amazon VPC,
e. BREFETNUTAETARNHEMLE TN , H/EHEA DNS &,
f.  EEBIREH Amazon VPC T2 4,
g. HERBPEREZT2HENR,
h. EFEEKR.
7. BIEAT CloudWatch ¥4 %

a. BEERMERS.
b. EREMKEIRIXBFELENEATERS , B A .monitoring , AFEEHE LM Enter,
c. BEERERFIHR.
d. & VPC Hi&#EIFRRY Amazon VPC,
e. BMRERTNUTAETARNHNMLEFN , H/EHEA DNS &,
f.  ERIRER Amazon VPC T2 4,
g. HERBPEFET2HENR,
h. EFEIRIKS.
8. A Amazon SQS f|&if

a. EERBIKSR.

b. HEREMMAEHERBFEEXEIFERT , A .sqs , RAFEEE LK Enter,
c. BEERFIHR.

d. 7 VPC Hi&#EIFRRY Amazon VPC,

e. BMREFETNUTAETARNHENILEFN , H/EHEA DNS &,
EFRIFER Amazon VPC Z2 4,

—h

9. ERBHPIEFRTEIHERR,
h. GEFESIRIRS
202
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RAriEmE

c o

o o

EFOEIR R

EREMHESIRIBFERIAFZES , B A .kns , RFEHEE LK Enter,
EF RS R R o

£ VPC HiEFHER Amazon VPC,
BRERTNTAEITAXNANLAE FM , H /5B A DNS &,
EFRIFER Amazon VPC Z2 4,

TR BEPIEFR T2 T EA R,

RIS

Apache Airflow FrEERY VPC Ui =

T—T &R T Apache Airflow #J VPC i RIEZEIIME Amazon VPC B IR,

™ VPC i RIEESIREFH

1. ¥TFF Amazon VPC 2 #I&# ik < T H.
2. /A AWS XiEkF &R AN X,
3. 7 Apache Airflow AP| 82 = :

c o

® o o

—h

Q0

o

C.

d.

EF ORISR

EREMRERZEBFERNAFTES , B A .airflow.api , AFKRES LMW Enter,
IR S i R o

£ VPC HIEHEHIRERY Amazon VPC,

BRERTNTAETAXHNANAE FM , H /5 KA DNS &,

HEFRIREM Amazon VPC 224,

TR AE PIE R T2 T EA R,

RO ERS.

71 Apache Airflow ERIEE —MNij S

EF RS

ERBMRIERIRCBFEEXERTERF , B A .airflow.env , RFIREE LM Enter,
IR S i R o

£ VPC ik EHIHERY Amazon VPC,

EEFFEN VPC iR
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e. BRERTNUTAETARNANEFN , }/iE KM DNS &,
ERIRER Amazon VPC T2 4,

g. ERBPERTLFENR,

h. ZEESIEHKS,

79 Apache Airflow 2{EBIZEE — MK

—h

TEFR B R R,

ERBEMRERRIBFEENERTERESR , B A .airflow.ops , RFREE LK Enter,
ERRS R

£ VPC HIEERIIEM Amazon VPC,

BRERTNTAETAXNANLEFM , H /5B A DNS &if,

EBRILER Amazon VPC Z2 4,

ERBEPIERTLIHRENR,

prit=Jui = A J=N

o o

- ® o 0

= @

( ATi% ) W Amazon S3 VPC #Z 0O S E AFAE IP it

Amazon S3 ?&D*”‘ RAXEFAE DNS, S3 i ‘*‘}?%éﬁﬂﬁﬂj“ﬁ IP 3k, EF S3 kAT R FA
B IP ik | BMFEETE Route 53 H17 S3 Ei;ﬁi#‘aﬁzﬁbﬂﬂxﬁ?%

£ Route 53

AT NEER Route 53 7 S3 EOwRAE HAIE IP it PR,

1.

5 Amazon S3 VPC #NO¥w R ( Bl s3.eu-west-1.amazonaws.com ) I ZAEREXHFEE
Amazon VPC X Bk,

2. A Amazon S3 VPC #0#% & ( #l0 s3.eu-west-1.amazonaws.com ) BI25|& A 1% , Zidx
A EEMT R VPC $03% S DNS & o

3. N Amazon S3 #ZNuR A ( HlaN |, *. s3.eu-west-1.amazonaws.com ) Bl —N3I& A BERFIC
F , ZICFKAMT A VPC #0O5 = DNS &#.

/A BENX DNS T

&R Amazon VPC fEFI BE X DNS B&H , NFZET 62 5] B 1CFKE DNS #4738 ( 72 Route
53 , BE RIZ1T DNS fRS58:#Y EC2 354 ) Bt 1TE R, Hlmn .

(

A%k ) I Amazon S3 VPC Nk RS AFAE IP tbit 204
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Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2g2e2j3.s3.us-west-2.vpce.amazonaws.com

TS MWAA EEE B S# VPC Kig T R

T 5% MWAA AT D% VPC KisT R 5i% & Apache Airflow FMEFFEHN EHAWSIRS ER . BE
BCWARTRERNMNEEARG -

ERBEISMREAREERSNAWSIK P MHEZHIRET , RASEHRZR Amazon VPC H 42
Apache Airflow ¥83%, AWS Organizations

T AV R IR R PRSE B 48 /)N B A AR Y L um T RUBY A TE B R ORE R B AR RV 15 17 SRR

MRESEFREEB SN VPC KiET R , MFEEARNIFIE RDS for PostgreSQL M #EFEFIFE Web
RBE|OIEBESHL iﬁ”ﬁfﬁ,\“o

AR D#EH MWAA fa#E =ixEEE Apache Airflow WEZE R | HSET S MWAA £HE,

E X = Amazon VPC F4|ZEIfE

MBREBEHAEBESNMHZEFREHAWSIK S , WA LAAWS OrganizationsEFIEEMN VPC KigTT R E
Amazon MWAA R &R , SELAHPH S — Nk HEZERERT R,

LIEBBHRE VPC HRINPRE , 18X Amazon VPC WIKF ( FTE® ) NEE TR —HEAM H Atk
F (35% ) #= Amazon MWAA FTERN RN AAE FN, REXLETRHNSSEKFTUES, €
B, ERAMBRE =M Amazon VPC FHIIRE,

Ri&EE —NKFOwner , ZKF FEHALFHRoot Ik HIHAE Amazon VPC &R , £ —1
SE5EWKFParticipant , BIA—4ALMNKE. EE2HZN L% VPC FParticipanttl
¥ Amazon MWAA Bt , A Owner mazon MWAA B &8I IR VPC BiR , RAEHARK 72
PENDING/METHYIRZS

BIRASMECREATINGHEPENDING , KXW EIXL AOwnerBIZMEMNRS, NItk , TS
ﬂ MWAA £ 5 MWAA #2H1E 5 H T HIEEM Web RSB LIRT R B AR
GetEnvironmentAP| #/ERIREVRS =

EEEECHT D VPC KiRT R 205
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® Note
MRERTHERIREN Amazon VPC Z2FEM Amazon VPC , AR 5E B H PR Y 25 BRthe
section called “B VPC I 214 10", ANEBNFUMEESEAWSKE EMAWSIRS ( Hl40
Amazon ECR, Amazon ECS # Amazon SQS ) #x# % —4 Amazon VPC LifTi R, XL
RSN FERPZETHNEEEN Apache Airflow IREEXEE,

SREH
EHEZ VPC 8] Amazon MWAA IREZ BT , BEELUTER :

« —PMAWSHK~Owner , AERBIL S VPC BIIKF
« ¥ERBMyOrganizationt|B2MAWS Organizations4A 4R #47,
« THME=ZNAWSIKFParticipant , MyOrganization AT AESIBZFHRENSEEKFRER

%o

eS| RAVBUIERETE Amazon VPC PR EFRIATE ENS5ENFTIENNIR,

I Si#k VPC
B , (-1 AEENSEEKS FHLZH Amazon VPC :

1. FEAERFESA0wner , REITFFAWS CloudFormationiZ 4l & . EHAUTEROIZEHERR, ik
MEBTHESME AR , B1F Amazon VPC , UEFANKFERZESPFHENFM,

AWSTemplateFormatVersion: "2010-09-09"
Description: >-
This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each
AZ), and default routes for them in the private subnets.
Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String

EHZ Amazon VPC FalE RS =
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Default: 10.192.0.0/16
PublicSubnetl1CIDR:
Description: >-

Please enter the IP range (CIDR notation) for

first Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-

Please enter the IP range (CIDR notation) for

second Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnet1CIDR:
Description: >-

Please enter the IP range (CIDR notation) for

first Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-

Please enter the IP range (CIDR notation) for

second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: '"AWS::EC2::VPCGatewayAttachment'
Properties:

the public subnet in the

the public subnet in the

the private subnet in the

the private subnet in the

HEHZE Amazon VPC B ZHIE
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InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs "'
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAzZs "'
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs "'
CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1

EHZ Amazon VPC FalE RS =
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- 1GetAZs "'
CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable

EHZ Amazon VPC FalE RS =
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SubnetId: !'Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2
PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1l)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:
RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl
PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:
RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
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Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: 'AWS::EC2::SecurityGroupIngress'
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
SourceSecurityGroupId: !Ref SecurityGroup
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC
PublicSubnets:
Description: A list of the public subnets
Value: !Join

1 1
’

- - !Ref PublicSubnetl
- IRef PublicSubnet2
PrivateSubnets:

Description: A list of the private subnets
Value: !Join

1 1
’

- - IRef PrivateSubnetl
- IRef PrivateSubnet2
PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2
PrivateSubnetl:

Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. BEHH Amazon VPC &R , SMEIAWS Resource Access ManageriZ#l & , REIEFCIE
BRREE,
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3. MNuUEZHENTAFMIRPEREEE - SFOEN TN, Participant

BRI IRE
TRUTEHSR , FHAEZFEEN Amazon VPC Kk a6l 2T 5# MWAA 3R3E,

1. fEAParticipant&FXHTFF Amazon MWAA 4l&, TRE—F : EEFMES , NEHNHF
HEIEE Amazon S3 7. DAG XHRMEKBXR, BXEZER , BZHEA

2. EEREESHRENEHMET , AHZEMN Amazon VPC FiEEFH,

3. EMREE T, NTHIIRHPIEE “BEF,

4, RENEHLERENNRIAME , ARE EFH0E” RELER “QRFE,

HRIEFF IR BT F —FCREATINGIRA |, RAIFZE NPENDING, F3ENEIPENDING , EAE4IAE TEHIE
FEimRRFZ BN Web RFEmRRFZEN (WMRBIZE T T H Web RS )

LR FH Amazon MWAA 3241 &t 2 $IR3Ert, Amazon MWAA ERFAIEN AN HEMNIZE T —
NFWELE, B TE24E ID,

ET—%d , owner'FEARS KT aMLL4A ID EHEM Amazon VPC F I ZEFHH Amazon
VPC ZKimT Ko

2 Amazon VPC KipT &

TERATER , NENHRCEFTFN Amazon VPC LT Ko

1. &FAWS Management Consolef£FOwner , TFF https://console.aws.amazon.com/vpc/e

2. MNEMSHmEmkhERLZed  REEAUTALMBEMRNEHREZRN Amazon VPC 81K
Zed

RE I3 IRRE HIR
Ah FRBERE All £ R RREA
H ¥5 FrERE All =% 0.0.0.0/0

HEHZE Amazon VPC B ZHIE 212
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/A Warning

OwnerlKF AMEMKF HIRELZEAH , LATFMNFHERIXZE Amazon VPC B
E, OwnerZ o UBEEHOwnert| BFMNEZ 2 AR mENE LTS ARSI B A,

3. 1%&# Endpoints , RAEEANHESRPNGE LIRS BEHRRIMERIEEFRN Web IRFeF ( MRLTFA
BERX ) QIBFNKIRT R, EBHEM Amazon VPC, ERATHENFMURRENZ A,

MR, REFMPENDINGEIZ N CREATING , /G NAVAILABLE, MR ZiX#HAVAILABLE , £R
A LAE 3 Apache Airflow 12 #| &

# = Amazon VPC 5EEfEZ

FRAUTSEZXRFBREETLE Amazon VPC F B INERIERIM EIE,

IRELL T aft CREATE_FAILED er PENDING IR7
« ParticipantfERAWS Resource Access Manager@if R AOwner EEHRE TR,
- BWIABUEER Web BRSSE5H Amazon VPC LinT R R ESHREXBEAER R P EIEMN,

- BNEENAETR—EFANZLERTRBEATHENRSEANRE. ZOwner K/ IE2H
MNP RELASIAParticipantNaccount-number/security-group-id:,

il 713V JRER KR

MERE All £ 123456789
012/ sg-0909e8
e81919

BEXEZEE  BSRMAEENSEZNTENNR
INBEHPENDINGIRZS

BIEE VPC Kin T RAVRSUBAR RS NAvailable, MREAFLE Web BRSHFEEF
5, WEKHA Web RS 2REIBLIRT Ro MRFREAKEPENDING , N A RERRRD A
Web B S5 880w Ko
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W E|The Vpc Endpoint Sexrvice 'vpce-service-name' does not existfiix

MRERFUTHR  FRIEMBLGRTRNKS RSN TREHRE VPC HOwner K/ 5

ClientError: An error occurred (InvalidServiceName) when calling the
CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist
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Amazon MWAA B2

RIEEBIEFE A MG EE A T Apache Airflow SER T S #EE TERER step-by-step #H L.
FA

« 32 : £/ AWS Client VPN B FAH R & RRR

¥ . FH Linux E2FVEEMNENEZ L RE

« ¥ : BRHl Amazon MWAA AP X85 DAG KYiA A AR

« ¥#E : 7 Amazon MWAA LB EBZE SN ELRRT R

#F2 . £/ AWS Client VPN Bt EFAB M &1 8 fX PR

BHEF S FEFERN Amazon MWAA IREBIZ M 1T EHLE| Apache Airflow Web BRS585H7 VPN F2&
WHER. EBET VPN BBEEZIEERN , EELAFTEE— AWS Client VPN in R, REFTHKE ,
EFu VPN R VPN BRSEE , ATFITENS VPC A RB#HTREEE. A5, BFFEAR
H R AWS Client VPN MEBE#EEI & Fim VPN,

ANRFI=E

- REML

- ARG

- FREIRNER T

- B#R

- (W) SE®1: ¥WE VPC, CIDR#MUF VPC &
s SR 2 BIERSHRUEPBNESIRIED

« S 3 : ¥ AWS CloudFormation ¥R 1F F 2 ith

- $] 4 BIEE % VPN AWS CloudFormation #4k
« HB]5  FFRKREREE 7w VPN

- SR 6 ARSI VPN IRIFRA OAN

s SBR7: THREFK VPN i S B i 34

- R 8 : EHEF AWS Client VPN

« BTRMAL?
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https://aws.amazon.com/vpn/client-vpn-download/
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B M

AHRBIRIEE RN Apache Airflow Web FREE51%B T RAEMEHRIER,

Private Web Server Option

Service VPC (single tenant)

o B BE B

Web Server
VPCE _ Load Balancing Airflow Web Servers
IAM
/—\ \A\/
=4 7~
Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager

Storage Service (S3) Queue Service Container Registry Management Service

FBEM G EEN /TR Apache Airflow Ul B9 BRPRHI9 Amazon VPC H B3R 1A B3R E IAM policy
BWAF,

BIZEEFAE Web RS [T RAVERERT , HAFFTEAKEIIT B2 Python Wheel #42R ( .whl )
H , ARETE requirements.txt F5/A .whl, BXEA Wheel ITBMELZREABTMNREE , FS
E 6 Python wheel &2k,

TEERTE Amazon MWAA 25| & EBRE a] LUK BIFA B M 1L,

Web server access

© Private network (Recommended)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.
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EFZEIY

B LAE B2 Amazon MWAA SR BI R 2 EERAARHIE, BXTERSENIREHEBRN Amazon
VPC. VPC Z&HEMIAE TN, MREELE Amazon MWAA SREFFERAAHKE , METRXES R
& , B BURE Amazon MWAA 1241 & 34% Apache Airflow Web FRES5iFRIERER N ABEMN L,

TTIRBIRY AR T

1. RERFPNR, FEMHRIEE AWS Identity and Access Management ( IAM ) Ik F #8 Z%H
R AIZEFEE VPC BIRo

2. {#H Amazon MWAA VPC, AHERZEIELENEF I VPN REKZIIHF VPC, Amazon VPC #4
M5 Amazon MWAA IRBEN TRI— AWS X , HBEERAMNREFN, MRERKREIZE Amazon
VPC , iEEH AWS CloudFormation 4R , 21 &1 = : 8|2 A 0] BB 157 By Amazon VPC X
& Fi o

B #5
ERBRT | BFRTATRE

1. {FHIA Amazon VPC £ AWS CloudFormation 1 #x ]2 AWS Client VPN 3 &,

2. E£EEBEFBNEFRLEPNESR , ARHRSHFIEBNELH LEEE Amazon MWAA FR3E[E —
AWS X1gi#y AWS Certificate Manager.

3. AEFIR VPN THAEHEFFix VPN i REEXH , RIEEMEXHEIZE VPN BLEXH , A E
ERAKRERE S is VPN B1TESE,

( Ak ) HB, 1 BWE VPC, CIDRMNF VPC &£

T—FNAWMA Amazon VPC, VPC Z2HERK ID , URERELSRPIRFCIEE % VPN FrE
B CIDR #E F5 3%,

¥E CIDR My
T—HNEwMRS CIDR MM | BEEFERXLEMNKEIZERFim VPN,
iR8I%E % VPN B9 CIDR

1. 1 Amazon VPC #£#l& , 3TF Amazon VPC T H,
2. FASMEPNXEERSREES Amazon MWAA IRMEHER AWS XI5,
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3. 1%&# Amazon VPC,
4. BRIZFEFME CIDR 2 :

« AEFM 1:10.192.10.0/24
« AEFM 2 :10.192.10.0/24

R Amazon VPC By CIDR & 10.192.0.0/16 , BRAZ N EFim VPN IEEMNE i IPv4 CIDR
2 10.192.0.0/22,

5. {RTFLk CIDREU K VPC ID WEUHEETRERM.

R3l VPC MZ£4

T—FNANMAERBEREF % VPC FFrEM Amazon VPC FlZ£4H 1D,

(® Note
BUREEFEA— M ENZSE, ERESIRD , BFEBEEMR VPC R 2 A,

ll\ﬂUﬁééﬂ

1. 71 Amazon VPC Z#HI BT H L £ A NH.

FESmEd |, FRXEERIERIER AWS XiF,

f£ VPC ID H&# Amazon VPC , }iR515 VPC XKW R £ 4,
REZLAM VPCH ID , HEESTRER.

nal S

SR 2 QIEBRSSBF|IERMEFIRIES

EFim VPN i A 1024 L F 2048 f RSA A K/, LTI A OpenVPN easy-rsa 4
RIRSF M EFIRIEBMFEE , AEFEHA AWS Command Line Interface ( AWS CLI ) FFiEH L& 5
ACM,

BIRE iR ik

1. BRUTRESR  BEEES G ORIUENEN  HESHRIEFRR AWS CLI 8| 2UIEH 4 HE
+&F ACM,

ST 2 SIERS LR MNEFFIHIES 218


https://console.aws.amazon.com/vpc/home#/securityGroups:
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#mutual
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2. EXESRP  ELEARSB[AEFIRILERE , BH40E AWS CLI s 5 HIEES Amazon MWAA
IRMEERN AWS XiF, U TREXRMAEX LRSS HIEEXIEHN —LLRE

a. Example BRS5231UE$ 0 XI5

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. Example & F imiE 5 #Y X 15

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. TERXESERE , REERS[ILEPBMEF,IHIES ARN B AWS CLI N FiREIWE, &RF
£ AWS CloudFormation ¥R 5EiX L ARN RKE|ZEXE Fim VPN,

3. EXESED  BFIRIUEPMALFAFREITENS, UTR2EXEME o] LUK BIX LEIFH R
Bl -

a. Example 7 macOS Lt

£ macOS £ , ABRETE /Users/youruser/custom_folder, fNREFIH Itk EH FZEFT
B(ls -a)NE , MIMBERRUTUTHENAS :

ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. ERIXESEE , RENADRE clientl.domain.tld.crt FIZ T EFIRIEPHE
K7 clientl.domain.tld.key R TRANMNE, SFEBXLEERMNEEFiH VPN
BlE X,

S 3 : & AWS CloudFormation iR 17 4 i

T—FaE62REF i VPN B9 AWS CloudFormation i, X FiXEEE , RMNEBWIEES Amazon
MWAA ¥R3ZFHE# Amazon VPC, VPC R MFE FM,

S8 3 : & AWS CloudFormation AR {# 172 &b 219
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RAriEmE

BT E

SHUTERNABIHNFEERN mwaa_vpn_client.yaml REERMEF, B LUER T HIE
o

YOUR_CLIENT_ROOT_CERTIFICATE_ARN— 7 ClientRootCertificateChainArn HHY

client1.domain.tid iFH# ARN,

YOUR_SERVER_CERTIFICATE_ARN— 7 ServerCertificateArn FHI RS EFIIHH

ARN,

£ ClientCidrBlock HEYZE Fiw IPv4 CIDR SN, &1t 10.192.0.0/22 ¥y CIDR M0,

Amazon VPC ID , fl VpcId Fi7R. &t vpc-010101010101 #Y VPC,
VPC 44 ID , t SecurityGroupIds AR, 27 sg-0101010101 &2 4A,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.
Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- 5g-0101010101
SelfServicePortal: "'
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN

S8 3 : & AWS CloudFormation AR {# 172 &b
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RAriEmE

TransportProtocol: udp
Vpcld: vpc-010101010101
VpnPort: 443

(@ Note

MREHEREFERASANIREE , WAL TEREES N 2E4

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

HBR 4 BlEEFFiw VPN AWS CloudFormation 3#4%

B2 AWS Client VPN

1.

I T

$TF AWS CloudFormation & & o
ERERCEZRE | RAEERE EEERF.
BB, RE%ERER mwaa_vpn_client.yaml 34,

BET—%., T—F,
RN, REERFE R R,

HIR 5 FFRREREIF/us VPN

BB FRKXEKE AWS Client VPN |, BEHATEAT#HE

1.

2
3.
4

$TH Amazon VPC Z#lA&.

ERE P VPN SRR,

EREFE VPN |, REEFEXBET+, XK.
ETFHIRPERATHR :

« Amazon VPC , 1 VPC Fi7Ro
o ERBREXRIKNWFHHIHN—NLEFM,

S| 4 BIEZEFH VPN AWS CloudFormation 4%
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5. i&# Associate,

® Note
VPC FFMKXEXEIZE % VPN FEEJL 75 $#0aTE

HZER 6 : NEFim VPN ARINTARA O

BEEMSA VPC #Y CIDR M@ E A% VPN R INBRA OMN, 1R EEBBAKE Active Directory
HFE T SAML W EHRMERE (IdP ) PR ERFSHYA , HS56H (FF iR VPN IEfE) PRI
o

Zff CIDR 0| AWS Client VPN |, IEHITU T #4E

1. #TF Amazon VPC ##l &,

2. EREFI VPN AT H.

3. EEEFIG VPN, RAEERELUETF, B#BRAQ,
4. BEUTHE :

- EXEHFEMESEH Amazon VPC 8 CIDR #l, a0 -

10.192.0.0/16
« ERTFHRANRS , ZBEAFAERAS TR,
- EHERT , A —NMERER
5. EFERIMBARAN

@ Note
R Amazon VPC REXRIA # , & AT BEME TE B L RAXA O HLIU R b2 PR £ 1 7] 222 11 1l 3%
( NACL ) H,

ST 6 NEFU VPN RMBRAOHAN 222


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-rules.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-rules.html
https://console.aws.amazon.com/vpc/home#
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ST . TEHEFIH VPN Rl & S

TR B XA

1. BRUTRESRE THES G VPN I S EXA4F THEFin VPN BE X4,
2. EXESRP  RELEREERTFH VPN s DNS EMBIEM—NF/RE, ROIWT

«  Example ¥ DNS B #5

MREFim VPN iw 2 DNS B TR :
remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443
BRRI— N FRBRRIABE i VPN iR, TR

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

3. EXESEF K RELERGEE—AH <cert></cert> I AFMEFIKIEPHAS , ME
— T <key></key> IRZEZBRNMMEZANAT. REWT :

a. HAGTRANHNEZREANEFRILEPMALANLE,

b. Example macOS client1.domain.tld.crt

E& macOS L& R clientl.domain.tld.crt AR , BRI LUEA cat
clientl.domain.tld.crt,

ML IR E HIEH M TE downloaded-client-config.ovpn & , TR :

Z771111dddaBBB

</ca>
<cert>

</cert>

S| 7 THEFU VPN ik o il & X 223
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c. Example macOS client1.domain.tld.key

EE R clientl.domain.tld.key MHAZR , BAILMEA cat
clientl.domain.tld.key,

ML IR E HIEH M E downloaded-client-config.ovpn & , MTFIR :

Z771111dddaBBB

</ca>
<cert>

</cert>
<key>

</key>

S 8 : iE#EE| AWS Client VPN

AWS Client VPN W EF iz R TRIZHN ., B LURITENEEERES AWS Client VPN |, LUIRBIHE
) VPN &5,

EEFE /iR VPN

1. TEHAZERER AWS Client VPN,

#TF AWS Client VPN,

£ VPN BF iR a R H, REREXH.

ERARMBEE X4 , ARFBIEER downloaded-client-config.ovpn,
R RE NP ARRMEE R

EENINEE XM, TR

EREE.

N o g A b

EEIEFK VPN B, BEEMFSHA VPN MiEETEEE Amazon VPC FRERIER,

S 8 : E#HEE| AWS Client VPN 204
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® Note
BARFRERHE R, RAREHTR , ARTRELEE,

BT RMAAL?

o ETHEUNARZE Amazon MWAA IR3E | SR FEER Amazon MWAA, BAMIER Fim VPN Fr
£ AWS XEHaEBTE  HEASEF% VPN #HE/H VPC, B FRMELZE4A,

HAE : A Linux E2 B ERLE ML R R

AYEF 5| S EIE Amazon MWAA SR | tnfa el Z MM it EHLEI Apache Airflow Web AR$28H) SSH
[&%JEO AHBRIZEBELUET Amazon MWAA SRR, REFT/G , Linux B2V HBERS

, AFITENE VPC R RFRHITLLERE. A5, LA SOCKS 3 & HE M hn 4 4 Sk 2 %531
L'Tl%%':l:' HREIZE , LAiFIR] Apache Airflow Ul

Sections

- HEML

- EAXR

- FHIRBIAYER T/

- IR CIEELHKH

« PR 2 : B2 SSH RgE

- FR3  HELYLLABEN AWEAN
« S 4 . 8% Apache Airflow URL
- FR5: BMERERE

« HP 6 : FTFF Apache Airflow Ul

« BETRMMTL?

R W

AHRBRIRIEE R Apache Airflow Web FREZE5IEE TRAEMEZH D ER .
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Private Web Server Option

Service VPC (single tenant)

@.ﬁ. &

Web Server

VPCE Load Balancing Airflow Web Servers
IAM
/—\ \A\/
=4 7~
Amazon CloudWatch ~ Amazon Simple Amazon Simple Amazon Elastic AWS Key AWS Secrets Manager

Storage Service (S3) Queue Service Container Registry Management Service

FAE R 415 ()18 20515 18 Apache Airflow Ul B9RUBRFR %I Amazon VPC & B3R5 R IR 1AM RS
AR,

BIBZEEFE Web IREE51H RN RIIMER | HTRFFAEKREIIT B2 Python Wheel #4% (.whl)
i, RIETE requirements.txt A5|IA .whl, BXEMA Wheel FTEMELZRMBIMN AR , BS
E 6 Python wheel &2k,

TEERTE Amazon MWAA #2&1 & EBRE a] LUk B FAE R L&,
Web server access

© Private network (Recommended)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your
Airflow Ul is only accessed within a corporate network. IAM must be used to handle user authentication.

Public network (No additional setup)
Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of
a corporate network. IAM must be used to handle user authentication.

52 F Z= 5

B LATE B2 Amazon MWAA SRBEEFEAAHTE, B4 EREREHERBR Amazon VPC, VPC &
SHMDNEFM,
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TR Bl Ry AR T4E

1. REAFPNR., BFRRMETE AWS Identity and Access Management (IAM) H E9 K = 34 2 B A1
BRRBIZFEE VPC &R

2. €A Amazon MWAA VPC, A RERELFELEYXEKE VPC, Amazon VPC 45
Amazon MWAA SRENTFE— X , HERERIMNEFN , W 812 VPC W% FAIE X,

3. fIZ SSH &48., BLEEEE Amazon MWAA IMEMEH XiZ 612 Amazon EC2 SSH %4A
(.pem ) FREEEZIELRF /. WREZE SSH B4 , 155 H Amazon EC2 AFEEHH A
BERSABHR,

B #%
EARHRES , BIFRITA TR -

1. EAIAE VPC BHAWS CloudFormation R #]% Linux &2 #3241,

2. FEAWO 22 EHAOHNBRIHARL2YNFRLANANERE,

3. BN Amazon MWAA SFEH REAREAER LN EFNLLHNWALTRE,
4

5

BIEBFE24R5IH SSH B2iE.
LZEHBE B Firefox 3 MBI FoxyProxy H#LLEE Apache Airflow B F R,
FEA: RIBEL2H556

AR E 2 481 AWS CloudFormation #2&l& EFERIIE VPC BIAWS CloudFormation 184 812
linux B2 3RHIHNTH,

BIZ Linux B2 F4H

1. % AWS CloudFormation #2&|& LTI “SERIEAT WH,

2. FEASHMEFNXEEREREFESEN Amazon MWAA IREHEIR AWS X,
3. EERT—%,

4. HEHKREMXAFZERFRBRAEZH , Hl2 mvaa-linux-bastion,

5. EZW. MEBEER L , BELUTEI

a. 1%&# Amazon MWAA i8R VPC ID,
b. %# Amazon MWAA FRBEBH/AEFM 11D,
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c. & Amazon MWAA IREH/NE FM 2 ID.
d. TEAGTWERL2H5EFR CIDR Fim AR EEE M uSEE ( Hlan , AEF CIDRSERE )

(® Note

PHEENREEREZREASLAE FHAERMN CIDR SEE. 4
i, Bl VPC MK mE AWS CloudFormation #& 4k & #9423 B F Y
7910.192.10.0/24F, 10.192.11.0/24

6. 71£ Amazon EC2 BLEBEMK L , EEFELATEIN :

a. EBPXNBHHTHIIKRPIER SSH %4,
b. FEE2Z2FHBEHPRABRM,
c. XF TCP ¥ %k , 1%&# true,

/A Warning
LA SERA |, BT’ TCP BRIREN true. BN , LRFEEET —F €I SSH B
Eo

7. &EBT—%. T—%,

8. HEIEHMK K ABEFOIEMK,

ETHAX Lnux B2 EHNEZER , FSEAWS = EH Linux B2 4 : 483,
SR 2 82 SSH P&

LTSRN E A IZEBEE Linux B248) SSH BEiE., SSH BRERZWMASH IP #hsik X% F Linux £
2HNER , XRENAEIRSEFE Linux B2H80 TCP #RIiIEERN true,

macOS/Linux
BEaSTRIRBE

1. $TFF Amazon EC2 ##| &KL MH,

2. EEBE—IEH,
3. E4%|/AF IPv4 DNSTH IP sk, 5l

i, ec2-4-82-142-1.compute-1.amazonaws.com,
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https://docs.aws.amazon.com/quickstart/latest/linux-bastion/architecture.html
https://console.aws.amazon.com/ec2/v2/home#/Instances:
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4. EWMTRTAT , SMEFMHE SSH BANE x.

5. BITUTHTUMER SSH EZEEL21326], HRHABEERRN mykeypair.pem FHY SSH &
A

ssh -1 mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
fEF PUTTTY BIZERSE

1. 4TFF Amazon EC2 #2414 89S Bl E.
2. MIE—AIEH,

E510F IPv4 DNSTH IP tthiit, 45l
i, ec2-4-82-142-1.compute-1.amazonaws.com,

TFF Putty , R R,

EENBHPFENBRARN ec2-user@YOUR_PUBLIC_IPV4_DNS , FisBA# AR 22,
RBIF SSH W+ , EESFHRI, EATHORIENAANESR | EEARM ppk X4
£ SSH T , EEREXRT+ , RFERFSHMBZIET,

ERW®OS , A0 8157 IO ( REMHEMAKFEANKD ) , ASFEHRKOEE, EER
jJuo

9. BEXFEMFHBMAXEEW. B SSH Tunnel,
10. EERE , 7

w

© N o o &

@ Note
ETEBEN VAR AEBEE,

@ Note

MR EWEIPermission denied (publickey)4$&iR , BAVER AR AWSSupport-
TroubleshotSSH T & |, RFiEF ‘ST Ba{L ( #HE ) " REEREMN SSH REWHE,
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TR 3 FELVNELLAFREN AL

BYEXERSH/RBENBRENZEA , ATMRSRLARSHFNERTRERM, ATSRNA
MFERL2HLZLEEENTEREN VPC Z2EN AWRERR.

1. 7 Amazon MWAA &5 E3TFIRENHE,
EFRRIR,

EBRMEE L, %% VPC R£4,
ERRBALEAN,

b2 9711y

R TH5IFRAPERE VPC 224 1D,
MHREMEZ , FHRENRIAE,
ERRERN,

© N o o~ Wb

% 4 : 54| Apache Airflow URL

AR SBA BT F Amazon MWAA #2& & H4F URL & #IZ) Apache Airflow Ul

1. & Amazon MWAA #Z#|& E3TFFERE T,
2. EBRINIE,
3. 1£ Airflow Ul E &l URL ARITREES R,

PE5: HEREBIRE

MREFEATEDISHOE KN SSH B2iE , W AFEA SOCKS R IEE M ANA 4 RI=Hx WMEFF I
RIEFIZE, Bl , RO LAER Chromium B --proxy-serverWEERB R M SE , HEE Mozilla
FireFox | ¥ 28 A 5 1 iZ FoxyProxy ¥ BREF.

EI— . FAAIR O K IZRE SSH FEE

MBEFAEEH SOCKS RIE |, MALAMFEAARM IR O KIRE SSH BRE, UT REIGSEIEE A
w0 8157 LHYRERIFA Amazon EC2 ResourceManagerM 71 5 H

1. IIAFNGSRRFED,
2. BALUTHSUUITH SSH BRiE,
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ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-
vpce.YOUR_REGION.airflow.amazonaws.com: 443
ubuntu@YOUR_PUBLIC_IPV4_DNS.YOUR_REGION.compute.amazonaws.com

-L AREARIRARKE , Bt , EREEE—IMAtiRO , ATRBEREET R4 Web
RS 88 LR IRV ZR R O,

3. ENKB]/HEA http://localhost:8157/,

® Note
BAREEEMA https://localhost:8157/,

B B n{THITRE

REZH Web M BBHAFEEITSTREESHREENRE, Hlwn , ££H Chromium , & LATE
Chromium FBE LU T SEIN KT -

chromium --proxy-server="socks5://localhost:8157"

XFEHANERLE , ZeFEFEALENRSRHAIEMN SSH RBBEXRRERHER, BN TAR
#TFF Amazon MWAA FAEIRE URL ( £/ https:// )

https://YOUR_VPC_ENDPOINT_ID-vpce.YOUR_REGION.airflow.amazonaws.com/home.

IEM = . A FoxyProxy F Moxzilla Firefox KJ{{3E

AT RBIERT Mozilla Firefox By FoxyProxy #5/f ( lxZx 7.5.1 ) BtE. FoxyProxy {efit 7 —HNIE
EEWTE, ZIEFEEALERS Apache Airflow Ul FrfE B A& X ABPCE A9 URL RIEBIRS
2o

£ Firefox /1 , 3T FFFoxyProxy #r/EY E R H,

EFRRINE Firefox.

TR,

RN B AT T B FoxyProxy BFR , AREEF &I,

SHIUTREBHEARM B EN mwaa-proxy.json. ¥ YOUR_HOST_NAME R RHIMEE R
Apache Airflow URL,

o k~ w0 bh =
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"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,

"username": ,

"password": "",

"whitePatterns": [

{

"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,
"protocols": 1,
"active": true

}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1

I

"k20d21508277536715": {
"active": true,
"title": "Default",

"notes": "These are the settings that are used when no patterns match a URL.",
"color": "#@OS55E5",
"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,
"pattern": "*",
"type": 1,
"protocols": 1
}
1,
"blackPatterns": [],
"index": 9007199254740991
1,
"logging": {
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"active": true,
"maxSize": 500

},

"mode": "patterns",

"browserVersion": "82.0.3",

"foxyProxyVersion": "7.5.1",

"foxyProxyEdition": "standard"
}

6. 1 “M FoxyProxy 6.0 RUA LIRAS ARE” BHEF , EF “SARE" , REEFEXH. mwaa-

proxy.json

7. ERWBE,

] 6 : ¥TFF Apache Airflow Ul
AT SBRA A uE$TFF Apache Airflow Ul

1. 7€ Amazon MWAA ###I& E3ITHIRETTH,
2. EFFTFF Airflow Ul

BT RMAAL?

« ET7HRI{AE baol BELL THIA SSH B&iE LT Airflow CLI 8% , i§2 5 Apache Airflow CLI
UD T-‘ =z %o

- BT R DAG K53 L2 Amazon S3 iFEHE , ESF1 A INZHER DAG,

#HiE : FR&l Amazon MWAA B FP Xt E820 DAG 8915 R X R

Amazon MWAA BT ¥ IAM EHMEE —NKZ 4 Apache Airflow Y ERIA A &R EE I IR R R 1 [7] X
BRo UTHBERERT WMARREIMN A Amazon MWAA AP ReeE B EN DAG 5—4H DAG 52X
B,

(@ Note
HEQLEE IAM A | SO ERBKSTH R SERAHERNLEER,

£}
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https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html#default-roles
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- KREH

« H 1 FEHEIA Public Apache Airflow B E IAM KR4 Amazon MWAA Web BRSS 8814 18] X

BRo

« S 2 : BIEHK Apache Airflow BEENX A
- SR 3 FERUENABSBEL Amazon MWAA AAF
s FELSR

« HXHR

FRF M

EXHRAHEFNSR , REEUTRE :

« BEF% DAG 9 Amazon MWAA IRiE
+ AdminEA&AdministratorAccessiXBRHY IAM ZFEA M AT LARRF| DAG 1HRINRE IAM BFERERE

Ao MWAAUserEXBERABNEZER , 28 (AM AFER) PHNEERFESEHEK

® Note

B 7R RS E M IR IAM BF . BAIERVGRERF ALK AR IAM & &K at 5 E
Amazon MWAA &g,

« AWS Command Line Interface EZZE@@ M4 2,

S 1 FHBRIA Public Apache Airflow A [E IAM 424 Amazon
MWAA Web BRZ52515 A1 IXBR o

ERFNER |, E#EH AWS Management Console

1.

2
3
4.
5

FERAAMiNABEFEN AWS IKF HITHF IAM 24 &,

EEMSHERS , REAF , AEMAFKRHIERE Amazon MWAA IAM A,
EAFFAGENENBET , EENRETN~ , ARFEERNRER IR =R HEFHFMR,
FEIRENRIPD P |, RBFEZHMNERE , RAGERERE,

ECIERBRUMELE , %8 JSON , REFFLAT JSON NPRFEE I H MBI KRB REIRT., ZF
& @ EEERIA Public Apache Airflow A& A F &R T W% IRS 25175 RR,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install
https://console.aws.amazon.com/iam/
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow:YOUR_REGION:YOUR_ACCOUNT_ID:role/YOUR_ENVIRONMENT_NAME/Public"
]
}

FS| 2 : BIEFM Apache Airflow BEEX A&
£ 8 Apache Airflow Ul BIZH A€

1. FHEER IAM A€ , 377 Amazon MWAA #2414 H B IRER Apache Airflow Ul,

2. EMBHESMEET , NENRBEEZSLUTF TR , REERIHAGUEFERIAN
Apache Airflow A€,

3. MABJIXRPERAF A ABRENEHNIERREATH TR, ZREFAE , REBIANEE

(@ Note
EHREIEFTEACUD IR TFRESRPDHE RN,

4. ERBPRICGGENFAE  AEEREEICR.
5. ®YIMABTREL , HITUTERAE

s WFEWH , EXEREZERHFEABENF A, HlW , Restricted,

- EEEMNPRYIK , EBBRcan read on DAGsFlcan edit on DAGs , RERNERHFE
RBRE DAG R INIEEMR, Hl , XF DAG example_dag.py , %1 can read on
DAG:example_dag # can edit on DAG:example_dag.

ERERTF, NE , BRZEE—IHAG , ZABTURHIX Amazon MWAA IRER T M5
DAG HiFRINPR., TTE , B LUF A2 ELETEMIMER Apache Airflow AP,

S 2 BIEFK Apache Airflow BEX AE 235
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FRR 3 FEVENAESELS Amazon MWAA A F

STEHAG

1. fEAIFEEIL MWAAUser |, iZ21TEAT CLI S SR RIFER Web BRSSEE URL,

$ aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

WMERRL  RBRUATHE !

"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MwWAAUser® /g AWS Management Console , 3TFF —/NETHIRI MBS E O H iR T URL,
Webserver-URL Bt HIEHNER,

https://<Webserver-URL>/home

MERY , BFEE— Forbidden HIRWHE , BN MWAAUser i Rk3R1§ 1/ E Apache Airflow
Ul B9 PR

3. Admin® %[5 AWS Management Console , BRI FF I S MWAA 12§ & H /3 31 3REH Apache
Airflow F S H,

4. & UIEZHERF , BIFR2 TSR, XRERIIEHBAF.
5. HRAPKRS , REFH Apache Airflow A P HizRREBICRK. AFHNEFREUTRERALTE IAM

BAFH& : user/mwaa-user,

6. EREAFTENACHS , FNEENFTEENAE K RARERRE,

(® Note
HRFRELMEFR , BEBAUARER,

IAM Public &% F 58 Apache Airflow Ul B9 MWAAUser R , MEFTARNIRMHEEH DAG
FrEE BB BR o

ST 3 FHENENABS B Amazon MWAA A F 236
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/A Important

£/ Apache Airflow Ul SR HN#9 5 NEREZ IAM BN ERINAE (0 Admin ) FEER—NER
FBETRAFBRNBR,

s B IR

- ETHBEXREE Amazon MWAA SRRIFRINRNEZSER , HEFUMHINERAFEAKN JSON IAM
FHE R~ , FS 1 the section called “I7 [ Amazon MWAA IfiE”

MXRAER

« 15ia)42 4] ( Apache Airflow X 44 ) — 7 Apache Airflow X #4R 35 £ 7 ##8<ERIA Apache Airflow &
BNEZEER.

2 : &£ Amazon MWAA L BZIEEBELBCHHELRIET R

MREFEAAWS OrganizationsBEE SN HERFEMWAWSIKF , Amazon MWAA AFEGIENEEH
CHL D% VPC KingT K. XEREEAUEAECENEZEXRE , XA HRIEHNINEMEN T
Ro

UIREHZH Amazon VPC 8| EIRER |, #I8=E Amazon VPC WIKF ( FiEE ) IEETE—4A
ANEHMIK, (5% ) £= Amazon MWAA FRENFANAE TN, R , REXEFRNSS5ENK
FRIEE, A2, SRMBERAEE VPC HHHRE,

YHIBEHRSNZHMERIEREFIA Amazon VPC 8|2 INER | Amazon MWAA & £ SIE KRS VPC
BiR , RIEH AERE 7 PENDING2 /METRYIRS

HIRERASMEECREATING I BTPENDING , Amazon MWAA £ [ B i#h & EIRZSZEE EventBridge &
W, X#, FTEEKF BT UARTERE Amazon MWAA 24l A= APl A ET SRSER , ELUR
BARRKRSEEVWEMBENLRT R, ETXH , BIEA Lambda EEBRE R Amazon MWAA IR
SEEBANHAN G EFHTHLSE VPC LinT K. EventBridge

EXE , RINESHEMEB/ Amazon VPC HEIEFHA T K. EREHLZH Amazon VPC , £
FrE &K A ]2 EventBridge #MIF Lambda B , S5 &K 412 Amazon MWAA K&,

£}
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- EREH

- BIEW S VPC

« B Lambda B

- B EventBridge MM

« |72 Amazon MWAA ¥fiE

FRFAF
ERAAHRTHSR  CFBEUTAE :

22N 5# VPC

55 FH LA RAWS CloudFormationtE R HIAWS CLIdr 5222 FH Amazon VPC, ZEMRIZE Amazon
VPC BIRH SN LI SR AR FIXT4S ERA T BV 5 7] o

1. TF#AWS CloudFormationt&4x , SRE#ESE . ym1 X

2. EFHNWSRIFELDS , SMEREFEEROXHEX , AEEMAcreate-stack bl #iKk, Z--
template-body¥FrEIEEE R R

$ aws cloudformation create-stack --stack-name stack-name --template-body file://
cfn-vpc-private-network.yml

ET—T% , #8462 Lambda B,
72 Lambda B %K

FEALLT Python {3 F1 IAM JSON RESSIE2H Y Lambda MEMHITAE, LEBNFE Apache
Airflow Web BRZ5EF ML Sk SQS RAYICIZI Si# VPC KimT K. Y BEWIRER , Amazon
MWAA £ Amazon SQS £/ Celery BWESHRAAZANTEAR,

1. T % Python K,
2. T IAM RZERE , AERESR X,

3. IAGTRRET , RAESMERTE JSON NPREKBEAXHFFR, FH IAM create-rolefiHelE
HAG,
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samples/cfn-vpc-private-network.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
./samples/mwaa-lambda-shared-vpc.zip
./samples/lambda-mwaa-shared-vpce-policy.zip
https://docs.aws.amazon.com/
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$ aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

BT FHNAE ARN, AWS CLIETF—5F |, BITEERAREM ARN X N HABKENEK
BHHITAE,
4. BMIREERBERBOHR , REEHcreate-function IR,

$ aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam: :123456789012:role/function-role --handlexr lambda_handler

BEEMBPHEE ARN, AWS CLIE T —FH |, BA1FIEE ARN SUFZEEKBEE R
EventBridge FLN &Y B #5.

ET—Tr , SFIBRERRH ARSE 8 A LB EventBridge MM, PENDING
£ EventBridge # NI

WATUATBRER IR — M0 |, ZH N A F YT Amazon MWAA & £ H 4t 33 893 Lambda B#K,

1. {#H EventBridge put-rule@$8IE % EventBridge H N,

$ aws events put-rule --name "mwaa-lambda-rule"™ \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

EHER B TS Amazon MWAA ERERA X ETLAT XKIERBEE,

{

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]

}

2. fFEMAput-targets®fF Lambda BRI R FHAN K B #ro

$ aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Arn"="arn:aws::lambda:region:123456789012:function:mwaa-vpce-

Lambda"
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FBEHEZFFERAZEFEEMN Amazon VPC KRim i R 812K Amazon MWAA IF3E,

#12 Amazon MWAA If3E

ff£A Amazon MWAA 2 HI A ZEEZEFEE A Amazon VPC KigT SRR,

#TFF Amazon MWAA ##& |, RRERCIERE,

£ B PREA—DE—HNB R,

N F Airflow MR | %R R IR

IR A TIREMN A mazon S3 Z#E N DA dags/G X4k |, REEE “T—
EBEESRRE RHL , JITUTERAE

o & w0 bdhd =

a. NTFEBMER , FEFEEL—SPIEN Amazon VPC,
b. EiA[E Web BRFE , BEBELAHME (AT HEEKM ),
c. XWF&24A , BEBFECIENZ2HAAWS CloudFormation, HFEIESEHPAWS
PrivateLink % i TP RN R LA R B 5 AN , HILEXAMAENIMEEFEMENRELA,
d XNTRAEE, FEEEFEENRR.
6. BEHROMRIANRE , AREE “T—%"
7. BFELENGEE , ARIEREFELIRIME,

® Tip
EXRREFHENEZEER |, 55 Amazon MWAA Al T,

HIRELL FIRSETPENDING , Amazon MWAA £ X IESEBAHNRENSHEXNMETENEL, ZN
N <@ AR Lambda BE. ZBEEENT B HEH4HIRE Web fRZ585F Amazon SQS BAFIFTERI 4
BT RER. RE , ESELEMN Amazon VPC FRBIEBLKiHT =,

HAWRT RAAR , Amazon MWAA £ S SIZEMIRE, EERERE , FERSFEXRR , B
£/ Amazon MWAA 12l & 518 Apache Airflow Web BR$585. AVAILABLE
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Amazon MWAA #7451

AIEE I E A Amazon MWAA IREHERANRB RS , B4 DAG IBENFE#H. BXF Apache
Airflow & AWS BRS — 2 ERMNEZ RF| , FZ5 Apache Airflow & EFRIdags B . GitHub
=S

- f£H DAG £ CLI F S AZE

- f£F SSHOperator 82 SSH % #

« £/ AWS Secrets Manager F #2483 1T Apache Airflow Snowflake 3%
» £ DAG 7 CloudWatch HF4wE B E LIgHs

 7£ Amazon MWAA IRE 7B Aurora PostgreSQL BiEE

s B AES HE Amazon S3 £H CSV X4+

+ 4 Apache Airflow ZE#H AWS Secrets Manager & ¥ % 4A

« £/ AWS Secrets Manager H #2483 1T Apache Airflow iE$#

« £/ Oracle I B & Li@E#

- BIBEREITRIMNEZENBELEHY

+ 1£ Amazon MWAA EE ik DAG HIEt X

« IFT CodeArtifact T &

« {#F Apache Hive #l Hadoop #I2 B E W& #H

+ 71 Apache Airflow PythonVirtualenvOperator 813 B & Wi #

« £/ Lambda EiAA DAG

« EXREH Amazon MWAA SREF A DAG

* ¥ Amazon RDS for Microsoft SQL Server 5 Amazon MWAA —iE A

- {#£HH A Amazon EMR £ Amazon MWAA

¥ Amazon MWAA 5 Amazon EKS —i2 5

« {#f ECSOperator %1% Amazon ECS

+ 1£ Amazon MWAA #{#f dbt

- AWS BENHE
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£/ DAG £ CLI & AT E

LT REIREBALHEA Amazon MWAA £# CLI S AT E,

£

© B

- BREH
+ RIR

- HWEY

- KRBT

« BETRBAAL?

[N

o BABUFAR WA RIS Python 3.10 A Apache Airflow v2 R ESRA—EFEH,

FRF M

- EEHEMANREIAFEAARRT LRRB R,

PR

AWS Ik EZE 50 1% AmazonMWAAAirflowCliAccess g, ETHMEZE L | 1S Apache
Airflow CLI BUZR : AmazonmWAA 5 [8) X BR AirflowCli,

B 18 4

« E1£ Apache Airflow v2 R {ER L RIEB RG] , THEM MK, ZXBEFREPREA Apache Airflow
v2 BERRZ K.

A 7=

DT RAARBEZE=/HA : Amazon MWAA SRERE R ( £ mwaa_env ), IR3E AWS X ( &
aws_region F ) I@EES ANTEN R XH (£ var_file H ),
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RAriEmE

import boto3
import json
import requests
import baseb4
import getopt
import sys

argv = sys.argv[1l:]
mwaa_env=""
aws_region=""
var_file=""

try:
opts, args = getopt.getopt(argyv,
file', 'region'])
#if len(opts) == @ and len(opts) > 3:
if len(opts) != 3:

e:v:r:', ['environment', 'variable-

print ('Usage: -e MWAA environment -v variable file location and filename -r

aws region')
else:
for opt, arg in opts:
if opt in ("-e"):
mwaa_env=arg
elif opt in ("-1"):
aws_region=arg
elif opt in ("-v"):
var_file=arg

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:
fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)

for key in json_dictionary:
print(key, " ", json_dictionary[key])
val = (key + " " + json_dictionary[key])

R RB
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mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data
)
mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[0])

sys.exit(2)

BETRMTAL?

o BT BUNMAFARAEIFE DAGD K1 L& F Amazon S3 F# /Y dags XX |, FSR BINESE
#1 DAG,

£ SSHOperator & SSH iE#E

AR RBIN B ERERTIHRE ( DAG ) FH SSHOperator M Amazon MWAA R EZ R ZFE
Amazon EC2 K6l 7] LAE LI 535 E ZEMEMEE SSH 1 RN RIYZZ S,

LT R | #85F SSH %48 (.pem) L& F7E Amazon S3 ERIIRER dags B FH, RS, B
£/ requirements. txt RELEWNKBIN , H7E Ul FLIEIH Apache Airflow E#. &5 , B4
E— DAG XkBIZEZBELHIM SSH iEE,

£}
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« BRA

- EREH

- R

- FEAEHE Amazon S3

- BIZEFH Apache Airflow £ 3

« KB RHG

[N

o BELLRARTT EWAEERHIS Python 3.10 Y Apache Airflow v2 R BEMRA —E2 A,

FRF M

EEAATERRARE  BFEUATRE

« Amazon MWAA IfiE,

- SSH #%4H, ZRBRHMRIZEE Amazon EC2 324l , # B 5 Amazon MWAA PE F & — X ig#Y
.pem, MBEEEZ4A , HS R Amazon EC2 AFIEREH MBS AZHX,

PR

« TEHMRREI AR AT LR RE

=R

FUTSHBRME requirements. txt , LU apache-airflow-providers-ssh BF X&)
Web BRS585 L. HIRFEEH H B Amazon MWAA I REMBIAE , LAF1E Ul R ERIHA SSH %

R,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
apache-airflow-providers-ssh

WRA 245


https://peps.python.org/pep-0619/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair

Amazon Managed Workflows for Apache Airflow ArfEm

® Note

-c EX T requirements.txt AR URL, XA LAFER Amazon MWAA AIRE R
T EHMIEF SR,

524 & 1| Amazon S3

FERA LT AWS Command Line Interface i &3228 . pemZ4A &£ #/F] Amazon S3 FHIFREdagsB R
.,

$ aws s3 cp your-secret-key.pem s3://your-bucket/dags/

Amazon MWAA f#23E . pem Z4AENM dags FRRNBEHIEIAEH# /usr/local/airflow/dags/
B , iX# , Apache Airflow FL ] LLiFRIZR4A 7o

BIZEFH Apache Airflow & 2
£/ Apache Airflow Ul 8|2 #T#Y SSH £ #2

1. 7 Amazon MWAA &I & E3TFIRETNHE,

2. MIRBEFIRSP , RIRFIEFRITF Airflow Ul

3. 1E Apache Airflow Ul WE £ , NTREPSMEPEREBERUEF THIIKR , REERFIEE,
4. TEIIHEETEL , EF + SURMFIC TR SUFINFTIERE,

5. HEEEIAD NEL , BEUATEER

a. TEEZEEHD , @A ssh_new,
b. EEERBF , NTHRIIRPIERE SSH,

(® Note

MRHIFHEHE SSH EZERE | IR Amazon MWAA R ZE&EFTER apache-
airflow-providers-ssh BF @, BEEH requirements. txt XHEAITEWE
Fa, REER,

c. TEENTP , FwAEEREMN Amazon EC2 SE6IM IP #hat, a0 , 12.345.67.89,
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d. ERAFREY , EHA ec2-user , LR EBR B IEEERES Amazon EC2 =4, BF & A&E
2BEMAE , BEFEURTFE%EE Apache Airflow ZERERIHIZIZSEHIRYREL,

e. 1M , FLL JSON BRI AU TRMER :

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

R EXHE T Apache Airflow fEZ# /dags B RFEKER.

A 7=

LA DAG {8 SSHOperator &% B 5 Amazon EC2 3£4l , ARAFZE1T hostname Linux &35 3K3T
ENiZSEBIRI B FR. AT LUME R DAG LAMEIRRE KA LT E A S B A,

1. IHLKE , SEE# DAG KRB B . Hlu :

cd dags

2. EHIUTRIBRENAST , AERESEN ssh.py.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)

def ssh_dag():

task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="ssh_new',
command="hostname"',

)

my_ssh_dag = ssh_dag()

3. EITELT AWS CLI a5 5 DAG EHIZISMREN M , RRHEM Apache Airflow i SEEARA
DAG.
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$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4, MWMBMKI , B ssh_operator_example DAG WES BESRERME , ELUTF ssh_task
WESBEFHAUATHES :

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/
dags/your-secret-key.pem'}

[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This
won't protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname
[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

5/ AWS Secrets Manager B #4413 1T Apache Airflow
Snowflake JE 1%

LURRHBIV A AWS Secrets Manager £ Amazon MWAA E3REX Apache Airflow Snowflake & #2893
., BRIREEB TR FHZAEE Apache Airflow #E$# AWS Secrets Manager RS &,

N

F&

- WRAE

. EREH

- RIR

« RIGRHGI

« BETRMHL?
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iR

o BALANATT LRI RHIE Python 3.10 ) Apache Airflow v2 R ESRA—#EEA.

FRF M

EFEAXT ERREE , EFEUATARE !

« B2 Secrets Manager Jaiwm{EN Apache Airflow EtEBIEI , 20 F FH ZZ4AEE Apache Airflow & #
AWS Secrets Manager Ff7Ro

+ Secrets Manager F#J Apache Airflow E¥ZEFRFH , W FHZELABLE Apache Airflow E# AWS
Secrets Manager Ffi7Ro

PR

+ Secrets Manager X PR , 20 £ A Z4ABLE Apache Airflow iE3E AWS Secrets Manager Fii 7Ro

2R

EFEAAT LN REARE | ENUATHRBIURNE requirements.txt, ETHESZEL |, ESH
Z % Python ki,

apache-airflow-providers-snowflake==1.3.0

KB RHI
DT ESRIERT el DAG K5 , LMEVHA Secrets Manager XKIREVH4A
1. E@FRRANT , SMEEFHE DAG KB E K. Hlw :
cd dags
2. EHLUTRERFANVAR , HEA#MSFNRN snowflake_connection.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
100; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

BETREATA?

« BT BIAFFARAIPEY DAGD K53 £4% 2 Amazon S3 F#EMR dags XHR |, BSH RINEE
#1 DAG,

£ DAG 7£ CloudWatch R 4RE B E M IEFR

B ERU TR RFRERERTIHRE ( DAG ) , ZBIE{T PythonOperator B4 3 Amazon
MWAA SRR IRER G RIEIR. DAG FEEFEIEERN B E I8 &K E Amazon CloudWatch,
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RAriEmE

BEMBRERSREFATLEHR —F THIETELENAERARELNEFEN CPU FHR. SR

A BRIERHESEN THEARMTEE,
£

UGS

. BREH

+ RIR

© WEY

- RERH

[N

o BELLRARTT EWAEERHIS Python 3.10 Y Apache Airflow v2 R BE A —E2 A,

FRF M

BEFEALXT LWRBERS , EFBUATARE :

« Amazon MWAA IfiE,

PR

- EEEMNREIAEAART LHRB RO,

i /& 42

o FoFE EAth R B WUAD AT 6 A AN T _E B RS R B

(MERRY
1. ESHERET , SMIFMH DAG RBHHAR, Fim :

cd dags

R

251


https://peps.python.org/pep-0619/

Amazon Managed Workflows for Apache Airflow

RAriEmE

2. SEHILTRIBRENABHALBERN dag-custom-metrics.py. FAMREZHELR MWAA-

ENV-NAME,

from airflow import DAG

from airflow.operators.python_operator import PythonOperator

from airflow.utils.dates import days_ago
from datetime import datetime
import os, json,boto3, psutil, socket

def publish_metric(client,name,value,cat,unit="None'):
environment_name = os.getenv("MWAA_ENV_NAME")

value_number=float(value)
hostname = socket.gethostname()

ip_address = socket.gethostbyname(hostname)
print('writing value',value_number, 'to metric',6 name)

response = client.put_metric_data(
Namespace="'MWAA-Custom',
MetricData=[

{
'MetricName': name,
'Dimensions': [
{
'Name': 'Environment',
'Value': environment_name
1,
{
'Name': 'Category',
'Value': cat
},
{
'Name': 'Host',
'Value': ip_address
},
1,
'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
b
]
)
print(response)

return response
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def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memory()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total"',
cat="virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')

publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='"virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat='virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat='cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle’,
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"
with DAG(dag_id=os.path.basename(__file__).replace(".py", ""),
schedule_interval='*/5 * * * %' catchup=False, start_date=days_ago(l)) as dag:

t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. EBITBT AWS CLI ts =¥ DAG EHIZIMENZM4E , AABEH Apache Airflow Ul it & DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR DAG BINE1T , BRIZATE Apache Airflow BEFFEX LU TRBENRNE :

83 R Bl 253



Amazon Managed Workflows for Apache Airflow ArfEm

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:1093}3} INFO -

cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8bl8-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f90cabs6’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:152}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0

£ Amazon MWAA PR EHEE Aurora PostgreSQL &

Apache Airflow B9 IE 585 E TERIZE A Aurora PostgreSQL BIEE/EN Apache Airflow TTEIEER
EE , DAG EHHIEIT , FE5ROIEMERE, AT REAKRBLERN Amazon MWAA IREBRE
F Aurora PostgreSQL BiEEFIZKE
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- KREH

.« B
« KB RHG

[N

o BELLRARTT EWAEERHIS Python 3.10 Y Apache Airflow v2 R BE A —E2 A,

FRFAF
BEAETLHRARE , EBEUATAR :

« Amazon MWAA ¥R3E,

1R B I

- E1E Apache Airflow v2 RERLLRIB RG] , TEM KBTI, ZRBERERER Apache Airflow
v2 BERRZ K.

K =6

LU DAG £BEBHTABLES_TO_CLEANEEEM RN THFEHEE., ZRHINBERTHBIRE EL XA
BiE, EAZEMBREZERE | BFEHIREMAX_AGE_IN_DAYSHARIME,

Apache Airflow v2

from airflow import settings

from airflow.utils.dates import days_ago

from airflow.models import DagTag, DagModel, DagRun, ImportError, Log, SlaMiss,
RenderedTaskInstanceFields, TaskInstance, TaskReschedule, XCom

from airflow.decorators import dag, task

from airflow.utils.dates import days_ago

from time import sleep

from airflow.version import version
major_version, minor_version = int(version.split('.')[@]), int(version.split('."')
[11)

if major_version >= 2 and minor_version >= 6:
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from airflow.jobs.job import Job

else:
# The BaseJob class was renamed as of Apache Airflow v2.6
from airflow.jobs.base_job import BaseJob as Job

# Delete entries for the past seven days. Adjust MAX_AGE_IN_DAYS to set how far back

this DAG cleans the database.
MAX_AGE_IN_DAYS = 7
MIN_AGE_IN_DAYS = 0

DECREMENT = -7

# This is a list of (table, time) tuples.
# table the table to clean in the metadata database
# time the column in the table associated to the timestamp of an entry
# or None if not applicable.
TABLES_TO_CLEAN = [[Job, Job.latest_heartbeat],
[TaskInstance, TaskInstance.execution_date],
[TaskReschedule, TaskReschedule.execution_date],
[DagTag, None],
[DagModel, DagModel.last_parsed_time],
[DagRun, DagRun.execution_date],
[ImportError, ImportError.timestamp],
[Log, Log.dttm],
[SlaMiss, SlaMiss.execution_date],
[RenderedTaskInstanceFields, RenderedTaskInstanceFields.execution_date],
[XCom, XCom.execution_date],

@task()
def cleanup_db_fn(x):
session = settings.Session()

if x[17:

for oldest_days_ago in range(MAX_AGE_IN_DAYS, MIN_AGE_IN_DAYS, DECREMENT):
earliest_days_ago = max(oldest_days_ago + DECREMENT, MIN_AGE_IN_DAYS)

print(f"deleting {str(x[@])} entries between {earliest_days_ago} and

{oldest_days_ago} days old...")
earliest_date = days_ago(earliest_days_ago)
oldest_date = days_ago(oldest_days_ago)

query = session.query(x[0]).filter(x[1] >= oldest_date).filter(x[1] <=

earliest_date)
query.delete(synchronize_session= False)
session.commit()
sleep(5)
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else:
# No time column specified for the table. Delete all entries
print("deleting", str(x[@]), "...")
query = session.query(x[@])
query.delete(synchronize_session= False)
session.commit()

session.close()

@dag(
dag_id="cleanup_db",
schedule_interval="@weekly",
start_date=days_ago(7),
catchup=False,
is_paused_upon_creation=False

def clean_db_dag_fn():
t_last=None
for x in TABLES_TO_CLEAN:
t=cleanup_db_fn(x)
if t_last:
t_last >> t
t_last = t

clean_db_dag = clean_db_dag_fn()

A8 T BIES HE Amazon S3 LY CSV X

DUTRIEBRAGBENMIZERTIRAE (DAG) , ZREHEEFEHN—RT DAG BTEERE , HEH
BB AFM#E Amazon S3 £H . csv X5,

B RE B EMINER Aurora PostgreSQL BIEFEHRSHER , UEEFRRERE , FEEMIINR
S, FEFENSEW Amazon S3 2| Amazon Redshift ZEFMBIEEEE2ENIELESE
B, LMER Amazon MWAA THIEBHIRE | BREBEMIUR /RS .

B A EBIEE P &8 Apache Airflow R P HIHHOEAN R, HABROAEHR=E
# : DagRun, TaskFail # TaskInstance , B # 5 DAG E{THXMNEL,

£}
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UGS

< RREH

+ BB

« KEBRA

[N

o BALANATT LRI RHIE Python 3.10 ) Apache Airflow v2 R ESRA—#EE M.

FRF M

EEAATERRARE  BFEUATRE

« Amazon MWAA fiE,
o BBREFABIES HBIFH Amazon S3 FEM,

PR

Amazon MWAA EE3R1S Amazon S3 ##1E s3:PutObject HIXPR , FTEENE AN THIERFEE
Amazon S3, FU T REBFHRFNMERENHRITARE,

i)
)
S

{
"Effect": "Allow",

"Action": "s3:PutObject*",
"Resource": "arn:aws:s3:::your-new-export-bucket"

}

WERBEFEANRMBETF your-new-export-bucket,

R

« E7E Apache Airflow v2 RER AR IE RS | TEM KBTI, ZABERERFER Apache Airflow
v2 BERtR &%,
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KB Rl

LTEBRERT 6122 DAG , LAZEif) Aurora PostgreSQL H 4R E A K Amazon S3 E .

1. HEENLYR , SMEFM# DAG RBBR B xR, flm :

cd dags

2. EHUTRBROIVABHASFN metadata_to_csv.py. BAUEHRSE A
MAX_AGE_IN_DAYS & , LA#E%| DAG M\ THIEHEEHPEANREICZNEEH,

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{@}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.execution_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")
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for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type",type(query))
allrows=query.all()
name=re.sub("[<>"']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:
outfileStr=""
f = StringIO(outfileStr)
w = csv.DictWriter(f, vars(allrows[Q]).keys())
w.writeheader()
for y in allrows:
w.writerow(vars(y))
outkey = S3_KEY.format(name[6:])
s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=days_ago(1),
)

def export_db():
t = export_db_task()

metadb_to_s3_test = export_db()

3. EB1TBT AWS CLI a5 =¥ DAG EHIZIIMEMNZ64E , AABEA Apache Airflow Ul it & DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMRAEY , WHFRETE export_db FFEMNESFSBEHRNUTAR

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.dagrun.DagRun : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.taskfail.TaskFail : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>

type <class

class

type <class

class

type <class
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[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.taskinstance.TaskInstance : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

AE , B LAE /files/export/ HEIHT Amazon S3 F# @R IHEM THS HM . csv X

7 Apache Airflow ZEZ{#H AWS Secrets Manager H iy 24

U\T/T\ﬁhﬂﬁﬁ AWS Secrets Manager 3R3REX Amazon MWAA E# Apache Airflow ZEH %4, ER
RIZETR FHZEE Apache Airflow ZE# AWS Secrets Manager FHI SR,

F&

o MRA

FREM
R
BETREITA?

RN

« X EMRBIRBAE Python 3.7 HH Apache Airflow v1—& .

« WAL LW KRB RHIE Python 3.10 FH Apache Airflow v2 R E B RA—EE M.

FRF M

EFEAXT LRREE , EFBEUATARE

1£ Secrets Manager F {£f Apache Airflow ZE£ 261
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- BlE Secrets Manager /5w {EN Apache Airflow BEEIEI , 20 5 F Z A EE Apache Airflow iE#
AWS Secrets Manager Ffi 7Ro

« Secrets Manager F#J Apache Airflow E2FRF&H , W0 EA BB E Apache Airflow iE# AWS
Secrets Manager Fi 7Ro

PR

« Secrets Manager fXBR , 20 £ FZ4AE & Apache Airflow i3 AWS Secrets Manager FT/Ro

=R

« E71& Apache Airflow v1 RERALARB RG] , TEEZHANKBII, ZRBEAIREF Apache
Airflow v1 ERtRZ %

« E7 Apache Airflow v2 RERLLAERA] , TEMINKEID, ZABEREREFER Apache Airflow
v2 BT,

R ERNY]
UTSRERT {a a2 DAG X5 , LAEFHA Secrets Manager KIREVE 4R,
1. EWSRTRFET , SMEIFMH# DAG KRB B K. Hlum

cd dags

2. BFIUATRBREBAE , AEXMFFAN secrets-manager-var. py.

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.models import Variable

from airflow.utils.dates import days_ago

from datetime import timedelta

import os
DAG_ID = os.path.basename(__file__).replace(".py", "")
DEFAULT_ARGS = {

'owner': 'airflow',

'depends_on_past': False,
'email': ['airflow@example.com'],
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'email_on_failure': False,
'email_on_retry': False,
}
def get_variable_fn(**kwargs):
my_variable_name = Variable.get("test-variable", default_var="undefined")
print("my_variable_name: ", my_variable_name)
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval="'@once',
tags=["'variable']
) as dag:
get_variable = PythonOperatoxr(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True

BETREATA?

« BT BIAFFARAIPEY DAGD K53 £4%Z 2 Amazon S3 F#EMR dags XHXR |, BSH RNEE
#1 DAG,

£/ AWS Secrets Manager F Y 2R3 1T Apache Airflow iE$##

LARRHBIE A AWS Secrets Manager ¥ Amazon MWAA _E3REX Apache Airflow N 4. ©RIZ
BB ST £ A ZHAEE Apache Airflow iE3 AWS Secrets Manager AR EIE IR,

&

- 1A
e
- KR

. B

. REBRB

« BTREAL?
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iR

o AT EMRBIREB RIS Python 3.7 R Apache Airflow v —& .

o BALAN AT LRI RHIE Python 3.10 ) Apache Airflow v2 R ESRA—#EEA.

FRF M

EFAATLENRERE , BEEUTAS :
 BlE Secrets Manager /5w {EHN Apache Airflow BE1EI , 20 5 F A EE Apache Airflow iE#
AWS Secrets Manager Ffi 7Ro

+ Secrets Manager F#Y Apache Airflow EZEFRF&E |, 10 FH ZAEE Apache Airflow iE# AWS
Secrets Manager Fi Ro

PR

+ Secrets Manager PR , 20 £ A Z4ARLE Apache Airflow i3 AWS Secrets Manager i 7Ro

=R

« E7% Apache Airflow v1 F{ER AR RE , TEMNEEI, ZABERIREH Apache Airflow v1
EilR &L

« E% Apache Airflow v2 F{ERLABRE , TEMMNEEBT, ZABEREHRFER Apache Airflow
v2 Eﬁﬂihﬁﬁ%o

K4 =6

UTSRER T m{a |2 DAG X5 , LAEFHA Secrets Manager k3REV# 4R
Apache Airflow v2

1. ESTRANT , $SMEF# DAG KB E F. Hlm
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cd dags
2. SHEUTRBERANVNE , HAELXH#SHFHN secrets-manager. py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager
def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
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hook = AwsBaseHook(client_type='secretsmanager')

client =
response

hook.get_client_type('secretsmanager')
= client.get_secret_value(SecretId=sm_secretId_name)

myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-
manager.py for a DAG ID of secrets-manager

with

) as

DAG(

dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),

schedule_interval=None

dag:

write_all_to_aws_sm = PythonOperator(
task_

id="read_from_aws_sm",

python_callable=read_from_aws_sm_fn,
provide_context=True

)
Apache Airflow v1
1. &E@H
cd dags
2.

AT, §ME7F4E DAG REBBRYE R, Bl :

SHUTREBRAINAE , HEAXRMSFH secrets-manager. py.

from
from
from
from

from
impo

airflow

airflow.
airflow.
airflow.

import DAG, settings, secrets
operators.python_operator import PythonOperator
utils.dates import days_ago
contrib.hooks.aws_hook import AwsHook

datetime import timedelta

rt os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'
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default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager
def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsHook()
client = hook.get_client_type('secretsmanager')
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True

BT RMAAL?

s BETHNMFARTRGIFH DAGD 55 L1&£E] Amazon S3 7K dags XX |, ESH AN E
#1 DAG.
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A Oracle BIZ B ENiEH

LT REIEE| SEBTHAER Oracle 3 Amazon MWAA SIZBEENFEHENS R , ZEHTE
plugins.zip X4y E A B E UREM — & SXHHS A,

B =%

. RA

- RREMH

- BB

- RBRA

- SIBEEES
« TEKBII
- BEXFEH
* Plugins.zip

* Airflow Bt B &I

< BETRMAA?

[N

o AT LW RBIREBAE Python 3.7 H#Y Apache Airflow v1—i2 A,

o WAL AT LRI REIE Python 3.10 1 #Y Apache Airflow v2 R E S MA—EFEA,

TERFAF
BEAETLHRARE , EBEUATAR :

« Amazon MWAA 8,

s AMREZ AT MBEERS CRITICAL RESHR N ITELEBERIERK, BX Amazon MWAA HER
RORNAERAEANESEER |, HSH the section called “&F Airflow BHE”
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PR

- EEEMNREIAEAART LHRB RO,

=R

BHERAAR L RGAHE , BFUATHRBIUMNIZE requirements.txt, ETHREZEE |, HSH
Z % Python K1,

Apache Airflow v2

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt

cx_0Oracle

apache-airflow-providers-oracle

Apache Airflow v1

cx_Oracle==8.1.0
apache-airflow[oracle]==1.10.12

KB =HI
AT ST AR A T B 7 B #) DAG R,
1. ERPETHT , SHIEFMH DAG REBMWE R, Fim :

cd dags

2. EFUTRERFNANE , HEXMSEFN oracle.py.

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

import os

import cx_Oracle

DAG_ID = os.path.basename(__file__ ).replace(".py", "")
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def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion",version)
return version

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hook_test = PythonOperator(
task_id="hook_test",

python_callable=testHook,
provide_context=True

222 85 E LAY
AFNFUOATHRMABIN, BB E LFEHF plugins.zip.
TEAH I

Amazon MWAA &3 plugins.zip BB REEE Amazon MWAA i RIBFF TELERS LN /
usr/local/airflow/plugins. XA TRARERRM-HBXH. UTTRNMBNAEAKEENTE
T BRI XX

HIEY Amazon Linux BE846E 15

1. EMSRRAT , RE Amazon Linux BEREH® , RAREAMIZTIZEAES. Hl

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

WERIRAMNIZAA bash (i S 1T. #lu :
bash-4.2#

2. TE Linux [RERF I/0 TE (libaio ),

yum -y install libaio

3. BEFHEBORBITARSUHREESIRER, RITEERBES A TXH : 1ib6s/
libaio.so.1l, 1ib64/libaio.so0.1.0.0, 1ib64/libaio.so0.1.0.1,
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TEE P i AR

1. EAXRMRREESED, Hla:

sudo yum install unzip

2. BI% oracle_plugin B%. 10 :

mkdir oracle_plugin
cd oracle_plugin

3. FEALT curl S5 S MEA T Linux x86-64 ( 64 1 ) By Oracle Bl & i F 8 # T instantclient-
basic-linux.x64-18.5.0.0.0dbru.zip,

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-1linux.x64-18.5.0.0.0dbru.zip > client.zip

4. fRIESE client.zip X4, flm :

unzip *.zip

M Docker RIZEU 4

1. EFNHBTRRETT , E7-HET Docker B85 ID, 0 :

docker container 1ls

M ERRARMREFFERSREE ID, i

debc16fd6970

2. f oracle_plugin B%™ , $§ 1ib64/libaio.so.1, 1ib64/
libaio.s0.1.0.0, 1ib64/libaio.so0.1.0.1 XHMELHEE|AH instantclient_18_5
X#HF, Flan

docker cp debcl6fd6970:/1ib64/1ibaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.so0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970@:/1ib64/1ibaio.s0.1.0.1 instantclient_18_5/
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BE XA

Apache Airflow £ B B B HATEA XK FH Python XHAR, XATRENEHMELZE, AT
S|NABT B ELFBFRRHIRE,

« ESFIUTRBROIMAR , HEA#SEN env_var_plugin_oracle.py,

from airflow.plugins_manager import AirflowPlugin
import os

os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'

Plugins.zip

UTHRERMAEIE plugins.zip, WRHEAINABATUASHEMBEEN —#FIX4EH B £
plugins.zip X#H,

K@t B RPNAR,

1. EHSTRREFHD , BMF oracle_plugin B, #ii0 :

cd oracle_plugin

2. Y instantclient_18_5 BEE4EE plugins.zip F. Hl40 :

zip -r ../plugins.zip ./

3. BNZESDTRIFPEINTRE :

oracle_plugin$ 1s
client.zip instantclient_18_5

4. BRRZ client.zip X, Hlm :

rm client.zip
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[E4& env_var_plugin_oracle.py X

1. $¥ env_var_plugin_oracle.py X##&1NZ plugins.zip XHHRE F. B0

zip plugins.zip env_var_plugin_oracle.py

2. plugins.zip MENBEUTHRE :

env_var_plugin_oracle.py
instantclient_18_5/

Airflow BE & 1% In

mREEHE R Apache Airflow v2 , i1 core.lazy_load_plugins : False J§ Apache
Airflow BB, ETHEZER , 20 2 P ERAGREETMNEE .

BETRMAAL?

- BETHRUOMGARAFHN requirements. txt X4 L& 2| Amazon S3 4 , HSH 1%
Python &K $i i,

« BT BRIMAFAREIR A DAGD X3 E£Z) Amazon S3 FE M dags XX | ESHE RS E
#1 DAG,

s BTYBIMMEFARHIEH plugins.zip X L% Amazon S3 EfME |, BHSR ZEEENE
#.

\

\

SIEERETHIMNEZEN B EAH

T RO 31 S 45 A 0 & RSB | Bl #F FEE (TRE Amazon MWAA SR 2 SR
T8,

25

UGS

. EREM

- R

. EX

. BN
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* Plugins.zip
« Airflow Bt Ei%LIn

- BETREAL?

AR A

« AT EMRBIREB RIS Python 3.7 HEY Apache Airflow v —&E
FRFMH

EFEALT ERNREHLE  BFEUATARE !

« Amazon MWAA ¥RiE,

PR

« TEHMRPREITERA AT LR RE

£

- E1E Apache Airflow v1 RERALARB RG] , FTHEEFHANKBIT, ZRBEAREF Apache
Airflow v1 ERRZ R,

BE XA

Apache Airflow F7E B B UITIR M X R HH Python XAAR. XATREMEXFREZE, AT
S|AABT I B ELFEHR RO,

1. ESWTRRINT , SMEF# DAG RBHE F. Hlm .

cd plugins

2. EFIUATRBROBAR , AFEEXMSENRN env_var_plugin.py , REFER EXHRAF,

from airflow.plugins_manager import AirflowPlugin
import os
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os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/lib/python3.7/
site-packages"”

os.environ["JAVA_HOME"]="/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.272.b10-1.amzn2.0.1.x86_64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'

Plugins.zip

UTSRERIAGIE plugins. zip. WRHINABRATUEH AR —# 6 XHHEHK -
plugins.zip X#.

1. EGSERRET , SMB E—FFM hive_plugin B, #im :

cd plugins

2. MABRESHE plugins XHXMH,

zip -r ../plugins.zip ./

Airflow Bt & %1

mREFEARIZ Apache Airflow v2 , i1 core.lazy_load_plugins : False JJ Apache
Airflow BL BT, BETRESZEER , BSH 2 PHERAREETUNSIE .

BT RMAL?

s BETHRUOMGARAFHN requirements. txt X4 L& 2| Amazon S3 F#4 , HSH 1%
Python ¥,

s ETHEIMEARRGIFH DAGD K55 L&) Amazon S3 F#H dags XX |, BSH FMRE
# DAG,

o ETHRIMAFEARTEIPE plugins. zip X L& Amazon S3 F&#E , S H ZEBEENE
#.

\
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£ Amazon MWAA EF K DAG BT X

BIAER T |, Apache Airflow BB FIFE ( DAG ) THE UTC+0 . UATHRER T WAEA
Pendulum X Amazon MWAA =17 DAG WEt X, & , AEBUE RN B E Ui ¢k E SR
¥ H Apache Airflow BEMEX,

F&

- BRAE

- EREH

- R

- BRI LAE R Airflow HEFRKRX
« BIZ plugins.zip

« KRG

- BTRMAAL?

[N

o BAILUSARTT LR RHIE Python 3.10 FH Apache Airflow v2 R E B IRA—EE M.
FRFH

BEAATERRARE  EFEUATRE

« Amazon MWAA fiE,

PR

- TEEMREIAEAART LRRB RO,

SIZRE M LAE R Airflow BEFREX

Apache Airflow HE B3I 81124T plugins B &F# Python X ¥, FERUTHEMG , BUUBERINITE
FHEX | Zi X 2188 Apache Airflow EA A &HI B X,

1. SIZHE R plugins WEZRHSMBIHH, Hlw :

Bk DAG KB X 276
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$ mkdir plugins
$ cd plugins

2. EHUTREBREINAE , HNELRHBSFR dag-timezone-plugin.py , RTFFE plugins
X#FKH,

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. 7E plugins BRABIEZ RN __init__.py BIZ Python X4, plugins BZRRBELUTFUTA
&

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py

#1% plugins.zip

UTSRERIAGIE plugins. zip, RHGINART LG H MR — 3 & XA KEN
plugins.zip X#.

1. EHTRRET , SMEB -5+ H plugins BF. B0

cd plugins

2. FABRESE plugins B,

zip -r ../plugins.zip ./

3. ¥4 plugins.zip E£5%| S3 Ff# .

$ aws s3 cp plugins.zip s3://your-mwaa-bucket/
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(BB

EFE XN DAG ETHEIARX (UTC+0 ) , BATPHERA —NER Pendulum BWE | X2 —1MNA T2
X =% %0 B HAR B 89 Python F&,

1. ESTRANT , SMEF# DAG B xR, fim :

$ cd dags

2. BFIATROIVHNEHSHERN tz-aware-dag.pyo

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")

with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperatox(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

3. B1TBLT AWS CLI ts =¥ DAG EHIZIIMENZM4E , AABEA Apache Airflow Ul fif & DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR , B HELTE tz_test DAG FH) tz_aware_task WESHEFWUTRHE :

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO - Running command: ['bash', '-
c', 'date']
[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO - Output:
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[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO - Mon Aug 1 12:00:00 PDT 2022
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO - Command exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

BT RMAL?

s BTHRUNMGARAIFEN plugins. zip ¥ L& 2| Amazon S3 4548 |, &
#.

o

B ZEBEXE

Fl$r CodeArtifact £ k&

MR CodeArtifact SRZ % Python #k# I , N Amazon MWAA ZEEERHITHE. ER
¥ Amazon MWAA FEi21TEF 1518 CodeArtifact 72455 |, & O] LAEEFR B ) B AR H S @B 1T
PIP_EXTRA_INDEX_URL i&&.,

UTEBNEMMAGIESIMA | ZBIAFER get_authorization_token CodeArtifact APl #4E
EEXRERIREMNRET T,

T
.+ RA
SEREM
R
KRB RHI

BETREAL?

RN

« BAILUSARTT LM KRB RIS Python 3.10 FH Apache Airflow v2 R E B IRA—EE M.
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FRF M

EEAALATERRARE  BFEUATRE

« Amazon MWAA IfiE,
« CodeArtifact F6&FE , A TEEH BN KRB0,

PR

ERIF CodeArtifact S hEHIF4E RE A Amazon S3 , Amazon MWAA TR BXMER L TR,

e i% codeartifact:GetAuthorizationToken &¥E/ 2T Amazon MWAA M CodeArtifact 163
o, UTRBEANECEMNEA CodeArtifact HZE TR, &7 LUET & KE & # FIRE H X
FBELHLENE T A AV iE k3 — PR &I Fr G =AY 15 7] .

{
"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
}

« Z sts:GetServiceBearerToken &R CodeArtifact GetAuthorizationToken APl #
EFTAER,, WWIRERE -G , EUEFSEES (0 pip ) & CodeArtifact BE&E AR
PAERZTHE.,. ENEFTEESRES CodeArtifact FHERSMER , MENRNITACGHBAMNA
¥ sts:GetServiceBearerToken , MILA N R HE AT Ro

"Sid": "AllowServiceBearerToken",
"Effect": "Allow",

"Action": "sts:GetServiceBearerToken",
"Resource": "*"

A 7=

USR8 T i 812 B T E#H CodeArtifact & 8 3 31 B A,

1. EHUATRBRANAS , HEAR#MEFH code_artifact_startup_script.sh.
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#!/bin/sh

# Startup script for MWAA, see https://docs.aws.amazon.com/mwaa/latest/userguide/
using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-0@

# https://docs.aws.amazon.com/mwaa/latest/userguide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"

2. SMBERFZMANHER, EFRTEDNRER cp FHA LEDFEE, AENEEER

your-s3-bucket,

$ aws s3 cp code_artifact_startup_script.sh s3://your-s3-bucket/
code_artifact_startup_script.sh

WERKIN , Amazon S3 &% HIZXRH URL B4R :

upload: ./code_artifact_startup_script.sh to s3://your-s3-bucket/
code_artifact_startup_script.sh

LREREAAE  BMREERINERHETHA,

BETREATA?

- ETHRNMAERABHMABENIIE |, 15 H the section called “fE B3 HIA",
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o ET B AREIFRE DAGD 1B _E4£ %) Amazon S3 &M@Y dags XX , TSR HNBE
#1 DAG.
o BETRUMAFEARRHIPH plugins. zip X L& FE Amazon S3 7R , BSH REEHENE
.

\

{# A Apache Hive #l Hadoop &2 B & X ifE#

Amazon MWAA ¥ plugins.zip AR REE /usr/local/airflow/plugins. XA LAARME
BERPRMBHEIXH. B, Apache Airflow &7EBBIATHIT plugins XX FE Python X4
NA , FEREBRENESIIMEEE, UTREMESISEBTERE Amazon MWAA IREHEH Apache
Hive 1 Hadoop BIEZBEEHNLSR , ZRHUTUASHMGBEE a4 #EIXHEAEER,

£

- RA

- RFH
- KR

« THERBIIN
- BENENS
* Plugins.zip
« REBRH

« Airflow B¢ E &I
o FETRRMITA?

[N

« AT EMRBIRIB RIS Python 3.7 HEY Apache Airflow v —&E .

« B UFATT EAREB RIS Python 3.10 F# Apache Airflow v2 RESRA—EFEH,

FRF M

EFEAXT LRAE , BFEUATARE

#A Apache Hive #l Hadoop K B E X fE#H 282
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« Amazon MWAA IfiE,

PR

- EEEMNREIAEAART LHRB RO,

=R

EFAAT LN REARE , ENUATHRBIURNE requirements.txt, ETHEZEL |, ESH
Z %% Python K1,

Apache Airflow v2

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]

Apache Airflow v1

apache-airflow[hive]==1.10.12

T AN

Amazon MWAA <1F plugins.zip I AR RZEZEIE/ Amazon MWAA ITXIEEFM TELERSR LK /
usr/local/airflow/plugins, XA TR FERFMZFFI XY, UTTBRNBUMAREBE LA
BRI XX,

1. EHTRIAT , SMEZREHE F. flm
cd plugins

2. MEHHTE Hadoop , a0

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

3. MBS T Hive , Bi -

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz
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4. BIBZBEZ. fim:

mkdir hive_plugin

5. Hadoop #&HL,

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. Hive 128,

tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

BE XA HF

Apache Airflow £ B I BHHITIEA XK FH Python XHRB. XA FREFMEIIMETE, UT
SBRNAT B E ARG RORE,

1. EWTITRREP , $MF hive_plugin B, Him :

cd hive_plugin

2. EFIUTRERGINAR , HE hive_plugin BFZRFFEAR## S ERN hive_plugin.py.

from airflow.plugins_manager import AirflowPlugin
import os
os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]='/usr/local/airflow/plugins/hadoop-3.3.0"'
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin'
os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/
hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/
airflow/plugins/apache-hive-3.1.2-bin/1ib"
os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/
apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):

name = 'hive_plugin'

3. EHUTXARMAZR , HE hive_plugin BFRHPFEA#EFR .airflowignore,

hadoop-3.3.0
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RAriEmE

apache-hive-3.1.2-bin

Plugins.zip

UTHZRERIAEIE plugins.zip, WRHINABRTUSHMEFHEAFM ZHHXHAEK -1

plugins.zip X#.

1. EBHFRIET , SMB E—FSHHW hive_plugin BF. #i0 :

cd hive_plugin

2. MABRESHE plugins XHXF,

zip -r ../hive_plugin.zip ./

RB=HI
AT BRI AT 012 A T B 72 B DAG R,
1. ERPRTAT  SMEFH DAG RBIME R, fim :

cd dags

2. EHILTRBRENAT , AESESEN hive.py,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hive_test = BashOperatox(
task_id="hive_test",
bash_command='hive --help'

Plugins.zip
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Airflow Bt & &I

MRIEEARZ Apache Airflow v2 , 710 core.lazy_load_plugins : False 5 Apache
Airflow Bl BT, ETHRESELR , B2 W 2 P EA R E RTINS

BTRMEAA?

s BTHENMEAREIFH requirements . txt X4 L4& %) Amazon S3 Z##E , B85S &%
Python ﬁ(mlﬁio

o BT HRINAFARGIFE DAGD K5 L& E Amazon S3 F# /Y dags 4R |, FSR BIMSE
¥ DAG.

o BT BEUNMFEAREFE plugins. zip X E£ %] Amazon S3 MM , BSR ZEEENLE
#o

71 Apache Airflow PythonVirtualenvOperator £1% B E X & #

AT R 8 R T A7 Amazon MWAA L& B E #1154k Apache Airflow
PythonVirtualenvOperator,
&

- 5%

. SEREMH

- KR

- BEEHRHIKE

* Plugins.zip

o REBRHI

+ Airflow F & &I

« BTREAL?

[N
« X EWRBIRBAE Python 3.7 H# Apache Airflow v1—& .
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o BEULLRARTT EWAEERHIS Python 3.10 Y Apache Airflow v2 R BE A —E2 A,

FRF M

EEAXT ERREHE  BFBEUATARE

« Amazon MWAA I35,

PR

- TEHMRREI T ERAART LR RE,

R

EFEAART L RAMRE , B TERBIUAINE requirements.txt. ETHMEZELR | 55K
Z % Python K Hi1,

virtualenv

B E A R AR

Apache Airflow F7E B 3 BHAT IR XHRFH Python XERE. LiEHRERSIEEREIRER
PythonVirtualenvOperator , ffH5 Amazon MWAA %%, UTESBNAB T B E AR R
R

Apache Airflow v2

1. EWHITRRGHR , SMBEILL plugins B%. fl0 :

cd plugins
2. EHUTRBRAINAE , AEA#MSFNAN virtual_python_plugin.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
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the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str,
system_site_packages: bool) -> List[str]:
cmd = ['python3','/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v1

1. ESTITEREF , MBI L plugins B, Hl0 :

cd plugins

2. SHUTRBRAINAE , AEA#SFN virtual_python_plugin.py,

from airflow.plugins_manager import AirflowPlugin
from airflow.operators.python_operator import PythonVirtualenvOperator

def _generate_virtualenv_cmd(self, tmp_dir):
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cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if self.system_site_packages:
cmd.append('--system-site-packages')
if self.python_version is not None:
cmd.append('--python=python{}'.format(self.python_version))
return cmd
PythonVirtualenvOperator._generate_virtualenv_cmd=_generate_virtualenv_cmd

class EnvVarPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Plugins.zip
UTHERERMALIE plugins. zipe
1. ESHSTRRGF , MBS LLE virtual_python_plugin.py B . #l0 :

cd plugins

2. FAREMRE plugins XHFFXF,

zip plugins.zip virtual_python_plugin.py

¥EERY
UTESRNA T W62 8 E EHR DAG K18,
Apache Airflow v2
1. EWTRIRFT , $MEFH DAG KB EF. filw :
cd dags
2. SHNUTREBRAINKNE , HEARMSFEN virtualenv_test.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
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this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
virtualenv_task = PythonVirtualenvOperatoxr(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Apache Airflow v1

1. EG@TSETRET , $MEF6# DAG B E ., flu :

cd dags

2. EFIUTRBREBAS , HEFXMHS TN virtualenv_test.pyo
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python_operator import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__ )

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Airflow B¢ &% In

WMREE AR Apache Airflow v2 , &30 core.lazy_load_plugins : False J§ Apache
Airflow BLEIET, ETHESZER , H2H 2 PN EAREETNEE

Airflow Bt & 3% 5 291
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BETRMAA?

o ETBIMAFAREIDE requirements. txt X4 Ef£ %) Amazon S3 F6% , B2 R L%
Python &K1,

« BT BRIAFFAREIBPEY DAGD X3 £4%Z 2| Amazon S3 R dags XH4X |, ESH SNEE
#1 DAG,

s ETHBIMMEARASH plugins. zip X L& F) Amazon S3 F#E , B2 ZEBENE
EO

£ Lambda B4ZH H DAG

LR REBBRBIER AWS Lambda BEERIRER Apache Airflow CLI & H7E Amazon MWAA 135 /i F
BaEHE (DAG) .

£33
UGS

© RREAM
© R

- EHIR

- KIBRH

[N

o BALAFATT LR REBRHIE Python 3.10 K Apache Airflow v2 R ESRA—EEM.

FRZAM
EEAKRBRO , ERR :

« £ Amazon MWAA IRE/NH R K IHRIER .
« FARKHH Python E1TEI IR —4 Lambda B,
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® Note

R Lambda E#H Amazon MWAA K354 FE— VPC H , M ATAEFAE ML L
FEALLRB, NFAREE , Lambda MBI ITABEEIRESEA Amazon Elastic
Compute Cloud ( Amazon EC2 ) CreateNetworkinterface AP| /ERII R, & 7] LAfE
FAWSLambdaVPCAccessExecutionRole AWS & R EEIR AR,

PR

EFEAAT EWARIERS , Amazon MWAA FRERNITAGEEHBINEREF e IT
airflow:CreateCliToken 4, EAILAFEHAmazonMWAAAirflowCliAccess AWS FEEKRIEIE
HUL AR -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}
]
}

BREZEE , B3 Apache Airflow CLI L : AmazonmWAA 158 PR AirflowClio
1% 3t T

« E1E Apache Airflow v2 RERLLRIB RG] , TEM KBTI, ZRBERERER Apache Airflow
v2 BERRZ K.

K =6l

1. 3$TF AWS Lambda ##|& , MiLA https://console.aws.amazon.com/lambda/,
2. M Functions %l &k #i%&#F Lambda B,
3. HEEHNEL , SEUTREFAATREBBRABREN

R 293
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« YOUR_ENVIRONMENT_NAME — Amazon MWAA B & .
« YOUR_DAG_NAME - 248 19 DAG & Ffo

import boto3

import http.client

import baseb4

import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa’')

def lambda_handler(event, context):
# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'

}

conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()

data = res.read()

dict_str = data.decode("UTF-8")

mydata = ast.literal_eval(dict_str)

return base64.b64decode(mydatal'stdout'])

4. EEIE.

5. EEBMR |, £/ Lambda #2514 AR

6. ERiF Lambda REKINAA T DAG , EEA Amazon MWAA 12§ & S EIFRER Apache
Airflow Ul L HE , ARERITUTRE !

a. 1& DAG WHEL , 7 DAG 5IRH KB M B 45 DAG.
b. HELXEITT , EERH DAG ETHNERE, W ABNEEEMIFESH invoke_dag #Y
BT AY B B 3EH TE
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c. HILHMEST , RELRETRERM,

EFEH/ Amazon MWAA 3B i A DAG

LRI RBIBIZE T —/ Apache Airflow CLI h8. RfE , ZRBER— Amazon MWAA FRERF Y
BB LA ( DAG ) £ % — Amazon MWAA IR EAH A DAG.

EF

* BB

. FREH
+ RIR

- HEY

- RERH

[T

o BELURARTT EWAEERHIS Python 3.10 Y Apache Airflow v2 R BE A& —iE2 M,

TORFAF
BEAFALNRBRA , EBEUTHE :

« INEBLENE Web RS ER17RIBRAY Amazon MWAA i | BB HFIHNIRAE,
- £ ZIB#RRER Amazon Simple Storage Service ( Amazon S3 ) ##Rl DAG,

PR

EFEAART ELHRBRY , RENRITAELMERBIE Apache Airflow CLI SRR, 0] LA
IAWSIEE K BEAmazonMWAAAirflowCliAccessRiF F AR,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
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"airflow:CreateCliToken"

1,

"Resource": "*"

BXREZEE |, ESH Apache Airflow CLI I : AmazonmWAA 1518 PR AirflowClio

ERi=E)

- E1E Apache Airflow v2 RERLLRIB RG] , THEM KB, ZRBERERER Apache Airflow
v2 Eﬁﬂiﬂ}if%o

RB=H
AT RS R BUBIR A7 24 BTFRE R B DAG %3 — MRS H18A DAG,
1. EEMAE  SHEIEME DAG RBIER. Him

cd dags
2. BHUTROIMABHAMEERN invoke_dag.py. FABECHEERSHRUTE,

* your-new-environment-name— ZEF A DAG 5 —MNAEH B Ko
 your-target-dag-id— £ZEFA DAG 5 —MNIREHRY DAG ID,

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name"')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
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'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()

3. EB1TBT AWS CLI a5 =¥ DAG EHIZIIMENZ64E , AABEA Apache Airflow Ul it & DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. R DAG KIhizfT , BFEERLTF invoke_dag_task WESHERHUTRABHRH,

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

ERIE DAG REEKNAR , BESMEIFHIFREMN Apache Airflow Ul , REHITU TR

a. 1& DAG WHL , 7 DAG 5I&RH &R EFHH B 45 DAG.

b. ELXEZEITT , EFEH DAG ETHIRN A, Wi RBNSERMIFEF invoke_dag Ky
RFTES R BIEH TE

c. HWIEHEST A RELRETREEKID.
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% Amazon RDS for Microsoft SQL Server & Amazon MWAA —i2
£

IEAILAE A Amazon MWAA E#2 3] RDS for SQL Server, AR RBIXEBEH Amazon Managed
Workflows for Apache Airflow 383 #Y DAG iE$#ZE| Amazon RDS for Microsoft SQL Server FEH £
RITEN,

£}

- HRE

- FRFH

i

« Apache Airflow v2 iE 2
- KIBRHB

o BETRMMAL?

[N

« AT EMRBIREB RIS Python 3.7 HEY Apache Airflow v —&

o BELLRARTT EWAEERHIS Python 3.10 Y Apache Airflow v2 R BE A —E2 A,

FRF M

EEAATERARARE  BFEUATRE

« Amazon MWAA IfiE,

« Amazon MWAA 1 RDS for SQL Server #£[&—4* Amazon VPC/ Li&4T
« Amazon MWAA FfRS28M VPC R ABBB U TIEE !
« Amazon MWAA Z£4H /X Amazon RDS 1433 FF ik M #9 A 36 #1 0
« HERM Amazon MWAA E| RDS 1433 FF piis O &9 H sh# 0Y

« RDS for SQL Server B Apache Airflow E#ER R T £ 2 i 2 2/ Z## Amazon RDS SQL AR$ 88
BIEENENSR. wO. AFRENRE,

Amazon RDS fR%5 88 298


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.html
https://www.python.org/dev/peps/pep-0537/
https://peps.python.org/pep-0619/
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KBTI

EfAATHHRARE , BEUATHRBIURNE requirements.txt. ETHREZELR |, BSH
Z %% Python K I

Apache Airflow v2

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v1

apache-airflow[mssql]==1.10.12

Apache Airflow v2 ¥ #2

MR ETE Apache Airflow v2 FERERE |, HHER Airflow EENRIEUATREX :

1. ## ID : mssql_default

EEEERA - Amazon Web Services
E# : YOUR_DB_HOST

Y A

X . EEBRA

R

uwO : 1433

B bR BRI

© N o o &~ 0N

R Bl
1. EWPERTAET , 3MmE7F# DAG RIEEHN B F. il :

cd dags

2. BFIUATRBREBAS , AEXMSFAN sql-server. py.
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperatoxr(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperator(
task_id="create_db",
sql="create database testdb;",
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mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqlOperator(
task_id="create_table",

sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",

mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

insert_into_table = MsSqlOperator(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server='sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password="'<yoursupersecretpassword>"',
database="testdb'

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
print(row)
except:

logging.error("Error when creating pymssql database connection:

sys.exc_info()[@])

select_query = PythonOperatox(
task_id='select_query',
python_callable=select_pet,
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dag=dag,
)

drop_db >> create_db >> create_table >> insert_into_table >> select_query

BTRMEATA?

s ETENMAGARHIEH requirements. txt X# L& 2| Amazon S3 F##E |, BS 1 &%
Python ﬁ(?\ﬁlﬁo

« BT BRIMAFAREI R DAGD X3 _E£%) Amazon S3 F# M dags XX | ESHE RS E
#1 DAG,

o XY RGIBAFIEM pymssql R KA,

- 7£ {Apache Airflow ZZ15r) HPF4H 7 F A mssql_operator FE4FEHR Microsoft SQL #E
EEFFIRT SQL K18,

FERH A Amazon EMR B Amazon MWAA
UTRBREERT WA Amazon EMR 1 Amazon MWAA B HERK.

F&B
. 1
« KRB

[N

o AT EMRFIRIBAIS Python 3.7 H#Y Apache Airflow v —&# .

A 7=

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of

BETRMAL? 302


https://pymssql.readthedocs.io/en/stable/pymssql_examples.html
https://airflow.apache.org/docs/apache-airflow/1.10.12/_api/airflow/operators/mssql_operator/index.html?highlight=mssqloperator#airflow.operators.mssql_operator.MsSqlOperator
https://www.python.org/dev/peps/pep-0537/
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the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.contrib.operators.emr_add_steps_operator import EmrAddStepsOperator
from airflow.contrib.operators.emr_create_job_flow_operator import

EmrCreateJobFlowOperator

from airflow.contrib.sensors.emr_step_sensor import EmrStepSensor

from airflow.utils.dates import days_ago
from datetime import timedelta
import os

DAG_ID = os.path.basename(__file__).replace(".py", "")

DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

}
SPARK_STEPS = [
{
'Name': 'calculate_pi'’,
'ActionOnFailure': 'CONTINUE',
'HadoopJarStep': {
'Jar': 'command-runner.jar',
'Args': ['/usr/lib/spark/bin/run-example', 'SparkPi', '10'],
.
}

JOB_FLOW_OVERRIDES = {
'Name': 'my-demo-cluster’,
'Releaselabel': 'emr-5.30.1",

R RB

303



Amazon Managed Workflows for Apache Airflow ArfEm

'Applications': [
{
'"Name': 'Spark'
I
1,
'Instances': {
'InstanceGroups': [

{
'Name': "Master nodes",
'Market': 'ON_DEMAND',
'InstanceRole': 'MASTER',
'InstanceType': 'm5.xlarge',
'InstanceCount': 1,

I

{
'Name': "Slave nodes",
'Market': 'ON_DEMAND',
'InstanceRole’': 'CORE',
'InstanceType': 'm5.xlarge',
'InstanceCount': 2,

}

1,
'KeepJobFlowAliveWhenNoSteps': False,
'TerminationProtected': False,
'Ec2KeyName': 'mykeypair',
I
'VisibleToAllUsers': True,
'JobFlowRole': 'EMR_EC2_DefaultRole',
'ServiceRole': 'EMR_DefaultRole'

}

with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval='@once',
tags=['emr'],

) as dag:

cluster_creator = EmrCreateJobFlowOperator(
task_id='create_job_flow',
job_flow_overrides=JOB_FLOW_OVERRIDES
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step_adder = EmrAddStepsOperator(
task_id="'add_steps’,
job_flow_id="{{ task_instance.xcom_pull(task_ids='create_job_flow',
key='return_value') }}",
aws_conn_id="aws_default',
steps=SPARK_STEPS,

step_checker = EmrStepSensor(
task_id='watch_step',
job_flow_id="{{ task_instance.xcom_pull('create_job_flow',
key='return_value') }}",
step_id="{{ task_instance.xcom_pull(task_ids="'add_steps’,
key="return_value')[0] }}",
aws_conn_id="aws_default',

)

cluster_creator >> step_adder >> step_checker

£ Amazon MWAA 5 Amazon EKS — 2

LURRBIER 7 2044F Amazon MWAA 5 Amazon EKS —i#2 A,
£

© BE

. HEREH

« B2 Amazon EC2 N E 4

- DIESHE

« B8l mwaa BRZEE

s Amwaa B ZHBEAE

« BIEH K I Amazon EKS &K IAM A6

+ B2 requirements.txt X4

+ 3 Amazon EKS I3 5 {3 Bk 5

+ B2 kubeconfig

« 82 DAG

« ¥ DAG H kube_config.yaml % N%| Amazon S3 Zf i@+

Amazon EKS ( eksctl ) 305



Amazon Managed Workflows for Apache Airflow ArfEm

- BAFME R

[N

« AT EMRBIREBAIE Python 3.7 HEY Apache Airflow v —& .

o BELLRARTT EWAERHIS Python 3.10 Y Apache Airflow v2 R BE A —E2 A,

FRFAF
EEARTERHRA , EBEUATHE :

« Amazon MWAA ¥Ri8,
« eksctle ETHMEZEER |, HS %% ekscllo
« kubectl, ETHEZELR , ESHRTEMNEE kubectl, EEEFIRAT , ©E2E eksctl —EBLEMN,

- FEAEBIE Amazon MWAA SR KB i) EC2 43X . ETHRESES , WSHRRS A5
7

(® Note
£/ eksctl mHE, AILLEE --profile , UIEEEEIAE B X4 LNV EL & S5

#8122 Amazon EC2 A B %4

FAUTHS , MNREZAXN PR BTEH,
ssh-keygen -y -f myprivatekey.pem > mypublickey.pub

ETHRENGEE  BZHAREBANNLEER,

B EE

FAUTHARUESESR., IREGEENEFEENENSIEHMXELIEER | BEHRBENNXE
B, BUMNEEEELE Amazon MWAA IMERE — X P oI EEE, BRFRNE , FHE5EAT
Amazon MWAA # Amazon VPC M FMAETE, Bk ssh-public-key KIEATEEFEARY
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https://www.python.org/dev/peps/pep-0537/
https://peps.python.org/pep-0619/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html#install-eksctl
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#retrieving-the-public-key
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240, A LMERMNTE—XIE Amazon EC2 I EZ4H , L A LATE 81 Amazon MWAA 538
#E— X iE 8l 2 =40

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \

--nodegroup-name linux-nodes \

--nodes 3 \

--nodes-min 1 \

--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

EREFNCRFZ-—REE. TRE, EUUEAATHSRIEEFHRTERIUIEHABET IAM
OIDC 1R 1trg

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

B2 mwaa TR Z=EE]
BINEHCKNSESE , FALUTHSH pod 81 E ZEH,

kubectl create namespace mwaa

N mwaa TREZEHEERE

BIEBRZEEE , £ EKS LA THE MWAA @8 ZE B 21T pod B9 Amazon MWAA A F8IEZA &
BABYHE, MREATAEZRAMEATFRENEN , BF -n mwaa FH mwaa BHRERNEERNSE

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
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metadata:

name: mwaa-role
rules:

- apiGroups:

- "apps"
- "batch"
- "extensions"
resources:
- "jobs"
- "pods"
- "pods/attach"
- "pods/exec"
- "pods/log"
- "pods/portforward"
- "secrets"
- "services"
verbs:
- "create"
- "delete"
- "describe"
- "get"
- "list"
- "patch"
- "update"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: mwaa-role-binding
subjects:
- kind: User
name: mwaa-service
roleRef:
kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io
EOF

EITATHEREINFAETLFE Amazon EKS £8, MREEEFEHR mwaa , BE X ERALEHEN
B

kubectl get pods -n mwaa --as mwaa-service
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BELBINERUTARN—FEER -

No resources found in mwaa namespace.

B2 H M0 Amazon EKS £EH 1AM A&

BAMBIE—N IAM B | RS FHHEYESR Amazon EKS ( k8s ) &8 , ¥ ZABTREET IAM #
TEORIE. ZABRATERESR  RBEMAEH A AP FANNR.

£/ Amazon MWAA HITAE HS IR Amazon MWAA ISREBIEZFT A, BR , SELIZERM
ZERPHERAYREE , UM ST R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:${MWAA_REGION}:${ACCOUNT_NUMBER}:environment/
${MWAA_ENV_NAME}"

},
{

"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]

},
{

"Effect": "Allow",

"Action": [

"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]

},
{

"Effect": "Allow",
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"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelLogGroups"”

1,

"Resource": [

"arn:aws:logs:${MWAA_REGION}: ${ACCOUNT_NUMBER}:log-group:airflow-

${MWAA_ENV_NAME}-*"

}I
{

]

"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",
"sgs:ReceiveMessage",
"sgs:SendMessage"

1,

"Resource": "arn:aws:sqs:${MWAA_REGION}:*:airflow-celery-*"

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"

1,

"NotResource": "arn:aws:kms:*:${ACCOUNT_NUMBER}:key/*",

"Condition": {
"StringLike": {

"kms:ViaService": [

B2 H K0 Amazon EKS £&H IAM B
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"sqgs.${MWAA_REGION}.amazonaws.com"

"Effect": "Allow",
"Action": [
"eks:DescribeCluster"

15
"Resource": "arn:aws:eks:${MWAA_REGION}:${ACCOUNT_NUMBER}:cluster/

${EKS_CLUSTER_NAME}"

}
]

HEBAGRE , B Amazon MWAA IR | ERZGIENBEENTRENRTAG. EERAR , F
BEFANNE, SUUENR TERRITHAE,

2 &0 (e & -

- A ARN BEE—NEHRE , FRETEET Amazon EKS B 1THRRIE, BRAZERFIHEIE
REAE , mMAEMEA Amazon MWAA BEERIZHNRSACG. ETHEZELR , B2 aws-auth
ConfigMap 2 ARN BB EN , T ERENAGTEER

- R IAM % HE Amazon MWAA 551k , MIFEEERFLARSER , Hli0 Amazon EC2 , A5
EFZACHNEERBACEATAR

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

I

"Action": "sts:AssumeRole"
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https://github.com/kubernetes-sigs/aws-iam-authenticator/issues/268
https://github.com/kubernetes-sigs/aws-iam-authenticator/issues/268
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BETHMEZEER , BZRNMAE IAM AEREAEERR,

B2 requirements.txt 3X#

EFAATHHNREANRE  BBMAREM requirements. txt FFRMTUATHIEFELETc—. ETH
BEZER , BHSH &% Python K ¥,

Apache Airflow v2

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

Apache Airflow v1

awscli
kubernetes==12.0.1

A Amazon EKS 6|7 & 19 i 5%

FEREEUTHSHRAENAEN ARN  Amazon EKS 812 5B RS, ¥ your-region HHXiH
ERNEGEETCBMNENXE, BRAEM ARN , &5 , I mwaa-execution-role HiNIFE
WIITAE,

eksctl create iamidentitymapping \

--region your-region \

--cluster mwaa-eks \

--arn arn:aws:iam::111222333444:role/mwaa-execution-role \
--username mwaa-service

#1% kubeconfig
EAUT @S2 kubeconfig :

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws
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https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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WMRIEEIZIT update-kubeconfig RIER TRHENEE 4 , MFEZMBERFE kube_config.yaml
B env: 25, XH¥TFREE Amazon MWAA RIEEET. At , EBMNXERRIBRUATAR ,
RERERE

env:
- name: AWS_PROFILE
value: profile_name

2132 DAG

F AL TR RHI6IZ Python X4 , #l#N DAG B mwaa_pod_example.py X4,

Apache Airflow v2

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN

CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'kubernetes_pod_example', default_args=default_args, schedule_interval=None)
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#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator/(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,
dag=dag,
is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

Apache Airflow v1

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.contrib.operators.kubernetes_pod_operator import KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
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'start_date': datetime(2019, 2, 20),

'provide_context': True

dag = DAG(

'kubernetes_pod_example', default_args=default_args,

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config

podRun = KubernetesPodOperator/(

namespace="mwaa",
image="ubuntu:18.04",

cmds=["bash"],

arguments=["-c",

labels={"foo":

name="mwaa-pod-test",
task_id="pod-task",

get_logs=True,
dag=dag,

is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

¥ DAG # kube_config.yaml & i0Z| Amazon S3 F#

schedule_interval=None)

FHE B2 DAG M kube_config.yaml X#H A Amazon MWAA IREH) Amazon S3 FEEREH,

EAT LAE A Amazon S3 4l & 3 AWS Command Line Interface A XA ZE @S,

8 R a5 =Bl

£ Apache Airflow # , B RZTHl , AEEHEHAME,

BIETHTERGE , AN THTRIE Pod :
kubectl get pods -n mwaa
BRIZALERRCUTOTAARNBERNS

NAME READY STATUS RESTARTS AGE

¥ DAG # kube_config.yaml #iNZ| Amazon S3 Tt #E

315
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mwaa-pod-test-aallbb22cc3344445555666677778888 @/1 Completed @ 2m23s

R, BAULMERANTHSRIE Pod B, BFEHEERN LI TREMNE :

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

£ ECSOperator i} Amazon ECS

FFN B MM Amazon MWAA fEF ECSOperator iE# %] Amazon Elastic Container
Service ( Amazon ECS ) B85, EUTSHSES , BERHREBHHITACRPINFTENNR , F£H8 AWS
CloudFormation #4122 Amazon ECS Fargate 58 , &RE0IEH EEEEIFEEMN DAG,

£l

-+ WA

- EREH

- R

- BJ# Amazon ECS £#

. RBTH

RN

o BAILUSARTT LM KRB RIS Python 3.10 FH Apache Airflow v2 R E B IRA—EE M.
SoRFM

BEAATEARARE  EFEUATRE

« Amazon MWAA IfiE,

PR

- RENHITABEENRFEETE Amazon ECS Fiz1TES . BAILURF AmazonECS_FullAccess
AWS RERBKMBRTAE® , o GIBUTREHFFEMBRITAE,

{
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"

]I

"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [

i n

1,
"Condition": {
"StringlLike": {
"iam:PassedToService": "ecs-tasks.amazonaws.com"

« BRTAINTE Amazon ECS HZITESFIEMNRRI | I83E AT EH Amazon MWAA TR GBHE
CloudWatch Logs KRB BE | AR YRI5 A Amazon ECS £ BEA , MM FFAfR. Amazon ECS H&
48§ AWS CloudFormation # R #1% , 0 the section called “#Z Amazon ECS £ P Ro

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:airflow-environment-name-*",
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"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

BX Amazon MWAA HTHAE , URINMAMMEBENEZER , BZH WITAC,
B2 Amazon ECS &£&F

FERA LT AWS CloudFormation 4R , #&fF#9% Amazon ECS Fargate 58 , A T Amazon MWAA
TIERE. BXEZER , B2 M (Amazon Elastic Container Service FF X A R 1Ef) FHEIE—1
EFEN.

1. AIE—NMNEEUTHREBE JSON X4 , HFZXHSEN ecs-mwaa-cfn.json,

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MwWAA."
},

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MWAA."
b
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",
"Description": "Select at least one security group in your selected
VPC, as used with MwWAA."
}
b

"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"
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}
}
1,
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref": "AWS::StackName"
1,
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
I
"Action": "sts:AssumeRole"
}

},
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

I
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackName}-task"

I

"Cpu'": 2048,

"Memory": 4096,

"NetworkMode": "awsvpc",

"ExecutionRoleArn": {
"Ref": "ExecutionRole"

I

#12 Amazon ECS £8 319



Amazon Managed Workflows for Apache Airflow ArfEm

"ContainerDefinitions": [

{
"Name": {
"Fn::Sub": "${AWS::StackName}-container"
},
"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/
amazonlinux:latest",
"PortMappings": [
{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080
}
1,
"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {
"awslogs-region": {
"Ref": "AWS::Region"
I
"awslogs-group": {
"Ref": "LogGroup"
},
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]

},
"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {
"Fn::Sub": "${AWS::StackName}-service"

iy
"Cluster": {
"Ref": "Cluster"
iy
"TaskDefinition": {

"Ref": "TaskDefinition"
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},
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"

iy
"SecurityGroups": {
"Ref": "SecurityGroups"

2. EWTRRAL , FRAMUT AWS CLI s S oIk, B4IF SecurityGroups M
SubnetIds WEZRF Amazon MWAA IRERNRLA T+ E,

$ aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParametexrKey=SecurityGroups,ParametexValue=your-mwaa-security-group \
ParameterKey=SubnetlIds, ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

WE , WA LAERALT Shell BIZA : ZBIAEH get-environment AWS CLI i SR FEHREN L
LEMFNAAENE , AEMHEAM O E#EKR, EETEZHEX  BETATHES,

a. EFIMAHNHEEENRN ecs-stack-helper.sh , REES AWS CloudFormation #x48[E
BB &,

#!/bin/bash

joinByString() {
local separator="$1"
shift
local first="$1"
shift
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mwaa/get-environment.html

Amazon Managed Workflows for Apache Airflow ArfEm

printf "%s" "$first" "${@/#/$separator}"
}

response=$(aws mwaa get-environment --name $1)

securityGroupId=$(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SubnetIds[]'))

aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \
--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \

ParameterKey=SubnetIds,ParameterValue=$subnetIds \
--capabilities CAPABILITY_IAM

b. FAUTHSETIZMA, & environment-name Hl stack-name iR EBHNEL,

$ chmod +x ecs-stack-helper.sh
$ ./ecs-stack-helpexr.bash environment-name stack-name

MERIY , HEFRUTHEE , £ R~HAH AWS CloudFormation 4% 1D,

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"
}

£ AWS CloudFormation 313 B AWS BEL T Amazon ECS ®iR/E , BRI AR L4&
DAG T,

(MERRY
1. AFBHRTE  RESMIEMH DAG RBYEF. Him :

cd dags

2. EFUTRERFNABHFNFEARMEZFEN mwaa-ecs-operator.py , REF#H DAG L{£Z|

Amazon S3,
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from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition’'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides":[
{
"name" : CONTAINER_NAME,
"command":["1s", "-1", "/"1,
.
1,
.

network_configuration=service['services'][0]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
awslogs_stream prefix=f"ecs/{CONTAINER_NAME}",
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RAriEmE

3. EB1T

® Note

Tj': DAG B R~fl# , X¥F awslogs_group , &7

HEAMWBHRERBEA, RAMBRIZEBHN mwvaa-ecs-zero B B EL

A ecso

TELT AWS CLI &%

T DAG EFIZIFEN MR , ABER Apache Airflow Ul & DAG,

BEEEFE A Amazon ECS £
o XWF
awslogs stream_prefix , £/ Amazon ECS £ HER R, Z~BIRIE B ER A0

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR , BFE ecs_fargate_dag DAG WESHEFFE WL , XLUTF
ecs_operator_task WESBEFHWUTAR :

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -
Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster
[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator

overrides:

{'containerOverrides': [{'name’:

'/'131}

[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO
€012340b5e1b43c6a757cf012c635935
[2022-01-01, 12:00:00 UTC] {{ecs.py:313}} INFO
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

52

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

lrwxrwxrwx 1 root root
[2022-01-01, 12:00:

XI-X 2 root root

[2022-01-01, 12:00:

XTI -X 5 root root

[2022-01-01, 12:00:

XTI -X 1 root root

[2022-01-01, 12:00:

XI-X 2 root root

[2022-01-01, 12:00:
lrwxrwxrwx 1 root root

00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 boot
00 UTC] {{ecs.py:119}}
34@ Jul 19 17:54 dev
00 UTC] {{ecs.py:119}}
4096 Jul 19 17:54 etc
00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 home
00 UTC] {{ecs.py:119}}

7 Jun 13 18:51 bin

INFO

INFO

INFO

INFO

INFO

'mwaa-ecs-test-container’,

ECS task ID is:

'command ' :

Starting ECS Task Log
[2022-07-19, 17:54:03

[2022-07-19,

-> usr/bin

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,
7 Jun 13 18:51 1lib -> usr/lib

:54;

:54;

:54;

:54;

:54;

:54;

03

03

03

03

03

03

[Ilsl’ I_ll’

Fetcher
UTC] total

uTC]

UTC] dr-xr-

UTC] drwxr-

UTC] drwxr-

UTC] drwxr-

uTC]

R RB
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 9 Jun 13 18:51 1ib64 -> usr/lib64

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XTI -X 2 root root 4096 Jun 13 18:51 local
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
XTI -X 2 root root 4096 Apr 9 2019 media
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 mnt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 opt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 103 root root @ Jul 19 17:54 proc

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
x-\-\- 2 root root 4096 Apr 9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 2 root root 4096 Jun 13 18:52 run

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 8 Jun 13 18:51 sbin -> usr/sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XT-X 2 root root 4096 Apr 9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 13 root root @ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
drwxrwxrwt 2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 18 root root 4096 Jun 13 18:52 var

[2022-07-19, 17:54:03 UTC] drwxr-

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully
executed

£ Amazon MWAA i dbt

AREBER T WAITE Amazon MWAA A dbt # Postgres. FELA TS ERA |, B P T B9 481 007 N
#l requirements.txt # , J A dot BB L& FIIREMN Amazon S3 FE. AE , BREAT
5l DAG R¥iE Amazon MWAA BRE B LZEMKT , HZ/FHEMA BashOperator ¥Kiz1T dbt W H,

£}

1£ Amazon MWAA H{E A dbt 325
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o BRA

FREH

+F dbt 31 B £4Z | Amazon S3

£ DAG BiF dbt KIIN Z &

5/ DAG ki=17 dbt I H

TN

« BAILUFARTT LM R RHIE Python 3.10 FH Apache Airflow v2 R E B IRA—EE .

FRFAF
EERRATSBRZE , LEELEUT Y

 {£/ Apache Airflow v2.2.2 #§ Amazon MWAA 338, LERHIERE |, HEM v2.2.2 317 7,
B REEEIEUURBILL S H b Apache Airflow MRA— 2,

« dbt B RHl. EFIHBIE Amazon MWAA F{ER dbt , #RETEABIE — /N2 X H M dbt-labs & FE A
=fE dbt AI'JHE, GitHub

KB I

E Amazon MWAA 5 dot Bt &R , BRATEIMARMEEZHNAESL, ETHREZER , ES
E7E Amazon MWAA & H Bz B,

#!/bin/bash

if [[ "${MWAA_AIRFLOW_COMPONENT}" != "worker" 1]
then

exit @
fi

echo M---mm - "
echo "Installing virtual Python env"

echo N e o o o e e e o e o o e e e e e e e e e e 2 n

pip3 install --upgrade pip
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echo "Current Python version:"
python3 --version
echo "..."

sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

echo "-------mme - "
echo "Activating venv in"
$DBT_ENV_PATH

echo M----mmm

source dbt-env/bin/activate

pip3 list

echo M e e e e e e e e e e e e e e e e e e e e e e e n
echo "Installing libraries..."

echo M e e e e e e e e e e e e e e e e e e e e e e e n

# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo M---mm e -
echo "Venv libraries..."
echo M---mm e -

pip3 list
dbt --version

eChO M e e o e e e e e e e e e e e e e e e e e e e e e n
echo "Deactivating venv..."

eChO M e e o e e e e e e e e e e e e e e e e e e e e e n
deactivate

ELUTES G | &0 dbt B B R L& % Amazon S3 #31=1T DAG KK iE Amazon MWAA B S K

WREFFDN dbt MBI,

BT
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£ dbt I B E£4& | Amazon S3

N T EEHTE Amazon MWAA SREAREA dbt TE |, AT LUGEA DB B X L& BB dags XX
. BIEEHE , Amazon MWAA £5F dot B TF#F & usr/local/airflow/dags/ 3X#
*x,

EF dbt 1B L& E| Amazon S3 , EHITUA TR

1. SMBE=RME dot ATTIE M B %o

2. JB1TEAT Amazon S3 AWS CLI &5 , A --recursiveZ L% A 5 XG0 B WA E HI 2|21
HEdagsX R, ZHSRUE—INER dbt WFEF, ‘ﬁTL}{ll‘v?EﬁH:Fﬁﬁ dot M E, MRF
BRELFE , WHNEXHEHEFZINEERF , HETRXCIBHER, ZHPELNEZBEA
B & dbt BRHPOIE—NFE R,

$ aws s3 cp dbt-starter-project s3://mwaa-bucket/dags/dbt/dbt-starter-project --
recursive

BA AT B FEREATENEN , UMERE dbt REFKHHLSA dot B,

£ DAG Wi dbt KB L%

AN DAG f£/ BashOperator  bash 55 REIE Amazon MWAA BEE R Z &
requirements.txt FIEER dbt KB,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="/usr/local/airflow/.local/bin/dbt --version"

PITUTRENEETES BESHRIERBERER dot REMBIA,

1. SME Amazon MWAA #2§|& |, REMN T AIRE SR P IEFRITH Airflow Ul

fF dbt I B L& 2| Amazon S3 328
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2. ¥£ Apache Airflow Ul £ , M5IZ&RF %] dbt-installation-test DAG , &A/G# 1% Last Run
FITEZFITH E— N IIESH B HA,

3. FEAEKXRME , % bash_command ESUITHESEFNFHAEE.,

4, EFAFRITFESFEE , ARRIEAZRERIIE T EANE requirements. txt FIEER
dbt x4,

£ DAG Kiz1T dbt Im B

LU DAG £/ BashOperator &M A#h usr/local/airflow/dags/ B X £ % Amazon S3
B dbt B EHETEARN /tmp B , ABIEIT dbt B, bash i HRIE—1NHE RN dbt-starter-
project B Al dbtTiB., RIFEELTE BHFRNWEHRBREFRER.

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

import os
DAG_ID = os.path.basename(__file__).replace(".py", "")
# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False, start_date=days_ago(1l))
as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/
activate;\
cp -R /usr/local/airflow/dags/dbt /tmp;\
echo 'listing project files:';\
1s -R /tmp;\
cd /tmp/dbt/mwaa_dbt_test_project;\
/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\
cat /tmp/dbt_logs/dbt.log;\
m -rf /tmp/dbt/mwaa_dbt_test_project"
)

£/ DAG Xiz1T dbt B B 329
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AWS B& M I=

» f£H Amazon EKS # Apache Airflow v2.x B Amazon MWAA

AWS BEMH#E 330
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Amazon MMWAA B R{ESEEE

AIEEN BT EER Amazon MWAA B RIEEN RESSE,
FH

+ Amazon MWAA L&) Apache Airflow B BEH 2

- 7E requirements.txt FE I Python #KEi T

Amazon MWAA B Apache Airflow By REHE

ARNE T HEMER £ Amazon MWAA E#EF Apache Airflow Bl B % Amazon MWAA IRERI M
BERT , RATEENRESREK,

B

» Y0 Apache Airflow il B £,
Apache Airflow it X2 F

.

DAG X #%k

DAG X #

T5

- S

¥~ 0 Apache Airflow B iEiE I,

LT ERMNIESETRN Airflow BLEIZTURINEIIRE R SR,
1. £ Amazon MWAA & & E3TFFERE T H
2. EBIRIE,

3. EERE.

4 ﬁ*¥-|:_$o
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5. 1& Airflow BEEETBER P EEFNBE LB E.
MNTHRIRPERBEEHMAE, IEBABENEEHBAE,
NENEEERMOE B LR RNEENLERBIET,

ERRTF

© N o

ETHMEZER | 55 H7E Amazon MWAA E & Apache Airflow B iEi%,

Apache Airflow it X2

Apache Airflow it X272 Apache Airflow IO A, TTRIZEF HIABE AT ES S BRI LM DAG
BEEAEES. B Apache Airflow ITXIEFRENEZFEELR , B2 Apache Airflow XM i A
Y SR it RIFZ P BB

5%

T B A AT Apache Airflow 1T XIR2 PR B EETUR H A G,

Apache Airflow v2

JIES B Bk AIAE EEPUN R R 3% =

v2 celery.sy 1 Celery WITIERF EULAEA L
nc_parallelism ATRSESFKR ETUBEIRS
DHHER. Celery }1 1778
FERAN#HE
SR B LEBA B
R, MINER
T, BERE
7, LAABSIETE
MES EELE
#| CloudWatch
&R . ¥
ZEIRN 0 B
BEEARA#HE
B, BERIEME
SHENTES

SRR,

Apache Airflow 1t %25 332
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JIES

v2

B Bk

scheduler

.processo
r_poll_interval

AIAE

DU

EitxlEF1E
T AR E LA
DAG X2 [f
EEFNYH

R R 3% =

EitXERFR
% DAG T4
R. ERAH
RAES AR TEIR
TREFRHPHIT
HERAESS R 48
AT BAfE A IR T
BEERITRIE
P B9 UK B Bt 8] SR
BROtXIER L
# CPU £/
=, ®@mtE2
SE#E1E Apache
Airflow v2 Y
scheduler
.parsing_
processes

# Apache
Airflow v1 #Y
scheduler
.max_thre
ads HKYIRIEH
EITHITRIE
FEER, X
ATRE R R IT X
B EHT DAG
WAE , e
jn DAG HIE
Web AR5 88 LB
Bt [Al

Apache Airflow 1T X2
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2. && Apache Airflow F2F 2/ Extras, EEEF I ¥ MWAA £ Apache Airflow v2 Z2&EH
REaHER , FiHR NG LT D MW AA Ri1iE1T85, requirements.txt GitHub
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M Apache Airflow v2.7.2 7738 , ERXH S MBE—% --constraint BA., MREREM
HREZMH | Amazon MWAA FREIEE—NMIREN , LARENERDIIHNERFSEERIE
EEAH Apache Airflow FRAFER.

LT RBIF | F {environment-version} B RHRENMAS |, & {(Python-
version} B EENIREREBN Python R,

BHXREMRH Apache Airflow JREFR AR Python IiRAMIEE |, S A pache KM,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEERRPHHMEFIFTHRSE , Il pip3 install
FREBLEFRRBNEZRENER, NREAREFSRERY , MTAEBENHERNB
ERPEFSN Apache Airflow H# (RERF. THERZFM Web fRSEE ) WEIXRAR,
CloudWatch EXx BERBEWEZEER |, i5SH the section called “&EF Airflow HE",

4. Apache Airflow BF 3. HIEFS ExtrasREMAK (==), XBB T LEEREFRLZERZE
BATRNEFS.

apache-airflow[package-extra]==2.5.1

5. Python E., £ requirements.txt XHFHRMEFTBEMIREK (==), XEETFHIEES
RIF3R 8 PyPi.org B future E#f,

library == version

Example boto3 # psycopg2-binary

WRE A FERE B, boto F psycopg2-binary FE2E1E Apache Airflow v2 EftihR % %%
i, BETE requirements. txt XHFEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MEEENTZFEMAE , N Amazon MWAA £ %% .org FERITRAHPYPiE 448, BLARAT
BE58 requirements. txt PN EMEFIHR,
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MRAWIERAES. Ei=1T Amazon MWAA CLI SEREF |, FifE £H aws-mwaa-local-runn
ero. GitHub

& & Apache Airflow 2 F 3 Extras, £ https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt#H , && Apache Airflow v1.10.12 Al AFEF a5k,

WA R, 7 requirements. txt XHIRERF N Apache Airflow v2v1.10.12 FY4Y

R, MBRARNHBEZ xyz==1.0 EFEEREFNEMEFITHRE , N pip3
install WEZEBEIEFRBNEZEINER,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt"

Apache Airflow v1.10.12 2 F &, 0 Airflow 252 ExtrasHl Apache Airflow v1.10.12 kA<
(==)o XEBTHLEEREPLERBEEREATENERFS.

apache-airflow[package]==1.10.12
Example Secure Shell ( SSH )
AT Rl requirements.txt X#HZR&ERTF Apache Airflow v1.10.12 B9 SSH,

apache-airflow[ssh]==1.10.12

Python &, £ requirements.txt XHFRMNEFSEHRMRE (==). XBEBTHLEB
RIF3R 8 PyPi.org B future E#f,

library == version

Example Boto3

AR Rl requirements. txt X#HZ%&EH T Apache Airflow v1.10.12 #9 Boto3 B,

boto3 == 1.17.4
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&I = : Python Wheel ( .whl )

Python Wheel B —fIZFE8KX , EERT IS ERFWHENE. ’ Wheel 272N TE Amazon
MWAA R & RARBIRY 5 2R LA

c BERETHR — WHL THAENEA ZIP SHEHIRES | REREIES , RETHEAY
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- EERENE — W TASRENE , THERTERIRKEZRL , NS Amazon MWAA FEH R
BRZAIMNRATRE . BT FARBIAPRIFERRBUKBI , Rt Eieg M BFMARREHL , H S
RERMEMERNE,

BABWFERLL T A ERZE requirements. txt AR E Python Wheel #42 (.whl) # Python &
B,

FiE

« 1£ Amazon S3 F## L A plugins.zip X#

- FAEERE URL M WHL XX #

- M DAG & WHL X4

£ Amazon S3 &M L&A plugins.zip X

Apache Airflow BERE~F. THEREFM Web RS 28 ( EA T Apache Airflow v2.2 R E GRS )
ERHEEENTRENIEEN Fargate REF LERBENIEH , W AWSHEA, /usr/local/
airflow/plugins/*ti3 27 Python KEITHY Amazon MWAA By pip3 install -r
requirements.txt # Apache Airflow BRF B 2RI FF . plugins.zipX A TFTHEFTEBER
BEHTHRFEERNEMX Y , RELAETEMEE DAG AR TR BRI H4. 6
o , Python B Wheel X, iE$ PEM XHFIEE YAML X,

T—TNRBWATE Amazon S3 FME EZ%E plugins. zip XHHE Wheel,

1. TEMSEHN WHL X# , e LUERE Amazon MWAA 5= 178580 B8 — 4 Amazon Linux 2 &
285t , ¥ pip download MIA requirements.txt —RFEHREFM THRLEMN Python
Wheel X4,

$ pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
$ cd "$AIRFLOW_HOME/plugins"
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$ zip "$AIRFLOW_HOME/plugins.zip" *

2. £ requirements.txt FIEERR, FMA--find-links BEMTF requirements.txt TREFHY i
BB, #ER pip TEMFEA --no-index NEMRRLE , TR

--find-1links /usr/local/airflow/plugins
--no-index

Example £ requirements.txt F#Y wheel

LR ROHRIZIEE ™ Wheel E4£%] Amazon S3 F##EHE B ZH M plugins.zip X5,
o

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA M plugins X#4RAHRE numpy-1.20.1-cp37-cp37m-
manylinux1l_x86_64.whl Wheel 3G H 2% B|HREHh,

FRAEEE URL L WHL XX#

T—HENENALEFEERE URL EH Wheel, Itk URL ARE A ANFIHRIR |, HEALUNER
Amazon MWAA PR EIEEMN B E X Amazon VPC AijEl,

« B URL, M@ requirements.txt FH# Wheel 2% URL,
Example 248 URL E& Wheel #4%

T RBINAF M KTH Wheelo

--find-1links https://files.pythonhosted.org/packages/
--no-index

Amazon MWAA MEIEER URL F3IREL Wheel I H L EZ|FRIEAR,
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® Note
M Amazon MWAA v2.2.2 R EGRARZEERNFAE Web BRSS85 EFETH R URL,

M DAG 82 WHL X ¥

MREHFE Web RSB Apache Airflow v2.2 iEEMA , F BB TEWRRETL L RN HEME
EMTELZEER , NAMERALLT DAG RIKREIEH Amazon MWAA ERHHEFTZE| Amazon
S3 E

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperatoxr(
task_id="bash_command",
bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/
requirements/requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3
cp /tmp/plugins.zip s3://{S3_BUCKET}/{S3_KEY}"
)

Z1T DAG & , ERXANFXHER Amazon MWAA plugins.zip , B AU RS HAE —
B8, AFE , EFfirequirements. txtB @M LE--find-1inks /usr/local/airflow/
plugins®--no-indexiAl--constraintlI AR,

WHEAGFEELFERMERNE,
‘I = TEEFRAE PyPi /PEP-503 WFAE FMEE LA Python kKEix R
T—HNENMALRERLRELEIE URL EEZT HHRILA Apache Airflow Extra,

1. FMRAFBMBBARIMA Apache Airflow BLiEIET, 45I0 :

« foo.user : YOUR_USER_NAME

/A PyPi .org TR L% Python RN 347



Amazon Managed Workflows for Apache Airflow ArfEm

« foo.pass : YOUR_PASSWORD

2. BI# requirements.txt X# FAFE URL BARMENR Apache Airflow B BiE TR A F &
BREBRIUT REIFH SR, Fla:

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

3. FMEMEMERME requirements. txt X#s, Him :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA 48 EERAABE

&1 Amazon MWAA R HITAEEENRFIEF BEXRIEZFIBE, CloudWatch EEFHRITAE
KPR , &3 Amazon MWAA U {TAEE,

&AILAE R INFO, WARNING, ERROR =% CRITICAL 4 3I#Y Apache Airflow B&, ZH&%EEH

EFR BT , Amazon MWAA £ RIZZRBIFMEESRINNTEMRIINNEE, Hlm , RE
FEINFOLBIZABE , Amazon MWAA £ B INFOH & %)% H EWARNING, ERROR, FICRITICALH
Fg B, CloudWatch FA1EIUZ A INFO 4589 Apache Airflow B |, MEITXIBFEE R
requirements.txt WEK BE,

1£ Amazon MWAA 418 EBRBE 348
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@ Airflow scheduler logs

Log level
Specify which types of task events to log

INFO

Log info and higher-severity events

CRITICAL
Log critical events only

ERROR
Log error and higher-severity events

WARNING

Log warning and higher-severity events

INFO
Log info and higher-severity events

£ BEE4E EEF CloudWatch B &

BRI LEFRE TEREHBN dags XXM ITRIFZFH Apache Airflow BE&. AT HBRITE WA
£ Amazon MWAA 12 #1& EITHITRIREFHN AERL , LR I{TTE Logs ##|& £&EF Apache Airflow
H&., CloudWatch

E&EE requirements.txt WA , FHRITUUTRE

£ Amazon MWAA #2#| & 3T E R E,

EERIR,

e R B LR Airflow ITRIFRF BE4,

£ AERPERE requirements_install_ip A&,

BRIZ A LATE /ust/local/airflow/.local/bin EERREFRENEFSIIR, Hl

o K~ w0 Ddhd =

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/

appdirs-1.4.4-py2.py3-none-any.whl
Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

£ BEEREIA £LEF CloudWatch A& 349
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6. EEEFEIRUREFEMEFSERESIETRBERIHER, IRHIEE , EUELFRR
P TARRER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

£ Apache Airflow Ul FE &&=
B REE FEERE Apache Airflow Ul , MFAEHIREA e SHRB AR, £ Amazon MWAA LfE
F Apache Airflow B , BRI BRI EENLNEIRR

Broken DAG: No module named x

MR IETE Apache Airflow Ul FEZISL4E1% , W) requirements. txt X ARERD LTI KBIN,
&% Apache Airflow

YREZEFE AWS Ildentity and Access Management (IAM) #1358 AWS K 89 Apache Airflow F FF 5 H
AR © AmazonmWAA i[RI BR WebServerfX BR = 82 & ¥RHY Apache Airflow F F° FH.

Eij[8) Apache Airflow Ul , EHITEA T IR4E

1. 7€ Amazon MWAA ###I& LITFIRETTH,
2. EBRIRE,
3. I&EITFF Airflow Ul,

Tl requirements.txt RAZHR

WA LAE requirements. txt FRERETRAMNER. AT REFEATEFRNNWAS KRR
Extras,

Example PyPi.org £ #IEI SN2 F14 H ® 1k

BT IEAE URL HIEEHAS ( HIIZS P PyPi EP 503 M EE X repo URL ) 24 , BEEEFEH
Z--index-urli%&ii,

1£ Apache Airflow Ul & F451R 350
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aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

Rl requirements.txt MAZS 351
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Amazon MWAA Y512 J 1555

Wi R4 ER T Apache Airflow B Amazon £ TEREMEH AWS SBRA RN EME, TTHAM
MEENEEEARIBD . RIMNEMN AWS SBRAROEZ NP WEREZERE , LEEHENSIHE
A AE RN H TR, REB AWS N EHFRZEEN Amazon MWAA IRERIIEREE B4 %R
R

(® Note
Apache Airflow 8451 B & 18R Z T 5i# CloudWatch FRAEMNEILI R,

Bk Apache Airflow HEZER |, 2 Apache Airflow XM G H B EF 1,

Sections

« Amazon MWAA 5 8R

- EET®HE AWS CloudTrail

+ 1 Amazon #EFS B & CloudWatch

« 153 Amazon MWAA EHZFHIEARMER

+ Apache Airflow v2 FEEREIESR CloudWatch
« Amazon MWAA & 28, RASIFIEIEEIENR

Amazon MWAA L &9 3= 81A

AN BB TIEEER T Apache Airflow B ST E THEREBIEN AWS RS

B
« WG CloudWatch #E&
« AWS CloudTrail #&

I 53 CloudWatch #ER

CloudWatch & AWS RSN ERTFHEE , ATERERSFATNESNEERREITER. &0
DEAXEERREEER. TESITEE , ARERFERPEREEE , SIHBBEE Amazon
CloudWatch 2% & FRiEEIRERNIZITIRR .
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Apache Airflow E£1&E R B 5% & 3%5&EA T Apache Airflow B9 S E TERMFER StatSD 18
¥Ro CloudWatch

BETREZREE , BSAMTLETLD# CloudWatch ?

AWS CloudTrail #EiA&

CloudTrail 2—I® itk , ATFicFKAF. A8 AWS RFE Amazon MWAA HRITHIRIE. £
AWEZINEE CloudTrail , A LAFAE @ Amazon MWAA X HBHIiER. KHiERN IP bk, A H
TiER, ArHRHER , URFITEEHPRERENEMOIFEAEE,

ETHREZEER , BSHTLE AWS CloudTrail ? ,

BHEFTZHE AWS CloudTrail

AWS CloudTrail ZE#& 81 AWS IKF N EEENKS LS A, CloudTrail 123 IAM 3245k AWS AR
% ( Hla0E AT Apache Airflow I Sz T8 TERTE ) FrdtiTHSES |, Z5EFIHIZHE A CloudTrail
=4, EALE CloudTrail BHAHPEER. BEMTEHIE 90 RWEHFHLIEFK. CloudTrail ik
T3 MWAA 24518 ENFMEEHURN T L MWAA APl WFrE R A, BT AR RIERE (4
W GetEnvironment =% PublishMetrics I ) o AT LE CloudTrail 204/ fE ¥ Amazon
MWAA B E#,

Bx

« EFOIZERER CloudTrail

- FASHHEIERKESE CloudTrail E4
« CreateEnvironment # Rl 2R ER

o BETR#MAL?

EF I IRER CloudTrail

BEEVNRIBIRTEET AWS IKFHPIFERENSEMHIEFE , B1F Amazon MWAA IWEH, BRERAWTF
CloudTrail ¥ A& X 12 5 £l Amazon S3 Fi#EN. MRETAEREER , BIHA R LUE CloudTrail 2l
BHREFTANEHAEIER. Hl , FRKENES CloudTrail , A LAFEE M Amazon MWAA X
HEER, KEERW IP hat, RETHER, ANREHERUEREMFAFE. ETHRESER
ESE R ER AWS Tk 6 2R ER,

AWS CloudTrail #i& 353
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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FEHAEHEHEIERHESE CloudTrail B4

BUBYEEEHALIER , # CloudTrail #2148 FXT X 90 RBVRENREEHHITHERR,
Bl | EAILRXHAEEES AWS IKFFRIR (5120 IAM AP S At AWS BIR ) B9eIE, &k
MANEH, BETHRESREE  FSREASHALIERKEE CloudTrail .

1. ¥TFF CloudTrail &4,
2. BEBREHFHFIZFE.
3. LEREEENEH , ARLEBREREHFAFE.

CreateEnvironment B9 R4 &

RIRR—MEE , WAHTHEMHEN BEXHEIEEIRIEERN Amazon S3 FE#.

CloudTrail BEXHEBE —IMHZNAEFZREB. EFARRKRBEEMARENEMER , BEBXFERR
EWEE |, BlmiREN B BN ERERSE, CloudTrail BEXHFT R # AP BANE FHKRR
R, B R aREMAESERFEEIN. ATREIZRETRZN RMMLIELR CreateEnvironment
WEEERB. HTHRIPERFL , AirflowConfigurationOptions A HY{E B M BRo

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "@@©123456ABC7DEF8HIJIK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "012345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "00123456ABC7DEF8HIJK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "@12345678901",
"userName": "user"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52Z"

EREHHLIZRKESR CloudTrail E4 354
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}
I
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",

"errorCode": "AccessDenied",
"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",

"ExecutionRoleArn": "arn:aws:iam::012345678901:role/AirflowTaskRole",

"AirflowConfigurationOptions'": "**=*",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {
"SecurityGroupIds": [
"sg-01234567890123456"
1,
"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]
1,
"Name": "test-cloudtrail"
1,
"responseElements": {
"message": "Access denied."
},

"requestID": "RequestID",

"eventID": "EventID",

"readOnly": false,

"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

BTRMEATA?

« fECloudTrail X3FH AWS BREMER T |, THIWM A CloudTrail BEPWENSHHIEREH MR

Fo

o ETRI{ATEM Amazon S3 Fi##8 CloudTrail X ¥ B & HRWREER | i

Amazon SNS iE4%l, CloudTrail

SRANEEE

BT RAA A ?
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£ Amazon FEEFSH B & CloudWatch

I 552k MWAA 1] LA IE 52 & 3% Apache Airflow &, CloudWatch& Al UM — MU BEEF S
B AL , NBRMWIRS Apache Airflow EEIEER THEREEIR, MEEHME=FTE, EEHE
EH T Apache Airflow B B #h 1 E THEREEH B £/8 A Apache Airflow B3 , F86& & Apache
Airflow DAG 432, 1£55. Web BRS588. TEaR=F1ER. CloudWatch

E
- EH
. FEEABIHEE TH

. BEXR

- B F Apache Airflow B &
« &F Apache Airflow B&
- RBITRIERFBE
BETRMMTAL?

EM

o IWEWFRAE CloudWatch BE#EH. EXEZEER |, 5 CloudWatch Efto

FIaBIHY ER TE

BB E T LEEERZEEN AR CloudWatch, BEXEZELR |, 1551 1578 Amazon MWAA R

Amazon MWAA £/ BB AKNEA Airflow BEETSIE—MNEERE |, HHAEHEHIZEI SHREXRRKN
CloudWatch B&4H, AEKLHE YourEnvironmentName-LogType &R &&. Hli0 , MRIFEE R
Airflow-v2@2-Public , M Apache Airflow £ B &N &iEE| Airflow-v202-Public-Task,

EE Aifflow BE 356
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AR

YourEnvironmentName- DAGProces
sing

YourEnvironmentName- Scheduler
YourEnvironmentName- Task
YourEnvironmentName- WebServer

YourEnvironmentName- Worker

/8 A Apache Airflow B &

EpU

DAG A EBREESR (ITXEFPLE DAG X
Mo ) BBEE.

Airflow it X2 LMK B &
DAG QEEXEIJ'EEX H /BN o
Airflow Web SLE£E KK B &

ER TEREF DAG HITH —E 0 £ B

=+
/Ao

&TLAJE B INFO, WARNING, ERROR = CRITICAL 43I Apache Airflow BH&., H&EikiFE R ER
BlBY , Amazon MWAA £ K IZZBANNAMEESRFINTEMRINBER, Fl0 , WREZINFOR

SIEABE , Amazon MWAA £ INFORE X

CloudWatch

1. 1E Amazon MWAA #2#|& LT FRETE,

2. IEENR,

3. ERERE.

4. BEET—

5. BEETI—NHZMEM

3% HEWARNING, ERROR, FICRITICALHES !,

a. TEWEEKLIEE Airflow iTRIER BEAE,
b. ESIEER L% Airflow Web FRE 28 BE4A,
c. TEWEEERKLI%EF Airflow THELREB LA,
d. fEMEERK L% Airflow DAG &2 BE4A,
e. TEMIEERLER Airflow £5 BEAH,
f. & BERAFERBAELS,
6. ®EEBET—F,
7. EBRRE.

/2 A Apache Airflow B&

357
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& F Apache Airflow BE&

AT E D N A fE 2 %) & P &EF Apache Airflow B, CloudWatch

1. £ Amazon MWAA 2§l & 3T B E,
2. EEREHIER,

3. EMRERPER-—IBEA,

4, HEBERPEFEF

T~ RIERBE

BRI LEFRE TEREHMBNT dags XXM ITRIFZFH Apache Airflow B&. AT ZBRITE A
£ Amazon MWAA 1#2#1& LT ITKIREFHN AERL , URI{ATE Logs ##|& £E&EF Apache Airflow
H7&. CloudWatch

EEE requirements.txt WHZE , BHITUTRE

1. £ Amazon MWAA 12l & 3T R HE,

2. EEIER,

3. TEMEERLER Aiflow ITRIRF BEA.

4. EBHBERPIERE requirements_install_ip B,

5. #BRMIZABATE /usr/local/airflow/.local/bin LEERBEHALZENEFSIIR, H0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/

appdirs-1.4.4-py2.py3-none-any.whl
Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EERFAEVRUREFEMAEFESELZEIEHERTBEIE IR, NREIEE , BAEELERIR
PUATHEREIR

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

& & Apache Airflow A& 358
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BETRMEAA?

- BETHUNAEE CloudWatch ik , 5 H Amazon CloudWatch 23R,
- ETHEW{AH]2 CloudWatch &R , HSHEH CloudWatch 1 F=4R,

1532 Amazon MWAA _E B35 &I AR F1 3R

B LAETL S CloudWatch I B E EHIER , HFAFERRRMER , AkEER T Apache
Airflow WL S#EE TERERRNESTRL. HENERUTESERLBL T ALARM RE , s
TRAE , ETEEHEREE Amazon MWAA HIZ1TIRR.

Apache Airflow 2 FF T F ZHEMNISIR , 235 DAG #EH. DAG BF MK/, YHEIEEZTH
£5. EFEAMAMETI. BIEIRRR |, Airflow #KELE 7 B 31 Amazon MWAA SRR IEFR R,
CloudWatchZ< ST 4B 20183 Amazon MWAA 535 H Y CloudWatch Airflow 1545 8121z TR 2 6IE
o
Bx
. iR
o BIRRESER
- BEXEZEFHERNERRHE)
o RTIXLIENR
o XTEFIER
- £ AWS HiE
 f£H AWS CloudFormation
o JiBR 1557 R0 42 Hil E AR
o ETRMHAL?

=Py

A B Apache Airflow MRAEEATT AT A 1EFR 01 2 B & IR HIERFBR. 8MNERSBXY R —
Apache Airflow <BMBEIESR (KPI ) . EEFIBIRIIEK , FSH

« Apache Airflow v2 FEEREIESR CloudWatch

BETRMAL? 359
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ERRSBE

B EEUEE U T LR -

« OK - EEHRFIRERNEENNRETEA,
« ALARM - BRI RIENBHE NN RE,

INSUFFICIENT_DATA ( BB R ) - HEBNINEZ , BT ITH , EERSE B EIENLE

EHFERS,

B & S 328 1 T A A 4 o 4B

ST LA B E SRR HIEAR , R Amazon MWAA IRRFTIEIERHY B &o

K T iXLEEPR

BATF Fl gk R 7 383 A8 o gy B2 MARARE SUE B E R BIE AR 22 BN HE4R.

QueuedTasks-4t FRATPIRASHES B MR T executor.queued_tasks Apache Airflow 3§47,

« TasksPending-#{TEs P FALERNESF . IR T scheduler. tasks.pending Apache Airflow 1§

FRo

(® Note
TERTF Apache Airflow v2.2 BB &S,

RunningTasks-FEHITERPIZITIVES . IR T executor.running_tasks Apache Airflow 1§
¥Ro

« SchedulerHeartbeat-Apache Airflow £ ERFEILPRITHIERE. 5

scheduler_heartbeat Apache Airflow f&¥RAEXT R,

+ TotalParseR[E)-—RAEM S AFFE DAG XU ENE, WRT

dag_processing.total_parse_time Apache Airflow $E#%.

X T HIE AR

TEETRT AT PHHENERE LI 2N EZRER.

BRRSR 360
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CloudWatch Dashboards
Airflow-MyAirflowEnvironment v ©

v

QueuedTasks MyAirflowEnvironment
Count

1.00

0.50

0

Airflow-MyAirflowEnvironment

15:30 16:00 16:30 17:00 17:30
® QueuedTasks

RunningTasks MyAirflowEnvironment
Count

9.0

18:00

18:30

4.5

0
15:30 16:00 16:30 17.00 17:30

® RunningTasks

18:00

18:30

Switch to your original interface

th 3h 12h 1d 3d 1w Custom[cl' ||x|

TasksPending MyAirflowEnvironment i

1.00

0.50

0
15:30 16:00 16:30 17.00 17:30 18:00 18:30

@ TasksPending

SchedulerHeartbeat MyAirflowEnvironment i
Count

1.67

0.83

0
15:30 16:00 16:30 17.00 17:30 18:00 18:30

® SchedulerHeartbeat

TotalParseTime MyAirflowEnvironment
Seconds

0.038

0.019

0
15:30 15:45 16:00 16:15

® TotalParseTime

5 AWS #%ig

17:00 17:15 17:30 17:45 18:00 1815 18:30

BA LA LT AWS 32 h M a2 M 1E/ Amazon MWAA IRE Bzl 2z TR B 4IER, ©iF
2T FIB Amazon MWAA SRER A TREN THEARMITRIEF OB ELIZE CloudWatch iR,

» CloudWatch ¥ i MWAA #Z &Ik B34t

B E X2 H E AR E R R A
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£ A AWS CloudFormation

O] LAE AT Y AWS CloudFormation B4R E £ F I 2 S EHE MR CloudWatch , RETE
CloudWatch ##l& ERMNER , LEAENBYSESERERZROERN ., E/FRAIIERE X SIEHK
BSHEAWS CloudFormation 2% & E Bl Hik, EREFHERRNINER , FSRERER,

AwWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0,
"width": 12,
"height": 6,

"properties": {

"view": "timeSeries",

"stacked": true,

"metrics": [

[

"AmazonMWAA",
"QueuedTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"

1,
"region": "${AWS::Region}",
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"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
.
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
.
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,

"properties": {

"view": "timeSeries",

"stacked": true,

"metrics": [

[

"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",

"Environment",

B T 2 B AR A R R 451
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"${EnvironmentName}"

1,
"region": "${AWS::Region}",
"title": "SchedulerHeartbeat

${EnvironmentNamel}",

"period": 300
}
I
{
"type": "metric",
"x": 12,
"y": 0Q,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
I
{
"type": "metric",
"x": 0,
"y": 12,
"width": 24,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

[

B T 2 B AR A R R 451
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"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,

"title": "TotalParseTime ${EnvironmentNamel}",
"period": 300

} 1

) B 45 M1 428 1 T A

MREMBR Amazon MWAA I35 | N HZEFIER B 2 E MR, CloudWatch Efr#Ff+ 3 (15)
B, TTEMBR. CloudWatch 2 & & BB BB HIE EXRERBRENT 2) AR , LBRERE
B Amazon MWAA SREMHF=Hl, BETHREZEER |, S H Amazon CloudWatch & I8 &,

BT RMAAL?

« TEIMAEIE DAG REHEHIFERN Amazon Aurora PostgreSQL T HIBHIEE H I B E LR L
2|, CloudWatch f£f DAG #£ CloudWatch H4RE B E L IEIR

Apache Airflow v2 HEYIRIEHEFR CloudWatch

Apache Airflow v2 B21i& B 1 WEE A T Apache Airflow B &7 3 E T/ERFTEH StatSD 1645 H I
HEFEEW %, CloudWatchApache Airflow &KiXHVIEFRII TE IR A 7E (Apache Airflow Z& 15
B B ERTELEERE. KIRNEF A AR Apache Airflow $8#5 CloudWatch , SA R 1A fEIR 4] A &
CloudWatch 5@ $8#R,

B&

- RiF

« R

« 7£ CloudWatch &l & 15 Rl 3EFr

- Apache S3E¥s Al A T CloudWatch
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« Amazon MWAA HIVERHIZELR &%

« Amazon MWAA VBl EFREEE 15
- Amazon MWAA L& REXE

Amazon MWAA

PIEFEER AWS 2 IEFEERFERTFEA T Apache Airflow B9 Amazon £& TERE PRI HIER
o MAERNR AWS , ARRFETHMERNERNSIKREMZEH AWS Cloud, BAREFNREER
LLERSHE EMABHNES, WRNBBEEMERN AWS RS WE2EBEENEERES. AXBUER
ANEZER , FSRBERALAELRNE, EXxBNGERFHNER , BSH AWS Z£MEBE £
AWS FEHEERX M GDPR BEXE,

BiRR 389


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon Managed Workflows for Apache Airflow ArfEm

HTFHERFEH , RNBUERTF AWS Ik EIEHEHA AWS Identity and Access Management
(IAM) RENMARFPKF . XNABMNAFPRTERITHIFIREMENNR. RITEBNEESUATA
R BUE

« NEBNMNKFERAZESHRIE (MFA).

 fF/ SSL/TLS 5E®RERF. AWS BUERA TLS 1.2 RESIRA.
- ERARE API MR FER B A AWS CloudTrail,

« fEA AWS IFBBERERUAK AWS RSP HFTERIARZ £ 24,

- FASREELZEMRS ( HlI0 Amazon Macie ) , EEBT XM MRF ZiE7E Simple Storage
Service ( Amazon S3 ) FHIN ABIE,

BAIEZIB WA RN EEERBRER (HlNEEF WL FERHiti ) RAGEREBHEXNFR

(PIMBRFER ) . XSTEEFEARH A, API HEATRTE LR Amazon MWAA S E M AWS
ARS5EY. AWS CLIAWS ZER TEMHREH HHERFERPMANEARERITES A TIT RN
P AR, HE@AERRSEREA URL it , 882 E TSR EE URL FEERKILE B RBIEEX %R
SERMNER,

Amazon MWAA Lz

AR EFHR Amazon MWAA W{AIRIPFEDFERMPHEE. FARER T H Amazon MWAA 1147
B2 &K AWS KMS SUNZESEHE , URNMERAERERZ S (TLS) 4% fa o B BE #4700
o

hY

EFH
o BAIER
o BRI

B MER
£ Amazon MWAA L | #AEBERBRSRER XK AEEHESE,
BALAMER AWS BEEZAHRTRAKRENS |, AR EEREREHEBEE A IEE N 24 UHT

FHME, MREERFEAFFEEN KMS B |, NZBRALMEEEHEPEANEM AWS BIR
MRS TR — MK o
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EfFAEFEEN KMS B8 , BYUTM L CloudWatch 18 EBH BARMATENBEREH, HBER
BHhEAZEFEEN KMS ZHAT , Amazon MWAA R REM INMIE N, B Amazon MWAA Fff
MEZEFREEN KMS BANERNESER , BSRAATEENEZNESEEER,

MRERIEERFIEEN KMS 24 , NERIAMBER T , Amazon MWAA £ F B/ KMS AR INZ
MBRENBIE. AWS RIMNEBUER AWS BEH KMS ZHAXREE Amazon MWAA EREERINE.

® Note

BEERNE Amazon MWAA L ZEFER AWS BHEREZFIEEMN KMS B H, BXEZS
E8 |, HSHEAWS KMS ENMs

nEZ a4

FE B2 Amazon MWAA IRERT | BABUENIEE AWS EEZHRBEFSRENBHAXREEATHS
B NZE . Amazon MWAA £ [E138E Z 4R NPT & B A

Amazon S3 — Amazon S3 BIEE MRS BRImMNE ( SSE ) HITHREAMNE . Amazon S3 HNEH &
B EEFE DAG RIBMXFHFXHH Amazon S3 FEM LE# 1T, R EEE Amazon S3 BIXH
BATINE , HERHE TEE Amazon MWAA IRERIT E#ITHRE, MAERT , MREEANREE
FHRERN KMS %41 , Amazon MWAA &£ RIZMMEE Amazon S3 PRI IR,

CloudWatch BE-INREFEHEZ AWS AN KMS 24 , N &iE 2| BHEM Apache Airflow
CloudWatch B &J94# F BR$5850% 0% (SSE) M CloudWatch BHE&E AWS A/ KMS 4R 3 1T I3,
MREEFERANREFIEEN KMS 248 |, N 4M 6 KMS 24378 1% 47 SR B LA A iF CloudWatch Logs i
BN,

Amazon SQS — Amazon MWAA R IRE A2 —4 Amazon SQS BA%l. Amazon MWAA £ RS
2Rim N (SSE) A BEMN KMS ZAREIEEMNEFITE KMS AR E & AT & HRA S EX
. AWS LitBEANE AWS BEZHREREFIEEN KMS &4 , MAMEENHITA RN
Amazon SQS R,

Aurora PostgreSQL — Amazon MWAA J IR 8] — ™ PostgreSQL &#&f. Aurora PostgreSQL £ A
fRSS25m % (SSE) A BEEREFRHEN KMS ZREAXARHITNE. AWS MREBFERANRHEF,
FEEH KMS #47 , Amazon RDS £EZZHRMELHMNEN . —NATEE , —MNHTEEES
fl, MRBERESANRERFEAHEFFLEN KMS %47 , Amazon RDS TAEL I BFAKZEN.
BXEZEER , B5H Amazon S3 FHEIERT
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&5 P I
&5 P BUIRE R IEE NS P& fa i W] sE AR E BV BUR

iR R4 (TLS) MR ER Apache Airflow S HM AWS 5 Amazon MWAA /KBRS ( im0
Amazon S3 ) ZE&H K Amazon MWAA X RB#ITINE . BX Amazon S3 MENEZEER |, S
9 52 F I B R B AR

EHBEEFEENZHETNR

BHLUEBRARERNHRENZREREFRENZEH. BYMES Amazon MWAA IRESEHI R 1764
THERERIRH Amazon S3 FHMMERNXEFAIZHREFEERN KMS %], NREZEENHER
REN KMS ZASEATERERENKSVLTRENKS S, MAHERAE ARN IEEZFH AT
BEIKFiGR, BXABFANESZER |, 558 (AWS Key Management Service FF X A R IERE) &
M RIE 4.

XFA?
AWS KMS Zh#E X5
AWS KMS %43 ID &% ARN, &
AWS KMS #8518 o a
AWS KMS % Xi5i#4A. e

AR ITINE,

AREFSN AR Amazon MWAA RREM IR ZE - EER KMS BRI, SUMBM#EZERE.
THEAR

EFEEN KMS BIAXFERME T HRNFEZFNE  BARBMBTR. AWS KMS

ANREERBSBEERSRSEXNTEAN , FRABHARE, STEEEIDSNERARINRES , Hl0
HEBRSFTENEACHEMKS ELFRNHRNRE , MafEARR.

Amazon MWAA AT KB EM M EZFEERN KMS £, XRRNMREERFHAN
BRI BEINZER B CloudWatch HZ&. Amazon SQS BA%l. Aurora PostgreSQL BiEE#IEE. Secrets
Manager 41, W5k S3 F#E#F DynamoDB RV ESHIE.
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MBI Amazon MWAA IMEHIEERBFFIEER KMS 48Rt , Amazon MWAA £ 5% 3R g Bt
IMEIREFEFIEEN KMS Z4H, XEFRE AW airflow.region}.amazonaws.com F# Amazon
MWAA ERAHBEFEEN KMS ZHRRENZE Amazon MWAA BRI E IR,

Amazon MWAA X FRENEEMN KMS ZEARIZH M MEA RN, XBEEMRAFZFEUERN, £
AEFIEEMN KMS ZAHHITEFHINE (CSE) LAK AWS Fargate 1T BB FEET Secrets Manager
PiHRZEEFREEZHARFOEZANBR,

RIR B

Amazon MWAA R RECHEZFFIEEN KMS ZAPMUTE T RFRENRBEEN, XLERIE L FHR
F & MEK (Amazon MWAA) HITRBEHE X HIRE,

BN 1 AT el BH%EERER

{
"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal": "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey",
"kms:RetireGrant"

1 2 : BT ControllerLambdaExecutionRole 5 [af R

"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal”: "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
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"kms:RetireGrant"

&M 3 : AF CfnManagementLambdaExecutionRole i [RI#XFR

{
"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal”: "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

& 4 . AT Fargate ITABIGR ERILE

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal”: "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:RetireGrant"

REZABERKINE B EFEENEH

MR EIERE Amazon MWAA RERA B HAEFIEERN KMS 24 | N ABUR BT 5% B § i 2 2547
F ., BLAY Amazon MWAA R ERINZHIE.
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MRIBAE Amazon MWAA IRERERMNEFEE KMS Z4E R EE R T #E A CloudWatch , 2470
EHNEZARRIUATEAME CloudWatch BE, BXEZEEL , 52 CloudWatch £ AWS Key
Management Service BR$ % A EHIE.

LR RBIEERT Lo CloudWatch gs KFIBRAK M, BN ZXERHNFERE,

"Effect": "Allow",
"Principal": {
"Service": "logs.us-west-2.amazonaws.com"
1,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-west-2:*:*"
}
}
}

AWS ldentity and Access Management

AWS Identity and Access Management (IAM) & —3l AWS RS , A #BIEE R L& IR HIX AWS &
BHAE. IAM BB RZEHETEN SHRIE (&R ) MEN ( EENR ) F£H Amazon MWAA &
Ro IAM B—IIEFFNMMIRENAERN AWS RS

AREBEABIRT Amazon MWAA E’Jﬁ}ﬂ H‘ﬁ AWS Identity and Access Management (IAM), E 7 f#
AIEE X Amazon MWAA K15 BIRER |, 2 EEX Amazon MWAA FRERI 17 1E],

"N

KA %

X

% |

3T HRIE
- FRARKEERID
- RFAPEFEMIIE SR
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« Amazon MWAA B 5 1175 0] 43 BR #5 FZ 5 BR
« Amazon MWAA & IAM hE T {E

X
%

BEIEA 5 AWS Identity and Access Management (IAM) 2@ BFFARE , E4AEUR T ERTE T D2
MWAA P8y T4,

RESAF - REFER Amazon MWAA BRERTERES , NEE RSN RBEFTENZIENNR,
BIEERAE S Amazon MWAA ZHEERSER T/E , BAIREEEFMANR, THONMASEHRNEGET
BEEERBFEREENNE, MRETE1HE Amazon MWAA FEYZHEE | 550 Amazon MWAA &
0 1 177 (6] £X BR # BE HE B o

REEER - MREBEATNRTEIE Amazon MWAA &I |, BATEEXY Amazon MWAA EBZ2i5R
MR, BEFEHEERS AP R E L Amazon MWAA THEERMER. RE , B4 E IAM B2 R 18
RERUBFUBRSHFONR, BEFZNHELNEEUTH IAMMWERES, ETHEXRLFTMN
i’ IAM 5 Amazon MWAA EBEFEANEZELR |, 55 H Amazon MWAA 1M 5 |AM h[E T1E,

IAMEEBR -MREZE IAMBEER , BUREETHRUTHEERBEILEEX Amazon MWAA #15
R FHAEE. BEEFEAE IAM PEAH Amazon MWAA BT 5B KB RA , 125 Amazon
MWAA E T 548 K rE =6,

£ & 02 1T & IR AIE

SHBIFEE AWS FHASHEIEBREN AR, B4TE IAM AR SHETE AWS KRR T
IAM B&#ITEMRIE (ZF AWS ),

B EABEY & MRRENEREIL AWS BRE 515K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLFANERIEZFHRIEUKREN Google B Facebook EREMEKE & BHI =B,
LB E R ERN , SFNEEALGER IAM S8BT BRKESRIE. HREMAKSIHR AWS
i, R EREE- 1A,

BFEEHNAFER | S LIE S AWS Management Console 2 AWS 5|, BXBEZNEZER
AWS | S (AWS &5 AFEmRE) PR AEZEE AWS KF W,

WMRE AWS BURTEHFRNIGE |, Mle AWS BEBREF LA EH (SDK) MErw1T#EO (CLI) , AEFERE
HEBRBNERFETNBRESE, NMRETFEHAWS TE , NIAXTEHECEBER, BEXFREENSEH
TEEERNEZEL , 55E IAM AFREBEHHZE AWS AP| B3R,
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TiEAMARERRIESZE , BUEERHEMZLER, flin, AWS BUEFEAZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHHRIERN (IAM AFER) FHNE AWSHERAZESHRIE (MFA)

AWS Ik F° root A F°

BIZet AWS Ik, BERERE—NEREN , ZEOUTUAT2LAKS FHRAERE AWS RS M
Ro MEBEWHI AWS K/ root AP, A &0V MK 7 B F 49 B8 F R 4 3tb 41t T 23 6 2 SR B /] 15 ]
Z5M. BARNWETEEARAFNTEREES. RFPFRAFEILE , HAEAXEZIERKITRA
FPRBAITHNES. BXFELUBAFSOERNESHTRIIX , E5H IAM AFER v T2
BAFFIUENES.

IAM AP B4

| AM AP 28 AWS Ik~ RSN M ARRARFEAERERRN TR, ETENERT , RIVBUE
AT , MTRAREAKEEE (WEBNFEARE ) K IAM AF. B2, IREE—LBE
MERZSBERPEIELUR IAM AF  BUERKRTENEH. BXESEL , 218 (AM AP
B FHN TEERBEIEN GRS S EMHE%R S,

IAM AR—NMEE—4H IAM AP SR, EFEERANSHER. BUUERAR—REASZSD
RAFEERR, IREXREAF , FREATUERMMEERFNR, fl, EUEEF 12N
IAMAdmins FY4E , R IZARTFNRUERE IAM iR,

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHKNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM AP (MARAE ).

IAM A&

| AM B EREZNMEERENR AWS IkF W&, BERLT IAM AR , EEREAATKEK, &7
LA AWS Management Console B i £ B EF IR EE IAM A€, BB EA AWS CLI 5
AWS AP| #EREABEN URL KRABE, BEXEAABGHNAENESZER , H2H (IAM A
EF) B £/ 1AM A,

BB EIER IAM SEEULTERTRER !

- REAFHR - ZERKESHI2ENE , FLUEAGHNACE UNIR, HKEFHHTEHRIE
i, ZEMRSAGHEXEHAERTHLARELHNNIR, BEXKENRIINAGHESR , BSH
(AM AFEER) F AE=F 5 RHEELEAE., MREFEH IAM Identity Center , NI FEEH
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BENRE, NEHENSOERITHORIEFAUBRENANE , IAM Identity Center FXRES IAM
FHABHXEK. BXNRENEE , S5 (AWS IAM Identity Center AP 18E) HHIRE.

« ImEt IAM AP ER - IAM AP AT IAM AR EAE , LERREHNSEESHTRENR.

- BKFEFH - SRER IAM BeUATTEKSRRNENA (AMEESL ) BREHKS RHE
R ABRRTEKFHRANBRHNEELN, BR , X TELERR AWS RS , &0 LU R B E 2
MERR (MAREAAREANIRE ), ETHEATEKS,LRANASNET RIRH R 2B ZE
B, BZHE AM AFERE) P8 IAM e 5ETHRENERETTE,

- BIRKIHIR — B AWS RS EAEAM AWS BRSIRSHEIThRE, Flin | HEBREENMRSFHITH
Art | ZRFSBEESTE Amazon EC2 FiZ1T M AR FHE Amazon S3 AEHEXN R, IRFAIEELME
AEHRAANEANNE, FARSACIFERRSHEXACKRTIIREE,

« BRIFESE (FAS) — HEER IAM BB BEFNITRIEN AWS |, EEMNEFTLA. £
RERSH |, AT —NMEE  RAERBEEHMRS PR S —NMEE. FAS £REA
ZRANRRUK AWS BRSS @ TiERS R HIERNER, AWS RS RBIARFSUIFTESHAi
AWS BRSs RFEREFRETARIERAE , T 2K H FAS HR, EXMBERT , BLHEBNIT
XAMRENNR, BXARH FAS HRIFHNEKKFE , BERERLRESE,

« BFAR - BSAGRBRSAREELNKS, PRITREMDIRE IAM £€, IAM EE R AT L%
IAM FEI2, BEXTRBRERSAC. BXESER , H2H (AM BFERE) HHeIERE AWS iR
SERNENEE,

c BEHEXAL-RSHEXACGRE—MERSHEXBENRES AR, AWS BFRSTURARRKRER
TRENAG, RSHEXAGHAEENP AWS K/ , HERARSME, IAMEERAIUNESR
BT R4 AR S5 MK A BRI R,

- £ AQ@ mazon EC2 LIZTHNARF — SR LAFER IAM AREEE EC2 X6l LiE1TH R HE
AWS CLI 2 AWS API HRH M ARFHIGRFHES, XLETFE EC2 RHlPFHILRZFH. EM
EC2 EfI0E AWS AeHFEHEHEMENARFER , BFEECIEM INEZ 68 =48 & XX
., RPEEXHIEAR , HFE EC2 XM LETHEFESRE RN ZIE. BEXEZER , 5
5 <IAM AP F 8 8 1AM &5 Amazon EC2 24l EZ TR R ARFE TR,

BETHEHER IAM ARZERE IAM AR |, 525 (AM AFERE) dW[AR6IE IAM &6 (A2
P

e F SR = T 1 ]

ERELAWS B eI 2 R EM IR AWS SRR FERZEFFAHRNR, REREFH—
HRAWS |, HEEHHFARKEN , EQELENR, AWS HEEEA (AP, root AFHAGES
H ) RHERTERX LR, REFHRBERATERIELER, KSBERKELL JSON X4
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By AWS FERFEEH. BX JSON KB XENEMAABTNESEE |, H3H (AM AFER) &+
Ay JSON REE#LIE,

EE R WLER AWS JSON REEREEHRRILRMF L, tBE2W , BANEME AT LHIRR
1THRE | UREFLAFHFTNIT.

RIANBRT , BRPANAREKENR. ERFAFPNMERRIITRENDIR , IAM BEERA TSI
IAM KiE, EEABERAAMA®NN JIAM XK , AFRFAURAAE,

IAM SRRBETE SURERNR | TR FEER MRS EZRTERE, S0, RIREF —NAIF iam:GetRole
BRENKE, BEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3XEX A&
=5,

ET 508K

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRM I, XLLRK
EHAFANASAEMAMES T BLERFNITHLRE BETHRNTEZETSHNKRE , 5K
(IAM FF#sRE) R EIE IAM K,

ETHONRBEASE —SARNNRRBEHIEEXRE, NRRBEERAZNRAS, 4986
o RERBRIMMAVRE  GRLFEMNEPHS MRS, HFANAE AWS K. RERBSE
AWS RERBMNESEERE., BT HNAERE X RBENABRRE CBETIER , F5H (AM A
PiERE) PHERE N RES AR 2 B #TIERE.

E T HRA R

ETHRFONEEZMINEERE JSON FEEXH, ETRFRNREN ROHISE IAM AGEEEEMN
Simple Storage Service ( Amazon S3 ) FEBRK. EXHFETRERNEBHNERSS , RSEEA A
UERAEMNREFHNBSERRNIGE. NTFEEPHMNKEH TR , RIEEEE 4T ST ZRIRR
TMEREUAREFARLETINGT. EXTNEETERNRBEPIEEETE, ERATUASEK,. A
. A, RERAF® AWS RS,

ETRFHNRERNM T ZRSFHANEKRKE, ETREETRARNKBEHER IAM FE AWS EX
B

HEEFIF]R (ACL)

mEEE IR (ACL ) 2FHEXE (KFKA. AFZAR ) BRBERAREK, ACLEETHRRNE
BERL , REEMAER JSON KB HEER,

Amazon S3 M Amazon VPC B X #F ACL BIIRS ~"¥l. AWS WAFETHBEX ACL NEZEER ,
#Z [ (Amazon Simple Storage Service FF R A RIEm) HHILEEFISI& (ACL ) B,
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HhRRgR A
AWS ZRHMAAENWREER, XERBRXBTUNREEFFANRKEELEOEREFHRANR,

- RRLA -NRLAR—IERNE , ATREETHOHRBEALN IAM K4E (1AM AP A
&) BFHNRANR, BANKBRENRLR. SEERNREXEET HOHRERENRD
RORE, # Principal FEEAFHAGHETRAFRNRBEAZINRLRBEH, E-TUREPH
EXELF/FEZ AT, BXNRILANESZER , F2H (AM BFERE) FH 1AM KA RG
5o

- RSB 1EHIZERE (SCP)-SCP 2 JSON it , ATIEEALRHHL L (OU) WHRANR. AWS
Organizations AWS Organizations 2 —IW A T EN W HENZ AWS IkF I TOoANMEFE
BWRS. MREHLANSHTRBEE , NAIXNEER LI N ARSI KB (SCP), SCP
BRFI A B K P PR SRR (B8N AWS IKFRAFSEE ) WRBR. B3 Organizations M SCP #
EZER |, 155 H (AWS Organizations FAF#E8) F# SCP W TEFE,

- 2FERE - 2EXFBRRIZURESXNNACERSAF RGN SERENSBEENEREK
B, ERSUENNERAFIACHETEONERNIERBHURE, NEHLAUKBEETRERN
KEg, T—MRBAPNEXNIELFEEAT. BEXEZHFEE , BF5H (AM AFER) PHNSER
B o

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRR, ETHRES RS HRBEER
WA AWS ER B AVER , HS5H IAM AP EEHR R ITEEE,

RIFRAFEEMITE S HNR

ZORBIGER T A AR REE , LAY IAM AFERMINBIERAF S HNNBRNEENRE. LRES
FHEESIS LSER AWS CLI 5t AWS API B2 T 25T R IR BRI IR .

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Amazon MWAA 5 15 115 0] X B # FE HEBR
AILAERUTEER |, UEBEIZEHANEEEFER Amazon MWAA F 1AM Bt AT 8EI& B/ 0 [F] &,
K FTARIE Amazon MWAA (T8 1E

R AWS Management Console HFiFEETXNMITEIURIE , M XK REE R T KRB, EEAR
ERHAFPENZEBMNAR,

LA AT iam : PassRole

MREBRBERIR |, IEABTLHINIT 1am: PassRole B , NAMEFHRBEUAR TN ACIEIELS
Amazon MWAA,

BE AWS S A ERIIAEABKEA1ZRS , MARERMNBSALIRSHEXAR, it ,
LY MEB /A ELEIRSHINR,

LR marymajor B9 IAM AP ZiRFE A H A1 Amazon MWAA FIRITIRIERT | £ XU T REI4E
%o B2 , RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFARKETRFHN
PR o

Amazon MWAA 5 3 117 8] £ PR % FE 5 B 401
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREFEREE , FHRREHAWS EER, FHNEERRREMERZIEN A,
TRV AWS K AR ATBRIFEA Amazon MWAA iR

ZAIOBR—1MAG , UEAMKSPHNAFRREALANARTUERZAGKIL RSN TR, &7
DEEH#ERSEY , AUEFAE, X TXRHETHRRNRBEHIGEEHEGIR (ACL ) BIRS , BT
£ X LR BR[O A 5 RT3 89 FRAY U5 R X o

ETHRESZER , FZEAUATRA :

- ETH# Amazon MWAA BEXFIXLINEE , S H Amazon MWAA A5 1AM i [E T4,

- ETHIURERSRENERNIGRME AWS K- |, 55 IAM AP EET N EERE AWS
K %= IAM B PR 7R HRBR.

- ETHOMAEE=SRENEHERFHNHENE AWS KF , HS5H IAM AFEETHEE=HE
HIFRENR. AWS Ik

- ETHNAMEL S HERERIERMHRNR , FSH AM AFER) PHALINTSHRIEN
AP ( BRBKERIE ) BETHRXER,

- ETHREAACNETRRNREHTEKFHRZBENEZS , §2H (AM AFIER) F8 1AM
AESETRENEBEATE,

Amazon MWAA t{a 5 IAM th[E T4

Amazon MWAA EHET IAM BB R EEK IR F3F Amazon MWAA BREFERIINR, BXxETH
F#4I3F Amazon MWAA ZRiFRINRE B E X IAM KrE HHEERA , iS5 the section called “Ih
B Amazon MWAA IRiE”,

E2M 7 # Amazon MWAA FlEft AWS RSN E IAM BESER |, 520 IAM BFERTNS
IAM B2 & ERMAWS RS

Amazon MWAA EF 57 R R B

BEEA IAM ETEMNERE | SALEEARAFSIELNBREMNTRUR R IFSIELIRIENS
. Amazon MWAA XEFBEMIRE. BRMZMGR,

Amazon MWAA a5 1AM thE T4 402


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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UTESRERT WAER IAM 126 & 02 ##H JSON K&, LEREERMEX Amazon MWAA BIREY R
B EAR R,

£/ JSON 2R B 4w 48 25 O 2 SR BE

1. &% AWS Management Console 73] FF IAM #2%1& , F4EH https://console.aws.amazon.com/
iam/,

2. EEMBNSMERSD , EHERE,

MRXZEEREERE , N2 E RBEREEXNRERE, ERFTRER,
3. HEREMINE , EFIRRE,
4. HERMBEYRIEBIRIDD , %EF JSON LT,
5. WAL JSON B3 :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

}

6. ﬁ?¥-|:_$o

@ Note
SEF LARE RS AT AL A JSON dmBERA TRz E ], A , MREHTEARE TR
LREERPIEET -4 | IAM RS FEBREE MU TR LRBaRETR{L. BXE
ZEE , B2 (AM AFEE) PREZRREM.

7. HEERFUERTNEL  AEEQERNRBEHARBANNER (DL ) . EFWREEHE LAY
[RUAEE KRR THNR,

8. EEBIEREARENKEK,

Amazon MWAA f{a 5 |IAM @ T4 403


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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ETH#1E JSON REEPEMAMFIAETE , H5H (AM BFER) F8 JAM JSON KB TESE,
BRI

EE R WLER AWS JSON REEREERRNIL AT L, tBE2W , BNEME AT LRIR R
1THRE | UREM AL &4 THIT,

JSON ZREEHY Action TRMA A THERM P A IEL TR AVIRE. RBIREEEEXEKHN AWS
APl BERIE. B—EHISMER , GIAEETE AP BRENNRNR 81, &F —LREZEERE
PRITSNMEE. XLEMIRERNHERERE.

HREF L EREUR FHATRERENRR,

FEHIBEAMNMNEE Action =K NotAction ;tE, Action TEYH 7R AFMIEE, NotAction
TTEYH T T RFRIRE,

A Amazon MWAA E X RiR/ER M T &7 LLE A Amazon MWAA H{THI{ES . Amazon Detective #
HERBEIREEBLUTHISR : airflow:,

B AERBER (¢ ) RIEESMEE. BUURFNABAERE (HIM0 environment ) HFEIR
ERV TR RIANER | BT 51 X 4

EZ&EE Amazon MWAA BERFSIR |, 525 (IAM BF#ERE) F/ Amazon MWAA E X R 1E,
Amazon MWAA E T 5171 K& =451

EEFE Amazon MWAA K | 55 EEX Amazon MWAA FRERY 17 (A,

RIABERT , IAM AP FA®EERERIEH Amazon MWAA BIRIINPR., i1t EZER AWS
Management Console AWS CLI, = AWS API #1TF%,

IAM B R A 62 1AM K , SMENAFNA LR TFRRUNAEFENEERFRRITHEN APl £
. RE , EERLIUFX LRI MEIFEX LNRE IAM P S4E,

/A Important

RMNBWEA IAM A& FMIGEHEIESREZEMHRI Amazon MWAA &R G RN E, BRI RE
& AR 1AM B,

ETHNMAERXL RS JSON REEX#6I2 IAM ET S MK , 28 (AM AFER) $N%E
JSON &+ L 63 KM,

Amazon MWAA f{a 5 |IAM @ T4 404


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_mwaa.html#mwaa-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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F&

- RFEXK

- £/ Amazon MWAA &l &
- ARAFPEEMHIIB SR

R RIEREK

ETHNNEBAERNARSCE, HRITMEREK S F8 Amazon MWAA iR, XLEERERRE
£ AWS IKP = E A, SIENREBET H MR , FHEMFUTHENMER

- JFHAER AWS RERBH RO RENBENR — BEFHOAFPMTERBR TR , EEANTS
FEIRAGIRTRRNAWS RE R, ENEMRNRERITR AWS IKF, FITZWEET ELEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FE R THEIREERNAWS HE R

« NASENR - E£R IAM RBIRERRE |, HRETFRITESHAENNR, Nt , EATLEXL
EREFRG T ALUNBERRRITHRE , SR NRERRFA. BXEM IAM NARBRNESE
B, #F5H (AM BAFER) 8 1AM R RE R,

« fEF IAM SRBE AR B SR 44 Bt — 25 PR 15 9] PR — 483 AT LA [6) 5% B 78 0 5% 44 SR BR 46 3 R AE RN R B9 15 1) o
flan | WA URERBEK A RIEEXTMER SSL KEFTEER, MERBRSEERBEIFENSXE
AW, WA AERAFRERE T RS IRENTHREINR AWS RS , il AWS CloudFormation. &
XEZEE B2 H (AM AFER) F# IAM JSON EEETE | &4,

« {# IAM Access Analyzer BiEREY IAM K& | UBRNRHZ MR INEEM — IAM Access
Analyzer 2R IEFT RS M A KRG , LAKRREAS IAM REEIES (JSON) M IAM FEXK. 1AM
Access Analyzer 12 100 ZTRBREM AIRENEN , UBHEFHER S AEMBNER. B
REZER , FZH IAM AF1ERE) F 8 IAM Acess Analyzer EREEKIIE,

- FEEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , A MFA RS %
=M, ZEERFAMA APIRERNEE MFA |, B MFA 4R MEIBHNEKRIES, BXEZER |, H5
7 (IAM BFgr) S BET MFA RIFH API 5[4,

BX IAM FHREIENESER , F5HE (AM AFER) F8 IAM AN 22 SEXEK.

£/ Amazon MWAA Z&l &
EH Amazon MWAA Z&14 , AFRSiARAENI RS AP| F Y F8 B8 /EFE PTED A9 FE R R 1,

EEFE Amazon MWAA XK | 55 EEX Amazon MWAA FRER 1A,

Amazon MWAA f{a 5 |IAM @ T4 405


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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ARTRAFERMWIE S AR

ZORBIGER T A G REE , LAY IAM AR ERNINBERA S S HNNBRNEENRE, LRES
FBEEFS LR AWS CLI 3 AWS API BU4RTE TR LR ER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"ijam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

Amazon MWAA B & 1 M I8iF

ETHRREETRESAUXNEER , FZHAWS RFS “ZEEA XIS HTE" ", RERFEERN
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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SALAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRMN “THERE FHAWS
Artifact,

MR AWS RS TN EAREBR T ENBRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFEHNIASHE

- ZE2E5EAMREANTER — XEFBEFMIMC TRWIESEM , ARMUTHIAZLHNEAML
NER AWS BWEERFRN LR,

- £ A@@ mazon Web Services L HIPAA 225650 — RAARPBHER T LB WA A
AWS REIZFE HIPAA BEH N AREF.

® Note
HIEME AWS IRF ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
2E,

« AWS EMEIRAWS — It THAEEMIEra S v 885E A T B AV 1T L MR 1E 3 X

- AWS BEFailieE —MNENAETHREEREEN, XEEFLEETRIFVRESEK , AWS RS
HHERMH R ESNMER ( BEEEERMESHE AR (NIST), XFFRTULEZLFEERS
(PCI) FIEBRFAALAL (1SO) ) RS 4,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config lRF TSN B REEE S K
BELRFESNIRE, TLgNFEM,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHEBFERETURENRESK., BXZTIFRSREHHS
& , 15 # Security Hub B4 5%,

« Amazon GuardDuty — BB EREZN AWS IKFIMERREFETRNEEES , kK AWS kS
BNEHN ITEAR., RHRENIBEDRNEBERM. GuardDuty BIHEREESHMERNAENAR
RNER , JUBSHEHEERHEMNEER , filan PCIDSS.

« AWS Audit Manager— iX AWS B35 AT AR BRI ® 1t AWS EAER , M E{LX B EE UK
Y EMRFITAFRERN SR,

Amazon MWAA R34

AWS £EKEMIEEER S AWS XM AXHEN, XFREESANEYELMTBRENTAKX ,
XEAMAXESIEREK, FHESAETREENMNEEREE—E, MATAK |, S LU NREE
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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AARKzBETZTHEEAZXAREEZBHNNARFNREE, SESNENHSMNREF /O EM IR EE
b, TRARKERESH AL, RESENTT BX.

BXAWS XEMAAXMNESEE , BSRHAWS £REM R,

Amazon MWAA FRYEMEZ £

ER—BEERS , EAT Apache Airflow WL D#EE THERER AWS £XRMELZLHRY. &
X AWS ZE RS AR N AWS RIFERIIRIENER | BZRHAWS =% %, EfEAEMIRBERZEMN
RERBKIZITEN AWS IR3E |, 20 S AWS ecurity Pillar Well-Architected Fram ework ##9 £t
AR

ERILAER AWS EXRFH AP HABENERRLDEH MWAA, EFIRAAISEUTAR

- BRREREMEDI (TLS). BRMNERFEA TLS 1.2, BWFER TLS 1.3,

- EEZLRBIRE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Iifs B8 (Rl 4%
Diffie-Hellman ) o KEZEHINKRE (W Java 7 RESRA ) AZIFXEER,

WA, XIERFRZES ID N5 IAM ZREAXBNRZRH R ZARNERHAITER, HE , BAUE
A AWS Security Token Service (AWS STS) £ K Ifi i Z £ EIE RN FERH#HITER,

Amazon MWAA YL & FAE S5 1% 0 4

BLEM IT ZEHBRE (RNVEF, ) £E AWS AR,

Amazon MWAA E B4 FI R ERE F Y Apache Airflow, ERRXS VPC £ & 2 1915 8] K #E .
BEXEZEAEE , BSHEUTER

« Amazon MWAA K& H R

- REHBER

« Amazon Web Services : Z2 N EHR
« Amazon MWAA HIYERHIZEL &%

- Amazon MWAA N Z £ REXE
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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Amazon MWAA &L & HR{ESSE

Amazon MWA3 Rt T EEF XML EEHCHEZLRBINFTEEZEENABLZLRE. A THERKR
—MRIESEN , HIRRZEZLBRIR, XEFEIRTREFIESHRATHEHRER , HBHHE
WUNBERANERRZEmMTRBEH.

- FRARKEEFTHRERE, XREBFRITESFHEN R RIIRERFNR,
« AWS CloudTrail A FY4=&EMK AR AFPES .

« H{R Amazon S3 @K FITR ACL @KXEKA Amazon MWAA SREFR A PR FINER |, SUEXT
KRHRAFER. ETUBRENOEERRNIERENAF BEAE Airflow FIETIEREN
PR,

- S Amazon MWAA EFR3ExBXHY Amazon S3 F# . Amazon S3 F# B AREME M. B
EE#EBPEREMNR , 8T ENZFERSEMRS —EER,

Apache Airflow FHZ £ &R{ERE

Apache Airflow T2 ZHFH, BARAE—LiHEEGERTLUCERLEIIERFNEERF , M Amazon
MWAA SEfe 7 IX 381 , 1B DAG SIZ&EH6EH %E DAG KE X Apache Airflow AP NBEH 5K
ExBREE#TRE,

£ Amazon MWAA Lf#EH Apache Airflow B} , BATEBMEHRITUAT IR , LBFRIFEN THBEEM
DAG &%,

- FEH DAG EARBRREEB T4 FINZE Amazon S3 /dags XHRH T B H A ER T EHHRE
BIIE R OB AREWN A A LLF R Amazon MWAA #1117 & & 58 Apache Airflow #2157 B9 {E ]
S

- BEPEEIRM Amazon S3 DAG XHRiAEMNR, M2 2 , FH CI/CD TEf DAG EA
Amazon S3 , HENRKIF SRR DAG KBFSHMNZ £ AN,

- BIEAFIERIIAER Amazon S3 FiEME. MR ZHRZ , £ DAG I , %I EF
YAML, JSON st EftE X XHE K DAG , ZXHF#ESFM DAG By Amazon MWAA Amazon
S3 FEMARIMNME,

« f£ Secrets Manager P EE#4] BARXTRXMEIEATEEE DAG WA FREZR |, B IE41E
SR E AR,
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https://airflow.apache.org/docs/apache-airflow/2.0.2/security/access-control.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/howto/connection.html
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¥ Apache Airflow Fi P PREI E X

ﬁTJ«XEFH CloudWatch Logs Insights 348 2k Apache Airflow FA P X BRI DAG HIER. Hitk |
ERIWE DAG E X Apache Airfl CloudWatch ow FAF PR , & FL AT SAE A EventBridge it XM
)”JL Lambda BI%H Logs Insights [@ CloudWatch 38¥5 &% 8 Ao

FRFM
ERREATHNSR , BFBEUATHBATERS

« Amazon MWAA IR E /5 A INFO HEL BB FTE Apache Airflow BERE, BXEZEER |, HSH
the section called “&E& Airflow BHE”,

EREF X Apache Airflow AFPIXBREXRNEL |, BHITUTRE

1. BIE—/ Lambda EZ , ZEEEHI A Amazon MWAA ER3E CloudWatch HEA
( DAGProcessing. . . Scheduler® ) =1TELF Logs Insights E#FA/F&E, Task
WebServer Worker

fields @log, @timestamp, @message | filter e@message like "add-role" | stats count()
by elog
2. REE@@ L—FHEIEN Lambda EEYEN EventBridge MNEY B ¥r , BIBRITRIETHN

)”'J £/ cron = rate KAXMEITVERF , FERHEHET
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html

Amazon Managed Workflows for Apache Airflow ArfEm

Amazon MWAA _E& Apache Airflow iR

AR E Amazon MWAA X 3H) Apache Airflow fRA | AR BAITHEEN AR B R EFARARLN K1,

FH

« XF Amazon MWAA f 7

o BETRA

« Apache Airflow KRS

« Apache Airflow 44

« F+4% Apache Airflow iR

« Apache Airflow B % F iR 4

» Apache Airflow iRZ3Z M & R 7 &

*F Amazon MWAA fRZs

Amazon MWAA ¥ K B EFHE BT Apache Airflow RS H b5 WL #Y Z 3 $1 324 F Python FEHREITE
—i#8, ZBEGERSIEENREN Apache Airflow ERtMRZ%E, SIBRIMER  EEREETEFANESR
B, MRCREL—EFAEENESERE , EEIENEARIESHRE,

BR TR AR

Amazon MWAA %A Apache Airflow iiZS, MREECIBRINFR KRIBERBRA , N Amazon
MWAA £ i X1 & FMRAE Apache Airflow BIERIRE,

Apache Airflow iR

Amazon MWAA Lt # LT Apache Airflow M2,

(® Note

- M Apache Airflow v2.2.2 FF#8 , Amazon MWAA X 3B #1E Apache Airflow R4 BRSS88 &
%% Python Bk, REEFSNEELEH.

« M Apache Airflow v2.7.2 7738 , ERXHSMBE—% --constraint EA., MREKRIE
MAREZHE , Amazon MWAA FRHEBE - MNREH , UBEBRENERFIIENEFSE
IR IEEEAK Apache Airflow IRAFER

*F Amazon MWAA kg Zx 411
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RAriEmE

BREFRXMAPREARFMHNESELR | SR K3 Python KB,

Apache Airflow iR4s

v2.8.1

v2.7.2

v2.6.3

v2.5.1

v2.4.3

v2.2.2

v2.0.2

Apache Airflow 57 Apache Airflow 43R % Python fRZ<
#

Apache Airflow v2.8.1  Apache Airflow v2.8.1 Python 3.11
SEEE PR Il S 44

Apache Airflow v2.7.2  Apache Airflow v2.7.2  Python 3.11
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DAG £ EHIM Amazon S3 F#ERIL RN E, MREEBRMNFH DAG X4 , Amazon MWAA KA FE
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Amazon MWAA #1Z Amazon S3 Z##. -

3. WIF DAG X#rA& &, filtn , FHEEREN DAG #HE—ME—H DAG ID.

RETMNIREHREE plugins.zip 5 requirements. txt ?

BEl , SR BDETERD plugins.zip 2 requirements.ixt 5 RF EMIAFEHMIBR , BIFKATEES DEREXAN
BB, EEEE  TBHEREDEREXAS zip X, ETHRESZER , HSEM R Amazon S3
i:0pgo
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AT AFKE Apache Airflow v2.0.2 EE A BEHREFEFERIENESF ?

HFZ4£EE , Amazon MWAA £/ Apache Airflow Web FRESSEHNMEHEOREAR , HAFLE
#ETE 2.0.2 lRAIFIZH Apache Airflow Web BR55 88 £ R\ H L Python KBTI, & REVIEHITF
Amazon MWAA 7£ (IAM) #1 AWS Identity and Access Management X{¥RE9 Apache Airflow B 31T
AR,

N T RES E I Web BREE5 E R E A Python K , HATELER Apache Airflow v2.2 RES
RA GBI —NEFTIRE, Amazon MWAA E#7E Apache Airflow v2.2 R E S R4 Web fREE5 2%
Python #k i1 B E @4

RALEA AWS BIEETBRS (DMS) EEHE ?

Amazon MWAA %% DMS ZEff., B2 , WZEFFEERATX 5 Amazon MWAA IRIERERHY
Amazon Aurora PostgreSQL Jt B IEHIB EHRITIRIE,

#B& plugins.zip 3 requirements.txt 424
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Amazon MWAA & HERR

REREN BT Amazon MWAA LR Apache Airflow BY ATBEB R A9 E IR B A 4G IR | AR ARIRIX Lo &5
XM HEFDS R,

B
« HBEHERR : Apache Airflow v2 Y DAG, ZERF, EEME 4R H
- EE

« EFEIEE Secrets Manager

s IMAERNHBITHBEREEFEE secretsmanager:ResourceTag/<tag-key> Secrets Manager
FHSRRRSH ?

« RFEEERE Snowflake
o BRFIETE Airflow Ul FEBIRKER
Web fRS5 85
« REHHE Web RS 2R81E 2 5xx %
s REIUHNEFUFRETHEIR
5
s REIENES FUREZETHK
. ol
« 1£ CLI % DAG K E 50345 1%
« {4 dags backfill Apache Airflow CLI e & kMK ? BREHBRAE?
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&i%
o WBEHERR : Apache Airflow v1 ) DAG, ZERF. EZEMH A RIR
« E# requirements.txt
« 70 apache-airflow-providers-amazon & 5 23 IAE H I R E
- DAG iR
« IEMSFE A Amazon DynamoDB =2 E & URE| 7 “DAG IR M ik
o RUE|T“DAG IR : JZE BN psycopg2 VER AR ix
« BEZRE Google/GCP/BigQuery BHBE T Fip45ix
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o RUE|T“DAG HiIF : JZE BN Cython BVER" BV Ix
« RTEFEA BigQuery 2 ERRTBE 7 f51R
.

« BFEESE Snowflake
« BRI EIEE Secrets Manager

« T EEiT“<DB-identifier-name>.cluster-id.<region>.rds.amazonaws.com”i& # 2| & 1Y
MySQL HE%%%O

Web fRS5 85
« RIEEFEA BigQueryOperator , €5 K Web RS 258557
« REFHE Web RS 2R81E 2 5xx ik
s REIUHNEFUFRETHEIR
- £S5
- REIENES FUREZETHK
. cL
« 1£ CLI % DAG K E 50345 1%
o RFEHERR : BIEFEH Amazon MWAA 3R
« FE# requirements.txt
« BIBE T requirements.ixt BIFTMRA , EFFEIL T 20 Z 04
- Wt

*+ Amazon MWAA BREZRSKRIEEN Ul ?

« RALUBE #EHE Amazon MWAA FithiZ1T8r ERTIHEN Ul Bk, BRAYBEEHE
Amazon MWAA ERITEIHNRER , KETIECSHER , 1 EFEEFTHIR, W42
REXHER ?

- BIEFER
o BFIEIERFE S3 FHLEAH TR ERIE
- BIERIE,
- REHIENE BT —BELX T EEQERES
- RZHABNE  BENRBSERHBIELIK
— RIS vPC R PR R 226
- R OBMEERIIRS, 5§ XFFR BHAEE EIR
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- B2EHOENE  CHRZERH TR, BRIABRZHHF Aiflow Ul i, 28 R KBRS
AR A 22O & 75502 T MK Hix

c R2HGE—IHE  BNAFBR —HBIHNFHEN

* Update environment
s REHERIER  BEHREIMT
« &L Apache Airflow Ul

« #EEHEBR : CloudWatch Logs &l CloudTrail f5i%

- BE
s RETHBWESHE , HEBZWE“M Cloudwatch log_group BEEUZFE B & 4 1%
- EFEXBEMBENER FEK
+ IK7TE CloudTrail A& F“ResourceAlreadyExistsException” £ ix%
« & CloudTrail P EF“BRERHIR

+ F % Apache Airflow BEFEE “k1 2 64 fz Oracle EFimfE : ' libcintsh.so’ : ToEITFH
EXNRXH  ORERENXH4RE R

s RERVITNEF BEHEET psycopg? “BREEFEINKA T IEE

- BERMN DAG A EBEHRBIHPITEFBREESKO %s EZEK (%s) , REAFERE
ST %s”

o WEF“FTEM log_group FiEEUZFE B : airflow-* {*EnvironmentName}-Task
log_stream : * {*DAG_ID} /* {*time} /* {*n} .log, * EEMEFZHZE

Em
|

HMFEHERR : Apache Airflow v2 Y DAG, &R, EEMEM &

AR EWETN A T £ Amazon Managed Workflows for Apache Airflow ¥R f Al aEiB ZI#Y Apache
Airflow v2 Python #k#i5i, BHENXEH. DAG, SERF., E#E. 5 Web lRFH[RBHFRG R,
EE

. EEE

o ZFEEERE Secrets Manager

« IMAIERHITH BRI P EE secretsmanager:ResourceTag/<tag-key> Secrets Manager &4
REIRRF ?

A_M'W Srowftake _
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« RFEEE Airflow Ul R EBIRAESRE

Web ARS5 85

« REHE Web fR5ERETE F 5xx Bk

« RBEIUNEFLFREITEIR

T%

- REIENES FUREZXBTHK

cLI

« 1£ CLI Ffit & DAG i3 & F/“503 1=

» Jft 4 dags backfill Apache Airflow CLI iF B2k K ? EREHBRAZE?

EHEH

« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&1i%

EE

AT EBHEIR T A Apache Airflow EESE M AWS B3z FE ot 7] sE IR B 8 1R 6
I TR EHE Secrets Manager

BIBUETRATESR

1. THRUWMA Apache Airflow EZEFNEECIE 4 , BES I the section called “Ei & Secrets
Manager’,

2. ETMRu{AER Apache Airflow & ( test-variable ) %48 , 25 71 Apache Airflow 3
EFH AWS Secrets Manager 1248,

3. E T EH R 4A# 1T Apache Airflow iE#E ( myconn ) |, 55 R #H AWS Secrets Manager
& B 23 4A 3 47 Apache Airflow .

MAERNRITACKEEFEE secretsmanager:ResourceTag/<tag-key>
Secrets Manager &= A IRE & ?

@ Note
&R T Apache Airflow M4 2.0 R E 2R,
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B8l , BT Apache Airflow R FEEHBE , ELEZBIERENRTACHEARFRHAREMRE
SR PR ISR PR %133 Secrets Manager Z4AH9 51,

IR EHE Snowflake
RINBWEBTERATESR :

1. A GitHub £# aws-mwaa-local-runner FEZA#t U iX DAG., BE IEHH Python AKHIN,
2. MUTHRBERMEESIFEN requirements.txt .

apache-airflow-providers-snowflake==1.3.0

3. FRUTHARME DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

H{R Apache Airflow EEXNRIEATREX :

1. &E# ID : snowflake_conn
2. E#EEH . Snowflake
3.  E#l : <my account>.<my region if not us-west-2>.snowflakecomputing.com
4. Schema : <my schema>
5. %3 : <my user name>
6 %EE) . kkkkkkkk
7. w0 : <port, if any>
8. Bff INACHLIN :
{
"account": "<my account>",
"warehouse": "<my warehouse>",
"database": '"<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}
fin

>>> import json
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>>> from airflow.models.connection import Connection

>>> myconn = Connection(
conn_id="'snowflake_conn"',
conn_type="'Snowflake"',
host="'YOUR_ACCOUNT.YOUR_REGION.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD",
port="'YOUR_PORT'
extra=json.dumps(dict(account="'YOUR_ACCOUNT', warehouse='YOUR_WAREHOUSE",

database—'YOUR DB_OPTION', region='YOUR_REGION')),

- )

K ToETE Airflow Ul F & K AVIER

Apache Airflow 7£ Apache Airflow Ul it TiEZER, TIoEERB MM , ©EHERLEREERK
EH URI /&, R Apache Airflow Ul HUREZEEENR , AT LA A & BIEEERRE RIEE UR
FRE , FlaER HTTP EEER,

BINBUEZERA TSR -
1. 7E Apache Airflow Ul F&E Amazon MWAA REHEREEXRE | BESH Z&E Amazon MWAA
FE iy Apache Airflow IREREF .

2. £ CLI R&EFBIE Apache Airflow E T , B2 Apache Airflow CLI i 55 %,

3. ETHNAREBMFEA Apache Airflow Ul R EYE 218 R RALE Amazon MWAA LEHY Apache
Airflow Ul HFZEREEER | FS0 EEREHR,

Web 5585

AR EFEIR T 21 Amazon MWAA E#Y Apache Airflow Web BR5 88 £ ATREUR B A9 48R o
EEIR Web ARS 2587 F 2 5xx $Hix

BINBUETHUATER :

1. #Z&E Apache Airflow Bt EiET, WIFERIEE N Apache Airflow E BRI REXS ( Hla0 AWS
Secrets Manager ) REERELEH,. ETHEZEE , BS M the section called “KRITEEE
Secrets Manager”,

2. BE requirements.txto. WIFfE requirements.txt F%|HAE Airflow “Extras’iZFEMHE
fFE 2 A5 Apache Airflow lRAFRE,

Web BRS5 25 430
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3. RERTE requirements.txt XHFIEE Python IBIMA 773% , SR £ requirements.ixt P&
 Python fk#i I,

BB UM NRBFLUFRESITHIR

MRGRNEFLFREZT , FEHZRE—NORE/LNNEIWREIR , W DAG AJEEF2HIIE
Apache Airflow A , B8 R FEFHES.

BINBWEZERAT SR :

1. BWIAVPC Z2HAFAMIBRRA 5432, EEMFEA IR OFEEEETIINERN Amazon Aurora
PostgreSQL JTEIBHIARE, HIMEHNE , 4 Amazon MWAA JL 4 | SBiRMEaEKk. BETH
B Z{EER |, 31 the section called “VPC &2,

(® Note

« Aurora PostgreSQL JTE#IEER Amazon MWAA BRSSZEFIH) —EB % , £ AWS K A
TR
- ERFEEHINBERBERITNERFAMMWER K MARBRERE,

2. MRUXNEFAREZIT, WIERHTESHRARENN , SINEBNLELAMSITIEFIH. &
CloudWatch Logs HEFMME BEA , ik DAG, BHMERRBEEET. ETHESE
B, B BEMER.

x5

LUR EBER 7 EIREF AT Apache Airflow E55 51 AT BEIKR B9 48 1R

BREINENES FHEHEXBTHK

IR Apache Airflow F5 “F” FARTK , BINBWUEBHITUT SR

1. TIEEEMN T KE DAG. 4 DAG WHEHRITHRER ( SIMERB TS ) BHEE,

a. ZLEARIBH DAG, Airflow o H#THNT. IREEANBTEBEINEREN 50% ,
N gE2FF a1k Apache Airflow TTXIBFTHEER ., X253 CloudWatch BRI 5 ##
HetEE K , HEE CloudWatch Logs 5 E DAG L E R EIE K., @B HAL{L Apache
Airflow BB 5% , XEF EZFEARERENITHLTEE ZM.
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b.

EFW T HRBEEMEMERMNBWNNRESKE , B2 H the section called “Apache Airflow HJ
HEERE",

BAZIRA[RE R KREBES . XEEXRIANL T B RSN ABETHBRNES , HEE
CloudWatch BYBERAMES M/ FABESHE TSN ARELES, BIBERNEROT

a.

EZETHNESREEZTHRENETESD , IREEDT BENERMNESHBBTAN IE
LREZHHANESBRERS,

MREZTHESSTHRENEZTRE , BMNEBUURL DAG BNETHESHE , M/REH
Apache Airflow TELEHW &/ DEE,

MREEFT BENRRUNFEFNTELEZHEREESHN , BRNENUEFESHE
/=18 i0 Apache Airflow TELENHNE,

IETILAE A AWS Command Line Interface ( AWS CLI ) 89 update-environment &5 5R &
WERBEDETH IELZENRNRREARE,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

EiF TR AEMEM RN B WA RESEE , B2 # the section called “Apache Airflow #J
MEEHE,

EHITIREP |, TR —EE RHNES AEKERETE Apache Airflow R —FHIE R~MELE
WES, HIERNERDT -

a.

REEFEEZENNZ , et 1) HaIESBEHYRNERE  RER 2) Lo ®HEESIITH
BEBA , ®&JE 3 ) FAESSIETEHERA,

Amazon MWAA Baii BEIAMES THELERENE—ER. EE=-HERIT , S
BRANNIELRE, REEEHRNES RS2SR IELBLTBRRIES , XEESFY
T A BRI BRET 45 3R,

BIMNBUEMIMER THELAENSR/NRE. 5—MEERRE DAG MESHITE , AEREX
ERERTaRE,

BRI URSE N ITELBBRENETHEPNRATELER , NMERGER BT 4.
£/ AWS Command Line Interface ( AWS CLI ) F# update-environment @55 , &/
BRATHELERHBRENEEREREIT &,

aws mwaa update-environment --name MyEnvironmentName --min-workers 5 --max-
workers 5

(=5

432


https://docs.aws.amazon.com/cli/latest/reference/mwaa/update-environment.html
https://docs.aws.amazon.com/cli/latest/reference/mwaa/update-environment.html

Amazon Managed Workflows for Apache Airflow ArfEm

e. EFATHRARREMERNEBIUNRESE | 555 the section called “Apache Airflow Y
HRERE,

4. MRESFSEFREESTRES , BAUERESIFERICARDTEK, XAFHRENEYT
BAHBRSITERR LN THELENHE, TRERT HEESHNRAE,

@ [Bf| movie-list-dag [ athena J recshitt | airflow @ @ a

- EREHHRASHERBE , RABEEER (WEMT ) . XAF Amazon MWAA FiE TELRE |
AN, MRDPEHEAWES , Amazon MWAA T2 ERS ASER 7 WL DAG |, thTTE4
o

List Task Instance

Search~

| Actions= |

Clear

Set state to ‘failed’
| set state to ‘up_for_retry" K ld
| Setstate to ‘running

ite_redshift_t
Set state to "success'

) movie- create_athena_r:
list-dag

) movie- create_athena_n
list-dag

5. EF#4 T % Apache Airflow &4 A , BS54 (Apache Airflow 2E15m) NI,

CLI

LT EBNE T #7E AWS Command Line Interface =T Airflow CLI #3 5Bt aJ gE R B RV £R1R
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£ CLI it ’x DAG BT & F“503 %5 %

Airflow CLI 7 Apache Airflow Web fR588 21T , ZBRFB|NHAMEER, BE , exZUUENIEZE
T4/ CLI&G%,

A4 dags backfill Apache Airflow CLI iR &KkK ? REEBRAE?

(® Note
LT RBSGER T Apache Airflow v2.0.2 IRE,

5 H b Apache Airflow CLI 5% —# , backfill S A&ELEE(T DAG Z RIS R AT PR
DAG , ki1 CLI #/EE A T W/ DAG., £ Apache Airflow v2.0.2 ) Amazon MWAA i |
BT 7 CLI i HETH , Web RFBF|LHALERB/HENER , HEBARENEIK , HEFT2RA
backfill #E, MRRFREHETMERSFEMS , W backfill BRI,

N T EEBIEIT backfill CLI @ , BAVRBIUE bash EEFHBERAE, £ bash BER/H , NI HEL
f2/33h backfill , foiF DAG RIhEM , RAFMEXENERNBHHBTRAHEZE, U TREER
W{AI £/ BashOperator £l# DAG ¥i=1T backfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

=B A

LT E B R T BEE Rz B/ AT aE B iR

it
s
3

434



Amazon Managed Workflows for Apache Airflow ArfEm

FKEFEA S3Transform EERFATIEZE| T PermissionError: [Errno 13]
Permission denied f#i®

MR EZIHFER S3Transform EEFFIZ1T shell IR H W E] PermissionError: [Errno 13]
Permission denied 1% , BB WERITUT IR, U TTRBIREEE — plugins.zip X
MRIEEQI B plugins.zip , TS 2EBE LHE M,

1. fEMA GitHub £B aws-mwaa-local-runner A% DAG, BEXFEHF Python AK#HiIN,
2. BIRRIRHA,

#!/bin/bash

cp $1 $2
3. ("% ) macOS M Linux AR AR EETU T S BRI ATINT,

chmod 777 transform_test.sh

4. FFEIAFIZE plugins.zipo

zip plugins.zip transform_test.sh

5. 3RBF plugins.zip E4& %] Amazon S3 RIS BRI 1TIRE,
6. IRERTE Amazon MWAA 2| & EI57E plugins.zip MRS B9 5 TRIRLE,
7. BIELUT DAG X,

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
file_transform = S3FileTransformOperatoxr(
task_id='file_transform',
transform_script="'/usr/local/airflow/plugins/transform_test.sh',
source_s3_key="'s3://YOUR_S3_BUCKET/files/input.txt',
dest_s3_key='s3://YOUR_S3_BUCKET/files/output.txt'
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)

8. IRERNF DAG 81 L4£%| Amazon S3 RSBt 1TiR4E,

HMPEEHERR : Apache Airflow v1 Y DAG, =& fF, EEME b=

AT EBEE Apache Airflow v1.10.12 Python &k iTl, BENXIEH. DAG. EERF. EE. £
K AIE1E Amazon MWAAIME R AT BEIB FI /Y Web BRS 27 [0 B A fR IR 5 o
Bx
« EF requirements.txt
« 7 i apache-airflow-providers-amazon &5 I IAE LI E
- DAG iR
« ZIEMEA Amazon DynamoDB iz E £&F6 W R 7 “DAG A 1 i
o RUE|T“DAG IR : JZE BN psycopg2 KVEREY X
« REFA Slack EERFITKE 7 “DAG iR W ix
« RTEZLRE Google/GCP/BigQuery FHEZR| 7 & fhiE i
« RIKE T “DAG #RiF : S&BE N Cython KRR VIR

« REFEA BigQuery iz E/FRTIBE 7 f5i1R
.« EE

« BFIEEEE Snowflake
o ZFEESE Secrets Manager

« R EET“<DB-identifier-name>.cluster-id.<region>.rds.amazonaws.com” £ 2 & 1 MySQL

AR5 27 o
« Web RS2
« RIEFE R BigQueryOperator , S I Web IRE 85885
- REHE Web IR ERATE T 5xx FHix
s REIUHNEFUFRETHIR
- E%

- BEIBNAES FUSHERETX
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 7£ CLI #fi’x DAG Bt & F"503" 1%

E#T requirements.txt
LTEBHRT BIEEH requirements. txt B AT REWR BRIV 45 R,
7N apache-airflow-providers-amazon 25 HEKHHE LI HE

apache-airflow-providers-xyz {X5 Apache Airflow v2 3%, apache-airflow-
backport-providers-xyz & Apache Airflow 1.10.12 &%,

DAG #iif

DT EBHERT E1E121T DAG B Al IR BNV 45 iR

FZKESFE A Amazon DynamoDB = E A& ETINE| T“DAG A iR
BIMBEWEZERAT SR :

1. fEMA GitHub £B aws-mwaa-local-runner AR MK DAG, BE A4 Python AK#iIN,
2. F{THEFIEIAARME requirements. txt XHH,

boto

3. BRFT requirements.txt XHHIEE Python IBIMK 53% |, 1S H £ requirements.txt F &
B Python KE I,

FEUE T “DAG Hiih : BB N psycopg?2 BIEIR" IV 5 IR
BNBWEZHRUTESR -

1. A GitHub £# aws-mwaa-local-runner ZEZA b iX DAG. BEIEHH Python AKHIN,
2. FMUTARBRMBE requirements. txt XHH Apache Airflow WA e, Fl0 :

apache-airflow[postgres]==1.10.12

3. IRFETE requirements.txt XHHIEE Python KB /3% , BSH £ requirements.ixt FE
I Python fk# I,
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EEMEA Slack EERFET U E T“DAG A I E IR
BINBWEZRAT SR :

1. A GitHub £# aws-mwaa-local-runner FEZA#t1iX DAG. BE A HH Python AKHIN,
2. FMUTEFEAMNE requirements.txt X#HHIEE Apache Airflow iRZS, 4530 :

apache-airflow[slack]==1.10.12

3. IRFETE requirements.txt XHHIEE Python KB 3% , S M £ requirements.ixt FE
I Python fk#i I,

;K 1E L% Google/GCP/BigQuery FHBE| 7 &g iR

Amazon MWAA £/ Amazon Linux , EEE4SEMRAH Cython MEBE, RINBUEEHUATS
R

1. A GitHub £# aws-mwaa-local-runner ZEZA U2 DAG. BEXIEHH Python AKHIN,
2. FMTIIEFESIAFME requirements. txt XHH,

grpcio==1.27.2

cython==0.29.21

pandas-gbg==0.13.3

cryptography==3.3.2
apache-airflow-backport-providers-amazon[google]

3. MRETERBEBERMERERF  MWALER :

grpcio==1.27.2
cython==0.29.21
pandas-gbhgq==0.13.3
cryptography==3.3.2
apache-airflow[gcp]==1.10.12

4. IRFETE requirements.txt XHHIEE Python BB 5% , ESH £ requirements.txt P&
12 Python KT,

RUE T “DAG iR : & B RN Cython FEHR IR

Amazon MWAA £ Amazon Linux , BB ERERZEHK Cython, RINBWEZHUA TSR :
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1. f#H GitHub £/ aws-mwaa-local-runner £ #IiX DAG. BE Xi@#HH Python AREIN,
2. FMTHEFESIAFME requirements. txt X4,

cython==0.29.21

3. Cython EERMLFER pip MBIBMRA, Fla0 , /4 awswrangler==2.4.0 FE
pyarrow<3.1.0,>=2.0.0 , Hik pip3 2F1HELE pyarrow==3.0.0 , X255 H'DAG #fif"f&
iR, BNBUHAREEWESNRIBRAE, Fli , MREE awswrangler==2.4.0 ZHIEE
pyarrow==2.0.0 BW&/ME , M4EEiRE XL , HH requirements.txt ZEEH, KRELERMOT
iR

cython==0.29.21
pyarrow==2.0.0
awswrangler==2.4.0

4. RFTE requirements.txt XHHIEE Python IBIA 3% , S M £ requirements.ixt FE
I Python Ak#i I,

EEAF

T B R T SEER iz E R/ AR EI R EIR.

K 1EE A BigQuery ZERFRIER T 451R

Amazon MWAA "X #FHHE Ul F BINEER. BRINBWETRUATHR

1. A GitHub £ aws-mwaa-local-runner FEA 1 i% DAG, BE XA HH Python AKHIN,

2. BRFAZERES ARBizEfF<operator name>.operator_extra_links = Nonefg , &
DAG FAM—{THITIRE , NBET RE. Hl:

from airflow.contrib.operators.bigquery_operator import BigQueryOperator
BigQueryOperator.operator_extra_links = None

3. BENLARANBFMEESS , B LUFL S AR TAE DAG, BXRHI , S the section
called “#&*b PythonVirtualenvOperator B B & G H 7.

B2

LUF EBHR T £ £ M Apache Airflow S E A AWS BiE st Al aE U EIRY 45 1R o
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TR EHE Snowflake

BINBWETRA TSR

1. A GitHub £# aws-mwaa-local-runner ZEZA 82 DAG. BE IEHH Python AKHIN,
2. FUATHRERMEIESIRFEMN requirements.txt o

asnlcrypto == 0.24.0
snowflake-connector-python == 1.7.2

3. FMUTSARINE DAG:

from airflow.contrib.hooks.snowflake_hook import SnowflakeHook
from airflow.contrib.operators.snowflake_operator import SnowflakeOperator

1R Apache Airflow JEEXN RIS LT RER :

1. %3 ID : snowflake conn

2. E#EEH . Snowflake
3.  E# : <my account>.<my region if not us-west-2>.snowflakecomputing.com
4. Schema : <my schema>
5. &3 : <my user name>
6 ‘,'_E‘EE) . kkkkkkkk
7. w0 : <port, if any>
8. Bff ANACHLIN :
{
"account": "<my account>",
"warehouse": "<my warehouse>",
"database": '"<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}
filgn

>>> import json

T 440
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>>> from airflow.models.connection import Connection
>>> myconn = Connection(
conn_id="'snowflake_conn"',
conn_type="'Snowflake"',
host="'YOUR_ACCOUNT.YOUR_REGION.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD",
port="'YOUR_PORT'
extra=json.dumps(dict(account="'YOUR_ACCOUNT', warehouse='YOUR_WAREHOUSE",
database—'YOUR DB_OPTION', region='YOUR_REGION')),

- )

Ik Fo £ IE$E Secrets Manager

RINBYUEBZERUTSE :

1. THRUWMA Apache Airflow EZEFNEECIE 4 , BES 1 the section called “Ei & Secrets

Manager’,
2. BETHW{AER Apache Airflow & ( test-variable ) BW#4H , S H I Apache Airflow 3
B AWS Secrets Manager F %4,

3. ETHRu{AER BT Apache Airflow iE$#E ( myconn ) |, iESR £ 4 AWS Secrets Manager
& B 2343 1T Apache Airflow .

& To £ B Y “<DB-identifier-name>.cluster-id.<region>.rds.amazonaws.com”iE # | FE &Y
MySQL HE%%%O

Amazon MWAA WZ£HF RDS ZeHEE—FRAOMNRKRAGFEEZEHWRE, RINBWUETHRIA
THR .

1. {8 RDS £ AL AR E Amazon MWAA B VPC 22 AWM ERE.
2. 18X Amazon MWAA ) VPC Z£H L RFKE RDS Z2AMMERE.,

3. BRXREFIETES , ®E CloudWatch Logs F#Y Apache Airflow BERRIE SQL EHRE K
518

Web %88

LU EBEIR T 81 Amazon MWAA E# Apache Airflow Web BR%S88 L AT REUR B B9 48R

Web %587 441
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K IEEFE A BigQueryOperator , ©S B IEM Web IR 3585 %

BINBWETRA TSR

1. ¥ BigQueryOperator # QuboleOperator & Apache Airflow ZE I E
operator_extra_links , ATAEA S B Apache Airflow Web FREZE5ER . X iz ER/F S EFA
B E Web RS2 , BHTZL2ER , FRTATN. BRMNEBEWELESAFUZERMAT
R RKEX DAG FHIZER

BigQueryOperator.operator_extra_links = None

2. M GitHub £ aws-mwaa-local-runner ZEA#1{ DAG, BE @AM Python KL,

FEEHR Web fRSS a0t F F 5xx &z
BRINBUEERATHE -

1. R & Apache Airflow FiE £, KIFERIEE S Apache Airflow Bt BT REXT ( Hla0 AWS
Secrets Manager ) REBRELEH, ETHEZER , i5ZH the section called “B T EIERE
Secrets Manager’,

2. && requirements.txt, WIFf requirements.txt FFIHA Airflow “Extras’ZF B8 HE
fEER A S Apache Airflow iRAFRAE

3. RETE requirements.txt XHFIEE Python IIA 773% , SR £ requirements.ixt P&
 Python fk#i I,

EEH T HREFUTFRETER

MRUGRNBEFLFREZT , FEHZRE—NOREILNNEEIREIN , W DAG AJEEF2HIIE
Apache Airflow A , SR FEFHES.

BINBWETRATER

1. TIAVPC Z2AAFAWIFRIRO 5432, EEMA MO T REEZFIERIERN Amazon Aurora
PostgreSQL JTEIBHIRE. HMLEMNE , 44 Amazon MWAA JLOH |, SRIRMESEXR, ETH#H
EZ{ER |, i§5 M the section called “VPC &2,

Web R85 442
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® Note

« Aurora PostgreSQL Jt#IEER Amazon MWAA RS 2EFIM) —&80 , £ AWS IKF° &
A,

- BEREFEHERNERBERITIEFXKEER , MARBRANER,

2. MRUKNBFRET, WIERHATSHRRERN , fINEBHNLEAMSITHEF TR, &£
CloudWatch Logs F&EFHME BEAH , HIA DAG, U NERRBEEET. ETHESE
B, B5 HEMNER.

£55

T EBIER T ERERINIT Apache Airflow 5501 AT RE BRI 85 iR

BREINENES FHSHEXBTK

R Apache Airflow £55 “FH” FARTHK , BANTBWEHITUT SR

1. TAIEEEMN T KE DAG, 4 DAG WHEHRITHMEER ( SIMERBEL7 ) EHEE,

a. ELLREBBA DAG, Airflow ZB&XT H# T, MREERANBTEBIINERTEN 50% ,
N g2 FF a1t Apache Airflow TTXIBFTHEER ., X253 CloudWatch E#R Y 5 #F
HetEE + , & CloudWatch Logs F5 3k DAG & et [EE K, B HML{L Apache
Airflow BLEM 5% , XEFZFERERNITICBEZHN.

b. EiFH THRBERFEMERMNEBNNRESEE , BZH the section called “Apache Airflow #J
MEEHE,
2. BAIIFAIEBEEARERES. XEERIANET T RSHAREATHEBENES , REE
CloudWatch BWHERAES M/BFNBEFZSHPE RN KETS. HIAKBRWERAOT -

a. EZETHESEEZTHENETESD , R EEHT BERBRMNES HBBHNNIE
LREZHHANESBRERZ,

b. MREZTHWESZTHENETEE , RINEUUES DAG BRETHWESHE , F/=Em
Apache Airflow TEL B DEE,

c. MREEFYT HBERBRMNMBPEBFATELEZAERETSH , BRNBUEFESHB
/@ h0 Apache Airflow TELRHR/NRE,
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d. &R LAEA AWS Command Line Interface ( AWS CLI ) B8y update-environment &353R &
WERBEHRETH IELZENRNRREARE,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

e. EFMETHRARMEMERINEBUNRESE , 21 the section called “Apache Airflow
MEEEE,

3. EWITEESF , AR —LERNES BFERE Apache Airflow T3 —F RIS RM{F LE
HVESS. HILLERIRNERNT

a. REFEEZHNNZ , it 1) SESELSNNERE  RER 2) I HEESHITR
BEBA , ®&JE 3 ) FAESSIETEHERA,

b. Amazon MWAA Bai¥ ZEIRMES THELERNNE-—HER. EE-MBERLT , €2
BRANNIELRE, REEEHRNES RS2SR TIELBRLTBRRIEF , XEESFY
£ A BRI BRET 45 3R,

c. BANBWEMMERITELENRIHE, 5 —MEERFE DAG MESWITE , IFEERIX
ERERTaRE,

d. ZBEFAUERDNIELERRENETHRETINRATELER , N\MERMEZER BT 4.
£/ AWS Command Line Interface ( AWS CLI ) F# update-environment @55 , &/
BRATHELERBRENEEREREIT %o

aws mwaa update-environment --name MyEnvironmentName --min-workers 5 --max-
workers 5

e. EFATHRAEMEMERNMNBWNRMESE , BZH the section called “Apache Airflow
HEEiHE,
4, MREFEZEEESTRE , B LUERESSFEAIEARIREAK,. XAFHENEY
REHBRZTERRE LN IELZENRE, TRERTHFEESH A,
G Off lﬂOViC’liSI'C'ﬂg HOrree airflow @ @ a

ERHFBASHERE , ABEEZEFER (WEMAT ) . XA Amazon MWAA 45 TELTE ;
BN, IRMEHEBARIES , Amazon MWAA T2 ER AREH T WL DAG |, bl %4
o

x5 444
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List Task Instance

Search~

| Actions= | L o

Clear

Set state to 'failed’
| set state to 'up_for_retry' K ld
| Setstate to ‘running

ite_redshift_t
Set state to ‘success’

EE)  movie- create_athena_r:
list-dag

) movie- create_athena_n
list-dag

5. EUWH T #E Apache Airflow S 4w EAR , 28 (Apache Airflow ZE1Em) WELE,

CLI
LT EBNE T H1E AWS Command Line Interface FIZ4T Airflow CLI f3 B A AEUR B Y 48 1% o
£ CLI #Hff% DAG Bt E & E|“5037 45 1%

Airflow CLI £ Apache Airflow Web fRF88 LiZ1T , ZIRSH|NHEAMER, BE , eHRZULUERE
T4/ CLI@&%,

WPEHERR ; BIERFEF Amazon MWAA INE

AN EFBDELENBRNER Amazon MWAAIRE B 7 8218 B 49 £5 1% LA A0 i X LE 4R R

B

CLI 445
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« EX requirements.txt

« RIBE T requirements.ixt BIFTARA |, EFIRET T 20 208
i

« Amazon MWAA BREXEFXIEEN UI?

o RO LUEIFHAFE Amazon MWAA ZAihiz1Tes ESRIBEN Ul B, BREHFEERTE Amazon
MWAA ERITRIENEER K REFIEBCHWER , EFRFEMEIR,. AHLELXEXIPIE

- SIEFER
« RFIFEIEE S3 FHIE N H TG RIRIE RYIEIN
- SIEHIE,
- R2HABHE B — BT EEEMRS
« REEGENE  BEARSE RN BIERR
« REHEE VPC BIRE"MEHE"HIx
« B2 BERFERBIIRS . 5 XRER LIRS HIR

- B2EHOENE , CHRZERHTH" , BRIABRZHHF Airflow Ul i, 28 RKB RS EFH
Z2 [0 £ 57502 TR M X"4E 1%

c REWGIE R BOVAS BRI TR
* Update environment

s REAERIRER BEFRIKT
- HRFRE

- EFEE TR Apache Airflow Ul

E#T requirements. txt
TR EBHHRT EBEEH requirements. txt B ATREW BRI E51R,
FKIEE T requirements.txt WHTARZAS , EFIFER T 20 Z 95

MRIAERE requirements. txt XHFMNFRATL RN EEY =+ 2484 , MIMEFERHX
M, Amazon MWAA EFEEREIRBFEGIRE — MR EMA,

1. REERFEMA, BIMNBUEBHRALRN requirements. txt B Python KIS E 45 ERA

(==} HBEIRE 2=
E# requirenents. txt \ 7 446




Amazon Managed Workflows for Apache Airflow ArfEm

2. && Apache Airflow BE&. MMREFA T Apache Airflow B , #7E CloudWatch ##| &8 HE
HANELIRIEASHERRENNME. IREEFIZAAE , REANRRARRITAGHRIEA

HEHR CloudWatch = Amazon S3 FWIR, ETHMESER , BSR HMITAE,

3. #&E Apache Airflow BLEIET, WREFERAH R Secrets Manager , ERIFRIEEH Apache
Airflow Bt BTN RBEN EEREEH,. ETHEZEER , B2 the section called “Fit &
Secrets Manager’,

4. KEVPC MEHE, ETHEZELR , S H the section called “TREIRE,

5. REHRTAGBNR. HITAER AWS Identity and Access Management ( IAM ) & | ENREX
B& S5 F Amazon MWAA RFREZIFAHEM AWS BRS ( #1420 Amazon S3, CloudWatch, Amazon
SQS. Amazon ECR ) &R, REFEEATFFRHEFEENZHAR AWS EEZH. ETHRES
R, BZHR TR,

6. EZTHEHEBRMIARLZE Amazon MWAA IRER Amazon VPC MEREBENEE |, 2R
GitHub AWS X T B K IEIRERIZA,

B
LT ETHRT BEBRBHEH Apache Airflow H4E A BER BB @)
Amazon MWAA BREXFESMBENX UI?

M Apache Airflow v2.2.2 ¥ 38 , Amazon MWAA 3 #7E Apache Airflow Web BR5 85 £ R34 FI5E
WEEN Ul, I8 Amazon MWAA IREiz1THI & Apache Airflow v2.0.2 SRERERA |, MR T %K
WEENX Ul

EXBAEBAAGNETENESEL , BSH R,

KA LB EHE Amazon MWAA iz Tes ESRMBEN Ul BER , BERYUYBZIAE
Amazon MWAA EHITRIENIEER , BEFAINBCHWENR , B EFEEMEEIR, A
L REXFPIER ?

Amazon MWAA Atz 1T 2255 FT A Apache Airflow A4 ST —MNE/D |, AFENABEX Ul HE
HER,

BB 7R

AT EE R T I8 0122 Amazon S3 17 #6t 7] g R RV 5%

Erikes 447
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BRI RIEE S3 FHLEAHIGRIHRE R IE T

Amazon MWAA B HITA B EEIREBI Amazon S3 FEERT
GetBucketPublicAccessBlock REMMNIR , URIFF#BEALELNRIFRE, RMNBWWEZHUT

SR

1. RBLSERN JSON KM mMBHITAE,
2. MMLAT JSON 3KHE :

"Effect":"Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::YOUR_S3_BUCKET_NAME",
"arn:aws:s3:::YOUR_S3_BUCKET_NAME/*"

£ YOUR_S3_BUCKET_NAME B RBI S RFE RN Amazon S3 BB , Blimy-mwaa-
unique-s3-bucket-name,

3. EZTHEHRBAKKLZE Amazon MWAA IR3ER Amazon VPC MEIRENEE |, 535
GitHub AWS 1% T K F IR M,

BIE®IR,

BUF £ HR 7 S 1E 0B IR A W] SR B Y B R

BR=EHeIENE B - ELA T EREGERS

BINEBWETERA TSR :

1. FEAXEEHEKE VPC ME, MREEANRAHRERMNA Amazon VPC , FRIEUTAER :

«  Amazon VPC BEE N /iF Amazon MWAA SREFANTE AWS BiRZBEHNMEHRE |, 10
the section called “X FEB ™" RFFENX ., #li , VPC Z2AXNMAFBS| AR FHNTER
B RNEALUARIETE HTTPS % OB 443 # TCP % OB E 5432 Wik OB .

BIEINE, 448


https://github.com/awslabs/aws-support-tools/tree/master/MWAA

Amazon Managed Workflows for Apache Airflow ArfEm

2. HERALBREKRE VPC NG, MREFEANEFTILRERME Amazon VPC , IFRIEL TR

o

= .

Amazon VPC BELE N L 1F Amazon MWAA IMEFERTE AWS BRZ BN MERE | 0
the section called “x FEXM” FFFEN . HliN , BAREFMAEEERE NAT W< ( 5 NAT
) WEHER , BREEEEBRMMXK,

3. EE{THEHERMARLZE Amazon MWAA IR3EH Amazon VPC MERENEE |, 5
GitHub AWS X T BRI UEPRERIA,

R=UHGIBHE , EEWRESE RN BIERK
EMNBUWATRA TSR :

1. BEVPC MERE, ETHESZEE , IS the section called “BEIRE",

2. RERAFPNER EOIRINEZH , Amazon MWAA 2R FNEIT#TIRET. AWS K/ aE
FTAAE AWS Identity and Access Management ( IAM ) R A BRE R B KRR, 0, MMREE
BB Apache Airflow T5RIFE |, Il AWS ik AMERBERRWIR , hEEATIRE
#9 AmazonmwafullConsoleAccess i[RI #% ISR BE , ZREE A TR A2 VPC iw R

3. REWHTAGNKR, MITA®E AWS Identity and Access Management ( IAM ) A& | ERRFE
& L 1F Amazon MWAA R&REFAEM AWS RS ( B0 Amazon S3. CloudWatch, Amazon
SQS. Amazon ECR ) W RIR, EFEARHRAEZEFEENZHARNAWS BEEH. ETHRES
BE , BZH HITAE,

4. &F Apache Airflow BE., MREF AT Apache Airflow B |, IE7E CloudWatch ##| &8 B &
ATMHEREIAEARTENICE, NMREEFIZHELE  RELNRRRRITACGFRIEA
H&R CloudWatch 2% Amazon S3 iR, ETHEZEL , TSR WTAE,

5. EZ{THEBERBIARLE Amazon MWAA IR3EH Amazon VPC MERBENEE |, F5H
GitHub AWS X3 T EF R IFINERIZS,

6. MBHFEANELEFEEBKMAE Amazon VPC , HHREE 0] — Amazon S3 Mxik s , 3
& F Amazon ECR 517] Amazon S3 FTEMN KK, BT HAEXBIE Amazon S3 MXxim R ,
BSRAUTHEA :

- RIS B EKRMIGRAXBRA Amazon VPC M4
- 1£ {Amazon Elastic Container Registry FIF{§m) FHAIE Amazon S3 MXim K.

BIEINE, 449
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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EZHEE VPC BRI ML HE"H %

BINBWETRA TSR

«  MREBHEGBIFRAZIHIERE Amazon VPC I EFI"MEHEHIR , XA EESE TN
BRAE , RRER,

EZH GBI EWIRS ., 7 XA R BAE R EIR

BINBWESERA TSR

B2 T AR R 4R |, ATRER A N &R Amazon S3 FHEBIEER URI B URI REEZE —MN,
BOEWMBREREHR . ZEMRAULTHER

s3://your-bucket-name

BZHABHE |, CRRSERA TR, BRIEZHEFE Aiflow Ul B, 2B R“K
B ARSS 2RI Z2 @ & 502 TR MK HIR

BINBWETEATER

1. REVPC Z24AfE, ETHMEZEER , 1S the section called “FREIRA",

2. WIAETE requirements.txt B %I HAEM Apache Airflow 7272 & X B T &£ Amazon
MWAA LEJZ1TH# Apache Airflow [rR74x. ETHREZEER , HSH L% Python K ¥,

3. E{THEBERBIANREZE Amazon MWAA IREH Amazon VPC MERBENEE |, F5
GitHub AWS %5 T B IFPRE RIS,

BZHBE-NRR |, RNAF AR —HEINFFRE

«  Apache Airflow WAFEH&AKERN 64 NFERF. WE AWS Identity and Access
Management ( IAM ) AEBREEKE , MIFEARFEEREEZKE , FREEE 4,

Update environment

LUT =B8R 7 B E MR T sE B RV R iR
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https://github.com/awslabs/aws-support-tools/tree/master/MWAA

Amazon Managed Workflows for Apache Airflow ArfEm
Rl EdIMER , BEHERNT

MREFIBEH N EHMIFRE ( HIAH mwl.medium BA mwl.small ) , HEEFHFENER
KM, MIFRFIRAIFEEH UPDATE_FAILED RF , REFER | 2 BIMNIREMRAHBIEREN L£HITR
EMAF TR,

BINBUEBTRA TSR

1. A GitHub £# aws-mwaa-local-runner FEZA 1 iX DAG. BE IEHH Python AKHIN,

2. EZ{THEHREARLZE Amazon MWAA IRERH Amazon VPC MR BNEE |, 555
GitHub AWS % # T EFR K IFIRERIZ,

Th R FRIE

LA SR 7 45 1E V5 9 R 5 A 7T AR U B B0 451
I E15 18 Apache Airflow Ul
RIMNBWEREATSE :

1. BRERAPNR SR EERBIR T A FEEE Apache Airflow Ul IR R R RINE, ETHES
{E8 , 152/ the section called “i5 8] Amazon MWAA IR3E”,

2. RENZHE, XAURERANLERTHENEHEER, R Apache Airflow Ul
B URL XA TR 387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl0.us-
west-2.airflow.amazonaws.com , FRREIE Apache Airflow Web fRSS 85 LEAFAE B
B, &AL Apache Airflow THEIEERX EH N AEMEHEE | th o] G2 — R &K G R
Apache Airflow Web fRS5888 VPC iR, ETHMEZER , 551 the section called “EE VPC
i S A,

M EEHERR : CloudWatch Logs # CloudTrail £5i%

ARTTEBDE Amazon CloudWatch Logs KYf# R RUKIETE Amazon MWAA 35 Al sEIE EI HY
AWS CloudTrail &i%.

B3
- BE

« BETIENESHEE , SEBWEI“M Cloudwatch log_group EEEUEFE H 45 1%

k2 451
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Amazon Managed Workflows for Apache Airflow J=P ok =t
s FFEXEEMBENER FEAK
+ IK7TE CloudTrail A& F“ResourceAlreadyExistsException” £ i
« F* CloudTrail P EE“BERELRHEIR

« I1E Apache Airflow BEFFE “BFF 64 1V Oracle EFIwE : ‘ libcintsh.so’ : FoiEITFHFHEX
XK  REXENXHSER

s RERVITNEF BEHEET psycopg? “BREEFEINKA T IEE

s BREREW DAGAEBAEPERNITEFIREESEH %s EZK (%s ) , REEFE
%Ss”

REFEK

Em
>l
dit

« BEFFEM log_group HiEEUEIE B & : airflow-* {*EnvironmentName}-Task log_stream : *
{(*DAG_ID} /* {*time} /* {*n} log. " ERMES BE

H&
IR EBER T BEEFE Apache Airflow B ER AT REREIAY 45 IR
RETEENESHE , HBEBRWEI“M Cloudwatch log_group EEUZE B &8 1%

Amazon MWAA 24 Apache Airflow L& H E#M Amazon CloudWatch Logs IEERFMEA BE, R
ITHEKBELEBRHIESEREBEAEMAE , BFEFIER

*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

o BINBULBTRUTSE :
a. BINZEERE INFORILEFRAESHEE., BXEZER , H5H £ Amazon R EFESR
& CloudWatch,
b. WIBERITHACHNREBREER,

c. RWIEHFRIZRBLEEET , REERBHNRFREN DAG , LR 2EEHERM Python
FE A Nk EB&IEHEW@E:.IET@ BZHECESA , BERRESHRBEN KB, RIME
WA Amazon MWAA Zithiz 1788 T EME Python A,

BE 452
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ESERBEMBENERTRK

MRITHEREBINESIABMHABERTILIAMESHEMBEL  BREZREERANSHHRET
queue S8 , M TR,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperatoxr(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

BRI EE , FMNRBHPBIER queue , RIEHERIFA DAG,

FK7E CloudTrail A& F|“ResourceAlreadyExistsException”48 i

"errorCode": "ResourceAlreadyExistsException",
"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"

H L Python E3R |, 4|0 apache-airflow-backport-providers-amazon lisf Amazon MWAA H
F 5 CloudWatch BEH watchtower FEEIREIIBRA, RINNBWETHRUATS

o FFUATFERME requirements.txt,

watchtower==1.0.6

BE 453
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F1E CloudTrail & 2|“iE R TR 45 1%

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

MREEAERE AWS CloudFormation #4x 12 Amazon MWAA 3B H Amazon S3 ZiEH , IE
E7£ AWS CloudFormation x50 DependsOn 3%, X MNEIR ( MWAA IRER MWAA H1T
KBE ) 7£ AWS CloudFormation FEKEIX R, BIMNBWETRATESER .

«  fSLLT DependsOn iE A7 NZEI AWS CloudFormation 14/,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetIds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:

Roles:

- !'Ref MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:

BXRH , ESE Amazon MWAA FYIRIE A T2,

IX1E Apache Airflow BEFFE| “¥kFF 64 {Z Oracle &% /E : * libcintsh.so’ : Foi&
IFAHENRHY  REXFENXH4HE R

c BAIBWETEATHR :

A& 454
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- WMREFEABR Apache Airflow v2 , IERI core.lazy_load_plugins : False
Apache Airflow BL Bk, ETHREZEE | HSH 2 FEHAE E RN FEE.

REBWITRER BEFEFEER psycopg2 “‘BRFBEINXA 7TiEE
MBEBEINELCFUTAENEIR , Mi%BE Apache Airflow iTRIEEF T REEER B R

2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally

2021-06-14T10:20:24.686-05:00 before or while processing the request.

BINBWUETRATIR -
«  EZEFEZR Apache Airflow v2.0.2 , LEMRAE R FEIEEZE 5 MRIERF,

RERN DAG LB HEHREBRMITEFREES =M %s EXH (%s ) , REESE
TEFTK %s”

MREBBIRLCLUTUTARNEIR , MEBEKMEHIETHES TEES A E Amazon MWAA ERES AT
BIFR#l. Amazon MWAA FHEM —/ Airflow ESBIRBREIN 12 /et |, BB IEES FERSIFR HELIEB
WY BEED

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally

BINBUETERA TSR

- ERFESIBASNETHRARENES. Arflow BEEEERFRLSERE, BBANSRS L
HYSESD , Apache Airflow %Eﬁﬁéﬁﬁﬁlﬂl«,{EEEﬁﬁ;‘EEﬁo MRERBIBFHISE , MWABESR
FZEFENER TR ER,

B BT EM log_group HFIREUER BE : airflow-* {*EnvironmentName}-Task
log_stream : * {*DAG_ID} /* {*time} /* {*n} .log. " EEMEZ B E

MREEBIRUTUTATHER , WRENHTABTRFIETENES BS0E B ERAVNRER,
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Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

BMNBUETRUA TSR

«  {#H the section called “HITAE” P RHIKEE 2 — SR ENRITAE,

IBTREIETE requirements. txt XHFHIEE T 5 Apache Airflow IiRATF#FBWRERF S, Hl
MR IEFEA IR Apache Airflow v2.0.2 , NI TTEEEREE TRFE , HI10 apache-airflow-providers-
databricks BF & , BIX 5 Airflow 2.1+ &%,

BINBEWETHA TSR

1. MREERAHRI Apache Airflow v2.0.2 , iF1EK requirements. txt X#H 7N apache-
airflow[databricks]. X %% E Apache Airflow v2.0.2 3% A # Databricks 22/ EH#hR
K,

2. f£HA GitHub £ aws-mwaa-local-runner A #0i5 DAG, BHEXIEHF Python KT,
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Amazon MWAA X#¥h 3 idx

TRMNET B 2020 F 11 AEEKI Amazon MWAA RSN EEHIE, NEAXANMETRNE
N, @BeT LT RSS R,

EE L zF

T 3# MWAA 3 Web RS Amazon MWAA BIEX#EET 2024458168
22 EzY E M Apache Airflow ¥ & Web RS 85 LA K 17 (R 6
REST API A Apache Airflow REST API

A ThEE,

- the section called “Bit & Web
RSB BN

- the section called “f£ f
Apache Airflow REST API”

SUHE TN EFBBITHRER BEHTUTER, URBRE 2024%F5810H
Fargate T/ A R 48/ NIRRT
THEAREZHESINHN
Amazon MWAA Bzh¥ BT
Ho

« the section called “Bi &
worker auto Z& 5"

Support X & E KK B K/ Amazon MWAA BlE X AT 2024 54 A 16 B
RRIERENHNEKRRK
Bl AR /NEDT - F mwl.xlarg
e mwl.2xlarge

+ the section called “¥ & Th&E”

<% Apache Airflow iR T 52 MWAA FL1E 235 20242 H22H
Apache Airflow v2.8.1, LtE
FEFEEXEMNRERERS
WER , UREXREL D
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RAriEmE

X #EFH=Z Amazon VPC

2% Apache Airflow iRZ

MWAA EfER Apache Airflow
v2.8.1 NEELR,

TS
+ the section called “Apache

Airflow v2.8.1 IR HTE
Fa

Amazon MWAA X #H AL
3% OpenSearch RS HILH A
BIREKFHE  FAMEE
T AR R REZT S5 VPC
SRE R I j7h MWAA wiR. 1E
RUR R — , Amazon
MWAA F 5% ﬁ?%ﬁ']ii%ﬂ”ii
B 2 # Amazon VPC # &

« the section called “E¥ i’d’i
T 5% VPC KRig T R

Amazon MWAA B 7E X i
Apache Airflow v2.7.2, LtE
FEREXEMNRERERS
HEER , LARBXRTE Amazon
MWAA EfER Apache Airflow
v2.7.2 NiFAE R,

© BRA
+ the section called “Apache

Airflow v2.7.2 FEZRVIRHE
Fa

2023 % 11 A 15 H

2023 11 A6 H
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RAriEmE

2% Apache Airflow iRZ

BRAFRER

#EBN A

Amazon MWAA B 7E X i
Apache Airflow v2.6.3, LtE
FEREEXEMNRERERFS
HEER , AREBXRTE Amazon
MWAA Lt Apache Airflow
v2.6.3 WiFHEE. |

TS
+ the section called “Apache

Airflow v2.6.3 IR HTE
Fa

EEMBEXREAFZANER ,
‘@& Apache Airflow v2.0.2
Apache Airflow v2.2.2 F A
BAFEE R,

+ the section called “Apache

Airflow 2% F A"

Amazon MWAA 35X EhR
AR, WEHMBEATHE
B, ZEBHERT A HRIR
BRABERENIERERRRE
EHEKFH Apache Airflow ki
RFHRAE

« the section called “F 4% ix 4~

20238 A9 H

2023 7 H31H

2023 6 A5H
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2 EHEB EEHFHEFIEEN IAM X 2023 4 A 12 H
B , ZREEIR TR Amazon
MWAA By Se 32 & & F

APl HE R, LLEHHE

RT R ABSTR IR
iam:PassRole PRI EEAR
RPN AEEELS Amazon
MWAA. Amazon MWAA &£/
XLERRRERAFHRITRE,

« the section called “i7[A]
Amazon MWAA IHiE”

#ismE FH T HKEE AWS Secrets 2023 4 A 12 H
Manager 7 Amazon MWAA
EIHIES | LURHAXEE
RAEERERNES. FRAER
B AT UK E Apache Airflow
BZNEATE , R
Amazon MWAA F 1 3RiE A
T E [ Secrets Manager
F API B9R R, IX#E A BARRIR
54§ H Secrets Manager ¥
JEtm AR < B B AR o

« BI%E Secrets Manager J& i
YE7 Apache Airflow Bt &%
I
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RAriEmE

2% Apache Airflow iRZ

#EBN A

EEHEXLE Web BRSERTH
[R] £ PR Y T 75

Amazon MWAA B 7E X i
Apache Airflow v2.5.1, LttE
FEREEXEMNRERERFS
HEER , AREBXRTE Amazon
MWAA Lt Apache Airflow
v2.5.1 iFHEE.

TS
+ the section called “Apache

Airflow v2.5.1 FE R IR HIE
Fa

2R INAEXTE Amazon MWAA
ERFER B A E
B, REBNAT ANBHRE
BESSHA, ERERE
Linux 2178 AR 1R B IR R AR

=
==N)

« the section called “fEA Bz
B AR

EEFHUTEXTAE Web R
SERARNER, ZEHBE
W, EEBFE Web RF2HH
[EAXBREVERIZ A | 450 55
Python wheel #42 (.wh1) 3k
ML RPN,

« FAH Web BRS 2 THEER

2023 4 A 118

2023 4 A3 H

2023 2 H 24 H
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RAriEmE

2amExeEF AW Apache
Airflow RAHEE

2488 Amazon MWAA B85
¥ HP B[R]

EEMRAETE  BRETHEX
Amazon MWAA A EEIEfE
# F# Apache Airflow KRS
FER. CHIBRXTHEREE
FTARZAHY Apache Airflow FIE
T, AR S4B Apache Airflow
v1 Hl Apache Airflow v2 2Z[8]
TENEN, AXEIBIE
FTARZAHY Apache Airflow #J
BE%ER , HZH (Amazon
MWAA F#IEm) .

+ the section called “Apache

Airflow 2% A A"

+ the section called “Apache

Airflow FRA 3z #5715 W 7] 72

EEFMAFRERER , HE
BBk Cluster #ETF%F
W —A5EIRIENR. B
—NEY , NBuENL%
#| AdditionalWorker 4
8 CPUUtilization =
MemoryUtilization 3§
BRHERITBELREEERN
Sample Count , RiF(EIFE
ELEENBEEANTAIIEL
8

« the section called “iE{LE 7k
TYEEEH Web RSS2 AR EEHY

20232 A 17 H

20231 H20H
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2% Apache Airflow iRZ Amazon MWAA I X 2023 1 A5H
Apache Airflow v2.4.3, LttE
FEREAEXEMNRERER
BREE. BXHE Amazon
MWAA Lt Apache Airflow
V2A3 MEMAER  URE
X Amazon MWAA E&A
Apache Airflow {2 3z 35 HfLE

WREMNSRERE R,

TS

+ the section called “Apache
Airflow v2.4.3 RV IR 112
Fa

EEMBRSHEXACHER EH 7HX Amazon MWAA i 2022 £ 11 B 18 H

RAREQEMEE AWS &
FHRZHEXACHER 2
REXETBEERSHEXA

Bt AR iZ B BRER.
XBREEFHRSHEXAENK

PRIRER , % REE LF Amazon

MWAA ZEfr & ZEE T &AM EM

CloudWatch $E¥5, AWS/MWAA

« the section called “BRZ 8%
At
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KT IRFIERHITED B IN#EIR Amazon MWAA 2022 £ 11 A 18 H
£ AWS/MWAA TR B ZE B T K
HEA RSB ER, X
EERSEITRNER. THEK
=AM Web AR$8889 Amazon
ECS &£#fE#5. A1F Amazon
MWAA 7B it XIEFFIE
K IEZMIRAFIH Amazon SQS
iR, AR TBEBHEEN
Amazon RDS $§#FR.

« the section called “&B&8. RA
SR BAEFE IR

#FEZ E R IE XIS R R 2022 £11 A 18 H
¥ , MEES Amazon
MWAA S E LA 8 B #T AR A
HiIRMERE,

« the section called “18EE

HWREEFE

=H
vl
m

2 E#H 5 Amazon MWAA # 2022 £11 B 15 B
HIPAA B HEX<HEE,

EEMEN R BHEE

B

« the section called “HIPAA &

A
HED 2 I0E <7 Amazon 2022 £ 10 A 21 H
MWAA TR EEEREH

£/ aws:SourceArn #
aws:SourceAccount £/
SHETXEANTHER , U
By LB RSB BRI,

« the section called “By LE B AR
KRB
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RAriEmE

# R B

# R B

R

# R B

WINT EFMU AR DAG K13
T~ BT HEENBRERS
KIBFRBEAHF, CloudWatch

« the section called “f£ A
DAG wE B E XI8Fr"

AINT EFE LB FMETE AWS
Lambda Python X3 R~4%i |

B F#® % Apache Airflow CLI
Th , REEEEN Amazon
MWAA 5 H 8 A DAG,

« the section called “f& A
Lambda A DAG”

ERIFREE | ERTE
BEAENFE Web RS EEHY
Amazon MWAA 38,

+ the section called “Apache
Airflow 15 A& "

ERMSFRAMEFE DAG
KREBBRH, ATFHZE Apache
Airflow CLI 558 , REETE
# Amazon MWAA IRE R iE
% —"N DAG,

« the section called “EFRREH
HERIEAH DAG”

2022 9 A 13 H

2022 9 HA12H

20229 A12H

20228 A16 H
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RAriEmE

# R B

# R B

# R B

B

#1R B4

BRI RAMFTE DAG ,
ATERRER Aurora
PostgreSQL SAIREL ST EIE(E
B, H4EREA CSV XHHF
X 417 7E Amazon S3 A,

« the section called “SF¥R3&E 7T
HIES H % Amazon S3 L7

AN T ERTEY U B M ET Y
DAG , AJEE{TRRIET AWS
CodeArtifact THEHFERE
&£ Amazon S3 /1,

« the section called “fEi= T8¢
Rl AWS CodeArtifact

"

BRI %AM DAG KRBT
%l , FAF7E Amazon MWAA
{# /A ECSOperator »

« the section called “{E A
ECSOperator ”

2R MRFRAN DAG KRB
5l , AT 7 Amazon MWAA
£ SSHOperator .

« the section called “{#
FSSHOperator ”

207 Amazon MWAA
{# /A dbt Postgres #9371 BA Al
DAG X% R4,

« the section called “£
Amazon MWAA #fEF dbt”

20228 A12H

20228 A3 H

20227 H 26 H

2022 7 H 158

2022 6 A 17 H
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RAriEmE

#EBN A

#EBN A

#EBN A

ERMFTH AN DAG REB R
Bl , U EFLEMFIAEIHE
BRI Amazon MWAA HRIEfE
F Python Wheel X # % % ik
B,

« £/ Python Wheel &2
I

WY BRiEFE Amazon
MWAA [ B4 Apache Siiig
MEEWFIERM. CloudWatch

o EFIREML Apache

Amazon MWAA 2% 7 T#%1E
M, ATMNEEEHBURINA
& Amazon MWAA HREFRER
Apache Airflow TE7RE,

{Amazon MWAA T
)

ERNFLERESRRE  UE
Apache Airflow Bt & A , 2
FERTRM Apache Airflow A
FRRE SRS R,

+ the section called “Apache
Airflow R &% REXK”

20225 H 13 H

2022 4 A19H

20223 A7H

20222 A 18 H
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https://docs.aws.amazon.com/mwaa/latest/userguide/access-metrics-cw-202.html#choosing-metrics
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https://docs.aws.amazon.com/mwaa/latest/migrationguide/
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RAriEmE

# R B

Apache Airflow v2.2.2 %7

HEE

ERMFFKBE RG] , UER
Pendulum f 225 X 202
DAG , HE®EFMAIFERH
E X iEHFE 2 Apache
Airflow B &M X,

« the section called “E X
DAG Myt [X”

Amazon Managed Workflows
for Apache Airflow IE X%
Apache Airflow v2.2.2, M
v2.2 714 , Amazon MWAA
B {Z7E Apache Airflow Web R
%88 L %% Python BFEHMH
EMFEH , BRI EREib
EEINE, BXELER B
ZHETHIRNE,

« Amazon MWAA £
Apache Airflow KR K.

+ the section called “Apache
Airflow v2.2.2 SRV IR 112

« Apache Airflow v2.2.2 &
B , L F Apache Airflow
B =12 i

EARM—NEEE | ERN
AR 2 #H B E X Apache
Airflow A€ , I FZAESD
FL4a M IAM BREFHY Apache
Airflow I, SARR®IZ A F X4
1E7E DAG FEM A EBR,

« the section called “#¥#& : R
&1 P15 R &9 DAG”

2022 2H 118

20221 H27H

202112 A 8H
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https://pypi.org/project/pendulum/
https://airflow.apache.org/docs/apache-airflow/stable/changelog.html#airflow-2-2-2-2021-11-15
https://airflow.apache.org/docs/apache-airflow/stable/changelog.html#airflow-2-2-2-2021-11-15
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RAriEmE

g

R BIAE

BfEE1iRE scheduler
.min_file_process_
interval HW{EL{E{L CPU
FARNREIKREN. 25
o IAM REERBI , LERITA
BH IR F X Secrets Manager
BRNIGRNR. 2RmEx
&/ Secrets Manager &%
SANSEHEBR R,

- MEEFEITXEF WA
DAG

« [ Amazon MWAA 12 #t15 7]
Secrets Manager 4 K1Y
BR

« £ Amazon MWAA U iTE &
F# & Secrets Manager By
SH=H

ENIUTRATEREREE
YA E DAG BB XK
WBRAl, AR AT M bash iz
BE&RFPIEMA dags backfill
Apache Airflow CLI a5 B9 3T
IR HERR E

« the section called “B X
DAG HYAT[X”

« £/ bash iz E&F[EIE CLI

A A
ap 1

202111 A 22 H

202111 A1H
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RAriEmE

g

# R B

NEXFE

€5 7 Amazon ECS R
KBREIFRE , FEHT
Amazon MWAA RITABH
WIRE AR H A B Amazon
ECS £%5 HEAFTEHFIIN
PR, CloudWatch

« Amazon ECS izE &R,

ERMFHRBRAE , ATE
i) Aurora PostgreSQL $iEFE
LUIRENS DAG BITHNER
EAEf#1E Amazon S3 £
CSV XHHERMER

« the section called “F¥ 3% 7t
#HIES % Amazon S3 L.

2 ¥ IE A% Amazon MWAA
BN E ERIXIR
ME#5 Amazon S3 RS
BEANITRIRERMIELEN

—
][]
¢l
(o]

« DAG XHRW ITIEFRE,

Amazon MWAA I 1E %
Apache Airflow 2.0+ B &5\ R
HEFE, ETHAERIREN

EFEANESZER , SR
THEA :

* the section called “Apache
Airflow v2.0.2 ZEZHI IR HTE

2021 £10 A 26 H

2021 £10HA1H

2021 10 A1 H

2021 9 A 24 H
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FH oS HERF AT HIESFMAWSCLI & 2021 F 9 A 24 H
6, ATEERELEEN
BEXME Amazon VPC B 612
Amazon S3 MR L uHTT R

o BIEEAE BB I R I BRAY
Amazon VPC Mg,

#EBN A EARMUTER : 2021 £ 9 A 19 H

- BRI Amazon 34
AERSEEFNHNE
T, ES A the section
called “E/ ECSOperat
or ",

- BFEELE Apache Airflow ¥
A B L IR ] R B0 9 ET Y
HIEHEBRERE |, iESH the
section called “J&4”,
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8 X8 Amazon MWAA LEEELLT 2021 %8 A 31 H
XiE#H -
« IA#KX (&R ) -ap-
south-1
« WA#KX ( HR ) - ap-
northeast-2

« B (23 ) - eu-west-2

o B (B2 ) - eu-west-3

- MEKX ( FEB) - ca-centra
-1

« EMEM( ERF ) -sa-

east-1
BRUAXEMRESRIE
B, ESHOT

. £ (AWS —fixZ#£) K
Amazon MWAA % = F B &

#EZ A A B EARMUTER : 2021 8 A 27 H

- SEMROIKE , LAY
Amazon MWAA 2 EiK /-~
K58 Amazon S3 ®RiE
(s3:GetAccountPubli
cAccessBlock ), BESH
Amazon MWAA 1 {TA &,
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RAriEmE

g

#EBN A

ERMATEXR :

- {87 AWS CloudForm

ation EIRUN PN Z LA
FEABSIAAEAN, B2
VPC M4

- {87 AWS CloudForm

ation BIRUAN PN ZEHE

ABsIAABMN, Amazon

MWAA BYRIEA 2R

ERMATEXR :

- B¥ DAG &z inE

Apache Airflow v2.0.2 X
MRS , ESE Amazon
MWAA L&Y Apache Airflow
MR,

2021 8 A 27 H

2021 8 A 20 H
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RAriEmE

#EBN A

#1 R B4

EARMUTER :

« B celery.sy

nc_parallelism Fifl
WHE Amazon MWAA £
#) Apache Airflow B 1 #Eif
%,

2R RS w2 B A
nH, HAHEHRERHN
Amazon MWAA R %5 i s A
BREM,

ERERF RIBEFMLE L
REM | ESHE FREAR
Amazon MWAA,

B2%f dags list-runs #
dags next-execution
B EF XM Airflow

CLI 8% , iHZ# Apache
Airflow CLI i 5 2%,

SR TER :
« BHN bash "%l , BT

RE, IREZMIER Apache
Airflow v2.0.2 T & | HSH
Apache Airflow CLI fs 55
%,

24F Apache Airflow v2.0.2
ARFRIAA Airflow E 32 R Bl
W HNE & Amazon RDS for
Microsoft SQL Server 5
Amazon MWAA —i2E .

2021 8 A13 H

2021 £8 A 13 H
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RAriEmE

EE

S = B A )

ERMATEXR :

- EREAFRIRIEE Python
RBRG, BESH EH
SSHOperator 4% SSH
EE

ERMUTEHR :

- B¥F variables set B3
ZX#EH Airflow CLI @ F
&2 Apache Airflow CLI
wssE,

- EREAFREF v2.0.2
RERAFEEM Airflow AR
TUEANE| £ % Python &
B,

- EREAFREF v2.0.2
RERAFEEM Airflow AR
TERINE] Apache Airflow
CLImREE,

- EREAFREF v2.0.2
RERAFEEM Airflow AR
TUERINE EEREER,

- EREAFREF v2.0.2
FERHVFBEM Airflow i
ARERMNE Z&EEENLE
#.

- EREAFREF v2.0.2
FERHVFBEM Airflow i
ARTUEAINE 78 D0k #
DAG.

2021 8 A13 H

2021 8 A6 H
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# R B ERMUATER :

« B%F Apache Airflow v2.0.2
BB INE £ H DAG
ECLIRFSAZE,

« B%F Apache Airflow v2.0.2
REHCEAME A
Lambda B4Z A DAG,

£ A A 1 ERMUATER :

o BRIMNEE Airflow Ul FF
FEIBRAEE VB EDRE
F , ESH Amazon MWAA
BIEHRR.

« B4 Amazon MWAA X%
Amazon VPC FI&RiRINE X<
F1£ Amazon MWAA EEBk

W
Ee EFMATENR :

- EREAFRIRIEE Python
KREBRG, LUITED Web &%
T, ESH B2 Apache
Airflow Web BRS5 8317 8o
&

- EREAFPRBEE
Snowflake JEZEE T |, LUE
NEeESBERAESS |8
2% Amazon MWAA &k

2021 8 A6 H

20217 H29H

20217 H29H
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EM R #Y T B ERMUATER :

- BELAYETE , LBEM
BEMNENRXETE , 1§
2% Amazon MWAA i %

- B2%F Apache Airflow v2 )
B g R CloudWatch #3)
ZREANERSME S,

ERMATEXR :

« BRIE £&EE Amazon
MWAA IR3ZH [y Apache
Airflow IREREF T,

« 28l Amazon MWAA L
SRR,

- BRI EFFEZAE AWS
CloudTraile

- BRI £ Amazon FEES
7 B & CloudWatch,

ERMATEXR :

- EREAFRIRIEE Python
REBRO, LIRESIRFE
X Airflow EZEFRE |, HE
wINEOZSH , B8 £4
24 BB Apache Airflow 3£
$# AWS Secrets Manager,

- ERERAFRIREMINAE
REBEHZSINLR , FS

i f£/H Oracle BIZBEE N
o

2021 7 A 23 H

20217 A 23 H

20217 A 23 H
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#EBN A

S = B A )

ERMATEXR :

« 73 AWS DMS #{E &R N

TEZ , MR Amazon
MWAA & L 5] & fR 2,

- EFZEBSHRNYE

BEBR EBUAINE Amazon
MWAA #BEHERR

« B¥9 variables set ¥z

EXRXER Airflow CLI 63
4, &2 Apache Airflow
CLI s 5 %&E,

ERMUATER :
- EREAFRBEFMEIE

requirements.txt 3 B9 FF
FR]R , HZH L% Python
KB,

- EREAFRBEFMEIE

plugins.zip X8R = 5
R, B52HA 2EXBENE
#.

« 27 {Amazon MWAA API

ZEiEm) PREMAFE
Rl E S ik 297y ES]
APl ZEER,

- SAMAAREERERE

Airflow 2.0 EE G > 1§
HREDWNEZ |, BFSH
Amazon MWAA % Il [a] & f#
=

20217 A 16 B

2021 £ 7H9H
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#isE

#EBN A

# R B

S = B A )

R B4

ERMUTEX : 2021 £ 7 A9 H
- B8IE Mk Amazon S3 L

B S
ERMUTEX : 2021 €7 A2 H

- B EHBEEFRENEH

HEATINE AR ES
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- BRERPRIBCEHRABE

FAEFHE URL BRH , &
2% #£ requirements.txt &
%IE Python ﬁk?ﬁlﬁio

EARMUTER : 2021 7 A 2H

« N7 Apache Airflow

v1.10.12 R~HIKE , AWS
Secrets Manager fi F#&
EFAFAAR T SSH &R, &
F SSHOperator ®I%&
SSH &E##

EARMATENR : 2021 6 B 25 H

o @HAARMT FinishedT

askInstances 1E¥x
StartedTaskInstances 15
¥rApache Airflow v2 FHJER
E$EHFR CloudWatch,

ERMATENR : 2021 £ 6 B 25 H

. B I Amazon MWAA &

Amazon EKS — 2 $iF
in Apache Airflow v2.0.2 7R
HIRE,
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