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ping 10.0.3.128

THERRHH,
Pinging 10.0.3.128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128

Reply from 10.0.3.128: bytes=32 time=<lms TTL=128

Ping statistics for 10.0.3.128
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = O@ms, Maximum = Oms, Average = Oms
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Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
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Ping statistics for 172.16.0.130
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128

Ping statistics for 10.0.1.5
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = O@ms, Maximum = Oms, Average = 0Oms
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TRERTREER/MHXBEKRRA :

Country BRRA
P 4R 2E Bk4% AWS Support /by, EEBHNERS , @8
UTEER:
B
o AWSTRHIY R AR F VIBERRTED
=H - A DR R B A
X3 - BRRAHRA
A A - BESH
o B8R L
27
R
FEEE
ENE
ENE el
A%
O, R AL
2 BRI
fi] =
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https://console.aws.amazon.com/support/home#/
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Country BRRA
BE£L

CES

HE

HEAEE

ZE

AR EEKE

24

United States of America BERREAIUPS,
BALBE AT A RAERS =R

o« B BT HIITUPSEU B IFE BRSS B8

- FRFJ|IEFENUPSHE R

- EEREHLEN BT E R, WA AWS
RUNZHFE LWERSE  UEZR%

5845 BYRBAERS R 30


https://www.ups.com
https://www.ups.com/dropoff?loc=en_US
https://wwwapps.ups.com/pickup/schedule?loc=en_US
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Country BRRA
FrE HAttE =R R RFEAIDHL,
B B AT ARXAERS S ¢

. RSB EDHLIL A,

. TR BN BN AR, BA AWS
B E RIS WDHLER RS | NS
S REE,

MREBWKF LA TR Courier pickup
can't be scheduled for an import
shipment , M@EZEWRELERNEM4ESR/
X EREZE RS B E R/ XA IT
B, FERRAENERMEX , ARE,
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https://www.dhl.com
https://mydhl.express.dhl/us/en/locator.html#/find-locations
https://returns.dhl.co.uk/ereturns
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fREY Outposts Bk S5 =7 HY AN ith X 45 43

Xt F Outposts RS2 , AN FEO R —MEBMEZALH , AT Outposts FMHH I S FEC23E
15135 22 B S8 B A 1t P 4.

AWM ZEOEEEENREM LE1T. ERXMAERN  EERRARIMKEATER BIRZE
B AMEFONDBEEMFHOLHUEMKZEORL, EREAEMEEON  RINBLERE
iEORX D XFEHEQ,

£ Outpost FW LG AAMEZEOS , EA LU Outpost FM A HEC2EHIEL E 79 BR 7 58 14 M 4R 5
AZNEBREAMEED, RipMEEOEESIRBMLE  MASEONEZEVPC, TEHERT
Outposts IRZ25 LB AT E A3 M W & O FM A1 B & O NEC23% 4,

Metwork
= switch
link Data
traffic traffic

=

Elastic
n emrcrrklinterfa e

Local
network interface
|

BYABBRERS  £AMMEZORBEREN LHITERE , RONENFEAEMREIRE -,
BT BEE AR AIDHCPE TR VPCREBEA MM EEND , AN A MZEASITEENREMN L,

HEMMEEONIEARERATITAX FRHAHNRFNEOTEEE, Fl , BRI AERVPCHE
EFH RN ARXHLET R AWS RS, LA ERAZEOVPCALT X AWS IRE #1T1HR AWS
PrivateLink, BXEZELR , S AWS Outposts 5 AWS [XiF B E £,

32



AWS Outposts Outposts RS eR A FIER
AEN

o ZRih X 4533 O EA AR

« [ Outposts F M A AIEC2SE B N A i ) £& 33 O

« Outposts BR55 88HY 2 ith P 4R IE 3

75 3 ) 4% 482 O B AR

Ay MEZEORUNE—_EZYENENIFE., AVPC 2EMLNE=ZENE, RAiMEEOTZE
VPCREH M, XEAHBIELZELAH,. MEHEZHHIR, ELBHSERBHRULRFTREES. NibK
O TELLE Outposts RZEBREFE=ZVPCERE. RN ENREREBIUTSREBREYE
LRI, BRSO REZBNA T XEMPNER, BR , XMEEREESEMRI , BE
HTEEtEHESERE.

EEEM

o ZHEP 4R3O X IFARPHIDHCPI YL, AXIEEMM L2 TIBHEE,

« AR EEONEHKRBEHMEEZOERH. BXESES , HZ5 Amazon VPC AFEREHRIN
RO,

o FANEC2EHITLAE —NAHMEEEO,
o iR K OTBEEASAINEMLED,
« Outposts FRFBJ[AIUIEEZNEC2EH] , BNEHIFE — NP KEO,

(® Note

EC2E — RS /AP LIEREERE , MERFHIERIEE Outposts FRFERZ . XTPE
FERBEIABMEEOFFEEMERZOECENRE.

o Zih R 4% 42 O{X3E A F £ Outposts ARZ585 EHY Outposts F M iz 1T B4,
o i &3O F IR FEE X HMACHE 1E B TR

tERE

PSRNy S 3 B 48 382 O #BIR 10 GE ATAYIEHF RN —%9. TRIIE T ESMEFIZEBEHIME
B -

7K 3t ) 4% 452 O EL A AR 33


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-enis
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-enis

AWS Outposts Outposts fRS2 A 18R
LR B HAHEWT (Gbps) R I (Gbps)
c6id.large 0.15625 2.5
c6id.xlarge 0.3125 2.5
c6id.2xlarge 0.625 2.5
c6id.4xlarge 1.25 2.5
c6id.8xlarge 2.5 2.5
c6id.12xlarge 3.75 3.75
c6id.16xlarge 5 5
c6id.24xlarge 7.5 7.5
c6id.32xlarge 10 10
c6gd.medium 0.15625 4
c6gd.large 0.3125 4
c6gd.xlarge 0.625 4
cbgd.2xlarge 1.25 4
c6gd.4xlarge 2.5 4
cbgd.8xlarge 4.8 4.8
cbgd.12xlarge 7.5 7.5
cbgd.16xlarge 10 10

goge il

ﬁﬁ&ﬁ TiMEEOFERAEHNLLAVPC, TL2ERFAMMEIEVPCRE., AibMEEOR

EREBIVPC, 2N 454 O E|
Br KB ERR AR B | ARA

7R

AN

RIS 4%, EIRHIAR M EEQ EWABMBILRE | BER
MFH A A iR & — 5

Eage ot
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g

CloudWatch AN AR EEOERIER , MEANBENZZEOLERER—HF. BXEZER , S
59 Amazon EC2 I 1EREHP RV G2 M X 1 BE LA 7 SR IE RV EC2SE B ENAR E

MAC b 11t

AWS R AR WK OMACH b, A MEEOFERARBERN I (LAA) ENEMACHLE, &
M EEOERHEBNEMACH |, BEREMBRZED, BBRAWMEZEOR , BMAAHE B B ERiZ
MACHE#iE, AWS TJLLE & AT B ERAMACH M,

[@] Outposts P A BYEC23E i 78 0 2 b I 4% 43 O

&ALATE B sh B 22 fa | Outposts F M _E R S EC2E AR MA M ZIE O, Nk , EBAILIER
IBIE A H W 4532 0 /3 A Outpost MRS ER 1R % R 5| mSEHIRMEBIM & O,

FREFAEEMIMNEEON | HEARZEERS 1 RKUBNEED, IRXTREEN R KE
)3 A Outpost FMAETIEEMIRE RS , MIATLL AWS SDKEX A AWS CLI Sik¥gEE EHBIR&E &5,
f5l4n | £ A8 AWS CLl:create-network-interface 1 # #9 LA T iy 5 attach-network-interface,

BaRflE , FRUTTRAMANEZEZED, BXREXFHSHBEFMEFSAVES , BSHE
Outpost £ /Z513=41,

[6] EC2SR A AN AN 2 3 P 4% 45

1. ITAFLEEEC2#ZEH| A , Wit Ahttps://console.aws.amazon.com/ec2/o
2. ESMBHRP , OERRNEZSRZS, MEEO,
3. fIEMSKED

a. ERBIEMKED,

b. %EEXFIMRER Outpost FM,

HWIAFAEIPvA st 2R BN B3 5 Bl

ERLZEE ZRE2ETEATAGMEED , AHEERHNLLATHEX,
. ERMIBMEEQ,

4. FMEEOEEZESH

® a o

a. EPESHOIRMNMKEDONNHEIEE,

3 35


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-network-performance-ena.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-network-interface.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-network-interface.html
https://console.aws.amazon.com/ec2/

AWS Outposts Outposts RS eR A FIER
b. KIIEEERE. K,
C. ﬁ?¥§21§UO

d. & M., MEEOSEREINRREES 1, MREIEE 1 £ Outpost F RS M 484 O HY
REZL, MEMEEORBZEFIMNARMEZED,

BF A i 45 52 O

HRHl4FZTRSE , BATLAER Amazon EC2 2 #1&EE Outpost F M AR SE 45 49 38 4 R 4% 4% O F
A MEEO, EFRF, BEENZED <,

2 HE B SR F MR M EEONFAEIPv4itt it CIDR, thith it R R4 & O/ 1P ik | AR
A, B2 , ittt RMNFMIERCIDR , AL EBHTEFMANPHEERERN, BYHTUBSFTR
HEIDHCPRSBJ|NEFHRERS P AR MZEORE IP ik,

BLERFERS

BRA#MEEOS , Amazon EC2 SRHINERAMNMEED , EF—MNERMRKED, BREE3
B Amazon EC2 XMV IREREEEN X BFZBEHNEE,

Outposts AR 5585 HY AN ith N 48 1% 3%

FEAAEBR T RIEE Outposts FRFBJ|HIMBZ ML MAIER, EXEZEE , B5H RN
Outposts fRSEaHY A L& O,

S

. R LIRS BRI
- BEEWERERE

. RS EH RS RS
. A3 O
- REE IP it HER
. RESBEM

b

=
=

=

b

=
==3

=

P 4% £ /Y ARSS 2R R Fh

Outposts RS |/EFEER N TRINMERZEE, BNEREH -RTRNLLS , ARTERENR
B, ZRELGMNATRERREE K MTAATAR, IAREATEREEINLHNE,
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AWS Outposts Outposts RS eR A FIER

T&REIAT Outposts I IRF EFREXR B MR,

MERE PO
2 RS RE — WREERHELMN AWS

Xz REEBIHITIEE , UEER R AR
AWS XiZEHHE 2 R ATVPCHRE. AR
SHERRREBIEM Outpost BiZ X 13 #9 IR 5 45 3%
EE, RSEEEAENKN , VPNHERVPNs
MBI E it B iZ i X AV 53, Outpost EIZF|R
EWERHERNXERE T AKX,

1 7 R 4% 382 O AR B R 2 - lL R E AT B VPCES
AHLANM &332 O SN At 1TEE, AN ibéE
B S5 Outpost L& 1T H SEHI A1t X 48
BEMNEA, AR REX BB ELEN
7K 3 R 4% 5 B BX i@ 45 19 =61

AR 55 28 Y 42

& Outposts RS BHIEIIFTRNYE LTERKOD., SMNEOAECHNEEMERZSER , MT
R :

« 10Gbe — E#ERKE + QSFP

QSFP+ EB4]

QSFP+ B4 —/NE#REES |, BALUFEIERES] Outposts RS 25 LMK O 3., QSFP+ BN E —ikAE
M4 SFP + #0 , BALUFHEZIIR . BN —HOHMEOBIRIER 17 2, XFENEOR
2 Outposts RSERIZTAIAEN. MEOATRSERRE , F1E0ATAEMEZEOERRE,
HREOREAZ,

AR5 BRHY AR SS SR B R &

TR EN RS SRS OREB AN RFIEHIEARD , VLANERAERXMBEELT XS L iET 2 m
iz 3=

« RS HERIRR

BRSS BRI IE 1 37



AWS Outposts Outposts RS eR A FIER

« Outpost MR =

PR 55 45 BEE 8 LM/ FFDNS |, Outpost 88 AWS izt XK AT H FMim K. ZIERE A ELFE Outposts
RSB MMt a2 BEANATIRE, BXAEHIBEMNEZES AWS |, 525 Amazon VPC A
PR AWS IP #hiSEE M A BAWS Outposts LK ik T m MEFAWS — kS £,

EEMMRS R  WHAUATHERA

. TCP443
. UDP443
. UDP53

FATRERR IR E
A Outposts RFB[ERZBXHWRIE LITIEEHN 20 Mbps, AWS

B REREERAY LT8R | EABRTEN A MG OERNRSEBRINAR, BXEZER  F
SRR EETRE W

236 P 4% 2 O 8RB R B

T LM &A% % B 7S i R 4843 O 5380 D BB 9 AR 3 AR VLAN AR AR O, MNREBEZNiE
OVLAN , B LBEMERE LWAEROEENPHAFO. FLEMNEREZFLNHOREAIFTES)
MACHtst, RSB LB ENEFEFERA —IMACHHE, FERZERERIKROZLINEE , X
EHEER X AR E ZIMMACHIERY IR O o

@ Note

AWS Outposts fRS52 FHARICVLANGRE., MRFAMBMERE OB P4 , N SABERBER
SR ICVLANR R

AT RBIER T W{A1E Amazon Linux 2023 E R A # M EZE OB EVLANFRIZ, MMREFERANEEHAM
Linux Z1ThR , 5SS REH Linux KITIHRPBEREEVLANFRICH X8,

R RS E Linux 2023 FIIE 5% Linux 2 £ Ry Y 4842 O B @ VLANARIE

1. TR 8021q EREMFEIAZHP ., MREE , EMEA modprobe arHRINE

A PR % 2 O SR BR R B 38


https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/general/latest/gr/outposts_region.html

AWS Outposts Outposts RS eR A FIER

modinfo 8021q
modprobe --first-time 8021q

2. BIBVLANKRE, EXRTRAIF :

o AWM ZEOAMNFEOBZHRE ensb
« VLANBHMER 59
« AVLANEZZ DB B#MZE ens6.59

ip link add link ens6 name ens6.59 type vlan id 59

3. Hikt, MREBEFHHE IP, ETHLLIR, I REIS , HADBE T IP 192.168.59.205 , HH
FM 7N 192.168.59.0/24, CIDR

ip addr add 192.168.59.205/24 brd 192.168.59.255 dev ens6.59
4. BUBEERR.

ip link set dev ens6.59 up

EERFERGRIBEEMNZZEOHFEVLANGIZCERRETE , BSRAUATRIR

- MRAREAVRITEE Linux2 , BSRTERAFEETMERAER TS Linux B ec2-net-
utils BtiEMKEO, EC2

o MBZEMFEHAB R Amazon Linux 2023 , 55 % Amazon Linux 2023 AFEBEFT M E RS .

BRE5 3% IP ik B
YRAZEZER Outposts RS ELE P s

A EHIEFIHIL (DHCP) BR—MMZEENN , ATHE IP NELBFHEERZHITE. & Outposts
RS ERIME A | YREJLAEADHCPH RS -

. RSB LM
. Pl AR EED

BFRSSE8 IP hutk B 39


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/linux/al2023/ug/networking-service.html

AWS Outposts Outposts RS eR A FIER

Xt F RS 4EHE |, Outposts BRZSE3E FAADHCPIEZEEI At M 4%, DHCPAJUR EIDNSIE & AR5 28 FERIA
M, Outposts FRFZES T X IFRSEERENES IP 2 H

N T A4y W % O 85 3% , EAEEDHCPEEZES AibNFZWRfl, EXEZEE , S [@the section
called “Fi ERERS",

® Note

¥R A Outposts RS 23E RIS ER IP bk, IP #it FRAI8ES S 3 Outpost FM LM RS E
Bt A AT

AR 55 8 £ At

% Outposts FRFEFEA M M & LB EREN |, SRS EEEZERIEREET Outpost EMfin <3+
BT M. FMEELFFDNS, HEFEEMET , SR — KB ZXKEFRSERHE/NEZS
P&i&., Outposts BRFZERFEMATCPIRO 443 K BT AR BN 5iZit X#iES, Outposts FRFZ_/F
XHFEZEERE. VPC
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AWS Outposts Outposts RS eR A FIER

H T AWS Outposts RIR

B3 Outpost £Z= | Outpost FTE B AT SR —HA TR EH MM HZ 41414 Outposts 1 Outpost
BIR, SEAEEWA T, AWS AWS #E5 Outpost FTEE , BRI AEFRBIEMEE Outpost &
B, HEALARNNZN AWS P 2B HREREF, AWS XAFHMAF A Outpost R, EHZM
Outpost LEEVPCs., B FE1TEH61,

FWER T | 8 Outpost IR AWS IKF ( FTR#E ) BRI —ALKPHEAM AWS IKF (HRE ) #
ZHR. EAETUEHEZN Outpost LHIEFIR , REHXNEMAE B SHIKS F Pl Outpost
LRIBFR—#, ATAERTEE Outpost AR MMNER LEIZNEIR, #5E A LA E =S HE
HEFENR, FAEEETUER, BRMMEREREELZM Outpost LEIBRMEIR , BEERATE
MERNSSBIBRA. FREETERERERESHIUNAZNETETE FHIEH,

FEAEAREERMINESHLEMN Outpost LRIBAWRR , SEFEAREMENEARE. £HE
TEEERENBEHEMERAER Outpost B ER BN FIR. MBI EE R ALZLMIN
Outpost,

Outpost FTIEFE A LLELLT AR HE Outpost HIR :

- HALDNIFHIEE AWS Kk~ AWS Organizations,
« AWS Organizations P HA L N BPAIA L H T,
« AWS Organizations PRI EBANA L,

AE

- ATHEH Outpost &R

« H#Z Outpost &R RFH
- HXRSE

- BEORAXHE

« #ZE OQutpost &R

- BUBHZE2HEM Outpost B
BB HZR Outpost BIR

« HZH Outpost BIFRR

T RAITE

BRI

41
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AIHZ /Y Outpost RIR

Outpost FTEE A LAEFEAEREZRE 2+ 5| HA Outpost &R

XL 2 Outposts FREEF AT KRR, H< Outposts HIREIR , ESH Out posts H1Z2 AWS Outposts
BrEEPREREZE AWS Outposts &R

- PENEBEN — ANHELCERNERETN
- EEAFEN LEBHIZITEC2RHI,
 Outpost — BRI LB REVER E AT
« 7£ Outpost EBIZMNEE FM,
« EAZEE AWS Outposts APIEXBIHEHER,
« YR — BRFELERNERETR
- EWR LRI, EEMEH Outpost,
o TR — BRFELERAOERETN
- BEFMHNEXER.
- EFHF B FZEITEC2EH],

f£H Amazon VPC #2#|& £ = Outpost M, BEXEZER , S Amazon VPC AFIEREH
EIJ ;%I_.lo

HZ Outpost RIRHY T RFH

- ESENARAHPHELEMHE Outpost &JR AWS Organizations , AHE A5 AWS
Organizationsf X, BXEZEL , HSHAWS RAM (AF#EE) R ATFS AWS

Organizations #£%,

EHE Outpost BIR , BUAEEHCH AWS IkFHRBEZER. ELEHZEEHHEM Outpost
ﬁl No

« BEHZE Outpost ®IR , BUMESFAEALANIKS REZZRR,

RN

BB IRXZ 5 AWS Resource Access Manager (AWS RAM) £, AWS RAM 2 —I RS |, Alit
BEEM AWS Ik - S@E S E Ak 7 £ = AWS BIR AWS Organizations, FA AWS RAM , & a[iEd

A #Z M Outpost &BIR 42


https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

AWS Outposts Outposts RS eR A FIER

B REAERRAZTLRENRR. RRAZEEERAEZNRRUAREZHAERENERAE, HRE
AR NA AWS kP, AR EANELL AWS Organizations.

BEXRNEZEE AWS RAM |, 555 (AWS RAM AFEE) .

BEARAXAE

NERBREPEIXEHETAX , BEMNETHAXMIIMRGFHNENKFHERH. XAESSEKF 2
BN AXGEER, Hln, & AWS KPR A Xus-east-1adge 5 H M AWS IKFHATAXSR
[, us-east-1la

EWEEHEXN T/ B Outpost BIRMZE , BAMFEATHAKX ID (AZ ID), AJAK ID & AWS Ik
Poha AXAE— B —RWFRIRE, Bl , usel-azlRiZus-east-1XHHWAAKX ID , EEEA
AWS Ik = Rz EAB [ o

EELKFIDsH AT X ATAX

1. £ https://console.aws.amazon.com/ram E3TFF AWS RAM #Z#| &,
2. HEXEIDsHAAXEREREENNENTAKX ID ERF.

(® Note
i Mk A KRESH Outpost U FTRI—NMATAKX , HLEEZENEBEREETAK ID,

H#Z Qutpost HiR

FRIEEEM#EAEHXE Outpost /5 , EAZE T LAEIXA Outpost LEIEERE , MEMIIEBSHIKF &
Fr&lZ 8 Outpost LRIBREF—#., BRARREREMXEBARNERE TUENEEXVPC
B, BXEZER , 55H JHZEM Outpost &R,

EHE Outpost HIR , BIFEHRMETRAE, RFEHAERE - AWS RAM RIFEE AWS IKF it
ERFENER. RRAZEEEERENERUARE2HZRRNERAE. EFEH AWS Outposts 12l
B H# = Outpost BIRA , XICFEHRMBMERFERE., EfF Outpost BRARMEFFHREHRE |, &4
EEER AWS RAM #H AR BRRERE,

MRERBHELAHI—F , AWS Organizations HESHATHLARIPHRE |, N AT IEALFHERER
FM AWS RAM 2 #I & 7R £ ZH Outpost BIRHIINE. & , FHEFSRBIMARRAEZNE
B, AEEZIBRERENERFHER Outpost BIRAY G BINER,

BURAXHA=E 43


https://docs.aws.amazon.com/ram/latest/userguide/
https://console.aws.amazon.com/ram/
https://console.aws.amazon.com/ram

AWS Outposts Outposts RS eR A FIER

B LAE A AWS Outposts ##] AWS RAM &, E#l= , HEEIMAM Outpost BiR., AWS CLI

FEAFHEZEEENEIEE AWS Outposts

1. $TFF AWS Outposts #Z#|& , Bt Fhttps://console.aws.amazon.com/outposts/o

2. HESMBEET , % Outposts,

3. J%&$#F Outpost , RAFERFRRE , EFFHE S
4. 7 Outpost ENEHL , ERREHE.

5. ERUBRRHE,

TBRBREEME AWS RAM #B#l& |, BT SRR Outpostth K=, EHZIRIHA MY A1t I X & B
Fx , WA ARU T S BRIEE,

E A4 A £ ZHMAR Outpost F A M X R AWS RAM
2 (AWS RAM AF{ER) FREIERRAE,
EHSEIWAER Outpost A<M EK , EFEH AWS CLI

{8 A create-resource-sharefin &>

o

BUEREZEHER Outpost &H IR

BCHEZENFIEEMTS  HRETEEBERFEPETZIEEM, AWS Outposts 1T ETEHI
WWEM EREHF TR, TEERHEN FOEHFERSSE |, b LA FEARFAREET N HE RN IFMAE
BEFEHIRAE, AWS Outposts AWS CLIRERABRIZNINE FW, BRERHFLBMBR. FREE
Outpost L BIZMEMINE FRBAT AT B FEH,

HHEEWARMREHRLE THELZRIN , FRELLZBESHABRTNWVPCKE, FREVNENT
M BVPCREXNERRBARKER, XERIRVPCsH LAYREL TR 258 B B AR N>,

EEUEHZEEREENHZEM Outpost BIR , “TMMNBRRERXAZHGEMIER, EJLAER AWS RAM 125
A5 AWS CLI.

FREHAEEEZEIMAER Outpost HERIR AWS RAM
2 (AWS RAM AFiEmM) AN EFRETRLZ,

EFCHRZE AN HE Outpost ®IR , FEH AWS CLI

BUEHZ 2 HZM Outpost BIR 44


https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update

AWS Outposts Outposts RS eR A FIER

£ A disassociate-resource-share®i$ o

R B HZH Outpost &R

FIEZEMEFRE R LAER AWS Outposts 13 & 1R 5 =M Outposts , ARE. AWS CLIEAT AT LAE A
AWS CLI;El %U/\?Eﬁmi&n*%mﬂs—%o

FERAES SR EZN I EEM AWS Outposts

1. $TF AWS Outposts #F|& , Bk https://console.aws.amazon.com/outposts/.
2. TESMBETP , % Outposts,

3. %&3#F Outpost , REIERIRE K EFFHEE,

4. £ Outpost ERME L , EFFEE ID LLR%B Outpost FTEEK AWS iKF ID,

EL\%U ?—E’J By []ﬁ ﬁlﬁ 'lﬁ EFH AWS CLI

# A list-outposts # describe-local-gateway-route-table s 7%, XEmSIREIZHFHER Outpost &R
LR EEAZH Outpost BIR. OwnerId &7~ Outpost BIRFIE &K AWS ik 7= 1D,

HEZ/ Outpost FIRINRE
HEENNR

FIEENTRERE Outpost ARMAIER LAIZINER. HEETUBNEXRBHELZHRNE, 1
fIATLAEF AWS Organizations & . &M BRIE 2% & £ H = Outposts EBIZHH IR

f52 & B PR

FEHAETUEREZMN Outpost LRIRER , REARNEMIIEE S WK, PATAIZER Outpost L AIE
WR—#, FAEMREEBMNESEAZN Outpost LA ER, FAELEEERNIEREAAE
A& Outpost HEBMPEBAWRR , b EEREHHLZH Outpost,

it AR

MEEBEZEENMIHEZER Outpost F Outpost BIFEZ A TEAH. MITEEEXF 5k B 1Zit XA Outpost
R EEEVPNREMXNEMHBEELMBER. AWS

R BI£ = Outpost FIR 45


https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/cli/latest/reference/outposts/list-outposts.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-local-gateway-route-tables.html
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HEXBHNREHRFTSFTETAERA, WTHEFMN , VPCAAEEEERNVPNIERE, NATRHX AWS
Direct Connect FFAH §EBRIEREFEVPCH B HIRT %,

HEEFBRNENEHRE Outposts ELRIZMNARF AR ( HIWRAEHEERN RDS Amazon i
B ) 1%, HEREEFENRKB AWS Zith XAy BIRE BT 5%

B 7

LA BR#I3E B F 5 & AWS Outposts E :

- HEFRABRFIEM FEHR AWS Outposts HE, BXVPCHERHFHNWEZELR , ESH Amazon
Virtual Private Cloud Fi /= #5589 BR i

- REEFRENKS A,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-share-limitations
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Z &M AWS Outposts

ZE2H AWS REFZE, FAAWS BF |, BAUZ R TEANREASHLLHBEALNERMY
BOBEHROMMERN,

ZERNFHEAE AWS 3, TERABEEXFRERNCZNRZEMNZTN RSN

« ZRE — AWS ERFE AWS ZHIEIT AWS RS EAREH, AWS EHEREATUREER
KBRS, ENAWS EFMTRIEM TR EM TR EN—&2 , F=FFIHTERNAMBIERMNZ 2
HNEMM. ETHEANEMITR AWS Outposts , FZHREM 1T XIX 2 BB E HNEIAWSAWS iR
SEENIT

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2

., BRANERANERREREN,

BRRZEMNMEAENEZEE AWS Outposts , ES LIRS ERFAQ.

NSRS ] RS B AR T RTE E A B anfRT B2 A 0 SE SR AEAE B AWS Outposts. BB 7 AASKH R 22 4R
EMMEE IR, BERFEIMAERAEM AWS RS R BB R FR T B TR,

AES

- PHEIERT AWS Outposts

- WEMAIFRIERE (IAM) AWS Outposts

- PHEAIZHEEZSE AWS Outposts

- ¥17E AWS Outposts

« SMHERIE AWS Outposts

H Y B3R R AWS Outposts

2 AWS BFREEZER TP HEIERT AWS Outposts, AERFTIR AWS , ARRFPIETHAER
RH £ IREAM B AWS Cloud, ERREF XN EERLEMBN EWABTHWESH., LABTSTEE AWS
RS RN ZEBEEMEEES.

HTFHBERFEHN , BMNBUERF AWS Ik EEHFEH AWS IAM Identity Center 3 AWS Identity
and Access Management (IAM) ZRENARAF, X , SMNAFP RRBETH IERRAMENNER.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/outposts/servers/faqs/#Security_and_compliance
https://aws.amazon.com/compliance/shared-responsibility-model/
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BXRBERALANESEE , BEAKERLFAQ. AXREMNERERIFNER , BTSRIEAWS HIBE
HAMAWSZ£GDPRIEFE LW EENE,

Yk

£/ AWS Outposts , FIEHEHL TESMBRS. ZHAMBEBEEFHEIBIREZPNNTE
A L£ , Bl Nitro Z£ %41 (NSK),

&% R &

AWS tNEER Outpost SHFIEMX 2 M MEkiE. AWS BXESER |, SN B RS H#EH
TEE

AR BR

LR ILECORAIN |, BRI ERRFABESMARSANAE (RENE )  REBRLSRAN
2B, #ES MERRBLHER,

58 Nitro K2 EHSUME L B AR Outpost LWVEIE. BXEZER , TSR UME L B &
AR S5 2R B

0 &3R5 BRI EE (JAM) AWS Outposts

AWS Identity and Access Management (IAM) 2 —IM A # B EIE R T2 #hiEHI3 AWS FIRH 75 R AY
AWS BB, IAMEEE R 2 H1E T LUBN B M RIE ( B35 ) MR (HENR ) A AWS Outposts &
Ro BEEIAMZFHANAZAEIFER,

N

« AWS Outposts A5 2 &1EH IAM

« AWS Outposts B R4l

- BRSEHMXAE AWS Outposts

« AWSAWS Outposts HIFEE BUR

AWS Outposts a5 2 &4/ IAM

EFEAERE Out IAM posts THBIXRZ & , B T # AWS Outpo IAM sts EBRLTHEE T HAEMR, AWS
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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IAMFRAT BATE O AWS utposts A 5 i /Y Th AE

IAM4FAE AWS Outposts X #F
EF 5 BHIRME =
ETRRN R B
RERIE =
REERR =
EMEHE (BETRS) =
ACLs B
ABAC ( REEHIIFEE ) =
I B S IE =
ERRR =
ReEAE &
RSHEXAE =
Outposts T A HVBER AWS

XBETHEMHRE : 2

ETHOMNRBEEAUMMES G (FMAMAF, AFASAR ) WISONRRERM X, XLEXR
B HIA A S A AMESE T BERFRRTHBERE, BETHRNMEZETSHNRE , 5
FIAMA = $5 7 P Y B2 IAM R BE

ERIAMET S RRE BT EEATRIELWREMTR , URAFSIELEENTG, BTE
HETHEONRBPEEETE RN CERTEMMWAFSAE®, BT HIUEISONKHHEAK
FrERE , FZRIAMAFEEHPHIAMISONERTESE,

Outposts & T & 17 #I KB =l AWS

EEF AWS Outposts ETF HMRHBETA , S H. AWS Outposts BUER Rl
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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Outposts R EF AWS & T RFEHBUER

XEFETRRRE &

E T HIRAVISONKRE XM M E FIRAY RBE XA, BT RHIRN KK R SEAME BEE KA
Amazon S3 FEMEKE, EXHFETRARNKBHNERES T , RSEEA AUERACIREFHNBFER
REVTAR. XS FHEEPHMNRBEH TR , RIEE X IEEEET X 2R RRATWLEREUAREFLZMH
THIT, BLFEETRENREPFEEEE, EREATUEEKS, AR, A2, BERA/S T AWS
AR5 o

ESABKSBRNR , BULCRBENKS RS — MK PHIAMSMEEEANE T RRN RPN ER
Ao HEKSEERAMIETRENREARBRUCEXRRIEN —¥ME. YERANBFRLTF
E{ZER AWS IKF , AIEIKFHNIAMER R ESREEFEASIE (AFHAE ) BT IHRB RN
fRo B FET S0 RBEHINBISHEURTRIR, BR , WRET R R KB EE—MKS P
FHRTFHANR , WFFEFHNET HONRKE, BXESEE , B30 (AMAFER) IAMH
HYES K 7 R 15 R A PR o

AWS Outposts BB ER1T3h
ZEHRBIRE . =2

EIE R A LAER AWS JSONKEERIEE WA RIB M L, BREER , WM AL AR RINITER
E , UREMFARHETHIT,

JSONZKEEActionTTRMAR T AT A TR M RVFSIEL B RIFVIRIE, RERFBE5XEH AWS
APIRIEER, BB —EHII | FlaRBEEAPHREN N RNRINIRE, &8 - EREFEERKSP
MITZMRIE. XLMINRERN BRI,

HREEF L EREUR FHATRERENRR,

E&EF AWS Outposts B#EFIR , FSH (RFTENSZE) AWS Outposts 1 E LEVIRIE,

AWS Outposts FH KBS IRIEERERIFERAU TR :
outposts
EEEMEAPIEESMERE , BEAESHENRT.

"Action": [
"outposts:actionl",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions
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"outposts:action2"

BB L ERBES (*) BESMRE, Hln , BEIRETELLEIE List FFLANMERE , EUTE
1E :

"Action": "outposts:List*"

AWS Outposts BY B &R
XEHRBRER =2

EER W LAER AWS JSONSKREERIEEERNGRMFT L. UHEY , MAEMAK TN AR FRITER
1, AREMAAZKHETHIT,

ResourceJSONKEETEREEEMAREN —INHZ IR, BASMETE Resource 5
NotResource t¥&, BEMZER , FRAREMN Amazon BREEF (ARN) RIEER R, W FXEFEE
FWRER (MR BRBRRNR ) WIRE , B URITHERE,

NFAZEFRBRERNREORE (WFHRE ) |, BEABES () EREINATHRERER.

"Resource": "*"

HL AWS Outposts API BEXFZHRR. EEEMEIFEESIAR , BARNsHIES 2R,

"Resource": [
"resourcel",
"resource2"

E#&E AWS Outposts BIRFZEE K& HFIFRARNs , HSH (REZTENSE) AWS Outposts 1 E VK&
SRR, BT MRS LMEABLEIREREESARNIER , FS5 B E LA EE AWS Outposts.

AWS Outposts B 2R BE s 4 %3 4A

XBBETRSHRBERME : B

EERWLER AWS JSONEKEERIEEW AN TR A, HRMEY , WAEET UM LR RINITE
1, UREFARHETRIT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions
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f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREBE—MBEAPIBEZA Condition THE , WELE Condition TEFIBEZNE , W AWS
B AND ZEIRHEN]. IREBRAENZUERIEESNE , NFERIBEORIZER AWS H1h%
., ERFIEANNR I LTUHEBFTENERME

EIEELMER , B UERASVETE, flin, REEERERLFEAMBRFHNEBEREN , BT8R
IAMBFPEFIHEIZEBRAONE, BEXEZEL , H5H (AMAFERE) PHIAMER TE  TEF

AWS X EERFHEZANBETRSNFZMHENR. EEEME AWS 2RZHE , F5H (AMAF
EmE) FHAWS /&N LT XEA.

E&EFH AWS Outposts ZFHEYIFR , HSH (RFBEINSZE) AWS Outposts PR 4. E T
UEAZRHENBRENTR , BSHHENLHNEIE AWS Outposts,

EEF AWS Outposts ETF HMHBETA , S H. AWS Outposts BUR Rl

ACLs7E AWS Outposts

X#EFACLs : &

TREFIFIR (ACLs) BHHLERIEA (KFKR, AFRAE ) ANBRRF. ACLsSETHIRA
REERM , RECAFEHRISONREE S HEN,

ABACfEA O AWS utposts
FHABAC ( EBHIIRL ) : £

ETRERMEMNILRES (ABAC) B —HETEME UNRHRNEM, £ AWS , XEBHEMRNIFE,
R INENIAMSHE ( AP RAE ) MFS AWS B, NSHENRFR RS R E —

%, ABACRJGE , A BURITABACKE , RTFEZIEANIREEMI]ZI 15 R A B R £ R AR Pef A
TR

ABACHREEKWIMEHREA , BB THARKEELTSEINIR.

EETHREEHER , BFEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERBANZHTEPREFRZIER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BEXNEZERABAC , BS{T4LRABAC? & (IAMAFER) 9. EEFISRESRNHUE
ABAC , BZHIAMAFEEFNEAETE MM EIZES (ABAC).

£ O AWS utposts A& A Iifs B iE
X FIRETEL : 2

HIREAIGFHEP B R , BL AWS RS FRER. BXAEMER , SEWL AWS RS ERATIE
BHEH AWS RS |, B2 W (AMAFIER) IAMARY 8 A T IEAHIES",

MRIEFERBRAF B MBED 2 ANEMEEEF , M AWS Management Console £/ B 2 I BHEF o
flan | HE AWS AN RN E QLEF (SSO) &E#t TR |, Z3B2BEIRFHESR. HEN
AFRSREREHE K ARVKRACKH , fEcB80BRRMNEILE. BXURACHNESER , ESH
C(AMAFIE®M) FTRIEIAE (EHE ).

BALAE A AWS CLI S F ) I IGETEF AWS APl Rf , BAAERIX L IGeE BT
AWS, AWS BWEFHBERIGEIER , MAREAKBIRNEZER. AXRESZER , TSR G
ZEUEFHIAM,

Outposts RS 4 AWS X R
IEFERGELE (FAS) : 2

HEERIAMAF A BERNITREN AWS |, BEMANEREA, EHAELERSH , BARESKNIT—
MRIE , ARHBREERMBRSPEH S —MEE. FASERBERAZEANNR AWS RS UK AWS
ARSS B RS R HERNER. FASREIRSKEFEZESHM AWS RS R FEXE T RET KA
FRE , FR2RHBER. EXHERT , BLAERFRITXMAMREANER. BXRIEHFASEREHIK
RFE , BERRAL R 2E,

AWS Outpost HIRE A&
TRBSAR &

BRFIAME ERRFSABERTRENSE, IAMEER TERIBCIE, & 3ABIERRS A &IAM,
BXREZEE , 750 (AMAFERE) AWS BRSHREIE AU ERNR,

Outposts B AWS FREHEXAE
XERFHEXAR 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS Outposts Outposts RS eR A FIER

BSHAXABR -SRI AXKN AWS BSRFAR, BRSEAUKARRERTRENEE, RS
EXAHAELNT AWS K- , FRPBRSHAE. IAMEERR AIUEEERREERSHEXHSEH
R

BXROIELEE AWS Outposts RFHEXAEHNEMAEER |, BESHR. HWRFZMEXAE AWS Outposts

AWS Outposts BUER R4l

RINBERT , AR AL EIZRRIEH AWS Outposts BiR. ffilte AR AWS Management
Console, AWS Command Line Interface (AWS CLI) S {TES AWS APl, ERFAFPNEMER
BHATRENNR | IAMEE A AUCIERIAMEKE, AF , EEATUFIAMKRINEACRS , AR
AURAAE,

BT R fE X LR G R BE A R RIAME T S HVISONKRE | FSRIAMA F B89 6 2 IAME
%O

B> AWS Outposts EXHBREFNRREE (ZREFERFRELEPIER ) HiFEAER , B3R (RSF
®’IXSZE) AWS OutpostsFyiRE, HRFMFZHZ4 . ARNs

o3

AR
o REEBRFERER
o R A RBRRANER

R B fE Rk

ETHEMNRBERAETEARBULUELEWK, POIZE, HRSHMBER O AWS utposts RiR, XLERE
ARERE AWS IKF AR A, AR AEEE TS ORI , BERUTERMRIL

- FPIRMER AWS RE R F RERENRNIE — ZEFBAAFNTERER TR , BEANF
ZENLRBIRTHRIVAWS HERKE, TINEMRNRAFITH AWS IKF . BINBWEEDT E L
MIENRBIK AWS EFRERBRE-DBINR. BXESEE , BEH (AMAFER)
KIAWS FEAWS E RS TR E K%,

« NASRESRNR-EHIAMREE IR ENRE |, (XRFHRITESAFONR. At , ETNELER
EFRATAUXNBFERFHRITHERE SR NRERNRFT. BEXREANANRIAMBESEER | B
ZFEIAMA F B IAM Y SR AR

o {ERIAMKRRE A AY SR A4 — 25 BR i 15 [5) A PR - 48 AT LATE 5% & o 075 00 SR 44 LA PR 1%t 468 48 A0 88 R A9 175 181
RER. Bl , BAIBUREE — N REF A RIEEMBIERBLAERA RIESSL, WRRFEERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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SHRHENSXNFERALN , N ERRHRR T RS RENHRNE AWS RS , a0 AWS
CloudFormation, BEXEZEE , 2 (AMAFPE™E) PHIAMISONER TE | 4.

« f£/ A IAM ccess Analyzer BiFZRHIAMEK B SABRIR Z £ MR ThaeE — A IAM ccess
Analyzer 2KIEFH VMM B RKEE , LUERBEFSIAMEKEIES (JSON) MIAMEESE
. IAMAccess Analyzer 12t 7 100 ZURBEREMTTHRWN , IHBEFHELE£MNTANE
. BXEZER , HZH (IAMAFIERE) H#H IAMAccess Analyzer FREEI L,

. BESBSHRE (VFA-MRELHSRBEEIAMA S root A AWS P | BHTFMFALES %
2, BERVFAFRAAAPIRAE , BERRGFIMFARS, HXESELS  #5H (AVAP
59 W EEVMFAS RIP AP R,

BXRPREMENEZEFERIAM , B5H (AMAFER) IAMFHZ 2 &EKE,

- R IR RANER
AT REIEARRERRRZ TR , LIRBEXIEE Outpost K158,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "outposts:GetOutpost",
"Resource": "arn:aws:outposts:region:12345678012:outpost/op-1234567890abcdef0"
}
]
}

AT ROERBRFRENBRRRE TR , ERIBEXREEWE[INER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "outposts:GetSite",
"Resource": "arn:aws:outposts:region:12345678012:site/os-0abcdef1234567890"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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H R S5 < A AWS Outposts

AWS Outposts £ H AWS Identity and Access Management (IAM) RS <A, REHERARE—
FhiE 328542 3] AWS OutpostsHI RS A €. AWS Outposts EXRZHEXx AR , BFEARREGARHAM
AWS RSB FTEN AR,

REBRABTLIRSENIZRE AWS Outposts WE | ARNEBRALFIHRMAENNERE, AWS
Outposts EXERFZHEXAGHWNIR , BRIESEEN , &M AWS Outposts R EEHA®, EXH
PR BIEEERBENNRREE |, H B iZN PR R T RE M BT H IAMSE 4,

QAT EMBEX RRE , THMBRRSHXAE, X TURPEH AWS Outposts FIF , BHE
AT BRI R R,

Y IR S5 MH < A X BR AWS Outposts

AWS Outposts £ & AWSServiceRoleForOutposts _ B RS < A ®0utpostID— FfiF
Outposts KRR FRIFAFIERE AWS BR. WIRFHEXACATERENEEE. AENKZEZEOFNEH
B hn 21 Bl 55 % B ik =L SR 4l

AWSServiceRoleForOutposts_OutpostID RFHEXBREFUTRESKAAZAE

* outposts.amazonaws.com

AWSServiceRoleForOutposts_OutpostIDRSZHXx BB TIFLUT K

* AWSOutpostsServiceRolePolicy
« AWSOutpostsPrivateConnectivityPolicy_OutpostID

ZAWSOutpostsServiceRolePolicy Rig R —MNESRFHEXN A BEE , AWS AT AW HFRBAEERN
AWS Outposts &R o

b SR AWS Outposts 7t VX 18 & B IR 52 A T HR4E -

« #4E:all AWS resources £HY ec2:DescribeNetworkInterfaces
« #4E : ec2:DescribeSecurityGroups LAY all AWS resources

« #1F : ec2:CreateSecurityGroup £# all AWS resources

« #1E : ec2:CreateNetworkInterface LAY all AWS resources
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AWS Outposts Outposts RS eR A FIER

AWSOutpostsPrivateConnectivityPolicy_OutpostIDZ&KEE AWS Outposts SLIFXIEERIRTKIA TR
£ -

« ¥4 : all AWS resources that match the following Condition: LEH
ec2:AuthorizeSecurityGroupIngress

{ "StringLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourceId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« 81E : ec2:AuthorizeSecurityGroupEgress £ all AWS resources that match the
following Condition:

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

o #4E : ec2:CreateNetworkInterfacePermission £H# all AWS resources that match
the following Condition:

{ "StringLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« #4E: ec2:CreateTags £ all AWS resources that match the following
Condition:

{ "StringLike" : { "aws:RequestTag/outposts:private-connectivity-resourceId" :
"{{OutpostId}}*"}}

MREERRAARFRIAME (FIMAF, AHEE) 012, FEIMEBRBRSHEXAE, BXEZE
B, #ZH (AMAFERE) FHERSHEXABNR,

NEIZRESHERXAE AWS Outposts

BREEFHCNERSHEXAR, EFF Outpost BLEFAFIERERT AWS Management Console , AWS
Outposts 2N EBIERFZHEXBE,

‘REH RS XA E AWS Outposts

AWS Outposts T St i &% % AWSServiceRoleForOutposts _OutpostID FREMEX AR, EBIERS
HXAeE , ERTEENABGHNEN , RAATREZAIAZARG. B2, EAUEARELAE
WERIAM, BXEZELE , BSRIAMAFEETHNEFRSHERAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html
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f BR &Y BR 548 >< A & AWS Outposts

NRETBREEAENFTERSHXACHIEIRS , RNBWEN R ZA®, & , &5 L0
REALARGERFEFHNREASEE, BR , BEALBFRBSHEXABHAR , AT E&FHMER

To

R AEZ A M BR B RET AWS Outposts BRFIEEFEAZAE , WHIBRTRES KM, MRREXME
R, BERFLIOHEER.

PRATUSCIH BRIREV BIIE S, | SRS BEMIBR _ AWSServiceRoleForOutpostsOutpostID BREHEX A,

EFRZA , EWFEEEER AWS Resource Access Manager (AWS RAM) R EZM B R, Hx
ESES , 5 SR TEREH Outpost FIR,

fil Bk AWSServiceRoleForOutposts _ £y AWS Outposts & RO0utpostID
BBk R AWS Enterprise Support ffll BR R B B 1 & 3

R FIMBRIRFZAEXRAE IAM

BXREZER , F5H (AMAFERE) FHRERERSHEXAE.

AWS Outposts fRFHKR AR FHN X

AWS Outposts T HERMUBRFSHAMEHXFERARSHEXAR, ATHEZEER |, 15ZH Outp FAQs
osts 22 H Outp osts R 25

AWSAWS Outposts FIFEE BER

AWS RERBEZHYUEMEEAILIRE AWS, AWS RERXRMEEN TS ELRABIRMNR , LUE
BB N AP, ANABDERR,

FigfE , AWS HRERB AT NENBEASRTFRENRNR , BAEINTHAE AWS FFE
Ao BINBWBEEEHE TENERZSNES EEARERE -SRI NR,

BIEERAWS REFRPENHONE, 1R AWS B3 AWS HEFRPENHNE , WEHLE
MiZXBATRBENMEZEREASH (AP, ANAR ), AWS HFREEIRMERS AWS RS &
FAPHRET AR , XBUBEEH AWS EE R,

BREZEER , F5H (AMAFER) FHAWS HE XK.
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AWS IEEXRRE : AWSOutpostsServiceRolePolicy

LEBURME FIRSZSMEXAER |, ZAEAITF Outpo AWS sts REREBHITIRIE. BXEZER , F2H R
FSHEXAE,

AWS IEEXRRE : AWSOutpostsPrivateConnectivityPolicy

HBRHE TRSEXAE , ZAB AT Outpo AWS sts KREMITRIE, BXEZER , BZH R
SHEXAE,

AWS FEE KB : AWSOutpostsAuthorizeServerPolicy

55 SR BE IR FAE A #th R 4% R # 2 A Outposts IRSS 854 FTE VIR,
ZERBEBE U TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"outposts:StartConnection",
"outposts:GetConnection"
1)
"Resource": "*"
}
]
}

AWS Outposts X B BUERH AWS E#

BEEHZRSTHRRERXLEE R AR AWS Outposts AWS HEEBREHMNFHAEE

BX iR HHA
AWSOutpostsAuthorizeServerPolicy — 51 AWS Outposts i1 7 —T % 2023 %1 H4H
KRB B, Z SRR T 1E S A

LR 12X Outposts FRSS 254

AR BR o
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AWS Outposts FFiRIEEREE AWS Outposts FF i8R ER E 2019 12 A3 H
AWS REBENEE,

Y E AR R 2 AWS Outposts

ER—IEERS , AWS OutpostsZ F| AWS £HKMEZLHRF . BX AWS T2 RS UK T
AWS R EMIRENEER , BZHAWS =22, EFAEMRERTSNRESIERRKRITEN AWS 3B
¥ | #2019 S AWS ecurity Pillar Well-Architected Fram ework A8y &A1& R,

YRATEAER AWS B XM IAPIEE B M &7 8] AWS Outposts, BEFmM4ATZIFUATAR -

- EREZSE (TLS), RAIFE TLS 1.2, BWEA TLS 1.3,

- BEEREFRRBENZBEH (), B0 ( Ephemeral Diffie-HellmanPFS ) 5 ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) , ECDHEAXZ IR RLE ( W0 Java 7 REFMHRAE ) HZFXLEEN,

o, BRAERFRIZES ID MEIAMERAXBKNAEFRIZANBERH#ITEE. HE , EOUUEA
AWS Security Token Service ( AWS STS ) £ R Ifff R 2 FEUERITBERHIITZAE,

BXRNIEH Outpost EBITHEC2EBIMEBSBRHENEMIRBLZELNESESR , HSH Amazon
EC2 FHEMRME L,

VPCFlow Logs I ZhEESTE AWS X H W ERAHER. XEWKREEAIA KM E CloudWatch H
&, Amazon S3 I G GuardDuty #1T0#T. FEFHIERIEE Zi XA A EIXLRRS , Bt ,
2 Outpost & F I IEERAAT , BIEFLZEM CloudWatch HEAMRFZHEE,

#ME1E AWS Outposts

ERESEUAMY , BYLUTHE /A Outpost fRF 85, Outpost REBE T N EE~HEFIZITMIR
it, HBEZN BN ZHIRIITNEERTES , BNEFARIITZEF N+ NELFl, AWS BIUEBRES
REANARFIEEZBHNINERE , LEELIEBEENRABHTREMARFERE, BUUER
Amazon CloudWatch ZE A A IERFARBBIRRSEENARFNETIRR , 812 CloudWatch R4E
RELE B E %I , H %12 Outposts FERTEI BN AER A X,

B2 Outpost &Y , LRI BAM — AWS RFHEE —NATARX, Al A X RGP EERAE , 52 R
APIFFLY, WBHelHEMMEMIEE, EMNTHXERNEEFZR  SUURNARFHEDZ
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/N Outpost £ , 81 Outpost REXEIFRIMW AT AKX, X4 , BETRREBNARFAHME | X
REBTENTRAX, BXRXEAMATHXNESER , BSRAWS £REM IR,

Outposts lRF R BIEXRPIFHES , EFXFLIHEBSE, L ERFLRENIFHES LAVEREE
BXFILIEETLREXLERE. EEXFIFAZEREXJF#S LHKBRE  FRARNBEZD
B AMFEF , fla0 Amazon S3 7 WS A i M) 45 Y P 48 R & o

EMMMRIE AWS Outposts

ETHRREBETRESAUXNEE , FZHAWS RS “ZEEA XIS HBE" ", RERFEERN
BHEMITH. AWS RF AXx—KREE , BSHAWS EMITHAWS,

BRI LMERATEE=SFitikE AWS Artifacte BXEZEER |, BSRPH “THIRE” £/ “AWS
Artifact,

BHEMER AWS RS BTN EATEBR T ENBRENHBME, RATANENBIRUARERNERNE
Mo AWS R T U T RRRFBHRI S

- ZEE5EMMREANTERE — XEFBEFMIMC TRIERM , ARMUTHIAZLHNEAML
NER AWS HWEEIREN SR,

« 1£ Amazon Web Services E#H1THIPAAZ £ 55 M — AAREBHAR T FLTWNAIEAH AWS
REIZEHIPAARE &GN ARER,

(@ Note
FHIFFE AWS BRSS ABBEHIPAAG . BXEZEER , B2 (HIPAARERMHNESS
=),

- AWS EAWS AL RR — bt THEBNIEmETREER TENTLNAMEBRX,

- AWS BEFEHER —MNERAETHTEHREEN, XEEBELE TRFVRESE , AWS RS
HHEERHIBESNMER ( BREZEEFRNASEARHARER (NIST), INFTLZLREEZERR
(PCI) MERRARA(LALR (1SO) ) BT e,

- EFAAWS Config 7T & A R 5 R EIAN 4 3R — % AWS Config RS ZNRREERES K
BELRAESNERER, TLgNFEM,

« AWS Security Hub— 1X AWS BRSs AILA2H T RN Z£IRAS AWS, Security Hub B3 R£ 24
HAEEH AWS BRAREHREFELETUMRENRESR, BXIXFERSREHNIIEK , B
27 Security Hub ###43Z£,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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« Amazon GuardDuty — BB KRB AWS K IREFR B FE A MEZES |, K AWS iR
S RMVNEHNTHEMR, RRNBEEGHEBEREM. GuardDuty AIHBEIEHEE S ESMEER
PCIDSS , flil#E R LS HERENAENARENER,

« AWS Audit Manager— X AWS RS A AR B B4 w1t AWS ERAER , M fai{bXUBS & 38 LA K
FEMMITALFRER S HM
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AWS Outposts ST REEIZEFIZRINEERN RS ERR :

CloudWatch ¥g#x

5 Amazon CloudWatch A—H B FHIEFHIEE ( FRER ) BEXRZRFRER Outposts
BREB[BHESMNEITES., BAUFAXEERRKRITIENRERETEMPET. BXEZELR B
25 CloudWatch ,

CloudTrail B#&

AWS CloudTrail ATF#HREXKITHEUMNFMES AWS APIls, ELURX L EBERN B EXH
17E1E Amazon S3 1, A LUMFEAIXLE CloudTrail BEFRBWERIT 7 W EiE. ISk BANER
IP bk, HIKIT T B RRIRIT T RIUEEE,

CloudTrail R EE@EEXS B HAAPIHEREE AWS Outposts, I:,4|]L@E;E§ B E 4 B RS

AP ( Itz S#EC2FI ZEBSH# ) WS BMAEBENER. BXEZER , BSH £HICEAPIE
i& CloudTrailo

VPC R BE&

{5/ VPC Flow Logs RERAEXR S HAIHEMM HEMNNRENFAESE, BXEZEL | B
2% Amazon VPC A FEMHMWVPCH HE,

RERK
ERAREREGRMEREM posts HRIRS 2R E HIH K out- of—band HEeMERIRE, ELUE
REBRERITATRE, BIEERHERR, BXESZEL , F5H Amazon VPC RiBHRE

AWS Health Dashboard

AWS Health Dashboard &R AWS BRETRANTECAIEHNESNEH, FEELURT
FRETR  EETRERENHANRENAKREHVEFERL , UREETTE 90 RKNMEE
HEESHAED, fl, RESER ENEZERBNSIX—1MN S84 , ZEHNERERSE
WMEBHBES , HEEHHEPRRE 90 X, ¥EHN AWS Health IREH —E8% , AWS Health
Dashboard THERE , FAEENKFFEISHRIENAFPHAIUEER, BXESZER , FZH
AWS Health Dashboard A7,
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-phd.html

AWS Outposts Outposts RS eR A FIER

CloudWatch

AWS Outposts [ 5 & % R Outp CloudWatch osts BIE3E S, CloudWatch RFEU—HEF
T E FHIEE (R ENR ) WERARRBEXXERBESNRITER. IHERANERENTE MW
FHER/MNZEERERBEIZCE, Fla0 , B LAELEERE A% Outpost WA ASEHIRE,
BNEIE S ERE S<BR A9 Bt iB) 2 A BTk YN 2 5 1

BRI FERAERRRIEIRERBEEET. Hlin, EAILI6IE CloudWatch BiRK
ZConnectedStatusiEtr., MRFFIEHR/NTF1, N CloudWatch TTLAZ ShiRME , 5 40E B FHB 44 b
W EREBH, RS, BRILLAETTAER I Outpost IZ1THI A 5f LT BEM K RE, EN RIS
FERIEF P XIEFMNATR N B AR M BB EE R , HEEBKRMEEFB, X FConnectedStatusldl
T, RINBWEEAMEFRIFSiZ AWS XE/ERE , MR FBMAREFERE , FBR SuAWS
pport.

BXBE CloudWatch BI R EZE LR , S5 IL 5% CloudWatch F F 1553 # #Y T 52
CloudWatchZ21k, BXxMWEZ{EE CloudWatch , &2 Amazon CloudWatch B8,

P
- JT

- BEREE

T
AWS/Outposts % ZEBIE T i8R,
ConnectedStatus
Outpost IR H#ERGERAVRS . MRFHSGIUTHENT 1, NEREZR,
B
RRDYPE 1 5H
StHE REAMNSITIER Average,

# % : OutpostId

CapacityExceptions

SR N I B BT R R

w
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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B4 iR

BARDYER .5 55
SUTHRE - FEAMNSITIER Maximum F Minimum.

R~ : InstanceType#l OutpostId
InstanceFamilyCapacityAvailability

IARPIRENE D, ZIERTEHEE Outpost LB ENEFNERBENNEE,
B BOHL

RADPR : 5 54

Statistics : ZBEAMWSEITTER Average f pNN.NN ( BZ'LE ) -

R~ : InstanceFamily#l OutpostId

InstanceFamilyCapacityUtilization
ERAFRHIREN B L, ZEHRTEREE Outpost LEENEMAEBENNEE,
By Bok
RRDYPE 558
Statistics : ZEAMWSEITTER Average f pNN.NN ( BZ'LE ) -

4% : Account, InstanceFamily, # OutpostId
InstanceTypeCapacityAvailability

AAKPIREN B D, ZERTEIERE Outpost EEENEMNEEENNEE,
LR A=

RRDYPER 55

Statistics : ZEAMNSEITTER Average f pNN.NN ( BZ'LE ) -

R~ : InstanceType#l OutpostId
InstanceTypeCapacityUtilization

ERAPKGIBENBE DL, ZIEHRTEHEE Outpost LEENEMETEENNEE,
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By Bok
BRARDHE 554
Statistics : ZBEAMNEZITITER Average f pNN.NN ( BZ'LE ) 6

4 : Account, InstanceType., # OutpostId
UsedInstanceType_Count

HPEEEANEHIXBERE , BIFLEwXxRBIEERS (AmazonRDS) =% Application Load
Balancer EHE RS FEAMNEMEFIZEE, ZIEHRTBIEE Outpost LEENTAETEEVNNE

B,
By it
RADYPR 5 74

4 : Account, InstanceType, # OutpostId
AvailableInstanceType_Count

A ASEGIERENIHE, iEREE1TAvailableReservedInstances#,

ERTELRTTUTIENEFIEE |, HEMAvailableReservedInstancesitEdRE &
ifAvailableInstanceType_Count#,

Number of instances that you can reserve = AvailableInstanceType_Count
- AvailableReservedInstances

ZIEHR T BIEE Outpost LEENEMEREHNEE,
By it
BRADYPE . 5 94

R~ : InstanceType#l OutpostId

AvailableReservedInstances

EEAREMENTMEZHEREPTHEHNKGIKE,

ZIEFRT23E Amazon EC2 & 24,

B
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
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ZESTSRBETUMENESIBE. EREAURES DRG], &
MAvailableReservedInstancesit#H @ EitAvailableInstanceType_Count#,

Number of instances that you can reserve = AvailablelInstanceType_Count
- AvailableReservedInstances

LR
RADPR 5 58

R~ : InstanceType#l OutpostId

UsedReservedInstances

EEATEMENTETEREPZTHRGHE. ZIEFHFT 2 Amazon EC2 FRE LA,

BT
BADYPWE 5 94

R~ : InstanceType#l OutpostId

TotalReservedInstances

EREEMENTEFTERENEESTNIHENEEEH. ISR Amazon EC2 Fi &
KAl

B HE
RADYPE 5 5

R~ : InstanceType®l OutpostId

EIREE

ERIEERN Outpost WigH: , IUERAUTEE.,

HE iR
Account FERARENKF RS
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
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$KE N
InstanceFamily SEBIR B,
InstanceType SLpISRE,
OutpostId Outpost B9 ID,
VolumeType EBSHEEKE,
Virtualln 23t ) 5K = AR 55 88 BX AR L4 0 (VIF) B9 1D
terfaceld
Virtualln 753 M < RE L O R L O RY ID (VIF).
terfaceGrouplId

BRI LA E RS A EF Outposts RS EFHY CloudWatch CloudWatchig#r,

£/ CloudWatch 124l & EE BT

$TF CloudWatch #%|#& , P4k https://console.aws.amazon.com/cloudwatch/.
ESMERP | BRI,

1
2
3. i%# Outpost i & ZE(H,
4

(Wit ) EEMREEEEENMER , FERBRFRTPAAEEN.

EERER , FERA AWS CLI

FERALUT list-metrics #5551 H ] B1E#R.

aws cloudwatch list-metrics --namespace AWS/Outposts

BRSNS T IE |, FER AWS CLI

{8 F LU get-metric-statisticstn S IREVE BB MEE N LK ITER. CloudWatch BN —W4HEEH

BN —NBEMIER. BLEEARTNEATNEEASRRSITRIE, S4NEE QI BERNEA

MR —4%E,

aws cloudwatch get-metric-statistics \
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
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--namespace AWS/Outposts --metric-name InstanceTypeCapacityUtilization \
--statistics Average --period 3600 \

--dimensions Name=QutpostId,Value=o0p-01234567890abcdef
Name=InstanceType,Value=c5.xlarge \

--start-time 2019-12-01T00:00:00Z --end-time 2019-12-08T00:00:00Z

# 12 % AWS Outposts API3&iE AWS CloudTrail

AWS Outposts 5 AWS CloudTrail—IRFZERK , ZRFEEAF. ABEH AWS REFIHITRIERN
%, CloudTrail SFAPIFEALEIR AWS Outposts N B, HIRHIIAMASIERE AWS Outposts 414
MR FX AWS Outposts APIHREMRKBREA. £AKENEE CloudTrail , 87 LA E @ BANES
& H AWS Outposts, K HERH IP ik, KHFERNeTEAREMEAESE,

BIMNEHFBALEKFEHBELEARERBERNAREE. SOEEREHTERENUATAS

- BRECARAFZIEERAFZIEREN.

- BREBERRIAMEOHOAF KT,

- EREEAACERRSAFNERZEFIERHMN,
- FREEHHEM AWS BRF R H.

CloudTrail FE& 412 AWS KBS EE K P4 F5ESIRES |, HBEERLLE 35 CloudTrail &35/
$i8%, CloudTrail EHAFIEREHTEE WO XPIERNEESHNITES. TR, I FHAT
AEMIER,. AWS RIBEXEZELR , HSH (AWS CloudTrail BF 1) 8 “ A CloudTrail =
HHREIEFR . EEENHLIERZT CloudTrail WEEAE .

ERFEIEFE AWS K 3 E 90 RAMEH | BRI RIS CloudTrailLake BHBIEEME,

CloudTrail &

IRER S CloudTrail ¥ B &R X4 & 5 2l Amazon S3 ZiE 8. HEASIENFTERE AWS
Management Console #2 % X1, B UBENFER AWS CLISIZE Xigi=h 2 XERER, Zitl
BZXERIER , RAETUHERKS AWS XiF HEEs . RSB EXFHRER , NREE
BRI AWS KR BRNEH, EXRENESES , WSH (AWS CloudTrail Fif#55)
B 9 SR AWS Tk P B 22 3R BR A 0 4H 4R B 2 IR R0

BUGIRRER , SRR EERTHNEESHN — M EIAMEIXREM Amazon S3 1748 |
B4 UKHY Amazon S3 2%t . CloudTrail 3% CloudTrail EMMHEZELE |, HSHEAWS
CloudTrail Efte B> Amazon S3 EMHEE , S @ Amazon S3 EHls
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
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CloudTrail #5854 = 7

CloudTrail Lak e A FEXNEH4HTSQLETERMWIEME, CloudTrail Lake FE FTHHEAIM
BEHIEA Apache JSON ORC =R, ORCR—MFIRXE#ER , EHNRERRBE#H 1T

TR, EHEERAINEHHEERET  CRETEREINASASHERSERNZGNT
ATNEHES. NATSHBEEENERSATESRES4EEEEX THEER, BxX
CloudTrail Lake WEZE L. , 5 (AWS CloudTrail BFE®E) B8 “FH AWS CloudTrail

Lake”o

CloudTrail HAEHHFEE#NEHNLSTERA, ESHBUEEMEN , B ERERTEHK
BEEOVEMET, EMETURE T BN EEEHNREER  UREHBREEENRIANZEKRE
#l, B> CloudTrail EMMWEZEER , HSHEAWS CloudTrail EfT.

AWS Outposts AR EEEH CloudTrail

EEEAHREERANIHNERIITHEER/ENEE AWS K/, XEHHFNEFZEBEE. BRIAER
T, CloudTrail i REEEH,

AWS Outposts FFFTE O AWS utposts 12 FEEEIZFNEEEH, BX Outposts iExH AWS
Outposts 2 HIFHIEMEEFE , CloudTrailif S [® AWS Outposts &, AWS API

AWS Outposts E4 R4l

LTRBIERT —NETRZSetSiteAddressig4E CloudTrail B4,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/example",
"accountId": "111122223333",
"userName": "example"

}I
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https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
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"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-08-14T16:28:16Z"

},
"eventTime": "2020-08-14T16:32:23Z",
"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",
"requestParameters": {
"SiteId": "o0s-123ab4c56789de@1f",
"Address'": "x**"
},
"responseElements": {
"Address'": "x**'",
"SiteId": "os-123ab4c56789de@lf"
},
"requestID": "labcd23e-f4gh-567j-klm8-9np01lq234156",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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71



AWS Outposts Outposts RS eR A FIER

Outposts

X5&E A F X% AWS Outposts , REER T AWS Xigi—#, flin , AWS EBL 24T, EFEHHM
44 Outpost 1%, AWS BRI LUISIE Outposts IRGEFMVIERE, SITIRRNIEN: , HAERAFTEiH
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/A Warning
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XEZER , 2 H Amazon EC2 AAF M FHEAIER.

AWS ERPIEA BL L ZZMHRKE, KL IEER2RENFIEFFES LNHE, Bt , BHL4E
KBIER B2 REUER. B, RENKHBEENSNZEMKRGIN K6 FESE a3 AT
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- NEZEENRFH|LETRELENLREL , HEEZSEURSEMIELFT,

- FERRSERETRM, KB Outposts RS 28 T 1 L5 i3 B TR 1E,
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