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https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://console.aws.amazon.com/billing/home?#/account
https://console.aws.amazon.com/billing/home?#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/iam/identity-center/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocmp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-configure.html
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://console.aws.amazon.com/iam
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html#org-trail-bucket-policy
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
https://console.aws.amazon.com/ec2globalview/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc.html
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BJAWS Trusted Advisor XS %Z ( Trusted Advisor 314 ) o

EH®EE Trusted Advisor AEER , HELEMNX RIB#H T WMREE B AWS usiness Support
% Enterprise Support itXll , MA LTS ERELE RSB FHlH. BEXESZER , BSH Setup
notification preferences ( AWS Support X4 ) .
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html#create-cost-budget
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html#guardduty_cloudwatch_severity_notification
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences

AWS ABHES AWS B R EL

EEHEFRB Trusted Advisor

« BEEFXFRH (AWS Support X# ) FRNHBAEEENZFRG, D, RINBEWEEERE
WIITRERE (ABETR) .
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https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories

AWS ABHES AWS B R2HEL%

RIF TR

AT PG MR TH B EENE THEARRRPE AWSHETH IHEAHE, SR AEENAR
FREAMBFREENRZENEK , REBRPALERFENEEKA , FRAMNERRFEHPHBIENRSK
&

KB EGEUTESR :

« WKLD.01 EHIAMA BIRE T EHENR

« WKLD.02 £ E T &R R & X R PR 5l S 5 A 5B E
« WKLD.03 A IRl RBAEERS

« WKLD.04 Br it R REEFZABOHE

« WKLD.05 # N FE &t BRI L2

+ WKLD.06 & Systems Manager X &= SSH RDP
- WKLD.07 iR BEBELEIEN S3 ERENEESH
« WKLD.08 mn#Zil & #h4% EBS

« WKLD.09 fNZ L #h 3k #ERE RDS

« WKLD.10 B R REBEZNAE FH

« WKLD.11 EH L2 AR BN

« WKLD.12 ffFVPCim a1 R XM RS

« WKLD.13 FiE A 3 Web iz SR AHTTPSE A

« WKLD.14 A aHim s FERB SR RS

« WKLD.15 EERFPENZEEGIHER CI/ICD ER#THE

WKLD.01 FERAIAMA &R EITERENR

£ AWS Identity and Access Management (IAM) | AKX —AHNRE , MA SRS ATUAEZTEEN
REBRRNITEXENR, FAACEEFHITERBELE , NMAKRETENEAN/LER, EXF
WERT , BT Dw#EMiTE = (AmazonEC2) 3241, AWS Fargate ES MRS, AWS Lambda
HBAMEM AWS HERFIEIAMAR, EXLETERREFFER AWS SDKINNABRF2B3ER
IAM A & Z1EH# 175 A KIE,

A BAEIZBRSHAWS XHEFKREINBIRSERIAMA BRI G EMB A, Fln , FSREUT X

WKLD.01 £ FIAME 3R B IR 12


https://docs.aws.amazon.com/index.html

AWS MBHIES AWS BF) ZEEL
« IAMIE Y &6 EC2 ( L DEEC23THY )

« IAMIES A ( Amazon BHERBSRSE XY )

 Lambda #1TH € ( Lambda X1% )

WKLD.02 {# A E T &R I 5 BE A PR BR &l Uk 58 A Se. B
RERUUEMNNBRRIEEH AZHFNTR, TEEHMITERE

- ETHONRBHMNIZEA , ATEXZERAERRHINR. AWS

- ETRIFH KB NEIFR | 6140 5 & 8 7% RS5 (Amazon S3) FEMBBEMFLB R VPC () £
TR XERMIEE T AWML EMATR, TIFHNREURLIUH 2N EME RS,

EAWEHBLRUNERRTRE , T EEETHORRBPRTNR , AREETHRVRESR
e AXEZEE , BERET S ONEBMNET HIRAEE (IAMXH ) .

ETRFHNRENBNZHSE

« fEMaws:PrincipalOrgID&M4F i RN RERHINXRIEELLR ( EHE X AWS Organizations )
RNEFE A,

- P alfEASaws:: SourceVpceF MR HIXI K B EVPCHVPCln R faws : SourceVpcREMN i
=18
« £/ aws:Sourcelp FH4RIEIR IP it R FHIELTRE,

LTREFHERNEKRY , ZKEMEMR aws :Principal0rgID FA M AYF <0-xxxxxxxxxxx> 24
LA EMIGE <bucket-name> S3 FAEAE -

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"AllowFromOrganization",
"Effect":"Allow",
"Principal":"*",
"Action":"s3:*",
"Resource":"arn:aws:s3:::<bucket-name>/*",
"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"<o-xxxxxxxxxxx>"}

}
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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}
]

WKLD.03 A ImrT #2332 2 A E B RS

NRAEFZHEEARIIAN , MBHAX, HRTE,. BFILEBNEREIL. DAEFEAXERAK
R EFERBYEMRS  WBERE. A TEBRFXENE  RMNBVLENELAREEN ( EiFKRe
£, AEREEN , SINERIAMAESR ) , BEARNEREERSHPRRN . XHTUFEEST A
ZEMHH (LNFRFERSEEXHF ) BAME, XUESRNABRFRBMATRHERA DL
HEXBEMES.

FWFRABEERS , BRINBILE S FE A Parameter Store ( —FfPIhAE ) F1 AWS Systems Manager :
AWS Secrets Manager

- {8 Parameter Store EEZAMEMSEH , XEHRLLWHBEXN. ETFHB, EKERE
BifE5n%. EALAER AWS Key Management Service (AWS KMS) Z4AX BABTINE . 7
Parameter Store NiTER P ERESBTIREBEAERA. BEXSHENEZEER , 55 Managing
parameter tiers ( Systems Manager 3(#% ) .

« {£F Secrets Manager XX (WS MEXHREXN ). BE 4KB ( BEFILES ) HFEEH
RN E,

YRATLAE A Parameter Store APls 3k 3R 176 7£ Secrets Manager FHV R4, X& , HER R FEHIX
MRS, AN ARERPHRBIRANL,

£ E £ Parameter Store F & %74A

1. BIEXFE AWS KMS Z40 ( AWS KMS 384 ) .
2. 8% SecureString 2 ( Systems Manager 3X#4 ) . Parameter Store 1 #9 % 4R & F
SecureString BIERE A,

3. HEEMNARERH  FHERTENEEESH , M Parameter Store # AWS SDKE RS, &
KRB A, ESH GetParameter ( AWS SDKKTBEE )

# E1E Secrets Manager R & % 4R

1. B|E %47 ( Secrets Manager 3X#% )
2. TEREBHM AWS Secrets Manager # 32 %47 ( Secrets Manager 3X#Y )
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html#param-create-cli-securestring
https://docs.aws.amazon.com/code-library/latest/ug/ssm_example_ssm_GetParameter_section.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html

AWS HSEHIES AWS B Z£EL%
B AHEEEA AWS Secrets Manager & P i EFERKE LR ZHAN AT AMEMEER (AWS 18
BEXE), FACALXRTREXTERNEF®SDKs , MiZ ] LLINEFM &1L Secrets Manager B fiE
FAREERK -

WKLD.04 Bl N AR FZ AU &

EARBTASRES , NARFRATUAERERMEERCBXHFT , ARNEANRRBEFHEE. £E
ELEBRSRABN AL FEETRIEIARERNNTM , EEXEFARRI, EATHIERR
EZRAWEAN, FREFHARBHEBFENFIRBFEREN -

—EM NIt AEFRAEARRBEEENELTIES !

« Gitleaks ( 77 % ) GitHub
- Whispers ( GitHubfZfi& B )
- BWNHE (F#E ) GitHub
- git-secrets ( Ffi#E ) GitHub
« TruffleHog ( GitHubZ & )

WKLD.05 #& #1 & &5t TR AV AL 25

#£ WKLD.03 A If Ml 2 A E RS M WKLD.04 Brit N AR BRSO E B, REEERY
ZH. EXMRE D  GALUMBERLR  RUZHARERIX LT ER , RERTHENNEE.

Amazon CodeGuru Reviewer A MR PPN ARFZA , HIEH MY FHKIEEME Secrets
Manager R &AM BN, EFRMEA T M Secrets Manager R ZRZANNAREF KB, TR
AP, BEZBRARREESENLSE, BRAEER , WKLD.04 Bh -5 AREFZHABOME R
W — SRR RER THIEZRANRMEED,

1® & CodeGuru Reviewer & Secrets Manager K95 5

8 CodeGuru Reviewer 12 5T 453 240 H X H AWS Secrets Manager 31T # ( AWS EEX
EMESMHESE)

WKLD.04 fR¥ N AR F L% 15


https://aws.amazon.com/blogs/security/use-aws-secrets-manager-client-side-caching-libraries-to-improve-the-availability-and-latency-of-using-your-secrets/
https://github.com/zricethezav/gitleaks
https://github.com/Skyscanner/whispers
https://github.com/Yelp/detect-secrets
https://github.com/awslabs/git-secrets
https://github.com/trufflesecurity/truffleHog
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/

AWS FSEHES AWS BEReEL

WKLD.06 £/ Systems Manager {$& = SSH RDP

RAFME , EAEEOERMMXNERABHNAE FREEEERNERNNEHNAE FREEEKX
MWEEXK, BEUEREFMHPIZITEC2ES , HEMAK Session AWS Systems Manager Manager
Ihae@EE AWS Command Line Interface (AWS CLI) 2 AWS Management Consoleiz#2 178 3% 4, A
&, BRI LAEA AWS CLI 24 A BB L2 REEZIFANLE , NMEZTEERATLRLAR
(SSH) = Windows ZfZ RE X (RDP) M H Xz,

FERARXEEER , MTAREAHLFRHPIZTEC2EA], ESTHERFRZTELEN,
EEiRE Session Manager

1. TREC2EHIERAM RHEFHHIRERS Amazon Machine Images (AMIs) , #IZ1E D i# Linux 5
Ubuntu. X AWS Systems Manager ¥ ( SSMAE ) EMREE. AMI

2. WEREFEDEBRMMXRVPCAIRT LIEEEIA T st ( <Region>E RN MM HbIE AWS X
=) -
a. ec2messages.<Region>.amazonaws.com
b. ssm.<Region>.amazonaws.com
c. ssmmessages.<Region>.amazonaws.com

3. ¥ AWS L E XKL fNAmazonSSMManagedInstanceCoreE SEMEFIXEBKNIAMA R,

BXEZEE , S Setting up Session Manager ( Systems Manager 34 ) o

BERBRE

- Bz 4iF ( Systems Manager X#4 ) o

WKLD.07 18RI EHRBHIEN S3 FRENEREES

FIABRT , AWS CloudTrail HIREESH , IEENIK, PAIE, SRR BTROEM4, XEE
HEHT2MHIRIY Amazon Simple Storage Service FEEH 2NN RIVEIMHREANRE, ELE2EH
KEHE , BDREENMCERIN KRR BRARZRNOBIEHRHFEA, CloudTrail AT idXFM#E
BB SHIFENEM S3 FHRBHKESH , ATRUFEIT,

WKLD.06 £/ Systems Manager £ &= SSH RDP 16


https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-working-with-sessions-start.html#start-sys-console

AWS ABHES AWS B ZeHEL

@® Note
ERBBEEHFUEINAER, BXEZER , 555 AWS CloudTrail EfT.

HEICRRENBESMH

1. &% AWS Management Console #3J 7 CloudTrail#Z#| &
2. ESmERP | ERRERER , ARERREREN.
3. E—MEFMAGED , EF'REUBHUTRE, BLXEENREFENER.

a. HEBESHTF , EREE.
b. NTHESHIR , £ S3.
c. X TAIBEZHBIFRIKA S3 FE , BERIEIMMEA,

d. EENFERERS  JNXEEH L ERBESHNEMER. S ELE O PIER
SNFHER. EBRFNFES , ERESERBNBESH. 2FICRENES (W
GetObject ), BAEH ( &l PutObject ) REAIZFKAE,

e. EFREHRIR,

WKLD.08 n#Z W &i# %5 EBS

58 I3 I Th#h 5 1 X IR17 68 (AmazonEBS) BH# TR , X2E AWS IKF RRRINTH. MBESHF
M A/ HIRER (10PS) e SARMESMERE , WERHNEERD. XHEAUBFENGEHTERSE
tRAMERS, BXEZELR , iS5 Amazon EBS MEML A HESKE (AWS BEXE ),

& Amazon EBS %

ZRiNE FAI1% ( Amazon EBS X#% ) o

WKLD.09 mn#E L 52 #EEF RDS

S EIWKLD.08 tn# L 5% EBS |, Jg AN Sk REIEERS (AmazonRDS) HIEER N,
XFMBERERESRANTH , HIOPSHESRMBEEEE , NERNEINHZR . BXELZEFELR
BZHEMZELS#HRDSEREA (L E#RDSIHY )

WKLD.08 &L 5# % EBS 17


https://aws.amazon.com/cloudtrail/pricing/#Trails
https://console.aws.amazon.com/cloudtrail/
https://aws.amazon.com/blogs/compute/must-know-best-practices-for-amazon-ebs-encryption/
https://docs.aws.amazon.com/ebs/latest/userguide/encryption-by-default.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Overview

AWS FSEHES AWS BEReEL

HNERRDS TRz B 3K 6

DN Z B AE FE R4 ( Amazon RDS X#% )

WKLD.10 B R R ERFE M

FAFEZEZHE Internet FRIR ( HITNEC23RHI, BIEE. BAYI., RFREAMEM KK ) SBBEIVPC
AEFN. REFRNEAHAKPSEFRAEMMERNMXNEE , AT EBERERMRE. KBF
EFRBAFBEBRNNRESTBELIEEM AWS NATXHRELNE FRAEITNATHEZENEC2E 31T
& it 3 (NAT). BXNERENESZFEE | HSH Amazon FHEMIEEZ £ VPC ( A mazon
VPC X#4)

BIEAE RN FME , HEMEL TR !

- SIEFALEFFN , BEAB DB L EIPvAtEL,

- BIEFBEC2EAIN , FEABFIEAE IP. MRIFIENEEHFEMAEFHBINLNE TN
B, XEFEATARLEDELE IP.

HER , BALNERFEEFHNEEE M.

WKLD.11 AR Z £ ARG ML E

EHZEEEFEC2EA|, ROSHFEEMEMZZERFENRE. Z2EXTIAELUHAE  TNAT
A —HEXTR , UE—BELATFALMBEWGRENAN, BRTET IP thut Mg oMM 2

S, Z2ERZEFATKEEMZSAXRKTRNRENAN, S, BEEZEHATREAN , X
ATFKRENARFRFHLSENRE.,

ﬁ%%ﬁT Ké@mﬁﬁﬁ&ﬁmi ﬁTmﬁkﬁmgoTMW%&MwEMM,mEREE%M
REMAN , KEREFHGERENATFALRE. MRLLAZHFHEAN , WA ARFRBEBHIEHIR L
URE, BXEZEERE , BSRMEALZEHEFHERMRE ( Amazon VPC X ) .

EUTREIF , BE=NLLA R FIEHIM Application Load Balancer EiE#E] Amazon for My SQL %
EERDSHEC2RHIM R E.

Ze4H AYEFN H B

NARFRARSESRLZS4A iR . RFkBEM AR iR : REFFERERREMA
HTTPSHE B

WKLD.10 R E FM P HBRE F R 18


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

AWS HEMHIES

AWS BEReEL

gogcat’:|

EC2%:fl= &4

RDSEHEFELR £ A

WKLD.12 &£ HVPCims

ASEAL I
KA . HTTPS

SRIR : Anywhere-IPv4
(0.0.0.0/0)

iR : 21K B Application
Load Balancer WHTTPR £

KE  HTTP

KR . NARFAESESRR
&4

iR . RFRARBEEC23LA
MSQLE

EH - FEA SQL

KR : EC23RplZ£4A

KRipE < FR RS

tH A
%E  FARE

B &3t : T J5-1Pv4
(0.0.0.0/0)

AREFFTERERREM

iR
vE

%A : FARE

B &t {75 IPv4
(0.0.0.0/0)

75 HH AL

EHVPCs , EEiHR AWS S EMABRFZHERFZBESE Internet (0.0.0.0/0) HEHRRESHLE
IP # 3t BB, EAVPCART 2B AMNEVPCEIZIFNRS AWS SEMRZ WS IP BH , TE
£/ Internet Mk, NATIER., ERITAML (VPN) EZZ AWS Direct Connect iE#,

VPCis ARZIFM IR MEZ £ A | U — B2 FIX RS AR, B,
TRRE , EENAWTEREE , ARLENPHAERFERITREEE , TiEVPCH

wEVPCKumT

&I LA Amazon DynamoDB

BN RRB N, LRETURE S3 FRBEKE , RAVKBRBEVPCIRRIANER , HEMEH

5 ERIA A, VPCARuRTY

BREMRHNVPCIRR

RETUERZEEMN , Hla0
( #lzn Web NARFHWLSEERE ) XERBVEC23Lfi#

1T

EBOLAERAVPCEOXRIRT RIFRIAZHRS

, AN AT ERETNRAEFNEZE4A

o fERMX IR RTIF

DynamoDB, Amazon S3 X#EMXig 2 MFEORKS. X TFEEELEN AWS kP FMXEF N TER
B, BEWFEAMXLRTR , BEAREEALR, MREFEFET BUENFRNE , GlanMNEMBMRE,

KR EAMBM KR S3 FHEMVPCs , NEBWEREOL

Ll =

U 19

Ro AWS XEENRRLTES

WKLD.12 fE FVPC4 i 5 = 15 7] BR 55



AWS ABHES AWS B R EL

N EFEZETREZANES GB WHELERA  XHEFETEINXME0.0.0.0/0 5 EHEE
MR, AWS NAT

BEXFERAVPCARTRNESEER , BSHAUTHRIR :

« BHXTE Amazon S3 WX HMZEORKRnT [AZBEHTIEENEZEE | 182N Amazon S3 &
VPCL iR SUKEE (AWS BEXE ) .

- AWS RS FAEOVPCLimT KifE ( Amazon VPC X1 ) .

o M mT A ( Amazon VPC 4% )

o g0, BREIGESEVPCRVPCAIHT R S3 R EERE , B RRHNEELRET S HH
VPC ( Amazon S3 X1% ) .

- BXRHIREN DynamoDB Lin T REMERHI , i5Z 5 DynamoDB A im T S K ( W S5#h 3L
¥). VPC

WKLD.13 FrE & Web i S EBAHTTPS{E A

ERHTTPSHEM Web i QIEHENNTEE | ﬁi‘Fi&E’ﬂ%ﬁﬁ,ﬁﬁﬁliIE%EEiIEHH,H\%fﬁ HEINE
MART RNEZENEFRCBANAMEREEENRE, N TALMY | XERTRESERSIZHEN
MALFAL

% AWS RSN ENTREHLAEMEX LRI R |, Hl20 AWS Elastic BeanstalkdZ & #, Amazon
Gate API way CloudFront, Elastic Load Balancing #l AWS Amplify, BXEMREHWHTTPSERE
YE , HZHEUTREA :

+ Elastic Beanstalk ( Elastic Beanstalk 3X#% )

CloudFront ( CloudFront 3244 )

Application Load Balanc er ( AWS HIiRH 4 )

« Classic Load Balanc er ( AWS EIiRA D )

Amplify ( Amplify 3Z#% )

1£ Amazon S3 L FEEMNBASNUE A ZIFHTTPS, BEHTTPSER X LML , aLAfE A CloudFront, 7
FE/NFFiARENES CloudFront HIE RN AR S3 F# 48,

AT CloudFront £t £ &1 Amazon S3 LRIEEASM Y

1. BT CloudFront 23 E1E Amazon S3 ( AWS &R ) EHERSR L,
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https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://repost.aws/knowledge-center/elb-redirect-http-to-https-using-alb
https://repost.aws/knowledge-center/redirect-http-https-elb
https://docs.aws.amazon.com/amplify/latest/userguide/custom-domains.html
https://repost.aws/knowledge-center/cloudfront-serve-static-website

AWS ABHES AWS B R EL

2. WMREBERENNE S3 FEBRVIHRNER , WEEHTTPSTEEE EH CloudFront ( CloudFront
XY ) ZE#HITHRE.

MRBEEREEXNFE S3 EHEEHNIHRIRER , EEHAFERE S ( CloudFront 344 ) BR&IXT
Amazon S3 NAM G IE,

A RIFZESHHIGERE , SUBEFHTTPSHAEEN TENRARERT S (TLS) MU BB,
filgn , EAER T Application Load Balancer {iIHTTPSHT8§fYELBSecurityPolicy-FS-1-2-
Res-2020-10 & KEE , M REIAELBSecurityPolicy-2016-08%K k., RFHNEKHERED
A TLS 1.2, MRIREBUAREIA Web 3 K 2EFHRAMNEHE,

BRHTTPSAHARTRUTARERMENESEE , BEH

- ZHENPIHEBRMNTNENSSLL £ KR ( Elastic Load Bal ancing 344 )
- ERATRARERFRAZIEE RN L L EE ( Elastic Load Balancing 3X4% )
« &BEHEEM CloudFront ( CloudFront 3X 4 ) 2 I8 X F M FZ1E

WKLD.14 R Him AL SR RS

EHEZEMTERS ( SIMEC2KHISARE ) RERE , TUEALESRT RS, XREXREERME
BRARENBRS ZRENTRZEZUTNANELE. SERSTUAEREITABR R TIETE
BEARE  ESINE , NARBAREMBAN | masigeE.,

AWS TR HIE SR IRS2#E. . Elastic Load Balancing AWS WAF CloudFront, API
Gateway F Amplify Hosting, 2B FMHAVPCE TZ1THARS , fla0 Elastic Load Balancing , 15 %A
BFMFEITH Web RERRIKE,

CloudFront, APl Gateway # Amazon Route 53 £ BRIZ2HE XI5 3 BEME 4 B MNIEL RS
(DDoS) LM R , B AWS WAF T LURMHE 7 RH i,

BRUOMFREAXLERSNER , TSHUTRE

« AITAWS WAF ( AWS P15 )

» Amazon A7) CloudFront ( CloudFront 3X#% )

« Elastic Load Balancing A7 ( Elastic Load Balancing 344 )
« APIFK AT ( MAPIKIZHY )

+ Amplify Hosting Al] ( Amplify 3244 )
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-policy-table.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html#describe-ssl-policies
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://aws.amazon.com/waf/getting-started/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/amplify/latest/userguide/getting-started.html

AWS #E4ES AWS BohZ £ EHL%
WKLD.15 ERIRPEN LT HER CI/CD SEEH1TIE

ERig B (1aC ) REERFMRBPENFE AWS BRF R FEMEENHE , XEERMNAB
EFEAFEERNIFERS (CICD ) EEHEN , MXEEESHXRBBRGNARFNEEM

B, 1aC BRS ( Hlin ) XHFIAME T S FME T 5E RN FKE AWS CloudFormation , X AWS 2%
BR% , $l20 Amazon 1 Amazon GuardDuty, AWS WAF VPCHZRIX (R4 4ER 1aC Bk |, [FEHRIE
REFRBEEE , RSFER CI/ICD EE#HTIHE,

BRIEZHER , ENER-—FREFEANARFRBREINARFNRER , AERIMNKBEEE
NBBEEFEEENTREENEZERSEE.

BHXFFE laC WEZEE AWS |, S AWS Cloud Development Kit (AWS CDK) 3244,
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