aws
Lt # Backup M1kE 5% AWS

AWS FUe*E %

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS MEHIES L+ #9 Backup FIRE 153% AWS

AWS #SEMES: L/ Backup FMRE £ AWS

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS MEHIES L+ #9 Backup FIRE 153% AWS

Table of Contents

1111 OO 1
T AE AWS B R R T B 2 oo, 2

S [0 =2 RO 3
JEFR AWS BRGT oottt b e a et ettt et et e ae e ne et e ae et 4
A = = 3 e =TT 6
AWS BaACKUP ..ttt e et e et oo e e e e e e e e e e e e e e et ee e e e ae e e aa s st e aeeeeeaeeaaaaaaaaeeeereereraanrraanna 7
AMIAZON S ... et e e e e e ———————————— e eeeeeaeaaaeaaaeeeeeete———————————————————— 9
R AMAzZON S3 TR Lottt 9

B R R S TR oottt et aeanenas 10
ERATE DD S3 RRASTEE] .ottt 11
ZRFRE AMI BI B TE BB I oo 11
ERESBADHIIEER ..ottt n sttt a s 11
R B B oottt ettt ettt 11
B EBS BHY AMAZON EC2 ... et 13
AmMazon EC2 BB HIMRE ..o e et 14
Y =17 14
=k O R 15

B B B R G BEEE . eeeeeeeeeeeceeeeeeeeeeeeeeeaeeeteteeteeteet ettt aens 16
ST TR A ..ottt ettt ettt e et et ee et 16
TR 1 70 OO 17

e = e S S R 17
= R R 18
gk e =L 3 < OO 19

g = N 1 L 19
Amazon Data LifeCyCle ManaQETr .........ccciiiiiiiiiii e e e e e e e e e e 20

F A S = 7= Tl (0 o PP URPPUPPPRP 20
2 v OO UUTUUTR 21

L ok . OO 22

T B R B ettt ettt et et et et et et e e et e et eae et ene et eaeeteae et eae e ereenanes 23
BIEIREBRT AMI BIZE e 23

B AT IR .ottt ettt ettt an e eanenens 24
M EBS REBIEE STHEFIE T oot 24
MAMazon EBS MREBIEIE EBS B ..o 24

M EBS REBBIZRENRE EC2 SR ..o 26




AWS MEHIES L+ #9 Backup FIRE 153% AWS

M AMIE B R IETEIEITEITRD oo 26
MR AT RIEREE ..ottt ettt ettt ettt ae et anes 28
B o TR 28
1 BSOS 29
s TR 29
I T 2 ] OO 31
IR AWS BRSS oooeeeeeceeeeeeeeeeeeeeeeeeeeeeeeeeeeteeeteeeeeteeetee ettt e ettt et e et e et e e te e et e ateenteeereeas 32
AMAZON RDS ..o e e e e e aaaaaaaaaaans 32
FEFH DINS CNAME ...ttt eetee e et e eateeteeeteeeaeeaateeeteesneeeteeatessneeanseeareea 33
D)7 = 1 10T I 1 SR 34
D = A OO TOTTRT 35
b= R By =B ] ey = =SOSR 35
71— OO 37
NG T N 1 S 37
SR T E B I R ENRE oottt 39
LR s g3 e — RO 39
e g 2 e~ OO 40
DBk oy O R TP TR 41
BETLIBIER ..ottt b sttt et b sttt s et et b ettt ettt nens 42
B A B A b SO 42
B E R T R T B BB A 2 e 42
BETEUBRRBHERNARNAREHSALEEH EBS BMAFEEMEM ? e, 42
JEBEZETR oottt ettt ettt e et et et et et e et et et et et n e e eaeneas 43
9 - SR 44
B =177 < T = -SSRSO 46
/N S 48
e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeesseessssaaaaeeeeeeeeeeeeeeeeeeteeteteetetetttt————————————aaaaaaaeaaaaaeeeererees 48

A e e eeeeeeeeeeeeeeeeeeeteeeteeettee————————————_aaaeaeeeeeeaeaeeeeeeeeerrrrrerrrnne, 48

B e e e e e e e e e e e e e eeee——————————————eeeeeeeeeeaeeeeeeeeteeter———————————————————— 51

e et e e e e e e e e e eeeeee et ettt e e————————————————aaeeeeeeeeaaaeeeeeeeetererr——————————————— 52

DD e e ettt eeeee———————————eaeeeeeeeeeeeeeeeeeeeettteete————————————————————aaaaaaaaaaaaes 55

e e e e e e e e e eeeeeeeeeeeeeeeee—————————————————aeeeeeeeaaaaaaeaeeeeeerrrrrrar————. 58

B oo e oo e e e e e eeeeeeeeeeeeeeeee——ee———————————eeeeeeeeeeeeeeeeaeettteetere—————————————————————— 60

B e e eeeeeeeeetea———————eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————————aaaaaeaaaaaaaeeereeeens 61

H oottt et e ettt et e e oo oo oo oot eeeeeeeeee——————————— e aeeeeeeeeeeeeeeeeeeeetetete—————————————————————aaaaaaaaaaaees 61

| ettt et e e oo e e e oo eeeeeeeeeeeeeee—a.——..aaeeeeeeeeeeeeeeeeeettteeetetttttn————————_aaaeeeeeeeaeeeeeeeeeerrrrrrrrrrrnnna, 62




AWS MEHIES L+ #9 Backup FIRE 153% AWS

L et e e e e ettt e eaeeeeeeeeeeeeeeeeeeetetttteettta——————————_aaaeeeeeeeeaeeeeeeeeereeterrrrrrrnrrr———_ 64
VL ettt e e e e e e e eeeeeeeeeeeeeeeee—e———————————————aeeeeeeeeeaaeeeaeeeerererrerrrrr———————— 65
O e e et — . eeeeeeeeeeeeeeeeeeeeeetetee—————————————————— e aaaaaaaaaaaeaeeeeeens 68
P e e e e e e e e e e e e e————————————————eeeeeeeeeaaeeeeeeeeteeeat——————————————————— 71
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 73
R e ettt ettt et et oo oo oo oo et eeeeetea——————————eaeeeeeeeeeeeeeeeeeeeettteee———————————————————— e aaaaaaaaaaaes 73
S o e e e e e eeeeeeeeeeeeeeeeeeee—e———————eeeeeeeeeeeeeeeeeeeeetttteteee————————————————— e aaaaaaaaaaees 76
e et ettt ettt e oo eeeeeeeeeeeeeeeeeeeeeetttteetettt———————————aaaeeeeeeeeeeaeeeeeeeeeererrrrrrrrrn——. 78
U oo ettt e oo e e e e e e oo ettt eeeeeeee——————————aeaeeeeeeeeeeeeeeeeeeeetttetee———————————————————— e aaaaaaaaaaees 80
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 80
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 80
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 81
........................................................................................................................................................ [xxxii




AWS MEHIES L+ #9 Backup FIRE 153% AWS

Lt 89 Backup fMXE 157% AWS

Khurram Nizami, Amazon Web Services (AWS)

2024 6 A ( XHHEIEFH)

Aigm e ERAER T4, ZREMBEEEMEH Amazon Web Services (AWS) BR$5E e %
BRREFE, XEFERETEBNEAER, EFNTTBENESHFAML | HRIKRENE BIR
(RTO) . XEREB#R (RPO ) MIEMER,

AEFMEMEARRF DAL IT MIZRPBENRRASE,

FIEFBRETEANZHRY (ZRENRAEF. BAWMRMAMNE ) . ©REET XM Amazon

Web Services (AWS) BRF , XERFSAATARUMN T ITAGHWENT BEUENRERFHRA

e

B—MEERNTEAFHTRALE , FAFTENEY , NTTEDNAHFRZHBMIRENER,
AWS R T ZHBREZKXUFTTENECRENHBOTNRZOMRENER | BF
+ TR EF6EA AWS Lambda

- KAELD#HMAEERS (Amazon ECS), Wi Elastic Kubernetes Service ( L 5 EKS ) M
AWS Fargate

+ {8 Amazon Elastic Compute Cloud (Amazon EC2) #9 Amazon #l23#R & (AMI)

fEE S BN MRER , RPBENESEESEERSME, X TR ENFAEN T B RZR
BRATE  SEUTRE  ZWMEBEEENZFHNREER?

REREEEUATER

o ERBREAT AWS RSF

- RUBDEMERRAR

- £/ AWS Backup &/ HMIxE

- £/ Amazon S3 # TR A MIRE

- B EBS &/ Amazon EC2 2 MR E

o M B AR e 4 FIRE 2 AWS

- SRAEFMAWS BB BIEF OLHEITRAONRE
- ZREMN AWS RSHEHHIRE




AWS MBS E#9 Backup FIEE 75 3% AWS
- BERMNZOMRE

- EARERE AWS

- BEZH

AT AE AWS BRIFBFERFFE ?

AWS B— &£, SeE. RE. BEM easy-to-use ZitHEF A, AWS AR HIE, KEMNEEA
FENZONMERRSRMENTENEETF,

AWS fERBFEFRT RN — B ERFTFSMUAL

o MAM : TEEEEFMHIRS (Amazon S3) F S3 Glacier Deep Archive Deep Archive
99.999999999% ( 11 h ) M A MRt XA T ABEHTRNKIERZD , AETUBSL=
MEBNESHNTHAXHEITHRES, 2 AWS REFEA Amazon S3 #ITEHENSH/S AR
fE, 5170 , Amazon Elastic Block Store (Amazon EBS) £/ Amazon S3 #{TIRBF.

- B2 AWS HERPAESHN A EZRFEMNBTFEMZRM T SHED,

- SIRERIZME : AWS BRESEREE , ALEBUUEFEENAAENITEARERN X ZHNE
B

- S AWS ERIZEMEBEIINIE , FEUTHRE , A E RN NZRBRERAANEN
BRBER:
- RSHELREE (SOC)
- WIS IEAFH (SSAE) 16 5
- ERRFRAE{LLAL (1SO) 27001
« XNFRTLBIELZLRE (PCIDSS)
- BERRRBSRMEER (HIPAA)
« SEC1
- BBPRBRERNEERTE (FedRAMP)

- AITEM:BTE AWS , ZERFMEBOLREENE, BEERNOEVL , ZAUELRETT BHER ,
mEAEEETH,

- BESWERAE (TCO): AWS ZEMERE TRFSEA , B TRERSHEARERE, AWS
AWS B RN T ENREARBREAES.

- P ay-as-you-go Efft : REFEMX AWS RS , BENEITRIEAMRAME, AWS EO&E
BRH. RTINS KBER.

N LE AWS REBERFFE ? 2



AWS MEHIES L+ #9 Backup FIRE 153% AWS

BHArlb S5 RR

AR EESR TR TXFUATZOMKE S EN AWS RS

. AHIZERY

- TREREW

- REEW

- AWS RERRS
- R¥IME (DR)

HPRE 7 REXRAEIZZTARBS MR, FErENGRAREERMR G ERTEONREN
X,




AWS MEHIES L+ #9 Backup FIRE 153% AWS

EFEHIEERT AWS RS

(® Notice

B 2024 & 4 A 30 B , VMwareCloud on AWS FEHRHEZEE AWS §1ENEH#E, ZRS
TS B EEELS, RINSEMEBHREHN AWS K% T RiEE.

AWS R T HFSFEMAITRS , TREZHNIREFEZN -0, XERSAUAXSEFRELEH
BERM, HXNTRAMNTERSERN.

- Amazon S3 BEEATREAS , tERAT=REAN, eRETEEMANBANREFEBERS
R, ERATREOENXH. RE[IEMEEDO.

« AWS Storage Gateway IEEESBREMAH. Storage Gateway #H Amazon S3 K58 KIHEERH 2
ELNAEZRNEFEER. ZOMARFEERAUTREE#EDIGESELDY (VM) REHRXIEE
EEFIRS -

o MRS (NFS)
- BRSE5HER (SMB)
- BEEM/NEITENRSEERD (ISCSI)

S0 /X B R A 3 P S AWS TR IRSSIERESR |, flm .
» Amazon S3

» S3 Glacier Deep Archive

+ Amazon EBS

Storage Gateway AILAEBEMM NP X, B, RBMEDHTIRMEH T, SHENER AWS,

« AWS Backup2—ME£HENEZMRS , ATEHRMBELE AWS RFZFFHEHE. B AWS
Backup , BRI LIEHE BB MR H ISR AWS BRNZMES , MTFAR :

- EBS%E

« EC23E4l ( 8% Windows R AREF )

- U S#RDSHIL S # Aurora B#EE

« DynamoDB %*&

« Amazon Neptune $UiEE

« Amazon DocumentDB(5 MongoDB # & ) #iEE



https://aws.amazon.com/s3
https://aws.amazon.com/storagegateway/
https://aws.amazon.com/storagegateway/file/
https://aws.amazon.com/storagegateway/volume/
https://aws.amazon.com/storagegateway/vtl/
https://aws.amazon.com/backup/

AWS FBHIES Lt Backup FIRE 5 % AWS
« Amazon EFS X# %%
- IE#HFSXERT Lustre XHRS , WEHHEHFSxiE AT Windows X RS |/IHRE
« VMwareZith THERAZEMVMware=im TR AWS
- Storage Gateway &

AWSBackup R ABURTFEZBE—NARER, MENERNTFHEZEN. BEXEZELE , B5H
AWS Backup E#'

« AWS Elastic Disaster Recovery#£2 A 1T EHEHIZ B #5 AWS Ik~ M EE XN ERAEF
X, &AL Elastic REWRE AT RAERE M XE premises-to-cloud RERE

« AWS ConfigiRfft 7 AWS Ik AWS BRRBRENFANE., XLEEESERRZEHXEKAR
DRERATHEESRN. EHAEF , B UERRREENRRNAEENENERBMAET
{t’o

IR AWS FIRFFBEAWS Config Bt EiCFINEER , BAILMRE — BRI B AN R RXRALE
F, XEBHTFEKEEENFBEIRRZIMBE AWS BREXR (SFECHBRNER ) . H0, AWS
Config AT LAERER Amazon EBS REBEB 5 ZBMEENEC2RFI 2 EH X R,

« AWS Lambda ATATFUAGEARELFEFIRMITIEABRNZONIRERF. ERUEHRE AWS

RS R EBAE AWS SDKs#H TR E, &t A LLEMA Amazon E CloudWatch ven ts #&it Xz 1TEM
Lambda B,

AWS BREAE B MIRERMISENIEE, N TFRIEEFERNSIM AWS RS , BEFR AWS 304, 2L
WEZRFRERMNZ M. RERMNBIBEBRFIhEE. BALUER AWS Command Line Interface (AWS CLI)
AWS SDKs, HMAPHZ/EXRBahIIT AWS BETRZHVBEZ B MNIREIIEE,



https://aws.amazon.com/backup/pricing/
https://aws.amazon.com/cloudendure-disaster-recovery/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/stop-start-recorder.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html

AWS MEHIES L+ #9 Backup FIRE 153% AWS

RITZF MM EIMMERRG R

EHELHENBEZONRE KM , BLNE LHEE TS ERIEM TR R H BT S F0E,
ERETLF , BLRAERBERE, BANMCKRRESENEENE,

FONMESENSEELINNER , UEF TEABREZFULSRENRERE B4R (RTO )
MXESB#: (RPO) , B :

« XHRRE (HI, RARFNEEHE)

- MARFBERIRKE (Hlin, MySQL FEHSERIEE )

- NARFRIRE (HlW , HEN Web IRFBNARFRAE )
« Amazon EC2 BRIXE ( fia0 , EBS & )

« EC2 XHIRMIE. (Hla, EC2 K )

- EERSIME (HlEn , DynamoDB % )

BFSHLERBRAEZNAAREZERAREEPENAG 2 BANBFEGRBAR, H TERIREISEZHK
o, EMAREP I N4 ZRNZ D FIRE,

UTEBHRTETEMRBAEALNZONMRES E. IT EMRBALKBED IR, BERTE
*,




AWS MEHIES L+ #9 Backup FIRE 153% AWS

{#F AWS Backup &3 #1kE

AWS Backup 2—ME£RENZ DRSS , TEHEEREMBHHITE AWS RENEHEZ B, AWS
Backup £#t 7 — 4%/ Amazon CloudWatch AWS CloudTrail, AWS Identity and Access
Management (IAM), AWS Organizations M EMRFHREER. XTERH AWS ERLEFRRFRR
HEBEHIEE , TRBEIMRERSEMEMNMEER, F/H AWS Backup , BRAINEFRER B E
BE HUEIE AWS BRI E57EN.

AWS Backup =¥ AWS K it XAy AWS FREfEARER DI RN BEBBRE R, BT AWS
Backup X#Z# AWS BIFRXE , Rt T ERA &R MXREAFTEEREZHN SN AWS BIR
B TERBZ DR, AWS Backup E R FEEAENS KRS AWS TR % 5 FEREE.

MBEEAMMETIHTER , WATLAER AWS BackupAudit Manager eI BB ITERMIRE , UXF
BHEAMEER, AWS BackupVault Lock ZHEEREZFEMMEER , ©XNFM#E AWS Backup R & 17
REEPHEZDREINIT —RXEAZIRIER (WORM) BE.

AWS Backup B — P x B EZR{LEZEEX Organizations X #F, FALLXRE | SO LUEHARALR S
NRFNELMNEBRZDER , HEFI AT MNEX AWS KF s X EREX RIS, HETMEFT AWS Ik
PRXER , SFSRME Y NEEZ BRI,

AWS Backup AT EE R EAFREXBALTENZ ORI, SANCIEZEMNZ0HITY , &
MIRBERBNFERNREHRE A CRE-—NREENTEREEZESHNRORR.

Bilgn , AT AR — N BEAITR , ZITRISX 05:00 UTC FR&R D , HE 35 RWRE XK,
WEZ2 IR BREZNRRLE , 2 EEEFREZITXEZMEMEEIRLER backup MIrZEE
daily 2 X ¥ AWS &R, A , BRINGIE—DMAEZBITX , ZITNEBNAE—X 05:00
UTC Ft& , HE 366 RBREBBR, LBAITNATUSEZRARREIE , 2 EEEHREZITX
ZMMMEAEBIRZRE backup MFRZ(E monthly B2 X% AWS &R,

KRG , B LAERARZ KA required-tags AWS Config #LIRBRFTE AWS ZHN R REBEB IR
ZRME P —MREE, XFHEATURBEE AWS FIA4L 00— 2 X15M AWS Backup &iR3E
FEMEFIREZ D FE, BT BibA%E , UL EESTERE S B4R (RPO) EXRMI N AREFHM
BHEENZD

BINBURBERRP ENZFORERE. Hl0 , EAILKHE Organizations RSS2 HI5K M (SCP) , Brik
BB D ERM RIS TN AWS K HE, AXESHACENEMEZENZLITEN , FEEF
BEXETNHAWS PRFZDH + XL HEKEK.

AWS Backup AJLAfa{t AWS KR#EWKE (DR) it RIMER , RACXESHALIEFRLERN AWS &
Bo Blin | ALl AWS Backup XIFHARZH AWS RBEXEESHEEXEHMEKS &0, BKF &



https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/assigning-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/aws-backup/latest/devguide/cross-region-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-cross-account-backup.html

AWS MEHIES L+ #9 Backup FIRE 153% AWS

RHAREERNEZEYE , BARATERMNKSFER, BEXSEF0RS T TAKE , RAR0TESN
K EA. BXZIXEN AWS BREENFAEE , FSHERRI S EE T AMR.

IBAILAE A AWS Backup FFR AR5 2= Backup and Recovery ( & 51MRE ) R~ , SSHEEM
R BRI (1aC) AR ISR R MIFLE (T (CI/ICD) FEKREE AWS Organizations AR R 7. LLEE
RARTIFEEENINGE , flNEEIIREN AWS BIREBZEFHMA AWS 7% | IR LA K~
XEFEVHBEREEREARTRERE.,



https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#features-by-resource
https://github.com/aws-samples/backup-recovery-with-aws-backup
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https://aws.amazon.com/s3/pricing/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://aws.amazon.com/getting-started/hands-on/backup-to-s3-cli/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingClientSideEncryption.html
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EAILAE A AWS Identity and Access Management (IAM) SRIZHI3T S3 XY REV 7 RINFR, 1AM AT LI

# S3 FHEBEPENTRANFENREERNNR, EJEARKRE HEIDFEKFTZT S3 WRAH
B FR. AWS CloudTrail

RiFZHBE


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-cloudtrail-events.html
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ZEMNEE, AWS BRMARSLIESET Amazon EC2 AR AT A4, 45512 Amazon EC2 Auto
Scaling # Elastic Load Balancing R*ME#&1E Amazon EC2 I TEME, FAXLRSATUESER
M AMRNBEESD , HBHEMEZHRNES , ANFARERDXHFHEWE,

EC2 =lEEfF Amazon EBS BA T AMEF . Amazon EBS Rt T F S Z O MIREITNEE , AT
HHNTRIX LR,

£}

- ERAREM AMI #1TH Amazon EC2 @ FKE

- £/ AMI Al EBS tRERSIZ EBS &1

« &R Amazon EBS &5} EC2 L4l

I REEF] AMI #H1THY Amazon EC2 &k E
ZEREEE[MFA Amazon HLESHE (AMI) 812 EC2 RHIN B R M HIARE NS IRE,
£ AMI = Amazon EBS REB#HTE B

AMI B TAR :

o —MNEZ/MREE, | nstance-store-backed AMI B &= HIREHER ( Flw , BERE. NAEFR
SERMNARF ) o

- BHIR, ATEFIHLE AWS K- AT AER AMI B 33561,
- BIERIRBMREGT |, BEESSHIGE S EM INE KA B,

R LMER AMI B ERTERBERANBENHNS, SEBERTEEN , BTNCIE AMI, X2
—ATEHESZSM, IEEEANKE, SE6IEIA EC2 KA AMI B |, 579 B 10 2 1ZSSHIH
FIEEHERR. RBEEREMRE.

B RERRBEFRE , BETUEARBRERIAGRS LWE, NREEBIBIRRAIEH
2, MR ERBNRBOUESHERIAS, BETIUERRRBKREEFHSHEFH KOS 3 HIHEERE

Eile

MRIGFERANEHEF ML GTNFEEFBAEF AM AWS | AWS Marketplace , HFER A BT RE R
MNE, BULERESZEON ML TRERENNARFSNRE, REFRESREBERAM AWS
FMNRBNBHTEFH AMI —FEH, AWS MarketplaceiXfh 5 = EEFANEFMME] |, LLEZ B FIK
EHEAH AMI LHMMEEENHIE , SEEREFE.
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BE AMI 2R FIRBE G ZAMHEERELFMERSR, WREE AMIERKEIED , NSFIEE
FESEFM AMI F3) EC2 KB, 1B aeE FEXAMARAILUBRBEFR, AIREREH RN —I
FRIMAZR Windows KA L £FRIARF (SID), REMNMELEWREFELED BINABHEENIR

ENB, E , BURFEEAEE , RNABFEOMEZNS,

AWS Backup X#ERRBIRZGBEN AMI , BZEFFERZHEN RIMVRIR
« EXRH| EWFRAE EBS BRTEER , B EIEKE Linux 5 Windows E£i&1THY EC2 3KAIRY AMI,
HEBEEREY , FEABYXEHE SRS, EXHEHESH , EERH AMI

- ERMEANE | BOERE, EMERR , BSRHNRROES., RAULUER AWS Management
Console 2 AWS Command Line Interface (AWS CLI),

26 AMI IR AR BRG] EFrE BN EMZER , MR EdE. EBS REBAKARENENFMZERE,
EXEBEHEREANEZEE |, i55H Amazon EBS E T H.

RS 225

EBS %2 Amazon EC2 BWEBKAFMIET, B LU R 1768 F T RS /L BER ( HINBERERE )
IFLEMMLEEE (HIMBEXHRGEPRINNM ) o

EBS BHBEERENTHAMEXEF, XEBSESMRS[ARITES , UBLATEAENEHERE
HEMEXRHE, HERESTEIHIER , EFEHRTEN R PMERE.

EBS B RITFEHER (AFR ) 7 0.1-0.2%, XS EBS BN AFEELEBHMES 2018 , 5EE
FHE AFR 90 4% BT HIEEE, Hlgn , wR 1,000 N EBS BiE1T 1 F , NZLBE-—HNSHIAK
f=o

Amazon EBS & ZiFRRBINEE , A TX B EIEH 1T point-in-time & 17, FiE EBS BERBHEMEFAR
RIRFBINEE , ETESRIN 99.999% WH A, BXREZER , BSH Amazon I ERSZSFERIHIL.

Amazon EBS AT 8IZEf EBS BHRR (B4 ) . REBE0IE EBS BZMMEXRIIEE, REBH
EBS BHBEIAHFHEHMA Amazon S3 # , HFBBEURRAFRFHESNINTAX P, FIHRER
BWTEER ; EEHTHRBNFEIEEREFINESR, BRUMAEIEAmazon EBS REBHIFHAE
B , i35 Amazon EC2 X #4,

ERRRBOE— X5, LB Amazon EC2 32 H| S HATIEFRIRE, MIBRR B E R SREEREH
RETTEIE ( HIAFRE ) o
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Creating_EBSbacked_WinAMI.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-volume.html#ebs-create-volume-from-snapshot
https://aws.amazon.com/ebs/pricing/
https://aws.amazon.com/ec2/sla/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/restore.html
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HEHER EMERE. BTE AWS , ZHRKRHMEAKEE , BAETAER Amazon EBS K¥ &
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NNAEFEE,. AFHdE. AENRHRE RIS | UEET XX LR RERTE 6
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S LI TPTNES e

KPR NIEHKAIREIER ERBIFE, LEECTEWERMIENNHE £, SOF#EEE
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EANBERLRE TR, A, EATE-BRLT , XOIFRPINEELEX.
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« XpFLE,
- KBILILE

Akt , IR EPFRRERERABZTERKPREFVHIE, NERAESANKIEREMS , 20 Amazon
S3. Amazon EBS =, Amazon EFS,

KOFEBHNELRERE , ETRESE R (RPO) MRERE BAx (RTO) , RIEFEEH /L EAE
EREE Amazon S3. RJg , HEFIFRMIE | B SUFEBIEMN Amazon S3 T EIEH L7,
& A BATE SR BI4F b 2 B BUE & B Amazon S3. A TREFFAM , iF8IE— 1N EBS & |, HHER
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-copy-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/modify-volume-requirements.html
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3% < FfEBIZE A HR12 Amazon EBS REBHISHEESEZERBNBEEXE,

B LAE A AWS Config M B 31 iEfh AWS BIRNEERE. N THBEAT, AWS Config 2t T
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B2 BANEEERANEN , CAREXEFUREER TRAMUPHNEARG. MEENERERTH
o, ez ERAAN AWS Config FRIBAFTEMR, FEE , RMERSHENN B 51 T ZHFIREHM
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£ AMI 1 EBS RER 8|72 EBS B& 7

AWS A EIZMEE AMI MIRBIRE T XKBIET, EUUAERBREEFRNGE. F2EFEBHN -
FARMEREERREGEAY , HREEN, REXBSABARRR. WRIBEELHRFIC , REA
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https://aws.amazon.com/premiumsupport/knowledge-center/back-up-instance-store-ebs/
https://aws.amazon.com/premiumsupport/knowledge-center/back-up-instance-store-ebs/
https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
https://aws.amazon.com/blogs/compute/tag-amazon-ebs-snapshots-on-creation-and-implement-stronger-security-policies/
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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EREREE AMI 2Bl ER EBS £

ERBRRBFOE AMI 28T , 53 EBS BHTLENHESZ. IR AMI 2N EETIEHNEN EBS B
AR MR, RIbXEER TEERERT AMI

BRI LIBE B3 EC2 KAIHEEREEANEM N EBS BHREK, BE , REARLWHRAHRBHT
N EZEAERN EBS BHNHHE. HAFATRTERCHANARFIRERSEFNEMAHRE, KEME
LR T AHRTEM /0 BPRS. BRABAT , TENTEZIREALTEFELERS , EXHERR
DR, AREXIRN IT ZEERNEDS. NRALLRRERNFFEABRERHENAERFEEER
MR L, FETUEENSHNEAXHBEARE , HEKITUGERR , BLARBRRAETEN,

ERTTANEND , STEFHREFESINHRE, NITHIRENT XBUR T BIEEZ AR,
BREENIRAO TR
1. WMRATRE , BFREEEFETAZOHEN.

2. =17 Amazon EBS BB S .

3. EBEFRHAZRMOEN , fF , MREARREAR , WL LERERIALH,

NHRGHIRERXM , EERRTRERSHI XA REMNIIEE, HlE , XFS B —N0] SARI# E 35 2
K -BRONXHRE, BXEZER , 550 xfs_freeze, & , B LMERAZIFRE /10 NiB1E
SEEHRALEIE,

BR , MRETERFTREFRZEBEARBXYS , FHRITUTERAE

1. MRERSGHHHSE.
2. RHERE®T.
3. EWEHBURE-HAZTENRE, YRERSHFLE N , BUAERERHERS,

REIBEFAHRE , RBUBZEERR , TUARMNBRENR. FEERONEFELDHRNER.
BRBMZH—IRINRNED , FIZE QP EF IR A LUEE 4L 22 A,

HIERNFAYRIZRH EBS BLIBREBR , NEHRRBZEFELLES, Windows 1=t TERXEHIRS
(VSS) k&EBIIZNARF —HHIRR, AWS 2t 7 —4 Systems Manager X#% , A LLUZE1TIZX
BX X VSS R ARFHITRBREZFN, XERBEFEXENARFNHEZANEERESHHEHK
E., EROFECHMNERN , EEFXAXFITEEEITERE., EXEZER , FSH AWS X,

H#Z EBS & 18


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/storage_administration_guide/xfsfreeze
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/application-consistent-snapshots.html
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® Note

MR AR EZBIZE Windows AMI LAME R LAEBE 5 — N ELISEH , A EC2Config =
EC2Launch XK SEFI#E4T Sysprep. RfE , MEFLLRISEHIGIE— AMIl, Sysprep M
Amazon EC2 Windows =l iR — 5 5 , B1E SID, HENBHMEBHEF. EEH SID
Al BE2 5 B Active Directory, Windows fRF e E#TARS (WSUS), EFREE, Windows B
ABUE. Microsoft Office MIZE=A~REINAB, MREH AMI ATERMGEN , HEELEE
ErFEH—EETHLHRNER TERRE —%£46] , T ELN Sysprep AT EBEVEHI,

M & FahtlE EBS BRE

EHRATEMERERG L2ENANERER A , FOERANSHENSPNRE, flm , BUEEFR
EAEXH EARBEINARFRRERE 2R SIRRE,

BRI ARSI & F eI BREB, £ Amazon EC2 # %] & Elastic Block Store Volumes ( 3 3R 77 fi&
Z)RNHEL , EEEZHNSB. 7 Actions (1) K& £ , i&#F Create snapshot ( BIERE ) , &
A LB 12 F kAR A 4 A SEI ID SRIERIEFZIBERHIN S,

i AR F RN R ARE . A0 Name IREUEHEERZRI1ZE. BEENFICRBEFMEMHE
fb & ERIRE

£ AMI

AMI REEFKRBIFFENEE. AMI SIERSH G Z AT M INRISSHIRY EBS BHRER. EREENM
EBS RIREZ#FEH ; BHM AMI BB ETE B,

B AMI B FELSEANKANXEHR6IE, AMI AIEEREASNIEETEFHNENE 02 Amazon
EBS R , AMI #§HY RIX L Amazon EBS tRER, XLEIREBIZMETE Amazon S3 F , A BFEMHA.

B2 EC2 KAIK AMI f5 , BRI LAMER AMI EFQIZRBINEFIKFINESRIA, EhaLUF AMI N
—MXFEFE S - XF A THNAEFTIBWN DR,

M & Bl AR 19


https://aws.amazon.com/premiumsupport/knowledge-center/sysprep-create-install-ec2-windows-amis/
https://aws.amazon.com/premiumsupport/knowledge-center/sysprep-create-install-ec2-windows-amis/
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--system-preparation--overview
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LLLLI

Launch _ B
Create “””I'
Lilll .
- - IMmage Instance
Launch instance AMI 1
with public or (L1
private AMI Copy | | | |

AMI 2
Deregister

BRIEFGFRELA ( 120 VMWARE B ) EBE| , BNAAM EC2 SEFI61E AMI AWS, EMN
Amazon EC2 ZHI &8I AMI , HF%EZERG] , RAEMOKER BE. BE. BIBBRE,

Amazon Data Lifecycle Manager

B E] LAE A Amazon Data Lifecycle Manager Sk B3 612, REFMIBR EBS R, Ba{LRBEET
LAES B AR SERRBA TR TAE -

< BEREEREDITRIRERFEZRIE.
- BREZANERIABEAEREZ G
o B BRI B BY B 10 SRR 17 0 R AN

5 Amazon Data Lifecycle Manager , 2 9] LB 353017 EC2 35l ( R EHi iKY EBS % ) =%
EBS BMWMRBEERRE. ©XFEXEEHERmM , AETUEEREEHEHM AWS X,
FREE4FZERXEEXIFREXEFRERE THEMRE RN —F A%, S a]Ll#ER Amazon
Data Lifecycle Manager 82 3z #3115 1 B4 R #91R B 4 n B HA SR BK o

Amazon Data Lifecycle Manager & Amazon EC2 1 Amazon EBS B & Ih#E, Amazon Data
Lifecycle Manager YW EVE % A,

AWS Backup

AWS Backup & Amazon Data Lifecycle Manager BTG , RAZTUSIREE 2T AWS RESHE
BHZMITR, B AZAUBEEE—EEANER , MAXR2MDEATRNZD,

Amazon Data Lifecycle Manager 20


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fast-snapshot-restore.html
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AWS Backup & 2EZF N FHEENES , BRI EERFDHIRE[LN T, RERETIM
BMRIRE3 , AWS Backup M A RHUENITENEIRMNFEFHMECIEZNZ M. AWS Backup £
BrZHMIEE , HIAFITERENRE. AXEZER  FSAKIEREA £/H AWS Backup & 13 1R

2 #5,
RITZERN

MREBFEAREZ D RAID 55 EBS B EHHE , MRBLARE —B. REETXESHRER
MIABIER, NTEZHREIXE RAID 55| EY EBS SR KESIR TEM,

EREH RAID FEFIGIER —H —BHIRER |, iR CreateSnapshotsAPI #4E , & &% Amazon EC2
BEEHIEF FHURFE. RE, BIERR,

Snapshots > Create Snapshot

Select resource type Volume
© Instance
Instance ID* | i-1111111 +~ C O
Description = Multiple volume snapshot (i ]

Exclude root volume

1tod4of 4
Volume ID Volume Type Encryption
vol-1111111 Root Encrypted
vol-2222222 EBS Not Encrypted
vol-3333333 EBS Not Encrypted
vol-4444444 EBS Not Encrypted

Copy tags from volume

Key (127 characters maximum) Value (255 characters maximum)

This resource currently has no tags

Choose the Add tag button or click to add a Name tag

Add Tag 50 remaining (Up to 50 tags maximum)

2BEH >


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateSnapshots.html
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EENREERZMNREMY  HPHLEEASITEERRZD. BUUREFERSHEEREILE

o ABHLEATRERAMELAEEZD , RINBUETZHEH T Hib AWS 1k, MBEBEZA
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BEHIFZK . Fla , BEUER AWS Backup F#YETK P & 19 TR LR 4E,

SR R HENR S 1T R W REIE B SR IRBEB £ B — 1 Amazon Web Services Region EI EC2 341 , LABSH
MXFWE, S LUE %0 E 2 E — K PR E At X RSZ X — B R, X AT URMEEFAR B
BIBRERF R , HZFRERE (DR) B¥r. AWS Backup 7 EXigZ B REZF,

ZEPELE IAM 3} ec2: DeleteSnapshot # ec2: Deregisterimage RENRR, K , B LSRR
BRI EEE EBS REBHM Amazon EC2 AMI M4 dr A H, FHLEMIERIZMER S EBS IREBSEME — X
EAZRIER (WORM) REEM —FJ55%, BEALAERAWS Backup XHESIE , ©F EBS REBA
Hih AWS BREHZ#F.

WA, AT BAE EEE PR IE ec2: # ec2: ModifySnapshotAttribute IAM g 4ERBEIEFA P HZ AMI
ModifylmageAttribute A EBS RIR, XFFp5IEEH AMI MIRBSHLHIE AWS IkFHZE, MMRKE
IEEfERA AWS Backup , IEREIAFNZ R EEERITRUNEE. EXEZERE , B ALERN
AWS Backup #B4»

Amazon EC2 @& B IEThEE , AT A BIEIRE ZIMIRREY EBS IR, MREAVFAFBBRRE | &
FFRLLIhEE | XEFFENRBRAXBKAMER. A5 ER RS MRIBE M43/ 0, B Amazon

RiFZ0 22


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ebs-creating-snapshot.html
https://aws.amazon.com/marketplace/
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-cross-account-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/cross-region-backup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteSnapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeregisterImage.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyImageAttribute.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifySnapshotAttribute.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifySnapshotAttribute.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/recycle-bin.html
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EC2 2% & R EE —RIREPERES MBI EMBR. WA EEABFEMANBZLTEND
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JA#4 EBS R

MREFTEREE 90 RRERNEAMENER RS E | 944 EBS RER—HELFXENA
Eo HEKAMER EBS BMFTEMAXREZH , AR — M TENPREDSR, Hlu , ¥ TABERAN
EBS & , A AE R FRREBEN — 1 end-of-lifecycle R, FEM T 2MIBR L2 —FMEEEAK
SHMRREFE , MARER DK,

£ Systems Manager, M 2 TET B BIERERN AMI AWS
CLIAWS

BHRBD I ETRFEEQRRER AMI 2Bz F#RTIRE, flW , BARFEERELEME 3RS
FLEXHRG, HE , BURFEE AMI QIZHIREFELH B ENEG, SRt RELRE RN
FENMAGNES  SNMGBREECHENNRES R,

BYESBCEAETRARIEZROIRREBE —BNA , TUABAEROHNEFHRIHE, ZEEHNITE
E MR B AT M 625184 | H6EA AWS CLI Ml SDK FEZ I EHIZ,

£ B 3L A AT Systems Manager IBTFMHENL , ST FMALIREIZIT , LA BLFE Systems
Manager £# BRIz 1T, BRI LAR A F & F121T Systems Manager 21T FMAVINPR , mMEE @b
12 F3F Amazon EC2 B M SN R, XE AU ZRIEENAFRE -t NA TENZ 5
HEBFMIRIE. BAILAEA AWS CreateSnapshot #1 A WS Createlmage & 1T F MR GIZREF AMI
o L EmEME A RFERACAINRER. Systems Manager & &3 AWS UpdateLinuxAmi 1 AWS
UpdateWindowsAmi iZ1TF M , AT BaHh4T AMI E30:50 AMI €12,

IEETTLAER AWS CLI FIAWS Tools for Windows PowerShell Bz 82 REBH AMIl, EATLUERA aws
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