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Identity and Access Management (IAM) A€ , ZABERTFHERPHREICKHNPR, Kinesis Data
Streams NEEMAEBERE T M REAFABRRNEMLEX , R T LAESTENIETUERXLEHBIE.
& A LU Kinesis Data Streams B EBIBRALWIKS |, MITTLE |, RAENEEREBTEEN
EL:p: 8

BR A BUIAREED S , FEXKNEEERN BEEIE. Kinesis Data Streams &% HEHIER
IGEtFR A EBAFI |, R E]BAFE Kinesis RS EIEZ M — 2 365 K. Kinesis Data Streams & X 15 E 1%
INEE | XEWRERATAEBREENEIE,

« Amazon S OpenSearch ervic e — CloudWatch BERLUF B EAFH AERANEZEWEIDNAKF R
£k AR EY OpenSearch $£8, M2 A RAEE N FHERLEHME OpenSearch &t |, F
EE5EHN B EAERBNIKSFXE A2 Lambda B, Lambda BRI S E B2 3T W EIEEE,
OpenSearch &R LLBE X Lambda BESARITEIAANI TR IR |, L SAE I BAXY Amazon Service #1T
BENIRE, OpenSearch £ Amazon S OpenSearch ervice B 1TEH B ERICFZ AT LE R\ 2
., BRANBREEEPSNAGFHNEZ,

« Lambda — MR EFE A Kinesis Data Streams , N EEMEEMNEREARPHEENITERR. B
ifiﬁ,iiﬂ”%}ﬁl B B ERBEEERN AR E Lambda #HTAE | ?’SJ‘*EE""E’JL&EEHEZ{ *
RN, XERELELEMENEBRITERRENTLEAANBE. WREEEFEH Lambda
Eﬁﬁf&ﬂ’]ﬂ%’%ﬁ%ﬁ Lambda ELEIFR Ao

IBTREEBEUNH R AL E R L ZFMHE Lo CloudWatch gs FH BEHE. BAUGIERSHES ,
S B SR RSERE N B E4H S H 2 Amazon S3, fli0 |, BRI LLUEEE RN AE S HF Amazon S3
DT ME I, Lambda RAILAAR BT AR R, BIER LU LR RS Amazon S3 &
HHELES , FEWBAENS NP X iEEEHED B —NERKF X,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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CloudWatch A EL Bk AT AE Z I FIEE— M credentialsFagent ., XIEE T EEAKS X
EESNBEREERAN IAM A€, IREE , I FREErole_arns ., YEBREEEREN
S0k Mt X TEPIZFZMN SR |, ATUER L FER,

BRI AER AWS SDK I RNESREACHBENAENARRF |, IREUKF P8 BEMNE
PR, SRR RE R PRI SR E M B AR A AT — SRR R R,

&1 CloudWatch REEE N4

ENEWECIEFENT D# CloudWatch REERE , AP EFEEEAEFMETILR#EMITE SR
(Amazon EC2) SEHI R A R 5528 L IR KRG B EFIEIR. B LAER CloudWatch B & 344 [
SRHBEHECEBRE XY, BAUZRETERENS , N TRNRENFRERE-—NEE. BHH
LA A B SO 2R M 18 o B B SO SR B 224K, CloudWatch A ERED & 34 7] LATE i £ AWS Systems
Manager Parameter Store Z8#H, MREEF Z A CloudWatch RIEEE X4 |, N AR LIS
BE#ESH, WREFEAZN AWS K= AWS K15 , N AAEBMEHRTNKF X HSHE
S, RFH , LA LE Amazon S3 HF CloudWatch BB 4 XA S IEIE IR AU AR A IR 4] T B (T
hEE,

CloudWatch{X B ff#if9amazon-cloudwatch-agent-ct1BIA R FBIEEREXH. SHE#SHK
FRENRIAEE, RMARESEANTE ERERE— , AFRERENOERENENHE T
[E$E#5. CloudWatchfER , EXSEEMBEXHEE, MREX CloudWatch RIEFEA S ystems
Manager HRIRIZE , Mt NARIAEE.

HTERINEEFASFEAETCE , tFRERENERFTEENY , HHENEBENUEZAEZANNABECH
CloudWatch Bti& , HERBEWERHAITEE L,

&1 CloudWatchfii &

KRIMBRT , CloudWatch BLE A MERN S FEMSEHE CloudWatch BE X H#HITEEFANA. &
FEBNERATFENER, HEATH , RIMNFTHEXFEMETWERR. TEANRARTHTEES
N AWS kP AWS X188 CloudWatch BlE XN RRMEBRAE,

Systems Manager S 174 XS

MREBE—/NED AWS IK P X R A MEE CloudWatch #£4MRE CloudWatch AL E X
# , WEA Parameter Store ZHEBRERRBRF. ZEF CloudWatch Bl EFF & Parameter
Store ST , LA LAEA CloudWatch XEEE T & ( amazon-cloudwatch-agent-ctliE
Linux £ ) M Parameter Store IEEXFINAEE , MAHFNHREXHSEHEBHEF, BAUER
AmazonCloudWatch- S ManageAgent ystems Manager @55 X E —XRETHEHZ N EC2 £HIHY
CloudWatch Bt &, HTSHEHESHEXEMN , ALEXTESDS AWS X AWS K~ E#

EIE CloudWatch REE & X4 8


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
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4 EH CloudWatch ZHF#SH. WREENZ CloudWatch BEEM A THANRH , NA4ME
7E Y. AmazonCloudWatch- C ManageAgent ommand XL B EiX LS,

CloudWatch ft & X4

MREFHFZ AWS K MXE , HEEEE S CloudWatchBl B XX , ABAFER CloudWatch &t
BENXHHTERURERRERE. FRAXMEE , BUNEXHRERDRE, ARMNEEE].
BT AN RGEXHRALREAN |, SRRBIFR T ENR , Sl E#HFARENR, &7
PEMNEZHEBE AWS DUA#TINE, BN XH#HTRAZFURENERER, &)
BT fF CloudWatch BLiE XHE #I1Z| CloudWatch KEEER ZRKEPNARE , MAS RN AE
MNEREXH, XTF Linux , CloudWatch Biti& B &L T+ /opt/aws/amazon-cloudwatch-agent/
etc/amazon-cloudwatch-agent.d. XF Windows , Bt&E B R FTELATFM4EC: \ProgramData
\Amazon\AmazonCloudWatchAgent\Configs,

Bz EY , CloudWatch RE 2 BZIMINEXLE B FHHRIINEN XU CloudWatch EEEE
Xt BMEXHNFHEERRME (HM, S3 F#ER ) , ENAMERSMEETNTRZVE, &
BT EAXM G AN ROIERRT R

B I8 CloudWatch BtiE@

FoiefE B 5 5 SR E B IR MY CloudWatch BLE , #EEE R CloudWatch BtiE. BRI UAEANULTH
ENEREALE XS HIEHBEERETP,

/config/standard/windows/ec2 EERTIS# EC2 B Windows & FIFRAE
CloudWatch Bt B X . &) BATEbE XK T3
— X AE Windows kA<, EC2 SKHISKEFIR
BRRAERIERS (0S) BE# TS,

/config/standard/windows/Zs ith Zf & R MR FERFHAFE T Windows BIFRAE
CloudWatch Bl B3, & TN SXHRT
X FE Windows MR, BRF 283 B MIMERIAR
ERERGEBEH#HTH T 9K,

/config/standard/linux/ec2 EERA TS E EC2 BIFRA Linux A
CloudWatch Bt B X . & 0] BATEbE XK T3
— X AE Linux K1ThR, EC2 SEHIEEMIRE
MIRERERGEREH T X,

/config/standard/linux/Zs it ZB & T 2 1 JR S B2 O AT Linux B A CloudWatc
hBEXH. BAUERXHXRTH-—SNTE

&I CloudWatchfi & 9
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Linux ZATHR. BRSERREMIPRRITERER

SEMBHITH K,
/config/ecs MREFERALD# ECS Beg=fl , BFEMEE

ET IS4 A 8RS (Amazon ECS) By
CloudWatch Bt &3, iXLEFDE 7] LAR AN
BIFRER Amazon EC2 BlEH , ATHRET
Amazon ECS R4 HEIERMERE,

/config/ <application_name> EHEBETRARFH CloudWatch Bt &3 4.
I8 7] BABE P ER 3R R AR AR 1Y Bt SR SR M BT B 5T BL
RAREFHITH—-F DK,

A~ ;& CloudWatch Bl & X4 F#1E S3 FEME S

AFRMT —2NEA Amazon S3 F# CloudWatchBii B X #HHI =B , AR BE X Systems
Manager iZ1T F Ak EMMA CloudWatch BLE X #, iXFhF5 AR LAFRFER Systems Manager 2
BiF % S Bt 1T AHIE CloudWatchfii B Y — LBk &% -

- MREFEAZINXE , UMBRAEBNMNKBHSHFEFPRL CloudWatchBL EE#T. Parameter
Store 2 —MXiHRS , £ CloudWatch REHNE/NMNXBHh A MEHHEENS K.

- WMREFZA CloudWatch BLE , MXAABH BN SHRFHEENRRMNA, EBATM
Parameter Store 8341 RE 4 CloudWatch BLiE , A ERIMFEENEMRL RS E. HEZT ,
CloudWatch 2t T T FHEEXHNEEE R , HNAZERPWENTEE , MALFELMIEETE
filo

- MREBFEASANKF , MATBRENDFIKFEE Parameter Store FEFEBFTEM CloudWatch &
B, BEFERFRGRIIX LK SR E X TEMAEREE K.

B LA CloudWatch Bt BFM41E S3 BT , BNFEKS, M X9 iHEZF#E. RE , &9
LAER Systems Manager Automation 1217 F it 1 Systems Manager JRZE B 23 4F1X & CloudWatch

BEBM S3 B EHIEERER F. EBaLER cloudwatch-config-s3 174 #8.yaml AWS & 12 S3
F6E48 | 2B M CloudFormation AWS Organizations 1 —MNEL R SN K 3 1TiH R, ZE
REBZE—NOrganizationIDZS¥ , ZSH R FAHLAMB K AIEERR,

AIEEMEM “A CloudWatch REFENHRERERDEE SN D ARE R S0 RERIBE TH
Systems Manager iz 17 FM#ELE N A cloudwatch-config-s3-bucket.y aml AWS xR I 2# S3 174%
W FEXH. CloudFormation

R FF CloudWatch Bl E X 17 S3 FE1HH 10


https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
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WE , BULFERARAEHRSE (Hl0, GitHubZ AWS CodeCommit ) SRZEEREVELE X . W
REBIRZGFHEEREZFIRGEPINEEXH , MXTNEBREFEEFE , HEFH Systems
Manager Automation 21T F Mt , ZREFMA TELENK A MX PR ZRIES,

R4 : 5 CloudWatch B & X121 S3 &M


https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
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Fti& CloudWatch EC2 SE45 04 b Al 5585 BV (L BB

T ZERENERS[MELA (VM) LETTEAH. RETEARBEETRNRERS LET,
BMRERSGHBEMEBN LR B EZRRHBRMER

MREHEFRFER EC2 KB, WAL KRFNIRERSEERITSRIMEF, BER , XHESHRFIN
REHENREERCEEZNMAREEUSNES RN ER . ENBEETRY AR IERNERNE  FNA
ENZRNE B S ERBRANRE A SHNER , NTTRESESENE,

BT RATIBRIT BEAWSE A URIA CloudWatch ASEH S — ) B EiCFH MG/ ASL R,
CloudWatch EMERE RIRIEE AN N ERRNVIERMN B ET T, BIETLUER RN A E#EIRA
BR%525HY H X FM$EFR CloudWatch RE Z &I 2S5 Amazon EC2 #[E,

EFBREMEBE CloudWatch 281 , BRRITHERENNARFN BEEZNEREE, BRAERE
RAWREREENL T FEHRNIE B ENER. REBEMNERR BRICZML R RS RHERF
¥, ERNENRARERSERD , X Linux 1 Windows METRE. BRTHET Linux RAREIT
WREVIERRA B &2 5 |, Linux RITIRIEBEEMNIERM B E X4, TEM Windows A Z Bt &
HIX fhZE R,

Eti& CloudWatch R A

CloudWatch £ CloudWatch KM ELE NGB ETENMNREREN, BIBNUEBEFREZEZ
BIE VA A AREIEFR A B EIHIRELE CloudWatch E{RAMK -~ o KRR,

B VA E A Z A CloudWatch REBEEUFKE S CloudWatch REBEE., #HEN—FHER
EREMNARFRAIENTR 2 BEMBHFNEE, TRIEA T WMAAESFHFEFAEERNZS
CloudWatch Bt B X LB LK E S CloudWatch BLE :

Bt & CloudWatch XE A 12


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
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Application-specific application
level logs and metrics
CloudWatch configuration file

\

Application-specific systems
level logs and metrics

CloudWatch configuration file

Standard systems-level logs and
metrics CloudWatch
configuration file

JETLXHXTﬁE%iR:RE-Kﬁ FHRNEEXL BEMER. flm , BAUANTFZHEENTRIFRE
— MR BENERFE MEAUNZHENEFHRRENED, REESNBESNIERE , &
EET%'O

7 EC2 KHIE E H &R

BIABERT , Amazon EC2 TGS HR AEXH. HR , 2K AE X4 HFHEHRZEE CloudWatch
B K BHE CloudWatch EC2 24| E 2R RIEBEH , AWSAPI , EAWS Command Line
Interface(AWS CLI)o FEATZIUAEA CloudWatch LI B & X H41ZENEI CloudWatch Amazon EC2
AR5 EEH B,

BRLUBRANFFERE | UREEERHRE CloudWatch 1 BEXHHENIEINETEB L,
CloudWatch X &4 XXA, Z#E 2R JSON KX ALIRRFME N ERIET , JSON B AERHET
RAMNRENE, BEMFEBENSATIED , NEAKIH R SREmARAEXAR,

XEXEHEA : CloudWatch REBFER —MNEEXH , ZXHEX T EXRIEE CloudWatch # B &M IS
¥ro CloudWatch RAERENBEXHHRN EERAEHXEATRIEANBSE. XEHTEE
EC2 Lfl 5 B EMITIRE | BIANZRITE N FRFH,

7y EC2 KBk & B EHIR 13


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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KIANBERBMES EC2 3541 ID #8E , MIANBLZABMEALEX 4B EMEE. BERNWAR

1£ CloudWatch BH&E4A, & LAEAinstance_id. hostname\ local_hostname , =
Fip_addressFHERMABAFBLBZMPHNISER  XEKRSETLUEAHERBR CloudWatch %
N EC2 IR IEE & X 4.

THEERT CloudWatch A THIRASHRERE, ASAHABRNBEAEXHENL , #2ES EC2
KON RMA BER , BA{instance_id}ZXEATAEREH , EC2 3£4l ID BHE—#Y,

IEI 1123456

"collect_list™: [

{

"file_path™: "/var/log/messages”,

"log_group_name"”: "system”,

"log_stream_name”: "{instance_id}" T s Clond

}l —

{

"file path": “/var/log/secure-*", Region

"log_group_name”: "security”,

"log_stream_name”: "{instance_id}" CloudWatch Service

1 P

]’ ! CloudWatch Logs Group: system
iF123456

Narllog/messages CloudWatch Logs Group: security

CloudWatch agent 123456

Narflog/secure-20201001

Narflog/secure-20201002

EI,.J\éHEMT EMNESNESANREN. HE, &4, BENRMEASNEREE, ETAEXHER
RN AT A THBRER, SIRERFHXIKS MEXE R EC2 KM B R4S ENRIERHT
Bk WFuﬁﬁ%E?%Ei&—iEE&i&Elué o BN, BHK,ARERSMLSRURET  FEREFT
BNEARNEZEREE. SEREELTH -SRI ETEBBUARRDBENAEN, MG EATFR
R MMM EEPRRE LR K EC2 y—ﬁJJ:

MRSANAHRFEER NS, WARABNIRRRETHTEARD T BERER. TRERT BEA®R
BAE , EhafmlSE]. TE NARFARKTE,

AEA R /<Business unit>/<Project or application name>/<En
R vironment>/<Log file name>

7y EC2 KBk & B EHIR 14
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ABERBZ <EC2 instance ID>
y

A BG EC2 RAINFRE B A4S EEE — BEET, XEEE—E A S HERMSHEAN
EC2 RHIBBERS, MELHASH EC2 RABN —MRLARFRTARRELRES  FEE
EC2 RAIMARENES , Nl TEERT MAKRKIBSAN B AR B ULE T,

AEHLBR /<Business unit>/<Project or
application name>/<Environment>/
<EC2 instance ID>

BEREBR <Log file name>

A EC2 KAf EHEPriEaR

BRINMBRT , B EC2 RHIM#TEAREE | FEERE (Fl, CPU, MERSFMHEXWIER )
£ B3 R%3F CloudWatch & 5 94, CloudWatch fl40 , EFRATRERSEFI R BT |, AIZRE AR
E6IE CPU BRA K ENR. Amazon EC2 FrEERSEEENEFIMIEF, MREEHAIFALENTF
EC2 26l , A BAE — D #hat RN IB B IE . BHIME S FMAEM CloudWatch B4 , H L EHEMR T
4P EC2 RHIERNEEXN D EC2 EHIMTIFMEIE, Fli0 , BN A~ THEARBAFAYK
7, EXNEEFITEARERERKERE,

ZFi&HE%%ET@’%Eﬂ?ﬁHEﬁ CloudWatch 3 B %7 A CloudWatch X382 , AWS CLI , &EAWS
AT HIRIEFRH SDK, XEKB R NMIE CloudWatch Bt B X, HAT LA IN4EH CloudWatch
B3 EEF@?EZIH&HE%%EE’HT\/E EC2 kHl3gr , HEMREZ IR FZIEFR CloudWatch B &,

JEFRTE CloudWatch R B IERBEMMNENRSNMNEEHTH —ENXN , HEEERGEZRPIHTH
— 5. HRENIEFAWSERSE —MNAFF L& Z=|AWS (Bl , AWS/EC2 ) MFEAWSIERRZE B
E M IE¥R, FAEEMBIRAWIEFR CloudWatch REBEFE N B EIEr. EAGIBNIENKELT
#£# CloudWatch B4 , BRIITERE EC2 £HERXFEL S EC2 EHITNENR. Hltn , &AL
RNEFITEAREN —ATENENR , BRXEERPHN— P2 BT EESTEAR,

CWAgent2H CloudWatch ¥, EREHREL , EFWEZEZRELQL T —HIENR , MERE—ML
BEXRE T, BNZERWERE IEﬂl«)\}iEyUJ_ 87, MBI NAEFUARIAE (0, /<Business
unit>/<Project or application name>/<Environment>)o MRZANFHERN TEAERER
B—0kF , kA EREA. REFTURRNGE ZRWELYESIRH CloudWatch BEA T E A E.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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EREERCMIWEERRR , XEBTERE-HAZHINEN , BRIEFMMNEFKIENE

. Amazon EC2 @iF £ iE/rEA TH EC2 EflInstanceIdMAutoScalingGroupName4
B, BE L EAInageIdfInstanceTypeIREE AFEMIEE | MEE, Hla0 , Amazon EC2 9
CPU FIAREMT —/NBIMM EC2 RHIIEFR , HdInstanceId4E , WAEHEEIHA CPU RIAE
EfrInstanceType#E., XBMTES TENME— EC2 =HIf CPU FIAZR | BIRHSE EC2 EHIH
FiB EC2 EHISEHISEEL,

NNEZHEEXIEMIMEESD , BRLXEMEARE , AASNMEENE—NWEERASHLI~%—1
FEE, flan , MREH T Instanceld4E , MAXREN EC2 KAINFIER. MRENAHLZ
THFANEC2 =6, XFEBHT LANMNENRHASBAEAES., ERHMTNAER , FEEEFRHE
WA BLELEIGMINNERK, Sl , BULURNEFTEARIBREN —ATBNWEE  BXEHE
R — /o AT IEEF TR,

A LAfE Fappend_dimensions/& 4 Al G4 ER MBI ZH P E LK — N B E#R CloudWatch it
B, RAILAZIAM INImageId, Instanceld, InstanceType, MAutoScalingGroupNameZ!
YRFTE1ERR CloudWatch BLE., =¥ , B LAfFEHappend_dimensionsiziEfs LHIE .
CloudWatch i AT AR & &£ Flaggregation_dimensionsWi=,

il |, BT LU ERNAERESEInstanceType£EEUEEFHEHIRBWFTAE EC2 EHIFEHRNFE
BT, NREEAt2. microEXFHAETHES , BB ETEABIREFEAL2. microXIE
FASRFZEDFAFTRMEOANE. IARFTEUERIEABREAEETETENFESIEN EC2 KN
o MEEZT , SEFATRERIEARERANFRZH Amazon EC2 EKHFRE,

TEERT —NRHl, CloudWatch £ BEXGEZEME, FNMEEMRESHIEIRE
EInstanceType.
IEI i-123456 (2.micro)

AWS Cloud

CloudWatich Service - Metrics: /MyBusinessUnit/MyProject/Development Namespace

Instanceld, InstanceType

sed_percent (i-123456, t2.micro)

m, d_pe
mem_used_percent (i-123456, t2.small)
m, d_pe

Aggregated by InstanceType

mem_used_percen it (2 micro)

L 4\,,,,

CloudWatch agent
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
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R 44 CloudWatch Bt &

RERIERNBER L EMICFEERSZNROAKESD , CloudWatch REHEEH T Windows
Linux B 45 EBLE LT,

BATEWAEA CloudWatch B B X4+ 16) F S EC B XA 2R R E X CloudWatch 1HRIZ M S MRIER S
MRERENH, HMUBET TEABNBRERER B ENER T ERIAPE X CloudWatch BLE
NEFHMBPRER B, XEME—NEE XN FMRE S3 FEET , B EC2 XAIATUER
hRZFEEN]. AELBEMIRE S3 FHEBNRHIEEE CloudWatchBEL EARIEEMN T D . B UERAMNE
ERNIHEEHAIRRNNAXERE.

BERSGRBE

RERBEN T OB EHBR AR EAWSE, BN BEERBRAFEZNSERERZERNIERSE
MEZzEHE, BERGERKN BEX TR RERSRAT F.

XLEXIFHE : CloudWatch REXIFEIRMEMHBEBHRKLEM Windows EH KR, RALUIERE
YHE Windows B4 BE ( fla0System, Application, S#&Security).

Linux REMRSE., NABRFNZEBEBEFEHE/var/logER., TREX T MKENENERIAR
BN BRENZKE /etc/rsyslog.confEXL/etc/syslog. confXHREERS B &SR
BRRE,

Fedora %' /var/log/boot.log* — BFAE

( Amazon Linux, CentOS. Red Hat Enterpris ~ /var/log/dmesqg — H# A&

e Linux )
/var/log/secure — Z£MEMRRIEAE
/var/log/messages — EMRGEHE

/var/log/cron* — Cron A&

/var/log/cloud-init-output.log —
X EBRH HUserdata/3 s I

Debian /var/log/syslog — Bz BE&

(Ubuntu)

RE 4P CloudWatch B & 17


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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/var/log/cloud-init-output.log —
SkEHH HUserdata/B s B4

/var/log/auth.log — Z&£FMEHRIFAE

/var/log/kern.log — A& BE

EHALTEEREHMREBESREAHRERBELIZENEER, BNIMEHREXERBSNHAREFERK
P AEXH , HEIRREIW X NEN SIS EEEEF. Flin , BNIZEFE Systems Manager
F CloudWatch REEZFEWEES, THREMT Windows # Linux X ERE B ENNMNE,

Windows CloudWatch X $Env:ProgramData\A
mazon\AmazonCloudW
atchAgent\Logs\ama
zon-cloudwatch-age
nt.log

Systems Manager X2 %PROGRAMDATA%\Amaz
on\SSM\Logs\amazon-
ssm-agent.log

%PROGRAMDATA%\Amazon
\SSM\Logs\errors.log
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amazon-ssm-agent.log
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MREFHREREIED , W AJEFEEF 3 EFHEH Systems Manager 314,

DLTREFNATNAFESERMRELZEREFCIRL Systems Manager &R , AR IAERH B2 HER
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances.html

AWS FSEHES £ Amazon & it FsLie B FRi2F M CloudWatch
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MREFITEEH Systems Manager HFHLEHEFMMNF CloudWatch AAF EC2 K41 , AT
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Systems Manager X2 , K5 Et 2 EEN . MREERAXMSEE , R IZITFEUA T EZEM
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/download-cloudwatch-agent-commandline.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/launch_types.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_agent.html
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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs_cluster_with_cloudwatch_linux.yaml
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/logs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/logs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/retrieve-ecs-optimized_AMI.html
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https://www.fluentd.org/
https://docs.fluentbit.io/manual/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/firelens-using-fluentbit.html
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs-task-nginx-firelense.json
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-metrics-ECS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
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"metrics_collected": {
"emf": { }
}
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1£ Amazon ECS H 8l BE X NARFIER 36


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_cw_emf_example
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_firelense_emf_example
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/Welcome.html
https://aws.amazon.com/tools/
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Kubernetes BEIEZR AU AEFHFEAFIER,. TRAFLEXRANNARFAERIER, XEXT
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FEATD# EKS , BAURNTENZESEEAEITF BEREFENLZEE CloudWatch,

Kubernetes iz 1TRGHH |, flikubeletFkube-proxyf£iz1T Pod B8 Kubernetes T = L,
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fYIX L B &,
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https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://prometheus.io/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://kubernetes.io/docs/concepts/workloads/pods/
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K, BATRBHAWST BEF X #F DaemonSets, AN{ERHEIMNTE T S# EKS B Fargate AEKIE R,
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log/pods BREWM., XWREATWN
NARFASHEstdoutELstderr.
©iEBFE Kubernetes REREEMEZE |
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https://aws.amazon.com/eks/sla/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs-FluentBit.html

AWS FSEHES £ Amazon & it FsLie B FRi2F M CloudWatch

/var/log/containers It B FKRM T @A Kubernetes Be8 HE
WS4 /var/log/pods BRLEM, XB
Wit HREAZNNAREFASE B SstdoutE
ZAstderr. X‘@1E Kubernetes RE AR A
& , ffllaws-vpc-cni-init . kube-prox
y , MlcoreDNS. EERT : IREBHEABTHEN
#, M EEXEM,

var/log/aws-routed-eni/ipamd.log AUEXERE L-IPAM SFHPEFHNAE
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B Applicat CloudWatch ion Insights ¥ #9 EC2 35| % ESystems Manager, CloudWatch 1%

HANR, AXXATHENESEE

&2 CloudWatch X5 H A Application Insights &

CloudWatch R FR2FH 50 R% 4, CloudWatch Application Insights i i Systems Manager k&

RKFMEFH CloudWatch {8, £ App CloudWatch lication Insights FEE M IERMBESSIR -
CloudWatch BB E X |, ZXHE#IE Systems Manager S8 #F , &1 App CloudWatch lication
Insights A ##8B AmazonCloudwWatch-ApplicationInsights-SSMParameterfifk. XS H
58348 CloudWatch RIBHEE X475 NE EC2 =HI#Y CloudWatch REELE B FH . 1&1T Systems
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
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Manager s S ECE M MNE EC2 L4 EHESNELE. A A CloudWatch pplication Insights T& &
MILAH CloudWatch REEERE. BRT BSH RS M CloudWatch B AR F4 CloudWatch LI EL
B\, BE LA Application Insights, B2 , NAREETESE,

£ B EFZEE#H 1T CloudWatch B &2

CloudWatch Logs Insights AR £ N EHRES T UBMEBRZSNMNAEEL, MREHNRARR BEN
JSON # = #J% , L CloudWatch ogs Insights £ BZ1fEZ /N BELAHH B ERHP LI JSON FEL,

& A LAE A CloudWatch Logs Insights RO ENNARFMREAE  XETUREENEAUE
future A, Log CloudWatch s Insights N EMIEEZ X IFHE R SEHBZ LM EE , 120 sum (). avg
(). count (), min () M max () , XLEEH AR TN NARFHITHED RS ERED Mo

mREEARAXIERERXAE CloudWatch 1845 , WAIUEA L FNREEBERNRARNIERER B
&, RER—RMEER. XEBTHRESERRERBEEGRMENRES , MARENFEBRNIE
EMIER , MTBRK CloudWatch A, XN TFTEESERBELCFEREEFNEELEBR.
CloudWatch Container Insights 8 R XM 5 AR BRIFMARNMEERE , BN AXLEHTFENFEER
CloudWatch %%,

fitn , A TRARIEREZ B URTBBRAR CloudWatchiEfR g i AR RNV IERBIEE N —AB R
1R

"AutoScalingGroupName": "eks-e@bab7f4-fa6c-64ba-dbd9-094aeebcfIba",
"CloudwWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"

}

1,

"Dimensions": [

[

"PodName",

"Namespace",

"ClusterName"

]

1,

"Namespace": "ContainerInsights
}

1,
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"ClusterName": "eksdemo",

"InstanceId": "i-03b2lal6b854aas4ca",
"InstanceType": "t3.medium",

"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

1,

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "Q",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
"pod_memory_failcnt": 0,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
"pod_memory_reserved_capacity": 5.148439982463127,
"pod_memory_rss": 38481920,
"pod_memory_swap": 0,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx_dropped": 0,
"pod_network_rx_errors": 0,
"pod_network_rx_packets": 3.3495665260575094,
"pod_network_total_bytes": 4283.442421354973,
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"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": O,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

BR , B EBHERNIERURESH —THAE, fl0 , BULLETUTERREEFRH 20 MHIN
NEFETEEIREY pod :

fields @timestamp, @message

| filter (pod_memory_pgfault > Q)
| sort @timestamp desc

| limit 20

A 5% OpenSearch RS 1T B E 04T

CloudWatch & Amazon S OpenSearch er vice £/ , R FEFEA1THFEEFS CloudWatch HEEIE
M BEAFRE 5B ZIEEH Amazon Serv OpenSearch ice 8., BaJLEH CloudWatch EE/ H
ENIERERAN 2, RAEELTAHIF R Amazon S OpenSearch ervice S E#ITH & -

- MREHEIE L EI2R%E] — Amazon Serv OpenSearch ice B AT LURFXS B 4E 89 177 7] BR %1 B = ER R

B, AREAFPNRBSYERCFRINEE., IREEAETRBHRBENER T ISHEHR
XREA

- BZAKF, XEMEMIRELENERAE-EALLNREZANKFMXEHN BERNEHE -
BRI #® Amazon Serv OpenSearch ice £&H, BNEF{LZEFN TS TELE, RE , HEKF,
Mis X170 4. JF CloudWatch BHEAE % E|] Amazon Serv OpenSearch ice X E B FEBEHRMUE
BRAND>WEXENARER.

« {#/ ElasticSearch{{I¥2E#%E Amazon Serv OpenSearch ice XM F E B E- 18N AREF MEAR
HerR A AT LAEA CloudWatch RERA X IFNRERE. ENAERFEREFENAERRARZ
Bl , BOUREEEENHBAITFEFE MR, T 3# OpenSearch RS X #F#r 4 Elasticsearch & i |
{530 Elast ic Beats R 5 IE X E 25 M Logstash , BN B EBIE L X BT S# OpenSearch AR
S XIF A EFEMEL,
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ES_Stream.html
https://www.elastic.co/beats/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-logstash.html
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- IENZESTEMRRAREMEA LogstashElasticSearch, Kibana (ELK) ##&# 1T B R F Mk —
B BEE L1 Amazon OpenSearch Service S FFJR Elasticsearch LIRAT KBRS , H B KR
B TS TN, SRR BSEFRAE Kibana FEIENREMNERR.

MBERITEEH CloudWatch B& , M AT LA AL S# OpenSearch [REZEFNARE., AEEHE
FFHRIEE (5120 Fluent Bit, Fluentd, logstash #l O pen Distro for ElasticSearch API ) ¥ B & E# X

IEZFIT 5% OpenSearch BRSS H 4533 CloudWatch, B2 |, #83E R 1% 5 M — bR 5 RKIIRAWS R
SEMM AL, CloudWatch BERWZAWSIRSHEEREHRBRAIR , ZIRFLBFES
ﬁUE%ﬁE’J H&4 CloudWatch, %0 , Lambda A& Lambda BREBIE— N A EA, EBRLLR
BEARBEITEBESS , LUFHE A ERNEHE Amazon Serv OpenSearch ice, AT LUH BEHZ
Amazon Serv OpenSearch ice (WEMN 2K BEAFHE BT RFLESSF. HE , BUUHE-IE
W7 ElasticSearch SEE T A BSHNBRA R, B ASERRNEZHEE - KAHEF KA P
ElasticSearch &8, N HERAEHEIRE —NK~ K ElasticSearch fBEEM T IENEMEEE
¥ i o0 T R 2 M1 THE A

f@f’li%ﬂfﬁﬁqﬂ_ﬁj,\;miﬁ? iR B ElasticSearch & , LULEZWIKF, RiMNARFN

H&. fltn , AWS Control ToweriZE — MNATFTERFIERHN BEFEIKS . R IEFKSFAWS
Control Tower , EAWS CloudTrailFIAWS Config B & & IX T ZEF K~ Y S3 M. MR AE
FIEFAWS Control Tower A TEE. EXMEFZHEE,

ZE A Amazon OpenSearch Service EVEFXNABEFBEDTBRER , BULLF—PMHZANE
3 Amazon OpenSearch Service £ IPEFENERXBEKRS, , HEHMKAPEREAERYE , §
BERNZHBIE DX Amazon OpenSearch IRE EE

&R AR #£34H Amazon Serv OpenSearch ice £ R B gED M ELRNK AN RRINAREFR
CRAE, ARSI Amazon Serv OpenSearch ice SEEF A AR B BB IKZ = M AHEXEE |, MG
—/NEBHA Amazon Serv OpenSearch ice S8 A L R VAL IE B — NEBE N IE R X EIE,
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https://www.elastic.co/elastic-stack?ultron=B-Stack-Trials-AMER-US-W-Exact&gambit=Elasticsearch-ELK&blade=adwords-s&hulk=cpc&Device=c&thor=elk%20elasticsearch%20logstash%20kibana&gclid=EAIaIQobChMI3raE5vWK8AIVTT6tBh2idgBbEAAYASAAEgKsoPD_BwE
https://www.elastic.co/kibana
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-logstash.html
https://opendistro.github.io/for-elasticsearch-docs/docs/elasticsearch/popular-api/
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CloudWatch 2 Z3RiEIN

NEEERRT MBSO, BB TERBEZE TERSZERNHBERFBE, CloudWatch &Eid
ERENBRRAEASNEITHRE , AUBRLHINLRZER, SR UER CloudWatch LB REHR
FIEHEENEEN , LERD MAENIER.

RMNBWEE LSS —AUKRESRNLEE  RAEKETIEAENESL  NTBRAERBIREE. B
AEREAER | THEARSEE , EUURIFINNERNEEREEH - SoMNFE. NAE
FRIEAHTREASAWSHERARBTECHAEER , WARXERRSATFEZEAT , %
BEZTRBEll.

AR RIZE BERIERMEREIE 2RI XBKME | LUERIRIRSIAE < B & 10 FME B EEE LIS BT B4R
B, B LAMEACloudWatch ServiceLensfFiRER, 1EFR. A EMEBIRXEERAZHTEE, BiENE
EEIEASNBETSEFIANEEMIRAR , UBBEREERMANREMBS FHEZ,

£ A CloudWatch 23R LA S = &R

& T LAE A CloudWatch BHR VB D THEABRNARFFHFIHEE, HX , BNZRENBITH
AHAHHRVIER , RAENENMERBEE SN EE, WRETEEE 5 5 24708 H 05 L 5 RA &
Ro BNZBMMEMBREA , MAREMHABKR .

CloudWatch R AL GRS ERBRATRER , BFQBHRIEFETEE THERE. H
m, AWSERHAWSH BRSS EE T 28 ServiceNowM Jira fRSS & AR B ERIRREEK . XM EX T
BRERHNERGIBAHESTREERETRPEXNIABZE TERERE - BEXEER.

BRI UN EETRBEM T EEAHNE —EBRIESNER , XETEILLERE. i, mE
EBOrderQueueDepthBREEFITREIENR , B MEREN Y — 28 BAIAEL —MNRIEHNR
B , @i B F B4 &E &0 B A F2 - E BA X 5 SR Slack. ZE AT ATE R — HEM 15 2R RIE—ERENL S
—NER , HEANARFARMNARFEMRNARA. &/E , BN 30 2NN ETFIIREE
NE=ZAER , BA LEEEEHBAEANBANNRMERAKRK R, SIZSANERTBHEHNTEER
KETENRE, B UNEENBAERERE , ARREZEEHTRHEM S,

£ CloudWatch A TS MIREN FEL N

& LAE A CloudWatch RERNMREFHENA THEEMNVRE  HEFLEERRENEING
SEEBNARBEE, CloudWatch RERNN T AL RKEER, ATNKEIRCHEREINEA |
o, EHBLEREZAEMSREZNEARBWITE, RERNTERABNARNEE , AFBTERD
k. BALUNBMENRNZITHBIEERARERN , RAFEE CloudWatch BIEFEFHEEFITER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/integrations-servicenow.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/integrations-jiraservicedesk.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/related-services.html#cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
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filgn , BELANCPUUtilizationfEFR MAVGEC2 RISt it #ilE. RARRERMLFEAKE 14 X
R EHERGENFZFS (ML) BE, EALGEEATRAFRERUMBEN SN ERRELER LR
wiE , RUTEZESTRREN S MrEER,

BXEATHWEZER , BSRBERERNAIE CloudWatch £ ZH# CloudWatch X#4H ) .

SN XEMK S P REER

BARFNIEASRMEEN BB ANXEN TEARVENARER. RNEBNUEDBBIERE
WEANKF XA ELMNER, SABIERSKF MXETXHIEERECF B a{LLRE
AWS CloudFormation StackSets MR KEBEEEMEERNNARF TR, ERETUREEHRER
YELL4E XS % LY Amazon Simple Notification Service (Amazon SNS) £& |, XE K& TILIK it X
A, ERfE MR A B AR AR HE e o

EZEKFMSXEREFR | RMNBUEAKF N XGRRESER , MEEIEHAWS
CloudFormation StackSets MR &5+~ , HlaNFHCPUUtilization#E A EC2 =41,

RN ERNRERBNEN TEAREIFAER CloudWatch BHHIRIIERM B E. Hlan , BT
NN EC2 LPleIB2 2 M ER , SUEIE CPU FIAREESR , AEEXFH CPU RIARET 80% AY
BHAFIRZERR, BETUCIEFEER , FREIEFIY CPU ERARET 10%. XLEBHRAT
PREEANERETEAHEMEESHE  EFENER EC2 KAHBW KN,

£/ EC2 LHIFrE B3 e 2 ER

N EC2 Rt B2 —ArnEBIRREIIEERN, F—HERZHE. EUUBIFEALIHESIEED
BRBRAR , TREN EC2 LA B3 02 — A5 CloudWatch Bk , H1R#E EC2 AL RIER
ENER, ZMRERTBEEFINCEMHEER , £F A CloudEndure E T ER EC2 SEAHIH AMIE
EREETEEIEEER. BT LERIBRB LRSS RAWS CloudFormation StackSets A ##FZ/NX
BHKF, BXEZEE , BSR . FARSAEIN4ET I S# CloudWatch Amazon EC2 SE4#) &
IRAEBIREEAWSHEE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
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w2 N A AR SS o] A A

CloudWatch AI& BB N ARFEN TEARNMENZTRAE. SENEENAREFNT
RN RN GRS S E. SR ES RS EREI L B FrAmazon Route 53 Z1THRR
¥ & FCloudWatch Synthetics.

MREEE HTTP = HTTPS MR EMITHERE , HEBES TCP KEENHEHE RS (DNS) B
|P ik By £%3%E 3 , AT LA Route 53 IZ1TIRIRKE, Route 53 BTN ELL 10 ¥ 30 MHEYE]
[REIFRESEENXENERE, BUUASTRIRERREZIXE , EMNETRIREIIIEIT ,
HEMREDRB=AKIH, MR HTTP = HTTPS BRI EXHNER T TR EITEN
Bl 5,120 N EHHEHES , MATLE HTTP S HTTPS H RN EXFEEZBEFFHE. NRR
B 2xx T 3xx MR , M4 HTTP = HTTPS ERMAETIRIRESH. Route 53 ETHRAKER LB
HREHMETRARENETRARVNEESETRARE, MREEZMNERFLAETR , HEFE
EHA-AMLEN RETRRTERRTHERAELZ , MR TIERE, WREEMA Route 53 R
DNS , AT LASF Route 53 BL B N FEI#E| %S — 4 DNS ZE MR ETRAREEBTREE. NT&E
PMNRBIENE , BREZEEATNEEREZTXREEN N IHIIRE Route 53 BITIRRAKE, Route 53
BITRAREE THRANHERBEEEANARER.

CloudWatch & 88 AT &F Canary EXABIA , LG TEABNETRAMTAME, Canate A
Node.js 5 Python {REHBIA | ATLAER HTTP = HTTPS MMUE1T. B4 Node.js 2 Python 7
EREEWIK S FEIE Lambda B, EBEXKEA Canary # A AN FRINLIHHITZIR HTTP 5
HTTPS A, XEREZAUKE-RIFRNEZTRR , SINEARGINES T KB RHNL LR
TR, Canate €] CloudWatch BIEZETHENTRNER , WMELAT ULV R HERNEERE D
Ro REMAMAEFD L Route 53 BITRRAREZTEESHMNNB IRITLR , BEENNERBETEE
AEHNEZENITGEE. MBAESEXSEEURETR (VPC) NEITHRAERR , XE/SIL%
BLRHRTRPLE P hutst , SMFEEEERETAY, RE VPC RIEEZEBLKET R , BETL
£/ Canary iRt TR, HENIHEARSEREFENLAETRN , X—KANEE,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
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{5 A IR BR B FHAWS X-Ray

BENARFRHAERTERSENERERSER. Amazon EC2, &ZRH Lambda FZ1THHHE

EE. MAEFM Web BRSHNAR. BEXENARFRE , B MREBESER 2 HXNA4MRSH
BMARFHPEHARBHRERER, SAUERAAWS X-RayABE S NMNAHRERNARFER, X-Ray X
BEMATICERBRSESENRIFHNARFEGH BENMEABRTINXEREN, X-Ray 24 KR
BRPRARF , MEEBERRISNMNAGRATUXRKER , XEBTENRIREREFER, ETUBETES
ARMABERGE -SEBIX— K, AFBIE— 12 RMIA B F ROV,

BAMNBWEER X-Ray BEEFMR MM ARFPNENRFSSH[ILIHT R, X-Ray BT EA X-Ray
BRESEMARFRIEPEIMN, X-Ray BEREAWSERATZHIESH SDK , 8FHIE X-Ray X
EHBEN D MTEF K. X-Ray SDK N AT AAEARS ( Hl20 HTTP, MySQL. PostgreSQL =
MongoDB ) WE FAFERM4NT .

X-Ray £ 7 — X-Ray SF# 5 , T LUE Amazon EC2 1 Amazon ECS L ZEHETIZTH 2
F, LESHIEF X-Ray 2 NNARFAUERE , NMETIRSIERN X-Ray FHEFNRSSHNEEE
RIEIR M RE SR, X-Ray 2 BEIiTEREIKEBAWSEL E4 Amazon DynamoDB S RE R FXE&
AWSK T EA, X-Ray &2 AJLAB 31 &5 Lambda BB K.

MRENARFAHAALTERENRZE X-Ray FHEFIOUABRIANITRS , WAl A2 ATHE
3 S0 EBAR S5 Y P AU Y 7 X ER. X-Ray #85% CloudWatch 3R &E A K 2N AR FREMN B EMBIRAWS
X-Ray SDK for Java , X EWKE & 0] LURIE 75 A7 5 RV XIERF B &,

I8E X-Ray ST 2F LAMETE Amazon EC2 LIRERRM AREFMRS

BEEZESTNAREFRAGSMBRSH EC2 £6| L RFEHZE1T X-Ray FHERF. BRI LUERASHEE
A E EC2 KAIntEE X-Ray SFHEF , HEWNRELZECH AMI, WAISLHHEIEE AMI
HMESEF, 3 EC2 RAIREBENFMR , XA ae4 5318 M.

BRIZERARSEESRRABRE EC2 £l g LK X-Ray FHEF. T Amazon EC2 EC2 1y
Windows3E4l , #RAJLAEF Systems ManagerAWS-iz1T PowerShell Bl 28 3 #45z 1T Windows il 28 R £
H L% X-Ray ¥, X T Linux £/ EC2 3l , &7 BA{E A AWS-runshellScript X #43R124T Linux i)
TERETERARZENRS.

BT LAE A Systems ManagerAWS-iz 1T RemoteScript XA41E Z MK FIRBERZTHIZAR, BAMEI2—
NAIMEKF LRI S3 7 , RIMNBENWEAETHLANFEBRKLE S3 FRBNREER
AWS Organizations. A f5 , &M L2 2] S3 Fi% , (BEHER EC2 KA 1AM AEE X5 171
RIS

EBE X-Ray FH 125 LMEFE Amazon EC2 RN ARMERS 57


https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-run-script
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-cli.html#walkthrough-cli-example-3
https://aws.amazon.com/blogs/security/iam-share-aws-resources-groups-aws-accounts-aws-organizations/
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TR UB ERSEESR UG AERE T X-Ray REMN EC2 E£4IxBk, BHTEHIFE EC2

SO ERFEES LA X-Ray , R E AT SIE SEAIRERKRER. o, B IREFE
M InstallAWSXRayDaemonWindows EAInstallAWSXRayDaemonLinux#r&,

£ Amazon ECS = Amazon EKS Lt#}& X-Ray S #2FIR R
EMRS
YRATLAEBEX-Ray FHENEHEE T AN TEAEMW sidecar B85 , B0 Amazon ECS = Amazon

EKS. RJg , MREMFEA Amazon ECS , NAREF AR A LUET B 2R8E15E 2 sidecar B85 ; W0
BIGER , MiZASS T A EEERES localhost L#Y sidecar BEfawsvpc M EE .

¥tF Amazon EKS , B AENAREFH pod EXFEN X-Ray FHER , AEEHNNARERTLE
SR ENEEIEGEENRR KO LNTHER.

BLiE Lambda BABRERXY X-Ray RYiE K

IREI R AR WA 2 FEXS Lambda BBV AR, BEFELEER T Lambda B9 X-Ray SFHERF
RN FF#HETLEH Lambda B8 , AR LERE. RAUUEARIN Lambda BE#UE A EAWS
Management ConsolefR 51 &E5E 31 IRERE X-Ray 2§l & HiET,

MFEH—L O, LA X-Ray FRTEBE Lambda BREHE , SEIEFAL HEAARRINER
T EIE,

74T X-Ray R AE

BRIZTHERFENARFREESH X-Ray SDK , ANNABRFNEMRSE R ENAEERA#ITS
R, EELERNERENEFR , EFRIEGRE UGN NARFIERSNE S B 3h# T4 RR
BRo, #E SDK RN EFHETTATREMATHRS. X THNARFRAEBTEER X-Ray #ITMR
HISNERREE |, MBI A E N FXESRBIRAERERES FIRBIEANT,

ERNNAEFE , HEACIRIRUAFEPERINNERER, fl, ENNAEFIRRINESER
PRIRAF , Hlficustomer id , RERBEAFDAFENARFHNAENEH#ITATS

BERZUUNENRECE S0 MEE , BR , RAERRXEIET 64 71, Walelgas—1
FENFERNABEN R, BNZEEREERAIRRERER  AEATBENREH#ES LT,
LB EERIEREXN HATHEER,
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https://hub.docker.com/r/amazon/aws-xray-daemon/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-networking.html
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Bl & X-Ray RN

By B TE SCRAEAN | &7 LUR S EIE FRV IR B AR W REIT N M A MEAHEF BB ERRBE,
KEAMNEH X-Ray FRTEBEN —RIIFHICRKABERK. MIABERT , X-Ray SDK FidF. £
—NMERBVNEMHFIAMERN 5%. B —NMERERH. STARIAERSEELEER , RaE
BEDLIEFR—NMRER, 5% Xl HARRTHFINERITRENLE,

BRZEEHEMRNRE , UBEKFNEEE. KR, WiAHME, MR REMEF~ R
B, BHNERTRT B - ENAEFFERBRENRERN=ECEBCHREAN, EMNZ
MELTTE , REEHEMIEEERTRHESENER,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html?icmpid=docs_xray_console
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