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https://aws.amazon.com/compliance/soc-faqs/
https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html

AWS HEMIES AWS [BFAS Z 21 (AWS PRA)

NAEIHE OU — PD HiEK

BMNBRERETRAEHERL, HEIEENIAEZRA AWS BX PRA #1 R 1H#,

MAEIE (PD) NARFKFRRALARERENLEMNABENRSH S, BE4MS , B ER
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E8 , S MM A mazon AWS Lake Formation Athena AWS X 3 3E 8 P M BIEHITE R L NE
B (BEXE),

MREBHBEER G EFER Athena TEFNEBZARBSFNANREYE , WTUELBENEHE , ¥
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
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% ( YouTube #3571 ) . £ PD MARFIKFH , BAILEE Amazon CloudWatch 4 B & #% AWS
CloudTrail | Firehose {2 %o Lambda BEEFR AEFNERAT AEFTHEKS PP R S3 FiE
Fo B LU Lambda BB ENRRIEMNABENBEFER, XEBHTFHIEMNAREERER
AWS Xiff, BEFEAXfEE , MABBEEARNEPLZHHFER , ITREEANEFRZE. X
FAZEERKERYFENTEERERNAE , E3EALABRRLEASEEEEEEREMRAARRE,
CloudTrailEXEZE L |, HSHAWS CloudTrail &5 “&2 4 OU-Z2 T Btk #472,

AWS Glue

LFTENMNABENBESER RiHBRI WXRAKSD . ALANBIETREALRL, FLEMLHE
ZRILEREFE, REEGHN N ABREETRKENTIFSEBRANREZERE , SFBERD
t. BEENBFEREZAERN-B2 AR TENMREZENSE. BR-BNVBEREUARNBIESE

Amazon Data Firehose 27


https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-object-lambda-redact-pii.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-object-lambda-redact-pii.html
https://aws.amazon.com/blogs/machine-learning/redacting-pii-from-application-log-output-with-amazon-comprehend/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://iapp.org/resources/article/privacy-by-design/
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AWS Glue DataBrew
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https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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Bt M. AWS Glue Data Quality AIX SN HIEBEEFHBRBERERIBHITRIT DM , TAE
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®E , fINBETXENEFEEZRR.
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https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
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AWS Nitro “kith
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https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-concepts.html#term-socket
https://docs.aws.amazon.com/enclaves/latest/user/kms.html
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AWS PrivateLink
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Connect E##ED, AWS Site-to-Site VPN E#EEI A #1TEE. & AWS PrivateLink EZ R R
ARG B RE RS B , AT LURIBA LM BUIRD R E UERA VPC KinT RIS Z A RIEH1H
B PR, BXRAFAESHLFH IAM R AWS BRIFRIRS K iHET S8 VPC KixT SRR
Bl , BSRAAREREZAHLRR SRR VPC BRFH,
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
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AWS Resource Access Manager

AWS Resource Access Manager (AWS RAM) Al B LZ 2T HIR , AWS kP WNMBRAEE
FHARMTRENTHFITE. EAXNSKSAD RIEE |, TERER AWS RAM kL ZF#HES
MHREKFPFANNMNABERE,. ZUUASHMOZIEENKPRZZMABEURITLE, £+ AWS
RAM , B AEENIR , XENRE X TN EZRFRINITHLEERE, NPE API A AWS RAM
B % F CloudTrail, b4k , L&A LU Amazon CloudWatch Events B2 & R £ H# AWS RAMASE
EH (FlUEFRAZEREFRN ) BBAE,

REMBAILL AWS K- @idE IAM RERET AWS BRNFKE Amazon S3 PN FRERKEHM
AHREZHEAPER , BiXHEFA AWS RAM 24 7T —SFMANFL, AWS ItBRIEMEEEER
WTHREEZAXEHRFENFRNNEHELE AWS K/ | 215 :

- BEBEEN OURERR , MALFHEFRIKS, ID FIX
- MBHBREKF TR TENAR , NBEFHRTHERENBFRE
o TERBLERE IAM ZEABRGREN LR TR

WRETHBEAET HRWERKRERHRLE , 848 AWS RAM B3 , H1ESA
PromoteResourceShareCreatedFromPolicyAP| #&1E,

Amazon SageMaker

Amazon SageMaker B —IIEENERFEY (ML) BRS , THBEREMNYEHB[EZIEE | AEFHIP
BIEFTRENTEELER, SageMaker B 12 F B i % I SR EUE M 6 B2 & BU4SE,

Amazon SageMaker & ! 5 11 25

HZEARVGHNBFZIBERNERBERE, HEEBREFEENATINSIRFIRENHIE
ZEANBEENNER K NERRMARTERNAINEBMAENETEUNTL. BIRER IRRENSRER
JERTMNNEARE, £EENAFY, MRNBSFIRREEFPERNBENSITERFEE TH
YISRPRAR TR BB , MFN A EHEMERTsES T, Amazon SageMaker Model M onitor A
DEFgEEEFPRT S SageMaker HlBRFIRBYREH LERERE, REZIRVBIEES
AILARE BN B SKRE L IE$E M |, I BIIGER, Fit LBEREREEBIERERE, Model Monitor ] 5L
BOFHERERRNER M T ENER,

I & SageMaker &&

Amaz SageMaker on Clarify {2t T3 R B REM A ERMNNAE. SageMakerClarify BE AT
BRI RAKRBEHEZNBRETENE. FRARTLUIEEBRXBHEMY , SIMMMEIRER | Clarify &
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/sagemaker/?id=docs_gateway
https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-configure-processing-jobs.html
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BIT—HEZEZRRNZXLEEEPRBTFEMRE, SageMaker EEIZ1T/G , Cl SageMaker arify £12
H— B ARRE , EPHER T TRENRENRENNELE R , LELUUAEUERENSR. 6
m, ENEER—NMNERAESHMFRAMEED — N ERARMBHLERO LN REN T SHESES
SageMaker AILASRIE A , XHEESRAUBRERATH T ZERAENER, SETUBIERE
SGEBPTNUARBEGEXEY[ZIRENREZ , RREERREERE. &/, Cl SageMaker
arify 5 Amazon SageMaker Experiments £5 , it 7 — N E & , BF T WLLASEXT AR B A9 B4R TN
HEIBEAR, XEEEXN TR IRBUHERTRERER , EUNSBELREREER WA R
FITANENRERIENENEE N,

I % SageMaker #EH <

Amazon SageMaker £ & F A AR BRI ZVBZEZIBEANEAT , UATEBENHREEN, X&
FHEETRESERIEMEE. —RAKR. MBAA. MRz, BROXRITSR. N&KFHEEM
BRURITEER, BXEZER |, BSEAH AWS A TEEER Machine Learning iR 5 =32 &
RO EREE (AWS AR )

AWS BB TEERELE ARV IIEE

HTRBRENALEN , BTN TS TEREFEHOBIEER EREHA time-to-live Kk, BB
BREREREN , FERATARIEMABENLE !

- BIEE |, a0 5# DynamoDB FL &k REIEE RS (Amazon RDS)

« Amazon S3 &

+ 3B CloudWatch FM# B& CloudTrail

- &1F3KH AWS Database Migration Service (AWS DMS) 1 AWS Glue DataBrew I B # T §9 54E
- ZFRE

BUTRAR AWS ARSs MIhae al AR BYIGAE AWS BR 55 A L B B diE R B SR G

« Amazon S3 £ EAH — —AHN , BFEN Amazon S3 M AF—AXNRWIEE, £ Amazon S3
S BAHERED , BB HIRAE | XEREFE LT Amazon S3 AR KKREMB BRI R, B
REZER  BZHEEEMET AT,

« Amazon Data Lifecycle Manager — fElL G EC2 /1 |, SIZ— MBI, RE MR Z#ha8 4+
XR#ZfE (Amazon EBS) HREEF EBS X #FM I S RGME (AMI) B KB,

« DynamoDB &I [E (TTL)-EX BT AW EE , ZNEAHEREANTEEEE/INTBE, EEE
i B A B AT EE E R A , DynamoDB Fi & WS/ R A HIBRiZINE .
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https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
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« HEAFH CloudWatch HEREIRE-EAIRENBEANREREFREN 1 X2 10 F2EH
=

« AWS Backup— S EFHFERT K , UEE, FENRE M AWS BROZHES , 28 S3
TFiER. RDS BIEESRHI. DynamoDB &, EBS %, BEEERRRXEFNZHRKNATEN
AWS &R , RERFPIBRFIMERTNA  MNMRERESHBE, BIEPNEHSFHZMBRE
#1075 , LEBREREHEMMEER,

BTN HERITHD B AWS BRSSMIhEE

BRI BRENBEFRERAMNBTRTNIE. XAUUEPENEIMEEERETEANZ2ENSHR
iEERE , AR DRENBEIMBEENZITE, flM, SULXEREIREN. EZTEENAS
MARFEAREFBREFEE N REBEES.

&R LAE R IE B BB 0 B R 0 B ARE -

« MESE — RBEFHEEERNBEFEPIEERES R BRI AWS RRFNITH, REHRE
EYIEERDITH , BEARNEATRALGRRAMER, XRENTARNBHYEI HEE
BOBEMEES.

- BEIBE-ERBRZEFREERENTH. TRNITFREZRIMABEFENTRNRETHE
B. BXRXINEZEBIEHROIRE , ESRANERR TXEEL S DynamoDB & #E A9 175 R R
fYo

ERBEETEONETRFENREUATGE THERENERFRNRN  EENYESEEES , BH)
TREN, FMEENMBAE, flM, £21 S3 FHEETLEEEE Lo RTRMED RN RBERE
EAReREZR, NENBESREMATH S3 FEBIRLRBEENEE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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B2 FARE X BUR 7 4

BMNBREETRAEHERL, BEIEENIAERA AWS BX PRA #IR15#,

S BEHRBBENALABRATMGERNBEESE  BRELHXR T ZSEMEMBENEH ., TR
7 AWS Identity and Access Management (IAM), AWS Organizations# AWS Key Management
Service () FIBRFAMEKXBEMN R, AWS KMSIXLEBUER A SR ATt R % , HBEMNA LI R T
£/, HERBNBEHRIEELZHMEBABR, NEENITHRETHPTFSZERK,

AT IEUT ROIKRE

« ZEEEMNEE IP BT A

- EEHARATEERR VPC BFIR

- PREIEBHIEE R AWS X5

- BF4EBELD# DynamoDB & M #Y 1 18 i fR
- BR&IX VPC BB EX

- EEINEFBEFERAZEH AWS KMS

FEEMSE IP #1715 8]

BMNREETERAENER, HELEENAERA AWS BX PRA #1R1#,

AENFEWREL92.0.2.0/245BE MK P #uted | BERES ¥ john_stiles A 4T IAM £

$©203.0.113.0/24, ZBURAIUBBHLEENEEBNABRBENFTLENBERESEH, flm, MR

BNHADPEZTERRNMABENETLAXBEAR , WEAREFEZIRARNMNITREEFENDILE
HEIX EETE AWS X1,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"

FENBE IP st #1715 (R 35


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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}I

"Action": "sts:AssumeRole"

iy
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"

iy

"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

EEHLORRAFRERIE VPC &R
RIMNEBERERTER/RNER, BEIEENIAEIRE AWS X PRA HRIR,

It VPC A&im ¥ = R8I AWS Identity and Access Management ft¥Fo-labcdel23ALAFHEIEA
FM*#IRA B Amazon Personalize (Amazon S3) Ais T R, XM EHETEIEEXHEN
MABREL R, BXREBERNAREBRFPALPHBRMINABENEZEE | BSEKREBAWS
PrivateLink 1 #

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",

"Principal": "*",
"Action": "s3:*",
"Resource": "*",

"Condition": {

FRALRR ST VPC HIR :


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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)

"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23™

BR I B & i A% B AWS X5
BNRFERRFHEL. BB BENBERE AWS H% PRA RIE,

BR# N AWS Identity and Access Management (IAM) &5 | IRFIEFIRIEIEL eu-west-1F15L
AWS X1 #h X33 AWS BREH9 APl i eu-central-1, itk SCP AJLAFEBIPS IEE R ZR AR X
Bl AWS FE ML IRS . X AT LARE BB IEIX L AWS RS it KT IBAN ABIE. LR FTEL
fEANotActionZ# , RRAEERT £ AWS RS ( flan IAM ) M5S£ RS ERM RS |, Fln
AWS Key Management Service (AWS KMS) #1 Amazon CloudFront, ZESEEH , B LUFX LS
KEESMEMTERNBRSEENGN. BREABRNABHRFALPHBRANDMABENESF
B | BSREAHEEAWS Organizations P

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAllOutsideEU",
"Effect": "Deny",
"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"chime:*",
"cloudfront:*",
"config:*",
"cur:*",

IREIBLH IR AWS X
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
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"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",

"globalaccelerator:*",
"health:*",

"iam:*",

"importexport:*",

"kms:*",

"mobileanalytics:*",
"networkmanager:*",
"organizations:*",

"pricing:*",

"routeb53:*",
"route53domains:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",

"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"

I
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

IREIBLH IR AWS X
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EFX 4 EL S# DynamoDB & /Y i B R

BEMNREETRAENER, HELEENAERA AWS X PRA #1R1#,

HEWHLQ T EYENZE L 2B MNABEN R | BFERHL AWS Fi# RS X iF AWS Identity
and Access Management (IAM) R BRE G RIIERHIREE, A TETHHNRBXATNE N
Amazon DynamoDB & H# & UserIDSignUpTime, FLastLoggedInE™. UsersfHlan , AT L
PFHBEMMNIEFXEAE  MAEEFZAGHEZEMABBEENNE, BXARBENMEL
RPALTHRIMBNMMABENESERE , BSAREREGY TNRERTHAS K AWS RS NEE
)8

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan",
"dynamodb:TransactGetItems"

1,

"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"

1,

"Condition":{
"ForAllValues:StringEquals": {
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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}I

"StringEquals":{
"dynanamodb:Select": [
"SPECIFIC_ATTRIBUTES"

]

PR#&IXT VPC BB RYE X

BINREAEWEMRHNEL, HEYEENFERA AWS X PRA IR .

HRITARBET XREERIREEHER (SEMEHER ) AWS MEMBNHZE , LAEFEMRLE
Ho UTRFZHREABI T VPC KERERZNER. TELMNERMMXHH, VPC XY

EiEE, RAMXEZENTN VPN EE, BXABERNEHEBRE

B, B RAERMAWS Transit GatewayH #,

"Version": "2012-

"Statement": [
{

"Action":

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

ec2:

ec2:

10-17",

[
AttachInternetGateway",
CreateInternetGateway",

AttachEgressOnlyInternetGateway",

CreateVpcPeeringConnection",
AcceptVpcPeeringConnection",
CreateVpc",

CreateSubnet",
CreateRouteTable",
CreateRoute",
AssociateRouteTable",
ModifyVpcAttribute",
*TransitGateway",
*TransitGateway*",

"globalaccelerator:Create*",
"globalaccelerator:Update*"

FRRBANMABENESE

FREIX VPC BB E X
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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1,

"Resource": "*",

"Effect": "Deny",

"Condition": {

"ArnNotLike": {
"aws:PrincipalARN": [

"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

EENEF BEfE A %A AWS KMS

BIREAEWERARHEL, HEBIEENFERM AWS BX PRA IR i#.

LA AWS Key Management Service (AWS KMS) %4 SE B foF AWS Nitro Enclave SEI{XEER
Z2XHNNEXEERHETHFRNEEACENER KMS 2, ERBRXAFZEEN BB
B BXREABENABHRFPEQLPNRIBMNMABBENESFEE , BSHEAXRIEBAWS Nitro kit H
B, BXRAERLAKREN AWS Identity and Access Management (IAM) S B& F Y AWS KMS &4
AN TRIIR , ESENE4EE AWS KMS,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"

I

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateRandom"

1,
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-nitro-enclaves
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"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbblb8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216QEXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN
}

FERINES AR AWS KMS 42
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R
BMNBRERETRARHERL, HEIEENIAERA AWS BX PRA R 15#,

AWS B HES

« AWS £2ZE 5K (AWS SRA)

AWS 34

« BUERHF ( Well-Architect AWS ed Framework )

s BIESE (AWS BEB)

+ Amazon Web Services : KB S5EH (AWS HE# )

- HRE@Q@ MABERLEERNESENY (AWS BES )
 H% GDPR &#M AWS (AWS BEH )

« EAWS (AWS HEH ) LHEHIEILR

« AWS Z£ X

Hi AWS &R

« AWS &M it X

« AWS FRIFHIEER

- BIEBALEL RSB

« AWS Z&RERS

« AWS BFEREE : ETZMHEVES (AWS BEXE )
« AWS 2%
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/hybrid-architectures-to-address-personal-data-processing-requirements/hybrid-architectures-to-address-personal-data-processing-requirements.html
https://docs.aws.amazon.com/whitepapers/latest/navigating-gdpr-compliance/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html?did=wp_card&trk=wp_card
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/professional-services/security-assurance-services/
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/security/security-learning/?cards-top.sort-by=item.additionalFields.sortDate&cards-top.sort-order=desc&awsf.Types=*all
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BMNBRERETRARHERL, HEIEENIAERA AWS BX PRA R 15#,

RNiEEH AWS Z2RERFHAMREE. MFEXZIFREAERPHNERWARESH THERE , B
RAWS %2 REE RS FRA o

TEEE

- BER-EBIHEH , AWS EfFERRFAI A
« Amber Welch , AWS & 4% [&FA 5 8]
- ZAE RS, AWS HARIMBZLE

R E

- Avik Mukherjee , BRE2HE AWS

- David Bounds , AWS & fi# R R I

- AXBEEZ, AWS SRR EMRTREMID
« Ram Ramani , AWS BE R £ RTREH D
- NS HEMET , @REZLME AWS
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MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR
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https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/privacy-reference-architecture.rss
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AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

7R

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

- BEN/ENEN - RHOMNASREDRERRESHEE, HEMNAY BY , UEBNAERHEURHE
B, XBESRIBHERERGNBIERE. 76 FENZEH Oracle HIEBFEITHESQLER
Amazon Aurora Postgre B9k,

- BERF¥E  FNARFEIBI=S , HHT-ERENMRL , LRA=TEE. ~F : FENE
#s Oracle HIEET B EI5EA T Oracle B9 Amazon Relational Database Service (AmazonRDS)
AWS Cloud,

- EXMWX - BRI EMTR  BERMNESITFAIHMN SaaS B, Tl . FENEFAXRER
(CRM) R4:1x % % Salesforce.com,

- FRFN ( BETR ) - FNABRFIBI=H , EEHTEMNEREITR A8, =6 : &
FHYEC23: 4 b RFHEH At Oracle ZIEEE TR E| Oracle AWS Cloud,

- EFEN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FRERIMERE, BULLERSEN LB TEEERIR—FENRERES. 76 : T8 Microsoft
Hyper-V BiEE| AWS,

- RE (EV ) - SERAEFREERREDS. HPURaBRERTEARAEMNNNARER , #2
BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH - FRAERBRRARATEEENNARERF.
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BFSRAETEMEA LIRS,
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MRS

SNETH, —Ht BEMH. WAM.
FF-EHEH
—MREEIBLE  EXWNLEF , FREFENBERBEEFERERS (BIEANOEH TESK
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