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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/blogs/mt/monitor-network-throughput-of-interface-vpc-endpoints-using-amazon-cloudwatch/
https://aws.amazon.com/blogs/mt/monitor-network-throughput-of-interface-vpc-endpoints-using-amazon-cloudwatch/
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://aws.amazon.com/blogs/networking-and-content-delivery/deploy-centralized-traffic-filtering-using-aws-network-firewall/
https://aws.amazon.com/blogs/networking-and-content-delivery/deploy-centralized-traffic-filtering-using-aws-network-firewall/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://catalog.us-east-1.prod.workshops.aws/secure-windows/en-US/vulnerability-management/inspector
https://catalog.us-east-1.prod.workshops.aws/secure-windows/en-US/vulnerability-management/inspector
https://catalog.us-east-1.prod.workshops.aws/secure-windows/en-US/vulnerability-management/inspector
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/smart-cards.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://www.youtube.com/watch?v=1bLJdJ4zryU
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://aws.amazon.com/solutions/implementations/centralized-logging-with-opensearch/
https://aws.amazon.com/solutions/implementations/centralized-logging-with-opensearch/
https://aws.amazon.com/solutions/implementations/centralized-logging-with-opensearch/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_network_security.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://aws.amazon.com/blogs/mt/orchestrating-custom-patch-processes-aws-systems-manager-patch-manager/
https://aws.amazon.com/blogs/mt/orchestrating-custom-patch-processes-aws-systems-manager-patch-manager/
https://mng.workshop.aws/ssm/use-case-labs/inventory_patch_management/patch.html
https://catalog.us-east-1.prod.workshops.aws/secure-windows
https://catalog.us-east-1.prod.workshops.aws/secure-windows
https://dl.dod.cyber.mil/wp-content/uploads/cloud/zip/U_Cloud_Computing_SRG_V1R4.zip
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https://dl.dod.cyber.mil/wp-content/uploads/connect/CPG/ConnProcGuide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://catalog.workshops.aws/ad-id/en-US/1-aws-managed-microsoft-ad/deploymgmt
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

512

N FEEEPE (DoD) , RiEmBER TEMHEERSEE (DISA) HBZE=ITE LM (SCCA) HEK,
B ERABREXINERS (LZA) AWS | BAILUSEHE AWS = A ERTERNEE T/E, X A LARBHE
LXTHESS IL4 5 IL5 tREN S EM 2R .




AWS FEHES ZEERIERAREEITESRM (SCCA) AWS

7 R

AWS 34

« AWS EERITTRIX 2 HSEE N RS (AWS §5LH )
- ERHBEUTELLERER (AWS EHM )

- EREXINEEECTFE AWS ( AWS fERF RE )

« AWS (SEHEIERE) =AY & Rk X iE pniE 25

« AWS GovCloud £2#J& E# SCCA

H b B3R

« T EREERIEFE (DISA M )
- EPFEB (DoD) ZEREE AR (CNAP) & %1t ( EFAEBM L )
- B HRETHERWITREA S (D ISA M)

AWS 314 19


https://aws.amazon.com/compliance/services-in-scope/DoD_CC_SRG/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://docs.aws.amazon.com/solutions/latest/landing-zone-accelerator-on-aws/solution-overview.html
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/dod-scca-multiaccount-ra.pdf
https://disa.mil/-/media/files/disa/news/events/symposium/cloud-computing-security-requirements-guide.ashx?la=en&hash=BBFEC2B02DD9F601290D20803A4FD8FBFFB7E77E
https://dodcio.defense.gov/Portals/0/Documents/Library/CNAP_RefDesign_v1.0.pdf
https://www.disa.mil/~/media/files/disa/fact-sheets/secure-cloud-computing.pdf

AWS FSEHES ZEEREEARETITEREY (SCCA) AWS

MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE 15 B S:t

IR R — 2024 £ 3 R 12 H

20


https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-architecture-dod/secure-architecture-dod.rss

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

AWS Prescriptive

LA 2 Prescript AWS ive Guidance I2#H#HVKEE, IEREMEXNFERANRE, BEHFRZK , BEH
RiBR AR BRI IFGEE,

Sz
D

7R

A

==

%

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

- BER/ENRNY - RO NACREDRRESBEGE. MHENAY B, MEBNARFFEXK

HEN, XBESRIBERERENBIERE. 76 : FAH#h Oracle BIEETH E Amazon
Aurora Postgre SQL # &R

- ERTA  BRARFIBHES HET-ERESNRL  URASDE. 6 R

Oracle B#EE T ¥ F Amazon Relational Database Service ( AmazonRDS ) for Oracle AWS
Cloud.

- EFWX - BRI EMTm , BERMNESFAIH0D SaaS #X, R : FEFLXREE

( CRM ) R %% Salesforce.com,

- FREN ( EEIR ) - RNARFIBISS , TERTEAERDANAZNEE. =6 F

Aty Oracle 2/IEFETH B FHEC23E4] LAY Oracle AWS Cloud.

- ENEN (ELWSERBRRERTE )  NEMREIBISY  TEUWRHES. EENAE

FHENIMEERE, BALNBRSENEBFEEETBEE —FENERS. 76 : T Microsoft
Hyper-V BiEE] AWS,

- RE (B ) - FNARFREERRES, HPUREBEFTEHRTEREMNNNARRF , 8

BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH - FRAERBRRARATEEENNARERF.

ABAC

BFSRAETEMEA LIRS,

21



AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

MRS

BSRBT . — B, BEE SR

E5-EHTH
—RBEETEAE  EXREET  BREEN B RARERSRS (B EAREEH TR
RERME)  FAURESETEHALEROEENARFNES . KOSEXSME, T2
WEB  HTBE— KRR CHED BYIBERE  EREESNIHE.

E3-BHEB
—MHBBEIBSE  EXREET  RREENERARERERS , BENREEHT B RN
AR, RAERSRELERAEENARFNES . BRAEREISHATESEAES.

RAEMN

N—ATHTREATEZANENREENSQLEHE. REEBH RHISFESUMAMAX,
Al

KAMBRHBREEFMACENTE, ERBLAUBBHRFDMABRL, ERBLBEFBEEAN DAL
Eo

R
—HATEAREHANBENERRRATE  IEXKNES  kRASRESER. TXRT
MER T REK.

MRRFRS

—fEeHE  RATERAZYENNARR , UBPRFREZZIEERHNRE,
RARFAE
BREALAEANSINARFNFAGENES  SENENEF ZNARFHRAREL S50

H,. IEEERTRESEXUNTMIENXRE , BB TRAIFTERTERS., WACMRILNEA
BFABREELLER.

A 22


https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

ATERIZEE (AlOps )

ERANBRFEIBRRBRZERZE, BLOEEFHMANTRAURRESRSRENTE, FxU0[
AlOpsTE AWS EBERMHPEANESRER  FEREEERER.

SEXSRR 0

=3
S
AV}

—MNEEE , FA-NER , —T2QHARTNE , M RHRATER, EUURELS
TRTEZ , BXNAAR TR N Z =R,

B, —BE, REME., FX1% ()ACID
—AHRHEMY  MFEEHIER, BRMEIEMFBENERT , HeRIEREFENBIES RN
BRIEATEM,

ETEMEMIGMAES () ABAC
BREAFEY (0], TEAGTHANER ) CIEBAHRNBRNELE. BEXEZELR , ABAC
iEZ % AWS Identity and Access Management (IAM) 3(4% AWSHI#Y,

R B R R
EREEBEREINNE , IANRRUENERR. B0 U BIE M B EERE 2 H A fz
B, UELESERBE , N BEHTERL. FERBRE.

AKX
— NN FRELE AWS X , ATSHMGAAXNRERE , HoE—XigH e i A XREM4
R, {KEER B P &E .

AWS =X FEZE (AWS CAF)
WIESRENFRESRKER AWS , EEHBPHALFHESHEERNITRIREIEBE =, AWS
CAFRESRUZGAANERIE (AE )  LF. AR, BRE, FE, T2MEE. LF. AR
MAEABEMETLESHEENRE ; T4, ReNZEAENETEAREENRE, fln, AGA
EHFNNRARTAIRR (HR) ., ARBREREMAZREENFSZMEXE, MEXMNEEXRE , IA

RERE. BB AWS CAFRRHM THES , BBALNRIRACMIFER, BXESZEERE B
ZHMAWS CAFM I MAWS CAFH K,



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS $sBi IS ZERBEARL S ITEEM (SCCA) AWS
AWS TESE R KAELR (AWS WQF)
— P EBEEIBR MR, HETBRRBHREBAIFEAENTE, AWS WQFEZEE AWS

Schema Conversion Tool (AWS SCT) #, EARSMBFEELEMMRBNR. NARFRE, &
PR RFMEREASE , HIRMITNHRE

B

Bad #lag A

SRR A AR B F SR ERHE A
BCP

0l SEEM T,
AnE

—BRREIRERITANTENSE —RERNE. LA LEH Amazon Detective BT HBRK & X
M EFEER, ATERNAPIFIUMEUNRIE, BXEZER , BZH Detective XHHFMITHEF
HBRE,

REFRE

—NEEMBRESERETNRE, ZESLETINF,

% s
— RPN HIER (WANATREMERI 2 — ) WERE, fli , & ML BB TTeEEETN Nz 8
THR R B NBIRERE 2 HBEXN=mRPERAE 22X W EE

bloom §&i% s 4

—REEN, NESANEIESN , ATURTERENESHRA,
p AT SE

—MEFBRE , SRR MU EXEEARENAR, £ NHRRPSTHEHNAREFRE
(BE8) , EE - IMHREPESTHHNARFRE (£8 ) . ERBAIBPEELHREPVERT
PRI ER

B3 EF

— MBI EERMNEITAENESHEMAREIREINRGRRAERF. BEVSRARERIAR
Y, BlINEEEN EREEEMNMERER, Hib— LR NEENRANIRAEERFNHAREA
LAYENHEERGE.



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS MBS LEERFHEAES ST RN (SCCA) AWS

BFME
BEERGHRREAZES (HMAVSEABMKRIVEABRER ) BHANSANE, EFFNERRE
BT BV AREE M OB,

X
RIEBEHEEN—NEEXE, EE#EFUENE—IMNDIREDT . BUUNINED X CIEH D
Y REEFDIPRFARDEREELE IR AHEDEMSEN D XBENRNIIEED X, HIhEET
EMmE | MUEsZEHE TS, BXESZELE , FSRX T2 X ( GitHub X4 ) .

RN IKEEE
ERKBEALT , BIHENRE , BF AWS IkF/ aJLURR G REBNBEEEHRNENNE. §
XEZELR |, iB5SH Well -Architected I8F I “SSHERBEIRIERF 1R AWS 25,

PR it SR A&
BIRERPIEEMIEE, ENRALMEAGHERN | AEERS YT REMER B HENES
KIRITHEE, MREEETBNEEMIZRE , WA R RN RBRES,

ENXERE

ER BN RENNE X,
TS

DA MAIENE (Bl HE. BLBSREN ) . KBS BT SORE A Sl 5 A8 H IR

H. BXESEL  BHHE AWS LEFBELARS B EBTNESLS R FTEEERS,
I £ E LRI ( BCP )

—TtR , EENNAMETIBEHRAMMEANZENEBERRE , AELLEBREREZE,

C

CAF

S IAWS =X FHEZLE,
BUEIE

MRALAPREMHH B EMRE, HEBEEN , JURBHRAH £ BE RSB,
CCoE

%QELZ_KEHEF/L\O



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

CDC

B R ERE#R,

BEiEHIK (CDC)
IRERBEXRR (BEER ) NERXH I CREXETANAHBENIRE. ZLUCDCATEME®N ,
FlnEITHEF ERREFNERURERS,

B TIE
WES| AMERBAREBHRNA RS, ELUER AWS Fault Injection Service (AWS
FIS) SRINFTRE: , WIEH AWS TGS I E 0 H 148 H 6 R,

Cl/ICD

BSREEERNEFER,

5%
—HADFLRTNGSLRR, HXABH ML ELTUBHE. BREBLEETR, fig,
—MERTRBRE RGP REOAE,

B

B AWS B EUHIEZ 8T | EA T BRI,
Z&E#EL ( CCoE )

—NZEREN , ARHEHBNMMANSRALHE , BT RoHESREK, @AHR. SETBR
Bk, NSEATRARERE, BXESZEE , 56 AWS Cloud 2l BEE ERICCoEM

BITHERSR , —mATHE, TE2NLL—IRSIZHRRNEERE, BXEZER , HEAY
BENTEEEE,

=XRABER

PLATBRIPHBESLHENH B AWS Cloud :
« WE - HTHSRIENFEIBEN , FR-EERMEXHTE
- E-#TEMBEUT KZXAR (fiwn, e|BBRX, EXCCoE, BIUEZEHER )



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS MM S ZEERHEAR LSS IHEEN (SCCA) AWS
- T% - IBRENRAERF
« BB - L@ ARS , Eh ol
Stephen Orban 7£ AWS Cloud )l 5 B8 % E & RN IEE X E =L & 2 hiedl K A B B A 5T ix LR
BHITTEN. BXREMNE AWS TBXBWAXRNES , BRI ERZER.

CMDB

SUEEEERRIEE,
(\EZEER " Jcd
BERAZEFESEFENERNRCEMEMES (03X, ROIFMEE ) IvE, EANSERE

‘B GitHub 8 AWS CodeCommit, BMMRARRBEHRN — N2 2. EHRBSEHET , BNMFM
FEEETAT—1N28E. B4 Cl/ICD EEAUERZMFM#E

T
—MH, EETERROS TN TEXMENEHXEE, XAPWMME | B BIEER LA
MNEAEREEEE | XHMES X EEEmEE,

Ee
BOBAGMIE  DBEEFH SRR, SHRXNEN  BETUSSIBESH, HXERERS
B AR B A B A T4 2 2 B AT BURB A AR AR

HEAMBE (CV )

ATERESE , FRAVNSZEI RS TNERBFZEENIMERAREXNPNES. Fl0, AWS
Panorama 2 CV R MBI AR bR EN M EZH1EE , ™ Amazon I3 CV SageMaker 24 E B4k
BEZL,

BERZ
NFIENE , BEEANTERSZLET(, XTRLSBIEARESTEN , MEABE M
N, TRHEN.

FEEEHIERE (CMDB )

—MERE, BT ERANEEAXREERE T FANES , SEBANRAAHRERE, 8
18 ARCMDBE = B4 & R IV 47H B0 SR,

At
— %5 AWS Config AMASERIE , CTUFLAARKUSELAAMARLHRE, BT

ERAYAMLENR , FEAMSENENZARZIXEH , HEBARFE. AWS K/ AXES
58 , HZH AWS Config XEHHER LS.



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

R ERMIFER (CI/CD)

B MITRAER M ISRARAD, BE, Nid, EFENEFMERNERE. CI/ICD BEHKERANE
B, CI/ICD AJLARBEXIREANL, RETHERR, AERBREAMRINEE. BXES
E8 , BEREEXTNILE. CD UAURTEENE, AXRESER  FEAREXNERS

L& EE I B | Bl anfE 6 RV BUE.
BEMEHPHEFEHREENBBERNEH#T RN 2ENTE, eREMNEZEZEXNREE RN
XBARED , BRI UABBEEENBFENEYRP ARG RS, BIEDEE Well-Architecte
AWS d Framework R Z £ XN —NMNAKE D . EXFAEFE , BSRBIEDE,

BIEER

EFRESHARIIGHSEFIERENBEZANEENLNER , RERARERNBHEBHERENE
t. BIEEBARRENFRZIREMNNEARE, HHENLFE,
& 5 P B

EMEREDBIINHLE , SINERNSERR BB WHE.
HHERE

—MREWER  TRES AN, EPOMENBERERAREPFXEENLGE,
HEHEDI

(LU SE 34RO B TS A B RIE O B, AEFRIRATHRIRR AL AWS Cloud TTSUBEBARS, A
B0 AT R

e
AWS TR — AR N | TR BB R TS 515 S0 IR & TN 40 TS 4
. BXESEL , BSHELNREEDR, AWS



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

BT E

RRGEHBHERGRN ML ER S THRTAEN, TERIETEEWENBRELSIHT , HALER
R, T—HHEENE,

B HIR
EBENEBNEGARREERENAENTRE | fIHBENAER. ERANEE,
BEES
EEWEMGEEBENN A
BECE
—MXEFELER (SMoN ) WRIEEERS. HECEFEREESRENEHE BEATEN
Moo
HiEFEENES (DDL)

ERRET R EURNN REBWETRES,
WIEERAEES (DML )

EBEEFERER (BEA. ERABE ) EERNEARB T
DDL

SNBFEEFEELES.

RERE

AESNREFIRBEHRTIN, EIERRERMSRREGEABVTNHEETN PN TBE
28

RE¥T
— M ML FERERAZE A THELMERIRZ M ABRENRNB B irEE 2 B HRS,
defense-in-depth
—MEEZE2FE  EIRBRE , EEMTENNEP D RN —RIZ SN FREE |, U
REPMBEREPHEANEYE, TEENTAME., HEEXALERS AWS | A BIE AWS

Organizations &N T RERR NS MEFIER , REPRIR. B0, — defense-in-depth AT
RENZRESHRIE. MEIBRMNBLEEERK,




AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

EREER

f£5 AWS Organizations , B RS AT LUEM AWS RAKFREBALNIKS | HEHZR
SR, LKFEMANZBESHEREER. BXESEENRBRFIIEK , S AWS
Organizations 3 #H £/ AWS Organizations# fR55 .

E

ENAER. MUERABEEEEIMAEPTANTRE, BESRERBEFXRAER , ARE
N REFHE R EENEITERRBE,
FFRHER

S5,
0T 14 222 71

—MEeRE EEHEEERTRN, BRATHE LR, XERHLETEHE | RESE
BERMATMB RN RS, SXESEL | BHHE AWS EITHEZ 125 th o ol 2
4,

FFERMERERS ( DVSM)

AT R Sk LT 5 2 o0 R R B AR B 2 R B 80 R ) R B R B SE MO
7. DVSM# B 7 BN B E - KRB R IHOMERBRS AR, HEROTERET L LR oIS
ARBHMEF B S WAL

BPEE
ESHRRANRAUER  WRAYM, T, TURERESE., HPTEXBTNEEP . w2
WA AL

BEE

EEMENT  —RRIME HHE2ERRTERKENERERYE. SERELEEEYAT
BTN EUT AN ERST, XEEEESEATERAR, HEsREmE,
ot

EIETHEABEHRGERETEZFBVEXRNRE LS EFNES. SESHATRREARE. AR
FERANRENER , SINTENEERRIERRGER T,

RH¥EWKE (DR)

BRXSABRERRDAIGEERNEVNBMNBEEANERITRRE. BXESELR , HEHL
THERSENRMENE AWS : Well-Architected Framework = AWS k&,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS FEHES ZEERIERAREEITESRM (SCCA) AWS

DML

SNBEEFEREES.
SR B R IT

— A REXBRBERENF E , B FHAMGCEREDSMNAGPTIRS BT BT & B B Sus S ool
% B#R. Eric Evans E HEESUHIZN R | MEROEZRMERFT 21& ( Boston: Addison-Wesley
Professional, 2003 ) R4 A 7TX— 82, BXIFHIHIIRE1E1TS strangler fig EXE &
AWEE , BSREEREER Microsoft AL, ASP NET(ASMX) i&i3 A 25 # Amazon API
Gateway BEFZRHEM KRS .

DR

SNIERE

RERMN
BIESEERENRE. Hlf0 , £aLLEH AWS CloudFormation RN ARG FEFRFHRE |, A
LAE R AWS Control Tower R4 & B X A Al fES 0 5 B ESR S EN b,

DVSM

BS AT ZMETRRS .

E

EDA

SRR EBIRD o
BEITE

BEARTESMT 0T R SNEERENITEED, SEUHEMRL BT ETURSBEE
SE 3 45 2RI 1

hnz

— RO A2 TR M0 S ST A SR R 0 B TR
a4

MMBEEERNENVNNEZEFRFE, ZANKEATREMAE , MASNBAFRIT AT M
SFUJE.HE_O



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

FIREF
FREUENAEFNEREIIF. REFRSEAFEERSERFT. MeFREXERSKEERF
o

Uiy S
SRS R o

i RARSS

—MALEEURER (VPC ) HREE , SHUAFRENRS. S UEREAM AWS K 5
AWS Identity and Access Management (IAM) Z1E A B2 L 5T RARS , AWS PrivateLink 3]
HEFZFRR, X0k EAAET IR EDRIURABIEZETZHNVPCHEARS. BXESLE
B , 2% Amazon Vir tual Private Cloud ( AmazonVPC ) 3Z#4 i 6 2 ik 2 RS .

A FRAM K (ERP)

—fBEFLNERELLXBUSHRE (HIOLITMMEERE ) RS, MES

(EEpiks
RS —IMNBEZANNBZPARHRTNEBENITRE, BXEZER |, S AWS Key Management
Service ( AWS KMS ) X#FBEEINZ,

environment

EEBITHNABRFNXSG, UATRESITERERARERE

« FRBE — EEETHNRAEFNXS , REARErNARFNROBAMNTEER. TRHE
BRATNRER , ARBRERAR LEHE, XRHEAERHAN TR,

- TERE — NABFNABFRHE , LA THEZNNHARER,

« EFRE — RLAFANGRNEESTHNARZEFIES, &£ CI/CD BEH , £~ HERK
A= ERBHIE,

« LRWR — BROITT KA AP AT B RINFIE TR, XA aFEEFHR, MEFK
B PRI,

x|

epic

HEBEREFT , AR THEARTHEMBEML LRSS, epics B THFERMEKBESHE
EHER. Hla, AWS CAFR2RFaFESFOMERER, pUltktEs, EiMiRkERe. BERY
MEHIEN, BHX AWS IBERES epics WESER |, BSMITXIEEIERE.,

ERP

S BRI

32


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

RERMUEBITE D () EDA

DMBREEATHATERENTRE, QRESUCEHEE  AHRTOSEE , UxIWEX, ©IUF
EARERERER. EDABRTITEL LS THEIEMN I ERTE TR BT,

EXX
EFXREPHPOR, EFFEAXULSZENERRIE. B
BN HEERNRNI,

RIE K I

—MEAMEMEEN ARBETREREFHNES, XEHESENXREED.

HIEREL SR
£H AWS Cloud , BT AX AWS XiF, #2H FEIBEFEKNLR , SRS THRENE
AEMTREIFEABRNENE, AXESFEE , BSHAWS BEREDL R,

WRED X

Jik
4t
B
St
)
p
3
3
o
&
=
a
@
I
it

W

Z mﬁj\io
HHIE

BRARBFITTNA M AR, fln , EFHERED | BEESEHMNESEZHRNE S,
BIEEM
BENTFEEFUNEEYE, XEERTIARESH , TLES EHEARFTITE , Hli0 Shapley
IEBER (SHAP ) MO BE, AXEZELR |, BSMEH AWSEI Y255 ) 18 B Ay o] i,
IhREHE i
A MLREBEMAEE  SEEFEMREEERE. FTEEINENIBEFZERHENZAEE,
XS ML BREEMNKIERIRZE, a0 |, R E/2021-05-27 00:15:37” B9 & 720217, “H
B, “28°M“15” , N A2 SERREBIERK 2 <MW EEZE I BAER,
FGAC

S B HE LR,
BAHEES () FGAC

ERZ MR R BIEL T EE R,



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS FSEHES ZEEREEARETITEREY (SCCA) AWS

RIATR

—MBEEIBLE  BUEMAEERESS  ERENREAIBHE  ERENRBAIBH
&, MIEFEADHEE E. BiR2REIRERERE,

G
5 72 45

BES iR o
HhIEPR | ( #bIEEPELE )

Amazon Ry —N&I CloudFront , A THEIESEER/MXMWAFRHRABRD XK. B LERA R
PIRWMPALFIRKIEECHANCELENER/MBX, BXEZEE , S CloudFront XREHH
FBREINBHHIED Ko

GitFlow T/EFRTE

—MEE, EXMEER , TENLEHRRERRBEREREATRERND X, Gitflow THERER
ANRESNTERE , METETHITERERARN. BEENFE,
Exp

EFFEDRONERMEN. ENRARNRALFENN  CTNBEREFER , HRSX
AR (B ) BEMNRS, NREEET BIGEMIEN | 1Tt
SHEREL,

B4 AL

—HMERAN  ATEARENERRTR, RBMSHMMYE (OUs) . TFAHERATFHLEISHITRE
DR EFEEAMERE. ENRERRSESIRBENAMMRL FZIAN . GUNERLF NS00
REEEANEMERE , HERBRAH#ITEBE. EI1IEIER AWS Config, . Amazon, AWS
Security Hub GuardDuty AWS Trusted Advisor, Amazon Inspector #fl1BE X AWS Lambda % ZE
R,

HA

NG
=
i}
|
=
F



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

FHBEETIR

HRBFEEFETBEERATRERIEFSIZEN BIRBIERE (512, M Oracle 2| Amazon
Aurora ) . FHITBEEREMRYW TN —H0 , MEBREWTER - HEXNES. AWS
7 AWS SCT R#BhSRI R KR,

= A A (HA)
EBEEBRRERN , TEARLTETHEIELZITHEED. HA REEE BB ITHEREE.
BERMEBIFMEE , HUKPHHEEMALETRARMNBE,

I EBTEEIMRAL
—MATEREEEAR OT) REARCHNARUNEFHEFELFERN G, HEHREER —T
ATWENFMRE I PEMRRBIENBIEE.

ERBIEETR
FRBEFEIBINREZE —BIEESIZNEREIERE (S0 , M Microsoft SQL Server i 2|
Amazon fo RDS r SQL Server ) » AHEIBBEBERERINIEREETIEN—HD. ERILER
ANBEEEAEFRIEBEN,

ZERRNHSE , AN ERERIIANRCRE. SERERRFTESHRFEENFMHEEIS
RER PR E R IE AL

EXNERF
HXEFRERXBRENEZBE, BTHREEY S EFBEEREAEN DevOps X TIER
B2 N#HT,

hypercare & Hj

Bl s , TBAREAEEMEZEFEBHNAREFUERMEM BN AR, B , XN
Hi$F4E 1-4 Ro 7 hypercare MG RE , IBAREESHNRARFNIEEBREEERR.

laC

S ER R EN XD,
ETHOHRE

B nE — MBS MAMEAYKEE | AT EXLEAME AWS Cloud FMEHR R,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

ERNAERF

90 XRAFHHCPUEM R 5% E| 20% <ANNARERF, BIBTMES K BEXFARENAER
R ERE AR,

lloT
BHSF Tl Y ERM
A AI 3 B At 1R e

—MRNEFTEMBRTEBHEMEDN , MAREH. B4R ERINEEMBLWIER, T oL ERM
ZERIARR EH A EMBENE -, 05, FEAfll,. BXEZELR | HFSHE Well-Arch AWS
itected Framework BV F A~ ] ZF B Al 12 e S B M R E SRR,

A¥ (A0 )VPC

£ AWS SRR | VPC— A TES, REMBHEKAENARFABHIMEERE, AWS 2%
SERWBWERAAY, HENREVPCSIREMBKS , R NARFES ZHEERMZERIX
mHEE0,

BETH
—MEERE  EXTRED  EALENARF D RN RTER  MAR - B,

o, BHRAARIFILANMRESIALEIRIFTRE. EBIN—VEEE , EAUES IR HM
WBRSHAFT , ETEFEABRERLS, IMERBEET AAEIBHRIRE,

Tl 4.0
ZAREBEHZSH-HEM ( Klaus Schwab ) F2016E#H |, MW RENERE, SMHIE. 8301k,
DMAMALER/ANBEINHSRIAHEREANRL,

i’ ke

NMARFAEREENFIERBENES™,

ERL RN (1aC)
BY—4REEXHTMENEENARFEMZEASRE, aC EEHEBEZEFEEREMIEHR, XN
REMMELCFRET R, A EEETES M., TREN -,

T B (I10T)

AT L IUHERKMNEARBRNRE , SldEl, &R "E. BErfRE. £adZziKil, &
XESEE , FEHMETUWYER (lloT ) AL EERR,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

K& VPC

£ AWS ZFEEF , VPC—F A T EEVPCs ( HER TR AWS X1 ) BB FI 2 K & &2
EHNERERENEFTR, AWS Z£SELWRBUEAAL, HIEFNREVPCSIRBMEIKS ,
RPN ARFS ZHEBRR 2 EAREEQ,

YIEBXM (10T )

HHEARAN BR[O ERVERENREARNMNE | XEARB[HLLERET BB A it
BEMEEEMXRZFNRASHITERS. BXEZER  BSAMTLE 0T?

I3 Eqs
CRISRFIEEN—FESE  #HR 7T ARAUBEZRERNTMNNFMEBRTFEMANEE, BXE
ZER , BSREASZIIVSEFIER N TAWSHEEM,

loT

2 m%ﬁ* |X_X.| o
IT S8 (ITIL)

\

i

RBEIT RESAEXERSZSHFEUSERN —ERESRERE, ITILA... #HTEMITSM,
IT REEE (ITSM)

NALRRIT, KiE, EENXZE T RSHAXED . ARXFESEEITSMIEERNER | F5
FiZEERIERE.
ITIL

BHSE T EEE,

ITSM

BFSH T RSEE,

L
ETHREMHRES () LBAC

EEEEE (MAC ) W—MXEAN , EFABAAFPNBEASIE T Z2REE, AFEE
RENBREREIREZ RN RERE T A5 A LLE BIHRLTMS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

2RKX

landing zone R —MRHETE, AT EBHE AWS Z2MZKFHIR, X2—NMER , BHALR T
MZXE O EZEMEMREFERRESHNBBE IEARNNARRF. BXEREKNESE
B, BZRARERL BT BHNZKS AWS B,

AHEEB

E® 300 AMEZRSFER
LBAC

SAETIEN T E2RE,
RIKNR

BFHITESHAENRERRNSERLRK, BXEZER , BSR XTI NASENRT
o IAM

HEITR

7R,
N R RS

A EBRBEERTPORE. BESATTINF.
TRFE

SNIHIE,

M
MEEEI (ML)

—MEREEARARETERNRGIMNEINATELE, ML EROKIE (SN (10T ) &K
) #ETIMANET , NERETEANKIHEE, EXESER , BSHAIEF,
5

X

Z mﬁio

R

\

¢l
gl

¢

MIZ
0N

EEREUENZEHBRLNERY. EERFTRIBATENRE, HEHBREEIRERER
RBEE. BERGNRASERE. B8R, RN, HRFARD, BIRRENEBRIZRSR,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

RERXRS

AWS 5 © AWS ETEMIRERE. BRERSENES , B LG RIKRKFE IR ER
#&. Amazon Simple Storage Service (Amazon S3) Service 1 Amazon DynamoDB Fi 2 E RS

B R, KBRS R R RS
| AT RS (MES)

—MRAERS , BTRER, B2, CRNEFHEERFREM SR BRmNES TR,

MAP
SHEBMET X,
ALl

—ANEEANEE , EHEES  EUGETIE #HHITEMEA K RAERELRLUHTRER,
MER—FESTIEFEREBNUHNEL. BEXEZEEL |, 55 Well-Architecte AWS d
Framework A 89 f¥5 22415,

FX 53 Tk P
AWS Ik BREEIKF I, B TFHHALRMNFTAE AWS Organizations, —MNKF —X REER — 1M
LR R

MES

SN HERITRE,.
HEBRFIEN 5 () MQTT

—ME T 25T RAERHNEER machine-to-machine (M2M) BEHYL |, BB T RIFEZ RV N
B

MRS

—fNEGE S RS | B BAEE SGHITEEAPIs , BER/NEIMTFARAE. fl, REERE AT
SEMREESED (NEENEH ) FE (MWK, BRSO ) MRS, MRSHFLE
BEE RETE. ZTHE. TEEEANKBNREED. BXESER , BS5HER AWS
T ARS 2R AR SS SR A AR S5 o

MRS 2R

—MEAMVAGAHNENAREFNGE , SEAHHESINNABRFERENHRSET. XEMR
SEABRESBIABE LNEORTER. APISZEMETNENRSHAIUERH, MEMY
B, UBRNNARFHENRENER. AXESEER , BEHELXIHES. AWS



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

Migrative Accriptive ( MAP )

— DR FERE, BUIMBRSH AWS itk , EEFEBELANIBIZREEXNZEERM , #
HHIBNABEERAE. MAPERE—MURENFARTEEIBNIBSE , UR—ERTAIH
THMEERERZRNTE,

AMEER

FRBDRAEFEES REIBIZHINERE , B8 KPP UERNEEIBESNARER. &M
BEANEEMBERENRESERMNLERHI| , XHHER. TEMRBEAKNIBI] , BIE
HCRBER G ECITERABNER, X2 AWS T XHBHNE=MNER.

T

BEERRERARA , B Hab,. BENFEECIEARTIR, TR I BRBESEEE. LSoH
MAMrEE., TRIRM, FEXARMMIE sprint T4EH DevOps Tl AR 20% 2 50% Kyl
NMARFAASHTES I FERILNESEERNEAR, BXRXEZER , BSHEINEREREXLTR
I WiTieM=EB T #88,

E% TR

BRTERIBAMENNARFNRSHENES. SENIBEABFTEZE-—ETRANEIBAHE. 8
THENROSEBIRTFH, ZEAM AWS KK/
EBERX

—MAUEENIBRES , FAYE T IBRE., TBRENRURFMERANIBNARFIRS. =
5 - EC2fEA App AWS lication Service N EHE# 2| Amazon,

EBAESTTEN (MPA)

—MELTE  BETATRIETBIMNLSAMNES. AWS Cloud MPARHE T H AR A ST
A (BRS|[AEFR, EMN. TCOLLR, TBRADH ) UREBITH ( MRARFHRED T MK
e, NARFSE. IBRAELRFFNERIAL ) . ZMPATE (FEEF ) BAHE AWS BiF
FMAPNE IR TR S SR 14

EREZFRTN (MRA )

ERER. RATHALANZHRERS, RHEBNSE, ABETH IR RN EEE
AWS CAF, BXxEZER , BRI ERERM. MRARAWS FBEMAIE —M .
TR KR

B TAERSEB IR T E AWS Cloud, BXESER , WSHLALRAN 7R RAMH AL
B AT

40


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

ML

SRHEEF o
AL
HEEH (EENSHES ) NARFRAEMRBEENTTFHE, BUNSETRANRS |, U

BRAERA, BERENFACHF. BXEZELE | H5H ) PHWNAEFARIHIERE, AWS
Cloud

AL HERZBR TG

—MiHESR BB THEALANARFNIARLCARZER ; BERSE., REMEBXR ; BEA
LARBESARE LXHXENRABREFNRFRS, HMEERRBEMEMNER. FARBIARL
HEERXENMERNERHAVREABRURBRERNZENTHIT. BXRESEEL , HTSAPITHE
R R 2R IALEY AR AWS Cloud,

BHRNAERF (24X)

ENEERERSHENENMNRSEZTHNARF. B4ENARFE/LIMMRK. MREMNARERF
TIREM T REE |, My BRENRY, BEABENER Mt EENRAEFNIIEES
TEEMER. FERRXLERR , TAERAMKRSRY, BXESZER , BN EED BN

B

MPA

SN EBA ST,
MQTT

BHSFE SR SIEN L o
eSS

—MEB NS PR ERTN (FUREMALER— ) WEIRE, FlW, ML ZEE ATRESER XA
FmER. AFERFN? RUWEF&RBNEBA LRIV m?”

A 2= ELA IR e

—fATERMERINEE~THEABEMENPER, I TRES . ATEHEMTHN
4 | Well-Architect AWS ed Framework 22 i {# 7 7] 28 Bt % e e h JiESRER,

M 41


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS ABHES

ZEEREEARETITEREY (SCCA) AWS

—MEBAE  EXMAEF , RIEASQ2EIBEBHFLET. XA ELLEKEIEE ,

—HEBEE  EXMEEF , RIFEABLTERLATEHIBIARSE. EEBIRES , EET
FEREHNNARF T UASREEIT, XM ENEINEAFTREE  BEATXBES THERHE.

O
OAC
RS R U5 17 R 2 1
OAI
SRR &5,
OCM
SNARTEEE,
ps dun
BEERTNEEXRIERE,
Ol
ZUEEEK.
OLA
2 = B R BT
OPC-UA

SN BREBRE-5 — 21,
FF ORI BIS -5 — 2R (OPC-UA)

— A F Il B31{LBIM2M machine-to-machine ( M2M ) BE#Hil. OPC-UA BEHKIEME,. &

DRI RN RE EIREEIRE,
EE R () OLA

—Ipi , EET IT BREERR)ABEHERNNAR |, AFEFRS KB () SLA.

BRIEFEEZBERFE (ORR)

— R RBEEMMERNRESSR , UTHBERER, TE. MPhREDEHMNTENRENSE. §
XEZEL |, 21 Well-Architecte AWS d Frame ORRwork FHIZE HEZ 150 1THE (o

42


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

BEBKR (OT)

SEYEREREEANESNTLZE, REFNEMRENEHNRERSE. E6ELP , OT FE
BEAR(IT) REMWERR T 4.0 BENER.

EEEES (0)
E-PXIUEEIRCAERE , SEREIR. BHLNER. EXELEE , FSREEESE
Ho

4H AR R
HEIZARER AWS CloudTrail , AFicx AWS Ik FEA LK FTEE4 AWS Organizations.

ZRIRBEEN AWS K- P EIEN , BTHLAN -5 , HRESNMNKFHES . BXEZE
B, FZ 5 CloudTrail 3£ 7 19 v LA A 6 2 R ER.

AAREEE (OCM)

—MMAR, NFSHAEEEEAR, BBEMLSHEENER, OCMEIMREERA, #R
WERIBUAR D ACMARTE | FEHAL N RGN R ERNTE, £ AWS TBRE
B XMERMANARME , ANEZRATEFERENEE, BXESZER , HSROCMER,

RiF RIS ( OAC)
R —NE5EIET CloudFront , AT BR&I1A B LR &HY Amazon Simple Storage Service
Service ( Amazon S3 ) & . OACE£EPZFFFTE S3 7 AWS X, A AWS KMS (SSE-
KMS) B RS ERim N2 AR XY S3 7 Az SPUTHIDELETEE R,

FIRIG R &4 ( OAl)
H CloudFront , —/N&EDL , AT RR&IAE LRI EH Amazon S3 WE . HEFEANOAI,
CloudFront 282 —NMNEMK , #f Amazon S3 #HITH BRI, KT SFMRIEINEAREBIHE
CloudFront 0 % 1518 S3 BTN S. FOACESHEDIRM T ERMA LR/ E =,

ORR

SAZEREBRBRAFEE,
oT

ZHEERER,
H¥E (A ) VPC
AWS ZIKFRHF , VPC— A TABMNNARF RSB REERZN. AWS Z£FER

HEWER A, HENREVPCSIREMEIKS , RIFNARRFE 28 BB 2 B #y XX @
Ho



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

P

R PRiL 5

MANEIAMEAMIAMERERR  ATREAFRACTUAENRANER, EXEZEL , 5
2 IAM 32 A4 e g9 £ PR30 57

MAEBEER (PI)
BEEEEHMHAXBESRS BN TR TEEH#MNASHNER, ROAPIEERSR, ik MEk
REL,

PII

BEENMNASHESR.
playbook

—EMENNSR , ATHREIBEXNIE , SINESPRAKIEETIEE, playbook A EAR
ABA, BMtETFMOER , AR BERARCHEFRENRERSRAOBE,

PLC

20 A w2 BIEHIER.
PLM

—AMNR, AREREIRR (ZAETHEANERE ). BEEFRKE (SAETHRNER ) R
E XA L FTE MK B & ANPR AWS Organizations ( S0 IR IEHIZKEE ) -

SEEFAML

BREHEHREAMEMGER | JRIERHMRSHBEFERR, MRENRS KA AR BE
FHER , ENARLKBESNIETH T E, NRUBRFEARESEFERNEERFHE , WA
UERBWSSIBARS , ARGEFNVERNTT Bt AXESEE , BSRENRS TRIUK
BEREAM,

AN

—AMRI, THNAENABRFASRKERUAYNIBNETRE. BAXESEE  BERHTEEIRE
18R,



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

57

BREtrueK W ERZHfalse , BEN T FWHEREGF,
BIETHET

—MHEEFEERMLILER , TEERRHEEERATHRE. SFBRDSTIMNRRBIEER RN E
MBEE , ARSERMRE,
il

—MReRE  SEHLESARE, XERFIRE B , BB LERE R T E SR EH
BHER, BRESZER , B5HE AWS LR 26 P AT 1= Hl,

E73
B AWS ATIITEREF BRI R RBSHAE, ZREBER AWS K/, IWMBERAFNRAF. BX
EZER , B RIAMMXE R A B REEEHREMEE,

BRAAIR LT

—MRFENIRMCIERERRILNREIRES .
BERERX

WERERRE—NEE  HPE2NEEHBEAE Amazon Route 53 MR — N 4
VPCsHEMERE FHMDNSE Y, BXESEL , H55H Route 53 TR EE XM E
A,

EzhEH

—EEBLFEFEANBE RN L2, IERFX2ERRER XN ERITAR, WRAIR
BT H#E , WFaXHHATERE. AXESFELR , 55 AWS Control Tower XK IZHIS
ZiEE , ASNE LRNBREZE D E3HEH AWS,

FmEwEAREE (PLM)

ErEmBENMEGART , Ngit, FAMLET | BIRKMEF , BERENBER , NrmitTH
BEARENEE,

EVRZ N

BNFHE,
MRS EEHIE (PLC)

EHELF , —HEETE, ENMENITTEN , ATSRENSEHSIHESES N,



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

BAE1L

ASNMNESERBESEFNARRTNER, RBICAUBBET AR, BRECBENEAR
AR

RWNATH ( KWATE )
—MEEHBRSARSBENERX , URETT BEMBNEED, fl, FETHRSHMRSH

MES , SRS AT BURF S 4 H B R B B B AR S5 AT BT B RV SIE . RETUEFTERRMIRSHE
5T AN DT B AR S5

Q
Bt L
—RISE , flIES , BT IHESQLRREEEFERSHNEE,
BT XIES
HSBEERSEICEFEENSZETI T NBEEFERRERERER(LZHIR, XAEEHASITH
&, AR, MERE, EWSHHEERNBIEFESIZEIMERN.
R
RACI4E[E
BESRRE, AR, BHMAE (RACI) .
R
—MESRM , SERLEXNTENRSIHEN TR , ESNERN L,
RASCI4ERE
BFZREME. AR, FWHMAE (RACI) .
RCAC
BES RTINS A,
Rikg=A

ATREENHBEEFRAE, SWAHEAREIREREER , LUEBEREEN AR,

Q 46



AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

EX

R7R.
WE A B# (RPO)
B —ARRRE SRS B E, SORE T ML — MR S TIRS o 2 TS 5
BERER.
WErE B4 (RTO)

AR 35 mp b M) BR 35 MR 2 B) AT 432 32 A9 B KHESR o
XA

W 7R,
X i)
WIBX BN AWS BRES. S AWS Kil 2IH , 4T FRANXE , URHRASLE
REMNBY, EXESEL , WHEERE AWS Kl Sk 7 A K.
A

—MINBEN ML &R, i, ERRZXEETHNENRSZD 2 "HRIE ML RE A LUER LM
ERER  BREEENCEHEX (WEFER ) XTNEENHENE.

BHEE

N7R.
A

EHBIRT  EHEFREEENTH.
T



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

R IR S e

N RAEFIRE RN PR RERRED, EPAXEMER , STHAMNIEREREILNERRE
&, AWS CloudBEXEZEE , S HAWS Cloud 314,

E T RIRAY RS

— M N R IRB KB , HI20 AmazonS3 M. ImRMBE R, LLRRIEE T RIFHLEEH
i, XERRIRAELUR AAUH B RV A H AR

=E. IR, FRMAE (RACI) &
ENZEIBEIVNEENTERANAGMITENER. EEAHREEFEPELHTESR
B AR (R). BE (A), &if) (C) MANE (I)o X¥F (S) RERALER, MRBIEFF , WZERK
JRASCIERF |, MRFEBEBRES , MFRNRACIHERF,

W 37 14 428 )
—MREEH  SEEIXNTREHIURELZLELNBERARTEESE. AXESZERE , FSHE
AWS £ 3K e 22 4 422 1 o (9 Pl 57 14 22 61

RE

TR 540 BB o 1 R AT R
7511515424 ( RCAC )

EREEXHRANPER, RFHNSQLREN, RCACHITHRMSI AKX,
RPO

SN E = B #Ro

RTO
2 WLk E B8] B #F.

BITFEM
RITREESHMEN—EFFIHEFIEF. SINEERN THILEENHRESSHERENEFMIR
T8,



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

S

SAML2.0

RZHMPRME (1dPs ) ERANF BT, WIHETXIAKEL[EZR (SSO) , AR TRE
& AWS Management Console A AWS APIR{E , MAAXIAMA R FHENATFHLIRAF,
BXSAMLET 20 NEREBORIENESER , BSRAETHXTESAMLT 2.0 WERE 56K
iFo IAM

SCADA

SNEEEHNBERE.
SCP

SRS 2 HIBR.

secret

£ AWS Secrets Manager , BUMBEXEFHENVNERLZIRER , SIUEBIAFLEILE. ©H
RRAEREABFELAR. ZRETUR-#GE ., ENFHREIASNFRE, EXEZEER , B3N
Secret s Manager R E T4 ? £ Secrets Manager X34,

24k
—RRERREEHPNG , T, RUKRERDTHERARL AN D, RLBHTES
RP - TR, GUW, WRXAMEDR,

4 A
RANREHE , FEEAEARENERE, XTRSENRAEESNRE, SHETRENRYS
R RBRERARE AT TR ENINEZERE,

Z2 EEMEHEE (SIEM ) K&

EETREEEERE (SIM) MRLEHER (SEM ) RENITEMRS. SEMRELKE, Kz

Mo KRAERS R, WE, RENEMGRROBE , ARVBEBMNRZLFE , HERER.
REWEB L

—RE L HREENRE , EEAPRNREER LN, XEAFLAENURSBEXR

LIRHIER |, BEEIHE AWS Z2HERK, BFENRENROISEBSRVPCELA, B

Amazon EC2 LB FHRIE$,

AR 35 25 i A0 27
H R BIERE B AV 3 BdE AWS BRSS #=ATINE



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

AR5 2SR ( SCP )

—FhERE , AT £S5 AWS OrganizationsBV AL FFFEKFHINR, SCPsHEE R AILLE
BAPRACHNIREE PN SISEERS, BUUSCPsSEAEATIRRIELTIK  BE
AFHBIEPLERSRIRIE. BXREZFELR , FZH AWS Organizations 3147 i B 5512 HI K B

S
URLEY A CLAH) AWS BB, BAMERRS  BdRpRrRERNERRS. AXESEL  #
ZH AWS —fi8ZE B AWS RS i Ko

BBk () SLA

— i, BT IT ARAERFEFRXNNAR , LRSS EEZITA B MR,
AR5 R A48 R27 () SLI

NRFHRETENEE , fIMMEHERE, THEHELE.
AR5 45 B #x () SLO

REBSESTRRN BArER , RS RAEREE.
TAEHIEES

WREECREEEM A EAREE AWS HRENEE, AWS ARZNELE , MAMNRAREH
MEe, BXEZER  FZREEHIEES,

SIEM

BSALZLEENEHEERS,
B I FE (SPOF)

MRAEFHENRBAFHNKE , TESPHRS.
SLA

Z AR S B Ao
SLI

SRS R BB T

SLO

SRS K 5 B #ro

50


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS FSEHES ZEEREEARETITEREY (SCCA) AWS

split-and-seed & #!

—Ry BAMINERA T E RN, BEENDEN=mEBNENL , BOHK SIS A H~
mA. XEPTH BAKNEINERS , REFRAANITERER  XFRECH. BXRESE
B, FSRATN DM BEENARFIALN DB BE E. AWS Cloud

SPOF

SHESHIE,

star

—MBEFEAR[LEH , EERA— N AEEXRIRFEIZBEINERSE , AER - HS RN
MEERKFEBBERME. KENETNERECEPEARATHLERB MR

strangler fig 3\

—MMBENESEENBERRGAYEEZTUEARENRERINEARENRILN T E, X
EXALXRRBENRL  XHEBEREKN—KHN , RAKBABRRTEE. ZEXEH Martin
Fowler iRHH , ENEELKRENEEXNRN —fEE, BXxMMANARERNNTE , ESH
FFEE K Microsoft ASP I X{b. NET(ASMX) B A B & Amazon API Gateway & iRt H
FRS .

T M

&8 1P ASEEVPC, FRMAATEANATAXAF,
BEEFINEHIERE (SCADA)

EHRELH , —FEARGNREREREBLASNETRENRE,
XS PRI

—MINBEE , CEAARNBRARMNZNBEZLRE,
REM

DEEAFRENARNMNHARSE , URNEERBRLEE R, RALUER Amazon S
CloudWatch ynthetics SR8 21X £

RE

RATBENREN , ATHLARR. AWS REAHBEERE, Hal. A4, BRNWER T,
BREZER , FSHARICEN AWS FiR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

BrEE
BHEEEX ML AZEHTNNE. SEEHNEREE, flW , EHEHRES , BIRZXEARER™
miER A

EEIIE
—MESEITFERATRERENTE, F5IREESTFMNRENETHAERES TR,
XTHMERES , eeBEMITAENE. MEENEE,

pIRESZS:

BNTHE,
I
REH ML ERERETHE, SKBLIREE ERER, $IEEEIISREFERITH AN

REERFZNER (EHFETNUNER ) WERX, RehbBRXEERN ML EE, RE , &7
BAEA ML R EXS T HIE B ARay#T BTN o

=0 PS
RERMXEMEREFL  BUHEREE, VPCsEXRESZEER |, 1521 AWS Transit Gateway
XTI LRPEN X,

BTSN TERRE

—MEE  FRAREDRD PR EMN A  AERXLEXEHIESIXP. RFE,
BIFFHED XHWERF R, MEFMEFHRR,

AJ1E 17 B A PR
NEBENRSZSRETFNER , LERKREBEMNHL S AWS Organizations REKF FHITES. HE

ERSHEXNACH  ZTEEANERSS2ESNKFFEER—NAR , NERITEERS. BXES
f§8 , 55 ® AWS Organizations X AFEIAWS Organizations S E i AWS BRSs —#EFE o

L1t

ERUGTENENAE , UIE2E ML EERNERM, flm , EULBRERFEE, ML
AETRNRETZREEXESRRMAMER | MNTIZ ML REL,

TR 487 A BA

—“N> DevOps HIBA , B MEEERLAETRE . IR EEHE ARYMAE AT R E R4 TT RSB 20 E.



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

U

THEME

X—ESENRTER, TEEBEIARMNELS  XEFRTRLWATANN ML HENAIFEME, T

BEMEARPRE  AHITHEMRBERERN, FTEENHFEERN , MERXTHEMERBHEF

EANREMENESHN, AXRXESZEE , FEHAENREFIRETNTAELIERM,
EEES

BN EETHF , BN TNARFAFENIE  EFRNISLAFRHERNEIZ SN
B, TENESHRHISERE, EFNBTEAX.

LERHE

SRHHE,

V

vacuum &4E

—MHEFETRE, SREREEHNERITRE , ERFEZRFRESER,
R A $2 A

RIEFHANIENTE , flIUF#EDRRBHER.
VPCEM

FEZBWIEEVPCs , A EEALE IP it BAKRE, BXEZEER |, 5% Amazon VPC
X4 E VPC Peeringo

PNl

MERG RSN RIEE R

W

—MEBELERRNAEXBENEIXER. BIEEXFIATUMNEFXEFER , XENER
A IRIER,



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS $sBi IS £EESBEALTL SIHEEM (SCCA) AWS

iR 203

TEGEBNHE, EWLRBEN  BEATREZFEER,

[ mETE
— M —AUEM SR EHAIERERNTHTIHENSQLEHR. EARKBNTLEESRER ,
Planit Bz L R E L /TTHEX BT RITHE,

TS

—RIFRERMAE , eNATRREHEFLME , AEAFFHNARFREREE.
TR
EBMEPAT -AREESHRENM, SMTHERBRBILIN , EXFME FELTER.
I

Flmn  AETERMTHENABRFHNLEER. RAANFMBRETBTHE, 46 TERMX
EFRXNAEIBIER , ARIBRS[MNAER,

WORM

®

LAY

;QJL /AE‘A g’lﬁ"o
WQF

ZIAWS TERE A HEHELR.
BE—R , ®&ZIX (WORM)

—MEEER | CAU—REARSE B L BIREER RS R, RNAFTURESES IR
&, BRNTENE#RTER. XBEFEEMEBEMEIANRTAIER,

Z
2 HRERA

—MRAARENRENRE , BEAEERG.
F R

A FRERATEBENREIRE. BHEATEFAXMEENBRIRERSE. FEAARLER
I&Eﬁﬁiﬂﬂﬂlxﬁlno

EFNAHRER
FIHECPUBRFEARET 5% NNRAERF., EXBMEF , BR2EFAXENARERF.




AWS FSEHES ZEEREEARETITEREY (SCCA) AWS

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,




	AWS 规范性指导
	Table of Contents
	美国国防部启用安全云计算架构 (SCCA) AWS
	目标受众

	着陆区加速器概述
	计划您的 LZA 部署 AWS

	SCCA 组件和要求
	云接入点
	虚拟数据中心安全堆栈
	虚拟数据中心 Managed Services
	补充服务集成
	操作系统修补

	可信云凭证管理器

	结论
	资源
	AWS 文档
	其他资源

	文档历史记录
	AWS Prescriptive
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

