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EFEAXEREGE , BFERNEZIT Prometheus KB Amazon EKS EEFMRZ K- EA IAM A
&,

BERSK,E IAM A€ |, B0 IAM A& 5 Kubernetes BRSIK T XB, RJg , LIRS K, Al@
ERENESR Pod PRERREE AWS R, BXREZER , BSRBRIK,H IAM A6,

MREBERREXLEAR  FERB RERSZAEM Amazon EKS EE8FEEUERF FIHAIRER
B, ZHoHRBHERFEMR eksctl, BREZER |, S H Amazon Elastic Kubernetes Service
Al -eksctl,

(® Note

MRHERTE EKS £, B ERFEIZLA AWS FMFAE R4AHESER T Prometheus BYE b
RERS , ME wiﬁﬁﬁgﬂﬁ Sigv4, EKS-IAM-ROLE

SERA RN Helm BRFMEE 10


https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://helm.sh/docs/helm/helm_repo/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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SR 4 1 REH IS BT A EBULA

ELREFH Prometheus VB HFH545 %1% E| Amazon Managed Service for Prometheus T/EX | &%
BUTSRIEE,

Z I Prometheus LI HIFE#5 K 1% F) Amazon Managed Service for Prometheus T/EX
1. FRAXAREERLERZ N my_prometheus_values_yaml X4 , EFEBELUTRE,

o ¥F IAM_PROXY_PROMETHEUS_ROLE_ARN ####t##### ARN, amp-iamproxy—ingest—roleiﬁE
RS AEM Amazon EKS 8 ERIEFR
¥ WORKSPACE_ID &#:5 & Amazon Managed Service for Prometheus T4EXH 1D,

« ¥ REGION E#t 7 #& Amazon Managed Service for Prometheus T/EX K X1,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. WAUTHSLLEIE Prometheus RS 25,

« prometheus-chart-name&ik 7 &M Prometheus A% #h,

* prometheus-agent-namespaceB&iRNER Prometheus 75 H& ZE 8 1) & 75,

HR 4 REHIRS R H IR BREUER 11
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helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

#5i) Prometheus FE#x

NE , EREEENE ITEX , EAUNE#ITER, ERERNERSEZREAEN Grafana 23
RS KR ERIER. EATH , B 7HOMFEA Amazon Managed Grafana M Amazon Managed
Service for Prometheus & if1E¥x,

(® Note

E 7 ###1if) Amazon Managed Service for Prometheus ¥#REIE 75 5% |, SiEH Amazon
Managed Service for Prometheus API , 2 %1 Prometheus 545,

ANRREELUET — AN THEX , FREEBEPRIUER

& O] LAE PR AR Prometheus ZE#1ES PromQL RTE#, Bx PromQL REEZNEZEER ,
SR Prometheus X#H Y Querying Prometheus.

Amazon Managed Grafana £ — I X F R Grafana £ RERS , AIFLEFR. £B=5ISVH
B, AWS DR AT AHETILR 2 A7 3R TR AR S

Amazon Managed Grafana for Prometheus X ##f#/H Amazon Managed Grafana £# T#EXHHE
¥Ro 7£ Amazon Managed Grafana &A% , BRI LUET XTI B K Amazon Managed Service for
Prometheus 1K ,  Amazon Managed Service for Prometheus /XN HIERIRE. Amazon
Managed Grafana & i8] Amazon Managed Service for Prometheus FFEER & AR EITHNEE.
BxM Amazon Managed Grafana 8125 Amazon Managed Service for Prometheus HYE Y ¥ 401
B8 , 55 Amazon Managed Grafana F F° {§ I R YL BA

#&3& ] LLfE Amazon Managed Grafana & & Amazon Managed Service for Prometheus ik, BX
RESEBRERWIRE , BSRFIREST IS HEE Grafana IR Grafana £,

EHENR 12


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
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® Note

MREE R Amazon Managed Grafana TEXEE RN EAFE VPC , M A5HF Amazon
Managed Service for Prometheus TEXE#EEIE — VPC, EXEZER , BSH A FEE
ZE 5 #HIEE Grafana VPCo

B 13
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B Prometheus T/EZE RV BB RS

THEXRETRTE#NER Prometheus 1EFRrRVZEZ2H, THERXIIFBANLHEZS , ATRENAEE
B, GImEH. HH, BRI, AREFHERNERS, SAUUERKFHNEIMNXEFE -1 RS
N ITHEX,

FERARE D FHSRECIEMEE Amazon Managed Service for Prometheus X,

£
« 7 Prometheus T EZ= A 812 57 i & RS
- wEEAT Prometheus W S EE RS TIEZE(H)
« BFIER T Prometheus I B E RS THEZEREE , B23E ARN
« HiBR Prometheus THEZRINL SHIEERS

5 Prometheus TYEZ=E BT D3It E RS

BRBLUTSEEIZE Amazon Managed Service for Prometheus THEX, &ALk EH AWS CLI
2 Amazon Prometheus £ & RS 12414

(® Note
MR BIZITHI R Amazon EKS &8 , th A LAEAE A T Kubernetes BIAWS 12 &l 25 81 2 F7 &Y
THEZRE,
EFANEIEX AWS CLI

1. WAUTEERLUBIEX, WRHIBIERN my-first-workspace WIERX , BEUIRFE ,
AUEAEMEE (RFEANE ) . TERKIBRRFEN , BB THRAIEX, %%ﬁ&ﬁz
EREE—H. MAIEZETNEEHERNGSE , BB IEZRHBEEH —WI(EZEE , XET
{EZ= B BiE A T Promet IDs heus B9 Amazon FE&E RS 4 Ko

(WiE ) EFABCHKMSEAXNEEETEZRFNBIEHTME , AEEEAN AWS
KMS ZH s N AkmsKeyArnS#., &AEA T Prometheus L SR EE RS T 2 M A UWESEE A
BERFRERANSTR , Bagar-£5KkBNEBHAHEINTEMA. AWS Key Management Service
A% Amazon Managed Service for Prometheus TEXHHIFEMER , REWNACIE, SEMER
LHENEEFPREBNESER , BSHABSMNE,

BIETEX 14
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FES ([]) FHSHRTESEH  FEESTHERHES.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret,Team=My-Team]

WS RHRE A THIE -

« workspaceld Bl THEXHMHE— ID, i2 ik ID,

« arnBiXMARNIEXH,

« status BRIEXWHIRS. SIBIEXZE , WASRAEEILEIZEN CREATING,
o kmsKeyArn EATNZITEXEENEZEFEETH (MRBEH ),

@ Note

ERAEFEEZHCERN THEXTRER AWS KEKRERHITRIG
EEARREAESREEZHAER AWS BARH, FRAEFEEZHUENITHEXI
FAREERNER AWS BERH (RZFR) .

* tags RIEHTITHEXHWFE (WRE ).

2. WMREM create-workspace W HIREIHIRASS CREATING , M AR AL T oS REEI/E
XM AR 7. Replace ( E#t ) my-workspace-id fEflcreate-workspace®iREH
{Eworkspaceld,

aws amp describe-workspace --workspace-id my-workspace-id

% describe-workspace @& X status IR[E ACTIVE B , THEXFATLAER T,

£ Amazon Managed Service for Prometheus & & 812 TEX

1. $TFEATF Prometheus L S T ERRSEH A , MR, https://console.aws.amazon.com/
prometheus/
2. EFEOIE,

3. EIRXBES , MAHITHEXBBSE

BIETEX 15


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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THEXHNERRFEN , BBTERRNIEX, BMXELERKE—N, BANIHEZETUESR
HENHE , BFfE TEZERMEEH - IT/EZEEH |, XL THEZEHZERT Promet IDs heus Y
Amazon EERFZE K.

4. (Wit ) BEEAECHKMSEAXN FEETEZRPNBIERITMNER | TLUEE “BE LN
RE, REEFEFEAN AWS KMS B4 ( EZFHNEH ) o BAMUMNTHIIRFEREKS
R |, AU ASERE RN EARH. ARNEARER T Prometheus AV S FEE AR
SA2MBBRREREFRERANTER , B2~ E5XRANFHBRNTEA. AWS Key

Management Service

&2 Amazon Managed Service for Prometheus TEXHHEFEME , REWNACIE, EENMER
LHECNEEFPREBNESER , BSHABASNE,

® Note
ERAEFREZAUEN ITEXTREREA AWS HEWERH#ITER.
EEEREREATFREZHALR AWS BEEH. FARFREZHCENIEXUSG
THERBRAER AWS BEEHR (R2TR ).

5. (k) BER—NMHSMIERMNETHEX , FEREFNNFFRELE, RAF, ERBF , WARENA
Fho S&AILAFE Value ({B) FARINANE R AREAE

ERMEMRE | FEXERE Add new tag ( IRINFTFRE ) o
6. ERUEIEEX,

P H2ERIEXFAFEERH, XFERSFBEREANET AN THEZBHURLSHIRS
ARN, T/EZE[H] ID Mk [REARBE S,

RASSCREATING—ERE , EFITHZREEZRME. FERSER , ACTIVEREBFBRER
PREEEY,

URLsi2 Tim - BB AURLMEE 5- EWHFERHWURL, & Prometheus RS 2B E N IF1E
MIZEERBEALTEXURERX LSRN | FEEXLE URL,

BRIMAFERRRE TEXNER , FS0F Prometheus JEFREENE TEX,

BIETEX 16
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‘REEA T Prometheus WL L FEE RS THEZE(H]

A RB I EXRERHSE, EFEA AWS CLIERI KIS , BRANTGH R,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

£ Amazon Managed Service for Prometheus &l &% %E TEX

1. $TFFEATF Prometheus WL S EERSFIEHIA , MR, hitps://console.aws.amazon.com/
prometheus/

2. ENHAELS , AREXEER , REEEME ITEX,
3. EREREMNIEXMNIEXID, RAREERE,
4. ATHEXBMAFBBE , REERRT,

B EH T Prometheus WL B L ERS TEZ B i#1E , 25
ARN

BAAERES A, HEEA T Prometheus WL LEEERS THEZANIFMAES. AWS AWS
CLI

Console
fEFEAT Prometheus M1 D fEE RS 124 & B AH THEZHES

1. {7TFERAT Prometheus NI S FEERSFESHE , MikR. https:/

console.aws.amazon.com/prometheus/
2. ENEHAELS , ERXEER , AREEMEIEKX,
3. ERIHEXMNIHEXID. XF/EREXENITEZRNFAERE , 81

« HEPRS-THEXERES (Hlm &3 ) ERE “RE ThH.
« ARN— T#HXERARNE FHARN,
- ID— I4#=Z=HIDEREIEXID TH,

« URLs— Z2#HAETRZNMNURLsTHEXHAR , ERURLsATEAIEXIMNITEXEHK
EH,

REBIEX 17


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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® Note

RINERT , URLSAEM R IPvAURLs. &t AT LAE AR A% ( IPv4
BIPv6%#% ) o URLsENIRMEREN , EREFHPapi. awsm A2 IAE
Hamazonaws.com, I , RIREFIELT (a IPv4URL) :

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write

fRA] LABIE — N ( @FEXIXEIPYE ) , URLANTFATR :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write

AWS CLI
EERENWIT/EZRFMER , EFEH AWS CLI

LTt REIERNIFEAEE. IRUAERR my-workspace-id EFEEBEEFMAEENT
EXHIHERX ID,

aws amp describe-workspace --workspace-id my-workspace-id

XFEEAXENTEZEANFAER S5 -

o HFPRAD-HIM , B TEZERIRSACTIVEFfEstatusCodeBHEAFIRE,
» ARN— I {EZEARNFEarnE M FiR
« URLs— AWS CLI JRElprometheusEndpoint/@ M URL T {EZ= 8] B9 E At

(@ Note

ZIAER T , URLIREH RIPV4AURL, #5% 7] SATE 13 A 6 FA XUERR ( IPv4 3 BIPV6S
¥# ) URL , api.awsMFA2EIAE. amazonaws.comfilgl , MMRLREEILLT (a
IPv4URL) :

ERENTEZEEE 18
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https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/

{RAT LA B2 — NI ( BEXNIBWZEFIPY6 ) , URLAITTATR :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

B e LA p BB AR /api/vl/remote_writes/api/vl/query , URLs A T{EX
RBZREANESA,

Ml BR Prometheus TYEZ= RV S b T B RS

1 BR TR X M BR 2 SRS H A BV BR

(® Note

MERER T Prometheus RYIE D& BRS THEX T2 B3I MIER AWS £ [E £ HMEUE PR H ¥
HEZITHEXHNEERSES. AXEZER , B5H ERMB BRNNER

EfE MR T/EX AWS CLI
FEAUTHS :

aws amp delete-workspace --workspace-id my-workspace-id

{# 8 Amazon Managed Service for Prometheus #4 & Ml Bk T #X

1. 3TFFERATF Prometheus NI S L ERRSZ L HIA , Mt 7. https://console.aws.amazon.com/
prometheus/

2. EMEELA  EEEHERR, AREEMAEIERX,
. EBRERRBRIEXHIERX ID , REEER K.
4. TEWINMES |, BA delete , RFIEFEMER.

R THEX 19


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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SR ENZEER T Prometheus B9 B £ E RS T/EZE 8]

IR S FEFR S A BB Amazon Prometheus EE RS TEKX , RE ST e B AR IREIX LIEIR, Ao
B i% EFFEREREIE THERX,

® Note
BIABRT , REINTHEZANERAER 150 X, AL AN, HEEHTHIENE
it

BEF T E T LU EFRBRELE) Amazon Managed Service for Prometheus TEX,

- fEF AWS REEWER — EA T Prometheus ISR IEERSFEMT I T2RE. TREHM
BRIE  qJABzI MBI S #: Elastic Kubernetes Service (Amazon EKS) & R HTEUEIR, #IER
£ B3I ME Prometheus &A% = IREUEHR.

- FREFRBERES - EUUNBIZSHARNEEACHKER. REANRMNESRSELERECH
Prometheus 3=l , FREENX TEZ1T , A A Distro AWS OpenTelemetry A TEH D EFEMANAE T
XERA,

W28 A Prometheus ILBE AIhEE , FFE#RAIEZE| Amazon Managed Service for
Prometheus, #RAISAEFA Prometheus IEREATIREELRBCHNARER |, FEREZERE
#| Amazon Managed Service for Prometheus, BXEBEFERAZEEANEZHFMES , BSH
Prometheus X#4# # remote_write,

F&
- £ AWS FHERERREUEIR
- ERRERES

£/ AWS FEE KR REUE IR

Amazon Managed Service for Prometheus B & I {52 F 2265 2 ¥ #2 1 Amazon Elastic Kubernetes
Service ( Amazon EKS ) B/ Kubernetes £8f, Kubernetes 528 A& £ Amazon EKS Hiz{THI
ZRNAEF2EHSHEERUMEFRS Prometheus BB &7 1E .

AWS B ERS 20


https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
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® Note

£ Kubernetes S EHIZ 1T Z AR MM AR FEIRME S Prometheus REKIEHR. BXH
HIERNS HEENTIXK |, BESH Prometheus X4 H#Y Exporters and integrations,

Amazon Managed Service for Prometheus REZLRENETRENEEFSWES , TEIRIM
IRELS Prometheus AN IENR,. BLFEE., TR, B4 RE/MEFEF. Amazon Managed
Service for Prometheus H&E%Ej]"‘ﬁ’] Amazon EKS £HRMAE. RE. SEWTA. UEzT EBW
EVRES. EAT Prometheus WIS ERFSHEERER TS S EKS EHEEER , 2iF
EC2 # Fargate,

Amazon Managed Service for Prometheus 28 H E I EMEVEF I EEEN SN FM O 2ZE— s
MO (ENI) . WERBEXL ENI JTEUESR , ASEM remote_write BT VPC i FHHE
#E 3% 2] Amazon Managed Service for Prometheus TEX., MBI EBIE XK ZFELH BB E15
filo

DR EBRME T AR UOAELEH Amazon EKS £ H #H Amazon Managed Service for Prometheus
WEFRUARFIBENIEIINESER.

£

- FH8 AWS EEWERS

« 5 Prometheus &K I5IRE BRLE ?

FH AWS £ E W EEES

E A Amazon Managed Service for Prometheus IN5E88 , BATMBIE—MIERER , AT AIME
EUZHY Amazon EKS B I FEFR,

o & LAIE I Amazon EKS EHNESEPRBIMEERF. X8 Amazon EKS £& ( 28I
WERF ) WEZEER |, H5¥ (Amazon EKS A #EmE) FHEIE Amazon EKS £,

« IEAILAER AWS API UREZXNCIZBCHITENTE |, th Al AEA. AWS CLI

FERTEWRES 21


https://prometheus.io/docs/instrumenting/exporters/
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html

Amazon Managed Service for Prometheus ArfEm

® Note
FERAEFIEEZAREMN Amazon Prometheus FEE RS T/EE R T REFE AT E WNER[HITE
., AWS

Amazon Managed Service for Prometheus &2 & HMELS Prometheus &AM IEIR. BAXE
Prometheus RAMWIERNEZELR |, 52 M5 Prometheus B IERE WL 2,

® Note

MERHMBIERATRREEMEXEAR , fINBEXERE. MILXLEREN—fGERFE
By /metricsBinT QEB N ERRHMVES (HlM , €A gzip) , NTIBDBTEMSE LB
R BHE, MARTHRERRTREAERNVNAREFRE. BLEERINA gzip.

LT EBENBUMeIE, EENEEIMEERF.

T

- BIEMEEFF

- BLi& Amazon EKS £&
o BRAMIBRIMEEF

- NERFEE

o HEEYEE B & 0] &3
o JUEAZ PR 5l

BB IMEE P

Amazon Managed Service for Prometheus Y& 28 —MIEEFAK , AT RIMFAMUKE Amazon
EKS &8 F R #EFR. Amazon Managed Service for Prometheus R IZEBIMEERSF , HEREFFEN
A EE, ZR2MNTEYE , TELFTEEREEMEM. RESMBER.

MIBEIS Amazon EKS 24 & 6122 Amazon EKS £&E , RESHI A EQIENEER. B2, &%
LERT , BB EBTRENEGER. flin , MREEB@mIMAE Amazon EKS E&85 I AWS £E
WEERS  HENEF R ANESNEE,

A LAEA AWS API =X. tIZZHMERT & AWS CLI,

EREERER 22


https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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BIEE R CHIMTEREFRBU TN EREY

o BABIET Amazon EKS 8,
o A Amazon EKS BN ER KA H R ZEHEENSEAEH R, e SEAENLEIHA
B BIEFAEIHE,

(® Note
SRFBETE Amazon BIREBFR (ARN) ST EMXE. WRERRT -5 , A5
BT —IERNHEE W ARN FEHFRATHER. Bt , MEEEF2IABEREEFHE
PRo S&T] LURFHIER 25 S0 BR &2 5+ 20 TF I BR o

AWS API
£/ AWS API glZ2HTEIRT &

£/ AWS API @33 CreateScraper APl R{EBIZITENEF. AT RHIE us-west-2 XiFH 4l
BIEERF, ZFEFIEZE AWS IKF. 225 Amazon EKS £ EEEBRIBECHWID, }#
RUEATIHRIENEE.,

(® Note

RE£AMFMIRENEEENERNZSEN T,
BYFEEDHNTARFEDBERNFM,

scrapeConfiguration 2 —1Xf base64 43K Prometheus BB YAML X, &7
LAB3t GetDefaultScraperConfiguration API R ETHBRAEE. BXEANESZE
EscrapeConfiguration , HZRIEEFEE.

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

{

EREE NSRS 23


https://docs.aws.amazon.com/eks/latest/userguide/cluster-endpoint.html
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"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

.
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI
EOZE T, EHER AWS CLI

fffcreate-scraperi S RIEW B HIIMELES AWS CLI, A FRBIFE us-west-2 Xigi A 8122
WMEF, BEBFI/EZEE AWS Ik, Z2 M Amazon EKS £EEES SR NECH ID , HiRH
ATFMERIENEE.

(® Note

MRE2EMTFMIRENBEENERNZTEAM TN,
BYREEDHNTARXFEDBERNFM,

scrape-configuration @ —/E M base64 mIEH Prometheus BL&E YAML X, &R LAfE
Fget-default-scraper-configuration@ S THEAEE. BXBEANEZE Escrape-
configuration , FZHBEFEE.,

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

FERTEWRES 24
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--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LT REALE AWS API —EEANEEFRENTEIIR

£/ CreateScraperAP| #2/EGIZEIMENT &,

£/ ListScrapersAP| #/E5 &I A B HEL RS

{# A DeleteScraperAPI /EMBRIMERT &,

DescribeScraperi@id API #/EREVE X MEEHWEZEFMER,
GetDefaultScraperConfigurationi@3d API ##/EREUWTEN SN B AE E

(@ Note
WA 4¥1§E?RHQE’J Amazon EKS &8 # &7 L iF Amazon Managed Service for Prometheus
5 [AlIX L3547 FENAWMAEEEE.
IR IMEES AT WL 4B

AT R 0 2 # AR i & % LAY ()8

- FI®E AWS BIRAEE. EEMNLZL4A,. FMHA Amazon EKS £ S MNIFHE.

- IPHitZEEFRE, FE1EiEL CreateScraper API BN FRA |, BURELE—/NTRN IP i
ik,

Bt Amazon EKS &£ &

W Amazon EKS SERECE N A FMEREF B HER. WEERMEM

« £ Amazon EKS 5[H%k B Bai A L S#EE RS IR Prometheus WWEE & 5 R BBV EEBE AR o
o FHEBELEM Amazon EKS EE LUHITIEEIEIRIEL

UTEEEFMGER T EPNE—1

EREE NSRS 25


https://docs.aws.amazon.com/prometheus/latest/APIReference/API_CreateScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListScrapers.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DeleteScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DescribeScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_GetDefaultScraperConfiguration.html
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 Amazon EKS B¢ & £ A 1517 5% B ¥ 1T HUENES 77 )

/8 Amazon EKS HiFE1% B 21 FEHA T Prometheus BT &7 £ B BRSS 1A B BR AMIE R £ B b
IMEES R R 2 H 3%,

IEEMENE Amazon EKS B MMBELE N A iF APl BRI, £FFHRIEERXNSMIEE
FAPIZRAPI_AND_CONFIG_MAP, iXA[LAfE Amazon EKS ##|AMNERFMEEM B EE” LI
FLEEE, BXREZER , BFSHLSH EKS AFERAPNW AT IAM AP ERER Amazon
EKS &8 FH Kubernetes 31 %,

YRA] BATE B B2 SR BF et S TE QIR SR BT 2 5 B 4B 2R

- BIEEFN — BILEET A mazon EKS 2§ & 632 Amazon EKS &N EE L FREINR (=R
WHREEFHTUENERIE)  HEYFEICNEHREARE , AMAFERT Prometheus NI S
IR E RS T R BB AR,

- FQ@ RIEEEE PN — REHN Amazon EKS £EH L FE , WNEHRIEERIE
B JAPIZAPI_AND_CONFIG_MAP , # B#&&ER T Prometheus BV &L E RS API =% CLI
O 22 AT HTER B8 ED R B 30 0 2012 IE Ry 5 Rl 3 A KR |, H BEGESRE NI SN EE.

7 R PR SR B B 632

HIRBIEHEES HiLEAF Prometheus I B IEERS N IEER G RINRKRER , EERIA
THEM, BXARIZXEMNEZER , 55 A mazon EKS AFEEHRH R IAM A& A 17
Kubernetes,

"rules": [
{
"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
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RAriEmE

"configmaps"

1,

"verbs": [

"get",
"list",
"watch"
]
.
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
.
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [
nget"

]

}

FEBELE Amazon EKS LAZREUHTER T B i/ B4 R

MREBEENRFEHaws-auth ConfigMapRiZH|3T kubernetes EEEFHY I [E] AR |
F Prometheus #MIEXESHY L B #h 3 B PR 55 15 [A] 42
ERS B NI S EKS S P IREUEIR.

MR UULLER
HiEPR. LT HBEEERTF Prometheus B Db 3E

EREE NSRS
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RAriEmE

® Note

BxConfigMapMiARIZEMNEZEER ,

HZ % A mazon EKS AFEEH N AT IAM A€

B EAkubect1lf] AWS CLI, BX%% kubectl HEER

=% A 158 Kubernetes.

#Y % % kubectl,

FHEEER Amazon EKS £& LUHITIEE IBIRIEL

, 52 # (Amazon EKS AAF#ER) &

1. FEAUTXAERBIEREN clusterrole-binding.yml B934 :
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io
2. EEBYPEITUTHR
EAEERESR 28
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kubectl apply -f clusterrole-binding.yml

XA EEFHACHEMMAN, LRFIER aps-collector-role fERNBBEF , FH aps-
collector-user ENAFE,

3. UTHTRAERMERXRID A scraper-id HITBEFNER, XREEAL—THHNGSEIE
A HTERE o

aws amp describe-scraper --scraper-id scraper-id

4. M describe-scraper WERHHKE roleArn, EBRNM TR :

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS E3R it ARN XRAFREIMNKRR., BXTERREIN ARN WER , LEET—FSHE
A, NEH#ITHREBUCERLATHER :

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

f5lgn | 1tk ARN :

arn:aws:iam::111122223333:r0le/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. FRALE—SHEIIM roleArn UREBHERBMMNXE , EEHFETUTHS

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

X AFIMEEFEREE clusterrole-binding. yml X4FEIBH AN A 15 E £8,
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B PN BRHTENEE Fr
AT LABEF AWS API 2051 AWS CLI Hi 430K 7= i HTUER 25 07 EL I BR .

(@ Note

FRREERZE AWS CLI 5t SDK BYERFTMA . SFRANERHSHTNVFENIIEEUKR
LZLEH. NF , LALERA AWS Cloudshell , E AT LB R4 R up-to-date an HITH

¥

EIHEKF PWFTEHNEES , M ListScrapersAPI #4E,
HEF , EH AWS CLI , 33T :

aws amp list-scrapers

ListScrapers IREIEMKF PR FFEMERER |, 0

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
1,
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
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"subnet-1234abcd5678ab90"

}
I
"destination": {

"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

}

}

EMIRRITERES , EFEAListScrapersREREIZEMBRAVINEES , REE A ZDeleteScraperi@ B H
IR, scraperld

®#&E , f£EA AWSCLI, #&¥T .

aws amp delete-scraper --scraper-id scraperId

HUEN AR - B 1B

&R LAE R FRE Prometheus RYHITENE 7 B B SR I2 & HUENE 7 a0 R UMUK SR IE#R . Hlan , BT A X
FERAEH TEXNREER, SEAUERAERFCRISEEERNIFE, IREFREER -1
YAML X%, RITERFE XN —E5

SIEFNIMEEFE , @FEBIE AP BAPRME base64 wBH YAML XH4REEEE. BAUE
Amazon Managed Service for Prometheus APl HiBJY GetDefaultScraperConfiguration #&4E
TEBEREEXH,

ERUIIEFNEE , EHRMDEFAERFTNEEERVIET,
XEFENEE

BXEERERANER , SETRENFHMARA , HS5 Prometheus XEFWEE, £RFEEIE
M <scrape_config> TR 7 & ¥ F LI,

BT Amazon EKS 2 —X#FHRS , FitbE— XN RSAINEE (<*_sd_config>)

xe<kubernetes_sd_config>,

RFNEEI D RITTRIIX
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« <global>

* <scrape_config>

» <static_config>

« <relabel_config>

* <metric_relabel_configs>

* <kubernetes_sd_config>

LR D IR FIFIEROIEENX 2 /E,
RIEE N
AT 24MELEREN 30 BBy YAML Bt & X Rl

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
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credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249

LT 2 AWS HEE SR ANRE

- MENEFR : MEEFEE T ENIEEREREER DT 30 ¥,
- BFR : BT static_config FHIBERIBERN IP Mt

- DNS ###T — SEEHRBMMEX |, WWEE R E— R RS 258 =2 Kubernetes api fRS
8%, kubernetes.default.svcFrIEEMITEVNBMAIBET IP it i5E,

s BIN-MNMBEFEERIN , NEK, MEEE | MRS 2EBearer , FAMXFIER X4 /var/run/
secrets/kubernetes.io/serviceaccount/token, ¥AIFR , MRER |, TAERD AN
TR :

authorization:
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type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: BearerRHIAE , HLtL AT L& R,

HEE AR Fr B i ()

Amazon Managed Service for Prometheus Y525 7 B 3 K T MIMEUER. B2 , HETE Amazon
Managed Service for Prometheus TEXHERE TRV IEIRET |, (A HEE R BIE ?

up MR- ERMNIE, XF Amazon Managed Service for Prometheus WSS XM ENH R |
TS BHRBILIENR. RIERE=MRE , TUREBEXN KERN IR LN EBHITHSE,

© up FFE - MERENMRRUKE up BFr , WRTBERKTE LIRS

MBELHERIFE , WITEEEFHEIMIEE, £ relabel_config AIEEEERE  HEAT
RIM role AIRERFIE R,

s up FE,EBHRENOO-MB up FHE ,BR O, URTUWEREB LIRS , ERTIEFME
Prometheus &K 1EFR.

EXMERT , B REEZENESFER curl 8%, BUURITENIEFAEERSIER , Him
REEMSEANDY (httpRhttps ). WRBWA, BETURER 2B FERE R G R#H T
M200R: , H:&f&E Prometheus o &fF , MM ELTERTATFNHEARAKD. (BXx AWS
BEWERWRES , BSRUTHD. )

c up FEEKRTF 0-WR up FEEKT 0, MERREFRF KIEEZ Amazon Managed Service for
Prometheus,

K E IR Amazon Managed Service for Prometheus ( SR &H & B iR &I E4R , 4120 Amazon
Managed Grafana ) FE&EHRWIEREEEH, BAUERER curl KRZE /metrics R FHITIE
BiE, CERELRDEEEIHMRBS , flNENMEEFNEIKE, ZULUFER  BIRER
BRitERREEENBBupERE SN E, count(up)

HIUER AR - BR 7

Amazon Managed Service for Prometheus 12N T HEWMEER L EER 1,
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- XiF : &8 EKS £&, HEMEFEFF Amazon Managed Service for Prometheus TEX 4514 B
ZFE—1 AWS XiF,

- kP : S8 EKS £8, HEMEFEF M Amazon Managed Service for Prometheus T/EX 4514 B
ﬁ'[ﬂ':ﬁ_/l\ AWS JH\KFO

- WK SMXEENKFHRZAELE 10 4 Amazon Managed Service for Prometheus HTEE
Fo

® Note
B BT ESRIEMEE |, ERBS RE

« IEFRIEAL : REME[— /metrics IwRFRMIMALE X FrEET 50 KFF (MB) o
- FMEBEFNRR : —NMIEEFRZ TSI 3 T /metrics R
- HEREIFR : HMEUE FEETTEFIMIERREEN M 30 B,

5 Prometheus 3 AR ISR G L ?

BN IEH B T2 A E AR e R AL Prometheus #6845 , L& 7E Amazon Managed Service for
Prometheus FREA , 1A MME Prometheus 3RAH /metrics S RN LFF 5 Prometheus
RAENER. EAUUXEECHWIER , BFSXEM. Kubernetes ( ‘@3E Amazon EKS ) RIFZHAth
BE AR 5 B SR e IX L FE 4R o

£ Amazon EKS HFHIE/RS H E 5 Prometheus FRA M iR =AY , A LALE Amazon Managed Service
for Prometheus W £E25 B zh BUX L 154

BEXEZER  BHSHEUTER :
o BXRFIEFRS HA Prometheus BN INEENRSZSWEZER |, ESH Prometheus XY

Exporters and integrations,

« BXMNBECHRBH S Prometheus RBERNEZEE. , S Prometheus JXAEFHY Writing
exporters,

« BXRWAIEE Amazon Managed Service for Prometheus W85 LL B3I M Amazon EKS S8 F HTHY
EVNESZERE , BSREHA AWS REWESS.
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BEFEERERS

AVIEUATHXER : BRI RELBSHINESERFER Prometheus IZBEE AFIEIRKIEE] Amazon
Managed Service for Prometheus , M\ #REVEIE.

L8 {F F B C U EERS [ Amazon Managed Service for Prometheus R fE#RAt , BATERIPEC
WERHBERERIEHZENTHALEER,

REBEFREVRERBEAUAT IR .

- AWS Distro fo ADOT r OpenTelemetry () — ADOT 22— 1% £32X#E, 2%, TATESNFRL
1ThR OpenTelemetry , ©RHREBIRM T IERBIRNIIEE. BRI ERARERERFFHE ZIEZADOTE
E AT Prometheus WL B#EERRS THEKX, B Collecto ADOTr HEZER , TS MAWS K
1THR. OpenTelemetry

« Prometheus X2 : EA[LLEE B S W FH IR Prometheus IREE3LHI ( ERRIBEZETT ) , LAREIEHR
H R HE# & F Amazon Managed Service for Prometheus TEX,

LTEBNAMAEAIFHHTE  ASEAXRRELEHSWERN—REE.

£}
o R TEIFRYBRER
« f£/ AWS Distro OpenTelemetry 45 Wi 5%
- £ Prometheus SEHI¥ER I EE SR
7 Prometheus R &I 5 £ 5 RS SR EL S AT A L 20

RIFERR R
Amazon Managed Service for Prometheus 12 7 &5 Bi &R P IEFR R EREY 15 5%
& AWS PrivateLink Bt3& A T Prometheus YL B #h1T & AR

FHEFREELE] Amazon Prometheus £ ERFHMERE AT LABER A H EBRMA T RT/K , AT
BELET REBE, VPC AWS PrivateLinkff AWS PrivateLink A HBRK B EHNEFREE AWS M
FZHhVPCsFZEIRY K MEFTEILNHEBRN, ERNEAT Prometheus I S#H T E RS AIE AWS
PrivateLink VPC& i & , 55, & Amazon Managed Service for Prometheus 5# 10 VPC £
'Ij R wl:l = {EFH
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BRI FIRAX

AWS Identity and Access Management (IAM)  —IIR &R , AJ & BHIR L & 1R FIXT AWS &

RV ER, A LAERAIAMEZBEIEZ S BMIIE (2% ) MR (RENR ) FARE. EAT
Prometheus WL SR FEERSFIAMEZERK , AIFKBERIFP#HIERZ L. £ Prometheus RE T &
RERSH , EFEEQRIAM—EHE | EHEB M Prometheus BRFER1IREUESR , H A Grafana BR
FRENFMEEN Prometheus T EHBHIEERS THEZRFNIER. BXNEZELEIAM , ESFHT
ARIAM? o

5 — Al AFE B8 Prometheus IRBT DB EE RS AWS 2 INEER AWS ERMRA 4 EHRIE
(Sigv4). AWS ZE R 4 REZIER AWS ERAFNE BRIEESHNEEHTIP, ATREREA , X

R R ZEERE AWS HAERGRIFARTER , BEEABHERZS ID MABHRBHAK, X
ANZABEMRNENRLEUL. BX SigV4 WESZEER , BSHAZERE 4 LE MR,

{#F AWS Distro OpenTelemetry Y Wi 5

AF5 4B I{AF AWS Distro for OpenTelemetry (ADOT) Collector Bt & 3 M%H Prometheus 5 A
BFPME , FRERAIEEIERT Prometheus L S ERRS . B < Collecto ADOT r WE Z1{F
B, BZAWS &X17HR. OpenTelemetry

LT XEREFEENERERAL S, TEEHERTDFEC2EPFIEKS |, ik 7T =T EHREADOT
BRI EERRAY SR, ECS

FH

« f£F AWS Distro #£1I &% Elastic Kubernetes Service & OpenTelemetry Fi& BigFriZE
- ECSfEA AWS Distro #4177 #UE 1% B MWL T #hIRER Y FE 45

- FRZEEEAEEM Amazon EC2 EHIIREUEIR

A AWS Distro £ &% Elastic Kubernetes Service 5£8f OpenTelemetry L8 B8
FRiZEX

EAILAE A D AWS istor for OpenTelemetry (ADOT) W& E§M%EHE Prometheus TEK N AREFFIK
BIERR , RERXLEERKEEERT Prometheus WL BB IEERS .

(® Note

BXADOTHESRMNESFEE , BZHAWS K1ThHR. OpenTelemetry
BX X Prometheus WA ARFNEZER |, 55, 5 Prometheus A IEFRE WL 2
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W5 Prometheus ¥ 8#RADOTS & =4 OpenTelemetry K284 : Prometheus #1428, Prometheus
EREAS HEEM Sigvé BHRRIEY B,

B LALE A BB R Prometheus Bt ESRELE Prometheus Receiver , SAITIRS A I FSHR1M

El, Prometheus Receiver A Prometheus B W& XN MEUER. SEHNEMEMANAEF LT SH
RifEf Prometheus & ik E# {TELE. Prometheus Receiver X Prometheus X H4ELE P iR £
E Prometheus BV EFIFICE E, QA AN XLEH EEEREEIADOTHRESREER,

Prometheus Remote Write Exporter £ remote_write &KifT sUNIME IR LA BIEHNER P
THEX, SHBTEHOHTTPERSEER AWS Sigvd ( Z£ 5 A KAE AWS il ) M Sigv4 BHRIET B
BHHTEE, BXESEE  BHRALERE 4 L2 HE.

WEEE S B3 &£ EKS Amazon EBY Prometheus 8R4 ImT & , HEATHHEE,
<kubernetes_sd_config>

LA E R 2 E1E 1T Amazon Elastic Kubernetes Service 2 B {TE# Kubernetes FI &8 F 1T I Bl B
RO, BERTIXESE  SBX4MBAEREBRIA AWS EiFsEREABEERTN AWS iEH, BXES
BE , BZHAWS SDKH Go Bt B, WEREARAT —MNATREERNZN ROINARR. ZROI5
RARERFE /metrics R AFTIERR , Bk Prometheus & F imE —#,

FRFZMH

EFBUATRIRESRZA , LANRSKSMNEERERELS CHIAMBE,
HERSKSMNEERBREAMAR

1. BRPNIRANBSKS RIAMARIRERS A BN Amazon EKS E&  BREUER.

ADOTW S EMEMS HigtrFEALAE,

BTk, REEEERE. FTFFIAMES A , Mt https://console.aws.amazon.com/iam/e
EEMSHBERT  EEACHKIEELR 1 FLIEM, amp-iamproxy-ingest-role
EREEXRETF~ , R ERRBEEIXR.

EEEXREHBISON |, aws-ampER N , adot-col RAFEREFHEET R, RELNEERE
NI TR :

o & w0

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"

6. EENRATF , AHFRFUTRRBEHMEZAEG.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}

/B A Prometheus 5k

® Note
LRI Amazon BB & & K EKSalertmanager , RIAMER TH RS HBLTEAR
=

7N o
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EL s Kubernetes 5285 F /8 A Prometheus £4& EKS

1.

6

MNEEEF D XA REREGBARER , MitHaws-otel-community,

RE , BITUATHT.

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

TR GHEZEME | Hli0 Amazon ECR 3 DockerHub,

BEE Stk Kubernetes BLEH NA , EEHPHEBRFINAEF. BIE prometheus-
sample-app.yaml X445 E# {{PUBLIC_SAMPLE_APP_IMAGE}} , fHEREE NN F HEIXH
AR

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

WANTHTURIERGINARFREERS, EwTH@EHAP , LORF1E NAME 3IHEE)

prometheus-sample-app.

kubectl get all -n aoc-prometheus-pipeline-demo

BIADOTWE I BRIASES], itk |, BaAM AL TS RIZEINERH Kubernetes
B, ADOT

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

ARERBEMNRH , A& Amazon Managed Service for Prometheus T/EXH remote_write 4%
TR E# YOUR_ENDPOINT , H A& XigE# YOUR_REGION, BF THXFMELN , HFEA
Amazon Managed Service for Prometheus 1§ & & R #Y remote_write & iH Ko

{Ri&EZFEZEYOUR_ACCOUNT_ID7E Kubernetes B & YRS K 7 2890 B SR REY AWS K P 1D,

FEHRGIH , ADOTWESREEFEMAER (scrape=true) %iiﬂg?ﬂﬂiﬂﬁﬂﬁbm‘nﬁﬁmo X fo i
ADOTWE R FB REIMARFL R T REEFFPH kube-system LixTTRX 5 TR, WREEHNE
HeRGINARRE , WA LUFEMNEFHIRICE E 1R

WAL T o 5 EEADOTIREE SR,
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kubectl apply -f prometheus-daemonset.yaml

7. WMAULTHTURIEADOTWNERREER3. £ NAMESPACE %l &E$ adot-col,

kubectl get pods -n adot-col

8. HABRTSHRRITEREERET. RNV RIBRELEEISHBFER. WANTHT,

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

MRGIRL AR R B — L8R N T AR

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. ZEMiX Amazon Managed Service for Prometheus 2% B ¥ EIX L1545 | 1ﬁﬁﬁﬁ awscurl, Lk
TEAFEET AWS Sigv4 FHRIEBE G SITAEHTTPIER , HtEAMERMIZE
AWS Fif , FEFMNIL D@ EE RS Eif) Prometheus BY IEFEXIR, ﬁ?&iﬁ"ﬁﬂ’]lﬁﬂﬂ Al
awscurl, awscurl

FEUT &S , & AMP_REGION 1 AMP_ENDPOINT &% 7 & Amazon Managed Service for
Prometheus TEXHE R,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"
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{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

WMREWBIEFER , MR TENEBERECHKY , A B ZIEHRERDMNREINARFEEE
Amazon Managed Service for Prometheus.,

BE

EREIETR , FRAN TGRS,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

BREE

Prometheus Receiver X #F Prometheus X 14FL & R #IARY £ E Prometheus fTMMEFHIFICHE, &
A AR X LB B E R M BIADOTW SR SR EC B 6

Prometheus Receiver WELEEZFE LN RFZ AN, NMNMEENEFIFICEE, BRFEEWN TFIT.

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

THE-—MEER

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
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insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREEH Prometheus BLE , MABUFF § FREERRA $$ , UBRFESRARETE, "IN T
relabel_configurations WERELHEE, 0, WREMELT relabel_configuration 714 :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

CRERUTAS :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,__meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter # Sigv4 Authentication Extension

Prometheus Remote Write Exporter #1 Sigv4 Authentication Extension KYEL&E Lt Prometheus
Receiver 1 #, ZEENEXMNE , ERCSLEENTE , BINAZFXLEHRES HE Amazon
Managed Service for Prometheus, ¥I A5 Amazon Managed Service for Prometheus 3 1T&E /I KR
ThiEt E K SRR E R AT RBIPT Ro

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"

LB E A BRIA AWS FIFEE P H AWS EREKEH AWS Sigvd EEZMHTTPSER, BXEZEER
BESREE AWS SDK for Go, HIFREIEEN apso
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TR ABAMEBESTE , ADOTIRESRHLMA R EERIA AWS FIEgEH T HIEDTZ —. Sigv4 &
BRUET BB T AWS SDK for Go HEAERRIEFEMHITHMRIE, BAMERXLEEUX T
Amazon Managed Service for Prometheus E8ZEE AR,

ECS{ER AWS Distro #t 1T FOE N & B ML 5 2h IR B AY 15 PR

AT BMANL SRR (L DE ) WEER , 3 AWS ERFBIEN KT (ECS ) ¥
X LIEPRKEFE A T Prometheus B9 & ¥ Prometheus FEE RS ( ) - ADOTEIERER T tnfa7E
Amazon Managed Grafana /A #l{t IR HY IEHR o

TR

/A Important

EFB2E , BAAEEFRINRERN AWS Fargate S8 F 2% LBHECSHIE, EAT
Prometheus B S T ERRS TEZRIFL S #HIEE Grafana TEZEE, HIBIZERER
g3 T/ESE. Amazon Managed Service for Prometheus 1 Amazon Managed Grafana,

BXEZEE , BT

o BXRIAFEABRINZETE Fargate £F LAIBT IHECSHRENELR , S WL IRECSH X EIE
MBI EER,

- BXWM{AEIE Amazon Managed Service for Prometheus TEXKELR , 25 (Amazon
Managed Service for Prometheus FiF15/) A2 TEX,

« BXUEIEIE Amazon Managed Grafana THEXMEE. , 2 (Amazon Managed Grafana A F
EBr) FHEIEITHEX,

B EXBENXADOTINERRERER

FRUTEEXHERNERRE LB SWADOTINERSASZE SR, Replace ( Bt ) my-remote-URL
BA® my-region A#RMendpointfMregiont™MEM . FHEERFER N adot-config.yaml B 34
H,

@ Note

WEEMFER sigvéauth FEBRIEX Amazon Managed Service for Prometheus BB, BHx
BB EZ{EBsigvsauth , iES 5 Authenticator-Sigv4 on, GitHub
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receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigv4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
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extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

¥ 25 HEMADOTRE S AR EBHIZE Amazon ECR FfE
{5/ Dockerfile SI2EHNRBFEGIH N HEATT LM REFTMRER (ECR) FME,
1. #J% Dockerfile LU RN B R B EF H A E OTEL Docker & &,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. CIRTLLHECREFM#E,

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BIEBBMER.

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

® Note

XaBREESITASNINERHERSE. BN , EAEFSETHERGNER --
platform %,

4. %% Amazon ECR 1#f#E. Replace ( B#t ) my-region A{REIregiontME,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY
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5. AR/,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

%35 RIBEITSHBHECSESE X EAME Prometheus BV & # i BE IR SS

ST LFHECSES E L EAEL Prometheus B @ T E RS, BNESELNBIE—INER
adot-collector HWAEEM —1E N prometheus AT, prometheus £RIEFR , adot-
collector #lEX prometheus,

(® Note

Amazon Managed Service for Prometheus 8 —IRSEE1T , NBBEHPWREREIR. EAH
F, BAeRUREEXEARMIZIT Prometheus , FFAR #3545 £)% F Amazon Managed Service
for Prometheus,

R EFEX

UTREFENEGERXN RO, SRUERALRFEANRERKUBECSHESTEN . &
fimageadot-collector{B&E# N FM# EURLMEGHRE ($COLLECTOR_REPOSITORY :ecs). ¥
adot-collector Ml prometheus B region EERNEM region &,

{

"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",

"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"

}
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}
.
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

£ 45 MENESEFIHEEAT Prometheus WIS IEE RS KRR

EFMERYIEFR XX B)5EA T Prometheus W DR EE RS , BHWECSTE I #ME
SUMEFEBANNRTRENEBARARIE. AWS APIZXTAESBIEIAMSEH
ffAmazonPrometheusRemoteWriteAccessKEEMMEZAGR L, AXRVIELACHNMIMEKENE
ZER , BZRANENESAEIAMA BN KR,

EE A E B AmazonPrometheusRemoteWriteAccessIAMBE&HFERZACIITESE , L S%
ECSH LU EIMEN M IE#R 2 X BIE A F Prometheus BYE ST E RS -

% 5 % : £ Amazon Managed Grafana & A[f#l{L &K FE 4R

/A Important

EFBZ A, WA IR S EFSSE LIE1T Fargate ECS £55. &M , Amazon Managed
Service for Prometheus 7% & F &I 645

1. 7 Amazon Managed Grafana T/EZEPSMBERP , EERRT ANKEER. AWS
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2. EBFEFRFETF LRSS HF |, %F Amazon Managed Service for Prometheus , AREIEZR &
fY BRIA X 43

. EERIMBERIR.
4. fEM ecs M prometheus BIBREWMEE RIS,

FEAZERE AIREM Amazon EC2 SEHIIREUIEFR

AN B UWMAET SEE M ITE = (Amazon) K6l BEIZEREE AKIZ1T Prometheus fR$85. EC2E
R TWNRMA Go RERETRNARFPIKEEN , X LEFR KA E Amazon Managed Service
for Prometheus T4EX,

TR

/A Important

EFB2E , BAREELEET Prometheus v2.26 RE S RA, RIMBIZIRET
Prometheus. Amazon 1 Prometheus WEC2 B3t B RS . BXxMNARE Prometheus B
{£8 , F355 Prometheus M5 BT A H.

MR EFEET S EC28R I T# Prometheus IEERS , RIATBWEBLAIRUTE

« f+ 42 Amazon Elastic Compute Cloud ?

- ft 42 Amazon Managed Service for Prometheus ?

A Amazon SIZIAMA&A & EC2

ERN AR , XTEFER AWS BEXREGIE —NMNAMA
B AmazonPrometheusRemoteWriteAccess, ARG , BuLAERZBBFHRM , HRFEHRARANER
B|$2H Amazon Managed Service for Prometheus T/EX,

1. $TFIAMIZESIS |, Wik https://console.aws.amazon.com/iam/.

2. NSMBERTIEEAR K AREERUEAG,

3. WFEERMAEMER | EE AWS service (I DB SR RSE). N FERAERM , &8 EC2, &
BT—%: KR,

4. FEEZREDH A AmazonPrometheusRemoteWriteAccess, £ “HEEZ M A
AmazonPrometheusRemoteWriteAccess , i£# |, AFIER ‘M INKRE", EFET—F: 5L,

ADOTUH R 49


https://prometheus.io/docs/prometheus/latest/getting_started/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://console.aws.amazon.com/iam/

Amazon Managed Service for Prometheus ArfEm
5 (W& ) NENAMAERIEIAMRE., EET—F ¥,
6. WMABBHNEN. EFIERE,

B35 Amazon EC2 34

ERHTDHEC2RA , BEE GERT Linux SO D BB E = IE5) o HE 5 RAIH
BIEATIRAE

BITE TSN ARERF

BIRIAMAEHERZABGEIEC2KHE , EUNETERNARFEUAETHEZTER.
B 1TE R AR M iR AR

1. FEAUTERCIEE N main.go B Go X4,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
}

2. BITHAT AR RN RBI,

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

go run main.go

SERANARFNERA 8000 Liz1T , HE RFIE LTI Prometheus $5#5. AT RXLEIEIRH R
I,
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curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter

promhttp_metric_handler_requests_total{code="200"} 1

promhttp_metric_handler_requests_total{code="500"} 0

promhttp_metric_handler_requests_total{code="503"} 0

#12 Amazon Managed Service for Prometheus T/EX
E 6|2 Amazon Managed Service for Prometheus T4EX | iE1Z R 6122 T/EX 93 AR 1TIRE,

1= 1T Prometheus BR588

1. FERAUTRAYAMLHERERKAER ROF X Eprometheus.yaml, X Furl , ik my-
region EREHHXEM my-workspace-id ERER T Prometheus B B #T & RS 1 &
R ITEZE ID, X Fregion, Bk my-region ERAEH ‘X" &,

A~ YAMLI

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'
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scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigvé:

region: my-region

2. 1217 Prometheus fR% 8 , fHETRNARFWIENR XX E Amazon Managed Service for
Prometheus THEKX,

prometheus --config.file=prometheus.yaml

Prometheus AR5 251 1E B IHE R B AR F I IEPR K% B Amazon Managed Service for Prometheus
THX,

£ A Prometheus 3=/ W EE 88

B L EREREBER TiZ1TH Prometheus £ ( #7 Prometheus {32 ) SRIMEISIRH T E KX T
ERT Prometheus B D7 EE RS THEZEH,

LTEBHRTREEREER TIZ1TH Prometheus SEHI{ER BRI EBEN AR A%,

/A Warning

#12 Prometheus XY | M%Eﬁﬁﬁﬁﬂ Mg, BIERZLIEE , BEN
Prometheus #lEUR S R ELNH BN,

MRBIFE T 24 Prometheus EHISREIRE —HIENR , FFHRIEF 2 Amazon Managed Service
for Prometheus THEXSSHSAAY  NFEREEEHERR, NRERERBIRREESHIE
FHIER , M@ &% ZE Amazon Managed Service for Prometheus PR EHIERR (BIEEEHEAER ) K
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BEH. AXREEEHEMRNER , FSH X &% Amazon Managed Service for Prometheus
(Y 5 ] A MR AR 1T E S BRI BR

£
« A Helm iZ B M# Prometheus BRZ 88 1T HREX
+ 7£ Kubernetes £i&EMIAE Prometheus BRSSE8 3 1THEL EC2
7t Fargate LH) Kubernetes FiREMIH Prometheus BR$ 25 1THEX

£ A Helm i& B ME Prometheus BRSE8H 1T EL

ZRER 9 AR Y15 BA A BY T 8 HUE /B 35 21T Amazon Managed Service for Prometheus, EfEEKSTE S
BEFDIRE T — AWM Prometheus BRS53R , MRS ISREARINEE@ER T Prometheus H 1L 5 b
RERS KIEER. AEEZEEUTHAREY

- BB — Amazon EKS 8 |, ##Y Prometheus fRFS2FM P R E IR,

. T DHEKSERAMEET L HEBSCSIRENFERE (Helm BE ),

« YRTER Helm CLI 3.0 S E B AR,

« BYHER Linux 3 macOS iHEHRHKITUT B DHHSER,

SB 1 NN Helm BRFEEE
WMALTESLURNEN Helm B E, BRXAXETSTHNESZFEE , HSH Helm F6#E,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

S8 2 : Bl Prometheus & 228

WMALLTaS , 71 Prometheus FRFERME & K124 4012 Prometheus & ZE B, Replace ( ik )
prometheus-namespace fERRBENIX /NS 2= RN E .

kubectl create namespace prometheus-namespace

HE]3: ARFKSREIAMAER

SNFRIEEIEEKWARSZ | BEEHEIZIT Prometheus IRS88H Amazon EKS £& 1 F A RS
FRIAMAE,
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BERESKSHIAMEE |, B LUFIAMA RS Kubernetes RStk S 8xEk, RE , LLIRE K/ A @E
FRTHNEE Pod FHNASREME AWS NR, BXEZEE , BFSRRSKESNIAMAE,

MBEEHAREXLEAE , FIEB RERSAEEM Amazon EKS £EFEEIER FHIHERERS
B, ZHBoHPWHBEERFEH eksctl, BXREZER |, S H Amazon Elastic Kubernetes Service
Al -eksctl,

® Note

HIBARTFBEKSHARE A AR 24 AWS FFAE 4R RIEA T Prometheus B 57 & R
S, BT EERAETH Sigvd. EKS-IAM-ROLE

SR 4 1 REHRS BT RE

ELZEFERAETE Amazon Managed Service for Prometheus TEX B #T Prometheus BR85S |
BREUTESRERE,

ZEHH Prometheus BRSS 25 LU S #R &% B Amazon Managed Service for Prometheus T/EX
1. FRAXAREERLEEZ N my_prometheus_values_yaml WX , EFEBEUTRE,

 Replace ( &#t ) IAM_PROXY_PROMETHEUS_ROLE_ARN F1¥RARNTEamp-iamproxy-ingest-
role R8I MR ERRS A Amazon EKS EE FREIE IR,
- Replace ( &# ) WORKSPACE_ID £ #H Prometheus T B EE RS T/EZEEAY ID,

* Replace ( &#t ) REGION EFRER T Prometheus WL Lz B RS TEXFIEN X,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
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- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigv4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BWMAUTHSLEIE Prometheus RS 25,

+ Replace ( &#t ) prometheus-chart-name BRI Prometheus MRAS & #ro
* Replace ( &#t ) prometheus-namespace ERRE Prometheus & ZEE KB F.

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

(® Note

B BN ZHARNBEEN helm install 8% . BXEZER |, S Helm X
B Helm %3,

£ Kubernetes LiREMINE Prometheus IR 28 1THRE EC2

EAT Prometheus WL S EERSZHMNETLSHAEFNELS#H FZTHEERE
Kubernetes &8 # Prometheus AREERIREUIE IR, EKS EC2ATT A IFM I AAER T S EFFF
B Prometheus IR%585. EKSIE G ¥ F BITEEH Kubernetes £EE NS HIE , H—HNTREC2RE
T E% Kubernetes £BF HC NRFK AR EOIDCRUEFFMIAMA L,

AE D A EA Helm ¥E7 Kubernetes B\ 2 EE 25,
FB

e /1 IRFkSIZEIAMBE

o S 2 A Helm ARINEH Prometheus RS E5
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R ABRSKSREIAMAE

SNFRIEFEICEKWARSZE |, BEEHEIZTT Prometheus ARSE8H Amazon EKS &8 F A RS K
FHIAMA®, EEEXHRIZAE,

ERRS AR , BUAHIAMA RS Kubernetes BRSFIKSHXER. RE , ZIRSIKS AT LN A ZAR
SIKSRES] Pod RRIARBRREME AWS R, AXREZER , FHHABRSKSHIAMEE,

MREHRREXEAE , FHER RERS A EM Amazon EKS & EEUER FRHARES
&

S 2 A Helm ALKIEH Prometheus FRSS B

A HPHIHASTEREZREEAM sigva U#H1THHBRIE , HEN Prometheus FRFEFZEE A EE
# Amazon Managed Service for Prometheus T/EX,

£/ Prometheus WxZ< 2.26.0 S E & R4

MBS FEANEHE 2.26.0 RE SR Prometheus FREBREH Helm BXR |, HFIRBUT S RE
1E,

5/ Helm B FEM Prometheus FREZBIZEBIZREE A
1. HEEN Helm BEEXHAHBIE—MFHNZRBEAI D

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN} &} #2ARNFEamp-iamproxy-ingest-role 4 £
MR ARFIKSEREIAMAR, ZABKHKEIXARNA Narn:aws:iam: :your account
ID:role/amp-iamproxy-ingest-role,

« ¥ ${WORKSPACE_ID} &#: R &H Amazon Managed Service for Prometheus T4EKX ID,

¥4 ${REGION} E#:73 Amazon Managed Service for Prometheus TEX /9 [X13 ( 20 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
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eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigvé:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. {5 Helm EFEI AR Prometheus IRFSEFELE :
« ¥} prometheus-chart-name E# R &M Prometheus A& #fo
« ¥ prometheus-namespace Bt AZ%E T Prometheus RS E5HY Kubernetes a5 ZE 8l o

« §¥ my_prometheus_values_yaml ity Helm B & 4 HI R,

« ¥ current_helm_chart_version B# AN HEIIRAH Prometheus B8 Helm o BTl
LAER helm list g5 53 2 X 511 B RRA,

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

5 R HMRAM Prometheus

MREFERANZET 2.26.0 B Prometheus IxA , BRBUTSRIgE, XESREALESZE , ®
N RHMRAH Prometheus A5 T AWS X EMA 4 LHTRE (Sigvd). AWS

X L% B RIZ S A Helm 22 Prometheus.
M Prometheus FRZERIREZIEE A

1. TE&EK Prometheus fRS52R L |, QIEFHNIZEEARE, B , Q2 -—MNEHRXMH. RINHE

R34 amp_ingest_override_values.yaml,

FUATERMEYAMLI A4 H,

serviceAccounts:
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server:
name: "amp-iamproxy-ingest-service-account"”
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

£ ${REGION} E#tH Amazon Managed Service for Prometheus T/EX ) X i3,

${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}## 5 #ARNIEamp-iamproxy-ingest-
role R BIEMNFZR 1 NEFKSEEAMAE, ZABKHKEIARNR Farn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

fF ${WORKSPACE_ID} Bt R &M TEKX ID,

2. FRIEH Prometheus Helm BR, BX , AN TS , HEEH Helm BREB . FELHHH
BEP , EREHREE prometheus WEZX.

helm 1s --all-namespaces

RE , MALTHT,
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helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

Replace ( #i#t ) prometheus-helm-chart-name E—A &5 HIRE T Prometheus kZ&ER#Y
Z . Replace ( &t ) prometheus-namespace F{REIGE B ZEEIE Fo

T# Helm B &
MBEEKRERM TEH Helm BXR , MAERAUTHS T,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

£ Fargate £RY Kubernetes HiZiEMIAE Prometheus BRSS 27 3 1T HEX

Amazon Managed Service for Prometheus X#M7E Fargate LZ1THI B1TEE Kubernetes & HHY
Prometheus R 2BRHTREVEIR. EM Fargate L2 THEKSIE S# &£ F R Prometheus fRS5 2512 ENIE
¥R, IETE R R amp_ingest_override_values.yaml WEEX 4P BZERIAEE , TR

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
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max_samples_per_send: 1000
max_shards: 200
capacity: 2500

BE TS EHBEELZ Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

BEE |, £ Helm BXREES , HIIZH T Node Exporter 1 Alertmanager , #=Z1T T Prometheus
IR EEEHE,

&R BME R AT R AN IR E R IE R,

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus
[1648461236.419,"0"]1}1}}21

A Prometheus 1% & 1 &0 1 & fRSS SURELS o] A 54E

IR HIE K E ) Amazon Managed Service for Prometheus B , B BaEZXEH AWS AT A
XEE# , HEEHTYT BYE., TRAENZSENENERRERAE, SUESERMMTPANS T AN
WEZLIEE , EABRTEANSERE. ERMNELNAZATUNENREZNSTALZSM

- MREBESNERIFIEBTHBRE , N7 LURFX L HIE &= E Amazon Managed Service for
Prometheus , ¥ BaIMIBRESHIE. XE THAEHNBIER KL E Amazon Managed Service for
Prometheus TEX,

BXNESTHAMHREHTEERREERNESER , B5H X &iE2 Amazon Managed Service for
Prometheus H & A A M IER# 1T E 8 BUEMIBR.

- MREEBREE AWS KiFF AT ARER T A LA REE |, N LUFERAER S — NI E
“ANITHERX,

BXRFEFBERALIZANTEXNESRER , B0 £ABXE TEZHE R EA T Prometheus
R S EE RS NS B A .
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£

« X &% 2 Amazon Managed Service for Prometheus B & 0] A {5 ¥Rt 17 B 8 IR M R

£/ Prometheus & Al A tE3#E &% F Amazon Managed Service for Prometheus

« A Prometheus RERLZEE R I L S Prometheus FEERFRE S Al AEEE

- £/ Distro @& T Prometheus WL S#EE RS K% S 7 AMEEIE AWS OpenTelemetry

+ {8 Prometheus #X Helm B3k [8 Amazon Managed Service for Prometheus & 3% /& 7 F 14 548
« HXEAT Prometheus W S ERS P S AT A BN F LR BFE

- FRABXEIEZRNERT Prometheus I D E RSB IS AT AHE

¥t % 3% 2] Amazon Managed Service for Prometheus B & ] F 18453 17 E & I IEMI B

1A LR B 24 Prometheus I ( ERE#E R TiE1TH Prometheus =241 ) B9 538 &% F) Amazon
Managed Service for Prometheus T#EX, MRHE AP —LELFHEFH ZIXERNIER , NS EIEN
EEESHTAMY (BIEEP - MEELEZIEKIE , Amazon Managed Service for Prometheus T
EXPEERRE S — 1M EFNEE ) . BR |, B%FE Amazon Managed Service for Prometheus T
EXBHRBREENER , XEERTRZRBEIXLIER , T 2SR BERBMFME S5,

E it Amazon Managed Service for Prometheus B il k3K B %/ Prometheus REBHWEEHIE , &
FENRZREEBENRBLEBEE—NEHEYN , HAIESILHEBE— M EIREN. EFHAMRTEHIRF
WMHEEHEZEHRIE | 8RB AT Amazon Managed Service for Prometheus iR 3| &M EFREI KR
BRAFMNWERSREERFE  EFaEEIAR , AHXEERLIFREE—KER,

(® Note
LR Kubernetes (1.28 1 1.29 ) AIRE& XM BN HF BIREMIENR. clusteriX ™
BEQSBHERA T Prometheus ML St E RS HAEERFERRAE, EXESRER , S
%) = A F £ FAQ.

LTREBNBMAEEBIEH RMclusterM__replica_ #% , LUMEER T Prometheus ¥
Amazon EE RS B BRE S IE.

/A Important

MREKRZEEEHERER , WEERN XEZE Amazon Managed Service for Prometheus BT
BRIEEARSRE, XEREERTFESHER,
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5 Prometheus f5 & 7] A4 #3E %% 2 Amazon Managed Service for Prometheus

ZF M Prometheus RES TAMEE , B4R ES JAMANFTE S ENAABRE | LUME
Amazon Managed Service for Prometheus AT LAB1TiR5l, A cluster #ZfF Prometheus SKHIME
BiRR AT RAMAN —9. A __replica_ HREFHIMRAFHNENEIR, EFEESHER
BrRIbEERVER , BMEERMNA __replica__ M cluster #¥,

® Note
__replica_ FREMRANELF replica BFIEEAFRENFRILEFS,

R RSB

EUTRBHESD |, cluster ¥rZ#RiR Prometheus SEHI{RIE prom-teaml , _replica_ ¥rZ#RiR
BIZ& replical M replica2.

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

BT Amazon Managed Service for Prometheus 7 H B X LR LN & AT AR RN BEELR |, Fik
HBEAEESE , E2MER replica #7%. XERBEZLINFIRE 1.1 WFEIIRS , mMARE8N
Bl&R—1NFHl, RE T cluster #7%,

® Note

R LR Kubernetes (1.28 M 1.29 ) ATRER X BN HBEIRENIER. clusteriX A
RELSBUEMA T Prometheus WL SR EERSHAEEHEMBRRE. EXESEE , FS
5% = AT AMEFAQ,

£ Prometheus #4E R L BRI KRN 5% Prometheus 1B RSIRE S A A EEE

E#F A Helm 8 Prometheus IRERRES AT AMEE , B4 ESTAMANFIESEH L ESAEP
B, BMEERT Prometheus BV S E RS AT LR BIEA]. BIEHMIE Prometheus Operator
Helm B3 L8 & replicaExternalLabelName #l externallLabels &%,
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A YAMLARE

EUTYAMLEREH | clusterifl T externallabel U} Prometheus SEBIREFRE A S AT AMA
) —%F% , replicaExternallabelsH#RIRZA R EN A,

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note
RLRRAR Kubernetes (1.28 1 1.29 ) AIE2 K B HFBEIREHNIENR. clusteriX A
BERSHERA T Prometheus ML B E RS HAESHRERRFRE, EXEZER |, S
4 = A A EFAQ,

A Distro [3EA T Prometheus B B #h1E & IR SS &% & 7T A ME5UIE AWS
OpenTelemetry

AWS Distro fo ADOT r OpenTelemetry () 22U B NZ£ B A TAE~HNKITHR. OpenTelemetry
ADOTHZRMIFEAPIs, FEMNRE R BN ES ARREMEFRUHTNAERLERE, BXEER
ADOT , #EZ @< T Open Telem AWS etry & 1Thi.

EREADOTEITAMEE , XAEBEADOTHERBRREIH A BIRLcluster AT AWS
Prometheus IZf2E__replica_ ASHz, LS HBRET remote_write KixT G EMEA IS
¥r &%= 2| Amazon Managed Service for Prometheus T4EX, £ Remote Write Exporter £1% & iX L&
FRER, AU LEERREIRZITRHREEENIEF. BX AWS Prometheus IEEEASHBENES
E8 , FSRERT Prometheus BIIL &i# Prometheus &R H Prometheus Ii2E A S HEE A
[To

@ Note
RLURRAH Kubernetes (1.28 1 1.29 ) AJREL K B HFBEIRENIENR. clusteriX A
BEQSHER T Prometheus ML S X ERFSHAESHERREE, BEXEZER |, S
589 5 AT A EFAQ,
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£ Prometheus # X Helm B2k [E Amazon Managed Service for Prometheus X% 5
A AR

E# A Prometheus X Helm BRZESTAMERE , B4 ES T AMANFIE RS LN
FSER#RZ , LAE Amazon Managed Service for Prometheus AT A TiRE, AT 2 fn{af
external_labels M Prometheus #[X Helm B &R S 72 Prometheus B2 ANSEHI8Y R4,

server:
global:
external_labels:
cluster: monitoring-cluster
_replica__: replica-1

@ Note
MREBEEZANEIR , WABERATERNEIRESZREBERZE , B Prometheus 1 X Helm
BRIAAGTEEEZNEHIR[ABMNBAKENIDZEERRNE. NREEREFEIRE
replica ¥+ , & H prometheus-operator Helm B &,

(® Note
FHLRRAH Kubernetes ( 1.28 1 1.29 ) AIgE2 XK F B BRZMIEN . clusteriXd
BESSBCERA T Prometheus WL B #HEERSEHINEEHERRRBE. EXEZELS , S
% = A F £ FAQ.

BXERAT Prometheus W DL E RS H & Al AME B/ F I B S A
ERENZES—IMrEHREEE _replica_ RBIEFEEL?

ESHM%I&EH , Amazon Managed Service for Prometheus @3 #£ Prometheus 215 # ik H
TERARBFEELATLEE., RIS EIARE 30 WAFSLELEHIEREA , I Amazon Managed
Service for Prometheus £ B3 % — Prometheus Xl BN RS BIAR , HMNFHNS HREFEK
7, OEEAERNEE. Hit , EEREEN , TERUUXHEM, XHEMTESSHUATRA

- EEBRHMSHE , £ PromQL B count REIWETRESE THHEE,

o EERBHSSHIE , active series BIEINT , iXE T active series limits., BXEZE
B, ESRAMPEE,
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Kubernetes L F B B WERIRE |, H EIREXNBNERHTESHENR. WEELFRE ?

Kubernetes 1.28 #15| Aapiserver_storage_size_bytes T —NEEREMWHIEIR. clusteriX
ATEE2 S BUERA T Prometheus By Amazon B RS HANES HIEMBRAIE , E4ABURTIR

Z. clusterft Kubernetes 1.3 1 , Z#r L Ean & Fstorage-cluster_id (£ 1.28 F 1.29 ¥y

BENTHHEEEGERN ) . WRENEFHREHTEclusterinX M LLIESR , MEMA T Prometheus
WL 5 3h 36 B AR S5 T A 3T S BR Y B[R] R Sl 1T E B BRI BR . BATB IS IER Kubernetes SEEE AR
BRI T ARALUB R Bt RIB, H¥F , B A LA fapiserver_storage_size_bytesigEfr Lt
EfficlusterfFiciiE , RAEBEHEHH AZEA T Prometheus I SR IEERSH,

(® Note

B X Kubernetes TEMNEZHFMER , 5S4 Kubernetes BLH FHY
apiserver_storage_size_bytes }ah\%ﬁv&%ﬁi n & A storage_cluster_id. GitHub

FEAEXIEIT/EZENERT Prometheus T D FEE RS E IS 7] A4

ERNENBERNBEXSTAYE , SALUFERRETE AWS XSRS TR, Prometheus X
BZABARNBEXEE A,

AR R ABI3 BA A B E R EBR R TZE1TH Prometheus BRSSE: , AEEA Helm FiEHR K EFFAKX
HHHNITHEKX,

extensions:
sigvé4auth:
service:

aps

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
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- action: labelmap

regex: __meta_kubernetes_node_label_(.+)
- target_label: __ address__

replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]

regex: (.+)

target_label: _ metrics_path__

replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_id/api/vl/remote_write"
auth:
authenticator: sigv4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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Z1f) Prometheus %5

WE , EREHEREITHEX , BTN ERITER.

QRIS EF TR TNZEGER , BAUEAENT D#HEE Grafana KM RS . Amazon
Managed Grafana ( 2 Grafana Fy38332f) ) AIAME—NEFRE , J«X%ﬁiﬁ'\ﬂiﬁLa‘» N0
o BXILDHIIEE Grafana WEZEE , BRI I HIEE Grafana A M.

FRTUERAEEEACE—AMER. NXBEIFEECHNARERERENIER. BEEEH
£ AEA T Prometheus I B E B AR S FAR AR P APl rometheus EifJiE S PromQL , MREY
Prometheus TYEZ[EZREIEIE. BHX PromQL REEBZNEZEE , i5SH Prometheus X HY
Querying Prometheus,

FH

- RELHIERER

+ & & Amazon Managed Grafana A5 Amazon Managed Service for Prometheus Bit & £

+ i%& Grafana JFJR=k Grafana Enterprise A5 Amazon Managed Service for Prometheus Bt & £
- FRAELSHEFFIZITH Grafana #1TEH EKS

« ERAFRA Prometheus FIRRA# 1TE I APIs

s REEXBXRAEANEAEABINSITER

RIP GBI E S

Amazon Managed Service for Prometheus 12t 7 & Bi R IEFRE WM 5 5%,

& AWS PrivateLink &E¢i&E A F Prometheus B B # 3t E RS

£E AT Prometheus B Amazon HERSFEREFRNNERETUBIT AR ERMLHET /5
R, T LUBE LT 28, VPC AWS PrivateLink 2 YR{E I Bt AWS PrivateLink , 3R B¥REIVPCs
MERERALATE AWS MEHREBERY K MEFTEL L ALEERN, ERNERAT Prometheus ML S#h1E
ERSFAIE AWS PrivateLink VPCA IR R , 52, & Amazon Managed Service for Prometheus
5#0VPCARTREESHER

5 4 36 UE MR A

AWS Identity and Access Management 2 —I Web RS , AI#BIEZ £ iR HIXT AWS BRI E
|, @A LAERIAMIZEHEZRY H BRI (5% ) RN (FHAENRR ) FARR. FAT Prometheus
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M SHFEERSZIAMEZER , BB EERFHEZ S, HRN Prometheus REI S FEE RS
B, fREESIZE—LIAMAR |, ik Grafana IRFEREEH EHE# £ Prometheus TEZEEMNIT SRMTE
RS HMEIR. BEXMNEZEEIAM , BSRMTALEIAM? o

5 — U] AR B2 A Prometheus RET S#EERESH AWS L IEER AWS LHIRAK 4 LERE
(Sigvd)s AWS ZEEHRA 4 REEEN AWS BRFMNG ARIEESHNIEHTTP, HTELEN , X
B R ZEERES AWS HAER R ZHAHRITES , iﬁl‘ﬂ?ﬁ."%ﬁ RiGRIZ4A ID MABHRIZBALARK. X
AABABEMNIEN L 2EILE, BX SigV4 WEZER | HSHZBRA 4 B RE

i® & Amazon Managed Grafana A& Amazon Managed Service for
Prometheus Bl & F

Amazon Managed Grafana 2 — Mt X R Grafana W2 ERS , IR{LEFIR. ISVE=H
AWS MRS HIER , USRI AR TR 5 47 B3ER,

Amazon Managed Grafana for Prometheus 1% /H Amazon Managed Grafana £ TEX KIS
¥Ro £ Amazon Managed Grafana ##l&H , BRI LUBEE XTI A Amazon Managed Service for
Prometheus I& , ¥ Amazon Managed Service for Prometheus T/EX A INR #IEFRIR. Amazon
Managed Grafana & %7 Amazon Managed Service for Prometheus FFEER B AR EITHNEE,
A<M Amazon Managed Grafana 8125 Amazon Managed Service for Prometheus B #2891 4%
B8 , 55 Amazon Managed Grafana F F° #§ R R YL BA .

#3871 LATE Amazon Managed Grafana A #& & Amazon Managed Service for Prometheus 3k, B>
RESERERWRA , FSRGEESTSH#HEE Grafana ZF IR Grafana .

AFEZEZEL D IEE Grafana VPC

Amazon Managed Service for Prometheus 23 Amazon Managed Grafana #2# 7 —NREXKFT R |

1/\/\EE-Lﬁ]1:E$T$u&?EET EEO

& A LU Amazon Managed Grafana Bt & 3 fEFVPCHAE ( HX1E Grafana VPC ik BFAE RS 25
WEMER , FSRLEEEE Grafana AFIEEVPCHIIEZT IR ) , MIREME , XVPCHEE
TR RE R T Prometheus YL B #hE & AR S5 42 0 17 Mo

Ef5&EATF Prometheus E’JIEBﬁM% BRSERBRFERMBEE N ERABERVPCEERHIL S #
& Grafana TEZE ] , B4 TEBE IR LR [LFFER T Prometheus KL B E IR IE#E E
ZIfEZE, VPC VPC#E.T?%@'JEVPC RIETRNEZELR | S5 Amazon Managed Service for
Prometheus B2 0 VPC LinT Ko
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®E Grafana FJFJR= Grafana Enterprise A5 Amazon Managed
Service for Prometheus B & F

O] LA Grafana 24I7E&Z A F Prometheus I B3 T ERS HEREBIEIR. KETBEHFRT
R aN{al E IR I Y Grafana SEHIMIL i Prometheus 18 RS P EiRIEHR,

FRF M

Grafana 325l — AT B % A ER T Prometheus WL B#EE RS H 1T HHKIEHN Grafana
461,

Amazon Managed Service for Prometheus X ¥/ Grafana 7.3.5 RESRARERN THEXHRIIE
FRo MRAS 7.3.5 RESMRATIER AWS ZZ MK 4 (Sigvd) FHRKIEHN X,

EREMLEW Grafana R |, FWAL TS , Bt grafana_install_directory ARZ%H
Grafana RYEE£E :

grafana_install_directory/bin/grafana-server -v

WMRIBERZEMIE Grafana , REZEEHRAR | WA ALZEFHEH, BRIZEIMMI Grafana B
WE , i5Z 1 Grafana XFP W L% Grafana, BXRITREA Grafana BWEER |, 1555 Grafana X4
FH Grafana Al 7,

AWS ik F— &4 AWS Tk BB IEBNR ST RETH R &H Amazon Prometheus & RS H5%x.

B Grafana iR BN EAER T Prometheus B LB IEE RS , B4MEZEE
HAmazonPrometheusQueryAccess K BE, . FNRAIMK . aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetlLabelsEXEZEE , FSH IAM R
KB

T—EEFEMAN B WM Grafana iRiEF BRI,
2 1% i%iE AWS sigv4

&R F Prometheus B9 &% 3T & BRSS AWS Identity and Access Management 5 IAM () 61 , EH
EULRIPFIA ST Prometheus BIFELY, APIs IAMERIATER T , Grafana 1 #) Prometheus BERIR B E
Prometheus T EZE &M RIF, Eit Grafana 8% R Amazon Managed Service for Prometheus &
BRI NINEE , BFFEER Grafana HIEXREP S A Sigvd FHRIEX . HEEABTEEN
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Grafana JFIRBRS5 852k Grafana LRSS 80T , BIRBAR LN S RIpITRIE, WREBEANELE
#IEE GrafanaSIGv4 , M| BHRIER £ B31H, BHX Amazon Managed Grafana WEZER |, 55
% What is Amazon Managed Grafana?

E1£ Grafana LB Sigv4 , 1 AWS_SDK_LOAD_CONFIG 1 GF_AUTH_SIGV4_AUTH_ENABLED
BT ERERN true WIBER TB3N Grafana, GF_AUTH_SIGV4 AUTH_ENABLED MMRZTEMNEE
Grafana HWERIABLE LA S A Sigv4 X# . BXEZEE , S Grafana X H Configurations

Linux

B Linux #3437 Grafana fR585 LB A Sigv4 , B AL T @R,

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

E£ A Windows w5 1 REFE Windows BY38 3 Grafana LA Sigv4 , B AL TS,

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe

8 2 & . £ Grafana %0 Prometheus iR

AR SRR T 201 Grafana Fi& & Prometheus BIERIR , UEEIREA Amazon Managed
Service for Prometheus $E#%,
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e. NFEINXiH , % Amazon Managed Service for Prometheus T/EX Y X135, 1t X5
NEEESE 5 FURLSIH /Y XS Pt .

f.  EEREFHMR,
BRIZBEATHE  BERREEET

UTRFEEERTHREHA. B4 Sigv4 HHRIEFAERRE,

% 2 &5 . 1£ Grafana F 10 Prometheus #iEIR 4l


https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- ERARANRMEE (BWWEEFMERER ) | BRITUTERE
a. 7 Sigv4 SHRIEFMEST , NEORITRHEEEREHRKIN. AWS SDK
b. ®“RKABE”ARN M “4\& ID” FEREZ=,

c. NFEINXiH , % Amazon Managed Service for Prometheus T/EX Y X135, 1t X1
B EEESE 5 PFURLSIH Y XS ME T .

d. EEREHNE,
BRZEINTHE  BREKREEET
MREXBEIZHR T - HREABREENFEERTRTR.
LT R&SE8EERTSDKRIAN Sigv4 EHRIEFMAESIRE

SigV4 Auth Details
Authentication Provider (O AWS SDK Default
Assume Role ARN

External ID

Default Region & us-west-2

9. HXHFMEEEENMIX PromQL &if] :

a. ﬁ?%ﬁ%o
b. =176 PromQL Zif , i :

% 2 &5 . 1£ Grafana F 10 Prometheus #iEIR 72



Amazon Managed Service for Prometheus ArfEm

prometheus_tsdb_head_series

HE 3 (k) MR REANE FERERABRITHREDERR
ERENSRY , IREEERREANLREIER , BREUTHE,
HTTPR K B4R
BEEARPH ITHEZMR ID EFMURLEIR.
HTTPZELE 4R

BRBERERILELTN. BREUNTEIR :

- RERIANXEPEEHNXIHREIER,

- REZLVEIRBEHERR

- ERREERANEIEE S ZAmazonPrometheusQueryAccessBliZR, BXEZEE |, BSH IAM
BRANRRE,

« WEIRIEAE DAY EIE ] LAY [E] Itk Amazon Managed Service for Prometheus THEX,

HTTPE =M X5 1%

EBE Grafana fRF 28 A EUBRILE IR, BXEZEELE , S Grafana X Troubleshooting.

MR EEFExrror http: proxy error: NoCredentialProviders: no valid providers
in cha1n MEAZIERESELTERIEFEANER AWS Fil, BRESRBEEZIEFAR
Fif, MREFAHRZERE , EFRT AWS_SDK_LOAD_CONFIG HEIRE R true,

FERELDBEREFIZITH Grafana #H{TEH EKS

Amazon Managed Service for Prometheus X #{£f Grafana 7.3.5 R E & RAKZE# Amazon
Managed Service for Prometheus THEXHHIEIR. WA 7.3.5 RESRADEXN AWS L& RA 4
(Sigv4) I UEH X HFo

EfF Grafana iR BN EAER T Prometheus B DB IEE RS , B4MEZEE
HAmazonPrometheusQueryAccessKEEs, . FNRAIMK . aps:QueryMetrics

HW3 () MR REANE TR ITHEDR 73
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aps:GetMetricMetadata aps:GetSeries aps:GetLabelsBEXEZELR , H5E IAM R
KRS,

%E s AWS igVv4
Grafana J T —TH AR AWS S E A 4 (Sigvd) SHRIE, EXESEL  BSHEEMR

K4 EE TR, ZWBEERIAE Grafana REBLERBH. UTERALINEENRBARIREFER Helm £
Kubernetes 58 F & Grafana,

£ Grafana 7.3.5 R E S MRAM ARS8 LB A Sigv4
1. RIBE—NFNEFXHREBEEN Grafana BLE , HEHEHSGER

amp_query_override_values.yaml,

2. EXHHWMAUTRSR , RARREIZMH. Replace ( it ) account-id EAE1T Grafana R
S£E5H9 AWS K/ 1D,

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

FEZYAMLX R B F |, amp-iamproxy-query-role@EFET —THEAIENACHN BRI R
SkSREAMARS, NMREZCLETAHATEAIERNAE , IITAFHAGERNBCHNA
BE M.

FHEESE F/ Helm # 4 Grafana BRES 25 AL X,

NRSKSREIAMAE

MRIEIE A EKS mazon £FFHFFEA Grafana fkFae , BIMNEBNUERIAMERARSKFAHNAR (BHRR
SHAG ) #THRES. HRXHEBER TFHFIAMA GRS Kubernetes RS S XBAAT , ZIRS KSR
AT AR ERIZARS K S B E Pod ARV BEFIEME AWS R, BXEZER , BESHABRSKSHIAMA
(=

MREHRREXEAGHTEN , FRE RERSKSH IAM A2UERER PHHEBREAR.

RE s AWS igV4 74
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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KRG , BEEEFEXREZMEDARM Grafana FRSKS .

EEERRFZMHHRI Grafana RS K F

1. ELWEOS , ¥E Grafana BRSFN B ZRMRSKST B, fla , BAIUERANU TSRS

kubectl get serviceaccounts -n grafana_namespace

2. 7£ Amazon EKS 4|87 |, I EEKSEFHXBKNWRSKFWIAMA G,
3. MEBRBEEXZR.

4. BEFRHGUTELELHE 1 WA EHPRIE Grafana tn & ZE M Grafana REZKF B#. =
FHlanT :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"
]
}
}
}
]
}

5. ERBEMEERE,

A Helm A4k Grafana RSS2

W BRFHR Grafana RE|[UAERBE L —E 2 FRM0E| amp_query_override_values.yaml
XHFR%E,

i Helm F4R Grafana BR<585 75
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BT T®H. B Grafana B Helm BRHNEZEER |, H5 1/ Grafana X Kubernetes Helm
zKo

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

1£ Grafana %510 Prometheus #3E kiR

AR S BRELER T 2[4 Grafana iR & Prometheus BIERIR , LEZEIRER Amazon Managed
Service for Prometheus 845,

I8 Grafana R38N Prometheus IE KR

1. $TFF Grafana ##l&,

2. EEET , ERHEXR.
3. EERRNIMBIEFRIT.

4. i%&# Prometheus,

5

3 F HTTPURL , 3§ EURLE RIEEA F Prometheus 8T B &BRS Prometheus 24l A1
TR R E R AT R B,

6. TEHTTPURLZRIFIEEMNF , BRI MEIR /api/vl/queryF&KFHE , B Prometheus BIEIR
L BEMZF/HFHE, URL

7. EBSGRIUT , %% Sigv4 FHRIEMFFFEE M.

FRAAE ARN F “4\E8 ID” FEREZE, RAREBRIAXEH | %EZEE Amazon Managed
Service for Prometheus T/EXH X5,

8. EEREFHNE,

BRZEILTHEE  BERRERZET
9. X ETRYERIE SR X PromQL &1 :

a. ﬁj::%#_ﬁ%o
b. =176 PromQL Zif , i :

prometheus_tsdb_head_series

1 Grafana F %10 Prometheus #iE kIR 76
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£ A3 A Prometheus B RZAS 3 1TZE 6 APls

RE# AW Amazon Managed Grafana KW T EREEMERIEHNEREESE , BERT
Prometheus FI ST E RFZ X IFZ NAPIsFRA Prometheus WL E | o LAFEHAIXE T BEREH
B IEFR. BXATE T AM Prometheus RBMAWEZEER |, 5Z R, APls 5 Prometheus AR
API

B Prometheus #ZA 8 Prometheus EifjiZ S £ H APIs Prometheus Eif]iE S PromQL k15 E EiR[g
HNEIE. Bx PromQL R EEZEWNFEMEER |, 55 Prometheus X F M ZE 1 Prometheus,

LHIRFEATITAPISSREREIRNT , XAFEHE AWS %F&ZIK 4 EERENBERIITZR, BULLRE
AWS EEZ A 4 RkELZEBRE. BEXEZEE , BEZSH aws-sigv4-proxy.

A BT AWS Sigv4 REB#HITER ., awscurl A FEBEF awscurl 285 Prometheus A KK
BFAPIsE| SRR 1% E Sigv4 BEFE. awscurl AWS

FH
o {EH awscurl 3% Prometheus B1&)R T ¥ 1T&18 APIs

£ awscurl £3# & Prometheus BV1E )R T {TE 8 APIs

APIPrometheus BV & #h £ B BR 5515 SR A A Sigva £F, BRI LAERA awscurl RE{CERTRE,

EZ% awscurl , BEE LRI Python 3 F pip KT EEES

EET Linux =Bl E | AT FL%E awscurl,

$ pip3 install awscurl

£ macOS ITEW L |, LTt LE awscurl,

$ brew install awscurl

LR RBIR—NawscurlEif R, E# Region, Workspace-id AR QUERY fERES &K A HIHY
BEWRA -

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
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# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
BN EAFZFBYLAELT M 4wE,

N FELUMERquery=up , IRATABEMTLER :

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

R Tik awscurl XEMEEHMBER , BEEEBIUTHRZ —EEERNEILL ;
- REFEIAMAGNTHEZA ID MEHH. EAUERKREZAGR T E 2R MEHAhtps:/

console.aws.amazon.com/iam/,

f# A awscurl #H{TEH 78


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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Hlan -

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- BEEFME .aws/credentials M /aws/config XHFHEEXH. Bl LLERIEEEFH
MWEEXHNEN. WRKRIEE , WEER default X#. i :

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

« EF5RHIKRERAIEC2SLHIBLE X,

£ awscurl B ITERER

HLZERTERIMRAH Python FEXABIIMA OJ1Tat , (JAEAREERITE awscurl NARFREK
Wi, LATRHBIER Docker 4TI {TE B awscurl |, BEMRIOCIEMMIZTHI FARGH T EE T
£,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

REEXBREHNERAFRABINEITER

BHAENMET - MNAAMNRTHERPLENEARERLY, EUURREXEREANEITER
DR EAEBHHER, queryHHNEHIINqueryRangeAPITT A EIEERESEERFPEEEHNSH
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RAriEmE

ML BN EHREARstats=al NS ITEIE, EsamplesHRPUET —PstatsHR , HEMMFIR
EstatsHiE,

samples NRITEUTEM

Bt PN

totalQueryableSamples EAENERARERELR, XEATITFRHNES.
totalQueryableSamp BNSRUOENEREERY, HEMHN—AKAE |, rtRE
lesPerStep DLExhdy , HASERESRLEMBNELRKE,

BE stats FEMRAIERFIEGA M TR
query BRHI

GET

endpoint/api/v1l/query?query=up&time=1652382537&stats=all

W I
{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nqn
]
}
1,
"stats": {

"timings": {

EHRITEE 80
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"evalTotalTime": 0.00453349,
"resultSortTime": O,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
},
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1

queryRange HIRHI :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

0fe] 7
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{

"metric": {3,
"values": [

L
1652383000,
g

1,

L
1652384000,

BWZRIHER 81
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ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}

ERSKITES 82
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£ A AN E R B FE PR AT 3T H T8 s e 12

B BOREMN | BRIFLDE Prometheus FEE RSN EIAVIEIRREUTE . XEH N A LUERIER |, £
E W RIE R B RV IS PR QI 2R RY 1T E I8 4R,

Amazon Managed Service for Prometheus X #FRAEBMAN | HEHHX B T4 -

« BRANULEAUMETELEZTEITERLSENRER , FAREERESFH —AHatEF
3, HETERFENMZTRERER , ERMEITENEREERES,

o BIRANLILETLREE PromQL MBEE L ERFZMH. SMNMEBREN  cABRERRFRSR
A, EREEFRTURAEENEEAN  IEFERRIITHLOR G BERENBE , HI2030 52
BEARS .

E 7 Amazon Managed Service for Prometheus R{EAMN , BFEEQE — P2 YAML FLN 24
SRENHM, Amazon Managed Service for Prometheus I LA HI & 530 3L Prometheus FHIH
N HHRXMEE. BXEZELR , HSH Prometheus XRH K Defining Recording rules F Alerting
rules.

—ANITEXFAUESNIAN . SENMERNANIHBLEELBNBEZET. BTSN
# , BEALLHIA Prometheus AN XS ATHEX , MEAEFEXNHEBITERREH . TRNAN A
ZE (A th Al AR TR AR .

Bz 92

EAN S AN SSERNAS AN ST EANFA AP IEL3Z M BT B9 IRF 33 1T
fho Bt , FIEFAMF , —FIEFANNERTUATHEUGHIEEAN , bl BLA T E-—RNA
PRBERAN, BR , HTELEEESTRMANAHIRF , Rt TR —SRICEMANM AL RK
TEETHANASE TN STHERRITN,

ES}

« THRERAFNFRER IAM R

 BIEMNCH

« FHNEE S EEEERT Prometheus B9 DB FEE RS

« RESERANE S XM

« PN ER R FEHEER
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THRERAMNTERN IAM X R

278 A P F#H Amazon Managed Service for Prometheus RN BR, B2 EH L TNERE
AWS Identity and Access Management ( IAM ) KB , HHIREIBEEWAF. 4HAE,

(@ Note
AX IAMWEZEER | 2. Amazon Managed Service for Prometheus B & 13 #if [7 & 2

R P 6E LI BY SR B

BUT REE R ERA K A e BRI AN

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

R F —Nan & 2218 175 (R AX PR Y SR

B I BN AT RFERBIREE ., AT REIEBE{UIRFXIIEER RuleGroupNamespace
WIAENR. EFEALEKE , &% <account>, <region>, <workspace-id> Ml <namespace-
name> BN IEK P X MNHE,

"Version": "2012-10-17",
"Statement": [

HEH IAM R 84
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{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetlLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

BIEM N 3

E 7 Amazon Managed Service for Prometheus FERAMN , BEEZ0E — NN SR E LA
M|, Amazon Managed Service for Prometheus I XX #4EYHE X 530 Prometheus FRYH N 3445
XME. BXEZER , BSHEE S FANFZRAN,

AT AN SRR A RHI

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > 0
for: 2m

BREZERANTH , ESHEHRAN RH,

AN 4 85
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® Note

B AE AR R BANE X, RENH LEEZZFERT Prometheus WIS #HFEERS , t
AIAE#EEERA T Prometheus ML B #HEERFEFEFCE, FEMEEENL, TieH
AR, BEAHEBNEIAN, ETHEEXLENEEXHNESEE , BSRTANEEX
# E£ZFEH T Prometheus BT 57 3 B RS

SN B & S E & ZEA T Prometheus B 53t B RS

—BEAEEEMNEEXHFSEMERN  RAUEEFEHOENBEAN LA UEREFE L
& 3245 AWS CLI,

(® Note

MR FIZITHI = Amazon EKS &8 | i LAEAE A T Kubernetes FIAWS # &l 25 E& AN
Bl & S

FEHER T Prometheus NI SR ERSEH S REREREHANEEH QI ETEEE

1. #TFF Amazon Managed Service for Prometheus ###1& , M7 https:/
console.aws.amazon.com/prometheus/.

ENHELA , ERFEEE , ARERME IEX,
ERTHEXNIEKX D, AEERANEEET+,
EER A ZEE,

EFRERE XM, REEBEINE L

o > DN

HE , B LBEEER ENEE , BEEEERAT Prometheus BT &b IEE AR 12 %I A 2l 2R
REBANE L, XFIE—NROIBRIAEN X , #E8E L& 2R E#ITRE,

6. (AL ) E@@EZEERMRE | FRERINFIRE,
RiE, T Key () , MANRENER. BALE Value () FRINAENFEE.

ERMECHEE , RNFFEE,
7. EBMEE, Amazon Managed Service for Prometheus & 812 — N SEE RN 4R B B
wAZEE,

EREHN S 86
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ERARNBEREEREELEZ AWS CLI BIF e B8 ZHPH ITEX

1. Base64 MNEREERNHNARHEITRE, £ Linux REL |, B LUERUTHS

base64 input-file output-file

£ macOS R4 L |, B LIERUTHS

openssl baseb4 input-file output-file

2. WALT@®TZ BRI = H LEXH.

£ AWSCLIMRAE 2 £, ®A -

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWSCLIBRAE 1 £, ®A -

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. LMEREEREKEFTE/IVEHTREN. ERERS , BRAAUTHT

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status  ACTIVE , MERH N X4 2 4E M,

Y 58 S B R AL i 1 S A

MREBERE LZ R TS ERS Prometheus BYM N XA EIAN |, AT LA EZFAYHN T4 R E
MUYARE  LAINEREEFEPREINRE, RE , BUNATHINXN , EXAFERTNE
BITHRE AR LR,

£ Amazon Managed Service for Prometheus 3 &l & %5 S H NI R B

1. $TF Amazon Managed Service for Prometheus 24|14 , Mt} https://

console.aws.amazon.com/prometheus/o
AL ST 87
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2. ENHEELS , AEXEER , RELEEMAEITEX,

3. ERIEXMIEXID, RAEEFEMANEFRETF,

4. EFEBEYRENINEE Ao
5
6

(k) MRETHYMAMNEEX M , FEFETHRHEH.
EE Mod ify JEEERHEPRERE. TREERE “RE

RE , BALGEE EREE R LAFTHNREXF. RE , BEREMOAMESLH , REik
F e #IT ER,
AWS CLI £ A mE AN E &

1. Base64 MMM XHHARHFITRBE, £ Linux REL | ELERAUTHS :

base64 input-file output-file

£ macOS R& L |, A LMEAUTHS :

openssl base64 input-file output-file

2. BWATH@®SZ—EA L&#HXH.

FEAWSCLIRRAE 2 £, ®iA -

aws amp put-rule-groups-namespace --data file://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIBRAE 1 £, ®A -

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. LZHMMNXHFE/LVHIREEN. ERERS , FRANUTSHS :

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

IR status B ACTIVE , MEMH N XHBEM, EULL2ET , LEHN ST K BTMRA DAL F5E
RS,

Ym AL A 88
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LI B PR Bk BR

R FHEE%ETDDHEE RS Prometheus =4 CloudWatch , & A] LAY 25 4R &3 85 A0 7 I 85 #H
XA B TR ERERR, AE D 2EEMNEFHE R HEEBERR E

é H o %J’)\TMWU%%M BEH-J-

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

XEWEERTANE BT — 4R,
EXMAVERE

{5 F 45 500H B XS A0 AT 3 1T HUR HERR
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FEREREESEEERT Prometheus WL #HIEERSHE
B ZER

% Amazon Managed Service for Prometheus Z1TH ERANIM LR , BIREESFQLEBERIENE
o BEHREEBFDANERH#TESELIEMRBR. 2EAHEBBTHZERS. Amazon Managed Service
for Prometheus {X %% Amazon Simple Notification Service ¥EN$ZW T , H B A LUIEE —/NKF B
JHEBEHE| Amazon SNS R/, &0k 7] A A B E R R BRI FIER.

BiREE IR MM INEES Prometheus F#Y Alertmanager 242,
BRI AR EE RN E X T TR

« 24 - PARFLSFRLUNBRVEIENEANFR, SFSRERNHAREF BTRERMNMARE
MNERE , XERANENBERRINER. fiM , REFNEHESHSAIATLENHARE. MR
MXERBWERSA , BEREER2OERE—FBH,

ERSENMDEBANNNEREREESHEXHFHPNERBAMEE, BXEZER , TSR
<route>,

o WF - MRBELEHTERE LA |, NIHIhEESIE ELEBIRNBA, Hl , MRHNERHTE
HRAEZER , Ml EREEREE NS ZEFAERNMEETERBRS . XHATUUBIER
FEXFREBLTRAIRBEER T MERXERNEHN, EXRUNMAEENHEANNEZER , 55H
<inhibit_rule>,

- B - EEERE (HINLEF R ) YRS BRREN#RER, RERANBREEEEZRERN
MBS CEESHNENRENCEIFCE, WREE , NAREHNZEREZEFEMEL,

E0EEHE , BH A PutAlertManagerSilences APl, BEXEZEE , E5H
PutAlertManagerSilences,

Prometheus &1k

I AR Prometheus XIS A BRIV BRI ATERIL. BIRA LU ERFAFINMEXCBIES.

EE AT Prometheus NI LB IEERS F , B LU ERMESEREESREEHENEIREESR/
P inaa

ES]

- THRERABREERMEN IAM R
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« £ Amazon RERSHAIEZEREER/AE , 1k Prometheus EE MR IEEIR

« &M T Prometheus W S EE RS FEABREERGFERERSERBERE
- BENBEREERIE NS LEFEAT Prometheus BT S#EE

- FIRESTILHEE Grafana IR Grafana K

- f£/ CloudWatch HEX Bk E R 851 1T HIEHEER

W“

THRERBREESRAFN IAM R

EAEAPRRFEEAT Prometheus WL S#EERS P EABEREERNONR. QIZEFUTR
BREY AWS Identity and Access Management (IAM) KB , N ZEXBIEALNAF, BEARA/E,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"
1,
"Resource": "*"
}
]
}
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£ Amazon FERFH L EEREESEE , ik Prometheus EIE
MAEIEEHR

E 7 Amazon Managed Service for Prometheus FEAEREESMNER , FEE0EBIREESR
B YAML X4, Amazon Managed Service for Prometheus BiREEB{ X H D NFENEEI D -

- template_files: @A TEVWALZENEENER, BEXEZEL , B35 Prometheus X4
& Template Reference Fl Template Examples.

« alertmanager_config: @2 BREEREE. ©SEANENEIEIH Prometheus PV ERE
BREREXHHEE. BXESELR , HSH Alertmanager XH4H # Configurations

@ Note
L £ Prometheus ¥4 FTIRKY repeat_interval Bt E7E Amazon Managed Service for
Prometheus F1&8 —PMANRE, AHFHNEAENTR. IREFHEHRENSTERX,
NMSFERARNEX , HERERRPRE FEXKIEEAN,

(® Note
B L EEEEA T Prometheus WIS EERFIEFH AP RELEE XY , BT HATE
EHLEENER. BXLERRFRERENHNEZEE , BSRANENEREESOE X4
FEZ5ERTF Prometheus BIIE &I E RS .

£ Amazon Managed Service for Prometheus & , R EBIREIEH[H B X H LI EBIREERE
ERNATEE YAML X #4RE %M alertmanager_config Z4H,

UTREREEREEHELSTRH

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
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RAriEmE

region: us-east-2
attributes:

key: keyl

value: valuel

B 8 589 ME— 12U J5 & Amazon Simple Notification Service (Amazon SNS), MRBEEFFIHTH
CRAEMEWRT |, WZER G FHEIEL,

X255 —MEREH template_files HIERM alertmanager_config HIFEBRNWEREESFEE
X RB,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}

{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver
urlquery }3}{{ end }}

alertmanager_config: |

global:
templates:

- 'default_template'
route:

receiver: default
receivers:

- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

2RiA Amazon SNS EAREIER

MIEGAEBES U TENR , N ERIA Amazon SNS Ft BS54 LA T 4R,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "

" 1}

{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:

{{ template "__text_alert_list" .Alerts.Firing }}

R E XM 93



Amazon Managed Service for Prometheus ArfEm

{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

EEATF Prometheus WL SR EERSPEAEREERFGTERE
REEEBRBRE

HERANELBRT  CAHEEDBREES, EREERATEONRESEE, ELFHER
LERRRREENERATIASDE. AT, CAFERENBERLARRERE, LTUGE
RN, BTERETUBMRER. BYWERAL S KBS B,

I 53k Prometheus & RS XIS —BRIZFWRER L S # 2 BHARS (Amazon SNS) Simple
Notification Service, HXxEZEE , {52 Amazon SNS 214 ? ., Amazon SNS AILUER Z 55
NENER , BRERFEMRS | FINEBEFEH., BEEH HTTP KinT =o

UTEBHERT 502 MEEZH Amazon SNS BIRIZWBERHERMES.

FH

SIEFTH 5% SNS £/ , AEL S Prometheus & RS P EIRIZWES

B FEA T Prometheus I S#FEE RS MAMNI 52 SNS FHREREE SR
FFEREEREE N OEM Amazon SNS FRLIEHEE

FEREEFHEN S JSON B @I D# SNS RiEEE

& Amazon SNS Fit & Jy [ H th B Y ith R X IREEH B

7 % Amazon SNS JHE R IEH N

BIEFAL T SNS =B , AL T Prometheus £ RS P EIRIEW
B
BRI L MERIIENL D% SNS =BERNEA T Prometheus ML L #h L B RS AU B FRI2URES |, thAT L

BRE—INFNEDT, BINBVEFERARERHNED | IHERTLUNRK B ZETHNEHRE X T B Fop
H. BEH HTTP,

ERQIEFH Amazon SNS FBERNEREEESEWS , BREIER 1 . QIEF BRI ITIRE,
FHRAFS KNG BRRA,
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WMREFESIRME1Z Amazon SNS B AR IXH B HUW BB FHp4F |, BRBIR 2 - QIEF BT H
By SR ITIRAE,

T EANRHAE RN AR Amazon SNS &8 , HFEEL D# SNS EBAII I IR A F5
(ARN) ZF8EFEB A TS5

& FEA T Prometheus B ST E fRS 0 AL B i#h SNS F 3 A IX IR EE
HE KR

BAIIRF Amazon Managed Service for Prometheus [E1#&#9 Amazon SNS 8 & % H B R,
LTHERERERFZNR, ©a8E—MConditionF8E , SEHBIBH LW NEILNEFEEN
Z4£M\B, % Condition FEAREI T3 Amazon SNS B FRIAER |, N AR B Z4EEK /S M
Amazon Managed Service for Prometheus T EXHEE, EXBEERBARNBENEZELR , HS
54 B LB AR S5 R B EE R o

& F Amazon Managed Service for Prometheus B89 Amazon SNS F & & %58 B H R

B https://console.aws.amazon.com/sns/v3/home FJFF Amazon SNS ###l&,
ESMEKTR , %EF Topics (EH ) .

R IEE AT Amazon Managed Service for Prometheus B EZH & #ro
R

ERHRIRE , U TR F RN INE KK,

o k~ 0 bh =

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
},
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,

"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
},
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
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https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-send-message
https://console.aws.amazon.com/sns/v3/home
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}I

"Resource": "arn:aws:sns:region:account_id:topic_name"

[AIi%] 2R EH Amazon SNS EBE A TIRF W ME (SSE) , WEFEEEZATNEETBNZ
AWS KMS 4AZRBE A kms : GenerateDataKey*flkms :Decryptf iR , NI AFERTF
Prometheus F I S #hFE & BRSS A 1Z N2 B A% H B

Blan | B LU T AR RIS RS

{
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

1]
}

EXEZELR , 55 SNS TEMAWS KMS R,
6. EBRREELR.

(® Note
ZRIAMER T , Amazon SNS &8I A AWS:SourceOwner £HMFEIEE, BEXEZE
B, E3 ¥ SNS A8 K,

@ Note
IAM BEZ™ KRB LN, EEHN SNS B F | MREFELICEKERM Amazon SNS
KRBT RBEHEER TR FZEEARBEHNERE, EFEENEREH THRERTFH
R , B REBITHIZE,

FET S SNS )R 96
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B LE 5 AR 35 08 78 PR T

BERERER-IMREMEE , DFTEFRFERITRROS A ARSIBEERTESNRNKERIT
ZRF, ER AWS , BERFEGTRLSSBERILNBEIFRE, — MRS ( FUERS ) BAS —TURS
( ABRYARSS ) Bt , ATRESREBRSEL, TTEURIER RS UERENERXY S — NN R RET
B, BNZBRSFANAHRMNR N THIEXFER , RN AWS ZH# T -ETE | BEERFAE
RSHVBIE LRSS EEA TR TXEK S HEIRAY G RR,

RINBWERRKRBEHRER aws: SourceArn f aws :SourceAccount £R%MHF LT |, LARRE
Amazon Managed Service for Prometheus 3 Amazon SNS 2 RRIHENE, MREAFI2H
ZHELETxE, EA—FKKEQDRFERARN |, aws:SourceAccount EF aws: SourceArn EH KK~
MEFRERIIKS 1D,

aws :SourceArn B{EMM A Amazon Managed Service for Prometheus T/EX A ARN,

R ERERBREMN A EZRMER aws:SourceArn B4 ETXENARENTE ARN,
RFHMERRHNTE ARN , REEEEBESMNER , BHX ARN KA EATEEERF (*) B
aws:SourceArn £R ETX&H4®, Hli0 |, arn:aws:servicename: :123456789012: *,

B FEA T Prometheus B T332 & BRSS [0 AV D3 SNS £ A AR BEE ENR HFf
THRBSE T T A £ Amazon Managed Service for Prometheus Y aws : SourceArn #l
aws:SourceAccount /&Y L TXEKEREERE AR,

HEIREESEEE N MER Amazon SNS FTFXIXEE

HEERE (FNBIEN ) RERER Amazon SNS £ /5 , B LURFHEAEN BRZWERFMEIER
EERRED. BREERTUNENERRRSERENBERZERSR. EXRILERE  BLAHAESR
HYYE SiEh SNS EBAYIL S # B R A& 75 (ARN).

B X Amazon SNS EWHEENEZEER , {555 Prometheus BL & X#HH <sns_configs>s

TEHNEMKE

Amazon Managed Service for Prometheus X # Amazon SNS fERERIZEW . B2 , HTRERE
#l , #IEX¥F Amazon SNS EWR S HFTEE . Amazon Managed Service for Prometheus 1R & &
HEEXHFFRTATFERUATEY

« api_url: — Amazon Managed Service for Prometheus £/ #&I&E api_url , R FRAEFFERAL
J& 1o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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« Http_config - ltEMAFEIZREINZINRE, Amazon Managed Service for Prometheus B i XX
L ThEE,

WA, BFEE SigV4 IR E T EEEH Region B, WMR%HE Region B , Amazon Managed Service
for Prometheus ®)% B B % HEBRRELERNER,

Bl B IR Amazon SNS = BERNIEW AN EIREERS

1. NREERANRIANBEREERELENY | FEXRRESR T T LM

2. WR receivers HIFERFYHBIH Amazon SNS BUANEW R |, EFEBR. B LUz
Amazon SNS TFEENEW G , FERNENMIE receivers BIFBRA LI sns_config
BAERF,

3. 7 receivers EBHHIFRMET YAML BHEHR,

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

WMRARERE subject , MAINBERT , REAFTERZBZMMNENRARREXER , XAEKSFH
EX T SNS R A, BEERXNATERNER , FSRAERPH FEREESHFEE N JSON
A @IS E SNS RiEHE.

I |, HAGERE T 25 Bl & XX £ £ 2 Amazon Managed Service for Prometheus., BXxE %S
B B2 BENEREEREE XS LEFERT Prometheus I S#EE RS

HEREERBEE NN JSON B @I S# SNS RIEHE

BMIAERT , ERAT Prometheus W S EERSFEHRERBFUAXARIIREABEFES . Xt THEA
ARSF KRG |, X ATREE SR, BRI OB IR EEREE S S JSON A K IEBHR. JSON AT ERM
b 7E B P R EE IRV R iR T R P AWS Lambda SRR 453 S R L 0 17 LR AL ISR B Amazon SNS
WTFER. BAUENL—MEEXERFKI JSON BXAHEEERNE , XETTUERMIE T FE
WARFATERANT , AL EER R IAER
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ELLJSON BN EREESPHERMEE Amazon SNS , BFEFBREESEE , &£
template_files RFAHFEBEUTRES :

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":
"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if
gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range
$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},
{{ end }}"{{ $label.Name }}": "{{ $label.value }}"{{ end }}
{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )
@ -}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.vValue }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":
"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":
"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range
$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},
{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},
{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}},"commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},
{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "} 3{- end 3}{{ "}" }}{{ end }}
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

(@ Note
LB REEF B F HIE0E JSON, MREHBFESSHRFZR , BECALER I HE
BT

NEREABBATRFERAENR , BEEW alertmanager_config HIEHR 5| HiZ&ER , MFAT
N

alertmanager_config: |
global:
templates:
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- 'default_template'

(@ Note

LERER TRAERIEN , KA JSON X, WERSBZENMNEEIEX. NREBEML
BEER , WFRBREEEN, EAF3ITRNBZEHBIML L TER

BRUTHABRNESEE :

EREESREXH , 55 £ Amazon TERFZFRIEEREEESEE |, ik Prometheus EEF
KIFER.

- LESNEENY BN BENEREERIE X EEZEAT Prometheus KT D# £ E AR

Fo

¥ Amazon SNS BLE N [ Hi B Wit XX IR EEH B

i\ AT Prometheus B BB BRSS R ee @Il Sk & 38 AR S5 (Amazon SNS) Simple Notification
Service KIFEBIRER ., ENXLEE KA HME M |, FlanE FiB#4, webhook, Slack T
OpsGenie , #2455 Amazon SNS EiiE J ¥ H B R FIX LR o

LT NEMMAEZE Amazon SNS LUSZIRE AT H 4 H Wit

£

* Email

 Webhook
» Slack

* OpsGenie

Email

E5f Amazon SNS FEBE B N E B KB B Fap4F |, iBRIZEIT. £ Amazon SNS ###HI&F | &
BiTREED R FTFIT RS RTE, EFRNETH , REEZFBFHHF. Amazon SNS FmEFlHEYES
FHR bt RIX T INE FEBME, BRHING , ER T LUEN B FHRHHZ Ik B BT FEBH Amazon
SNS BHl, BXEZEE , HSRITE Amazon SNS F i,

6 H Ath B #9 3t % B4R 100
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Webhook

E ¥ Amazon SNS B HL & 7 7 H B 5 HZE Webhook LimTi = |, iE8I21T. £ Amazon SNS 2
HlER , ERITEERRITFITRASIRITE, EFRCIRITHE , RFEE HTTP/HTTPS, BIZIiTH
B, BARBEINSBREEBE, HiTHELLTENRESH , B8 HTTP KT [N Z2 U E Amazon
SNS BHl, AXxEZEE , 55117 E Amazon SNS £, BXxfEM Slack Webhook B & B¥r%&
HENEZELR , B RNAER Webhook £ Amazon SNS 382 & # 2| Amazon Chime, Slack 5
Microsoft Teams ?

Slack

E Amazon SNS FEBELE N[ Slack HHEE |, BEHMNERE, RALLE Slack B9 email-to-
channel &2 &K , /1T Slack #3228 FHERHHFFHE K F Slack $U& , B AJLAEA Lambda B#X
LS SNS BHEEZ Slack, BXFBFHiHiE K2 slack MENEZER , HSHAFEIA Slack
Webhook B AWS SNS F£#1] @, Hx#%E Lambda EEEARF Amazon SNS HE A Slack WE
ZER |, BHSREWMAYF Amazon Managed Service for Prometheus & Slack £/

OpsGenie

B EE E ) Him B S A Amazon SNS XEHER |, S HHE Opsgenie S51& AR & i# SNS
£, OpsGenie

T f# Amazon SNS 8 236 iF #

I 5 #h fe] 22 3@ H AR S5 (Amazon SNS) Simple Notification Service B3R B & E &R, THAXL
FROEREEFERBIEHITIER, MAMLE , Amazon SNS EWE FRFELLTHAN B/ 23 TER
iE, BMFsE
- SHEEE¥ UTF %

- HEFEIRRA “Error - not a valid UTF-8 encoded string.”

o FARM—AEEEMY , A truncated” , B “true”

s JFHRM—ANEEE M , 79 “‘modified” , {B7“Message: Error - not a valid UTF-8 encoded string.”
- SHERZE,

« SHENFE# R “Error - Message should not be empty.”

- JHHRM—ANEEEM , 81 “‘modified” , B8 “MMessage: Error - Message should not be empty.”
- SHEBHEEM,

- SHENIEHEMBNE,
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https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
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 JERM—NEEEM , BN truncated” , B “true”

- JFFHFM—ANEERM , B “modified” , {7 “Message: Error - Message has been truncated from
X KB, because it exceeds the 256 KB size limit.”

« EFBAR R ASCIl =5,
« FFCREH# R “Error - contains non printable ASCII characters.”

s JFHRM—ANEEEM , 87 “modified” , {7 “Subject: Error - contains non-printable ASCII
characters.”

® i%ﬂﬂ*&éﬁﬂﬁo
- TEFEESHEMNAR,

« FARM—ANEEEMY , A “modified” , B “Subject: Error - Subject has been truncated from X
characters, because it exceeds the 100 character size limit.”

- HEEMENRBELR.
o TORRBYIH BB MR A BR

 FARM—NEREEMY , B8R ‘218K, B “MessageAttribute: Error-B8 F X
MessageAttributeKey =% , SEEB P E X NE2HMBR. " MessageAttributeValue

- HEREMEHREN.
o« FNEYTE BB MR AR BR

« FRM—NFE BEBR BREHEEM , E “MessageAttribute: Error-X" BY3E 28 1 2 HUHIBR |
AR EHEE T 256KB B9 K/NBR#,

RN EREESREE XS EEBIER T Prometheus L B EE
RS

HEZREEREENHFTHIANRE , JUEERH SRS BMBEIZXH , o UERERT
Prometheus #J Amazon B RF 2 & LEMBEXHH. AWS CLI

(@ Note

MR BIZITHI = Amazon EKS &8 | i LAEAE A T Kubernetes FIAWS #2285 E & B 1R
BIRERE B,
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EAEM T Prometheus WL SR EERFZH A RERNERENEREERRE

1. #TF Amazon Managed Service for Prometheus ##1& , Mt 7 https:/
console.aws.amazon.com/prometheus/,.

2. ENHEELS , AEXEER , RELEEMAEITEX,
3. EBRIXMIAKKXID, RAEEFREREEREIF,
4, MRIEXETEZEEREERENL , FEFRINE L,

® Note
MREAITEXEESHRNEREERENL , BRRERB N,

5. EERIERXM , REBEREERENMN , REEFRE,

® Note

g, BUSUETIER CIRE L RTUR IR X4 H BT R PN EHATRE, X
el INRANBRERS , #HEE AN ERITHRE.

EURER AWS CLI R EREESFEE L& T THEKX

1. Base64 WEREER[RNHNABHITHRB, 7 Linux RE L |, BRI MEAUTGS

base64 input-file output-file

£ macOS A& L | B LUMFERALU TSRS
openssl baseb64 input-file output-file
2. ELaX#H, BRANTHSZ—®.

EAWSCLIfRAE 2 £, ®A -

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

£ AWS CLI A1 £, & A -
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aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file

--workspace-id my-workspace-id --region region

3. HHWEREEREERELDHIHLN, BRERS  BAANTHS -

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

MR status B/ ACTIVE , IR TEWHEREESRENL EEK,
FANIEXNEREESRNESHRNTNEREESEE AWS CLI
1. Base64 WEREBEB/UHHNABHITRG, £ Linux REL , BOUERUTHS

baseb4 input-file output-file

£ macOS R&i L | B LUMERALU TSRS
openssl baseb64 input-file output-file
2. EL&aX#H, BRANUTHSZ—®.

£ AWSCLIfRAE 2 £, ®iA -

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --

workspace-id my-workspace-id --region region

£ AWS CLIBRAE 1 £, ®A -

aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --

workspace-id my-workspace-id --region region

3. ZHNHEREERLEFTE/LVHIRLEN. BERERS , BRAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

FREREEXH
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R status B ACTIVE , WRRENFEREERELCER. Hl2m , BN EREE
sRBE AL TIE s IR

SIRESTT D IEE Grafana IR Grafana &£

#&7E Amazon Managed Service for Prometheus B Alertmanager A | 22 YR AN 7 LAFE Amazon
Managed Grafana # Grafana F# X MEEF , NE—NMRERE— SN ERANMER. =
Amazon Managed Grafana # , & A LAE & & H BRI A4 5 BIR o

FRF M

FEFF5¥$ Amazon Managed Service for Prometheus 5 £l Amazon Managed Grafana Z 81 , #2470
FHRUT RREM

« BYUAAEIE AWS K- M IAM ES |, FeeARIEHF RN EIEER T Prometheus YL SiE £ E AR
S IAM A ',

BXREE AWS K- M IAMIERNEZER , FZHRE AWS,

« B HE Amazon Managed Service for Prometheus T4EX |, # BE@EFFIHE, Eig
BN IERX , ESEIE Amazon Managed Service for Prometheus T/EX, #&ERiZE#E
Prometheus BI8ES: , 5130 Alertmanager #1 Ruler, BXRXLEFTFNEZELR |, 55 Prometheus
pE=B

- BB A1 Amazon Managed Service for Prometheus FELE T Alertmanager ELEMAN L4, Hx
Amazon Managed Service for Prometheus F# Alertmanager WEZE R , TSRS ABIREES
fEIE AT Prometheus WIS #HEERSTEENERER. EXANNEZEL , FSHALHAAN
TR B R TS R s 2,

« IBAMIRE Amazon Managed Grafana , & & 1T FFRRAH Grafana.

- MREFEARZ Amazon Managed Grafana , M4 EA Grafana Bik. BEXEZER , BS
) 5% |15 ki 322 5l AR B 3R T 2 Grafana B1R.

- MREFEABVRIFRREE Grafana , MAFUZITIRA 9.1 HE SR

® Note

BT LAGE A R HRRR AN Grafana , (B4 F 4 — 23k ( Grafana B3k ) Thag , H EA&E
FEIRE sigv4 KIEFBEM Grafana A Amazon Managed Service for Prometheus.
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BXEZER , 55 RE Grafana FFJRH Grafana Enterprise A5 Amazon Managed
Service for Prometheus Bl & H .

« Amazon Managed Grafana 47188 LA TR 8E1A B IR /Y Prometheus &R, SN TURFE R INE
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.htm| F AR &9 Bk

SERRBIESEERET,

* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

+ aps:DeleteAlertManagerSilence

% & Amazon Managed Grafana

MREBLXTE Amazon Managed Service for Prometheus S54|Fi&E 7 MM FEIR , NIAEEH Amazon
Managed Grafana £ iX &£ B R 12 &I E AR A &L & 5t £ 7 Amazon Managed Grafana H 5t .

#F Amazon Managed Grafana Bt & 3 R 2 $IHE iR

1. ITHITHEXHE Grafana ##4§|4
2. HEEET , EBEBIEXRR.

3. BIESITIFEM Prometheus BiERIR. WREZFIKRIZE Prometheus BIERR , TS NE 2
% . 1 Grafana F 1 Prometheus BIERUFRMESE L,

4. 7E Prometheus BIEXRIRH , EFES Alertmanager Ul EEE R,

5. REIHERIFRRE,

6. BIEFH Alertmanager BIEFRIR.

7. 7 Alertmanager BERFEENEF , AN TRE

o fIKHEIRE N Prometheus.

« XF URLRE , iBFEAEHN Prometheus TEXE URL , MR T#HKX ID 2 GHFTE
NE , REEREKN /alertmanager, Bl , https://aps-workspaces.us-
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eastl.amazonaws.com/workspaces/ws-example-1234-5678-abcd-xyz00000001/
alertmanager,

- EEHRRWIET , FFE SigV4Auth, X&&1F Grafana JERER AWS FHRKIE,
« fltn , 7£ Sigv4Auth FHEE THERIAXEH |, RMHEEH Prometheus SEBIFTTERY X5 , Hi40

us-east-1,.
« FEIAETRENRN true,
R R H N,
HM7E , &£ Amazon Managed Service for Prometheus 23R N EL & H 5E/H Grafana SEHIE & F

. WIAETILLTE Grafana B3R ITTEAY Amazon Managed Service for Prometheus L5 & B 7
BEIRAN, BRA (SIEEHEIR ) MEBHR,

A CloudWatch BEXN ER E 85 1T PEHERR

A F/HEHEEETD8HITE RS Prometheus B4 CloudWatch , & R] LAXT 23R & 12 85 A #1085 48
KA B ITHERRR, AP T EEBREEIFMHENWBEIRREE,

. key/value% TR

HERHES

- RBEETHRINREER

« RIRFEKIT KMS BRI

Het

UF

&
A &

HIIII#

SBEUT

INI>
mlllﬂ

=t

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Message has been modified because the content was empty."
"level": "WARN"

I

"component": "alertmanager"
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RAriEmE

}

X RN RS IR AR O I IR AT N 2 B

ERRM R

WIF A B IR E BB R R A B R A HE — MR ER,
JE ASCIl B

é/ H/U\@EJ’)\T Etj-

{
"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"
}

XRREBEEIE ASCI FH,

EXTNERE

MIBREAR =B F R P X AT sE B &I ASCIH FRMIRZER 5 A,
key/value BE LXK

HHFTEUTESR

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
},

"component": "alertmanager"

JF ASCIl &
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RXRRETRAETH , FLEHSEMESHMER,

EREMRE

EFTMEECAXRERHERBENEIR , HBREBITAIERH SNS HEEB M. BXKIE Amazon SNS
FEMNEZEE | FSHEKIE SNS F&3

HERSBIES

HHFZTEUTESR

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

KRTELEBBADAK,

BRI BRI

EEEREUOTHBER | ARTERTERUBRANRE,
RXBRTRRIREEHIR

H AT BB U THEIRA

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

b,

"component": "alertmanager"
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iX & 7R Amazon Managed Service for Prometheus T 15 ER SNS TR X &R,
EXREWRE

I8iF Amazon SNS &5 A K EE 2 5 XX Amazon Managed Service for Prometheus [6]1% £ & 1%
SNS JEE., Bl2 SNS 7E%KeE , | FIRSFaps.amazonaws. com ( & F Prometheus 9L & FE
ERS ) HRIEHNILSE SNS TFHNR., HX SNS R RENEZEER , H51H (ISHEEE
HRSTAXELERE) POERATHFEIREES M Amazon SNS 7 112 Hl R 5I 2 6l

RIRBIKIT KMS RN

HHEFZZELUT AWS KMS £ixad

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
3,
"component": "alertmanager"
}
EXEWRE

KUEA F N2 Amazon SNS FEMZANZARB RSB AFEA T Prometheus WL B IEERS £
{faps.amazonaws.comITLAT#R4E : . M, kms:GenerateDataKey* kms:DecryptBXxE%
5 , i3 H SNS TEMWAWS KMS R,

FRIRBIRIT KMS BIEN 110


https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-language-using.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-language-using.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse

Amazon Managed Service for Prometheus ArfEm

e F ML #EATF Prometheus THEZE BT St E RS

I 5% Prometheus 3B RS EH CloudWatch I L SRIBEEXEIZEMNHIE, S LMEA
CloudWatch ¥6#¥r3K 7 ## & R E A 1BR AKX EHTF Prometheus I S E RS THEZE= R ER,
BT LAFF /3 CloudWatch BEXIFURRTEZR A XENEHN B ER,

LT B E MR CloudWatch T A,

£ CloudWatch 18#rIA32 T S FEE RS HY Prometheus &R

EFTF Prometheus I G L E RS G EAERIREMA, CloudWatchiIXLEIEFR AL T RN T
EXRAE, &’%E’J?eh‘—ﬂ%ﬁ:qﬂE’JAWS/Usageﬂ]AWS/Prometheusup% PR #HZE], CloudWatch
XEEIEFR R R BRIRME CloudWatch®, BExEAEIBIRNEZEER |, HSCloudWatch £ H £1E47,

CloudWatch #§ BIRAM CloudWatch @& Z=[H] iR
FRE
ResourceCount  IngestionRate AWS/Usage BEAREER

B BRHUE
BEREITEHE : Av

erage. Minimum, Maxi
mum, Sum

ResourceCount  ActiveSeries AWS/Usage BNTHEXHFERRIIE
B iR
BEMEITHE - Av

erage, Minimum, Maxi
mum, Sum

ResourceCount  ActiveAlerts AWS/Usage BN THEXHE BRI

LR
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CloudWatch 1§ RIRBE T CloudWatch 5% Z2|g] iR
B

BREITEHIE : Av
erage. Minimum, Maxi
mum, Sum

ResourceCount  SizeOfAlerts AWS/Usage THEZRHPAMEERNEX
N AFET R BN

By FY
BMEITEIE : Av

erage. Minimum, Maxi

mum, Sum
ResourceCount  Suppresse AWS/Usage BN TERXLA FMHEHIRESH
dAlerts BIRBE, JLUETERER
HP SR HD I B R o
By it

BREITHE : Av

erage, Minimum, Maxi

mum, Sum
ResourceCount  Unprocess AWS/Usage BN TEXL T ARG IR
edAlerts SHEBRHE, BHR—£

EU, BN FARAERTS
AlertManager , BIEE&E&F
T—RREHITM,

LR
BREITHE : Av

erage, Minimum, Maxi
mum, Sum
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CloudWatch #§ BIREWR CloudWatch 58 Z= 8] iR

AR

ResourceCount  AllAlerts AWS/Usage BN TERLA FEMRESH
BHRBE,
By it

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
AlertMana - AWS/Prometheus EREERWNFIN I ER
gerAlerts B
Received i
By it
BREITHIE : Av
erage. Minimum, Maxi
mum, Sum
AlertMana = AWS/Prometheus KIERMHERKE
gerNotifi .
By it

cationsFailed

BREITHE : Av

erage, Minimum, Maxi

mum, Sum
AlertMana - AWS/Prometheus FREINEIRE
gerNotifi .
cationsThrottled B iEHK

BREUHEHAE : Av
erage, Minimum, Maxi
mum, Sum
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CloudWatch 1§ RIRBE T CloudWatch 5% Z2|g] iR
B
Discarded = AWS/Prometheus RERINSHERHEAKRE
Samples’ i
BT

BREITEBIE : Av
erage. Minimum, Maxi
mum, Sum

RuleEvaluations - AWS/Prometheus I REE =R
B4 iR
BMEITHE : Av

erage. Minimum, Maxi

mum, Sum
RuleEvalu . AWS/Prometheus ] B PR AR DU 1 1 2k TR B9 IR 3
ationFailures L

BT iR

BREITHE : Av

erage, Minimum, Maxi

mum, Sum
RuleGroup - AWS/Prometheus () g PR 8 i B9 A U 4RI AR OR
lterationsMissed o

LR VA

BREUHEHAE : Av
erage, Minimum, Maxi
mum, Sum

BRRAREFN—ERERENT.
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Reason

greater_than_max_sample_age

new-value-for-timestamp
per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order

label_value_too_long

max_label_names_per_series

missing_metric_name
metric_name_invalid
label _invalid

duplicate_label_names

® Note

a2

EEL < BURRIN: N OF =
REEERANRHB S 2SR EBAE.
AP BRI NMEFRRER R IR,
AP EREEHRIEZH LR,
BREUEZRFR.
HmEILRN , TELE,
REEEY AP F ARSI,

AP EREBMERRIRE R M.
REHEERE

REBERB TN
RENIRETR

RETEENIRER

BRI EERRAFR T ZIEFRNER 0.

® Note

RuleGroupIterationsMissed, RuleEvaluations # RuleEvaluationFailures &

BUT M RuleGroup £

RuleGroupNamespace;RuleGroup

CloudWatch 5#r
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Xt Prometheus &R FEFIZIE CloudWatch Bk

A LAfE 3R 1512 Prometheus BRI EATE R, CloudWatch
£ Prometheus #3 prometheus ActiveSeries I B F ik B Z iR
1. &FB ‘BRACER &UI+F , AER T R31E|ActiveSeriestrZ,

£ Graphed #E#RAEH , RSB R Y BIPABREAI B4R,

D PIEEENER,

EEEEHRNZHEPNEZAEFTRTAARERYS  REERT -5,

ERERES , EEIEH SNS TEHEIE — N5 SNS BB K IEEZ SNS £,
EARMBRAERD |, RNINEIRE B R AR,

EFECIEER.

I

A A EKETD2IEE RS Prometheus =4 CloudWatch

EH T Prometheus WL S#EERFSELS#HAENAE éﬂ%ﬂ%*“?ﬁ HENSAENERNES
E#, CloudWatch BEXEBEREESNANBZNEZER , BSHFERTINEREESR T, &9
LATE Logs Af$ T4E2Z2 /A A & #E X El CloudWatch Ellu uu,EFo \’\EIJ;UE Amazon Managed Service
for Prometheus ZHlAPEIEZKIZEN AR , BRI BIER AWS CLIEEE & T LATE CloudWatch
BREAHPEERERNXEAE. BXERHEPESE CloudWatch HEEAERNEZEL , BSH
CloudWatch A #68 CloudWatch® #yE FH B EE M B EH

CloudWatch #HEE AW EAEP XA HRZ 5Gb B CloudWatch B&, B2 HEERIMN A E T
BIECloudWatch E it &I .

EB
« EL& CloudWatch BE

B2 CloudWatch H&E

EAT Prometheus WIS IEERSELTDHAEN A AP ICREREER[NSEEAENE RNES
=44, CloudWatch

BRI AEE AT Prometheus WYL B FEERR S 12l & HFiRE CloudWatch B RIEREE , B A BN
WA APl ER7EH AWS CLI RE AFIEKEE. create-logging-configuration
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TR

fEAMAZBicreate-logging-configuration , HF AT RERERNRMT MBS FA TR E
CloudWatch BER ID A,

"Version": "2012-10-17",

"Statement": [

{
"Effect":

"Action":

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

"Allow",

[

CreatelogDelivery",
GetLogDelivery",
UpdatelLogDelivery",
DeletelLogDelivery",
ListLogDeliveries",
PutResourcePolicy",
DescribeResourcePolicies",
DescribelogGroups",

"aps:CreatelLoggingConfiguration",

"aps:UpdatelLoggingConfiguration",

"aps:DescribeloggingConfiguration",

"aps:DeletelLoggingConfiguration”

]I

"Resource'

BtE& CloudWatch B &

Te Hxn

BT LA fE ¥R 4] B X Prometheus i B & & B3 EE RS

Console

AWS AWS CLI

#£ Amazon Managed Service for Prometheus 24| & H#i & B Hid &

—

w0 N

SHME THEXFMAEEERPH EEZETF,
ERBESHRA EANEERE,

 BHEE D THFRAPIERFESER,
HEESETHIRPEREEDHE RS BENBEEEL,

Bt & CloudWatch A&
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WA LAFE CloudWatch 12 & & G2V B EH,
5. EBRREELR.

AWS CLI
WO LA E A EBE AWS CLI,
EEEIE n_,\la% -lﬁ ﬁﬁﬁ AWS CLI

« fHH AWSCLI, ETUTHS,

aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn

BR 751
- ARIEEBESEH

Amazon Managed Service for Prometheus X124t F warning =% error R AIMWEH,
- SREEK/NBRH

CloudWatch BERRERERHI N 5120 NFERF. X CloudWatch Logs # Zl 5% BE 32230 1t K /PR 1
i, E2B3ERAUFLHNBEL/aws/vendedlogs /o

LGB A BECFKNERAN , EATF Prometheus B9 Amazon £ E RS L ERRIEE
#y B & CloudWatch AE#HEH AERREM, JES%AF CloudWatch BEB IR M K/NRE
B 7E B & CloudWatch A EA B #BINLE/aws/vendedlogs/. £ Amazon Managed Service for
Prometheus ##l A2 A XA , BEABHHERN /aws/vendedlogs/. BXEZEER
B2H (BEAFER) FHEAFEL AWS fREH CloudWatch HEIER,

Bt & CloudWatch A& 118


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html

Amazon Managed Service for Prometheus ArfEm

TEEHLLER T Prometheus B 5 & RS BY B AN

UTELRBEREERTEEEE T THME/ILE Amazon Managed Service for Prometheus #85< Y X
Ko

TR L5 (K] 3= 18 A F Y B AN 2

NFAREBEFTME , BRERSET XBoHE. ERAEAERENEFELFTI - LETELEN
ERHERHRAE , MIERFHERXSEREN— N0, BXEMNMINMBNESZELR , S Amazon
Managed Service for Prometheus 7=l 1 " # B EE 4T o

[FRARR AR RETEZRMTAL ? WA ERBURAE ?

BREE (TREVNERE ) RASHEFNIERS, SUNESREBRERE (@ NKERR ) SR
DERANERR I B EREERZEE,

BRI UM ER B IG U EE ( #1IER ) [BIBR : Prometheus ARSS88 ( EREB#E X Ti21T ) # Distro for
(ADOT) W5 85#B OpenTelemetry X AWS ZELE. scrape_intervalfilin , FHKERERM 30 ¥
#inE 60 WLF/ERERAERD —¥F,

BRI LAEA <relabel_config> ffiik &% %l Amazon Managed Service for Prometheus #Y35
¥ro BRTE Prometheus REBEFREFIRICHNEZEE , iHSH Prometheus XY https://
prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config.

FEENEAUINRKELTEZRTAL?

EHNAETELENHFEARE, EUUREEAMRRERERMAE,

NTEFRZM T RN EERRAENREANESR , FAIUEENIERRAARERISE, Amazon
Managed Service for Prometheus &I RA AT ABS B8 7 5T M AN I | K & i

MRBBEEEMNFREY , S2FBTROENKLE LG ?
CALREREN | B2 , XTATEABBERS,

MREEEE (REK ) REH , TUARRKRBEFZEFIIERKRER Retention time for ingested
data Eﬂgﬁo
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WA BT B IR E W T ARIFERIKKFE ?

REHNENRECRER , ISEMENERKAR, UTR-ETATRICERERHFERER
B

- AT EERSHIT Prometheus B4R — Amazon Prometheus £ & RE AP BIR R KA 8E
FEFNAEATeEEMEMSESTAY , RIABRSANSANTAXRXFERER. XTEE
Grafana F RS AT AMER, XATRIEENEEARA=FRHES, Amazon Prometheus & iR
SHWEBRLIML , TESHRLDNWERRB A EEAES RSN,

RINBWFERERTF Prometheus B LB IEERSHNEREER , MARERAATEIRRS,

- RCEREAR-RCERERN —MRESEZREKBIFFTEAR. WREF-IEI7HERN X,
BEASHIFTE-RNRE , BLAEMAFIFIFERALUNETERLENZERNEREA.

- FRABELDR-BEHTRANEHREOLENEANRAE , AAELRNESHNHIE. &R PromQL
BHFHEMEORNESE , TURHRTERENRE. 600, EUATHANG | REXTE T+ 28
MEMED :

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > 0
for: 2m

MEdexprHavg(rate(container_cpu_usage_seconds_total[5m])) > 0BBITREZE
B,

BE , FERENERAN , FBEFREHNBRSHKEERZHER. TUAREZ HNEENERE
BEBNER  AENREREBEENZSNER , AHREREERBINERRNNERS, MRER
NEEFRI-ABHRENRE , WAMLLER , MAXRAEERBSEERN.

XERW A UHEBEREKRAR, BREK , BLAERAECZERNERENT BRGNS 2BEUE
1,

BXRTEERT Prometheus WL LR EERSTRENEZES |, FSR, FHABREESEERT
Prometheus H I T & RS D B M5 X BIR
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ERAI AR LSRRG R A ?

IngestionRatefE Amazon Fi# T2 CloudWatch MABRERIGHBREUR A, Bxi4ET IR EER
% Prometheus IEMNEZER |, F5 ., CloudWatch £ CloudWatch 1E#r 4T S EE RS H
Prometheus &R

BRAI LA ER ER KR ?

TR AWS RANMEARERRE REEHN AWS ERAER , FRHEKEBHAEENKS, HEXBOTMEE
. BREZEE , BHHAMLRE AWS BANERABRKRE ? £ (AWS lANERBRRE A,
)

AT AEBONKESTHAXR?

Amazon Managed Service for Prometheus XA BEEMER , X2SBENVHRERAZARS. 3
FHNERAEXRIESHERERN , IRBARK , ENRARSRE. BXEN (S EENESR ) B
BEZEE , H3 0 “Amazon Managed Service for Prometheus 7=l TU " # B9 E #o

® Note
- ERERTEXIAEH , MARBEXEEH, —MXBANEHAELIRET —MNEER ,
FREE AR ZEE,
- FEFEYALR T AWS Organizations , ZREAZHEARAKSIHEY |, MARRKS iHEH

(HRAKFHRERALAEEKS ) . SERPAEKRKSNBEIERLE (E—1MXER )
BET—RBIE, FRAKSERHRBIER TR,

KR T AAEEAT Prometheus TEZRNTSHIEERS , BR
PUFMAEENTE, OJEKEMFTA?

EXFERT , —Ha R , BMNARE AWS HEMEER | XLHEERIRE N FHER RIS EMERAY
THERX. RREARITRES RN BRIMEER.
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https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://aws.amazon.com/prometheus/pricing#Pricing
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EH{ AWS BRSERK

EH T Prometheus I S#EERFSSHMREZTER. AWS KT NE ST S# Elastic Kubernetes
Service ( LS EKS ) A2 ( 5/ Kubecost ) £/ , AR W@ £ AL & # Data Firehose 12
HUiE#R. CloudWatch© iR iR 7 {8 F AW B2 hiE 2 Terraform 3R = A& F Kubernetes #9312
HI2ERIREBEFNEREER T Prometheus AWS I LB IEE RS . AWS

£

« 5 Amazon EKS BAMGIEE K

o fEF LN HNIEES 9 Prometheus ®RET DB EE RS AWS

- EAEAT Kubernetes M2 528 E & AT Promethe AWS us I S FEE RS
* f¥ CloudWatch $E#r53EH T Prometheus I S EERFE K

5 Amazon EKS B SR EE f

Amazon Managed Service for Prometheus 5 Amazon Elastic Kubernetes Service ( Amazon EKS )
AN 1E ( EF Kubecost ) £ , UITRA D BT EHRMEBE XML Kubernetes SEEFHYEZE, ¥
Amazon Managed Service for Prometheus 5 Kubecost Bl & A , BRI LA by BRAAR KGR
EN:OE 38

BId 5 Kubecost 5% , AT LAE At T #RIZH Amazon EKS & A, EASIE XS Kubernetes
ETFCCERAE , NEBRE —ERNEFRS  EERSEHLAI . SUUHTIERKRERENERSR
R A AR E RIRERRA

UTARABRRERTXRTEEEHUSERFHIRTE Kubecost AL
- BEMER - BT HUMF Amazon EKS RAKIESENERENK , TSR AWS BEXE

Integrating Kubecost with Amazon Managed Service for Prometheus.,

< ZHEMER - BT HUMF Amazon EKS RAKEESSMNEREK , F5H AWS BEXE

Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service for

Prometheus,

(® Note
BXRFER Kubecost WEZEE |, 5 (Amazon EKS AF1E®E) HRIR ARSI,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/containers/multi-cluster-cost-monitoring-using-kubecost-with-amazon-eks-and-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
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{55 A BT W05 44 AN3ER B8 S Prometheus & B St E RS AWS

AWS J &K Amazon Elastic Kubernetes Service (Amazon EKS) TN B 2t AW EM T B | GIFIEHEE,
8%, BIRAMZEFER, XSEEA T Prometheus I L7 EERS . T L#3EE Grafana, Distro
for IEHMAWS TE, OpenTelemetryh T HEEESFERIXLETE | AWS 2 T7THATETIXERS
it & AT WL ER MY Terraform #&3R |, B89 AWS Observability Accelerators

AWS TTILU M PN BR IR M T ISR BB 284, NGINX SPEMEMIZ SN RO, 220244511588 T anfaia
4% Amazon EKS & WM ERIRHE,

Terraform &R ¥ 4% B8 o] AT SE R T Terraform AWS B9 AT A EZ M IRES TAE L%, GitHub &
AT LABRE A AWS JN RSN EEXE,

FRFMF

EEA AWS AT IR |, BAAWBEIAE Amazon EKS &8 , A BLBITUS BT RIRFH

« AWS CLI— BTN 1T A AWS Ih8E,
« kubectl - B F M 1TEEEIEH EKS 5,

« Terraform - AT B AZBRARCUERIR. BUHHN AWS REFHRE—N IAM A€ , ZAGE
REZNIKS P ZEMNEEER T Prometheus B B E RS . Amazon Managed Grafana
IAMs AWS BXUAA Terraform BLE AWS IREBFNEZEER |, i5S R Terraform AWS 4
EIJ?ITE1 *EEr_o

{58 F B At 1R e M 122 7R 451

AWS TSR HIR R IR T R GIERR |, X LEARARE A REFTEY Terraform IR 79 IEH) Amazon EKS &8
REMEEATMEM, LRGVERINAER AWS Observablllty Accelerator Rig BEEM RN, B
KEALEREREGENEMIENEZSFMAER , BSEATE AWS TN MRS EMNIEEE
MEMIZEEZERE. GitHub

R ERIRHEISIE Terraform iR
1. EEEBIBENXHXRF | FRAU TS RERMEE,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git
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https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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2. FRUTHSARI Terraforms

cd examples/existing-cluster-with-base-and-infra

terraform init

3. BIE—# terraform.tfvars X# , ML T REIFFR. EREH Amazon EKS £8H# AWS
XigFEE D

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4. WMBREZEEFEAK Amazon Managed Grafana THEKX |, HEI2—1, BXINASIEHT TEXH
8 , 21 (Amazon Managed Grafana B #8/@) FMIEBENEDN T/EX,

5. ERTITHEITUTHS , A Terraform RIEZHNEEUAFER BN Grafana TEX, RREZRAMR
# Gra grafana-workspace-idfana TEXHH ID &k,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [Mi&] EFEAERT Prometheus WIS EE RS TIEZE |, B1F ID A0
Elterraform.tfvarsX#9d , MTHIFR , HERRFNEN Prometheus TIEZEE]
ID. prometheus-workspace-idWIRERIEENE ITEX , MPFHELIE— NI
Prometheus TEKX,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ERUTRTEHERRE R,

terraform apply -var-file=terraform.tfvars

XFEEN AWS IKFREIRFER , @RUTRIR

« —AN¥HY Amazon Managed Service for Prometheus T/#KX ( BRIEFGEBFEAMEITHERK ) .
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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« & Prometheus TEXHPHEREESRAEE. BHRMAN,

. BYF THERXF L EH Amazon Managed Grafana FiERREMIZFIER. HFERFNFHE R aws-
observability-accelerator. #ZH|ER:F 5% Observability Accelerator #ZHIEHR T,

« ERMHM Amazon EKS EEFREM OpenTelemetryiRERAWS £ 1THx , AT HERLXZDER
F Prometheus M B#EE RS TEX,

EEFENFRFER , BEELEMN Amazon Managed Grafana THEX HITH S ENIZRFIER. BXRE
F Amazon Managed Grafana FNEZ{EE. , 52 % (Amazon Managed Grafana FIF /) HHFER
Grafana TH#EX,

£ AEA T Kubernetes Y1522 EEE A T Promethe AWS us Y
I 55T E RS
Amazon Managed Service for Prometheus 5 AWS Controllers for Kubernetes ( ACK ) &K , X#HF1E

Amazon EKS AEBZRN TEX, SIREFEI[MANBZRE, RUULER Kubernetes B9 AWS 2§35
HEXRREN (CRD) ME4L Kubernetes W& , MAKIEER 2 NE AT E R

AT NFBAENELDE EKS £ Kubernetes iIRE AWS 12#I88 M4t XS Prometheus By L 5 #h
RERS.

S8 T LAFIENBE A F Kubernetes B AWS #2585 N 4B5& A F Promethe us B9 &z £ & RS Y
ACK 2 HIz5 iR X E,

FTRZM

EFHRFBER T Kubernet AWS es Y12 #1285 HE A F Prometheus B L i3 £ E RS 588 Amazon
EKS EBER 2 , BUMEBEZLUT R,

. BATHBUEAE AWS K MR , FREURES N EIEEH T Prometheus BV &2 £ & AR
S IAM B,

« BAMIMERBAT OpenlD Connect ( OIDC ) KWIA Amazon EKS £8,

MRAKEBM OIDC , MAERAUTREREM. Hi2EAKS 18R EER
YOUR_CLUSTER_NAME F1 AWS_REGION,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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--approve

FXF OIDC 5 Amazon EKS BiE AN EZEER |, 52 (Amazon EKS AAFIER) # K OIDC
SHEMHESHBIENM6IZE IAM OIDC 24tE,

o BAMIE Amazon EKS &8 %% 7 Amazon EBS CSI Bz iEfF.
- BUHMERE AWS CLI, AWS CLI BTN HITIRA AWS Zh8E,
- MUIMEHK Kubernetes 4T EEEE Helm,

- TE Amazon EKS EEHi&E Prometheus B2 HIERIEFF o

« MM A Amazon Simple Notification Service (Amazon SNS) & , MENF THEX L X EIR. &
BRIEEE T Amazon Managed Service for Prometheus[diZ £ B & % JH 2 B R .

IERE E&EH Amazon EKS £8 /5 , B ZEB B EA kubectl get --raw /metrics EF4
X} Prometheus & {LEVIE R, IMTE M_IJ«/UJ Kubernetes RS AWS B #Igs L2 &EZHIzE , HEAE
A Prometheus ®REB I Z# & R

£ A& T Kubernetes B9 AWS 3225388 T /EZ=(H]

EERBEA T Prometheus T S#FEE RS TIEZER |, MEE AWS 1 Kubernetes 2 #l88 2 555
25, RAEFERACRET/EZEE,

Z8EEF F Prometheus B2 %7 Amazon EE RS T/EZ=R , EHEEEHA T Kubernetes BRI HI85
AWS

1. FERAUTHSES Helm % Amazon Managed Service for Prometheus fRE5 #4185, EXEZ
88 , B L Kubernetes 1228 AWS XHEH Z 3 ACK #1288, GitHub I &K R S8 A ME AL
W## , Bl us-east-1o

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
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https://docs.aws.amazon.com/eks/latest/userguide/helm.html
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https://docs.aws.amazon.com/sns/
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BMERA  BNEBEIRCTUTRRNEA , KRR,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

B LLUERFE A LT AWS S5 BIE Kubernetes 2 &I85M iR 415 2B 2R =&,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

X R [E 4 <2 #|28 ack-prometheusservice-controller BWER , @4 status:
deployed.

2. FEALTXABIESZN workspace.yaml I, XFHAELEEERN ITEXWEE.,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace

metadata:
name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. BITUTHEREUBLWIEX (LW TERTEESR 1 PRENRETE ).,
kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

BERA , BN ZHERTINELENKSHPE —1E R my-amp-workspace W THEKX,

BEITUATHRSERLIERNFAGFEEFRES , @FEIEX ID, HE , &AL Amazon
Managed Service for Prometheus 2% & R &EE HH TEX,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
BB EAIE TEX , MAReERTHIEX.
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https://console.aws.amazon.com/prometheus
https://console.aws.amazon.com/prometheus
https://aws-controllers-k8s.github.io/community/docs/user-docs/adopted-resource/
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4. QIBBNFHH yaml XAEEARNEANEE , ETREFERUTEELZ AlertManager XH
Mo

NUEREZFHR rulegroup.yaml, I WORKSPACE-ID E#h E—SHMIHEKX ID.

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

FULTEEBSEN alertmanager.yaml, & WORKSPACE-ID E#h E—F M THEKX ID, #
TOPIC-AR N ########### Amazon SNS ### ARN########A#ARIR#HH AWS X1 18
f£ , Amazon Managed Service for Prometheus ¥ Amazon SNS B XM EGINR,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
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kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigvé:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(@ Note

ETHRAEXRXERENHKRANESER , 7S
¥ RuleGroupsNamespaceData#lAlertManagerDefinitionData,

5. BITAT@HEREGUBENANAMNBERERREE (LB TIRRTEESR 1 PRENREE
B)o.

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

MERZ  SEERFRXEETH,

® Note
EFEHRR , MARCERER , REEH yaml X4 , RBEBIXIET kubectl apply @
=B,

EMBREIR , BETUA T S. ResourceTypeEih EM
BRIV R FEEEWorkspaceAlertManagerDefinition,
mRuleGroupNamespace, ResourceName& i Effl BRaY R IR o
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

Bt ITEXHBERTHT . T —EB /N BUAIE ELRHNEE L@ Z THEXRIEER.

= &8 Amazon EKS £& LLE A Amazon Managed Service for
Prometheus THEKX

I N B EA Helm B B EER Amazon EKS &8 FiE1TH Prometheus , MERIEIRZERE
AIBIE £ —EB 2 82 Amazon Managed Service for Prometheus X,

EERES  SFEEESENATEIUERN IAM SENETT, WRERNTIRE  BSEE
ERSAEM Amazon EKS EEFRIERURMESEEMEHA, NRSIRRBIXLHAHTER
£, IAM A& IEZ R amp-iamproxy-ingest-role,

B & Amazon EKS & TIZIEE A

1. FEALUTHSKRIBIEXH prometheusEndpoint. ¥ WORKSPACE-ID &l E—#oFMT
EX 1D,

aws amp describe-workspace --workspace-id WORKSPACE-ID

prometheusEndpoint ff HIEREERF , EBRNUWTAR :

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

RIFI URL A RESRER,

2. BIE—NIEUTNERNIXHE , HFHBEN prometheus-config.yaml, & account &
BANIEHIKF ID , & workspaceURL/ B RIENFHREIM URL , & region B NIEREMW
MR AWS XiF ,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
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eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:
region: region
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. FALT Helm #i$S &K Prometheus BR M B ZERZBFUR B RRA,

helm 1s --all-namespaces

REFZFIBGINIENDSE , Prometheus B R M5B Z=EHRI1Z AN prometheus , BRMRAATBE X
15.2.0

4. {FH E—FHPrometheusChartVersionik®l
W PrometheusChartNamePrometheusNamespace, M , BT T & ©

o

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

NoHE , EREI-FHEE , BRARKN.

5. (Wit ) B awscurl &Eif) Amazon Managed Service for Prometheus & im T & , ALK IERE
MHRERIERE, F#BERANEEEFERANRXIE AWS Xig |, F WorkspaceURL/ B RIEES
IR 1 R EIR ML,

awscurl --service="aps" --region="Region" "
query=node_cpu_seconds_total"

workspaceURL/api/v1l/query?

MiE , BEL 82 T Amazon Managed Service for Prometheus T4EX |, # /A YAML X #EREE
MIEH) Amazon EKS S8 5HERE., XEXAMIBEENLREEN (CRD) , LT &# Amazon EKS
E£HF, BALERERT Kubernetes B9 AWS ZHIESEZMNEREEFIEEA T Prometheus 19

O E RS ER.
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%5 CloudWatch ¥t 5&E A T Prometheus I B IEERSZERK

FSrREIREFE— A LEMBE. EAT Prometheus NI DA IEERSZSTLBEHIERI L
#¥EFR, CloudWatch B2 , #RAILAEA Amazon Data Firehose F14# CloudWatch ¥g#r#Eix AWS
Lambda Z5EA T Prometheus B &3t E RS

AT N E WAL D% CloudWatch $E#R7H £/ I D #EIE Fireh os e , AR MAFIERIZEAWS
LambdaZliE AT Prometheus W B EE RS F .

BRI ERAAWS = A EH (CDK) & E#H K812 Firehose Delivery Stream, Lambda # Amazon S3
iR, ERTEENG R,

Bk i

Bt , BXTNZEFIREREMIRE,

CloudWatch ¥R A FRIERBTE L X E HTTP LimT 8 Amazon S3 F#E .

REEAMIRIENE 4 MER

- BEXREZH

/% Amazon Managed Service for Prometheus T/EX,
o BRRMMEIM

- ERFHEAK

FRFM

- BEELNIRPLZEMEE. AWS CLI
- BELZBIFEF LR AWS CDK Typescripto
- BREEWINRF RE Node.js M Go,

« AWS AW E % CloudWatch $E#5-5 Hig8 github 771& B (CWMetricsStreamExporter) 2 REEIR
0N = O i

#12 Amazon Managed Service for Prometheus T/EX

1. WEAPHERNARSFSET Amazon Managed Service for Prometheus 1517, B3 AT é
f1% Amazon Managed Service for Prometheus TE[X :

fEF Firehose MY i# CloudWatch $§#5 132


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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2

aws amp create-workspace --alias prometheus-demo-recipe

FERAUTHSBRENITEXERIE !

aws amp list-workspaces

&< Amazon Managed Service for Prometheus HEZ{E R , 2 ¥ Amazon Managed Service
for Prometheus 8/,

LR B

-

LR B

£ aws-olly-recipes FEENRBE R , FAUTHSFHENBERELN

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

Sh, XFRANFHEENRE F.
BEUATHTREFERN /cdk :

7/

BELT a5 %% CDK #k#iImn

npm install

MEFEROFHEEFENRER , AEEANTHSHEZRERY /lambda :

cd lambda

# A /lambda X#XR/5 , FRAUTHSEE Go fKBIIN :

go get

FIAERBIMI E R R,
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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EREHERL

1. EFHEENRBFEP , 7TFF config.yaml , ¥ {workspace} BERAFUBHNIHEX D, FX
13 B 7 188 Amazon Managed Service for Prometheus T#HEXFTER X8 , M1E Amazon
Managed Service for Prometheus T/EX URL.,

fltn  EZATHRRE

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"

region: us-east-2

BIEB W EHFE X Firehose 3R M Amazon S3 F# B Fro
2. E#E AWS CDK fl Lambda 18 , B EGFMEEMNRE RHTETUTHE :

npm run build

WHELSREUEEME Go Lambda Z# #IX4F , H4F CDK &%/, CloudFormation
3. EXREE , FEEHEZIHKRAEN IAM B,
4. (WL ) AETUTHSHIAEKRESTESIE,

aws cloudformation list-stacks

B CDK Stack RHE#FFHIETIRSP,

#12 Amazon CloudWatch E3&

W1E , BEAZRE — lambda BERALEBIEFR , ATEBAM Amazon CloudWatch #8122 #E#57 .
#12 CloudWatch IEFRF

1. SMF CloudWatch ##|& , Bk https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , RFEFRRIZIBFRR.

2. EBRFIEWIEN , TURMERER , XX B EE WS 2 | PR,

3. % Configuration T , EBEFEENIK~IHEKIE Firehose,

#12 Amazon CloudWatch E % 134


https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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4. BFEAZHIBEE CDK 8I2H Firehose, TEIEFRH Kinesis Data Firehose 7 T 1% &

B EBRZEIBIENR. HEF N CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

R RIRE N JSON,

NERRIE - INEEELNER.

i%£$% Create metric filter ( BIEHRR ) o

( A% ) ERIUE Lambda RBWAA , 5 SME Lambda 25 & FEFEK
KinesisMessageHandler, EZFEIZET R Logs FikIi+ , ERIAEA TR ZEFTAL AR
Lambda BAEHI% B .

® N o O

(® Note
RRAEEES 24 , FAS T RESEBRETRH,

BB EEMNL S CloudWatch J =& % Ei& A T Prometheus B S# & RS-

B

FAREEEEREEATOIPEANTIR, UTSEG A NEARE, XFELEECIENIERR,
THERR

1. BREAUTHSMER CloudFormation it

cd cdk
cdk destroy

2. MBR Amazon Managed Service for Prometheus T4EX :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceId' --output text®

3. EBjE,FEALL®% CloudWatch &l & BRI 5% CloudWatch F8¥rHo
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Amazon Managed Service for Prometheus FH & 24

AWS + 7 EM R EM. ATHENZL2MHKHBHARNER , RMNTETEFES L2 HENRE
ROMMERE, BN AWS BEF | BT UNXERTFEFP OB LG Z S,

Z2MHR AWS MEHNHERE, TEHBEXFEHRNEH Z2ENEP T2t

« THREM - AWS SURFIPE AWS =HIE{T AWS REMERIZRE. AWS ERERETL2EH
MRS . FE=FFZAEHNEMNIERMNAZEENERE , FR AWS EAXTRIN -5, B
T #25& T Amazon Managed Service for Prometheus BI& M1t R] , TSRS EITRBE R
AWS R

s TPNREM—ENREREEAN AWS BSRE, EEFENEBREAR , SFRBENBR
., RANERUREREREEMR.

ZXEBTE T R ESE A Amazon Managed Service for Prometheus B S A SREHREER, U
T B i A i{A &L Amazon Managed Service for Prometheus ASEMEH Z &M MAEN MY Bir. &
EETHRUNMAFEAET AWS RS REZERMRI Amazon Managed Service for Prometheus &R

FH

« Amazon Managed Service for Prometheus H IR

» Amazon Managed Service for Prometheus B § 3 1 |7 & 12

« 1AM X R R R

» Amazon Managed Service for Prometheus &M 1R IE

+ Amazon Managed Service for Prometheus K BIEIKE

« Amazon Managed Service for Prometheus B E i ELZ &M

+ {#H Amazon Managed Service for Prometheus B RS XA

« f£A AWS CloudTrailid % Amazon Managed Service for Prometheus AP i F
- REBRSZSK,H IAM AT

« ¥ Amazon Managed Service for Prometheus 530 VPC XixT R £S5 FEH

Amazon Managed Service for Prometheus B #IER S

XEXHE . AWS 2IEFREERXFEATEAT Prometheus BT B EE RSP ABIBET, MAE
AR |, AWS ARRPZITRAERNETN S IREMIZHE AWS Cloud, BERIEREXNITEE I EMLE
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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H ERREERE, f&ﬁﬁﬁﬂ'l’%lﬁE’J;’Eém%%ﬂ'ﬁfi&ﬂ AWS RS5 fRAEY . BXBTFERLNE
ZER  BSRABERILFAQ. BXRKMNBBERFHNER  FSH AWS FAEHBEENGDPRER
NE AWS £2#%,

HTFHBERFHWER , RMNBWEHITRYF AWS K/ STHEREZREN AHF AWS IAM Identity
Center 2 #& AWS ldentity and Access Management (IAM), X# | S1MNAF RREETET/EIRERT
FHNRR. BIMNEERUEBEBLUTAERRPEHIE -

- NBNKFFERAZESHRIE (MFA).

- HEASSLTLSEZBIE AWS BRI RA, RMNEE TLS 1.2, BIUEA TLS 1.3

- FEAAPIHTIREMAFESNIICTE AWS CloudTrail, B {EMA CloudTrail ik IR E S AWS J&
3, BESEEATH CloudTrail #hilk AWS CloudTrail B g/,

- A AWS MFZBRLT R , ARHEPHABEMIARZEE4 AWS RS,

- FARRIEEZLRS (HII Amazon Macie ) , EEBIF XM AR Z4#1E Amazon S3 HEIBUR
Bz

o MREBEHREE FIPS 140-3 £33 hﬁEE’Jbﬂ&*ﬁﬂ%AWSELAﬁ H=RAPI , £ HFIPSi®
Ro BXUHAFIPSIHRANEZER , BSHEKIPESLAERE (F P) 40 3.

BARZIZB NS ENZEERBRBER ( WETFHN B FI bl ) RARSHBEHERNEF
B (WMBHER) . XBELFEREHT Prometheus BT D5 E RS RE MRS 8T AWS RS
AEFE , AP, AWS CLI, 5 AWS SDKs, AT EZHHNHRERH B BRI XAF R P AT
ﬁ%ﬁ‘}ﬁ‘ééﬁ?ﬁ%:ﬁfz‘uﬁam o MRBURLEAI RS ERIEMY , RMNENEBUETEERTEEREE
B, URLUE &I iZ RS 25 B0 1E Ko

F
« Amazon Managed Service for Prometheus W& 3 iE
- BAME

Amazon Managed Service for Prometheus W5 K E1E

Amazon Managed Service for Prometheus Y& H 17 2B & MERIK 7 FiZ1TH Prometheus RS
85 %1% E] Amazon Managed Service for Prometheus HiZ 17645, ZBBEER/UTHRE :

- EBiRE
- ABTIRBIM D RBENERFL (EEREX )
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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o« BUERE AN B (A BY

E—HIDsPRERBEFTREFHKE, XLIDSRE T AERNEFHE. EFLTEERIE/IDs,

FEHA T Prometheus ML B #h & BR S5 X H 176 B BB 1T % AWS Key Management Service
(AWS KMS) %48, Amazon Managed Service for Prometheus AR E B X L %40,

(® Note

EA T Prometheus W SHEERSIFHCIEZATMEBEHRBENEFREERH. BXT T
Prometheus T ERSERINERANWZALURNMAEREECHNEFRERBNEZER |, 55
m'—.lo ﬁ%/jtij.mfﬁ

ERPHBEHTTPSS B3I ME. EAT Prometheus ML S EFEE IR S W R W A X 2 8] 9 HE 45
AWS XIFEHTTPSAEBEA.

YIRS

BMINBERT , EAT Prometheus WL LEHEERS BN EREBSNE , AEAUTHRTI
B®R1E AWS HAERNMBEZHA,

- AWS BE#4 — EA T Prometheus B IE % Prometheus B RS FEAIX LA B INH L&
BN ITEZRNBIE, BLEEE, EEIFEH AWS HENZH , IEFTREASHABER. B2,
ZTEXRREAERRESEAITREATRFATNERENRR, EXESER , 5255 AWS #
BEWEHAMNTF AWS Key Management Service FF X 5/,

BABENER TR RIFBRBESBE (HIONMNASHES ) AENEETHNER M, EXEN
BNEFEMBREAMNEEERNZENARR

BB LEREEZTHFXNERETEFEERN !

« BEFIEER4A : Amazon Managed Service for Prometheus X ER IR, HENETENTHE
FREZR , RNBIEXPHEE, BTETUTEELEME , REATURITATES :

o HIE ML K B R EE

- FIEMEFIAMBR KRNI
- BRANZEARARE

« RHNE AR
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o« ANIIFRE
- BIERMARA
« REFEZHAMIBR

BXEZER , BSHAPNES KE 4 AWS Key Management Service FF X B,

REREATEFRAERAER AWS EERFEN. EAFFEERHACIRN THEZRTERR N EA
AWS HEHRBER (R2TR)

(® Note
EFTF Prometheus WL E#a A ERSFERAUTHEZEHEHBESNE AWS BEEZRATRER
e kN OF 6

B2, AWSKMS fAEFEENZARTENR. ARENMNESEFER , FSH AWS Key

Management Service EH'o

BXR AWS KMS , L1+ 4 =2 AWS Key Management Service?

(® Note
EAEFEENZAEN THEZERTEMER AWSHT BRI T E LSS,

i@ T Prometheus YL D 4E & AR S5 a0 AT 6E A %M BD & AWS KMS
Amazon Managed Service for Prometheus EE=f0 RN T #EFER T REEEH,

LB FERE A IEERAMBZEN Amazon Prometheus & RS TEZEET |, 5EHTF Prometheus
WL 5 #h 2 B AR S5 @ S [ A T b ik R A F ‘}iﬂ%ﬁi'%"‘ﬁuzz‘lﬁﬁm CreateGrant AWS KMS, #MBh&
AWS KMS A F1ik Amazon Prometheus £ ERFHRIZK - FHNZER |, IEFREERRERA (6
m, 7ML S EhE B P AT R R BB Bt ) o KMS EKS

Amazon Managed Service for Prometheus FEERN , TEFEFREBAATUTHREERE !

« f¥DescribeKeyiER Zi%EE| AWS KMS K 82 TEXEHANHEE A EEKMSEHARETE XK.
 ffGenerateDataKeyi&ER X EZE| AWS KMS £ HENEF EEZHAMBHNHIEZRA,
- FREZBEREIEE AWS KMS BEZEIMZENBIEZS , WECIITHA T MBEHNEE.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon Managed Service for Prometheus ArfEm

Amazon Prometheus & RS 7 Prometheus 8122 7 = £ AWS KMS R 1F& A F Prometheus Y
TOBIEERSAKREFEAZZIANZH ., SLUBESERZABK. ZHAZHAROE T PORM BRI 2
FAMHRINR, ERTXLEREZH , BNIZTHBILERENER, USSR IERHPHBEE
%o

N RAELUAEAA 75 =0 M BRI AT 24X B9 17 B 4X PR , Tl Amazon Managed Service for Prometheus 7%
HRBEEFREEZHENZENEARE K tXE2EELZZTEXHNFTRE XS KB T ZHEN R
. RIFBITEXMFBIBRELZERR , HETELXKAEX,

/A Warning

- MREEZERHZYE , REEFZHBERFPMBERT Amazon Managed Service for Prometheus 7
RAXPR , MFEEHR TEREE. KEBTEXNFHREFLELR , HETRESKAE
%Ko

Bt A FE 3 248K Amazon Managed Service for Prometheus 15 B AR |, AT A5 B THERX
BIEH BT R BRI BIE.

« MREHE BN, WEZEMIBZREN , A ETEXPHBEFKAEX.

SR} QEEFEFREEXNES

& T LAME B AT 55 R B M E £ E %40 AWS Management Console , 2#& AWS KMS APIs, R
ERENRRREEBENIGENR , FAMT 45 Amazon Managed Service for Prometheus TEX
FR—NKFF , TR,

IR M EFREEESR

ERHPOEXNNEFEE AN SRR ITERE AWS Key Management Service FF X &5/,

Cagi b

ZHAXRBINBEAREZANGE, SINEFLPEEABAMLARE—IBHABEK , HHhISHEET
DERAZAURNAFERAZANTR, QI2EPEEXNRAN , IUEERABK, FXELEELE B
S (BEEEZEFREZHANIFRMNEY AWS Key Management Service FF X &8,

EEEAT Prometheus THEZRP L SHREERSHEAENELREZRD , FHBEKR P SLITAPIR
LA RE -
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« kms:CreateGrant - FMEFREEFHRN. BRIFNIBEEKMSHANEFNE , NI A TR FIE
AT Prometheus Bl S L ERSFIENRIENR. BEXEZER , BSHHPHEHARN AWS
Key Management Service JF % & 15/,

X /o iF Amazon Managed Service for Prometheus 1T A TIR4E :
- M GenerateDataKey A RIMMFNWHIBEZAHGHEMR , RABERHAT LA TME,
« A Decrypt FERAFMENMBREZR LR MBHIE.

« kms:DescribeKey : R#tF P REE B IFHME B LAY Amazon Managed Service for
Prometheus ¥iF %47,

AR RE T B Amazon Managed Service for Prometheus 7MY 2R B& 5 A1 7RI

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
I
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action" : [

BEINE T


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

1,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

s BXREFBIPIEENENESZEER , 1555 AWS Key Management Service FF X E5F.
- BXREZHHRSERENESZER , BSH AWS Key Management Service FF XK EIE/,

F 2% : NEHBT Prometheus W SHIEERFSEEZFFREERH

BIETEZEE , B BT M ARPAREET - EEHKMSEH ARN , Amazon Prometheus 3£ & R
SERZRPRMME TEZEEFHOBIE,

F£ 3 HRRBEMBRSHERE , Al ZEEE Grafana

WESBREMEN  REYELEENHMERSH AL D BHIEERS Prometheus BB |, TEEHITHS
xR

FoEMELME AR S5 T3 R SRR IR 3R | BRIEMATI L AT BAGER AWS KMS ARk, Bl , nREBERTS
#EE Grafana ReI22H HARNIREEHNHSE , WLHR TS EIEE Grafana iR ZEHNNR,

it Amazon Managed Grafana 1 [E] #& 8 & P £ B 2 4A
1. EZNLS#HIEE Grafana TEZEFIRSP |, EFEBEHEEA T Prometheus WIS EE

RSB TEZE B, XL2MBETREXREBNWIT S#IEE Grafana TEZEWHEEE,

2. B TNZHNIEZEFEANIAMBEET. BMHEIX NAnazonGrafanaServiceRole-
<unique-id>, BHALETZACRARNNTEEHNE, BRNEHIEELEZH AWS KMS 24| & [
ERENSBRHPNA

3. TEfRHY AWS KMS EFHERHAIIR , BELHECEER T Prometheus ML L IEE RS T
XetERANEFEEZR, XRTAZRAEEFAERTE,

4. TEXRBRAPEG , EE RN EE.

5. MBHIIRSF , BBELEE LEREINTSHIEE IAM Grafana B8, N TETER , BB TLNE
BMHETER.

6. EEFE B, FZIAMBRRMEIXBAF RSP,
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B S EE Grafana TEXIE T LLG RSE A F Prometheus YL S #h 5 E RS TEX AR Y EX
B, BulmXxBAFAMNEMCAFRSAE® , UEEMRSER HE S THEZEE,

Amazon Managed Service for Prometheus 1% £ T3
mEZELETNR—AFENREY , S 8EXBENREMBLETXESR.

AWS KMS EAME E T XENEMETS S HRIFNBIERIFLS S HRIENMNE, SEENBHRE
BiERPIEMELTXXE , AWS KMS & ETXHESMBERE, ERERE , S4AEBER
hESHENMNE LT

Amazon Managed Service for Prometheus % £ T3

BB T Prometheus FYIL & Prometheus ¥£&E RS EFTE RS 25 L &6 AR INZRE AWS KMS
g , HhZfANaws :amp:arn , EH TEZ B Amazon FIRE R (ARN),

Example

"encryptionContext": {

"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
}

EAINE £ ITE R

FARMHNEFIEEZARNZEN TERERER |, EETUERAFITIEEZMEERTHNME LT
KN EFEFIEEZANERBR. MBLTXELE REERK HES AWS CloudTrail 2 Amazon
CloudWatch B,

ERMNE E T EHNEFREXBRHAN TR

BRI A EAZAREAAMEKRBE R INZE LT X conditions REZBFINHEFEEBHAMNHENR, &
oA AR F R ERA I LT XL R,

Amazon Managed Service for Prometheus &R P EAME £ T XARKEHFIN QKK XA R
FREZANHE, BRARERENATHREEREENMNZE LT3,

Example

LTREABRKIEARS , ATRTFXBREMZE L TXNEFREEZANLRANR, LEREETPHF
HERBRNE/EEMR L TXHME L TXAR,

{
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"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

},
"Action": "kms:DescribeKey",
"Resource": "*"
.
{
"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}
}

#5#2 Amazon Managed Service for Prometheus B9 1N %% %48

LIREEMA AWS KMS £ A& A F Prometheus THEZENIESHREERSFHEFRERSR , B
{5 AWS CloudTrails Amazon CloudWatch Logs , F FIRERIE Zi# Prometheus £ ERF @ E &=
&R AWS KMS.

LA R4 2 AWS CloudTrail CreateGrant, GenerateDataKeyDecrypt, FU#ET ST E RS
HANKMSIEENSEH |, DescribeKeyBME Prometheus 5 RIHENE P REZHMZNEHIE

CreateGrant

LREEA AWS KMS ZEF REE R4 B T NZEM T/EZEE , Amazon Prometheus EE RS R RE
KiECreateGrant=NHRIEBIEEMNZHMNER. KMSAmazon Prometheus & RS IR %MNBY
SREFEZHANER AWS KMS B2 EBHNH4A,

AR ROIEHIEFET CreateGrant B1E :

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey"
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"

1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddcc@aleddfc@Obce@0dcO00T0000000cObc@a0@00aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-eal@0fbOfba®@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

HRERA AWS KMS EA TN TEZRANEFAREERS , EA T Prometheus L B2 £ E AR S
L8| 2 — 4, ErAKiAGenerateDataKeyiER AWS KMS iX$§E T AWS KMSEF BB R
RZ4A

TR RBIEHIERT GenerateDataKey B :

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"

1,
"keySpec": "AES_256",
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"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EMFEIEX EEREIRRF , Amazon Managed Service for Prometheus 218 M Decrypt &4E ,

LAE A 170 89 D0 22 R B 1 SR 15 R b B2 B3R

AT RAISEHIERT Decrypt B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:10:51Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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RAriEmE

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"
},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333",
"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

I 3 Prometheus B RS ERADescribeKeyZREXRBIER AR AWS KMS &

BENEFREZAFETRANXEH,
AR RBIEHIER T DescribeKey #B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

B THEZ= |k

148



Amazon Managed Service for Prometheus ArfEm

"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:027Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd@db0-0000-0000-ac@0-bOcOOOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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N, BUCEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
MTE,

MREBE—MBEAPFIBEZA Condition TE , REE Condition TEFIBEZ/NE , W) AWS
B AND ZEIREEN]. REBANENZERIEESNE , NFERHIBEORZER AWS 4%
#, ERFIEUNNRZBILTHE B FIE NS,
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EEESRMGR , BEUERASVRFEE, fln, REERELFBAMAFBRAFEN |, 8T 8EF
IAMAPFPRFIHRZERNNER. BEXEZER , BE5H (AMAFER) FHIAMER TE | TEF

AWS XEF2RFHBANBETRSHFAZH, EEEME AWS 2R5F4E , E5H (AMAF
Em) FHAWS /&M LT XES.

E & & Amazon Managed Service for Prometheus &4 EHFIEK |, S8 (REBERSE) $ K
Amazon Managed Service for Prometheus B &4, BT RSN BLIRENMTREAZME ,
%2 Amazon Managed Service for Prometheus & X B2 4E,

E&EF Amazon Managed Service for Prometheus & T & 389 K BE Rl , 12 Amazon Managed
Service for Prometheus Y& T 5 19 Y R B& =l

&R T Promethe ACLs us B 3 3E & RS R B T5 R FIFI R ()
YX#FACLs : &

mEZEH 5K (ACLs) ZHIBLRIEA (KFARRA, AFHAR ) BRBRTR. ACLsSETHIRMN
REERM , RECAFEAISONREE M HEN,

EAEA T Prometheus WL B ERFSZIME T E MM HEZES (ABAC)
X#FABAC ( RBHHFRE ) : &

ETREMEMNIERES (ABAC) R —HETEME UNRHRNEKM, £ AWS , XEBHEMRNIFE,
R BURFR M N BNIAMSEE ( B RAR ) MTFS AWS BiR. NRAEMFRRRERRE —

%, ABACRG , A LLRITABACEKEE |, AW EZREANRZESMAITZ 15 R 8 R IR L RPRE PTEC A
BT

ABACHREEKWIMEHREA , B AP THARKEELTSEINIR.

EETHREEHER , BFEZFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERBAZHETEPREFRZIER,

WRENBREN TEMBERREBIFMAX =GR , IX T RS  ZEAR. NRENMRSN
NTHDFRREISMBEX=&M4E , MZENTD.

BXMNEZFEEABAC , BZHH 4L2EABAC? £ (IAMAFEM) . EEFTSRESRIHE
ABAC , BZHIAMAFEEFHNEAETE MM EIZES (ABAC),.
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R B 45 UE 5 Amazon Managed Service for Prometheus 454 £
TRIGEHEILE : 2

HREAIFHER R R , HL AWS RS TRER. AXEMER , SEWLE AWS RS ERTIE
FHEF AWS RS |, EZH (AMAFERE) IAMAR &R T IREHES"

WMREFERBRAFBNELZANE[EEZEF , W AWS Management Console £ A 2 IGBTIE 45,
fflan , HE AWS RN RS QEF (SSO) fE#t TR |, ZIB2Ba B IEFHESR. HEMN
ArREHREFREHE , RAETRACKH , ZEcB3tIBIGREIl. EXUIRBENEZER |, HSH
(AMAFIER) PRTIREIAE (EHE ).

A LAE A AWS CLI HF ) Bl IGEHEF AWS APl Rf , BAERIX L IGeE B ITIA R
AWS, AWS BUEFHBERIGEIER , MAREAKBIRNEZER. AXRESZELR , TSR G
Z2UFIAM,

Amazon Managed Service for Prometheus B3 % 15 [A] & 1F
XHEFERIAEKXE (FAS) : &

HEERIAMAF A BERNITREN AWS |, BEMANER A, FAELERSH , BARESNIT—
MNMEE  RBLBREEHMRSPEH S —MRE, FASERARZEANNR AWS RS UK AWS
ARSS @ RS R HERNIER. FASREZRSKEFESHM AWS RS HERXE S BETTREY
FRE , FRRHER. EXHERT , BLAEBFRITEXAMREANER. BXRIEHFASE R HIK
RFE , BRI RS,

Amazon Managed Service for Prometheus B RFZ A &
XERSAG B

REIAMEERRSREBEHTRENAES. IAMEER AUERICIE., SHMBIERES ABIAM,
BREZER , F5H (AMAFERE) AWS RSP GRS 6 L[ ERUR,

/A Warning

FUWRS A G NR A s 2R Amazon Managed Service for Prometheus BYZhag, X
Amazon Managed Service for Prometheus 12X IESH T RERSAE,

Amazon Managed Service for Prometheus I fRZ X< B &
XERFHEXAR 2
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BSHAXABR -SRI AXKN AWS BSRFAR, BRSEAUKARRERTRENEE, RS
EXAHAELNT AWS K- , FRPBRSHAE. IAMEERR AIUEEERREERSHEXHSEH
R

BXxIEREE Amazon Managed Service for Prometheus [REHEXBENEMER | HSHEH
Amazon Managed Service for Prometheus B IRE XA,

Amazon Managed Service for Prometheus B & T 5 1789 3K #& 7R 451

RINERT , AR MAGEEESEDIEH Amazon Managed Service for Prometheus & JREIIR, i
1T 3E R AWS Management Console, AWS Command Line Interface (AWS CLI) SR ITES
AWS APl, ERTRAPXNEMERRINITRENNIR , IAMERE AT UBIZIAMEKR, AT, BEAT
URIAMERERMEIACRF , AR TURRAXESRE,

BT R fE X LRGSR BE A R RIAME T S BVISONKRE | FSRIAMA FIEE 89 6 2 IAME
%O

XL EHITERS RN Prometheus EXHIREMERER (BESHERERNES ) NiFHE
B, 3 HARNs (JREENSE) F8 Amazon Prometheus FEERSHIRE. BRMEZHER4E,

F&
- FBMRESXE
« f£/ Amazon Managed Service for Prometheus 2% &

- AFAFEREMITESHNR

REERIEREK

ETHONRBEAERENMAZSITUCE, 7B M EREKSHH Amazon Managed Service for
Prometheus &R, XERETEERE AWS IKFF=ERAR, AIRSREBET S MOMNRER |, HEBEL
TEBMEW :

. FEAMEF AWS HEEEBA#ARENRNER — EFRAASMTEASETUR , BEAN Y
2% 0 AHIETFAURMAWS EEHERK, CIERORAHTA AWS 2. RITRUGETE Y4
SR ABIN AWS B EEEME —SHORR, SXELEL  #2H (AVASER) &
BIAWS FEAWS & SRS T 0 AL FE B SEM

. RABIERURAUR-EAIAMER R BAURE | IS FRTESFIENRR, Hil | S LE L
ERATAUNSEDRRATHRE | By BERRET, SXEANARRAMNESES | #
2 IAMA £ 3SR AM e £ S B AU .
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o EAIAMRERE FR Y R4 — 20 BR %1 17 () AX PR - 422 ] LATE 3R BE AP 7S BN & 44 SA PR I XY R E RN B IR AV 177 7]
R, flm , BRI URE —NRERMRIEEMBERBLAFEHKIESSL, MRBRFERERE
SHENANERN , MEATAERZERE TN RS EENTHENERE AWS RS , flm AWS
CloudFormation. EXEZEER , 52 (IAMAFERE) PHIAMISONER TE | 4.

-« M A 1AM ccess Analyzer BiEEHIAME B U RN EHN L2 IhBEM — A IAM ccess
Analyzer 2KIEFH MM B KEE | LUERBEFSIAMEKEEIES (JSON) MIAMEESE
. |IAMAccess Analyzer 27 100 ZURBREMUTTHRW , UHBEHELZE2MEANE
. BXEZER , HZH (IAMAF1ERE) H# IAMAccess Analyzer EREEI L,

- EEZBEHHRIE (MFA)-INRENIZEEZTEIAMAF DR root AF AWS IKF |, FITFMFAURES R
2, EERMFAAREAAPIRYE | BERBPRIIIMFAZYE., BXEZER , 28 (AMAF
B PHEEMFAZ R AP RIBR.

BARPREMENESERIAM , BZHR (AMAFER) IAMARH Z £ &EREK,

5 Amazon Managed Service for Prometheus #2#|&

=i/ A Amazon Managed Service for Prometheus #2#|& , BUMER —HAHKEHNR, XLENFRL4
MAFEYHFEFEFREN AWS Ik F#9 Amazon Managed Service for Prometheus & JREY ¥ 48
BE. NRBBEMXENRENRENEHNET FMAHOER , X THMNT ZRBENEE (AFRRA

B)  BHAFEERMBERET.

BTFNIRIT AWS CLI SRYAFREZEZEH ENER AWS APl R , ARFHRSMEII=IRRN
TTHYAPHR AR IR B AY 1R 4R

NERAFPMARMATLUERERT Prometheus NI LR EERSZH A  CEENERT
Prometheus H I S T ERFRITE RIEH INEIX LS ConsoleAccessfk, ReadOnly AWS B
BZEERE , B2H (AFiEm) P EIAMA P RISER,

ARUHPERMIBE SR

LRGBS Z R VFIAMA P EF IR ER 7 5 ORI E RV RE. WRESEERS
B ERERASARES A TR RER AWS CLI R, AWS API

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",

ET 5 R R 162


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon Managed Service for Prometheus ArfEm

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS &R F Prometheus W SR E RS T EBER

AWS RERBEHYUEMEEAINI R AWS, AWS RERMEEN TS ELABIRMNR , LUE
BRLFRAAF, ANBesERNR.

FiclE , AWS RERBURTSNENBERGR TFTHRENRNE , BAEMNAHME AWS FF &
M. BMNBVBIEXBETENERAZSNE S EEARERE -SRI NR,

BT EEHR AWS HERBPE LR, R AWS B AWS RERBPELHNR , NEHFLE
iZREEFIRBENFTEZERASHS (AP, AFWA® ). AWS REFARERIFN API ZAERS T
LAER#T AWS IRSS BY API BRAERT E#T AWS HE R,

BREZER , F5H (AM AFER) B AWS EE A KK,
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AmazonPrometheusFullAccess

SEAI LU AmazonPrometheusFullAccess SRESHIINZE IAM 514
RERFHE S

ZERBEBEU TR,

 aps : AF5EEIFIR Amazon Managed Service for Prometheus

+ eks : foiF Amazon Managed Service for Prometheus BREiE2ERE < Amazon EKS £EHER, X
—EATERENBREFHEEFPRIERMSEN,

 ec2 : foiF Amazon Managed Service for Prometheus ARS5152ERE >< Amazon EC2 MEMEE., X
R AVFRIB A AR Amazon EKS IR EENVEFATAEMN,

« iam: A EFHNEEERNEEFIZRSHEXBE,

1 N A AmazonPrometheusFullAccessil T :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllPrometheusActions",
"Effect": "Allow",

"Action": [
"aps:*"

1,

"Resource": "*"
.
{

"Sid": "DescribeCluster",
"Effect": "Allow",
"Action": [

"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"aps.amazonaws.com"

]
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}

.

"Resource": "*"
.
{

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": '"scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess

A LAY AmazonPrometheusConsoleFullAccess FBEMINE| IAM B4,
RIFMEER

ZRBEBEU TR,
 aps : AF5EEIFIR Amazon Managed Service for Prometheus

- tag : AW EMTE Amazon Managed Service for Prometheus ##| & FEEIRZEIN,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"
1,
"Resource": "*"

}I
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RAriEmE

{
"Sid":
"Effec
"Actio

"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:

"aps:
"aps:
"aps:

1,

"Resou

}
]
}

AmazonPrometheusRemoteWriteAccess

Y A A AmazonPrometheusRemoteWriteAccessil T~ :

"Vers
"Stat
{

"PrometheusConsoleActions",
t": "Allow",
n": [
CreateWorkspace",
DescribeWorkspace",
UpdateWorkspaceAlias",
DeleteWorkspace",
ListWorkspaces",

DescribeAlertManagerDefinition",

DescribeRuleGroupsNamespace",
CreateAlertManagerDefinition",
CreateRuleGroupsNamespace",
DeleteAlertManagerDefinition",
DeleteRuleGroupsNamespace",
ListRuleGroupsNamespaces",
PutAlertManagerDefinition",
PutRuleGroupsNamespace",

:TagResource",
:UntagResource",
:CreateloggingConfiguration",

UpdatelLoggingConfiguration",
DeletelLoggingConfiguration",
DescribeloggingConfiguration"

Icell: nmen

ion": "2012-10-17",
ement": [

"Action": [
"aps:RemoteWrite"

1,
"Effect": "Allow",
"Resource": "*"
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}

AmazonPrometheusQueryAccess

# A AmazonPrometheusQueryAccessil T :

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"
1,
"Effect": "Allow",
"Resource": "*"

AWS IEEXRBE : AmazonPrometheusScraperServiceRolePolicy

18T M Il AmazonPrometheusScraperServiceRolePolicy B&HY IAM SE4&, LM MBI RS HEREE
HY SR B 70 ¥F Amazon Managed Service for Prometheus R REHITIRE, BEXEZELE , H5R £H
A M EKS FIEIEHR.

HRBEEREE R FNR , UAFMNER Amazon EKS £EEiEEUAE A 2 Amazon Managed Service
for Prometheus TEX,

@ Note
Lb A P s R AR SR IR e F5 2 9 LLBOR

AmazonPrometheusScraperServicelinkedRolePolicy

RRFHRER
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RAriEmE

ZRBEEE A TRR,

 aps : AFRE EMAEFIEFRE A Amazon Managed Service for Prometheus TEX
« ec2: ATRFERERABSUMEEE , LUEETTEEM Amazon EKS SEEHIM L,

o eks : RIFRSEAEGAER Amazon EKS £8, X2M4EN , X EF B MEISHR. ERF

ZIEAEBRIMEESHHEE Amazon EKS &R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DeleteSLR",

"Effect": "Allow",

"Action": [

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper*"
.
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

.
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]
}
}
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},
{
"Sid": "TagManagement",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
I
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "ENIUpdating",
"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "EKSAccess",

"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

}I

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

iy
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RAriEmE

"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
I

{

"Sid": "APSWriting",

"Effect": "Allow",

"Action": "aps:RemoteWrite",

"Resource": "arn:aws:aps:*:*:workspace/*",
"Condition": {

"StringEquals": {

"aws:PrincipalAccount": "${aws:ResourceAccount}"

EHATF Prometheus NI LT E RS EFH 7 IEEBEK AWS

EEFXBILG#H AWS EERS Prometheus & BERFT IR IRERIX L E AR ZRSFERHMNIFME
B, BXUETHEXRNBEZIRT , HiTH Amazon Managed Service for Prometheus X447 8 i8 & T

HLEH RSS IR,
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AmazonPrometheusSc ERA T Prometheus NI S 2024%5H2H
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Ho
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BHER , A TEMIBRITER S
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RAriEmE

EK
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DU
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ZBINAFEE
EIRU AR Z AL
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RolePolicy
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R
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B iR H HA
AmazonPrometheusCo EA T Prometheus WL 2022 £ 10 A 24 B
nsoleFullAccess - EF TIMAE BRERSHIZIFERE

KL EREREERMNIIREH

0T #EY R BR AmazonPro
metheusConsoleFullAccess,
CloudWatch

WHNT aps:Creat
eLoggingConfigurat
ion . aps:Updat
eLoggingConfigurat
ion , aps:Delet
eLoggingConfigurat
ion ., aps:Descr
ibelLoggingConfigur
ation MXBR,
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B iR B
AmazonPrometheusCo Amazon Managed Service for 2021 £ 9 A 29 H
nsoleFullAccess — BT TIA  Prometheus @ AmazonPro

REE metheusConsoleFullAccess

AWINT FERBR |, A FFETHY
Amazon Managed Service for
Prometheus Zhgg , Eit , £
LRI P RSN AT
Amazon Managed Service for
Prometheus % JREY 7] LA & El#R
LEWIIR,

WINT tag:GetTa
gKeys . tag:GetTa
gValues . aps:Creat
eAlertManagerDefin
ition ., aps:Creat
eRuleGroupsNamespa
ce , aps:Delet
eAlertManagerDefin
ition . aps:Delet
eRuleGroupsNamespa
ce , aps:Descr
ibeAlertManagerDef
inition , aps:Descr
ibeRuleGroupsNames
pace ., aps:ListR
uleGroupsNamespace
s . aps:PutAl
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on . aps:PutRu
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B DU B

Amazon Managed Service for &M T Prometheus BWIL Si# 2021 £ 9 A 15 B
Prometheus JF 14 iR ER & X RERFSEFREBEEREREER
RHWEE, AWS

Amazon Managed Service for Prometheus & 3 #1 [a] # = BE BR

FERAUTEERBYELHANESEEEAERT Prometheus BT 57 3E & RS0 AT 82 2 B & L8]

o |AM

FH

« REMNFE Amazon Managed Service for Prometheus L ITIER/E

- REIT iam : PassRole

« BAEARTF AWS IKF 2 AR A AR KA Prometheus I 552 5 RS &R

TN Amazon Managed Service for Prometheus F 1T /E
MRBWEERET , RPEEDIITEMRE |, WIE LM EH R AT HRITIZIRE,

LmateojacksonAMA P ZRAEREH AEEEMny-example-widget BRI FMEEBEERE
IR PREY , M HIUT ROIEIR, aps:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFKIKRME , AR ER aps: GetWidget BAEHRE my-
example-widget &R,

MREFEHRE , BHRREN AWS BEER, ENEEARRHEREILEN A,

=il

AN AT iam : PassRole

MRBWE —MEIR |, IBABERINIT iam: PassRole BE , NS MEHREUAF BT ACILES
Amazon Managed Service for Prometheus,

BE AWS B AR AGBRKEALZKRS , MTARCIRMNBRSALIRSHEXAR, Nit,
BB MERRABLEIRSHINR.
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LZRWIAMA Fmarymajorzid £ 24l A % Prometheus W BB EE RS FHITIR/ER |, & H
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"

]I

"Resource": "*"
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5l - CreateWorkspace

LAF RIS 7R T & Ri% CreateWorkspacei®4EH CloudTrail B &% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:2972"

}I
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"eventTime": "2020-11-30T23:43:217",

"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
.
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
.
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

5l : CreateAlertManagerDefinition

LARRBIE R T 5E R iZ CreateAlertManagerDefinition ##4EH) CloudTrail BHE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
I
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",

"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-

env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@OiAnbG9jYWxob3N@0jI1Iwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"
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5l . CreateRuleGroupsNamespace

LARRBIE R T 5ERiZ CreateRuleGroupsNamespace #24E# CloudTrail B &% H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy
"attributes": {

"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
I
"tags": {}
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

£ < CloudTrail FEHAMEE |, 1§55 (AWS CloudTrail B E®E)Y R #ICloudTrail &N A,

RERSKFH IAM A€

BERFKFH IAM A€ |, B LUF IAM A€ 5 Kubernetes BRSSIKF XBk, RJE , LIRS K/ Al @
FRATCHEE Pod PHASRREME AWS R, BEXEZEE , BSHEARZK,H IAM A,

ARSI HY IAM BEEHRNRS AR,

#£ Amazon Managed Service for Prometheus # , RS A &5 B T£3REE Amazon Managed
Service for Prometheus. Prometheus JRS528 ] Grafana [RS8 2B H TR S M RIEFFEM A
&,

SERFMH
AT ENSBRERSERE AWS CLI F1 EKSCTL S 1TRE.
BERSAEM Amazon EKS 8RS

Ei B RS A ®LUE Amazon Managed Service for Prometheus BE# M Amazon EKS S8 #Y
Prometheus IRE 2 REUERR , BUMEZEEFLUTNRIIIKF

« iam:CreateRole
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iam:CreatePolicy
iam:GetRole
iam:AttachRolePolicy

iam:GetOpenIDConnectProvider

RIERS A & LUZELEl Amazon Managed Service for Prometheus

FRAUTHRBEER RN createIRSA-AMPINngest.sh B34,
FF <my_amazon_eks_clustername> Bt W IREBHNEMH , HF
<my_prometheus_namespace> i EH Prometheus & ZE[H,

#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role
SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"
}
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}

3
EOF
#

# Set up the permission policy that grants ingest (remote write) permissions for

all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $0OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#

# Create the IAM Role for ingest with the above trust policy
#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
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if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then

#

# Create the IAM role for service account

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \

--policy-document file://PermissionPolicyIngest.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role created above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN

else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ERTFHALENNR , BRWANTHT.

chmod +x createIRSA-AMPIngest.sh

3. BT B,
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ENRSKFIZE IAM A ( RFZAE ) SMEM Amazon Managed Service for Prometheus TEXZE
WiER , BXTBRIEFUTRAKS

 iam:CreateRole

* iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

« iam:GetOpenIDConnectProvider

RERS A L& Amazon Managed Service for Prometheus 845 :

1. FRAUTHAEBESRN createIRSA-AMPQuery.sh B4, ¥
<my_amazon_eks_clustername> BN EFHNW AR , HIF <my_prometheus_namespace> &
¥R IER Prometheus @58 Z8E] o

#!1/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the OIDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/
${0IDC_PROVIDER}"

}I
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"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {

"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

3
EOF

function getRoleArn() {

permissions for all AMP workspaces

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]; then
echo $OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then

echo
else
>&2 echo $OUTPUT
return 1
fi
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#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ERTFHALENNR , BRWANTHT.
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chmod +x createIRSA-AMPQuery.sh

3. B1T M7,

¥ Amazon Managed Service for Prometheus 510 VPC &ix T R
ZaER

MR & AE A Amazon Virtual Private Cloud ( Amazon VPC ) £& AWS &R , N7 L &K VPC
# Amazon Managed Service for Prometheus Z B2 T HiE#E, B AXLZERELE Amazon
Managed Service for Prometheus 5#&# VPC LR R BHITEE , MAHAHRILAH Internet,

—

Amazon VPC 2 —11 AWS BRS , TAXRB RN E LK AWS &R, &8I VPC , &7
DEFIEHMEIRE , 0 IP hiueE., 7M., BAKXRMMNERN X, EFEN VPC E#E Amazon
Managed Service for Prometheus , BFEE L —MEO VPC LinT SRFEMN VPC EHE AWS
RS, ZL T SR T Z Amazon Managed Service for Prometheus A5, Al BHiEE L T
Internet o<, P&tk ( NAT ) SEHI=k VPN iERE, EXEZER , E5H (Amazon VPC AF
) PR AL 2 Amazon VPC,

#0 VPC 4LinT Sl AWS PrivateLink 2 , EER—f AWS HR , E#EENKEOSIE
IP #hit S FEARTIFE AWS REZ BN EEERE, BXEZEER , BSRAME - EHTF AWS REH
AWS PrivateLink & XZE,

LTNEEE @AM ZE Amazon VPC BiF ., BXUAFHBEER Amazon VPC WEZEER | 55 H
{Amazon VPC AAFER) IR ER.

3 Amazon Managed Service for Prometheus #1210 VPC KixT =

BN VPC KixT /U LAFFAE A Amazon Managed Service for Prometheus, MU T RS & M LK i
TRPHTIER

« com.amazonaws.region.aps-workspaces

R IIRSS B BN A £ 5 Prometheus 3R&EH APl, BEXEZEER , 5 H (Amazon Managed
Service for Prometheus AAF$§F) M S Prometheus AR AP,

* Com.amazonaws.region.aps

ERLEERSEHRKRPITIEXEEES. BXEZER , 52 (Amazon Managed Service for
Prometheus A8/ ) HH# Amazon Managed Service for Prometheus AP,
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® Note

MREETEERETE Internet B9 VPC F £ remote_write , MIEABH AWS Security
Token Service 8I21#Z 0 VPC LixTT = , BME sigv4 TATZLHT R, XA AWS STS 4
B VPC KT RWNEZELR , H5 (AWS Identity and Access Management AR {5R) &
BIfEF AWS STS #0 VPC KinT K. BAIF AWS STS ®RE N FEAXE L KHT Ko

BXREZEE , 2F6EED VPC KT RS LU |, $ZH (Amazon VPC fFEmE) FHEIE
BEOLIET R,

® Note

ZRILAME A VPC 4inT R R B SkIZ &I Amazon Managed Service for Prometheus # R VPC
KIRTRWER. BRESER , BEAT -1,

W87 Amazon Managed Service for Prometheus #1230 VPC KixT R , HBEEEFHKE VPC
PR THEXHBEHE  RAERT , ERERTZED VPC L1 K. Amazon Managed Service for
Prometheus FAAHARTARMEZEOLE TS (R EEFANLKET LNE ) KINTLHES,

413+ Amazon Managed Service for Prometheus VPC £ i ¥5 s B9 1 )

WA LAER VPC K im T 2R BE SRR HI3T Amazon Managed Service for Prometheus #0 VPC £ i1
REEE, VPC im AR RE —f IAM BREKE , BECNES BRI AFEHNERS. NREE
B us BT R INZREE , Amazon VPC @R EMIN—NEIARE | ZRBEATNERFHTLHE. &
mTREBIRBERNER IAMETHANRBEIBRSRHENKE, XZ2—NRMHER  ATES
Mk RIS E RS # TR IEF

BXEZER , H5H (Amazon VPC AIFHERE) R VPC i & 12 B AR 55 89 15 R AR

THE=RATF Amazon Managed Service for Prometheus BY &% SRS R, ZREATFES
PromUser A& A ET VPC iE#2] Amazon Managed Service for Prometheus SR&E & T #EXH
AMNA | BRI MR THERX,

"Version": "2012-10-17",
"Statement": [
{

3 Amazon Managed Service for Prometheus 8120 VPC KixT & 196
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"Sid": "AmazonManagedPrometheusPermissions",

"Effect": "Allow",

"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"

1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"
]
}

LT RAIE R R ARBIEE VPC RIEE P #ut BV iERK . REETE IP #uthyiE KRG X

Mo

"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourceIp": "192.0.2.123"
1,
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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¥ Prometheus FYII 5#h 41 & AR S5 45 1% 3 1T T FE HEBR

R A LA T &840 Sk i BhHEZE A Amazon Managed Service for Prometheus B8 2 &9 8] &,

£

* 429 il H R HIHY EIR

- REINEENHESR

- REINEXEANEENEIR

s BBEI-—XERFMEINERERE

« BHYAH Prometheus BRSSE8% HiE H T BR %o
- RN —SBIEZEHEI

429 T H R FIHE IR

MREFBIZECTLAT ROIE 429 £iR , WHAEREER 2B Amazon Managed Service for
Prometheus $XEXEC &,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

MREFBIZECTLAT RHIE 429 iR, WRAEREEREBY Amazon Managed Service for
Prometheus Et&fl , B) TEXPSERIEMRBEN T,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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MRBERNELCFUAT RAEIA 429 1% |, NEBALNEREEI T ZBHIEE HE“E’J Prometheus
ELE |, BNIETTLAE A 3R A Prometheus B9 AP B THZEH XA EZHIENER (BHE
¥ ). RemoteWrite

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

MBREEDNECT AT RAEIA 400 £i% , NHBPELNEREBE T IEE RS Prometheus B
B 18] P S B & ﬁ?&&ﬂﬁﬂﬁiﬁﬁilﬁlﬂ?VﬁUEﬂ%ﬁE’\Jﬁéﬂﬂam , BSRRINERRS,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)

desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,

Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"

A% Amazon Managed Service for Prometheus RS EE AR IMAERBARFNESZEE , BSH
Amazon Managed Service for Prometheus RSBt &l

REBEINEENHER

MREFERA RS A AM Prometheus 4 , MFEETE Prometheus K6l EEAATHRERZREEEHE
kR, BXEZEE |, 525 X XEF Amazon Managed Service for Prometheus B9 & 7] F 4 {5 bt
TEEBERBR.

BRESHFENHMARIBHET —TH YL,
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Amazon Prometheus & RFRINFREVENIE , HEIE S AR R 2% T 81 — MEA,

MREBNBFERIZINFIESE , WATELEFEEBXout-of-order samplesduplicate sample for
timestamp HH4EiRsamples with different value but same timestamp. iXLtE]@iE

EHEIT 5% Prometheus HERF A EHFENET A IRIREF ERENN. NRECANIUARERE
_tLﬂ'El’J Prometheus &P if , BREGEFPREFERINBNESHIERESENAN, MRENER
BEEREMNEE , FRECINRETFENE.

EXETIERBIREREFENEZIFMEES , 1§55 Prom Labs WEEXE (7 # Prometheus
R EE AT O ut-of-order BHAIZELEIRY

BB —RERBIBRBVERER

® Note
E AT Prometheus R 7 #E & RSB #tCloudWatch fE A RigHR¥K M Prometheus B &

REEAER. A CloudWatchfE ATERIEFREIRIIEE , BT LULEE Prometheus B SR F
AR , UABsLE HIRAI4EIR,

MREBFFUTHEREEZ— , WA LLERE ME A — Amazon Managed Service for Prometheus
BERAREE, BREZELR , 5 Amazon Managed Service for Prometheus AR5 Bit &

- B TBAMNAPRY <#> WRE , BTHRRAEE R RS RS
- B TEMERRS <#> WRE , BFRREEA RS R
- BT RERRE(...)

- RIBASHRE(.)RT: '%s'

- ZARESEEEERH(BEEEE: xxx , BRE: yyy)
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BIBRHEAR EBAYEIR 200


https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://promlabs.com/blog/2022/12/15/understanding-duplicate-samples-and-out-of-order-timestamp-errors-in-prometheus/
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html

Amazon Managed Service for Prometheus ArfEm

R 71 Prometheus fRSSa55 BB T RS,

Amazon Managed Service for Prometheus 3 TEX AJ LA Prometheus BRS52RZFWHNBIERIRE
THRFETF. EEKRER Prometheus BRF88M Amazon Managed Service for Prometheus &J:H)
WIRE , B LLTE Prometheus IRSEF LZTUTEH, NRELZIMBEZH Prometheus I HEH T
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BEMH HTTP 3hiA :

POST
B¥H URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL EHSH :

alerts WRHA , HPFIMHRAR—1EHR. ATRERN RN RH,

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
IR

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"labels": {
"alertname": "test-alert"

}I
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"annotations": {

"summary": "this is a test alert used for demo purposes"
1,
"generatorURL": "https://www.amazon.com/"
}
]
5l 2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence MiER—MNEIREFER,
BRE HTTP zhid -

DELETE
B¥H URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EWZH : &

ROIER

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/

d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) Rz

DeleteAlertManagerSilence
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus REBXREREEB[RESHNER.
B HTTP 2513

GET
B¥H URI :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHZS¥ : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
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"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence RERAX —NERFRNER,
BME HTTP zhiA -
GET

BEMH URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f86f973",
"status": {
"state": "active"

1,

"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",

"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels #B4ER RS0t HEF X BARZ,
BN HTTP zhiA :

GET, POST
B¥H URI :

/workspaces/workspaceld/api/v1l/labels

/workspaces/workspaceld/api/vl/label/label-name/values It URI XX#F GET &

SN
/:Ito

GetlLabels
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URL B :

match[]=<series_selector> EEMNFIEFEFZSH , A TEBREMNPEEFRZLEZHRHFH,
Al ik,

start=<rfc3339 | unix_timestamp> FARTERE, ik,

end=<rfc3339 | unix_timestamp> £RATAEIZ, Tk,

/workspaces/workspaceId/api/vl/labels Y RHBIFER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

/workspaces/workspaceIld/api/v1l/labels B9 R45I0E 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": [

__hame__",
"access_mode",

"address",

"alertname",

"alertstate",

"apiservice",

“app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
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"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",

"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/v1l/label/label-name/values K R%5liER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/values K7~ 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata BFERRBXRYFEEMBIRFHERIEIRN TR, ETREEMEIRE
B,
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BRERNBBEDBIE-—INRAK , HPEIMRR— M ERER  SMEEE N THEIRN S
x® , ERBHRPHNZERERLT.

BEMH HTTP 3hiA :

GET
E¥H URI :

/workspaces/workspacelId/api/vl/metadata
URL EASH :

limit=<number> EiRE MW & KIEFFE.

metric=<string> Eff THBENEFREN. IRFERENZE , MR RFIEERTEE,

ROIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":
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}

1,

GetSeries
GetSeries BERESHFEMRIELE M EFY5R,
BMH HTTP 1A :

GET, POST
B¥H URI :

/workspaces/workspaceld/api/vl/series
URL EHAISH :

match[]=<series_selector> EEMNFYERFZSH , FTERERENFY, HMEDRM
— matCh[] %%&o

start=<rfc3339 | unix_timestamp> FFIARTEIE . ATi%

end=<rfc3339 | unix_timestamp> £&RATEZ, ATk

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

R4 W R

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
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Server:

amazon

content-encoding: gzip

{
"status": "success",
"data": [
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"
},
{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
I
]
}

GetSeries
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ListAlerts

ListAlerts #FRRTHEXF IR TERSHER,
BMEY HTTP 3hiA :

GET
BMH URI :

/workspaces/workspaceld/api/vl/alerts

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
I
"annotations": {
"message": "message"

}I
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"state": "firing",
"activeAt": "2020-12-01T19:37:25.4295659097",
"value": "1e+00"

]
iy

"errorType": ,

"error":

ListAlertManagerAlerts
ListAlertManagerAlerts REFXITHEXEREERP Y IMANERNER.
AR HTTP 38

GET
B¥H URI :

/workspaces/workspaceld/alertmanager/api/v2/alerts

RPIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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{

"annotations": {
"summary": "this is a test alert used for demo purposes"

iy
"endsAt": "2021-10-21T22:07:31.501Z",

"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

}
1,
"startsAt": "2021-10-21T22:02:31.501Z2",
"status": {

"inhibitedBy": [],

"silencedBy": [],

"state": "active"

I
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {

"alertname": "test-alert"

ListAlertManagerAlertGroups
ListAlertManagerAlertGroups BHFEREZITEXBEHREERFERENERATI XK,
BMH HTTP 3h1A :

GET
B¥H URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EHWZSH :

active H/RIE. MERN true , WREWIRIIEFNEHR. FMINMENR true. AL
silenced H/RE. WRH true , NREIN SR IIERRER. FMINMEN true, ik
inhibited #7R{E. MMRN true , WEEMNFIRTIFIH A ER. FRINMENR true, ATk
filter FAFRHAE, ATHABRNTERSIR. AL
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receiver FRF&H, EEEYT UMIEERAENRERX, Wik

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"
I
"endsAt": "2021-10-21T22:07:31.501z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T722:02:31.50172",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "unprocessed"

}I

ListAlertManagerAlertGroups

237



Amazon Managed Service for Prometheus ArfEm

"updatedAt": "2021-10-21T722:02:31.501z",

"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}

ListAlertManagerReceivers

ListAlertManagerReceivers BFRREXEREERTRENERAINEES.
BERE HTTP 3hiA -

GET
ENMH URI :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URLEHWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) RZ

HTTP/1.1 200 0K
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19
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Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences BERZFXREIEXTPHENEREFRNER.
AR HTTP 3hiA

GET
B¥H URI :

/workspaces/workspacelId/alertmanager/api/v2/silences

RPIER

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules
ListRules REEX*x TEXFEBHANNES,
BXRE HTTP 3517 :

GET
B¥H URI :

/workspaces/workspacelId/api/vl/rules

RIE R

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

ListRules
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences BR{ECIEF N B IRBIRIENI BN EREER.
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BEMH HTTP 3hiA :

POST
BHHE URI :

/workspaces/workspaceId/alertmanager/api/v2/silences
URL EHSH

silence RIFEERNITIR, BT :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
IER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers": [

{

Ilnamell : Iljobll ,
n n

"value":"up",
"isRegex":false,
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"isEqual":true

1,
"startsAt":"2020-07-23T01:05:36+00:00",

"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

50 2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics BRAEIPE R Rk —ER BRI A AV BN S & i),
BEMH HTTP 3hiA :

GET, POST
B URI :

/workspaces/workspaceId/api/vl/query It URI i¥{& 2 a8 S A ENRT &,

/workspaces/workspacelId/api/vl/query_range It URI iF{h—EX BB MY BN &,
URL EHASH :

query=<string> Prometheus RIZREHFRHFH, £ query M query_range FEMA,

time=<rfc3339 | unix_timestamp> ( A& ) MREX £/ et B KR EINE#BFEA query ,
o Tk A E
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timeout=<duration> ( Ak ) IF{hEE . BRIAANEL -query.timeout FFEMERN LR, &
query # query_range HfEMA,

start=<rfc3339 | unix_timestamp> MREFEMA query_range EH—ERATESEE , MK
FriaetE &,

end=<rfc3339 | unix_timestamp> MREEH query_range E—ERITESEE , MALER
BB &

step=<duration | float>duration B#EXMNEHABEMLT K , HER float B, NELME
A query_range B — B ESEENER , HEXN THEKEHARLTE

Duration
5 Prometheus &/ APl B8 duration E— 1M , FEERUTE Nz —

- ms BER

«s®

« m 35

 h /et

d X, BRiIg—KRIHKLR 24 /Met
cwA, RE—BAERRLR7

c yE,RIE—FHAR 365K

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) L

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
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Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3,
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite BAELUFRER T FIBFRM Prometheus FREEEANIZTE URL, BE |

Fim ( #5130 Prometheus BRS585 ) SRR LR 1E,
B HTTP 317 :

POST
B¥H URI :

/workspaces/workspacelId/api/vl/remote_write
URL EHASH :

x

RemoteWrite IENVERANB/H 7 TAMER , MAREAR/NR 100 FMER,

RIER

R

/Ch

REANRE

RemoteWrite
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(® Note

BREREXIEE , BSAMUEFRXEN , MR : hitps://github.com/prometheus/
prometheus/blob/1c624c58ca9341618be737b4995e22051f5724c1/prompb/
remote.pb.go#L 64,

50 B

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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