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## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
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community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:

remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigva4:
region: ${REGION}

queue_config:
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max_shards: 200
capacity: 2500

2. WAUTHSLEIE Prometheus RS 25,

« ¥ prometheus-chart-name B &EH Prometheus RAE #,

« ¥ prometheus-agent-namespace B#:7 Prometheus @58 Z=E[H Y& o

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \

-f my_prometheus_values_yaml

HR 4 REHIRS R H IR BREUER 9
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#51f) Prometheus JE#x

ME , EREHENEIEX , BAUUNEHRTER, EAENNERTEZ2FEAEN Grafana 2%
MRS REWIENR. EATH , BF 7 HOMEA Amazon Managed Grafana M\ Amazon Managed
Service for Prometheus & If1E¥x,

(® Note

E 7 ###1if) Amazon Managed Service for Prometheus 8RBV E M5 5% |, SEH Amazon
Managed Service for Prometheus AP , i§2 &) Prometheus %%,

& a] LAE AR AR Prometheus Zi#iE S PromQL R 1TEH. BHx PromQL REEENEZEES
B Z# Prometheus X HH# Querying Prometheus,

Amazon Managed Grafana 2 — 4t 3 FFR Grafana W £ ERS , IE{LEFR. £=5 ISV
EE, AWS URATAAETRICAN 2 T BEROKRS .

Amazon Managed Grafana for Prometheus X #%f#H Amazon Managed Grafana £ TEX KIS
¥ro 1£ Amazon Managed Grafana ##l&H , BRI LUBEE XTI A Amazon Managed Service for
Prometheus Ik , ¥ Amazon Managed Service for Prometheus T/EX AN HIERIRE. Amazon
Managed Grafana & %7 Amazon Managed Service for Prometheus FFEEH & A1 IEEITNEE,
A<M Amazon Managed Grafana #8125 Amazon Managed Service for Prometheus #3891 4%
B , 2 Amazon Managed Grafana Fi FF i R HY 87,

#&1E A LAfE Amazon Managed Grafana & %& Amazon Managed Service for Prometheus 3R, B
REESERERNVIHEE |, HSRNERS Amazon Managed Grafana s FF R Grafana £ K.

(® Note

MREE R Amazon Managed Grafana THEXEE RN EAFE VPC , M A5HF Amazon
Managed Service for Prometheus TEXE#EIE — VPC, EXEZEER , H5H £/ E
VPC HiE# %] Amazon Managed Grafanas,

#if Prometheus 1845 10


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
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EETHEX

THEXRETRTE#NER Prometheus 1EFRrRVZEZ2H, THERXIIFBANLHEZS , ATRENAEE
B, GImEH. HH, BRI, AREFHERNERS, SAUUERKFHNEIMNXEFE -1 RS
N ITHEX,

FERARE D FHSRECIEMEE Amazon Managed Service for Prometheus X,

T

- BEIHERX

- RBIHEKX

- ERIAEKX ARN
- MIBRTHEX

B ITEX

BRBLUTSEEIZE Amazon Managed Service for Prometheus THEX, &ALk EH AWS CLI
= Amazon Prometheus & RESZHI A

(® Note
MR BIZITHI R Amazon EKS &8 , th A LAEAE A T Kubernetes BIAWS 12 &l 25 81 2 F7 &Y
THEZRE,
EFANEIEX AWS CLI

1. WMAUToHSRGUEBIEX, WREIBIESEAN my-first-workspace WIEX , BEUMIREFEE ,
AILAEREMEE (RTFEANE ) . TEXIBREFENR , BHTRRNIEX, BEEL
EEE—M, FNMNIEXTUEEMHENSE , EFMEIEXHEEE W IEXID, XEIDH

Amazon Managed Service for Prometheus 4 o

(Wik ) EFALECH KMS AN EFEHEEIEZRPHKREHTME , AUEEFAN AWS
KMS ZH B & kmsKeyArnS ., BAEA T Prometheus I SR EE RS T 2 @S UESEE A
BERFRERANSTR , Bagar-£5KkBNEBHAHEINTEMA. AWS Key Management Service
A% Amazon Managed Service for Prometheus TEXHHIFEMER , REWNACIE, SEMER
LECNEEFREERNESER , BSABISNE,

BIETEX 11
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RAriEmE

FES ([]) FHSHRTESEH  FEESTHERHES.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret,Team=My-Team]

WS RHRE A THIE -

« workspaceld Bl THEXHMHE— ID, i2 ik ID,

e arn Rt TEXHE ARN,

« status BRIEXWHIRS. SIBIEXZE , WASRAEEILEIZEN CREATING,
o kmsKeyArn EATNZITEXEENEZEFEETH (MRBEH ),

@ Note
EAEFREERHLRN THEXTRMER AWS & RESRHITRE
EEARRERAESAREEAER AWS BEFH. EAEFEEFRAIENTHEXM
FERRERNER AWS BEEZSR (R2FR) .

* tags RIEHTITHEXHWFE (WRE ).

MREH create-workspace W HIREIRIRASH CREATING , WA B AL T w3k
HWEITEXMIERME. my-workspace-id&#iNcreate-workspaceim HiREH
{Eworkspaceld,

aws amp describe-workspace --workspace-id my-workspace-id

% describe-workspace @& X status IR[E ACTIVE B , THEXFATLAER T,

£ Amazon Managed Service for Prometheus & & 812 TEX

1.

#TFF Amazon Managed Service for Prometheus ##|& , Mt https:/
console.aws.amazon.com/prometheus/.

R,
EIEXIEF , WA THEXBBIE,

BB THEKX


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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ITHEXBEBRREFEH , BBHTHRNIEX, EREEXERE—N., BPMIEXTUESR
MEWSIE , BB IERBEEH - I{EX ID, XL ID Bf Amazon Managed Service for
Prometheus £ &KX

4. (W) BEFEAEECH KMS BANFEETEZERHREH# TN | EATLUEE “BEXM
BIRE” , REEBREFERAN AWS KMS 4 ( REIBRFEH ) o BN THRIT &R FIEFK
FPHRES , talia ASERGENEMZEHAN ARN. R2AEA T Prometheus B B EE
BRETFLBBUEREREFREEZRANTA , EURSmE5SRENBHAHEXNTA. AWS Key

Management Service

A% Amazon Managed Service for Prometheus THEXFHFEMNE , REWMAQIE, EEMER
LECHNEREFREZANESER , BSREBSNE,

(® Note
ERAFEFEETRACRN THEXTRMER AWS HERERITRI
EELEREAEFRERALRE AWS BEEH. EAFEFAEZHUENTHEXRE
TREHMNER AWS BEZRH (RZFR)

5. (Hit) BR—IISMRERMNETHEX , BEFFNFIRE, K5, £8P, WAREN R
Fho S&AILAFE Value ({B) RN ANE R AREAE

ERMEMRE | FHERERE Add new tag ( RINFFRZ ) .
6. EFNEIEX,

HERFLERTEXEAEENE, XFERZTEXARE, ARN, T/X ID ML R URL
EEE , ATEZEEEANES,

EITEXEEREZH  ASFERERCE, SERBRERNEDEEREREBFRI

BTRETR - ZBEA URL MA&RT R - £Eif) URL FERK URL, ZH£F Prometheus ARSS
SREENFERZEEAL THEXURERXLERERR , FEEXL URL,

BXRNMEERERE TEXWEER , BS RN Prometheus FEFREELE TEX,

RETITEX

AR ETEXKRERHSE, EFEA AWS CLIERI KIS , BRAUL TG R,

REBIEX 13
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RAriEmE

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

£/ Amazon Managed Service for Prometheus 2l & 448 TEX

1. $TFF Amazon Managed Service for Prometheus ##|& , Wik hitps:/
console.aws.amazon.com/prometheus/,

2. ENEELSA  ERXERR , REEEREITEKX,
3. RRERENIEXHNIEXID, REkERE,
4. ATEXWMAFHINE , REEEFREF.

B ITEKX ARN

BRI AR B A5 AWS CLIE# Amazon Managed Service for Prometheus TEX# ARN,
£ Amazon Managed Service for Prometheus ###| A &# T/EX ARN

1. $TF Amazon Managed Service for Prometheus #2%|& , it https://
console.aws.amazon.com/prometheus/,

2. ENHAELS , AEXEER , REEEMAEITEX,
3. EERITHEXMNIHEKXID,

T#KX ARN £E£7R% ARN T 5,

EF A AWS CLI REREHN TEZMH ARN , ER AL TGS,

aws amp describe-workspace --workspace-id my-workspace-id

EERHPERK arn NE,

fBR THEX

M BR TR X S BR 2 SRS H A BV BRE

EHIEX ARN


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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® Note

MERER T Prometheus BYIL S E RS THEX T 2 B3I MIER AWS £ [EFEHMEUE PR H [F
HEZITHEXHNEERSES. AXESZER , H5H ERMMRNNER,

EMIBRIEX , iE6ER AWS CLI
FRUTHGS :

aws amp delete-workspace --workspace-id my-workspace-id

& Amazon Managed Service for Prometheus 12 & & M Bk T/EX

1. #TF Amazon Managed Service for Prometheus ###I14& , Mt 7 https:/
console.aws.amazon.com/prometheus/,

2. ENHELS , AREXEER , RELEEMAEITEX,
. ERERIBRIEXHNIEX ID, REEERER.
4. TEWEINEF , @A delete , RFIEEMIBR.

HBR THEX 15
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https://console.aws.amazon.com/prometheus/home
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e R RS THEZEH

IR S FEFR S A BB Amazon Prometheus EE RS TEKX , RE ST e B AR IREIX LIEIR, Ao
B i% EFFEREREIE THERX,

® Note
BIABRT , REINTHEZANERAER 150 X, AL AN, HEEHTHIENE
it

BEF T E T LU EFRBRELE) Amazon Managed Service for Prometheus TEX,

- EH AWS EEWESS — FEH T Prometheus W LB IEERFRET — I HE. TREHM
BRIE 6 A BN EHILS% Elastic Kubernetes Service (Amazon EKS) & lENIEFR, HMEHL
2B ME Prometheus 3B 1Y% = R IREUER.

- FREFRBERES - EUUNBIZSHARNEEACHKER. REANRMNESRSELERECH
Prometheus 3=l , EREEKX TIZ1T , & FEH Distro Kfflc AWS OpenTelemetry A T EB 5 ¥4
NERETXERNE,

W28 A Prometheus ILBE AIhEE , FFE#RAIEZE| Amazon Managed Service for
Prometheus, #RAISAEFA Prometheus IEREATIREELRBCHNARER |, FEREZERE
#| Amazon Managed Service for Prometheus, BXEBEFERAZEEANEZHFMES , BSH
Prometheus X#4# # remote_write,

AWS FEE K==

Amazon Managed Service for Prometheus B & I {52 F 2265 2 ¥ #2 1 Amazon Elastic Kubernetes
Service ( Amazon EKS ) B/ Kubernetes £8f, Kubernetes 528 A& £ Amazon EKS Hiz{THI
ZRNAEF2EHSHEERUMEFRS Prometheus BB &7 1E .

AWS B ERS 16


https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_write
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® Note

£ Kubernetes S EHIZ 1T Z AR MM AR FEIRME S Prometheus REKIEHR. BXH
HIERNS HEENTIXK |, BESH Prometheus X4 H#Y Exporters and integrations,

Amazon Managed Service for Prometheus REZLRENETRENEEFSWES , TEIRIM
IRELS Prometheus AN IENR,. BLFEE., TR, B4 RE/MEFEF. Amazon Managed
Service for Prometheus H&E%Ej]"‘ﬁ’] Amazon EKS £HRMAE. RE. SEWTA. UEzT EBW
EVRES. EAT Prometheus WIS ERFSHEERER TS S EKS EHEEER , 2iF
EC2 # Fargate,

Amazon Managed Service for Prometheus 28 H E I EMEVEF I EEEN SN FM O 2ZE— s
MO (ENI) . WERBEXL ENI JTEUESR , ASEM remote_write BT VPC i FHHE
#E 3% 2] Amazon Managed Service for Prometheus TEX., MBI EBIE XK ZFELH BB E15
filo

DR EBRME T AR UOAELEH Amazon EKS £ H #H Amazon Managed Service for Prometheus
WEFRUARFIBENIEIINESER.

£

- FH8 AWS EEWERS

« 5 Prometheus &K I5IRE BRLE ?

FH AWS £ E W EEES

E A Amazon Managed Service for Prometheus IN5E88 , BATMBIE—MIERER , AT AIME
EUZHY Amazon EKS B I FEFR,

o & LAIE I Amazon EKS EHNESEPRBIMEERF. X8 Amazon EKS £& ( 28I
WERF ) WEZEER |, H5¥ (Amazon EKS A #EmE) FHEIE Amazon EKS £,

« IEAILAER AWS API UREZXNCIZBCHITENTE |, th Al AEA. AWS CLI

EREE NSRS 7


https://prometheus.io/docs/instrumenting/exporters/
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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® Note
FERAEFIEEZAREMN Amazon Prometheus FEE RS T/EE R T REFE AT E WNER[HITE
., AWS

Amazon Managed Service for Prometheus &2 & HMELS Prometheus AR IEIR. BAXE
Prometheus AMWIERNEZEER |, 52 H 5 Prometheus B IEFRE WL 2,

LTEEN B, EEMEEMRER.
£

- BIEEEF

« Bii& Amazon EKS £

o EIR MM ERINENEE Fr

- MEBEFRE

o BEEMEEFBLE R

o JENEFBR &

BIEHEAE 7

Amazon Managed Service for Prometheus W& 2RH —MIEEFARK , AT XIMUYE Amazon
EKS £8P K ¥EFR. Amazon Managed Service for Prometheus 7 & EBEERF , N IEREMEN
Ay EYE. ZEUHNTEYE  EELETEREEMES. REIMEER.

YIREIT Amazon EKS #24|& 612 Amazon EKS £E#E | RES B N ZBIEITEERF., B2, &X
BERT , BHEEERTCEIEER. fl , RELCIAE Amazon EKS £8750 AWS £F
WS K EEREFRMENESRNEE.,

&I AE A AWS API 5. flZHMELT & AWS CLI,

SIREBACHITEERRBEU TN EREY

o IRAMBIET Amazon EKS &£,

« &R Amazon EKS SRR ER IR AL FEFIRENSEIEHR. SRANSELRENLEEME ,
B4MEELF T,

EREERER 18


https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
https://docs.aws.amazon.com/eks/latest/userguide/cluster-endpoint.html
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3]

® Note

SR BT H Amazon BIRA (ARN) SEHET EMEXE, MREMERT —NEE , X5t
BT —ERNHESR , U ARN FEHATHER. Bt , MBS RAKEREEFNE
PRo ST LURFHIUEN 25 S 1 BR &2 5 20 TF I BR o

AWS API
£/ AWS API BIZHENT &

fEH AWS API @33 CreateScraper APl R{EBIZEIEEF. LT RHIE us-west-2 X 4]
EBNERERF, SEEMIHEZE AWS KF., 22 Amazon EKS £EEEEBRIECH ID, H#
REATIMIENEE.

® Note
BUREEDPRANAAXPEDIERDN M,

scrapeConfiguration 2 —1 X base64 %3 H Prometheus BB YAML X, &0
LB GetDefaultScraperConfiguration APIRETHERAEE, BXEANESE
BscrapeConfiguration , B2 REEFEE,

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {

"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"

}
},
"source": {

"eksConfiguration": {

EREE NSRS
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"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"]

}
1,
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

}

AWS CLI
EZR|EBE ], A AWS CLI

fFfcreate-scrapermR|EHARMELES AWS CLI, LA TFRHIE us-west-2 XigishaIZ M
WiEF, BEENIHEZE AWS K, £ H Amazon EKS £#EEEMRNECH ID, HiBH
ATFIMMIENEE.

(® Note
BUFEZEDWNTHXAEDESERD T Mo

scrape-configuration 2 —/\H base64 4wiEBH Prometheus BLE YAML X, EAJLAfE
Flget-default-scraper-configuration@ S THEAEE. BXBANEZE Escrape-
configuration , HZRNMEEFEE.

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn='arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LT RET G AWS AP — 2 A HTEE FIRENTEIIX

« fH CreateScraperAP| ##4EQIZHMET E,
- £ ListScrapersAP| #4E5I i &I A W HTEER .
« M DeleteScraperAP| #ERIBRITENT &,

EREE NSRS 20


https://docs.aws.amazon.com/prometheus/latest/APIReference/API_CreateScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_ListScrapers.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DeleteScraper.html
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« DescribeScraperi@d APl RERIEXMEENEZIFHAER,
« GetDefaultScraperConfigurationi®d API IR{EFREVIMEN RV B AL E

(@ Note

PHAFIEEHENE Amazon EKS E&ELE N /2 1F Amazon Managed Service for Prometheus
HEX LR, T — NEBNBUOMAEEERH,

I HMENER AT RYE IR
AT R 0 2 # AR i & % LAY (R 3&8

« P AWS BRFFE. EENRLA. FMH Amazon EKS EEFLAFE.

o IPHUZEE TR R, EEIEL CreateScraper API IENFRAF | BURELE—/THAM IP it
ko

Bt Amazon EKS &£ &

W FCRF Amazon EKS SEEHES BN A FIEVEF R MR, HEERMMEMR

« {5/ Amazon EKS 5[H%k B Bai A L S#EE RS IR Prometheus WWEE & 5 R RV EEBE IR o
o FHFELH Amazon EKS EE LU T EIBFRIMEL

LT EBEFMGHERTHPNE—1,

¥ Amazon EKS B & £ A i 8] 5 B #t T HEER 5 7]

/8 Amazon EKS HiFE1% B 21 FEA T Prometheus B 7 £ B BRSS 1A B R AN IE R EE &
MEGEFRN R B2 5%

IEEMEH Amazon EKS B MMBELE N A iF APl BRI, £FESHARIEERXNSMIEE
FAPIZRAPI_AND_CONFIG_MAP, X A[LAfE Amazon EKS ###|AMNERFFMEEM “HEE B LI
FLEE, BXREZFELRE , BRI E® EKS AFERFN AT IAM A AP HRZER Amazon
EKS £2 FH Kubernetes 3%,

YRA] BATE B 2 SR BF At S TE QIR SR BT 2 5 B 4B 2R

EREE NSRS 21


https://docs.aws.amazon.com/prometheus/latest/APIReference/API_DescribeScraper.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/API_GetDefaultScraperConfiguration.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
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- BIEEERN — B LEEE A mazon EKS #2155 812 Amazon EKS SE# B E LA BINE (RER
WAEEFHTOURIINIE )  HENEHCRBIF R AR , NI AFERTF Prometheus LG
B AR S5 1 Rl SR BF B HR

- EQ@ tIBEHEHERN — WREH Amazon EKS £HELEFE , WIS HRIEERR
B HAPIZAPI_AND_CONFIG_MAP , 3} B#&&EiEEATF Prometheus BT B # £ E PRSS API 5 CLI
M_LE’JEH?RHR%E%BHéﬂJﬂJ!&EﬁUEIEEﬁE’JWIIﬂ AR | HBIEE ARG RSN EE,

7 R PR SR B B 632

HIRBIZHEES HiL5EA T Prometheus BV B ERSZ N EER G RINPRREERT , ©EERIA
THER, BEXHRZXENESZELR , 3% Amazon EKS AFERTRH AT IAM A& HFHE

Kubernetes,

"rules": [

"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [

"get",
"list",
"watch"

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

EREERER 22


https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
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]I

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [
Ilgetll’
Illistll’
"watch"

"effect": "allow",
"nonResourceURLs": [
"/metrics"

15
"verbs": [

Ilgetll
]

FEE Amazon EKS LAIREUEL T B 1/ 7] X BR

MREBEERFEAaws-auth ConfigMapRIZFIXS kubernetes SEEERYFRIMER , BMHARTULLER
F Prometheus #MEXEEMY L b EE RS 1A B B EFR. A TSR EEA T Prometheus WL S
ERRSae® MEMNIL S EKS B HPIREUEIR.

® Note

BxConfigMapMiFRIZEMEZELR , S A mazon EKS AFEEF AT IAM A
5% A P15 18] Kubernetes.

tEEEAkubect1f] AWS CLI, BX%% kubectl WEE |, 55 (Amazon EKS AFIE®E) &
B % % kubectlo

FHEEEM Amazon EKS SE LU TR E IBFRITEL
1. FEAUTXAERBIEREN clusterrole-binding.yml B934 :

EREE NSRS 23


https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", '"nodes/metrics", "services", "endpoints",
"pods", "ingresses", '"configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io

2. EEBPEITUATHER
kubectl apply -f clusterrole-binding.yml

XN BERACHEMMAN, LROIER aps-collector-role ENBABER , FH aps-
collector-user fERAFE.

3. HUT@THNERMERID A scraper-id NHMEFNES. IREERA L —THHNGTEIE
HYENEE FF

aws amp describe-scraper --scraper-id scraper-id

4. M describe-scraper W4 RH#HKE roleArn, ERNU TR :

FERTEWRES 24
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arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AwWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS ER It ARN XRATEMNKN. BLTERIROA ARN R | MEE T —SHE

Mo WERITRBIULEATHER :

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

f5lgn | 1tk ARN :

arn:aws:iam::111122223333:role/aws-service-role/scraper.aps.amazonaws.com/
AwSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

PINEFRENRN -

arn:aws:iam::111122223333:r0le/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. HAL—FPEUEH roleArn URENEFREHNEE , EEFPEITUTHT

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

X AFIMEEFEREE clusterrole-binding.yml XHFeIEN AN A HRIEE,

B35 A BRATENAR

BRI LAE A AWS API 251 AWS CLI 480K = b &9 $TEX 38 30 ELA BR

® Note
BFRREERANZ AWS CLI 5k SDK WERFHTMRA ., SITHRARNERESHTNVFENIIEUR
T2 EH, RF , WATLER AWS Cloudshell , BT LB REHBL R up-to-date HITE

¥

E BB PHFTENEES , A ListScrapersAPI #4E,

EREE NSRS
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®#& , f£EA AWSCLI, #&¥T .

aws amp list-scrapers

ListScrapers REIZIK - R FAEMNEER , fil

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {

"statusCode": "DELETING"
1,
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcdl1234ef567890",
"subnet-1234abcd5678ab90"

b
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"
}
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EMERINENER |, FEAListScrapersiRERIIEMERAVINELER , AR/FEMZDeleteScraperiR B A
K. scraperld

®E , fEA AWS CLI, &#T :

aws amp delete-scraper --scraper-id scraperId

EE Pl B

IET LAE R 5B Prometheus BYHITEUE Fr Be i SRAZ S TR 7 A R LA W= 48 4R, BN, &R BLE KX
FERRER THEXBSEER, SEAUERAEMTCRISEEERNRE, IREFEER -1
YAML X%, RITERFENXH —E5

SIRFNIEEF , BFEIE APl BAFRM base64 fwIBH YAML MH4RIEERE. LA T
Amazon Managed Service for Prometheus APl HiB1Y GetDefaultScraperConfiguration #&4E
TEBEREE X,

B UHEEFNEE , EHRNMBREFAERFTNEEENRET,
XFHNEE

BRNESBEEXRNEES , SETEENIFHABA , iFZH Prometheus XIEFHEE, £REEE
M <scrape_config> TR T & E FAMIEIL,

BT Amazon EKS R —XFHRS , Dt —ZFNRSAINEE (<*_sd_config>)

s<kubernetes_sd_config>,
ATHWEERSHTES|XK :

» <global>

* <scrape_config>

» <static_config>

« <relabel_config>

* <metric_relabel_configs>

« <kubernetes_sd_config>

XL D FRIRFIFIEROIEEXHF2/F,
B & A
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AT RAMEEFER 30 Ay YAML B & 324 7R A

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true

EREE NSRS 28



Amazon Managed Service for Prometheus ArfEm

kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249

TR AWS EWRERBFERIRS

o« YEREIRG : MR FELE To 5 R MEE Fe s E N /N F 30 #s
- BFR : BT static_config FHIBERIBER IP Mt

s BR-MBFEERN , NEKE, MREFE  NRRDAMEBearer , HHMMIE @I /var/Tun/
secrets/kubernetes.io/serviceaccount/token., ¥rAFHR , MMRER |, BNI D KM A
TR :

authorization:

type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: BearerRHIAE , HLtb AT L& R,

HEE AR Fr B i ()

Amazon Managed Service for Prometheus Y585 7] B 31 A I MIMEUEIR. B2 , HBTE Amazon
Managed Service for Prometheus TEX R E T EITAHARIEFRAT |, A HEE R B ?

up MR —MERANIE, XF Amazon Managed Service for Prometheus WS X TN EN MR |
T B RMHILIER, LEREZMRE , TUSHENKERAT LK ENRBHITHSE,
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© up FFE - MIREMRRUKE up 5, WRRBERKTEZHR.

MBELHERILFE , WTEEEFHENMIEE, £ relabel_config AIREEERE , SEAT
KIMW role WRETETE (R,

c up BTE , BHRARO-WMR up FE , BN 0, IRRWESREB AN IS , ERFIEME
Prometheus &AM EFR.

EXMELT , BANSREZENESER curl 5, SAURITENFAEEERER , Fl
ISEEFEANTD (httpHRhttps ) . wWARKH, BEATURERAREFERAE RN BT
M200R; , #&fE Prometheus &R &E , MBUMNEARFTEXRFAFNRAKD. (BX AWS £
BUWESRNRE , ESRUTEHD. )

c up FEBEKRTF 0- R up FEE KT 0, MFRRIEIRF KIEE Amazon Managed Service for
Prometheus,

K& IR Amazon Managed Service for Prometheus ( S8 & B &E 4R , 4120 Amazon
Managed Grafana ) FEHRNIEREEEWH, BAUERER curl KKRE /metrics R TE
BiE, CERELRTXEBRLHMRES , SIS MEBEFNKERIKE, BALUER  BIRER
FRITBCRR EEENMEupiEfRim S BE. count(up)

MUERFE = BR %1
Amazon Managed Service for Prometheus {2t T2 X ENITEEFJLFEERH,

- X : B8 EKS £8. E£EHMEFEF M Amazon Managed Service for Prometheus T X 2474 %5
MFRE—1 AWS X1,

« K IBEY EKS £8. EEHMEFEF M Amazon Managed Service for Prometheus T X 2404 %5
MFR—D AWS K,

- KR SMXEENKFRZ LA 10  Amazon Managed Service for Prometheus HTEUE
Fo

® Note
AT LUBN SR NECER | R I2 S bk R A

« IEFRMAL : SREEMR— /metrics WwRIERMIER EXFRRERET 50 KFETH (MB) .
s BMBEFNER . —MIEEFZRZILAE 3 A /metrics WRo
- HENEIRG : AR FELE T 2 [ MEE PR s E /N F 30 #s
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5 Prometheus 3RB M ISFrE HiLL ?

ENRH N FAREFMEMIZREFIE Prometheus 3845 , LAfETE Amazon Managed Service for
Prometheus FR{EA , 1AM E Prometheus AR /metrics i KPR LFFE Prometheus
FREMIER. BAUXRBSHIER , ERXXEM. Kubernetes ( ‘B3 Amazon EKS ) R1F% H
FE IR SS B K iEiX L i5 R,

£ Amazon EKS FHEHRS H El5 Prometheus BN REY , AT BLiE Amazon Managed Service
for Prometheus W & 88 B 31 MBUX LR,

BXEZEERE , BSAUTER :

o BXRFIEFRS HA Prometheus BRI EEFNRSZSHWEZER |, ESH Prometheus X4 Y
Exporters and integrations.,

- BXMNBEHNREH S H Prometheus REEIRNEZE LR , S Prometheus XA HY Writing
exporterso

- BXRWMAi&E Amazon Managed Service for Prometheus W25 B3I M Amazon EKS & FHTHL
ENEZER , BSHAEA AWS RE NSRS,

EFREWRESR

ATIEUTHXER  BYRELBSHWRERRKEA Prometheus IZEE AFIEIRKIEE Amazon
Managed Service for Prometheus , M\ EREEIE.

L& E B C W UK EE RS M Amazon Managed Service for Prometheus &£ 1E¥rA , BERERFEC
WERHBEREIRIEHZENTHAEER,

REBEFREVREHFHERUT —HIE

« AWS Distro for OpenTelemetry (ADOT) — ADOT 2—1MNE2E X, Z2. JATEFNFRK
TR, ERRERME T WEEIEHR OpenTelemetry B IhaE, EAILAER ADOT WEREHRHFERIEE
Amazon Managed Service for Prometheus T4#EX., B3 ADOT Collector WEZ{EE. , FZHAWS
K1ThR. OpenTelemetry

« Prometheus X : &A[LL&E B S W FF IR Prometheus IREEFKHI ( ERRIBETT ) , LAREIEHR
HIFEH# % B Amazon Managed Service for Prometheus T/EX,

LTEBNANAFEAZFHEHTE  ASREXRRELEHSRERN—REE.

5 Prometheus %A #IE#HR Y


https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://prometheus.io/docs/instrumenting/writing_exporters/
https://aws.amazon.com/otel/
https://aws.amazon.com/otel/
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F&

o RIFEIRA R

« f£ AWS Distro OpenTelemetry Y7 Wi =%

5/ Prometheus SR IKERR

- i%E& Amazon Managed Service for Prometheus SA3REL S 0] A M 3R

RIFIEFRRY EREY
Amazon Managed Service for Prometheus 12t 7 &5 Bi &R P 5P AN 15 5%
& AWS PrivateLink Et3& A F Prometheus FIIE & 1T & AR SS

FHEFREELE] Amazon Prometheus & RF MM LR E A LABE A BERMART /TR , LA

B VPC LT B, AWS PrivateLinkfl AWS PrivateLink AJ#{RK B & VPC M EREE

AWS MERZERY , MEFTEIL L H Internet 5o ERNEATF Prometheus FITE L T E RS 41
# VP AWS PrivateLink C &g = , 5, & Amazon Managed Service for Prometheus 5% 0

VPC KT RE SR

5 310 U R A

AWS B3 Mz RIERE (IAM) Access Management 2 — T EIRSS , A #5 B8 2 £ #h 35 &I X RIR MY 5
| AWS ., ATLAER IAM SRIZBHIEEN 7 B HARIE (HIFER ) HAREBER (EEGz2NR ) REAR
JR. Amazon Managed Service for Prometheus 5 IAM £/ , AJ# BB R BIELZ 2, ®E Amazon
Managed Service for Prometheus Bt , BEZCE—L IAM A€ , FHEEH M Prometheus BRS 2T
HUE#HR , Hib Grafana BRF2EWF MR Amazon Managed Service for Prometheus T/EX REY 15
o BXIAMWEREER , BSAMTLE IAM?,

S —IN ] AR B89 Prometheus RBT S#FEE RS AWS 2 IHEER AWS B RAK 4 LERE
(Sigvd)e AWS ZZIRA 4 [ HTTP £EK AWS BERAFMEARIEEENERE, I TReEL , X
M R ZEERER AWS HTER G R ZAFHTESR , HEHAHRTHEZE D MAEHEBHAER. X

MNRABBEMRNENRELEL, BXx SigV4 NEZER , BSRAZLARAE 4 LB RiE,

{5 AWS Distro OpenTelemetry #£3 Wi =
LUREBH#IR T AWS Distro i B OpenTelemetry B ISPRINERRHN AR 5 5%,

£}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

Amazon Managed Service for Prometheus it
- EN S # Elastic Kubernetes Service 58t L H AWS Distro J3 FF BUEN R B EFR R EX

- FRAERTHBGENN AWS Distro EM Amazon ECS JREUEHR

- FRZEEAIREM Amazon EC2 LI HREUER

£ 53 Elastic Kubernetes Service &% {8 AWS Distro 1 FF BUENE B IEFRIEE

ARF N B AEYF AWS Distro for OpenTelemetry (ADOT) Collector BLi& i M%EH Prometheus B 51F
BREFHRME , FRFERLEREAT Prometheus W L #EE RS . A< ADOT Collector WE 215
B, BESRAWS £17Hk. OpenTelemetry

£ ADOT Y £ Prometheus $845# & =4 OpenTelemetry A 8% : Prometheus $ZUK
25, Prometheus 2 EAS &M Sigv4 SHRIET E.

&R LAE R I B RY Prometheus B ERELE Prometheus Receiver , BT RS R I M8 R

El. Prometheus Receiver ZA Prometheus B B & XHMEIEYR. SEMBNEMANARFHL imT /&
RifEF Prometheus & ik E# TELE. Prometheus Receiver X Prometheus X #4ELE FifRH £
E Prometheus MV EFIFICEE. B UFXEREEEEME ADOT WERBEF.

Prometheus Remote Write Exporter £ remote_write &ifT fUNIME IR LA BENER]F
THERX, FHBIEWN HTTP BFREER AWS Sigvd ( 22 FHKIE AWS X ) M Sigvs SHRIEY
BEGHITER, BXEZER , FSHZBMA 4 LR RE,

WER S B3I A Amazon EKS E# Prometheus IE#r4& w1 R , H A <kubernetes_sd_config> A
KUMNEE,

LATERRTEIE 1T Amazon Elastic Kubernetes Service 5 B1TE 2 Kubernetes BB Fit T ELE
WRGl, BERTIXESE  SS4MEAEREBRIA AWS EiEsEPE B ERTN AWS iEB, BXES
B8 , BZHEE AWS SDK for Go. IWEREAT —MNATREERNZN ROINARE. ZR6IM
ARERFE /metrics MR AFTIER , Bi1& Prometheus & F i &E —#,

TR

EFBRUTEERRESRZA , BXMARSKFMEERBIRE IAM BE,

NRS K MEEREIRE IAM A6

1. BRRRERFZAEMN Amazon EKS EFFEIUERFHLSRARS K, CIZE IAM B,

ADOT W& B E MM S Histre ERA LB &,
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
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2. ETX, REEEE, B https://console.aws.amazon.com/iam/ 3T F IAM £H| &,
3. EEMNSMERT , ERACHKIEBESR 1 PLIEH., amp-iamproxy-ingest-role
4. EREEXRETF , ARERRBEEEXR.
5

FEEERREKM JSON F | ff aws-amp B#A adot-col , RAGEREMEERK. REANE
ERIEBIM T AR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"”

6. EENRETF , AHRFUTRREH NI ZAG,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
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}

/& F Prometheus 1E#RUkE

@ Note
£ Amazon EKS H oo & Z=E A , BRIAMER T , alertmanager A Node Exporter &b F2
FARZS.

£ Amazon EKS = Kubernetes £ |5 B Prometheus U5

1. MNEFHEEFDIXHARERBFNARER , MikRaws-otel-community,

RE , BITUTHT,

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest
2. FFLEREHIEBEMEK , HI2 Amazon ECR = DockerHub.

3. BIEHL Kubernetes BBEHNA , EEFHPHERFINAREF. BT prometheus-
sample-app.yaml X4 & {{PUBLIC_SAMPLE_APP_IMAGE}} , fFBR{RSE SUH NI T #EIX M
BRR,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

4. WMAUTRTURIERHINARFRECREY. Eo TR ET , £FF1E NAME 5IHE S

prometheus-sample-appo

kubectl get all -n aoc-prometheus-pipeline-demo

3 ADOT WEESSHIBRIASSH, Atk |, BEM AL T TRIZEE ADOT WERH Kubernetes Bt

o

o

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml
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RIBRBEMRH , A& Amazon Managed Service for Prometheus TAEX# remote_write £ i
i R &k YOUR_ENDPOINT , 3 F#&# X5 ## YOUR_REGION, EE THEXFMELRE , B
Amazon Managed Service for Prometheus 2§ & F & R remote_write &L ixT7 Ko

{Ri&EZEZEYOUR_ACCOUNT_IDTE Kubernetes B & HY PRSI 7 280 B SR REY AWS K P 1D,

FEARRGIF |, ADOT WEREEFEAER ( scrape=true ) R&EMNEHMEVHL B FrL&HT <o
it , ADOT KSR EALUN ROINARFLIRT REESEFTH kube-system LimT KX 5 FF
ko MREBMEECRENARR , WA LUFEMNEFRIRICE E 1R,

6. WALTaHLAERE ADOT WEesR.

kubectl apply -f prometheus-daemonset.yaml

7. WMAULTHTURIE ADOT WERRE BB, £ NAMESPACE % &E# adot-col,

kubectl get pods -n adot-col

8. HABRTSHRRITEREERET. RIMNNRIBREELEESSHBENR. WANTHT,

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

MR R R T2 R HTER R — AR AN R AR R

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0
Timestamp: 1606511460471000000
Value: 0.000000
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9. Ei# Amazon Managed Service for Prometheus 2% B W BiX L3545 | i%ﬁﬁﬁ awscurl, Ut
TEAWEBEY AWS Sigv4 SORIEBEHTTRE HTTP BXR , Rt ESRER#IRE
AWS Fif , AEFNL S EE RS E#H Prometheus B IEFERER, ﬁ?&i‘zﬁﬂ’]lﬁbﬁﬁ )
awscurl, awscurl

ELUTaHH , & AMP_REGION 1 AMP_ENDPOINT & 7 #& Amazon Managed Service for
Prometheus T#EXKE LS.

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"13}1}}

WRAEWFIEREN , MRTENEBRECKT , HFEZIERS RN REINARFZEE
Amazon Managed Service for Prometheus.,
B

EREBMRETR , BWAULTHT,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

BREE

Prometheus Receiver X #F Prometheus X #4EL & H #iRRY £ E Prometheus TMMEFHIFICHE, &
A LURFIX L L B E =G B ADOT WERSRELE HF,

Prometheus Receiver WELEEZFE LN RFZ AN, NMNEENEFIFICEE, BERFEEWN T FIT.

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

THR-—1MEERE

receivers:
prometheus:
config:
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global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:
- role: endpoints
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREEH Prometheus BLE , M ABUFF § FREERRA $$ , UBRFEZSRAREE, "IN TF
relabel_configurations WERELHEE, 0, MREMELT relabel_configuration FF15 :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,__meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

CRHERULTAR :

relabel_configs:
- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,_ _meta_kubernetes_ingress_path]
negex RO HEEOIFIEES)
replacement: $${13}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter 1 Sigv4 Authentication Extension

Prometheus Remote Write Exporter 1 Sigv4 Authentication Extension YELE Lt Prometheus
Receiver i, EEENX M , ERELEEBITE , BIVERXLEHIES HE Amazon
Managed Service for Prometheus., Xt 75 Amazon Managed Service for Prometheus 317815 # X
Thiil BRI ER LA T RBIAT R

extensions:
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sigv4auth:
service: "aps"
region: "user-region"

exporters:

prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:

authenticator: "sigv4auth"

LB E A BRIA AWS ZiEEEF ) AWS EEKIXH AWS Sigv4 LEZM HTTPS B3k, BXEZE
B, BSHEE AWS SDK for Go, HAMFFREZIEENRN aps.

TeXAMAMEIE S L , ADOT WESRHMAANE A EBRIA AWS FiFgEH 5| ikl 2z —, Sigvd &
BRI BB T AWS SDK for Go HERAERREVERBFNHTH AR, SAMERIXLEUX T
Amazon Managed Service for Prometheus E8ZEE AR,

FEAERTFHBEMNH AWS Distro i EM Amazon ECS FREUEHR

ZAFT A B AR B FF BGE & 1THR (ADOT) ML &b 4 A 2SR S (Amazon ECS) W EEfs#Hr , HFEH
FFHGEN KT (ADOT) HHEHREFEA TEZ KBHNLS#HIE AWS ERSH. ©REERT W{AE
Amazon Managed Grafana # A #l{t IR R IEHR o

TR

/A Important

EFBzE , BAAEEFRINRER AWS Fargate 58 35 — 4 Amazon ECS #8, —
A Amazon Managed Service for Prometheus TEX LA K —4> Amazon Managed Grafana T
EX, BIBIREHTBRR TIEME. Amazon Managed Service for Prometheus 1 Amazon
Managed Grafana.

BXEZEE , BT #E

« BXxUAEEEERIAREBR Fargate 58 £ 62 Amazon ECS IMEMER | H5 W (Amazon ECS
FRARERE) FHLEEE.

- BXRWN{AEIE Amazon Managed Service for Prometheus TEXKELR , 25 {(Amazon
Managed Service for Prometheus FiF{5/) FHAIE TEX,

- Bxm{AeIE Amazon Managed Grafana THEXKEE , S (Amazon Managed Grafana f F
EE) FREIEITEX,
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ENXBEN ADOT W EERARMRE

FRAUTEEXHERERRENEBCH ADOT KNERBERMBG, & my-remote-URL F my-
region H¥#AEM endpoint M region {H, FEERFER N adot-config.yaml KIS HH,

(® Note

WEEMEA sigvéauth FEBRIEX Amazon Managed Service for Prometheus B, BX
BEMNEZE Rsigvsauth , iHSF Authenticator-Sigv4 on, GitHub

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigv4auth
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logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

FHEH ADOT W RS B ES IR GH#EX E] Amazon ECR Ff# &

£ 8 Dockerfile BIZZREMEG , RSN HEH#IXZE) Amazon Elastic Container Registry ( ECR ) 7,

1. #J% Dockerfile LU R B eBR&E #| H A 1E] OTEL Docker BR& A,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. 13 Amazon ECR F#E,

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
--query repository.repositoryUri --output text)

3. BIERZJMEZK,

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .
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® Note

XeBREESITASNIMERHERSE. BN , EAEFEEHERGNER --
platform S,

4. B3 Amazon ECR Ff#E. ™ my-region B NEH region Eo

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. HELNBRIR[MEK,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

B2 Amazon ECS F55E X LAHTE Amazon Managed Service for Prometheus

#12 Amazon ECS E5E X LAHIEL Amazon Managed Service for Prometheus, #&BESE XK
BIE—1EN adot-collector WABM—NE R prometheus AR, prometheus £ IE
¥r , adot-collector #MEX prometheus,

(@ Note
Amazon Managed Service for Prometheus 8 —BIRFEZE1T , NBRSEHPKEEIR. EXH
B, BARUARBEXNELR#IZ 1T Prometheus , FFA 1545 &K 1% E] Amazon Managed Service
for Prometheus,

Ml EFEX

UTREFENEGBEXN RO, SRUEALRFEANRERKUBEECSHESTEN . & adot-
collector B image EEHRNEHNFMHE URL FBREIEZE ( $COLLECTOR_REPOSITORY:ecs ) »
f¥ adot-collector M prometheus ¥ region EERNEM region B,

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
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{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
I
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

¥ AWS #£EREH AmazonPrometheusRemoteWriteAccess KiMNZEESH IAM A&

EFIMEAIEFR XX BSEA T Prometheus (I S EE RS , &H Amazon ECS £5%
HMEFEBEIN RS EE AWS NIZEA AP B1E, BUAARESEE IAM BEHNHF
AmazonPrometheusRemoteWriteAccess KEEMIMEH A, BEXAUBZACHMMKBNESE
B, BESRARNESCE IAM ABRERK,

£ #8% AmazonPrometheusRemoteWriteAccess MiNZIER IAM BEHERZABRITES
J& , Amazon ECS AJ LU EHERAY #8458 & 3% Bl Amazon Managed Service for Prometheus,

ADOT Y &ss 43


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role

Amazon Managed Service for Prometheus ArfEm

#£ Amazon Managed Grafana & AJ#l{LEHI FE 4R

/A Important
TEFB2El , BAMIE Amazon ECS EFE X LIZ1T Fargate £55. &M , Amazon
Managed Service for Prometheus 75 3% 6 F & BV 1 ¥R o

1. £ Amazon Managed Grafana TEZENSMBEKF , EFERR T ARHEER. AWS

2. TEBEEFRFETF EHRSH |, i Amazon Managed Service for Prometheus , ARG EFE
B BRIA X 1,

3. ERRNMBIEFRIR.
4. fEM ecs M prometheus BIRERMET EHIEITR.

FEAIZERE AIZEM Amazon EC2 SEHIEEIEHR

A ER 9 A 4B WA= 1T Amazon Elastic Compute Cloud ( Amazon EC2 ) 36| {TiZEBE AR
Prometheus R85, ©RER THNAMNA Go FREMNETRNARFPFREER , HEXEERAEE
Amazon Managed Service for Prometheus TEX,

TR

/A Important

EFFBZEH , BAMERLET Prometheus v2.26 ESMA, EITRIZEHTE
Prometheus, Amazon EC2 #1 Amazon Managed Service for Prometheus, & il{a %%
Prometheus KI{E & , 1§25 Prometheus M35 EBYFF A A o

MRIEFRFHE Amazon EC2 5 Amazon Managed Service for Prometheus , EATE IR 5 =LA T 36

5l

« ft 42 Amazon Elastic Compute Cloud ?

« ft 42 Amazon Managed Service for Prometheus ?

ADOT Ur&2s 44


https://prometheus.io/docs/prometheus/latest/getting_started/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html

Amazon Managed Service for Prometheus ArfEm

A Amazon EC2 Bl IAM A&

ERNEmIsPR , BXMEFEH AWS EEXRIEBIE IAM A
@,AmazonPrometheusRemoteerteAccesso RiE , BOLERZACBIRA , HEEHRARIAEH
B2 Amazon Managed Service for Prometheus T/EX,

1. @3 https://console.aws.amazon.com/iam/ 7 IAM #2414
2. NEMBERPEEACE , ARERAUEAG,

3. XWFEERMAEMETE | EEFE AWS service (I BB ERIFERS). N TFHEARS , &R EC2, &
BT—% : R,

4. FEEZREDH A AmazonPrometheusRemoteWriteAccess, £ “FEEZ M A
AmazonPrometheusRemoteWriteAccess , i£# , AFIER ‘M INKRE, EFRT—F: 5L,

5. (i) NEH IAM BEHIE IAM AR, BiE T—%: ¥k,
6. WABBWEH. %IT QIREK,

B35 Amazon EC2 34

E33) Amazon EC2 3£41 |, iH# B GEAT Linux SEHI# Amazon Elastic Compute Cloud A #g
) 35S0 B 1T IR AES

EITRERMARRF

B IAM AEXERZAGREZ EC2 RHIF , BRMETERMARFREEHETER.
EATE R N AR F AN AR

1. FEAUTERGER N main.go B Go X,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
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2. IBITAT a5 AR EM MR ERBIL

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. BITETRNMARR.

go run main.go

SEAMAREFENERAO 8000 Liz1T , HE RFIBEAFH Prometheus 1845, AT RXLREIRI R

B,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+09# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0

#2 Amazon Managed Service for Prometheus TEX

E 6|2 Amazon Managed Service for Prometheus T4EX | {E1Z R 6122 TEX AR B ITIRE,
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1=1T Prometheus PR55 28

1. ERAUTRA YAML XA ERERK G EE A prometheus.yaml B#F X4, XFurl , & my-
region BN EH X E A Rmy -workspace-idiE T Prometheus B9 B T E RS B E K
B ITHEZE ID, XF region , f my-region B R EHNXIEE,

Bl YAML X ¥

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. 1217 Prometheus fR5 88 , TETRNAREFWIENRKIAE Amazon Managed Service for
Prometheus TEX,

prometheus --config.file=prometheus.yaml

Prometheus AR5 25 91 1E B 1ZMHE R B AR P RV B4R K% B Amazon Managed Service for Prometheus
THX,

£/ Prometheus EHl4ER IRE RS

UTEEHER T REERBER TEZEITH Prometheus SEBIERN ERBUERN TR 5%,
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A Warning
HERAZEBE , BRI Prometheus Scrape s R R E A/ H Internets,

MRBIFE T 24 Prometheus EHISRIEIRE —HIENR , FFHRIEF 2 Amazon Managed Service
for Prometheus TEXSSINSAAMY , IFEREEERFEMR, MRERZBLSREEESHIE
fIBR , M@ &EZE Amazon Managed Serwce for Prometheus BFTEMTEHEER ( B/EEHES ) K
A, Bl EEE?&EHHIJF?E’JIREE 28 X &% E Amazon Managed Service for Prometheus
/= ] A M ISR 1T E & BUEMIBR .

£
£ Helm iZEM# Prometheus BRS588# 1T HREX
« 1£ EC2 £/ Kubernetes HiR EMIHE Prometheus AR5 2Rt 1THEL
* 1 Fargate £# Kubernetes HiZ EMNIE Prometheus AR5 223 1T AL

£ A Helm i& B ME Prometheus BRSE8H 1T EL

A ER 4 Fh 95 BR A B T 18 BRIE /B 35 21T Amazon Managed Service for Prometheus, &7 Amazon
EKS £#FTIRIE T —AXTH Prometheus k5587 , #ARSS 2R EARIAEE @ Amazon Managed
Service for Prometheus Ki%ig#R. RAEBEUT REREH

o BYUIMAE— Amazon EKS £ , #H Prometheus BRS5 232 M R I EIEFR,

o BABER Helm CLI 3.0 E SRR A

o BABERA Linux I macOS TTENRMITUTEH S PSR

ST RMEF Helm BR1EME

WMAUT S LURNEN Helm I E, EXAXEGSNESZELR , H5H Helm 176 E,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update
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S8 2 : Bl Prometheus & 288

WAL TS , N Prometheus IRE 28 ME © 2 4A 4612 Prometheus & ZEE, ¥ prometheus-
namespace BMNBEMN A ZESE N,

kubectl create namespace prometheus-namespace

S 3RERSKSH IAM BE,

EFEARMNCENXFTAITLEE , BEERNIZIT Prometheus IR EEHI Amazon EKS S & 1Y IR SS K
PEAIAM B8,

BERESKFH IAM &6 , EA LT IAM B 5 Kubernetes RS KRBk, ARG, WIRSIKF A [
FEHENEE Pod FNARSRIRE AWS R, BXEZER , FSRRZIKF,H IAM A€,

MREBHERREXEAR  FERB RERSZAEM Amazon EKS EEFEEUER FNIHAIRER
B, ZHoHRBAERFER eksctl, BXREZER |, S H Amazon Elastic Kubernetes Service
Al -eksctl,

(® Note

MRBTE EKS £, KEMEAF R4 AWS FFBER4AHEER T Prometheus BYIE 57
RERS , N wﬂﬁﬁlgﬂﬁ Sigv4, EKS-IAM-ROLE

HIR 4 RIERIRS 2R H I I8 REUSHR

ELZEFIEIRAE TR Amazon Managed Service for Prometheus T#EX#I#T Prometheus BR$ 85 |
BRBUTSRRME,

TR Prometheus IRSS 85 LU E#R X% E) Amazon Managed Service for Prometheus T/EX
1. FRAXAREEIRLEEZN my_prometheus_values_yaml X , EFEEUTRE,

. FF IAM_PROXY_PROMETHEUS_ROLE_ARN ######### ARN., amp-iamproxy-ingest-role RE
BRE A®M Amazon EKS £ EEUSHR

« ’ WORKSPACE_ID &t Amazon Managed Service for Prometheus T4#ERXH ID,

« ¥ REGION &t #& Amazon Managed Service for Prometheus THEX K X1,
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## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. WALLTHSLEIE Prometheus RS E5.

« prometheus-chart-name&ik 7 EH Prometheus XA % #o
« ¥ prometheus-namespace ¥ Prometheus 5 & Z= 8 1 & o

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

® Note
BALETZfAREEN helm install 9. AXEZEER |, HFSH Helm X4

B Helm &%,
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£ EC2 £ Kubernetes AiZEMINAE Prometheus BRS 2583t 1THREL

Amazon Managed Service for Prometheus XM Amazon EKS EiZ{THIEEH LAKX £ Amazon
EC2 LZ1TH BITERE Kubernetes SEFF P IREUER. AP0 F AV IF A1 AEA T Amazon EKS &8
FE Prometheus BR%5 85, X1 F Amazon EC2 LY B1TEE Kubernetes 58 , SRR , H—HNF
B2 , BEEX Kubernetes £ E S NIRFKFIRE OIDC RAEEM IAM A€,

ARE 2BV EAE A Helm ¥ER Kubernetes B4 2 EE 25,

- SB1:IRERSKF,H IAM A6,
« S, 2: FEH Helm ALKIEH Prometheus BRS28

TB1REBRSKFH IAM A6,

EFEARIMNCENXFAITLEE , £BEERNIZIT Prometheus RS 281 Amazon EKS SEE A RS Ik
FERIAM &6, EXEEXHRSAE,

EWRSFAR , F IAM AB5 Kubernetes BRSFIK KBk, RJE , ZRSIKS TN ERZRSIKSH
£10 Pod VB BRIES AWS R, AXEZER , BSRBRESK/H IAM B,

MREHARREXEAS , FRR RERSAEBM Amazon EKS EEFHEREUES PRIRAKRES
&

FSB2 A Helm ALRINEH Prometheus RS 5

ARE D PR BIEREBEEEE AN sigva BUEHTHHRIE , HRIX Prometheus IRFEFIZEE A FE
# Amazon Managed Service for Prometheus T/#EX,

£/ Prometheus W7 2.26.0 S E & R4

MRS FERANEHA 2.26.0 {E S IRA Prometheus FREZEBMEH Helm B X |, HIRBLUT S BRE
1E,

£ Helm B &RM Prometheus [REBiREIZRE A
1. EZH Helm EXHF R — NN ZEBEAID :

« ${IAM_PROXY_PROMETHEUS_ROLE_ARN} &} #&1£ # #l B amp-iamproxy-ingest-role Y
ARN, 1 ZBRSZK,H IAM A€, At ARN WK arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,
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« ¥ ${WORKSPACE_ID} &#: R &H Amazon Managed Service for Prometheus T4EKX ID,

« ¥ ${REGION} &7 Amazon Managed Service for Prometheus T/EX# X1 ( 1 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. fEA Helm EFEIEM Prometheus IRFERELE :

« ¥ prometheus-chart-name E# 7 &M Prometheus R4 & #fo
 J¥ prometheus-namespace BN LK T Prometheus fRS5E5HI Kubernetes @5 & 28 (Bl
« J¥ my_prometheus_values_yaml &#7 Helm B & XHHIBE R,

« ¥ current_helm_chart_version E# N HHMRAH Prometheus fRZ88 Helm o &7
LAEF helm list an S 2 ZHBIH B RRA

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version
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5 R HMRAH Prometheus

MREFERANRET 2.26.0 B Prometheus IxA , BRBUTSRIgE, XESREALESZE , ®
N RHMRAH Prometheus A& T AWS X EMA 4 LHIRE (Sigvd). AWS

X L5 B RIZ B E A Helm %82 Prometheus.,
M Prometheus fREEREIZEE A

1. 1EER Prometheus RS8R L | SIZFHNEZEEARE, BX , ¢ —MNANEHRXMH. BRIMNHE

A3 amp_ingest_override_values.yaml,

B YAML XA T E,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"”
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:

- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

& ${REGION} E#:73 Amazon Managed Service for Prometheus TEX#Y X 15,
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${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN} it f #&1£ Fr 8l B amp-iamproxy-ingest-
rolef ARN, FE 1 BERFZKSH IAM A, A6 ARN BWAERRA arn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

¥ ${WORKSPACE_ID} Bt NEM I /EX ID,

2. FRIEH Prometheus Helm B&R, BX , AN THS , HEEH Helm BREB . FLHHH
mHAP  EXRBMEE prometheus AR,

helm 1s --all-namespaces

RE , WAUTEHS,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

prometheus-helm-chart-name&#N L — NS HIREHR Prometheus Sk ZEEHE . ¥
prometheus-namespace BiRNIEN B EZEH B

T & Helm BX

WMRE R REAM TEH Helm Bk , MASERAUT@ES T

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

1t Fargate £HY Kubernetes iR E MIIA Prometheus AR5 a8# 1T HEN

Amazon Managed Service for Prometheus XM Fargate Liz1TH B1TEE Kubernetes & FH
Prometheus AR ERHREVIEIR. EM Fargate LiZ1TH Amazon EKS &£#HH Prometheus ARG 225
EUEdR , BB E BN amp_ingest_override_values.yam| VB E X HFHERIAEE , TR :

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
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server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

B THSEHBEE L% Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

BEEE , £ Helm BREES , FA1ZH T Node Exporter 1 Alertmanager , #1217 T Prometheus
fRS 2R ERE

SR BAE R AT R BN IR E R IE R 2,

$ awscurl --region region --service aps "https://aps-

workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?

query=prometheus_api_remote_read_queries"
{"status":"success","data":{"resultType":"vector", "result":[{"metric":

{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"13}1}321

®IE Amazon Managed Service for Prometheus BARELS 7] A M B3R

IR BIE X IEE Amazon Managed Service for Prometheus B |, BiiE 4 B3 EZXEH AWS AT H
XESEH , HERMEAF B, TANNZLMNENERFRMALE, SUEEERMMFANSTAM
WEZLIEE , EABRTEANSERE. ERMNELNGEZTUNENREZNSTALZSM
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- MREBEZSANBRBEIEFEBGHERBLKEE , N AT LU X L EHE X% 2 Amazon Managed Service for
Prometheus , ¥ BZIMIBRESHIE. XBEH THRAENEBIER XL E Amazon Managed Service for
Prometheus TEX,

BXRANESTHAEKRBEHTEERFEERNESELR , B2 1 X &3% 2 Amazon Managed Service for
Prometheus B & I A 1B 1T B8 BIEMIBR.

o MREEERENE AWS XEFTANER T AT A RESE , WA LUFERAZER S — MBS
“AMNITHER,

BXRHERBBERAEIIZNMNIEXNESEER , B3R BEXEHATAM.

FH
« X &% 2 Amazon Managed Service for Prometheus B & 0] A {5 ¥Rt 17 B IR R
« £/ Prometheus & Al A 3 &% F Amazon Managed Service for Prometheus

« £/ Prometheus Operator ¥§ 5 7] A £ #i3E &% | Amazon Managed Service for Prometheus

o FERIFBENRTHRES AT AMEEEAIEZERT Pro AWS metheus B Amazon EERRS

+ {8 Prometheus #X Helm B3k [E Amazon Managed Service for Prometheus & 3% /& 7 F 14 548
- ERAE . SUAMERE

- BXigA A%

¥t % 3% 2] Amazon Managed Service for Prometheus B & ] F 18453 17 E & I IEMI B

AL R B % Prometheus KB ( EREBERX TIZ1TH Prometheus 3:61 ) BIE#E &% E| Amazon
Managed Service for Prometheus TEX, MRHE AP —L3FidFHRIEERMIER , WENKEN
BEEEEMAAMY (BIEEF —NMEBEILELZEHIE , Amazon Managed Service for Prometheus T
EXMFEBCRE S — N ESINEE ) . BR , BHE Amazon Managed Service for Prometheus T
EXBBBREENIER , XEERTRZRBIXLIER , BTSSR BERBMEME S5,

E1it Amazon Managed Service for Prometheus B #h il Rk B £ Prometheus RIEBHNEEHE , &
FENRCEEBEARBAEE —IMNEHEN , HAISIZMEE—NEIEREN. SHBEFLHIR
WMHEEHRERIE | BIRBH AT Amazon Managed Service for Prometheus iR 3| SN EFREI KR
BRAGFHENERSESEFHFE | EFE8RFEIF , BXEERLTFRE £ — KR,
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(@ Note
RERAR Kubernetes ( 1.28 1 1.29 ) AJRE2 A BN HF BRI IEIR. clusteriXd
BESSBIER T Prometheus NI SR EERSHNESHERREE, EXEZER , BS
%) = 0] M LR A

LTFEBNBUMAEEBEH R MclusterM__replica_ /% , UEEA T Prometheus §J
Amazon £ E RS B MIBRE S BUIE.

/A Important

MRERZREEEHERER , WEER KIEZE Amazon Managed Service for Prometheus HIFft
BEBEEANS, XEBEERNTFEEENER,

£ Prometheus FF 5 1] A 4 33E & £ E Amazon Managed Service for Prometheus

EH Prometheus RES A AMEE , BXUMES I AMANFIESRS] LR ANIBIRE |, JUE
Amazon Managed Service for Prometheus AJ LA TR %, A cluster #RZfF Prometheus SEHIE
BinMRAS T AMAN —30. A _ _replica_ HRZEDIMRAFNENEILR, EFEESHEM
BRINEERIER , BEERMMA _ _replica_ M cluster #5%,

(@ Note
__replica_ FREMERANERFE replica BIEEAFENFRLRFE,

Ml KB R B

EUTRBEESF |, cluster ¥rZ#FRIR Prometheus SEHI{RIE prom-teaml , _replica_ #r&EHRIR
BIZ replical M replica2,

cluster: prom-teaml
__replica__: replical

cluster: prom-teaml
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__replica__: replica2

T Amazon Managed Service for Prometheus Z T A X LR SN S I AMEI AW EHERESR , Akt
HERKEZE , E2MER replica 7%, XIBERELIINFIRE 1.1 BFIIRF , mMAREN
BlAR—1NF5, RET cluster ¥,

@ Note
R LR Kubernetes ( 1.28 M 1.29 ) AIRER X BN HBERENIER. clusteriX A
RELSBER T Prometheus WL S EERFSHNESHERREE, FXESEE , S
5= A AR R R,

£ F Prometheus Operator ¥¥ & 7] A £ 8 #E & 3= E| Amazon Managed Service for
Prometheus

E# A Prometheus Operator RE =S ] AMERE , B4 ES JRAMANMESES £NAABIRE ,
LAfE Amazon Managed Service for Prometheus AJ LA TR B, #&iE AT Prometheus Operator
Helm B3k L% & replicaExternalLabelName ] externallabels B,

R YAML #R3k

LT YAML #53KHF | 7 externallLabel T cluster LAY Prometheus SEHIREBIRIR N &
AAMAEN—E9 , # B replicaExternallabels #RRZAFHHWENEIR,

replicaExternallLabelName: _ replica__
externallLabels:
cluster: prom-dev

(® Note
FHLRRAH Kubernetes ( 1.28 1 1.29 ) AIgE2 X F B BREZMIENR. clusteriXd

BEASBESEA T Prometheus WIS EE RS HMEEHERBRRAE, EXEZER |, S
1% = ] P 1 L8] R AR
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A FF BOEN XTI S ] AR XIERER T Pro AWS metheus B Amazon 3£E&

RS

AWS FFBGEN &Z1THR (ADOT) B2 B WL £ BT AL~ Z1THR. OpenTelemetry ADOT
NERME AP, ENRKRE , IS UKRESs A RREMERUHTNARF LR, §X ADOTH
8 , 2 M % T Open Tel AWS emetry & 1THR.

EfF ADOTRENBAMEE , XAEE ADOT IWESRBHRESR , HHNATEEESclusterMATF
Prometheus __replica__ AWS ZBEASHE., S HFES remote_write LimT ST EHMER
K8 HR & 3E ) Amazon Managed Service for Prometheus T/EX, £ Remote Write Exporter Li& &
XLEFRZR , JUBEERRBIAESTHREEENIEIR. BX AWS Prometheus B2 E A S H 21
BZER , BZHEAT Prometheus WL S ERRSH Prometheus ImBEEAS HEAT,

(® Note

FHLRRAH Kubernetes ( 1.28 1 1.29 ) AIgE2 X F B BRZMIEN . clusteriXd
BESSBUER T Prometheus WL B#HEERFSEHINEEHERRABE. EXEZELS , S
F e AEELRBEREE,

£ Prometheus #[X Helm B3 [@ Amazon Managed Service for Prometheus Ki%= &
] A BE

E#F A Prometheus #X Helm B RZESUTAMEE , B40ES T AHANFIES=A LN
FS\ER¥RZ |, LAE Amazon Managed Service for Prometheus AT A TiREI, AT 2 fn1af
external_labels M Prometheus # X Helm B &R 72 Prometheus B2 ANSEHIHY R 4G,

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1

(® Note
MREBEZANEIR , WAAEATERNEIREZRIBERLK , B Prometheus 1 X Helm
BRFAAGEEEZENEHIB[ABNFAKENIDIRERRE, NREERETEIRE
replica #7% , & # A prometheus-operator Helm B &,
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(@ Note
RERAR Kubernetes ( 1.28 1 1.29 ) AJRE2 A BN HF BRI IEIR. clusteriXd
BESSBIER T Prometheus NI SR EERSHNESHERREE, EXEZER , BS
%) = 0] M LR A

FREA : S AMEE
BREBMZES —MrEREEE _replica_ RIRERRHER ?

EEAMIRES , Amazon Managed Service for Prometheus @i3 £ Prometheus Skl £ 8 ik H
FESRBRBEFATLEE, WRFS AT 30 WRFELEEZEHTFEHEA | I Amazon Managed
Service for Prometheus & B3 % —4 Prometheus SEHEB ARG EIA , HFNFHS IR FKEK
E, SBEEMERNEE, At , ERREEN , TERTUXHEM, XEQATEXSBEUATHA

- EEBRHMSHE , £ PromQL B&E#H count REIWETRESS THEE,

o EEBFHOSHIE |, active series HI®MT , iEF T active series limits. BXEZE
B | ESF AMP EiE,

Kubernetes L F B BCMERRE , FRRBENENERRTESHEMR, MAEE LR ?

Kubernetes 1.28 H15| Aapiserver_storage_size_bytes T — M HAMRZEMWHIER. clusterixX
ATRE 2 S BUER T Prometheus B9 Amazon EERS HANES HEMBRAIE , EABURTIR

%, clusterfE Kubernetes 1.3 # , ZIrXHE & Nstorage-cluster_id ( 7 1.28 1 1.29 &Y

FEITHEFHEHEREN ) . MRENEFRETFEcluster iFEWILIESR , MEA T Prometheus
WL 5 #h 3T B AR 55 ToSE XS R BR Y B B 5= Bt 4T E B BB MIBR . BATEWIEEM Kubernetes B A
BISHEAAN T IR SUB e Bl bL A B, =¥ , Bt A fEapiserver_storage_size_bytesig#r Lt
EfficlusteriFici s , AEENHEHS AL S# Prometheus EERS .

@ Note

B X Kubernetes TEMNEZHMER , 5S4 Kubernetes BLH FHY
apiserver_storage_size_bytes {EFRIIREEFF Ean & 9 storage_cluster_id.  GitHub
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B X1 AT A i

ERNENBIEANBE XS TAYE , S LUFERRETE AWS XS 2N TR, Prometheus X
BFEABEARNEXEEA,

AR R BA e B E R B E X TIE1TH Prometheus BREE5 , MEME A Helm FEHR A X TERK
BHHN TEX,

extensions:
sigv4auth:

service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: __ address_
replacement: kubernetes.default.svc.cluster.local:443
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2 id/api/vl/remote_write"
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RAriEmE

auth:

authenticator: sigvé4auth

service:

extensions: [sigv4auth]

pipelines:

metrics/one:
receivers:
exporters:
metrics/two:
receivers:
exporters:

[prometheus]
[prometheusremotewrite/one]

[prometheus]
[prometheusremotewrite/two]
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# i Prometheus iB¥r

ME , BHREEENEIEX , B UNERITER, BATLEHE W Grafana 2 XMW RS KREHIE
¥R, A BAEA Amazon Managed Service for Prometheus APl

& O] LAME PR AR Prometheus Ei#1E S PromQL RTE#, Bx PromQL REEEZNEZEER
EZ % Prometheus X4 K Querying Prometheus.

F&
s RELENIERER

+ i%i& Amazon Managed Grafana L5 Amazon Managed Service for Prometheus B & f#

 ®E Grafana JF Rk Grafana Enterprise A5 Amazon Managed Service for Prometheus Bt & £ F
« EA1E Amazon EKS &8 HZ1TH Grafana #{TE#H

« EF 5 Prometheus &AM AP #1TEH

- EEH API MNP ERRITER

R EVIERER
Amazon Managed Service for Prometheus 12 fit 7 # B &R IEEFRERN 57,

# AWS PrivateLink Bt5&H T Prometheus W B #EE RS

£E AT Prometheus B Amazon HERSHFEREFRNNERETUBIT AR EBRMNALHET /5T
B, LA LAUBE VPC KT Si@d. AWS PrivateLink{E B Bt AWS PrivateLink , SR B &8 VPC BN
ZRETALUTE AWS MEBRNEBERY , MEFTELIAHERMN, ERNEMT Prometheus L Si#h 1
ERF IR VP AWS PrivateLink C &1 R , S, £ Amazon Managed Service for Prometheus
50 VPCARTREEHER

5436 U MR

AWS Identity and Access Management & —1l Web RS , I #BIAR L £ IR HIXS AWS FIRRY
WA, ATBAERA IAM RBHHEBEN T E0RIE (#EFERK ) AREEN (EEzR ) XREAR

. Amazon Managed Service for Prometheus 5 IAM &£/ , JHBERFPHBELZS, HiZE
Amazon Managed Service for Prometheus B , BFEEAE —LL IAM BE |, ik Grafana [RFEREELE
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i 7Z4%1E Amazon Managed Service for Prometheus T EXFH1ElR. BXx IAMNEZEE | 5
B AR IAM?,

5 — DA LAFS B2 Prometheus IRET S#FEE RFH AWS L IEER AWS LHE A 4 LERE
(Sigvd)e AWS ZZIRA 4 2@ HTTP £EK AWS BERAFMEARIEEENERE, I TZREEL , X
M RZSEIERE AWS XAFERHEBARTES , TRIZHAHRHRZES ID MREFRIZHANR. X

AABABEMRRNIEN L SEIL, BX SigV4 WEZER |, FSHZERA 4 L& RE,

®E Amazon Managed Grafana A& Amazon Managed Service for
Prometheus Bt & £ A

Amazon Managed Grafana 2 —I4t X F /R Grafana W2 EERS , AIEM{LEFR, F=HISVH
B, AWS DR AT RHE IR 2 47 B3R TR AR S5 o

Amazon Managed Grafana for Prometheus X ##ff Amazon Managed Grafana & T{EXHF# 5
¥Ro 7£ Amazon Managed Grafana 2 &H , BRI LUES XTI B K Amazon Managed Service for
Prometheus I/ , ¥ Amazon Managed Service for Prometheus T/EX IR i IERIR. Amazon
Managed Grafana &1 8 Amazon Managed Service for Prometheus FIEH & A RIEZIENEE,
A<M Amazon Managed Grafana #|#5 Amazon Managed Service for Prometheus #93%&E #8289 1% 4 5
B , 55 Amazon Managed Grafana Fi PP {8 FA R YL BA

#8538 7] LATE Amazon Managed Grafana A #& & Amazon Managed Service for Prometheus 1k, B>
RESBRERNVIHEE |, HSRNEIRS Amazon Managed Grafana s FF R Grafana £ K.

£FAE VPC FiE$#EE| Amazon Managed Grafana

EETT)

Amazon Managed Service for Prometheus 1 Amazon Managed Grafana 2% 7 — P RFLIHT R |

HHEHEEWERNERITES,

& B LU Amazon Managed Grafana Bt & 8 A #AE VPC ( B<7E Grafana Fi&EFAHE VPC HiFHA
§8 , 2R (Amazon Managed Grafana A F$ER) HHYEE Amazon VPC ) ., RIFIRE , It VPC

Ll ==

A[gEF 3% 51 Amazon Managed Service for Prometheus BRSS & w5

=¥ Amazon Managed Service for Prometheus fE R BIERFRARMBIEE N FEHIFERLE VPCH
Amazon Managed Grafana T/EX , B4 EBEN 12 VPC LT & Amazon Managed Service
for Prometheus #3ZE|[E— VPC, Bx8I2 VPC KigT RN EZEE , E2 0 N Amazon Managed
Service for Prometheus |20 VPC &inT Ko
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®E Grafana FJFJR= Grafana Enterprise A5 Amazon Managed
Service for Prometheus B & F

Amazon Managed Service for Prometheus X # M Grafana 7.3.5 R ESRARER TEX R RVIE
FRo FRZAR 7.3.5 RESRAZIEN AWS EZ IR 4 (Sigv4) BB RIEH K,

BXRMEMA tar.gz X zip XHIREIRII Grafana KR , iS5 Grafana X#4HH Install Grafana, R
BRZEFPINIL Grafana , REFRTEMARFBMNEE, RIAMERN adnin/admin, BXREBRGE ,
RAFRTEERFE, EXREZEE , BESH Grafana XA Getting started with Grafana,

ERE Grafana A , BRAL T TS,

grafana_install_directory/bin/grafana-server -v

E§¥ Grafana iRENEAER T Prometheus W LB IEE RS , EHEFIE
HAmazonPrometheusQueryAccessRE&s, . FNRAMK . aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetlLabelsBXxEZEE , FSH IAM R
K

& & AWS SigV4

i& A F Prometheus BT S & BRSS AWS Identity and Access Management 5 (IAM) &4 , £/
IAM ZUE R 5T Prometheus API FIFRBE TR A. BRIAEIR T , Grafana F#) Prometheus #4E IR
ZE Prometheus TEEF 1 iF. Eik Grafana 8% FFA Amazon Managed Service for Prometheus
FHRRIUEFRINEE , BHFEFEERE Grafana ZIERFEF S A Sigv4 SHRIEXEF, YEEHAETER
M Grafana JFRARS 882 Grafana il RS8R0 , ERBANT LT RFTIRE. NWREFANZ
Amazon Managed Grafana , | SIGv4 B KiEE£ B3 1T. BHX Amazon Managed Grafana F &
Z{SE , 2 H What is Amazon Managed Grafana?

E1£ Grafana LB Sigv4 , &1 AWS_SDK_LOAD_CONFIG #1 GF_AUTH_SIGV4_AUTH_ENABLED
BT ERERN true WIBER T B3N Grafana, GF_AUTH_SIGV4 AUTH_ENABLED MMRZTEMNEE
Grafana HWERIABLE LA S A Sigv4 X, BXEZEE , S W Grafana X H Configurations

Linux

E7E Linux L3437 Grafana fR$28 LB A Sigv4 , B AL TR,

export AWS_SDK_LOAD_CONFIG=true
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export GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

./bin/grafana-server

Windows

EF A Windows i 1R RBFE Windows Y343 Grafana £J/3 A Sigv4 , FRA L T® S,

set AWS_SDK_LOAD_CONFIG=true

set GF_AUTH_SIGV4_AUTH_ENABLED=true

cd grafana_install_directory

.\bin\grafana-server.exe

£ Grafana F 0 Prometheus Z3E kKR

AR S BREER T 2[4 Grafana iR & Prometheus BIERIR , LEZEIRER Amazon Managed
Service for Prometheus #§#%,

£

o k~ 0 bh =

By Grafana BRS588 % 1N Prometheus E3ERIR

$TFF Grafana ##lA&,

ERET , EFEBEFRIR.

RN IMBIERIR

%32 Prometheus.

3¥F HTTP URL , 3 E Amazon Managed Service for Prometheus #2448 TEXF1ERE+
ERHLIEHT R - Eif URL,

FEERFIEERN HTTP URL # |, MIERBEANEIZ URL B9 /api/vl/query F&F&E , AR
Prometheus B#EXIR4 B M NZF/FE,

E#E URL MELUINT : https://aps-workspaces.us-west-2.amazonaws.com/workspaces/
ws-1234a5b6-78cd-901e-2fgh-3i45j6k17819,
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7. EEHRIUET |, %&# Sigv4 BERRIEMFFRNEE A,

8. "‘_IJ«XJELI_J%E Grafana F§E LK K HEIEREE Sigv4 R , AT LAEF BRIARY IR (S
EEEEANKAEUMATULEERBE , U TSRELLAE TIXLEHEHA, TEEMRBN
Grafana 5 Amazon Managed Service for Prometheu —# 2R3 , iﬂl]iilx"‘ﬁﬁﬁgﬁlkﬂﬁh{ 5]
% ENeRETEFNREENZSMYE. AXRERARUBENESERE | BEHEESIL

EERERKPEIE BT TRE

a. 1t Sigv4 SO RIEFHAEE THEHRIERHAFPERHRMNEZSR.
b. EiFEIES IDH |, WAL AWS 15EZ4A 1D,

c. HEWELRBHPHWALNWELRZH,

d. HEMEHAE ARN FAI IDFREZE,

e. WFEINXIH , %# Amazon Managed Service for Prometheus T/EXHY X135, 1t X1
MEZBELSR 5 FHHN URL R EEH XEHETE,

f. EBEREAMR.
BNZEIUATHE  BERREEET

UTRREEIRTIHREHA. B4 Sigv4 SHRIEFAERRE

Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- ERARANRMHEE (BWEEFRERER ) | BRITUTERE

a. 7 Sigv4 FHRITFMAEETHEHRIERMEREFIERE AWS SDK ERik.
b. JFEEAE ARN FANEE IDFEREZE,

c. NFEINXiH , % Amazon Managed Service for Prometheus T/EX Y X135, 1t X1
BEEBELSR 5 FHHKN URL R EEH XEHETE,

d. RBEFIHMER.
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BNZEIUATHE  BERREEET

LTRBEEERT SDK B Sigv4 SMIANEFAFEEIRE

Sigv4 Auth Details

Authentication Provider & AWS SDK Default
Assume Role ARN
External ID

Default Region & us-west-2

9. EFXIETHYERIESIFEMN K PromQL &if) :
a. ﬁ*¥#ﬁ%o

b. Z{TRH PromQL &if , 0 :

prometheus_tsdb_head_series

“‘REAN BT RIEA 3 TR EBE R
EREHNSRD , IREEERREANVANEIER , BREUATHRE,
HTTP &R KR 3
#{R URL M TKX ID EFELIR,
HTTP iR L
BRBERERIELTN. BRENTER :

- RERAXEPEENXBREER,
*‘Agzu\m ﬁﬁ'——? '1550

- HEAREMSEANEIEERZAmazonPrometheusQueryAccessBiiR, BXEZER |, BHSH IAM X
BRAERE,

o AR B EIE AT B R Bk Amazon Managed Service for Prometheus THEX,
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=[]

HTTP iR 1=RAI Mk

&EF Grafana fRSe8 AEUBRIE IR, BXEZELR |, BSH Grafana XHEHH Troubleshooting.

MREEZE|Exrror http: proxy error: NoCredentialProviders: no valid providers

in chain MENEIEREEELTZRIEFANER AWS Fif, BREERBEESIEFAR
Eif, MREFAHLZRE |, FHFET AWS_SDK_LOAD_CONFIG HRBIRE RN true,

fEATE Amazon EKS E&HI1Z1THY Grafana #1T&E 1

Amazon Managed Service for Prometheus X #{£H Grafana 7.3.5 R EERAXKZE# Amazon
Managed Service for Prometheus THEXHHIEIR. MA 7.3.5 RESRADEXN AWS L& R 4
(Sigv4) I UEH X HFo

EfF Grafana i BN FEAEMA T Prometheus B ST E RS , B4MBEREE

B AmazonPrometheusQueryAccess REE =, . FMPRAYIK . aps:QueryMetrics
aps:GetMetricMetadata aps:GetSeries aps:GetLabelsEXEZEL , HSE IAM R
Ko

&E s AWS igVv4

Grafana 07 —TUHT IIAER AWS X B 4 (Sigvd) BRRIE, BXEZEE , ESHIAR

R4 ERHRIE. 1ZWBEBRIAE Grafana REB|LERBA. LT EALINEENRBARIREFER Helm £
Kubernetes 58 £ % 2& Grafana.

£ Grafana 7.3.5 L E S RAM PRS2 L8 A Sigv4
1. BIB—NMHNEFRFXERBEEEN Grafana BLE , HEFHEHGER

amp_query_override_values.yaml,

2. EXHFRAUTAR , RERFZXM. F## ID BMNIZT Grafana fRS52RHY AWS IKF
IDo

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

iR B Amazon EKS Fiz1TH Grafana
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£iZ YAML XA S |, amp-iamproxy-query-role 2EFET—# 2 BB RZKFH IAM
A POENACHNEN. IREELCNETRATERIAXNAR  NTNFLACERIB
cHABEMR.

BEE[™E FH Helm A4 Grafana R$E5 B itk 3245,
BRERSKFH IAM A€

WMRIBIE Amazon EKS & FEA Grafana BrF i , RINBUEEARSK,H IAM BE& ( B8R R
EZAE ) BHITHREs, BRXEMERNTE IAM A5 Kubernetes BRE MK REXET | iZBRS KSR
AT LAH R Z RS K5 B9 1E{T Pod FHIAESIRM AWS R, BXEZER , BSRRSIKFH IAM
Ak,

MREERREXLEHORITEN , FER RERSK/H IAM AGUERER PREBRES S,

ARE , BEEEEEXRFZMHHAM Grafana BREKF
EEEXREZHF DR Grafana RS K

1. HELRBEOF , BE Grafana REBN BB ZBMBS K EZF. Hlin , BAERAUTGS

kubectl get serviceaccounts -n grafana_namespace

2. 71 Amazon EKS &A% , I 5 EKS EFHKEKNWERSKF T IAM A,
. EBRERBEEXR.
4., FEFRHBUBELELHE 1 o HFEREIM Grafana TR ZE M Grafana REKF BF. &
FHlanT -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
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"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

5. EBREHEERE,

£ Helm # 4% Grafana RS2

WS BN AR Grafana BRESI[FUAERIEE L —2 R 0E amp_query_override_values.yaml
XHFHEE,

BT T®H. B Grafana B Helm B RN EZEER |, H5 1/ Grafana # X Kubernetes Helm
=Ko

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

1£ Grafana F 00 Prometheus ZX3E KR

AR SRR T A0Ma[4E Grafana iR & Prometheus BIERIR , LEZEIRER Amazon Managed
Service for Prometheus #§#%,

EZH Grafana BRSSE3 % 0 Prometheus ZHERIR

1. $TFF Grafana ##l&,

2. EEET , ERBEXR.
3. EEFMEBIEFKIR.

4. %3 Prometheus.

5

$F HTTP URL , #&#E Amazon Managed Service for Prometheus #2#| & 8 T #EX1¥15 R HEF
ETRHLET R - Eif) URL,
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6. TEZENIFIEERN HTTP URL & | MIBRFIINE)Z URL 9 /api/vl/query =&  ER
Prometheus BEXRES B3 tNiZ=RF &,

7. EHORILT , &F Sigv4 FHRIENFFORHEE Ao

fHEEAE ARN MAS IDFBREZE, RARERIAXEF | EZEE Amazon Managed Service for
Prometheus TEX X1,

8. HEEBEMRFHMR,
BNIZBEILLTHEE  BIERBREEET
9. EFXFETRYBIESRIFEN X PromQL &if] :

a. ii*%#_ﬁ?\o
b. Z{TRH PromQL &if , 0 :

prometheus_tsdb_head_series

EA 5 Prometheus &AM AP| #1721

REMFEHA®EWM Amazon Managed Grafana 2 KW T ERBEENERIBIFN KRR L 5L | B Amazon
Managed Service for Prometheus & X #F %15 Prometheus &M APl , IR EJLAERIXLE AP| k&
IR IEYR. BXRFIE T AN S Prometheus 3AM API NEZEE | 51 5 Prometheus A
AP,

EAIXLE AP ERIEIRET , DTEAL AWS BIRAE 4 AR BERITER. BALHEE AWS X
B 4 RECEERE. EXELZER , BHSH aws-sigv4-proxy.

A{E @S AWS Sigv4 REB#HITZER, awscurl A TEBE A awscurl i85 Prometheus A
AP 55| S ERMEA awscurl iRE AWS Sigv4 B TE,

5/ awscurl 15 Prometheus AR API

Amazon Managed Service for Prometheus B9 API &R % EA Sigv4 £8 . BRI LAEA awscurl
E{t &I RE,

EZE awscurl , BEE LRI Python 3 #l pip R T EEES,

EETF Linux W6l L, AT %L% awscurl,

S Prometheus &1 AP| #1T&E 1l 72


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/awslabs/aws-sigv4-proxy
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl

Amazon Managed Service for Prometheus ArfEm

$ pip3 install awscurl

£ macOS ITEW L , LTt EE awscurl,

$ brew install awscurl

LTFREIZ—NRBlawscurlEifl, M##, Workspace-ID M QUERY W A BN EEREHN B HH
B :

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
BNENFFHELAEY WU HED,

N FELUMERquery=up , IRATUABEMTLER :

{
"status": '"success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

I

"value": [

i awscurl Z#15 Prometheus 3 &K API 73
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1652452637.636,
Illll

iy

ATik awscurl EEMARMNER , BFEBIUT AR 2 —EFE2EMNEIL :

- R IAM BEMERZA ID MEP, EREE https://console.aws.amazon.com/iam/ FREZ A
BWIA R ZRAMER,

Hlan -

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- BEFMHIE .aws/credentials M /aws/config XHHMEEH, Bt aLLERIEEEMSH
MEEXHNEN. WRKRIEE , WEER default X#. fHi0:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- A5 EC2 EHIXERAYSEHIE B X1,

£ awscurl B ITEMER

HLRERERAK Python MM EBIMA AT |, ATAERAREERITE awscurl NARFREMK
B, LA T RHBIEA Docker IZ1TRIEBE awscurl , {BEAIFE OC| HWiE1T8S FAR G ER 7] IE & T 1E,

$ docker pull okigan/awscurl

i awscurl Z#15 Prometheus 3 &K API 74
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

E&Eif API R FEIRSITHE R

ERHENET—MNARMBITHERPFLENEAEERLR. query 3 queryRange API Y& i) &7
BREEXENENEAEANEITER. BEERPREEHASHY stats=all B , FE stats WRA
BIE— samples XK , HEWRFIRE stats HE.

samples ¥RIELUTEMX

& iR

totalQueryableSamples BEAENERAHERIH,. XRATITRNEER.
totalQueryableSamp BNSRUOEBNE AL, HEWH—4HBAE , NRE
lesPerStep DErxhefy , HBEERESTR EMBENHEELAYKE,

BE stats FEEMRHIERMIE RN TR
query KIRAI

GET

endpoint/api/vl/query?query=up&time=1652382537&stats=all

0ja] Rz
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
Il_name_ll : n

up-,
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"instance": "localhost:9090",

"job": "prometheus"
},
"value": [
1652382537,
nqn
]
}
1,
"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
I
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1
]
]
}
}

queryRange KR :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

0e &

"status": '"success",
"data": {

EEH AP NP ERZIHES 76
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RAriEmE

"resultType": "matrix",
"result": [
{

"metric": {3,
"values": [

[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep":

[
1652382000,
0

1,

[
1652383000,
4

1,

[
1652384000,
4

]

]
}
}

EEH AP NP ERZIHES
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10 S A0 U A1+ AL )

Amazon Managed Service for Prometheus X FR R WHAN , HEHXT H# 17104

« BRANULEBAUMETELEZTERTEALTSENRER , ANEHEREZFN—AFHNHEF
5, METEAZFENHZTRARES , ERMETENERBERES,

o BIRANLLE A LRE PromQL MBREE L EHRFM4. SANRLREN , QOBREEERIEAE
H, BIREERSME RO T &4 Amazon Simple Notification Service &3 75,

E £ Amazon Managed Service for Prometheus F{EAHN , BEECNE — MRS YAML HN XH
SRENXHN, Amazon Managed Service for Prometheus N X 4 #1534 37 Prometheus A EIH
N HRREE. BXEZELR |, H51 Prometheus XR4HH Defining Recording rules F Alerting
rules,

—ANITHEXBAUEZMAN G, S 2MOANERTEEEMNGTREET, BTSN
# , BETALUFIA Prometheus I XHSATHERX K MEERNE#TEXRREH. TRNHNAS
ZEE A LB TR REWIRE,

Bz 92

AN S ANBEERNAS AN EANFNA PTG LR E B TR F#ATF
fho Bt , FIEFAMF , —FIEFANNERTUATIHEUGHIEEAN , bl LATE—-RNA
PRBERAN, BR , BT AT EEESTRMANAHIRF , Rt TR —FICEMAN AL RK
HTEETHANAHE TN STHEHRITN,

FH

- BEH IAM KR

- SIEMNH

« FHNE B X4 _E4£F) Amazon Managed Service for Prometheus
o REAN RS 4

o FN 2R HFEHERR

HER IAM X R

A E P F B Amazon Managed Service for Prometheus NI PR, SIZEBLLTRHN
AWS Identity and Access Management (IAM) KB , R ZKXKB I HRAEENWAF, BH4A5AE,

HEH IAM R 78
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® Note
AX IAMWEZEER | 2. Amazon Managed Service for Prometheus B & 13 #if [7 & 2

AR P R AL BY SR
AT SR RXE R K - R AT A BRI AN o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,
"Resource": "*"
}
]
}

R F —Nan & 2218 175 (R AX PR Y SR

B A AR X AT RS E R REE, DU R RBE{UR FXIEEM RuleGroupNamespace
WITRINPR. EEALEKR | 5% <account>, <region>, <workspace-id> Hl <namespace-
name> RN IEIK - X RIKYE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",

PER 1AM R 79
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aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

}

I AN 34+

E 7 Amazon Managed Service for Prometheus FERMN , BEE0ZE — NN SR E LA
M|, Amazon Managed Service for Prometheus $ N X489 53831 Prometheus H #9#1 N ST 1%
XMEE. BXEZEER , BFSHEEICEANFZRAN,

AT RN SRV R A RH

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > @
for: 2m

BREZERANTH , ESHEHRANRH,

(® Note

BA L ERMAIBINENXH , RARHE E£EBERT Prometheus WIS #MEE RS |, th
A AE#EE R T Prometheus WIS EMEERSZEF S CIE, FEMEEEN, TitHi

AN 4 80
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FR, HEAMEBNEXAN, ETHREXELENFENHNESEE , BSFHINEE X

¥ £ Z) Amazon Managed Service for Prometheus.

3 Bl & XA 4% B Amazon Managed Service for Prometheus

—BAEENANEEXHHTHEER , RALERFH PN ERTRE , b AERES S EEE
¥4 AWS CL,

@ Note

MR FIZITHI = Amazon EKS &8 | i LAEAE A T Kubernetes FIAWS #2285 E& N
Bl & S

EAEM T Prometheus WL S ERFZH A RERERENANEEH CIBZB B ZMH

1. #TF Amazon Managed Service for Prometheus ###14& , Mt 7 https:/
console.aws.amazon.com/prometheus/,

ENEELA , EEXEEN , AEEEMEIEX,
ERIEXHNIEX D, AREREANEEET <,
TR B ZEE,

ERIERE X, REEREANE X,

o &> oD

HE , BALERENEE , BEEEERT Prometheus ML BB ERSIES A FOIRFHREN
ME X3, XRFEE—DNROIBMIAESL M, HEE LZ 2N ERTHRE.

6. (AL ) E@@EZEERMRE | FRERINFIRE,
R, WT Key () , WARZENET. BALE Value ({B) FiRMMTLENIREE,

ERMEEIRE |, PIFFRZL,

7. EBMEE, Amazon Managed Service for Prometheus & 812 — N S&E R M N 4R B K
nlﬂ% |E—.|o

ERANBEREEROEELZ AWS CLI BIF e Z PN ITHEX

1. Baseb4 NEREER[NHMABTHITHRB. £ Linux REL |, BAIUERAL TS

A ER & 24 L 4% B Amazon Managed Service for Prometheus 81


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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base64 input-file output-file

£ macOS R& L |, A LMEAUTHS :

openssl base64 input-file output-file

2. WALT@TZ BRI GE = H LEXH.

£ AWS CLIRRAE 2 £, ®iA -

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIWgA& 1 £, & A -

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. ZBHNEREEREERE/VEHTREN. ZERERS , BWANTHT

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status  ACTIVE , MERH N X4 24,

Y 5B LI B 1 S

R ERFAANRERDEEE , LT NEEERH AP RBIANEE. HE , BAIUTHY
B, ENARESR TN ERTRE , RE LEFRE

£ Amazon Managed Service for Prometheus 12 &l & 45 S H N B B

1. $TFF Amazon Managed Service for Prometheus ##|& , Wik hitps:/
console.aws.amazon.com/prometheus/,

2. ENHAELA , AEXEER , REEEME ITEX,
3. ERIEXMIEXID, RAEEFEMANERLETF,
4. EFREHREHINEE A

YmIE AL BB S 82
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5. (W) MRETHIHTANEEXH , FEETHIEH.
6. %E#E Modify IEEEERFIEPRERE. THREER “RE

HE , BUNGEE EREE R ELAFHNREXF. RE , BEREHMOAMELH , REk
B4k FE,

AWS CLI {5 4w M N & B S
1. Base64 XN HHWARHFITRE, £ Linux REL | ELUERUTHS

base64 input-file output-file

£ macOS R4 L |, B LIMERAUTHS :
openssl baseb64 input-file output-file
2. WATIGSZ—BA E&FXH,

EAWSCLIMRAE 2 £, ®A -

aws amp put-rule-groups-namespace --data file://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWS CLIWgA 1 £, & A :

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. LHMMNXHFE/LVHIREEN. ERERS , FRANUTHS

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

R status & ACTIVE , MEHMN XA EER. b ZBT , HANSTHEY FTRRATIAE T7E
RS,

YmIE AL BB S 83
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LI B PR Bk BR

£ CloudWatch B& , AT LA B4R & AR MMM 2748 X B BB 1T FEHERR . Ao 22 EMN R
KB EDEBRE B

é H o %J’)\TMWU%%M BEH-J-

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

XEWEERTANE BT — 4R,
EXMAVERE

{5 F 45 500H B XS A0 AT 3 1T HUR HERR

M B PR HERR 84
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EREERR

2 Amazon Managed Service for Prometheus TR ERANIAM LR , BIREESQUVEBRIENE
R, BREERSONERHJITEESHERER. 2EHHRBE THERS, Amazon Managed Service
for Prometheus {X % # Amazon Simple Notification Service ¥E R $ZUW A , 3 B A LUIEE — Nk B
SHE BB E| Amazon SNS R, &0k 7] LA A B EE R REBIMAMAFIER.

EIREERIRMHEMIIEES Prometheus FHY Alertmanager 212,
FAAEREREERNEE XS HITUTRE

« 24 - PARFLFRLUNBRBEIENEANFR, SFSRERNHAREHF B TRRMNMARE
NERE , FERANFEIREFRINEA. HU, RENELESHSIT IR HIHRE, MR
MXERBWERSE , BEREER2OERE—FBH,

ERSEMDEBANNNERBEREESHEXHHPHERBNEE, BXEZER , BSH
<route>,

o WF - MRELHTERE LA | NIIHIhEESI G L ZIRNBA, Hl , MRHNERTE
HRAMEER , M EREESREE NS ZERAERNMEETCERRS . XHATUUBIER
FEXLFRRABLANHEEER TR ERNERN, EXRINMAIEENHANNELER |, BSH
<inhibit_rule>,

- B - EIEERE (HIWEF R ) IYREBERRENSRR. RERANBREEEEZREN
FIEERACEFRENRERCEEFCE, MELE , N TN ZERAIEZEMEH,

EfEBER , BFEA PutAlertManagerSilences APl, BXEZER , BSH
PutAlertManagerSilences,

Prometheus &R
J0 37 B9 Prometheus X35 2 FR @R S 4 THEIRL ., BEARTTUERFZRHEINEBES,

EEAT Prometheus WIS EERSEH , BALUGENAESEIREESE ESHEN EIREESA
e

£}
- HER IAM R
- HEBREEREEXH
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Amazon Managed Service for Prometheus it
- REBRERS

o FEBHEREESEE XM £ F] Amazon Managed Service for Prometheus

« HERE Amazon Managed Grafana S FFJR Grafana &

- BiIREEENELR

HER IAM PR

A E PR F B Amazon Managed Service for Prometheus NI PR, SIZEBLLTERHN
AWS Identity and Access Management (IAM) KB , R ZKXKB I HRAEENWAF, B4A5AE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"
1,
"Resource": "*"
}
]
}

PER 1AM R 86
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SIEE IR EE A E X4+

E 7 Amazon Managed Service for Prometheus FERAEBREESRNER , FEEVEBIREESER
B YAML X4, Amazon Managed Service for Prometheus BiR BRI X H D NFENEEL D -

- template_files: @EATEVWSLENEENER, BEXEZEL , S H Prometheus X4

B Template Reference Fl Template Examples.

« alertmanager_config: @ EBREEREE. EEANEHNEIMIM Prometheus FHIERE
BREEXHEE. BXEZER , HZH Alertmanager X#5## Configurations

® Note

L E Prometheus X#4HFTIRKY repeat_interval EliE7E Amazon Managed Service for
Prometheus FiEE —MNEAWRE, A FNHEARENER, IRENEEENSTER,
N&FEARNAER , HEFERXRBERESEBEREZEE,

(® Note

BT LAEEEERF Prometheus NI ST E RS 24 A P iRBEE K |, B H4dug
EHALEENKER. BXELETRRERENHNEZERE , BSRANENEREESOLE X4

£ %] Amazon Managed Service for Prometheus,

£ Amazon Managed Service for Prometheus # , S ER EEESE E XL TN E IR EESE
ERNATEE YAML X #41R B %M alertmanager_config Z4H,

UTREREEREEXHELRTH

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigvé:
region: us-east-2
attributes:

PIEEREERREN S 87
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RAriEmE

key: keyl
value: valuel

B 8 2 H9 ME— 12U J5 & Amazon Simple Notification Service (Amazon SNS), MRBEEFFIHTH
TREPEWS |, NZEKR S FREL,

XRZ—MEERA template_files #IERF alertmanager_config BHIEHRNWEREESRLE
X =Bl

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}

{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver |
urlquery }3}{{ end }}

alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

ZRIA Amazon SNS #E xR ZIEHR

PRIECEAAB R A THEM , ZNIERIA Amazon SNS B E R AU TR,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "

n }}
{{ if gt (len .Alerts.Firing) @ -}}
Alerts Firing:

{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}

PIEEREERREN S 88
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{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

IREERZEWS

Amazon Managed Service for Prometheus B 8 3 #5#Y I — B3R # U )5 2 Amazon Simple Notification
Service (Amazon SNS), BEXEZEER , iS5 Amazon SNS 24 2,

F&

o (Hi% ) BIEFEY Amazon SNS £

& ¥ Amazon Managed Service for Prometheus [E1#&#Y Amazon SNS F 7 &% JH B X R
EEREESRREEXHFIEELN Amazon SNS TR

(Wi ) BB EEELT JSON % HE Amazon SNS

( A% ) M\ Amazon SNS ZXB|H© B #R

SNS £ 8 SR IER E A

( A% ) IR FTAY Amazon SNS &

A LEAIER Amazon SNS EEROE —MFEE, RNBUEHEARELDOEE  XHEH
TR ZEAO AR RSB T UM, EER HTTP,

EOEHAY Amazon SNS TBENBEREERBWR S , BTRESE 1 QIZFTTPNIREITERE.
FHARBESFBIEFEINE,

WMREFEFIRME1Z Amazon SNS EBARIEH B HW S FER4F |, TRBIER 2 : QIEFFIT A
RS R ATERAE,

% F Amazon Managed Service for Prometheus B8 Amazon SNS £&

KIEH B R

BAIIRF Amazon Managed Service for Prometheus [E1#&#9 Amazon SNS 8 & % H B R,
LT RBFHSBIE—H Condition B , EEABIFLEEIVEBREALRLFIE, % Condition B

REERERS 89
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BAPR &I T XY Amazon SNS EBMIARINIR , X AFKBZ4FEMK - Amazon Managed Service for
Prometheus TEXH#EE, BEXREREBARNBHNESZEE , BSRAMLERSEEERE,

& F Amazon Managed Service for Prometheus B8 Amazon SNS F & & 1% 58 S HI R

1.

6.

2
3
4,
5

B https://console.aws.amazon.com/sns/v3/home FTFF Amazon SNS ###l &,
ESMERKSP , % Topics (& ) -

R IEE AT Amazon Managed Service for Prometheus B EZH & #ro
ERRE

R EIREE , R T R E RIS A K,

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
1,
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {
"aws:SourceArn": "workspace_ARN"
1,
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
1,

"Resource": "arn:aws:sns:region:account_id:topic_name"

[AI%] 2R SNS BB A TIRSWMNE (SSE ) , MEELE "Action" BIERFE KMS &
PAKBRIMLTR, BEXEZEL , BS10 SNS TFHAWS KMS R,

kms:GenerateDataKey
kms:Decrypt

ERREFER.

#F Amazon Managed Service for Prometheus [E#&#) Amazon SNS B %1% 58 BN R 90


https://console.aws.amazon.com/sns/v3/home
https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#sns-what-permissions-for-sse
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® Note

ZRIAERT , Amazon SNS &6 H AWS:SourceOwner FHWIFEFEK, BXEZE
B | 534 SNS F a1 E .

(® Note
IAM B S HRA R LN, EEH SNS TEH |, MRFELIZFER Amazon SNS
REERETENRBEHER , WFLKRTFZEEARBINR. ZVEENREFTHESRTH
RIR , BSARBITEZE,

Br b B R S5 R B R TR

BAREREAR-IMRZEMEE , DFERRFEIITRRI/A RSB EERES MR KERIT
ZIRE, R AWS , ERFEGTRLKSBRLNBEFRE, — MRS ( FURS ) WS —TURS
( BRYARSS ) Bt , AIRERREBRSEL, TTEURINE R RS AERENERX B - EF N EIRET
B, BNZBSETNEHRENR, HTHEXER , BITAWS BH#T-ETE  HEEEFRFAE
RSHBIE  XERSZEACHER T HEEK S R IRANER,

RNBUERREREHFER aws:SourceArn M aws:SourceAccount £B&H ETXE |, LRS!
Amazon Managed Service for Prometheus 73 Amazon SNS 2R RIHRNER, MREAFI2H
SHETXR , ERE—KEETPERAR |, aws:SourceAccount EH aws:SourceArn {EHHIK
IERAEBRIKS ID,

aws:SourceArn BY{E X4 Amazon Managed Service for Prometheus T#EXH ARN,

BSEEERERBEERN A EREA aws :SourceArn £B&EF L TN ERNTE ARN, M
RTHERRNTE ARN , REBEEEREZSNER , BHXY ARN KA 2 FEHRAHHELHS (*) B
aws:SourceArn 2R ETXE&M4®, 6l |, arn:aws:servicename: :123456789012: %,

& F Amazon Managed Service for Prometheus [E## Amazon SNS F /&35 8 B MR HAT
R ERREE R T W EA Amazon Managed Service for Prometheus 1 #Y aws : SourceArn #l
aws:SourceAccount 2 FFH LT XEKREREENRE AR,
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html#source-account-versus-source-owner
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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B REEBEE AP IEESRMN Amazon SNS £

IIE |, BATLCE Amazon SNS #IRERINBIEBREEREEF. At |, BATHE Amazon SNS £
K Amazon BIRAF (ARN),

B X Amazon SNS EWHEENEZEER , {555 Prometheus BL & X HHY <sns_configs>s

THNEMSE

Amazon Managed Service for Prometheus X # Amazon SNS fERERIZEW S, B2 , HTRSEE
# , H#IEX¥F Amazon SNS BEW S FTEE M. Amazon Managed Service for Prometheus 21k & &
HHEEXHFFRTATFERUATEY

« api_url: — Amazon Managed Service for Prometheus @ #ZIZE api_url , AR R FFER L
J& o

« Http_config - ltEMAFEIZREINIAE ., Amazon Managed Service for Prometheus B Bl F %X
B ThEe,

WA\, BEE SigV4 IR BT EEEH Region B . MR%E Region B , Amazon Managed Service
for Prometheus )% B 2% H{E B KB HRNIER.

B ER&HY Amazon SNS EBENEKR AN EREE R

1. MREEANRIUENEREEREE XM |, FEXANRE R P LM

2. MR receivers HIFEHRFHEIH Amazon SNS UARZER S |, BFERBK., EaLlgE
Amazon SNS FBEE N EWS , FZERFEMMTE receivers BB ALIHA sns_config
BaEHR A,

3. 7E receivers EBHHIRMET YAML BHEHR,

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue
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https://prometheus.io/docs/alerting/latest/configuration/#sns_configs

Amazon Managed Service for Prometheus ArfEm

MR KRIEE subject , WEINERT , FEATERSEHRAMENRIANEREXETT , XTESLSH
EXTF SNS KAk, EERNATEFENENR , BSRAERPHN ( 7k ) REEREESFN
JSON #i 5% Amazon SNS,

DE | ST EIREESH B X4 %3] Amazon Managed Service for Prometheus, HXE %15
B, B2 BENEREESREE X L& F] Amazon Managed Service for Prometheus.

(At ) BLEBHREE AR LU JSON % 2 Amazon SNS

B EREERAE N L JSON B RIXZER , LUME R LAEEIR webhook HY & imTT S AR M
Amazon SNS KJ T i AWS Lambda s1ZH M EE# LR LR #1740, Amazon Managed
Service for Prometheus M EYBRIAEAR A ARSI RE XA ER AR , XAET B SN, BAUE
N—PMBEXEMREKL JSON BRHHEERNR , XHAUERNE TIBREEPIHTHRNT , MAYX
i FABRIARE R

ELL JSON BT EBHREESETPAEEM BT Amazon SNS |, BFEHMEBIREESREE | £
template_files B2 HEEUTRE :

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end }}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -}},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.value }}"{{ end }}

{{ "3 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}3},"annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}
{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GroupLabels.SortedPairs }}{{ if $index }},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}
{{ "3 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "3" }}I{{-
end }}{{ if gt (len .CommonAnnotations) @ -}}, "commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "} 3{- end 3}{{ "}" }}{{ end }}
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{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

@ Note
HERREF S RFHIECZE JSON, NMRENBFESERKRTH , FECALERZIXE
HIT .

NEREABBAFFERAENR , BEEW alertmanager_config HiEHR 5| HiZ&ER , M FAT
N

alertmanager_config: |
global:
templates:
- 'default_template'

® Note
WRARGE A TEAMNEEIEX , XA JSON X, WEHRSBSRENMEEEX. WREEERL
BERWR , WTRERFEREX. EAFHERNBEREMNML L TR

BRUTHABNEZER :
- BREESEEXH  FEH QI EEREESRRE X,

- FEENBRENXH , B2 FENEBREESEAE X L1£F] Amazon Managed Service for

Prometheus,

( AI3%& ) M Amazon SNS X EIHE BHR
B & , Amazon Managed Service for Prometheus R EEE #[EAmazon SNS RIZBIRES . EA LY

Amazon SNS Bl E R XL HE R AT EME Mt | Hlans Fo84,. webhook, Slack #l, OpsGenie

Email

Eff Amazon SNS =B EE RN EE M H BB Faf4 | FRIEITR,. £ Amazon SNS =& A F | &%
BITREIRITFIT RS RTE, EREIBITH , REIEFHETFEBH. Amazon SNS [ 5 HAEH

( ®3% ) M\ Amazon SNS KixZHE B4R 94
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FHR ARk ROEHEINER FHR ¢, ZWIAG | BRSO B FlR A Bk B 21T 5 £ BAY Amazon
SNS BXl, BXEZER , ST Amazon SNS &,

Webhook

¥ Amazon SNS EJft & 7 58 55 H 2] Webhook L1 & |, i§8I21T. 7 Amazon SNS #2
FlEP  EBITEEMRLUTHITRESIRAE, EFNEITRE , AFIER HTTP/HTTPS, BIZiTH
B, XIRBEIASREEBE. HITRLTENRSH |, B HTTP LinT SR 1Z2WE Amazon
SNS BHl, BXxEZEE , 55 R1TE Amazon SNS £, BxfHA Slack Webhook [ & B¥r% 1
HENESER , B2 RNAMER Webhook £ Amazon SNS 3HE & # 2 Amazon Chime, Slack &
Microsoft Teams ?

Slack

E Amazon SNS FEEBELE N[ Slack HHEE |, BEHMNERE, RALLE Slack B9 email-to-
channel &2 &K , /1T Slack #3288 FHER4HFFHE K F Slack $U& , B A LAEA Lambda B
LS SNS BHEEZ Slack, BxFB Fii#HiE K2 slack MENEZER , HSHEEIA Slack
Webhook B AWS SNS E#1] @, Hx#%E Lambda EEEARF Amazon SNS HE A Slack WE
ZER |, BHSREUWMAYF Amazon Managed Service for Prometheus & Slack £/ .

OpsGenie

B il E E @ HiEE S A Amazon SNS XEHER |, S HHE Opsgenie S1& AR # SNS
&, OpsGenie

SNS #7778 556 1UE F0 25 i A1

WAKE , SNS EWFHRFPLUATHANIKIE, BHTHER SNSHER

- SHREE¥ UTF 5

« SHESFE#RN “Error - not a valid UTF-8 encoded string.”

o FARM—ANEEEMY , A truncated” , B “true”

« FHRM—AEEEM , B “‘modified” , {7 “Message: Error - not a valid UTF-8 encoded string.”
- HERZE,

- SHEYFER RN Error - Message should not be empty.”

- JHARM—NEEREM , 81 “‘modified” , {EH“MMessage: Error - Message should not be empty.”
- HEBHEEN.
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://stackoverflow.com/questions/49341187/confirming-aws-sns-topic-subscription-for-slack-webhook
https://aws.amazon.com/blogs/mt/how-to-integrate-amazon-managed-service-for-prometheus-with-slack/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-incoming-amazon-sns/
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- HENGESHEBMHNAE,
o FARM—ANEEEM , 87 truncated” , B “true”

- JFFHRM—ANEERM , B “modified” , {7 “Message: Error - Message has been truncated from
X KB, because it exceeds the 256 KB size limit.”

« EFBAR R ASCIl =5,
« FFCREH# R “Error - contains non printable ASCII characters.”

s JFFHRM—ANEEEM , 87 “modified” , {7 “Subject: Error - contains non-printable ASCII
characters.”

® i%ﬂﬂ*&éﬁﬂﬁo
- TEFEESHEMNAR,

« FARM—ANEEEMY , B “modified” , B “Subject: Error - Subject has been truncated from X
characters, because it exceeds the 100 character size limit.”

- HEEMENRBELR.
o ToRRBYIH BB MR BR

- FARM—NEREEMY , B8R ‘218K, B “MessageAttribute: Error-B8 F X
MessageAttributeKey =% , SEEB P E X NE2HMBR. " MessageAttributeValue

- HEREMEHREN.
o« FNEYTE BB MR AR BR

- FRM—NFE BEBR BREHEEM , E “MessageAttribute: Error-X" BY3E 28 1 E I BR |
AR EHEE T 256KB B9 K/NBR#,

FHENEREE R & X L% F Amazon Managed Service for
Prometheus

—BAEENEIREEROENHHTHMLEER , MU ERS AP ERITHRSE , o] UERES
A L EBHm X4 AWS CLl,

(@ Note

MR BIZITHI = Amazon EKS &8 | i LAEAE A T Kubernetes FIAWS #2285 E & B 1R
BIRERE B,
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EAEM T Prometheus WL SR EERFZH A RERNERENEREERRE

1. #TF Amazon Managed Service for Prometheus ##1& , Mt 7 https:/
console.aws.amazon.com/prometheus/,.

2. ENHEELS , AEXEER , RELEEMAEITEX,

3. EBRIXMIAKKXID, RAEEFREREEREIF,
4. MRTEXEZBEREEREN , FEREFIE L.

® Note
MREAITEXEESHRNEREERENL , BRRERB N,

5. EERIERXM , REBEREERENMN , REEFRE,

® Note

g, BUSUETIER CIRE L RTUR IR X4 H BT R PN EHATRE, X
el INRANBRERS , #HEE AN ERITHRE.

EURER AWS CLI R EREESFEE L& T THEKX

1. Base64 WEREER[RNHNABHITHRB, 7 Linux RE L |, BRI MEAUTGS

base64 input-file output-file

£ macOS A& L | B LUMFERALU TSRS
openssl baseb64 input-file output-file
2. ELaX#H, BRANTHSZ—®.

EAWSCLIfRAE 2 £, ®A -

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

£ AWS CLI A1 £, & A -
IREREEEREXA o7



https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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RAriEmE

aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file

--workspace-id my-workspace-id --region region

3. HHWEREEREERELDHIHLN, BRERS  BAANTHS -

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

MR status B/ ACTIVE , IR TEWHEREESRENL EEK,
FANIEXNEREESRNESHRNTNEREESEE AWS CLI
1. Base64 WEREBEB/UHHNABHITRG, £ Linux REL , BOUERUTHS

baseb4 input-file output-file

£ macOS R&i L | B LUMERALU TSRS
openssl baseb64 input-file output-file
2. EL&aX#H, BRANUTHSZ—®.

£ AWSCLIfRAE 2 £, ®iA -

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --

workspace-id my-workspace-id --region region

£ AWS CLIBRAE 1 £, ®A -

aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --

workspace-id my-workspace-id --region region

3. ZHNHEREERLEFTE/LVHIRLEN. BERERS , BRAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

LRBRREESRRE Y
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R status B ACTIVE , WRRENFEREERELCER. Hl2m , BN EREE
sRBE AL TIE s IR

FHERE Amazon Managed Grafana s FF R Grafana £/

#&1E Amazon Managed Service for Prometheus # Alertmanager /8|22 RN 71 LAFE Amazon
Managed Grafana # Grafana ¥R MEE , NE - MR HE - EHNBERANNER. =
Amazon Managed Grafana # , & A LAE & &0 BRI A £ R ER .

FRZM

EF 8™ Amazon Managed Service for Prometheus £ E| Amazon Managed Grafana Z 8 , &40
HEUT oR&H -

- BATPEINE AWS K 1AM FiE , FeEmE S X AIE Amazon Managed Service for
Prometheus 1 IAM A€,

BRAE AWS Ik IAM EIENEZEER , BSHEE,

« B E Amazon Managed Service for Prometheus T/EX |, ¥ BEMEFFRIHE. BiREH
WIERX , FSHNETERX, BIEMZRAE Prometheus BBES: |, 120 Alertmanager #1 Ruler,
BXXETTNEZER , S Prometheus X4,

- BBL 7 Amazon Managed Service for Prometheus FELE T Alertmanager Bt EFAMN X4, BxX
Amazon Managed Service for Prometheus H# Alertmanager WEZ{E 8 , TS REBHREES. B
FANNEZEE , BSEIZEANFERAN,

« IBMRIRIE Amazon Managed Grafana , & & 1T FFRRAH Grafana.

- WMREFEA R Amazon Managed Grafana , M| AJfE A Grafana Bik. BEXEZELR , 5
%) 5 | 2 Wi 322 5l EN AR B 3R T B 2 Grafana B1R.

- MREFERHRITRRAM Grafana , MABTIZITARA 9.1 HE SRZA,

(® Note

A AE I B HIMR A Grafana , {B24%1/5 A% — 1R ( Grafana B1R ) TheE , H EAJ&E
FEIRE sigv4 RIEFBEM Grafana A Amazon Managed Service for Prometheus,
BXEZER |, BHZRIRE Grafana 7R Grafana Enterprise JA5 Amazon Managed
Service for Prometheus &4
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https://aws.amazon.com/grafana/
https://aws.amazon.com/grafana/
https://grafana.com
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/grafana/latest/userguide/alert-opt-in.html
https://grafana.com/docs/grafana/v8.4/alerting/unified-alerting/opt-in/
https://github.com/awslabs/aws-sigv4-proxy
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« Amazon Managed Grafana 471 E 8 LA T BRF 8E1A B #ERY Prometheus &R, B TURFE R INE
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.htm| H AR &9 Bk

SERRBIESEERET,

* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups
* aps:PutAlertManagerSilences

+ aps:DeleteAlertManagerSilence

1% & Amazon Managed Grafana

MR IEE 21 Amazon Managed Service for Prometheus S5 Fi& & 7 H N AR , WA Amazon
Managed Grafana £ 77X &L 23R 2 FIE R A &L i€ 5E £ 7 Amazon Managed Grafana 52 5.

$F Amazon Managed Grafana it & 3y B33 #IH

1. ITHIHEXHE Grafana 844
2. HEEET , EEHEXRR.

3. BIEITIFER Prometheus BIEKIR., MREZFIKRIRE Prometheus BIEXRIR , TS N1E
Grafana 5l Prometheus iR RIFAREE ZE L.

4. 7E Prometheus B#ERIFEH , %£FBES Alertmanager Ul EEE1R,

5. REIHERIFRRE,

6. BIEFHH Alertmanager HIEFRKF.

7. 1E Alertmanager BIERREENEY , AU TIRE

o fIKHEIRE N Prometheus.

« 3F URLRE , BHEAEH Prometheus TEXHK URL , HIBRT/EX ID 2 G FRE
NA , RABREREMI /alertmanager. Bl , https://aps-workspaces.us-
eastl.amazonaws.com/workspaces/ws-example-1234-5678-abcd-xyz00000001/
alertmanager,

- EEHRIET , 78 SigV4Auth, X&&1F Grafana XERER AWS SHRKIE,

% & Amazon Managed Grafana 100


https://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-permissions.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

Amazon Managed Service for Prometheus FFiEE
- fitn | 1£ Sigv4Auth FHAEE THERIAXEF |, RHEH Prometheus SEFIFTER X1 , fiz0
us-east-1,.
s FRINETUZER true,
8. EBRTFHNE,
9. IIE , &M Amazon Managed Service for Prometheus 23R B & 5EH Grafana EHIE S

B, BWIAETLITE Grafana B3R WEA Amazon Managed Service for Prometheus =45 & B
BERAN, BRA (IIEEHER ) MR,

BIREE RN EER

5/ CloudWatch B&E , A LA Bk EE ST MM NS X R EBH THEHER, ABrBEEERE
BRI EHER =

- HERGHES
« REERETRRENEREEIR

as i
ZANTES
HHETEUTESR
{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
.
"component": "alertmanager"
}

XRAEREERERSHFHEBERBEMNEZHE
ERERRE

BIRE R MELR 101
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RAriEmE

IO IIE 29 B 4R B B SRR R R SR 5 BB BB — N AR,
JE ASCII 4

LHETEUATESH

{
"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"
}

XRREBIEIE ASCI F5.

BRI RE

T BRAEAR R F BRI A BB B 2 IF ASCIl FRMNIFZM 5 A,
key/value 2L LM

HHFZTEUTESR

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl20002",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
1,

"component": "alertmanager"

XRTATRETR , XLEHEE LS HBEIER.
ERERRE

ENMMEEAREREEEEER , ARREBETNAERDN SNS HEEME. BXREIE Amazon SNS

FEMNESEE , BZHKIE SNS =3

3E ASCIl B4
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https://docs.aws.amazon.com/sns/latest/api/API_Publish.html#API_Publish_RequestParameters
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Ml Bk A=
HERHIES

HHFETEUTESR

"workspaceId": "ws-efdc5b42-b@51-1lec-b123-4567acl120002",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

XRFALEHEERPAK,
EXMAVERE
ERBERBEWSHEER , RENERITERUHZE K/DERE,

RBETRRNRBEHEIR

HAEXEGTEUTHIRN

"workspaceId": "ws-efdc5b42-b@51-11lec-b123-4567acl120002",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

}I

"component": "alertmanager"

iX ¥R Amazon Managed Service for Prometheus X B3 EH SNS IR R E R,
EXRIAVRE

I8iF Amazon SNS E &5 A K BE 2 5 XN Amazon Managed Service for Prometheus [6]1% & & 1%
SNS JHE., Bl2 SNS i5[HXKEE , #FRSFaps.amazonaws. com ( AT Prometheus B &7 3

HERBES 103



Amazon Managed Service for Prometheus ArfEm

EIRS ) HEEHIL SE SNS TBHINR, BX SNS FTHRBNESER , B5H (LR E2E
MRS R EERE) PREM T RREES M Amazon SNS 17 R ] R 6 5261
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https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-language-using.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-language-using.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
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B K ic S i

BAILAE AT S HEM KR I E B E A T Prometheus B CloudWatch Y ST E RS RIRE RS
/Ro
£/ CloudWatch 3E#r ¥12 Amazon Managed Service for Prometheus,

- £ CloudWatch HE &i#fiF&E&E Amazon Managed Service for Prometheus 1R & 25 FH NI 25
=4,

CloudWatch 3§#%r

BT Prometheus I G T E RS EAERIREMA, CloudWatchiIXLEIEFR AL T BB RHN T
VFE*UFE'*O &’%E’J?eh‘—ﬂ%ﬁ:qﬂE’JAWS/Usageﬂ]AWS/Prometheusup% e P E|, CloudWatch
XEEIEFR R R BRIRM CloudWatch®, BExEHAEIBIRNEZEER |, ESCloudWatch £ H £147,

CloudWatch #§ BIRAM CloudWatch @& Z=[H] iR
FRE
ResourceCount  IngestionRate AWS/Usage BEAREER

B BRHUE
BEREITEHE : Av

erage. Minimum, Maxi
mum, Sum

ResourceCount  ActiveSeries AWS/Usage BNTHEXHFERRIIE
B iR
BEMEITHE - Av

erage, Minimum, Maxi
mum, Sum

ResourceCount  ActiveAlerts AWS/Usage BN ITHEXHEEIRE

LR
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CloudWatch 1§ RIRBE T CloudWatch 5% Z2|g] iR
B

BREITEHIE : Av
erage. Minimum, Maxi
mum, Sum

ResourceCount  SizeOf&1R AWS/Usage THEZRHPAMEERNEX
N AFET R BN

By FY
BMEITEIE : Av

erage. Minimum, Maxi

mum, Sum
ResourceCount  Suppresse AWS/Usage BN TERXLA FMHEHIRESH
dAlerts BIRBE, JLUETERER
HP SR HD I B R o
By it

BREITHE : Av

erage, Minimum, Maxi

mum, Sum
ResourceCount  Unprocess AWS/Usage BN TEXL T ARG IR
edAlerts SHEBRHE, BHR—£

EU, BN FARAERTS
AlertManager , BIEE&E&F
T—RREHITM,

LR
BREITHE : Av

erage, Minimum, Maxi
mum, Sum
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CloudWatch #§ BIREWR CloudWatch 58 Z= 8] iR

AR

ResourceCount  AllAlerts AWS/Usage BN TERLA FEMRESH
BHRBE,
By it

BREITHE : Av

erage. Minimum, Maxi

mum, Sum
AlertMana - AWS/Prometheus EREERWNFIN I ER
gerAlerts B
Received i
By it
BREITHIE : Av
erage. Minimum, Maxi
mum, Sum
AlertMana = AWS/Prometheus KIERMHERKE
gerNotifi .
By it

cationsFailed

BREITHE : Av

erage, Minimum, Maxi

mum, Sum
AlertMana - AWS/Prometheus FREINEIRE
gerNotifi .
cationsThrottled B iEHK

BREUHEHAE : Av
erage, Minimum, Maxi
mum, Sum
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CloudWatch 1§ RIRBE T CloudWatch 5% Z2|g] iR
B
Discarded = AWS/Prometheus RERINSHERHEAKRE
Samples’ i
BT

BREITEBIE : Av
erage. Minimum, Maxi
mum, Sum

RuleEvaluations - AWS/Prometheus I REE =R
B4 iR
BMEITHE : Av

erage. Minimum, Maxi
mum, Sum

RuleEvaluation - AWS/Prometheus ] B PR AR DU 1 1 2k TR B9 IR 3

R
BT IFH

BREUHEHAE : Av
erage, Minimum, Maxi
mum, Sum

RuleGroup - AWS/Prometheus () g PR 8 i B9 A U 4RI AR OR
lterationsMissed o

B HE
BREITHE : Av

erage, Minimum, Maxi
mum, Sum

BRRAREFN—ERERENT.
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RAriEmE

Reason

greater_than_max_sample_age

new-value-for-timestamp
per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order

label_value_too_long

max_label_names_per_series

missing_metric_name
metric_name_invalid
label _invalid

duplicate_label_names

® Note

a2

EESY BURRlIN: N: OF =
REEERANRHB S 2SR EBAE.
AP BRI NMERRRERF 5 LR,
AP EREEHRIEZH LR,
BREUEZRFR.
HmEILRN , TELE,
REEEY AP F ARSI,

AP EREBMERRIRE R M.
REHEERE

REBERB TN
RENIRETR

RETEENIRER

BRI EERRAFR T ZIEFRNER 0.

® Note

RuleGroupIterationsMissed, RuleEvaluations # RuleEvaluationFailures &

BUT M RuleGroup £
RuleGroup#### ; RuleGroup

CloudWatch 5#r
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Xt Prometheus &R FEFIZIE CloudWatch Bk

A LAfE 3R 1512 Prometheus BRI EATE R, CloudWatch
£ Prometheus #3 prometheus ActiveSeries I B F ik B Z iR
1. &EF “BRACER &I+ , AEE TR EActiveSeriestrE,

£ Graphed #E#RAEH , RSB R Y BIPABREAI B4R,

D PIEEENER,

EEEEHRNZHEPNEZAEFTRTAARERYS  REERT -5,

HEERFED  ERIBH SNS EHIEE — N SNS BB KIEET1Z SNS £,
EARMBRAERD |, RNINEIRE B R AR,

EFECIEER.

I

CloudWatch B&

EATF Prometheus I SR ERSENLD#H AEN AEAFICREREESNSGAENEIR
E#, CloudWatch BXEREES[NANBZNESER , SRR EREIPNEREES T, Im\—.l-
LATE Logs A5 T 4EZ8 8 B EHIB KX E CloudWatch BERS ., &0 LLFE Amazon Managed Service
for Prometheus ZHlAPEIEZKIZEN AR , BRI BIER AWS CLIEEE & T LATE CloudWatch
BREAHPEERERNXEAE. BXERHEPESE CloudWatch HEEAERNEZEL , BSH
CloudWatch A #68 CloudWatch® #yE FH B EE M B EH

CloudWatch #HEE AW EAEP XA HRZ 5Gb B CloudWatch B&, B2 HEERIMN A E T
#BHECloudWatch EM TR TR,

EB
« EL& CloudWatch BE

B2 CloudWatch H&E

ERAT Prometheus W DRI ERSETDHEEN B SAPIEREREERFINSAENERNES
=44, CloudWatch

BRI AEE AT Prometheus WYL B FEERR S 12l & HFiRE CloudWatch B RIEREE , B A BN
WA APl ER7EH AWS CLI RE AFIEKEE. create-logging-configuration
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RAriEmE

TR

fEAMAZBicreate-logging-configuration , HF AT RERERNRMT MBS FA TR E
CloudWatch BER ID A,

"Version": "2012-10-17",

"Statement": [

{
"Effect":

"Action":

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

"Allow",

[

CreatelogDelivery",
GetLogDelivery",
UpdatelLogDelivery",
DeletelLogDelivery",
ListLogDeliveries",
PutResourcePolicy",
DescribeResourcePolicies",
DescribelogGroups",

"aps:CreatelLoggingConfiguration",

"aps:UpdatelLoggingConfiguration",

"aps:DescribeloggingConfiguration",

"aps:DeletelLoggingConfiguration”

]I

"Resource'

BtE& CloudWatch B &

Te Hxn

BT LA fE ¥R 4] B X Prometheus i B & & B3 EE RS

Console

AWS AWS CLI

#£ Amazon Managed Service for Prometheus 24| & H#i & B Hid &

—

w0 N

SHME THEXFMAEEERPH EEZETF,
ERBESHRA EANEERE,

 BHEE D THFRAPIERFESER,
HEESETHIRPEREEDHE RS BENBEEEL,

Bt & CloudWatch A&
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WA LAFE CloudWatch 12 & & G2V B EH,
5. EBRREELR.

AWS CLI
WO LA E A EBE AWS CLI,
EEEIE n_,\la% -lﬁ ﬁﬁﬁ AWS CLI

« fHH AWSCLI, ETUTHS,

aws amp create-logging-configuration --workspace-id my_workspace_ID
--log-group-arn my-log-group-arn

BR 751
- ARIEEBESEH

Amazon Managed Service for Prometheus X124t F warning =% error R AIMWEH,
- SREEK/NBRH

CloudWatch BERRERERHI N 5120 NFERF. X CloudWatch Logs # Zl 5% BE 32230 1t K /PR 1
i, E2B3ERAUFLHNBEL/aws/vendedlogs /o

LGB A BECFKNERAN , EATF Prometheus B9 Amazon £ E RS L ERRIEE
#y B & CloudWatch AE#HEH AERREM, JES%AF CloudWatch BEB IR M K/NRE
B 7E B & CloudWatch A EA B #BINLE/aws/vendedlogs/. £ Amazon Managed Service for
Prometheus ##l A2 A XA , BEABHHERN /aws/vendedlogs/. BXEZEER
B2H (BEAFER) FHEAFEL AWS fREH CloudWatch HEIER,
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T ML

UTELRBEREERTTEEE T T HME/ILE Amazon Managed Service for Prometheus 8 5<#9 B
Ko

TR L5 (K] 3= 18 A F Y B AN 2

NFAREBEFTME , BRERSET XBoHE. ERAEAERENEFELFTI - LETELEN
ERHERHRAE , MIERFHERXSEREN— N0, BXEMNMINMBNESZELR , S Amazon
Managed Service for Prometheus 7=l 1 " # B EE 4T o

[FRARR AR RETEZRMTAL ? WA ERBURAE ?

BREE (TREVNERE ) RASHEFNIERS, SUNESREBRERE (@ NKERR ) SR
DERANERR I B EREERZEE,

BRI UM ER B IG U EE ( #1IER ) [BIBR : Prometheus ARSS88 ( EREB#E X Ti21T ) # Distro for
(ADOT) W5 85#B OpenTelemetry X AWS ZELE. scrape_intervalfilin , FHKERERM 30 ¥
#inE 60 WLF/ERERAERD —¥F,

E I LAEA <relabel_config> % &% %] Amazon Managed Service for Prometheus B91§
¥ro BRTE Prometheus REBEFREFIRICHNEZEE , iHSH Prometheus XY https://
prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_configo

FEENEAUINRKELTEZRTAL?
SYHAETOLBORANE, BTN ESHHERBESDHAE.

NTEFRZM T RN EERRAENREANESR , FAIUEENIERRAARERISE, Amazon
Managed Service for Prometheus &I RA AT ABS B8 7 5T M AN I | K & i

MRBBEEEMNFREY , S2FBTROENKLE LG ?
CALREREN | B2 , XTATEABBERS,

MREEEE (REK ) REH , TUARRKRBEFZEFIIERKRER Retention time for ingested
data Eﬂgﬁo
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WA BT B IR E W T ARIFERIKKFE ?

REHNENRECRER , ISEMNENERKAR, UTR-ETATRICERERHRERER
KB,

- FEHATDBIEE RS T Prometheus B3R — Amazon Prometheus & RS AN EIR RS AT 8E
FRINERS R MREERETAYE , RANSBRS2NS NI THARRXAERER. XTFEE
Grafana FAR LB T AMEER. XTRSKEBHKARU=EHEZ. Amazon Prometheus F£E R
SHNERZTRVY , TBLSKRINERRBNERREMAS T AEMENY,

RNEBUEHAERT Prometheus WIS IEERSHFWELEER L MARERAATERRS,

o RICEBREB-ECBERERN —FPRESEZREKBIRIFER. MREE—INESo8EH—X,
EBEEEIHFIEE-RNIRE , BLENEFIRFHEARATUNETELENZBERNERNER,

- FARELNN-EHHPRANEFEOLENEANEE , EATCLRENEZHHE, BR PromQL
EHFPPEBMEORNEE , TURHESEEREBNEIE. Hlw , EUTANF | REXNIE+ 2 H
HEmEAQ :

- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[10m])) > @
for: 2m

HEHexprNavg(rate(container_cpu_usage_seconds_total[5m])) > 0EBITFREE
WA

BE  BFEFENERAN , ARFREHNBRFHNSEERZHER. TUARES N EENERE
BEENER  ENRRHMEBEENSNER , LEREREERRNERRNERS, MRER
NEEFI-ABHRENRE , WAMELER , MAXRAAERBSIEERN.

XERW A UHBEREKRAR, BREK , BLAERARSCZERNERENT BRGNS 2BEUE
F i,

BXR1EERAT Prometheus WL R EERSTRENEZER |, FSR, EHREERS
IO LA (5 R LE FE ARk W IR B A R AR 2

IngestionRate?E Amazon F# T4 CloudWatch SURERIGHRENK A, BXx%# Amazon
Prometheus EERF BTN EZER , 52, CloudWatch CloudWatch E#

WA EREREARARFEREAKT? 114
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KA LARER B R IK RN ?

TR AWS RANEARERRE REEN AWS ERAER , FRHEKEBHAEENKS, HEXBOTMER
. AXREZER , BERMALRE AWS BRAFEABERIES ? £ (AWS MANMERABRREAFE
)

AT ARAINKESTAKR?

Amazon Managed Service for Prometheus XA BEEMER , X2SBENVRERATARS. H
EHEAERIESHNERERN  MREZARK , ZHNEARSRE. BXEN ( BEERESR ) W
B ZEE , H3 0 “Amazon Managed Service for Prometheus 7=l T &/ B9 E Ho

® Note
- EREATEXBACEA , MAREXEER. —MXBRHNERAEXTRE T —NEER
FREEABRIKR TR,
- EHRWALL D AWS Organizations , FRFEARBNARAKFIUTEN , MARRK,ITEN

(HRAKFHRERALAEEKS ) . SERPAEKRKSNBEIERLE (E—1MXER )
BET—RBIE, FRAKSERRBIRR TR,

ML T FAEEAT Prometheus TEZHP T RHIETERS , BR
LFMAEENTE, TJeEaXEMTA?

EXMERT , — AR , BMNARE AWS HEMEER | XLENMENERRE N FHERAIEE 2 BBRY
THERX. RREARITRES RN ERIMEER.
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EH M AWS BREERK

Amazon Managed Service for Prometheus 5H© AWS BRFEK. &EB2 A WMEE Amazon
Elastic Kubernetes Service ( Amazon EKS ) B M52 &E K ( £EF Kubecost ) , AR fEMA Terraform
BT AWS Observability Accelerator %8 EKS T B Sl T 2 A AT ME MR 5 R,

£l

« 5 Amazon EKS ARG IEERK

« f£F AWS Observability Accelerator
« 5 Kubernet AWS es #2425 5E K

« f% CloudWatch $£#55 Firehose S/

5 Amazon EKS B SR f

Amazon Managed Service for Prometheus 5 Amazon Elastic Kubernetes Service ( Amazon EKS )
A YE1E ( EF Kubecost ) R , UITRA D BT EHRMBE XML Kubernetes SEFFHYEZE, ¥
Amazon Managed Service for Prometheus 5 Kubecost Bl & /A , A by BRAARERUTF
BERNEE,

B3 5 Kubecost £/ , AT LARE M it T AR IZHY Amazon EKS B R AR, BALUR K Z B Kubernetes
ETCCEREAE , NASBRF —ERERERS , BEERSEH NS, SUMETIEKIERBNERSS
ERE NI ERREREL A,

UTARABRRERTRTEEEFUSERHIRTE Kubecost AL
- BEREN - BT HUOAF Amazon EKS RAKIREENERER , BSH AWS BEXE

Integrating Kubecost with Amazon Managed Service for Prometheus.,

- ZEBER - ET7 BN Amazon EKS ARG RES/NERHEN , BSH AWS BREXE
Multi-cluster cost monitoring for Amazon EKS using Kubecost and Amazon Managed Service for
Prometheus,

(® Note
BXfEH Kubecost WEZEE |, i5S @ (Amazon EKS FIFIER) B AL,
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https://aws.amazon.com/blogs/mt/integrating-kubecost-with-amazon-managed-service-for-prometheus/
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https://docs.aws.amazon.com/eks/latest/userguide/cost-monitoring.html
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£ AWS Observability Accelerator

AWS T &/ Amazon Elastic Kubernetes Service ( Amazon EKS ) B R ATNEMHTE K 7
e, BERIERK., BIRMEZEHER. X8 Amazon Managed Service for Prometheus, Amazon
Managed Grafana, AWS Distro for OpenTelemetry AR EETE, T HELELESFER XL

TE AWS B TATEIXLERSEE TMEMR Terraform 3R , & AWS Observability
Accelerator,

AWS Observability Accelerator 12t 7 i EiliZ e, NGINX BEMHECHEN RO, AIPo 255
BA T A 3248 Amazon EKS £ RN EMIZHE,

Terraform AR A ¥ 4015% 88 0] LLFE AWS Observability Accelerator for Terraform GitHub 72 £ 3% Zl,
&t ] AR E S A #EH AWS Observability Accelerator B E X E,

FTRZM

E#H AWS Observability Accerator , XM EFIE Amazon EKS EFHHERUT EREH

« AWS CLI - BTN =1TRA AWS Zh8E,

* kubect! - BT M\as TITIEHIEH EKS £&

 Terraform - AT BN ZBRARVNERR, BLIEABNELRN AWS KPP RIZNERE
Amazon Managed Service for Prometheus, Amazon Managed Grafana 1 IAM #J IAM A &% &
AWS 25, XRWMAA Terraform BB AWS RIEBNEZE LR |, FSH Terraform XA HEY
AWS $Rftrs,

{5 P EL At 15 I s 422 7= 451

AWS Observability Accelerator 12t 7 RHIENR |, XLEEAREABEMAY Terraform &R 7 &K Amazon
EKS £F S EMEEATMEM, W RFERUMER AWS Observability Accelerator SR i% B E 1% i

B, BXREALEREETENETCHENEZSFHMES , S GitHub LY Existing Cluster with
the AWS Observability Accelerator base and Infrastructure monitoring T Ho

A ERR ISR Terraform &3k

1. HEERQBTBENXMHRGD , ERUTHTRER#E,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git
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https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
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https://aws-otel.github.io/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://nginx.org/en/
https://github.com/aws-observability/terraform-aws-observability-accelerator
https://aws.amazon.com/blogs/mt/announcing-aws-observability-accelerator-to-configure-comprehensive-observability-for-amazon-eks/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://learn.hashicorp.com/tutorials/terraform/install-cli
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
https://github.com/aws-observability/terraform-aws-observability-accelerator/tree/main/examples/existing-cluster-with-base-and-infra
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2.

AT S#HBIL Terraform,

cd examples/existing-cluster-with-base-and-infra

terraform init

B2 —/ ¥ terraform.tfvars X , MEA T REIFFR. FEASE Amazon EKS £8H AWS X
HMEF ID,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

MRZEEEEFEHAR Amazon Managed Grafana TERX | Eel2—1, BXUNMASIEF TEXH
£8 , H2 5 (Amazon Managed Grafana AAFFIEE) FHAIEESHNEN T/EX,

E@TSITHRETUT®HS , A Terraform SIZA/NEELUFERA BN Grafana TEX, BEEN
grafana-workspace-id BiA Grafana TEXHH ID.

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

[Ari%] EEBAIAH Amazon Managed Service for Prometheus T4EX , & ID Z0Z!
terraform.tfvars X#HH , A RRBIFTR , & prometheus-workspace-id BN IEW
Prometheus T4EX ID, MIREREENRE THEKX , N HEGE—NFH Prometheus THKX,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

ERAATHTEHERRS R

terraform apply -var-file=terraform.tfvars

XFELEN AWS IKFREIRER , @RUTAR !

« —/AN¥HY Amazon Managed Service for Prometheus T/#KX ( BRIEFGEBFEAMEITHERX ) .
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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« & Prometheus THEXHPHEREEFRE. BRI,

o BT THEX B EH Amazon Managed Grafana BIERFEMEZTHEMR. HEFERFFHE N aws-
observability-accelerator. #ZHIEMRFFFITE Observability Accelerator 2 HEIE R T,

- 1EREH Amazon EKS £8 & B M AWS Distro for OpenTelemetry Operator , T E&EH
Amazon Managed Service for Prometheus TEX &% E#rR.

EEEEHHREIER , BEMSEKN Amazon Managed Grafana THEX R F 43 ENEEIER, BXE
Fi Amazon Managed Grafana WEZ{EE. , 52 (Amazon Managed Grafana FiF1E§/) RHEA
Grafana THEX,

5 Kubernet AWS es 12 &|28 &£ X

Amazon Managed Service for Prometheus 5 AWS Controllers for Kubernetes ( ACK ) £/ , X##1E
Amazon EKS AEBEN TEX, BRELF[MANBEZRERE. RALER Kubernetes B AWS 1228
HEXRREN (CRD) ME4L Kubernetes W& , M A AIEER 2 NE A E R

AFNBMMENEL D EKS £ FH Kubernetes i&E AWS #1858 M4t 3} Prometheus B9 & i#h
RERS

S8 T LAFIENB3E A F Kubernetes B9 AWS #2582 M N 4B5& A F Promethe us B9 &z £ & RS HY
ACK 2 #HIEsHiBE N E,

FRF M

EFHBEERT Kubernet AWS es KIEFIZZFAER T Prometheus BT 533 E IR 5488 Amazon
EKS EBERZH , BUMERUT REE,

o BATIHEBUEAE AWS K MR , FEEUARER RN CIEEA T Prometheus BV & £ 5 AR
S IAM At,

. BAMIMERBAT OpenlD Connect ( OIDC ) BWIAE Amazon EKS £5,

MRRZA OIDC , WA LAERATaTREM. FioERAKS /A8 RE B
YOUR_CLUSTER_NAME %1 AWS_REGION,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
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https://aws-controllers-k8s.github.io/community/docs/community/overview/
https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://aws.amazon.com/blogs/mt/introducing-the-ack-controller-for-amazon-managed-service-for-prometheus/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-console.html
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FXF OIDC 5 Amazon EKS BEEERANEZEER |, 52 (Amazon EKS AAIF1ER) # K OIDC
SR MHESHRBIEN6IZE IAM OIDC 24t

« BUMIE Amazon EKS &8 E 2% 7 Amazon EBS CSI BEEF,
- BUMERE AWS CLI, AWS CLI BFMaS1TAA AWS ZhkE,
- MUIMEI Kubernetes 4T EEEE Helm,

- TE Amazon EKS EEHiZE Prometheus B2 HERIEFF o

« #BMMA Amazon Simple Notification Service (Amazon SNS) £ , MENF THEX L X EIR. &
BRIEEEF Amazon Managed Service for Prometheus[aiZ £ B & % H 2 B R .

IEAE EEH Amazon EKS £8 /5 |, R ZEB B EA kubectl get --raw /metrics EF4+
%t Prometheus R {LBIIE R, TIE , EA LR Kubernetes IR AWS 24|38 2410488 , HEHAT
A Prometheus BIREBBL L HIEERS

EFEATF Kubernetes By AWS 12 &8558 T/EZE A

EEBEA T Prometheus T S FEE RS T/EZER , IMFEE AWS B Kubernetes 12§88 2 5<%
g, AEFERTXRLEZIT/EZEE.,

E8EE A T Prometheus £ %7 Amazon EE RS T/EZ=R , HHPEEEA T Kubernetes BI85
AWS

1. FALUTHSE Helm £% Amazon Managed Service for Prometheus R #2488, BXEZ
85 , BZ 7L Kubernetes 1228 AWS MHRH L% ACK #H88. GitHubI KRG A AE M
Wy## , B8N us-east-1,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION
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https://docs.aws.amazon.com/eks/latest/userguide/authenticate-oidc-identity-provider.html
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BMERA  BNEBEIRCTUTRRNEA , KRR,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

B LLUERFE A LT AWS S5 BIE Kubernetes 2 &I85M iR 415 2B 2R =&,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

X R [E 4 <2 #|28 ack-prometheusservice-controller BWER , @4 status:
deployed.

2. FEALTXABIESZN workspace.yaml I, XFHAELEEERN ITEXWEE.,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace

metadata:
name: my-amp-workspace
spec:
alias: my-amp-workspace
tags:

ClusterName: EKS-demo

3. BITUTHEREUBLWIEX (LW TERTEESR 1 PRENRETE ).,
kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

BERA , BN ZHERTINELENKSHPE —1E R my-amp-workspace W THEKX,

BEITUATHRSERLIERNFAGFEEFRES , @FEIEX ID, HE , &AL Amazon
Managed Service for Prometheus 2% & R &EE HH TEX,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
BB EAIE TEX , MAReERTHIEX.
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https://console.aws.amazon.com/prometheus
https://console.aws.amazon.com/prometheus
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4. QIBBNFHH yaml XAEEARNEANEE , ETREFERUTEELZ AlertManager XH
Mo

NUEREZFHR rulegroup.yaml, I WORKSPACE-ID E#h E—SHMIHEKX ID.

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

FULTEEBSEN alertmanager.yaml, & WORKSPACE-ID E#h E—F M THEKX ID, #
TOPIC-AR N ########### Amazon SNS ### ARN########A#ARIR#HH AWS X1 18
f£ , Amazon Managed Service for Prometheus ¥ Amazon SNS B XM EGINR,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
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kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigvé:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(@ Note

ETHAEXXEREXHEANESZEL , 5 R RuleGroupsNamespaceDataFl
AlertManagerDefinitionData.

5. BITAT@HEREGUBENANAMNBERERREE (LB TIRRTEESR 1 PRENREE
B)o.

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

MERZ  SEERFRXEETH,

® Note
EFEHRR , MARCERER , REEH yaml X4 , RBEBIXIET kubectl apply @
=B,

EMBREIR , BETUA T S. ResourceTypeEih EM
BRIV R FEEEWorkspaceAlertManagerDefinition,
mRuleGroupNamespace, ResourceName& i Effl BRaY R IR o

HEIEKX


https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

Bt ITEXHBERTHT . T —EB /N BUAIE ELRHNEE L@ Z THEXRIEER.

= &8 Amazon EKS £& LLE A Amazon Managed Service for
Prometheus THEKX

I N B EA Helm B B EER Amazon EKS &8 FiE1TH Prometheus , MERIEIRZERE
AIBIE £ —EB 2 82 Amazon Managed Service for Prometheus X,

EERES  SFEEESENATEIUERN IAM SENETT, WRERNTIRE  BSEE
ERSAEM Amazon EKS EEFRIERURMESEEMEHA, NRSIRRBIXLHAHTER
£, IAM A& IEZ R amp-iamproxy-ingest-role,

B & Amazon EKS & TIZIEE A

1. FEALUTHSKRIBIEXH prometheusEndpoint. ¥ WORKSPACE-ID &l E—#oFMT
EX 1D,

aws amp describe-workspace --workspace-id WORKSPACE-ID

prometheusEndpoint ff HIEREERF , EBRNUWTAR :

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

RIFI URL A RESRER,

2. BIE—NIEUTNERNIXHE , HFHBEN prometheus-config.yaml, & account &
BANIEHIKF ID , & workspaceURL/ B RIENFHREIM URL , & region B NIEREMW
MR AWS XiF ,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
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eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigvé:
region: region
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. FALT Helm #i$S &K Prometheus BR M B ZERZBFUR B RRA,

helm 1s --all-namespaces

REFZFIBGINIENDSE , Prometheus B R M5B Z=EHRI1Z AN prometheus , BRMRAATBE X
15.2.0

4. {FH E—FHPrometheusChartVersionik®l
W PrometheusChartNamePrometheusNamespace, M , BT T & ©

o

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

NoHE , EREI-FHEE , BRARKN.

5. (Wit ) B awscurl &Eif) Amazon Managed Service for Prometheus & im T & , ALK IERE
MHRERIERE, F#BERANEEEFERANRXIE AWS Xig |, F WorkspaceURL/ B RIEES
IR 1 R EIR ML,

awscurl --service="aps" --region="Region" "
query=node_cpu_seconds_total"

workspaceURL/api/v1l/query?

MiE , BEL 82 T Amazon Managed Service for Prometheus T4EX |, # /A YAML X #EREE
MIEH) Amazon EKS S8 5HERE., XEXAMIBEENLREEN (CRD) , LT &# Amazon EKS
E£HF, BALERERT Kubernetes B9 AWS ZHIESEZMNEREEFIEEA T Prometheus 19

O E RS ER.
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¥} CloudWatch #§#r 5 Firehose £

RIS B A4 L S CloudWatch $E#R R AL 52 34E Fireh os e , AR IMAIfFEFRIRERAWS
LambdaZl5& A T Prometheus WL S#IEE RS H,

B ERAAWS = £ E4 (CDK) REH#E K AI2 Firehose Delivery Stream, Lambda 1 Amazon S3
FHEN , WERTEENT R,

ELRf iR it

B, BAMRNZEFREREMIZE,

CloudWatch $E#r 7 A TR IEMREBIE R X Z HTTP KimT K3 Amazon S3 F# .

REERMIRIERE 4 MER

- BEXREZH

/% Amazon Managed Service for Prometheus T/EX,
o BRERMMEIM

- ERFHEAK

FRFM

- BEELNIRPFLZEMNMEE. AWS CLI
- BELZHIFEFRE AWS CDK Typescripto
- BREEHIEF ZE Node.js M Go.

« AWS AWM E M CloudWatch 18455 i85 github 771 FE (CWMetricsStreamExporter) B REE|E
AT E AL L,

€12 Amazon Managed Service for Prometheus T4EX

1. WEAHPHERNARFSET Amazon Managed Service for Prometheus &17, B TaH
€12 Amazon Managed Service for Prometheus TEX :

aws amp create-workspace --alias prometheus-demo-recipe

2. ERAATHTHARENITEXSHE

fEF Firehose MY i# CloudWatch $§#5 126


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cdk/latest/guide/work-with-cdk-typescript.html
https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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aws amp list-workspaces

&< Amazon Managed Service for Prometheus FNE ZE R , 2 H Amazon Managed Service
for Prometheus 18/,

LR AR B

-_—

LR AR B

£ aws-olly-recipes FREENRBERP , FAUTHSRHEN B RELN

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

ShE, KRN FEENRE F.
BEULTHTREFERN /cdk :

cd cdk

BYUA T TRE CDK KB,

npm install

MEFEROFHEEFEFNRER , AEEANUTHSHERERY /lambda :

cd lambda

B A /lambda XHRE , FRUT S EE Go KEM :

go get

FIARBII E R R,
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
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EREHERL

1. EFHEENRBFEP , 7TFF config.yaml , ¥ {workspace} BERAFUBHNIHEX D, FX
13 B 7 188 Amazon Managed Service for Prometheus T#HEXFTER X8 , M1E Amazon
Managed Service for Prometheus T/EX URL.,

fltn  EZATHRRE

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceld}/api/vl/remote_write"

region: us-east-2

BIEB W EHFE X Firehose 3R M Amazon S3 F# B Fro
2. E#E AWS CDK fl Lambda 18 , B EGFMEEMNRE RHTETUTHE :

npm run build

WHELSREUEEME Go Lambda Z# #IX4F , H4F CDK &%/, CloudFormation
3. EXREE , FEEHEZIHKRAEN IAM B,
4. (WL ) AETUTHSHIAEKRESTESIE,

aws cloudformation list-stacks

B CDK Stack RHE#FFHIETIRSP,

#12 Amazon CloudWatch E3&

IE , BAE 7T lambda EHBCRANEIESR , ATLAM Amazon CloudWatch 8122 18Fr 7.
#12 CloudWatch IEFRF

1. SMF CloudWatch ##|& , Bk https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , RFEFRRIZIBFRR.

2. EBRFIEWIEN , TURMERER , XX B EE WS 2 | PR,

3. % Configuration T , EBEFEENIK~IHEKIE Firehose,

#12 Amazon CloudWatch E % 128


https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
https://console.aws.amazon.com/cloudwatch/home#metric-streams:streamsList
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4. BFEAZHIBEE CDK 8I2H Firehose, TEIEFRH Kinesis Data Firehose 7 T 1% &

B EBRZEIBIENR. HEF N CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

R RIRE N JSON,

NERRIE - INEEELNER.

i%£$% Create metric filter ( BIEHRR ) o

( A% ) ERIUE Lambda RBWAA , 5 SME Lambda 25 & FEFEK
KinesisMessageHandler, EZFEIZET R Logs FikIi+ , ERIAEA TR ZEFTAL AR
Lambda BAEHI% B .

® N o O

(® Note
RRAEEES 24 , FAS T RESEBRETRH,

BB EEMNL S CloudWatch J =& % Ei& A T Prometheus B S# & RS-

B

FAREEEEREEATOIPEANTIR, UTSEG A NEARE, XFELEECIENIERR,
THERR

1. BREAUTHSMER CloudFormation it

cd cdk
cdk destroy

2. MBR Amazon Managed Service for Prometheus T4EX :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceId' --output text®

3. EBjE,FEALL®% CloudWatch &l & BRI 5% CloudWatch F8¥rHo
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https://console.aws.amazon.com/lambda/home
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Amazon Managed Service for Prometheus FH & 24

AWS + 7 EM R EM. ATHENZL2MHKHBHARNER , RMNTETEFES L2 HENRE
ROMMERE, BN AWS BEF | BT UNXERTFEFP OB LG Z S,

Z2MHR AWS MEHNHERE, TEHBEXFEHRNEH Z2ENEP T2t

« THREM - AWS SURFIPE AWS =HIE{T AWS REMERIZRE. AWS ERERETL2EH
MRS . FE=FFZAEHNEMNIERMNAZEENERE , FR AWS EAXTRIN -5, B
T #25& T Amazon Managed Service for Prometheus BI& M1t R] , TSRS EITRBE R
AWS R

s TPNREM—ENREREEAN AWS BSRE, EEFENEBREAR , SFRBENBR
., RANERUREREREEMR.

ZXEBTE T R ESE A Amazon Managed Service for Prometheus B S A SREHREER, U
T B i A i{A &L Amazon Managed Service for Prometheus ASEMEH Z &M MAEN MY Bir. &
EETHRUNMAFEAET AWS RS REZERMRI Amazon Managed Service for Prometheus &R

FH

« Amazon Managed Service for Prometheus H IR

» Amazon Managed Service for Prometheus B § 3 1 |7 & 12

« 1AM X R R R

» Amazon Managed Service for Prometheus &M 1R IE

+ Amazon Managed Service for Prometheus K BIEIKE

« Amazon Managed Service for Prometheus B E i ELZ &M

+ {#H Amazon Managed Service for Prometheus B RS XA

« f£A AWS CloudTrail i23% Amazon Managed Service for Prometheus API i
- REBRSZSK,H IAM AT

« ¥ Amazon Managed Service for Prometheus 530 VPC XixT R £S5 FEH

Amazon Managed Service for Prometheus B #IER S

AWS 7 FREEX D EFTEEZERTERT Prometheus WL SR E RS PHBTERF . WA
BREFIR AWS |, ARRPZEITAERN BTN S IREMEN AWS Cloud, EAREF N FEEFE I ERM IR
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

Amazon Managed Service for Prometheus ArfEm

ELEHRERRES, SERTEFRERN AWS RS NREBEEMERES. AXBERBLNESE
B, BZRBERLELRE, BXMMNBBEFRIFNES , BSH AWS 224 EE £0 AWS FEH
HEXF GDPR BEXE,

HTFHERPEH , BIMNBUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENMNA AR, X# , SMNAFRREETHIERIRAMENNE,
BATEBNEBEI LT AR B -

. NENKFERAZESHRIE (MFA),

- f£EF SSL/TLS ERFERF. AWS EAITERFEA TLS 1.2, BWEA TLS 1.3,

- ERAIRE API A FES BE AWS CloudTrailo

- £ AWS MEMRARAREPNFIERINLZLEH AWS RS,

- FARRIEEZLRS (HII Amazon Macie ) , EEBIF XM AR Z4#1E Amazon S3 HEIBUR
Bz

. MREE AWS BEGSTRES AP #HTiH RN EELRT FIPS 140-2 BT INZER | E6EH
FIPSima. BXTHAN FIPS mRWESZEER |, BHSR (EBKFHEELERE ( FIPS) 5 140-2
) o

BB VENZ7HIZEERBRAGEE (MEFEFHNE TRttt ) RARERABHEAXEFER
(WMEBENRFR ) . XBFEEREH A, API RATRTESEMERT Prometheus VI S EE
ARSS AWS BRSS SEMBRS AT, AWS CLI AWS £ A T & FrRIARE S B B A& 3 AR F B ARV
BEFTRLATIHRIZH AT, MREMINBRSF[EHEMNL , BBV EFEEM LIS XL
5 ERBIEX Z RS 2RHF R,

F
« Amazon Managed Service for Prometheus W& 3 iE

- BEANE

Amazon Managed Service for Prometheus W5 K E1E

Amazon Managed Service for Prometheus Y& H 17 2B & MERIK 7 FiZ1TH Prometheus RS
85 %1% E] Amazon Managed Service for Prometheus HiZ 17645, ZBBEER/UTHRE :

- EBiRE
- ABTIRBIM D RBENERFL (EEREX )
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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o« BUERE AN B (A BY

FAXBEXRETEEFHBENE -/, ID. X& 1D RETAFEANELBE BRLEERHES
IDo

EAT Prometheus WL S#HIEERSFER () BANEEHOBIERH TN, AWS Key Management
Service AWS KMS Amazon Managed Service for Prometheus i3 B IEiX £ %40,

(® Note

EA T Prometheus W GBI ERSIFHCEZATNEBERBENEFREERH. BXT I
Prometheus T ERSERINERANZALURNMAEREECHNEFRERBNEZER |, 55
m'—.lo ﬁ%/’&bufﬁ

ZRPHBIERRER HTTPS Bain%E. EAT Prometheus ML S FEERFZERNIBER HTTPS R
FREATHXZ BYEE, AWS

YIRS

ZIANBERT , AT Prometheus WIS IEERS LB N ERHEBSNE , HEHABENWNERA
AT BRE, AWS

- AWS BEZ — EA T Prometheus BV B # Prometheus T E RS EAXLERA B NEZ L&
BN TEZRINEIE, BT EEE,. EBEIFEH AWS BEZH , U EEFREASHAER. B2,
T EXREAERSEESEMITKIE TR A TNEBERENZH. EXEZEEL , BHSH AWS Key
Management Service F & A RIEEHFH AWS BB E4,

BABENZEDTRORPBRBESBE (SIONMNARHES ) MENZETHMNE M., HXHHY
BEREFBNBEAMNEEERNEZENARR.

BT NEREEZTHFXNEREFEFEERN !

« BEFIEER4A : Amazon Managed Service for Prometheus X ER IR, HENEENTHE
FREZR , RNBIEXPHEE. BTETUZTEELEME , REATURITATES :

o HIEFLET R EREE
« HIEMLS IAM policy TN
- BRANZAZHARRE
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

Amazon Managed Service for Prometheus ArfEm

« REBIA MBS F
o« ANIIFRE

- BIERMARA

« T XIMBRER4A

BAXEZER | 5519 (AWS Key Management Service F X A R¥EmE) FHEFEE R,

EEARREAESEEZHAER AWS BAFH, FRAEFEEZHUENTHERXUETERRNE
A AWS BRZSR (R2FR) .

® Note

Amazon Prometheus £ E RS AWS A BEZHEFBRABSNE , NE BRI ENE
o

B, FRAEFEENZHAETE AWSKMS %, BXENMNEZEE , HSH AWS Key
Management Service Eto

BXMEZFEE AWS KMS |, HZHET A= AWS Key Management Service ?

® Note
ERAEFREZAUEN ITHEXTREREA AWS HEWERH#ITER.

& AT Prometheus K S #EE AR SS A E A *MBH & AWS KMS
Amazon Managed Service for Prometheus EE=f RN T sEFEA T~ EEEH,

LInBIEFERAT A IEE R MNEN Amazon Prometheus & RS TEZAIRT |, & A F Prometheus B9
I 5@ £ E RS @ [ KA iF 'ﬁ§E1JC45E""ﬁ|JE_Iﬁ1§1‘XO CreateGrant AWS KMSH Y $Z AWS KMS
AT EFERT Prometheus BIIE B ARSS 14 B S8 0K 7 R 9 KMS Z4AMIANRR |, BIE R R EEAR
A (B, FM Amazon EKS %EiEF?JT[HSLE’J?Eﬁé&EN ) o

Amazon Managed Service for Prometheus EERIN , TEFEFREBHAATUTRIERE -

« [ &i%DescribeKeyiER , AWS KMS MU IE 62 TEZE A HHINHE L EE KMS ZAREHR
Mo
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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. M%3%GenerateDataKeyi&k AWS KMS U RHEHNEF EERANZNBREZRA,
* ff Decrypt HREKE AWS KMS B SEZMBRNKIERS , LETN AR T NEENHIE.

FE AT Prometheus W S EE RSN AWS KMS Z4A0IE 7T =B , R EAT Prometheus
PNIDHIEERSAREFERARA. EULLESERXFHABER. ffﬁﬁ&‘fﬁ:ﬁ?ﬁﬁﬁﬁﬂ%ﬂﬂﬂﬁ?ﬂg‘fﬂﬁ’ﬁﬁ
B IBR, FEMITIXEIREZR] , BNZ THRXERENER, XWHEL2SHITEXRANETEE X,

20 RAR SR 75 =M BRI AT R AN A 15 (B 4X PR , Ul Amazon Managed Service for Prometheus ¥ 7c3%
HRHEFREERAMBENEALE , b T2 FHREB TEXWHIEKE | R T iz SRR
B, REBITEXNHBIBRELETFR , HEATELSKAER,

/A Warning

- MREEAZRA , REEZHBERFMBERT Amazon Managed Service for Prometheus 15
BAR , M EBFRITEREE, X3 TERNFRBEBSLEFR , HATRESKAE
Ko

B & FREX %488 Amazon Managed Service for Prometheus 17 RIAXBR |, & 0] LLiGE THERX
BIEH EF T BB RIE.

- MREHE RN, WTEZEFIRZZRN , A R TEXFHBEFKAER,

S REFREERARH

B LAEAS AWS KMS API I EZXN N EFEE R . AWS Management Console R & i&E i3 R B
REEBRNIERNER , FHBMF 45 Amazon Managed Service for Prometheus TAEX {7 F & — Nk
Fe, InRATR,

ENMHEFSEERR

B (AWS Key Management Service FF X AR IEF) POIEXNMHES EEZ NSRRI ITIRAE,

HZA R

RARBEHNEFREZANTR,. EINEFREEZASLARE I BHAXE  HhasHEH#TU
FERZEHAURNAEAZBANER, BEFRESHAN , TEERARK. BXEZEELE &
2% (AWS Key Management Service F R A RIEFME) PHEEXNE-/EEZHAMIHFE,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
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ERENEFEEZH AT Amazon Managed Service for Prometheus TH#EX |, ZR4A R b A4H foiF
LT API #24E -

« kms:CreateGrant - RMBFREZARN. BFXNIEE KMS BAMNEFIHRINR | X AR
@ Amazon Managed Service for Prometheus B3R RIURE, BXEZEE , BSH AWS Key
Management Service F7F & A 5 357 0y £ A 121,

X St i Amazon Managed Service for Prometheus 1T A TIR4E -
- JHA GenerateDataKey EMIMFZNHFEZAHFHEME , RABEFHAT LA T INE,
M Decrypt k{17 /Y 02 B8 240 15 A b 22 B4

« kms:DescribeKey : &~ ERAFMEE LA Amazon Managed Service for
Prometheus ¥iF 247,

LAUR 24 LLR Amazon Managed Service for Prometheus 7 iN#Y 53R B8 & A R4

"Statement" : [
{

"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within

your account",

"Effect" : "Allow",

"Principal" : {

TAWS'" o M

},

"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
.
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"
.
"Action" : [

"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

}I

<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>

]

- BREXRBDIEENRNESZER , 58 (AWS Key Management Service F X A RER) o
- BXRZHAFRHEHFBRNEEZR , ESHE (AWS Key Management Service FF X A REF) o

£ 2% : NEAT Prometheus W SR IEERSIEEEFIEE R

Bl TEXR , B LUBEE A KMS %48 ARN RIEEZEFREFT , Amazon Managed Service for
Prometheus f 1% %A R & TEX 17 O BU3E

3 HRRBEMBRSHERE , FlUlZEEE Grafana

LA REAEN , RESEFENEMRSHRILSEFEERS Prometheus IR , T EEMITIRD
BRo

BRIEEABARSS b B AWS KMS SRR , BT EMEAIRS TG RSN MZLIE, Sl , MR

A LEFEE Grafana K2 EHEARRIREENEE | NATRFITLEHIEE Grafana i5[H
FERIPUR

ik Amazon Managed Grafana 15 B & & F & # 4
1. HELWITSHITE Grafana TEZEEFIKRS | EREEEGESERTF Prometheus I E#h T E
REM TEZEBH. X2MEBEREXRENT LBITE Grafana THEZEHNHEFEE.,

2. IBTFZENIEZEFEAN IAM ABHER. BFHERXNAnazonGrafanaServiceRole-
<unique-id>, ZHIALETZABHNTE ARN, BREBENSEPE AWS KMS #2244
BEIE .

3. HEEMAWS KMS BEFEEZASIRT , REHEEER T Prometheus WL SR FEERS TH
XetEANEFEERH. XFTABRARBRAEERRE,

4. TEXRBRAP/EL , EE RN EE
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5. MBHIIRSF , REE LEREIVTLSHIEE Grafana IAM B8, N TETER , BTN
BMHETER.

6. EFERIR IAM BEFNIZABFIIRF,

BT O3 3EE Grafana TEXIMAE AT LA EIER F Prometheus B i3 T B IRSS TEX F ISR
. BuLEXBRAPANEMCBASAR , UEEMIRS S 15 RIS/ THEZEE,

Amazon Managed Service for Prometheus 1% £ T
mEE TXR—ATENEEYN , S sFXBENEM ETXER.

AWS KMS A% E T XEAEMET S HRIENBERIFLE S HRIENINE, HEENZRE
MiERPIESME LT , 2FMNELETX AWS KMS HESIMEZLIE. ERERE , S4NEHF
RpESHENMNE LT X

Amazon Managed Service for Prometheus 11% £ T X

EHTF Prometheus I D T E RS E AWS KMS FREMZRERFEREBNNZHTE K HPR
fHaws:amp:arn} , BN ITEZ RIS #HEFEEM (ARN),

Example

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"
}

fER N £ T3 TR

FEAXNMHNEFEEZARMBEN TEXKEN , ZETUFEAFIHERMAEPFHMNE L TX
RIRFEFEFREERANFERARBER. NE L TXELEREAWS CloudTrail 3, Amazon Logs 4 FXEY
CloudWatch B&EH,

ERMNE T EHNEFREXRANTR

SR LAE A R ARG IAM RPN LT XA conditions RIZHEIX BRI N HEFEERAN
TRl $8548 o] LATE BRAX AP E R 10 £ T XA R,

Amazon Managed Service for Prometheus ZE &R X A EA INZE £ T XA RKZRFX G- KX F
FREZANHE, BRARERERATHREEHEENMZE LT,
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Example

UTREZABRREARS , ATRTXYBENZE LT XHNEFEEZANTGRNR. LEREEGDPNZ
HERBENEFEEMNE L TXHME L TXAR,

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}

¥ 48 Amazon Managed Service for Prometheus B 11 %% %47

HIREER T Prometheus TEZEWIL L@ EERSHFERH AWS KMS BEFREE RN , B LAE
FAWS CloudTrailsf Amazon L CloudWatch ogs kR &# Prometheus £ E RSB H K IEMNE
Ko AWS KMS

LT RflRCreateGrant, GenerateDataKey, MDescribeKey!¥i#® KMS #4E AWS CloudTrail
WEHDecrypt , XERERTIBHITERS AR , ik Prometheus HEHENEFFEERANZN
BE -
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CreateGrant

HIEBFEH AWS KMS EFREEZLHAMETEZEA , EA T Prometheus WIS HIEERS
REREKIECreateGrant =NMFRIEIEEM KMS Z4AR1ER, Amazon Managed Service for
Prometheus Sl ZRIEETF S AWS KMS FF EERARBKN AR,

LT ROIEHIEFET CreateGrant B4 :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
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"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "aps.region.amazonaws.com"
1,
"responseElements": {

"grantId":

"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dc000f0000000cObcPa®@00aaatSAMPLE"

1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

HEBNTEZEEA AWS KMS EFREEZEART , EA T Prometheus ML S#EERFS X OIE—
MNE—H 4, BRKZEGenerateDataKeyiF R AWS KMS |, EERIRH AWS KMSEFIEEZ
£,

R RBIEHIERT GenerateDataKey #2E :
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EMNZRITEX EEKEHR , Amazon Managed Service for Prometheus 218 Decrypt #4E ,
LAE R 1768 B0 N2 BAE B4R 5K 5 R N2 3R o

R RBIEHIERT Decrypt B4E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
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},

"eventTime": "2021-04-22T17:10:517",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

Amazon Managed Service for Prometheus £ DescribeKey &/ , KRBk MXEHRERE
ESEMN ITEXXEEN AWS KMS ZFRE .

LR RBIEHIEFRT DescribeKey #21E :

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"keyId": "00ddodb0-0000-0000-ac00-b0cOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

TREZRER
UTRREHEXBSEENENESEL.

« BX AWS Key Management Service EX I EMNESEER , 525 (AWS Key Management
Service F XA RIEE) o

s BXZEREZEHNEZEE AWS Key Management Service , 5 # (AWS Key Management
Service F R AR IEME)
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RS AP - iR EE R Amazon Managed Service for Prometheus lRERFZERKES , MENEER
SNERMPTENEIEFNNR, BEEEEREZ Amazon Managed Service for Prometheus ZhaEk 58
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BIARRFEFMEA. X IAM Identity Center K2 , ES 5 (AWS IAM Identity Center A #§R8)
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« iam: A EFNEEERNEEFZRSEXBE,

B N B AmazonPrometheusFullAccessl T :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllPrometheusActions",
"Effect": "Allow",
"Action": [

"aps:*"
1,
"Resource": "*"
},
{
"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"aps.amazonaws.com"

]
}
.
"Resource": "*"
.
{
"Sid": "CreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": '"scraper.aps.amazonaws.com"

}
}

AWS REFKH

159



Amazon Managed Service for Prometheus

RAriEmE

}
]
}

AmazonPrometheusConsoleFullAccess

& LU AmazonPrometheusConsoleFullAccess SREEHTNZE] IAM B 17,
KR HER

ZRIEBE U TR,

. aps : RFEEI IR Amazon Managed Service for Prometheus
* tag : fAFEMTE Amazon Managed Service for Prometheus 2 #| & P EFR S E L.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"
1,
"Resource": "*"
I
{
"Sid": "PrometheusConsoleActions",
"Effect": "Allow",
"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
"aps:ListWorkspaces",
"aps:DescribeAlertManagerDefinition",
"aps:DescribeRuleGroupsNamespace",
"aps:CreateAlertManagerDefinition",
"aps:CreateRuleGroupsNamespace",
"aps:DeleteAlertManagerDefinition",

aps:DeleteRuleGroupsNamespace",
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aps:ListRuleGroupsNamespaces",
"aps:PutAlertManagerDefinition",
"aps:PutRuleGroupsNamespace",
"aps:TagResource",
"aps:UntagResource",
"aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DeletelLoggingConfiguration",

15
"Resource": "*"
}
]
}

aps:DescribeloggingConfiguration"

AmazonPrometheusRemoteWriteAccess

1 N A AmazonPrometheusRemoteWriteAccessfl T :

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:RemoteWrite"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

AmazonPrometheusQueryAccess

B9 N & AmazonPrometheusQueryAccessil T :

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
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"aps:GetSeries",
"aps:QueryMetrics"
1,
"Effect": "Allow",
"Resource": "*"

AWS FEEEE . AmazonPrometheusScraperServiceRolePolicy

BT LM Il AmazonPrometheusScraperServiceRolePolicy EJ&HY IAM 324k, KM RS HERAER
# R BE o F Amazon Managed Service for Prometheus KRB ITIRIE, BEXEZER , H5H FH
AEM EKS FMEERF.

HRBE R R E R FNR , LA FMNER Amazon EKS £ EiEHUAE A B Amazon Managed Service
for Prometheus TEX,

(® Note
LR P S R BART R IR HE R 2 0 L BUR

AmazonPrometheusScraperServicelinkedRolePolicy

RRFHRER
ZREEEE TR,

 aps : AFRE EMAEFIEFRE A Amazon Managed Service for Prometheus TEX
« ec2: ATBRFEARERAMBSUAMEERE , LUEETTEEM Amazon EKS SE#EHIM L,

« eks : ARSI A ER Amazon EKS 8, XR2MAEN , XHTTREBFMEUSIR. BT
ZRAEBBRIMEESHHEE Amazon EKS &R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
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"iam:DeleteRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps

AWSServiceRoleForAmazonPrometheusScraper*"
},
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

},
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
iy

"Sid": "TagManagement",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
3,
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "ENIUpdating",

.amazonaws.com/
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"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},
{

"Sid": "EKSAccess",

"Effect": "Allow",

"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

iy

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
},
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
},
{
"Sid": "APSWriting",
"Effect": "Allow",
"Action": "aps:RemoteWrite",
"Resource": "arn:aws:aps:*:*:workspace/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
}
}
}
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]
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& AT Prometheus B ST E RS EFH 7 HEEBEK AWS

EFEREXBLG# AWS FEERS Prometheus FEE BRI IR IRERIX LB SR ZRS EFNIFEME
B, BXxItTHEXNBEZNRT , FiTH Amazon Managed Service for Prometheus 34477 8 18 %
H E# RSS Ko
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Bo
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® Note

ZAINAFIERE
X AR 2 9 Utk
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raperServ
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AmazonPrometheusFu Amazon Managed Service for 2023 & 11 A 26 B
IAccess — E#T T I B KB Prometheus £ AmazonPro
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EK DU SpG
EKS & TR ERIZEEM
HiEF.

SIEERET Amazon EKS &£
. 1H! Amazon EC2 M4 LA
B AMEER SRS HEXA
BRI BR,.

AmazonPrometheusSc Amazon Managed Service for 2023 & 11 A 26 B
raperServiceLinkedRolePolic Prometheus 0T —TUHTHY
y : HTEREE RESHEXAERKE , ATM

Amazon EKS ZF28HRE , B

AV BB IEIERR o

SIEEEET| Amazon EKS
S£8f. iHY Amazon EC2
L%, oI FMBRFRIEH
AMPAgentlessScrape

r HIMEHNR , MREA
Amazon Managed Service for
Prometheus TYEXKI IR,
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B iR H HA
AmazonPrometheusCo EA T Prometheus WL 2022 £ 10 A 24 B
nsoleFullAccess - EF TIMAE BRERSHIZIFERE

KL EREREERMNIIREH

0T #EY R BR AmazonPro
metheusConsoleFullAccess,
CloudWatch

WHNT aps:Creat
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ion , aps:Delet
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B iR B
AmazonPrometheusCo Amazon Managed Service for 2021 £ 9 A 29 H
nsoleFullAccess — BT TIA  Prometheus @ AmazonPro

REE metheusConsoleFullAccess

AWINT FERBR |, A FFETHY
Amazon Managed Service for
Prometheus Zhgg , Eit , £
LRI P RSN AT
Amazon Managed Service for
Prometheus % JREY 7] LA & El#R
LEWIIR,

WINT tag:GetTa
gKeys . tag:GetTa
gValues . aps:Creat
eAlertManagerDefin
ition ., aps:Creat
eRuleGroupsNamespa
ce , aps:Delet
eAlertManagerDefin
ition . aps:Delet
eRuleGroupsNamespa
ce , aps:Descr
ibeAlertManagerDef
inition , aps:Descr
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pace ., aps:ListR
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B DU B

Amazon Managed Service for &M T Prometheus BWIL Si# 2021 £ 9 A 15 B
Prometheus JF 14 iR ER & X RERFSEFREBEEREREER
RHWEE, AWS

Amazon Managed Service for Prometheus & 3 #1 [a] # = BE BR

BALAERATER , RiZHAEEEFER Amazon Managed Service for Prometheus # IAM B AT &€
BENELRE,

FH

« REMNFE Amazon Managed Service for Prometheus L ITIER/E

- REIT iam : PassRole

« BAEARTF AWS IKF 2 AR A AR KA Prometheus I 552 5 RS &R

TN Amazon Managed Service for Prometheus F 1T /E
MRBWEERET , RPEEDIITEMRE |, WIE LM EH R AT HRITIZIRE,

X mateojackson IAM AP ZRAFERAEGFHAEETEREM my-example-widget BRIRNIFHAEFE. |
BARMEEN aps:GetWidget HRET , X ELT RAIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFKIKRME , AR ER aps: GetWidget BAEHRE my-
example-widget &R,

MREFEHRE , BHRREN AWS BEER, ENEEARRHEREILEN A,

=il

AN AT iam : PassRole

MRBWE —MEIR |, IBABERINIT iam: PassRole BE , NS MEHREUAF BT ACILES
Amazon Managed Service for Prometheus,

BE AWS B AR AGBRKEALZKRS , MTARCIRMNBRSALIRSHEXAR, Nit,
BB MERRABLEIRSHINR.
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&N marymajor By IAM F /215 A3 & Amazon Managed Service for Prometheus #1117
BER , 2REUT RASER. BER , RELTNEERFASHBEFHNRS ATRITHIEE, Mary T
B ENAGEREEIRFZHNER,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB L F 1T iam: PassRole #&1E,
MREGEEHE  FHRRAEZHNAWS EER, FNEERRRMEZEZIIN A
BB AT AWS kP 2 AW AP 1 RIFEB Prometheus I B & RS R R

FabtlE—1ae  WEEMKFPHAFFEELANARTUERZABKRIGRIEHRIR, &0
DEEH#ESREY , AUEFAC, X TXRHETHRFRNRBERIGEEHEFIER (ACL ) BIRS , BT
i FIX LR BR[O A 5 R T2 1889 FIR AV T3 R X o

ETHRESZER , FZAUATRA :

- ETf# Amazon Managed Service for Prometheus 2 & XX &LIhEE , S Amazon Managed
Service for Prometheus 3{A 5 IAM Bl & /.

- ETHEIMAREXNEHENERFRNERE AWS IKF | HS5 IAM AP EETR R EERE AWS
K 55— 1AM B P R85 R ABR.

- ETHRIMAEE=FREXNEHERAOGRNE AWS KF | BSH IAM AP EETRHNEE=5E
HiFER. AWS Ik

- ETHRIMABERE SORIERBFRNR , H256 (IAM BFERE) PR AET B EAKIERN
AP (BRESH/RRIE ) RHETHRNE.

- ETHRERACNETRRNRHAITERSFRINXE , ESH IAM AFEEFHNEKS EIRE
[

IAM X PR F1 2% B

1A Amazon Managed Service for Prometheus BREFBIBEF BRI, XLE U LM BERPITIRE
MiFE AWS &R , e Rx FEH =R IR Amazon Managed Service for Prometheus #(#&.
LAURER 4 1R ¥ 4015 BSR4 BA Nl 6E ) AWS Identity and Access Management ( IAM ) 1 Amazon
Managed Service for Prometheus 12 & #8217 B B AR , NIXIX LR FHTRF. BEXESZE
B | iESHE IAM PR R FR,
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Prometheus TEX,

REBXEREERE LN FEHER.
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aps:

aps:

aps:

aps:

aps:

aps

aps:

aps:

aps

aps:

aps:

aps

CreateAlertManagerAlerts

CreateAlertManagerDefinition

CreateRuleGroupsNamespace

CreateWorkspace

DeleteAlertManagerDefinition

DeleteAlertManagerSilence

:DeleteWorkspace

DescribeAlertManagerDefinition

DescribeRuleGroupsNamespace

:DescribeWorkspace

GetAlertManagerSilence

GetAlertManagerStatus

:GetLabels
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B®’1E PR & R I BR
¥ % Amazon Managed Service for aps:GetMetricMetadata

Prometheus 1E¥rHY TTEHE
¥ Z At B S B E aps:GetSeries

RREBREESENPENWERASIRZ  aps:ListAlertManagerAlertGroups

o

KRBREESPEXNERYIxK, aps:ListAlertManagerAlerts

REBREESENPENNEWSF SR  aps:ListAlertManagerReceivers

o

KREENNERFEARIIR, aps:ListAlertManagerSilences
K EEH BRI, aps:ListAlerts
RETEXPHANAGEZRPHANSG  aps:ListRules

o

MERITEXAHNA A ZEB R, aps:ListRuleGroupsNamespaces
¥ &5 Amazon Managed Service for aps:ListTagsForResource

Prometheus HRRXEKMIIRZ,

1 RIEMK - 7R Amazon Managed aps:ListWorkspaces
Service for Prometheus T/EX I 53K,

ENMTEXFAENEBREERTE L. aps:PutAlertManagerDefinition
BIEERE, aps:PutAlertManagerSilences
FHUMAEANAGEZEE, aps:PutRuleGroupsNamespace

¥t Amazon Managed Service for aps:QueryMetrics

Prometheus IEFRETEH,
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Managed Service for Prometheus.,

A Amazon Managed Service for
Prometheus &R 7 BELARE,

i Bx Amazon Managed Service for
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IR AFRICREE,
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BRTHEXBSEREE.

EHAFICRKEE,

R IAM KB
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aps

aps

aps:

aps

aps:

aps:

aps:

aps:

HY A PR

:RemoteWrite

:TagResource

UntagResource

:UpdateWorkspaceAlias
CreatelLoggingConfiguration
DeletelLoggingConfiguration
DescribeloggingConfiguration

UpdatelLoggingConfiguration

RO RE T EALGIRNE T BT EERBENRE,

LA 1AM R BE$E T3 Amazon Managed Service for Prometheus BE£ 5 RIARER , XA KX

Amazon EKS £BEHEFEEXREHNIEMHES,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"

]I

"Resource": "*"
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Artifact,
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& , 31 Security Hub #43#,
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RMER , AJUSBBEHEEHEAMER , fitn PCI DSS.
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EH T Prometheus WIS EERZF AT ERERSHEXAE,
AWSServiceRoleForAmazonPrometheusScraper BI2RFSHEXABRE , BN EZEXARNEH , E
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Prometheus £ B RFHIFTE APl BAFHRNEH. HIRNVIAASIEFRE Amazon Managed Service
for Prometheus 2% & #18AFX Amazon Managed Service for Prometheus API #EMRBREA,
MRECIZERBER , WA LAY CloudTrail EHEL & HE] Amazon S3 774 , @3E&EA T Prometheus
NI SHIEERSHNEL. WREREERER , BMATELE CloudTrail BHENBHHLIERPE
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ETHEZ{EE CloudTrail , 52 BAWS CloudTrail FAF 18/,
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* CreateAlertManagerAlerts

» CreateAlertManagerDefinition

» CreateRuleGroupsNamespace

» CreateWorkspace

» DeleteAlertManagerDefinition

» DeleteAlertManagerSilence

» DeleteWorkspace
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* DeleteRuleGroupsNamespace

» DescribeAlertManagerDefinition

» DescribeRulesGroupsNamespace

» DescribeWorkspace

» ListRuleGroupsNamespaces

» ListWorkspaces

» PutAlertManagerDefinition

+ PutAlertManagerSilences

» PutRuleGroupsNamespace

» UpdateWorkspaceAlias

BAOMEHRALCKRBEBEEERERBERNAREE. SOEEEBTEHEUTRR .

« BERIFEABIERERZ AWS Identity and Access Management (IAM) A FEZIEA Ho
- BREFEAACERKEAFNIGN ZEE MR HN,
- EREFHHEM AWS RS K.

BXEZER |, B2 CloudTrail userldentity T3,

T # Amazon Managed Service for Prometheus BEX# % B

BERER—MEE , AFSSH4ERN B EXHEHEEEERN Amazon S3 7%, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , /B XFRWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHRRE , HILET2RE
A4S EIRF EHI .

4l : CreateWorkspace

LU RHIE R T ER1Z CreateWorkspacei®4ERY CloudTrail HE%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
I
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
I
"workspacelId": "ws-12345678-1234-abcd-1234-1234567890"
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
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"recipientAccountId": "123456789012"

5l : CreateAlertManagerDefinition

AR RBIE R T 5E R iZ CreateAlertManagerDefinition ##4EH) CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z"

}
}
},
"eventTime": "2021-09-23T20:22:43Z",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Iwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
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}I

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-

trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {
"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

1~ - CreateRuleGroupsNamespace

LU RHIE R T 5E RiZ CreateRuleGroupsNamespace #4/E# CloudTrail B&% 8,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principallId": "EXAMPLE123EXAMPLE123-1234567890616",
": M"arn:aws:sts::123456789012:assumed-role/Admin/admin",

"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,
"attributes": {

"creationDate": "2021-09-23T20:22:197",

"mfaAuthenticated": "false"
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}
I
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

RERSKFH IAM A€
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#£ Amazon Managed Service for Prometheus # , £ k% A &5 B T&3REE Amazon Managed
Service for Prometheus. Prometheus BR5585 M Grafana fRS5 88 2 R# TR M F BRI FAEN S
==

FREM

AT LS BMERBLE AWS CLI H1 EKSCTL H41TRE.
BERSAEM Amazon EKS £ SRS

EiRBERS AL Amazon Managed Service for Prometheus BEf M Amazon EKS &E& i)
Prometheus RS S5 BEVIEIR , BAMEBEZEEGU T EHNIKF

« iam:CreateRole

« iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

« iam:GetOpenIDConnectProvider

RiB RS A LUEEE Amazon Managed Service for Prometheus

1. FEAUTAARGERNRN createIRSA-AMPINgest.sh B934,
fF <my_amazon_eks_clustername> B N IBEFHNWEH |, HH
<my_prometheus_namespace> E# R &M Prometheus a5 & 2=,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role

SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy

#

# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the OIDC Idp.

#

cat <<EOF > TrustPolicy.json

{
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

RERS A M Amazon EKS £8 B EUEHR
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if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
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# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. ERFHAZENNR , FAWANTHT.

chmod +x createIRSA-AMPIngest.sh

3. B1T M7,

RERSKSH 1AM B BLLERIER

ERNRSKFIRE IAM AR (RS AR ) BUEM Amazon Managed Service for Prometheus TEXZE
WiER , BUTBFRIEFUTNRAKS

* iam:CreateRole

* iam:CreatePolicy

* iam:GetRole

+ iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

®ERRS A & LLE I Amazon Managed Service for Prometheus 845 :

1. FEAUTARBIEREN createIRSA-AMPQuery.sh B34,
<my_amazon_eks_clustername> BN EFHMN B , H I <my_prometheus_namespace> &
¥R IEH Prometheus 58 ZE[E o

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/~https:\/\///")

SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role

SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy

#
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# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE?}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

EOF
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e

unction getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

Create the IAM Role for query with the above trust policy

ERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
hen

#

# Create the IAM role for service account

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
1se

echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already

exists"
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fi

echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN

#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. EMTFHIAMLENNR , FWANLTSHS,

chmod +x createIRSA-AMPQuery.sh

3. B1T M7,
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Managed Service for Prometheus , BB EE X —MED VPC Kin T KRR FER VPC EHE AWS
RS, Z4& T RIBMH T 2 Amazon Managed Service for Prometheus B B] 5, Al BWERE , £E
Internet M>x, PEibutdE#R ( NAT ) SE6I=R VPN iE$#E, EXEZEER |, B2 (Amazon VPC AF
Em) PR AL =2 Amazon VPC,

0 VPC 4i%T = H AWS PrivateLink #2#t#& , EER2—f AWS HEAR | ag#MNEEO ST
IP it S FERAKRTIE AWS RS2 BN ETEERES. BXEZER , BSHEME - EHTF AWS REH
AWS PrivateLink & XZE,

LUTEEHEBAR Amazon VPC AR, BXUNMAFHRAER Amazon VPC NEZELR |, B5H
{Amazon VPC AAF{ER) IR ER.
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Amazon Managed Service for Prometheus ArfEm

4 Amazon Managed Service for Prometheus #1210 VPC KigT =

B #EDO VPC KixT /U LLFF A E A Amazon Managed Service for Prometheus, MU T RS & MK i
TRPHITIER

« com.amazonaws.region.aps-workspaces

R IIRSS B FREN A £ 5 Prometheus 3REM APl, BXEZEER |, 5 H (Amazon Managed
Service for Prometheus AAF$§F) F M S Prometheus AR AP,

* Ccom.amazonaws.region.aps

ERLEERESEHRRPITIEXERES, BXEZER |, S (Amazon Managed Service for
Prometheus FAFF1§R) F B Amazon Managed Service for Prometheus API,

® Note

MREFETEEEGF Internet B9 VPC H{E A remote_write , MXEX 7 AWS Security
Token Service 8120 VPC KixT 2 , LME sigv4 A FiZLwETH R, XA AWS STS ¢
B VPCKIHT RANEZELR , HSH (AWS Identity and Access Management A 15/) &
BIfEF AWS STS #0 VPC KinTi 8. BABUEF AWS STS ®RE N FEAXE L LKHT R

EXELZEE , SEAEED VPC AET RN SR |, 28 (Amazon VPC AFER) FHOIE
BEOLET R

(@ Note

BRI LAMER VPC Kin T L R BESRI2 X Amazon Managed Service for Prometheus #0 VPC
KIETHRAWIER, BXEZER , HSA T,

IR A Amazon Managed Service for Prometheus #8121## 0 VPC AimT R , FAZEERE VPC
PR THEXBHE , RABERT , ERREZED VPC AT K. Amazon Managed Service for
Prometheus FAAHARTARMEZEOLBE TS (R EEFEANKET RNE ) RKINTLHES.

A Sh SN

&3 Amazon Managed Service for Prometheus VPC £ i s B9 17 7]

WA LAER VPC L im T R ERRESKRIZHI3T Amazon Managed Service for Prometheus # 0 VPC i1
REEE, VPC im KRR —f IAM BREKE , BECNES BRI AFEHNERS. NREE
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-Prometheus-Compatible-Apis
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-APIReference.html#AMP-APIReference-AMPApis
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
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Bl [T RM KB , Amazon VPC &5 M i — NERIA KRS | 12%%»1?215&*5’3732175@0 &
HTHRRBET2BSZRNER IAM 2T 501 RBERIRS S ER KB, —NRIHAYRES , AT
Mif ST HE E RS BT T o

BREZER , 5K (Amazon VPC AF1ER) HHEA VPC im L2 XS AR S5 B9 15 R AR

THERZABTF Amazon Managed Service for Prometheus B4 R RBE ~Hl, ZEXBATER
PromUser A& A F &N VPC #1#£Z] Amazon Managed Service for Prometheus R&E& T/EX
FMNA | BFEELIZESM R TEX,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"

LT REIERORER A FRBEIEE VPC FIEE IP #ut N EREI . REHT IP #ut K E R/ X
Mo

{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
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"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
I
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"

E

i

we
”nx
=
N
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HUEHEER

R A LA T &840 Sk i BhHEZE A Amazon Managed Service for Prometheus B8 2 &9 8] &,

£

* 429 il H R HIHY EIR

- REINEENHESR

- REIEXEANEFENEIR

s BBEI-—XERFMEINERERE

« BHYAH Prometheus BRSSE8% HiE H T BR %o
- RN —SBIEZEHEI

429 T H R FIHE IR

MREFBIZECTLAT ROIE 429 £iR , WHAEREER 2B Amazon Managed Service for
Prometheus $XEXEC &,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

MREFBIZECTLAT RHIE 429 iR, WRAEREEREBY Amazon Managed Service for
Prometheus Et&fl , B) TEXPSERIEMRBEN T,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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MR EFEBNRLT T RAIAY 400 5% , MRHALNEREBEZ T LEFEE RS Prometheus AN
BRI RSB, B ox A IRIRERAT B 7 EH N FAER  BSRARMINERZS,

ts5=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1limit: @ global limit: 10000000 actual local limit: 92879)"

A% Amazon Managed Service for Prometheus RS E AR IMAERBARFNESZEE , BSH
Amazon Managed Service for Prometheus R 55 Bt &

KEIEEHFAR

MREERN RS A% Prometheus 4 , MFETE Prometheus 354l £ AR ZRIEEEE HIE
MR, BEXEZELR , HSE X £3% 2 Amazon Managed Service for Prometheus # & A F 4 g 4ri
TEEBIEMBR.

BRESRFENHMARBHET —THITiL,

EE I BREARNEENEIR
Amazon Prometheus £ & RS ZINFIREENTE , HHEAE SN EEAHY a8 B e T B0 — MEAR,

MRBHBIRERIZINFEE , WAL FEIBXRout-of-order samplesduplicate sample for
timestamp, BHI4EiRsamples with different value but same timestamp. iX&LE[RIEE
ERHM[IL % Prometheus HERFREBFENEZFIHRETERERN, MREEANRURER
HIZ1THY Prometheus B , FREBREFREAFERIEHRESRBRESNAN ., MRENER
BERUNEE , BRECINIREEFENE,

EXREITRESREIREF EFNEZIFMEES |, 535 Prom Labs WIBEXE (7 # Prometheus
R EE AT O ut-of-order BHEIZLEIR)
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EEE—RERBIMBRIVERES

(® Note
ERATF Prometheus BYIE B FE & BRSF B M CloudWatch A R IEMRFK IS Prometheus BY&

REEAER. A CloudWatchfE B R ISP ERIIEE , B O LUE#E Prometheus B SR
AER , LABhLE HIN R HI4E 1R

MREFBUTHREEZ— , WA BLERE MEH —4 Amazon Managed Service for Prometheus
BERBRE T, BREZELR , S Amazon Managed Service for Prometheus RS Ei &l o

- BETBAMNAFPRY <#> RS, BHRREERNRSRH
- B TEMERRY <#> HRE , FRRAEEAURSRE
- BT REERRE(...)

« RIBASHRZ(.)RF: '%s'

- BEHTESEEREERE(BHERE: xxx , BRE: yyy)

o« Ei1E MRS IR ENAA BRIk B B K LA SR BR PR 41

- BHTRH, S/ MKFHHERKIERX,

&Y 2 3 Prometheus ARSS 284 BB H 7 R &,

Amazon Managed Service for Prometheus 3 TEX A LAM Prometheus BRS52BRZFWHNBIERIRE
THRFEmETF. EEKRER Prometheus BRF588M Amazon Managed Service for Prometheus &J:H)
WIRE , B LLTE Prometheus IRSEF LZTUTEH, NRELZIMBEZH Prometheus I HEBH T
Amazon Managed Service for Prometheus #IBR#] , M AT LUERIE MMM RS BEE . BXEZE
B, #2® Amazon Managed Service for Prometheus FRESELE

BB A BE1T Prometheus BREZ S8 UE R H HIESI,

BiERR EFANER

HEDEER RS prometheu
s_tsdb_he
ad_series
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-CW-usage-metrics.html

Amazon Managed Service for Prometheus ArfEm

HiERE BEEANES

S RIRER rate(prom
etheus_ts
db_head_s
amples_ap
pended_to
tal[5m])

BNMERB N M NMEEK R ¥ ost-to-least 55k sort_desc
(count
by(__name

—)

({_name___!

ST )

BIMNERRIINIRZE group
by(mylabe
lname)
({_name__!

=""1})

B —ERIExaHI

HTFEMERER , REFLDE Prometheus RERFHBBFEAIRLEEF. TRERTHETRKES
[TRAP=2¢-3:0: 0] -8

& LAE Amazon CloudWatch BREREFHIBENHREMERER, BXEZEER , 55 CloudWatch 18
FRo

Reason BX

greater_than_max_sample_age EF BT I EN BELT
new-value-for-timestamp REEEHANNAES 2LV BB TE
per_metric_series_limit AFEREEMERERRIIE LR
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RAriEmE

Reason

per_user_series_limit
rate_limited
sample-out-of-order
label_value_too_long
max_label_names_per_series
missing_metric_name
metric_name_invalid
label_invalid

duplicate_label_names

a2

AP EEEERRS S IR
FREVER 3 R I
BEARRIEIRFRE |, TR
REEEY RV FRFBR &

AP ERE B NMEFRRARE R I
REBIERBR
RENERBMRTN
RENIRETLR
RENTEENEES

B — LRI AR
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Tagging
FEREH AWS 24 AWS BB B E LB MRS, 841 AWS IREEERA LB -

- R (HII , CostCenter, Environment, Project = Secret ) . HERX 9 KNE,

s —ANMHGEENAEFTER (0, 111122223333, Production REARET ) . BHEIEZEE
ERAZFRAERRER. EREE—H  RZEXDKIE,

XEWEHNRB-EN. BHRZALUEAENSTHEXEE 50 MR,

HREBBTERRAMAL AWS BIR. % AWS [REXZFHRIE , Bt , BALURRE L0 BEAEKT
BRSHER , MIERXEEREMEAN, fitn , BALUSHEBENFE 2L R Amazon S3 F2 EH
Amazon Managed Service for Prometheus T#EX, BXAFIERNEZFER , HSMHIRIC AWS &
o

#£ Amazon Managed Service for Prometheus # , B AFRIZ THEXMANAdr & Z=E, B AFEHE
#l&. AWSCLI, APIHEF AT EGRNXLEFFRRNM, EBMBRITE, RTEIFIIRIR, A4
RIRTHEXZI , BEATLE IAM REFAFERARE | HMmEHHLEATUAEEHSENERRE,

PR PR
THRERTHENERRS :

- BANRRZEZALUE 50 MFZ,

s NTFBMNRR, BIMERBLARE—H , BIMERAEE —ME.
o BRAMRZEEENRN 128 4 Unicode FHF (KA UTF-8 =)

. BAFEEKEN 256 4 Unicode £/ (A UTF-8 1),

- WMREWIRCHREXNZN AWS RFNERFEA , FieBHERFZUEXN A TFEANFZEERS,
BEATCEANFTHASETA UTF-8 AKX THFE, BFNZERE , URUTFERHF . .. +=@ _/
-(EFH)

- RERNEXDANE, REXKRE , REMNARSNREHEME RRER P — it K% KEK,
Flin | REREMFA Costcenter, costcenter 5 CostCenter , AR REXNFIEHRZERER
WAE. BRNEUNEESATR —BIWRMILE,

« BAEMEA aws:. AWS: EMAEHIELSE (Sl , BREMER ) . ©IREM AWS £
Mo BT ERBIMBRF LI RNRERTE, ERLIENIFTETIT AN RFENREHRS
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£
- FIETHEX
« tRiCHNA A M

FRiIETHERX

# A A E 2 HHY T4 E Amazon Managed Service for Prometheus TERXBFRZ,
F&

o« [ TEKRIFE

- EETEXHFRE

- REIEXHIRE

- NITHEXPHIBREE

[0 TEX RN INRZE

73 Amazon Managed Service for Prometheus TAEX R INAREH B T AR IR MA LB AWS FIRH
EENXERFENFR. B , N TEXRIN—IRNZMREL (BEX ). BTHRER , B bl6lE
IAM FEERBBXERSEEN TEXKWIGR, B AERAEG A5 AWS CLI [ Amazon Managed
Service for Prometheus TAEXFMIFE,

/A Important

B TEXKRMIRE RS MN Z TEXNHER,. A TEXFMREZH , BELEERER
FEAEAT IAM SR B B] B PR AR 2 SR A2 X4 B IR AY 15 7]

B X1EBE Amazon Managed Service for Prometheus TEX AERNGENESEEL , B2
BITEX,

e

- MIEKFMIRE (EHE )

« [ETHEXRMIRE (AWS CLI)
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B TAECOR AR (#2514 )

& 0] LA F#3 %) & [8 Amazon Managed Service for Prometheus TEXFIN— N S MR,

1. #TFF Amazon Managed Service for Prometheus ###I1& , M7 https:/
console.aws.amazon.com/prometheus/.

2. ESMERP  EREXEER.

3. EEmMBEIEKX.

4. EREEENIEXHIEXID,

5. EBHRZLETF,

6. MR RME Amazon Managed Service for Prometheus TEXRIMEMFE | EERCERE,
B/, BEREERE,

7. TEKey(B) %P , MARKHEI, BALIE Value (f8) R IMNTIENREE,

8. (Wit ) ERMEMIZRE , IFHEXIER Add tag (RINIRE),.

9. BMTEHRER , BEERFER

[ THEXR AR ( AWS CLI )

REBLLT S BEH AWS CLI 8 Amazon Managed Service for Prometheus TEXKFINIRE, EES
BIEXAIEHRBNGRE , BSRIEITEX,

EXELSED RIMBREECLEZTHRAN AWS CLI RKEEFHEYEIRA, BXEZER | 5
¥ %% AWS Command Line Interface.

LR BITIE1T tag-resource F , BEENHBINFEN TEXH Amazon BIRE R

(ARN) , UREFMOFENRE, BAUETEXFMS ML, flm , EAFMIERIZE RN
My-Workspace B Amazon Managed Service for Prometheus TEX , —MRERHBE N Status , #R
ZMEN Secret ; B—MREREN Team , FrEEN My-Team :

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring
--tags Status=Secret, Team=My-Team

MRRY , ZH T TEEEAAR,

6 TAEX R iipRes _


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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EE THFEXAIIRE

PR A LAE B AR AR EH AWS BRIFAEEXNHMNGR. BXFIERBNESEFER , FSHARKIC
AWS &R,

& & Amazon Managed Service for Prometheus THEXHHRE ( 2H & )
BALAE R E A EE S Amazon Managed Service for Prometheus TAEX XEREIFRZ

1. $TFF Amazon Managed Service for Prometheus ##|& , Wit https:/
console.aws.amazon.com/prometheus/.

HESMERT , EEREER,
EERE TEKX,

EREEEN THEXHTHEX D,
ERERZIERTF,

o K~ w0 b

& & Amazon Managed Service for Prometheus T/EXM#RE ( AWS CLI )
AR TS RER AWS CLI EF TEXH AWS #5E, MRERFMFE , NREIMFIR A ZE,

ERIRRBTITH |, 1217 list-tags-for-resource I H. HliN , EEFEITERXPHSRBMRSEIER , &
WATA TR E

aws amp list-tags-for-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring

MREY , ZHTREXRBUATHENEER

{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
mEIEXHNRE

BALUERE THEXKRBRNREE, SUAUEIIRERNEN , XS THRINREFERATE
PRAIAR R R BRI — DN R R AR
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/A Important

"% Amazon Managed Service for Prometheus TEXMIARE I REA T MIXT 1Z TEX K514,
FEBRIEXHRZEN () REZH , BSLXEFREFEMEM IAM REETEEFEARSH R
WEREHNFIR ( ME#EE ) BiHE,

%% Amazon Managed Service for Prometheus THEXKIRE ( #5454 )
IBAILAE i ) & 485 Amazon Managed Service for Prometheus TAEX XBXEIFRE

1. $TF Amazon Managed Service for Prometheus #2%|& , Bt} https://
console.aws.amazon.com/prometheus/,

ESMERTD  EEREER.

EEAATEX,

EREEEN THEXHTHEX D,

ERERZIERTF,

R b R At TEKRIMEMRE | HRFCERE, BN , FREEERE,
7 Key (8) # , MARENEN. BAILIE Value ({B) HRINATERNIREE,
(AN ) ERMEMRE | EBROEE Add tag (FINPRE).

ANERER , ERFEFER.

%% Amazon Managed Service for Prometheus T/EX#IFRZE ( AWS CLI )
BRBUTHSRER AWS CLI kEM TEXNIRE, SUUERABTRNES RTINS — MR,

EL R BITHIZIT tag-resource i , HIEEEEFFEM Amazon Managed Service for
Prometheus TEXH Amazon BIREZF ( ARN ) URFZRIIZEE :

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspace/IDstring --tags Team=New-Team

M TAEX A i BRER

IER LA BR S THEX KRN — P RS MRE, BIEBRIREFT2MNGSZIRE R E M AWS FR 5 M BR 1%
R,

M I AE X o BR AR EE 203
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/A Important

M Amazon Managed Service for Prometheus T/EX il BRIFE AJRE S FMRT Z THEX K 5
Al MNITEXFRBRFEZE , BFHVEERTEFEMEM IAM KB A REFE AR SRR ERE
IR ( EEE ) BiE,

M Amazon Managed Service for Prometheus TEX Al BRIFE ( $2HIA& )
A A ARG A BRI EN TEX 2B XEX,

1. #TFF Amazon Managed Service for Prometheus ##1& , Wit h https://
console.aws.amazon.com/prometheus/,

ESMBERSD , EREXEER.
®EME IEX,
EREEENITHEXHIEX D,
EFRRZIET R,

i%£$# Manage tags ( BEHRZ ) .
REIZMBROIRE | EEZEMER.

N o o bk~ w0 b

M Amazon Managed Service for Prometheus T#EXMIBR¥EZE ( AWS CLI ) o

WITUATHE] , £ AWS CLI ATEXHRIERIFE . BERIREATRGEMER , MARARBIBRREN T
X Z E K K ER.

@ Note

n RIEM BR Amazon Managed Service for Prometheus THEX |, MIFF A #RE < B &R M B Ml BR
N TEX MR, SEFERRIEXZEHBRRE,

FEAR W T 1THIZEIT untag-resource I H , HIEEEBRRIFZN TEXE Amazon BIRE
( ARN ) AR EMBRNFENIRERE, B0, £ 7 My-Workspace B TEX iR EEREHE
Status BVFRZ :

aws amp untag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring --tag-keys Status
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MR, ZH ST REFAART. ERIESTEXXBENIRE , HIZ1T list-tags-for-resource i

PRICHLIH a5 & 22 (A

A E 9 F RS 24 E Amazon Managed Service for Prometheus #1II4H 5 & Z2 (8] B9 FR o
£

o [ 4H A5 A Z2 B R INAR

- EEHNA SR ZEBNIRE

- GREANAEREZENIFE

« ML fip 7 ZE (8] 5 A BRAR

[ 90 1) 46 2 5 Z2 B A8 DN AR 25

[@ Amazon Managed Service for Prometheus #i U 4H @5 & Z= [E R AR A B T EAR IR A LB AWS
BRAEENXLERRNAE, B, ARUAGEZRRMN—IRLZME (REXN ). BTHZ
&, BRLEIE IAM REESRBREIXLEREEEN ZmBZ /NN, BAERAZRG A AWS CLI [
Amazon Managed Service for Prometheus #LJIJ4A &5 & Z8 [BR INFREZ,

/A Important

EANAdr & ZRRNFZ ALY ZANARTBZZEENER. ERREZH , BHEHS
BEEREEEEM IAM K EE O 8568 AR SKIRHI3S B IRV 1

BXEHBRANAS B EHNAELTFIFENESELR , B SR H,
£33

- EANEAHREAFIEE (A )

. EHNAHHZEEFIARE (AWS CLI )

BANE S E EEF RS (2514 )

& 0] LA F#34 & 8] Amazon Managed Service for Prometheus # 0 4A &5 4 Z& (8] 75 il — N =R 2 N5
=%

pSyago)

FRIZHN A 65 7 Z2 (8 205
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1. #TF Amazon Managed Service for Prometheus ##1& , Mt 7 https:/
console.aws.amazon.com/prometheus/,

ESMBERSD , EREXEER.

®EME IEX,

EREEENITEXHNIEX ID,

EFRANEEET R,

ERTETREMNSINRA , ARERRE.

FRFROERE, RMFIRZ,

£ Key () & , AW EN. BALE Value () FRMAENFEE.
( Wik ) ERMETHRE , BEROERFNFRZS,

0. AMEHFRER , ERREFER.

= © ® N o o b~ 0D

[ H U 40 7 & ZE [ER INFR S ( AWS CLI )

J’EﬂﬁJ«XT*ﬁ%ﬁFﬁ AWS CLI [@ Amazon Managed Service for Prometheus # 48 &5 /& Z2 (8] 78 NAR
o EECIEMNAGEZ RN EQERMNFE | BSH N EE X4 E%F Amazon Managed

Serwce for Prometheus,

EXESED RIMBERECLEZTHMAN AWS CLI SiIEEFHEYHai A, BXEZER , 5
¥ %% AWS Command Line Interface.

ELIHR M TITIZ1T tag-resource i H , BEEEZENH RIS HIHN A a5 A ZEE B Amazon B IRAE PR
(ARN) |, URERMOIFZNEBNE. SUURRANAGEZERNBMRE, #HAtHHHAHHRHIH
My-Workspace # Amazon Managed Service for Prometheus ############ Status###
## Secret#########l Team##### My-Team :

aws amp tag-resource \
--Iesource-arn arn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name \
--tags Status=Secret, Team=My-Team

WRRY , B TOREEMAE.
EENNHanE = RIS

PR T SR B EAR ARG RSN AWS FRAEER NN, BXFIIERNELEL | BSHFE
AWS &R,
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# & Amazon Managed Service for Prometheus M NI4A &5 & = EBARE (#2515 )

A L E R 5 A EE S Amazon Managed Service for Prometheus #1 I 4A d5 % 28 (A < BRI AR K

1. #TFF Amazon Managed Service for Prometheus ###I1& , M7 https:/
console.aws.amazon.com/prometheus/.

ESMBERT , EEXEER,
EEE X,
EREEENIHEXHNIAEX ID,
EEANERIETF,
it R

2

& & Amazon Managed Service for Prometheus T/EXMHRE ( AWS CLI )

RELLTSBRER AWS CLI REFMNA S ZEA AWS #r, MREARPMIRE |, WIRE K 5 &R

HELWMAMTITH |, 1517 list-tags-for-resource @i %, fli , EEFMNA S = RNV RMIRE(E
Bl , EHATULTRAE

aws amp list-tags-for-resource --resource-arn rn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name

MREY , ZHTREXRBUATRAETNER

{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}

YREEMLIN A o B 2R VARE

BRI NEREMN AR XKNOIREE, SBEATUEIRIRSRNET , XA THBRZ AR+
£ A & HAMEE N ERI— N TRNIRL,
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/A Important

REANAGEZRANFEARAZENZGEZRANTR. FERRNFREEN (8 ) IE
ZB , BELEFREFEEM IAM KB AT AE6E A AR AY R S E SRR 53 B IRAY 15 8

“m%8 Amazon Managed Service for Prometheus L NI4A @5 & ZEBINARE (#2515 )
BAILAE A1 4 & 485 Amazon Managed Service for Prometheus #LIIJ4A @5 7 28 18] X EXBI AR,

1. $TF Amazon Managed Service for Prometheus #2%|& , Bt} https://
console.aws.amazon.com/prometheus/,

ESMBERT , EERZEER.
EEMAE ITEX,

EREEEN TEXMNIEKX D,
HRANEERIF,

3% 5 B 72 (8] B9 B o
®EREERSHRINFRZ,
EERNERENE , BAERATE.
ERMECHE , TERRNFRZ,
10. AMMBETREE , EBREEL

© © N o a0 bk~ Db

%%%E Amazon Managed Service for Prometheus HN4A #5 & Z=[E KIARE ( AWS CLI )
BERUTSERER AWS CLI REHANAmAEZRNIRE, BUUERNEREANESRRMNS — MR

FELIRR W TITHIZEIT tag-resource T , HIEEEEFIFZH EIRMN Amazon BIREH (ARN ) B
RIrERMIREE

aws amp tag-resource --resource-arn IN:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tags Team=New-Team

AL 4 a5 4 Z2 (8] AR ) BR AR =5

&R LA BR S A 4H 7 B Z2 B RER ) — N Z MR, BIBRRET 2 MNEZIREXRBKRHEM AWS RIR
R BRI AR

AU 4E 65 5 Z2 8] R A R AR AE 208
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/A Important

W BR BRI AR L A RE S LIMXT Z BRIV TR . MBRFRBRIRLE 28, BSLEERBFER
fa] 1AM SR T BEGE FR PR RY RS ESRIZHIN BIR ( M7 RE R ) AV ISR,

filB% Amazon Managed Service for Prometheus #NI4A &5 & ZE B F RS ( #BEH A )

18R] LA P 422 1 £ T BRAR 25 R0 A0 ) 41 6n 5 Z2 () o2 [B) 9 R Bk

1. $TFF Amazon Managed Service for Prometheus #2#|& , Bt https://
console.aws.amazon.com/prometheus/,

ESMERSD , ERXEEMR.
EEMAE ITEX,

RREEEN TEXHNIEKX D,
AN EEET R,

EFw B ZEENER.

1% Manage tags ( EEHFE ) o
EEM BRI/ | EEFMER,
TRE , BERREEYR.

© © N o o K~ w0 D

I B%k Amazon Managed Service for Prometheus H1MI4H &5 & Z= (8] R IR ( AWS CLI )

A LARBULT S BRAEA AWS CLI WA a5 & ZE 8 R BRARE . Ml BRIRZS H AR M BRI |, T R 2 M
BRE FH N 4H 65 2 22 8] 2 [ 19 < BX .

(@ Note

I RIEMIBR Amazon Managed Service for Prometheus M NIA & Z= 8 |, N FF AR S KB ERT
MEM BRI & 2= R IER. ETTFEER RS 2= R Z 8 BRIRE,

ELFRR A TITHIZTT untag-resource i H , HIEEEEBBRIRSHHN A 5B Z=HEA Amazon BR
ZF (ARN ) AR EBRORSHIRSE, §li0 , 87 My-Workspace B THEXFHIBREGHRZE
Status HIFRE

MHLI 4R 1 & 22 18] R A BR AR 209
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aws amp untag-resource --resource-arn rn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tag-keys Status

MR, ZH ST RETARNS. ERIESFRXKNIFE | 51217 list-tags-for-resource 5,
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Amazon Managed Service for Prometheus BRS5 B &

LLREAAE D NB T 5 Amazon Managed Service for Prometheus #8355 #9 &t 811 R &l

AR 55 BR &

Amazon Managed Service for Prometheus FIPREI I T, &EA T Prometheus B B IE B ARSI
{5 A R IR RS 12 Prometheu CloudWatch s B RERAER. A CloudWatch B IR ISR ER
Ihee , AT LA 2 Prometheus W BRFMEAER , SAR L HIBRFI4E IR

EETNENTHFEXNERK , TRFELEEIFREMINSEEAEFR | B0 TEXNERRS, 84T
FEXHRNENEN TEXVRERE KD,

X TAAA T RARESH , &0 DUBE IR AT EE S A Y S5 5 508 T 15 3K 18 11 BR & Sk 1 R 18 S PR AR

BN ITHERIERRIIRFIRISNAN, BRESEE , BERMAERRT, M THEZEAIFRE
BENFNM TEZEHBIMREADAEERS THEEREIN TEZENEE. RRXESEER , F5H
IZE%IH:XXAEO

@ Note
BRIEZAULE , BNXLERFERTENTERX.

B BRiAE I
1l
=
SMTERAETRBOEDENRE  SIEZRNHX  F SITEREATHEY
2 54 E IR R
S THERIER RS SAXBNES: £ S TERHEERR
% 2 /MR 1000 77 SIHE. MREHE 2 /)
0 RIPIRE T A, MR

A FTIEBRRS. BE
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30 ZHEERER B3
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B ERAE Cl) iR
1
S
EREESIENNHANERRESEK BNMNEXZHFNX b3 EHREEREN XM
2\ 13 : 1000 FEIRRESENZRAK
/N, group_by I ENMRE
EHASHNEUE-IRE
4,
EHREERE NG KN BAMNEZHFHX B EREEREN 4R
iﬁ :1MB j(j(lj\o
EREESFRTNEREREFT AN BMNEZHFNX B BNMNIEXERIRER
1% : 20 MB RERNERAERARAK
N BRAPBURTIRE
FER
BIREEEPHNER BMNEZEFHX = BNMNTHEXHRAEREE
1 : 1000 HERHNZABE.
HA BEREREEFF BMNEZEFNX B HA BRS8NI
1§ : 500 Y X 5 B Ay B 2 IR BRIV B
REFHH,
BN TEXHREZRIE K/ BMNEXHEFHX = BN IEXESR —IK3E
5 : 100 A 1 o ] U AR B KB AR
o
BN ITHEXHEREIRE BAZENXE: = BN EXBURIERHE
17 AN AERELR,
BiREEIRTE LU RYHDFIH N B BN ERENKX = BIREESRE L4
i3 : 100 AL B B KRB E
FREKX/N BAZENXE: & —PNRIEZHFEIRE
7KB MREENFTAKAEKR
N
AR5 BRER
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MBRBEENREBI 2 EHEMNFRZ , Amazon Managed Service for Prometheus £ BE& & BEE
WBMENTEEZRE , MERRENITEARTRLTFERS , TEIENES., B2, R
B E 30 BB EEENTRE , NAsERERS. NEERESH , Amazon Managed Service for
Prometheus Z 1L MNE 2z 81 5EEKET B R SIRI AR 43 A LB |, BB N EE,

@ Note

EBEE AN &R/NEERN 200 7, HENFIDT 200 FTEHZE RS,
TR HEBRIABE , &R AR NPREA

REIRAE

& AT Prometheus WL G E RS BIBEBELFNRERIISENTEZRANRNE. XEBTHR

BIEZEEMtRE, MBERBY TRE , fRIF/E CloudWatch f§#rDiscardedSamplesh & ( FH
trate_limitedBEE ) ., BALAEA Amazon CloudWatch ¥iZEHERINE | HEIREIR , £FE

FREIRFIE @EEHER. BEXEZER , HSHCloudWatch $5#F.

AT Prometheus ML S FEEIRS MR T EFHEBEEERCIEIRS, EALEE , oK/
BE—IMEERERENTHENFHEE. FEBTPHATRERAREEEMLED HIRIRE,

RENBNMNBEFLBLNFERBEDIBR-ITH. IRENFERADN (BNMITEZEANERRAK
/v ) 9 1,000,000 , MY THEZ2(E) A LAFE — D EH AR EE 100 TABEEHA, IREFIHHFRET —
B, ERXIRE , ART2BRIEMER. HUBEFIREEF.

GHBAREENEEAESR, IREEEERTESARE  WESPRERM-—ERENSIE , ER
HEFBRARE, WRZESERIENEEHE , NelHEER. ZRERHANKTHRETEBEIER
AHE, BEABENI A EXZHENTEZEWREUEXRRFIKIZRE, NEFESNDTEZEWIRIERIER
BN 170,000 , MFEBHFTEER IS 170,000 MU,

MREH TIEZ B — 4 IRER T 1,000,000 MNRIEHEAR | NEMEEELSIEEVIESHE, A

&, ZEEBEY IR 170,000 MH , EXIEKAREXE 1,000,000 M, MBREHTR
B, W2 el 2R FERRE 6 WHAIMEIHEARE,

(® Note
BERAEEMHLEERY, IREF 100 4MNTHART , HEXETEE 101 MERWIER |
N AN R EGHIEL , W E# Prometheus TERSZ T IEZ I ER,. MREBEEREWE
2 NTUEERESEE (FARDMHREELE —BRFEE ) .
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BEFEINEERMEAZEEN TEZAMAIUREESHIEFA . B0 E S BN E F6 Rat 6
AXETHE, IREVAERATESE  WEEBLTEAEIEZARE, flM , WREERF#ESE , I
A LA RE 170,000 MEHEE, AELHEEBYRENEEFEDT 170,000 &t , FEESEE
ENERIFZARE,
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- BE 1 PERIERE RS IEL RE.
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AP| &

AE 95 H T Amazon Managed Service for Prometheus X&) APl REFMBIFELE .

BRIXLE API BERERS, HREM API EREMANVES , HZ (Amazon Managed Service for
Prometheus FAFF#8/) FH Amazon Managed Service for Prometheus FRZS BL .

FA
 Amazon Managed Service for Prometheus API

« 5 Prometheus 3#Z& i API

Amazon Managed Service for Prometheus API

EA T Prometheus W S T E RS IR API 2 | AT RIEMLEH M Prometheus TEZEEIK
TEBEERS. XSFEIEZ=E, MEES. BREESRENL, ANA, aRZ=EMEEICEN AP,

BXEAT Prometheus NI LB IEE RS APl NiFAES |, FSHEERT Prometheus B9 57 1
ERS APl %,

f5EH T Prometheus WL 5i# it E RS & SDK BL& A AWS
AWS BT XEH (SDK) TRATEZRITHEREIES. B SDK HEMH— API, KRBRAIFIX

B ETARARCAECHELESHE AVS NARF, NERESHHNRETFATEGNT
BFi% , 5 AWS FRARFL AWSHHF X TE,

© FETEARS

RNEBWESERT B P EANSIRAN SD AWS K URF[AE 4 SDK , H4F SDK FRiE&
o AWS FATEGHBIRERHNISENINEUARZEEN.

5 Prometheus & H) API

Amazon Managed Service for Prometheus X #5L T5 Prometheus A/ AP,

BXBEAS Prometheus BH API WEZEER |, i85, A5 Prometheus AH APl #1TEWH
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RAriEmE

F

CreateAlertManagerAlerts

CreateAlertManagerAlerts B/ THEX H I EER,

B

CreateAlertManagerAlerts

DeleteAlertManagerSilence

GetAlertManagerStatus

GetAlertManagerSilence
GetLabels
GetMetricMetadata

GetSeries
ListAlerts
ListAlertManagerAlerts

ListAlertManagerAlertGroups

ListAlertManagerReceivers

ListAlertManagerSilences

ListRules

PutAlertManagerSilences

QueryMetrics
RemoteWrite

B HTTP zhiA :

POST

BMH URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts

URL EHSH :

alerts HRHA , HPABIMHRAR—NEHR. ATREHRNRIRH,

CreateAlertManagerAlerts
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{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
EIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
.
"annotations": {
"summary": "this is a test alert used for demo purposes"”
1,
"generatorURL": "https://www.amazon.com/"
}
]
IR B2

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

CreateAlertManagerAlerts 219
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Content-Length: 0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

DeleteAlertManagerSilence

DeleteSilence MR — MNEIREE 2R,
B HTTP 317 :

DELETE
B¥H URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EWSH : &

RPIER

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence 220
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GetAlertManagerStatus
GetAlertManagerStatus REBXRBREEB[RSNER.
B HTTP hiA :

GET
BE¥H URI :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHSH : &

ROIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

7451 W) L

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n

follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:

\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-

GetAlertManagerStatus
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west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
},
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence KERAEX—NERBENWES,
BRH HTTP 3hiA :

GET
B¥H URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EHWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerSilence 222
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"id": "d29d9df3-9125-4441-912c-70b0@5f86f973",
"status": {
"state": "active"

iy
"updatedAt": "2021-10-22T19:32:11.763Z",

"comment": "hello-world",
"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

15
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels

GetlLabels RER E SR F 5 REBEKHRZ,
B HTTP 3hid :

GET, POST
BMH URI :

/workspaces/workspacelId/api/vl1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values It URI X Z#F GET i&
Ko
URL EHISH :

match[]=<series_selector> EEMNFYIEFEF[/SH , AT EBRENPEERIBEMHFS,
Alik,

start=<rfc3339 | unix_timestamp> FARTEIE, ik,

end=<rfc3339 | unix_timestamp> £&ReTEIE, Ak,
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/workspaces/workspaceIld/api/vl/labels Y RHIFER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1

Content-Length: 0O,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/v1l/labels #7450 5z

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": '"success",
"data": [

__hame__",
"access_mode",

"address",

"alertname",

"alertstate",

"apiservice",

"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",

"area'",

"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",

"boot_id",

"branch",

"broadcast",

"buildDate",

GetlLabels
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/workspaces/workspaceId/api/vl/label/label-name/values Y RHIFER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/v1l/label/label-name/values K740 5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata BERFEEXRHUFEEMNBEFRFPNMEMNERN THE. ETERETMERE
B,

BRERNBBEDBIE-—INRAK , HPEIMRR - ENRER , SMERE—NWTHEIRN S
x® , EFRBHRPHNZERERLT.

BMH HTTP 3hiA :

GET
B¥H URI :

/workspaces/workspaceId/api/vl/metadata
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URL B :

limit=<number> EiRE M & K.

metric=<string> Bk THFENERER. URFERENZE  NRRABERTHEE,

~plE R

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: @,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

1,

GetSeries

GetSeries RIFR RERFEIRZ L ICE MY A EF 515K,
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BEMH HTTP 3hiA :

GET, POST
B¥H URI :

/workspaces/workspaceld/api/vl/series
URL EHASH :

match[]=<series_selector> EEMNFIEERSH , ATERERENFS, HMEDREM
— A match[] &%,

start=<rfc3339 | unix_timestamp> FAR A&, A&

end=<rfc3339 | unix_timestamp> £RATEZ, Tk

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400'
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) L

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

"status": '"success",
"data": [
{

__name__": "node_cpu_seconds_total",
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iy

ListAlerts

app": "prometheus",

"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": "node-exporter",

"cpu": "0Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",

"release": "servicesstackprometheuscfl4a6d7"

__name__": "node_cpu_seconds_total",

"app": "prometheus",

"app_kubernetes_io_managed_by": "Helm",

"chart": "prometheus-11.12.1",

"cluster": "cluster-1",

"component": '"node-exporter",

"cpu": "Q",

"heritage": "Helm",

"instance": "10.0.100.36:9100",

"job": "kubernetes-service-endpoints",

"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",

"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",

"release": "servicesstackprometheuscfl4a6d7"

ListAlerts R R THEXH HEIL TEDRSHER,

BMH HTTP zh1d :

GET

ListAlerts
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BMH URI :

/workspaces/workspaceld/api/vl/alerts

RIE R

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": '"success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
},
"annotations": {
"message": "message"
.
"state": "firing",
"activeAt": "2020-12-01T19:37:25.429565909Z2",
"value": "l1le+00Q"
}
]
.
"errorType": "",
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"error":

ListAlertManagerAlerts

ListAlertManagerAlerts REBXTHEXEREERP Y IMENERNESR.
BRH HTTP 3hiA :

GET
EHH URI :

/workspaces/workspacelId/alertmanager/api/v2/alerts

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) L

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",

ListAlertManagerAlerts
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"receivers": [

{

"name": "sns-0"
}
1,

"startsAt": "2021-10-21T722:02:31.5017",

"status": {
"inhibitedBy": [],
"silencedBy": [],

"state": "active"
},
"updatedAt": "2021-10-21T22:02:31.501Z2",
"labels": {
"alertname": "test-alert"
}

ListAlertManagerAlertGroups

ListAlertManagerAlertGroups RERZTHEXEREERPHRENERAIR.

BMH HTTP 1A :

GET
B¥H URI :

/workspaces/workspacelId/alertmanager/api/v2/alerts/groups

URL B :

active B/RfE, MEN true , MRENFIRSIHENER. MIAMENR true, Tk
silenced H/RIH. WRHA true , NREMNFIRTIEBHRER. RIAMEN true, Wik
inhibited 7R, MRNR true , MIREIW FI R SIFMFIVER. FRIAER true, Wik
filter FREHAE, ATMABERNVTERSIR, Ak

receiver Fff&H, EEK G UMEERNENREN, Ak

RIER

ListAlertManagerAlertGroups
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GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{
"name": "sns-0"

}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {

"inhibitedBy": [],

"silencedBy": [1,

"state": "unprocessed"
.
"updatedAt": "2021-10-21T22:02:31.501Z2",
"generatorURL": "https://www.amazon.com/",
"labels": {

"alertname": "test-alert"
}

ListAlertManagerAlertGroups
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}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}

ListAlertManagerReceivers
ListAlertManagerReceivers BERREXEREERPHRENIZERFNER.
BME HTTP hiA :

GET
B¥H URI :

/workspaces/workspaceId/alertmanager/api/v2/receivers
URL EHWZH : &

RIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences BHERZFXREIEXFPEHENERFRNER.
BRE HTTP zhid -

GET
BEMH URI ;

/workspaces/workspacelId/alertmanager/api/v2/silences

ROIER

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

451 W) Rz

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b@5f861f973",
"status": {
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"state": "active"
.
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"
}
1,
"startsAt": "2021-10-22T19:32:11.763Z"
}
]
ListRules

ListRules ®REFXTHEXPEENANBER.
AR HTTP zhiA :

GET
BMH URI :

/workspaces/workspaceId/api/vl/rules

RPIER

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

7451 W) L

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
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Content-Length: 423
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json

Server: amazon
vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@0m:1m]))",
"labels": {3},
"health": "ok",
"lastErroxr": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.4295659097",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
.
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences R{EQIEFNBIRBRIENINENERER.

BMH HTTP zhiA

POST

PutAlertManagerSilences
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BMH URI :

/workspaces/workspacelId/alertmanager/api/v2/silences
URL EHSH :

silence R TEBERHINR, BT :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
~ElE R

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

{
"matchers": [

{
"name":"job",
"value":"up",
"isRegex":false,
"iskEqual":true

}

1,
"startsAt":"2020-07-23T01:05:36+00:00",
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"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics EETGE AT R KR — AT R A ENat &,
BMH HTTP 317 :

GET, POST
BEMH URI ;

/workspaces/workspaceId/api/vl/query Bt URI {48 NatiE) S A BN &Eif,

/workspaces/workspaceld/api/vl/query_range It URI iF{h—EXBt B N AV BN &Eif,
URL EfISH :

query=<string> Prometheus RAXEWFRFH. £ query M query_range FEMA,

time=<rfc3339 | unix_timestamp> ( Ali%& ) MREXN LN E KB ERFEA query ,
UUpRER EL:NLETE S

timeout=<duration> ( A ) IF{h#EER . BRIANEL -query.timeout FFEMERN LR, £
query # query_range HfEMH,
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start=<rfc3339 | unix_timestamp> MREFEMA query_range EH—ERATESEE , MR
FriRetE .

end=<rfc3339 | unix_timestamp> MREMEA query_range B —ERAFESEE , MR
RNIETE S

step=<duration | float> duration KXW EHHFE NI K , HE R float B, NEEE
A query_range E—ERESEEMNER , AN FHRHEXEARSLEN,

Duration

5 Prometheus #Z& M APl F# duration 2— /1" ¥%E , FEHZEBRUTENZz—

ms Z#
s ®
pakci
h /N
d X, BiR—XRHBL =R 24 /It
whi , RR—BEBRER7
y F, BRIR—FHRER 365 X

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

50 B

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json
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Server: amazon
content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3,
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite BELUFRERIFIEIRM Prometheus BRSE8B AIZFE URL, BE , BFERAMEER
P (140 Prometheus BRSS88 ) SkiA A ILIR A,

BMH HTTP 1A :

POST
BMH URI :

/workspaces/workspacelId/api/vl/remote_write
URL ES K :

T

RemoteWrite ENENEMW 7 FMMER | RAREA/NR 100 FTMER,

RIER

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "@real-dataset.sz" HTTP/1.1
Authorization: AUTHPARAMS
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X-Amz-Date: 20201201T193725Z

User-Agent: Prometheus/2.20.1
Content-Type: application/x-protobuf
Content-Encoding: snappy
X-Prometheus-Remote-Write-Version: 0.1.0

body

(@ Note

BXREREEZL , BSRAMEHRXENL , MikR : https://github.com/prometheus/
prometheus/blob/1c624c58ca9341618be737b4995e22051f5724c1/prompb/
remote.pb.go#L64.

50 B2

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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