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® Note
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® Note
YRATLAE FIAPNSs[E iOS &% ( 20 iPhones HiPads ) LAK macOS &% ( i Mac £ic &
BNAM AR ) L8 Safari X HEEFEEHEE,

- BE=HIE
- WO#iE%& M S (ADM)

R AWS &L AP JHE#IE

R ERARBRSHRNENFTEAR , Tie2BEIEFECLI, EEAPL,
WO AERALTARAEERE AWS L HFEHEHIE

AWS R AP EEHEEESFS

ATAEMEE AWS RLRAFEEHIAR RN Web FH, MEESEM AWS K, W ATLAMIG
| AWS 4 A FE R ARSI S AWS Management Consoles

AWS Command Line Interface
EA ST shell FAHTSE AWS RESFHITRE, £ AWS Command Line Interface

Windows, macOS # Linux E#X &, BXxEZEE AWS CLI, 52/ (AWS Command Line
Interface AAFFIERE) - BAILE {(BHSE) FKE AWS BLRAFEEHIEZAWS CLI 5,

AWS SDKs

MRRR—BHRUFRAR , EERERARKEESRKEENAERF , APIsTARETHTTPHIER
B3R, FAWS BEFEHTTPS, RAIRE. HEMEMHER, XEFERMRT BIRNTESHERIY
B, Bl ERH#TMBALSR, ERFRMLABEHEIRBLA, IENREPTRESENANHR, F
XEZEE  FEHATHE AWS EHITHENTE,

X157 A %

AWS RELRAFEEHIEE AWS XiF E46E, BN, IR AEMNNS MK #EL, E80XiEH
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ENRNMBEEREE—E, XETHXKSATRUFEESHTAMNTRYE | BARERTURARE
R D HER
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
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wiE— AWS Ik

AR LAE A 28] AWS A AP EEHIEER SN NARF RS HIZBA , BH4MEIRE AWS K-

REEBHNIAMRR, % AWS IKF Bl BUA TR EABIRSS AWS £ R 5.
ES ]

o SEMFREL AWS K
- SIEEAEEIHRINENAF

SEMEREL AWS Tk
WMRREET AWS IKF | BERATETEREREIE—1,
EE AWS K

1. $TFhttps://portal.aws.amazon.com/billing/E AR
2. ZEBR®LMNHBAHITERE,

FEEMES , RER—ERE , ERXEAREREMA —TRIESE,

HEREME AWS IKF , —N AWS IKF R AT E 8. root A/ AL RIFAEAA AWS BRSS M
RKFHRNER. FAREREXR , BARFIEEEHRNE  FEREARAPRNITEE
BA SRR REES .

AWS EMERERELEERE —HBINB FEH. EaLABEAT8IE https://aws.amazon.com/FH 1%
“BOKF” , E5EYNKFENHEBEENIK,,

SIZEREELENRBYAF

HREMZIE AWS I, RIPIRET AWS IKFARAF , /B A AWS IAM Identity Center , /562 —
NEBAP , XRERMA M root AP RHITHEES.

R IREY AWS T 7= 48 A 7

1. E3F ., AWS Management Console AK = Fii B & B & 171£#% Root A P FH I A YRR AWS K =B
FEBHFHHE, E T —TN L, MAZRKHEE,

SEMERER AWS TK 2 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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BXREM root AR EFMNAE) , 5SS L root AF BB EF AWS % AFPEE.,
2. RIEH root AR A BZESMHRIE (MFA),

BXREHA , BSRANEHMFAREZ S AELIEE AWS IKF AFIEREFH root IAM AP (124

Ao

tIRZEAEERENRIAF
1. BRIAMEHH .

BXUE |, BHSEERA AWS IAM Identity Centerd B AWS IAM Identity Center F P18,
2. 7£ IAM Identity Center 7 , @A F R FEE L AXIR,

BXRERE IAM Identity Center B R ERAEN B GKR , ESRAEAMRNRERER RN
BR IAM Identity Center B A #) AWS IAM Identity Center Fi F 15§/,

UERERBRNRNAFSHER

EfAER Ident IAM ity Center AP & FURL , BFEAEERIZ Ident IAM ity Center F P B &%
IR B FER A B RER,

BXREAAMEGHROAFBEFZNAL , FSHAEZEF AWS HRANIF AWS BF AFERE.

AR R o Eo s H o P
1. %E IAM Identity Center F7 , B2 —MNEfE M A & KRR RAY B RERAINRE.

BXEHE , BHSRPHEIENREE AWS IAM Identity Center FiF 18R
2. HNARSEE - , RAEAZESEE L BFZIFRNE.
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AWS LB FEEHIEA]

EiRE AWS AP HEHAEHEB OGN NRARFROSHEEA , 88 ELMRARKN AWS &
LRAPEREZEOENNARFAISEENERE, SRENFKIIR T EERNEEBARE

« BX Apple #IXBHBRS (APN) &1 , iS5 Apple FF & & SIRHEY “M Apple IREUINZ B 4A T 3
43 1D” # “M Apple SREUREFIER",

« BXxTE Firebase & A IREH Firebase =HE (FCM) E3E , {551 Firebase =38 B1&5i%,

- BEXEERIL , #5HEE.

« X Amazon 2% HE (ADM) i |, HSFKEUEIL,



https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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MR
MARFRAE AWS BAAF MR RBNFRESR. RLARFEFREHTDH Pinpoint
B, EHARRRE,

=4

AWS RARAFEEHIEAEANIAEEEEY , ATHAPNsEMRIETCHEETMBRER, EATLM
EH Apple FF R A BRI PIREVZE B %47,

MRERUEREN , WAWS HRL R FEEHIARER T RN ERIEAPNsH SN LB ARITS
BRI, EREHNEEERN , B ARAPNsEFRFENDEINE R IEHIE B,

SEH#FE , EERATLTE, CRBERE—XBHDT , TANSEEST. £TLUTRAKEY
SEBHATSARNARE. BXESEL B3 Xcode BEIFIAPNSER S ARIES I 558
.

UE$

MIRRIEHEIEBAAPNsSET |, “ AWS L APEEH X AT HITENRIEMNTLSIES., APNSIEH
AR FEFREMADEINE | U EZFLERIE, BT LU Apple FF & A G K P 3RERZ
iE$,

EHE-—FEEH. REXMERN , BXRACE—NES , ARRERMLS AWS REAFH
BHEUZITHEBHN RS, BXESZEE , B2 Xcode FBIHHIAPNSEATLSIEF#1TE

.

TR

EEAEMAEEREZH  SFEEFRNEERFEILE. ARARPEPHNESEE , BSHAWS &L
AP HEHEAT,
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https://help.apple.com/developer-account/#/deva05921840
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https://help.apple.com/developer-account/#/dev82a71386a
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Tz

BRUATHANEZNARFHERAEMHEARE, ExREE  GREERMANRAEFEHET, &
ARG B A AR HERIE.

1. ITFF AWS R R P HEHIXEE A |, Wik A https://console.aws.amazon.com/push-
notifications/,

2. ERSENARERF
3. ENAEFEMNTRANARENEN.
( Wik ) BB ANES RS A Apple HEABHRS (APNs ) .

s

a. XT Apple #iXBEARS (APNs) |, HiEEF “B A"
b. NTRIASHEIERR  FRFEUTE—&ED :
i. WMREERZPEIL , BRESEHN Apple FREBERKFAFPHUTEER, AWS BLAFEE
HEFEREEREESHRIESE,
. B4 1D - DELBNZEEFLEAHN ID,
o WY IIRINFT - P ELAIER I0OS RARFH ID,
« HEIBAFRIREF - D ELAIREY Apple FF R A R IK P HBAKY IDo

- BRRIEF - HEESHRIEFARMNEN Apple FEARKF TEHH .p8 X
o

i. WMREEFUEBFIE , FRUEATER :

o SSLIFP-ZBWTLSIERH.p12 X4,
o MEPHE - MREEMIERSE TEE , BELLH A
o PR - ERECHAMNIEREE,
5 (W& ) RBIHANES RS A Firebase =E B &% (FCM),.
a. XT Firebase =HE & (FCM) , BEERE A,
b. MNFHRIASHRIERE | FEFRUATE—E :
i XNTFTHEELE (#EF) | &F EEXH, RABIERENIRSISONI 4,
i. XNTHBPAZIL , FEBADHAEHAPIENA,
6. (H&k)RBUAESEREABERRIE,



https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/
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a. NTEEZRMER, FEEBA.
b. X TFAPIEL , FRAZHAPIZA.
c. NTHH , BRMALNER,

7. (W) RBHA®RSERE A Amazon BREEE.

a. XF Amazon REHE , BEE ‘BR"

b. NFEFID, B ALZNEFR ID,

c. NFEFEH, BRMALZNEFLIES,
8. ERVIENARR.
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IR SUE

BRI T A E R HIERE,

1.

N o o bk~ Db

7 AWS AP EEHIEEFIA , Wik R https://console.aws.amazon.com/push-
notifications/o

BEREESENHIEEIEINNARER,
( ATk ) Xt F Apple #EXBHIBRS (APNs) , BB “B A%

( @i ) 3 F Firebase =HE &% (FCM) , BER “BA”

(5% ) NFEESHE  BER BA.

( A& ) X¥F Amazon ®&HE |

ERREFER.

AR B
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RIEHEE

AWS L AFHEHZEAPITUREFENRZRIRFRERZHIABEHN, XTI ETENNRE R,
BT LA X LR BIIEIE AWS R4 FEHEHEE R XA HEIXAPIEE AWS SDK,

BRI FERAXETRABET AWS HRAAFPEEHEIFENEMHIEBARS ZIEHEER, B,
AWS R AFEEHIATIFLITRE : Firebase =HE (FCM), Apple #HEBARS (APNs), BE
SHIEFT S #ig % 5E 2 (ADM),

BRER, KRMRENESKBRH , ESRHAB R,

(® Note

L &IET Firebase Cloud Messaging (FCM) fRS KA #EEBHIAT , HHEEA “ AWS AR
SHEHEAPP IR ZRS BFGCM. BT 2018 £ 4 A 10 HELL TAKT=HHEE (GCM)
%, BER , AWS RELAFHEHEAPIEAGIMERS BMRE REBNFCMARS £IXHH

B, UMREEGCMERFERAZAIEENAPIKBHRA M,

GCM (AWS CLI)

R RBIERAFEEBE XX EERIXAGCMHEXEH, AWS CLI Replace ( #i#t ) token f£H
REWHE—SHEM 611e3e3cdd47474c9c1399a50example EFAEH N AR FFRRRT,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I
"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

AT RABIERA send-mes sages EAFMEIBEA KIEGCMH#EIEEH, AWS CLI Replace ( &1 )

token FERRE MM —SEM 611e3e3cdd47474c9¢c1399a50example R E B AR FIRR
o

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
.
"Addresses": {
"token": {
"ChannelType":"GCM"
}

} 1

\ --region us-east-1

AR R BifER send-messages B £ X B ERIEFTHFCMVIEEBRAEN
GCM#EIXBH, AWS CLI Replace ( Bi#: ) token ERREFNHE—FHEM
611le3e3cdd47474c9c1399a50example ARG B AEFRRF.

aws pinpoint send-messages \

--application-id 6a2dafd84bec449ea75fb773f4c4lfal \
--message-request



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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{

"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmVlMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \'"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n ],\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \'"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n 1,\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \'"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \'"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {},\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n ]1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964 ,\n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744

iy
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"Addresses": {
token: {
"ChannelType":"GCM"
}
}
3

\ --region us-east-1

MR ImageUrl field forGCM , pinpoint &5 FiZ FEBRAERN BB M.
#pinpoint.notification.imageUrl , B4 , XHE LB LEGTREA., BEEH
RawContent SR I BIEZALE | FlaRFEN R AERFRSER AWS Amplify,

Safari (AWS CLI)

YRETLAER « AWS RRE AP EEHIR” @R Apple Safari M4EX K258 macOS BN &IEHE,
E[ Safari MWERAIEXELS , BPIEERKEEASR , BEXATEEEERABRPEEHEEH. I
It , A LATE A mazon Pinpoint AP ERFAIET AR EEERA BN HEIZBHER  HEEE
EEDEEFEERREEANS.

(® Note

fEmEfE A Safari web ¥ 258 macOS £ie A BN AN BNAXEER |, SHEMER
MHEN, XEZFiOS %% ( W iPhones M ) FEE X #iPads,

E g Safari web X MEFLIEEE , XIEERKEEERNNE . RBHEEERARMLME aps Ft
KRHPIBE—Nurl-args . E[E Safari web X MEF K AHEBA |, % url-args A RME
M, B2 BETIEENEAREZTUEZN,

AR RBIERZIEEE M S afari MR MBS ZEBA, AWS CLI Replace ( it ) token EAE
ZHIME— S8 611e3e3cdd47474c9c1399a50example A EH N AR FIMRRT,

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

'{
"Addresses": {
"token":
{
"ChannelType" :"APNS"
}

}I
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"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":

\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"

}
}

)

\ --region us-east-1

Bx Safari HEBHNEZEE |, FS 5 Apple FF A E ML LB E Safari #ix@BH,
APNS (AWS CLI)

AR R BIER A X E BB KK EE RIZAPNSH#HIZEH, AWS CLI Replace ( it ) token £

FiRBWME—SHE |, 611e3e3cdd47474c9c1399a50example EREHNNBARFIRAT , L&
GAME _INVITATION % B M —RRE,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
by

"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

}
3

\ --region us-east-1
JavaScript (Node.js)

{8 A Itk 7~ 65 JavaScript £ Node.js R fER for XA HEIEEH, AWS SDKILRAIBRIZREE L
JavaScript £ Node.js P Z&EHEE T, SDK
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RAIEBREAEEFALZZIENGREENE AFNHEBANMARLRIZEHR. BXESZE
£ , 2% Node.js F %X AR $§R JavaScript FHIIZEZIF, AWS SDK

'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
'token': 'a@blc2d3e4f5g6h7i879k011m2n304p5q6r7s8t9udviw2x3y4z5a6b7c8d8e9f0!’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the
// delivery of the message is optimized for battery usage on the recipient's
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// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.
var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {
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'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'ADM'
}
},
'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url
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i

return messageRequest

function ShowOutput(data){
if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);
1)




AWS & R P E B X RAriEmE

SendMessage()

Python

SZ I RH| , B A AWS SDK for Python (Boto3) KX #EE B A, W RAMRIZIRELRREHEE
T Python (Boto3) 89, SDK

HREAEBRESEEFEARXZEMEXHRIEENE ARPNIARZEANILRFTRZH. BXESHE
£ , 52 Python (Boto3) AP| £ iy Eif, AWS SDK

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"AWS SDK for Python (Boto3).")

# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

20
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action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

21
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}

elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

22
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I
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request
# Show a success or failure message, and provide the response from the API.

def show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":
status = "Message sent! Response information:\n"
else:
status = "The message wasn't sent. Response information:\n"

print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)
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send_message()
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BY AWS FRSS @ TS R HiER. FASREHBRSKIFESEMBSHITRENERN , 2K
HiER AWS RS SFEBETRNARR. EXHHERT , BLAEFRITEXRMRENNR, AXREL
FASTEREIHVBRFE , BSRERIL A 21E.

MRS A E AWS KL AP EEH#IE
XRRSAG =

REFIAMEEERSKABENITRENAR, IAMBE R ATERNIBCIZE, ERAMERRS A ®IAM,
BXEZEE , FSHCEAGUMEAZRNE AWS RS (£ IAM AFERT ) .

/A Warning

ERRSACHNRATELFUH AWS RLAAFHEEHIEIE, REATRER TRERSAG
AWS RLRFHRHEERM THXES,

MRS XA E AWS KL AP HEHIE
XBRSEXAE B

REHAXABR - MMERSHAXREKNERSHE AWS RS, ZERSAURKBENITRE, RSHEXS
BERELN AWS IKF FRZBRSFE. IAMEER AAUEEETRRERSHAXABHNR,

BXRUBFEBRSAXBENFAEE , F5H AWS SR EFEANRSIAM. ERPEKRRSHE
XABIHEE Yes WK, EREHEUEETZRSNRSHXBEXH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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ET S MR REERA AWS RLRAFEEHIE

RINMBRT , AFNAGTRAESRIEH AWS REAAFEEHERR, it EBEN FERRRNTE
% AWS Management Console, AWS Command Line Interface (AWS CLI) , 5t AWS APl, E&F A
FNEMERFRHRTRENNER , IAMEE G UBIEIAMER, AE , B2 A TLUFIAMER R NE
A, ARFAURAXERAE,

BT R fE X L RO RBE A R RIAME T S B ISONKRE | FSRIAMA F B89 6 2 IAME
%O

BXAENHWRENRFRRENFMAEE AWS RLAFEREE  SESHNRFRENRN |, B5
PIRAE, FRAMEZME ARNs AWS (IRSFSENSE) /Y “RERAFHEHIE

F&

e

- A AWS A RFIEERHIAERA
- AFAFEREMITESHRR

REERIEREK

ETHEMNRBRE T EART AR, HRSMER AWS EIKF PRRL AP EREERR, XL&
BRFTRSESMHAN AWS IKF . CIZRREBET HHONREEN , HEEL T ENME

- FaER AWS RERBEHEQRKENRNE — EFROAFPMNIEARBR TR , BFEH AWS
NEFZENAFRFNRNIEERE, SNERP AWS IkF, RINBNEESE SR —S R
R AWS HRETZNAGNEFRERR. BXEZER , H5H AWS RERKH AWS (1AM
FAFiEm) P ITEIREENIEERE,

« NASENRNR-ERIAMKREEIRENRE , AR FHRITESAFONR. At , BTNELER
ERGT AU BEERFRNITHERE , RN RERRTET, BXEANARRIAMBNESEE | 1§
ZH (IAMABF1ER) IAMA Y KB AR,

o {ERIAMZE RS o B SR 4 it — 25 BR 41175 5] A BR- 423 AT LA 7E 58 B H 78 N 5% 40 LA BR 41 % 488 4 0 4 R 9 15 (8] 4R
BR. filan , WA LURE — N RBE R RIEEFMBIEREBLAFERA KIESSL, MRBBI S ESHER
BRSSIRVE |, MBI LABE A SRR F X BRI ER 1A B AR AWS BRFZ 2 A ERE L ( fla0 AWS
CloudFormation, HXEZEEL |, H5H (IAMAFEE) PHIAMISONFER TE &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L £ MIhsetE — A IAM ccess
Analyzer 2K IEFTHFIME KRR | UERBEFSIAMEKREEIES (JSON) MIAMEESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B, IAMAccess Analyzer 121t 7 100 ZTWRBEREMAIITHWEN , THBEHEZ S MEAMNEK
Bk, BXREZER , BESHE (IAMAFIERE) FH IAMAccess Analyzer REEISIE

« EEZERESHRIE (MFA)-TRENZSEEIAMAL S root A AWS Ik | BITFFMFALES
Za&tt, EERMFAARAAAPIRYE , BERBPRNMFAZYG., BXEZEERE , BZ2H (IAMA
P PHEEMFAZ R BIAPI B RR,

BARPREMZENESERIAM , BZH (AMAFER) IAMARH Z £ &EREK,

5 AWS R AP HEHIEERS A

B AWS XA FIHEHEAER S | B4ARE —AKRENR, XERRLAATEIIENEETR
KUTABNEREE AWS 1 “RLAFHR HIERF AWS IKF, MRECIENETHMHHIR
& LA B RIERE &, NEFAFEERMPET , ERATEAZRBNIG (AFRREE ).

NFURITEFHAEENAF , BEFENERERFEKEFH AXE AWS CLI & AWS APl, ik , R
AU B S0 = TRIAPIR/EFE I B A9 32 4E

NERAFNAGNDATUEH AWS AR FEEHERG A |, &M £ AWSEndUserMessaging
AWS LR ERE. BXESEE , #5060 (A/EE) RHEIAMA SRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",
"mobiletargeting:DeleteApp",
"mobiletargeting:GetChannels",
"mobiletargeting:GetApnsChannel”,
"mobiletargeting:GetApnsVoipChannel",
"mobiletargeting:GetApnsVoipSandboxChannel",
"mobiletargeting:GetApnsSandboxChannel",
"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel",
"mobiletargeting:UpdateApnsVoipChannel",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel",
"mobiletargeting:UpdateGcmChannel",
"mobiletargeting:UpdateAdmChannel"

1,

"Resource": [
]
}
]
}

ARFAFEEMINE SR

L RBIE BRI RIZ R VFIAMA R ERBWINBER - 5O NERNTE RV RE, LRBESEET 2

H A RURES AN ERAZH A TR RENRER AWS CLI 5#& AWS API.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

ET 508 RA
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"iam:ListUsers"

1,

"Resource": "*"

HEEHFER AWS SR A H B HEE & 4 M T R AR
AU TR SR A B 81 Wi RS E7E G T AR B0 B L 1B AWS B8 A P B X RIIAM.

T8
« REREATNENITERE AWS LA FIEEHIA

o BRFELBINIT iam : PassRole
« RBATFRUNHAFEA AWS K FRFRE AWS LA P EEHIERIR

/

BEREA T LEHRITIRE AWS RLRFHRHEE
MREWBBRETR , RALTDRITEMRIE | WELAER RIS ST HRATRERE.

FmateojacksonlAMAF ZiRAERAEFH A EEEWmy-example-widget BRI FMEEBEERE
FIPBRET , M HIA T RAI4EIR. mobiletargeting:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mobiletargeting:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIERE , LLAFEM mobiletargeting: GetWidget
BAEWRE my-example-widget &iRo

MREEEEHLE , EHRRENWAWS BEER, FHNEERREMEREIIN A

FEFLXIIT iam : PassRole

MREBUND —FKEEIRYEE | WIETNITiam: PassRolelgfE , MIAMEFREN KU FETAE
fEi% 4G AWS R FAFEHEHRX,

—EQE‘IIEH AWS R AT ERREARERESZRS , MARUEFNRSACIBRSHERAG, A
It , BBAEERA EEEERSHINR.
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AWS 4R FIEBHEE RFiERE
HENMIAMA Fmarymajor=iAEAEH & EFMITRIER , 2HILLTRAIEEIR AWS LA/

HEHE, BR , RESLMEARSACHR THNRS ATMITIEE. Mary TEBFRAREEIIR
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREBFEEREE , FRREHAWS EER, FNEERZREMERZIEN A,
BEATRUABG A A AWS K THRIFER AWS RERAFEERHIERIR

FAatE—1Ae  UEEMKFPHNAFFEELANARTUERZABKRIBRIEHRIR, &7
BIEEWESER , TUEEAG. X TXHETRFRARERTREH IR (ACLs) WRS , BN
158 P IX L5 SR BE [6] ATV IR T 173 (R R BY B R A A PR

ETHMEZEERE  BSEUTARAR

- ETHER AWS RAAFHEHIEXRXEINEE  ESREBRIEREAWS RAAFEEHEERT
1AM,

o ETHRNMARHNIEHERAFRNE AWS IKF SBEEH , B2 EEMIAMA PR A7 B R

AWS Tk &1 (IAMAFER) RHREMN.

o THRNMAEE=FERHNENERNIFEE AWS Ik | 53 H1E A7 ESE AWS KFIAMA -
EERAE=AFE,

- ETYMUNMBSKES SHRRIERHEHENER , F5H (AFER) FHRLINIT S AR R R
HIERAER (BRESHRIE) . IAM

- ETHREAACGNETARNERRATERKFHENXE , ESEIAMAFEREIAMAE Y ETK - &R
7 18] A BR o

ENMEISIE AWS LA EE %

ETHES AWS RS BTRHESAITRINERE , H3H AWS RS ZaM it XX D HEE X258
B #, RRERXNBHEAITR. BX—KREE , HZNR AWS EHITH

B LERALTAR TEHE=ZFFiTIRE AWS Artifacte BEXEZEE |, HSRTW TEHIRE AWS
Artifact.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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BHEEANNEATE AWS RS BURT BN BRENHBME, RATNENBIRUARERNERNE
M. AWS RET U TR RERRFENIASHE

s ZEEEHIMPEANTIEE — XERBEEITHETRIEEN  AEETELSBEARENS
BAWS R HMEHMENER,

« &£ Amazon Web Services E#{THIPAAZ £ 5 &M BMIZIT — AARPHER T &2 7 £ F
AWS BIZHIPAATF &R UM N AR

(® Note
FTREE AWS RS FFEHIPAARE, BXRXEZEER , B3 (HIPAARE XGRS S
Z) o

« AWS EMER — W TEBNIEmETEEER T EMENTILMTEH,

- AWS EFEHIER —MEHAETHREREBEER, XEEFLLETRIPHWRESE AWS RS
HANEERHIBESMEE ( BREEEFRRASEARHRA (NIST), INFTLZEHFEZRS
(PCIl) MERRFFE(LALR (1SO) ) R4,

- FERAHNTF(EER AWS Config FF X EHE — AWS Config REIFE SN R RERBES ARERE LA
BRI, TAENFIEMR,

« AWS Security Hub— X AWS RS REEHZLRSHEERWE AWS, Security Hub A %Z £
BERITERN AWS BR , AREZREBRERLETUENRERR. BXZTIHRSREHH
F% , S Security Hub #452Z,

« W5# GuardDuty — X4 AWS RS KNSR BERE AWS Ik, TiEMRE. BBEMHE , LiE
ENIRERREFREATRMNEEES, GuardDuty A AEBIEHEE SRS MM ESR PCIDSS , #iin
HERESHAMERAENARRUER,

« AWS Audit Manager— X AWS 5 BB ERFLTHREN AWS AT BLX R E I AR EH
TR AN SR,

PFIMETE AWS R AP EEHEIA

XEXIHE : AWS £EREMIRERESERELN AWS X MITARK, AWS XiFf #EZ /N YIEFRE
ENREEANTAX  XETAXBESEIEER, SEHENSETRNMEIERE, FATHK , SaL0R
TTHNREETARZBEPHi B RIMABEBAINARFNREEE., SEENENRZSNETEFP O
Hutigeit  TAXEEESNTAY., REENATT B%.
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F 48


https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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BRT AWS £IRERIRHE , AWS REAFHRHERMSZTIEE , THBIIEFENBEHENENE
Ko

R EMIRERZ S AWS LR EEHIA

ER—MIEERS , AWS RLAFPEEHEZUT R AWS (Amazon Web Services : Z& 28
R BEPFHRNESERMELLERF.

YRA AWS E XM IHRIAPIEE AWS AR EEBEMEHIE, BERRLTNEZFEHERS
(TLS) 1.2 RESHE, BEFEMLAZFEEZTEOARBZENZBEMS (), Hl0 ( Ephemeral Diffie-
HellmanPFS ) = ( Elliptic Cur DHE ve Ephemeral Diffie-Hellman ) . ECDHEAXZHIR RS (W0
Java 7 RESRA ) #BFxLEEN,

A BAERGRIZLR ID MEIAMEREAXBKNIAEHEZANBERFTER, RERAUER
AWS Security Token Service (AWS STS) £ A T X B ERM IR Z2IEH,

RISy Ebagin

ER—IEERS , AWS ZRELRAFHEE #L&J«)\TRF‘ AWS {Amazon Web Services : 22
R AEPEFHERNSERMNEELLEF, XEKE AWS EEMNPITERANEZLESHNER , LRIk,
EZIN E%ﬁ%ﬂl«,{ﬁf&ﬁ‘ﬁé&?}ﬁﬁm%?%ﬂﬁ/ﬁE’JEFEﬁtﬂékmo XERECEIHME=FFZMIA
uf .

ZEREXR

fEH AWS Identity and Access Management API (IAM) 1k |, BB FIREIXREN B ENER , RE24)
B, BERIMERERNRE. WTFAPI, BEEFRESEME ., FEHFMKRE.

- NEE BRENENA (BELEE ) 8B ERNAF. TERA AWS ATERRFHRIE
H,

s BRFENAPHTEHIREMENRENRE,

- FERIAVBEEAEREEZNMNRAPHNE,

i }Egﬂﬁﬁ IAM 'LIEo

BEXRLZEMNEZER  BSRTNELEE AWS AP HEHE, BXNEZELEIAM , H3H
AWS Identity and Access Managemen t BXIAMRIERENER |, BSRIAMSESEE,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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B AWS LR PR HEE

S R4 AWS AR HEHENEMAWSEIR S EZNATSEM., oTHAMNMARER EZ A K E
Do AWSIEMHTLTRIETE  ATUAM AWS LA EEHYE, HEEMBBAEETYNAZIFR
B -

« Amazon 358} CloudWatch¥5#28# AWS BRFEZ1T AWS R AREF. B SUREMRER
BN, IZEENHEGTE , UKk REBRAEIEEN IS ZEIEER B E 5B &S K EUE
¥, flan |, BE LA CloudWatch SRERIEHY Amazon EC2 SEHIMCPUMEAE R Hitigts , HEEE
B EMEFRA. BXEZER , HS Amazon CloudWatch AP #ERE.

« Amazon Lo CloudWatch gs &g 5z, F#EMIAERBLSHEC2EFIME KRN B EX
. CloudTrail CloudWatch BEA LS BEXHFRWEER , HELFESERERBHE, BiE&T
UESEAME#HPRREN AERE. BXEZEEL | EZH Amazon CloudWatch HERF 5
.

 Amazon EventBridge T F£3 AWS RS B3It , HEF MM RESH |, fla0RAREF AT A%ER
TRAFREHR, KB AWS BREHEHJLFEAF EventBridge &% E], &0 LURE &£ A H IR
TREXRINEL , AETEESHCEHEANMRITHEZLERE. BXEZEE , 2 Amazon
EventBridge 15/,

« AWS CloudTrail# 3R B &89 Ik P sl R IEH AWS K & HEVAPIE A MMEXEH |, HF AE41%
fl E| RIS ER Amazon S3 TFi#EE. SR SURBIHRLE A A Mtk P84T 7 8% AWS, K H AR IP
at AR PRI K ER R, BXEZELR , 28 (AWS CloudTrail AFER)

£/ Amazon 153 AWS A& A B #iE CloudWatch

B LAE RS AWS AL FPEEHEIX CloudWatch , B EFRBEIEH HELE R oML F35
FTEIE R, XERITTBELRTF 1540, NEZRERLRIFEER , HEEBEiFiH T HEN Web
MAREFRBRSHHRITER. kA, JREATHENSERENER , HEETMENRENKEEA
RMITRIE, BXEZEER , 5 H Amazon CloudWatch A F 5,

BXREMMEENYIXR , FSRILD# Pinp oint AF 8 CloudWatch/ #9 ¥ #23 I#b Pinpoin to

FRIZE AWS RA A HEHIZEAPIFIL AWS CloudTrail

AWS RLAFHERHIEE AWS CloudTraill— Bl RSZER , ZRFZIEEAF., S AWS RFE
AWS LA EEHIEPEXINIRIENIESR. CloudTrail SFAFFEX AWS 4 Pl B HEE AP
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/pinpoint/latest/userguide/monitoring-metrics.html
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RN B, HROTILIIERE AWS HE AP HEHIEES SR ILAX AWS LB FHE#
EAPHRENRB AR, MRECIRRER , WA LUR CloudTrail B4 42 % 2] Amazon S3 FH |
BIE AWS RARAFERHEENSESH, MREREERE , BMATIE CloudTrail #2&|&# “SH7H
SRR FEERFINEH. EARENEE CloudTrail , B LIEER AWS LR HE#IA R H
AYIESR, RHIERM IP #uk, AR TER, AR EHERARHEMBEFERES.

ETHEZEEL CloudTrail , 555 <AWS CloudTrail AFEE) .

AWS A AP HEHIXE LR CloudTrail

CloudTrail FE& 81K AWS IKF RHEEENIKS LB, 2 AWS &RE R FEEMIERRETED
B, XA EEM AWS BRS CloudTrall B4 —RIZRESHALIERP, EUAERER. ERAM
TEHREAENEHAWS K, BXEZER , BSAEASHAELIZEEE CloudTrail S,

ERZIIFENEE AWS K |, S5 AWS RAAFPEEHENSS | H0ERE, BEAY
CloudTrail ¥ B &34 #ZE| Amazon S3 F#EiE. FURERT , EEF AP AIRRBERICFAR |, IRER
WBEMATFRE AWS XiF, RERIZFEK AWS 2 XHrrEXENESH , AT EEXHEETEBIEEN
Amazon S3 FiEiE. A\, B LB EH M AWS RS , Uit — S o FLEE CloudTrail B EHRUE
NEHERE. BXEZERE , BSETIAE :

- B IRERIDFBLA

« CloudTrail Z##BRSS FEERK

o NUATHRIEEIT S#SNSIEZN CloudTrail

o EWXRBZANMXE CloudTrail B A MEWER B Z4NKF B CloudTrail B &34

FTE AWS RA AP HEHARENHR (RAAPEHE#ZESZE) 12% CloudTrail HF12RE (AWS &
LEAFHEMIXEAPISZE) F, #lfn , AUpdateApnsChannelfGetApnsVoipChanneligESTE
CloudTrail BEX#H 4% H. GetAdmChannel

BIMNEHF B LEKFEHEEAXRERBERNAREE. SOCEREHTEREATAR

- EXRZMEH root 2 AWS Identity and Access Management (IAM) AF & A Ho
- BEREFAACGKERREAFNENZEZIEREHMN,
- BREEHHEM AWS RF A H.

BREZEER , 52 M CloudTrail userldentity T3,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/push/latest/APIReference/
https://docs.aws.amazon.com/push/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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BE—NEENMNAEZRE. BHRAKRKREBEARENEMER , BF/EXFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRARAPIBANEFHRRE , Htel1FT2REM
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FRAEO AWS ImRiFRIRL AP EREHIE (AWS
PrivateLink)

& A LA AWS PrivateLink FEEHIVPCH AWS A A HEME 2 BRI EIEERE, TEFEH
Internet B3, NATIE&ZVPC. #E#EHVPN AWS Direct Connect iE#2 , Bl a]{&i518 AWS RLAFH
BH¥—HPREAKXAFEERZE, BPNSSFIVPCAREENS IP thutBIA5E AWS R4L AP HE

O LUBE 8122 B AWS PrivateLinki2 X HFNZE QR SKBII MG ERE, RIS EEIEQNRSE
AN FRAPRE—NMNrRMEEO, XE2 ﬁ-kﬁm‘fiﬂﬁﬂfﬁﬁﬂ , —REAWS RARAFPEEH
EHRENAOD S,

EXEZEER , S FAWS PrivateLink 18 AWS PrivateLink FBIAWS RS E@Ei5 A,

AWS AP EEHZENEZEM
ERAWS RAAFHEHIZRBENIKRR 28 , FEBHAWS PrivateLink I8 HEEED,
AWS LA HEHE BT EDR AR EMEAPIRE,

VPCAin AP HBHIET X AWS i Kk, BMIAMBERT , AFBERED AWS mRNELAFHE
EERITRETE, RE , BAUFRZL2EASHERINEEOXEK , U2HBIEAORRRER AWS &
LA EEHENRE,

RN AWS RA AP HEHIEAEEO RS

A LAE R Amazon VPC 2B HI A= AWS Command Line Interface (AWS CLI) s AWS &R FEE
EXBBEOLRETR. BXEZSER , 52/ (AWS PrivateLink /) FHEIEZE DK,

ERAUTRSEHN AWS LA EREE I REORR

com.amazonaws.region.pinpoint

WMREDNSHEOR R T /LB ARE , WA LAEAHRIAXEDNSE#RE AWS KL R FH B HIEAPI

K HER, 80 , com.amazonaws.us-east-1.pinpoint,
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS B4 FHE X RFiERE
ﬂg VPC ﬁ /\\\ﬁIJE /\\\%Hﬁ

LT R SR B R A8 R BAR AN E 48 O L w1 SEVIAMBER . RUIAIR QR AP RE # OR[N AWS R4
J:HF'/H é' ?El_Lﬁmilﬁlrﬂ*XFEo EF R FMNERITIR AWS &R PR HE E’J#XIZEVPC FRE
TE S Ui 17 R SR B B O B 488 O R 0w 7 o

mRREEENATER

o ABBMITIRIENZREA (AWS KF. IAMAFRAIAMAS ),
- AHITHRAE,
« ANERITREN TR,

BXREZEER |, BEZRE (AWS PrivateLink 18F) A A F Ui 5L 5% B 42 1 3 R 55 B9 175 1R X BR o

T~ AWS RA B H BRI IRERNVPCE R KB

UTREERRURBH R, SERFUREHMNIEOLET QN , ERAMARRENAMBZEREAR
FiIREFIE AWS BSR4 F P H B HEE RN RR,

{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"

1,

"Resource":"*"

}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS & R P E B X RAriEmE

AWS LB FEEHIARE

BRI AWS BRS: AWS K BB RINEH , UeIs AR, BRIFEZHEHA , BN, SMRFEXE
BER, BAILUEREMFE LR | BH M — LE/RMTEE M.

EEE AWS XA HEHIENES , BITIF S ervice Quotas 2#Hl &, ESMBEEF |, EBAWSHER
%, RIGEE Amazon Pinpoint.

ERAWSIKF BB LT 5 AWS R4 AP HEHEME X BT,

BIR ERIABRER EARERSERINEYE?
—NEFPERITRENHEE S 25,000 NEA =/ , BEEMH S ervice Quotas
BANRAKE =)

Amazon & HE (ADM) JEE. SANEE 6 KB B

BRAE KN

Apple #ZBHRS (APNs) JH SHH4 4 KB =

BEEMBEZF KN

APNs D&EHBEHE KD BHE 4 KB B
BESHEHEEARAR KD  SHEBH 4KB B

Firebase =HE (FCM) JEEE SHEBH 4 KB B

B R
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https://console.aws.amazon.com/servicequotas/home
https://console.aws.amazon.com/servicequotas/home
https://console.aws.amazon.com/servicequotas/home
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(AWS LR HEHZEAFER) NXHEALIER

TRERT AWS R A7 EHEE R AR

TE 15, B8 H &#A
IR CAWS LA EEHIZA 2024 F£7 A 24 B
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