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XHERAHIEY AWS B EERBKRE—SRINR,. BXESZEE , H230H (AMAFER) F
HYIAWS FAWS E R M TEIRREFEE K&

« NASESRNR-EHIAMKREEIRENRE |, XRFHRITESAFONR. At , ETNUELER
EFRAHT AU EERRNITHERE , RN RERRTFT, BXEANARRIAMBESEER | 1§
ZFIAMA FEmEIAM A B RS FIUR

o fEFIAMERBE A Y S 4tk a3t — 25 BR #1175 (7] A BR - 42 AT BATE 5% B ARSI 5% 44 LA BR I X R 4 A & TR Y 177 113
PR, Bltn , BAIURE — N REEFGRIEEPMBEREYLMFER KIASSL, MRBEFRERE
SR ENARNEAR , We A UERARARE TN RS RENTHEER AWS RS , filan AWS
CloudFormation, EXEZELR , H2H (IAMAFERE) FHIAMISONERE TE | &4,

- M A 1AM ccess Analyzer BiEEHIAME B U RN RN L2 MIhBEM — A IAM ccess
Analyzer 2K IEFN A BRI KR | LUERBEFSIAMEKEEIES (JSON) MIAMEESE
. IAMAccess Analyzer 12t 7 100 ZTRBREMATHEN , IBHEFELLMEANE
B, BXEZER , H52H (AMAFIEE) HR IAMAccess Analyzer REEKIE,

- EEZBEHHRIE (MFA)-INRENZEEZTEIAMAF DR root AF AWS IKF |, FITFMFAURS R
2, EERMFAARAAAPIRYE , BERBPRINMFAZ Y., BXEZEER , BZH (AMAF
EfE) PFHEBEMFAZ R HAPIERINER,

BARPREMZENESERIAM , BZH (AMAFER) IAMARH Z £ &EREK,

ARFAFEEHINE SR

L RBIE BRI Z R VFIAMAFERBM MBI ERA - 50N RBRMTE RV RE. LRESEEES
A ESERASARES X TR RER AWS CLI XBR. AWS API

"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R BX R B

NERRIE R RO ENERNRR, BUUNARRBEERAZA,, F4AHACRT., UTRBERAE
5 B8 0] 29 BL AL BR AR AT reAWS: Post Private #&4E, BXABREBH —RES , HSHAWSIAMA
FPIEEFHNEERIAMER, BT LIER AWS Management Console,  AWS Command Line Interface
(AWSCLI) = AWS Identity and Access Management API3R 2 FlH#k A P BX SR BE o

ES ]

« re: Post Private §J R iR

« F£2i50 re: Post Private

PR BX 5% B 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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re: Post Private £ R iR

UTEREAFPEFIAME DO re: Post Private #4581 REUR R, LLEBATFRAPRITRIEN
re: Post Private 4,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",

sso:GetProfile",
"sso:ListProfileAssociations",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

1,

"Resource": "*"

54157 re: Post Private

UTEBEAPEFIAME B H 0 re: Post Private 24| 8 M T2 A RINE, WBEAFRFHRITR
£ re: Post Private #4E.

P BR SR A
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:AssociateProfile",
"sso:DisassociateProfile",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",

"repostspace:*"

1,

"Resource": "*"
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AWS reAWS: Post Private B 3£ & K 1

EBCHREXRKMEL , £/ AWS RERBANERMBEAS, HANSEFNNIR, 2EZIAMES
FEE R LR @) RV A RN PR A PR B E A E M EZ AL AR, A AWS RERBIREAT, X
ERREEERAE , AIEERN AWS IKFHER. BXx AWS RERBNESER , H2H (IAMA
FEE) PHAWS HE KK,

AWS RGP MEH AWS HERE, BLEER AWS HERBHNNR. RSBERAES2E AWS
RERBMNEMNRUZIGH IR, WRXEFLLBHMRBOAESH (AR, ANE6 ). S
AR AT RETAR , RSFBETEERH AWS RE XM, RSN AWS FHE R HBERN
BR , IR EH T 2 BB AR,

LA, & AWS X HBEZS MRS TEIRENIEE R, 40 , ReadOnlyAccess AWS EE R IR
HXIFTE AWS BRFZFE R RiBHREINR, HRSE3—THFEER , AWS & FiREME RN
HiERR. BXEZELR , B85H (AMAFIERE) PIAWS EE R,

F&

« AWS IEE KB : AWSRepostSpaceSupportOperationsPolicy
- AWS EEXB . AWSrePostPrivateCloudWatchAccess

« AWSre: X L ERXMHFAE AWS B

AWS IEE X : AWSRepostSpaceSupportOperationsPolicy

R U 1F reAWS: Post Private lRE 6172, EIEMARET re: Post Private Web N AR F G2
AWS Support 41,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

AWS EE XK 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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1,
"Resource": "*"
}
]
}

AWS IEE KB : AWSrePostPrivateCloudWatchAccess
LR SU1F re: Post Private BRZ B & A $#E. CloudWatch

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*"
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

’

AWSre: X £ E REEHIFAE AWS E#T

EEHZBRSTHRIEBERXLEERLFK re; Post Private AWS EEXBEFRNIFMAEE, BEREBEXER

EAEN B3IREE |, BITRSSHZ A £ 10 F T HE £ /1T R,

TRIERT re: Post Private FTEERIEH 2023 £ 11 A 26 BUL RN EEZEEH,

AWS REFKH
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BEX iRk H H#A

¥ BUE-AWSrePostPrivateCl ATEBEAMINFREER 2023 £ 11 A 26 B

oudWatchAccess & CloudWatch

¥ E-AWSRepost reAWS: Post Priv AWS ate f 2023 £ 11 A 26 H

SpaceSupportOperationsPolic X iGIhREM I E R E

y

re: Post Private FFIRIBERE R re: Post Private FFIRERIRE 2023 £ 11 A 26 B
AWS T E RN EXR

reAWS: Post FA5 & 15§11/ [7] £ PR %% 3 AR 25

FEALLTEERBEE LK INIEEEFEA re: Post Private MBSt ATRE BRI E N B &FE, IAM
B
« RTTIIE re: Post Private RIRITIEMIR/E

o BRFEMINIT iam : PassRole
o BEAFRUAWAFGRED r AWS IKF e: Post FAE &R

K TTHIE re: Post Private FIUITIEIRE
MRBIRBEIRET , RPELIITEMRE |, WIE A E F R A FRITIZIRE,

YmateojacksonIAMAFPZRERABEH AEEEMny-example-widget BRI FMEEEBEEE
IR REY , S HIMEA T RAIEEIR. repostPrivate:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKIER , LAFMER repostPrivate:GetWidget
YEiH B my-example-widget &Ko

MREFEHRE , BHRREN AWS BEER, ENEEARRHEREILEN A,
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https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
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KL AT iam : PassRole

MREBRFEERBEE | BRETLINITiam: PassRolel®tE , MIAMEFH BN KLU AT RN AELIEL
# 45 re: Post Private,

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

LLZRWIAMA Fmarymajor=id F A% & 7E re: Post Private RITIRER , & HILL T R4S
%o BR , RELNEERSACHEFHWNRT AIMITILEE, Mary TEBFA KBRS HIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , DAEFH Mary KBS L I1T iam: PassRole #&1E,
MREEER  FHRRENAWS BB R, FNEERRRMEZEIIN A,
BEATFHRUNBATFRIZD r AWS IKF e: Post ABE R IR

ZatR—1MAe , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
IEEEESEY , TEEAG. X TXHET R R RZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B B R A A PR

ETREZEERE , BSANUTRE

« BT re: Post Private R B XX LINEE |, 55, re: Post Private 2 AE AR IAM

s BET7HBIMIRMEEHEN TRV RNE , 55H (AMAFERE) R/ AWS Ik @ EMaIAMA
FREFRNE, AWS Ik

« BET7HENAME=FEREENERNIGENE AWS IKF | 5SRIAMBF ST EE =518
BiARBR. AWS K

- ETHIMIBNES BHRITREFENER , F20 (BAFER) MR 30 eaRIEN AR
HFENER (BREEMRIE ) . IAM

- ETHREA/ACNETRARNREETEKSHRNXS , S RIAMA S EREIAM S 8 EK - 7 R
7 F A BR

P HERR 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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reAWS: Post Private & # 36 iF

ETHRREBETRESMUXNER , FZHAWS RSF “ZEEA XIS HTE" ", RERFEERN
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHIAWS,

O LA TEHE=Z S FITIRE AWS Artifact, BXEZEE , BSRPM “THIRES” BHY “AWS
Artifact,

B AWS RS R EAREBR T ENBENERBME, RARNEN B R U RE R ERENE
Mo AWS RE T U T RIRKAEBNIMEMME

- ZEEEPMREANTER — XERBEFNC TRWIEB , AR THBUZLHNEAN
NER AWS NEEMER SRR,

« 1£ Amazon Web Services E#H1THIPAAZ £ 5 &M — AQARBHAR T F LT WNAIEEAH AWS
REIZHIPAARF S ZRHENNARERF

(® Note
FHIFFE AWS BRSS ABBEHIPAAT . BXEZEER , F5H (HIPAARERMHNERESS
) o

« AWS EAWS AR — lk TAEBNEEERRER T ENTLMAEBX,

« AWS BEFEHIERE —NENAETHTEHREER, XEERLLE TRIPPVRESER , AWS kS
HHEMRFNIBEZSNMNER (S REEERIESHEAMZER (NIST), XFFTLLZEIIEERS
(PCI) MIERRFFALAL (1SO) ) RS,

- EFAWS Config 7T & A R IEFE R EIAN 4 3R — % AWS Config RS ZN R REERES K
BELFENERE., TLEMNFER,

« AWS Security Hub— X AWS BRS AT LA£H T RN R LIRS AWS, Security Hub B3 2424
AN AWS BRAREHREFELZLTUMRENRESR, BXZIIERSEKZEHNYIE B
2 Security Hub ##43#£,

« Amazon GuardDuty — BN K EEHN AWS IKFIREF R B FETEINEBEES , 5k AWS iR
S RNEN TR, BRNBIEEIRNBEREM. GuardDuty AILAEBIZHEEMEMNEER
PCIDSS , ffltlim 2 REEHMMERAENABRRNER,

« AWS Audit Manager— X AWS BRSS AT AR BRI 4T it AWS FABR , NTTE{EXRERUR
FEAMMIT AR ERNE M,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS re:Post Private BHAEEER

reAWS: Post Private A 89 #]]

AWS £IRER 2R S5 AWS Xif aTAXMEN. AWS XiF RESAMNERENREENTAX ,
XETMAXBEIRER, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMZEAEL , TTH
XEEESHNTAYE, REENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

reAWS: Post Private FHEM LS

RN —IIEE RS , AWSre: Post Private 11 53 W & RSS : 2 REEHA A E B HEIAKN AWS £
KW ELZLEFHN®RT.

WA LAE R AWS E A APIEE BT M5 re: Post Private, BF AT FEHMEZT S (TLS)
1.0 FEEHRAE. BMHEETLS 1.2 AESHRE,. FEFEMLAXGERTLOAREENEBES (),
f140 ( Ephemeral Diffie-HellmanPFS ) 2% ( Elliptic Cur DHE ve Ephemeral Diffie-Hellman ) . ECDHE
REBAKRRE (W Java7 RESRE ) BIRIFXLEK,

A HFER R ZR4A ID M5 AWS Identity and Access Management Z1E A X BB A H 15 181 240
FHERBITZER. HE , BALIEEA AWS Security Token Service ( AWS STS ) £ I 22 ZIER
NERFTER,

5 1 22


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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re: post FA B BLE

AWS re: Post Private 12tFA%8 re: Post , A LATE4A E XM K - B A IX Lot +, AWSZHPREM
re: Post Private Bt , @33R LABIZRIFAA re: Posts FIZREFFAA re: Posts B K/NAWSIE B ERIAED
B ( AR ABRE ) o

Service Quotas

LT &K F B re: Post Private AWS HIERIABELE, BT LAER S ervice Quotas 2% & E & BRIAE
o XL AR, BRI EMED,
TR RIAE iRk EIRGE-2S
FAA re: Posts #hE 3 HE X PR izk P B
FAA re: Posts g K
BE,
GBFAA re: post K/ 10 %L M re: Post 1Y =
BAK (LLGBH
B ),
REFZEE i F K 100 FREFAE re: Post B9 B
/N BAKR/N (LGB R
B ),

AP BR 37 BR %l

£ re: Post Private  , L TFRESEATENK,, MK, XEERETFEERS

i R FRER HRER
CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

Service Quotas 23


https://console.aws.amazon.com/servicequotas/home/
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BRIE
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

KhEEXR
10

1

10

10

1

10

10

10

100

100

10

10

10

AP BR 7 PR 1
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B2, GENBENEWFLA re: Post

£l

o BDIEFFAA re: Post

* ¥£ re: Post Private &Y AWS Support 2451 £ 22 #1 & 32 /Y 1 [8) i BR
- EAREMNSEAFHEMXE AWS IAM Identity Center

- BENENFLAA re: Post

- BiERAFWERNFA re: Post

RIEFTHIFAA re: Post

EREFHFAE re: Post , iHIRBLUTSBRIRE :

1. FTFF re: Post Private 4l , Mty https://console.aws.amazon.com/repost-private/,

2. EENER L, EZFAEFE re: Post,

3. MREBEARAKFEE IAM FHHD , BEBFBREGBF L. BB AWS IAM SR 0AFIERES
M A1 BARE TR 4F

4. £ “BIZFH re: Post” WAL , £ “EM" F , REZHWAGERRREERIINEEE, IREEL
NEKFERTREEE , WLEFEARFZREE LT,

5 F “FHEE"T , T TRE .

BB B, HIEWFA re: Post #i A —NHE— I B o
(W ) EHIRF | MABKFAA re: Post B EE IR,

EEEXLFEHES , MATHANBAELBR,.

6. (ML) EEENENBENRRE  FEHRENZTEREENNFRE, RE , ITUTE—
BIE -

EiEE AWS KMS B4 | %8 AWS Key Management Service Z4A s 11 i# % R E #1 (ARN),
_HE_

EFEBE AWS KMS 2, RfF , SIEE AWS KMS 4,
7. (HiE ) EOXERGERNBSHRRR T, &EF AL re: Post 5 RARSHERR

BIEFHFAA re: Post 25


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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® Note
B A LAE B EFLE re: Post /58 LA,

X TEEFTEHNAE IAM BEHE IAM ZFHETEFAE  BEARREERENIAE IAM
y=h -

_mE
R IAM Z2H el ae,
MREERCIEHAE , BREBFHEARTIRELER AM B8,

MREERERNERFAC  BTEEREPAAEZEANACH ARN,. NTHRIIRPIEEAE,

BXEZEE , BSH 7E re: Post Private I EEX AWS Support =45 612 R & A 75 [0 B R
8. (HE ) £ “IRE" T, & RMFRL, RAERMAUTEER :

£ Key ¥ , i AZH BE XAIREEH,
£ E P, MALZHBEEUREE,

ERAMEZHRE |, BRI MEFRZ,
9. & “BIEIX/ re: Post”,

BWIATTES &S ANENFA re: Post EERIER S, EBOLE R ZRPEFF A re: Post BIRES, €l
BIZWFLAA re: Post j§ , RAFEREE REERIE,

BIEFAA re: Post RAFE 30 04, HEHNFA re: Post EZRER |, “WA TRES R~EL. &9
LUK AWS £ R FIE B T HE RE” T+ THFAE re: Post K150 IRV FAE re: Post, HIZ 5T K
J& , B E RE R FTEBFA re: Post WBEN FER.

£ re: Post Private R EEXT AWS Support Z= 41422 R E E /Y15 R
BR

BAMBIE — AWS Identity and Access Management (IAM) A& BEE M AWS re: Post Private
118 AWS Support REIGIZFMEENR. ABFNEHRITLLT AWS Support 24E :

1£ re: Post Private FE X AWS Support 2245181 2 F & 2 /9 177 8] £ iR 26
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* CreateCase

* AddCommunicationToCase

* ResolveCase

B2 IAM AR5, RiZAGKIN—/ IAM X | LEZACHETHXLRIEFMENNER, YHIRE
re: Post Private 24| & P RIZEFAA re: Post B , fRATLLUEEREXNBE,

IEHIFLA re: Post PR RABNNREER T IAM ABHNNRRMEE.

/A Important
MREERT IAM ABH IAM K |, NENESCFEA TEEERFLE re: Post,

RBUTHSROUBEN IAM BEREKKE,
£

- £/ AWS HERBIGIEESHERMK
« 45 IAM policy

- Bl IAM BB

- BEEHEER

fEH AWS HERBH G BEFIEERE

ERFAHERNR , BUUER AWS RERBI T~ IEERK.

@ Tip
MREFEFHOIEREE , BARMNBWUE DA AWS RERBART L IRE. TEXK2XB
B EFTFE IR AWS Support,. BEFFHEFH K, BXEZER , BSH AWS BKEXE
B% : AWSRepostSpaceSupportOperationsPolicy,

REUTSERANCHACLIREFEERERK, WEEER IAM 255 HH JSON Kig4miEeR.

2/ AWS FEE R OIEE I E R 27


https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html
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A re: Post Private B2 & F L& KB

1.

© © N o 0o K 0N

&% AWS Management Console F3TFF IAM #2&|& , Mk hitps://console.aws.amazon.com/
iam/,

HESMERT | EERE,

itz gnlfe N

% JSON &L+,

AR JSON , ARIGESRERRFEMBIA JSON, & LAGE A =Bl KBS o
HEET—F : 7%,

( A& ) 48] BAGE PR AR Y RAE X T IR AN N B SR B

BE T—F ¥

EEFERBAME , 8 A Name ( &%) , #l80 rePostPrivateSupportPolicy M
Description ( #3& ) ( A% ),

10. EERENHUAERTZRBATINR , REERFCIERE,

WERBEENABAUNITHERE, BXEZER , H5H (IAM AFiE®E) HBMLlE IAM policy ( #24l
&),

51 IAM policy

BE LA T HIRBIKBEHINE IAM B8, LRBATFZACRAERITMESERIEN TSR AWS
Support, FRZARBEEFLE re: post 5 , BEIFAA re: post FEVEM A FEEEHEBEHNR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",
"support:ResolveCase"

]I
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"Resource": "*"

}
]
}

(@ Note
B X re: Post Private B AWS EEXRIEHIR , 55, AWS reAWS: Post Private HY 15 5 B

V] LA T SR BE LA P B BRI PR AWS Support.
BXRBURENER , T8 (RFENSE) PHUTER !

» AWS Supportfyig¥E, BRMEZM4E
- RFRFMAIEE. RENRLE
o BIRME, BIRAZHE AWS Identity and Access Management

2E IAM B

RIEBRRIEG , BHUAEIE IAM B | HNRBEH MBIt AEE®, LHERTE re: Post Private 2% & B2 FA
A re: Post Bt , fRATLLERXNAE,

SIEATRIEMEE AWS Support REINAEE

1. E3F AWS Management Console }TFF IAM #2&1& , MitH https://console.aws.amazon.com/
iam/s

2. TESMBEED , EF Roles (At ) , R Create role ( BIEAR ),

3. XTF Trusted entity type ( AIfESRA3EE ) |, #%$¥ Custom trust policy ( BEXEEREE ) -

4, HEBENEERR B, WAUTHE

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "repostspace.amazonaws.com"

1,

"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"

]

}
]
}

5. ﬁ#%T_Z’Fo

6. HENRRETHERES  MALZEN AWS RERXRBEIEZTLERE , 4
WMrePostPrivateSupportPolicy, EHREFLERSHENNRERE SN EEE,

7. iﬁ?%jt_io

8. ‘B, EEMNCE NEL , £ ACEW PRA—NEHK, fHl
WrePostPrivateSupportRole,

9. (FE)XNTHIR  WALCHER,
10. EFEERBENNR,

1. (W% ) BUUERARSENREN I ABBERINEAR, BXFE IAM PEAFRENESE
B , 218 Tagging IAM resources ( ¥x12 IAM &R ) o

12. &R QIE/AE, I , HIRTE re: Post Private 1244 B EFAA re: post B |, {RATLUER XA
&, BSH CIEHRNFAA re: Post,

BXREZER , FZH IAM AP EETHN AWS RS (245 ) tlEAE,

R HEBR

EEE re: Post Private I RIMER |, BSEUTE-E,

B3

« RIERFBIFAA re: Post FEVIRER S HITRHERE

« HREEFNS re:post i, RETHRGERN IAM AR
< RiY IAM BERDNR

- HIRRERTEN IAM 81X
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RIERFIFAA re: Post P ERAFRITHEERE

BINBERT , BHFE re: post FHAFHAE IAM RKEHIEEN N R SEK MBS BIZEN IAM &
EHNXEHERE. XEKREFIE re: post FHEM AT ELIZEMEE AWS Support R IEEHE AR
R, Tt IRBWBLEZE IAM AF. AWS K/

BNBWEEFUTRESKER -

- FRAEEMERIENRN IAM KB AWS Support. ES R AWS FEEFE .
AWSRepostSpaceSupportOperationsPolicy.

HREEFLAE re: post B, WETEEGIEN IAM BE

MREH 1AM AR EINE re: Post Private; 51 RH IAM A€H | NEKREZAEEE re: post
Private fERAIESSE , B ZACCHENR. SUUEFNEACHUBR— AR, ESH 02
IAM B,

B IAM B3RO ERE

BREE re: Post BIEN IAM AEFENRFERITEERENRE, i, MRERLEFA re: post
FHRAFAEIIFRS , NiZARMSMEBsupport:CreateCasefX R, re: post Private Bt A&
RN IERITXLERE,

WMREWB B RRD R IREE AWS Support , FRIEM N EHNACGHRBERTEGMENN
PR o

ESREBIEMN =5 IAM policy.
HRIETREN IAM BT

BINERFAE re: post BLERIFE T EHNAG,

R ENEEAF 5 RE AWS IAM Identity Center

re: Post Private AWS IAM Identity Center 55K , NEWHL A TR S HEE, F£H IAM Identity
Center SIEZERARPNAF , HEPEBEMAIIXNAAE AWS IKF MR AEFNIHRENER. BXx
IAM BB FLNESEER , ESFTLE AWS IAM 544 (AWS Single Sign-On H4{EE ). B
X IAM Identity Center AITHVEZER , TSR A]. EEA IAM HOH L0, BELTNIZKS AWS
Organizations BJEo
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BEXEHFAA re: Post

BIZEFAA re: Post f§ , BAILLAERIN— NP RINEER, BEERMEA re: Post Private NARFE3
FAE re: Post AEBEFWAF, 1T LLRFAA re: Post BEN R , BMIRERNHNBEHITHE , H#
ERERMNBHETLEHNERTNE, BXEZEE |, HSH AWS re: Post A EEIER,

Big AP W E IR FLA re: Post

BIEFAA re: Post & , BRI —NHSMNAFRMEZFAA re: Post, RATSUEERFEROAA
re: Post It {TtME. FAF M re: Post Private NARFFERAERENEREER, BFFA re: Post
B, ARFOUUNBRERNEANES , SEANHEHBMNBIENES EFHNZININERAET, BXESE
B, &% AWS re: Post A B FIERE,
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£ re: Post Private 2% & F EE/RIVFAA re: post

RN BWMATE AWS re: Post FAE &I A R EBREHFAE re: Post,

£

- FAPMBARMEEHFAA re: Post

o TE{REVFAN re: Post P RN R B4

o BERASMBEAMAZNFAA re: Post

s ERHNAZEEEP A HEALAEER

« WNIBHIFLA re: Post FEBERA S EA

. BTN re: P AWS ost FRIMEMIERR T
« M re: Post Private il BRFAA re: post

AP FMEHRBNMEIERIFLAA re: Post
MBMESER | N A USRS ARERINEEHFA re: Post Hi.
SR RIMEIENFAA re: Post

1. TFF re: Post Private 41 , it https://console.aws.amazon.com/repost-private/.
2. ESMBERP , ERERVFAERA re: Posts,

3. EBRIREEEMNFAA re: Post,

4. %3 Users ( AP ) &I+,
5
6

CECAPT T IR ORI P FEEA
MRS EBRERIMBIFAA re: Post FHRAF . RfE , &&F “98,

PRk R P RIRMMEIEFAAN re: Post 7 , H5I7E “BF” &WF T

FFEARNMBNIZREVFLA re: Post

1. FTFF re: Post Private 4l , Mt https://console.aws.amazon.com/repost-private/,
2. EEMERT , EEBRNMBFAA re: Posts,
3. ERREEENFA re: Post,

IR A
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4. %% Groups (48) &I+,

5. FRMAFFEA,

6. MBIERAF | IBERMEIFAA re: Post RIVEEA., AT, %R “9E,

P& B A RN INEERIFAN re: Post # |, H 57 “BFH” T+ T,

EREIFAAN re: Post [/ PR nZIEEA

£/ IAM Identity Center 57 PR MEIEHFAE re: Post P EEHE., EXEZEE , TSN
AWS IAM S ORAPERPRNEELRNAR,

BiE R MEBEAMMAEHIFAA re: Post
BRBUTSERBER~MBA A AWS re: Post Private FBIFAH re: Post :

1. FTFF re: Post Private 4l , Mty https://console.aws.amazon.com/repost-private/,
2. ESMBERTP , ERERVFAERA re: Posts,

3. EERMREEENFA re: Post,

4. BRBFRFMAEKFLA re: Post , iFEZR A/ ®&I+F,

MFTRF | EFEEBEFEMAFA re: Post WAF ., RE , B EE X :Post B Onboard A F,
5. & “FAFAMALFAR re: Post” XiFESR , IAUTEER :

ER R, MALRERENS RN ER,
£ Body F , RIZHIFAA re: Post S AXUIE B,

R KA ANBRE FHRE,
6. ERFEHAMALEHFA re; Post , BEFEAEXTF,

MBIERAP | EBREZFMAFLA re: Post WEEA ., RF , &R MAELALLE K Post,
7. & FEAMAZILFAA re: Post” XiFESR , HIAUTER :

ER R, MALRERENS RN ER,
£ Body F , RIZHIFAA re: Post S AXUIE .,

TR RIEAIRE T HRA,
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FILEBRAEEFIAEENAFNEE , EhESFXIAZTIENFAA re: Post HIER.

ERNABRREPRAFHEELREER

ERFA re: Post AFRANEER , FHITU TSR :

. ¥TFF re: Post Private 41 , L7 https://console.aws.amazon.com/repost-private/.
 ESMBERT | EERBFTEFAA re: Posts,

ERREEENRA re: Post,

. 1&$F Users ( AP ) &I+,

ERERANEERBAN IS INAF,

AR “RBEAR, ARER WABEER

o 00 A W N -

RENAFRBERANEERER, £ AP BAFT , XEAFNBEEHN “EER

MIEBRIFAA re: Post PRBRA P HEA
MREBREER , WA LLFEAPREANENFAA re: Post AEBER,
FRPMNEHFAN re: Post F K

1. TFF re: Post Private 41 , Mt H https://console.aws.amazon.com/repost-private/o
2. ESEMBEERD , EFERAIPTEFA re: Posts,

3. ERMREEENFA re: Post,

4. AP T, MNIIRFPIEREMNTAA re: Post PRI A S, R, &&F “BIR

i A PR IEEIFAA re: Post -8Bk, BXREMBRAFNEETRTBERE ‘AP &M T,
MARBIFAA re: Post FEEREFLA

1. FTFF re: Post Private 4l , Mty https://console.aws.amazon.com/repost-private/,
2. ESMERYP , EERNVFAERA re: Posts,

3. ERREEEMNFA re: Post,

4. %3 Groups (4) T+,

5. MFlFzeS |, EBREMNFAA re: Post PHHIBRIVEEA, RS, 1EF “HIBR
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FRE B MIERFAN re: Post HBER. BXEMBRBANFERTBERE BHH" EBFT,

EZNFAA re: P AWS ost PEHRINEKMIFR R T

WREFL LKL On-Ramp Support it , M ATAEEEFAA re: Post HR LMK AWS R T,
MEEZELR , BB R Concierge Support RIEMFHEAREFZLE (TAM),

M re: Post Private H il BRFAA re: post

E 1 AWS re: Post Private FIBRFAE re: Post , BIRBUT SRIRE -

1. TFF re: Post Private 41 , it https://console.aws.amazon.com/repost-private/.
2. ESMBERD , EFERAIPTEFA re: Posts,

3. EFREEEMFAA re: Post , RIFIERFE “MIBR",

4, IEFEFRBEETEIAHEINEE KA RFAA re: Post M5 Z xR,

/A Important

LRI BRFAE re: post BY , 5FAF re: post XM T E B EE S RFEMIBR. FAA re: post
WHIRRE , BT EMNPREFEMRNS.

5. YRGRTERHUINNPEEER , BRAEHNFA re: Post WE R RFEZEMER,

T BRIEEIFAA re: Post RAFEE 30 78,
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153 AWS re: Post FAE iR

W5 2447 AWS re: Post Private f1ELBAWSHEEIR TR ATSEM, ATAMMNMEMNEEALA RIS .
AWSEMTUTIKIETE  ATIM re: Post Private , £ EIRIBAT#HTIRE | HAEE YN H3XE
B

« I E#4&3ERt CloudWatchi5 2 IEHAWSE R IBZETAWSH N AERF ., B LUREFMIRERISHR |
BIEEENHEHER , URREBRUEEENERREZEENRERN BHEHKEER, 5l
&AL CloudWatch BRERIERY Amazon EC2 KfIfY CPU ERERHEMIgI: , HEZER B
Ba#F xS, BEXEZER , HSHILT# CloudWatch AF M,

« AWS CloudTrailf#3R &SN xR AP HAAWS IKF MBEXEH |, 7/ B S HEREEEE
Y Amazon S3 7 #f, ERILFRIREBLER P MK EA T AWS, MR HIEAAYR IP ithik AR
AN RERE, BXESZER , BH56 AWS CloudTrail AR,

B 55 AWS re: Post Private CloudWatch

BT LAE A Amazon %3 AWS re: Post Private CloudWatch , I Bz & I &£ R AR H M E A B R 1]
BRHIE PR IER. XESZUBESRTF 15N , IEERALLFRFELESEHEF i T HREHN
Web B AREFHRFHIMRE. A, AILLRERA THNSERENER , HEREAENFRERKXBE
HBHITERE, BEXEZELE , BRI S # CloudWatch A i8R,

re: post Private [RFIR&E T E Z R P TAWS /rePostPrivatedg#r.

EiR EPUN

NumberOfSpaces HFKF FFAA re: Posts FIEE,
B

NumberOfUsers FAN re: Post FEYRAFEE, WLIEPREEA SpacelD IEREE,
B I

ContentSize FAA re: Post FIVN AR E, IISFREA SpacelD ER4E,
By FH
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re: Post Private 18X F A T4 E,

$E iR
spaceld FAA re: post KM —F#RIRFF,

EFiZ AWS re: Post #AF API @A AWS CloudTrail

AWS re: Post Private SAWS CloudTrail—I RS &K , ZRFRMAF, BEHIRSTE re: Post Pri
AWS vate FREIHIRERI1EF. CloudTrail ¥¥ re: Post Private BFTE APl BRABRAEHN. HIRW
A @$EK 8 re: Post Private & & 8 1 F F1X re: Post Private API #ERNRBEAH. MEELIER
B, WA LA RS CloudTrail E4-E44£ %2 Amazon S3 1Fi%#8 , B3E re: Post Private IS4,
REREERER , BHATLIE CloudTrail BHIAW “SHHLRER PEFSEFNEYL. FAKREN
S & CloudTrail , A LAHE [ re: Post Private K HWER, ZRHERM IP bk, #ERXEH TER, M@
R EERAREMIFMER.

ETHEZ{EER CloudTrail , 52 (AWS CloudTrail AF#EF)

re: EHR X FAEE CloudTrail

CloudTrail ZEZ 81K AWS IKF i EEENIKF LB M. 2 re: Post Private R RAETEZAY |, X&)
25 HMWAWSERSS CloudTrail S —RICRESHALIERKFP. BANE AWS K- REE, BRM
THEHEMH, BXESER , B HEA CloudTrail E47 EIEF,

BEFEIRRENERHAWS K | 21F re: Post Private (WS4 |, HRIBRE. BEAY CloudTrail ¥
BEXH&HE Amazon S3 7. MIRBERT , EEH AP AIERERICSRA | WIRFRIERNAT
FIEAWS Xi5, BLERERIERE AWS 2 XA IERAMAEXEBHRNEYS , HEAENGEEERIEEN
Simple Storage Service ( Amazon S3 ) #. It , BRI LB EHMAWSHRS |, Ut —F 2 L=
CloudTrail BERRENSHEBIE. EXELZEE , BZATINE .

- NIEH AWS JIK 7 B2 IR iR

- CloudTrail X #H RS FMEK

« L& Amazon SNS & CloudTrail

- BRXREZAMXEH CloudTrail B EXH MWK B Z A KT CloudTrail B &4

FRT A re: Post Private #4E#9H AWS re: Post A8 APl %123 CloudTrail 712 %1E AWS re: Post
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+ CreateSpace
» DeleteSpace

* DeregisterAdmin

+ GetSpace
» ListSpaces

» ListTagsForResource

» RegisterAdmin

* Sendlnvites

» TagResource
» UntagResource

» UpdateSpace

re: post Private 3/ L TAWS Supporti2 EE N EHIEFRKIE CloudTrail BEX 4 :

* CreateCase

* AddCommunicationToCase

* ResolveCase

BN EAS AXEZEHBIEEXRENBERNARGE. SOGEEUSBHEBEUTAR :

- BHEREFEABRAFEIEER AWS Identity and Access Management ( IAM ) AP EIE.X Ho
s BREFEAACERKESHAFNIRNZLZIEREHN,

- EREFHHET AWS RS K H.

BXEZER , HSH CloudTrail userldentity Jt#,

T f# re: Post A8 BHENH%H

BEE—MEE  AFSSH4ENBEXEERIEEEN Amazon S3 1Z##. CloudTrail B &34
BE—NEZENMNEEZEB. BEHARKRKRBEMRENEMER , BEEXFRWRE. BEN BB
B, HRSHBEFNES. CloudTrail BEXHFR A AP ERANEFH#HKRERE , Rl T2RE
{4 ENIRE S,

AR RBIE R T E RiZCreateSpaceigER CloudTrail HES% B
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

1,

"eventTime": "2023-11-06T21:37:44Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "CreateSpace",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amz-apigw-id, date"

T fi# re: Post AB HEXH%H 40



AWS re:Post Private BHAEEER

},

"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30abc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

AT RBIE R T ERZRegisterAdmini®E/Y CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.183",

T fi# re: Post AB HEXH%H
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"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"
.

"responseElements": {

"Access-Control-Expose-Headers": '"x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, x-amzn-trace-id, x-amz-apigw-id, date"
.
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "elB873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

AR RBIE R T E RiZListSpacesi®EER CloudTrail BE%R B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-09T22:28:23Z",
"mfaAuthenticated": "false"
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}
}
1,
"eventTime": "2023-11-09T22:38:3472",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-afOb-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

LT RBIE R T ERiZResolveCaseigER CloudTrail BEE&B. S lERAKBERBEH
MsourceldentitytE&EKIRFIFERZEFNAF,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDIQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"

}I
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"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

1,
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
1,
"eventTime": "2023-11-17T21:46:44Z",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbe4-c8d5-4d61-a016-e@76de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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