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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
AppRegistry application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
o9

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

#n{al AWS Resilience Hub i1k

you have checks in place to assess resilience
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EFHTHRNEZXERSNBRAANTEPMENNR , 55 Hthe section called
“‘AWSResilienceHubAsssessmentExecutionPolicy”’s AWS Resilience Hub

AWS Resilience Hub X#FK BT AWS RS RIR :
. it
* Amazon Elastic Compute Cloud (Amazon EC2)

AWS Lambda

» Amazon Elastic Kubernetes Service(Amazon EKS)
« Amazon Elastic Container Service (Amazon ECS)
* AWS Step Functions
« Amazon Relational Database Service (Amazon RDS)
* Amazon DynamoDB
* Amazon DocumentDB
- BEMAANE DK
* Amazon Route 53
 Elastic Load Balancing
- MZibutERER ( NAT)
- T7iE
« Amazon Elastic Block Store ( Amazon EBS)
« Amazon Elastic File System (Amazon EFS)
* Amazon Simple Storage Service (Amazon S3)
* Amazon FSx for Windows File Server
- Hft
« Amazon API Gateway
« Amazon Route 53 N AEF XS #2H88 ( Route 53 ARC )
« Amazon Simple Notification Service
« Amazon Simple Queue Service
* AWS Auto Scaling
« AWS Backup
=H5H0 AV G A STetE T 9
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® Note

« AWS Resilience Hub AT ZEESH R RN IHFXL , NS NARERRIRNIER
E. 4, B RS RRAE X6 , AREIFGEERRIEREFG , Mf AWS
Resilience Hub IRt E AN B MR, EXONABRFANMAREFINESZFEE |, B
Y%%8 AWS Resilience Hub R TR F &R

« AWS Resilience Hub X1 Amazon EKS #1 Amazon ECS AWS Fargate,
* AWS Resilience Hub #E N A TR HI— 285 , X4F AWS Backup BRI :
« Amazon EBS

* Amazon EFS

* Amazon S3

» Amazon Aurora Global Database

* Amazon DynamoDB

« Amazon RDS #IE RS

« Amazon FSx for Windows File Server

« Amazon Route 53 ARC 1R AWS Resilience Hub i#{&1l &i# DynamoDB £k, Elastic
Load Balancing, Amazon RDS &4, AWS Auto Scaling

« AWS Resilience Hub 2 EBEXHHER , BRI HIEMNNARFEAGT, B8N
AWS Resilience Hub N HREFEHGN AR RAIXENERNEZER , F5H S5 ED
¢85 AppComponent,

- BAEI, 2R Amazon EKS £ TR ARFRERS A AWS TIEZFMAN XEH I |
N AWS Resilience Hub A 3%X Amazon EKS £ 83 178 X i3 ¥ {4,

- B, X AWS Resilience Hub LA~ Kubernetes #iRIEH .
- BBE
» ReplicaSets
- BES4H (pod)

AWS Resilience Hub ZREUATEEKEIR :

o FEMMEIT THEME RTO AT THEME RPO KIEIR — W AWS: :RDS: :DBParameterGroup
R (WEBRFRFEMMAETTEAR RTO M1 IERE RPO ) 4 AWS Resilience Hub 2B

*#H AWS Resilience Hub &R 10
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o EMERIR- AWS Resilience Hub RS ATNEHR , ARSI LB EBTNEFFRNEMRIRE

HiEH, Bl , AWS: :ApiGateway: :RestApi 1 AWS: :ApiGatewayV2: :Api  Amazon
AP| Gateway XK RIR. B2 , AWS: :ApiGatewayV2::Stage TRMRKER. Al , EF=2H
& A9 AWS Resilience Hub,

® Note
T XFHBIERIR

BT EBE A AWS Resource Groups ( Y5 i# Route 53 RecordSets Fl API-GW

HTTP ) L 53k Aurora £IKFRKIRBI ZSNEIR. MREBETN P D HTXLRE , N
DRF o FFERBRARMENAERF, B2, &% Amazon Aurora £ 3K R 1T 144

i, BAFE S Amazon RDS EHIMNARFEAG P H, BXRENESELR , 55 the
section called “RBER ARFHER -

XERRAUEESEIONBREFNIIRE , {8 AWS Resilience Hub BRI A2 XIFEA ],
AWS Resilience Hub 1R 5 ATEFH AWS CloudFormation #4%, Terraform JRZS S48 B
RAERFRXE K NS HBEEFAFEETXENAIR. AWS Resource Groups AppRegistry

*#H AWS Resilience Hub &R
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Management ( IAM ) X BR,

FB
. FRFMH
- JFRARFERNME AWS Resilience Hub

TR

EFEH 28 AWS Resilience Hub , 4@ B T ERE M

« AWS IKF-RHEEHEPFEANS M AWS IKFPERE ( E/XREB/RRKF ) 12— 2/ KF. AWS
Resilience HUbEXBEFEE AWS IKFIEZER | HSHEUTHE :

« BRAWS ERAF — Al BREXAWS EHASE ?

« B AWS K — https://docs.aws.amazon.com/accounts/latest/reference/managing-
accounts.html

« AWS Identity and Access Management (IAM) X R — &I AWS Ik j5 , BX40 8 E SIS/ K
FREMENACHN IAM R, fln, RENET —MNATIHEMARERERN AWS K-, 1
DPRE—NHMBEHNEELERN IAM PR , AWS Resilience Hub = 8 NSRRI K 7 17 (7] N A 72
F#R. ETHRAEX IAM XRHNEZFEL , 5ZH the section called “AWS M 0175 1AM B
SR BREOABFNKBNESZEE | 52K the section called “fFf JSON XHE XEER
B

EREFHREAS, BENAERMIAM KR |, ST UEHA R AWS FEE KB (the section
called “AWS £EF 1), SEHCREXRKMAL , FHA AWS TEXBREELNENRAIERS
AWS Ik 8%, AWS Resilience Hub 1 AWS £ E KB RIMEFINE , L BX Hib AWS RS
WX EFH RN hEE, EIt :
s MREBRIUEERF , HAFELNWNABRFE TGP EARFTNIERIIEE K WSALKFZNARERF
HETIRA | REETHWNIT L, BXEZEE , ESHUTESE .
« the section called “& %1 R F 12 = B9 #T AR AR

« the section called “1= 1738 M 1F{L”

TR 12


https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/managing-accounts.html
https://docs.aws.amazon.com/accounts/latest/reference/managing-accounts.html
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« MRERER AWS RERBAAF., HFANARSEELM IAM KRR, MBH
FHEEXENR, HXx AWS RERMHNEZELR , i3 [the section called
‘AWSResilienceHubAsssessmentExecutionPolicy”

R RAEFERINEl AWS Resilience Hub

AWS Resilience Hub 12 o £ MR B 5 4 FF X £ an A HI P A3 MR L FIRIE, AWS Resilience Hub &
HUTHERBEEEFHERH R AWS RARF R Z R

« RYEHEHR,
- HEBERRERBE B (RTO ) MIkE KB (RPO ) 88EB XL,
o TERIB R B E IR 2 Bl R A &

W2 N SEMARMNARR. BUUMNAERARRF. AWS CloudFormation ik =k H R &%
& AWS Resource Groups , AppRegistry RAERIRMENEM KR, BRTNARERE , BUUEH
KmE|IH AWS Resilience Hub , AERBXNARFEMEN TGRS, A5, EUERTUHHE
BORREEHM., BAUEET—REN , BRER , ARESHT , EEMGTTIERAE RTO M4t T
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FH

« SR NAMNAEFRFR

s SE2: NMAEELNNARRF?

« HI 3 : @ AWS Resilience Hub N AR RIS R

« B 4 :iRE RTO # RPO

- FR5: REEHHEAREBEA

- P66 RBNR

- SR7 BENAEFRESH

- S| B  RIMIEE

- SB]O: BEHAXMEN AWS Resilience Hub R ARRF
o HE 10 . WIEH AWS Resilience Hub i T2 F# 171N

ST MR ARG
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AFN AR HIE AWS N ARFHIFEHMESE AWS Resilience Hub,
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o Hi T BORS
- XBES
- EX
- EERTR
- JEXxiR
6. XF RTO # RPO B#r , EEFMARESF RTO M RPOT , HEAFBMA—IPEHE , RAEERZE
PR 2R 89 BF (8] B2 aL
EEMREMNTAXHEMIZE RTO #l RPO TEEXEXH,
7. (W) MRLESXENARE  WAESEELXEHN RTO M RPO BF.
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BRRXE, T RTO M RPO B#r , EFEFNARERF RTO M RPOT , HEFWA—IKE , R

JRIE B ZEFT R RAVES B 21,

8. (Wit ) MREFMIFE , WA AERERECNERBEFRITIERIE, BXFENESEE

FAWS — i ZE B P IIRIE R IR,
9. %R Create ( B2 ) LABIE KR,

R IR WY SR B 2 R SR

1. MNEMSMEES , EEERE,
2. HRFRCIEBIEEIRT  REREEUNRBEIEERE,
3. HERMREEID , EFIRBMERE.

B2 38 M KBS WE R o
4. F ASRMEREEH A
5. (Hik ) wmARBERHER,
6. EERWUMBMHRBEEST EFHERUATHLAAENBRUERBER—

- FEXRBNARRF
- EENAER
- XEBNARERF
- ERXBNARRF
- RBESNARRF
- ERXBESNRAER
- ERb& 0BRSS
7. EQEBMERE  FEFERE.,

3[R 38 M SR B RV IF 4115 2

UBITH BRI | ALBHNEX RN ERAT. CETURBRMRA.
IR EAELSEANIENE | HEARE.

HE

EXER

FS

TR R AR R
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REFXREMRBHUATER : 8%, #R, BR. KEARRMNIZBH,

fhit TR RTO M1t TEMAE RPO

T RE B RBEARR AT TERE RTO MLt THERE RPO HMTREL,
B

ERALLMEEE, RMmAMRERLNAREFASREL,

TR R A E R PRI M RS

1. MNEMSMRESD , ERERE,
2. FERMREES , TR,

3. EREE. EEFREER. RTO M RPO FERFMAMNHNER. AR/FiERFE Save changes ( REFE
).

FE 50 M SR B o 4 R O 1 SR B

1. MEMSHERF , EEHRE,

TERMRRE S | TR — MR,

%% Actions , R/F1E#F Edit,

EEARER, RTO fl RPO FEEHFHM AHNMNHNE R, AF%ERE Save changes ( REEX).

B w0 N

i) BR ot 4 SRR 4045 2 R Y 5B 1 SRR

1. MNEMSHELESD , EFERE,
2. TEHMFREEP  FTAEMERRE,
3. %$F Delete ( MIER), E$F Delete role (MIBRAER ) |, REHIAMER,

) BRSO R Y 3 M R

1. MNENSHmFEESD , EREK,

2. EHRMREP , EF MR,

3. 1&#F Actions (1E) , AFiEE Delete ( MIER ) o
4. 1%$F Delete role ( MIBRAE ) , RFHEIAMER.
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Z{THREE AWS Resilience Hub 38 M 44

SENNRAEFREERN , BN ZHTEETE, TEIRSFINARFAFEESRIEHITLER ,
HRHER. SOP MNIAEN, XERER W ATAMRIRESE.

BREBWAFDSREATRNPHNER. SOP BWRMHTHELMRERRE (SINZHPIRE )
HATEERNEAR, NHZVRETRIEENEERSTERSTHEN, flU , ZrablHNAREFRS
EBEHMETE (HlNBETHERBMSHB BT BHAREE ) PIIRE. ERSUNR =7 IFIX R
ENERESMANARFER, BETINIRK SOP HEEENFRM TRIEERR.

EATHEM T

O LA AWS Resilience HubA I Z/ MU BETH M R4S, BXNARFNESZER |, H5H
the section called “B I NRARERF,

MR B PR TR

1. EEMNSHhERES  EENARERF.

2. MNNABFRPEE—INAER.

3. MEBREXEHHEFRITLEEME,

4, EBETHEMITGEIEES , B0 LR TG0 A — 2 PR A E RSB

5 E&BE1T.

EEFITGRE  BENARFRPIERETME, BXEZELR , 155 the section called “BEF T4

BE"

WA TR B TR A
U MR RR MR AL TR | BALETHBE T,

1. BEEMBNSMEES  BENARERF.

MM ARFRPER-PMNARERF.

EFEFEIRTIR,

EFRIETRMEITE,

FE TR A ERES |, SRS T A ME— RS £ R B FRo

EFRIET,

S
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EER LIRS , BENARFPIERETE, BXEZESR , HSH the section called "EF 14

BRE"

ERHERS
57 ATE RLFIRR P B9 A6 L R R BT 3R 5
ERIFEIRE

1. BEEMBNSMEES  BENARERF,
2. ENAERFYF , IF-ITNAER.
3. HEIMEATFH , NBMETERPERTERE.

I HRER , TESRIUTRA :

« ARG E AR

- RERENEL

- REEHR. SOP MM HATEIL

o AR MEERE IR RMIFEILE AWS TR

L

ATELR T PR E. AWS Resilience Hub 3| 7T Bk B MMEXNNAREFAMSE, EHHTHE
AI35BR RTO # RPO KB , AAENAREFAHFRER I KR B IR,

iR
LRNABRFNEN., BUERBHNBMURRENIZBH,
o E 8 R R

REDFIHE T ERIMMANERTNARFFZERAMEMERNAAERIR, B EFSABAR , &
WA B FHEFSAFERAAR (AT E2EBNER ) . &R “RAH MY, BEFNRFS
EENARRFY , ARG HEBEEEITME,

R LAER LT 73 £ R AEB R B AR
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- B ID-RREBRNELE ID, 248 ID 2 FHRI2 AWS CloudFormation 3#f#k, Terraform RZSX
. FHRMONARER. AppRegistry NARFHFPHWRFENEM. AWS Resource Groups

« FER-RTAARFERRNNERBER.

« BEM-RTIBREM. ERREMUEHENHNNARFHAEFRHEFEFAEE . XTFEIHHFmPmA
R, ZESEEEARTA, i, REIEFEM AWS CloudFormation kS ABRER , WR&ELE
BEEMR R FAESETE AWS CloudFormation,

« BRRE-RTFAFRRE,
- KP-RREEYIERIFRR AWS 1K,
« XE-RREFRERN AWS X,

RTO

LEREAREREITTNARFREDETHEREN BiR, XRETETHALERERRENER T A
LU AR R B ERE, ZITERE T AT THERE RTO,

RPO

DEEARERMEITNARFESEIEMRBEH BEIR. IRETENULFERERRE 2 HIETRE
ERBBEKE, ZITERE T A1 TFERE RPO,

HAEE

ERAERINARFEAEREETFFAHRETHPIRE, MAELERENFERMAETH , 2
FEAMRE  MUARFAEAMRELTFNESEAERE, THRESENARF. ZEMIRE
(EmRENaTARX ) MXE , ARMUTHEXES

* AppComponent

HWRNARFNRR. fl, BHNAREF IREFREFERITEAL,

.+ f5it# RTO

ERENKBEERETNSENRBER, RINEHFME , BIRMNAMEITH RTO MENE[
RTO, fifn , MREEER RTOTERMNMENRN 2h , EMEITRITERR RTO THEEIWEN 40m , N
RABRMNBHEBME T TR RTO 5 40 74 , MR N AREFAIZ B RTO AR /Det. HATRIfE
TR THERR RTO HERETERE , MARKK. Hit , TREEEPHERR  STHXBEEHE
oA X SRR AT TR RTO H9MEE,
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- RTO frZ&

ERENERARFE L —RBRINTAR AT THERE RTO MBI REFLERE, RMNEH TR
8, BNEMNMEITEY RTO M RTO fR=. flin , MREHEMLITH RTO TEFRIENRN 2h , #E RTO
RE=TEHEWERN 40m , WRRENNARFES L —XBEZ IR AT THERE RTO 2RfRZE
40 75,

- {&iTH RPO

£~ AWS Resilience Hub IRIFEZEN SNV AR FAMF BRI ER RPO KBS 4 E H Y SFRE1TH
THEME RPO i, Hln , B EER MR P ETAXHEN RPO BIFIEERN —/Dit, ITE
HEEITERAEZETE. XERERIMNERIENESH Amazon Aurora EB#Z 7] XK AN
TRPEON ARIITRK. point-in-time IREATBEEE R 2 4,

EME— T BUERT RN RTO M RPO B2 KE" WTRENARERF , 3 AWS RSHFEEXE
ERERBIIE  RERTUHRIEERR , BN ZRSTREZRMNXE T A,

IR GIEFRUIERTT , A0 %2 X RE RTO 5 RPO B#r , LoRFUREIE 3 s FERY £& 111k & A E]
BRIER

- RPO R£
BERENERARRFE LR INTAR A1 THERE RPO MM REFE&ntE, RINRETHED
& , BNEATAY 1A RPO M RPO fRE, Sl , MR EEITRY RPO THEEIAVEN 2h , £ RPO

RE=TEHIWERN 40m , WRRENNARFES £ —REIDTHERNME T THERE RPO 2HREE
40 75,

EERMEEWR

MR N ARFASFHTITMG , HREBMAITH IEAR RTO, HiTH ITHERAE RPO, BAFEHR/N
B RCREW MR TR,

i/ AWS Resilience Hub , BRI LAER “NH LR FBUIEIN PR LT #HEFIRIN 2 —RME{L3E% -

(@ Note

« AWS Resilience Hub 12# T &% =/ AWS Resilience Hub ##&Fi%I,

o MRMBIGET XiF RTO M RPO B¥r , M &EHEFIXRT A AWS Resilience Hub & REX X
15 RTO/RPO #1T{i{t. MR KIZEXE RTO M RPO B#r , MAE RN TAKX (AZ)
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RTO/RPO #1Tit{t. BXELIEH M KRMEAITIZEXE RTO/RPO BEIfHNEZEL | H5H
B R 5 1 KB

- NARFAERBNMGITTEMASR RTO MEITTH IEMASR RPO BERBEIZERBEENNA
AppComponentsBiIEEXRBEN, B2 , XERERRMAEE., BN1ZERAB S8R (4l
m Amazon £iREARS ) KN it N AR 7B SRR IR E AT (A

3 ATAKX RTO/RPO #1TL1E

ATAX (AZ) H M EAE AT RE MY SRR & 1T TES B R E RS E (RTO/RPO), MREHEEFERTELAFE
RTO #1 RPO B#5 , MR AL MG N RETEARZTEXIRERE , WEENERBEDEEE
BE B B BB o

&3 Xi8 RTO/RPO #1T4E1L

(X s34 F b 50 B) AT BERY B AR AL it THE AR IRE RS A (RTO/RPO), MREMNEEE RN ELURE RTO
M RPO B#r , MAGLEHEMITHRETERBXFIRE R E |, MEEHNE BRI R RMAY T8
o

ALY

XREMERFENKERSE , HEMRAFSENRMERE, NRENEBETEH# TR B ERASKIM
LEFR , MRE G MG T LATE 52 B SR RAS R fE I8 BV Be I 120057 2 SR BE HY AT RE 1

HXHRNERHATR

KABREMENRERERS . IRENEELERDESLURRMLILEIR , WRESEHMERN
RYSE R | XL ol AT BAGE AR AY D B 45500 B SR IR Y AT RE M

fRAL SIS P BIEL TR -
. ik

IR E I B E AWS Resilience Hub,
« B

iR T R BB NE B R ESHXAERIE,
o EXRRA

B2 WHE BRI G IT A,
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® Note
EXZATEREABERMRE , A BT SEL LTI (EDP) MEMFTHHMAE.

- f&1THY THESE RTO M RPO

EREMN AT TERE RTO MIETTH TERE RPO,

AWS Resilience Hub 11 8 AR F4E 4 (AppComponent) 2BRFA# 4RI, R AppComponent
TRERMBER , ME AWS Resilience Hub TR HARA{E# S MM EW , N TTsER R N ERFISE
M AppComponent o3& B ATt A BBV IR ERTE. AppComponent AppComponent BR &l 8 =412
ERRXRHE, FHAPIIBREE.

NETETHEMBER |, RGN RN T RER AppComponent SREF#EM KM | HH SR RATAE
RENNERIF—H. AppComponent

HEREEI
BRERNIZEET AWS CloudFormation #ERIZEZE R, SOP Ml AWS FIS SR AR,

AWS Resilience Hub £ AWS CloudFormation iR X 4B TH A URBEXNEENAEFNEM
i, it , EAIE AWS CloudFormation Higfit T2 , AEETLURERMEINARFRBH,
IR AWS CloudFormation R34 A/NEE 1 MB BEEEMAREN 500 4, N AWS Resilience
Hub £ % AWS CloudFormation #E#x3# , EH 8N XHH KN FER 1 MB, &% EE 500
BiR. WHRF AWS CloudFormation AR 75 7 243X, M AWS CloudFormation #4324
B NEREpartXofy , EPXKRRFIIFHNXHS |, YRR AWS CloudFormation #1324
WO RO E, il B NERIH big-app-template5-Alarm-104849185070-us-
west-2.yaml AN , MXHBFUOTHAR :

* big-app-template5-Alarm-104849185070-us-west-2-partlofs4.yaml
* big-app-template5-Alarm-104849185070-us-west-2-part2of4.yaml

* big-app-template5-Alarm-104849185070-us-west-2-part3ofs4.yaml
* big-app-template5-Alarm-104849185070-us-west-2-part4ofs.yaml

B2 , T AE AWS CloudFormation &4 , BEERHT S B FEEFM RS URI , MA2ER A
X ER AR CLI/API,
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£ AWS Resilience Hub , #&AT AT LA T 182 4E -

- BALRBIEENER., SOP M AWS FIS 2%, EREER. SOP M AWS FIS 3k , FiEFEM
RIRVEE H M AME—HBEF. AWS Resilience Hub BIEZIE RN HECIRER, EEMRF , &AL
i3 Amazon Simple Storage Service ( Amazon S3 ) URL 1 [6] #& 61 22 By A

- WAL SERHREEARE RSN EHRAREFHEENIEEER. SOP M AWS FIS XK., BXE
ZER , FSHthe section called “BEHERIEIERI

- BETLER, G, AN, BRINEENRAEBFORE  AEBENARFXERNMERE.

BEWIRBFERW

AWS Resilience Hub 2% 7 —/NET , AT EEBTEBRN RS BN A RE R R8T 8] KA % 2 B 3
FHER. SOP M AWS FIS XK (MK ) . ABFEEHTHNITMEE , 2 ENHRREENST 2N
RRARFHHEESSEFH, Rit , BONBWEHTITME , LUREEFNREES T, H THRENNA
R E,

BXANENMNNARFIERHREBIUNNRHITRFINEZEER |, 1551 the section called “R#HIZE
=HHEBR AWS Resilience Hub Z YR,

ENARFHESRYBRRERIL

1. BEEMNSMXES  EENARRF.
2. ENAERFT, IF-ITNAERF.

3. &R, REMNEME TG RPIER -G, MREEGEHRITIEME , B5EK the section called
“SEITHEMIRE PSR  ABRELSE,

4. GEFEREERVETFR,
5, BEHENARFHESRIRRERN , FERATIEE

ENARFTESRNFREUNER
1. EHRRER , BEAATHR
a. GEEBEHRATFT , NERRPEREHIBRVFAEER (L TRRBRE ) o EAIBMRESIH
AR B L B K RS
b. MEREFREEIRIEET.

c. MEEBREBUSYERES , BRUTRRz— (Wit ) , RARERHFREER , HAEERMEA
B PHEER,
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- BRI — WRECELEE MAmazonAEEALSE =5 RS IREE 2 KA AWS RS H 3K

e T IXLEEIR CloudWatch |, HiEEFR LD,

« FHX — NREBERTFHFEEHLEER | HEFIIED,
« RERRAER — MRENAXEBERAEFZRMEARXE , HEFLIEDG
« Hitt — ERETSUEASRIZEBUNEFNEBRRE,

2. BEUREBR, BRMUTIR

a. HEBERETFT , NERRPERZESHAEER (L TEHRRE ) . BEALMNREHH
TR BB R AY BTSRRI

b. MREHEFRITZEED.
c. MESERUEEYF , ERESEED , NI EENERBISENRARFF,

ENARF T E S HPERRE AR AR ERTE (SOP)

1. EHREWK SOP , BERA TSR :

a. EVERERBETFT , M\ SOP RAPEEZHRNFTA SOP (4T ERREHAREAER
D) o BEABMRESFIHIRE] SOP MY = B SKHEIR TS

b. MRS  EEHRIEE , FHEER SOP MIRHI R AR T FHERR.

c. MEEREBUSHEES , BEUTREZ— (7t ) , AEEEHREER , FiEER SOP M
B A2 FF A HERR

« BEXE — WREELE AWS RS REMHEME =S RS RHEE KR TIXLE SOP |, &

LR EEIET,

« THHX — R SOP FHFEHLMNUFER |, EERIIET,
« KEERAEZE — MREINNIXLE SOP KEFRMAELRE , HIRFLED,
« X — MREFBERERERE , HIEFLED

2. EQESOP, BREAUTHER

a. EERERBEATFT , M SOP RAERZESHAMBER (L TEHRRE ) . &£
MIRZS B R B B4R B 24 B SKABIRAS

b. MREHEFRITZEED.
c. MESEBUNEES , BRESEED , MAAEEERN SOP 88 ENARFF.
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ENARERFHES W REWATN IR

1. EHRBWHNE  BEERA TSR

a. EHEREIAREERERFT , MERFIAZBERKS  EREZHBRNAANR (LTEX
HBHEARSKRRE ) o BRAIBAMIRAS TR BN LAY 2 BT KAEIRTS

b. MBREHIEFIEEREED

c. MEEREBUSHEES , BEUTREZ— (7ik) , AEEEHREER , FEER AWS
FIS SR MR AR FHHEER,

- EXlE — NRECELERSIEMEME=5 AWS RSRERG P 7 X LN | Hik

BIEbiET,

« FHEX — RNV HAFHFEENLFER | FEFLHED,
« KEERAER — MREBANNXEMNRARERMEERRE , FEREF LR,

2.

T — MREABERRR | HIEF IR

FEBRWUNNR , BERUTIR

a. HEHERIAZBERETFT , MEREIAZRERKRPERZTSHAEN R (L TEH
BRIRA ) o BATBAMIRZS T IR B = B 24 BT K MRS o

b. MREHEFRITEZEED.
c. MEREEUHEEF , ERESEEDR , A EENNABIBSENRARFF.

) B A 1A

18 0] LAFE R A2 B 10 00 B P A Bt 4 1T A o

) BR 5% PP A

1. BEEMBNSMEES , BENARERF.

2. ENAERFT , IF-ITNAERF.

3. HEiFfhAS , EEBREITERPETERS.
4. EWIABBR , HEEMWER,

ZIRETBHIAEREITERSD,

T Bk 44 1 i
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BEER

EiETEM I AR, ERBRERIK —3849 , AWS Resilience Hub Zii& & Amazon CloudWatch
RS EZEENN AR, XEBREBVRETAYTNARFREN T RNAYE., MRNARFT
HERMAGELZET , MRETHEETRE , LBREFENNARF BRI EBNER,

AWS Resilience Hub 12 7 — MNEMR 4 (README .md) , RFEEIE AWS Resilience Hub K3
AWS ( a0 Amazon CloudWatch ) SRAZBHEFEMNER AWS, BRPRENKAEE T UBRXLER
B 58 A Y B SRR

31
. RERERUNRER
. BEBH

BIFRER U CIEER

AWS Resilience Hub #1Z2 @& 1E Amazon R EIZFTiE RV iFH1E E R AWS CloudFormation #4x
CloudWatch, £ KRG , L LUBIE Amazon S3 URL 5 AR , TEZERASEBAZHR
BEED , FEBET AWS CloudFormation 1244 tl 22,

ERHE AWS Resilience Hub ZBiXBIEEIR , MM AHENEIREIZE AWS CloudFormation Ak H 4
HEsaERBEH,

HRERN D OIBER

1. BEEMNSHKES  BERNARER,
2. HENAEFYT , ERENNAER.
3. EEIFEETF,

IR ERF , B LER LT E R RIRRER 1TE

« B — IR RANTER .

« RE — BRITER KRS

« EMMRES — BERITEREFEH LR,

« BUERERS —EBETRENNABRFREE 2N TEEAMRE,
- NARFRAN — NAREFIRE.

- BAE — B ERTENAR,
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« JTiRETE — RORITAERIFT IR T A,
o GEREE — KRG LERITE,
« ARN — {489 Amazon BIEBFF (ARN )

4. MM ERPIERE TR, MREKAFHITIMME , B the section called “1z 17 5 14 1T Ad”
FHEE , RERELSR.

5. ERBRFERU
6. WMRIMNBERTRIEF , FRBEREDTF,

HEHRRD , ERUEANATARFREWAER :

s BN —BAINABRFRENERNE .
o IR — HRERH B 5o
o JRZA — F R Amazon CloudWatch Z3RH L BISEMIR A,

ZIETRUATEZ— :

. BEE-RTEIHEIRS AWS Resilience Hub NN ARFHEW, R TEHHER
FNERERHJITHIE , LERECHWNAEFTRENMEENER,

o ALY — RREBUPARFREE AWS Resilience Hub B ARSSIMHEENER, EBFETEH
MEANEIRRIFTFE , LETEHNNARFPARSHNATEZWNER,

- E@@ iR — RRIEHI R AREF B AWS Resilience Hub BHERREENER, R TEHHK
FANBERFRFITHE , LETSNEHNARFPHEROMEERNER. BRI EMIREIL
BERNEZER , BRI ERHRBEEIL,

- FED — RAEBERESHEZ LD CloudWatch , B L FFHIRSIRE N
INSUFKIENT_DATA, CloudWatchi&1¥ T ERYEF Al BIRFRFITIHIE , LLERIE 235K
BB N ER,

- BE — ERREEEAFAENEERBIEZHR.

o RE — RFEBERARE,

 AppComponent— &R S EH BRI B AR FHH (AppComponents).

« 2% ID — &R H AWS CloudFormation #1k E#HZEFRIRAF AWS CloudFormation,

« B ID — &R7TH AWS CloudFormation 4k & IR V2 EFRIRAF AWS CloudFormation.
7. HEEBERETFF , IERBRERSHEEERRTINVEREN , BEZRETEE-IMEF,
8. ERENNARFRENHERR , AFERFELIE CloudFormation 4R,
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9. £ “BIZ CloudFormation 4R’ X FEH , BAILMEA B ERWBF , LA LFE AWS
CloudFormation &1k & #4& & % A CloudFormation #E R # & #r.

10. E&FEBIZE, 08/ AWS CloudFormation iR AT REFE /194,

ERATERUFENSEERBES,

Ef AWS Resilience Hub B2 BIEER |, B A BHWKEE
1. ERERETFUAEEN S SIENENR, BaLERUT 5 RIRIRENR

- B — SIR T RENTER .

« RE — BERITEHRERE,

-« RHE _ RTBFEWMNRR,

- BX — RTVEERWKN (JSON/XXAE ) ,
o« FrIEYE — KRR EBY T IR A,

.« ZRETE — RRIEH LR

« ARN — & 1x#Y ARN

2. HEERFMEET , EBEIR S3 AT HHEERE , £ Amazon S3 2#| A RITHFEIRN R,

3. 7£ Amazon S3 #HIAH , NIIRFKAFIEER SOP X HFREEE,

4. EE4| Amazon S3 B , iFik® JSON XHRIEMN S EEFIEFE 4] URL,

5. M AWS CloudFormation 4l & 612 AWS CloudFormation k., X6l AWS
CloudFormation ¥ EZEE , S fhttps://docs.aws.amazon.com/AWSCloudFormation/
latest/UserGuide/cfn-console-create-stack.html,

212 AWS CloudFormation At | ATIREN E—FHE K Amazon S3 B,

EFER

BRI EENEENARFEMEMIZENTIEEIEIR. AWS Resilience Hub £/ AWS
CloudFormation EiRFEEEIRIFE , XEFME B RIIXK X B FHE Amazon CloudWatch F 8|22
o EATLAEER Amazon S3 URL i51d1% AWS CloudFormation 4R , th AT U E T8 H BMAZH K
BEEREIT AWS CloudFormation 35 &l A& 6 2 k.

ENZHEREFER , FNEMN SR EPIEFEFER. EECXANERRS , EAUERUTE
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- ZRFEOMNAEF — EXRLERNNARFHNET.
- EHER — RTNARFMANEDERBE.
« FIS EE#RTH — RRIYBEERNEHNRARFIZTH AWS FIS XK.

EENARFFRANER

EEMNSMEESD  ZENRAERF.

2. MNNARFRPEE—INARERF.

3. ENAEFRENEY , EXENEBRRERTELNNARFPRENMEENER.
EHECOEENERRPERISEER , BEEXE, BHEREERERES  EBUTFERZ—,
EERE—NMRIE  ARRBA—NMES
- BREN — BANABRFIRENEIRN B
o IR — EHREIRE B R
o IRA — &R Amazon CloudWatch 23R8 4 BTSSR S

ZYERUTEZ— :
. BEhE-RTEBMHEIRS AWS Resilience Hub 8NN ARFEDIN, R TEHNHE
EREBRIVGEMFHREFEMERNUAEEEBHNER.
o ALY — RREBUNARFREE AWS Resilience Hub B ARSSIMHEENER, EBFETEH
BE  EREBRIVGEMFHFEFEMAERIVE REEHEIR.
- E@@ iR — RRIEHI R AREF B AWS Resilience Hub BHERREENER, R TEHHK
F EREBIGEMFHEEMERVECHRNER. BXEENERBUEBIRNEZE
B BRI S HERBERIL
- EFED — RTREBIRCIESL I CloudWatch , BT L7 HPRASIRE R
INSUFKIENT_DATA. CloudWatchit## TFTHMNHE , ERERBIUETN FHEEMAEEXEE
ISR EIR,
- RER-ZHEIESERIEMEEM AWS CloudFormation HL Y Amazon &IRE # (ARN),
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BIEEHNARRFALE , AWS Resilience Hub ZiER H#Z R SOP, AWS Resilience Hub &
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Hub B 7 —NE N SSM Ba{L3X#4/Y AWS FIS X5 RN, SR BAE SN RRY R A
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XHEEEMNEENRBEY  HEFEPHITEAEEERHIEEN . XF , SRXHEBENAERFN , &
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- EABEEN SSM XM A ERMIAR SSM 34
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- BEERARERE

BIE AWS Resilience Hub 21U 4IE SOP
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BXx SSM BRIt XHIRENEZE LR |, 155 #Systems Manager BE{LIRESE,
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2. B0 AWS FIS SKERNER SSM 3 #%,
3. At—1 SSM S , ZSHIEEE A SOP BB 3L,

BE , ERAPEUAIKINME AWS Resilience Hub ARBFFENHH#ATAEN , MEES, flm , BF
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2. MNNABFRPEE-—INAER.

EERNRAERF , BEERNARFEFRANAEFE R,
3. GEEITEEIFR,

ERETMERD | BALER LT EBRITIRE T4
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- BAE —BRERTENAR,
« FriaEtE — RORIHERIFTBEEL
o SREA — R TELERETE
« ARN — #{5# Amazon BIREBFR (ARN ),
4,  MEEMEFERFPIER—TITE,
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B AWS FIS K kE & AWS BRI EMEUARMNNARF, EM2EN, THXM AWS X E4H
k& PR EE R AL
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o ERITNIRA/SOP K2/l , REPBEHRER, XLSBEBHLIRHPHIUBERER.

« KWGHE : The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb@c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

« FNRIERE  EEIFSTHREAIR 2 , FRAREIAXRERHABEERNER,
- HITABRINR, MREENNITACRONRAHIESRFES , WSHIULERES

« XWBUEE : An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.
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fo

- HITRBERBEBRITHNGR, XRATSHAEBIAIBEHLRBIEK,
« RBOER TR, A ARE RMEMAEIRER.

c AR ERETHAANBHNSZINTRZE , BREMASBEHAEFTENTHIR , o
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AWS FIS ik 7 &% Elastic Kubernetes Service 8 HI1=1TH Kubernetes & 28R 3k
BRW

AR R2EX Amazon EKS 8 HZ1TH Kubernetes BR8548 ( pod ) #1708 iE B8 E I Amazon
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« KMUEE :

* Error resolving targets. Kubernetes API returned ApiException with
error code 401.
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« Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details
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R, SOP FMik, #la0 , AWS Resilience Hub i EH —MNERF — SOP # 17—k, k=
THAEERHZHHEXE SOP, MRENIKINET , HENARFASHMRE |, W HEMESHF
BEIEHET 100 2

BEITEXRIMEE , AWS Resilience Hub 12t T WB AR F R HERIBERIAET, BT EHERIEIL
FHEA M S RSN | EATE TN, B2 , BULUBNENAREEDSSHRM BN TN
T, BXxTEMBEEREIR, SOP MNABIUMEZELR , S the section called “B & BRI E
B,
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AWS B pEFD B HEE
17 18] B P A2 o HY 5 14 9 2K

BALESNGMREREFRHERINARFREENAREFN REDH .

M\ I T AR 1 R) 58 0 B
1. EEMSHREEP , % VPC Dashboard,

2. GERERREEBHNARFRESHF  ERZER 4 MNRABRF THIIRPERE-IRSINA
BF.

3. HMSTBRETHAEEENREFNEED

W BRI H 5 B
1. EEMWSHRET  EELAER,
2. ERABRET  AF - RARF.
3. HEEE,

HHEIBMRERNARFEE I BREEK—FNEE, AWS Resilience Hub FRAATABRE R T H
WEMKEURAAESHNEMESBMEEHRRNITIIIME ., BEREENITHIIRIEEIL :

s EEENRENZYRTESHNAEAM I BMEETHNIRED | HERIRETUETF, &FF ,
AWS Resilience Hub FERATHEA :
« RTO/IRPO-RTNBRANARFHEM RPN BHAMEZEENIRERE ( RTO/RPO )
B, AR ZEUEFLZNNARFENREPH RTO/RPO #FHAE L.
- Bif — RTIFEELPNARFIENHEERN Amazon CloudWatch BiR#E, &R ZE
UEEFEENNARRITEIREPEEIEER Amazon CloudWatch iR,

- SOP-RIAEFEEHELHWNARFHIRANENN SOP HE, AR ZEUEFENNAEFIT
MIREHPEEEEH SOP,

s FIS-RREEELHNARFIIRNENNNRAEE, ERZEUEELNNARFITEN
HREFEZEEEHNIR,

- EEFYNMENBESBNENEENS , BEBRIBAD. %R E , AWS Resilience Hub

ERUTHEAE :

- RTO/RPO &£#ltt — R RMARFAH (AppComponents) S1ikit#y T 4E 515 Wk S B8] LA K%
NMARFHEMREPENNWERRENBNREREE, ERZEUEEENNARFITNRE
F# RTO/RPO {HEE.,
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- OEBEIR — RRCEHREMN Amazon CloudWatch B EFRR S EX N AR FEM D
BHRATRERMA LR, R ZE , EENNARFNITAIREFEFSXEMN Amazon
CloudWatch 23R,

- B3EMER SOP - RRESEHER SOP KYSERRITER 5 H Xt N A2 758 4% 2 B & K ] sE ST EREY
&, ERZEUAEFEENNARFITENREHH 2KH SOP,

. O FIS 2% - RTRESSEHMNRASEFRITMEEN N ARF R M2 BN S K Tae5Tm
MR, R ZELAEEENNARRFIEMNRE P EZENIE,

- EEFHMREBOHIMBERN , BERRASTLUBRT R ESNFIRERNWADBD. B

J& , AWS Resilience Hub FERATHEA :

- HEMEREEH - RRERNMAEFEAMRBENNAEFAHNHE, %8 RTO/RPO =ik
BEUEELZNNARER ENRE PR EVGETTFNFAEE,

o BERY -RANEBNARFOEMEMERERIINITHRERY (FRARTERMELE
BRIZUIF ) » BRIEERNSEFMEERNENHERIITHER,

EEETETRNBRERY , BEERRTHED <. %EH/E, AWS Resilience Hub & R
TRA :

- Bif — RRFEXHMHEERN Amazon CloudWatch B E.

« SOP - R "EEXMEHEI SOP WHE.

* FIS- RT"FEXHNETNHNHE.

EEENARFPHRNBRMERIL , BEFECHRIED~, &P /F AWS Resilience Hub 28
TATHE

- BIR — XRTEMNENNARFPHBRMHEER Amazon CloudWatch Bk E,

» SOP - RIMEH B ARFFHERRMEIL SOP MEE.

» FIS- RTRMNEH R ARFFHRNBIONEHH B E.

TEHEETH

AVHNERBEBATATHESHHEXRENT>EN MNARFNREEI BN AN, AWS
Resilience Hub B8 AWS Resilience Hub S fh# &2 B ¥ 5548 5% B 2 F B A 72 7 19 3% 1 0 B TE RV P
BEREHNSEATIRIBENR, fl0, MRXET =22 MWK , MoEFHR 13.33( (2/3)*
20) B. ZEFEETEAN 13 R BXRBPLXFFEANNENESLEE , SN the section
called “H KA INE AppComponents FH TR E45,
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BT 5 A4 RAEET ScoringComponentResiliencyScore API 3k18, #xitt API FIEZ(E

B |, 21 ScoringComponentResiliencyScoreo

&

- I ESRRUKENITS AN AR

C HERESBHAR

+ 18 AppComponents HIH MBI B 1 5 B A5

TRIHBTHTFIHESHHELRRN IS B AN, AWS Resilience Hub

TESMEICRENITIAFN LR

o AaH iR N
NHEER FRELDE (0-100 0 )E T = ((Total number

F7£ AWS Resilience Hub
B OO S B A B Zh =2 He F

(T)

of tests implement
ed) + (Total number

BEBRAI M iR B E of tests excluded)
) / (Total number
® Note of tests recommend
DI EBM S ed)
Y 77 B9 M = 24200 A NRIMT -
F£3 £ 30 KW

BIiE1T , AWS - BENNHEH-RRE

Resilience Hub =

A5 1 B S5 HE FEPEIEMEE AWS
. CloudFormation 4Rt
A PRk @

° ﬁﬁ%iﬂ]ﬁ;ﬁs?&'%%
AWS Resilience Hub &

o

EMNNARF PRI

W E.

AWS CloudFormation $%

ENARRFAREFENN

=Pl

MREHE T AWS
Resilience Hub #
WHY 20 NN AT
10 N HHEBR T
5 AN, Tl
BEENITERZE
W

T=(10 +5)/
20

Bl:T = .75 or
75 points
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AWS 3t oy AFEE
o A4 iR YNG-¥ i
BREBEER PRAEED B (0-100% ) , A = ((Total number WRIEE AWS
(A) BT B Th SR R HE BR A9 L of alarms implement  Resilience Hub
b CloudWatchZHR%¥&E ed) + (Total number WERN 20 MNLG

( £ AWS Resilience Hub
HEL S# CloudWatch

® Note
EEHMESH,
B BER AL
TRUERES |, AE
AWS Resilience
Hub FEMANER
HE o

of alarms excluded)
) / (Total number
of alarms recommend
ed)

HoXNT :

- BENEBREH-RTE
AWS CloudFormation
BEEEPAEN L&
AWS CloudFormation
AR ELE R Amazon
CloudWatch 23k 53,

. HENBREHR — KT
AWS Resilience Hub &
BERARFRREEN
Amazon CloudWatch &
o

o HERRMEBREE — &
TEEMNRARFF
BERREV HEEHY Amazon
CloudWatch BRI E,

# CloudWatch
HwAPERET 10 N
BHEBRT 5 ML
5 CloudWatc

h B3R , WL 5%
CloudWatch ik &
=EENITTESE
wE

A=(10+5)/
20

Bl:A = .75 or
75 points

TTEEM S &K
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TP 4H 4 iR YNG-¥ i
SOP BEXR PrELDE (0-100 S = ((Total number WMREXHT AWS

(S)

7)) BT HHE
BXEY SOP BRE1E AWS
Resilience Hub Z i #Y
SOP ZR 5P HNEHE,

of SOPs implement
ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

O NHWMT

- BLEH SOP B¥-&
EEHAEPIEM L&
AWS CloudFormation &
IRETECERY SOP E3,
AWS CloudFormation

. HEMN SOP EB-KR R
AWS Resilience Hub &
BERARFRREEN
SOP,

« HEBREY SOP B - R R
BEeE NN RARERFPHERRN
Eil SOP HHE,

Resilience Hub #
WH 20 4 SOP A
B 10 4~ SOP FHHE
BRT 54 SOP, M
SOP Z:EMITHE
FEWMT

S=1(10+5)/
20

Bl:S = .75 or
75 points

T E RS K
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WA Y B NG Al
RTORPO & ETHEHBMREMWNA P = Total weights MREHNARERF
M (P) BEFHRHELLDE (0-100 of disruption MR ICERT
7)o types meeting the AKX (AZ) &
application's hihhegiie sl Engich
resiliency policy / MRS
Total weights of all (P)MitESZED
disruption types . T
c MBBRETKX

TREBTHATIHTEENNAERFOEES B LR, AWS Resilience Hub

15 RTO # RPO
B¥r, W P #YIT
EREWT

P = (20 +
30)/ 100

El:P =
50 points
PUE SN O s
EXig RTO H
RPO B#x , M
PHIT&E F AW
T

.5 or

P = (22.22 +
33.33)/ 99.9

Bl :P = .55
or 55 points
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THER D B AR
ey i AR ot
NMAREFNE ETENNARFHREHEHRE EAUATLAXNTESNN TESMEINRE
MO (RS) MREIRHECEMEDHK RAREFNHMESE : RS RNBEZEEN LN
(0-100 %) » BINNA (T * Weight(T) + /(1 N
ERN#EtsBRMEEI
KM A ESE. B RS A * Weight(A) + * Test coverage
= Weighted Average S * Weight(S) + (T) = .75
(T, A, S, P) « Alarms (A)
P * Weight(P)) / = .75
* SOPs (S)
(Weight(T) - 75
+ Weight(A) ' .
+ Weight(S) + ’ MeeFl?g
Weight (P resiliency
S, policy (P)
= .5
BINARFE
Mo Bt ER EN
T
RS = ((.75
* 2) + (.75
* . 2) + (.75
* .2) + (.5
*.4)) /(.2
+ .2 + .2
+ .4)

Bl : RS = .65 or
65 points
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TRHEATATIHENBARFAH (AppComponents) MR EM BN AR, AWS

Resilience Hub E& ,

M A -

 DescribeAppAssessmentBA3R1E RSo

« ListAppComponentCompliances3REXRSaoFl RSA

1T & AppComponents 7 i3 B #y 384 5 BV A X

WA

iR
AppCompon
ent 15t A
KRB HME
7 () RSao

EEPU

2T
AppCompon
ent & 28
TSR A AY
o R B AR
HELDE (0
-100 77 )
iR
AppCompon
ent 15t A
REWHMED
BRMBEW
R HY IR
BE,

Bl : RSao =
Weighted
Average (T,
A, S, P)

M{ET, A, S,
PRET XS F
il o e =]
HENR, B
k. SOP
2T R B
TTEESHBN,

NS

FEAUT AR ITESH PR
AppComponent FEfr TR A
e )

RSao = (T * Weight(T) +
A * Weight(A) +

S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

=

BB ERM RSao
RigMT -

* Test coverage
(T) = .75
 Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

£ AppComponent fi
FR T2 B B 38 1 0 B
WEAZEWT :

RSao = ((.75
*.2) + (.75
*.2) + (.75
* .2) + (.5

* L4)) /

(.2 + .2 + .2
+ .4)

Bl : RSao =
65 points

.65 or
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AWS 58 4 H

RAriEmE

W

(=
AppCompon
ent () RSa KYy5#
a5

iR
AppCompon
ent

ETHREH
M R BERY
PRI D
(0-100
D). S
¥ AppCompon
ent RATEEIL
SRR I
5{E, Bl : RSa
= Weighted
Average (T,
A, S, P)

W{ET, A, S,
PR Xt B FRr
BHEMR,
ik, SOP M
UG RRE
TTHEEBHN,
AppCompon
ent

>
I

8 A% 93 AppComponent 2

ERUTARNITER :

RSa = (T * Weight(T) +

A * Weight(A) +
S * Weight(S) +

P * Weight(P)) /

(Weight(T) + Weight(A) +
Weight(S) + Weight(P))

=~

FREZEUCEEEM RSa &
WA -

» Test coverage
(T) = .75

« Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

B BNITER
7 AppComponent 4l
B

RSa = ((.75 * .2)
+ (.75 * .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2

+ .4)

B : RSa = .65 or
65 points
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R

M

WA sk AR

=ZRlel S ETHREHE R PR ENEES BEALT
BHeEMs . EMEREBNE OXUE:

(RSO ) AL (0
21004 ) o RSo = (T * Weight(T) + A *
gropgxm  Welght(A) +
Egg‘ii:;%éé S * Weight(S) + P *
BRI .
W ht(P
mgminey o)/

{8, B : RSo (Weight(T) + Weight(A) +
= Weighted Weight(S) + Weight(P))
Average (T,

A, S, P)

T, A, S, P
Y E £ XS A
RENREE
W, BHR
. SOP f&1
HUEREITE
FHi.

Weight

AWS Resilience Hub I EfE KA S E &S HB M9 BN E,

=~

FTEEIEREMN RSo &
RWT

» Test coverage
(T) = .75

* Alarms (A)
= .75

* SOPs (S) = .75

* Meeting
resiliency
policy (P) = .5

RN S
BT EAEMT

RSo = ((.75 * .2)
+ (.75 * .2) +
(.75 * .2) + (.5
*.4)) /

(.2 + .2+ .2
+ .4)

Bl : RSo = .65 or
65 points

TRETRTEHR, SOP, MK, 2UGEMRBNPURENNE, PHREQENAERF. Eitix

. ATARXMXE,

T E RS K

85



AWS 3t FL RAriEmE

® Note

MREERT N REELXE RTO 3 RPO Bir , MEMAPKMRENNESHANEN , MKRE
XX E R R EFIFT o

BHR, SOP, Wid, =RuEHEIRAIINE

FREVEIL RE
B 20 R¥
SOP 20 _¥&
(R 20 _¥
SR 40 K

PRTR B RNE
FR TR A E X X et 9 E RENXFAHRNE
B 40 /I 44.44 S
ERti% e 30 A% 33.33 MK
AAKX 20 2% 22.22 M
X 13 10 R¥ TEA

B AWS CloudFormation FHREZBWERK BN HARERH

EREBW A HEAFIEFE A CloudFormation #1x/E , AWS Resilience Hub #1122 —MER R A
EFNETEEIR, /MHERERF (SOP) 3 AWS FIS X1 H AWS CloudFormation #4k, AWS
CloudFormation ##R#Zf&7E Amazon S3 F& M , &7 SATEIRER W T E AV R 1F 4 E Sk~ H
EEFERMN S3 BE,

Flan , TEMNHIRERT — JSON #XA AWS CloudFormation 4R , %R iR T B AWS
Resilience Hub 2 EBREIN, XA N Employees B DynamoDB & #Yi52HX R HI 1R

HEWEREINARFH 86



AWS 34 eh 0y A
XM Resources #4#iR T DynamoDB RIVIEERFI B4 HERT 1 iBIEN

AWS: :CloudWatch: :Alarm 23R, iXFH AWS: :SSM: :Parameter BIREN T uHHIE |, XLk
#E A F AWS Resilience Hub EAR AN AEFNER MR EZEN TR,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the SNS topic to which alarm status changes are to be
sent. This must be in the same region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."
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&2 AWS CloudFormation &R,

ENEIR, SOP 5 AWSFIS BRERIENENARFF , EENENSEREFEEN S —IER
WINE R SRR AR EROERS, THEHIRMHN JSON B XHRMT AWS CloudFormation &
MR IR DynamoDB RNV EARBIR, —NEXWNARFUREELEEEZRR , HlUFAN
o

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z2",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

1,
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

&2 AWS CloudFormation 4R, 89
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"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]

& AWS CloudFormation &4,
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}

EATENABRFPHEERAR  CIEFTERERBRARERNNARFHERPHISSIA,

E Ltk , £ AWS: :CloudWatch: :Alarm BREN® |, JLUTHE :

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

Bah o

"Value" : {"Ref": "Employees"}
£ AWS: :SSM: :Parameter BRENT , HATHEA :

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

B

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

E1& K SOP 1 AWS FIS 23689 AWS CloudFormation #E4xet , X AMBBN G % |, FERBH S

A 1D B n BIEE R4 E UG R s s T35 A,

B EAX DynamoDB RH 51 A , &1 AWS CloudFormation U 1TEA T #R4E -

- BHEVEBIEER,
s BMATERDPFEAERNERHSEER ID , IR AWS CloudFormation EEFHIRER , NS EHE
.o
91
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® Note

&R LAEA AWS CloudFormation R ESRN FEKREBNARFRIR , fINBREHKLRE
#I3hHY AWS CloudFormation k5| AR FER L. (B2 , IREFEICEREEH kS

F NFEERE-HERNMKRZEEEEEN AR, )
A, E=HTE | #ila0 HashiCorp B Terraform , th o] LA F SR & B E#t iR FEENKHS (1aC).

&2 AWS CloudFormation 4R,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-nested-stacks.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-crossstackref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-crossstackref.html
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£ AWS Resilience Hub API #EAFEE N ARF

YEJ £ A AWS Resilience Hub 2 F| A HAMEBNARFHE RS R , AWS Resilience Hub 2 &
£/ AWS Resilience Hub API #RFMIEBNARF. AETNBU@EER AWS Resilience Hub API
BIENARF. B4, EEXLTHIT API FTENIRE , UREXARETEEN RTINS HE. X
FZER , BSRUTES :

« the section called ‘& M AREFE"
« the section called “EIT Mo BRER"
« the section called “IE B N AEF"

TR ERNARRF

EHRNARR , XN EBNARER , PEHEMERE  AEMNAARSANARFRR, BXERN
ARREFFTAM AWS Resilience Hub APl HEZ{ER |, BRI TER :

+ the section called “BIENAERF"
« the section called “Bi &5 M KB
« the section called “S AR AR FRFRH LRSS VRE”
« the section called “& i &K N AR I o Blo MR BE”

IENAHERF

E7E AWS Resilience Hub FAIEFTNARERF , XA CreateApp APl HiZHtE— N AE
F&#. XUt APl WEZEE , B2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateApp.html,

AT R~ BIER T 20{a] £ AWS Resilience Hub H{EH CreateApp APl ST AR newApp.

WK

aws resiliencehub create-app --name newApp

e

{
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

I M SR g

SIENARRFGE , B0 EBMRR , UEE®FER CreateResiliencyPolicy API TR A
FREMIRS, X APl NEZEER |, B2 hitps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateResiliencyPolicy.html,

AR RABER T 20fA7E AWS Resilience Hub A CreateResiliencyPolicy APl RZH R ATE
FFAI2 newPolicy,

R

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 864003}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

oy
{
"policy": {

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {
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"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

M ABRSARBHIERES NIRS
AWS Resilience Hub 4t 7 U T API LUSE RS AEHNNAREF

« ImportResourcesToDraftAppVersion — It APl AFZFREFRERARNERS ARNARER
MERMRAS, XL APIWESZELR |, B35 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/AP|_ImportResourcesToDraftAppVersion.html,

* PublishAppVersion — Itk APl X% R AREF IR R EFHEH AppComponents, X

It API WEZEER |, {58 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

+ DescribeDraftAppVersionResourcesImportStatus — It APl RiFE LR ENNARE
FRAS ARRINNS AR, Xt APIHEZEER | SR https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

LA RBIER T W{A7E AWS Resilience Hub A £ ImportResourcesToDraftAppVersion API
RS ARARRF,

HR

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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W

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

LUR RABER T 30fA7E AWS Resilience Hub A CreateAppVersionResource APl F3h 6 5
BFR IR,

HR

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

W 5

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

AR RBIER T 20l 1E AWS Resilience Hub A {EF
DescribeDraftAppVersionResourcesImportStatus APl K& RS NIRRT,

H3R

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

I I
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"

& 70 S8 09 LA TE M E AR AR AN H 50 B 558 1 SR g

EETIEZE , AAERTNARFWERIRE | 30 ERH NS AR A B,
K5 4R BLFI TR ) B REAR AR 3 49 S e S

1. BRHRARFHNERIRA , EEMA PublishAppVersion APl 481 API E

%185 , B2 M https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

AR RBIER T a{4E AWS Resilience Hub AfEMA PublishAppVersion APl X N AREFH
ERRA,
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R

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

M 57
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. fERA UpdateApp API R MRBENATER MR AREFRE. XL APINESEER , F25
I# https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html,

AR RABER T tfAI7E AWS Resilience Hub A UpdateApp API M RN A TEXRFH
Bi FATEFFRR AN,

HR
aws resiliencehub update-app \

--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

i Rz
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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"assessmentSchedule": "Disabled"

FI' 2 ={THEE AWS Resilience Hub 38 M4 44

RENARFNFRAE , SFSTHNRETEHINER , UARENEAEFREHREREHE
M H T TEMA R RTO %ﬂﬁlﬂl’ﬂ RPO, HMtaREMNNARFAHRESRIIITLR , HiEH
Bk, SOP MIMiXE WL,

BXREZER , FSHANTER :

« the section called “i= 17 F0 % #2258 4 14"
« the section called “fi| 22 5% {4 K RL”

IZ{T 53 AWS Resilience Hub 384 44

E £ AWS Resilience Hub FIZ {73 M TG H B R ERES , DTERALT API
- StartAppAssessment — It API AR FARFOIEHNITE. HXI APINEZER , BSH

https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_StartAppAssessment.html,

« DescribeAppAssessment — it API iR R AR I 4 H R TEHNTRIRS. Xt
API FNEZEE |, IS https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeAppAssessment.html,

AT R BIER T an{al £ AWS Resilience Hub A StartAppAssessment API FF Rz 1THTAY T
f&o

R

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment
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"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
utagsu: {}

AT RBIER T a{al £ AWS Resilience Hub R {# A DescribeAppAssessment APl Y1,
BATLAM assessmentStatus ZFE2FEINEERA

H3R

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>
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W

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

1,

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
.
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
.
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @
1,
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
}
1,
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"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400
},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

KETFMER
RIWERIHEE | ATERLT AP RETFEER,

« DescribeAppAssessment — It APl A FZREHEMRBRENAREFN YIRS, I, &
ATLAM complianceStatus ZEFREEMMIRE , HM resiliencyScore & iRES M+
MBS 2. MXI APIWEZEER |, 5SS https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html,

« ListAlarmRecommendations — It APl R F&E 1Y Amazon BIRB# (ARN) SRIREL
BIREW, BRI APIWEZER | 15 H https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,

et 102


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html

AWS 3 RAriEmE

® Note

E3IRE SOP M FIS MiAEW , EEA ListSopRecommendations
ListTestRecommendations APl,

AR RBERT WA ListAlarmRecommendations APl BY18)% T £ A iE4H Amazon &R
B ¥ (ARN) SREVEIRE W

(® Note
EIREX SOP M FIS MiREW , K NEMA ListSopRecommendations %

ListTestRecommendations,

H3R

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

I 52
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceld": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceld": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false
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"prerequisite": "Make sure CloudWatch Synthetics is setup to monitor the
application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/
monitoring/CloudWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>). \nMake
sure that the Synthetics Name passed in the alarm dimension matches the name of the
Synthetic Canary. It Defaults to the name of the application.\n"
I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",

"referenceld": "efs:alarm:percent_io_limit:2020-04-01",

"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",

"description": "Alarm by AWS ResilienceHub that reports when EFS I/0 load
is more than 90% for too much time",

"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "Alarm by AWS ResilienceHub that reports when volume failed

to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:

“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "Alarm by AWS ResilienceHub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",

et
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"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",
"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",
"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{
"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",
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"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "Alarm by AWS ResilienceHub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",
"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",
"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",
"description": "Alarm by AWS ResilienceHub for Amazon ECS that indicates if

the percentage of memory that is used in the service, is exceeding specified threshold
limit",
"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "Alarm by AWS Resilience Hub for Amazon ECS that triggers if
the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

LAURRBIFERT t0faE A ListAppComponentRecommendations API SRERELE I ( BRI
DB EW ) .

HR

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

W&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"
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}I

"Hardware": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups"

1,

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
EFS file system. No data loss is expected as objects are be stored in multiple AZs."

iy
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"Hardware": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
EFS file system. No data loss is expected as objects are be stored in multiple AZs."
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups"

},

"optimizationType": "BestAZRecovery",

"description": "Stateful ECS service with launch type EC2 and EFS
storage, deployed in multiple AZs. AWS Backup is used to backup EFS and copy snapshots
in-region.",

"suggestedChanges": [

"Add Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",

"Remove EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
I
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"
3,
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an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).

schedule.
vary)."

snapshot.
estimate).

schedule.
vary)."

snapshot.
estimate).

schedule.
vary)."

"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

n
’

(Estimates

(Estimates

n
’

(Estimates

(Estimates

n
’

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup

are calculated from backup schedule, real time restore may
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup

are calculated from backup schedule, real time restore may
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup

(Estimates are calculated from backup schedule, real time restore may
}

.
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

.

{
"cost": {
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"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup

schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
}
I
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
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"referenceId": "original"
I
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
I
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same region",
"Change DB instance to a supported class (db.t3.small)",
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"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"
}
]
},
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover EFS from backup
(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for EFS
from backups, derived from backup frequency"
}
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1,
"optimizationType": "BestAZRecovery",
"description": "EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"

1,

"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"

},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover EFS from backup.

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for EFS
from backups, derived from backup frequency"
}
},
"optimizationType": "BestAttainable",
"description": "EFS with backups configured",
"suggestedChanges": [
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"Add additional availability zone"

1,

"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"

HIR 3 BRENNHER

AWS Resilience Hub R FZBERENAERFNERMAHEERLRMEFH (EXM ) RARE RN
BAREF®EIR. AWS Resilience Hub FRAMNARFNELAMRA ( SREHEHNRIR ) Kiz1T38 % ¥
fiio

BXREZEE , RSAUTER

+ the section called “F a1 R INER”
+ the section called “FF& RS AFN LN AERFAH
» the section called “M AppComponent FHEBR'ER”

F o m N AREFRINE IR

MREFERFRENBMARN— o mMEBE , W AWS Resilience Hub /& A
CreateAppVersionResource APl FaimNARFRINEIR. HXxit API &
ZER |, BS A https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateAppVersionResource.html,

B mm e APl REIT S

- MARFH Amazon BFEBF (ARN)
- BRIREZEL ID

- BIRKIYIEE ID

« AWS CloudFormation 3 &

AT RBIER T W{7E AWS Resilience Hub A £ CreateAppVersionResource APl Fzfi[a A
BFAMNBER.

ERENRRAERF v


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateAppVersionResource.html

AWS 3 RAriEmE

H3R

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

W

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

MERTEDENNHERAH

MARFAH (AppComponent) 2 —HHERH AWS BIR , BAMER— PR TREBMAR. Hln , 4
KB X 19 T EAE A ES BB, AWS Resilience Hub 5B L AWS EIR AR T WPk
I AppComponent BN, AWS Resilience Hub R FEFER LT RRERE API [ E R0 HS| BN
AppComponent #,
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« UpdateAppVersionResource — Itk API EfINARFHNRRFMER. BRI APINESE
B , #5211 UpdateAppVersionResource,

- DeleteAppVersionAppComponent — Lt API MR F#2F # il Bk AppComponent. B3xit API B9
EFREE |, 551 DeleteAppVersionAppComponent,

LUR RBIER T I0fA7E AWS Resilience Hub A DeleteAppVersionAppComponent APl E#T
B A0 R RIEAE R

H3R

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

I 52
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

AR RBIERT a{A4E AWS Resilience Hub A UpdateAppVersionResource API il BRBIE R
f5il B A Z° AppComponent.

HR

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

W 3

"appArn": "<App_ARN>",
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"appVersion": "draft",

"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

M AppComponent 5 HERR % R

AWS Resilience Hub ¥ &6 UpdateAppVersionResource APl MiFEFBERRE R, FEITE M
AREFEMEEN , FTeZRXLERIR, Xt APIHNEZEER |, EZ 5 hitps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_UpdateAppVersionResource.html,

(® Note
R e BR M AR S AR BRLE B R

LA RBIER T a{04E AWS Resilience Hub £ UpdateAppVersionResource API HEBRN T
R

R

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

e 5

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
},
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"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
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RERFIER - ZERRESOIENR , FLIRAGHNACENNR, HREFHHITHHRIE
i, Z5OREASHEXRABRRTHALBECELHNR. AXREEFHRINBENES , F5H
(AM BFiERE) 9 AE=S SO REFCESA S, WREMEA IAM Identity Center , NFEER
BRRE, NEHENSHEHRTHORIEFTUBRNAZR , IAM Identity Center fFXPRES IAM
FHABHXEK. BXNRENEE , S5 (AWS IAM Identity Center AP 18E) HHIRE.

o IGEY IAM AR - IAM AP AR IAM BFEAE , LERREHNBEESHTENR,

EIKPFE - BRI SMER IAM BN AT AEKS RHENA (AIEESE ) TBREHIKS PR
o AERRTERKSHRNRHEESR. BR , X TELERK AWS RS |, 80 LUK KIS B 5H
NEHEER (MAREAASEANRE )., ETHEATEKSFTRNACNETRRNRE 2B ZE
B, FZHE IAM BFERE) P IAM Se5ETHRENRBEEATE,

SRS IR — AL AWS BRSS ERE M AWS RS ARSS FRVIIEE, Hla , SEEENMRSHRITHE

At | ZRESBEESTE Amazon EC2 FiZ1TR AR FHE Amazon S3 AEHEXN R, IRFAIEELME
ARxHARNEAENNE, FARSACSERRSHEXAERNITIHIRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS L RAriEmE

- RRIGFILE (FAS) — HEER IAM AR A SEPHRITRER AWS |, BEANEREA, £A
RERSE , BAESMIT—NMEE  RABLBREEEMRSH B35 —MRE. FAS EREA
ZRANRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH b
AWS RS RER BT RETARRIERAE , T 2K FAS #HR, EXMBERT , BLHERRIT
XA MRENNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI12, BRFRBRESACR, BXESER , 28 (AM AFERE) 9H6IER AWS AR
FSEMNENAE,

c BEHEXAS-RSEXAGRE—MEEINESHE, AWS BRFRSTURARRENITERE
MAe, RSEXAGHIAEENT AWS IKF |, FEERSAAE. IAM EEAJUESETRE
YmiE RS X A BRIRR,

- £ AQ@ mazon EC2 LIZ1THNARRF — SR LFER IAM AREEE EC2 X4l LiETH AR H
AWS CLI 5 AWS API &R B ARFHIGIHES, XHEETFE EC2 RHIFFHIHRZEH. EM
EC2 Efl0E AWS ACHFEEHEMENARFER , BEZ 01K N EZ S5/ =4I f & X
#., THREXHTEAE , HE EC2 Ll LETHEFEBREB RN EZIE, BXEZER , §5
51 <IAM AP35 8 A IAM B85 Amazon EC2 L4l EETH N ARF BTN R.

BETREER AV ABER IAM B, 55 IAM AP SRR AR 62 AV A6 (ITEA
P

£ F SR E I 1 ]

BT LA AWS B o2 R EE O EM IS AWS SO A RKZH B RN, REREPH -
XRAWS | SEFHHARXEKN , ERELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTAERX LR, REFHRRBERATERELER, KSBERKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMIANBTNESEE , M (AM AFER) &+
Ry JSON SREHEN

EIE R A LAERA AWS JSON REERIBEW ARG AT L. HHRY , BN EME AT AT IFRR
1THRE | UREMALAFHTNIT.

RIANBRT , BRPNAREKENR. ERFAFPXNMERRIITRENDTIR , IAM BEERA TSI
IAM KiE, EEABEERAAMA®NMNJIAM XK , AFRFAURAAE,

IAM ZREEE IRERNNR , TXFEFERAMBR G EZHITRE. 0, RIREF—N AW iam: GetRole
BRENKE, HEIZERNAF UM AWS Management Console AWS CLI, X AWS API 3REXA &
EE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS 3 RAriEmE

ET 508K

ETEMNORBETMMEEZH (W IAM AR, AFASAR ) B9 JSON R RREE A, XLRE
EHIRFNA SR EMPSEA T BERRTHERE, ETHRNMEZET HOHRE  FSH
IAM R s A 812 IAM K,

ETEHNRBALR -SARNARKEREEA KK, ARKBEERALEINAS, 4HAG
o, HERBRIMMAER , SLLFERMIIFHSIRAF, HANAE AWS K/, RERKSE
AWS HEXRBMEFEERE, E7THRNMEEEXRBNNRRBE 2BHITER  F5H (AM A
FiEE) THERENRESABRRE 2 B TIERE.

ETHRAV K

ETHRFNREZMMNEVERE JSON FEEXH, ETRFNREN RHSE IAM ACEEEEMN
Simple Storage Service ( Amazon S3 ) FEBE XK. EXHFETRENEBHNERSS , RSEEA A
DEATCIREFNBFERRNIGR, XN TFEEPHMREAEIR , RIEE LIEEETETUNIZR RN
TMEREUAREFARLETINGT. EXTEETERNRBEPIEEEZE, ERATUSEKF. A
. A, RERAF® AWS RS,

ETRFHNRE RN TIZRS FHRNBKERE, EFREETRFENRBEHMER IAM Fi AWS HEX
B

R FI5IZR (ACL)

mEEHE IR (ACL ) 2HHEEE (KFAKA. AFRAR® ) AREAREK, ACLEETHRRNE
BEREL , REEAFEEA JSON KM,

Amazon S3 #l Amazon VPC i@ X ACL WARFZ ="l AWSWAFETH#EX ACLHNEZER ,
&2 ¥ Amazon Simple Storage Service FF X A R IER ML RIEHIFIE (ACL) B,

HE RBERE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« NRBR - NRLAR—NEREE , AT REETIHNEBETLN IAM £ (1AM AR 54
B)BRFNHRANR, BANZHEENRIR, XLELRNREXZAET AR RENRLR
MRE. 7 Principal FEEAFRACHNE TR RN R T INRLRRH, E—TREFNE
RNIELNBEAR Y, BXNRIANESELR , FSH IAM AFERESRH 1AM SSEFHRRT R,

- RS HHI% M (SCP)-SCP 2 JSON %8 , ATFHEASARANSM (OU) WRARNR, AWS
Organizations AWS Organizations 2 —HH FTXEMN L IHENS AWS K- F#HToANEFE
BHRS. MREALABA THRERE , MAXNEERRLS IS KA RS 25X (SCP), SCP
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS L RAriEmE

BRI B R SEE (BIESA AWS IKFRAFSE4R ) WIXBR, BX Organizations F SCP #Y
EZEE |, 55/ AWS Organizations FAFIERFH SCP M) TEFRIE,
- SERE - 2EFRENBUEESRNNALRKEAFURRN S BERENSREZNESREK
B, ERAFENNREAFIACHETINNRBANXERBHRE, NREAURBETRREN
KEg, T—MKXBPNEXIELEFEEAT. BXEZEE , BSH IAM AFEEPHNSE R,

S REERE

SN REWRBEEA T —MERE , ERBRREMERNENIRR, BT RESRSHRBERER
W AWS BERB AWFIER , F5H IAM AP BB R ITEEE,

AWS #H RO E IAM BL& A

A 1AM BEEX AWS 3RO T RRERZE |, 15 T #EL A AT Resilience Hub #Y IAM Zh
A&, AWS

BRI AWS SR O —EERAY IAM ZhEE

IAM Zh 88 AWS 384 i X 8%
ETSRMER =
ETRBEMER =
R RAE 2
R B B2 R 2
EMREE (BETRS) £
ACL &
ABAC (EBE IR ) g8
i SEUE =
¥ ERIGRI21E (FAS) =
i gk 2
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS L RAriEmE

E42H 7 ## Resilience Hub M E fth AWS RS 20{a] AWS EXZ IAM ThEEE &R |, E2H 1AM B
PEETNE IAM B&SERNAWS RS

HEHEAROHETHHR AWS KB

XEFET B HRE =

ETHOHNRBETMMNESM (W IAM AP, AFASAE ) 89 JSON RRRM I, XLRE
EHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUEZETSHNRE , H5H
IAM R s A 812 IAM K,

B IAM ETSHMNKRE , BULISEATFRIELNREMNTRUR S FRIELIRIENZYE, &
TEEETEANRBPEEETS , RACERATHEHHRMWAFRSRAR, ETHTE JSON KERE
ANFBERE , BEZRE (IAM AFErRE) R IAM JSON FKEE TR 5| A,

Resilience Hub &F 53 # AWS ZKBE R~ 4l

EEF Resilienc AWS e Hub E T B HVREERHI , 555, Resilience Hub EF 5K AWS KB R
Bl

AWS 384 O E T R IR R R

X FE T RIRAYREE =)

BT 7RI R M NERIRA JSON R, BETRENREN RETE IAM AEEEREHMN
Simple Storage Service ( Amazon S3 ) FEBE XK. EXHETRENEBHNERSS , RSEER T
DERATTREFIXN S ERRNTER,, N TEEPH MRS EIR , RIEEIEE XM S 27 IR
TMLREUAREFAZETINGT. EXAEETEENEBPEETR, ZERATUSEK,. A
P, A, RERAF® AWS BF.

ESABKS R, BAHENMNKFHECKS R IAM XEEENE T RRNV RPN ER, F
BKFEARAMBETHRRNREARBYGEXRRTEN —F¥ME. SZRANREL T FENER
AWS TKF , AIEIKF R E IAM EEE R ESMEEEARE (AFRAR ) RTFBRERHNR, i)
BEHETHONRBHMMBEEUR TR, B  MRETHRRNEBOE - MNKSPHEART
WERR , WFERZINNETEONRE. BXESZELR  BSRIAM AFERSHN IAM AEE5E
THRENEEBATE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS L RAriEmE

AWS 4 RO BUER 1T

XIFRBEIRIE =

EIE R A LAER AWS JSON REERIEEW ARG RMT L, HHRY , BBANEE T LEIR
1THRE | UREMAL &4 THIT,

JSON KMEHY Action TEEARTATERBP AN RIEL L RNRE, KRBRBEEEEXEKN AWS
APl BERIEB. B—LHINER , PlIRBTE APl BENNRNR RF. &8 -LRFEFEERE
PIITS MR, LM IREMR N ABKRIE,

ERBHPIEREURFRITREBRENR,

E&EF Resilienc AWS e Hub ##E%IK |, B5H (REBRNSZE) FH AWS Resilience Hub & YY1
1Eo

Resilien AWS ce Hub YR RGIRETEIRIERIE R TEIE -

resiliencehub
EESENEOPEESIRE  BEAEZSNENRT.

"Action": [
"resiliencehub:actionl",
"resiliencehub:action2"

]

EEE Resilienc AWS e Hub E T B HREERH , 555, Resilience Hub EF 58 AWS KB R
£l

AWS 58 1 FR/G B BUR R

XFRBEAR =

EERWLER AWS JSON REEREEHANIL AT L, tBE2W , BNEE AU LHIR R
1TRME | UREMALEMHS THIT.
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS L RAriEmE

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource T, ENBREXE |, BHFERAHE Amazon BEE# (ARN) BEERFR. W TFXEFEBER
RER (MR RBFERNR ) BVIRME |, BT LURIT R E,

X T AXEFRRRENROERE (WIHRE ) | EEABERS () ENEUNATRERR,

"Resource": "*"

EEF AWS #HRORFERERHE ARN 5K |, 555 (RFBENSZE) FH Resili AWS ence
Hub EMHRIR. BT EIET LIERAMELRERIEESHPRIREMN ARN , FZS# Resilience H ub X
HB/E AWS , -

E&EF Resilienc AWS e Hub ET B3R RAI , iS5, Resilience Hub EF 538y AWS KB R~
£l

AWS 58 it F O SR BE SR 22 4R

XIFEFE T RS R RA R =

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BREH , BN EETUANT AR FERITER
1, AREMAAZKHETHIT,

f£ Condition Jt¥& ( = Condition #t ) & , AT EBAERNEH. Condition TEETE
W BRAIGIEFRAZEHZER (flW, EFHIT ) OEFHFRER |, UIERBAINFEEERPHNE
FTE

MREE-—MEAPEESZ A Condition THE , HEL Condition TEFEESNE , W AWS
ERZ % AND BEITMEEN]. IRENENFZHREESNME , NERAZBBOREER AWS 1145
o ERTEWNNRZATLITURBEARBENRME,

EEESRHN , ZUAUERSUFEE, S, REEFEA IAM AR 4512 IAM AAFET , 888X
HETHRBRRNNR BXEZELR , F2H IAM AP EREPR IAM R TE - TENIRL,

AWS X EERFHZANBETRSHFMHENR. EEEME AWS 2/FH4R , H5H IAM A
MTHNAWS £BEH L TXEHR,

E&EF Resilienc AWS e Hub &4 #Z4A%K , BSH (REFRNSE) B AWS Resilience Hub &4
EH. BETHETUERABLERENTRERSMR , HSH Resilience Hub AWS E X E.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS L RAriEmE

EEF Resilienc AWS e Hub E T B VRS RHI , 555, Resilience Hub EF 5K AWS KB R
il

AWS EHE O HRR ACL

X ACL a

EEFIFIR (ACL ) EHBLEHE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAE
BERL , REEMAER JSON KB HEER,

WA AWS #EFOR ABAC

X% ABAC ( REEPHIIRZ ) i

ETEMNHRMNRES (ABAC ) R—HEDERE , ZEBETEMEREUNR, £+ AWS |, X
LEMEMNIRE, SN E IAM K ( APRAR ) MiFS AWS BIRMINRE, $RSEAENERE
ABAC W% —%. REIRIT ABAC Ki , UEFHANIREEMI]Z 7GRN TRRECE A 2R
.

ABAC AREBKWIMREHIERH , AERKEELFEBAER T AT RERB.

EETHRZEHEE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERMBMAZHTEPRERZIER

MRENMNRSH TEHRRREBISAEX =1 %G8 , WNTIZRS , ZEN Yes (=) . WRE
MRS TH D RFERBEZISRAX=NFKMAR |, MIZER Partial ( #2 ) o

AKX ABAC MEZEE,FZH (IAM AiFfEm) PR LE ABAC? . EEFIRE ABAC RV
2, 1BEZH (AM fFiER) PRERETEMN T RRREZS (ABAC) .

£ AWS 5844 AR/ fsE A It B UE 5

X Bt A p ]

LREAIERHEBE R | B AWS RS TREEHA. BXEZER , SEML AWS RE EATIN
FHER |, FS5H IAM BREETHNAWS S 5 IAMBEEANER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS 3 RAriEmE

MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
(AM BFiEm) W JHREAE (EFHE ).

BATLAE A AWS CLI 5 AWS APl Faha|ZBIGEHER ., RE , B0 LAME A X EIREHE R ITIHE
AWS, AWS BIEHBERGEHES K MARERAKBHRZR, BXEZEER , BHSHE IAM FHY
IS et & 2 EIE,

AWS 38t RO B K T Rl A 1E

XEFRRIFL1E (FAS) =

HIEER IAM AP ABERITREN AWS , BWUANERA. ERAELRSE , BUgaHMT—
MRIE , ARHBREEEMBBRSPEHSE —MEE. FAS ERRAAZRANKRUK AWS RS @ T
RS R HERBER. AWS RERIFHBRZFBRIFTESHM AWS IS HARRKES BESTTRIVIER
B, TR FAS R, EXMBERT , BLMEERITXREMRENNIR, BXAKH FAS 1ERIH
RS , BERER TR LE,

AWS #HH R LIRS AR

xEFERFAE =

R AR —TRSEE, RREWTREN IAM A€, IAM EER AT IAM RO, SR
RIS AR, AXESEEL , 20 (IAM BFERE) BHEER AWS RSZERBHEE,

/A Warning

BEURS AR A 864 T Resilience AWS Hub BIZhAE, {X 24 Resilience AWS Hub 12
HEXRESHIRERSAE,

Resilience Hub ET 548 AWS K& R4l

BRIAMBERT , AFMABETNEIERIEH Resilience AWS Hub &R, il TTEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{TE%. ERTH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS L RAriEmE

PR ArERFERITRENDIR , IAM B2 G A LAGIE IAM KiE, EERMEETEARFN IAM F
B, AFRFOURARR,

ETHNAERX LR JSON REEMEGEET IAM AR , ES5 1AM AP ER+THN 22
|IAM policy,

B X Resilience Hub EXHIREMETREE (BB AFEREM ARN &R ) WiFAEER |, FSH
(REBNS#E) HH Resilience Hub HIIR/E., RIFEMZHZ4H. AWS AWS

£l

- £/ AWS EHROEEA

- ATAFPEEMHIIB SR

« HH ] BA# AWS Resilience Hub N AT F
- FWRNARFITE

o MR AR T

- NBENAEFBHEEER

- RiBRSENRAREFNEEER

- FRANENREMEERETNAERF

KRB R EREK

HETEMNEBRETEARSTLUELZWIKS 62, 1R =MIER Resili AWS ence Hub &R, X
LR ETTRESE AWS IKF F=4E A, SIEREEET SRR | EER/UATENFMEN

- JTREER AWS RERBARBRENBRRRE — EFBREAAFNTERBR TR , FEAN TS
FERRAGIRTRERNAWS HEREE, ENEMRNRERITR AWS IKF, FIMTZWEETE LEHXS
EHRABIN AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS F£E R THEIREERNAWS FEE R

« NASENR - EER IAM RBERERRE , HREFRITESHAEINR. At , EATLEX
ERERMGT AUNBERRRNTHRE , RN RKERRTFAT, BXER IAM NANRRNESE
B, #FZHE (AM AFERE) Fr IAM PR R FNER.

o fER IAM KBS A R4 — 5 BRI B AUBR — 48 AT LA 18] 55 B 7R 00 52440 SR BR i 3 R AE RN R MY 5 18] o
Bl |, B LURE R RIEESMMER SSL A EFIEER, MERSBRERBIBENSE
AW, WA AERARERE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
REZEER , 152H (IAM AF1ERE) $H IAM JSON KB TE - &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2R UEFT RS M B KRG , LARKBAS IAM REEIES (JSON) M IAM FEXK. 1AM
Access Analyzer 214t 100 ZTME MR EM TIRIENEN , UBHEHERS AREMENER. §
XEZEER |, BZH (IAM AF1ERE) $#RY IAM Acess Analyzer FREEIIE,

- FESESHRIE (MFA)-TIR AWS IKF NS RFE IAM AFSRAF , BEA MFA RS R

M, EEEEAA AP BENEE MFA |, B MFA KR NAENERD, BXEZER |, F5
# {IAM FAF18/) i BLES MFA &RIFHY API 1519,

BX IAM FHRESSRNESEE , F5H (AM AFER) F8 IAM AN Z2SEXER

£/ AWS R ORE &

E 57 Resil AWS ience Hub #Z#1& |, B40AE —ARENR, XENBELAAFEINENEETS
X IBH Resilien AWS ce Hub BRRVIFMAEE AWS Ik, MNRBIZBLEMNENFENEENENET
BMMRE  NTHRMTZRBHWEE (AFRFSAR) | 28N EEMBPEREZT,

MFREA AWS CLI 5t AWS API WA, BEFHNEREFEEZHENR, R , _RFHREH
FIAMITHY API R4EME TE AV RAE,

NERAFPMARMATLUEER Resilience Hub #2414 |, EEEN AWS #
WConsoleAccessEReadOnly AWS EERMEHI MEIEHE, AWS BEXEZEER , EZH (IAM A
FIER) FE AP RIS,

LT RERF AP AWS Resilience Hub B#I&FHEMNEEMERRNNE , EFAGFRIE, X
M R IX R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}
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AWS 3 RAriEmE

ARTRAFERMWIE S AR

ZRBIRER T BRI RS LAY IAM AR EEHRMNBEAF SN ABRMITERKIE, LR
SIEEEE A EHEHR AWS CLI 5 AWS AP| BURTR AR TR ILIEERNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

%I 45 7T B9 AWS Resilience Hub R AR F

LT ERBZFHAFHIH A AWS Resilience Hub N 2 F IR,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"

1,

"Resource": [

i n

FF oA B AR FiEE
UTHEEFAPFENEE AWS Resilience Hub B AREF#H1TIE(E AR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1l B B2 B 72 = 1A
LTEBEBETHAPRERYEE AWS Resilience Hub R AR F i ERNER,

"Version": "2012-10-17",
"Statement": [
{

AWS EHEFRLMAE IAM B A6
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"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

NEBENARERFCEZHEER
LUTERBEFAP NIEE AWS Resilience Hub R AR F oI #HEFEE R R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1 B 4% E N A 12 Y HEE AR AR
LT EBETHAPRERIYEE AWS Resilience Hub R AR F R HEERE R AR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",

AWS EHEFRLMAE IAM B A6
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"Action": [
"resiliencehub:DeleteRecommendationTemplate"

1,

"Resource": [

"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}

RS ENHEYEREETNARER
UTXRBEFAFPERISESRMRIEER AWS Resilience Hub N AR R,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" :
west-2:111122223333:resiliency-policy/*" }
}
}
]
}

arn:aws:resiliencehub:us-

IAM & & FX R

AWS Resilience Hub RFEEANNARFETIMHMENEEEZEFHAN IAM A6, BB 2/ 5 E
B AWS Resilience Hub , AIRBX M AR RRHN RiEZHRMNERE, B2 , AWS Resilience Hub E1X
FERAUTHEE

- ETAGHNHRINE-LLACGRELSTK,FPENMEAN. AWS Resilience Hub FiEFILAEXK
WHREH N AEFNER.

IAM £ &R 140



AWS 3 ey A5
ERMHETAGNHENR , ZABGXNIEATHE :
o EEURR RIEMBR ( AWS Resilience Hub ZiU&F
FAwsResilienceHubAssessmentPolicy3E&E K ) o
- BERABHEERE , f1F AWS Resilience Hub REATABELAR, MREHNKF F5%

BEREWEAE , AWS Resilience Hub FETROIBZACRHHA, BXEZELR , S the
section called “F ¥ 6 : RENXFR,

® Note

MRERBEHBRAE/CEN , FEEHFRNCTEMKSF , M AWS Resilience Hub ¥
HEEMKSPERALABZMKRBRBKS TR, RE , EUUNEMEKSEESS ARN ,
ZA® ARN HRATRERAAEABGEN.

« HE] IAM AP iERBR - AWS Resilience Hub SR X8 IAM AP HREHRNARFER. &
NEBRALT B, BET , AWS Resilience Hub $F#5EU T IAM &€& i5 85X LRR

« AwsResilienceHubAdminAccountRole , £ BilK /&

« AwsResilienceHubExecutorAccountRole , EH Mk~ o
o, EiEEHBITEE , AWS Resilience Hub ’F1B{E
ZAwsResilienceHubPeriodicAssessmentRolef&t, {8

2 , AwsResilienceHubPeriodicAssessmentRole A2 ER , KN EXRMFIEE A TN
PR, MBRLIhEE (HIINEBEH ) WRELERTHZET.

HEEHEBR AWS 58 145 0 B 47 F 177 8] X BR

AU TEERABE L M NS EE - Resilience Hub # 1AM B AT 8@ R E R EIE, AWS
ES ]

» RFEE Resilience Hub AWS TR

« RFEMINIT iam : PassRole
o« BREATFRIUNBH AGEIIERD Resil AWS K~ ience AWS Hub &R

K FIE Resilience Hub AWS S 1T 4E

MREWRERER , RALTDITEMRIE | WELFER RIS T RATRIRE.

REFR e
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X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget BRIENIFHAEFE. |
BFRHBEEM resiliencehub: GetWidget RAY , £ X E LT RAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKIER , LAFMER resiliencehub: GetWidget #
{EiG 1R my-example-widget &Ko

MRBEEHE  FRERAEMNAWS EER, FHNEERRRHEFZEILIN A,
R IN1T iam : PassRole

MREUNE —RKEREE | BHETNMITiZiam: PassRolet®fE , M| AT HIEH KBS LA TS
A L% 4 Resilience H AWS ub.

BE AWS B AW ERIIAEABKEAL1ZRS , MARCBRMNBSALIBRSHEXAR, it ,
BB MERF A LTI RSINR.

HLZ R IAM AP marymajor=id i A2 H & 7£ Resilience Hub  AWS HITIRIERT , @K EUT R
flfEiR, BER , REMXMEFRFSACAHBTFHNRS ATHITIHIRE, Mary TEERABGEZETIRS
HIA R o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEH Mary KISRBE LA R P -EINIT 1am: PassRole #B1E,

MBBREERE  FHRRAEBHWAWS EEG, FNEEBRSRHEFZEILEMN A,
R AFRUNN A B RIERB Resil AWS K ience AWS Hub &R
BALME—NAE | LB 0 R SRR AR TR %A R A AR, &

DEEHERSEY  IUEFAG. XN TIXHETHRNRBERILEEHEGIR (ACL ) BIRS , BT
X LR BE O] A 2R T EH R IR U5 R o

ETHREZER , BZRAUATREA :

« ET7## Resili AWS ence Hub 2B X FIXLEIIEE , HSHAWS #M O E IAM BL& 6 A,

« ETHRIMIEHNERENEERNIHENE AWS IKF |, F36 IAM AP EERHEEEEaE AWS
K 5 —1 IAM B PR R SR,

REFR e


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS L AFiEmE

- ETHNMAEE=SREXNENEROIHRILE AWS KF , E5H IAM AR EBTFHEE=5RE
HIFER, AWS 0K

- ETHRNMES S HRERIERMFRINIR , H2H IAM AR EREPN AL INBEHRIENHS
( FRBARIE ) RE KRR,

- ETHREAACNETRENRBHTER-SFRZEANES , 28 (IAM AFERE) /1AM
AESETRENEBEATE,

AWS Resilience Hub 5 R X RS &

BT LAE R AWS Identity and Access Management (IAM) SREEXY N A2 F &R RINR |, H a2
ERTHAP., BASAEH IAM KR,

A LA AWS Resilience Hub M A FELE A £ Athe section called “HAEAE” ( —1N IAM £
&) IFEAYE IAM AFRNR (UR—4ATEKFANERIGHNMEL AR ), kAT , &1
LAKEIn—NRRE | ZEBEEN T AWS Resilience Hub 5 1R E 4 AWS RN AR F & RATERNR
R, AAEABXLMERRME AWS Resilience Hub RS E M EEREL,

EEENARFENRE , RIBIER the section called “AWS T E XIS, B LMERAXEIEEREK
B, MEEMEAESH , B eI MENER RSB CWREIMREE, R UBESRES M EIR
LA R b v] 3% S 44 SR BR &l A P AR o

MRENNARFRRLTTENKS (HBKS/FRKS ) F , NAREESENNARERF TR
BMNKFPRE-MHBE,

ES]

« the section called “EE /A IAM A&~
+ the section called “E A X 8IRY IAM F P #XUR”

A IAM B&

AWS Resilience Hub S ATE XHIE IAM B & 15 RE1E 0K - S HEBIK /& RIK P &R,
X 2150 20 F R HEENPRIETT,

F3
« the section called “BRE AR
« the section called “A[E AWS Ik At AT EKFiFE”
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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AWS L RAriEmE

FREAR

AWS Resilience Hub A& A®BE— AWS Identity and Access Management (IAM) &€ , AWS
Resilience Hub AT 15 R AWS lRFFMEIR. Hlan , BRI SLGIR —MNENXRIFFRIZR CFN Eix & H ol
ENRENAREAC, KTHEREHEXNT0E, EFENEENARFAREACHNEER.

BIENAREFN , FEERAEAFEA®, HBSEATRBFBIENA , AWS Resilience Hub 18{EiX
NBEXRFEEHWER. AWS Resilience Hub A T EBHELZNEAREAR  AENETRBELIN

AWS Resilience Hub BR% E 4K (r esiliencehub.amazonaws.com) ¥ EE R AIERS .

EERNRAEFNAREAR®  EMNEMERTERNAERF , ARMNNARERF REARERERIE
BEHNR,

AR ENAEFAREACGTRINDIMERNIE , KREELVNARFUACEATRNSRHRNARE
FRR,

FB

« the section called “7£ IAM 24| &R a|E—NA®”

+ the section called “Ef IAM APl EXE A @

« the section called “fEf JSON X E X EEFKE”

i IAM Z£HlaftlZ—1ae

AWS Resilience Hub ERF1518] AWS IREMER , BATER IAM Z2HEAEEETKFHCEZFREA
B, BXFEA IAM BHACEACGHNESZER B3N AWS RECEAE (2448 ),

EEA IAM BHEEERFPEERAREAR

1. fEH https://console.aws.amazon.com/iam/ 3JFF IAM 25| &,
2. NemBER+PERAR K ABREZRCEAG,
3. LAREENEEERR K EFEENEETEREOPEFIUTERR K REEET—F,

(® Note
MRENARVTAROKSF , WAAEBINKSPEE-IEE , AXNEBKS EH
HHEIIK SRR B
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

+

"Action": "sts:AssumeRole"
}
]
}

4. FERMRBRRAEONRREE D |, FREMEDRE S NHFEREEAGR Enter Eh A

AWSResilienceHubAsssessmentExecutionPolicy.

5. EEEE K AREET-F,

6. EHAGEAGERY  EAGENETMAE-—NBEEWR (HH
AWSResilienceHubAssessmentRole ),
FRAEZFREFN =, .e-_/"F &

7. (HNE) ERRESR , NIFEERARR,

8. WiEE tEABG®,

ERBAGNERARGMNR , € D] ERAERE R ST 2 : HINRED FiEEF wiE,

HRAREARNRRACE (WRER )  LUNEENARFUACAXEAG,

@ Note

SIEREFNAEFN , BHYE IAM AF/AXTRENAREAG®KN iam:passRole X
R, B2 , BFFEHNRENAZ1T1EM,

£/A IAMAPI EEEAE

BENGEERRSNEEETARRTFRAZBEBHNR, EFEH AWS Command Line Interface (AWS
CL) BIEZAE , EFEFAcreate-rolef®, EFEALWSH , BUUEERNREERE, A TRGHE
BB an{al [ AWS Resilience Hub lRFEFIEEZABHNEIANRE,
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® Note
JSON FREHRNFHNEIS (' ') WERABER shell liRAET R

T~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{
"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]

3
£/ JSON X4 E S 1E R e

BE T LAE RS IEE JSON XN ABRE NEER , REEIT create-role %, & FEH KA
B, trust-policy.json BT Ha B RPN — N, BIIZIT create-role i fF Lt AR
EHBE, create-role W SHEEHE RERGIBMEF. ENACKMNIR , & Hattach-policy-to-
role@ ¥ , RIBEA LR MAWSResilienceHubAsssessmentExecutionPolicy &K, Bx
HERBNWEZER |, 55 [@the section called “AWSResilienceHubAsssessmentExecutionPolicy”s

7~ trust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
}]
}

T~ create-role
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aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

s

"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole",
"RoleId": "AROAQFOXMPL6TZ6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T23:19:12Z",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"

]

7~ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

ATEKFHRBTE AWS KPP BE—ik

LB BB THB/RREKF PR, BAMESNKFFRIEAE AWS Resilience Hub = 8ER Zh i
NN ARERF, SERESEEAAEAGAENRERL , B EERBEERA.

® Note
B ERBAENREIKS FolRAE,

ES}
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« the section called “7E IAM 2 H| & P AHBIKF/RRK - O E A"

» the section called “fEf IAM AP| EEE A E"

- the section called “fEf JSON XHEXEEFRR"

 IAM 25 &8 R A HB K/ ARKF el RA S

AWS Resilience Hub E R F1H R EHib AWS IKF R AWS IRFHER | BAREESNKFARCIEA
&,

£/ IAM 257 IAM BH PN REBIKS/ERKSZAE

1. fEM https://console.aws.amazon.com/iam/ 3T IAM 2 &1 &,
2. MNemBERPLEERAE K ABRERUBRAG,
3. LAREENEEERR K EFEENEEEXEBRBEOPEFITER K REEET—F,

(@ Note
MRENFRVTARONKSF , WELAESNMNKEPEIR—INAE , FXEAMBKSE
P4 BOIK 7 (S A SR B o

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"

}
]
}

4. FEARMRBRRAEONRREE D |, FREME SRS N HFEREEARGR Enter EhfaA

AWSResilienceHubAsssessmentExecutionPolicy.

5. EEXRE K RBREET—F,
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6. EABEMAGEND  EACENETRABE—NAGEN (Hlu

AWSResilienceHubAssessmentRole ) o
7. (ANE ) ERERES , N EEER AR,
8. WBEE CEABG,

EREACHERARJNNR , £ DR 1 BEBETUERE H DR 2 RIONIR 520 PR &
H

WA BEEEMAAERAENI sts:assumeRole R , FHEBEBIEENHBEKFP PN AR,
FUTRBANBECEN SN ACHAREAGRS

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",

iF
"Action": [

"sts:AssumeRole"

]

A IAMAPI EEAE

AENGEERRSRNEETARRTFRAZBEBHNR, EFEH AWS Command Line Interface (AWS
CL) BlEZAE , EfFEHcreate-rolef®, EFEALW TN , BUUEERNRETRE. AT ROHE
BAtn{a @ AWS Resilience Hub BRF EH R FRAEHNARNNR,

@ Note
JSON FRFFEHFXELE|F (' ') WERTEER shell lRA T 7o

7~ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow", "Principal":
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{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}'

EE T LAGE A B IRAY JSON XN A B E EERE, ETEARHISP |, trust-policy.json U
T Y0 B FHa -1,

£/ JSON X E E R

BRI LA B 3m A JSON XN ABENEERR , AFE1T create-role H. & FTHEHM R
B, trust-policy.json BIUTHE HFHHN — N, BIYIEIT create-role w5 Lt K EL
E A, create-role MM EHERERSIMEF. EERNACKMNIR , i Hattach-policy-to-
roletn & , WA LA AR IIAWSResilienceHubAsssessmentExecutionPolicy B XK, EXIEE
RN EZE LR | 2 fthe section called “AWSResilienceHubAsssessmentExecutionPolicy”o

R~ trust-policy.json

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
.
"Action": "sts:AssumeRole"
}

=¥l create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

A

"Role": {
IlPathll: II/II’
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"RoleName": "AWSResilienceHubAssessmentRole2",
"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
]
},

"Action": "sts:AssumeRole"

¥l attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

FEAYEH IAM AP ER

MREBEALFH 1AM AP RRQEZNZTIEN , EEALLEE, B0
AWSResilienceHubAsssessmentExecutionPolicy &R KM MEIEH IAM AFE5RF X
BRHAE,

BEANKFIRE
R LR EEXNREEUAXNE IAM AP AR —KFRENNARFHRITIIN,
TR R E

BB E— A AwsResilienceHubPeriodicAssessmentRole EAf AWS Resilience Hub
BATEITRIIENAE <OV ES.
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® Note

- FRETAENHRNE (FALLERINAREAE ) N, FEERTRHIRER,
. BAEEZEHNLIMA AwsResilienceHubPeriodicAssessmentRole,

AWS Resilience Hub E R FHITE 1T X EHHEXES

1. ¥F AWSResilienceHubAsssessmentExecutionPolicy EEXNKEH MBI AR,

2. WMUATRE , Edprimary_account_idRENNMARFEHHETIT
fHEY AWS Ko BESL | SERFUN BRI B SR IR ERB R

(AwsResilienceHubPeriodicAssessmentRole) , %K /2 1FiZ AWS Resilience Hub RS

HEMETENAG.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
.

{
"Effect": "Allow",

"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam: :primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
]
}
]
}

AWS Resilience Hub i B RS ZE
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RPN A @R EEKEE ( AwsResilienceHubPeriodicAssessmentRole )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
Bk IRE

MRBEZSANKFFRER AWS FIRNSO , WEEFERALUT IAM XRERE, RBEWAS 40
AWS Ik AJeEEETRE MR, Ei&E AWS Resilience Hub #TEIK A FEA , EEZERUTIKS
MAae -

« EKF -AWS ZEHEHGSENARFAZTIEMNAIKS

« RE/RRAWS KPP — BRIBEFAENIKS

(@ Note

- FRETALHNBRANR (ERALERINEAERSS ) i, FEERTHRIR.

« BxBE &5 A Amazon Elastic Kubernetes Service R E ZE LR , i3 the section
called “/3 X &K Amazon EKS £&H# AWS Resilience Hub 15 R R”,

EKFIRE

BAMIEEMK 7 AwsResilienceHubAdminAccountRoled 8 — N A H 2 1F AWS Resilience
Hub iF R IR FEERANZA R, LEGSATIHRE AWS KFHEEENAENE —1MNAG, ETXN
WA REERHINR.
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® Note

- ABEEMYUIA AwsResilienceHubAdminAccountRole,

- EXMEEKRFPOIE,

- BYEETWIAM AF/ACXMERHELAER iam: assumeRole R,
« ¥ secondary_account_id_1/2/... JHE<KHHBIKFARIRE

LT RENEHAGRMRTR AWS K- R HAEABHFERARITENR !

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole"
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole"
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

EHERA A ( AwsResilienceHubAdminAccountRole ) BUSERBEAIT :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
I
"Action": "sts:AssumeRole"
I
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{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
.
"Action": "sts:AssumeRole"

T Bh/ BRI IR B

EE/ BRSSP | BARBIE— N AwsResilienceHubExecutorAccountRole HERAM L
HENEEAAEUBELAR®, AT HAES AWS Resilience Hub AT HEMN ISR ARER
R, Rtk EEH R AR

B2 , BH4HF AWSResilienceHubAsssessmentExecutionPolicy ER KM MBI AR |, H
MmN 1TE A B R,

WITEABEERBN TR

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"

}I

"Action": "sts:AssumeRole"

AWS HIEE FBE AWS Resilience Hub

AWS RERBEHYUEMEEAINI R AWS, AWS RERMEEN TS ELABIRMNR , LUE
BRIBFIRAAF, ANBesENR.
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FicE , AWS RERBURASNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETENEAZSNES EEERERE-DRINR,

BIEEHR AWS HERBPE LR, R AWS B AWS HRERBPELHNR , NEHFLE
IHZREATXBRNFTEZERASH (AP, ANBE ). AWS BREAREERIFHN API STERS A
LLERH AWS BRSS M API BR4ERS 5T AWS FEE XK,

BREZER , F5H (AM AFER) B AWS EE A KK,

AWSResilienceHubAsssessmentExecutionPolicy

BT LU AWSResilienceHubAsssessmentExecutionPolicy M8 E| IAM B3, =1TiF4
i, BEREE R E M AWS IRFS T FHATIEGRY 7 R ABR

MRIFEAER
ZBERIRME T 2% AR K [ &5 L 2 8] 2 12 6#% BR 55 (Amazon S3) FE# S A M EHR AWS FIS
SOP 14k, Amazon S3 FEBHZFAMUL aws-resilience-hub-artifacts- k., fMREAE

KB EH M Amazon S3 F6##8 , M AT LAfEA A CreateRecommendationTemplate APl BRI HIT
WiRE, BXEZER |, BES M CreateRecommendationTemplate,

ZRBEEE TR :

« Amazon CloudWatch (CloudWatch)-3R BRI £ S #h fp 1 s 2 B A #2/F CloudWatch ik B FIE
EXIMEIR. A, BilEcloudwatch:PutMetricDataF A4 mResilienceHubd & Z= g &
NI FA 72 #5814 20 31 CloudWatch $E%7,

« Amazon Data Lifecycle Manager — SREUH IRt 548 AWS K P X BRIL SR 3R £ o B IS SR
#IRMIDescribeiX PR,

« Amazon DevOps Guru — % 528 AWS Ik 77 5<BX# Amazon DevOps Guru BiRH 12
ftDescribeiX iR,

 Amazon DynamoDB ( DynamoDB ) — 3l i Rt 58 H AWS Ik = X Ex#9 Amazon DynamoDB #
JRHY Describe MR,

« Amazon ElastiCache (ElastiCache)- 8 5&#9 AWS Ik 7 XBX#) ElastiCache &iRiEfDescribeiX
PR o

« Amazon Elastic Compute Cloud ( Amazon EC2 ) - %I i H Rt 528 AWS Ik /= <Bk#Y Amazon
EC2 %&JR# Describe PR,
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Amazon Elastic Container Registry (Amazon ECR) — A E#&#I K F X B9 &7 ECR &R
ftDescribefX PR, AWS

IV 5,0 3% 4 B B3 AR S (Amazon ECS) Servic Describe e — H 5 AWS &Ik~ X< By &% ECS
TR R,

Amazon Elastic File System (Amazon EFS) — J1 528 AWS ik P < Bx iy I S #h EFS BIREE
#DescribeX R,

Amazon Elastic Kubernetes Service ( Amazon EKS ) — 5| i H 12t 5&H AWS i F X BX Y
Amazon EKS %R Describe R,

Amazon EC2 Auto Scaling — %Il i 5889 AWS Ik 2 < Bk 8 Amazon EC2 Auto Scaling iR H 12
ftDescribeiX R,

Amazon EC2 Systems Manager (SSM) — 71 5{&#) AWS Ik 7 < BkHY SSM RiRiZf#DescribeiX
PR

Amazon BFEEABRS (AWS FIS) — Il H 586 AWS K 7 <BR#Y AWS FIS 256 #3250 8 4R H 12
#Describei™ R,

i& Al T Windows File Server FJL Bi# FSx ( L &3k FSx ) — 5 SDescribe&MIK = XEANIL S
#h FSx BIRHRMEMNE. AWS

Amazon RDS — %Il i 54&8) AWS Ik 7 <BxBY Amazon RDS HRH N EEHDescribefX R,
Amazon Route 53 ( Route 53 ) — 5l i 58 AWS Ik 7 < BX#9 Route 53 & JREY Describe X PR,

Amazon Route 53 Resolver — 5l H 588 AWS ik F<BXH Amazon Route 53 Resolver &R H 7
HiEHtDescribefX R,

Amazon Simple Notification Service ( Amazon SNS ) — 5l i H} 2t 54& AWS Ik F ><BX#Y Amazon
SNS &JRH Describe BR,

Amazon Simple Queue Service ( Amazon SQS ) — 5| H iR 5EH AWS K F XBXHY Amazon
SQS &RH Describe PR,

Amazon Simple Storage Service Amazon S3 - %I i H R 5 &8 AWS K 7 <Bk#Y Amazon S3 &
JRHY Describe MR,

(® Note

BTG , IREERBEFRDMMEMNRFZESR , W AWS Resilience Hub £ s3:

GetBucketLogging PR K Ih 5K i¥{E. B2 , AWS Resilience Hub FER—REEHE |
FIHERD IR |, HIBERIN R TTIRE, 20 RIEKRTEIE E A T PR HI R INER D B AXBR |
JUREERENT 8

AWS EE XK 157



AWS 3 RAriEmE

« AWS Backup — S HH & #) AWS K 7 < EXHY Amazon EC2 Auto Scaling % IR 33K EX
Hpescribe® R,

« AWS CloudFormation — %Il H 54#&#) AWS Ik 7 < BkB#Y AWS CloudFormation 4% By % R HIREY
HDescribef R,

« AWS DataSync — S HH 54&8 AWS K 7 <BkkY AWS DataSync &R H N HiZftDescribef R,

- AWS Directory Service — 5| i &8 AWS Ik 7 <BX#Y AWS Directory Service BiRH N HIE
#DescribeiX R,

« AWS Elastic Disaster Recovery ( #MREIRE ) — N E5EH AWS K <BKHY Elastic KRS &
JRiZftDescribeiX PR,

« AWS Lambda (Lambda) — %It} 5& 8k -~ < Bk Ay Lambda &R N HiEHDescribefX R, AWS

« AWS Resource Groups ( Resource Groups ) -5l tH 528 AWS K 7 < BR 49 5 R A &R H 12
#DescribefX R,

« AWS Service Catalog ( Service Catalog ) -5/ 58 AWS Ik X< Bx RS B R A RA N HR
#DescribeiX R,

« AWS Step Functions — 5|5 588 AWS Ik = <Bk# AWS Step Functions ZIRH N HEE
tDescribeiX R,

- Elastic Load Balancing — %Il tH 58 AWS Ik /= <BX ¥ Elastic Load Balancing &R 712
ftDescribeiX PR,

« ssm:GetParametersByPath— E{IFEAUNBRREENEHWN AR FEER CloudWatch
R, WA SOP,

AWS IKFEEUT IAM BT AR/, AFAMASRNMKIER , M N & AR REEZETIRER
R AWS BRSS B A EXER

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
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"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",

"devops-guru:ListMonitoredResources",

"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"drs:DescribeJobs",
"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",

"dynamodb:DescribeContinuousBackups",

"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAvailabilityZones",
ec2:DescribeFastSnapshotRestores",
"ec2:DescribeFleets",
ec2:DescribeHosts",
"ec2:DescribelInstances",
ec2:DescribeNatGateways",
"ec2:DescribePlacementGroups",
ec2:DescribeRegions",
"ec2:DescribeSnapshots",
ec2:DescribeSubnets",
"ec2:DescribeTags",
ec2:DescribeVolumes",
"ec2:DescribeVpcEndpoints",
ecr:DescribeRegistry",
"ecs:DescribeCapacityProviders",
ecs:DescribeClusters",
"ecs:DescribeContainerInstances",
ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
ecs:ListContainerInstances",
"ecs:ListServices",
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eks:DescribeCluster",
"eks:DescribeFargateProfile",
"eks:DescribeNodegroup",

"eks:ListFargateProfiles",

"eks:ListNodegroups",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperimentTemplate",
"fis:ListExperimentTemplates",
"fis:ListExperiments",

"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",

"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots",
"rds:DescribeGlobalClusters",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
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"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses”,
"s3:GetBucketLocation",

"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",

"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",

"s3:ListBucket",
"s3:ListMultiRegionAccessPoints",
"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sqgs:GetQueueAttributes",

"sqgs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",
"tag:GetResources"

1,

"Resource": "*"
1,
{

"Effect": "Allow",

"Action": [
"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

]

},
{

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
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iy
{

"s3:GetObject"
1,

"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*"

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

}
}
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"
1,
"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience HUbAWS & XN E

&EE AWS Resilience Hub BiZIRFHRBERXLEFRIR AWS REXRBKEFNFMEE, ERBE

XN EE RN BESIREE |, iHiTH “ AWS Resilience Hub XA i WE £K RSS feed,

B

AWSResilienceHubAs

iR

345& A F Windows File Server
E’ﬂﬂzzﬁiﬂ FSx E’giﬁo

itk AWS Resilience Hub kB 2024 £ 3 A 26 B
ssessmentExecutionPolicy— AR 2EEL Amazon FSx for

AWS Resilience Hub B 7 Windows File Server BtiE.
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B HiR =p:
AWSResilienceHubAs It AWS Resilience Hub % 2023 £ 10 A 30 H
ssessmentExecutionPolicy— B fo IR 12EL AWS Step

AWS Resilience Hub B 73X  Functions Bti&,
#9Z3%F AWS Step Functions,

AWSResilienceHubAs It AWS Resilience Hub & 2023 £10 A 5 H
ssessmentExecutionPolicy — B R R EE TR AET 5 R

AWS Resilience Hub it 3¢ Amazon RDS &R,
Amazon Relational Database
Service ( Amazon RDS ) 9%

.

AWSResilienceHubAs Itk AWS Resilience Hub BE& 2023 £ 6 A 26 H
ssessmentExecutionPolicy : ARG R EHAM AWS BRSS B

R 1T,

AWS Resilience Hub FF#3R %  AWS Resilience Hub FF28RE 2023 %6 B 15 B
Bk H AWS BERIBENE R,

F Terraform RS HFS A AWS Resilience Hub

AWS Resilience Hub X# S A A RS SH[IHIMNE (SSE). TS EEFMHRFZITEZR (SSE-S3)
NI EHLH (SSE-KMS) INEH Terraform IR, AWS Key Management Service #1RI&HY
Terraform RAX G FERAEFREMN N ( SSE-C ) #1Ti% |, MFEEMEH AWS Resilience Hub
S AEell

$F Terraform RAX4S A Z|F AWS Resilience Hub ZELLT IAM S | B4R T BRI
FTENAE,

MEIKFFH Amazon S3 F#ES A Terraform R X4

FZE LT Amazon S3 F#EREE A IAM policy SRBE S 8E /o iF AWS Resilience Hub X F E 0K 9
Amazon S3 1Zf# @ P HY Terraform IRA X #1TIEEL

« FEMRES - BAR Amazon S3 BN FHEERE , ZFEHEBLTERS P, BXESEE , F5
B AT Rl
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
.
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
1,
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
1,
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}

- BRERE —AZNABRFENWAREAESE AWS IKF AWS Resilience Hub EB AWS 245
IAM BEHXKEMNERE, BXEZER , BSRUTRHA,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
3,
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
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® Note

IMREEAM R AWSResilienceHubAsssessmentExecutionPolicy FEE XKL , NI
TEE ListBucket R,

® Note
MREE Terraform RSXHER KMS %, WATRMELT kms :Decrypt R,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

ML F B K - 89 Amazon S3 S A Terraform RS X4

« FEMRES - B4R Amazon S3 FHEBNFREMERE , ZFH#BVLTER - MEBIK,F, AXES
E8 , BSRANUTRA

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{

"Effect": "Allow",
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"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-

role>"

I

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"

}
]

}

- BHEEE- AWS IkF ABHXEKE AR | iZKEEE AWS IKF AWS Resilience Hub £i217, &
XEZEE | BHSHEUT R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
3,
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
3,
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
3,
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
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® Note

IMREEAM R AWSResilienceHubAsssessmentExecutionPolicy FEE XKL , NI
TEE ListBucket R,

® Note
MREE Terraform RSXHER KMS %, WATRMELT kms :Decrypt R,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

A1F AWS Resilience Hub 781 8BV 5% Elastic Kubernetes Service &

AWS Resilience Hub B 2 #7 Amazon EKS SEHHEMIZHE , {41 & Elastic Kubernetes
Service (Amazon EKS) 819384, AWS Resilience Hub £ Kubernetes EF A& 17 A3 &
(RBAC) Bt &k 1 Hfth Kubernetes (K8) TEf&EL , XL T MR Amazon EKS EFFH — 3P
PEEH ., AWS Resilience Hub EE#RH Amazon EKS & L0 T E THEAR , BHATR
AR R4E -

« 7£5 Amazon EKS B MHREMIK - P EIZHFEHAIE AWS Identity and Access Management (IAM)
A,

- A% IAM AP ARG RIZER Amazon EKS &8 , 7@ Amazon EKS 8K K8s BRI FHI/
M SRR, BX AW IAM AP A G E SN Amazon EKS EHEMNEZELR , TSR AT 1AM
ArRMAEILRENES - Amazon EKS,

Amazon EKS #Z4|mEm#Ri=1TH AWS IAM Authenticator for Kubernetes X3ZE A IAM 324517 (7] £,
BRI FM aws-auth ConfigMap FREEEEE.
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® Note
« BXFiBaws-auth ConfigMapREMEZEE , BZHA LW ZTERERKR GitHub,

- BXTE IAMEZENEZELR , HSH IAM AFREERN SR (AP, 4FAR’ ),
« BXET Kubernetes A& i5R1#E4| (RBAC ) BEENEZEE | 55 HEH RBAC £,

AWS Resilience Hub A ZIKF B IAM B&Ei#H Amazon EKS £8 M EE. AWS Resilience
Hub Eif[al#&# Amazon EKS &8 R EJR , AWS Resilience Hub AU E A K IAM £ & 5 Z X3
&1 Amazon EKS £ NN RIRER 2% RiENRA Kubernetes 4,

AWS Resilience Hub RFEAUT IAM & ®IEI0 2 —iF B/ Amazon EKS £ AR :

- MREBHWNAERFEENFERETAEMNHRINRERFGRAR , NWEENHE  SERECENARE
FRHEi% 2| AWS Resilience Hub B8 & A G HBIIK F A &5 R &8 Amazon EKS £,

UTHeEERTHEARFEENETABHNARF WA AWS Resilience Hub %8 Amazon
EKS &%,
Primary account Secondary account

AWS Resilience Hub
8 AssumeRole using Service Principal

K_7
Describe-Instance el
—osarbe-nstance , =R nos
3 a

Customer
Describe-Instance = Describe-Instance
— e (5) RDS > E.il Ecz
'3 o
AWS Resilience Hub
AssumeRole using Service Principal Describe-Instance eca AWSResilienceHubServiceRole EKS API
> > i5Y ‘ e | B

Scheduler EKS API

AWSResilienceHub — > @ EKS
ServiceRole

AssumeRole

s MREHNAREFEENFERZEE IAM ARFERER , NAMEES Amazon EKS $EE G B Kk 7~
a2 — LN AwsResilienceHubAssessmentEKSAccessRole BIETHI IAM &€, RiE , Lk
IAM & &5 H T 17 R &/ Amazon EKS £,

LTHERERTHNARFEERNEHR YA IAM AR , 2048 AWS Resilience Hub i 81 3B
EELNEKFFH Amazon EKS £&,
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https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
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Primary account

8

Assume Role

A

Lagin

>

Current |1AM Role

AWSResilienceHub
AssessmentERSAccessRole

=

LTHcBERTHNARFEENFEH YA IAM B RS |, #047 AWS Resilience Hub 48] 3B

EEHBIKF EA Amazon EKS £,

Bl Primary account

A——na—8

Lagin Current 1AM Role Assume Role

AwsResilienceHub
AdminAccountRole

Secondary account

o >

AwsResilienceHub  Assume Role
ExecutorAccountRole

_,8_,.

Assume Role

AwsResilienceHub
AssessmentEKSAccessRole

"=

B F X8 Amazon EKS 8 H & RER AWS Resilience Hub 5 R BR

AWS Resilience Hub A &5 R F Amazon EKS £B AR  siER A ERBFZENNR.

E &% F EZIMMiEfE Amazon EKS EE AT RFTEA R AWS Resilience Hub

1. EE IAM B&LER T S% Amazon EKS £,

NMRECERETACHNLRANREENARER , NARI SR , REHTHIR 2, FEAE

BENARFMMEANA®, BXx AWS Resilience Hub IfAIEA IAM BN EZEER

the section called “AWS Z# 4 fr . infa 5

IAM BLEfERA",

FS

5 A

MEEEFEALE IAM AFPNREENARER |, NXAMES Amazon EKS & HEREIA K 4l
# AwsResilienceHubAssessmentEKSAccessRole IAM &, ARG , SEIHEIER Amazon

EKS EERFERAL IAM B,

ES AN LR AR , AWS Resilience Hub £/ IAM & &5 R & # Amazon EKS &
BAMER, LABNEEZN Amazon EKS £EHERMNKF T2 , A EEIEIHEEN
Amazon EKS E£E M ENNPRA Kubernetes 44 AWS Resilience Hub 3 1TRR &,

WRIEK Amazon EKS £8 5 AWS Resilience Hub AKX FRE—4MKF S |, MNEAT
IAM EEXRBAEIZA®., EIt IAM SERKEP |, caller _IAM_roleAF1E X ailk - FiF A

APl AWS Resilience Hub,

BAXEH Amazon EKS 58 #) AWS Resilience Hub 7 B X R
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® Note
caller_IAM_roleRE#&EH AWS AFKFXBEHN AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
.
"Action": "sts:AssumeRole"
}
]
}

WMRIEH Amazon EKS EBM THEKF ( 5 AWS Resilience Hub AKF FEIKIKF ) &, I
PHREALLT AwsResilienceHubAssessmentEKSAccessRole IAM EEEEAIE IAM £
=

(@ Note

EREREH , BEiFEEEES AWS Resilience Hub AP K REH K B E Amazon
EKS £ , BANEEZKFHRINE, BXxEZEE , BHSHR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"
}
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2

]
}

71 AWS Resilience Hub Ri 25l
EClusterRolefClusterRoleBinding ( BiRoleBinding ) A€,

Bl ClusterRoleClusterRoleBinding ¥} &% F % M MiL(L 8 T &# AWS Resilience Hub
Amazon EKS SEH P IFE B 228 — 2 B9 IR E 1 RIERNR.

AWS Resilience Hub 71 &IE I 58 BUA T — R /53R BR il EL X4 6 73 Z2 18] B 7 (2] A BR LA 4 BR 54 14 1
1 :

a. [8 AWS Resilience Hub B AR F1% T A v & Z= 18 KU IZEU R

AWS Resilience Hub Eif{# Amazon EKS B HNFIE & ZR P RIRHEME | LA
T#, ClusterRole ClusterRoleBinding

« resilience-hub-eks-access-cluster-role(ClusterRole) — E N iF{HIEH
AWS Resilience Hub Amazon EKS & FrEHI R,

 resilience-hub-eks-access-cluster-role-
binding ( ClusterRoleBinding ) - FE&# Amazon EKS E&#HENL—NEH
resilience-hub-eks-access-group WEA , AEAF KR FES AWS Resilience
Hubiz 17 3% 14 0 AT 35 B A PR

@ AWS Resilience Hub B FARF R FEME A ZERIEENRBENERNT -

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
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- list

- apiGroups:

- apps
resources:

- deployments

- replicasets
verbs:

- get

- list
apiGroups:

- policy
resources:

- poddisruptionbudgets
verbs:

- get

- list
apiGroups:

- autoscaling.k8s.io
resources:

- verticalpodautoscalers
verbs:

- get

- list
apiGroups:

- autoscaling
resources:

- horizontalpodautoscalers
verbs:

- get

- list
apiGroups:

- karpenter.sh
resources:

- provisioners
verbs:

- get

- list
apiGroups:

- karpenter.k8s.aws
resources:

- awsnodetemplates
verbs:

- get

- list
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

b. # AWS Resilience Hub FiEEU4% E v & Z= (Al IR o

& ] LA FI BR %) AWS Resilience Hub 158 —4H4$E @& =R AH AR, RoleBindingZEsk
DB , BXACIBUT AR :

ClusterRole— AWS Resilience Hub Eij[a] Amazon EKS P4 ER B = E FHEIR
HipEE#EME  SUXMERUTA®, ClusterRole

« resilience-hub-eks-access-cluster-role — ¥§EIEN4EE M5 & 22 8 A &R 24

ENR,

« resilience-hub-eks-access-global-cluster-role— IEEEEH Amazon
EKS £ P ITHEFCEANRR ( XERREERERRZRTLX ) AIEHNR. AWS
Resilience Hub EE i RI&H Amazon EKS S8 FE£EEEMN AR (HlmTT R ) BN
PR, UGS N ARFEM,

#12 ClusterRole AEBNEIRNT

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:

resources:
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- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role
rules:
- apiGroups:

resources:
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- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
verbs:
- get
- list

EOF

. RoleBindingﬁ@-Jﬂ:ﬁ@ﬁ% AWS Resilience Hub 1 [F] 4% E i & Z2 (8] 1 3 R P BRI X
BRo R , BURES N R ZEPEIERoleBindingA® AWS Resilience Hub =
ﬁ'élfillﬂ,nmnp%:cl‘ﬂmﬁ’\]ﬁ; o

® Note

MREF ClusterAutoscaler AT EHFT R , MEXMEIME kube-system

8|2 RoleBinding, X2 1N &EH ClusterAutoscaler FIAEN (B

kube-system an & =@M —ZD ) -

B XM, BT AWS Resilience Hub ¥ {tkube-systemds & 288 N &R PR
EHNPR , BATiIFEER Amazon EKS $£8,

2|2 RoleBinding BEBMNERNT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
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metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBinding&&-ltABR T IHEEETLE AWS Resilience Hub B & RPTFHHY
PR

Bl2 ClusterRoleBinding AEKERUNT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-global-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. ¥ aws-auth ConfigMap LU resilience-hub-eks-access-group SR Fi5H
Amazon EKS S8 1 IAM A B ITIRET,
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WESBRESE 1 FEAN IAM ACR5ER 2 helEH Kubernetes A 2 8] BIZEBR &S, LhBR & D)
IAM & &3 515 B Amazon EKS £ RN A RNNR.

® Note

« ROLE-NAME 1ER T if Al Amazon EKS £&H IAM B,

- MRENNARFEENEAETACHNHRNR , NiZAGRNENARRF

AWS Resilience Hub Bt{&i% A & AR SHEBIKF A€,

- MRENNARFEENERALER IAM AP ERER , WZAF 430

AwsResilienceHubAssessmentEKSAccessRole,

« ACCOUNT-IDRMiZ2 Amazon EKS £E# AWS K ID,

R

BALBE U TARZ— 8l aws-auth ConfigMap :

£ eksctl

BT T B A E #raws-auth ConfigMap:

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

B LB IAM A S EAE BRIMEIZHE TH ConfigMap B mapRoles EH K FahimiE

aws-auth ConfigMap, EimiBaws-auth ConfigMap , BFBAUTH S,
kubectl edit -n kube-system configmap/aws-auth

mapRoles H 7 AIRETIEU TS -
« rolearn (IAM) A€HK Amazon &FEEF (ARN) .

« ARN i&% — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>,
- username - Kubernetes A EMSTE| IAM &K AP

#. AwsResilienceHubAssessmentEKSAccessRole
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« groups - HABMB 5L 2 (resilience-hub-eks-access-group ) FEIEHEA
BRETE,

(® Note
R mapRoles TP RFE , MAMF R MBS o

FERAUTERE IAM A FAESRMEZIETH ConfigMap B mapRoles ZB4

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

A& AWS Resilience Hub E|#&#) Amazon B2 BHRS 3

AF A EWAZ A AWS Resilience Hub [a #2895 i#h 8] #.38 H Bk 55 (Amazon SNS) Simple SNS
Service EBAHEXZNARFHNELN, E[E Amazon SNS TEHIXEAN , FRREEZUTR
% .

« —ANSEERRY AWS Resilience Hub R AR,

« AWS Resilience Hub 7 B XX B HK A Amazon SNS £, X822 Amazon SNS I
E8 , FZ 6l Amazon SNS =&,

AWS Resilience Hub E R F @AM Amazon SNS TE A AEH |, BATFERUTRHAEH Amazon
SNS FBHY 5 E] KB

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

},
"Action": "SNS:Publish",
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"Resource": "arn:aws:sns:region:account-id:topic-name"

}

(@ Note
LHIRE A AWS Resilience Hub 3k B Al XFHEE X M E TRIAE AKX
HANEBR , BATERN Amazon SNS EFAI BN RRREE . FEENE
M resiliencehub.amazonaws.com ek resiliencehub.<opt-in-
region>.amazonaws.come

MB B RRSEZIHMER ( SSE ) Amazon SNS £ |, N 4MH{R AWS Resilience Hub 8%
Amazon SNS & Z4AM Decrypt # GenerateDataKey* 7RI PR,

ERMDecryptHMGenerateDataKey*H R PR AWS Resilience Hub , &AM AWS Key
Management Service 75 [A KB F B E U TR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"
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BR4I‘E SR BEER AWS Resilience Hub #HEHI R

AWS Resilience Hub A FZREE NN AEFEZSHEERHEENNR. ERLUERALLT IAM SEEXE
REIEMNNARFESSHBREVNNEE, ik IAM SEXKF | caller_IAM_role ( 548 AWS
AFKFx<E ) AT Eek~ HiEA APl AWS Resilience Hub,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}

h ) E gL 4 AWS Resilience Hub

ERN—ITIEERS , AWS Resilience Hub Z%F| {Amazon Web Services : Z&REfiR) AR PHHE
REY AWS & ERW & % = B FHRTS

BT LMER AWS B HY APl 8 H AWS Resilience Hub B M & 1TiHE, B HAMAZISE R
BZeM (TLS ) 1.2 RESMAE., BIUFER TLS 1.3 RESHREK, BEFHEXMATIFEETLEFIR
% (PFS ) WEBEM , #la0 Ephemeral Diffie-Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEIRRE (W0 Java 7 RESHRAE ) R FXLEER,

A, HAERERIZS ID M5 IAM ZRAXBKHUBRBGRZARNERFTER, RE , BRI
B8 AWS Security Token Service ( AWS STS ) £ I8t Z 2 Z IR FERHFITESR
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e E AR S

EHNES52RXERN AWS RS AWS Resilience Hub.

EB
 AWS CloudFormation
 AWS CloudTrall

« AWS Systems Manager
» AWS Trusted Advisor

AWS CloudFormation

AWS Resilience Hub 5 AWS CloudFormation ££% , 5& = — RS , W& BHERT AWS
WRHTEENRE K XHEERAFRRIVNBERIENERERFREEM R, B L02
—NEMR , HIREFTENTE AWS &R ( #la0 AWS::ResilienceHub:::ResiliencyPolicy #1
AWS::ResilienceHub:::App ) . AWS CloudFormation & &t & iX L& R,

EI&EH AWS CloudFormation B} |, AT E & AN ERR Tl EE1REBH AWS Resilience Hub
BiR. PUERIEHER—X , REEZNDAWSTHK - F X i3 7 ik £ B E A8 E 8RR

AWS Resilience Hub 1 AWS CloudFormation &1

E N AWS Resilience Hub fM#XBRFRENEERIR , B4 T ## AWS CloudFormation 1E1x,
B2 JSON 5 YAML BRAY XA, XEEMRFEREE AWS CloudFormation etk B HY
BiR. MRBREE JSON = YAML , AT BAFE AWS CloudFormation Designer B9%5 BT FF 44 55
AWS CloudFormation 1, BXEZEE. , 52 H AWS CloudFormation A FIEREH I T 4= AWS
CloudFormation Designer ? ,

AWS Resilience Hub #%7E AWS CloudFormation 812 AWS:: ResilienceHub::: ResiliencePolicy
1 AWS:: ResilienceHub::: App. BXxEZER ( 2% AWS::ResilienceHub:::ResiliencyPolicy
AWS::ResilienceHub:::App #J JSON F YAML 4Rk =61 ) , i5Z 5 AWS CloudFormation Fi g+
B9 AWS Resilience Hub ‘BREH S ZE,

Al LA{E A AWS CloudFormation 4% 3kE X AWS Resilience Hub R AR F. HiR AT EGHEALE
FAERBEANBTHITEE, ENMERTEEEZEEIT Web NEARFMEMNAMERIR , 10 Web IRSE55
EXRIFELI
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T R AWS CloudFormation WEZ{EE

BX AWS CloudFormation WEZEER |, HSHUTER :

« AWS CloudFormation

« AWS CloudFormation f FF#5/

« AWS CloudFormation APl &

« AWS CloudFormation S BT RE A EF

AWS CloudTrail

AWS Resilience Hub 5 AWS CloudTrail—BilRF &K , ZRFREMEAF. A AWS RFEHRHIT
KR ER 125 AWS Resilience Hub, CloudTrail fFFrE API 83X AWS Resilience Hub &4,
FIRKY R A BIEXR B AWS Resilience Hub 2 # & K8 A X AWS Resilience Hub API #ER K EBE
A, MREAETIRE , WA LAY CloudTraill B84 £ % 2] Amazon S3 7@ , @RENEH
AWS Resilience Hub, MR EKREERER , BNHARTEAE CloudTrail % AH “SHFHFIEK AESF
BN ESH. FRKRENEE CloudTrail , &0 LUHE [ B-MER & H AWS Resilience Hub, & HiF
KEY IP thit, #AH TIER, @ANKHBERAREAMIFAFE,

BEXRMEZEE CloudTrail , 52 {AWS CloudTrail HF1EFE) -

AWS Systems Manager

AWS Resilience Hub 5 Systems Manager &1 , B Rt KE AT AEXL SOP Emtify SSM X4 ,
Bzh 1T SOP ML,

AWS Resilience Hub R RRHB 1217 [E Systems Manager XHFTER IAM B &1 AWS
CloudFormation 1Rk , 8N XE—NMNABEERHEXHEMENNR. £/A AWS CloudFormation
BERCIEHKRT , ©FRE IAM & TBIERFE Systems Manager 89 , L& Systems
Manager B X EEFRWKEIEFIZET.

BXERA SOP MESEER , B5H EENERIEER.

AWS Trusted Advisor

AWS Trusted Advisor & AWS S{EXEREBWWERE | fHBZRIRE., BEMLEFH LIS
AWS, AWS Trusted Advisor ERH AWS I E | AREEBYATERE. BERSETHAMNMEE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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REHENZERANBEIREREEN.,. XEZERFEHEHBENI NZSNEN. BXRTREINNENF
LM FEZEE AWS Trusted Advisor , S H (AWS SupportAFER) o

AWS Trusted Advisor Eid 3 483 5] AWS Resilience Hub THENMNNARFH#HITHEMERE | 24
ZUEREMEN, FERINETUNRNARFUABEERMNIEENFIERE, YFEETES
B XS S0 SRR A o) A M BASR I S5 IE £ A9 AppComponent BB S SREERT | X LR
BELRESR, ©XRE BT BoPRETHEMEEN , XERIUTREREXLEXNRNIS | Z
o FEEE R AWS Resilience Hubitit, BXPHINEMNNARFHNBIUMNES N AWS Trusted
Advisor , BRMNBWEEEHPRMEVIFMEI AWS Resilience Hub,

AWS Trusted Advisor F FIVE MR ARERREMS T LL T E AWS Resilience Hub :

« AWS Resilience Hub NAREF#MEDH — BENARFNSEHMITAREARM ST, MRNARE
FF#Y AWS Resilience Hub 3t 0 #E THEE , Ne@ER HER.
BRI
- FE-RTENNARFHEMETHN 70 KA L,
- BEB-RTENNARFRESHN T 40 M 69 ZH,
- Je-RTAENNARFH#EM D BT 40,

BT

ERENABRFORERRAREGRARSNRE DR , BEMANAREFRTRN R EMRAETIT
ft, AEEANER TRREBUNERERN, AXET. FENXEITE, FENSS/HREAER
WUARKBEXERBUNESEE , BERNTER .

- the section called “&& 17 5% M 144"
« the section called “BE & iF4iRE"
« the section called “E&F#HEI”
- the section called “B &R HERBIERIL

« AWS Resilience Hub B R N ARRFERE — RENAREFREERSEN AWS Resilience Hub M FE
FIREM RTO # RPO B#r , IRNARFARIEE RTO M RPO B#Fr , N&m@mE R HER,

BiRir

- G — RTINARFARE , AITH TERE RTO MY THERAE RPO & E RTO M RPO
B 7o

- BE-RTNZNRAEFEREBEHRET T,
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- 46 - RRNAEFAXRE , BfATTHTERE RTO MMAETTH TFEMAE RPO REE RTO H
RPO B#%.

BT

NERPYARFNMGITTERR RTO MG 1T ITEMAEK RPO MAKFEE LK RTO M RPO BFF ,
BEHFEANARFRRNSEHENRAH TG, A, MREEVHRNARFNREEBERT 2K
BR, BIMNENEEEF TGRS HEHEENUNRMEREI, BX AWS Resilience Hub & 1FB XK KRE
BTG, BT, EEEMBWUARIRXILEEVNESER , BSRUTESR :

- the section called “4m%E R 2 F &R ( AWS Resilience Hub ERAFEBRRRLEITIHE |, B5x
RNARFEFN REEBBEMRE PRSRUES “BRXEITME kg, )

- the section called “&& 17 5% M 144"
« the section called “BE & iF4iRE"
« the section called “E&F#HEI”
- the section called “B &R HERBIERIL

« AWS Resilience Hub B ARFIMEER — REB R LN 8NN AREF#HITIEELASRAY AT E AWS
Resilience Hub, MREERENRKBIEEZTIEN , N&@ER HER,

BiRir
- FE-RREEY
- BE-RTEEY

% 30 RAX M ARF#HIT T ¥4,

% 30 KRR EX N ARF#H1TEM,

BT

EHETEE , LEBNXRENAEFNEMERR AWS, IRE AWS Resilience Hub 2R KREFT
RiFGEH N ARRFE , A LOEEE AWS Resilience Hub ZZRE Tk & “EX B3 iGN AR
B ESEXRE AR, Bk “SREFTHLNARER S%E , BEHIEE “REBENE
BERFNRBEN 227,

® Note
ZRENBEERLEEDESE — RGN B ENITEFER. AWS Resilience Hub

« AWS Resilience Hub NAREFAUKRE-RENAEF PN ARRFAH (AppComponent) BEF
ARE, thERRiH , MRELEDEH AppComponent T3EMRE |, N AT RES HIL R HHIBHE
ERMREGEY. MBREBIRFHRENLE , AppComponent NIRRT EMRE
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BT

NBREH AppComponent AIIRE |, BEFH LM MEN , AEHTHNIT G, BXxEFHEMHE
WHEZELR |, {53 Fthe section called “BEFHEMEEILL,

BHREAWEZ(EE AWS Trusted Advisor , S8 (AWS Support FAF#EE) .
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RAriEmE

{ AWS Resilience Hub AF#EE) XA L ICE

TRER T HARAAI X EY AWS Resilience Hub,

o API iRZA : &
o ERFTIMAHERT 2024 £5 A8 H

TE i BH

AWS Resilience Hub " TN AWS Resilience Hub & 5| A

AREFEMEBRNINEE —MEFEAEBRN (AR
FREEE)  TERTHER
KM IHEE, ki858 T EE A LAke
MER , flmENARERREA
R AR NS BRI R, AL
B B AWS Resilience Hub &
Mt MREEBARS , H1E
HIRER KRB, AN
HHIEAIRBIRE | HiRY
WRIERE , UENAEFER
e MR,

BXEZER , BSHANTE

o

« the section called “lRE#MN|”

« the section called “8 5 % :
1% & & 1 MR =8 Z0”

AWS Trusted Advisor i858 AWS Resilience Hub AWS
Trusted Advisor @I RNk &=
FRiIRBIFARENNARERA
# () AppComponents , ¥ &
T F.

B

2024%5H8H

2024 3 A28 H
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AWS Resilience Hub ¥ & 7 3¢

HEBERNE

BXESEL , ESH the
section called “AWS Trusted
Advisor’,

AWS Resilience Hub 2F A /&
&8I AWS Resilience Hub
MNEB AWS ( a0 Amazon
CloudWatch ) SR EBHEER B
IREYEEH TREADME .md #&
WX AWS,

BEXEZEER , B5H the
section called “BEEZIR",
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AWS Resilience Hub ¥ & 7 XY
& FF Windows File Server By

U 5% FSx By X ¥

AWS Resilience Hub 2748
KEMDBNWESZER

AWS Resilience Hub ' E 7
¥ Amazon FSx for Windows
File Server BRI IT X,
B8t P4 B AR R 1

¥ F 5 Amazon FSx for
Windows File Server # 5
2 AWS Resilience Hub
BT —EFWEMEEI , &
HAAKX (AZ) Mz A RXE
E. BMITNUARKIEES

- AWS Resilience Hub X #F
& A F Windows File Server
# Amazon FSx , BEX %k
Active Directory B3R5
R, BT X P A X 1 D
.

BXEZER , BSHANTE

S
« the section called “X ¥

AWS Resilience Hub &jR”

» the section called
“AWSResilienceHubA

sssessmentExecutionPolicy”

« the section called “SF& B %
4879 AppComponent”

AWS Resilience Hub BT 7 3
H¥sAFPER  AHEBEE
WA BER T R E N AR R
MR TR R,

BEXEZEER , BB the
section called “ 7 fi#s¥ M 4
B,
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AWS Resilience Hub ¥ & 7 X4
‘@ E T 5 Elastic Kubernetes
Service (Amazon EKS) &R
NMARFNXE

AWS Resilience Hub £t 7 &
AEFRAINEZER

AWS Resilience Hub ' E 7
X‘@ & Amazon EKS &R
NMAREFNXE , LB/
BERN, £E1T2EXE
Amazon EKS &1 7RV IT
fEE , BAIIMEFEWESLHEN
HMER , UAEBRENAE
7 Y58 R A

BXEZER , B2 the
section called “E ¥ Amazon
W FE ARSER”,

AWS Resilience Hub £ R A&
FEBIRME T BXxMEIT THER
# RTO M1t T{EHE RPO
HNEMES. LEMAEEER
T RIE RIS H A R
AREFIENRRMITHIE
AE RTO & itHY THEAE
RPO. ItERFTEFEEREHN
RARMITH IESRE RTO Ml
TRy T8 RPO,

BXEZER , B5H the
section called “BE N ATE

EO

2023 11 A9H
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