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https://docs.openshift.com/dedicated/welcome/index.html
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https://console.aws.amazon.com/rosa
https://docs.openshift.com/rosa/rosa_hcp/terraform/rosa-hcp-creating-a-cluster-quickly-terraform.html
https://registry.terraform.io/providers/terraform-redhat/rhcs/latest/docs
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https://docs.aws.amazon.com/vpc/latest/userguide/configure-your-vpc.html#vpc-sizing
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Example
Terraform

1. 2% Terraform CLl, BXEZELR. |, HS Terraform XA L 2EH A,
2. I ARIBELEHTE Terraform VPC 1ZEE.

git clone https://github.com/openshift-cs/terraform-vpc-example

3. SMBIGIEMNE F.

cd terraform-vpc-example

4. [B3h Terraform 34,

terraform init

SEHJE , CLI 2RE—&BE |, 8 Terraform SR IFIE1E,

5. EETHAERWE Terraform itX , FETUATHT. AWS X KTEE, HE , BAILLE
BREEEHEM.

terraform plan -out rosa.tfplan -var region=<region>

WEETE , @@hypershift-tfBEFHFIMN—rosa.tfplan3X¥f, BXREZIFMEM ,
&S5 Terraform VPC 12 EM Bl X4,

6. BRI RIS #HRIFE VPC,

terraform apply rosa.tfplan

SERJE , CLI £RE—&RIEE , RIERMA &R,
a. ( A[i% ) NHA Terraform BENFE. ABMEZ L FMNEEFEETE |, IDs SUEEFEA
HCP &8 6|2 ROSA KH{EMA,

export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)

b. (& ) RIFMRTEBREREER,

echo $SUBNET_IDS

#12 Amazon VPC %43 28
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Amazon VPC console

1.

©® N o o

9.

$TFF Amazon VPC 245,

2. £ VPC #4lmEiR L , &R 812 VPC,
3.
4. REFEDEPERBIHIRZLN VPC BRBEZMIRE |, EBRIIZTERN VPC BIRIEHE

NTECENER , & VPC F.

HE2NEHFEZ,

£ IPv4 CIDR 3R |, #i A VPC IPv4 93t it S8, VPC %414 IPv4 tbiitSEE
(Wit ) EX#E IPv6 & | i5i£3% IPv6 CIDR 3k , BT #4244 IPv6 #9 CIDR 3k,
FHETRMREN. Default

EARAXHE (AZs) &, BEFENHE, N TZAAXEE , ROSAFE=ANTAHK, &
AZs RIEMFMIEE , BRITEEN AZs.

(® Note

L& ROSA KOIRBREH T TAXBHPATAH. EAILAEA ROSA CLI rosa list
instance-types W HIHFME T A ROSA EHIKE, ERERENRFIRBZ
BREATEETHK , 5FH AWS CLI fsSaws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

ERETN , BEBRAEFRNNHRENALE FRNOBEWE, EERFEFNHN IP HUTHE , EF
FFEENFM CIDR 3R,

® Note
# HCP B ROSA EREFNBINATAREDIBRE-— T RATRNRETH , ATOE
SE,

10EZERTFAREFWFANRIFEHR LA ERMERIR IPv4 , T NAT WX | BiERE AZs EHF )

B NAT MXHEE, BEFIMESR , RINBEWEEBNTAXEE—NNAT WX , EHIEFE
BRI 2 BEERMBRIR.

11.( Ak ) REFE Amazon S3 E#EM VPC #H1TIHE |, 1HEEF VP C KigT < , B S3 Mx.
124RE B IA DNS £ T HIRA. ROSA FE VPC £XX# DNS A,

#12 Amazon VPC %43 29
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13RITHMRE | EEFMMFIRE , RAERMUTHRERH, ROSA ERAAFTKRBIEREE
AT XERE,

« & : kubernetes.io/role/elb

+ # : kubernetes.io/role/internal-elb

141% 62 VPC,

AWS CLI

1. 8|2 EF 10.0.0.0/16 CIDR R VPC,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--query Vpc.Vpcld \
--output text

BIEN®SIER VPC ID, TER—NRHI%EH,

vpc-1234567890abcdef0

2.} VPC ID FREEREZER,

export VPC_ID=vpc-1234567890@abcdef0

3. EAVPC_IDMMEZEN VPC tlENametrZ,

aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=MyVPC

4. 7£ VPC LtJ/5 A DNS EH&EXH.

aws ec2 modify-vpc-attribute \
--vpc-id $VPC_ID \
--enable-dns-hostnames

5. % VPC RElZNBNMAE TN , BENEHPEEZFTRIVTARX,

#12 Amazon VPC %43 30
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/A Important

W HCP ) ROSA EREFNEBNATARELBE-—METFHNLE TN , AT0IR
&, NTZARAXHE  FE=ANTAXK, MRRRFBRXLEER , WERIBRRK,

® Note

Hi ROSA RHIRBREF S, TAXEHRITH, EAIBAEA ROSA CLI rosa list
instance-types R A HATEATAMN ROSA EHIZEE, ERERNKRFILEE
BEATAETRHKX , EMEH AWS CLI t5aws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

6. FLBMMLE FMEM IDs EHREEXEH,

export PUBLIC_SUB=subnet-1234567890abcdef®
export PRIVATE_SUB=subnet-0987654321fedcba0

7. RIEH VPC FRBIEUT#HE, ROSA EABRFMERKIEREFEA T XERZ,

#12 Amazon VPC %43 31
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® Note
BUREBEDIRIE—NREFN , MREA , EXTIRIE—NAE FW,

aws ec2 create-tags --resources $PUBLIC_SUB --tags Key=kubernetes.io/role/
elb,Value=1

aws ec2 create-tags --resources $PRIVATE_SUB --tags Key=kubernetes.io/role/
internal-elb,Value=1

8. NHITREMEERMMXMBHEK, NAERECIEMRARMEM IP thit,

aws ec2 create-internet-gateway \
--query InternetGateway.InternetGatewayId \
--output text

aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

aws ec2 allocate-address \
--domain vpc \
--query AllocationId \
--output text

aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

9. M IEZ EFE IDs EIREA,

export IGW=igw-1234567890@abcdef0

export PUBLIC_RT=rtb-0987654321fedcba®d
export EIP=eipalloc-@be6ecac95EXAMPLE
export PRIVATE_RT=rtb-1234567890@abcdef0

10 BB M < E#E VPC,

aws ec2 attach-internet-gateway \
--vpc-id $VPC_ID \
--internet-gateway-id $IGW

#12 Amazon VPC %43 32
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MFLEBARKRKILNEFN , P REERENEHE Internet FK,

aws ec2 associate-route-table \
--subnet-id $PUBLIC_SUB \
--route-table-id $PUBLIC_RT

aws ec2 create-route \
--route-table-id $PUBLIC_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $IGW

12812 NAT MXHRFESHM 1P it XEUUE AR EAE FHHRE.

aws ec2 create-nat-gateway \
--subnet-id $PUBLIC_SUB \
--allocation-id $EIP \
--query NatGateway.NatGatewayId \
--output text

1B EBHRIKIDE TN , FHRERENEHE NAT WX,

aws ec2 associate-route-table \
--subnet-id $PRIVATE_SUB \
--route-table-id $PRIVATE_RT

aws ec2 create-route \
--route-table-id $PRIVATE_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $NATGW

14.( % ) N TZAHAXEE , FEELRSR  BEEFNIELEFRMNBEFMHTHKX,

RIZEFFER IAM B & F OpenlD Connect B &

T HCP £ 8612 ROSA ZHi , XABIEXEHN IAM AEFKE LK OpenlD Connect (OIDC) Bt
B, BXxfEMA HCP #y ROSA B IAM AEBFIKENEZE L , 55 Hthe section called “ AWS FEE X
g

32 EA ROSA CLI auto A Bt EH A HCP &84 ROSA FrERY OIDC Bt &

1. BIBFIEN IAM IkF A EMKE, Z--force-policy-creationSHEHEENMEIEA/E
MK, MEZEEMACHEKRE , WZn T2 NEUEXLERR,

BIEFTEN IAM A& F OpenlD Connect B & 33
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rosa create account-roles --force-policy-creation

@ Note

MRENELZIAESHEETE , ROSACL 2HE—RFBREE  BEHENENSBREEE
o BXWMEHERNLE , 5 Mthe section called “ROSA CLI T EIRY B4 1/ (8] 5 kR 5% 3 R

”
| o

2. 812 OpenlD Connect (OIDC ) Bt& , ABANEFHNAF MR, KEBEDIMIE
OpenShift £EEE 5 (OCM) BL &M,

rosa create oidc-config --mode=auto

3. £4l CL ROSA | HiHH R OIDC L& ID, TAEEERM OIDC B& ID FHERIZE HCP /Y
ROSA £#,

4. ERIISENAFALMRXIKRERTARN OIDC BE , HETUTH .

rosa list oidc-config
5. RIEFIEN IAMRER A , <OIDC_CONFIG_ID>E#% N 2aIEF/# OIDC L& ID,

Example

/A Important
BIERIER ARET , XTIE <PREFIX_NAME> FEEMHFIZ, BNEZEEIR,

rosa create operator-roles --prefix <PREFIX_NAME> --oidc-config-id <OIDC_CONFIG_ID>
--hosted-cp

6. ERIF IAMBRERABGRRCEIE , BETUTHT :

rosa list operator-roles

BIEFTEN IAM A& F OpenlD Connect B & 34
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£/ C ROSA LI 8| H HCP K&K ROSA 1 AWS STS

maT L 8 8 AWS Security Token Service (AWS STS) #1 C ROSA LI it autoE X 8l E
HCP #9 ROSA, &HLLUEEREA N3 API # Ingress FAHE API # Ingress Bl £,

AL &5 EARNTRAX (2TAKX ) ISANTAX (ZATRAX ) . ZeWpER , &1t
SRy CIDR E# X/ IEf VPC 89 CIDR {E.

LT EMArosa create cluster --hosted-cpiHalEHHA HCP £ AT AKX ROSA,
EQEZUTAX &8 , BEwSnulti-azFEEEHER IDs WENLE FRBFAE FM,
1. ERAUTHSZ— , BIE%H HCP #Y ROSA &£,

- A API Hl Ingress B A HCP S8 M ROSA |, IsEEH BN, BIEAABHE. OIDC
BLE ID ARLAEMFEFM. IDs

rosa create cluster --cluster-name=<CLUSTER_NAME> --sts --mode=auto --hosted-cp --
operator-roles-prefix <OPERATOR_ROLE_PREFIX> --oidc-config-id <OIDC_CONFIG_ID> --
subnet-ids=<PUBLIC_SUBNET_ID>,<PRIVATE_SUBNET_ID>

« EFFAHE API M Ingress 81 H HCP 8 M ROSA , EEEHEN. BIFRAAGHA. OIDC
BLE ID MAEFM. IDs

rosa create cluster --private --cluster-name=<CLUSTER_NAME> --sts --mode=auto --
hosted-cp --subnet-ids=<PRIVATE_SUBNET_ID>

2. REEHNIRE £&.

rosa describe cluster -c <CLUSTER_NAME>

® Note
MRGEBEERRAMHStateFBRE 10 THENREANBRERS , FSRAMAEHE.

ERR XF BRIV AEZ G I KEBY , 53 Rthe section called “FRELZ

3. BIEEE OpenShift %27 B ERRER £57 QIBHE,

rosa logs install -c <CLUSTER_NAME> --watch

f£f C ROSA LI BIZHHE HCP &8 H ROSA 1 AWS STS 35
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BESODREBART £8 HRNR

ROSA @fERNE OAuth RS 35. €I &8 TG , YA EE OAuth A EFA B K iIREHE. AR, &
AL AP RINBIZEEN B HIIRER J«/{&?Elﬁllﬂ EHNNRE,. ZLURESERFXEAF
cluster-admin = dedicated-admin R,

B LN BECE ROSA EHBEETRN S MIRMERE, ZFHMEREITHE GitHub En GitHub
terprise, Google GitLab, LDAP, OpenlD Connect 1 HTPasswd & {312,

/A Important

@8 HTPasswd BMRIREERRENT AFCIEBENBABEEAAF, HTPasswd TXEFER
BEBABMRMEDS, ROSA

UTERUEE GitHub SHRRMHENSl, BEXUNARESH SN EHRMUEBERNER , HSHEN
AWS STSELE 57121

1. S E| github.com HZFERH GitHub 1K/,

2. MRERA GitHub AL A TENESDEE &5  FoE—NMLE. AXESEE | BEH
GitHub X R F K.

3. fEF ROSACLI WR B , nIEWEHDE B MIREDS

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. BBHHPNEBERES GitHub ALK R 8 £8 H R R,

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Identity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <GITHUB_ORG_NAME>

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:

https://github.com/organizations/<GITHUB_ORG_NAME>/settings/

applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-

openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback

%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application

BEESMREEHRT £5 HRANR 36


https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://github.com/
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
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%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. M H P ITH URL , <GITHUB_ORG_NAME>#i# H &/ GitHub AR E .
6. £ GitHub M TT L | &M N AR F ISR GitHub AR F5E M OAuth B ARERF.

7. BTUT&S , £/ GitHub OAuth THEFME RIERR RN rosa create idpRERER. A
GitHub OAuth M M <GITHUB_CLIENT_SECRET>ZIEE#<GITHUB_CLIENT_ID>Hl,

Client ID: <GITHUB_CLIENT_ID>
Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):
Mapping method: claim
: Configuring IDP for cluster '<CLUSTER_NAME>'
: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H H U 0 ) -

(® Note
SORANRETREZFERAFTHIEENR. MREHE T cluster-adminAF , WA
LliZ1Toc get pods -n openshift-authentication --watchM& OAuth pod f&
AEFMNEEEHEBE.
8. WIAGMIRMUMEEREE.,

rosa list idps --cluster=<CLUSTER_NAME>

BFHAFnRMNER S5
BRI BRSNS CREN S IR ER RE T A1 SRR,

UTEERAF AN CEREN [EFEKES MM GitHub A4,

BT AP IHRNR £58 37
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1. S El github.com HEFEIYREY GitHub K,

2. BIEEE &8 HREMN GitHub ALAWA T, BXEZER , FSH GitHub XA RYEER 7 i1
ABWAL,

FLiE& cluster-admin R

1. BEBETUTHSETF cluster-admin R, & <IDP_USER_NAME> #1 <CLUSTER_NAME> &
BRI EFRBMERSZ,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BINZAPFPRBEYH cluster-admins AR R .

rosa list users --cluster=<CLUSTER_NAME>

Bli& dedicated-admin X R

1. BYFERAUTHSRT dedicated-admin PR, =ITLA TS <CLUSTER_NAME> |, F{&H A F
£ ZRBMER<IDP_USER_NAME>H,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BIANZBAPFPRECSHN cluster-admins AWK G

rosa list users --cluster=<CLUSTER_NAME>

£ BIABERE=EHEHRE
£ BULIEBATRHARREN,
1. £# EAUTHIREVEMNIESH A URL, <CLUSTER_NAME>R#RINE F &R £&,
rosa describe cluster -c <CLUSTER_NAME> | grep Console
2. SMEMH P MESA URL HEBF,
EEFAR.. MNEEF , ERFORMUEEYN , ASTHRIREER HWEMRRER,

& cluster-admin MR 38


https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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MR E B ZHENAER

#£ Red Hat Hybrid Cloud Console f , BRI UHEF XA R BRNRXNARF , HESERBHANHEL
o

—

. §#1% Red Hat Hybrid Cloud Console , AR &R ENNARFIRBIIRER,
EEHENTUE L | %4F Open consoles

£ Administrator A& |, % Home > Projects > Create Project.

W AIE B, REAM Display Name 1 Description ( A% ) o

%% Create SABIEIE,

H1#: % Developer A Hi1ER +Add, BERFTENTIE 2RIFICIZATE

7t Developer Catalog XiEHEH , 1E£#F All services.

E“FAEBR WHEHF , JavaScript \SEEHER 9BS” >,

1%£$F Node.js , R/FIEF “BIENARER" SITIT “0l2 Source-to-lmage M AEF" TUH

© © N o 0~ 0D

@ Note

BT REEEE$F Clear All Filters = 8EE 7~ Node.js £,

101E Git o/ , 1%E#F Try Sample,
117£ Name FEH , B IN—/NE—HE K
121 F 0,

(® Note
DB AR R R L0 Hh e E

13HETKE , BENAEFEEA URL,
W BERFRHT T —MHRTF |, AEREATARRLUN—NER.

Welcome to your Node.js application on OpenShift

14.( Wk ) BIBRBARFHEERR
a. 7£ Administrator fl A , % Home > Projects,
b. T B IREXE , R/F1%ERE Delete Project,

MIT R EBREENREF 39


https://console.redhat.com/openshift
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BAAPM cluster-admin R

1. AL T 5S4 cluster-admin PR, <CLUSTER_NAME>BEM A& <IDP_USER_NAME>H]
S8 FHE®RA,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BINZAFARBIA cluster-admins AR A,

rosa list users --cluster=<CLUSTER_NAME>

B APH dedicated-admin X R

1. BEFERAUTHS |, ¥4 dedicated-admin R, <CLUSTER_NAME>AEH A
#Z<IDP_USER_NAME>F1 £8 Z#EFRA,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
2. WiNZA P &5IH dedicated-admins AR

rosa list users --cluster=<CLUSTER_NAME>

BOHRA X a B9 AR K&+
FANBT S RRAEAFNCREN S BRABFBRRAUSE £8 WRRIR

BULNECH SHEETRARENSMRME. UTIRFHEUE GitHub ALK K F&F 5 EN
PR o

1. §MEl github.com H B FEIYREY GitHub K,
2. FiZRAF MNEH GitHub AR FBER, BXREZEER | ESH GitHub X ME LR BERE A o

MIBREEBER] AWS STS AR

I&TLAEF ROSA CLI MiIBRfEF AWS Security Token Service (AWS STS) &8 19, Sth ] LU
ROSA CLI BIERE I IAM S &7 OIDC R#tE, ROSAZEMIBRMGIER IAM i ROSA , &R B
A 1AM 255,

BEAFH cluster-admin &R 40


https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization

AWS =i Red Hat OpenShift fR S5 AriEE

® Note
IAM H 8|2/ A & FKEE ROSA AIRESME — K~ PRV H i ROSA & &,

1. MRS E8 HEEHE, ¥ <CLUSTER_NAME> iy BN EHR ID,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important

NREETLME , EB RAETEHEBRIAM B€. FBMA OIDC 245, HBRZERS
BENRBEEEKS IAM A6, EEIRER IAM £€FEEEE OpenShift IRER QIEN R
R BERMER OIDC E£HBHITEHRIE,

2. BT 8T, MIBR 35 BRFER ARHITH BRI OIDC REE.

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MIBRASE TEHFMWRER IAM A,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRAUTHSHEBRIKSH IAM 86, 5F <PREFIX> BN ERBRNIKS IAM AENEIE, MRE
ECIEKF IAM AGRIEET BENAIE , BIEEEHIAN ManagedOpenShift A&,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. MERE DI IAM KBE ROSA,
a. BF IAM 5l A,
b. EEMTEMNIHREET , EERE,
c. IEREMIBRAIKRE , ASTIRIFERME > BBk,
d. MAKBEN , REEEMR.
e. EE LS TRIMIBR E£FFHVE A IAM policy,

M BREEEERM AWS STS %R 1


https://console.aws.amazon.com/iamv2/home#/home
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£ ROSA CLI #]22 ROSA K HEE

LUTEHNBuAER AWS STS # ROSA CLI FF#aE A ROSA classico BX R Terraform €12
ROSA RHEHFNLR  BSRAEH, ETHAXATEIE ROSA £&#M Terraform RIEEFH
BEZER |, 5 Terraform X4,

C ROSA LI EAautomanual EXHEX KA EERFTER IAM %R ROSA &£, autolEX4 A
BIEFTEMN IAM AEFERELLK OpenlD Connect (OIDC) £ F, manual BN HAIZE IAM &R
FrEER AWS CLI . B FEAmanual B , BRI UEFHETERN AWS CLI TS 2B BEFX L
W FEmanual EXT , BEMUGEGHEREAEALAPHEHMEEARE , LEHTURIBRRIR.

BXANNEZGED , B5HETHER ROSA .

£

. HEREH

« £/ ROSA CLI f]72 ROSA £ E R AWS STS
- BEESHRERART &8 HRNER
- MAFPRTFHENR £5

» BLE& cluster-admin R

 BLi& dedicated-admin X R

- SR BOOEREE=EEEHE

- NFREBZFEHENAERF

- BEAFH cluster-admin R

« B AP K dedicated-admin X PR

s WUOBRASX a Mip IR &8

o MIBREZEF AWS STS &R

FRF M

SERK A B Y B RS R 4Ethe section called “iI% &7,

£ ROSA CLI 612 ROSA {8 # M AWS STS

BT Ll 28 £ ROSA CLI ¢ ROSA £ 8k AWS STS,

B3 ROSA LB EE-CLI 42


https://docs.openshift.com/rosa/rosa_install_access_delete_clusters/terraform/rosa-classic-creating-a-cluster-quickly-terraform.html
https://registry.terraform.io/providers/terraform-redhat/rhcs/latest/docs
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1. {Ff--mode autoFHBIEFIEMN IAM K/ AEFEE--mode manual.

rosa create account-roles --classic --mode auto

rosa create account-roles --classic --mode manual

@® Note
MBLENELZABSHEETE , ROSACL 2 —KEZEE  BEHENENSHREE
B, BXBEHRNISER , 5 the section called “ROSA CLI IR B4 i/ (8] 5 fR &%

2. BB FH--mode autoZHBIE —--mode manual, automode A FEE Rt OIEEE,
manualmode 2R RENEBIEEBENRE,

rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode auto

(® Note
MRS ER--mode auto , iZrosa create clustermmSLBHFBIBISETERENEE
ER IAM BEF OIDC 2t &, BRERMER OIDC BHEmHITHEHRIE,

® Note
fEH--mode autoBRIAERT , FREZIHIZE OpenShift lRZR,

rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode manual

/A Important

MR EEmanualiEX TE A eted 1% , MEFAE KLY 20% WIHEBEF 8, BRT Xt etcd &
HATINZ R ERIA Amazon EBS & 24\ , BEIATEZEMER , NTN=E T 8,

f# /A ROSA CLI #8122 ROSA ZEEEH AWS STS 43
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® Note

EiTmanual EX UGB ER T  CEEFICIREHRIBIENRER IAM A FERIRE
R AR#ITEHEIER OpenlD Connect IRIEEF.

3. REZHIRE £E.

rosa describe cluster -c <CLUSTER_NAME>

(® Note

MEEBZFEREAMEStateFERE 40 D HENAREXNIMERDS , ESRATHEE, BB
REA] X B Red Hat XEFZFIT1 S KAEBY |, 15 S Hthe section called “FREVZ

4. B EE OpenShift ZEE/F B ERIRER £57 QIBHE,

rosa logs install -c <CLUSTER_NAME> --watch

BE S RERART S5 RMNR

ROSA BIEWNE OAuth fRE523, B2 £8 TR/E , XN EE OAuth A ERA S HIEME, RE , &
ALCRAPAMINEZREEN S MIRMERE  WIRFHIHRE EENNRE, ZUUREEERFXERF,
cluster-admin = dedicated-admin #XfR.

B LN ECE ROSA EHBEETEN S HRMHERE, ZFHHREITHE GitHub En GitHub
terprise, Google GitLab, LDAP, OpenlD Connect ] HTPasswd & {312,

/A Important

BE HTPasswd S RRHERARN T AWCIZENSHSEEAMF, HTPasswd FX#EEN
BHHREMAE. ROSA

UTEBENEE GitHub S RHEENS, BXNAEESMNXENSNRHEBRENGA , BSHRA
AWS STSEL & & R4 E.,
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1. §ME| github.com HZFERH GitHub 1K,

2. NRRE GitHub ARALATENEHEE &5 , HeIB MR, AXESZER , F5H
GitHub X B F R,

3. fiEf ROSACLI X ERN , NIENEREE S D 1RHRE,

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. BRBHHPHEER TR GitHub ALK R K E& RN,

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
Identity provider name: github-1
Restrict to members of: organizations
GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%s5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

-
?
-
?

5. EH HFITFF URL , <GITHUB_ORG_NAME>#i# 7 8 GitHub A8 & .
6. £ GitHub M L |, % 5EM N A TEF LAE M GitHub AL F5EM T OAuth AR,

7. BT T &%, A GitHub OAuth THHAMEEER R RN rosa create idpRERER. A
GitHub OAuth R R F R <GITHUB_CLIENT SECRET>EHEE#<GITHUB_CLIENT_ID>Hl,

? Client ID: <GITHUB_CLIENT_ID>

? Client Secret: [? for help] <GITHUB_CLIENT_SECRET>

? GitHub Enterprise Hostname (optional):

? Mapping method: claim

I: Configuring IDP for cluster '<CLUSTER_NAME>'

I: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
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To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

(@ Note

SORANRETREEERAFTHIEENR. MREHE T cluster-adminAF , WT
LliZ1Toc get pods -n openshift-authentication --watchM& OAuth pod f#
AEHNEEENNE,

8. BWINF O RHEBE EBEE.

rosa list idps --cluster=<CLUSTER_NAME>

B P& TR NR S8
BB RME CREN S (IR G £ RE T IS T RRR,
TR AR ME CREN A EREES A GitHub A4,

1. S El github.com HEFEIYREY GitHub IKF,

2. BIEEE &5 HREMN GitHub ALAWA /. BXEZER , FSH GitHub XA RYEER 7 i1
ABRER,

Bti& cluster-admin X R

1. BEZETUTHRRT cluster-admin PR, & <IDP_USER_NAME> #1 <CLUSTER_NAME> &
BRABHEAFRBNEHES,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. WIANZAFREESH cluster-admins A R

rosa list users --cluster=<CLUSTER_NAME>

BAFRTF IR £33 46
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Bti& dedicated-admin X R

1. BIFERAUTHSET dedicated-admin MR, EITLA T &S <CLUSTER_NAME> , &M AF
£8 AMBMEHR<IDP_USER_NAME>H,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
2. BINZAFRBEYN cluster-admins AKIRK R

rosa list users --cluster=<CLUSTER_NAME>

£&# BRAMEAEHAIER

KA £ EEAMAPSREENSORHAFMASE BTN &5 BILBESTEF TR

p<N: O

1. B FAU T SIREVER RS A URL, <CLUSTER_NAME>R{RIIB & £,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. BB E P REE A URL HEF,
« MNBHEHET cluster-admin AF | FERAEHNEIEIER,

- MRENRET SORME &5 , BE BEFXAX. WEEFERSFNHRHIEEN , RETHE
HY R R 4R H BV AT RAGE Ko

MR EEZFHENAERF

#£ Red Hat Hybrid Cloud Console 1 , BRI UHEBFA XA R BRNZXNARRF , HESIKBHANHEL
o

—

. §#1% Red Hat Hybrid Cloud Console , AR FENN AR FIRBIIREE,
2. EEFMMEL , 1%$F Open consoles

3. 7 Administrator #l A , #%£$F Home > Projects > Create Project,

4. WATIEKEF , ARAFHI Display Name 1 Description ( A% ) o
5
6

. 1%£$% Create LABIEINE,
. Y1#: % Developer #1 A H#i1£F +Add, BRMEHIE 2NN CIZHNTE

fii & dedicated-admin fXBR 47
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7. 7= Developer Catalog X1 iEF#EH , i&# All services,
8. £ “FAEB R WHES , JavaScript\ K2 FIEE EE" >,
9. %4 Node.js , RFEE “QIENARF" LITF “8& Source-to-ImageM AEF"

=
G

® Note
BT REE E £ $F Clear All Filters F #£E 7~ Node.js £,

101E Git o/ , 1%E#F Try Sample,
117 Name FEH , RI—ME—H B
121 F 0,

® Note
HEMNARFEE/LD #EtE,
13MBERG , ERNARFHNEE URL,
FEB|PHTF AR+, AREREUTABRRLB —NES.

Welcome to your Node.js application on OpenShift

14.( A% ) BIBRM AR HEERR
a. 7 Administrator A |, % Home > Projects,
b. fTFFI B VIREXE | R/F1%#E Delete Project,

B HAFPH cluster-admin R

1. EAUTHSHE4E cluster-admin PR, <CLUSTER_NAME>HRER A& <IDP_USER_NAME>H]
5 2amEmA,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BIANZA P ERSHN cluster-admins AR -

rosa list users --cluster=<CLUSTER_NAME>

BEAFH cluster-admin &R 48
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B AP dedicated-admin X B

1. BEERAUTHS , 4 dedicated-admin R, <CLUSTER_NAME>BEH A,
Z<IDP_USER_NAME>H &8 |MEHRM,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
2. BiNiZA P A%H dedicated-admins AR R,

rosa list users --cluster=<CLUSTER_NAME>

BOER P a WIEANR S8
FANBT S RRAEAFNCREN S GRABFBBRRAUSE £8 WRRIE

BN ECH SHEETRREN S ORMARE. LTI GitHub ALAKRAM F£& RN
PR o

1. S El github.com HEFEI{REY GitHub K,
2. FiZAFMNEH GitHub AL BER, BEXEZEL , B5H GitHub X HIME LR BERRE R,

T BREEBE R AWS STS # iR

& T LAE A ROSA CLI il BRfE 8 AWS Security Token Service (AWS STS) 58 19, &b o] LUfE A
ROSA CLI HiIBRE /28 IAM B&F] OIDC 2#t&. ROSAEMIBREGIZERN IAM KB ROSA |, &H 2L
A 1AM #2415,

/A Important
IAM HBIZ2 K B B MK E ROSA AIRESWE — K PRV ELfl ROSA S& M.

1. MIBR &8 HEEF AL, 5 <CLUSTER_NAME> Hih £BNEZ M ID,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch
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/A Important

MREFTEMER , £8 RETEEBRR IAM &, FH OIDC 2EE., MRLZERRF
BIENEREEKFS IAM A, EERER IAM BEFHEERE OpenShift IRERCIEZNE
Ro BERMFER OIDC BREBHITEHRIL,

2. BTAT 8T, MIBR 3 BRER AK#HITH ORI OIDC RHE.

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MIBRASE TEFHWIRER IAM A,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRALUTHESHBREKSH IAM B, 5F <PREFIX> B N ERBRAKS IAM AGHETER, MRS
EREKS, IAM ABRIEET BEXAIE , EIEEBRIAN ManagedOpenShift B4,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. BIBREBIZEH IAM KB ROSA,
a. B IAM 25l A,
b. EEMREMNIHREET , EFRE,
c. IEREMIBRAI KRS , ATIEFERME > Bk,
d. MAKEN , REEEMER.
e. EE S IRUMIBR E£EHNE 1AM policy.

Bl F A ROSA KB &8 AWS PrivateLink

ROSA fBEFIUBI /L TRNSRNEE : AHEFH. IEEHIFAEER AWS PrivateLink, B
X ROSA RHIRWEZEE , 55 Mthe section called “Z8¥9”, X F/22HFl B HFL OpenShift E£& &
SREE , HULLGFRERN , HEENARFENNARE TEAKIRE TR,

MREER &8 MNARRF TEABEALE THERE , MATBEER ROSA classic AWS PrivateLink
BITELE, AWS PrivateLink @ —M&ETA. AF EH ROSA R , BT ROSA RS 5 AWS &
PP PSRRI OEMLEER. E8) AWS PrivateLink , 183 R AISEM T2 (SRE) AR
LAGE R IE B2 S8 AWS PrivateLink &7 QEVFAE 7 W15 R B LR B IEFMAM G

B2 ROSA £BEE- AWS PrivateLink 50
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BXMEZEE AWS PrivateLink , i5Z {4 2 AWS PrivateLink ?

£

- EREM

- fIE Amazon VPC %#j

« fF ROSA CLI 817 ROSA ZH &£ AWS PrivateLink
« BL& AWS PrivateLink DNS ¥ X

- BESHREFART £8 HRINR
- BALRTHENR £5

« B& cluster-admin X PR

 B& dedicated-admin fXBR

- ER BULEBRESEH AR

c MAREEFFHENAEF

« &AM cluster-admin R

- BB A/ dedicated-admin X R

- BUBAPX a WiFRAXAR £&

- MIBREEEEF AWS STS RIR

FRF M

SERK AR I H Y e R R 418 YEthe section called “IRE 7,

#12Z Amazon VPC 2R+

LUTEREET A TREERN Amazon VPC 281, FiE &8 ARBEEELRETITNF, NEFF
MEFRBAE FROHIERERY NAT MXEBHIAEEEMN, R4E#EH Amazon VPCH CIDR
10.0.0.0/16, {BEALLEIREM CIDR ., BXEZER |, 54 VPC K/NAE,

/A Important
MR Amazon VPC HRER , KRBT ARM,
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Example

Amazon VPC console

1.

© N o O

9.

$TFF Amazon VPC 245,

2. £ VPC £#HEMiR L , EHEEIE VPC,
3.
4. REFIEDPEHERBIARELN VPC RIRCIBZBMIRE | HEBBRILETELN VPC FREHE

NTECENER , & VPC Fo

B2 N B HIRE,

1£ IPv4 CIDR $e | 3 A VPC IPv4 f9 it SEEl, VPC 4MA IPv4 it SEEl .
(A ) EXFE IPv6 RE , 5% IPv6 CIDR 3% |, BN #2144 IPv6 B9 CIDR R,
FHEFRERN. Default

EARAXHE (AZs) d , BEFIENHE, N TZAAXEE , ROSAFE=ANTHK, E
AZs HIENFMIEE , BFRITEEN AZs.

@ Note
R L ROSA SRBIRBENEH D ATAXEHPATA, EALEEA ROSA CLI rosa list
instance-types RS HATEATAMN ROSA EHIKE, ERERENRFILBI
HERTAETRAK , 56 H AWS CLI ifSaws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

EREFN , BEBRAEFRHIREMNLEFNOKRENE, EEBRFHN IP iBE |, HE
FBEENXFM CIDR R,

(® Note
ROSA EXEFNBNTAREEZED — IR TEIREHNLE T,

10EZERTFAREFWHANRIFETHR LA BRI IPv4 , T NAT RX | BERE AZs £EHAF O

B NAT MXHEE, BEFIMNESR , RINBEWEEBNTAXKEE—MNNAT WX , EHIEF
BRI 2 EERMBRIR.

11.( Wik ) MBLEE Amazon S3 BEM VPC #ATIHH | HiIZ VP C &M , B S3 M,
124 EBIA DNS BT T4 HiR7S, ROSA BEE VPC L35 DNS EHE.

#12 Amazon VPC %43 52
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1363 VPC,

AWS CLI

1. 8l22 5% 10.0.0.0/16 CIDR 3K VPC,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--query Vpc.VpcIld \
--output text

BIEM S SIEE VPC ID, TER—MNRAIHH,

vpc-1234567890abcdef0

2. }# VPC ID FHREEHRRZEH,

export VPC_ID=vpc-1234567890@abcdef0d

3. EAVPC_IDMMEZTEN VPC tlENametr¥,

aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=MyVPC

4. £ VPC E£JS F DNS =M B X,

aws ec2 modify-vpc-attribute \
--vpc-id $VPC_ID \
--enable-dns-hostnames

5. % VPC RElZARNMAE TN , BENEHPEETRIITARX,

/A Important

ROSA EREFNEBNTAREEZEL —IMRATEREHNLE TN, N TS HXER
Z L FENTAX, MRKHRXEER , NEFEIK.
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® Note

Hi ROSA RHIRBREF S, TAXEHRITH, EAILAEA ROSA CLI rosa list
instance-types iR HATEATAMN ROSA EHIZEE, ERERNKRFILEE
BEATAETRHKX , EMEH AWS CLI t5aws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>",

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

6. LB FMNILE FMFH IDs ERRZES,

export PUBLIC_SUB=subnet-1234567890abcdef®
export PRIVATE_SUB=subnet-0987654321fedcba0

7. AHMERECZEBRMNMAMBHRK. NAERECIEZEHRMEBME IP it

aws ec2 create-internet-gateway \
--query InternetGateway.InternetGatewayId \
--output text
aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text
aws ec2 allocate-address \
--domain vpc \
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--query AllocationId \
--output text
aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

8. M RZEFE IDs EHEF,

export IGW=igw-1234567890@abcdef0

export PUBLIC_RT=rtb-0987654321fedcba®d
export EIP=eipalloc-@bebecac95EXAMPLE
export PRIVATE_RT=rtb-1234567890abcdef0

9. FEBMMXEEE VPC,

aws ec2 attach-internet-gateway \
--vpc-id $VPC_ID \
--internet-gateway-id $IGW

10 A EBARKBEI AT IR , HFREEE N EAHZ Internet FX,

aws ec2 associate-route-table \
--subnet-id $PUBLIC_SUB \
--route-table-id $PUBLIC_RT

aws ec2 create-route \
--route-table-id $PUBLIC_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $IGW

11812 NAT RXHEE#HM P it XSS AREAE R RE,

aws ec2 create-nat-gateway \
--subnet-id $PUBLIC_SUB \
--allocation-id $EIP \
--query NatGateway.NatGatewayId \
--output text

12RARERARKKIBE TN , FFREEENBEHE NAT FX.

aws ec2 associate-route-table \
--subnet-id $PRIVATE_SUB \
--route-table-id $PRIVATE_RT
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aws ec2 create-route \
--route-table-id $PRIVATE_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $NATGW

13.( 7k ) N TZAAREE , FEELRLR , BEERNESL2EFRMNLE FRHTAK,

£ ROSA CLI 82 ROSA £HEEF] AWS PrivateLink

&R LAE A ROSA CLI #1 AWS PrivateLink €2 &8 EFEANTHKX (2AK ) HZAMATAX (%
AKX ) B, TieWHHER , EHiTEAE CIDR E#&4HILE VPC /Y CIDR {H.

LTI fE#EMArosa create clustermnt |2 ROSA K8y 8, EREZ AKX £8 | F&EH®
S--multi-azHIEE , AEEHIRREEEE IDs FRNAE FM,

(® Note

MREFERAH A MAANE#TEE , FH ROSA EEBHRIEETAAENM S,
BEXEZEER , 55 H Red Hat XRHRIAWS PrivateLink 28 {# H E3K,

1. FH--mode autoRBIEFREMN IAM K- ARFERE--mode manual,

rosa create account-roles --classic --mode auto

rosa create account-roles --classic --mode manual

(® Note

MBEENEZIARISEETE , ROSACL 2HH—%RBREE , HEENENSHEE
i, BXBEHRNLSE , F3Mthe section called “ROSA CLI S EIHY B 4 175 7] 5 hi &%

2. BB BEETUTHTZ—RUE,
- BUAKX

£l ROSA CLI ]2 ROSA Z B85 AWS PrivateLink 56
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rosa create cluster --private-link --cluster-name=<CLUSTER_NAME> --machine-
cidr=10.0.0.0/16 --subnet-ids=<PRIVATE_SUBNET_ID>

- ZAAK

rosa create cluster --private-link --multi-az --cluster-name=<CLUSTER_NAME> --
machine-cidr=10.0.0.0/16

(® Note

EBIZE R AWS PrivateLink with AWS Security Token Service (AWS STS) % HiZE1iE
NEE FarhmSAREBENM--sts --mode autoz--sts --mode manual. rosa
create cluster

3. BRXEAXRTFEE &5 BER IAM A6,

rosa create operator-roles --interactive -c <CLUSTER_NAME>

4. Bl £5 BERARFITEMHEIULA OpenlD Connect (OIDC) RHERF,

rosa create oidc-provider --interactive -c <CLUSTER_NAME>

5. REERIRE £&.

rosa describe cluster -c <CLUSTER_NAME>

(® Note

Z & State FERBZUHEE 40 2T EE TreadyiRS. WREBEXMH readyE
40 DHERETRHN , BSRAREHE. BERRBAN] X5 W Red Hat X#EFEBI1FREE | &

2 [Fthe section called “SRELZ1F,

6. BT EE OpenShift ZIx2F B EKRBRER £57 QIEHE,

rosa logs install -c <CLUSTER_NAME> --watch

f# /A ROSA CLI 812 ROSA £ B8 AWS PrivateLink 57
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BLi& AWS PrivateLink DNS 3 %

SEAMNERES AWS PrivateLink B AHEREEXFHMIAERXE X Route 53, Route 53 FAEREEX
BAWICERENE DB EIH VPC AZPH TN,

Let's Encrypt DNS-01 RIFFE— M EBXE , UEEAN ZEMRKERE AT EENIED. £ Let's
Encrypt BIETER G , FHAIBRIRIE1E %, ﬁﬁki}"ﬂﬁi‘kﬂ'm‘kbiﬁ*}%?ﬁﬁiﬁﬁﬁﬁ[ﬁ BEEE 60 XEE
FA—R. REXEXFBEERNZE , EAEXFERIIIRPEEEXEENIEM.

% AWS REREXENESEL  BEAERALERKE, SXAEREREESEL  BSHER
NEREXS,

Bti& A Route 53 Resolver W& i B

1. ERAE VPC AP EidFKapi.<cluster_domain>F1*.apps.<cluster_domain>f#
# , i5ElE Route 53 Resolver A ¥h4& w17 &

® Note

BEARKLRTRN , FEEPEERD IP i UKATR, BMNEWEEELHANATH
XAR$EE IP ik, EAILLAREXETRAXREMATAXPEEREM IP ik,

2. REAWLRT R, FRFCEEFNEAN VPC NAE TN,

AEEEE DNS K

X Bk Route 53 Resolver AEPLimT R HZ21T/E , BLE DNS ¥k , SMEM S LI E RS 85 o] AL 12
DNS £if,

1. FEN L TIMEEE 7S DNS EHHE K BITNEIEAY IP bt |, Fla0 drow-
pl-01.htno.pl.openshiftapps.com,
2. tNRER DNS EMM—4 VPC # K F 5 —1 VPC , BERBEEE KN iy AR TERAE,

3. MRBEREZEMEL DNS fRS5 27 , BS S ERN DNS RFB[NHE , NERENEFERELE
£ DNS ¥%,

Bt & AWS PrivateLink DNS %% 58


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
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BESODREBART £8 HRNR

ROSA B#EWE OAuth fR%585. 812 ROSA £& T/5F , XAELE OAuth IfERA B K IRMHE, A
B, BULLEAPANESEEN B MHIRMERE  URFEIGR EHENNE, ZUUREEERFXLE
AP cluster-admin = dedicated-admin R,

FBA U ANECH SRRETRAN S HRMERKE, ZIFMNXE T En GitHub terprise
GitHub, Google GitLab, LDAP, OpenID Connect 1 HTPasswd & 31275,

/A Important

@8 HTPasswd BMRIREERRENT AFCIEBENBABEEAAF, HTPasswd TXEFER
BEBABMRMEDS, ROSA

UTERUEE GitHub SHRRMHENSl, BEXUNARESH SN EHRMUEBERNER , HSHEN
AWS STSELE 57121

1. S E| github.com HZFERH GitHub 1K/,

2. MREZA GitHub ARALUATEN S HEE ROSA £5# , HUIE— MR, BXEZER | B
ZA GitHub X F SR,

3. ROSACLI WX EER , BUZETUATH S NENERRE S HIEMUR

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. BMBHREHPWEEIRRES GitHub ALK &R £8 HEIRR,

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.

-J

Type of identity provider: github
? Identity provider name: github-1

? GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application

-
? Restrict to members of: organizations
-
2
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://github.com/
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
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%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. M H P ITH URL , <GITHUB_ORG_NAME>#i# H &/ GitHub AR E .
6. £ GitHub M TT L | &M N AR F ISR GitHub AR F5E M OAuth B ARERF.

7. £/ GitHub OAuth TEHHEREZFIRMWrosa create idpXREXIETR , A GitHub OAuth &
FAREFHA<GITHUB_CLIENT_SECRET>ZE{EH#<GITHUB_CLIENT_ID>HI,

Client ID: <GITHUB_CLIENT_ID>
Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):
Mapping method: claim
: Configuring IDP for cluster '<CLUSTER_NAME>'
: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H H U 0 ) -

(® Note
SORANRETREZFERAFTHIEENR. MREHE T cluster-adminAF , WA
LAEfToc get pods -n openshift-authentication --watch@$RMWE(FEHEH
LB E#HEPE p OAuth od,
8. WIAGMIRMUMEEREE.,

rosa list idps --cluster=<CLUSTER_NAME>

B P& TR ER S5
BRI BRSNS CREN S IR ER RE T A1 SRR,

UTEERAF AN CEREN [EFEKES MM GitHub A4,
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1. S El github.com HEFEIYREY GitHub K,

2. BERE &5 BREN GitHub ALMNAF . BXESZEE , 555 GitHub X RYEE A - i
ALBHAL,

Bli& clustexr-admin B

1. ERAUTHSET cluster-admin PR, ¥ <IDP_USER_NAME> F1 <CLUSTER_NAME> &R
EBHRAPEMERHSE,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
2. BINZAFRBCEH A cluster-admins AHIR A

rosa list users --cluster=<CLUSTER_NAME>

Bli& dedicated-admin X R

1. AL T &5 F dedicated-admin PR, <CLUSTER_NAME>FER A
#Z<IDP_USER_NAME>F1 £8 Z#EFRA,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BWIANZAFREES N cluster-admins AN R,

rosa list users --cluster=<CLUSTER_NAME>

£& BUABREBEATEHAIER

HEtR EH EREARFRORENSORABRMNASGE , BTN £5# BELABEESTZEHAE
FIEHY o

1. B FAHUTHSIREVER RS A URL, <CLUSTER_NAME>AR{RIMIBFZ & £,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. SMEHHPRVES & URL &%,
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https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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« MRHEBIET cluster-admin A/ , FHEARERENEIIER,

« MREHNBET SHRMHEE &8 , BE BFAX. NEEPERSORERER , RETRE
YRR 1R AV TR B R

MFREBXTHENHERF

#£ Red Hat Hybrid Cloud Console 1 , BRI UHEFA KA R BRNZANARRF , HESIERBHANHEL
o

—

. §#1% Red Hat Hybrid Cloud Console , AE &R ENNARFIFBIIREE,
EERBMNTEL |, % Open consoles

£ Administrator & |, % Home > Projects > Create Project.

WA B WE T, RSN Display Name F1 Description ( A& ) o

1% Create SLBIRIE,

H1#: % Developer M A Hi£#E +Add. FHRFTIERITE 2RINIGIZADTE

1t Developer Catalog XiEHEH , 1EF All services.

EHRXEBR TWET , JavaScript\ K2 FIEE ES" >,

%32 Node.js , RFEE “CIENARR UITFH “BI2 Source-to-Image M AEF” MM,

© © N o g M b

(® Note
BT REE E 4R Clear All Filters F #EE 7~ Node.js £,

101E Git #o 9 , 1&#F Try Sample,
111£ Name ZEH , Ri— ME—HN B,
121EF 0,

(® Note
DB N AR R R0 Hh e E

13#FBEKGE , RENAREFHEH URL,

W BERFRHT T —DNHRTF |, AEREUATARRLUN—NES.

M REBRHPEHENAERF 62


https://console.redhat.com/openshift
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Welcome to your Node.js application on OpenShift

14.( Tk ) MIBRN AR EERR,
a. 7£ Administrator fl A , %$#F Home > Projects,
b. fTFF I B VIREXE | R/F1%#EE Delete Project,

B HAPH cluster-admin R

1. EAUTHSHE4E cluster-admin PR, <CLUSTER_NAME>HRER A& <IDP_USER_NAME>H]
5 2 mEmA,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BIANZA P ERSAN cluster-admins AR .

rosa list users --cluster=<CLUSTER_NAME>

B AP dedicated-admin X R

1. R TS #4E dedicated-admin AR, <CLUSTER_NAME>FR &M AP
A <IDP_USER_NAME>F £8 2B,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. ®INZA P X5H dedicated-admins AR G

rosa list users --cluster=<CLUSTER_NAME>

BOHAFX a (915 AR K5
EANETE SR REEASNCREN SO REEFBRRAUSE £3 BERUR.

BRI BN SHEETRREN SRR, SUTIRMHHE GitHub ALK AN 5 RN
PR o

1. S El github.com HEFEI{REY GitHub K,
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https://github.com/
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2. FiZRAF MWK GitHub AR FBER, BXEZELR | ESH GitHub MR ME LR BERE A o

MIBREEBER] AWS STS AR

& T LAfE A ROSA CLI il BRfE 8 AWS Security Token Service (AWS STS) 58 9, &t aJ LUfE A
ROSA CLI MiEREI 812K IAM A& F OIDC &, ROSAZEMIBRAGIZER IAM KB ROSA , &AL
/A IAM 2H &,

/A Important
IAM B 62289 A B KA ROSA ATRES4WE — K PR E M ROSA £HEM,

1. MIBR £8 HEF B E, 5 <CLUSTER_NAME> #i#h EFEMNEHR ID,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important

NREFTLME , EB RAETHEBRIAM B€. FBA OIDC 245, HBRZERF
RENBREEKF IAM A, EERER IAM A EEEE OpenShift RER BIENE
R BERMER OIDC E£HBHITHEHRIL,

2. BT 8T, MIBR 5 RF R FARHITH BRI OIDC REH.

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MIBRASE TEFHMWRER IAM A,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRALUTHSHBRIK/FE IAM B8, & <PREFIX> Hi N EMBRAIKS IAM BEHNETR, MRE
EOIEKF, IAM ACNIEETBEXBIR , BIEEMRIAN ManagedOpenShift Ik,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. MIEREBBIZER IAM KB ROSA.
a. BF IAM B4 &,

HIBREEEE R AWS STS &R 64


https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
https://console.aws.amazon.com/iamv2/home#/home

AWS =3 Red Hat OpenShift fRS

RAriEmE

b. EEMELEMNHREET , EFKE,

c. EIREMRAVRRE , ATIERIRE > BBk,
d. MIAKBAET , AFIEERER.

e. EE LS TRIMIBR E£FFE IAM policy,

M BREEEERM AWS STS %R
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Z£ % ROSA

ZEEAWS REFZE, FNAWS FF , BAUZRT TN REASHLZEHBREALNERMHY
BRBAE R OMM KR,

Z2ENHTHEHEE AWS WR{E, SEHERAFEBERNCNZ2MNSPHNRSM

« BRE — AWS ARRPEZPIZIT AWS BRSZHIEMEH AWS Cloud, AWS ERERHETUE
EERANERS. FH AWS EMMITRIN -2 , E=ZAFRAZRFERNEANRIER S ENEN
. ETHERTHEMITR ROSA |, FSHAWS RS REMITHIXI 2 HEE,

« DIREE — BNREHE AWS RS EANNBTRE, SEFENHERENR , SFBENVHIEN
BRM, BRANERUNERREREN,

AR E BN IR T MRTE B AT AT B A 0 B R R ROSA. EEERR T i@ TH B ROSA L%
RENLZLNEAEBRF. BEFEIMAIEAEMSE AWS RS KA BB EZMNRFRT EH ROSA
BIRo

AES

- PHEBERFT ROSA

- WEHRHEEE ROSA

« HM£7E ROSA

- PHEARIZMHEEZSE ROSA

R EIERT ROSA

the section called “TTE"XHEHMAWS 2 EFREEREZHRENL T HERYF ROSA. AWS ARTFRIFIZEIT
FIEN AN E£IREM R AWS Cloud, Red Hat ARRFEHEMBRHENERRFZFEE. B ARS
FXREEZTLEMZE LNAIWES, LRNBSEEAWS kS FANNELZLRENEEES. &
RBERANESER , BERABERAENLDHE, EXBMMNBERFNESR , SR AWS Z£8F%
FHREAWS HEER R GDPR BENXE,

HTFHFEERFEN , BMNBUEREF AWS K EHFEHEH AWS Identity and Access Management
(IAM) RENMNARF. X8, SMNAFPRREBETHIERTAMENNR, 2ENEBELUTHRRE
BiE -

s NBNKFERZESHRIE (MFA)
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr

AWS Zi Red Hat OpenShift B% FAF 5T
« AT SSL/TLS & AWS BIREIE. HATEREM TLS 1.2, BUWEM TLS 1.3,

- E/IRE API MA 7 7E3) BE AWS CloudTrail,

- £ AWS MF#ERST RUAREFHRAERIALZ 24 AWS RS,

- FASRIEELZLIRS Amazon Macie , il , EEBITF XU AR F6E1E P BREFE Amazon
S3,.

« MREE AWS BEGSTREDR AP HTIHRBINEELRT FIPS 140-2 BIERINZRER | FEA
FIPSiwR. BXT AN FIPS RN ESZEE | B2 REZEKIPEELAEFRE (FIPS ) 5 140-2
MR

BMN@AZWEN 2 HHBOATRBES (HIUNEEFHKS ) RABBEEXFZR (FIMEHRFR )
XSFEEREFE. APIROSA A HM AWS AR AXEAES A AWS CLI, API A AWS
SDKs, &% AMIEAEHE ROSA L EMRSEHAIELWREUABSESH B TP, HEBEAIRSR
RH URL &, 27 URL FEERKILEERBIEEX ZRS TN ER,

F&
« FEAME R IR

{52 F D& 4R 37 B3

HERTREEESH (EREWET ROSA ) MBASHE (#RE AWS BEHONHME LY ) KPR
EO

AWS Z=ix Red Hat OpenShift B S5 1RREXE#E S| ROSA 251 E. EfEHMITHET K Amazon
EC2 32418 Amazon Elastic Block Store (Amazon EBS) F# & LUK A FHEAE#K Kubernetes 7K A
BRLLHE, ROSA XWNESMERMPHERTFEHITME , HEH AWS Key Management Service
(AWS KMS) R & Bh R B N IE. ZIRS Amazon S3 A TARBRE B IMRFME , ZEFEERIAL
FESMBIRES.

/A Important
R7 ROSA BR—IEERS AWS |, AIEAFTEEFT ROSA FAMEMEN, FFFNZE
B AWS #2685 CLI F3)5<F ROSA AR Amazon EC2 k6l, WIRERIEESSHER
BIR/ER,
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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71 Amazon EBSXZ M B HITHRIEMNE

AWS =i Red Hat OpenShift BR% £ Kubernetes 4% (PV) ER AW EREE R NERE B K
AT, KABUREHTE., EMEMNNITET LBEEE Amazon EC2 3E4I# Amazon Elastic
Block Store (Amazon EBS) Zf B # X,

S FARZEFN ROSA KAEBFT & Amazon EBS |, INBRBELAEEIEE EC2 LHINRSE L , MM
BRESHENXfEHEEFHZBEHNOBENZSE, BXEZELR |, 55 ( Amazon EC2
AriEE) B Amazon EBS %,

Amazon EBS CSI Xz 2 F 1 Amazon EFS CSI I3 12 F 0 23E 2%

ROSA BRiA N E R Amazon EBS CSI R zh 27 KELE Amazon EBS Fi&. ERIAER T , Amazon
EBS CSI &z #2 £ Amazon EBS CSI Bz R FRER ZREESEE LMopenshift-cluster-csi-
drivers@&ZHF, Amazon EBS CSI BFHEBFMRERAAGFEHISEEKAEHBESRE,

ROSA & gE# # FH Amazon EFS CSI XZ1f2F M Amazon EFS CSI R iEFiRERABEKAS,
Amazon EFS 312 F MIR/E R & AR B 1E Pod 2B 5 Kubernetes RNERER S SR HY EL At 57 FH 72/
ENHREHE,

CSI zh#2FF Amazon EBS CSI W ZFHBHIFEEZHIEFER Amazon EFS £, BXE
Z{EE , 2 # Red Hat X#FH £ A Container Storage Interface ( CSI ) o

/A Important

£ Amazon EFS CS| BB FZSEE ROSA KA B , T EHXHREN RN
Amazon EFS Z[Ei5R = IDs WA ID, 4 ID (GID) M%BiA. Amazon EFS F3X 4 IDs £
WAFPMABERANEAR IDs EWAFPFIA , H2E NFS EF %, IDsELt , Amazon EFS
B 1 B BRI B fsGroup. ROSA TEMERAEIR o GIDs f X4 fsGroup. FERALGREE
Z3 Amazon EFS B#EA S/ pod # AT LG RIZE LWEAXH. BREZER , 75 (
Amazon EFS AAF#Em) HFRIEA Amazon EFS A K,

etcd MN%

ROSA Rt 7T 2 EH RS AXetcdBNetcdBAEMNMBZAED , MMM TSR IIEE
R MN%E etcd J7 , BRFANTERLY 20% WHETH, RINBWERERGRSIFTENERLTER
etcd &, BXREZER , FSH ROSA BrRFENLHH etcd 1%
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/using-container-storage-interface-csi
https://docs.aws.amazon.com/efs/latest/ug/efs-access-points.html
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/introduction_to_rosa/policies-and-service-definition#rosa-sdpolicy-etcd-encryption_rosa-service-definition
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ZHEE

ROSA AFZ% KMS keys h EBEFNAREFWNEZESFEH,. EMENE, TEAGBEEMNKAS,
ECIEERFIR |, B LLERER KMS key IREAZRIA AWS IEEZ4A Amazon EBS |, i o UEER
CHEFIEERA, BXEZEE , iHSH the section called “BRAEE",

B BR AR OE At 3k 1Y B fE 0 22

ROSA 7T — 1 HNENBRESIMEK , A TEIEM Amazon S3 BE#ER. REMEEZAER
BB, EMFRE OpenShift MEEEMRBEARENEE., SHAFREMT —H out-of-the-boxfiF R 75
R A ATEEETHIMAEATIEEREMENZ LETHMREG. EXEZEL , 5 Red Hat
MR EM R,

ROSA RIEAHMBBEGEME. X ThEULNARR , RMNBWUERALEEMERET EHRER

WARERNWAFER. A TRIPEMROBSHEE , BIABER T ROSA £/ Amazon S3 £ EHEA
K BRS5 2RI M0 (SSE-S3), XAFERMEXRIEMITS , EF2EAKREER. AXESEE , BSH
{ Amazon S3 fIF#Em) FHEEA Amazon S3 & % 2 1 Y AR 55 25 vin H0 22 R 37 B3 (SSE-S3).

ROSA fEFERIER £ (TLS) MUREFHHEBIMRVBENZT 2, BXESEER , HZH Red
Hat XA AP EYEM R,

HEEMERERTL

AWS =% Red Hat OpenShift BRZ5 £/ Amazon Virtual Private Cloud (Amazon VPC) £ ROSA £&
FRRREZEOED R | HiE4XSEE R, SNAMENEBNZENRE. HX Amazon VPC &
2HNEZER , HZH ( Amazon VPC AAF#E®) Amazon VPCH I EEXMREEFA.

£ VPC H |, A LU ROSA £ BEENER HTTP = HTTPS RERS 28 kIEL BB BB/,
RIEREREER  METTUERSBRINENNEERE , HMMNERRERSE ROSA £8 A Pod, BX
FEZELR |, 1§31 the section called “Ef&E L LM,

£/ KMS 2178 &

ROSA AWS KMS A TR EEMBRENZH, RIABRT , £HTH., EfgENIETSEE
A KMS key 128 AWS £EE#TINZ Amazon EBS, X KMS key HF|& aws/ebs. BRIATER
T, EAIA gp3 FHENFAMB LR FEA L KMS keyi T,

#EIZM ROSA S EENFERARMIA gp3 FHERMB KRS, REFFMERNEENEITMERN
FaNEREMEMFHRUENSAMEHITNE, BX ROSAMEFRRNESER , FSH
Red Hat X5 B EC S K A 7o

AR IE 69


https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html/registry/index
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html/registry/index
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/configuring-persistent-storage#persistent-storage-aws
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EOIRERFE , B SUEREFEARIN Amazon EBSREMNZAX EFHPHKABHITMNE |, BT
EEHCHEFREXN KMS key, AXUIZRANESRER , 5K AWS KMS FRAREREF
Y B Z N PR IR KMS 24,

BARTLENSE Y KMS key RIMBER P ENBBHFALS, ULEBBIRNERRNEAMNE
SR XBREMAAWS. BXESER , H2H Red Hat X4 KMS key REIIAWS i h1 %1 2 88
A%,

HEEMABCH KMS keysiIBHFAMSEHN , NEEUATER

« YIBF KMS INZSBE R —RERR KMS key , RAMMSEMNER AWS X135 HE,
- BIENFEABCHERESTE—ENEAE KMS keys. BXEZEE , BSHAWS Key

Management Service EH'o

M B F15 R EE ROSA

AWS Identity and Access Management (IAM) AWS BRSs T AR B E R R £ iR FIX AWS &R
THEAR, 1AM B3 G 1 v SUBE 4 IE (B35 ) MEN (HENR ) A ROSA BIR. 1AM
LTEXRNTNFEHEAFER, AWS RS

£}

* ER

- ERASHHETEHLRIE

- EARBEERR

» ROSA & T 5 {3 #Y R i R

« AWS W E XK ROSA

« X} ROSA &3 M 0 #t 17 #R FE HEER

ZAX
YREEF AWS Identity and Access Management (IAM) WA REBAE , EAEURTF/RAFHE T4
ROSA.

RS AP-INRIEMFEHTZ ROSA RS IE , NEHNERERASNEREMHMENEZIENNE. H{/RER
E % ROSA WEERTER IIERT , fRATEEEEFTMANNERE, THRUNMNEEHENREDTEOEERE
KEFEHNR, MBETEHEIFNINAEE ROSA , B2 @the section called “[B] B HEE",
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/configuring-persistent-storage#aws-container-persistent-volumes-encrypt_persistent-storage-aws
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/configuring-persistent-storage#aws-container-persistent-volumes-encrypt_persistent-storage-aws
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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RS EER-MRERT LA ROSA iR , MAIERAT LB EMNR ROSA. £H THEREEEMN R
SRAP MR L ROSA M TR, RJE , BL470 IAM EERRXESXRSAHAFNENER, &
B E ERER T BN ERER 1AM,

IAM BB R-MMRER IAMEER , NaREETHEEXATERH RN RN RIENIFEMESR ROSA,
EEEAETFEAN ROSA ET S MK TRHI IAM |, 525, the section called “ROSA ETF 51
Y 3R B TR 451

£ B 02 1T B AL

SHRRIERE AWS FREHEIEREFKNER. BX4M AWS IKF B root B BH#HTERRIE (&
XAWS) IAM AR , FEIH IAMEAR#ITEHRIE,

B A EABEY & MRRENEREIL AWS BRRE 50 & %K. AWS IAM Identity Center (IAM Identity
Center) iFF, RLAFANEQIEFREHRIEUREN Google 5 Facebook EEHMEKE & MK RHI,
UELIBRABMEREN , ZFNEERACHFER IAM BRIEE THRE 5D, HRFERABKSHER AWS
i, R R EREE— 1AL,

BEFEEHNAFER | S LIE S AWS Management Console 2 AWS 5[ETF, BEXBEZNEZER
AWS | #HZH (BFAFERE) MM AWS BEXEIHE AWS K.

WMRE AWS UREFXTE , Ma AWS RERHFTF KEH (SDK) MapH17# O (CLI) , LEEAR
MEBXNER#ITNBESE, MRETEAAWS ITE , MIXAECEBER. BXEARENTEH
TEXEBERNESEER , B5H IAM AFERHHZE AWS APl B3R,

TiERAME MRS L BUREEEREETCZ2EE, Al , AWS BEERAZESHRITE
(MFA) RiEEKkFNZEM, ETHMESZEELS , HSH AWS IAM Identity Center ( AWS B8 S & FH
IE ) AFEETNZSESHRIEN IAM AFRERMAWSHHNFEAZESHRIE (MFA).

AWS Ik F° root A F°

Bl AWS Ik BEAEEA M E—BF50 , ZHOTUATEHERKS FHFAERIE AWS R
& MAEF. LLEOHEIHN AWS IKF root I, ERE IR MK/ B 68 A BY B8 F B4 3th 1t A 2240 B %
BRI RIZ &0, BARBWETEFEABRAFRITEEES. KPFFRAFEIL , AEARXEZIEXR
PATUR AP AT BAATRVESS . BXRFEE U root AP SR EFNESHNERIIK , F2H (AFE
M) PR FERACEEN IAM ES7,

RE &1

FEARESXEK  ERAXRAF (2RFEEERATRANRNAF ) ERESHREBNERS S HRIE
AWS BRS5 B3 I B UE 31T U5 R o

ERBHENEHRE =


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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KEGRELANSILAFBRX, Web B2#7E, Identity Center BXHPWAF , REFAEH
AWS RS BN BRI ENEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEMIGRHES,

EEHMERFRIMNER , BIUEFER AWS IAM Identity Center, T LATE IAM Identity Center F1 612
FREE  waUEEHESIEECHNEORTHN—EARFNEYE , UETENRE AWS K-
MARFEFER. X 1AM SRR OLNER , BSR4 LR IAM HHF0 2 £ AWS IAM F4H 0
( AWS BB RIMEE ) AFERH.

IAM AP M&A

IAM 7= RIEEAER AWS BKF WA AN AREEEBERRG 5, ETENHRT , RNBW
FERAKMIES  MTRE IAM AF BRERGIES , ANSBRNTEAHA. B2, NRLEREK
MEENRERD AV AP, RONBWERRGAZNH. EXESER , H20 (AM AFERE) +
WX FEERMTEN E ARG, REREN B REA,

IAM B RIBEESHNEM IAM BF ., BTEEREN B RESR., BUUERAR—XERZNE
FEENR, IREXERF , FRATUERMHBEERRFPNE, fln , Ba L HEE -8 K
A, IAMAdmins H IR FiZAEE IAM BRI IR,

RAPREAGTE. AFE-—#EENMARSNARF K K MACEELEFECHEANARA. AFE
BAANKHFILE , MALRHGNEILE, ETHESES , H2H IAM AR ERERR A 6 IAM
AP (MTRA®).

IAM A&

IAM BEREBNTEFRENR AWS IKF WEH. ©RUTFT IAM AR , EEHENATX. BRI
B IAM £ AWS Management Console RIGRfEEFRHN A G, BRI LABESEA AWS CLI 3
AWS AP #EHFERABEENL URL RKAAE., BXEASECNFENESZER , H3H IAM AFE
ML IAM S,

IAM EFIGFHEPHNACGEULTERTRER :

- REAFHRNER-EQRESHIENE , ZEENRAGHNZABGENNIR, HEKESM0HT
SHORIN , Z3ONSAEHEXRHERETHLEACENHNNE. BXREFARIEINABHE
B, B2 (AM AFER) PHAE=F S0 REHEERAE, MRELA IAM Identity Center ,
NEEHRENRE, NEFHENEHRERTEARIESATAIGRIMNANE , IAM Identity Center 254X
REES IAMAHAGHEXE, BXNXEBEENFEE , iHZH AWS IAM Identity Center ( AWS #£ 5%
RNMEE ) ARERETHNES.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

AWS =i Red Hat OpenShift fR S5 AriEE
o 8T IAM AP XBR- IAM AP AT AR A —1N IAM A e XRIGNREBHEETSHFRNER.

« BIKFHR-ETAER IAM A ATFEMKSHRNEA (REENERLEA ) BREKS P EIR,
AEERTEKFLRAMBHNEELAN, BR , ¥ TELER AWS RS, SR SUN R EEM NE
BRR(MAREABBENRE ). ETHAECNETHRNVEKRS HRKEZBANXS , 55H
IAM AP ERFH IAM BB EE T RR RN X5,

- BRSIEE-FLE AWS RS EAEM AWS RSRSHIIEE, flm , HEERSFHTREAN ,
ZRFBEESEHEPIETNARERF Amazon EC2 REHFFHEXI R Amazon S3, RS ATREKMEAKR
HIBAN AR, ERARSAEHMERRSHEXESRIITIRAE,

« RERGFISTE (FAS)-HEMEA IAM AF ABERNITRIEN AWS , BRANETEA. £AX
BRSE , BRRESWMT—NMEE  RBLREERMERSHEH5E —MRE, FAS ERERAZ
FEARBRAK AWS RS @ TiEBRS R HIERNER, AWS RERABIRFSKEFTESHib
AWS BRSS RRER BT RETARRIERAE , T 2K FAS #HR, EXMEBERT , BLHERRIT
XFABURERNR, BXAKH FAS ERITPREFE , BSRERL A 21E

- BFAS-RS IAM AERRSABEHTRENSE, IAM EER WUERIBCIE, & 3AHER
BRSAL IAM. BXEZER , S (IAM AFER) $HIEE AWS RS ERNRNEE,

* BESHEXAL-RSEXAGRE—MERSHEXBENRS AR, AWS RFREATURARKRER
TRENAG. RSEXAGERELN IAM K/, F , HERSHAE. IAM EERTUEFET
REmIEIRSS XA BHNR,

- ELETHWNARRF Amazon EC2 -#E LA IAM S EEEE Amazon EC2 £l LE1TH & H
AWS CLI 3 AWS API ERF N AR IGERHER. XEETE Amazon EC2 Kl ZE AR ZAE R
B, EH Amazon EC2 Rfl0E AWS BEHFEHAIMHFIENARERER , EFEEQE— N
FZRHIM R E X . ROIBEEXHIEAEH AFE Amazon EC2 =4l LETHREFRBIG
FHEH. BXEZER , FZH IAM AFPEREPHNER IAM A& a7 Amazon EC2 34l LiZ1THY
NMAREFR TR

ETHECR IAM AEERER IAM AF , B2 IAM AFEEP AN GE IAM A6 (A EA
F)o

£ F SR E IR 17 )

BT LA AWS B o2 R EM IS AWS SO A RKZHFAH RN, KEREPH -
XNRAWS | SEFHHARREKN , EREXENR, AWS EEHEA (AP, root AFHAGS
H ) RHERTAERXLERE, KEFHRNRBERATERELER, KSBERMKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMIANBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS =i Red Hat OpenShift fR S5 AriEE

EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

RINERT , ARFMNASEENRR. ERFRAFRNEMERRERITRENNIR , IAM EERTLUGIE
IAM KB, R, BEEATLE IAM RERNB ARG  ARPAURAZE,

IAM TR B ER MR A EZNTRE , RBEFBLELZRENNR, fl , REEE—IAF
iam:GetRole BREMNFKEE, WMAZKEMN A ATLAM AWS Management Console AWS CLI, =
AWS API SRERABEE,

ET 5 OR R

ETHONRERETAMMEIS G (Hl, AGHEFA ) £ JSON NERKEXE, IAM AP XER
BE IR FIA 7 A SRS T BERRRTHERE, BETHROMEZETSHNRKE , SR
IAM R IAM 15 R P Y B2 SR B

ETHEHNRBALUE -SARNARKERIEEXNRE, ARKBEERALEINHES, 45AG
Fo RERBRIMMAVRE  GRLFEMMBPHSNRF, HANAE AWS K. RERBSE
AWS HERBMNEFEERE, ETHOMEEEXNRBENNERRE CBRITRE  FS5H 1AM A5
ERPNEEEXRBESNERERMR < BFITER,

ETRRAV K

ETRIFHREE M N BRAY JSON KM, ETRIFHRENRESHE IAM AGEEREM
Amazon S3 R, EXFHETRFEHNRBENRS D , RESEER AT AERA MR 5 E TR
THE. NTHEEPHMKEBHRR , KREENEEEETUANZERRTHREREURETLAZHT
W17, BLXMEETHRNRBPEETE, ZRATUSEKS. B/, A6, REAFH AWS R
%o

ETRRNEREMTZRES PHABKER, STEEETRRNER AM HER AWS HEFK.
A SR (ACLs)

REFIFIR (ACLs) 2HBLEREA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMAEEA JSON REE K,

Amazon S3 AWS WAF. # Amazon VPC #R XiEM RS =%l ACLs, ETHEZEE ACLs , 5
E (D EREERSAFIERE) FrEEEE5IR (ACL) Bk,

Hfth SR EESRE
AWS FFH AT AR NN RMRE, XERHRB AR BE R ANKEREE LR THRARR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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« NRLRA-NRLAR-ASRNE , EUTUEEFREET S MR AILE IAM SE4E (1AM AR
FAG ) RFVEANR, BARIFRENRLR, XELRNREZGET 5 ORI RBE R AN
[RIUFWRE, £ Principal PEEAFHAGHNETRRNRBEAZNRLRRH, F—TURE
FHEXELFEZ AT, BANRLANESRFEE |, H2H IAM AFEREHHIAM AR
5o

- BRS51EHIZERE (SCPs)- SCPs & JSON KB , ATIEEPHARAL L (OU) WERANE AWS
Organizations, AWS Organizations & —HA TXZHN B HENZ AWS K- DU T2 HMEH
EENRS. MRESAALTHFIEIIEE , WA LGRS EHIKE (SCPs) A TENEARAE
Mk . SCP BRI 5 K P ARSI BR |, BFE= A AWS K/ root AP, Bk Organization SCPs s
MHWEZER |, 5560 ( AWS Organizations FAFIER) FH RS IZEFHIZEKEE (SCPs).

- REXRE - QERBESREE , EURESRANACTRSEHRAS IR IEN EN | XEREF
RS HHTERIE, ERAFONREAFIAGHNETSONEBNERBIRE, NRET
URBETHRARE, F-RBAINEXNELFEZAT. BXESZEE , B30 IAM AFE
ERHNSIEERR,

ZREERE

SN RBEWRBEEA T —MERE , ERBRREMERNENIRE, BT RESRSHRBERER
W AWS BERBAWER , F5H IAM AP BB R ITEEE,

ROSA & T 5 13 1Y Kk R

BRIAMBRT IAM BF |, EeTREIBRIER AWS BIR, i1t F %R AWS Management
Console AWS CLI, = AWS APl }i1T1E5%5. IAM BB RAALIE IAM Kig , RFAFMABIHRT
EHNEERFRINITEE AP ZENNR. ARE , B8 A AJUFIX L REEH NEI T EX LR IAM A
P s EEA,

ETHRNMAERAXL RS JSON REEXHIE IAM ET SHKNXE , H28 IAM AFREEYHN ‘&
JSON" &I+ L SIS HE

£ ROSA &

= ROSA MEZEHIAITE , B8 IAM £ AL EEFER AWS Marketplace IR, XENRAFE
FEAITRAMEUHIT B FH ROSA ™= @515k AWS Marketplace AR EE AWS Marketplace 1T, &
WINPT HIABR |, B EIROSA 251 & HF AWS & KB MMROSAManageSubscriptionZEl & /Y
IAM Z£3E A, B> ROSAManageSubscriptiontIEZ{ELE , {55 the section called “AWS FEE &
B : ROSAManageil 5,

ROSA £&T & 17 i 5K B R 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://console.aws.amazon.com/rosa

AWS =i Red Hat OpenShift fR S5 AriEE

&N ROSA 5 HCP —ii2 &R AWS

WA EERHFE (HCP) B ROSA A ER RS HRFENZHAFENIREN AWS EE R, EAUER
ROSA CLI 5 IAM 5] & X LRI ME FR RS A E AWS 1K,

EXEZELR , 5 the section called “ AWS 1IEEFHE",

R ROSA £ H iR EE AR AWS

ROSA classic FRAEFEEN IAM KiE | ENEHBRESTEEN . EJLAEH ROSA CLI BIEIXLR
BEHSFEMMEIF RS AE AWS K, ROSA EXRIZHBEIRSENEEXLERE , LWRREENE
RS X,

® Note
ERELAZRLABEZH , BEANENR ROSA WARHEBUR, XHFMAIBESFLINE 99.95% WER
EEZTIHBE RS RPN ER, TEFXERGFEHA ROSA FRANRBEEEEGRN AWS £E
K, EXREZEELR , 2 the section called “ AWS IEE R,

AFHRENFFEERR ROSA : IKFREMEZEREBR, K/ REEMHMENZRS ARSAEEL
EEXRRUBRHURTRMETEI (SRE) XiF, SEHOUBRNITEIIEN IAM B8, BR4ER KM NE
OpenShift REZATEAD, F#, BEIMRITIEEMAXNERREN IAM BB, BI&H
REeI2 —RIK P KEE AWS K/ |, MENER QR —IRER R,

EXEZEER , 52 Hthe section called “ROSA £ ik F B3 Mthe section called “ROSA £ iz E
(GG

AFAFESHITE SR

L RBIE BRI RIZ R VP ERKH I IAM B B EAF S HARNTERKAOKE, LREOFETE
# & LS ER U RES A TR RERN AWS CLIRER.

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Effect": "Allow",

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",
"iam:ListPolicyVersions",

jam:ListPolicies",
"iam:ListUsers"

1,
"Effect": "Allow",
"Resource": "*"

ROSA 2Bk P BUE

AT RMBE X ROSA classic FTEMIK - BRI FMHES . ROSA classic EEIXLENRREEERZ
T AWS BEHNEFHSALABURTEEIRIIXE, EUUNERENIEEENLIER , BixL
REERIRBAT EMENEA (HI0 , ManagedOpenShift-Installer-Role-Policy ) o

KBRS E T OpenShift REXRITHRA , HEREHRE. EUEBERARERFH 28 , MEIETRE
IFRBARAMERRAZEHBErosa list account-roles, MERBRAKAETEREMRA | rosa
upgrade account-rolesEFE{THRACHM MHEKR, ERAIUNHERRERETNSNEHERAME
B RENAE,

[FIR]-LEREFAERME

BRI LASF [Prefix]-Installer-Role-Policy K¥iNZEl IAM =4k, E£61E2 ROSA KEERH 2T,
AT M INEZ NI IAM B&[Prefix]-Installer-Role, WWERKBEFMENNIR ,
¥ ROSA ZERFEEQBREFEN AWS RIR,

PR R B
RERBE AP E LR RISTE T RV SIELTRLE R R,
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"Version":"2012-10-17",

"Statement":

{

"Action":
"autoscaling:DescribeAutoScalingGroups",
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:DescribeAddresses"”,

L

"ec2

L

AllocateAddress",
AssociateAddress",
AssociateDhcpOptions",
AssociateRouteTable",
AttachInternetGateway",
AttachNetworkInterface",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",
CopyImage",
CreateDhcpOptions",
CreateInternetGateway",
CreateNatGateway",
CreateNetworkInterface",
CreateRoute",
CreateRouteTable",
CreateSecurityGroup",
CreateSubnet",
CreateTags",
CreateVolume",
CreateVpc",
CreateVpcEndpoint",
DeleteDhcpOptions",
DeleteInternetGateway",
DeleteNatGateway",
DeleteNetworkInterface",
DeleteRoute",
DeleteRouteTable",
DeleteSecurityGroup",
DeleteSnapshot",
DeleteSubnet",
DeleteTags",
DeleteVolume",
DeleteVpc",
DeleteVpcEndpoints",
DeregisterImage",
DescribeAccountAttributes",

ROSA £ T & 17 Ky KB R 1
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"ec2:

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DescribeAvailabilityZones",
DescribeDhcpOptions",
DescribelImages",
DescribeInstanceAttribute",

DescribeInstanceCreditSpecifications"”,

DescribeInstances",
DescribeInstanceStatus",
DescribeInstanceTypeOfferings",
DescribeInstanceTypes",
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNatGateways",
DescribeNetworkAcls",
DescribeNetworkInterfaces",
DescribePrefixLists",
DescribeRegions",

DescribeReservedInstancesOfferings",

DescribeRouteTables",
DescribeSecurityGroups",
DescribeSecurityGroupRules",
DescribeSubnets",

DescribeTags",

DescribeVolumes",
DescribeVpcAttribute",
DescribeVpcClassiclLink",
DescribeVpcClassiclLinkDnsSupport",
DescribeVpcEndpoints",

:DescribeVpcs",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DetachInternetGateway",
DisassociateRouteTable",
GetConsoleOutput",
GetEbsDefaultKmsKeyId",
ModifyInstanceAttribute",
ModifyNetworkInterfaceAttribute",
ModifySubnetAttribute",
ModifyVpcAttribute",
ReleaseAddress",
ReplaceRouteTableAssociation",
RevokeSecurityGroupEgress",
RevokeSecurityGroupIngress",
RunInstances",
StartInstances",
StopInstances"”,
TerminateInstances",

ROSA £ T & 17 Ky KB R 1
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"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

iam:GetRole",

iam:GetRolePolicy",
"iam:GetUser",
"iam:ListRoles",
"iam:ListUsers",

jam:ListRolePolicies"

jam:ListUserPolicies"

AddTags",

ApplySecurityGroupsToLoadBalancer",

AttachLoadBalancerToSubnets",
ConfigureHealthCheck",
CreatelListener",
CreatelLoadBalancer",
CreatelLoadBalancerListeners",
CreateTargetGroup",
DeletelLoadBalancer",
DeleteTargetGroup",

DeregisterInstancesFromLoadBalancer",

DeregisterTargets",
DescribeAccountLimits",
DescribeInstanceHealth",
Describelisteners",
DescribeloadBalancerAttributes",
DescribeloadBalancers",
DescribeTags",
DescribeTargetGroupAttributes",
DescribeTargetGroups",
DescribeTargetHealth",
ModifylLoadBalancerAttributes",
ModifyTargetGroup",
ModifyTargetGroupAttributes",

RegisterInstancesWithLoadBalancer",

RegisterTargets",

SetLoadBalancerPoliciesOfListener",
iam:AddRoleToInstanceProfile",
iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

iam:GetInstanceProfile",

iam:TagInstanceProfile",

iam:ListAttachedRolePolicies",
iam:ListInstanceProfiles",
iam:ListInstanceProfilesForRole",

’

’

iam:RemoveRoleFromInstanceProfile",
iam:SimulatePrincipalPolicy",

ROSA £ T & 17 Ky KB R 1
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"iam:TagRole",
"iam:UntagRole",

"routeb53:

"route53:ChangeTagsForResource",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:GetAccountLimit",
"route53:GetChange",
"route53:GetHostedZone",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets"”
"route53:ListTagsForResource",

"routeb53:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
:GetBucketlLogging",
GetBucketObjectLockConfiguration",

IIS3

"s3:
"s3:
"s3:
"s3:
"s3:

IIS3

IIS3

IIS3

CreateBucket",
DeleteBucket",
DeleteObject",
DeleteObjectVersion",
GetAccelerateConfiguration",
GetBucketAcl",
GetBucketCORS",
GetBucketLocation",

GetBucketPolicy",

GetReplicationConfiguration",

GetBucketRequestPayment",
GetBucketTagging",

:GetBucketVersioning",
"s3:
"s3:
"s3:
"s3:
"s3:
:GetObjectTagging",
"s3:
"s3:
"s3:
"s3:
"s3:
:PutBucketTagging",
"s3:
"s3:
"s3:

GetBucketWebsite",
GetEncryptionConfiguration",
GetLifecycleConfiguration",
GetObject",

GetObjectAcl",

GetObjectVersion",

GetReplicationConfiguration",

ListBucket",
ListBucketVersions",
PutBucketAcl",

PutBucketVersioning",
PutEncryptionConfiguration",
PutObject",

ChangeResourceRecordSets",

UpdateHostedZoneComment",
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"s3:PutObjectAcl",
"s3:PutObjectTagging",
"servicequotas:GetServiceQuota",

"servicequotas:ListAWSDefaultServiceQuotas",

sts:AssumeRole",
"sts:AssumeRoleWithWebIdentity",
" GetCallerIdentity",
GetResources",
UntagResources",

sts:
"tag:
"tag:

"ec2:CreateVpcEndpointServiceConfiguration",

ec2:DeleteVpcEndpointServiceConfigurations",

"ec2:DescribeVpcEndpointServiceConfigurations",

"ec2:DescribeVpcEndpointServices",

"kms:DescribeKey",

"cloudwatch:GetMetricData"
1,
"Effect":
"Resource":

"Allow",

g n

"Action": [
"secretsmanager:GetSecretValue"

1,
"Effect": "Allow",
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/red-hat-managed":

[B748] ControlPlane- A& &%

EA LU [Prefix]-ControlPlane-Role-Policy MiANZE| IAM 34k,

ZHI

ec2:DescribeVpcEndpointServicePermissions",

ec2:ModifyVpcEndpointServicePermissions",

"true"

£ ROSA FHEEH

, ARSI SRR HE IR B B IAM B [Prefix]-ControlPlane-Role., Lt EEE ROSA

classic B FFTEMNEIE Amazon EC2 (PR, 3 ROSA E#Z#|Z MM Elastic Load Balancing &iRAR
BREVRUPR KMS keys,
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PR R B

AR BE AR E LRV BRIERE 7 ARV SR IR LE 1R 1.

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachVolume",
"ec2:
"ec2:
"ec2:CreateTags",
ec2:CreateVolume",
"ec2:
ec2:
"ec2:
ec2:

"ec2:

DeleteVolume",
Describe*",

DetachVolume",
ec2:ModifyVolume",
"ec2:

"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
:ConfigureHealthCheck",
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

"elasticloadbalancing

AuthorizeSecurityGroupIngress",
CreateSecurityGroup",

DeleteSecurityGroup",

ModifyInstanceAttribute",

RevokeSecurityGroupIngress",

AddTags",
AttachLoadBalancerToSubnets",
ApplySecurityGroupsToLoadBalancer",
CreatelListener",
CreatelLoadBalancer",
CreatelLoadBalancerPolicy",
CreatelLoadBalancerlListeners",
CreateTargetGroup",

DeletelListener",
DeletelLoadBalancer",
DeletelLoadBalancerListeners",
DeleteTargetGroup",
DeregisterInstancesFromLoadBalancer",
DeregisterTargets",

Describe*",
DetachLoadBalancerFromSubnets",
ModifyListener",
ModifyLoadBalancerAttributes",
ModifyTargetGroup",
ModifyTargetGroupAttributes",
RegisterInstancesWithLoadBalancer",
RegisterTargets",
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"elasticloadbalancing:SetLoadBalancerPoliciesForBackendServer",
"elasticloadbalancing:SetLoadBalancerPoliciesOfListener",
"kms:DescribeKey"

1,
"Effect": "Allow",
"Resource": "*"

[BI&]-THEARBBBUR

IBA LA [Prefix]-Worker-Role-Policy MfNE| IAM 4k, 7612 ROSA KL Z AT , BN
ORGSR M INEIZ N H IAM B [Prefix]-Worker-Role, IEB&[E ROSA classic & F RN
THET RIE1TH EC2 SEAIFFEHIRR,.

PR R B
RERBE AP E LR RIETE T RV SIELTRLEERE,

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ec2:DescribelInstances",
"ec2:DescribeRegions"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

[A18R]- <5 A BBUR

BRI LU [Prefix]-Support-Role-Policy KtinEl IAM K4k, 7E6I2 ROSA fHEFZH , &4
AR INEIZ RH IAM At [Prefix]-Support-Role, ZBURZR FLAME AT FEMHITER
THMNR , MR, PHiMIis ROSA KHEFFAN AWS &R , SEERBEET LRSHEED,

PR R B
R BE AP E LR RISTE T R VR SIEL TR R,
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"Version":"2012-10-17",

"Statement":

{

"Action":

L

L

"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",

"ec2-instance-connect:SendSerialConsoleSSHPublicKey",

"ec2

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

CopySnapshot",
CreateNetworkInsightsPath",
CreateSnapshot",
CreateSnapshots",

CreateTags",
DeleteNetworkInsightsAnalysis",
DeleteNetworkInsightsPath",
DeleteTags",
DescribeAccountAttributes",
DescribeAddresses"”,
DescribeAddressesAttribute",
DescribeAggregateIdFormat",
DescribeAvailabilityZones",
DescribeByoipCidrs",
DescribeCapacityReservations",
DescribeCarrierGateways",
DescribeClassiclLinkInstances",
DescribeClientVpnAuthorizationRules",
DescribeClientVpnConnections",
DescribeClientVpnEndpoints",
DescribeClientVpnRoutes",
DescribeClientVpnTargetNetworks",
DescribeCoipPools",
DescribeCustomerGateways",
DescribeDhcpOptions",
DescribeEgressOnlyInternetGateways",
DescribeIamInstanceProfileAssociations”
DescribeIdentityIdFormat",
DescribeIdFormat",
DescribeImageAttribute",
DescribelImages",

:DescribelnstanceAttribute",
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"ec2:

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:DescribeScheduledInstances",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",
DescribeInstanceTypeOfferings",
DescribeInstanceTypes",
DescribeInternetGateways",
DescribeIpv6Pools",
DescribeKeyPairs",
DescribelLaunchTemplates",
DescribelocalGatewayRouteTables",

DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations",

DescribelocalGatewayRouteTableVpcAssociations",

DescribelocalGateways",

DescribelocalGatewayVirtualInterfaceGroups",

DescribelocalGatewayVirtualInterfaces",
DescribeManagedPrefixLists",
DescribeNatGateways",
DescribeNetworkAcls",
DescribeNetworkInsightsAnalyses",
DescribeNetworkInsightsPaths",
DescribeNetworkInterfaces",
DescribePlacementGroups",
DescribePrefixLists",
DescribePrincipalIdFormat",
DescribePublicIpv4Pools",
DescribeRegions",
DescribeReservedInstances",
DescribeRouteTables",

DescribeSecurityGroupReferences",
DescribeSecurityGroupRules",
DescribeSecurityGroups",
DescribeSnapshotAttribute",
DescribeSnapshots",
DescribeSpotFleetInstances",
DescribeStaleSecurityGroups",
DescribeSubnets",

DescribeTags",
DescribeTransitGatewayAttachments",
DescribeTransitGatewayConnectPeers",
DescribeTransitGatewayConnects",
DescribeTransitGatewayMulticastDomains",
DescribeTransitGatewayPeeringAttachments",
DescribeTransitGatewayRouteTables",
DescribeTransitGateways",
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"ec2:

ec?2

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
:DescribeVpcEndpointConnectionNotifications",
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:ModifyInstanceAttribute",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DescribeTransitGatewayVpcAttachments",
DescribeVolumeAttribute",
DescribeVolumes",
DescribeVolumesModifications",
DescribeVolumeStatus",
DescribeVpcAttribute",
DescribeVpcClassiclLink",
DescribeVpcClassiclLinkDnsSupport",

DescribeVpcEndpointConnections",
DescribeVpcEndpoints",
DescribeVpcEndpointServiceConfigurations",
DescribeVpcEndpointServicePermissions",
DescribeVpcEndpointServices",
DescribeVpcPeeringConnections",
DescribeVpcs",

DescribeVpnConnections",
DescribeVpnGateways",
GetAssociatedIpv6PoolCidrs",
GetConsoleOutput",
GetManagedPrefixListEntries",
GetSerialConsoleAccessStatus",
GetTransitGatewayAttachmentPropagations",
GetTransitGatewayMulticastDomainAssociations",
GetTransitGatewayPrefixListReferences",
GetTransitGatewayRouteTableAssociations",
GetTransitGatewayRouteTablePropagations",

RebootInstances",

RunInstances",
SearchLocalGatewayRoutes",
SearchTransitGatewayMulticastGroups",
SearchTransitGatewayRoutes",
StartInstances",
StartNetworkInsightsAnalysis",
StopInstances",

TerminateInstances",

"elasticloadbalancing:ConfigureHealthCheck",
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribelistenerCertificates",
"elasticloadbalancing:Describelisteners",

"elasticloadbalancing:

"elasticloadbalancing:DescribeloadBalancerPolicies",

DescribelLoadBalancerAttributes",
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"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

DescribeloadBalancerPolicyTypes",
DescribelLoadBalancers",
DescribeRules",
DescribeSSLPolicies",
DescribeTags",
DescribeTargetGroupAttributes",
DescribeTargetGroups",
DescribeTargetHealth",

"iam:GetRole",
"iam:ListRoles",
"kms:CreateGrant",
"route53:GetHostedZone",
"route53:GetHostedZoneCount",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"s3:GetBucketTagging",
"s3:GetObjectAcl",
"s3:GetObjectTagging",
"s3:ListAl1MyBuckets",
"sts:DecodeAuthorizationMessage",
"tiros:CreateQuery",
"tiros:GetQueryAnswer",
"tiros:GetQueryExplanation"

1,

"Effect": "Allow",

"Resource": "*"

"Action": [
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::managed-velero*",
"arn:aws:s3:::*image-registry*"
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ROSA KBz EFHBEK

R RMB X ROSA classic FTREMNZEBRBNEMARES . H0IE ROSA BHER 28] , BHTH
XERBHMEMEXNREAAE, BIMEREFTE-ANENEERAG,

FEXENRTEE AW OpenShift REREE ROSA RHRBET L, BUUNKBEMIEBE
NET R R EE ( HlfManagedOpenShift-openshift-ingress-operator-cloud-
credentials ),

[8748%]-openshift-ingress-operator-cloud-iE $5

AL [Prefix]-openshift-ingress-operator-cloud-credentials HiAnZ IAM 344,
LEERRE[E Ingress RERRFLENNIR , LEENEER TIHABERT RN ABISERM DNS &
B, ZBEE Y Ingress B4E R IEEAFiLE Route 53 BRRZEULNEEX T, BXZEFNE
%58 , BZ 9 OpenShift GitHub X#4H #) OpensShift Ingress Operator,

PR R B
AR E LAV RIERE 7 A VF S ELE IR EE 1R 4

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"elasticloadbalancing:DescribeloadBalancers",
"route53:ListHostedZones",
"route53:ListTagsForResources",
"route53:ChangeResourceRecordSets",
"tag:GetResources"

1,
"Effect": "Allow",

"Resource": "*"

[B14&]-openshift-cluster-csi-drivers-ebs-cloud-credentials

BA LU [Prefix]-openshift-cluster-csi-drivers-ebs-cloud-credentials KfinZ|
IAM 324K, LR EE[@ Amazon EBS CSI A EFIRER R TE ROSA LH-EF FREM4EH Amazon
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EBS CSI B EFAENNR, BEXESEFHNESEE ,

csi-driver-operator,

PR R B

RRBE AP E LK RIEE T R IEL TR

"Version":"2012-10-17",

"Statement": [
{

"Action":

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

1,

"Effect":

ec2:

[
AttachVolume",

CreateSnapshot",
CreateTags",

CreateVolume",
DeleteSnapshot",
DeleteTags",

DeleteVolume",
DescribeAvailabilityZones",
DescribeInstances",
DescribeSnapshots",
DescribeTags",
DescribeVolumes",
DescribeVolumesModifications
DetachVolume",
EnableFastSnapshotRestores",
ModifyVolume"

"Allow",

"Resource": "*"

[ 4%]-openshift-machine-api-aws-=ZiE

#E S OpenShift GitHub X R aws-ebs-

n
’

BRI LASF [Prefix]-openshift-machine-api-aws-cloud-credentials KitnZEl IAM 3244,
LR BE M Machine Config ER B FHIR, ESTMLILERNTHET SEEH Amazon EC2 EZHIFTEM
R, LEREGER T ATFERAN TN QRS THEMBHR AWS KMS keys, BXRZERFHNE
%58 , 3 OpenShift GitHub X #4¥machine-config-operatorH #9,
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PR R B

AR BE AR E LRV BRIERE 7 ARV SR IR LE 1R 1.

"Version":"2012-10-17",

"Statement": [
{

"Action":

ec?2

ec2:
"ec2:
ec2:
ec2:
:DescribeInstances",
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

[
CreateTags",
DescribeAvailabilityZones",
DescribeDhcpOptions",
DescribelImages",

DescribeInternetGateways",
DescribeInstanceTypes",
DescribeSecurityGroups",
DescribeRegions",
DescribeSubnets",
DescribeVpcs",
RunInstances",
TerminateInstances",

"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",

"elasticloadbalancing:

"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:DeregisterTargets",

"iam:

]I

"Effect":

CreateServicelLinkedRole"

"Allow",

"Resource": "*"

"Action":
"kms:
"kms:

"kms

"kms:

1,

"Effect":

[
Decrypt",
Encrypt",

:GenerateDataKey",
"kms:

GenerateDataKeyWithoutPlainText",
DescribeKey"

"Allow",

"Resource": "*"

}I

RegisterInstancesWithLoadBalancer",
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{

"Action":

"kms
"kms
"kms

1,

"Effect":

"Resourc
"Conditi
"Boo

L

:RevokeGrant",
:CreateGrant",
:ListGrants"

"Allow",

ell: Il*ll’

on": {
1": {

"kms:GrantIsForAWSResource":

[ 4%]-openshift-cloud-credential-operator-= & ilf

true

B LUK [Prefix]-openshift-cloud-credential-operator-cloud-credentials FitnZl
IAM 24K, EBEROZFIERERRTFRE IAM AR FHAEENLENR , SIF LR 40 IDs. K
HNBRREE XA, AFWAIZBHE., 2. AF ID Ml Amazon BIREZM (ARN), BXREZERFNEZE

B, 25 OpensShift GitHub X #%cloud-credential-operatorf #9,

PR R B

R E LAV RIERE 7 R VF S ELE IR EE 1R 4E

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"iam:GetUser",
"iam:GetUserPolicy",
"iam:ListAccessKeys"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}
ROSA & T & 171 55 BE 7~ i
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https://github.com/openshift/cloud-credential-operator
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[874%]-openshift-image-registry-installer-= Z i

BAI LU [Prefix]-openshift-image-registry-installer-cloud-credentials FfiinZE|
IAM 324k, ZRBLOREEIMRFEIRTAFZNNR , UEEMNEEROSA classicH SEF R G E
MRFMEXRSHRIE , B¥E Amazon S3, XR2LEN , XHBRERFTRERENMYET ROSA classic
EBENNIEMER. BXZEZEFNESZER |, HSH OpenShift GitHub XHPHWEGEMFTEZE
o

PR K B

RERBE AP E LRV RIETE T R VR SIEL TR R R,

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutBucketPublicAccessBlock",
"s3:GetBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"”

1,

"Effect": "Allow",

"Resource": "*"
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https://github.com/openshift/cluster-image-registry-operator#image-registry-operator
https://github.com/openshift/cluster-image-registry-operator#image-registry-operator
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[814&]-openshift-cloud-network-config-controller-cloud-cr

IEA LU [Prefix]-openshift-cloud-network-config-controller-cloud-cr KfinZl
IAM 354K, L3 Cloud Network Config Config Config Controller 4 5 2 5 Bt & A & 32 M 4% % R
LAt ROSA R HEHMEBEREANLXENR, REACEAXENRKREEEN ROSA ZHER
— & B Amazon EC2 SEHIKFAKE IP thit, BXREZEFNEZFE L , S 1 OpenShift GitHub 3244
loud-network-config-controllerd 8 C,

PR K B

RERBE AP E LRV RIETE T R VR SIEL TR R R,

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ec2:DescribelInstances",
"ec2:DescribeInstanceStatus",
"ec2:DescribelInstanceTypes",
"ec2:UnassignPrivateIpAddresses"”,
"ec2:AssignPrivateIpAddresses",
ec2:UnassignIpv6Addresses”,
"ec2:AssignIpvbAddresses”,
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaces"
1,
"Effect": "Allow",
"Resource": "*"

AWS I HEE R B ROSA

AWS HERBRHMIENEENILL KK AWS, AWS RERBEENTZENLRABIRMENR , UE
BRBFIBAAF, ANBesENR.

FicE , AWS RERBURTSNENRBERGIR FTHRENRNE , BAEMNAHME AWS FF £
Mo BINBZVEBEEHETEARMNES EERRERE— SR NR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS B API RERTEHT AWS EE R, BXEZER , H36 (IAM AFERE) F
HYAWS FEE R,

AWS IEE X : ROSAManageil 5

& LA iZROSAManageSubscriptionZKBEHE IR REY IAM SE4K, £ AWS ROSA #4|4& ROSA &
BRZE , BRI REMINE IAM B,

LR IR FAREE ROSA T EPTEM AWS Marketplace fXBR.
NRFHER
ZRBEBEU TR,

« aws-marketplace:Subscribe-&FiT ¥ AWS Marketplace 7= mHIX PR ROSA,
« aws-marketplace:Unsubscribe-/A & AMIBRX AWS Marketplace ™ m i 1T [#.

« aws-marketplace:ViewSubscriptions-RFZEFRAEERBMNITH, AWS MarketplaceiX 2
HER , X IAM ZEFEATEEE AR AWS Marketplace 1T[H.

EEERTEM JSON XY , H3ROSAManage] ( AWS ERBSEIERE) FHITH.

X HCP ik 7 BUZR By ROSA

AFREEXFERITERSFE (HCP) 9 ROSA FREMNIKFREEMNIFMAE R, XL AWS FEE KRR
17 ROSA £ HCP IAM A& AR, Red Hat R WM T ( SRE ) B, £HRE
AR 2SI EARA T E e B EIX LR,

(@ Note

AWS EEXREE EEH ROSA SRERGHFEH (HCP) —EfH. ROSALHERFRHE,E
& IAM KEE, BX ROSA ZHFHIEZEL , 5 the section called “ROSA Z B[k F X
3R Fthe section called “ROSA K EZEFBIR",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
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AWS IEE KB : ROSAWorkerinstancePolicy

YRETLAB$ INROSAWorkerInstancePolicyZ#REY IAM S5k, 1EQIEER 281 , A E — N
BLIRRBEEY IAM B2, ROSA RS RREKITMAKN AWS RS Bif, MIIXHEHEN TEBRLESN
ERPEANREIR,

RRFHRER
LERBEDIELLTR , A ROSA TETRERUTES :

« ec2— EN ROSA EB T T R £ AHEEM —3Bo , iTE AWS XiF 1 Amazon EC2 3E41iF
WMEE,

* ecr-IHliH# M Rosa EER ECR FHEETRIGSR , FERGREHRENTETREGEANEE
AT

EEEFTER JSON KXY | BSH AWS E XS E IEEROSAWorkerlnstancePolicy Y

AWS FEE KB . ROSASRESupportK B
& T LU ROSASRESupportPolicy MfANZEl IAM 3E4k,

EEAEEESFHERE ROSA 25l , AFTUEFILRBHINE IAM A6, RBELLEL[IASE
M TIE)D (SREs) BFEEMNE, LHMIIFS ROSA £HMXM AWS RFRFIENHNIR , BFEXR
ROSA B & RIRSHEEN

RRFHE R
LR BB TR , RVFLIE SREs TR TES :

e cloudtrail— EEEUSEE MK AWS CloudTrail BEH4FMIRER,
« cloudwatch— VS EEFEH <M Amazon CloudWatch $8#5,

« ec2— Mk, HARMEEFESERZTIRAMHERSH Amazon EC2 A& |, flingk 44, VPC Kig SiE
EMBIRES. Ba), F1E, EFMLIE Amazon EC2 3£,

- elasticloadbalancing— ik, #HARMEFSEFHZTIRIRHEXH Elastic Load Balancing &
o

« iam— HMEEERSTRIAXHN IAM A,
» route53 - EESEFEITINRMAEXK DNS RE.
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- stsDecodeAuthorizationMessage— i IAM 3B BB TR

EEETEN JSON KXY , iHSFROSASRESupport { AWS EEFXHSEIRRE) PR,

AWS IEE K : ROSAlnstallersk i
YRATLAKE IIROSAInstallerPolicyE#REY IAM SE4&,

EEARERHFHESCZE ROSA 28l , AR REMINBIZ R IAM B [Prefix]-
ROSA-Worker-Role, MtREEAFRAETFEMIESE [Prefix]-ROSA-Worker-Role XA AER
NEEPIBRE ., LEBORZEERFEFEEX ROSA BHELEMN AWS BRMMHERR,

RRFHRER
HRBEEANLTEEFTRATESHU TR :

- ec2— £/ AMIs HZL1E AWS Ik HEMEBWIEE HNIE1T Amazon EC2 324, #HRE
Amazon EC2 7 Rl <BXKY Amazon EC2 K6, BRIMEZEIR. NRRLFEMN , X Kubernetes
BEITEFERGImMASER  HEEHUTUTHEEERTPNFE. Amazon VPCHKZE Amazon
EC2 REME LU ROSA I BRETEIhEE, ARSI HRPAMICE "kubernetes.io/
cluster/*"R¥FICHMIERF M EMHIRE, XRBARNEEAN FRIPAUEZATEFAONARISE
UK ERE Kubernetes SEB PR IR FTAE

« elasticloadbalancing - AEFH LW ERTRAURMARIIESE. NEFLNWERTRBRARK
B#E, WINRRXEN , X#H¥ Kubernetes 2 HI L H F 8z B ELE Kubernetes AR S5 # 5 A2 F AR
SERNAEIIEZE. OpenShift

« kms— EHL AWS KMS 40 , I MEEEN Amazon EC2 , iR Bl M — Ky X FRE4E 2540 LU AL A SR
£H. AWSKMSHIRECIEERNEAT etcd IE , NEAMEN etcd BIEFELI,

 iam-BiF IAM BEMKE, ISEENERESERFHEXMN Amazon EC2 EHIEEXH. FH
iam:TagInstanceProfile ffRME IAM EHIEEXHFNFE, SHTROBEFEENER
OIDC RHtEFMSBEHTEAMN , RETEEFHERER.

« route53— EEMBERHFTEMN Route 53 RiRo

« servicequotas - ML I BEFFTEN RS R,

+ sts— ;3 ROSA A#tIZIfrT AWS STS iE 5, AIBAIEBERNEIL,

- secretsmanager - EEFAENAZLHBATEFREEN OIDC BEBENERMEN —2

EEEFTERN JSON KA , IEZHMROSAInstaller { AWS HERMSERRE) FHXRME,
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AWS IEEEEE . ROSASharedVPCRoute53 % i

YRATLAK$ INROSASharedVPCRoute53Policy EIfREY IAM S, BATURFILRBSHINE] IAM A&
BELYF ROSA 58 AWS RS EHE VPC SMIEF mH B EHTHA,

R BE L iF ROSA ZEEFEE Route 53 105, WEBEEATHE VPC , HIRENHEZ VPC AHI
E 5 E4M Route 53 R F &,

XRIEHE R

HEBRSIEL TR , A9 ROSA RERFRZRAUATES :

« route53— @ik DNS XiBEEFMIM AR DNS iBFLL 7L DNS BB, B2, 18K
FIBR DNS 12 , BB T5 Rosa <M 4FEFHBEX . hypershift.local ,

‘@¥E. .openshiftapps.com, .devshift.org.openshiftusgov.com,
M, .devshiftusgov.comfE Route 53 FiR LM, ERHBBRIFE , BTRREEMAL,

« tag— BIE AWS RIRMNARERIAMIIHRFIR , XX TIRAH ROSA EENARIEEFA,

EEEAEXAFHRNEZFMESR , BERHRAN JSON KRR | 551
ROSASharedVPCRoute53 AWS £ E RS EZISE PR,

AWS FEEXKBE : ROSASharedVPCEndpointk i

YRATLAK$ IIROSASharedVPCEndpointPolicy EI¥REY IAM 324K, EABURF L RBEHIINE] IAM B
BEfLF ROSA 58 AWS fRS EHE VPC MIEF R EH MBI EHTHA,

LEREE B 1F ROSA ERFHELE VPC IMEFEE VPC im /ML £4H,
R FAE R
LSRG ZIFLLTNR |, 0¥F ROSA ZREREFTHUTES :

« ec2— #HiRE VPC XM AR ( 2 VPC KIRT R ) WRBEMNR VPCs , URAT THEMEIRE
MZEA, 0E, BHRTNEXEFETHRENRFNEZEA , £ ROSA SEB 1B ER LMK
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