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f+ 42 Amazon EventBridge B2 & HE ?

Amazon Sched EventBridge uler @ —fERFFITHER , ATFELBL —NMNPREERSCIE. =
THMEEMES. S EventBridge cheduler SEHYT B , ATZREHRBE T MES , XEESFSALIBEA
270 /N AWS RF MBI 6,000 MAPIRE, TEERENEEEMEN K BEEESTHBRFEK , S
EventBridge cheduler &858 KM 3T 1T X H BRAK 4 B A

EventBridge Scheduler B3 NEN G IR ES , ARBT BN TR BEBERS. £H
EventBridge Scheduler , A LAEA cron MIERRREXNNEEERNVWEITX , BAILUEE— XL
M. BAILLNREBREN/AMBRIEOD, EXEiHARS , HAXBMHMERRERKRENES

F&
 EventBridge AESZNEERK
« if[A EventBridge AE 85

EventBridge AESHNEER R
EventBridge Scheduler 12t A N8 IhaE , BRI UAFE XL IIEERELE B MY B it Xl

- ¥#EMR{L B#R — EventBridge it X F X FERIL B , UEAPIEAL S#, SQSILE#, SNS
Lambda M fTENIR¥E, EventBridgefEATE XK B R , A LAERA EventBridge it XITE 4]
A. EventBridge itX|#ZFSDK=, AWS CLI

- BMA B — S EventBridge cheduler 2t 7 —NERA BHRZS (UTP) , BRI ERZSHREIER
ENfAES | ZAAR[IRITRIED 270 2/ AWS RFFEE 6,000 MAPIRE, ERUTP , &AL
£ EventBridge A E 853 4|A. EventBridge it X2 FSDK=., AWS CLI

- RJEWIRIEE O — S EventBridge cheduler X RSEWRNBEIE O , AFE 2 BITRIHRSAA N
SN EATAEERHITXREAB RS,

« Ei#- EventBridge AE 85[0 B #riR L at-least-once BHE X |, XEWRBE D — XML E R Th H U FK
B B#HIER, EventBridge AESATFENAMNESREITKIEZR X EventBridge BERERF
SERAMALEREHNES , UMESITHNTEEHBREFTH,

518 EventBridge VHE 25

B LA EventBridge %A, EventBridge RERFHEEMEA EventBridge AERFREAFE
23SDK, AWS CLI EventBridge API

EventBridge AESRNEER S 1
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8 & Amazon EventBridge B2 &5k

£/ EventBridge AR BRI , XMERA T T,
£

- RES I AWS

- BIEBIAMA

- ERAEERK

- REWMITHE

- BETRETL?

kLS AWS

WMRERE AWS IKF |, BERUTEZRKGIZE -1
Z0EM AWS K

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. EBE®LNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. EANRLHESKEK , FAAFIEERLRANR , A BRERABRAFKKTEER
AP R BRNES

BIZEIAMA

BOREEARAL, , WIARNATEIZ—,

RES M AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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prik > B & R B mf LL
AL
REE
BHE
Y|
EIAME FREREIETR BXRRHA , HSH (AWS BEidE {AWS Command Line
B AWS, IAM Identity Center IFF$§  Interface A $ERE) AWS
§ ) FRAIT, IAM Identity Center® fii i&
EREREHESR AWS CLI Zf Bl REEHE
(% o BRRESREWNE BEAR.
™) B, #ZH JAMAF
B8 IAMHEHZ 2 &
EXER

EIAM - EAKBEIERR ®ZR (AFER) PelEs BYE (AFfEsm) 9=

AWS, HNE—NMNAMEBEER AL IAM A F B 175 7] 2% 40 SR B & 4R
( AP ARRIAMEERTIE  ERHERR. 1AM
WEE
1E,
M)
FEHRFEER

EE-Fh , BRET -—MIBHRE AWS BFENEIENIAMAF . EXSEIBERIT , A TREME
Fl EventBridge B2 Z# , RINBWECIER WA, BEARAR  XEAF, BASABNERFE
FA EventBridge BRE R HFREFFTEMNPR, EventBridge W FENAH , it XIBF ZFLUTIRERE,

- the section called “AmazonEventBridgeSchedulerFullAccess’— ERAE&IAM , FF3
EventBridge AEREFH T LA HENR. API

« the section called “AmazonEventBridgeSchedulerReadOnlyAccess’— #F Xt EventBridge H
LM RIRH RN R,

B LG EL -SSP nER — Xt EAdninistratorAccess E K INE L IAMZEFE
Ao BXREAETHEHHIAMKEEEE EventBridge ARZHEFHRNBNESZELR , E5H. the
section called “BERHE T B ORI KREL

EREERK 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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REWITA®

HITIAMA & R21E EventBridge HE RN TRERMREEMAES MIE AWS R HAGB, BALUFHR
BR 5% B& B A0 2 1tk A8 8 LAFE F EventBridge A E 258 A B ARMF RIR

EFEAEH AR IR , BTN RTACG, MREFEMAESH S , S EventBridge cheduler
L2RRZEE—NAE , ENRERETHERN BN, 3 EventBridge Scheduler R IZBIZAGR |, ZA
EBNEERRIERFMPEZRATURREETACHZGE, XETUEEENREEREZSH

LR EBNB A ZFHNITA @R N[ F EventBridge AE R A B iR iFRINR, REBN
AEHAERCERINR,. BXAEMEFRFINNBRHNEELR |, 55 the section called “f FH#EiR{t B
FRo

EoEMITA® , H6EA AWS CLI

1. EFLUTRABBISONKEBIHFE S ENARH#Scheduler-Execution-Role. json, EF
KBE Ui EventBridge AE R R XEBIEFEZAE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

}I

"Action": "sts:AssumeRole"

/A Important

EEAEFHRERRERTAE® , RINEBVSSEIFNANRIFERE , U LEHIVEERER
B, BXEZEBNROIZER , E2 7 the section called “BERIE B BPHE

2. f£ AWS Command Line Interface (AWS CLI) # , AL TS UBIEF AR, §
SchedulerExecutionRole BN EER T A BN AN,

RENTAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

BB , BRBIUTRERAS

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:role/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

}I

"Action": "sts:AssumeRole"

3. EQ|EAY EventBridge BAESR A BRI RE , BERUTERBRZ —. EHJISONNRE
BEHIFEER . json W REERM,

Amazon SQS - SendMessage

L FAR A EventBridge HIERZHEEEXTEIK - AR EYFTE Amazon SQS BA %13
1Tsqs:SendMessagel®{E,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sgs:SendMessage"

RENTAE 5
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1,
"Effect": "Allow",
"Resource": "*"
}
]
}
Amazon SNS - Publish
AR AA R EventBridge HERBEERX &K~ FEIFTE Amazon SNS iF#i#
{Tsns:PublishigfE,
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
Lambda — Invoke
AR AA L EventBridge BB &K~ R EYPTE Lambda B
Flambda: InvokeFunctioni®fE,
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource'": "*"
}
]
}
BERTAG 6
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4, BITUT@T , ENREE, & PolicyName B EER T IL R B TR,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

WMRAY , FFRATHE. BFEZEBERARN, EAILET —HARNHE A R R0 b0 E
BT AE,

{
"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0,
"IsAttachable": true,
"PolicyId": "ZXRG6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T19:31:18.620Z"
}
}

5. EFZREBEMMBIZHRTAR , BETUT®HS. your-policy-arnBRARNAEEL—F
hOIEMER, ¥ SchedulerExecutionRole BN EHNITABCHNE R,

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

Z attach-role-policy BERSEM ST LIRENE R,

RE B R

£ 8/% EventBridge AERFITXIZE , ELEE—MEHRHBERA., EUUEANE AWS BIR ,
WA LA IR, LA TSR E A |2 #HA45E Amazon SQS BA% AWS CloudFormations

B A Amazon SQS FAFI

1. EHELTISON AWS CloudFormation iR H B F A A #thSchedulerTargetSQS. json.

{

REB R 7
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type": "AWS::SQS::Queue",
"Properties": {
"QueueName": "MyQueue"

}

},
"Outputs": {
"QueueName": {
"Description": "The name of the queue",

"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}

},

"QueueURL": {
"Description": "The URL of the queue",
"Value": {

"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

2. TEF AWSCLI, BT TS R#EScheduler-Target-SQS. jsontEfixR &I AWS
CloudFormation 4%,

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

REB R 8
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RAriEmE

3.

B EHRE  EREIATREHRAS

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-

Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"
}

BT T oS EE AWS CloudFormation M EEE L, HEESIEHERARSMNERSIE

TERY R

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR |, Zaw SR EIE Amazon SQS RASIHIREI S T

"Stacks": [
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/

Scheduler-Target-SQS/1d2af345-a121-12eb-abcl-012e34567890",

"StackName": "Scheduler-Target-SQS",

"CreationTime": "2022-03-17T16:21:29.442000+00:00",

"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OQutputKey": "QueueName",
"OQutputValue": "MyQueue",

"Description": "The name of the queue"
I
{
"OutputKey": "QueueARN",
"QutputValue": "arn:aws:sqs:us-west-2:123456789012
"Description": "The ARN of the queue"
1,
{

"QutputKey": "QueueURL",

"QutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

:MyQueue",

RE B R



EventBridge AE g% ArfEm

}
1,
"Tags": [1,
"EnableTerminationProtection": false,
"DriftInformation": {

"StackDriftStatus": "NOT_CHECKED"
}

EAXAEENEEHS , £ EMEQUeueARNFRASIIRE N EventBridge BEREF#Y B #ro

BT RMTA?

EREBSBE , SAAITEERANE— EventBridge 18 SRR 38/ B #z.

BETRMAL?
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EventBridge HIZZHEzg Al’]

AEBN BN CIZEFE B EventBridge L HE. & T LAE A EventBridge Scheduler 13 #|& AWS
Command Line Interface (AWS CLI) 5 AWS SDKsX 8|2 &1 Hx{t Ama SQS zon B#rH HIER
. A, BHREBFRRLR , BEEH I , ANAMNESRESKRENE. RIEBITXE , 25
RIEEMITRREKAA T Bt B RS AIE T HEHE.

(@ Note
EFEFEAER , RMNBUWERNAMAFPREFFENRIENER , A Fmdthe section called “f
AETEMHNER, ClENBEERFRE , BTUTHSRIZELNHREIL, EEE AWS
CLI , BEEHRIZ4E ID MR H R 248,

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

EXRBREFZINTEAIRANEZEELR , 55 (A& 2 AWS Command Line Interface F 18
) PHEERE ML LK.

e

- ERZH

A BREZHEFIS 82 B EventBridge R HF
{52 F B2 Bd R 2k AWS CLI

FH B2 L8880 B EventBridge 2% #f SDKs

BTREAL?

FRFAF
ERRAHS PHSBZ B, BATAITHATRIE -

. SR RE ARRIES

TR 11


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£/ BiEZHEES| 2 6/Z B EventBridge & 5k

EFAEF AR
1. &3 AWS Management Console , ARG #FE A T 83 AT FF EventBridge E#HLHY “ EventBridge
HEZH 2 : https://us-west-2.console.aws.amazon.com/scheduler/ £ 7T ? region=us-west-2
#home
(® Note

BRI AR AWS X B © AWS Management Console X 13" & #2858t 1T,

2. HEITRITE , EEIEITR.
3. HEEEUWXFMAGERNE , EITXIBHRNERE D+ , FITUTERE

a. XNFitXB#H , MATKAOBEF. Hlm , MyTestSchedule
b. XFHR (AE) , WANITREHER, Hla0 , My first schedule,

c. XNFIXIA , NTFHIETHEE —MRE, MREZEXEVEIEMITRIA , WA RN &
BT RI%E#E default A, EOIBRMMOITHIAE  BERESEHERFEFEBCHITRISERE,
&R LABE R TT RN RR AR IR 1T RI4E

4. FEITREXIORITUTERE -
a. EHEMF  FEBUTERENz—, BBEMABFEEERNERNMEL,
o —RMITR  —RMEITRMXIE SIS E R B B et | A A — 0k B #5.
EEHEMetES , L YYYY/MM/DD BB ABRN B, ABE |, 5E 24 /A hh:mm =
HEtE&. &5 , NTROET A ER — DX,
« EHITH ; EEITRIRBEFER cron RIXRE rate RIEX B EREEE A B #7.

EFRET Cron BITX , FARBAEEITX. cronBEEALERAN , FREETREN
BfRIRHE “E” PRAER , RENTRIETFEE - RN,

BXREH cron M rate RIEXNNWEZEL | BFSH 1HXIEE,

b. WTFREBEWNRMEEA , EHEXAURAZIED , EMN T RFIRARE —NFE LR E E
A, Hlan , REERE 15 78 BEFER UK RENTPRHERA—REBHF , Wi HFHE
B/ IRERY 156 DHRETT,

R #FH & 12



https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5, MRBEL-DIHPERTEHIT , WENBEESS S , EEMX , bl UREIT XN H A H
Fetia SAR 45 3R B Mt E] . SR B S BN ER T RECIEZATRAELETH, REERAH
B9 TE HA T 30 R 4k 52 To PR 58 1tk i A L B #Ro

6. ii*%jt_io
7. HEFEBSFREL  RITUT®RE

a.

%R EBARCBER , REEEZE—NBEFAPl, EARRHGF , HATFIEERE Amazon SQS
SendMessage 111t B #x.

£ SendMessage“SQSRASI” B , EFIEH Amazon SQS FA5I , ARNSI
Warn:aws:sqs:us-west-2:123456789012: TestQueue N THIFIR P %R, B4R
FBAZ |, kR GIEFTSQSEATI LS E] Amazon SQS ##H|&. BATISIRTER |, RE
EventBridge A E 81251 & H BT TR SR, BHIFTBASIARNEEED & 30 3 7] %%,

X F Target , #i A& HE EventBridge AERFEEE BN ERARE, EARGIF |, fFm
BFrRAFIRIZELLTEE : Hello, it's EventBridge Scheduler.

8. EET—% 6 RBERE (7)) RAL , RITUTERE:

e.

EIFXPRSE2H , T EAIR , ERAFXFTEHKXM I, RIAERT , EventBridge B
BEXxiRaB RN BERERH.

£ I RITRENRAE" BoH |, BE EventBridge iHXIEFE 1T XITT A /G REVIRE

- EEDELETERBEBFMIERITR, FF—xit® , XEREEREITRBER —XBirz
Jao WFEITR , FEEETINRE—XITXBEAZE. Bx<BIRBRNEZES |, 3F
27 the section called “it XI5 B G I,

- MRIEFFHE S EventBridge cheduler £ it X TR B RITEMIRE | BEBRHFIEE
{E., NONE

£ BRSNS (DLQ)” oA , JF “Eid” K , T “Eid”, N ENWITHEREE

R, FHEREKR , 1R EventBridge EXREEAAEB R , WAERFAENETIZIT

¥, MBEHEE , MAMAITRREFZRKREBMERER T,

£ EHNBAIFLEE-TE” &, M A EventBridge AE RS S ARE AL BEHHHE KD

BB &/ME,

@ Note
RRERN 24 Mt

B OBRAERRH B, #ABIRIREEIRE EventBridge 18 E 2R E 3 1T R A & KORE

£/ #Hae
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10.
11.

12.

13.

® Note
BRAENR 185 REHA,

f.  XTZES (DLQ) , BMATETI P HITIER

« B — MREFBEE , FHERFMIETDLQ.

« ERH AWS K/~ HIEE —4 Amazon SQS FA%IA DLQ — &R IETT , AFARNM T HI
FIRAPIEFE—IDLQRAS , BB 5 EBIZITRIRIBASI AWS IK~ M ERYBAS .

- @@ Hft AWS IKF A EY Amazon SQS FAFIIEE S DLQ — IEFULIET , MRAFIML T
5= BASIHRDLQ , M ABE S RS AWS IKF. ARNZEER LRI , 4555 ABA
HIA9 5 IARNIE,

9. HEmE &o , EE BENMERE (SR )", LAFFEENKMSEHRNZEN B 45
mko ﬂﬂ%ﬁ?%lﬂﬁﬁlﬁ ’ iﬁmkfﬂﬁKMsgﬁARNﬁﬁ?:%ﬁUE AWS KMS%%HLX%MEU AWS
KMS #%l&, B S EventBridge cheduler MM MEFHSHIENESES. | HSM. the
section called “B¢7S Nz

h. XNTRER , ERERAFTHE , ABMNTAIRFERLEREIEHOENAE, BdTT)
EE FIEIAMEGH S REIBHFAE,

MRS S EventBridge cheduler A ZSIZFTIMITAER |, BRNER N LITXICIERA
B, ARG , EACEHPRAZN. WRIEFMIEI , S EventBridge cheduler &3 #R{t B
PRI RAMEBER,

ii?%-lt_io

EEEAVBUINREL , EFTNNEAGR. E8NEIP , EREEEROIZSRITFER
FAER

RGBT RIS IT XN, SANETTE EEFFTNNIAFHITRIIER, BREF
T, RiIEFItMRBEEA.

ERIIEHERZHERBEATILDESQSER , FITL L ESQSEEH & F T TRE

a.  MEBAZIZIFRFEE B PRSI,
b. EFRRIENEBCES
c. TEREMBWCHEERNHEMEBYCERT , mBERIIE B LS RE I RIREE B ARSI = 0H

/N0

R #FH & 14
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5 A B2 rflE] &k AWS CLI

LA 7RI BB tnal 5 A AWS CLI #8 S create-scheduleflBH#H S MR{LE Ama SQS zon BRI B
EZ#E, EventBridge E FTHMGTH , FHUFNEBERANIEZECHER

* --name : AT XI@A—DEWR,

* RoleArn— # AARNE ST X KRB MITABH.

« Arn — # A B#RARNH . EAHIH , BFr=Z Amazon SQS A%,
* % A-%i A EventBridge i E 23155 2| B ARBASIAYE 2.

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

A HRELHEE5 0122 H EventBridge 2 & #E SDKs

FEUTRBIF |, &6 EventBridge 1t XIF2FSDKstI2%H EEMR{LAY Amazon SQS B BEZR
#E. EventBridge

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1® minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");
}

£ SDKs
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BTk 4?

- BXERAZEHARITYEFEE B EventBridge RHENEZEESDK , BSHEEITH, AWS
CLI

- BRUOMAEBEEERCEGRNTHROAEABABNSBNESEER , B5H B2 BT

- BX EventBridge AERFHRFERENAPIRIENEZER , B2 H (EventBridge AEFAPIZ
) o

BETRMAL? 17


https://docs.aws.amazon.com/scheduler/latest/APIReference/
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H#2Z 8k EventBridge 88 RV iTRIER

LLREBANLRT Amazon S EventBridge cheduler SXiFMRE1TRISKE | BAR B EventBridge 2 Z HEs%
MALEECHMERRNXETEAE, BEITRA , EUUMN=ZRITRIERRPFHITIER BETERH
itXl, EF cron BITRIFI— XM ITRI,

ETERNIUTKMET cron BitXHRER IR, BUUANERENITRIRBEERITIREAREE
BREMITRIEKE | HIEE EventBridge HERITEREXNNX,

—RETRMRAR —RB iR, BALUBIRIEERE EventBridge #7114 B R EEAVETE, B EAMBT XK
BLE— MR,

@ Note

EventBridge TE 2R LA ITRIRE ML 60 WNBERAAEB IR, XEWKE , WREFITX
RENEIZITL:00, EFFEL:00:00FAPIZEEABRL1:00:59 , RIIRERARIRE RIERIBTE
EH,

FERAUTEHS 7THRNAASRHERITRRBEREITRREN , URIN{AI7E S EventBridge cheduler £
RE— IR,

FH

- ETEENIT

« EF Cron #9itXl

o —RMEUKI

- B EventBridge 2 & g8 L HI AT X

« H EventBridge BZ#ss LN E TRt

TR

ETERWIINEEHITMEENT B BRI ETE  AUCEXNEERREZT , ERTHHNSERA
B, BUUERAETERNITHIRRESELNERITAE. S, MREBVE-—NME 15 58, &
AR BAXEAR—RBERNITR , WTAERAETERHITRIRKAX —K[o BALER rate &

BAEEETERAITR,

ETERNITR 18
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NTFETERNITR , BUUER StartDate BMRREZITRAWE R EIEHE, MRLZENET
BRI RIRM StartDate , WEMN TSI EIF BB B 7o

rate RIEAXNERNMNHEFE , FEAZEE DR , WTFAR.
BE
rate(value unit)

value
IE¥,
L-=R'yy)
BHLE T XA E B RV A 24,

B¥&@ A : minutes | hours | days

]

AT 7R 45035 B tn el 45 A 2 B R A X AWS CLI create-schedulef S REBEE T HERMATEIEK,
WRESET —MTR , ZiITREBRSHET R, AEAERILASqgsParameters B #rE R )
Amazon SQS BAFIfEIE —KH B,

BT LREIRA --start-date SHREE , At SEECIBA MBI BT KRARER
FRo

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

EF Cron 891t X

cron RAXNSBIBBANEE TR , ZITELERNEFERBIZ1T. EventBridge it X F X #HFix
BRAMRERE (UTC) SEERIZ TR EEN N XEEE T cron B9itkl. EAET cron BitXl ,
A A B b R FIT RIZ TR B MR, HEFE EventBridge AEBRFHNENMNERRIAXNT X

B 19


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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MEENESITXE , BERET cron Bitkl, flan , BTG E £ 8:00 E1THET cron it
Xo PSTEENANE—NEH—, @BuLlEA cron RExR BELEE T cron Bitxl,

cron RIAXNAHENMNAZR SR AIEFERARK : 28, /Bt day-of-month, day-of-week, A , A&
—NAEFER “F", MR,

B’

cron(minutes hours day-of-month month day-of-week year)

FEB (=] BEA

pali 0-59 =

NS 0-23 =5

D ay-of-month 1-31 - ?2/LW

A 1-12 = JAN-DEC =

D ay-of-week 1-7 2 SUN-SAT ,-*?L#

F 1970-2199 =
BESF

- L (EF ) BEMEEHMME, £ ‘A" FBRPIAN , FEB , MAREZHE—A., ZAM=A.
- - (BF5 ) BEFAATEESE. £A"FEBH ,1-15 B EEEABW 1-15 H,
*(EE ) BENEEZFZRINAEE. E'Hours (Mt ) "FE&e | * BFEESN I, TREFRE
D ay-of-month 1 D ay-of-week ZEXHFEH *, MREE—NPFEAT , MMBAES —NHER 2,
« /(R ) BEFATEEEE, &2 FERP , B EA 1/10 IEEN —NNEHE — 28 FF
BNBANETo® (Bl , 11 2%, % 21 DHNE 31 28, KILRHE),

- ?2(RF) BRAATEEEMAR, £ D ay-of-month FEH |, BB A 7 , MR —EFHEM
— XA AR, MAT B A ? 7 D ay-of-week FEH,

« D ay-of-month 2 D ay-of-week FEHH L BREAFEE—NMNAS—ANRRE—X.

« D ay-of-month FERHMWEERFIEE IR, 7 D ay-of-month FE&H |, SWEEREBLZAE=X
IR,

B 20
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* D ay-of-week ZERFH # BEMFEE—NMTAA—BATEER -—RNBEXAL, flm , 3#2 EZAN
B-NEHNZ 3ENREN-  RAEREANE=X 2 REZARNZRENE-X.

® Note

MEEA # FA/F , N RBETFE day-of-week FERPFEN —MNRIEN, Flan , "3#1,6#3" B2
BE , B EHEBEBRIFNIREN,

]

LATR 7R 45035 BE a0 Al 5 A cron R3A X AWS CLI create-schedulef S REEE T cron BBt EIR.
HWRGIBIZET — MR |, ZiTRIE 2022 £F 2023 FHERENMNANRE—IPEHAE LS 10:15 UTC
+0 21T , HEAEMRSqsParameters{b iy B #RrEE @ Amazon SQS BAF| &iEH R

$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

Rk

—REIT X R RS EARR B N B EERN B Mt EBAABAR—IX. EventBridge BEZRHE
SR FRERERE (UTC) SiEE 2T R EEN N XHETRE.

® Note
—RMTRERRETNARERE | Mt AGKIKEES, RINRWE— R IERE
RN,

WA LAER at RIERBEE —XMITR. at RIEXHEF L S EventBridge cheduler A iTXI49 B HA A
BHRIZARL , TP

B

at(yyyy-mm-ddThh:mm:ss)
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BLE—XtEitRIet , B2 EventBridge ZHFgR 2 ZMEndDate BN it XIIEER StartDate,
=~

AT RGIEBB I E A at RIZXHM AWS CLI create-schedule@mSXREE — X HEit&l. Lt
TOIBIERT —NE2022F 11 B20 BETH 1 ¥ LE UTC 8 RIZT— XMVl , HEHAE
#SqsParameters{t# B #r3E # @ Amazon SQS RAF4&iE — B S,

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

H EventBridge F2 &2 HE88 LAY X

EventBridge AES X FELEEN TN XEEZEE T cron BWiTXIF —R#4itXl. EventBridge #E
BFEABRERMNSES BN (IANA) £ 05 XBERE.

f&Bh AWS CLI , B LAME - -schedule-expression-timezoneZ ik B HE H EventBridge 2
ZHBEB NN X TG ENBREREE, 6l U TaSelZE - NET cron Witk , ZiTREXLF
8:30 A AEE/ ALK EHRIL Amazon SQS SendMessage H#Ro

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone." }' \

--schedule-expression-timezone "America/New_York"

--flexible-time-window '{ "Mode": "OFF"}'

H EventBridge 2% HF88 LWV E A

EventBridge BEZ B2 B AR EN BERLZHUENE SR, HEFEZMNE@AIB3IE , 2128 cron
REXNEFEFFENBANE L, NSRS ENITRER. AUENARRERIE , £ RET
—R, FET2EEHA, AT HRAEEREREEN B HHNEE,

EventBridge BERHFR LB\ LT AR EEN N XK IFEEN AR L., WMREE America/
New_York ARELE it , Mzt XAVatE (LR |, BRI EE , @ America/Los_Angeles BYit
MEE=INEEEEFENRERETCRHTRE,

5l 22


https://www.iana.org/time-zones
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FHFE days REMHWEFERMNITR |, 0 rate(1 days) , days RR 24 NTHIFLERTE, X=
& , YESHSH—KRBES 23 MFREKS 25 /afat , EventBridge AERMHEE LIXFAA 24
P RITERERER,

(® Note

BEISHATHE  FENXFAXRTESH, IREEFTETE LSRN XEIRITR , A
EventBridge BZHS T2 AR AN BRERH. ETHEENERTER DA R HE R ()
UTC,

Bl

EZR—NMAE , BI7E America/Los_Angeles F{EA LT cron ®RIAXBIEITXI : cron(30 2 * * ?
*)o BITRIBRZER 2:30 EIEERXIZTT,

» Spring- forward — ¥EZFHEBIMERE 1:59 MBI B3N EZE 3:00 &F , EventBridge AE2F 2Bk
HRXNWAERA , HAEE-RIREEEETARTH.

- fall-back — KENBEMNER 2:59 @MEBZEZE 2:00 &f , EventBridge HAERIRERIME XL
EE 2:30 BT RN , EFLENBENER 230 BREERE.,

SO 23
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£ HIEZHES T EE HFE EventBridge &

T X2 %A Amazon EventBridge itXIEFCIE, BEENEENEERR,

BMTREBE —NMIYURER , ATREITXETHEMSRE, EventBridge BERRIH=FRAMN
TRl : &, cron M—XMHEIHK. BEXTRUTNEENESELR |, BHSHE HRIZEE,

BBt EERESEITNERAANEIR. BFRR S EventBridge cheduler X it XiE{TaI#A&RE
ZAAWAPIERYE, EventBridge AERXZEFAMELBEWEI  ERCEFBAKORZSETPHERL
APliEYE | WRBRA BHRSE (UTP) , AT 270 ZAMBREFEA 6,000 ZMNgE, BXEEH RN
BFZER , SR EEEK.

3 EventBridge AE ST A B M B INE X B B FRet | & 07 LA A A fb = B AL 4 SR EL B 11 R anfaTab 32 %k
W EiRFEEAMIEEEAS (). DLQEIRFKMRE T EventBridge A E S SME ix 5k MEBHHIRE , MUK
RERGEEHHE. ADLQ 24FER Amazon SQS BA % EventBridge HEsR , AT EEiX KK
RIEFAMNEGHEIEDT, BUUEADLQKRARENITRSZE T HRERNREIE, §XESER ,iE
2 the section called “Egi& —4 DLQ”,

AT WALKREIEARSIA. AWS CLI # EventBridge B2 RHESSEE H EventBridge 2% #F
SDKsH =61,

FA

- 7£ “BIEZHf EventBridge 88 P ERAERRAD

* 7 EventBridge AESEFHRERENNEEQD

- T REREFYPEE AEZTHERNEEBASI EventBridge

- £ “HEZRH FHIBRA EventBridge TR HE

« BETRMHA?

£ “HFEZ#E EventBridge 288° P E X HERRE

H EventBridge BZHERMRES : BAMNER., WTRAIEA UpdateSchedule ZERBH D HALE
— X H VA Lambda B¥rE9iTX.

fEARtUpdateSchedule , RMRMPAELENSH ., EventBridge BEZHBRLALRENEESR
BRENBREZH. MRFEEZIHSIRENSE , WEIAR null,

EX an gl ey 24
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

AR R IfERA Python SDK FlUpdateSchedulef®EREZASQSHEAEMRIL B ¥ Amazon 71 B #rHY
it&l,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

EX an gl ey 25
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# EventBridge AE P B E R ER AT A& O

MIRFERAREWNREE O EEiTXIet , S EventBridge cheduler £7E&i& BR AT IR E O WA A B¥r. X
EREEEMBHITRKIKAABGHERTREN. REXRENNEET2BERER , ARSI
MY AT S,

flan , MBEAGPZETRBITRIEET 15 2HNRENRBEED , e LEITRIAEZEH 15
SENEAA B, LT AWS CLIFI EventBridge BE R FSDKRHIA FUpdateSchedule A& /Ntiz
TR RIZE 15 D8RR E O,

(® Note

AN EERBERERENNAE N, MRAFERELIEI , FIEE OFF, MRFZER
B FLEXIBLE , M &AZU4E E it XS 1TRY S KSR R

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
houxr)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

BERENAREIEQ 26
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flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

ERAEERFTPEEHEZHRIERAS EventBridge

Amazon EventBridge Scheduler Z#DLQfE A YL &b {5 8 RA FI AR FZ I FEEBA S ()0 HITXIFTEZFAAHE
BirEt , AERF ST S E EventBridge A E4E 2 AR M B U R Y4710 B2 FI JSONE 3K fa %
EREIEEM Amazon SQS FRERAFI,

LT EBHEHISONFHAFREEH. FEESHALLEITRISH BIrMRIBHITHEER, MRERITR
FliE 7 EidKrE , M| EventBridge AERFARZREECHERBRENRARERXBNIEEEH.

AR =B A a1 4F Amazon SQS BAFIELEDLQN BFEZHE, RE EventBridge it X2 @I & #h
SQS&IEE B FTE NN R K Wk B SEE SE4. DLQ

F&

- BN 5#SQSRA S
- RENTABKIR

- EEERAT

- RREEEH

22 & SQSBEA

EDLQAITXIEE 28 , AN —MRHER Amazon SQS BAF, BXEATS#HSQSESA I
BAZIRYER |, B R (M5 £ SQSEAFIRRS T A EEr) FRIBIET DEEAS,

® Note
EventBridge B ZHF2 T X #FEAFIFOBAFI{ERN HIERHE, DLQ

EALLT AWS CLI i S8R ER S,

$ aws sqs create-queue --queue-name queue-name

feE—1 DLQ 27


https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html
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MERKI , FoEHEHFPEE QueuelRL,

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlq-test"

SIS , iIE TBAFIARN, HYRDLQJN HFEZRHE EventBridge it XEEARNR , {REFEE, BT
£ Amazon SQS ###H AARNF K EEEING , h AT BAEAget -queue-attributes AWS CLI &5 %
FKEHK

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

MR, ERERHEARNFF RIS,

"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"
}

ET—TH , ZRFRFITRIITASRMAFERNR , L2 EventBridge 1T X2/ @ Amazon 1£353E
FF4#. SQS

RENITABNR

=il EventBridge Scheduler 6 Amazon &IAFEESQSEH , BTN TAREEUTNREE,
BXRATRPITACHMFTRRRBENESER , BSREERTAC,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

RENTHAERR 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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® Note
MREFERITRIFZEFEA Amazon SQS APl B4R , MEKY EventBridge It XIITABTREE L
B$hn T PSR A BR

ET—%F , &5 #EH EventBridge BREZHHZEH ADLQHA N BN AR ZHEE,

EESEERAF!

EEEDLQ, B EventBridge BRERZHESREF AR EHINEITX |, S22 —/FHitkl. AWS CLI
Console

DLQfEREH aEE

1.  B3% AWS Management Console , AE1EF LA T8 ITF EventBridge IS8
EventBridge B2 & " #8% : £ https://console.aws.amazon.com/scheduler/

2. 7£H EventBridge R HZEHIA L |, SIEFITX , IMNUTRIZIRPERIBITRIFHTHRE.
3. ERE WAL , XTF Dead-letter A%l (DLQ) , AT TIREZ— -

o &R EEMN AWS K EFE -4 Amazon SQS RASIYER"DLQ , R/EDLAMN THISIFRH %
BIEMBAFIARN,

« EERFHEM AWS IKF B Amazon SQS BAFIEE S DLQ , AR5 % AERIBASIARNDLQ,
MR EEFEEAM AWS K HEIRASI | | EventBridge AR ZEFRR1ZHI &/ EE THIIR
ARNsHE RiZBA S

4. BEFEENEE , REERBITHHARF TR EKEEDLQ,
5. (Mt ) EEFHRERIMDLQEARFE , TMIIRPIEZEUTXIBH , RREEITFAEER

T LR FIEEA TR
AWS CLI
EEHUARIEEK , H6ERA AWS CLI

£ update-schedule T EHEMNITRI, FEZHRIER Amazon SQS BAFIEEE R
DLQ. ¥SEZARNNE I T FTE Amazon SQS RRHWIAMABERRITAR, FLHURFN
BEERNEECHER,

EEFEEAS 29
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$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

EFANEHITR , DLQEFER AWS CLI
o  EHEITR , BFEA create-schedule #f. HENUFESRANECECHER,

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxn": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

ET—Hd , £9EM AWS CLI KR BMFEESH. DLQ
RRIEEEH

MR, EAreceive-messagem TMNARRFEEEH. DLQEALAFER --max-number-of-
messages B REERRNEEHE.

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

MRKY , EFEINEUATRERUN@EE.

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCY@BZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWrMrnYgOGx/
BualLzOrFi2F738XI1I/
Hnh45uv3cab0YwS1ojPQlLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "@7adc3fc889d6107d8bb8fda42fe@573",
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"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",
"Attributes": {
"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",
"SentTimestamp": "1652490733042"
.
"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",
"MessageAttributes": {
"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/
DLQ-test",
"DataType": "String"
.
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"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"

FEBRREEMPRATEYE , SIABETE B #7178 A K MY o] 88 R (R 7 3 E 1T R HERR.

- ERROR_CODE— @& EventBridge HE#RM B R RFSAPIKBINE IR, ERIENRHA
| Amazon R E K 5= X TESQSEAWS . SimpleQueueService.NonExistentQueue,
R A T8 EventBridge EfRRIBmMS BT XIFTEZFAA B , WaBNEBEUATHEIRK
5 : AWS.Scheduler.InternalServerError,

» ERROR_MESSAGE— ‘@& EventBridge WM B R RFSAPIRBINEIRES . ERIEN RO
F , Amazon R EH4EIRHESQSRThe specified queue does not exist for this
wsdl version., MIRHETFitXl| EventBridge BFRIBMSHITXIEMK , BFEFEUTHEIRHE
E : Unexpected error occurred while processing the request,

» TARGET_ARN— ZH It XA B8y , RALLTRSFARNER : o ARN
arn:aws:scheduler:::aws-sdk:service:apiAction

 EXHAUSTED_RETRY_CONDITION— KRR AR EHEZIXFIDLQ, MRXKHE BRHHEIR
APIRATEHMEIR , MARKAMER , ML EMSE, MaximumRetryAttemptsil
R EventBridge it MEFEBZEN TV EENFAERZHRBDLAGFEREEZE
fEMaximumEventAgeInSeconds , HEWMREHE T EEITRKPEEN R AL BENEEE
®, MZEMTREEXLHE,

ERIENRAF , RONATURFEHERABANERERBAERNITXIEEN BIRAFITEFE,

£ “BIELH B MBR B EventBridge 2 & #E

BRI OB ELE B 3 M BR R F 30 N BR SR BR 1T Xl BRI BATR SR T 5% 20 4R 5 PR O R A 09 SR BR T
X, AR AEREBTR TN OEREF -5 %,

F&

o It XI5E A M ER

« FailBx
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T X 52 3¢ f= A Bk

W REAEE 4 S EventBridge cheduler FEIMEBEAHNERLZHER , BHREITRITRE B3
BRo EE—RBIEBTMINUNABZTERTRFIART BIUTNBENRARESD , BIIRBRATUBRE
FEKBEERXE 1T XI5 E MK B,

Nt RIEE B3 MIBRET |, TR F 4% L)X EventBridge A B iR EMIBRZIT R, X F—RMEiHR, X
MERREETRER-RBHFZE. NTEA rate & cron REXRENEH TR , EHITRIFEL
RBRARERR. ERITRIN&E —RARRRKIZILEIEEN EndDate XKENAA. MRENURIEE
T BZMERIEE , BR N EIEEEEndDate , W B EventBridge BZHEF T2 B M RZ 1T,

UL EERZITIRREBDINER , REERAF TN TR, UTIRNTBOFANIAFITRIE
B B 3 Bx.

AWS Management Console

1. 3TFF EventBridge B2 ZHEES12 414 , Mk A https://console.aws.amazon.com/scheduler/,
2. MitXIZI&RSF  EREHRENITL , RAEEREE.

3. MEMSMmIIKS , EFRE,

4. EURNERERE Fo+ , DELETENTRIIRFHTIER K REREFENER.

AWS CLI

1. IFAFHRTER,

2. f#H update-sch edule AWS CLI s S EFHIB IR , MWTAAR. ZWwHHRE --action-
after-completion J#y DELETE., M REHRIRECEAMBISONHEFENL T BIFEE. BE
Witk , XAREEMRURENNEITHEEN T RAEM TS E.

XE2—NERITK , RENEPFAH X, At , B LATERE --action-after-
completion ZHAEHIEELE R B HA,

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
https://console.aws.amazon.com/scheduler/
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F I BR

WMIBTBEEEEMNTR , AIEA DeleteSchedule R/EMIER,

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

BT RMTA?

« BXUHN Lambda F Step Functions BLEERILEFFNEZER , URETHUMAEABRAER
¥, BSH EE B,

- BX EventBridge AERFHRTFERBENAPIRIENEZER , 21 (EventBridge HEEAPIZ
) o
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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E HIEZHEHEE R EventBridge 124
HEH R ERXRHAL B EventBridge R ZHERY Amazon BRERZHERIR,

R AWS Ik MiT 7 —Ndefault BERHER A, EAEHITHE default ARECIEMEERN
TTRIA KRB, BRZAEFGIE 500 PNitRIE AWS K. 8 EventBridge Scheduler , &7 5L
BEMARERALBREE , MIARENAERH.

RERABENNX D K NENBAMEX D KNENEAKNIRE, EAUGIERE | A
B, RAE., MESHENTRETOR, Hla, ERILUER L TARERRMA TR FRE R

¥ : environment:production,

/A Important

BEAERZRRIDMASBEE (Pl) HEMBIZRBRER. FZ AWS BRSSHA LATHFRIR
X, OEKE, RETESHTRAERBBHE,

iR AR AAEMIRTS : ACTIVERIDELETING.,

BRBIEAST , BIALT ACTIVE IRFS. & LAE ACTIVE AFFRmitil. MIBREAR  RSLER
79 , DELETINGIE Z| EventBridge AR R HFRR TR AT R EXITRIAIMIBR. EventBridge HTE L HEESMIBREF
HAPRITRIE , BRKFPETERERAZES,

FERAATEFURITNAHNENARE, SZETUANARRESHAXK. &5 , SRR ZEA.
ES ]
- 1£ HiE X ¥k EventBridge 2 F 82 it X4

- EEERHHMBRA EventBridge i24
- HXAER

£ HE2 L #E EventBridge 23 ¢l 1T X4

EATXAMRERALEFHEBENHE THERHEN TR, EATSRE , LRGE IR
AFERRENEBRTIRS. R, BF—IFNITRSZAMEKEK,
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State
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® Note

SIBAR , BREMNZARBRITX , B TERFZIT M ERMARERK, AEEERCEITLY
B, I RN TR 5 A X BR.

E£—F  elEMITXIA
DREBNET OAQIEFHITRIA , HEAUTHRENEBITIRIE : environment:development,
AWS Management Console

EFACIEFELA AWS Management Console

1. &3 AWS Management Console 3T 7L B EventBridge $#2#A , Mk https:/
console.aws.amazon.com/events/o

EEMSMERS , EEITRE,

T RIETUE  EFReIEITRIE,

EITRAFAESMONBHRP , MAZANER. HIA, TestGroup,
BEREMDMITUATERE

o &~ 0D

a. IEFERMHFIRZ,
b. EEAR A WMALESBALBANBN. EAHED  ERLCHRITIAFRENRE | &

W A environment,

c. HE(Wk)d, WMAESTRALRANE, EXAHED , A ALHNNERHANE

development,

(® Note
SIBAE , AN ERIEAIRE,

6. EFRIEIUTRAUTHEE, BRFTEFERETIATIRF,
7. (%) ERBASEEAGE  BEPHTEANEEEFERRE,

® Note
BTt mE default THRIA,

B—F  tIEHITYA 36


https://console.aws.amazon.com/events/
https://console.aws.amazon.com/events/
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AWS CLI

EEH A AWS CLI

1.
2.

THAFNSTRAED,

£ AWS Command Line Interface (AWS CLI) & , #i ALA Rcreate-schedule-group@®
LLBIZZETH, S ERA—MrLEEIEA : environment:development, & LA LR
LHRLARIE RS RIBENVIT XA FTENWIREX H#1THRIC,

it B AR RNEER N ENE R,

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

HIAER T, BRFALT ACTIVE RIS, TE , BT SUTH I RSB0 R HAMXEK,
FH R KREAXREK

ERAU TSR EEE L - TPl ZRNAMEXEK.

AWS Management Console

BRI R S8 A X |, A AWS Management Console

1.

&3 AWS Management Console 3T 71 &3 EventBridge #2#I5& , Mt Hhttps:/
console.aws.amazon.com/events/,

EEMSMERS , mHFITR.
MItRIERS | EFQIZITRIAGIZE TR,

EEEUTINFAEEREL , BITREAS , NTHRIIRFERFANER, Hlm, &F
TestGroup,

BEEUTMEX, BRARE  RAREEEARFIUINTHALESENGEE. BXREEMITLIE
8, BZHR FEEM,

BERRARFEHNITR  FEREFREFITR,

RERITRI
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule-group.html
https://console.aws.amazon.com/events/
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AWS CLI
BT R ERAREK |, FER AWS CLI

1. IFAFNHTRTIFER.

2. M AWS Command Line Interface (AWS CLI) F#iALL T create-schedulefi®o. XfF!
B—NMYHEEEE—$5FERN sqs-test-schedule WAMKER, tbitXIGEBERILE
Amazon SQS B¥rEERFMASendMessageR{E, AENEEERITNEM,. BIHMAR
o

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression
'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

WMIE , BHFITRIE S TestGroup iTXIAXE,

£ ARELZHEHMBR B EventBridge 7248

ETXH | B ES A EA AWS Management Console F Bk it %148 AWS Command Line
Interface, EMIBREFART , ZBHA T —BEDELETINGA FIRAS , iEZ EventBridge HREZ HEESMIBRZ
HAPWMAEITR], EventBridge BRRLHERMBRBAPHITRIE , ENKFAPRFIBREZEFA,

(® Note

BIRAST , BREMNZETFBRIT , B EFZIT X EEMAXER, REEEXRGEITY
B, T RN TR 5 A X ER.

AWS Management Console
EfgRE¥A |, B EA AWS Management Console

1. E3x AWS Management Console ##TFF I 53k EventBridge ##I& , MitkJvhttps://
console.aws.amazon.com/events/o

2. EEMSMESS , EFITHE.
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3. HLHEE WEL , NI AWS KENIAFRATRPHRIEMROFL. IREBXEE
NEERNHE | FIREEMEE AWS X,

® Note
BT REM PR SRR RRIA L

1% AR BRAV A X RIRY B IEAE
IR BR o
BRI RIAXEAES | A ZANBHRAEINERNERE | RFIEERER.

FEitRAT RSP , RBTSRETN , RREWAHAINEEEMBR, 7 EventBridge HfE R HEER
BIBR S iZ A XBWAT B ITRIZ 8T , ZAFRFHRES,

8. ERIFIRAMNACHIER , HEFERIFER,

N o o &

AWS CLI
EMIEREFA , BFER AWS CLI

1. IIRAFNGSRRFED,

2. M AWS Command Line Interface (AWS CLI) F#i ALl T delete-schedule-group@s L
MiBRITRIE, AENEEEKR --name W{E.

$ aws scheduler delete-schedule-group --name TestGroup

MR, Wtk AWS CLI B EFR LR E KL,
3. ERIFZAREBLT DELETING A , BE1THT get-schedule-group i,

$ aws scheduler get-schedule-group --name TestGroup

MREIET , WERBRIRUTUATATNE S

"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",

"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",

"Name": "TestGroup",

"State": "DELETING"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/delete-schedule-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/get-schedule-group.html
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}

EventBridge 1t X FEM RS ZEARKNITRIEHERZLA. WREBXIZIT get-
schedule-group , M&WEIELT ResourceNotFoundException MR :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

RSP
AXUENESELR  ESANTAR -

« CreateScheduleGroupEventBridge 1AE 85APIS Z R VIR E,
« DeleteScheduleGroupEventBridge fEE 88APIS # F Y12
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateScheduleGroup.html
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£ EventBridge AE P EE B #x

LAF EBHR T A% EventBridge 18 E 25 £ AEARIL B AR B B4R , HRM T 8 AWS BRSEH
Bk , SEWLAMER EventBridge ESRNVER BIrS M EX LRSS

B BFR—H&x D AWS RS ( FlanE 5#SQS, Lambda F Step Functions ) HFH—4HE WLAPI
BE, Fln  EATLUEIS R #E Lambda B Invoke APl 2 4ESREMZEERARN |, & A B FRRA ST
Amazon SQS ARN HJSendMessagei®{E{EN B #7,

BERAENMR—ATEELNSE , AFERITFSEZ AWS RS BRAE ZHAPIRIESE, Hlin | &ALl
£ EventBridge 1T X FHEA BFSH (UTP) B CreateQueucREBIZEFTH Amazon SQS BA
B,

EREERCERSIBABR , ENTTRIXAENAAEEE N BIRWAPIRYE, &7 UBE M0 it X
HIITABFIENRRTERILRE, Flan , ZEHAHE Amazon SQS BSendMessagelR{E , M @NITH
B FITsqs: SendMessageREMNR. EAZHIBRAT , BUUERBRRSZHFN AWS £E
KERFAMBENNR, B2, ZUAUMBRECHESAEEERE , KIENHWMERTACHIAER
BER IR BN PR . AT EBUER T REWR(Y B AR B FE A B #r3R BRI R B9 R4l

EXRNITHVRERTEEBNEZEER |, 15 H the section called “IREHITAR,

£

- £HE 25 EventBridge £ #E MRt B ¥5
- 7£ EventBridge HE ST FEABEABR

* 1 EventBridge AESEH M LETXEMH
o ETRMHAL?

£ E 23+ EventBridge A& B 5

ER{LB R — A0 AWS RS ( HlanE 5#SQS, Lambda H Step Functions ) F# —4H E LLAPI
B, Blin | EALABE R AR ER Lambda B InvokeR/EARN |, =& FRAFIARNRE [E)
Amazon SQS H¥SendMessagei®fE. ERERIRILBFR , BAMEITRINHITAER FHITHIRAPI
BAER IR,

EfH AWS CLI i E#F —4 EventBridge AE 2 A REEH N E B E IR BFRSDKs , IREEEER
TABARNN AR, BHRERN. FL EventBridge ESSEXEE BARMNALER A | X TR EERL
Bir , REERNZENEE—AEEGHMEBIETNE —SH. ARNZEEZARNAERC B inERE

ERERILE oy


https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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ER , S EventBridge cheduler £ B3I RIREBE R A IZRSZ W ZIFNAPIRE, WRFE EventBridge
Scheduler £ 31 fRFAPIAIT R RIBVIRVE , M ATHF1Z B ¥rELE 7B A B #7.

LAR 2 S EventBridge cheduler XFHFIEER(\L BN TEIIR , UREBN BN —XKRSHBE
(WMREA ) . NENSBELEFEEE  LEE (EventBridge BERAPIZE) HHAIEF B AL
FER

* CodeBuild - StartBuild

* CodePipeline — StartPipelineExecution

« M 5# ECS — RunTask

« B8 : EcsParameters

* EventBridge - PutEvents

« 33 : EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

* Kinesis — PutRecord

« B8 : KinesisParameters

* Firehose — PutRecord
 Lambda - Invoke

+ SageMaker — StartPipelineExecution

+ ¥ : SageMakerPipelineParameters
e 5% SNS — Publish
« G SQS — SendMessage

« B3 : SqsParameters

» Step Functions — StartExecution

£ A LA RBIRE S t{a e B AR RYER(E B #r AR 8NPk B R E RV IAMAX R
Amazon SQS SendMessage
Example 117 & & 8 PR 5% %

"Version": "2012-10-17",

"Statement": [
{

Amazon SQS SendMessage 42
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https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EcsParameters.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EventBridgeParameters.html
https://docs.aws.amazon.com/inspector/v1/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_KinesisParameters.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SageMakerPipelineParameters.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SqsParameters.html
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"Action": [
"sqgs:SendMessage"

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS
templated target");
}

Lambda Invoke

Example .17 & & 1 PR 5% %

"Version": "2012-10-17",
"Statement": [
{

"Action": [

Lambda Invoke

44
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RAriEmE

"lambda:InvokeFunction

1,
"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

lambda_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

Lambda Invoke
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public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

Step Functions StartExecution

Example .17 & &1 PR 5% %

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"states:StartExecution"

]I
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"Effect": "Allow",
"Resource": "*"

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" 3}" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
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public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");
}

£ EventBridge AE s FEAEA B 5

BREME—ATEENNSH , ATFERNTFLZ AWS RSERAES ZHAPIRIESE, il , EaTLAE
AERBHFRSH (UTP) B¥CreateQueucRERIZEETH Amazon SQS BA%I,

EFEAHEF—MNTRIER AWS CLIRZH EventBridge iTXIEEEA B¥rSDKs , BEEIRELUTE
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* RoleAm— RRZEARNA T EHRHNRNTAR, SEENNITAGKMEREA TR X AIAPIERAE
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« Arn —ERZARN , BELEEMNMHAPHRIE , 88X T : arn:aws:scheduler:: :aws-
sdk:service:apiAction.
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search
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translateDocument
isAuthorized
invokeModel
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I N

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqgs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
Sdnput("{\"Input\":\"{}\",\"StateMachineArn\" :\"<STATE_MACHINE_ARN>

\"}")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name("<SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}
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« <aws.scheduler.schedule-arn>— B}E RARNS I HEAN,

+ <aws.scheduler.scheduled-time> : &R itXIigERE A E B rrVRTE |, Hil40
2022-03-22T18:59:437,

+ <aws.scheduler.execution-id>— EventBridge HESRAEXZRXBHA BRSO ENHE— D ,
filgn, d32c5kddcf5bb8c3

« <aws.scheduler.attempt-number> : A F#riR % a0iE AN =i BA9 1T 588 | flan 1,

WRBLERINA IR — MR, HitREBRE oAtk —R , A Amazon SQS SendMessage #1E
ERBA B, HEIEXZE schedule-time W{E,

Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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F AR =
REAE =
RSHEXAE B

E2ME 7 # EventBridge AERMEM AWS BRFMAERA KSHIAMIIEE |, §2H (IAMAFE
M) IAMR S 2R EFERNAWS BRS.

ARERHRNET 5K EventBridge
XHFETEMNER : =2
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ETESHNRBETUAMMBIS M (HIWAMAF, AREARAE ) BHISONMREM Y, XLEX
R IZ G A S A ARG T BLEFFRRITHERE, BTRNMFUEZETSHNKRE , 55
FIIAMA F s PR B2 IAM KBS

ERIAMET S RRE BT UEEATRIELNREMTR , URAFSIELEENTG, BTE
HETHEONRBPEEESE RN CERTEMMWASSAE®, BT H T EISONKH A
FIBERE , BZRIAMAFEREHPHIAMISONEKRB TEZESE,

HRERHSENET 5K KB =5 EventBridge

EEFET EventBridge AERF SN REN TG , B5H, T RAEEFREAETSHIER
EventBridge

T ERR ™ EventBridge E TR RHIFKRE
HETHRROER . &

E T HIRATISONK RS 2 IRM N E FIRHYRBE XA, BT RHRN KN R SEAME BEE R

Amazon S3 FEREKE, EXHETARNKBHNERES T , RSEEATUERCIREFHNBFER
BREVEE . XN THEERM IR FIR |, REEE IS E A A SN 2R RINAT LR EARE+ LARMN
THIT, BUFEETRENRBEPEEEE, ZEREATUEEKS, AR, A2, KSR/ AWS

e

ESABK/ERE , SBRUHENKFHS —NKSFHIAMEGEENE T RROREFHELEA,
HEKSEARNIFETHRNREARBUEEXRRIFN —F¥ME. SZXRANRELTFAEMNE
B AWS K/, AIEKF FNIAMEERAELAEAZEARE (AFHAL ) RTFHRIARNNR, i
BT FET F DR INB KA UR TR, B2 , MRETHIRAYREE G E]— MK F Ay E®ER
FUHAKER , WAREFANETHONERE. BXESZEE , H5HE (AMAFERE) IAMAE Y EIK
PR IR R AR

EventBridge AR ZHF 2 F BV KRB IR1E
TREKRE B

EE R WLER AWS JSONKEERIEEERNGRMT A, UHEY , BAEMAK TN AR FRITER
1, UREMAAZRHETHIT,
JSONZREEActionTURMR T Al A TR M R VFSIEL B RIFVIRIE, RERFBESXEHN AWS

APIRIEER, BB —EHI | FlaRBEEAPHREN M RNRIIRE, &8 - LEREFEERKESP
MATZ MR, X LM IIREFRF M RIRAE,

ERE P IS REURFIITRERBENR,
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E&EE EventBridge 1T XBFREIIR , HSH (RFENSE) T Amazon EventBridge 1T XEF
EXHBRE,

EventBridge it X2 7+ REHREERERFERA LT AR :

scheduler
EESENMNBADEESWMRE  BEAEZSHEENRT.

"Action": [
"scheduler:actionl",
"scheduler:action2"

]

B LUERBESR (*) BESMRME, Fln , BEIRELRIE List FFKNFAEIRE , @FEUTER
1E :

"Action": [
"scheduler:List*"

]

EventBridge B2 ZHEE5 Y KRB R IR
XEFERBRAR : 2

EE R WLER AWS JSONKREERIEEEANTGRMF A, WHMRY , MAEMAK TN AR FERITER
&, AREMH ARG THIT,

ResourceJSONEKETRIEEENAREN—ITRZ I TR, BAXIEBE Resource 5
NotResource t¥E., REMER , FHREMN Amazon BREAF (ARN) RIEERR. N TZFHE
BREE (MR BRBERENR ) iRk , BIUBRITHIRE,

NFAZEFRBRENREORE (WHHRE ) | BEABES () BEREINRATHRERER.

"Resource": "*"

E&EF EventBridge iTRIBFERER R HFIKRARNs |, TS5 (REBENRSZE) B Amazon S
EventBridge cheduler EX MR R. BT BET LN B EIRIEEWLRIE , ESH Amazon S
EventBridge cheduler & X #J3E4E. ARN
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EEEET EventBridge AERFEHNREN RS , B5R, TREEFTFERET S MR
EventBridge

EventBridge H7#E & HF28 0V RISk 4
XEFRHETRSHRESRFR : B

EE R WLER AWS JSONKREERIEEEAN TR A, HHMEY , WA EETTUX T LR RNITER
1, ARIEMA ARG THIT,

£ Condition Jt3& ( =% Condition R ) 1 , AIEEEERAEMMNEH. Condition TERAE
N, BUUEFERAZGZER (i, FFHNT ) BEHERER , UERBPHNFESERPHE
MEE,

MRBE—MEAPFIBEZA Condition THE , REEA Condition TEFIBEZ/MNE , W) AWS
B AND ZEIREHEN]. REBRNENZHERIEESNE , NFERIZBEORIZENR AWS 4%
., ERFIEINNR B LTUHE BTGNS

EERESEN , fEAUERASNETE, flil , REERRLFEIAMBFRNEFRZH |, B REE
IAMAFPRFIHRZERONRE. BEXEZER , H5H (AMAFER) ﬂPE’JlAM%HﬁnS& - BE

R,

AWS X EERFHEZANBETRSHFZMHENR. BEEEME AWS 2RFMHE , F5H (AMAF
B PHAWS 2 /&4 LT XES,

E&EE EventBridge ITXEEFZHREYR |, BSH (HE%&*X*%>> ) Amazon EventBridge it %2
FEUZH, ETHRETUFERZGENRENRIR , iZH Amazon S EventBridge cheduler & XK

EEEFET EventBridge AERF SN REN TS , B5H, ERAEEFREAETSHIERE
EventBridge

ACLs#E EventBridge A E g5+

*#EACLs : &

TREFIFIFR (ACLs) ZHMLERIEA (KFKA. AFHA® ) ARBAERK. ACLsEETHIRM
REERL , RECNFEAISONKEE KN,

ABAC{E i EventBridge E 25
XABAC ( EBE TS ) @ 2%
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ETRERMENERES (ABAC) B —HETEME UNRHRNEK, £H AWS , XEEERNIR

XL, BALRAIAMESE (AFRAR ) MiFE AWS BIRMNRE ., HEZERMTRANFERNE—
%, ABACRJG , A LLRITABACEK B , AT EZFEANRESMAITZIR 15 R 89 R IR £ RPRE PT g
HATHRAE.

ABACHERZH KM EHRRER , AP THRREERTEEINUNER.

EETHRZEEEHER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBMANZHTEPREFRZIER.

MRENBRSEN TEMBERREBIFMAX =GR , IX T RS  ZEAR. DREMRSNX
X T RRREZFREX=FM4E , WZENHD

BEXNEZERABAC , ST 4LEABAC? & (IAMAFER) 9. EEFELRESRNHUE
ABAC , BZFIAMAFEEHNEAE T EMENHRES (ABAC).

1t EventBridge HEZHEas &£ A G BT IE$
X 1 i A A AIE

HIREAIFHER R R , BL AWS RS TRER. AXAEMER , SEWL AWS RS ERATIE
FHEH AWS RS |, EZH (AMAFERE) IAMAR &R T IREHES"

MREFERRAF BNBBZANEFSERES , W AWS Management Console A # 2 IREHEF.
Pl HEAWS RN EREFR (SSO) #E# TR , ZEERLE30IBIGFHESR. HEH)
RAFREHERERE  ARURAGK , SE2E30BIGREIE. BXURAGHNESESR , FSH
(AMAFER) FRRIIAE (25 ).

A LAE A AWS CLI S F 3 Bl IGEHEF AWS APl R , B ERIX L IGeE BT
AWS, AWS ZWEFHBERIGIES , MAREAKBERNEZER, BXEZER , FHADH G
Z2UFIAM,

HIE RS B RS 4Kk EventBridge X R
TERELIFRATE (FAS): 2

YIERIAMA PP R A BERHRITIRER AWS |, BHANEIREA, FAXERSH | BURELSHMIT—
M, REUBREEEMBRSHEN S —NEE, FASERRAAZIEANNE AWS RS EAKE AWS
RS B R ERS A EHIFERNIER, FASRESERFSUIZEESHM AWS RS SRBERXRE T BETHH
BERE , FEEHBER, EXHBERT , BLTMEERITIFEMRENNR, BXIEHFASERN K
KRiFE , BZRAERATRSIE,
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EventBridge BREZHBHN RS AE

xEFERSAE R

REIAMEERBRSREEHTRENAR. IAMEER ATUERDBOIE., ERFMBIBRES A BIAM,
BXREZEE , 550 (AMAFERE) AWS BRSHEIE A B UEERNR,

/A Warning

FURESHEHNNRTEEAF M S EventBridge cheduler B9318E, REE S EventBridge
cheduler RtEXESHN Y RERFAE,

HEZHFRRYARSSHX A & EventBridge
XERSHERAR &

BSHEXRABR-TERSHEXEKN AWS BRFRF AR, BSTURARKENTRENAR. KBS
BXABHNELZNH AWS K- |, HEBARSHAE. IAMEER AUERERREERSHEXACH
R,

BAREUZFEERSAXBAECHEAGE , BEREZESIAMERBAWS RS, ERPEREKSHE
KXABIFEE Yes KR, ERERHEUEFTZRSNBSAXABH,

FREREFPEAET SR KE EventBridge

RABRT , ARFMASLTNAERIE N EventBridge BRRZHEIR. MA1tLFTEZER AWS
Management Console, AWS Command Line Interface (AWS CLI) #1T1ES AWS AP, ERFH
PXHPERFHRATRENDR , IAMEER ATUGIRIAMER, A5, EE 2 7 LUFIAMEREE 7 N E
A, ARATUKRKAAE,

BT A6 AR L RAIR B XA I RIAME T B 4 WISONKE | HSRIAMAFER 8 82 IAME
%O

AX EventBridge It XEBFEXMWRENERER (S BSHERRELENER ) NWiFAEFEE , ESH
(RETBWNSE) M Amazon S EventBridge cheduler BY#2/E, R4 %4, ARNs

ES]
- REERESKE
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- EventBridge HE 23R

« AWS EventBridge AR R R F BV 1L B R BE
- BEFEEW EventBridge HIZ R HEES R I

- AWS REXRBEH

REERIEREK

ETEHNRERE T EARBAELHIKS P alZ, 15RIZMER EventBridge BRRZHRIF, XL&
BRFTRRSME AWS IKFFERAE. tIZREEET S HNREE | HEEUL TERMEI

- FaER AWS RERBHEORENRNE — EFBRAFNIEARR TR , EEART
LENAFIRTFIRHAWS RERE, SIIERNRAFITH AWS kP, BMNEWEEDE i
NENAGIN AWS BEFREEXBRE—DRINE. BEXELEE , FZH (AMAFER) &
MAWS FEAWS E R rE = TEERBEIREE R,

« MASKENRRNR-EAIAMEREIZENRN , XBEFIRITESHENNR, Nt , BULUE TR
EZFGTAUANBERBRITHERE , O IRENRTT. BEXxEANANRAMPNESZEE | &
S RIAMA F 38 EIIAM 1Y 25 BE F1ALBR o

o fERIAMEEBE FR B S 43t — 25 BR 5117 [7] AX BR- 42 AT SA7E SR B AR 078 0 5% 44 LA BR #I % 488 4 R0 B2 R A9 177 1)
R, Bl , BRI URE — N RER M RIEEMBIERBLAFEHKIESSL, MREBRFERERE
SHENARNERN , MEATAERZERE TN RS EENTHENERE AWS RS , flmn AWS
CloudFormation. EXEZEE , HZH (AMAFEE) FMIAMISONEKRE TE | &4,

- M A 1AM ccess Analyzer BiEEHIAME B U RN EHN L2 IBEM — A IAM ccess
Analyzer 2KIEFH NI B RKEE , LUERBEFSIAMEKEIES (JSON) MIAMEESE
. IAMAccess Analyzer 27 100 ZURBEREMUTTHRWN , UHBEHELZEMEANE
B, BXEZER , 85 (AMAFIER) HH IAMAccess Analyzer ZREEH I o

- EEZBEHHRIE (MFA)-INRENIZEEEIAMAF DR root AF AWS IKF |, BITFMFAURS R
2, EERMFAAREAAPIRE | BERBPRIIIMFAZYE., BXEZER , 28 (AMAF
B PHEEMFAZ R AP RIBR.

BARPREMENESERIAM , BZHR (AMAFER) IAMEBH Z £ &EREK,

EventBridge 1 E 25X R

EFIAMZERA (AP, A5A% ) % EventBridge BE SR RIE TR H BT 25 & ik E]
EventBridge AERFRIRAPI , ZHEALTEENRREE RN —ERR, &7 SRR E AR T/EER
REEBIX LR, flan , XA EventBridge AEREFEZHAERTINAITXIFIRNAFNBCTERE
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WA iZCreateScheduleAPHREFTEMNMNIR, RMNBWEABETHHHNE , LENREHKER
& A PR o

LT3R ERT EventBridge TR F /Y 3R & EAH R A X1 AV R 1E
- itXl

* scheduler:ListSchedules
* scheduler:GetSchedule
* scheduler:CreateSchedule
* scheduler:UpdateSchedule
* scheduler:DeleteSchedule

- iTRIA
* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup
* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource

] LAE A EventBridge it X FHNRRCIEZEBCHEFSXTERE , LU{FS EventBridge HEEZHERR —
BEMA, SZEAUERAT—THERN AWS REXBRANELRGFRTFLXLENNR , MEESEECH
RAE,

AWS EventBridge B ZHREFHEE R

AWS Bid R4t AWS SIEMNEERENMIZIAMERBKBRTZSENAG, £E RIEWIRNTE K ,
AHNERERAGERTLENNR , tBFBAEREBENR. EXEZEE , H23H (AMAF
EmE) FHAWS HERK, BALURUT AWS RERBIMEIKFHFNAF , SEREXRBEET
S EventBridge cheduler :

« the section called “AmazonEventBridgeSchedulerFullAccess’— #2414 , B#FX
EventBridge AERFHN T LA EINR, API

« the section called “AmazonEventBridgeSchedulerReadOnlyAccess’— #F X} EventBridge H
LM RIRF RN R,
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AmazonEventBridgeSchedulerFullAccess

AmazonEventBridgeSchedulerFullAccess# & R E T3 it XIF EventBridge It XA FEAFE
ARERHREFRENKR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}

AmazonEventBridgeSchedulerReadOnlyAccess

AmazonEventBridgeSchedulerReadOnlyAccess EEREER T RIENR , UEFBBXEMNITR
MitRIA B 1FEHE R

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"
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"Resource": "*"

EFIEER EventBridge B & HERS K HE

ER LT R PIA EventBridge iTXIEBF IR EHENEFREERKE, ELEEERRAERETAN
TFERRE , (IR T H B\ B A2 M A P P R AV R AE A R R Y AR

£

- {40 : CreateSchedule

- 3N : GetSchedule

« #lf0 : UpdateSchedule

« 530 : DeleteScheduleGroup

f5l4n : CreateSchedule

BB , BUUEEREAZFEENZALREAZT - EENELX EventBridge AWS E
M Z A TR DB IE S TN,

LR A EARER AWS HENZHACIEITRINANE, AN AWS HENESR , AWS A2
NIEEE AWS Key Management Service (AWS KMS) L &EIR , At B EEHMNRE TSR E
AWS KMS,

"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
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},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

EAUTEBATERACRITIHER AWS KMS RFRFREEZMARITNE.,. EEATFREEESR
ZERABAERGRIEKS FE) AWS KMS B, WRERTFHEMEEKMSERANLENR , 2%
A T 0% EventBridge HE R LM HHE, HE , BALERABRER (*) REFHKSPRAERHIE
LEBMEXCE R T E/ L FNER.

"Version": "2012-10-17"
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Effect": "Allow",
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"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,
"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

5l : GetSchedule

{58 A LA T SR B 7 VF EARIRERAR X 1T RIRY 15 B

"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
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]

40 : UpdateSchedule

FERUTERBEAFEEEIT AR scheduler:UpdateSchedule BEXREFHITR. Stk
flCreateSchedule , ZEBEARATItXREATFAFRAERHERETFAAEHRHHATMER, AWS
KMS AWS B #F4 M TFEE THITR AWS HEWZL , BERAUTRE -

"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
1,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

NTERETEFEENBHANITLY , BERAUTRE. EBERESEATERATREKS B AWS
KMS & IRAVEIMXER
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"Version": "2012-10-17",

"Statement":
[
{
"Action":
[
"scheduler:UpdateSchedule"

1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
I
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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RAriEmE

}

f5ltn : peleteScheduleGroup

FERUTREE A EAMERITRIA. WBRAR , ESBBRSZEMREKE TR MBRIZE Y I ok 4
TR ER RS ZAE BRI ANR, R IRFEANIBENITRIA AR ZEAPHRREITRIERA
scheduler:DeleteScheduleGroup EERER :

® Note

EventBridge It XEF A XN EMTRIEERRRBINR. Hlm , A TTEAGER , THNEE
HEER RIS

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "scheduler:DeleteSchedule",

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
3,
{

"Effect": "Allow",

"Action": "scheduler:DeleteScheduleGroup",

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
b
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::123456789012:role/*",

"Condition": {

"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}

}

}
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AWS IEE R EH

B iR =p:
the section called EventBridge Scheduler 317 2022 £ 11 A 10 A
“AmazonEventBridgeS W IEERBN X, ZRE
chedulerFullAccess ARTRAPZLBEREAERR ,
T E R SIEUTRIFNITRIA
the section called EventBridge Scheduler 3817 2022 11 A 10 H
“AmazonEventBridgeS NFIEERBNW IR |, 2R
chedulerReadOnlyAc BAFPRTNMERRE (21F
cess ”: HIEEXR T RIFITRIA ) §9 REETH R

BR o

EventBridge HE L HE2RTTtH EventBridge it XIFZFFF 1R IR 2022 £11 A 10 H
BREREE o RE AWS HERMIEN,

EventBridge 18E 28 PR BIFFufs 2L

BERERNER-IM22ERE , ITFEFRFEIITNRNXETRSIEEERESNRNKAENIT
TR, EF AWS , BRFEGTRLSERANBIFRE, — MRS ( FURS ) BAS —TURS
(FRBRARSS ) Bt , ATRESREBRSEL, ATRNEARS , EAENRUERMER T ZRSET
RMALFERBHTAN S —NEFNEFREITERE. ABLEXFER , AWS RETHEBERFFIER
SHBENTE  MXLERS RS EEERNRTFKS HHRR.

RIMNBIELWITRIMITAEPFERHaws : SourceArnMaws : SourceAccount 2 &M L T XER4EFR
BR %l EventBridge AE R FHMRFZ HRZBBRHANE, RERFEF —NEREBERSHRMEX
B , A aws:SourceArn, MREME RIFIZKF AN AR IRSERS EHREMRRE , B6EH

aws :SourceAccount,

B BALNEIFRIBN S ER L EZREAEE LM RIFMNLaws : SourceAtnARNE &4 £ T XE4H,
DT EHRBTFEANITRIA : arn:aws:scheduler:*:123456789012:schedule-group/your-
schedule-group

MREAMERFRNLEARNAE , AEERES/NAR , BEATHER
BLfF (*) Waws:SourceArn2 R E T X ZHREERRRAHAEBD . ARNS
0 : arn:aws:scheduler:*:123456789012:schedule-group/*,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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#{Eaws : SourceArnA M2 & EventBridge R IL AR EARNEIM AR HE4AH,

/A Important
AERiZ aws :SourceArn BEARBEEREN S ENITRIHITXI B BT8R, ARNIEIEE MY LM
=T XIE,

LT REERMASEABITABEEEREEDHN aws : SourceArn Ml aws:SourceAccount £ B5& M4
FTRXERBERERERE :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}
]
}

Xt Amazon EventBridge B2 ZHERE 70 5 13 #15 (7] 3 1T X BEBEBR

FERAUTEERBEYELMANESELA EventBridge BIEZHESRI ATREIBRIMNE LA |, URIAM,

£

« LML “ EventBridge BI2ZHE” FIITIRIE

« RFIMIAIT iam : PassRole

o BREBATFRUINBHA AWS K 5B FEE EventBridge HEEZHERIR
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ETIE “ EventBridge BRERHE” hHITIRE

MREWRERRER , RPLTDITEMRE | WELFER RIS RITRERE,

YmateojacksonAMAFZREREFIAEREEmy -example-widget BRMNIFAEEERERE
IR RAY , M HIMEUA T RHIEEIR, scheduler:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetlWidget on resource: my-example-widget

FEHBERT , Mateo BIREEAMEF AR FHMEHA scheduler: GetWidget &EE my-example-
widget &R,

MBAREERE  BFHRIRENAWS EER, FNEERAREMEZREITINA,
R 1T iam : PassRole

MBELRIEIRHEE | BTRETNMITiam: PassRoleiRfE , MISMEHIENFER LA G BN AGRE
%4, EventBridge A5,

BE AWS S AT ERIEAGKRZEAZES K MTAREURFTNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

LHEZAMIAMA Fmarymajor=idFEAEHI A 1E S EventBridge cheduler FIITIRIER , 2HIAT
THIEIR, BER , REXMEERFSACAHRER FHNRST THITIRE, Mary FEBERNABEEEIR
SHIRBR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT iam: PassRole #B1E,
MBHRETHE  EHRALEWAWS BER, ZHNTER REMEREITN A,
BB ATFRIUANA AWS K- 1758 FKAEY EventBridge B ZHER IR

ZAaOR—-1M A , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEY , TMUEEAG. X TXHETRIFRA R EZEH SR (ACLs) WARSS , BTN
158 P IX L5 SR BE (0] ATV HR T 13 (R 8B B R BV A PR

R =7
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ETHRESER , FZEAUATREA :

- ET# EventBridge BRI R B X FXEThEE , S EventBridge HE&5H T/E/RIE IAM,

- ETHUOMAREXNSHENERNIERNR , EZH (AMAFIERE) R AWS IKF mEMwIAMA
FRETRNR. AWS K~

- BT HROMMEE=FREMNEHERNIERNE AWS kP , ESRIAMAFEREPHNEE=FE
HiFER. AWS Ik

- ETHRUOMABIREFARIERBFRNR , F5H CAFER) PHRELINBEHRIENASRE
HTHRRR (BRESHRIE ) . IAM

- ETHRERAACHNETRENREHETERFIFRINXE , S HIAMAFEREIAMAP B B 5T
7 AR

Amazon EventBridge 1t X2 I BIFE R

AWS 2 EFREEX 9 EFREEEERF Amazon S EventBridge cheduler FHY BRI, AR Fr
R AWS |, ARRFEITAEARTHSKEMZEH AWS Cloud, BAREFNIEEELERER LW

AERES, BEATEFMEAN AWS RS NLLEENEETS. BXBERVNEZER | &

SRBFERIFAQ, BXMMBBEBRIVEER , BZHRTAWS HIBERMFNAWSELGDPREE L

WIEEXE,

HTFHERFEHN , RIOEBUERTF AWS IKF ZEHEA AWS IAM Identity Center 2t AWS Identity
and Access Management (IAM) RENARAF. X , SNMNAFPRREBETHIERRAMENNER,
BNEBWEBIUT AR RPHIE -
« NEBNMNKFERAZESHRIE (MFA).
« EASSL/TLSE AWS RiRBE, RIMNFETLS 1.2, BIERA TLS 1.3,
- FEAAPIHTIREMAFESN1EK AWS CloudTrail,
- £/ AWS MEBBRAFRUREFHAERINZSEZH AWS RS,
- FRAERIEEZLRS (HlI Amazon Macie ) , ©EBIT XM AR Z#1E Amazon S3 HEV U
B
- MREBE AWS BEGFTRERGRMEE FIPS 140-3 2 KIEH INZERAPI | 56 Hiw
Ro FIPSEXTHRAFIPSIHRNEZEER , BSRKIESLENRE (FIPS) 140-3,

BB UENZ7HIZEERBRAGEE (MEFFNE T4t ) RARERABHEAXAEFTER
(MEMRFR ) ., XBEEEREREE. . APIS AWS BRS £/ EventBridge 18 E 273 H b iR 4E8T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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AWS CLI AWS SDKsTEAFEMH SR BRI NAZERPRANTABESR TESATiTtRR2
A&, MREBURLAIAIPRSSFIZME  RIEZIBWETEEHRILEEREEE , URLURBIEEX ZAR
£ BMER,

EventBridge 88 19875 M5

RIS 48 Amazon S EventBridge cheduler 1A iN % M B IR B2 S HIE. BARERFHE
EventBridge HESMBRSHNEZHH P EIE. EventBridge BE S AWS Key Management
Service (AWS KMS) &£ , AIEAMZEMFR SN BIE, AWS KMS key EventBridge AE 88 X 5™
KEWKMSEE - AWS HENEHR. NEFEENER.

(® Note
EventBridge 8B 87X XI5 62 A X 7 N 22 ZZ 4AKMS

AWS HENZAR AWS BRSHEHEENA TS AWS IKFHKMSHEH. RE AWS AN EH
EventBridge B ZHEERF AR R FHELH AWS IKF # |, {H EventBridge BEEZHEBSERAEIIRR
PENBENEER. BRINERT , S EventBridge cheduler {# f B A 248 B MR R IEHI AR A 3R
AWS ZEFEE BN AWS BENES S HIH KR, XS EventBridge chedulerf£f AWS EH
% RRFENHBEN , BFRFEFA%A , HEXEZANEAETITALZKS H AWS KMS &
B — B2

BEFREZEKMSHARFREL AWS IKFHFHRA , HECE, HAENERXERA, IRENKEE
R ZE SRR H FH R IE EventBridge TR F LR P HEEBEHMEZEZRSR  WATUEATEFREEZER.
MREEFRBEFRERR  BUNEREARE, EFrREEBHQAFEARURBEERERLRAE
WA, EAZFREBHAEER AWSKMS BN —82. BEXENMNESZEER , 5ZH AWS Key
Management Service .

F&:

- EH4

- EEKMSH4A

« CloudTrail &4 =4l

nEZ ¢

THRMEIRT S EventBridge cheduler X ESHIEH T MEBNRERE , UREXFENEIINKMSE
LR,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/customer%20managed%20KMS%20key
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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RAriEmE

HiERE

BRAE (&K
256KB )

PRRRFAIRES

T RIEE

BirELE

HANMABITHEE

iR

SEREERMNEE
FREV 1T R B T RIRY
TargetInput Z¥
FIEERNEIE,

T R B9 E — B FRAVIR
S(BR. BR)

ItRIRER | flE

it X rate = cron
F®IEX , —REREA

RYBRI S , BAR 1T &I

WITHR AR, &4%XA

HAFIRT X,

B #=x#Y Amazon &R
Z# (ARN) LA R HAth
SHFRERNE E1F

ll%o

RIBHVET A EECE .
T RIB B R EAR
AT RURFHITEE
BABI i A1E R

AWS HE N Z4H

*#F

X

>

>

x

B REEES
%#

T

T

T

TxFF

EventBridge 1 EFRFTIR , Scheduler REMBZMBEZEBEHRABEN T ERALNEARERH. IRE

EREREFIEE®R |, S EventBridge cheduler 23 B AEHF TR INB MBS - —IREARIA
% AWS ENZER , S—REASEENEFRREZH. N THEEMEIEZRR | S EventBridge
cheduler X fEFABIAE AWS HEMN R RRFENESTIE.

8 A LA R the section called “BEKMSZH A &8 %0 T @AM AIEBIAMBRMZEAKRE | T8

EventBridge it XIZFHEARTFIRERH,

BAmN®
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EIEKMSZR4A

BULERRHE S EEBARMBNRBRENITIRNSE BFNERRE. EventBridge HERF
AMBENBZENERAE (&S 256KB WEHE ) . EFAFFRERHRTEARUNBEIERESR
EHENTER, ERATFEEBRAEE AWS KMS BFHN —&0. BXENNESFEE , 556 AWS

Key Management Service EEH

EventBridge it X FEA SRR IT RN EEARBKNIAMRBREKNZ SN IR, XEWREELTFAT
FH AWS KMS # <X FRFI inZ@ A EventBridge AERFAPINAFRAE, sk, EventBridge it
NEFEAETRENRBERKBZEECNEIE. IERESENITIXBENHIITABELNEEGMEN
AWS KMS MR T BEFE SR BIE AWS KMS APIRTiE Ao

(® Note
EventBridge it X2 7 X 15 A lIm Bt A BRAY 324X

FERUTES 7 H#IAEE AWS KMS Z4E B AR E S EventBridge cheduler EfEAR T E % 4A
FTEEMIAMA PR,

FB
o NINAMA PR
- EERARE

7w INIAMAR R

EFEAFEFEERN  SLARRITMNET S HNIAMBRE AR EZITRIKEKRENITA SRS
TR,

ERREZANET S HHNR

BRI LT AWS KMS #2#4ER N EI 50122 11 XIAPIEY EventBridge AT XIRFNEAEREA ( A
P ARAS ) RERMNRREEH,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
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https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
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"scheduler:*",

# Required to pass the execution role
"iam:PassRole",

"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",
"Effect": "Allow"
},

 kms:DescribeKey— FERIFRIRHMNBRAR B NN IMBKMSER,
 kms:GenerateDataKey— EE4 X EventBridge AE A THITEF mMZNEIEZA,
* kms:Decrypt— H4FEMHEE EventBridge BE SRS LN MBRE —EF#HMNBEBIEZER.

EFREZANNITAGKR

BT RENHITAGNIRRRE PR TRE | SUEEHRZELBIE AWS KMS APIRT 43T
EventBridge B2 8 15 B R,

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
"Action" : [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"
}
]
}

 kms:Decrypt— 4 FfEH EventBridge AE R 5B INBHIE —EFE#EVNZHRERH.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
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INRIETE BT Xt 6EA EventBridge AE 2712 HI & QIR MITAE , N EventBridge HERSH
AT ENNRMMBEHNITAG, BER , IREERINENHITAS , NXAMZACRTMAAREN
T AN FEFREEH,

EERAERR

MINBERT AWSKMS |, SEEREFREFHUREFEEZAN , ENZRAERUTHRHARE , 7
RENITHNITA SR T RRR,

{
"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
b
"Action": "kms:*",
"Resource": "*"
}
]
}

®EF , B LUFZARBEE RGN XRERIRITACNIFRINR, MREREFEFREEES
5181 EventBridge AR RHRRR—EEA , WA LUX M. 5 LT 24 58 1S 7451 5k BR i L&
EventBridge 1t XI5 7 &R A LAE AR 2 4R

"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
.
"Action": "kms:*",
"Resource": "*"
},
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"
.
"Action": [
"kms:Decrypt"
1,
"Resource": "*"
}

CloudTrail R4

AWS CloudTrail #IRFTEAPIBIESEH. XB¥EEH EventBridge BREZHHBEAENELARE
FHRMBREHNBIENEHSAPRITEIE, UTROIERT — CloudTrail E4%XEB , ZXKBERS
EventBridge cheduler fE A&~ & B4 E A 1Zkms : Decryptig,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcdl123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcd123al23al2345alaal2aalbcl2",
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",

"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"
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},

"eventTime": "2022-10-31T21:03:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com
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EventBridge V8RR i 4 4 19 I 28

EventBridge AESRAEABPHBEENEHA RN EH#TNR, FRERE (TLS) REZKFRE
{A EventBridge AE R FAPIREN KR AERE A A SR EventBridge 1T X8t 8 A E{T B #RAPIsE XY
BB TN, BIAMBERT , EventBridge HESREMZELRMPHBIERER TLS 1.2, BLER
EERPHNMNER , T EEMEA S EventBridge cheduler &R EMTLSKRA,

£/ EventBridge E 28 API-H M ITEIAPI#ER#E ( #l40 ) BfCreateSchedule , EventBridge i
ERSMBEANHTTIPER , SFEFERENXHMIEL, EventBridge AEE R MZEMNERATIE K E Y
BANEMNXR. APls

£/ B 45 APIs-3 EventBridge AE SR RA LN TR , ©2EAREELIRITRIRIEEN BFRAPI, [@
B FrRIZEHAT |, S EventBridge cheduler 2 INZRENER |, BIEBEREXMMAERL , MREMNEBR
W2 2 B Mfel R

Amazon EventBridge it X2 7B & R E

ETHREBTRESAIURAEE , FSHAWS RS “REAIT KK DAEE"" , RFEFEEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HIAWS,

BRI LMERATEE=SFitikE AWS Artifacte BXEZEER |, SR “THIRE” £/ “AWS
Artifact,

EHEMER AWS RS NS TEBR T ENHRENHRBME, RLOTNENBRUARERNERNE
Mo AWS RE T U THRIRKAEB NI EMME

« ZEEEMMHREANTVER — XEFBEEIHOTRMIEE , HEMRTHEXEEM E AWS 2
BUZEHMEAMENERNEHAIFENS R,

« 7£ Amazon Web Services LH#{THIPAAZ £ 5EMEN — RE R PR T K LR WMAER AWS
RAIZBHIPAARFE XU NARRF.

(® Note
FHIEFRE AWS RS ABEHIPAAG . BXEZEER , F5H (HIPAASEERSZSZE)

« AWS EAWS M &R — Sk TEBMISES R TENT UL M EM# X,

« AWS EFEHlEE — MNENAETHREHLEEN, XLERELE THRIFWRESEK |, AWS RE
HEEERHEEZMER ( BEZEERIVESEARTZER (NIST), XFFTILEZEREZEAS
(PCI) MERRTELAL (1SO) ) Kz 24,
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- EFAWS Config J7F & A A fEF R BV T4 3R — % AWS Config RS TAERHN R REEE S K
EELFERIPRE, TAENFER,

« AWS Security Hub— X AWS BRSs AIEA2H T RN T 2R AWS, Security Hub B 2224
HEERH AWS BRAREHREHFELZETUMRENRESRR, BXIXERSEKEHNYIE , B
2 Security Hub 24 5#,

« Amazon GuardDuty — BB KRB AWS K FIREFR B FE A RFMEZED |, 5K AWS iR
S RVEHNTHEMR, RRNBEEGHEBEREM. GuardDuty AIHEIEHEE S ESMEER
PCIDSS , flil#E R LS HERENAEHNARERNER,

« AWS Audit Manager— X AWS RS A ARS B B4 s it AWS SEAER , M fai{bXUBS & 38 LA K
Y EMRFITAFRERN SR,

Amazon EventBridge 8 E 85 5 fY 38 1%

AWS £IKERIRERE S AWS XiF TRAXHERN, AWS X RHSMERENRENITAX ,
XETTAXBIEER, SEHLENSETRONEGEE. MATAX , ZALRITNREETARZ
BT Mt BB SRR AR EBHNARFNRIERE, ERENENHSNEEHOEMIRAEMRL , TH
XERESH UL, FEENTY B4,

BXAWS X M AXNESER , FSHAWS 2 IREM R,

BRY AWS 2IKEREER# I , S EventBridge cheduler iE 12 {1 % I Th B Sk 75 BY 2 i @MY IR R M A & 45

Amazon EventBridge it XEZFHPHEMIZELZ S

BN —IEE RS , Amazon EventBridge Scheduler % AWS £EMELZ LR, HXx AWS &2
RS LA K an4a] AWS RIFEMIZHENEER , BSHAWS =2 4%, EFAEMIEELZSNRERERIR
TR AWS BRE | IS8 S AWS ecurity Pillar Well-Architected Fram ework A B9 E A i% HER o

IBALAER AWS B A W BAPIFEILE S M 45158 EventBridge HREERHE, BFIRMAMZHFUTRHER

- EREZRE (TLS), RAIFE TLS 1.2, BWEA TLS 1.3,

- EEEEREARZMNBRBEY (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECDHEAXZ IR RLE ( 40 Java 7 RESMHRAE ) HZHFXLEEN,

s, HAERFRIZS ID MEIAMZERAXBKNAEFTRZANBERHFITZEE, HE , EUUEH
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITERI#ITER,
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{

"Effect": "Allow",

"Principal": {
"Service": "scheduler.amazonaws.com"
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"Action": "sts:AssumeRole",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:SourceArn": [
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",
"arn:aws:scheduler:region:account:schedule-group/schedule_group"

]

}
}
}
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