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AWS SDK for Java § AWS BREIRM T Java AP, FIAAFA AT ESE , BB EFEH Amazon
S3. Amazon EC2, DynamoDB %® Java RIARERF. RIGEH @ AWS SDK for Java 7 X %7 AR
SHXZRF. BXBIMNRENTFATECMHENZZIIHRFZRE AP lRENSIR , EEFEEANRE
M RITIH B,

K% 7 SDK BYARZA 2

B A8 https://github.com/aws/aws-sdk-java-v2/ , T & #EY AWS SDK for Java 2.x. ©EEFZHEF
EAKIhEE , FlINiEA HTTP K 5%, EFRFER , 5 H (AWS SDK for Java 2.x FRAA RIS
) o

H o A B R
BT AR , FAMTERT AWS SDK for Java & A R M MERE LR -

« AWS SDK for Java AP| &%
- Java FRAREE
« Java TR A RIRIR
+ GitHub:
- XHER
Bg |7
- FRIEAR
- FRIEQEE
« FRITEGRH
- Gitter @&
 XEXEFHE  AWS RIBRHIE F
* @awsforjava (Twitter)

« BRI

R 7 SDK HRA 2 7
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Eclipse IDE X#

WMREAEF Eclipse IDE FF &K% , WA 6EH AWS Toolkit for Eclipse ¥ AWS SDK for Java A inZEI I
& Eclipse T B S 82 ## AWS SDK for Java Tl H, W TEBEZEFLERM L% Lambda EEK. B3
MU= Amazon EC2 =241, B IAM AP MZL 44, AWS CloudFormation R mEERE.

BXRTEXY , HSH (AWS Toolkit for Eclipse User Guide) o

FF & FE BT Android B R R F

¥ F Android FF & A B , Amazon Web Services K% T & A F Android ¥ K #9 SDK : Amplify
Android ( 5& T Android B9 AWS Mobile SDK )

BEEFRIEZNEITAEIER

EERAWS SDK for Javaly A A LIEF , BREHNBIM TR TESMANEINZZENERS , S
FAFRTEINEAHH,

PEEHRAFT X TEIH Java ZE X

AWS SDK for Java AP| Reference 124t SDK MxAS 1.x RFTHEMRMNEER, MBEER 1.x MAH 2 HA
MRS | SO REH EiH N SEERMAETER SDK 52& X,

RN RENANRER Apache B Maven BT E, ETEHHLE Maven ( lIREHRE L i
REET ) , ARRBUTHARTRERGESEZ XM,

1. & GitHub LA R T EGFE#ENRARE L , R FEREFEANITF R T ESHRE,

2. % zip (NFARZEHFES , B3 Windows ) = tar.gz ( ¥ F Linux, macOS =% Unix ) #1Z LA
£ SDK TEHEIZITEN L,

3. FIFHEIE A B .

4, EWHTL, SMEANEFERERENER , RAEBAUTAR,

mvn javadoc:javadoc

5. EWBEERG , BN aws-java-sdk/target/site/apidocs/ B FHHRBERM HTML X
=

Eclipse IDE X% 2
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https://docs.aws.amazon.com/sdk-for-android/index.html
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E D IREExNAERE, REMFEH AWS SDK for Java HHEE.,
FT

o fFF AWS IREFTENERRE

« W0{AI3k18 AWS SDK for Java

- ERAWETE
- REATHARN AWS InetFiEM AWS X5

£ AWS BREFFIENEFRRE
B
EFFAWS SDK for Java B IIFF & 15E AWS RSN ARR  EEFZUTRY :

o IRATEEN B S AWS IAM Identity Center IR ELEY AWS 151817,

« 7 SDK BELERY IAM AN RAIIRHENNARFEIFRMN AWS RSHWIFRNE, 5
PowerUserAccess AWS FEE REE KB R ZLUF R KZ B L ERK,

- BEUTRENTFRIFE
c BEATHARNRENAZERE K -
« config X#HEE—MRINEREXH , ZEEXHEE -1 AWS XiF.
« credentials XHBEENRIAEE XK —3F 2 WY G et EiE,
-« —MNEEW Java £,
- —MHEBEHIIE , a0 Maven = Gradle,
- ATAEBERBHXARER.
(W&, BEWEER ) —NIDE ( £RFFRIME ) |, 6l Intellid IDEA, Eclipse 2 NetBeans,

£ IDE B} , B0 BASER AWS Toolkit , AMEE R M #ER AWS RS, AWS Toolkit for IntelliJ
F AWS Toolkit for Eclipse WA AT Java F AT ES,

EXiRE 3


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://maven.apache.org/download.cgi
https://gradle.org/install/
https://www.jetbrains.com/idea/download/#section=windows
https://www.eclipse.org/ide/
https://netbeans.org/downloads/
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/A Important
i EE o PR B RIZ B AL ER IAM Identity Center, MREHIA L FEFHILITF 1AM
Identity Center iZ1THI /A EB S0 1R 7S | 8 7 AR A0 3R BRI B A5 A& A F Java B9 SDK f§
B, BRBLLTUER ~/.aws/credentials XA R MNIGEZIE,
MRIEHNEHREFBEZIE ~/.aws/credentials XH4RMIGREIE | FRREESXHEBI
AN [default] , XBELEIMTER SDK 5 AWS CLI 1R EHE B 4B .

e FE AWS HRET A,

AWS 171 RIEF 3 EF IAM Identity Center IR #it, URL BI#ENR d-
XXXXXXXXXX .awsapps.com/start & your_subdomain.awsapps.com/starts

MREFEE AWS IHETF |, i§1RE (AWS SDKs and Tools Reference Guide) A IAM Identity
Center 5 BIFFBLSE 1 MK RIES#HTERE. B2WMITLE 2, AN AWS SDK for Java
1X FXELSR 2 FriEiR 7 SDK B3l RIS EF B shie R im et EIE Y ThEE

REXFE B XM

HEMMEBXH M TEHOFLITEM L , @EFTE AWS SDK Hl AWS Command Line Interface (CLI) £
ANERRE, HEREXHTUIERZRE , BXAUAATREEA SDK IENERTE,

REHE config X#
LT RBIBRTHE config XHFHARB.
[default]

region=us-east-1
output=json

HTFFEXBH , BEABEZUIESTRBN A SITN AWS Xif, BXAE config X4 EANKX
ARSI |, S Amazon Web Services —f#85#& 1. HHERE json RERJLNAEERN
EZ_O

BB E D P RVIES 812 config X,

BB E AWS T5EITA, 4


https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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71 SDK 1% & I At FEUE

B AWS BRI FIRE AWS IKF F IAM AT RINPRE | 15688 6 A Il i B 88 FF A PR 8 LA
£ SDK if1d],

FAIEHEIFIR B A credentials 4N LB

1. BIBHZ credentials X4,
2. 7£ credentials X#H , BT SNAFXA , ERRMERE G ZEIERN LE,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. ®EF&EXM. % ~/.aws/credentials XHRENZFETENE BT RRSE L, kXHEE
[FUA BEXH  IRREERENWREEXH , MERT Java B SDK FERAZEE X .

4, BFI AWS HEITTF,
5. EFHRIFEERET , REBLUATHBZREELUM AWS FFRITFRFRE S IAM BB&EIE,

a. NWTHENHAFNISR 4, ZRREARTIHENRUEZENTZERN IAM AEEH, It
AN BHRBERLT PowerUserAccess = Developer,

b. NWFHW7 , EFRFEEX4HFIHAMEEHN AWS FIEXHETHEHRNR,

6. FEHNEIERHWERENEM credentials XHH , ABKRAIEERBENEEXHET. £H
XHRRETHUTAR !

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3]IpZ21uX2IQoIb3IpZVERYLONC

7. 1#7F credentials X

HEMT Java B SDK BIZRSFFimet , R pRXERNFIEAFENATENMNER. £LR 5a
FIEER IAM BEHNRERE T 66 IR BT E . KEFENBENRN 12 Mat,

EREIESEE  EESER4E 7



https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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=i Java FF RRE

AWS SDK for JavaZ 3R £ | J2SE Development Kit 6.0 ESRA, TJLAM http://www.oracle.com/
technetwork/java/javase/downloads/ T8 & Java F 4.

/A Important

Java hx 7K 1.6 (JS2E 6.0) )& H SHA256 L& /Y SSL IE PN ERHRF , M1E 2015 F 9 A 30
BEfE , 5 AWS WATE HTTPS E#EEBEFEEZ IR,
Java fRAE 1.7 RESHRALEEEMILES , FZX—RBER R,

1%&$# JVM

AT iEEAAWS SDK for JavatV E T RS EBNR AR FIREBREMRE , RINEBEFEA Java BRI
(JVM) B9 64 fLhRA, 1t JVM IEERSESERX Tiz1T |, BIEEETIHIEET -Client T2 MLt

1EE (TR JVM B9 32 fIBRAS -Server MM — 5 MR T LURALS 64 1 JVM 4834 0 P AE.
{3k 8 AWS SDK for Java
SR

EH AWS SDK for Java , BS%MEE :

. IRATMAEENS B F AWS IAM Identity Centerd 2L AWS 5117,
« —ANEEM Java B3
. BEENAMEE credentials XHEHRIRE R IGETHEIL,

BXAHTREBELAFERAERT Java By SDK 8RB , &3 Hthe section called “E&i&E" X H,
FRRFIEEEFERT Java B SDK WX R ( #EF )

BIED B A Apache Maven = Gradle k5 [FIZEE A F Java #9 SDK FR BRI MkEIT, Z4HB5 1588
mEERIXETE,

TEHBEES SDK ( FH#E )
RUEAMERTERBETAN SDK , BEG AU FRBHIR SDK HFATR jar,

Z% Java FF RKIFE 6


http://www.oracle.com/technetwork/java/javase/downloads/
http://www.oracle.com/technetwork/java/javase/downloads/
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® Note
BEXRMATHNHETF R IESIAREANEE , BZRAZEF XTI ESTHIHRA,

1. M https:// sdk-for-java .amazonwebservices.com/latest/.zip aws-java-sdk FEF X TES

2. THARTERGZE , FARENEIARiE B FKH,

FRIEBBEUTER:

« documentation - 8& API 344 ( FER1E Web L : AWS SDK for Java AP| Reference ) o
+ 1ib- 4% SDK .jar X#.
- samples - @A M{AEER SDK #YE A RHIKEE,

« third-party/lib- ‘@& SDK ERME=FE , i Apache Commons H&EIEFK, Aspect] F
Spring 2L,

EFAFAIES , GXEREFANME 1ib , HF third-party B FORINEIGRZF SN AT
AREFENRE java CLASSPATH BLE1THR1,

MR TEHE SDK K R HIMRA ( RH#EE )

R PP URMHTE SDK WHRFTRA , ER A T jar. A , AIEA Apache Maven (FFIR) #92
FRIEGWIBRA. Maven F—FER THABELFNKREII, WENLZEFLAITED, BXRELE
WEAMEZE L , IEiHIA http://maven.apache.org/e

-_—

. B SDK B9 GitHub 1M , MikJ:AWS SDK for Java (GitHub),
2. BREMEFRIESNWRASHRNFE, flin, 1.6.10,

3. B Download Zip & FTHEFENFF X T E SR,
4

X HBRERIFEAREHHN—NERD, ERZREH , IFABCHERE X4 EER/IITIZE
£, FEXKIREOPRER unzip EAERF.

ERIREOF , SMEFAAIESRIHBERN B F.
MERAUTHTHERAREFAITES (Maven FE) :

o o

mvn clean install -Dgpg.skip=true

AV R L )


https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
http://maven.apache.org/
https://github.com/aws/aws-sdk-java
https://maven.apache.org/
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R . jar XHE2WES target BRF,
7. (ATik) EAN TR TSHE API & XXH .

mvn javadoc:javadoc

ZREE] target/site/apidocs/ B &,

FEAWETE

FEAMEIEETERE JavalIBENF R. B/LHHWETIENA , BRIMNEETROMFER Maven
Gradle XFRITHHETEXRBINZET,. AEBNANAFEAXHHEWETIEEERMBMENE
AT Java B9 SDK fk# I,

&

« ¥ SDK & Apache Maven && A

« f¥ SDK 5 Gradle && 1/

£ SDK & Apache Maven &4

A LAE A Apache Maven Bt B FMIFIEAWS SDK for Javall B il EF A TEGX 5,

(® Note

B ER Maven FREFEAARETBHRNIESEFER. WREAKRRE Maven , &5 http:/
maven.apache.org/ TEH#HITLE,

BIEFH Maven 2 4a
EQEEARN Maven S |, BITH X IR (51T BEAHET :

mvn -B archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DgroupId=org.example.basicapp \
-DartifactId=myapp

FRAWEIER 8


https://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/
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fF org.example.basicapp B A EWNARFHNTERGIHRZEE , F myapp BRAMEHER
(XFERNTE BB FEWN).

RIANBERT , £ quickstart RE N ERIZITE B , ZRERTFZUENLERER, B M
TEZRE  BXBEZHHITENEREREN|ER |, i515R Maven archetypes TUH, BB ME -
DarchetypeArtifactId asSHHI archetype:generate SRR EFANEBEERE, 4l
m

mvn archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DarchetypeArtifactId=maven-archetype-webapp \
-DgroupId=org.example.webapp \
-DartifactId=mywebapp

(® Note
{Maven Getting Started Guide) HiRfit T HxtIEME ET HNIFHAER.

FHEIESEE N Maven A I

ERFEIEPRAFEA AWS SDK for Java , BEEZEHREEK pom.xml XHFPRZTESFRHIKBIN, M
1.9.0 [RF 8 , TS AENAHRENFATE S,

EERIHATT R T EIEIR

EREENFRIETER , EFEA AWS SDK for Java 9 Maven ##1E % (BOM) , X FHEEREIEE
HAEEREAARREANF R TEEMAEERS,

EH BOM , iEmMAREFH <dependencyManagement> X HHFM— pom. xml 245 , F
aws-java-sdk-bom ERKBBURIMHAIEEEFEANT X TE IR

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.1000</version>
<type>pom</type>
<scope>import</scope>
</dependency>

fF SDK & Apache Maven &4 9


http://maven.apache.org/archetypes/maven-archetype-quickstart/
https://maven.apache.org/archetypes/index.html
https://maven.apache.org/guides/getting-started/
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</dependencies>
</dependencyManagement>

E&EF Maven Central PR ZHIRAHAWS SDK for Java BOM , iFi7 [\ : https://
mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom, R A LAEALTTEFT B
pom.xml X4#4# <dependencies> #4 H ZIEH BOM BEE 7 HFLLER (K )

W&, IUNEHWRRARFPREANT R TEYHREREENMER, ATECEE BOM FFHETHR
TEEBRA , AETEAFMEHREERES.

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-dynamodb</artifactId>
</dependency>
</dependencies>

A EZE AWS REERFIER RKTHRERTSE AWS RENKBI. HSRSEENRS RET
) POM X #., flan , tiREE T #E AWS S3 FREWATI , iS5 GitHub LM ZEE TR, (BEF/
java/example_code/s3 T &Y pom )

SAFBETRITESER

MREBFEATFT R TEIEN —MRBIAA , F2EA BOM 5% , MRFFE pom. xml HEHZ
FRIES, TR :

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

EXNWEIE,

FiIRBWM B 25 , WA Maven Y package ap S {THE :
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https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
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mvn package

X2 0jar BRF AR target X#.
£ Maven WEF AT ES

AT LAE A Apache Maven WEHEBF A TEH, Hitk , BM GitHub THA AT ESRE , EAMEE
4, ARWITTEMN Maven 8% :

mvn clean install

¥¥ SDK & Gradle &4 %A

EEHE Gradle TIE K SDK KT |, H1F AWS SDK for Java B Maven BOM S A ZIR AREHN
build.gradle X#H,

(@ Note

EUT RGP | HEEBEXHHRE 1.12.529 il AWS SDK for Java BB RMRAR, 1E
Maven Central 7#f& FE R E R FZF IR,

Gradle 4.6 L E S RANIN B iR E

B Gradle 4.6 7t45 , B EA4TX BOM BB , R LAER Gradle K23 S#ERY POM X #FIhaE
RS AMEEE (BOM) X

1. MREFEAP R Gradle 5.0 AEFRA , HHEDR 2, BN , 57 settings.gradle XHHF
A IMPROVED_POM_SUPPORT IhgE,

enableFeaturePreview('IMPROVED_POM_SUPPORT')

2. 5 BOM FmE|I M FARF build.gradle X##Y dependencies #8455

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")

§F SDK 5 Gradle && 1A 11


https://github.com/aws/aws-sdk-java
https://gradle.com/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://docs.gradle.org/4.6/release-notes.html#bom-import
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// Declare individual SDK dependencies without version

3. 7 dependencies 7 FIEEEFANT AT ESIER, Hla , LTHA2HE Amazon Simple
Storage Service (Amazon S3) Kk,

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")
implementation 'com.amazonaws:aws-java-sdk-s3'

Gradle £ B3I £/ BOM FHY{E B REFNTT &K T B EEBIRY EFRA

AR 28E Amazon S3 FKHIAZE build.gradle X4 Rl

group 'aws.test'
version '1l.0-SNAPSHOT'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")
implementation 'com.amazonaws:aws-java-sdk-s3'

}

(® Note

FERIENRAEIH , F Amazon S3 WK E R N ERFETE P EAK AWS ARSI KBTI,
H AWS SDK for Java BOM EEMEIR ( fkFiM ) FI4E Maven Central 774 FEH .

§F SDK 5 Gradle && 1A 12
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BT 4.6 281H Gradle liRASHyI B ig &

BT 4.6 19 Gradle lR AR A BOM X 5. EEEL HKAWS SDK for Javafik ¥l , &M Spring
WEA T Gradle WM EEFE G NI F X T EIS A Maven BOM,

1. MR ARFMN build.gradle 3XH7 AT E 2 #6145

buildscript {
repositories {
mavenCentral()

}

dependencies {

classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"
}
}

apply plugin: "io.spring.dependency-management"

2. ¥ BOM # N E)Z X4 dependencyManagement &84

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'
}
}

3. £ dependencies T PIEELNEANTF X TESER, Hlm , LTFTAEEE Amazon S3 YK H
I,

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'

}

Gradle £ B3I £/ BOM FHYE B KRENTT &K T B EEBIR EFERE

LT 22 E Amazon S3 WK 5EE build.gradle XA =B,

group 'aws.test'
version '1.0Q'

apply plugin: 'java'

§F SDK 5 Gradle && 1A 13


https://github.com/spring-gradle-plugins/dependency-management-plugin
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sourceCompatibility = 1.8

repositories {
mavenCentral()

buildscript {
repositories {
mavenCentral()

}
dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"

}

apply plugin: "io.spring.dependency-management"

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

}

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'
testCompile group: 'junit', name: 'junit', version: '4.11'

}

(@ Note

ERTENRHIR | & Amazon S3 R AKFITL Bk N EFET A PEAN AWS RS RVKBIN,
B AWS SDK for Java BOM EIEHER ( &HEiT ) 5|7 Maven Central 74 EH.

BXFEHABOM EERF AT ESKBUNEZEE , BSRGEHA AT ESS Apache Maven — &£

Ao

fF SDK & Gradle &4
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REHATHF A AWS G EIER AWS XiF

EFEFHAWS SDK for Java HEZEMEA XMW RS , B4R ME AWS IR ZEIE, AWS SDK # CLI f#
ARAREFE EFZTRNMNE ( 2ERSG/APTETENM AR AWS BLEXH ) EEH AWS IRatE
i

REBREBRERAAWS SDK for Java N AN AREFT R IRE AWS G ZIENEREE, MRE
FEREAT EC2 ZHIMNEIESHMREFEA Eclipse IDE #ITH K , BERANSEUTEA :

- M EC2Rflpt , BFEEVWE—NIAM A6 , AFMZACRKR TN EC2 KAIMNIHRN , MR
IAM A& F3 Amazon EC2 L#) AWS &R G RN PR,

« £ AWS Toolkit for Eclipse 1 Eclipse FiR B AWS &if, BXEZEE |, 55 (AWS Toolkit
for Eclipse User Guide) ##J Set up AWS Credentials,

Bt & IlE B
BARTBELZT AR AWS SDK for Java BB IGEHELE , BENERAUTAR :

« EAMRE LK AWS FiFFE XA g BIMATEILE |, ZEEXHT -
- ~/.aws/credentials (£ Linux, macOS = Unix) £
« Windows E£HJ C:\Users\USERNAME\ . aws\credentials

BXMMAIREUGEHEIER R | BESEATEREF Athe section called “y SDK % & Im B EiE”,
« 1&E AWS_ACCESS_KEY_ID., AWS_SECRET_ACCESS_KEY#1 AWS_SESSION_TOKEN ¥ EZ &,

E £ Linux. macOS & Unix LigBXLETE | FHEA

export AWS_ACCESS_KEY_ID=your_access_key_id
export AWS_SECRET_ACCESS_KEY=your_secret_access_key
export AWS_SESSION_TOKEN=your_session_token

E £ Windows LiREBEXLETE  FFEH

set AWS_ACCESS_KEY_ID=your_access_key_id
set AWS_SECRET_ACCESS_KEY=your_secret_access_key
set AWS_SESSION_TOKEN=your_session_token
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https://aws.amazon.com/eclipse/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/setup-credentials.html
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« XF EC2%fl, BEE—NIAM AR , AERZAGKFX EC2 EHIMNHRN, BXEIELR
MR , BSH (Amazon EC2 AAF1ER (EA T Linux 3kl ) ) H#EA T Amazon EC2 #Y
IAM &,

FRXESEz—IRET AWS IGst&EiIEf5 , AWS SDK for Java ﬁﬁﬁﬁ?ﬁu‘*iﬂﬁfﬁﬁrﬁ‘éﬁﬁmﬂﬁ
XLEAEN, AXE Java NARFHRFER AWS SN HMER | S RER AWS &Eif,

RIET IMDS &iE

AWS SDK for Java X#FiEEE 1 7 #E/E AR IMDS FiE—X , T E LR HIet B 204, X Al ik &
FESME i BIFTEUE , R/ RIXE IMDS R ER AWS AT AMRTLE,

1. // Refresh credentials using a background thread, automatically every minute. This
will log an error if IMDS is down during

2. // a refresh, but your service calls will continue using the cached credentials
until the credentials are refreshed

3. // again one minute later.

4.

. InstanceProfileCredentialsProvider credentials =
InstanceProfileCredentialsProvider.createAsyncRefreshingProvider(true);

. AmazonS3Client.builderx()

. .withCredentials(credentials)

10. .build();

11.

12. // This is new: When you are done with the credentials provider, you must close it
to release the background thread.

13. credentials.close();

5
6
7.
8
9

wE AWS X1

&R EFAAWS SDK for Java iR B A Ti5E AWS BREHERIA AWS XiTl, BEREHZEMEMEE | &
EREMEBNE RIS (RENEF ) WKig, EXB8MBRSHXEIRES |, H5H (Amazon

Web Services General Reference) HH#Y Regions and Endpoints,

(® Note
WMREK EEFEXE , NERINER FEER us-east-1,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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IERBMER RO TR IREFUE LR ERIA AWS X

o EAMRS LR AWS BLEXHHIRE AWS X, ZXHLT -
« Linux, macOS = Unix £# ~/.aws/config
« Windows £ C:\Users\USERNAME\.aws\config

LR BEATERMIT

+

[default]
region = your_aws_region

+

FBFFEMN AWS XiF ( Hlin“us-east-1” ) Bt your_aws_region,
* %E AWS_REGION IREEZE,

£ Linux., macOS = Unix £ , FEA

export AWS_REGION=your_aws_region

£ Windows Lt , i

set AWS_REGION=your_aws_region

He | your_aws_region 2FFEH AWS X &,

RE AWS Xig 17
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£ ;8 AWS SDK for Java

ATRERHEXFEARENEE —MHEE AWS SDK for Java |, XLEEEFERTHAEE1E SDK FEAR
A RS

BEXBETRSHWREEFEMRH ( Amazon EC283f Amazon S3. Amazon SWF, &) , &%
BIAWS SDK for Java 418 =4,

F&

« AWS FF R HRESLE AWS SDK for Java
- BIBIRS T, iR

o ERMFISHIES AWS SDK for Java
- AWS [XiF %%

- RELE

- RIRE

123 AWS SDK for Java JEi&

- BERWEE

o T A4 I SR

+ JJ DNS EHEHRRE JVM TTL

- ABAER AWS SDK for Java

AWS FF AW B{ESEE AWS SDK for Java

BUR SR EMUE T AR By SR E R T R AWS N A2 Fr B % tH TR (R B S FR A AWS SDK for Java, X &
REXKRERRS 7 REE,

S3
% ResetExceptions
LIRFEAR ( BEAmazonS3EFiwH TransferManager ) M3 R L4 %) Amazon S3 B} , AJEESIB

B EESEN BB, BMIAMERT , AWS SDK for Java =i Eisl 4% i K MK 5% R EZBIT 1 2 80
icAR , REEER I HERTEE.
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MREBAZHRICHNEE , W HNE MBS EH S A EidResetExceptionft , SDK £ i,

Bl
RUGER 2 BR RN ERRENT.

% a I A5 5 EResetException B £ A XX A KRB M EzE FilelnputStream , B4 AWS SDK for
Java ATLAE R ZFRIC M EE R HIAY PR FIA R T EX LHIE,

MREHETRRZ , FilelnputStreamB X FAFICHMEE , M AT AFEAsetReadLimit FE& EFRICPR
#lRequestClientOptions, HERIAE N 128KB. FFiRENPRFIEIRE N LR AN K —NF 9745 7] 5 il &
ResetException.

Blgn | anRFAY R AT AN A 100000 FF , NRHEERSIIRE S 100001 (100000 + 1) F35, #Ri
NEBREFHLEAT 100000 FHREVHTH, W ZTHLSR— LRI URBHTTE
HEIPIER,

BIEARSS & i

Em & HiEK Amazon Web Services , BB —NMNREZEFF BN R, HEN S EZRFEARSEFH
4R ER.

BN AWS RS BE—1NRS#ED , AP I ERS AP REBMNREN S E. 20, DynamoDB RS
O &7 dbClient, AmazonDynamoE MNRSEOBMENNMWEFFIRERKSS , THATHRRSEON
X, BIFEFimERETE S DynamoDB H AmazonDynamoDB ClientBuilders,

IREUE P i A B R

BERMEFmEKRNRS , EATHFRNESTI] 7535 standard,

AmazonDynamoDBClientBuilder builder = AmazonDynamoDBClientBuilder.standard();

RIBEMIBRAE , AJERLERER APl FRZSNER setter RAENFFiRHIE M. Flan , B LR
UTHREFRREBEX XN EE X EIERHEERF.

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClient.html
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® Note

ERAK withXXX AESIRE builder W& , HIL AU A EZAAASER , XEFTNEE
mMERBEMETHE. TREFENEMS , TAREA build FECEEFiR. SIBNE
FisF A EH , MBAX setRegion 5 setEndpoint KWFFE A &S KM,

ERERAUEAEREECZZSNE R, ERENAERFN , BESENRTEMARFLELRS
B,

LT RBERERBENTFREFNI .

public class DynamoDBClientFactory {
private final AmazonDynamoDBClientBuilder builder =
AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"));

public AmazonDynamoDB createClient() {
return builder.build();
}

Z 4 B 883 3 ClientConfiguration Ml 32 /i 7 i #5 AY 1% B 88 RequestMetricCollector , AR —"MNEE 2 B
BENXFIFK, RequestHandler

TR E SR i BRI TR R,

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.withClientConfiguration(new ClientConfiguration().withRequestTimeout(5000))
.withMetricsCollector(new MyCustomMetricsCollector())
.withRequestHandlers(new MyCustomRequestHandler(), new

MyOtherCustomRequestHandler)

.build();

ERDEF I

BRS ( BRIN ) AWS SDK for Java BB RS ( RSP Amazon S3 ) BF i , B NRSEEHERIH
REEFPIRERS.
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FRBRIAMEGIERE DynamoDB % i ExecutorService

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

BRTES (REY ) BERRENSEIRFNEEEDN , RPEFREATEREARE
X ExecutorFactory AB R E B FiwExecutorServiceFAMEIE., ExecutorFactory—1&K
#HRFEO , LSS Java 8 lambda &R 545 AR R,

EARAEMMITEFUERSEF iR

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withExecutorFactory(() -> Executors.newFixedThreadPool(10))
.build();

{5 A DefaultClient

EFEMRLEFIRERBHETEEN defaultClient WE—NI FiE. ZHEERABRIAE B0
BEEPE , B, FARINEHEFRENSEITN AWS X8, MRTEREZTNARFNTERTE
FUH X , WX defaultClient WRAXMK. BXUOMABEEAWS RiENXEBHNESZEER , BSH
fEAZIEMAWS X %%,

BIERINRS B P in

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

ErimaE e A

FRIEBHFNRSEFHRELEREN , MAN TREREME , MIZFEENKANR, BIEF
WA S BNEELTER. FEXXRATEFTENE i , R H RN,

EEXXAEFE , HAA shutdown 5%, EIFA shutdown /5 , 2BBAERF m AR BEF K
A,

e Nzl

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

£ F DefaultClient o1


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/client/builder/ExecutorFactory.html
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ddb.shutdown();
// Client is now unusable

a2 IS ATiE$H AWS SDK for Java

E @A HiER Amazon Web Services , AR MA AWS IFETIES , AWS SDK for Java LA H
BARSIER, BaLUEE T 575 R ITIIRE -

- FHEBRINEILRMRERE (¥EE),

- FRABRENEIIRMEFIREHERE (DRCIBEBEH ).

- ERBABTREMAIENEIL,

ERARIANTILRHERE 7
U T TIREHE MBS B TER T LI BRS B/ A , & AWS SDK for Java 3%/ Default

AWSCredentialsProviderChain XMW RN ZIFREEFERER G IED, RIAFIEREEFEN
BRI FERZIL

1. SIMELE — AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY 1 AWS_SESSION_TOKEN,
AWS SDK for Java {# B EnvironmentVariableCredentialsProvider3ds 3 in & ix L5iF $ .

2. Java REE M - aws.accessKeyId, aws.secretKey fl aws.sessionToken, AWS SDK for
Java £ i tn#. SystemPropertiesCredentialsProvideriX &4,

3. REMRHARRM Web FHTHEEIE.

4. RINETBREXH —BEMNT~/.aws/credentials (ZEAEERFEATMR ) , AiFZ AWS
SDK flIlHHE =, AWS CLI AWS SDK for Java {# F & ProfileCredentialsProviderixX £ ZiiF ,

BRI L ERRMAaws configuredn T RIEERE X4 AWS CLI , i aJAE A XA REBRREBIZX
HREYBEILEXH. BEXREUEXHFBRIXNEER , BSH AWS FEUFHK

5. Amazon ECS B EiF - MBIEE THETE
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI , MM Amazon ECS m#iZZif., AWS SDK
for Java & B &k ContainerCredentialsProvideriX $64E3F, Al LAEE LB IP #bit,

6. EPIE E XHFEB-FATF EC2 34 , #i&BT Amazon EC2 T#HIERSZE#. AWS SDK for Java &
A &k InstanceProfileCredentialsProvideriX 84E1E, AILAFEEULERY IP H#biit,

RAL IR EIE 22


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EnvironmentVariableCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/SystemPropertiesCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/profile/ProfileCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/ContainerCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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® Note

{RFEAKIZE AWS_CONTAINER_CREDENTIALS_RELATIVE_URT B A SEflEd & XA
iE, B<¥E %58 ContainerCredentialsProviderWrapper , 25 EC2,

R B I B AR UE

RNTEEHFER AWS IGRIESR , MAMEDELRVEZ —HITRE, BXRREZIENEER , ESRUT
=3 .

- BEAENE KEBINEIEEREXY RIEEEIL |, 55 Mthe section called “Fi & I B3 EE”

- EiRE Java REEM , FSWE S Java HEMEFRMNRERE EHE

« B EC2 k| LR BEMEAXZFIEEXMHIES , FSE LW “FEH IAM AEEF AWS &R R
FR” Amazon EC2,

REZAZIEREXH
BRIA AWS SDK for Java EARRIAE B¢ , B8 — L5 AT LB E LA E B XX 4R B E;| X4
EATLAER P AWS rofile TR X ERE S SDK Mk A EL B ST ¢

f5lg0 , 1£ Linux, macOS = Unix £ , BEZETU TS RKGE B XH4HE XN myProfile,
export AWS_PROFILE="myProfile"
£ Windows L |, S TEE X 4.

set AWS_PROFILE="myProfile"

@ BAWS_PROFILEFMEL B A HMATAE 5 X154 AWS SDK MITE (Gi5H ) B9 AWS CLI 410
#o AWS Tools for Windows PowerShelllIEREREEF K Java NARBFWEEX 4 , N HARS
B aws.profile,

® Note
MEZEBRETRERE M,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EC2ContainerCredentialsProviderWrapper.html
http://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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SERAZIEXHNE

2B MNBINEIEXHZE AWS SDK for Java InE AWS IfEHiEH, B2 |, B AESE
AWS_CREDENTIAL_PROFILES_FILE REZXEHRREFIENHFNTEBRERIEEME.,

B LAE A ML ThRE IR ESUE P XA EMMNE (i, BYFERATSITIRELEE )., AWS SDK
for Java 3% , B UELNAFPHRERREHREFRREZHNETE , TAFCEHIRECREANHE
HITER,

BERNTIEXHVE

« J¥AWS_CREDENTIAL_PROFILES FILEMEZTEIREN AWS EEXHMNAE
« 7£ Linux, macOS = Unix £ , & :

export AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

« £ Windows L , A :

set AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

Credentials XX
BREAEFETMERZTERE  fNETIXHNRALTERER,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

[profile2]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

ERESHEEREXHSR (W : [default] ) , ERIZEBEXHTHNIEREFRIENE
BEXt. &BW credentials XHAITESMEENH , AIEA aws configure --profile
PROFILE_NAME S&ZREREREEXHRAMINEREIX LR E X,

AL EHMFER |, #l0 metadata_service_timeout
metadata_service_num_attempts., FTEEEA CLI B EX LM - MREEFRAX L H |, N2

ERAZRINE IR ERE T 24
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MEHRBETCH). BEXEEXNHRETAFRNESZEER , 52 H AWS Command Line Interface A
F38RAWS Command Line Interface P EL & o

INEEUE
EIEBIGIHEIES |, SDK {8 BRiA T 212 FE 6 SR I EX L4237 ,
ik, WEERHHL AWS RS B | MAEEEREHBREMIESR | WTFAR.

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

EERIIREEFREREF#
BB E iR R EREE T FRASER GRS REER.

&) LA BAAWSCredentialsProvideri#E OE N AN B P IinE KSR IREH ST REEFNIRHEFEN
56, LT REVERFERRE SN EAKBER,

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new EnvironmentVariableCredentialsProvider())
.build();

BX AWS SDK for JavaiRtHV ZIF IR E MR HEHENTEIR | BSHPWME S X

2k, AWSCredentialsProvider

® Note
B LFEARBEARREAEZIIREEFSREMAESE  XEITPREREFIEIFEA
B2 XIAWSCredentialsProvideri#Z O IR EEF I EH 1T FHEEKE
#, AWSCredentialsProviderChain

BR g 45 X s A S E

MERUNFLEENBENIEELNEHEFIRABFEBTEATENRE , EUUBEYBTRHE
KRPWREXLEFU, MREFEARRT IGFHES AWS STS |, iFEA LG EREE AWS HRIFIE,

1. 3241t ZBasicSessionCredentials3 , H N HZ# SDK A TiEREMN AWS 15E AWS ZF47. ZEH
£ AWS ETSHE,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/BasicSessionCredentials.html
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2. AWSStaticCredentialsProvider HAWSCredentials¥ Kbl &,
3. 8 AWSStaticCredentialsProvider BB B FiRE KBS HHERT ik,

REITE

BasicSessionCredentials awsCreds = new BasicSessionCredentials("access_key_id",
"secret_key_id", "session_token");
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()

.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

BZER

o SEM AWS HBIZE IAM AP
o RIFKIZEE AWS EiF X5
« A IAM B6EZFI AWS &R GBI R Amazon EC2

AWS X5 &£

X fE SR BE 15 R SRER Y T4 E 3 B2 X HRY AWS BRSS. ERELATHRIETR , FRIEENHIENEA
BFEILENAFHRENNNE,

EEXERNRS AN

EEEEMIXREBERE AWS RS RETA , BEEFEANXIE LEMAisServiceSupported?
o

Region.getRegion(Regions.US_WEST_2)
.isServiceSupported(AmazonDynamoDB.ENDPOINT_PREFIX);

BEZAXERXHERETUEENXE , HEARSHNLRT RAIRETER, ERFEORPELTE
BREHLuRT KRBT, Bl , DynamoDB £ *”‘*,mﬁufﬁmEAmazonDynamoiﬁﬁﬁﬂFEME’Jo

R X

M 1.4 KxFFR AWS SDK for Java , B LB EXEHEH , SDK FEHI N B EREEN KR ET R, EH
TEBRKLIFET R, BSRAEREELRT S
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSStaticCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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BEEXREXER , BITEWEEA Regions W&, XERABLTARAXENERE, BEEABEER
PR - MXECREF R, BEALTRE,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

R Regions MEERTESEEANENXE , IEARKRZXEBRHNFRFR.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()

.withRegion("{region_api_default}")
.build();

® Note

EAERBRTHENT R RE , METERERXE, WREE AWS X HE—RSSE
RZAEPE , WNEIRZSNME R, S MKE—1.

ERFELRT R

B ESIZE AWS FFimAAwithEndpointConfigurationis , AN ENEFIREE N EH
X M B 4 E LI T Ko

Hlan , X Amazon S3 FFIRECENEARKMN ( ZR= ) X8, HEANTHE,

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://s3.eu-west-1.amazonaws.com",
"eu-west-1"))
.withCredentials(CREDENTIALS_PROVIDER)
.build();

BXFE AWS RS M KSR EARAHT AN SAHIR | ESERKERLRT A

AN\ O

ERBEART R 7


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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BREHIEEIEEXSE

/A Important

AP REFEAESWERSEHR AWS RFNER. AWS FAE P RHEER KRN EF %
BN ERHEXE , mEEARIA SDK XiF (usEast1).

£ Amazon EC2 = Lambda Liz1Tht , Bt EEFEFFHRENFEASKBZTHRNXE., Hit
AL RBANEZTHHREFRBE  ERNMiENARRFTHEIZSANXIE U IER HRIETR.

MAERAEFIRENSE  EFATIESTEFRURBIIZTXE,

EFRARIANNE LI/ XERUEFEXRBEAEREXE  EEAZFIREKEN defaultClient 75
&

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

XE#H standard Bi1LE build #E.

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.build();

MR AEM withRegion TEABRE—IMXE , FRTESRSERAXERHEFERZ
HABEEEANXE.

AIAXE R R 7 8%
KESERIRMNT

1. BEERBIA S E A withRegion B setRegion BHIRE M FTE XL £ T HAu A X1,
2. RESKE AWS_REGION MREZE, MRBREZETE , FEAXNNXEREER iR,

® Note
HIRETER Lambda BERE.

3. SDK &K E AWS HEFREXH ( BEMNTF~/.aws/config) . R region BHEELE , WF AT
Ba4FAT.

RIFRE B30 18 5E X5 28
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« AWS_CONFIG_FILE M EZXETNHATEENREREXHHNNE.,

« ALAEA AWS_PROFILE MEZEH aws.profile REEY , HEN SDK EMEFEME E X
#,

4. SDK Zi##H Amazon EC2 =4 T BiiE iR S5k 18 E X 81 [EF£12 1THY Amazon EC2 RHIfY [Xig,
5 MBEF AT EQRPFEBEEXT , NEFHUEFAKMARERE,

FFx AWS NAERFE , ERNAEREARZEEENH (MEAMRANTIEREREFERMR ) KIRE
i FF R X , FE AWS Bz EETRHMEERIAX SR ABERBEXE, XAURERLE
FPimel2 , ARIENARZFHESN,

FRELE

T #% AWS SDK for Java i HFEN AN RN FFEH SDK WESRENNAREFIIEEEE, ET
RIVLFNAFEXTLESE| XFREN/LRAEER , AR EBELEXERE,

N AERAREFHRE ?

HFUTERER , AWS SDK for Java fEFEITE ( HAREF ) FEMTIRERENREE !

« ETFRAREBEAEGBZLERPLEER K MARLALEBELEXRZENFERR ( X2SHABRE
LK)

c BEAXENARFREAEPHFEMBERN AT B IER R

—iRE , NENARFERETFHFERANY , BEENAEFNAPDNEREERN , XHMHH

SHIRE,

BREREPNREFNRENESEE , FSH .

« REFHRE - I
« FERETHNFERRFZ
« Java FRPHRER—MER ( TXSUHARBENALEXLERE )

AmazonServiceException ( FlF3E )

AmazonServiceException@ £ EE AN BEEINRE RN FHE AWS SDK for Java, ZRERIEXRE
AWS RSV EEIRIBRL, BN , MREZIRAL IEFFER Amazon EC2 3541 , EC2 FREIREAL

FELE 29


http://docs.oracle.com/javase/tutorial/essential/exceptions/runtime.html
http://www.artima.com/intv/handcuffs2.html
http://radio-weblogs.com/0122027/stories/2003/04/01/JavasCheckedExceptionsWereAMistake.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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HEZBRMNNAEFAEEBFITEEMENF IR, AmazonServiceExceptionfEE L
BIRT , £5|& AmazonServiceException B—/NF3K |, £ & A G BER BT HIRAE SR 55 40 43 5l 4o
fAI4b IBERIRTER

iBZF|rtAmazonServiceException , BRMAEEWIERERINLIER , AWS RS B TER I
B, XARESENBERNSHHPEFEER , IERRNRSHEE,

AmazonServiceException AZEREARZEE | Hlin

« IREM HTTP R

- REIH AWS £EIRTE

- RERSHFMAERER
« AWS KMiFRAYIER ID

AmazonServiceExceptiont@EEXRAMWBERIZ2RAENE IR ( EBIEEENER ) E2RA
AWS RFEWHEIR ( WERSEIR ) HEE.

AmazonClientException

AmazonClientExceptionik 7~ Java BEFmABABHIARBE , TieRESHREDEEER

Bt AWS &2 Z X BN K E AWSHMRBIAT, AmazonClientException@&H Lt a E™
EAmazonServiceException , R RFEMRILEEFiKE AWS BREAERFZ BAANEERZ, 5
m, HEFHEHP —NEFin L AARERN , AmazonClientException#N 8% A 7l AR M EKE
## , W& AWS SDK for Java #i Hi

REHRWE

BRLMER RS HFE FERFAN AWS BRSFHERE. AP TELEILEHRTENLGRE , BEXFF iR
WRIRS KL, FEHELMERE , HEEFHBAANLE , MALFRFMWA

HTFRSHFEEREIMB 2 BNRE |, FAAEERESEM A EERN AR RN ZEREA, AWS SDK
for Java BT E : F uture WRMEB 5%,

Java Futures

R 7% AWS SDK for Java IREl—/N F uture WK , ZNRETEFRRSBENLE R,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
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VA Future isDone() 5% , BEZRSEECREMMN R, MmN AR FR |, JLUESEA

Future get() FERREENN R, ENARFHRELBEMES , AIERZNEEHRL AR
BRIENGS R,

UTR—NMN2FEENTRA , 23FE/EFA Lambda B2 |, W Future AT LB S InvokeResultt &
BB E . InvokeResult MRINFE isDone() A true RAIKZEE,

import com.amazonaws.services.lambda.AWSLambdaAsyncClient;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import java.nio.ByteBuffer;

import java.util.concurrent.Future;

import java.util.concurrent.ExecutionException;

public class InvokelLambdaFunctionAsync

{

public static void main(String[] args)

{

String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req);

System.out.print("Waiting for future");

while (future_res.isDone() == false) {
System.out.print(".");
try {

Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("\nThread.sleep() was interrupted!");
System.exit(1);

try {
InvokeResult res = future_res.get();
if (res.getStatusCode() == 200) {
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}

System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

}
else {

System.out.format("Received a non-0K response from {AWS}: %d\n",

res.getStatusCode());

catch (InterruptedException | ExecutionException e) {
System.err.println(e.getMessage());
System.exit(1l);

System.exit(0Q);

R E

BRT M Java Future M REBEFSERIWIRESI , SDK & AFEZIE A ZAsyncHandleriE OH
%, AsyncHandlerZ#t T AMBREBERER AN BAM B ZE : onSuccessHonError,

EEEOSFZENETEAERCIULLFRLH Future WRENATEEBERRETETH. R ,

REBMEFTHRET —NVES , HEFRTESEESAALERRF.

import
import
import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services
services
handlers

java.nio.ByteBuffer;
java.util.concurrent.Future;

.lambda.AwWSLambdaAsync;
.lambda.AWSLambdaAsyncClientBuilder;
.lambda.model. InvokeRequest;
.lambda.model.InvokeResult;
.AsyncHandler;

public class InvokelLambdaFunctionCallback

{

private class AsyncLambdaHandler implements AsyncHandler<InvokeRequest,
InvokeResult>

{

public void onSuccess(InvokeRequest req, InvokeResult res) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

FL
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System.exit(0Q);

public void onError(Exception e) {
System.out.println(e.getMessage());
System.exit(1l);

public static void main(String[] args)

{

String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req, new
AsyncLambdaHandlexr());

System.out.print("Waiting for async callback");
while (!future_res.isDone() && !future_res.isCancelled()) {
// perform some other tasks...

try {
Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("Thread.sleep() was interrupted!");
System.exit(0Q);

}
System.out.print(".");

BEXIR
BB T

AsyncHandler WXHEERSEFHBANLELART. @E. RERTHRBELEN
AsyncHandler RERHES. MRENLERFAZEERKNBETHRBERES , 2SBNRD
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ERRFMERLBEENFA  ABRLEFEFRRTER. IRFENEFF B -—MKPETHES , BE
MNERESINARFRENLERPILERETEES.

gREMEE

PR EFim AWS SDK for Java 2 7T —MNER T ASHNAERFHNERIALEB, SR A
E M ExecutorService H [FH &% 45 AWS SDK for Java REEF ik , LUEEFiIRGILEMNEER S
o

flan | WATLAR M — NExecutorServicekH |, ZRIMME A B E X ThreadFactory 3R it R & T2 1Y
BEAN  RECFREXREKEFEABINEMES,

AL

SDK H iy TransferManagersk I ERARM T & X% Amazon S3, TransferManagerEE RSP &
MTE, RHFANERRHERS , AXBNTEASHNER,

123% AWS SDK for Java @i

£/ Apache Commons Logging #4TH N , XR—MARE , AT EETHNFEAZNBEREHRNE
fl—4, AWS SDK for Java

K BEICRRSBIE Java Logging Framework, Apache Logdj MIEMRSE, RXEBN B UM A
Logdj. ERENENRMARFRBHTEMESR , RAUERATF AT ESHN BRIZRKINEE,

ETHEX Logd NEZEE , i85 Apache Mk,

® Note
REBMEENE Logdj 1.x. Logdj2 FiEEZ#E Apache Commons Logging , B2 —/NEBT
2, MBEXIEFZBAAEREIF A Apache Commons Logging REM Log 4j2. BXEZEE ,
ESH Log4j2 X RH#y Commons Logging Bridge.

T % Log4J JAR

B Logd ERF AT EG—EER , EEM Apache M T & Logdj JAR, ZF AT ESFEHE JAR.
F JAR XHEHIBIEBEPIME,

123 AWS SDK for Java #@iF 34


https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ExecutorService.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ThreadFactory.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/TransferManager.html
http://commons.apache.org/proper/commons-logging/guide.html
http://logging.apache.org/log4j/2.x/
http://www.apache.org/
https://logging.apache.org/log4j/2.x/log4j-jcl.html
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Log4j £ A HL & X 4 logdj.properties, BLEXMHRHIM TR, HZzEEXHEFFIXEEZHPHEF
F, Log4j JAR H log4j.properties XHFEEER—B FH,

log4j.properties BB X &IEEHEHILZRAH, ZIEAFEFHEEHNME (. AR SR ET
B)URBHEXERYE. BERBIRICRKF[|ERBMENNE, Logdj XBFZNBERIERKEREN W

2o AURNBREXRENEIMIZEBFTICRLS. AWS SDK for JavaZFLATH N B RICRKERE
VIR

* log4j.logger.com.amazonaws

* log4j.logger.org.apache.http.wire

IRERBE

Log4j JAR H log4j.properties XX & A FRBERP, MREFEM Apache Ant , MFE Ant XHHY
path TEHIRELRER, UTRHIETR SDK Ki# I Amazon S3 RHlH Ant XHMEERTE,

<path id="aws.java.sdk.classpath">
<fileset dir="../../third-party" includes="**/*_ jar"/>
<fileset dir="../../1ib" includes="**/*_jar"/>
<pathelement location="."/>

</path>

MREAEM Eclipse IDE , AT FEEH S M E Project (M B) | Properties (J& ) | Java Build Path
(Java IR R) RiFBXEE,

BERSHHEIREENES

BATRWIEIR L R ‘com.amazonaws™ i F2RE R EHWIRE RN “WARN” |, MRIEFLETRBE A iREN
FEEEE, Hli, MR Amazon S3 FEF RN BEHNARFREBXAInputStreamH Al s

MRER , Il SSEFHLBIESEENEKEH AR, 35, A UTHRE P IREAEE SRR G
BB EA B B At 218 F A RUE B

AT log4j.properties X4 rootLogger ®EHN WARN , i 2 &2 & “com.amazonaws” &R &1+
FIERRB|RIENESNEREE . EHA LY com.amazonaws 2 X2FHEHIREHRN WARN,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n

REREE 35


http://logging.apache.org/log4j/2.x/manual/configuration.html#Loggers
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/layouts.html
http://ant.apache.org/manual/
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml
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# Or you can explicitly enable WARN and ERROR messages for the {AWS} Java clients
log4j.logger.com.amazonaws=WARN

1% R/ME R E B RID %

B NERE S AWS RSF £ —NHEE—H AWS #3R ID , IREFE AL B iE KRB F A& ,
AWS fEE X2BREMA. AWS M FEMAMHESEA , BUTNABIH4AXIETHIHNRETRIU
WBARIHEIER ID , BATLLUEN “com.amazonaws.request” iI2%88F# DEBUG B &R BIFREER
ID,

LA logdj.properties X424t T ERFMMBHHEE , 2¥E AWS B3R D,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Turn on DEBUG logging in com.amazonaws.request to log

# a summary of requests/responses with {AWS} request IDs
log4j.logger.com.amazonaws.request=DEBUG

BATR = B &% HE R A

2009-12-17 ©09:53:04,269 [main] DEBUG com.amazonaws.request - Sending
Request: POST https://rds.amazonaws.com / Parameters: (MaxRecords: 20,
Action: DescribeEngineDefaultParameters, SignatureMethod: HmacSHA256,
AWSAccessKeyId: ACCESSKEYID, Version: 2009-10-16, SignatureVersion: 2,
Engine: mysql5.1, Timestamp: 2009-12-17T17:53:04.267Z, Signature:
q963XH63Lcovl5Rr71AP1z1ye99rmWwTIDfuQaNznkD, ) 2009-12-17 09:53:04,464
[main] DEBUG com.amazonaws.request - Received successful response: 200, {AwS}
Request ID: 694d1242-cee@-c85e-f31f-5dableal8bc6 2009-12-17 09:53:04,469
[main] DEBUG com.amazonaws.request - Sending Request: POST
https://rds.amazonaws.com / Parameters: (ResetAllParameters: true, Action:
ResetDBParameterGroup, SignatureMethod: HmacSHA256, DBParameterGroupName:
java-integ-test-param-group-0000000000000, AWSAccessKeyId: ACCESSKEYID,
Version: 2009-10-16, SignatureVersion: 2, Timestamp:
2009-12-17T17:53:04.467Z, Signature:
9WcgfPwTobvLVcpyhbrdN7P713uH@oviYQ4yZ+TQjsQ=, )

2009-12-17 09:53:04,646 [main] DEBUG com.amazonaws.request - Received
successful response: 200, {AWS} Request ID:
694d1242-cee@-c85e-f31f-5dableal8bc6
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FMLEBHEIER

ERLEERT , &F AWS SDK for Java ﬁi%%ﬂ?%ﬂ&ﬂ’ﬁﬁtﬂi%i%ﬂﬂﬂ&ﬂﬁ‘ééﬁﬁﬁﬁo BARNEEFR
ShEALERCE , RABHARESR (Fla0 , EE LA XH Amazon S3 ) HIE ATgES A K
BRENARFNEE, MREHEIE Elﬁllﬂm‘t‘%nu , ATLAE3E Apache HttpClient 4 i e85 & PG H
BA. MR org.apache.http.wire i2%&5+H/E A DEBUG 45l , £12ZFATEERF MR EIE

AR log4j.properties X#F7E Apache HttpClient4 B T4 AXIER , FEREERTF , AT
RSN NARFNEREFEEREMN,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Log all HTTP content (headers, parameters, content, etc) for

# all requests and responses. Use caution with this since it can

# be very expensive to log such verbose data!
log4j.logger.org.apache.http.wire=DEBUG

HEIR fE#5 B &IE R

MRBEEHTHESR , HEFLEEFRIBMNEERSA THRESNEARERRSBEREFIKESR
FREREER , NERIEXBTELREM. ™ com.amazonaws.latency iBx&Fi&E N DEBUG
CIN=1:E T ARE 3=

® Note

BIERBREBARAALAIEGERNTITH,. ETHEZEXR SDK EHRENESEER | E2S
X AWS SDK for Java/g B 1E%x.

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
log4j.logger.com.amazonaws.latency=DEBUG

AT 2 B &% A R B,

com.amazonaws.latency - ServiceName=[{S3}], StatusCode=[200],
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ServiceEndpoint=[https://list-objects-integ-test-test.s3.amazonaws.com],
RequestType=[ListObjectsV2Request], AWSRequestID=[REQUESTID],
HttpClientPoolPendingCount=0,

RetryCapacityConsumed=0, HttpClientPoolAvailableCount=0, RequestCount=1,
HttpClientPoolLeasedCount=0, ResponseProcessingTime=[52.154],
ClientExecuteTime=[487.041],

HttpClientSendRequestTime=[192.931], HttpRequestTime=[431.652],
RequestSigningTime=[0.357],

CredentialsRequestTime=[0.011, 0.001], HttpClientReceiveResponseTime=[146.272]

=ZFinhlE

AWS SDK for Java A FEERRIANEZFFLYIEE , XELEVERTUTERENRBRER -
TREEREEF Internet

« EHHTTP ZHIRE |, HliiEEBIFEREIRR

« IBE TCP EEFEFRXKPRETR

RERE

EMREREFRNRE , B E A —AEClientConfigurationX RR B E X B P in VB E .
=

MREBESRERS[EEET Internet , IPFFEE T ClientConfiguration XY RE
RE (REXH., WOMAFRE/EE ).

HTTP {2t &

& B] LA A ClientConfiguration N RELE 24 HTTP £ 5E T, BRALFMFIEDT ; EEFLRTURE
HRiIZEMNEMH TEIIK , 2 AWS SDK for Java APl &&,

RERS =R

(® Note

BNTEENESHE—ITHEEENWERIAME, BXxFEEEMNY|KRClientConfiguration,
&35 AWS SDK for Java APl SZ N EEFERE,

RANEER

BRI AEREEATITITH HTTP E BN R AEEClientConfiguration, setMaxConnections /3%
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/A Important

FRREEREENHEASSHHRETEREZESFAMMERETE, BXRIANREERE ,
&S AWS SDK for Java AP| SEZF N EEFE{E,

B e RGE

ALURE S HTTP EEE A ML B E IR XAV ED,

* Connection Timeout

EEER R HTTP ERERAERCISTENEZENRAKE (AEYXRT). MIAEN 10,000

2%

EQHCREBIE , A ClientConfiguration, setConnectionTimeout} 3%,

+ Connection Time to Live (TTL)

MANBERT , FRTEGNZHRTRKAEMER HTTP &, MRRNBIEZENRSREFL
RSMAM , W TTLIRENBREVERSABYTRENAERF. S, F TTLIREN 15 24T
BRER/E 15 BN EHBRSHRENELERE | ELECELEHIRBERRSR/EYL 7TEEBEN
ko

ERE HTTP E# TTL , i ClientConfiguration.set ConnectionTTL J5 3%,

 Maximum Error Retries

AEIRNERNBRIANRAERRIEN 3. B LERHIRETREMEClientConfigurations
setMaxError&Ziz /5%,

A th b 1k

EiRE HTTP B iS4 E N At ib it , B A ClientConfiguration. setLocalAddress.

TCP EEFZRPEKX/PMETR

HEFRER TCP SHW B R A FIE T LLUEE ClientConfigurationX RiZE TCP X K/NRR. K
SHRAFPKEZTFEEREXLE  XEEERNSRAFRMN,
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RARFH&E TCP EFRXANNSERBNENRERSNEENIRE. Sl , KSBIRRERS
R TCP ZHXANMEM T B AREE N THRERNERBITITRESEEB AR REMLILE
HEXK/NH TCP EH# |, B3 ARZBEANERMEFER KNI,

REZEHEX A (B0, 2 MB) FAFRERGEAFHEFESHHRE , MEAFZERSH[HIARE
ZES , Bt , XEMNSFIERN AR LEER.

XRAR—MER , BERSAULLUEETETE, EEALETHN , AFNSBREAREERERSPE
ENRENRINE, KSBIRERSEEE 7&K TCP X A/NRE |, BRIFLEPFWEFH THAK TCP
FEHXARDRE , BURERGFR AT EEHILRE,

AERAWTZSRBERBYEE TCP EAXKNMNBETRERSH TCPRE , HPaEHE !
- EHAE

U7 (1] 428 1 SR g

AWS 7 B3 HI SR BE R EE B X RIRIE B AR A REHl, AWS HREFIREES —4HiE9 , EE
/(1 N

EXHEDEANEBRT , K A BN EIR C H1TiEEB,
Heh

- ARZFEAAWS K |, BliER 1A R SFESIEHEN AWS TR

- B 2EBE-HRITIEH AWS BIRHF , HlE0E Amazon SQS BAFI K IEEEHERN REEEFME
Amazon S3 f@H,

¢ C ERBR-ZIEAEEFHBEM AWS 24K |, Fla0 Amazon SQS A IS Z# £ RHIX R Amazon S3.

* DR—AFRMH - BEEMNAWRELEATERFENTELIR, BRSERRAINEZYS  EF -
ERETRIRSHSFM4. Al , SR B ARG RS ER B 2 RS2 55 E & o

Amazon S3 R4l

LT RBERT —BURE , ZRBATEMALRFEBETHAENR , B0 ZFEE LETRNTE
IR RBR BN MEE AWS IKFHY ( FREBHEBENKSERA ) o

Statement allowPublicReadStatement = new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
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.withResources(new S30bjectResource(myBucketName, "*"));
Statement allowRestrictedWriteStatement = new Statement(Effect.Allow)

.withPrincipals(new Principal("123456789"), new Principal("876543210"))
.withActions(S3Actions.PutObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Policy policy = new Policy()
.withStatements(allowPublicReadStatement, allowRestrictedWriteStatement);

AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();
s3.setBucketPolicy(myBucketName, policy.toJson());

Amazon SQS R4l

REEM —NE N HIERFEN Amazon SQS BAFIIEZWK B Amazon SNS F BH

/I_:\ o

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withConditions(ConditionFactory.newSourceArnCondition(myTopicAzrn)));

Map queueAttributes = new HashMap();
queueAttributes.put(QueueAttributeName.Policy.toString(), policy.toJson());

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sqgs.setQueueAttributes(new SetQueueAttributesRequest(myQueueUrl, queueAttributes));

Amazon SNS R4l

—SRSRETA TR E MR, Amazon SNS BT F EBE R (540 F R

. HTTP, HTTPS Amazon SQS ) MK & ( HlineE FB4ist, URL, Amazon SQS ARN )
AVFHIELIT I SNS T HIRM T RH.

Condition endpointCondition =
SNSConditionFactory.newEndpointCondition("*@mycompany.com");

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SNSActions.Subscribe)
.withConditions(endpointCondition));
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AmazonSNS sns = AmazonSNSClientBuilder.defaultClient();
sns.setTopicAttributes(
new SetTopicAttributesRequest(myTopicArn, "Policy", policy.toJson()));

71 DNS EMEHKIRE JVM TTL

Java EHIH, (JVM) E77 DNS EHER. 4 IVMFENRBETA IP ket | ©LFZ IP etz —
BRisEMETE , B) time-to-live(TTL).

BT AWS BRIREMAK DNS BMFERBREREZY , REtRMNEZWEN JVM B TTLEEEN 5
¥ XATBRERFR P it R EFRE , ENRRAEFHESELENER DNS REWNE AT
TREVET 1P tbik,

NF—& Java BE , FiRE JVM BRI TTL , WEEEH B3N JVM ZBIET RIFH DNS £B. Eit ,
MRENARFDEZT AWS BIREY IP it REZ , WELFHER VM HRIFEEFN IP F
Bzul , EREEEAZER. FUBERT , RE JVM B TTL , MEEHRIFEEFH IP EERWK
NEEM,

W{AIRE JVM TTL

EEH JVM B TTL , B’ E net workaddress.cache.ttl Z2 B4 E , £ Java 8 K34
®EiZnetworkaddress.cache.ttlgt , £ Java 11 L ESRA$IAVA_HOME/jre/
lib/security/java.securityW¥I X418 EiZE M. $IAVA_HOME/conf/security/
java.security

LTRXHFH—BREER , Zjava.securityXHFERTIL BFRERN S5 ¥,

This is the "master security properties file".

H OH B B

An alternate java.security properties file may be specified
The Java-level namelookup cache policy for successful lookups:

any negative value: caching forever
any positive value: the number of seconds to cache an address for

HOoH O O R -

zero: do not cache

networkaddress.cache.ttl=5
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ZEHS$IAVA_HOMERIEZTER RN JVM LT BN AREFEERALLIRE

R /2 BiEfs AWS SDK for Java

AWS SDK for Java AT LA R B Fi@d Amazon AT AL RIS IRV FEHR |, IXEEHEHR CloudWatch\] 2L
fir £ -

- BHNAEFERREERE AWS
- 5—BEMAR JVM BV AWS
- ETRBMRRAER , FIUEAT. LEHRNCITITR XA ERAF

Al j3 A Java SDK 8R4 B
BEERMELT Maven IKEII S 8ELE SDK mE %% 1E#R. CloudWatch

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>l.12.49@*</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudwatchmetrics</artifactId>
<scope>provided</scope>
</dependency>
<!l-- Other SDK dependencies. -->
</dependencies>

“GRRAE &% Maven Central 7 B S $TER SDK.

AWS SDK for Java BRIAERT |, RO TERARS. ENENA T AR ERALINGE , FEBF
JVM BHaiEigm B H AWS Z2E 1E§C14=E’J REEM, H

/8 FE¥R AWS SDK for Java 43
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-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/aws.properties

BEBEREILBXHRIRE , BUME SDK AT U IS RIR #3E R L& EIBL CloudWatch B G247,

@ Note

R 2 E F Amazon EC2 SEfI L3I ARS AWS M Amazon EC2 SEfl#4Ti5E , M LEIEE
FEXHF, EXFPERT , EFREEETEUTEM :

-Dcom.amazonaws.sdk.enableDefaultMetrics

IR PR B IR &ML T ap & 228 AWSSDK/Java T , 3 E4£%] CloudWatch BRIAX1H (us -east-1),
AWS SDK for Java EERZXHE , FEAREEMEPH cloudwatchRegion BHMXREET. HlM0,
E4¥ CloudWatch X131% & H us-ea st-1 , iHEA :

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties, cloudwatchRegion={region_api_default}

BRZINEERS , 8RXE AWS XENRFERN , HLEREREIES AWS SDK for Java , HERAE
RETTHE , RAERDP L5 % CloudWatch KATH#—IR. EF—B L& , EBRITUFER AWS
Management ConsolefFH AT #l{t , HiEEFZERBNER , MATHE, XHERFHESESE,

A ¥EtRRE

MINERA DA =ZAR3K

AWS & RIEERR
« BEEWHTTP ER/MBMIER, ERBE, RENERXERNE.
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AWSSDK/Java > MetricType,RequestType

MetricType B
#  ClientExecutaTime
) HttpClieniRecelveResponseTime
| HtipCllentSendReguestTime

SuccessfulRequestLatency (Miliseconds), AmazonCynamoDByv2 (Milliseconds)
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SE00Nds

W AYSEDE  ava EnpRequearTime PultemRequest ArazonDynamcl S
W AWSSDK Java HitpClertPeceiefesnonse Time PuitemiBiequest SmazonDynamolv?

[l ~wasnki

- BIEAWS RBBSEHIE , Sl S3 LA THNELENF T,

ChenExecutaTime PudiemBequest AmazanDynameDEwd
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1 RetryCoun Amazon 3
0 S30ownloadBylaCount Amazon 33
= S30ownload Throughgul Amazon 33
] SiUplomiByleCount Amazon 33
= S sload Throughput Amazon 53
Amazan 53 [Bytes/Sacond) Average ~ 1 Minute ~ O
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AWSSDKJava > Memory

Memory *  Metric Name
& FreaMamony JumMeatric
& SpareMenory JvmMatric
TotalMemory JymMatric
i 5 lamary hmMatric
i UsadM JumMat
JymMetric (Bytes) Average ~ 5 Minutes ~ 3

140,000,000

120000000

60,000,400

- e | —
e e — e e ————
e —
60000000
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20,000,000
e
- —— - — g
S N — I P
— i N ﬁx&“&___-—"’" —
o
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18:50 16:55 .00 19:05 1810 1315 19:20 12:25 a0 938 18:40 18:45 18:50 19:55 20:00

Left axia unita: Bytes
M sparatiemeny [[lFersemery [llLseamamany

MR BAEEHRRYLZR ISP , BHEREB M SR excludeMachineMetrics :

-Dcom. amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties,excludeMachineMetrics

EZER

s BXRMENKOERKENTEIK , 1S H amazonaws/metrics package summary.
« AWS SDK for Java #£ “ CloudWatch f fi CloudWatch =41” /7 ##an{al £ fFf AWS SDK for Java,
s ETHAEXRMERENESELR , HSH 8% AWS SDK for Java LIRS #M” BEXE,
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AWS SDK for Java X 18 =l

REB R AL E FHAWS SDK for Java v1 X AWS RS TRV ZHEF RH,

&R BAE GitHub EEYER3 RBIE AWS 324 A 35 21X L2 /R 6 % E R Bl RV IR

EE AWS XHFAREEERERFTHRBRE , BRARFWER. ZHAREEIREXBEESRN
R ENERABENRBRE , MANNIEE 5 AP BANEERBA B, BX%HA , BE5H
GitHub EHI B RHITEMEFE Y Contributing guidelines,

AWS SDK for Java 2.x

2018 £ , AWS &% T AWS SDK for Java 2.x, AIEEB SR XEHKH Java SDK Y1 BF A K R~ 41
R,

(@ Note
mETH FAEAREANEZROIFEMTIR 55 R HEMXEFEIRAWS SDK for Java !

£ FHAWS SDK for Java By CloudWatch =45l

L ER IR E A AWS SDK for Java 3 CloudWatch # 1T4REH =41,

Amazon CloudWatch 3E8} %28 # Amazon Web Services (AWS) &R KR IE AWS EETHNA
B, & LUEA CloudWatch WEMRERIESR , XEERZEAUHNBRRMNARFHENT
£, CloudWatch R TR EEE XM ZiABAREXN ErFTEENRRESHITER

Bx CloudWatch WEZEE. |, 52 (Amazon CloudWatch AAF1E®E) .

@ Note

ZRBMRBER RSB A EMENNAE, TENROKBE GitHub LR, ERMATEHR
BANRXM , A LR EEEH R AR IR EAA RG], REHEAETEell.

£}
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https://aws.amazon.com/cloudwatch/
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M CloudWatch 3REUE#R

B EHE ISR EE

£ CloudWatch B1R

f£ CloudWatch H {E B RIRE

- FEHKREEF CloudWatch

M CloudWatch 3k EUIE R
5| H i8R

E %4 CloudWatch 845 , &8I ListMetricsRequest #i8H AmazonCloudWatchClient #Y
listMetrics A&, B LUMER ListMetricsRequest BEHRZEE, EBIREHBEETFILEIRED
MR,

(® Note

AWS BRE X MBI MEE SR ATE (Amazon CloudWatch FAF#E/) 8 {https---docs-
aws-amazon-com-AmazonCloudWatch-latest-monitoring-CW-Support-For-AWS-html}
[Amazon CloudWatch iE#rM4EESE] R E,

FA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ListMetricsRequest;
import com.amazonaws.services.cloudwatch.model.ListMetricsResult;
import com.amazonaws.services.cloudwatch.model.Metric;

(8T

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

ListMetricsRequest request = new ListMetricsRequest()
.withMetricName(name)
.withNamespace(namespace);

M CloudWatch ZREUEHR 49
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boolean done = false;

while(!done) {
ListMetricsResult response = cw.listMetrics(request);

for(Metric metric : response.getMetrics()) {
System.out.printf(
"Retrieved metric %s'", metric.getMetricName());

}

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

}

A A 1EFRE getMetrics FIETFE ListMetricsResult FIREIHEIR, £RAUD . ERR T —H#t
, BERBERNKRFEA ListMetricsResult REY getNextToken 75 3EHREE E A
setNextToken , 2B HWBE RN REEX listMetrics WE—NFH.

EZER

« {Amazon CloudWatch API Reference) FH ListMetricso

& B E BRI

% AWS RS M ANS TN B ERRARFEIECHER. SHTNERECHNSERHRFEE
SUEFRBIR (FLAWS T KB )

& B EXER SR

ERHECHIEREIE , BB PutMetricDataRequest 8 | AmazonCloudWatchClient #9
putMetricData 5%, PutMetricDataRequest XM BFEHRBEMANBEN B ZEE |, EMLIM
£ MetricDatum N RABDEFXREZBELELENEE.

(® Note

BT EIEE L AWS At B 2R H . LA“AWS FF LMY an B ZE AR Bt Amazon Web Services
Fnﬂﬁﬁﬁo
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
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FA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.Dimension;

import com.amazonaws.services.cloudwatch.model.MetricDatum;

import com.amazonaws.services.cloudwatch.model.PutMetricDataRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricDataResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("UNIQUE_PAGES")
.withValue("URLS");

MetricDatum datum = new MetricDatum()
.withMetricName("PAGES_VISITED")
.withUnit(StandardUnit.None)
.withValue(data_point)
.withDimensions(dimension);

PutMetricDataRequest request = new PutMetricDataRequest()
.withNamespace("SITE/TRAFFIC")
.withMetricData(datum);

PutMetricDataResult response = cw.putMetricData(request);

EZER

«  {Amazon CloudWatch FiF$ER) B EFH Amazon CloudWatch $8%x.
« {Amazon CloudWatch FAF1E&E) K AWS @& Z8[H,
« {Amazon CloudWatch API Reference) F#y PutMetricData,
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£ CloudWatch

BIEER

15

ER$E CloudWatch IEFRBIREIR , BEASEXRBRFZMHM PutMetricAlarmRequest 1 F
AmazonCloudWatchClient By putMetricAlarm 5o

FA

import
import
import
import
import
import
import
import

(8T

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension
.withName("InstanceId")
.withValue(instancelId);

cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.

cloudwatch

cloudwatch.
cloudwatch.

new Dimension()

PutMetricAlarmRequest request
.withAlarmName(alarmName)
.withComparisonOperator(

ComparisonOperator.GreaterThanThreshold)

.withEvaluationPeriods(1)

.withMetricName("CPUUtilization")

.withNamespace("{AWS}/EC2")

.withPeriod(60)

.withStatistic(Statistic.Average)

.withThreshold(70.0)

.withActionsEnabled(false)

.withAlarmDescription(
"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
.withDimensions(dimension);

AmazonCloudWatch;
AmazonCloudWatchClientBuilder;
model .ComparisonOperator;
model.Dimension;
model.PutMetricAlarmRequest;

.model.PutMetricAlarmResult;

model.StandardUnit;
model.Statistic;

new PutMetricAlarmRequest()

f# A CloudWatch 31§
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PutMetricAlarmResult response = cw.putMetricAlarm(request);

B B R

B3| HE

2 BIZ#/ CloudWatch 1R , i&

RETARIEEL RIETM DescribeAlarmsRequest 1 F

AmazonCloudWatchClient By describeAlarms 5%,

FA

import
import
import
import
import

(R

com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

services.cloudwatch.AmazonCloudWatch;
services.cloudwatch.AmazonCloudWatchClientBuilder;

.services.cloudwatch.model.DescribeAlarmsRequest;

services.cloudwatch.model.DescribeAlarmsResult;
services.cloudwatch.model.MetricAlarm;

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;

DescribeAlarmsRequest request = new DescribeAlarmsRequest();

while(!done) {

DescribeAlarmsResult response = cw.describeAlarms(request);

for(MetricAlarm alarm : response.getMetricAlarms()) {
System.out.printf("Retrieved alarm %s", alarm.getAlarmName());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

BIRFIKRTLUBIE describeAlarms IREH DescribeAlarmsResult Fi8MA getMetricAlarms 3k

=
Fo

f# A CloudWatch 31§
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HEREAUPTT, ERET—HER , BERRBERNRKRHPER DescribeAlarmsResult X
R getNextToken FEKIREEIAA setNextToken , H i EIE A E RXI R 1& BEIX
describeAlarms % —MNEAHA,

(@ Note

838 7] LA AmazonCloudWatchClient By describeAlarmsForMetric FiER R4S EIE
A ER, THEAEL T describeAlarms,

i R 4R

EMI &% CloudWatch 23R , i&{# A DeleteAlarmsRequest ( BB ER BN — N RESEREH ) BH
AmazonCloudWatchClient B9 deleteAlarms F 3%,

FA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DeleteAlarmsRequest request = new DeleteAlarmsRequest()
.withAlarmNames(alarm_name);

DeleteAlarmsResult response = cw.deleteAlarms(request);

EZER

+  {Amazon CloudWatch A/~ #5E) Y2 Amazon CloudWatch B,
«  {Amazon CloudWatch API Reference) i #J PutMetricAlarm

«  {Amazon CloudWatch API Reference) H#J DescribeAlarms

«  {Amazon CloudWatch API Reference) H# DeleteAlarms
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DeleteAlarmsRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAlarms.html
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£ CloudWatch i i ZRIR1E

A A CloudWatch B#Ri#R{E , BRI QIEMITAZEFL, L1k, EFHIKE Amazon EC2 SLHIFREN
Bk

(® Note

BEEAEERAER setAlarmActionsPutMetricAlarmRequest B A% , ATV BRI
RN B R,

B REBRIRE

EF A CloudWatch BiREVEBIRIRIE , B A EnableAlarmActionsRequest ( B8 —1MHENEEE A
HERMN BT ) B AmazonCloudWatchClient # enableAlarmActions,

FA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

EnableAlarmActionsRequest request = new EnableAlarmActionsRequest()
.withAlarmNames(alarm);

EnableAlarmActionsResult response = cw.enableAlarmActions(request);

ERERIRE

EZ [ CloudWatch iR EIRIEE , B DisableAlarmActionsRequest ( @& —PMRZBNREZR
BHIRENEIRNABF ) A AmazonCloudWatchClient B9 disableAlarmActions,

FA
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsResult;

(R

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DisableAlarmActionsRequest request = new DisableAlarmActionsRequest()
.withAlarmNames(alarmName);

DisableAlarmActionsResult response = cw.disableAlarmActions(request);

EZER

« {Amazon CloudWatch #§m) FHEIEERUEL, Kib, EEHIREEH
«  {Amazon CloudWatch API Reference) i #J PutMetricAlarm

« {Amazon CloudWatch API Reference) H#J EnableAlarmActions

« {Amazon CloudWatch API Reference) A #Y DisableAlarmActions
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NS B IREBE R

YIRS

ERMBENX CloudWatch B , AT E —NHZ 4 PutEventsRequestEntry R ( RIS
HEFEMER ) B PutEventsRequest I RiAA AmazonCloudWatchEventsClient 8 putEvents /7
Eo BAILUAKRBEEZSNSH , fINSEHHRENER, SEHMEXBRNRTRESE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequestEntry.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequest.html
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FA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutEventsRequestEntry;

import com.amazonaws.services.cloudwatchevents.model.PutEventsResult;

(ST

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

final String EVENT_DETAILS =
"{ \"keyl\": \"valuel\", \"key2\": \'"value2\" }";

PutEventsRequestEntry request_entry = new PutEventsRequestEntry()
.withDetail (EVENT_DETAILS)
.withDetailType("sampleSubmitted")
.withResources(resource_arn)
.withSource("aws-sdk-java-cloudwatch-example");

PutEventsRequest request = new PutEventsRequest()
.withEntries(request_entry);

PutEventsResult response = cwe.putEvents(request);

A ALY

EQENLEHAN | FEEASEANB BRI ES A PutRuleRequest 18
AmazonCloudWatchEventsClient 8 putRule 753& , Al S HUNEHENX, SHNAEREKRE IAM £
BURERANZITMRN T RIFTER,

FA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutRuleRequest;

import com.amazonaws.services.cloudwatchevents.model.PutRuleResult;

import com.amazonaws.services.cloudwatchevents.model.RuleState;

(ST
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutRuleRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

PutRuleRequest request = new PutRuleRequest()
.withName(rule_name)
.withRoleArn(role_arn)
.withScheduleExpression("rate(5 minutes)")
.withState(RuleState.ENABLED);

PutRuleResult response = cwe.putRule(request);

N B #R

Bir 2l A AN RN ERR. ~4FIBF23E Amazon EC2 3Efl. Lambda ¥, Kinesis
F. Amazon ECS £%. Step Functions JRAHL K E B ¥r.

E@ANRME R , EEH PutTargetsRequest ( @ EEFH AN FERMBAMN A BFr7IEK ) KiE
A AmazonCloudWatchEventsClient B putTargets 5o

FA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutTargetsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutTargetsResult;

import com.amazonaws.services.cloudwatchevents.model.Target;

(R

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

Target target = new Target()
.withArn(function_azrn)
.withId(target_id);

PutTargetsRequest request new PutTargetsRequest()
.withTargets(target)

.withRule(rule_name);

PutTargetsResult response = cwe.putTargets(request);

FEH%1%Z CloudWatch 58
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EZER

« {Amazon CloudWatch Events User Guide) A # Adding Events with PutEvents

«  {Amazon CloudWatch Events User Guide) A # Schedule Expressions for Rules

«  {Amazon CloudWatch Events User Guide) H#J Event Types for CloudWatch Events
«  {Amazon CloudWatch Events User Guide) ## Events and Event Patterns

« {Amazon CloudWatch Events API Reference) ## PutEvents

» {Amazon CloudWatch Events API Reference) H#J PutTargets

«  {Amazon CloudWatch Events API Reference) ##J PutRule
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/AddEventsPutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/EventTypes.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutRule.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/dynamodb/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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SNMNBESYE—/1H ScalarAttrlbuteType RHEWXBMBIERE, BRETUR=#E (B). #&F
(N) SFR/FE (S)e BXEZEER , 1555 (Amazon DynamoDB & A G 15R) ':F'EI’J i U
ERA,

« MEFHEE , XEAENNRFRENREVEARER VI,

@ Note
Amazon DynamoDB EMMETFAARRBREMNMETHEME , HEENRARRETEZTEN
?é{:i

ENMBELEABNES  UELESEREELNBARER,
BE xR

£ DynamoDB & imf¥ createTable AR BIZE#HY DynamoDB &, EBEEMEREMMERE
, ZERATHRARNER, BEXNREVEMETHLEENKE. NELE DynamoDB REE X
BREM,

(® Note
MREREFEBEMNRERE , NN

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;
import com.amazonaws.services.dynamodbv2.model.CreateTableRequest;
import com.amazonaws.services.dynamodbv2.model.CreateTableResult;
import com.amazonaws.services.dynamodbv2.model.KeySchemaElement;
import com.amazonaws.services.dynamodbv2.model.KeyType;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.services.dynamodbv2.model.ScalarAttributeType;

NEEERREERIK
WRBERAELEER (‘“Name”) BIE R,

42 DynamoDB Y& 60


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ScalarAttributeType.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://aws.amazon.com/dynamodb/pricing/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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(8T

CreateTableRequest request = new CreateTableRequest()
.withAttributeDefinitions(new AttributeDefinition(

"Name", ScalarAttributeType.S))
.withKeySchema(new KeySchemaElement('"Name", KeyType.HASH))
.withProvisionedThroughput(new ProvisionedThroughput(

new Long(1l@), new Long(10)))
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
try {
CreateTableResult result = ddb.createTable(request);
System.out.println(result.getTableDescription().getTableName());
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

#E55 GitHub LM ZE RH,
BIZEFEAERNK

A% —4 AttributeDefinition 1 KeySchemaElement | CreateTableRequest,

(R

CreateTableRequest request = new CreateTableRequest()

.withAttributeDefinitions(

new AttributeDefinition("Language", ScalarAttributeType.S),

new AttributeDefinition("Greeting", ScalarAttributeType.S))
.withKeySchema(

new KeySchemaElement('"Language", KeyType.HASH),

new KeySchemaElement("Greeting", KeyType.RANGE))
.withProvisionedThroughput(

new ProvisionedThroughput(new Long(1@), new Long(10)))
.withTableName(table_name);

BEZH GitHub LR SEERHI,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeDefinition.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/KeySchemaElement.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/CreateTableRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTableCompositeKey.java
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FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ListTablesRequest;
import com.amazonaws.services.dynamodbv2.model.ListTablesResult;

(8T

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ListTablesRequest request;

boolean more_tables = true;
String last_name = null;

while(more_tables) {
try {
if (last_name == null) {
request = new ListTablesRequest().withLimit(10);

}
else {

request = new ListTablesRequest()
.withLimit(10)
.withExclusiveStartTableName(last_name);

ListTablesResult table_list = ddb.listTables(request);
List<String> table_names = table_list.getTableNames();

if (table_names.size() > 0) {
for (String cur_name : table_names) {
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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}

1la

if (last_name

System.out.format("* %s\n", cur_name);

}
else {

System.out.println("No tables found!");
System.exit(0Q);

st_name = table_list.getlLastEvaluatedTableName();

== null) {

more_tables = false;

RIABERT , BRARAMRESZ 100 1Nk - XIREIR ListTablesResult X S A
getLastEvaluatedTableName AIZREBIFMEH E—1 &k, AFEALEE L—JHNEE—MREE
EFEIIH,

EZ 4 GitHub LW EE R B,

HWiRR (FREMEXESR )

@A DynamoDB % kY describeTable 5%,

® Note
MRE

FA

import
import
import
import
import
import

(BT

com.
com.
com.
com.
com.
com.

MIKFMXERAZEwBNER , NS

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonDynamoDB

& ResourceNotFoundException &

AmazonServiceException;

services.dynamodbv2.AmazonDynamoDB;
services.dynamodbv2.AmazonDynamoDBClientBuilder;
services.dynamodbv2.model.AttributeDefinition;
services.dynamodbv2.model.ProvisionedThroughputDescription;
services.dynamodbv2.model.TableDescription;

ddb = AmazonDynamoDBClientBuilder.defaultClient();
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/model/ListTablesResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/ListTables.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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try {
TableDescription table_info =
ddb.describeTable(table_name).getTable();

if (table_info != null) {

System.out.format("Table name : %s\n",
table_info.getTableName());
System.out.format("Table ARN : %s\n",
table_info.getTableArn());
System.out.format("Status : %s\n",

table_info.getTableStatus());
System.out.format("Item count : %d\n",

table_info.getItemCount().longValue());
System.out.format("Size (bytes): %d\n",
table_info.getTableSizeBytes().longValue());

ProvisionedThroughputDescription throughput_info =
table_info.getProvisionedThroughput();
System.out.println("Throughput");
System.out.format(" Read Capacity : %d\n",
throughput_info.getReadCapacityUnits().longValue());
System.out.format(" Write Capacity: %d\n",
throughput_info.getWriteCapacityUnits().longValue());

List<AttributeDefinition> attributes =
table_info.getAttributeDefinitions();
System.out.println("Attributes");
for (AttributeDefinition a : attributes) {
System.out.format(" %s (%s)\n",
a.getAttributeName(), a.getAttributeType());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

&85 GitHub LM EE R A,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DescribeTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.AmazonServiceException;

(8T

ProvisionedThroughput table_throughput = new ProvisionedThroughput(
read_capacity, write_capacity);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateTable(table_name, table_throughput);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

BSH GitHub EREE R,
il R 2%
@A DynamoDB % Fif#d deleteTable % , HEEAERE M.

(® Note
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import com.amazonaws.AmazonServiceException;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

AR
final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
try {
ddb.deleteTable(table_name);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

%25 GitHub -8 E R A,
BEZER
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@A AmazonDynamoDB Ky getItem J53%& , }mHEHZiE GetltemRequest MR , BEEFAAFUH W&
BMAMERE, ©IRE GetltemResult IR,

A LAEAFTIRE GetItemResult WRM getItem() & , RREWMBEXKMNIRS (8 ( F/HHR)
F{E (AttributeValue) X4 ) o
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DeleteTable.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemResult.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeValue.html
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import com.amazonaws.services.dynamodbv2.model.AttributeValue;
import com.amazonaws.services.dynamodbv2.model.GetItemRequest;
import java.util.HashMap;

import java.util.Map;

(R

HashMap<String,AttributeValue> key_to_get =
new HashMap<String,AttributeValue>();

key_to_get.put("DATABASE_NAME", new AttributeValue(name));

GetItemRequest request = null;
if (projection_expression != null) {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name)
.withProjectionExpression(projection_expression);
} else {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
Map<String,AttributeValue> returned_item =
ddb.getItem(request).getItem();
if (returned_item != null) {
Set<String> keys = returned_item.keySet();
for (String key : keys) {
System.out.format("%s: %s\n",
key, returned_item.get(key).toString());
}
} else {
System.out.format("No item found with the key %s!\n", name);
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/GetItem.java
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EEYINE =

SRR U B B RENNMRE, ERXAMEBRNERFZRNE, NRERBIMANTEERFE |, B
AEFERRNESIZFERER,

(® Note
MREHNK - MXBEEZEGBENE , N5 & ResourceNotFoundException FH

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;
import java.util.Arraylist;

(8T

HashMap<String,AttributeValue> item_values =
new HashMap<String,AttributeValue>();

item_values.put("Name", new AttributeValue(name));

for (String[] field : extra_fields) {
item_values.put(field[@], new AttributeValue(field[1]));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.putItem(table_name, item_values);
} catch (ResourceNotFoundException e) {
System.err.format("Error: The table \"%s\" can't be found.\n", table_name);
System.err.println("Be sure that it exists and that you've typed its name
correctly!");
System.exit(1);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1l);
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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H2 5 GitHub LRYTE R,
EHMERTIFE

Al LAE A AmazonDynamoDB #J updateltem 5% , B RHEEFNREN. TRENZRME |
FHMRHPEEMBENE M,

(® Note
MREHKSFNXEREZERENER , AETFECANEIRIANTE , 25

ResourceNotFoundException &,

FA

import
import
import
import
import
import
import
import

(R

HashMap<String,AttributeValue> item_key =

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;

services.
services.
services.
services.

services

services.

java.util.Arraylist;

dynamodbv?2.
dynamodbv?2.
dynamodbv?2.
dynamodbv?2.

.dynamodbv?2.

dynamodbv?2.

new HashMap<String,AttributeValue>();

AmazonDynamoDB;
AmazonDynamoDBClientBuilder;
model.AttributeAction;
model.AttributeValue;
model.AttributeValueUpdate;
model .ResourceNotFoundException;

item_key.put("Name", new AttributeValue(name));

HashMap<String, AttributeValueUpdate> updated_values =
new HashMap<String,AttributeValueUpdate>();

for (String[] field :

extra_fields) {
updated_values.put(field[@], new AttributeValueUpdate(
new AttributeValue(field[1]), AttributeAction.PUT));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/PutItem.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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ddb.updateItem(table_name, item_key, updated_values);
} catch (ResourceNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1l);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1);

B2 GitHub LT E R,
£/ DynamoDBMapper 3£

AWS SDK for Java 2t T DynamoDBMapper 2 , E&REEHB & 7 im KBS E] Amazon DynamoDB
. E A DynamoDBMapper 3 , B LAEAEREE X DynamoDB FkH YT B SR B I XS &
SHlzEHRFR (M TENRBRGIFTR ) . FA DynamoDBMapper 2 | BEEBHE BT XK |,
TEMAR, X, EFMMPIER (CRUD) &4 , HHITENR,

(® Note
DynamoDBMapper Z£R R 812, FH MRk,

FA

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBAttribute;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBHashKey;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBMapper;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBTable;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBRangeKey;
import com.amazonaws.services.dynamodbv2.model.AmazonDynamoDBException;

(R

BT Java BB RBIERAAEEA DynamoDBMapper 268 Music ZRAMAR. HARRIMBIRFE ,
B E A Partition (2 X) M Sort (BEF) BMEIE . AE Awards (RI) T H 2 F#. BXAIE
Music RHER , ES M (Amazon DynamoDB FF X A RIEm) FHBIERX,

AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard().build();
MusicItems items = new MusicItems();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateItem.java
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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try{
// Add new content to the Music table
items.setArtist(artist);
items.setSongTitle(songTitle);
items.setAlbumTitle(albumTitle);
items.setAwards(Integer.parseInt(awards)); //convert to an int

// Save the item
DynamoDBMapper mapper = new DynamoDBMapper(client);
mapper.save(items);

// Load an item based on the Partition Key and Sort Key
// Both values need to be passed to the mapper.load method
String artistName = artist;

String songQueryTitle = songTitle;

// Retrieve the item

MusicItems itemRetrieved = mapper.load(MusicItems.class, artistName,
songQueryTitle);

System.out.println("Item retrieved:");

System.out.println(itemRetrieved);

// Modify the Award value
itemRetrieved.setAwards(2);
mapper.save(itemRetrieved);
System.out.println("Item updated:");
System.out.println(itemRetrieved);

System.out.print("Done");
} catch (AmazonDynamoDBException e) {
e.getStackTrace();

@DynamoDBTable(tableName="Music")
public static class MusicItems {

//Set up Data Members that correspond to columns in the Music table
private String artist;

private String songTitle;

private String albumTitle;

private int awards;

@DynamoDBHashKey(attributeName="Artist")
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public String getArtist() {
return this.artist;

public void setArtist(String artist) {
this.artist = artist;

@DynamoDBRangeKey(attributeName="SongTitle")
public String getSongTitle() {
return this.songTitle;

public void setSongTitle(String title) {
this.songTitle = title;

@DynamoDBAttribute(attributeName="AlbumTitle")
public String getAlbumTitle() {
return this.albumTitle;

public void setAlbumTitle(String title) {
this.albumTitle = title;

@DynamoDBAttribute(attributeName="Awards")
public int getAwards() {
return this.awards;

public void setAwards(int awards) {
this.awards = awards;

EZ 4 GitHub L EE R B,

EZER

«  {Amazon DynamoDB FF & A G $E/) AT E 02N
«  {Amazon DynamoDB FF &R A G #EF) H#I4:3E DynamoDB FHYI1 B
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UseDynamoMapping.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForItems.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithItems.html
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£ AWS SDK for Java B9 Amazon EC2R %l

ARER5 IR EFHAWS SDK for Java X Amazon EC2 # {T4RTEHI R,
£}

- ¥E . B3 EC2 X4

- A IAM B E8EFX Amazon EC2 L#) AWS BRI 75X
« 312 : Amazon EC2 ZEM A L4

« 2 . 5% Amazon EC2 EMELHIFEREE

« EHE Amazon EC23E 4l

« EFRFERAMM IP it Amazon EC2

- FEAXEMTAX

« f#/A Amazon EC2 B4R

« 1£ Amazon EC2 R Z & 4A

#E . B3) EC2 L4

R AR E R A fE FAAWS SDK for Java /831 EC2 324,
EFH:

o EREZMH

« B2 Amazon EC2 &£ 4

o SIEZAX

e J=1T Amazon EC2 3=

FREMF

EFBze , BRECHE AWS IKFHBEBIRE AWS £if, BXEZER |, H3H Al
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https://aws.amazon.com/ec2/

AWS SDK for Java 1.x MRS 1.x FFEARIERE

#2 Amazon EC2 &4

EC2-Classic H&H

/A Warning

FAVE T 2022 £ 8 A 15 Bf= /A EC2-Classico EATEWIEM EC2-Classic E#Z| VPC,
BEXEZER , HZRA (LE# EC2 AFEmM) = (IS# EC2 AFEM) T8 “M EC 2-
Classic E8Z| VPC", 5iEZ [ {E% X E EC2-Classic Networking is Retiring — Here's How to
Prepare,

BB —NEZL2EENEURH R |, BH - RZN EC2 RHINNERE. BIAMERT , Amazon EC2
HENEFHETAFALRENZTSHXEK, TUAIBEATFEN EC2 RHESIRERENTLAH, H

m, MRFEEEE Linux 56| , A TFLLHABRERN A SSH RE. BALUEA Amazon EC2 2
H A EZEH AWS SDK for Java,

&M LA B 1E EC2-Classic 5 EC2-VPC FEAMNZ 24, BX EC2-Classic #l EC2-VPC tWE %S
B . &% Linux 36 Amazon EC2 AF RPN ZENEE,

BXRBEH Amazon EC2 #H|ABIELZLEHMNESZELR |, i5S 1 Linux 324] Amazon EC2 AF#gm e
K Amazon EC2 &£ 4,

1. B H ARt CreateSecurityGroupRequest3kfil, fEAwithGroupName G ERELZ LA B , £A
w ith Description T A RERZ£HMER , TR :

CreateSecurityGroupRequest csgr = new CreateSecurityGroupRequest();
csgr.withGroupName("JavaSecurityGroup").withDescription("My security group");

T HEMELAHIL Amazon EC2 BF IR AWS XA LT —#, SMALLANBATHHM
R fERA US-ASCIl F4F.

2. MiE RN RIER SBEE LA createSecurityGroup 3%, Z 5 3EIRE —
N CreateSecurityGroupResultf R , 1 FFR :

CreateSecurityGroupResult createSecurityGroupResult =
amazonEC2Client.createSecurityGroup(csgr);

MRZBZHNEENELLEEFHRAEHNELYA | createSecurityGroup 5| X%%E,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-supported-platforms.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withGroupName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withDescription-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createSecurityGroup-com.amazonaws.services.ec2.model.CreateSecurityGroupRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupResult.html
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RKIABRT , FNZE2ETRTATFE A ANLREHR ALK Amazon EC2 326, ERFAMARE , BYM
N HEANREM TN, BRI EA P b, IP e, BEMIEAK TCP/UDP im A& A
TRV

1. BB H W% {bIpPermission3kfl, £/ withIPv4Ranges AR B ERNEFH AH IP thutSuH , A
J‘EFElelthlpProtocolj':‘,i SE IP hil, fFEAwithFromPortMwithToPortF &g EEBENEAOH
OsE , TR :

IpPermission ipPermission =
new IpPermission();

IpRange ipRangel new IpRange().withCidrIp("111.111.111.111/32");
IpRange ipRange2 = new IpRange().withCidrIp("150.150.150.150/32");

ipPermission.withIpv4Ranges(Arrays.aslList(new IpRange[] {ipRangel, ipRange2}))
.withIpProtocol("tcp")
.withFromPort(22)
.withToPort(22);

RPUHRIE IpPermission WRFAEEMNMERY , TEATEZ A
£/ CIDR RRZEIEE IP #iik, IR HIEE TCP/UDP iy , HAIBMHRHOMBirE N, REEE
TCP =% UDP Bt F 8RO,

2. Bl H ¥t AuthorizeSecurityGrouplngressRequest3kfil, FHwithGroupNameFiiigEL <A
B, 2B {EM IpPermissionX KL% LS ZwithlpPermissions55% , BATFIR :

AuthorizeSecurityGroupIngressRequest authorizeSecurityGroupIngressRequest =
new AuthorizeSecurityGroupIngressRequest();

authorizeSecurityGroupIngressRequest.withGroupName("JavaSecurityGroup")
.withIpPermissions(ipPermission);

3. FERII R4EE R authorizeSecurityGrouplngress 3% , MR :

amazonEC2Client.authorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

MREFEAERNEAR IP 1t @A authorizeSecurityGroupIngress , iZA%5l%
FF. BIEMABILIH IpPermission MR , WAE IP, iwmOMBPILIRNEA , REEA

AuthorizeSecurityGroupIngress,

#iE . B3 EC2 Kfl 75


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpv4Ranges-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpProtocol-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withFromPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withToPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html#withIpPermissions-com.amazonaws.services.ec2.model.IpPermission%E2%80%A6%E2%80%8B-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
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F L&A A authorizeSecurityGrouplngress 3 authorizeSecurityGroupEgres s &R , MA@ BN ZE
SERIN—HN,

BIERAN

B3I EC2 EHINAIIEEFAX , AR EEZIXFINEEZANNILERL . BB RAX ,
WA A FEAEE S Hb N EANNERAN. BEXEZEFEER , F5H (Amazon EC2 AFiEm
( AT Linux 341 ) ) ) Amazon EC2 Z4AXT,

1. B H B3 CreateKeyPairRequest 3£, A withKeyName SRR EZRAXN B , TR :

CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();

createKeyPairRequest.withKeyName(keyName);

/A Important
BN EHLARE -, MREZHUENBANEHREAERANER , H5I2R7E,

2. FBERNRIEZEE createKeyPair 5%, 1%JEIRE CreateKeyPairResult 3241 , IR

CreateKeyPairResult createKeyPairResult =
amazonEC2Client.createKeyPair(createKeyPairRequest);

3. WAL RNRM getKeyPair A% , SUIREX KeyPair %R, WA KeyPair M RE getKeyMaterial 75
&, BUREURINZM PEM wBRAAE R , TR -

KeyPair keyPair = new KeyPair();
keyPair = createKeyPairResult.getKeyPair();

String privateKey = keyPair.getKeyMaterial();

1=1T Amazon EC2 3451

AU TEREMNE -1 Amazon REME (AMI) BEI— 1M ZNMEEHRBEER EC2 K6, #lE EC2
KOIfE , BEUURERERS. BEMN EC2 XHIZ1T/E , BAILUERSX LK,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html#withKeyName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createKeyPair-com.amazonaws.services.ec2.model.CreateKeyPairRequest--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html#getKeyPair--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html#getKeyMaterial--
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1. BIBH#%1L— RuninstancesRequest 356, BREIBEN AMI, BHANNRLEEEIEEF
WA RETIE E M X P 7.

RunInstancesRequest runInstancesRequest =
new RunInstancesRequest();

runInstancesRequest.withImageId("ami-a9d@9edl1")
.withInstanceType(InstanceType.T1lMicro)
.withMinCount(1)
.withMaxCount(1)
.withKeyName("my-key-pair")
.withSecurityGroups("my-security-group");

withimageld
« AMI# ID, ET B ERK Amazon BEHALH AMI SEBREBEH AMI , SR ‘Amazon
RERE (AMI),

withlnstanceType

- EIEEN AMI HRBENWZFIRE, BXEZEEL , 5K (Amazon EC2 AF#Em (ERT
Linux 3561 ) ) HRIEHIZEE,

withMinCount

- EFHHM EC2 EHINKR/NHE, MEILEEKTF Amazon EC2 A 1E B ¥ 7 A X/ /3 31 B 324
¥ , Nl Amazon EC2 A& B sh1E{ASE4l,
withMaxCount
- EFHM EC2 EHINZRAKE, MRILEEKTF Amazon EC2 A 1E B ¥ 7 A X/ /3 3 B 324
¥, Wl Amazon EC2 /321 & T MinCount R A TTBEERIEHI, &7 LS 3 B SEHI 8T
T 1 MEBAFRZEFRBEBHNEREFRzE. BEXEZER , 55H Amazon EC2 &
e B iy AT LATE Amazon EC2 HE{TZ DAL 27

withKeyName

« EC2 ZANMNEN. MREEREEZAXNNBERTEHRMG , WA EEEDZXKE, AXE
ZiEE , BERLEZAN.

withSecurityGroups
s —ANRZALLA, BEXEZER , ESHGIE Amazon EC2 Z4£ 4,

2. B FE R R4EEZ runinstances FERBBIRHI, I 7EIRE —4 RuninstancesResult I
WTRAR :

#72 -Bamy BugtaficesResult result = amazonEC2Client.runInstances( 77


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withImageId-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withInstanceType-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMinCount-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMaxCount-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withKeyName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withSecurityGroups-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#runInstances-com.amazonaws.services.ec2.model.RunInstancesRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesResult.html
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runInstancesRequest);
EENXEFIZETE , AIEASNBANEREDZRM. BXEZER , 5ZH (Amazon EC2 Af {5
B (EAT Linux =461 ) » PELEZRIER Linux =451,
£/ IAM AR T3 Amazon EC2 LK AWS BR8] £

WAUENS 6E B BB AWS K B EIEXS & % B Amazon Web Services (AWS) AR B ERHETINHZ A,
ALAERA IAM Af HE#E T Amazon EC2 3£4I £ AWS BRIEZ £ 1H R

REBNFWAF IAM A5 Amazon EC2 Liz1TH Java SDK N ARFEESFERA. < IAM =4
MWEZEE , 26 (Amazon EC2 AF#E®M (&M T Linux 3kl ) ) FHEA T Amazon EC2 #Y
IAM A,

RINR MR 74 EC2 LfIf & S

MRENNRAEFERARARERRCE AWS B R , WIZE P iR R BT IRF 6 A RIAFIERE
EFs BREIL

1. Java REE M : aws.accessKeyId # aws.secretKey,

2. REEZE : AWS_ACCESS_KEY_ID Hl AWS_SECRET_ACCESS_KEY,

3. MARUXH (ETRFE L ZXHF L TARNE),

4. MNREBiZE AWS_CONTAINER_CREDENTIALS_RELATIVE_URI HELE AL+ EERE NG Z
FE  NIAET Amazon EC2 BESIRSE & 1B EIL,

SSHIEE X EIE , B2ES EC2 3=6IM IAM AEXERIEF THED,

6. RENRERARM Web 10T EEIE,

o

REEX Amazon EC2 RHlzTHNAERFE , RMINRHEFEPHRFIREXHEIE SRFATAH ,
{BFELLEE Amazon EC2 SEfilat , ZT R R AREHELEANEH RS LM, BETY
InstanceProfileCredentialsProvider SRl BEZEA TP IHHERE , IEEZFERTENRIARHRER
4% BN AT 3R BN SE Il B i SO I

Flan -

AmazonS3 s3 = AmazonS3ClientBuilder.standard()

.withCredentials(new InstanceProfileCredentialsProvider(false))
Lbuild();

R IAM BT Amazon EC2 EH AWS &RV H R 78


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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EERAZAER , SDK EEXHIEEXHF , ©FKE Amazon EC2 £HI#I<Ek IAM &K
REEIIESHBNROIE AWS EFif, REXEZIERIGEIL  MASKLASTH , B
InstanceProfileCredentialsProvider @A ERIFEA] , RIS T KU o] 48 15 9]
AWS,

/A Important

N EZEUTER THATEZEIULRF : BEARAEFFREERR (E2CIBZEESHN
InstanceProfileCredentialsProvider fEABINREEFENAR) it ; ELEG
InstanceProfileCredentialsProvider SRl EZEEZR AT IimEERER, MREME
A HE fth 5 EIR NS AR IE SR I B B XX EIE |, BT TR EFRIFTS B EIIE,

MREFIRHEHBERAZERARFZERTREREILE , ©25/ & AmazonClientException.
ES 1AM BE& R T EC2 k4

UTERSF N BUAER IAM B &I Amazon S3 FR RN RAEETH.,

B 1AM B

BIEIZF Xt Amazon S3 I RiEiHRNH IAM B,

1. $TFF 1AM #2451 A.

2. ESMBERKD , %£F Roles M Create New Role,

3. MAABEN , RTEE Next Step, BFILFH BN , ANTER 3N Amazon EC2 SZHIRN2AF T,
4. HEFRABERBTTEMN AWS IRF A€ T |, %#F Amazon EC2,

5 EiIRENRRNEAERFBERT , %ZF Amazon S3 RIFHFRINER , REEBRT -5,

6. £ Review W H L , 1%#F Create Role,

B3 EC2 R HIBELMN IAM B
&A@t Amazon EC2 #4443 AWS SDK for Java , £/ IAM &35 Amazon EC2 324,

- EFEAEFHEE3 Amazon EC2 3=l , B8 (Amazon EC2 AF#ER (&M T Linux 38
5l ) » Amazon EC2 Linux 32451 A7 H 9 3E BR R 1E,

X EXFEIRNEN , ERFREXFFAEE. £ IAM AEF , EREHCERN IAM SE,
BIERERIZEE,
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® Note
LEEVEINFEANEGRLANBHAX | TeeiEREZE6,

« EFAAWS SDK for Java Eid IAM A& E 31 Amazon EC2 324l , {55 4T Amazon EC2 4,

BRI N AREF

ERINRYEE EC2 XA LETHROINARERF. BE , 218 —NEXKATREHEXHE (B
i, GetS30bjectApp).

ARG , ™ AWS SDK for Java EEE FIZIFIEHN B £+, MR SIFAWS SDK for Java F&HE| ~/
Downloads B , AILAERU TSR TES :

cp -r ~/Downloads/aws-java-sdk-{1.7.5}/1ib .
cp -r ~/Downloads/aws-java-sdk-{1.7.5}/third-party .

HF -, HHEBGB RN GetS30bject. java HFFRMUTRE :

import java.io.*;

import com.amazonaws.auth.*;

import com.amazonaws.services.s3.*;

import com.amazonaws.services.s3.model.*;
import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;

public class GetS30bject {
private static final String bucketName = "text-content";
private static final String key = "text-object.txt";

public static void main(String[] args) throws IOException

{
AmazonS3 s3Client = AmazonS3ClientBuilder.defaultClient();

try {
System.out.println("Downloading an object");
S30bject s3object = s3Client.getObject(
new GetObjectRequest(bucketName, key));
displayTextInputStream(s3object.getObjectContent());
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}
catch(AmazonServiceException ase) {
System.err.println("Exception was thrown by the service");

}

catch(AmazonClientException ace) {
System.err.println("Exception was thrown by the client");

}

private static void displayTextInputStream(InputStream input) throws IOException
{
// Read one text line at a time and display.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
while(true)
{
String line = reader.readlLine();
if(line == null) break;
System.out.println( " "+ line );
}
System.out.println();

TIFF—A#H , FEBER build. xml HRMELTAT :

<project name="Get {S3} Object" default="run" basedir=".">
<path id="aws.java.sdk.classpath">
<fileset dir="./1ib" includes="**/*_jar"/>
<fileset dir="./third-party" includes="**/*_jar"/>
<pathelement location="1lib"/>
<pathelement location="."/>
</path>

<target name="build">
<javac debug="true"
includeantruntime="false"
srcdir="."
destdir="."
classpathref="aws.java.sdk.classpath"/>
</target>

<target name="run" depends="build">
<java classname="GetS30bject" classpathref="aws.java.sdk.classpath" fork="true"/>
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</target>
</project>

MEHAZTEBRENER. FIEE , ZBFPRE&EI. P, RIEBDLKIEE AWS EiE , FUR
B45| % AmazonServiceException, i :

$ ant
Buildfile: /path/to/my/GetS30bjectApp/build.xml

build:
[javac] Compiling 1 source file to /path/to/my/GetS30bjectApp

run:
[java] Downloading an object
[javal AmazonServiceException

BUILD SUCCESSFUL

i B 4mIFNEF 2 &R EC2 XpI

FEHRLE% (Amazon EC2 ) , MiEFiER FE&#E AWS SDK for Java 3kfil, ZamSFIEUTF
HIA{EL,

scp -p -i {my-key-pair}.pem GetS30bject.class ec2-user@{public_dns}:GetS30bject.class
scp -p -i {my-key-pair}.pem build.xml ec2-user@{public_dns}:build.xml

scp -r -p -i {my-key-pair}.pem lib ec2-user@{public_dns}:1lib

scp -r -p -i {my-key-pair}.pem third-party ec2-user@{public_dns}:third-party

@ Note

BIFEERA Linux lRAE , AR AIRER “ec2-user”, “root’=“‘ubuntu”’. EIREXSE
B9/ DNS B#5 , BITF EC2 24| & HE IR LM FHhEHR /L E DNS & ( Flin

ec2-198-51-100-1.compute-1.amazonaws.com ) o

ELRemas

« GetS30bject.class REHRENERF
* build.xml RATHENEZTENERN Ant X4
« 1ib M third-party B FZRAWS SDK for Javar XJ R EE ST 43K,
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o -r FFXIER scp RIZXAWS SDK for JavahR A&H) library M third-party BRHPHAERS
LuEIR A #TES,
« -p FFXRIER scp EFREXHEFEIBIRMIBR , RREX B H4HI IR,

(® Note

-p FFRPGERA T Linux, macOS = Unix. MEEM Windows FEHIXH , ATeEEEE A
T ESEf LS8 STHR -

chmod -R u+rwx GetS30bject.class build.xml 1lib third-party

# EC2 X6l EE1TROIERF

EETRER , BiEEE Amazon EC2 3:fil, BXEZER , 5 (Amazon EC2 AF#ER (ERAT
Linux 3561 ) ) HEEEZIER Linux =460,

MR ant EENXGIEFTA , BEAUTHHIREE

sudo yum install ant

RRER ant BTEF , MR :

ant run
ZREF 2% Amazon S WRHARBEAGTED,
#F2 : Amazon EC2 ZH 841
B

SREXHMEMEL , B Spot 261 , BA AN AREAB Amazon Elastic Compute Cloud (Amazon
EC2) RE#THN ( {EIA 90% ) , HEHME T ZHE Spot Mg BIZTERMEZRISZAI, RIFA A
FRER , Amazon EC2 2EHIE X Spot #r#E ; HIMHAEIZHET Spot MEHE - AIIREB A A/ Spot
2, MBRFXGIMFAEELH , Spot EHINERET S —MREEZSITTERDWERE,

Spot KA AT A KGR REH THELE, R=EHE. BELE. WMED. BEN Web R, UFED

HANIXH Amazon EC2 A, Btz , EFRREBRENHERT , Spot EFIERELLIEIRBEREN
MR £,
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WEREM Spot KB, EBRMFEFEZEA— Spot KHIER , MEEELBEXNNEFNX/EPEBHR
B XRRENZN. WRENKSHNELZHBIH Spot Mg, MLKHRENER |, BHISSHIF
KRBT, BEIGERAKILEN]E Spot MER KIS TENRSNE (AETENE)

B IR E

« BEPIXAHNERBRTEN LN, BEEBERVEBRMNAHNEZEIL , Amazon EC2 2 EH]
HE Spot Mg, HZHEANR , TREBMANKRSHNREES , EANXTHY Spot MMEE2HEE
B, Bt , BHXNBERTEN LN , BREFEZFELEN N

« WMREIEHEZT Spot KB , MEHHNTBERHNE T ZBIRY Spot MH4E , NMERIERHIFLLLE,
XEWE , CEBRIENRANARFEBRE , MEFNAX-—HSHENEE,

Z{TRY , Spot SR IRER XS5 H L Amazon EC2 £l £4E , M BB HM Amazon EC2 3E4i
—1¥ , HETHEE Spot EHINTRE LT, MRLIETEA , BEERTHE— /TR R 2R
( GIRFIME=HFIMER ) o A3 , W0R Spot MEBHEN RSN , B Amazon EC2 &1k 7 &Y
2, DI TE T XA AN — )N Bt B9 5 A e R 4 2%

KB B W{AEHA AWS SDK for Java 4T A T 4E,

« ’X— Spot FER
 ¥IEAIBIHITHZ Spot iER
« BUH1Z Spot i3k

o £ )FERSEA

TR

EFEALIERE , BXTE L% AWS SDK for Java #FEEHKEHERLZEEREZHE, EXEZEER | iF
S8 & AWS SDK for Java,

F1E  RELWILES

BT RERLRBERE , EFERE AWS Fif, AXEAREGHE  FEHRER TR AWS &
UM X 35

(® Note
BUYEEA IAM AR RIEREREEE, BXEZEER , BSREM AWS H6E IAM A,
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CHACRBE T ENRE  RERTUEARHFHRBFART
B2d  REREA

—NZLETERN —MNEFREF A TR HZHIANPEAIE, BRIAVBERT , EHFHRZTHRIEEHE
Eﬂ REH | XHEWE , NMEM TCP in O AR IP REEIGFKIEL., Hit , FRX Spot HXR
, BIN2BRE—1NL24d , UATHENNERER A, HTAHENEDN , RIFGIE-I B
ﬁ“GettingStarted”E’J%ﬁifiéﬂ UAEFNEEEZTHRARERE IP #iutf5 A Secure Shell (SSH) i
E, ERE—IMNNZLYE  FELGERNET MBI EEN AR REZLHWRB RO,

BIE AmazonEC2 BEFmBERTZE , Bt —1 8
F“GettingStarted’#JCreateSecurityGroupRequest BB T U RN T2 AN TR, ETFRK , BRI
@HAec2.createSecurityGroup API REIEZ£4H,

RiFRILEA , BRI EAA BN T M CIDR RRH IP it E 82—/ ipPermission
BAET , IP kB ER/10"88 TZI87E IP it F M, FA1ERN ipPermission
BIEAEET TCP HiMiwO 22 (SSH), ZRE—FTREARINEZLEBRTH
ec2.authorizeSecurityGroupIngress BiETXKIFA ipPermission,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Create a new security group.

try {
CreateSecurityGroupRequest securityGroupRequest = new

CreateSecurityGroupRequest("GettingStartedGroup", "Getting Started Security Group");

ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

}

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security
// Group by default to the ip range associated with your subnet.

try {
InetAddress addr = InetAddress.getlLocalHost();

// Get IP Address
ipAddr = addr.getHostAddress()+"/10";
} catch (UnknownHostException e) {
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}

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP

// from above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest("GettingStartedGroup",ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has
// already been authorized.
System.out.println(ase.getMessage());

FEE, BB IFNE2YE  BREEST - RUNARRF,

&3k ] LAE A AWS Toolkit for Eclipse Bl2Z£4H. BXEZER , BSREN AWS Cost Explorer
EEZLA,

S 3 BIEH Spot iFR

ATHERX— Spot iR , BEEFEREIZZFIZEE , Amazon REMEGK (AMI) , MEEFEANERS
Hit, EMBEBRINENEBHFNEZLA , XE—K, IRFENFE , BRUTUABRREZIZHHFT,

BILAEHIRB %R ; 1§ F) Amazon EC2 SEHIKBERIMER IR, EAHES , RIVGEAK
FEEHNEHIEE t1.micro, T—FREERINBAN AMI KB, EERYEF , RINFEANZIMRN
Amazon Linux AMI , Bl ami-a9d09ed1, &HHI AMI AIRESBERT BRI M REE |, BERL AT ABEHITIA
TERKEERHIRE AMI

1. 3TFF Amazon EC2 2414,
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2. #%&$% Launch Instance (/B33 41) %4,

. E—NEOFETRTAN AMI, B AMI #REZ0E5IEHT AMI ID, HE , BHATLFER
DescribeImages API , BZan SHEATELRHENTE ZH.

BRZFETUZEN Spot Kb, MEARTHEERGTE , BNZMEX Spot LA H MMM, A,
ATA, BTN E=MERNEKE  BREANMETREENVEN ; ETHETEENZEN ; SUME
RAJBEIRIREN T HRE DI T o

c BREXEAZEETRERFLEEHTRRBIERBRPLLEIHE, A, BUURERERSS
MEREE, EFLEEIREURBHNRATHK T RFEXRM, B LB FEA AWS Management
Consoles, Amazon EC2 API kK EZMNKELHIH Spot MMEFEiIERK,. MEELZEE , BRIE
& Spot MEFAELIEFK. EESMTEAEATRARNAEXRFRBENNMKIERZE , EERMAHiEE
M5 EFHITEN
« BANERHMSEE (XPARTEREEN ) WLERZEN , TNEE XML BERBREATESE

B, Fiz1T R HES T E AT RIS SE A LI T4,

- HE  BUNESREXRFANBHE D LFX , BEELEREN Spot RAIXNBWEH , HITXIRFEF
ABRYABIN TS RPESER, MRELEENE , U Spot KAMFLILE, (EEXHEZE
BMNe&NMBNFBEHESTEES. )

s INTEIBZERNELFTERTHELETF. BN ZITFENERE-IMRENTE , MET
B L ECHERITERATEHENNNE, JED0H T RPIKEN Spot MEiEFEfE , EE—MT
ERBERATETZIESERAAENZEN. AT Spot MK , ZNMEARELEIHETENTE
i, FTAEE IR —NMEAHN , ARTFEREET.

- REFBTEREENMMBERT - I TETRNEHRER , ZRETRELREXRRE. HED
7 RPIRER Spot MEIEFR G , BENETHLEZSNE , LERE - SHRRRNITREA
RYATREME , ARSI E |, EEITTRRSG,

FEERBENZRE , BULER—1 Spot £6l, ZRBIAKENEN , BITFLURFENKE M
(0.03 US) , BMEBERALHITHNMMINER, FEAILUBEH A Amazon EC2 EM T HE K ¥ E 1 F S8
9 S B FIX LE LI IR BN G 2 Spot SKHIEZITR , B/ ZAIRFIHZE1THIE £ MH Spot H
o Spot KBIHMNIEEH Amazon EC2 1Ri&E , H1RIE Spot EHIREN KHHRBHEZSRE, Bk
AL EEREE RN Spot EHIZHNETERNREZFINBEN B D, EER Spot £l , BRFRE
AXaEBRNSHBRMEER, 8% , Ei8IZE—/RequestSpotInstanceRequest#IE T,
BRETHERZTEESINERFIHEREZEN, A, BEFEERELaunchSpecificationiZiE
X, HhEFEXFRE, AMIID, MEFANZSA, EEEFZERE , VAR ZKETL
HrequestSpotInstanceshEAmazonEC2Client, A TRHIERT t{AE R —4 Spot =41,
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Setup the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specifications to the request.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

WRBRIZETHEZ — N FH Spot SZHIER. BB HMATAXREE Spot BRNERF, ETHRES(E
B, BIRHE : 8% Amazon EC2 EMALHIEREE S (AWS SDK for Java API Reference) A
B RequestSpotinstances 3£,

(® Note

BFERNEMEBSIR Spot LA , Witk , FRAREEUE TEMERHL L TEMAEEIIR
KB, AERDFREMEXTEA.
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S 4 ¥E Spot BERAVRE

T—%$2 E—BSINEHRTHRE—FZH. Spot FHREFSER RSN BRIENRE, 7 THE Spot
BREIRE , BRI T describeSpotinstanceRequests 17 3% KB EEISMAY Spot 3R ID BIRTES,

% 2 ZHOIEMER ID W’EI“”ﬁ’EiZquuestSpotInstancesi%ﬂ?"ﬂﬁ"=F'o R RBHIBERT 201
MrequestSpotInstancesta P U EFER ID MuMASIEE —MArraylList,

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// Setup an arraylist to collect all of the request ids we want to
// watch hit the running state.
Arraylist<String> spotInstanceRequestIds = new ArraylList<String>();

// Add all of the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

NETH E!&EE’J%’}? ID iﬁiﬁlﬁﬁdescribeSpotInstanceRequestsJ':"}i;Eﬁﬁ;Euia‘FE’JH(,N R
EfER , BEREZERTLETHAWRS. #EE , RNEZEHRITHX—RE , IFREFHKRE ,

ﬁﬂﬂﬁlﬁﬁ?%%&ﬁlﬂwﬂ , RERTLAEE KA, J«X'FPCE%/T@IJ?EL\TDﬂﬁfuﬁiﬁt@iﬁ%ﬂ’ﬂﬁéﬁﬁﬁ
Bo

// Create a variable that will track whether there are any
// requests still in the open state.
boolean anyOpen;

do {
// Create the describeRequest object with all of the request ids
// to monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false - which assumes there
// are no requests open unless we find one that is still open.
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anyOpen=false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);
List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all in

// the active state.

for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we attempted
// to request it. There is the potential for it to transition
// almost immediately to closed or cancelled so we compare
// against open instead of active.

if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;

}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out of
// the loop. This prevents the scenario where there was
// blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);

} catch (Exception e) {
// Do nothing because it woke up early.

}
} while (anyOpen);

BT , Spot EHIERSTEHEHAM , REAY , FhHH —MIRRERTRIFFE L, BE-1BR
T, BRNBALHT T —F , UMEBFEEMEERERAL LEMEEZITHRA,

B 5 B Spot 53R FM=HI

BE  BINEEERERN=S, EENRE , EECEFMERZRNBER L tﬁﬁ%ﬂoﬂmﬁﬁﬁ$
AR IEBHEG | XERELEERENTIZINRR, NWRELILETEH |, B4 Spot R ATEELH
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HOH , BERELERLT , fl, MREERHRFALN , AL KN 2 LAEIEFREF AT,
Rt , RFNHBCERBUERE SERE N H L LULFRE EESITHSEHA)

UTREBETR T AT BUHERYE R,

try {
// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest =

new CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);

ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

BXRUIFIEERNG , ZFEXH ID MBI EMNNIER. UTRBRAEXA T RABRE X LS
B, FEIT — N FEIXLESH ID FMMEXBKArrayListimffdescribeInstance,

// Create a variable that will track whether there are any requests
// still in the open state.

boolean anyOpen;

// Initialize variables.

ArraylList<String> instancelds = new ArraylList<String>();

do {
// Create the describeRequest with all of the request ids to
// monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);
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List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all
// in the active state.
for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we
// attempted to request it. There is the potential for
// it to transition almost immediately to closed or
// cancelled so we compare against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true; break;
}
// Add the instance id to the list we will
// eventually terminate.
instancelds.add(describeResponse.getInstanceId());
}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out
// of the loop. This prevents the scenario where there
// was blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.
}
} while (anyOpen);

ERFREArrayListPRISEHI ID |, B A TR BRL LB IEEETHISRA,

try {
// Terminate instances.
TerminateInstancesRequest terminateRequest = new
TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);
} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
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System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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@ Note
BWEFER IAM ARPEIERERXEE, BXEZER , HSFEEM AWS HAI2E IAM AR,

AR CEET TEHEMNRE , IERTUEARHPHRBFERT .
BEZEAH

—NRE2ATER - NEFEIREH AFREEFIENP KIE, BRINMERT |, EHFRETIHEEER
EEMEZEL4AE , XMEWRE , NMEM TCP Is OE AW IP REFNFHIEL, Hik , £ Spot iHK
Bl , BIISRE—1NLL24d , UATHENNEREER A, HTABENEN , RITTE—INE

N GettingStarted"BWFHTZ£4H , LATNEEESITHWNARERFD IP b2 A Secure Shell (SSH) &
E, ZRE—IMFHNLZLE , EETERET MBI ERENARARRERZLHNRE RO,

BIE AmazonEC2 BEFmHBERZE , Bi12tIE—1N 8
7 “GettingStarted’#fJCreateSecurityGroupRequest HIETURN T2 AR ER, FTXK , RI1E
HHec2.createSecurityGroup API RBIEZ 24,

NFEZEE  BRIVGFERABEKNFRA CIDR RRH IP #iutSEE 62— ipPermission
BAET , IP B4R /1018 TiZIEE IP ity F M, BEA1ER ipPermission
BIETEE T TCP MXFiIK A 22 (SSH), RE—SRFEARINNZLABIH

ec2 .authorizeSecurityGroupIngress ¥#ETKiAA ipPermission,

( ATFTREBERNESE N HEPEANKBER. )

// Create the AmazonEC2Client object so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withCredentials(credentials)
Lbuild();

// Create a new security group.
try {
CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest("GettingStartedGroup",
"Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);
} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());
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String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security Group
// by default to the ip range associated with your subnet.
try {
// Get IP Address
InetAddress addr = InetAddress.getlLocalHost();
ipAddr = addr.getHostAddress()+"/10";
}
catch (UnknownHostException e) {
// Fail here...

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP from

// above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest(
"GettingStartedGroup", ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
}
catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has already
// been authorized.
System.out.println(ase.getMessage());

}
®ALATE advanced.CreateSecurityGroupApp.java RBREIFEFENMMB R, BFE

BB I FNEed  EREEET - RUNARRF,
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® Note

BB T LAER AWS Toolkit for Eclipse Bl Z 24, BXEZEE , B3R (AWS Toolkit for
Eclipse User Guide) & Managing Security Groups from AWS Cost Explorer,

W4 Spot L35 K 81 £

IEMFAEZIZ - Amazon EC2 M EKFIHAN AN , EFEBIKAIRE, WIHHFME (AMI)
MEZE BRI IER GBI FR,

AT BIE RequestSpotInstanceRequest MHRF ., BEREBEAEELMENERFIRENE
FRIE. AL, BRIVEERNERIRE LaunchSpecification , BfEEAIKE, AMIID MEEEMF
A ZeB, EBABERE , BIPHE requestSpotInstances #iE Tt LA AmazonEC2Client
FiE. LT R E Spot SEHIE —NRbl,

(UTRBERNES - HEPEANRBER. )

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
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requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

FAMERM—IRMEER

B — Spot HXRAE , BAUEE/LNTESH, BAREWERR —RENERFAERN, HIAME
R, —RRB—IRMEER, —REBERAURKIT IR, FREHILILSF , BRFERMA, B—FRHP
A Spot KAIZITWEMEHR , FAMBEBRBFEANETK. BREEFRHRE , LRAFEIRE Spot
ERERE, BAUMERLTRBEKIRE.

// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest =
new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the type of the bid to persistent.
requestRequest.setType("persistent");

// Set up the specifications of the launch. This includes the
// instance type (e.g. tl.micro) and the latest Amazon Linux
// AMI id available. Note, you should always use the latest
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// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

BR Bl 1E SR AV 5 52 A 1A

R T B EFRIEE SN ERFEERNNK, EREERRPTBRME RAVETE. RIANBERLT ,
MEIZI—ZIFF 48 , RERRMINIMIT Spot FHR , EFZBERTXIFECE. AM , MREFFE , &
AEARGIAMH. UTRBERT WAEES R RE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set the valid start time to be two minutes from now.
Calendar cal = Calendar.getInstance();
cal.add(Calendar.MINUTE, 2);
requestRequest.setValidFrom(cal.getTime());

// Set the valid end time to be two minutes and two hours from now.
cal.add(Calendar.HOUR, 2);
requestRequest.setValidUntil(cal.getTime());

// Set up the specifications of the launch. This includes
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// the instance type (e.g. tl.micro)

// and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon

// Linux AMI id or another of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType("tl.micro");

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

FFHERY Amazon EC2 Spot SEflE R 294

BRI LLUER LM TR B EN IR Spot KAIFERDE. BRINKEFFEABIA, THXAMEREANET
&k,

MR EWEREN Spot ZF£W—EBH ML L , BUERIARHE. BHERF—RIIZN
DE-ANIRE, BHANNFASHB-—EEHMNLLE, FE5  UREFENNIFELTHKT |
TRERILEE-BHEFEINEFLE TR ATRERHIERT WMARERHEN RO,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");

requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the launch group.
requestRequest.setLaunchGroup("ADVANCED-DEMO-LAUNCH-GROUP");

// Set up the specifications of the launch. This includes
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// the instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

MREEBRERPNFERGER -—TAXARS , X EARNTAXAREER , S URAT
AXA, TRAXESARF—RIE-—TRARBRANXRS D E-ANIRE, HER—THAXSEHFENZ
BEVFrERPIRER — AT AXERAFBE1T, AT R2UMRE A XEER —NRE

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the availability zone group.
requestRequest.setAvailabilityZoneGroup("ADVANCED-DEMO-AZ-GROUP");

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);
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// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

&R LA 8HY Spot SEPIEE — N A XE,. T REREINEE RIARE A A X,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the availability zone to use. Note we could retrieve the

// availability zones using the ec2.describeAvailabilityZones() API. For
// this demo we will just use us-east-1la.

SpotPlacement placement = new SpotPlacement("us-east-1b");
launchSpecification.setPlacement(placement);
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// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =

&fE, MR

ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the placement group to use with whatever name you desire.
// For this demo we will just use "ADVANCED-DEMO-PLACEMENT-GROUP".
SpotPlacement placement = new SpotPlacement();
placement.setGroupName("ADVANCED-DEMO-PLACEMENT-GROUP");
launchSpecification.setPlacement(placement);

//

Add the launch specification.

iz .
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requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

ATFERNESHARATEN.,. AFEENEREINRE , XESHPNRSH (EN

TR —IRMEERKAEENERI ) BARREHOM ST TaEM. Bt , AEHEEE
REMES R AX LR  XREE, AEENRBEREFEEER —MRB R, &
com.amazonaws.codesamples.advanced.InlineGettingStartedCodeSampleApp. java
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EEZTNESGFHREREN G Ez —2REAE N ENBIEHITE] Amazon Elastic Block Store
(Amazon Amazon EBS) B KR ERIRE, BXEHRHITRARE , MIRREFH , BRAEXRLE-KXK
REGEAENVEE (BREPESBERTHMIERSERE ), NTEXIMNIRESERS , BUUEER
#9 Spot ER , LARPHIHL L RENEHNRD KT EMIBR, EAT WKL ROREF |, &K
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ERMARIBH | FAIBET — BlockDeviceMapping W& , HFFE5EMERXEH Amazon Elastic
Block Store (Amazon EBS) % & %] Amazon EBS W& , ZBIBMEMN RN RH#ATHRE , MEZMHEK
Bl Il | 3R not FEZMIBR. ARG , FAVF I BlockDeviceMapping MBI B FiHBHAESE
HYBRETHY ArrayList,

// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);
}

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Create the block device mapping to describe the root partition.
BlockDeviceMapping blockDeviceMapping = new BlockDeviceMapping();
blockDeviceMapping.setDeviceName("/dev/sdal");

// Set the delete on termination flag to false.
EbsBlockDevice ebs = new EbsBlockDevice();
ebs.setDeleteOnTermination(Boolean.FALSE);
blockDeviceMapping.setEbs(ebs);

// Add the block device mapping to the block list.
ArraylList<BlockDeviceMapping> blockList = new ArraylList<BlockDeviceMapping>();
blockList.add(blockDeviceMapping);

// Set the block device mapping configuration in the launch specifications.
launchSpecification.setBlockDeviceMappings(blockList);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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MREGRERNNEFTEREZBIENZGP , WA UERABBERFHEREMGRE, B/, URE
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// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// A list of request IDs to tag
Arraylist<String> spotInstanceRequestIds = new ArraylList<String>();

// Add the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

£I3RB ID /g , B LB R ER ID A% CreateTagsRequest F A Amazon EC2 & F ik
createTags() FAERRFMBEBRFMFFZ -

// The list of tags to create
ArraylList<Tag> requestTags = new ArraylList<Tag>();
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requestTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_requests = new CreateTagsRequest();
createTagsRequest_requests.setResources(spotInstanceRequestIds);
createTagsRequest_requests.setTags(requestTags);

// Tag the spot request

try {
ec2.createTags(createTagsRequest_requests);

}

catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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boolean anyOpen; // tracks whether any requests are still open

// a list of instances to tag.
Arraylist<String> instancelds = new ArraylList<String>();

do {
DescribeSpotInstanceRequestsRequest describeRequest =
new DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

anyOpen=false; // assume no requests are still open
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try {
// Get the requests to monitor
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// are any requests open?
for (SpotInstanceRequest describeResponse : describeResponses) {
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;
}
// get the corresponding instance ID of the spot request
instancelds.add(describeResponse.getInstanceId());

}

catch (AmazonServiceException e) {
// Don't break the loop due to an exception (it may be a temporary issue)
anyOpen = true;

}
try {

Thread.sleep(60*1000); // sleep 60s.
}

catch (Exception e) {
// Do nothing if the thread woke up early.

}
} while (anyOpen);

& |, AT BUNRE YK AR IIFRE

// Create a list of tags to create
Arraylist<Tag> instanceTags = new ArraylList<Tag>();
instanceTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_instances = new CreateTagsRequest();
createTagsRequest_instances.setResources(instancelds);
createTagsRequest_instances.setTags(instanceTags);
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// Tag the instance

try {
ec2.createTags(createTagsRequest_instances);

}

catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

EUH Spot 183K H 4% 1E 52451
HUH Spot &3k

EHCHEMRSLHIER |, B CancelSpotinstanceRequestsRequest ¥ & iE A Amazon EC2 & F if
E® cancelSpotInstanceRequests,

try {
CancelSpotInstanceRequestsRequest cancelRequest = new

CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);
ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

£ 1k Spot =4I

BO B EEESITHENESSHFIM ID £i%2 2] Amazon EC2 EFiwHY
terminateInstances() FERLK IEZ3EHI,

try {
TerminateInstancesRequest terminateRequest = new
TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);
} catch (AmazonServiceException e) {
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CancelSpotInstanceRequestsRequest.html
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System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

LRI

FiRER , BINEMR—FEMUABERINSEANSE , BUBETRTIIRESE 12 THE
AR, BATHFRITXLEREEN —MEFHRR Requests BIEFIEHIL, RIDERIET —
GettingStartedApp X , IBAHITERRHBAARHEES X,

TH GitHub EEA TR RAINEERRE,

RER | BEAFT T SRBERIIEHE , THWNAER AWS SDK for Java FF & Spot SEHIE 4.
& Amazon EC23:4

2 ZE LBl

E 0|2 % Amazon EC2 34 , i H AmazonEC2Client ) runInstances F3% , AR EiEdt
RuninstancesRequest , ER IS E AL SEHLEFRE& (AMI) F—NEHISEE,

FA

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.InstanceType;

import com.amazonaws.services.ec2.model.RunInstancesRequest;
import com.amazonaws.services.ec2.model.RunInstancesResult;
import com.amazonaws.services.ec2.model.Tag;

(S

RunInstancesRequest run_request = new RunInstancesRequest()
.withImageId(ami_id)
.withInstanceType(InstanceType.T1lMicro)
.withMaxCount(1)

.withMinCount(1);

RunInstancesResult run_response = ec2.runlnstances(run_request);
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https://github.com/aws/aws-sdk-java/tree/master/src/samples/AmazonEC2SpotInstances-Advanced
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
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String reservation_id =
run_response.getReservation().getInstances().get(@).getInstanceld();

BESRTER,

=Rt

E Bz Amazon EC2 324 |, i§18H AmazonEC2Client B startInstances 5% , R Eigft
StartinstancesRequest , EFEEEF =K ID,

JFA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StartInstancesRequest;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StartInstancesRequest request = new StartInstancesRequest()
.withInstanceIds(instance_id);

ec2.startInstances(request);
BES R TE R,

1% LE =4

E=Z 1k Amazon EC2 3£l , {518 AmazonEC2Client B stopInstances 5% , # A BiRHE
StoplnstancesRequest , EFR B EEE IEMZHIH 1D,

JFA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StopInstancesRequest;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StartInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StopInstancesRequest.html
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StopInstancesRequest request = new StopInstancesRequest()
.withInstanceIlds(instance_id);

ec2.stopInstances(request);
BZRTE R,
==

EE 8 Amazon EC2 324 , &8 A AmazonEC2Client B rebootInstances A% , A A EiRME
RebootlnstancesRequest , EA B EEEFEHIM ID,

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.RebootInstancesRequest;
import com.amazonaws.services.ec2.model.RebootInstancesResult;

(8T

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

RebootInstancesRequest request = new RebootInstancesRequest()
.withInstanceIlds(instance_id);

RebootInstancesResult response = ec2.rebootInstances(request);

ESHEE R,
IR KBl

EHHERNEH |, BWEEBE DescribelnstancesRequest 8 H AmazonEC2Client Y
describeInstances A%, ©fFIRE DescribelnstancesResult X & , &7 LA © R 5 H &/ Kk -~
FMEXTH Amazon EC2 =41,

SEIEMBHITOE,. BIMBNNNB3IEFH startInstances WA, E5IHEHNRH , &
MHE EESNMREMR DescribeInstancesResul tReservationgetReservations' method,
and then call ‘getInstances X¥RLEFA £H,

FA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RebootInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/RebootInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Reservation.html
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import
import
import
import
import
import

(8L

com.amazonaws.services.ec2.AmazonEC2;
com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
com.amazonaws.services.ec2.model.DescribeInstancesRequest;
com.amazonaws.services.ec2.model.DescribeInstancesResult;
com.amazonaws.services.ec2.model.Instance;
com.amazonaws.services.ec2.model.Reservation;

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
boolean done = false;

DescribeInstancesRequest request = new DescribeInstancesRequest();

while(!'done) {

DescribeInstancesResult response = ec2.describeInstances(request);

for(Reservation reservation : response.getReservations()) {
for(Instance instance : reservation.getInstances()) {

System.out.printf(

"Found instance with id %s, " +

"AMI %s, " +

"type %s, " +

"state %s " +

"and monitoring state %s",
instance.getInstanceId(),
instance.getImageId(),
instance.getInstanceType(),
instance.getState().getName(),
instance.getMonitoring().getState());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {

done

true;

HERLEHW ; BALURNEZLER | FRE  FAEREXNRH getNextToken LR E MY E L% T &
HEIRERNIRE setNextToken J53% , RFE T —/ describelInstances AR ERMEENFE

RIFRo
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BFSATE RO,

AT A5 #2 Amazon EC2 SRR A THE , Hlf0 CPU MINEFI AR, ATARNFNRREEZR, BT

BAEXEHIEENEER |, 558 (Amazon EC2 A8 ( AT Linux 341 ) ) FEYEIE Amazon

EC2,

ERREEIS | BATMAERESSHIR ID 812 — MonitorinstancesRequest , FFEHAZ#E %A
AmazonEC2Client B monitorInstances FA3%.

FA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.MonitorInstancesRequest;

K5
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

MonitorInstancesRequest request = new MonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.monitorInstances(request);

BESRZER,

F L3Pl 42

EEIESEEA | BATMAEFEIESEEFIA ID 82—/ UnmonitorinstancesRequest , HIFHE &%

#5 AmazonEC2Client By unmonitorInstances A%,

FA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.UnmonitorInstancesRequest;

(S
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeInstances.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/MonitorInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/UnmonitorInstancesRequest.html
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final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

UnmonitorInstancesRequest request = new UnmonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.unmonitorInstances(request);

ESHZE R,
ESZER

+ {Amazon EC2 API Reference) #H#J Runlnstances

+  {Amazon EC2 API Reference) HH Describelnstances
+  {Amazon EC2 API Reference) HH) Startinstances

+  {Amazon EC2 API Reference) H#J Stoplnstances

+  {Amazon EC2 API Reference) HHJ Rebootlnstances

«  {Amazon EC2 API Reference) H#J Monitorinstances

+  {Amazon EC2 API Reference) H#J Unmonitorinstances

EREABEM IP it Amazon EC2

EC2-Classic H&H

/A Warning

BAE T 2022 F 8 A 15 Hf=H EC2-Classico HATEEM EC2-Classic iF#ZE| VPC,
BXEZER , B (IS EC2 AFER) = (5% EC2 AFERM) $M “M EC 2-
Classic T8Z| VPC", SiFZ [ {8% X E EC2-Classic Networking is Retiring — Here's How to

Prepare,

DEERME IP huk
B P it |, BN E LSRR, 5 EXF - Mea |, AEFEHEENXAIRMEEOXREK,

EHEEM IP i | FEAEEMERTE (KR8 EC2 5 VPC ) #AllocateAddressRequest3t & i F
Amazonec2Client allocateAddress B 5%,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RunInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_MonitorInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_UnmonitorInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressRequest.html
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BBl AllocateAddressResult N BB E— N2 8 ID , BRI LB A 2B ID K4l 1D 1%

%48 Amazonec2Client B9 J53% |, 8 1Z4R 5 AssociateAddressRequestfs it it 53251 /8 5%
BX, associateAddress

FA

import
import
import
import
import
import
import

(8T

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonEC2 ec2

services.
services.
services.
services.
services.
services.
services.

ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.

AmazonEC2;
AmazonEC2ClientBuilder;
model.AllocateAddressRequest;
model.AllocateAddressResult;
model.AssociateAddressRequest;
model .AssociateAddressResult;
model.DomainType;

AmazonEC2ClientBuilder.defaultClient();

AllocateAddressRequest allocate_request = new AllocateAddressRequest()
.withDomain(DomainType.Vpc);

AllocateAddressResult allocate_response

ec2.allocateAddress(allocate_request);

String allocation_id = allocate_response.getAllocationId();

AssociateAddressRequest associate_request

new AssociateAddressRequest()
.withInstanceId(instance_id)
.withAllocationId(allocation_id);

AssociateAddressResult associate_response

ec2.associateAddress(associate_request);

BFSATE RO,

iR P #at

E3H o EEIEAINK A5 IP thut |, A AmazonEC2Client # describeAddresses Hit. ©

£3jR[E]—/ DescribeAddressesResult

BT LE A ERREVEREIK, P52 1P bt 89 3t 1k X R 5

Ro
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AssociateAddressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/AllocateAddress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAddressesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
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FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.Address;

import com.amazonaws.services.ec2.model.DescribeAddressesResult;

KRB
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DescribeAddressesResult response = ec2.describeAddresses();

for(Address address : response.getAddresses()) {
System.out.printf(

"Found address with public IP %s, " +
"domain %s, " +
"allocation id %s " +
"and NIC id %s",
address.getPublicIp(),
address.getDomain(),
address.getAllocationId(),
address.getNetworkInterfaceId());

ESHTERE,
B IP bt

ERMGEM IP it |, B8 A Amazonec2Client releaseAddress M5 % | [NEAE®
“4ReleaseAddressRequestB E B ER AV IP it 2 & 1D

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.ReleaseAddressRequest;
import com.amazonaws.services.ec2.model.ReleaseAddressResult;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAddresses.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/ReleaseAddressRequest.html
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ReleaseAddressRequest request = new ReleaseAddressRequest()
.withAllocationId(alloc_id);

ReleaseAddressResult response = ec2.releaseAddress(request);

TR IP S, TAWERKE AWS IP bttt | 2GR AR EE A, BSNEHEW
DNS g FA@ i iZtbut # T B E WA ARS[/RIZE . NREZHABRSBRAAEM P byt |, MR
Zibit B0 EA B — Ntk |, &Y RAuthFailurefsixEE AWS K,

MREEAE R EC2-Classic HERIA VPC , M HEEME IP k& B ) Wi FF i b it SE A SEHIAY <BX,
EETERBMER TEUE R IP it | E6H AmazonEC2Client By disassociateAddress
FiEe

MREEFAHRIEERIN VPC , NS disassociateAddress BUBGEM IP shut KBk , REH
ZEHBHRE. BN, Amazon EC2 FREI4EIR ( TTHHY ipAddress, InUse),

ESHEE TR,
EZRER

Linux 3545 Amazon EC2 AAFEEMP @@ 314 IP it
AllocateAddressfE Amazon EC2 APl &
DescribeAddressesfE Amazon EC2 API &/
ReleaseAddressE Amazon EC2 APl £

fE A XA A A X
R X 15

EB| KA AR X |, Ei8H AmazonEC2Client B describeRegions Fi&. %5 ARE
DescribeRegionsResult, TAIREIXRH getRegions 5% , AR REN XK Region X R 5
e

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeRegionsResult;
import com.amazonaws.services.ec2.model.Region;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/ReleaseAddress.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AllocateAddress.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ReleaseAddress.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeRegionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Region.html
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import com.amazonaws.services.ec2.model.AvailabilityZone;
import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

(8T

DescribeRegionsResult regions_response = ec2.describeRegions();

for(Region region : regions_response.getRegions()) {
System.out.printf(
"Found region %s " +
"with endpoint %s",
region.getRegionName(),
region.getEndpoint());

ESHEE R,
IR A A X

E5HKFA T ANENTAK |, B8 AmazonEC2Client B9 describeAvailabilityZones 77
%o %7 EIRE DescribeAvailabilityZonesResult, A H getAvailabilityZones 3% , 3REUE
RENTARKXHE AvailabilityZone 3 REIFIR,

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

(R

DescribeAvailabilityZonesResult zones_response =
ec2.describeAvailabilityZones();

for(AvailabilityZone zone : zones_response.getAvailabilityZones()) {
System.out.printf(
"Found availability zone %s " +
"with status %s " +
"in region %s",
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAvailabilityZonesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AvailabilityZone.html
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zone.getZoneName(),
zone.getState(),
zone.getRegionName());

ESHTE R,
IR K

EREMK T |, iEAH AmazonEC2Client By describeAccountAttributes A%, A EIR
[E DescribeAccountAttributesResult Xf . AT RE getAccountAttributes A EMIRER
AccountAttribute MR F|R, BELUBTAZSIFRKK R AccountAttribute FT KR,

A LUEN A A AccountAttribute XY SR E) getAttributeValues FERREEKFWEME, A
SEIRE] AccountAttributeValue KRBV PR, BALLERE ZNYRREREHNE (BSHUTRB
=<l .

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AccountAttributeValue;

import com.amazonaws.services.ec2.model.DescribeAccountAttributesResult;
import com.amazonaws.services.ec2.model.AccountAttribute;

import java.util.List;

import java.util.ListIterator;

15
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
try{
DescribeAccountAttributesResult accountResults = ec2.describeAccountAttributes();
List<AccountAttribute> accountlList = accountResults.getAccountAttributes();
for (ListIterator iter = accountList.listIterator(); iter.hasNext(); ) {
AccountAttribute attribute = (AccountAttribute) iter.next();
System.out.print("\n The name of the attribute is
"+attribute.getAttributeName());

List<AccountAttributeValue> values = attribute.getAttributeValues();

//iterate through the attribute values
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAccountAttributesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttributeValue.html
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for (ListIterator iterVals = values.listIterator(); iterVals.hasNext(); ) {
AccountAttributeValue myValue = (AccountAttributeValue) iterVals.next();
System.out.print("\n The value of the attribute is
"+myValue.getAttributeValue());

}
}
System.out.print("Done");
}
catch (Exception e)
{
e.getStackTrace();
}

%25 GitHub -2 E R A,
BZER

« {Amazon EC2 AAFF#E® (AT Linux SE61 ) ) H#yXigH ol A X
« {Amazon EC2 API Reference) H Y DescribeRegions
« {Amazon EC2 API Reference) 1KY DescribeAvailabilityZones

£ Amazon EC2 Z4AX
BIEZEA XY

BEHEZAN |, BHEAEZESZHBFM CreateKeyPairRequest i AmazonEC2Client #J
createKeyPair Hi%,

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.CreateKeyPairRequest;
import com.amazonaws.services.ec2.model.CreateKeyPairResult;

(R

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateKeyPairRequest request = new CreateKeyPairRequest()
.withKeyName(key_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAccount.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRegions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAvailabilityZones.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
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CreateKeyPairResult response = ec2.createKeyPair(request);

BESRTER,
R A X

EH HBAXNRIREAERE L |, i H AmazonEC2Client B describeKeyPairs Fi%, BIRE
DescribeKeyPairsResult , A UER A HE getKeyPairs HERIGRIBRARNIIER |, ZHERE —
AN KeyPairlnfo 3 K #F5k.

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeKeyPairsResult;
import com.amazonaws.services.ec2.model.KeyPairInfo;

¥E
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeKeyPairsResult response = ec2.describeKeyPairs();
for(KeyPairInfo key_pair : response.getKeyPairs()) {
System.out.printf(
"Found key pair with name %s " +
"and fingerprint %s",

key_pair.getKeyName(),
key_pair.getKeyFingerprint());

BFSATE RO,

) B 2 4R 5

EMBRZ4AXS |, H A AmazonEC2Client B deleteKeyPair 5% , FHABL — NI ESEM KRR
£AXI B FEY DeleteKeyPairRequests

FA

import com.amazonaws.services.ec2.AmazonEC2;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateKeyPair.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeKeyPairsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPairInfo.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeKeyPairs.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteKeyPairRequest.html
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DeleteKeyPairRequest;
import com.amazonaws.services.ec2.model.DeleteKeyPairResult;

(8L

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteKeyPairRequest request
.withKeyName(key_name);

DeleteKeyPairResult response

BFSATE RO,

EZER

new DeleteKeyPairRequest()

ec2.deleteKeyPair(request);

« {Amazon EC2 AF#E& (5EMA T Linux 3541 ) ) #9 Amazon EC2 Z4AXT
« {Amazon EC2 API Reference) H#J CreateKeyPair

«  {Amazon EC2 API Reference) A DescribeKeyPairs

«  {Amazon EC2 API Reference) H#J DeleteKeyPair

£ Amazon EC2 f{EH%Z+4A
EFEREZEAE

EfELed | BHERAEESZHBFM CreateSecurityGroupRequest ¥ AmazonEC2Client By
createSecurityGroup Fi%.

FA

import com.
import com.
import com.
import com.

(R

amazonaws.
amazonaws.
amazonaws.

amazonaws

services.
services.
services.

.services.ec2.model.CreateSecurityGroupResult;

ec2.AmazonEC2;
ec2.AmazonEC2ClientBuilder;
ec2.model.CreateSecurityGroupRequest;

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

1£ Amazon EC2 L +4H

122


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteKeyPair.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateKeyPair.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeKeyPairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteKeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
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CreateSecurityGroupRequest create_request
CreateSecurityGroupRequest()
.withGroupName(group_name)
.withDescription(group_desc)
.withVpcId(vpc_id);

CreateSecurityGroupResult create_response

ec2.createSecurityGroup(create_request);

FSATE RO,

BEEZEYH

R T LR HIX Amazon EC2 SR ALY (A D) REMEL (HO) RE.

new

ERRLARMAORN , FFEA AmazonEC2Client B authorizeSecurityGroupIngress 5
%, REZLENBHAEREL AuthorizeSecurityGrouplngressRequest S RA S BLA R A

[EAN (IpPermission). LA REBIERAELE IP XRAMBILZ LA,

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

(S

IpRange ip_range = new IpRange()
.withCidrIp("0.0.0.0/0");

IpPermission ip_perm = new IpPermission()
.withIpProtocol("tcp")
.withToPort(80)

.withFromPort(80)
.withIpv4Ranges(ip_range);

IpPermission ip_perm2 = new IpPermission()
.withIpProtocol("tcp")
.withToPort(22)
.withFromPort(22)
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupIngressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
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.withIpv4Ranges(ip_range);

AuthorizeSecurityGroupIngressRequest auth_request
AuthorizeSecurityGroupIngressRequest()
.withGroupName(group_name)
.withIpPermissions(ip_perm, ip_perm2);

new

AuthorizeSecurityGroupIngressResult auth_response
ec2.authorizeSecurityGroupIngress(auth_request);

EReARMEOMN | B AuthorizeSecurityGroupEgressRequest #1[8] AmazonEC2Client B9
authorizeSecurityGroupEgress J &R LI EIRE,

ESHEE TR,
WirZ e H

ERR SN LA RIREMERES , HHA AmazonEC2Client B describeSecurityGroups /5
%, B£IRE DescribeSecurityGroupsResult , A LUBN AAE getSecurityGroups FERA R
REEMFHIR | ZHEIRE— SecurityGroup N RV FIZK,

FA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeSecurityGroupsRequest;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsResult;

5B
final String USAGE =
"To run this example, supply a group id\n" +
"Ex: DescribeSecurityGroups <group-id>\n";
if (args.length != 1) {

System.out.println(USAGE);
System.exit(1);

String group_id = args[0];

FSHATERO,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSecurityGroupsResult.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/ec2/model/SecurityGroup.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeSecurityGroups.java

AWS SDK for Java 1.x MR 1x FFEARIERE
EERREZ A

EffgrRe4A |, iHHH AmazonEC2Client B deleteSecurityGroup 5% , HHEZRL—INEEE
fiBrZ 24 ID B9 DeleteSecurityGroupRequest,
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DeleteSecurityGroupRequest;
import com.amazonaws.services.ec2.model.DeleteSecurityGroupResult;

R
final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest()
.withGroupId(group_id);

DeleteSecurityGroupResult response = ec2.deleteSecurityGroup(request);

BFSHATE R,
E%1§/§s

« {Amazon EC2 AIF#E®™ ( SEA T Linux 3541 ) ) ## Amazon EC2 Z2 4

« {Amazon EC2 AF$ER ( A T Linux 3£41 ) ) R REH Linux SEHIRNAIRE
«  {Amazon EC2 API Reference) ## CreateSecurityGroup

«  {Amazon EC2 API Reference) H# DescribeSecurityGroups

«  {Amazon EC2 API Reference) ## DeleteSecurityGroup

«  {Amazon EC2 API Reference) H# AuthorizeSecurityGroupingress
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AWS Identity and Access Management (IAM) IR 8E% 22 £ R IR M A X AWS RS TR IRE T
FXBR. £/ IAM , BRI LAGIEMEE AWS AP MA |, HERANREK A TFMIEL A1 AWS IR/
HiE. BXIAM BZEFEHE , B15E IAM AFEE) .
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteSecurityGroup.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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® Note

ZRBIRBER RSB A EMEBENNAL, TENROKBEE GitHub LR, ERIMATEHR
BARXMH , WA U R EE SR AR BURERRE RE , REWEHETEN,

ES]

. EIE |AM i8] B 4H

- B IAM AF

- EF IAM Ik F 53

« M IAM KB

« £/ IAM BRSS 2RUE T

EIE |AM 158 % 4R
B 2275 5] B3 4R

ERIE IAM 1H R 2

S

4 , i CreateAccessKeyRequest XJ &R

AmazonldentityManagementClient 8 createAccessKey %o

CreateAccessKeyRequest EMMIERE , —IMREAFE , 5 — M T HSH. MREEHATT
SR , WAAER withUserName setter RBEAFE , AEBFHEHMEIELS createAccessKey

Fiko

FA

import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateAccessKeyRequest;
identitymanagement.model.CreateAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccessKeyRequest request

.withUserName(user);

= new CreateAccessKeyRequest()
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccessKeyRequest.html
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CreateAccessKeyResult response = iam.createAccessKey(request);

EZ 4 GitHub LW EE R B,
5 5 E 24

B HIEERAFPWIGR R4 |, FHolE - ListAccessKeysRequest MR , HPAEES HEZHANH
P& , FFZ3REEL AmazonldentityManagementClient B9 1istAccessKeys i,

(® Note

MREAKRME listAccessKeys REHEAFE , MEFEHINEHEZBZERN AWS Ik HEX
BREY 15 171 25 4A

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AccessKeyMetadata;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysRequest;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListAccessKeysRequest request = new ListAccessKeysRequest()
.withUserName(username);

while (!done) {
ListAccessKeysResult response = iam.listAccessKeys(request);
for (AccessKeyMetadata metadata
response.getAccessKeyMetadata()) {

System.out.format("Retrieved access key %s",
metadata.getAccessKeyId());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysRequest.html
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request.setMarker(response.getMarker());

if (!response.getIsTruncated()) {
done = true;

listAccessKeys WERZTE T (BIANBERT , 8MNAAKRZIRE 100 MExK). B LGERREH
ListAccessKeysResult I RHAH) getIsTruncated , ABEEZENRENERREL FURHER, W
BEiX# , W ListAccessKeysRequest LM setMarker #H [ EZ#EE 1istAccessKeys
WELER.

%25 GitHub ERIZERH.
e 3R R A5 A 17 (R 5 4R RO B[R]

ERW ERERGEZAMETE , EEAHRIZA ID ( AIEA GetAccessKeylastUsedRequest ¥
KfEA , LA EEAABEZERIGEZE ID WER ) A AmazonldentityManagementClient #Y
getAccessKeylLastUsed Ao

RiE , BRI LMERIRER GetAccessKeylastUsedResult 31 R4 3k L% 65 Z4A R B 1E) o

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedRequest;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedResult;

(BT

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetAccessKeylLastUsedRequest request = new GetAccessKeylLastUsedRequest()
.withAccessKeyId(access_id);

GetAccessKeylLastUsedResult response = iam.getAccessKeylLastUsed(request);

System.out.println("Access key was last used at: " +
response.getAccessKeylLastUsed().getLastUsedDate());
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccessKeys.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedResult.html
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BRI LUBCESRER R Z4E |, AR ERIZE UpdateAccessKeyRequest X5 |, I24t15RI%4A ID.
AFRE (W) MERS , RAEFERXTREIELS AmazonldentityManagementClient B
updateAccessKey Fi%o

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateAccessKeyRequest request = new UpdateAccessKeyRequest()
.withAccessKeyId(access_id)
.withUserName(username)

.withStatus(status);

UpdateAccessKeyResult response = iam.updateAccessKey(request);

%55 GitHub B =% R4l
0 B 175 1) 253 4R

Eok AMIBRIGRIZ#4A |, @A AmazonldentityManagementClient 89 deleteKey 7% , R ERMHE
DeleteAccessKeyRequest , EREEHRZEAN ID MAF B,

® Note

ZHREMBRELEBRRSFEH. ERrMERAZNR , FEUTUBEEENE , XA
updateAccessKey 7%,

JFA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AccessKeyLastUsed.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateAccessKeyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/StatusType.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccessKeyRequest.html
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import com.
import com.
import com.
import com.

(8T

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.DeleteAccessKeyRequest;
identitymanagement.model.DeleteAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccessKeyRequest request

= new DeleteAccessKeyRequest()

.withAccessKeyId(access_key)
.withUserName(username);

DeleteAccessKeyResult response

B2 GitHub L ZE R A,

EZER

= iam.deleteAccessKey(request);

«  (IAM API Reference) H# CreateAccessKey

« (IAM API Reference) H#J ListAccessKeys

«  (IAM API Reference) A GetAccessKeylLastUsed
« (IAM API Reference) H# UpdateAccessKey

« (IAM API Reference) H#J DeleteAccessKey

=1 1AM AP

BIEMF

33 B AmazonldentityManagementClient 8 createUser A2 A S B R EH IAM B, BF
BN EERMY Bt AEAEERAF &M CreateUserRequest X1 &Ko

FA

import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateUserRequest;
identitymanagement.model.CreateUserResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccessKey.java
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateUserRequest.html
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateUserRequest request = new CreateUserRequest()
.withUserName(username);

CreateUserResult response = iam.createUser(request);

EZ 4 GitHub L EE R B,
B A

EHHEKF B IAM BF |, BeIZHH ListUsersRequest HIFE /&% 4
AmazonldentityManagementClient 8 1istUsers A%, BB ERER ListUsersResult 3R
+FAA getUsers kEMAF IR,

listUsers REIWAFIIRED T, BAUBEIBAAWMN RN getIsTruncated A EZEFES
ARRAER, NMRIRE true , WAABERTRM setMarker() FiE , HRELBRIEIX R
getMarker () HEMIREE,

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListUsersRequest;

import com.amazonaws.services.identitymanagement.model.ListUsersResult;

import com.amazonaws.services.identitymanagement.model.User;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListUsersRequest request = new ListUsersRequest();

while(!'done) {
ListUsersResult response = iam.listUsers(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListUsersRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListUsersResult.html
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for(User user : response.getUsers()) {
System.out.format("Retrieved user %s", user.getUserName());
request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

EZ 1 GitHub L EE R B,
EXMAS
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UpdateUserRequest &R , BAISMERAECERAFN BN HEEE,

JFA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateUserRequest;

import com.amazonaws.services.identitymanagement.model.UpdateUserResult;

(S

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateUserRequest request = new UpdateUserRequest()
.withUserName(cur_name)

.withNewUserName(new_name);

UpdateUserResult response = iam.updateUser(request);

B2 4 GitHub FHZERHl,
iR A P

ERERAF , A UpdateUserRequest ¥ R A AmazonldentityManagementClient K9
deleteUser X , ZRRHPRE T ERBRNAFL B,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListUsers.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

(8L

services.
services.

services

services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;

.identitymanagement.model.DeleteConflictException;

identitymanagement.model.DeleteUserRequest;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteUserRequest request = new DeleteUserRequest()
.withUserName(username);

try {

iam.deleteUser(request);
} catch (DeleteConflictException e) {
System.out.println("Unable to delete user. Verify user is not" +

throw e;

BEZH GitHub LR SEERAI,
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- (IAM AF#ER) 8 IAM AP

associated with any resources");
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«  (IAM API Reference) H#J CreateUser
« (IAM API Reference) H#J ListUsers

«  {IAM API Reference) H# UpdateUser
«  {IAM API Reference) H#J DeleteUser
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteUser.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
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AmazonldentityManagementClient B createAccountAlias 7%,
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccountAliasRequest request = new CreateAccountAliasRequest()
.withAccountAlias(alias);

CreateAccountAliasResult response = iam.createAccountAlias(request);

B2 R GitHub LMY EE R,
Hl| 0K P 5l
EJNHENK,BIAE (WRE ) , FIAA AmazonldentityManagementClient Y

listAccountAliases Fi*,

® Note

IREIHY ListAccountAliasesResult XEFSHMAWS SDK for Java ¥ FEMEEHY
getIsTruncated M getMarker 5% , E— AWS KRB — 1 lKF 3IE,

FA
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccountAlias.java
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListAccountAliasesResult.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAccountAliasesResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAccountAliasesResult response = iam.listAccountAliases();

for (String alias : response.getAccountAliases()) {
System.out.printf("Retrieved account alias %s", alias);

EZ 4 GitHub L EE RS,
BRI 7 31

Eff RGN FHBIE , EIEA AmazonldentityManagementClient B9 deleteAccountAlias Fi%o
EMIBRIK P Bl B At |, B4 ABERA DeleteAccountAliasRequest 3T RIBHE B .

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasResult;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccountAliasRequest request = new DeleteAccountAliasRequest()
.withAccountAlias(alias);

DeleteAccountAliasResult response = iam.deleteAccountAlias(request);

BZH GitHub L ZE =B,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccountAliases.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccountAlias.java
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IRA 1x FRARIEE

EZER

« (IAM BFiEE) Hi
+ (IAM API Reference) H#Y CreateAccountAlias
« (IAM API Reference) H# ListAccountAliases

« (IAM API Reference) HH DeleteAccountAlias

FEH IAM KR

el

7R

AN

HY AWS IK/° ID R H 3

EQ|EFEEE , iB1E CreatePolicyRequest A [a] AmazonldentityManagementClient 9
createPolicy FERMKIEE M JSON #&0RY KBS XA,

JFA

import com.
import com.
import com.
import com.

(R

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

.identitymanagement.AmazonIdentityManagement;

identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreatePolicyRequest;
identitymanagement.model.CreatePolicyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreatePolicyRequest request =

new CreatePolicyRequest()

.withPolicyName(policy_name)
.withPolicyDocument(POLICY_DOCUMENT);

CreatePolicyResult response =

iam.createPolicy(request);

IAM policy X =2 AR IEERN JSON Z/F&HE, TEHREIFREM T @ DynamoDB K H4FE iH KM

T ER

public static final String POLICY_DOCUMENT =

II{II +

" \"Version\": \"2012-10-17\"," +
" \"Statement\":

" +

/A 1AM KB
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https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreatePolicyRequest.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
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n {Il +

n ]Il
"3

\"Effect\": \"Allow\"," +

\"Action\": \"logs:CreateLogGroup\"," +
\"Resource\": \"%s\"" +

n }’Il +

n {Il +

\"Effect\": \"Allow\"," +

\"Action\": [" +
\"dynamodb:DeleteItem\"," +
\"dynamodb:GetItem\"," +
\"dynamodb:PutItem\"," +
\"dynamodb:Scan\"," +
\"dynamodb:UpdateItem\"" +

1"+

\"Resource\": \"RESOURCE_ARN\"" +
n }Il +

+

BEZH GitHub LRI SEERHI,

FREVR B

ERRUMEXE , i5AH AmazonldentityManagementClient 9 getPolicy A% , H1E
GetPolicyRequest X R P12 K BEH ARN,

JFA

import com.
import com.
import com.
import com.

(e

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
.identitymanagement.model.GetPolicyResult;

services

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.GetPolicyRequest;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetPolicyRequest request = new GetPolicyRequest()
.withPolicyArn(policy_arn);

GetPolicyResult response = iam.getPolicy(request);

B 1AM EB
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreatePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetPolicyRequest.html
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H2 5 GitHub LRYTE R,
it £ 2 SR g

&1 LUE T B A AmazonldentityManagementClient B9 attachRolePolicy 5% |,
AttachRolePolicyRequest I H 2t A @B FF KB ARN SRR REEMINE IAM A€ (http:/
docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html),

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AttachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.AttachedPolicy;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

AttachRolePolicyRequest attach_request =
new AttachRolePolicyRequest()
.withRoleName(role_name)

.withPolicyArn(POLICY_ARN);

iam.attachRolePolicy(attach_request);

#2505 GitHub LM ZE R A,
Il i B hn#Y A B SR BE

B3 A AmazonldentityManagementClient B 1istAttachedRolePolicies &% H A& N
KR, XFEE ListAttachedRolePoliciesRequest R , EEZ 2B HEBHN AR EZ T

IR EH ListAttachedRolePoliciesResult 33 &R H A getAttachedPolicies RIREXFRHI N
BEHIFIR, MR ListAttachedRolePoliciesResult &K getIsTruncated FiEiRE
true , M ListAttachedRolePoliciesRequest M RH setMarker FEHEAEBXAR
listAttachedRolePolicies RIREX T —#tER , NE R A sE4L BT

JFA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetPolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/AttachRolePolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesResult.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAttachedRolePoliciesRequest;
import com.amazonaws.services.identitymanagement.model.ListAttachedRolePoliciesResult;
import java.util.Arraylist;

import java.util.List;

import java.util.stream.Collectors;

(ST

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAttachedRolePoliciesRequest request =
new ListAttachedRolePoliciesRequest()
.withRoleName(role_name);

List<AttachedPolicy> matching_policies = new ArraylList<>();
boolean done = false;

while(!done) {
ListAttachedRolePoliciesResult response =
iam.listAttachedRolePolicies(request);

matching_policies.addAll(
response.getAttachedPolicies()
.stream()
.filter(p -> p.getPolicyName().equals(role_name))
.collect(Collectors.toList()));

if(!response.getIsTruncated()) {
done = true;

}
request.setMarker(response.getMarker());
B2 GitHub LR ZE R,
PEABERR

ENEBIERKE  iEHA AmazonldentityManagementClient B detachRolePolicy 5% , H1E
DetachRolePolicyRequest R HiZH A EEHFKEE ARN,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DetachRolePolicyRequest.html
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FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DetachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.DetachRolePolicyResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DetachRolePolicyRequest request = new DetachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(policy_arn);

DetachRolePolicyResult response = iam.detachRolePolicy(request);

%25 GitHub -2 E R Hl.
BZER

« (IAM BF#EE) H#Y IAM policy #EiR,

- (IAM AF3$ER) H 8 AWS IAM policy %,
 (IAM API Reference) H#J CreatePolicy

- (IAM API Reference) HHJ GetPolicy

«  (IAM API Reference) H# AttachRolePolicy

« (IAM API Reference) HH ListAttachedRolePolicies
«  (IAM API Reference) H# DetachRolePolicy

£/ 1AM BRS5 2RiEH

ZE AWS EEAMMRNARRFN HTTPS iE# , FE SSL/TLS RF|[IER. B LFER AWS
Certificate Manager 12 H RS 2FE B REMABIREE FREBHRFZ[|ED.

BIMNBWEER ACM RME, EENMBLNRSI|/LES. A ACM , EAILBRFIES , FHAE
F AWS &R , Rk ACM AL HIEBLEITER. ACM REMIEHREFEN. X ACMHNESE
B ,#ZH ACM AFERE.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DetachRolePolicy.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/acm/latest/userguide/
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IR BN AR 55 2R UE 5

&R LAUBE A A AmazonldentityManagementClient B getServerCertificate H5ER RIRFEIE
F | FEEU BB GetServerCertificateRequest £ AT o

FA
import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;

import com.amazonaws.services.identitymanagement.model.GetServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateResult;

(R

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetServerCertificateRequest request = new GetServerCertificateRequest()
.withServerCertificateName(cert_name);

GetServerCertificateResult response = iam.getServerCertificate(request);

EZ 1 GitHub L EE RS,
51| i AR 55 2R UE

EHEHN RSP |, B ListServerCertificatesRequest 18 F
AmazonldentityManagementClient #J listServerCertificates 5%, BiR[E
ListServerCertificatesResulto

WHAIREIR ListServerCertificateResult X HRH getServerCertificateMetadatalist
F 7E3RE ServerCertificateMetadata MR FIFR , LAIAA KRR FEMEBHER.

IR ListServerCertificateResult M RM getIsTruncated F73EIRE true ,
TH ListServerCertificatesRequest WRM setMarker FEHEAEBF X AR
listServerCertificates RN T —#HER , ML Rl get Bt

JFA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetServerCertificateRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ServerCertificateMetadata.html
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import com.amazonaws.services.identitymanagement.model.ListServerCertificatesRequest;

import com.amazonaws.services.identitymanagement.model.ListServerCertificatesResult;
import com.amazonaws.services.identitymanagement.model.ServerCertificateMetadata;

(8T

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListServerCertificatesRequest request =
new ListServerCertificatesRequest();

while(!done) {

ListServerCertificatesResult response =
iam.listServerCertificates(request);

for(ServerCertificateMetadata metadata
response.getServerCertificateMetadatalist()) {
System.out.printf("Retrieved server certificate %s",
metadata.getServerCertificateName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

S H GitHub LY EE R,
ERRS BRI

&A1 LB A A AmazonldentityManagementClient BY updateServerCertificate HEEH

RESJ|EPHNBRABEE, SFBZBITRSF[EPN IR AR EEANTEHIARERIRE

UpdateServerCertificateRequest X R,

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

A 1AM BRSSBRIEH
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListServerCertificates.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateServerCertificateRequest.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateResult;

(e

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateServerCertificateRequest request =
new UpdateServerCertificateRequest()
.withServerCertificateName(cur_name)

.withNewServerCertificateName(new_name);

UpdateServerCertificateResult response =
iam.updateServerCertificate(request);

EZ 4 GitHub L EE R B,
B Bl 55 25 A 15

ERBRIRFI]/IED , BEATEIEH B MK DeleteServerCertificateRequest A
AmazonldentityManagementClient #J deleteServerCertificate F %o

FA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateResult;

(S

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteServerCertificateRequest request =
new DeleteServerCertificateRequest()

.withServerCertificateName(cert_name);

DeleteServerCertificateResult response =

B 1AM B2 B e


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteServerCertificateRequest.html
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iam.deleteServerCertificate(request);

&5 GitHub LI =& R,
EZER

(IAM B FPiEm) PRYEA RS 2R IEF

« (IAM API Reference) HH) GetServerCertificate

« (IAM API Reference) HH ListServerCertificates
{IAM API Reference) HHJ UpdateServerCertificate
{IAM API Reference) HH DeleteServerCertificate

- ACM AiFiEm

£ AWS SDK for Java 89 Lambda =45l

L E R4 E FAAWS SDK for Java 3 Lambda 34T 4RF2RY Rl

@ Note

ZRBRBERREH A EMENNAL, TENROKBE GitHub LR, BRMATEHR
BRI A LR EEEH R AR UIREAA RG], REHEAETEell.

E3-
- BAH. HHFMBR Lambda B

A, 5 EFMER Lambda Bk

AE 2R EEAAWS SDK for Java X Lambda RS EF m#THRIEN R, E7HB T2 Lambda
R, BESE el E AWS Lambda B,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteServerCertificate.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
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A LUE S #1722 AWSLambda X HBAE invoke H3EFRIAA Lambda E#. #12 InvokeRequest
NRABEEHMES , SIUHBBEHRMNERELS Lambda B AR . HBBMETH
arn:aws:lambda:us-east-1:555556330391:function:HelloFunction. RSB &EE AWS Management
Console W BBk R 1E,

EFAEBIBELIBAERE , HRAA InvokeRequest XIRH withPayload A HIEE JSON R F
£FER, MU TREREIFFTR.

FA

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import com.amazonaws.services.lambda.model.ServiceException;

import java.nio.charset.StandardCharsets;

KRB
AT RS REEROMAER Lambda B%K,

String functionName = args[0];

InvokeRequest invokeRequest = new InvokeRequest()
.withFunctionName(functionName)
.withPayload("{\n" +

" \"Hello \": \"Paris\",\n" +
" \"countryCode\": \"FR\"\n" +
"3");

InvokeResult invokeResult = null;

try {
AwWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

invokeResult = awslLambda.invoke(invokeRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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String ans = new String(invokeResult.getPayload().array(),
StandardCharsets.UTF_8);

//write out the return value
System.out.println(ans);

} catch (ServiceException e) {

System.out.println(e);

System.out.println(invokeResult.getStatusCode());

BESH Github L TERH,
B H B

ME—D AWSLambda MR HEAE listFunctions A%, A EIRE—4 ListFunctionsResult
R, AILLEALLI KRB getFunctions FEXRIRE FunctionConfiguration X R SR, A LUEH
ZHRKRRBERHBWER, Hlan , LT Java B RG34 B8 iR ER BN BB Fro

FA

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.FunctionConfiguration;
import com.amazonaws.services.lambda.model.ListFunctionsResult;
import com.amazonaws.services.lambda.model.ServiceException;
import java.util.Iterator;

import java.util.list;

AR

AT Java KB RAIE R A4 ZR Lambda BIEE TRV FlI &,
ListFunctionsResult functionResult = null;
try {

AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/LambdaInvokeFunction.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/ListFunctionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/FunctionConfiguration.html
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.withRegion(Regions.US_WEST_2).build();
functionResult = awsLambda.listFunctions();
List<FunctionConfiguration> list = functionResult.getFunctions();

for (Iterator iter = list.iterator(); iter.hasNext(); ) {
FunctionConfiguration config = (FunctionConfiguration)iter.next();

System.out.println("The function name is "+config.getFunctionName());

} catch (ServiceException e) {
System.out.println(e);

EZ ) Github LHITERAI,
R B 2K

FAE—/ AWSLambda R HEHAE deleteFunction 5%, #1E— DeleteFunctionRequest
NRHAFZINRZIES deleteFunction FiE. EXNRTEERBRNHBNENERFE . HEAE
W& R arn:aws:lambda:us-east-1:555556330391:function:HelloFunction, RAILABE&EEH AWS
Management Console # #Y B E Rk #8 KRB

JFA

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.ServiceException;
import com.amazonaws.services.lambda.model.DeleteFunctionRequest;

(R

LA Java fRESE R A0{a il Bk Lambda B%k.

String functionName = args[0];

try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()

RS E
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/ListFunctions.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/DeleteFunctionRequest.html
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.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

DeleteFunctionRequest delFunc = new DeleteFunctionRequest();
delFunc.withFunctionName(functionName);

//Delete the function

awsLambda.deleteFunction(delFunc);

System.out.println("The function is deleted");
} catch (ServiceException e) {

System.out.println(e);
}

EZ 0 Github ERSTTEERBA,

5/ AWS SDK for Java B9 Amazon Pinpoint/~4l

I ER 4 1R A E A AWS SDK for Java X Amazon Pinpoint 31T 4RT2# =461,

® Note

ZRBMRBER RS A EMEBENNAE, TENROKBE GitHub LR, ERIMATEHR
BARXM WA AR EEE SRR IR BAIE TG , REHEHETEN].

FH

« 7£ Amazon Pinpoint /8| 2 F i Bk 5 A FE 5
£ Amazon Pinpoint F 81 2% &

#£ Amazon Pinpoint #1612 7 E&

£ Amazon Pinpoint F 8|2 17 E3h

£ Amazon Pinpoint A E ¥ k8

£ Amazon Pinpoint A & 22 FN i BR 2 A 2

NARFREEZEHEPNTRNAREFENZAXFEDEHIHEEWS L ZARH Amazon Pinpoint BLH .
BT R R BE R A eI B FE M AR F S BRI B R AREF
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/DeleteFunction.java
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/pinpoint/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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BIENAER

Bd @ CreateAppRequest WRIBHNARF BN , AR MNZX R4ZE1%EZE| AmazonPinpointClient 89
createApp 5% , £ Amazon Pinpoint R eI R AEF.

JFA

import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateAppRequest;

import com.amazonaws.services.pinpoint.model.CreateAppResult;

import com.amazonaws.services.pinpoint.model.CreateApplicationRequest;

(8L

CreateApplicationRequest appRequest = new CreateApplicationRequest()
.withName(appName);

CreateAppRequest request = new CreateAppRequest();

request.withCreateApplicationRequest(appRequest);
CreateAppResult result = pinpoint.createApp(request);

EZ 4 GitHub LR EE R B,
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EMERR AR , B DeleteAppRequest R ( EFRE T ERBRONAREFEH ) BA
AmazonPinpointClient # deleteApp &Ko

FA

import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;

(BT

DeleteAppRequest deleteRequest = new DeleteAppRequest()
.withApplicationId(appID);

pinpoint.deleteApp(deleteRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/DeleteAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/DeleteApp.java
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- {Amazon Pinpoint API Reference) H#J Apps
- {Amazon Pinpoint API Reference) 1 App
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HashMap<String, List<String>> customAttributes =
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amazonaws.
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amazonaws.
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services.
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services

services.
services.
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.services.

services

services.
services.

List<String> favoriteTeams =
favoriteTeams.add("Lakers");

favoriteTeams.add("Warriors");

customAttributes.put("team",

EndpointDemographic demographic =
.withAppVersion("1.0")

.withMake("apple")

M AR F B3 [E Amazon Pinpoint JEMFE
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pinpoint
pinpoint

.pinpoint.
.model.
.model.
.model.
.model.
.model.

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

.pinpoint.
.model.
.model.

pinpoint
pinpoint

.AmazonPinpoint;
.AmazonPinpointClientBuilder;

model.UpdateEndpointRequest;
UpdateEndpointResult;
EndpointDemographic;
EndpointLocation;
EndpointRequest;
EndpointResponse;
model.EndpointUser;
GetEndpointRequest;

GetEndpointResult;

new HashMap<>();

new ArraylList<>();

favoriteTeams);

new EndpointDemographic()
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apps.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-app.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/EndpointRequest.html
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.withModel("iPhone")
.withModelVersion("7")
.withPlatform("ios")
.withPlatformVersion("10.1.1")
.withTimezone("America/Los_Angeles");

EndpointLocation location = new EndpointLocation()
.withCity("Los Angeles")
.withCountry("US")

.withLatitude(34.0)
.withLongitude(-118.2)
.withPostalCode("90068")
.withRegion("CA");

Map<String,Double> metrics = new HashMap<>();
metrics.put("health", 100.00);
metrics.put("luck", 75.00);

EndpointUser user = new EndpointUser()
.withUserId(UUID.randomUUID().toString());

DateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm'Z'"); // Quoted "Z" to
indicate UTC, no timezone offset
String nowAsISO = df.format(new Date());

EndpointRequest endpointRequest = new EndpointRequest()
.withAddress(UUID.randomUUID().toString())
.withAttributes(customAttributes)
.withChannelType("APNS")
.withDemographic(demographic)
.withEffectiveDate(nowAsISO)
.withLocation(location)
.withMetrics(metrics)

.withOptOut("NONE")
.withRequestId(UUID.randomUUID().toString())
.withUser(user);

#RJG £ A iZ EndpointRequest Xf & #2 UpdateEndpointRequest X R, &jg , &
UpdateEndpointRequest Xf & 4%i% Z| AmazonPinpointClient 8 updateEndpoint 7%,

(e

UpdateEndpointRequest updateEndpointRequest = new UpdateEndpointRequest()
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.withApplicationId(appId)
.withEndpointId(endpointId)

.withEndpointRequest(endpointRequest);

UpdateEndpointResult updateEndpointResponse =

client.updateEndpoint(updateEndpointRequest);

System.out.println("Update Endpoint Response:
updateEndpointResponse.getMessageBody());
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- {Amazon Pinpoint API Reference) H# Endpoint
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model.

Pinpoint;
PinpointClientBuilder;
CreateSegmentRequest;
CreateSegmentResult;
AttributeDimension;
AttributeType;
RecencyDimension;
SegmentBehaviors;
SegmentDemographics;
SegmentDimensions;
SegmentLocation;
SegmentResponse;
WriteSegmentRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateEndpoint.java
https://docs.aws.amazon.com/pinpoint/latest/developerguide/endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-endpoint.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
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(8T

Pinpoint pinpoint =
AmazonPinpointClientBuilder.standard().withRegion(Regions.US_EAST_1).build();
Map<String, AttributeDimension> segmentAttributes = new HashMap<>();
segmentAttributes.put("Team", new
AttributeDimension().withAttributeType(AttributeType.INCLUSIVE).withValues("Lakers"));

SegmentBehaviors segmentBehaviors = new SegmentBehaviors();
SegmentDemographics segmentDemographics = new SegmentDemographics();
SegmentLocation segmentLocation = new SegmentLocation();

RecencyDimension recencyDimension = new RecencyDimension();
recencyDimension.withDuration("DAY_30").withRecencyType("ACTIVE");
segmentBehaviors.setRecency(recencyDimension);

SegmentDimensions dimensions = new SegmentDimensions()
.withAttributes(segmentAttributes)
.withBehavior(segmentBehaviors)
.withDemographic(segmentDemographics)
.withLocation(segmentLocation);

ET K , £ WriteSegmentRequest A& B SegmentDimensions J R , EEFEHZXNREIE
CreateSegmentRequest &R, AR/ , ¥ CreateSegmentRequest ¥t R 1%i% F| AmazonPinpointClient
B9 createSegment Ko

(R

WriteSegmentRequest writeSegmentRequest = new WriteSegmentRequest()
.withName("MySegment").withDimensions(dimensions);

CreateSegmentRequest createSegmentRequest = new CreateSegmentRequest()
.withApplicationId(appId).withWriteSegmentRequest(writeSegmentRequest);

CreateSegmentResult createSegmentResult = client.createSegment(createSegmentRequest);

%5 GitHub £ ZERH,
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«  {Amazon Pinpoint User Guide) H#J Amazon Pinpoint Segments

«  {Amazon Pinpoint Developer Guide) H#J Creating Segments
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteSegmentRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateSegmentRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateSegment.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/segments.html
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- {Amazon Pinpoint API Reference) H# Segments
«  {Amazon Pinpoint API Reference) ## Segment
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import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

(ST

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

Schedule schedule =
.withStartTime("IMMEDIATE");

& BINTE XAt R HH

services.
services.
.services.

services

services.
services.
services.
.services.

services

pinpoint
pinpoint
pinpoint

.pinpoint
services.

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

new Schedule()

Message defaultMessage = new Message()
.withAction(Action.OPEN_APP)
.withBody("My message body.")

.AmazonPinpoint;
.AmazonPinpointClientBuilder;
.model.CreateCampaignRequest;
.model.CreateCampaignResult;
.model.Action;
.model.CampaignResponse;
.model.Message;
.model.MessageConfiguration;
.model.Schedule;

.pinpoint.

model .WriteCampaignRequest;

2, FE WriteCampaignRequest X &K Hik B

/BN

.withTitle("My message title.");

MessageConfiguration messageConfiguration = new MessageConfiguration()
.withDefaultMessage(defaultMessage);

WriteCampaignRequest request = new WriteCampaignRequest()
.withDescription("My description.™)
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segment.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Schedule.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Message.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
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.withSchedule(schedule)
.withSegmentId(segmentId)
.withName("MyCampaign")
.withMessageConfiguration(messageConfiguration);

REBYNEETIZEE EH Amazon PinpointWriteCampaignRequest 1245
CreateCampaignRequest IR , £ HEIBFMN A EN. &5 , & CreateCampaignRequest XJ R1&
i% 2| AmazonPinpointClient B createCampaign 5%,

(ST

CreateCampaignRequest createCampaignRequest = new CreateCampaignRequest()
.withApplicationId(appId).withWriteCampaignRequest(request);

CreateCampaignResult result = client.createCampaign(createCampaignRequest);

#HZ# GitHub LRI TE R B,
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+  {Amazon Pinpoint User Guide) H# Amazon Pinpoint Campaigns

«  {Amazon Pinpoint Developer Guide) 1 #J Creating Campaigns,

« {Amazon Pinpoint API Reference) H# Campaigns
{Amazon Pinpoint API Reference) H#J Campaign
«  {Amazon Pinpoint API Reference) A#J Campaign Activities

«  {Amazon Pinpoint API Reference) A #y Campaign Versions

«  {Amazon Pinpoint API Reference) A #¥ Campaign Version
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/pinpoint/model/CreateCampaignRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-activities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-versions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-version.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/APNSChannelRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateApnsChannelRequest.html
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.

services

services.
services.
services.
services.
services.
.pinpoint.

services

APNSChannelRequest request =
.withEnabled(enabled);

pinpoint
.pinpoint
pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

model

.AmazonPinpoint;

.AmazonPinpointClientBuilder;
.model.
.model.
.model.
.model.
.model.

APNSChannelRequest;
APNSChannelResponse;
GetApnsChannelRequest;
GetApnsChannelResult;
UpdateApnsChannelRequest;

.UpdateApnsChannelResult;

new APNSChannelRequest()

UpdateApnsChannelRequest updateRequest
.withAPNSChannelRequest(request)
.withApplicationId(appld);

UpdateApnsChannelResult result = client.updateApnsChannel(updateRequest);
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= new UpdateApnsChannelRequest()

«  {Amazon Pinpoint User Guide) F K Amazon Pinpoint Channels

«  {Amazon Pinpoint API Reference) ##J ADM Channel

« {Amazon Pinpoint API Reference) ##J APNs Channel

«  {Amazon Pinpoint API Reference) A # APNs Sandbox Channel

«  {Amazon Pinpoint API Reference) A # APNs VolP Channel

«  {Amazon Pinpoint API Reference) F#J APNs VolP Sandbox Channel
«  {Amazon Pinpoint API Reference) A #J Baidu Channel

«  {Amazon Pinpoint API Reference) A #J Email Channel

«  {Amazon Pinpoint API Reference) ##J GCM Channel

«  {Amazon Pinpoint API Reference) ##J SMS Channel
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/UpdateChannel.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-adm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-baidu-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-email-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-gcm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-sms-channel.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/s3/
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

RFEE,

regions.Regions;

services

services.
services.
services.

java.util.List;

.s3.AmazonS3;

s3.AmazonS3ClientBuilder;
s3.model.AmazonS3Exception;
s3.model .Bucket;

if (s3.doesBucketExistV2(bucket_name)) {

System.out.format("Bucket %s already exists.\n", bucket_name);

b = getBucket(bucket_name);

} else

{

try {

}

return

b

b;

s3.createBucket(bucket_name);
} catch (AmazonS3Exception e) {
System.err.println(e.getErrorMessage());
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CreateBucket.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;
K5

List<Bucket> buckets = s3.listBuckets();

System.out.println("Your {S3} buckets are:");

for (Bucket b : buckets) {
System.out.println("* " + b.getName());

}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListBuckets.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;
(R

System.out.println(" - removing objects from bucket");

ObjectListing object_listing = s3.listObjects(bucket_name);

while (true) {

for (Iterator<?> iterator =

object_listing.getObjectSummaries().iterator();
iterator.hasNext(); ) {
S30bjectSummary summary = (S30bjectSummary) iterator.next();
s3.deleteObject(bucket_name, summary.getKey());

// more object_listing to retrieve?
if (object_listing.isTruncated()) {

object_listing = s3.listNextBatchOfObjects(object_listing);
} else {

break;
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
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import
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import

import
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com.amazonaws.services.s3.AmazonS3;
com.amazonaws.services.s3.AmazonS3ClientBuilder;
com.amazonaws.services.s3.model.*;

java.util.Iterator;

System.out.println(" - removing versions from bucket");

VersionlListing version_listing = s3.listVersions(

new ListVersionsRequest().withBucketName(bucket_name));

while (true) {
for (Iterator<?> iterator =

version_listing.getVersionSummaries().iterator();
iterator.hasNext(); ) {
S3VersionSummary vs = (S3VersionSummary) iterator.next();
s3.deleteVersion(

bucket_name, vs.getKey(), vs.getVersionId());

if (version_listing.isTruncated()) {
version_listing = s3.listNextBatchOfVersions(
version_listing);

} else {
break;
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com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;
regions.Regions;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.*;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import java.util.Iterator;
K5

System.out.println(" OK, bucket ready to delete!");
s3.deleteBucket(bucket_name);

%28 GitHub & R Hl.

1£ Amazon S3 X R EIITIRE
Amazon S3 R REBER—PXH BHIEES. BINRSMFEE —NMEEES,

(® Note

XEREBROMBESRT BEEHAWS SDK for Java PHAZR , AESEAEER TIF A AWS
FIEAMX P HE SR EBRIA AWS Eil,

£}

- LEXR

- JHNR

« TEHHER

- E5, BHIHEBENR
- HIBRX R

o —IRMERIBRZ AR

LEXIR

£/ AmazonS3 &%y putObject & , ANHRERBFRN, BEMNME LEHNXXHF, FHEBLL
MEFE , BNFHIAER,

FA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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(8T

System.out.format("Uploading %s to S3 bucket %s...\n", file_path, bucket_name);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.putObject(bucket_name, key_name, new File(file_path));
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);

HZ | GitHub L ZZERHGI,
Bl 3T &R
EREMPIIRIIFK , A AmazonS3 B imkY 1istObjects 3% , HAHREMHB AN,

listObjects A ERE— Objectlisting MR , ZNREMEXFHEBPINRNES . EIHIR
B (®) , UM getObjectSummaries FEIREL S30bjectSummary R FIEK , HAESNX
KERTFHEEPN IR, RAFEAAHE getKey FEUAREXNRE W,

FA

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

(ST

System.out.format("Objects in S3 bucket %s:\n", bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListObjectsV2Result result = s3.listObjectsV2(bucket_name);
List<S30bjectSummary> objects = result.getObjectSummaries();
for (S30bjectSummary os : objects) {

System.out.println("* " + os.getKey());

BZH GitHub LT E R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/PutObject.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/ObjectListing.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectSummary.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListObjects.java
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TENR

£/ AmazonS3 &/ kY getObject & , HOHEAEETHMBAN RO EH. WRKI , IFH
ERIRE —4 S30bject. HENFHBANRBLAFHE , BNFHIEIR.

B LUBE X getObjectContent A S30bject RIKEBW RN T, XFRE—4
S30bjectinputStream , 1T 545 Java InputStream X REVFERE,

T RGIM S3 TEH—IHR , AERZNROANBREE - (EAENREARNEN) -

FA

import
import
import
import
import
import

import

(8T

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

java.io.File;

AmazonServiceException;
regions.Regions;

services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.S30bject;
services.s3.model.S30bjectInputStream;

System.out.format("Downloading %s from S3 bucket %s...\n", key_name,
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {

S30bject o = s3.getObject(bucket_name, key_name);
S30bjectInputStream s3is = o.getObjectContent();
FileOutputStream fos = new FileOutputStream(new File(key_name));
byte[] read_buf = new byte[1024];

int read_len = 0;
while ((read_len
fos.write(read_buf, @, read_len);

}

s3is.close();
fos.close();
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
} catch (FileNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);

= s3is.read(read_buf)) > 0) {

bucket_name);

.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3Object.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html
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} catch (IOException e) {

System.err.println(e.getMessage());
System.exit(1);

505 GitHub LM EE RH,
4. BYRBHENR

AT LAE A AmazonS3 F IR copyObject AEFMNEN—IMHEHE S — M. EXAENFE
FNEERNEN., EESHNNRUR BIEMEEET.

FA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

(8T

try {
s3.copyObject(from_bucket, object_key, to_bucket, object_key);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}

System.out.println("Done!");

EZ 4 GitHub L EE RS,

(® Note
=

A LU copyObject & deleteObject BEFEARBHREGENR , FXREFNRES
FFEN (B UERASENBFEENFER) , AEMT RO IBAER RN R

) BR R

£/ AmazonS3 B i deleteObject Fi& , HAHAZZERBRNWBAIN RN B, BENFME
BN RBLIFE , SNFHIE R

JFA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetObject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CopyObject.java

AWS SDK for Java 1.x MRS 1.x FFEARIERE

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.deleteObject(bucket_name, object_key);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1l);

B5H GitHub FHZERHl,
—RERBRZ X R

£ AmazonS3 & i deleteObjects A% , BAILULEE - MIPHNZS IR RNBEHLES
link:sdk-for-java/v1/reference/com/amazonaws/services/s3/model/DeleteObjectsRequest.html 757%

M BRIX L3S R o

FA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

DeleteObjectsRequest dor = new DeleteObjectsRequest(bucket_name)

.withKeys(object_keys);

s3.deleteObjects(dor);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObject.java
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ES R GitHub LRI T ERHI,
ESEN AR Amazon S3 15 B AR

A LAR Amazon S3 FEERBAX REA ARG FI&R (ACL) , LASEIXS Amazon S3 BRIV FE4H 1%
#llo

(® Note

XEREBROMBESR T BEEFHAWS SDK for Java FHAZR , AESEAEER TIF A AWS
FIEAMX P HE SR EBRIA AWS Eil,

R E A 1 AR Y 17 B 42 1 B R

EIREVERY 281 ACL , 1A AmazonS3 B getBucketAcl 773% , NE@EM HRACUBMITEN,
5 7E R El AccessControlList R, BIREFIRFHNBNAEERN , HAAHE getGrantsAsList
FiE , XARE—NEE Grant X REIFRE Java Fll3kR,

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

(8L

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

AccessControllList acl = s3.getBucketAcl(bucket_name);

List<Grant> grants = acl.getGrantsAsList();

for (Grant grant : grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

}
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

BRI R Amazon S3 TR PR 167


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
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System.exit(1);

%2 GitHub -8 E R A,

RE RN RS 5K

EARMSERIZEREX ACL FIER |, EAH AmazonS3 B setBucketAcl Fit, XEE—|

AccessControlList &R , EBERBRNEMERENH PR FIER,

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.EmailAddressGrantee;

(8T

final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {
// get the current ACL
AccessControllList acl = s3.getBucketAcl(bucket_name);
// set access for the grantee

EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setBucketAcl(bucket_name, acl);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note

.build();

WO LAE A Grantee KB EZREHIRNEN M —PRRAF , AR EmailAddressGrantee 3£

B R FEHARERRRE  XEXARE.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
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#HZ# GitHub LRI TE R B,
FREUXT SRAY 13 [R] 428 1 51 &

EREREILE ACL , i518MA AmazonS3 9 getObjectAcl % , FEEM MR REN ZKELT
PA#4TE#,. M getBucketAcl 2, BbI57ERFIRE —4 AccessControlList &R , A LA E X

E&/ Grant,

FA

import
import
import
import
import
import

(8

try {

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

AmazonServiceException;

regions.Regions;

services.
services.
services.

.services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControlList;
s3.model.Grant;

AccessControllist acl = s3.getObjectAcl(bucket_name, object_key);
List<Grant> grants = acl.getGrantsAsList();

for (Grant grant :

}

grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

E55 GitHub LM ZEE R4,
REX REV TG RFEHI &

ERINSE ST RIT ACL BIRER |, 5 AmazonS3 B setObjectAcl 53k, XEE—N
AccessControlList R , ©BERBERNEMERENH R RN FIER,

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html

AWS SDK for Java 1.x

A Ax FRARIERE

import com.
import com.
import com.
import com.

(R

try {

// get the current ACL
AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControllList;
s3.model.EmailAddressGrantee;

// set access for the grantee

EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission

= Permission.valueOf(access);

acl.grantPermission(grantee, permission);
s3.setObjectAcl(bucket_name, object_key, acl);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note

O LAE Grantee REFR BN BN —RRAF |, LA LAEA EmailAddressGrantee 3£
BB FHHFREHRNE  XEXARSE.

EZ 4 GitHub LR EE R B,

EZER

«  {Amazon S3 API Reference) ## GET Bucket acl
«  {Amazon S3 API Reference) ## PUT Bucket acl
«  {Amazon S3 API Reference) ##y GET Object acl
« {Amazon S3 API Reference) H# PUT Object acl

FRREEEEN Amazon S3 BH A

ERLARE, IRV BR 7 A% 48 KBS SREEXS Amazon S3 BRI F,

ERABRBEEEX Amazon S3 FRYFRE]
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUTacl.html
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RIE 7 MR

BRLBES AT AN BEN S3 FRMIREF AR

« A AmazonS3 &E ik setBucketPolicy # N E R SetBucketPolicyRequest
o FERABRFEEAMAERE XA (JSON ) B setBucketPolicy EFREE IR EREE

FA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.policy.Policy;
import com.amazonaws.auth.policy.Principal;

(R

s3.setBucketPolicy(bucket_name, policy_text);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

{5 Al SRR 3 4 B S R VI SR B
N setBucketPolicy RHUFHBWREET , BAIUHRITU TR

« £/ JSON BRAP N AR FZRFREEIEERE
« £ Policy 222 5K BE

£/ Policy K , BFXBOMMERERENRFHFRNEN, EM Policy KIREL JSON K&
&, BEEAH tolson B,

FA

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.actions.S3Actions;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/SetBucketPolicyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/policy/Policy.html
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import com.amazonaws.services.s3.AmazonS3ClientBuilder;
AR

new Statement(Statement.Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
.withResources(new Resource(
"{region-arn}s3:::" + bucket_name + "/*")));
return bucket_policy.toJson();

Policy Rt fromIson 5% , ELZHERAE AR JSON FRHHMEERR, %
FESBIEXARUBRATURRNERRBEN , MIRREIXAER , REKMHA SR
IllegalArgumentException,

Policy bucket_policy = null;
try {
bucket_policy = Policy.fromJson(file_text.toString());
} catch (IllegalArgumentException e) {
System.out.format("Invalid policy text in file: \"%s\"",
policy_file);
System.out.println(e.getMessage());

SERBMERBL A, RATRIEEM XA A BT At 775515 B8V R B
2 GitHub LRI TE TR B,

TR EW 17 i 475 SR B

EK R Amazon S3 FHIEEE , HAA AmazonS3 IR getBucketPolicy FiE , WA MMEE

48 LUR R B

JFA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

(8T

ERABRBEEEX Amazon S3 FRYFRE]
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetBucketPolicy.java
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try {
BucketPolicy bucket_policy = s3.getBucketPolicy(bucket_name);
policy_text = bucket_policy.getPolicyText();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

MREEENFER/IFE. BRXEVRAZEEBHNRIVEEF TS EFEBEEE , 251K

AmazonServiceException,
EZH GitHub LR TE RG],
I RERE YR A

EffBRAEREE , B AmazonS3 BF %M deleteBucketPolicy , H A HEBAFEERR,

FA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

(R

try {
s3.deleteBucketPolicy(bucket_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

B IR R AR , ZAEthaKIl. MRTEENFEBBENTEE , RELLEHRZEE
RHPR , £5|% AmazonServiceException,

%5 GitHub £ ZE R A,
EZER

«  {Amazon Simple Storage Service AAF1ER) HHYIH R K ERIE S R
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetBucketPolicy.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucketPolicy.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-policy-language-overview.html
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{Amazon Simple Storage Service A 1ER) FHREE RO

£ A TransferManager .47 Amazon S3 &/E

BAILAEF AWS SDK for Java TransferManager € 0] 58 #h 5 3244 M AR b R 35 4% 31 B Amazon S3 ¥
FHRM—N S3UEEHIT R —4 S3{UB, TransferManager AIFREMEMHEE , UREERIRE &
HFR T

(® Note
B{ESREE
BIWER 1746455 A AbortincompleteMultipartUploadAmazon S3 4 a5 B M N,
ZHNIE R Amazon S3 FILERBHEREEEERBANTRN D& L&, HETRENE
BR#IRT , Amazon S3 G 1L E1& | RS BRAKSERHY L& B IR,
BXEZER , 55 (Amazon S3 AAFERM) PWEARETEFNBETEASRE.

(® Note

XEREBROMBESLRT BEEFHAWS SDK for Java PHAZR , AESEAEERTIF A AWS
FIEMX P RESREBRIA AWS Eil,

LR E F

TransferManager RIS 304, U5 R B K L& B8 2 51 6122 8947 Amazon S3 1,
£
- LEEANAXH

- EEXHIIE
- FERBH

EREANNHF

@A TransferManager #J upload J75% , £ Amazon S3 @&, 8B (MR ) BHMARELEZW
X H4#I#REE Java File TR
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https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(e

File f = new File(file_path);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload xfer = xfer_mgr.upload(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

upload FEVENREE , AERMA— Upload WR , ATREERERSREFEHTH.

BSRESEH TR T BEXEIAA TransferManager 9 shutdownNow J53% 2 B {E
waitForCompletion FIhERAMANER . EFFERMTHET , B R BHUITHE R RS
ENEH., BXEZEE , BSRREERRSHHEE,

B2 R GitHub LM EE R,
&SI
EEE - RBELEZANXHE , BIAA TransferManager uploadFilelist A3k , F R HIEMH
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
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C —NREIE  CRHFINEORAN KB NE (X R KBTI R EE)

. — A File R , KN KFTIAT IR ABEN AN B S

c —AListWR , BE AT LW File WK

JFA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(BT

ArraylList<File> files = new ArraylList<File>();
for (String path : file_paths) {
files.add(new File(path));

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadFilelList(bucket_name,
key_prefix, new File("."), files);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

BSRESFEHTRIT BAEXEARA TransferManager B shutdownNow 75 3% 2 B F
waitForCompletion FIITEHARNES . EESEMTRAN , B AHOFTE R RS
ENEH. BXEZELR , BSRARIEHRESNHE,
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https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/List.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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A {E A uploadFilelList REH MultipleFileUpload X RREME RS E, BXRESZER
BS R WA HN Y EMER ProgressListener SREUE #ii E .

B LAEA MultipleFileUpload Y getSubTransfers FEN BE BN SN SUHIREE AN
Upload R, BXEZEE , BSRERM A ERNHIE,

25 GitHub LM A,
LEBAR

A £ A TransferManager Y uploadDirectory A E@E A FLUEIFI AR E #1F B FH 8 AR £
KEEREANHEFR, BRME— Amazon S3 FHEBEEN. — N SSRIR. —MNRTEEFIHN Kb
B &K File RM—1 boolean f , ZEERERBZTELNEASXEHFHF (true = false ) -

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

(R

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadDirectory(bucket_name,
key_prefix, new File(dir_path), recursive);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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BSRESEH TR T BAEXEIRR TransferManager B shutdownNow J5 3% 2 B F
waitForCompletion BINFTERAMMER. EEFHRBMTHN , B URBZMTE R LRSI #
ENEH. BXELZER , BSRARIEHRESNHE,

AIEA M uploadFilelList IRE/Y MultipleFileUpload SRR EBWEHMRATHAE, AXESZER
ESRRAEHN a3 EMER ProgressListener SRERE I E o

B L ER MultipleFileUpload #9 getSubTransfers &N B BN SN SHIREEAD
Upload R, BXEZEE , BSREMFERNIE,

%5 GitHub £ ZE R A,
TEXHEE %

£ A TransferManager £ M Amazon S3 F&E £ M4 ( Amazon S3 XK ) B F ( — Amazon S3
WEN , BRIRER ) .

ES ]
« THEANNHE
- THEX

TEEANH

£/ TransferManager ¥ download 5% , A N HRHIEETHRHXI R Amazon S3 BB, &
(NR) BHM— File R (ZNRRTEELAHRE LOIENXXH ) .

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

(R

File f = new File(file_path);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Download xfer = xfer_mgr.download(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

BSREFEH TR T BAEXEIRR TransferManager B shutdownNow J5 3% 2 B F
waitForCompletion EJZIJJEEJZ%?H’H_MO EEFERTRE , BB AT E X ERS 3
ENEH. BREZEE , BSRARIERRESNHE,

EHZ M GitHub LI TEE R A,
T#HBE %

EM Amazon S3 TH—HHEZ— PN HBRIRN XY (KXLUTXHRELNER) |, IFEH
TransferManager downloadDirectory A&, ZHEZFETEE THHNF RN Amazon S3 FEH
B, IBNKAZHXNRAEKN — File R ( KNKRTESXH TRV AL REEF ). W
REETERHTEFE , Fol2kE R,

FA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

(8T

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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MultipleFileDownload xfer = xfer_mgr.downloadDirectory(
bucket_name, key_prefix, new File(dir_path));

// loop with Transfer.isDone()

XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()

XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

BSRESEH TR T BEXEAA TransferManager B9 shutdownNow J53% 2 8 {E
waitForCompletion FIhERAMNER . EFFERMTHE , B R IBHUITHE R RS
ENEH., BXEZEE , BSRREERARSHEE,

%25 GitHub LB T RAI,
EHXYR
EFRKRMN—D S3HEHIT S — S3 4 , 0JFEH TransferManager copy 5 %o
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Copy;

import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

(R
System.out.println("Copying s3 object: " + from_key);
System.out.println(" from bucket: " + from_bucket);
System.out.println(" to s3 object: " + to_key);
System.out.println(" in bucket: " + to_bucket);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
Copy xfer = xfer_mgr.copy(from_bucket, from_key, to_bucket, to_key);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
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XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

HZ 5 GitHub LRYTTE R,
BFFE BT

MRAEEBMERBPELEENNARR (REE ) , WAIEA Transfer O/
waitForCompletion A3:RMEIET  EEAHTERBEEARE,

try {
xfer.waitForCompletion();

} catch (AmazonServiceException e) {
System.err.println("Amazon service error: " + e.getMessage());
System.exit(1l);

} catch (AmazonClientException e) {
System.err.println("Amazon client error: " + e.getMessage());
System.exit(1);

} catch (InterruptedException e) {
System.err.println("Transfer interrupted: " + e.getMessage());
System.exit(1l);

MREEFA ZelwaitForCompletion BHAEH, EHMLRE L XHRANGIHER
ProgressListener F W EEH , N AIREUE i E,

EZ 1 GitHub LHYZE TR,
IREVE PR S MH E

TransferManager upload*. download* fl copy FZFTREIN BN ETREITENLNEA , &
HEUR T © R E XK BRELE RS XHIRE,

ES R [E T3
L] copy
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrCopy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Copy.html
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T8 download

MultipleFileDownload downloadDirectory

L& upload

MultipleFileUpload uploadFilelist , uploadDirectory

FRAXLRERSLHE Transfer M. Transfer MK T ATREUEMHEE ., EFIRE & 5 SURIREUE
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 {£ M ProgressListener 3R E4% % it B
- FRERFIRBAEHE
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FA

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

(R

// print the transfer's human-readable description
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Download.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileDownload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
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System.out.println(xfer.getDescription());
// print an empty progress bar...
printProgressBar(0.0);
// update the progress bar while the xfer is ongoing.
do {
try {
Thread.sleep(100);
} catch (InterruptedException e) {
retuzrn;
}
// Note: so_far and total aren't used, they're just for
// documentation purposes.
TransferProgress progress = xfer.getProgress();
long so_far = progress.getBytesTransferred();
long total = progress.getTotalBytesToTransfer();
double pct = progress.getPercentTransferred();
eraseProgressBar();
printProgressBar(pct);
} while (xfer.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = xfer.getState();
System.out.println(": " + xfer_state);

HS 5 GitHub L& R,
{# F ProgressListener 3R BUE i 3

& LAME A Transfer # O/ addProgressListener A% ProgressListener B i EI{E 4% %

ProgressListener REBE—/J3% |, Bl progressChanged , b5/ R A ProgressEvent IR, &
AILAE L RIREUREN B FZ T (B A H getBytes 53%) MBI EAMNFET R (BIAA
getBytesTransferred),

FA

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgressListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressEvent.html
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import java.util.Arraylist;
import java.util.Collection;

(8T

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload

1)

u = xfer_mgr.upload(bucket_name, key_name, f);
// print an empty progress bar...
printProgressBar(0.0);
u.addProgressListener(new ProgresslListener() {
public void progressChanged(ProgressEvent e) {
double pct = e.getBytesTransferred() * 100.0 / e.getBytes();
eraseProgressBar();
printProgressBar(pct);

// block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(u);

// print the final state of the transfer.
TransferState xfer_state = u.getState();
System.out.println(": " + xfer_state);

} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

B2 GitHub LM ZE R4,

RELF R R R E

MultipleFileUpload £ @3 A H getSubTransfers FERREAXEFEHNER, BFRE

Upload ¥ REVFAE AT Collection , H# BIHRHEN FRERANEZRRSHEE.

FA

import com.
import com.
import com.
import com.

amazonaws
amazonaws
amazonaws
amazonaws

.AmazonClientException;
.AmazonServiceException;
.event.ProgressEvent;
.event.ProgresslListener;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Collection.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
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import com.amazonaws.services.s3.transfer.*;
import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

(8T

Collection<? extends Upload> sub_xfers = new ArraylList<Upload>();
sub_xfers = multi_upload.getSubTransfers();

do {
System.out.println("\nSubtransfer progress:\n");
for (Upload u : sub_xfers) {
System.out.println(" " + u.getDescription());
if (u.isDone()) {
TransferState xfer_state = u.getState();
System.out.println(" " + xfer_state);
} else {
TransferProgress progress = u.getProgress();
double pct = progress.getPercentTransferred();
printProgressBar(pct);
System.out.println();

// wait a bit before the next update.
try {
Thread.sleep(200);
} catch (InterruptedException e) {
return;
}
} while (multi_upload.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = multi_upload.getState();
System.out.println("\nMultipleFileUpload " + xfer_state);

&5 GitHub k=& R,
EZER

« {Amazon Simple Storage Service FAF1ER) FHIX REE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html
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REFERBIMIEEE
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RERSINHERLFEN ; IEHMSHBMRALEN.
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

(8T

String bucket_name, String index_doc, String error_doc) {
BucketWebsiteConfiguration website_config = null;

if (index_doc == null) {
website_config = new BucketWebsiteConfiguration();
} else if (error_doc == null) {

website_config new BucketWebsiteConfiguration(index_doc);
} else {
website_config

new BucketWebsiteConfiguration(index_doc, error_doc);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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try {
s3.setBucketWebsiteConfiguration(bucket_name, website_config);
} catch (AmazonServiceException e) {
System.out.format(
"Failed to set website configuration for bucket 'S%s'!\n",
bucket_name);
System.err.println(e.getErrorMessage());
System.exit(1l);

(® Note

BREMIEEETERENFEEBNITRNR, EFEENXHE Web L0 |, BIEEZEERE
—NEHEEERE , AFNEEEPXHNAIERIFRNE, BEXEZER , HSREABE
B EIEXT Amazon S3 KA 8],

&5 GitHub L HI =& R,
IREVAF ik A HY P IS B B

EIREX Amazon S3 WEVMILELE , BEAERRHEBENRE B MHKIAA AmazonS3 #Y
getWebsiteConfiguration 5%,

$F L BucketWebsiteConfiguration SRR IREEE, MRIZEFEBIEMEEE , N/ SIRE
nUllo
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

(8T

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetWebsiteConfiguration.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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BucketWebsiteConfiguration config =
s3.getBucketWebsiteConfiguration(bucket_name);
if (config == null) {
System.out.println("No website configuration found!");
} else {
System.out.format("Index document: %s\n",
config.getIndexDocumentSuffix());
System.out.format("Error document: %s\n",
config.getErrorDocument());
}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to get website configuration!");
System.exit(1l);

HZ 5 GitHub LRYTE R,
R 17 A AR Y R S B 2

EMIER Amazon S3 RBHIMLELE |, EEAEMN M BREE R EH B FKRIEA AmazonS3 #Y
deleteWebsiteConfiguration Fi%o
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

(R

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
s3.deleteBucketWebsiteConfiguration(bucket_name);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to delete website configuration!");
System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetWebsiteConfiguration.java
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« {Amazon S3 API Reference) ##J GET Bucket website
+  {Amazon S3 API Reference) H#J DELETE Bucket website
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteWebsiteConfiguration.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketDELETEwebsite.html
https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
https://docs.aws.amazon.com/general/latest/gr/aws_sdk_cryptography.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
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import
import
import
import
import
import
import
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amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
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amazonaws.

regions.Regions;

services.
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services.

s3.
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AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;
model.StaticEncryptionMaterialsProvider;
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY2, "This is the 2nd content to
encrypt");

Z FHRIEMEZEER

£/ AuthenticatedEncryption XA , FMNFHESNA RSN BADEKEL, EHEXTH
B, ZEZARIICHENROTEYE  MRRELXK , WS £RE, BXL5HRIEMBER THE
RENEZSFMER , ESHIEEXE Amazon S3 Client-Side Authenticated Encryption.

(@ Note

EFAZEFRELSHRIENE , BATUFE&EFH Bouncy Castle jar XA M AREFHIKEE
H,

ESAWER , 5% withCryptoConfiguration 5E#$EE AuthenticatedEncryption {Eo

(R

AmazonS3EncryptionV2 s3EncryptionClientV2 =
AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.DEFAULT_REGION)
.withClientConfiguration(new ClientConfiguration())
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode(CryptoMode.AuthenticatedEncryption))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
Lbuild();

s3EncryptionClientV2.putObject(bucket_name, ENCRYPTED_KEY1l, "This is the 1st content to
encrypt");
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A Ax FRARIERE

Amazon S3 EFmMABE S AWS KMS 15 %47

LR R BIER AmazonS3EncryptionClientV2Builder 2812 /8 A &E FiwNZ /) Amazon S3 & ik, B

I

R

Ch

KA REPRF BB R

@ Note
BUF RBIER IS Amazon S3 B IHINIEN AWS HEZAERASEM. E T BN NE

5

B HAZE % Amazon S3 INZ&at
UTErRE TSRS ER, ETHSHEXNFEHABHE L |

R

AN

HEHFA

NIXLERPIGF AL TR,

FA

import
import
import
import
import
import
import
import
import
import
import
import

com.
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com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

ZF RS 0RIEINE

R

/Ch

EAEFis L& Amazon S3 BVEAIX REFNE, FEA LT wM Amazon S3 3REX

BCHNZBABREREA , i3/ Amazon S3 BEFIRMEBRE R~ inE &,

AUMRMBERX P RITIER  EFRFORIEHE S ORI,

N

#2Z 1 CryptoMode 7 X

ClientConfiguration;
regions.Regions;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

kms
kms
kms
kms
s3.
s3.
s3.
s3.
s3.
s3.

. AWSKMS;

.AWSKMSClientBuilder;
.model.GenerateDataKeyRequest;
.model.GenerateDataKeyResult;
AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;

model .KMSEncryptionMaterialsProvider;

MR RIEE CryptoMode , MEIAERXN N ALK FHRIEIMNE,

EEXSAHESR |, BE withCryptoConfiguration FERFIEE
StrictAuthenticatedEncryption {&,

£ Amazon S3 & s N
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® Note

EFAEZEFRLSHRIEME , BATUF&EFHH Bouncy Castle jar XA M AREFHI KRR
.,

(8T

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {consolel}");
System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

¥t Amazon S3 INZEEFiwEA putObject FZEM AT R,

(R

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {console}");

BRLMERR - M EFRERZNR. HREIEMA getObjectAsString FIEMUK RIFHENF R &,

(8T

System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

Z F R MZEER

£/ AuthenticatedEncryption XY , EMEHESNAXHNBHAOEE L, THEXTH
B, ZEZLRICHENROTEYE  MRREXY , W5 ARE. BXRELFHRIEMBERXTHE
FENEZFMER , BSHIEEXE Amazon S3 Client-Side Authenticated Encryptiono
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® Note

EFAEZEFRLSHRIEME , BATUF&EFHH Bouncy Castle jar XA M AREFHI KRR
.,

EFAKES |, EE withCryptoConfiguration A EE AuthenticatedEncryption {Eo

(8T

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

Bl & AWS KMS & F i
BRIEBATAIETE T AWS KMS &% , BNBIAER T , Amazon S3 MEAZE F kK8 —MNMZE F iR
ERXNEHEIER AWS KMS EFiRi%E X , iH1%E awsKkmsRegion,

(R

Region kmsRegion = Region.getRegion(Regions.AP_NORTHEAST_1);

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withAwsKmsRegion(kmsRegion))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

HE , ZALUERABCSH AWS KMS B HRABRILINEZR - iR,
(e

AWSKMS kmsClient = AWSKMSClientBuilder.standard()
.withRegion(Regions.US_WEST_2);
.build();
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withKmsClient(kmsClient)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

£ AWS SDK for Java B9 Amazon SQS R4l

L ER o IR AEEFAAWS SDK for Java 3 Amazon SQS #1TREH R,

(® Note

ZRBMRBERREH A EMENNAE, TENROKBE GitHub LR, ERMPATEHR
BANRIN M, A BUR M E S SR A DR S AT A RH , RRHWEAETEAN.

£l
+ f£/ Amazon SQS JEERA\ 7|

A, EWHBIBR Amazon SQS JEE
1 Amazon SQS JEEBRASIE A KR
£ Amazon SQS % & A] AL A
f£ Amazon SQS # £ A FEERASI

£ Amazon SQS H 2R\

SHEBASI 2 F1E Amazon SQS A A IXHEMNBERET. BRMPRIRATY : brH FEH L
H (FIFO)o ETHRAEXMIIURXLEXRAZ AINERNEZEER , ES (Amazon SQS Developer
GUide>> o

AREBAAWMAER AWS SDK for Java KA1, FIH., MIERFIZFREX Amazon SQS A %I# URL,
BIZERA S

BEEH AmazonSQS & iwlY createQueue F3% |, FHIRE—NEIRA IS HH
CreateQueueRequest X &,
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FA

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

(8T

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

CreateQueueRequest create_request = new CreateQueueRequest(QUEUE_NAME)
.addAttributesEntry("DelaySeconds", "60")
.addAttributesEntry("MessageRetentionPeriod", "86400");

try {
sqs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (!e.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

BOJLAEA createQueue BEILER | XRFEERSIBFREN A 022 ARER S,

sgs.createQueue("MyQueue" + new Date().getTime());

EHZH GitHub LMY TE R,
B B 51
E5 HERIK B Amazon SQS BAFI , ATAH AmazonSQS FFimk 1istQueues FiE,
SA
import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesResult;

(R

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
ListQueuesResult 1q_result = sqgs.listQueues();
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System.out.println("Your SQS Queue URLs:");
for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

£/ listQueues BEF (THEMRSE) FREFAERSY, B LUEN @EEE -
ListQueuesRequest W HRRHFEIREIH LR,

JFA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesRequest;

(8T

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

String name_prefix = "Queue";

lg_result = sqgs.listQueues(new ListQueuesRequest(name_prefix));

System.out.println("Queue URLs with prefix: " + name_prefix);

for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

%S5 GitHub EHIEETRH.

FREXEAFIHY URL

A AmazonSQS & iwkY getQueuelrl 7%,
SA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(ST

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String queue_url = sqgs.getQueueUrl(QUEUE_NAME).getQueueUrl();

B2 GitHub L ZE R4,
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I EREA 5l

A AmazonSQS & ik deleteQueue FHIERMRASIM URL,

FA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(e

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sgs.deleteQueue(queue_url);

EZ 4 GitHub L EE R B,
EZER

«  {Amazon SQS Developer Guide) ## How Amazon SQS Queues Work
- {Amazon SQS API Reference) H#J CreateQueue

«  {Amazon SQS API Reference) HH) GetQueueUrl

«  {Amazon SQS API Reference) H#Y ListQueues

«  {Amazon SQS API Reference) H#J DeleteQueues

KiE, EWFMIER Amazon SQS JHE

AREBHER T AR, FBHRBIER Amazon SQS JHE. AR SQS BAFIRIEER.

B A AmazonSQS FFimkY sendMessage F& |, FEANEERME Amazon SQS RAY, 21t
BEBRAS URL, SEEENXMAEMERE ( AW R L ) B SendMessageRequest X R,

FA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.SendMessageRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
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(8T

SendMessageRequest send_msg_request = new SendMessageRequest()
.withQueueUrl(queueUrl)
.withMessageBody("hello world")
.withDelaySeconds(5);
sgs.sendMessage(send_msg_request);

F2H GitHub £ TE RS,
—RMERBEZFHEE

FBAUE—MERPRESFER . EREZSFHER , A AmazonSQS EFiwH
sendMessageBatch 753% , b5 EX A SendMessageBatchRequest , F&E B &M% URL FMIE L%
HEEFIR ( BREEN R —4 SendMessageBatchRequestEntry ) » BB AI AN EZHEERE—D
AR HER(E

FA

import com.amazonaws.services.sqs.model.SendMessageBatchRequest;
import com.amazonaws.services.sqs.model.SendMessageBatchRequestEntry;

(R

SendMessageBatchRequest send_batch_request = new SendMessageBatchRequest()
.withQueueUrl(queueUrl)
.withEntries(
new SendMessageBatchRequestEntry(
"msg_1", "Hello from message 1"),
new SendMessageBatchRequestEntry(
"msg_2", "Hello from message 2")
.withDelaySeconds(10));
sgs.sendMessageBatch(send_batch_request);

%55 GitHub M= R4,

EUCHR

AIEE A AmazonSQS FF %M receiveMessage HiEH N EMAETIH URL , RERYEI{LT
BASIR NV ERDE S . JHEFEN — R 5| Message WHRIEE,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequestEntry.html
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FA

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.SendMessageBatchRequest;

(R

List<Message> messages = sqs.receiveMessage(queueUrl).getMessages();

W F= M BROH B

EWEEEHABENAR , B EENERIWFAS] URL Ki%E| AmazonSQS % F ik
deleteMessage J &R MBA S Al BRIE .o

(R

for (Message m : messages) {
sqs.deleteMessage(queuelUrl, m.getReceiptHandle());
}

H2 5 GitHub LRYEE R,
EZER

«  {Amazon SQS Developer Guide) ## How Amazon SQS Queues Work
«  {Amazon SQS API Reference) HH) SendMessage

- {Amazon SQS API Reference) H#Y SendMessageBatch

- {Amazon SQS API Reference) H#J ReceiveMessage

«  {Amazon SQS API Reference) H# DeleteMessage

A Amazon SQS JEEBAFIE AKRif

ZIANERT , Amazon SQS ERAERIA , LI XEBRSFZN—NTE (ETNRBENDH ) , A
ERBEEMEENESSEMMF,

KRABEBTRIEFSEA Amazon SQS WA , EAIEZE XKIZE| Amazon SQS BAFIRY
ReceiveMessage &Rt , W4 F&E E S AR B M & B R ZE W B 2K , & AT SHBRRAY 2208 R7

71 Amazon SQS JHERAFIE AKRE 200


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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® Note
BELOZE 1 B 20 BB AME,

BIERAFIRT B A5 1A

E7£ 82 Amazon SQS RAFIEYE A1 , FIRE CreateQueueRequest X RHY
ReceiveMessageWaitTimeSeconds & , REHBIAMA AmazonSQS £ createQueue Fi,

FA

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

(R

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Enable long polling when creating a queue

CreateQueueRequest create_request = new CreateQueueRequest()
.withQueueName(queue_name)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

try {
sqgs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (!e.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

S H GitHub LY EE R,
EIEN LERAKEH

BRTEBIZERASIN S AKRRZI , BHEALUBEE SetQueueAttributesRequest LR &
ReceiveMessageWaitTimeSeconds , AREHBIAA AmazonSQS £ setQueueAttributes &
%, EMERRY EBRAKRIA,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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FA

import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;
(R

SetQueueAttributesRequest set_attrs_request = new SetQueueAttributesRequest()
.withQueueUrl(queue_url)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

sgs.setQueueAttributes(set_attrs_request);

EZ 1 GitHub L EE R B,
EEVCHENERKREH

B EEBCEENBERAKRN , AERELREMLS AmazonSQS £ receiveMessage FHEM
ReceiveMessageRequest iR B FFHTE ( AW REN ),

(@ Note

ENAR AWS B imHiERER B K TFRAKRHEE (20 % ) , LBREN
receiveMessage B REEG T —RIOSHNTXERT !

FA

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
(R

ReceiveMessageRequest receive_request = new ReceiveMessageRequest()
.withQueueUrl(queue_url)
.withWaitTimeSeconds(20);
sqs.receiveMessage(receive_request);

%5 GitHub £ ZERH,
EZER

«  {Amazon SQS Developer Guide) A # Amazon SQS Long Polling
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ReceiveMessageRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html
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« {Amazon SQS API Reference) H#Y CreateQueue
«  {Amazon SQS API Reference) HHJ ReceiveMessage

«  {Amazon SQS API Reference) H#Y SetQueueAttributes

£ Amazon SQS Hig & AJ IL 488 A

N THERHSEWY , 7 Amazon SQS HIREIKVERELRBENMSIF |, ESIHEMER. EEENTLLE
BT EYE S , EEEWERRIBRAVE B AT ARG EERPER |, LAFEBIBS L EXE BT R MM R < 7l
EERPHR.

(® Note

ERFR ARSI, AT EERTTERIETSEVCERRIR, MREERANRITERS] , FRR
BRI RBREB AL B Z RN EIE — KB BRI EIR.

NEANERREFES R EEAR

LB EHER | A LABE £ ChangeMessageVisibilityRequest A 5H BBV 2 UK B R 1% I
AmazonSQS %K changeMessageVisibility A &R E o] IR AT,

FA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

(R

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Get the receipt handle for the first message in the queue.
String receipt = sgs.receiveMessage(queue_url)

.getMessages()

.get(0)

.getReceiptHandle();

sgs.changeMessageVisibility(queue_url, receipt, timeout);
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityRequest.html
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BEZH GitHub LR SEERHI,

— RN ZSFRERRERHE TR B

E-XMIRESZHEMNTI MR |, F8I2 ChangeMessageVisibilityBatchRequestEntry X
KHW5IER , BIMNRETEH—W ID MEWRAW, REFZIKREELS Amazon SQS & FimEN
changeMessageVisibilityBatch A%,

JFA

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.ChangeMessageVisibilityBatchRequestEntry;
import java.util.Arraylist;

import java.util.list;

K5
AmazonSQS sqgs = AmazonSQSClientBuilder.defaultClient();

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msgl",
sgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout));

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msg2",
sqgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout + 200));

sgs.changeMessageVisibilityBatch(queue_url, entries);

B2 GitHub LM ZE R4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityBatchRequestEntry.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
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EZER

«  {Amazon SQS Developer Guide) AH# Visibility Timeout

«  {Amazon SQS API Reference) H#) SetQueueAttributes

«  {Amazon SQS API Reference) H# GetQueueAttributes

«  {Amazon SQS API Reference) H#J ReceiveMessage

«  {Amazon SQS API Reference) H#J ChangeMessageVisibility

«  {Amazon SQS API Reference) H# ChangeMessageVisibilityBatch

£ Amazon SQS H & A EERA S

Amazon SQS X #FIEIERASI. FEERAFIREAD (IR ) BAFI AR EAER oA AT AL B RV H S BT B RV A
5, SR LAESEERN SR E MR X LE S U AERELERMNRER.

I LIS A

SEERAFIM IR XN EEMEAFIAEE , EHLL TR :

« SEIERRFI A EIREA5IE T HHRERIBAFIKEL (FIFO SAR ),

« SEERAFI LM E IR E A EER AWS 0K M X,

EXE , BIIBH M HEER Amazon SQS RAFI , HE— M AEIEEBASI
FA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;

(ST

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Create source queue
try {
sgs.createQueue(src_queue_name);
} catch (AmazonSQSException e) {
if (l!e.getErrorCode().equals("QueueAlreadyExists")) {
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throw e;

// Create dead-letter queue
try {
sgs.createQueue(dl_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

218 GitHub LM ZEE R4,
HIRA S8 EFEERASY
BIRERENT] , BXREB—NEN BN KM , ATEFIEE P IRBEZEMR, EHIEHHHU

JSON $57E , FIETESEERAFIEY ARN , BAREREEIIRIFHE 28 , RFEBETAERE &R

AW/ 88

ERNFRAYEEEHMRIKEE |, iEFH SetQueueAttributesRequest IR A A AmazonSQS FEH
setQueueAttributes 53k , HEREM JSON EF X KN IZXIRIXE RedrivePolicy &

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

(BT

String dl_queue_url = sqgs.getQueueUrl(dl_queue_name)
.getQueuelrl();

GetQueueAttributesResult queue_attrs = sqgs.getQueueAttributes(
new GetQueueAttributesRequest(dl_queue_url)

.withAttributeNames("QueueArn"));

String dl_queue_arn = queue_attrs.getAttributes().get("QueueArn");
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// Set dead letter queue with redrive policy on source queue.
String src_queue_url = sgs.getQueueUrl(src_queue_name)
.getQueuelrl();

SetQueueAttributesRequest request = new SetQueueAttributesRequest()
.withQueueUrl(src_queue_url)
.addAttributesEntry("RedrivePolicy",

"{\"maxReceiveCount\":\"5\", \"deadLetterTargetArn\":\""

+ dl_queue_arn + "\"}");

sgs.setQueueAttributes(request);

BEZH GitHub LRI SEERAI,

EZER

«  {Amazon SQS Developer Guide) #H# Using Amazon SQS Dead Letter Queues
+ {Amazon SQS API Reference) H# SetQueueAttributes

£ AWS SDK for Java 89 Amazon SWF R4

Amazon SWF B—IHIT/EREERS , UHBHAAARWENT B2ARNIER , XETERTES
aEEs. FI/ERS Lambda S HITRIRFE SR,

JBIFAWS SDK for Java £/ Amazon SWF BRf 5% : £ SWF client ¥R EFEHEA T Java
#) AWS Flow Framework. &M F Java B AWS Flow Framework ¥ iAELBMEE KR , AR EFEH
T REHSEHKBEME | 620 Aspectd # Spring Framework, B3 FARIMB RHRELXRME |, EAfE
FAERT Java B9 AWS Flow Framework K1 ##ERBHIRNE. BEXEZEL , H3H (AWS Flow
Framework for Java Developer Guide) o

L ER 1R T B A AWS SDK for Java® ik Amazon SWF $i2HI R Al
F&:

- SWF EXR4IR

- FJEFE# Amazon SWF N HREF

« Lambda %

- BEEXAEINITERIIELE

- EME
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https://aws.amazon.com/lambda/
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« B

SWF EZA AR

XL EET Amazon SWF #EHAWS SDK for Javaly —fixiE R, XERBEFTEARATSE, EXER
BNNAMHIE  BSRMESE Amazon SWF NAERF.

LRi=E)]

HZA Amazon SWF R HREFIHEEAWS SDK for Javalfi /& #Y LA T Ak #IN

* aws-java-sdk-1.12.* jar

« commons-logging-1.2.*.jar

* httpclient-4.3.%.jar
 httpcore-4.3.% jar

* jackson-annotations-2.12.*.jar
* jackson-core-2.12.* jar

* jackson-databind-2.12.*.jar

 joda-time-2.8.* jar

(® Note

BRAXERFINRASFRERERN SDK A ms , 18 SDK MiHHRAELT AN
i, FRERERIXERA,

ERAT Java B9 AWS Flow Framework B AREFEEHMIREN HMAET, BXxFRAERNES(E
B , i35 (AWS Flow Framework for Java Developer Guide) o

FA
BE , SULHUATSARTRBREL

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;
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&, FNHERNSALFENR, EARELA2HE

com.amazonaws.services.simpleworkflow.model T/EXAIEESTEMNZE

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

MEBEERER T Java B9 AWS Flow Framework , UM
com.amazonaws.services.simpleworkflow.flow TEXS A3, #im :

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
import com.amazonaws.services.simpleworkflow.flow.ActivityWorker;

(® Note

BR T AWS SDK for Java FIEARERS , AT Java B AWS Flow Framework iE B EI A E
R, BXEZER , H5H (AWS Flow Framework for Java Developer Guide) o

fEA SWF &Fim3s

#&3i@32 Amazon SWFAmazonSimpleWorkflowClient 2 AmazonSimpleWorkflowAsyncClient 225 #
TEARE, —ZZEMEEEZERE , \*AsyncClient F£IRE Future WRUFITHE (RF) HiE.

AmazonSimpleWorkflowClient swf = AmazonSimpleWorkflowClientBuilder.defaultClient();

FZE ¥ Amazon SWF R AR
I TR N A HAWS SDK for Java 8B Amazon SWF MARF , AENRERBRHNET —LEE

/80

xF Rl

N R EJ&@UE#E ANESH THER |, I\ AWS Cloud &M TEREIE (£ HelloWorld B9
RSP, XNZREMMRHEMNANE T ) HEWEN T EDEMRE.

BARELEERRXIEEME I Amazon SWF RARFHZSNMIE T/ENBHEAR :

« =N, AEETERRITHENZERE.
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AWS SDK for Java 1.x MRS 1.x FFEARIERE

o —ANBBATERE , SNERTIRBEHF , XEAG4ENTERENEZDIMNFITERERITHZEIN
o

« —ANIERIELRE , BRI RRERF , RARKRESHEWMRE P ITRESD R F TER.

« —ANRBNEY , BNVEHIRTIIERPH—NIHEE T,

- —NEFHITELE, ?i’lﬂiﬁﬁ]ﬁﬂﬁﬁﬂﬂl‘*':I:'i:?'_rfﬁﬁJH‘}fo

o —ARBMESFIIEK , XR2H Amazon SWF £H KBS , BT RAERITERIES THELE.
FSIREATIE ;mIf’Fiifzﬁ’JﬁEﬂ?'\jJ/R%ﬁE %, AT R TELAENESHNENES

- —MNIERBHER , ATHRIERNHIT,

HJ/E8 , Amazon SWF HEIX LA HHYIRE | thiEM AWS Cloud B9/&% , EEMNZBEMERHIE |, &
EENMLNESEH , ARIEFTERNITALIESR,.

TEIRFZAF
RIS
SRR AN AR AL

« 1% AWS SDK for Java.

» Apache Maven (3.3.1),

« JDK 1.7 RESHRAR. NHEEH JDK 1.8.0 FTF RN,
- —MNERAM Java XA gRER (BEER).

® Note

MRBEANHNERETRZ Maven , IR AMEAER TERENMERELTRAUBIE | HEX
ANERRHREALLERENEES. AWS SDK for Java Al THFRE T ERERZFRSHEENER
HEZEE,

SitEL , BEEFEST/E , AHI BN SER BRI S A X F Amazon SWF EE AWS
SDK 3k,

A BRI BB ZIETE AWS SDK for Java 1 , It TE FTHHEMBAR.

AWS 17 8]

=

ERNTRAHE , BXMERIGE AWS BRI P, UAREENERRE TS P
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X LB EIR T RGBS H H R B AR HE credentials XHFFHIIGRTEIE, ZRE A GRS
EULAIE AWS IAM Identity Center 1B Amazon SWF B IAM & 5%Bk, ¥ILIREHEIER |
&K credentials XHHEUFUTAR,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZVERYLONGSTRI

XEIRETEUE S default B E X HFHEXEK,
212 SWF 1B

1. £ Maven B3I ¥ E

mvn archetype:generate -DartifactId=helloswf \
-DgroupId=aws.example.helloswf -DinteractiveMode=false

X g el EEHRE maven I EH S HNFHIRE

helloswf
### pom.xml
### sxc
### main
# ### java
# ### aws
# ### example
# ### helloswf
# ### App.java
### test
#it#

B A ZBERMBIER test BRRHEPIENFERNR , RINTSNHEATIHHE, £ 7] UM ER
App.java , BARITEGERMRKBRE.

2. BT E K pom.xml X4 , BN aws-java-sdk-simpleworkflow 18R i 4k B R N El
<dependencies> HRARFIMIZER,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
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<artifactId>aws-java-sdk-simpleworkflow</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

3. #4R Maven £/ JDK 1.7+ XIFMBRENITE ., FUATARRMEETME (£ <dependencies>
R a2 fE) B9 pom.xml # :

<build>
<plugins>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

4RE5IH

TOITE SFEO MR ARE , RITEENEE

* HelloTypes.java -- @8 B, EMITERKEBE K SHUOAKHHRE, e BEXERAERE
SWF Ao

- ActivityWorker.java -- @&7&2) TELR , FRWEHIESHEWN PZEITE.

« WorkflowWorker.java - @& TERITELE ( RRERF ) , NRARFESHITRIFED.
 WorkflowStarter.java -- @8 TERBHRERF , HEHFIHN IERKNIT , XHFSH SWF FHRERR

RENIERESHIELREFER,
ERXHNEN SR

BRIENATRE Java KB XHHBELNERERK, HTFREZR , XESRESXRMHFTXH4E
MENZREN :

1. T B W src/main/java/aws/example/helloswf/ B FZHSI2 X #.
2. %h0 package FRREBNMHNWALATEREGAEZE, ROIMBFER :
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package aws.example.helloswf;

3. A AmazonSimpleWorkflowClient ZH] com.amazonaws.services.simpleworkflow.model

WEZEEFHSNERI import BB, H T REILERE , RINER :

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

EMEL, TERBMENRE

BTN B ATI01T3E HelloTypes. java TR, ENHFESHERE  ENTERTHFE
B FEXLEHE , SIIEDNEHAMRAUAR THERRE , 2 NESTIRER.

1. FIFNARRERHOEXH HelloTypes. java , AIMEBFTEAHABRBEAT RS A,
2. 583 HelloTypes RAMERME , UELEMAEI N THERREER :

public static final String DOMAIN = "HelloDomain";
public static final String TASKLIST = "HelloTasklist";
public static final String WORKFLOW = "HelloWorkflow";
public static final String WORKFLOW_VERSION = "1.0";
public static final String ACTIVITY = "HelloActivity";
public static final String ACTIVITY_VERSION = "1.0";

XEERERBFER,

3. BEEFEREFHZE , 8l AmazonSimpleWorkflowClient B 3E 4, X2 HBAWS SDK for Javald]
Amazon SWF FEREHERED,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

BIENAE A BRBRRIGFIES default BENXHAXEK, MREFEAEMEE X , FEOTH
RN LEENRE , REWN profile_name B#R7KERELE XH4H B o

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder
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.standard()

.withCredentials(new ProfileCredentialsProvider("profile_name"))
.withRegion(Regions.DEFAULT_REGION)

.build();

4. WINFHEEBLOEME) SWF Ho H5 RZMMEX SWF B M ITERRENEERSF. SWFAHR
EAUTE- NP S ERLERE,

try {
System.out.println("** Registering the domain '" + DOMAIN + "'.");

swf.registerDomain(new RegisterDomainRequest()
.withName(DOMAIN)
.withWorkflowExecutionRetentionPeriodInDays("1"));
} catch (DomainAlreadyExistsException e) {
System.out.println("** Domain already exists!");

EEMER , EFERMER (FE .. /. |. BHEFIXERFZHFE a1 £ 256 NFR4A
&) URREBH , XRET 'f’lzulbtmﬁ'mﬁkf Amazon SWF R & TERKITH LIEFREEN XE,
EENIERBITREBEN 90 X, EXEZER , S RegisterDomainRequest,

MREBZEMNEEEE , NF RARMNAFTREIREE

ZOETH 6 RETAZBERE,

(® Note

BEAREE R T EFAWS SDK for Javars &R —NERAER |, FENEES
simpleworkflow.model @5 ZE B RHYKIRM | Zan B EI A TEEEN owith* F3&
EHlLFE T,

5. AINERBEUEMATESIRE, E3) RRTERFH—DPITHEET,

try {
System.out.println("** Registering the activity type '" + ACTIVITY +
"-" + ACTIVITY_VERSION + "'.");
swf.registerActivityType(new RegisterActivityTypeRequest()
.withDomain(DOMAIN)
.withName(ACTIVITY)

.withVersion(ACTIVITY_VERSION)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskScheduleToStartTimeout("30")
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.withDefaultTaskStartToCloseTimeout("600")
.withDefaultTaskScheduleToCloseTimeout("630")
.withDefaultTaskHeartbeatTimeout("10"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Activity type already exists!");

SEMRBHBHARARFR , eNEMEMENEFA T E SEMAEMEIX ST, EHES
EZMALESE , HlIA TN SWF BZRESHHENRINESTIER , URERARIEDZTNEHD
PATPTA R ENR BN R8N . BXEZFEE , 27 RegisterActivityTypeRequest,

(@ Note
FIEEMNENAY NEUEE. AXxBENUAZETERRITHTELR , FSH Amazon
SWEF Timeout Types.

MREZHEMBENRBEEFE AN IR B OEME TER

KA, ﬂE/JuﬁFI ‘&?‘ﬁ/ﬂ%&ﬁ ) %Z/TI'VEML*I?ﬂ?fE’QJEZFEo

+
try {
System.out.println("** Registering the workflow type '" + WORKFLOW +
"-" + WORKFLOW_VERSION + "'.");
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
.withName(WORKFLOW)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Workflow type already exists!");
}
+

EESRBEL , TERKEHENS FRAE FiR , CtEETEENERN, BXEZER , H5H
RegisterWorkflowTypeRequest,
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+

MBEBZFHEMN TERERSELE , NFF5| % TypeAlreadyExistsException. &f& , BB @R MH
main FEBAETNT , XRERSIFME, FHXRBMITIERER .

+

registerDomain();
registerWorkflowType();
registerActivityType();

P | LA LRIEHETRARERETIMNE  REMSEHED N TERTELREERD. EH
TH., TEREDZE  SEBEEFEALSR  XENDERE  BELAFTERT.

KHEE s TELE

E RTERPHNEATELE T, THERREMEE, BETHITRIES (RERIAEABRE) K@
REES. RENTHEREEESZSMESY , AR, REHAEUAFRMERNEEET,

SEH THELE B—BRNRB , BIWHE Amazon SWF ERREFHES KN TERRK, ERIEHES
B, ERHE 17X Y E Bh R B 3/ K OE BL3R B B TR

BATE SR IR 30 2N E B9 B R 5E ) THEL R,
1. TN RERS H BB ActivityWorker. java , FINEFESFHHABREFEEASTES A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

2. EXHHAR ActivityWorker 38, FEHEHBIREK R UREFAKE Amazon SWF R ERY
SWF & :

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
3. RINFREEINFE

private static String sayHello(String input) throws Throwable {
return "Hello, " + input + "!";
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}

TR MRRNFERS | CHEHASTRRES , ABREELER, RRAWEHIER DWW ITEESSIX
BE  BREFNHECERNESRITAEHTRER 5| XEiR.

4. FIBATHBERDES I FEN main HiE. BINE RN —ERERELAESHIRDHES
£5% -

System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(
new PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(
new TaskList().withName(HelloTypes.TASKLIST)));

String task_token = task.getTaskToken();

SESBEN A Amazon SWF & F %Y pollForActivityTask FEM SWF EIWES |, EEER
ABY PollForActivityTaskRequest AR {8 F Y I3 FE S5 513K

—BIREES , BN FELFRAESH getTaskToken FFERK R e B —PRRF,

5. TR , EA-EABRLEELANES . FUTABRMMEEN main 7735 , ERBESHNL
REASTHRABNRES.

if (task_token != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '" +
task.getInput() + "'.");
result = sayHello(task.getInput());
} catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
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swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(task_token)

.withResult(result));
} else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(task_token)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

MEESZSSTHERRE null , MEMNATAFRIETESN L (sayHello) , REC EEMES KEN A
ABHE,

MRESFEY ( REKEMER ) , N worker BEEA SWF B imHY
respondActivityTaskCompleted FEXRMRE SWF |, ZFEZERTEESTEIE S REIE
B RespondActivityTaskCompletedRequest Xt &K

—FHE , IRESEK , WEAE S EBAF A RespondActivityTaskFailedRequest X1 R#Y
respondAct1v1tyTaskFalled FEHTEE , OEARESTENERERNER.

® Note

MRLIE |, WEHTSKEFEXA, BRAXERT7TAHENTEE , AIEAXETE S X AE
A TR TAELERRME T HE THELENBAKES %,

K TAER TIFLRE

B IERZBNTHNIERIELXENRERY, TERIELEE TEREIIMIINBRIAES
SR E | ®ifE P Amazon SWF ZXRRFES

THERTHELEZRESH , EMEEPRBENREK (BEENREITRIFTESD) F REERE (540
T RIESD).

1. FTF A Ygr a8 H B2 34 WorkflowWorker. java , FINEFEBFEHARFEEASTES A,
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2. F—EFI S ARMEI L

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

import java.util.Arraylist;

import java.util.List;

import java.util.UUID;

3. 788 WorkflowWorker 3£ , BIZ B FihE SWF 5 3£ AmazonSimpleWorkflowClient 28324,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

4. Wil main BiE. R EFEER , FH SWF FFi%H pollForDecisionTask AR HARFE
%, PollForDecisionTaskRequest i 4H1E 2.

PollForDecisionTaskRequest task_request =
new PollForDecisionTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST));

while (true) {
System.out.println(

"Polling for a decision task from the tasklist '" +
HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

DecisionTask task = swf.pollForDecisionTask(task_request);

String taskToken = task.getTaskToken();
if (taskToken != null) {
try {
executeDecisionTask(taskToken, task.getEvents());
} catch (Throwable th) {
th.printStackTrace();
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ERBEES2E , BITAAH getTaskToken 5% , XLRE AT A FRRESHWERE, MRIRE
HNESHEAE null , MFKAIE executeDecisionTask FEFR#H—FSAEY | MEEBEEES KX
MES LR HistoryEvent XY R#IFI &K,

5. %Il executeDecisionTask 5% , SREYES FE (String) M HistoryEvent %%,

List<Decision> decisions = new ArraylList<Decision>();
String workflow_input = null;

int scheduled_activities = 0;

int open_activities = 0;

boolean activity_completed = false;

String result = null;

BATE AT LUR B — L BIER A KIBIRA A |, a0

- ATHREESLHELRHRAENRIIK,

- AT REH“WorkflowExecutionStarted” B4 2 119 TER M AN FHF 8

- BIRIRITH (EEET) BT, AFEKEXITREL1THSHE LR ERZTHEESE
#Ho

- ATEREHIEERNHRE,

- ATREESERNZHSE , WFEERRNNIERERED,

6. TR , Rin—LRBE executeDecisionTask , EF HistoryEvent FEIRENEHREL
HREES AIEM getEventType R,

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
switch(event.getEventType()) {
case "WorkflowExecutionStarted":
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case "ActivityTaskScheduled":
scheduled_activities++;
break;
case "ScheduleActivityTaskFailed":
scheduled_activities--;
break;
case "ActivityTaskStarted":

MR % Amazon SWF N RRERF 220


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/HistoryEvent.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/Decision.html

AWS SDK for Java 1.x MRS 1.x FFEARIERE

scheduled_activities--;
open_activities++;
break;

case "ActivityTaskCompleted":
open_activities--;
activity_completed = true;
result = event.getActivityTaskCompletedEventAttributes()

.getResult();

break;

case "ActivityTaskFailed":
open_activities--;
break;

case "ActivityTaskTimedOut":
open_activities--;
break;

}

}
System.out.println("]");

XNTFEMNHIHER , RINFBNBHR :

- “WorkflowExecutionStarted"S# , XIERIERPITEE S (BEEREENZETIERFTHN
F—NED) , HAXRETOHREA RBEBITERP), E“*EIJT*/RT XRBEANERIEN B
o, AN EREEFFERUETRIEDZTRER,

« “ActivityTaskCompleted" S 472 1T X & SE R G L B R IA E#F%UE &I IE B 5 RE B RY IR
B, EARIMNE—NED , BRITEERAZEENBNTERENS

HttS4RBETERFENAUER. BEXZENEHERENEER , B3 H HistoryEvent K8,

+FE  switch BAPHNFRFETE Java7 F5| A, MREFEHNR Java BWERFEMRA , WA LAEE
FA EventType 250 history_event.getType() JREIRY String IR AKEE , RETEEE
A EFRE String :

EventType et = EventType.fromValue(event.getEventType());

1. E switch iBR2/E , FMESRKRB , REFFMVIINES KA SEMREK #1T0EE,

if (activity_completed) {
decisions.add(
new Decision()
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.withDecisionType(DecisionType.CompleteWorkflowExecution)
.withCompleteWorkflowExecutionDecisionAttributes(
new CompleteWorkflowExecutionDecisionAttributes()
.withResult(result)));
} else {
if (open_activities == @ && scheduled_activities == 0) {

ScheduleActivityTaskDecisionAttributes attrs =
new ScheduleActivityTaskDecisionAttributes()
.withActivityType(new ActivityType()
.withName(HelloTypes.ACTIVITY)
.withVersion(HelloTypes.ACTIVITY_VERSION))
.withActivityId(UUID.randomUUID().toString())
.withInput(workflow_input);

decisions.add(
new Decision()
.withDecisionType(DecisionType.ScheduleActivityTask)
.withScheduleActivityTaskDecisionAttributes(attrs));
} else {
// an instance of HelloActivity is already scheduled or running. Do nothing,
another
// task will be scheduled once the activity completes, fails or times out

System.out.println("Exiting the decision task with the decisions " + decisions);

- WMREARITRES , BAIER ScheduleActivityTask REFITHA | XE
ScheduleActivityTaskDecisionAttributes & #H 12X F Amazon SWF # TR it RIBESIHE
B, t1/8# Amazon SWF R &% B5E 3 (AR EIE.

- MEFEHETK , MENNGEREXNENTHER , HFEA CompletedWorkflowExecution
REJITIGR , B A CompleteWorkflowExecutionDecisionAttributes £ ¥ AR E X B R T4E
RWFEAER, EXFERLT , RIPRENEIHNE R,

EEA—ERT , AREERRMBIEREMEFHM Decision X,

2. IREEABESETIRER Decision WRIIRKERRKES. ERINFIBERN
executeDecisionTask A EREBIFRIMBEAD :

swf.respondDecisionTaskCompleted(
new RespondDecisionTaskCompletedRequest()
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.withTaskToken(taskToken)
.withDecisions(decisions));

SWF & il respondDecisionTaskCompleted J7 A REFRR S ES T ELUK
Decision &K%,

X TERB BT
BE , BIIREE-ERBATEI THERENIT.

1. A XA mEEEH A E X WorkflowStarter.java , RIEBFEEFAHABREEASTES Ao
2. A il WorkflowStarter 3¢ :

package aws.example.helloswf;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

public class WorkflowStarter {
private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
public static final String WORKFLOW_EXECUTION = "HelloWorldWorkflowExecution";

public static void main(String[] args) {
String workflow_input = "{SWF}";
if (args.length > 0) {
workflow_input = args[0];

System.out.println("Starting the workflow execution '" + WORKFLOW_EXECUTION +
"' with input '" + workflow_input + "'.");

WorkflowType wf_type = new WorkflowType()
.withName(HelloTypes.WORKFLOW)
.withVersion(HelloTypes.WORKFLOW_VERSION);

Run run = swf.startWorkflowExecution(new StartWorkflowExecutionRequest()
.withDomain(HelloTypes.DOMAIN)
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.withWorkflowType(wf_type)
.withWorkflowId(WORKFLOW_EXECUTION)
.withInput(workflow_input)
.withExecutionStartToCloseTimeout("90"));

System.out.println("Workflow execution started with the run id '" +
run.getRunId() + "'.");

WorkflowStarter RBE—/1HE main , ERESG ST LEBEW AESEIERN TER WAL
#E

SWF &5 7% startWorkflowExecution , 3RER StartWorkflowExecutionRequest Xt RI¥ERH
WA, A RTEEESTHEMIERRE 2N, BIREMT -

- ETHEENITERKITER
o TERBMABE (RIMNWRAIFESTITLREMR)
- BEHE , WBREN , KRRBDNTERESITATRLGER YA,

REE{TstartWorkflowExecutionF RIBH 71217 ID , X2 F & Amazon SWF I T/ER
WATH i FKARRIEEE TERRITHE,

+ 3% : &17 ID HH Amazon SWF £ , TETF BEB3 TERRNITIRE AN TERNITER .
$miE =B
EFEH Maven wiIFRHFITE |, i5%F helloswf BFRHEA :

mvn package

4K helloswf-1.0.jar fH7 target B RHERK,
=17 R Pl

R BEEAIRI B AT | RIIRIIETT.
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® Note

MREFERABR Linux, macOS = Unix RE , BOI U EENLKIRE AOPFe/£HEN
1T. MBZIZITH R Windows , N RZITFHHENFAN G SITEEH 2 5 S E hellosw1c
B %,

B Java ERER

B AR Maven B2 HIEA B T HBIAKIZ TR , BINHEEE Java ERE LIEME AWS SDK FER H &
S, B LU CLASSPATH IMEZT 2R E N AWS SDK FEME |, LUK SDK FEFESERBINN
third-party/lib B :

export CLASSPATH='target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/
lib/*!'
java example.swf.hello.HelloTypes

HEMEA java WHH -cp BMEZETEMNNARFZEXRER

java -cp target/helloswf-1.0.jar:/path/to/sdk/1lib/*:/path/to/sdk/third-party/lib/* \
example.swf.hello.HelloTypes

BEANERBERE, IRLEHFFABEERD , BE2AESTRAMBR —FR
5]“NoClassDefFound’$8i% , M MJeE R R A EKB R E T EH,

A, TERBMEZRE

EETIEE&ENITERERIEFZH , BEEEIMBURTHERENEIRE, HITIHIRENNRE
EEME, TERMESDNFEB PN,

ERFEziE , MRECIRE CLASSPATH , M A ABIHITATHHZETEMMRES :

echo 'Supply the name of one of the example classes as an argument.'

Bl M TER LR

MERBSIM , BB EINITERITELE. SNEFEETHRATS , EELKLE , A
fl?d’j‘:i?i LimE DR ETEN], j?,% WRIEIE Linux, macOS = Unix Liz1T b'll] AR &
BEFRESENHTHNE—NEETRHEREMFE,
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echo 'If there are arguments to the class, put them in quotes after the class
name. '
exit 1

MREHEEREOPETRXEST  WEAKRE-TREN & BEN.
B3 TERIT

EJLT:EIET:E%-LQ{’?EIJ/EE’J*”IVE JlbIﬂEQﬂﬁE ) {ﬂTL;{FﬁJI'ﬂzuﬂﬂfTo Jttlﬁ*i'l:b:ﬂ'l_:tl'ﬂzmb B 25
BATS. BREFLXIREOPEZETE CRIEEFER & EERAFIELEENTERNHEZEIZIT).

fi

(® Note

NREEREECHRARE XHEEEZETHER , RAEREBEED) , WFEFNEGS
?Tq:lo @Jﬂﬂ :

echo "## Running $className..."

—BF B THERNT , ERZTHERXFHT THELEARTERIITEASRENAE, TERRLT
Bzla , B R muTx’EJﬁ%J:o

It R SER TR RS

& T LAE Github B9 aws-java-developer-quide 17 B 73X 58 it R B 9 SEROR A1,

BREZER

. ﬂﬂ%&lfﬁl;ub?l’lﬂmﬁﬁﬁﬁ‘f%Iﬂlﬂ:&L}'zE{ MITHELE  NEeNeSBESEX. BETHROAES
XATELR , ESREE LS XAED T TER TELE,

- WMFETHEX Amazon SWF WEZEL |, 515 1A Amazon SWF R HEE (Amazon SWF
Developer Guide) o

- WA LAMERERT Java B9 AWS Flow Framework , fEFERBRUEHRN Java EREEEFEXMNT
ER. METHMEZER , HS (AWS Flow Framework for Java Developer Guide) o
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Lambda £

5 —MNEERS Amazon SWF EZ—EFER , SRR Lambda BRI ERFH IR T , HiIR
BEZHE ML EZEE e,

AKEBEENHIMAEHRAWS SDK for Java SEHE Amazon SWF Lambda £%5, &> Lambda £
EZ—BRMER | i55H (Amazon SWF Developer Guide) F1#J AWS Lambda Tasks,

REBEERS IAM &€ LUZ1T Lambda B3

£ Amazon SWF gEBIZ T8 M Lambda BEET , EERE— N IAM 86 , BFiULERREEZT
Lambda ESEHY Amazon SWF SR, BXRIAZERZIFENZTEELR , 5 AWS Lambda Tasks,

EEMFEA Lambda 5 TR , FHFEL IAM BEH Amazon BIRE T (ARN),.
#1722 Lambda B

B LAFE B Java EANZHAEESHE Lambda ¥, BEXxNMAERE. SEMFEH Lambda &
HMZEER , F5H (AWS Lambda FEARIEFE) »

(® Note

FRAMMIESHRE Lambda RBHATEE |, T FEAWMHESHRE IERNKB , FTE Amazon
SWF T{ER B T ULHERNIZTRNEI. Amazon SWF 4 35E 1T B BFNME A1 H 3R A

1E 0N 0

THR—/MEI£K Lambda &% , BT RBLEERE S Amazon SWF MAEFRIED,

« ZHRABER JavaScript ®E |, £ AWS Management Console f] LA B #5i A o

exports.handler = function(event, context) {
context.succeed("Hello, " + event.who + "!");

};
« LUTREEH Java RENMERBERE , BEFTLATE Lambda LEBFMZTE

package example.swf.hellolambda;

import com.amazonaws.services.lambda.runtime.Context;
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https://docs.aws.amazon.com/lambda/latest/dg/
https://console.aws.amazon.com/console/home

AWS SDK for Java 1.x MRS 1.x FFEARIERE

import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.util.json.JSONException;
import com.amazonaws.util.json.JSONObject;

public class SwfHellolLambdaFunction implements RequestHandler<Object, Object> {
@Override
public Object handleRequest(Object input, Context context) {
String who = "{SWF}";
if (input != null) {
JSONObject jso = null;
try {
jso new JSONObject(input.toString());
who = jso.getString("who");
} catch (JSONException e) {
e.printStackTrace();

}

return ("Hello, " + who + "I");

(® Note
ETHRBXF Java HHEEE Lambda WEZER , i5ZH (AWS Lambda FF R A R 18
) PHRIESEE (Java), BAIEEEFEEFRBNEH Java " E Lambda EEH wIE

BRENET,

Lambda BEEA event = input I RIENE—NSE , FH context HRIENE=-NSE , BEHEX
IZ1T Lambda BB ERHEXEE . ZBFEEHEREA JSON #4tmA , ¥ who FERIRENA
T I8 EMR B K B FFo

SEM AT Lambda B9 T/EH

X FME Lambda BEEH TIER , LTURME IAM ACKHNER , BE R Amazon

SWF 2t A Lambda BB IR, B LAE TEREMEAE , F£H
withDefaultLambdaRoleRegisterWorkflowTypeRequestsetDefaultLambdaRole By = FiEFE
RZIRE

System.out.println("** Registering the workflow type '" + WORKFLOW + "-" +
WORKFLOW_VERSION
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try {

+ III.II);

swf.registerWorkflowType(new RegisterWorkflowTypeRequest()

}

.withDomain(DOMAIN)

.withName (WORKFLOW)
.withDefaultLambdaRole(lambda_role_azrn)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));

catch (TypeAlreadyExistsException e) {

AE Lambda £5%

HE Lambda 55 HEEFHE, ERE-FRE , ZWREE

B “ScheduleLambdaFunction”DecisionType Hl ScheduleLambdaFunctionDecisionAttributes,

running_functions == @ && scheduled_functions == 0) {

AWSLambda lam = AWSLambdaClientBuilder.defaultClient();

GetFunctionConfigurationResult function_config =
lam.getFunctionConfiguration(

new GetFunctionConfigurationRequest()
.withFunctionName("HelloFunction"));

String function_arn = function_config.getFunctionAzrn();

SchedulelLambdaFunctionDecisionAttributes attrs =
new SchedulelLambdaFunctionDecisionAttributes()

.withId("HelloFunction (Lambda task example)")
.withName(function_arn)
.withInput(workflow_input);

decisions.add(

1£ SchedulelLambdaFuntionDecisionAttributes # , AR M name , XEEFAK Lambda

BT ARN ; B4R id

Fho

XERATERLIZERZHEEPHRR Lambda B Amazon SWF BB

BRI ERBURMTANER inputLambda HiZEE M start to close timeout B , IX2E 4K Lambda =
#2281 o ¥F LambdaFunctionTimedOut EEUEITHIR B,
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® Note

ELHEBENRE , ZXBFEA AWSLambdaClient # % Lambda B 38 ARN, &AL A
ZHE , DBRENRBPEETE ARN RS (2 AWS IKF ID) .

EREFERFDAE Lambda HHEH

Lambda 552 £/ LambdaEventType {& (1 . LambdaFunctionScheduled

LambdaFunctionStarted) £ /& LambdaFunctionCompleted E&4A G AN NN ZSNEH |
EIERIELEFRBREESHAUANXLEEAHHRITRE. R Lambda EE KM= 1T 8T [AIE
HEBRME , 84293 E LambdaFunctionFailed = LambdaFunctionTimedOut &4 H,

boolean function_completed = false;
String result = null;

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
EventType event_type = EventType.fromValue(event.getEventType());
switch(event_type) {
case WorkflowExecutionStarted:
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case LambdaFunctionScheduled:
scheduled_functions++;
break;
case SchedulelLambdaFunctionFailed:
scheduled_functions--;
break;
case LambdaFunctionStarted:
scheduled_functions--;
running_functions++;
break;
case LambdaFunctionCompleted:
running_functions--;
function_completed = true;
result = event.getlLambdaFunctionCompletedEventAttributes()
.getResult();
break;
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case LambdaFunctionFailed:
running_functions--;
break;

case LambdaFunctionTimedOut:
running_functions--;
break;

MIZEH Lambda B$UEUR

# HistoryEvent £#UK LambdaFunctionCompleted EventType, you

can retrieve your @ function’s return value by first

calling ‘getLambdaFunctionCompletedEventAttributes A , JAZREX
LambdaFunctionCompletedEventAttributes X5 , RFEAH getResult FELKZE Lambda B
HYHIH -

LambdaFunctionCompleted:
running_functions--;

It RO TR D

B A LATE Github E#Y aws-java-developer-guide Ff&EH , X5 complete source :github: <awsdocs/
aws-java-developer-guide/tree/master/doc_source/snippets/helloswf_lambda/> , AEEF It =41,

B} ARSI TR T/ELTE

FIZEE B Amazon SWF N AREFEBHRNAXESIEIMEARER, F3). TERITELEUARIE
RBHEFNEETERNAEFNENTE,

TELRRRIRITHIFLEZEIT , 818 Amazon SWF REWES , LEZETEFSRREREK, TREAFE
KRG , Amazon SWF £i2FRHE , AZHNESBEES

MRIERIELBRERKRATESLLE , Amazon SWF AR ZH@ML I THELKERREE
5, SEZESEX (EEZESEN).

R ERERN — N ERESFEKREIERERE , AEBLLETELE.

HEZEBF , BII26EA Java BXAEMREE helloswf FHER THELRE , L2 E5E 51X A
EE TELRR,

UTREENRE !

import java.util.concurrent.CountDownLatch;
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import java.util.concurrent.TimeUnit;

import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.regions.Regions;

services

services.
.simpleworkflow.
services.
services.
services.
services.
services.

simpleworkflow.

simpleworkflow.
simpleworkflow.
simpleworkflow.
simpleworkflow.
simpleworkflow.

AmazonSimpleWorkflow;
AmazonSimpleWorkflowClientBuilder;
model.ActivityTask;
model.PollForActivityTaskRequest;
model.RespondActivityTaskCompletedRequest;
model.RespondActivityTaskFailedRequest;
model.TaskList;

class ActivityWorkerWithGracefulShutdown {

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
private static final CountDownLatch waitForTermination = new CountDownLatch(1l);

private static volatile boolean terminate

= false;

private static String executeActivityTask(String input) throws Throwable {

return "Hello,

n + input + II!II;

public static void main(String[] args) {
Runtime.getRuntime().addShutdownHook(new Thread() {

= true;

System.out.println("Waiting for the current poll request" +
" to return before shutting down.");
waitForTermination.await(60, TimeUnit.SECONDS);

catch (InterruptedException e) {

waitForTermination.countDown();

@Override
public void run() {
try {
terminate
}
// ignore
}
}
1)
try {
pollAndExecute();
}
finally {
}
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}

public static void pollAndExecute() {
while (!terminate) {
System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(new
PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST)));

String taskToken = task.getTaskToken();

if (taskToken != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '"
+ task.getInput() + "'.");
result = executeActivityTask(task.getInput());
}
catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(taskToken)

.withResult(result));
}
else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(taskToken)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));
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FEiZRAS | FIARAN main HEER ML ARBEHBEZTHBCH pollAndExecute HEH,

I1E , main EEREA CountDownlatch AR <A #ES) , KM T EKRBILIEEENIERE |, LEESS
&% 60 BF AFLEXA,

SEME

Amazon SWF #HENTERMENTFISE —ME , REHEFPIET.

1. BIEFH RegisterDomainRequest R , FED A ZFNREHEBEZ N TERRITRER XHNS
2. £ RegisterDomainRequest X KA AmazonSimpleWorkflowClient.registerDomain 7%,
. MRBERNBERFRE (ELBRT , BETTEEMEME ) |, NIFHHIR

DomainAlreadyExistsException,

BLTRRBERT YR :

public void register_swf_domain(AmazonSimpleWorkflowClient swf, String name)

{
RegisterDomainRequest request = new RegisterDomainRequest().withName(name);
request.setWorkflowExecutionRetentionPeriodInDays("10");

try
{
swf.registerDomain(request);
}
catch (DomainAlreadyExistsException e)
{
System.out.println("Domain already exists!");
}

Bl Hi 15
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https://docs.oracle.com/javase/8/docs/api/index.html?java/lang/Runtime.html
https://aws.amazon.com/swf/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterDomainRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html#registerDomain-com.amazonaws.services.simpleworkflow.model.RegisterDomainRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainAlreadyExistsException.html
https://aws.amazon.com/swf/
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1. B2 ListDomainsRequest R , REIEE B FBH MRS ( ZEM ) ,

2. £ ListDomainRequest X KA AmazonSimpleWorkflowClient.listDomains, 43R 7
Domaininfos XY & #1214,

3. WIREM X KRiEA getDomaininfos , AFREX Domaininfo I R FIK,
4. E8> Domaininfo ¥R L@ A getName RIREVE & #5o

UTRRBERT YR

public void list_swf_domains(AmazonSimpleWorkflowClient swf)

{
ListDomainsRequest request = new ListDomainsRequest();
request.setRegistrationStatus("REGISTERED");
DomainInfos domains = swf.listDomains(request);
System.out.println("Current Domains:");
for (DomainInfo di : domains.getDomainInfos())
{
System.out.println(" * " + di.getName());
}
}

SDK A @& R

AWS SDK for Java Mim R IERE] , XERGETHEBTETHEFPERTZAATEENTFZIY
Be, BAIFEIHBIOXLRF , UEHAAWS SDK for Java EHMEBE O AWS R AR

AT ERER R Bl

AWS SDK for Javafi B RHIFEFF % TEBM samples B ZFEMH, MREEFERIREAWS SDK for
Java PSR THHLE SDK , MENREFESEE R,

&t A LAFZEAWS SDK for Java GitHub FEEFEFHFRHI ( L TF src/samples BFH )

FHTTITHEHEIT R

THIEBE Ant HEMIAR | UEESNTTITEMMENZTXEHA, 8NREEITE - HTML X
# README X# , bk XHEEEINRABFENEE.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/ListDomainsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html#listDomains-com.amazonaws.services.simpleworkflow.model.ListDomainsRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfos.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfos.html#getDomainInfos--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfo.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainInfo.html#getName--
https://github.com/aws/aws-sdk-java/tree/master/src/samples
http://ant.apache.org/
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® Note

MREX K GitHub LR IBRHI , BEESE RPN README.html X #at 8 FHRABE RA
B Raw (JR1R) &, ERAEERH , HTML FEX KBS PR AN EN,

FRF M

FEZITETAWS SDK for Java RBIZ 8l , BEEERREPHEA AWS CLI RE AWS FiE , MiRE
AT ER AWS FUEM X EHRAR, XERGIEARNTIERMEFSE (MRTRE), Hit , BTLE
Bt 5 AR EFIUELUEBRE AWS FiEA ARAE B FHN XM ( TREEFEAHRXTHEXERS
iE ) BNAXRARKE,

1217 R

1. NEBERHNRBH B ZFTHIER, il , MREE AWS SDK THWRE RS , HEFLEETT
AwsConsoleApp =4l , MIATEA :

cd samples/AwsConsoleApp

2. A Ant WEMZTRA. BRIAKWE B IRRRITIXAITRE | WA

ant

ZRBMHERITENRIbR R | Bl

You have access to 4 Availability Zones.
You have @ {EC2} instance(s) running.
You have 13 Amazon SimpleDB domain(s) containing a total of 62 items.

You have 23 {S3} bucket(s), containing 44 objects with a total size of 154767691 bytes.
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£ F Eclipse IDE ¥ ¥z 17 R4l

MR EER AWS Toolkit for Eclipse , th Al LLE FAWS SDK for JavafE Eclipse #/3 30 #1 B SR iZFF
XTI EGRMEIME Java W B,

FRF M

£ L% AWS Toolkit for Eclipse fa , BV FEAZEEIREK T EG, BB ESATARRIT
LEIg4E - M Eclipse FHE AR RIEFEIED , ARF%EE AWS Toolkit F5

=17 R~

1. $TFF Eclipse,

2. BIEFH AWS Java BB, 7£ Eclipse FH File 38 | 1% New , AR5 £ T Project. New
Project [@-SBEEI$TFF,

3. RIF AWS K5I , AFiEE AWS Java T B,
4. %EE Next ( T—F ), MBRENHEMBEE R,
5. 1£ Project Name EH ¥ A B #. AWS SDK for Java RHIAERT SDK R HERHI , 0FIFT
R,
BREPBSINERE  ERETSETE FHRHE
WA AWS FiE, MEEEEABWEIEEE AWS Toolkit for Eclipse , N B 31BN ZEiE,
1%4% Finish (8 R). XI5 B H[FHEHARIE Project Explorer,
ERERTHRA . java X, Bl , ¥ TF Amazon S3 Rl , % S3Sample.java.
10M Run 3£ H3E#% Run,
1188 % & Project Explorer FEYILE |, &M@ Build Path , AfF1%# Add Libraries,
123&# AWS Java SDK , REIEFET—F , A RBERNRER U HRITRAF,

@.oo.\l.@
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NEAFPRHEZEHERE AWS SDK for Java

=Z £ M —BE R Amazon Web Services (AWS) WEHFZE, EN AWS BF , BENERNRERZH
ZEHRAPIWERMITENBER ONMNEZRYPZEH, RL2ENAF AWS WHERE, FTEHE
EXANEERNENLZEENEPHNREM,

TREE — AWS ARFFEIT AWS ZHRANAAERSHEMEN , AN ERBAULLEHNR
Fo BIMINZeREREFZE AWS |, ENAWS &M RIN—8 % , E=F =it IHE RN A MEIE
BNRZEN BRI,

DR E — R EHEERN AWS REUAREMRFRE , SEHREAHEBE, ARANERUK
ERRERNEN

X AWS = mE RSB EZFHEE Amazon Web Services (AWS) IR ERE 2D E=EER, Bx
AWS R L£ER , BZHAWS RFZE£ X EMEM T E AWS A TETEHHAWS BF.

F&

« AWS SDK for Java 1.x FHIEERY
« AWS SDK for Java x#F TLS

+ ldentity and Access Management

« It AWS RS ER LRI

« X AWS FmE RS M

« FAWS FRBBRSHEMRHERTS
« Amazon S3 IEE FiRiE®

AWS SDK for Java 1.x FHIEIERP

REHBEEXERTAR AWS = RIBSHPHBERP . ORERAE AWS | ARRPEITHE
AWS =& REMBEN, EATEFNREETLHEMIRE ENRNBTNES, EARIBEFREARN
AWS BFHZEBEENEERES. AREBERMNESEE , BFERLERLELAE, BXREMNK
BRFNEE , BSH AWS Z28F EWFEAWS HIBERR GDPR BEXE,

HTFHFERFEN , BMNBUEREF AWS K- EHFEHEH AWS Identity and Access Management
(IAM) BEMNARFPKF, XNEAEMNAFRTBITHIFRRMENNR. RITEBWEELATA
R BUE

s NEBNKFERAZES BRI (MFA),
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr
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- M SSL/TLS BE®R@BE. AWS

- EARE API A FE3 B X AWS CloudTrails

« EH AWS MMZERAE , £ AWS RESFERAMEERINLT 4,

- FRASRIEELZRLERS , 50 Amazon Macie , ZRSE BT AR F#E Amazon S3H A
ABE,

- MREBE AWS BEGSTRES APl ##HTH R EEZLZT FIPS 140-2 RIFMWINZER | E6EH
FIPS it . BXx<THAMN FIPS mRMEZEE |, TSRXEKITEELENRE (FIPS ) 5 140-2
Mo

BMN@AZWEN 2 HHBOATRBES (HIUNEEFHKS ) RABBHEXZR (FIMEHRFR )
XBFEEEREFE. API S AWS SDK EAZA AWS 7= mel AWS RS HHEMARS A, AWS CLIE
A AWS 7 mE RS REMARS P AN EAHRERTESWRIAESESH R EF, HE[HNE
AR5 ER1R A4t URL BY , B0 URL B2 XIEFERKRIEEN ZRS R/ FER,

AWS SDK for Java X f TLS

LTEEMGERT Java SSL 23 ( HAYERIA SSL XH AWS SDK for Java ) » BB H M
SSL kI |, B F51Z45E SSL SRUMXMEE. , BT B8 HlH4T TLS A,

W{AI&EF TLS K4S

FER Java EEL (JVM) REERI X | LAELNFEIEHE TLS RAE, XNTEL VM, LT
A FHT ENIFWLE SSL RA,

System.out.println(Arrays.toString(SSLContext.getDefault().getSupportedSSLParameters().getProtc

EEE SSL EFNETERARERN TLS A |, oJ#FH R S%KE 1% javax.net.debugs

java app.jar -Djavax.net.debug=ssl

(® Note
TLS 1.3 558 TF Java B9 SDK JRA 1.9.5  1.10.31 TH#B. BREZEE , FSHLUTHE
BXE,
https://aws.amazon.com/blogs/developer/tls-1-3--1-9-5-t for-java-versions o-incompatibility-
with-aws-sdk 1-10-31/
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https://aws.amazon.com/compliance/fips
https://aws.amazon.com/compliance/fips
https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-for-java-versions-1-9-5-to-1-10-31/
https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-for-java-versions-1-9-5-to-1-10-31/
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R HISEE R IR TLS AR

SDK SR F B MRS ZIFH&H TLS RAENHER, MREFERFEEHEN
KK TLS IRAS , BEFH JVM B3, XX TET OpendDK B JVM , BAILUEARSE M
jdk.tls.client.protocols,

java app.jar -Djdk.tls.client.protocols=PROTOCOLS

BXxXEH PROTOCOLS & , S &K JVM TR,

|dentity and Access Management

AWS Identity and Access Management (IAM) AWS RS T #EIEE R T2 iR HIX AWS BRI
R, 1AM B R E S I AR T HHRIE (BF ) MBN (HENR ) €A AWS RiR. &7 AEA
IAM AWS RS , TR X AENTA.

=

*

KK

- BX

5 ST HHRIUE
FARBERN

- 04 AWS BRS £/ IAM

« X AWS 53 M5 8 1T iR FEHEER

AR

&I E A 5 AWS Identity and Access Management (IAM) @EFFFRE , E4REUR T & AT 8 T4
AWS,

RS A F-IRIE AWS RS BLTKTHE , WENEER SN ERERFENTIENNER. SIRERAE
% AWS ReRTER TR | RATBEREFANNIR. THROAERTRNREY T LAEERERE
SHR, MREBTTEFRPNIIEE AWS |, BSHEX AWS 5415 R# TR ESEERE AWS RS &
IEEFERANAFERE.

RS EER-MREAT DTN AWS BIR , MAERBEZT LT ENER AWS, BN TERBELRNERS
FA PRI R HRLE AWS THEERI 'R IR. AJE , B9 IAM BB RERERUEXRSAFHWNR, &
EEZNHELNERUTH IAMMWERE S, ZEHETHEZNLTWMMAER IAMAWS | ESHE AWS
RS BEEERANAFIER.
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IAM EER : IRER IAM BER , BURFETHNMARERKUEEN AWSH LRI RN FARE
B, EERETLE IAM FEAN AWS ET HGRRE RS , 55K AWS RS BEEERANAR
B,

£ 5= 1T 5 0 WUE

BRBIERE AWS FASHEIEFNAR. BXT IAM AR BHHETE AWS KA RAFPE
IAM B&H#ITEMIIE ( EF AWS ),

B EABEY & MRRENEREI AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RAOFIMNE JEBFZE MR LK EN Google = Facebook EREMEKE & 108 =G,
LELBREBMERN , ZNEERUGER IAM ABIEET SNKERIE. HREAKRSTHR AWS
i, IRRRERERE -1 A,

BEFEENAFER | SR LIE S AWS Management Console 2 AWS 5[EITF, BEXBEZNEZER
AWS | S (AWS &5 AFEmR) PR AEZEE AWS KF W,

MRE AWS BEREFNIGE , W4 AWS BHEFATF AEH (SDK) Mapw1T4E0 (CLI) , SEFEAE
HERMNERFTNZLEE, WREFERAAWS TE  NIMXAECEBER, BXERARENSEH
TEEERNESZER , H5H IAM BFREEHNZE AWS API E3R,

LTFERAMSMRIESE , BURFERMHMELZLSER, i, AWS BWEAFERAZES MR
(MFA) SkiREKFHNREM, ETRESELR , H50 (AWS IAM Identity Center AF1ERE) FNZ
EHHRIEN (IAM AFER) FHE AWSHERAZESHKIE (MFA)

AWS Ik F° root A F°

BIER AWS K, BAER—NMEREN , ZEHTUATEHRIKS DO ERIR AWS RS ME
Ro MEHBWFA AWS K/ root FIF , £ F & G MK 7 B A 89 B8 F R 4 b 41k 01 22 48 2 3R B °] 15 7]
ZH M, BARWETECRARAFNITEERES. RPEFRAFEIE , FERAXERIERRKITRIE
AP EBRITHES . BXEREUBRAFSHERNESHERIIE , BZH (AM AFER) +
MEZERASZIENES.

RE 5140

FEARESXREK  ERAXRAF (2RFTEEERALRANROAF ) £RESHREBNERKS S ORIE
AWS PR S5 B3 I B UE 31T U5 R

REBMRRELNDILAFBER, Web B41R#ME. Identity C enter BXFHAF , EFEMEA
AWS R% BN 5 HRIEHMNERE#TIHENAF, AWS Directory Service HBx & & 415 8] B AWS
e, i EAe | AEREIREHESR,

ERBHENEHRE v


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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EEHGERFRIMNER , BUIUEFER AWS IAM Identity Center. &8 LATE IAM Identity Center F1 612
FREE U UEEHESIEECHNEORTH—EARFNEYE  UETENRE AWS Ik
MARFEFER, A% IAM Identity Center ISR , i5S 159 (AWS IAM Identity Center FIF#8/)
B9+ A =2 IAM Identity Center ? .

IAM AP a4

| AM AP =& AWS K REXNASRNARFEARENRN S M. EAUENBRT , RINBWUE
ARG ELE  MARCRERSKHEIL (WEBMNEEESR ) WIAMAF, B, IREF-LERE
MEAZRFERBTIEUR IAM AP , BUERRBRAZRH, BXESEE , HZH (AM AFE
M) PRNTEREERBFTIUINEAZSERERIEEZER,

IAMAR—NMEE—4H IAM AFPN SR, EFRERANSHESR. BUUERAAR-—REAZD
RAPFEERR, IREXEAF , FREATUERMMEERFNR, fl , EEEF 12N
IAMAdmins FY4E , AR IZARTFRRUERE IAM &R,

AFEAGTE. AFE-—#EENMARSNAREF K MACEELEFECHEANARA. AFE
BAANKHRIE , MALRHARNEILE, ETHESES , H20 (AM AFEmR) PHARGIE
IAM B/ (MARAE ).

IAM A&

| AM B EREZNBEERENR AWS IKkF HWEM. BERLT IAM AR , EEREAATKE, &7
LA AWS Management Console @I Y A EFIRetEE IAM B, SR UETFHA AWS CLI 5
AWS API REREABEX URL KRABE, BXEAAGNAENESER , F2H (IAM B/
) i £/ 1AM A,

BB IR EIER IAM SEEUNTERTRER !

- REAFHR -ZERKESHIENE , BEAGHNACGEUNIR, HKEFHHTEHRIE
i, ZEMRSAGHEXKEHAERTHLARE LR, BEXKENRIINAGHESR , BSH
C(AM AFIER) R WE=F BHREECEAR, MREFEA IAM Identity Center , NI FEEHL
BENRE, NIEHENSHEHRHITESORIESTIFRNAZ , IAM Identity Center JFXRE S IAM
FHABHEXEK. BXNRENEE , 30 (AWS IAM Identity Center A 18R RS,

o IEEt IAM AP BR - IAM AR ERA IAM AFRRAR , LERREBHNBFETSHNTENER,

- BIKFFW - EAUFER IAM BEUATTRKFPHNENA (IEERK ) HEEHIKS PR
Ro ABRRFEKFIHENBEHEESR, B2 , I TELRR AWS RS , B LU RSB ZH
MEFR (MAREAACENIRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
3, B2E (AM BFiEmE) Bl IAM Ae5E TR RN EREMNTE,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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- BIRSIFE — B AWS RS FEREM AWS BRESIREHHIThEE, Hlin | YEEENRSHHITH
At | ZRESBEESTE Amazon EC2 FiZ1T R AR FHE Amazon S3 AEHEXN R, IRFAIEELME
ARxHARNEAENNE, FARSACDSERRSHEXAERNITIHIRE,

- RRGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BARSWMIT—NMEE  RABLBREEEMRSH B35 —MRE, FAS EREA
ZRANRUK AWS RS @ TiERS R HIERNER, AWS RS RBIRFSKEFTESH b
AWS RS RIER BT RETARRIERAE , T 2K FAS #H3R, EXMBERT , BLHERRIT
XA MREMNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAG - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC, BXESER , 28 (AM AFERE) 9 6IER AWS AR
FSERRENEE,

* BESHEXAL-RSEXABGRE—MERSHEXBENRS AR, AWS BRFRSEATURARKRER
TRENAE, RSEXAGHAEENT AWS K- |, AHRKRSHAE. IAMEBERAANUES
B Re4miE RS X A BHRR,

« £ A@@ mazon EC2 LZTHNARERF — SR LAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 2 AWS API HRE N ARFHIGRHER, XL TE EC2 RhlhFHILRIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBREXHIESAE , HE EC2 Kl LETHRFEBRBIRNEILE. EXEZER , BS
5 <IAM AF#5R) i FH IAM AN Amazon EC2 E6l EETH R ARF R TR,

BETHRECER IAM AGER IAM AR, H2H (AM BFfEE) FRAEeE IAM B8 (MAEA
F)o

£ F SR E IR 17 )

BT LA AWS B o2 R EE O EM IS AWS SO A RKZHFAHRNER, KEREPH -
XNRAWS | SEFHHARXEKN , ERELENR, AWS EEHEA (AP, root AFHAGS
E ) RHERTAERXLERE, KEFHRRBERATERELER, KSBERKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMIANBTNESEE |, H3H (AM AFER) &+
fy JSON RE#LIE,

EE R W LAER AWS JSON REEREERRRIG AT L, tbp2d , BN EME AU LHIRR
1THRE | UREALAFHTNIT.

RABRT , AFNAERENRR, ERTHPNARERRRTRENNR , IAM EE 7 W62
IAM K, EERABETUEAENMIAM K , BRAIURABE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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IAM SREEE IRENNR , TXFEFERAMR G ZHITRE. 0, RIREF—NAYF iam: GetRole
BRENKE, HEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3XERA &
1%’%‘0

ET 508K

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRH I, XLLRE
EHAFANASAEMAMES T BLERFRITHLERE, BETHRNTEZETSHNKRE , F5H
(IAM FF#sRE) IV EIE IAM K,

ETESHNRBALR -SARNAKREEREEARK, ARKBEERALEINAS, 4HAG
o, HERBRIMMAER , SLEERMIIFHSIAF, HANAE AWS K, RERKIE
AWS RERBMNESEERE. BT HNAERE N RBENANBRRE CBETIER , H5H (AM A
PiEE) THERENRES AR RE 2 B #TIERE.

BT HIRM R

ETHRFNEEZMMNEERE JSON FEEXH, ETRFENREN RHSE IAM AGEEEEMN
Simple Storage Service ( Amazon S3 ) FEBERKE. EXHETRERNEBHNERSH , RSEEA R
UEAEMNREFHNSERRNIGE. NTFEHPHMNKEN TR , RIEEIEE 4T ST ZRIRR
TMEREUAREFARLETINGT. EXTEETHERNREPIEEETE, ERATUASEK,. A
. A, RERAF® AWS RS,

ETRFNRE RN TIZRS FHRNBKERE, EFREETRFENRBEHMER IAM R AWS HEX
B

TR 42 % 5] & (ACL)

REEFIFIR (ACL ) EHIMLEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BEREL , REEMTER JSON KB HEER,

Amazon S3 #l Amazon VPC R % ACL BWiRF =l AWSWAFETH#HEX ACLHNEZEE ,
B2 {Amazon Simple Storage Service FF X AR IEFEE) HHIFRIZESIFIFE (ACL ) #EK,

HREgRE

AWS XEFEMAANERNNVRBERE, XERMRBTLIREE T AR RBERE @SR T RANR,

- RRLA - NRLAR—IERNE , ATREETHORRBEAILIN IAM K4E (1AM AP A
2 ) BFHNRANR, BANKBRENRLR. SEERNRRXEET HHHRERENRD
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
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RERE, £ Principal FIEEAFSRAGHETRRNEB TSR ARE, F—TREFH
ERXELFEEAT. BEXNRILANEZEE , H2H (AM BFERE) S/ IAM SRR
Ho

- BRZSH:4I% M, (SCP)-SCP 2 JSON %8 , AT EEAARALA SN (OU) WRAKE. AWS
Organizations AWS Organizations 8 —HH FTXEHN LW IHENS AWS K- F#HToANMEFE
BHRS. WREALNBSATREDEE , NAIXEZ R0 B A RS2 H 5B (SCP), SCP
BR i 5X 52 K PP PRI SR (SR8 AWS KPR A P SE4E ) BIRBR. B < Organizations 1 SCP By
BZEE , H5 (AWS Organizations FIF /) K SCP W TEFRE,

- RERE - AERBREYTUREARANACIKESAF RGN SENEASHARNSRER
B, £RSFNNREAFIACHETENNEBANXERBHRE, NREALREETRIREN
K, F—MRBPNENIELFEEZAT. BXEZELR , 550 (AM AFER) FHLER
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S RBERE

SN REWRBEEA T —MERE , ERORREMERNELIRRE, BT HRES RS HRBEER
WA AWS BER B AVER , HSH IAM AP EE R R T EEE,

e AWS R 8 IAM

E4E 7T HENMA AWS RS ERAXZEIAM e |, BFSH IAM AP EREHNE IAM B4 FHBAWS

B

BTN IAM 7 AWS RS ERBEN , BSRBAXBRSNAFEENZ 25T,
XI AWS & 15 7177 8] 17 S BE HE BR
ERALTERRBYESH NS EEEA AWS H 1AM it AT REEZI A9 F L HE

£

« BEBREATNERITERE AWS

o BRIEMINIT iam : PassRole
« REAFRLIMA AWS K 15 E KR AWS FIR

BENEUTLERITERE AWS

MREWEHRRETR , RPETRIMITEMRE | WELTEH RIS VFITIZRE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget BRIENIFHAEFE. |
BARRMEEN awes:GetWidget WRAT , &K £ LT RHIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIER , LATFER awes: GetWidget BAETHIE] my -
example-widget &R,

MBBEEHRE , FHRREMAWS EER, FHNEEARRHEHEREIIN A,
RN IT iam : PassRole

MREW S| —MEIR , RPLEFTRINIT iam:PassRole B , MMAEHRBUA T A BILIES
AWS,

BE AWS S AT ERIEAGKZEAZES A MAREUEFNERSALIBSAXBE, Ak,
BB MEBF A ELETRSINR.

HEZ N marymajor MY IAM AP 2 FERES AE AWSHIRITIRER , 2 XEU T ROIEIR, BR,
BRSSP MEERZACHR FHNRST ATHITIIEE. Mary TEEGABEZEEIRZ R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XNEH Mary BIREE L F b 4T iam: PassRole #&1E,
MREBEERL , BHRREZHNAWS BB R, FNEERRREMEREIIN A
BERATFEUNBA AWS Ik iHEIFHRE AWS FIR

AR —-1MAE , UEAMKFFTHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEY , TNEEAR. XTXHETRFEMN KRBT REHZIR (ACL ) KBRS , E7 2L
150 R 3 L5 SR B ) A 53 3% T X AR B B IR Y 1 R0 A

ETHEZER , BZRAUATHE :

- ETMRESD AWS ZiFXLETHEE | HS RN AWS RS £ IAM,

- ETHMMIRENERENTRNHBRENR AWS KF |, 55 IAM AP EET R EEHEE AWS
KBS — 1AM B R R ER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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- ETHRNMEE=FRENSHRROIGRENE AWS K, BZSH IAM AFERTHNEE=51R
HIFER, AWS 0K

- ETRUNMED S BRERIERMIGENRE , H2H (AM AFERE) PR ALINABEHRIEN
AP ( BRBRERIE ) REHRNER,

- ETHRERAACHNETRRNRBHETERSFRZENES , 5560 (IAM BFER) #1 IAM
AESETRENEBEATE,

itt AWS 7 @ E AR S5 Y & AL M B0 UE

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XKD AEE"" , RFEFEERN
BREMITR. AWS RS AX—KREE , BSHAWS ST HAWS,

A AEA FRE=HFIHRE AWS Atifact, BXESEL | WSHHM TRIFE" FH AWS
Artifact,

BEMERA AWS RS R EAREBR T ENBENERBM, RATNEN B iR U RE R ERENE
Mo AWS RE T U T RIRKAEBNIMEMME

« ZESEHMREANTEE — XEBBERITHE T EMWEIES , ARMUTHBURZEHEMNENM
NER AWS WEEREBN TR,

- £ A@@ mazon Web Services E#E HIPAA Z2 5654 — AQEPERT E LA WNFAIFEH
AWS REIZHFE HIPAA BRIZHRARRF,

(® Note
HIEFTE AWS RS ABRFS HIPAA Big, BXEZEE , TSRS HIPAA R IRS
5&,

- AWS EAWS A HR — bk THEBNEmETREER TENTLNMEBX,

- AWS EFEHEEE — NENAETHREREENX, XEEBLE TRIPFVRESEK , AWS RS
HEEERHIBESMER ( BREZEEFRRASEARHARER (NIST), INFTLZEREZERR
(PCI) FIERRFF AL (1SO) ) K224,

- EAAWS Config FF & A & i5FE AN T4 %R — % AWS Config RS I LN R REEREZ K
BELRENIRE, TLgNFEM,

« AWS Security Hub— X AWS fr% iRt T EABL RSN LEUE AWS, Security Hub Bid &
24T HEN AWS BEAREHRBFERETURENRERE, AXZTIHFRFSREAHHNS
& , 28 Security Hub ##5#,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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« Amazon GuardDuty — BB KRB AWS IKFIRERERFEEMEZES |, 5k AWS RS
BNENTEAR, REMBERGNEERM. GuardDuty B HEELEAHERNAEHNAR
RAUWER  JUEBEHESHEMMEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B B4 w1t AWS ERAER , M fai{bXUBS & 38 LA K
FEMMITALFRER S HM

K AWS = RE RS ES HE R4 E Amazon Web Services (AWS) FREEF/ D IEFZEER., BX
AWS RFLRLEE , BZHAWS RFZEXHETEMEMITRE AWS A TETERHAWS B

X AWS 7 mEk AR S5 R 4

AWS £ REMIRIERE S AWS X1 7] A XEEN.

AWS X RESMERENRENTAX , XETRAXETRER, SEHENSEITRIIMEE
%,

MATAK , SRR MREETHAX ZALTHI B SSMARMEBNNARFNBEE, 545
MEANH SN BEHOEMIREAL , TAXEFESHATRAYE, BEENTT B,

BXAWS XEMAAXMNESEE , BERHAWS £REM IR,

R AWS =R RS ESHE T ENYE Amazon Web Services (AWS) RS EFE D IEREEN. X
AWS RFZ£ER , BSHAWS RFZ 2 ETEMEMITRIE AWS L T/EEE NEAWS RS

X AWS FRERFSHEMERRERZS

KAWS FRBRSEARLERS , DI E AWS £EMERELHNRY. BXx AWS Z2REAKZIN
il AWS RIFERIZHENER , BSRAWS =22, EFAEMRRERENRESSERRZITEN AWS
IR | S S AWS ecurity Pillar Well-Architected Fram ework A B9 E & iR 3o

ERILAER AWS EXRH APl HRBEMEH Rt AWS FRERS. ERRAAEUATAR

- BRREREMEDI (TLS). BRMNERFEA TLS 1.2, BWEA TLS 1.3,

- EEZLRBIRE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Iifs B8 (Rl 4%
Diffie-Hellman ) o KEZEHINKRE ( W Java7 RESRA ) AZIFXEER,

A BAERGRIZL ID N5 1AM ZEREAXBKHBEZHRZARSBERH#AITER. HE , BALUE
A AWS Security Token Service ( AWS STS ) £ K IGEt Z & ZIERNERFETER .
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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K AWS = RE RS ES HE R4 E Amazon Web Services (AWS) FREEF/ D IEFZEER, BX
AWS RFLRLEE , BZHAWS RFZ£XHETEMEMITRE AWS A TESERHAWS B

Amazon S3 INZE FiRE#E

AEBNAWAFMARREMN () MBEZFFHRE 1 (V1) B EIRRZ 2 Amazon Simple Storage
Service (Amazon S3V2) , RN ARFEENTIBR IR A A,

SoRFM
Amazon S3 ZEFIRINBZEZEEUTHEA :

- BFARFIMERZET Java8 HESMA, AWS SDK for Java © 15 Oracle Java SE F A E
AR 4118 OpenJDK #1 JDK Amazon CorrettoZ I 18 Java FF X E# (OpendDK) M RITIREL & 1
. AdoptOpen

« Bouncy Castle IIHEZE, RATLUEF Bouncy Castle .jar X HIE N ARFRENERE
£, AT BAE Maven pom. xml LA AN artifactld bcprov-ext-jdk150n ( groupld R
org.bouncycastle ) BRI,

R 2 BN
WEBD RAFIME :
1. EFMEFEFPIHLOEIFHER, HENNARFEFRNMER 1.11.837 RESRA , AWS SDK for

Java AR EMBEZNARRF. XEMARFFH Amazon S3 FFinNZ RS & P inee i 2 H
V2 REFEFHGZNNR. WRENNARFEMAZ N AWS SDK , MAT 5 5 E#E4 SDK,

2. FMEMFEREFHEIBE V2, R VI EF T IiREBEERE V2 NBEERNE , FERNRAERF
REBHH Amazon S3 B ImMBEMBEEFin , SUERAE V2 FHHEN,.

BN AEEFmLUEEFER
V2 INBZE i AIRRE AWS SDK for Java X IFHNMBRE %,

EBNE-—SEREFNEN VI MEBZEFis , FEFERAMRZA 1.11.837 HE S RAHK AWS SDK for Java,
( BWIEBEHB R AITHRA |, LA LATE Java API Reference version 1.x REEIZEAR., ) Rk , B
FFUEERERPNKII, EHFNMERERS , ENHENE AEHIBE,

TERXESRE , NARFH V1 MBE 5 RSB IRI V2 NZEFEFRBEANNR.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://www.oracle.com/java/technologies/javase-downloads.html
https://adoptopenjdk.net/
https://www.oracle.com/java/technologies/javase-downloads.html
https://developers.redhat.com/products/openjdk
https://aws.amazon.com/corretto/
https://adoptopenjdk.net/
https://adoptopenjdk.net/
https://bouncycastle.org/latest_releases.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc
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SEF B B E AV

&2 B B & 324 (4130 pom.xml 2 build.gradle ) SAEARZA 1.11.837 RE SIRAH AWS SDK for
Java, REEMWET A HAEHRDE,

EMEHONARFRBZATRUSR , B TRARBENXFIEEIBIRPNNENBRZ RERE
— 3o

£/ Maven B9 R4
pom.xml 4RV RBER -

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.837</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

# A Gradle KRBl
build.gradle X#FHIRIBER :

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.11.837"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

MNBEMEZRET S iREBE V2

EF &R SDK IRAEHME 5 , B MERNARFRBLUER V2 B, At , ELEHEN
REUERAFTHRSEFRERSR. RAEEZERF LEACERBNA ZRUNEME  ABRERE
- S EELENRSEF R,

XLERBEBER T MAE AR i N2R AWS SDK for Java , F2MH T V1 M V2 inZE i 2 E /Y
B,
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V1

// minimal configuration in V1; default CryptoMode.EncryptionOnly.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3Encryption encryptionClient = AmazonS3EncryptionClient.encryptionBuilder()
.withEncryptionMaterials(encryptionMaterialsProvider)
.build();

V2

// minimal configuration in V2; default CryptoMode.StrictAuthenticatedEncryption.

EncryptionMaterialsProvider encryptionMaterialsProvider = ...

AmazonS3EncryptionV2 encryptionClient = AmazonS3EncryptionClientV2.encryptionBuilder()
.withEncryptionMaterialsProvider(encryptionMaterialsProvider)
.withCryptoConfiguration(new CryptoConfigurationV2()

// The following setting allows the client to read V1
encrypted objects
.withCryptoMode(CryptoMode.AuthenticatedEncryption)

)
.build();

LFEHRHIFF cryptoMode I®E N AuthenticatedEncryption. WIRE R V2 MR F imiEE
VI MZREFHBEANN R, IRENEFHEAFTERR VI ERRBEANXNROIIEE , BIHARIA
®E StrictAuthenticatedEncryption.

32 V2 INZ & P im
V2 1% Fim e BUES 8 A AmazonS3 EncryptionClient v2. EncryptionBuilder () SR#9%,

FBALLRAEREN VI IEZFHRERA V2 IBEFin, RAELETF V2 MBRFinEERN £
KAV V2 MERFREANEANR , V2 INBRF imS R 4L % IRE V1 bu{n\%?ﬁ#‘a—ﬁkﬂ’ﬂﬁﬁﬂ
R, AuthenticatedEncryption ‘cryptoMode

R V2 MEFFIRSE VI MBFEF RN A AEERL. BERBLANXE

o BFEA CryptoConfigurationV2 &M A= CryptoConfiguration X RKE E R F im
WS AVESE

- V2 INBEFIHIBIA cryptoMode ®E R StrictAuthenticatedEncryption. XF V1 &
EFu , ZBMIARER EncryptionOnly,

o INZE ik 4 K ES EH 5 7E withEncryptionMaterials() E',E & N Prov withEncryptionMaterialsider
(o XRAR—NMREEN , INEARRRSHRE, BERSE MR SAERAFE E,
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® Note

£/ AES-GCM & rt , ETRERBEZENEE<H , TRRBEINR. KRN TRIEBNE
URZBERINREITIE R

{8 A N A RHR AR

U UBREFERE VI IEZEFF iRARNNERRARFNNEMEN R, XERATRANZRES
I ARRPHBIENEZER. SNALE V2 V1 IBEFiRPERER,

BiE V2 INZBEF s

V2 MBZREFIHEE T —1 CryptoConfigurationV2 MR, ALUENAAERINEERE , AEHE
REESRHBEMHNRIAEREELLITR,

CryptoConfigurationV2 BRIAMEM R :

* cryptoMode = CryptoMode.StrictAuthenticatedEncryption
+ storageMode = CryptoStorageMode.ObjectMetadata

« secureRandom = SecureRandom Y354l

* rangeGetMode = CryptoRangeGetMode .DISABLED

* unsafeUndecryptableObjectPassthrough = false

#EE EncryptionOnly , V2 MBZREFIHA X FcryptoModeiZ g, V2 MBREFIHHHRAFEREZL S
BHRBITENMBZERNBAE , HEA V2 KeyWrap I REF RNEMZEZ4A (CEK),

LR RBERGMAE VI RIEEMBREE , AR MMKAFI{E CryptoConfigurationV2 3 RAEE LS V2
IR P im 4 K ER.

V1

CryptoConfiguration cryptoConfiguration = new CryptoConfiguration()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

V2

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
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.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

H Rl
ST RAERMARREN V1 EBE V2 HXHE A,
RRSFFIREE N IRE V1 IR im e XY R

EREMEERA VI MEEFHEANNR , iH/RE cryptoMode 7
AuthenticatedEncryption, A TREBEERNAFEAIIEEMEREXN R,

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption);

BLERSE P im A REI R F T B H

EREBMNINEN S3WRF get FTWEE , BFEAFWEEIRE rangeGetMode, BRIAMERT , Lt
REE V2 MEBEEFH LA TEARS, #FE  IESATHIZE , E6EEMN get L RBEXNFEH
E % cryptoMode R EXFNEZHTMEBNNREER. BXELZEE , S H AWS SDK for
Java APl £ CryptoRangeGetMode H #,

WMREITRIGER V2 INFEFi% Amazon S3 TransferManager 33 11% Amazon S3 S RHMIT DT
2, MAPMEE V2 NBEFim LS AiZrangeGetModelR &,

LTRBEERMAIEE V2 ZEFRUMITESEEN geto

// Allows range gets using AES/CTR, for V2 encrypted objects only
CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withRangeGetMode(CryptoRangeGetMode.ALL);

// Allows range gets using AES/CTR and AES/CBC, for V1 and V2 objects

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
.withRangeGetMode(CryptoRangeGetMode.ALL);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoRangeGetMode.html
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EHTF AWS SDK for Java B9 OpenPGP %4H

AWS SDK for Java BIFTE L FF B AHY Maven #3359 H OpenPGP #rE#H 1TE B, RIFMHZERT
ENANERATET —oHPEE,

T&RETRT SDK for Java 1x # SDK for Java 2.x B M4 &I iRASHY OpenPGP H4AE 2.,

ZE D 0xAC107B386692DADD

xKH RSA

H o 4096/4096

B 22 A [ 2016-06-30

= HA B[R] 2024-10-08

AF D AWS SDK F1 I B <aws-dr-tools@amaz
on.com>

BEAEL FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD

ELATEA T SDK for Java By OpenPGP A EZAEHIZIBINEMR |, iHiERA L AN EHI B R,

xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuSAC4p8ny9u/D2zLR8YNk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBVI04SQjy27jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrg+fluorWepQivctzN6Y1INOkx5naTPGGakKWK7G2q
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A Ax FRARIERE

TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zsFNBFd1gAUBEAC8zNATPWb3dPMThL2xAY+fS60vXdB1Sk0tYJpDWpFgvo@d+VQ+
hV6XulGAHAS6xG1WHYysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go
7xHIxgFjC046/06Vh3g9ON/PREcuG8zkZ3H2v5fmD+ejyPgk4WIsFLOOZ jRiZDOFK
VYR/j9uenEC/2NBcLuFy3q6cDfmCoDE0062kXMnaGz3knzEK/X1SkcjsxRDq7zaQ
1Q1Kou+3dICwy4x551Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEH]y
pUwgp@MTo25gWxkvI1SIKUOb6b1786WNySIzF2gxqlkkEmB14RAssQkeXjrSmGws
MDyHNqyJeYFus18sPaSpo+V2n@z+2B070Uq+wmf1S5A5FpegHOPZzzoNZ0o816Qxa
Zje9YSZUijGmZIdEBl1eRVt3Svhi8MY1lnasd4bW2RK1sr7plkBf8QRe6biiQRF3KD
0Sn5CbmXpAcHJ1ZHzRRAkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVg
roUVtprsmHOoEKk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs
/Hd981FdVghYYvq//gTAkJk@WxfGq030wtXRndPOA@T+qhP3TE+LtGRI+wARAQAB
wsF1BBgBCgAPBQJIXdYAFAhsMBQkHhh+AAAoJEKwQezhmktrdTyEP/@HOVWHwWQsaW
jMrGjO00MFZzXGU08SBMYYTBS29VMB8WBGDsPkYCjeZzU16i9iqDpDaxpyqmTigciH
V8CDx/6xsMBLG2yKaKZ4m3+Yn0Qf/sQkyCvqiyMFOmS7pDYWy+mPhPuw8TDIfiqg
VhzjSpIMFWPgxVjn6KKbPN/QASr3Pf@cuP6qpHG+NAM6Q5dYkCebyvwzLmglsVni
16iSyJd1jBj3D34XrgWS9buyxBB2CjIM76WxfNViJ9zAaPI78X9v6PpDGnOkg6oL
zrusrvBjozZknKQmOSZ+41fx6xvrTPs8uPEzevzIBlkkebkw9+KagY8mrVX1ZenRg
+sY/4vxJreYWQeql67ggx+wFjKDcfhZA7m70LHODysrGVCLcmuinUBaN1HmLDcGY
XZ+kMCoXfObpuCVByQmNIgEb47EIF1x/+TEeNHKMO+22xL1latFzXfkEVZck+NghL
ZyFDhS3glbma7puU7r752uiljA6Iv8+kHDXi+/V7GNpuiEFUYh69QQ2//CS5H510
sC/Bkb9evSn/Lp8dMubtWAaXDGIMgwOvqZ55N02NK@fvF/IKHNnGkvH28rv@OPCvO
WTA/MC1v28y@PrSvcvMXnduLtkBEX7TISMPW+n+0Ta63/z4YFfEZ7sFLTEm3Q3v]
MN3mE5i3cw+JIGXPSu@nTtgqgk/oZv//SS

=Z9u3
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