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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::AccountId:role/RoleToRetrieveSecretAtRuntime"
1,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
]
}
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[RNBERRE VPC ME2E, ENITHESRE , RINBWEREERAERS 0,

BXMAEEFRETRENROEER  H50 S BRIEMTERH,
TERFAF

E#HES  BEEUTHE :

s FREZMH A Amazon VPC

« SERZMH B : Amazon EC2 3£l

« FRFM C : Amazon RDS BIEEMEE A FIUER Secrets Manager 4R
o SREZM D AFRMITENIEREES EC2 K4

FoREE A Amazon VPC

FEFZRP , EFIBAEE TS5 Amazon RDS B#EER Amazon EC2 £6I#Y VPC, ERES R
B, EREATENETERMEEIE24 , AREZIGESEF , RILEFEARKRE VPC IR
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. At , Amazon VPC & EERMMEREZE| VPC HEMMBARPAMEE , UFRE VPC SAERRY
MEBRIEBNERMMX,

£ VPC & | B0 L8| —/ Secrets Manager i = H— Amazon RDS %2, RGNS EH
RiE Bz iRat , Secrets Manager 27 VPC W BIE Lambda 3IREE , UMEE A LG RIEE

FE. Lambda BiREEE A Secrets Manager RE#FH Z4 , HiAA Amazon RDS RIREURIEFIE
EER, BIE VPC ABIERmR , BB ARM Lambda BE¥ZE] Secrets Manager 1 Amazon RDS
WRATXEIT AWS EitligiE, HR , XL EAFEEBRE VPC ANmR.

212 VPC

1. BELATMUEITIF Amazon VPC #2#|#& : https://console.aws.amazon.com/vpc/e
2. i&#E Create VPC ( 812 VPC) ,

3. 7 Create VPC ( f# VPC ) WHE L , %% VPC and more (VPC & )

4

£ Name tag auto-generation ( BMFPREBZIERK ) TH Auto-generate ( BE1ERK ) T , A
SecretsManagerTutorial,

5. XI7F DNS options ( DNS i1 ) , i5[EAJ1%£#F Enable DNS hostnames #l Enable DNS
resolution,

6. i&#E Create VPC ( 812 VPC) ,

1£ VPC R 8I2 Secrets Manager ¥ R

1. £ Amazon VPC ##|& 8 Endpoints ( R ) T , 1%£3F Create Endpoint ( 81K R ) o

2. 7& Endpoint settings ( ISR E ) T, 9 Name ( B ) A
SecretsManagexTutorialEndpoint,

3. 1£ Services ( RS ) T , i A secretsmanager BAJFiE%5IER | REELEHN AWS XiF Ak
Secrets Manager iR B0 , EXERE ( FFELILEF ) , & com.amazonaws . us-
east-1l.secretsmanager,

4. XF VPC, %&#F vpc**** (SecretsManagerTutorial),

¥tF Subnets ( M ) , iE£ZFFTE Availability Zones ( TAMXYE ) , AEXNFTEINXE , EEE
‘FEH SubnetID (FM ID) o

33 F IP address type ( IP b3 A ) | %R IPv4,
X F Security groups ( T4 ) , EERERMIAT LA,
Xt F Policy ( ZRB& ) , #%&# Full access.

1%£3$% Create endpoint ( 812w R ) -

o

© ® N ©
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1£ VPC R0 Amazon RDS i &

1.
2
3

o

© © N o

1£ Amazon VPC %] & # Endpoints ( iR ) T , %&$# Create Endpoint ( 822 iHR ) o
£ Endpoint settings ( i@ RIZE ) T , 7 Name ( B¥: ) # A RDSTutorialEndpoint,

£ Services ( BRS ) T , #iA rds UTFiESIR , AREEN AWS XiF F1%#EF Amazon RDS i
Ro flan , #XBERE ( HFHFRLILEP ) , % com.amazonaws.us-east-1.rds,

XF VPC , %48 vpc**** (SecretsManagerTutorial),

3tF Subnets ( M ) , i FTE Availability Zones ( TAMXE ) , AEXNTFEINKE , ERE
A&/ SubnetID (FMWID)

3 F IP address type (IP 33 ) | &$F IPv4,
Xt F Security groups ( Z&4 ) , EERERINLEH,
Xt F Policy ( RB& ) , #%&# Full access.

%4 Create endpoint ( BIEH R ) -

S R%4 B : Amazon EC2 SE4

BHEBELS TP 0ER Amazon RDS BIEERV T VPC # , AEHRE  BFEELEN. ZE
2FH LT VPCH , BEREIRTD , BFERE—IL24E , UAWAMITEYER SSH E#E
B2xH,

NELFH6IZ EC2 KA

1.
2
3

BN LA T Mt 3TH Amazon EC2 ##l& : hitps://console.aws.amazon.com/ec2/o
1%#% Instances ( 3£l ) , ARFIEEFE Launch Instances ( Ba13EHI ) -

£ Name and tags ( B#FAFEE ) T, F Name ( BF) , BA
SecretsManagexTutorialInstance,

£ Application and OS Images ( RAREFMRERSERE ) T , ;REMIAE Amazon Linux 2
AMI (HMV) Kernel 5.10,

£ Instance type ( SEHIZKE ) T , REBEIAE t2.micro,
£ Key pair ( Z4AX ) T , %48 Create key pair ( SIZZHX ) o

£ Create key pair ( BI2ZAXT ) XiEEF , X TF Key pair name ( BHAXNEF ) , WA
SecretsManagerTutorialKeyPair , A/5i1%F Create key pair ( RIZZHIT ) .

Lt B3 TREAN.
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7. 1 Network settings ( FIBRE ) T , %&# Edit ( 4m%E ) , RAEWMITUTRE

a. XNF VPC, %&# vpc-**** SecretsManagerTutorial,
b. X¥F Auto-assign Public IP ( Bzl EAF IP) , 1%£#F Enable,
c. XF Firewall ( BREE ) |, #%32 Select existing security group ( EFMELZLA ) .
d. ¥F Common security groups ( ELZ£4H ) , %$#F default,

8. 1% Launch instance (Bz13EHl).

FERZM C - Amazon RDS BiEEMEE R ZIULHY Secrets Manager %4A

FERPERP , BFE— AmazonRDS MySQL ¥iEFEH I H# TEE , A& AmazonRDS &|28
EERZIENEH. AF , Amazon RDS 2B N EEBEBRAFRHNEHR,. BXEZER | S
FIEERER,

EORBEEIRY , FEESEL—SHOENEL2EH, AR, Amazon RDS 2REZEH , U
EHFEEMSESPIRBAEL R, S0 EEESKGFNZTEARNMAN , LAVFEN A 1T E ) hiEED
Z3KB

FREEEERZIIMN Secrets Manager Z4A 812 Amazon RDS #iEE

1. 7£ Amazon RDS ##|&F , i Create database ( BIEEEE ) .

2. £ Engine options ( 5|Z3&I1 ) &85 , A Engine type ( 523K H ) %% MySQL.
3. % Templates ( #E#Rk ) &85 , 1%#F Free tier,

4. 7E Settings (1&E ) T2 , MITUATRE :

a. XF DB instance identifier ( BIBEZFIFFIRAF ) , A SecretsManagerTutorial,
b. EEIFIRET , %kFEE AWS Secrets Manager F Y i,

5. 1E Connectivity ( &3 ) #4% , X¥F Computer resource ( it EHEIR ) , i Connect to an
EC2 computer resource ( E#E| EC2 iTHEHEIR ) , AEXTF EC2 Instance ( EC2 3£l ) , i&
## SecretsManagerTutorialInstance,

6. i%#E Create database ( BIERIEE ) .

FREZM D . AFAMITEHERES EC2 K4

AL STRp |, LFEFTRFZM B H QIR EC2 SKHIBE N R A M T EAERERZE6. Mk,
18R 4m%E Amazon RDS E“ERFEM CHRMNEZSAE , FHITE AVFENITENMN IP it 5 SSH
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EEOAN . ZAN A FARUITEN (BT ZHE IP #butiRE ) B Internet £/ SSH E#EEIR2E
Mo

AREARITEAEEZES EC2 K4

1. B LLTMuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/.

2. 71E EC2 3£ SecretsManagerTutoriallnstance £ , 1£ Security ( &% ) £~ Security
groups ( Z44H ) Tk sg-*** (ec2-rds-X).

3. % Inputrules ( W AMM ) T , &E#FEdit inbound rules ( R AEHN ) o
4. &EF Addrule (A ), REFEZAUHRITATERE

a. R‘fﬂ:%iﬂ , jij:¥ SSH,
b. XtF Source type ( RERE ) , &EEFE My IP,

S 1 : 812 Amazon RDS iEEA

B, SFE-MHP  ERIESRERERES, ZCI2AF  HEAEER KRR Amazon
RDS #iEE., NEHERL , EXRHETD , SR EEAREFTENRNAST . BEFHEF |, XH
AER , BWEERKERERED,

EEEINBERE  BFEA MySQL EFmIE, BAHES , BREAET GUI R ARERF MySQL
Workbench, EZ % MySQL Workbench , 2@ T # MySQL Workbench,

EEEIHIERE |, i5E MySQL Workbench REIZEZRE, XN TEE , BEEKRESXKE Amazon
EC2 1 Amazon RDS Wy —¥:E &,

£ MySQL Workbench # Sl $iEFEIEE

1. & MySQL Workbench A , %3 MySQL Connections ( MySQL i#£3£ ) 3288 (+) &4,
2. £ Setup New Connection ( i E#ER ) XiEER |, ITUTIRE -

a. XIF Connection Name ( E#Z&H ) , M A SecretsManagerTutorial,
b. X¥F Connection Method ( E#57% ) , 1%#F Standaxd TCP/IP over SSH.
c. 71E Parameters ( 2% ) &I+ L |, T TIRIE -

i.  X¥F SSH Hostname ( SSH E#1# ) , #i A Amazon EC2 2B AE IP #hit,

S 1 : 812 Amazon RDS HiEER 25


https://console.aws.amazon.com/ec2/
http://dev.mysql.com/downloads/workbench/

AWS Secrets Manager ArfEm

& B LU £ % 3545) SecretsManagerTutoriallnstance , £ Amazon EC2 #2248 E&#
% IP #u3k, &4 Public IPv4 DNS ( A% IPv4 DNS ) T& IP #udit,

i. XF SSH Username (SSH AIF®& ) , fiA ec2-user,
ii. XF SSH Keyfile (SSH Z4AX# ) , EREBEZHNARFZ4 D THNBHAX X4

SecretsManagerTutorialKeyPair.pem,

iv. XF MySQL Hostname ( MySQL E£#1% ) , %A Amazon RDS ¥ Rt

A LATE Amazon RDS #25I& il & F B3E K6l secretsmanagertutorialdb & 1% i
Aibit, &% Endpoint (iwA ) FEI ok,

v. XfF Username ( AF & ) , # A admin,
d. ZEBOK(HBE).

KEEE R 7Y

1. 1 Amazon RDS #£#l&% , S SN BEE.

2. £ Configuration ( BLiE ) I+ A Master Credentials ARN ( £&iE ARN ) T , #%# Manage in
Secrets Manager ( £ Secrets Manager F E# ) .
I EPRITFF Secrets Manager %14

3. EFAFMEENMEL , i%#F Retrieve secret value ( K ERZHE ) .

4. BB ERTE Secret value ( Z4AE ) o+,

BIRBIEFEA P

1. & MySQL Workbench A , i%#Fi%$# SecretsManagerTutorial,
2. WMANBHRFIRZRINEERZSE,

3. %&£ MySQL Workbench # , £ Query ( &i] ) EOH , AUTH S ( BERZE ) , AEEE
Execute ( 117 )

CREATE DATABASE myDB;
CREATE USER 'appuser'@'%s' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT ALL PRIVILEGES ON myDB . * TO 'appuser'@'%';

f£ Output (%t ) BOF |, BLBRXEGSHITRI,

S 1 : 812 Amazon RDS HiEER 26
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S 2 - AT RRE

BTk, SF0BNE K BTEH#ENCENAFKILE. XRENERRNUER. BRERKR , B
TREMFRE , ENERE—NMRIVBERAFHE , ENAENRERE —TRAFNED,

1. £ https://console.aws.amazon.com/secretsmanager/ ] 7 Secrets Manager & &| &
2. i&#E Store a new secret (TZEFH%4A).
3. 1E Choose secret type ( EBRZHAXE ) ME L , MITUATRE :

a. XITF Secrettype ( MFEKHE ) | #%$F Credentials for Amazon RDS database ( Amazon RDS
BTEEREIL ) .

b. XIF Credentials ( Zif ) , W ABAF & appuser , ARENFEH MySQL Workbench &2
WBEERAFRANEB,

c. XIF Database ( $i3ER ) , %#%F secretsmanagertutorialdb,

d. &EENext( FT—%F ),

4. 7E Configure secret ( BLE#4A ) WE L , XIF Secret name ( BB ) , WA
SecretsManagerTutorialAppuser , REEZE Next ( T—% ),

5. 7 Configure rotation ( Bt E%#R ) WE L , ITUATERE -

a. B Automatic rotation ( BZh%#t ) .

b. XJF Rotation schedule ( ¥#itX] ) , REitXl Days ( X¥ ) : 2 X, AKX Duration ( £k
Bf1E ) : 2h, fF Rotate immediately ( M EN## ) 4 F B BRES,

c. X¥F Rotation function ( #¥RBE%K ) , i&#F Create a rotation function ( BB EE ) , R
EXFEBEH , @A tutorial-alternating-users-rotation,

d XNTFRRXR 6K EBRXEBAF , AGEEEAKIERAT , &EE RN rds!cluster... ,
HEHRITEBERHIE secretsmanagertutorial FrFBIEBIBEEMNEM
A#40 , N Secret associated with primary RDS DB instance:
arn:aws:rds:Region:AccountId:db:secretsmanagertutorial,

e. EENext( FT—%F),
6. 7£ Review (& ) WHE L , 1%£#F Store ( Ff# ) -

Secrets Manager fFRE B MFFAELENEH, BAUUEZAHNBEELREEIRS. Secrets
Manager £ CloudFormation 8|23 JR , 1 Lambda ## R MIZ1T Lambda EEEIINITA
2, % CloudFormation SER/E , #IERNE N Secret scheduled for rotation ( WZE B it X%
B) . BE-REBRETK.
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AWS Secrets Manager —
S 3 iR DA

HERRRE  BUUREZZARTESAREIL. BBEFNBBEMRAETIEIREEL,

MBS P8 R D

1. 7E https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &l &
2. 1%3% Secrets ( W#F ) , RAE%EBEMWE SecretsManagexTutorialAppuser,

3. 7 Secret details ( MZFMELR ) WEL , [ R30I HiL#F Retrieve secret value ( 1 BWE
BH).

4. 7£ Key/value ( #/1E ) &7 , 7 password £ %l Secret value ( WEE )

M 3= FEAE
1. 7E MySQL Workbench & , 5% §iE# SecretsManagerTutorial , RJ/5%#F Edit
Connection ( REEERE ) .

2. 1 Manage Server Connections ( B RS 2RERE ) XiEEF , I F Username ( AFHE ) , WA
appuser , A/51%&$F Close (XM ) »

3. IRE MySQL I##& , %#FiE#E SecretsManagerTutorial,

4. £ Open SSH Connection ( $T7F SSH iE#E ) XiEHEH , X F Password ( 18 ) , #MEENHE
FREFNZD , REEFROK (BE ).

MBEIEEM , N MySQL Workbench 3T H ZHIEFEMNRITRE,

EKRBRFLRERDN. BRETWEIEES , CRATEEIMEENTXNES,
S|4 RERIR

MRERZ RS —MRMRBREAFP R , FIBERR , ARHE the section called “2FHF %
¥,

BN, NTBRBEERA , ARBREGREBRMNE EC2 K61 , B BRIEEAHERH XRG4 F 6
BHUTHRR :

« Amazon RDS #iEEHl, BXxi%EA , 55 (Amazon RDS FFIER) "I BREE FE 24,

« Amazon EC2 3£, X% , H2H GERAT Linux EHIM Amazon EC2 AAFIER) FRILK LS
i,

HPR 3 WA B RRH LR 28
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« Secrets Manager #% SecretsManagerTutorialAppuser., BXi%8 , 55 the section
called “MBRZ A",

- Secrets Manager i .o ﬁ?élﬁ',ﬂﬂ &7 (AWS PrivateLink $#§/) FHIMIER VPC ik,
« VPCIwR. BXEA , HZSH <<Aws PrivateLink $#5%8) HHIMIER VPC,
BELSR
- THRNAEENRARFTPREZR.
THREAMEHRIT R,

79 AWS Secrets Manager i% & £ f F i #t

EAXRHER , BNFINMMATELREEZTINFAZELRFARGR, LRAPRHRE —TRBRRE
TEiZRrEH |, Secrets Manager FfEINEZANBBEERENAFANEIL. BEXEZER , 5 Hthe
section called “2 B ",

ERAHER , BNEBVUEFEHETNRF, BOEEFHNEFERAEN.

Secrets Manager 3 # £ AWS Lambda B REHZRAMBIERE . BXEMA Lambda BEHY LAY
1§zu 1ﬁ £ |Fﬂ }:E'f/ro

H33x

- R

. HREH

« $% 1: 6812 Amazon RDS BiEERF
SR 2 . ABEER SIS EER
SR, 3 MR IR ED

SB 4. BEERR

- BESR

\1

\1

\
%

PR

RYRBRTREMT , BFEX AWS K/ WEENR, BEFHEF , ZRESKKENSNSREA
TENAE, flU, EARFEFEEANRN AR GIE Amazon RDS HifEEF , MEEMEEERAN
[RNBERMRE VPC ME2E, ENTHESRE , RINBWEREERAERS 0,
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BXRMAEEFFRPRENROES WS SOOI R,
TERFAF

BN K RFM R the section called “REAFRR, BEE—NMHBEERN , BAEBFERFR. £i%
HiEZE , BERE— 1 USEHE , HhEE— AmazonRDS HEEMN— N ESHBEEEE R EIT
# SecretsManager 4, BEES N FHIEREERAFNEIL , BEEEARBERPIRERZER.

&35 1E MySQL Workbench FELE 7 —5&iE#E , JUFEAEE AR IIEEIIBIERE.
S 1 : 812 Amazon RDS iEEA

B, BFE-ITAP AR FRERE T, ZCBAPF  FEAF#EEZATNEEAKILER
% Amazon RDS ##aE, NEEREN , EAHEF , BHCIREALREEZE2NRIAS ., BEEFH
B XHFER , BIEERRENREL,

KREE R Z

\Tn

1. 1E Amazon RDS ##|&/F , SME BN BIERE,

2. 1£ Configuration ( Bt & ) I+ H Master Credentials ARN ( EEiF ARN ) T , #%#® Manage in
Secrets Manager ( 7 Secrets Manager F & ) ,

LEETFFTFF Secrets Manager $2# &
3. EFFFMAEENEL , i Retrieve secret value ( RRZHE ) »
4. B ERTE Secret value ( Z4A1E ) o F,

BIRBIEERMF

1. £ MySQL Workbench A | % % &5iE # SecretsManagerTutorial , ARG & Edit
Connection ( REEERE ) .

2. 7£ Manage Server Connections ( BEEREeRERE ) XiEEF , X¥F Username ( AFE ) , WA
admin , AFi%#F Close ( %M ) .

. IRE MySQL I##& , i&#EiE#E SecretsManagerTutorial,
4. WMANZHRIRZINEERZHE,

5. 1£ MySQL Workbench # , £ Query ( &) ) EOFR , AL TH S ( BEARFER ) , AFIEE
Execute ( 417 )

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
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GRANT ALL PRIVILEGES ON myDB . * TO 'dbuser'e'S%';

£ Output (i ) EOH , BLBIXLERTHRITHI,

S 2 . ANBEEAFRILAEZH

BTk, SR NMNE2RRTEHERQBRNAFANEL , AENEABmR%R (BRI

# ) . Secrets Manager RRMRER , FEREEBRUREARXNERDN , REABIIXNMHEBB,
MENF Rt AR EHERRRERETER,

1. ¥E https://console.aws.amazon.com/secretsmanager/ ¥ FF Secrets Manager & #|&

2. %$® Store a new secret (171& FF40).

3. £ Choose secret type ( EFRFARE ) MEL , ITUTERE

a. XITF Secrettype ( M#FEHE ) | #%$F Credentials for Amazon RDS database ( Amazon RDS
BIRFEREIE ) o

b. XF Credentials ( ZiE ) , W AFFH dbuser , ARZERNEA MySQL Workbench B2 #Y
BIEEAFRMANEB,

c. XITF Database ( ##EFE ) , %% secretsmanagertutorialdb,

d. 1&E#F Next ( T—% ) o

4. 7f Configure secret ( BLEH4A ) WE L , Xt T Secret name ( BB ) , WA
SecretsManagerTutorialDbuser , A/Fi%EFE Next ( T—%F ) .

5. 7t Configure rotation ( BtE%#t ) WE L , AT TIRE !

a. B Automatic rotation ( Bzh%#t ) .

b. XF Rotation schedule ( ##itXl ) , iREitX| Days ( X¥ ) : 2 X , AKX Duration ( 42
BtE ) : 2h, ff Rotate immediately ( SZEN##t ) & F B BIRAS

c. XIF Rotation function ( #¥RBE%K ) , &% Create a rotation function ( BB EE ) , R
EXFERBEEM , @A tutorial-single-user-rotation,

d. XNFRERER 6 ER2EAF.
e. EENext( TFT—%),
6. 7 Review (RZE ) MEL , &%#F Store ( 771& ) »
Secrets Manager FRE W HEFHAEENH, BUNEZNHENPEELREEIRS. Secrets

Manager £/ CloudFormation 8|2 #&JR , 11 Lambda ## R 21T Lambda EEHINITA
BW 2 WBRERAS ELORES 31
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., 3 CloudFormation ERJE , #MENE R Secret scheduled for rotation ( #% 21t X%
ﬁ ) o %_;i%ﬁa%ﬁjzo

SR 3 NiAFRH R

HEE-RBRRR (TRFEE/LVY ) 2F , ETUREUBERENTSEREIL. BWEFNEBEM
FRpFIUEREE R,

MR P8 R D

1. £ https://console.aws.amazon.com/secretsmanager/ 37 Secrets Manager &l &
2. %$%F Secrets ( WE ) , AFEEFEWE SecretsManagerTutorialDbuser,

3. 7 Secret details ( MZFMELR ) WE L , [ TR0 Hi%#F Retrieve secret value ( 1 BWE
BH).

4. 71E Key/value ( /{8 ) &% , 7 password &l Secret value ( WEE ) .

M3zt AR
1. 7E£ MySQL Workbench # , % &% SecretsManagerTutorial , A/F1%&#F Edit
Connection ( fREIERE ) o

2. 1 Manage Server Connections ( B RS 2RERE ) XiEEF , T Username ( AFE ) , WA
dbuser , AFi&#E Close ( <M ) .

IRE MySQL THEA |, iEIRiEEE SecretsManagerTutorial,

4. 7£ Open SSH Connection ( ¥T7F SSH #E# ) XiEHEH , X T Password ( 18 ) , #MEENWE
PRRINED , RAFEROK(HBE ),

MBEIEEM , N MySQL Workbench 3T H ZHIEEMRITRE,

HR 4 FEFIR

NBRBERR , BHREERNBEDQNENNEE, BXiILHA , 5K the section called “Hil BRZ247",

EEEEBERNENER , 1§23 ¥ the section called “FH 4 : FEAR,
Fas®

« THRNMEEHNARFTRERR, BSRIRMME,

HPR 3 AR IHRAYERRD 32
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 THRHEMEHITR], FSRthe section called “}HAT AR,
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Y & 15 38 UE F 15 A1 42 %] AWS Secrets Manager

Secrets Manager FIAWS Identity and Access Management (IAM) SRR Z4A R 17 R IPR . 1AM 1214
THHRIEMAEEZES, FORIEBIANABERAOFD, Secrets Manager FRAZEE, HRIBAZT IS
BNZEFHRIE (MFA) SERRIEAFSM. BSREFE AWS, HEZEFHBRIGREHEND
AT BEX BAE AWS BIRMITIRME. Secrets Manager £ R BERE L EERIGRBLEER , AR5
B B LA X LRI ITHREE R VE, S0 IAM Y SR BE FAUR o

Secrets Manager &2 5 1R

MR ERF Secrets Manager EE AR , HRIE D0 FMIBR IAM 5 14X BRF T FIKBEHE1TIRE -

» SecretsManagerReadWrite
* |IAMFullAccess

BINBWEFEQREAAFPFRTEEANE. REXHFAFUUNENERRYN , BB ARBRAMENN
BR (IAMFullAccess) 2R TR EEREAAFHNEENR,

7 (8] B2 AR R AN BR

BIRA IAM R | GA 2R S RS A A AN E. SRR T B A T L
X BRI TR, AL -

« the section called “IFAX FR 3k B& it 10 E & 197
« the section called “IFAX BR 3k B& it 10 5 23 4R”

Lambda % #R B 2RI R

Secrets Manager £/ AWS Lambda EERE R Z R, Lambda MBS EEN B URBATEE
FEBEERRSHIFENR. 525 LRNR,

&2 H AR

Secrets Manager £ AWS Key Management Service (AWS KMS) Z4ARMENZ, AWS HEERZH
% aws/secretsmanager Bzh E B EEHMNWNIR, MREFATREHN KMS 248 , Secrets Manager
EXZBANNR, HSH the section called “KMS Z4AHI IR,

Secrets Manager B & R 34
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8 FI PR

BEMEA IAM XRKRE |, B R FIHL AP RRS TN ENBASFEIEMXE, BSH the
section called “BylE E #l”,

R AX PR 2R B& B o0 E & 42

HRREREHINE AM 54, AF, AREANAE. EETSONERSD | BIEE XS5 AT LT ) 5
EZAURZE D UTUAXNZARTHERE, BXESELR , FSEARMAMER IAM 5 HR,

ZBHERKREMERESHFHOINARFRAFNACR TR, §l20 , £ Amazon EC2 =4 LiE1THI R
BAREFTAREETRBEE, SUUSIZRMNE EC2 ZHIEESXHN IAM A6 | REEANRKRER
FTZAGNIERBEEZIENZANFRNE, BEXELZEER , BZHAEA IAM A€ Amazon EC2
S| EETHRARFRTFNRE. S M ing e MRS @8 Amazon Redshift, AWS Lambda
F Amazon ECS,

EET LB RR IAM AN EM S HRRERIENAFEFNR, i, a0 IAM A S5ER
Amazon Cognito B2ZXMNBINARFAF XK, ACRNARFRTEESACNRKEE BN R IGE
EiE, RE , BUUEANREREEFAGNZEANHENE, EXEZEL , BSHEHRMHEENE
S5 MR,

BBERET 5 7R RBEK

« BFXNSIBRANF D HRNR,
o REERLE AR LGRS |, WA R BAGR R QIZR B
- BF IAM AXZAN B RENR,

BXEZEER |, 3 {the section called “tY PR FEBE =41,

T PR ZR B B AN B AWS Secrets Manager %4

EETHRFENRES BB EEAIGRZESR , LRI X ZANMTHLERE, ERUERE
TRRRRER

s AZNMRAFHABRTENZANTRNR,
- MEM AWS KFFHAFRAERTIHRNR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum-add-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-permissions.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
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&2 the section called “tX PR FE & =B,

LIS E T RROERE M DB 5] & B BR4ART |, Secrets Manager £ B #EIE 5| % Zelkova 1 API
ValidateResourcePolicy , Bt #EE & IAM ZEEA BRI ENZHENFRINE, Shali@R
AR E CLI 2 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
RERBKIENBlockPublicPolicyZ ¥ Al By IL BN E#ZM MBI SN FHAN T RRERF L
HiFENERE , NTIEBBRIPFEN TR, BRT ERXLENEEN  EEFAREUTBER |, AAIA
AR E AR RF I RIR :

- HEINEIREX AWS ZIEA (HlIn | IAM B ) NET B HNKRE

- BYINEIREFRHNET AWS BRI ( Hla1 , AWS Key Management Service (AWS
KMS) Z41 )

EERENBHANNR , FSABEEENRY REHN B,

EE. EXIMEBRBANTRER (2F4 )

1. @XM https://console.aws.amazon.com/secretsmanager/ TF Secrets Manager #2#| &
MZAFIR L | ERENHRHA,

HAZAFAEENHEE , ERRETFHERNRE S , EREHEENR,
ERBFEYD , HITUTREZ— , ARERRIF .

- EMMMSISRRIREKR | WA LK,

- ERIRER , FRABFER.

0N

AWS CLI
Example # 3R &R 5K B

BAF get-resource-policy R R MBI ZANE T HIRNRE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret
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https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-resource-policy.html
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Example il BR % R 5 &

LA delete-resource-policy I BREE B A E T B IR KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example 7 b0 R 2% 8%

AT put-resource-policy ROIFRZRANMNREE , BEREZRBES T REXN ZZHAN
IR R, ZREERM X HIREN,. BXRXEZEL , S ( AWS CLI AF1ERE) PRI
£ AWS CLI ¥,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json W% :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
3,
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
AWS SDK

ERRMMEIZAR K , iHFEMA GetResourcePolicy,

EHIBRM NI Z AR KRS |, EFE A DeleteResourcePolicy,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/delete-resource-policy.html
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B RBEM IR B34R |, A PutResourcePolicy, MREAKMINT K K fPANHBHRITER
Bo RREMAMAERAL T JSON S XA, ES I JSON KBS 4458, A the section called “fX
PR 3R BE R TF MR 4R B IR R SR B

BEXxEZEELR |, {554 the section called “AWS B 4EF A T EA",

AWS BV FEE KB AWS Secrets Manager

AWS HERBRHUEMNEENILZ KK AWS, AWS RERBEZENTZEILABIRMENR , UE
BRIBFIRAAF, ANBesERNR.

FidfE , AWS HRERB AT NENBEASRTFRENRNR , BACNTHAE AWS FFE
A, BINBWBIEHETENERAZSNE S EEHRERE -SRI NR,

BT EEH AWS HERBPE LR, R AWS B AWS RERBPELHNR , MEHFLE
I3 iZREATXBKRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HIERS A
BAGERIET AWS ARSS BY API R 4ERS E X AWS HEE XM,

BREZER , F5H (AM AFER) B AWS EE XK.

AWS IEE KR . SecretsManagerReadWrite

ZBURIR A5/ BN PR AWS Secrets Manager , ‘@1F#iR L 5i# RDS. Amazon Redshift 1 Amazon

DocumentDB FREIIFR , LA AWS KMS AT MEMBZZZHANNR. ZRIEE RTFOIE AWS

CloudFormation B, MEEEM Amazon S3 FMIREGFEHE R AWS, %Il AWS Lambda &
AR IR Amazon EC2 VPC, EHIATEXENRFEFANENERHBIRERLIR,

EH BTN |, BT A 0E AWS CloudFormation ## 1 AWS Lambda Hh{TE BRI
R, BATLA B IAM FullAccess FEE RIS, B3 #HIRPUR,

RERFHER

ZERBIE U TR,

 secretsmanager - RFEHEHITAE Secrets Manager &4,

« cloudformation— RIFZEIEABIE AWS CloudFormation ik, XESEN , LEFERZEIEF
BEIRTHEEMN ZFE A AT LUB T #4612 Lambda 23 B ¥ AWS CloudFormation » BXEZEL.
2B the section called “Secrets Manager #{a & AWS CloudFormation”s
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
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« ec2 - RFEMEER Amazon EC2 VPC, XRM4ENRY , XHFEREH AN EASEESEEMW
ERAPHNEIEREEMRBN VPC qﬂﬁlJE%}ﬁ&El?&

o kms— RFZRAFLEA AWS KMS ZA#FTINZFIRE, XRLENSRM , IX# Secrets Manager =
EEMBNBRZRA, BREZEELR , 15 the section called “Z4A8 N2 MR 27,

* lambda - R EMF|H Lambda MK, XRLFENFME , UECRZFENEETOEENE
RV AR B B

« rds - AFFEMEEIR Amazon RDS RV EEMEH], XRMENSRE , LUMEFEREH A EMARTILL
1% Amazon RDS S 53241,

« redshift - RFEMER Amazon Redshift HIVER, XRLENSRY , UMEFERZEHIAHNEMLK
A LLi%& ¢ Amazon Redshift 52&%,

« redshift-serverless— RIFZF ATE Amazon Redshift Serverless F iR B 2B A, XEMNE
B, MEREREE A ZEFE AR LLERE Amazon Redshift Serverless & Z2 [H o

« docdb-elastic — RFF IR Amazon DocumentDB R ER, XELENRMYE , UERE
B4l A8 E40 LL%FE Amazon DocumentDB 314 £ 8%,

* tag - AW EARKREUKS FFrE SRR IR,

« serverlessrepo— RFZEIEARIZE AWS CloudFormation BEiEE, XEHXENRMYE , LUEF
ARG AN EATLICIE Lambda BIREE, BXEZEER , 55 H the section called “Secrets
Manager #0{a/## 8 AWS CloudFormation”s

« s3— AFZERAMNEH AWSEEHR Amazon S3 EMBHIREBFIR. WFM#TEEE Lambda IR EEK
EiR. WINRRHLEN , XHEREHENEATEREFMEBTHNERCE Lambda $IREH,
BXEZEER , 551 the section called “Secrets Manager #1118 AWS CloudFormation”,

EBEFIZBE , 521 SecretsManagerReadWrite JSON 5 BE 3T #4,

Secrets Manager Xt AWS 1T & RIS EFT

B EH AKX Secrets Manager AWS £ ERBEERNIFMEL,

BX EiR B
SecretsManagerReadWrite — HEBREEH , AFHERE 2024 £3 A 12 H
XA KB E T ) I &% Redshift Serverles

s, MEZHAFELIRLD
# Redshift 2578 AT BLE L
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RAriEmE

BEX

SecretsManagerReadWrite —

E# T AR

SecretsManagerReadWrite —

BT OARE

SecretsManagerReadWrite —

BT OB RE

SecretsManagerReadWrite :

T 2R g

Secrets Manager FFARERE
'

R
O%h Redshift TR S8 & 28
8] o

WEREEEEH , AFHER TR
Amazon DocumentDB # M &
BONRE , AEZEFSIERAFT
£ 8|2 Amazon DocumentDB
AR ER,

WERBEEERH , ATFHERE
i@ Amazon Redshift #J#X

PR, EEGA AP I
Amazon Redshift Z34A B & %
Amazon Redshift 5£8, tE
FIEE N T IR , AR
Z% Lambda ## B BUE R
AWS B9 Amazon S3 &1t
TIREUE I,

WEREEEERH , A IFHERA
i@ Amazon RDS & HIX
PR, MEREEBAF EeE
Amazon RDS Z4ARTIEIEE
B,

Secrets Manager 8|7 — 4
R, ATRFERESEM
FHNPR , TR FX Secrets
Manager BT E 1%/5 14 [A]1 X

BR o

Secrets Manager FF#ARERE
AWS RERBHE N

B

2023 9 A 12 H

2020 6 H 24 B

2018 £ 5 A3 H

2018 04 A4 H

2018 04 A4 H

REEEH
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1 E BRI R &H AWS Secrets Manager Z4A

FERT , IAM BHENRIFRZEH, RIXFRIZHAR |, Secrets Manager 21 EFHE T HIRHN
REUARZEERN IAM ARRAGNFTE SR, Nt , Secrets Manager £ 5 IAM A 18
BEREEEREAFERES iR IERCNEE,

ZANKMER A TiERAT , Secrets Manager £1F F/E /R & #3121 R -
1. MREMAEBPEFERAREANEVSERBEMNRIR deny THE

ERXNKEX deny BEHMAAERN B I LRE,
2. MRZKBEERKRZER deny , BFEEXRER allow 5ERBENERTE :

ERAKER allow RTFiF K F AR RIE TP HRANIR,

MREMGMBHAEMNTRNKS R, ERAR RN IR F DR KB P LHAE allow , BN
AWS B4 ZIER. BREZER , BN BK/S 7L

CWRFRETERNRIER allow SFRIBMERMF IR TE

w

AWS EFRIER FHELER , HABRNIEL,

EETHETRROEH
. R TIIREZ—

FEME https://console.aws.amazon.com/secretsmanager/ L3 Secrets Manager 2§ &

EENZREAEENET , ERRNRBD , EREENR.

- {#H AWS CLI @M get-resource-policy , R&EMEH AWS SDK @A
GetResourcePolicy,

FEEWLAATLUESE T & 40/ R 1T U5 R

£/ |IAM policy simulator, 2 IAM policy simulator JUix IAM ZKEE

ME Ik P 518 AWS Secrets Manager %48

—NKFFRBAFAE RS —NKS RESR (BKSTR ) SARAVER RN S 40 K $
HATH R, XERTFHRAREKS PR S BHEERERERE,

BEEERRITFEHN ZH 41



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#policy-eval-denyallow
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AWS Secrets Manager ArfEm

R MR B ERBRAMBZN KMS B, XERNEBTREEMER AWS BEXF4 (aws/
secretsmanager) #{TEKF AR, Mk , BLTERECIEN KMS ZRAMNBRZRHR , REHEKZRH
KB, B KMS ZHEXINRA. EEXZHANMEREL , HSH the section called “1EHZEH",

T 5 RBIR R ERTIE Account! FEZAFMMBZ L , MIE Account2 By B3 B LR TH R Z4AE N
PR

ST FEIRRBEMNE] Account1 FREYE4A

TR ARVF## 2 ApplicationRoleih[MlA# 1 HNEH. EFERAZRRE , S the
section called “fF PR 5% B Bt 0 B 2247”7

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

S 2 FHEARIE] Account! 1 KMS B4R 4R K BE

o puptaau#saas 2 ApplicationRole#####t 1 ## KMS #i##un# 1 #iansEFEALED ,
BRERNNE KMS BN ZAERKF. BXEZER , BZREXBHABE,

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
},
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,

"Resource": "*"
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}

SR 3 NEHREEMINZE Account2 R 5§ 14

. #upanind 2 ApplicationRole###t#t#t 1 ####A#A#AH#IS 1 #HRRR R BB B R AR HHEE
ZKHE , 1527 the section called “FHXPREREMI INEI H 197, B A LLTE Secrets Manager 12l
BNZHFAEENHEMNES ARN THRIEHESA ARN, I, B[ LAAA describe-

secret,
{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:Accountl:key/EncryptionKey"

M TR 5 175 (7] 22 41

&ALAE A Ro AWS Identity and Access Management les Anywhere £ IAM & £ A 285 1THY IR SS
2. ARNNARFEIEARRIIGR ZSIER AWS, BN TEMETLUERS AWS RAEFHE
B IAM KEEH] IAM A &Ki5E AWS &BIR. &8I IAM Role AWS s Anywhere , & RJ LA Secrets
Manager RE#MNEETHNARFRESSF[SAMEZTINERFRNIIR,. BXEZEL , BSH
IAM Roles Anywhere B F 5/,

(YN PR 2R & =45l AWS Secrets Manager

PR KR JSON LHLA . S JSON RS,

By AN E R & 7 LNV RREEIEE ML, EHEZANREPN - LT

A 15 [F) 43
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« Principal : BFHENBRHIAF. S0 IAM AFEETNEEZRA. BES M LMK ,
KEPFLRLEE Principal T,

+ Action : f1AI LAt 4. &S the section called “Secrets Manager #4E”,

« Resource : f{1a] AiG @] BRLEZR4A, 1S the section called “Secrets Manager &R,

RIFEW KK , BES () EETRANE X
« EMMNEZANREF , * RFZREER T LHEHA,
© EMINBSONRES  c RRZKEERATKSRNAERR (28%H ).

EGEEKINE 4% |, 1§51 the section called “fF X BR F B KT N ZI224R7,

EGEEKNR 4% |, 1§51 the section called “F R FE K MNEI F 47,

ES ]

< Rf

 RRENMHBENNR

; BRERA R AL A AR

I
< 1B
I

« If

B R AN RENNR

. - BELAF

NG
« 1P

 BIERARNNR

< 1B

 EEFEARTE AWS KMS ZARMMENER

« 1P

: NPRF] VPC

- 1B

L fE ARSI XS B A RV 15 1R

o 1P

PR I S P & 5 B AR P P B B AR IR Y 175 1)

« 1Y

: RS E4E

T~

RRENMUZENNR

ERTRRAFHENNR , BULHRBER N ZRANS 0 L. ERDBECANRERE  FSHRE
TEORNEBRNETFHRAVEKE, BRI MNEKIEAES , FSH the section called 5% BR 5 B Kt

INZEIZ248” 1 the section called “FF X PR R BEHT 1N 2 & 197

BTRREIGEE T RFNBHDENBENARTR LR, E—NROIZETAMMNEZA ENETREFEN
Kb, SEFLEASIMAFHACRTENEZANTEANRN , L ROFEEEH. BN RIIRET S
PHVRES |, SR LU EMINE IAM AR P RAR, HEFERTX IAM AT RIRERE | tRFEI3E

R R RENBERIRR 44
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FERH. ERTFEHLE AP BAATRER—ARBZHNNR , 52 the section called “R¥l : #HtEK R
— AR ERER,

Example BREXR—N24A ( BImNE —NEHA )

BT REHMEIZS |, RUARFHPANHENERE, EFEHIZER , 155 the section called
“IF A BR 5% & BT N B 2248,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountId:role/EC2RoleToAccessSecrets"
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

Example ZEMEAZEF BT ERBZAMBHORE (HMEIFH )

MREFEAEFEBENZATRAFTNE |, WA UBS LA T KM IR B 0K R FiEEZZA 7GR
R, BEFEAIZER , 1§21 the section called “SF R X BEHINZEI 5157

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "SecretARN"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}

R R RENBERIRR 45
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A BN AL ER R AR

Example FEHER - RE (HESHL)

BIFUTREH MBS 4 , BuARFHPANFTENER,. EFEHIZERE , i3 the section called
“SF X BR SR BE BT AN B 157,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1,

"Resource": "SecretARN"

}
]
}

O HEER R AN ZRENER
Example #tEiEEN—HWEZ ( MINE &4 )

B LB N AT RS INE B 0 R BTFEHLE AP BRADRR—ARZNHERR, ZFETE
RAAE#HITTRG , HEEHERAAISHEMME , S REER K SecretARNI, SecretARN2 #
SecretARN3 IEENME, MRFAFEERLE AP BAPEREMIME |, U Secrets Manager
FFRLEBEE(]. BEXEZEL , S MBatchGetSecretValue,  EfAZER , B2 the
section called “YFX R R B& MY I E & 1375

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"”

1,

"Resource": "*"
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}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue
1,
"Resource": [
"SecretARN1",
"SecretARN2",
"SecretARN3"
]

~  BEAF
EUERBRGERETRTEE —AME.

Example 5 RIBEEFRIFIE RS (MBS 4 )

UTRBERFEREBMEU “TestEnv/ FENMEZANNR, EFEHAIZKRE , 55 the section

called “FF X BR 5% B Bt S ) & 42”o

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:Region:AccountId:secret:TestEnv/*"
}
}

Example T RIFT A Z AN THEE (MMESH )

AT RBERF DescribeSecret FXPRFF L List : ListSecrets
ListSecretVersionIlds., EfAZEKE , SR the section called “RF X R 2R B i 11 E & 147,

{
"Version": "2012-10-17",

"Statement": {

| BEAF
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"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

]I

"Resource": "*"

}
}

Example IEELZEAR R ( T MBI &4 )

DT RBEIZBMBR T ZEMWFTE Secrets Manager fXfR. EFEF KR , 27 the section called “ff
R BE T NI F 47

ELBRFEAEHN , TMEDFEXE, K/ ID, IZRSHFBEA (?) HE—EXREHRENENER,
MR ZHLIE ARN, Secrets Manager A NENFRFM MBI ZBBFEN ARN W —F 5,

F @B AEA L BERAFRCEXEFR, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHZ , MBAKEEE "another_secret_name-
<anything-here>alb2c3",

REZEHHNRRETFAETFENRH, BEEE , WRNBRZHAFUERBSHRERCIE , BIFE6
NEFREZL , APt B REFHHNNR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": [
"arn:aws:secretsmanager:Region:AccountId:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:Region:AccountId:secret:another_secret_name-?????77"

]

}
]
}

R Bl R AR R

ENAPETRREEZZS  BNBUEHNRREHRMBIASAES IAM A, FS5HE 1AM A4,
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Example BIZ2Z:40 ( MiNE 517 )

UTRBERFURRANETEZHIRNONE, EFEAZEKE , 15 the section called “fF1% fR 5K B
B ANE & 157,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret",
"secretsmanager:ListSecrets"”

1,

"Resource": "*"

R R ERRSE AWS KMS ZiARINZENZ

/A Important
EE4EFRERZR  RIMNBUEERABARBIBHARTREHFRNR. BXESER,
EZ R (AWS Key Management Service FF R AR IEFE) AWS KMSHHY & 17 5 1iF F i 8] 2
#llo

Example 34t AWS £ & % 4Haws/secretsmanager ( MiNEI &4 )

LAUTRRBE R B I E4E E F AWS B F4Haws/secretsmanager R B FHFH. XBKE
PRERAEFEENZHANNBHITMNE, WMRaws/secretsmanagerBHAFE , MEXMT
FEER4A ID, BEZEERMEZRE | KR Secrets Manager N EMBE N AWS EEZF4Haws/
secretsmanager., FRIBFAELLETETE KMS AN ZFHMER , B Secrets Manager FF
HiFRFEN AWS FEEF4Haws/secretsmanager,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RequireCustomerManagedKeysOnSecrets",

T EBERRE AWS KMS ZHRMEN = 49
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"Effect": "Deny",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:UpdateSecret"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLikeIfExists": {

"secretsmanager:KmsKeyId": [
"*alias/aws/secretsmanager",
"*<key ID_of_the_AWS_managed_key>",

]
}
}
I
{
"Sid": "RequireKmsKeyIdParameterOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager :KmsKeyId": "true"
}
}
}

T~ IXFRF VPC

MBBEEE VPC RNEBIHE Secrets Manager , B A LUBS EN R R FEBE X ERBERIT Secrets
Manager BJiERK B VPC, BXEZER , S5 M VPC Kin T 2 %4 M VPC ik &,

EBEHEERMEM AWS RS 1HEZ4ANEREREB VPC , BNt R RFE L 4] 15 8,
Example iR R VPC KinT = ( EZEBZH )

TR AYFAFEERES VPC LiFT /AT 1T Secrets Manager #24E
vpce-1234a5678b9012c, BEERZEKEE , HZH the section called “FFX R R B I I EI 4R,
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RAriEmE

"Id": "example-policy-1",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",

"Principal": "*",

"Action": "secretsmanager:GetSecretValue",
"Resource": "*",

"Condition": {

"StringNotEquals": {
"aws:sourceVpce": "vpce-1234a5678b9012c"

Example R B VPC ( E#ETZH )

LU ROIZIARMR AV RE vpc-12345678 Nn TRIBMEERZR. B, REEERRAET

vpc-2b2b2b2b B , ZREET AT ERGRIZANMBEENEE. R
F,BERAE -/ REEN VPC LURMEEIIEE , WAsEEARRR, EFERZEKE , &

section called “fF1X PR ZR B& fd AN 2 2247”7

"Id": "example-policy-2",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"secretsmanager:Restore*",
"secretsmanager:RotateSecret"”,
"secretsmanager:CancelRotate*",
"secretsmanager:TagResource",
"secretsmanager:UntagResource"

# —1 VPC iE{T R
S the

R R VPC
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1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"
}
}

iy

{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:GetSecretValue"

1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

RO AR AN B 5

SR LA APRERIZFIX AR LR, ERFSEFINREREEBRNNERIFEERA , AERKEE
TREJINVBER T AR, —PREE2HFEHMERAL  AREZAEARERSNE S5
RFRR.

Example 5 EHERHEMRICHANE (MMESH )

AT KB fLifDescribeSecretEAZ4A N “ ServerName BER “ServerABC’ HIRENN R, E
EHIZER , 5 the section called “F R FE K MNE F 47,

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
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"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

T PRI IR S B4R AT & L E B AR R 75 1

— MR RFIFEMNBIZAN IAM 54 L, RfE , EAIGIERNRER , €5 0NREERHAMR
LICER RFERIE, BXTENHE | B2 RBREREE L H Z AR,

FRANZEEFENREREERNAEFIEESR , ACKKEETBEHNER T ULUIREEE), Bx
EZEER , BSRMTALARERT AWSH ABAC ?

Example 215 R SZAEFHERFRENAE ( HMEIZA )

NHHRE AccessProject N THRANMACEEMHENERN , A TREF @K, 123456789012
& GetSecretValue NPR, BEFHIZEKEE , S5 the section called “fFAX PR 5 B B N2 254737

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Condition": {
"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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WRH BB B AN RREIEAWS RSEFEA , RINBWEER aws: SourceArn ]l aw s:
SourceAccount £RFHFFH. NHERZMNS —I AWS RS %% F Secrets Manager B , ARN #
KREFLBEERNLETXH, XHFHNEASRE T EENEERERE R,

MRRFE ARN BERBRRBEPRFRAGFERNZSR , MIFEETE aws:SourceArn RHFENEHRFEHZ
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Example 7o ¥FARSS (£ ARSS E 4T R Z 4R ( By INEIER4R )

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"service-name.amazonaws.com"
]
.
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:service-name::123456789012:*"
.
"StringEquals": {
"aws:sourceAccount": "123456789012"

PR SZ& AWS Secrets Manager
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-quotas.html#reference_iam-quotas-names
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies-introduction
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
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#awssecretsmanager-secretsmanager_Name
#awssecretsmanager-secretsmanager_Name
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#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-secretsmanager_ForceOverwriteReplicaSecret
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
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#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
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#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_RecoveryWindowInDays
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ForceDeleteWithoutRecovery
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
#awssecretsmanager-secretsmanager_ResourceTag_tag-key
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-secretsmanager_SecretPrimaryRegion
#awssecretsmanager-Secret
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
#awssecretsmanager-secretsmanager_SecretId
#awssecretsmanager-secretsmanager_SecretId
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#awssecretsmanager-secretsmanager_resource_AllowRotationLambdaArn
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#awssecretsmanager-secretsmanager_ResourceTag_tag-key
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#awssecretsmanager-aws_ResourceTag___TagKey_
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#awssecretsmanager-secretsmanager_SecretPrimaryRegion
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
#awssecretsmanager-Secret
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
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£/ BlockPublicPolicy k4P LE Xt B 4AMY T~ iZ 15 (8]

£ /A F#R4E PutResourcePolicy B E A RIEH , RATEWEMEA BlockPublicPolicy: true,
XHERERERBERBAATF  ZHENERT , AP RIREREM MNEZEA,

Secrets Manager £/ Zelkova Bz #ER D EREKE  LBERSEERZHBENRRE, BX
Zelkova WEZEE , FSRZLEE LR ‘W0 AWS FH B3 #HERE B EL I AHIE AWS &
-

DT RAIERT A BlockPublicPolicy,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:PutResourcePolicy",
"Resource": "SecretId",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

IP it 31k S

FEARFRIEL A E] Secrets Manager FIERBEIE AR IETE IP it RS ERF N aws : Sourcelp &H
Bt BHL/ND. B0, MREFRFXN KB L TME IP ik SEE R IER AWS RATRER K ASH
EZES  WEER IAM ARNRFIRBAAERNERSRMPIE, B2, MREATHMRS
REREFREE , GIINFEA Lambda BEBUS AR , WZEBSMN AWSH SR 1t Z2 B A Secrets
Manager #/E, ZZREEFMHER IP it fFiESFNERF2 R,

LA, HiFRE B Amazon VPC KT mAt |, aws:sourcelP 4B FRER, BERFIXNEE
VPC KT S/IER , B FE M the section called “VPC &k S 547,

VPC Kig¥ 2 %&H4

EATFRIELIIKRBISE VPC 5 VPC LinT SUMVERIIGE , EEH aws:SourceVpc REEHIXY >k
HiEE VPC MiERMIFR |, 3 aws:SourceVpce REHIFIKBIEE VPC KifgT KB iERMFE,
2B the section called “7Rfl : XRF VPC”,
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HRAREERA Secrets Manager R Z4ANRS . REID AWS BRE AT ESRKN VPC REAL
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FRABIZEFEEZRH AWS Secrets Manager

WBRULURRB, —HETE (WAFPEMHE ), OAuth THESLMEFR R FEMTE Secrets Manager
R E A E R

£

+ 8| AWS Secrets Manager 33 E %48

« AWS Secrets Manager Z48#) JSON £ %3

- BIE % AWS Secrets Manager A

« B3 AWS Secrets Manager #Z &
 {#f Secrets Manager £ R %

o ERFEANINE AWS Secrets Manager %4
« {&hk# AWS Secrets Manager 4

- EEEI EWE AWS Secrets Manager

- HIBRZ AWS Secrets Manager 4A

+ RE % AWS Secrets Manager 4A

+ %12 AWS Secrets Manager %48

£12 AWS Secrets Manager 34z FE 2347

£ Amazon RDS., Amazon Aurora, Amazon Redshift 8 Amazon DocumentDB F&IZAF G , &1
BT SBRNEZIEFME SSecrets Manager 1, £ AWS CLI i EF— 1 HHGEF XTI EGSE
g ZEART , MTLLETRAE JSON £HREFRE, HBFEREHAREEENBRIEERPR |, Secrets
Manager B3I SAIE#HY JSON £ Z %4,

® Tip
X FILD# RDS M Amazon Redshift EE A A FUEH , RITBWEERTERH. EAILE
HEERSCUIERERZRY  RRAUUEREERR,

HEHEFIECXKENREEENREESIN , ZANTSRBEENERER. RAEEHRH
i, BIARRREANES , FEESHEANEREE. BUUEZRARMIEMRENNCRXEE
BEE.
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EQBR , BEEREEFHNBRSecretsManagerReadWriteAWS & F .

HIRBIE AR |, Secrets Manager 24K — CloudTrail BE%KB. BXEZEER , 50 the
section called “fE LA T 5 R & F AWS CloudTrail ",

BIEZA (EFE)

1. BX https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager %l &,
2. 1EER FEWERA.

3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a. XIT Secrettype (ZHRE ) B , BIARBEFMNBBEEZILRE

- Amazon RDS ¥#EE ( ‘835 Aurora )
« Amazon DocumentDB ##E&E
- W5 Redshift IELE
b. XIF Credentials ( &Fif ) , Fi ABBENEIL,

c. XTFinZ#E4ER , £4F Secrets Manager AR B Z4AEN. AWS KMS key BEXEZEER
BSE B MBHRE,
ERZBERT , E%#F aws/secretsmanager LUF AWS FEE X %40 AT Secrets
Manager. AL ZRAF=EFEMTA,

MREEE MR B AWS K | RERSERAETH KMS 240 SUER KRR
AR HRATAER | B RTEEES RS TARGEFMFTARYNR -, B
*EAESRETANRANES  B2H 29,

BB E the section called “KMS Z4AHINE”. BREKFIARINEZEESR |, 5
¥the section called “EEM F~ 1Z2E0",

d. X{F Database ( ##EFF ) , BTEREHNEERE.
e. ﬁj:%-lt_io
4. 7f Configure secret ( BLEH4R ) WE L , MITUTRE :

a. WA—/MNERMR Secret name ( 4B %5 ) M Description ( %8 ) » BEABMLITEE
1-512 /™ Unicode Z£F

b. (Wi ) ERZEHIH , EEHNZEAPRM—NRZI ML, BXIRICEKE , S0 the
section called “Fric %4H", BTAENHBEEEZFHERZSH , AAENERMNE,
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c. (W) ERENE, BEFRERBRNINEHZAS  BERRENE, EXEZEL , F
25 the section called “’FAX PR 5% B Fft hN EI234A 7

d. ("it)ZEFHEAT K BERENFHEF DS 120 AWS X, FAREHEH, &9
DOEEHEE , b lELkBESH. AREZER , R BXEEFZNA,

e. ;‘@j&% -F_Z'Fo

5. ("% ) 7 Configure rotation ( BLE## ) WHL , BRI S A Bz Rk, ShAIUIMEREX
M  REBEFHITHF. EXEZEL , BN ik BH. &8 T—%.

6. 7£ Review (F#%) Mt , F&ENZAFHAEL , AF%EE Store (71%).

Secrets Manager iR [E B2 405 R, MBREWHMBARET , H1EF Refresh ( FlFT ) &4,

AWS CLI

LIBEDD shell PHAGDN , BEHRAGEHLERIZARFAUBREGTISHEHNK. FS
%] the section called “F&{KE A AWS CLI 774& AWS Secrets Manager Z I XLEE ",

Example 18#& JSON 34+ #Y F Uk 6 2 Z A

LLF create-secret RHIFAERBESHFNEILCERE, BEXEZER , 55H ( AWSCLI AF
R PN ME AWS CLI S,

E{F Secrets Manager REB IR FRR |, BATEER JSON FFEZ4HH JSON £H9,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json FAA :

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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AWS SDK

EFEAHEP - AWS SDK BI2Z4 , iFfEACreateSecreti® e, BXEZEER , 551 the
section called “AWS ##F X T EF’,

AWS Secrets Manager Z4A#9 JSON 45

BB LATE Secrets Manager 244 R EEE A AR S, —# HIEE. MREF Secrets Manager %45 A
Baifek ML ERIEREN JSON 419, EFEHIE , Secrets Manager 2FAZHAHPWERE
BIEIDRAEFEPMNEIE, JSON BHBHX D KNE,

BFEE , HEEREAEREFEENIEERAR |, Secrets Manager 2 B3 SAIEHRY JSON 4544 6
BiZER,

BRI EZEARNESREXN (FNEBEERAT ) , MSSHMXFPEXBEENEEEE.
£l

+ Amazon RDS Db2 ## &

« Amazon RDS MariaDB Zi4 1

» Amazon RDS #1 Amazon Aurora MySQL %% 2345 ¥

« Amazon RDS Oracle B4R 415

» Amazon RDS &l Amazon Aurora PostgreSQL R4

+ Amazon RDS Microsoft SQLServer Z4A 414

+ Amazon DocumentDB B4 &

- Amazon Redshift Z4i 4

« W5 Redshift TRRFEMWELEH

« W 5#H ElastiCache B4

- EHERHNUWELEN

Amazon RDS Db2 R4

XF Amazon RDS Db2 34| , HFRAFPLZEXRECHEFE , AtEAMER AP RFZHIRHEER

Fik,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
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"engine": "db2",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"

Amazon RDS MariaDB #3248 45 %3

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>
}

E{F Athe section called “3XERA ", BFEEmasterarn IS EEE R RBR A EHREMZARM,

{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS F1 Amazon Aurora MySQL #2345

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 3306>

Amazon RDS MariaDB #4345
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}

E{F Hthe section called “ZE A" , BFEEmasterarn VB EEE A RB R A RN BZARI,

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS Oracle 4R 453

{

"engine": "oracle",

"host": "<required: instance host name/resolvable DNS name>",

"username": '"<required: username>",

"password": "<required: password>",

"dbname": "<required: database name>",

"port": <optional: TCP port number. If not specified, defaults to 1521>
}

EF Athe section called “XXERAF” , BFEEmasterarn I B EEE G RBR A EREHZ4ARM,

{
"engine": "oracle",
"host": '"<required: instance host name/resolvable DNS name>",
"username'": '<required: username>",
"password": "<required: password>",
"dbname": "<required: database name>",
"port": <optional: TCP port number. If not specified, defaults to 1521>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS # Amazon Aurora PostgreSQL #4Z3 45

Amazon RDS Oracle Z4B 4%
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"engine": "postgres",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": "<database name. If not specified, defaults to 'postgres'>",

"port": <TCP port number. If not specified, defaults to 5432>

E{# Mthe section called “ZXE A" , BEEmasterarn N EBEEE A RNBRA L ERENZARM,

{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<the ARN of the elevated secret>"
}

Amazon RDS Microsoft SQLServer 2248454

{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>
}

E{F Athe section called “XXERA ", BFEEmasterarn IS EEE R RBR A EREMN AR,

{
"engine": "sqglserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<the ARN of the elevated secret>"

Amazon RDS Microsoft SQLServer B4 45
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}

Amazon DocumentDB ZR4A 4+

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"ssl": <true[false. If not specified, defaults to false>
}

E{§ Hthe section called “ZE A" , BEEmasterarn N EEE A B R A EENZARI,

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"masterarn": "<the ARN of the elevated secret>",
"ssl": <true|[false. If not specified, defaults to false>
}

Amazon Redshift 2247 &

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>
}

E{F Hthe section called “ZE A" , BEEmasterarn VB EEE A RBE A EENZARI,

Amazon DocumentDB Z4f 45
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"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"

I 5% Redshift TTARS sz 24514

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>
}

EF Athe section called “XXERAF” , BFEEmasterarn I B EEE G RBR A EHREMZ4ARM,

{
"engine": "redshift",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"namespaceName": <namespace name>,
"port": <TCP port number. If not specified, defaults to 5439>,
"masterarn": "<the ARN of the elevated secret>"
}

I & #h Y ElastiCache B3R 4L

"password": "<password>",
"username'": "<username>"
"user_arn": "ARN of the Amazon EC2 user"

I 5i# Redshift TARS IR LW
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BXEZER , F5H Amazon AAFEE K B3)5# ElastiCache A/ &3,
ma) B R WE S

AWS Directory Service R ZHAFE#HE B REIE. BXEZEER , iHZH (AWS Directory Service
EEIER) FM ¥ Amazon EC2 Linux EAIREMABHIEE AD EFE R THEMAFEBEELUT
PN EAEN. MRETFERATEEMA , WA ERARETEFTRNFANEN , MEREBUER
KRB HAR,

ER ¥ Active Directory B4 |, BT LAMEFE D) B R IRER,
E EREIEWEEN

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MREBRHRZH , WEEQEFHREZR D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

NRFZBAEEERARNEBAEEER  WEEZETSHHREH ARN,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,
1,
"lastModifiedDateTime": "2021-07-19 17:06:58"
}
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mE B RZBAREHE

BREAZBPARIHEX Amazon EC2 EHEZI B ZRKF#HTHHRIEMNEES |, ESRE Amazon
Linux 2 £ SQL Server 2017 SPEMEE5EZ B ZEHHRIL,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",

"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY. EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

#1222 AWS Secrets Manager %A

E1E Secrets Manager 771 APl 248, HRIGHE., SERTHREENZIEUAREMEZR , FEEUT

SBIZIE, I TF Amazon ElastiCache 248 , N R FA8 S AR |, M ATFZR4BFEETEH JSON
ZE¥geh,

EQER , BEERBRFHNPRSecretsManagerReadWriteAWS & 5 o

HRBIB AR |, Secrets Manager 2% K — CloudTrail HE%KB. BXEZEE , HSH the
section called “fE LA T BH R EF AWS CloudTrail 7,

BIEEE (BFE)

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &l &
2. &R FEHER.

3. 1£ Choose secret type ( B FHAXE ) WE L , MITUATRE :

a. NWTEHARE , FEEHMERARE,

b. HEREXH , iEL JSON BEXMENMARN , HERFHIGET+ , RRMEAEEA
. BALERZARFHEEKS 65536 MFET . —LRA
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API| ZEAREXS :

ClientID:my_client_id

ClientSecret :wjalrxutnfemi/k7mdeng/ cyexampleK bPxRfi EY

EUFRER :

Username : saanvis

Passwoxd : EXAMPLE-PASSWORD

OAuth ThERE X :

AKIAI44QHS8DHBEXAMPLE

HFUEFH B

FEEHAAE

----BEGIN PRIVATE KEY ---
EXAMPLE
---- END PRIVATE KEY ----

c. X TInZ#4A |, #%#F Secrets Manager AR MMZZAEN ., AWS KMS key BEXEZEER

=
B

% ZEA BB

ERZBERT , E%$F aws/secretsmanager LUF AWS EE R %40 AT Secrets
Manager. AL ZAF=EFEMTEA,

MREGEENEMZRIGRZHR AWS K |, REREFHAESH KMS BEAUERRE
AYIXNENAZARE  BMIRFPEREZFREEZAIERFINFTZARIE—. B
XERAEFREBANREANEE , BZH EN.

EBAMEE the section called “KMS IR, BXEKFIHRNESZESR | 55
#]the section called “BEMk = FZH,

BIE®A
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d. ﬁj:%-lt_io
4. 7£ Configure secret ( BEEZ4 ) RE L , MITUATIRME :

a. WA—NMERMER Secret name ( ZEAE ) M Description ( %8R ) . BRSNS
1-512 4 Unicode F%Ff.
b. (®&) EHRZHsHF , EENBRAPFIM—IRZMEL, BXFICEKE , §SH the
section called “#51c Z41". BT ENBRBREEFHENREHR , AR ElIRMNE,
c. (W) EXENR, ENERREBPMNEEHNZRAF  BERRENR,. BXEZELE &
2 the section called “fF1X PR R BE KT AN EIZE 4R
d. (#lk) ZEHHEAT  EFENBHEFES —1BHA AWS X , BFEREFEH, &9
DOEEFZESA , allELBEEH. BXEZER , BEH BEXEEFEA.
e. EET—%,
5. ( Ali%& ) 7 Configure rotation ( BEE%®#: ) ME L , B S A EzRIR. SHAURAEREX
ARk, AEREEHTR. EXEZERE , BESR ik 2. &8 T—F,
6. 1 Review (%) MLt , "&ENBHFAEE , AFEE Store (FFE).

Secrets Manager fFiRE E|Z4A% R, MRENHBLARE TR , BI1EF Refresh ( FlFT ) =,

AWS CLI

LW shell PRAGSH , FEFRAGSALEZRHEARFANFEEZEGSSEAINK, FS
%] the section called “FE{KfEH AWS CLI 77 AWS Secrets Manager Z £ X",

Example &2 %3 4A

LA create-secret R"OFRIEREERMNEENHNZR,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

Example #83E JSON X4 EiE IR % 4A

LR create-secret RUPEFRENNHHNEIECIRZH, BXEZEE , 58 (AWSCLI AF
fErY RN INE AWS CLI S8,

aws secretsmanager create-secret \
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AWS Secrets Manager ArfEm

--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json AR :

{
"username": "diegor",
"password": "EXAMPLE-PASSWORD"
}
AWS SDK

EFEAHEP - AWS SDK tI2Z4 , ifEACreateSecreti®ff. BXEZEE , i55M the
section called “AWS BRHF XTI EE,

E#H AWS Secrets Manager W Z W {E

EFENENREE , A ERAEF A, CLI = SDK, HEBEHWFER , Secrets Manager éﬁﬁﬁ E1
FFRZE AWSCURRENT BIEMBH IR, AR LG RIFEERZL AWSPREVIOUS M IBARA, &b
LURINB RS, BXEZELR , 25 Secrets Manager kA2 l,

EXMWERE (2F8)

1. BH https://console.aws.amazon.com/secretsmanager/ ¥T 7 Secrets Manager &%l &,
2. MZHHRLE  EFRENZER,
3. HAFZRFHAGEENEE , EBREMFHFNEAESRS , ERREWEE , ARERERE.

AWS CLI
EFWEE (AWS CLI)

«  HEBEWT shel PHMAGTEH , FEFRIGTALIERKHEZARF A ABEZGESSHNEK,
&2 fthe section called “BE{EEH AWS CLI 7% AWS Secrets Manager Z4£AHI XL,

LA put-secret-value HAIEBERMNEEXNWHIRAZ,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
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--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAF put-secret-value Bl 7T —NHE BENE EHRSHIIRAR, FIRAFEERE
MyLabel 1 AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

RINBWEEEEA PutSecretValue 5% UpdateSecret UFEEENFT 10 48—k L, W
FRiAA PutSecretValue = UpdateSecret E#TZ4A{H , Secrets Manager {032 Z 4R K #T AR A,
L RAHEE 100 /\E'J‘ Secrets Manager MiBRARFRIZHARZA , EFR2MIER 24 /PR BIEARRZA, W
RE10 08EHF—XZRPE , NEIBPRAEZTF Secrets Manager MiIBREIARAS | & B B 4A R AR B B
M,

EEMWEE , BEAUTHRME : UpdateSecret = PutSecretValue, BXEZEE , 55 Hthe
section called “AWS B4 F AT ET,

£ Secrets Manager £ R %13
£ Secrets Manager B % W& X 27 Secrets Manager P AERZB , AR ERFEESRS D ERZ
BIE, EBAAERAUT A ERITIRE

« AWS CloudFormation — {52 ¥ AWS CloudFormation,
« AWS CLI — iEZflget-random-password,
« AWS i AT EE — i5Z@GetRandomPassword,

B Z4AR I AWS Secrets Manager 24

Secrets Manager fERA#HH AWS KMS ZAMBIFEBZRNVE D NERRF BN ZHE. XTI

2 BULUEREFAN KMS 4. RUJLUER AWS & X %47 aws/secretsManager , th AJ LAfE

AEFEBNZHR, KSBERT , B aws/secretsmanager , # BEA R~ EE AR, 0
REFENHEM AR AWS K/ |, RELBEHAE K KMS BEANERIRZARI H N AR
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EH EER BAEBERSEH. SAMES the section called *KMS B4R, BXEREFRE
BHNRANIED | HSE 20,

BUERMZENNE R, fl, mREBMNEMIKFHRZES , HEZZHALEFER AWS 18
B ITINFaws/secretsmanager , N AT LA 3 BEFRFEEXNFH.

® Tip
MBHEEHE BREERNRE , RINBWWEA AWS KMS B Z4A%#, BxFZEE |
SRR AWS KMS 247,

HIRE N MEZEART |, Secrets Manager 2 ¥ &4 BT INZAWSCURRENTAWSPENDING,
FMAWSPREVIOUSKRZA, 7 TR FEPEERHZI , Secrets Manager 5 LA BT ZEAX P
BIERAHITING, XEIRKE ST LAEH 5ol #2540 ST 2 47 2 AWSCURRENTAWSPENDING,
FAWSPREVIOUSHRAS .

EFHAWSCURRENTREEBEF MR ZAMRE | BEAFMBRACEFRANZRH, AE , HTHE
fRAWSCURRENTZ R RV MRA | B AMIAE R AR,

MRERALLEIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS Z 4\ , &R 5%
PR RAE, NMREEBERENEMIRERZNBZRAN G RINR , WEZEFEH the section called
“AWS CLI” B IR R ERH OB IX LR,

ERMEBENMZERNA (2HE)

1. @i https://console.aws.amazon.com/secretsmanager/ T 7 Secrets Manager #2£#|& .
2. MBAFIRL , EBENFEH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMNERA,

AWS CLI

MRERRWFENNZZR  ARERA TGN MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24 , BT E MBI MBZRIRA, MREEREX HAPREIRE B 2R AS 19 175 1) X
BR , MEZEMHEA the section called “AWS CLI” @i 389 h1 22 3240 B 37 01 321X LE iR 2N,
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ERMWENINEZEZH (AWS CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZAXT S INZE AL
FRE—XiFgHH,

aws secretsmanager update-secret \
--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NEERAFBAXNEERMSE , WLAEFHIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&S the section called “B&IKEH AWS CLI 76 AWS Secrets Manager Z48HI X &7,

a. REMBERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
--version-stage MyCustomLabel

e THWEE,
b. SIRERZERFRAE,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& # AWS Secrets Manager 4R

BULECEZZAEERETHE , EABRRTZANGEE, X THEMBRSIEZNESR , EAES
EFEAHMRSREFTHIERE,

ERTHEERY  KUNERENEN. AEMRSEENRALNZRSH ID FATR. RE , &
1 AWS CLI , i8R d escribe-secret , REEFZFR. OwningServiceBXEZEER , SR KE
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NTREENZH , EUUERERANER. ETHRVERE, MBZHNMRIC. BETUAERNER
HERSR , ERMNBEWEEREHNTERIUENZHAE. BMRESER Secrets Manager HHYZ A UK
REIRS LNERE. X2AFRFBEASILEEZSN  UEEFTFRERZAEN , REARR-AEET
ENEILE. BXEZEER , B5H ik BH.

HIRB AT |, Secrets Manager 2% K — CloudTrail BE&RB. BXEZEE , HSH the
section called “fE i LA T 5 K& F AWS CloudTrail ",

FHEERNR (2 )

1. J@i https://console.aws.amazon.com/secretsmanager/ TFF Secrets Manager %A
2. MEHIKRL  EFEHEH,
3. EERARMAGEENEL , MITUTREZ—

BEE , BLEER ARN S EHAN BN,

- EFEFHER, EERAFAGSENI D, ERRE, ARERRERR,

« EFEHMERY , BSH the section called “BE M ZH NZE R,

s EFEFRE  BEFRSETFF  EREENRE, H2H the section called “4ric Z4R”,
. EFHWERE, B3I the section called “EFWHE",

s EFHHPNNER , BEBREMFHIERRENR, HSH the section called “fF1X fR 5 B
Bt hn 227487,

EFHMBRANER , FERRATPEREERER. FSH R B,
ERNENEZAEFNIEMGXE SR BEXEEFESA.

MRBWZRAFTREAR , NETUERBI RN INZRZRP, EEFEFd | EREIARI R RIER
H, REEREXES | ERRENZEHH, BSH the section called “Z5 48 N2 F R %7,

FEFURAUEEHEMRSEE  SFEEZBRSHENRER. S £EEHR,

AWS CLI
Example E #2547 1% 88

LAF update-secret ROMEEFHHLANHEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."
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AWS SDK

BANBWERBUETE 10 28— RWERFEFA PutSecretValue Z UpdateSecret, IR
WH PutSecretValue =% UpdateSecret E#E4A{H , Secrets Manager F I 2 ZAMFIRA. X
MRS 100 4NBY |, Secrets Manager £l BRARFRICHIARA |, (BT LMIBR 24 DT HASIZIRA, IR
F10 7HEHF—IRZAE , NEIBHRAZ T Secrets Manager MIBREIRRAS | 535 B 2340 MR A B9 B
o

EFEHWE , BEALUTERME : UpdateSecret 5 ReplicateSecretToRegions, BXxEZ{E
B |, i34 the section called “AWS H#F A4 T ET",

EEmESF HMWE AWS Secrets Manager

MR RBZAFNKIREIFIESMY |, Secrets Manager 2 EEZAE T, HiR, MMXBANRSEFIX
BT, REEMERFNERTXSKRNE , BZBEZHK, /. _. =, # ER¥HKRFH , HEXERAKZF
MFEFHITER, EFFEAREZREFNER THITE R |, Secrets Manager &7 ##8 RFRFH LT
HERPNPMHWER, XESFRABINAERNE, NFREABFINEF/FIEFIFSHWEM
Bk ITOME, Hlin | M AE KA credsDatabase#892 HoEREMH, WIRMFRZBMNEFHNW
creds, Database # 892,

H{RYIH 4R |, Secrets Manager 245K — CloudTrail BE%B. BXEZEER , 50 the
section called “BE LA T 5 R & F AWS CloudTrail ",

SERBLR T E RN AEER
B

CEZHABHINIL ; KO KNE, flin , EF : Data 2IR[E BN DatabaseSecret HEH |
TRE# A databaseSecret = MyData W&,

BN
R ZARMBPNER | FX9KRKNE, Hla , #iK : My Description 2E EG LT #HIRH
=4
* My Description
* my description
* My basic description

* Description of my secret
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M. EE

EXRHANBRSEENZH AWS |, 60 CyberArk = HashiCorpo
HERS

CEEEARS ID BRI F L, 7F|Xﬁj(’J‘—E}o flan , my-ser FHRSEENBHASH R my-serv
M my-service #1TE. BXEZEE , BZH EEEH.

EEHIHVEA
B TR ERH, BIABANREFNEH,
R

CEREBWITL Ko AKNE, fFltn , $55Z58 : Prod 2I1REH % Production M Prodl A9
Z40 , TIREHHRE prod 5 1 Prod HE4A,

WEE
EERZENFTL ; K KDME, i, #5E : Prod 2REFHZ Production M Prodl B9
24, PIREHHRZEE prod 3 1 Prod BIE4A,

Secrets Manager 8 —MXEHARS , fOREIEE XE A ZH,

AWS CLI

Example % H £ k 7 5 19 2248
BATF list-secrets ;RHIFRER T I& 0K F R Y 4R 51 K

aws secretsmanager list-secrets

Example Fi& 20K F~ #8922 48 51| 5k
BAR list-secrets ROIFREVENIKF P EHRTE Test WEHRIIK, BEMTEX D K NE,

aws secretsmanager list-secrets \
--filter Key="name",6Values="Test"

Example Z KA AWS RS ERM MR

BT list-secrets RARBURS BENBAFIR, £ D ISERS. BXFLEL  #SH LE85
4.

AWS CLI 100


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/list-secrets.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/list-secrets.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/list-secrets.html

AWS Secrets Manager ArfEm

aws secretsmanager list-secrets --filter Key="owning-service",Values="<service ID
prefix>"

AWS SDK

EFHAEP - AWS SDK BEHRHER |, FFEFAListSecrets, BXEZEER |, 534 the section
called “AWS B+ FF X T E@”,

I BR 2% AWS Secrets Manager 4R

AT , AWS Secrets Manager #E El BRI Z LB R H#E, Secrets Manager 72 3 BNl
Br# 4, M =Secrets Manager &£ BIFXLEFATL LR , HitNERENE (KR R7X) Bl
BRiXLEEE, EMEMNBRERRE , B RS ATHERNZEHR. RicH SRR ZA KBTI,

MREFEFRASHIEBXE |, MWEEFERER. BEMEBREIER , RAEMERERH, EEREREIZE
B, ZEI AL ETBR.

BT EEEMBRENFRARAK |, R, BALUEER AWS CLI 3 AWS SDK MIRZAS R B BRFTE E F4R
L, XM ZRAREHEFA , H A Secrets Manager E/5 & B3Il BRiZ AR

MREBFRMERNAEFRESNMEEAZRS , MATELEI2 — Amazon CloudWatch ik , REEZERE
NEBEREAZRFRZEH,. BXEZER , SR BEITRIMBERE AWS Secrets Manager Z5 47 ] i 4

EMIRRZRE |, B MEE secretsmanager:ListSecrets fl secretsmanager:DeleteSecret
R

L IEMIBR 4R , Secrets Manager 245 — CloudTrail BE%B. BXEZEE , 50 the
section called “fE LA T 5 X & F AWS CloudTrail 7,

I ERZR4A (2HIA)

1. BH https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager &%l &
2. EERIIRP , ERERBRNESR,

3. EEAFMAEENSH , EEEE , ARERRERER,

4. EEZAZANMITIMEBRNERES  EZFSHET , BAKAMBRZ AT ZEFH X Secrets

Manager Hfin—& 5 DeletionDate WFE , FNHEHIRE N H 51 B HAMT @ N ERNIRE S RIS
EHN KRB,
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5. EFIHRIMIER.

EE EMERN A

1.  FTFF Secrets Manager #&&& , Mty hitps://console.aws.amazon.com/secretsmanager/o

2. EFPNMHL  ERREF
(&

3. H'BEIUXNEES , ERERUTIMERNESR  REEEREF.

il R Bl A 22 4R

1. $TF Secrets Manager $###|& , Mk 7 https://console.aws.amazon.com/secretsmanager/o
2. B‘EEEXEH.

3. HEHBRARARS , ERREEEN.

4. M Actions (1E) & kR Delete Stack (HilBREIZA),

AWS CLI

Example il Bk%Z34R

BAF delete-secret REIEMIERZR, EELE DeletionDate MR FEX ) HHAFIAf B restore-
secretZBIMREZH. ERREFN B EMXENZL , BEFEH remove-regions-from-
replication MIBRHEEIAR , R/FEA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3 BNl Bk %3 4R

LA delete-secret ;RIF 37 BN BRZA4A T & B IR E TR, BT EIRE L 234A,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery
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Example il Br &l 4248

BAR remove-regions-from-replication RGIFMIER eu-west-3 R EIARZEE . EMIREHIZE
HXFWEH4 |, BEBREIER , AFHA delete-secret,

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

AWS SDK

EMERZE , B DeleteSecret i H. EMBRFHRAE , BEEA
UpdateSecretVersionStage . EMEREIA , A StopReplicationToReplica W,
BXEZER , B3 the section called “AWS ##4F % TE G,

& % AWS Secrets Manager 48

Secrets Manager fFit XM RNV ZAU N EFH , MABEEHRZFH. TMENBRI/E , Secrets
Manager K AMIBRZZE4R. £ Secrets Manager MIBR#ZE4RE , B EMEZEH, EMERNBRER
28, B RERAHBREETHITHRE, XM ER DeletionDate FE , MNMBUHEITRIAI KX
i BR

EERFEPMEZRANMATBIE , BUMEHR secretsmanager:ListSecrets
secretsmanager:RestoreSecret R :

HIBMME F4ART |, Secrets Manager 24K — CloudTrail BE&REB. BXEZEE , S5 the
section called “BEA LA T 3 A E F AWS CloudTrail ",

TRE T (2HA )

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &

2. HEERIRYF , BEERENEHBN.

MRBASRPRETHBRARA |, BERERE
(& )o
EEERIUNEES , ERERITRBRNES , RAEEERT

3. EEPEFMEEHIH , EEBUERER.

4. TEBUEZAMBREIAXEES | EFRBUEMBR,
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AWS CLI

Example 1k & 2 81 i Br &Y 2248
BAF restore-secret RHIMRE T By it ki BREY234R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK

EREIRCHBRAIZR4E | A RestoreSecret . BXREZEER |, 15 the section called
“‘AWS BEF XTI ERE,

Fric AWS Secrets Manager %4

Secrets Manager FH#REE LN BEE LN ZRANMEELARNIRE, BUUERARSIRKENERE, 8
RMFEE AWS Ik PR ZHMEMETR. SR BAN , BEMBERRPERANESTELR. BXES
f§8 , 5 H Tagging Best Practices ( ¥ricE{EXRE ) BE$,

BH R EM B FHANIRE | URFRIEL ZZHZANIHRNE, BERXEZEE |, S Hthe section
called “7R~¥l : fEFAPRZIRFIXI AT,

BB EHA. AWS CLI HIF AT ESHNREEREH. AWS ERMH TR RELATEUER
BIEBEENEFE , NTIREEFRHHRSEEERERR, BEERTERENSHNES , BSH the
section called “E# #%4A”, Secrets Manager T X E FIREM R AR D E o

DAEREPFERBZANBBRES

BXRRERFMGERE , HSH AWS —RSEZEBHFNRICH RS ET. HEXDKNE,

LM ICRBUEARIE B 4ART |, Secrets Manager 24 X CloudTrail &% B, BXEZER |, S
[Fthe section called “BEA A T H X Z F AWS CloudTrail ",

EREANIRE (25 )

1. BHE https://console.aws.amazon.com/secretsmanager/ ¥ 7 Secrets Manager &%l &
2. MERIIKRLE , EFENEH,
3. EEAFMAGENENAFIRIFF , EREENRE, REEEMNEX D KNE | RS

o
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AWS CLI

Example @ Z AR INRE

LAF tag-resource 7RI EA T a0 E A IR 1L 1B S B INFR

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example EZARMZNMEE

PR tag-resource RIS @ZEAM MANMRERE,

aws secretsmanager tag-resource \
--secret-id MyTestSecret \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M 248 il BRAR &

BUF untag-resource REMFMNERAHBERAMRL. X TEMRE |, BANEDBBMBR.

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

AWS SDK

EERENEZANRE |, A TagResource = UntagResource, BXEZELR |, S Hthe
section called “AWS B4 F AT EE",
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B X 15 & #l AWS Secrets Manager %4

RN ZHT RSNES AWS X |, UAXFohEXERXHNARERF , ATAEXETR
MELEEER, MRUEHFE , TUANBEAZRARANIBIRNR , REFHRENMIUEF], Secrets
Manager AIBABS1EE X E H B R AP THAE | RS R IR REE

BREXE |, BlIARZEEAM ARN SEZAMRE , Fla

« %4 : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZR4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBXRZHANENER , iS5 AWS Secrets Manager Eft»

HEFEFIEAXENRREENREESIN , ZANESRBEENERER. RAEEHRH
B, BIARRRZANEE , A AESHENEREE . SUNERARTNEMREN LR XEE
BEEE.

MBEBRHERAE AL |, Secrets Manager FHEEXFAHRITRARE , TN ZRPAESEEBIMEX
BRWEIARR, ELERMEEMBERIABHANER,

B UEFEEREAN AWS XEHFEHZHR. BE- , MREERHK AWS XiF ( fila AWS GovCloud
(US) SR E X1, ) £ Secrets Manager , M| RBETEIX 45 %% AWS KB E ERAMEIAR, BTEE
FEBEA AWS XEFHEAEFZTIIXE , b FTEEFNEMNT L XS 625l X,

ERBAEHES —IMXEzE , B4R RZEE. AXESEE , HTZREE AWS X,

B AAFEZHNXIEPH Secrets Manager ix R , MEEEHZHANAESNXEHEHZEH.
Bx KimT RKFIK |, FSHthe section called “Secrets Manager s 5" EFEAEFIRIES TEME
WM | FERE B2 SRRERKEPHEIRE (DR) M., AWS

HIREFIZEART |, Secrets Manager 24 K — CloudTrail BE%B. BXEZEE , HSH the
section called “fE LA T 5 R & F AWS CloudTrail ",

ENFHERIEMMX (2HE)

1. BH https://console.aws.amazon.com/secretsmanager/ 3T 7 Secrets Manager &%l &

2. MNBHAIRLE , BERENESR.
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AWS Secrets Manager PR
3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREEHZEH , BT Replicate secret ( EFIZ4H ) Fo , 1%£$F Add Region ( RINXIFH ) -

4. 7E£ Add replica regions XiEES , UITATRE :

o

a. X AWS X , FEREEREAEFRENXE,

b. (Wit )X TMEHRMAP , EFARNEZRN KMS B4, BHRLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#IRES ) -

AWS CLI
Example 5240 5 #I B H At X 15

BAR replicate-secret-to-regions RHMGFHAEHE eu-west-3, BIARER AWS FEEZEA
aws/secretsmanager ¥ 1T N%,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

Example BIEZZAHEFIE

LT TRAIBRT —NRAHFHEESE eu-west-3, EIAFER AWS £ E Z4A aws/secretsmanager #
T,

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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AWS SDK

ESH%4 , BFEA ReplicateSecretToRegions &5, BXREZEE |, 151 the section called
‘AWS BRI ET,

T RIAZRBFHHR A AWS Secrets Manager = BY 3% 37 27 4H

BIAZHARNSE — AWS X AN EZAEH RO ER. cEREETHRHMERNZHENTH
7, BEXTHMBEATUAERTEN KMS B, TR TERAEMEIAREZSR  BEMRZARN,
BIAZAARCH AR ARNZAEERHNERE  AERFNBENIBLFH, SEBANERT2EH
B30 37 4R

EEZHATHNBRT , EARFENERZAARNMMNESR , ENTEREBRRT R, =
E MRENBEAZAEARGR  BUREERBEIERZAARNIRIER.

WMEARBNARZR , BELERENNNAEFRER ML FH,

LWIRIEFZ4ART | Secrets Manager 24 5 CloudTrail BE$%B. BXEZELR |, 2 Mthe section
called “BEALLT FH & F AWS CloudTrail ",

AREARZS (2HE )

1. &% 3F| Secrets Manager https://console.aws.amazon.com/secretsmanager/o

2. SMERIERXH,

3. 7E Secrets ( %40 ) xRN L , EFRBARER,

4. HEREIRZPIEFMESETNEL |, % Promote to standalone secret ( A RINI 4 ) o
5

#£ Promote replica to standalone secret ( FEIAAR N IMUF ) MEEF , WAXE , AEE
£ Promote replica ( £H&IZ ) .

AWS CLI
Example N EIERZARHA X E4

LAF stop-replication-to-replica ROMEHIREIAZASERAZBNERE, BIXZHEER
XA N EFR, BUAMNBIERXFBREA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
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--secret-id MyTestSecret

AWS SDK

BENBIARBARRNINIRE |, EFEH StopReplicationToReplica . BHUAMBIARZREAXE
WALkGS. AXEZELR , 55 the section called “AWS B F X T EA",

B lE AWS Secrets Manager £ il

HTZATLUEAReplicateSecretToRegionsHAEFEABIEINEH| CreateSecret , FHILMER
HEFIEAFEFI®Y , BRIMNBWEHEIEEEAddReplicaRegionsS B R E, EAILIENRFRE S

fEAConditionF 8 , (XAWFRMBEIAXFHERE, BXRETUEANKLEFR , ST R
il

Example PR 1E & HIR R

UTRE RO EROAAFRERMNEIRXEWIRE, XAy LA - REE&E
M ReplicateSecretToRegions#CreateSecret&E #l% 4,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}
]
}

Example X ft ¥ [a145 € X 5 12 it & IR
UTHRBERTWMAARTFUATRHREARNR :
- TESHIENTIER4A
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RAriEmE

- B EHEMRA T EE M NS AR X5 5k 6 2 %47
- HRAEFTXENMNERNXE

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret",
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",

"Condition": {

"ForAllValues:StringLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HEBR AWS Secrets Manager & =
BT R WAL R A — LR
EE XS EFEERMMEERNZEA,

NUERRWFEE , TUBSRAXEAINEERENEH, BEWES  AEEEREFNEES , &EE
x

I o

KMS Z 4 L% B o ARV BRR TR E o

Secrets Manager B AR B Z4 , RAREEARAXGHRHEH KMS ZAEHNHR, MRBEEXEF
SRBMZEZEAM kms :Decrypt R , MKBERIMEE IR, EFH aws/secretsmanager SAAH KMS
FEANEHWRBRHITNR , BEEXNZAHRIT kms: GenerateDatakKey M kms:Encrypt. HSH

the section called “KMS Z4A IR,

HEEHIRE
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KMS ZA B ERIXE

MR FE XA NBRZAWZHRMBER , W Secrets Manager FFTEE HiZHWZR, BFEEERT N
% MRREZEEEFACEADMBROMBZRAMEZN BEEXRERAE , hAgERENHE IR, BX
Secrets Manager IMAINZE LR , S the section called “ZAMNBZRMFER", BEfERILEB | &0
LIEF I BB , LAE Secrets Manager R SHFIMEZRARNEH#H TR, EXEZEL , ES
R EAMENNZEZSR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

BEAREAEE B XE,

EXxXABEAREHNER , BSEEE AWS XiF, & (AWS kP EBESEIERE) P,
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RAriEmE

M IREVEAZR AWS Secrets Manager

LR REEART , Secrets Manager 24 K —* CloudTrail B&E%& B, EXEZEER ,

section called “fEF LA T F & F AWS CloudTrail ",

R MERN T ERRYEE !

{5 Java 3REX Secrets Manager B Z4A{E

{# /A Python 3REY Secrets Manager B %40 {8

{# F NET JREX Secrets Manager Z4A {8

£ Go JREY Secrets Manager K40 {E

{5 C++ AWS SDK JREHX Secrets Manager Z4A{E

£ JavaScript AWS SDK 3REX Secrets Manager 43 {E

& Kotlin AWS SDK 3RHY Secrets Manager #2243 {E

£/ PHP AWS FF & T E@3REX Secrets Manager Z4A{E

£/ Ruby AWS SDK 3REX Secrets Manager %4318

{5/ Rust AWS SDK 3REX Secrets Manager Z4A{E

£ FASRERBE B {E AWS CLI

£/ AWS 25| 8 RERAE

£ AWS Batch Ff£H AWS Secrets Manager #4A

£ AWS CloudFormation %R F3REX AWS Secrets Manager #%
£\ 5 3# Elastic Kubernetes Service £ AWS Secrets Manager %4
£ GitHub TYE#F £ AWS Secrets Manager #%

£ AWS loT Greengrass F £ AWS Secrets Manager %4

£ AWS Lambda BEEFEH AWS Secrets Manager # 4

£ F Parameter Store BB AWS Secrets Manager %4

{#/ Java 3REX Secrets Manager HY 48 {E

ENARFES , B i@ T AAGetSecretValuesiBatchGetSecretValuefE{£{a] AWS SDK ##¢
RIENFH, T, BENEBEVEELIFERAZEFR REFEREFEENFAE. EEFATURSREHRERK
AR,

FZ M the

Java
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EFARAFNEREERIIBIEE |, LA Secrets Manager SQL Connection REIFEF |, iZIRK 152
Fi&ETER IDBC BHiEF. EEFERAEFRERT , HiL T ARRKIEA Secrets Manager API #Y B
,

£

- FAWAEESIREFN Java JREL Secrets Manager 24318

- EAZAFHNEREMSER JDBC EEE SQL #IEE AWS Secrets Manager
- {#/ Java AWS SDK 3REX Secrets Manager Z4A{E

FRTERFIREREN Java 3REX Secrets Manager 4318

ERRZAR |, BATLAEA Secrets Manager EF Java WERLAGREFEFR , UBEREH, ©E
EXFEALEM Secrets Manager # R RZHAMNEREEMR. BT A Secrets Manager APl 7= 4 5%
A, AkERAETFAURERE. BEXREZPNAESZE , BSH REME,

EEERN RISV ERA (LRU) , B YEEMAEAZABAN  CLAEAREERRONTHA.
FERET  EEASINRF—ARER, CUNREEEFTRFSANME , A TNENTBAR
RHSUFMES AL,

—BRREFSIA  EFEETIHETEFNRER, EEXBETLRFEFLIAN. EEXINETEFE
5, MARMENBLZEMTUREMNER, NREFBZHNNLZLNE (HIUNNEZRFFHTE ) |
FEARENEONBRG E,

EFERAZEHN , BYXTHEEATERE -

« Java 8 ESMAWF KHE, 5SS H Oracle ML E# Java SE FE,

« AT Java AWS # SDK 1.x, fRAISATET B R EARMREK Java AWS SDK, EXEZEER ,
BESRERERT Java B SDK 1.x # 2. side-by-side xo

BETHRNR , HSH LK S ecrets Manager £F Java WEGFEFiwE 4, GitHub

ERFZAAERNBENIE F |, IHE Maven pom.xml XEFRBFLUT KB, HX Maven WESE
B | &2 Apache Maven Project Wi £ (ATTIERE) o

<dependency>
<groupId>com.amazonaws.secretsmanager</groupId>
<artifactId>aws-secretsmanager-caching-java</artifactId>

BREFWERDEN Java T3
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RAriEmE

<version>1.0.2</version>
</dependency>

FTENR :

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H RESE.

sE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Example 1 &R %4

UTRBROIE T TRRBAZHERN Lambda Bk, CHEEESLERFZASIULERNSE
S8, REMREERAREZ Lambda B , ©RAMKEAMZ AP

package com.amazonaws.secretsmanager.caching.examples;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;

import com.amazonaws.secretsmanager.caching.SecretCache;

public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context)

final String secret =

cache.getSecretString(secretld);

// Use the secret, return success;

HHEFIREFEN Java
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https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
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SecretCache

i& Fl T M Secrets Manager BRI BHNAFHREF. EEHA the section called “getSecretString” %
the section called “getSecretBinary” NEFH KR FEH, EAIAEDEZ AEE P H the section
called “SecretCacheConfiguration” S RRKE B EFRE.

BEXAFERFENNEZELR , S the section called “THEZE iR EZINEER Java’s

public SecretCache()

ERAT SecretCache IR BRIAFTE R K,
public SecretCache(AWSSecretsManagerClientBuilder builder)

£ Secrets Manager & F i ( EHRMEA AWSSecretsManagerClientBuilder €12 ) #9i&
HEF, FERANEERKT BE Y Secrets Manager & , HlIFEAR — S EXERLHT =o

public SecretCache(AWSSecretsManager client)

BEEARMA AWSSecretsManagerClient MEFNBHAERF., FHLMERKTEE X Secrets
Manager &% , flAIEAE —FEXEHFELHET Ko

public SecretCache(SecretCacheConfiguration config)

BEFARMEMN the section called “SecretCacheConfiguration” ¥EHR4BEE,

7k

getSecretString

public String getSecretString(final String secretld)

M Secrets Manager # 8 ZFRF&EF4A. RE String,

getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
M Secrets Manager R #3%& —# HZ40. BE ByteBuffer,

refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

BREFWERDEN Java T


https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClientBuilder.html
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RAriEmE

BEIREER. WRBFHTEZAER , FHERE true , BNFIRE false,

close
public void close()
KAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , MK AEFXDNEEEFRANEFHE

(TTL)o

public SecretCacheConfiguration

FEATF SecretCacheConfiguration 3 REVERIANTE BRI
JE

getClient

public AWSSecretsManager getClient()

REIRFMNPKRFRZLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZENFRRZHM AWSSecretsManagerClient BF i

getCacheHook
public SecretCacheHook getCacheHook()

REI A THEHERFEEHM the section called “SecretCacheHook” # 0O,

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

BB TEHEFERM the section called “SecretCacheHook” 0,

HHEFIREFEN Java
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RAriEmE

getMaxCache X /)»

public int getMaxCacheSize()

BRO{EAEFEKRN. BIAMERN 1024 MNER.
setMaxCache X /)»

public void setMaxCacheSize(int maxCacheSize)
REBAEFEKRD, BIAEN 1024 MEHR,
getCacheltemTTL

public long getCacheItemTTL()

BREEEZFIEN TIL ( AZMNEN ) , HEEFEHESL TTL &, EEFFM

AWSSecretsManagerClient FRRIZZAMFEIAR, BIAERN 1 /Dot ( AZWHEA )

ETTL 2FREREZRN , EEFRLHFTHH. NRESRFMEAY , EEFEEINER.
setCacheltemTTL
public void setCacheItemTTL(long cacheItemTTL)

NEEEFTERE TTL ( AZEWHEN ) . HEEFEFHEIL TTLE , Z2EFHMN

AWSSecretsManagerClient AR RIZFZAVFEIAR, BRINER 1 /Dot (AEZERDREN ),

getVersionStage

public String getVersionStage()

BREGEZFNERANRE, BXESELR , BSREBHRA, BIAMEH "AWSCURRENT",

setVersionStage
public void setVersionStage(String versionStage)
RELEZFENEANERE. AXESELR  BFSREHARE, BIAMEN "AWSCURRENT",

SecretCacheConfiguration 5& F~ —itg

public SecretCacheConfiguration withClient(AWSSecretsManager client)

HHEFIREFEN Java
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®E AWSSecretsManagerClient BMMNAKRFH, REEEMEENEFR SN
SecretCacheConfiguration XK.,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
ERATEHANFEDPEFNED, REEEFEBMNEHEM SecretCacheConfiguration M &K,

SecretCacheConfiguration withMaxCache X />

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

REFAEFA D, BEEEHIRENERH/GHW SecretCacheConfiguration MR,

SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEEFMBERETIL ( AZEWREN ), HEEEFEZHEIL TTL , EFEMN
AWSSecretsManagerClient R FZFHAMNIEIAR, BIAERN 1 pit ( UEZRDNEN ) ., REIER
BHHFRBIWEHEN SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

REZLEZTFNERANRE. BXEZEER , BFZABHART, REEEHEENEHMEH
SecretCacheConfiguration &R,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RULEN F# T EFEH M RANITRENED,

put
Object put(final Object o)
EENRUERBEZEFD,

REREF#EEEFPHXIR.

FEESWERDEN Java -
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClient.html

AWS Secrets Manager ArfEm

get

Object get(final Object cachedObject)
MEZEXNRIREX R
BREZENEFFEEENR

FERAZAPHNEREFER JDBC iE#EE| SQL BIEE AWS Secrets Manager

£ Java RLFAREF S , /RATLAEEA Secrets Manager SQL Connection I3 12 5 F 2% 1E Secrets
Manager FHYEIEE#EE MySQL. PostgreSQL, Oracle, mssqglServer, Db2 1 Redshift #(#E .
BNEHEFBSBEER IDBC BHEF , RLEAILAER JOBC AAXRGEHERE, BR , £F
PDREEREAFENED , MBRUEZHAN ID. BITEFFFA Secrets Manager k# R4 E ,
REEABAPNEILERIBEEF, BHERFEFFER Java B REFEREFEU , XFEREKHN
EEMTFER A Secrets Manager, RIABRT , EFLE/IRBF —IRX , KAERRZRARNBSF
¥, EEEZERE , S Hthe section called “SecretCacheConfiguration”,

B AN T EIRABGitHub,
EF [ Secrets Manager SQL EZERFHEF :

. BHRARESFLT Java 8 REBARAS,
. BHBAMSTARTZ— :

- FHl JSON S P BEEZ. ERERI , 157 Secrets Manager ##5|5 P EFHHHA HIEEF
Retrieve secret value ( KR ZE4AE ) . HEF , TBIE AWS CLIHget-secret-value,

* Amazon RDS £EZE . N TIHREN , MAERMEEMIEERINEH,
« =P HAILSE Redshift EEMNHLE. N TURBRE  SHAERMIEEMNIEERIMGEHo

MREHBREEFEEH DN EMXE , BEEI S - MXEPHNEIARERE | FELIBEEMNEEXERR
MixO, EAUEEAFABRENNEAT. SSM SR FHESBIRBERERFRXKBEZER.

ENERAEFANBDME & |, BE Maven WEXH pom. xml FRZEZFRFRMUA TEBI, HX
B %{EE , 2 Maven Central #f& FE M E#Y Secrets Manager SQL #E# .

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
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K EFERRINETIERHEEFE, MREE Amazon EKS LETRFEF , ©HRESRIEEET
M RMNEILE , MASKREBRESKFAAR, EFREEM , H% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBIURINE Gradle Ik Maven I B 304,

Effsecretsmanager.propertiesX#Hi& & AWS PrivateLink DNS &% = URL FXiE |, iH
TR -

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EEEZFXIE , i5iRE AWS_SECRET_JDBC_REGION ¥EZEE X
secretsmanager.properties XHHITUTEN :

drivers.region = region

FTENER -

+ secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXREZEER , F5H NESE.

o
- BEYSRIEFNER
B EER S ik OB HEE
o 5 c3p0 FEEMEE T IEE
£ c3p0 EEMIBE T IS E in S Mim O K E i

BV ESHREENERE

THEMRGERT MAEARATHNESIENERZEEELSHEENIERE, BIUEER , Z9FEH
JDBC ARARFRIHIEE. BEXEZELR , {55 Java XML LAY JDBC it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance
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// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInstc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

i 8 E i UM o 1 38 3T i %
T RELER T WA A B4 0 EIE R I E B i R R O B3 S 5IR R,

Amazon RDS £ EZ4A TN AEHTEEN H S MNE O, EFHEBE Amazon RDS BEENZ4AP N T EILE
EIBEE  BEREPIEEIXLEI,

£ 5B E A sy 2 A AT AR IE B XS HEENIER | BEFNZART I 5RBHATRNIERE
FR. BNEIAHERZAMEE, EFXEERERFHIRAT , FRNESRENREFM XEN K
RAiHOEE,

BIAERERE , B0 #H JOBC BAXRGEKEE. BXEZELR |, 55H Java XML £8 JDBC B
it AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the IJIDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

£/ c3p0 EHEME I iE

LR RBER T SMAMEM c3p0.properties XHFRBMEEL , ZXHEARIEFNBHPRRE
IEFEREFES . N T user M jdbeUrl , FaMAZEH ID BEEEREL, AR5, BAUMNZBHRRE
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RAriEmE

B, PNXEEEREEMEGRERER, AXESER

EZ Y Java XML ERY JDBC E i 1

BX c3p0 WEZEELE , 1§51 Machinery For Change M £ c3p0.

MySQL

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

PostgreSQL

c3p0
c3p0
c3p0

Oracle

c3p0
c3p0
c3p0

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

.user=secretld
.driverClass=com.amazonaws.
.jdbcUrl=secretId

MSSQLServer

c3p0.
c3p0.
c3p0.

Db2

c3p0.
c3p0.
c3p0.

Redshift

c3p0.
c3p0.
c3p0.

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

user=secretId
driverClass=com.amazonaws.
jdbcUrl=secretId

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

secretsmanager.

sql.

sql.

sql.

sql.

sql.

sql.

AwWSSecretsManagerMySQLDriver

AWSSecretsManagerPostgreSQLDriver

AWSSecretsManagerOracleDriver

AWSSecretsManagerMSSQLServerDriver

AWSSecretsManagerDb2Driver

AWSSecretsManagerRedshiftDriver
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5/ c3p0 EEMIBN 1E E in [ MmO SRE M iE i

AT RGERT W{AER c3p0.properties XHEMEEM , ZXHFERARIEFBEIIEEN IR
MmO RFAFNEIE. RE , BN ZBFRRRER 9=F4§izﬁzbi%?§ﬁﬁfﬁﬁﬁﬂf&§&ﬁ§ﬁ_?§o
BEXEZER , 2 H Java XML LR JDBC A AR,

Amazon RDS HEZATBIEHIEEN RS MEOD., EFHAH Amazon RDS EEMZAT M EEILE
EIBEE  BEAREFIEEXLEIE,

EFEH i XEA R A A RREZIXEHEFNIER  EEHNZARTIEERBATRNIERE
FR. BNEIFAHERZAEE, ENXEEREEFHIRAT , BRNESRENREFMEXEHN K
RMixOAESE.

MySQL

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretlId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretld
c3p@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
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c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000
Redshift

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
Cc3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£ Java AWS SDK 3RHX Secrets Manager Z4A{E

ENRARES , A l@ T AAGetSecretValuesiBatchGetSecretValuefE{E{aA] AWS SDK #H#

RIENFH, T, BRNEVEELIFERAZFREFEREFEENFAE. EEFATVURESEREHREK

A,

- MBENBEEZITIEHEERESD |, B Secrets Manager SQL &Kz 72 718 Bh 2R 4A P AV EiE
ERERBERE,

« WTFEMEBMWERE  BEAET Java B Secrets Manager E174E4 , B ME
FAGetSecretValuesBatchGetSecretValueE# A SDK.

LT RIBREVERINMAER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.
* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html

* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
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* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

£ Python 3REY Secrets Manager #Y % 4AE

ENRAEEFES , EulBd A AGetSecretValuesBatchGetSecretValueE{E{ AWS SDK H#
RENEH. T , RIMNBUEBIEATFREEREFENEZRE. EEEATUESEEARK
B Ao

F&

- FRATEESIBEREN Python 3REX Secrets Manager 24718

 {£/ Python AWS SDK 3R EX Secrets Manager Z 418

 {#/ Python AWS SDK 3REX—#t Secrets Manager #4718

FERAW AR IREFN Python 3REX Secrets Manager Z4A{E

ERRZAN |, B LAER Secrets Manager EF Python WEFEAHRELEZTH , UEFNREH. £
RERFZEALEM Secrets Manager P EZHAMNEEEMR. BT IFA Secrets Manager APl &7=4%
%A, AEAZFAURERE. BEXREZAVAESZ , TSR REME,

EEERNBERSER (LRU) , AR YEEAAEEEATAN  CAEAREEARONHS,
FERET , B HAF—ARE, CUNEBEEFTRFEANAE | A 5EHR
RS INES A,

—BRREFSIA  EFEETIHTEFNRER, EEXETLRFEFIAN. EEXINETEFE
5, K MARMENBLZEMTUREMNER, NREFBZHNNLEE (HIUNNEZREFFHTE ) |
FEARENEONBRG .

EFERAZEHN , BYXTHEEATRE -

« Python 3.6 S E SRS,
* botocore 1.12 LE R4, HEZSHEH T Python # Botocore BIAWS SDK,
- setuptools_scm 3.2 ESRA, 1EZS [ https://pypi.org/project/setuptools-scm/o

ETEHRARB , HSHW LMW S ecrets Manager £ F Python WEEEFimEH. GitHub
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ERRAN  BEANUTH T

$ pip install aws-secretsmanager-caching

FRERR :

secretsmanager:DescribeSecret

secretsmanager:GetSecretValue

BREZER , F5H NRSE,

ZE

SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example ¥ & %4

THEMNROSERT WAIRENE N mysecret MEBRHANRHAE.

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

BT M Secrets Manager K R FRANWRNEFERE, EEA the section called “get_secret_string” 5
the section called “get_secret_binary” NEFEHRRERZH, B LUETE AMBEEREPH the section

called “SecretCacheConfig” M RKE EEFRE.
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BXBEROIEANESZEE |, S H the section called “T B & inEFIEER Python”,s

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAAEE :

» get_secret_string

» get_secret_binary

get_secret_string
KRBRAFHFHE,
BERIEE
response = cache.get_secret_string(

secret_id='string"',
version_stage='string' )

5%

« secret_id (F&FH) - [XF] FEHNBAMZ ARN,

« version_stage (&) - BERZENBHANRE., BXEZEE , BSHEBHARE, BRIAE

7 “AWSCURRENT",
RERH

FRE

get_secret_binary
KERZA - FIE,

BERIEZE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

HHEEFIREFINEER Python
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)

2
- secret_id (F&&H) - [XF] FEHN AT ARN,

« version_stage (F&#) - BERZENBANRE, BXEZER , BSHAEBHAME. RIAE
A “AWSCURRENT”,

yCACIEFic]

base64 4RI K F B

SecretCacheConfig

& T the section called “SecretCache” WEFER BRI , fINHEAREFEXK/NNEEEFZZAMNEERE
(TTL)o

2
max_cache_size (int)

RAREFKRP. RIAMER 1024 NEH,

exception_retry_delay_base (int)

BIFERERERCHFZEZSEFNYH. HAEN L.

exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BAFFHENERIY. MIAMER 2.

exception_retry_delay_max (int)

ERMBERZBFESFHRKEE ( ABREN ) . BINMEH 3600,

default_version_stage (str)

BEEFENZANRE, EXEZEERE , BSHZHMA, BRIAMERN 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEZFRAGECHEFESFETNRI. MIAMEN 3600,

secret_cache_hook (SecretCacheHook)

SecretCacheHook HIREM X, ERIAERN None,

B WEFDEEM Python =
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RAriEmE

SecretCacheHook

AT HEHF the section called “SecretCache” FLAMEX Fi T EFHP N FHARITIRENEZEO,

LTFRAAAE:
+ put
.+ get
put
ENRNEREETF T ER,
BERIEE

response = hook.put(

obj='secret_object'

)

S8

* obj (W) - [£F] BHRHTBHHXNR

REIRHE

object

get
MEZENRITREXN R
BEREFE

response = hook.get(

obj='secret_object'

)

e

* obj (WR)-- [£F] BHRHTEBHANNR

REIRH

object
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@IlnjectSecretString

MBS EE — R4 ID FH B the section called “SecretCache” fERBIT NS, ZE M ITIR
BZ4AZ B EE, BAMXTELE—NZHE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

MBS EE — N R4A ID FFEFH the section called “SecretCache” fERBIT NS, HEBTEN
CEERKTHNSHMREZIZADH JSON B, BAXMEE— JSON £ ZHFE,

NTFaELt JSON W&

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT AN ZE FIRE username # password B JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

B WEFDEEM Python e
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£ A Python AWS SDK 3REX Secrets Manager Z4A {8

ENARES , Ba i@ T AAGetSecretValuesiBatchGetSecretValuefE{F{aA AWS SDK H#
RIENFH, T, BENEBEVEELIFERAZER REFEREFEENFAE. EEFATUREREHRK
A

N F Python TR , B A Secrets Manager £F Python HEFHS R EREEMA
get_secret_value = batch_get_secret_value @A SDK,

LT RBREVERIN{AFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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{5/ Python AWS SDK ZREX—#t Secrets Manager 418
LT RIBRHIER T M{AIREUt 2 Secrets Manager Z4R{E.
FTEEIER :

* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValueBER RNWENZRANNIR,
- MREFERATFLESS , NESAIAE secretsmanager:ListSecrets,

BRI EEBEH =B , F3 1 the section called “Rfl : #HEK Z — AN ZERE

/A Important

WMRIEH VPCE FIELEREEREZNHATREL NRZHNERE , N
BatchGetSecretValue F&REMEM#MZRE , HF ALRE4E IR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:

secrets = []
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response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_namel}"]13}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

{#F.NET 3RHY Secrets Manager %4A{&

ENARERY , B LlBEdAHGetSecretValuediBatchGetSecretValuefE{E{A] AWS SDK A&
RENZH, T , BINEVEESIFAZEFREEREFLNZAE,. EEZHEUURESEREHRK
A,

F&
- FRATEEFIREFN.NET JREX Secrets Manager 4R 1E
o fERA.NET 347 & T B @IREL AWS Secrets Manager Z4A{E

FRATERFIREEZN .NET JREL Secrets Manager Z4A&

ERRZAR |, B LAER Secrets Manager EF NET WEFANGRELEZ  URNTRFER, ©ER
BEEFF LM Secrets Manager P REFEAMNEEER, BT HA Secrets Manager APl &7= 4 %%
A, AtEASRFUURERS,. BXARRZANMELZE , BTSSR REME,

BEERN BERDSEA RV, Y SFELXAEARNEAN , CRZRREEARINTH.
REQET , BFELS O NHF BT, STURBESFRHHEA0AE , ©TUENHERR
RS IES AL
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—BERBEFSIA , EFET2HTRAGFMREE, EFEXRTIBEFLIN. EFRINETEESR
B A MARMEMNELZLHIUALZLUNER, UREFZFIANZELE (HUNBEEFHHEE ) |
-IEEFE?IE{/\EIJED*[I*E%E/fo

EFERAZEAN  BYITHEEATHRE -

« .NET Framework 4.6.2 S{E G4 , 58#& .NET Standard 2.0 RE 5 ik4~, &S % Microsoft .NET
M EB R EC.NET,

« SEHAT .NET B9 AWS SDK, i&EZ ¥ the section called “AWS HHF £ T ES,

ETHRRDE , HSHEA LM “NET E2EFEEF i GitHub,

EFRERTF , BANE#TESML , REEMA GetSecretString = GetSecretBinary BE®
. EELERERN , EEFEREZEANSEFEILX,

REEFE
« BEWTUTEREZ—

- HEEMTEBFHEITTS NET CLI 75,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

«  HTIRGEZE|IARMEIER . csproj XHHF,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

PREBARR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BRESER , F5H NRSE,
S

» SecretsManagerCache
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» SecretCacheConfiguration

« I SecretCacheHook

Example % &4
DTFREBRFIERT —FMRER AIMySecret BN F £,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}

Example Bl B £ F61E (TTL) EERIFTEFLLR A

UTRBREERT —MRRBENNEAMySecret 8 TTL BEERIFIGEMNEIRERN 24 PR FE
o

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample
{
public class CachingExample

{

private const string MySecretName = "MySecret";

FRES WEFHNET m



AWS Secrets Manager ArfEm

private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

};

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

EF T M Secrets Manager R ZRANWRNEFERF, EFEH the section called “GetSecretString” =
the section called “GetSecretBinary” NEF R RFEH, EAIABEREZ AREERBHPH the section
called “SecretCacheConfiguration” 3 RKE & E1FRE.

BEXxaOERFIENNEZER |, 55 the section called “HEEF i EFH.NET,

public SecretsManagerCache()

FEAT SecretsManagerCache R BINGE R

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

{5 A fiE A IR Y AmazonSecretsManagerClient 8| 2 #Y Secrets Manager B F i &EH N EF, F
At ¥ &R T B E X Secrets Manager & F i , liERAE — 4 EXIHH LT 2.

e

secretsManager

AmazonSecretsManagerClientE M F 18 FEH 5,
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public SecretsManagerCache(SecretCacheConfiguration config)

{8 AR LAY the section called “SecretCacheConfiguration” ¥3i& #2348 & 17, {5 L #38 B Bk &
BEXR7T , INEEENZABERERIFME,

2

config

%

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£ A E A IRt AmazonSecretsManagerClientf 812 # Secrets Manager & /= i ¥ 15 $TH &

£, the section called “SecretCacheConfiguration”ff F Lt ¥31& B ¥ °] B i€ XL Secrets Manager &
Fiw , SIMEAX —BEXHRLET/RUAREEEZF , INEZFNEBEABRERARIFMNE,
S

secretsManager

AmazonSecretsManagerClientEM F 1 KL%,

config

— the section called “SecretCacheConfiguration” , EF 2 EEZEFZNEERE .

7k

GetSecretString

public async Task<String> GetSecretString(String secretld)
M Secrets Manager P RF AR ZH,

]

secretld

BERRNEZEH ARN HE o

GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
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M Secrets Manager 16 38 — # #2840,

S8
secretld

BERRNEZEH ARN HE o

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

B M Secrets Manager iHRZHE , AFEATANEREFTEF. WRSEIENERERE , BHoE—
N EFZB. MERIFRID , WIRE true,

BH
secretld

BERRNEZEH ARN HE o

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretld)

REEEZANEFRE (NMREFHFEZZEH ) o BN, M Secret Manager iz RFHH , H o
B-1THEFEHE.

e

secretld

BRRWEZH ARN Ao

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZE Bk , SR KEFEXNIEEEFZR
B FERTE (TTL).
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B

CacheltemTTL
public uint CacheltemTTL { get; set; }

BETEN TTL ( UZRREN ) . BRIAEN 3600000 ZRH 1 Mit, BAMN 4294967295 ms
AR 49.7 XK,

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RAREFKRD, BIAMER 1024 MEH. HRAEN 65535,

VersionStage

public string VersionStage { get; set; }

BEEZFNERANRE. BXEZEER , BSREHAERE. MINMEN "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM AR ZHER, MR R null , EEFEIML—DIHEF K. RINE
ﬁg null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

— the section called “F SecretCacheHook”,

F SecretCacheHook

B F #4493 the section called “SecretsManagerCache” FEAMEX 174 T EE TN ZAMITIRIERNEE
Ho

&
Put

object Put(object o0);

HEZNRUAFHIEFP,

FRES WEFHNET -
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BREEFRHEZFTHXNR,
IREX

object Get(object cachedObject);

MEZEFEXNRIRET R,

BREENEFPRERNTR

FFH.NET 24T % T E@3IREL AWS Secrets Manager Z4A{E

ENARERY , B LlBEdAHGetSecretValuediBatchGetSecretValuefE{E{A] AWS SDK A&
RENFH. T , BINBWEEIFEAZFIREFREFENFAE., EFEFHATURSREHRIK
A,

FF NET MARRF , 5 Secrets Manager 2F NET WEFANGSHEZEMER GetSecretValue
= BatchGetSecretValue A SDK,

AR RGERNAIER GetSecretValue,

FIFEMR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve

/// the secret value for the provided secret name.
/// </summary>

public class GetSecretValue

{

/// <summary>
/// The main method initializes the necessary values and then calls

/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;
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IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WriteLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
Secretld = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.

};
GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.

.NET AWS S
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try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{
Console.WriteLine($"Error: {e.Messagel}");
}

return response;

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and

/// returns it to the calling program.

/// </summary>

/// <param name="response">A GetSecretValueResponse object containing

/// the requested secret value returned by GetSecretValueAsync.</param>

/// <returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;
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£ Go 3REY Secrets Manager B 240 {E

ERARRFYT , B LlET AMAGetSecretValuesBatchGetSecretValuefEF{ AWS SDK A#
RENZFH, T, RIMNBEWEZEIFEAZTFREEREFLNEZHE. ESEZHUTURSEEHRE
59NN

E&A

- FRATEEFIRERFN Go 3REL Secrets Manager Z4{E

« i Go AWS SDK 3RHX Secrets Manager Z43{E

FERTEREFIRERED Go 3REX Secrets Manager Z4A{E

ERRFAN , BRI LIERA Secrets Manager £ Go WEFAGREFZR , UBFIRkERA. BE
EEFEALLM Secrets Manager F1 RZHAMNEEER, BT A Secrets Manager API 7= 4 %%
A, AtkEARTFAURERE. BEXREZFANAESZE , TSR REME,

FEEMR BEROER (LRU) , U EBEAREARAEHN , CLEFREERBINEH,
RERET , BFaS/ WHF—ARE. CTURBESFHRHEANAE 6 TUENEEAR
REFME S e

—BRAEFSIA  FEETHTEHFNRER, EEXBETLREFIAN. EEXRINETEFE
B A MARMEMBZEURALZLHNER, WREFEFNNRZSY (FlONBERFFHTE ) |
FEARHNEONMBRSG %,

EFAZEAN , BYXTHERUTRE

« AWS iEAT Go B SDK, &% the section called “AWS ®&4F 5 T E&7,

ETHRNKMB , B35 S ecrets Manager Go &7 % F i GitHubo

Ei%E Go FFRINE , HZSH Go Programming Language Mt E#Y Golang Al 7T,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

Go 148


https://github.com/aws/aws-secretsmanager-caching-go
https://golang.org/doc/install

AWS Secrets Manager ArfEm

BXREZEER , FEH NRESE.

2=

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Example % &4

DTFRBREERTREZHAN Lambda B,
package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"

var (

secretCache = secretcache.New()

7’ —

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()
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// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}

// Instantiate the cache

cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXBERAIENNEZEEL |, 1S5 the section called “EHAEFIHEF,

FE
New
func New(optFns ...func(*Cache)) (*Cache, error)

New EFIhEEETMEFEAET , ENHEAERINE. NFLFEDRIL SecretsManager & F ko #
%1t CacheConfig N ERIAE, FERAEBRIAERAKXKNHIEIL LRU &7

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEZS ID MMEZNHE, REBAFHTS , NREBHFERMNEREHE
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage \EFHIKEVAE R4 ID MRAM RN BRZFEE, BRERAFZTSE
MRBEXBNRELEIR,

GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {
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GetSecretBinary NEFHIREVEERLA ID WME —#G{E. REZF —HFE , REEXKNER
B4R,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

GetSecretBinaryWithStage M\EBFHIREVAE R ID MIRAM R ZH H{E, REZE 3§
B, MRBEXBNRE IR,

# A CacheConfig
ERTECNECRELT , NBAEEADS, RMNREANRE  SREEEEANEENE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheltemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook
ATE#HIZEFPUENFETEFPNBRRITRENED,
FE

Put

Put(data interface{}) interface{}

ENRANFRERT M ER.
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FREX

Get(data interface{}) interface{}

MEZEFENRIMEXN Ko
5 Go AWS SDK 3kEY Secrets Manager Z4A{E

ENARRES , B LlBETAHGetSecretValuediBatchGetSecretValuefE{E{i] AWS SDK A&
RENZH, T , BINEVEESIFAZEFREEXREFLNZAE,. EEZHUURESEREHRK
A,

XF Go RARER , 5 A Secrets Manager 2F Go WEFHHUHEREMERA GetSecretValue 5
BatchGetSecretValue A SDK,

LR RBBRAIE R T i0fA3RE Secrets Manager Z4A{E.

FREMR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
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svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if

unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Errox())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

F/ C++ AWS SDK 3REY Secrets Manager Z4A {8

T C++ RARRRE |, EFHGetSecretValuesh B #Zi8 A SDK BatchGetSecretValue,

AT RERFIE TR T tNfEI3RE Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
el
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);
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Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

£/ JavaScript AWS SDK 3R EX Secrets Manager #4A{&

X F JavaScript NARRF , BHfEMAgetSecretValueHERE A SDK batchGetSecretValue,

LT RERBIE TR T tnfRI3REX Secrets Manager 4318,

FIFEMR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,

1),
);
console.log(response);
// A
//  ‘'$metadata’: {
// httpStatusCode: 200,
// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,
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//
//
//
//
//

cfId: undefined,

attempts: 1,

totalRetryDelay: 0
iy

ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXXXX:secret:binary-

secret-3873048-xxxxxx",

i

//
//
//
//
//
//
//
//
//
//

if

}

if

}

CreatedDate: 2023-08-08T19:29:51.2947,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
Versionld: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]
}
(response.SecretString) {

return response.SecretString;

(response.SecretBinary) {
return response.SecretBinary;

£/ Kotlin AWS SDK 3RER Secrets Manager K2 4A {8

31 F Kotlin RZATRF |, F#FHGetSecretValuesBatchGetSecretValueE#i8 A SDK,

AT RERFIETR T tNfEI3RE Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {

val valueRequest = GetSecretValueRequest {
secretId = secretName

SecretsManagerClient { region = "us-east-1" }.use { secretsClient ->
val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

Kotlin
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}

£H PHP AWS 7+ x T B @3RH Secrets Manager Z%A{E

SIF PHP RAREF , B EEMEA GetSecretValue = BatchGetSecretValue i@ SDK,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default',
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
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'SecretId' => $secret_name,

1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby AWS SDK 3REX Secrets Manager Z4A{E

3F Ruby R FATEF , B EEMFA get_secret_value 5 batch_get_secret_value i
SDK,

AT RERBIE TR T anfEI3REL Secrets Manager Z 4318,

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end
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secret = get_secret_value_response.secret_string
# Your code goes here.
end

5 Rust AWS SDK 3REX Secrets Manager Z4A{E

3 F Rust MARF , HFEAGetSecretValuesh B #8 A SDK BatchGetSecretValue,

TR RBIE TR T anfaI3REX Secrets Manager 24318,

FTEMNPR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

£ AAIREV I Z{E AWS CLI
FTEMNPR : secretsmanager:GetSecretValue
Example ¥R Z (AN N Z4AE

LR get-secret-value REIFREVY B Z4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example # & 2RI ZE4AE

LA get-secret-value RGIFRELZ BIHY Z4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOQUS

Rust
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At EIRE— AR AWS CLI

FRENER -

* secretsmanager:BatchGetSecretValue
« secretsmanager:GetSecretValueZREKR RN B NEHHNR,
- MREFERATEESS , NE LA E secretsmanager:ListSecrets,

BRI REREH RBI , S the section called “Rfl : #tEK Z—ANZEHNE,

/A Important

MRIEH VPCE FIELE R EERZNHATRRENRZHNERE , N
BatchGetSecretValue A2REEM#WEZEE , HFHALIREHEIR,

Example ® RI1ZE I HH — AR BN HEE

LA batch-get-secret-value RHIFREL=NBRNZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Example & &L EFRN — AW BN W ERE

LA batch-get-secret-value RHIFREVER R N Test" IR MR MR E

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",6Values="Test"

fEF AWS 2 aREIVEAE
RART (A )

1. $TF Secrets Manager & #l5& : https://console.aws.amazon.com/secretsmanager/o
2. EMEIRF , BEERRVWE.
3. HEHEHRIP , ERRREAE.

fEA#t8IRI—A N2 AWS CLI
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https://console.aws.amazon.com/secretsmanager/
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Secrets Manager & R ZRH Y BTARA (AWSCURRENT), EEFEWHWEMARZA | Hlin
AWSPREVIOUS @A B E ML RA , IEEA the section called “AWS CLI",

£ AWS Batch FfEFH AWS Secrets Manager 4R

f&Bh AWS Batch , A LAfE AWS Cloud LiZfTH#tAb BB it E TEfMER. &B) AWS Batch , &7 LAUFH
BEIEF T AWS Secrets Manager ZH , AEETFENL 5| AXLERE , ANFBBHEEA
£%. BXEZEER |, 8SREA Secrets Manager 18 E BB EIE,

#£ AWS CloudFormation %R 3REX AWS Secrets Manager #%

f£ A AWS CloudFormation , &7 A% R 224 LAfE Efh AWS CloudFormation ®EHREH., ElizE
B %M Secret Manager £V EBAIEZR , AN ZBHAPRIAFBNERE , LUAERBIE
FERIEIE, BxEAEZR4AMNEE AWS CloudFormation , 52 EAWS CloudFormation.

EK R AWS CloudFormation iR FHZ4R , BEEAZNEI A, BIE#ERN , 3155 AN EHE
ZELE| AWS CloudFormation R+ , A EFR LI HRERHTEREB. HR , BALEIER
= ARN X5|fZ4H. AU EERARREEPEANBHANNANSIA. BFEERRITBE (Hlin
AWS: :CloudFormation::Init ) FEANZANNSEIA , RARELXERAEETEFEF AR,

ZHNBSEI AERNT

{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

FEAN B ARN. EiHEE AWS IkFAHRRZEHR , BRI ERZBAEM. ZinREM AWS Ik
FHEER |, EEAZEHAN ARN,

json-key ( AIi%E )
ERREENBEXNNRBREN. MRRIEBEjson-key , Il AWS CloudFormation # ZRE/MLE X
K, WDBITBEEESTFR(: ).

version-stage ( AJi% )
EFEANZHANMRE, Secrets Manager R B EAE FIERREFEFBNMAE., WRERE

F version-stage , IFAEHEE version-id, MREBERIEE version-stage , LRIEE
version-id , MEEIREFHN AWSCURRENT A, b7 BRABEBEEEER/ ().
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-init.html
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version-id ( A& )

EF AN R —PRIRAT, MRIEE version-id , WA EIEE version-stage, MRE
BEKRIEE version-stage , tHRIEE version-id , MEEIZRE RN AWSCURRENT fRA, Ltto
BTFBEEESFR(: ).

BEXELZER , BZRASEAZASIAERE Secrets Manager B,

(® Note

TEFARMMI\)ENRLERNESZASIH. AWS CloudFormation T fEATIXEES| A |
X&S R RHE,

£ 53 Elastic Kubernetes Service A {#H AWS Secrets Manager

EJ¥ Secrets Manager HIZ4AE RN ERTE Amazon EK S BEFH IS |, /RATEAER Kubernetes
S AWS ecrets Store CSI| Rz 2 FH Z A MELERHEEF (ASCP), ASCP A1 5i=1TIL 5i# EC2 T &
A W9 I Elastic Kubernetes Service ( LG EKS ) 1.17+ BE&#EH. AWS Fargate A #FHH =
H, £ ASCP , A LAE Secrets Manager RF#EH EEZR , AFEE Amazon EKS LIZ{TH T
ERERER, IRZHHATEZ JSON RXWR/ERT , LA LAUEREE Amazon EKS HER N ZH/
BEXt, ASCP A JMESTath BZEREAZHATRE/IEXN . ASCP i&iEA F Parameter Store S,

MREFEAFAE Amazon EKS £# , FHRARIZERFTEN VPC EBSecrets Manager i M. Secrets

Store CSI Driver A% R A Secrets Manager. X% VPC H8IBIFSHNER , B2 Iﬁl VPC i
e

/AW O

MR A Secrets Manager Bai 1 , A LAEA Secrets Store CS| Driver # i AR F
Ihee , BRM Secrets Manager PR REFNEB., BEXEZELR , BSHREZENARNELH
Kubernetes Secrets B B 31 5.

FH

- S| REIHRES

« SRR 2 ZEMNEIE ASCP

- SR 3 AEETERMPLENR

- £45  FEAENXHERE Amazon EKS Bi%H
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https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
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- BEBERR

» SecretProviderClass

ST REH A

ASCP £# % Amazon EKS AR5 HHERRA IAM A, EALIE IAM REEFRiZ IAM & 6i%
BN, % ASCP 121 IAM £&8 , EA G REENN R, BRIEFEE IAM £&XE , BN HA
BT EH R Z4,

IR Kubernetes FR#I 73R E ASCP HWERXEHM IAM AariER , MATAGERAEXRRFIES , Wt
® 2 Fi/Ro helm install

E4REY Amazon EKS Pod ¥ 15[\ Secrets Manager H %A H X R

1. BIENPRERE , @ Pod EEHRINHER
Fsecretsmanager:GetSecretValueflsecretsmanager:DescribeSecretf R, HXXK
B R~ , 1S Rthe section called “/RI : EEENFIE RN AN IR,

2. AKEFLIE IAM OpenlID Connect (OIDC) 12t ( IRERE ) . EXEZER , FSHA
mazon EKS AP IEETH N EHNEE A2 IAM OIDC =24,

3. NBRFKSGIE IAM BEFFRBHMETZKS. BXESZEE , 556 A mazon EKS B #E
MFHNRSKS Z IAM A6,

4. MRIEHEAFLE Amazon EKS &£& | FRESEEFIEN VPC BEF AWS STS KimTi R, Bx bl
BARIFETRNEER , i5SFAWS Identity and Access Management AP i8R YIZ 0 VPC Kin
TR

HPR 2 RERNEE ASCP

ASCP A[1£ secrets-store-csi-provider-aws Z# GitHub FEF 2|, EME TSR TRIEFMEHZHN
YAML X #R61,

EREARREP , EALUF ASCP BME N FIPS IR, AX KixT RMFIR , S Hthe section
called “Secrets Manager ¥ 5"

£/ Helm &% ASCP

1. NEREEEFEEOSHOER , BEA helm repo update.
2. 0 Secrets Store CSI R EFE K.
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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https://github.com/aws/secrets-store-csi-driver-provider-aws

AWS Secrets Manager ArfEm

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

3. REEXR, EERERS , BHRMUTHIRE : --set-json 'k8sThrottlingParams={"qgps":
"<number of queries per second>", "burst": "<number of queries per
second>"}"

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

4. 7N ASCP B,

helm repo add aws-secrets-manager https://aws.github.io/secrets-store-csi-driver-
provider-aws

5 REEK, EFEMAFIPS wmR , BRMUTHFE : --set useFipsEndpoint=true

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

EFEEPER YAML #1TRE
- HEARTHS.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

SR 3 BEEERBLRSA

EE ASCP WL ZAEN XU RS L XHESTE Amazon EKS A | IBEER|ZE — 1 the section
called “SecretProviderClass” YAML X4, %lSecretProviderClassit 7 EEFH MW HAMLE
HEeMNWXHB, SecretProviderClass #M5ZX 45| FHAH Amazon EKS BesU TR —B#HZ
8] o
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AT RBIERT IfAE A SecretProviderClass KRR EHEHH WA LUR MMM 6B L Amazon
EKS BESHABH X4,

ol

« Tl REFH ARN EHEH

- 7B NERESREX

- Tl NBXEEATELEBEBXE
- ™l EREEBNARELESR

R B IE, ARN EE 4
LLTFRBIERT SecretProviderClass , ©¥Ff Amazon EKS FiEs =4 -

1. HEE ARN EENEHR
2. ABMEENENH,
3. ZHANBERE,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret2-
d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

T~ NRRESRR/EX
LLTFRBIERT SecretProviderClass , ©¥9f Amazon EKS FiEg =4 -

1. A& ARN EENEH,
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2. username B/MEXIRKEBRE—MNEH,
3. password B/MEXI KB RE—MNEH,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

R h B XEBRAE L KRRER X

AT EEEFHBERATAEIN TREREEE , ASCP XEFHNRMEB IR , UNEBIXEIR
REH,

LUTRHIERT SecretProviderClass , EREEFHI B Z AN X4, EHRHIF , ASCP
=M us-east-1 M us-east-2 FRZFH., WRE—XEHIRE 4xx iz (51205 4 KUk E]

) , ASCP BFaEREM— 1, MREKIMM us-east-1 FRREIFH , Nl ASCP 2ERZ
FEAE. WRRHIIM us-east-1 PR ZEFIE4A , HEEHIIM us-east-2 FRZEZIZE , M| ASCP
SEHZHAE.

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
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- objectName: "MySecret"

| EREEENRREBRESA

LT REIETRT SecretProviderClass , EEEAREBNEERBINBH. AREBERT
REIAR, ELRFIF | ASCP Zid# &K objectName IBEMNFHNHR ., MREEM—MNERE 4xx iR

(Bl FHRIEFEBR ) , ASCP BFAaEREMT—NEH, MRMIIM us-east-1 FRREIFEEH , U
ASCP £EHZZFHAE, MEARRIIM us-east-1 AR FEFIZ4A , BEERIIM us-east-2 FRERE
%47 , Il ASCP 2E#H1ZF4AE. Amazon EKS FIEZH M XA R MyMountedSecret,

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:111122223333:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:111122223333:secret:MyFailoverSecret-d4e5f6"

B 45 FRBPENXHESZE Amazon EKS B
1£ Amazon EKS H#EH

1. fEMA@HSecretProviderClassf M AT pod kubectl apply -f
ExampleSecretProviderClass.yaml,

2. fEAGSEEIRM pod kubectl apply -f ExampleDeployment.yaml,
3. ASCP &¥EHIXE X,

R HEBR

BA GBS HARRHEREEASHER.
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EERHRNERHER

1. AUTHSRIABSREMIER. MREBLEFERARIAGRZE , BHEH -n <NAMESPACE>,

kubectl get pods

2. EFHARRES , BEUTHSHRA <PODID> FREL—SHKRENAEES ID. REEFEHARIAG
Ze| , EEHA -n <NAMESPACE>,

kubectl describe pod/<PODID>

EE ASCP 4R

- EERMEAFZEDPERELZEES , BEUT@HP<PODID>EA csi-secrets-store-provider-aws
pod B9 ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/<PODID>

SecretProvidexClass

BRI LAER YAML SRR EEF ASCP £ Amazon EKS FES LN, BXRE , iS5 Hthe
section called “#& & Fiel ARN EE 4",

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: <NAME>
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
objects:

FE parameters @EERBFERNFHE .
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region

( Ak ) B, AWS XE MRFEALFER , ASCP FMNT R LAERFER ‘KiF", ERAE
IESIEROTTH |, REBRIMNBW N ERARERHFNEFERMXE,

MREEIEE failoverRegion , ASCP £@ZHEMNFAMNXER RF, MREFE—XIFIRE 4xx &
% (FNFHRIEEBD ) , ASCP BFLEHEM—NEH. MRMIIM region FREFZER ,
N ASCP £ iZZ4PE, MBRKIIM region A EREIZ4E , EEKIIM failoverRegion
hRE %4 , Il ASCP £EHZFHE.

failoverRegion

(it ) MBEEEBERTFE , ASCP 2%t M region RE VW XML FERE EZRH, WRE—
XigIR [E 4xx (iR ( HlAFBIIEMEE ) , ASCP BREHREM— 1N, WERKIIM region
hRE % , I ASCP 2EHZFHE, MERKIIM region P REZH , BEKIIN
failoverRegion F#FRF|%4\ , Il ASCP 2ERZZHAE. BXWNAEAKFEN TS , S
5 1 ZXEBRAENKREBXE,

pathTranslation

( A% ) fR Amazon EKS X4 E T E BRI BAMNECANENZFRZER , Hl40 Linux £
IR (/)o ASCP TTEBIETERR T RANER M. R , ASCP £ATEN FRSHRE
BomF. MRTEALFER , BRFHENTIEEL (), Bk, fl0 My/Path/Secret EE N
My_Path_Secret,

B IEFRER , BRAFRS False,

objects

TEEERBAN YAML FRFAH, RIMNBWUER YAML ZITFHFRRNEL () F5o

objectName

FEAN B METE ARN, RFEA ARN , ATLLE R objectType. BRIEIEE objectAlias,
LFBORF AR Amazon EKS BRR A ZEHAN XA, MRER ARN , Il ARN R XEH4ME
FEX region LHL, MR EIE failoverRegion , MILFEKRRE objectName,

objectType

MR T Secrets Manager ARN FiF objectName , EEX/ME/E TR secretsmanager
= ssmparameter,
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objectAlias

( ATi& ) Amazon EKS ASRH BN 4R, NRTEELFE , M| objectName A XHA
& 7Ro
ObjectVersion
( A% ) BEAMMRAE ID, T#E , ANBAXERZANEBLINEFRE ID. BIAERT , £H
BHFRA . MRBIE failoverRegion , M FEFRTRE objectVersion,
objectVersionLabel
( Tk ) R BB, BRIANRFTMRA AWSCURRENT, BEXEZELE |, S the section
called “MZRA", WMRBIE failoverRegion , M FEFXTRE objectVersionLabel,
JMESPath

( Wik ) RSP RRE B ZE/E Amazon EKS RERN XY, EFALFER , FAESAXRH
JSON #R, MEFEHLFE , XMETE FFE path M objectAlias,

path

#Z4AE JSON M B/ENTHNERE, IRZFRIBEFTH , BEARSISNHHEBMTERL, 4
i : path: '"hyphenated-path"'

objectAlias

EHEHTE Amazon EKS RBP4 B, MRZFRESSEFR , BHEARSISXHEMITH
X, g0 : objectAlias: '"hyphenated-alias™'

failoverObiject

( Wik ) MBEIBELLFE , ASCP £ZidKEE objectName FIEEMNZHM
failoverObject objectName FFERHPIEEMN I, MREM—NERE 4xx #ix (Hla S
BRIEFIE ) , ASCP T aEREM—NEH. MRKIIME objectName HiZREIZ4 |
M ASCP £#EHZFHAE, WRKRMIIME objectName FRREIF4 | BERIHIMK R EE
B objectName PR ZEFZ4 , Nl ASCP 2EHZFAE, NIRTSUFER , RUNTEFER
objectAlias, BXxMAFEALFENTA , TSR EFEZEHN AR EZENA,

HARBEBZATREAR , BEEALFR. AXNMEERANRS , HSH HSXEE
HEMARBEBXE,

objectName

KWEBEBEANBHHNTE ARN, MREA ARN , Il ARN AR XEAHEF B
failoverRegion PTEL,
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ObjectVersion

( Wik ) BAMRA ID, BAEE objectVersion Efit, FH#E , R ASRXEHZHAN
EAMEFHARA ID, BRINERT , EHARITRA,

objectVersionLabel

(AE ) iR BB, BRINATZHARA AWSCURRENT, BXEZEER , BSH the
section called “BZZ iR,

£ GitHub TEF A AWS Secrets Manager %

E7E GitHub EML R ERA L |, BRI LA GitHub #2EM AWS Secrets Manager FRRFHAHEHE
ERRBHINEZERME GitHub THEREF. X GitHub BENEZER , S T #GitHub X
R GitHub 24,

HYR@E GitHub BEHRRIMEAR , ZHA A AT GitHub THEFHNAIEEMT R, RRREZERE
YIS S #AT GitHub $B4E , AFE BB LLARME PRV R ABOE A

BURZREPNENZHRRENMEZEE , AEMRFRFEN JSON , WA LAEEHT JSON |, B
N JSON REMRELEMNMELE, MRABHER-HS , WRELXRBAERRNZTSH,

EEEENSHURNAETE  BRARLASIER. BXESEE  BSHGItHD AT EE
Uz.ll_talu\laio

EHEARBELNZALENTREE | BZRGitHub XEPHNHETLE,

FRF M

EFALRE  FEEAFERE AWS Fif , AEFEHconfigure-aws-credentialsFHE AWS X
19 8K GitHub SREHRHITIRE, J’Ii“ﬁm% AWS FiFBRER I HBAFIT GitHub 184E , MEFEH
GitHub OIDC iR EEETAG, XLZEBRFERAEHEIL , BRE Secrets Manager Z /N7 1fi#
RN ORI IREE S

BRAEEER IAM S EXMEF THINR

- BERENZAM GetSecretValue R,
- FIEZ4AM ListSecrets R,
( A% ) Decryptt KMS key RBFERAMEZS ERREERNER.
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https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
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BXESEL  HSH SHRIENHEZH.
EHE

HEEAZRE , BEIFERED RN —MERAATIEEZN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretlId?
name-transformation: (Optional) uppercase|lowercase|none
parse-json-secrets: (Optional) true[false

S8
secret-ids
#4570 ARN, BFHMBFIR,

EFERENETERZHN , BEZ IDAANZEN , RAEWAES, B0 , ENV_VAR_1,
secretId MZ4A secretId 8l HEZ N ENV_VAR 1 WIFBETE, RETENZHILLEE/N
EFF., BFMNTIL,

BREANR , FPRAZELZATH , ARRAES, HlA, dev* EE B dev FF kKRB R
e RSALUKER 100 MNEEZEH, MRERETEEEN , FENRESNEATE , NIRES
KW

name-transformation

HINMERT , ZEBRNEZABMUES NN RTEEN , AERANEBEAEFTE., BFANTX
%, BLEBMUBETL, XTEMPNFE , EUUFGSREENER/NEFH , lowercasett
ALUFRERFEH Knone’NE, BRIAEN uppercase,

parse-json-secrets

(WiE ) RIAMBRT , ZRETSHRRETEEEENBHAETHNEA JSON FRH, ¥ parse-
json-secrets REN true , 573 JSON HHEME/ENCIEBIREE,

BEE , MR JSON FRAX D K NEMNZZEA ( Hlai“‘name”M“Name” ) , N ZREFEAEEN S
PR, EXFERT , B parse-json-secrets REN false H 2N JSON ZH4AE,
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IEEZEm

BECENRTENEMECIRENZAMERE, METENTEERLENBETK ,
HiZRELBRBRNBEMRUBEREXLEER, flm , ZREFENEFBERNAETR,
IMYSECRET_KEYNAME , t1R G Z4AK JSON |, NN ETZEZ RS EZHBBFHHM JSON &
FE. BUHRERENTERNERE,

MRAANMEZENBVMEE , NREFEAR. EXHERT , LTFEATMEZEENEHIEEN
Bo

BRI BE R A SRR R

« BN “ MySecret WREHAFABE RN “mysecret” WHRPETHR N EB N “MYSECRET” IR BT E,

- B “secret_keyname” FEZAMABA N “Secret” BFEFAR RN “keyname” B JSON #7240 EBFF RL 1
%% “SECRET_KEYNAME” IR EZ &,

BABEEER ERRENELERN , WATREFFR , ZRAINET - NEHNE
B ENV_VAR_NAME,

secret-ids: |
ENV_VAR_NAME, secretId2

ZH5A

- MRMFFEBparse-json-secrets: trueHWMAZHIE , FRIES , AFWMAZH D, MIRE
L2NFRETEGENEHEINTEH JSON ZAMEE. TEZTIENEZR.

MRBATSESERH JSON |, NZBRELHE-MIERTEHFEGENSEABHER.

- WREREparse-json-secrets: falseHWAZHIE , FRESHNE ID, MFRELXER
EESE —HwaNEELE,

LTRAERT —PMZEENBIE

,secret?
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R

Example 1 2% ¥ ARN FREUE 4R

THREIFNILEZFF ARN FRBNR4ACIBRIMET &,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ECIRNINEELE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6

SECRET2: secretValue7

Example 2 3REXFTE LAl &I L HY 24R

THRBIABHE beta TFAXNABERALRIREE,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'

EEIENELE :

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2
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BETA_NEWSECRET: secretValue3

Example 3 EZ4AH #EH JSON

TO RGBS ERTZA PR JSON KREIBIMEEXE,

- name: Get Secrets by Name and by ARN

uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:

secret-ids: |
test/secret
,secret2

parse-json-secrets: true

%40 test/secret EETHIR4AE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

#4A secret2 EE T HHHAE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERlZMNINETE .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 SMEXELFERNEFH
UTREBET —NEHRRNPNENRREE,

ayt]|
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- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

HNEZTECRE

examplesecretname: secretValue

£ AWS loT Greengrass R {# A AWS Secrets Manager %4A

AWS loT Greengrass 2 =T BRI AR ZRZN MG, XESRBUAUERFIAFESIRRBEN D
BiE, BEMNAHES | ANERERE LFRIEZRSHBE,

AT BAM Greengrass REX RSN ARFH#HITE ORI , MAENEB, SHEIHMBLHHT
Emis. LRI LLA AWS Secrets Manager =L £ 7 M EEZ 4. AWS loT Greengrass
Secrets Manager ¥ B £l Greengrass %/ 8% , M EE#EER M Lambda BRI LA A A 1t 48 S5 AR
FSMNARFRE,

ERNRAEKE Greengrass A , BEECIE — 5| A Secrets Manager ZEANA R R, LWEARIR
FRXEX ARN 5|z, ETHOMACE, EBNEARARR , B3 AWS loT FXARERE
PR ERZRATR.

T 4AEBE Rl AWS loT Greengrass W% , BHS N ZEAIEE AWS loT Greengrass # /Do

£ AWS Lambda BEIE £ A AWS Secrets Manager % %H

BRI AE R AWS S EA 4R Lambda ¥ BR#EEMEF Lambda BB K AWS Secrets Manager
O MEEEARGEFARIES,. REREEFEH LM Secrets Manager FRRZZRNEEER,
BT AR Secrets Manager API 74 2% , HitFERARFETUBREKAR, ZT B ALK K Secrets
Manager %A #] Parameter Store %, &< Parameter Store BVE R , i5ZH (AWS Systems
Manager FiFF$8R) ®#) Parameter Store integration with Lambda extensions ( Parameter Store &
Lambda ' BEK ) -

Lambda ¥ RREEHRE , HiENT Lambda BB IhEE, BEXEZER , HZH (Lambda FF X AR
1EM) HH Lambda extensions (Lambda & ) « BXERBRETERAT BNEE , BSRERSE
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& EA Lambda EFY E. Lambda £/ Ama CloudWatch zon B XIEZREXT BEFHNNITE
BURZES. MABERT , ¥ BREFRIEXRHPEMNFEEL CloudWatch, ERIERESHHEER , &
FFER5EAE & PARAMETERS_SECRETS_EXTENSION_LOG_LEVEL &%i&H debug.

FEMBATFSHNBZANRNEES , ¥V E[E Lambda SR8 744 HTTP 3% & , Bl localhost i O
2773, B LB R BN IEZL 2 PARAMETERS_SECRETS_EXTENSION_HTTP_PORT XREEiw Q.

Lambda &R SEEEPATRN H KRBT LA EIMRFl, SNIKABRILIH , HEFBESH
REHERMET. BX Lambda ZFFMALXNESER , iFZH (Lambda FRARIERE) #H
Managing concurrency for a Lambda function ( B Lambda BREH K ) -

BHEN ARM HFy &’ , BB ER Lambda BEEH arm6s £, BXEZEEL |, 5 H (Lambda
F A ARIEE) H#Y Lambda instruction set architectures ( Lambda f§ S 8£%# ) . FEX#E ARM &
DTXEAA : TA#X (&K ). ZERE (HEZEMN ). BNEX (FRZ )., KX (EZZR
/). B (ARE), EERD (FFRLWMILED ) . BMHX (£ ). BN ( EMESF ). LA
WX (RR), EEAEZ (BBXMN ). AKX (FHmE ). TABX (BEHNE ) T AKX (&
),

ZYV REA AWS BFiG, BXEE AWS BEFIHNER , 5 AWS SDK MITESEEFTPNIE
EZE, MREM Lambda BEHIE VPC Hiz1T , MFEEME - VPC KirTiR , UET BREF AN
@A Secrets Manager. BEXEZER , 555 VPC K So

FRENR -

« Lambda /TR B4 E ZFsecretsmanager: GetSecretValueAR IR,

- MRFFARFEAEFREZHAMARMEN AWS EEXZEH aws/secretsmanager , MATAE
BFEEkms :DecryptIRE KMS ZHHARINIR,

A AWS SEF %4 Lambda § &

1. FER “AWS SHHMZ4A Lambda IR WAWS ERMBEHNEEF., BXIHHA |, §5H
Lambda F & A RIS R EBFINE,

2. ®&F Lambda H1T7A R ZEHNR -

Z4AK secretsmanager:GetSecretValue PR, &S the section called ‘Rl : K FR
BARBENNE.

(W) MRFAEFREZAMARMEZHA AWS HERXE4] aws/secretsmanager ,
NITABZEEEKns :DecryptIRE KMS Z4A IR,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
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https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
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- ZBULURETEMHMIFRRREEZEE (ABAC ) 5 Lambda BREESFER , LAYNIKF B
PFARTERBANIGR, BXEZEER |, 155 the section called “R : {FFHFRZ 12 H 3T 2 4R
BYi51A])” F the section called “R : FREIFIFrEER AR B A RIZRTERE,

3. {#M Lambda M ETER EEF,

4. ZEMN RBEGTRERI , FEEFEEN X-AWS-Parameters-Secrets-Token HiNZiER
Frikd, FSAEIEE N AWS_SESSION_TOKEN , Lambda NATE EEES{THERBURHH S, F
AIkPrk R RIAA S TE Lambda FREAH,

T 5l Python 7= 1% B8 a04RA ARk o

import os
headers = {"X-Aws-Parameters-Secrets-Token": os.environ.get('AWS_SESSION_TOKEN')}

5. HEX Lambda M FRRZH , FEMA T HTTP GET #Rz—:

- ERRBA , T secretld, BIEEZHHAMN ARN B,

GET: /secretsmanager/get?secretlId=secretId

- ERNEENSRRETHNBHAERIERE , T secretld , BEFEAZHMN ARN REH
3 F versionStage , BEERAE EHRZ,

GET: /secretsmanager/get?secretId=secretId&versionStage=AWSPREVIOUS

« EET IDREBEBAMRAK , T secretld, BEEAZHAN ARN HEH , JF
versionIld , BEARAK ID,

GET: /secretsmanager/get?secretId=secretId&versionld=versionId

Example ¥ %% 4R (Python)

T 51 Python RAIHBAIMAEER json.loads WERBAHMMTLE R,

secrets_extension_endpoint = "http://localhost:" + \
secrets_extension_http_port + \
"/secretsmanager/get?secretId=" + \
<secret_name>

r = requests.get(secrets_extension_endpoint, headers=headers)
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secret = json.loads(r.text)["SecretString"] # load the Secrets Manager response
into a Python dictionary, access the secret

AWS S F2248 Lambda Extension SFETE
WAL ERATIREZERET B,

BXRMAEARETENEZELR , 5/ (Lambda FF X&) HH Using Lambda environment
variables ( £ Lambda S EZE ) ,

PARAMETERS_SECRETS_EXTENSION_CACHE_ENABLED

REN true , LEESHNEH, REN false , UAHITER. MIMRENRN true.
PARAMETERS_SECRETS_EXTENSION_CACHE_SIZE
EEFNERANSBNRAKE. ELHNT 02 1000 ZH, E 0 RFETEF. MR

SSM_PARAMETER_STORE_TTL #1 SECRETS_MANAGER_TTL ¥R 0, NFZBLTE, ERIAN
1000,

PARAMETERS_SECRETS_EXTENSION_HTTP_PORT

i HTTP BRSSa=m9im 0. #IAN 2773,
PARAMETERS _SECRETS_EXTENSION_LOG_LEVEL

¥y EREBFIEFELSIN : debug, info, warn, error = none, iREN debug AEFEFE
IEO gﬁi}\ﬁﬂg info,.

PARAMETERS_SECRETS_EXTENSION_MAX_CONNECTIONS
¥ B A T [ Parameter Store =% Secrets Manager X HiERH HTTP BEF MR EER. X2&
MEFIHRNEE, BIAR 3.

SECRETS_MANAGER_TIMEOUT_MILLIS

Xt Secrets Manager WiERER ( AZMW NEN ) . BH 0 RTEFEN, BIAER 0,
SECRETS_MANAGER_TTL

ZEEPZHANTIL(URDREN ), BOXRTIETERE, RAER300H, IR
PARAMETERS_SECRETS_CACHE_SIZE H 0, NN ZBEILZETE, ERIAHN 300 ¥,
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SSM_PARAMETER_STORE_TIMEOUT_MILLIS

Xt Parameter Store KYiEREH ( UZERWNEN ), B 0 XTEEEIN, BRIAMER 0,
SSM_PARAMETER_STORE_TTL

EEHRSENTIL (AR EN ), BE0XRTEERF. RRER 300, R
PARAMETERS_SECRETS_CACHE_SIZE R 0, NFZARLTE, ERIAN 300 #,

{£ F Parameter Store F Ry AWS Secrets Manager %A

AWS Systems Manager Parameter Store iRt 22N 7 EFM# , ATEERFEEENZRAEE, b
ALUNEZE, BEEFFEMFIEREEREE#ENISHIE, X , Parameter Store TR FM#
HRPARE B RIRS . #x , Parameter Store SLiFIETE Secrets Manager R1Zf& 240 , ARELL
Parameter Store ¥R 5| HiZ%4H.

£ Secrets Manager Bt & Parameter Store i} , secret-id Parameter Store EEEZMFERFRZ
BIE A ERHAT (/)o

BXEZER , SR AWS Systems Manager AP 38R #Y Parameter Store Parameters %47
AWS Secrets Manager 5|,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/integration-ps-secretsmanager.html
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AWS Secrets Manager ArfEm

¥ AWS Secrets Manager #%%

Rotation R EHEHMZANIE., YRRBHAN , 2RNEFBHANBEESIRSHFHERE. £
Secrets Manager 1 , BRI AN ZARE BRIk, RRERTER

s HERE—NTFASEIEERY , EUUEARERGR  RSAECEENEERR, TERHRT
£/ Lambda B %K,

« the section called “J&1J Lambda BEEUH TR — X T HMK B W E 4] |, Secrets Manager 58
Lambda BB REFH ZAUARBEES RS

AWS Secrets Manager Z4AITE R IR

BoRFREEERSR RSN EEENEELHR, ERARERR , EXFEM AWS Lambda B#
KEFBIEE P EANESRE.

UTRSRE{EERR

« Amazon Aurora A ERAFPIEBREFEERR, BXEZER , i5Z (Amazon Aurora AF#E®)
A Amazon Aurora Hl AWS Secrets Manager& 2 %3,

« Amazon ECS S ervice Connect 3 AWS Private Certificate Authority TLS iE B EIEERER, BX
EZEE , B2 (U DBHHEMRRRST REEM) T E Service Connect #Y TLS,

- Amazon RDS N EXAFIEPREFEERR, BXEZELE , 2 (Amazon RDS AFIERE) &
B fEF Amazon RDS H AWS Secrets Managerg& B #1,

- I 5#h Redshift A EE R FERUIEERR, EXEZER , HZH (Amazon Redshift EXE {5
&Y PHER AWS Secrets Manager®# Amazon Redshift &1 & 213,

® Tip
BXAEHMERMNZRL | iH5S 5 the section called “Eid Lambda B EHITHERE

REMENEREERE—I2HATR. ERIAE , RRWENFIEZTEIIRE LAREN T,
ENARFS  BINBENEVGERERAEHNARFAENRENRIZHBEEFHFHHESX
%k, A MAREAERS. NTRRABFAF , ATREESTAMY , AJUEAER - RIRER,
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ERZREHRAVE AR

1. 7& Secrets Manager #Z£#l & FITFRERR. BUUHRIEERSHHEE , LA LT Secrets
Manager 2 &l & P8 ZEH,

2. 1£ Rotation schedule ( ##:1+%l ) T , £ Schedule expression builder ( ITXKIFTERERKET ) =H
Schedule expression ( itRIFRZE ) &, BL UTC RXER @ ALK ITR]. Secrets Manager &
FEMITRIFE R rate() = cron() ®EX. RRNBIGBEINFERITH |, BRIEEIETE Start
time ( FFIARTE ) o BANEN/NNRR—AZH. EXEZEE , FEH R EIR,

3. (A& ) XTF Window duration ( B ERIFEERTE] ) |, EFEHE Secrets Manager £ H B IR %
ANRERKE , fl0 3h RR=EANDPRONER, ZNBRFSEMET —NERNER. WRKREE
Window duration ( B ERFFEEATE ) , WX F LU A B ARRITR , NBRE—/DREEZIX
o WFURNEMMNEIRITR , HERFE—RERINBNXA,

4. EBRREF.

ERFEERBRAITR (AWS CLI)

« @M rotate-secret, UTRHIFEFA 1 BF 15 B UTC 16:00 E 18:00 Z AR FR4A, BX
EZEER | BSH RintE R,

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-rules "{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\",
\"Duration\": \"2h\"}"

Bt Lambda EHOHITHESE

3 FiFZEBMRR4 |, Secrets Manager £/ AWS Lambda BRECREFH B4R URBEES RS, BX
£ Lambda MBI AN EER , HSH EM.

MTRE XEZSA  ICAKERR, BEfAH TERR , FatBIERRSKREENR.

ER#HE , Secrets Manager @ XA REBRRSNEL, EXEZEE , S the section called
“fE A LLR F B F AWS CloudTrail 7

ERRE4L |, Secrets Manager 2 RFRIZBEM IR ITRIEA Lambda B, WRERE B3R
L FEHZEAME , W Secrets Manager EitE T — X%k B IRt SN R X 2B MR,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
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FERIRIFER |, Secrets Manager BAJLAE—BHEH , BRXEATRNSE, Secrets Manager AR
BELT JSON BERSHE I BRI

"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string"

}

MBI LR AW , Secrets Manager 2Z X ERXBMN LRI E,

£}

« AL S# RDS, WL Aurora, Amazon Redshift 3L Si# DocumentDB #lZ1% & Bz # ik
« NIEBIFEE AWS Secrets Manager Z4R1R B B3

« Lambda BHERFE R SR AE

« Lambda KEFBEEK

+ AWS Secrets Manager HKe#: B EUE R

« Lambda 5 #: B E V1T A BXBR AWS Secrets Manager

« Lambda %37 B 2R AY X 45 17 [F) 1 BR

+ HEBR AWS Secrets Manager # #2#FE

RIS % RDS, 5@ Aurora, Amazon Redshift 21 &# DocumentDB
MEZREBHRIR
KR AT B I i% Bthe section called @it Lambda B 1THEH: " BIBEBR4, Rotation 2 EHIE

FHRNERE. RRBAN , BN ERZRANBEEPNEIE, £ Secrets Manager 1 , BRI LR
BIEERAREB LR,

EFARFIARERR  LEELERRHRRE, ARRERAUHTRIR , MRLEZHE Lambda
RREY , XFE - Lambda BREK. BHEELXH Lambda BBHITABRENR. &E—
PR Lambda BB A LUBE M 4515 [0 Secrets Manager FEIEE,

Ba R BiEERA 182
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/A Warning

ERABRR , BUAENN Lambda RIRE IO IAM $hITAEH @ H NN RKRRE, &
EEA iam:CreateRole F iam:AttachRolePolicy MR, BFXLENRRBAGTE
% 1m B S B FEMNER,

HIR

- SR EBRERRERA (i) RERATER
- SR2: RERGHUERIERK

- B3Y . (A% ) REMEBUREFNANNREML
« R4 NBRREBREMEL A

- EESR

SR RBREREEF (TR ) tIBBERRAFES

B 3x Secrets Manager IZItHI R BEHWE R , S Hthe section called “Lambda BB R KL,

IR 1EHF alternating users strategy ( XEAF KR ) , B QBEREEZS HEHPERBERE
BEAFEL REE—NEISBAAFPKIENEY K RARRSREE—NRAF , MAZHAFEE
ZR R, HEE , Amazon RDS REF X EHXHFRHF K,

SBR2 HERBRHCERREHEEIK
3 Amazon RDS. Amazon DocumentDB % Amazon Redshift 2240 2 A&k

1. 3TF Secrets Manager &% : https://console.aws.amazon.com/secretsmanager/o
2. EERIKRAL , BELENER.

3. 7 Secret details (Z4AFME L) W LK Rotation configuration (3B E) 2o+ |, E#F Edit
rotation (4R 5 H#R).

4. HERBEREENEES BT TRE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##:1tXl ) T , 7 Schedule expression builder ( it X TRENE K
2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC BRIXE R ALK 1T XK. Secrets
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Manager 21T XIE#E R rate() =H cron() XXX, BB BINFRITH | B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R

c. ( A[IE ) XTF Window duration ( BYERIFEERTE] ) , EFEEHE Secrets Manager £ H AR
AN RKE , 6110 3h RR=ADEWEER, ZERABEMRET —MNER R, MRK
187 Window duration ( B ER¥FEEETE ) , WX F LN AR ERIRITR |, BB E—/Dat
BEXM. M FURNENMHERITR , R E—RERNBNX,

d. ( A% ) i&%# Rotate immediately when the secret is stored ( £ 174 Z4ART M BN4CH#R ) |
DERTFEUANERERN, WREERZEIEE , NE - XRRFIRBEBRENITRIFH,

MR KEW , HIENE RS 3 F 4 ERTHK , Secrets Manager 2% X EXHRITE,
e. 7E Rotation function ( #¥EE ) T , ITUTREZ — -
1%£$% Create a new Lambda function ( BIZ2#TH Lambda % ) , AR AFTEREIH
& M. Secrets Manager £4¥F SecretsManager FMEIEHBBFHIF L, Secrets
Manager £ & THNHERGZEHH 7 Lambda MITHERELENNR,
1%£3#% Use an existing Lambda function ( f£EAIE Lambda &% ) , LEEFEARATS —
NZPMWEIRE . £ Recommended VPC configurations ( 21X H VPC Bi& ) T3 H
WEHREYE , SRIEFEEEHEN VPC MZ+4d , BB TEREHEKEE.
f. XNTRERER , EREAFPIRBAFL KR, BXEZEER |, i5ZH the section called “FH %
1 EFRRRERHE (k) MBBRAFRER

5. ﬁj:% Save ( 1%# ) °

E3L: (W) AEREBIREFIINNRSFZH

BB NS ERREENEREREPEIE LT X aws: SourceAccount , BABsLE Lambda
WRERBNRE, WTFELAWS RS, A TEEEEFRIFHER , AWS BIUEERE
Faws:SourceArnflaws:SourceAccount £ A& H#E., ENREHERBER D IIE
aws:SourceArn & , WERREHBREATHHKRZ ARN EENZEH. RINBUENXEESPEIELT
X8 aws:SourceAccount , MEXR ZSANBHERALREI.

BRI BR IR R R
1. 7£ Secrets Manager &I & PR RENZER , REEIFHAEETEFH Rotation
configuration ( #¥REE ) T , % Lambda ##R K%, Lambda % & 54T H,

2. &M Using resource-based policies for Lambda ( HEF &R KEE BT Lambda ) &Y B3 70
aws :sourceAccount &4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"

}
iy

MRZAFEH AWS EERXF4A aws/secretsmanager BAAHI KMS B4 BTN |, M Secrets
Manager @ Lambda #UiTAER FERAIZZLAMNR, BALUER SecretARN 117 £ T 3 KR &l
BERBNER , NMARRREHACGRERBREATERNER.

EHMRREENTAE

1. M Lambda BIREBPERRE A ARERTACT , EEAREN.
2. BB ERACKNIERE RN kms :EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
},

SR A4 NRBREHBORE R 417

EXEZELR , 55 the section called “Lambda % B £ HY P 4517 A1 4 PR o

BESR
B2 the section called “ ¥R BHE",
N IEBIRE AWS Secrets Manager Z4FiRE B3R

KRR B {ali% B the section called @it Lambda B3 1THER: IEBIBE R4, Rotation EEHIE
MFZRANTRE, RRZEr , SRNEHFFHAURBEZANBREES RS PWEIL,

BRBEFFRANER , E5H B RRBEEFEZR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-modify_permissions-policy
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/A Warning

ERABRR , BUAENN Lambda RIRE IO IAM $hITAEH @ H NN RKRRE, &
EEA iam:CreateRole F iam:AttachRolePolicy MR, BFXLENRRBAGTE
% 1m B S B FEMNER,

L

- SR DIEBARERK

s SR 2 RERREHBLHE

- SR 3 MERPLUHITRIR

« B 4% RTFRERINEETIE Secrets Manager LA R YREYBIE FEE B IR S
« 5% : AW Secrets Manager 8 R IhAE

- SR 6 NERDBEIREM LSRR

- RESR

SR OIEE AR

B, Bl — Lambda e E . TREESEAXRRRARNZHNRBE , MRS ERENSRF
Bk, BXREZEEENTIERENES , B35 Mthe section called “Lambda FEF ERE,

EXEFWXEH AWS Serverless Application Repository , A AERAMERBIEEI. BXRIEN
Xig5& , FSHEAWS Serverless Application Repository & 0L ) B Z, EHMXE |, S UMK F
MREEERE , AR NERRBE S EHF,

2B A e B
1. BRELEFAEMNEX AWS Serverless Application Repository E& %1 , HSHAWS —ikSE
BIAWS Serverless Application Repository 483w 17 s A B El
2. BEWITUTH®REZ—:
IR AWS Serverless Application Repository FTER#E X 1%

a. % Lambda Z£#las , BENARRF , REEECEZNARRF,
b. HEUIZNARFIHEL 6 EELRSHENAEFETF,

c. EXHMNARFTWIERES , fi ASecretsManagerRotationTemplate,
d GZRERUNEBEEN IAM AR ERRENNARRF.
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https://aws.amazon.com/serverless/serverlessrepo/faqs/
https://docs.aws.amazon.com/general/latest/gr/serverlessrepo.html
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e. 1%&#¥F SecretsManagerRotationTemplateiR,
f. Z£E8F. LREMNDE NEN NARFRE £+ , EEXEFE,

s WFLBTR , BRMALHEHXNKIRT R , @Fhttps://. BXx KinTH K5
& , E 2 Mthe section called “Secrets Manager 3% 5",

« Eff Lambda EEMTE VPC # , iE83E vpcSecurityGrouplD . vpcSubnetlds
g. ®EEIHE.
MRIEFTIERI X AWS Serverless Application Repository 32 #F :

a. 71E Lambda #BHIAH , EEFEEHH , REEFNEEE.
b. 7E Create function (BIZEEK%) WE L , MITUATIRE :

i EBMLFFReIE,

ii. 7E Function name ( BB ) 1 , ARIREBHN B
ii. XF Runtime (iZ1TRt ) , & Python 3.9,

iv. EFRCIEEH.

SR 2 RERREHBNAT

ERLSRT , SR REERZRAURZBARS NN RS HBBEENRB, ARERHNBNERER |
BEREBCWRRERERIIRTR , 12 Fthe section called “Lambda fEFEE", BB AER a Bk
EBER s FASE,

SR 3 EIERANEITRR
SRS , LRFABARERRITY , FRERIDEEEDZFH,

BLERHRA IR ZRIRE K

1. $TF Secrets Manager &% : https://console.aws.amazon.com/secretsmanager/o

2. EBANXRI L, ERENESR,

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (}3#E &) 2B & , &£ Edit
rotation (REER#R), ERBEREEXFED , AT TRE

a. B Automatic rotation ( Bzh%# ) .

b. 7E Rotation schedule ( ##:1t%l ) T , 7 Schedule expression builder ( Tt X FRERNE K
2% ) = Schedule expression ( ITXIFTA ) # , 2L UTC R XAER 5 A BRIt R, Secrets
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Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFTE | B
LB E Start time ( FFIRETE] ) o BAINEBH/PNRE—RZH, BXESEL , BZHE
R E R

c. (A& ) XF Window duration ( BYERIFLERTE] ) , EFEHE Secrets Manager EH AR
AN BRKE |, 6110 3h RR=EADRWER, ZFBRASEMRET —MNERM R, MRK
$E7E Window duration ( BYERIFLEATE] ) , WX FEUMET R B HRRITR |, B8 BSE —/ et
BEEXRA. M FURFEMHRIRITR , NEFE—RERIN B3I X,

d. ( 1% ) &% Rotate immediately when the secret is stored ( TE176& ZF4ART S ENEC#R ) |
DERFEEXANBRZER., WREFRIZERE , NE - REGFRBERENITRITG,

e. HEREEHT 6 EREELSR 1 FEIEHN Lambda B,

f. &EBRRTF

5% 4% RUFRHRIhEETTA Secrets Manager SA R REVBIRFE SRS

Lambda 3 #: B $E BN R F AE1S A Secrets Manager R ER4R |, 3 BEENRF ALV B IR iR E
HRSF, HLTETRP , £FFE Lambda HITHEBR FXENR, MRBRAEH AWS HEXEA aws/
secretsmanager MK KMS Z4A#1TN% , MAFEE @ Lambda HITAER FERAIZZEHANN
BR. #BAILAEA SecretARN M1Z £ T X KRIRFIMBRBNER , NMAREREBACREREHN
TRRNZH, BXEBTO  BSH RIRNR,

BXUH , FZ0 (AWS Lambda FF R AR ERE) FH Lambda ITAE.

5 5 % : foiF Secrets Manager & A #2 Ih&E

E A7 Secrets Manager IRBARIREMNRIR TR AARREE , BFERE Lambda BIEHY R KBS
[ Secrets Manager RS E 4R F1lambda: InvokeFunctionfX R,

BB NS ERREENEREREPEIE LT X aws: SourceAccount , BABsLE Lambda
WRERBNRE, WTFELAWS RS, A TEEEERFHER , AWS BIUEREME
Faws:SourceArnflaws:SourceAccount £ A& H#E., ENREHERBERPIIE
aws:SourceArn & , MEREHBREATHKRZ ARN EENZEH. RINBUENXEESPEIELT
X8 aws:SourceAccount , AMEXR ZSANBHERLBREI.

B RIREBEM IR Lambda EHE , BSRNE T RRNER AT Lambda,

LA R SR BE S iF Secrets Manager 1@ Lambda BE#.

{
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html

AWS Secrets Manager ArfEm

"Version": "2012-10-17",
"Id": "default",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
I
"Action": "lambda:InvokeFunction",
Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
I
"Resource": "LambdaRotationFunctionARN"
}
]

SR 6 . NEHINEEIREMGZ LRI R

HEESTEH | S AR INEERTIEEE Secrets Manager AR ZZHAFMH N NRSBHBEE, £
MBS AERIFRIFE , TR %4E, 1BS 1 the section called “Lambda 58 B B #Y R £& 15 (8] X
BR",

ERER

ESR I PEERRN , BULIRERRZHANNE R, MREITRFEERN XK , Secrets Manager
ZRZREH, B LURB A8 ST BN s 5 ST BN R 25406

MBHEHEAN , HSW RREDAHE,
Lambda B ¥ 15 5 B

X Fthe section called “IBII Lambda EREH 1ThHER:” , W T EIEERER , Secrets Manager 121 7 A&
BIREE,

RMRE  BHP

HREE-—NBAPEF—PAFKEIU, XX T Amazon RDS Db2 26| , A TRAF R EZEXREACHE
B, QS RELMNEBEFRATERRIE. XERHENRHRER  EATAZHERAZR, &
EmE , BUERN - (IEe ) AFSRERAFNEIEGEA LR,
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RRBEN | TABBITTOREEES, EHTRAN , EREEFNEBERE — R | A5
MEBS LEH. ELHE  BEEERENRRESERRIEEEO R, LRSS0 it
HRBERG, R , TR EAFEL,

RMRER  XEAF

HWERBEE—NZAPEHFAMNAFRNEL, BRBE—NAF , AREE -IXRREE , RREBUN#H
TRENEE-INAF. SARREHAN , RREBBEREENHETNAFLZE, HTASHA
FPERZEAD , RAtBSRES —NEHAHP RN superuser BHEIE, MRBEEFNRERAFER
BMAFEANNRERRE , RES KX (a ) ARFRIRERXAFNELRE , BNBUEREAFRRR
K,

LREEATEENRERNKEE  Eh— 1 AGHEREERR , M3 —1NAGEEHRAKEERN
R, HEUERATEESTAMNNARR. NRNARFERGRBRARERSA , WZMARFNE
RIBE—HBEREIL, /T , user M user_clone B EN, EXFRBENRIREAE , NAR
FREBELNITEMEZEL R AP RRRBIELN TREMLED, IRBEEREERSSHEGD , BBEE
WEENEEEIMERSSE  WEERBEFEELERAFTEENBAANRE, SUUEAESHNERE
B SRR XS o

Secrets Manager A ENXRSREAFHERNRERAF. NREECRREAFEEXRTRERAFH
PR, MR A E 52 bE A BIRLER .

o, RREEAENMSBFEERFHNFTILEGET MR |, NZBRAES - HFAXEZIENRE.

//r:.-h_,-Secret ‘\

My lUser

passwordA

N

BB -EREBERERNZBCIRREAR | XEZIERR N S aH BHRA.

.
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https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
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//I'-.ﬂ}-Secret
- AWSPREVIOUS

-.. My Ulser

passwordA

N

.

AWSCURRENT

-.. MylUser_clone

passwordB

~

J

BRI - RIRHBER RSB HED,

//r-_d}-Secret
AWSCURRENT

-.. MyUser

passwordC

.

- AWSPREVIOUS |

-.. MyUser_clone

passwordB

~

J

BDREH - BB ER =R HEE,

/r-_.ﬂ}-Secret
-~ AWSPREVIOUS

... MyUser

passwordC

AWSCURRENT

... MyUser_clone

passwordD

~

L

\ /
Lambda Heds BN EK

TEHthe section called “JBid Lambda B 1ThHES:” , Lambda BRI R =40, RiIE
# , Secrets Manager A E Fir R B AN T RIRA .

IR Secrets Manager ;¥ B N RNZAXRBIBMIL R EBUER , I(RUUBIER —NRIRE. wERK
HEA , FIRBENSRNWESHITERME,
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wE HC KRB R

- FREAREERERNESREE BRI,

« IRERHE , FEESFEARIARCREMG, XEEBAUNESSBEENRBFNERHEEA
Amazon CloudWatch , Rt B FEEWBWR B EH AL ETF I B HRENEABRES
ExBEBANRAE , iS5 the section called “5#r B EIEHNR” TR,

- HFZ£ER , Secrets Manager X 1 Lambda ¥R BB ZRRZ, RIREBRTZAAE=
A Lambda BERECRFEIRZ,

- BXBERHBN , FSANEHME A TRS =N AERF.
- flmn, WMREERNS B MEREZERR , WSTOEEHNEREEAN]. up-to-date
o REHREBUERMEMAT BB —RREFE ZIP XH my-function.zip H,

HE#: ZhRE Y P9 > S PR
ES ]

- create_secret: DI BN IRAE

« set_secret : EREEERIRS P EUE
- test_secret: izt #HY B MR A

- finish_secret: ST HEH:

create_secret: 8|2 Z{ANFIRA

ZHEcreate_secretBABEFEAEClientRequestToken A get_secret_valueF
RREFAREFE, NRZERE , MITLtEBE— NN , create_secret HEATHE
fEfVersionld, AfE , EFERER — N Z{BEget_random_password, #ETX , B
Aput_secret_valueNHESEFHRZAWSPENDING— 21244, NN R4AEZHE AWSPENDING
PEBTHEARESE. IRATEARRRHRAY , B UERLEATSIAZEHRE. ESRENAE
W Lambda KB EE R E o

B B ERERB R

- BERFVZAENTENBEEIRSBERNFN. €A ExcludeCharacters SHHRFH.

o EMREHET , FRAEEMRAME : fAdescribe-secretH&EHVersionIdsToStages,
AWS CLI
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-test-and-debug.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://aws.amazon.com/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html

AWS Secrets Manager ArfEm

« XF Amazon RDS MySQL , A F X5 #h , Secrets Manager 28| — N EHTET 16 NF
RNRERAF, B RRREBUAATERAERNAF, S, MySQLS.7 RESHRAZFRZ 32
NEHFHWAF A | {8 Secrets Manager 2 EAF B RKEKM M _clone” ( ANMNFERF ) , AAFREERES
TR 26 NEHFUA,

set_secret : EXHEEDRSHPHEILE

ZHEset_secret ERBBEFERRS FHEIL , £H 5 ZELAAWSPENDINGHRA A Y 7 25 4R E AR IT AL,
REHCH R BRI

- MRLFIBEAEBLABBREANRS (NBEE )  EEATHSHIL. EXEZELR , B2HO0

WASP Wi ENERSHILE=E,

. REEBERNBRE , ERFRMIE N Secrets Manager R BB RPN EFEILE. NBHE
BENEERERTG  AEEBRREELEERZERBHRNEMER, EEHFEIEZH :
- KEZ4 AWSCURRENT MRAHFMEIIREE M. WER AWSCURRENT FiELM , BHFERRE
« ¥ AWSCURRENT #1 AWSPENDING Z4AERBEATE—AF. N TFHAFEMNEDB  BE
AWSCURRENT #1 AWSPENDING AF&Z 2B HE.
- REBFRSEREEHEE. XTFHIEE , ©ZE AWSCURRENT 1 AWSPENDING £HEB 2 EH
Gl
s ERADEERAT , BUREEENRFEEEENTENRHRERE., i, X TFRXEHAFRH , Secrets
Manager B3 EHIE—NMNAFHPETHEESHERVNERERAF, NMREGESEZEMY , AERR
FTREAFHNEMN , WEEEH set_secret HEF K,

test_secret: WiAFHI I ZRRA

AR5 , Lambda BMEBCRFER ZH ARG R BIEESRS , M A AWSPENDING s, &
T R EEE AR i 9 % 460 B B f5E P SR B T 0 AR BR AU it T Y 22 4

finish_secret: TR HES:

B&/5 , Lambda B IREHBURFHRE AWSCURRENT M2 BIRY 4R AR AT 30 B LR A | iXFFEIA 2R — API
8 F Bk AWSPENDING #5%, Secrets Manager 7/l AWSPREVIOUS EEFFRE R LAGIMIARA |, LAE
FBREBFZHAN X EHEHFHIRA,
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https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://www.postgresql.org/docs/8.0/runtime-config.html
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ZAHEFinish_secret A Fupdate_secret_version_stagelFEFEIRZAWSCURRENT M LAHTHY 2R
HARABI BF A ZEAMA, Secrets Manager 34§ AWSPREVIOUS E#F#X Bal A INE RHARRA |
DMEERE LR E A EHFHZEA RS,

B HC KRB R

» FELLAWSPENDINGZ BIFAERFEMIRR , L A EFEA LI AP EAREMBIBER , BAXTRELE
Secrets Manager REAZM AR TR, Secrets Manager 51 AWSPREVIOUS E17#55E 2 LA B B9 Al
X, SESEREREN LR EARIFHARA,

IR , AWSPENDING EFArS AJ#EMI N2 5 AWSCURRENT WRAMEREIAVARAS |, th AT 88K M N
fATARZA, 1R AWSPENDING EFAREFEEARM MNE 5 AWSCURRENT ABREIMVRRZS , M BRI HHRH
EREAASBBRE LN ERIRERDPEHTPIHRELEIR, BRTEIIAT , AWSPENDING EFIRE 8L
LM MBIZREARE, BEXESEER , BSH RRAIHEE,

AWS Secrets Manager K%t B B i

Xt Fthe section called “IBIJ Lambda BE# 1ThHE:” , Secrets Manager 12t 7T F SR BREER, &
EFEAENR , B2 -

- B RRBEEFEN
- B RBRIFBEEFRH

X LEE R X #F Python 3.9,
EREACHREREY , BSARERERH.
R

* Amazon RDS # Amazon Aurora
« Amazon RDS Db2 £ F
+ Amazon RDS Db2 & F
+ Amazon RDS MariaDB # f F
« Amazon RDS MariaDB X & F F
+ Amazon RDS #1 Amazon Aurora MySQL £
« Amazon RDS #1 Amazon Aurora MySQL X & f F
+ Amazon RDS Oracle # F F
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage

AWS Secrets Manager PR
+ Amazon RDS Oracle X &
» Amazon RDS #] Amazon Aurora PostgreSQL £ f 7
« Amazon RDS # Amazon Aurora PostgreSQL X & f
« Amazon RDS Microsoft SQLServer £ A F°
« Amazon RDS Microsoft SQLServer X & A F
+ Amazon DocumentDB ( & MongoDB #%& )
+ Amazon DocumentDB #/NF F

« Amazon DocumentDB X&

* Amazon Redshift
« Amazon Redshift & f f~
« Amazon Redshift 32 & f

* Amazon ElastiCache

» Active Directory

- EFH B FFEU

- FEYPEFERXR
. HipiAsm

Amazon RDS 1 Amazon Aurora

Amazon RDS Db2 #

« ¥EREF . SecretsManagerrdsDb2 RotationSingleUser
- BRBRKH . BRHREK  SHF,
+ SecretString &4 : the section called “Amazon RDS Db2 #Z4#”,

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/

rdsDb2 /lambda_function.py SecretsManager RotationSingleUser

« {&k#ixF : python-ibmdb

Amazon RDS Db2 XE R/

« EIREBH . SecretsManagerrdsDb2 RotationMultiUser

o BMRERE : the section called “XEH ",
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
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+ SecretString £&# : the section called “Amazon RDS Db2 M 4E44”,

« R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsDb2 /lambda_function.py SecretsManager RotationMultiUser

« KX R : python-ibmdb

Amazon RDS MariaDB # i f°

« #EIRBF . SecretsManagerrdsmariaDB RotationSingleUser
o ROMRREE . RERIERE  BAF,
+ SecretString £ : the section called “Amazon RDS MariaDB Z4A 45137,

« R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmariaDB /lambda_function.py SecretsManager RotationSingleUser

« KX FR : PyMySQL 1.0.2, MRREH sha256 ZE#THMHRIE , WA PyMy SQL [rsal. Bx
ff Lambda BT AHAFEATEREFRBHNEINEE , BSRUMFNIZE EwmF = &34 Python
BRMBRNIELHF1ZES Lambda FE ? FEAWS HRFLH,

Amazon RDS MariaDB &

« BIRBF . SecretsManagerrdsmariaDB RotationMultiUser
« BB : the section called “XE R 7
+ SecretString &4 : the section called “Amazon RDS MariaDB Z4A 45137,

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmariaDB /lambda_function.py SecretsManager RotationMultiUser

o KRR : PyMySQL 1.0.2, MRIRER sha256 ZB#THHRIE , WA PyMy SQL [rsal BX
ff Lambda BT AHAFEATEREFRBHNEINEE , TSRO E B mF #5348 Python
BARNMBBRNEBESHFIZES Lambda FE ? FEAWS RGO,

Amazon RDS #1 Amazon Aurora MySQL £ fA

« HEIRBFR ;. SecretsManagerrdsmySQL RotationSingleUser
« RHRZREE : the section called “E A7,
- FRHAKY SecretString £ : the section called “Amazon RDS # Amazon Aurora MySQL #4545

”
o
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmyS SecretsManager QL /lambda_function.py RotationSingleUser

o KR : PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , W PyMy SQL [rsale BX
£ Lambda BT R EAFERBZABHNEINESR , ESRNMANEE EHEZHFIXH4H Python
BRMEBRNBELHFIZES Lambda FE ? FEAWS ARALH,

Amazon RDS #1 Amazon Aurora MySQL XE R F

« HEIREBH . SecretsManagerrdsmySQL RotationMultiUser

« RHIRREE - the section called “REBAF7,

« FAHAMY SecretString £ : the section called “Amazon RDS #1 Amazon Aurora MySQL #4Z3 45

« R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
rdsmyS SecretsManager QL /lambda_function.py RotationMultiUser

o KR PyMySQL 1.0.2, WRIRER sha256 ZB#THHRIE , WA PyMy SQL [rsal BX
£ Lambda BTN FEATERFANBHNINEE , BSRAUMFNIZE EwmF #5344 Python
BAMEENEBESHEZ DS Lambda FE ? FEAWS RO,

Amazon RDS Oracle # A F

« #EIRBF . SecretsManagerRDS OracleRotationSingleUser
« R EE - the section called “E ",
- TIHAMY SecretString 443 : the section called “Amazon RDS Oracle Z4 451,

« JRAE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDS /lambda_function.py SecretsManager OracleRotationSingleUser

« {KEIKX R : python-or acledb 2.0.1

Amazon RDS Oracle & A

EIREH . SecretsManagerRDS OracleRotationMultiUser
BB ;- the section called “X &R 7
AR SecretString 443 : the section called “Amazon RDS Oracle Z4A 45437,

JRACHED : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDS /lambda_function.py SecretsManager OracleRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
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« {KEKX R : python-or acledb 2.0.1

Amazon RDS #1 Amazon Aurora PostgreSQL £ A

« #EIRB ;. SecretsManagerrdpostgreSQL RotationSingleUser
o ROWRIRRE - BB A
- FRHAKY SecretString £ : the section called “Amazon RDS # Amazon Aurora PostgreSQL %

B,

« JRAHEB : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ rd
SecretsManager spostgreSQL /lambda_function.py RotationSingleUser

« {KEKXR : PyGreSQL 5.0.7

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & f

« EIREBF : SecretsManagerrdpostgreSQL RotationMultiUser
« RHLIREE : the section called “REHAF7,
- FRHEARY SecretString £#4 : the section called “Amazon RDS #] Amazon Aurora PostgreSQL ##%

B,

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ rd
SecretsManager spostgreSQL /lambda_function.py RotationMultiUser

« {KHBIX R : PyGreSQL 5.0.7

Amazon RDS Microsoft SQLServer B

« #EIRBF . SecretsManagerRDSSQ L ServerRotationSingleUser
« RHLIREE : the section called “B 7,
« FAHAMY SecretString £ : the section called “Amazon RDS Microsoft SQLServer Z4A 45137,

RIS : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDSSAQL /lambda_function.py SecretsManager ServerRotationSingleUser

. KR : Pymssql 2.2.2

Amazon RDS Microsoft SQLServer & H

« HIRBH : SecretsManagerRDSSQ L ServerRotationMultiUser
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https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
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o R EE - the section called “RER 7
« TAHAMY SecretString £ : the section called “Amazon RDS Microsoft SQLServer 24745137,

« JRAE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/
RDSSQL /lambda_function.py SecretsManager ServerRotationMultiUser

o KX R : Pymssql 2.2.2

Amazon DocumentDB ( & MongoDB #%& )
Amazon DocumentDB B4 f=

« #EIREBH : SecretsManagerMongoDB RotationSingleUser
« RHRIRREE : the section called “B 7,

+ FAHAMY SecretString £ : the section called “Amazon DocumentDB #4745 #9”,

« R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ DB /
lambda_function.py SecretsManagerMongo RotationSingleUser

« fKHXZR : Pymongo 3.2

Amazon DocumentDB 32 & f =

« HEIREBH : SecretsManagerMongoDB RotationMultiUser
« RHLIRREE : the section called “REBAF7,
+ FAHAMY SecretString £ : the section called “Amazon DocumentDB #4745 #9”

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lambdas/tree/master/ DB /
lambda_function.py SecretsManagerMongo RotationMultiUser

« fKHKXZR : Pymongo 3.2

Amazon Redshift

Amazon Redshift 2 A~

« EHRBFR : SecretsManagerRedshiftRotationSingleUser
« RCHLIREE : the section called “# 7,

» FiHASecretString4Et : the section called “Amazon Redshift %40 45 #3”Sthe section called “II
5# Redshift TIRFBWELEN,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
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R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam

SecretsManagerRedshiftRotationSingleUser bdas/tree/master/ /lambda_function.py
« KHBIX R : PyGreSQL 5.0.7

Amazon Redshift 33 & H

« EHRBFR : SecretsManagerRedshiftRotationMultiUser
« RHLIREE : the section called “REHAF7,

» FiHASecretString4#d : the section called “Amazon Redshift #4045 #9” S the section called “II
5i# Redshift TIRE BWELE",

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerRedshiftRotationMultiUser bdas/tree/master/ /lambda_function.py

« KX R : PyGreSQL 5.0.7

Amazon ElastiCache

EFEMALER , 5 R Amazon A ERE TR B35 ElastiCache A7 &3,

« #IRB : SecretsManagerElasticacheUserRotation
» FHAMY SecretString £ : the section called “Y & #hfY ElastiCache M ER LS,

« JRKEE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam

SecretsManagerElasticacheUserRotation bdas/tree/master/ /lambda_function.py

Active Directory
A B REIUL

- ¥ERBEF . SecretsManagerActiveDirectoryRotationSingleUser
« THIK SecretString £ : the section called &z B FEEMBREN,

« JRA : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam

SecretsManagerActiveDirectoryRotationSingleUser bdas/tree/master/ /lambda_function.py

EE B RBAR

- EWREBF : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationMultiUser/lambda_function.py
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
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« FAHAMY SecretString £#3 : the section called “SEZ B FHMBR LI,

« JRKEE : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser bdas/tree/master/ /
lambda_function.py

o {KEIXFR : msktut il

Hih gk
Secrets Manager IRt L EREN BN EMX B ZH A BRIREHIE S,

« EHRBF . SecretsManagerRotationTemplate

R : https://github.com/aws-samples/ aws-secrets-manager-rotation-lam
SecretsManagerRotationTemplate bdas/tree/master/ /lambda_function.py

Lambda 2 EEAINITAEMNPR AWS Secrets Manager

& Fthe section called “#@3d Lambda BIE#1THER” , & Secrets Manager £/ Lambda B IR %
£ARY , Lambda B IAM 4T A &I X LIE R4 Lambda BMERE. BXUMRE B3I e
Wi , BSH -

- B RBRBIEEZS
- B RBRIFBREERH

UTRBIERTEAT Lambda BREBINTABHNEERE, ERERTAGHKMMNRER | &
2% AWS Lambda W {TAE,

w4

« EAT Lambda B EEIITH B FRE
s ERATEFREERPNEREN

s ERATREAPERBENERRER

EATF Lambda REREBUINITA KR
AR ROIZRBE TR R -

«  SecretARN i=1T Secrets Manager &1k,

RIR 201
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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RAriEmE

- BIEFED,

s MEHBBEBEDRSE VPC HE1T , NEEFMENEE, BHSRELE Lambda BELAG R VPC HFHY

HRo

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

ERTEFEERANREER

MEBEZRAMFEH AWS EERXH4A aws/secretsmanager LAY KMS Z4A#TINE , MEEE[D
Lambda U iTABR FERAZZAMNNR, BALUER SecretARN INEE LT 3T & PR Hil f#f 23 B B 58
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A, NinBREKEHSEARBEENRERNZH, UTREETRTERNERNTAGKES , 2
£ KMS Zi N HHBRENE,

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"

ENFERATFREERANEN SN RAEARREY , HRMNAT ROFRIEIAARITACEER
ZEH

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN"
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"
]
}
}
}

BRATREBEAFP RN RIEIED
EAXEBRAPRHREKRIENES |, B2 the section called “Lambda EREUE IR KR,
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¥ FEE Amazon RDS FiFMF4 , MREBFEANRREAFR XA BEBRAFZHH Amazon RDS
BE , MZEAAFRIREBAA Amazon RDS L RiE API , UEERBBEENEZER. RINE
WIRH £ AWS FEE B AmazonRDS ReadOnlyAccess.

BAF /RGBS SO VF B

« 79 SecretARN 1T Secrets Manager #1E.

EBEAFPZAPRIREIU, Secrets Manager 2 ABRAFPFATPNELIERRCRFHARNE
iE,

BIEHZE,

MRHEERRSIE VPC IEFT , NRBFENRE, SXESEL , WSHEE Lambda EHLL
| VPC FRYEIR.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "SecretARN"

I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "SuperuserSecretARN"

},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*"

I
{
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRDSReadOnlyAccess.html
https://docs.aws.amazon.com/lambda/latest/dg/vpc.html
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"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",
"Effect": "Allow"

Lambda %2 B Z R M & 15 [a] A BR

B Hthe section called “JEid Lambda BB THER:” , & Secrets Manager £/ Lambda EI¥3C iR %
ARt , Lambda #RRBUSMEES HRZZH. MRENFHASTEEITE , W Lambda BRBUE 4 FAE
5 R)X LU RYSRIR | B N2 42 B AR S5 o

| # 4R

Lambda ¥ ThREXAMAER 15 18) Secrets Manager i 2. fREH Lambda EREAT AR BB |
T AT DA F 2 S 44

RIFET R, EEERIKS , S the section called “Secrets Manager 5 5.

MRER Lambda BERBEFEZBEBRMIARENRN VPC Fi21T , HIEWEE VPC NEE
Secrets Manager RERAELIET 2. AE , B8 VPC IIEH A F A HXELET S iERH S
HEFTRIAMELARTR. BXEZELR , 5K VPC .

®E , BELUEE [ VPC RN NAT MR EBRMMX ( XFAFRBEE VPC WRETH RN B IR
=) , fo¥F Lambda EI¥Ri5 8] Secrets Manager ABwR. X VPC HIE—EMXEE , BH K
K IP bt ATRER ZFR B AF Internet BT,

(A ) R EE SR SS

X TFEM API B2 RKNESR , TEMEAENRBEESRS.

MRHBIBED RS E VPC £/ Amazon EC2 324l Liz1T , B Lambda HEE B N TER —
VPC Hiz1T,. RAERBEENUNERSENERSEE. BXx<EZER , HSHEE VPC 7,

E 21 Lambda ¥ R BIEESRRS |, BLATEERMNE Lambda BREBNW L LA R T ERIE
FEARSSHY HuhiEE, SRR MBI BEFERRSHL LA R E Lambda 2R EHIT
AVAIEE,

Lambda 23R B £ HY M 48 173 (R A% R 205


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-configuring
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HEBR AWS Secrets Manager % #( &

N FHFZIRS , Secrets Manager £/ Lambda BRECRFERZ ., BXREZEE , S H the section
called “J@id Lambda BE#H 1TEH:". Lambda RREBSHEBHANBEER RS UK Secrets
Manager X B, HBRLLETMEHITH , RMERLEH CloudWatch &,

(@ Note
RERSAUNECEERY K SREEBEGIRHR. BXEZEER |, 5SS the section called
“FEERI,

EF Lambda B CloudWatch BHE

1. $TF Secrets Manager #2#|A& , Mt A https://console.aws.amazon.com/secretsmanager/o

2. EBEHNFA  REEIFMAEERE LM Rotation configuration ( #¥EE ) T , i%£# Lambda
RHE. Lambda 24 A T F.

3. HEUEEGETFL , &F AF, RFiERE “&F BE” CloudWatch,

CloudWatch ##=#| &R T H EREHREHN B E,

fREAE
 “ERETEFRIFIZEREED
. “createSecret’ 2 Ei& B &

s Jix  “PAFHRE KMS”

+ 48i% : “Key is missing from secret JSON ( %248 JSON HER D %340 ) ”

- §&iR : “setSecret: Unable to log into database ( setSecret : To 3B FEIEE )~
o iR . “TBES AER lambda_function™

- HABNEREEBIRZAM Python 3.7 A4 F Python 3.9

ERET BRI 2 R ED

MREERETERRIFI 2EREED , HFEESHFLMBREK , GlEERIA Lambda #At 7 30000
Z%® , Il Lambda E# AT RERE =R 18] Secrets Manager i R BB AT,
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https://console.aws.amazon.com/secretsmanager/
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Lambda ¥ # ThREXAMAERE 15 18] Secrets Manager iR, MREH Lambda BRE AT A HRIEBK |, N
AILEALNRHLRET R, BEEEKXKIKR , IHSH the section called “Secrets Manager i 5”6

WMREH Lambda RBETERZXRBEBRMIGRINERN VPC Hiz1T , HAINEBWIEE VPC NELE Secrets
Manager FREFREL T Ko ?’U‘ B VPC I EB AT ARXEHLET RNERAFHEHEELDE
ﬂ\ﬁé@ﬁ#ﬁ*, N\ o E;&E%L:u /BN y |Fﬂ VPC jﬁuﬁ/\\\o

WA , WA LUBEE VPC RN NAT xR A BN Mx ( XFAFRBE VPC WRETFRINEIRK
R ) , o Lambda B ¥R Secrets Manager A8 iR, X< VPC HIG—ERXEE , ERMXH
IP bt ATRES Z EIR B A F Internet K,

“createSecret’ Z & & BED
LAT BB Al EA TE createSecret 2 5 S -

VPC W4 ACL S A3F HTTPS RER H,

BREZER , 5K (Amazon VPC AIF1ER) HRIEAMLE ACL EHIHEE FMERE.
Lambda FEI?&EE‘IEE T8, TENTES

BXEZER , HZH (AWS Lambda FFRA R IERE) PWEE Lambda BREUEDL,
Secrets Manager VPC ig RF AT E S BN EZLHAAOLERA VPC CIDR,

BEXREZEER , 52 H (Amazon VPC AAFERM) PHEAZSARF RN RE.
Secrets Manager VPC i SR B /o1 Lambda £/ VPC i Ko

BXEZEER | BSH VPC Ik 2,

ZRAEAXERAPRER | BRAFPZ4H Amazon RDS B2 |, 3} H Lambda BT &A1
RDS API,

NFHEMAWS RS EEBRATRANZIE AR Lambda IR BB RERS B A AR 55 i
RRRDMBIEFEZEEE . BRINBWENBEEFRSEE VPC KR, AXESER , H5H

« {Amazon RDS AF#Em) F /I Amazon RDS API ## 0 VPC i &,
« {Amazon Redshift EE5r) RMFEH VPC I 5,

Hix o “NARVFTEE KMS”

WMREEF ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , MI%HREK
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/enhanced-vpc-working-with-endpoints.html
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BERERAZANBZFTAN KMS ZRAKRGERABT, NRREPUEFESNR L TXRENBFER
AN, BXMENRNEELR |, 52 the section called SEATEFIEE RN ERIZD,

£i% : “Key is missing from secret JSON ( %45 JSON HERD%R4R ) ”

Lambda 3B ERZRAEXHAIBEN JSON &1, MR ZERIELEEIR |, N JSON mRERR DRI
ZIRGRINZH, BXBHHHELER JSON £EMMWEER |, FSH the section called “Z4A#Y JSON
&,

HiR © “setSecret: Unable to log into database ( setSecret : ToEBFHIERE )~
BN R @ A se S BUb 5%
RMEBT R R BIERE.

MRAESRHEMERK | HIMB 5000 B , M Lambda 5588 AT ETE S P 45 17 ) S0
.

MRBIEES RS E VPC F 8 Amazon EC2 =4l Eiz1T , B Lambda BREELE R ER —
VPC Hiz1T, RERBREEAUNERSENERSEE. BX<EZER , BSHEE VPC i,

E 21 Lambda ¥ R BIEESRRS |, BATEERMNE Lambda BREBN L LA R TFEHIE
FEEARSS B9 U E R, R LB AR NI BEFRRSHZ LA RFRE Lambda RIREHHAT
AVAEE,

ZRPNEILEFIR,
MRESFEAERIE , N Lambda BREB AT EZEABHPNTIUERITH ORI, £

AWS CLI @& Z4HAWSCURRENTFHIAWSPREVIOUSHRAFHEEF I ER , REEREget -
secret-value,

MIEEME A scram-sha-256 HNZ 51,

MREBEIEREE = Aurora PostgreSQL M4 13 RESIRA , HBEEMA scram-sha-256 &
B, BRBREBEATXHE scram-sha-256 # 1ibpq A 9 LEIBARAS , MK BB T AT 2
BIBEE,

HWEMLEBIEFERAFFEA scram-sha-256 %

- BESHEEE RDS for PostgreSQL 13 8 SCRAM S 1 iF F I & HIE SCRAM HZiBH
B,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/get-secret-value.html
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HE

1.

BRI E B E R WA Libpq AR

FET Linux WitEYLL , £ Lambda #4188 LS MBI SN RBREEH THBBEE. Fzip X
HRERE TEE R+,

EwmeTL, ETEBEFRPET:

readelf -a libpqg.so.5 | grep RUNPATH
MRBZFRFE PostgreSQL-9.4. x FAFET 10 WEERA , NBRREHRT L

scram-sha-256,

« A X%3¥Fr scram-sha-256 WEREBNHE L -

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

«  X¥f scram-sha-256 WEHREBNHEE

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

(® Note

WMREE 2021 £ 12 A 30 HZARE T B EPRGR , WHRIREBUBAS T FXKF scram-
sha-256 BIIBKRAS 1ibpg. A T X#F scram-sha-256 , BEEEFH O E BN RIRE K,

BIEEFEE SSL/TLS HRINR.

LUES
PR

FBHBIEEFE SSUTLS & , BRBRERMER T RMBHNIERE , WRREBT LEETIK
» AT Amazon RDS ( Oracle #1 Db2 Bx#\ ) 1 Amazon DocumentDB Y5 BB B 3 fiE
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RAZE£EEFRE (SSL) EREZ MM (TLS) REEIIBEE (MRTAH ) . BN, MBI1FE
FIRINE Y E L

® Note

WMRIBE 2021 F£12 B 20 HZENRKE T B BHRE |, WENREEBAEETAIXE
SSL/TLS W IR#EMR. N T XFEH SSL/TLS Wikl , BEEZHMOIB LN B,

T8 TE SR Y B0 1R B T Y B 2 B )

1. ¥E Secrets Manager ###l#& https://console.aws.amazon.com/secretsmanager/
IR B4R, £ Rotation configuration ( 2 #RELE ) FHY
Lambda rotation function ( Lambda 3R &% ) T , &FEFE Lambda
function ARN ( Lambda B%¥k ARN ) , 40 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TR
5l SecretsManagerMyRotationFunction ® , M\ ARN KEEHIEHBEFr.

2. 1£ AWS Lambda & https://console.aws.amazon.com/lambda/ B “BIE T , &M
Lambda B{E B ARG EIE RAEDR |, %&8F Enter , R/F1EF Lambda B,

3. EERWFMEERNMEAP , £ Configuration ( BLE ) EIF LM Tags (FX ) T, EFlE
aws:cloudformation:stack-name Zil #{E.,

4. 1£ AWS CloudFormation ##l#& https://console.aws.amazon.com/cloudformation B Stacks

T, HEAERBRERES , AFEE Enter,

5. MERFIRFGHITHIRE , LEREREIE Lambda R EEA AL, £ Created date ( 812 R
B ) S EFHKRNCIERR, X2 Lambda RIREHHNGIZE B H,

Hix  “TTES AR lambda_function™

MREZTHRBHRAK Lambda E%k , BZEEEM Python 3.7 B3I AR EEHMAH Python
B, MATRE2IBRIL4EIR . EMRILEEIR | BATLUY Lambda BEERARANEE Python 3.7 , SAJS the
section called “FE AR EERAM Python 3.7 #4%F| Python 3.9’ ETHEZEE , ST
AWS re:Post 11 i+ L # Secrets Manager Lambda B # 5k W H HIV B A B pg R4S

2o
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https://repost.aws/knowledge-center/secrets-manager-lambda-rotation
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FHIENRREBURAM Python 3.7 A4 F Python 3.9

2022 F 11 B2 RIS 2 SR BE A Python 3.7, &M F Python B AWS B AT EET
2023 £ 12 BE1E%#F Python 3.7, BXEZER , FSRBHF AT EEHN AWS T EH Python
BBEEH. EYREIER Python 3.9 WK , AN EIERREEPFMETHREBHLEDR
EHIERIREI

B EH Python 3.7 Y Lambda 3B

1. &% AWS Management Console 737 AWS Lambda ##l1& , Mit# https:/
console.aws.amazon.com/lambda/,

2. TEE#IIFKF , FiE SecretsManager,
3. EMEFHNEHIIRSD , BETHRET , IR Python 3.7,

FH % F) Python 3.9 :

o &I 1 EAEFHOEEEEE AWS CloudFormation

« &I 2 EAEHIAREEEENEZEITEIE AWS CloudFormation
« &I 3 : XF AWS CDK A , #% CDK FE

I 1 FREHCIZEREEEE AWS CloudFormation

LR fEF Secrets Manager 2§ & FF B ## I BERT , Secrets Manager &£ /A AWS CloudFormation
BIEXEWEIR , @ Lambda RIREHH, WREERARFHAETEER , REFEH AWS
CloudFormation #4622 T HEF: ThEE , MI A LAEAAEREIRY AWS CloudFormation 3tk EfT 02 E G #
BRI, FEBEFERAKIREHN Python,

EH IR R AWS CloudFormation ik

« 1 Lambda REHFEMAESENENEE R F L | &EFRZL, BF aws:cloudformation:stack-id
ZH ARN,

HREZHEHMALE ARN & |, D FBIFT R,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

EF BRI ( AWS CloudFormation )
1. 1£9 AWS CloudFormation , IR B ERMK , REEBREH,

MR BB VEE BRI ERE |, FRARRIRER , REEEEF.
2. HEMERREL  2RERITEPFRBER  ARERERITBPES.

3. HAIRITEEFE , EEIRAT SecretRotationScheduleHostedRotationLambda A4
"functionName": "SecretsManagerTestRotationRDS" H{EE#H N EEBH , Sl
1£ JSON A "functionName": "SecretsManagerTestRotationRDSupdated"

4. HEE5ERK AWS CloudFormation ik TERE , REIEFIEST,

BRI 2 : FRAEHNEREEREKNIZ /TR E AWS CloudFormation

LR Secrets Manager 2§ & FF B ##IBERT , Secrets Manager &£ A AWS CloudFormation
PIEMNENEIR , ¥ Lambda RIREE, WREEAREHETEEHR , REFEH AWS
CloudFormation 34k 0122 7 REFc B , W AT LAEA#HEIRY AWS CloudFormation 4% 3 58 % HE ¥ ThBE
BV Z1TRTIE .

BRI R HEE BRI AWS CloudFormation Mtk

« 1 Lambda R FAESENENEE R F L | &FEFRZL, BF aws:cloudformation:stack-id
ZH ARN,

HERBHERMATE ARN B, T BIFR,

* ARN : arn:aws:cloudformation:us-
west-2:408736277230:stack/SecretsManagexRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-

. B : SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda

FHRREBNIZTII RS ( AWS CloudFormation )

1.  1£" AWS CloudFormation , I B MIERHEK , RAEEBREH,
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MR HI BB ERBHERONEE |, FERRIRER K REEEEN.
2. EEMHEHRAEL  ERERITSFEPEEER , ARERERITRFES,

3. TEi&itEEs , £184R JSON # |, St FSecretRotationScheduleHostedRotationLambda,
THAProperties, T/AParameters , 0 "runtime": "python3.9"

4. HEE5ERK AWS CloudFormation ik TERE , REIEFRIES,

IEIM 3 : T AWS CDK AP , 74 CDK B

MREER v2.94.0 AWS CDK Z BT RRA A R IE BRI |, M SUET ARE v2.94.0 HE S ARAFK
¥ # Lambda ¥, HEXEZER , i3 W AWS Cloud Development Kit (AWS CDK) v2 FF & A & 15
Mo

3 BN##: AWS Secrets Manager 4R

BRERKRERETRRNEZH. EREFRRCHEENRKR , FERHAETEERHAHB TR E
Rotation configuration ( #£#EE ) # 5. R Rotation status ( ##2IRZ ) 79 Enabled ( B ) , N
RAREN R, WRAR , BHSH Bk B,

ENRREE (BHE)

1. 3TFF Secrets Manager ##|& , Mt} https://console.aws.amazon.com/secretsmanager/o
2. ERENEH,

3. EEPFMAGENEL , ERERET S , ERIERIRER,

4., HERBBANFEES , EERR,

AWS CLI
Example 3 Bl5# % 4R

BAF rotate-secret RO IZENFIRREHR, FRAMLMECEERLR,

aws secretsmanager rotate-secret \
--secret-id MyTestSecret

I BNF IR A 213


https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/rotate-secret.html
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AT E &

ERABs R , AIBEA cron() = rate() KX RIEERLRBZAN TR, FH rate Tz |, 7
PAIZLUNR SRR A RIREENRERITR, FA cron RIERX |, ATLGIZE LR AIREIFMANRLIEIT
Xl. Secrets Manager 3##% it XA UTC B X, BAUASM/NTRIR—IXZ4], Secrets Manager
R B AR R4,

ERRARR , H5H

« the section called “}E &5 #r”
« the section called “ B zh 5 # B 3E FE 2240
« the section called “ Bz ¥ # IE IR FE 27 4R

Rate &KL=

Secrets Manager rate RIAXRKAU TN , HPh#RBIEEH , ##7 L& hour, hours, day =
days :

rate(Value Unit)

RSN N R —IREH, =B

,l"&':\
- rate(4 hours) EREZFHREM/ PRI —IX,
- rate(l day) EREZBHATRER IR,
« rate(1l0 days) EREZERE 10 R —IX,

X FEUNR N RV TER | BOIANRREBMNFRITE A E—PEEXA, EFLNURE Window
duration ( BYER#FEERTH ) AERRMRETR, ZRRENBRTELEMRE T —NMERITR, XEHITREN
— M ERBIARRE RN T RET IR B B/

FNFURABMNMHNER  BRINRRNBRNFRITH , HE—RERIFXH, BaJLLZE Window
duration ( BTERIFLERTIE ) ABE HEIRATER, ZRMFEBRFABEMET—UTC B, NtHTREN
— R ERBEIAFF BRI LR RFENBRE/NTRET 24 D,

Cron XA

Cron RIZXFXAUTHER :
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cron(Minutes Hours Day-of-month Month Day-of-week Year)

TENPFIEEN cron REXBRBLERE. HlW0, cron(0 4/12 * * ? *) RFER 400, TF
4:00 , RERFEZXRER 4:00, TF 4:00, Secrets Manager ##itXIfEMA UTC Bf X,

X TF BN RALA TR, BRINFEHRET BORFAE — /I EYJE R Mo S& A BLRE Window duration ( BYER4E
B[ ) SLE RS ER . ZEMATERAEHAT — MR R, S U/ NI —IREH,

iR Expression

B/VM =R, NFRITHE. cron(@ /8 * * ? *)
B/UUhET—IR , NB L 8:00 FF 5. cron(@ 8/8 * * ? *)
B /e—R , NER 2:00 FF 18, cron(@ 2/10 * * ? *)

et EBOEM 2:00. 12:00 1 22:00 4 , AE
EE-XH 2:00. 12:00 F1 22:00 #1T,

#XLEF 10:00 cron(Q 10 * * ? *)
BEHATF 6:00, cron(@ 18 ? * SAT *)
A% 1 XLEHF 8:00, cron(@ 8 1 * ? *)
B=MNAE—-1NEHAER 1:00, cron(@ 1 ? 1/3 SUN#1 *)
BAKRRE—XTF 5:00, cron(@ 17 L * ? *)
EH—INEHHEEF 8:00, cron(@ 8 ? * MON-FRI *)
BAHE 1 XME 15 X T F 4:00, cron(@ 16 1,15 * ? *)
BAE-1EHBEFR cron(@ @ ? * SUN#1 *)

Secrets Manager F#J Cron RiEXER

Secrets Manager X AJ LA F cron RiIEXWABRE — LR Hl. Secrets Manager # cron =ik H 7
FERUIEE 0, AR Secrets Manager RIS BREE QI h, HFEGFRMIIEE * |, B Secrets
Manager A X R —F A LWEIRITR], TRERT AT AERARIED,

Cron RiEXH 215
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RAriEmE

FE
pika

/NAF

D ay-of-month

IR 0

0-23

1-31

BEARF
7

A/ (ERHL) EEEE, F
w, 2/10 EREMNESR 2:00
FaE 10 Mt —IR, EALE
P9/ AR — IR B R

5/, (EF ) 8sHME, i
w, 1,15 HeHANE1 X
FEE 15 Ko

£/ - (BY% ) BEEEE. #l
wm,1-15 RRFANE 1 X
F5E 15 Ko

R (25 ) B8ZFRIN
FREE, flm, * RRHAN
B-X

(|5 ) BEFATEE -
®BE—P. BEZEER— cron
FKERXAF R Day-of-month
M Day-of-week ZFEE
EEE, MBESREHB—AF
BYPEETE, USNES—
NFERPERA? (EF ),

FA/(ERHL ) IBEBE,
Bl , 1/2 &R"MEE 1 XFFHR
BRX—X , RaFER , £ 1
R, B3IKXR, EB5XK, k3
i: 8

£/ LEES ANEE—XK.

Cron FRiE=

216



AWS Secrets Manager

RAriEmE

FE

kv

1-12 =% JAN-DEC

BEARF

5 DAYL EES ARG —
Nan& BE, im0 , SUNL RR
YANRE—/EHR,

R, (25 ) 3HME, 4
M , JAN,APR,JUL,OCT %
~—H. MA. tAM+A,

£/ - (BX% ) BEEEE. #
wm,1-3 RR—FNE 1A
EE3MNA

R (25 ) B8%FRF
HFrEE. i, * KR8
Ho

£/ ( ERHL ) EERE,
pltn | 1/3 RRB=NA—
X, NE1ABFE , B
1. 4, 7F 10 M A,

Cron FRiE=
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RAriEmE

FE

D ay-of-week

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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BERARERAWE

A AE A AWS Config RiIFEEN R , UEBECIRERSEWIRE, EALERA AWS Config M
MEXLHNBHARBLEMNEAMEER, RS AWS Config ATLURBI RS RANMER, EE 7T LR
BEXNZATHE, RREE. ATHHMNEN KMS Z4, Lambda RIREBUAREZHAXBKNIRSSE
BT ER,

MRENALPESZN AWS IKF B4, WA UREZEEMNESMERE. AWS XK BXEZE
B BERAZKSZXEHERE,

R ERR
1. HBEEAAWS Config SUNITARIBHR O BHHTRAE , M TR PATIES

« secretsmanager-rotation-enabled-check — R&ERE N FMHTE Secrets Manager H#Y

FEAME T R,

« secretsmanager-scheduled-rotation-success-check— K& LRXREIINEHRERE
BEMNRIRIMENR, RENFEMERNER,

« secretsmanager-secret-periodic-rotation —REREECERENKEARLIRTH
A,

2. (W) BLE AWS Config A ERATRENNBHE, BXEZEL , HSHAWS Config £IEZE
Amazon SNS BB,

£ Secrets Manager HEUE B zh 5 #t
NBELEHNTARET BRI | FEABEIRR | U TLBERR,
HR B 3 e

1. 3$TFF Secrets Manager #£#l& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. EBRENER.

3. EERAAGENHMNRREET , ERRELR,

4, £ RBRERRE MEESD , XA B3Rk, RAEER “RE

Secrets Manager 2RBRREEF L , X LRREEFHIT B RIRIIEER |, RAULEF/RFEAIX
BER,
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https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://console.aws.amazon.com/secretsmanager/
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AWS Secrets Manager HHHE ftt AWS [RSZSEERNILZ

% AWS RSP 176 FE AHZ AWS Secrets Manager, EELEBRT |, XERARTLERL
XEREVBXERANBRS TURDEEEH. fln, — L& E’f’ﬁ@?ﬁﬁm’%}ﬁé Yl AN = Ik
BERR. RERFETMERHESETZERERNERL TERZASMBREN , XEETBHLFH , B
NEERS KB TE4H.

RERAEASIEEERS ID N BAERBERB S,

Secret name: ServiceID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EEZARNIRSE ID

appflow - the section called “Amazon AppFlow”

* databrew - the section called “AWS Glue DataBrew”

* datasync - the section called “AWS DataSync”

* directconnect - the section called “AWS Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “AWS Marketplace”

* opsworks-cm - the section called “AWS OpsWorks for Chef Automate”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

» sqlworkbench - the section called “Amazon Redshift EifJr i85 v2”

EERHEM AWS RSEENZRY , BEAEREETR,
BXREAZANBRSNTRIIR , BSAEATEN RS
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RAriEmE

AWS fEH AWS Secrets Manager ¥l Z B RSS

AWS 5 Secrets Manager SRS :

#04a AWS App Runner £/ AWS Secrets Manager

AWS App2Container #1AIfEF AWS Secrets Manager

tnar AWS AppConfig 8/ AWS Secrets Manager

I S 3#h 3040] AppFlow £ AWS Secrets Manager

4l AWS AppSync £ AWS Secrets Manager

Amazon Athena R f£ F§ AWS Secrets Manager

U5 #h Aurora 28I A HY AWS Secrets Manager

Zn{al AWS CodeBuild £ AWS Secrets Manager

#n{a AWS DataSync £/ AWS Secrets Manager

I 5 3040] DataZone £ AWS Secrets Manager

#n{a AWS Direct Connect £/ AWS Secrets Manager

#n{a AWS Directory Service £/ AWS Secrets Manager
Amazon DocumentDB ( with MongoDB compatibility ) #01a]f£ F§ AWS Secrets Manager
bn4al AWS Elastic Beanstalk £/ AWS Secrets Manager
Amazon # AR EM KA S AWS Secrets Manager
Amazon Elastic Container Service

NI 5 3040] ElastiCache £ AWS Secrets Manager

#n{a] AWS Elemental Live £ AWS Secrets Manager

w4 AWS Elemental MediaConnect f#F AWS Secrets Manager
wn{a AWS Elemental MediaConvert £ AWS Secrets Manager
Al AWS Elemental MediaLive £ AWS Secrets Manager
4l AWS Elemental MediaPackage /8 AWS Secrets Manager
Al AWS Elemental MediaTailor £/ AWS Secrets Manager
Amazon EMR #0{A £/ Secrets Manager

U 55#h 2047 EventBridge £/ AWS Secrets Manager

U S5 FSx an{al £ A M2 AWS Secrets Manager

#n{a AWS Glue DataBrew £ AWS Secrets Manager
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« AWS Glue Studio f1{AIf&£/ AWS Secrets Manager

« hn{al AWS loT SiteWise 8/ AWS Secrets Manager

« W 5# Kendra R FIEAR AWS Secrets Manager

« W5 Kinesis Video Streams R #0{A{# A K AWS Secrets Manager
« hn{al AWS Launch Wizard £ AWS Secrets Manager

« Amazon Lookout for Metrics #1a] £ F] AWS Secrets Manager

o L5 EE Grafana EAEAK AWS Secrets Manager

« #n{a] AWS Managed Services £ AWS Secrets Manager

« Amazon Managed Streaming for Apache Kafka #1{alf# F AWS Secrets Manager
+ Apache Airflow I S#FEE TERELIMAEAK AWS Secrets Manager
+ AWS Marketplace

« hn{al AWS Migration Hub £/ AWS Secrets Manager

« hn{a AWS Panorama f£ Secrets Manager

« fn{a] AWS ParallelCluster 5/ AWS Secrets Manager

+ Amazon Q A Secrets Manager

« Jn{a] AWS OpsWorks for Chef Automate £ AWS Secrets Manager
o W S#h 4047 QuickSight £/ AWS Secrets Manager

* Amazon RDS

« W 5# Redshift B9fEA 75 3 AWS Secrets Manager

+ Amazon Redshift Ef)m#EaT v2

o S a047 SageMaker £/ AWS Secrets Manager

« #n{a] AWS Schema Conversion Tool £ AWS Secrets Manager

« #n{a] AWS Toolkit for JetBrains £ AWS Secrets Manager

 1{a AWS Transfer Family £/ AWS Secrets Manager #%

« AWS Wickr Z 21l £ A #: % AWS Secrets Manager Y

n{a] AWS App Runner £/ AWS Secrets Manager

AWS App Runner 2 —I1 AWS k% , R T —fiRE, MRHELFRENLR , IHRERBHASE
MGEEDEE AWS =HF AT BREZ2MH Web RARF. BEFZEIFWHER, REFMEHA BT ER
%, R FEEMENATREMEE AWS TR,

App Runner 222
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£/ App Runner , &R A ESIZRSHEFRSHE EFPRFZAMEESI A ARSTHHRREE. B
XEZER , FS6 (AWS App Runner F R AR IEE) FHEIARELENEERELE,

AWS App2Container #01a{# A AWS Secrets Manager

AWS App2Container (A2C) R — R FTITE , KB ERANEBEAMBER OHELN LEZ1T
WA AR , FE7EH Amazon ECS, Amazon EKS BB AR FE1To AWS App Runner

App2Container £/ Secrets Manager X EEA TR I HITENEZINARFRS[|/VEIL , UE
BITZEDT. BXEZEE |, i55H App2Container EFER P HIEE AWS App2Contain AWS er
4.

#n{a AWS AppConfig £/ AWS Secrets Manager

AWS AppConfig — AWS Systems Manager TiA] A T 822, EEMREFEBENAEFEEHTEE,
Bl & ] @& 7k 7 Secrets Manager PV E I RIERHMBRES ., HE0E B HENEE X4,
A LLi%E$E Secrets Manager fE N ELBEERIEHRIR. BXREZEL |, 85 (AWS AppConfig A F 18
) FeIEEREREB 4, BXUM[ AWS AppConfig b B B B R INEEN RANER | 18
Z# (AWS AppConfig AF#E®) HH S ecrets Manager Z4A %R,

M S5 an4a] AppFlow £ AWS Secrets Manager

T 55 AppFlow R —IELEENERRS , £EEBERGERS (SaaS ) NARF ( Hi
Salesforce ) SRS ( HINI B#h &) £ 7% AWS BRSS ( Amazon S3 ) HlAmazon Redshift& g5 2 [8]
goge ;g i

£ Amazon A AppFlow , H#f¥ — SaaS MARFEENRIERE , BROIET —NERE, X
BIEEREE SaaS RARFAENEE , flNSARIESE. AFRENEB, LD ENEERE
AppFlow T E T HIZRRY Secrets Manager £ EZ i Fappflow. FREANFEA SIS ELSE
ZH™ AppFlow, BEXEZEE |, 58S # AppFlow F F15R AppFlowd L &R EIE R

el AWS AppSync B AWS Secrets Manager

AWS AppSync INARFFEAARRBHT -1 EK, I BN GraphQL ##0 , AT&MHkBZ MK
SRR | 81 5% DynamoDB AWS Lambda#l HTTP API,

AWS AppSync £ CLI s S EABHPMWIEPERErds execute-statement® Amazon RDS., &
XEZEER |, 55H (AWS AppSync FF X AR IEREE) FREVEFE : Aurora Serverless,

AWS App2Container 223


https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
https://docs.aws.amazon.com/apprunner/latest/dg/env-variable-manage.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/app2container/latest/UserGuide/manage-secrets.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/cli/latest/reference/rds-data/execute-statement.html
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
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Amazon Athena f{a] £ AWS Secrets Manager

Amazon Athena 2 — IR EXEHRS , ILEREEBENEARE SQL B2 # Amazon Simple
Storage Service ( Amazon S3 ) FEVEIE,

Amazon Athena Z#ERIE#ESS 7 LU Athena Bx & B TIEES Secrets Manager ZRLESER , M
MERKE. BXEZEL , H5S5 (Amazon Athena AF1ER) FHER Amazon Athena Bx& &
o

I Sy Aurora 2 a0{a]fE£ A #Y AWS Secrets Manager

Amazon Aurora  —15 MySQL # PostgreSQL AN T E NN X RBIEESIZ,

EEIE Aurora WEAFIUEP |, Aurora AT AN IRBIBIEE R, BEENNFHAIATER. Aurora
EEEXLIF RN, BXEZEER |, i52HE (Amazon Aurora AF ™) FHER Amazon
Aurora Hl AWS Secrets Manager& B %15,

BXxH Aurora EiE |, S Hthe section called “B IR EZ4A",

@A Amazon RDS Data API B , 2] LAEF Secrets Manager HI B4 EERIEENEIL, BXE
%55 , B2 (Amazon Aurora AAF1EME) HRIEA Aurora Serverless & API,

£ Amazon RDS EfREFEZEZIBIEREN , AT CNBIEENEIEFM#7E Secrets Manager ., &
KREZER |, 5% Amazon RDS AFEETHNFERAERRmER.

Al AWS CodeBuild A AWS Secrets Manager

AWS CodeBuild R EMERRS . CodeBuild HRiIFEMFRRE , ST MR |, HERE
ZIRBI T4,

BRI LA R Secrets Manager FFAEEMREILE, EXREZEE , S (AWS CodeBuild FAF 18
) CodeBuildF BB EMFEKRE AWS Secrets Manager =41,

g4l AWS DataSync 5/ AWS Secrets Manager

AWS DataSync & —MELBEE MRS , AEL. Ba{LFMEFEREMES 2 RANBEB.
DataSync Discovery A #B& iiREB | AWS,
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https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
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RNTWEEREEFHRENEE , DataSync Discovery FREFE#RAAEBRMNEIRIR. DataSync
X LR F 6 127 512X Secret s Manager T E Z 4 datasync, BEENUFHAINLER, &
XEZER , S HAWS DataSync Al P18 RYRF A ith 77 i R 50A 1) DataSync Discovery,

NI 5%k g0l DataZone £/ AWS Secrets Manager

Amazon DataZone @ —MHIFEEE RS , T LLENEFEHTHE, KW, B, HEMN5HF. &9
LABE R B A ES ITEAY Amazon Redshift EE AR MAEHPHHIEER™, AWS Glue [EREF
EEET D% Redshift , BEETE Secrets Manager Z48 iR ¥ DataZone £if, HBXEZE
B | HZRL S DataZone AFIEEHPHIFE AT AWS Glue iE#H Amazon Redshift 1z FE I 2%
FERo

el AWS Direct Connect £/ AWS Secrets Manager

AWS Direct Connect B33 Fr A B9 LA A R H £ 58,45 45 S8 B9 P9 S0 ) 4% 85 32 B A AWS Direct Connect {2
B, BiSlERE , SR EEMERE A AWS REMWELED,

AWS Direct Connect FHEZX KB A B HRIEZEXKREBIAN (CKN/CAK 3 ) FREEFTHHERNIEE
Z4P, directconnectMBHRAETEERAF AWS Direct Connecte EEH 4 , HAFEH
AWS Direct Connect =2 Secrets Manager. BEXEZ{EE. , i AWS Direct Connect AIF 15
m FHF MACsec CKN/CAK 5 LAG xBk,

#n{a] AWS Directory Service £/ AWS Secrets Manager

AWS Directory Service 1 T Z¥¥ Microsoft Active Directory (AD) 5Hfh AWS RS —EFERKN
FiE. BRI LAFERZIENZEAN Amazon EC2 SEEIMARIZH B FK. BEXEZEER , B5H (AWS
Direct Connect AF1EM) FHUATAHA :

¥ Linux EC2 SEHIFTEE M AREVEE AD AWS EE B %

 J¥ Linux EC2 E#IFc48 A AD Connector B &

« ¥ Linux EC2 £ FZ4& WA Simple AD B &
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https://docs.aws.amazon.com/datasync/latest/userguide/discovery-configure-storage.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
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Amazon DocumentDB ( with MongoDB compatibility ) #04a]{E A
AWS Secrets Manager

£ Amazon DocumentDB # , AR EZB—EEATEEISEFEN S HRIE, &8 AWS Secrets

Manager , BRI LUK BRI ERBEIL ( SREHB ) B AX Secrets Manager B9 API A , A
MUREFRXREER. BXESFEELE , 5H (Amazon DocumentDB FF X A R 1EF) HH) the

section called “BIZ¥IEE 40" MEE Amazon DocumentDB A,

un{al AWS Elastic Beanstalk £/ AWS Secrets Manager

& AWS Elastic BeanstalkB , A/ URIEIEBNERE AWS =R ARE , MRS T HRIE1TIX LR A
EFHEMEM, Elastic Beanstalk Ai#id 4 X Dockerfile AR #Y B SR IZREUTFE Docker BRIER I
3§ Docker 835, N T AREREFEHENELEMEKRHIITH MR |, Elastic Beanstalk £/ Secrets
Manager Z48, BXEZEE , 2% (AWS Elastic Beanstalk FF X A R1EF) H#Y Dockerfi &,

Amazon ¥R I[FEM R EA IS AWS Secrets Manager

Amazon Elastic Container Registry (Amazon ECR) AWS 2—IZ %, Ay EAUSEMNIEERSER
EMRS . B LAEA Docker CLI i HER P i \FM EHENREREGE G, X T3SEERE Amazon
ECR A EEMERFPEBEFNMEN SN LFEMER , EXTRREFREIAN, W FEESHRIEN L
BEM TR , BB Secrets Manager 477 EiE, &R LLFE Amazon ECR 3% Secrets Manager 2
%14 8|2 Secrets Manager &4, BEXEZE L , H5% Amazon ECR AFEETH A EZEEER
AN,

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) 2 — £ R EXN N AREIERS , AU ERE
WHE, BB BASCNARR. BALUEN 5| A Secrets Manager Z4A BRI EARE.
BXEZEER , i55H (Amazon Elastic Container Service F & A R #6/8) R TRE :

- HIE . £ Secrets Manager 408 & BUREIE

- BINAREFURESLSARREZYH

- BERETERREN

- KRBT IEHEEBHH
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https://docs.aws.amazon.com/documentdb/latest/developerguide/security.managing-users.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
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https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
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https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
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https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.CRYPTOGRAPHIC_HASH.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
https://docs.aws.amazon.com/kendra/latest/dg/data-source-database.html
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html
https://docs.aws.amazon.com/managedservices/latest/userguide/secrets-manager.html
https://docs.aws.amazon.com/managedservices/latest/userguide/secrets-manager.html
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-password.html
https://airflow.apache.org/
https://docs.aws.amazon.com/mwaa/latest/userguide/samples-secrets-manager-var.html
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/samples-secrets-manager-var.html
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
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https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/database-analysis.html
https://docs.aws.amazon.com/panorama/latest/dev/appliance-cameras.html
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https://docs.aws.amazon.com/opsworks/latest/userguide/data-protection.html#data-protection-secrets-manager
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HIRBIERFE R , AWS SCT FAJLAE R 7 £ PV BIERE E#E AWS Secrets Manager, BXE
ZER , B5H (BAFE™M) AWS Secrets Manager FHY7E AWS SCT B SR EHAWS Schema
Conversion Tool £/,

Al AWS Toolkit for JetBrains £/ AWS Secrets Manager

AWS Toolkit for JetBrains 2 A F &R &£ E (IDE) WFFRAEH JetBrains, W TEIEF KA FAEE

BERAMIT R, ARMBEER AWSH LTRSS SENARER. £ALT EaEEE Amazon Redshift
S8R, BRI LA Secrets Manager ZEA#TH BRI, EXEZEER , H5H (AWS Toolkit for
JetBrains AP 1ER) H Y[R Amazon Redshift 58,

#n{a] AWS Transfer Family £ AWS Secrets Manager #%

AWS Transfer Family @ —f1Z £ W& R RS , FREBFXHE ANEH AWS F# RS,

Transfer Family BIfE X3 E R EAMFR 2 (AS2) MU RSB FERAERGHRIE, &0 A6
9 Secrets Manager 4 , B AT SLERMEZRERNEILE. EXEZELR , S5 (AWS Transfer
Family A 36R) S AS2 EEENERSHRIT,

E3 Transfer Family AP #THHRIE , EBATLL AWS Secrets Manager N EBESHREE. Ax
BZER , BZ5H (AWS Transfer Family AFE®M) PHNEAEBEN S REABNBEXERS ABE
FHBRIESE AWS Transfer Family 8 AWS Secrets Manager.

&R LAY Transfer Family B TERZBAE N X EA Pretty Good Privacy (PGP) &%, ERI{E
KRS BRPFERAMRE  BEEIRMAE Secrets Manager FEEH PGP B4, BXEZELR |, 51
{AWS Transfer Family AP #8®) FRERMEE PGP E,

AWS Wickr 2 2n4al £ F # % AWS Secrets Manager B9

AWS Wickr  —I1 end-to-end IZ RS , ATABIALMBUFHIAESEAEE, B one-to-one H
MIBEIE, XHEHE, REASZEHTLLBEE., SR LUER Wickr I ZENS AN ITERNE
. MRABBATLAFE AWS BRS , BBAIRNMZ B2 —1 Secrets Manager Z4AREZ#EHLEEAE
if. BXEZEER , HSH (AWS Wickr EIEIER) FH BHEZENE A

AWS Toolkit for JetBrains 236


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_UserInterface.html#CHAP_UserInterface.SecretsManager
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_UserInterface.html#CHAP_UserInterface.SecretsManager
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/redshift-access-prerequisities.html
https://docs.aws.amazon.com/transfer/latest/userguide/as2-connectors-details.html#as2-basic-auth
https://docs.aws.amazon.com/transfer/latest/userguide/custom-identity-provider-users.html
https://aws.amazon.com/blogs/storage/enable-password-authentication-for-aws-transfer-family-using-aws-secrets-manager-updated/
https://aws.amazon.com/blogs/storage/enable-password-authentication-for-aws-transfer-family-using-aws-secrets-manager-updated/
https://docs.aws.amazon.com/transfer/latest/userguide/key-management.html#pgp-key-management
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{FF AWS Secrets Manager VPC & i1 R

BNEWEELEMNBREMEZFTRNETAMNE LETRUESHEM SR, SUENL6IEED VPC

KimT RTE VPC & Secrets Manager Z B FAEERE, #OuwKH AWS PrivateLink R # |

ZHEAXEEBEIEERETRE Secrets Manager API , MEEXRAEBRMMR, NAT i8%. VPN iE

5 AWS Direct Connect i#3%, &8 VPC EFE’Jﬂ—@lJT%E »E IP 1t BN A 5 Secrets Manager API

HITEE. BH VPC 5 Secrets Manager Z B RETSEFF AWS M, EXEZER , BSH
{Amazon VPC FF{ERE) #M#E O VPC im s (AWS PrivatelLink).

¥ Secrets Manager £/ Lambda 3 EHFHIREZH (NI ERFEERIUENZER ) i1, Lambda B
B RIBY M IEERM Secrets Manager X HiER, EEAZEFIEEAEIRIRE , Secrets Manager
HESENBTFEEHERBHN VPC FEI2 Lambda B, BIEER— VPC HEIE Secrets Manager i
&, BMEM Lambda 3 #:E ¥ [E Secrets Manager & HHIER T4 4E H Amazon M4,

MR NiHm LS AFAE DNS |, M AEARRERERN DNS EHAEXE A , [@ Secrets Manager
KL APl ER |, fflf0 secretsmanager.us-east-1.amazonaws.com. BXEZEL , 55
{Amazon VPC AIF{EmM) FIEEE Oim L5 RS

WA LB E RN R RIS P B S R RHRXT Secrets Manager BiERKEH VPC i, BXEZES
&35 the section called “/Rfl : BRF VPC’,

#&3& 7 LAE A AWS CloudTrail BER® iH & VPC LinTi RERARENER.
A Secrets Manager 12 VPC i =

1. EZ® Amazon VPC AFERMHPWAIEE DK ET R, FARSER

com.amazonaws.region.secretsmanager
2. ERHNKIRTRNGE , ESAEALET LRKIEEG VPC LinT S8 15 R R,

/\%Lalr]

BEEEEEAZN FRGE, EiR, SHIMER VPC xR, ER , B ESEAZHN FRHE
A VPC iR, BX VPC HEWELE , 2@ (Amazon Virtual Private Cloud FIF{ER) M S5HAM
JHKF —_JL VPCo
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£ AWS CloudFormation H 82 AWS Secrets Manager % %H

EAILAE A CloudFormation #4RAHY AWS: :SecretsManager: :Secret &R CloudFormation
HRPOERS , W AERH BAIR.

E N Amazon RDS = Aurora BIEEERHA , BIWEMEA AWS: :RDS: :DBCluster HHY
ManageMasterUserPassword. A& , Amazon RDS AiEGIEFAHETERIR, BXEZEE | iF
SREERR,

tF Amazon Redshift 1 Amazon DocumentDB ZiE |, &8 %A Secret Manager 4 XY
ZENEZR  AEFERAISSIANZZRPREAFBSNEE , LAEFRBEENEILE,
ETX, #H AWS::SecretsManager::SecretTargetAttachment BREEXMIEE
HiE (S SR INE] Secrets Manager EERRBZHENEFH, &5 , ESABEIR®R , #FEH

AWS: :SecretsManager: :RotationSchedule ®RHRBLLEEEMITR, BFSHEUT RO :

« & Amazon Redshift $Eiif Bl 2 324
« & Amazon DocumentDB Eiif Bl 2 324

EFRRREHINE SIS | EFEH AWS: :SecretsManager: :ResourcePolicy &R

B<fEA AWS CloudFormation Bl & RMEL , HS09 (AWS CloudFormation A #ER) FH T
fEERER AR, Bt a LR AWS Cloud Development Kit (AWS CDK), BXEZEL |, ES
AWS Secrets Manager ¥§ & FE,

{$/H AWS CloudFormation €12 AWS Secrets Manager Z4A

LR BIE 61 E — 8 N CloudFormationCreatedSecret-alb2c3dde5f6 R4, BEBERTE
B JSON , EFEE— 1N 2 MNEFNEFE , ZFBERECEFARERN,

"password": "EXAMPLE-PASSWORD",
"username": '"saanvi"

I RBIE A LT CloudFormation &R :

« AWS: :SecretsManager: :Secret
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secret.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-rds-dbcluster.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-secrettargetattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html
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AWS Secrets Manager ArfEm

B XfER AWS CloudFormation I FRNEE. , S (AWS CloudFormation FIF{E/E) #M T
FRAE AR E R ADR

JSON

"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {

"Description": "Simple secret created by AWS CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by AWS CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32

I B3 AWS Secrets Manager 248 , A/GEH AWS
CloudFormation |2 Amazon RDS MySQL #3534
E} Amazon RDS = Aurora B2 EE R Z4H , BUUEME A ManageMasterUserPassword , M

AWS: :RDS: :DBCluster FHIRHIN EZHEBIE Secrets Manager Z4AFT R, S , Amazon RDS
NIEQBRBAHEERR, BXEZEE , BEREERH,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-rds-dbcluster.html
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812 AWS Secrets Manager Z4A#1L &% Redshift ££8 AWS
CloudFormation

E) Amazon Redshift 62 EE R Z4H , RNBWEFERN PR
fl, AWS::Redshift::ClusterAWS: :RedshiftServerless: :Namespace

FEFRBIZE AWS Secrets Manager 2348 #11U 5 2b 32 24 B 33 = <451
AWS CloudFormation

WRBIFoIE— MR HERZREFNEIEENAFFELE , 8/2—1 Amazon DocumentDB 3
fil, ZHEACKHMATIEEETFRBANET RIRNRR, ZERE TN BRIREBUER 012
Lambda f#IREH , HEREZRENDBERANESAE —XLSF 8:00 F 10:00 2B BZ iR, EAR
S HREXE |, Z=FITF Amazon VPC H,

W RBIER T Secrets Manager BILLT CloudFormation &R :

« AWS: :SecretsManager: :Secret

 AWS::SecretsManager: :SecretTargetAttachment

* AWS: :SecretsManager: :RotationSchedule

BXREAERIRAES AWS CloudFormation , & { AWS CloudFormation AP #888) ##Y “=
S EARER AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources": {

"TestVPC": {

"Type":"AWS::EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames" :true,
"EnableDnsSupport":true

}

1,
"TestSubnet@1":{
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-redshiftserverless-namespace.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-redshift-cluster.html
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"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2: :Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyn
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[
{
"Ref":"TestSubnetol"

iy

JSON
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{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

I
"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ss1l\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"

},
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
}
]

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"

JSON 242



AWS Secrets Manager ArfEm

}I

"MasterUsername":{
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub":"{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

},
"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

iy
"MyDBSubnetGroup":{

"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}

1,
"SecretDocDBClusterAttachment":{
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
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"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType" :"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

[
{
"Ref":"TestSubnet@l"
},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
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}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
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ServiceName: !Sub com.amazonaws.${AWS: :Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:
DBSubnetGroupDescription: "'
SubnetIds:

- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule

YAML
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DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

- - IRef TestSubnetdl

- IRef TestSubnet02
RotationRules:
Duration: 2h

ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager @{A 8 A AWS CloudFormation

LIREREE AT BRI INEER | Secrets Manager &1 AWS CloudFormation A2 EH F
RRHNAR, MREELSEDCET FHWRIREE , W) AWS CloudFormation 2EF 154K
BB ENR B — AWS: :Serverless: :Function. &G AWS CloudFormation £i& &

RotationSchedule , XFKREFRANLREBMPERAN, FEEHNRRIEER , BRI LUEEE

@Y View stack ( EF #ix ) LLEF AWS CloudFormation #ix,

BXRERBERRNENER , BSH R B9,

Secrets Manager 2fAfEH AWS CloudFormation
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£ 8|2 AWS Secrets Manager 248 AWS Cloud
Development Kit (AWS CDK)

EECOK NARFHEE, EBNRRES , LA LA AWS Secrets Manager #Ji&fF |
HEE 7T ResourcePolicy, RotationSchedule, Secret, SecretRotation &
SecretTargetAttachment ¥4,

# COK MAEFHRERAZRAN —MERAEAES A5 CLI SIREH , REFRHASAREN
CDK NAEFH,

BXRRH, B -

. BT EABANRE
. R

. RBRBIREEE

. BEAEHEIE X

BHXx CDKWEZEE |, 55 AWS Cloud Development Kit (AWS CDK) v2 FF & A A EF
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https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_secretsmanager-readme.html#replicating-secrets
https://docs.aws.amazon.com/cdk/v2/guide/home.html
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58 AWS Secrets Manager #1%

AWS RftiEE T B | A FHM Secrets Manager W4 , LI MBS HTIRE , HEEHNB3HE
Wi, NRAEEFEEAEANERARER , FOUUEARES , HERTFTEENE R, HETUIR
B BN ELR L EAZAIFIFNET AR ERZAIIE,

FH

« {EAi2% AWS Secrets Manager =4 AWS CloudTrail

« AWS Secrets Manager £/ Amazon 3172 CloudWatch

« ¥3& AWS Secrets Manager &5 Amazon #1TPtft EventBridge

« IR RIMIBREY AWS Secrets Manager 2248101 B #8175 1]

o FRLLTAZEKE AWS Secrets Manager 4RI & #4 AWS Config

+ W5 Secrets Manager A~

£ id % AWS Secrets Manager =4 AWS CloudTrail

AWS CloudTrail ¥ Secrets Manager H9FTE API AR NEH , BFEXK B Secrets Manager 2l
AREA , UREMILNATRRFAMBRZEARAEANEMH. BX Secrets Manager i ZH HE% B 5l
& , 2% CloudTrail %H,

BEILAE A CloudTrail B SEERIE 90 RiEFKWEH., EFLICIEN AWS IKFHWEH , 2
#& Secrets Manager IS4 , BRIE— M RER , SUEF BEXH CloudTrail f£%#i%E] Amazon S3 77
. BSENEN AWS IKFBIERE, Bt LE & CloudTrail FEWREZ /4 AWS Ik FEY
CloudTrail B#&EXHAWS XiF,

Bl LABLE E b AWS BRSS , A — 52 M4 E CloudTrail BEFWRENEIE., EFS CloudTrail
HENAWS RS ERK. L& m Amazon S3 F& 4 CloudTrail £ A FTHY B E3X4FAT | 834 7] LUK ZI &
H, BXEER , HFSEEE Amazon SNS B4, CloudTrail

M CloudTrail B&EH# & Secrets Manager B4 ( %18 )

1. 3TFF CloudTrail ##1& , Mk A https://console.aws.amazon.com/cloudtrail/,

2. BEREFAEARESHNXE. B2HANEREMEXEPRENBLESH. NEHEE AN
THFIRFERE X,

3. EEMNSMBE®KD , &8 Event history (BHFA L IEFH).
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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4. % Filter (k) &M/ Time range (B ESEE) ABEBEREREET HRPEH, Hlu

a. EEEFHPTA Secrets Manager £ , B ‘“EREM" PiEE “EHIR. AF , XITF Enter

event source (31 AZHIR) , %1% secretsmanager.amazonaws.com,

b. EEFRANMESEH  FE EXREW PER “BREW . A, £ WARBEREN &,
A Z AR B,

5. BEEEESUHARGE , BEREAZINREITEIX. EEEMAARAEFE | HiEE View event (B
BEEH).

AWS CLI

Example M CloudTrail H& A1 3 Secrets Manager

AR lookup-events RFEIR Secrets Manager B4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

AWS CloudTrail Secrets Manager S FER

AWS Secrets Manager f$77 & Secrets Manager #EAR it SRR FMBREXHNEMHNZEEA
&K AWS CloudTrail B&R. BXANXEEHNITRENFEE , FSH K& Secrets Manager &3 5
EventBridge.

AE&KBER

- Secrets Manager #/E# HE% B

- BXMIBRRIENBERE

- AIRTEHNBERE

- EXEHRBRENBERE

Secrets Manager #21E/ H &% H

BN AA Secrets Manager I#EERNEHESR "detail-type": ["AWS API Call via
CloudTrail"].
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® Note

f£ 2024 £ 2 A2 H] , —£ Secrets Manager 2 ERENWEHF T ERE ARN ¥ “arn” A2
“arn’e BXEZER | BES 1 AWS re:Post,

LT RESREET API, SDK = CLI A Secrets Manager #£/ERT£E KK CloudTrail % B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BESH FREE,

CancelRotateSecret

HCancelRotateSecreti#fEAE K. BRXEMNEZER |, BFSHE ik %4,

CreateSecret

HCreateSecretiRfEE K. BXBIEZANEER |, BSH CIBNEEZH,

DeleteResourcePolicy

HDeleteResourcePolicyREE K. BXINENELR , BSH SHRIEFMIGEZES,

DeleteSecret

HDeleteSecretiBEE K. BEXMERZLAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti2/E4 Ko

GetRandomPassword

H GetRandomPasswordi&E4E 5K o

GetResourcePolicy

i GetResourcePolicy#BEE K. BXNBRHER , BSH SR IERGRZES,

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelREE K. BEXARZRANER |, BHSH REWE,

ListSecrets

HListSecretsi#BEE K. BXRIHBHANWEELR , iB5S A the section called “E#HK 47,
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https://repost.aws/knowledge-center/secrets-manager-arn
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CancelRotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_BatchGetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
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ListSecretVersionlds

HListSecretVersionldsi#E4E KXo

PutResourcePolicy

HPutResourcePolicyl@E4E K. BXNRANEER , BSH SHRIUER G A 2H,

PutSecretValue

HPutSecretValuelREE K. BXEFZHAMNEL |, 5SS the section called “1& 247,

RemoveRegionsFromReplication

FRemoveRegionsFromReplicationREE K. BEXEFZPANEZELR , BSH BEXEEFZE
il

ReplicateSecretToRegions

M ReplicateSecretToRegionsi#E4E K. BEXEHFHBHANESER , FSH BEXHEHEHHZH,

RestoreSecret

HRestoreSecreti@EE K. BXxEFEEMBRZRIANEL , 5SS the section called “kE 2477,

RotateSecret

HMRotateSecreti#E4E K. BEXHRBRNEZER , BSH ik B,
StopReplicationToReplica

M StopReplicationToReplical® £ K. BXEFBANELEE , BSH BEXEHEFEHA,

TagResource

M TagResourcel@E4E K. BRIRICHEAMNER , 5SS the section called “¥rid Z4A7,

UntagResource

M UntagResourcei@E4E K. BXREUVEZRLARSENEER , 5S M the section called “Frid 477,
UpdateSecret

MUpdateSecreti@E4E K. BXREMBLANER , BSH the section called “1EHZE5R",
UpdateSecretVersionStage

EHUpdateSecretVersmnStage? EER . BXMAMBMNESZEE , 155 the section called “#4
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutResourcePolicy.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RemoveRegionsFromReplication.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ReplicateSecretToRegions.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RestoreSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_StopReplicationToReplica.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_UpdateSecretVersionStage.html
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ValidateResourcePolicy

A ValidateResourcePolicy# & EE K. BXNENER , BZH SO K IEMIAREH,

BRI BRREN BERE

BT £ 5 Secrets Manager & EB XM EHI |, Secrets Manager &£ R T EMEBRERNE
#, XEEHEHR "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZELA LA DeleteSecret , REHREA
RestoreSecret , M Secrets Manager 2 Wit RN B NBREARA IR EH, BXERSHERE
$ANER , ESH the section called “IkE %47,

EndSecretVersionDelete

eI BR 22 A AR ABT BB Secrets Manager RS £E K. BREZEE , 1S the section called “fil Bk
A i

StartSecretVersionDelete

£ Secrets Manager FF il Bx 4R iR A< Bf B Secrets Manager RS A K. BXxMIBRZFANESR | &
2 the section called “Mil BRZ348”,

SecretVersionDeletion

£ Secrets Manager HiiBR 2F AW Z R AR H Secrets Manager RSER. BXEZER |, S
7 Z A AR AN o
AATESINAESRE

B T £ 5 Secrets Manager 2 EBXHIEHI , Secrets Manager B2 RKUA T EEFHBEXRNE
#, XEEHESR "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EEHIRMETH Secrets Manager RF4ERK. BEXREFHBRENELER , TSR BEXEEFEH,
ReplicationStarted

£ Secrets Manager FF 145 #4083 Secrets Manager [RE £ K. BEXEHIZANEZER |
2R BEXEEHEH,
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ValidateResourcePolicy.html
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ReplicationSucceeded

TR ZhE H B AR B Secrets Manager BRSSE M. AXEHFHBANESER , F5H BEXEEHE
ﬂo

BREHRRENBERE

BR T £ 5 Secrets Manager I #EEXREHIL , Secrets Manager ELE KA T ERBERNE
o XLEHEHR "detail-type": ["AWS Service Event via CloudTrail"],

RotationStarted

£ Secrets Manager FF A% 4Rt B Secrets Manager (REE K. BEXEHRNEZER , BSH
B Z1,

RotationAbandoned

£ Secrets Manager A RRZHH NEPH N ENI B R EBR AWSPENDING ¥r¥&ATH Secrets
Manager RS 4E R, ZEEREREECIEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNEZER , BSH Bk B,

RotationFailed

ERHR R METH Secrets Manager RF4EK. BXRERNEZFEER , S the section called “ %
R FEHE,

RotationSucceeded

£ R HBART H Secrets Manager RS54 M. BXRBNESEL | H5H ik B4,
TestRotationStarted

FETF R M IR F R I A 1 R 1t R 3 BN Ry 2 4ARY B Secrets Manager BRSSE MK, BXREBMNESZE
B, B2 Bk BH.

TestRotationSucceeded

E R IR AN 8 R TR I BR i Z4ART R Secrets Manager RS E K. BXREHRNEZE
B, BSH it 4.

TestRotationFailed

ENR IR EN AR ITRIZENF R B HA BRI K MET B Secrets Manager BRFERK . BREHRH
EZ{ER | {55 the section called “ B a1 B HEE",
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AWS Secrets Manager £ Amazon #t 17 CloudWatch

£ Amazon CloudWatch , R U518 AWS BRSH BB ER , WEEBREAETLBAE,
CloudWatch J$iX £ G BIERE 15 MNA , BRI SLGRIFEFEEHEF M T ## Web BLARF D
RS A ERE. X TF AWS Secrets Manager , A USRIk - A ZEAE , SEFIEIBIBROER |
AR Secrets Manager 9 API A , BiFEIEHIAHTHWER. BXNAKERERNER , BS
¥ CloudWatch A8 B £ A CloudWatch $5%%.

&, Secrets Manager 57

1. 7£ CloudWatch #ZHEI BB T , EFEFIEER.
2. HEENREBZREDR, WiAsecret,
3. HITUAT#H%E
EREEKFRPRARE | FiEF AWS/SecretsManager , RFiE#ESecretCount, ZIEFR
ESTNP &)/ N

EWEEXY Secrets Manager B API A , @B EHASH#HTHRA , HER “EABR >
““RAWS BIR" , AREBRELEMN API A, B3 Secrets Manager APl f9%|% | {55 S
ecrets Manager BV 1E.

4. HATUT®RE .
EH|ZEIERE K , 152 H Amazon CloudWatch P8R4 FIERE &K,
ERNRE , iﬁiﬁlﬂ A ma CloudWatch zon AF#ERHHEA CloudWatch FEK M,
EREIERNSITEIE , 558 Amazon CloudWatch A F iR RV IREUEIR S 1TE B

CloudWatch 23R

BRI LB — CloudWatch BiR , HERBERETCHSHERRSKETLN , ZBRAKE
Amazon SNS JHE. BALAXY Secrets Manager 1E#RREEHRResourceCount , ZiER—2EK -
NEAHE, BEUUE B LREBIR , ELEENNBEERNERENR , ARBZEFRES
B ERAEN TR ERENERITRE. BRRENFENREIT(LFARRE. CloudWatch BIRF 21X
NERNEMNETRHRERSHRAARE ;| RSV ACESH RS TIEENNEIR,

BXREZEE |, EZRCloudWatch FAF#EEH A Amazon CloudWatch CloudWatch ZiRF1E T
FERNCIZER,

HRa R ERERERINER , RN NRERXEENREXET. BEXEZER |, 55H
Amazon CloudWatch B/,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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FF3; AWS Secrets Manager 5 Amazon B3 1TILE EventBridge

I S # e EventBridge , R LAPLEL CloudTrail B &% B $#9 Secrets Manager B4, &1 LAE
B EventBridge MNkRERIXLEH , RAETHERNEHREER B FRUFEEIT. BX Secrets
Manager i23%H# CloudTrail %& B %X , 2 M CloudTrail 8., HXi&E i EventBridge , 3%
{EventBridge FIF#§8) EventBridge®# “Al7%

MNABEEREEEZHTE

(® Note

B F E L Secrets Manager E4HIREIM 4 ARN XK/NEFRE |, FTAE RE S MRENSEHE
X, BUEZERNESEZE arn A aRN FEEE T ARN EEF{. X2— 1 EHRA ,
BIEEFRBERFUE 2024 F1 ABRERSE , WEMBEEHELERE arn. BXESZE
B, &2 AWS re:Post,

AR RBIERT —H EventBridge BHER | ZEXNSZAE NN B EX B HITE,

{
"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {

"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]

}
X

ERHRFAEN TRES

R RBIERT —H EventBridge EHEN , ZEXERFHENSEIRRMAENYNZEERN
CloudTrail B &% B A, BT HELLEHRKE Secrets Manager ##4E , HLENIH Secrets Manager
RESER , AtHEBLMIE detail-types

{
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://repost.aws/knowledge-center/secrets-manager-arn
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"source": ["aws.secretsmanager"],
"$OI": [
{ "detail-type": ["AWS API Call via CloudTrail"] 3},
{ "detail-type": ["AWS Service Event via CloudTrail"] }

iF
"detail": {

"eventSource": ["secretsmanager.amazonaws.com"],

"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}

WE 3R 1T R BRAY AWS Secrets Manager 2248 Al B 4817 (3]

B L& A Amazon CloudWatch B AL 5 #h & £ B A RS (Amazon SNS) Simple Notification
Service ROIE B , BHEEMRE 7B FMBRAVBAMITAN. AWS CloudTrail fl RIEK T E BN IE
"o, BUREREERBCERRZES LA ECESHNERBERTHIENHEBIR, ENAETELXSHEE
AREME , RRNEMARFTEE., & , LS EFAMANTEANEAGEREHRAS.

UTERBRE T HiERGetSecretValuelRESBUHEEHRIREEE A CloudTrail BEX AT |, a04a
WEEH, TN ZRBRITEM AP REMTA A SE, It CloudWatch B MBI TTaERBAE A
ZNAEFEASHEIENERER.

EFRXLEIEZE , BARIEEKEE AWS Secrets Manager APl #E3RE) AWS X135 F10k 7~
CloudTrail FFF B, BXiHEA , 5 AWS CloudTrail {BFIERE) PR E X OIERER,

F$B1: BE CloudTrail B &N H4&# 2| CloudWatch BE

BB E N CloudTrail B & X#H4%&%EF| CloudWatch B, X#E##2 7 T ik CloudWatch Logs B LA
“mei1REE Secrets Manager AP| &R LA Z MR R4

Bt & CloudTrail B & XA # E CloudWatch B&

1. 3TFF CloudTrail #2#|& , MR hitps://console.aws.amazon.com/cloudtrail/,
2. EWMESMEL | EREREZAN AWS X,
3. EEMSMERT , &R Trails , AEERENHEENRFEN B CloudWatch,
4. £ Trails BEREL , @ TR E “CloudWatch BE” 8% , REERHRBEIR
Cd )o
5. XTF New or existing log group (FfTWHIEHN BEH) , BABERELAMEN , 0 CloudTrail/
MyCloudWatchLogGroup.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://console.aws.amazon.com/cloudtrail/
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6. XWFIAM B , EALIERAE R CloudTrail_ CloudWatchLogs _Role BWEVIAA &, tAEEFER
INABKE  ZXKEAH B ERAEE CloudTral EHFMTENR,

7. %&$R Continue (#£) UREFEEHNEE,

8. TEAWS CloudTrail F5#&0k & API 5&315< Bk CloudTrail WS4 X312 F CloudWatch BE BE
ATRELE  ERAT.

S 2 : 812 CloudWatchZ24k

E7£ Secrets Manager GetSecretValue API B4ETE K17 R 1S BRAY 2 EA BT UR R E AN |, IR BIE
CloudWatch B3k H fic E & &0,

12 CloudWatch 23R

1. JBX https://console.aws.amazon.com/cloudwatch/ &% % CloudWatch #l,
2. EMHMBESMEEL  EFELREZRAN AWS XiF,

3. EEMSMBERKD , %#F Logs.

4

EREANRSD , EhEEL—NMIEFCENATHZ VN EIEAE , FIA0 CloudTrail/
MyCloudWatchLogGroup., %32 8IZ2{EFRIFIERS.

5. MWTFHEEN , BARKBEUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

% Assign Metric (2 B 1E¥R).
6. 1E Create Metric Filter and Assign a Metric WE L , UITA TR E -

a. XF Metric Namespace (E¥ran B Z2E) , A CloudTrailLogMetrics,
b. XIF Metric Name ( $8#5& %5 ) , B A AttemptsToAccessDeletedSecrets,
c. EBRETEREFRE , MBELE , BR Metric Value (E#rE) # A 1,
d. 1%#% Create Filter,
7. TETFIEESHES , £ Create Alarm,
8. 7t Create Alarm BOH , HUITUATRE :

a. XWFHEMH, A AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (B3:) T, B is: (B:) 1&#F >= A 1.
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https://console.aws.amazon.com/cloudwatch/
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c. 1E Send notification to: 3 , UITUT®EZ— :

- EOIEHAFEAFE Amazon SNS £ , FEABRFRIIR , ARRBAFEIENENR. ITF
Email list: , @B AZD>— NBFopFiat, BB ASANE FERFbut , HEAEZSHE
IBEFF -

- EFAIE Amazon SNS =& , FEBREFANETENEN. NRIIRTFE , FkF
Select list ((£E 5| &),

d. EZRIEER,

SR 3 : Wik CloudWatchZ 1R

ENAEE  FOERA , i EERER. A5 SHLRENE, CESETREN i RREK
B —HE 7R, TRELIZTIMBRNBANERARBR.

FERLLT %NS AWS Secrets Manager Z4HI & AWS
Config

R LAER AWS Config RITMAENER , LEBCIREFEEHNRE, B LUEA AWS Config M
NMEXKNBENABLLMNEAEER, RE AWS Config ATLLRBI T RFEIRANEIBE . BIE 7] LARR
EHRTHSE, RREE, ATHREMNEN KMS 24, Lambda R EHBUAKR SRHARKNVIRENE
=

B LABLE AWS Config I ERBHNE, EXEZEE , HSHAWS Config Ki%ZE Amazon SNS
B,

MRIEWALFEZN AWS K B4, NA RS ZEENSAERIE. AWS K@l BXESE
B, BERAZKS S XEBERE

FENERES

- RBRERAWS Config MU ITER RPN HARTIRE , REEEUATHANz—

- secretsmanager-secret-unused —RERBEEEBENREAFR T4,

« secretsmanager-using-cmk— RERARETEALETRUENTAREERR AWS ER
#4H aws/secretsmanagerHEF BEH REAB T IHFE AWS KMS,

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager H#Y
FEAME T IR,
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https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
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+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BENRRIMERN, RENZREMENERX,

+ secretsmanager-secret-periodic-rotation —RERBEHEBENKREARLR T
£,

¥ +2 Secrets Manager R4S

IETLAE A Amazon CloudWatch R ¥ #7iff AWS Secrets Manager 8., BEXEZEL | 5
[#CloudWatch FA P {5m Y GBI 20K £ B A s B filih AWS & A,

BEREANS —fERR AWS BEZRERN. BEXEZEER , 550 (KAEEAFER) FH0EAR
AWS AFRERNLNFEZH, AWS

BXE2 Secrets Manager EAERMNEE. , 1S Fthe section called “fE A %25 CloudWatch"Hthe
section called “fE /A LA 77 & 5% AWS CloudTrail "

B X AWS Secrets Manager ENMHIEE. , 12 Fthe section called “EH"s
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https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
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EMHEIUE AWS Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BREM. AWS RE T U T RIRERAEBSZMEA M .

- ZEMEEHAMPREANTER - XERBEEITCTRWIEST , HERTHE AWSERBEETZ
2HFMERAMENEERENT R,

« HPAA Z2 5EEHRMBE R — AEEFHHERT QXA MEAEAR AWS SIEAFE HIPAA PR/ R
RAERF.

- AWS EAWS AR — W THEBNEMETREER TENT LM EHX,

« AWS Config 1R REERFSNIRE, TLEBIEANER. BXEZEE , HZH the
section called “K I ZHAWN SRS

« AWS Security HubiZ#t T B L 2 RSN LEUE AWS | AR B ERERER ST LITUIRHEM
BfEXE., BHXRMEMA Security Hub {4 Secrets Manager ®BRHEE |, 55 (AWS Security Hub
AR M AWS Secrets Manager 34,

* 1AM Access Analyzer 27 A FAEBRALRIZAR K , SREREFNOEZHFED. BEXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« AWS Systems Manager 71 Secrets Manager 2% 7 #lE XMWZ1TF M. BEXEZER , EZHAE
FAF Secrets Manager B Systems Manager BE1{t 2T FMSE,

- BULERATHE=AFITIRE AWS Artifact,. BXEZEE , BSEAFH “THIRE P8 “ AWS
Artifact,

YR

AWS Secrets Manager B2 U THENFIT , HERFEREBEMAMINER , IR N EHBRAR
EI‘J_%Bﬁj\o

- HIPAA —AWS E¥ AH (BERRRBSREER) (HIPAA) &HtXI , FHFI AWS Secrets
Manager AT EHIPAAG KRS . MRESZIT 7 A (BAA) AWS | T 7] LAfE A
Secrets Manager X# BB AFE HIPAA FRERNNARF. AWS IEXNBH —F 7 HAF A
RESELEBNEFHENZTFEMT —HLL HPAAAWS RESWBE B, BXEZELR , E5H
HIPAA &M,

« PIC 2544 — AWS Secrets Manager #iERFRREEHR B 1 AT (PCl) BFELLHRE
(DSS) 3.2 lREMIALE, /A AWS =RMBRSER. LESERARTFABRBENEFINEEEAS
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-compliance/
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B PCI DSS &M IAUEAT 68/ AWS Secrets Manager . B PCIDSS WEZEE , BIENAHIE
PCI Compliance Package M &4 , &2 AWS PCI DSS % 1 %,

+ 1SO — AWS Secrets Manager 2 XI5/ ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018
ISO 9001 I EMINIE, BXREZELR |, ESH ISO 27001, 1SO 27017, 1SO 27018, 1SO 9001,

« AICPA SOC — R FALEE] (SOC) HERMUMNE=FRERE , BT Secrets Manager 0
AKX BEANZEHRNB IR, XERENBNEBYENENFITM THRAZIKEZENENMEILN
AWS 2 HltER. BXEZELR , BHSH SOC &M,

+ Fed RAMP — EXx3 X MBNER TR (FedRAMP) R —TBAFEE IR , A o=@ MBRSH =R
2ih, BRANSEBEERERELE %, FedRAMPITRIZERNZR P S GovCloud BRE it X LA R fiE
ABAREERFERM T R RN. BXEZER , S0 FedRAMP &#1,

- EfER — EBAER (DoD) =it E L2 ERIER (SRG) W=RSIRMEM (CSP) 124 T AR AL A iTFE A
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ik, HPMWRZHD Shell TEEERS THERENEL. BEHMATELFERZNETIRENE
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EA— L5 E%% Shell in S AR IEFRARBRNSH, UTRHOIEE T HREXRXHHEAZRHAX
K, REFZX &R LS AWS Secrets Manager s S H BSR4, XEWREHER Shell T
BRTLHIRBHA R,

TR RIS RERY Linux @8 (1BEW shell JEEZFERETRBNGS )

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in
the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter
from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

TRERTE  EEAGLNE THXRIBTALERABFEERA—THEIEANE.

/A Important

BIABERT , TEETE Windows FERAXREAR |, BRIFB LT TH LIEFMHEFXKPMEN
A1,
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1

2
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LEERSHITARSRIT (UEERFMET) .

BEE EANER , REEEEM,
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3 F Windows & 12R%F Shell , #BAILL & Sysinternals SDelete TE | REFEAXLTENG S

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /[y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt

# The file is destroyed so it can no longer be accessed.
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i

« PutSecretValue— Secrets Manager i SR #H IR 240 R N2 18 E WV Z A E
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"Id": "auto-secretsmanager-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
i
]
.
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount™: "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
},
{
"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {

"AWS": [
0300
]
1,
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
.
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"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:roo0t"
]
},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource": "*"

Secrets Manager 1% £ T X

MEETY R-—AESERFNBRENREN ., SEENBHENERPISNFE LT, 2%
hnE AWS KMS HzURINE E T XHERMZERE, BERRRE , £4TE ABRINE LT3

EXI B R GenerateDataKey M i 2 E K AWS KMS |, Secrets Manager fEFEEFH N BF-EXTHY
mMBLETX , BFHRRZHREREK , AT RER. 8T, EEHAEHNMELTXSR
BN RPAEMR

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

}

B LAERMZ LT XAEFITEEMBE ( Hl20F Amazon CloudWatch Logs ) iR 55X L& fn &7
£, HEEANRBENBTX P RNEZRM. AWS CloudTrail
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Secrets Manager II% L TX@EWm N B H-ER

+ SecretARN - E—NEH—EXNIFE%4A, B SecretARN, ZEREZM Amazon Resource
Name (ARN),

"SecretARN": "ARN of an Secrets Manager secret"

fflan |, IRZEAK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , & L TFXFBFUTH,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

+ SecretVersionld— FBZNBH-EXRNFRRZRANRA, 2 SecretVersionId, Z{ENRA ID,

"SecretVersionId": "<version-id>"

Bl , RZFEAMARA ID  EXAMPLE1-90ab-cdef-fedc-ba987SECRETL , % kT3 FaEHE
AT 34,

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
LB T RERFEAM KMS B4R |, Secrets Manager &[0 %% GenerateDataKey M fi# ZiEK |

AWS KMS LRI AAZEREENER KMS AR ITIXLRE, SHRERN , HAEFRXNZ4PAEFER
X g5 R,

EXLERUFFERSP , SecretARN WERZAMSEER ARN , {8 SecretVersionId EN
RequestToValidateKeyAccess , HIBA N NE £ T RBIFFIR. MASHKIE AT HBAE B SN %
IR ER AP ARIRIEE Ko

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",
"SecretVersionId": "RequestToValidateKeyAccess"

}
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® Note
£33 % |, Secrets Manager BiFERFTBEME L TN, BAESEREMN AWS CloudTrail
HEFREZIEE N LT AR,

1598 Secrets Manager B B3 AWS KMS

AT LAE R AWS CloudTrail #1 Amazon CIoudWatch Logs KRR Secrets Manager AWS KMS {3k
BRIENER, BXENZACEANESZEE , 52H BERER,

GenerateDataKey

HEERAP O ELEREAER , Secrets Manager £ K% — N GenerateDataKeyif R AWS
KMS , HiZBRHAEE KMS ZH.

g3k GenerateDataKey BENEHEU T ROIBHEL, ZBERHE
secretsmanager.amazonaws.com M. SHIFEHELAN KMS 471 Amazon Resource
Name (ARN), FE 256 U Z AN B HAFURRRZRA MR INE LT3,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:41Z"

}

},

"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2018-05-31T23:23:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
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"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-

secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

iy

"responseElements": null,

"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,

"resources": [

{

"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333",

"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

Decrypt
YLIRIM R E N H AN EAER |, Secrets Manager £ KIEfEZIER AWS KMS LU#E 112 HY 3K

/Ch

FEZH, NTHLAEGT |, Secrets Manager AILNEEFEARZRFNER , R HFEFmERAHS
P4 Decrypt B3R,

18% Decrypt BENEHEUT RAIEHEL, AFPRE AWS IKF RIFRIRIEHNEZIL A, XL
SHEBEMBNRZH (ERBE blob ) ARFRIARME A MNE E T2, AWS AWS KMS W%
X HZREL KMS 224889 ID,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,

"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:36:09Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

.
"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt
LBFRSZHREN KMS Z4A8T |, Secrets Manager 2B & EMZER , ERFERAFZHAEH

JNAWSPENDINGZAWSCURRENTAWSPREVIOUS, FZ4EAMRA, AWS KMS HEGFAEH T S —
MNXFET , Secrets Manager k@ AWS KMS &% Encrypt #3Ko
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iE% Encrypt BENSHEUT ROAIEHRL, AFRE AWS IKF RIFRIRKETEA.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:347",
"mfaAuthenticated": "false"

}

},

"invokedBy": "secretsmanager.amazonaws.com"
},
"eventTime": "2023-06-09T18:11:34Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1l-5c55-4d7c-9277-1b79a5e8bc50"

},

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
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}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

AWS Secrets Manager FVEMIEEZ M

ER—FEERXIRS , AWS Secrets Manager % AWS £EMEZ R, BX AWS Z2REUR
AWS IAIRFPEMEHNEER | HSH AWS =72, BERBEMZELZSHKESSRIZITEN AWS
g | 52 (L2 AWS Well-Architected Framework) H Ry EAt iR R

BT M5B Secrets Manager B AWS £/ TLS XK API #1T#. Secrets Manager API A]
DMERREMERA. AT , Secrets Manager XFETHRENIHEER , HPAUIEETRIP
it RIPRFI, BRI LAEA Secrets Manager RIREBKRZEFIRBSEEULE S (VPC) i S H4F
E VPC HWZ4RIAM, KBrL , XBEE T AWS MEFRXMEE VPC BlIEEZANMKILR, BXE
ZER , BZHVPC K.

AWS Secrets Manager R HY X & &E

AWS B4 AWS XM AXHESEREMIZE, AWSKIGRHUESANEYE L2FANRBETAKX | X
EAXREIRER, SEHEESTRENKMEZE—E. FATAK , B LURITFREETH
Xz ELHhiiit B SO MEEENNARFNREE, SEENENRSMNREFOLEMIZEML
AARKAERRTESHTAYL, FEDENTT BE,

BEXRMEENFRERENFMAER |, HSH A FE 4 E- AWS Well-Architected #E28,

BXRAWSKEMAAXNESEE , FSHAWSE REM K.

JEEF TLS

Secrets Manager XX EZHMELZE (TLS) MEMBZEMUERAEESFE FRARIRET, HTERET
Secrets Manager API &1 Bt , BJBAERA L TLS &1, RINERECEEFEEZZ RS T LI
BE | RIS AT BATF 2R it ix 26 B2 4R 33t iU 3T Secrets Manager A~ AW E N, XEBEERETHR
FAHITHEER TR , ELERNBEERAN TLS B —#%Le |, FEETRSEHFANZ &K
B, FY , 5ENFEANEEFARGRDIGEL |, ENAFRERNEFLEMHEE,
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ATRFSRMEZALKE , EXEBBEERREZAIREARE , AWS EERESEHBHX , —&F
EMEFZRBELRNEFETE L, BB 2K Secrets Manager i R P X T REREFRAHRE
BE4, IEEETBEARNEESNBRELSEREFELEES , THR TLS EEELSEAAEBE
H—HEEK, T3, BT REEBEANEERIEIRTRERSAEFZAR BRI NEERIEIRTRE
REMAE , RANBWEEF AP BB ENR,

Secrets Manager £ E XiZ 2 /AW E X+ PQTLS,
BEEESREETF TLS

1. B AWS 2 HZTRE S A INEEH Maven EKBIIH, BABWEERSHTAMRE, Hlm,
AR E AR AR A 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. ¥ AWS SDK for Java 2.x A~INEIW B HX EH#1T#B{L. EHTTP EFRm LELBERARERETFEE
=,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & i,

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

M7E , HIBAA Secrets Manager API 2ERT , B RANBYBEEEF TLS &5 %l Secrets
Manager ¥ &o

EXRFERAREFEFTLSHWEZER | 53R :

« AWS SDK for Java 2.x FF & A G I MAWS SDK for Java 2.x EXHEEM T
« s2n-tls {97 , TR TLS ke H s2n-tls.
« XEEFRRHENMBARFEER (NIST) BWEE 7B,
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- BERBRELRE 1.2(TLS) MESREFEHHESE (PQKEM).

Secrets Manager /& F TLS FEFTE AWS XiF h#E AT A , BEHRERRA.
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MEEHEBR AWS Secrets Manager

5 A LA 0915 B AT HS BY IR 12 M RS B SR E(F A Secrets Manager B A] 8E1& E A9 6] &,

BAREHRMER |, FS N the section called “ B[ A HEE",

£}

- RIS HE

« NT IR RS FUREL R
o HFBAVEERSRABIER,

- TERIEMZ I Y E“Cannot generate a data key with an asymmetric KMS key” ( 7o 3& 8 A IEXT #i
KMS B BIERS )

« AWS CLI 5% S AWS DK ##EFZEMEBD ARN R EI RN R
- IWEPH AWS RSEE , BX4IERZBRSHEH#ITER.

“TIR L 5H B

L {R[E Secrets Manager # 1T 2 GetSecretValue 5} CreateSecret 23 API A AR |, fRUME
IAM RBRF gE# 1T IZAA. HEBFERAEFAR , BEA2RKREHTHERN APIRA |, B LEE LR
#E IAM R, EE A TLUEE IAM KEEMINEZE IAM AP REFMBENEERR TR, MRER
FXLENROBERF RIS EMEM , H130 time-of-day R IP t#htik BRI , NIRTE & IX T8 R th 4 50U%
BXEER, BXEFSEIEAT IAM AP, ASACHEKRENES , E2H (AM AFIERE) F
MEAEEE, BX Secrets Manager FTENRRNEER , BSH SHRIUERGEZH,

WMREFHX AP FERHJTZEEZMAEH AWS SDK |, FHIAE S EEXNERH#ITES,

T T e it R R 4B 48 1)

FRIAATRHERN IAMAFSAERSEBNNR, BNRZEFIENRBERE T IAM AR HA
B, XBWE , NBRXETH IAM AFSAERTHINR, BXERNEZLFIENRNBESXNES
5, BZH IAM A Er ezt inet 22 IR R,

BABEBXERETES , HEBREREBRTR, SXFAEE  BEAFERAT 2 T2anT
BAH, RE IAM AR A I R B ER AWS R AR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

AWS Secrets Manager ArfEm

RN ERZ2FIDREEH. AXEZER , HZH (AM AFEE) PRNERIEN ZEFIE,

B X Secrets Manager FTENRVEE , B2 H SORIEMIG R ZES,

HIEIR 48 3 BN B R IR FT AR AY B di

Secrets Manager fAZ AZL —HMEN D BN ITEEE, {R1E Secrets Manager ( X HE ftt AWS AR
E) PN EAERSBEE —BRN AT EMNTETEN RSP EL, CERFSEERSSHEZE. EF
XB5EFXEzE , AREKNWXEEXE 2 AREHFEZTENE , XQER—EMNER, Secrets
Manager thfE A ZFRIESHRE , BEERELEERT , XAsEEMatE, EZ2alEFNRTFEERNZ

Bl , ERAIRER A M,

HiRITERNARFNNERIXETRNEER, i, BERNARRF TR TE , BIEE— M
B THER T ERMUER L,

BXREL RN EM—L AWS RENESER , F5H .

« Amazon Redshift IEEF X AR IEERMPHEERE —3t
« Amazon Simple Storage Service AP i8R H Amazon S3 $iE —BMER

« AWS KBHEEZE K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

« Amazon EC2 API 5| A H Amazon EC2 §&4& — Bt

£ BRI B W T Y E“Cannot generate a data key with an asymmetric
KMS key” ( oA IEXT B KMS B4R £ RBIEHESA )
Secrets Manager £ 5B AXBKOT RN KMS AR BN ZRHAEERBEZRH. TeeERAER

M KMS B4, BINEERANRXNMINE KMS 24 , MARIEXNH KMS ZH. BXULH , HSHIR
Bl IEXI PR KMS Z4Ho

AWS CLI 5% S AWS DK ##EFTEME 7 ARN ik B KA Z

EFZHERT |, Secrets Manager AJLAM T TEH ARN R EIZ4 , MEETEM ARN, BEINRFA
BMLUEZHFRRASNFERFLER |, Secrets Manager AJBETEXM — &80 ARN AR EIZ4H. HRAITEN
BT ARN HBZRA BT

EZFARER
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Secrets Manager 2 EBABMARERMANENFR , UHBIFARE ARN HE—14, tRMIBR
TRBZS , ARERAERNEHAETHZD , UVHTXEZFNER , XANSHEETEN
ARN, HIF ARN @ , B E IBBANAFR T2 BREFBHANHRNR,

Secrets Manager Al N Z4A1ZE ARN , EP X, kP, BAEN , EREFHFNANER ., W
TR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRAZHBMUEFRNANTRERE , YENEA—52 ARN BY , 7 Secrets Manager & kI&LLF
EETTEMN ARN, fltn , BAageEF — N8B H MySecret-abcdef WEH , EARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HERWAUTRME ( WBRERER—E5 %4 ARN ) Y, Secrets Manager AJBE2 R N EI# 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

A H AWS RSB ER , B4 ERAZBRSINEFEITER,

MREEZHIERBZATERES , WRARERAEEPIHNERRSREFTRH. AXESER,
BFSH REEH.

EREHREEZN  BANEERAET. AHMORSEENZANZBRSIH ID ERRIR, &, &
1 AWS CLI , A d escribe-secret , REEFZFE., OwningService
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AWS Secrets Manager Bt &l

Secrets Manager E=E APl EEREH TPS [R& , MAEBAEGIER AP 8y TPS FREUIIRIK,
BNBWEREUEBEE 10 28— XWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EF & 4A{E , Secrets Manager 0 Z AR, =
WA 100 NE , Secrets Manager £ BRARFRIZEIARA |, B R MIBR 24 DEt A BRI R, R
F10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager MIBREIRRAS | 3% B 2340 R A< B B
o

BRBEENKFPEITESNXE , FESMRARKE T8I XER,

H—NAWS K AN ARFERAEMKFHEENRER , XSHAEKFER. X TEKFE
3K , Secrets Manager HRE XA HBERNESBNWKS , MARHEEZWENKRS,, flin, WRIKF A
FRE—SHERAKS, B PWE - , MIZRENERSXNATERS, A FEEE,

Secrets Manager Bt &

B ERiIAE Cl) iR
1]
24
DeleteResourcePolicy, GetRes BIAZENXE: & DeleteResourcePoli
ourcePolicy, PutResourcePolicy B8 50 cy. GetResourcePoli
ValidateResourcePolicy AP| i5RHIA & cy. PutResourcePolicy
pr =3 F ValidateResourcePo
licy API ERAEHN BB
BAREFH.
DescribeSecret 1 GetSecretValue APl S8 MXEFENXE: & DescribeSecret #

BHROVAESER s¥1 AN GetSecretValue APl &R
HENEVWBRAESH.

PutSecretValue., RemoveRegion BIAZENXE: & PutSecretValue, Rem
sFromReplication, ReplicateS g8 50 oveRegionsFromRepl
ecretToRegion, StopReplicati ication, ReplicateS

onToReplica, UpdateSecret ecretToRegion, Stop

ReplicationToRepli
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B2 ERINE A iR
13
4
UpdateSecretVersionStage API i53R#Y ca. UpdateSecret #
HERR UpdateSecretVersio
nStage APl EREAEHNE
VERASBFH.
RestoreSecret AP| &R 4H G IEZR BN EFEAXE: B RestoreSecret API 53R
¥ 50 N BOBRREFH.
RotateSecret #l CancelRotateSecret BAXENXE: & RotateSecret Hl
APl ERHASER 2% 50 CancelRotateSecret AP
BRAEGHWEBVRERES
o
TagResource 1 UntagResource APl & B/ X#EFEHNXE: & TagResource #

KRB EER ¥ 50 UntagResource AP i&3R
HENBUVERASBFH.

BatchGetSecretValue API iF3R KRR BN RHOX - B BatchGetSecretValue API
¥ 100 N BRWNBVERAESE.

CreateSecret AP| &R )RR BN ROX : B CreateSecret AP| iR
/8 50 BWBABESH,

DeleteSecret AP| &Ry E= BN EFHX - i DeleteSecret AP| &R
/8 50 BWBABESH,

GetRandomPassword API &R By iR =R BN EFHX - & GetRandomPassword
F# 50 APl BERNBWERKRES

o

ListSecretVersionlds AP &R YR = BN EFENXE i ListSecretVersionlds API
/¥ 50 BRWBRERAESH,

ListSecrets AP| &R iR R BN EFHNX - & ListSecrets AP| i83REV &=

&% 100 WHRAEFH.
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