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£ AWS CloudFormation k£

/A Important

AWS BRIANBERT , Z2EHWRFBEAEHINAE , ERITXLEEHIRE YN AEAARND
REFZFHLENNR, BUUAENKFEAMABEXLEAE WA IBYRBEENAL 6
BiX A AWS CloudFormation StackSets , NI BIEZFIEN AR,

AT R 176 S 0 R R 5 A R 02 M 8 0 LK,

UTRAT
EAWSSecuritylncidentResponseContainmentfIAWSSecuritylncidentResponseContainmentExecution &

B RRER S,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement':

L

'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
'${AWS: :AccountId}' } 1},

},
{
'"Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
.
1,
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}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement’:
[
{

'Effect': 'Allow’,
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource:$DEFAULT',
I1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
},

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
I

{
'Effect': 'Allow’,

'Action': ['iam:PassRole'],

'Resource': !GetAtt
AwWSSecurityIncidentResponseContainmentExecution.Arn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } 1},

I
1,
}

AwWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
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'Version': '2012-10-17"',

'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }1],
}
ManagedPolicyAzrns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
iam:AttachUserPolicy',
'iam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
iam:DeleteUserPolicy',
'iam:GetLoginProfile',
iam:GetPolicy',
'iam:GetRole',
iam:GetRolePolicy',
'iam:GetUser',
iam:GetUserPolicy',
'iam:ListAccessKeys',
jam:ListAttachedRolePolicies’',
iam:ListAttachedUserPolicies',
iam:ListMfaDevices',
'iam:ListPolicies’,
jam:ListRolePolicies'’,
iam:ListUserPolicies',
jam:ListVirtualMFADevices',
'iam:PutRolePolicy',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
'iam:TagRole',

5 AWS CloudFormation ik & MRA< December 1, 2024 27



AWS T2 B0 S8 i8R

iy
{

iam

iam:
iam:
iam:
iam:
iam:

TagUser',
UntagMFADevice',
UntagPolicy',
UntagRole',
UntagUser',

:UpdateAccessKey',

'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',

]I

'Resource': '*',

'Sid': 'AllowOrglListAccounts',

'Effect': 'Allow’,
"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',

'Effect':
'Action':
[
Sso:
'sso:
SSO
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:
'sso:
Sso:

1,

'Allow',

CreateAccountAssignment',
DeleteAccountAssignment"',

:DeleteInlinePolicyFromPermissionSet',

GetInlinePolicyForPermissionSet"',
ListAccountAssignments',

ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
TagResource',

UntagResource',

'Resource': '*',

'Sid': 'AllowSSORead',

'Effect':

'Allow’,

£ AWS CloudFormation #ti% £
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'Action

directory:DescribeUser'],

iy
{

': ['sso-directory:SearchUsers',

'Resource': '*',
'Sid': 'AllowS3Read',
'Effect': 'Allow',
'Action':

[
's3:GetAccountPublicAccessBlock’,
's3:GetBucketAcl',
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',

's3:
's3:
's3:
's3:
's3:
's3:
's3:

GetBucketTagging',
GetEncryptionConfiguration',
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy"',

]I

'Resource': '*',

'Sid':
'Effect
'Action

L
's3

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowS3Write',
': 'Allow’',

:CreateBucket',
DeleteBucketPolicy',
DeleteObjectTagging',
PutAccountPublicAccessBlock'’,
PutBucketACL',
PutBucketOwnershipControls',
PutBucketPolicy',
PutBucketPublicAccessBlock',
PutBucketTagging',
PutBucketVersioning',
PutObject',

PutObjectAcl',

'sso-

£ AWS CloudFormation #ti% £
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's3express:CreateSession’',
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

15
'Resource': '*',
'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow',
'Action':
[

'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',

'autoscaling:

'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
'autoscaling:UpdateAutoScalingGroup',

1,

'Resource': '*',

'Sid': 'AllowEC2Containment',

'Effect':
'Action':

L

'ec2:
:AuthorizeSecurityGroupIngress',
'ec2:

ec?2

'ec2

'ec2:

'ec2:

'ec2:

1,

ec2:

ec2:

ec2:

ec2:

'ec2:

ec2:

ec2:

'ec2:
ec2:

'Allow’,

AuthorizeSecurityGroupEgress',

CopyImage',
CreateImage'’,

:CreateSecurityGroup',

CreateSnapshot',
CreateTags',
DeleteSecurityGroup',
DeleteTags',
DescribelImages',
DescribeInstances’,
DescribeSecurityGroups',
DescribeSnapshots’,
DescribeTags',
ModifyNetworkInterfaceAttribute',
RevokeSecurityGroupEgress',

DescribeAutoScalingInstances',

£ AWS CloudFormation #ti% £

X7 December 1, 2024 30



AWS T2 B0 S8 i8R

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':

[

'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',

1,

'Resource': '*',

'Sid': 'AllowSSMActions',

'Effect': 'Allow’,

'Action': ['ssm:DescribeAutomationExecutions’'],
'Resource': '*',

1,

HUE & A &%

HE “ AWS ZL£EHIGR” CancelMembership X BRHI A @ ] LLEUEIZEH S API, AV R AHE AWS
Command Line Interface,

/A Important

B RAREE , BRETEEFERLRGIBE. BUEREEKREFRLE RN, MREE
ZAWEGE , IEN2ABRERHEZAR, EIRARERNSLABELAREBEEL
ItActive®ready to closeBlFL&IEMEMERSRAE,

/A Important

MREEMITZRS  WRHEE - SR ERE , ARRBERUEZAI TH T U2 R R
BNRGIFRE , FREHRIXLER K,
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BUHARBRE , QBT R FHFBEHA2 R EAEMEAFHRTE A,

/A Important

MREFEAZREEZKS IR T HARE , HEAMZ AWS Organizations APIK F H il Bx
EREEREE , WiZKABEFIULANEL,

p
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>
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Fric AWS Z2E 4R E R

FERESERLES AWS BENTHIERS, AWS BAMFELEE 8 I—ME. NTFEIE
WIS BEEN@AME, fl  ATLUTREN stage  F— M RBEMNEELR test,

RERHBE

« RBIMBEEN AWS HiR. FZE AWS BRS RIS , RIERI AR B TR RS FIR 2 B AR
EIRIRE , URAXEFFEREXN,

« BERER AWS A, &L AWS Billing 2R EBUEXEIRE, AWS fERREX EH KA
BITOR , ARERESARKRDTERE. AXREZER , F5H (AWS KA ER) PHEA
A S BRE.

o EFIX AWS BRNVIBENR, BXREZER , F5HE (AMASERE) FRERA RS 75 R R
PR o

BRI , BSHAWS Z2EH4[MNAPISE,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_TagResource.html
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AWS CloudShell FA F 43 AWS T2 E 4[5

AWS CloudShell 2 —NMETFRIHKEE, 23FARIUEM shell , BRI LAEEMBZN. AWS Management
Consolef& o] LA F B 1% #Y shell ( Bash PowerShell 5 Z shell ) 31 AWS RS ( 23& AWS R4 =419
Bi ) 1Z1T AWS CLI i BEETHIZEDTITIE , BN ERALLIRE,

& A LLAWS CloudShell ME 3 AWS Management Console , i F & FiE 4| A0 AWS &R EFHY
shell 2iEF B AT A, XFX AWS CloudShell Fi PP #97 & 13 300E o F BFEERH AWS CLIRA 2 (T
TR shell WitEHRER ) EENLLBHMENZEN AWS RS TRERFEIEEZE.

P
o FREUATIAMZ IR AWS CloudShell
- FRAE ‘“Z2BEHPR #HTRE AWS CloudShell

REUA TN IAMBBIRY IR AWS CloudShell

AR EIHRIEE SRR AWS Identity and Access Management , B2 & Al L& IAMA F # F R |
fEfb18E% 7 1] AWS CloudShell 165 ERIThEE,

EERMAFETHRNENSZRAEEET AWS H£EERK, AWS HEXNEXKEMH AWSHIZNEE
AT REE, AT Y AWS & KBE CloudShell BT LA IIZEIIAME 45 :

« AWSCloudShellFullAccess : FHEHAMNIR , 3 AWS CloudShell EEXFIE ZhEEM T L 15 R X
PR

MRERFNAMA P ] LA ITHVIRMESEE AWS CloudShell , T B LAY 22
FAAWSCloudShellFullAccessIEEREEENEIRM BE LK, BXRREFPHAFTRITHRENE
%{E & CloudShell , 52 (AWS CloudShell AF{ER) FHEAIAMER EE AWS CloudShell
& FEAE R

(® Note
BRIAME R EFE-TBER , ZRBEAVERITRESA4E M BEIE,
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https://docs.aws.amazon.com/cloudshell/latest/userguide/working-with-cloudshell.html#launch-options
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/sec-auth-with-identities.html
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FAE ‘“ZLEHN #1TXHE AWS CloudShell

AWS CloudShell MGz /& AWS Management Console , AT L BIFAERGSTRAES ‘X254
R #HITRE

(® Note

AWS CLI FEREART AWS CloudShell , BEETHHELZEFMEMER, A , BTELRE
Shell #3177 BEHRRIE , AtERTHARA I EEEBEEIL,

5/ AWS CloudShell 1% 22418 5
«  MH AWS Management Console , &R LA CloudShell B EZR S M EH LT A AETIRES)

« 1%# A CloudShell ¥R,
. FEEZREDH A “cloudshell” , ARE%EZFF R CloudShelliE I,
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FEAIERE AWS Z2EH R APIFEL AWS CloudTrail

AWS Z2EHWNE—TRSER AWS CloudTrail , ZBRFZEERF, AR AWS BREE ‘242E
R P REEIRIENIER. CloudTrail MATEREEHMBAPIFIWER NS, FHRHOFWIIE
KEZSEHHMEHANFUMNRZSEHBRAPHRENKRIBER, MEEIRERER , N L0F
CloudTrail B4 #4155 %) Amazon S3 7 , BREATRELEHMMNEN., NREREBRE ,
EANAR A LATE CloudTrail ##HAH ‘B4R FIER FEERFNEH. EAKENEES CloudTrail ,
AL ENLSEHMMNIIIAHNIER, ZHERN P hit, #AHTIER, AEAEBERUR
Hi¥AER,

ETHEZEEL CloudTrail , 52 EAWS CloudTrail ¥R,

R Z £ E 4R E B CloudTrail

CloudTrail ZE&IEIKF AWS K NEELNK, LEA, AREBHMNPREEFN |, ZEFHL
EHfM AWS BRS5 CloudTrail B4 —RIERESHALIERF, BUNEFER, ERVNTHKIERE
MBS AWS K, AXEZER , BEREASAHALIERES CloudTrail 4,

BREICFK AWS K F & 90 RN EH | FRIRRERS CloudTrailLake B4 #iEFM#,

CloudTrail &&

IRER A1 CloudTrail 3 B &304 & % E) Amazon S3 751, EASIEMNFIERE AWS
Management Console #i2 % XEH ., LA SUBEEA AWS CLIGIE # Xigs % XIS R, EiLl
BSZXEHRER , RRNEAUHERKS AWS X8 A Es . MRECIEEXEHRER , M ARE
FIRIRH AWS KR IERNEH, BXRENEZEE , BS5H (AWS CloudTrail AF#ER) #
WY EH AWS Ik - 0 2 BR ER A0 0 A 4R B BR ER

BECERBE , SUKRFEEEHTHEERESHN — M EIREZ XS EM Amazon S3 1F4E1F |
{BE&UKHY Amazon S3 &%t . CloudTrail B3 CloudTrail EMMNEZELE , HSHEAWS
CloudTrail E#te BX Amazon S3 EMMHEE , 25 H Amazon S3 Eto

CloudTrail I BEHBIEFME

CloudTrail Lak e A3 EH#HTSQLE TEHBMWIENE, CloudTrail Lake FE FITHEKNAII
BHEHEHN Apache JSON ORC ¥, ORCE—MIRXEFMHIER , BHIRELREIEH T
THRIL. B EEREGINEHLBETFHD , cRETEEINASSEHEESERNEZHFNT
ATHEHEES, NATEH4BEFENERSATESMESHSEFEH THEER, AX
CloudTrail Lake WEZEE. , i5SAWS CloudTrail PR F R A AWS CloudTrail Lakes
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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CloudTrail HHEHHEEHENERASTERA, CBREHBEEMN , BB ERTEHK
BEENENET, EMETURE T BIFAE#ESHNEER , URE4BEFHENRIANZEKRE
i, B> CloudTrail EMMWEZEE , IHSHEAWS CloudTrail Ef'o

FIELZ2EHMRIRETE (R2EHMNSE) 12% CloudTrail Fi2RE (AWS ZL£EHIGR
APIZE) H, fltn , ACreateCasefUpdateCaseiREATE CloudTrail B & XA ERK
B, CreateMembership

BNEHIAEZEBIEEXRENERVARGE. FHEEEHTEBENATAR :
« BEXRZMEH root 2 AWS Identity and Access Management (IAM) A& A Ho

- BREEAACGERKEAFNIENZEEIEAEN,

- BEREZEHHEM AWS BF A,

BREZEER , 52 M CloudTrail userldentity T3,

TRE2EHmN B S HRE

BERERER—MEE , AFSSH4ERNBEXHEHmIEEERN Amazon S3 171, CloudTrail B &34
BE—NEENMNAEFEZE. BHRAKRKREBEMRENEMER , BEEXFRWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRARAPIEANERFHRRE , Bt elIFT2REM
HEMIRF HI

AT RIS R TER1Z CreateCase #&4ER CloudTrail HE% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQ0Q00000000000000:usexr",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*xx*",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:role/Admin",
"accountId": "123412341234",
"userName": "Admin"

THREEEHME AEXHRE MRA< December 1, 2024 37


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/security-ir/latest/APIReference/
https://docs.aws.amazon.com/security-ir/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS T2 B0 S8 i8R

iy
"attributes": {

"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/

installer#exe md/prompt#off md/command#security-ir.create-case",
"requestParameters": {
"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenll12345679",
"resolverType": "Self",

"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email'": "Ex*",
"name'": "***",
"jobTitle": "x*=*"
}
1,
"membershipId": "m-rlabcdabcd",
"title": "xE*M,
"impactedAwsRegions": [
{
"region": "ap-southeast-1"
}
1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress": "***",
"userAgent": "browser"
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]

I
"responseElements": {
"caseId": "0000000001"
},
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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FRERE AWS Z£EHIRIIK~ AWS Organizations

AWS ZE£EHF SER AWS Organizations, 442K AWS Organizations & B 0K /= 7] SO — Nk
EBENAWS Z2EH/MNNEREER. WRETH “AWS Z2EB4WN" R - AENERSE A
AWS Organizations, BXIMAR FXLENRUEL , HSESEH M AWS JRS AWS Organizations —
A

UT&TREISETRENRLEAMNEREE A MK AT MTHEHES.

AES

« F AWS Z2EH MM SRS FANNEEETAMEI AWS Organizations
- RBHATEHEAE AWS Account Management

- BEEMNEZLEHINEE R K, FIENRR

« HAWS Z2EHIMNIEEEREER

« FREAFME © AWS RE B4R

« W\"AWS REEHMEMN" RBERE R

B AWS Z2EH BN SEEEANKEESTIMER AWS
Organizations

DUTAESETMBWNTUEBETHREANZEE4NNEERKSE AWS Z2EHWNFHNEER
2

ZRNZEEHMNEERKS RSN,

MTUBE R INE RN Z B4 0N EE R ik FEAKS AWS Organizations.
AWS ZEEHMNNERLEERKS,

BOLEE— M AKFENEZERNZEERHNRNEERK, . flm, MREERIEET K AK
FEurope (Ireland) , WFci£1111222233334555555555555F 8 E MR A MK Canada
(Central), EFMEEMXE A BXNERAEERENRLEHNNEERK - HERBKS .

TRUWHRALANEERRENERNZLEH BN ERR K,

BALNEBRAIUREMNZEEMAMNERERKS, B2, AWS T2 BEXREFEFENR
RN, FERWUERLEE.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS %22 550 1 F3 = $5 7
MEBHT R BBRERY ‘RLBAMA" EEAMKS 2 ENEUHITE.

MREBRER ‘RL2BHRN EEAKS |, AWS REEBHEN" FBBREZERNRESEH
R E R R MK KRR BE R IKS . AWS FTERXERRAKFBHTIBEER ‘T2BHMWA.

B A A{E 15| R AWS Account Management

7 AWS Z2EH4ENZATEHEANRATFEEKFWRERNEEABRIFENKAKSHNFEEEN
TTHE (S, TERZEAKRAFEHAEE ) AWS Organizations,

EANTSRANALARH AWS T2 EHMRE A TEHERR,

® &MXER
ERTIXERES , BXITUBRATER :

S0

BEMAE R EIEIK P AT R4k
- BNHRAMKTERAMEIEE

\
X

Console
N AWS T2 B4R JZ A AE T RINER

1. &ZF AWS Organizations ##l &, BXTAIAMAF FHEZ, KRAIAMBEH L root AF &
BEF ( THE ) THLANEEKFA HER,

2. ESMERP , EERS.
3. ERFBIRFIER AWS B2 EBHMAL,
4. i%# Enable trusted access (B A A 151A])o
5. T “NAWS R2BHWANERATETR" XHEED , #A enab le #ITHIA , RAEEE “BERAW
BiEE",
API/CLI

A B A S5 RN R AWS Account Management

BITUToGTE , B lEAAREEKFHPNERERBAKFEEAPIRE | XLEBRIEFH--
accountIdS¥ksI AL RAKF -

TEBARE MRA< December 1, 2024 41


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations
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 AWS CLI: enable-aws-service-access

LT RAIEZWUKFHELTER AWS R E41E MK AME 7 E AR

$ aws organizations enable-aws-service-access \
--service-principal security-
ir.amazonaws.com

WMREY , SR EE MR T,

EEZMNEZ 2SS4 M EERKSAFENNR

B LLERFEAERNERE R RKIZBEZRN AWS ZLE4IE R KR R AWS Organizations, B <204
BFXENRBRHEER , B2 5 HM AWS BRZE AWS Organizations —i#2

(® Note

AWS AR AHTIRBENEEN , “R£B4 1IN 28315 A AWS Organizations f§1E3%
Ko MBEMEMACLISDK , MAMAEH E A nableAWSService cces s #TEEAPIRFEZ B H
IhEEsecurity-ir.amazonaws. coms

ER% AWS Organizations 2 , FRALEEERNZEEHNNEEAKS 28] , FEIAET SR
TELT AWS Z2 B4R 324E : sir:CreateMembershipfsir:UpdateMembership, X4
R EEAZEEHNN N ENARIEEEZR AWS WL2EHMNERRAKS, SELABR TR
WITE B TR RALE S AWS Organizations B1E,

ERFIXLENR |, BEMKF B AWS Identity and Access Management (IAM) SREE RN A LA R8T :

{
"Sid": "PermissionsForSIRAdmin",
"Effect": "Allow",
"Action": [

"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
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https://docs.aws.amazon.com/organizations/latest/userguide/enable-aws-service-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAWSServiceAccess.html
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"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

MR EARFEE AWS Organizations EERIEENEMNZEEHMNEEAKS, |, WEHKFTEE

EIAMMITILTIR/E : CreateServicelLinkedRole, WREAFBANEEREWHIL AWS ZE2EH

MR, BEEAKREN AWS Z2EHMNSESEANEEFEMME I AWS Organizations , A&
BREERIABR

EHENEEREENRRNZLEHMNERRAKS , FEIAMEIH RN T S
H111122223333FMNALKEERH AWS K/ ID :

"Sid": "PermissionsToEnablesir"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForAmazonsir",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

N AWS Z2ERRNEEEREER
ATRHETE AWS B2 BAMAARPEEEREE RN R,

ER AWS HAMEZE | FHXBRERNZLEHMNERRKSNEELR, TESTMNE I
SREZH , FRREAEEEZ RN TS E4ENEE R KPR RER.

BEEREEEE , NMENAREEZEMNZEEHANNERERKS . RAAEERSRITHS R,
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Console
1. I “Z2EHEE 25 E& , MukR https://console.aws.amazon.com/security-ir/

EEF , BEAEMN AWS Organizations AN EEREIL,

2. ERANEALAKN AWS X &EEHR  ERENALEERLEHMNEREERKSHEX
o

3. BRRREMSUZENHARNE  SEERNEERKS,

API/CLI

«  CreateMembership EREALEERE AWS K HEREZET.

e HE , LA LUEA AWS Command Line Interface i 1TIIEE. LT AWS CLI i3 518
EEMNZLEHNMNERERAKS, UTERTHATEERR BIRNZRFREIN

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId": "stringstring",
"delegatedAdministrators": [
"stringstring"
]
1,
"membershipAccountsConfigurations": {
"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
]
1,
"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,

"internalldentifier": "string",
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"membershipId": "stringstring",
"optInFeatures": [
{
"featureName": "RuleForwarding",
"isEnabled": true
}
]

}

MREEIRE “ AWS Z2EHMN" EEAKS REA “TE2B4MAE" , NiZMK 57 % RE
FARE, WRERER ‘REBAMWA" , FWAENFEEN AWS Z2 405 EE R ik
BRZEEHEA,

TR EORINE “ AWS 24 S 40 5"

588 AWS Z2 24K R AWS Organizations Z [B1E1E —3 —HIXFR, TE&E Organizations F
ARI0 ( RAER ) tkPE XN RRIEERN AWS R EHMK R BRI AERKSF,

ENKFRMBEHR A RS, FREBEAESEALATHIKSAEDZ —#THRE AWS
Organizations,

M “AWS ZE B4R PBERK R

ENENR A EEPREREANKS |, FHiRRNA L MR R K~ NEFHITERE.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove.html
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B R HEBR

MREBIEMTRET AWS T2 B4 MNUNREFXNRAE , FERNATHER.

ERRORZRIERFEINVIRE , KH o RNEHREEFERE. HE , SHIARNBEESNATHE , B2

WEES.

A

%

it
e

- Hix

£5
RMEBM EFXRREER,

FREX AWS ZE B4 MK P ILEAPIsAFR A RFEREERA SR AKT FHEIIAMA ., BRE
FEHLAN “ AWS LS4 AWS Ik B EE AHK A KF PERAERNIAMER AR TERE,

tHIxR

AccessDeniedException
XA RBHHRNR | TENITIZERE,

BEHN AWS EERAE , BEESENELRN “ AWS KB4 BNEE R KK R WS FIAMB
EEE, B, FREZAGRESAAFRITERNIBENIAMER, EXESELR , F3HAWS &
B4 RIAM,

ConflictException
ZERLEBREF—H.

BFRELCEENEARIMGEXHZRRIATENMNMRAREREHE—N, ZEREENAWS £2£F
HIIRRSRABTEREHKREE, T “R2EHMA” 24| & https://console.aws.amazon.com/
security-ir/ , RS EMembership Details,

InternalServerException
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https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html
https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html

AWS 22 B P 1
REFRNRERINER, BI/LoHER—R, MRFEBPBAERE , O ERIFIL Support.

ResourceNotFoundException
ZERSI AT A EFEENRIR.

B BERPEEN NIRRT EEZ. FREMELSENRIRARNSS EEIDsIEH, XEATK
F* AWS Organizations IDs, IAMA®&IDs, KA #RE. RHl. MEARKE., Rbl. ROIEEE, R
151l Bt 4 R R B F 2

ThrottlingException
BT 15 SRR HI TS BUE RKIEL,

HIEERERN , EHIAMZEANZAPIIRERENERE S, EHERZ , REER. NRAEDMA
i, BERRIERERBNERE X

ValidationException
MATEHREHREENLIR AWS RS

BERFH—ANHSNEEFEFIFESRIEN/IEBLASER. FREMATRIZEARNSTE | UK
NAERENE (AWS Z2EHMHNAPIZZER) FHAPIMEARE . EERERE AFEME
E#. Bl TEFRMM AWS IHEHRNBTEE,

Support

WMREEZHMAE) , EEARSupport OB ITHEBERR, BERMUUTER

R AWS X1 A#Y

2R AWS 1K/ B 5iE

BHRRANE (WRERAETAH )

A] BEHS BY A8 HEBRATIE B B B M AT H AR iF AE R
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/Welcome.html
https://console.aws.amazon.com/support/home#/
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ZEH

AES

o AWS T2 S H0E RN I BIERE

« BEERMERERF
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https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:AWS:iam::*:user/${AWS:usernamel}"]
.

{

"Sid": "NavigateInConsole",
"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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