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Amazon Security Lake ArfEm
ERBFEARAFEXAEMNSE , E5H (AWS 2% AFER) PWUARAFSHEZR,
2. NENBRAFBRAZESHRIE (MFA).

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

tIREAEERENRAAF

1. J3 A IAM Identity Center,

BXEE , BSE (AWS IAM Identity Center A 1E8) S A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , FAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center F P 17 R4 BR

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iHE)]|7]
o

AR R 2 o4 H o P
1. %E IAM Identity Center 1 , SI2 —MXPRE , ENREEREN A K BN R REME.

BXRUHA , BSH (AWS IAM Identity Center AP 1EF) I OIENRE,
2. MAPFDEI-—1M , REAZESTEEIZFBRNR,

BXUE |, BHSHE (AWS IAM Identity Center A #5R) A EIRINE

¥ E & KB B Security Lake B9k

Security Lake 5 AWS Organizations 5% , AIEBALAPFZSANKFHAEKRE, WREBEHARE
A Security Lake , 27 A& Organizations B 7 K i§E —NE M Security Lake BEER. A

WEERAXE R Security Lake KK 7


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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B, BXAEREREE ANEILE A Security Lake, NINR R MK H 7 4i471/5 B Security Lake. &
REZER , BSREAEEZ /K, AWS Organizations,

B, NTFARBETHRWIMILIKS |, B LAEA RS Organizations K Security Lake,

/B8 Al Amazon Z £ it 8 FEEM
£ /3 A Security Lake 281 , HZERATEI :

- Security Lake IRHBEXEHEEE , XEKREETUE AWS XEEZBEIAREAETKRE. E
EFEZ X EHHXEHEA Security Lake , A SUEREE S X HMNXEIHR, &I BURICE
X, UEFRESMNEEHBBEREE — MK,

« RINBWEREZIEN AWS X8 F80F Security Lake, IIRIX#M , Security Lake I AKREE
RETNWENSRETIEXHEE , IFEELLEEHIEANXE LT, MRFTEMEZXE
# X BUE Security Lake , MENEEZS/N X EANEMRS KERENE DR SRR,

- EEMXEEXER Security Lake BY , REHLRNENIKFBIBR—NE R
AwSServiceRoleForSecuritylLake HWIRFHXAE, ABITFAREFUMA AWS RS U
RBRERLBIEHNNER. EFATHRBRSEXAGHIERE , H2H IAM AFEEPNEAR
SHHXAR, MRELUEEN Security Lake B A H 17 /5 A Security Lake , Security Lake JF#E4H
AhHNBIRRAKSHRIRESHEXAE,

- Security Lake A% Amazon S3 M RHUE. CIBHIENEFHMEET , S3 W RBER AL TEARK
o MREFHBLBEAXNREE , WEKEBREHTEL B EBEALEN 21,

EHAID

RN B UES S5 B FMBELE Security Lake AWS Management Console, fERE K —&25 AWS
Management Console , Security Lake #ZHl&#RME T #MLMATTRE , AR T B BIE HrAT SN AT
B XEH AWS Identity and Access Management (IAM) &£,

FR1: BRER

Security Lake £ M\EH AWS Ik~ M AWS KA EMRFREBENSHEIE. RRBUTHARE
E& %L Security Lake WEMLE IR, BREFERAXLEHANREEXIFN AWS RS BMARE. B
XAMBEBENLKENESELR | HSEMNEEURRERE,

B E BRI E

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

B Amazon £ HITREEEM 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://console.aws.amazon.com/securitylake/
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2.

FATEA LA AWS XiF EFSER - MXig, STUERSERASEIE YR XEME M
X5 /5 B Security Lake.

HIEFF I
TR B AAEARR | RN TBIE —
a. REBIAAWS FOR-LBRENRIES | CloudTrail A S3 MIESH LR, X2

HHBEAE CloudTrail -S3 HIEBBHTHLEEFEEARAEL. EREULFRIR , HEFEEIUS
E AWS FiRiEB,

b. REUFE AWS KRIF-ERALED , B LUERE - PMHSNEXREN BENSEHIR.

® Note

BEREMKF 3 A Security Lake BY , FTEEERN B ESMNEHREH/HTSE 15 AT
RN, BXERABRSIHTBENER , FoHEELAENEERA,

XNTFHRA | EFREMNFREE SR BT R

/A Important

MREZBEEEXEEAFRE AWS BERIIENAGNR , HERREH Security
Lake EE R, AXEZER , BSRAEMHENR,

MTFEFEXE  EREEMFMEZXFHXEEREMNBENXERIMASENEHRIR, MRIEREE
X&), IR FRENML XS REE,

ERSFHRNR , HEIE - IAM SEHERTNEH IAM BEKE T Security Lake MER
SR SR BE F R E R BBIEHRR, BSAT Security Lake WATEXEHEERA - AR,

iij:%-lt_io

S| 2 ENEEEENCARSE ( Tk )

BT LA$ETE Security Lake FISREMEBIEN Amazon S3 MR UK FM#Z KA, B EE—N
CEXE , MBESXREZSANXEHEE. XLEIAESR, BXEZELR , 55 Security Lake FHY

S EAHEE,

SR 2 EXFERENCEXE (L) 9


https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
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BREFMEANLCERE

1. MREFRESNXBNHFEESILEAXE , TEEFRLCAXFEFERFMOCEXE, BELE
X bR [mC KR AR XE, SRE - MRS ACEXE,

2. TEIEFEFMEP , &F Amazon S3 FiEE, BRIANTFME R S3 Standard, MR FLEHIEEE
FHEREHERIS —NEMEE | FRUEBED (UXNEN ) , REEFFNER, SFHE
Rig , NEEIEH , Amazon S3 £FEHMIER. BX Amazon S3 FREMBEFNELER , B
HEBEFEEE,

3. WMREF-FHERTILCEXE , NN TRSHRERNR , HOIE - N IAM BeEAIE
IAM £ &3K[6 Security Lake #2524 X & & HHE IR,
4, iij:%-lt_io

SI 3 EEACIBRREM
EE Security Lake AR IREREN R, SHLLRENEEHRE. RE  CRENKEM.
EE NI RKIEH

1. 1B A Security Lake BY , FEEH BEMBLAKRIR. XiFl, SCEXEMEFM®E,
2. EEBIE

BIBBSRME , R Security Lake #2#18 EEIHERE, WRESR T XKEACEXBNHE,
BXRITEENESUARRIE,

‘R XELRTHEE 14 RAFMERL MRS HEH Amazon S3 FEBHNEERE, BRE/NEE
MWEZFMER , BAILUAR Security Lake #2HI & #Y “RIE” TH,

B45 EENERNELACHERIE

RIEBIERE , B LUER Amazon Athena SERLURFEFEMERHIEERM K AWS Lake Formation
RIEIE, HEEREH AR, Security Lake £ B3I AT /G A Security Lake AR FHRIEE
EENR, ZAGXMEDREBES HTITNR. EXNREFINEZFELR , FSMH Lake Formation
A IAM RS E, BXxBF SELECT REMH , H2 5 (AWS Lake Formation F & A G 8
) FREATRNERAERTFEEBFNR,

SR 3 ERACNERKEN 10


https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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E55  BIEBITHE

SIREIEHE , BRLURINT R AP RERESWEIE, TRAFTLUEN E#5REM Amazon S3 77
RPN R ERBERREARE. EXITHAAFNESZER , 1525 Amazon Security Lake F
WITRAFREE,

BRIER AL

BHENBUMAURES RS A MIF AR Security Lake, Amazon Security Lake API ik #8288 LU
BAXNLEANENLZLHKS, BENER. XF , EUUFER AWS S TIE (FATHIE
PowerShell ) AWS Command Line Interface 3k E 47 KAWS T E&XKi5E AWS Security Lak e

TH1: 0E IAM AE

MRELURZEF A Security Lake , NIFEE 6 — L AWS Identity and Access Management (IAM)
BB R ESNBIER.

/A Important
MR EEA Security Lake $2#| & /5 AFELE Security Lake , M EF A EIXL IAM A&,

MREEHITUT —IHSTURE , NABRE IAM FEIEAG ( ERSRUETEXENMREN IAM
ABNESEER) :

- BIZEENKE : BESCRKEREREEZIFN AWS RS 2 W E At m 228 &%= BIEN KR

- BIZEEHREHRNRAITEAS - AENRNITHEA S AT AEENEHEIEHHE S3 R,

- QIEZEEERNEMITHAAS  HENRENITEAF A LEAEN Amazon Athena ZZEHRFEH
5k B Security Lake B8,

- RELEXSE LEXEEHRE SN AWS XERHE.

BB EEINA®RE , ¥AmazonSecurityLakeAdministrator AWS £ E KK MSIERATEA
Security Lake AR, LWRBRFEENR , AFEEEFRE Security Lake Hi5RIFFA Security
Lake ]:;%ﬂzo

Ff hlnAmazonSecurityLakeMetaStoreManager AWS & & R BE LA 8| 2 R BB M =M Security Lake &
WEIE. Security Lake FEF AL R R ZHFXN MR BN R s B EMEBA4IEH TR HIRMm
& (ETL) ¥k,

E£55  QIEITRE 11


https://docs.aws.amazon.com/powershell/latest/userguide/pstools-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-welcome.html
https://aws.amazon.com/developertools/
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator

Amazon Security Lake ArfEm

£ 2% BA Amazon &2

BLREARBARSHN , BERALSL M API BiCreateDatalLakeig e, MRIREHWE AWS CLI ,
BIZ1T create-data- lake T, EEMIERF , A configurations RH region FRANE
FEHF S A Security Lake HXIFIEEXFRB, BEXXFBRBASIEK , ESH AWS —KSE 1Y

Amazon Security Lake i & o

1

LT RHles S Eus-east-1flus-east-2XigHhFEAZE M. EXHENMXiGH |, ZHBEHEER
Amazon S3 TEZRAHITNE, FNRTE 365 KETH , WRTE 60 KSTEE ONEZONE_IA S3 77
R A, RFIREXS Linux, macOS = Unix #HITHERILH |, EEARFT () THE/FRES TS
%,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}},
{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass":"ONEZONE_IA"}13}3}1"' \

--meta-store-managexr-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

=~ 2

TRl S Eus-east-2XKEHEHAZ M. LWEHIEHERE AWS Key Management Service
(AWS KMS) H A2 E P REBAHTMNE, NRE 500 RESH , WRE 30 RgHkikrE
GLACIER S3 Zf#3 5, RHIREI Linux, macOS = Unix #{THENLH , ©ERARFMT () 174
SRPRIES WM,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"}, "region" :"us-

east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}13}}1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

% 2% BF Amazon 243 12


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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® Note
MREBEEAT Security Lake ¥ BEHEARARKFNEERE , WA
#ZUpdateDatalakei®fE , & MB A update-data-lake 5 , MMEA update-data-la ke &5
T AWS CLITEfFHZCreateDatalakefE,

Security Lake £ M\EH AWS 1K~ M AWS KA EFMRFREBENSHEIE., RRBUTHEARE
EBFHE Security Lake IWEMLHIE, LREFAXLERANREEXRIEN AWS RS FMAXRER. &
RKAMBENKENESZER , BSRMNEERRERE.

ERUREBARNENL—IRBZANESIR , B Security Lake API ByCreateAwsLogSourcel®¥E. X F
BAKIR , R sourceName ZHIEEXEHE—NE, ( Tk ) EREGSBERRRNCERFI NS
EIKF (accounts) HAFEMA (sourceVersion).

(® Note
MBBEBERDPARBEA%ESE |, Security Lake 2BRIFEIBRNSH |, FERMAIEERX
BNEKFSHAERE, Hlin , MREEHELEEIEHN Security Lake BER |, 3 HIEHERR
accounts S , M Security Lake M ERNAFHLRNFAEKF . B , REHER
sourceVersion 2 , Security Lake &353R 5 A T8 ERBRNFTERA,

MREREE T L= KRB A Security Lake X1 , MaXEHIR. ERIEIR , BHR regions
BUR{NIEER BB A Security Lake X ig, 2#& , Bt/ LLEXEH S A Security Lake , REBEXIE

BREWKS S A Security Lake BY , FFAEERN BENBL4KREFETEHE 15 REFRHAHRN. &
KEABREHTBENEE  FENEEEAENEERTA.

SR 4 BEFFERENLCLSXE ( 7iE)
BT LA E Security Lake FSR1FEM# EIER Amazon S3 EE R LUK E# ZKATE, B aUEE—1

SCEXY  MBASXRBZIMNXEWEIE, XEETESR, BXESZER , SR Security Lake FHY
S AREE,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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E1£/5 A Security Lake R AURRFREX BB R , 1B Security Lake API B CreateDatal ake®
£, MRBEAZF M Security Lake HEEE X BB #5 , EE A UpdateDatalakeiREM T
ECreateDatalakel®fE,

NTE—RE , BEAZIENSBREEFENRERE :

- EEELEAXYE , #FEAiZregionFRIEEE ML L XS RMELKIEN XiFH,
ffreplicationConfigurationX R M regionsHEF , ABNLEXEEEXFHAB, HXX
HABHIIEK , BESH AWS —fi85ZE B Amazon Security Lake i 5.0

- BEAREEEEEHIRE , BFEH lifecycleConfiguration S :

« 3F transitions , BFIEEEEHE Amazon S3 FiE3 (storageClass) H1Ff# S3 W RW B
K¥ (days)s.

« XF expiration, AJAFERAEEEFEHEEENREIEFE Amazon S3 FFEHEN KRB RE. It
BEHERE , FRGIH , Amazon S3 & HMlER.

Security Lake 28 EN B IR B N A T EE configurations JRK region FERHIBEM
X1,

Bl LTS elZ—MNUCE Kiglap-northeast-2 B, Zus-east-1#XF @ i%ap-
northeast-2itXEEEIE, L RAE N FMBEFE RPN RIRET 10 KAV T HIHA,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":103}}}]1"' \

--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

M7z , MERBNETHIE M, FH Security Lake API BListDataLakesi2ERBIEBNXBHFRERH
T REHANENBIEMRE,

N RAE AR e B I B B iR |, WA LAE A iZListDatalLakeExceptionsiREEE R EFI&K , H
fFCreateDatalakeExceptionSubscriptioni#EMREBHAF. BXEZER , BSH IHFHRE
BT PEHEBR

SR 4 BREFERENLCLEXE (L) 14


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
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EH5F . EFENERNEBCHEIE

RIEBIERE , B LUER Amazon Athena HERLURFEFEMERBIEEM K AWS Lake Formation
FREBIE. HEBURTERE A Security Lake i , T2 EIRFHREEEEFENR. FHHBEHEER
= AWS Lake Formation A E A FERAHEXBEENRHN IAM BEBFSELECTRR. ZAE
HMEDWBBTEDTITNR. BRNREINNEZEFELR , 1S4 Lake Formation H&H IAM RS
E, BXRTET SELECT BRI , HSH (AWS Lake Formation FF & A RIER) FHEAGAENE
B ERTFHIEE RNE.

SR 6: SIRITAE
BIRBIRMIE , A SURIT A REAEW IR, AR BT E R FEH Amazon S3 7

RPN RIEBRBRTFAREARE. BEXITHRAFNESZER |, 25 Amazon Security Lake #
WITFE AR EE,

B545  ERENERNEACHERE 15


https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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FREEZI K, AWS Organizations

B LAE A Amazon Security Lake NZ AWS kP IR £ AENEH., HEBEB{LME LS
MK FER | BATRZUBR S Security Lake 5 AWS Organizations /K.

£ Organizations 1 , AT OIZALNKF RN EEKS . ZfF Security Lake 5 Organizations £
B, BEKF BN ALRIETE —NEFER Security Lake EE A IKF .

Z M Security Lake B R AT LAUS A Security Lake , AR A MK E E Security Lake IREB. &k
WEE R A LAEFER A T Security Lake AWS X5 Byt 5 ( FToiLMbA] 2 v A B9 2 A XIS & i1
R) WEBNMNEAWBAENEYS, EREERETLUEE Security Lake KB EHALRKFHEE
MEHLE.

ZHEHY Security Lake B A BT E KRB A KS PH BENSHHSE. Bt , ]I EE
Security Lake RUKEERER B R IK B &R, tALE T EITRA PR FEAXBRRAKS RS
Y IR R AR

ERALATRNZ/NKFF A Security Lake , AAEEBKF B E K NALIEE—NEEH Security
Lake BEEAMKF, ., AT, EREEAUNAL S AFMEE Security Lake.

B XI®E Organizations S8 , 2 (AWS Organizations AF{ER) FHCIEZMEE AL,

Z1EH Security Lake B AN EETZEM
FIEBUTHRE , EMNENTERXEE R K Security Lake FHIFTTRAR :
ZREEREMEXEHIMEEN,.

EEOEZREELE , ©ERAEBAT Security Lake HEMNXEBHNEREE R,
BINBIYH BEFHEKFZE S Security Lake ZREER,

AEFEKSTATRRMEFEAMEEREMERNAE. AWS IKF BERBLHAF AN ZK
FRFERR , flaEi R METERARAENZ AN, BINBICTBSFEK/IREN Security
Lake ZREEER , IHLEHRITUEETEREAXNBSNES | ERFRITRIH LT X,

A BNEURXATRIDBAFEZLR BEFEEKS, BRTXEAFPA , nREMCAFREER
8] Security Lake YEMEIE , BT LUFEIR A Security Lake ITFEAF . BXRAMITEAFNE
B |, &2 Amazon Security Lake FHITR AP EE,

Z LMY Security Lake BE AN EEEZEM 16


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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WMRIERFEAZ AWS Control Tower RS , M ATEER B A EFZ-IKF, BXxAEREMKFHNESZE

B, BZHR (AWS Z£ZZ M) RN EE OU - HEFEIKS,

—MAREE-INEREER,

BNMNARRBEE —INEFEM Security Lake BEE R
HOANEBKFTREANEREEER,

BIE AWS Z2FEKBRMNFENREN , EHHEAEEKRSTERNEZEREER,
ZREERALTR TAREALR,

MIBRALSE  ZREEAKFNTEZBER Security Lake, BUAMEHMALRIEE—NERXEE
A, BITE THLNIMILK S KER Security Lake.

BEEZREEAFERN IAM R

FEIEEZEIRH Security Lake EXE A K , BLAPER AL BNFERAUTBERFE AP I HH R L
AWS Organizations API £ /ER R,

&1 LATE AWS Identity and Access Management (IAM) SRE& B R BR DDA T 1B AR T FiX LR,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

EEZREEAMEN IAM R


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html

Amazon Security Lake ArfEm
IEEZE IR Security Lake B & H 7NN & 0K

ERENHE AN , NARIEEZEEM Security Lake EERAMKST . RABEALEBRIKS AT AN HALRE
EEREEAKS, AAEEKSTRENEALNERERRAKS,,

® Note

- HLOEEIKF RifEA Security Lake RegisterDatalakeDelegatedAdministrator #
YERIEEZERHY Security Lake BEE R MK, FX#F@T Organizations I§EZE KT Security
Lake BEXE A,

- MRBERALANZREER , ELHTE LRGN ERLEER , AEBEERNERE
BR.

Console

1. FTFF Security Lake ###| & : https://console.aws.amazon.com/securitylake/o

FERANAEEREKFHNEREZR,
2. -« WRRKEHA Security Lake , BEFEF 4 , AETES A Security Lake THE LIEEZRFEN
Security Lake BB 5,
- WREJE A Security Lake , BEIRENHE LIEEZEER Security Lake BEXE R,
3. ENEEZERAHMK, T , ERCETHM AWS Z2BRFEREEANIKS (#EE)
®E , MABREIBENRN Security Lake ZREE R MK H 12 2 AWS IKF 1D,

4. %3 Delegate ( Bk ) o R Security Lake MAKRZH , EEZRAEERAGELN Y XA
NiZMK 5 B Security Lake.

API

EUREARNEEZRREER , A Security Lake API
fIRegisterDatalLakeDelegatedAdministratori@{E, BAMMNARERIKFRAZEE, MREFEH
B2 AWS CLI , EMALERIK iz {Tregister-data-lake-delegated-administratorén 5. 1EEHE
Rep , FHaccountIdSHIEEN 12 MHIKF ID, AWS K. UIEEENHALANEREEAKS

Flgn , LTS AWS CLI i HEEZERNEE R, tRAIREX Linux, macOS = Unix BT =1L
B, EEARRT () THERRES TSN,

EEEFEMN Security Lake B R RN R MK 18


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

ZREBEAXTERBIRERALAKF I AWS BEMBHHIE, EALERE , E£HKF FH

MK PRI ZIH LRRT |, Security Lake 2 Bzh/8 A AWS Organizations, #ERZREER |, LA LUEA
Security Lake AP #JCreateDatalakeOrganizationConfigurationi@ S AL EL B , RE MR EER

B2 AWS CLI , M a] LAE 3 73 1T create-data-lake-organization-configuration&s &3k g At BLE ., &
RAUEBERPAFTRFAEERLRERE,

flan |, LA AWS CLI i85 £ B30 /8 A Security Lake SA R £ #THIH LA 0K 7 U EE Amazon Route
53 TR EM AR, AWS Security Hub HESE R ML S8 E L FAE = (Amazon VPC) B &, It
M2 EXT Linux, macOS = Unix HTHERNILE , EEARPIT () THRERFRIES TTiEM,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}13}1"'

HANEBRKFIEEEZEREEREAR , EEATUNAR S AMNEE Security Lake, X3IEZ AMEE
Security Lake AMEHLAFENKFH AWS BEMNBHBIE. BXELZER , BSRANFRELRRE
AWS RS

& 7] LAfE A iZ GetDatal akeOrganizationConfiguration 3@ /ESR IR ERE >< 41 43 24 5 #7 X 53 K P B i Y 1% 40

1% =|
[= R ¥e]

BKRZEILH Security Lake B R

REHEAEBEKF AN EALBREICN Security Lake BB R, MREFHALANEZREER , B
BRINEREER K AREEFNEREEA,

/A Important
BBRZIEM Security Lake B A 2MIBREIEHS , FHEXTALPHIMKFZEA Security Lakes

IBTTEMEA Security Lake EHAENHBREREER , XEEFREURELHIT.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
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EUREASXBRERNERER , A Security Lake API
Wy DeregisterDatal akeDelegatedAdministratori® e, BUAMMALERKFFRAZRIE, WREEH
= AWS CLI , IEMNALEEMK Iz 1Tderegister-data-lake-delegated-administratoras 5o

f5lan , LA™ AWS CLI a1l BRZRAY Security Lake B 5 .

$ aws securitylake deregister-data-lake-delegated-administratoxr

EREZREERAEE , EEEXHAAKFHWBENEEIRE , iE6A Security Lake API
9 DeleteDataLakeOrganizationConfigurationi®4E , =¥ , WWRIRFEAMNZ AWS CLI , NI Adelete-
data-lake-organization-configuration@i f. RERNNEE R TEERHALAN XL RE,

flan , LA™ AWS CLI sn H = LEMIN A AR BT ER 5 K = B 3h W R Security Hub AEE R, EEREN
EERAFALRES , FHORIKFFTLE Security Hub B AT & RTBMA LT N, tRGI24HX
Linux, macOS = Unix #T#LEY , SEARFHT (\) ITHRERFRIES TiEM,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"SH_FINDINGS"}]1}]1"

Security Lake RIS 15 14]

NALRIRE Security Lake /& , AWS Organizations B K~ A LUES Security Lake & A {EHE,
A5 R 21T Security Lake B2 5 IAM [RFHEXBE , HRRELELENWALREKAPHITES. B
XFEHEER , S5 (AWS Organizations AAF1EME) PSS EA AWS Organizations 5H s AWS
BB

ERBALEBKFIAF |, B BE AWS Organizations FZ XY Security Lake B AI{EiH R, BXxE
RTREHEMEER |, i35 (AWS Organizations FAAF1ER) FM G AREATEH AL

MREFROVEER AWS K/ & TEERS, RERSIKARE , RMNBUEREA S HRERNER.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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BHE X

Amazon Security Lake AWS XiF I ARELREAZBRFHNEL BENEH., I TFEINXE , BHHK
BHEHETRH Amazon S3 FHFEHR, BUUARRNWXEEEFRNKESEE (W , FEIH
FKEMBFRE ) o EEATUEL—NHBZNLEXEFRES ZSNMXEFHHIE,

BEXIERS
Security Lake ATAE SN AWS X EHIE, EREFEHEHNRES , THENXEHNHFIEE JEE
2B, EEENEEHRLSR , REEBUTIRRIMXFH HFNRE.
Console
EFHXRE

1. FJFF Security Lake ##|A& : https://console.aws.amazon.com/securitylake/o

2. ESmERKP  EREXE, KRS RXEAE , HPRME T HHEF A Security Lake X
HRYBE

3. BEE—IXE , REkFERE  EFZXINEAES.

API

EIREY I X1E A B EWERIRA |, 1B H Security Lake API BGetDatal akeSourcesi®¥E, N
RIEFERAKRE AWS CLI , EE1TiZget-data-lake-sources@i o, X FaccountsS# , F—1 =
%N AWS Ik ID EEER TR, WMREMWFERIN , Security Lake iR B 2 5 [X 5] A X LE ik /=
HYIRER , B¥E Security Lake IETEMEFLE AWS RKIFINEBBEUAR BN RFEHRS. NIREFTS
SaccountsS¥ , NIMAFEE L XIFPEE T Security Lake BIFTE K F B B EWERTS,

flan , AT AWS CLI s TR RA B XE P EERKS Y B ESRERS. WRHIZEHX
Linux, macOS = Unix F{THERNLH , EEARFBT () THAERFRIES AR,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

BLR AWS CLI R HIsEXBAREK . M2 B AR BERERS, REI25XT
Linux, macOS = Unix #{T#&NLH , SEARFHT () THRERFRES WM,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

ZRELRBNENXEBATREM , BFEMListDatalLakesi®E, WMREFEHAMZ AWS CLI,
Hiz1T1Zlist-data-lakesii o Xt F regions ¥ , BIEEXBHXHA B, FlMW , us-east-1
RREELRI (FFRIMILE ) Xifi, BXXEBRBOIIE , S8 (AWS —&SE) F1
Amazon Security Lake iii o ListDatalakes BRESIREIBRERERPIEEN ST X1EH IE ML
EiRE, MREREERXE , Security Lake 2IREIFANAI A Security Lake Ky X158 A &K BE B8
RAENEERE,

Blan | LA AWS CLI i8S ERiZeu-central - 1X B HFHNRASNEERE, REIZET
Linux, macOS = Unix #{T&LEY , SEARRBAL () THERFRIES WTEM,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

FRXEiRE

EEREERESN , ARZEBUTHBAEHRF —PHZN AWS XEHRHBIEHNRE,
Console

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
ESMERSD , EEXE,

EE N, REERERE.

ERBE<XE>HAAKSKREIEE , BWAERALLNERBSZXEURERE,
HERBRFMAHEP | REBEPMER | NENBIRRNT N FHE,

NTFHRE , BALERNXEEENRERS. HMEREAUNFELERBH AWS FIRE XL
MOBHRE , SREERE AWS KF XENHEIRE, ETHRESER , BZHRN

Amazon Security Lake BRRNINFE,
7. ENEANMXSENLEXE , BESMERPERLCEXE (ERET ). ARFEE Modify

(), HEFBLEXEIS , BEMUCE X, ERHFEREXE , 7@ Security Lake 12
HEZMXEEFBEHNR, THE  ERREUARFEL,

o o K~ w0 N
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lakes.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://console.aws.amazon.com/securitylake/
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API

ELUREARNEFBE BN XITIRE , EAEA Security Lake APl B9UpdateDatalakegfE, MRE
R 2 AWS CLI , i§E1TiZupdate-data-lakef S X F region ¥ , BEELEENREN
XEH XF R BE, fli, us-east-1 REREERD (FFRLMILE ) Xifl, BEXxXFRBH5I
* ,B5H (AWS — %3 E) H# Amazon Security Lake i Ko

FEREMSHAIEERNEMIEEENE , flwn , NFEFZEH (encryptionConfiguration) #
B1F7&& (1ifecycleConfiguration)s

fflzn , LA AWS CLI s S E#iZus-east- 1K HFE S M FH LN FIRIEE, RHGI2EX
Linux, macOS = Unix #{T&NLEY , SEARRBAL () THRERFRIES WTEM,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

fic E5C 5 X4
CERKEEATRE— ARSI RBREXSNBE. BELLKGTUBHEETRAAMMER,

ERMUCEXEZ 8 , BEEEFEERE AWS Identity and Access Management (IAM) &2 RN T E#Y
y=R=

- ATHIREEHN IAM A6
« ATFEM AWS Glue 27X IAM &8

(® Note

L8 {E A Security Lake ##IA 8 , Security Lake 2R E 61X IAM ACSFERANEAE,
BR , E£E M Security Lake API B 4| & X A B AWS CLI,

ATERESHN IAM AE

It IAM A& F Amazon S3 B SN XEE HiR B SMEBANNR,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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ERFIXLENR , FRE—INTF AR SecuritylLake B9 1AM & | FH R LT REIREEH IR Z

A, & Security Lake ROl EXEA , £FEZAEKN Amazon BIRBAM (ARN), TELLREE
H |, sourceRegions BHIFERMXH , destinationRegions &L E X1,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

"Sid": "AllowS3Replication",
"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"
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1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

FUTEERBHINEENEE , SMERY Amazon S3 KAZAG !

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

MREEHR AWS Key Management Service (AWS KMS) & 7 £ & Z 40 R &

AR, MR T HIEE FIREE AR | ELTRTULTRR,

"Action": [
"kms:Decrypt"

1,

"Effect": "Allow",

"Condition": {
"StringlLike": {

"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,

"kms:EncryptionContext:aws:s3:arn": [

B Security Lake
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"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

}
}I

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
.
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
},
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

EXEHABNESES , H5H (Amazon BEPHES A SE) PRIRENR,
RTEM AWS Glue 2 XY IAM B

It IAM A& FX Security Lake R 7 XE#HEF AWS Lambda ZHEERIPR , ZIhEEA T AME
i XFE HIH S3 X FOEM AWS Glue X, MREFRCEBNAE  THAFRETENZXENRPERNE
%,

ERFIXENR , BEEIE -1 AmazonSecuritylLakeMetaStoreManager BWA® ( B AEETE
/B H Security Lake NS TItA® ), BEXILABHNEZEE SR RHIER  BSRTE 1 A&
IAM B,

AT EM AWS Glue 7 XK IAM B & 26
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£ Lake Formation ##l&H , BB ATIRBUA T HZ R @
AmazonSecuritylakeMetaStoreManager B FHIFHEE A MNR :

1. 3TF Lake Formation ##|#& : https://console.aws.amazon.com/lakeformation/o

2. UEBAFPNSHER,

3. MRETRIEMFEA Lake Formation B0 , TEFREELSR 1 POIBSEENAF , RAEEETF
i<

4. MEZXBEEIINLEEM Lake Formation EQ , FHITU T LERKE E Lake Formation EE R,

1. ESMESHNRT , EREEACNES. ERENEERTS  AREEEER,

2. EEBHENEREANEESR , WT IAM AFNAE® , EFEY
#AmazonSecurityLakeMetaStoreManagerfy IAM A& | REERRE,

EXERHEHEERANBRNESZESR |, 1§55 AWS Lake Formation 71 & A R 3EE 1Y 6 22 2035 4

EER,
S C N X 18

BEERENEREAAR  RERBUTIRRADLEXHE,

(® Note
—PMXEATREZSNCEXBRERE. B2, —MCEXEST AR EAMLE X iR ARE.

Console

1. $TF Security Lake %] & : hitps://console.aws.amazon.com/securitylake/o
ESMERFHRET , ERLCEXE,

RSN, REEFRRICEXE,

EELEXEURBFERHAXE., MREAMSNLEAXE , FEERT R,

MRXZEFOMUCEXE | WTFRFZHRNER , FEIE - N IAM B2 E8IE IAM
A Security Lake B F B 2N XEE I BB IR,

6. FTHE , ZRRE.

o & w0 DN

AIBLE X >7


https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/
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&t LATE /S A Security Lake BURIDC B X, BXEZEL , 5 H Amazon Security Lake A
T

API

BELUREBANPIMCERXE |, BB Security Lake API ByUpdateDatalakel® e, MREFEHH 2
AWS CLI , i&z1TiZupdate-data-lake®i . EEMNIERSD , FH region ZRIBEEELSLC X1
REHENXE, 7EreplicationConfigurat1on;'*§51regionsﬁﬂliﬂEF' RAENLEXEGEE
XigRE, BXxXERBHIIEK , ESHE AWS —ixZZE F ) Amazon Security Lake U S0

flan , LT asFi&kEap-northeast-2 L B X, Zus-east-1#XfF@iZap-
northeast-2ib XI2HEHIE, WREIERFMBEBHPHNRIZET 365 RHIHH, LrG
EEIT Linux, macOS = Unix #H1THERNILE , EEARRL () THRERFRIES TR,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™:

{"days":3653}}}1"

B A LATE IS A Security Lake BHRIDC EXiH, Atk , A CreateDatalLakei®¥E ( HE , IR
£ AWS CLI , |{# A create-data-lake@i® ) o BXEARBPEREBILAXBNESZER , S
%, Amazon Security Lake A’

EHRBERLEXE

ERENERTR AN  RAERBUTSREFRBIR Security Lake FRYCE XiFH,
Console

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
ESMEBPRET , #LCEXHE,

1E£$# Modify(1&2%),

EFLEXENHEREXE , $ELAXBTHEEEHGNHEREXE,
EBRLEAKSE , BELEXEFETHERBER,

TRE , BERF.

I T
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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API

EpUREAAEELERXE , B Security Lake APl ByUpdateDatalakel®#E, MREFEHH R
AWS CLI , ¥z {TiZupdate-data-lake@it. EENIERD , FAZFNSEEESLEAXEHRE :

- ERMBIEREXE , B region FERAERNMNXGEEXEHAB, £
replicationConfiguration X®RH regions % |, AN ERERAREALLEXEGHE
EXFHRE, BXRXEARBBYIER , TSHE AWS —i&5Z B Amazon Security Lake i 5o

- EBRBEREXE , #EH region FRANEBRAXEEEXFHKBE, N¥TF
replicationConfiguration ¥ , B EEME,

Flan | AT e us-east-1MEBus-east-2 N TEX T, A& R MEap-
northeast-3CEXSEMHIE, HRHIREXT Linux, macOS = Unix HITHRIW , EFEAKR
T (\) ITHREERFRIZBE RN,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration™:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/sexrvice-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"'
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Amazon Security Lake FHIRFEEE

KERENREPERNE FHEAMNELLEESR (OCSF) BTN ESHRMETEN BENE
£, Amazon Security Lake AT BN EFRFRE A EMNEH |, BEREZFN AWS RS ME=FH8
TE SRR

Security Lake AJLANY [RGB HIFHITIREN, FHRAMER (ETL) F5F , HHHBIFERIRRF Apache
Parquet #& =1 OCSF Z2#J, 425 , Security Lake & RREBIBFMEE ERBIEN AWS XiF N
B AWS Ik " #1#9 Amazon Simple Storage Service (Amazon S3) fZf#& M. Security Lake &7 8
Amazon S3 RE N EAN X EIE — N TR/ Amazon S3 F# . SNFKRE S3 FHETEHE—1 2
AV BETER , ™ Security Lake 2R BB/ KRN HIEEE R —A MM AWS Lake Formation &,

E&
« DNRIREHTE AWS RS
- NEESRBERE

MHIREETE AWS RS
Amazon Security Lake BAJAMEA T RE T FH AWS RSP INE B EMEBH -

« AWS CloudTrail EEMHIESH ( S3. Lambda )

« Y 5% Elastic Kubernetes Service ( IL L EKS ) ®#&% A&
 Amazon Route 53 resolver Eifj H&

« AWS Security Hub A& R

« Amazon Virtual Private Cloud (Amazon VPC) i B&

- AWS WAF v2 B&

Security Lake & B3 iX IR N FF i M 4% Z £ 22/ HE 2R (OCSF) M Apache Parquet #3,

® Tip
BN LR -IMHZWMARS RIS Security Lake FEIBEEIR , BRT CloudTraill EEEM4A , &
FEXERZSPHEMEEARIDR, MREEXERSHEE T HEIER , BLAEBLEEXH
FICREER A EAIA Security Lake FH BER. Security Lake 2 BB BEEENE
R IE B IX L IR S R R B EE

M EBSE AWS RS 30
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FRFH WU R

X AWS IRSS BN SRRERNINE Security Lake |, AR E S ENNPR, WiEM MEEE T HINR
# A i AWS Identity and Access Management (IAM) (RE§ R B AT LA TIRE -

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelinkedRole
* s3:GetObject

* s3:PutObject

B ZABGEEUTREMERFETEE , As3:PutObjectEHS3:getObject MR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

XEREAFECNBEBTNES , HFEMRIEZEREN AWS Glue BIEEMEKR, AWS RS

MREFEH AWS KMS Z4AX BB H TIRS [ IHMER | NEEEIRBNR, kms:DescribeKey
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CloudTrail E4 B &

AWS CloudTrail I ZRHEKFH AWS API BRAFAEIER , BFEFEA. AWS T XTI EE AWS
Management Console, 1T TEFMEL AWS BRE#1TH API A, CloudTrail i f 7F &R Bl B LE
AP FKFAZEFENRSEAAT AWS API CloudTrail, & HMEMUAER IP tat AR AR ZERE, &
KEZER , 152 AWS CloudTrail {BFIER)

Security Lake AJ LA EE S S3 A Lambda K9 CloudTrail EEE4H CloudTrail BIEEHHXN B L,
CloudTrail EXEE#, S3 HIFEZEHN Lambda BESHERLLHMPHN=/MRIKIR, At , HEFGH
B —/NRINAERE B ERES , E4180 sourceName @E RTAENE. BEBEH (BN EEHFEE
%) TiLERA T BN PR RIITHEEREME AWS I, CloudTrail BEEH , b A BIEFEER
£, ETRNENERRBRAZBHATHRRRME AWS K, XEREBERAINEED,

E £ Security Lake FULEE CloudTrail EEEH , BM4MEDLE—MNATFREEEFME A CloudTrail &
EEM4M CloudTrailZ XIFHE AR IR, BXAARNZBEREHABEERILRK. IREEHMRSPEET AE
8%k, BALLEEXAFRICRKEEENAFERINA Security Lake FEY A &R, Security Lake 2@
M BESNEHREBENXERS PREEIE.

ZXIGBREREN MK B ESXHE RS2 AWS IKFH#24 Amazon Simple Storage Service
(Amazon S3) ¥, MRLAELET CloudTrail #H A HEE T % XiFRER AWS Control Tower , 1|
To & R EUH — SR,

- AXROENEEBEIREMNEE CloudTrail , iHZH (AWS CloudTrail AFER) PRI NHLEAIE
BRERo

. BxolZMNEEETEIRAE S AWS Control Tower , 525 (AWS Control Tower A 5R)
AWS CloudTrail# # £ f id 5 AWS Control Tower ##1E,

L I&JF CloudTrail B4 AN KIRRT |, Security Lake £ BIF A UNEEH CloudTraill B4 HE. ©
CloudTrail B3 BEEMNEHRIEEMEM CloudTrail EEMBIREE 4

Security Lake T4 EBEM CloudTrail B , tt R MEMNIE CloudTrail BEE. EEEEE
CloudTrail EHHFRIFRE , XFEMH CloudTrail RE#EH AR APl, EXEZELR |, HSHAWS
CloudTrail AF¥ERFMER CloudTraill E4F LIEZEEEH,

DRARBE T IERMHSEN GitHub T EESEE , LA T ## Security Lake 2{A¥F CloudTrail E4F#xR
HE{LH OCSF,

GitHub OCSF E#-17f# % CloudTrail

« JRIRA 1 (v1.0.0-rc.2)
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail
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« RABMRAE 2 (v1.1.0)

I 55 EKS & A&

LIRFF Amazon EKS it B &R RIRES , Security Lake 2 FF B ER R EH M Kubernetes RS
(EKS) £FHIZ1TH Kubernetes BIR LIITHEZNRNRAFE B. EKS T BETHEIETE Amazon
Elastic Kubernetes Service F#& N & EKS &P Al g FEN AT EER o

Security Lake B BEEM =T H ,L,\uu,l_i%ﬁﬁﬁ Amazon EKS #2 | H B K12 R IheEH K EKS

TRAEEEH., It 1&5&3:; MR E FEEE TR ENIMAE Amazon EKS 24| mH B &
B, BXEZEER , H5H (Amazon EKS FHF’?a@>> iy Amazon EKS #4I|E M A E.

HAE OCSF v1.1.0 X Amazon EKS ®#& B&. B>k Security Lake I{A4F EKS ®# A S HAR AL
7 OCSF W{EE. , #EZ [ GitHub OCSF 17 FE P £t X Amazon EKS &# HEEH (v1.1.0) BIERE S
£,

Route 53 Resolver &if] H &

Route 53 Resolver i) H E ] LLRERFH Amazon Virtual Private Cloud (Amazon VPC) F B & IR# 1T
#) DNS &ifj, XA URBE THNARFNETERHARALEEM.

£ Security Lake H % 1 Route 53 Resolver &if) A £ R KIRAT , Security Lake £ 3 B FF 4538 5d 3k 3z
BEENEHREREM Route 53 £ Resolver &Eiff HEo

Security Lake Témii""ﬂ’] Route 53 B , R ¥ MM AR Resolver EHFEE. EEE
Resolver BB & , B4 FEA Route 53 RF5EHIE. BXEZEE , 525 (Amazon Route 53
FRAGIERE) E’J"“IE Resolver Eif) B KL XA B,

DUTHIRESTIEQBRFSEN GitHub ZiEEEEE1E , LU T #& Security Lake 20{A¥ Route 53 HEHR/E
{£ A OCSF,

GitHub F5 Route 53 HEHK OCSF 71 &

« JRIRA 1 (v1.0.0-rc.2)
o RRBARA 2 (v1.1.0)

Security Hub &AM

Security Hub WREZRUHBPETHRECHEZENR , AWS HAFERERLTUIRENRES
BRRELRMNIFE, Security Hub NERIRBRMEFELER , BIEEHME=SREMBNER AWS

L5 EKS ®iB&E 33


https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/CloudTrail
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
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BRSS , AR ITER Security Hub B TR E., Security Hub A—f& 7 AWS Z2REL RER
(ASFF) IR ER XA BBAEL R,

S IR1E Security Lake Hi7I0 Security Hub A& X I E 7 KRBT , Security Lake < 3 ENFF #5813 34 37
BESNEMHREZEM Security Hub ERIBELI ., Security Lake T FAERKIMM ASFF ik
NI RN E R L L HAER (OCSF) (OCSF).

Security Lake T2EBEER Security Hub AEXK I , B FLFEMEM Security Hub RE, EEE
Security Hub BRA&EL R |, XA Security Hub BRFEH&. API 5 AWS CLI, BXEZER |, &
Z# (AWS Security Hub AIF#E/) H# AWS Security HubF Y RAE X T,

UTHIRESRTIEQBRFSEN GitHub ZEREEEERE , LT ## Security Lake 30{A¥ Security Hub #YiE
BLERIFE{LHR OCSF,

GitHub OCSF 7% F , Al T 71 Security Hub &4

« JRARA 1 (v1.0.0-rc.2)
o RABMRAE 2 (v1.1.0)

Amazon VPC B &
Amazon VPC By VPC A B EIeE A AR ERH HMEEAWN IP REEFE,

HIR1E Security Lake 710 VPC 7t B &¥EHFKIRET , Security Lake 3 BIFF 5 EE VPC i BE.
TEIEMYBESNRAFZREZEARE Amazon VPC # VPC it B,

Security Lake T2EEEH VPC RAXE , t A2 FMEH Amazon VPC BB, EEEBRAXR , B4
JEA Amazon VPC lRE#24lA. BEXREZEER , 5 (Amazon VPC FRARIEE) P ERR

HE.

UTRIREHT EORFSER GitHub 7 FESEREE , LLT # Security Lake 20{aFF VPC it B &FR AL
7 OCSF,

GitHub AT VPC i B &R OCSF 174 E

« JRARAS 1 (v1.0.0-rc.2)
o RABMRAE 2 (v1.1.0)
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
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AWS WAF B&

L {RTE Security Lake #7711 AWS WAF 7 AZEJRAEY |, Security Lake 2 BIFHRIERE. AWS
WAF 2 —% Web MARFMHAE , TATYRERLAFRENMARFZERN Web 18R H 2312
WABNTE. IBZRNEESTENEN AWS FIRE AWS WAF INEI M EERHATE, BXxZERNE
1S B AR E R TR R F N Ay HE S

Security Lake AWS WAF B4 BESE M AWS WAF BEREEFERA AR, EEBEETEHRITH
NGB , R METTREHENIE AWS WAF BLE., Bx<u{AER AWS WAF XR&RIPAREFER
MEZER , ESH ( AWS WAF FFR A RIERE) PHAWS WAF TIERE,

/A Important

R EAEEH Amazon CloudFront 7 & E FEVRIREE AWS WAF | I ATUEREXERE (38
HEIJbER ) FBE1E Security Lake FIZEREEK H &,

AWS WAF R4 OCSF v1.1.0 XA, A% Security Lake H{AIE AWS WAF BEBHREL R
OCSF tW{ER , 551 OCSF AWS WAF BHEFME (v1. GitHub 1.0) VIR S &,

AR AWS RSS RRIR

A0 AWS BRSS JR/E , Security Lake 2 BEIFFIEMPIRER £ AEMEMH, XEHAFFRMOME
Security Lake FRINRAE I AWS BRSS RARB. BXFMAERNEE , FSHEMNEEUFRR
SHE

Console
whAWS BER (#2F18 )
1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
2. MESMBERFEREKRIR,
3. 1&FE AWS RS EMNRIREREN , AREEEE.
4

ERRESS , BRARHERERTHREERNEBREFENRE. RIABRT , RFRENHE
JR A Security Lake $HL,
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https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/
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/A Important

MRERBHERE EE@F%%&H&ZIS AWS BERFIENBENRR , FERRER Security
Lake %IEJIE"\O ﬁ*ﬁ%{nmﬁ 5 &lﬂE%ﬁﬁ@*ﬂFﬁo

BT HEREFMERESNERER , ZEXAEHRITHAEFRE. BEXUNARBITHAENEAS
B , 2% Amazon Security Lake RHIT R EEHE,
HE , BUSUERNRERFRAE , A EAME UE A THREREEIRRE,

5. ‘X" #Hod , ERERNFRBERTENXE, Security Lake FMPTE X5 A 09 PTG K F 8
SRR BIE

6. EEEM.

API
;J%j:"] AWS H/u\lﬁ (API)

ELURRER RN AWS BRSE HIR , B Security Lake API B9 CreateAwsLogSource®
£, WRRERAKZ AWS Command Line Interface (AWS CLI) , #&i&1T create-aws-log-
source @, sourceName Ml regions ZHEXLFEN., HE , BRI LUERRASEE RN F

EaccountsEH4FEsourceVersion.

/A Important

LUIREEERSDIRESHET | Security Lake 2BIRRONSHIENERBINSHE, F
wm, MREREHaccountsSH , N Zw S HNATAHEPHNEAKS,

BURRGIRF VPC 5t B SR A i E K S M X B AP R KIR. b RHIZEXT Linux, macOS 5 Unix #
TR , EEARRIL () THERFRIES T,

(@ Note
MR ER N A F i R /8 F Security Lake B Xig , M &WEI—REBIRHBEE, B LUE
HEZX1EE A Security Lake S fEfAregionsSHINIEE B/ A Security Lake B X iE%k
fRRBL 4R IR

TR AWS BRSS9 RIR 36


https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
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$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions=["us-east-2"],sourceVersion="2.0"

EHABNER

MREGEMENAGNRRER ( F AWS Lambda EEH Amazon Simple Queue Service
(Amazon SQS) Simple Queue Service BA%l ) , FToEMFTMRA K BE REEEIE , WA EHRH BN
PR H 6122 —H A EIRKALER BAmazonSecuritylakeMetaStoreManager V2 &R EIE

RBENEIRSE , RRRBHBEREN A GNRH G H FIRKALER BB E XS FHRAE AWS
AERNERE, X2 —XHRE , EANBENERSB3INAT future BB RMRA

Console
EMAGNE (#EFHE)

1. TF Security Lake %] & : https://console.aws.amazon.com/securitylake/o

EFZ IR Security Lake B2 & (Y E I 1T & Fo
2. ESMBERFNRET , EEEM.
3. EREFABKRE.
4. T “BRSHEMNPR" &b , AT TAE—#R4E -

- BIEMFEAFNRSAE-ZLERA Security Lake BIZE#Y
AmazonSecurityLakeMetaStoreManagerV2 B,

- ERANANERSAR-ETUNRSHEEMIRTERABGHNRSAE.
5. 1&¥E MM
API

EHABNR (API)

ELURTEFNEFNR |, 56 Security Lake API B9UpdateDatal akeig e, EE A EHNR

AWS CLI , ¥z fTupdate-data-lakediHo

EFEHENAGNR , HAFAmazonSecurityLakeMetastoreManagersR B INEiZ A &,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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f BR AmazonSecurityLakeMetaStoreManager &

/A Important

HAENBREH N EAnazonSecuritylakeMetaStoreManagerV2 , BABIABENES
E#iE1T , AEBEBRIBAmazonSecuritylLakeMetaStoreManagerA®, BiNEDLEHEF 4
PEBBRAR,

MRLREMERZAE R , AT EMFHBRZAmazonSecuritylakeMetaStoreManager & AWS
Lake Formation,

BREBIULT S BM Lake Formation 13§ & B ERiZAmazonSecuritylLakeMetaStoreManager A&,

1. B FHITFF Lake AWS Management Console Formation ###1& , Wit# https:/
console.aws.amazon.com/lakeformation/,

2. 7E Lake Formation ZH &N SMERT , EREEACNES.
3. AmazonSecuritylakeMetaStoreManager W& X g A il Bk

BER AWS IRS5 19 KIRHY

EREBNHRGEE , REERBUT S RMIBRRE £ X IFM Security L AWS RS ake Ro BRI ABER—
RS MXIFHRIR. BBRRIRE , Security Lake 5 1L WIBTE X 5 F 0k /= & 49 SRR EE B0 48 |, 1T A
F T EBNRFREG SIE. B2 , ITRAFMATBIRE Security Lake EiZKREBERZ BIMA
WERNEIE. BREEMERIX L AR REE X IFWRABE AWS RE . BXRBREECKENESE
B, BN EEURBRERE.

Console

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
2. MESMBERFIEEFRIR,

3. BEE-IKR, AEEREA,

4

EREFIENZRFRRERTERN — MRS MK Security Lake R5 1L WP X 8 2 BY T B K
P RIRB SRR

MiIB& AmazonSecurityLakeMetaStoreManager & 38


https://console.aws.amazon.com/lakeformation/
https://console.aws.amazon.com/lakeformation/
https://console.aws.amazon.com/securitylake/
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API

ELURES T AWS RS ERRIRMIBR , A Security Lake API B DeleteAwsLogSource®
. MRIREAKZ AWS Command Line Interface (AWS CLI) , & 1T delete-aws-log- source @
©o. sourceName  regions ZHELEN. HEF , B LLHBIRBERSI NS Eaccountssh
¥ EsourceVersion,

/A Important

LIRREEDSPIRES AT | Security Lake 2BIEHRIVHNSHRIENRBENSIE, 4l
m, mRERESaccountsSH , Mz HNATARPHEAKS,

AT RBIMIBR 7 38 E MK - M X B VPC 5 B B4R KR,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts='["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

BUTR R BIMNBR 7 48 B K 7= A X 43 48 9 SKIREY Route 53,

$ aws securitylake delete-aws-log-source \
--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="["us-east-1", '"us-
east-2"]"',sourceVersion="2.0"

B E Y RBIRE ST Linux, macOS =% Unix #1THENLE , EAIEARRBMT () THLERRES 7%
.

RECRIFE RS HVRTS
HEBENTEAR | RFRBSRIRIY K5 A B RIR R I RRRE RE.
Console

R 3 (X397 B ISR

1. $TF Security Lake #2&|& : https://console.aws.amazon.com/securitylake/o

2. HESMERKRL , ERKS.

RERRES RS 39


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
https://console.aws.amazon.com/securitylake/
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3. FAREREE KR JFHNHFLE K EFNMEKFEATHLERE,

API

ERI YA XE A HEREMNIRE |, iE# A Security Lake API BGetDatalakeSources¥E, N
BIREAKR AWS CLI , HIE1T get-d ata-lake- sources @5 . X FaccountsS# , BRI —
NFZNN AWS K ID EEE R IR, MREMNERIH , Security Lake FFiR [E 24 5 X 15 11X LE ik
FHIRER | B¥E Security Lake IEFEMNBFLE AWS SRRWEBEUR BN KFHRS. NRETS
SaccountsS¥ , NIMANFEE L XIFHERE T Security Lake BIFFEIKF B B EKRERTS,

flgn , AT AWS CLI sn SR RHFIXEHHPIEEKF B H ERERS, REI2ET
Linux, macOS = Unix #1T#&N1LH , SEARRBHT () THERFRIES IEM,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

M B E SRS

Amazon Security Lake AIMMBENNE=FRKELZL BENEL. XTENMEBENIR , Security
Lake #ITUATAE -
« 5 Amazon S3 FERE RS —NE— B4R,

 7E£ AWS Identity and Access Management (IAM) R8I A F B E URBAHBEHEARENAE, It
AWRRLFEBE NN AWS EERMIREAnazonSecuritylakePermissionsBoundary,

- BIE—“ AWS Lake Formation FEKZEIERE A Security Lake BIX R,

« iZE AWS Glue EF =R BREFEH T2 X, R AWS Glue Data Catalog A& i&tER, ©ELH
Zh & DT TR B HIR AR K TE o

= Security Lake RIMBENR , BTUHFRZATER :

1. B#r - BEFRSMEB HBTEEN —H S3 WRE A Security Lake , REN RV T D BLA ZRAY
AR T, NTEESNIRIBENR , EARFES NE-—NTHNELERWIELR (OCSF) B4
RERNEMBRRM. Security Lake 2BIE—1 IAM A€ |, ZABATBEURMEHN S3 F#EF
PHEEMLERITEA.

MBE SRR E IR 40


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
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@® Note
fEA OCSF ®if T ERiIFBE VWRREBEOCSF Schema 1.13%%&,

2. 1B - NBESURKEN S S3 RRANEN1L A Apache Parquet 34,
3. 2¥9 - HHREH OCSF EHHEMIZMA T Parquet ERXRPFTRPHBTFRIER.

REA ESURM SR fE KB
HREBRLBAEANE , BWEB Security Lake T A E SURFTEME L T HAERE -
%X

MNIZRME, AWS X5 AWS K/, FMBBRXNRH#ITSX. 7 XBFEBEENEN
bucket-name/source-location/region=region/accountId=accountID/
eventDay=YYYYMMDD,

— N X R 2 aws-security-data-lake-us-west-2-lake-uid/source-location/
region=us-west-2/accountld=123456789012/eventDay=20230428/,

* bucket-name - Security Lake Ak B E SUREIER Amazon S3 FHEMERIE .

« source-location-S3 FMHPEELNRNEIZR. Security Lake FFEERMNFATE S3 W RF
HEZIERT , HEZABNTAERE2HE -1,

- region— AWS XiF mEHEAHKIE.
 accountId— R7 XHiZFKAEMN AWS IKF ID,
- eventDay - EHAENBH , BXN/\NZHFNFRFE (YYYYMMDD),
R K /PNFER
B AZ Security Lake X REFIERES 5 58, MRBFIHHINBEL S , SHEEERE
#, MWBESURALE 5 7#HNBRRIBEASRIZE , BRI LENHHNFIGK/NMRIFE 256MB B

T EHERENEERAUE 5 28HBEA—RB/PHNR , LURE 5 DHAVREGER , H 72U
e RE R E KA,

Parquet I8 B

Security Lake X Parquet B2 1.x 1 2.xo BB A/NRPRHIN 1IMB ( RESE ) o TAKNTR
HEit 256MB ( EESE ) » B7E Parquet WRAMITES , Bk zstandard,

REE E SURM SR {ESSE 41


https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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B

EZ Parquet XN RF |, ICRNRIESF , U EERHIEN KA,

NI B E SURRY o RS

AINBESURET , Security Lake 281 —1 IAM A& | ZABATFZRSEEE A RIE D
FHuE, AENEMERENAnazonSecurityLake-Provider-{name of the custom
source}-{region} , Efiregion2 AWS Xif &FMNEERHNER. Security Lake fFRZAE
M A R BIE NN R, IREEAEFEEN AWS KMS Z4A3 B IE B3 1T 7 % | Security
Lake R &N ZAEK MK Kns : Decrypt#kms : GenerateDataKey X R, kA EKNIRILRHA
NH AWS FEERBEIZBAmazonSecuritylakePermissionsBoundarys,

FH
« RIFR
- A2 IAM BBLUAEX Security Lake BN ERHTEATFR ( AWS CLIYXER API fIZ5%R )

KUE R
ERMBERZE , BRIEERBEFTNITUTRENR,

ERIFENNR , BEM IAM EFHINE IAM FH8 1AM K, RE , FXERBHINEEEUATR
SR (AT AFHATXERESBERMEE R ) BITHR.
* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

+ iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource

» lakeformation:GrantPermissions

s3:ListBucket

NI B E SRR ST RS 42
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* s3:PutObject

XLEBREATFEMNEBENKRKREBEMNEHN  FHAEZIEHHN AWS Glue BHIEEMEX , HEHE
f#&1E Amazon S3 H1,

WMREMER AWS KMS 2N B TIRSSF|IRME , NEFER
Bkms:CreateGrantkms:DescribeKey. Hlkms:GenerateDataKey®IX PR,

/A Important

MREITRIEERA Security Lake BHEIERMBESR , WA ABE T —FHRERERNBEEL
JRo Security Lake ##H| &R T WA AITRE , TR ZNEFEXEN IAM A& EH
neEAt,

MB &+ R E A Security Lake APl 5 AWS CLI FINBEEXSKIR , BHALERITT—S 612 IAM
AL AR Security Lake BN BHITE AR,

B2 IAM B &L AR Security Lake FEBMNUEHITE AR ( AWS CLHUXPR API
HIR)

MR EIETEER Security Lake API 2 AWS CLI R IBESR , \RML IAM AGURFRENEE
SUREBIE#H 1T IEM MR B B 3E 2 XH AWS Glue PR, X9 X 2EEHIE KR Data Catalog # 8
BNMEMRMLEN,

SIEL IAM ARE , BEEiZAEKN Amazon BREZH ( ARN ) FEERMNEE R,

BRAMM larn:aws:iam: :aws:policy/service-role/AWSGlueServiceRole AWS &R
B o

ERTHLENNR , KEXAEACPOUEARANTHEKE , AWS Glue JENEF UATMNEE
SUREEVBIE XM H7E AWS Glue 47 B FH 01 B/EFH K,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [

00 B E SURE SRR A 43
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"s3:GetObject",
"s3:PutObject"
iF

"Resource": [
"arn:aws:s3:::{{bucketName}}/*"

Bt L LR EMEREE AWS MK AR ZRBARTFEAT ID KAAS

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

MREERMBESRNXEPH S3 FHBREAET S EENMER AWS KMS key , T A7F0RF A
TEREM T ZABMEN KMS 24 XK

"Effect": "Allow",
"Action": [

"kms:GenerateDataKey"

"kms:Decrypt"
1,
"Condition": {

"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

I,
"Resource": [
"{{ARN of customer managed key}}"

NI B E SRR ST RS 44
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}
B E SR
BIEZATIAR AWS Glue JEEH IAM B&fF , BFIRBIUT SR Security Lake 7118 E LR,
Console
1. 3TF Security Lake #&|& : https://console.aws.amazon.com/securitylake/o
2. EANHEALAN AWS XiF &iF3 , EREEHPOEEE VRN X,
3. ESMBERFERBENKR , ARERNEBEKR.
4. EBEKREFAGESD , nNEENRRA—NE£RME—EH. AT, &E—1 OCSF B4
X, R T BEURAIEZER Security Lake I EIESREL,
5 NTHABABERRHAWS K/ |, B AFIEBENSESHE AR RN B E SURKN AWS
K ID FZAEB ID,
6. XNTRFHENR , QIBHEAFTNRSHE , HFEAM@ Security Lake & F A AWS Glue
WRN B RS AL,
7. EFOIE,
API

ELUREBANPFMBENR , B Security Lake API BCreateCustomLogSourcel®fE, EHAE
SIE B ESURRIBH AWS XiF NBHFHRE. MRREANRE AWS Command Line Interface
(AWS CLI) , iz 1T create-custom-log- source i

EENERD  FAXXBNSBNEENREEREERE :

« sourceName— HNRIEERH., ZBMLME XA —WE,

« eventClasses— EBE—NHZ OCSF EHFKIFIRF [ KEZ| Security Lake FIEIER
B, B>k Security Lake FXFERRN OCSF EHEMNIIR , BSRAFHNEL L EWESLE
(OCSF),

« sourceVersion— ( A& ) EE—ME , I B SWERSINBFEMREHN B E SUREKIE.

« crawlerConfiguration— #EEZENEARCMEFMEIEN IAM &8 Amazon & IRE R
(ARN), AWS Glue B8l IAM BEBHFMALSER , FSIEHNMNEE R EREH

* providerIdentity— EERFATAKEREA B EMELHH AWS B MIAE D,

I B E SR
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://schema.ocsf.io/classes?extensions
https://schema.ocsf.io/classes?extensions
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
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DT RAEEEXSWEEBEREEKRK,PRMBESURERN BER. LLRHIZEHFT
Linux, macOS = Unix #T&NLEY , SEARRBAL () THERFRIES WTEM,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName'"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

R EH B EURBHE AWS Glue

£ Security Lake B E X KRG , Security Lake 81— AWS Glue TBH, XM EFFHiE
BEIEHMBEENR , MERIELW , AFHAKRIER AWS Glue Data Catalog.

BNBUWEFHETLENERF , Bk B EURNRBRGRT , A4S Athena MEME R RS F
MEWNEE. E4RE , MREENFNAABBEEPREUTE-Z , ERNZEITZENERF

« BEEE XS MHHTREI,
- BIEEEES struct BRERENIDE IS FE,

BRZTMREREA | H5S5 (AWS Glue FFRXEIER) FHZHE AWS Glue [ENFEF .

Security Lake o= EFHEK PN BRMERF . WMRERBR—NBERHITRIE[FTREE
BENBEESE , RINBIUEH BR<BHTEMEF,

i BR B & SUR
i BR B & SUR B LAE 1L R B MIZOR & 3£ B Security Lakes
Console

1. #TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
2. FEATEALAMN AWS XiF E&EaR  ERENDBEREE SRR X,
3. ESMERT , EREHENKIR.

4. EFERRH AE SR,

5. BEFRBUHEMBAENKIR , AEEFEM R INRE,
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API

BELURTEARBIBREENR , A Security Lake API ByDeleteCustomlLogSourcel#E, IRLR
FAR 2 AWS Command Line Interface (AWS CLI) , #&i&1T delete-custom-log- source %, &
EMHipR B E R AWS XiF FE A iZig

EBWERSF | A sourceName SHIEEEMIBRN B ESURMN B R, LI LUEEBE RN A
M, AREMER sourceVersion SEEHIERSEE R &8 B E RIS ERA W EISE,

LURRBIM Security Lake FHIER B EX B &R,

HRBIREXS Linux, macOS =% Unix #{THINILHY , EEARFPHT (\) ITHRE/FRES TiEM,

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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Amazon Security Lake ArfEm

R EE

Amazon Security Lake iT B P ATLAE AR B Security Lake B BEMEBH, I TESIHAH ERHIK
BPRIGRISRAERR , B RRERNITHAFRUENBIENILRNR. ESHEXRRKENER , HSH
Amazon Security Lake R HIRREE,

Amazon Security Lake F#iT

Security Lake XFRMERBENITFE A/ ER

o BIEIAME  HEANRIFEHHET Amazon S3 F R E A Security Lake FIE#E |, iTRAF 2K
FEXRXEXNKRWBEA, TEAFSABEIIT RG] HEIFIEFED Amazon Simple Queue
Service (Amazon SQS) FAFIRE#E R S3 N RHBRBE XTI RWEAH, HITREESIE
CreateSubscriberAP| BaccessTypesSEHHriR,

o BHIHRIMNERE — iTEEFERE LI Amazon Athena 2 X RS K EH S3 FEBEH AWS
Lake Formation R HREIE. tLiT 3B L AKEFORMATIONYE CreateSubscriberAPI
MaccessTypesSEHHriR,

T30 %E RS REE IR AEMAERNPIIRREE. AWS K& ERWITHAF RSN XE R
HaE , EULLCRRITEAFNAENXEEENCEXE , AlEaXBEEERH#BE, BXRLAK
BHNHERHEXENESER , FEREE X,

/A Important
Security Lake RFSITFHERMA R ARREEHN 10, XAEER AWS KR B E KRIRH

HE,.

FB
B Security Lake 1T 5 F 7 B B8 1/ 19 & BR
- B Security Lake iJ F P R E# 7R R

B Security Lake 17 ¥ F 7 8y B3E 75 R A PR

LUBIIEE A S3 EEMER , HMIFR Amazon Security Lake FHRBIENITRAF 2K EIE X 1ZEREMN
FRRNEA, RABRT , THAFSBESMIREN HTTPS mRWRE BRI KRB, 1TEA
P& LAEE 31 Amazon Simple Queue Service (Amazon SQS) BA SR BB R F I RAE X,
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SIZBEBHIELRINRIITEAAFS B EREH

IEAIRILELT F RS BETE Security Lake 82 BB EHIEHRIRRNITEAF,

£}

o WUFIPR

- FREUTFEAFHSAE ID

- 2l2 IAM £ LUF R EventBridge APl B#r ( AWS CLIXFR APl FIE 3R )

KUE R

ERIEEHNIR , BEER IAM EFHINE IAM SH8 IAM XK, RfF , FXERBPNEEEAT
(MR ) BEFIRHATLER, EMBBEBREALE N, ELFTHTXERESEBATRAF

BERERBIMITUTRENNR :

 iam:CreateRole

* iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

* lakeformation:RevokePermissions
+ ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare

BRTY ERZH , BEFERGIITUATERENNR

* events:CreateApiDestination
» events:CreateConnection
 events:DescribeRule

* events:ListApiDestinations
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* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification
* s3:PutBucketNotification
* sqgs:CreateQueue

* sgs:DeleteQueue

* sgs:GetQueueAttributes

* sqs:GetQueuelrl

* sqgs:SetQueueAttributes

FRERIT B A P 5688 1D

EQRITHEE , RTITHEEN AWS IKF ID 24, , BEFEREMEAINIAE ID. 245 ID iTE A
FRAELENME—$RRRF. Security Lake %5088 ID FMEIEQIEZNITERAFS IAM &%, &
Security Lake #3#|& &N API 5 AWS CLIBIZITHAFR , BEEFEANES ID,

BRNERIDWESER , FSH IAM AP EEHRAER S =5 &% T AWS BR 75 R 3 BR A 652/ b
#F 1D,

/A Important
MRIEFTEER Security Lake ZBHEIBRMITHEAF |, ABE T —F , #ENTEEEEH
TEHRESEMNITE AT . Security Lake 2| S RM T R ATTRE , AN GOIEMELE
0 IAM A ERAINEAE,
MEREITRIEA Security Lake APl 2% AWS CLI R NiTE#E , EHERTT—SRIZRATRAA
EventBridge API B #5869 IAM A€,

812 1AM & L8 A EventBridge APl B4% ( AWS CLHMXFR APl MR )

mREET API HEA Security Lake AWS CLI , i57E AWS Identity and Access Management (IAM)
FRlE— 1A BRFLISHER API BFfRMEER HTTPS KinT K K EX RIBE AR EventBridge
R,
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It IAM BEtlBERE , BEERMHAEKN Amazon BIREBH (ARN) FREQIZBITHAF, MRIT

% A & FE 4 Amazon Simple Queue Service (Amazon SQS) BA S EIFR E M AWS Lake
Formationh &EHHIE , WAEEMFEAX— IAM A, EXxIERNBEHEAE (HHEE )HNES
E8 , S RERE Security Lake i A FHWE TR RER

AT SR B I ENRAY 1AM B

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}

T T EERBEH INEEE IAM B EventBridge A A FRANZAR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}
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Security Lake 2 B 81—/ IAM A€ |, AFITR AP NI HIREEE ( &M Amazon
SQS AFIHEIAEHN K MEX2HENBENSN ), BBZEZNN AWS EERER

¥ AmazonSecuritylakePermissionsBoundary,

SIZEBHFE R RN RN M

IR LU T3[R 5 0% 2 — SR AT BATS 7] = T 4R A9 1T B & AWS X3,

Console

1. 3#TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
2. EANHEALAN AWS Xl &iFEs  EREEAEPIEITHENXE,

3. ESMERFERITEAF,

4. FEITHAFTEL , &FARITHRAF,

5. NFITHAFEHAEE , WATHAFRSMANENEIR,

BK SIS A EENE U RIEN X AWS Ki |, 3BT AR,
M T BARASARR | RT3 A £ A AU A R SOR.

N FBARFE S | B S3 | BUE N ITH A g BRE T FAUR.
R FATHEEE | HREITHEN AWS I ID M D,

( Wik ) N FBEAFEE | MRS Security Lake 81— Amazon SQS AT A F %
WUAMEREBX KRB |, FiEF SQS AT, MRIEFHL Security Lake 8 HTTPS Lin T R KiE
BAH, BERITA%LET K. EventBridge

© © N o

MBIRFBITHEES , BEEHRITUTERE -
a. WATHAKER. BRHIIEXA RGN http://example. com, Zt A LUERIE
HTTPS BB MM HTTPS Z4A{E,

b. XNFRFHERE , FLEFHN IAM SEIJFEHIE IAM A €K EventBridgei® T8 A
API B Y3 0 5 IE #EAY K im T R R IE X RIB R IER .

BXEIEH IAM BENEER , BSRLE IAM AELLEA EventBridge API E#5o
10. (W& ) N TFHRE , &RZHA 50 MNESEATEAFHRE,

FREREBAUNELLRAIN AWS BIRELNTBENTFEL, BMIZHITE - ML ENIRLRE
M—ANTENFREE, REJUBEUATRN ARG, 2XNEERZHRR ETHES
£8 , 3807 Amazon Security Lake BRERNINFE,
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https://console.aws.amazon.com/securitylake/
subscriber-data-access.html#subscriber-external-id
subscriber-data-access.html#iam-role-subscriber

Amazon Security Lake ArfEm

1. EFGE,

API

EUREANAEZEFTRIEHRNERITEE |, BEMA Security Lake API By CreateSubscriberig
£, MRREAKZ AWS Command Line Interface (AWS CLI) , i5iE1T create-subscriber &85

HIERERT , FARXESHNTREEELTRE !

« XF sources , BRELFEITHAFPHRBENFKR,
« M FsubscriberIdentity , iHEEITFEE R TiHERKEN AWS ik ID FHAEE 1D,
« S¥Fsubscriber-name , FEEITEHENEZ .

« X¥F accessTypes , HEE S3.

1

TR RGBT —MTEE | ZiTREE TR ZEE AWS KEHPEHNEN AWS REEET HE
B HBE.

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, souxrceVersion: 2.0}}] \
--subscriber-name subscriber name \

--access-types S3

R~ 2

UTFRGIGIET —MTEE , ZITRE TR ZHE AWS XEH 8 ECRRVIEET HE H 147,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{customLogSource: {sourceName: custom-source-name, sourceVersion: 2.0}}]
\

--subscribex-name subscriber name

--access-types S3

AIE A RHIZE X Linux, macOS = Unix #THEIEH , SAIERARFPML () THRERFRIES T
8

IEEEHFE LR RNITEAF 53


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber.html
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( Ak ) RIRITREE , M CreateSubscriberi® FIR/ERIEE HEF LT E HRANRE FHEE
BEABES |, i@ T EE. MRRERNZE AWS Command Line Interface (AWS CLI) , 3
1Z 1T create-s ubscriber-notification 5.

- EBEERNBHARX (HTTPS IR ) HEIE Amazon SQS BAFI |, BIEE
sqsNotificationConfiguration S M{E,

« MREBEENRMEH HTTPS IR AIEBEA , BHEE httpsNotificationConfiguration S8
B,

« targetRoleArnEiZF B , EEEL N A EventBridge API B#rmIZEH IAM SEH ARN,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

EjRHElsubscriberID , 5 Security Lake API yListSubscribersi#fE, MMRIREAZ AWS
Command Line Interface (AWS CLI) , #1277 list-subscriber 5% o

$ aws securitylake list-subscribers

EREENRITHENBEH SN ( Amazon SQS RAFIZ HTTPS LiwTT = ) , A UpdateSubscriber
BARE , RE , MREEANE AWS CLI, NETEFITREENG T BHEAUEA Security
Lake BHEIAEXEAFR : EITAAFTHELERITHAAR , ARERER.

X 58 HH 2 R

"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": '"ca-central-1",
"resources": [
"arn:aws:s3:::example-bucket"
1,
"detail": {
"bucket": {
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"name": "example-bucket"
1,
"object": {

"key": "example-key",

"size": 5,

"etag": "b57f9512698f4b09e608f4f2a65852e5"
1,
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"

EHRBPEIT AT

BB ERITHAAFNHERRERENRITEAF. BEAURNTHAAFBEIEERE, REEE
ANENHADEARLEREN AWS BR ( SHEITHAE ) WRE, ETHEZER , 257 Amazon
Security Lake BiRAMNEZ,

BRE-—RHRAR , RAERBUTTSRAMEITRELFHHKIE,
Console

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
2. ESMBERFERITEAF,

3. B®‘EITHEAR,

4. BEBRERE K REPITUTE-RE:

- EEFITEAFAKRIER , BE B EMNBARRE 0 W AFIRE,
- ENTHAFPSBEIFRENS , FERSIHIBREFTEEIFZ,
5. ZTRja , BERERE

API

ELUREAXNEFRITRENBIEHEIR , A Security Lake API ByUpdateSubscriberi&{E, %R
{REEF KR AWS Command Line Interface (AWS CLI) , {3217 update- subscriber 5 5. &M
BEXRH , £/ sources SBIEELFLEITRAF HRINENKE,

$ aws securitylake update-subscriber --subscriber-id subscriber ID
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EEEEHRE AWS K AL KRBRWITHEE XK , EEAListSubscribersi@fF, MRRERANZR
AWS Command Line Interface (AWS CLI) , EE1T7IRITHE®

$ aws securitylake list-subscribers

EEEREITHNENLFIZE , BFEMAGetSubscriberi®fE, 1T get- subscriber . &
J& , Security Lake £3R[EI1T @A E’J%T”'\ﬂ?m . AEBID AR EMER, MRREANZE AWS
Command Line Interface (AWS CLI) , #1217 get-subscriber i85

EEHITRENENS % |, i§#F HAUpdateSubscriberi@ Hig#E, MRLREEHE AWS Command
Line Interface (AWS CLI) , BETEH I HEBHG . Hl , BRI LARITEA P IEERW
HTTPS s = , tB AT LAM HTTPS % = tl# E Amazon SQS BA %,

BERBEITEA S

MREFBEFEEMTFAAF R Security Lake FEVEIE , TURBIUT S RBIBRZITHEAF,
Console

1. $TF Security Lake ###|& : hitps://console.aws.amazon.com/securitylake/o

2. ESMERFERITEARF,

3. EBRBEBRMNITHEMAS.

4, EERBIR , REEIAEE. MERITERFPMAEXRNBARE.

API
REENZR , BITUTREZ—
- EMIBRITREEMFTEMEXMBLILE , B Security Lake APl f9DeleteSubscriberigfE, R

YREFAK R AWS Command Line Interface (AWS CLI) , i&&THIBRITRES S

- ERZBITHAEFEFELEREITHEEZIZBEH , B Security Lake API #yDeleteSubscriberi@
A, MRERERAE AWS Command Line Interface (AWS CLI) , &z 1T BriT F & @A

PN
To
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriber.html
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‘B Security Lake 1T AP EATHE X PR

B EERANRMITF AP AT L& Security Lake WERBIE, X LT [HE £ A # W Amazon Athena
ZENRSEZEEREN S3 FME @I AWS Lake Formation ®. RE Security Lake W EEZE#)
5|Z R Athena , B#&Et [ LAFE A E AWS Glue Data Catalog&E B Y H A AR S , 6120 Amazon Redshift
Spectrum H Spark SQL.,

(® Note

ZIK“BﬁJ‘ﬁ THMEASE=FITRAFRTFERNLRNR, BXiXNEBCSHBEHAESTEANE
B, F2RE4LYS EENEREEHSHEIE.

IR EFEW I RINPRAYLT F A Ay SERFAF
TR IUAT RE M T BETE Security Lake 012 S KR HAURMITHAA S,

£

- WERR

- B2 IAM A LLEH Security Lake F3E ( AWS CLIUXER API #1E% )
« &F Lake Formation E I & X R

K UE R
EOIZERERTHRRBRNITEAS 28, FEHINEERIIT T HEE,

ERIFEHRIR , BERA IAM EFH T IAM HH8 IAM Kig, A5, FXERBPNEEEUATER
EHIR (X MERRITXERESRUEERTERTRANRNITEAR, ) #HITHR,

« iam:CreateRole

« iam:DeleteRolePolicy

* iam:GetRole

* iam:PutRolePolicy

+ lakeformation:GrantPermissions

e lakeformation:ListPermissions
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Amazon Security Lake ArfEm

* lakeformation:RegisterResource
 lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
 ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
WIFNBRE :
o MREITEFERA Security Lake ZHIAFMITERAS, , AR T—% , EHITET Lake
Formation B 7 PR, Security Lake 2N EREIEFIEXEN IAM BRHFEAINEGAE,

- WMREHERFEH Security Lake API 2 CLI RINEBE AL RN RITEAF | HHERTT
T—2% , A2 IAM AEXEH Security Lake &,

2 IAM A& L EH Security Lake 24 ( AWS CLHUXFR API M TR )

= Security Lake APl % AWS CLI @i HEF R FERHRINRE , EFEZE-—NBEINA
fAmazonSecuritylLakeMetaStoreManager. Security Lake EA LA EEM AWS Glue 7 XFE
¥ AWS Glue &, BHRELECEXEN IAM BEMEIERTHAR,

2% Lake Formation & R R

B FEEMA TR Security Lake #E1 & FARMITHE A PR IAM A €750 Lake Formation & 51X
BRo

A LRBLUT TR N EN AT Lake Formation B2 G IR :

1. 3TFF Lake Formation ###& : https://console.aws.amazon.com/lakeformation/,

2. LEEBAFPNEHESR.

3. MRETRIEMFEA Lake Formation B0 , TEFREELSR 1 POIBSEENAF , RAREETF
i<

4, MBREBFBERIMEERA Lake Formation EO , HITUA T HERRELE Lake Formation BE R,

1. ESMESHNRT , EREEACNES. ERENEERTS K SREREER,

SIZEBEWIH R RITE A 89 R 58


getting-started.html#prerequisite-iam-roles
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2. HEERREHAEEREAXEESD , T IAM AFHNAE] | EF 5 E Security Lake 2% & B £
MEERAE , ARERRE

EXEUBIEHEREANRMNESZESR |, 155 AWS Lake Formation FF & A & 87+ #Y €1 2 5458

EER,

IAM AEXTBEENEEELITHAFRFIHRINENBIFEEMRKRA SELECT R, BTt
BENHET |, 528 AWS Lake Formation 7 & A R 1853 # MY f5E A p & ‘RIR 5 75 1% F IR B AR,

SIZEREWHRNRNITEMF

RGN ERTERGELMERERNHEANRHITREE AWS X, TTREREMNT AWS X ¢
BRBEREARE, BEIRITEE  SFEERFITREN AWS K/ ID FHAER ID, 588 1D —iTH
RAPFRHLENE—INRAFT, BXAF IDNESZEE , E5H IAM AFEEPNNAEEDE=A%T
AWS 85 175 R X BR Bt 52 A S0 BB 1D

@ Note

Security Lake T %% Lake Formation B5K FEIEBRZ/RA 1, B4 UF Lake Formation 5
KPBIEXZEFHMBRA 2 HRA 3, HXE T AWS Lake Formation 2% A= AWS CLI &
HEKFRAREN ST , S FAWS Lake Formation 7 X & 1EmE K S A RA

Console

1. 3TF Security Lake %] & : https://console.aws.amazon.com/securitylake/o

BREREEAKF,

ERAREA LA AWS X8 E&E8E  AREEERZITRENXE,
ESMERPEFITRAR

EITHAFREL , EFRQEITEAF,

XFITEAFEAES , FRATRAFBHNTEHER,

o & 0D

ZEXER A ERANESERFNXE AWS X5 |, FEEEE R,
6. WFHEHEMNEHR , FERESHE Security Lake EIREEIHLE R TE WL SRR,
7. XNFEEHRFE , EEE Lake Formation , AMER TR A F I &8 RN,
8. NFITHERZEIL , FRMHITHEEN AWS K~ ID FHE 1D,
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
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https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://console.aws.amazon.com/securitylake/
subscriber-data-access.html#subscriber-external-id
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9. (W& )XNTHE K6 KESHEWA 50 NESELITHEAFHREL,

REREBUL N FELRAH AWS BRREXMDENIRE, BMIEHETE—MLENRSR
M—NENRSE, RETUEBZUTRNAR RG], 2EXNEERHER. ETHES
£8 , B3 M7 Amazon Security Lake ZRRNIFRZ

10. EIFBIE,

API

EREFRNAVNEEEEAHRINRHITEE , BFEH Security Lake API #JCreateSubscriberg
B, MRIREAK R AWS Command Line Interface (AWS CLI) , #5217 create-subscriber &5

HENERD  FAXESHENTREEEATRE :

« X¥F accessTypes , i5HEE LAKEFORMATION,
« 3F sources , BRELEE Security Lake HIREEHE RN BENEN KR,
« XFsubscriberIdentity , BIEEITFERATERRKEN AWS FHFHE ID,

UTFREIREENITHESHOOET EYA AWS KB EEERIFRINEMNITEE, LRHI2HX
Linux., macOS = Unix #{T#&LEY , EEARPHT (\) ITHREFRES T8,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, souxrceVersion: 2.0}}] \
--subscriber-name subscriber name \

--access-types LAKEFORMATION

REBEKSFRAE (ITEHAFLSR)

Security Lake £/ Lake Formation Bk P REZRZFITHAFNERHEINER, HEE Security
Lake #E#l&. API = AWS CLIFRIZEBERANRMITFER , Security Lake 2B AWS
Resource Access Manager (AWS RAM) eI E R ZR 51T E L ZH KX Lake Formation &
H1E S

HENERERHRNRNITHAFRTELERBNRIERN |, Security Lake 2812 —/MNTAY R RH
. BXEZER B REEREAREMERENITEHAS

ITRAFMZRBUTZREREH Lake Formation &R HIEIE -
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-terms-and-concepts.html#term-resource-share

Amazon Security Lake it
1. BERRAZ - THARAFSXNEZTELCNESREIT AN ERMN resourceShareArn
resourceShareName #RHLE, EFEUTHEIAEZ— :
o BXREFHAMAWS CLI , BEZREZ K BN FRLZEE AWS RAM,
« XF API, A GetResourceSharelnvitationsAPl, ¥ resourceShareArn #

resourceShareName #1TiiE , IREI EBWHNFIREE, AcceptResourceSharelnvitationi&@id
AP| #3581,

REHZERESE 12 /DEETH , RLESRIE 12 MR IEHIZEZSBE, NRBELIH , £
EEEATF PENDING IRAS , BtAEMMEZREZBEHLLEZRRAZER,. B 12 DG, EMER
Lake Formation iTE AP HEFNBITEAF , LREBHIHVRFERLEZEE,

2. BIBIEmHAZT R ERER - 1THRAFSME AWS Lake Formation ( BIRFEAEFIE ) I AWS
Glue ( W1 fER API/AWS CLI ) Fa|ZiEmHE Lake Formation RV REER:, AR REERAT
FAFHKFERLER, EBUATHEAEZ—

« JFE=EIAF AWS CLI , 25 (AWS Lake Formation F R A RIERE) FHGIEIEH L ZHE
EEEI 0 3

« XtF APl , iEH AWS Glue CreateTableAPl, FEAVEWITEZIEFER CreateDatabaseAP| 6|2
M—NBIEE K ATEHEREER.

3. BEHHER — Amazon Athena FRS AT ABE#Z 5| X LR |, ™ Security Lake IWERFEIEF B
FAHER, EREITEHELETAWS IKF | SHEENBRARITHEITSR. EUUEECH
Security Lake MK /= A 322 il X 2% R B9 SR BN BR .

EXEFEKFNBENEZELR , 5 AWS Lake Formation 7F & A RIEFEHH Lake Formation
HEKFEELES,

miE EEE W R PRAYIT FA
Security Lake XXt BAEWIHHNRIITHA S #T5HE. CUNGRBITRAENES, HR, S

ID. EAWS K/ 4 (ID) ARITHAEEBEANBTR. FERENERSE , ARRRIREET
LAl AWS XiZ A EEEW T RNRAITEAS.

® Note

Security Lake 7 #F Lake Formation BIK ~#IE L Z AR 1, BAIUEF Lake Formation 5
KPR BIELXZEHMBRA 2 HRA 3, HXE T AWS Lake Formation &&= AWS CLI &
HEKFPRARBENSER , S FEAWS Lake Formation JF X & 1EmE K 3 AR A

REEAEWIHRRRNITEARS 61


https://docs.aws.amazon.com/lake-formation/latest/dg/accepting-ram-invite.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareInvitations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_AcceptResourceShareInvitation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-resource-link-table.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-resource-link-table.html
https://docs.aws.amazon.com/glue/latest/webapi/API_CreateTable.html
https://docs.aws.amazon.com/glue/latest/webapi/API_CreateDatabase.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps

Amazon Security Lake ArfEm

Console

BRELREENFACEE  BNEBANZBRFERENDRETRE,

TR B B

1.

$TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

BREREEAKS,,

2. HEATEALAN AWS XiF &FR , EREREITHEFAGSENXE,

3. ESMBERPERITEAS,.

4. #HITHAFTEL  FARGZRAEREERENITEAR, ATEITREB P EBEET E 5 R4
A LAKEFORMATION,

5. &EERRE.

6. WAFWITEAFEHN , RAREERT.

YREETT B A P R

1. $TF Security Lake %] & : hitps://console.aws.amazon.com/securitylake/o
BREREERAK,.

2. FERATEALAMN AWS XiF EEsR  EREREITHNENXE,

3. ESMBERPEFRITERAS,.

4. HITHAAFRTEL , ERERZREERERENITRBS . PRETRAFNEETRR I AL
I LAKEFORMATION,

5 EERRE.

6. RNITEAFRMAFTHER , AEEEREF.

mEEINER ID

1.

2.
3.

$TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

EREREEAKS,
ERREA LA AWS X EEeE  EREREITHEFHAEEAXE.
ESMERTFERITEAS,
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4.

EITFAAFTEL , FRERZAREERBNITRAS . AL EAFNHETR GRS
A LAKEFORMATION,

R,
AT AP RERHAS D, REEEREF.

RIEFFHIE ID 2 B3 MBREABIEY AWS RAM BIRAE | ANITTHEBRIMBRRRLE,

1-_“%'—.'%?% EHWIQIEE’EWKF?E/\; ( lTlﬂﬁFigﬁgl% ) ':F'E’gijgﬂ% 1 EX%WﬁIﬁ/\?O @
RITEAAFFEAEEFERH Amazon BIREZF (ARN) 5 Lake Formation #2518 R &
MHE. ERAEXRNBAREERETT , HEiTHARR TS OB 7 IREE.

REZEFEA (AWS IKF ID)

1.

$TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

BEREREEAKF,
2. EANHEALAN AWS XiF £F3 , ERERBITAFFAEENHXE,
ESMBERPIEFITEAF,
4. HEITHAAFTEL , SRAEERAXRERENITRAR,, AETEAFNEEER RGNS
A LAKEFORMATION,
5 &EERE.
6. HAITHEAFHE AWS K ID , REEERRE.
REFHIKS ID 2B3MERZBIH AWS RAM BREAE | XBUGINERARTEFERAB
EMEHIR. Security Lake 28IBFHNERRRE,
7. THRFPZAERTEENE ﬁiﬁs“%ﬁﬂ’]ﬁ;ﬁ,\:f- #ﬁﬂﬁ?eﬁ LRI ARER., X7
DAFERRBBTRARZRFRANR, EXiE , BREEEKFARAEEZ (THRARS
B ) PRVEE 1M 2, Fﬁﬁl‘flﬂﬁﬁ)’*‘lﬂlﬂnmqﬂm_mﬂﬁ ARN 5 Lake Formation ##| &
£ RH ARN #[E,
wmEBAENEHR
1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
EXEREBRAKF,
2. FANEALAN AWS XiF &&F:F  ERERBITHEFAGENXE,
3. ESMBEKFEEITEAS.
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4.

API

EITFAAFTEL , FRERZAREERBNITRAS . AL EAFNHETR GRS
A LAKEFORMATION,

LR

BUHERINBERFSEFERMOKIR,. WREBUHERERIR , WEFRITH —FTRE,
RIGEFERMKIR , MRS BTN ERAZEE. B , Security Lake KRBT MAIK
REFMHLER Lake Formation &k, iTHRAF 4G 2IEQERN A ETROFRER , XM
e F BEEWREHIE. BXUH , BERREERTRAZ (THAFSR ) PHLSR 2,
EERRF

EUREANREERETANRMITHE , BEMA Security Lake API ByUpdateSubscriberi®{E, 0
RREAKZ AWS Command Line Interface (AWS CLI) , #1217 update- subscriber @, &
WiERP , FRAXENSBRNITEARFEEATRE :

« XF subscriberName , FEIEEHMWITHEAF A,
« XF subscriberDescription , B EHAER,

« XTFsubscriberIdentity , HIEEITHERTERRBIENZEIEA (AWS IKF ID) FHEP
ID, EAMERREEEFMAL ID, MEBIULEF-—MEREFE | BFEWAHFE,

o NEFNE D : HRESHERUEIN AWS RAM RIR£E | HAITHEAF 12N RIS

Z, TRAAPLARBREERSRAZ (ITRHAFSR ) PSR 1 EZXHNARLE, 1§
EHERNTREZRSFTE , RUITFERA P T4 2R FREEE.

o NEMEMA-LRESHERUBIE AWS RAM BRAE | Rt LRI ERATLEER BENE
#FiR. Security Lake 2 BIEFMARHE, {THAAF LHERTEFNETILEI R RH
Z, HCIBEORERNBRER. XSTUNFTEFREFRAZTRFENNR, BXUA , &
SHEREEKSRAZ (THAAFSR ) PHSER 1M 2

EEHALIDMEL , BREBEEBEKSFREZ (ITHALSER ) PRSER 1 T 2 #HTERE,

« XF sources , EERNERBERIEEERNMBKR, MBEBRFIE , N TLTEHRITH -SSR
. MREFRMKIR , MF2VEFHUEREZRIE, B , Security Lake 2B RMEIKIRE
FTHEH Lake Formation k. TJRAFAACIZIEOEMN XA EZRNARER | XHEMIITEE
WEHIE, BXRHA , BSHEEEK,FREZ (THAPSER ) PSR 2,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber.html

Amazon Security Lake ArfEm

Security Lake & if]

&I LAE i) Security Lake 72 7£ AWS Lake Formation BIEEM K P EIE, EIE T LUE Security
Lake ##I&. API = AWS CLI FEIBZE=AITHAF . E=FITHAFETUNEEENKRFEES
Lake Formation ##Z.

Lake Formation Z(iEHEE A XA @ ERAHRIEN IAM S0 FHEBIEEMKRMN SELECT NPR., iTH
APt A2 Security Lake REIEH , AT B AEIE, XA ZEEEWNRNITRAF
WEZER , HSHEEE Security Lake 1T 8 A I E#1B)BUR,

F&
- Security Lake &if] AWS JEMZ 1 (OCSF 1.0.0-rc.2)
« AWS JRIRA 2 B9 Security Lake Zif) (OCSF 1.1.0)

Security Lake &1f] AWS JE x2S 1 (OCSF 1.0.0-rc.2)

TR A T BXM Security Lake ERABENIES , HIFE—LFE AWS ZEHRENERR
fil, XLEEHEERERFERIE AWS X, REEANR us-east-1 , BIEERE ( EFELMIL
). WA, ROIEWER LIMIT 25 28, &ZIRE 25 {idFk,. BAUERZSHIREESECH
RFFTIAE, BXEZRH, i35 Amazon Security Lake OCSF #if] GitHub B 3,

B &Rk

&Eif) Security Lake BIERT , B ATFHIEFTER Lake Formation R BT EEN.

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

AERENEILESEUTAR

« cloud_trail_mgmt_1_0— AWS CloudTrail E&;E3)
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https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries

Amazon Security Lake ArfEm

« lambda_execution_1_0— Lambda CloudTrail B9ZiEE 4
« s3_data_1_0— S3 CloudTrail HIZiEEH

« route53_1 0 - Amazon Route 53 Resolver &if] H &

« sh_findings_1_0— AWS Security Hub &4

« vpc_flow_1_0 - Amazon Virtual Private Cloud (Amazon VPC) 7t B &

R~ : & sh_findings_1_0 #13KH us-east-1 KB FFHE Security Hub A& %I

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

HiEEXE

& Security Lake FiiEe , BTN ENFERREABEEXBEEMIEERN. BXRHAREM
Security Lake WW¥EEXEHWZTESIFK , ESH Amazon Security Lake i 5o

il HIERBIR IP AWS CloudTrail B5E3)

##### us-east-1 # cloud_trail_mgmt_1_0 ####A### 202 30301#2023 # 3 # 1 #####
Anap### IP 192.0.2. 1 CloudTrail #### DB_Region

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake ArfEm
VAN
2 X BEH

BEXN#BEHTIX , BUURGSSREAMAENKEE , NTMRSMEHEEKE. Security
Lake B3 eventDay. region # accountid Z¥ERED X, eventDay 7 XEAER
YYYYMMDD,

LT R2EEA eventDay 7 XKW &I RA

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDay WERESEUATHE :
HE1FRNRENEH

> cast(date_format(current_timestamp
varchar)

BE1MARARENSH

INTERVAL '1l' year, '%Y%m%d%H') as

> cast(date_format(current_timestamp
as varchar)

T X 30 RARENSH

INTERVAL '1' month, '%Y%m%d%H')

> cast(date_format(current_timestamp
varchar)

B 12 MIRARENSEH

INTERVAL '30' day, '%Y%m%d%H') as

> cast(date_format(current_timestamp
as varchar)

B 5 THARENSH

INTERVAL '12' hour, '%Y%m%d%H')

> cast(date_format(current_timestamp
as varchar)

INTERVAL '5' minute, '%Y%m%d%H')
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7-14 Rl R ENEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

ERERMI RSB ERENSEH

>= '20230301"'

T RFFIHT 2023 FE3 A1 AHEXRFIZ2EREBIRIP192.0.2.1 B9FFE CloudTrail 5&E3f
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

TP RPFIHTEE 30 RKAXREBIRE IP192.0.2.1 B9FTA CloudTrail &3
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail ZiE&E 1 R4l

AWS CloudTrail BRERHEAFESI M APl EHAER AWS RS, 1TRETTEAE#H CloudTrail BIELLT
RUTRBENES :

CloudTrail ZiE&E 18RI 68
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LA 2 —£ CloudTrail ZIEZE R RA :

"X 7 X AWS BRSS AARZZRNEEE

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

F%£7X192.0.2. 1K ER IP WPATE CloudTrail SE31E %

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '127.0.0.1."'

ORDER BY time desc

LIMIT 25

B 7 XRAFAE IAM &Y 5K

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

B 7 KAERASEILE AIDACKCEVSQ6C2EXAMPLE HYSE 4

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

T & 7 RKAKKH CloudTrail icF5IE

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 Resolver Zif] A & #2218 =<4l

Amazon Route 53 Resolver &if] HE A AR ERH Amazon VPC Y EIR#* 1THI DNS &ifl, iJEAF
AJLAE ] Route 53 Resolver EijHE , L THRUTERENESR -

LA T & Route 53 Resolver &) B &R — &R 40 :

&% 7 X CloudTrail A#Y DNS &Eif5l&

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

d% 7 KWE s3.amazonaws.com FEEHY DNS iRy FIR

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

ORDER BY time DESC

LIMIT 25

& 7 RAKRETH DNS BRI 5K

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

HE 7 XRN#ENE 192.0.2.1 B9 DNS EHRFI&K

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25
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Security Hub @& & I & i) 7R Bl

Security Hub A REZ RSN LEAR , AWS HEHERBELZLTURENSESBRLELENT
. Security Hub 2N EZEREERFERIN , HABEBCRBEE=FRFHFELIN,

AR 2 Security Hub A& X I — L&A :

BE7 RAFEMFRATHET MEDIUM WHTEE R

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 XANEERERI

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 XRANARFEELRAERD
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SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

RIEA Amazon S3 FREMERVIEERI ( TTASEIBRE )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

BRRRETD RE (CVSS) BOART 1 NAEXRI ( TTERH )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

HE&EARERE (CVE) CVE-0000-0000 HYiRE X ( FohdE FR& )

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 RAM Security Hub RIXRELR M= mEBE

SELECT
metadata.product.feature.name,
count(*)
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 XRABERNFHRFRELE

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 RARERAPHNZZRERGS

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BET7TRAREESNRAELRN

SELECT
finding.uid,
finding.created_time,
finding.first_seen_time,
finding.last_seen_time,
finding.modified_time,
finding.title,
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state
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

Amazon VPC it B & & 7= 5l
Amazon Virtual Private Cloud (Amazon VPC) {eft <t i VPC MEEOK IP REMNIFHAER.
AR 2 Amazon VPC i HEW — L E#RH

&IT 7 REV B4R AWS X RE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

A7 XKAKBRIP192.0.2.1 MiRiwA 22 B5EZIR IR

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 XRATEEFR IP it R E

SELECT
COUNT(DISTINCT dst_endpoint.ip)
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

HE 7 XAIREB 198.51.100.0/24 iRk E

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"
LIMIT 25

BE7 RAWAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BEE 7 RAKETIRD 443 WEENBESHREKF

SELECT
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traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7XKAIP192.0.2.1F1192.0.2.2 ZEINFIERE

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

BE7 RANABAMRE
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SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7 ROFFEHUERE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE7 RAFMBHELHNRE

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND type_uid = 400105
LIMIT 25

AWS SRR 2 B9 Security Lake Zif] (OCSF 1.1.0)

& T LA Security Lake & 7E AWS Lake Formation BIEEM R PR EIE, EE T LAE Security
Lake ##A. API X AWS CLIRGIZE=AITTHAF. F=AITHAAFEATUNEZEENRFEER
Lake Formation ##&.

Lake Formation ZiEHEE A XM EIRAHIEN IAM BHEFHEXBIEENERM SELECT NR. iTH
APt RE Security Lake REIEH , ARF B AEIE, XA ZEEERNRITREAF
WEZER , HSHEEE Security Lake iTE P HIZE 1815 B BUR

REHERIRA 2 79
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TR A T BXM Security Lake ERABENIES , HIFE—LF4E AWS IEHNRENHERR
fil, XEEHREERRIFERIE AWS XiFl, RAFEHANR us-east-1 , BIEERE ( sEHF LML
) o WA, ROIEWER LIMIT 25 38, &RZIRE 25 Fidk, LANERZSUIBREECH
RFFHTIAR, BXEZRH, i35 Amazon Security Lake OCSF #1if] GitHub B .

B &R%&R

&Eif) Security Lake BIERT , EBATFHIEFTER Lake Formation RINEBMITEEN.

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

ASRRERNERLESEATAR

e cloud_trail_mgmt_2_0— AWS CloudTrail ;&3

« lambda_execution_2_0— Lambda CloudTrail B9ZiEE 4

« s3_data_2_0— S3 CloudTrail B9ZiEEH

« route53_2_ 0 - Amazon Route 53 Resolver &if] H &

« sh_findings_2_0— AWS Security Hub &4 R

« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) 7t B &

« eks_audit_2_0— W 5k Elastic Kubernetes Service ( L & EKS ) it B&
« waf_2_0— AWS WAF v2 BE

;& sh_findings_2_0 #3kK B us-east-1 XK FTAE Security Hub &AM

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

fE R X 1

&E1f) Security Lake BiER , BAIFENFERHRENBEEXFHEMITEEN. B HaiEd
Security Lake W¥#EEXEH TR SIK , S H Amazon Security Lake % Ko
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https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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G FIHREFRIE IP 9IS Virtual Private Cloud &3

#H### us-west-2 # vpc_flow_ 2_0 ###### 2023030 1#2023 # 3 # 1 ##AA##AA##H##H
IP 192.0.2. 1 #### VPC ### DB_Region

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

7 X B

BYNBEH#TIX , EAUURFHSAERMARNBIER , MNMRSHEHRERE, 5 Security
Lake 1.0 #HLt , Security Lake 2.0 F# 5 X T4E Security Lake I E&Eid time_dtregion,
Maccountid3>(#; 5 X, M Security Lake 1.0 EideventDayregion., MaccountidZ# I T %
X,

EBifjtime_dt T EIERKE SSHWEHE S X , HET LUK Athena FEME TR AN FZER—HHITE
o

UTRER time_dtoXZEif 2023 3 A 1 BZEW BENERRA

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt WERLEZFEUATARRE :
BE1FARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
X1 PMARKENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
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T X 30 RARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY
TE 12 MIERARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
T 5 AHAKENSH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7-14 KRBT KEMNSEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERMI RSB ERENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

T RFPHIHT 2023 FE3 A1 HEXRF2EREBIR IP192.0.2.1 B9FFE CloudTrail 5&3h
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

T RkPHIH T X 30 RKHWKRBEIR IP 192.0.2.1 B9FTE CloudTrail 5&3
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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B = 2NN A=

Observables = Security Lake 2.0 L2 # HH —T#EE. AMEBENRE—MHTE K HPIEHE
EXP TS A RINEXEE. BIERTUEKE , AR TUMNERBEEFREERZENRE,

BEERTNERNRTWBETE , CUUSREERM N ENSERSE. R UD, P, BEET
Hith 10C XBEBZRMAE

XE2—/M#H observables A EHADE IP {E “172.01.02.03” B VPC Flow 1 Route53 &P BER
~HER

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip"')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

#1f) CloudTrail #iE

AWS CloudTrail lRERFRHI A FIESIF APl EHER AWS RS, iTRIE BT EAE# CloudTrail 2B T
BLUUTERBEWEER -
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LA 2 —£ CloudTrail ZIEZE R RA :

BE7 X AWS BRS ARERNAEHE

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

d%7X192.0.2.1FKEE IP WA CloudTrail &5 %

SELECT
api.request.uid,
time_dt,

apli.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

#if) CloudTrail #iE 84
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B 7 XAFRAE IAM &Y 5K

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

TE 7 RAAMEATEIE AIDACKCEVSQ6C2EXAMPLE HY3E45)

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

TE 7 KAKMKH CloudTrail idF5IE

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

#1f] Route 53 FfrasEWHE

Amazon Route 53 Resolver Zif] B E= A LA IRERH Amazon VPC YR BRI T DNS &if, 1JEAF
A] A& i) Route 53 Resolver EEE , L THRUTHRBENEER
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LA T & Route 53 reesolver & A &K —LERHIEH :

% 7 X CloudTrail WY DNS &5l

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

d% 7 XA E s3.amazonaws.com EER DNS &K FIER

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

A 7 RAKREN A DNS EHAYFIR

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
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rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

£ 7 XAEAE 192.0.2.1 19 DNS i FIR

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

&) Security Hub BYiE&E 4

Security Hub AIEREZ RSN LEAR , AWS HEHEEELZSTUIRENRESEBRLEENE
¥, Security Hub 2N EZEREERFELRIN , HBBCRBE=ZFRFZHWAELN,

AR 2 Security Hub R — &) RAI -

BE7 RAFERFRATHET MEDIUM WFTHERN

SELECT

time_dt,

finding_info,

severity_id,

status
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 XANEERERI

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 RANARFEESHRBERD

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

BN Amazon S3 FERMFAERI ( TTATEIES] )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

BRREITED RS (CVSS) BA KT 1 WiEELRI ( TrSEIRH )

& 1if) Security Hub BYiA&E 4 88
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SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

HEBERAREHEE (CVE) CVE-0000-0000 HYAELI ( TatiERE )

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

&2 7 KAM Security Hub XZFEXIM = mKE

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 XRABERNFHRFRELE

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

& 1if) Security Hub BYiA&E 4 89
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type

ORDER BY count(*) DESC

LIMIT 25

BE7 RABERATHNZZRERGS

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 RAREERNRAERI

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC 7t B £ &E1f)
Amazon Virtual Private Cloud (Amazon VPC) Rt Bx# i VPC M OMN IP REMNFHAEFE.
LAR & Amazon VPC i HEW — X Ei# R

i 7 RV B4R AWS XiE RE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

HE7 XHXRBIRIP192.0.2.1 MiRix 0O 22 HEZHN SR

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE7 RARE B IP #at K HE

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

HE 7 XAEEB 198.51.100.0/24 iR &

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."', 2)='51"

LIMIT 25

"E7 XAWAAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BEE 7 RARERRA 443 WERNBEIHREFF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

HE7 XA IP192.0.2.17192.0.2.2 ZENAERE

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip '192.0.2.2")
OR (
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src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

BET7 RANABEAMRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RWAAEHIERE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

BET7 RAFMBHIELHNRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied’

LIMIT 25

#1 Amazon EKS # B &

Amazon EKS B &R ERIZE&ISFEESN EEM Amazon EKS 4| H [@ 85 Ik F~ 124 % 1T 12 &
CloudWatch H/l_,\o u:bH/:I:LI\—.I--LJ:/u\%*/ i&ﬁ#‘*ﬂ ‘_‘szu\EIJ%ﬁo 1T|ﬂ%—.l-l’)\§1ﬁ_l EKS H/L,\J’)\Tﬁgl’)\
TRAEWEER,

LAF 2 Amazon EKS &#% B &N — L &EifRHA

BE 7 RAMNEE URL iR
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SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"'
LIMIT 25

BE#EE 7 RKEB “10.0.97.167" HiE>

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

H % 7 RRERIR “kube-controller-manager” #85< B9 i& sk F1d 57

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25
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i) AWS WAF v2 B&

AWS WAF B —f Web REFH A , IATHEERSLAF MENRAREFRIEN Web &R Hi2
DSBSl RV

LU 2 AWS WAF v2 BEH —E&E#RRA

AT ET7 RARKHR

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.
http_request.

FROM

BAEIR IP B9iER

4

.ip,

url.path,
url.hostname,
http_method,
http_headers

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint
AND activity_name
LIMIT 25

.ip = '100.123.123.123"'

= 'Post'

HE 7 RASEAEEE MANAGED_RULE_GROUP [EECHYiE K

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

"amazon_security_

’

.ip,

url.path,
url.hostname,
http_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1".

"amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

Eif) AWS WAF v2 B
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AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMI

T 25

BE 7 RASH KA gy IE N =ik = E Ry 15 K

SELE

FROM
"am

CcT

time_dt,

activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall_rule.rate_limit

azon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND
LIMI

firewall_rule.condition = 'REGEX'
T 25

ELIREL & 7 RAfALKR AWS WAF ALIUEY AWS FiEES

SELE

CcT

time_dt,

activity_name,

action,

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

FROM

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'

AND
LIMI

action = 'Denied'
T 25

."amazon_security_lake_table_us_east_1_waf_2_0"

Eif) AWS WAF v2 B
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REIE X 7 RARERMBEXDAN AWS FIEHF

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security Lake F Y4 o E H B 2

BRI LA E E X Security Lake , FRTBEFREELE AWS X IR BT EERKN, £an/EHEE U E
EBFAENEREER,

BFER

EZEELNEKE  MEXAL TN AREE , BUUABEREZFIRE. Security Lake FEE

TZf% 7 Amazon Simple Storage Service (Amazon S3) KX R , Kt EFIRE S Amazon S3 £
BAHERERENEN, BIREXLRE , KA IEEEHE Amazon S3 3K |, LUK S3 N REKKR
NEMTFHEERIH2AEZFHEEPEFNNE LR, BX Amazon S ETAHRENESFER , 1§
2% {Amazon Simple Storage Service FiFiE/) FHEBEENF6 £ B,

£ Security Lake A , BAI M EXBRFNIEEBEFIRE, HlW0 , B LUEEEREN S3XREA
BAEH 30 XE , AWS X3 [HEFE# N S3 #rf-IA F63ES . BRIAM Amazon S3 FiEE R S3
Standard,

/A Important

Security Lake T3 # Amazon S3 M RBIE, SIEEIEHEMF @R , S3 W RBIEER AL T
ARS. ERIAREERXTEA S3 WRBES M@ EIEBZ Wiz EL B ERE,

/8 A Security Lake Bl EEFiRE

EFF IR Security Lake B |, iHEBUTHBEA M EZSANXBHREZFIRE, NMREREEZFR
B , Security Lake & Amazon S3 £ @il EXBRIARE , BIfEA S3 Standard 3K TR HA
EREBIE

Console

1. FTFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

2. EEAIARENE 2SS  EXERE , EEREEETERIMER, REEREN S3 R
IR HA Amazon S3 FEfER, ( RIIHHEIAFMER S3 Standard, ) BEE R ZFM
RIEEETFH (UXABN ) ., BEEZNBEENKERNEMTFMHE , BERBFIMER , A
ERMAREEHENEFEHMRE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://console.aws.amazon.com/securitylake/
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3. EIETE SIXNRHKITHATE , BEFERNER. RE , W TEFHEEK , ERIH. I TEEFY,
MAGRENRUZEEAESEMIFEFME Amazon S3 PRI ERE, ZATERE R
fa, NEIH , Amazon S3 & EHMIRR.

4. SERJE , 1&#F Next (F—%).

EHNERXREATEEZANAIISRFABAT Security Lake HFTE XiF,
API
EE B3R Security Lake Rt A mIEFREERBFIRE , 1B Security Lake API

K CreateDatalLakei® e, MR EFERHHE AWS CLI , iFiz1TiZcreate-data-lakef 5
fflifecycleConfigurationZ B IEEFMENRERE , W TR :

« XF transitions , HEEEEIEE Amazon S3 FE3 (storageClass) F1F4 S3 WHRH
BX# (days).

« XF expiration, JAEATEFHEEENRAUEFTE Amazon S3 FFMHEXT RV E X B,
ZEEBRERG , NSHTEH , Amazon S3 &35 HIER.

Security Lake £3Fi& BN A EIETE configurations M RMW region ZERFIEEM X,

Flan | LTS Eus-east-1XBARBEAZ M. EiZXKEH , MRE 365 XEITH , IRTE 60
KR E] ONEZONE_IA S3 FiEK A, LERAIREX Linux, macOS = Unix #1THENLE |, ©
FERARFHT () THERFRIES SN,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

FHEFRE
J& A Security Lake f§ , BRBUTHAEH — PSS MXEBHEFRE,
Console

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://console.aws.amazon.com/securitylake/
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2. ESMmERKF , EFXE
3. EE—IXE , REEREE.

4. HEBREMERED , WARRRE, WTHF#X , EZFRERN S3 W REHRN B Amazon S3 7
R, (ARINHNBRINFEXR S3 Standard, ) N TFEFH , BAABZTNREERE ZFHE
RPN RE, BAILEESNMER,

ERETE SIWRATHARE |, FAFEEEEEIH, W TEER , M ALBLEERNREUESER
FEE#EGEHEM®E Amazon S3 FEXE, ZBIERERE , NRFGIH , Amazon S3
2NFEMIBR

5. ZTRJa , BERE,

API

BELUREBAXNEFRBIRE , HEA Security Lake API ByUpdateDatalakel®E, MREFEHH R
AWS CLI , 1217 ™. update-data-lakeFEERHERS , f£AlifecycleConfigurationZ#k
BEHMRE :

- EENHIRIRE |, BEA transitions SHUEEEESE Amazon S3 F#E (days) HF#
S3 NRWBNFETAIER (storageClass),

s EENEMEES | B6EA expiration SEEEECIENREERIEFMHEEM S3 XIRW
BR¥, WBEEFEHLERE , IR IH , Amazon S3 &5 EMiEk,

Security Lake &% BN A ZIETE configurations M RMW region FERFIEEM X,

fFlan | LA AWS CLI S S E#FZus-east- 1B HFESHREMNFZHIEIRE, £iZKE
B, JRE 500 XESH , RTE 30 XG4T ONEZONE_IA S3 775, bRF25X
Linux, macOS = Unix #{T#&LEY , SEARRBAL () ITHRERFRIZES T4,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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JCE X

LCEXEESTRE—NHSIMBERAXENHE. XTUABBEETXHBESAEER,

BAREBETCEXENEA  FSAEELEXE,

LEXE 101



Amazon Security Lake ArfEm

AN E L2 RMESR (OCSF)

fr4=2 OCSF ?

FFHM 4% %4 2B ¥ HE 2R (OCSF) 2H AWS ME LTI HNRESENEERTF AHNFFREIE. OCSF
NENLZEBHRETIERE , EXLTRAEFIFRAAELURHEMNES  EB8EL2AEERENE
AENBEAARE. OCSF AR RRBILEE, GitHub

Security Lake 2 Ball¥RBRELIHN AEFEH IR OCSF AWS RS 21, ¥%iF OCSF

f& , Security Lake B FRELN L S E L Z#ERS (Amazon S3) F#EH ( AWS XEEMNME
R —NFEHEE ) Po AWS IKFMBEXSKIREE A Security Lake B9 H &SRB 4 X4 JESF OCSF 14
F Apache Parquet #&=, iTFEAF TG BEMEHIUNBEA Parquet i , e o] LAR A OCSF &
HEAERFABRMBBIRICRPITENER

OCSF B3k

X E4$ % Security Lake 3B B S MBAS OCSF e Y EEHXAAEE . DNS 5EZ). SSHIE
R HHWILE OCSF FHBHXMRA, EULUSERERBFFRLENEAX,

OCSF XiR1R 5l

OCSF A& FRRABIEHERE B EHBMHHIRIR, XLRE Security Lake AWS BRS HIRAEX
FENRFENEXFRNE.

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

KR metadata. metadata. metadata. 4 TR versi
product.name product.v product.f on
endor_ name  eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-rc.
Lambda ##E 1 Activity 2
EH

42 OCSF ? 102


https://schema.ocsf.io/
https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=
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RAriEmE

HKIR

CloudTrail &

HiED

CloudTrail S3
BIEEH

Route 53

Security Hub

Amazon VPC

A&

The OCSF source identification for AWS

metadata.
product.name

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

in the following table.

RIR

CloudTrail
Lambda #3E
=

CloudTrail &

BED

metadata.
product.name

CloudTrai
1

CloudTrai
1

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

metadata.
product.v
endor_name

AWS

AWS

metadata.
product.f
eature.name

Managemen
t

Data

Resolver
Query Logs

U
Security Hub

ProductNa
me &

Flowlogs

log sources

metadata.
product.f
eature.name

Data

Managemen
t

API
Activity. Au
ation |
Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

(Version

API
Activity

API
Activity. Au

TR versi

on

=

.0.0-xcC.

N

.0.0-1xcC.

|_\

'_\

.0.0-1cC.

'_\

.0.0-xcC.

=

.0.0-1xcC.

2) are listed

ToEIE versi

on

1.1.0

1.1.0

OCSF &IRiA 3!
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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HKIR

CloudTrail S3
BESH

Route 53

Security Hub

Amazon VPC

A&

EKS ®#&H

70N

AWS WAF v2

BE&

metadata. metadata. metadata.
product.name product.v product.f
endor_name eature.name

CloudTrai AWS Data

1

Route 53 AWS Resolver
Query Logs

L AWS & [tEL AWS & IEfisK

LPELERKE 2EELERHE B ASFF

3 (ASFF)E =X (ASFF){E HfeatureNa

ProductNa CompanyNa me {B

me me ProductFi
elds

Amazon VPC AWS Flowlogs

Amazon EKS AWS Elastic
Kubernete
s Service

AWS WAF AWS -

KA

ation ={
Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

ToEIE versi

on

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

OCSF &IRiA 3!
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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5 Security Lake BV &K

Amazon Security Lake SEM=FE AWS RS ME=A~REK. ER2E , TENRREHRE
KA Z| Security Lake , B ATLAMER T A F £ Security Lake REVEIE, AT EHLEA 7 HRLEF= M@
AWS frSs ME=A7=mE Security Lake K.

E&

- AWS RS 5ER2MERK

« 5 Security Lake V=55

AWS Sy ERZEHMEK
Amazon Security Lake SHEME 4 AWS IRFERK RS AT MERNRERF/RITF A EKIZETT,
REREEUTEX :

« FFEIERIEEF Security Lake
o BIEUTFHAMELLEMIESR (OCSF) EHEIR
« BIELL Apache Parquet #& = 2%

THAEEREEUTEMY  ATLUBY HTTPS K% sk i £ A5 AR S (Amazon SQS) BAFIM
Security Lake IEUREIE , th I AEEN P ERIREIE AWS Lake Formation

ATREBD BT Sec AWS RS urity Lake S B4 Security Lake £/ , AR B/NERK
B/ AWS AppFabric
BRERE R

AWS AppFabric —ERB RS , EZALPNREEIRS (SaaS) NARER , Eit IT Lx£HA
RARTSAE AR E R MM P REFEEREBRNRF RARER.

Z AU E| AppFabric HEL R

&0 LASE AppFabric 8 B EBIBRIEEILZ S |, HERI1EE Amazon Kinesis Data Firehose 15
B |, SR/5¥ Kinesis Data Firehose Bt &9 2L OCSF Z2#3 1 Apache Parquet &= [0] 2 £ Hi1& B
.
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https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
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FRF M

T£4¥ AppFabric F# A& &KX E| Security Lake Z 81 , 29045 OCSF ¥ & it A &% H E Kinesis
Data Firehose fi. A5 , A LLELE Kinesis Data Firehose , F i H &% E| Security Lake Amazon
S3 FiE., BXESZEER |, 521 (Amazon Kinesis A ARIEFE) FHI%EE Amazon S3 N B
FFo

FHREY AppFabric AELE R XIZFIZ 2

BESERLR RS E N AppFabric it B &K #E R Security Lake , 458 AIXH RS H1E
Security Lake 70 AppFabric 1 BE KR, BXRAMBESURMRA |, HSRAMNEEURKER
o

FLEZSMFEK AppFabric B&

E{= b AppFabric & BE , A LAEE A Security Lake $##|A. Security Lake APl 5 AWS CLI
FHE AppFabric 8 BE SCKIREMIER. BXEA , BESEM R B E SR,

5 Amazon Detective £

ERRER iTHAR

Amazon Detective AJ&# BI04, FAEMRR RN ZLERBTEEIWIRAFER, Detective 2 BHZN
MIEH AWS BRHPINEBEEE, RE , eFERAVNREY. Kt NEFRBLERTRILRE | #

BIEIR, EER#HTREEE, Detective WTAMBBERS, HEM L TXAB T2 NEER
ERERBNERMEE.

H{RE&E R Security Lake H Detective Bt , ¥RATLAM Detective &) Security Lake T i&HI Rk B &%
. BREZEER |, BEZHRS Amazon Security Lake &Ko

51 5% OpenSearch BRSS &R
SRR THAR

Amazon OpenSearch Service 2 —TEERS , At EBEFRIWEE, BIEMNYT B OpenSearch lRE
£ 8 AWS Cloud. £/ S OpenSearch ervice Ingestion fFEIEHKENZ|RH OpenSearch FRFE&H+ |
B S E SRR SN A RBBRANZLRENNE, BUURERENZEESH | NTTRFEH RIS
BHRE,

Detective ER% 106


https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
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https://aws.amazon.com/marketplace
https://aws.amazon.com/marketplace
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https://support.aquasec.com/support/solutions/articles/16000151820-amazon-security-lake-integration
https://campus.barracuda.com/product/emailprotection/doc/98214513/integrate-amazon-security-lake-with-email-protection/
https://www.boozallen.com/s/solution/booz-allen-s-amazon-web-services-premier-partnership.html
https://docs.boschaishield.com/amazon-security-lake
https://www.chaossearch.io/platform/integrations/amazon-security-lake
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https://github.com/CiscoSecurity/fp-05-firepower-cli/tree/ocsf
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https://www.cmdsolutions.com.au/service/security/
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https://docs.contrastsecurity.com/en/aws-security-lake.html
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https://docs.cribl.io/stream/usecase-security-lake/
https://github.com/CrowdStrike/aws-security-lake
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https://app.cp-us01-prod01-aws.databahn.app/help/docs/highway/destinations/amazon-web-services/aws-security-lake
https://customerportal.darktrace.com/product-guides/main/aws-security-lake-alerts-intro
https://docs.datadoghq.com/integrations/amazon_security_lake
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https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html
https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
https://dxc.com/us/en/about-us/partner-ecosystem/aws
https://atos.net/en/solutions/cyber-security/managed-detection-and-response?
https://forums.extrahop.com/t/aws-security-lake
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https://falco.org/blog/falco-aws-security-lake/
https://docs.fortinet.com/document/fortigate-cnf/latest/administration-guide/248370
https://www.gigamon.com/content/dam/resource-library/english/deployment-guide/gigamon-amazon-security-lake-integration-quick-start-guide.pdf
https://aws.amazon.com/marketplace/pp/prodview-5dm5aecyvpn2i
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https://www.ibm.com/docs/en/cloud-paks/cp-security/1.10?topic=connectors-amazon-athena
https://www.infosys.com/services/cloud-cobalt/offerings/managed-security-services.html
https://insbuilt.com/en/security-lake-eng/
https://www.kyndryl.com/us/en/about-us/news/2022/11/kyndryl-aws-data-security
https://docs.lacework.com/onboarding/amazon-security-lake

Amazon Security Lake ArfEm

Laminar £ 3L OCSF ¥R EIEL 2B 4 XX 2 Security Lake , FEAT A FH o ERARS , 0
EHENFRE,

ER XA
MegazoneCloud
KR RS

MegazoneCloud X F =& HRS , AHKBE T HINAITEHLLR P KM Security Lake, FEATHF Security
Lake 5EM ISV fERAFEMEXE , LHEBENES , HEXSEFBREXNWEE L,

ERH

Monad

EREAE R

Monad < Bz RN EIEHIR N OCSF 24 , HFH KR Security Lake Zi3E .
AR

NETSCOUT - Omnis Cyber Intelligence
EREE R

Bid 5 Security Lake £/ , NETSCOUT A L2 PAERNMFALRLNBHBEER , BBET
AP EERENRR (ONERM. ZE2XRMBEEEL ) ., XEREXRINHA NETSCOUT
CyberStreams 1 Omnis Cyber Intelligence EEF M AR , AR OCSF R4 K% F Security
Lake, BREVHYEIEIERFS Security Lake RV EMERMEKESRR , SIEEN. 2H, 2 XMEREMEX
FHHo

EAR A

Netskope — CloudExchange
SRER R

Netskopel®Eid 5 Security Lake £ ZESZ£HXW BENEHPEL , BEIEBMBEZESE, Netskope
BELRBIFEMH LEE Security Lake , i%CloudExchangeffi# o] LATE 28 3t 3138 A /O /A AWS S 3
BREHPOLHNERET docker WERER 3,

MegazoneCloud 118


https://laminar-docs.s3.us-east-2.amazonaws.com/security_lake_manual/Laminar+Integration+with+Amazon+Security+Lake+c67638221f6e476d8d2c36aee447864c.html
https://www.megazone.com/us/amazon_security_lake/
https://docs.monad.security/output/security-lake/
https://www.netscout.com/resources/amazon-data-lake
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https://docs.netskope.com/en/netskope-help/integrations-439794/netskope-cloud-exchange/log-shipper-module/configure-3rd-party-log-shipper-plugins/amazon-security-lake-v1-1-0-plugin-for-log-shipper/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-security-lake-monitoring-integration/
https://www.okta.com/blog/2022/11/an-automated-approach-to-convert-okta-system-logs-into-open-cybersecurity-schema/
https://github.com/okta/okta-ocsf-syslog
https://docs.orcasecurity.io/v1/docs/integrating-amazon-security-lake
https://www.paloaltonetworks.com/blog/prisma-cloud/amazon-security-lake/
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https://xsoar.pan.dev/docs/reference/integrations/aws-security-lake/
https://docs.panther.com/data-onboarding/supported-logs/aws/security-lake
https://github.com/pingone-davinci/pingone-amazon-security-lake/blob/main/README.md
https://www.pwc.com/us/en/services/alliances/amazon-web-services/fusion-center.html
https://docs.query.ai/docs/amazon-security-lake#overview
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Principal": {
"AWS" . "EM

.

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"StringEquals": {

"aws:SourceAccount": "{DA-AccountID}",

"s3:x-amz-acl": "bucket-owner-full-control"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
}
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* glue:StartCrawlerSchedule
+ iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

« lakeformation:RegisterResource

ET 5 R R 143


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html

Amazon Security Lake

RAriEmE

« lakeformation:GrantPermissions

e s3:ListBucket

* s3:PutObject

R RTFRAFEREHCSHNR

ZRBIGEA T

15

70N
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FEHEESS LSER AWS CLI 5t AWS API LU 2T = 5T R IR R IR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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Z 1T Security Lake BE A,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}
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TTHEAFH Owner MEXWERAFHNAFEN , RET2BEFNIR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
.
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
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"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}

}

}
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Amazon Security Lake

RAriEmE

ZRBEEE TR :

« logs— AWZEF AN Lambda B EH % Hi 12 % £ Amazon CloudWatch B&,

* glue— RTZEFE A AWS Glue #E B ZRMITHENBEARE, Xt AWS Glue HIEXTE

RB SN BIEF D X,

© sqs— AWERANEREFPRNRNEH N REFRIEEHBHB Amazon SQS AFIHITIFE R 52

B#1F,

© S3— AWERAXNTELMEIER Amazon S3 FRBHITRENZIMMEARE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowGlueManage",
"Effect": "Allow",
"Action": [
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"
1,
"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
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"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

1,

"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS FEE KB : AmazonSecurityLakePermissionsBoundary

Amazon Security Lake 2@ AE =5 BESURAZE IAM ARLUEBEBARER , "E=5F8EX
THERAFCIZE IAM BEUERAKERFHRE , HECBRXLA G AL RRERE LHEHRRZ
Ho BEBHATEMARENAIEALLKRE, WREATTEEN AWS KMS Z4AX Bz 17
#kms :Decrypt , MAHN T kms: GenerateDataKey X R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",

sqgs:DeleteMessage",
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]I

sqgs
"sqgs
"sqgs
"sqgs

:GetQueueUrl",
:SendMessage",
:GetQueueAttributes",
:ListQueues"

"Resource": "*"

"Sid": "DenyActionsForSecuritylLake",

"Effect": "Deny",
"NotAction": [

]I

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:
"kms:
"sqgs:
sgs:
"sqgs:
sgs:
"sqgs:

sgs

"sqgs:

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation",
Decrypt",
GenerateDataKey",
ReceiveMessage",

DeleteMessage",
GetQueueUrl",
SendMessage",
:GetQueueAttributes",
ListQueues"

"Resource": "*"

}I
{

"Sid": "DenyActionsNotOnSecuritylLakeBucket",

"Effect": "Deny",
"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObject",
GetObjectVersion",
ListBucket",
ListBucketVersions",
PutObject",
GetBucketLocation"

"NotResource": [

]
iy

"arn:aws:s3:::aws-security-data-lake*"

ChangeMessageVisibility",
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{

"Sid": "DenyActionsNotOnSecuritylakeSQS",
"Effect": "Deny",
"Action": [
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sqgs:ListQueues"

1,

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylLakeKMSForS3",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
},

"StringNotLikeIfExists": {
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"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3sSQs",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"

1,
"StringNotLikeIfExists": {

"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

AWS IEEXRRE : AmazonSecurityLakeAdministrator

BT LAEEANE4E R EHIK /B Amazon Security Lake 2 B 9 1% FE 48K i
AmazonSecuritylLakeAdministrator KB, LLEBRFEENR , AFEEEEXFTE Security
Lake BEMNZELTFRINER. 25 , ZEMHEAEME Security Lake 1, H7E Security Lake HELE R
BRTHEAF,

Z R BEBIE Security Lake B R W& Security Lake XF Hfth AWS BRFHITHYIRE,

ZAmazonSecuritylLakeAdministratorBURAF X LI Security Lake FTENEARFABKE
B Amazon S3 BXiHEHl, EHEMMHEIES X AWS Glue, XFME|BE R EIZEZT Glue
JERHEE HTTPS KT RiTEHBHEIE, B A LR Amazon Security Lake A7 F A% B {2 5 B
BxEma,
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BR AmazonSecuritylLakeAdministrator B XK\ , Security Lake X FHEE
lakeformation:PutDatalLakeSettings NIRRT EMMEETHEE, PutDatalakeSettings
RIFPFEAD IAM E4KIZE R K F P FrE X8 Lake Formation BRNEE R, ZAGLAEHINE
iam:CreateRole permission fXPRFI AmazonSecuritylLakeAdministrator KE&,

Lake Formation B2 R B} Lake Formation 2#| AL RINEE , FET
BEIFARBIEER B E PR, Security Lake £¥F/5 B Security Lake BYE4&F]
AmazonSecuritylLakeMetaStoreManager B ( REMIEEAE ) $8E N Lake Formation B
B, UMEMIIAT A ER, EHMREN, T XUAREERNNRER, BSHMIE Security Lake EE
AAFSACHNREPFIEUTNR :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
NRFHAER
ZERBIE UL TR,

« securitylake - RFEMEIIFTE Security Lake RIERBE T LA E R,

« organizations - A E MBS AWS Organizations ®REXALFHKFHNER, NREKFE
FEANAL | NIXLERPR BT Security Lake 12#| & & RIKF B /MK S,

« iam— ARFZE AT Security Lake, AWS Lake Formation, #6122 RE XA E Amazon
EventBridge , X2 EAXLRFNNMELSR, BN , EATFRITHAAFNBEKRACCIERN
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IRERREE | XEABPFNNRXERETF AmazonSecuritylakePermissionsBoundary K& R
PR

o ram— AFZERABBITHEI Security Lake JRHY Lake FormationE F & i/ 15 B R

« s3- RFEARBEMEIE Security Lake BHZEUXLEFHRE,

« lambda— AYFZEFXAEE Lambda A T7E AWS REIEE R M EXIHE # 2 FEH AWS Glue &
2 X

« glue - A EEBIBMEE Security Lake BIBEM K,

« lakeformation— AW ZEIEAEIE Security Lake FTH Lake Formation R,

« events - AFFHEERTEFEIEE A Security Lake SRIRIHEZNT B A FHHN

« sqs— RTFERACIERMNEE Amazon SQS A% , BT mITFEEEA Security Lake &+ K E
o

« kms — R EMME Security Lake B FERATFREERABEARTENHRINIER,

« secretsmanager - AT HERATEMBIBEET HTTPS Im L E A Security Lake iR E HiT
5 AP Z 4R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

]I

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",
"Effect": "Allow",
"Action": [

"glue:CreateCrawler",

"glue:StopCrawlerSchedule",
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"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

}
}I
{

"Sid":

"AllowManagingSecuritylLakeS3Buckets",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

CreateBucket",
PutBucketPolicy",
PutBucketPublicAccessBlock",
PutBucketNotification",
PutBucketTagging",
PutEncryptionConfiguration",
PutBucketVersioning",
PutReplicationConfiguration",
PutLifecycleConfiguration",
ListBucket",

PutObject",
GetBucketNotification"

"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

com"
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"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",

"Effect": "Allow",

"Action": [

"lambda:AddPermission"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"

"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"

1,

"Resource": [
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"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [

"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/AmazonSecuritylLake*",
"arn:aws:events:*:*:rule/SecuritylLake*",
"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
"arn:aws:events:*:*:connection/AmazonSecuritylake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
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"sqgs:SetQueueAttributes",
"sqs:GetQueueURL",
"sqgs:AddPermission",
"sqs:GetQueueAttributes"”,
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowKmsCmkGrantForSecuritylLake",

"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
3,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
},

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

}
},
{
"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

1,
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"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
]

3,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringQueryBasedSubscribers",
"Effect": "Allow",
"Action": [

"ram:UpdateResourceShare",
"ram:GetResourceShares",

ram:DisassociateResourceShare",
ram:DeleteResourceShare"

iF

"Resource": "*",

"Condition": {
"StringlLike": {

"ram:ResourceShareName": "LakeFormation*"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringCredentialsForSubscriberNotification",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:events!connection/

AmazonSecuritylake-*",
"Condition": {
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"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringLike": {
"jiam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaAzrn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
I
"StringlLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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},
{
"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
},
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
.
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"
I
"StringLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
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}
}
},
{
"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForSubscriberNotificationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"

1,
"StringlLike": {
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"jiam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
.
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AWSServiceRoleForSecuritylLake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",

"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"

},
"ForAnyValue:StringEquals": {
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"aws:CalledVia": "securitylake.amazonaws.com"
}
}
I
{
"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws

AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [
"iam:ListRolePolicies",
"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake-*"
I
{

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",

.com/
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"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"
},
{

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

AWS IEEXRRE . SecurityLakeServiceLinkedRole

BN SecuritylakeServicelLinkedRole & X REE MM EI AT IAM SE4F, 1SR B B 0 20 AR
SHEXAE , R Security Lake R&REHITIRIE, BXEZER , HS [ Amazon Security Lake #
REZMEXEE,

AWS ITEEBL : AWS GlueService&A &

AWS GlueServiceRoleiEEFREEHH AWS Glue TEHH 21 AWS Glue HMEL B E R EIEFR B 2
XtEiE, EEEE XD EIBNEHFREETX L THIE,

BREZER , B5H NEERBERIE.

REMX AWS FEE R IR R

BEBHIZRSFRBRERIX L E WK Security Lake AWS FEERBEEHNIFAEE. BXERAEENR
B BE3NIRR , BT “Security Lake X#” I £i8X RN HEH LM RSS Ko
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EWFTENBR. Security Lake FEFTE A A Security Lake AWS X3 Byt 5 E8E AL RS X B R,
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BREMEXABEHNR , MEARIESEEN , BWRE Security Lake IAEBEZAR, EXHNRITIE
BERBEANRRRE , AR T REM N EMEAI H At IAM SEARRY I PR SR BE o

BATMEENR , 2 IAM R4 (S, AAE ) 212, FEIBERESHXAG. BXESE
B, #ZH (AM AFER) PHEBRSHEXACNR, AEERRKRSHEXACHAXRRE , £F
EEMBRIZAE, XTUURFEHNTR , BHERLTEHRIBRXS IR 15 R R,

BRXFRSHEXAGHNEMERSNEES , F5H5 IAM BEEAAWS RS , H#EK Service-
linked roles ( BRSSHEXAE ) FIFERN Yes ( B ) RS, EEHERENR TUERZRSHVR
SHEXABXH,
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« Security Lake YRS Hx A ENXIR

« B Security Lake [RFZHEXHE
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. MIBR Security Lake RS HEXHE

« X AWS [X18 Security Lake RE < B

Security Lake B RS5ME < A B X R

Security Lake fEfi&F AWSServiceRoleForSecuritylLake WIRZSHEXAR, ZRFZHEXH/EBE
f£ securitylake.amazonaws.com REHEFZAR, BXLEHZLH AWS EEXRBNESE
B, ESHAWS BB O3 %2400 E K,

ZABHNRRERE —NE AN AWS EERESecuritylLakeServicelLinkedRole , /&1
Security Lake BIZEFIRELEHIE M. ZREEE LT Security Lake XN IEERFIMITU T -

 {£/A AWS Organizations /& R<EKIK ~HIMEXER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
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- /A AWS CloudTrail BIERZEXBRFHEXBEBHNEER

« 7£ Security AWS WAF Lake R BEER BERE , £ AWS WAF R2ERERE

« fEALogDeliveryi@ECIZE M BR AWS WAF BEEHITH,

ZABERAUTNREBHTEE !

"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeOrganization"

1,

"Resource": [

g n

"Sid": "DescribeOrgAccounts",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

1,

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

lake/*"
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"Sid": "AllowlListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

]I

"Resource": "*"

"Sid": "ListDelegatedAdmins",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

BSHAxAE
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{

"Sid": "AllowPutLoggingConfiguration",
"Effect": "Allow",
"Action": [

"wafv2:PutLoggingConfiguration"
1,
"Resource": "*",
"Condition": {

"ArnLike": {

"wafv2:LogDestinationResource": "arn:aws:s3:::aws-waf-logs-
security-lake-*"

}

"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [

"wafv2:ListWebACLs"
1,

"Resource": "*"

"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"

eSS =
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+ [@RetireGrant... RIFFER AWS KMS, HENHBIRARITERE , LBREFSBUFME AWS
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Security Lake TF ZE Decrypt X R, HZLAWRNAFIERE Security Lake ¥zt , S3 FEEMHE
2, BRNAFPANERAMZELRANEE. B2 , TRAFEE Decrypt XRFTEFEARBIE, Bx
THAFNEZEER , B3 REE Security Lake 1T P B EIE 15 RIUR .
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LA B3 4H SR B B N 2 4R AY KMS B4R

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"}
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "*"

}

FRARXFIEEZHANEN IAM R
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Security Lake FRRYECIE FMAEESME 75 4T

BLEM IT ZHRAWSHE (RINWEF, ) cEHHRERE. BXESZEE , BERHAWSTHEHIER

2,

#5972 Amazon Security Lake

Security Lake & AWS CloudTrail ££5 , EEAREAF. AG&ZHEHM AWS BRS % Security Lake
FATIITHERERNIE R, XB#EXR B Security Lake 2 H| & BIIRELLRFT Security Lake API BRER 4
A, @3 CloudTrail WENEER , B LAHED Security Lake & H 7 HLEER, B 0] LUH
E/MERN K HETE, KR IP i, ERAUREMFMER. BXEZER , BSHEEA AWS
CloudTrail i23 Amazon Security Lake APl

Security Lake 1 Amazon CloudWatch &5 , FLL & AT SAKRE, EF M2 Security Lake W&

#) HE$E#R. Security Lake #3E#HH CloudWatch I8/r 2 B3I WER , HIA— 28N B fRHEEE
CloudWatch, #ZEAILAEBEIR , SUEEXFIEA Security Lake 1EFREVIEERER @R L EB AL
B < Security Lake &£3% % CloudWatch BT EIE#RIVFIZR , S H Security Lake EFRM4LEE

Amazon Security Lake #J CloudWatch g%

&A LAE A Amazon CloudWatch %12 Security Lake , W TES o HKE— X ERBIEFSELER
ZRMNILFRNIER. XEZUBBELXRF 15MNA , EEEBHRALEEHEFi T HKIERP
MEEE, A TREATENRERENER , AEEEIMENRERNZEBAFNITRE,

£

« Security Lake 1E¥r M4 E

- &F Security Lake # CloudWatch $§#%

* 73 Security Lake $E#5i% & CloudWatch Z31R

Security Lake 8¥rF4%E

AWS/Securitylake @& Z B BIFE AT EFR,

FEHR iR
ProcessedSize A FEHERENPHREREXEFN AWS R
SHBEE,
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FEFR R
B4 FH

T34 E R T Security Lake 3647,

®E BN
Account ##E AWS IKFP K ProcessedSize 18%r.

R Y IR1E CloudWatch E&E & Per-Account
Source Version Metrics B , Bb4EE 7

Ao
Region 1$E AWS X ProcessedSize #8#%.
Source $E AWS HERM ProcessedSize %7,
SourceVersion HEMAH AWS BHERK ProcessedSize
B

LU LLEEHE AWS K B E#R (Per-Account Source Version Metrics) sRALHAAEKS
BI3E4R (Per-Source Version Metrics).

& F Security Lake B CloudWatch 1E#r

B LAE A CloudWatch ##l1&. CloudWatch B2W @ SITRE (CLl ) EFEBEI UREAXNEA
CloudWatch API R ¥ 12 Security Lake BY1ERR. ®EFRENERGZE , RABERBUTSRIFE Security
Lake $E%x.

CloudWatch console

1. BILLTMuLITF CloudWatch ##| A& : https://console.aws.amazon.com/cloudwatch/o
2. ESMERP , RERER. FIBEER.

3. EREEIMF L | %R Security Lake,

4. EFEENKFHRREEREENRRAEER.

5, BEBE—MENRUEFTHFMAER. BETIUERNITUTRAE
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g
- EXNERETHER , BERIIRE,

- BELHERER  BARERER

RBIRFE— N EBIET.
- BREREITIRIL

 BRBRERER , RRERERMNIER,

CloudWatch API

E A CloudWatch API /i8] Security Lake 1645 , #EfEH GetMetricStatistics #fE,
AWS CLI

EfEH AWS CLI 517l Security Lake 3845 , iH1E1T get-metric-statistics @ %,

BXERIERHTRIENESER , 53 (Amazon CloudWatch FAF1ER)Y B HEH Amazon
CloudWatch %%,

79 Security Lake ¥E¥r%E CloudWatch ik

5k |, CloudWatch i 2 i #R1R B 18 FriE

/Ch

FREMWEE, Hlan , B LR ProcessedSize 8RR EE
R, MEEXRBEFEERNBFEERE TS ERERNKEIEL,

BXIREEHRMWILEA |, FS (CloudWatch AF )Y F8EH Amazon CloudWatch 23R,
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f#F AWS CloudTrail i % Amazon Security Lake API i f

Amazon Security Lake 5 AWS CloudTrail £5% , EETRHEAF. ABZH AWS RS E Security
Lake FATIITIRVEMIIE S, CloudTrail ¥ Security Lake 8 API BRBRAEH. HBRWARASER
B Security Lake ##| & B AR Security Lake APl BERNRBER, MBESIERERIZRE , 7
LUFF CloudTrail B4 #5424 3% 2] Amazon S3 18 ( 21F Security Lake WEH ) . NMRETEBRE |
MR 1E CloudTrail ¥ & F#Y Event history ( BEH4ARI1EFR ) PEFERHMEMH. F£H CloudTrail &
ENEER , BULBEM™ Security Lake K THAER, ZRHERK IP bk, EKRA. EREHEIR
REMFEMES,

ET7#AX CloudTrail WEZEE |, 155 (AWS CloudTrail BF1E®E)

CloudTrail B Security Lake § &

CloudTrail FFfE &I AWS Ik FESfEZKF EE . 2 Security Lake A AE5EZNAT | iZEFIER
£ CloudTrail B4 d , H5HE AWS RZEH4—EBREEESHALIERED, BLUE AWS IkFHhE
. BEANTEEHEYN., BXEZELR , 58 EHA CloudTrall E4H R ICZREEEH,

EFE 0% AWS KPR EH (218 Security Lake FIEH ) |, FRIERER, FIARE , CloudTrail
AN EHERN B EXHEEELIEEN Amazon S3 . FUIRIERT , EiE4 A DI ZRERICRKA
WEIRBRIER M A FRAEAWS Xig, BLERERICRE AWS 2 XHIERAMEXEHNEYS , HFAEXH
EIEERIEER Simple Storage Service ( Amazon S3 ) 1. 4k , B LA B H b AWS RS, #—
F M 1E CloudTrail BERWENSHBEBH XITa. EXEZERE , BSRATIANEA :

- BIEREREBLRK

* CloudTrail XFHERFMER

* 3 CloudTrail Bit & Amazon SNS &4

o MZANXF#EEW CloudTrail B EXHMMZANIK UK CloudTrail B A H

CloudTrail i23%Ff Security Lake #24E , Security Lake AP| S Z 45 7TiX &84, fila |, X
UpdateDatalake, ListLogSources #l CreateSubscriber #{EM AL CloudTrail HEX
HhE%KE,

BIMEHHATREBESEXRERBFROARGR. BOEETHBEHEUTRER

- ERRERBAFEZIEE R AWS Identity and Access Management B FEIE A HH.
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- BRECEAACERKEFNAFPNENREEIEAEHN,
- HREAHHET AWS RF A H.

BXEZER , i3 CloudTrail userldentity T3,

T & Security Lake BEX A% B

CloudTrail BEX#HEE - IS NMAERE, —IMEHRTFIKREEARHN—MER , 2EAXRAER
WRME. RN BEMEE, HRSHBFHEMNES, CloudTrail BEXHTRLA AP BANE Fi#
KRRE , At eNF2REABERFE T

AR RBIERT BT Security Lake GetSubscriber #4E#Y CloudTrail &% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
o
"webIdFederationData": {
o

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",

T f# Security Lake BEXHRE 183


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Security Lake

RAriEmE

"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

T f# Security Lake BEX % H
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9 Amazon Security Lake &R NFRE

FRER—NTERE | BUENH DSBS AWS AR , SIERLRAM Amazon Security Lake &
Ro MEAHBEUTREARN (FINZERARE, PAIEE. MERHEMITE ) N ERBTHRIR, 2EANE
B, i, ZRUEARERNARE, 2BEEE. RoRBERRAIZFRELEEAMERS TERNE

3
Do

A A AT 2B K Security Lake BRIR2 BARE © iTHEFEZH AWS K- MNABESHEE AWS X
o

FH

- REEMAIR

£ IAM policy FERARE

« 3 Amazon Security Lake %R IIFRE

« && Amazon Security Lake BIRIIIRZ

. %% Amazon Security Lake #RHVIRZ

« M Amazon Security Lake %R # Ml BRI E

PR EA AR

—NERAEEZE 50 MR, BIMREHRTELENN —IMRERA— NPT ENFSE, TEER
—MELNRE  REEEANIREENR . REE TIARSRAVERA.

Bl , MREFMITEAALKSTREFTDRENZLHE ( —HITRAAFATEERE , 3—4H4ATA
HBIE ) , MALARIXETEBF 9B Environment #RE8, XBENRZEARECloudER T 247
REMBENITREE AWS RS , b 8EOn-PremisesiE AT HMAF,

£ Amazon Security Lake BiRE X MO EARZR , HEBEATILR

« FMRBRRZALE 50 MR

s XTEIMNRR , BIMERMLARKE—1 , HFERERE —MrEE,

- RERENEX D KNE, FHRESKE , BRNBUEE REXRBR KRR , A EEN RS — Bk
i AER

- RERFZALIEE 128 I UTF-8 /. RMEEHZZALEE 256 4> UTF-8 FAF, XLEFRFAILL
R=FE, BF, ZEIUTHS _.1/=+-@
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« Blaws: BRBLER AWS, BFEEEELNEARERIEREAT, W, BT EE RIMER
R RNIAERIE. ERALIRNIRZERITAZBNRIFRN 50 MrEBRHF,

« BOBENEMRSNEEER , AWS K HBMGER TED ERE AWS X f95R12,

- MREFEH Security Lake R ERDEARL , MXLERSRXNATER AWS KERBEZFEE
Security Lake FH&ER. SN EA T Security Lake EEH M AWS RS HIEGIE, FHRLER
MAEAXBRZIFRIR. i , REAN BT EFE , NXERSRNATEEXEA Security
Lake RV BIEHEE., ©INTERATFMH B EFNEHLIERN Amazon Simple Storage Service
(Amazon S3) . BRI AXRKEFREDERL |, BALAEEHA AWS Resource Groups =R 1Z &
R, Bl AWS RS , AT S3 548 M Amazon S3, HREEIR 2 EARZ 0] # B ISAR IR B IE MY
XEERR.

o MNRMBRFIR , WA IZEIR S E R PR AR S &R AR ER

BXRHMRE, RANKESR , B2H (i AWS REAFERE) PR AWS FIRAINRE,

/A Important

TEENRSHEENZREMERNBBEIE, T2 ABALIGRRS AWS RS , 21F AWS
Billing and Cost Management, ¥r&FiESE T HBUEBEHE.

E 7 Security Lake BIRAMNFMEERIRZ |, LA LUEA Security Lake %I & 5 Security Lake API,

£ 1AM policy HFERARE

F R BBRMIRZE |, BT LLE AWS Identity and Access Management (IAM) policy & X & F ¥
ZNRBRER, BRI A RERARE , BAUBEEHEPNHERAFMA® AWS K 51X
BIZMFERR , URBERAFPMACENEESBRM, KENMERRS. EETHRERFHE , &
A BATE 1AM policy # Condition JTE AR SREHEXNEHR,

Bilgn | EE L2 -, RFAFHEBEX A Amazon Security Lake BRI T2 5 RNR | B8]
REZRIRH Owner HREIEE THAMNNHAFE -

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ModifyResourceIfOwner",
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"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:username}"}

}

MREELETHENTRRNR , ZRRUER, XEWKE , ENAFRECEEL2ER:, mMAL
A BUREFT RS R TR R R 1808 T LU A R RARRZFIB LIRS RMNETUASHONAFTE
BXEk. ARXEZER , BZH IAM AP ErmP R ERRSREX AWS FREY T R RR,

79 Amazon Security Lake &IRRN MRS

=9 Amazon Security Lake BIRANINFRE , BRI LAEA Security Lake 2l & 3 Security Lake API,

/A Important
NERRIMFE ARSI ZRRN AR, EERRRNFEZE , BEETMAATREFERR
L) 7R 5 R A BRBY AWS Identity and Access Management (IAM) S #&

Console

HIERITHEE S A Security Lake AWS Xig i8I 21T &8 , Security Lake & A 2Rt @ E IR
WA R |, BNXERITEAENRFEAEE., QBT RN , FREEHE LNHEBRZERR
JIIE e

E& A Security Lake #HARANERBFERM—NEZ ML |, FIRBUTSREE,
NRBARIMIRE

1. $TFF Security Lake ##|#& : https://console.aws.amazon.com/securitylake/o

2. REZENEMIFENFEFRRE  ITUTE—RAE

- WTHEHEE , EEMERPEEXE, AF , £XERFP , BEXHE,
- XFITRAF , ESMERPRERITEAF. RE , #RNITRARRSD , EBRITEAS.
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MRZATARFFERP , BEAREA LA AWS X8 &8 GREHEP IR 72T
FAFHXE, ZRNESXENRETEAR,

ERRE,
BITHREE D . A&7 5 H L5l 0 A LR RVFIEIRE,
HEARERRD | GBI IFIRE,

ERED  MAZNZERMINFENIRER. e, EEET , TUERNRE A —MER
EfE,

o o~ w

—MFERAEE S 128 MNEF, —MFEETERSHE 256 M 2H, XETHTULS
B, WF. PRBUTFES:_./=+-@

7. BRAZERMNEMIRE , SEBERNHHE  RREELRSR, EUUNRRERSEZE 50
MRE,

8. FERMMIRESS , &R RIF.

API

ENBEFFEAURESRAERN—APREAMMRE , BNEVNENTREBFEHERN Create 8
£ -

o BIEHELE-E A CreateDatalakel®{E , HE , MEEFEAH 2R AWS Command Line Interface
(AWS CLI) , MizfTcreate-data-lake® o

« iTB&E-EACreateSubscriberi®E , & , MREFEHME , WIZE{T create- subscriber 5,
AWS CLI

HENERSD |, €A tags ERASHNBERNB B RN BN EEERER (key) MAERSE
(value)o tags EASHEE-—IMNREA, BINRBIEE —MrEBARELRBKNIFEE,

EaRABFRBRRM—NHRZMRE |, BHEA Security Lake API ByTagResourcel@ e , 5i#& , IR &
£/ AWS CLI , Z4T tag-resou rce i, ELNFERYP , EELE@E TR R IRH
Amazon BRABAM (ARN ) . A tags XXSHNERMNENMIZIEERESR (key) FAIEHR
LB (value)s 5 Create BEMGT—# , tags EXSHEE—IMNKREE , BIMHEREH
KRR EEN R — PR,

flan |, LA AWS CLI s S AEnvironmentCloudiREEMNREBARMB B ENITHE. It
I RERT Linux, macOS = Unix #1THRINILE , ©EARRBHL (\) THERFRES /TR,
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

Hep

« resource-arn BEEERNERNMFZMITERAF K ARN,
e Environment RERNITHAFPANINORSHWIREE,

« Cloud RISENRZR (Environment) WIREE,

HEUATRPIAP | Z S RHITERP RIS MRE,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

FF tags MAFHEINNR , BEE key M value EErSH, BR , value SHWETURZE
FRHR, MEBTRGHREESHIBEXREK , EFEN value SHIEEE. HlW , LTHRF
—ANEBRRIREEN Owner ISR -

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

MERMIRZIRIERTh , Security Lake FiR[E—NZEHY HTTP 200 MR, &0 , Security Lake ff
IRE HTTP 4xx 2 500 WAL , H B RERUNRER,

& & Amazon Security Lake BIRHIFRE

I&TLAE A Security Lake #2#]A % Security Lake APl Z£%& Amazon Security Lake BRIIRE ( 218
HERNFEE)
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Console
RBLUTSE , £/ Security Lake 25| 8 EF R EHNIRZ,
EEFRFEIRE

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

2. REZEFHHRENTREE  ITUTE-RE

s WTHEHEE , ESMERPEREXE., ZXEXRP , BEXE , AEEREE. <&,
RITHREE D o

« WFITEAR , ESMERTERITAAS, A, ERNITRAAFRS , EFRITEAFS
B0

WRZITEAFFAERT , FEARNEA LA AWS XiF E&F:5 , BREHPCIE TZIT
FAFBXE, ZRNIESXENRATRAR,
PREEB S FI H L BT 2 B4R R ARV B ARE
API

EUREAIRENEENERFRWIRL , BEA Security Lake API HListTagsForResourcei®
£, EEMERD , A resourceArn ZEIEERIRN Amazon BREF (ARN) .

MREFEAH R AWS Command Line Interface (AWS CLI) , &z 1Tlist-tags-for-resource@n = H &£
Fresource-arnZ¥IEERIFRH ARN, i :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

£ B RBIF | arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab _IMNAB
T AP ARN,

WMRBER T , Security Lake FHRE — tags B, ZBEAFHEINNREBIEET H o BH1Z
BRONE (SEFRSENNSE ) . flw:

EERFNRE 190


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-tags-for-resource.html

Amazon Security Lake ArfEm

"key": "Environment",
"value": "Cloud"

},

{
"key": "CostCenter",
"value": "12345"

},

{
"key": "Owner",
"value": ""

}

Hrh Environment, CostCenter # Owner 5 EAEFBENIFZLE., Cloud 5
Environment B RBHFREE, 12345 25 CostCenter iR AN IFZE, Owner ¥r
LR KRB RBENRSE,

Y% Amazon Security Lake RIRHIFRZE
E 4518 Amazon Security Lake BIRHIRE ( MR IREME ) |, BALUEA Security Lake #H AR

Security Lake API,

/A Important

RETRNAZARSFEN ZRRNER,. ERETRNIASBHEZ , BEFTREFERA
ZAR IR HE R 5 R R A 1E M AWS Identity and Access Management (IAM) B

Console
RBLAT SR , 65 Security Lake 2%l 8RB R FRHIRE,
RETRRE

1. FTFF Security Lake ##|#& : https://console.aws.amazon.com/securitylake/o
2. BEZFEEAFSHRRERE  HITUATE—HE:

- WTHEHERE , EEMERPEREXE, AF , ZXERFP , EEXHE.
« XFITRAR , ESMERPERITERAF. A, #BNITRARRSD , EBRITEAS.

RRARNE Y
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MRZATARFFERP , BEAREA LA AWS X8 &8 GREHEP IR 72T
FAFHXE, ZRNESXENRETEAR,

3. ERERE.
4. BARLEED. HRERDFIHIA S EAZRRNABIRE,
5. HITUATE—&ME:

- ERUARERMNFEE , BEMSEZINEEPHAE.

- EEQIH AR  FARREZUONER. RE  ERRINFIRE, EHANRES A
AFTRPRER, EEEF , TUERE AMKNIREE,

- EEQIHANEE  FEQSZEN EEFEE X, RAREEEPRAFTNIIZE.
- ERRIABIREE  FESSZEN EEPEE X
- ERBRAERE (HRERVNGEE ) | FEEREZLH BER.

—NRBREAEBZE 50 ML, —MERUTESZE 128 M7, —IMMEZETEESE
256 NFRF, XEFRHALURFTR, BF, ZRILUTHS  _.:1/=+-@

6. TRANITENREBZE 6 &E K77,
API

HEURED ANFEERFNREN , 2AFEERIAENRE. At | RERSENRESEBRRTE
EREENEE, MEELTERERR. BERENEEN , BH RS BRE AR INHIRE,

ENRESBRERERRBKNIZEME , B#E M Security Lake API BTagResourcelREBZIE
B, MRELEHRE AWS Command Line Interface (AWS CLI) , MiZ1T tag-resource . 1EH
MiERD |, EEERBIPBRIEARSEN TIRM Amazon BIRE R (ARN),

ERENEE , HFEA tags FXSHETEEFRERZENRSE. 4 , CEEEZRSEN
FREE, Bl , LU AWS CLI s S 2 B4R E T EOn-PremisesFEMWEnvironmentir&E®
FANREEMCLoudE RN, HRAFIREF Linux, macOS 5 Unix #THERIHN | ©ERARIBT
(\) TTEREERFRIZE AR M

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

R R RIIRE 192


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html

Amazon Security Lake ArfEm

He .

« resource-arn EEITHEAFH ARN,
« Environment 2REERRNHREEXRKENRSE,
* On-Premises BIEERZR (Environment) HWFIFEE,

EMNGERAPBREFEE , BAEE value ZHFNZEHAN tags SHIEEE. HlW

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MRZER T , Security Lake FHRE —NZH HTTP 200 MR, &N , Security Lake iR [E]
HTTP 4xx =% 500 W57 , H it RAERMMER,

M Amazon Security Lake &R 5 il BrRFR &

ZE M Amazon Security Lake R MIBRIRZ , BRI LAE A Security Lake 12§ & 2 Security Lake
API,

/A Important

MERP B RARZ AT RER BN ZRRN G R, EBRRIREZE , BEE TREER ZIRSE 5
R A AR AV 4E 1T AWS Identity and Access Management (IAM) SR EE,

Console
EBUTSER , £/ Security Lake 13 & MNERPBIER— N ZMRE,
MB R BRFR

1. 3TFF Security Lake ##|& : https://console.aws.amazon.com/securitylake/o

2. REZNFMERFENFTFRRE  ITUTE—RAE

- WTHFEHERE , EEMERPEEXE, AF , ZXERFP , EEXHE.
« WFITEAR , ESMERTRFRITAAS, A, ERNITRAAFRS , E&FITEAR,
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MRZATARFFERP , BEAREA LA AWS X8 &8 GREHEP IR 72T
FAFHXE, ZRNESXENRETEAR,

3. ERERE.
4. BITHZERD. REBoIIHIAT 2 RLZRFNABRE,
PATUATE—]RE

o MRPBRAREMNIREE , FESSEMBRAEN EEPIERE X

- ZREAHBRAREMNIRERMNAAEE ( LRENHEN ) | HRBEERBRNIRZEZ DI ER,
6. EMRFEHMEBREMIRL  FHNERBRNSIEEREES ERS R,
7. TEEXIRERERE  ERRE.

API

EUREEARIMNERPBER—NRZAMRZ |, i A Security Lake API ByUntagResourcei®E.
FEERD , £ resourceArn ZHIEEEMNPHRIBRIZE R RIRE Amazon BIREH (ARN) .
f£H tagKeys SBIEEER RSN RIR, EBRZSIMRE | TAEBRNE MMM
tagKeys S8 , HAMS (&) 2/ , Hl10 , tagkeys=keyl&tagKeys=key2, MRIXMNE R+
MREENHEE (MARREE ) , BRENSMT2MERRZ,

WMREE AR AWS Command Line Interface (AWS CLI) , #&5&1T untag-resource &5 A&
BHRBBR—ANRZMEZ, £ resource-arn 28 H , EEENFBRIZZNRITHN ARN,
M tag-keys ERASBIEEER MRAOFSWRZR, i, UTaSMEEITHEAF iR
Environment /¥ ( BENSBIIFEE )

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Hr | resource-arn EEEMNFMBRIFZMWITEAFH ARN |, Environment R EMBREIRE
IR,

ENRFEHRBRZMRE , EHFMENHMFEREN tag-keys KRS BHIKGHRSE. Bl

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
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--tag-keys Environment Owner

W RIBIER TN |, Security Lake FIRE—/NZEH HTTP 200 M5, &N , Security Lake fFiR[E]
HTTP 4xx = 500 MR , HiZBARERXMHER,
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Amazon Security Lake #FEHE

WMREMEA Security Lake BFHBZIAE |, HSEU T E-,

X B AR A 1T BB HEBR

S ec urity Lake #2488 ‘B TEHE R T ZWENBEHNRBERE, Fln , NREEKRNAL G
IR CloudTrail % , Security Lake 757 AWS CloudTrail EBEH4E A AEWE, REREEES
TEE14 XRAKENEB, BLERE/N RSN ERNZ WA AN TR,

ELUREAXGERBREE |, R LA Security Lake API BiListDatal akeExceptionsigfE, MRE
FEHMZ AWS CLI , & Tlist-data-lake-exceptions@i. ¥ FregionsS# , BOLUIEE—IHZ
MXIFHARES (us-east-16la0 , EERI (HFEFRLILE ) X , AEFH XL XIFHHEE, MR
EF 2 EregionsZH , NLREIEWAEXEHNEE, BXXHERBHIIEK , E5H AWS — KRS
# ) Amazon Security Lake i 5.,

Fltn , LTS AWS CLI 855 H T #Mus-east-1Meu-west-3XBEH R, L REGI2ERT
Linux, macOS = Unix #{T#&NLH , SEARFHT () THREFRES TiEM,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

EFRBERERBANLZLMAT , 1A Security Lake API
) CreateDatalLakeExceptionSubscription¥®4E, B LUEIS B FER4F. &ixF) I 2% & 2 BA 51 AR &5
(Amazon SQS) BAFI, 6B E&RIA S H Ath X IFAY IR AWS Lambda BHIA o

flgn , AT AWS CLI s S B EE RKERIEEK S KIEBX Security Lake FEMBEH, RHI=2E
%t Linux, macOS = Unix #THEIH , SERARRBHT () THERFRIES TIERMY,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

EEFEXREITANFAFGE , B LUEAGetDatalLakeExceptionSubscriptionigE, EEHFEL]
7 , #& ] LA A UpdateDatal akeExceptionSubscriptioni®&#E. EMIERFEITRHEILEH |, BRI LUE
HZDeleteDatalakeExceptionSubscriptionig 4,
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Lake Formation #FEHERR

FERAUTEERBEE USSR Security Lake #1 AWS Lake Formation #t3E FE i &K A AT BE
BEHENRB, BXEZ Lake Formation HEBEERER |, 55 % AWS Lake Formation 7 & A G 1§
BB FE R D o

AELE X
%R OIRITH A N TH L85 HER,

EYEHAEIR , FRARZEEREHRFIMNKIR. MRELE Security Lake BRS54L T REARERIN T
KR, MARESRITRAF ZEFRFINXLERR. BXRFMRFENELZELR , HSH Amazon
Security Lake FHREEE,

400 AccessDenied

I EENSKREH A CreateCustomLogSource API B AT RE 2B B b 45 1R

B FIEEIR , HEEFHEH Lake Formation &R, @A API B IAM A€ R EHF Security Lake B#EE
WEIBRNR, BEXEZEL , S AWS Lake Formation FF & A R IEEF R A Lake Formation
EHENEEN TR ERTFHREENXR,

SYNTAX_ERROR: line 1:8: SELECT * A AFA T & BN XK

B XTE Lake Formation PFEMHFRIFERE |, B[ BH IR,

EYFER , BREZNEAN IAM AR FSELECTBR AWS KPP, BXEF SELECT NRAVGH
B , 2 AWS Lake Formation FF & A A IERHFHIE A Lake Formation 2 &l & M8 E 8 &R 5 =R
F xR

Security Lake KBEF1AH FEH E 4K ARN R H1ZE| Lake Formation 2 HEE
A, HaMHFEHEER T s BN FENTERES,

£ /8 A Security Lake TR H0 AWS BRSS 7 BEIRE , WA RES U E AR IR,

B EREIR  FERBRUTSRIEE

1. 3$TF Lake Formation ##|#& : https://console.aws.amazon.com/lakeformation/o
2. LUEEAFPHNENER.
3. ESMBERNANET , EREEABNES.
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4. HEBFEHEERRD  EREREER.

5. BBRHEFIENE IAM PFRIHFNELK , REEERTF.

6. Eid Security Lake #1E,

Security L CreateSubscriber ake with Lake Formation }& 8 8|2 # RAM &
5/\#\3%15 ﬂj\:ﬁg

W RIBTE Security Lake 82 Lake Formation T A/ 281 , . £ Lake Formation MR 2 Tk
AIBKFHFEAZRAEZRR , MAsELFENE IR, X2EN Lake Formation iRZ 2 FRZA 3 5
K P = ZE I 2N K P AR IR F RS E — N AWS RAM BIRHAZ R AWS RAM BIRHAZHHK

=
o

BESUPRERFRAZEZMECEELEARITRAAPRBENAZ ID , UREREEZ ARN BREE
CreateSubscriber Wi HY ARN #EPCEL,

AL S b Athena HEVE H# 1TREFZ

FEAUTE R UHEBERL S ERIEMEA Athena Bi1EMTE Security Lake S3 &R RIS RET A
BEIBZEINELRB, BXEZ Athena HIEBRRER , 1§25 Amazon Athena A F 8RRV E Athena
it T EBERR TR o

B ARIRE TSP R R

BN{E Security Lake 9 S3 FEEHP T EHNR , &K Athena Eifjth O] BEF IR B Bh Iz o AU X LE 3¢
Ro, MREEMT Security Lake AREXFGHEEA , Mgtk EXME R, ik, AWS Glue X7
BET L E P E M Ko

BUEIER , FERBRUATIRIEE

1. 3TFF AWS Lambda ##|& , Mt https://console.aws.amazon.com/lambdal.
2. ESMEMXEEREEEL , %R B A Security Lake {8 Athena i) KiR [E 4 RH X1,

3. #E#HAHAH “HHH#H### Securitylake_Glue_Partition_Updater_L ambda_
“region>” region> ###

4. HEERERTFF , EEMRRR.
. RBREBELRER , REEREE.
6. EEBEMARR A AEEERE. BERSE2ZENEER,
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Foix 518 AWS Glue &

Eif G EITRE TR E G R EE Security Lake BIEH AWS Glue &,

B, FHRREENTREERSRAS (THAFSR ) PHDR,

WMRITEAAFMATERR , FRRBUTSRIRE

1. 3TFF AWS Glue #£#1& , MikA https://console.aws.amazon.com/glue/o
2. ESMBERPERBEER , ARERARRE.

3. FEAETARNKBEITEERTIHE AWS Glue REINR, AXUIEETRRNEBNESE
B, B2 AWS Glue F R A RIEREFRER T AWS Gluek) & T F iR KB R

Orgations #FEHERR

FRAUTEEUHEBE LIS EEEFER Security Lake 1 AWS Organizations i ] 8238 2 #9 % WLI7)
B, BHXEZ Organizations BEHRRER , S H AWS Organizations A FEEH S EHEBRED 2 -

i CreateDatalLake B/ERTHINIEL R 5E1% KPP BB ELME
REBAKFSHIMMIK,,

MREHREZEREEAKSIBENALR , RAEZHFERZK, BN Security Lake 2% &5 Lake AP
¥i%i& Security Lake , I A gE & Y Z ik CreateDatafi iz

EYFHER , FEARKABEMEALANEREERAKS MK,

Amazon Security Lake & 3 #17 [7] # FE B BR
FERAUTERUHEBRS S E R Security Lake F 1AM B 7] 8238 249 5 0L 7] &
FFTANIE Security Lake FHITRIIR/E

R AWS Management Console FiFEETXNHITREIURIE , MIX TR REE A I KRB, EEAR
R EIEA R

X mateojackson IAM AP ZHEARFAEERXEN subscriber #RNFHEE. , EFHEE
EH Securitylake:GetSubscriber WA , AKX EUT REEEIR,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetlWidget on resource: my-example-widget

EXMBERT , Mateo ERMHERE R ERMERRE , LA SecuritylLake:GetSubscriber
B4EVE subscriber 58,

KL T iam : PassRole

MREBE —MEIR | RPBEINIT iam:PassRole B{E , MATMEFHM KRB UL T RN ACEIESE
Security Lake,

BE AWS i3S AR AGBRKELIZRS , MTAREIRMNBRSAGIRSHEXAR, Hit,
BB MER A BLEERSHINER.

LR marymajor B9 IAM AP 2R E A1 A Security Lake FIITIRER , AKX LT RO
%o BR , RELNEERSACGHEFHWNRT AIMITILEE, Mary TEBFAGERZE RSN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , ZIEH Mary KISRBE LA R VP EINIT 1am: PassRole #B1E,

MREBFEERY , BHRRAECHAWS EEA, SFNEEARREAEREIIEN A,
BB ATFRUAN A GBI AWS K B Security Lake &R

ZAaE—-1MAE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEY , ANEEAG. XTXHETRFEMNRBEHTREHZIR (ACL ) KRS , E7 2L
150 PR 3 L5 SR B ) A 53 3% T X AR B B IR Y 1 R A

BETREZEE , ®SAUTRE

- ET#E Security Lake BB XIFXLIIEE , 5SS HAmazon Security Lake @5 IAM —#2#E A,

- ETHIMURENSRENERNIGRNE AWS KA, 55 IAM AP EETRHRERE AWS
K 5= IAM B PR TR BR

- ETHRNAEE=FREXNEHERAGRNE AWS KF , BHSHE IAM AR ERETRHREE=5E
HiFER. AWS Ik
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s ETHNMAUBERE SFORIEREFRNER , F256H (AM AFERE) PHHEE B EAKIERN
AP (BRESHRIE ) RAETHRNE.

c ETHEAACNETRRNRBETERKFIBFRINXS , 28 IAM AFRERTPHEBIKS ZIRE
.
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W{AIHAE Security Lake B E M

Amazon Security Lake WENE TR N H : HIEBRIAMBIEFEZIR. Security Lake & A] LS H At
AWS RF MEEREFEHENMEZENHKIE , XEESTEFELMP A,

HR1E Security Lake X #FFHE AWS XI5 —/ AWS Ik~ R ERFTE BERETEER , ZKFRE
ZEM Security Lake B9 15 REFR A, AR BRHARME , BMUREEMERS~ERA,

B R

X L5 %% F 5k B BREWHY AWS CloudTrail B A K EH At AWS fRSs BEFMEH ( Amazon Route 53 fif
WwEREMHEE. AWS Security Hub &4 R R Amazon VPC R B ) BEE,

R

X LR AR B T Security Lake #R/EIL R T B M 2 £ R HIHE LR (OCSF)ZR ¥ H 39 Apache
Parquet #&=X89 AWS f§ss A ERMEHE,

X IRSSHY 52 A

UTREEZREBIFBHPFENMAZBRB IR ~EN— LA : AWS RF

« Amazon S3 — X 2% F Sk B £ 88 Security Lake Ik PP R 4E3 Amazon S3 E6E8, TEME 1764
BIREURRA THITZEMHREFEMITERNSERS. BXEZEER , H55 Amazon S3 Efft.

- Amazon SQS - X& 2 Ak BAIEZA THEERMM Amazon SQS RS, BXELEE , BEH
Amazon SQS EH.

- IS EventBridge — X 2% AR B & # EventBridge [T (AR T RAENREHM, BEXE
%{E5 , 12 Amazon EventBridge FE .

TFE A FEZE# Security Lake FHBENEFHEANERM~ENFZABITRAF&AE,

BXEZEER |, BSR Security Lake EHTo

& & Security Lake FREMNLERAH

JB3d Amazon Security Lake 2 HI AN ERAERE , B LLEF HHIK Security Lake £EAE , URF

RNFEAENZRRAGE, IREBNEAESENE 15 RWARERA , BLRFEXAHANERAE | &
AEENERRIHASRGEA Security Lake M3 H. BX Security Lake EHTHIBLR |, ESF W

¥ TE Security Lake FIEH . BXIFMEEMBZA RO , ES Amazon Security Lake EH
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£ Security Lake # , AEMERAZANETRE , AECCGER T HEH AWS Xifl, XEFRAEE
THLAPRMBEKF XS Security Lake BVER |, BIFHBR AT MK L L ZEIHELR ( OCSF ) # Apache
Parquet #&=, B2 , MK T AT BFEE Security Lake Bi & FEANEMRSHERA , Hl0 Amazon
Simple Storage Service ( Amazon S3 ) #1 AWS Glue,

EFEAENAEL  SUNERESEFEAENEAKENREER, RANBRIZKE1 NEFHBE. &
MBMEZED 1 KK Security Lake fEREFTEEEERATIN,

NHETEE R TrEKFNTITRA. XEBRFEEPELEBRAKERERRBR , #RK 30 MNEA
H AT EY Security Lake =51 AWS X5 A4S, REREAENTITRARRIREARANABEKS .

EREANERETD , FRENZRABBERONFI R, WTFAF

« BEIOBR D M A RARA - X REBIEIORL S B %18 Security Lake EAR | URIBREHE
e 7 A RS P B SRR R RS AR 30 A B A BRNRA, SREME. MitEHEA
Wit B AR T BANHFEKS, MREEE—TOR | REFHF—MFIER , EFERTH
B NEIORER T BENSH, ITEAKS | FOERELE KA RRN G EAR , 08
SWMitERBNRA,

o HRIKP RIS B PSR R A — X REIK PRI B9 524 B89 Security Lake B | MRARESE S
R S B 9 OSSR B B B AR R 30 B AR BRRA, MBELRE—AKS | RET
TR —AMFOER , EhERT ZKSHERRNIOR. XTSI MARNR , FoEREL2 3R
EAE , bRETMIERRNRA,

BI85 R Security Lake FIRINAEE AWS BHER , M XN HFERFE REENRP, MR
LRERSERFZHA , RATEWERNMAAE AWS XF , RIS E B ENEANEARERE, BRI
AWS SREVEE | BN P IRERTE AWS S, BELNRTN S EEARRREITES,

RBELLT SBRIE Security Lake #2#| &P EEF A2 M T AKIE.
& E Security Lake FRAEMMIT A (#HS )

$TFF Security Lake ##I& : https://console.aws.amazon.com/securitylake/o
SEANEALAN AWS XiE £F8H  ERETECAENRANXSE,
ESMERT , ERRE , AREREAE.
EREEEFAENFTAKENRER, BMAMENRE 1 X,
BERBRBERFN SRS ETFAFAEFEERAENTA,

o ~ w0 bh =
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Amazon Security Lake X1Z#i% =

B X Security Lake X XFH MRS im ST , 55 (AWS —#ZE) HH Amazon Security
Lake ¥ &0

BINBWEEFE S XM AWS X183 A Security Lake, XiE#& A LA#E A Security Lake 348N F13
EARNRFREEY , EEELERENFERANXIFEF LA LL,
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#* F Amazon Security Lake

&2 Amazon Security Lake B , Security Lake £F IENEH AWS R E R EFEH, NEW
Security Lake IRE AR E AWS 1K= FEIZMNERFGSERE. A EF#EMAPREBEEM
ABYBHE AWS BRSS |, filan AWS Lake Formation & AWS CloudTrail B & B BUREAE , AT
. Zf%1 Amazon Simple Storage Service ( Amazon S3 ) @R HEIBIEEM Amazon S3 FfE4Em
EHRETA,

M Security Lake 2| & H “%E” WEZHA Security Lake 2F IEWEFTE AWS X3 K523
A Security Lake B9 AWS BEMEH, BRI AEAEG A LM XERERE LEESEXFKREH
. Security Lake APl AWS CLI LUR #8518 3R Fhg e i K f5 Fh 42 1k B 028

MREFEAEHER , AWS Organizations H BZHKFE TEHREE S Security Lake Ik HI4A
0 N RAEZERK Security Lake EERFREN B MR AMKF ZA Security Lake, B2 , BEHAL S
= IEWER B B K B9 B &

HIBNALEER Security Lake B , IRIZBARE LIREHZEARBARTRE  NLRBEENEIR
EER, ALEEBREEZEREERANTEHRZA Security Lake,

FNFEENKIR , E15 A Security Lake Bt , %FE Security Lake B HI & ZAZRABNKIEF, Ko
AERESBURER ML [ Amazon S3 KX AE. WA, BARERITRAFER , BUITHEBFD
Sae% KB Security Lake BWEIE. B AR EESCRRRITEAF KRN FEHREER , BFSH
EIVE RG] R =

REBNBUAER L2 MEE A, Security Lake APl SREER L 28 AWS CLI,
Console

1. FTFF Security Lake #£#|#& : https://console.aws.amazon.com/securitylake/o
2. ESMERFHNRET , EBREN,

3. 1EIEEA Security Lake,

4. RERRHITHEIAE , WA Disable , REEFEM.

API

ELURRFRERZEM , BEALTLM API fDeleteDataLakeiRfE, WMREFEHAMHZE AWS
CLl , iz {Tizdelete-date-lakefn 5. FEEMERSP , EAregionsFIFzHIEEA Security Lake
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WENMXEEEXEAE. EXXERBASIR , S5 AWS — &S E H19 Amazon Security
Lake ﬁl_nl'-lﬁ/r\l—:_'\o

33 FEF B Security Lake 38 AWS Organizations , RERHALERK Security Lake BIE R T 8E
NALRPHNKFZERA Security Lake,

flan , LA AWS CLI &85 ZMap-northeast-1fleu-central -1XB ML £, WRHEIRH
X Linux, macOS = Unix #T#ENLH , SEARFHT () THREFRIES TiEM,

$ aws securitylake delete-data-lake \
--regions "ap-northeast-1" "eu-central-1"
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= I 7]

Security Lake B 7 &R#FARAKIEARE & ik

2024 £ 5 A 20 B , Amazon Security Lake S E#H B & FARAH parquet,
N1+ 4 Security Lake B T E#H ?

FERALDHRANFEFRBZLERRSNFES DN —B2 |, Security Lake KEHEM MBI, =5
FE. API FfITER, Security Lake R BREFFEAFMBRRENZTY B , SERAHERATE,

EMPBERT , ZTREQXSBRENFHEN/SLESRRKEAHTL. EEREENEXIRED , Xk
ERBLEERE,

Security Lake &P Z £ B EXHIRHELN OCSF &R | HUUSREAH parquet 1EFH L
FFo Security Lake ETE#THINE N , MBRTERXRAZTINIARESHRER. EXEZHFHAE
B, {55 H Par quet 1=,

EMWETURRES KR TEIARESHRARZTENEE ?

BXEZER |, B5H parquet %= GitHub Z4&FE ConvertedTyped B % F R BT B & -

R AR AWML Security Lake R ?

MR FEHA T L% Athena 5 Apache T & ( Spark, Hive, Impala, Hadoop ) 3Ri/8 Security
Lake & , M&ETL. SARMEANEIFHAEF~iHmTEM API LUEBR S X B3I E,

MREERAHMEFIwTE | Security Lake IR T 7 MALIE B #/it i FRAEVE 5 3E. TRIIH
THRENIBERBIE BN RINHNER.

ERBIENEL
AWS RS e Current New
Amazon Athena B HA/8 8] 1970-01-20 03:04:05. TE X
399 000
Apache X% H ®/8t 8] 1970-01-20T B XK

00:04:05.000-03:00
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