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28 Google WorkspaceZ#E AWS 7R,

@ Note
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MRE R KRS A IAM Identity Center , i5Z 5 /5 AWS IAM Identity Center,

== 30

« 7£Google Workspace#l IAM Identity Center ZBEE SCIM BLE 28l , BRAVEBWUEEHITHEFEH
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PFERP  REERSE, WA, ERENLSRSD , £EFT 1AM Identity Center 2% & FHY

N

Google Workspace 27



AWS IAM Identity Center ArfEm
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., ERZNRENSEE , AREET -5,
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RO BINARFHRIES , BHEENX Google Workspace NARRFREXE, ERTHEMNNA
F2F : Amazon Web Services 1 AWS 15817,

%R AWS R RARRF. BEEXRITFHIAUEEZ AWS k- Bir,. RAZEBcIEEA
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® Note
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FEN IAM A Google Workspace A , M A#12 2 42# Google Workspace A F*
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<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>
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2. 1%3#F IAM Identity Center iE#28, AfF , EHEE =/NETIF IAM Identity Center,

3. HUEBMFER , BRI LUERAFBERS | EEFIFESE , RAEHITUTRE . B4ANE
AN BNEATE 1AM Identity Center R A TIE RIEFIN B NEERITXES R,

a. ERZSEHEBEMEBHFRD , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName. ¥ AttributeName it 7 &1E IAM Identity
Center RHAEHWE M B Fr. HIW , https://aws.amazon.com/SAML/Attributes/
AccessControl:Email,

b. 7 JumpCloud BB/ FEERH , M JumpCloud B XS EFERFEM. Hlin , 8784 (T
) o

4. EBERE.

(Al ) MBI IG R FIE

BRI UL IEAE R 1AM Identity Center AR EY 175 0] 12 /& 1 ThEESR4Z1% Name B IRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt¥&, kit
ZATENEMEN SAML ISP 2ENREEZE, BERRERENESER , 55H IAM AR
BT AWS STS i 1E 2 EIRS,

ENBEHERNLERSERE  BEERERSEMN AttributeValue &, flin | EEBRZRE
JfCostCenter = blue , HEAUTE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMENEMY , BHENMIEETE N EIRM Attribute T,

(A% ) 1R3% 1 A R I 1
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B3 Microsoft Entra ID 1 IAM Identity Center BZ & SAML # SCIM

AWS IAM Identity Center X35 %4 M SH7IZiES (SAML) 2.0 £ , WREREH S HEE RS
(SCIM) 2.0 #HSCFF Microsoft Entra ID ( BABI#R Azure Active Directory 2% Azure AD ) HREY A = Fl4H
EEBEME (RZE ) El IAM Identity C enter,

B #R

EAHKRES , BEENIRAERE , HBE Microsoft Entra ID #1 1AM Identity Center Z [E]#) SAML &
EM SCIM B, ERANEZLS TS | L[ Microsoft Entra ID F IAM Identity Center F 82 —3
M A (Nikki Wolf) , BT EM SAML £, 85 , fE8 SCIM SR —H 5 , BFLIE—H
FEKNRAF (Richard Roe) , BARIE Microsoft Entra ID RV E MR B RTHIR S F IAM Identity
Center,

TEIRFZAF
ERFBAHRZY , CHARERBUTHE :

 Microsoft Entra ID #8F°, BXFEHMEER , FSH Microsoft Mk ERRZEAT]  REHF,

- ©J/5 A AWS IAM Identity Center WK, BEXEZEE , BSH AWS IAM Identity Center A 15
EHHE A IAM Identity Center,

S, 1. H£R Microsoft 31/~

EAS TG | BN T HROALENEE AWS IAM Identity Center 1l 57 T2 F 3 7 #1228 Microsoft
Entra ID Wi A 7 2 Bl 15 B AX R

Step 1.1 >
$ 1.1 : £ Microsoft Entra ID A& & AWS IAM Identity Center 1) i A2

FEE IR | R TE AWS IAM Identity Center & %% Microsoft Entra ID &l AR, HEEE
TEBSHNARERFEES AWS B SAML iE#E,

EOURRNARFEE RN S 4% % Microsoft Entra BEEH /L,

SMEEM > MARE > D ULRAER , AREERHNAER.

FEXI 5 Microsoft Entra Gallery W £ , E#ERERH A AWS IAM Identity Center,
Mg R X g kR AWS IAM Identity Centers

R,

o K~ w0 bnhp =
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Step 1.2>
1% 1.2 : £ Microsoft Entra ID = &1 2z A =
Nikki Wolf =& 1E Ltk i3 72 # 81 2 #9 Microsoft Entra ID M A FHE,

1. 7E Microsoft Entra EEHOEHE , SMEIEH > AF >FEHAF.
2. HEEFAF K AREBRRENIPNCIEFAS,

3. ERAFPEHEHH , A NikkiWolf , REEREERMNITIYT B, Hl
| NikkiWolf@example.orgo

4. HEEREBWHF , @A Nikkiwolf,

5, HEBTRMASRERD  SULRRERE , ERAFERNED , AGEFHHETE RN
=8

6. EEEM, EAEFPWA Nikki, EHEKS , #HA Wolf,
7. EREERHGE , AEEFRCE,

Step 1.3
HB 1.3 : £ Nikki 2B AWS IAM Identity Center B9 BR 2 &I X E 4458
FEHERES |, BOFIIUE Nikki AT AR ZhE K HE Microsoft MK/ 1P ARV HLER R,
1. EE—MHER[/PITFIRER , TERNKSIFABRAE , ARS8 A Nikki 5T 2B Fip

ik, a0, NikkiWolf@example.orgs

2. HMIERE, WA Nikki BBD , AFEEER, MRFHEEADERN , REFEREENR
=i,
. EFEWTHERERE , ERHERAR , X THAREFENRETR.
4. EBRNKFTEHNENSHES  ERERNVNARERF. BIE  RINSEIN , kRF2ERE
ANARRF. ZRAMN—1 AWS IAM Identity Center AR , EHRENLIERD , AFER
AL

Step 1.4

B 1.4 : 7 Microsoft Entra ID &1 [a] Nikki 2 B R

MELRERIE Nikki ATAK AR FRNK SIS, BEALYESEAF 2B ZE AWS IAM Identity
Center MRAER.
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1. 1E Microsoft Entra EEFH/0EFHA , MBI BH > NAERR > DK ARER , AEMNIIERH
1%£3$2 AWS IAM Identity Center,

BEM , EFERFMNA,

IERNMAF/E, ERAULBRARATRATIENHES. WBETERAARITIE,
RN ERE , FAF TEEREREANR.

1%$# NikkiWolf , ARFIEFRIER,

EFMSERE , %25 8. JE , NikkiWolf HIE S B4 AWS IAM Identity Center B FA12
FR AP HIERS,

o o &~ Wb

S| 2 HER AWS K

EARLSERS | BF T HRIMAER IAM Identity Center Bt B 7R IR ( BEIRRE ) , FHHOIEENN
Nikki Wolf AP , # N E 2B EE AWS BRATEMNRE,

Step 2.1 >

$I 2.1 : 7£ |IAM Identity Center €% RegionalAmin X PRE

LR A T @ Nikki % T4 ER AWS KPR , SIEEM AWS Management Console Bk
FRIEHEEXE, RIAVHELEMAEEEHEE Nikki Ik HAEAESHNR,

1. $TFF IAM Identity Center 2% & .

2. EZKFRRT , EENRE,

3. EERVIENRE,

4., TEEFENREXRBETE , EFEEBEUNRE , AEERT -5,

5. BEAKER  SNERFT , RARERAUTIRAINRE 2K

a. EERMFER , EIRREIED.
b. HHRBEAT , NIIRFEEKS , REEFUTEIRE.

* ListRegions
* GetRegionOptStatus
* DisableRegion

* EnableRegion

c. HERMEIRZL , EBFARM,

Microsoft Entra ID 38
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d EAMERTENEREHET  EBMERE , RAEEEFMNER, RiIEHEREEEN
TR :

"Statement": [

{
"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"account:ListRegions",
"account:DisableRegion",
"account:EnableRegion",
"account:GetRegionOptStatus"

1,

"Resource": [
nin

]

}

6. ﬁ?%T_Z’Fo
7. EEENRBREFAEENHEMNNBRERZMNT , WA RegionalAdmin , AFEET -5,
8. HEHZMAUEE , EEFEVER, ERZ2EE RegionalAdmin ERENREI RS,

Step 2.2 >
$I 2.2 . £ |IAM Identity Center FR &I B HY Nikkiwolf F F

BT SAML MY FREE# IdP (Microsoft Entra ID) #1E IAM Identity Center B3I 8122 F#I#
# , REEATIRETE IAM Identity Center F3I 812 R T Microsoft Entra ID A Nikki Wolfs
AP OBEENAR,

1. 3TFF IAM Identity Center &l &
2. ®ERP,&BERMAR , AEREUTER :

a. NWTFAFBMBFEREIE - B A L2 Microsoft Entra ID AP BRERAK
NikkiWolf@yourcompanydomain.extension, 140 , NikkiWolf@example.org.

b. WIAEFERHbU - EFMA L — S P E F otk
c. BF-HiANikki

Microsoft Entra ID 39
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d. HK-#HAWolf
e. STRBW -3 A Nikki Wolf

3. EBERMRT—F , REEERMAF,
4. EEXMA,
Step 2.3

FIR 2.3 : £ |IAM Identity Center 2 F Nikki 2Bl 2 RegionalAdmin fXR&

EXE | SRR E Nikki PrEREXEF AWS IKF |, RREAESERINER AWS 17 BRI 4
EMNR,

1.
2.
3.

$TFF IAM Identity Center 2 &1A o
EZEFNET , EZE AWS K,

HEERT Nikki EEXENROKS BN (flizz ) FiL , RREEE  REEESERAFHM
A,

EOBERAPMARE , EFEAFIEEF , REFEF Nikki BLNEIRE K RREET-F,

S 3 BERNRX SAML ERE

FEL S B | BFAEE A Microsoft Entra ID F1HY AWS IAM Identity Center 1)l 1 A2 7 A K 1AM
Identity Center FREI S\ ER IdP R ERELE SAML iE#E,

Step 3.1 >

$I% 3.1 . M IAM Identity Center YEEFT EHI IRSS IR TR

FEHSETRF |, M IAM Identity Center HEBHERXFBRMS , HRTHIEXHM AWS
IS ERE SR URL (E F—SFBES Microsoft Entra ID FIEERNEZERA ) o

1

2
3.
4

£ IAM Identity Center #2241 & /| RFRIRE,

FiEEREL , EFEFORETF , RARERRE-EXEBR,

EEEFSHRIE , ERADBESORMES , AREET -5,
ERENDBEORMUETENBRSREARIKET , BB TR ABEXH , UFEHTHEEN
REH,

ER—%2 , HB AWS HEITFAEFR URL WE , #86HE. ET—SHIRTHN , BEER
AZfE,

Microsoft Entra ID 40
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6. FUITEARBFANTITFRES , REHAT—F (Step 3.2) , 7 Microsoft Entra ID HEL &
AWS IAM Identity Center Rl AR, e , BFRELAE , THENMIE.

Step 3.2 >

PR 3.2 : 7 Microsoft Entra ID FELE AWS IAM Identity Center 1l N FATEF

WEBREASELE—SREN THTEHMEF URL WE , £ Microsoft i 52 B, — ¥ # SAML iE#Z
R’E,

1. 1E Microsoft Entra EEH/ULEEHEIE , SMBIGH > NARRF > DUNARR , AREEFE AWS
IAM Identity Center,
2. HEEM , ERESEF,

3. EMFEASAMLRER[ERIHE , EFLEATBENXH , EBXHXER , EREEL—FF
TENRSREBIBEXY , REEEHN.

4., FEEAXRSAMLEERHE , RIFFRRAFHNEE URL WEIERESEME[ AWS L
https://<REGION>.signin.aws.amazon.com/platform/saml/ F ki =,

5, EEBFURL(WE) T, MWLEEL—S (Step 3.1 ) EFIH AWS HRI[TFEF URL B ,
EERE , ARRE X x<AEOQ,

6. WRBTNX AWS IAM Identity Center BV RUEF |, EET , BBEENRH, BNEREN
FSRRAP BT LIS E

7. TEMEA SAML REBH QUBFRTEMN SAML IERES , EEBE B ORI THIE XML Zi |, &
BTE , S aBBEX4EREIENRED, ET—FHIURTH , BFELELXHE.

Step 3.3 >
S 3.3 : £ AWS IAM Identity Center EZi& Microsoft Entra ID #A&B I1dP

EXE | #FIRE R IAM Identity Center BH AN EXFBRRS , 5EKX AWS A SAML iE#HEIZE
B EEE D

1. JREITE Step 3.1 &, I&7E IAM Identity Center 2 &I A FREBRITFHFRESH N BEFLE,

2. EEBARNSFORHERNENSMREBTHBIERD , &R IdP SAML THIE TG EX4HR
, RFEFEEE L —DM Microsoft Entra ID TEH S MEHBE BB S , REIEEFT
Fo
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3. ii?%jt_io
4. HEREREFHHERMERIER , WA ACCEPT,
5. “BREREFMHR , UNAEBHNER,

Step 3.4 >

HPR 3.4 : Wik Nikki REREE DT AWS HRIF

EHEREF | B E A Nikki BYEIEZF Microsoft RIS/ | Wik SAML iE3#, @354
WiEfE , B ST Nikki EEME AWS R FE AWS IAM Identity Center S ATEF o

1.

AERNIKS A ERIUE , WA Nikki 52 B FhR4ibit, 5l
i, NikkiWolf@example.org,

2. HIERET, #WA Nikki 2B , REERER,
EENKFTEHNENShES  EBREVNBAERF.
4, ERWNHARFRE , %&FEHR AWS IAM Identity Center W BRRF ., XNZSRREHRIT
A B BRI,
5. 7 Microsoft W& F M@ , EFE/ Nikkiwolf Fif, MEBEXIBREHTEHNRIE , FEXE
BRIEH NikkiWolf Fif, XNiZSBaREEE@E AWS FRITF,
® Tip
MBEBKRBIEER , BHTRE | BREE Step 3.2 PHAH AWS HEITAZ
% URL MEERTE Step 3.1 FEFIWEMTE.,
6. WIARBER AWS Ik ER
y
® Tip
MBETEANZE , BARER AWS IKFBHR , BEIAREERINE Nikki 2 B4
RegionalAdmin fXBRE ( EZ 5 Step 2.3),
Step 3.5

R 3.5 : Wizt Nikki X FTEEH AWS K/ BTG R ERE 7

Microsoft Entra ID
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HLWSTp | LRFHITRE , LUIBE Nikki N TEEHE AWS K/ KRB HRRRES. Nikki
MZIAERIFEEHNEERINR , INKF THEEXSE,

1. & AWS BRI H , @& AWS K- BfR

y
R SR, B ZEIRE , ¥ TEEERENLT NRENEMKS , KSR, KPP
ID M5z X BRAY B F- BB 44 3t 1k EBAF B R Ko

2. BEBENHENATHRENKS BN, fliss (FSH Step 2.3 ) o XFERITNRES!
& , Nikki ATBAMAIER , LEEREIKS,

3. 7 RegionalAdmin 338 , EFREEERGF S , NB{EEE RegionalAdmin RREFENNA
B, X&FFEREEMZE AWS Management Console £,

4. EBRFHENELA | ERENKFEN , RAEEREKS. @N#HAKFRIHE, HEE , KTE
FHOFMERMH T HEER—FEE , HHALZKEEEI B AXLERENSLENR,

5. EKFTHE , @ TTRIE AWS XEE0, EPREPEMTHXBNEEE, EE Nikki ¥
SPEELENNR , TRMBANEKSEAREAXESIR,

© HMETE |
S8 1 TSR 3 WYHERDTHANRT SAVL EE, RE |, RINRUEHENTSR
4, SNEHTE , SUERARE,

S 4 BEMNRX SCIM BE

FEHFERP | EFER SCIM v2.0 L, REFAFE S M Microsoft Entra ID BEZITIE ( @F ) E
IAM Identity Center, B LAfER IAM Identity Center B9 SCIM 2375 = IAM Identity Center B 3 &
EMIEE B S HTE Microsoft Entra ID FEL & LiEE,

BLE SCIM B8 , ZAFIEM Microsoft Entra ID I B2 IAM Identity Center RV BB 1%
RBRET, X253 IAM Identity Center 1 Microsoft Entra ID 2 [B] 49 7 HA & 14 PTHL

LR BN & H Microsoft Entra ID A IAM Identity Center NAERF , RUNEERE#E
Microsoft Entra ID YA B3 fE El IAM Identity Center,

Step 4.1 >

S8 4.1 : £ Microsoft Entra ID a2 5 — & ik A

Microsoft Entra ID 43
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HFNR BB |, B Microsoft Entra ID REIZF A F (Richard Roe), /5 , £18E SCIM @&
B, BENS AR MMEHEXEERBEKIIEDL E IAM Identity Center,

1.

£ Microsoft Entra EE /02 A , SMBIEH > BF >FEAF,

2. BEHAF K ARERRBTHONIETAS.

3. EAFPEXHENF , MiA RichRoe , RAEEFREERNWEHNYT B, i
|, RichRoe@example.orgo.

4. HEETREBWF , @A RichRoe,

5. EEBHPRASHRERSE  UARREEL , EREIERNED , AEEHIAETE RN
Eo

6. BEEEM, AREHUTE:
- BF - A Richard
- K - %A Roe
« BA{UZ % - #i A Marketing Lead
« BRI - WA Sales
« AT ID- %A 12345

7. BEBREHANE  REEECE.

Step 4.2 >

$], 4.2 : 7£ |IAM Identity Center S A BZIE

FEHEREH |, EFEA IAM Identity Center #251& |, SKIAF Microsoft Entra ID FEF - F4A B 3)
FEZI IAM Identity Center,

1.
2.
3.

#TFF IAM Identity Center #£#1& , EEMSMBERPERFIRE,
FRBENHNEMRENFT , BEERMEREZCRENFI,

RIBEHNMEBEEE , RABEEFEBH. X4IE7E IAM Identity Center F B A BmITE , HE
RAER SCIM ik S RS EE R

FEAEBHENFED , EFATEINESMNME. T —H 7 Microsoft Entra ID R EETE
i, BEERMIXLE,

a. SCIMims - a0 | https://scim.us -
east-2.amazonaws.com/11111111111-2222-3333-4444-555555555555/scim/v2/

Microsoft Entra ID 44
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b. HETH - ERERTEUEHIZE.
5. I&EFEXM,
6. EFMRETFT , HFEEMBER EZRNEREN SCIM,

Step 4.3 >
B 4.3 : £ Microsoft Entra ID FE & Bz &

£ |, B8 RichRoe it AP 24z , 3 B IAM Identity Center SA T SCIM , & A LAkLE1E
Microsoft Entra ID HFE&E SCIM RFiRE,

1. 7 Microsoft Entra BEFO0EE A , SMBEH > NAEF >t ULNARRE , AEEE AWS
IAM Identity Center,

2. ERWME K FEET , BAOEBRME,

3. EME#EAXT , &FB,

4, EEBERZETHHES URL A , & ZEIE Step 4.1 FEFIM SCIM %= URL {Eo
EZATESD , MBLHESENE,

5. EENHERE, EHNZLEI-FEE  RPLIN AN FTIECSHHFIENR , JLUERAM
o

TERRF

EEET , RERFNE , REEBRRMAF/E,
EARNSEIE , FAF TERREREANR,
%% RichRoe , REIEFRERE,

10. EARMDERE , EEDHE.

1. EER , ARERFHEME.

© ® N o

Step 4.4
TR 44 RIERBEHITEAS

AT H | BFRIE Richard WAFREERWME , H EFEREMISIE R IAM Identity Center
.,

1. 7E IAM Identity Center ##l& | EEBEHF,
2. ERAFPTHE, BRiZ2EEERT RichRoe AF. HEFE , ERIEES , BEFREN SCIM,

Microsoft Entra ID 45
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3. 1%&# RichRoe , EEEXHT , BIER &AM Microsoft Entra ID £%| 7 LT E %,

- B¥F -Richard

- K - Roe

 EBI] - Sales

 BA{¥ - Marketing Lead
« AT4HS - 12345

7 |, Richard B9 E7E IAM Identity Center F 812 | SO LU H 2 EAEMNRE | iX##
S8 B LA A X ] AWS BRIV IE RN R A Bl Bl , B A LUK RichRoe 2 Ei4s 2 Al AT
& F Nikki B XFHPREH RegionalAdmin I RE ( 15Z 1 Step 2.3 ) , A Step
3.5 M r 15 R PR Bl

© REL

BB K IITE Microsoft F1 AWS Z B2 T SAML i3 , HRIF T BaiTE AR EEIZE
BR—VIELS, N , BULLERAMFERNGZ , EIRFMIREEFHRE,

FELEFIRE RS SCIM 5 Microsoft Entra ID & & A I =EIN
LA 2B X Microsoft Entra ID WEEZZEEW , BATNEME TR NAEEFHREFREER SCIM v2 th
VOB IAM Identity Center SRFEE BT E o

® Note
HEFF1a#8E SCIM 28l , RINBWEEAER EABIMERNEEE,

173 (R 422 561 /8 1

HREHIE A THE S @R R B A /TR AWS BRI RREE ., MR Microsoft Entra
ID MR EBRE M , MFRAM IAM Identity Center B9 R A P Sl BRiZE 1. IX 2 Microsoft
Entra ID FEHKRE. MRAFNEMERNTEN (FZE ) B, NZESHERESE 1AM Identity

Center,

BREA
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Microsoft Entra ID AFMBRS K EZEMIMEBREATNAF . ReEEBRANEERE THRIEAN
BEERAWAF . Microsoft Entra ID A2 REIAFRBODEFESI)ENAFADE (B TEESBRAHEN
RAMAFPS4A ) WEARR BB, BXEZEE |, {55 Microsoft Entra ID U4 E T 2 Ei #9358 Bl
FIEo

A

Microsoft Entra ID AP TIE RS AT LUEIMAE S SLEPNAF, BESRTERNTRY |, ZREERE

Az AN AR MALEEEL R ENE IAM Identity Center FIIE R AR, XLEHAFFLAE T SCIM
M Microsoft Entra ID B E % IAM Identity Center

fBlgn | R BHALEAB Microsoft Entra ID 8310 :

1. A4, BA ual, ua2

2. B4, B ub1

3.C4 , A uct

4. KEAMNBIE A, B. CHRA
5. L4 , ANETFEB LM CAHRA

£F Microsoft Entra ID YA F FAE 2B SCIM BLE 2] IAM Identity Center f& , &£ -

1. A4, BA ual, ua2

2. B4, B 5 ub1

3.C4 , FA uct

4. K4 , XA ual, ua2, ubl, uct
5. L4 , B ub1, uct

ERABSEEEBFMEN , FIREATEESI,

« FIRATLLEITEREL, BR , Microsoft Entra ID B RZ T ARELBREL, FlHn , WREEH
AT 1A 4 Microsoft Entra ID £#4 -

- AHE BAWKRA,
« AAF ual K.
B éﬂﬁ ub1 'ﬂzﬁgﬁiﬁo

BEEHANGREAFRIELANEEHRR (Bual) . EF2NEHRLRTE BANKA.

Microsoft Entra ID 47
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- INATHETEHMIDE, BEXEZELR , HSH Microsoft Entra ID 345 9 7l 4 BR 1

HEZ Microsoft Entra ID B9 SCIM [a]1 &

MR ZIBE Microsoft Entra ID B R E 252 IAM Identity Center B [E]# |, ATgE 2 B F7E [ IAM
Identity Center A INETF B , IAM Identity Center EZ4RICHEE R, BRI LB K ZE Microsoft
Entra ID @ BERHAKEH (HIW0 'Export' ) REIAX— =, WEHHRSERFFHA :

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.",'"status":"400"}

R T LA E AWS CloudTrail REHREAMEH, XALUES AL T IERSTE CloudTrail WEHT &
WRBHAEPERRTEX :

"eventName":"CreateUser"

CloudTraill EHHHHERNHAULTAR :

"errorCode": "ValidationException",
"errorMessage": "Currently list attributes only allow single item”

R4, LR EEKEM Microsoft Entra ID ZiZWEz — SN ELTNHZ, XENBRAARERE
Microsoft Entra ID FHFHEMY , BRFTISEEEH. EEEN—NMNELRAR , BRREE (HUF
P, TERENEZE ) FEZNME. REZEMNE , BelHSELERXE M phoneNumbers &%
F| IAM Identity Center,

BXRWEHRET , BHSHR HEE |IAM Identity Center 8] 7,

SWS5: (k) BE ABAC

U , BEKIEET SAML Ml SCIM , AILUAREER TE 4RI RS (ABAC), ABAC 22—
FETEME AR ZPUREE,

1B3d Microsoft Entra ID , & aJLAEA LT 5 AP IEA—fE E ABAC , 5 IAM Identity Center
EESfEMA,

Method 1

57 1 1 1 Microsoft Entra ID FELEAFEMY , AT IAM Identity Center # 1Y Rl #2 Hl
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ELUTEERS | BB E IAM Identity Center Rif# A Microsoft Entra ID AR #Y LB M EEXT AWS
FRIIGRIPR, EME , Microsoft Entra ID JB3d SAML ¥ S X L8 - &K% El 1AM Identity
Center, RJg , BEZETE IAM Identity Center A BN RE BIEEM Microsoft Entra ID L&
MREE T RN R

BB , CFELATESA LRZHEM . AXRURENEAER  FSH ERAHA
BLiE 15 R HIE 1o

1. 7E£ Microsoft Entra B0 24%A , SHMEISH > NARSF > b UNHARF |, AEIER AWS
IAM Identity Center,

2. 1%$% Single sign-on ( £ REF ),
3. EEMNFHARS , EREE.
4. EEMMNFANE , HITATIRE

a. EERIFHEH

b. XWFE#H , F#M A AccessControl:AttributeName, ¥ AttributeName P&
£ 1AM Identity Center FHAEHIE M B M. Bl , AccessControl:Department,

c. XF Namespace (fs & Z[H]) , &% A https://aws.amazon.com/SAML/
Attributes,

d. XTF Source (IF) , Bi%&$#F Attribute (B1%).
e. XNTFXREFEM , £ THHIFRERE Microsoft Entra ID AR E M. 4l

il |, user.department,
5. JEEE SAML B E P KIEEF IAM Identity Center WE/MNEBMHEE L —%,
6. EERE.

Method 2
5% 2 : £ 1AM Identity Center BEiE ABAC

BT | B LAGER 1AM Identity Center F Y 15 [0] 32 %I/E 14 ThEER4&1% Name B 418

BN https://aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} &Y
Attribute TR, BANFEALTRFGEMEAER SAML B S PN X FERICEE. BXQFREN
BEZEER , HZH IAM AFERE AWS STS HEIE S EIRE,

ENBEMENSERZEESR | FASEERZSEMN AttributeValue TE, fHlil , E4ABRZE
B3} CostCenter = blue , BEALUTEM :
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<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/
AccessControl:CostCenter">

<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMENEMY , BHAENMIEETE N EIRM Attribute T,

B33 Okta # IAM Identity Center Bti& SAML 1 SCIM

B RBEE S HEERS (SCIM) v2.0 MR FMAFE EM Okta BaITE (@ ) £l IAM
Identity Centero ZE £ Okta FELEILIERE , BRI LA IAM Identity Center By SCIM £ i 17 KA 1AM
|dentity Center B BIBHNIFEETHE, BE SCIM BEEt |, I3 Okta PRIZAFEME IAM
Identity Center RV En & B M RVBRET, LLARETFE IAM Identity Center F1&/Y Okta 2 8] ILEL T HAKY A P
&1,

Okta @3 SCIM #E#F IAM Identity Center Bt 3G LA FFRE IHAE :
- BIEHFP——7F Okta F 4 B4 IAM Identity Center N T2 #9 F 7 27E |IAM Identity Center B
8

- EFAFE4¥—F Okta F 4B 4 IAM Identity Center M FBTZFF#Y A F BB M E IUFE 1AM
Identity Center R E #,

- =AM FP——7E Okta M IAM Identity Center N FAFEFFEUE 2 BLEY A ¥ 7E |IAM Identity Center #

ZH.

- AHEIA—Okta PHIA ( REK A ) R E IAM Identity Center,
(® Note
N T HBRAREMRE A Okta H IAM Identity Center BB 4 , RNBWWE o B AMHEIXAT
FREMNAF,

MR & RS A IAM Identity Center , 2 /g Fl AWS IAM Identity Center,

B#R
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EAHRED | BNZELIREE Okta IAM Identity Center B9 SAML E#, g , &[EH SCIM M
Okta AL AF. BZHRT , BALAEE Okta FWFFIERFRM4A. AFES Okta TR &ER, ERIE
MERBREELE  TREESRE , BFLOktaF B0 EFZHBIUEN AWS &R ER,

(® Note
BRI LM ZEE T Okta's IAM Identity Center N FATEFHY Okta Ik ( %A ) o XTS5
Okta 7= f , B REE EWINEM Okta W HIEXIFE WA EEREVMNITIEE , ASEI HIET
B, F SCIM M Okta EtiEZ IAM Identity Center AJEE EiX LEIhaE,

TTIRAIRY AR T

F£OktaFl IAM Identity Center Z[RIELE SCIM BELE 2Bl , RMNBW AR EHITHEFECLA B NERNEE
E,

HEIT Rz el , WAL TSI !

- BXMENE Okta AFEERF. K., AFBRNERBME,

- {7 Okta AFNENHEEY (WL FiGFiUtHBEEFSE ) RE—ME, TAEESMENH
FERLTERS, MRAFNEMFEZSMNME , BARBREENEMY , AEBEZIRE IAM Identity
Center WFRERAF, HlW , REERLZ — M LESEEME , RARANBESBEER TEBRE, I
DEFEAFNBEESBERELESBEABYBESE , OEFEA TR T EMERELESH,

« MREEFAFBMBLIE , NATEEHERLE, HWH, M. BBBREBNER/MXABE, NREDS
BfRAN Okta AFEEXLEEFNEM—I , WFRLFEZAF (XNAFHENR ) .

® Note

FEERERMACEY , BT EFHERFBLE 1AM Identity Center,
BRI A FEAHEBR Okta A#tTHEMARIEX, EFE Okta M IAM Identity Center Z [BI{R$F
—HHAERRERE , FOIE DRI E IS EEE A #IEE IAM Identity Center,

SR 1 0 NIER Okta K 3REX SAML JT##E

1. &3k Okta admin dashboard , BN AREF , RAEEBRNARERF.
2. ENARERFRTH, EBNENARERFE R
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3. EBEREDPEA AWS IAM Identity Center , JEFZRIN IAM Identity Center B R FHI M AE
Fo

4. ERBFETF,

5. £ SAML ZRIEHT , ERRE , ABEEREE P TR, [T —NFHXKSET+ £
R XML SUHBY SCRR, 33 M <md:EntityDescriptor> %) </md:EntityDescriptor> 9
FiE XML , FFHEE $IEI XA X4

6. FXANXHRIFN metadata.xml,

fF Okta admin dashboard RIFANITFHRE |, BEERELSRPBEFRZIEHE,
FPR 2§ Okta BLiE S IAM Identity Center 19 & 3R

1. UEEEENRNAF SFETI IAM Identity Center $2# &,

2. EENSMBERT  EFRE,

3. HERENE, EFEBRE, ARERERSHR.

4, EEBESHXRR T , EBEABSORUER K REEET -5,
5. EEREENDBHMRMET , ITUTRAE .

a. ERSBEMETHRIET , RBETRITKE M , LT IAM Identity Center THIB 4 , 3
FHRAFEENRER, BEERYHED , B E ™M Okta 214 IAM Identity Center SAML JT#
B,

MUTHEEHEXAXH , RETHR :

- 1AM Identity Center M S f &R (ACS) URL
« |IAM Identity Center %% #& URL

rYREMEAEXEE.

b. E‘BMEMEAKE T, £ IdP SAML THiET , & “EBEXH K REEREEL—S
FalZMmetadata. xml3 &,

C. iijaxl:-l:_io
6. FRFRFHAFERUREIRER , M A ACCEPT,
7. EEEHRHMDIR.

R AWS 2H AL THFFRES , T—IhEREERZERE,
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8. 3JR[E Okta admin dashboard , i%£# AWS IAM Identity Center N AR FHNEFIET+ , REHE
HRE.
9. EALBFRRET , WMAUTHE .

« £ ACS URL # |, i ASRE A9 IAM Identity Center #T S £/ & k3 (ACS) URL &
- EEAME URL # , i ABEHH IAM Identity Center £ & URL {B
- ENAEFAFRERRAYF R THEEPHN —NED,

BREZENENSMNAFREBRME K. EEHESD |, £ Okta AF R
10. EHE&RRF.

IE , LA LATE |IAM Identity Center FliE Okta B 7. #R¥%rOkta admin dashboard¥] FFIRAS |, AR fE
IR[E IAM Identity Center 2 H| AT T —%,

S 3: fAE Okta WAF

1. 1 IAM Identity Center #HIAMNRENHE , REEFMEFRE , AFEEEA. X2E IAM
Identity Center P2 BZITRE , HERLER SCIM i [ A S HEE R,

2. EAUEBITENEFES  EHUATEINEMME :

» SCIM i =
TR

EAHRENGEID , S8 A X L EKE &R & Okta,
EFEXA,
. IR[E Okta admin dashboard , #Z| IAM Identity Center R AT,
5. 7 IAM Identity Center NARFRE L , EFEELETF , AREEMNSHEN RE” TERE
o
6. % “RwE, REEF “BSHAAPIER SUNERENSAERE.,
7. FREBEARKEZZEDM IAM Identity Center E#IHY SCIM fiEE , B & Okta :

a. HEEZXURLFE , @A SCIMimR{E. BRHER URL REMNEHEMIL,
b. 1 API THFE , BAHRTEE.
8. EEMA APl RIEURIERM AN FIEREE R,

8 R AWS IAM Identity Center BIERZD | HE.
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9. ERREF. BFHSEMI RE” X , H&EFR T

10. £ RE" T , @ ENAEF , AGEPEBRANEN ‘MNAREFME NN 5A” &
ERE, EARYEF , WRERAIRT,

1. ER&REF.

BE , BA LUk B Okta WA 5 1AM Identity Center E25 T
HB 4 : FkE Okta WA F 5 IAM Identity Center G5

RINERT , RRMERIASAF 2B A B Okta IAM Identity Center R AR, BIFEA , ZAMN
RAAFHBSEME, TRATESE , 5 IAM Identity Center RZHFMAF,

1. 7 OktalAM Identity Center NARFRET , BREFET <. BAUFARNASEE IAM
Identity Center M FTEFo

a. ESEAR :

- ESPERE , ERSE  RREEIEEAR

- EFREBRERNHSE IAM Identity Center AR F AR NRR Okta AF ., EFEDE , &
BREFHEE , REEERTK.

XF B EFEFFEER 1AM Identity Center BYIS 72,
b. EZ#C

N

y
&

- EPERE , RS E  RRERIBESE

- EFREBERNHSE IAM Identity Center N AR F1HREIMNRE Okta A, EFEDE , EFRR
BHIRE , RAFEERETK.

XFERAFHAFEZ IAM Identity Center BI3 72,

(® Note

MRFEAFIEERHPMRXAEZEANEY K BURFENZAEEHEEE M. NEEE
BN E R RINEENE,

2. EFHRART <, RBIEESEL IAM Identity Center I ARRFHFTE AN Okta H, EFR
o
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FFA K H AL R #E3% R 1AM Identity Center & , ARANERNED.
RE 5 BRI+
MBEERFPTE TE#IEE IAM Identity Center B4R |, & AU T ST B IR INABAT

EOBRE , 2R5E , AREEIELEAR.

EFREBENHSE IAM Identity Center N AR FIHRINRA Okta AP, EFEDE , EREREFH
RE , REEEZK.

XFERENHFREE IAM Identity Center BT T2,

(® Note
BB AT LMK R AR FRE N AWS IAM Identity Center B T2 5 2 B A 7 M &#4H Okta
admin dashboard, EX#M , BXRFREER , AREEIBEAFIDEEL , RS
EERAPS4A,

IR[E IAM Identity Center ###l&, EEMSHES | E&BAF , BRIZABIAFIREATE
B Okta .

© HESL!

FEERINEOKtaM ZHEY T SAML E# , AWS HERIEHIBEEREEZIT. BIETLUE
IAM Identity Center P RHXLERF S BAEKFMNARERF, EAHENT -5 , BIIFEE—
FRF  BEETFTENEEKFHNEENR , FEKH IAM Identity Center EE R,

S 5 : ¥FF Okta AP XK F AY 17 [ A BR

N =~

£ IAM Identity Center SIMEKRHNZK R T |, 1EFE AWS K,

FAWS Ik HE , AAGHRERENWARBRER , ENKFRUTEEHIITET R, @&H
EEKSONNNEIRE  REEESEHAFHE,

WP ERPEBERAFPMAIERE. E8E=ZATDE

a. XNFLZR1: ZFEAPNE  ERFENTEER THEIRENAS. REEET—

b. WTHE2: EENRE , BERGENRE , BHTFAFNRER , ©R5ISETRUENRE
FIS R =N FHR,
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i NTFEE1 EBENRERE | FERATRE

o ENRPREXRBF | EBRTIENNRE,
« EMENNRENRKIEH | FEAdministratorAccess.

ii?%-lt_io
i. XNTFSR2: EENREFAEE , RERIANRE , HFERT D,

BN BELBIERZ NAdninistratorAccess, &FRHERAIRE N —/ RN PREE,

i. WTFSB|3: EFHUE , FRUNREXRMERFER AWS EEF
B&AdministratorAccess, #EF4E, NRETHALE REH , FHENRECCE, &
A LATE 4853 YR 2R R o A AR E T

EREAFPMANKERFER , BNLTIR2  EENRE  SHEXESHENRET
ERE.

ENREXE , EBRERIFIRM, BOEMNAdninistratorAccessREFHMESRF,
BRI RENEIRE K REEET—F,

c. WFLTRW3: EFARK , FEBRAENALNNRE , RABEFRER.

NHEFNQER—FHEE , SHEAWS K- EEBREDR. FHFZIETH.

R EIEIZ AWS IKF MH. RESER—FEAHEE | FH B AWS K EEHEEH
NATEHHWNRE, HAFPEZEN , I TLUERA®, AdninistratorAccess

(® Note
Okta Ky SCIM WEFIELNZFMEARFT , TEAHMEL, BFTEER AWS
Management Consoley Okta FiF 82 4H, MERAFE , BRILEA CLI % API &
{EBlEA

SR 6 : BIAOktaF X AWS RIRH 5 A X R

1.
2.

{55 FA i A3 P Itk P & % Okta dashboard,
ERHWMARFT , %% AWS IAM Identity Center B%R,

Okta
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3. LBEBEXRMPHATAEREZ AWS K/ B, BRA ZEHRTEFTRAF TLAIERE AWS K- 5
Ko, EAXYESF , BREAT —NMKF , RUERFEFRRE R —NKS

4., EEBEKF L LETAFUTRANNXEE, EAXRHER , B8] T AdministratorAccesstX R,

5. NREZLRZNREFAHENRERWEERE, IENREN , RIEETRNEAEEEH A
WEHRNE , AFEXHNMED, EEEEREFS , 7777 AWS Management Console,

6. AFEERFRIEFE.

( Alik ) fRiEr R R HIE

BRI LUK R 1AM Identity Center EY 177 8] 122 /8 1 ThEER/R1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} B9 Attribute Jt¥&, kT
ZEAFENEMHEN SAML ISP ENREEZE, BRR2ERENESER , 55H IAM AR
M AWS STSHWEZIESEIRE.

ENBEMHERNLERSER  BEERERSEMN AttributeValue TE, flin , EEBRZRE
JfCostCenter = blue , HEAUTE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNEY , BFAEMIEEE - MR Attribute T,
IEE e

£ , BETE IAM Identity Center ¥ Okta ELE N S RMRE , AMETHF, , &M :

« BFHRMNR AWS K7, BSFRAT BRERERD ELE AWS 1K

- BFWNNARFHIFRNE , H25 £ IAM |dentity Center 241 A & F 7 20 B N I R2 R B9 15 1)
R,

- RETHFRERENR , FSHUENRE.
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£ OnelLogin # IAM Identity Center Z [A1& & SCIM T &

IAM Identity Center X5 E R EE S HEE RS (SCIM) v2.0 tHSCEA F MAE EM Onelogin B
HME (@5 ) £ IAM Identity Center. B LATE OneLogin FEH IAM Identity Center # SCIM
LUHT A 1AM Identity Center BN BIZZNFEE STHEKEENLERE, BE SCIM @Zrt , £8%E
OneLogin FeIZEHFE M2 IAM Identity Center T BB HAIBRET, X453 IAM Identity Center
F OnelLogin 2 B Ky 7 HA & 14 T

UTSBREEISETHMNMAFER SCIM HISCFAF F4HM OnelLogin EaIFE 2] IAM Identity Center,

® Note
EFREE SCIM 25l , RINBUEEEEE £AHIMERNEESIL

£

- EREMH

« S 1 : 1£ |AM Identity Center /5 FATlE

- $I2 : 7£ Onelogin FEEME

« (W) ZE= : 7 Onelogin IAM Identity Center B¢ & F F° |8 M3t 1715 17 322 41
- (%) EBEEHIEY

o HRFEHERR

FRFAF
EF 2, CREEUATHE :

« — Onelogin /. MRLZEIAKS , BATLAM OnelLogin M UEIRENR 2812 A RS IT & & ik
Fo

« X%F IAM Identity Center WK ( %58 ) o« BXEZEE , S A |IAM Identity Center,

- MIZH OnelLogin i 2| IAM Identity Center 8 SAML &, BXFHAEER , HSH AWS SENX
P EEE EMTE Onelogin M AWS 283 B # = & %,

£ 1 : 7£ IAM Identity Center /5 &

EE—Sh | EBER IAM Identity Center #2#| A B BEZITRE,
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£ IAM Identity Center HZ I B3I TE

1. SERERFME , $TFF IAM Identity Center #2515
2. EENSMEBERFERRE.

3. HERENHEL , KIFEITEEEE , AFEERBEH. X&IEFE IAM Identity Center R/ A E
HE , AZSRSUEMN SCIM KixT m M ESEES,

4. HEAVHEHMENEFES  EFATETNSME. BEE P PEETMEN , EFERBXLE
R&E.

a. SCIMigs
b. ihESH
5. EEXMH,

BIIE S 1E IAM Identity Center ZHI AP IREME, NE , BEEFEA OneLogin EEZEFIEHMITHR
£% , M TERBHAR,

£PR2 : 1£ OnelLogin FEEE

£ Onelogin BEEEFI &P FEAUTIERE A IAM Identity Center 1 IAM Identity Center R 27
ZENER. HLEERIZECHERE Onelogin FHY AWS B2 QB FNARRFU#HIT SAML H 4 RKIE,
MRER RO SAML E#E |, BEKE 0B LERE  ARRELLTR SCIM MEZRE, BxX
£ OnelLogin Bt & SAML WEZEE. , 51 AWS SERHEMEEE LHTE Onelogin M AWS 2
HERERER,

E7£ Onelogin FEETE

1. &3 Onelogin , AESMENABRRF>NAERF.

2. ENARFREL , BREZHCENNARFLUS IAM Identity Center FZ5 SAML E#, &#F
T, RENEMNSHERIEREE,

3. KELE—JREd , B84 T IAM Identity Center F#J SCIM KixT R, HiZEHIEZE Onelogin
i SCIM Base URL FEH ., BERMIER URL RENEIHERI. I, ZZRNEEF , B8
%7 1AM Identity Center REVIF R G HE{E, HFiZERTEEl OneLogin FHY SCIM 5B E S HEFER
H,

4. TEAPIEEEZD  BHEEA , ABRTREFEUTKREE,
5. EEMSHES | EEME,
6. EPBRAME. SIZAF. MBRAFPNEFAFREEE K ABEERE,
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7. BEEMSHES , BERAF,

8. BRLHEZRMF A RRAREALSER, ENZRBREERERER AWS EQBEREZAF,

9. BREGEZRAF K REAREFNANRRY . BN ZLWEESMHFEEERNA,

10. B, MERENIZTH, BEBIAX—K , ESMEFED>E4 , HERBEE, RINTWESHU
MERNMIZEAESHRT.

1. ERIFENAFNAREELIBEIIR L E IAM Identity Center , IR [E IAM Identity Center 2
FlAHEERAF. &M OneLogin BEWAFPHIERAFPNIEL, ZEAUEZATHEECRSLSH
4,

12. EFAFPEXEZEZSZ IAM Identity Center , HFSMEITERE , HEWITRHIBRECHETEE
AHEDS , BUHERCIZAF. MBRAFPFN/IEFAF, , AREHERF

( Ali% ) B8=2 : 7£ Onelogin IAM Identity Center FEL & A F° & M3 1715 4]
5l

MR EIERE B FTE IAM Identity Center FEAMNBEMREEXN AWS RIRMIGRE , BAXRZ
OneLogin BV A[iEE 2. £4E OnelLogin HE XK E MR SAML i S F4&i%ZE] IAM Identity Center,
ARG , BF1E |IAM Identity Center HBIE —MXPRE , UIRTEEM Onelogin ZiE K E EREEHE,

EFRt IR cn , B4MELBA HR2FEN e, AXRURENEAER BN EAAGRE
73 (] 22 15 /& 14

E7£ Onelogin FECERAFEM , AT IAM Identity Center #9717 [R]43 &

1. EZF Onelogin , AESMENARRF>NARRF.

2. Efﬁﬁﬁzr'ﬁﬁt BREZAIENNARERF LS IAM Identity Center 2B, SAML iE$#E, %£#F
, RENEM SEFERESH.

3. HEMFESEHIH , XNIEET IAM Identity Center FERN B NEMERITUTERAE

a. iij::z': +o

b. EFERE#MP , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName , }F AttributeName it &1E 1AM Identity
Center RHAEHE MR Fr. HIW , https://aws.amazon.com/SAML/Attributes/
AccessControl:Department,

c. BERET , &PEEE SAML MISHEZULMNIE , REERRE,
d. HTEEFERY , FATHIRER OneLogin AFEM. #l , i,

( T3k ) 8= : #£ Onelogin IAM Identity Center FE & A F° I8 13 17 17 (B 452 41 60
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4. EBRREF.

( Ak ) RiE T EEFIE A

BRI LLEFRE A 1AM Identity Center EY 177 8] 122 /8 1 ThEESR/R1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} B9 Attribute Jt&, kit
ZATEGEMERN SAML ISP ERESEE, BXLENRSHNESER , BSH IAM AFE
BTE AWS STS i 1E 2 EIRS

ENBMHENSERELERE | FASEERZEMN AttributeValue TE, flI , EARRZERE
SfCostCenter = blue , HEFEAUTEM.,

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREZERNSNEY , BASMIEEE—NEMEN Attribute Tk,
R HERR

AR A T LARE Bh A& R R AEfEFH Onelogin R B B3 TRE IS AT AEIB ZI R — L2 % I (8] &R
A K BB Z| IAM Identity Center

INERT , ARBETEM Onelogin ELEF IAM Identity Center, BRIEETE OneLogin FR 1AM
Identity Center NFARFERAATME, Nt , FEF Onelogin BEEIEH A , HRELARE IAM
|dentity Center S FATEFHIE M ( 1AM Identity Center NARF > S >4 ) TEETEESERAF,M
B HEI, BXUMIE OneLogin FRIBEMNEZFMAES , BIEWATE SCIM 4 OnelLogin AEE
FRA , iS5 OnelLogin Mk,

REMBREYLER , BRXEEMABM Onelogin E5E IAM Identity Center

BRTY LEEXEEGHAENERZN  BEEEERNANRRS TREETFSHREENER. XA UE
RiFATER > NARF > 1AM Identity Center MR > EZREP KT, BALUE OneLogin FEF
ASBRENFMEENBE , BIFEY > EHTHESEH,

L EMPERSEZE A OneLogin FH—NE , BEMHAEILTE IAM Identity Center F
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OnelLogin B IR #F4HM SCIM DELETE #/E , XEKEIZA L FE T IAM Identity Center 1, &
I, BATEREEM IAM Identity Center F il BRiZ4H , LAFARMIBR IAM Identity Center A iZ% 4R Y 4E{AT 48
BRIt PR

KL IAM Identity Center HIER 7 —ANA |, {BIZ B M OnelLogin AR E , MERKER THAF/AR
AL

EfRXFER , B EABRKREEE OneLogin FHEMTRATMEMNREE, Fla0 , BEEDELEN
AREFNAEANREAEIR—HRHMN, TR, BIER IAM Identity Center FERFTEEZENA. & ,
£ Onelogin # , RIFTABR ( IAM Identity Center NIRRT > FAE > PR ) , AEEFH B AN RS

( 1AM Identity Center NFARF > EZRE ) . N TEHEPREINLRE , FEEHTERUEFELTNE
Onelogin FHI4AH , AAEM IAM Identity Center il BRIZ4A .

¥ Ping Identity = f 5 IAM Identity Center &5 & fE A

LA Ping Identity 7= & B 3@ IAM Identity Center Uiz,
FA

« PingFederate

« PingOne

PingFederate

IAM Identity Center X #@3d Ping Identity ( A T ##:“Ping” ) ¥ PingFederate ™= m¥ I AP~ FAHE
B BzME (@ ) E IAM Identity Center, WWIEFERABE G MHEE RS (SCIM) v2.0 i, &AL
£/ IAM Identity Center SCIM & %17 R M1/ 6] 5 M 1E PingFederate FELE IhiEE, BL& SCIM @
i, #97E PingFederate 82 A P B2 IAM Identity Center R T B B HERIBE , XS IAM
Identity Center 1 PingFederate 2 8] i 7 Hi /& 14 PL & o

RIEFE T PingFederate version 10.2, HMARAN LR AIEEAMAE. EEKR Ping , T#EXWMA
N HAMRAE PingFederate TlE IAM Identity Center I E ZE L.,

DTSRG 5|SETHUOMAFER SCIM iU AP FEM PingFederate BaIflEZ] IAM Identity
Center,
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® Note

HEIT1EE SCIM 25l , BINBUEBAER EAEIMEN IS, REREERT &
SN EAMEEET,

/

ES]

FTRFEM

T EEEM

FI& 1 : 7€ IAM Identity Center /g AT E

S 2 . 1£ PingFederate FEl B &

( ®Ji%k ) 5 3 : 7 |IAM Id PingFed entity Center IR R X HE & F /& 4 A3 1715 1) 24
((AliE ) B pEEERE MY

FRF M

HEIT Rzl , BRFEUTARR :

— B ERIZ1TH PingFederate fR$ 7. MREZXBEIHE PingFederate fRS a7 , BRI LM Ping
Identity M¥GIRERZEFIHARIFT XA RKS . ZiAAMRSIEF TERNRE TEHRA KRR XY,

ZEIE IR PingFederate HE“%‘%J:EI’J PingFederate IAM Identity Center JE#ZER S EIAR, Bx
AREZ N E ZE R |, 5314 Ping ldentity M4 L/ IAM Identity Center Connector,

X IAM Identity Center IIKF ( 258 ) « BXEZEE , HZH/E A |AM Identity Centero

M PingFederate SEf51Z] IAM Identity Center #9 SAML &%, BXNMEEIIEZENEE |, HSH
PingFederate 344, 4R EFTR , #HEHERZRZMEH IAM Identity Center Connector £ PingFederate
PELEX 8 SSO” , FIAMImAY T 8" FM“S A" T IEIh8ETE PingFederate 1 IAM Identity 2 [81
# SAML THHE Hv

FMINVEREM

AT X F PingFederate WEE X EFEIW , S FMEEA IAM Identity Center SEHETE MY 5
o
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« MR M PingFederate FELEMNHTEZ#FANWAFBIBRENEMYE (HIMEFESTHE ) , UWFSM IAM
Identity Center VMR - A #IBRiIZE %, X2 PingFederate’s B EFXIMHPH — N EHR
Hlo MEAFHNEMERNTRN (FZE ) E , NiZEXFRE L E IAM Identity Center,

£® 1 : 7€ |AM Identity Center /58 A&
KEE—Sh | BER IAM Identity Center 24| A B A BEZTE.
£ 1AM Identity Center R/ A BZITAE

1. SERERFME , $TFF |IAM Identity Center #2515,

2. EEMNSMERTERRE,

3. BEREWEL , REBIMERFEE , AGEREMA. X2 B IAM Identity Center H/iE A B
HME , HERLEN SCIM KiFH K MFESEER.

4. HEAUEEHTMEXNFES  EFRATRIANEME. BEE P PEEMEN , BFEEHWXL
K&,

a. SCIMigs
b. ihESHE
5. EEXM,

MELRETE |IAM Identity Center B HI & FIRE THE , BLAEH PingFederate BEEZHI A TREIR
£S5, UTHEFERTIXLESE,

2 : 1 PingFederate HELETE

£ PingFederate BB 12 H| & P EA LTI E A IAM Identity Center F1 1AM Identity Center E #8582
BHER, ISR RIRED L% IAM Identity Center Connector ¥4, MRIEE RMITIIRE | HSHE
FREFH , RETALETEREE SCIM &,

/A Important

MR IER PingFederate BRS5 8 2 Al I AR ET XS H ik SCIM BEE# TELE , LA REF E 8 i
BEXHIEEAME,. BXEZEER , H5H Ping X1, B2 , B0 pingfederate-
<version>/pingfederate/bin/run.properties X4 H# pf.provisioner.mode ®EEH N
OFF ( BIAE ) BIAKME , AEFHBIRFEE (WRHEERET ). flin , mMREHTEE
PingFederate I A] FMEE , & LA%EE A STANDALONE,
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E £ PingFederate FE BT E

1. &3%Z% PingFederate B2 H A

2. MWIEMBEENARRF , AFHETE SP EE,

3. KEEZECIZENATE IAM Identity Center JER SAML &N AR , AL TEEEN.
4

M ETRERHHLH B ShirB P FERRE, SNZEIENZHTH SAML B EHIEEFE T3
8% SSO., MRRE , BYMETRIXES RS BEYREL,

5. EHHILTIESIEME , E£#F IAM Identity Center Cloud Connector fER KR | R HRE.
IR IAM Identity Center Cloud Connector R & R AIED , RS E Z% IAM Identity Center
Connector B E #1831 PingFederate k5585

6. EEREELT—F , EFFRHUETMERE , ReRhthEMERE,

7. ELE—X8E9H , #5847 IAM Identity Center ) SCIM LK ixH S E, HFiZEXHILEE
PingFederate & & F# SCIM URL FEH ., #RMIBR URL KENEIPERML, o, £2H
WEEF , BEH T IAM Identity Center F A E THEE. FZERME PingFederate ##1 & H
WiFESEFED, EHERT.

8. THIMERE (EEHE) NHL , 2HAE,
9. WALFMEBIEMNSTESZM ( Hlan AWSIAMIdentityCentexchannel ) , RFRET—%,

10. FERRE L , EBRERAFIERET IAM Identity Center BSEZIBIEERE , RERTET—F. HBIE
7, ARG T —F,

(® Note

MR AREEHRIERR , WA EEE, BXWMEE PingFederate Hi%#F M fi & 2
FEXRERNER , HZH Ping 7= @3,

M. HRRENEL , BANRRNWFIEEYER , AEEET %,

12. ERVEREL , AEEEHNBERFENIRE , RARREEFT %, Hlm , mREH Active
Directory 468 LDAP B % :

a. WA AD MEYEZ DN ( #i0 DC=myforest,DC=mydomain,DC=com ) .

b. EAF>4ADNH , EE—NEIELEREZ IAM Identity Center WFFERAF A, MEFR
FHEXHENENE | BE AD RFEIBZ4A | REZIRE , AEH AR DN,

c. HEERBERTH (BREER)UREM[AEN LDAP HiEFMAF,

d HFH>HEDNH , EE—NE , HPIELREBREE IAM Identity Center IFTE4H, EIFZ
BRT , XUESEBERFESS FIEEN DN HE. BEEEMAREERMNFIERMGE.,
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13. EEMMARNEL  BRAZUTHMS , REEET—F .

a. userName FEX A7 BR &Y B4& 0 BB F o4 (user@domain.com) WE M., BESMERAF
BAF &% Ping WELH, ZESEKSSHRIEHAIERE SAML nameld FBHF |, HH
F & IAM Identity Center FEIFA . 620 , ZfEMA Active Directory B , B LUERIEE
UserPrincipalName #ERFF &,

b. HLL * NERWFRLIMRE N EN AP RREIEZHNE M,
14, ERENRERE L , FHERSRENED , AEERFEERMAFHES.
15. BIAE LWAAEEESER , REETHZK.
16. EEEHENE L , #H&F.

17. LB, EFBT . BRIAES , BRI LLEE Provisioner.log X4 |, ZXH BRI T
PingFederate AR5 85 £V pingfederate-<version>/pingfederate/log B .

18. ERIFAFMAREBCEKIIE L E IAM Identity Center , IR El IAM Identity Center 2% & ik
EHRAF. k8 PingFederate WREIZAFAEREAFPRE L, BEAUELANTEHEERLSHWA,

( 7Ti% ) % 3 : £ IAM Id PingFed entity Center AR IRIEZR T B F 7 B 4 A 1T 15 (R 42
i

MR ZIEFEBEFTE |IAM Identity Center FERANEHEREEX AWS BIRWIER |, BBAXR
PingFederate W AT &2, #&1E PingFederate FE X HEMFE SAML i S F1%2i% E IAM Identity

Center, RfE , &£ IAM Identity Center R OIE — MRS , URIEE MM PingFederate &% & 1+
REBIFRE,

EIRt R cn , B4MERBA HRZFEENE het. AXRURENEAEE  FSH BAARE
3 R HIE o

E 7 PingFederate FELERAFEM , AT 1AM Identity Center Ky 8] 2 %l

1. &% PingFederate BB #2# A,

MIEMEERENARRF , AL ESP EE,

KEE 2 HIRIEZNATE IAM Identity Center 25, SAML NN ARRF , A2 HEEEN.
MITETEBHHILRE S MR P IEFRE S8 SSO, AR HEE N K88 SSO.

EREN NS SSOM L |, RS 0RE AL HRENS 0.

EREHSLERL  EEEMEER.

EEMERNHEHNEKERTS T , BERMITUTSRAMFEYE

N o g &~ 0N
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a. TEXAES , WA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName , f¥ AttributeName & 7 &7 IAM Identity
Center PEIZEMEMHE B M. B , https://aws.amazon.com/SAML/Attributes/
AccessControl:Department,

b. NFEMBHLR , & urn:oasis:names:tc:SAML:2.0:attrname-format:uri.
c. EEBARM, RE®REBET—%
8. HEEMRIDFRMEREL , EERERESHNNBEFEENEE I,

9. EEMEREETREL , EEEMERE https://aws.amazon.com/SAML/Attributes/
AccessControl:Department iR ( BiiEfEM ) ME (HEFEREM) .

(® Note

MREBEHABEBER , WEEVH#HTERE. BXUMIE PingFederate FIEZE AL
BIERRNER |, 5SS Ping 7= mX &,

[

10. EEEET—F , ERRABENRERNE , ARRERT

( Alik ) fRiE T R 2R HIE

BALLUEERE A 1AM Identity Center FREY 175 (B2 518 1% ThEENR{Z1%E Name BHEIRE RN https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt3&, Lkt
RATENEMERN SAML IEFN2ENRERE, BX2ERSINESER , H5H IAM AFE
FITE AWS STS 11 2 1EIRE,

ENBEMHENSERELER | FASBERZEMN AttributeValue TE, I , EARRZRE
SfCostCenter = blue , HEFEAUTE M.,

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNENY , FHAENMIEETE MR Attribute T,

PingFederate
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PingOne

IAM Identity Center X4 Ping Identity Y ( LA T &I #“Ping” ) PingOne = mi A FE R B3hiARE

( @25 ) & IAM Identity Center, WtTIEEAEE S HEERS (SCIM) v2.0 thil. ZEAILAER IAM
Identity Center SCIM & 3% =15 B S 1E PingOne B E LbiE#E, BE SCIM REH , BFE
PingOne A &2 A~ B E] IAM Identity Center PR ar & B MRS, X253 1AM Identity Center
F PingOne Z [E1HY T HAJE M T EL o

AIERETEHE 2020 F 10 BAH PingOne, MIRANLS R AIBEEFITR, HBR Ping , 7#AE <
NEAMRAE PingOne Fii& IAM Identity Center WE Z{E 8, AiEEEEE—LHXEN SAML & E
B ERRIER A,

DTRSBRESISETHOMAFER SCIM AP M PingOne B FE 2| IAM Identity Center,

® Note

HEIT1EE SCIM 25l , BINBUEBAER EAEIMEN IS, REREERT &
SN EAMEEED,

£

- RFH

- BNEESIM

- S 1: 1£ IAM Identity Center /3 AFE

« ]2 : 1£ PingOne Bl EF B
( 7Ji%k ) £=2% : #£ PingOne IAM Identity Center H it & F3 F° & 3 1T 5 (A 32 4
(Al ) /RS HE R SR

TEIRFZAF
EFBZE , CRBEUTAS

 PingOne TR & RIHXA , EAREFHRIENTERE, BXWNAREEFEEA , 525 Ping
Identity P,

« X # IAM Identity Center B9k ( %% ) . BXREZEL |, S HE A |AM Identity Center,
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« PingOne IAM Identity Center R T2 & 2R MEIEH PingOne B[/, BRI MM ARSFE X+
FREX PingOne IAM Identity Center PingOne NAREF. BXx—MEE , i5ZH Ping Identity M5 £
WRAERFBFPAIMNARERF.

M PingOne 3£#IZ] IAM Identity Center B SAML i&E$#, #F PingOne IAM Identity Center B T2
WINERE PingOne B[/ G , BX4IERA ©XREEMNEH PingOne 3EfIZI IAM Identity Center
H SAML E$#E., EAMRNTE NS A" THIEIEETE PingOne F 1AM Identity Center Z [B]1 33k
SAML t#iE. Bx il E L iEREN IR | iS5 PingOne X#4,

A EEEWM
T RXTF PingOne WEEXEEW , BT EMEH IAM Identity Center SRHETREH A o

- H 2020 F 10 A#2 , PingOne A% #F@F SCIM fiB4H ., BXX Ping 3RHX SCIM 4 X3 PingOne #Y
BHER.
. Ti ngOne BRPFHEZEARER , AP THEM PingOne B{TE B, MREEEAIL LT
, IEMIBRHEX SCIM IFEE T , M/=FE IAM Identity Center A BEafE,

« WIEM PingOne HFELEH B FM P HIERAFHEM , WA 2M IAM Identity Center H B9 #H 57 3
FPriBRiZE 4. X2 PingOne's EZFREFZIHPHN—NEHRF, MRENEMYE , EXFRTE

IAM Identity Center,
« LLFRXTF PingOne # SAML Bt EMNEE X EEW :

* 1AM Identity Center XX #F emailaddress ¥ NameId &R, XEWREFEZFEN PingOne
FEY SAML_SUBJECT BR5Hi%#E —NE PingOne H Y B i — 3!5 ® B %R B F iR
UPN ( %30 , user@domain.com ) (WA FE M. BFoR4 ( THE ) A T#HAEPingOne AEE
HM R BB W S E,

 PingOne &8 FER it B E + FRMA S AJEETEE F 1AM Identity Center , F I # 40

'SAML_215"' = 'Invalid input' Z2EWHEIR. EFRLEBE , B PingOne 1 E R
5 HRH SAML_SUBJECT MRETERSHETN, REEFTHXERNELRIZE SP: KA ID #
IR IE N urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

£ 1 : 7£ |IAM Ildentity Center /5 T E

KEE—5 | B4 IAM Identity Center 24| A5 ABEFHME.

£ 1AM Identity Center R /Z A EZITAE

1. SERERFMT , $7TFF IAM Identity Center 251 &
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2. EEMSMERPERFRE.

3. HREWEL , RIBAFIMERFSIE , RBEREM. XL IAM Identity Center F/E A B
HME , HERSER SCIM KiiT K MiFRSEER.

4. EAUBFTMEXFEF , EFUTRANEME. HEE P PEEMEN , £FEREXL
K&

a. SCIM i s
b. HRTHE
5. &EBXH,.

MEZEETE |IAM Identity Center 2 HEFRE TTIE , BEZEAFEA PingOne IAM Identity Center 51
BEFEERERES. ATIEHERTXLEDSER,

FIR2 : £ PingOne FELETE

# PingOne IAM Identity Center RIFiFZF R EA L TEEXRE A IAM Identity Center ITIE ., LI E
RIREE ™ PingOne IAM Identity Center B AR F AR NE| PingOne BI|1/7, MRE R RMITICE
£, BS ZREH , ARTHIEEEREE SCIM fiE.

E7£ PingOne HEETE

1. $TFEIERN PingOne BB SAML B Z %M PingOne IAM Identity Center NIRRT ( MARF >
BHNARR ) . BSRLEREL

2. RHENHEHES. TAFMET  EETBEEUSHIEENAAPMERE,

3. EMBHAREL , ERHET—%,

4. EE—TREH , EBEHT IAM Identity Center H#Y SCIM KimT LB, FiZEHNEZ PingOne
IAM Identity Center NFAFEFH# SCIM URL FEH, #RMIBR URL KEMNESPERML, Lo,
E2RINERES |, BEH T IAM Identity Center RV B B HEE, FZERMWZE PingOne IAM
Identity Center R FAfE & # ACCESS_TOKEN FEH,

5. XF REMOVE_ACTION , &ZECZAHCHER (EXEZFMAER , FSHTHE LEMNIHAX
),

6. EEMMHTEL 6 REBATHAEHN F/FTEET AWES | &EA T SAML_SUBJECT
(NameId) %ﬁ%ﬂgﬁo %Eiﬁ?¥ﬁ*_{?§@?—*ﬁo

7. 1 PingOne M AREF BEMX - IAM Identity Center WA L , HITEAFMENBEENER (1
%), ReRERET—D,
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8. HHWFRMNENEL , EFIESECLESGHANAFE , UMEMERN L IZF IAM Identity Center,
ﬁj:%éﬁ‘_‘gi-lt_io

9. RHFMEER , REERETK , FHME.

10. ERIEAFREEKIELE IAM Identity Center , &R E IAM Identity Center 2% & HikE A
Fo kB PingOne WEIZAFNEREAFTTHEL, MEATUFXLERF 2HLS% |IAM Identity
Center NI K MM AREF

#idfE , PingOne A" Z#F&Eid SCIM MBARAR A B, BxFR Ping LIREEZE L,

( A[i% ) 5=% : 7£ PingOne IAM Identity Center &l & A F° )& M3 1715 18] 2 4l

MR E%EZRE E IAM Identity Center HIE MR EEI AWS BRHAGE , FBALIXRZ PingOne #I A%
2. &7E PingOne FE LK E I 1E SAML Wi S 1212 2] IAM Identity Center. RJE , &1 IAM
Identity Center I PRE | LURIEEM PingOne &2 B M & B 15 RR.

EI Rt dE e , B4MERBEA HREEZEGEEME het. ARURENEARES  FSH BAAGRE
5 R HIE o

E7% PingOne HFELERAFEM , AT 1AM Identity Center BYi5 [A]12

1. $TFEIERN PingOne BB SAML BFZ %M PingOne IAM Identity Center MR ( RARF >
BHRNAER) .

2. %ERE, ARERRET—F , BEHABMHBRFTE,

3. EEMMHER L, EBRAMFEM , ARRITUTERE, EATANERMNENEERITXLES
® , LMETE |IAM Identity Center A {F F LA 1T i A1 #2241,

a. TENAREFEM FERTHA https://aws.amazon.com/SAML/Attributes/
AccessControl:AttributeName, AttributeName E#: R &1E IAM Identity Center
FEIENE M B F, HI , https://aws.amazon.com/SAML/Attributes/
AccessControl:Email,

b. EHMNXKEMHIXAEFERS , M PingOne BRFEFERAFEM. fl, BFEf4 (T
) o

4. EET—HJLR, REEETKo
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( Alik ) fRiEr R R HIE

BRI LUK R E R 1AM Identity Center EY 177 8] 122 /8 1 ThEER/R1%E Name BHIRE N https://
aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt¥&, kT
ZAFENEMHEN SAML ISP 2EREEZE, BRRERENESER , 55H IAM AR
B7E AWS STS &2 FEIRS,

ENBEMHERNLERSER | BEERERSEMN AttributeValue &, flin , E£BRZRE
JfCostCenter = blue , HEAUTE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNEY , BHAEMIZEE N EIRM Attribute T,

PingOne
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IAM Identity Center BV & WAES Al

MRIEZ IAM Identity Center WHTAF , TBIUA TEERITEREFBFERZRS -

1.

MREEARZ IAM Identity Center F4ALASEHI |, & IR EFEARZ IAM Identity Center I IK 7
26, AWS Ik BEREEKFEG S , ABSME IAM Identity Center 2% &,

. ML 1AM Identity Center #2H| A ERATFHEAFSONEAS G A R, BRINMERT , IAM Identity

Center N R/ —ANTHTEEAS L ANENE F. IREFLEEREMHHR , ATUEER
HYJES) B RN S HIREE

N TAAXE , BEFEARTNIKS , RAENEZRPEEAPHAURERFHMNONR , IAS

D EX AWS 0K 89 75 E AR

 EBEATAXNAFRENNARFNTHRNR

a MRNARFEZRDERBRE—IMERNNARERF , SAMBECH SAML 2.0 NARRF , LREEF
HEH SAML 2.0 NAERF.

b. BEENAEFHIE M.
c. PEAFRNREZNARF, RMNBUEBETAKRA BRIERA S HRNER , MARRME
MWAFNR. BEE , EALEAFARTHIELNR , ITRRXENREATEN A W

RAFBEHMAR  WABHZAFBEEMART, RFE , AF2BRENEAL[FMFENN
PR o

. MREFERAHNZEIA IAM Identity Center B3 , EEFENAFMAZEF AWS FRITTTF. 1AM

Identity Center REVHT AP AMEBCEHAFIUES , AR eEAMMNZESR AWS BRI, BXE
ZER , BEH (AWS 25 AFERE) PREF AWS BRI

5T IAM Identity Center V¥R ELESS , XE 2 EBF R T ERBETRITHELES,

R AR B A IAM Identity Center , i§55 5 5 AWS IAM Identity Center,

- BIENPRE
« A IAM B@RHO0HAF 5B AWS K 5B ER

o FEAEH IAM B4R OEPEFE AWS 1HE TP
o NEAPH AWS K 5 AR

- RENNAEFNEREFTENER

- EEAPNEASE
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BIEMNRE

W BREEFF & £ IAM Identity Center |, B XA FMEXT AWS K THEIR B, 85502 PRER
ZEEENRE, IREEZTRKTEE—F AHE , WRRECL0IETEENRE, & (AM B/
Er) P IEREMNAWS RERBETAE , ERALIREENRE,

1. BRITUTE—BE , BF AWS Management Console.
« AWS (root AF ) #TF — %&#&F R oot AP H 5 ALK AWS K 8B Fl4rithut , AKF A
EHHER. BT —RLE, AALNED,
- BEMEAAWS (IAMEH ) — ERAEEEENRY IAM ZiEER,
2. $TF IAM Identity Center 25| A .
3. 7 IAM Identity Center SIMERNZKANRT |, EEFENRE,
4, EFCIENRE.

a. HEENREXRBENENNRERERS |, EENE LHRRE,
b. HEFEUNBRENKKEID , BEBEUTEIZ— :

+ AdministratorAccess

* Billing

+ DatabaseAdministrator

+ DataScientist

* NetworkAdministrator

+ PowerUserAccess

* ReadOnlyAccess

+ SecurityAudit

» SupportUser

+ SystemAdministrator

* ViewOnlyAccess
5, EEENREFAEEREL , REMINREFHERET —F. RMAREFEHNERSIHN— /DT,
6. EEFAUEREL , BIALLTER :

1. NT ST, EENRERE | EREBEENDRERE,
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3. EEE,

B N A RN RAIRE

EERENARENRARESRR  FELEREENREZR , 12—/ REMERNNREHFEIE
B—INRZBNAF. E2EBPUENNRENRE—MNER | LR TENAFPHRIAENRERD B
ZOPHEINR, EYRBIRIENR |, £ LUZ1T IAM Access Analyzer , AER AWS IEE R KR E
&, THRMOMNERNNRE , BUUEE BE KBS AE KT S HRAFT BN RAY KR,

f&Bh 1AM Identity Center , BRI AR —PMAF S BESMURE. BENZANEEAF £ B H ARG %
FERRIRE, X, AR AT MR AWS Ik EPTEMNARG RSN , MRS SR ER BN ER
PR

Flan | MRER—FZFEXAR , 7 |IAM Identity Center HEIBEBRHFE , BUUGIE—MN R
F PowerUserAccess fXRMFINRE , AEFZNREIRELEES. SHEANRNEEN
BRETRE , %AdministratorAccessPowerUserAccess NPREFRATFEE IAM A FE
H, HREFK AWS HETFIHERE AWS KT, YRA[SL%EEPowerUserAccessf 2
EAdministratorAccessl P FHITHF RIES

EAELTEW :
- BERFEFHAERHMERNNRE , BEEATMENHWNREM TR B ENUNERE,

EREATE LR RN TELNRE , BRI UMTARBEIIRPIEREDS AWS HEXKK, SUREKE
R TN AWS BRSHMRRRFERAN T RN RN E L TFRENNR, BAXEBEIRBEHNESR
FHSH N THEREEMNAWS ERA R,

o BAIDHNRERESFERFLENE , SERGEIAF R AWS KF W REE.

LYAPBKAZEMMNNEERRF ARG SITHRE (CL) AWS Ik HEEH AWS EERFIASH AWS @&
TITHME (AWS CLI) Bt , IAM Identity Center 2 RN RE LW X ERFLN AR ERZEH X FNE
ZrtE, BRIAMERT , ‘@FEFENE WEREN —/D , ZERETHFPERESIE AWS K
28 AWS A EBEFRHREKE, TREENRAEN 12/ i, BXESER , FESH RELER
SERtiE

« BRETLEE AWS RN RERFE R AR R THPERNFRERE.
RANBRT |, “BRRFERFEME" WERN/ VN, ZERETATAFELNERRITHORIEZ

Bl AT DA K AWS RN PN EKE. TRRAEEEN 90 X. BXELZER , H2H BEE
AWS 51871l 1AM Identity Center 52 5% N 2 Fr B9 & B B 42 0 16] o
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M

« BRAWS FRNFH , EREHSFENRNRHAE,

BEASEERFNEMUREE AWS RITFHETHATRAG., HENZAFSH
BRI/, FERETHTEKSFRITESHETEHNREENNNAR , MAR

AdministratorAccess,

o BAILURFEMA S AE IAM Identity Center , A AXERF 2 EIMBHFHNNEE,

BXEER , FEHANBEASE AWS K B RRR.

A IAM B ORAF 28 AWS kP 5 AR

EJ IAM Identity Center A iRiE AWS K 5 RIXR , EAFURZA P 2EE AWS IKF MR
£

<o

1. BHRITUTE—#BE , % AWS Management Console,
« AWS (root AF7 ) #TF — &% R oot A H W AEH AWS IKF BF B¢t , SAUKF A
EGHER, ET—TL , WALHNEB,
- BEMFEAAWS (IAMIE$ ) — FRAEEEENREN IAM ZiEE X,
2. $TF IAM ldentity Center 2#| &
3. ESEMERNZSKFNRT , &EHE AWS KF,

4. EAWS K/, MEL , NERRALANFRUESIR, EPERHSEHRINEN AWS K- =
BN EIERE, WREER IAM Identity Center REBERBIFRINER , HEPEEKF SN ER
.

5. EERIERAFHE,
6. WT“FTEWA: ERAFNE", £ “FAFMADELS “AWS ## ## WEHL , BITUTRAE .

1. ERPIETF L EREQHEKZFEENROAS.
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NxLEAEFMERE AWS HRIIFAH, EBREATLEN IAM BB,

3. MREWEEME AWS EEEFE , MR TN ERZE AR NRIIRE AWS K5

® Note
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- AL B ik AWS Organizations.

« FHE®E AWS K #9307 RS 88 AWS Organizations.

FX 53U = 9 7] A P PR 7
MBHZA TR, R T SER R R RIS PB4 -
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Example : #2155 612# SCP

{
"Version": "2012-10-17",
"Statement" : [
{
"Sid": "DenyMemberAccountInstances",
"Effect": "Deny",
"Action": "sso:CreatelInstance",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": ["<ALLOWED-ACCOUNT-ID>"]
}
}
}
]
}
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Amazon EC2 Windows L4689 KMAETH RIABR. Hig0 |, anREMEE IAM Identity Center 5% & 193K
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SDK RAKRRA

Python 1.26.10

PHP 3.245.0

Ruby aws-sdk-core 3.167.0

Java V2 AWS ER T Java B SDK v2 (2.18.13)

Go V2 B SDK : release-2022-11-11 M4 EH Go

B FiEv1.13.0 , ELE/Nv1.18.0

JS V2 2.1253.0

JS V3 v3.210.0

C++ 1.9.372

NET v3.7.400.0
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TERIEE,
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2. EERF.
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4. ERAFPREL 6 EFEHLBFETF, FHEREZLESHNBERRZAF YL TFERSH
21EH,
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members. IAM Identity Center X EANEY , TRXEEMHREAFCIEBRIFIRMAN |, &
REFEARSEZ (WBHEMEERS (SCIM) BHFENN ) B ARN. BXUITESZER
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RPI&R
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YECreateUserRARN A F

AAT AN B0 A

1. 3TFF IAM Identity Center #&lA o
2. &EEFEAF.
3. EEFMAFRHRBUTHXEESE :

a. BAFB-LAFARER AWS FEITFMAERN , MELTEER. EL4ANT 1 5 100 MNF
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AR
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1E IAM Identity Center EE &4 106


https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center ArfEm

yyiiEAEl

BEEFHARES , MECTESRAXERGAB FHp4aiE 7R, 3B
TR MEN BRER AL R

i. ERASZAPHEN—RERD, — LRI ERME AWS 7RIS URL MEDF4
B, BB B Fif it FAFERELAT.

BSR4 3t 1t —— BB, F R b b AR ME— Y 6
TN B8 - R 44 3t 31k

BF—MAERAWAEETREBDIRELEN. AXRESZRFEEL , B2H BIE.
¥ R—— N AW AR T REER I TRE L.
RRB

® Note

(A ) MRER , BUUEEHMBEMNE , fIAFH Microsoft 365 TR &
ID, BB NAFREENEL LS NARFNE S EFZIGE R,

ji;%-l:_io
WRER , EE—NESNEFAFRMINE , REERET %,

EEENSR . BEERPRAGENSR 2 . AP MMEA
SREBUHITEMER. BANRIFNSREET EBNERE , EFMMAS,

EEENER. ERRE—

BT ERE , A IAM Identity Center 12 & & FFE R INE K Identity Center B F. =& , &AL
A AWS API & 4ECreateGroup RN NEE4H

ZYIIEE]

1.
2
3.
4

5.

$TFF IAM Identity Center & & o

A,

prid=nilfe FiERS

WAABRNELE—iE, HRNRHEAEXRESEIFTBEALAZANNBRNEAESE. EFAFS
AMEA—TET , REBRNNEANAF . REEPEPSIRAFZUHNERE,

prid=nilfe FiERS

1£ 1AM Identity Center B2 & {7 107


https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroup.html
https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center ArfEm

L7 MNE Identity Center BRJG , B EZES B EREXHENRE. BXREZER , BSH
HAFHRXRS BLE AWS KF,

AP mEA

FERAUTIRE , FAFPRIA 28I A IAM Identity Center ##& A £ Identity Center B X8I A
WRA. & , BRI LLAA AWS AP ##4ECreateGroupMembershipfF A PRI BEE K & o

FRFRMAARER

$TFF IAM Identity Center #2&1A

EFRA,

EREEERA S,

FHFAGEENELNHAFHNALT  EEFAFFMEIL,
ENAPANBEANELNEMART , RBEFMARENAF, R, EHE8NMNEWEZLNE
EAE

6. EFERMAF,

o > o bh =

fHIB% IAM Identity Center YR

L IEMIBR 1AM Identity Center B RHREVAR , FIEF R ZEARANARX AWS IKF MNARFEDN
V7 AR PR th 4 BR . AEIRIBR S T HON . B A T3 , ATBAER 1AM Identity Center 124 & il B
Identity Center B KA,

£ 1AM Identity Center 5 il B4R

/A Important

AWK BEAERA T AWS IAM Identity Center, BAIFERF AWS Identity and Access
Management(IAM). |AM Identity Center A7, AMAFKURET IAM AP, HF 1AM
BAFEILE, MEEBEEIHRERTE IAM HIBRAM A , 3 ESE AWS Identity and Access
Management f P 35m R ER IAM A P4,

1. 3TFF IAM Identity Center &l & o
2. 1EERE4H,
3. B EdmiE X MERA

1£ 1AM Identity Center B2 & {7 108


https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
https://console.aws.amazon.com/singlesignon
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center FF g
- HARE , BRIERSNARTHER, EEEMROAER , RAREERERA,
- ERZERBRNVAEN, FHFMAEENELE | EFMRA.

4. RERLEREBEIABRZANER,

- MRE—XBBRZANE |, FESEMRAT FEEDRA Delete KBIAEHER.,
- MREMBRITEAFHNEANE | FESEMBRAN FEFBAZHBRNOANBHRBINEHE
A,
5. %4% Delete group (MIBR4E), MREIEZBMIBRZ A | BEBMIER # N,

fiiB&R 1AM Identity Center H &9 F /=

L IZMIBR 1AM Identity Center B RHEA PR , EX AWS 0K/~ R A2 89 7 9] A BR t2 2 41 BR o
BP#BBRERTERE, BT ERE |, FH IAM Identity Center %14 M B Identity Center B 3
REAF,

® Note

HIR1E 1AM Identity Center REEF A 7 5 R PRSMIBR A 7 8%, 128 PR3 B4R 28 1 B 3%
AWS HRITF , T EBEBHNERLE. BXREZEL |, SR SHRISE,

£ 1AM Identity Center il BR FA =

/A Important

AREHAERTF AWS IAM Identity Center, EN1RER T AWS Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKIUERET IAM AP, A IAM A
FPEIE, MREBEEIHREXE IAM HERA R , 525 AWS Identity and Access
Management i FigE R RIMIER IAM AP,

1. 3TFF IAM Identity Center &l Ao
2. ®EERF.
3. BERMAETLUMBRAR,

- ZFAFTEL , BULLEERRBRSANAF, EREMROAFE , RBEEERRAS

1£ 1AM Identity Center B2 & {7 109


https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html#id_users_deleting
https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center AriEE
- EREERBRNAFE, ERAPFMAEEREL  EERBRAS.

4. MRE—XMBRZARAF , EEISERBRAFCITEEFTRA Delete REBALHNER,

5. EEREMRAF, WREEERBRSNAR , BRERR # NAF,

£ I1AM Identity Center R ZF B 58]

L SBFE |IAM Identity Center E%EFT"E%%F%I‘ENXBEHT BRERBEEAFFAFE. EEHE®MB,
FRAPAMIALEFHAKR SM. BILUTERE , B IAM Identity Center }““%unmﬁﬂ |dentity
Center B FHH A F RN FR.

(® Note

L IR1E 1AM Identity Center REEFR A /G R PRSMIBR A 7 8, 28 PR B4R 28 1 B 3%
AWS HRITF , BT EBEBHNERRE, BXRELZEL , SR SHRISTE,

£ 1AM Identity Center RZXF F i [A]

1. $TF 1AM Identity Center & &

/A Important

AWK BEAER T AWS IAM Identity Center, BATIFERF AWS Identity and Access
Management(IAM), IAM Identity Center FAF?, AFAFE IIETﬂﬂz IAM 7, 4AF
IAM AP &L, MRBEEIHREXRE IAM FERAFWIEE , 25 AWS Ildentity and
Access Management FIF ISP EE IAM A,

EERRAF

ERERZERETRNRVAFNAF R,
EEFREGANRBRNAFNAFETE , EEAGEERD  GRERAFHRRR,
HERRAP LR EES , BEZEAAF R,

o bk~ 0N

WERPEM

BELATERE , oJLAER IAM Identity Center 2% & %% % Identity Center EXFHWAFE M., HE
BRI LA AWS API ##4EUpdateUsersREF AP B .

1£ 1AM Identity Center B2 & {7 110


https://console.aws.amazon.com/singlesignon
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_UpdateUser.html

AWS IAM Identity Center ArfEm

£ 1AM Identity Center R4REA B

1. $TF 1AM Identity Center & &

2. &EERAF.

3. ERLEREMNAF,

4. BERAFNMABETELONARBFAEESD , EREFRE.

5. ERERENHFAFEEREL  REFTEEFHEM. AGERE Save changes (RFEN ) »

® Note

( Ak ) B LMEREAEY |, Fla0 i T4 Office 365 Immutable ID , SA#BHIF 1AM
Identity Center FHAF S ERAFEERANRE LN SNARFHITRS,

® Note
BRI EY R — N AIREFR  CRENELTEE -1,

HEEKZL R IAM Identity Center F F° %15

LEEEATEEEE IAM Identity Center BRFHAFZBNERE R, ZEFEA IAM Identity Center
BREEEERB,

SORHENRAFRENEIEER

g F| Microsoft Active
Directory S\ SRR 4ERS , W47 M Active Directory {7\ SRRt WtBEmﬁﬁFﬁﬁ%Elﬁo X BB
ZoEM IAM Identity Center 2 Hl & EBIX LA PN EB,

« 1AM Identity Center B %EF' HWAPF—WRER IAM Identity Center A |, BOLLEBZEHCH IAM
Identity Center 218 , 2R EE &R IAM Identity Center Fi 7 25,

/\

1£ 1AM Identity Center B2 & {7 111


https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center ArfEm

E& |AM Identity Center &4 P H1E

/A Important

AT HYIHBAE A F AWS IAM Identity Center, EM1FREA T AWS Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKUERET IAM AP, A IAM A
FEIE, MRBEEIFHREXEN IAM AP ZEBHEEA |, iS5 AWS Identity and Access
Management AFEEHRHNEE IAM AP EE,

3TFF IAM Identity Center #2%1& .

EEAF,

ERAEEEHFEENAFNARSE,

ERAFFHAEEREL  EREEEB,

EEERBEMNEES , ERUATERZ— , RAREREERS :

o ~ w0 bh =

a. MRAFPRKZEZSSEEFBUHBNEFBF—IETS B3I RAF XiE—FK B Amazon
Web Services VBB FHp4F |, IS MMM EEZFT,

/A Warning

ERRLRESR | FEEBRMIETN 2RI ZAFPNE Foi4thit EEEH, R
FHFZBEERETHHLAEIERNEEHEROE TG | WBEWEATES
FRAERAZLTNG R IR AWS IRE,

b. E£R—SMEBHASAPREHRB TN FEHBEEFMAESR BTG EMNEHNEF
BB 1t 3t F 3 KL
RET API QIZW A F KA B FEf4 OTP

£/ CreateUserAPI #R{ERIZA PR , DB HBE, SR IBTEFREFEA API QIZAFNEA
FRIEEFHH—IRERE (OTP) REHMIRE, AFEXRZHEZNRWEI B FHRHE OTP, WE
BT OTP i , AF BRI AMIEBEHHE, MREFFHMLIRE , WMHFTER OTP HE&EH
CreateUser APl S22 AFHZE,

B f CreateUser AP| €IZK A F &iX 8B FH84 OTP

1. 3TFF IAM Identity Center &l A o

1£ 1AM Identity Center B2 & {7 112


https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_admin-change-user.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center Tt
2. EEIRE.

3. HIREWHL , &EFHRIBETF,

4. EMESGRIES F , BERE.

5. BEENERXEE, EHPREEFHRMG OTP ZUME. RFE , EERTF. RENEREFNER.

£ IAM Identity Center F EE H G ZBEXR

(® Note

X L = SRAVIE A T £ Identity Center B R RIENAF . MREENF IAM Identity Center S
HEHREE N FHRIUE , HlalActive Directory/h\il & 4127 |, NIEH A F N BB RIESE
XLERGEFMARE IAM Identity Center FE X MIT. WMREHN F 4 KIF=2 AWS Managed
Microsoft AD , &5 R EER1E K AWS Managed Microsoft ADLA T R EE Z{E 8.,

HEMER |IAM Identity Center W SRS , AP SIUEFUTHBERTRIREFERXHED !

- BBRX5RNE,

EBKENSBIE 8 Bl 64 NFRZHE,

ZBLNEE T IR P ERHRIINED 7R
- NEFH (a-z)

- XREFH (A-2)

- BF (0-9)

- FFBBFFH (~@H$% & _-+="\){];"<>,.?/)
TRERIIEAN=/1EZBES,
TREERBET =5t BN BEELITHED,

iE 3 ZF| Microsoft AD B

fFH AWS IAM Identity Center , & 0] LLfiE i i%E$E Active Directory (AD) A B EE H X+ AWS
Managed Microsoft AD B 3., AWS Directory Servicellt Microsoft AD BEXRENX TEREREMEH IAM
Identity Center 2l & 2 Bl & R B 3R 15 A A PR &Y ] SAM R R BV & 40t B2 7] B FiEEE IAM
Identity Center /5 , A LA AD AP SHEHER T AWS K- R AREFHH E R REXR.

##3 Microsoft AD B & 113


https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/introduction-to-active-directory-administrative-center-enhancements--level-100-#fine_grained_pswd_policy_mgmt
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_password_policies.html

AWS IAM Identity Center ArfEm

AWS Directory Service # Bh#&i& B FIZ1T AWS =imIEE RN AWS Managed Microsoft AD B
Fo LT LAEA AWS Directory Service fF2H AWS BREMEN BEE AD EHEEX. AWS
Directory Service ZEEENFRABEE AD , #MAREEEXRZIUNEHRIET B2 =.

IAM Identity Center f& FI 12 #9iE 2 AWS Directory Service 3R AD EHIHTEB S AL, XHIE
£ AWS Managed Microsoft AD 18 53 RAY , IAM Identity Center TJ A4 K B AWS Managed
Microsoft AD T3k BiEid AD BEEENTAENAF. IREEETONRESHHPKREA, , WA
FEEZF |IAM Identity Center Bf 24718 DOMAIN\user EBEERNHAF A,

@ STEBW

- EREREMH , BEAREH AD Connector 8 AWS Managed Microsoft AD 1 #J B 5 AWS
Directory Service 1y F#&#) AWS Organizations EEIKF ., BEXEZEL , HSRE IAM
4P OBEINEN S5 KR.

* 1AM Identity Center T FE F SAMBA 4 #9 Simple AD fERE$#ZH %,

& Active Directory B EEM

MREME A Active Directory 1N SR , WIEKIELE LB B AT T RF M -

- WMREEFEFEA AWS Managed Microsoft AD , M AFE 1R E AWS Managed Microsoft AD B &Y
E— AWS XiZ ZiEE A IAM B350 1AM Identity Center & 2 B HIEE#HES B ZHERNEX
HF, EEE IAM Identity Center , B AJREFEE VIR EIELE IAM Identity Center HXiH, Fo , iEE
E, AWS FRINTAEAN AR ML 5280 B FHEE.

- FRARREEEIKS P Active Directory :
BAMEHIZEEIE AD Con AWS Managed Microsoft AD nector =% B % AWS Directory Service ,
H# BiZ B FZ ST 8 AWS Organizations BEEMKF d, — X RAEERE— AD Connector AWS

Managed Microsoft AD BRXZ—1MNEFK., MREFEXZRFZNEIHM , i5FEHA AWS Managed
Microsoft AD. BXEZEER , S :

- FF B FiE#E AWS Managed Microsoft AD E| IAM & 3 5 0
« f¥ Active Directory Py HIEE X B FiE$#ZF IAM Identity Center
- FRAREEZREEAKS R Active Directory :

##3 Microsoft AD B & 114



AWS IAM Identity Center ArfEm

MRETRIZ A 1AM Identity Center ZEEE & H £ Active Directory fEREE IAM 5 470 & 17
B, WAIMERANMNTFEREBE K FHIA AD Connector 2 AWS Managed Microsoft AD AWS
BRAPIRENB X,

MREZORE R |IAM Identity Center & 3R METEALRE Ky Active Directory , SEFFEM Active
Directory Bt AEAMEAMIR , NiZ B FAMEFE IAM Identity Center ZREE AR A, ( R
FE)HR (BZKFRE) ; BN, E4TTEEKS H,

H#E$Z Active Directory #ig8E

MREEZLEEA Active Directory , LA =/ Al # By 8 2% 11 B RiE#EE IAM Identity Center,

&AL Active Directory B9 AWS Managed Microsoft AD B XS BEEE B %5 IAM BHH0E
%, WMREITRIERE Active Directory A9 AWS Managed Microsoft AD B XS BEEH X , BAKRE
#9 Active Directory Bt &% 2 P 1E IAM B4 /O INEH B 4 5RR R &M

(® Note

BIBNAEAZERIE , IREELXEXER, MREITXERE Active Directory 1 EY AWS
Managed Microsoft AD B3 HE®EHX , {EK% RADIUS MFA AWS Directory Service5—
BEER , BT IAM S4 508 MFA,

AWS Managed Microsoft AD

1. BEF E#EZ Microsoft AD B & HHIERE.,
2. BB ¥ B FiE#E AWS Managed Microsoft AD 2 IAM B3 /0 Ay R IR 4E,

3. BtiE Active Directory MU AERH IR FEENRHNAF B E IAM Identity Center, BEXEZ(F
B, FZHAFEEAFESE IAM Identity Center 1,

Active Directory FEVEREN B F

1. BEF E#Z Microsoft AD B F HIERE,
2. #&2B8 fF Active Directory FHY B E R B FiE#EE IAM Identity Center RIS TREE/E,

3. BLi& Active Directory AF R EmHE R FEENRAF B2 E 1AM Identity Centero BEXEZ{E
B, BHZANEERAFESPE IAM Identity Center #,

FEZ] Microsoft AD B % 115



AWS IAM Identity Center ArfEm

SAEB 1dP

1. BEE EEINMSHERRE FHVERE.
2. R MAEEFIN S D IRHE RS TRIEE.

3.
ELEEH IdP LA FFEZI IAM Identity Center A,

(® Note

EEEFMEANSHHNETAN B TEE ( M IdP Zl IAM Identity Center ) Z &1 , HA1E
WEANEQERETFEENRN — AP EZE IAM Identity Center H,

FEERF RS E IAM Identity Center &

&R B FERE] 1AM Identity Center j7 , BANEEERNHRFEENRNAF, , AEFZAFM
&8 B ZE S F 1AM Identity Center A1,

1. $TF 1AM Identity Center & &

ERIRE,

HFRENEL , EESFOFETNF , NhikFRE K REEREEED,

EEBEESHEL  EFRAFPETF , REEFFMAFNA,

ERFEDFWAPT , WABYNAF B HEFRM,

EERMAFMBEAT , JITUTRE .

o g~ W DN

a. WACEELZEQHERTFEENRNAS,

b. EHZAFEELHNEIRIE,

c. BEERREXR.
7. EEERSAEF  BEENAFRERERSEEANAF RS,
8. HESMBERKRP , EREAF,

9. HEAFREL , SEENAFUREFE-—ENAFTSHAEFRF, RERIFEIRAERHA/S
&Ko

teat | BAFERGRERKS, SrUBE 02 EENREF AP D ESIZNRERRE N K
FHERBLRANR, BXEZER , BEHLUENES,

FEZ] Microsoft AD B % 116


https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center ArfEm

L A3k B Active Directory B {TE

IAM Identity Center fEFREREET A, . B MK R BEE S M Active Directory FEVR B X[RE2P
B IAM B0 B D17, AWS Directory Service ZBEET2RL E IAM Identity Center , EHR A
FEHRIFEREEN Active Directory FEVRE R 1T, MABRFAEA LS HEE#HENAEFAN

B, BRUAMEZ R , TFEN LDAP jE3N1&i% B Active Directory R EYIRE B o

BRMEBENEZERE , B2H A AATIAR.

£l

 F B FiE# AWS Managed Microsoft AD | IAM & 3 52

« f% Active Directory FH) BEE I B FIE#E IAM Identity Center
« AWS Managed Microsoft AD B & 1R 5t

« M Active Directory it & Fi F° #l4H

£ B FiE$E AWS Managed Microsoft AD E| IAM B 13 H0

FERUT S EREH AWS Managed Microsoft AD HHE R B FiE#E AWS Directory Service Z| IAM
Identity Center,

2 AWS Managed Microsoft AD Z| IAM & #4

1. $TF 1AM Identity Center & &

® Note

EHITT—F 20, FHER IAM Identity Center 24| 4 IE £ £ B & AWS Managed
Microsoft AD B ZFFIERXigz —,

HERIRE,

FRENEL , ERSFHFRENF , AEFRE-ERIHR.

EEBRBHRT , i Active Directory , RFEBRT—%,

EEEEHERT , MNFIERPH AWS Managed Microsoft AD iR —NE R , REEBR T —

ZVo

6. EWIANEHRT , EERFER  HIRLAGRBAER A ABERERFOR.

o A 0N

%] Microsoft AD B %


https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center ArfEm

/A Important

EfF Active Directory FEI A FEE RN IAM Identity Center FHIERAF |, B4ME £ N
EQERFEENRAAF M Active Directory E2E| IAM Identity Center, H it |, iF&
RS EE A RS2 IAM Identity Center Ff AR EY SR 3ETIR 4,

FF Active Directory FHI B E X B FiE#Z IAM Identity Center

#&7£ Active Directory (AD) FETEEMNERHPHNAF LI ET £ L BFKIAE AWS Ik RBR15E A
| AWS TP R ARF. EAXEAFRELSERXFR , EAMRTUTE—BRE .

« BIENMES{EXFK-TE AD 1 AWS Managed Microsoft AD S B &2 H X2 BB EEEXRR
i, AD FEREEEZPNWAFAIUAFERAELREREREMN AWS REMULSRAEF. £AE
EFER T IAM Identity Center,

AWS IAM Identity Center EER@EE , AECERMNENFEPERA-ANBHREE , NEZA
FPHEHETEIE. |1AM Identity Center FE 2 B XS X PR N AR F R G RN R E AL T8z, K

RREFLERAFMATKER>TIME , flNNEEHMA P RARLZMRMRE . Microsoft Active
Directory X{{RIVIBRIEE RV IAM F 43R OEERNE#H 1T HMKIUE, AWS Directory Service 18
RAEBANEELETFIREAF MEA TBIEN AWS R,

AXRIZBENEEENIFMEE , 28 AWS Directory Service B IEE P YAl RT BIZZEEX R,

« f1% AD Connecto——AD Connector 2 — 1M B ZFMx , fEERIBEREEQRZHNBERXER
AD , MEFESFRFEMAEE. BXIFHAELR , HSH AWS Directory Service BERIERHIE
3B %,

(® Note

MR IAM Identity Center 3% %] AD Connector B & , MEMARRP A HBEEEH X
TE AD FER. XEMRERFREEN AWS HRERITFEEEB,

mREEA AD Connector ¥ Active Directory 18 iR 55 %E#Z] IAM Identity Center , Tl IAM
Identity Center {RE X% [E] AD Connector Mt IEIMN ENBWAF L, MREFEXRS
AMHEH , B Microsoft Active Directory 8 AWS Directory Service .

##3 Microsoft AD B & 118


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/setup_trust.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html

AWS IAM Identity Center ArfEm

® Note
IAM Identity Center F& A T&F SAMBA4 # Simple AD B 3%,

AWS Managed Microsoft AD B FHY & 1t R 5¢

J& MRS B T4 1AM Identity Center RIFEM B K E 5 AWS Managed Microsoft AD B A HIZE 1L
& Rt TBET, |IAM Identity Center MI&EEY Microsoft AD B XK KA B4 HIFEBETZ) IAM Identity
Center AP EM., XL IAM Identity Center AP B MR EE A T R AN AR FERK SAML 2.0 M
5. BMNMARFHLBEN TRINENESEF , HFFEMN SAML 2.0 BHYI&R,

IAM Identity Center ER ARREFEERNH LHNEMRGIET T HETER —AE M. 1AM Identity
Center FAXEAFBMHREXLIZEINAREFN SAML IS (XN SAMLEM ) . RIEX , RE
MIEH Microsoft AD FZRXLEAFEY. BXEZER , BSMANNAREFTHEMERSE IAM
Identity Center J& .

IAM Identity Center R Z B REERNEHNBEEMRHA B THEEE-HEY. BXESERE , BZHAE
IAM 5 3 /0 B & R 59 B AWS Managed Microsoft AD B &HHIE M.

XENWEEEMEREM
TRYIE TFAEXIEH AWS Managed Microsoft AD BREM , X L& AT ABRSTE] IAM Identity
Center R B M.

Microsoft AD B X iFHE %

${dir:email}

${dir:displayname}

${dir:distinguishedName}

${dir:firstname}

${dir:quid}

${dir:initials}

##3 Microsoft AD B & 119



AWS IAM Identity Center ArfEm

Microsoft AD B XX #FHE 1+
${dir:lastname}
${dir:proxyAddresses}
${dir:proxyAddresses:smtp}
${dir:proxyAddresses:SMTP}

${dir:windowsUpn}

B LA E 2 XK Microsoft AD B FE MM EZH S LRSI ZE] IAM Identity Center Y B /NTT3E
B, Hlan , A LUER IAM Identity Center IR AFBMTH subject B, ABEHHBRSE
${dir:displayname} = ${dir:lastname}${dir:firstname } EMENZIEHHNELERZ
ZEBEMENEEASE. BX IAM Identity Center AP BN BRINRFRIFIEK |, FSH FRIABS,

/A Warning

F L5 |AM Identity Center BT EEH , EREMNRFAZEN , A BERIARFEISEN
Microsoft AD B & .

flan , “AFRE" 2 IAM B HRONXERYE, RSN AFE BABEENZEN AD BRE
%, IAM Identity Center ¥ iZwindowsUpnfBE#l N ‘AP &” BWERIAE, MREEBM 2 BERES
FENAFE NEMMES  BEHTERZHEIAMKE T “A/&” 8 IAM Identity Center
NSRS ETHIET,

WMREAE A ListUsers= ListGroupsAPI #4ESlist-usersH list-groups AWS CLI &35 7 B P M &
Ao BELiAE AWS K MR R ARFIRBR , WA EREEAttributeValuel FQDN,
ZEMSAEALUTHER : user@example.com. ELL T RHIF |, AttributeValue IREH
janedoe@example.com,

aws identitystore list-users --identity-store-id d-12345a678b --filters
AttributePath=UserName, AttributeValue=janedoe@example.com

##3 Microsoft AD B & 120


https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_ListUsers.html
https://docs.aws.amazon.com/singlesignon/latest/IdentityStoreAPIReference/API_ListGroups.html
https://docs.aws.amazon.com/cli/latest/reference/identitystore/list-users.html
https://docs.aws.amazon.com/cli/latest/reference/identitystore/list-groups.html

AWS IAM Identity Center ArfEm

F#H IAM Identity Center & 14

T&RIIE TFIEXIEN 1AM Identity Center B 1% , X L5 M o] LB S E 4R H9 AWS Managed Microsoft
AD BRHWAFEMY. RENARFEMEMRS G , LA UERAXLHEEBHN IAM Identity Center J& 143k
AR5 B2 N AR A SSRE .

IAM Identity Center Z3FH &t

${user:AD_GUID}

${user:email}

${user:familyName}

${user:givenName}

${user :middleName}

${user:name}

${user:preferredUsername}

${user:subject}

XENNABE O RIBEEY
TRFIH T PE 2 255 B T RS BB 1E IAM Identity Center RELE 15 R I2 5B MR NEANEY
A MR (IdP) BE. A SAML iSet , BRI UER IdP XN EREM.

IdP R E

${path:userName}

${path:name.familyName}

${path:name.givenName}

${path:displayName}

${path:nickName}




AWS IAM Identity Center

RAriEmE

IdP F X E M

${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:

${path:

emails[primary
addresses[type
addresses[type
addresses[type
addresses[type
addresses[type

addresses[type

€q

€q

eq

€q

€q

€q

€q

phoneNumbers[type

userType}
title}
locale}

timezone}

true].value}
"work"].streetAddress}
"work"].locality}
"work"].region}
"work"].postalCode}
"work"].country}
"work"].formatted}

eq "work"].value}

enterprise.employeeNumber}

enterprise.costCenter}

enterprise.organization}

enterprise.division}

enterprise.department}

enterprise.manager.value}
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AR A BR 5

T3&R%5IH T IAM Identity Center 2 i P& 5 AWS Managed Microsoft AD B &/ i P& /Y ZR AR
5, IAM Ildentity Center X323 IAM Identity Center 59 i B P AV E M5 &Ko

® Note
MREEZATEE AD R 817 IAM Identity Center & B R EH AP MA# TEMDE ,
NFEATRPNIRKIARS, BXUAEEXERFNES , HSH BEATEFZHEMLER
5,

IAM Identity Center A B9 i /B 1% BR &1 E] Microsoft AD B FH X /NE
AD_GUID ${dir:quid}

email * ${dir:windowsUpn}

familyName ${dir:lastname}

givenName ${dir:firstname}

middleName ${dir:initials}

name ${dir:displayname}
preferredUsername ${dir:displayname}

subject ${dir:windowsUpn}

* 1AM Identity Center PV EB FERHBEMHEE RPAARK—W, BN , JT BZIBATELX LK.

B LBIEECHER , ERBIAME M SAML 2.0 i S AMEZE M. Fla , BiRENN AR
FFEETE User.Email SAML 2.0 B RMUAF B FiffFtbit, BE5 |, RIZE FER U647
Microsoft AD B FH windowsUpn BiEH . ESRINLLARE , BABIE IAM Identity Center 12| & Y
UTAMIBHITER :
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1. £ Directory (B ) TUHHR Attribute mappings (BHMRS) T2 TF , BEEFAFLEM email IR
58] ${dir:windowsUpn} B (1 F Maps to this attribute in your directory (BR5 2 B FH X
MNE ) 51)

2. ENFARFTEL  MNRPEBRNARRF. EREMHMEETF, RGN User.Email BB E
${user:email} B ( EMR5TE IAM Identity Center BRItk ZRFRESRBFBEMEF ) -

BEAEE , BT ${dirAttributeName} WEXREBNMNERKE M. HII0 , Microsoft AD B &
AR firstname BTN ${dir:firstname}. EEMWE , FNE ZBEHHELIKEB —/ /R
B, ${dir: cEREXENEENSHAF,EXBE,

1AM B 1750 Y E MR 5T B AWS Managed Microsoft AD B I E 4

WA AE AL T EEIEE 1AM Identity Center H Y A 7 & 14 B2 a0 aJ AR 54 2 Microsoft AD B XHXY M A
&t

£F 1AM Identity Center FHIE MM EI B FHWE %

1. $TF 1AM Identity Center #2& &

2. BEERRE,

3. ERENEL , ERFREFNEMEDF 6 AREREEEML,
4

EEEHREFHEMERE L |, £ IAM Identity Center PR EIZEME B , RAEEXTEPE
AE, plan , BEEEH L4 IAM Identity Center FI B 1 email BRETZ| Microsoft AD B XE
${dir:windowsUpn}.

5. & REENR

M Active Directory B¢ & A 7~ F4H

IAM Identity Center 324t L R fhM Active Directory Tl & F F FA K 75 5%
« |AM Identity Center AJ &g B #Y Active Directory (AD) B ( #%E ) —FERHIKES H3%E , BRI LUALT
AT 84 -

- Bt £ E X Microsoft Active Directory F Bz @25 E| IAM Identity Center 89 F = F14H k12 HI 238
BR, EWRILABER A A SMBRA S FA A ERRELSBE,

« NELZAFNMASTEX AWS IKF Y 8 QB F T RRRSHN NAEFNHRNER. X&NARERFT
R AWS HENREFREFERNNARRF

- BIRBEFELENNREFS REFEDS LR, XAUBBERETES RSN A
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« IAM Identity Center AD B ——B lkEH H % , BRI LAFEA IAM Identity Center ¥ Active
Directory FEI AP A D EL AWS P FBARF. MBS EN 5 E< Bs1RE2 E 1AM Identity

Center,

IAM Identity Center AJEL & AD [E%

IAM Identity Center AJELEHY Active Directory (AD) B2 £ 288 & N ELE Microsoft Active Directory
PR EH , XESH2BE3IRDSE IAM Identity Center HiE RS T,

UTEBRENEESECESEENEETEEN AD BF,
£

« RRFHNEEEM

- AIELE AD FIFZ R TIERE

- RENEELENRESEE

FRFZFGREEEM
EFEATEEN AD @S 28, EEEUATERZHNEEEM .
- ¥87E Active Directory FEREZWAFM4A

£ IAM Identity Center AT AP MBA P B AWS BN ARFREFFEENBAREFH R NER
28, BAIIE Active Directory FIEEERSWAF MEE , ABEFHEREZD | IAM Identity Center
F, AWS Ik

- AD BF&F——Z& R 1AM Identity Center #H| & AKX 2B AP RERNFTAF MA BT 2B
Bt , IAM Identity Center REEEBEHFZHREREENAFNE , Tl7E , AREHEFZAF
F ST EIE 2 A E IAM Identity Centers

- AEER AD [@2——IAM Identity Center T2 BZEHEHSRPERAFRNA, Hk , B408
EEEERSHAFNANIIR, BAUBIUATHFRZ —HRELIIEK (LR ARLSEE ) , 4
BRTFENAFMAREERELE IAM Identity Center , REZEFAFANAREXRERATE BN
AD EZ#1TES,

- IAAFNA : MRENAFMEACELSE 1AM Identity Center , M ATELE AD RFZHRIE ST
EFMAERXERFNANSIR. EFEFTAFNE , B4R NFENRMEIRLSEE. &
*XESZEE , FEARASNMARNNEENRSTEE.
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- MAPNA  WREBENFAFMADEX AWS K- MNRARFRARNR | E4AME A
BEMN AD RFZHEEERMNEESCENASME , REF8EEM IAM Identity Center #E1T
2B, BXREZER , BERAFATNEARNEENELSCE,

2B 2 Active Directory FHIHREAR

BETHMBEARANBAMANRERE (RNFEHYE ), H&EME Active Directory P EEBREHENE
PAPBESH , PENNALSRBRTEFEANR SEASERAEEN AD @5,

- AD A% — X #&[a Active Directory P EREFANFA S EESH , AEZFANEZERAT
BETFEZMK . Bl , MREBFHRNESESAEELAA, MABREAAWKR , WREAAWERE
FR R B BATG RIZMK o B 4B IE R 5 # T & 4k 7 (R AR o

- AJEEMN AD B — FERATEREN AD RS FHES D ELE Active Directory P S BRERFHMNE
4, TJREAYT KENIGR AWS kP SRiFRINABRFHNAFEE. EXERT , 2E8EH8 T
BEAPF , BRBREATNAF, fli, MEEEA A PEIFRNE , MABR2A AWK , A
B HYAK R th &gk I 1 | A BR .

- EFEBLITERE

MREH BT THERRE , HEM IAM Identity Center 513 174# API #24EF 1AM Identity Center %
B API BR1ER 2 BoHT A P FA XS K~ F N ARG R R S EE S E IAM Identity Center , #8424
TBESUATHFRNARXLETERRE : 2022F 4 A 158, UETIEITEHREN AD B ZTMHHE
7. JEEMN AD AL AERAFNESBENMERENIRFARRKITEAN AR,

- AD BF—BERESBTRE. BN NAFMNBEASELR AWS K- MG R NAEFHKX
R "NAFPNASEHENERG , eM2B3EE ( EZHE IAM Identity Center ) . WIREEHZ
L THERRE | XEWRE N EFH AP R MNE Active Directory i , B BEZL THEFREALUERS
377 ListUser APl RYEZEf Active Directory FHIFF , SRS IAM Identity Center Bt A
FirEIER 28 APl B4, BTAFESE , BitiZAF 28318 EZ IAM Identity Center,

- AEREN AD BF—BaXRTME , HET2BHNIT. ik , BL4HE TED /A MAR

IELSEENRAEFATNATMNI S HFE. BXAFIHTRSEEUSIAIEE AD BFHNE
WHRNER , FSMH B PITEIEEUSSIARER AD BF.

AIEE AD B TERE

IAM Identity Center fEFA A T RRERIF F B EHPE T AD 9 5 HEIE.
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ek

$F Active Directory 19 & AWS Managed Microsoft AD B Rk EIEH B FiE#E AWS Directory

Service F IAM &4 , ZANERXEEEZERSE IAM &4 5.0 5477 P Y Active Directory

RAPMEA, SEFENSHEE=/NIREERELE IAM Identity Center 377 $ . RIFEBEZMN K
N, B A EATREREEEKATE,

BETHMEBE (MNREHARTFHE ) MANBEABSBEAGHEM. &M@ Active Directory 1
DEREFANBHEIEESN , 2ENNALSNBRTEEANE SRSERIEEN AD @5,
BXREZER , 52 FMaking assignments to nested groups in Active Directory,

/R I
AN

BREN AP SARS E 1AM Identity Center H 475N H 2 BLiHRINR,
EX

B EHIM Active Directory FHYIR B FiEEUEIE |, IAM Identity Center B3 1Z4E T B A HIBERER
. BRIAEIRT , 1AM Identity Center 2B BB RS/ NN ED X BENES B XHNBIE. RIFEEN
Active Directory FI R/ , BIBTREEE 30 28 E| 2 /PRI EERIZE B IAM B3 H D

EZBEANAFPMANREER R BB IAM Identity Center I B EFH , LABSTE] Active
Directory JRE FHHMENN R, X FAFEM , X7 IAM Identity Center 2| & K917 8] 12 Hl /8 £ ZB
f 5l Y B 1% FE S 7E |IAM Identity Center FEHT, &£ Active Directory H AT Y E 10 /& 1% %7 7] 6
FE— N ELAHFERBRE IAM BB FOH,

BRI LAE#E L 2 IAM Identity Center A F#PHWAFLMEAFE, S SUEERFH AR AR
BlfbF&EF , IFEMER. SRMNEASFHBLET —RITKNESHREL, EMNFEFRBRNG S
4512 L7 1AM Identity Center 3 F & F E#. it 28 XKREZ WM A - E[FTE IAM Identity
Center S 7P HEEA. E TN RELSEAHRERE , MAKNAFXRFHE IAM Identity Center F 4317
PEHEA , RICINBETNETRALSBENS —MEN—EB2.

i B

M Active Directory FEVIR B F I BRME A A P RAX RET , AP FMEFM IAM Identity Center &
B EEFRIER, & , &ALERA IAM Identity Center #2414 M IAM Identity Center & 15 174 R BB
BIBRA X R, MREFEA IAM Identity Center #E#I1& |, BELTANELBEFRERAF |, AR
MNET—1MRAZAPANFT2EFHRE L E IAM Identity Center,

R TLARERTE F MR ER L, MRELEFRSHNEEY 28 X , WA AFEREER.
BENEEENELTHE
BABEEATE-FRAEERSEHE
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- IBEXRE  MEELREXNAFPFAM Active Directory R E] IAM Identity Center , EIRE 5|5

NiRE PSS REERSEE. TXEISNIRER , BAUENRBRAR, pNEMAEIRERFD

SEE

- MREEZLHB/ELE IAM Identity Center WAFMA , RELABERE|SNIRERITRE |, Hik

ﬁ

REERS., hIs|ISANREIE , BEFERRATIPNECIREENEERS BE.

=

- 5|1§$AIRE

- RAFMARNEENELEEH

« MEIZSEE H M BR A = A

- SENMRERS

- REATERDHE MRS

- BIITEISEREUXNATESH AD @5

51 §XRE

1.

3TFF IAM Identity Center 2 %14,

® Note

EHAT—H 28, EHAR IAM Identity Center 124l & 1 A K 2 EH AWS Managed
Microsoft AD BXFTEMNEH &, AWS XiF

EFRIEE,

ETHEHMSNEIERS , EFB5SFNRE,

ESBRA ik BEEEMMS R , EERIANNAFNAEHMRE, MRFFEEFN , FERT
—%, MRFEER , BHITER , RAREBRREFENR.

ELSR 22—k RERSBEF , EBEAFETF, AT, AAETMIRSCENAFRNE
TRAFA , RAEERERM, BTX , &F 4 EUF,. AAERNERPSCENHANBIALAERR,
RBIEEBERM. REEET—%., UREBBENAFLPNARNIELSEBE , BRHTEAESRHF
ﬁ?%jt_io

ESRI . EFEHRFEEDR , BNSER 1 BHRFFPHNEERFNURSR 2 . IS EEHPHNA
F#4A, % Save configuration, XFHEHAEERL NHE,
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AP MARNEENE L EE

gl

1. $TF 1AM Identity Center & &

2. EERE,

3. ERENEL , EFSHRETF , NFEFRRE , AREREERY,

4, HEEBESNEL , ZEEAFPEDF  REEEFNAFNA,

5. ERAFEIFHART , ABINARBHERRM,

6. EEFANNAFMAT , EFEFNNAF,

7. ERRXR.

8. TESMERP , EFEAF,

9. EAFNEL K ZEENAFITEREE—ENAFQHIAEIRT . EERFTEIRUERASS

&Ko

yIIEE]

1. $TF 1AM Identity Center & &

2. EERE,

3. BERENEL , EFSHRETF , NFEFRE , AREREERY,

4. EEBRSTEL , EFEET+ , REEFRMAF A,

5. BEBARETI+, BAT , WAKEBNARIIHEREFM,

6. EERMNAFRMAT , EFERMNA,

7. ERRXR.

8. ESMERTP , EF 4,

9. EHANEL , SFEENAEATEFSE-LENET2EREIERP, ERRFEFAEHMAI XK,

MEZ B B I BR A P A4
BRMELEEFRERA S MAN SR EFARANFAEE , BHSH AJEE AD BF 8 TEFRE,

i BR AR

1. 3TFF IAM Identity Center &l Ao
2. ®EFIRE,
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3. HARENHEL , EFSFMRETF , NPEFRRE  RABFEEREERS,

4. EBRAPEDFR,

5. ERASEBEAMART , &SP ERRNAFSZSINEEE, ENRFTERF , BiEPRAFPEZLN
SR,

6. EEFEBRR,

BERREH

1. 3TFF IAM Identity Center &l Ao

2. EERE,

3. ARENHEL , EFSFMERETF , NPEFEE , AREEREERS,

4, EBRABRIF,

5. ERASEBEAMNAT , EHPERBRNAFZLNEIRE. EMRMAEYL , BEPHERZLNEE
.

6. EIZFEBRR,

ZENRERD

LERLSGEMBERKRNELZ A , HBLEEX Active Directory ##Y A F= F14H AT Y 4E 471 5 S i BR
£ 1AM Identity Center 1, RERFE , BZ AR/ T RN ELS HREXLEE R,

TERS

1.

2
3.
4

$TFF IAM Identity Center 2 &1A o

ERIRE,

HFRENEL , EESFOFETNF , NhiEFRE K REEREEFED,
EEEBRST , EREEFRY,

RER L

1.

2
3.
4

3TFF IAM Identity Center 2 %14,

HRIRE,

HRENEL , ERSHRETF , N\FERRE  RAREREEESD,
EEEBRST , ERRERY,

FEZ] Microsoft AD B % 130


https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon

AWS IAM Identity Center ArfEm

® Note

MREEINGEFERATMARIMERL , MFRAM Active Directory £l IAM Identity Center
WRLEMRE.

BiEA T RL R RS

BEXEMENEZER , HS AWS Managed Microsoft AD B SR E MRS,

£ IAM Identity Center FELE ZIEHY B ZHE MR ST

1. $TFF IAM Identity Center #2#|& .

2. EERE,

3. ERENHEL , EREFHFEDF , NPERRE , RAEEREERD,
4., EEBEST , EEEFEMEMS,
5

£ Active Directory AFEMT , Bl & IAM Identity Center & 13124 /& £ %1 Active Directory i F°
B, Fln , BT sEHE N IAM Identity Center H 0% E M email BRESZ Active Directory A
FEXEM ${objectguid},

(® Note
FABMT , TEEX IAM Identity Center & 1377 /& M F Active Directory A8 1.

6. GEE REFER. XFHEREEFDSTHE,

B NTRSEEBASSIAEER AD BE

NTHERENBICLTHEREES ATEEN AD AL BB THE , RNBWERITUATIRKREZLE
SEIE

EEHRTRSEEBASSIAEERN AD BE

1. £ Active Directory A , SIZ2— P REF AU TS EBER D F IAM Identity Center BYFTHE A -
H, Flan | B EATE N IAM IdentityCenterAllUsersAndGroups.

2. 1£ IAM Identity Center F , R EFZHFMB BN EER L FI RSP IAM Identity Center JF =5
RXERLSEFBENMERF. 4. FTHURFEEANK R
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3. M Microsoft 24ty Active Directory Fi F FIAEE API BREE R EH A 7 =il Br A - A
4,

IAM Identity Center AD [E5

Eid IAM Identity Center AD B , BRI LAMER IAM &4 52 H Active Directory A EY B~ AWS ik /=
MBAEDE AWS RENARFIEFRENARFNIFTRNR, FIEsENS0H2E3ELSE IAM
Identity Center,

IAM Identity Center AD [E]25#9 T{ERIE
IAM Identity Center fER L TR H B EHEPET AD B FHEIE.
Bl

LHINER AWS BElARo B AP BRFAF AWS IkF RESBEARNARFN , BXAF. #4
MR BENEELEHESE IAM Identity Center B3 &S, FINZ IAM Identity Center 2 EL#Y
APRSBABEXEM/DPRAEIE AWS BREMF. REFSHHREE  WIETESEEKNE
B, REEESE THRNRNAFNEA  KERMDE 7T HRNRNANKANAFPMAT 2EE
&,

EREMEARANE (HAREL ) ELBEAGHFM, H&B O Active Directory FEEREFHANE
HoBESH , PENNASRNBRTEEANE SRSERTUEEN AD @5,

- AD @% — %8 Active Directory FEEREFAMNBA P BEESH , REZHANEERR FHE
BRLZM P, Fla , REFFRNESELEA, MABRAANKR , WREHAWEERR
AILATA B iZK . B ARVEMR & R <& R R

- AEEMN AD B — FERATEREMN AD B FHES PB4 Active Directory FEEBREFAMNEA |
ARELY KBERIGE AWS IKF HiGRINARFNAFEE. EXfERT , 2EEATHMER
P, BEREAFHAF, flm, MEEEE A ZEIFENE , MA B 24E AKNKA , N4A B B
R &9t 5 RN R

MEAFPEEAPNKREXRELS 2HHE T IAM Identity Center , MiZ A # BB 176X KRG just-
in-time (JIT) LB ZF LR, B JT MECNENA P RIFEZ D BERE THE IAM Identity Center 1
R, SN FLREL., JTRENAFNERZSBERSZET T,

BXRWMMAEAF B GRNERNEE AWS IKF |, SR ELEFIERNE AWS K-
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EHT

B EHIM Active Directory FHYIR B FiEEUEIE |, IAM Identity Center B3 Z 6 B R HIBERER
#1. 7£ Active Directory FE XK AWS SR HBEEBERXEMN/ NN EINEF R EFED. BERTHE
REE , WIEITREEEKNEE,

APMARNREER R 5B IAM Identity Center R BIZEHEHT , LABRST R Active Directory J§ B &
NN SR, XTFRAFEMY , X IAM Identity Center 24 AN BB EEHEMIFo P HNE M
FELX7E IAM Identity Center FE#T, i , AFEMLEESNAF S HR IS4 MER,

i BR

= M Active Directory FEVIR B F BRI N AP REX RET , A MEFMM IAM Identity Center &
17 17 1 P 1 BR

E BRI INER & M R P

MR EEHE R Active Directory X #Y B B H F AWS Managed Microsoft AD , S FiE#EZE|
Microsoft AD B ., 3 FEMNIBEBIRERE (IdPs) , BATLLEERA AWS IAM Identity Center IdPs &
HR£MEFRICIES (SAML) 2.0 FEN S HRHTE ORI, XEENAFEEERAEAREREER

AWS TR, RfE , AT ASMEIAE S EAKS. AGNEEENBNEAER IdPs,

fFlan | AT LAE Okta =% Microsoft Entra ID & 44 E IdP E#£ %] IAM Identity Center, ARG , B AF
A LA Al B BB Oktaz Microsoft Entra IDEEEF AWS HETF, ERGEHAFBERETURNITHIR
£, B EFR M) D E AWS BAFFREKFMNARFNIGRNER, kA, FEARREFRE
MAEZIEEF AWS Command Line Interface (AWS CLI) , ENATM B E XM E R ETFZ R,

SAML thX AR ER IdP U THAFNMEAN HFZE. Bt , EXMEIFXLERAFMATMEE IAM
Identity Center 3R IAM Identity Center T fi#iX L f4A,

HAFXREINER 1P RREITTRE

RN IdP B, XTEFFAEEANAFR AR EER IAM Identity Center 1, SR FBEXT AWS K
F RNARFHTEMNDE. Hit , BAUNAFPNEARE Ba)ME , W UEA FflE. Tie
BMMEZERF , IAM Identity Center B ST REMNNARFFHRIEEE @2 EH S 1dP,
AWS Management Consolef&/5 , IAM Identity Center RIFE1E IAM Identity Center F 8| BB SR BE 1%
FXIXLEFRRNHENR. EXMENELEE , H2H AR MEAMIBFR,

AN & R R

LA R X =M step-by-step 42 I1dPs :
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+ CyberArk
» Google Workspace

« JumpCloud
* Microsoft Entra ID
» Okta

« Onelogin
* Ping Identity

NFFAENXZFNABRE , BFENTREMS, EEETNEERRF IdPs. THBR T ARENERS
iREEERANTRE,

EEZINEH DR

1. 3TFF IAM Identity Center & &

2. EERE.

3. ERENEL , ERSFMHFLENF , ARERERE-EXRSFHR.
4, EERBESHXRER T , EEABSORUER K REEET -5,
5. EERENDBHMRMET , ITUTERAE .

a. ERFEABIEET  EBTEABEXHUATEABEXHHATEREELENRE L, &
IR B P 1R I EE IAM Identity Center SAML Jt Bk 3E U4

b. EHORMABFABET , BAFREEXMH , RARKIIMINRE DRERERF TR THE, .
RE LEZX M. WABEXHEERTEEMN IdP KEAERATERN L2 H x509 E+H,

C. ﬁ?%jt_io

/A Important

FHRE A Active Directory M Active Directory EXURSMIBRFIE AR A F A 2
B, RIIEHXRERE , EUAFHEFNASE.

6. i EFHAAESHERER , WA ACCEPT,
7. EBREREMHR. RNHENBHNE  BRERDEXRESBR.

ES]
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o XINEGBIRMHBEER SAML # SCIM Bx & & 1738 1iF
« SCIM Eei& XX 4 F SAML 2.0 K1

I HNER & IR ER SAML 1 SCIM B & & 11
IAM Identity Center SEfELA T B F R M 5 3 BLS RAE MY

- ATRAFSH/BREIER SAML 2.0
- AFFMEM SCIM

{EAISEREIX Lo bR MY B (1R (IdP) A 25 IAM Identity Center RIhEigE  BEEEEFEUT
RSB
« SAML

* 1AM Identity Center 25K 88 F iR 4 #th 1t R A SAML NamelD #&3( ( Bf
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress ).

« WIS & namelD ZERHEXIR RFC 2822 (https://tools.ietf.org/html/rfc2822) addr-spec &
(“name@domain. com”) F&F & (https://tools.ietf.org/html/ rfc2822#section-3.4.1),

- THBEXHTEEET 75000 MNFER,
- TEIELBEE EntityID, X509 iE$ , H SingleSignOnServicefE I & F M1t H) —
s FXREEMEZHA,

+ SCIM

 IAM Identity Center SCIM BY3EiE & T SCIM RFC 7642 (https://tools.ietf.org/html/rfc7642), 7643
(https://tools.ietf.org/html/rfc7643) #] 7644 (https://tools.ietf.org/html/rfc7644) , LAK 2020 & 3
A # B FastFed asic SCIM Profile 1.0 % () PAEN BRIEMER, https://openid.net/specs/
fastfed-scim-1_0-02.html#rfc.section.4 iX £ X #5 1AM |dentity Center #2535 e 2 [B] (R =
F197E 1AM Identity Center SCIM SEHeFF &K A BRI ZFH AP RIES o 31T 7 R

ldPs FXBFRFE LR EFEESTNAR. BRREN IdP , THRAXEF REENEX LR &
MESETHEEHEB.

WMRIEER IdP EEEE] IAM Identity Center BHEEMEMEIE |, RINBWWERE :

« AWS CloudTrail @3 i 1S # & #Kid & H & ExternalldP DirectoryLogin
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- 1dP HE BEFN/H AR A E
« HEE IAM Identity Center [7] &

® Note

BL |dPs™=m ( FlInhEFRLE ) LLE S 1AM Identity Center Z MY “RATEF" = “E#ES W
FX 7 |IAM Identity Center 32t 7 B{L VB E AR . A HEMREH 1P RAELIEDT |
BUEBFERT , H/DO0EEFELZ R IAM Identity Center HZEIE , HM&H “AWS”, “AWS Bk
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4. BEAGBMZBLMWED , ERFRZARERTSTRERHLRNR,

5. £ “SREVER JHFES , £ macOS # Linux, Windows PowerShell , 5% , E4FEURTFER
KWBRERS, AWSCLI

AWS CLI 2L % AWS SDK if R BR 149


https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

AWS IAM Identity Center ArfEm

6. 7£ AWS IAM Identity Center ZiE ( #%F ) T , FHEREH SSO Start URL M SSO Region,
f5/3 A IAM Identity Center BV ELE XM sso-session BLEN AWS CLIZEXLE, EXEKL
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* (AWS GovCloud (US) Region) https://start.us-gov-west-1.us-
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Management (IAM) £ & F &K IAM KK MEZAE,

(@ Note

A IAM policy B BREZ I , BUIERFENRAKS . BHRAKS R 1AM
policy M4 ME LN ERKFPHNRBERX D KNE, MREHKE K. PFREFEENR
£ | IAM Identity Center N7 E 0 Bl PR EE,

RER FHNRTSHIEKS 2B T2 TR,

$F IAM policy D BELLAINPRE

1. ELEESBENRENETN AWS K VERBIE—/ IAM KB,

2. [a IAM policy Z BN PR. BAIAEFRRNKFSFOEARNNERE. A TRE—BHGER , BES
NREPERENEFHRANR, ZLUERAEZ{LRIR , #l0 AWS CloudFormation StackSets
EBNMNKAKF e ZEEHBRZHMNELN IAM KW EIAR, HXxMWEZEE CloudFormation
StackSets , i5Z ¥ (AWS CloudFormation i) AWS CloudFormation StackSetsH#y “f£
)ik

3. EENEBRKFHCIENRE  HEFFEEBERRBINRL R TRMEN IAM policy, B <4147
BEBNBRENEZEFMER , BSH CIENRE,
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4. FNEHEZHFTERNBKERE, AWS RERFHHAM IAM policy,
5 SIBRHpEEHNNRE,

i BRAX BR &=

MREBHCEEINNRESTE , BSRHEENREENED IAM BB 21E,

FEM 1AM Identity Center BIBRIXIRE 2 BT , BATFEMNER ZNREMFIA AWS IKF HBkR. &
REJFAFNBANLRNR , FEREERA - NBEADE,

MR ERIXBRE AWS K

1. 3TFF IAM Identity Center &l A o
2. EZBKFPIET , %&F AWS KF,

3. EAWS K/ MEL , FERENALNHAEIIR, EEFEE AWS K7 MNHBERREN R
Fho

4. EMBRTELE AWS K/, EENREETR,
5. EFEBBRINREZINEIRE  RAEEEBIR.

6. EBRNBRENEES , WINERTEBNNIRE , WA Delete UHINBER , REEEBKRY
A1 PR

ERAUT SRR — NS MURE |, XHAL AWS IKF PREMART EBERIXENRE,

(® Note

ES BN RENFERFNEA , TieEA AWS IKF NEM A , BREEBER, ERE
NERFMEBEANTRNR  FSREEAS NEH D,

MR ERAXBREE AWS K P

1. $TFF |IAM Identity Center %I &,

EZHRERRT | ERNRE,

EIRERRERE | RFIERF Delete (HIBR),

TEMIBRIBREXTEE SR |, AN REN BB IABIER , ARERERR, ZEMXD KNE,

w0 N
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BLEXPREE 14

£ IAM Identity Center 1 , BRI LB B & A TRRERE 5k B E LA F &%,

ES]

« REREFEAHE

« REFHRS

- (EF B4 REEHUEEERA 7R

RERTERFEAHE

NTEAN NRE , BUNEELFERFENE , LGRS TEF AWS IKFIKFRNRKE, HEE
HEFEREEE , AP AWS FBHAE,

BIRFNRER , 2ERFEERMIAREN 1 /DB (AR EN ) o RESEFEABER 1 D6, &
ZAREN 12 /MEt. IAM Identity Center 2EZ M D EMNIKF PN EBMUREEZCE IAM A6 |, #
FXLEAGRENRRKIFRFENANRN 12 T,

LHAFBKRSHEE AWS Ik 24|85 H AWS Command Line Interface (AWS CLI) & , IAM
Identity Center 2 FANRE LWL FFLEMNANIRERZEH SFNFERE. RIABERT , IAM
Identity Center R XBRELE R EY IAM A 2 EEH IAM Identity Center i F184E | X AT B54R 58 HIS5 1
IAM Identity Center X FRE 18 E W XiERFLRE,

/A Important
FEABREZE2EE , RNBVEREN R ERENARKETEESNITAGAEZRAE,

BIENREE , BRUNERTERANAFMBSERFENE, FAUTEIRERNZNBRENSERFE
BRI E.

RE XGRS

1. 3TFF IAM Identity Center &l A

2. EZWFNRT , EFENRE,

3. ERENHERSFERFEN RN RENE .

4., ENRENFHAGERNEL , EENRE BoENEN | ERRE.
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5. HEHREEANRERERNEL , FEFFERNEEEFE—NHE.

6. MRLMEMAAEETNRE AWS K/, MIkFEFFERETE , AWS Ik MEBZEH
B, NRENQERFENRAEEHE , FEFEEREEH AWS IKF ZNBRENAF, XE
TR IRENHERNATREER AWS IKF ZRNRENAHF

7. ERRFER.
8. AWS K/ MHEMHMLE R —FKEH,

« MRHE-ANHSNAWS KFAFERETRRE , WEBHASHIAAWS K- ERSDEHRKE , #8
EHANRECNATKS

« MBREPEENRE AWS K/, MBAFEIANRENRESEH.

REPHRS

BIABRT , SAPEFAWS HRTF , EEKF , ARERRBREIENNRE AWS SIEZNAE
Bf , IAM Identity Center AN KR EEDE], AWS Management Consolef& 7] LUE T 5 A
HRB[RENTEANEFE URL REHLTH, B REFHRS , FEBENAFREUNRESH
ABNEH AN REFRE, Fl, BaLFRMIRARZESN Amazon EC2 ###|A URL (https://
console.aws.amazon.com/ec2/) , AMEERAFEE Amazon EC2 BB A AGNAFEERE
ZEH A, EEEMEIRRIA URL LIRS URL BIFEH , IAM Identity Center &4 A = #Y3X] 55 25 8%
MEIAF LR AWS XiF FRANEGHELRET R flm, MRAFLERTRMBX ( BTEFRE ) (eu-
north-1) R E— M EFIE2E , WiZAFFEEE@ R ZXEFH Amazon EC2 ###H| A&,
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RAriEmE

Administrator for AWS 1AM Identity Center (successor to
o AWS Single Sign-On) sets the relay state

o IAM Identity Center administrator assigns single sign-on access to user and

applies permission set with relay state

Permission set relay state configuration

EC2Admin

Relay state - opi
| it onsole.aws.amazon.com/ec2,

Permission set with relay state applied to user
Assigned users and groups

Assign users or groups o

Leam more (£

Username / group name - Permission sets

jdoe EC2Admin

o 1AM Identity Center redirects user to the Amazon EC2 console in the

user's last used Region

~

@O New EC2 Experience X
Tell us what you think
Resources
EC2 Dashboard
EC2 Global View
Events

Instances (running)
Tags

You are using the following A

o User signsinand chooses Management console

AWS access portal for jdoe

EEE IAM ldentity Center AR F EEMB4SFE AWS X4l s |, FXEATESTEHE URL

B Hl, BEFAFEERRZXERSY

( BZBEBM ) (us-east-2) AEY Amazon EC2 2% &

, BEZKX

## & Amazon EC2 ##|&# URL (https://us-east-2.console.aws.amazon.com/ec2/), il
REEZEAES (BREBRM ) (us-west-2) BA T IAM Identity Center , H BB FLEFNAFEREIZX

1§ , $8§%€ https://us-west-2.console.aws.amazon.coms

£ A AT I ENRRER B FHIRE URL,

BB P ARAS

1. 3TFF IAM Identity Center &l A

EZKPRBRT , EENRE.

ERENHREFPYLRE URL HIRERN B,

2
3
4, ENRENFAGENEHL , ZENRE Bo
5. #H“wEEANRERE WHH PHRE" T , BAEM AWS RSHviRH & URL, fl

RENAEM | ERREE,

https://console.aws.amazon.com/ec2/
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® Note
FARIRZS URL 2417 AWS Management Consoled

6. MRLMEMAAEETNRE AWS K, MIkFEFFERETE , AWS K MEBZEH
B&. MRENPUIRES URL B/ , ARBEER AWS IKF ZNRENAFSBNENER. XX
TR IRENHESNATRAEER AWS IKF ZNRENAHF

7. ERREFER.
8. & AWS AATMHEMNMHLER—FKEH,

« MRHE-NHSNAWS KFFEETRRE , WEBHASHEIAAWS K- ERSEHREE , #8
EHANRECNATKS

« MBREPEENRE AWS K/, MBAFEIANRERNRESEH.

® Note

BAILAER AWS API, AWS SDK =, AWS Command Line Interface(AWS CLI) BTt

 |AM Identity Center APl ZFfJ CreatePermissionSet = UpdatePermissionSet
BE

« AWS CLI s 5 5E 1 sso-admin 2 HH create-permission-set = update-
permission-set @,

e/ “fE48” REEHUHRERA P IR

2 |IAM Identity Center AP IEEEANPRE AWS IKF B , Bt EEREZA P NIHRNR, &7
LUBEEX A RIEE AP EHEEL R RECEMI1E A EER IAM B22FNNE , AEEZEERT
LIEFT b4t REELUEEZERIERIBFENRAAF . AETGBEMARIE B4 KgAK BRI
AEEEI,

HEZHEBENREQEN TS IAM BB LTE

AT BB 5 R 252 S 457 3 P 4 954 SR SRR L P P 0 P 4T EAE AR A R 9 1AM
fto REURIE, BF TLE LA EAETRRE  ERCERED , X SMEE RS
FRANE. NRAEE TS H LS ERt A MUR R MR AR IR | I 7S R Ar
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BRAFHRKR , FLEEMN AWS HRINFSE , AZERAFESR, BSRBUEHNRECIZMN T
IAM BEL1E , THIAE B4 RESEMRESSER , UKIE 215 R PREE,

B 448 SRR

BT LAE R K | H& 45 IAM Identity Center & 3 17 f#User IDA I RS- FEPTEL |
LBSIEAFEEERKN IAM BEREGH — S ERME, FH LR LUR R EBBEL R gt
AJREFE AR RENEMAF EREM, REER SR, IDAdd user ID here,
A"identitystore:userId"it , B FEAEBEHENERNAF ID #HITEH.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
nan
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"identitystore:userId": "Add user ID here"
}
}
}

RERULERAS — MU (Hl0 , ) “aws:userId” , “identitystore:userId”{fEdLE
E, AAERE—NMAXBKWESEKE—E, E5&M4“aws:userId”FEATELSZINEN B B KR
RAEAFPEMNAXNE N  HENRAFNAF BB Fobttat K E£3L , Mg EET L,

£ IAM Identity Center #=#lA & |, A identitystore:userIdBSSMBIAF, BRAFEER
AP, BAEAGER>HEHMAF IDXEXRAF. EEZAF D, FLAFH AWS HEITFS
EHAZAMMNER —BINERHRNREREE. EULUBELERS B FM#E AP RIRBAFNAF
ID , M\l B3 62 B4 5Kk,

BB L R A

BRI AERATT R SRS ID (Bl ) Add user ID here , ERAKIINE AWS Ik AP ARERN
TR B AR ST 12 IR B (SCP) RIS BEL KR, HEEAXMIE , BAEETHHE , MAFEERE
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HRe, HEER EL” RHECEAFNIERINRN , £FEERBZERE , FSUNAF ID BRNEER
HETRRERHAFNAF ID. XTSRS IEA - EREKH I SCP NEANKS FiIRENEMNRMIT
EMERE, BMERFERES AWS BRINF2ESHBTENKS A DETENARS , et
MEVRAE, H SCPE2FRTAFNBRANRE , BUUAREFTEZRMEINNER, B ENFL
AWS T EITT P 2TER TR,

BRT6EA SCP 24 , & AT AR FREM NERRBEFN A 7~ A LA R PREEE AN FE A RERKEH
B4R,

MRIELTBOEZ AW THRRR |, WA SERFRPEREDIER , Hia

"Condition": {
"StringEquals": {
"identitystore:userId": [" userl userId", "user2 userId"...]

}

/A Important

TRBERAWI T E |, BMATRBEMHEMY EREE , AERBFREATVAF ID ED 12
Pefo HEltefE , AFEENEMACSSIH , REETLLRERAF ID M 454" Kig+
BRo

S|FRBERBEFHNEE. Amazon EKS 1 AWS KMS

LB\ AWS K 2 B BRERT | IAM Identity Center &8I — N EHEULTFFKH A
BAWSReservedSSO o

AENTEZEMH Amazon BIREM (ARN ) FAUTHER :

B ARN
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-
e_unique-suffix ID:role/aws-reserved/sso.amaz

onaws.com/ aws-region /AWSReser
vedSSO_ permission-set-nam
e_unique-suffix

5| AFREM P ANRE. Amazon EKS # AWS KMS 198
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fign , MRELR T OBBFEEFEEERRT AWS KPR ERANERE |, MERNU TR ARN €
BEMENHNAS

A ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_1234567890abcdef aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_12345678
9Qabcdef

R BR AWS K P X iZAREMNFIE 2B , W IAM Identity Center 8128948 57 /A £ th & 41 BR.
MBEHEEXNE—NEEHTHOE , IAM Identity Center &R ZNBREVRZ— AR, HABHNSA
A ARN 2 ETRINE—FR, EHRHIP , E—FR2E abcdef0123456789,

AW ARN
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:role/
nistrator_ abcdef0123456789 aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_ abcdef012
3456789

ABNHENA ARN WERERHSFREM S| ARHEE A ARN fUREHI , NTHMERA out-of-

date AN FREM N AW TIRIPR. Hlan , MRAELLTEERSIAKRLKE ARN , NIFE ARN WESCR S
MR REA PRI

« 1£ Amazon Elastic Kubernetes Service (Amazon EKS) #J aws-auth ConfigMap X #

-« £ AWS Key Management Service (AWS KMS) AW E T RRAVKEE P, 2R BEHIBE
B,

REZUEHAZSH AWS BFHETRRENERERE , LENENREEN NN BB A ARN , B
BB TE IAM for Amazon EKS HRAIEZMNZAAE , AWSKMS H#EME ARN K&ET, N TF
Amazon EKS , &3 IAM A& MXMEETF aws-auth ConfigMap #. XF AWS KMS , ©4MIFE
FENBHARRP, MREBEXAHBERTEZEZM IAM BE |, NAHER AWS Support.
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Tt 52 175 (] AR T RO 22 1

NTRERASHNRENMHAEH ARN EXMS TR P, RIOITBWWERITUTHRE.

« P ED-TNREDE.

K2 EE1E Amazon EKS F5| AR, Ffaws-auth ConfigMapXERIEHEM AWS RS
ABNETHRNERN AWS IKFF AWS KMS{R & It 2B,

flan | IR IEBIEEKSAccessXBBEHM AWS Ik 5| MM A® ARN111122223333 |, NHE
BAXKADBAZKS PHNRE, BTIEIXKAMERN , IAM Identity Center 1l BRAE N B &
&, N\TERTEGTEXNR. EBANRKRAERHENR , MEAFEERORARBREE,

« EAT Amazon EKS 1 AWS KMS : G3E%E IAM FRIZHN AR,

MERIBIE Amazon EKS £ H aws-auth ConfigMap F=HE AWS KMS Z4AHI B4R K& 5]
ANRENAE ARN , RIMNEBWUEEZED>TE—NE IAM HOIENAEGE, ZACXTAATERR
[f] Amazon EKS & EE AWS KMS AR, NREXNEBERBILAG, X, RN
BREMAE ARN REFENR , M AT AEHFARBEPEFHX ARN Baws-auth ConfigMap5|
. AWS KMS T —¥ 3246l BB A& IAM FelZMN ACCIEEERK., XA REER
AdministratorAccess XBREHIE,

B E S E R R A

UTREBEENETFERNRA | ZFEBIAdninistratorAccesstRERM TXE IAM F AN A
BRIHRNER, ZRENXBEEZIHE

« WEERBHNERATERET AWSIKFZEIE A, TFLRES | AWS IKF 1111222233333
Bsts:AssumeRoleNRIVZEIXEA TR AL IAM FEIEN A G,

o WEERIEMW Condition element IEE 7 W BETE IAM Re|EN B BN EHEMWMMER, &
WEKD  BEFUTAE® ARN W RETUEEZAE,

arn:aws:iam::111122223333:role/aws-reserved/sso.amazonaws.com/eu-west-2/
AWSReservedSSO_AdministratorAccess_*"
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® Note

Condition JtEEFE ArnLike RHZER , AENEEA® ARN REFABERS , M+
EH—WNER, XEKE , IENRENAE® ARN RET{ , ZFXKBEARAFNEERALE
IAM FEIENEE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/aws-reserved/
sso.amazonaws.com/eu-west-2/AWSReservedSSO_AdministratorAccess_*"
}
}
}
]
}

MREBABBRHEFVNE T NREIXN ZNRENAESE , MELRRKPISEE IAM HEIE
By A BN BRHEI LR Amazon EKS &S EtE AWS BRI ESILRMNR. AWS KMS keys

ETRMEN I RES

ETEMMTHEES (ABAC ) B —MZRIUKE , ZEXBETEMERE LN R, BALER IAM
|dentity Center AWS I /= i Fi 5k B11E4@ 1AM Identity Center SR A B HREEN 2N AWS &
BREIGRIBR. P AWS | XEEUHRARE, EHRERAFPBEENRE AWS AU BER{LE
FAIEMANENRAEE , AWS HBFREH R TREEHRTELEFSHN AWS BiR.

Bl | ALk BFE N TR F X AR Bob # Sally 2B 2| IAM Identity Center FEJFEREIX
PRE | REIRBRHAR BB TIHRES, % Bob A Sally & Ffbf1at AWS KF |, IAM Identity

ETEMMNHEES 201
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Center 27 AWS LERREMAINEAKEMEY , Bt , AELMWIINEREMNEMES AWS T8 &
R £ BV BA B PR PLELRT , Bob M Sally X215 AT E &R MR Bob K% Z Sally BIHRA , &R
FELAFBFPEFRGHEANB B R TSR T RMNR, 2§ Bob TRERAE , i B3HREN
FEIARN BB RIRH G RXR , MAFEE AWSHEFE[ANR,

A EE BB TR A EFEEE IAM Identity Center FERIZMERENTENRNHE , RN EHEENR
EXBENAFINEAUREEBEERARE—NR, &AILIE IAM Identity Center fXPREME T R IR
REFERAXLERFREN AWS BIFXE ABAC F AMERCNREE,

s
LA 27 1AM Identity Center £ ABAC #9 H 54k,
- ABAC ZEELHNRE - A TEFTXNTRMN T/EREQBRTENRE , At EABZNNRESE

2. XRETNREENE XM,

« f£/ ABAC , HIBA ATBUREBEZ(L MK - HHIRECIRNHE LRI , RESBEREEAIRT
R IRE PR

« B ABAC ER BB RPN R TEM - T LUER IAM Identity Center AR ES B AYE(T & 13IR FHY
WA R TEME AWSH ML RHZRHIRE,

c REETHRR — Z2EERATNEIERETNRAFBERREPHAFES , AWS CloudTralil
MMBNEESFEN S G AWS,

BxfEA IAM Identity Center 2% &5 1A/l E ABAC WER , B2l HEFIEME. AX
mEER IAM B3 H0 APl B AFIEE ABAC MEE , HZH IAM B H 0 APl 3E5
B CreatelnstanceAccessControlAttributeConfiguration Y,

~

- 5% : AWS FH IAM B H O E ABAC
- REHIEMY

™
N=3
B

BHE . AWS £/ IAM S50 ELE ABAC

BB AIEEZIEH AWS HIRMIZE IAM Identity Center S 1T ABAC PR EMBE BES. IR
FRERILBEEFNES, YSEHERETIENEZEN , FREFZEE , MBS LABERITIHE
B HEHRES.
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RAriEmE

e

1

)

EF WA RARE AWS BRAMIRE, E7E IAM Identity
Center F3EHE ABAC , BB EEE@EHE ABAC WP
B AWS BRERNIFZ,

EFNMERS G FEPHNXEKAF FHRNEMLE IAM
Identity Center HEL E &K F 1378, |IAM Identity Center
RFEBEFER ABAC 1 AWSEAIZIFH IAM F 147
DB RN AP B,

WBIELATARAE | T8 E 2268 B LE B 14 SR i H 7 (B] 428 1B R
R, REFELZEER IAM | AWS dentity Center,

- MREFEAABFHRMEE (1P ) , FREREREH
M IdP 1&i2 B8 MEIE 2 M 1AM Identity Center HiE#
R,

o MRBEFL 1P REBEMY , BF IdP BRENE
SAML S hEHIE . BZRABEPEXENEE
IdP #90ptionalE¥,

- MREFERA IdP R B 0IRHIERE 1AM Identity
Center FiEREM , FHEUMMEE SCIM AEEM
ERBEW IdP, WMRELZEN SCIM 5 IdP —iEfE
A , MEEA IAM Identity Center 2| & B F TWEZ 0
ArREEEM,

- WMRIEFEH Active Directory 2 1AM Identity Center
EREMDR , REFEH IdP HiEETE IAM Identity
Center FiEEEM , WEFEATLUREN AR .
REMUEBESER 4 , FFFREA 1AM Identity Center
BEHAEEEN ABAC B,

£/ 1AM Identity Center 2%l & 5 #9177 7] 42 /8 M TUE
EEREERT ABACHEM., EHITES , BRI UNS R
2 FEENSHRPERFEEHEYE. EENIHR

« AEBAMIRZE AWS

EEEN FBIR

TTaeEA

ERNBEHREEENS
3R A R B R 1

A#HE

B3 E
BN S DR E 1

£/ 1AM Identity Center 1

N EHBRERE M

£ AWS Managed
Microsoft AD ¥ & 13 i
TEEM

BRIA BRS¢

ERAEE R EHE M

E# . AWS A IAM B4R OEE ABAC
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F]|  EF Z&

HEMH A IAM Identity Center & , B4 2R E
(BRES ) |, XEREX FEBLEL AWS IKF BATFin
[ 428 R K

5 ERREFCZEBENNRER , HEAHBREFE « 7£ IAM Identity Center 3}y
012 ABAC N , LMEAF REHRER TERE ABAC B 1 PR 5% &
WRR. BETR4PEENAFBMHESAE AWS F
RIPR SR A G R 3R BR 3R, BRI BAEA aws :Princ
ipalTag/key 45| ANXBREKEE RV EESIE
i

6 HEENEMHNRES AWS IKF |, AP RAEBES - RASLHRRRD ES AWS
R 5 ROIRMREE, XAF M AT BABBR S 1 BR & K 7= K~
FimE AWS FRET , ] RERBEENREIREE
Rl PR o

SERIKESWE A AWS IK/ (B £ R BRM A PG RIELENE M E AWS HF.
Uy (7] 22 15 )& 1

A2 1B =2 1AM Identity Center BHIEFNRHEER , B UEHPEREERRPFERANAR
B HESREEIN RIRA TR, B AWS RIEAF SHRTPNINEEHENAF 2B IERE.

flan , BRREBRERFEDIEHOEX S3 MAWHRNR, EHEEHEEREL , BT LLERIA
FEMUEETEMMNIGRINEES (ABAC ) £6FEA. AE , A LUE IAM Identity Center £
PREFHEE—NKE , NYUBIEMHSEDELS S3 MONPIIRETERNFZF AP HRINER, IAM
Identity Center FRAF NI IEHEEREAREEHRNKS, AR , ZBEHATREREEBERR. BX
ABAC NEZER , BZRETEMN TR ZSE,

FraaE M

AT RE BTG R FIEEER T EAEAN S BR. TREEEBHEHR , TLEENE  EHFE
PIRSmENRERM, XERKLARTRAFZHIHE AWS BIRHR,
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8 1AM Identity Center ¥E 7 &R IERE &

HEH 1AM Identity Center BLE N & IR , BELAMAFARERE M, #ETXR , SREHEE
HHEMERE  AEEREERBRERANES. &5 , SME AWS K/ TENACIZHREERRE
LAEA ABAC W M.

# /8 AWS Managed Microsoft AD 4 & 2R AT IE R E 1%

LIBE IAM B OB E AWS Managed Microsoft AD 1 B 3RET , B £ EfF Active Directory F#Y
—AFE MRS E] IAM Identity Center VA FEM. TR , SMEAREZEFNEERE. RE , B
#EM Active Directory BEfHVIIE SSO B EERREE ABAC BEEEHREANEM. &5 , IFEER
BREEHHY 1/ A 42 /8 k4w B ABAC AL , UBRFRAF HM4X AWS FIREREINER, BXx IAM
Identity Center 1 i FFJ& 15 AWS Managed Microsoft AD B &F AP BEMHNBRIAME XK | §S
5% BRIABR 5 6

ERNER S REE N B HRIERE S

HEERANS S HRMEE (1dP ) EN FHIRECE IAM Identity Center BY , R E A AR ABAC
YR 1%,

- BAILUR IdP BLE N IEBE SAML B E RiEE . EXMER T , IAM Identity Center £4%i%&k 8 IdP
YR M B A ANE LU 1T SR RGP A

(® Note

SAML i EFMEMEHEEFHEERE LN BTN, SAFTIRE THXLEEYE , HE

HEFEHITFEIIRMBF RN B, MRERESEINE IdPs EM , BBLAHAF
BREE AWS KRBT |, IXEFEM N RAHEEE, EHERMEET SAML F SCIM & A 1AM
Identity Center 1§ &= , SAML BMHEREHRIEFIRRPEFTLER,

« JET LM 1AM Identity Center #2H &R TG RIZHIEMENHE EEEANENE . SEHLEFHES
ENERESHSRE IdP WEMTEREENE, REEREEM SCIM , FEEBUTEM :

- WMRFEH SCIM , IdP £ Bz E M ER L F IAM Identity Center, SCIM BHFIRP AIRER1E
FEiFREHMMENEHMEME, EXMERT , BERE P RN ITEEREE , FAMEN
https://aws.amazon.com/SAML/Attributes/AccessControl: BIZET SAML I E
kR E M A IE T IAM Identity Centero BxMAI7E IdP REE A T iFRZEFIMAFBEEUESY
SAML IS RIZNEE , BERERTAHESRN 1dP B,

- MREFHEAR SCIM , NARFHRNMAFHREREY , RAEER 1AM Identity Center £ & 4
B—H#, BTX, SMEBEEFNESERE , AREREERBEREANE M.
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A} |IAM Identity Center FEYAFBHESNEAF BN IFEENTRIIR IdPs , SR FHII
SE D RHAERE M.

EFF 7 |IAM Identity Center RER ABAC , SR T £/,
FH

- BRAFBEEIEZEGEMY

- 7£ |IAM Identity Center 3 ABAC B X R 3K %

B R E T RS E M

EEEER TEH ABAC , S5 E %A IAM Identity Center #4143 IAM Identity Center API
B ABAC, MNR&EEZEMER IAM Identity Center JEZE % , W ATLAEEA IAM Identity Center 2§ &
2 |IAM Identity Center APl FHYIARIIRFIE MR E. MREEANBHFHRESE (1dP ) EH FHIRH
EEBET SAML B E KEEM , MATLUF IdP BB N{Z2E . MR SAML iiS&iE TiXLEMESP
HEM@—/ , IAM Identity Center ¥ £EF IAM Identity Center Identity Store FHVEEREEE. HH
FNEHEKFBHTERE EORIEN , RE%KIETE IAM Identity Center FEL B /Y& M LU H 5 A1 2R 4R
%o

(® Note

BTSEM 1AM Identity Center 12| A G RIZEFIBEEREEET/ND IdP BREMAEHNEME. W
REERE B IdP B9 SAML Wi E iz mERFIE M |, M AP #HTHRE S HRRIER |, X
B EELIEE AWS IKF . XLE M IAM Identity Center AR B A FBRSY,

B R R4 HlE 1

FRALTIETEER IAM Identity Center $2&| & 5 AiFRIE 4 (ABAC) #24IThaE,

(® Note

MRLEIMENPRE B it RI7E IAM Identity Center SEFIFFH ABAC , NEASNH 2 £ R HIER
BE %A iam:UpdateAssumeRolePolicy KHE, MRBEEEMKF FRIRETNREE ,
MAFEEZXEHFANR LRSI,
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JB R R e R

1. $TF 1AM Identity Center & &
2. ERRE
3. ERENEL , RIEFREFEMEE, AREREA. #ERTT—INERUNEH#ITEE.

RSB

REELLTEE N ABAC ELBIRE ABAC BLERE M.

£/ IAM Identity Center &l 81 R BN EM

1. $TF 1AM Identity Center & &

2. &EERE

3. HREWHEL , &EFFREFHNELEDF K REEEEERML,
4

FEHRESHNEEREL , ERFNEEHEABANENFAERS. EXE , BULUERE BN
S RHE RS E] IAM Identity Center 8 & FEREEBIE 4.

Key €) Value (optional) € Remove
Department ${path:enterprise department} ®
CostCenter 5{path.enterprise costCenter} »

BRRTENZBEERENEY , WEERKEFER, SUUREEEHN , BEFEENHRE

FIRENREPIEE XY EM. FlM , RREEAOKta (S & IdP ) ERHMHIR , HEFERN

HLANRAFOBEEN QX ERSEIE, £ Key B, BA LU A 5240 B KL CostCenterfy [T
BEH. FSELENR , TREEHLEREBNEN , EBYUAEEM aws:PrincipalTag #

## ( B) "ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}" ) &
HWEHTEMEE,

@ Note

SN ZRAAER R ERE M |, HI%0 Manager, IAM Identity Center A% ABAC HWZEE
¥ , /20 Managexr, IT Systems,
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BEXTREZLRENSVRNEERNS. BUELLH AT AWS Managed Microsoft

AD HRHWEMMS FIHNMENS BRERPWEMAE. Flm, FHLRTRHIHRM

MWETX , BAUEEZZEHN IIP BHEYIR , HEBEZZHEHNRIZTECETR
${path:enterprise.costCenter} , AEHAEEFEY. BZH LEARENREFBE A4
2E, BEE , RIEBFEABET SAML B SEREMMETT , FUTREEER ABAC FI&RZ B
=B 1dP B {8,

5. ERRFER.

NELCLEE T HREHEENMRE |, BT RFEETK ABAC IiETE. Fitk , H8IZE ABAC FLN
HEERMEBEHNREN/RETRRNERD, XEMLEN , XEESEQAFFHRTFX AWS
TR RINR, BEXEZELR , 21 £ IAM Identity Center F15 ABAC R F L,

ZR 1R HE
ERA AT I 2R ABAC ZhaeF Ml BRFrE BB E M & MRS,
ZEREEHNEN

1. 3TFF IAM Identity Center &l & o

2. &R RE

3. HRENEL , EFRHEEFNEEETN+ , REEEREM.

4. EZRGRBHBEMXEET , EEEE , HEEZRES WA DELETE , RAE%EHEIA,

/A Important
LSRR A EEENEME. MERE , NS ORERNEMEEURE B ENE
A ELEEEHT 2B EiE,

£ 1AM Identity Center 17y ABAC Bl 22X BR =R B

B LGN RER  RIERENEMHERE TR RGN AWS #iR. H&EA ABAC HEEER
#ERY |, IAM Identity Center 223 S HRIEMNAFHEEERZZE IAM |, UEEREITEPER,
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aws:PrincipalTag 44

AT AEANREF W IFRIEFEY , HMEA aws:PrincipalTag &ABEAGIZE G EEZEFIFM. Bl
W, EUTEERES , EUUERSEANEEFORCARPHFRERR. SETUERREMURE
REFHFRARGRERERFOLRBRENNR, RE  BEAFRAREAEQIBRRERAFORE EX K
SHITBREFORIEN , W RELRSEERAHOFNRR. BEAKRBDETE FMESTRARM
BR, BAFEREBHRARPORCHRET, RfF , AT RARRKEEA AWS KPS |, BT
= AWS FEREBRARMER . Hit , HAR@MAAFORMFARNTRARN , FRARTUE
BEEHERAHL—HNAR , MEAFEANRERH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}"
}
}
}
]
}

AXEZER , BHS5 1AM AR/ aws:PrincipalTagfl EC2 : 1B $E ITEL A £ &R &R R X 5 30
HZ LK,

MREEOFAPIETHEY , MRBEFARFRMA BBRFRIEL, AXESRER  F5H A
ZHEAAR S B RHEZZINE RBRERS HABAEIR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2-start-stop-match-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2-start-stop-match-tags.html
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IAM B {5 Et &

LAR RO R S BRI E R AWS 0K | IAM Identity Center 2 FE& AWS IKF 812 —4 IAM
BHRMEE. 1AM SHRREETHEERKR AWS KF R, ENEFXENARFR S EHHBRA
KHZLEIE (WHRESH ).

5 IAM R4 E

MREBAMEBRIERT FORHEE , WLAFHEMNAAFNEASE. ENNAENAFNASE
SEMESNRMHE. AXESFER , BZH :

- EBIHANE AWS Tk F
- EEXNNAREFIIGIRE

REMHEXAE

RS MER<AERTENH IAM R |, BLAYF IAM Identity Center Z R A58 #3017 BRLE A P X4 I&7E AWS
Organizations PRV HLANVIFE AWS IKF IKRF B R [LZFIHRNR. ZRFEIEHHALR AWS
KFE ANSNMNEALPERE - MNSRESEXRNAGRIILINE. AF , ZRFATHEHM AWS RF

( f51%0 1AM Identity Center ) FIAXLAEKNITERSHEXNEIS. BEXEZER , BSH AWS
Organizations FMARFHEXAE,

L& /3 A 1AM Identity Center B} , IAM Identity Center £ AWS Organizations A #9442 A B9 7T 8 ik 7~ AR
BIERFSHEXRAE, 1AM Identity Center JE2TEREFRMNEEHWAHLNTNK - P I ZEERN RS X
A, kBERF IAM Identity Center RREFRBMNKFWRR. BXESER , 20 EEUM
R AWS Ik

EENACHRIENIRSHEXAE® AWS Ik ##fdr & AWSServiceRoleForSS0, BXxEZEE.
ESH £/ IAM Identity Center FIRS X AR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html?icmpid=docs_iam_console#iam-term-service-linked-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_integrate_services-using_slrs
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_integrate_services-using_slrs
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BEXNNAREFNER

£/ AWS IAM Identity Center , A SARHIH AT LR QB RIFE BN ARERF. ARERAEEREL
BXfE, RALEEHRXLENARER,

IAM Identity Center &3d IAM Identity Center SR AR FHNRFRAF 2BV AEXREXENAER
ZEMBE. RENARFHNER  XEETUESFRENFREL,

IAM Identity Center XFFipR AREFEE . AWS RENAEFNEFRENAEF. AWS BERN
AREFAINEEMIXHNARFREFASHTEE , CUABINARRF API #ITEE, BEFREE
Y B TR A BUR IR IAM Identity Center 32| & |, 39 IAM Identity Center MRS IREERESE
M TR

FRARFEENE IAM Identity Center thEIEASE , BAUEERLRAFHH AT LFRIX LN ARE
F. BIATF2ONAEFRSBREAAS.

B A L[| R TR F AWS Management Console XT4H42 AWS Ik RREAANTHRNER. BXES
E8 ,B5H EEHEMNE AWS IKF,

FH

- AWS RENRER

- BEEPRENNARER

- BNAERFNAESEE

- & |AM Identity Center if$

- 7£ |IAM Identity Center #ZEHI AP ERENAEFE

* 71£ IAM Identity Center ZHIEF N A 2 BN AREF T ENER
- 7£ |IAM Identity Center $% &l & 5 il BR A 7~ 5 B AR

- FRAERFPHEMEMREE IAM Identity Center B

AWS REMN AR

AWS EENARFE IAM Identity Center 25X , AISCRE AT H AR IUEM B FERS.

AWS R ER ARFE |IAM Identity Center WEKFER AT UERW 2B A HRINE , mMEFNEN
NMARFRESMNBKEIAFPNFLARS, ERFTEE - XRZEATSHRIENSGHR , NAREAS,
MBEHASENE—NE, BAGESNEABNNAEFNEERTURERAFPSAFNEAR A RIEE
XAEHENENARFRRNIGRNE , MEAEHEHMRHNE IAM A€,
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AWS RENARFRET —IMNEBERAFRE , BuUFERAZREXEEXNNARR TR IHBE,
f5lzn , QuickSight EE R AIUBRERAFHNBEERN R TR NEDEIHRMEBRBNERE. KZEH AWS &
ERNARFEREAFSFNAF 2% NAREFH AWS Management Console 3%, XL ARERFH
BRHEAAR BT UZBSXAMINEE  FAFP2EDESEENARFRRFRNENEIEEER,

AWS B IAM S OERNIEENARERF 2
AWS B IAM 5@ FU0ERNEENRERF

AWS EERN AR 5IAM BHFL  5IAM BHFL BE IAM B4F
RELEHIER KPP EGIER LBATESR

I 5% Athena SQL

m
m
i

POPOAOO
POO®OO
POOP®O:

Amazon CodeCatalyst

m
m

5 EMR £1i22< 8 i

T5# EC2 LI E# EMR

Hm
Hm
i

Amazon EMR Studio

m
m
i

Amazon Kendra

wm
™
iy
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AWS EE RN AERF 5IAM B BEIAM BfHHs B8Y IAM B4

MALASKHIER HIKSKHIER LERAUEEH

&1

Amazon Managed Grafana @ ® ®

= z &
Amazon Monitron @ ® ®

= z &
Amazon Nimble Studio

5 z &
Amazon Pinpoint

5 z &
Amazon Q Business @ @ ®

= = &
Amazon Q FF X &R

b b &
Amazon QU|CkS|ght @ @ @

E E =

X X =
Amazon RedShlft @ @ @

E E =

X X =
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RAriEmE

AWS BENBERF

U 552k S3 1R A

AL 5% SageMaker Studio

Amazon WorkSpaces Web

AWS CLI

AWS Deadline Cloud

AWS loT Events

AWS loT Fleet Hub

AWS loT SiteWise

5IAM B BEIAM BfHHs B8Y IAM B4
RAREHIER KPS EHER OBSHARNESH

Hm
Hm
i

m

POPEOOOOO
POAPOA®AO®BO
POPPEAA®® O

wm
™
17|

m
m

wm
™
17|

wm
™
17|

m
™
iy
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AWS EE RN AERF 5IAM B BEIAM BfHHs B8Y IAM B4
RAREHIER KPS EHER OBSHARNESH

AWS Lake Formation

m
m

POOPOO
PO®0O
PO®E:

AWS Supply Chain

AWS Systems Manager

wm
™

AWS Verified Access

m
™

*BRIEEHAFBEEE AWS #HIAF B Amazon Q , BN XIS IAM F 15 F 0B K F 3261,
£

o EEIRER

- HWREEES

« B & IAM Identity Center A Z FHELR

- ERRESHESNEZET AWS KA

- BERSHARARFERXE

- BR# AWS BN ARFHFEA

- EF AWS RENNMARFNIEAEE

- ZH AWS RENARRF

i

7|

i

AWS RERNRAERF

215



AWS IAM Identity Center ArfEm

122315 B A PR

B s 2R AWS FEENARFNER

- MARFHAIEADO - 1AM Identity Center B N ARFN S BN UHHITEE, RIABRT ,
AWS RENARFZEES .

s NNARFRBEWIHRNE - NSARFESHESWIEL TR, EXNLHETEE,

HMRAEERES

NMRERNARFEER  JUERRAEEHNNARFHITOE. WRFESE , WHAFLRER
AWS HRITFAN , REEZEREY/ Moo EENARFNAPTEEENAEREMN, 3E , W
RARZEESH , BOULLAGTFFTE IAM Identity Center BF# ANARF. EXMERT , NAEFE
BEXRIRAIGRAR |, 78 AWS RPN FTE AP Sa LER AR FER,

MRER IAM BEHHOEER |, MA LA IAM Identity Center 2% & il Br3T AWS & N A EFHY
Pl. EMBRS B2 , RINEBENEENARFEREAFTHAEA, NRETNEIRERETEEHRTY
BMRE , AEITVNEIERNARFIE , N ZE5NARFERE R#HTNMAE,

BLiE IAM Identity Center AR ESHMHER

IAM Identity Center Rt 7 547 , HhIEAFNAEY , EFBREEREIL. BAUFERAUTE
—FEREFHIER 1AM Identity Center B3 F# TR AR MA -

- f£M IAM Identity Center BB FEHEERNENEFHIR. WREEZFIGE , MATSM IAM Identity
Center #2%|& 5 AWS Command Line Interface (AWS CLI) R EEEW A, 0180 & FEML M E
H, BXEZER , BESH £ |IAM |dentity Center EE 515,

- FREATE—SHRNAFMATRE ([ EF5 ) 2EH 1AM Identity Center F 31764 :
« Active Directory - BXEZEE , HSH EZZ Microsoft AD B .
- AEBERRMEE - EXEZEL , TSN EERNBEHIRERN,

MREEFRXPTRAE S L , WA ASRENENFHRPEBRENAFRTNE , XEEIFELE
IAM Identity Center & 13124

TR IE R B 5 KR , 1AM Identity Center #AI A5 AWS REN ABEFRZEAFNFEAEE, X
¥, BR AT LU B0 RE RS IAM Identity Center —)X , A5 5 AWS CloudH I Z NN ARFRES
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BEE. EHREENEMNVARFEIMEBERSENRIIMNEATMBAR., LHEEIHEEEAULEAFR
WiFE AR AWS IKF SR AR,

ERAESHEREESEI AWS K

IAM Identity Center XFEHNARFPHEFANENE. SEEMHEFRAFNMK, BiEFSH, B
fripar, EUMERIES. FFAZRBLENARFNMLER S TAEAXENAFBER.

BRI B U T E—AREBEFHNXLEEEMNIEE, BRI LUEERNE AWS Organizations BEEIKF H/5
BiARAER , A LUERERNFIEKF /8 AiGEMR AWS Organizations, =& , Bt AR
BRS5 1= 51K BE (SCP) 12 %I HRL 5 A2 & 1] LAiG [a] AWS Organizations P BFLERK FVE R, fHlan |, 1R
&N AWS Organizations EXEMK - H /5 AiFRINER , MK AKS PR ARFESEEFRER, B
=, MREBEFRBKRF,FERFRNE , WA LIER SCP 2t REBER FRIRNWN AR ZANHE
R AR 1T 5 A,

BREHRAEFESE

EHENSHRASFERSRE - LHFANAF L TICRMECAFERE , NMEBEA N AWS 12
#E2E, AWS #2HIE5 % Amazon Q WA F B Al XL IhEE,

BULEREHRAEHEXE  MEBNAFHREARTEMER , tXFULES AWS 26| &5k
B. WREMWAFEA IAM BF AWS 24& (i, MR IAM AR S BB RHEL IAM BRE
HEES ) , MM TAREERXLESE. IRENAFEF AWS BRI, AAT0] ARE A b
{1189 IAM Identity Center F ik,

FH
- EREZFHMNEEEIM
- A3 A identity-aware-console &%

- BSOHRAEZHEESEN TFERE

FRFHANEEEM
ERERAEHRAZEHAEXFEZN , BFEEUTERFANEEEN

s BUMAEBEEEHEPIHR Amazon Q WAFERASHBAEH & SE. AWS
- BRIEZBERFADERSHRBAES S Amazon Q. AWS
- BHRBAEHASEEE IAM Identity Center BY4A 42 3E 4,
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- MRLERE AWS XEFEA IAM B4 H 0, NAXZEFS Amazon Q £~

- BRASORAEHESER , B EERILINEE,

- EEASMARAEHAERXE , BXRIEBUTHNR :

* sso:CreateApplication

* sso:GetSharedSsoConfiguration

* sso:ListApplications

* sso:PutApplicationAssignmentConfiguration

* sso:PutApplicationAuthenticationMethod

* sso:PutApplicationGrant

* sso:PutApplicationAccessScope

* signin:CreateTrustedIdentityPropagationApplicationForConsole

* signin:ListTrustedIdentityPropagationApplicationForConsole

s BN AFEESERASORAEHAESE , BUMEET B 4IRS O ai]R
Fsts:setContextXR, BXREER , BESROAFPRTER S HRBAET A SFHNE,

un1a] /5 A identity-aware-console &%

IET LAFE Amazon Q A IAM H 5 /0BG E B RS HRAESE X,
# Amazon Q ZHl&HE A S B RAER B RE

ERERAEHRAEHAEXFEZN , BLTHBEES IR IAM Identity Center AR3LH1, MREE
ZBET IAM HOHL0 , FRELR 3,

1. #TFF |IAM Identity Center #2Hl &, EEER , RF0IE IAM SR ONWHLASS, BXER , &
21 5B AWS IAM Identity Center.

2. F[EHSHFEED IAM BOHO0 , FAFAFRESR IAM 4750, BAILLEREERIA IAM
Identity Center B RAENENF MR , LA EREMS D RUE. BXEZER , F2H Al
Hizo

3. ERIRE IAM HH 05 |, 7TFF Amazon Q %15 , &R (Amazon Q FRERAFERE) Fil
B SR TIRE, BREAFHBAEHERE,
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AWS IAM Identity Center ArfEm

® Note

MRLEEEEBHNRRE R EHRAZEEESE , NAEEEZELE IAM Identity Center &
5 £ IAM Identity Center #B#H| A F R ERITHES ., BRZIBNEZEE |, FSHE
TROSRE,

£ IAM B soREahE RS ORAREE2E

MRER IAM BHRHLEERR |, HiERE R JRELERETE IAM Identity Center 124 & /3 A & 14 =
HiF B 2iE,

1. $TFF IAM Identity Center 2% &

ESMBERET |, % Settings (1IRE )

EBRASHRALE T, &E BR

EE-ZKHEES , EEBA,

EREMBAZHERXES , “RE" TEHNRBL2ER—FKEINVER.

EEAER BoP , BORBRAKXFNREN “EBA

o o A W D

S RAEH & 2EH TFRE

BY S MRAEHERE , 2 AWS 85K Amazon Q AP E &R AWS, 7 AWS
Management Console s E it AWS Bk, %$F Amazon Q B#¥r, FFREI KA EFMThee,
BEXEZER , 55 (Amazon Q FXARAFER) -

IAM Identity Center #8538 T AR el EF & 2F , FEITETFHRN IAM FHFO0AFH ID F 1AM
HAHOR1E ID,

B BAREHAXESEUAT=ME :
- S37F# A ID (identitystore : Userld)-Lt{E A T M — #RIRZE#E] IAM Identity Center B & 3R H

AP

- B34 B 5 ARN (identitystore : IdentityStoreArn)-Lt B 2 IE#EE IAM Identity Center B & 13 17 6%
) ARN , B AEHAPEREM. identitystore:UserId

* IAM B3R OLFE ID-IHERTAFHN IAM EHFLLEBRENARABE Y.
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XEEME , BUFENSRRE , AELSENTRENZIRN , EFERRTRAPHERAR -

« IAM B30 (AWS BETF ) - EASIHR , AP EHBF#AF ID # ARN E2EEZH IAM
SRR OSEDIRM, IAM BHHROLESSURISIE ID RIGHE Y2,

- HthZFH%E  mBAFLIAM AF, IAM A58 IAMWEESAFENEF , NI TRExLE
. AWS IAM Identity Center @3 R IME B EMEAF ID, B4 FM# B X ARN f&iE ID KiEEY
BI&iE.

R AWS FEENARFAVEH

BRE A 1AM Identity Center B , AWS RFEFRNABEKSHEZHER AWS HENARF AWS
Organizations. EfRFINARFIHE , XIKA SCP, EALAFEA SCP FHEX IAM Identity Center
RAPFMAGERNTEE , HHELEREEKSANNIKS B NARF.

EE AWS HENNABRFNEARER

EARMARFNEG AR AP AWS £EN AR FEEET IAM Identity Center 5 , ZNARFHE
IAM Identity Center F3E . B EMEI IAM Identity Center J& , &R LAFE IAM Identity Center
BRHAEEAXZNARFNEMAEE.

IAM B0 REEPERERX AWS RENARFHNER

1. $TFF IAM Identity Center #2#| &,

2. EERERARERF.

3. &EE AWS REMNARFET.

4., ENAERIIRYT , EREEFHEFAGENNAREER.
5

ATRAEFNEESEREEESERAFANE K MREAR , EBFEIENAFNE , URA TS
DEENTENRERF. AXAGHNEENER  BF5H BELREFNIES 0EE,

ZHAWS RENAERF

ERLEAFN AWS RENARFHITHHRIE , B LLTE IAM Identity Center ZBHIEFERZNAR
Fo
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/A Warning

EHNARFR2MBRZNAREFNFIERFPXE , Wi iZNARES IAM Identity Center BY3E
¥ HEZNARFLERE. MRER IAM [dentity Center B R |, RATBWEERITILE
SR ENAERFERERFETHE,

ZH AWS HENAERF

1. $TFF IAM Identity Center ##| &,

2. EERNARRF.

3. ENARFRELNAWS RENNARERFT , EREXANNARERF.
4, EBRNRARERFE , EERE, AREREA,

5. HEFNARFRMNEES  ERERE,

6. £ AWS REMNARFIIRT , NARFHNRES2ERAIEED,

B REN SRR

f&Bh IAM Identity Center , B LARIESEEATA, , ARPEBEMIINPAER, AWS IKF FK
AREFWIAEMNE. |IAM Identity Center P REB RS , FAFPRMTEANSHBIESN. MR
BERERT BMRERE (IdP) , IAM Identity Center AILLEEH IdP K , AEENAFRNATREE
IAM Identity Center , &R &M 1dP #1T & BRI,

NMREFEANEFREENARERXEF SAML 2.0, AT LUEE SAML 2.0 F£8 IdP 5 1AM Identity
Center BX&#23K , H A IAM Identity Center BB XX LR ARFIEE, IAM Identity Center
RMEX#F SAML 2.0 WERAMARERFB R , HHR3$E Salesforce M Microsoft 365 &, ttHFAE IAM
BHdoEsahERE, SHaLUEEBRCH SAML 2.0 NARRF.

(® Note

MBLH XS OAth 2.0 WES RERARSE , 3 BENAF BENXLRAREBA AWS
B WANERTESGEE. BITEIRHE AP INBRNARS  RRARFT
WEBRFERAFHSH , U AWS BEFRBE. SXESES  HSH NESEE
WA AR EATES BEE,

£}
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« SAML 2.0 Al OAuth 2.0
- REFSTEEN SAML 2.0 NAEF

SAML 2.0 1 OAuth 2.0
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"Effect":"Allow",
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- BRI
o piEEE

/BRI

TR AWS £/ IAM S 5 31T E,

o [A] 428

A AEABE R EUSRX B S NIER#THHRIE , BRELTIHENRT sERIZS 5 1AM

Identity Center &R, Bt , EABAE NIRRT 8ELIE IAM Identity Center iE$# B %,
THEHLTNBNAER IAM ldentity Center IR, AT UR L RIEBLR,
- & |AM Identity Center %R 1Y 7 8] £ BRABE A

« 1AM Identity Center BF & 13 1 5K & =45
« £ IAM Identity Center B RS AEX A

B |AM Identity Center #RAY 7 7] A BR B

g AWS BIRERIFAFTE AWS K/, IR HIG R B RN NRZNRREHLIR. I TREHRERN
R, KEEERANGE IAM &4 (BIAF, AMAE ) RMRR. FLERS (50 AWS Lambda ) i&
S0 B IR A A BR

(® Note

KREER (REERAF ) REREEANRNAF. BXESZEER , SR IAM AFE
EHH IAM SFEXEK,
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£

« |AM Identity Center ‘&R IR/

- THRBRBFIAER

- EEXFIRKY A6

- EERBAE B, MR, RFEAEHE
- EXBPEERN

IAM Identity Center %R iR
£ IAM Identity Center F , TERRRNARFEA, BEXHFNRE,
THRERPTEN

RIFEFIEE AWS IKF REIEFRNA. EREH , RIFEMEER AWS IKF X el 2 RN ERELT
FHRIENZERAZE (KF. AFRIAM AR ), UTREEATENITHERE .

- MR AWS IKFRAF 12T IAM Identity Center BIR , HlanR AR FRHIHINEE , AWS K/
NEHRBZRBENFEE,

- WMREE AWS K FRIZAF HEZAF R T A2 IAM Identity Center BIREVR , MiZ A FbEE
A LAB 2 |IAM Identity Center &R, B2 , ZAFFIBHERN AWS K BAEXLRIR,

« MRIETE AWS IKF HEIZEFCIE IAM S5 OFROKRN IAM A6 WEERBAAZAE
KIAE AT SLBIZ IAM BB HORIR. ZACFIEN AWS K- #48 IAM Identity Center iR

BN R IRAY U7 )

RRREEAMEW AL A BLERR, T —F B EN R KR RY A AR,

@ Note
AR A{A 1 IAM Identity Center SEEINEA IAM, XEFREMEX IAM RS IFEHER.
BXRETEN IAM X, B2 IAM AFEREPHMTALE IAM? . BX 1AM KB E M3 AR
E8 , B2 IAM AFERFH AWS IAM KBSZE,

HitnZl IAM SR N EBIMEE T SR RERE (IAM policy). HIINZIE RN KBEHEETRRN &
B . IAM Identity Center A FE T H M HI KR (IAM KEE),
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F&
- ETSHMEE (IAM KEE )
- ETHRRNEKME

HETE5HHERE (IAM KEE)
BT LAE 1AM B3R INRRBR. Blan | Al AT TR 4E -

- Ho@ NPRREEMINZEH A REEA AWS K — Ik B2 R A AEH S ER P RBRIRE
B [611% F3 7 #2740 IAM Identity Center &R ( HlINEFT N BREF ) BIRR,

- BAGKHIMNRER (RFTEKFNR) - S50 IAM S2HNETSO0NNRER  URTE
T P B9 AR

BXREAIAMBRNBRHNESZEL , BSH IAM APEBPHNIHENRERE,
TR RBRRBENAFRFRRUZEITU List FFAWAIERE. XEBREZ T T HX IAM Identity

Center iR ( MNARFRHIHNRES ) WEE. FEE , Resource TEHWBEESR (*) RRAXN
ZIk P A FTE IAM Identity Center B IRIRITIRME,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"sso:List*",
"Resource":"*"
}
]
}

BX3T 1AM Identity Center EAE T H MM RBENEZEE. , BSH IAM Identity Center EF 513 H
FwERAl, BXAF. A, AEANRNESZEE  F3R IAM AFEEHTNESR (AP, 4FA

2).
BT RIREHE

HARS ( 20 Amazon S3 ) X FHE T RIRHPREKME, Fla0 , ERTSUFREEMINE S3 FEEIE
Bz F A B PR. 1AM Identity Center 235 E T 5 RAY R BK
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BEEREITER  BF. ®R. BRNERK

3t F &5 IAM Identity Center &R ( 2 IAM Identity Center ZRANIRIE ) |, ZREZHEN T —4H
APl #1E, REFIXLE AP BEMPR , IAM Identity Center TE X 7 —4H & AT LLE SR BE R 18 E AV IR 1E,
EFEE  PUTEI AP BETREEERIT S MRENR,

UTRERNWERMITE :

o TR - ERREF | BOLAEER Amazon BREZ# ( ARN ) FRIDERES B A BIM &R IR
o BE . BULIERBREREFRDEATRIEL N T RIEME. H

W , sso:DescribePermissionsPolicies PR L F#1T IAM Identity Center
DescribePermissionsPolicies &4EH A F R,

s MR BULUEEYAFBEREBERE (TURAYRIEL ) HHWRERE, IREEERNRT (AW)
BB HEAPR , MRNIELTTE, BEAENIELX RIRNFR , XETEAR P TEHEZSR
R, BMEEHMERR T T IHRNENERT 2k,

- R -EETESMOMER (IAMEXE ), MNTRENAFPRREH, X TETHRROERE
FAEEEBERNRMAR, KA, RESHMEE (NEATETRFENERE ) . IAM Identity
Center TX1FE T R IR KR,

BX IAM KB ZNERNEZER | 55 IAM AP ERTFH AWS IAM KBS ZE,

EREEPEESRF

HER TR, AIERABRRKEES REENERBERNZMS. Sl , BURFERBRXERER
HENA, ARAEARBESEERMNESER  F560H (AM AFER) PHSEMt.

ERREM , BUAERTEXWEGRE, RBHSET IAM Identity Center 95 4h88, B2 , AL
BREFEMFH L AWS Z48, Bx AWS ZHNTEY|X , F2H IAM AFEETPNTALBREN
=

IAM |dentity Center &F & 1389 5K #& '~ 5l

AEFRMT IAM KRG, B LGB IXERERRT A NAEEE IAM Identity Center YR
PR o
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/A Important
BMNBWEBEAREATNEMESR , XEFBHE T EE IAM Identity Center BIR TG RIFE
ABESMET, BXREZEL |, 55 & IAM Identity Center R R 1 8] SR BER

REFNENMBDBEATAR

. BEMER B
« {EF IAM Identity Center 2| & Fr R BR

B E X R R

&R 4 ?zd TEEBENXN IAM policy WERABITRE, XLERFARBRETIHNER , FEEEXHK
nHR, FRANFEAET ORI  BLFEEREGNRNEAK, HR , LFREMMEIE4K, @
IAM ﬁ@ﬁﬁﬂ%?%ﬁﬂ’]ﬂl‘ﬁ%%)‘ ZABNWETREPIFRN EAFRENE. ERIUE IAM A
SIRETSONRBFFEMMIAS., AF/HAE, HEE IAM Identity Center I E N FREERT |
1838 ] LA X L SR BE B A T IAM Identity Center AP,

=]

(® Note
EAENIMEQEREAEAXE RS , HEREEFMRPHEXERB ZNHER (&
FinE” ) MAE (“ELFE” ) MLAG BRUE IAM XRENEZEFEE , BSHE IAM AF
R HYER IAM policy simulator Uik IAM SR,

| 1: RERFESE |IAM Identity Center
2: RERAF AWS IKF £ IAM S PO EENR
« 3 3 RFAFEE IAM ldentity Center Y R AR F
| 4 : RFFAFEE |dentity Center B XK AP A

w1 RFAFER IAM Identity Center

AT PREERE [0 FH P 4R F RiEEABR |, AMEM1 T LAEE |IAM Identity Center RELEMFIEIRERME X

1= /N0

ETBRHERE (1AM KB ) 279


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS IAM Identity Center

RAriEmE

® Note

AEBNESE, EEFHRED , BRIABUEMSEA IAM Identity Center #ViewOnlyAccess

AWS FEEFKHE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts",
"iam:ListPolicies",
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

ListParents",

ListChildren",

ListAccounts",

ListRoots",
ListAccountsForParent",
ListOrganizationalUnitsForParent",

sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListAccountAssignments",
"sso:ListAccountsForProvisionedPermissionSet",
"sso:ListPermissionSets",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups"

]I

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

w2 AR AWS IKF 1AM F 43 O EER R

LTRREBETFATAFNEN AWS kP2, EENTENRENNR,

"Version": "2012-

"Statement": [
{

"Effect":
"Action":
"sso:

SSO

"sso:

1,

sso:
"sso:
:DeleteAccountAssignment",
"sso:
sso:
"sso:
sso:

SSO:

10-17",

"Allow",

[
AttachManagedPolicyToPermissionSet",
CreateAccountAssignment",
CreatePermissionSet",

DeleteInlinePolicyFromPermissionSet",
DeletePermissionSet",
DetachManagedPolicyFromPermissionSet",
ProvisionPermissionSet",
PutInlinePolicyToPermissionSet",
UpdatePermissionSet"

"Resource": "*"

"Sid": "IAMListPermissions",

"Effect":
"Action":
"iam:
"iam:

]I

"Allow",
[

ListRoles",
ListPolicies"

"Resource": "*"

"Sid": "AccessToSSOProvisionedRoles",

"Effect":
"Action":

"iam
na
na
"iam
na
na

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
iam:

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
ListAttachedRolePolicies",
ListRolePolicies",

ETHMHER (1AM KA )
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"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"

1,
"Resource": "arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
.
{
"Effect": "Allow",
"Action": [
"iam:GetSAMLProvider"
1,
"Resource": "arn:aws:iam::*:saml-provider/AWSSSO_*_DO_NOT_DELETE"
}
]
}
(® Note

F” "Sid": "AccessToSSOProvisiondRoles" #4% T5IHEY"Sid":
"IAMListPermissions"HAt X PRI A T A FEEH £ AWS Organizations BEE K /= F A 2
FH, EREERRT , BAEEEFEERM iam:UpdateSAMLProvider EiXLEEB5

w3 RFAFEE IAM Identity Center YR AR

AT PR R F AR A A EEMEE IAM Identity Center YN FATEF , 2% IAM Identity
Center B & TEKH SaaS NHERF.

(® Note
EENARFNARPNAPREEUT KRB ROIRFERARN sso:AssociateProfile #1E,
CEATAFERARENRED AWS IKF HSEAFME, MRAFSHE IAM Identity
Center PEE AWS K/ HREIMNIE , HEZEEENREMENNIR , HSRARH 2 : AFA
FFAWS IKF 1£ IAM B3 R OB EBR,

BZE 2020 F10 A , EhFZRERERET AWS 2HAa#1T. ROIRKSIFEZECERE , flas)
®, REMER , XERESREIDEFENEHERRERX

{
"Version": "2012-10-17",
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"Statement":

{

"Effect":
"Action":

1,

L

"sso:

SSO

SSO

SSO

SSO

"sso:

"sso:

"sso:
"sso-
"sso-
"sso-
"sso-
"sso-

SSO:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:
"sso:
Sso:

"Allow",

[
AssociateProfile",
CreateApplicationInstance",
ImportApplicationInstanceServiceProviderMetadata",
DeleteApplicationInstance",

:DeleteProfile",
"sso:

DisassociateProfile",
GetApplicationTemplate",
UpdateApplicationInstanceServiceProviderConfiguration",

:UpdateApplicationInstanceDisplayData",
"sso:

DeleteManagedApplicationInstance",
UpdateApplicationInstanceStatus",
GetManagedApplicationInstance",

:UpdateManagedApplicationInstanceStatus",
"sso:

CreateManagedApplicationInstance",
UpdateApplicationInstanceSecurityConfiguration",
UpdateApplicationInstanceResponseConfiguration",

:GetApplicationInstance",
"sso:

CreateApplicationInstanceCertificate",
UpdateApplicationInstanceResponseSchemaConfiguration",
UpdateApplicationInstanceActiveCertificate",
DeleteApplicationInstanceCertificate",
ListApplicationInstanceCertificates",
ListApplicationTemplates",
ListApplications",
ListApplicationInstances",
ListDirectoryAssociations",

ListProfiles",

ListProfileAssociations",

ListInstances",

GetProfile",

GetSSOStatus",

GetSsoConfiguration",
directory:DescribeDirectory",
directory:DescribeUsers",
directory:ListMembersInGroup",
directory:SearchGroups",
directory:SearchUsers"

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

]

w4 . RFAFEE Identity Center B XA A
LUR R BR RS R F AR LA o ¥F FH P 7E IAM Identity Center RE122, &EE., SHFMMBIERAFFMA,

FERELEERT , X IAM Identity Center P - MEAMN EEIENZ RIPRE, Hlan , ZHik#F Active
Directory S/l T Bai B A F B REREER & 0IR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:ListGroupsForUser",
"sso-directory:DisableUser",
"sso-directory:EnableUser",
"sso-directory:SearchGroups",
"sso-directory:DeleteGroup",
"sso-directory:AddMemberToGroup",
"sso-directory:DescribeDirectory",
"sso-directory:UpdateUser",
"sso-directory:ListMembersInGroup",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:SearchUsers",
"sso:ListDirectoryAssociations",
"sso-directory:RemoveMemberFromGroup",
"sso-directory:DeleteUser",
"sso-directory:DescribeUsers",
"sso-directory:UpdateGroup",
"sso-directory:CreateGroup"

1,

"Resource": "*"

ETHMHER (1AM KA )
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RAriEmE

{EF 1AM Identity Center 2| & Fr BRI R

RNTHERAFEBIEFER IAM Identity Center #2# & , FETANNR. MRLIZEH IAM policy Lt
FrENRENRE™ & , NG AT ERFEAZRBNAFNMEBIEZET. U TRO5IE TR IAM
Identity Center I8 P EERBRIETREZENNRE,

"Version": "2012-10-17",

"Statement":

{

"Effect":
"Action":

L

SSO

"sso:

"sso:

SSO

"sso:

SSO

"sso:

"sso:

"sso:

"sso:

Sso:
"sso:
Sso:
"sso:
Sso:

Sso:
"sso:

SSO:

Sso:
"sso:

Sso:
"sso:
Sso:

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

"Allow",
[

:DescribeAccountAssignmentCreationStatus",

DescribeAccountAssignmentDeletionStatus",
DescribePermissionSet",
DescribePermissionSetProvisioningStatus",
DescribePermissionsPolicies",
DescribeRegisteredRegions",
GetApplicationInstance",
GetApplicationTemplate",
GetInlinePolicyForPermissionSet",
GetManagedApplicationInstance",

:GetMfaDeviceManagementForDirectory",
"sso:

GetPermissionSet",
GetPermissionsPolicy",
GetProfile",
GetSharedSsoConfiguration",
GetSsoConfiguration",

:GetSSOStatus",

GetTrust",
ListAccountAssignmentCreationStatus",
ListAccountAssignmentDeletionStatus",
ListAccountAssignments",
ListAccountsForProvisionedPermissionSet",
ListApplicationInstanceCertificates",
ListApplicationInstances",
ListApplications",
ListApplicationTemplates",
ListDirectoryAssociations",
ListInstances",
ListManagedPoliciesInPermissionSet",
ListPermissionSetProvisioningStatus",
ListPermissionSets",

ETHMHER (1AM KA )
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"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:ListTagsForResource",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeGroups",
"sso-directory:DescribeUsers",
"sso-directory:ListGroupsForUser",
"sso-directory:ListMembersInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"

1,

"Resource": "*"

AWS IAM & 3 /0B B R BK

EHE IAM FFEERBEUNREENERREANAFNNE , FENEMZ LR, EREA,
IERLAMER AWS RE R, XERMESZERLEARM , JEEN AWS IKFHREM. BX AWS
EXRBNEZEER , 528 (AM AFERE) PHAWS EEXKRK,

AWS RS54 MEH AWS HERM, BT EEQ AWS RERBHFHNNR, BSBERaE AWS
ERBEAMFAARRAZ /M TNEE, LREMSTEMIKBNAAESD (RAF, ANAR ), M55
WIS IRET AN , RSHEATRLEH AWS HEX KK, BRST2M AWS FEE R HBERN
R, Rt REEFR 2B ENINENR,

LA & AWS T EBZ MRS TEIRENITE R, B0 , ReadOnlyAccess AWS 1T & R EL I {H
XATE AWS IREMERE RiBHENR. MRS B —TFHThEER , AWS S RFREMETRAMA
ENPR, BXT/EIRAEREM SRS | FS5H (AM BFPERE) FMERT THEREMNAWS £E
A ERE

FHBZEM identitystore-auth TR T AVESIHAMERAS 2 FHHFRIE. LHEEHHH
R AR RESE S E . SIEEEN IAM %R | B %7 identitystore-auth
BEA*, BRXERT Y NRERGE 2 E P RN G RE
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AWS FEEFES : AWSSSOMasterAccountAdministrator

AWSSSOMasterAccountAdministrator REEE EHIBMATENERIRE, ZHEERATHEE
AWS IAM Identity Center EXE R TEABHNERA. BERBNER , IERENBREIRELEN ,
LAPEEL IAM Identity Center FVEI G ThRELA KR B2 A PR HE VR 1E,

& LA AWSSSOMasterAccountAdministrator FREEHINE] IAM & 13,
FFAWSSSOMasterAccountAdministrator REEHK INE| & 76 , BNRFEIE AWS IAM Identity
Center IR, WAELLBUERMZE I A TLLTE AWS Organizations 2K FFFA R &K FiF R 1AM
Identity Center, ZEMA T LATEEEFA IAM Identity Center ##4E , E¥E8IZ IAM Identity Center 3%
fl., AP, NREMDENED, ZRAGTUEEN AWS ALK AKF AEFLXLESE , HE
AWS Directory Service 3¥£& B % IAM Identity Center Z R E#, MENEREINENEH |, tkF
EIE AN B IREX LR,

R 74
L REERIFERHONRED NS ME

« AWSSSOMasterAccountAdministrator—— i IAM Identity Center fF a5 & 7y
AWSServiceRoleforSSO HYRSS A 1514 IAM Identity Center , AMERETTURAZAR®H
REBANIITIRE, U DMABKARFZIZEHA IAM Identity Center i , XRHEN, BXEZE
B, BF5H EEIHRNER AWS K,

« AWSSSOMemberAccountAdministrator— S ifF IAM Identity Center £ % Ik
P AWS SERRITIKFERRRE, BXEZEER , B2H AWS HEERE
AWSSSOMemberAccountAdministrator,

+ AWSSSOManageDelegatedAdministrator
AMBREER

A 1AM Identity Center J9 &89 40 45 5% i FEUH

EEFMRBEHNR , BSHEAWS EE XS EAWSSSOMasterAccountAdministrator Y,

BXRILRBEHEMER

BRJ3 A 1AM Identity Center Bt , IAM Identity Center fRZ5 <7 AWS Organizations EIEMKF ( LAB]
MAEIKF ) RolE—NRSXBEAE® |, X# IAM Identity Center BLAIABEEEKF PR RFR. FIE
KiR4ER iam:CreateServiceLinkedRole 1 iam:PassRole , fIA TN REB A BRI T

"Version":"2012-10-17",
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"Statement": [

{
"Sid": "AWSSSOCreateSLR",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "sso.amazonaws.com"
}
}
},
{

"Sid":"AWSSSOMasterAccountAdministrator",

"Effect":"Allow",

"Action":"iam:PassRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/
AWSServiceRoleForSS0",

"Condition":{

"StringlLike":{
"iam:PassedToService":"sso.amazonaws.com"

AWS FEEFES : AWSSSOMemberAccountAdministrator

AWSSSOMemberAccountAdministrator REEE FHEBMFAFENEBIRE, ZEXBKER TIT IAM
Identity Center BB R TEA RN T4, EENBINHEE  FIRENREIIRELESR , LUEE IAM
Identity Center NI B ThEE A R B A PR B VIR 1E,

IEA LU AWSSSOMemberAccountAdministrator REEKIIE IAM &4,
FFAWSSSOMemberAccountAdministrator REEHIMNEI & et , BIIRFEE AWS IAM Identity
Center R, A LBENEIEATLUE AWS Organizations &M/~ M AT A K & 0K 2 51 1AM
Identity Center, ZEART LTS EEFTAE IAM Identity Center 1€ , BFAIZAF. NREM D E/
BEH., ZEREAETUEEAN AWS ALK A IKF PEPlLiX DB , H7E AWS Directory Service &
H3XA IAM Identity Center Z B iE#, FEEMERNENET , kFEE R B REBXLENR,

EBEFLFRBEHUNER , 53 HAWS E£ERKKESEZAWSSSOMemberAccountAdministrator Yo
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BRIREEHNHMES

IAM Identity Center B R B2 H Identity Center B &1E% (sso B ) AP, AMNFL, k&
BERAGSIEUTRENR :
 "sso:*"

* "sso-directory:*"

IAM Identity Center B2 R FE X LLT AWS Directory Service & ERNERNBRF BERITAEES.

* "ds:DescribeTrusts"

* "ds:UnauthorizeApplication"
* "ds:DescribeDirectories"

» "ds:AuthorizeApplication"

e “ds:CreateAlias”

IXLEANBR L 1F 1AM Identity Center EXE R IRFIMEBERHEENARRF , MEAUFENRENS
IAM Identity Center —2fEH. BXBMRENEZ(EE , S AWS Directory Service API R :
BE, BRNZHGSE,

IAM Ildentity Center £/ IAM SR B&[E] IAM Identity Center A F R F PR, IAM Identity Center B &
BRI PREE I [ E B iR RE . IAM Identity Center B3 A XM ERFI LI B KRG , LUE A AT LUE RSN
MLERESMMNEECNRLEHRANRE—EEHA, ERETLMIEENR , IAM Identity Center &
R MMAERIZIT IAM Access Analyzer RESIIIE,

 "iam:ListPolicies"

+ "access-analyzer:ValidatePolicy"

IAM Identity Center B2 R EE ARG E LT AWS Organizations #EF e 1T B EES -

* "organizations:EnableAWSServiceAccess"

* "organizations:ListRoots"

* "organizations:ListAccounts"

* "organizations:ListOrganizationalUnitsForParent"

* "organizations:ListAccountsForParent"
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* "organizations:DescribeOrganization"

* "organizations:ListChildren"

* "organizations:DescribeAccount"

* "organizations:ListParents"

* "organizations:ListDelegatedAdministrators"

* "organizations:RegisterDelegatedAdministrator"

* "organizations:DeregisterDelegatedAdministrator"

X LERBRAE IAM Identity Center BIE R AEB AL AR (K ) RHITEZAR IAM Identity Center B
BES , TR

. RS TR S

. REIE TR R R b P

o RIKE B AWS BRSS T R
- BENEESREER
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+ iam:AttachRolePolicy

* iam:CreateRole

« iam:DeleteRole
 iam:DeleteRolePermissionsBoundary
« iam:DeleteRolePolicy

« iam:DetachRolePolicy

« iam:GetRole
 iam:ListRolePolicies

« iam:PutRolePolicy

* iam:PutRolePermissionsBoundary

e iam:ListAttachedRolePolicies

AWSServiceRoleForSSO AR5 < A B BR KB /21F IAM Identity Center FEB FRBIZRHN “AWSSSO_”
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 iam:CreateSAMLProvider

* iam:GetSAMLProvider

« iam:UpdateSAMLProvider

e iam:DeleteSAMLProvider
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* organizations:DescribeAccount

* organizations:DescribeOrganization

* organizations:ListAccounts

* organizations:ListAWSServiceAccessForOrganization

* organizations:ListDelegatedAdministrators

AWSServiceRoleForSSO RS # < A & PR K B /2 1F IAM Identity Center FEFFE IAM B (*) £
AT 84 -

e iam:1istRoles

AWSServiceRoleForSSO AR5 < A BN PR RE /21T IAM Identity Center £ “arn: aws:: iam:: *: role/ /
sso.amazonaws.com/” EFER A T#g4E : aws-service-roleAWSServiceRoleForSSO

e iam:GetServicelLinkedRoleDeletionStatus

» iam:DeleteServicelLinkedRole

AN PRER L IAM Identity Center X1 &R R FiR4E,

"Version":"2012-10-17",
"Statement": [
{

"Sid":"IAMRoleProvisioningActions",
"Effect":"Allow",
"Action": [

iam:AttachRolePolicy",

jam:CreateRole",

iam:DeleteRolePermissionsBoundary",

iam:PutRolePermissionsBoundary",
"iam:PutRolePolicy",

iam:UpdateRole",

iam:UpdateRoleDescription",

"iam:UpdateAssumeRolePolicy"

1,

"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

]I
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"Condition":{
"StringNotEquals":{
"aws:PrincipalOrgMasterAccountId":"${aws:PrincipalAccount}"

"Sid":"IAMRoleReadActions",
"Effect":"Allow",
"Action":[
"iam:GetRole",
"iam:ListRoles"
1,

"Resource": [

"

"Sid":"IAMRoleCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"iam:ListRolePolicies",
"iam:ListAttachedRolePolicies"

1,

"Resource":[
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

"Sid":"IAMSLRCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:DeleteRole",
"iam:GetRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/sso.amazonaws.com/

AWSServiceRoleForSSQO"
]
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{
"Sid": "IAMSAMLProviderCreationAction",

"Effect": "Allow",
"Action": [
"iam:CreateSAMLProvider"
1,
"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"
1,
"Condition": {
"StringNotEquals": {

"aws:PrincipalOrgMasterAccountId": "${aws
}
}
I
{
"Sid": "IAMSAMLProviderUpdateAction",
"Effect": "Allow",
"Action": [
"iam:UpdateSAMLProvider"
1,
"Resource": [
"arn:aws:iam::*:saml-provider/AWSSSO_*"
]
I
{
"Sid":"IAMSAMLProviderCleanupActions",
"Effect":"Allow",
"Action":[
"iam:DeleteSAMLProvider",
"iam:GetSAMLProvider"
1,
"Resource":[
"arn:aws:iam::*:saml-provider/AWSSSO_*"
]
},
{

"Effect":"Allow",

"Action":[
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",

:PrincipalAccount}"

"organizations:ListAWSServiceAccessForOrganization",
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"organizations:ListDelegatedAdministrators"

1,

"Resource": [

i n

"Sid":"AllowUnauthAppForDirectory",

"Effect":"Allow",

"Action":[
"ds:UnauthorizeApplication"

1,

"Resource": [

i n

"Sid":"AllowDescribeForDirectory",

"Effect":"Allow",

"Action":[
"ds:DescribeDirectories",
"ds:DescribeTrusts"

]I

"Resource": [

"

"Sid":"AllowDescribeAndListOperationsOnIdentitySource",

"Effect":"Allow",

"Action": [
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroups",
"identitystore:ListUsers"

1,

"Resource": [

i n
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ListDirectoryAssociations
ListProfileAssociations

UpdateApplicationInstanceDisplayData |
UpdateApplicationInstanceStatus | UpdateMan
agedApplicationinstanceStatus

2020 £ 10 B2y API B1E

2023 F£ 11 A 15 BZ /5 fEMAK API #1F
CreateApplicationAssignment

CreateApplication

PutApplicationAuthenticationMethod

DeleteApplication

Deletelnstance
DeleteApplicationAssignment
DescribeApplicationProvider
DescribeApplication
Describelnstance
ListApplications
ListApplicationProviders
Describelnstance
ListApplicationAssignments

UpdateApplication

RESBHABEIELEIERLE , 2020 F 10 A 15 B 2881/ IAM Identity Center K5It < [ B X 55T
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Operation name

AssociateProfile

AttachManagedPolicy

CreatePermissionSet

DeleteApplicationinstanceFo
rAWsAccount

DeleteApplicationProfileFor
AwsAccount

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DetachManagedPolicy

DisassociateProfile

GetApplicationlnstanceForAW
SAccount

GetAWSAccountProfileStatus

GetPermissionSet

GetPermissionsPolicy

API actions used before
October 15, 2020

AssociateProfile

PutPermissionsPolicy

CreatePermissionSet

DeleteApplicationinstance |

DeleteTrust

DeleteProfile

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DeletePermissionsPolicy

DisassociateProfile

GetApplicationinstance

GetProfile

GetPermissionSet

GetPermissionsPolicy

API actions used after October
15, 2020

CreateAccountAssignment

AttachManagedPolic
yToPermissionSet

CreatePermissionSet

DeleteAccountAssignment

DeleteAccountAssignment

DeletelnlinePolicyFromPermi
ssionSet

DeletePermissionSet

ListManagedPoliciesinPermis
sionSet

DetachManagedPolic
yFromPermissionSet

DeleteAccountAssignment

ListAccountAssignments

ListPermissionSetsProvision
edToAccount

DescribePermissionSet

GetlnlinePolicyForPermissio
nSet

2020 F 10 B2 /e API #2#1E
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Operation name

ListAccountsWithProvisioned
PermissionSet

ListAWSAccountProfiles

ListPermissionSets
ListProfileAssociations

ProvisionApplicationinstanc
eForAWSAccount

ProvisionApplicationProfile

API actions used before
October 15, 2020

ListApplicationinstances |
GetApplicationInstance

ListProfiles | GetProfile

ListPermissionSets
ListProfileAssociations

GetApplicationlnstance |
CreateApplicationlnstance

GetProfile | CreateProfile |

API actions used after October
15, 2020

ListAccountsForProvisionedP
ermissionSet

ListPermissionSetsProvision
edToAccount

ListPermissionSets
ListAccountAssignments

CreateAccountAssignment

CreateAccountAssignment

ForAWSAccountinstance UpdateProfile

ProvisionSAMLProvider GetTrust | CreateTrust |

UpdateTrust

CreateAccountAssignment

PutPermissionsPolicy PutPermissionsPolicy PutinlinePolicyToPermission

Set

UpdatePermissionSet UpdatePermissionSet UpdatePermissionSet

AWS STS IAM B A0 SE £ T X &4

HERAMBERHERN AWS |, £FFEREFEE AWS KR ERETXH | ZETXAFITEMLHE
FXRo BAILMER JSON KBEH Condition TEMER L TN HHWREEERE P EENRERIT
B, FREEHATENRRES  SRRHERNERA. AR, SN ERUARBERESH T
B, BSBENRGZARNEEN AWS BRSS —EERAME LAY,

IAM Identity Center @& —4 AWS STS E "X R#E , AF AWS RERNABRFME=LARARERFH
IAM Identity Center E X I R4 RFME, XERATEE IAM Aeed, ZAERENARFOGE
THENREN AWS STS, NABRFEBEIUTE—FRNREUZELS AWS STS EMTHE

« T IAM B3RO T H A RIERE.
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- EEAETEATERRTEURBITAIES0EEZE, EXHERT , RABRFNIESTHRRITE
MERMTHE , REFHZTEAZRAEKE IAM Identity Center BY T &,

XERABFHEUESOEBERNEARFEMR. EEERAT , NRFERHAE , WAELE
Em IAM REERER X EZARAFRIELR.

flan , B HERBENENRRIBREZENHRINBUserld,. LERTHBN IAM S4FLAFIE
EFERZAG, ZRHSERAELSourceld, ERSourceld , 5S2FREAMNR , BW{EUserld RREF
REHEPELRIENBEERF. ZEFEETHNRAEFRIMAG LIRS AWS STSHREF, EFREFM)
BEFEENERFZ/HS,

ES ]

* identitystore : Userld

* identitystore : IdentityStoreArn
« 5 : ApplicationArn

« B9 : Credentialld

- B4 : InstanceArn

identitystore : Userld

W ETXZHAR IAM B 0AFPHNEL | 2 IAM Identity Center X/ E T XIS M X
B, UserId L TS EiE%4A. AWS STSET LR ZAFRREL HERN IAM Identity
Center AF MR SEERBEHIEEN AP RAF#ITHE, Userld

- ATAMY — FEiREMA IAM Identity Center K HHI E T XIS 25 , HEA AWS CLI = AWS STS
AssumeRole AP| & EFEY{E{T AWS STS assume-rolemSRAABEN , KHBRAFELEEFERL
T3,

- WERE - FHEH
- ERE —BF

identitystore : IdentityStoreArn

It E T XHARM IR % 4 £ T SRS #9 1AM Identity Center SEHIEY B 324589 ARN, SRS
B, Bl EEPEREMidentitystore:UserID, BRI ERBPFEALFARBER
Aidentitystore:UserIDK BFHIH & 176 ARN,
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- TAMY — EIRIEMH IAM Identity Center K HH ETXME2E , HEMA AWS CLI = AWS STS
AssumeRole AP| I#4EHHY{E{T AWS STS assume-rolefmmSRAABEN |, LBR4AFLEEFERL
TxH,

o BIEXRE — Arn, String
- BEXE BEF

F 4 ; ApplicationArn

It E T XA R IAM Identity Center AIE & L T XM SR AR ARN, EA UITERBE P EA L
FARMBERBidentitycenter:ApplicationArn R BTN AREF. 85 L3848 ] LARE BhBA
BARRARERFE IAM A,

- TAM%-ZR4ABEE AWS STS AssumeRole APl BEMIER ETX A, HRETXEHE IAM
Identity Center X HY £ FXHI S,

o B¥EXRE — Arn, String

- BERE —§EF

B4 50 : Credentialld

B ETXZARSHEBREACZIENMEY ID, XA TIER. ATHRAEF TN , FHLRMNEW
A EFEATREHTHN ETXHS.

o T AM-R4AAETE AWS STS AssumeRole API BENER ETXH, FRETXEE IAM
Identity Center X HY £ FXHI S,

o BIERB - /=

. ERA __B{E

F4d0 : InstanceArn

W ETXFARLE R ETXHIE R IAM Identity Center 26589 ARN, identitystore:UserID/&H
DERA L ZARBEEIdentitystore: User IDF E T X E R A K B FHIA IAM Identity Center 35
f5l ARN,

- TA%-ZR4ABEE AWS STS AssumeRole APl BEER ETX A, HRETXEHE IAM
Identity Center K HY £ R XH S,
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o BIERE — Arn, String
- BEXRE —BEF

IAM Identity Center Y H & 18X A 512

FBRFTALRFTHE  BRYFIBHESHTIER , XRFESER, XUUBHEBRANBAETME
AERHEEFREENEHR, AWS IAM Identity Center B B ZIFFH I AWS RS , A& BRI IR 1Y
HAOARHRNEBRENTED

E3-0]
o FAIZE IAM 5450 APl B H AWS CloudTrail

» Amazon EventBridge
- 185X AD EFMAEERN AD EFEIR

FEAIESE IAM 450 APl A AWS CloudTrail

AWS IAM Identity Center 5 —TRSSE K AWS CloudTrail , ZBRFRHEAF. ABH AWS BRI
IAM Identity Center 7 XEXHVIRERIIE R, CloudTrail F IAM &4 08 AP HRBRAIESH. B
WA SEXRE IAM Identity Center 251 & A FXS IAM Identity Center APl I #ENRIBEA, 0
REOIZERER , WAL AV CloudTrail E4#F£E4L % E| Amazon S3 R , 2IE IAM F4 O RY
=, MREREBRE , B£MATLUE CloudTrail 28K “SHAFIERK WEERFTNEH. F
BAWREMNEE CloudTrail , B LABEERM IAM Identity Center X HHEIER, K HBERK IP ok, #X%
HTER, AR REHBERAREMEFEAES.

ETHEZEE CloudTrail , &R (AWS CloudTrail AFEF) o

F&

- IAM B4 ME BT CloudTrail

« 7% |IAM Identity Center HEM 5B
« T f# IAM Identity Center B FE4

IAM & 15505 B2 T CloudTrail

CloudTrail ZE&BIZIKF AWS K N E2EENKS EEA. 3 1AM Identity Center R £ SEBN BT
ZEFEHM AWS BRS CloudTrail EH—RBIERESHHLIERP, BAUEFEEF, BRMTH
RIERENEH AWS IKF, BXEZEE , BSRAEAEHAEESE CloudTrail S,
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ERSICRKENEN AWS Ik |, B IAM Identity Center FIE# | BRI IRER, REZAYF CloudTrail

MBS R E Amazon S3 7, FTIRTEIRT , RS AP EIEREN , WIRENATHRA

AWS X, RERIZFE AWS 2 XA XENEN | 5 BEXHEEREIEERN Amazon S3 71
Mo WA, BRI EEM AWS IRSS , S —F 5 A MLLE CloudTraill BERKRENSHEE. BX

EZEE , FEATIRE

o BIEIRIR1C FBLR
« CloudTrail R RS FERK
« BZE Amazon SNS EHI CloudTrail

o EWXRBZANXEH CloudTrail B A& MIEWRK B ZANKF Y CloudTrail B &34

FEEWHZ A CloudTrall BERIZRSE AWS IKF |, B1E BEXHHRERERX IAM Identity Center & 4E3
T8 APIL A, IAM B0 EREHM AWS RFiIEF—E2BABEXH. CloudTrail #R#E6T(E B

ST KR E MR S| ZFE A X4
FELUT IAM &40 CloudTrail #1E :

ZHE AP

AssociateDirectory

AssociateProfile

BatchDeleteSession

BatchGetSession
CreateApplicationInstance

CreateApplicationInstanceCe
rtificate

CreatePermissionSet

CreateProfile

NE APl

AttachManagedPolicyToPermis
sionSet

CreateAccountAssignment

CreateInstanceAccessControl
AttributeConfiguration

CreatePermissionSet
DeleteAccountAssignment

DeleteInlinePolicyFromPermi
ssionSet

DeleteInstanceAccessControl
AttributeConfiguration

DeletePermissionSet

EAIESE IAM &40 API B AWS CloudTrail
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2H & AP 2

DeleteApplicationInstance

DeleteApplicationInstanceCe
rtificate

DeletePermissionsPolicy

DeletePermissionSet

DeleteProfile

DescribePermissionsPolicies

DisassociateDirectory

DisassociateProfile

GetApplicationInstance

GetApplicationTemplate

GetMfaDeviceManagementForDi
rectory

GetPermissionSet

GetSSOStatus

ImportApplicationInstanceSe
rviceProviderMetadata

NE APl £

DescribeAccountAssignmentCr
eationStatus

DescribeAccountAssignmentDe
letionStatus

DescribeInstanceAccessContr
olAttributeConfiguration

DescribePermissionSet

DescribePermissionSetProvis
ioningStatus

DetachManagedPolicyFromPerm
issionSet

GetInlinePolicyForPermissionSet

ListAccountAssignmentCreati
onStatus

ListAccountAssignmentDeleti
onStatus

ListAccountAssignments

ListAccountsForProvisionedP
ermissionSet

ListInstances

ListManagedPoliciesInPermis
sionSet

ListPermissionSetProvisioni
ngStatus

EAIESE IAM &40 API B AWS CloudTrail
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ZHEE APl
ListApplicationInstances

ListApplicationInstanceCert
ificates

ListApplicationTemplates
ListDirectoryAssociations
ListPermissionSets
ListProfileAssociations
ListProfiles

ListSessions

PutMfaDeviceManagementForDi
rectory

PutPermissionsPolicy
StartSSO

UpdateApplicationInstanceAc
tiveCertificate

UpdateApplicationInstanceDi
splayData

UpdateApplicationInstanceSe
rviceProviderConfiguration

UpdateApplicationInstanceStatus

UpdateApplicationInstanceRe
sponseConfiguration

NE APl 12
ListPermissionSets

ListPermissionSetsProvision
edToAccount

ListTagsForResource
ProvisionPermissionSet
PutInlinePolicyToPermissionSet
TagResource

UntagResource

UpdateInstanceAccessControl
AttributeConfiguration

UpdatePermissionSet

EAIESE IAM &40 API B AWS CloudTrail
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2B APl R1E NE AP £1E

UpdateApplicationInstanceRe
sponseSchemaConfiguration

UpdateApplicationInstanceSe
curityConfiguration

UpdateDirectoryAssociation

UpdateProfile

B X 1AM Identity Center 923t API RIEMEZER , 1525 1AM Identity Center APl & 15F,

XEUT IAM B4 H0 54 7FM# CloudTrail #24E -

* AddMemberToGroup

* CompleteVirtualMfaDeviceRegistration

* CompleteWebAuthnDeviceRegistration

* CreateAlias

* CreateExternalIdPConfigurationForDirectory
* CreateGroup

* CreateUser

* DeleteExternalIdPConfigurationForDirectory
* DeleteGroup

« DeleteMfaDeviceForUser

* DeleteUser

* DescribeDirectory

* DescribeGroups

* DescribeUsers

* DisableExternalIdPConfigurationForDirectory
+ DisableUser

* EnableExternalIdPConfigurationForDirectory

* EnableUser

EAIESE IAM &40 API B AWS CloudTrail 316
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GetAWSSPConfigurationForDirectory
ListExternalIdPConfigurationsForDirectory
ListGroupsForUser

ListMembersInGroup

ListMfaDevicesForUser
PutMfaDeviceManagementForDirectory
RemoveMemberFromGroup

SearchGroups

SearchUsers
StartVirtualMfaDeviceRegistration
StartWebAuthnDeviceRegistration
UpdateExternalIdPConfigurationForDirectory
UpdateGroup

UpdateMfaDeviceForUser

UpdatePassword

UpdateUser

VerifyEmail

XEFET IAM B 44 OIDC CloudTrail #4E :

CreateToken
RegisterClient

StartDeviceAuthorization

XEUT IAM S 4 H 00T MG CloudTrail #R4E

Authenticate

Federate

ListApplications
ListProfilesForApplication
ListAccounts

ListAccountRoles

EAIESE IAM &40 API B AWS CloudTrail
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» GetRoleCredentials
* Logout

BIMNEHF B LEKFEHETEARERBERNAREE. SOCEREHTERENATAE

- EREBHBRAFIER AWS Identity and Access Management (IAM) A F&IE 4 Ho
- BRRFEAACERKEAFNBNZLEIEREHN,
- BREAHHEM AWS RS K.

EXEZEER , 5 CloudTrail BF 5 E,

7 & I1AM Identity Center BEX 5B

BEREE—MERE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEENMNAEFZRE. BHERAKRKRBEARENEMER , BB EXFRWRE. BEN BN
B, ERSHENELR, CloudTrail BEXHTEAH AP BANEFHKRRE , Bt T2RE
A4S EIRF HI .

AR RABIE R T £ |IAM Identity Center ##H AP XL EE A CloudTrail BERH
(samadams@example.com) :

"Records": [
{

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principallId":"AIDAJAIENLMexample",
"arn":"arn:aws:iam: :08966example:user/samadams",
"accountId":"08966example",
"accessKeyId":"AKIAIIIM2K4example",

"userName samadams"

.

"eventTime":"2017-11-29T22:39:437",
"eventSource":"sso.amazonaws.com",
"eventName":"DescribePermissionsPolicies",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

EAIESE IAM &40 API B AWS CloudTrail 318
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"requestParameters":{
"permissionSetId":"ps-79a0dde74b95ed@5"

},

"responseElements":null,

"requestID":"319ac6al-d556-11e7-a34f-69a333106015",

"eventID":"a93a952b-13dd-4ae5-al156-d3ad6220b071",

"readOnly":true,

"resources":[

1,
"eventType":"AwsApiCall",
"recipientAccountId":"@8966example"

ATFRBIERT AWS TFRITTFP R RENRLRAF (bobsmith@example.com) EERY CloudTrail B&
%8 :

"Records": [
{
"eventVersion":"1.05",
"userIdentity":{
"type":"Unknown",
"principalld":"example.com//
S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId":"08966example",
"userName":"bobsmitheexample.com"
b
"eventTime":"2017-11-29T18:48:28Z2",
"eventSource":'"sso.amazonaws.com",
"eventName":"ListApplications",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"requestID":"debc@435-ce4b-49c7-9bcc-bc5ed631ceds”,
"eventID":"e6elf3df-9528-4c6d-a877-6b2b895d1f91",
"eventType":"AwsApiCall",
"recipientAccountId":"@8966example"

EAIESE IAM &40 API B AWS CloudTrail 319
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}

LT R BIERT 7E IAM Identity Center OIDC R X HZLAF (bobsmith@example.com) RIERY
CloudTrail BE%H

"eventVersion": "1.05",

"userIdentity": {
"type": "Unknown",
"principalld": "example.com//S-1-5-21-1122334455-3652759393-4233131409-1126",
"accountId": "@8966example",

"userName": "bobsmitheexample.com"
},
"eventTime": "2020-06-16T01:31:15Z2",
"eventSource": '"sso.amazonaws.com",
"eventName": "CreateToken",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters": {
"clientId": "clientidl234example",
"clientSecret": "HIDDEN_DUE_TO_SECURITY_REASONS",
"grantType": "urn:ietf:params:oauth:grant-type:device_code",
"deviceCode": "devicecodel234example"
.
"responseElements": {
"accessToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"tokenType": "Bearer",
"expiresIn": 28800,
"refreshToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"idToken": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"eventID": "@9a6ela9-50e5-45c0-9f08-e6ef5089b262",
"readOnly": false,
"resources": [

{
"accountId": "@8966example",
"type": "IdentityStoreld",
"ARN": "d-1234example"

}
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]

"recipientAccountId":

"eventType": "AwsApiCall",
"@8966example"

T % IAM Identity Center &R EH4

AWS CloudTrail 1I2%FfE AWS IAM Identity Center B RAIRIIF KM B FEH. R4 SSO M
Active Directory ( AD Connector #l AWS Managed Microsoft AD ) RJRH § B EESRIRTAF#
AR EERRASIEARNBROEMBRES , URZFESLERIULERORES. REEAFPTHAAE
VENFILRAE , ARFT 23R, XFSHIEFK UserAuthentication B4,

TRIZEXZTEA IAM Identity Center &5 CloudTrail B4 &, HENWURKNAE B RNER

38

EHER

CredentialChallenge

CredentialVerifica
tion

UserAuthentication

TRERTREEREHATESHEMAA CloudTrail EHBIEF K,

ma B

A F &4 1AM Ildentity Center
EERAFBREENEIER
WHIEEEN Credentia
1Type ( fla1 PASSWORD
= TOTP ),

ATBEAAFERHERSE
CredentialChallenge
BRABEZFTIERKIER
KMo

ATEXAFEENRE S5
BWIFERHER TR E
BFRERIER. AFPKEE
X Zh 52 B FIT 3 B9 5 AE Ji 1)
S A LRI UserAuthe
=%,

ntication

B RER %

FRE IAM H4H0/AF, AD
Connector 1 AWS Managed
Microsoft AD

RE 1AM 545 0/8F. AD
Connector 1 AWS Managed
Microsoft AD

e &5 RIR

EAIESE IAM &40 API B AWS CloudTrail
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EHER

AuthWorkflowID

CredentialType

DeviceEnr
ollmentRe
quired

LoginTo

EHEN

AT RERENERF
R B S H
o NTBRAFEXR

, IAM Identity Center
ARRRAHZSANEHR

o

RATEEZE

WE R EIESE

%, UserAuthe
ntication 4
MaEERAFRERF
Hls R T PR
CredentialType
=

RATEEAFEER
BFRHEDEM MFA %
%, HBEAFERY
ERIZIER,

RATEERDERFF
JIENEEENE.,

IAM Identity Center Rz SH ROIEH

BREMHEAN

Credentia
1Challeng

e ,Credentia
1lVerifica

tion , UserAuthe
ntication

Credentia
1Challeng

e ,Credentia
lVerifica

tion , UserAuthe
ntication

UserAuthe
ntication

UserAuthe
ntication

UTFRBERT AREZEFRZEMTE CloudTrail E4IRF.

£}

- REAFRDHITSHRIURIA KR

- BEHERE 7 1R At

TEHRIENKIIER

- EARBN TOTP SHRIRNAEFHT S HRIER KD E R

~IE

“‘AuthWorkflowID” : *
9de74b32-8362-4a01-
a524-de21df59fd83”

CredentialType*:
‘BRI

B, TOTP” ( |7
RENESE &

B, TOTP, WE
BAUTHN, EX
TERNAL_ID

P. RESYNC_

TOTP ) CredentialTyp
e

“DeviceEnrolimentR
equired”: “J& 48"

LoginTo®” https://m
ydirectory.awsapps
.com/start/...”

EAIESE IAM &40 API B AWS CloudTrail
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- ERAEBHTEHRIEHFZERS MFA TR KB R
- NEAZBHITEORIENBEFEK

R A B 21T 5 40 I I BN AT BT B 5%
UTEHFIHIR T REBRINEFZN RO,

CredentialChallenge ( 1 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

1,

"eventTime":"2020-12-07T20:33:5872",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements'":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",
"CredentialType" :"PASSWORD"

.

"requestID":"5be44ffb-6946-4f47-acaf-1ladebd4afead”,

"eventID":"27ea7725-clfd-4355-bdba-d0e628e0e604",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"
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}

FX2h CredentialVerification ( 23 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

},
"eventTime":"2020-12-07T20:34:092",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID" :"9de74b32-8362-4a01l-a524-de21df59fd83",
"CredentialType" :"PASSWORD"
I
"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",
"eventID":"c49640f6-0c8a-43d3-a6e0-900e3bb188d4",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

X Ih UserAuthentication ( {XPRZFE )

"eventVersion":"1.08",

AppleWebKit/537.36
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"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

.

"eventTime":"2020-12-07T20:34:09Z2",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lplSFgrR25BRnFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6Ttz73M6LsfLWD1fOxvi02K3wet9461C30f_iwWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7Tqzi0LiBLBUSKX
east-1",

"CredentialType" :"PASSWORD"

.

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"

BN S D REBRITE GRIENK I E R
UTEHFIIHR T ERNSS HRARET SAML tHhH1T & 51U B2 B FAY R B

FXZh UserAuthentication ( #\ZB& 31217 )
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"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":""

.

"eventTime":"2020-12-07T20:34:092",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lplSFgrR25BRnFobU5nQU1lnQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6Ttz73M6LsfLWD1fOxvi02K3wet9461C30f_iwdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7Tqzi0LiBLBUSKX
east-1",

"CredentialType" :"EXTERNAL_IDP"

.

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"

ERAFBN TOTP FHWIERR N AEFH TS0 RIER R EF
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CredentialChallenge ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

},

"eventTime":"2020-12-08T20:40:1372",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType" :"PASSWORD"

.

"requestID":"e454ea66-1027-4d00-9912-09c0589649el1",

"eventID":"d89cc@b5-a23a-4b88-843a3-89329aeaef2e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

FX b CredentialVerification ( 23 )

"eventVersion":"1.08",
"userIdentity":{
"type":"Unknown",

AppleWebKit/537.36
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"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

I

"eventTime":"2020-12-08T20:40:207",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType" :"PASSWORD"

},

"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",

"eventID":"4533fd49-6669-4d0b-b272-a0b2139309a8",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

CredentialChallenge ( TOTP )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

}I
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"eventTime":"2020-12-08T20:40:207",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"

},

"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",

"eventID":"29202f08-f240-40cc-b789-cOcea8a27847",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

B Ih CredentialVerification (TOTP)

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

Ilarnll:llll’
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"
b
"eventTime":"2020-12-08T20:40:272",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
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"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3acbh790729",

"CredentialType":"TOTP"
I
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"e889ffld-fcaf-454f-805d-7132cf2362a4",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

R Ih UserAuthentication ( 2% + TOTP )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

1,
"eventTime":"2020-12-08T20:40:272",

"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
n n

"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3acbh790729",
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"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQVv1BQmVLeFhWeDRmZFIJmMmxHcWYwdzhZck5RQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u@@3d11FirimCVI-4Y5UY6RI1QUCXVRePCHd6195xvYglrwolPj7B-7UGIG1YUUVe31Nkzd7ihxKn6DMdnFf00108qc3RF
Sx-pjBXKG_jUcvBk_UILdGytV40lu97h42B-
TA_6uwdmJiwldcCz_Rv44ad_BSOPkulW-5LVIyloeP1HOFPPMeheyuk5Uy48d50f9-c\u@0@26wdc_csrf_token
\u@03dNMluis4guoVnxRdOqu2tYIIdyyFPX6SDRNTspIScfMMOAgFbholnvvCaxPTghHbgHCRIXdffFtzH@sL1low419Bobn
\u@026organization\u@03dd-9067230c03\u0026region\u@0@3dus-east-1",

"CredentialType" :"PASSWORD, TOTP"

.
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"7a8c8725-db2f-488d-a43e-788dc6c73a4a",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

£ A BT 50U FER S MFA JEMET R & F
UTEHFIRHIRT KD ERBBERN RS , BRAFEREETUE R ZAKIEM MFA 8%

CredentialChallenge ( &1 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

.
"eventTime":"2020-12-09T01:24:027",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",
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"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",

"CredentialType" :"PASSWORD"
I
"requestID":"321f4b13-42b5-4005-a0f7-826cad26d159",
"eventID":"8c707b0f-e45a-4a9c-bee2-ff68638d2f1lb",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

FX2h CredentialVerification ( 23 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"

1,
"eventTime":"2020-12-09T01:24:092",

"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
n n

"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
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"CredentialType" :"PASSWORD"
.
"requestID":"12b57efa-0a92-4479-91a3-5b6641817c21",
"eventID":"783b0c89-7142-4942-8b84-6ee@delb992e",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Success"

X Ih UserAuthentication ( FEEZ + MFA JEff )

{

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",
"arn":"",
"accountId":"111122223333",
"accessKeyId":"",
"userName":"userl"

},

"eventTime":"2020-12-09T0Q1:24:14Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d60@7cdd7155c",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQV1BQmVGQ3VqdHF5aW9CUDdrNXRTVTIUaWNNQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u003d11eZ80S_maUsZ7ABETjeQhyWfvIHYz52rgR28sYAKN1oEk2GO7czrwzXVEOHL1IN2K9De8LYyBEV83SFeDQf rWpkwXf
FJyJgkoGrt_w6rm_MpAnQuyrVq8udY EgU3fhOL3QWvWiquYnDPMyPmmy_qkZgR9rz_ BI

\u@026wdc_csrf_token
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\u003dJih9U6205LQDtYLNgCK8abxj0@gIg5BRWg2tbl75y8vAmwZhAgrgrgbxXat2M646UZGp93krw7WYQAHIgi50YI9QSc
\u003dd-9067230c03\ud026region\u@@3dus-east-1",
"CredentialType":"PASSWORD",
"DeviceEnrollmentRequired":"true"
1,
"requestID":"74d24604-a365-4237-8c4a-350795494h92",
"eventID":"al5bf257-7f37-46c0-b67c-fea5fa6l66be",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

RGE A BT B DRI B R AW
UTEHFIHR T REBEBEFRUN A,

CredentialChallenge ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalld":"111122223333",

"aIn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName":"userl"
I
"eventTime":"2020-12-08T18:56:157",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
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"CredentialType" :"PASSWORD"
I
"requestID":"f54848ea-blaa-402f-bf@d-a54561a2ffcc”,
"eventID":"d96f1d6c-dbd9-4a0b-9a45-6a2b66078c78",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialChallenge":"Success"

%M CredentialVerification ( Z#3 )

"eventVersion":"1.08",

"userIdentity":{
"type":"Unknown",
"principalId":"111122223333",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"userName" :"userl"

},

"eventTime":"2020-12-08T18:56:217",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

1,

"requestID":"0Q4528c82-a678-4alf-a56d-ea2c6445a72a",

"eventID":"9160fe06-fc2a-474f-9b78-000ee067a09d",

"readOnly":false,

"eventType":"AwsServiceEvent",
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"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"CredentialVerification":"Failure"

Amazon EventBridge
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4. EEFMBEEEMUATEREEZ —,

a. E# “WZH Amazon CloudWatch A&, REEFRHBABIRAEAH,
b. %#F “BIELD# S3", AFIEFEDMEA BIRFHEE,
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sync_profile_name

B 25 B i ST AFBY B FRo

error_code

RARRET BHERRXENERNE RS,
error_message

—REBEBEXRREHRNEAEERER.

sync_source

BXREXARLSHHESE. XT IAM S4H0 , X2HEEMNES B % (AD) AWS Directory
Service, FEFZRTEZEME FHFH ARN,
sync_target

BLXENFEREZANEN, XT IAM BHHRLXRE , XRE—IMNE0EHE. BSEFREESERN
#5137 6 ARN,
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source_entity_id

SEE RN SN E—RRART. N T IAM F4H0 , XRKER SID.

source_entity_type

SHEIRNVESHERE, ZERR USER = GROUP,

eventTimestamp

HIR R LRV SRR

AD BISMAEEN AD BF iR BE R

R 1 AD BREBIHNEIREE

"sync_profile_name": "EXAMPLE-PROFILE-NAME",

"error" : {
"error_code": "InvalidDirectoryCredentials",
"error_message": "The password for your AD directory has expired. Please reset

the password to allow Identity Sync to access the directory."”

.

"sync_source": {
"arn": "arn:aws:ds:us-east-1:123456789:directory/d-123456",
"domain": "EXAMPLE.com"

.

"eventTimestamp": "1683355579981"

w2 AFBTE-NEREE

"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "ConflictError",
"error_message": "The source entity has a username conflict with the sync
target. Please verify that the source identity has a unique username in the target."
},
"sync_source": {
"arn": "arn:aws:ds:us-east-1:111122223333:directory/d-123456",
"domain": "EXAMPLE.com"
},
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"sync_target": {
"arn": "arn:aws:identitystore::111122223333:identitystore/d-123456"

},

"source_entity_id": "SID-1234",
"source_entity_type": "USER",
"eventTimestamp": "1683355579981"
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Example tag-resource fRERS

£/ sso MPEHRH tag-resource FHRZEDEANIRE :

aws sso-admin tag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \

vV V V &+

--tags Stage=Test

ST EEUTSH

« instance-arn——FEHE TIZ1TER/EM IAM Identity Center SEI#9 Amazon BIEBF: (ARN),.
« resource-arn—EFEFHWIREW RIRN ARN,
* tags - FREWREN.

E-ROBENME |, BUESITRNIREREEEL]

$ aws sso-admin tag-resource \

> --instance-arn sso-instance-arn \

> --resource-arn sso-resource-arn \

> --tags Stage=Test, CostCenter=80432,0wner=SysEng
EENZ

ERUTHTEELRE I BANRENIFE,

Example list-tags-for-resource FEEH T

£ sso M REHM list-tags-for-resource BFE P BANREMNIFE :

$ aws sso-admin list-tags-for-resource --resource-arn Sso-resource-arn

i BRAR 2
R AT S IR RS I R AR 45

Example untag-resource X RERS

BIE sso mHEFEA untag-resource MXRERRBRIFE :
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aws sso-admin untag-resource \

--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tag-keys Stage CostCenter Owner

vV V V &

NF --tag-keys 28 , EE— I HEMrER , EFREBEHEE.
BN BREEN N AR E
EOENRENEANTHTOERE,

Example create-permission-set i S ARIRE

£ create-permission-set R RIENRERN , LB --tags SHIEERE :

aws sso-admin create-permission-set \
--instance-arn sso-instance-arn \

--name permission=set-name \

--tags Stage=Test, CostCenter=80432,0wner=SysEng

vV V V &

£/ IAM Identity Center APl BIRFRZ

& LATE IAM Identity Center APl F{E AL T IRERE BN REMNIFZL,

IAM Identity Center SEHIFREHY API 24E

FEALUT API R¥ER DB, EF MMPIBRNBRED IAM Identity Center SEIRIFRE

« TagResource
ListTagsForResource

» UntagResource

» CreatePermissionSet

» Createlnstance
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AR AWS CLI & IAM Identity Center ££5%

EFEA AWS CLI 5 IAM Identity Center 525 , BEETH., REMEE AWS Command Line
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- AWS Xig AWS Ik E =R EKFRFIEEE M, 0 AWS KFXREIZE— IAM
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BREEE IAM FH R OSEFIRKS,

- MBEHALTE 2023 F£9 A 14 H2BIEA T IAM Identity Center , NEHNEE A AfAEEE IR EZF N
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ListApplications fXR&RZ APl ZX :

* ListApplications APl,
« —ANE |AM Identity Center #2=#&I A FEHR ListApplicationProviders API LB A ER API,
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"Statement": [

{
"Effect": "Deny",
"Action": "ListApplicationProviders",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "ListApplications",
"Resource": "<instanceArn>" // (or "*" for all instances)
}

EARTFRNE APl , BIE4 ListApplications , ZEXRBEEXR AW
ListApplicationProviders., MR KA AW , ListApplications API IR,

"Statement": [

{
"Effect": "Allow",
"Action": "ListApplicationProviders",
"Resource": "*"

}

HENBREF G , R AWS Support ABUE L E 3 17

5 1AM Identity Center /2 SAML B S AA B x<H B &

L MIGE AWS K (PR SAML BIAFERFE |, 1AM Identity Center 33 IAM Identity Center €22 ]
RIEH) SAML & ( @EXLMHEPNEM ) REET Web BB FK. AWS EZEF IAM Identity
Center £ ) SAML IS FAEES , BEAUTE R,

1. BF AWS FHRITFA,
2. HEBERIIFE , BE Shift @ , REMNNNARFEY , RFWIT Shift &,

3. ®KEHN You are now in administrator mode (RY I FEEAER) WITELNEER, ERBIX
EESUENRSE  BEBRES XML, RAEFABTKUE Hibith s,

4. EBRREE <NRABRF>ME, RIS RIAG RS RS,
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® Note

BERREREENRERETERATZFH IR, BELE Windows 10 L Firefox, Chrome
F Edge JEEIXT S TIIT T Wi

BERPFZZEMINES SCIM R R E| IAM Identity Center

WRTEEM IdP FEE N TRIEE 2 IAM Identity Center Y —E5 0 A #9 SCIM R K Ih , 8
HAFH SCIMBEEZ LM , NEBTESERRLUT HHIRME 'Request is unparsable,
syntactically incorrect, or violates schema' H4EiR. BETTUEHFEFMANEE K
WE 2 AWS CloudTrailo

HRBEE RBLEHN IdP FRAFHNEE S X R IAM Identity Center FI R XM, B IAM Identity
Center SCIM XHEN ZEBFMEES , SIEALNRKRNLE, TEMNZLESHNRENNT , FS5H
IAM Identity Center SCIM EEF £ AR ER. BHX SCIM ERHEE , SCIM F X A R ISR A
REMERE, B2 , ATRSBUERNLNELRR :

1. 1dP FAFXRRDEF. HEN/BERBR.

BRAE  NAPNRAMEF, ERMERER. A, FEER AP FRAFNRH SCIM
TAERFAEEN RS EX LR SN IEEE,

2. EEMAFRERNEMENSME (BHASEEM) . fltn, AFAIEEE IdP FENEET T
FRESBNRELEFSH  NEFSN BTSRRI |, FEEN IdP BEEN=HES Z
BN SN HEEHE,

fRRTF RIEIN -
i. FEFIdP FAPXRE SCIM FUAE RS , NEEATEEBHMNENME, Hlln , BBENK
EEMNAP IERESEBE,

i. MBABZEMM AP PFHAFNRBREMEYN WA ABKREME , NAFNZE
HRE I HENME

i. MRAWEMBREBTIEEZEMN AWS , BM IdP AP X RAE SCIM Bl BB & h B ERZ
& AR ST,

3. ZWIdP EEZHBEZSNEELTE B IR ( EXFIH R IAM Identity Center ) FEIAF . HTRIE
AP AELER IAM Identity Center SEHIFR RMHE—H , HBRAFIEE username EA AT EE
BRI,
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. UserName@Corp.Example.comffiZMER =2 , 2 IAM Identity Center fEA 25 A MFA B
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'Cannot perform the operation on the protected role 'AWSReservedSSO_RoleName_Here' -
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"errorCode": "InternalFailure",
"errorMessage": "An unknown error occurred”
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CloudTrail 1235 7 # &,
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MRRBE SRS REFNAEFS 1AM Identity Center ZRIREFEAX , BSLSHHAF M+
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71k IAM Identity Center AR EEAIEE IdP fER B MR RN ER , DTUHB AT &4 -

- SAML NamelD #&=X ( 2N HREELEE ) DTN BFH4E
« namelD B4 MRERIEH (RFC2822) HFAFEH (user@domain.com)

« namelD EXH15 1AM Identity Center FIIER AP BT L EE ( 1AM Identity Center RV F
U RECREATEE , RNAECEETRAFE )

« SAML 2.0 Bx& F B RIERY IAM Identity Center SEfE{X X 35 & 1712 & 5 IAM Identity Center Z [BI#Y
SAML IR Y 1 NS . BEARXZFMERN SAML IS,

- WREH 1AM Identity Center P HRE AT HEEGEIEME , WA THRRER
 SAML ERBHE B EXATES 50,
- SAML ERFBEL2ZEREM.
- SAML BRFBIEZNEEHEAEHNEM,
- ZEMTBEELEMILH XML ERE.
- BHERXSMR SAML EENKER , MARBAER,

® Note

IAM Identity Center FET SAML & S RIENFAFRSA R CIZAFARE. XEK
BABE 1AM Identity Center RFZh BT B AR TR ECIZA S , F8EEF IAM Identity
Center,

LENFORMAEPERENNS EAERS (ACS) i XAEIEH IAM Identity Center SEHIR ALY ACS
URL FIEECRS , th AT RER £ bR IR. BHREAMET S LTE.,

WA, B LUES ¥ ZEE 4B R ExternalldP AWS CloudTrail DirectoryLogin HX E# 1Tk |, #—F
fRRNED B IR R B R R M FIRR

Rix(E R TR AIEREHINEY

WMREFE A ABAC WAFRERB A thRZEEM FrEM iam:UpdateAssumeRolePolicy #XBR , MAT
BEa K £ ILERIR,
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ENTEESMRIERSE. IRAFZERERTZFNNEERET S LM WebAuthn &% , 15
BRERZRNENETAIRE , FFMMN2WE —FERER , RRTXEMEXIFNA £, 7£IX
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WebAuthn IAM HFOLHNEZEE , §SHFIDO2 5 HKIEER.

Active Directory“i8i i P "4 5L IEHE 2 F IAM Identity Center
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www.time.gov/) 3k H fih A ith/ X 35 3R A (8] o

KEZ1HEF IAM Identity Center B IR E] “R 2R , 2K HiR

HEIRFRTEN IAM BHPOEHFFEETREME , HENT S DIRARE (IdP) IAM Identity Center A
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