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ERENEDREDNNENL I HSNSE #H , FHRFIESNSIHEEE , REM Topic arn Hik
BN xR, BLTRATRRNAT Amazon SNS & :

{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
.
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

6. i%#¥ Save changes (REEX ).
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] AE BT AWS KMS Z4A N33 89 Amazon SNS =EXRIBEE LR 2R 5. MRENNARFLEF
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"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
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"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"

I
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}
}
}
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(WABA) FIARNSEiESBH AWS FRiRFAF,

{
"MetaWabalIds": [
{
"wabald": "1234567890abcde",

arn": "arn:aws:social-messaging:us-
east-1:123456789012:waba/fb2594b8a7974770b128a409e2example"
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”
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AWS RZ&RFEBHR

RAriEmE

}
]
}

{
//WhatsApp notification payload

}

LR RIS

1234567890abcde =X B Meta B WABA 1D,
abcde1234567890 Rk B Meta FWEFEHS ID,

EUWEE WhatsApp JSONRHY 7Rl

fb2594b8a7974770b128a409e2example & WhatsApp 1Ml (WABA) 89 ID,
976c72a700aac43eaf573ae050example REBFESBH ID,

LUTERTRENEANEENSHIZHE WhatsApp. JSSONE AKX WhatsApp. BXFZERREE XK

£ , BZHWhatsApp L F & =ZEFH Webhooks BHAEHAPIZZE,

{
//AWS End User Messaging Social header
}

{
"id": "365731266123456",

"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"

1,
"contacts": [
{
"profile": {
"name": "Diego"
1,
"wa_id": "12065550102"
}
1,

WhatsApp JSON’E{E =l

28
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RAriEmE

"messages": [
{
"from": "14255550150",
"id":

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDEORjVGRkexample",

"timestamp": "1723506035",
"text": {
"body": "Hi"
},
"type": "text"

]
+

"field": "messages"

EWIERE 2 WhatsApp JSONHKY R4l

UTERTRARKFEENEHIER, ERRFEMSHXH , iFEMH GetWhatsAppMessageMedia APl
To BRFEBRRHEEUHFIIER , 5550 Webhooks BAHAEHSE

{
//AWS End User Messaging Social header
}
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"

I
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}

#4454 2R WhatsApp JSON
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AWS RZ&RFEBHR RAriEmE

1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506230",
"type": "image",
"image": {
"mime_type": "image/jpeg",
"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKf143Uqjk=",
"id": "530339869524171"

]
iy

"field": "messages"

WhatSApp ;\ 0N '{j( PIARN

HERIEHEER , B2WBBERXHERESERH. E4ABEREHIERIEEVXLEEH , HTSHAWS &
KLRAFEEHRPRESNEH B .

L:\'lj(/l_,\
TRIBAREREERES

RSB iR

2 i BR %Fﬂﬂﬂﬁ%?ﬁ[ﬁﬁ: WMRERHE TEENENRS
, I8t R E I BR

B3t HEERRELE .

failed HERIERM,

read BEFARTHER. REIAEFTEERERET ,

F 2 RERES,




AWS B4 FI P B s
REBIK iR
Y, SHEBXRIE , BHEERHT,
warning ZHEEETTHASAEFEENIE,
H R R
BEXEZEER , B2 (WhatsApp Bl FA=APISE) i HEERS,
HAR 31
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FEREEZ — R ENREEXH WhatsApp

YIBE A RIBWRAR S |, BT EE#FE Amazon S3 ZEEF ., Amazon S3 FEE SIS R

#) WhatsApp LK~ (WABA) {2 F AWS X5 tHE AWS Ik A, X5 83588 7 an4al o) 22
Amazon S3 7. LEXHURNAGEMEEBEURLE XA, BX Amazon S3 TN EZER
BFZRABLEASHS (s3) i HAWSCLI, BXEENEZES AWS CLI, iEZHEAWS Command
Line Interface AP 8BAWSCLIF R ELE M Amazon S3 AP IERMT MBI B FZ# @M LA R,

B A AN EAENHRBURLIE E ., FAMZERURL , AR TN RERNGRIREREF EEE
l, MEFES—HHE AWS ZERIEHBHNR,

E 8|2 Amazon S3 7@ , MM c reate-bu AWS CLI cket i, EWTITHWALTGS :
aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELReas

* Replace ( &#t ) us-east-1 fEzm AWS XiF RWABAR RIRETALHY .
* Replace ( ##t ) BucketName R FH BN B HRBR N T EEBRIE M.

ER X HE HE Amazon S3 FER , BHEA cp AWS CLI T ERTITRALT®RS :

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

ELiRepSe

* Replace ( #t ) SourceFilePathAndName ‘& EE #I# THH LR EF B TR,
* Replace ( #t ) BucketName FFHBHNBMEBRNEHBHAEM.
 Replace ( &#t ) FileName #M BB FiZXHEHNE K.

FIENEERB MR

s3://BucketName/FileName

EQBWZA URL , BHEMR user input placeholders MEZBECWEER,
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AWS RZ&RFEBHR RAriEmE

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

IREIBURLERZ : https://amzn-s3-demo-bucketl.s3.af-south-1.amazonaws.com/
mydoc.txt?{Headers}

SAFHYBAR AR B A K/ WhatsApp

REFBBEARHEERN | DARFXHRE , BXHRPBIETRRAXHERD, BEXESZEER , S
5 (WhatsApp Bl FEZAPISE) PN ZIGHEERE,

I8 S 2

AR
pibid T RER MIMESE & RAK/ND
AAC .aac audio/aud 16 MB
AMR .amr audio/amr 16 MB
MP3 mp3 audio/mpeg 16 MB
MP4 & 41 .m4a audio/m 16 MB
OGGE .0gg audio/ogg 16 MB
A
g =Eit] rRER MIMESE & RAK/ND
XA text text/plain 100 MB
Microsoft Excel Xls, .xIsx application/vnd.ms- 100 MB
excel , application/
vnd.openxmlformats-
officeDocument.sread
Microsoft Word .doc, .docx application/msword 100 MB

, application/vnd.o
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AWS BLRFIHBAER

RAriEmE

MR E

#ER PowerPoint

PDF

BR B A&

JPEG

PNG

MEEAE

Pl

MG
VIDEO k&
3 GPP

MP4#L57

T RER

.ppt. .pptx

pdf

yRERF
Jpeg

-png

rRERF
.webp

.webp

yERERF
3gp

.mp4

MIMEZE &

penxmlformats-offi
cedocument.w

application/vnd.ms-
PowerPoint , applic
ation/vnd.openxmilf
ormats-officedocum
ent.

application/pdf

MIMEZS &
image/jpeg

image/png

MIMEZS &
image/webp

image/webp

MIME3E &
M3R/3gp

I/ mp4

RAKRND

100 MB

100 MB

RAKND
5MB

5MB

RAKND
500 KB

100KB

RARND
16 MB

16 MB

RS IR
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WhatsApp JHE K H

REEBIE T X RAEERBREAENE, BXUBRBYFIK | HSEWhatsApp 1L F & ZAPI
SERWEL.

HEFER iR

XA HENEFRAEEERURLKIEZEES

IRk RIEZM, ¥, A&, BT, &b
A] AR IE R AR ST B9 85 332

Reaction EERBHSENNEENRRE |, kiR X8
b1

AR RIZEHEE

E RIENE

BRREA RIEBERAFH

XEHR REXERHEE

H Rz

A% WhatsApp JHEXR R FIEK |, iHSFWhatsApp L FF A =APISEFIEES,
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AWS RZ&RFEBHR RAriEmE

WhatsApp £ AWS RAFAFHEHRAZIEHEE

ERFHEZA , BBMTTRIRE , WABAHF HEN AP BIUERMA ST BEBRBCRBZIEE |, 55
59, FREUEXER

HAFAZREERN , —NEABEFRSEON 24 NIt SRELEHHRH. REEENAF ZH
TRAEFRSEON , FTENMARENER (BIUERERN ) RELAF . REAFEREBRKREMR
RYEE , AT LARE R /@) A P RS RARE 2.

NTEBREHBURNEFEE , BEBHRRSHFHLEAZEHE . WRENEF EHAREME
z1 WhatsApp , ME%EBUEEMRENfail. BYUMITIEEFSH B in T BEEBUE BRES

/A Important
£ F Meta/ WhatsApp

« &3 WhatsApp &l ## R 75 RE9 68 A A IUE STl R 55 7. WhatsApp il &R 5 R5
. WhatsApp WhatsApp @l EEEE., HEABIEEUAREAUSIAARAANFER
fER., BERSBIER (AABMEARTELTRELH ) WERRMEZMH. WhatsApp

+ Meta = WhatsApp A BERE RS 22 1E &5 ) WhatsApp Bl RS =R,

« HEEM WhatsApp BL#RTT A, BRGREMZER EZEN/SOEM R M/HRF K
AR, EEIBIE.

=i
o £ “AWS BRL AP EE Social” P& EENREEHRH
. £ AWS R4 B EE Social B A& EFEMAHEEHN R

£ “ AWS R AP IE R Social” F & iEERE BB RHI

UTRBINET MAERAENRCEEERED , FEER%ES AWS CLIEXEBHEZEE AWS CLI ,
&2 (AWS Command Line Interface AF1ERE) AWS CLIFWEE,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'" , "type":"template", "template":

RIEBAE S 36
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AWS RZ&RFEBHR RAriEmE

{"name":"statement", "language":{"code":"en_US"}, "components":
[{"type":"body", "parameters":[{"type":"text","text":"1000"3}]1}1}}' --origination-phone-
number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

ELReoH , ITUTRE:

 Replace ( &#t ) {PHONE_NUMBER} RE#EEFHNBIESH,
+ Replace ( &#t ) {ORIGINATION_PHONE_NUMBER_ID} FPA{REIEEFESTEHY ID,

£ AWS &L B P E B Social &KX R4 E S8 RAI

LUTRENEBTMAERABEZES RIXFESEE AWS CLI, BXxEBENEZEE AWSCLI , 2
¥ (AWS Command Line Interface FAF#E™)Y AWS CLIFWELE, BxS XS EARSTHEBNT
xR, BRI EFNEASTHER T K/ WhatsApp.

1. FHEAESX M £ E Amazon S3 7 |, BS M LA RS — it RS RAEXH WhatsApp.

2.  WhatsApp f# Fpost-whatsapp-message-mediafn & F & X4 L& F, HIERE , ZSHR
B {MEDIA_ID} iXRKIXFEMHEEFMYLEN.

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

LRSS, MITHUTRIE

* Replace ( &#t ) {ORIGINATION_PHONE_NUMBER_ID} F{REVEEIESHIHY ID,
« Replace ( &#t ) {BUCKET} RE#7 Amazon S3 7 @K & ¥
* Replace ( #t ) {MEDIA_FILE} FHRAENHHNBMRBHRNBEEIHFHNER,

BB A LAER - -source-s3-presigned-urlf{E , FAME A Mu# 1T L&, --
source-s3-fileEBUHMENRBFE Content-Type N, WRENERF
# , InvalidParameterExceptionliRE —

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

3. ffMsend-whatsapp-messagefnt & IEHAE S,

RIEEMHE 37



https://docs.aws.amazon.com/cli/latest/userguide/
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AWS RZ&RFEBHR RAriEmE

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":

{"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0

ELReoH , ITUTRE:

 Replace ( &#t ) {PHONE_NUMBER} REEEFHNBIESH,
+ Replace ( &#: ) {ORIGINATION_PHONE_NUMBER_ID} FA{REVEBESTEHY ID,
 Replace ( &#t ) {MEDIA_ID} ¥&i# £—SREHEME D,

4. YBTHEBHRMEMHR |, 7] WhatsApp 8 A delete-whatsapp-message-mediadn 45 5 M A
B, XH24M WhatsApp &/ Amazon S3 #& 5 il BRIE 4R S 45,

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

HLERewH , AT TERE

* Replace ( &#t ) {ORIGINATION_PHONE_NUMBER_ID} FI{REVEEIESHIHY ID,
* Replace ( #t) (MEDIA_ID} fEFEK ID,

REERAEE. 38


https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html

AWS RZ&RFEBHR RAriEmE

£ AWS L AFBERERXFEERRIAYER

IEBTTERIREWABAMIRESES BV , REF RRREIRERNEMRHEE . SBKBIEAHRA,
EHRREFESHE MM Amazon SNS EEH, EHFITHE Amazon SNS EB L ix T /7 sElEIE
Ao

X E N EAEBEMNESH RG], ESREREAEE WhatsApp JSSONK R, BXxEBNESZER
AWS CLI , &2 (AWS Command Line Interface FAF#EF) AWS CLIFHEE, AXZ XIFEMA
XHRBNIIER , BSRZIEFNERTEEEF K/ WhatsAppo

/A Important

EEREANEE , XN EREHERHWABA |, iEZH @ AWS 54 H FE B3R IE
BENEE Y,

£ AWS &4 R B B4 3R BB AR IR A B SN R 3= /Y R 41

BHLREENRBREN , MEERLAFRS Lread@ EETRNESRNERRIC,

aws socialmessaging send-whatsapp-message --message
'"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'",6 "status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

ELRwoH , ITUTRE:

* Replace ( &#t ) {ORIGINATION_PHONE_NUMBER_ID} F{REVEEIESHIHY ID,

« Replace ( &#t ) {MESSAGE_ID} fSE# v hB4FBY M —FriRRF. £ Amazon SNS EFAEEXN RA
FRIZidFZRNE,

£ “AWS BB EE Social”’ AL EEENTRA
IRAT LU S SR IE R | Hoan S A MRS,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
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AWS RZ&RFEBHR RAriEmE

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

EERWTH , ATUTERE

* Replace ( &#t ) {PHONE_NUMBER} &N EF N EIF S,

« Replace ( ##t ) {MESSAGE_ID} & FERHHE—FRIRFF. £ Amazon SNS EBHEEX K H
FRIZidFENE,
» Replace ( &#t ) {ORIGINATION_PHONE_NUMBER_ID} F{REVEBIESHIH ID,

RS M T WhatsApp El Amazon S3

ERRBESEXHHTHREE Amazon S3 F#MEF |, 1B Hget-whatsapp-message-mediafz T o

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file
bucketName={BUCKET},key=inbound_

{

"mimeType": "image/jpeg",
"fileSize": 78144

EEReTH , ITUTERE

 Replace ( ##t ) {BUCKET} f¥&#7 Amazon S3 W & 5,

 Replace ( #t ) {MEDIA_ID} ERAEKEINEHFH id FBNE, BXREAREEHNRG , E
2R ERIEAE B WhatsApp JSONEY TR,

 Replace ( E#t ) {ORIGINATION_PHONE_NUMBER_ID} FREVEEIES A ID,

EM Amazon S3 FERHPRFREFEMSE , BEAUTHS :
aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

ELERawH , AT TERE

 Replace ( ¥ ) {BUCKET} $3#&# 73 Amazon S3 Ao
* Replace ( &#t ) {MEDIA_ID} ¥ MEDIA _ID,

ML b ib R4 ST T 2 2] Amazon S3 WhatsApp 40
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AWS RZ&RFEBHR RAriEmE
I 3R A B S R E £ E SR R

FELRBlR |, BEYEF Diego MBRET —FELE , LEESE ‘B, FASRERNEFRE/FSE
1,

FTRZM

B BIRESES) B B Amazon SNS EBHITHEA —NMEFLIGT R , FTEEWE Diego ERIZHER
Ry EA,
1IE7£ B 3

1. WZFIRHE Diego KEESE , REZEBNRRT RRKHE —NEH. UATRZEBERTNRBL
B

(® Note
BT Diego & TXiE , Rt A it AER b R B i,

"MetaWabalds": [
{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”

}

{
"id": "365731266123456",
"changes": [

{

"value": {

EEEREY e



AWS RZ&RFEBHR RAriEmE

"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"

1,
"contacts": [
{
"profile": {
"name": "Diego"
1,
"wa_id": "12065550102"
}
1,
"messages": [
{

"from": "14255550150",

Ilidll:
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",

"timestamp": "1723506035",

"text": {
"body": "Hi"
1,
"type": "text"
}
]
1,
"field": "messages"
}
]
}

2. EER Diego BEREER , BRRBTRENread. EXRFHEERZLWHEZLEFIRNEEHN
%R,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

ELReoH , ITUTRE:

* Replace ( &#t ) {ORIGINATION_PHONE_NUMBER_ID} LHIE & Diego ME KX HEEHBE
=#5 ID phone-number-id-976c72a700aac43eaf573ae@50example,

ETEE R 42



AWS RLAFEEHRR AriEE
+ Replace ( it ) {MESSAGE_ID} #AHBAM ID. X SKFIR S A id B4
Ewamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNZzBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRke:
3. {RAILAL Diego K — M FIEFHR AL,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}"'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

HLERewH , AT THRAE

 Replace ( &#: ) {PHONE_NUMBER} Ri:XAIE8i%E142555501505H

 Replace ( ##t ) {MESSAGE_ID} H#HEHRHM ID. XEWFINEEFH id EE
Elwamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNZzBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRke:

 Replace ( &#: ) {ORIGINATION_PHONE_NUMBER_ID} LHEIEj& Diego MHE KX B EHBF
5# ID phone-number-id-976c72a700aac43eaf573ae@50example,

H fth 23R

- BRAEHERRIEZE4NZREAER
« BX WhatsAppHEXN R FIZK , S WhatsApp UL FFEERAPIZEZEHRHER,

Hip R 43
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AWS RZ&RFEBHR RAriEmE

TR “ AWS R AFHE” #£3XH WhatsApp MK £ 5 H 15
nIRE

AWS RELRAFEEHNEEN —MERKE  HPSEUTERNWENFE Region
code-MessagingType-ISO-FeeDescription-FeeType. 84 WhatsApp &8 H /N W RERY it 2%
B , 9% WhatsAppConversationFee, #l AWS per MessageFee,

HBBEI R EEPCEHE R B ER , AWS EMessageFee AZE X {F—FH WhatsApp
ConversationFeef—HMFEH, XF[ITHA N 24 MED , EANR—FFBELEZRBURHNER
SHE#E R AWS EMessageFeeH it %%,

WhatsApp X &R EME M 115 I EWhatsApp Bl FEF REEFMNE T ENENFHKE.

TREFMEABAREPHFERNAERENER, AX AWS REAFHEARENNESEE , FF5
FIAWS &L A FHEBRAEEN.

TR Options iR
Region code « USE1— BRI ( #BEFRE #6R WhatsApp jHE % H =R
WAEE ) Xig B AWS XI5 BT8R,
- USE2— XEFRM (B%ME
M) X1
- USW1— =EHES ( RE
X ) X1
« APS1— I A#X ( &HX)
X i3
« APSE1— I A#[X ( 740
¥ ) X1
« EUWI— BN ( BRZ ) K
15
- BEUW2— KM (23 ) X
MessagingType WhatsApp e FBAMRRIEREERE,
IS0 EEZEFENER/MX SHERIEEINA A FISOR

E R/ XA,
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AWS RZ&RFEBHR

RAriEmE

FE

FeeDescription

Options

ConversationFee
MessageFee

DU

W FERIEE the WhatsApp
ConversationFee = p
AWS er MessageFee o
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AWS RZ&RFEBHR

RAriEmE

FE

FeeType

Options

Authentication ,
Marketing , Service,
Utility, Standard

DU

b7 BE RATE A YRS TR SR AL
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Y512 2R Amazon Socifie AWS d Social fIRHMAWSHERF RV AIFEME, ATAMEMMEENEER
T, AWSIEM T U T K #ET BRISE Amazon Socifie AWS d Messengs Social, 7E I 4E IR AT # T3k
& HEE LR B HATIRE -

« Amazon 3£} CloudWatchiE 2 &H AWS BIRAKR AWS £ LE1THNARER. &7 LURER R iR
B, Q2B ENHESTE , UKk REERAZIEENEREEEIEENRENBHERXEE
M. Bl , B LLE B Amazon EC2 £4I#Y CloudWatch IRERCPUSE i R Hthigdr H A E EERT
B EsI#EHl, BXEZEE |, i3/ Amazon CloudWatch FF 1R,

« Amazon CloudWatch Logs fE/&REB 1R, 74 FMiFFEISK B Amazon EC2 3Kl CloudTrail, FMEH b
KIFH BEXH. CloudWatch BEEARKEAEZEXHHPNEE , AEXIBFERENBHE, £k
AUESHAMEERPRRENAERIE. EXESEER , 182 H Amazon CloudWatch Logs A2
i1

« AWS CloudTrailf#3R R B HI MK P A &% AWS Ik & HEVAPHEAMEXEH |, I AEXHER
EIBIEEW Amazon S3 F#N. ERILARIRMLER MK EA T AWS, NARAHBAKNIR IP i
AR BAANEERB, BXEZEL , B3/ AFEE, AWS CloudTrail
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HAE RN 53R BEFENNER. XERTBELARE 15N, N\iELEBHEHEER , Hee
Bt TSR Web NARFHERFHVMTER. A, ILLRERTHENSFERENER , HER
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FF AWS RKAFEHEHRFES , BUEEEZ EWhatsAppMessageFeeCount , FEXEIZ HE
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LLTF&&RSIHT En AWS d B Messaging Social Social §HZEIAWS/SocialMessagingd& ZEREIHY
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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THRERNIEE AWS RS, CloudTrail fFATEX AWS &L FHEARHAPIFEIHER W EH.
IREIE B E X EH Ma AWS inframe Modernizati AWS on #24] A #iBAPIA, 1&B)&iE CloudTrail W
£ ME R CloudTrail , A LABEE CloudFrong K HHEVER, K HERM IP bk, RV A HETE
URHEAMFMAERS. AWS

BIMNEHF B LEKFEHBETEEXRERBERNAREGE. FHEREDTEREATAR

- BREFARAFEIEZRAFEIEREN,

- HEREEBNKREK IAM Ident IAM ity Center A & Hio

- BRERFEAACERKREAFNBNZLEIEREHN,
- BREEHHEMAWS RF X H,

CloudTrail Z%& CloudTra AWS K F il CloudTrail E# A S idREH/T T E 90 RN EBIEREESE
. CloudTrail S#HLIEFRHENPEE 90 KW EEREBSHNAESE., T FHENFTTEIER,
AWS XIFBEXEZEEL , FZH (AWS CloudTrail AF$Em) H# “BEH CloudTrail EHFHEIEF",
BEEEHHFIEFET L CloudTraillgE CloudTra il 22,

EREICRKEMN AWS Ik 3% 90 KEH |, BB RIS CloudTrail CloudTrailLake EH4HIEF
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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CloudTrail &

BN RE |, CloudTrail A B & X #1£3% CloudTrail £ Amazon S3 FHE, FHGIERNMERE
3 AWS Management Console EEZXFE M, EALUEE#FH AWS CLIGIE # X1 2 Xig R
R, BWHIESXRE , HABAIEREKS AWS Xif AT ENES ., MRECIEEXER
B, MREEERIRA AWS KB HIEFHNEN, BXBENESZER , 258 (AWS CloudTrail
FAFIERE) PHRER AWS K 002 R ERF 9 H A 02 R ER,

BEAIZEEE , LA UM CloudTrail CloudTrail %% @ &ER Amazon S3 111X — {0 E1Ei#
ITHEBEHMEIAR , ELINEL Amazon S3 FiE% A, B> CloudTrail EMNEZEER |, 55
EAWS CloudTrail 4t B3 Amazon S3 EMWIEE. , 55 Amazon S3 EfTs

CloudTrail Lake SS#4-iE 17 6%

CloudTrail Lak e A FZFEHIZITSQLE T SQL &, CloudTrail CloudTrail FF&EF1TH
JSON JSON X I BE B4 H Apache ORC ORCORC £ — fht 3 R IEHK REIE#H 1T LAY
X FHEER. EHFEERSIE4LBEF#HT  CRETEZBINASASHEEFZERNZS
WA ZENEHES. NATEHREEHNERSATENNMES4BFEFEXTHREER, B
2% CloudTrail Lake WEZEE |, 52 AWS CloudTrail HF#ER) ® /Y “fEF AWS CloudTrail
Lake”

CloudTrail Lake EHHBEERHNERLTERH, CIESHBEEER  SUUERERTEH4H
BEEOENET, EMETURE T B EESHNEAER , URE4BEFHENRIANZERE
#l, B> CloudTrail EMMWEZEE , iHSHEAWS CloudTrail o

AWS AP BEEARNERBIESH CloudTrail

BRESHREN T RJERBFEFIRTRRRE (S0, B=EHE A Amazon S3 FR ) BWHEXE
B, TEUHANBRBEERE, BREEHEERSEREED. BRIABRT , CloudTrail CloudTrail 7128
XBIEEH, CloudTrail B4 FIEFFAIEREBIEEH,

EERBIESHNWEGNFEH., BX CloudTraill EMWEZEE |, FSBAWS CloudTrail E4Ts

BEILAEFA CloudTrail #%/&. AWS CLIK CloudTrail APHR{EIZ R AWS R AP HEAREIRSE
HYBEEN, EXNAERBBEEHNESER , B2H (AWS CloudTrail AF#ER) HHEA
AWS Management Consoleit FEIEEHFEH AWS Command Line Interfaceid FEHIBE 4o

TRIHTEATLURE AWS IBRZEBIEEHH Amazon Systems Manager BIRER,, BIESHE
B (75 E ) FERTM CloudTrail CloudTrail ##1 & LR EBIBEHRE T RPERME. resou
rces.type BEFIE R TEBEMFEAR CloudT resources. type rail APl i B S REBHERBNEEETE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
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¥ resources.type fH, AWS CLI CloudTrail APIs“APIs21i2 & 2K EIE CloudTrail” 5| & RiZBRER
#2122 CloudTrail BYAPIFERY,

BIEEM4ERE (25 A) resources.type & BAEAPIsE 2% F CloudTrail

#REEBIFESE ID AWS: :SocialMessagi « DeleteWhatsAppMess
ng: :PhoneNumberId ageMedia

» GetWhatsAppMessage
Media

» PostWhatsAppMessag
eMedia

+ SendWhatsAppMessage

O S REHIEREBEENE eventName, readOnly Hl resources.ARN F
B E#TiFE , NMIXNIERHBERNEREENSEH, BEXRAXLHENNESER , S
¥, AdvancedFieldSelectorfEAWS CloudTrail APIZZ &R/,

AWS AL AP BEEPRHNHEREEBEH CloudTrail

EEEGRAEKF AN RRFIRMTERRENEXER AWS K/, XEHwHAEGHEmMRE, B
IMERT |, BRER CloudTrail iIEZ4AIEZFEEEH,

AWS Amazon S3 AWS ﬁﬁﬁﬁﬁ“ﬁuw}iﬁwﬁaiﬁﬁﬁﬁﬁr BEXREAAFHEEMRIZE AWS E’J%
LA EHBEMRZE FEIRIENSIXK CloudTrail , ESE (AWS RLAFEEHRAPIZZE) ., AWS

AWS H4A& AP EH B3R ES R4

—ANEBHRT—IRBEMRENIER , BFEEXRFTERAPIN API B, BRSHBZEFHENEE.
CloudTrail CloudTrail BEX ST 2 LAPIH APl BN E FHIREE | AttREF2REMSEIRF
8o

TEHRAERT — CloudTrail B&S%E |, %% HHETEBE,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JDSBDSHHGS39:session",
" "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",

arn :
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_DeleteWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_GetWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/social-messaging/latest/APIReference/
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"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",

Session_name",
"accountId": "123456789101",
"userName": "user"
},
"attributes": {
"creationDate": "2024-10-03T17:25:08Z7",
"mfaAuthenticated": "false"

1,
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1l.x.x.x",
"userAgent": "agent",
"requestParameters": {
"originationPhoneNumberId": "phone-number-id-
2a012345678901234567890123456789",
"metaApiVersion": "v20.0",
"message'": "Hi"
1,
"responseElements": {
"messageld": "message_id"
1,
"requestID": "request_id",
"eventID": "event_id",
"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",

"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/

phone-number-id-aa012345678901234567890123456789"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

arn": "arn:aws:sts::123456789101:assumed-role/Role_name/
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"eventCategory": "Data",
"tlsDetails": {

"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"
}

£ < CloudTrail FEHAMEELR |, 1521 (AWS CloudTrail BF#E®E) £/ CloudTrail & & AN E,
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ETHONRBEAUMMESG (WMAMAF, AFASHAE ) WISONRERM I, XLEREIEH
RPMAETEMIPRATHBLETRITHERE, ETHRONFAZET HONEE , FSHIAMA
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Application AWS AR E T 3 R i 5% BE
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THIT. BXTERETRFENRBFEEEH. THETAIEKF, BF, A6, BREAFH AWS R

%o

ESABK/ER , SR UHEANKS SHEMBKS FHIAMKEEENE T RFNREHNEE. &
BKSEEMMBETHERNRBEARBIGERRIEN —FME. AEANMARL T AR at
AWS K/, MEEKSFRHIAMER RESLARTFEEKE (AFPRAE ) W ZARVHRNR, i
MBI FET F DR N KAEUAR TR, B2 , WRETHIFRAYREE @ E]— MK F A E 4R
FHEMER , WAFEFANETHONEE, BXESZER , F5H (AMAFERE) IAMAF A EIK
PR IR R AR

AWS AR EE Social BERREIRE
TERRIRE B

EERWLER AWS JSONKEERIEEERANBRMFTARR, BR2U , BDEE T LARIRR
1THRE | UREFLAFHFTNIT.

JSONZKEEEAction TR IR o A TR P RV SIEL TS R VR, REREEE SXEK AWS API
BRERR. B-LEHIMER | HlINRE TERAPHRENMRNRIRE, TF - EREFEERBFHHIT
ZMRE, XM INREF KR

HREEF 2 ERFEUR FHATREREHRR,

EEE AWS RALAFEERERBREIIXK , H2H (REFEENSZE) T8 “ AWS L AFJEE Social
}EME,J};R1/E o

E AWS nization Messaging Social F B RESIRIEERERIFERAUTBIA :

social-messaging
EEEMEAPEESIRE , BEAESRENRT.

"Action": [
"social-messaging:actionl",
"social-messaging:action2"

]
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ResourceJSONKE TEIEEERMHENARENNTR, IBAXTEE Resource = NotResource JT
E, ERNRESR | BEEAHE Amazon BEEH (ARN) EERR. W TFXHEERREE (M AER
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EEF Eniz AWS ation ETFHXR BRG] , 58, SEAT Gli AWS ent VPN BNEF 5419
R B R

Application Sy AWS nc H 17 HY SR BE SR 48

XBBETRSHRBERMGE : B
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EIRESFMSR , BN ER SUNEE, flm , XEAFERAEIAMIAMA R B#TIRICE |, 827
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B — . ABACR/GIRITABACKE: , SUE MR L EM]Z 3 15 R 1Y B IR PR S IUE AT R TR AR

ABACTEREREKHINEFIERA , AERBEELSEDNER T T URHFEE,

EETHRZEEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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C(AMAF#E®R) FHAWS EEXE,

AWS RS REF MEH AWS EBE R, B EZERAWS EEHRBEANNR, BRSERE2M
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MER. BXUTEEXNEZRE , BiTH ( AWS RLAFEEHI XA LIER) ( XHFHLIE
% ) WHE LK RSS Feed ( XA Ei2% ) RE LK Feeds

BX EiR H &
AWS R4 A FJEE Social E AWS Enization Messaging 2024 £9 A 26 H
TR IRERE X Social FF#RIRERHE AWS £E

REEHIE K

AWS A AP HE SRR B 415 R R
AT E B A B AR M AS S 15 50 AWS B4 3 B 4 30 T A58 B H9 2 JL [ 5 AM.
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« RFEME Application Sc AWS aling F#fL{TIRE

- EEBIT : PassRole

« REEAFRM E AWS nization Mess AWS JiK F° aging Socization 1t 32 %R

K FIE Application Sc AWS aling F#ITER/E
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FEEEMNRE , 2 X £ LT RHI%E1R. social-messaging:GetWidget
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: social-
messaging:GetWidget on resource: my-example-widget

FEHBERT , BHEH mateojackson AFKIEKRE , LAFER social-messaging: GetWidget
BAEE my-example-widget &R

MREBEERE , FHRRAAMS EEBG, FHNEEARRHERZREIEN A,
EFTLDIIT : PassRole

MREWE —NEIR | RPLELRIAITiam: PassRoletfE , MMM EFHREUA T ERABERERELS
AWS 4 R FER R M,

BE AWS S A ERAAEACEEEIZRS , MARCERFKRSACGIBSHXAR. Ak, &
HMEBR A ELEDRSHNR,

EEZNNIAMAFmarymajor=AEREH B E AWS LA HELERFPMITRER , 2REUT
RlfER. ER , RELTMERRZACHRTHNRT ATMITIIEE. Mary TERFAREZE IR
SRR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEF Mary B KBS L A F#EINAT iam: PassRole #1E,
MREBFERHY , BHRRAWS EER, FNEERARREETZEILEN A,
REE AT E AWS nization Mess AWS Ik aging Socization 133 &R

FabtlE— 1At  WEEMKFPHAFFEELANARTUERZABRIGRIEHRIR, &7
LEEHEREY , AUEFAE, XN TXRHETHRNRBEHIEFEHFIK (ACLs) BARSS , &AL
£ X LR BE O] A R RT3 889 ARV U5 R X o

ETREZEERE , BSANUTRE

« ET# Eni AWS zation Social REXFXLEINEE , BSHAWS AR EEAERRNMNEZEES
R 1AM,

- ETHIMIREHNERAEN SN AWS IkF BRENIFENR | S0 (AMAFEE) Rl EHEE
AWS K/ B9 5 — PN RIAMA PR 45 R AR,

WEEHERR 89


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS et P H B A% g

« ETHINAANE=FREENF R THENERE AWS K-, HEH (IAMAFER) FRRNE=S
AWS K~ 88 By IR 15 AR,

- ETHIMBYSHREBITRMEENR , F5H (AFER) FHNEIINES BRI A S
(BOBRERIE ) EAHATBENR. 1AM

- ETHEAACNETRRNRBERTERS BRI ENZS , 260 AAMAFER) IAMTHE
K 7= SR R

AWS BEABAFPEELETH SN ML

ETHRAERESAMIUTREERN , FZHAWS RS AT RISEE R &AL ITRIAWS RS5E
BENK  ARERERMNBHEMAMEITR. AWS RS BXx—KRER , HSHAWS &M it MAWS,

BRI LMERA TEE=FFitikE AWS Artifact, EXEZELR , BSREP FEHREEF AWS
Artifact,

BEFANNESAMTE AWS RS AENBRENHRBN, BLTNERME B RUREREREN
RE. AWS AT HIFERFEHRIASAM

s ZEMEEHMREANTEE-XERBERITLTEEIZEEM , HREETELRBLUREMHNE
MHERER AWS WEHIREN SR,

« Amazon Web Services FHIHIPAAZ £ MM EM MR ZITT — ZBEBMNE T AF AWS fFEFEA
BIEHIPAARE RGN NARF.

(® Note
HIEFTE AWS RS ABEHIPAAR K, BREZEER | BESRHIPAARESZRHNERESZS
=

- AWS EMAWS HHIFE — il SFMMEmES TER TENTLRMMTE,

- AWS BEFEHIER : NMENAETHREREER, XEEBELE TRFWRESRR , AWS RE
HHEMRFAIBESMERNZEEG , SFEEEEFRIVESHEARHARR (NIST) . IFFTLE
2FEZ RS (PCl) FMERRRANALR (1SO) .

« AWS Config F R A REEEFHN@@ £AMNITEE IR — AWS Config RS &S H BRIREEX A
e, T IERAEM A ERE R

« AWS Security Hub— iX AWS RS Rt T EABLLRSHLEME AWS, Security Hub Bid &
LRHTEEN AWS BRAREERESHERETURENREER, BXRAZITIHRSREAHHS
& , 28 Security Hub ##5#,

EMMERAE 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html

AWS &L AFEERRR ArfEm

« Amazon GuardDuty — ZBF SR ZH AWS IKFIMER R EFEIRNEEES , kK AWS kS
RNEN, THEAE, RENBEEIRNEZEM. GuardDuty JUBEIERERTHEMNMER
PCIDSS , flin# 2 R LESMHEREMNEN ARRMNER,

« AWS Audit Manager— It AWS BR$s AI#BIERFL T IT RN AWS FERAER , UECERXR KR
EHXEMRMTUIRENEAEN TR,

AWS AP EHEH R PRy M

AWS £ IRERSIEE % AWS K13, ITARMER, AWS X BHESMENE LMY BREN T
X, xETAKETERE, FHESATRESNMEEREE—2. NATAR  STURIRE
ETRX 2 BTSN E SRRSO ARFNRRE, SHENENRS MRS OER B
M, IARKEAESH TN, REENTTEL,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

BRY AWS 2IKERIREZI , AWS RELAFHEMRIERHSMINEERBE I IFENBIER ENZ
BEXR.

AWS FEARAFPHERHRFHNEMIEHEZS

ERN—MIEERS , AWS BLAFHEERERRSH Amazon Web Services : ZE 8% A EZHH
FTRE) AWS £ M B LR FRERY.

FABAER AWS BE X REVAPIRLE S W& E AWS RLAFEREHRM, BEFRAMAIEF TLS
1. TLSO RESRAE., BIUER TLSTLS 1.2 RESHEE, BEFRELAZFHEETLMEATRE ()
WEBEH , i ( Ephemereral Diffie-HellmanPFS ) = ( Elliptic Cur DHE ve Ephemeral Diffie-
Hellman )  ECOHEXRZEINNR RS (W0 Java 7 RESRA ) MIFXLERN,

A BAERERIZL ID MEIAMEFXBRNMZ LRI ZARN BERETEE, HF , BUUEAR
AWS Security Token Service ( AWS STS ) £ If it Z £ FUERIT BRI ITZR,

B b BS AR S5 iR B E

BAERERER-IMREMEE , DFTEFRENITRRNSAAELBEERESNRENXERITZ
B¥E. £ AWS , BRSEL TS BBEERERE, — MRS (FURS ) BAS —HRS (R
BHERSS ) B, AR REBERS KN, TURNAARS  EAENRAEEMER T ZRSTEAE

F 91


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS RZ&RFEBHR RAriEmE

HRRRB AN S — N EFWRRETRE. IBHEXMER , AWS REAHEBERFAERSH
HENTE  MXLERS RS EEBNRIGEKS PEFR.

RIMNBWERBREEREPFEHRaws : SourceArnfaws : SourceAccount £ B5H £ T XZF4ARR
B EHERNZRREENEMBESHNR, IREAFEN—NERSERSIAHRMEXE , &
£/ aws:SourceArn, MREE R IFIZKF PN E MR FESEBRSFERRIEMRXRE | HEA

aws :SourceAccount,

PERERERBRERN A ERFERALaws : SourceArn B &M LT XXBARNME R
R, MRFAAERFENTEARNMY  FEEEEESNAR , BHNRANBOEAT
BEESA (*) Waws:SourceArn£FH E T X&H#., ARNBIM , arn:aws:social-
messaging:*:123456789012:*,

R aws:SourceATnEREEM S ID , #la0 Amazon S3 F#MBARN |, BURFEARNLBEEZRELT
348 SR PR FIUBR o

aws :SourceArn BY{E M ResourceDescription,
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{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"
1,
"Action": "social-messaging:ActionName",
"Resource": [
"arn:aws:social-messaging:: :ResourceName/*"

1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:social-messaging:*:123456789012:*"
1,

"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
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