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https://github.com/aws-solutions/automated-security-response-on-aws
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-10.html
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-10.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
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- BEEXMZEH0 (CIS) AWS EfiE# v1.2.0

« CISAWSES£LEHENIH v1.4.0

- CISAWSE 2L E M v3.0.0

- AWSEM T2 REXEK (FSBP) v.1.0.0

- IFFTUEKEZLRE (PCI-DSS) v3.2.1

- ZEERFHESHEARMIEF (NIST) SP 800-53 Rev. 5
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html#what-is-drift
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html#what-is-drift
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://aws.amazon.com/cloudformation/
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B RAEENEGZETFM. SEEFHRURBERINZEKRMAES , Orchestrator E 2B ARG F
SNSE&,

PRAE

ALERNEMERN —E 0 ELKN —HEEFIER. Sl , Sec AWS urity Hub MZAS#EIR TS R X FFHHR/MHE
2Z—AWSFSBP,
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XNERBFENTERMAZHTNZAANEERER, Hlan, 24 AWS FSBP Lambda.1 #5Hi Lambd
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https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
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® Note
AWS CloudFormation &R ZM AWS Cloud Development Kit (AWSCDK) £#35h 612,

fEFHAWS CloudFormation #EARZFBH R AL REAGNSLREZNT

1. 80 : AWS Security Hub A B FIREEAWSZ RSN EENE, ©R R BMIIREZ ST
HENRESEREEHCHTRE, N ITHEREREMNEMAWSEES ( 5120 Amazon Guard Duty
H Fi AWS rewall Manager ) WESHMBIE, AWS ConfigiX EEHFBFERBEL 6E (Fl0
CISAWSE £ A E AN ) #ITOHMM. AWS Security Hub 24| & R R EERN R I R (THT
o M RIVFYERN Amazon EventBridge B4 K%,
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
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5 4mHE . EEE AN, , Step Functions EA K AWS Identity and Access Management(IAM)
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AERBRAREEHNR A, DITHIRE |, FTEEREERAEKN Amazon CloudWatch 32
HIERF

7. ((Wlik ) SIREIE : MEREEE A TicketGenFunctionNameS s Btk B A EIE , MR F R
A AREMNFIE4E SR Lambda BE¥. ERAKS PEINHITHKERS |, It Lambda BB TE
ENESRZPOIERILT, RIMNBEHATES Jira EFRM#EK , BAK. ServiceNow

8. BAIFHICF : ZRIAFLE RIZRE CloudWatch BHELA |, @IS # E 2@ &R S5 (AmazonSNS) *
BUREBEA |, HEH Security Hub WREL R, ZMRFRERELEREHAPRE 7T XHRENFIT
BRER,

AWS Well-Architected RV 11 EEE

R R G RERITEWell-Architecte AWS d Framework PRI S{ESSRRIZITH |, RER TR ES
FZITRZETIR. 2. SREEERAMBEN TENE, NN BEEEIEE RS T4 8 H
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https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda
https://aws.amazon.com/dynamodb
https://aws.amazon.com/iam/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
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%27 0.0008 =T

#3d 50 Tk BKZ ERch
ecks/account/Region/month %%
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https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
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https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
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g, —NALREEXEZEZENIKFus-west-2 , EXHus-east-1H#HA1111111111114H
Security Hub ZREE AMMK P us-east-1, MKfF222222222222H1333333333333 42 RERE
AN #Y Security Hub B G MKF111111111111, AIEME=MkFEENC Eus-west-2FI 4
Rus-east-1, LI EEMKRIFEEL111111111111F MK Fus-east-1,

BXERRENEZFMAELR , S HHBX Security Hub ZHEE A ik - M XIHR S 3,

RTERH N HEARRRE B T4 27


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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EERAHERENER AR AL ARTREE , XFEFRUBMEAKS R UK REEXR.

B R R AT E R EEBERANENEK T MK, XAESELZ A EEEEH#ERE Security Hub
ZHASREERIKS, BICXHSBMERRKS PRIT , FREARBZEEHITSSMAF L,

FEAMENTRE K MREECSEMEKFNXENREER , NXATHR A HKFBFIME=D
M/ (111111111111222222222222, 333333333333 ) ARAAXIE (us-east-1Mus-
west-2),

B 5B AT E R SNKS |, BEEa88 MNKFRERNE-ANERAR (IAMAR ) . EB
XEMEXAAARHEKHATERE , At AMERR , RINEBWHBINHEEEHERNE X,

EABER RG], RMBVCRKA A SR BEIFHRE =N
(111111111111222222222222, 333333333333 ) us-east-1,

RE QA ED 2 A ik
HEHR ML TA

« CloudFormation StackSet ( B{TEEMNIR )
« CloudFormation StackSet ( RS EEMNIR )
« CloudFormation 1%

StackSets EARSEENRENLGE , AN ENFIFTERELECHAE , AETUEHHEINAR
RRFTIKS . AENR , WA EATXFREHER | RNEETEMERN AR P ER R E ML, H—
ALUBE XM NEERHER R KR AR,

AR £HFIENMAN , TEFALATEKS Bt , MREEEESAAEZKSPNRI , I
DA R g

B 5 AR BB BN X, ERREEARSEEMNR StackSets HITHE , RN EEEHR
Bk, Rt , BABEWUMEMA StackSets B REENRIBF L HEAK.

EERHEROEE R, RIS EEE N EIB CloudFormationtfitk | i ] LAFE S ANIK P A X 35 R
#BE 7 StackSet EH B REENRAVHEK,

BENEHRERN

AILATEFF ;B =< Security Hub & H 12 HIERINBENER THALFHN K #HITEE, ESH (Sec
AWSurity Hub AF{Em) FHESEHISE R,

IRTEITERE AR 28


https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
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/A Important
MRBA , MATERZFERST RN v2.0.0 KESMRA. A, BHUHH “SC” K ‘KL
AR EEE A MR REHK, XFEE B 3L EventBridge MM , AEEE AL
RERTIDSERM B H M —EER, EALIEERN , TEHNEERE (Sl AWSFSBP ) #F
EEE AWK R REHK.

AWS CloudFormation #&4x

@iew templata
aws-

sharr-deploy.template-fE F L AR B SHAWSE RS RN B L LN, ZERLER R EAROA
. AWS Step Functions B EMNRE#K AR BIEBRBCEN BN ZSREN —MRE#K,

FANRSSRELIHEEBHREKS. . . . . AWS Key Management Service., Amazon
CloudWatch Logs AWS Identity and Access Management AWS Lambda AWS Step
Functions, Amazon S3 1 S AWS ystems Manager,

EERIKES X
BT EARZETE Sec AWS urity Hub BERIKS S , ATEALRESENR SN L, EREN , £

A AR ELRRUT B MERaws -sharr-deploy. template,
aws-sharr-orchestrator-log.templ ate-3 Orchestrator Step Function % CloudWatch HZE4H,
AFSBPStack.template-AWS E it & £ & {ESKE v1.0.0 #0,

CIS120stack.Template-CIS I & Web Services Foundations E &N | v1.2.0 0,
CIS140stack.Template-CIS I & # Web Services Foundations E 4Nz |, v1.4.0 #N,
PCI321Stack.template-PCI-DSS v3.2.1 #l,

NISTStack.template-3& E B R5/ESHE AR (NIST) , v5.0.0 FL,

SCStack.template-SC v2.0.0 # N,

AWS CloudFormation #&#x 29


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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FX 3R K P

@_iew templa@

sharr-member.templat e- IR ER O BRARG , FRALEIRES A Sec AWS urity Hub FRATKF ( 2
EEBAKF ) F&%E S AWS ystems Manager Bl {LETFEMANR, HWERAFBIERERZEN
ZEFRHEFM

aws-

FRFEEM %R aws-sharr-member . templateZE L T HEAR :
aws-sharr-remediations.templat e-—I = Z W & £ ¥r 6 A 1 & B AN 4R
AFSBPMemberStack.template-AWS B Z £ &{ERE v1.0.0 iRiE. BRI RKE1TF M.

CIS120 MemberStack .template-CIS Amazon Web Services Foundations E#&#EMiX, 1.2.0 RiZE
R ARz 17 F Ao

CIS140 MemberStack .template-CIS Amazon Web Services Foundations E AN, 1.4.0 fRiZE
RBRF*MROZ 1T F Mo

PCI321MemberStack.templat DSS e PCI--v3.2.1 iR &, X FEFM*MIZEITF A

NISTMemberStack.template-3& E E SRiF £ S ARH 5T (NIST) , v5.0.0 iRE., NXERMIRZEITF
o

SCMemberStack.template-Z £ 1EHRE., NRMIIRIEF M-

AAE

@_iew templa@

sharr-member-roles.template-& X & AWS Security Hub 5 3K I EHNIEEA G,
EFREEM
FERAUTERZ - 58N ESREEK.

View template
C' - P ) JiraBlu
MREMER Jira FEAES RS |, BH1TEHE,

aws-

4V 9 30


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template
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@iew templa@

WRIR ServiceNow AZER RS |, BHHITINE,

Service

MRERERTRNARRES RS , WA LERAXA M ERPNEA—MENER , T H#UMKIE
CHBEENERK.

H 3 &f&- StackSets

(® Note

BB WUEAHITERE StackSets, BR , WTEKF MBI E T UHAIITEER , BERE
R B R T,

ERANERFRZE , BEEAEEPITICNRY, BRARAHF, T2MMRITEEST, REARY
Y step-by-stepis BAEL EfF R B RHFGHIBEREH H AWS Organizations.

HEBEIE : BANKF KY 30 28 , E4AHURTF StackSet S,
SERFZMH

AWSOr ganizations T # B R EHEBIABEN ZIKFAWSHEF AR, StackSets RESS
Organiz AWS ations

MBI BIEPBS UL BRG RN 1.3 x HERRA , WLAHBNERRER, BXEZER , B
8 SRR R T ==

ERBUMBRARCE , BEF LK Sec AWS urity Hub £8& -

o WHAWSHR P AIE —NEFEW Security Hub EXE Rk,

 RIfF Security Hub BB L EEXBHBAELE R, BXEZER , 1855 Sec AWS ur ity Hub A
FERTHBXECEER,

- BNZAESANTARXIENALBUE Security Hu AWS b,

HERRIZEEZNMER Organizati AWS ons WK , HEBEAZEH T —1 AWS Organizations B
Ak F—4 S AWS ecurity Hub B2 Rk,

B3 #BE- StackSets 31


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
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EPE B

® Note

StackSets LR T RNVBBFER TIRSEEB M B StackSetsBEENHE S, 8 StackSets
PHERABRER , KR EANRHRE StackSets , MRS StackSetsE 2 18 X 1FHr
=

FRENZEEER K, B AWS Organizations, StackSets

M
EF LA T RAENRF BT StackSets HE. HBFHIE A KASEBEHNEEH H WX LE.

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

4

’

4

’

AWS Organizations OUs (comma-separated list):

4

’

4

’

(Al ) PF 0 : BT EEREK

- MRETEERTRINEE | 5 50F TREERHEREERER Security Hub BEE R MK .
« Mzt R E | Lambda REB A FEENMARBEER MR (SRTR1 ),

HI] 1 EEIRM Security Hub EE R K DS EEHK

EHER 32


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
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- FHBEREEER StackSet , FMaws-sharr-deploy.templateAWS CloudFormation #ER/S3h
B 526 S AWS ecurity Hub B2 & i T B — X1H Y Security Hub BEERIKF . LLEREAREM
%o

- RBRERRNZENHE, RINMBERT , UL SC (#EF ),

- EREFAMINE Orchestrator AEH, YestIR Z B L&A S00111-SHARR-
Orchestrator24 %% , HEFIIED,

EXEHREENWESZ(EE StackSets , S EAWS CloudFormation AFEREHHE T EREENIR,

S22 FEEABLEEREAN AWS Security Hub X 5 Ik F~ 4

FESFLSR 1 TAEE , BASR 2 FVERSIA TSR 1 eIZNIAMAE,

- ARSI E StackSet , FFaws-sharr-member-roles.template AWS CloudFormation &4k
Bz 28K AWS Organizations& /MK 7 B 824N X35,

o RBREFESMALLR B RERER,
« HIAEHY AWS Security Hub B & Ik P RIIK 1D,

% 35 FRAMKBEEIEA Sec AWS urity Hub X 5 K P # X i3

- A BREE StackSets , Ffaws-sharr-member.templateAWS CloudFormation #& 4% /3 zh ZIFF
BXE , X EXEH , ENAWSHATRHENKFEHEHRE — Security Hub EIE A EEHAWSHE
B

® Note
RS EHE StackSets XIFMEHEK 2B , BB N MABLWFABE K RITL LR,

- EBREBEREN ‘Rl T FM.
« 12 CloudTrail BEREAN B (A TELENRKIERE ) -
« HWAJEHY AWS Security Hub B 7 Ik P EIIK & 1D,

(Al ) ZH] 0 : B TERGEMMEK

1. MR EFERARIUETRE |, F B HENERHERK
2. A Jira FEFRHHERHEK ServiceNow , ERHAEERKINEECSHEENERK.

(i ) S| O : BRI TR RGERMK 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html

TR BHRLWR AWS HEHE
EEE Jira HR , BRATATRE
a. M AHERB AR,
b. FFRMHURILEH Jira ZH,
c. NEMHEKZEISEW Jira TEREI B H4,
d. £ Secrets Manager F 8l — MW RERL , A TFHRIRH Jira Username M, Password

(@ Note

B LLERE R Jira AP BAREBZE | HiERRMHAF | AUsername , APIZH
#EPasswordH.

e. T B AARNYE R B AR IR A,
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

| )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

gy )

E 28 ServiceNow itk | BHATUUTIRE -
a. i AMERR BV B o

(%) 5SRO0 BRI LERGERER 34



FIEEHE LW AWS IR
b. IBHREY ServiceNow A, URI
c. IRHEM ServiceNow RH,
d. EHBEIE—NAPIZER |, ZHFE4 ServiceNow EFEHEBREE ANRHE,
e. £ Secrets Manager F{EARARIER4 , API_Key HFiZZEAARNIE R f A IR A K,

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com I
ServiceNowTableName

Enter the name of your ServiceMow Table where tickets should be created.

[ incident J

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

(o )

B B ENLERMHERK | RI—A Lambda B %k , ##RA RIPHASF Step Functions AIAERREE
R AZEE. Lambda BB A Step Functions IREMNBEA , BREESRXENERBEE RN
#H, RAEOENREERCURRIL,

815 . EEMM Security Hub EXE R KF RS EE K

1. fEREM Securit aws-sharr-deploy.template y Hub B Gtk Sz ERHitk, BE , £%
MFHRBMNAL -, BT IHHERERAREREK , A EXTOFLEREEE R B StackSetEE
AR,

S| 1 EZRMY Security Hub B R K S sl BBk 35


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Service-managed permissions O self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

EliE StackSet £
2. EKESEF , WA Sec AWS urity Hub BE R IKFBIIKF 1D,

3. EEEXE St , UkERIFE Security Hub EERNXE, SELLTBREREEHALSE

2,

TR 2 : FRBELZESEA Sec AWS urity Hub X & ik -

F A IRS EE StackSets FPEH A AEIEIR, aws-sharr-member-roles.template&/NK & IKF
StackSet ATHFHIBBE —MXFH, ©ENT AFET SHARR Orchestrator 5 B E0#H 1785 F AP

BRNERAG®.,

1. BRELWARBER  SHBRNENER (HBRE ) RELEN,
2. FFIEEZEE |, iX# Organization AWS s RV EHTIK & IRBIX LR,

3. E'EBERE ZHH , EREINMXE., IAMBER2IKMM. StackSetZRFHIA , MR LALEM

TR 30

S, 2 [ RABLERSE Sec AWS urity Hub X 5 K/~ A

36


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
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Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.

StackSet description

You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount
Admin account number

517786501051 ]

cancet [ previons | [ESHD

}§E StackSet /A7

% 3% IR AMRBEIED Sec AWS urity Hub B 5 K P F (X 33

BT LG SR E R AR |, R BB E N B StackSetE Mt , XA XIFHHESAAWSH
LFIKS

e

LogGroup Bi& : i£#ZFEW B EH CloudTrail BEA. MRAFERTE , RESNMNKFHBEEA
TR, BEE—NAENE. £H BEAE CloudWatch BFEAST , K EE A LMEH Systems
Manager — Parameter Store /Solutions/SO0111/Metrics _ LogGroupName £, CloudTrail X257
AP L o 2 35 PR B 4R AT AN BB FEFT A B Y o

PR EBREMRBIRAKF HNIRE, XRSZR%E S AWS ystems Manager E1TFM , mMA2BAZR
20719 38

SecHubAdminAccount : i A R R T REEERK Sec AWS urity Hub EE A K FHIIKF 1D,

S 3 FRAMKRBIHEEAN S AWS ecurity Hub B R K F X 15 37
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Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] No file chosen

B

BB ETUREKSRARBHTIE,

REXE  ERESELRNTERE, STUEREKSHENXGRRBBEBEER, K KT
BT

B 3) &8 F -k

(@ Note
XNTZKFES , RINBREZWERHTEE. StackSets

HRIBRARZE , FEENEETVICHNEN, BRARAH, ZE2EMRITERETR. BEAT
HY step-by-stepii BAEL B AR 5 R HHIBBEZEHIKS

B : KL 30 24
FRFAF

ERBUMBRARCE , BEER AWS Security Hub IZBRARELNEKF X EKF VT E—
AWSX1F, MNREZAIHBIBRAR , MARHBENERRER, BRELELE , BSRENH
RH R

EPE BN
A TSI LB L ARR T RAWS,

B3 ERE -k 38
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(Tik ) SO0 : BHTHRAEARHL

- MRETEERTRINGE , §0F T REERMERIERER Security Hub EE R MK &,
« Mzt E | Lambda R B A FEENMARBEER MR (SRIR1 )

B BHEEHER

« JFaws-sharr-deploy.template AWS CloudFormation ##x /3 zh B #&H AWS Security Hub &
HRAKS,

- ERERENZESINE,
- EEREMAMNIE Orchestrator BELA ( YesiR %R L3 HS00111-SHARR-Orchestrator24#%
£, HER)

SR 2 FHMEEABRERSFAN AWS Security Hub 5% & i F°

+ JFaws-sharr-member-roles.template AWS CloudFormation #ix/3 31 E1E /K & K F 89—
X,

« 73 AWS Security Hub BEE Rk P A 12 U BHWIKF, 1G,

SR 3 B KA

« IEEERT CIS 3.1-3.14 {£1EM CloudWatch BHEHLHMWEZFr. B HIMEIEUW CloudWatch CloudTrail
AEMN BEABNE R

- BRERBREBEAR, BNMNKFPRERE-AXEAE,
- ERERRNEIA,
« %A AWS Security Hub B & Ik B9 K/~ 1D,

SWA4: (k) BEAANIKIERE

« DEAMEAKS N R MR EBRATEAINRIER, A TES R,

( ANk ) R0 : B TERGERMEK

1. MREITEFE A EILTIEE |, BB ER R,
2. 7 Jira LA R RENER MR ServiceNow , BN HEAEERRXRRUEBECHWBEENER.

(i ) S| O : BRI TR RGERMK 39



TR BHRLWR AWS HEHE
EEE Jira HR , BRATATRE
a. M AHERB AR,
b. FFRMHURILEH Jira ZH,
c. NEMHEKZEISEW Jira TEREI B H4,
d. £ Secrets Manager F 8l — MW RERL , A TFHRIRH Jira Username M, Password

(@ Note

B LLERE R Jira AP BAREBZE | HiERRMHAF | AUsername , APIZH
#EPasswordH.

e. T B AARNYE R B AR IR A,
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

| )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

gy )

E 28 ServiceNow itk | BHATUUTIRE -
a. i AMERR BV B o

(%) 5SRO0 BRI LERGERER 40
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b. RMHEH ServiceNow EHIH. URI

c. BHEH ServiceNow FH,

d. EFBIB—PAPIZR , ZH4H ServiceNow EFEHEEE AN RN R,

e. £ Secrets Manager F{EARARIER4 , API_Key HFiZZEAARNIE R f A IR A K,

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128,

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceMow Table where tickets should be created.

[ incident J

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

(o )

B B ENLERMHERK | RI—A Lambda B %k , ##RA RIPHASF Step Functions AIAERREE
R AZEE. Lambda BB A Step Functions IREMNBEA , BREESRXENERBEE RN
# , ARRZENREERCIEEIL,

(W) BHO0 . B9 TERGERER
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SB| 1 B EEHEK

/A Important

ZHRAERPIER AWS RIEEBREERRMNIETN, BINFERAXEREREFH T HEF I
AIERALLERARAREXBRS = R. BIXMAESRENEIES AWS FiE. BIEKRES
AWS BRI R,

ERBIBH I INEE | B T EEWR , 15K AWS CloudFormation BREFER5 , AREER AWS
CloudFormation 2%l & FZERHBERRF R, BXEZER , FEHRAERNEZHER

£85.

It B 3h AWS CloudFormation iR FEAWSEIHAWSER AR B HH LR, EEFHKRZH
B A Security Hub H 5 o R4 o

3.

(® Note

HEEAEETRARS BN ERN AWS BSHORA. BXELRMAES | HiyaAEEH
B B B | HSRARRS R EA N ESTAWSEE HENR T

480 EE AWS Management Console B AWS Security Hub kP &% , AEEH TEA IR

Bzflaws-sharr-deploy.template AWS CloudFormation #1jx,
Launch solution
BB AT EEREN B RENER,

RINBERT , ZEREXERI (FHRIMIEE ) XEE3, EEEMAWSH X F 3 LFRS
£ , B A AWS Management Console St A iy X 15k #2285

@ Note

LE#RR T ZRE A AWS Systems Manager B 8I{XEHE AWS XAl ARG R, %
RAREATHEXFZERSHHX, ETHRZXENSWRHAATRER , 5SH AWS
X RS &R

ERIEHERTTH L , ®©iF Amazon S3 URL XAEFWEHRURLESRER , ARERT—F,
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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4. HEEEHRFEHAEENEL , NENMRFRHEKRIEBE—1NEN. BEXnEBFHRHENER , B
¥ {AWS Identity and Access Management P #58) HHIIAMAISTSER .

5, ES¥ TEL , &R “T—5",

S

N SC EE K

INEAFSBPE I 1%

fNEk CIS12 0 B IRk

Nk CIS14 0 EEHE

hnEg CIS3 00 EEE Hitk

INEPC1321EE HEK

DNELNIST & #HE 4k

E F Orchestrator B &4

5/ CloudWatch 8#x

BINE

yes

no

no

no

no

no

no

yes

iR
EERBREATENEE
SC Z#HMEBA N,

=

ERBLREEBAHIBED
g

EERALEESEAKUAT
&8 CIS12 0 M2,

EERALEESEAKUAT
&8 CIS14 0 Ntk

EERBLREEEAMIEY
&8 CIS3 00 ™M24.

EERALZEEEAHULBEY
EEPC132138 4,

EERAREEEANUAT
EENISTE 4,

EERAEEFANEA
#9S00111-SHARR-Orche
strator CloudWatch B#&
H, XELTERLZENAH
&, MAERETRENH
EBIE, MREEM v1.2
ERRAALE , FikFEyes.

EERAEARATGEMBR
75 &/ CloudWatch $8¥r, iX

SR B EEMK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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X

B BINE

£/ CloudWatch fE#r &k yes

RemediationFailure 5
AlarmThreshold

EnableEnhancedClou no
dWatchMetrics

TicketGenFunctionName ( ATEHEA )

6. EEEMKAMNEL , BEET -,

iR
e E— NATEFERN
CloudWatch ##|E 4R,

EERBNEREEEHR

CloudWatch 1EFrEHR. XIfF
NIRRF RIMEN R LEIERRR

EEHR.

AEANEH D BEBEXRK

B LEMEE, flam, MRS

A5, MNREH D EH

EHMAMEE 5% Kb

i, WK EIER,

S BN B R B RS T

A (&2 A CloudWatch

ERERSH) .

mRyes , MatIEHA
CloudWatch $E%7 , AETE
CloudWatch {4 &4 L£IDs
B0 BR ERPRT A R B E R
CloudWatch B3kt 1T BRERo

BT BRA I EAVFIA R

BESH RA .

Ak, MREFTBERRES
RE, BEZE, BN, BR
5T 0 MR P
Lambda EERE 5 , Hla0 :
S00111-ASR-Service
Now-TicketGenerato

T

SR B EEHK
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7. 7 Review MHA L , F&ZHABINRE, EFBEIAERFEIZE AWS Identity and Access
Management (IAM) RIRE EIE4E,

8. i&#E Create stack ( SIE itk ) LAZBEMHEK,

&R LAFE AWS CloudFormation 2| &8 A FIREEHKRAVAS ., BFEXRY 15 74 EKE
CREATE _ COMPLETE %%,

HR 2 I RAEREREA Sec AWS urity Hub B 5 K~

FMRAMKF aws-sharr-member-roles. template StackSet REEHBE —MXiF, BEXLT A
B SHARR Orchestrator ZBREB#H TEKFAPIAAN SR AE,

1. BFB AWS Security Hub KA TKF ( SERNEERANERRZKS ) 1 AWS EEEGH A,
%FEM S 3 aws-sharr-member-roles. template AWS CloudFormation 4R, & AT
HEREN B RENES.

Launch solution

2. BUNBAT , ZEREXERT (FERLMILE ) KB, EEEMAWSXEEF LIRS
R, BEAAWSERZH & S PR XEERSR,

3. HEOIEMRTEL , BIF Amazon S3 URL XAEHHWERURLEEE , RAEERET—F,

4. HEEEHERFAEENEL , NENMRAFRHEKRIEBE—1NEN. BEXmEBFHARHENER , B
5 (ldentity an IAM d Access Managem AWS ent A #5R) HEIFSTSPR%,

5. HEZBMEL , EEATSBHEET -5,

S8 ERIAE iR
A 2= <Requires input> BMARZ 9 MNEFRERTF

FRHNFRR, FRFBERN
IAMB BRI —&8 D XK
G B E N A R A D
EFEMAMEENE,

Sec Hub Ik EE & <Requires input> # A AWS Security Hub B
AP 12 M BIKF 1D, Bt

S, 2 [ RABLERSE Sec AWS urity Hub X 5 K/~ A 45


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Faws-sharr-member-roles.template&redirectId=ImplementationGuide

FREFHREWN AWS X

4 AMINE iR
ERNERERAKSWERG RS
BRTFNER.

6. HEBEMKEDMNEL  HFEET—F,

7. 1E Review WHL , FRHABEINRE, EPFEIAERTAZ AWS Identity and Access
Management (IAM) B RH E1E4E,

1£$% Create stack ( R34 ) LAEEBHER,

®

&R BATE AWS CloudFormation 2 & 8y “IRE” SR EEHER R IRE, BFEKRY 5 74 EKE
CREATE _ COMPLETE R7%S. TEMEULHERNER , BRIUBEHRITT -5,

SR 3 : BBh R A

/A Important
ZBRARPIEME AWS RIXERZERBIRANET, RIMNERAXERIEREF i T HEF I
AEALERG ZRUARBXRBS N~ m, BEIXMBAEWRENEIELS AWS e, BREERES
AWSEBFABRRILI R,
ERRBH I INAE | B TEAEMR |, 5% AWS CloudFormation BT #E4 | ARiGER AWS
CloudFormation #2#l| & LERIRHBERRAI R, BEXESZEE , BERAEREN 25 ET

e EBa

aws-sharr-member#k %ML ER|E A Security Hub RAMK ., WWHKREN T EHEENETE
. BARAMKF B EIE R AR AT SUB I I % 35 0 o] A AV AN RE e

1. AWS Management Console £t 3184 AWS Security Hub XA K ( BREEBRAKS, , ZKF
BREA ) BF, ERERHE3aws-sharr-member. template AWS CloudFormation 4R,

Launch solution

S WA LA T HERERN B 2 RERE K.

2. BRINBRT , ZEREZERI (HFSFRLMIEE ) XiFiEs. EEEMAWSHX SRS
£ , ©E#FH AWS Management Console Stz iy X 13k ##85.

FW] 3 BIRAHER 46


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Faws-sharr-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
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M

@ Note
ZMRRF REH AWS Systems Manager , BRI FE X ZE AWS X E AT H, ZBRAR
ERATHEXEXERSHBX, BETHREXENINEHITARER , ESHE AWS X
Rl E

3. EQEMRTEL , BIf Amazon S3 URL XAEFHERURLEEZEH , REEET—F,

4. HEEEHKEAEEREL K NENBRERHERIE—IEH. AXBBZHRINEE , BS

% {AWS Identity and Access Management FIF#58) HHIIAMAISTSER .
5. BZ¥NEL , BEUATSBHERT —F,

Eg ERiAE B
REATORERFESEME <Requires input> $EEHMA T CloudWatch
1R E#5 LogGroup CloudTrail 12 APIFEM £

Logs AWV E#5. XA T CIS
3.1-3.14 BRI HE

hngk SC M A #Ek yes BERABLZEATENESE
SC #BHH R R A,

HINEAFSBPER B 4% no EERALZERAAHLBS
& EFSBP# 4,

Nk CIS12 0 Rk & etk no EERALZERAAHLBH

&8 CIS12 0 Nk,

InEk CIS14 0 R & HEk no EERALZERAAHLBY
1848 CIS14 0 M2,

bn#E CIS3 00 4NpX 7 4k no EERBRERMABHUED
&8 CIS3 00 4,

INEPC1321 5K 5 HEtk no EERBZERAAHULES
EEPC132135 4,

S| 3 BIHR A K
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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4

DNEXNIST B 3 Ak

A Redshift & it B & 02 S3
FHEM

Sec Hub EE R IKF

A ZE[H]

n

EnableCloudTrailFo
rASRActionLog

BINE

no

no

<Requires input>

<Requires input>

no

HEEM#ERETNE L , FEET -5,

£ Review MH L , F&HHINRE, EPFEIAERFLIE AWS Identity and Access
Management (IAM) &R E £i%4E

1%£$% Create stack ( fZEH#k ) BB,

1]

=

EERBRERAAHGLLES
{EENISTH,

EFEyesREBRMN N FSBP
RedShift .4 &8 82 S3 #1i&
Wo B>x S3 FHEMAMANKIE
BHiEAEE  BEF (AF
E®) MY Redshift.4 ¥k
{&hE. AWS Security Hub

# A Sec AWS urity Hub &
BRKFH 12 EIKF 1D,

BMARDZ 9 MNEFRHF
FRNFRFR. LFRFEER
HIAMBEZFRH Action Log
S3 FEEH —Eo. WA
HRIBHK G A BHKRIE
FAMENE, T KA
S3 FiEM , LFRFRMIUE
5F Amazon S3 & H M,

®EFyesRBEE CloudWatc
h Rk LY 2R AR5 RNAT
MEESEMH, ZBRARSHE
BEERNEBNKAKS Pl
—A CloudTrail lRiRyes. E
TR ENFTARE , &
S BA B2 .

S| 3 BIHR A K

48


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
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&R LAFE AWS CloudFormation 2| &8 A FIREEHKRAVAS ., BFEXRY 15 74 EKE
CREATE _ COMPLETE %%,

SR A (k) BEAANARIER

MREMNRAKS P WERSENIRER TR ERT2MENRERRRII, AEEER , &
EHRIETI T 2L BRI R R,

1. &HZFZAWS CloudFormation 2 & Hid R EHERK
2. EEFEH,
3. &R EFBmEMR, RAEIEE FHHR,

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

EHFBREMK
4., GEFFERIETER , AREE “T—F
5 FAERTANMNRKER. FAEERGNEERRN , §FFEAvailableWEHNEEHR . Not

available

(® Note
KA RIE T B BRET X R 2P EME RN BER G RAURETF M.

6. HEEEMREDMNEL , FRET—D,

7. 7 Review MHEL , FRHABIANRE., EPEIAERTEIZE AWS Identity and Access
Management (IAM) &R EIE4E,

8. EFREHHEK,

SR 4 (W) BEAANINRIER 49


https://console.aws.amazon.com/cloudformation/home
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&R LAFE AWS CloudFormation 2| &8 A FIREEHKRAVAS ., BFEXRY 15 74 EKE
CREATE _ COMPLETE %%,
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£ F Service Catalog Y512 #8175 = AppRegistry

L fRR R BIEMRS B % AppRegistry &R , A T 7 Service Catalog 1 S AWS ystems Manager
Appl icat ion Manager B 2 & 25 fF CloudFormation X AppRegistry ¥ K E % R E M 7 5
BEF.

AWS Systems Manager Application Manager A &R E T IWERAFERERRNNARFENE |
LEIRTATLL -

MU ERZRERR, BHKRSENRFRHRARUARELBERSREXN AT, AWS K/

- ERAEFHREREFRBRARERVIZERE (HINEPBIRA. CloudWatch Bk, &REE R
BERE ) .

TE#RT Application Manager H fi# R 75 R H N AR F IR =6,

AWS-Systems-Manager-Application-Manager Start runbook

[ Components (2)

Name | Alarms Application information | View in AppRegistry [4

=] & Aws-Systems-Manager- Application-Manager

Application type Name Application monitoring
B Aws-systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled

Description
Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsitems Logs Runbooks Cost

Insights and Alarms info Cost

Manitor your application health with Amazon CloudwWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)

R EE AR PR AR TS SR

A “ CloudWatch R ATEF 7"

HERE , ZERFELBEHE “ CloudWatch R ARF A" &£/, CloudWatch Application Insights
BEUTARNEWEEEN T HBBRRSERWESITRORFMERE

- B RIANEZRXBNARF R,

f# A “ CloudWatch S FIT2FF ILAE” 51


https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/intro-app-registry.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager.html

FREDRLME AWS 26457
- B AE BRI EZRFIEERE,

- BNBFERME Opsltems B BB E K Systems Manager, iX L@ 17 Opsltems fE7 AT RERE
A, RETE SR E RS BRI,

ZREBU\TEZBESR App CloudWatch lication Insights M1 KX , B AEEFEFHRRARNEIT
WR, HEI AR ENMNRIRAMEREZERBA S,

1. SR ZE CloudWatch #4154,

2. % IR R+ RABEER ‘NAEFLE,

3. IEERNARFLEIIF , RRERERRSRIBNWNAER,

B A LS ARR T R CloudWatch 2 HIHEAMR , UBEXNHRFRETRRH LR, 7 Application
Insights R RM “ CloudWatch MARRF" KRR L , BEREBUTSRIRE -

1. %% “BE X CloudWatch #Z4IEHR EH+.

2. i “§ A CloudWatch #&IER,

3. T RAEPASR-Remediation-Metrics-Dashboard , A FiEFR AWS U RIR LW B L2
R o

4. %% Import (A ) o

IFE , WA LATE App CloudWatch lication Insights 3 &I& & & App CloudWatch lication Insights 1%
TR R R EHE AR , MAFEEZ E )R,

NS I E IR 75 Z R BRAY B AN PR

BESRMREBRXBNBRADERER , BXNEARESEAS T RETRBRSENEER. B
AR D ERE , BRUTSRIRE

1. &% Systems Manager 2%l &,

2. ESMERKS , 1£3F Application Manager,

3. ERARERFY , ERUBRARNNARFEMHREES,

4. ERETFHEAESF |, EEFNAFFE,

TN SRR 75 SRR BRAY AR ASPR S 52


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/systems-manager
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View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. EARMALHREREL , WA confirm , REEERMAFRZ,
BUESRIREFERE 24 M RETA , B TIREHIE,

BUR 5 LR IR T5 KBRS 70 BL AR

BIASHERARRERORAIIRET , LTBERADERES REEB WHERTRORA . KD ER
LR AEARNERKS PECE.

EHERADERE |, FRUTSRRE

1. B%AWS Billing and Cost Management FIAEEIRFHI &,
2. ESMBEEYP , EREEDERZ,

3. ERA D EFZMEL , ikt AppManagerCFNStackKey #5% | REMNE R E R IERIZIR
=

220

4. IEFREHOE.

BUBR SRR SRR IRE R A BARE 53


https://console.aws.amazon.com/billing/home
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AWS Cost Explorer

BIY 5 Cost Explorer ££5% , & A LATE Application Manager B #lAFEESENAEFNNARFAHY
HRAWSHI RSB . Cost Explorer RAEE RGBT IR —BRAITEAA AWS BREREAMEAER
ME |, BBIEEERAK,

1. BF AWS A EERFIE,

2. TS ME RS | %4R Cos t Explorer AEF R RE —ERETRI A MR AFERER.

AWS Cost Explorer 54


https://console.aws.amazon.com/cost-management/home
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£ /A Amazon CloudWatch #ZHIEHREIEBRAEEZNEE

LR R R BIEE Amazon CloudWatch = 4IE 4k £ & RH B E BRI EIR,

CloudWatch (X RIRMEREIZFER S RNZITHER , AEHIBEERBRHER.

J5 A CloudWatch f5#x, B+ M2 HIE R

CloudWatchIh B M4 CloudFormation k3,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(Lyes v )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.qg., to specify 20% then enter the number 20.

(s )

EnableEnhancedCloudWatchMetrics

Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(w0 >

1. UseCloudWatchMetrics— HHi&B Nyes A FINEEZEER , HAIE—4 CloudWatch X FRRKE
BiX LR,

2. UseCloudWatchAlarms— G H B Nyesig AR T RIVRIAE R,
3. RemediationFailureAlarmThreshold— £ & B EBR Y — AT E N |, $MREKMB B 2 o

4. EnableEnhancedCloudWatchMetrics— fftt S EiR B Nyes A EZ N 24 ID R NEFR. BRIA
BRT , kSBRE Ano , I NKEFTERH4IDsHIEE R IEIR. MR ID #V R IRIEIRA]
BiRSFETNEA,

{5 CloudWatch 4| E Rk

EREHIER

/3 A CloudWatch 1845, iR FZHIER 55



2 =2 MR AWS LA
1. &%) Amazon CloudWatch , R/ES M E 3 4IE 4R,
2. EEFELB N “ASR-IEE-1EFR- 2 HEMR TR,

CloudWatch (Y RIREZEUTZH D -

1. BIEE S-SR T B ERGT RERINEER Security Hub XTI E.

2. BERM-ERRABNEELHMETL , URAKER, KRENHETRERERERLTRFERARF
B, BUREFEENHERTEFANRE.

3. 424 D Bl B E R AN MR AEBEN B A THRISH | WA TR 1D 5 HBEL
R, Y BEAW B2 ERNEEHERREN | KB FALE RHEREIHESMRSIFIDs |
&R AR IDs K.

4. Runbook RIEABAM — ETHTERRZREBAARRABCNWIK, PSS M HIH KBOX
¥, ATRPAE  BIBEZHREAMASHTIVENEE, BEEHEXKFHPRERAAE
Hik, ZERAMBRE ZLEMNPTE EventBridge #LNZAE Security Hub AR EUE < B IK = Sk & X 15
Mo

5. Cloud Trail EEREKIE ASR-FI i ## 1R /5 R 1£ 5B Z 8 £ A EnableCloudTrailForASRActionLogZ £
BERREBENFMENAKFNERRE, HEMEEEM AWS KA P EHRBEANTREA
L/NAHRI AR B IE T BRR A RR BB R T BR.

CloudWatch X FMREFHTAE LW ER , ATREELNRESER,

1. 1 24 PEPPRSIIMATIRE > 1000,
a. AMEIATHY KiE B AT RE REASBH MU B3RS T,
b. AILAE M CloudFormation 3 & kR E.

2. RERKSWEE XK = NOREMEDIATION >0

a. EEZEHNRITEEFNIRIERFITEE, ASRXARERTEAANSHIEH , TERIKE
MEE T AERE,

3. BITFMMEAGBKLK >0
a. FEZRANAERIBBAERAEZNKFSRKXIGEH TR, XAERTECEBISERN , FHE8S
NkKFHERN TTEANEE,

TSR EAELABEER,

f# A CloudWatch 2 &|HE 4R 56


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard

ASR. iation-Meti

5-D:

dv ¥
State Machine Executions

Count.

1,000

Remediations started >= 1000 for 1 datapoints within 1440 minut...

04 /\

Remediation Outcomes

120

Autosave: Off @ Period override 1 hour (auto)

[ s a2

1d 3d 1w Custom El | Localtimezone vH c | v ‘@‘ Actions v =

Remediation Failures by Type

—~
. NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)

7 —_— 2 TT— . 1213 1215 12,17 12/19
12013 12015 12717 127190 12013 12715 2 1219 ° @ rem TACTVE @ on
@ Remediations started ® FAILURE @ SUCCESS ® STANDARDNOTENABLED
Remediation Scheduling Queue Length @ Maximum Remediation Delay Remediation Scheduling Widgets H
Count. Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, In seconds, that the scheduling Lambda
. ) N has scheduled a remediation for execution.
12013 12015 1217 1219 23 s 27 12779
® Queve Length ®Detay
Runbook Assume Role Failures i Runbook Assume Role Failures
23 “This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may indicate that ASR is attempting to remediate on a spoke account
- that does not have ASR installed.
, __Runbook Assume Role >=1for1 1440..
12113 12015 12017 1219

@ Runbook Assume Rale Failures

ERERRE

1. ®finE Amazon CloudWatch ->

B> FREER.
2. BRELEBUNER , RAEERERE-> RE,

Remediation Failures by Type

This widget displays the frequency of different remediation outcomes.

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included
In ASR. You should verify that this Is not caused by a modified automatic
remediation rule.

CloudWatch x| CloudWatch > Alarms
Favorites and recents » Alarms (3) (] Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q_ ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 &
ASR-Remediation-Mefrics-
Dashboard O Name v | state v | Last state update v | Conditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
AoQm O O ASR-NoRemediation @ok 2023-12-25 15:36:25 4 P @ Actions enabled
In alarm i
Runbook Assume Role Failures >= 1 for 1
All alarms 1 ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
1 ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 h @ Actions enabled
our
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

3. FHEEINFFENEHFRT,

{

SR ER

&

57
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional Metric
Configure actions

. Graph
Step 3 - optional

Add name and description

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Step 4 - optional Count Namespace
AWS/5tates
Preview and create 1,000 /!
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

4. M%) CloudWatch X RARLAS R AR E By B R IACEFHTIRIE

a. IEEMENE4E EANERS,
b. & 4RE .

EHERBRE
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c. YIRE] AT EB .
d. BEREHRERUCEITRE

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count:
1,000
Remediations started == 1000 for 1 datapaints within 1440 minutes (1,000)
s01
1 -
o1/04 o01/04 01/05 01/05 01/06 01/06 o1/07 01/08 01/08 01/09 01/08 01/10 01/10 01/ 01/11
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source
G/ P! o | op Add math ¥ H Add query ¥

Widget type

‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘

Legend position
Hidden © Bottom Right

Left Y axis

Label

Limits Min Max
Show units

Horizontal annotations / thresholds &
Label

] Remediations started >= 1000 for 1 datapoints within 1440 minutes [

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

1T 52 8 # 0& Al

Live data
Display most recent data point, even when not yet fully aggregated.

Right Y axis
Label
Limits Min Max

Show units

Filt Axis Actions

None v > X

HEEERAKF S | ITHHHSEHRENTDEHSNSEBR SO0111-ASR _Alarm_Topic, XfFEE IR

AALARMIRZS B 18 &1 48

THERBEA
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ERTILAERIRTT
M V1.4 Z BIBYRRAS F+ 4%

MREZHEHEL v14x ZBINBRER |, BHE , RAERERIRA

1. HEENENBRER. FSAHSEHARE R,
2. BIHRHNER. FSRHERRS R,

® Note

MEZREMN 121 FERREARE v1.3.0 RESHRA , B “CEHAIMEM Orchestrator
BEA REN, NoIREBEEHRFLLE v1.3.0 RESIRA , M ATLUER % Yes, ik
IR o R PR 42 B 5% B Orchestrator Step Functions B8 —/NB&4H,

M v1.4 RESRAFEK

MREBEMVIAX AR , BEFAMEMRBIRUTIREH : StackSets

1. FEASFHEREH Security Hub B R ik = F By HEtk
2. EBIMRAKPH , EF&EIERTFHNR,
3. EHRIMBNFEMXNENRAKS R | EHARITRRER KR K.

M v2.0.x F4%

MBEEN V20X AR , BHRE v2.1.2 AEBIEA, FHE v2.1.042.1.1 FXK,

CloudFormation

M v1.4 2 BTHIRRAS 7 4% 60


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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HUEHERR

EHE) B R S RBRTEMRENBIRNVILEE, MRIXLHATEMRRZHEZE , Contact S AWS u
pport 2R X< MMA R ZBER G RIBRAWS TR FI89 1585,

BRARAR

ATNI SRS RNWELRER  BXEE , FZHEMN S,

WEERF ZEWELE T ETHIEEETFRNHE L AWS Systems Manager , FF4Ri2xZE AWS
Security Hub B f ik #9 CloudWatch B &4S00111-SHARRH , BRXREMNEHRE—MNEER.

Orchestrator Step Functions B SRR IERE] Sec AWS urity Hub EE Rtk HHIS00111 -
SHARR-Orchestrator CloudWatch B&4H, ttBER—F&EITRE , A Fid% Step Functions &
NEBIEVIRAS H iR, BIXIIT Step Functions #E& — N HER.

A B EEERAAWSKMSE LB Z 4 (CMK) #ITIE,

AT SR EE S FEAS00111-SHARRAE A, AL AELUK S AWS ystems Manager B 31t 1%
A. Ba{LITHE,. Step Function #2#14 F Lambda B &SRR REH,

MBREE R , NFFE HERS00111-SHARRFIERZR—LELTFUTRRREE |, LLT #BirE, 24
FBEE, HlH0 : CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

LTHEHERHTEZFHAES., e RBLSHRENZHNSHARREITE M. 0 : SHARR-CIS
1.2.0.29

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-9213-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.
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HHeecdef79-9111-4532-921a-e098549f525, AWS Management Console AWS Systems
Manager

B (A B R RF R

o A : BRFRIFBBEAM , HIRERRBIREE Amazon F 8 A CloudWatch,
BRFR : E “ CloudFormation BFR/EH” BrPREEHERER , EHATHLHEFEE., SHARR
BEERAUESFRNENEEL, BIAMEEEREEFH,

o B : BRARILB LM , 7 playbook BREMMK H HI451R , EventBridge H NI 6% &K
BRAR : EESBHNREIAKE , (RUEELEE T EventBridge NI ELE, & 7] LU R

Security Hub PRI ESEHE R ERBRA RPN SC BIAREX, XBERMAMRENITIFMRRIER
1 hn EventBridge #i M B &0 K i #iX FhE R

o B BEAR—NKFEZSMNXIFIZT Security Hub, BABAESANXIF B ERIRS R,

RRF R  £5 Security Hub EESMHBNKF MXEHHBEE MR, TRABRZEIRET
Security Hub B B I8N M Xid, 7 Security Hub FE ARG,

- @& : ZFPEfE , SO0111-SHARR-Orchestrator S EIE “SREVE LR RETRK , HER
502 £Aix : ‘BT IHEEIEL , Lambda TEMZINETE, KMSEREZINENKMSIERBIZE,
KMSHI%\ : UnrecognizedClientExceptionKMSEE. : T RHPEEMNLZLPTHEENR. (KBS :
AWSLambda ; IRZHG : 502 ; iR : KMSAccessDeniedException ; EXR&FES : ...

RFR : EETEBECH , LBRARERRETRAY 10 28, RRABNPAREE , BRI IEFE
R GitHub & &,

« BE REEMNK—ARD, BEffatRRE,

BRFR  EFRELRNIR , THRREIMEHVER, —NELNRRARZAIVEE B KE
. BRI, RTBIZIFZN , IRTFEEMTNER , WL EZEERNAFRURIE. EERRG
RBE, EEHEDITH “ CloudWatchAE”, &E# SO0111-SHARR CloudWatch AEH, X5«
BITHER  FREEFNEBEERITH, EREZRETHERNASTR. MRNZERELIEM
HiR, AMH—LREARER : KINEHENRIEHT TR, BRKSAHIRK (MFAXE) |, ERIE
BRI, MREREEHEEAMNVER , BREAEHREIIZFER,

« BB : FR1EEJT , Security Hub 24| & PR A E R EH.
fERFZ : Security Hub #ZEHI AT 2B EH. RFHINE., REERNRSNERH. BEERA

REEEJLMNPIERTEEN R BRR BT, BELERRBEEAMRS (Sl AWS Config ) KixE|
EAAERRS R 62




2 =2 MR AWS LA
Sec AWS urity Hub IS4 BIEQIEN ., EFITEAN 25 EERTFIRERS . MRXTREHER
BB, FSENEN RARYUEXTMBAAHEEE NEBRAE,

 [A]#& : Orchestrator ZEREIIE “FRENVB L XRPRA” kM : @A RENHINEE R

(AccessDenied), AssumeRole

RRAR  HABMREAZEEZRMEERISHARRH R A K . RBKABRYIBPEHART
B1E,

- [ : Config.1 BITFMEAM , RARFBFREZERECLEE,
BRAR . FHREERMN AWS Config Zi& , B{R Config REBIEH, EELEERT , BEELE
EEIEH AWS Config iZE.

- [\ BEMRINEIREEE "No output available yet because the step is not
successfully executed."

BRFR  XREMARH—IEARE , EHRENREITFRTEEEN, MREEEZTFRR
BAER, NeEBAMAREBRERES,
o B : BRAT RO ROE T R IRER,
BARFE A, BI2ESLESBCERREM AR FREENEREINN 2. ZEHMNRERESE
hEREE, MRFEHD , FRRXXFER,
- [\ EEEMBRERR EBER v1.3.0 #Hi XK,
BARARFR  BREENRER , BREEERTELEAK, XR—INEHAEE , FET—MREFE
B, WRREXFER :
1. &5 Sec AWSurity Hub BIE{2 &I A,
2. EEERK/H , BIE “RE",
3. &R HENBRAE &I
4. FRHMERFE “ERASHARRIZE
5. BRI BRHERR o
- B  ENHBEEMKE , THBBEEKXAM. AssumeRole

BRER  ENHEEERAMRSTHERAK TN EERAGNRAKS PHEA BB ZRANE
EBRR. BLAEFFERAKS PEFRBEK R ABHERK,

o [B : BT 24 /MEITPASSED/G , CIS3.x 3P IEHE AR T Ro
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https://console.aws.amazon.com/securityhub/home

FREFHREWN AWS X

BRAR  MREEREKS, PREITHIIZS00111-SHARR _LocalAlarmNotificationSNS=E
B XHERBRER,

B EAMRIE TEF1E A &

S etSSLBucket K& E AccessDenied 45 1% M % K

X #H . AWSFSBPv1.0.0 S3.5, v3. PCI 2.1 PCI .s3.5, v1.4.02.1.2, SCv2.0.0 S3.5CIS
[B]& : S etSSLBucket XM H AccessDenied HEL4R % :

1@ A PutBucketPolicy##Ert %8 (AccessDenied) : 15 B 4F1E4

MRENFEBEATHLELARBRANRE , WRHABEZE AT AT HRNEUNFEBRBFRY ,
HAEREER, BESREQEUREBANFEBERE , AN ZFEBERALHTREFER , BALEEt
R0

# R IEHE ConfigureS3BucketPublicAccessBlock ( <BRIZE# : AWSFSBPv1.0.0 S3.2, PClv3.2.1
PCI.S3.2, vCIS 1.4.02.1.5.2, SCv2.0.0S3.2 ) thALLFEEBET RS , ENCTUEFEX
FRBARBNER T REAHLIGRMELRE,

S etSSLBucket REEEFHBRMEPRMT —5FH , ATHELTERABNIERSSL, EFRE L KEEH
MEMED , it , IRFEAWLTHRNFR , WEARENTEX LTINS WREHFEFRE
B, AN R R W

BRTTR  ERFHEBRBEURBR AV AT HRINFER |, XEFHEFMEE EAVHELE QR ERER
R,

Puts3 %k M BucketPolicyDeny T

x4 . AWS FSBPv1.0.0 S3.6, NIST.800-53.r5 CA-9 (1), .800-53.r5 CM-2 NIST
@& : PutS3 BucketPolicyDeny HEU A T &% :
Unable to create an explicit deny statement for {bucket_name}.

MRBIRFEE LA ARBHNERAGRN 7, MZBREREEFELRERNNE BInFEE , BA
C BB ZERARMITHRREFEBERE,

BRER  EUFEHBREARTNEERSHITRE , MARER " ZREAFREBHELNERE.
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MR ZERA R

EREEHN , B IEEETBRTMAEMEMNNBER TERAZBRE R, XEHRIFMIRH
THAERRARFERATENEY,

a1 ZERAR M RENENEE.

1. ZAWS CloudFormation ##|#& EventBridge F &M ZE.

2. EMIRZARIERE HN”,

3. BEMUNBHELHEREZANEM,
4. EAN Lk, REEE FEA” BY,

=2 RAMABE4NEIBE.

1. £ %A EventBridge ¥ S ZE,

2. M AIEE HI7,

3. &EFE ‘BN BHEL , RRERUTIHEAN,

4. £ BRI EER. BEE , I TSN, BUeEZEEXEM.

=3 BAKPNFHEES

1. £ %A EventBridge F &M ZE,

2. M AIEE HI,

3. &R “BIN BHEEHER “remediate_with SHARR _ _” CustomAction
4, EAN L&E , RAEEF 2R &,

BX REA] Support

MREBAWSTT R E 8, AWSE L TIFHAWSE R, AT LA A i O REVE R IR 5 3R
ML RHEB, UTEH2RE T HA.

IR B

1. &5 Su pport Centero
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https://console.aws.amazon.com/cloudformation/home?
https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/
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2. IEFRBIERH,

BB LA ?

T B,

NTF RS, ER BRI R

KRB B, EE CHMEBRER,
EOEEN F, GREEN A &ITERIED

o ~ w0 bh =

LgEmREE , BERET -5  HER

1.1 “EB b, WA S LS R B E B XA,
2. TER P | FAHIEIR A,

3. EF M,

4. Fff E4bEBESR Support FTEMNE R,

3 B FRAT S R 3 8 R A Y [ B
1. WAFENER.

2. MET—% | AERARBERRA.
M BN R B BR R BT

1. BEF "MARR BRG R,
2. MRBTEERXLERRRT RBRAE |, HiEF

HiEmA RS, KB MTER N, AESERELRERE R BNEE, NRETEETX

“BRERBA , mAERER  RBERE BX

BARER LA ?
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EDE UL B IR T =

FERAUTSREE ARG R AWS Management Console,

V1.0.0-V1.2.1

FF v1.0.0 E v1.2.1 B9ARZA |, iE5EH Service Catalog HIE /= Playbook. CIS FSBP#E v1.3.0 /1 ,
THEBfEA Service Catalog.

1. BFAWS CloudFormation & & H S M1 % Security Hub K,

2. 1%&#% S ervice Catalog A& ILFRE EELER playbook , BREMZ LA, AEIAF,

3. M Security Hub B B Ik AR X CISPermissions. templatef&EiR,

4. M Security Hub B R F X & K = P #BR 2 ZXAFSBPMemberStack. templatet&i,

5. SMiE Security Hub EMKF |, IRFIRS ROVREMK , AT EEBIER.

(® Note
CloudWatch REBBELHBE, BINEBVUBEREALVBERETHRNERFRZXLRE,

v1.3.X

1. aws-sharr-member.template \EAN K5 MK Al BRo
2. aws-sharr-admin.template \EIE & bk F Sl Bk

(® Note
BRAEMRERS , £ VIS0 FBREEERTELXY. XR—IEHMEE , HET—
MRAEPIEE, ZBUTHBESLEE
1. &% Sec AWSurity Hub B #2415,
2. EEEAKS,H , BIE RE
3. BEBEBRELRTF,
4. FohfIBr%Z B “ERASHARRIEE
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https://console.aws.amazon.com/cloudformation/home
https://console.aws.amazon.com/securityhub/home
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5. B BR AR o

V1.4.0 R ESRAS

HRERE

1. aws-sharr-member.template & EK 5K P F il BRo
2. aws-sharr-admin.template\EIE F bk P Sl &k

StackSet =&
X FEN M StackSet , EBER#EK | ABIEE StackSet TPEINF 8 = B9 IR

BEE , BEMIER 7 #iRaws-sharr-member-roles. template , FHNIAMB B ARE, XHF
FAXEAENINERR T USRS ZEER, ERIIXE SO0111-* ABETEEAR , IUBEE X
iR IEHE (B0 CloudWatch BE&EIEFRHEE KR ) CloudTrail FHEF M. RDS
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BEEAEE

BERNZERBRTEZNELELD
ERBRFREER , ETUET AT AR LS BRRS RO L8,

RA TR A SR BELE -

. B AMAR R DHERRAMR AR A UEERKS ENSRENKS R EHEE (BT E

E W22 B3 EventBridge #10 ) o
- EX2RRKF XN BRAROES , BOEKRBE R A CHER I EIX LMK X E,

£ Security Hub FERRSEEN K- MX L -
- BEAMERAEHNEIEEAKSMXSBHNEANEHEE (BT B EIRERE B3 EventBridge
AN ) .

- EX2RRKFREXENERTRVEH  FAIERXEKFRXEBEER , MEFBAELERRIE
FMBEEHRNE - NEERAKS X,

HRE T PBLEARE IR HEAL

- BEEAMKRAGHNERRRAKSNXGHHETEFHESTFEROE4EIEE (BT BESURE
o4 B3 EventBridge MM ) . T©AIHENMRENRKAMKIE,

- BEAMKRAEFEREEANESETEE | XL EventBridge # N A EE & HRH X ZIRELE
AN, elEBBREEREK,,

- AEEEN , BINBNEEEBRNRAKS PE—HBInE, MRIRXAWSFSBPLMIZ CIS
v12.0 , TUNXFEMENEEHKBBIEEAKS , RAEFXFENMREN R R HLDER SN
FX 5 W 2 F X 4

EHMREMK R KRR EE T WLEFZTF4 -
- BEEAMKREHNEBKRAKS FHBRHESITFRNEGEEE (BIEBERESI2ED
EventBridge M ) , F R MIRHER B R R IR R AR ERE T 25217 Fi.

- NTERAEFNBERESRATBERS  FENSMREEKBERELZHETFROSH.
FEANSBIREN ‘NOTHA A" B BUH BB R4 E 1T F it
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SSMJZ A MERIREN S

- B A MK RN EBESREEEERTBENSSMSHE ANFERHIEE (BB ENRESE
B3 EventBridge #MI ) ,

« <standard_version>EZ AR | BRI “/solutions/so0111<standard_name>///status” FISSMZ
BEEEN ‘B

SNS& A 7~
ANEHEE

"severity": "INFO",
"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control

RDS.13 in account 111111111111",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/

finding/22222222-2222-2222-2222-222222222222"
}

B8 I

"severity": "INFO",

"message'": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {
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"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"
}

=AM RUR

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
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ERBRT =

FYEFESETRERBEASR. EHNBERRGTZNERFZHTTE , RERFEERAKS S
KRB,

i ABEBExIZEMM AT AWS

FYEFESETRERBE. CHNBBRRTENERFHTTE  ZERFMEEXATKS PH R
b 218

HEZTK B

NTERZBRAENEKFNMEXSEENEE  NAEFEARNIKS . SUTLUHHRS REEEE
B

UTFREERAM/A111111111111F1222222222222 & RBRAE, 111111111111 FGE2EE
Bk |, 5222222222222 AWK . BRIV EHIERBRAER |, MEE R Xus-east-1Fus-
west-2tt XMW ERPELE R,

TREGURE T RIMNFHNENKS i XHSM SRR T.

Tk Hi% us-east-1 FHITEN us-west-2 FHI{TEH
111111111111 Admin 7c 7c
222222222222 BX G 7c 7c

EEAKSRAITHRRAREEBRENKS , BIF B4R EventBridge AN E AL B8
5. WkFEXRREBELELINVFIEKFH Security Hub ZEEERAKF , E TSR , BFRN
RIZHK P FTEAWSH LR Organizations EE R K, AWS

/8 i AWS Config
BEE LT -

« AWSConfig 3%
« AWSConfig EHt
« B AWS Config

FREIZEMBAT AWS 72


https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://aws.amazon.com/config/pricing/
https://docs.aws.amazon.com/config/latest/developerguide/gs-console.html
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ERANKFAHANXEHZEA AWS Confige XFF=4£F A,

/A Important

FREE “AiFE2BER ( HIIAWSIAMER ) " 5, MBHEER A AWS Config B SRR

I, WABIELRER ( HIAMAWSIAMBEIR ) HXHNER

Tk 7 A& us-east-1 FHIITEN
111111111111 Admin /B2 Al AWS Config
222222222222 & A AWS Config
BREAWSZ £H
BEEFETXH

« AWSSecurity Hub 3244
« AWSSecurity Hub E
- B Sec AWS urity Hub

ERNKFRHAXEHE A Sec AWS urity Hubo, X =45 A,

K = R us-east-1 HHY{TZ
111111111111 Admin /B F Sec AWS urity
Hub
222222222222 B A /B8 F Sec AWS urity
Hub
BREEHNEHIER
BEEUTXH

us-west-2 FHY 1T
B A AWS Config

/& A AWS Config

us-west-2 FHI{TEh

/B A Sec AWS urity
Hub

/8 B Sec AWS urity
Hub

BRAWSZ £/t
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/security-hub/pricing/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
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« ERMEMZHER

EXRHREF , BIPHERER A Sec AWS urity Hub EHERFIZEREE ( XRHENEE ) WER
TUOAERAZBRER. FEEREANNETIXFRNEN XD , EEERBHETIFENTHF
MmAFR SC (&2 ).

ERANKS AN XEHEREHREER,

Ik iz us-east-1 FH TSN us-west-2 FEI1TEH
111111111111 Admin BREBASWEHILER BREBESWEHLER
222222222222 [5d4n BREBASWEHLER BHRESWNEHILER

A TEEE —SRE T LR REER, SUUSERAHE  BRUORSEHIEE , BFEE
BEERNEI. FRAFERERNERTUENTGeneratorIdFER{EXRIRFsecurity-control/

<control_id>,

REEXBERERRE
HEEUT X

- BXEBRE

- BRABXERE

ERANKF BEEM us-west-2 2 us-east-1 HEHRR S,

Kk Bz us-east-1 FHITZY us-west-2 HEI1TEH
111111111111 Admin M us-west-2 BLERE T
222222222222 X 5 M us-west-2 BEERE

PAELRTAETE-LHETHABIREGXE, BAUSEARAHE  EREEGXENEINERTTH
HAAEREX P20 , BREENERITEE.
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation-enable.html
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Y& XE Security Hub &2 7 fk

BEFUT X

« 7£ Sec AWS urity Hub - E K~
- EBREARAKS

- BYBBEEERAKS,

FEETROTRAF , BITEERAFHBELE N TF—AEFK, , RITBUGEN Organizations B
Security Hub I ZIEEEAWS,

EEERAMKF (111111111111) #9 Sec AWS urity Hub #2Hl A& | BIERRAKF (222222222222) ##
ZZEEAKSEN Security Hub I EE R, MAAKFESEIE,

K Bz us-east-1 F1TZH us-west-2 FH{TEh
111111111111 Admin BE X A K & 7o
222222222222 o EZEE 7

PWELERURFE-ERESEABRINERRKS, SUASEEHRE  BERERAKSFRIANER
FHRHAEEERKSPE , BFTENHHATEE.

N BITEIE StackSets W RGIZEAE
BEEUTX -

 AWS CloudFormation StackSets
- RFEREENR

EAVE @ Z AN K &2 CloudFormation etk | Rtk FRATRFER StackSets, AT iEME A RS EEN
BR, ANEBHEKRMKAEKESEREERK K RETZEXEHEK , AEBINXAERABEREENN
PR

B LR B EARR StackSet BRERR. W TEFKS , BAERFERE ‘SRENREI 44N
RSB
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/account-management-manual.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
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K 7=

111111111111

222222222222

IEFERTHERNTRERR

FEEUTNH

« Security Hub 4 5#

« AWSLambda &

A&

Admin

us-east-1 FH{T3H

[ StackSet BE R
Aot

B2 StackSet H1TA
=825

B2 StackSet M 1THA
=825

us-west-2 FHY1TEH

T

T

UTREBRFEEFREZS , AT ERNRIER, REZEHER Lambda.1 : Lambda BREURBE M2 1E N FF

TE

/A Important

BINHRESCREETZEN AR, FEFRFNMR , FFGEEEHNHEP B aIEILE
RBRORE . FESENEAATRARTNEMRATRAUMBSURBRFRNTE , FEEZREH
BEHIN, WRBIERNRERAETESLE  BERZBRARIEN S —MEK,

ERRAKFHEZANXEF | SHE AWS Lambda 2% & A ERKFHH Python EITR F IR, &

“BE™-> “NER T, A—REKHKEH

HEHEREEIANZIEATARIEE, BRAREEWFRBG , LBERRUEIALH G ENRESHE

o

i F=

111111111111

N

H

Admin

us-east-1 FHI1TEh

I

, R EARTHHRIENER TMNFFHURLAZEH.

us-west-2 FHI{TEh

I

EMERROERNTRERR
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