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TE#ER T —L Systems Manager ThREINAI X MY ERIMITIRE, ZBREBREFEIIEE. ZEX
BB MNMEENRE#H#IT T %85,

1. Access Systems Manager ( 17718 Systems Manager ) — £/ T % 7] %3,z — /518 Systems
Manager,

2. Choose a Systems Manager capability ( #%£$# Systems Manager Zh&t ) — #E B it Th e 7] SAHS BH IR
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LIh8E,

3. MUEM4LLE - Systems Manager R UEEHWAF, ARABRERERNTELEENRIEMEN AWS
Identity and Access Management ( IAM ) X R, MMRFENERREERTR , WET R LETH
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E)o
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iZHEE, EBATURTNARFNTRRAE, BREANMETALRAIFARARAKRREE, WA
BSEE B Application Manager X33 $% Amazon Elastic Kubernetes Service ( Amazon EKS )
Amazon Elastic Container Service ( Amazon ECS ) &8, Application Manager §% /> AWS k%
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T, EAMEE RE X Patch Manager 14 State Manager RERHIEFMBIE, BB AR
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Run Command
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Quick Setup
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o B A T ER AR EA Systems Manager :
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BAILATE Greengrass 2 H| & A EFMEE N AWS loT Greengrass BB &% %
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ALER AWS fSTITE , ERENT TP R EHWSEKINIT Systems Manager MEM AWS
£%5, XL T EE Linux , macOS, # Windows EZ%#F, 8 AWS Command Line Interface
(AWS CLI) TJEELE BRI A ER, FHE. MREHERIT AWS FF5HHA , S TIERES TS
EHR.,
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PowerShell A3/,

Quick Setup 7


https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/iot
https://aws.amazon.com/cli/
https://aws.amazon.com/powershell/
https://aws.amazon.com/powershell/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS Systems Manager ArfEm

(@ Note
£ Windows Server 34 £ , EE A Windows PowerShell 3.0 SiE SR TR L
SSM 32#4 ( g0 | [H=X AWS-ApplyPatchBaseline 3X#% ) . #iA Windows Server
%43z 1T Windows Management Framework 3.0 SR E & R4, ZAEZREHE Windows
PowerShell,

AWS FAXTES

AWS R#THF AT EE (SDK) , HF I B MREESMTANENRAKD , 5

W , Java, Python, Ruby, .NET, iOS # Android , *REE%, FXTES (SDK) RHTE
BRAX , AR FT Systems Manager B 4miETH R, B AWS ARATEGWEER ( BIFMNATE
k&%) , B3 REAT Amazon Web Services BT &,

Systems Manager BRSB ML

AWS Systems Manager (Systems Manager) A BI#: 8 “Amazon Simple Systems Manager
(SSM)"#“Amazon EC2 Systems Manager (SSM)”, BRS“SSM"HY R B E B M RREEZAN AWS B
R, BEEM-LEREENE, —L£RE

» Systems Manager Agent : SSM Agent

- Systems Manager Z¥ : SSM £

- Systems Manager fRS5IR S : ssm.region.amazonaws.com

« AWS CloudFormation #JRZEE : AWS: :SSM: :Document

« AWS Config M MIFRIRAF : EC2_INSTANCE_MANAGED_BY_SSM

« AWS Command Line Interface (AWS CLI) &% : aws ssm describe-patch-baselines

« AWS Identity and Access Management (IAM) 3£ & KB B F5 : AmazonSSMReadOnlyAccess

« Systems Manager & J& ARN : arn:aws:ssm:region:account-id:patchbaseline/
pb-07d8884178EXAMPLE
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T AWS Xig

Systems Manager £ {Amazon Web Services —figZ%) K Systems Manager service endpoints 5l
HEy AWS Xif A af ., EFFA Systems Manager BLESRE 28 , BWARIZBRESEEI N EFATH
AWS X135 H39AH,

NTREEMSEIMEFRFE EC2 ITE , BINBWEEREENHTEH O EHMEHRETHXE,

XEFNREREMITEYRE

£ Systems Manager 281 , BRIFEHWIRIERSE (0S) . BEREMAFNMIUTENKEZERIH
ERRERXT R,

E&

- Systems Manager X EHIRERS

- BENZEHRERIENITENER

Systems Manager XFHRERS

LLTR&F5H T Systems Manager X iFHIRERSEMIBIERZRAK,

(® Note

MRERIEA Systems Manager EXEMELE AWS loT Greengrass #/DMR & |, IXLIRE %
M2 AWS loT Greengrass WER, BXEZELE , 2 AWS loT Greengrass FF XA &
JEEHHIRE AWS loT Greengrass Version 2 &/ & &

WMRETRIERREE AWS loT fMIE AWS BT , XERFXLTHE R LT ENESR | #
ELiEF Systems Manager W AIEER TR, BXEZER , BZH £/ Systems Manager
EEIBZIRE

/A Important
Patch Manager & Systems Manager B —IIhEE , AIBE R XA XA HFI B IRIER S
(OS ) R#A&, BX*F Patch Manager X## OS lRA&K 55k , iHZ[H Patch ManagersE R 5%
.
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* Linux

« macOS ( /X Amazon EC2 34l )

« Raspberry Pi OS ( J& Raspbian )

* Windows Server

Linux

AlmaLinux
ES x86 x86_64 ARM64
8.3-8.9 v v
9.0-9.2 v v

Amazon Linux 1

BN x86 x86_64 ARMG64
2012.03-2018.03 v v
® Note

MARZS 2015.03 FF 5 , Amazon Linux 1 LA x86_64 WA X %o

IE 1 AWS News Blog £ Update on Amazon Linux AMI end-of-life —X E B #BEE , Amazon
Linux 1 F 2020 £ 12 A 31 HERTHEXE , T2023 F 12 A 31 BER T4 G E

B, AWS TH A ZRERSIRM Amazon Machine Images ( AMIs ) o & , AWS Systems
Manager &#£& NI AGH Amazon Linux 1 EHIREZF,

Amazon Linux 2

TS x86 x86_64 ARMG64

2.0 MFArBESRAE v v
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Amazon Linux 2023

KR x86

2023.0.20230315.0
B E B A

Bottlerocket

TN
1.0.0 MAAEE S MRA

CentOS
Kx A< x86
6.x1 v

71 RESH 7.x lRA&

8.0-8.5

x86_64

x86_64 ARMG64
v v
ARMG64
v
x86_64 ARMG64
v
v v
v v

" EFE XA | BAFER 3.0.x lRAH SSM Agent, EATEWEFERZFH A 3.0.x lRAH SSM
Agente TZ#EFESH SSM Agent fRAS (3.1 L),

CentOS Stream

hR 7% x86

8

Debian RSS2

KRS x86

Jessie (8)

x86_64 ARMG64
v v
x86_64 ARMG64
v
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hixZ<
Stretch (9)
Buster(10)

Bullseye (11)

Bookworm ( 12 )

Oracle Linux

7R
7.5-7.8
8.1-8.9

9.0-9.2

Red Hat Enterprise Linux (RHEL)

TN
6.x"
7.0-7.5
7.6-8.9

9.0-9.3

'EEAXERE , BXBER 3.0.x lRAH SSM Agent, EATEIL

x86

x86

x86

x86_64

x86_64

x86_64

Agente TZFESH SSM Agent iRAS (3.1 L),

ARMG64

ARMG64

ARM64

ERASFH A 3.0.x lxAH SSM
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Rocky Linux
hixZ< x86
8.4-8.9

9.0-9.2

SUSE Linux Enterprise Server (SLES)
KRS x86
12 REBH 12.x A
15 REEM 15.x R4

Ubuntu Server

5N x86

12.04 LTS # 14.04 v
LTS

16.04 LTS 1 18.04
LTS

20.04 LTS A 20.10
LTS

22.04 LTS

23.04

macOS ( X Amazon EC2 34l )

KRS x86

10.14.x (M)

x86_64

x86_64

x86_64

x86_64

ARMG64

ARMG64

ARMG64

Mac with Apple silicon
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[ES x86 x86_64 Mac with Apple silicon
10.15.x (R FI5H) v

11.x (Big Sur) v v

12.x (Monterey) v v

13.x (Ventura) v v

14.x (Sonoma) v v

(® Note

HIEFTAE AWS XiF &% macOS., BXIEAF macOS B9 Amazon EC2 X iFH —i%E
B, BZ® (Amazon EC2 AAF#ER) HH Amazon EC2 Mac =4,

Raspberry Pi OS ( IR Raspbian )

[ES ARM32

8 (Jessie) v

9 (Stretch) v
BEZER

 f£f AWS Systems Manager BB ERIZEF

Windows Server

SSM Agent FE Windows PowerShell 3.0 S E & R4 Windows Server Kl LiZ4T R L AWS
Systems Manager 3X#4 ( SSM X#%4 ) ( fflzn , IH3X AWS-ApplyPatchBaseline X#%). #iA
Windows Server £#iliz1T Windows Management Framework 3.0 i E S R4, LHEZRTFE Windows
PowerShell, BXEZELR , S Windows Management Framework 3.0,
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7 x86 x86_64 ARMG64
2008’ v v
2008 R2' v
2012 M 2012 R2 v
2016 v
2019 v
2022 v

"B 2020 £ 1 A 14 B , Microsoft HIZhaE R £ E#H A B X F Windows Server 2008, Windows
Server 2008 F#1 2008 R2 #YIH= Amazon Machine Images (AMIs) IR B EFA L ZEH SSM Agent ki
7 2, {8 Systems Manager FBER X #F 2008 [k , H BFB N IX LR Windows Server EHT X
B, L4, SSM Agent HRZAs 3 AJRERF& A Windows Server 2008 1 2008 R2 EHIFrERE, EAT
Windows Server 2008 MR & f& [E T\ 2 35 SSM Agent hRZA<H 2.3.1644.0,
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Systems Manager XHFZITENERENRERXTR. TEXTIREERTE Systems Manager
— R ERANEMITEN

AAFEEERARENSE—EARESEUATITENREEERHEASNIE !

« Amazon Elastic Compute Cloud ( Amazon EC2 ) 34
- BARMHRS R ( FiIRSER )

« AWS loT Greengrass # /0 i% %

« AWS loT F3E AWS B 518 &

- BRI, SFEHEMTIE R ELIA
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£ Systems Manager 5 AWS SDK fit & 1 A

AWS BT AT ES (SDK) EATHZERREIES. SIMNHGTF XTI ETEIRME API, RBREIF
B EHRAAREBERNMUHEERESHENARER.,

SDK X #4

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

ERATF SAP ABAP £ AWS SDK

AWS SDK for Swift

© FEITRAE

KRB =HI

AWS SDK for C++ X8 =4l

AWS CLI X5 R4l

AWS SDK for Go X8 ;=45

AWS SDK for Java 1%%2 ;= 5l

AWS SDK for JavaScript X5 R4l

AWS SDK for Kotlin 18%3 7= 4

AWS SDK for .NET X =41

AWS SDK for PHP X% =451

Tools for PowerShell %8 ;=451

AWS SDK for Python (Boto3) X3 =4l

AWS SDK for Ruby X% =l

AWS SDK for Rust {X#5 =4l

EATF SAP ABAP #9 AWS SDK X3 7=l

AWS SDK for Swift {X#5 R4
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THNMENTISEER AWS KF MIREEEANT. TRXESRE , Rl PR ERER
Systems Manager XEE, EEMHEEHNREERTR. TETAREEESNZ=HREFERES
Systems Manager — i £ F (AR i & o

® Note
MB BT RNEBRES T ZEIRERFER Amazon EC2 SEHIMEWITERR , FHRR FRATA
EC2 5Efify Systems Manager FHISTRIZIE, ZEBNE N EC2 KBIFIIE EC2 iTEHTR
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MRZBEFEAEM AWS RS , IRTEBEERXESRPAN—H2. B2, HESREBET
Systems Manager B, it , RIMNBUEZEAEZATAR , LBRESEZFEAPE Systems
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SERIE D FES , I AWS Systems Manager REMEEA R, NRURDAT R, AT HNAE
WESEESR AWS Ik MREEERANT. TAXESRE , F DA TLAER Systems
Manager kB &, EIEHMiFR Amazon Elastic Compute Cloud (Amazon EC2) k4,

(® Note

MR TR Systems Manager kK EBME EAR M ITEN , FiRB EESNZ=HERE
f Systems Manager FHIE ESRIRIE, MREUTNEESHZHEHREMA Amazon EC2
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KBIFE EC2 iHEN , BARBTITRIEME, ATUBWURFNE—LPR , XESTREE
EREEH Systems Manager IRERFEAN AR, AF. NRMABER.

MRESFERAEM AWS BSF , IIRTEESEXXETRIN—H9, B, HESRERET
Systems Manager B, it , RIMNBUEZEAZATAR , LBRESEZHFERAPTE Systems
Manager &g,
ES
- BL& Systems Manager Fr & ) LI R

- EMAEM T Systems Manager B9 VPC i Rig/E EC2 RV R £

BlE Systems Manager Fff 55 9 K51 BR

ZRIAER T , AWS Systems Manager ;& B E EH L6 ERATIRIENR. EATLERA AWS Identity
and Access Management ( IAM ) BE&IEMKF R AR ASSFINR |, t 7T U6 A SKHIE & X HERFIR
PR HEFINPR, MEEHNNAZEARYT , RINBWUERA RIAEVNERER E"EK P RBIRFiHREIR
PR

EC2 KA BRAVE WEL I

“BRINENEEEE” L 1F Systems Manager B B &M Amazon EC2 k4|, EEHTFHEER , &
AWS XiF B &% SSM Agent ixZA 3.2.582.0 RE S ARAH AWS Ik A, 8 K61 T BE IR 55 ik
K2 (IMDSV2 ) AT ERBIEFED TR IEERS, “BRINENEEBERE T X IFE6 n BITERS MR
1, BXTEZ IMDSv2 WEE , B2 ® (Amazon EC2 AF{ER) iy E 2I4E B S5 451 7o 303E AR 55 hix
2, ﬁ%ﬁéf@ﬂ@?&%tﬁ%ﬂﬁ SSM Agent IRAKER , BESH [EEKE SSM Agent li A5, B
KREFH SSM Agent HIEE |, IS B3I E#H SSM Agent, ?T: SHIEFUTIHL

- AILAEF Session Manager &£ #bhiE 2 &K K41,

« AILAER Patch Manager 01T B34 T 134,

- ALAfE A Systems Manager /B2 EFHXEBHZFINFHER.
- ALAfEA Fleet Manager B ERFEE LS,

- ALLEZREF SSM Agent &b F&FIRAS-

Fleet Manager, &#. Patch Manager # Session Manager 2 AWS Systems Manager B9 Zh&g,
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‘RNEVNEERRE A FEFEAEAIEREXHNIER THTEGIEE , ¥R Systems Manager
ENEEMENXEMNK S PNFTESREl, MREHONBRFARUFREENNAGRER , BEAU
EBRIAEVEREE CIZNERIA IAM SEFMEKE, RE , WREFTFERA IAM ACREMNFIE
ThEE IR , AIABIZBECHWBEENAEHNEKR, NENRIAZHNERRE EEFEN IAM AN E
fAEd , FEATHEMXEMEK S FHFTEEE Amazon EC2 3£4l, BX‘BIAENEBERE FTAR
BHNEZER , T35 AWS EERXF : AmazonSSMManagedEC2InstanceDefaultPolicy, B&Xx“ER
NENEEREENESEER , BZRAEA AN EERRERE,

/A Important

FERARIAENEEE B EMEEFINE /1ib/amazon/ssm B C:\ProgramData\Amazon

BRPAIFEEIMER. URBRXLEBRIHFNXY , FEIHRMTEEARKAENE
L EIREUEEE| Systems Manager FIERVZEIE, EXERERT |, BA0E FSSHIHE X4
NIENKBGIRMEPAENRIR |, HEEHMOIEEH,

(® Note

HEENEEREARIT. EATNMABRESEXRINTINEREE S , EHRKENRIHA,
BRAMEEZEBFEE Amazon EC2 EHIHEN AWS XiF RITH“BRINENEBEE",

T RMANENEREERE

B LAM Fleet Manager ZHI AT BIAZHERERE" . EFEHA AWS

Management Console M HE G TITTERINTEA TR , BXAEE

GetServiceSetting, ResetServiceSetting Fl UpdateServiceSetting API 3£ ERNNPR, Bk |, &
& AMEIRE AWSSystemsManagerDefaultEC2InstanceManagementRole IAM A&/
iam:PassRole R, A TRRBIKM, FEMrs#tit#BERNEECSHER

{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetServiceSetting",
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"
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1,
"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/managed-instance/
default-ec2-instance-management-role"
I
{

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::account-id:role/service-role/
AWSSystemsManagerDefaul tEC2InstanceManagementRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"'ssm.amazonaws.com"

EFBZE , MRE G SEHIE E S INEERE Amazon EC2 3R , BEBRATFZ
ssm:UpdateInstanceInformation BREMNEMANIR. EFEARINENEERE "X
BRZHl , SSM Agent fF= = S HIEL & SR, MR EELHIE B XM+ R iFiX
ssm:UpdateInstanceInformation &4 , MZXGIFFAERARIAEZNERE E " NIR.

1. 1A https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

ESMBEES |, & Fleet Manager,
ERFERETNIRPEREERIAEVNEELRE,
ITRAERARIAENEERE,

R T RIEEHIZ A Systems Manager THRERY IAM B, BRAENUFERBRIAEHEER
ERENERIAA®, ©E2EFH Systems Manager BIE &K Amazon EC2 SEHIFT EH KK R
£5, MRZEERFERAEENAE® , NiZACHWEEREMLMAEF Systems Manager 51 1[5
SRR,

6. EREENTRIRE.

o ~ w0 N
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EAFRMANENEREE R , EHNXRFITREERK 30 7T RREAMEACHEILE. BL4MEE
B3 EE Amazon EC2 XAINENXEHIT T RIATHNEERE",

EC2 XA RAVEREE

IETILAE A AWS Identity and Access Management ( IAM ) SEHIER B 324 K% F 2 N SEHIR BB 5 1R
BR. RAREXHR—INEE , TERITE IAM A E&E R 1&i#E4 Amazon Elastic Compute Cloud
(Amazon EC2) 3£l BRI —NHBZNEXFAERRH IAM policy itnEFHACKENENAE
Lt , LM Systems Manager &2 3£ 4l #i & S04,

@ Note
AT LAE A Quick Setup ( AWS Systems Managerfy —IZhaE ) , E8H AWS IkF FHIFTE
S5 b iRRER B SR BB B X . Quick Setup A T8I IAM RS AR (BBEAR) |, ZA
& 2 Systems Manager K REIE BN EH EREMIZITH S EMEMA Quick Setup B |, &
AU ZSR (SRI) PR 4, BXREZEFER , 5ZH AWS Systems Manager Quick
Setup.

FEBUATAEXRGE IAM XHIEEXHHFAREE

- MRBEREETNZEIMEF N Systems Manager ELEIE EC2 itEH , MTERENCIEXRFIEE
X, R , BAAERE[MVMBEBRER IAM RS AR, BXEZELR  FSREEANS
=IREF B3 Systems Manager FTER IAM RS A€,

« MRER IAM KHIEEXH , EHFIEATRFEE —LErTEFEERIF. FIFE , SSM Agent F 24 E
FR, BMRFIFLRE , LA LLEFH B SSM AgentSH E# /5 31K 6,

BRELZRNZHEEXHLRFTACERNNEACGRIMAENR , BEAUATEREZ—®.
9 Systems Manager & L4 8|2 R B B X4 (#EHE )

1518 : https://console.aws.amazon.com/iam/ , ¥ IAM 12414,
ESMERD , ERAG , RARERUEAG,

X F Trusted entity type ( AIE3EER ) | &F AWS RS

£ Usecase ( NAHE ) T , BB EC2, REEE Next ( T—% ),
£ Add permissions ( ARINIR ) WE L , FHATUATERE !

o K~ w0 Dd =

- FRAERFEREHK AmazonSSMManagedinstanceCore Kk, &FHBZHZLNEIRE,
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Filter policies v Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
V) » AmazonSSMManagedInstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...

RN I e oy A i BN S RN

BB REMER |, EH 5 UaRBLEENNE.

c MREEL-IEPCETBEN S3 FMEREE (AUt ) ) S3 FHEIE A 62 B E LR
FRRZRBFEPEEANZUNERE,

« WMREITEFHIMA AWS Directory Service B Active Directory , 518 3%&
AmazonSSMDirectoryServiceAccess H ik # H & FR55i0 M9 S 1EHE,

- WMREITEFEH Eventbridge = CloudWatch Logs REB SIS IREHSH] |, HER
CloudWatchAgentServerPolicy i H & #E 0 M EIE4E,

0. ii#%jt_io
7. XFRole name ( AEEWH ) , BWAFNEHIEEXHHEH , fln SSMInstanceProfile,

(® Note
BTAREH. ELIEFHLEMEH Systems Manager #{TERNFEHIRT | kR ZH
B,

8. ( Hi% ) XTF Description ( iR ) , EHLLEFIE B XHH IR,

9. (Wik)XNTF Tags (HE) , M-I RBNMRZREX , AR, RIRSEHLACKIGR ,
RIFIER Createrole (RIEAR ), REFIUELIEREE A6 TH.

f# Systems Manager LBl E X4 NXRAMBNEAER (EHE )

1. 4@ : https://console.aws.amazon.com/iam/ , TF IAM 2 #| &

2. ESMERT  ERAG , AFERES Systems Manager B EXRBRIVEHIBL B X 4RI E
A,

3. £ Permissions ( IR ) itWF L , i%£# Add Permissions, Attach policies ( ¥ IIXPR , Mf L3
B ) o

4. 7E Attach policy ( Fft E5REE ) TWE L , SRITUATIRE -

- FRERFERER AmazonSSMManagedinstanceCore Kk, EHEHZHEDHNEIRE,
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Tt
« MREELOETHEN S3 FRBERRE , FRRZRBHAETEENZUNERE, BXRXH
BLEXMHAYEEN S3 FHBEMNES , B30 (7t ) v S3 FEME IR 6IE 8 E LK,

- MBEITEFZHIMMA AWS Directory Service EEH Active Directory , iR
AmazonSSMDirectoryServiceAccess H ik H & 0 M EiE4E,

- WMREITEFEH Eventbridge = CloudWatch Logs REE RIS IEHSH] | HER
CloudWatchAgentServerPolicy 7 i% F H & #5550 B Ei%4E,

5. IEFEMIINRES,

AWS Systems Manager

BXAMAEHAGUBSEERARE - SRAUBANES
(‘ATik ) v S3 fFfEE IR €12 B E SR B

R B Systems Manager B¥EFER VPC Kin T [REEALECH S3 FMEEY , THFEN Amazon
SIHRIAIEBE K., SN REHME B RIANENEEERE IZNRIAIAM AR | REE
Z AR 2 S A B A S HIE B 32

BZH IAM AP EREPRERAE,

BREFEUTREPREGRNRN AWS F£E S3 FHBHNEE
S3 FEmHETERS.

#ESH SSM Agent 5 AWS £ &

1. 158 : https://console.aws.amazon.com/iam/ , ¥TFF IAM 12415,
2. HESMBEHKD , %&#F Policies (KB) , AAFF1%E# Create policy (BIERKEL),
3. 1%&3F JSON &I+ , HEREREXABRAIUTHAR,

"Version": "2012-10-17",
"Statement": [

1
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [

"arn:aws:s3:::aws-ssm-region/*",
"arn:aws:s3:::aws-windows-downloads-region/*",
"arn:aws:s3:::amazon-ssm-region/*",
"arn:aws:s3:::amazon-ssm-packages-region/*",
"arn:aws:s3:::region-birdwatcher-prod/*",
"arn:aws:s3:::aws-ssm-distributor-file-region/*",
"arn:aws:s3:::aws-ssm-document-attachments-region/*",
"arn:aws:s3:::patch-baseline-snapshot-region/*"
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iy

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",

"s3:PutObjectAcl", ©

"s3:GetEncryptionConfiguration" @
1,

"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*",
"arn:aws:s3:::DOC-EXAMPLE-

BUCKET" &

}

' OBEEH VPC KRBT AN , TEEFHE— Statement TE,

2 N #7E Systems Manager 12 1E9 fF 48121 S3 FHEMEN , TEEFHAE =/ Statement
TE,

P RAEESITERNEMK S F I S3 FHBRAKEIKS RSN, T EEMEA PutObjectAcl
77 [F1422 81 51 RAX PR

‘B AH S3 EMAEEEREAME , N GetEncryptionConfiguration TERMEM,

* MBEH S EEBEBNEAME |, W) S3 4R ( HIMW arn:aws:s3: : :DOC-EXAMPLE-
BUCKET ) #35|EREHD. BHWAF. ANBELAEENERIFRRFER.

4. MBHEBRFEFRER VPC RIET R, FRITUTERAE
HEHE—/ Statement TEF , FEAN## G UAFERNFERZEKE AWS X5 BPRIRR, #l

m, NFEERD (HXHB) X, BFEH us-east-2, BXXEM region BENYIX , HSHE
{Amazon Web Services —fif5#£) H# Systems Manager service endpoints # Region %l
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/A Important
RNBWEBREEZREPFERABEAS () ABREBEXE, flw, £H
arn:aws:s3:::aws-ssm-us-east-2/* MAER arn:aws:s3:::aws-ssm-*/*,
FRBERAUESRENEBTITER T IHRMNRN S3 FHFWIHR, MEEFEFEE
XHERATZ2AMAKE , BINBUE/NMNXEESEFEHE—1 Statement TH,

B

MBEERERTFER VPC RHT R, B LIRS — 4 Statement Tk,
5. YIR7E Systems Manager EFRFEREECH S3 FHME , BIITUTRE !

EHE = Statement JTEF , I DOC-EXAMPLE-BUCKET B R EHIKF Y S3 M FEN A

Mo FF7E Systems Manager BR{EHRFERZFMEM. ©HF "arn:aws:s3:::my-bucket-name/
*ERRR , MENEEBPAINREMRNR. BEXNEFERINFEBPANRERNRNES
88 , 2 Amazon Simple Storage Service FAFIEEHH Amazon S3 #BEEXE , ARk AWS
BEXE |IAM policy, F#EEEEF ACL | Oh, My! (Controlling Access to S3 Resources)s

(® Note
MRGEASNMEHR , BRESMFEAN ARN. AXEEHBORR , #SHLUTR
Blo

"Resource": [

"arn:aws:s3:::D0C-EXAMPLE-BUCKET1/*",

"arn:aws:s3:: :DOC-EXAMPLE-BUCKET2/*"
]

_HE -
R Systems Manager REFREALECH S3 FiEM , BRI LMBERE =1 Statement T
E

6. ERT—F ¥,

7. (W) BiE%EE Add tag ( RINFRE ) H A KRN BIERS SRR,
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8. &E T—% ¥

9. 7£ Name ( B# ), AR THRIRLEBEHNEF , Hl20 SSMInstanceProfileS3Policy,

10. LR OIERRE,

REXRHINEMREEZEDN

AEDNEBT — LR, BULUFXERBEAMB B BRIANENEEEE R EH AWS Systems
Manager = HIEE X 412V ERIA IAM B H, EHZHIF Systems Manager API 2 BBV E S iR
R, RIMNBUECEBERMREZTRNLZLERNBEENL KR, BESNREITN , EUEFEERFE
Ht KB — N SN KB PR TEINR,

2R E& : AmazonSSMDirectoryServiceAccess
REEZITE R Windows Server B9 Amazon EC2 E4I0A Microsoft AD B FitF EE,

Z AWS FEE KB L1F SSM Agent X &R I&15H AWS Directory Service , LARN IR +E & 3240 A5
WiER, BXREZEE |, 55U AWS Directory Service EIEfER PRI TLE M A Windows EC2 3£
B,

RE& : CloudWatchAgentServerPolicy

REEZITEERS L 2% HE1T CloudWatch R | LUSESES] EISHRA B EBEHFEEA
B| Amazon CloudWatch Bt F B E, XLRIET LAF B RISTE, 20 A FRIE I B 17 1 1Y (7] Bl 3T 18
B AWS BRI E X,

X Y B 65 Amazon EventBridge 3 Amazon CloudWatch Logs S Ih&ERT , H“BRIAEN EEE
ENRPIEEXHFCIZNERIAIAM BT EENER, (BETIIERFIMEERNER , 6
m , PR&EIXS4EE CloudWatch Logs A &R E A, )

® Note
£ EventBridge 1 CloudWatch Logs hEER A[IEM., BER , REREFEHIXLEINEE ,
RINEBUUREFBINIT Systems Manager Bt E N BRI MIREX L IhEE, BXRESZEE | &
£ Amazon EventBridge User Guide 1 Amazon CloudWatch Logs User Guide.

EBEHB HM Systems Manager ZhEERBRAY IAM policy , ES U TEIR :
« £/ IAM policy FR#IXT Systems Manager #9177 7]
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o SR 2 WIFR A0 Session Manager B35 454X BR

FF Systems Manager K5I Et & STAFKE B K4 ( #BH1E )

1. &% AWS Management Console , ¥T7F Amazon EC2 ###| & : https://console.aws.amazon.com/
ec2/o

ESHBEEPH Instances T , %38 Instances.

SEHMFIRFEREN EC2 11,

HRERES  BERE, X IAM AL,

XF IAM role (IAM & 8) , EFREMEA EC2 LAINRWENREE FHTE QI KLAIEE X 4.
%32 Update IAM role ( 37 IAM B ) ,

o o b~ w0 DN

BXRF IAM SEefNIXFNESER  BEREATREZ - , EFERTRERNBERSGRE .

« (Amazon EC2 AAF /) FHE IAM A &k hnZEIsL 4l
« (Amazon EC2 AAF /) FHE IAM A &k hnZEIsL 4l

#r4E{F FIE T Systems Manager #9 VPC i S35 EC2 R Z 21,

EAEA T Systems Manager £Y VPC im Ri2& EC2 kPl T2 M

A LABLE AWS Systems Manager £ Amazon Virtual Private Cloud ( Amazon VPC ) FER#EDO
VPC iR , URSREAT R (BHEESHZ=HRFNIE EC2 46l ) HERLWR. BIFEREO
VPC KimH R (EOWKR ) |, B LUERE| AWS PrivateLink XM RS . AWS PrivateLink AR /2
IR ERFAE IP #utFA T 5" Amazon Elastic Compute Cloud (Amazon EC2) 1 Systems Manager
API,

AWS PrivateLink &£, Systems Manager #l Amazon EC2 Z [ElHIFiE M &R E R #7E
Amazon ME LA, XEWREZBNIEEEFITEILE Internet, INREFEH AWS PrivateLink , MITTFHE
EEBEMMK, NAT BEFREUNLEMK,

FEREEE AWS PrivateLink , B#E#H1TIHEE, B>x AWS PrivateLink #1 VPC KT RN E S
E8 , FSEAWS PrivateLink f VPC & ix¥ =,
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® Note
R VPCABRTRNEBREER , EREN LA GTFHI Internet 150, EXMERT ,

EXFIEAMAFATLRIET S HTTPS (w0 443 ) HUGARE -
O ssm.region.amazonaws.com
O ssmmessages.region.amazonaws.com

* ec2messages.region.amazonaws.com

SSM Agent HEZ=H B IFTE S Systems Manager [REWiERE, FHt , BFEXER Systems
Manager B¢ & By A3 AT AR ERIR SR E 6,

BXRWXELET RN AANESER , H5H 22 : ec2messages. ssmmessages FlH At
AP 21k,

*F Amazon VPC

BB LAE A Amazon Virtual Private Cloud (Amazon VPC) £ AWS Cloud W& B 2 #9282 8 R & X 15
EXEREMLE | BATHRZH T“?U\ﬂ\“ﬁ_zz (VPC) » AIfE VPC HE#1EHIZE AWS &R, £H VPC 5
BB ERCHBIEROPEITHNEEMERAELY , BENZEEFEARE AWS WA REMIZEN
HH, SR LRESY VPC !@TJ«J\JE#EE’J IP b3 SEE ., QI FRHEERABAR, MXxMRLR
B, BALUFEN VPC RIEFIEZTIME, B LUNEN VPC EZRARNEES L , HF AWS
Cloud fEABTFEFONER, ERFENFNFHNRR , BAUFNASHELE , SELLENNES
AiEFISIFR, BXRESZER , 1558 Amazon VPC AF 15/,

&

 VPC &im i S BR &
« 5 Systems Manager 812 VPC & ix¥ &
- BIEED VPC LinT S KRS

VPC 4w T7 RBR
B E Systems Manager B VPC Lim T 228l , EEELT RS,

5 X iER
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VPC KT KRR X IFEXIFER—FSHELNEEBATEN AWS Xif AR S. B LUER
Amazon S3 2%l & get-bucket-location I HREKRFHEBHLE. F£HAXFSFERN Amazon S3
KT G RI1EMEAE ; 20 , DOC-EXAMPLE-BUCKET.s3-us-west-2.amazonaws.com. A%
Amazon S3 BETXEMWHANEZEL |, HSH (Amazon Web Services —fix5E) FH Amazon
S3 endpoints, fREAEH AWS CLI B Amazon S3 Xi2iER , HHBRINXEIRE N BN BFTE
WHMEXE , REFEBRPER --region ¥,

VPC 3 FiEE

VPC #EOLET S LUBN XEA MXEE VPC MEE#EHE. BX VPC #ORAMN VPC NEE
EERNEZER |, i35 Amazon Virtual Private Cloud A FEREHH VPC X &% (Quotas).

To3EN VPC Mxim SiEEY B2 VPC 2. VPC ) VPC WEEE S —mM R TREMEHAM XK
W REMXLET RRFSHHRFEHITERS. BX VPC MXHAN VPC NEEEBERNESE
B , i#2 Amazon Virtual Private Cloud i F 1R H# VPC %= (Quotas)

B N T

i nEl VPC Lip T RN ZEALAAFNEEXRPINIE FBET IO 443 HITEAEE, RTR
VR AR WEEXPIFTAEEES SSM M EC2 LimT Ko

DNS f#47

WMREFEHBEN DNS RE28 , M ATURFEXT amazonaws . com S RIZE R 45 & 23578 N E
VPC #J Amazon DNS R85,

S3 F
VPC & LR A AW HRZEADLLT Simple Storage Service (Amazon S3) i #

- SSM Agent 5 AWS #£& S3 FiEMmHTEEPIIHN S3 FEME.

- Patch Manager AT AWS XiF FE4N T EEBREN S3 TR, XEFHBTSHWNTEERSRK
RHAESRF LZTHRB. 8NAWS Xig BEBDWHTEAREFER , NVFRRESTHTE
EXRENRB, MRTETHZAE , W TEEFSIFEAK.

® Note

U0 R A& AE A A 3t By X 3% it RI6E A Patch Manager , B AR IZBF KIS TH R E YW T E
LR Ko
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https://docs.aws.amazon.com/cli/latest/reference/s3api/get-bucket-location.html
https://docs.aws.amazon.com/general/latest/gr/s3.html#s3_region
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ERHUXIEH AWS X P FEBNERRR , BEENKQUKEFZE U TR,

arn:aws:s3:::patch-baseline-snapshot-region/*
arn:aws:s3:::aws-ssm-region/*

region 3~ AWS Systems Manager X3 AWS XiF BIFRRAF , Hl40 us-east-2 FREXER
(BB ) XE, BXXEN region ENSIEK , 525 (Amazon Web Services —fig5 %) #

B9 Systems Manager service endpoints # Region %l

BESRUT R,

arn:aws:s3:::patch-baseline-snapshot-us-east-2/*
arn:aws:s3:::aws-ssm-us-east-2/*

(® Note

XEFEBREFR ( BH ) X (me-south-1) FEAEMBEIE. XTI AWS X
B, BRAERANTRANFEE

* patch-baseline-snapshot-me-south-1-uduvl7q8

* aws-patch-manager-me-south-1-a53fc9dce

Amazon CloudWatch Logs

MRER LT EEBFRI BB |, E7 CloudWatch Logs Bl VPC 4K i
CloudWatch A& &% BERIIEE, BHXH CloudWatch Logs IR LT <
Amazon CloudWatch Logs AP #ERMH Y CloudWatch Logs I VPC £

TR, UEAD
E’JE%{E -lﬁ;’}lﬁl
i T Ro

BEMZHESR DNS

BEXEE DNS UEEEMZ=REHR S AWS PrivateLink i 5 —EBEANELR |, 52 (Amazon
VPC AF#ErE) A T O S/FAE DNS, ﬂﬂ%%%ﬁﬁﬁ BT/ DNS , —IJ«,{EFH Route 53 4T
BF. BXEZEEL , 155 Amazon Route 53 FF A A RIEREHHEMN VPC SEWLE ZEIR DNS &
o
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https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html#create-VPC-endpoint-for-CloudWatchLogs
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-private-dns
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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A Systems Manager €/ VPC &LixT =2

FRALTEE TN AWS Systems Manager 812 VPC #2O0MMAXLIHET mo AREZEEEZ) Amazon
VPC AFEEPHTERE,

7 Systems Manager 812 VPC &ixT R

HEWIEWE—Sdh | AT LR Systems Manager 81 =N SHEH T — DAL R ELIRT
Ro Systems Manager EE /I =ML IR [RFEEE VPC FiE1T. NEMEA Session Manager ThEERT
FEZEM com.amazonaws.region.ssmmessages L&nT Ko

EEZANTED | BIEBFIENMNXLIET R , MELL Systems Manager 58 Amazon S3,

(® Note

region &7~ AWS Systems Manager 2 ##9 AWS X5 BFRIRAF |, HlI0 us-east-2 IRE
ERE (HRFE) Xig. BXXIEMN region EMFIER , 25 (Amazon Web Services —
%2#£) K Systems Manager service endpoints B Region %,

1. BROEBENGELSPHIRIRE , QIBUTEOKK

- com.amazonaws.region.ssm- Systems Manager BR S5 EY ik R o

« com.amazonaws.region.ec2messages — Systems Manager £ f tti% =M SSM Agent i
A% Systems Manager iR

- com.amazonaws.region.ec2 - W1REEH Systems Manager 812 /3 A VSS WIRFE |, N|FE
ERREEEEED EC2 REMWIKR, MRREN EC2 v , BEK K Amazon EBS B
AR KM , iX& 53 Systems Manager 5 %M.

« com.amazonaws.region. ssmmessages 1X;—L|"REFH Session Manager B £ $1E
BEETEMRN , TEELRR. BXRXEZER , BZRAWS Systems Manager Session
Manager FMS# : ec2messages, ssmmessages %ﬂﬁﬂﬂ AP #21E,

« com.amazonaws.region.kms — ltin QR AIEHN . HR , MREFF Session Manager
Parameter Store ¥ B F AWS Key Management Service (AWS KMS) 1% , &t o] L6122 It
U Ko

« com.amazonaws.region.logs - ltif R AEMN, B , lIREN Amazon CloudWatch
Logs (CIoudWatch Logs) AT Session Manager, Run Command =% SSM Agent A& , &1 7]
BABI 2 bt i R o

2. BRBOIEMXIHSFWLSIRIEE | 1 Amazon S3 BIZLL T RXxim R,

FEAE AT Systems Manager B9 VPC i R12& EC2 RHINZR &M 31
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-+ com.amazonaws.region.s3 : Systems Manager £ F itix R EEH SSM Agent FHITIEXME
YE. Systems Manager & fEA LK K/HITHEES , fl , LRHEFHE S3 FREBPAMERE
MWAaHBEE K REFHEEEMTPTOMASEM M-S, WRSEMEHISERE 2 4H PR HI H ik
RE , WEAFRM—FAN |, LAFRERE Amazon S3 WHIRIIK, BEXRESZEE , S
EIAWS PrivateLinkig g Z £ 4,

X SSM Agent AEEH HIRIRN AWS & S3 FEMHINEER , 1551 SSM Agent 5 AWS £E
S3 FHWHITIEE. MRMBIEFE Systems Manager & VEEFEFEEM%NEK (VPC) Ims , &4
JM1E Systems Manager ) EC2 RHIBEXHFREESNZEIMEFNIE EC2 RERN T RN AR
SAEHREENR,

BIEEQD VPC KT 2K

A LA AWS Systems Manager B9 VPC # 04T SRI2KE  EHPIUERE

- AHRITRENZEFEA
« AHITHRE
o AHEPITRENAR

EXEZEE |, 5 Amazon VPC AFERAHMER VPC KimT 232 &3 IR S5 89 75 B AR .

ERENZEHERFER Systems Manager

WA LAER AWS Systems Manager & Amazon Elastic Compute Cloud ( EC2 ) =4I fiF %3
EC2 itEHEKE, ANNAKFNREEERANEERENZEHEFRFER Systems Manager BEEIE
EC2 itEHMHPITHIRETS. THXESRE , BIRE AWS IkF EEARFNRAVAF AT SERA
Systems Manager XE & MEEH ALK IE EC2 1T EHL.

FMEBENE Systems Manager —E2 AN ITEV AR AEET 2o

@ Note

. "‘TMEFH'%ENBF EC2 iTEVEEMNESEELSER , FISEZFEIAMARERNT A, XL
KRB EIZEZDIE AWS loT &EHF AWS loT iR& UNNIRE . AR 158 S K
REIXLiH ZIR R IA,
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Systems Manager & X35 #H AWS loT Greengrass Core 3 #H8 41i% %, AWS loT
Greengrass DR BENRENLESER , FERAT AWS B 5 RZ AN AWS loT Mid iz
ZFHIREEER, BXEM AWS loT Greengrass &% S {E 5 Systems Manager & it £ F
MELR , SR £ Systems Manager BRI 518 %

+ Systems Manager JBE& M Z=IHEFZFFIE EC2 macOS it &,

WMREITRIEEA Systems Manager 3 Amazon Elastic Compute Cloud ( Amazon EC2 ) &4l |, =
EERBENZIERMEA Amazon EC2 SEHIRFE EC2 ITEMN , BEER £ATHE EC2 ZAIHY
Systems Manager FH S ERIE/E,

£ 79 Systems Manager B REMZZHIRG , BRI UMITUTRE .

- BE—FM—FEZ2NAX  FAERNIESHAN—MEZEERRENZEITENR,

« Bi3EA AWS Identity and Access Management (IAM) £ & B O] £ B 1T E A EHATHIRET E
2,

- BIEE AWS CloudTrail Figx&K API &3 , IR FREITEN LMITHRE,

B XEA CloudTrail ¥ Systems Manager EWNEE. , HZH £H AWS CloudTrail ig35 AWS
Systems Manager API 1§,

« B Amazon EventBridge 1 Amazon Simple Notification Service (Amazon SNS) Bt &1 %% &
KBSHATRIIBE , NS BEH I,

BxfEH EventBridge ¥ Systems Manager S4MEE. , S £4 Amazon EventBridge ¥ 1%
Systems Manager &4,

XTREATR

FEBRBATFTRR Systems Manager ELE EIE EC2 It EAHE , BHESBEITENEE AWS
Management Console FHHHAHHMARERN TR, ERFEP , BEHEIREXTEN ID BEEFH
&“mi-"fy Amazon EC2 KHIE X 5l. Amazon EC2 SKfl ID EARIER i-",

FREXT KRN Systems Manager BEEMEMAITEN. HEX T RUBTEHHHRAREES. TE ,
5l —1A{N 38 EC2 =6, FEMRIBERZ A , deregister-managed-instance TP MEB W B o

BXREZFER , FEH E£AKERXT

KT RblE
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Systems Manager NIEEMZEMFEFNIE EC2 RERXN T REMIMESHEZENSREFER, B
ERBIER , 810 AWS X PEN AWS kP &Z A EUEM 1000 BB RUENITEN. MRER
FEEEANK S X EFEMEST 1000 BitEN , BEEASREHEE, BEISREH , BETTUUE
FA AWS Systems Manager Session Manager E1%%3E EC2 it&#l. Session Manager {231 E X
TRHRER Shell A,

BXEZER R EEXMEE,

FH

- ERAMZEHEF B Systems Manager FTEMN IAM RS A6
- BB S BUE T SUEME Systems Manager

o WMAIERA Linux 11 & E &% SSM Agent

« W{AIEES Windows 11 & _E %% SSM Agent

EREMZ=HEHBIE Systems Manager FTEH IAM RS £ &

BAMZ=IRMEFMIE EC2 ( Amazon Elastic Compute Cloud ) it E#LEE—4 AWS Identity and
Access Management ( IAM ) [RE B &S 8EE5 AWS Systems Manager [REEE. LA RE AWS
Security Token Service (AWS STS) AssumeRole & 3} Systems Manager lREHEE. N TFREHM
SR, BRENESNMNAWS KF QIR —XRSACE, BEUREENEERREFNITENEERE
FIAER , MATLUER N FRINBEBEAUR S NMNRSAE,

TR BUAER Systems Manager BHl A BEwTITIERVNEMENRZ AL,
{5 AWS Management Console § Systems Manager JE&BUERIZE IAM RS A&

FRUATEENEASRENERSAG, 1t &EFH Systems Manager &0 ZhBERY
AmazonSSMManagedInstanceCore K, BT EMRSARRMEMEKRE |, SUEARHITE
BB IR M ThREE AWS RS EMSHR};"%:J”’"E’JF\“FH%EO filan , MBTEFRIFAEN AWS EER
Amazon Simple Storage Service (Amazon S3) 4§ , Patch Manager & #ME/EF & KM,

BIERSHE (#FHE)

1. @XM https://console.aws.amazon.com/iam/ TF 1AM =& &
2. ESMBERKT , EFEAC  ARERUERAEG,
3. XIF Select trusted entity ( R AMERME ) |, TRUATIESE :

1. X F Trusted entity type ( AIERMAEE ) | %F AWS RS
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://console.aws.amazon.com/iam/

AWS Systems Manager ArfEm
2. ¥ FHM AWS BRE R AH R |, i5i&#F Systems Manager.
3. #£$¥ Systems Manager , 21 B Ro

Use cases for other AWS services:
Systems Manager v

© Systems Manager

Systems Manager - Inventory and Maintenance Windows

4. ﬁ?¥—|:_$o
5. 7£ Add permissions ( AHIXER ) WE L , BHRITUATRE -

AR FERERK AmazonSSMManagedinstanceCore F, P EBHZ LM EILE,

Filter policies + Q AmazonSSMManagedinstanceCore Showing 1 result
Policy name « Used as Description
\zrl » AmazonSSMManagedIinstanceCore Permissions policy (6) The policy for Amazon EC2 Role to enab...

- BIEERREMERRE  2H 5 02frBLEENRNE.

« MREHERRE (DL ) ) S3 FREMBIEE 62 B E KR Pl T BEN S3 FREEREK , F
BRIZEMARTFHBENZ LN ERE.

- WMREITEFIE EC2 iHEHLIMA AWS Directory Service BEH Active Directory , {52 %
AmazonSSMDirectoryServiceAccess H ik # H & FR550 B9 S 1EHE,

« WMREITEAMEH Eventbridge 5 CloudWatch Logs REERISIBEHIEET S , BEXR
CloudWatchAgentServerPolicy 7% H & #7550 B EI%4E,

6. iij:%-lt_io
7. NTAGBEWN, BAFH IAM RFZHACHMAZT , Hli0 SSMServerRole,

® Note
BTAREH. EEMHLFER Systems Manager B 1TERNHITENN |, HERZA
B,

8. (WiE)XTHIR , FEMZ IAM RSRABHER,

ERENZRIMEFRBIE Systems Manager FiEH IAM RS AR 35
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9. (FI&E )7 Tags (#77 ) HIRMI— MRS MrERAEN , LAL, REFEHE LA S TR
PR

10. 1%&#%F Create role (RIEA®), REFLEZREE A€ RH,

A AWS CLI I Systems Manager ;RS EEI2 IAM BE AR

FRUATEENEARECRRSAC, LM Systems Manager &/ Zh8EHY
AmazonSSMManagedInstanceCore R, ZLAREFREMRSACRIMEMER , UEEESHZ
SIMEMHIE EC2 THENREBIHRI HMIhRES AWS RS , EAEBURTENNAT .

S3 FE MR ER

MRBHIUATE—ER , BLREZTHLESREZEH Amazon Simple Storage Service (Amazon S3)
FHEBAEREE N IAM XPRFEEE .

« BN 1 BET— VPC iR UFEHNFER VPC EERZ XM AWS RS, LUKk HE AWS
PrivateLink 28 VPC % R RS

- 18R 2 - Bt RIBEATE Systems Manager #/EEE G2 H Amazon S3 7 # , 2 Run
Command =5 Session Manager i 742 S3 FEP, EREZH , BERRBRH LG
ENHAIEBEEN S FHBEBPNSRETERE, ZEEPEX SIFHBEXEBNEERERT
REEE.

AWS CLI
FREMSEHESIE IAM RS AE (AWS CLI )

1. REHBEE AWS Command Line Interface (AWS CLI) ( #1R R MITIZIRE ) »

BXER , BSHELZEREH AWS CLI BWHEFTIRA,

2. EAXRMUTENLERAUTEERBE - NXAXH , XHBIRRLT SSMService-
Trust.json. WRER . json XU BRBRFEZX M. BHLEELEEPRIRESHE
#9 ARN iy AWS K= M AWS X3,

"Version":"2012-10-17",
"Statement": [

{
IISidII : mnn
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"Effect":"Allow",
"Principal":{

"Service ssm.amazonaws.com"

I
"Action sts:AssumeRole",
"Condltlon":{
"StringEquals":{
"aws:SourceAccount":"123456789012"
},
"ArnEquals": {
"aws:SourceArn":"arn:aws:ssm:us-east-2:123456789012:*"

}

}

3. 3TFF AWS CLI, E8I221Z JSON XM B FT |, 1217 create-role S UBIERZ AR, ZT
FleIE — 187 SSMServiceRole AR, MREE  BH A LLEREME TN,

Linux & macOS

aws iam create-role \
--role-name SSMServiceRole \
--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~
--role-name SSMServiceRole ~
--assume-role-policy-document file://SSMService-Trust.json

4. BT HRIBIT attach-role-policy T H , AR FENCEZNRSARLUIELFSHE, LaES
BRaEET LB FEMA Systems Manager BT TR,

(® Note

BRARENEEHREPFRERN T SWRSEE X4 FMHN KBS AT RN Amazon
Elastic Compute Cloud ( Amazon EC2 ) ?‘—@Uﬁﬂ@?—@ﬂ@ﬂﬁiﬁﬂﬁﬁﬁﬁﬁﬁo B

THTHERAN AWS FENEZEER |, HSREE Systems Manager P #Y3E 414X
R
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( X)) BITUTHUATFRET SEH AWS Systems Manager BRSS#% 0 T &E

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A~
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MENRFZACAUET BEN S3 FHMER , HETHUTHS , LA AWS Systems
Manager Agent (SSM Agent) 5 RIEZREERIEEN TN, & account-id M DOC-
EXAMPLE-BUCKET E# 7 &/ AWS IKF ID F1F6 8 & o

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account-id:policy/DOC-EXAMPLE-BUCKET

Windows

aws iam attach-role-policy ~
--role-name SSMServiceRole #
--policy-arn arn:aws:iam::account-id:policy/DOC-EXAMPLE-BUCKET

( A1k ) BITUAT B LA SSM Agent X R I& 18] AWS Directory Service , AL EBIEE T
BEMAENER, REENT RMA Microsoft AD B At , REACFTEEFALERK,

Linux & macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
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--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

( A% ) BITU TS LAY CloudWatch RBERER T A LET,. BIEALGS , T
PUEER T R ERERHFHE A CloudWatch, {XHZE{#H Amazon EventBridge 2 Amazon
CloudWatch Logs MRSt , RFEEX T FEF ALK,

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell
NEBRENZHELE IAM RFZAE ( AWS Tools for Windows PowerShell )

1. WMREEKRLZEMEE AWS Tools for PowerShell ( 5 F Windows PowerShell W T& ) |

BHITIX R E,
BXEER |, ES %% AWS Tools for PowerShell,

2. EXRMITENLEFEAUTEERBAUE —NXAXH , XHBFELTF SSMService-
Trust.json. BRFEA . json XU BERFEXY. BSLEECEHPCEBERHE
# ARN AFREJ AWS ik 1 AWS X1,

"Version":"2012-10-17",
"Statement": [
{
"sid"."",
"Effect":"Allow",
"Principal":{

"Service":"ssm.amazonaws.com"

iy

"Action":"sts:AssumeRole",
"Condition":{
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"StringEquals":{
"aws :SourceAccount":"123456789012"

3,
"ArnEquals":{
"aws:SourceArn":"arn:aws:ssm:region:123456789012:*"

}

}

3. TEEE#ENX T PowerShell , FE8IZ It JSON XA B XA |, BT HRNE1T New-
IAMRole A RZ AR, ZRHIEIEB—1NE N SSMServiceRole AR, MREE K &
AT LR R E A R,

New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

4. HRWTHAEA Register-IAMRolePolicy , A A FEREIBH RS ARIESFESE. LaES
MEEET LB F A Systems Manager 21T SR,

@ Note
BRHRENZEHRERREXN T RNRSEENX RN R ER TR EC2 L4562
KHIEREX N REMERE., BXUATHSHERAN AWS RENESEER , BSHRE
Systems Manager Fr % #Y SEBIR

( ) BITUTHRUATFRET SEH AWS Systems Manager BRS#%0 I &Eo

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MEFNRFZACGAUERT BHEN S3 FMMER , TETUTHES , UAYT SSM Agent HRI1E 1%
REEPIBEENFEEM. & account-id M my-bucket-policy-name E#nRIEH AWS Ik
P ID MFHEFEE .

Register-IAMRolePolicy °
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https://docs.aws.amazon.com/powershell/latest/reference/items/Register-IAMRolePolicy.html

AWS Systems Manager ArfEm

-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::account-id:policy/my-bucket-policy-name

( /i) BT AT SR AT SSM Agent X R&E 78] AWS Directory Service , A EBEIEE T
BEMAEHER, AEENT LMA Microsoft AD B A} , REEFACRT ETE K,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

(T ) ETUTHH AN CloudWatch REEREX TR LET, BEEALSTS , T
PUSRERT R EMERIFEE A CloudWatch, XEHEEA Amazon EventBridge 3 Amazon
CloudWatch Logs RS , RFEEX T FEF ALK,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

SR 42 0| 2R A BUE LU T SUEM B Systems Manager.

Sl B & BUE LU T SUEME Systems Manager

Eﬁ Amazon Elastic Compute Cloud ( EC2 ) SRFIAMNITEVREN EEHZZHENREERT
A, BREECEANAREBE. RWTREERS , SN BMEES & R E IR E — NEUER B
Eﬂbﬁ ID, ERBEMNZZIEHRWIE EC2 iHEN LLEKE AWS Systems Manager SSM Agent B , 1§
LAREBBH ID AE, BABA ID ZBEHEMEERT SXT Systems Manager FRFHEZ £ 117,

/A Important

RIFECIEBEN AN , Systems Manager M EMFECERH ID REEZFH ARG RTELD, &
FGEERHBEFHELZEMNE. WREEFZEHEIXAGTED , TgEaEXREER.
MREBERNNELR , AR —NFEE.

X FRE S HA R A
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BUE T I R & W] [a Systems Manager JEM At it EY LAV ET ESEE . 3 HARYBUE X B LART[E Systems
Manager ¥t RS2 RELANEEEMATM, MRBESH , NEEFERZSEBER Systems
Manager JFMtE ZRGSE[HELN . BRECIZBIFHEE

TR EDEM B SN A 1 BR 55 28 M AWLBUE EM LA el |, B4R EEM S Systems Manager
RET R, B LUE Systems Manager ###|& Fleet Manager PRV E R T UL+ EBUH
AMFEERXNT R, FERFEA AWS CLI a5 deregister-managed-instance , SR API A
DeregisterManagedInstance,

XTHREATR

EETR2N AWS Systems Manager Bt ERVEA1TE . AWS Systems Manager X% Amazon
Elastic Compute Cloud (Amazon EC2) &4, 48 & AR A fRSSEFHE LY (VM) , BREHM TR
BHRWELH., FEXNTRUHMEMRRNIEESM, WE , 26 —HIRIE EC2 k6. EURBERZ

Hi , deregister-managed-instance S8 S M E BB o

KT RERE

mMEAEH AWS Command Line Interface (AWS CLI) 2% AWS Tools for Windows PowerShell 1123
&, WALUEERE, HFEREIBMARBHTLETHE, FETULLRTRANSR (WAR. AEE
HIME ) WHRRET DL, UATR—NESEEREN AN Linux ITE LETH AWS CLI Rl

PN
T o

aws ssm create-activation \
--default-instance-name MyWebServers \
--description "Activation for Finance department webservers" \
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \
--region us-east-2 \
--tags "Key=Department,Value=Finance"

MRECBBENEETHE , BAEHEREATRE , REFEI N e B ERE,

BIEEINBRERRMBM RFE, WREFFEERBE B2 ARt fRS25 M E DY 2 BARE , N
AIUBEEEPRNRE, FEMAMY |, &0 7E A B S5 85 M E DU B IXE# 2| Systems Manager

BEHEXERSFNELN., EEER , BahellsBREET R ID, #7E Systems Manager 251 &
R HIXLE ID AHE M- B RN RFSB|/INELN. EXxNAERERARELIRENER T HRZERME
REXATRNER , #2H HFicREXT &,
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® Note

R A Systems Manager SR BE , ML ENEDEFRL, HIEHR AWS CLI 5%
Tools for Windows PowerShell 3k 612 585F .

MREBFBHEMEA Systems Manager EEARHRFZEDELYL (VM) , TLURHEBUEEM . BXE
B ESHEREHNZEHETREEIMEERNT Ro

£
« {£/ AWS Management Console €13 T REEXN T SEME Systems Manager BV EE
- FRBSTUERTEREESXT UEMEI Systems Manager BYEUE

£ AWS Management Console 812 A FRHEER T KM E| Systems Manager K H
SE
BIRFEET RBUE

1. 1518 https://console.aws.amazon.com/systems-manager/ , 3TF AWS Systems Manager 12 #l

AN
Ho
2. HESMBEKD , %8 Hybrid Activations (E&EBUE).
3. EEIEBE
i
W REE Y ET AWS X B X5 E Hybrid Activations ( JE&BUE ) ThRE , iBi%#E Create an

Activation ( BIZEUE ) -

4. (A% ) X TF Activation description ( BUE#ER ) |, WA LBUEN#ER, MREITRIBOEKRER
SERMEL , BATEWE W AR,

5. 1£ Instance limit ( SRBIRS ) # , EEEEREIRFIEME AWS BT S E8. BMIAER 1D
=4

6. XF IAMrole (IAM B ) | EBE—PMHATFEHNRSSMNELHE=HH AWS Systems
Manager #{TIBEHN RS A EE

« JEI 1 : % Use the default role created by the system ( EA RS CIEZNERINAR ) LUERH
AWS EHNABMITE XK,
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« I 2 : %R Select an existing custom IAM role that has the required permissions ( & —4
BEAMENRENIEEEN IAM A6 ) UMEAZZCIZNEEENAG, AGUIME
fEE "Service": "ssm.amazonaws.com" WEEXRKE, MREWN IAM BB REFEX
RRBAEEEN , MW E A TEIR

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam: :<accountid>:role/SSMRole

BXOUENAEBNESEER , BEH RESHNSZZHEFLIE Systems Manager FTER 1AM
REAE,

¥t F Activation expiry date ( BUEEIHAEHE ) , NiZBEEE— 1 EIHHH, FIH LT RARK
WENEH , HETEEBEEARRE 30 XK. BRIAER 24 DA,

(® Note

NRFEESHEMEIMESHREAT R, B4 BFNRE, TH BN E M
BEFEZETHT RIRBEAEE,

( /Ji% ) 7 Default instance name ( BRIASEBIEH ) FB& , EEENSLBEXKRNAEREER
TRETRHIRIREME,

R BIRBIE, Systems Manager M EIFFEBCERR M ID REEZH A,

FRTSTEERATRIEERXT SEME Systems Manager BBCE

LLRERENAB T A AWS Command Line Interface (AWS CLI) ( 7 Linux 2 Windows L ) 5
AWS Tools for PowerShell 82 & =B0E,

B BUE
1. ZREHBEE AWS CLI 5 AWS Tools for PowerShell ( 21 R i R MITZIRE ) -

2.

BXER , BSRLEREH AWS CLI FFZFTIRA AR Z3% AWS Tools for PowerShell,
BITUATHTUSIE—NEE
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® Note

s ETEHNGSH ,  region BN EBECHWER. BXxXEN region BEWFIX , B
2% (Amazon Web Services —fi#Z%) HH Systems Manager service endpoints Y

Region %1,
« Niam-role SPIENABLMEBTIEE "Service": "ssm.amazonaws.com"

MEEXRRER., WREH AWS Identity and Access Management (IAM) & &R 1EE
ERRRBEPEELEN , NSWBSATHEIR

An error occurred (ValidationException) when calling the CreateActivation
operation: Not existing role:
arn:aws:iam::<accountid>:role/SSMRole

BXUEBHAENESEE , B5H DRSNS MR F 2 Systems Manager Fi &
B 1AM RS A,

« X¥F --expiration-date , FIRHRRIEENNHMBE ( Hlm
"2021-07-07T00:00:00" ) , IEREEBMN T, EHZS LR 30 XIEEER
B, mREKRBEHEINHAE , BUEHENE 24 MR H,

Linux & macOS

aws ssm create-activation \
--default-instance-name name \
--iam-role iam-service-role-name \
--registration-limit number-of-managed-instances \
--region region \
--expiration-date "timestamp" \\
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

Windows

aws ssm create-activation ~
--default-instance-name name *
--iam-role iam-service-role-name *
--registration-limit number-of-managed-instances "
--region region "
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--expiration-date "timestamp" ~
--tags "Key=key-name-1,Value=key-value-1" "Key=key-name-2,Value=key-value-2"

PowerShell

New-SSMActivation -DefaultInstanceName name

-IamRole iam-service-role-name

-RegistrationLimit number-of-managed-instances

-Region region °

-ExpirationDate "timestamp"

-Tag @{"Key"="key-name-1";"Value"="key-value-1"},@{"Key"="key-
name-2";"Value"="key-value-2"}

THER—MIF.

Linux & macOS

aws ssm create-activation \
--default-instance-name MyWebServers \
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances \
--registration-limit 10 \
--region us-east-2 \
--expiration-date "2021-07-07T00:00:00" \
--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

Windows

aws ssm create-activation #
--default-instance-name MyWebServers #
--iam-role service-role/AmazonEC2RunCommandRoleForManagedInstances *
--registration-limit 10 A
--region us-east-2 A
--expiration-date "2021-07-07T00:00:00" A
--tags "Key=Environment,Value=Production" "Key=Department,Value=Finance"

PowerShell

New-SSMActivation -DefaultInstanceName MyWebServers

-IamRole service-role/AmazonEC2RunCommandRoleForManagedInstances
-RegistrationLimit 10 °
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-Region us-east-2 °

-ExpirationDate "2021-07-07T00:00:00" °

-Tag
@{"Key"="Environment";"Value"="Production"},@{"Key"="Department";"Value"="Finance"}

MR RIEBUE |, RSO ENRE —MNMEUERBA 1D,

AR E Linux 77 R L& 3E SSM Agent

REBNBUAEEESMNZZHEFRIE EC2 ( Amazon Elastic Compute Cloud ) Linux it &l L& %
AWS Systems Manager SSM Agent, ZIRZ it XIEREMZ IR HEA Windows Server ITEHL ,
BSRT—FR . WIU7EES Windows 7 & _E %% SSM Agent,

/A Important

WEEEATRENZINED EC2 EHILAMNITENER, EEEAT Linux B EC2 3£
fl E TEHZ % SSM Agent , ISR E5& A T Linux By EC2 324l E F 3 R MEE SSM

Agent,

EFFRE , B ZBE BIEESBUE LS =UEMEl Systems Manager /58 BUR & BUE fa W B 19 -0E
KRBAMBCE ID, HBUTRERERENRBA ID,

region &R} AWS Systems Manager X8 AWS XI5 BFRIRAF , HlI0 us-east-2 WREEFRS
(HxB ) XiFl, BRZEFEN region EWFIEK , 85H (Amazon Web Services —fxZZE) i

Systems Manager service endpoints B9 Region %1,

Fln  BENEERE (BZBMN ) X3 (us-east-2 ) FEEAF Amazon Linux, RHEL, CentOS A
SLES 64 Z#9 SSM Agent , iEEALLT URL :

https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/linux_amd64/amazon-ssm-

agent.rpm

Amazon Linux 1,Amazon Linux 2, RHEL, Oracle Linux, CentOS, and SLES

+ x86_64

https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_amd64/
amazon-ssm-agent.rpm
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» x86

https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_386/
amazon-ssm-agent.rpm

+ ARM64

https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_armé64/
amazon-ssm-agent.rpm
RHEL 6.x, CentOS 6.x

+ x86_64

https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_amd64/amazon-ssm-agent.rpm

* x86

https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_386/amazon-ssm-agent.rpm

Ubuntu Server

+ x86_64

https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_amd64/
amazon-ssm-agent.deb

+ ARM64

https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_armé64/
amazon-ssm-agent.deb

* x86

https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_386/
amazon-ssm-agent.deb

Debian fR%5 23

+ x86_64
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https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_amd64/
amazon-ssm-agent.deb

+ ARM64

https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_arm64/
amazon-ssm-agent.deb
Raspberry Pi OS (formerly Raspbian)
* https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_arm/
amazon-ssm-agent.deb
ERENMZ=IEFMIE EC2 itEHl &% SSM Agent

1. BFEENMSTIMERIRSBF[IELAL,

2. MRFERHTTP X HTTPS R , N AJRTE L F Shell 2IFFIZE http_proxy =|
https_proxy FETXE, MREFFEHANRE , WIS R,

XF HTTP RERS R , FESTITPRALTSH T :

export http_proxy=http://hostname:port
export https_proxy=http://hostname:port

NF HTTPS RERS R , BEGSITHRRMAUTSHGS :

export http_proxy=http://hostname:port
export https_proxy=https://hostname:port

3. FUTwHERZ—EFIHMWEE SSH A, FHUFNEZBRITUERRET RBUER £ EE
BFBCE ID , LEREMHTE SSM Agent ¥ AWS XI5 $riRFF , ARG Enter,

(® Note
BEEUTEEFAGE :
- MREFZBAF , M| sudo TRBEN,
- MNBIEBREEERFTENMHEE AWS XiF T& ssm-setup-cli,
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« ssm-setup-cli X#F manifest-url &M , ZIET A AXRBEREN TE KRR, &
IEBMALRER |, BNIE DN LIRS EETE,

o SEMEHIRT , FMNERAN ssm-setup-cli BEHMN T HEE, ssm-setup-cli TRHB
TEHRASERER,

o SEATBAE A AL R AV AR IUE ssm-setup-cli HER,

region &< AWS Systems Manager X##) AWS XiZ BIFRIRATF , Bl us-east-2 W EE
RE (BB ) XE, BXXEW region BMIIEK , 25 (Amazon Web Services —fig%
#) F# Systems Manager service endpoints B Region %,

AL | ssm-setup-cli BIELLTIEI :

« version -HMEN latest M stable,
« downgrade — A ¥FfF SSM Agent BER N REIMRA, IEE true ZEFHMRAHNRE,
« skip-signature-validation- £ FEHMELEREH AP LR KT,

RHEL 6.x 1 CentOS 6.x

mkdir /tmp/ssm

curl https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/3.0.1479.0/1linux_amd64/

amazon-ssm-agent.rpm -o /tmp/ssm/amazon-ssm-agent.rpm

sudo yum install -y /tmp/ssm/amazon-ssm-agent.rpm

sudo stop amazon-ssm-agent

sudo -E amazon-ssm-agent -register -code "activation-code" -id "activation-id" -region
"region"

sudo start amazon-ssm-agent

Amazon Linux 1

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -id
"activation-id" -region "region"
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Amazon Linux 2, RHEL 7.x. Oracle Linux, CentOS 7.x f1 SLES

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

RHEL 8.x 1 CentOS 8.x

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/linux_amd64/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Debian Server

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_amd64/ssm-setup-
cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Raspberry Pi OS ( J& Raspbian )

mkdir /tmp/ssm

curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_arm/ssm-setup-cli
-0 /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-id
"activation-id" -region "region"

Ubuntu

- £ .deb 3

mkdir /tmp/ssm
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curl https://amazon-ssm-region.s3.region.amazonaws.com/latest/debian_amd64/ssm-setup-
cli -o /tmp/ssm/ssm-setup-cli

sudo chmod +x /tmp/ssm/ssm-setup-cli

sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-code" -activation-
id "activation-id" -region "region"

- £/ Snap 2

BIFERNTHRIEE URL , BF snap 852 B3IM Snap BA®EE https://snapcraft.io TERE,

£ Ubuntu Server 20.10 STR & 20.04. 18.04 1 16.04 LTS Lk , SSM Agent Z&EF X4 ( 2
REZHFIXHMEEXH ) HFEEEULTBE RS : /snap/amazon-ssm-agent/current/,
MRENN B FPNEAIEREXGHITER , WATFFXLEXHM /snap BFREHEF /etc/
amazon/ssm/ B, AEMEXHREH ( /var/lib/amazon/ssm, /var/log/amazon/

ssm) o

sudo snap install amazon-ssm-agent --classic

sudo systemctl stop snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo /snap/amazon-ssm-agent/current/amazon-ssm-agent -register -code "activation-
code" -id "activation-id" -region "region"

sudo systemctl start snap.amazon-ssm-agent.amazon-ssm-agent.service

/A Important

Snap Store F#) candidate BB B & &#TIRAHK SSM Agent ; i stable BEHRRETE
MR EFRER candidate BB LAY SSM Agent lRARE R |, BELEM Ubuntu Server 18.04 F
16.04 LTS 64 (U REAX TR LETATH T,

sudo snap switch --channel=candidate amazon-ssm-agent

@SN SSM Agent TERHAZEI RGNS EHREFNESBEITEN L, LGFTAEL SSM
Agent , A/5 8 Systems Manager RS SEM T E o ixi‘l‘%fmfjuﬁ: ERRETR. K Systems
Manager Bt E# Amazon EC2 £t REBER TR, {BFE Systems Manager ##I&H , BHES]
ETREEERZ M-’ Amazon EC2 EHIBERX 5,

#REE N2 B S Windows T 5 E &% SSM Agent,
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ENERHBI R

R T IRZEWRR , B LA AWS Systems Manager {32 ( SSM Agent ) BRB N B RBEENZ
SIHRBEAE R, BULAER SSM Agent MRS 3.0.1031.0 SiE S ARAR G L IHAE. AU TIREF
=]l

£ SSM Agent BLE AR IEEMZ R ENE RS
1. £ Linux ITBH LS MEF /etc/amazon/ssm/ , BETE Windows it E#Hl ES#iE| C:\Program

Files\Amazon\SSM,

2. {4 amazon-ssm-agent.json.template WA EHIFE N amazon-ssm-agent.json
HEFT X, Saveamazon-ssm-agent.jsonfE@— B+ , H#Hamazon-ssm-
agent.json.templatefyF .,

3. # % Profile. KeyAutoRotateDays., M AZRFLEEIRBRILEBHANERERE.
4. EFE3 SSM Agent,
BREHREER , FEH B3 SSM Agent,

BT VR BRA RIS R B E X SSM Agent By EfthThaE. AXTAREBMEREMAMENZIIIEK , &
SREEREME Y.

BUHEMREFEMEET R

&A LAM AWS CLI j?,{’*ﬁba‘ﬁ%ﬂ: Windows PowerShell ¥ T &3k i DeregisterManagedInstance
API ? 1/E J’/{HY/ﬁ/Iﬂﬂ-/ /E}EM:’FJ-/ e} J’XT%_/I\ZI_T‘@U CLl hAﬁ% .

aws ssm deregister-managed-instance --instance-id "mi-1234567890"

EBRARENERIMES , BB amazon-ssm-agent. json XHFH
IdentityConsumptionOrder &, RESETUTGHS :

amazon-ssm-agent -register -clear

BRI VERBCHEMEEFEMTEN. BREUTSRREFTEIMITEN. TUAXESRE , BEERX
TRFBEAEREATRIKRPETR.

£ IEEC2Linux iItEN LEFIFMIEET R
1. EEIENITEN,
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2. BITUTHS. BEANENFNESRNEAUBREET RBENERNBUEBMBUE D, UK
EM BT E SSM Agent B XIZARIR AT,

echo "yes" | sudo /tmp/ssm/ssm-setup-cli -register -activation-code "activation-
code" -activation-id "activation-id" -region "region

F3E EC2 Linux Tt & #l_EH SSM Agent Z2 353t 1T BEHERR

ER LT EERAE B EHERESEE Linux HENEESHNZ SZHHEH T SSM Agent B HIERAY[F]
Hfio

W E DeliveryTimedOut &i%

A& F— AWS Ik FERITENEE N2 AWS KF WRET AR, BTEBRITEN LRZE
SSM Agent fr /g , &BFUE| DeliveryTimedOut,

RRAR  EWFHFHR |, DeliveryTimedOut BTN KB, EERT R LER% SSM Agent B s
FTREUFETANTRID,. BFHRID EER , FHALERMNBSHITRAK, SERNERE
BT R

ToEIE T [KRER
B BTREDDE , SSM Agent HiIRAEFERUTHEIR :

Unable to load instance associations, unable to retrieve
associations unable to retrieve associations error occurred in
RequestManagedInstanceRoleToken: MachineFingerprintDoesNotMatch:
Fingerprint doesn't match

HUEN ID ZEERRAFHEN , BE2EREHER.
BRAR  BEFRLAE , FETUATH T, L TRETEN ID EERRREFE,

umount /etc/machine-id
systemd-machine-id-setup

WA EIR S Windows 11 R £ &% SSM Agent

AREBNBUMAEEENZEHREFN Wlndows Server it &#l L% % SSM Agent, IREITRITE

BENZEHERFER JEEC2 Linux itEH , BRI E—FB], : AM7EES Linux 712 EZ % SSM
Agent,
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/A Important

HEERERATREMSZIEHRIIE EC2 ( Amazon Elastic Compute Cloud ) it&#l. E&
AT Windows Server B EC2 3kfj|l L & H %% SSM Agent , S H 7£i& AT Windows
Server By EC2 X4l L F a2 EMEE SSM Agent.

EFFRET , HE2BE CIBEEBE LT SUEME| Systems Manager FR 58 BB & BUE /g WE B BUE
KRBFBCE ID, EBRUTREREEBETRBA ID,

HERE
1.
2.

MZ=IREH I IE EC2 Windows Server i+ EH| £ %% SSM Agent

BRREENSEHREPNRSH[IEL,
MEFEHA HTTP B HTTPS I |, M AFE X8I Shell RiEFIRE http_proxy =
https_proxy SMELXE, MELEREANRE , MRS LSRR,

XTF HTTP RERSEE , BFIREUATEE !

http_proxy=http://hostname:port
https_proxy=http://hostname:port

X F HTTPS RERRS 2R , TIRENTXE :

http_proxy=http://hostname:port
https_proxy=https://hostname:port

ERA (EE ) ExX T4TFHF Windows PowerShell,

FU T SRE S HAENEE) Windows PowerShell #, &8 Masst# BN IEEEHNER. Dl
m, ERIEERBUER ERNBIERBABIE ID , URTFEEEMNF TE SSM Agent B AWS X
B AR AR BCE R BB FBCE 1D,

@ Note
FEBUTEEFAER :

+ ssm-setup-cli X¥ manifest-url &M , ZIEM AT ARBEREN TEH KRR, &
FEEMELER | BNED R IS EEAE.

o« SRAILAGEF AL IRBEMI B ASRIGIE ssm-setup-cli EHA,
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o SEMEHIET , FXEAR ssm-setup-cli MK THEERE, ssm-setup-cli TS
TSR REER,

region &7~ AWS Systems Manager X358 AWS XiZ BFRIRAEF |, FlI0 us-east-2 WREE
RE (BB ) X, BXXEFMW region EMFIEK , EZSHE (Amazon Web Services — &5
#) By Systems Manager service endpoints B Region %l

AL |, ssm-setup-cli BIELLTIEI :

- version -BMEN latest M stable,
 downgrade — BN E 2 E H R 7,
« skip-signature-validation- E THMELZEREREPILZHRKI,

64-bit

[System.Net.ServicePointManager]: :SecurityProtocol = 'TLS12'

$code = "activation-code"
$id = "activation-id"
$region = "us-east-1"

$dir = $env:TEMP + "\ssm"

New-Item -ItemType directory -Path $dir -Force

cd $dir

(New-Object System.Net.WebClient).DownloadFile("https://amazon-ssm-$region.s3.
$region.amazonaws.com/latest/windows_amd64/ssm-setup-cli.exe", $dir + "\ssm-
setup-cli.exe")

./ssm-setup-cli.exe -register -activation-code="$code" -activation-id="$id" -
region="$region"

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

32-bit

"[System.Net.ServicePointManager]: :SecurityProtocol = 'TLS12"'"

$code = "activation-code"
$id = "activation-id"
$region = "us-east-1"

$dir = $env:TEMP + "\ssm"
New-Item -ItemType directory -Path $dir -Force
cd $dir
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(New-Object System.Net.WebClient).DownloadFile("https://amazon-ssm-$region.s3.
$region.amazonaws.com/latest/windows_386/ssm-setup-cli.exe", $dir + "\ssm-setup-

cli.exe")

./ssm-setup-cli.exe -register -activation-code="$code" -activation-id="$id" -

region="$region"

Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

5. ¥ Enter.

(® Note

MRGBHARM , BINESTHREREHRAAR AWS Tools for PowerShell,

LA SIAT T IRE

« FEHAEITEN LZRE SSM Agent,

- [@ Systems Manager FRSSEM T o
« BRERCATABHIERBA :

Directory: C:\Users\ADMINI~1\AppData\Local\Temp\2

Mode LastWriteTime

d----- 07/07/2018 8:07 PM

{"ManagedInstanceID":"mi-008d36be46EXAMPLE", "Region":"us-east-2"}

Status : Running
Name : AmazonSSMAgent
DisplayName : Amazon SSM Agent

Length Name

ZITBENIEERRET R, IE , XEEEXTATEIER M- ERFRIR, EALAER AWS CLI
% describe-instance-information B H API @54 Describelnstancelnformation , £ Fleet Manager &

MIEEXATRNELEERERA TR
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ENERHBI R

R T IRZEWRR , B LA AWS Systems Manager {32 ( SSM Agent ) BRB N B RBEENZ
SIHRBEAE R, BULAER SSM Agent MRS 3.0.1031.0 SiE S ARAR G L IHAE. AU TIREF
=]l

£ SSM Agent BLE AR IEEMZ R ENE RS
1. 7£ Linux 1T EN LS MZF /etc/amazon/ssm/ , H&ETE Windows Server 1T E#H LS F C:

\Program Files\Amazon\SSM,

2. {4 amazon-ssm-agent.json.template WA EHIFE N amazon-ssm-agent.json
HEFT X, Saveamazon-ssm-agent.jsonfE@— B+ , H#Hamazon-ssm-
agent.json.templatefyF .,

3. # % Profile. KeyAutoRotateDays., M AZRFLEEIRBRILEBHANERERE.
4. EFE3 SSM Agent,
BREHREER , FEH B3 SSM Agent,

BT VR BRA RIS R B E X SSM Agent By EfthThaE. AXTAREBMEREMAMENZIIIEK , &
SREEREME Y.

BUHEMREFEMEET R

EAT LM AWS CLI =i {&Bhi& i F Windows PowerShell #9 T B3k i/ DeregisterManagedinstance
API 24E , LEBUEEMIEET R, A TR -7l CLI @F :

aws ssm deregister-managed-instance --instance-id "mi-1234567890"

EBRARENERIMES , BB amazon-ssm-agent. json XHFH
IdentityConsumptionOrder &, RESETUTGHS :

amazon-ssm-agent -register -clear

ETEREER R EROEMITEN. REAT ST ENEREMHET R RAXESRE
EHRER T ANBRELEX T RFIRTLR,

£ Windows BAITEN LEFEMIEET R
1. EEIENITEN,
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2. BITUTHS. BEANENFNESRANEUERBEHERNERNBEBMNEE D, UREMN
T & SSM Agent B X510

'yes' | & Start-Process ./ssm-setup-cli.exe -ArgumentlList @("-register", "-
activation-code=$code", "-activation-id=$id", "-region=$region") -Wait
Get-Content ($env:ProgramData + "\Amazon\SSM\InstanceData\registration")
Get-Service -Name "AmazonSSMAgent"

£ Systems Manager B8 %1% %

EFNBAKFHNREEER NBH AWS loT Greengrass #ZOEZF N B BN EEMRITHIREES,
SERXETSE , 2REB AWS K- EEAFR FNRENAF IERA AWS Systems Manager kil &
REBHEMIE AWS loT Greengrass Mg % o

@ Note

« macOS H Windows 10 A% &M T AWS loT Greengrass B9 SSM Agent, & gEfEH
Systems Manager EEREERBEEFEAXHMRERENLEZRE.

- Systems Manager &z AREE RN AWS loT Greengrass /MR BB ERE . BEFEH
Systems Manager B AWS loT #&AMEZFIE AWS 418 % , MAEARESBIERTH
HITHME, BXEZEER , H5F RS NS =HERFEA Systems Manager,

- Ef¥ Session Manager f Microsoft NFABF T EEMNB 5 RZFREER , XTEAER
XHIEE, BXEZER , B3R IR EMEE,

FHARIER T

BINEWLZREZFBEATER,

o BEREZEMTHERGHEEN AWS loT Greengrass ORENER, BEXEZELE | HSH AWS
loT Greengrass f & A A IEEFHIRE AWS loT Greengrass Version 2 #/AMZ %o

« BBIRZMIE AWS Systems Manager Agent (SSM Agent) &, BXEZER |, HSH
Systems Manager X HMWIRER S,

o WHRB MR S Systems Manager fRFEE. Systems Manager X & E i EZEN L
ZiR%o
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KT REVLGZRZ

7 Systems Manager i & AWS loT Greengrass & F R U TEE,

(® Note

BXRNLEREFEE SSM Agent BIEE. , S E (AWS loT Greengrass Version 2 FF XK A
AR hHvEE AWS Systems Manager Agent.

NENDLEIRZLE IAM RS AE

AWS loT Greengrass #/0i% % EE AWS Ildentity and Access Management (IAM) ARSS & €& &E
AWS Systems Manager &S, t& & AWS Security Token Service (AWS STS) AssumeRole ##
F 3t Systems Manager [RESHEFE. BRENETN AWS K/ SIZURFZAE—IX. R AWS loT
Greengrass iR & i B & 2028 SSM Agent B4Rt |, #BEH RegistrationRole SHIEER AR, W
REERSHZEHERREF EC2 TRANECIELAR® , NI AR IS TR,

(@ Note

BRIl PMREAFRERDSZIRE LEA Systems Manager , M 47E IAM 3 HiRg
¥ MA Systems Manager API FYRXR,

S3 PRI ER

MREHIUATE—BER , BLRETEILIRE ZETH Amazon Simple Storage Service (Amazon S3)
FHEBAREE N IAM XPRFEEE .

« R 1 BET - VPC A UFE A RNFERN VPC EEIZ XIFM AWS BS , UKRHE AWS
PrivateLink 28 VPC % R RS

- B 2 BITEFE AT Systems Manager BRI CIRH S3 F#4M , 20 Run Command @R =
Session Manager 2 iEM i 7 2| S3 FEEP, EHRE 2 , FREBALHEREXHIEEENL

S3 FREMERPNIRBITERE. ZEFTHAEX S FHEBXBNERLEATRSAE,

(@ Note
MR EHIRE ZPH AR BEITRIERA Patch Manager , TUBh A 3% A0 S X 4 T B i
K arn:aws:s3:::patch-baseline-snapshot-region/* #1715,
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region &7 AWS Systems Manager X ##) AWS X8 WFRIRAF , B0 us-east-2 XA
XERI (H#HXZB ) XiFgl. BXRZEMN region EWFIEK , i5SE (Amazon Web Services
—f%5 %) HH Systems Manager service endpoints #J Region %1,

AWS CLI
79 AWS loT Greengrass #5612 IAM fRE & & (AWS CLI)

1. ZREHEE AWS Command Line Interface (AWS CLI) ( f1R & RHITIZIRE ) o

BRER , BEHLEREH AWS CLI BYERFRA.

2. EAMITENLERAUATEERBR —NXXAXH , XHBFRELTF SSMService-
Trust.json. BREMR .json XY BBRFIZIM.

(® Note
BXT A, BEEIT SSM Agent ZBEEI AWS loT Greengrass &g Z I E LB
Mo

{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}

3. 3TFF AWS CLI, E8121Z JSON XM B FT , 15217 create-role S UBIERZ AR, HE
NnnnntBRNEBESHER.

Linux 1 macOS

aws iam create-role \
--role-name SSMServiceRole \
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--assume-role-policy-document file://SSMService-Trust.json

Windows

aws iam create-role ~
--role-name SSMServiceRole *
--assume-role-policy-document file://SSMService-Trust.json

4. BT HRIEIT attach-role-policy T H , AR FENCEZNERZACLIELXFSTHE, Z2ET
B BRI IR R B FE A Systems Manager 21T S HIR R,

® Note
BRNIB5ARZ W RSB E X H R N K85 A T3 Amazon Elastic Compute Cloud
(Amazon EC2) L6l oI Kfilfl B X H W REEME. BXU TSP EAN IAM K
NWEZELR , HSHEE Systems Manager FTEHSEHIRR

( ) BITUTHRUA T L L REZER AWS Systems Manager BRI e

Linux 1 macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole *
--policy-arn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MEANRFZACHUET BHEN S3 FHMER , HETUTHS , LA AWS Systems
Manager Agent (SSM Agent) iG] £ Z KB PIEEN FMEM. & account_ID
my_bucket_policy_name BiRAEKH AWS IKF ID FEFENEE M

Linux 1 macOS

aws iam attach-role-policy \
NERDEREBE IAM RS AR 62
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--role-name SSMServiceRole \
--policy-arn arn:aws:iam::account_ID:policy/my_bucket_policy_name

Windows

aws iam attach-role-policy #
--role-name SSMServiceRole A
--policy-arn arn:aws:iam::account_id:policy/my_bucket_policy_name

( ik ) BT TS U LY SSM Agent R &R &1 8] AWS Directory Service , LARLE il 418
ZMAEHER, REEREEIREZMA Microsoft AD B & , REAGFTEEFEALER,

Linux 1 macOS

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

Windows

aws iam attach-role-policy ~
--role-name SSMServiceRole *
--policy-arn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

( A% ) BITU TS LAY CloudWatch REBEBZIRE LiE1T,. BIFEALSS , T
EERE LNEEHFHEEA CloudWatch, X HZZE A Amazon EventBridge 5 Amazon
CloudWatch Logs ER&EAt , RS AT FEMFE ALK,

aws iam attach-role-policy \
--role-name SSMServiceRole \
--policy-arn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

Tools for PowerShell
7 AWS loT Greengrass 582 IAM BRFS A€ (AWS Tools for Windows PowerShell)

1. WMREEKRLZEMEE AWS Tools for PowerShell ( 5 F Windows PowerShell W T & ) |
BRITIXERE,
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BXEER , 5% % AWS Tools for PowerShell,

2. EAMTENLERAUATEERBUIR —NXAXH , XHBFHELTF SSMService-
Trust.json, BREM .json X4 BBREZM,

(® Note
BXT B, BEMEIF SSM Agent ZBEE] AWS loT Greengrass &g Z AT E LB
Mo

{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"

}I

"Action": "sts:AssumeRole"

}

3. EEE#ENX T PowerShell , FE8IZ LI JSON XHH B FZH , RO T AREIT New-
IAMRole A2 RF A€,

New-IAMRole °
-RoleName SSMServiceRole °
-AssumeRolePolicyDocument (Get-Content -raw SSMService-Trust.json)

4. EWTAHAXEA Register-IAMRolePolicy , A AT EZCIBHRFACUIEXFESTE. Z2ES
M E BRI ID IR R R F A Systems Manager i21To BRI R,

(® Note
&7 AWS loT Greengrass SMEF I KR ENRSHBEFMN KB ERA T H EC2 =4I
BIELHIEE N HHREMERE, BXUTHSHERAN AWS KBNESEER |, H25
B & B Systems Manager P& B S BIABR o

(XF ) BITUATHSUATFLZEZER AWS Systems Manager BRS#% 0B &Eo

NEWDEIRE G IAM RSAE 64


https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Register-IAMRolePolicy.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Register-IAMRolePolicy.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Register-IAMRolePolicy.html

AWS Systems Manager ArfEm

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

MERNRZAGAURT BHEN S3 FMMER , BETUTHS , LAY SSM Agent R 1E 1%
REEFIEENE®ET. N account_ID M my_bucket_policy_name E#a R EH AWS Ik
P 1D ME#EE R

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::account_ID:policy/my_bucket_policy_name

( Wik ) BT T @R LAY SSM Agent AR &1 18] AWS Directory Service , AR EIH %1%
ZMABHER, REEFLEZIRZMA Microsoft AD B XAt , RE AT EEMA LR,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/AmazonSSMDirectoryServiceAccess

( A& ) BITU TS LAY CloudWatch RBEBZIRE LiET,. BIFEALSS , T
BEIRE EWERNEEA CloudWatch, XEHZE#EH Amazon EventBridge = Amazon
CloudWatch Logs EREE , REAET FEF ALK,

Register-IAMRolePolicy °
-RoleName SSMServiceRole °
-PolicyArn arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

EiE AWS loT Greengrass MV ik &

&R R REN AWS loT Greengrass /MR E, RENESERHIAIENRERGNREE
R, URLENEEIREZ LA AWS loT Greengrass Core Bi#f, BEXEZER |, 525 AWS loT
Greengrass FF & A R IEEFHYIZE AWS loT Greengrass Version 2 B /ME & o

S #T AWS loT Greengrass THEXRABH ELEIRE LLE SSM Agent

f£ 73 Systems Manager X B fMBE AWS loT Greengrass ZOMRENRE—SH , BEEFH AWS
loT Greengrass AWS Identity and Access Management (IAM) R&ZBRFAE (LA TEREA

Bt AWS loT Greengrass B9l 1% & 65
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) , LR AWS Systems Manager Agent (SSM Agent) 82 %] AWS loT Greengrass & &, Bx
XESENEER |, B5SH (AWS loT Greengrass Version 2 Developer Guide) ##J Install the AWS
Systems Manager Agent.,

£ SSM Agent EBEBFi&Z 5 , AWS loT Greengrass & B3l 6] Systems Manager JEfH &M%, B
W TERITEHMEM. B AFHREER Systems Manager hEER R, EEMEE AWS loT
Greengrass %%

® Note

BEIRBE VAN EEB EZPH Systems Manager lRFEE. Systems Manager T X FE Wi iE
B &IER,

79 Systems Manager €]# AWS Organizations ZREE &

£ AWS Organizations g BAHLR KT , B D B EEIK S RKINITAE AWS RS WAMEEEES.
EIEKF AP RBER Systems Manager 7 EBLEREE A IKS, , LAH4T Change Manager. Explorer
# OpsCenter HEE{ES . AWS Organizations & — T~ EERS , BAUATCRAUBHAH D E
AWS ik LLEERREBIX LIRS, % AWS Organizations BI{S & , 2% (AWS Organizations A
Fi6®E) HH AWS Organizations.

Change Manager, Explorer 1 OpsCenter ( AWS Systems Manager #9—“NZhgE ) & AWS
Organizations Bt & , AEALNFMERAKS EIRITES. BREENFTE Systems Manager i
EIE—BEREER, EMEEAKFXARH S EEINALRNK R,

FB

« X} Change Manager i ZREE A

« Xt Explorer FRZREE R

« X} OpsCenter FZEREE A

%t Change Manager FFAEREE &7

Change Manager 2 — /Ml EEEEZR , AFIER. ., KEMHRESNARFEENEMIZHE
WIRETE,

# Systems Manager /2 AWS Organizations ZiREE 5 66
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MRIBEENALFFER Change Manager , B REREEAKFREEMERA K WEEE
R, BOHENIRE. EARERIREINRE , £ LLN Change Manager iR B H 5A LR — B FEH H I BEER
BEEAKF, WREF Change Manager S8/ AWS Ik —EEA , WFAEERREEBAKF

FRIABER T , Change Manager EREMREERERKFPMESLEEHRNES, BXRXENHLARE
Change Manager NEEZREERWIHEE , BSR WAL RE Change Manager ( EEKF )

/A Important
MRBEBEANALRERA Change Manager , BENBWBANEZREEAKFAHITER. 28R
BADMNALRPWEMKEHITER , EXEERF2EZREEAK,PIRE , LR ENZ
KREE,

Xt Explorer FHZMREE R

Explorer @ — N BEXMEZEZRHER , ATIREE AWS XiF 19 AWS Ik EE #HiE
( OpsData ) WREME.

BA AR Systems Manager BREZMEEAIKF, , B FRBRHIER LS S AWS Organizations
HLEFERAXRREZMNXEFIKSH Explorer ##E, ZEREE R ATLAER AWS Management
Console, AWS Command Line Interface ( AWS CLI ) 2t AWS Tools for Windows PowerShell # 3,
5% A2 & Explorer #i7,

&7 Explorer ERZRERRAKSE , BALLRERAKEBRSIN - AWS K/ , AAHREERR A
LA 22 S BR 2 K 7 A X830 3 O

B LAE A Explorer , BBALERNFTE AWS K BT RIERIE. BXUMAM Explorer R0 B EIRE
BRAMEER  BSHLEZREER,

Xt OpsCenter FHZEREE 7

OpsCenter RIMH T —1MNHOMIE , SEIRMMIT T AR UTELLEES AWS BIRHEXE
ZE THEU ( Opsltems ) . WREIEFERA OpsCenter B~ EHPEE Opsltems , M AFE AWS
Organizations FIREHL,

£ OpsCenter B Quick Setup , A AP ELEIREE A MK HEE OpsCenter REHEE
Opsltems, BXEZELR , BZH ( Ali% ) £/ Quick Setup BlE OpsCenter ABEIK - EIE

Opsltems,

Xt Explorer A ZREE R 67
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AWS Systems Manager FI E MR E

M KA LIRAE | WA AWS Tk HOIRERAR,

SEM AWS K F

MBIERE AWS IS, BERU T SEROER 1,

SEM AWS Tk P

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. EBERELNHBAHRTERE.
EoEMet | FiED-BBE  EREABSFEEERA —NRIEB,
LEGEM AWS Ik Y, REFLE—N AWS IKFRAF . BRAFPERFRZKSPHRE

AWS RS MBRR, FNREHRESREK , FAAFIEERHRNR , A RRAERRAFSKRNITE
ERASCERRRHES.

SEMERERE , AWS EBKIE —HEINE FiR4, EEMME , EMALUBLEE hitps:/
aws.amazon.com/ FiERERWIKFREEYEINIKF R HEBEHIKF

SIEZEREELRMNRNAF,

EM AWS P 5, BRI SN AWS IKFRAF , B AWS IAM Identity Center , 8| —/NE
BEAF , UEEEARAFRITEEES.

R ER AWS K ARA P

1. EERAFHRALEN AWS Ik B Fif#Fitur , AKFHEE 5B &% AWS Management
Console, EF—M Lt , B ALK,

EREMEABRAPRZAENED , 255 (AWS 2% Arigm) PHUERAS 59 EF,
2. RAEMBAFBERZESHRIE (MFA),

BXUH , BEZH (IAM AFERE) 98 AWS IKFIEAF B AEL MFA R& (2§58 ).

IR EREREENRKNAF

1. B IAM Identity Center,

EMRE 68
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BXEE , BSH (AWS IAM Identity Center FAF1E§8) HEYE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , JAFP R FEEIHRINR,

BRWMAEA IAM Identity Center B & EXN BB RIEE , 525 (AWS IAM Identity Center F
Figrm) e ERERIAR IAM Identity Center B 3 BLi& B F 7 RIAER.

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

EIREVEA IAM Identity Center PR E XA EMHE , BSH (AWS &F AFIER) K BF
AWS 18] [T,

AR R o Eo s H o P
1. %E IAM Identity Center 7 , Bl —MXPRE , ENREEREN A K BN R REME.

BXRUHA , BSH (AWS IAM Identity Center AP 1ER) PRI OIENRE,
2. MAPFDEI-1M , REANZESTEEIZFBRNR.

BXUEE , BHSHE (AWS IAM Identity Center A #5R) A EIRINLE

PIZEEER G RNRA A 69
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{#F Systems Manager U 1TEEES

R A AHIETF A ER AWS Systems Manager. &5 3 i{a /531 B Systems Manager B2
Amazon Elastic Compute Cloud ( Amazon EC2 ) SE4I , LA R iMaE I E L6,

BT Systems Manager 2% fINgENES , TEBE —MNELSRHBERNBENERS. mHBENAT
HLETHEE,

FERFMF

Fazal , FRALBEER FRATE EC2 EHIfY Systems Manager FEE IR,

FER B L% SSM Agent B9 AMI 5 3h 3451

B AR IE L T 3R ATIR A AWS Management Console /831 Amazon EC2 3=6l, A2 BEHED
BIRIRBHE—NEEES , R T 2EEFTHE ATRER LT,

ISt

1. BELATMuLITH Amazon EC2 ##|& : https://console.aws.amazon.com/ec2/o

2. MEC2 ##|A#4IEMR+ , 7 Launch instance ( B313EHl ) |, #%$F Launch instance ( B3b
261 ), RENE RIIEDTH%EELaunch instance ( )B313%fl ) -

3. XNWTEMEHRENEN , NERSEHE A — MRS
4. WTHRABFNRERGRE (LIRIBEMRE )  HITUTERAE

a. EEWREFZZ , REIEE Amazon Linux. X2ERA T EHNEFINRERSE (0S).
b. XNFILZ#EHNEEME (AMI) |, FEiEFE Amazon Linux 2 B — HVM kR 7,

5 XNFRBIZEH | MEHIRBFIKRF , NENZFHERESEE, %£F t2.micro KFIXE | X2
BIAER THER, t2.micro EHIEBEEAT AWS RBREE, £ t2.micro TATHAM AWS
X &, BALERRBREE TN t3.micro £6l, BEXEZELR , TS AWS R BEE,

6. XNTEHAX (BEF) WBHANEHN , BE-IBEHAX,

7. NTREFRE , ERFE. NTRLAEN , FIRASEENEUEHERTREA, £RAUT
SR, BAUNERALEZEA  HEBATUEELHCIRNEZSA .

a. 1%3#F Select existing security group ( EEZEMNELZ LA ) .
b. M Common security groups ( BAZ 24 ) A , NIIBEZ2ANRPERENZ A,

TR 70
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8. MRALRECABMRNTNNEREE , BRASRFEMAEEND , X TF IAM EHIFEH , EEFE
£ BLE Systems Manager FrEE RSB ER APt 1T 1% E Y 6l B /Y S AIELE S

9. WTFEMRPINEMEERE , RERINER,

10. ERMEBERD , EFLNVIRERE. TLHEZRER  ERBHEH,

1. BEEIER—MEBIARE , BHEEFIEER, 1%F View all instances ( EEFEFTB XA ) LKA
BWIATEHREZEHE,

12. EXPIRBL | BALUEBRRIRS. BHIXHRFRENRME,

13. AIRERE/LDHATHE , REFTRETHERE , ACERFILEEETT, ERELHXHR
B TRERE , FERSREIFERREER.

£ Systems Manager & # F|3EE =4l
E B AR FE SR

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2

B

ESMBERF , %&#F Fleet Manager,
R EEEINSEFIZ 0N R,
ETRBREREY  ERRFILEKTE,
1%£$% Connect (E# ) o

o ~ @b

& R I8 89 2451
MREBETEREANETHEVNENITESFIMIRE | NEFLX L ZSEH, & 1ESSHRA S ERiZ 3261,
BR IR | BERATUATRE

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. HESMERP  EEXM, EXROFIRPEREH,

3. HRKERKOPRES, LKA,

4. HRERTEWEINR | EFLLE,

Amazon EC2 %Iﬂ#é&t"ﬁﬂﬁi{ﬁﬂ BHRBIELIEZE , ERERAMHERSELTR , RE
ZRBREIMER. EFEEBACNEFEERPBEREL LKA
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{$/ SSM Agent

AWS Systems Manager Agent ( SSM Agent )  —3 Amazon ¥ # , A[1E£ Amazon Elastic Compute
Cloud ( Amazon EC2 ) 3£fl, 4% %. ARF|[MELA (VM) LiZ1T. SSM Agent
Systems Manager AILAE#H, BEEMEEXLR R, KEE AWS Cloud F4EK B Systems
Manager REHIER , RAREBERPIEENSRXEITEN . SSM Agent Z/5EA Amazon Message
Gateway Service ( ssmmessages ) FPRASFMITE R KEE Systems Manager fR$. ( 7 2024 &
ZBIHEHE AWS X /B, RAMHITE Bt I AEET Amazon Message Delivery Service ( BRE 8
R.ec2messages ) K[E, )

MREHEERE , ME2RIARERXATKRE ssmmessages. * KRR A BES ec2messages. * in R
TEE. BXESEE , HSH 3%  ec2messages. ssmmessages F1E A APl #1E, BXF SSM
Agent HEFHEZ] Amazon CloudWatch Logs WEZ{E R , HSH 112 AWS Systems Manager,

AEN
« THEHE X SSM Agent IR ARMAT
- WFEHEBR SSM Agent

T#EAE>X SSM Agent I ARMAT

FERAAREEHNER BB TESKE AWS Systems Manager Agent (SSM Agent) 3 7 f##iZ{CEEH TE
RE,

£

+ SSM Agent lRA 3.2.x.x FUE1TH

+ SSM Agent EiF £ £ R

« XTF A ssm-user Ik

+ SSM Agent # Instance Metadata Service (IMDS)
+ {R¥ SSM Agent R FTIRE

1R SSM Agent R B FARMIE K., Bah Mk
« & AWS Xig B SSM Agent ;RB E#

+ SSM Agent 5 AWS & S3 FiiRH1TEE

« BEHRFNZET SSM Agent B9 AMIs

T #RA % SSM Agent BIE R AT 72
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« EEAT Linux B9 EC2 SE4I L SSM Agent

« E5EAT macOS B EC2 324 E{FF SSM Agent

« 1E5& AT Windows Server B9 EC2 324 EFH SSM Agent

« IEERE SSM Agent RS H B3R E

+ [EERE SSM Agent A&

- BF SSM Agent BE

- B SSM Agent FRHIXI B H Bl a5 TR

- Bz E#E SSM Agent

+ 118 SSM Agent &%l

SSM Agent fxAs 3.2.x.x FIE1TH

5 Quick Setup AR BRIAE N BB EL E N EHIRT , SSM Agent [ —A GBS FUEFMEE /var/
lib/amazon/ssm/credentials ( &M F Linux 1 macOS ) =X $PROGRAMFILES%\Amazon\SSM
\credentials (&M F Windows Server ) , IfRHZIEEFZARINTHEERBIEEN IAM A6
EEMMR, £ Linux £, RA root K F 8EiGEIX L4EIE, 7 Windows Server £, R SYSTEM
T = RS 3 B 2 R =F BE 1 (R IX L 4EE .

SSM Agent EIE4E £ K

REBNABXWAE SSM Agent BTN FRMTEENNRHNEZRE LS.

(® Note
FNLGERWZFRERE, DTFLEIEZEERNER AWS loT Greengrass Core 3
# , BLiE —/ AWS Identity and Access Management ( IAM ) RS A& | HEH AWS loT
Greengrass ff SSM Agent FPE X8 &. BXEZEE , 8ZH £ Systems Manager EE
BEIRE

FEitEHY L2 SSM Agent 5 , EEEHMNXRF 885 Systems Manager fRSH# THEE,

£ Amazon Elastic Compute Cloud (Amazon EC2) k4l L | F4£ Bt i 2 32 51 4 35451 B & ST
RAEXENPR, £3E EC2 itEH L , SSM Agent EE M E EWEIE X P IREFTERIAR |
B TF /root/.aws/credentials ( Linux l macOS ) = SUSERPROFILE%\.aws
\credentials ( Windows Server ) . P& NNRNERESBUELRFIRINE X4

SSM Agent iRAs 3.2.x.x FiIE{TH 73
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BE , ERIHBERT , UEVHNRRLARLIIRMESMIE , SSM Agent IR EXENVERE
BARETHEES

1’§|JZIEI BT EER EC2 SEHIELE v Systems Manager RE, ZEESEMMN=FIEEXH, B
, ZIREBRELBFZEFATHARARATILIRAFES , H1E LHE%E%E AWS Command Line
Interface (AWS CLI ) Jttéézzz%é—r?éﬁlﬁﬁﬂﬂﬂlﬁ}?@ﬂﬂi:’—ﬁUJ:E’J TUE X

£ 3£ 4| Ei=1T Systems Manager @558 , SSM Agent AT HEASLHREEANKIETRNE
iE , BlanEIE XA 2SR AlEE X HFHPHEILE, XEEF SSM Agent [FiZ BERIAEILIREEFEEN
A ENRFEHKREIE,

® Note

£ Linux f macOS L , SSM Agent ABAF 511217, EIt , SSM Agent E I REHERD
RETEMNE 1E§C1¢4RJ=3:1‘E'<FHF' ( /Troot/.aws/credentials ) . SSM Agent E#E&RE
ERE , FREERM LEAEMA PR REEREU S,

BRUARHEFERZREUTINFEREIE

1. SREEE ( AWS_ACCESS_KEY_ID #1 AWS_SECRET_ACCESS_KEY ) (MR EHE )

2. HEMFZUE XX 3 TF Linux Ml macOS , 3 $HOME/ . aws/credentials ; XtF Windows
Server , 1 SUSERPROFILE%\.aws\credentials ) AREEBUES AWS CLI ZEZFIRMHHIR
PR

3. £%8 AWS Identity and Access Management (IAM) & | MREE— MR ARFFEH Amazon
Elastic Container Service (Amazon ECS) £ & X RunTask APl &4E,

4. M¥HNZE Amazon EC2 £ Ry LIl & X4
5. AN EERE EEEN IAM B&,

BXEE , FSAUTER :

« EC2 LHI#9 3L B8 & X — Bl E Systems Manager Fr 3 B9 32 511X FR

- BEBUE — AEESBUEET SUEME Systems Manager

« AWS CLI Zif - AWS Command Line Interface A FIER WA B M ZIEXHIZE
- BIAEIERMEREF4E -AWS SDK for Go Developer Guide H Y15 E ZiiE

SSM Agent FiE{E &% 74


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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® Note

AWS SDK for Go Developer Guide FHIZARERB 43 T SDK for Go FWERIARREF4% ; B
2 , P4 SSM Agent B UE R th & &R — RN,

X F Ay ssm-user K~

M SSM Agent 2.3.50.0 ik FF s , ZREBXBIE—NEN ssm-user WEAMAFKS , FREFMNE /
etc/sudoers.d B (Linux #l macOS ) EE A A (Windows Server), £ 2.3.612.0 ZBIHRE
AL, kKPS SSM Agent ZREBEXRBHREBH IR, EMRA 2.3.612.0 RESMRAL , ssm-
user IKFFESFERS LBERBINAIE, HLiEFE AWS Systems Manager B Session Manager
hee R B2 ERT |, iZ ssm-user BRINRERGAF . BRI LUEEY ssm-user B ENRERIKH
PAHEH sudoers XHRELMNPR, EEHE SSM Agent & , FENREFRBER ssm-user IKF,

£ Windows Server £ , SSM Agent L BENXFERNITX ssm-user I B FBAIRE. Linux
FEEXH L&E RN ssm-user REFHD,

M SSM Agent 2.3.612.0 [xFF#R , T2 ERAEEEHIZEHN Windows Server itE L L BB BIE ssm-
user Ik, E7E Windows Server 1312 #1285 £ £ Session Manager , 31 81& ssm-user K/ ( 40
REFEE) , AEOAFR 2 EEERE A NR,.

/A Important

N T BRI ssm-user K, BN ZSEHIAY Sl B X A TIRM L ENNR, BXRER,
BSRASE 2 . BIUESR I Session Manager BB ER o

SSM Agent #l Instance Metadata Service (IMDS)

Systems Manager FEE 5 EC2 LBl BIEF EIEFEIZEIT. Systems Manager AILAEH Instance
Metadata Service 1 2 2 ki ( IMDSV1FIIMDSV2 ) 5 R SEHI ST B, & HY K45 A TNBER 15 7] 32451 TT 3
RARSSRY IPv4 b3l : 169.254.169.254, AXEZEE , B2 (Amazon EC2 AIF#ERE) HHLH]
TEBENAFBE.

XF AR ssm-user Ik F~ 75
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RIF SSM Agent BV FTIRZS

MEEFHEERINZE Systems Manager HEXN I B IEEH 1T 7 FH , MK SSM Agent BY EFTHR
Ko TeeERAREBENRIMRATESHIEIEER T XEH B Systems Manager ThEEF 451, H it ,
BINBWEBTRERYEE LK SSM Agent AZFHIERE, BXER , BSHEEHE SSM
Agent, BIRGH SSM Agent EFHEH , H7E GitHub 1T SSM Agent £ %5 1B A E .

(® Note
MRBEFHUEERIME Systems Manager HEXN M B THRER 1T 7 EH , MK SSM Agent B
EHMRA, TeEARBNEFRATESEIEEERNT SEHAZMH Systems Manager Zhag
MeEtE, Hit , RNBUE B ERBERIE LK SSM Agent IBRFHERE. BXEE | B
S F B3 E#HE SSM Agent, EIRBAE X SSM Agent EFRVEH , IE1E GitHub £iTFE SSM
Agent i AT M,
ZRINEZE SSM Agent B9 Amazon Machine Images (AMIs) B 883 E 34 7 & B (8] B 5T 0 &3
IRASH9 SSM Agent, BRATEIUERN SSM Agent B EFH BB N ESHIMNE,

R SSM Agent Z3% B FARBUE N, B =MIBR

SSM Agent &% /var/lib/amazon/ssm/ ( Linux F macOS ) 1 SPROGRAMFILES%\Amazon
\SSM\ ( Windows Server ) £, X% B XRTE SSM Agent FAMNKBIXHF AR | ik
EX ., #HEREEE (IPC) BREMEHEHRK, TE8EH. BITIHBRZEERZPIHNEARNE. &
M , SSM Agent AJgEF ILIEEIETT,

¥ AWS X3 B9 SSM Agent SR E#T

SSM Agent E#7E GitHub FEEF ARG , TREFEKAFAERE , EFRWREAT XET R EE
¥ RIFRE AWS Xig, At , HEZHEXFPEBE SSM Agent BIFTARASET , ATREQ MBI T4
iR HEYHRFE A EAZ X HEHEN amazon-ssm-agent B3 R HIMRAS | 55 A B LAk
&,

EWELM T A SSM Agent lRZA , ATBUETT curl %,

EERLRTHREEBTHTHRERE , BETUATH .

curl https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/VERSION

fR¥F SSM Agent I E&FTIRA 76
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EEEREXHFINTHRERAE , FETUTHS , F region B A SEBEEFERNXE , 4§l
NFERERE (HZEBMN ) XEFEH us-east-2,

curl https://s3.region.amazonaws.com/amazon-ssm-region/latest/VERSION

E A LAEEE R W B hITFF VERSION X4 , TEMEA curl %,
SSM Agent 5 AWS 1TE S3 FEH1TEE

EWITE T Systems Manager 2#ESTEF , AWS Systems Manager Agent (SSM Agent) $5 17 [&] i
% Amazon Simple Storage Service (Amazon S3) 7. X& S3 FRBUUALTFHRE , BiAER
T , SSM Agent £/ HTTP A A E X EFE# R,

BR , IREIETHE Systems Manager BIEFERAELFE R (VPC) ins , MAHFE Systems
Manager B Amazon Elastic Compute Cloud ( Amazon EC2 ) SEfIE B XHHIRHEXNIR , RE
ERENZEHEHRNIE EC2 HENMWRSAGTRM, BN , RRELEFTRXELNBEEZER,

EHEMEA VPC IR BRFREFFEBNEEXATRARNR , BFELIE—NMEEX Amazon S3 X
REERE RS RFEMMEEHNXFEEXH (EAT EC2 X4 ) HRFAE (ERTEEC2 REAXT
K)o

B XKTE Systems Manager REFFEAERIEE (VPC) WAMWER , HSREHAEA T Systems
Manager By VPC im R g & EC2 EHIHZ 24,

(® Note

XERRVEHXT SSM AgentFiFERY AWS HEF#BEHNIEE. BT REEM Amazon S3
BRFFTFEINR. EMNEFTRHAEESH S3 FREBHNR,

BXEZEERE , BTSN TER :

« BL& Systems Manager Fr & 8 LI R
- ERAMEZEHIEFRAE Systems Manager FTER IAM RS A&

ol
. FBNEHERE
. R

- FRAEHEIRILESBUENITEN

SSM Agent 5 AWS & S3 ZEHTEE 77
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« SSM Agent , X BtiE : GitHub

PR AR

TRNEBTXTF Systems Manager 4 SSM Agent TJREE BRI E S3 T,

(® Note

region & AWS Systems Manager X AWS XI5 WFRIRAF , 0 us-east-2 Y RME
ERE (HRH) Xig. BXXIEFEMN region EMFIER , 25 (Amazon Web Services —
%2#£) FH Systems Manager service endpoints B Region %,

SSM Agent FrEER Amazon S3 R

S3 77fi#H ARN

arn:aws:s3:::aws-windows-do
wnloads- region/*

arn:aws:s3:::amazon-ssm- region/*

arn:aws:s3:::amazon-ssm-pac
kages- region/*

arn:aws:s3:::
prod/*

region-birdwatcher-

EEPUN

FEE— N Windows Server BER SR
SSM Xt | dFEE—LHFEFAEZRE, film
AWSEC2-ConfigureSTIG .

E# SSM AgentZEFI L EN, XEFHEBE
2 SSM AgentZE=H 4 , AR AWS-Updat
eSSMAgent  MHMEHSI AN ZREER,
MBARBHEZLENRR , W SSM Agent 2% H
HTTP AR T EEH.

5/ 2.2.45.0 ZHI#Y SSM Agent R AZE1T
SSM X #4 AWS-ConfigureAWSPackage &
/==

R HRA 2.2.45.0 LEEMRAH SSM
AgentfE M 7 K RS AR PR, LRSS AT
BT H4 AWS-ConfigureAWSPackage

IR ZFTE AWS X8 KA ERR | FEM (
) X (af-south-1) FIRGH (K= ) X
(eu-south-1) Brk,

SSM Agent & AWS & S3 FERHITER
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RAriEmE

S3 7#fi#H ARN

arn:aws:s3:::aws-ssm-distri
butor-file- region/*

arn:aws:s3:::aws-ssm-document-
attachments- region/*

DU

A BMRA 2.2.45.0 HESHRAH SSM
AgentfE AN 7 R IRSF WA R PR. 1tLARSS A
Fi=1T SSM X4 AWS-ConfigureAWSPa
ckage

BEARBRAR ST FIEM ( FER ) X (af-south-1)
FEM (K= ) X (eu-south-1) 73 A ENR,

RALXT S3 FEMHNIBRNE , Hhas
B AWS FrEH AWS Systems Manager B9
Distributor ZhBEH XS

SSM Agent & AWS #£% S3 FEBHTER
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RAriEmE

S3 7#fi#H ARN

arn:aws:s3:::patch-baseline-
snapshot- region/*

DU

RN ST EARKR S3 FEBATIL RN
R, MREFEA TS SSM X5, NIXBHFER

e AWS-RunPatchBaseline

» AWS-RunPatchBaselineAssocia
tion
« AWS-RunPatchBaselineWithHooks

« AWS-ApplyPatchBaseline ( JR& SSM
X1 )

(® Note

RIEHR ( B ) X5 (me-south-1)
B, Itk S3 FHERANFERAHMBEY
Eo X FLk AWS XiF , hAUT &
fe o

* patch-baseline-snapshot-
me-south-1-uduvl7q8

RFEIEN ( FFER ) X1 (af-south-1)
o, bk S3 EBFERAEMGEIE,
S F 8t AWS X5 , Sk AL T =64
o

* patch-baseline-snapshot-
af-south-1-tbxdb5b9

SSM Agent & AWS & S3 FERHITER
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RAriEmE

S3 7#fi#H ARN

3¢ F Linux A Windows Server &R H

KR :arn:aws:s3:::aws-ssm- region/*

¥4 F macOS i Amazon EC2 3£
5] : arn:aws:s3:::aws-patchmanag

er-macos- region/*

DU

EEX S3 MmN IHENE  ZEEEEsE
H 5 Systems Manager X 44 ( SSM X84 ) &4
FEAENER, Hlin -

* arn:aws:s3:::aws-ssm-us-eas
t-2/*

* aws-patchmanager-macos-us-e
ast-2/*

%

LA AWS Xig ) S3 B ERY B
ZAE , EIIH ARN FiR. 3 FixLs X |
AL ARN :

« PR ( BM ) X5 (me-south-1) : aws-
patch-manager-me-south-1-
a53fc9dce

« IEM (FFER ) X (af-south-1) :
patch-manager-af-south-1-
bdd5f65a9

o BN (KX ) X (eu-south-1) : aws-patch
-manager-eu-south-1-c52f3f594

« WAMKX ( KFR ) XiF (ap-north
east-3) : aws-patch-manager-ap-
northeast-3-67373598a

aws -

SSM X 14

THRFEEXEEFEBTHN—LEEH SSM X
o
Inarn:aws:s3:::aws-ssm- region/:

e AWS-RunPatchBaseline

SSM Agent & AWS & S3 FERHITER
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S3 FfiE 1 ARN EEPUN
* AWS-RunPatchBaselineAssocia
tion
* AWS-RunPatchBaselineWithHooks
* AWS-InstanceRebootWithHooks
+ AWS-ConfigureWindowsUpdate
* AWS-FindWindowsUpdates
* AWS-PatchAsgInstance
* AWS-PatchInstanceWithRollback
* AWS-UpdateSSMAgent
* AWS-UpdateEC2Config

Inarn:aws:s3:::aws-patchmanager-
macos- region/:

* AWS-RunPatchBaseline

* AWS-RunPatchBaselineAssocia
tion

* AWS-RunPatchBaselineWithHooks

* AWS-InstanceRebootWithHooks

* AWS-PatchAsgInstance

* AWS-PatchInstanceWithRollback

=

LTRRAGERT RN EEERS ( #H%H ) X (us-east-2) F Systems Manager #/EFTER S3
FHEBNIHRNR, EASEBERT , RAYUFEHA VPC iRl , TEEEXLFEEXHIBRSEAEHTE
IR MHIX LR,

/A Important
BMNBEWERREZRE T ERABEA () AERFEXE, 4o, £H

arn:aws:s3:::aws-ssm-us-east-2/* MAER arn:aws:s3:::aws-ssm-*/*, A

SSM Agent 5 AWS 1% S3 FFH TEE 82
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BEREATELSEMNETITERTIH RN S3 F@@EMNiEE, MRENSFREXHERT
ZAXE , RINBUBINXGESEFEHRE—/ Statement R,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::aws-windows-downloads-us-east-2/*",
"arn:aws:s3:::amazon-ssm-us-east-2/*",
"arn:aws:s3:::amazon-ssm-packages-us-east-2/*",
"arn:aws:s3:::us-east-2-birdwatcher-prod/*",
"arn:aws:s3:::aws-ssm-document-attachments-us-east-2/*",
"arn:aws:s3:::patch-baseline-snapshot-us-east-2/*",
"arn:aws:s3:::aws-ssm-us-east-2/*",
"arn:aws:s3:::aws-patchmanager-macos-us-east-2/*"

]

}

EREAHREGRILRE S BUENITE

LI EC2 itEHA T EAMZEREHRR , SSM Agent FIREWZREEYE (MHMIEHRF ) , HE
AXEEMITEEY, BARREBABLELE Systems Manager AP| (I RERF/RF R, XTHME—115
AN ARALFEREREHENREET RXEKER, REFEANEHREFEEER A €4t
FEME,

HiTEYEM N 5 Systems Manager —E2 AN , RESITTEBEARFMNEN. R, ERERIE
RegisterManagedInstance @AY , fFIELQ4LEE Systems Manager Bk

f8/E , K& RequestManagedInstanceRoleToken R Rt |, RIBIFI 2 X HFE P Hy f5 LA 4
BFE, UARAHITENEESEENEGRHTE. NRITFITENEEBIEXHEFFENES
WHETE , NAREBEEENPNXHEEZEE RegisterManagedInstance , N ZIEA,

MELFITENNEESEENECRFZTTE , SSM Agent FITEFWIEL , FHNBEHBFRN
BOEEXHESR , RS ELS%E#ELS RequestManagedInstanceRoleToken, XS H

SSM Agent & AWS & S3 FERHITER 83
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RequestManagedInstanceRoleToken kW , 3} BRI T EREUEEZES Systems Manager B 5
NWABTHE,

HAMBHEZRITHN , SAERIESR , UBhZIMREXTR/ENR—FHEX T RE Systems
Manager BRS5# 1TE{S.

FHATENEEEEXHEPFENEHARFHRHITHERN  RBEFERAUTEZERBERRENTSESE
=R TE

« MR SID (REATEN ID ) FF , MRRAEE,
« BN, MFE P uAEFE , NFRRTEE,

« BN, SUHETENEMNEEESLE , ASAFEENACERERTLER , LBEREFEE
[

DU R BN B R — 5D A IE B,
A BAE SE A SR 6 0 R TR RO 6 R AR LM R L

£ Linux it&E4l L :

sudo amazon-ssm-agent -fingerprint -similarityThreshold 1

£ {E A PowerShell 8 Windows Server it&#l L :

cd "C:\Program Files\Amazon\SSM\" °
.\amazon-ssm-agent.exe -fingerprint -similarityThreshold 1

/A Important

MRATUHEREINAHFZ—RETEN , MXAESSBAERIER, 7 #B#E % LI X
REE , BRMEAERERENRE , HlW0 1,

SSM Agent , X4 At[E : GitHub

GitHub L2t SSM Agent WIRRE , ETEREBEZFEFERE, RIS EHNETENERRERE
EUiER, B2 , Amazon Web Services T X E/TIH AR EE KR,

SSM Agent & AWS & S3 FERHITER 84
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https://github.com/aws/amazon-ssm-agent/blob/mainline/CONTRIBUTING.md

AWS Systems Manager ArfEm

BEHRNZE T SSM Agent B9 AMIs

AWS Systems Manager {XEE ( SSM Agent ) EFi A ZHEH AWS FAIEENE=FRRHUHEL
Amazon Machine Images ( AMIs ) L,

flan , FERUTRERSE 2 —B3IM AMI 812H Amazon Elastic Compute Cloud ( Amazon EC2 ) 35
flrt , BmATgES &I SSM Agent B R :

* AlmaLinux

2017 £ 9 AR ZiE A% H Amazon Linux 1 Base AMI

* Amazon Linux 2

« Amazon Linux 2 ECS {£{t &4t AMls

* Amazon Linux 2023 ( AL2023 )

« Amazon EKS {£{thik Amazon Linux AMIs

* macOS 10.14.x ( Mojave ) . 10.15.x ( Catalina ) . 11.x ( Big
Sur) . 12.x ( Monterey ) . 13.x ( Ventura ) # 14.x ( Sonoma )

« SUSE Linux Enterprise Server (SLES) 12 #l 15

* Ubuntu Server 16.04, 18.04, 20.04 1 22.04

- 2016 & 11 A= LAE XA B Windows Server 2008-2012 R2 AMIs
« Windows Server 2016, 2019 1 2022

@ Note

SSM Agent ATREE T A REFEFELLTIFRPE AWS 1£E AMIs £, XBEXRBHIERE
Systems Manager ZhEE# T2 X IR ERS (0S)

SSM Agent FIAEE R % 1E AWS Marketplace St X AMIs FEHH AMIs £ | B

= , AWS T #EFiXLE AMIs,

IiF SSM Agent BYIRZS

RIFVHICHETE , NETESIRPH AMI IEHEHITEEZBEM LS SSM Agent, tHAIEESRFIE MR
FERE , BREREET. it , BRNBNEEERZHEES LEA Systems Manager 2Bl &t &E
SSM Agent FVIRZS,

BRFET SSM Agent #9 AMIs 85
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RAriEmE

FRAUTEERIEENES EEREHIEEEIT SSM Agent, MNMRBRINKRLZHENRIE , AT

Linux. macOSH Windows Server 32| £ Fzh&,

ERIFRf EREBEE L% SSM Agent

1. BaFXblE , EEFLoM , MERTRAAL.

2. EREHNERTEEZESIXG, Flm , EETER SSH EEE Linux X6l , ERIZEREEE

2l Windows Server 34,

3. REXFNBRERSGRBEZTHT , LKEE SSM Agent BPIRZ

BRERS
Amazon Linux 1

Amazon Linux 2 # Amazon Linux 2023

macOS

SUSE Linux Enterprise Server

Ubuntu Server (32 1)

Ubuntu Server ( 64 {3 - Deb )

Ubuntu Server ( 64 {i - Snap )

Windows Server

DA
AP T3

sudo status amazon-ssm-agent

sudo systemctl status amazon-ss
m-agent

macOS L& B A TEE SSM Agent IRSHY
W, BUUBRERMITHREBAEXMY /

var/log/amazon/ssm/amazon-ssm-
agent.log XREFWRE.

sudo systemctl status amazon-ss
m-agent

sudo status amazon-ssm-agent

sudo systemctl status amazon-ss
m-agent

sudo systemctl status snap.amaz
on-ssm-agent.amazon-ssm-age
nt.service

Get-Service AmazonSSMAgent

EHRFLZE T SSM Agent B AMIs
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® Tip
%EEEE Systems Manager X FWATERIERSLE L EF SSM Agent RESM T,
% EERZE SSM Agent IRBH B R IE,

4. FEmeEEL T B SSM Agent IR7S
RS BREHERET
ERZBERLT , aoHEARARBEREH EEET,

AR RBIE R Amazon Linux 2 35| £ B %% H IE#£151T SSM Agent,

amazon-ssm-agent.service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

BAUR R~ & 7R Windows Server 3Kl £ 2% 3% H IE 5217 SSM Agent,

Status Name DisplayName

Running AmazonSSMAgent Amazon SSM Agent

RS EREERETT
EREEFRT  vhHaRBAREERREH KRBT,

AT R BIE R Amazon Linux 2 3561 £ 2 %% SSM Agent B ¥ Ri=1T,

amazon-ssm-agent.service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago

--truncated--
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AT "1 & 7R Windows Server 324 £ 2% 3% SSM Agent B} R1Z1T,

Status Name DisplayName

Stopped AmazonSSMAgent Amazon SSM Agent

MRREBEEREEHRET  BUURERFINRERSREERA S FIRERE,

BRIERS W

Amazon Linux 1 sudo start amazon-ssm-agent

Amazon Linux 2 1 Amazon Linux 2023 sudo systemctl enable amazon-ss
m-agent

sudo systemctl start amazon-ssm-
agent

macOS sudo launchctl load -w /Library/
LaunchDaemons/com.amazon. aw
s.ssm.plist

sudo launchctl start com.amazo
Nn.aws.ssm

SUSE Linux Enterprise Server sudo systemctl enable amazon-ss
m-agent

sudo systemctl start amazon-ssm-
agent

Ubuntu Server (32 1) sudo start amazon-ssm-agent
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BERS wE
Ubuntu Server ( 64 {i - Deb ) sudo systemctl enable amazon-ss
m-agent

sudo systemctl start amazon-ssm-

agent
Ubuntu Server ( 64 {i - Snap ) sudo snap start amazon-ssm-agent
Windows Server £ PowerShell Fiz{TA R,

Start-Service AmazonSSMAgent

R RER
EEERELT  vhHaRAERERER.

LAUR RBIE R Amazon Linux 2 354 £ R Z % SSM Agent,

Unit amazon-ssm-agent.service could not be found.

LA R4 7R Windows Server 324l £k %% SSM Agent.

Get-Service : Cannot find any service with service name 'AmazonSSMAgent'.
--truncated--

MRREZERE , B LUBRERERERECRAERFFIRE !

« EEAT Linux B EC2 SE4I EFzh REMEIFH SSM Agent
- EEAT macOS M EC2 £4I EF i R MEFH SSM Agent
« E5&EATF Windows Server B EC2 SE4I E Fzh R EMEE SSM Agent

£3ERF Linux B9 EC2 =4l L #H SSM Agent

AWS Systems Manager Agent (SSM Agent) i T4t¥ Systems Manager & 3R 2 BRiE R P A E BT
EITEN. FRAUTEIEFNRERE Linux BERZLRE, BERPEHE SSM Agent.
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£

« I®iF SSM Agent £&

« EEAT Linux B EC2 SE4I EFzh REMEFH SSM Agent
« BLE SSM Agent BA%E Linux TR EEARKE

IBiF SSM Agent &3

EATF Linux EHIBIAWS Systems Manager Agent (SSM Agent) deb 1 rom ZEEF I RUMBRH
NEEN. BAUEALNARIEREREIRENREINERST. MEXEEEAHRASHESR , U
RIBFAK. SALAEA RPM 2 GPG RIFLZERFINEE. UTHEEERT SSM Agent kx4
3.1.1141.0 LEFRA,

/A Important

AETEEE RN LAERAET 2025-02-17 (2025 £2 A 17 B ) B, EIHAERHAK
MZH , Systems Manager FHEAETBHR RGN LEEHH. RINBUERITHLLEEBTR RSS
R, MBEEHZER LM REEH,

EERENXRPIRHNRERSHEREL XN , FSAT X

region &7~ AWS Systems Manager X##) AWS Xig BIFRIREF |, FlI0 us-east-2 FWREXE R
(B%M ) Xigl., BXxXIFM region ERFIXK , ESH (Amazon Web Services —fi§5ZE) HF

Systems Manager service endpoints B Region %1,

A BRERS ZE X URL RETEHXHHE
x86_64 AlmaLinux, Amazon https://s amazon-ssm-
Linux 1. Amazon 3. region.amazonaw agent.rpm
Linux 2, Amazon s.com/amazon-
Linux 2023, Cent ssm-region/
0OS. CentOS latest/1
Stream, RH inux_amd64/
EL. Oracle amazon-ssm-
Linux, Rocky agent.rpm.sig
Linux, SLES
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RAriEmE

R

x86_64

BRIERS

Debian Server,
Ubuntu Server

F & X4 URL RETHXMHR

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
linux_amd64/
amazon-ssm-agen
t.rpm.sig

https://s amazon-ssm-
3. region.amazonaw agent.deb
s.com/amazon-

ssm-region/

latest/d

ebian_amd64/

amazon-ssm-agen

t.deb.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
debian_amd64/
amazon-ssm-age
nt.deb.sig

EEAT Linux B9 EC2 =4I L EH SSM Agent
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RAriEmE

g2y 2| BRERS
x86 Amazon Linux

1. Amazon Linux
2. Amazon Linux
2023, Cent
OS. RHEL

LA XM URL

https://s

3. region.amazonaw agent.rpm

s.com/amazon-
ssm-region/
latest/1
inux_386/
amazon-ssm-
agent.rpm.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
linux_386/
amazon-ssm-
agent.rpm.sig

RETHXMHR

amazon-ssm-

EEAT Linux B9 EC2 =4I L EH SSM Agent
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£ BRIERS L& X URL RETHXHAE
x86 Ubuntu Server https://s amazon-ssm-

3. region.amazonaw agent.deb
s.com/amazon-

ssm-region/

latest/d

ebian_386/

amazon-ssm-

agent.deb.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
debian_386/
amazon-ssm-
agent.deb.sig
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) BRERS ZH X URL RETEX A
ARM®64 Amazon Linux https://s amazon-ssm-
1. Amazon Linux 3. region.amazonaw agent.rpm
2. Amazon Linux s.com/amazon-
2023, Cent ssm-region/
OS. RHEL latest/1

inux_arm64/
amazon-ssm-
agent.rpm.sig

https://s
3.amazona
ws.com/ec2-
downloads-
windows/SSMAgen
t/latest/
linux_arm64/
amazon-ssm-agen
t.rpm.sig

FrEaETRY ER T

EIE SSM Agent WX B 2B , XA THERTERRERSHMEMNRERGSZ. Bl , https://
s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/linux_arm64/amazon-
ssm-agent.rpm. BXTE SSM Agent BN EZER , HSH E£EH T Linux By EC2 324l £
FHLEMEHE SSM Agent.

GPG
I Linux BR$585 EAY SSM Agent 24+

1. EFIUTRE , AERERERRE R amazon-ssm-agent.gpg K34,

Version: GnuPG v2.0.22 (GNU/Linux)

mQENBGTtIoIBCAD2M1aoGIEQFXynAHM/jtuvdAVVaX3Q4ZejTqrX+Ig8E1AMhxyO
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GzHu2CDtCYXxtVxXK3unptLVt2kGgIwNbhYC393jDeZx5dCda4Nk2YXX1UK3P4611
axuuXRzMYvfM4RZn+7bJTu635tA07q9Xm6MGD4TCTVs jBfViOxbrx0g50zWbJdSw
fSR8MwUrRfmFpAefR1YfCEUuZ8FHywa9U6jLeWt20/kqrZ1iJOAGjGzXtB7EZkqgKb
faCCxikjjvhFlawdEqSK4DQorC/0vQc4I5SkP5y2CIbtXvX073QH2yE75IMDIIX9x
r0sIRU0STK3UrWaOVUANEEN5ueKzZNqGG1J1ABEBAAGOIINTTSBBZ2VudCA8c3Nt
LWFNZW5@LXNpZ251ckBhbWF6b24uY29tPokBPwQTAQIAKQUCZ00®iggIbLwUIAsaY
gAcLCQgHAwWIBBhUIAgkKCwQWAgMBAh4BAheAAAOJELWTSVyX3QTt+icH/A//tIsW
I+7Ay8FGIh8dIPNy++HIBjVSFAGNIFWNbw1lZ8uZcazHEcUCH3FhW4CLQLTZ30VPz
qvFwzDtRDVIN/Y9EGDhLMFvimrE+/z401WsJ5DANT6BNX8I5UNIcRt5d8SWH1BE]
2FWIBZFgKyTDI6XzRC5x4ahtgpOVAGeeKDehs+wh6Ga4Wo,/K4GsviP1Kyr+Ic2br
NAIq@q@IHYN1q9zam3YQ+jKwEUNmTj+Bjyzshyv/X8S0@IWwWoXJIhkexkOvWeBYNNt
5wI4QcSteyfIzp6K1QF8gllHzz9D9WaPfcBEYyhq7vLEARobkbQMBzpkmaZua241l
ORaWG5@HRvrgm4aJAhwEEAECAAYFAMTtIoMACgkQfdCXo9rX9fwwqBAAZzkTgYJI38
sWgxpn7Ux/81F2BWR1sVkmP79i++fXyJ1KI8xtcIFQZhzeUos69KBUCy7mgx5bYU
P7NA509DUbwz/QS0QilCqmé4+jtF1XOMXe4FikXcqfDPnnzN8mVB2H+fa43iHR1PuH
GgUWuNdxzSoIYRmLZXWmeN5YXPcmix1hLzcE2TOQn1mOKcu2fKdLtBQ8KiEkmjiu
naoLxnUcyklzMhaha+LzEkQdOyasix@ggylN2ViwVnlmfy@niuXDxW@qZWPdLStF
00DiX3iqGmkH3rDfy6nvxxBR4GIs+MGD72fpWzzrINDgkGI2i2t1+QAX/mps3aTy
+ftlgrim8stYWB58XXDAbOvad@6sNye5/zDzfr@I9HupJxrTzFhaYJQjwPaS1INto
LDInBXohiUIPRYRcy/k@®120FHDWZHT3H6CyY jKOUD5U1xA9H7dsJurANs6FOVRe+7
34ulyxDZ/W7zLG4AVGOzxibrUSoalxwc0jVPVsQAlrwG/GTs7tcAccsIqbI1Py/w
9AgJ18VU2qc8P0sHNXk348gjP7C8PDNGMpZFzr9f5INctRushpiv7onX+aWIVX7T
n2uX/TP3LCyH/MsrNJIrJOQnMYFRLQitciP@E+F+eA3v9CY6MDuyb8ISx5HUGGUSG
S4bKBOcA8vimEpwPoT8CE7fdsZ3Qkwdu+pw=

=zr5w

2. FRASATNEHNBRMAKRF , AL TRERE.

gpg --import amazon-ssm-agent.gpg

3. RIEELY. BFYLHR key-value BN E—SHHE, RIMNEBWEER GPGC KRRIEEL ,
BMEEER RPM RIFZEREF I B2 ML,

gpg --fingerprint key-value
Zw S eRERLCUTHRENH .

pub 2048R/97DDQ4ED 2023-08-28 [expires: 2025-02-17]
Key fingerprint = DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED
uid SSM Agent <ssm-agent-signer@amazon.com>
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B NELTAREE,

DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED

BN, FOREZRE, BxR AWS Support,
4. RFPEHVFIRUMMBRERETHEE MG (MREERHITHIRE ) .

5. RIIRERFIZR., BEYN signature-filename M agent-download-filename
BMATHSENHNREMNIEENE , MAETBEFEBI KT,

gpg --verify signature-filename agent-download-filename

Hian |, ¥ F Amazon Linux 2 £HY x86_64 Z2F3 :

gpg --verify amazon-ssm-agent.rpm.sig amazon-ssm-agent.rpm
ZTRIRERCUUTRENEH,

gpg: Signature made Thu 31 Aug 2023 07:46:49 PM UTC using RSA key ID 97DD@4ED
gpg: Good signature from "SSM Agent <ssm-agent-signer@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED

MEHMHETEEIE BAD signature , MIKER B EHHNIT T IHERE, MREKEIRBZI
Bi , iI§BkR AWS Support BERELZRZRE, BXREINELTEHEHTERESEELEN , R
REMARIELAEZHAME. AELAEREEENEMNANBAHBTTZE , ZHTRUE
., MRHHEEEEIE Can't check signature: No public key , MEIFETHHZ
SSM Agent fixZ< 3.1.1141.0 iE B E S A,
RPM
F Linux BRZ588 LB SSM Agent B4+ 2

1. EFUTLH , REEEMKRFER RN anazon-ssm-agent .gpg B X4,

Version: GnuPG v2.0.22 (GNU/Linux)
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mQENBGTtIoIBCAD2M1aoGIE@FXynAHM/jtuvdAVVaX3Q4ZejTqrX+Iq8ELAMhxy0
GzHu2CDtCYxtVxXK3unptLVt2kGgJwNbhYC393jDeZx5dCda4Nk2YXX1UK3P4611
axuuXRzMYvfM4RZn+7bJTu635tA07q9Xm6MGD4TCTVsjBfViOxbrx0g50zWbJIdSw
fSR8MwUrRfmFpAefR1YfCEUuZ8FHywa9U6jLeWt20/kqrZ1iJO0AGjGzXtB7EZkgKb
faCCxikjjvhFlawdEqSK4DQorC/0vQc4I5kP5y2CIbtXvX073QH2yE75IMDIIX9%
r0sIRU0STK3UrWaOVUANEEN5ueKzZNqGG1I1ABEBAAGOIINTTSBBZ2VudCA8c3Nt
LWFnNZW50LXNpZ251ckBhbWF6b24uY29tPokBPwQTAQIAKQUCZ00®iggIbLwUIAsaY
gAcLCQgHAwWIBBhUIAgkKCwQWAgMBAh4BAheAAAOJELwWTSVyX3QTt+icH/A//tIsW
I+7Ay8FGIh8dIPNy++HIBjVSFAGNIFWNbwlZ8uZcazHEcUCH3FhW4CLQLTZ30VPz
qvFwzDtRDVIN/YSEGDhLMFvimrE+/z401WsJ5DANT6BNX8I5UNIcRt5d8SWH1BE]
2FWIBZFgKyTDI6XzRC5x4ahtgpOVAGeeKDehs+wh6Ga4Wo/K4GsviP1Kyr+Ic2br
NAIQOG@IHyN1q9zam3Y0+jKwEUNMTj+Bjyzshyv/X850IwWoXIhkexkOvWeBYNNt
5wI4QcSteyfIzp6K1QF8qllHzz9D9WaPfcBEYyhq7vLEARobkbQMBzpkmaZua24l
ORaWG50HRvrgm4aJAhwEEAECAAYFAMTtIoMACgkQfdCXo9rX9fwwgBAAzkTgYI38
sWgxpn7Ux/81F2BWR1sVkmP79i++fXyJ1KI8xtcIFQZhzeUos69KBUCy7mgx5bYU
P7NA509DUbwz/QSQilCqm4+jtF1XOMXe4FikXcqfDPnnzN8mVB2H+fa43iHR1PuH
GgUWuNdxzSoIYRmLZXWmeN5YXPcmix1hLzcE2TOQn1mOKcu2fKdLtBQ8KiEkmjiu
naoLxnUcyklzMhaha+LzEkQdOyasix@ggylN2ViWVnlmfy@niuXDxW@qZWPdLStF
00DiX3iqGmkH3rDfy6nvxxBR4GIs+MGD72fpWzzrINDgkGI2i2t1+0AX/mps3aTy
+ftlgrim8stYWB58XXDAbOvad@6sNye5/zDzfr@I9HuUpJrTzFhaYJQjwPaS1INto
LDInBXohiUIPRYRcy/k@120FHDWZHT3H6CYjKOUD5U1xA9H7dsJurANs6FOVRe+7
34uJyxDZ/W7zLG4AVGOzxibrUS0alxwc0jVPVsQAlrwG/GTs7tcAccsIgbI1Py/w
9AgJ18VU2qc8P0OsHNXk348gjP7C8PDNGMpZFzr9f5INctRushpiv7onX+aWIVX7T
n2uX/TP3LCyH/MsTNJrJOQnMYFRLQitciPQE+F+eA3voCY6mDuyb8ISx5HUGGUSG
S4bKBOcA8vimEpwPoT8CE7fdsZ3Qkwdu+pw=

=zr5w

2. FLASAIEHNZARG , AL T ERENRE.
Ipm --import amazon-ssm-agent.gpg

3. RIEEY., BFYLH key-value BN LE—SHPHE, RIMNBWEFER GPGC KRRIFEL ,
BMEZER RPM RIFREEF S B2,

gpg --fingerprint key-value

ZETRIRERCTRENEH,

pub  2048R/97DDQ4ED 2023-08-28 [expires: 2025-02-17]
Key fingerprint = DE92 C7DA 3E56 E923 31D6 2A36 BC1lF 495C 97DD Q4ED
uid SSM Agent <ssm-agent-signer@amazon.com>
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BYONEUATAREE,

DE92 C7DA 3E56 E923 31D6 2A36 BC1F 495C 97DD Q4ED

BN, EOLEZRE, BkR AWS Support,

4. WIIZEBEFILER, BSYUN signature-filename Ml agent-download-filename
BMATHEBENHNRENEENE , OAEFFEN KPS,

rpm --checksig signature-filename agent-download-filename
fln | 33 F Amazon Linux 2 E#) x86_64 2R3 :
rpm --checksig amazon-ssm-agent.rpm.sig amazon-ssm-agent.rpm
ZITRIRERCTRENEH,
amazon-ssm-agent-3.1.1141.0-1.amzn2.x86_64.rpm: rsa shal (md5) pgp md5 OK

MRBERRD pgp , HELESALH , UFReWRKEBEH#HTER, IRHHIEEE NOT
OK (MISSING KEYS: (MD5) key-id) , MIKEREBEWHMITTHERE , HRIEA TR

2 SSM Agent fRA 3.1.1141.0 E R E S MA, MBEHEIREBIZMA , HB R AWS Support
BFREZRIZNRE,

FEERAT Linux B EC2 3=l EFzh RIE=MEE SSM Agent

#£ Amazon Elastic Compute Cloud (Amazon EC2) Linux {E& % £ F3h &% AWS Systems
Manager Agent (SSM Agent) 28l , BB TEE,

SSM Agent &% X URL

& 0] A5 R 126 AR AWS X1 B9 SSM Agent (IR 34, BRATEELIRTAHM Amazon
Simple Storage Service ( Amazon S3 ) FEBHRMLEXH , BALLREAEXHNEARSE D

N
Do

MBETE—ARFH AR L FHRERE , WTAEARNBRORERERFBOH ST EH
Bl KR PRGOS S o T SUBN A P BRI H B Amazon EC2 6.
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MREERECEZEMAIERUATES MR LRERE , RNBWEELME AWS X BV E
RHOEERAREN . WTHERZR  XAURS THEREABDER, EXERRT , RMEWEH
ZRITBHNOZAELREGTRERF

B LR E M Amazon Machine Images

SSM Agent i L% E AWS RHH —L Amazon Machine Images (AMIs ) £, BXEER , R &
% T SSM Agent B9 AMls,

HEHASRRE LR

NREFEERMBSI|HRELAN (VM) ERERE |, LS Systems Manager B8R , ESHWM
FEEE Linux 11 2 E %% SSM Agente BXREDEZIFR LZENREWNEER , S £H Systems
Manager BBl &% %

HREBERBFHEZFTIRE

MREEFHIHEERIMZE Systems Manager HEXN I A ThEEH 1T 7T EH , N &4H SSM Agent BIEFT iR
Ko TeeFERAREBNRIRATEESPHIEIEER T XEHEf Systems Manager ThEEF 451, Rt ,
BNBYUEBTREAEYVEE LA SSM Agent IEFHERE., BXER , BZHENEH 2 SSM
Agent. EFBH% SSM Agent EH MBS , 4 GitHub £iTH SSM Agent %7 148 T &.

ERBRERS

EEERBEERERE LFIHRE SSM Agent BT , BMUA TSI R IEERE — Mk

@ Note
BXRTIEMRERENFHRAETIE , FSH Systems Manager XFHVIRIER S

* AlmaLinux

« Amazon Linux 2 f Amazon Linux 2023

* Amazon Linux 11
* CentOS
* CentOS Stream

» Debian Server

* Oracle Linux
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* Red Hat Enterprise Linux

* Rocky Linux
» SUSE Linux Enterprise Server

* Ubuntu Server

M Linux SEHIEIE SSM Agent

ERAERATRERSNEFSEEREM Linux EHIEHE SSM Agent, REFEFENRERS , HEHT
HEUT RIS

sudo dpkg -r amazon-ssm-agent

£ AlmaLinux 3£ £ Fzh %% SSM Agent

FERAART PHEBE TR BIEE AlmaLinux 356] E F e ZEREH L L SSM Agent.
FFIRATH AR T

£ AlmaLinux 3E4| L %% SSM Agent 28 , HEEELUTEM :

« BRIEEH AlmaLinux E6] EZ%E T Python 3, X2 SSM Agent IE&E THEFTHAER

s BEXERTEMEET Linux WIRERSZ ER% SSMAgent WEEER |, H51 E5&EA T Linux B
EC2 6l EF L EMEIEH SSM Agent.

E&
« AlmaLinux £ SSM Agent I IRIEZ T
o NIEFEXEH AlmaLinux SIZ2BENRBLZEDT

AlmaLinux £ SSM Agent B IREZ T

FERAUTSREENEH EFFHLRLE SSM Agent. IR EALBTHNREH.
FHREIRER T

£ AlmaLinux 3E4| L %% SSM Agent 28 , HEEELTEM :

« BRTIEEH AlmaLinux E6] EZ%E T Python 3, X2 SSM Agent IE&E THEFTAER
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£ AlmaLinux L% % SSM Agent

1. FERAEESZE (H0 SSH ) EZEEEM AlmaLinux £,
2. EHRFIEMNTSHESEFLETE.

® Note
ENELL TS M URL B ec2-downloads-windows B % , X2 AlmaLinux B
FR+BEREH,

x86_64 34l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 L4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) BEAUATHIRIEIRERSERET.

sudo systemctl status amazon-ssm-agent

EREBHERT , v 2BERBEEESTT , MTENREIFIR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
Main PID: 4898 (amazon-ssm-agen)
Tasks: 14 (limit: 4821)
Memory: 34.6M
CGroup: /system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 Jusr/bin/ssm-agent-worker
--truncated--

ERPBBERT , d v oREREBELRERET , WTFEN R R
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# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEXEERTHERE  BETUATSH S,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NEFEXEMN AlmaLinux BIZBEXREBERERS

HEERAMAEEREZSNEG ELRE SSM Agent B, BRINBIERFHEEEITERERN AWS X5
PR REN

NTUTHS , BINRHTEXERE (HEXHEMN ) XE (us-east-2 ) EAAILTTIER S3 7
Ry

® Tip
836 AT LA A S8 IS Y B T X HE URL B A EBEIEAR AlmalLinux £ SSM Agent By RIEZ
kmt BFEFHLFE URL,

ETHENGSH , fF region B AEBECHEE. BXEIEMWN region EMFIEK , 2 (Amazon
Web Services —fig5&) H B Systems Manager service endpoints B Region %l

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BESF T RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm
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ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BESHELUT =6,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

#£ Amazon Linux 2 1 Amazon Linux 2023 SE4l £ F 3% % SSM Agent

/A Important
REBEM T AT TE Amazon Linux 2 Hl Amazon Linux 2023 SE6I L5 SSM Agent K@
To Hp—LHSTEMT Amazon Linux 1 356, TEHEIREZH, 1EBA1IE,U\IET£§EE’J
THREEENEBIREN R, BXREE Amazon Linux 1 EHI LIZfTHwS , 550 &
Amazon Linux 1 S£4I £ Fzh &% SSM Agent.

ERZHERT , AWS 2H8EH T Amazon Linux 2 1 Amazon Linux 2023 B9 Amazon Machine
Images ( AMls ) Kt ZRIANE IR FTT L %M AWS Systems Manager {X32 ( SSM Agent ) » BXEZ1S
B, BZR EFEMET SSM Agent B AMIs,

IR SSM Agent RFNLLEEF Y Amazon Linux 2 5 Amazon Linux 2023 3£ b | SiEMREEEF
NENRERE , BEALITE LWESREBE,

FHARIER T
F£ Amazon Linux 2 3 Amazon Linux 2023 354l E &% SSM Agent Z 8l , iEEENUTED :

- BXRERATEMEBET Linux WIRERSE LZ% SSM Agent WEEFEE |, iB5R £3EA T Linux B9
EC2 E6l EFah REMEE SSM Agent,
- MREBEREBEHER SSM X1 AWS-UpdateSSMAgent RIWZEREFH 2 EEA yum R RE

FREEXTR LA SSM Agent , REARESE R TEE : “Warning: RPMDB altered outside of
yum.” ( % : RPMDB £ yum ZAREEH, ) ZEERMHER , I L£ 28,

£}
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« Amazon Linux 2 3% Amazon Linux 2023 &) SSM Agent B RIERERD
o AIBFTEXEM Amazon Linux 2 3; Amazon Linux 2023 SIEZBENKREBZEG D

Amazon Linux 2 5% Amazon Linux 2023 £ SSM Agent IR BE R FE S
FERAUTSRIELANES EFh R SSM Agent. LEERERAEBETRANREH,
{5 Fl BRIE & ) AR M 895 7E Amazon Linux 2 3 Amazon Linux 2023 %% SSM Agent

1. ERAEIRAE (HI0 SSH ) EEEFEM Amazon Linux 2 3% Amazon Linux 2023 3E41,
2. SHRFIEMNGSHESES LETE

® Note

ENELL TS H M URL B ec2-downloads-windows B & , Xt 2 Amazon Linux
2 1 Amazon Linux 2023 W IE 4 B L T4,

x86_64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BN AEAUTHTRIEIRERBEEET.
sudo systemctl status amazon-ssm-agent

ERZBERT , v 2RERBEESIT , M TENREIFTR.

amazon-ssm-agent. service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--
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ERODBERT , d T 2BERBELTREEREZT , WTFEN RO R

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)
Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago
--truncated--

BEEXERERTHERE , BETUATHT.

sudo systemctl start amazon-ssm-agent

F B E X8 E9 Amazon Linux 2 3% Amazon Linux 2023 Sl 2B EN REBRZEGS

HEFERAMAREREZNEH] ELE SSM Agent B, BITBIUERF#MEETEEN AWS X5
PR R

NFATaS , BONRETEZERE (BEXBMN ) Xl (us-east-2 ) EAAIATFIHE S3 FHEE
=Bl

® Tip
836 AT LA A SEHIE Y B T UIXHE] URL B A EBEIE R Amazon Linux 1 £ SSM Agent B
RELZEDT BFPNLB URL,

ETENGSH , ¥ region BN EBECWER. BXZEW region BNIIEK , HZE (Amazon
Web Services —fi5#%) HH Systems Manager service endpoints B Region %l

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSF LT RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm
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ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BFSHEALT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ Amazon Linux 1 3£61 EF 3 %% SSM Agent

/A Important

IE 71 AWS News Blog £ Update on Amazon Linux AMI end-of-life —X E I #EE , Amazon
Linux 1 F 2020 £ 12 B 31 BER TR , T 2023 512 B 31 BERTEm A

B, AWS THB R ZRERSIRM Amazon Machine Images ( AMIs ) o & , AWS Systems
Manager &#£& NI AGH Amazon Linux 1 EHIREZF,

AREBRM T ATFTE Amazon Linux 1 34|l EEH SSM Agent B w. HP—EHSTEH
F Amazon Linux 2 1 Amazon Linux 2023 32fll, EH4LIFEZE , FRIUEBEETEFTNED
EESHENEFIRBEXNN, HXEE Amazon Linux 2 8 Amazon Linux 2023 324l LiZTH 8
%, 55 £ Amazon Linux 2 1 Amazon Linux 2023 3£l £ F3)Z % SSM Agent,

ERZHERT , AWS 2EMEATF Amazon Linux 1 B Amazon Machine Images ( AMIs ) Bt ER
INER TZ %M AWS Systems Manager X3 ( SSM Agent ) . BEXEZER |, TSR ERFET
SSM Agent # AMIs,

WMRFET Amazon Linux 1 LFHEHLENRE | FZRIETE LNEERE,

FBIR AR ITH

£ Amazon Linux 1 3£ £ %% SSM Agent Z 8 , BEXZLATEM :

- BXRERATEMEBET Linux WIRERSE LZ% SSM Agent WEEFEE |, iB5H £3EA T Linux B9

EC2 L6l E F i ZEMEFH SSM Agent,

- MREBEREBEHEH SSM X4 AWS-UpdateSSMAgent RIWZEREFH 2 EEA yum R RE
FREERNT R LK SSM Agent , REFTREQE R TEE : “Warning: RPMDB altered outside of
yum.” ( % : RPMDB 7 yum ZAREE R, ) WEERMHEEER , TR E 2R,
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£
« Amazon Linux 1 £ SSM Agent I RIELZ S
« AFFEXIZM Amazon Linux 1 SIZBENREBLZEGD

Amazon Linux 1 £ SSM Agent IREZE ST

FERAUTSRELNEH| EF3hRE SSM Agent, EEBRFERA SR ATANRESH.
1 A POR S IR FENE 85 S 7E Amazon Linux 1 £%& % SSM Agent

1. FERAEIESZE (Hl SSH ) iE#EE Amazon Linux 1 &4,
2. EHEHIEMHPTEHESED LETE

® Note

ENELL TS H M URL B ec2-downloads-windows H & , Xt 2 Amazon Linux
1 WIEBERRESH,

x86_64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

x86

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_386/amazon-ssm-agent.rpm

ARM64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (HE ) AXRPIRMETHS , LMRIREREBEEIET,
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x86_64 F x86

sudo status amazon-ssm-agent

ARMo64

sudo systemctl status amazon-ssm-agent

ERZHERT , v 2RERBERET , W TENTHIFT,

x86_64 Hl x86

amazon-ssm-agent start/running, process 12345

ARM64

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled;
vendor preset: enabled)
Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

ERODBERT , d v 2BERBELTREEREZT , WTFENROIFR.

x86_64 F x86

amazon-ssm-agent stop/waiting

ARMG64

amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled;
vendor preset: enabled)
Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago
--truncated--
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EEXEERTHERE  FETEMRENBT,

x86_64 F x86
sudo start amazon-ssm-agent
ARMG64

sudo systemctl start amazon-ssm-agent

FATE XA Amazon Linux 1 BIEZBEN R EBELZERS

HEFEAMAREREZ RG] ELE SSM Agent B, BITBIUERAFMESTEREN AWS X5
PR R

NFUTaR , BRIORBHTEXERE (BXBMN ) X (us-east-2 ) ERATRTFHIF S3 FEF
YR Bl

® Tip
1836 AT LA A SEMIE Y B E X HE URL B A EBEIE R Amazon Linux 1 £ SSM Agent B
Rzt BFHFNEE URL.

ETENSSH , T region BRNEBCWER. BXIZHEW region EMIIXK , S (Amazon
Web Services —f8Z %) HH Systems Manager service endpoints #J Region %1/,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BESF T RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.xrpm
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x86

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_386/amazon-ssm-agent.rpm

BFSFLT R,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_386/amazon-ssm-agent.xrpm

ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BESREUT Rl

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ CentOS 3:fl EF a3 &% SSM Agent

AWS E#H5ER T CentOS B9 Amazon Machine Images ( AMIs ) Rt ERINE IR T L EEH AWS
Systems Manager fVI2 ( SSM Agent ) » BXAREEH LML RREN AWS HEX AMIs B3Ik ,
BSH ERMET SSM Agent B AMIs,

FAAT b E S T HEEE CentOS 46l EFHLEREFH L E SSM Agent.
FHREI AR THE
£ CentOS 34| E %% SSM Agent Z 81 , IEETELUTEM :

- BXRERATEMEBET Linux WIRERSE LZ% SSM Agent WEEFEE |, iB5H £3EA T Linux B9
EC2 L6l EF i ZEMEFH SSM Agent,

- MREBEREBEHER SSM X4 AWS-UpdateSSMAgent RIWZEREFH ZEEA yum R RE
FIREEXT R LM SSM Agent , REATGELE R TEE © “Warning: RPMDB altered outside of
yum.” ( 8% : RPMDB £ yum ZAREEH, ) ZHERTHER , IUZE£ZHK,

£}
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 7£ CentOS 8.x F %% SSM Agent
« 7£ CentOS 7.x £ %% SSM Agent
« 7£ CentOS 6.x %% SSM Agent

£ CentOS 8.x L% % SSM Agent

Amazon Machine Images =2##;EH F CentOS 8 B9 AMIs ( AWS ) Rt BRIAER TR R AWS
Systems Manager X3 ( SSM Agent ) ., EAZARTTHFHEE AT BIETE CentOS 8 K|l L ZEHEH
TRAE,

FHuinE® T/E

£ CentOS 8 =4l E %% SSM Agent 281 , BEELTEM :

- TRTEZM CentOS 8 324 &% T Python 2 = Python 3, X2 SSM Agent 1IE& TEFTAER,
FT

« CentOS 8 E#Y SSM Agent (W RIELZEHT

o RNEMEXEM CentOS 8 BIZBEENRBLERS

CentOS 8 £#J SSM Agent FyRIEZ %

FERAUTHSRELNEH| EF3hR%E SSM Agent, WEBRFERA SR ATANRESH.
£ CentOS 8.x L& % SSM Agent

1. ERAEEREE (Bl SSH ) EHF|EM CentOS 8 K4,
2. EHIRFIEME ST HESS LEITE,

® Note

ENELL TS S M URL B ec2-downloads-windows B & , X2 CentOS 8 1Y
FRLREREH,
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x86_64 4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM®64 SE 4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) AEAUATHSRIEIRERSERE

sudo systemctl status amazon-ssm-agent

ERZBERT , S 2RERBERET , W TENREIFAR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: active (running) since Tue 2022-04-19 15:48:54 UTC; 19s ago
--truncated--

ERDBIERT , d v oREREBELTRERET , WTFENREIFR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; disabled; vend>
Active: inactive (dead)
--truncated--

EEXEERTHERE  BETUATSHES,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent
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NEFEXER CentOS 8 tIZEENRERZESRT

HEFERAMARREIREZ N R6] LR SSM Agent B, BINBIUERAF#EETEREN AWS X5
PR REN M,

NFUTaR , BRIORBHTEXERE (BXHBMN ) X (us-east-2 ) ERATRTFHIF S3 FEF
YR Bl

® Tip
AT LAEAEHENBENXE URL BAEEEIEA CentOS 8 EHY SSM Agent BYIRIR
Z¥EmT BFPNEE URL,

ETENGSH , F region BRNEBCWER. BXIZEW region EMNIIRK , S (Amazon
Web Services —f§Z#) HH Systems Manager service endpoints #J Region 1/,

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BESRUT R,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BFSHUT =6,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm
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£ CentOS 7.x EZ&% SSM Agent

Amazon Machine Images 2 ##EATF CentOS 7 B AMIs ( AWS ) K BRIAE R TR AWS
Systems Manager fXIE ( SSM Agent ) . AR HEE ATHBIERE CentOS 7 36| L REHEH
TERNRE,
£
« CentOS 7 E#Y SSM Agent (W RIELZE T

- RNEFEXEN CentOS 7 RIBEBEENREREGD

CentOS 7 L#Y SSM Agent BV IRIRZ G+
FERAUTSBREEANESE EFFHRLE SSM Agent. It EIEBERERTRANLEH,
£ CentOS 7.x £%&% SSM Agent

1. EREERE (a0 SSH ) EZEEIER CentOS 7 L4,
2. EHEPIRMEBTHERXS LETE

(® Note
ENELL TS 3 M URL A& ec2-downloads-windows B , X2 CentOS 7
FRLEREH,

x86_64 34l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 sS4

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) BEANUATHTRIERERSELET.

sudo systemctl status amazon-ssm-agent
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ERZBERT , v 2RERBEEESIT , M TENREIFR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)
Active: active (running) since Tue 2022-04-19 15:57:27 UTC; 6s ago
--truncated--

ERDBERT , a v ERERBELTEEREZT , WTFEHNROIFR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)
Active: inactive (dead) since Tue 2022-04-19 15:58:44 UTC; 2s ago
--truncated--

EEXEERTHERE  BETATSH R,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

RNIEFFEXIEM CentOS 7 BIZBEEN R ELRERD

HEERAMAEEREZSNEG ELE SSM Agent B, BRINBIERFHEEEITEFRERN AWS X5
PR REN

NTFUTHT , BIRHTEXERE (#BXBEM ) X (us-east-2 ) AT LXFFIHE S3 F&ERE
B9 Rl

® Tip
R LAEREMERN BE X XE URL HRAEHEIHEA CentOS 7 LH SSM Agent B RIE
ZEmT EFPHEE URL,

ETHWNGSH , fF region BRABECHWER. BXIZHEW region BEMNFIEK , 55 (Amazon
Web Services —f§Z %) HH Systems Manager service endpoints #J Region 1/,
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x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BES R LT R~

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BSHELT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ CentOS 6.x &% SSM Agent

Amazon Machine Images 28 EAF CentOS 6 B AMIs ( AWS ) R ERIAE IR TR %N AWS
Systems Manager fXI2 ( SSM Agent ) » AT HIEE AIHBIERE CentOS 6 3] E REHEH
TRNRHE,

£

« CentOS 6 £/ SSM Agent (W RIELZEH T

. NEFMEXEMN CentOS 6 RIEEENRELZEGD

CentOS 6 £ SSM Agent Y IRIRLZ KT
FERAUTHSRELE NS EFFhR%E SSM Agent, EEBRFERASRBTHANRESH,
£ CentOS 6.x L& % SSM Agent

1. EABEERE (Bl SSH ) EEFEM CentOS 6 KHl.
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2. EHIRFIEME ST HESS LEBITE,

® Note
ENELL TS HM URL B ec2-downloads-windows B & , X2 CentOS 6 1Y
FR+BEREH,

LT REEREABEFR 3.0.1479.0 , AR latest BF, XZREN CentOS 6 T #F
SSM Agent iRZ 3.1 RESRA,

x86_64 L4l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86 £

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm

3. (BW) AEAUTHSRIEREREEREET.
sudo status amazon-ssm-agent

ERZBERT , v 2REREBEESIT , M TENREIFTR.

amazon-ssm-agent start/running, process 1744

ERDBHERT , v 2BERBELTREREZT , WTFEHNROIFR.

amazon-ssm-agent stop/waiting

EEXERATHERE , BETUATHT.

sudo start amazon-ssm-agent
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NEFEXER CentOS 6 tIZEENRERZESRT

LEFEAMARERE ZNEH LR SSM Agent B, BITBIWUERFRESTEREN AWS X5
P RE M,

NFATaS , BORETEZERE (BEXBMN ) Xifl (us-east-2 ) EAAIATFIHE S3 FHEHE
Y =Bl

® Tip
R LAEREMERN BE X XS URL HRAEFEIHEA CentOS 6 LH) SSM Agent B IRIE
Z&EmT BFPHNLE URL,

ETENGSH , F region BRANEBECWER. BXZEW region BEMNIIEK , S (Amazon
Web Services —fi§Z#) HH Systems Manager service endpoints B Region 1/,

@ Note

LT TEERABR3.0.1390.0 , MR latest B, XREAN CentOS 6 FX#
SSM Agent fR7x 3.1 RE ShRA,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_amd64/amazon-ssm-agent.rpm

FSFT RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_386/amazon-ssm-agent.rpm

BFSHLUT =6,
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sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm

£ CentOS Stream 3kl L F 3 &% SSM Agent

AWS £#H5E A T CentOS Stream B Amazon Machine Images ( AMIs ) RHt#ERIATE R TR ERN
AWS Systems Manager X3 ( SSM Agent )  BXAIREEH EMZHENREN AWS EE R AMIs 951
=, BSH EHFET SSM Agent Y AMIs,

A AT HpE B & BYIRTE CentOS Stream £ E Feh REHEH L% SSM Agent.
FFRBIR AR ITH
£ CentOS Stream =4l %% SSM Agent Z 81 , iHFELTEM :

« BXERATEMEBET Linux WIRERS LZ% SSM Agent WEEF R |, 51 &/ T Linux 1
EC2 £l L F i R FMEEH SSM Agent,

F&:
« CentOS Stream E£H) SSM Agent FIHRIELZFEH S
- NIEFEXEM CentOS Stream BIEZEHENREBRESGD

CentOS Stream E£# SSM Agent I IRIRLZ K H T

ERANTSRELEANES EF R SSM Agent, LR ERAERTANREM

FrIREIR R T

£ CentOS Stream £l %% SSM Agent 2 81 , iEEELATEM :

- BRTEEH CentOS Stream 8 35| E L% T Python 2 5 Python 3, X2 SSM Agent 1IE & T{EFf44
== 08

£ CentOS Stream £ %% SSM Agent

1. ERAEIRAE (HI SSH ) EEEFEM CentOS Stream E41,
2. EHEFIEMNGSHESES LETE.
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® Note

ENELL TS+ M URL B ec2-downloads-windows B & , Xt 2 CentOS
Stream W IEE< B EE X4,

x86_64 L4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 L4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) AEAUTHSRIEREREEREET.

sudo systemctl status amazon-ssm-agent

ERZHERT , v 2RERBERET , MTEN RO,

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
Main PID: 4898 (amazon-ssm-agen)
Tasks: 14 (limit: 4821)
Memory: 34.6M
CGroup: /system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 Jusr/bin/ssm-agent-worker
--truncated--

ERODBERT , s v 2BWERBELRREEREZIT , WTFEN RO R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEMAT Linux B EC2 324 £ SSM Agent 120



AWS Systems Manager ArfEm

EEXEBRTHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

RNIBFFE XA CentOS Stream g2 BENRELZER D

HEFERAMAREREZ RG] LR SSM Agent B, BITBIUERFMEETERREN AWS XI5
PR R

NFUTaS , BRIOBHTEXERE (BXBMN ) X (us-east-2 ) ERATRTFHIF S3 FERF
=Bl

® Tip
IR ] LAE REHIER B E X8 URL AT FAIEM CentOS Stream E£H SSM Agent
MREZEGT BFPHLE URL,

ETENGTH , ¥ region BN EBECWER. BXZEW region BNIIEK , HSE (Amazon
Web Services —f#§2#) HH Systems Manager service endpoints B Region 1/,

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

BFSF T RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm
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BSHELT =6,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

1t Debian Server 325l £ F 31 %% SSM Agent

AWS $24t#95E B F Debian Server B Amazon Machine Images ( AMIs ) i # BRIAE R TR EH
AWS Systems Manager V2 ( SSM Agent ) « BXAIREEH EMREREN AWS FEEX AMIs #9751
*, B ERFET SSM Agent B AMIs,

FERAAT PR E B TR BIETE Debian Server 32| E F I ZEREH L% SSM Agent.
FHAHIRER T
£ Debian Server 3£ E %% SSM Agent 281 , BEZLATEM :

s BEXERTEMEET Linux WIRERZ ER% SSMAgent WEEER |, B2 EEA T Linux B
EC2 6l EF L EMEIE SSM Agent.

£
+ Debian Server £ SSM Agent WIREZED T
- REPFREXER Debian Server SlZBEYRBLREDD

Debian Server L# SSM Agent B IRIEZ T
FEHAUTSBRIELANELSF EFHRLE SSM Agent, IR EAERATANREH,
£ Debian Server £ %% SSM Agent

1. ERE®RAE (a0 SSH ) EESIER Debian Server 34,
2. WALUTSGS LXE%@JJ:‘@:‘JE'IE B B &,

mkdir /tmp/ssm

3. BITUTHTUERIIEN B F.

cd /tmp/ssm
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4. EHRAIRMBGTHESH LEITE,

® Note
ENELL TS HM URL B ec2-downloads-windows B & , iX4t1 2 Debian Server
WIEHS R RENH,

% F Debian Server 8 , X x86_64 2#4,

x86_64 34l

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/
debian_amd64/amazon-ssm-agent.deb

ARM64 L4

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/
debian_arm64/amazon-ssm-agent.deb

5. BITUAT&®$.
sudo dpkg -i amazon-ssm-agent.deb

6. (BW)FEEAUATHTRIEIRERSERE

sudo systemctl status amazon-ssm-agent

ERZHERT , v 2REREBERET , WTENTHIFIT.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
Active: active (running) since Tue 2022-04-19 16:25:03 UTC; 4s ago
Main PID: 628 (amazon-ssm-agen)
CGroup: /system.slice/amazon-ssm-agent.service
##628 /usr/bin/amazon-ssm-agent
##650 /usr/bin/ssm-agent-worker
--truncated--

ERDBIERT , d v oREREBELRERET , WTFEN R
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# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
Active: inactive (dead) since Tue 2022-04-19 16:26:30 UTC; 5s ago
Main PID: 628 (code=exited, status=0/SUCCESS)
--truncated--

BEEXERRITHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

FIRFTE XA Debian Server RIZ B EN RIBLEHS

¢ 4 PR SRR E 51 S8 £ %2 SSM Agent B , BRI AR E B TEFRERY AWS [X18,
GEESS N

NFUAT@wT , BIONRHTEXERS (BXBEM ) XiE (us-east-2 ) ERAARFFIHE S3 F&EB
Y =Bl

® Tip
1836 7] LA A S8 IS Y B T X8 URL B A EBEIE R Debian Server L) SSM Agent B
RELEDT BFPNELS URL,

ETENSSH , ¥ region BN EBECHWER, BXXZEW region BENIIEK , HSE (Amazon
Web Services —f8Z %) HH Systems Manager service endpoints #J Region %1/,

(@ Note
%1 F Debian Server 8 , X3+ x86_64 2#4,
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x86_64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_amd64/amazon-
ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
BESFT Rl

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_amd64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
ARM©64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_arm64/amazon-
ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
BSFEUT R,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_armé64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

£ Oracle Linux 3E4l L F 3 %% SSM Agent

AWS RHHERTF Oracle Linux B9 Amazon Machine Images ( AMIs ) R #ERINE IR T AL LM
AWS Systems Manager X2 ( SSM Agent ) « BXAREEH EMRZEREN AWS EEX AMIs B 5
&, BSH ERME T SSM Agent #J AMIs,

FERAT i E B W HBIEE Oracle Linux 35| E Fzh REREH L2 SSM Agent,
FHREIR AR THE

£ Oracle Linux SE#|l L %% SSM Agent 28 , BEEELUTEM :
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- BXRERATEMEBET Linux WIRERSE LZ% SSM Agent WEEFEE |, iB55H £3EA T Linux B9
EC2 L6 L F i ZEFMEFH SSM Agent,

- MBEHBERBEMEA SSM X4 AWS-UpdateSSMAgent BN ZREREHMZEERA yum HHRE
FRERNT R LK SSM Agent , REFREQE R TEE : “Warning: RPMDB altered outside of
yum.” ( % : RPMDB £ yum ZAREEHR, ) ZHEHERTMHER , I NULLZEE,

EH
« Oracle Linux E#) SSM Agent I RIEREMD
o NIEFFEXEH Oracle Linux SIEBENRBZEGS

Oracle Linux L&) SSM Agent W RIELZ T
FERUTSRELEANEH EFhRLE SSM Agent, IEERFEALBAIANZEXH,
£ A RIER S HF ¥ M5 & B 1E Oracle Linux %% SSM Agent

1. ERE®RSE (Fl SSH ) EEZIEM Oracle Linux K4,
2. EHUTHSHESXRS LETEZES.

@ Note
ENELL TS H M URL BE ec2-downloads-windows B & , X4t 2 Oracle Linux
HIEHREBEREH,
x86_64

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

3. (BW) AEAUATHSRIEIRERSERE

sudo systemctl status amazon-ssm-agent

EREZBHERT , v 2BERBEEESIT , M TENREIFIR.

amazon-ssm-agent. service - amazon-ssm-agent
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Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: active (running) since Wed 2021-10-20 19:09:29 UTC; 4min 6s ago
--truncated--

ERPBERT , v 2REREBERZRERET , W TEHN BT,

amazon-ssm-agent. service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: enabled)

Active: inactive (dead) since Wed 2021-10-20 22:16:41 UTC; 18s ago
--truncated--

EEXERRATHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

FIBFRE XA Oracle Linux BIZEENRBLREGS

HEFERAMAREIREZNR6] L SSM Agent B, BINBIUERAFMESTEREN AWS X5
P REN M,

NFUT@RT , BRINEHETEXZERS (BXBM ) X8 (us-east-2 ) EATRFILR S3 FER
YRl

® Tip
B3R LAEREMERN B E XX URL B AEEIEA Oracle Linux £ SSM Agent B R
REEmS BFPHNL2E URL,

ETENGSH , F region BRANEBCWER. BXIEW region EMNIIRK , S (Amazon
Web Services —f#§Z %) HH Systems Manager service endpoints #J Region 1/,
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x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.xrpm

FSEUT RO,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

£ Red Hat Enterprise Linux S£4l = F3) %% SSM Agent

AWS £ #K3EMATF Red Hat Enterprise Linux ( RHEL ) #) Amazon Machine Images ( AMIs ) 7
wERIAE R TTZ ZH AWS Systems Manager /X2 ( SSM Agent ) o BXxAEEH AL ENRIEMN
AWS EER AMIs B3Ik , 55 &% T SSM Agent ) AMls,

[ A R 5 B TA B ATE RHEL 51 E Foh R SR EH R SSM Agent.
FIARTE % T

£ RHEL &4 L %% SSM Agent Z &1 , BFELTEI :

« BXREATEMERET Linux WIRERSZ LR SSMAgent WEEEE |, H23W £EAT Linux 19
EC2 Skfl L Fah LIEMEE SSM Agent.

- MBRBEREBEEMAEA SSM X4 AWS-UpdateSSMAgent BN ZEREFH ZFEM yum B HRE
FHREEXT R LK SSM Agent , REATGELE R THE : “Warning: RPMDB altered outside of
yum.” (% : RPMDB £ yum ZAREER, ) WEERTMHEER , IR 2R,

F&

« 7£ RHEL 8.x #1 9.x %% SSM Agent
« 7£ RHEL 7.x E%&% SSM Agent

- 7£ RHEL 6.x E%&% SSM Agent

£ RHEL 8.x 1 9.x =% % SSM Agent

AWS =E#H5ER T RHEL 8 1 9 # Amazon Machine Images ( AMIs ) RHf BRIATE R T TRZ &K
AWS Systems Manager X3 ( SSM Agent ) » AR EE AR BEE RHEL 8 M1 9 3Ll b &
K EMTENRE,
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FHauinE® T/E

£ RHEL 8 =% 9 k| E %% SSM Agent Z 8 , X ZLATEM :

- BREMLEHN RHEL 8 = 9 56l L &% T Python 2 5 Python 3, X2 SSM Agent IEE T{EFF4E
Mo

£
« RHEL 8 5 9 k£ SSM Agent (W RIELZE T
- NEFMEXESN RHELS M 9 SIEBEENRERESG T

RHEL 8 =% 9 £ SSM Agent Ky REZE S
FERAUTSRELEANIH EF3hRLE SSM Agent, ISR FEALBTHNREXH,
£ RHEL 8.x 5 9.x £ %% SSM Agent

1. ERAE®EREE (Bl SSH ) ERFEM RHEL 8 5 9 3541,
2. EHIRFIEME ST HESS LEBITE,

® Note
ENELL TS H M URL A& ec2-downloads-windows B , Xt 2 RHEL 8 f1 9
WIEHS R REH,

x86_64 34l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 <41

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_armb64/amazon-ssm-agent.rpm

3. (BW) BEAUATHTRIEREREBELET.
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sudo systemctl status amazon-ssm-agent

ERZHERT , v 2RERBERET , WTENTHIFITR,

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
Main PID: 4898 (amazon-ssm-agen)
Tasks: 14 (limit: 4821)
Memory: 34.6M
CGroup: /system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 Jusr/bin/ssm-agent-worker
--truncated--

ERPHBBERT , v 2RERBELTRERET , W TFEN R R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
Active: inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEXEERTHERE  HETUATSHS.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NEFFEXIEHA RHEL 8 Ml 9 QIR B ENREBRED T

HEFERAMAREIREZNR6] EL%E SSM Agent B, BINBIUERAFMEEITEEN AWS X5
PR REN M,

FHFUTHE , BINERTEXERE (#HXH\EMN ) XiF (us-east-2 ) FEARATLFF7E S3 7@
9 =Pl
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® Tip
B3R LAEREMERN BE X XE URL BRAEBEEA RHEL 8 2 9 £ SSM Agent FYRIE
ZEDD BFPHNLB URL.

ETEHNGSYH , § region BNEECHER. BXXEMN region EMFIEK , i§5H (Amazon
Web Services —f#&2#) HH Systems Manager service endpoints B Region %1/,

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSREUT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.xrpm

ARM64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

BESRUT Rl

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ RHEL 7.x %% SSM Agent

AWS E4#95E A T RHEL 7 8 Amazon Machine Images ( AMIs ) FH#HBINE R TR EHN AWS
Systems Manager V32 ( SSM Agent ) . EEAATHEE ATHBIEE RHEL 7 XH|l L2 EHEHL
RRHE,

F&:
« RHEL 7 £ SSM Agent BV REZ Ewm T
« NIEREXEMN RHEL7 tl2BENREBELZESRS
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RHEL 7 £ SSM Agent By iRIE L dp o

ERAUTIRIELEANKS EFHEIE SSM Agent. IEBEEALF/ATRANREM

£ RHEL 7.x %% SSM Agent

1. EABEREAE (i SSH ) E#EFIEH RHEL 7 =461,
2. EFRXRHIRMHGTAEIRG LETE,

(® Note
ENELL TS 3 M URL A& ec2-downloads-windows B & , Xt 2 RHEL 7 WIE
e RREH,

x86_64 =4l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM64 =41

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) BEEAATHSRIEIREREEREET.

sudo systemctl status amazon-ssm-agent

ERZHERT , v 2REREBERET , W TENTRBIFTR.

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)
Active: active (running) since Tue 2022-04-19 16:47:36 UTC; 22s ago
Main PID: 1342 (amazon-ssm-agen)
CGroup: /system.slice/amazon-ssm-agent.service
##1342 /usr/bin/amazon-ssm-agent
##1362 /usr/bin/ssm-agent-worker
--truncated--
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ERODBERT , d T 2BERBELTREEREZT , WTFEN RO R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendor
preset: disabled)
Active: inactive (dead) since Tue 2022-04-19 16:48:56 UTC; 5s ago
Process: 1342 ExecStart=/usr/bin/amazon-ssm-agent (code=exited, status=0/SUCCESS)
Main PID: 1342 (code=exited, status=0/SUCCESS)
--truncated--

EEXEERTHERE  BETUATSH S,

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

HNIEFFEXIEMN RHEL 7 BIZBE EN R EBELEDD

HEERAMAREIREZNR6] LR SSM Agent B, BINBIWUERAF#ESTEREN AWS X5
PHREN M,

NFUTRT , BIRHTEXERS (BXBEM ) XiE (us-east-2 ) AT RFFIHE S3 F&EB
=Bl

® Tip
&35 B LAGE F S8 s 09 B T X 18 URL B AR FAIEA RHEL 7 £ SSM Agent By RiE & 4
BT BFHFHN2E URL,

ETENGSH , ¥ region BRANEBCWER. BXIEW region BEMNIIRK , S (Amazon
Web Services —fi&Z %) HH Systems Manager service endpoints B Region %1,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.xrpm
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BESFLT RHl.

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSHEUT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm

£ RHEL 6.x L %% SSM Agent

AWS 2 4t#95E A T RHEL 6 8 Amazon Machine Images ( AMIs ) FH#HBRINE R TR EN AWS
Systems Manager V32 ( SSM Agent ) » EAZAT HRIEE AJHBIEE RHEL 6 KHl LZEHEHL
RKRE,

F&:
« RHEL 6 £ SSM Agent Ry REZ Ewm T
- NIEFEXEN RHEL6 fIBEENREBRESD

RHEL 6 = SSM Agent By RIR R+
FERAUTSRELANES EFHRLE SSM Agent, ILERFEALBAIRANZEH,
£ RHEL 6.x L %% SSM Agent

1. FEAEIEREE (Bl SSH ) EHEFIEH RHEL 6 K41,
2. EHIXFIRHH RS HESS LEBTE

(® Note
ENEUTHSHM URL @& ec2-downloads-windows B , X2 RHEL 6 B IE
Be BRI,
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LTS EERABE R 3.0.1479.0 , MF R latest BR., X2KEHN RHEL 6 X%
SSM Agent fR 7 3.1 RE ShRA,

x86_64 34l

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86 K41

sudo yum install -y https://s3.amazonaws.com/ec2-downloads-windows/
SSMAgent/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm

3. (BW) BEAUATHTRIEANERSERE

sudo status amazon-ssm-agent

ERZHERT , anoRERBELEET , W TFENREIFR

amazon-ssm-agent start/running, process 1788

ERDBIFRAT , v 2RERBERZRERET , M TENROIFR.

amazon-ssm-agent stop/waiting

EEXEERTHERE  BETUATSH S,

sudo start amazon-ssm-agent

NEMEXEMN RHEL 6 tIZBENREBRER D

X AR REARIE S 1 56 £ 22 SSM Agent B |, RANRWEAFRESTHEREN AWS Kig
G ES SO

NFUATaS , BORETEXZERE (BXEBMN ) X (us-east-2 ) EAAIATFHE S3 FHEH
B9 Rl o
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® Tip
&35 B LAGE F S8 09 B E X 18 URL B AR FAIEA RHEL 6 £ SSM Agent By RiE & 3
BT BFHFHN2E URL,

ETEHNGSH , § region BNEECHER. BXXEMN region EMFIEK , i§5H (Amazon
Web Services —f#§2#) HH Systems Manager service endpoints B Region 1/,

(® Note

LTS EmREABER3.0.1390.0 , MAR latest BF., XEHE N RHEL 6 ~%#F SSM
Agent A 3.1 RE SR,

x86_64

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_amd64/amazon-ssm-agent.rpm

BESRUT R,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_amd64/amazon-ssm-agent.rpm

x86

sudo yum install -y https://s3.region.amazonaws.com/amazon-ssm-region/3.0.1479.0/
linux_386/amazon-ssm-agent.xrpm

BFSHLUT =6,

sudo yum install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-
east-2/3.0.1479.0/1inux_386/amazon-ssm-agent.rpm
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£ Rocky Linux 3£/ £ F3h &% SSM Agent

AWS #E##5ERTF Rocky Linux B Amazon Machine Images ( AMIs ) Rt BRIATE R T2 %8
AWS Systems Manager V2 ( SSM Agent ) » BXAREEH LR ENREN AWS EEX AMIs #9751
* , BSH EXFMET SSM Agent  AMIs,

£ AT B9 15 B AT & B B7E Rocky Linux SE6l E F 3 REHEFH L% SSM Agent,
FFRBIRYER T4
£ Rocky Linux 354 %% SSM Agent Z 81 , EFELTEI :

« BXERATEMERET Linux WIBERZELRE SSMAgent WEEE LS |, H55 £EA T Linux 1Y
EC2 6l EF L EMEIEH SSM Agent.

FA
« Rocky Linux £ SSM Agent BV IREZ Ean©
« NIEPEXEN Rocky Linux RIEZBEENREBREGS

Rocky Linux L& SSM Agent B RIELEdn S

ERUT SR LENLH EFFHRE SSM Agent. IR ERLBATANRENH,

FFRBIRYER T4

£ Rocky Linux 354 E %% SSM Agent 2 &1 , EEELLTEIN :

- BIRTELH Rocky Linux 3K6] EZ% T Python 2 5 Python 3, X2 SSM Agent IE % T4
;)8

£ Rocky Linux £ %% SSM Agent

1. ERAEIEAE (HI0 SSH ) EEEREM Rocky Linux 341,
2. EFIEFIERMNBETHESES EZETE,

® Note

EMELL T @S A URL 28 ec2-downloads-windows B , ix&# 2 Rocky Linux
WIEHL R REXH
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RAriEmE

x86_64 4l

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/
latest/linux_amd64/amazon-ssm-agent.rpm

ARM®64 SE 4

sudo dnf install -y https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/

latest/linux_arm64/amazon-ssm-agent.rpm

3. (BW) AEAUATHSRIEIRERSERE

sudo systemctl status amazon-ssm-agent

ERZBERT , S 2RERBERET , W TENREIFAR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:
Main PID:
Tasks:
Memory:
CGroup:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
active (running) since Tue 2022-04-19 16:40:41 UTC; 9s ago
4898 (amazon-ssm-agen)
14 (limit: 4821)
34.6M
/system.slice/amazon-ssm-agent.service
##4898 /usr/bin/amazon-ssm-agent
##4954 /usr/bin/ssm-agent-worker
--truncated--

ERDBIERT , d v oREREBELRERET , WTFENREIFR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded:
Active:

loaded (/etc/systemd/system/amazon-ssm-agent.service; enabled; vendo>
inactive (dead) since Tue 2022-04-19 16:42:05 UTC; 2s ago
--truncated--

EEXEERTHERE  BETUATSH S,

sudo systemctl enable amazon-ssm-agent
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sudo systemctl start amazon-ssm-agent

NEFEXEM Rocky Linux Sl ZBEXREBEREGRT

HEFERAMAREREZNEH] L SSM Agent Bt , BITBIUERAFMESTEEN AWS XI5
P REN M,

NTUTHS , BINRHETEXERS (HEZHEMN ) X8 (us-east-2 ) EAAILTTIER S3 7
Y =Bl

® Tip
1836 AT LA A SEMIE Y B B X HE] URL B A EBMEIE R Rocky Linux £#) SSM Agent B 1R
EZEDS BFEPHN£E URL.

ETENSBSH , F region BRNEBCWER. BXXZEFW region EMIIXK , HZH (Amazon
Web Services —fig5&) HH Systems Manager service endpoints B Region %l

x86_64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_amd64/amazon-ssm-agent.rpm

FSF LT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_amd64/amazon-ssm-agent.rpm

ARMG64

sudo dnf install -y https://s3.region.amazonaws.com/amazon-ssm-region/latest/
linux_arm64/amazon-ssm-agent.rpm

FSEUT RO,

sudo dnf install -y https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
linux_arm64/amazon-ssm-agent.rpm
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£ SUSE Linux Enterprise Server 324 £ Fzh %% SSM Agent

ERZEERT , AWS 2HMERH T SUSE Linux Enterprise Server ( SLES ) # Amazon Machine
Images ( AMIs ) i BRIANTEIR TZ %K AWS Systems Manager X2 ( SSM Agent ) » BXEZE
B, BZH ERMET SSM Agent B AMIs,

PR SSM Agent RFREHNM SLES KPI £, HEMREFZFHEHMLRNE , FEALLTE LAY
EERFBBE

FHREI AR THE
f£ SLES 34| %% SSM Agent 2Bl , HEELTEM :

- BXRERATEMEBET Linux WIRERSE LZ% SSM Agent WEEFEE |, iB5R £3EA T Linux B9
EC2 L6l L F i ZEMEFH SSM Agent,

£
« SLES E# SSM Agent B IRIERLZ DT
- NEFEXEN SLES tIZEBEENRERESGT

SLES tH#) SSM Agent B IRIEREZEGM S
FERAUTSRELEANIH EF3hRLE SSM Agent, ISR FEALBTHNREH,
FERAPRERE AR STE SLES ER%E SSM Agent

1. ERAEIREAE (Hl SSH ) ERESIEH SLES 24,
2. &E1: A zypper T :

« BITUT@S :
sudo zypper install amazon-ssm-agent

« WAy BHEMR R NE R,

®E 2 FEH rpm @,

« RS EoIZIER B o
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mkdir /tmp/ssm

- BERUNIER B o

cd /tmp/ssm

« BITUTHS (—XR—1) TEHEIT SSM AgentZERRF

(® Note
ENELL TS HM URL A& ec2-downloads-windows B & , Xt 2 SLES MY 1E
e RREH,

x86_64 34 :

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/linux_amd64/
amazon-ssm-agent.rpm

ARM64 3£ -

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/linux_armé64/
amazon-ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm
« (BW) BEEAUTHTRIIREREEREZET.

sudo systemctl status amazon-ssm-agent

ERZBHERT , v 2BERBEEESIT , M TENREIFTR.

# amazon-ssm-agent.service - amazon-ssm-agent

Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; enabled;
vendor preset: disabled)

Active: active (running) since Mon 2022-02-21 23:13:28 UTC; 7s ago

Main PID: 2102 (amazon-ssm-agen)
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Tasks: 15 (limit: 512)

CGroup: /system.slice/amazon-ssm-agent.service

##2102 /usr/sbin/amazon-ssm-agent

##2107 /usr/sbin/ssm-agent-worker
--truncated--

EROBERT , T 2WERBELTREEREZT , WTFEN RO R

# amazon-ssm-agent.service - amazon-ssm-agent
Loaded: loaded (/usr/lib/systemd/system/amazon-ssm-agent.service; disabled;
vendor preset: disabled)
Active: inactive (dead)
--truncated--

EEXERITHERE , BETUATHT.

sudo systemctl enable amazon-ssm-agent

sudo systemctl start amazon-ssm-agent

NIEEXEN SLES SIZBEN R EBLERT

LB FEAMAREREZ RG] ELE SSM Agent B, BITBIWUERAF#MEESTEREN AWS XI5
PR R

NFATaS , BORETEZERE (BEXBMN ) Xifl (us-east-2 ) EAAIATIHE S3 FHEE
=Bl

® Tip
1836 AT LA A SEHIE Y B T X HE] URL B A EBEIE AR Amazon Linux 1 £ SSM Agent B
RELZEDT BFPNLS URL,

ETENSBSH , § region BMRANEBCWER. BXXZEFW region EMNIIFK , S (Amazon
Web Services — &%) H B Systems Manager service endpoints B9 Region %1,
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x86_64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_amd64/amazon-
ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

FSREUT RO,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/linux_amd64/
amazon-ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

ARMG64

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/linux_arm64/amazon-
ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

FSEUT RO,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/linux_armé64/
amazon-ssm-agent.rpm

sudo rpm --install amazon-ssm-agent.rpm

£ Ubuntu Server 3£l £ F31 %% SSM Agent

/A Important
£ 64 {ZhR Ubuntu Server %% SSM Agent 28 , FHEREEANZETELEE, NER
20180627 FriREVIE S LBFBR1& ( AMI ) FF%R , SSM Agent Ef£/ Snap ZEBM L EEIMR
K 16.04 £, FEETLARIEY AMI B2 EVSEHI £ | XA deb ZEREF BRI SSM Agent,
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BEXREZELR , B2H BEELREL 64 1V Ubuntu Server 16.04 £ E# IE# SSM Agent kR
Ao

ERZBHERT , AWS EE#EATF Ubuntu Server B Amazon Machine Images ( AMIs ) Fff# ZRIA
18R TMZ LR AWS Systems Manager X3 ( SSM Agent ) . BXREZER , BSH EXRMET
SSM Agent # AMIs,

R SSM Agent KU L FEHEHAY Ubuntu Server L6l £, REMREFEFHEHMLENRE |, 5EA
LEER 2 R V1S BRF BY A&

FFIARIM AR T
£ Ubuntu Server 4| %% SSM Agent 28 , HEELTEM :

s BXERTEMEET Linux WIRERSZ LR% SSMAgent WEEER |, H51 E5EA T Linux B
EC2 6l EF L EMEIE SSM Agent.

FR

» 7£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 #1 16.04 LTS 64 {4 £ &% SSM
Agent ( Snap )

+ 7£ Ubuntu Server 16.04 1 14.04 64 1 ( deb ) =& % SSM Agent

+ 7£ Ubuntu Server 16.04 #1 14.04 32 {1 £ %% SSM Agent

- WEEZREE 64 17 Ubuntu Server 16.04 3£ E A IEH SSM Agent AR

£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 1 16.04 LTS 64 {i £ &% SSM
Agent ( Snap )

FrEaaIRY ER T

£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 1 16.04 LTS 64 {Z ( Snap ) £&% SSM
Agent 28I , BFEENTER :

B Snap = deb ZEEFHITHRA 16.04 B3

#£ Ubuntu Server 16.04 £ , £/ Snap = deb ZEH 4T L% SSM Agent , E4XBURT 16.04
AMI BIRRZS o
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SSM Agent ZERF X HLE

1 Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 1 16.04 LTS ( %7 Snap ) £ , SSM
Agent ZREF Y (BRABIHEXHMEEXH ) BFEEUTBE RS : /snap/amazon-
ssm-agent/current/. WREX L E FHWEAEEXHHITER , MATFXLTHM /
snap BXEH|ZE| /etc/amazon/ssm/ B%. AEM-HBIXHEAKENR ( /var/lib/amazon/

ssm, /var/log/amazon/ssm) .

£/ Snap candidate #E&

Snap F PR IEBEST R RIMIRAH SSM Agent ( LEMEBRFTHEIRIEE ) ; MARRE
g, BETHAEXRABEENRERECANZRNESEE , FSAKKRRS ( MR https:/

snapcraft.io/docs/channels )

R BABRIZG R RIEBIER SSM Agent fRAEE |, I Ubuntu Server 20.10 STR &
20.04. 18.04 F 16.04 LTS 64 {3E4| LiIZ{TUT %S

sudo snap switch --channel=candidate amazon-ssm-agent

B 18.04 RESHRA LA Snap

% Ubuntu Server 22.04 LTS, 20.10 STR & 20.04 #1 18.04 LTS £ , BiU{VEMA Snap. B M isH
REH ERL2REHZTTREN—NEH, WRTHE SSM Agent 5 Snap —iE2EMA |, FEIE SSM
Agent, RFEIBAERTE Ubuntu Server16.04 Fl 14.04 64 i ( deb ) L& % SSM Agent B BH R
£ , ¥ SSM Agent 7 debian BB ZE, BELXEZH , BRRAZESEEN Debian BHEE
EENREDIREEBNEA Snap.

Maximum timeout exceeded f&ixEE

BT Snap E’JE%UI‘FHEE £ snap MR EELEFE Maximum timeout exceeded iR
MEBRKBIAERIR , FETUATHS (—RET—FST ) REIRE, FLEHREERS

sudo systemctl start snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo systemctl stop snap.amazon-ssm-agent.amazon-ssm-agent.service

sudo systemctl status snap.amazon-ssm-agent.amazon-ssm-agent.service
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1£ Ubuntu Server 22.04 LTS, 20.10 STR & 20.04, 18.04 #1 16.04 LTS 64 %4 £ Z % SSM
Agent ( £/ Snap BF 3 )

1.

BRINE IR T , SSM Agent Z %4 Ubuntu Server 22.04 LTS, 20.04, 18.04 #1 16.04 LTS 64 {i
AMIs ( HFRIREF 20180627 ) ESRA L,

MREBEEELRHRF IR LLE SSM AgentREFZEEMLTERE , BAUERAUATHAE, B%
FERNTHIEE URL , B snap 82 BE3IM Snap MAEE hitps://snapcraft.io FEAE,

sudo snap install amazon-ssm-agent --classic
BITUTHTHE SSM AgentRETEIE1To
sudo snap list amazon-ssm-agent

MR F—%&®HIRE amazon-ssm-agent is stopped, inactive 5 disabled , MiEfTHA
TawsHBEa RS,

sudo snap start amazon-ssm-agent

RERERS,

sudo snap services amazon-ssm-agent

£ Ubuntu Server 16.04 1 14.04 64 4 ( deb ) %% SSM Agent

/A Important

£ 64 {ZhR Ubuntu Server E%&% SSM Agent 281 , HEREFEANRZETELE, WER
20180627 FRIRAVIL B h lL25ER 1% ( AMI ) FF3R , SSM Agent EfE£A Snap ZEBMRZEEIMR
7 16.04 £, EEIFIH AMI SIZZHEH £ | BER deb ZERFERE SSM Agent,
EXEZER , E2H BEELRE 64 1V Ubuntu Server 16.04 324 E# IE# SSM Agent kR
7K, HR SSM Agent 5 Snap —iE2ZEEIEFI £ | HEMEA deb REEFHHETLRESEHN
SSM Agent , 2%, SSM Agent ERETTBER K

ERZBERT , AWS 2HH Amazon Machine Images ( AMIs ) Ubuntu Server 16.04 Bt ZRINIEIR
THRERN AWS Systems Manager {2 ( SSM Agent ) » BEXEZER |, 58 ERMET SSM
Agent By AMIs,

EEMAT Linux B EC2 324 £ SSM Agent 146


https://snapcraft.io/amazon-ssm-agent
https://snapcraft.io

AWS Systems Manager ArfEm

IR SSM Agent RIERRZ 20180627 ZBI TR LFEEFHY Ubuntu Server 16.04 34l £ , 84 Ubuntu
Server 14.04 L HTZERBNREAFTEFHENRZENRE , EEALTE LNERREREZ,

Ubuntu Server 16.04 #1 14.04 64 1 ( deb ) LH) SSM Agent IRIELZE T

FERAUTSRELNEH| EF3hR%E SSM Agent, EEBRFER SR ATANRESH.
{5 F HOR & I FRE L 655 7E Ubuntu Server 16.04 1 14.04 64 i ( deb ) &% SSM Agent

1. ERE®SE (HE0 SSH ) EEBIEH Ubuntu Server £4i,
2. WANTHSUESS LRI B o

mkdir /tmp/ssm

3. EdNIEEE .

cd /tmp/ssm
4. ETUTHT.

(® Note

ENELL TS M URL 28 ec2-downloads-windows B , X2t £ Ubuntu Server
16.04 1 14.04 64 AW EHS /L E K,

wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/debian_amd64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
5. (B ) BTUTaHT2—LUHAE SSM Agent REEE1T.

Ubuntu Server 16.04

sudo systemctl status amazon-ssm-agent

EEAT Linux B9 EC2 SE4] L SSM Agent 147



AWS Systems Manager ArfEm

Ubuntu Server 14.04

sudo status amazon-ssm-agent

ERZHBERLT , s oREREBELEET.

ERPBERT , v oREREBELTRKERET , WTFENRBEIFR.

6. WMRE—%ZHTIRE amazon-ssm-agent is stopped, inactive = disabled , MiE1TA
Ttz — BBz RS.

Ubuntu Server 16.04 :
sudo systemctl enable amazon-ssm-agent
Ubuntu Server 14.04 :

sudo start amazon-ssm-agent

NIEFRE XA Ubuntu Server 16.04 1 14.04 64 £ ( deb ) £#) SSM Agent BIBZBE XL REGH

HEERAMAEEREZSNEG ELE SSM Agent B, BRINBIERFHEEEITERERN AWS X5
PR REN

NFATaS , BRONBETEXERD (BXBEBNMN ) X8 (us-east-2 ) EAALFFIHIE S3 Fik1E
=Bl

® Tip
&3 ] LA R &R B E X8 URL B A =B AT EAY Ubuntu Server 16.04 F 14.04 64
fZ (deb ) LK SSM Agent W IRIELZEW T BFEPHEE URL.

ETEHNGEYP , N region B NEBECHER. BXXEMW region EMFIEK , 5K (Amazon
Web Services —f§2#) H K Systems Manager service endpoints B Region 1/,

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_amd64/amazon-ssm-
agent.deb
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sudo dpkg -i amazon-ssm-agent.deb
BESFUT RO,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_amd64/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

£ Ubuntu Server 16.04 1 14.04 32 { £ %% SSM Agent

ERZBERT , AWS 2## Amazon Machine Images ( AMIs ) Ubuntu Server 16.04 BT BRIATE R
T %% AWS Systems Manager fXI2 ( SSM Agent ) » BEXEZEE |, BSH EHRFET SSM
Agent 5 AMIs,

IR SSM Agent RTFEFTHI Ubuntu Server 16.04 3K Efi &% , MR1E Ubuntu Server 14.04 31T
ZEBENREEEFHEFZENRE , BEALTE LNERRIERE,

Ubuntu Server 16.04 1 14.04 32 {i (deb) = SSM Agent I IRIEZEH T
FEAUTSRELENEG EF3HRE SSM Agent, WWIEFER B AN REXH,
{5 F OR & I FRE L 855 72 Ubuntu Server 16.04 1 14.04 32 i ( deb ) %% SSM Agent

1. ERAEIESE (70 SSH ) EERZA Ubuntu Server SE41,
2. WAUTHSUERS LaBIae B .

mkdir /tmp/ssm

3. EdNIEEtE .

cd /tmp/ssm

4. BZIUTHS,

@ Note

ENELL TS+ M URL A& ec2-downloads-windows B & , Xt 2 Ubuntu Server
16.04 1 14.04 32 U EEaS B L E K,
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wget https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/debian_386/
amazon-ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb
5. (Bi) BITUTHSZ—HE SSM Agent REFEIE T
Ubuntu Server 16.04
sudo systemctl status amazon-ssm-agent

Ubuntu Server 14.04

sudo status amazon-ssm-agent

EAZBELT , a5 2RERBEEET.

ERDEERT , P 2RERBELEERET , W TENRAIR.
6. WMRLE—%mtIRE amazon-ssm-agent is stopped. inactive = disabled , MiZ{1TA
TwesZz—FEz RS

Ubuntu Server 16.04 :

sudo systemctl enable amazon-ssm-agent

Ubuntu Server 14.04 :

sudo start amazon-ssm-agent

N IEFRTE XA Ubuntu Server 16.04 1 14.04 32 1 ( deb ) £# SSM Agent BIBZ B E L REGH

HEFERAMAEERE S NEG ELE SSM Agent B, BRINBIERFHEEETEREN AWS X5
R RFEX .

NTFUTawE , BRIEHETEZERS (BXBM ) X8 (us-east-2 ) EATRFILR S3 FER
YRl
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® Tip
IR A LAE 8 MEN B EN X URL B A EBHIEA Ubuntu Server 16.04 1 14.04 32
i (deb) £ SSM Agent W RIELEWS BFFHLE URL.

ETENGSH , N region BN EBECWER., BXIEMW region BMNIIEK , H5S (Amazon

Web Services —f#§2#) HH Systems Manager service endpoints B Region 1/,

wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/debian_386/amazon-ssm-
agent.deb

sudo dpkg -i amazon-ssm-agent.deb

FSHELUT =6,

wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/debian_386/amazon-
ssm-agent.deb

sudo dpkg -i amazon-ssm-agent.deb

HEELHIE 64 1L Ubuntu Server 16.04 3£ LK IE# SSM Agent kA

/A Important

£ 64 {Z AR Ubuntu Server L% % SSM Agent 281 , FEREEANZETELEH, NER
20180627 FRiREVIL S ALEFER 1% ( AMI ) FF%8 , SSM Agent Ef£ Snap ZEBM LR EEIMR
A 16.04 £, FEEIFIH AMI SIZHSEH £ | BAER deb ZERFELRE SSM Agent,
BEXEZER , BHSH BEELREE 64 {1 Ubuntu Server 16.04 S£4I B9 IE# SSM Agent fR

PN

FER , WRXH LEREZA SSM Agent ( Hlan , — PR Snap ZER , — N EEMH
deb ZEEFLEN ) , MRKEBEFEEERET.

B LERAUTE—FERRIESSFIRR AMIID ¢IZ B8, XEIBEMERAT AWS I8 AMIs,
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KIER AMIID g2 BH (#2815 )

1. B AT MuLiTFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/,
2. EEMSMERLRT , %#F Instances (3£41).

3. B®‘E—-IXH,
4

EHAFEELETFL , KE AMI EHFRTHEFRREFHE YYYYMMDD #RiR%F, HI40 : ubuntu/
images/hvm-ssd/ubuntu-xenial-16.04-amd64-server-20180627,

KiEJR AMI ID €2 BH (AWS CLI )

S S Do
« EfTUTw%.
aws ec2 describe-images --image-ids ami-id

ami-id &R AWS 2HE AMI 8 ID ( #l20 ami-07c8bc5c1ce9598c3 ) o

WMEK , ZSHREELUTREANER , BULEEFRE CreationDate M Name FE&

PUREE B0
{
"Images": [
{
"Architecture": "x86_64",
"CreationDate": "2020-07-24T20:40:27.000Z",
"ImageId": "ami-07c8bc5c1ce9598c3",
-- truncated --
"ImageOwnerAlias": "amazon",
"Name": "amzn2-ami-hvm-2.0.20200722.0-x86_64-gp2",
"RootDeviceName": "/dev/xvda",
"RootDeviceType": "ebs",
"SriovNetSupport": "simple",
"VirtualizationType": "hvm"
}
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BlE SSM Agent LAFE Linux ¥ R EEAARE

Bt EBERE X4 HEERNM http_proxy, https_proxy # no_proxy iR B AWS
Systems Manager Agent (SSM Agent) E2B FEE HTTP REHTERF. MREZRE SSM Agentii iR
MRRBRE , BEXHELRERBIRE, AT EA T upstart 7 systemd I I7 0 BB = 4B
S, EEE , MRITEMFA Session Manager , HTTPS KBRS B/ A Z X,

F&
 BLi& SSM AgentLAERA IR (upstart)
 BLi& SSM AgentbAERA KR (systemd)

FiiE SSM Agent A fEFEE (upstart)
BRBUTERERN upstart FNECIBRBEE B4
£ SSM Agent Ei & 7 £ AR (upstart)

1. HEED B %% SSM Agent BIIEE LI,

2. ITHVIM & EES K AERBEL/EECFERANE HTTP A2 HTTPS RERSES , N THE
Ez_o

NF HTTP REERS S :

env http_proxy=http://hostname:port
env https_proxy=http://hostname:port
env no_proxy=IP address for instance metadata services (IMDS)

X F HTTPS fCE MRS 25

env http_proxy=http://hostname:port
env https_proxy=https://hostname:port
env no_proxy=IP address for instance metadata services (IMDS)

/A Important

FF no_proxy i&BERMEIH , RSIEE IP ik, no_proxy B IP st 2 Systems
Manager B3Rl T $3EBRSS (IMDS ) IR, WMREKRIEE no_proxy , M Systems
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Manager ViR ERARERSN D (MRS A IMDSv1 BB ) |, S&EXT Systems
Manager BV XM ( 20 R=EFH 1T IMDSV2 ) o

« XF IPv4 , iEHEE no_proxy=169.254.169.254,

« XF IPv6 , BEHETE no_proxy=[fd00:ec2::254], EHITHIBERSH IPv6 it 5
IMDSV2 S 5 3B, IPv6 it REEfEEF AWS Nitro System ¥HEHIZH| EiFE, BX
EZER , 555 (Amazon EC2 AF1ErE) FEYSEHI T BIERS RAS 2 ) TIERE,

3. fEFHBF amazon-ssm-agent.override FXHREEUTMNE : /etc/init/
4. FERAUTHSELMEFHRS3 SSM Agent,

sudo service stop amazon-ssm-agent
sudo service start amazon-ssm-agent

(® Note
B X1t Upstart SIMEFRFERA .override XHFMEZFELR , 2 init: Upstart init daemon job
configuration,

BLiE SSM Agent A fE X (systemd)

ERAUT IR SSM Agent BELE N E systemd IEHFEAKIE,

® Note
ISR RSB AEEA T Ubuntu Server 24 (£ Snap % SSM Agent ) #IBAHA
B,

1. EEFIEZE SSM Agentdy =4,
2. BREBRERGRE  BTUTHRZ—H

- B Snap Z% SSM Agent B Ubuntu Server 3= £ :

sudo systemctl edit snap.amazon-ssm-agent.amazon-ssm-agent
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HEHAMRERSE L

sudo systemctl edit amazon-ssm-agent

3. I VIM & EmiER L AGRBELLEERANR HTTP &R HTTPS KERSER , MM TE
EZ_O

EAES R### Lines below this comment will be discarded’®VEBLHFHAE
B iIFEMR.

GNU nano 5.8 /etc/systemd/system/amazon-ssm-agent.service

Enter new content in this area

XF HTTP REMRS 25 -

[Service]
Environment="http_proxy=http://hostname:port"
Environment="https_proxy=http://hostname:port"

Environment="no_proxy=IP address for instance metadata services (IMDS)"

XF HTTPS CE MRS 25

[Service]
Environment="http_proxy=http://hostname:port"
Environment="https_proxy=https://hostname:port"
Environment="no_proxy=IP address for instance metadata services (IMDS)"
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/A Important

$F no_proxy IRERMEXMH , ARFEE IP sk, no_proxy B IP st 2 Systems
Manager BYSE 6l T BB RS (IMDS ) iR HREAKRIEE no_proxy , MIXS Systems
Manager IR ERARERSN D (MRS A IMDSv1 BB ) |, S&EXT Systems
Manager BYiB B kW ( IR 38 F|H 1T IMDSV2 ) -

« XTF IPv4 , EIEXE no_proxy=169.254.169.254,

« X¥F IPv6 , BEHETE no_proxy=[fd00:ec2::254], EHITHIBERSH IPv6 it 5
IMDSV2 S 53 A, IPv6 it REEfEETF AWS Nitro System HEHIKH| EiFE, BX
EZEER |, 55 (Amazon EC2 AF1Er) FEYEHI T BIERS A 2 ) TIERE,

4., REENENR. RENBRERERSGREAIVETIIXHZ—
- EEE A Snap Z% SSM Agent B Ubuntu Server 3£ £ :

/etc/systemd/system/snap.amazon-ssm-agent.amazon-ssm-
agent.service.d/override.conf

« £ Amazon Linux 2 1 Amazon Linux 2023 324 L :

/etc/systemd/system/amazon-ssm-agent.service.d/override.conf

- EHMRERSEL

/etc/systemd/system/amazon-ssm-agent.service.d/amazon-ssm-
agent.override

5. BEEANTGHSZ—E#F3 SSM Agent , EAFBURFIRERSKE,

- EE2HA Snap Z&M Ubuntu Server 3241 L -

sudo systemctl daemon-reload && sudo systemctl restart snap.amazon-ssm-
agent.amazon-ssm-agent

- EHARERSEL

sudo systemctl daemon-reload && sudo systemctl restart amazon-ssm-agent
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® Note

BXTE systemd FEHRFERA .override XMW FMEL , 5Z W Red Hat Enterprise Linux
7TREEERERPNVEHINE L X,

£5EATF macOS By EC2 =4 EfEA SSM Agent

AWS Systems Manager (SSM Agent) i T4 Systems Manager iR HIZRBRBERFPIEEN HAEE
&, RBLUTEER macOS £, EESHHE SSM Agent.,

® Note

#RIATE Amazon Machine Images (AMIs) £ macOS fiit %% 7 SSM Agent, TR
Amazon Elastic Compute Cloud (Amazon EC2) 354 £ macOS &% SSM Agent , BRIEEN
HiEg,

GitHub E1R# SSM Agent IR , ETEREFTERERE, RIIFWEHNETENERRRE
HiER, B2 , AWS AXIFET R4 2B A,

(@ Note
EEFAXTEMAE SSM Agent B FHAER , SR RITHSA,

£ macOS RS L F3h% % SSM Agent 28l , BEBUTER,

« SSM Agent BRIAZZEFELLT EC2 EHIF Amazon Machine Images L :
+ macOS 10.14.x (Mojave)
+« macOS 10.15.x (Catalina)
* macOS 11.x (BigSur)
* macOS 12.x (Monterey)
+ macOS 13.x ( Ventura )
(

+ macOS 14.x ( Sonoma )

FoFETE macOS EC2 =6l EFzh L% SSM Agent , IRIFEFHEIH,
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« HIEME AWS XI5 # X macOS By EC2 £, HXXF macOS BWE T x86 f M1 EC2 Y=l
HXig 5k , ESE Amazon EC2 E N R AZ HHImacOS TIEME,

- MRBEFHITIBEARIME Systems Manager REXN A IHEEH T 7T EH , M A4 SSM Agent BY E#
RA, TaeERARBENEFIRATELSHEERERT SEMHZf Systems Manager Thae 45
Hit , BNEBUE B TRERINEE LA SSM Agent ABHHNER. EXEEL , BSHEHEHNE
SSM Agent, EIREH* SSM Agent BHMIEA , 7 GitHub LT SSM Agent & 7 i3 B TT M

£
« EEAT macOS M EC2 £4I EF i R MEFH SSM Agent

&R T macOS W EC2 24| L Fzh R FEFH SSM Agent

EZFEH macOS =61, REHNIT TS EERE AWS Systems Manager Agent (SSM Agent)o X¥
FFE Systems Manager BT P ENEFIHITIXLELS R, HEIEPRERHNGSHATIESAFRHK
BEAEN B A% 45 Amazon EC2 324,

£ macOS %% SSM Agent
1. FRAUTHSTERERT x86_64 EHNREBERZERRF XM,

ETEHNWSH , ¥ region BRNEECSHWER. BXXEFN region ENIIK , BSH
{Amazon Web Services —fi¥5#£) H# Systems Manager service endpoints # Region %l

sudo wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/darwin_amd64/
amazon-ssm-agent.pkg

*4F Apple silicon 326l , ERAULTHS,

sudo wget https://s3.region.amazonaws.com/amazon-ssm-region/latest/darwin_armé64/
amazon-ssm-agent.pkg

THR—MIF.

sudo wget https://s3.us-east-2.amazonaws.com/amazon-ssm-us-east-2/latest/
darwin_amd64/amazon-ssm-agent.pkg

2. FALUTHTEIT SSM Agent ZEEF.
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https://aws.amazon.com/ec2/faqs/#macos_workloads
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x86_64:

sudo installer -pkg amazon-ssm-agent.pkg -target /

3. REARENRE.

EWE SSM Agent RERBEHEZT , BRENMNTUTNENREBR : /var/log/amazon/
ssm/amazon-ssm-agent.logs

4. MBRIEABEHETR “amazon-ssm-agent SEL" , METUTHSBHRS.

sudo launchctl load -w /Library/LaunchDaemons/com.amazon.aws.ssm.plist && sudo
launchctl start com.amazon.aws.ssm

/A Important
MR EFHEERINZE Systems Manager HEXN I B HEER 1T 7 EH# , MR SSM Agent By
BEFIRA, TeERRENRITIRATRESEIEEE RN T RERH S Systems Manager h&E
MeEtE, Hit , RNBUE B ERBERYEE LK SSM Agent IBRFHERE. BXEE | 18
SR BZ EHFE SSM Agent. EIRBEX SSM Agent EFHIBEH , I GitHub £iTH SSM
Agent KR EATTE,

M macOS EHIiEIE SSM Agent

macOS At R X FEEH PKG X, EM macOS # Amazon Elastic Compute Cloud (Amazon EC2)
LI EIE AWS Systems Manager Agent (SSM Agent) , AIBAER LT E R AWS FEERIA,

https://github.com/aws/amazon-ssm-agent/blob/mainline/Tools/src/update/darwin/uninstall.sh

#£5& A F Windows Server By EC2 k4l L SSM Agent

ZIAERT , AWS Systems Manager X3 ( SSM Agent ) BFIZ Z1EH AWS =ZH#H Windows
Server 9 Amazon Machine Images ( AMIs ) L, ZELUTRERS (0S) A&,

« 2016 F 11 AHLAF L FHH Windows Server 2008-2012 R2 AMIs
« Windows Server 2016, 2019 1 2022
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SERTARZAHY 35 5 B

2016 F 11 A 281 X% Windows Server AMIs {#f EC2Config RS AL BB K H Bl iE L4,

RIEBETRHERRFEEMSEA EC2Config BRFSHEHRAH SSM Agent k43 Systems Manager
BER , BNBWEBRE RS MNZ =R EHR N Systems Manager Bt E# =4 Amazon Elastic Compute
Cloud ( Amazon EC2 ) SEfI=3E EC2 11 &E#l L FTHHRERFMRAH SSM Agent.

M 2020 £ 1 B 14 BFF% , Microsoft FE R Windows Server 2008 HIThat s Z & M EHMIEHA T,
R Amazon Machine Images (AMIs) for Windows Server 2008 1 2008 R2 i@ &L %H# SSM
Agent 2 fix , 1B Systems Manager B IER X # 2008 kx , H B FTEBEE XN E#HIX L Windows Server
MAEFHFRE, I, SSM Agent x2S 3 AIEERFRA Windows Server 2008 1 2008 R2 LHIFRE#
£, R T Windows Server 2008 iRV & /5 IE X #FHY SSM Agent lRA< 7 2.3.1644.0,

{R3%F SSM Agent RIS

MR EFHEERINZE Systems Manager HEXN I B IIEEH 1T T E# , NF R SSM Agent B EFTHR
K, TREFEAREBENEFRATESHELEEERN T XEAEM Systems Manager TheeM4FiE. Hit ,
BABWE B TRERVIES LK SSM Agent ARFHERE, BXER , BSHEEHE SSM
Agent. EIRGHX SSM Agent EFRVEA , 7 GitHub EiTF) SSM Agent & 75 1t B3 TUH o

EBEBXTREMA SSM Agent WIFER |, B R L TIHH,

FH

« &M T Windows Server B EC2 SE4I £ Fz R EMEE SSM Agent
- BLE SSM AgentSAfE  Windows Server K EE

1£5& A F Windows Server B EC2 24l = Fah 2% M EHE SSM Agent

BRINER T , AWS Systems Manager K32 ( SSM Agent ) EFIR % EH Amazon RHEMNET
Windows Server B9 Amazon Machine Images ( AMIs ) t :

« 2016 F 11 A=RLAF A FH K Windows Server 2008-2012 R2 AMIs
« Windows Server 2016, 2019 1 2022
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f£3E A F Windows Server #J EC2 3=l L Z% SSM Agent

mEXE | AJLAEA LTI E Amazon Elastic Compute Cloud (Amazon EC2) &4 Windows
Server EFH THHZREFRAH SSM Agent, IR RSB G0 LUES AP BIEER AR
f£3% 44 Amazon EC2 =4,

SSM Agent TFE A Windows PowerShell 3.0 5% &A= 884 Windows Server 326l Eiz1T AWS
Systems Manager FL& SSM 3244 ( #l40 , JRE AWS-ApplyPatchBaseline X#% ) . BiF&ZH
Windows Server £l &7 Windows Management Framework 3.0 E SR A Liz1T. WERSE
Windows PowerShell, BXEZEE , i§5H Windows BEEEZE 3.0,

(® Note
Lt #25&E A F £ Windows Server B EC2 3kl E R HEFHZ % SSM Agent, MR FBER
RS ERRE M (VM ) ERERE |, L5 Systems Manager BBE A , ESRNAEES
Windows 17 R £ &3 SSM Agent,

£ Windows Server ¥y EC2 3k b Fzh R FRAKI SSM Agent
1. FEREEEEx Windows PowerShell ZEZRERISEH, EXFMEELR , 55 (Amazon EC2
BAFiEE) PREREDERSEH,

2. JFRFAH SSM Agent T EIEHIEH], ELUER PowerShell th S EREE T e BEERMITT
#Ho

(® Note
ARLSBHPH URL AT MEM AWS Xig T# SSM Agent i RIEBEMNEFE X FTHRAE |
B AEASE T XIE URL :
https://amazon-ssm-region.s3.region.amazonaws.com/latest/
windows_amd64/AmazonSSMAgentSetup.exe
region 7~ AWS Systems Manager X#H AWS XiF WFRIRAF , HlH0 us-east-2
FNNEERS (BXZH) XK. BXxZHFMN region EMFIEK , FSH (Amazon Web
Services —fix5#&) H#Y Systems Manager service endpoints B Region %l
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PowerShell

IRz 1T AT =% PowerShell (i %, ATBENXLHS TEH SSM Agent , TEFZE Internet
Explorer (IE) B RLRE , ARREREHBRELEXH.

64-bit

[System.Net.ServicePointManager]: :SecurityProtocol = 'TLS12'
$progressPreference = 'silentlyContinue'

Invoke-WebRequest °
https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/

windows_amd64/AmazonSSMAgentSetup.exe °
-OutFile $env:USERPROFILE\Desktop\SSMAgent_latest.exe

32-bit

[System.Net.ServicePointManager]::SecurityProtocol = 'TLS12'
$progressPreference = 'silentlyContinue'

Invoke-WebRequest °
https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/

windows_386/AmazonSSMAgentSetup.exe °
-OutFile $env:USERPROFILE\Desktop\SSMAgent_latest.exe

Start-Process °
-FilePath $env:USERPROFILE\Desktop\SSMAgent_latest.exe '

-ArgumentList "/S"

rm -Force $env:USERPROFILE\Desktop\SSMAgent_latest.exe

BT

18 A LA T BRI R FTARAHY SSM Agent TR EIBHISEHl, MRFE | FHEABET AWS Xi
A URL Tt URL,

https://s3.amazonaws.com/ec2-downloads-windows/SSMAgent/latest/windows_amd64/
AmazonSSMAgentSetup.exe

E1T TE M AmazonSSMAgentSetup.exe XL R % SSM Agent,
3. 7t PowerShell R REL T T , AEZIHREFH/E 31 SSM Agent :
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Restart-Service AmazonSSMAgent

MERTF Windows Server #§ EC2 3=l EI & SSM Agent

EM Windows Server S2f5| HIE SSM Agent , BITHEHIEIR, BF. %$F Uninstall a program (
HERF ) &I, FTFF Amazon SSM Agent B9 E T3 ( GRE T ) X% , 1%$F Uninstall ( #1% ) -

BLi& SSM AgentBAfE A Windows Server SEHI#Y K3

AEFTHPEEERATE 2016 F 11 AR B REEBTER Nano ZEIETA Windows Server 3£
B, FEEE , RITEFE A Session Manager , HTTPS R ERFZ /T2 X,

(® Note

M 2020 £ 1 B 14 BFF% , Microsoft FHE R Windows Server 2008 FZhaEk Z & B 1R
#£x4%., A Amazon Machine Images (AMIs) for Windows Server 2008 #1 2008 R2 28
& %K SSM Agent 2 i , 1B Systems Manager FEBIER X 2008 ix , H BB XN EH
XL Windows Server IiRAEH I, tFh , SSM Agent iR 3 AJEERF#R A Windows Server
2008 #1 2008 R2 EHIFFHE R, EATF Windows Server 2008 hx K & /5 EX X FH SSM
Agent fRZAH 2.3.1644.0,

FrEaaH ER T
X SSM Agent BEE N EANRE A , TERUTEERREE.

FEUTHEREF , BFETHS , LUF SSM Agent BN EARIE, ZomPE2EWHHE IP ity
no_proxy ®iE. % IP #biit 2 Systems Manager BY3: 6l TEIERS (IMDS ) IvR. MREBKRIEE
no_proxy , X Systems Manager WA AREARERSHEH (WMR2EA IMDSv1 ER ) |,
EXI Systems Manager 818 &M ( 20 R 58 HH1T IMDSV2 )

« XIF IPv4 , iEHEE no_proxy=169.254.169.254,

« X¥F IPv6 , BEHETE no_proxy=[fd00:ec2::254], EHITHEIERSH IPV6 it 5 IMDSv2
BEHEB. IPv6 it REEEE T AWS Nitro System BEBHISEF LR, BXEZELR , H51H
{Amazon EC2 AIF#gm) LB TBIERFRA 2 ) TIERE,
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BliE SSM Agent A fEARE

1. FRAZEREIM Windows PowerShell , EEFEHFLEER BN , IERANRE,
2. 1t PowerShell FiEfTLA TSR, $F hostname M port BEMABRXRENEE,

$serviceKey = "HKLM:\SYSTEM\CurrentControlSet\Services\AmazonSSMAgent"

$keyInfo = (Get-Item -Path $serviceKey).GetValue("Environment")

$proxyvVariables = @("http_proxy=hostname:port", "https_proxy=hostname:port",
"no_proxy=IP address for instance metadata services (IMDS)")

if ($keyInfo -eq $null) {
New-ItemProperty -Path $serviceKey -Name Environment -Value $proxyVariables -

PropertyType MultiString -Force

}

else {

Set-ItemProperty -Path $serviceKey -Name Environment -Value $proxyVariables

Restart-Service AmazonSSMAgent

BITERGEE , BALUES SSM Agent BESIARINENARBIRE, BEPNFERCUTFUTAH
B, BX SSMAgent BENEZER , 55 H &F SSM Agent HE,

2020-02-24

completed
2020-02-24

completed
2020-02-24
2020-02-24
2020-02-24
2020-02-24
2020-02-24
2020-02-24

15:31:54 INFO Getting IE proxy configuration for current user: The operation
successfully.

15:31:54 INFO Getting WinHTTP proxy default configuration: The operation
successfully.

15:31:54 INFO Proxy environment variables:

15:31:54 INFO http_proxy: hostname:port

15:31:54 INFO https_proxy: hostname:port

15:31:54 INFO no_proxy: IP address for instance metadata services (IMDS)
15:31:54 INFO Starting Agent: amazon-ssm-agent - v2.3.871.0

15:31:54 INFO 0S: windows, Arch: amd64

E& SSM AgenttI R EE &

1. {FREZREE3: Windows PowerShell , i 2 Efit & #8241,
2. MRGEARESEERE  NAEERNEHE3) PowerShell,
3. 7£ PowerShell FETUA TR ER,
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Remove-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services\AmazonSSMAgent -
Name Environment
Restart-Service AmazonSSMAgent

SSM AgentREBi&k B £ 5t &K

£ Windows Server 3£l £ 73 SSM AgentBL ERIEIRER , F4 T #EES 3 SSM Agent B & iF{hiX L&
REHAFCNNATREEE, &7 Windows Server IR ERBIEBEN AR IUBEEMIEERR
A AERAC B TR iR B o

/A Important

SSM Agent A HTTPS thi#TEE, Kt , BAMERA TEHN —MREZRTKEE HTTPS
proxy S,

SSM Agent RIBIR EM TG IRAFL T

1. AmazonSSMAgent JEFffFRiZE (HKLM:\SYSTEM\CurrentControlSet\Services
\AmazonSSMAgent)

REHELTE (http_proxy. https_proxy. no_proxy )

LocalSystem ik FIREEE ( http_proxy., https_proxy. no_proxy )
Internet Explorer i%& ( HTTP, secure, exceptions)

WInHTTP fR¥2iZE ( http=, https=. bypass-list=)

o ~ w0 DN

SSM Agent RIERE M Systems Manager fRS5

WMREFF SSM Agent R B N FEANRIE , HFBEIEEMSEA AWS Systems Manager Zhgg ( 140 , Run
Command #1 Patch Manager ) , MiX£IhgE4E Windows Server S£4I L 1THAER A PowerShell
= Windows Update &% , NN & EHMRBIRE, SN , BIETRES KXW , AR PowerShell #
Windows Update & FimEANAIEIREREM SSM Agent {LIEFL B 48 &HY o

% F Run Command , £ Windows Server 34| LB E WinINet KBIRE, HiRL&iFRME
[System.Net.WebRequest] i, EfFiXLHEENAFHE Run Command HIz{THIELM K

T, XEGEMSAMLFE— aws: runPowershellScript H#H AT EM Powershell 55 Z i,
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RAriEmE

LA PowerShell s 5 IRE 2 8] WinINet ABIRE H BN AREIRENA T WinINet,

[System.Net.WebRequest]: :DefaultWebProxy

$proxyServer

"http://hostname:port"

$proxyBypass = "169.254.169.254"
$WebProxy = New-Object System.Net.WebProxy($proxyServer,$true, $proxyBypass)

[System.Net.WebRequest]: :DefaultWebProxy = $WebProxy

*F Patch Manager ,

BERSSEEMNAIEIRE , LME Windows Update BF HEEBIHEN TEHE

o BiUEER Run Command T THF , RAXEGASELERSK, 21T, HAXERES

NATFEANRSGEE. LT netsh

netsh winhttp show proxy

PN N

mRIREHFRERE , HYEHREBRENATARBRLE,

netsh winhttp set proxy proxy-server="hostname:port" bypass-list="169.254.169.254"

AxfEH Run Command HEZEE |

ESRAWS Systems Manager Run Command.

IEERE SSM Agent RS H B E

L=

BRIERS

Amazon Linux 1

Amazon Linux 2 # Amazon

Linux 2023

CentOS 6.x

FAF#E SSM Agent IR &

A
ar)

sudo status amazon-ss
m-agent

sudo systemctl status
amazon-ssm-agent

sudo status amazon-ss
m-agent

AREBGIE T AFHE AWS Systems Manager Agent (SSM Agent) EREEBSNZ I ENRERS
TS, EXRETHATEIRE (MWRREEIT) HHS,

BT B3 SSM Agent &+

sudo start amazon-ss
m-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo start amazon-ss
m-agent

EERE SSM Agent RS H BRI B
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RAriEmE

BRIERS

CentOS 7.x # CentOS 8.x

Debian Server 8, 9 1 10

macOS

Oracle Linux

Red Hat Enterprise Linux(RHE
L) 6.x

Red Hat Enterprise
Linux ( RHEL ) 7.x, 8.x # 9.x

B TF#E SSM Agent IRSH &

A
er)

sudo systemctl status
amazon-ssm-agent

sudo systemctl status
amazon-ssm-agent

KEMTF /var/log/
amazon/ssm/amazon-

PR

ssm-agent.log

B &3

sudo systemctl status
amazon-ssm-agent

sudo status amazon-ss
m-agent

sudo systemctl status
amazon-ssm-agent

BT E3) SSM Agent &

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo launchctl load -
w /Library/LaunchDae
mons/com.amazon.aw
s.ssm.plist

sudo launchctl start
COom.amazon.aws.ssm

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo start amazon-ss
m-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

EERE SSM Agent RISH B RE
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RAriEmE

BRIERS

SUSE Linux Enterprise Server
(SLES)

Ubuntu Server 14.04 ( £%F )
1 16.04 ( 32 1)

Ubuntu Server 16.04 64 {3%
5l ( Deb BFERE )

Ubuntu Server 16.04, 18.04
#20.04 LTS, 20.10 STR 64
fIF1 22.04 LTS ( Snap ##4a
ZE )

Windows Server

EZER

B TF#E SSM Agent IRSH &

A
er)

sudo systemctl status
amazon-ssm-agent

sudo status amazon-ss
m-agent

sudo systemctl status
amazon-ssm-agent

sudo systemctl status
snap.amazon-ssm-ag
ent.amazon-ssm-age
nt.service

1£ PowerShell FI1=1T :

Get-Service AmazonSSM
Agent

« EEAT Linux B9 EC2 SE4I L SSM Agent

« 1E5& AT Windows Server By EC2 324 L SSM Agent

« [EFERE SSM Agent lRARF

BT E3) SSM Agent &

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo start amazon-ss
m-agent

sudo systemctl enable
amazon-ssm-agent

sudo systemctl start
amazon-ssm-agent

sudo snap start
amazon-ssm-agent

1£ PowerShell EE RER Tz
1T

Start-Service
AmazonSSMAgent

EERE SSM Agent RS H BRI B
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IEERE SSM Agent RE5

R AWS Systems Manager WEEE B EREH , SFEREXT R LML ENKIE Systems Manager
Agent (SSM Agent) HxA<, EALAEM Systems Manager | AREZFHERNT S , KEKEXT S
FHFIZER SSM Agent fiRA,

DUTEBRNANMAERERNT R LIREY IR &R SSM Agent IR,
REERERXNT R LZEN SSM Agent B RS

1. 1A https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager %l

AN
2. HESMBEHRKT , & Fleet Manager,
3. 1£ SSM Agent lRA 5|7 | iBERERELES,

MREZR G PIREN = 51 232 AY SSM Agent hix 4
R TIRTR 2 —REURER G P L BT L RA SSM Agent iR A,

Amazon Linux 1, Amazon Linux 2, and Amazon Linux 2023

(® Note
T REEREN R T EERT R,

1. BRLEHEEATR.

2. BITUAT®S.
yum info amazon-ssm-agent
ZWTRBRERCUUTRENGE L

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
Installed Packages

Name : amazon-ssm-agent
Arch . x86_64
Version : 3.0.655.0
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RAriEmE

CentOS

1. BFRENEEXATR.
2. XF CentOS6 M7, ZTA TR,

yum info amazon-ssm-agent

ZTRIRERCTRENEH,

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd

Installed Packages

Name : amazon-ssm-agent
Arch : x86_64
Version : 3.0.655.0

Debian fR55 23

1. /U\E’J%m_t-r" AN\ 0
2. BETUTHS.

apt list amazon-ssm-agent

Za T RIEEEUU TR EH,

apt list amazon-ssm-agent
Listing... Done

amazon-ssm-agent/now 3.0.655.0-1 amd64 [installed,local]

3.0.655.0 is the version of SSM agent

macOS

1. FIENEERAT Ro

2. BEITUTHS,

pkgutil --pkg-info com.amazon.aws.ssm
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170



AWS Systems Manager

RAriEmE

RHEL

1. FIENFTEER T =,
2. XF RHELG6, 7. 8 M9, E{TLATHT,

yum info amazon-ssm-agent

ZTRIRERCTRENEH,

Loaded plugins: extras_suggestions, langpacks, priorities, update-motd

Installed Packages

Name : amazon-ssm-agent
Arch : x86_64
Version : 3.0.655.0

T DNF EFEXHAIE  STUATHT.

dnf info amazon-ssm-agent

SLES

1- :‘E;R\EIJ*%M_E-F' A Xel
2. XF SLES12F 15, iz TU TS,

zypper info amazon-ssm-agent
Z B RREECU TR B,

Loading repository data...

Reading installed packages...

Information for package amazon-ssm-agent:
Repository : @System

Name : amazon-ssm-agent

Version : 3.0.655.0-1
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Ubuntu Server

® Note

EREER Ubuntu Server 16.04 5P 2 A Deb M EER Snap Bf+HE , BEH &
Ubuntu Server 324l £ F3 &% SSM Agent.

1. BFRENREX TR,
2. ¥F Ubuntu Server 16.04 #1 14.04 64 1 ( £ Deb ZEREFE ) |,

N—

Bt
i
N
—
g
g

apt list amazon-ssm-agent
ZEITRIRERCTRENEH,

apt list amazon-ssm-agent
Listing... Done
amazon-ssm-agent/now 3.0.655.0-1 amd64 [installed,local]

3.0.655.0 is the version of SSM agent

X F Ubuntu Server 22.04 LTS, 20.10 STR 1 20.04, 18.04 LA} 16.04 LTS 64 3= ( &£
A Snap BFE) , BT TS,

sudo snap list amazon-ssm-agent
Z T 2REECU TR B,

snap list amazon-ssm-agent
Name Version Rev Tracking Publisher Notes
amazon-ssm-agent 3.0.529.0 3552 latest/stable/.. aws# classic-

3.0.529.0 is the version of SSM agent

Windows

1. BFRENEEATR.

2. 1E{TLLT PowerShell 5%,
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& "C:\Program Files\Amazon\SSM\amazon-ssm-agent.exe" -version

ZTRIRERCTRENEH,

SSM Agent version: 3.1.804.0

BB WEE A RFRAK SSM Agent , AELRAILUF R THNRNEHRNINEE, NARENITESH
WRABITRIRAK SSM Agent , BAILLE A EEH SSM Agent W32, BEXxEZER , F5H
B3I E#H F SSM Agent,

EE SSM Agent BHE&

AWS Systems Manager Agent (SSM Agent) A XHIT. &5, ITHBRE. HBRIEZTRIANELEE
ABNMEATR LW ARZEXHF., EAUNBELFIHEZEIRERN TR REFAEXH , LAIFAEE
B 31 %% 2| Amazon CloudWatch Logs. BXFEHKEER CIoudWatch Logs WEZER , BSH %
& AWS Systems Manager.

BAUENATVEREFTREAT R LA SSM Agent B,

Linux and macOS

/var/log/amazon/ssm/

Windows

%PROGRAMDATA%\Amazon\SSM\Logs\

FF Linux TERX TR , SSM Agent stderr fl stdout XHFEALUTE R : /var/lib/amazon/
ssm/,

X F Windows B X TT R , SSM Agent stderr # stdout XHFEALLT B F : SPROGRAMDATA%
\Amazon\SSM\InstanceData\,

BXSH SSM Agent i ARIERMELR |, BSH A1F SSM Agent i HEIE R,

B> cihub/seelog BEMEZEE , iS5 M GitHub £# Seelog Wiki. H% cihub/seelog B &
RGBS GitHub M cihub/seelog examples 126 .
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A SSM Agent i8if H E 12 %

BERUTEIREREXN TR LA SSM Agent Fid A £Hid %o
Linux and macOS
£ Linux  macOS £E R R L SSM Agent @i A&KiZ %

1. f#H AWS Systems Manager #J Session Manager JaEEZZEZ AR AR IERKHWEERT
R, BEEFREATR. BXEZEL , H550 £ Session Manager,

2. ¥, F seelog.xml.template X # .

Linux :

ERZH Linux TERXATREE L | ZXHNTF /etc/amazon/ssm/
seelog.xml.template B,

£ Ubuntu Server 20.10 STR & 20.04, 18.04 #1 16.04 LTS Lt , ZXH LT B X% /snap/
amazon-ssm-agent/current/seelog.xml.template #, FIXHM /snap/
amazon-ssm-agent/current/ BRXE®#|ZE /etc/amazon/ssm/ B% , REE#HITEMAE
G

macOS:

£ macOS EHIKH E | ZXHLTF /opt/aws/ssm/seelog.xml.template B FH,
3. FXHEM seelog.xml.template BN seelog.xmlo

(® Note

1£ Ubuntu Server 20.10 STR #1 20.04, 18.04 X 16.04 LTS £ , AMIEBE F /etc/
amazon/ssm/ FEIE X seelog.xml, AJLUBEETHUToSREIERE B FMX
#,

sudo mkdir -p /etc/amazon/ssm

sudo cp -p /snap/amazon-ssm-agent/current/seelog.xml.template /etc/
amazon/ssm/seelog.xml
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4. Y% seelog.xml XHLAEHRIRIABERIZRITH. & minlevel BEM info BN debug , 10
TENRBIFTR.

<seelog type="adaptive" mininterval="2000000" maxinterval="100000000"
critmsgcount="500" minlevel="debug">

5 (W& ) FRAUTHSERZ3 SSM Agent.,

Linux :

sudo service amazon-ssm-agent restart

macOS:

sudo /opt/aws/ssm/bin/amazon-ssm-agent restart

Windows
f£ Windows Server £ E X 17 = £ L iF SSM Agent i H &id %

1. {#H Session Manager EZEZEFZAFZALTIEZRNREERATR , RBEFRERXTR. BXE
ZER , 52 H £/ Session Manager,

2. 4B seelog.xml.template XV EIZA, FEIAREHRERNRN seelog.xml, EXHMTFTLUT B R
i,

%PROGRAMFILES%\Amazon\SSM\seelog.xml.template

3. 4% seelog.xml XHLUELERIABFIEFKITN. & minlevel BI{EM info Bk} debug , #0
THEA RGBT,

<seelog type="adaptive" mininterval="2000000" maxinterval="100000000"
critmsgcount="500" minlevel="debug">

4. WEILAT%RHE,
filename="{{LOCALAPPDATA}}\Amazon\SSM\Logs\{{EXECUTABLENAME}}.log"
FUXEERNFERAUTER

filename="C:\ProgramData\Amazon\SSM\Logs\amazon-ssm-agent.log"
5 #&ELLT%AB,.
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filename="{{LOCALAPPDATA}}\Amazon\SSM\Logs\errors.log"
FHFEERNFERAUATERZ,

filename="C:\ProgramData\Amazon\SSM\Logs\errors.log"
6. HEEEAEKXTEALT PowerShell i E#H /B3 SSM Agent,

Restart-Service AmazonSSMAgent

T SSM Agent PR &IX 1R 4 B a5 89 17 (8]

AWS Systems Manager G328 ( SSM Agent ) &£/ root B[R ( Linux ) 2t SYSTEM PR ( Windows
Server ) FE/E A Z =M EHE Amazon Elastic Compute Cloud ( Amazon EC2 ) SEHILA K H it &
MERFZET, BTEESSRFINREHRMNE , HNE SSM Agent KiEar S HEMAIEXRHI9E
BERFARENR. (£ AWS H |, ATBITE AWS FRIITIRVEFH G IR BIRRY AT B SR 48, EHEATA
= AWS IKFRAF., ARHAG, )

FHEZETFRIE S F 8EM SSM Agent KA R Systems Manager 3%, EAETLAFIA SSM
Agent FRVEMBERAREZTEERB,

BRI, MMOHBREIZEITH S SendCommand 1 StartSession IR, FB—FNABINHTRFN
ERALPFHNEREANNIR, B2 , BENBELIRHERATEE LETXEGTHREERTRRE—F
REZRRR. ATLAESDBLS EAEH IAM policy FIAITILERME. 1E IAM policy # , WAL EIE—N&
%, AT HAPRAANECEABENRSINEHASHTHRIENRERNTR LETH S,

Bl | RZEEFMAERSEE , — M NATUR , —MNATES~. ERNATHRIEITH IAM policy
o, ATLUEEMATRBETEFE A ssm:resourceTag/testServer #RiEHEH| EETH S, BEXTF
MERFRAERGIN— N NEEREIREM , IR FXNFEA ssm: resourceTag/testServer #
ssm:resourceTag/productionServer ¥ridHYSE I H 17 B X BR

FALLEZE MRV IBNEHEESRF LT , WEGRFEE , RAEHSEH IAM policy
TR EH ssm: resourceTag/productionServer #RigHISEHI8 E =X 15 B R

BRESZEERTFA , FSAUTER !

« BIEIRZLRE Run Command i 1H]
o ETEPIFRZREIFIR
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B3I E#E SSM Agent

NN E R Systems Manager ThEERT , AWS & A —PNHARAR AWS Systems Manager Agent
(SSM Agent), MRAEXNTRERIBRANAE , WETEERAMNESIMNEFRAEPZR, HT
XERRE  BMNBUEERAATEE—MHAEEHITHIEERNT R LK SSM Agent BT =,

Bottlerocket ER S LR IBEH

Bottlerocket EXR % LB SSM Agent FTo3A A Systems Manager 55 X84 AWS-UpdateSSMAgent
HITE#. EHTE Bottlerocket EHBJ|HHEE. BXEZEER , i5ZH GitHub LY Bottlerocket
Control Container # Bottlerocket update infrastructure,

macOS MR E R

MR EAIZIT macOS R4S 11.0 ( Big Sur ) SRESERAS |, NIiZSLHIAFEEF SSM Agent kR
3.1.941.0 RE S RAF BEIZ 1T AWS-UpdateSSMAgent X84, TR EHIEIT 3.1.941.0 ZBI K I HY
SSM Agent ixRZ , M AT LB IZ4T brew update Flbrew upgrade amazon-ssm-agent @5 3K
¥ # SSM Agent , MTi21T AWS-UpdateSSMAgent.

FE HAER

FIEREXTREN—RBXBHNEN ( BI) ATLURHER AWS K FRFTERE RN T RE
BN B EH TEFRAR SSM Agent,
It , IETEHY Fleet Manager RV B LT+ Lk
# B3 EH SSM Agent , AR EBEHEFATR,

LRIEFEMEN &R LA AWS Systems Manager #9 State
Manager DIEERIE — P xBk , AEHEERT
RLEBHTH LR SSM Agente MRER
FIxt TEGEE T, BATLLBIZE Systems
Manager 44 B4 BRIE IS EM R RIBRARITR
¥, BIXFmEE , BUUNRERERTR
RS RENERE , IEFEFRMEREETHN
6, BHXBIEE State Manager REXHIEE |, &
S8 &% - B3 E#H SSM Agent (CLI), BXR{E
REFNBNEER , B2H ES  tl2%EFe
BRI SSM Agent (AWS CLI) §l &% : Iz
HI TR BB EH SSM Agent ( BHE ) o

B3I E# 2 SSM Agent 177


https://github.com/bottlerocket-os/bottlerocket-control-container/blob/develop/README.md
https://github.com/bottlerocket-os/bottlerocket-control-container/blob/develop/README.md
https://github.com/bottlerocket-os/bottlerocket/blob/develop/sources/updater/README.md

AWS Systems Manager ArfEm

Fk FHER
HXNFHRENE RIEREEH MBEF A Systems Manager , il fE

A AWS Systems Manager B Quick Setup
IheEH #Y Update Systems Manager (SSM)
Agent every two weeks [EF B E # Systems
Manager (SSM) Agent] £, A Quick
Setup , BAIUAMMEREXNTREUELREE
FlE , B EFREREFHNNREERT
Ro BXEZER , Z® Amazon EC2 E#l
BE,

MBEHLFHFHEERT A LM SSM Agent , BASUTEF AR BIRA LA AWS KA H B,
BXER  H2MEITF SSM Agent B, EITHBAUS , £ LAERA Run Command FH— 8%
MNEEXTRENTNRIIRE. BXEZFEE , 25 £/H Run Command E#1 SSM Agent,

B3 E# SSM Agent

& T LAKF Systems Manager ELE N B E#H AWS Ik FFFEE T Linux METF Windows BIEE R
TR EH SSM Agent, IR ZHiZiEM , Systems Manager EHEABHRE—XEREEEFTRA K
B, MREEHRA , M| Systems Manager B A AWS-UpdateSSMAgent Y SSM X# B 3)
FREFFHNEAORIRAR, BIURIERZET , LARENEERNT RBREZTHRIREHN SSM
Agent,

® Note

MREERBEAR SSM 344 AWS-UpdateSSMAgent BN ZEREFH 2EFEH yum S
KREMEEXNT LK SSM Agent , REAIBESERUTEER : “Warning: RPMDB altered
outside of yum.” ( % : RPMDB £ yum ZAREEH, ) ZEERTMHES , IlZ2ZR
B o

Bz E# SSM Agent

1. 15[\ https://console.aws.amazon.com/systems-manager/ , $TFF AWS Systems Manager 12l

Ao

2. ESMBEET , %iF Fleet Manager,
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3. %% Settings EIF,
4. EREEHEHMXEF , mFE3HERH SSM Agent,

EFRNBHEEFHF T SSM Agent HrA |, FETE Settings ( IZE ) T+ LM Agent auto update ( KEE
Bz EH ) TEF Edit (RE ). AT, ESHTHREPRAEEHEN SSM Agent fRAES, 1R
REE , REFEH N EHRE,

EEILFEHEH SSM Agent IiRA B HBEIKF FHWAMERERTT R |, 51 Settings (iIRE ) £
+ L # Agent auto update ( RE B3I E#H ) TiE$F Delete ( kR ) » HWIRESHBRERERNTR LB
I EFH SSM Agent B9 State Manager < Bk,

17 % SSM Agent & A
Amazon Simple Notification Service (Amazon SNS) A LAfE & AWS Systems Manager Agent (SSM

Agent) FTHRAETBAHZ, EAUTIERITRXLEEM,

® Tip
#83& v LLUE £ GitHub L& & SSM Agent & 45 15 BA TUEI SR 1T & &1,

1T SSM Agent @A

1. B https://console.aws.amazon.com/sns/v3/home TFF Amazon SNS 2%l 5,

2. MNESMENXEEFESRY , EBEZERD (HFHFRLILE ) (WMRERER ) . BATUEEL
AWS X1 |, ®RZITEAE SSM Agent Amazon SNS & &R AE bt X i3 5 4 X o

. ESMERT , ZERITH.
4. EFCIEITH.
NFIRZITE , FHITTRE

a. XITF Topic ARN , iEEHLLT Amazon Resource Name (ARN) :

arn:aws:sns:us-east-1:720620558202:SSM-Agent-Update

b. X TFEML, & Email 5 SMS,

c. XF Endpoint (HR ) , RELEL—THERNE Email &2 SMS , WA R TEVENK
B F iR ib it X5 K BiESHE,

d. EHEIEITH,
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6. WMREIEET Email , WLWHEREWINTENBFEEHER . T ZHEE , RRERETRT
BT B

2 SSM AgenttIFTIRA R , BIT2EITTFRIEEAH, IREFTFEBRIIXLEX , TEIUT
HEREGHT o

BUEITE SSM Agent @41

1.  FTFF Amazon SNS Z#l &,
2. HESMBEHKP , % Subscriptions,
3. EBRZITH , REEE Delete (MR ) » FRERREITEIAR |, %8 Delete (HIBR).

HFEHEER SSM Agent

MREERERNT R LETRAEMERIRBA , 7JEER AWS Systems Manager Agent (SSM Agent)
TR, EAUTESTHBEEE SSM Agent A E X HFHFEZRIEM R,

£

« SSM Agent B33 A

- {5 SSM Agent B &I 1T HUEHERR

- KEBEXHEF LR (Windows)

o ZEEES SSM iR

« fEA ssm-cli HFEFEE T S A A Y B

SSM Agent B33 i

MEEFHIHEERIMZE Systems Manager HEXN I A ThEEH 1T 7T EH , N & SSM Agent BIEFT AR
Ko TeeFERARBNRIRATEESPHIEEER T XEHEf Systems Manager ThEEF 451, H it ,
BNBYUEBE N TREREYVEE LA SSM Agent IEFHHERE. BXEER , BZH B3N EH 2 SSM
Agent. EFBH% SSM Agent EH MBS , 7 GitHub £iTH SSM Agent %7 148 T &.

{FF SSM Agent H &L 1T i FEHERR

SSM Agent#E T3 BEXHHIERES . XEXHHPRNERETURBEHERBE, HX SSM Agent
BEXANESZER (BRUNATFEAERIESE) , BS5H £%F SSM Agent Hif,

HPEHERR SSM Agent 180
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® Note

MRBEFRFER Windows XMHRFEEREFXLERR , BHELE XHRKETFH RTFERR
98 S A M RGeS

£ Windows Lt

* %PROGRAMDATA%\Amazon\SSM\Logs\amazon-ssm-agent.log
* %PROGRAMDATA%\Amazon\SSM\Logs\errors.log

£ Linux 1 macOS Lt

 /var/log/amazon/ssm/amazon-ssm-agent.log

« /var/log/amazon/ssm/errors.log

XF Linux BFER TR , BAIEEB AT BRM messages XHHEKREZFEE. : /var/logo

BEXERAREBEHTHEHRNESZEER , 52H (AWS re:Post HIRA/L) FEYAIFEER SSM
Agent BEFFERE LB H SSM Agent [BRE ?

REREXHFA IR (Windows)

MR IRTE seelog.xml X4 ( 7 Windows Server RFEX TR L ) FIEEETHENBEXHRER , H
BBEERRKR , iB1EE fullname=true 2, THEHREE T fullname=true ¥ seelog.xml
e & - Rl

<seelog type="adaptive" mininterval="2000000" maxinterval="100000000"
critmsgcount="500" minlevel="debug">
<exceptions>
<exception filepattern="test*" minlevel="error" />
</exceptions>
<outputs formatid="fmtinfo">
<console formatid="fmtinfo" />
<rollingfile type="date" datepattern="200601021504" maxrolls="4" filename="C:
\ProgramData\Amazon\SSM\Logs\amazon-ssm-agent.log" fullname=true />
<filter levels="error,critical" formatid="fmterror">
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<rollingfile type="date" datepattern="200601021504" maxrolls="4" filename="C:
\ProgramData\Amazon\SSM\Logs\errors.log" fullname=true />
</filter>
</outputs>
<formats>
<format id="fmterror" format="%Date %Time %LEVEL [%FuncShort @ %File.%Line] %Msg
sn" />
<format id="fmtdebug" format="%Date %Time %LEVEL [%FuncShort @ %File.%Line] %Msg
n" />
<format id="fmtinfo" format="%Date %Time %LEVEL %Msg%n" />
</formats>
</seelog>

o\°

L:/i E IJ SSM —ll-ﬁ/\\\

SSM Agent A AT EIA Fim K8 HTTPS (4w 0 443 ) HIERE -

* ssm. region .dMazonaws.com

* ssmmessages. region .dMazonaws.com

region &R AWS Systems Manager X3 AWS XiF BFRIRAF , Hli0 us-east-2 WREEFRE
(BXZHE) XiFl., BXXIFEMN region ERFIR , ESH (Amazon Web Services —fixZ%E) FH

Systems Manager service endpoints By Region %,

(® Note

£ 2024 £2 81 , REE ec2messages.region.amazonaws.como XJF7E 2024 & 2 G
HE AWS XiF , MAREEAFRE ssmmessages.region.amazonaws.com BiRE | 1B
[ ec2messages.region.amazonaws.com BYRE R AL

NTF 2024 FRZBEHEEHNXE , FEAFRMD ssmmessages.region.amazonaws . com
HRE , BXEXEHTXEF ec2messages. region.amazonaws . com it Ko

MR SSM Agent TSR EMNHERIFTEES (MEFR ) | NETEEEZIT , BMEEER AWS 1B
%9 Amazon Machine Images ( AMIs ) , 5l Amazon Linux 2 5 Amazon Linux 2023, &#9 M & B

BN EG TR EBMIG RN , & ESUMEE B ENX Virtual Private Cloud (VPC) it R, IIRE
THECEEEN VPC IR , BRELNEBRMMKR T NAT WX, BXNAER VPC mRNEZE
B, B2/ FHERT Systems Manager B VPC is R85 EC2 EHIMNZ £,

FoEEEE SSM Im = 182
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5 ssm-cli BFERET L7 A A&

M SSM Agent ks 3.1.501.0 FF2A , ATEAEH ssm-cli RBERXRERXT L2 EHEH Systems
Manager EXEMNFEER , HHITE Fleet Manager PHFEER T K EIJE%O ssm-cli 2EEE SSM
Agent ZERHAHMUGHITIE, SeATREMEEENTRESTS , ABBHEZLHEAEHIAEEE
1TH9 Amazon EC2 =4I 3E EC2 it EH KRBT E7E Systems Manager WIEEX T RIXRPHER, X

EHSLEEIEE get-diagnostics ®IMATIEIT.

BXEZER , F2H EA ssm-cli FFEET ST AENRE.

A ssm-cli BFERET QA ML EE 183
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AWS Systems Manager Quick Setup

£/ AWS Systems Manager Y Quick Setup ZhaE Al 2 R B WM SR ESLERIRIEEE F A Amazon Web
Services fRFFIhBE. Quick Setup BN BRI MITENHEMUMNES , KFE{t Systems Manager &
REHVIEE, Fl | XEFSBIECIRLER AWS Identity and Access Management (IAM) £ 4Bt &
XHABURRERERERR , INEHTABMBELWE. FA Quick Setup T UEE(T 5
M. BR , RELRENRFSEXENEARS , TRER~ERAE , EFKREATFRERFHERS M.
EFAEA Quick Setup , EITFF Systems Manager 2 & &, ESMEKD , #%#F Quick Setup.

(@ Note

WMRIE & Quick Setup , LAHS BB FFSKHIELE I B Systems Manager 1£% , {55/ Amazon
EC2 FHEE FHTRE,

Quick Setup BB R A ?
Quick Setup EFLATRE -
- LIRS FIhEERE

Quick Setup HIESZEEHEBRIERESERHA BN T BXLEE, Quick Setup I HIHERE RELE
HBIRSHZRT A,

- BN KFBEERE

A[EE 5 AWS Organizations £KEE N AWS IKFP A HEZ S AWS P F AWS XA Quick
Setup., EZ/NKF A Quick Setup BB THALHALRE —BPEE.

- BREEER

HAPNEEY Quick Setup FATHNER AR RS RIDGEHTERN , 2REBEZFRE®, Quick
Setup 2EHIRERBFERERBHZHRITEE.

M iZfE A Quick Setup ?

MRAEFELEFIMRENBRSNYEN —LEALEABFEMILEREITRE  BUXERFE
F Quick Setup, MRFTHAEBIEEEA Quick Setup BLEM AWS RS , BINBWEE XRA T #HiZAR
%, BAREEMEXAFEEFYNAES , RAEBEMEMAQuick Setupt| 2E &,

Quick Setup HIEE 2T AL ? 184
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Quick Setup £ AWS X35 FRI AT

FET5 AWS XigiHd | BAT U BANE QS E IR FRNALK - MXEEARTE Quick Setup Bt &
( 70 AWS Organizations FATELE ) » &t A LATEIX L X5 X Quick Setup AT —1MNKF,

- ZERI (BRE)

« XERE (HEFRLMILER)
- XEAE (JLMFBEL )
- XEEI (BN )

« IA#KX (&FX)

- WAMK (ER)

« WAMX (HIE )

- TAX (ER )

- WAMK (FE)

- MNEKX ()

- BUMX (EZRAE)

- BMtX ( HiEERE )
« BMtX ( ZBRZ)

- BMtX (83)

o RN (EBER)

- EEM (RRF)

ETIXEH , AEFNEEREXRBETRATENKS :

- BMiX (K= )

- TAMX (F#E)

« R (B

- HE (dL}R)

« China (Ningxia)

« AWS GovCloud ( EEZHZB )
« AWS GovCloud ( EZEEZB )

Quick Setup £ AWS X1 ##y o] Bt 185
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BX Systems Manager X #FHATEXHH 5% , S50 (Amazon Web Services —fix5 %) #
Systems Manager AR5 im = &P Y XI5,

FriafE A Quick Setup

FERAREEHNERRBEHERZMER Quick Setup,

ES ]

- BEFE AWS XiF
« JEM Quick Setup #Y IAM & &R

L&+ AWS XiF

EFFAE R AWS Systems Manager B Quick Setup Ih&E, HAIEEE AWS X5 , AREEA Quick
Setup #175|% ., £XiF 2 Quick Setup 12 AWS BENNLE , XERRNATHELNEE, £X
HERRELEEN.

1.

151 https://console.aws.amazon.com/systems-manager/ , ¥TFF AWS Systems Manager 2]

LN
Ho

ESMERKT , % Quick Setup,

7t Choose a home Region ( E&HFEXXiH ) A , EFEEFE Quick Setup AT HBEHEER AWS
BRI R WA AWS X5,

ERTTIRER

EFHRFER Quick Setup , T AR ERE I FRPEFRSFSHIIEE. Quick Setup FHY configuration
type (ELERE ) HET AWS BRF T TheE, EERFEEREN , AAERENZRSHINER BN E
O, MIRERT , BBEXRBEAHBENRSHIIEERE N EAENNREKEK,

FRERERE , TUBHLAENY OU) IRBEFEEXZEERHIBRESNEFEAEE. LAIUEF
EliEHY State Manager XEXIRAS ., State Manager & AWS Systems Manager #3188, BB iFH1E
BEBE%d |, TELEF Quick Setup BLEKCE. CEEEREMEMNKSBFMAE S AR N B 8 E4
BREZE®,

JEM Quick Setup B9 IAM A &R X R

£51 58| , Quick Setup FFRAKREBIZELLT AWS Identity and Access Management (IAM) B :
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https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://console.aws.amazon.com/systems-manager/
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« AWS-QuickSetup-StackSet-Local-ExecutionRole - #F AWS CloudFormation & F{E /&
R R BR

« AWS-QuickSetup-StackSet-Local-AdministrationRole - #&F AWS CloudFormation 18{F
AWS-QuickSetup-StackSet-Local-ExecutionRole HIXFR,

MRBIEEIMEERKS ( A TFE AWS Organizations FEIZEALHIK, ) , Quick Setup E2R KR
BIEUATAG .

« AWS-QuickSetup-SSM-RoleForEnablingExplorer - ¥ AWS-EnableExplorer B3It
Runbook fXPR. £/ AWS-EnableExplorer i=1TF M , AfF Systems Manager BIZh&E Explorer
BRERNZRZN AWS IKF F AWS XiF BIEE.

« AwWSServiceRoleForAmazonSSM - [REEEAE , A TR T H Systems Manager EEFEH
f AWS R EY 75 R PR

« AWSServiceRoleForAmazonSSM_AccountDiscovery - BREHXAE , T @ Systems
Manager R FER L HE AR AWS REKEHK AWS IKFEENNRE, BEXEZEER , TSR
XF AWSServiceRoleForAmazonSSM_AccountDiscovery S,

SIS EEIKFE , Quick Setup F7E AWS Organizations 1 CloudFormation 2 8 /8 B Z{E1E8 78]
PR, REBENALH Quick Setup BLiE. EERAZEFHRNE , ENEBKFASNINEEEEAN
BR. EERSISGE , ErEEEEEANRE., BXEZEEL , 55 H)E A Organizations ZEERY
R

B X AWS Organizations IKFEBNWEZER |, 525 (AWS Organizations AAFEE) FH AWS
Organizations RiEF =

(® Note

Quick Setup £ 8 AWS CloudFormation StackSets &Y AWS Ik F X135k BB E B .
MR BRI HEFRAXFHHEST 10000 , MEEBBAK. BIBWRESRN AHIH0IE
FARDBFRNEE , SUEAMNALNIEK, HERIHITSBEINHLANERK, ., BXESE
B, L BZACEEERSEENRNHERENNEIESI,

MREHWAF, AHNASERGR TRFFEN AP RE , MEATLAEER Quick Setup RIFF A ZhEE.
HEFN API BELTF |, B—NERFNABKFARHRR , B MERFaS el EEKS PR
TR EAB R,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html?icmpid=docs_cfn_console#stacksets-orgs-considerations

AWS Systems Manager

RAriEmE

Non-management account

"ssm:

"ssm:

iam:
iam:
iam:
iam:
iam:
iam:
"ssm:
ssm:

ssm:

CreateRole",
AttachRolePolicy",
PutRolePolicy",
GetRole",

ListRoles",

PassRole"
ListAssociations",
ListDocuments",
GetDocument",
DescribeAssociation",
DescribeAutomationExecutions"”,

"cloudformation:DescribeStackSet",
"cloudformation:DescribeStackInstance",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackResources",
"cloudformation:ListStackSetOperations",
"cloudformation:ListStackSets",
"cloudformation:ListStacks",
"cloudformation:ListStackInstances",

"cloudformation:

"cloudformation:TagResource",
"cloudformation:CreateStack",
"cloudformation:DeleteStackSet",
"cloudformation:UpdateStackSet",
"cloudformation:CreateStackSet",
"cloudformation:DeleteStackInstances",
"cloudformation:CreateStackInstances"

Management account

"ssm:

"ssm:

ssm:
"ssm:
ssm:

ssm:
"ssm:

ssm:

ssm:

createResourceDataSync",
listResourceDataSync",
getOpsSummary",
createAssociation",
createDocument",
startAssociationsOnce",
startAutomationExecution",
updateAssociation",
listAssociations",

ListStackSetOperationResults",

SEM Quick Setup B IAM BB FIX R
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"ssm:listDocuments",

"ssm:getDocument",

"ssm:describeAssociation",
"ssm:describeAutomationExecutions",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent"
"organizations:EnableAWSServiceAccess",
"cloudformation:describe*"

{5 Quick Setup

Quick Setup & AWS Systems Manager K —INZI&E , £ Quick Setup ETKY Configurations ( BLi& )
MHFPRERSIMEBENER, EHTAEL , BAUEEE M RENFMEES , M Actions (BE) T
L5 RPMIBRELE |, S Create ( 812 ) BLiE. Configurations ( BlE ) REZEUATEER :

Configuration type ( Bt ERE ) - ERIEEEMERNEERE,

HEEM _BREZBBESFATEANLE (Organizational ) B2UEA FERKF
(Local),

Organizational units ( H4R %84y ) - EREESPZBINWHLA L (OVU) (MREBEET —4A

Custom ( BEX ) B, ) AARVNBEN B MERTALANEREKS. EBKFREATE
AWS Organizations 8|24 LK o

Regions ( XiF ) - i BB R X , SRR EEER T —4H Custom ( BE X ) B Current
account ( HaIKF ) WA B #5.

Deployment status ( SBBRAS ) - RIS IE TR AWS CloudFormation 24 B K IhEPE B RS HEik
. BFRSEAIFHEKRIGIESEEEREENEIEPEFNEEIED,

Association status ( XECIRZ ) - KBRS R BB ENE BB EXRKIRS. YTRINEIT
FiE BREIKRER |, BRRZASNA Failed ( XK ) »

Quick Setup B Hi=1T8/ Bl B B #R#Y State Manager <8k, State Manager & AWS Systems
Manager 89 —FfhIh&E,

R Quick Setup 189
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REFHAFEE

Configuration details ( BB F4EE ) THETREXREEREBAXRBKNBENER. EREA , &
A REERERT, BEHMEFINRESE, SETUEEEI MEENENEAGE , LIRINEXIXLEX
BRWEZELR,

BERERE , RETUT MRS MEHE
BLEEE RS

ERERI. XM, EESTREENHEN. BEREELSZRELVHT QNIEE B HFKFS
MXiFAp,
BLEXRBORES

S REMIN, KMEFAIERN State Manager X<EXBIENE., Quick Setup EB N EBEF RNEEMNE
B 1% T 0l 2 < B,
RERS

EREREREERBNARKE,

Configuration details ( BEEFHAEE ) RETEXEEINENEE . BIERFEFEARGIERE View
details ( EFFARFE ) , BULUEFBEXBNIENESEHAEE. SIMFENFAGENEHE =P
EIZHEPRT KLHKREK,

Y58 M I BREC B

BA LB E$E Actions ( 3R4E ) RF%E$F Edit configuration options ( 4RIBELE LN ) i
Configuration details ( BEE*HEE ) THPWENELENE EEDT, @EERIMFIEDAE , Quick
Setup IEITEPBH IR FAIER, MELE P MIBREIAT , Quick Setup 121738 F H M BREAIAEAI X
BXo

(® Note

IR AT RERT 4R B K 7 #Y Quick Setup BLiE. ERBHARE , BERSSIN Success ( HZh )
= Failed ( &M )
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838 A LAB I 1% % Actions ( #R4E ) 1 Add OUs ( 741 OU ) . Add Regions ( #1NX1H ) . Remove
OUs ( #lB& OU ) =% Remove Regions ( MIERXE ) kEHMTEEENEEFR R Biv. WREHNK, R
BEANEEKF, , IEXNHGKFURETEE , NWEEEHFBFAL LA (OU), BIBRXE=R OU &
MIXLEXF R OU A il BRo< B

BRI LUBNEREE |, AAFIEIE Actions ( #B4E ) # Delete configuration ( #ilBRELE ) M Quick Setup
FIBRECE . ik A LATE Actions ( #4E ) THI5IZR T i%#F Configuration details ( EEEFAE LS )
HE , AF1%EFF Delete configuration ( MIBRELE ) , MMMIBRELE. RS , Quick Setup fFRTE
Remove all OUs and Regions ( MIEFTE OU MXiH ) , TRIIRETEEE—LatE, BiEREREE
SMIBRFIE XX, LATHIBRIRFIMNMEKRS MXEHPRRAESHEN SRR , ASHKREE.

BESHME

#& 7] LATE Explorer 2 Compliance FEFZNLPIREHFE LN ECIZNXE , ENHZ AWS
Systems Manager BVIhgE. ETHREXENMHNEZER |, ESH FH Compliance, ETHREXE
& Explorer P EHMMNESZEER , 1525 AWS Systems Manager Explorero

X Quick Setup B EFEH!
TEHENEERR

Quick Setup ZFLUATHRERE,

- Amazon EC2 ¥ &

- ALONBRINENEE

« AWS Config B & 10 %85

« AWS Config— Bt &
+ Patch Manager A4 {& 3 BB

« Change Manager A42i% &
« DevOps Guru Bii&

« Distributor Z 7B EE

+ Amazon EC2 EHI'RRAE
« OpsCenter A4218 B

« AWS BRHRZ 2R BB

REAANE o
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Amazon EC2 I # &

£ AWS Systems Manager B Quick Setup ZhEEFE Amazon Elastic Compute Cloud (Amazon EC2)

S ERER BSENLZ S AENE RN Systems Manager &g, @@ 5 AWS Organizations /&
EEANKFPREBEZ/NKS T AWS X8 H Quick Setup, X L IhBERS Bh & B 1 U5 52 S HIY 2 174k

o, RIE R AT A 6 A AT S M B AR

MRIBFZHE Systems Manager FIIRF MIhEE , BIEREEE (AWS Systems Manager A F 15
BY , RSB Quick Setup BIE2EE, B> Systems Manager WEZER , HSH T4 2 AWS
Systems Manager ? ,

/A Important
MRATE—TBHEATFE , N Quick Setup ATRERRES EC2 BEEBFEANERHIE

« BE-RZEHOE EC2 K6, L& AWS ZhEE,
- BHARR EC2 RHIEENFHES

MR, BUUENEUATARAR

« Amazon EC2 A[7]

« {Amazon EC2 A5 PHERAFE K6 S B 31K H5l

« {Amazon EC2 A5 PHERAFE K6 S B 31K H5l

« {Amazon EC2 A #g§m) FHHIZE : Amazon EC2 Linux SEBIAT]

MBEBEARATEEC2RHIEE , HAFLER/ILZN EC2 RAIMNEENMERE , HAFEMA Quick
Setup, ZIREBHWALEB/L+AN, BTFNMNERBB A EC2 =41, #HAIBAERA LT Quick
Setup IR —IXMERN B E Z ML,

TR

ERBUTESZH , BMERETE Quick Setup WEXE, BXER , TEHREEE AWS X,

(® Note

BB EERA | BT LR AWS Organizations FE X HIRANAL, {XER2DH LMK X5
RENKFIREZNET, HA—NMNETRSHAREH R SSM Agent BH, MRERA
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https://aws.amazon.com/ec2/getting-started
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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LAEER , WEAJLLEAREAMAENEERERE  SRAEF —XKRE , NEHRELN
WPTE EC2 £6l, BXEER , BSHALNRIATIEE,

BLiE EC2 EHIRY A E IR
ERBFHER , BT AWS Systems Manager Quick Setup 2 &I & FHITUTES,
HAENERERE RH

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 2l

Ao

2. ESMBEHKP , % Quick Setup.
3. EFNNEEFRRL, EEAUE,

® Tip
MRENKFHERE —NEZANEE |, BEERERINFSNEE IR0 MY 06 2R L
EEFR,

BLiE Systems Manager £ #| & ik

EfiE Systems Manager Zhat , BEEBETER DK Systems Manager AHFEFRENEERS A
AYIETN

FHEAEH — X Systems Manager ( SSM ) K&

/& F Systems Manager , BRARE—REEFEFTREIHRIE, WRFEHRAE , Systems
Manager 2 B REX TR LNREEMR N K MHRIRAE. Quick Setup FRERFFE
REHEF ERERIE, BXWL AMIs IZET SSM Agent IEE , S ERMET
SSM Agent #J AMIs,

BIERIED , DERENT QIBLIZTHRITRZAN SSM Agent. Hx SSM Agent KV E
ZEE (BEEARNMAFHLREZRENELR ) , B3R FH SSM Agento
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https://console.aws.amazon.com/systems-manager/
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8 30 THMKRAIPBRE—IRFE

/B A Quick Setup FlE A T2 A M TEHIEWE
- AWS A - EC2 B fEF. REFMRAESE,
- NARKF - NABRFEHR, RAEMNRESE,

« TREFMEE - REBH, BERS (0S) BN, BERSRAE, LREFEE, DNS,
., THEANBRERSREE,

o MKHEE - IP #hht, MAC ik, DNS., FXFFMEBE,
« RS - B, EREBH. RE, HXRS., BREEXBMBHEHRSE (R Windows Server

TE)o
« Windows B - 5%, EREH. BE, WERBEMLERSZF (XBR Windows Server T3
)

« Windows &7 - 4N T ID, REZEMNMZE HHE ( XBR Windows Server 7K )

B X AWS Systems Manager B Inventory ZHEEM EZE R , 152 AWS Systems Manager

BE.

® Note
BNEIEUER T JLANT & |, Inventory collection ( SERUNEE ) M tb A REE E KX 10

7 # = BESE Ao

BRABESZFIUERRDIIT
/8 A Patch Manager ( Systems Manager B —I1ZhgE ) , S RABTRHESHETTE AR EK
BE. ZHRERBRINAITEEETHERAT EAENT R, ZRETE—BXTEINTR
EHEHEMNHEREBH TR,

BRIEIMRERANT BHENER |, BSH AWS Systems Manager Patch Manager,

EEFWNTAEMNELR , BHS W Systems Manager M T H,

BRE—MREFEIZAKFNXEHNREET/NEL , 1356 £A Quick Setup b T K
B& 1 Patch Manager A4EXNELE
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https://console.aws.amazon.com/systems-manager/compliance
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/A Important
Systems Manager XFZf A ERIFAFERET R , LUBRANT &0, ERNHITL
REEFRNZREZE , BEINNTEAEACEERNBARKRIE—XABNER, ST
WERREBR. NRARAEEATRNAT EE , ERAENHERN | AT &
MEETREAHIENTE, BXEZER , B BRENBE4T EAEEIE,

fit  Amazon CloudWatch 3 #1& I8 5% I

EFE & CloudWatch IhgE , BEEREIEIMEP 2K Amazon CloudWatch AR ERNEE S AL
m :

LZHEFNEE CloudWatch £

£ Amazon EC2 34l £ &% 45 —# CloudWatch RIEBMEAREE, KREFM Amazon
CloudWatch #3261 I EIERRF B & XX, FEHLERUREBHEELFNEITRR. BX
CloudWatch R EBEAXEENEZEER , 5K CloudWatch REFENIEIrE, AL EM
BA&R, BXEZEEL |, 5 Amazon CloudWatch Els

30 XE#H —IX CloudWatch K&

J& A Systems Manager , 8 30 XRRE— X BB FEHIRAH CloudWatch RIE, WREFEH
MRA , Systems Manager & B ERH| EEFHNRE ., BB IUEERIZED , LBRENE
BIIR LB TR EFTARAH CloudWatch K,

EliE Amazon EC2 B R EM N EEILIMN

EfiE Amazon EC2 BaRIEINAE | BEE BRIME 2K Amazon EC2 BHRBADRFRENE
23 AR

30 REFHF—IREC2 BaLE

J& A Systems Manager , 8 30 RRE—XEH LRENBHIREREFEMERER, MRE
¥iMRASTT A , M| Systems Manager 21356 EEFHRE, RMNBUEERIZIET , LBR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics
https://aws.amazon.com/cloudwatch/pricing/
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B EBIRAEITRITRANEABHRE. XF Amazon EC2 Windows SE41 , SEiEDI%
# EC2Launch, EC2Launch v2 # EC2Configo X F Amazon EC2 Linux 3= , &Iz #F
cloud-init. XF Amazon EC2 Mac 354 , i ec2-macos-init. Quick Setup
FEEEMEEERIREBEFIIFNRIERS S AL2023 LW EFIRE,

BRZXENHRMCRENESRFER , BSHANUTER :
- {8 EC2Launch v2 Ei& Windows SE4l

- /A EC2Launch Et& Windows 3£l

- f£H EC2Config fRSELE Windows SE4I

« cloud-init 3244

* ec2-macos-init

EREEY TN EEE B E#HAY EC2 K46
EBERSS  ARATHREENZFHRENKS MEXEHEE

(® Note
TERBEMRE — AWS XKEHYZ 4 Quick Setup EHEREE.

Entire organization

RECIFIMEALLEM (OU ) MALRTH AWS X1,

(® Note
RYEEMNELANEEKRFEEENEER , BEMARIS T H.

Custom

1. EB# OU 7 , RREHF EHNNEREE R OU,
2. EBHXEHS  AREFEF TNEREE B XE,
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2launch-v2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2launch.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2config-service.html
https://cloudinit.readthedocs.io/en/22.2.2/index.html
https://github.com/aws/ec2-macos-init
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Current account

EREP-NMXEERT , RERRIZIETN DRI TRE,

LI X

1R QAT =4 Bl X E A Y SKBIAE N B AR

- ARSI ENEEREE 2 B3R XEHE EC2 KAIHEN B R,

o BRE - REFBRM , FRAPMEIZEEN B IR SKAIR RN TIEE,

- BFE-NTHRRA , ERISEFNBIRN EC2 KAIMMBRIRE

o FM - ERFIE DA, EPEENBIREA EC2 KA EIEIE,
EERXE

BEIEREUTRTZ — , SR EE XS RISEHMEN BAx

« RS - FEEXEPHAERGIENR B IR

o PRE - EERM, FAWACRINEIEENR B ARYRAIR RN A E.

EERXEHS  EREHE TN EERERIXE.

HEE SR BIE B ST
R BREANMALN E E LB T
ERPIRB LTS |, SEREFLBEN IAM ERFINE B K NEEHIMTE RHIE B
# | ER AW Quick Setup £ FHER B AT B R AIZE 1AM S8 HISKBIR B4
EERFARBLEIE , EER,
AAWMAENEE

f&Bh AWS Systems Manager By Quick Setup ThgE , A LARETE AWS Organizations H 7 N EI4H
AWFIERF M XEBERAENEERRE, XETUBRHALFFTE Amazon Elastic Compute
Cloud ( EC2 ) 3=l £ SSM Agent R¥EFE#T , 3 B o] LUiE#EEE| Systems Manager.

FrEaaIH ER T
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BBIURRATER TS AiRE.

« EERUTESZH , “MESLIEET Quick Setup WEXE, AXELE , FSEEEE AWS X
o

« HAMEEENE EC2 4| LME LR T HRFIMARAHK SSM Agent,

- EEEMN EC2 XHIEANRRFITHIERFRA 2 (IMDSV2 ) ,

- BEAEEEERNER AWS Identity and Access Management ( IAM ) &3 ( B, AGRRA )
BEFALANERIKF ( W17 AWS Organizations FFFIEE ) -

ERMIANEC2 LHIEEAE

BIAEVEER EFEA Systems Manager B default-ec2-instance-management-role AR
FRE, ZACLEEEHRERMAALTMEKSHNR , AMETESLS LK SSM Agent 5 =im
Systems Manager RS2 BI# 1TEE.

MREBL M update-service-setting CLI i RRE TiZAE , WRIAENEERENERAZAC,
MBEEKRIZE , Quick Setup FHREBIEHNAZAE,

ERERBELNENALIBETIZHAE , BEM get-service-setting I H,

BERSMEBEZE#H SSM Agent
REBLLT ISR N EA AWS Organizations A48 /5 A“BRIA N EEE B LT,
ERS™ME B ERH SSM Agent

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥T7F AWS Systems Manager 3l

AN
Ho
2. ESMBEHKD , %EHF Quick Setupo
3. ERMAFNNEEEEERDF L, EFECIE,

® Tip
MRENKFHELE—NHZNEE |, BAEFRELRINFHEE B0 0 Y8R R L
EEFH,

4., EEREEDESH , EFEAESMEBIERH SSM Agent,
5. 1%&#% Create (I ),
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https://docs.aws.amazon.com/cli/latest/reference/ssm/update-service-setting.html
https://docs.aws.amazon.com/cli/latest/reference/ssm/get-service-setting.html
https://console.aws.amazon.com/systems-manager/
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AWS Config Bt & id ka8

f&Bh AWS Systems Manager B9 Quick Setup ThEE , ] LURIEAIZ H AWS Config XIFHEE iR
2. HARBECRKB[ELNBREEFPRNVENR , FHXLEERHRANGEETN, MREFTRT AWS
Config , BIUETEA A Quick Setup BIZE B2 RIEE (AWS Config F XA RIER) AR, THEX
ZIRFHEZEE BX AWS Config WEZEER , 1551 (AWS Config FFRARER) PHTLE
AWS Config ? .

FgERT , BMBIERKR/SICRKIEEIEIT AWS Config B AWS KEBRFIES XN RR, B LLE
ENEE , {EREENTREE, BXEZER , 5Z2H (AWS Config F R A RIEME) FHIEE
AWS Config 128 &R

3 AWS Config FHicRKEER , AR EEUERS ER SR, BXxEMES , HZS5 AWS Config
Efft

® Note

MREBELEETEEILRS , Quick Setup FEFLEREFZFHIIN EBIEZFRRRXEHITEME
Wo WMRBEZEFEH Quick Setup IBFEMEFRE | NZBRFZSXF MM MBI EREHIEFR
2349, MIERQuick Setup Config IEXEERERN , BIEIERKImTFIETE, FHEILRE
R, HEEEFLEBERBZS—BEKWERSFERAR. ETHEXREERBICRXFZNESE
B, 2/ (AWS Config F X AR ERE) FHEEREIC RS,

TR

EERATESZE , XMELIEE T Quick Setup HERXIF, BXEE , BSHEEEE AWS XiF,

Ei& & AWS Config id% , I AWS Systems Manager £ & & FHRITUTES,
£/ Quick Setup iRi& AWS Config 123

1. 1A\ https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager 3l

AN
2. TESMBERKTP , % Quick Setup,
3. EEEICERFHL , EEVE,

AWS Config fi & i 528 199


https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/select-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/select-resources.html
https://aws.amazon.com/config/pricing/
https://aws.amazon.com/config/pricing/
https://docs.aws.amazon.com/config/latest/developerguide/stop-start-recorder.html
https://console.aws.amazon.com/systems-manager/
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® Tip

MRIENKFFELE—NHSIRE , FRARFERA-FHEE 0B T eI ZE N
BE+h

4. HEERERIEDH , PAITUATERE

a.

NFEFZIZEH AWS BRER | EERIERMAEXFNRRERMNICREIEEFENTIRE
B,

FFRMAIRE , IBEERFHE Amazon Simple Storage Service ( Amazon S3 ) 7@ , B =%
BREOHAZRERBOIANEEEMAE,

N FBHED | EBEMNEERBAIEI, AWS Config F£H Amazon Simple Notification
Service ( Amazon SNS ) BHIZEEZNRBREXNWEE AWS Config B4, MREFEERAN
B SNS EED , M ARNEECANKF FRMATE Amazon SNS EEH AWS K~ ID M
B, MREFEMSZN AWS X , MEANXFEH W EBE LT E,

5. HEITXIEZH , & Quick Setup BEXN R RATMITRE TEEN ERWAEHRE, MIAEILED
BIT—IR. MRIEFFE Quick Setup BEXNRFAMBH AR TEENER , FEAEXL TEFE
BREREBE.

6. EBREDF , EBUTERDTUZ —LIER TSRS M XE,

® Note

MREERE-KS , BTALMAR BN (OU) WIRTURF A AT, & BUE R 2Rt B
BENATKS AWS XE AR XE , B2 0CRWEIE N A TR X,

- Entire organization ( BMNALR )  ARFHFEKF X,
« Custom ( HENX ) : XREEEN OU FX1F,

HE#FR OU B, EEAFHITIERE OU,
EERXEEHD P , BEEEATFHRTIERNXE,

« Current account ( HEIKF ) : AELEHNEBEZTNKFAPEENXEF R BHRXE, EFN

THEZ—:
« Current Region ( HalX1 ) : (NAEEHEFERHXFHPNEET L1 B .

EEXE  RRERIEREENA RN ENXE,
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7. EEBIE,

AWS Config— Bt 2EE

— M-3R AWS Config MAUIFEEIRIENES. T AWS Organizations H&IE Quick Setup F—
BMIHBEANRS,N AWS KEHBENMLAFHENKE, XEDTEABAERNTSEEANEE
B AWS BRNEESHAM , INRBE X —ERFIHICERE

FRFM

EERATESZE , XMELIEEE T Quick Setup HERXIF, BXEE , BZHEEEE AWS XiF,

ERE-HHE , 5% AWS Systems Manager Quick Setup #Z#| & FHITUTES,

(® Note

MIMFESE A AWS Config iEk , AEEHBUHEE. EXEZEE , 5 (AWS Config FF
RARIEE) P —3iEa,

£ Quick Setup HE—HMHE

1. 158 https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager % &l

Bo
2. TESMBERKTP , % Quick Setup,
3. E—BMEFRL, &EAE,

® Tip
MRENKFHERE —NHZANEE |, BEERERINFSHEE IR0 MY 062 R 2L
EEFR,

4. HEREESHI P , RERIN —HHEZ,

@ Note

BRT AWS REX —EMas  BETUMFEIZNBE — Bt ah#TEE, AXE
Z{ER , 5 AWS Config TR A RIEEREFRILTER :
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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AWS Systems Manager AriEE
- HEX—HZ
- {£H AWS Config Z2H A ZBEEN S
- {8 AWS Command Line Interface E3E — 4 E

5. HEITXIEZH , & Quick Setup EEXN BRI TR TEEMN ERHWAEHRE, MIAMEILED
BIT—Ro MRFHEL Quick Setup EEXN R FABN TR TEENER , FEEBEN TEFE
Ho

6. EEMHOF , EREEEN —BMSHMEINBNMELA, Hf—L AWS XiF £ 2 5 & FAK
Fo
MREFRBENER | HENITHR 8,

MREERBENL , BEHRTLER 7,
7. EERREHS T, ZFERE BTN XENERE,
8. EEBIE,

Patch Manager (A4 {& 4 NEL B

&8 ( Quick SetupAWS Systems Manager B —IZheE ) , & A SL6IZ2H Patch Manager 1Rt X #H
T REE, #NTRBEEX T B384 Amazon Elastic Compute Cloud (Amazon EC2) S| 3t E
TRANEFANITTUNELE. FAE—ITERBEE , EUURARALF SN AWS XiF WAIEKS
EER, RXAPTEN K AXEE IS4 , AR ENKS KENE B . BXRINTRBEBHNESE
B, 531 £/ Quick Setup M T K H&,

TR

E& A Quick Setup ATRENATRE , ZTRASLARRETR. BEXEETRNESZER , BE5H
% & AWS Systems Manager,

/A Important

T EMMEREF % — Systems Manager TERZSHEERPBRERAT R, TUHRITE
Ak, BERNKIT LR EZFNZHEE BN T ENERTHRARKIE—XAENE
R, EOAENERBHES. WRABFEERATENATEE  ETRRAETN , BBA
HWTENGEUEAENENTE, EXEZER , BN BEENBESHT EANHEHIE,
REREMMIRA AN T KBE — Quick Setup ¥ T RKETHRER T RV EHMNRESEZT RN
State Manager XBERHITIRSHEE . WRXERNITIRES N Compliant , MMESFIEERT
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RIEAMASHRIZ N Compliant, WRXEMITIRAZ N Non-Compliant , MESFHEEN
T R EFMRBHRIEN Non-Compliant,

XENT REEEE R X
BAUR X485 24 51 % 3% Quick Setup RHIANT REEELE -

« ZERZ (FEZBM ) (us-east-2)

- XERZ (FHEFRLMILE ) (us-east-1)
- XERESP (JMREREL ) (us-west-1)
- XEREIP (BEXM ) (us-west-2)

« WA#KX ( &Z3K ) (ap-south-1)

« WA#X ( H7R ) (ap-northeast-2)

« AKX (FHI3 ) (ap-southeast-1)
- IA#KX ( Z&fE ) (ap-southeast-2)

« WA#X (KR ) (ap-northeast-1)

o MEKX ( FEB) (ca-central-1)

« KM X ( EX=%=4E ) (eu-central-1)

o BMX ( Z/R=) (eu-west-1)

o BXM (£ ) (eu-west-2)

o BM#X (B2 ) (eu-west-3)

o BRMibX ( HTES/REE ) (eu-north-1)

- MEM(FZRF ) (sa-east-1)

#MNT Mg S3 FRERAVNR

BRI T SKBERT | Quick Setup 2812 — Amazon S3 i , HHFEE—1MEH
baseline_overrides.json 3, X HFME TEXAAT REEIEENIIT EENEE.

S3 FE ML aws-quicksetup-patchpolicy-account-id-quick-setup-configuration-
id KB

40 - aws-quicksetup-patchpolicy-123456789012-abcde
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MREENALKGEKNT R, NIFEBHEAANERKS F 6,

FNFUTHMERRS , S4B EM AWS BRBEFEA AWS Identity and Access
Management ( IAM ) policy 7[RItk S3 FAERHVINER :

- BR 1 REECHPIREXHHBZSAGEREATR—EERM , MAE Quick Setup FRALAIK
PIREXHHEBFZAE

- 8% 2 : A VPC im SiE#E| Systems Manager

W ER , EFBNNRREE T THEAEY Quick Setup S3 17 1 HY KB R o

B HEACHRFREXHIRFALEREXTIA—BER , MAR Quick Setup ALK KA
BEEXHHBRZAG

HTERBEESE—NED , ATRAEN IAM policy ZINEE 1T SEFIHIMA SLHIBE XA,

MRERIEFIIED , (B2 E Quick Setup AL T REBEEHIEERNT R , WATAFRIEATH

B

« IAM EE X KB AmazonSSMManagedInstanceCore A4 MNE A FEIEER T 1B H Systems
Manager X BRHEY IAM SEGIEL & 243k IAM fRSS A€,

o BATFIHRAN T REEFEEBONRARMNA IAM ZHIE E X4 IAM RS AN RE KR, BT
RN FIAE aws-quicksetup-patchpolicy FEMABEAFIFRIAR , AN HALRIKF 6
BB EFHBREMABEA RN , 06N RE R R,

o BIERUTREEXRS IAM EZHIEENXHH IAM RFAE,

Key: QSConfigld-quick-setup-configuration-id, Value: quick-setup-
configuration-id

quick-setup-configuration-id RRBATRIEAT KEEEE RS A AWS
CloudFormation ## M Z¥E., EXRI ID , BHRITUATRE :

1. ¥TFF AWS CloudFormation ##|& , #illk : https://console.aws.amazon.com/cloudformations

2. EERATOIEAT R HER B BHHER |, fl StackSet-AwWS-QuickSetup-
PatchPolicy-LA-q4bkg-52cd2f06-d0f9-499e-9818-d887cEXAMPLE,

3. BESHETF,
4. EBHFIRMEAIH | RIFH QSConfigurationld, EEATHESIH , KEEE D, Him

abcde,
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FHRGH W FEMNATERMIREXHSRZACHIRE , R QSConfigld-abcde , &
A abcde,

Bxm IAM AEFNFENER , BZ5HE (IAM AFERE) PRI IAM & &M= E L6 f & U4
( AWS CLI 5 AWS API ) 452,

B8R 2 : A VPC i RiE#EE| Systems Manager

MREFER VPC ik [LiEEE Systems Manager , M S3 #Y VPC i 2 R B& %40 7 115 A Quick Setup
T RBE S3 FHER

BRA S3 W VPC in AREERIMNRHER , FSH (Amazon S3 FIFHER) YA 1B R EEIZHIM
VPC i R BV 177 6],

Quick Setup S3 T7f& f Y R BEIXFR

IBATLUR MY PR aws-quicksetup-patchpolicy F#EEHNBERFHRIAR |, SR R ALK
FROENBEEHBREABRARRNE, EXNTEARARMBERBHLABHNER , EEAT KX

All patch policy buckets

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessToAllPatchPolicyRelatedBuckets",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::aws-quicksetup-patchpolicy-*"

Specific patch policy bucket

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessToMyPatchPolicyRelatedBucket",
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"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::aws-quicksetup-patchpolicy-account-id-quick-setup-
configuration-
id"@

}
]

}

" BIBNTEKREBE |, BAE S3 2ElAPRIAFEEMNEE, HIM : aws-quicksetup-
patchpolicy-123456789012-abcde

T REGRERVBENIANT EH ID

INT ERERV IS xMEVESEH AWS-RunPatchBaseline SSM Command X #H ) BaselineOverride
S8,

BEA AWS-RunPatchBaseline 4 MNRRE 2 A T84T |, ATLAEA BaselineOverride
EEERREHEFERANITEAIR  XEEETBTEENRINELE, BEEHN
baseline_overrides.json WX EIZ SR , HREFIHHFMEEEELN Amazon S3 1F#
M, ERAEEESESE PATR,

BR , W TFETHT FHNIEINRE , Systems Manager £ B3 812 S3 FHEBEHBESR

In baseline_overrides.json X, R/ , IR Quick Setup =1T1&*MEVE ( ££A Run
Command ) ThEERT , RERLABNNT BEEER —NEVL ID. XN TFEMNNT REEIEFMREIE , 8L ID
HMETREY , HEERKRNOITEERSELWIKF FEMEHIGE,

Hit , BFF2ESHIAEPEIREFEENHITEE ID, XEAT AWS ER4 T E2ENET
REERNBENATEHA, BERRENEE ID BEALBEBIMRELERKNEAE ID,

A REZHE Patch Manager PEBEREXFEAREYL ID £ TEHENFAEE , RESHRE
LA T BEERTFE. WHATHTH , AURELZEE,

IR T KB
FRFZM

EERATESZE , XMELIEEE T Quick Setup HERXF, BXEE , BZHEEEE AWS XiF,

B0 EANT KBE | B 7E Systems Manager #2418 FHITUTES
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£ Quick Setup BIE*NT KHE

1.

1518 https://console.aws.amazon.com/systems-manager/ , ¥TFF AWS Systems Manager 3]

L
Ho

MREEENARREBSH  FRRECSERIZALANEERS . ELEEAZTREEZRAK,H
BX R K P iR B SR

ESMBEESF |, EF Quick Setupo
£ Patch Manager ( #M T BI85 ) BT~ L , 1% Create ( 8IE )

® Tip
MRENKFHPRELE N ZNEE , BAEFRELRINFHEE B0 B AR R L
EE&FFH,

£ Configuration name ( BELE B ) PR A BRI BIIR B4 T K EE,
£ Scanning and installation ( F# %% ) T2 B Patch operation ( 4N T#RE ) T , IEBHT X
B2 Scan ( A ) EEBAREREIBEB#R Scan and install ( H#EH R ) #M T,

£ Scanning schedule ( 33#1TXl ) T , #%$® Use recommended defaults ( R HEEHERIAE )
=% Custom scan schedule ( BEXH#EITH ) . BIAFB TN EHFFENBEEXREZR 1 /A
B .

« WRi%EFE Custom scan schedule ( BE XTI ) , EiE#E Scanning frequency ( M
£)o
o WMREEE Daily (EH ) , B UTC HEMHAEREBRBIRTE,

- MR%EFEF Custom CRON Expression ( BEEX CRON &iAX ) , iHLL CRON RIAXHFER
B AITXl, HXA Systems Manager i & CRON RERXNWEZER , HSH & . ERT
Systems Manager By Cron # Rate &&=,

AL | iE$F Wait to scan targets until first CRON interval ( &£/5 —“ CRON [EfEF 138
¥r) o BRIMBERT , T 2R B #REF Patch Manager 3 B3 E 3t 17433,

WMR%ERE Scan and install ( HEHZE ) , FEEOEEBRTENTREFEAR Installation
schedule ( ZZ&itX ) o MREEE Use recommended defaults ( FERAHEENRIAE ) , N
Patch Manager £t AR ER B EHRIZR 2 RREN T,

- WMREFFE Custom install schedule ( BEXZ&EITX ) , BiEHF Installation frequency ( £
£)o
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8.

- WREEFE Daily (EH) , FRAENBIREHRRZENE,
« f1RiEFE Custom CRON expression ( BEX CRON FiAxX ) , #EEL CRON RixXWER

B AITXl, HXA Systems Manager i%& CRON REXNWEZELR , HSH & . ERAT
Systems Manager 9 Cron #l Rate &A=,

AL | 5EBR Wait to install updates until first CRON interval ( 5215 —4 CRON EIRF ZEE
), UEETRAAERNLET R LREEH. RIAMBERT , Patch Manager &3 % —
A CRON HRHIT 2LEKEN,

. ZEITE , Hi%E Reboot if needed ( EENEFZS ) LEFBI TR, BUEREREH
B3, BRI S A AMEE,

£ Patch baseline ( 4N T &/ ) o , EFRARNEF BN EFRNIT EA,

ZRIAER T , Patch Manager EATIE XN T EHE, BXEZER , 55 < TMENLEE,

IR AREFFE Custom patch baseline ( BEMMWTEE ) , BATEFEATENL AWS #h T EHER
BERGE Mk T EA,

ZIREMER AWS TIE XA T EEERBENA T £ , Quick Setup R ATARAN T EEHRE
IR E XN T B,

® Note
MRIEEH VPC % RiEES) Systems Manager , R S3 B VPC % R R BE 4B S 17 18]
It S3 FfE. BXREZEER , 50 4N T KB S3 F MR,

/A Important
IMRIETE Quick Setup FEMANT EREE , MRE28/DEt5E Quick Setup BF —IRE
X EEMAT EEMHER.
MEBBRT T REFSIANBEAT EAE , BBAKT HEEH Quick Setup
Configuration details ( BLEF4EE ) TH L2ER—MEE, EEFEHZ , #bT
RESIANMNTEEEREFRE , BRENBHIMRENAN, EXFERT , BE Quick
Setup Configurations ( Bt & ) TUHE , #%$% Patch Manager Bt & , AAF 1% Actions ( &
£ ) , Edit configuration ( {REBEE ) . CHIBRMAITEEEMPTREER , BXANZ
HMIRERGIEZEANT B A,
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9. ( A% ) 7£ Patching log storage ( #&4h A&7 4E ) o H , %EFF Write output to S3 bucket ( F%i
HEA S3 Fi#Ef ) |, F4h T RIEBFFZMTE Amazon S3 FEREH,

(® Note
MEFBRBERALZBIT RKEE , NEHALNERIKS XRAEDEFLFHRBH REN
R, KEPFIENFMBELENEAINEETERBNEANR. BXATEKS R T F#
WiFRNRMER |, 52359 Amazon Simple Storage Service AP 8RR R R 2 : 1F4E
BATEERTEK. FHEBXER.

10. EFERW S3 , UARBEREEREFENT BERMENFEE, EEKS SIER I 76 MR RE
PR, % Targets ( B#% ) B2 ERENFRFFERKS M B RELMERNATRME S3 FEFEH
BEAMBRT EHITIER.

11. % Targets ( B#r ) 80 H , EEUTORTUZ — S E LA T RESRERY K P A X,

® Note

MREERE-KS , BTALMAR BN (OU) WIRTURF A AT, & BUE R 2Rt B
BENATKS AWS XE ARAA XE , @2 0CRWEIE N A TR X,

- Entire organization ( BMNALR )  ARFHFEKF X,

« Custom ( HENX ) : XREEEHN OU FX1F,
« 1£ Target OUs ( BARALRE( ) #80 , ERBREA T REEHWHL L (L,
* 1 Target Regions ( B#RXiH ) 885 , EEERE T REHXHE,

- Current account ( HEIKF ) : AELEHEZTNKFAPEENXEF R BHRXE, EFN
THREZ—

« Current Region ( HalX1 ) : (NAEEHEFERHXFHNEET SR B .
 Choose Regions ( EFXig ) : EEERFANT R AZHENXE,
12. XF Choose how you want to target instances ( &R B HLEMAEMES] ) |, FIRBUTIRTIZ
—RARC BB TR
« All managed nodes ( FTERET R ) : &E OU MIXEHMWAIERET <o

- Specify the resource group ( IEERRA ) : NIIKRFPERFERANBHRGHERERZRIENE
FRo
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® Note
Bal , NENMNKFEEXFERFTRA, EEISANAKFPHRR , TEFETEHN B IR
priRl 8

« Specify a node tag ( EEET RHE ) : AEFALEENRBEXNFIENT RS 2EEN B HRIK
FRXE P B E X,

* Manual ( F3) ) : NIIRPFHEEMEEEKSMEXBNEET Ko

(® Note
%0 B 514X 2 ¥ Amazon EC2 =4,

13. 7E Rate control ( IRE#2 & ) o , MITUATRE -

« X¥F Concurrency ( #% ) , MAERMNZTA T RENT RBER B2 L.

* X F Error threshold ( $8iREI{E ) , MAEAN T RBEAB A ATRRHIBE RN T RBERED
teo

14, EFRFTER IAM policy 7500 E B h0 2 KB B TR KB ES B S S IE4E

IR SR I Quick Setup Bt B &I 1AM policy M AT E M NS HIEE X4 ( EC2 3£ ) AR
SHAG (BARETR ) WT R, EENREXTRELMNEFREEXHERSAR , BEFTE
& Systems Manager FTEHFTENIR , BATHEIRRIZET,

BEALAE RSN A THE R T REEENANKS NIXEPEIZNEET Ko

/A Important
WMREFEP I EIEE , BRE Quick Setup AL T RBEIMEERNT R, NIAHH
REEUTHE :

B 4889 1AM SEBIELE TS IAM ARSS A @ ARIIRER |, AmR N4 T REE G2 R S3 FiE
ER S ER REXNFRIC IAM KFIE B X4 IAM RS A6,

BXRER  BFZHEBA1  HEBACHRHEEXHIRSACEREXAT I —BER
A2 Quick Setup A EHBEEXHRBZTHAE

15. EFEBIE,

EREMNTREEEEEWNTIRRS , LA LM Quick Setup REHHEE.
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DevOps Guru BLiE

A E A Quick Setup tRIEHLE DevOps Guru T, Amazon DevOps Guru H#LEEF S (ML) X
BHRS , RN RENARFNETHEREMATAMY. DevOps Guru 2K NBEEERERXTRER
TR, AT RBIRFNETHE , LeZmEF, DevOps Guru £ H3IM AWS N ARFIREUHRIE |
HiRfAts —2HER , ATAIESTEERNEE. TEFHREFLELINFZFI T ULMREAFH
£/ DevOps Guru , ARRSNAEF T AMEM AT FEM,

ATLATE AT AWS X5 # £ Quick Setup Bt & DevOps Guru :

. ZEFL (FHZRIMNILLE )
. ZERD (BZEN )

. ZEFED (RYRM )

- BROMBIX (R2EE )

. BN (BRZ

. BOMEIX (BFESIREE )

- WAMX (F K )

- TA#BK (ER)

- WAHK (R )

BXEMEE , H2 5 Amazon DevOps Guru EHT

TR

EERATESZE , XMELIEE T Quick Setup HERXIT, BXEE , BSHEEEE AWS XiF,

Ei& & DevOps Guru , B AWS Systems Manager Quick Setup & & T T 24E,
£ Quick Setup i%iE DevOps Guru

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

AN
2. HESMBEKTP , % Quick Setup,
3. 1 DevOps Guru F5 L |, i&ZE 812,
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® Tip
MRENKFHRELE N ZNEE , BAEFRERINFHEE B0 8 AR R
EE&FH,

4. HEEEBEZRIHD , EREDE AWS FIRRE LB EHIZH,

MR REF D HERNALPPREKRS WA AWS BIFIET , WA LAFEE7E DevOps Guru 12
A HIERESTE AWS BiR. DevOps Guru 20T AR/ AWS FIRIER (5l Amazon
Simple Storage Service (Amazon S3) #Zf##& 1 Amazon Elastic Compute Cloud (Amazon EC2)
K6 ) , XERFRERBFERNENEAHRTOE, BEENENEIRRIXLFE 2T AWS &
RN, NERFRE—DRERER,. SHHATREN , ZRBRTILATEIRS. WEE
AWS FIRRE XM BEUR T MR4A.

WMRIEFETEA SNS BAED |, FEFEAGEEMLAL LT (OU) WEAN AWS K 42
Amazon Simple Notification Service (Amazon SNS) &, DevOps Guru R ZETEHNEE
EH DevOps Guru =4 , HlFEERER, MRFTFHLED , UL/ DevOps Guru
AHRARMES,

W RIEE S A AWS Systems Manager Opsltems &I , N’ 7 #< 8 Amazon EventBridge 4
F Amazon CloudWatch B R 8 2 E T4EIT (Opsltems).

5. HEITXIEZH , & Quick Setup BEXN R RATMITRE TEEMN ERWAEHRE, MIAEILED
BIT—Re. MRFHEL Quick Setup EENHFEFIBN TR TRENER , BEAENLTEER
Ao

6. HEBFRIHH , EFER A DevOps Guru D ATH AP —LEH A E Y (OU) IR R H BT EFKHIKF
B Y R
MBRBEAEN , HERTSE 8.

WMREFRLFK, , RERITHER 9,
7. EHEOU MEMRXEIDH , P EMFEA DevOps Guru By OU FXEH EiE4E,
8. EELHBIMK, HPEMEA DevOps Guru B XiFH,
9. EFBIE,
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Distributor 27 2388

Distributor 22 AWS Systems Manager B8, Distributor ZHFERE AT LMEN BN A BB AT REH
HRA~HNES. ATLATE AWS Organizations F A Quick Setup FF Distributor #4423 &BFEE AWS
TP AWS X BEANALH, Bal , REEMEA Quick Setup §8F EC2Launch v2 fXZ, Amazon
Elastic File System ( Amazon EFS ) 32 TE3 Amazon CloudWatch {38, A3 Distributor B E
Z{ER , 55 AWS Systems Manager Distributor,

TR

ERBUATESZH , XMELEE T Quick Setup WEXIFH., AXEE , BZHMEE AWS X,

E 2 Distributor 3442 , % AWS Systems Manager Quick Setup 24| & R#HITUATHES .
f#£ A Quick Setup #B# Distributor B4

1. 1AE https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager 3l

L
Ho

2. HESMBERKTP , % Quick Setup,
3. TEoAFRL EEGIE,

® Tip
MRENWIKFHERE —NHZANEE |, B EIERERINFHEE IR0 A 8622 1ZEH 2L
EB&FFH,

4. EEREBRIHD P , ERELBNRGS.
5. EEHFRNIF  ERERERHEISHNBINENALR, Hh—LALSY (OVU) ERHBEFNKS, .
MBEFRBENMELD | HENITHR 8,

MREFBEN , #ERTIR 7,
6. EB#HOUMBoH , EPEIFEHRHIHN OU MXEHH S XA,
7. 1%&$E Create (BRI ),

Amazon EC2 =HI’&RiEAE

£/ ( Quick SetupAWS Systems Manager BN —T12hEE ) , B UEERFRRAERFEIEHFEL
Amazon Elastic Compute Cloud (Amazon EC2) =4,
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Itk Quick Setup BLE AIRFZIEEMN TR MEFELLSRH , NTFHEBERIEZEERAE. ZIBETHBE
BREAFEEMNEITROAM=ENTBERS. Flm , BB AIELSSIREET , BIEE8EET
5 X, BRRET 10 Mhed, R, BUAREXRFIBRTHEFILZEIT. ATZTHIEM 168 Nt
WA E| 50 /IEt , KOIBEITRAFFTTE 70%. A Quick Setup T2 WEMEMZA, B2 , RIE\EFRE
HRBRMERRE , AR~ EKA , EFKREATREEEN RS ZA.

ERABREERRF , BRUARRELE XWRITRIESZN AWS X M AWS Ik Ba1EEMES)
KHl. % Quick Setup BB fE A EREENIRZZHMEL Amazon EC2 £6I8 BHr. HRAEREFR
SELHEHEEERENEENECEMNIRICAISEH,

BAEBESMNXERKZAEE 5000 MNE6l, REHBAHERELSEXGHIAERET 5000 N6
M AR EZSNEE, MAIRIEES , AESNMREZRZEE 5000 NE6l, tIE2SNMNERAER
FF Quick Setup BLERY , XTIEEFRMIRLZRE, Hla0 , —FEE T AFERERN Prod’ WIRE R
FEnv' , M3 —MEENERAERN DevIIRE R Env’s

MRERBREE , FABRB\ELHNELNITRELNBEZIEG, ERODBERT , BT APHEEX
W, ATRETTIER I F LEEUE B SR

REHHHRENEGIL T stopped K&K, BRBEREFS 2BHXLEXRE, B , REXRMILTF
running RERF 2F1E, BRFERFESHRIWER LZET , FAXEEEENNEGEHHE
IES2Bl, i, BEIRT —NMELF 9 REFRFAWITR. RRAERFELF 9 REFIAAESEE
EMIREXRBKBA T stopped REWKA, MRHEEFHEFELES , RRBEEFHIKBREIE
MEAREF running R, EH , MRERFRITKNELERTFHEY , WRRAERFTF2BRE
1%,

MRECIENITTRIF R EBRTFLERE , RRAEEFRBREXRFIBRET. HlM, £6ET —Mt
¥, EFIRBHEN , LF 7 RELRE, RRAERFE LT 9 REFIESEEENREXE
BALT stopped RAESKIEH , HEE R EF 7 RELERG, XN TERESTIUR , FHEEBENERNIT
XEEN B, BFENRRIITIINE=X,

TR

EFERATES 2 , XAELIEE T Quick Setup WERXF, BXREE , FEHEEE AWS X,

Ei& & Amazon EC2 EHIEE., iE1E AWS Systems Manager Quick Setup %] & RHITUTES .
f# /A Quick Setup iXELHIEE

1. 18] https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12 #l

Ao

2. HESMBEHED , % Quick Setup,
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3. EHFRAERFHL, ERGE,

® Tip
MRENIKFHERE —NHZANEE |, B EIERERINFEE IR0 MY 0622 R 2L
EB&FF,

4. 71 Instance tag ( KBIFFRE ) T2 , BEENA T EITRIXBKAEFNFLEANE,
5. 1£ Schedule options ( It X&) Ho , EEELELESHMNE LRGN X, BEIFTE,

6. 71£ Targets ( B#5 ) % , £FER N Custom ( BEN ) AL HE {1 (OVU) EREEZFHE Current
account ( HEIKF, ) REFE :

« Custom ( HEMX ) : £ Target OUs ( BARALR 2 ) #0 , B EREFNEENHL BN,
A5 , 7 Target Regions ( BARrX1H ) #p5 , EFEERE T RIK X,

o HFIKF - ERHEXEHEFEXE, WREEET Choose Regions ( EFEXE ) , TEFEE
FEHGDIEEAEK Target Regions ( BFRX1E ) -
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1T ID TH , ERKXMEXERNIT,

Association execution targets ( XEX#ITEHR ) TEIHZEZTXENAABETR. ALESITH
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EREREYP , EREPR - GHUETSHRITPETZIRNERER. ENPRURKELKET
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BRHEHARENRAUKE , LUMERFERBKEKNIKS , REERALTRBKBRERE ,
WREIFTR. HEERBEEKSNSRE , KB ID FRERE B iRk B,

3t Quick Setup 45 Rt TEFEHERR 217


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-view-stack-data-resources.html#cfn-console-view-stack-data-resources-status-codes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html

AWS Systems Manager ArfEm

RERES

AEERENFAEENEEN , EUNEEFNMIBENRERS. SRAPNEEE Quick Setup 3
TRERARVRSHUEHRTERN , 2REBERE. IREDNHREEZERBERETER ,
NRFFER—NEEER , ERERENTERE. BFUUBTREFRBFERRLREEER
mERNERE,

£ State Manager R ERK<ERET , HABEQETRREES. EEEHEE , BHREBEEHEFEM
BRO<BX B A BREVIE TN, 5i%$R Update ( EHT ) HESFHEXT K.

¥ Quick Setup 45 R 1T FEHERR 218



AWS Systems Manager ArfEm

g

1

CEEER—EI6E , BEEEE AWS iR

[
Iuf}

ES]

* AWS Systems Manager Incident Manager

« AWS Systems Manager Explorer

« AWS Systems Manager OpsCenter

- M Systems Manager £&H# Amazon CloudWatch 2 il E 4k

AWS Systems Manager Incident Manager

£/ Incident Manager ( AWS Systems Manager B9 —IZhgEE ) KEE AWS REN N ABEFFR K EN
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U5 15 SR 44 W] LAFS B S8 BRIR L 1L Explorer A & REVE .
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88 , 2% AWS Support.
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Amazon EC2 EHIRY 8, MELER. &RE
EMFAER , URXTEHIREMNIEH
B, ETE Explorer FEFMWHIE | BHITH
Compute Optimizer, BXEZELR |, S
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Explorer £ Security Hub 2= HIEENA
HHhEREXLZEERNES . E1E Explorer
REFIHKIE , B FF Security Hub &Ko
BEXEZER , BZHAMT LR AWS Security
Hub,
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R,
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« OpsItem-CWE-Role : f2¥F CloudWatch Events # EventBridge £|2 Opsltems LAl R & B4,

« AWSServiceRoleForAmazonSSM_AccountDiscovery : 71 Systems Manager & &
i AWS RS , UEERFZHER AN AWS IKF ER. BXZACHESZEER , ESHR 1T

AWSServiceRoleForAmazonSSM_AccountDiscovery Af,

« AmazonSSMExplorerExport : ¥ Explorer  OpsData § HEiE 5 2 FE{E (CSV) X#-
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R FF Explorer BL&E 7 £/ AWS Organizations FEREHIERZP & RSNK - M XS P HE , U
Systems Manager H 812 —MNREHKXAE, Systems Manager £t & &4 AWS Organizations §
REVEX AWS IKF HER. ZABMERAUTNREKRE,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListChildren",
"organizations:ListParents"

1,

"Resource":"*"

AX AWSServiceRoleForAmazonSSM_AccountDiscovery BBNEZELR  HSE FHARN
OpsCenter F Explorer W& AWS K 8.,

A Systems Manager OpsCenter i & X R
EERERRER , B4NEERF,. AACRKE , LMERAFREE OpsCenter H TR,
FRaIER T

& A LU OpsCenter BLi&E 7 Z MK P XN £ K F 2| FEE Opsltems, MREF OpsCenter
BENEZNKFSIZMEE Opsltems , Ml AWS Organizations ‘& 2k /= 7] LA HAh ik -~ b F 3 4
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B. EF94%% Opsltems, MRFE , L& AJLUESE Systems Manager ZREEE AT , AERA
WP HPEIZMEE Opsltems, {ER , IRENENKFHE OpsCenter , MERgEFEAIE Opsltems
Bk P R &E B YR4E Opsltems, BTEEE AWS Ik #HE 4L 5 Opsltems, EHit , RIVBWERE
BFiz1T AWS TIEREB AWS K F OpsCenter BLEPR, AE , BAILAEZIKF a2 B
FPEd, XE—k , SNESEIRITR IT TLARFEERF - AWS KPR, EFNERE

Opsltems,

Explorer 1 OpsCenter fEFLAT API 16, MRENAF, ARNACREHRIXLIRENNIR , &7
LAfE A Explorer 1 OpsCenter FIFF B IHAE, R A LAGIBZE =K1 RNPR |, AT FEATR

» CreateOpsltem

« CreateResourceDataSync

» DescribeOpsltems

» DeleteResourceDataSync

» GetOpsltem
* GetOpsSummary

 ListResourceDataSync

» UpdateOpsltem

» UpdateResourceDataSync

MRERE , LB R TABRBERMNEENIKS, AHABREERERR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:GetOpsSummary",
"ssm:DescribeOpsItems",
"ssm:GetServiceSetting",
"ssm:ListResourceDataSync"
1,

"Resource": "*"
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{
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"ssm:
"ssm:
"ssm:
"ssm:

"ssm

"ssm:
"ssm:

]I

GetOpsItem",
UpdateOpsItem",
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CreateOpsItem",
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UpdateResourceDataSync"

"Resource": "*"

}
]
}
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B fEAFRZEBR X Opsltems BY 15 (R

&5k v] LUB S 8 R 8 EAR YA BR IAM policy SRR #IXT Opsltems BV E, A TR —MEE
Department $rE%# Finance R EEM =, FIALKE , AR RsEBA GetOpsltem APl 84E |, 3k
EEF 282 A% Department B Finance #5i2#Y Opsltems, AP TEZEFEMH i Opsltems,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"ssm:GetOpsItem"
1,

"Resource": "*"

"Condition": { "StringEquals": { "ssm:resourceTag/Department": "Finance" } }
}

UTR—MEERATEBFNESH Opsltems By APl BRIERRAI, LEREOEIEE T RARSE/ENT -
Department-Finance Hl Project-Unity,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"ssm:resourceTag/Department":"Finance",
"ssm:resourceTag/Project":"Unity"
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}

BXM Opsltem FIRENEZER , FZH Fa6lE Opsltems.

FTIF R

£ A% E A £ Amazon EventBridge F BB BLE A T ERIAM A, X LEHME AWS Systems Manager
OpsCenter A€ Opsltems, MREFRFHEE EventBridge N L TEHBIZ Opsltems , BEEKIRE
FUERRIET, WREE , B LU OpsCenter 18E N4 E EventBridge EHH B 5. BXEZ(E

B | &2 Bl& EventBridge MM LABIZE Opsltems, &t o] LABERTTE Settings (% &) T HE LX< FERIA
A,

/A Important

BT ERBEBIRRIAMN K Category (351) F Severity (FEM) B , B LATERIBERIAF N 62
#) Opsltems L4REBIXLEE,

Rule Category Severity

[E] CWE rules (11)

SSMOpsitems-Autoscaling-instance-launch-failure Availability 2-High
SSMOpsltems-Autoscaling-instance-termination-failure Availability 2-High
SSMOpsltems-EBS-snapshot-copy-failed Availability 2-High
SSMOpsltems-EBS-snapshot-creation-failed Availability 2-High
SSMOpsltems-EBS-volume-performance-issue Performance 3-Medium
SSMOpsltems-EC2-issue Availability 2-High
SSMOpsltems-EC2-scheduled-change Availability 3-Medium
SSMOpsitems-RDS-issue Availability 2-High §
SSMOpsltems-RDS-scheduled-change Availability 3-Medium %
SSMOpsitems-SSM-maintenance-window-execution-failed Availability 3-Medium
SSMOpsltems-SSM-maintenance-window-execution-timedout Availability 2-High

MWMMWM

Ft & OpsData JR

ERIRIE TBUE LA T EFE Explorer NMAH B BIER.
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« AWS Support /0 ( AR B USRI THFITRIF EERUE LR, )

« AWS Compute Optimizer ( B4 B W F RN THFITRI T eEBELIR. )

« Systems Manager State Manager <Bx&# M

+ AWS Config Compliance

» Systems Manager OpsCenter

« Systems Manager Patch Manager ¥ T &M1&

* Amazon Elastic Compute Cloud (Amazon EC2)

» Systems Manager Inventory

« AWS Trusted Advisor ( AP B S ZTFITRIF BEBUE LR, )
* AWS Security Hub

EERERE

£i&E AWS Systems Manager Explorer B , &R ZAILIEE 5 MREFSR, XERERBNZE
BETEN AWS BR L, EMNTEFNRZE, ENBEFNEIRSGE , B UEHXERSRIFIE
Explorer 1KY Opsltems.

@ Note
$8IE AT LAE Settings (IRE) RHE LIEERSIHER,

RE Systems Manager Explorer LA & /R3K B ZNK P # X8 89 3137

AWS Systems Manager fi i 52 5% 1R B 4856 K #5 Bh I8 FF 22 £ -l AWS Systems Manager Explorer
AWS Systems Manager OpsCenter, SEEKIRESS , Explorer fl OpsCenter I EZI RS EHIE, &
By | XEHEENEINEETHERRENFEAN AWS IKF R AWS XiFE 2P OpsData
Opsltems, MREMH MK MK R4S OpsData F Opsltems , B4R B R REIERL |, A E
BHFTR,

(® Note
BRERZEMNEZEER , 5 Systems Manager Explorer 1 OpsCenter Al 7,

X TF Explorer W& REIER D
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Explorer W RHIERSREANRSIEI

« Single-account/Multiple-regions (£ F° /% X15) : A LUF Explorer BBE AR EXKBEZ/ AWS X
B Opsltems F OpsData ##E , EHTFEMNR T =8 AWS K/,

e Mu

ltiple-accounts/Multiple-regions (Z M /% Xi%) : &R LA Explorer LB N REXREZ N

AWS XMk P IR, IEMEREEEMEE AWS Organizations, EIREHBEE AWS
Organizations f& , M AT LARA L H Y (OU) A BNHALRE Explorer FHIEIE. Systems

Ma

nager fFEIER & F AWS Organizations BEEMKFH , R/FTE Explorer P E RIXLEHIE, BXE

ZER , S FEAWS Organizations {AF1ER) T L EAWS Organizations ? o

A

Warning

MR I Explorer & 7 fE AWS Organizations FRERB S WHEE , WRELEDILA
WY B 5 ik 7~ # /8 A OpsData. 1EPTAE A A MK H /8 A OpsData JR <18 i0xt OpsCenter
API 898 ( tb#0 CreateOpsltem # GetOpsSummary ) EE, BEE RN FHIXL API BE
%%,

TERERTHEENER AWS Organizations W& FREERS . ELBERT , AP E%E AWS
Organizations FEXFNKF . REHFERS XA NK S FMSN AWS XFHWHERSE AWS
Organizations EEWKFH , A/57 Explorer H 8 RiX LE#HIE,

T 1E A
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=
RFiERE
i,
" Resource data sync
L]
EEE
HEEN
) Etcz 1 ) \
instance
Systems Manager ‘
|| - Resource data sync
| I EEE
< v EC2 L
s Paich instance
k=l compliance Systems Manager
i
n: .
: Patch
Opsltem : compliance
OpsData Opsitem
OpsData
: EC2 i
o instance i
8 ‘ Resource data sync ‘ i
g ms, ==, omc)
o F‘alx T 11 ] 1111 HON
cnmp\iance Systems Manager
] Systems Manager Y g Systems Manager |
- Explorer Console i
Opsltem
OpsData
Member Account 1 Member Account 2 Main Account
in Organization X in Organization X in Organization X
Organization X

KT Z2NMKFNX BN T RBIER L

EHNBEXFERA AWS Organizations WZNKF NS NMNXEH R FEHRERDISNWEEFARFE. E&
i, tRIEIE Create resource data sync (BIRERBIERL) MEHPERETUATERZ— , AfH
MEERFTER :

* Include all accounts from my AWS Organizations configuration (‘23& ¥ # Amazon Organizations &t

BRHFIEIKS)

+ Select organization units in AWS Organizations (3%£3% Amazon Organizations # #4043 2 {v)

MREFTEERAX LR — , WA BRI AT,

£ SSM #H| APl EERHBFER ST , MREEF AWS Organizations &I 2 — , | Systems
Manager & B3I A EX B A FTE OpsData JRA TERMELR ( REEALREN ) PHFFE AWS
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WF. Bl BMER N RER — X1 AITF Explorer , MRERN & RHIER L& AWS Organizations

I , M Systems Manager 5 B3 \iZ X5 U 5 OpsData, EEF i OpsData JRHVER T IR %
BEERS | BELBRKIER LS EnableAllOpsDataSources I8E N false, BXEZELR |, HSHH
{Amazon EC2 Systems Manager API Reference) H#J EnableAllOpsDataSources,

MRIEGENRBRBIBERE LSRR AWS Organizations £z — , NIEHRIEFEL Explorer 75 R EIEH
BN MXFARTERERKIRE, BN , Explorer T2 RFEKERIEERIKF M X1EE R OpsData
F Opsltems,

MRBEFE—FKFRINENEHEL | Explorer ¥ B3h R FFTE OpsData ATk, MRFRE
MALL TR T ZFMF , Explorer 44 M iZ K 7 7 U 52 OpsData.

MREEFHER AWS Organizations Tz —HWIABRFRHEEL , RESRTRERHAREZZEXK
EIBY P B K - M XS A OpsData JR.

MR ENFHFRSE AT AWS IKF | F B R Explorer W iZRS# OpsData , Systems Manager &
Bz ELE Explorer LAWE Z OpsData, il , RREZR L ERTRBERDH , BNALSEFER

AWS Trusted Advisor , {BRELFM T ILARS |, Explorer 2 B EFMEN A REERS | AKREI
OpsData,
/A Important

FEBUATEXRSNMNKFNXEN R RBERSHNEEREER

- BIBREREBIER L T TE Explorer 55 OpsData JRo

- EEFZNKFFH OpsData # Opsltems , &4 FTFF AWS Organizations All features
(FREIhEE) &3 |, HEMSHEFF AWS Organizations EEKF .

SR RBIER S
£ Explorer BERRBERLH , FEEUTFHE L.

 Explorer % %% 5 NERBERS,

- EAE-RXEUNBRBHERLE , BHLEETRZESHKFED, Fla0 , MRETE us-
east-2 ( HXZEB ) XiFHEIE—/1NEH , Hik#E Include only the current account (X 23E Z HIIK )
I, MBAELERBZREL , HBFTZEER Include all accounts from my AWS Organizations
configuration (‘B3E K Amazon Organizations ELE R FTEKF) £, Mk , EATHIEBRE —1
HRERERS  RECEBFNEL, BXEZELE | 21 MIER Systems Manager Explorer %R %k
ERES
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« 1 Explorer R&EEHR OpsData = RiE/,

ATLAE A LA R38N Explorer 2 EREIERL
BB RRBIER S

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥JFF AWS Systems Manager 2l

L
Ho

2. ESMBE®KD , %£$F Explorer,

3. ERRE,

4. 1£ Configure resource data sync (BLE R R¥IERE L) &80 7 , %#F Create resource data sync
(BIEFRHBERD),

5. X¥F Resource data sync name (RRBIERLZEMN) , BRA—NEM.

6. £ Add accounts (RINIKF) &BHH , EHE—NEDL,

@ Note
E{EA AWS Organizations &I HEA — 4 , BATUEFE AWS Organizations &I
WP, RELIEFE Explorer EREBEEAK, . AXEREEAKFNESFEE | 585
] BEZREER.

7. 7 Regions to include (EBHFEMXIE) HoH , EFEUATEIZ —,
- %32 All current and future regions (P8 S 8 MR Xi5) AL BB EP A H 8 AWS XiF
FRF SR £ e B9 AR X33 R Y B4
- 1%&$F All regions (FTE Xi3) AT LAB s EZ A 281 AWS X EIE,
- BIMIEREIENXE,
8. %% Create resource data sync (BB EREIER L),

ERBRBRRBERALE , REUTRKEE/ LD IR B LLE Explorer FIERHIE, BAUEERS , &
=2 M Explorer HEY Select a resource data sync (&R R RHIFER L) NRDPERZES,
REREREER

MRLE SR FEHIERE L S AWS Organizations & FEARREZ /N AWS X FIK S HH AWS
Systems Manager Explorer #(#& , A1 IUER Explorer BEE—MNEREE R
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EREERALAERES A, SDK. AWS Command Line Interface ( AWS CLI ) 5 AWS Tools for
Windows PowerShell , fEA LT Explorer RIREIERE 2 API :

» CreateResourceDataSync

» DeleteResourceDataSync

 ListResourceDataSync

» UpdateResourceDataSync

EREBEATNUANBNMNMAFEALENNFRUBERZSENERBERY ., ZEREEANENTREK
BESNEZEREBRAKFF A, BFEE AWS Organizations BEEKF hEERSHFEIREHK
.,

BXARBIBERLSMNESZELS |, 31 iRE Systems Manager Explorer LAE 7R3k B Z /MK P # [X 15
I #E. BXx AWS Organizations WEZEE , EZH (AWS Organizations AF M) FHMTALRE
AWS Organizations ?

F
+ BLi& Explorer EREE R
« BUHEAM Explorer ZREE R

Bl & Explorer ZREE R
FER LT IEEM Explorer EREE A
JEf Explorer ZREE A

1. EFXIBEH AWS Organizations EEIKF .

2. A8 hitps://console.aws.amazon.com/systems-manager/ , $T7F AWS Systems Manager 1% &l

L
Ho

3. ESMmBE®ED , £$F Explorer,
4. BEFERE,
5. 1£ Delegated administrator for Explorer (Explorer WEREER) 20 , RITBRBCEEFEN

REEEABNRSFIHRIED., MEXE |, §EF Create role (BIEA ) M Enable access (/& A
AR PR) 240 SR B B X L% T,

6. XIF AccountID (F ID) , A AWS P ID, LIk %202 AWS Organizations A B9 A 5 Ik
Fo
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_CreateResourceDataSync.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_DeleteResourceDataSync.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_ListResourceDataSync.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_UpdateResourceDataSync.html
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/organizations/latest/userguide/
https://console.aws.amazon.com/systems-manager/
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7. i%&#E Register delegated administrator GEIZEREER).

ZREBERUEREHRNBR , ATLLIAE Create resource data sync (1B ERHIERS) RE LW
Include all accounts from my AWS Organizations configuration (23& ¥ # Amazon Organizations & &
FEFTAIK ) # Select organization units in AWS Organizations (#%# Amazon Organizations F#Y
$HLQ B IR,

HUE M Explorer Z2RETE &

F A LTI BECHEEM Explorer ZREE R, 2B AWS Organizations EEIKF F st BUHIMEIXE
BRAKF. BCEIMEREEAK, G , REEHBRZZEREE A IZENFTE AWS Organizations &
REERZT

BUESEM Explorer ZREE 7

1. BZEEH AWS Organizations EEIKF

2. 158 https://console.aws.amazon.com/systems-manager/ , TFF AWS Systems Manager 32 &l

L
Ho

ESMERKT |, % Explorer,

4. EHERE,

5. 1£ Delegated administrator for Explorer (Explorer WZEREE R) 2B , %£$F Deregister (BUHE
. REFER—FRES.

6. HWAMF ID, AFiEE Remove (HIBR).

LIk P R EHAAEX AWS Organizations BR¥IER L AP BRIEWTHRIR. REIIHIBRILIK 2128
P8 AWS Organizations & REIERZ .

£/ Systems Manager Explorer

X—BraeTEXRNAEINBHABNEIFERHERPETRHOEE , NTEEX AWS
Systems Manager Explorer B9{5 &

AEN

 Y%% Opsltems BYERIAFNY

- Y%%E Systems Manager Explorer 3{#ER

- BENETRABNEAMESRY

- MIBX Systems Manager Explorer &R EkiEE 25
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« WK B Explorer B AWS Security Hub B &L R

4m%E Opsltems BYERIAF N

EERERIRER , REFE Amazon EventBridge F A+ Z AN, XEH N FE AWS Systems
Manager OpsCenter 2 B3 82 Opsltems. S , AWS Systems Manager Explorer £ REX
Opsltems BWREEE.

FNHNZETRIRM Category (3K 5) # Severity (FEM) B, ERENEHHEIE Opsltems B |, ©
B39 BE IR Category (2£5) 1 Severity (EH).

/A Important

BT EREIRIAMN K Category (3251) A Severity (T E ) & , {8 W] LATERIEBRIAF N 61722
B Opsltems E4wmEIXLE(E,

Rule Category Severity

[E] CWE rules (11)

SSMOpsItems-Autoscaling-instance-launch-failure Availability 2-High
SSMOpsltems-Autoscaling-instance-termination-failure Availability 2-High
SSMOpsltems-EBS-snapshot-copy-failed Availability 2-High
SSMOpsltems-EBS-snapshot-creation-failed Availability 2-High
SSMOpsltems-EBS-volume-performance-issue Performance 3-Medium
SSMOpsltems-EC2-issue Availability 2-High
SSMOpsltems-EC2-scheduled-change Availability 3-Medium
SSMOpsltems-RDS-issue Availability 2-High i
SSMOpsltems-RDS-scheduled-change Availability 3-Medium %
SSMOpsItems-SSM-maintenance-window-execution-failed Availability 3-Medium
SSMOpsltems-SSM-maintenance-window-execution-timedout Availability 2-High

PP NPy VN SO NP Ry = P Ny g

Y48 A T 212 Opsltems I ERIAFNY

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2

Ao
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ESMERKT , %&#F Explorer,

HERIRE,

£ Opsltems rules (Opsltem #M|) T2 |, %R Edit (FREE).

BFF CWE rules (CWE #1I),

BERETHLELANANSZ LN EIEE,

£/ Category (35l) M Severity (FE#) HIRUAE XM ZER,

ERRT

©® N o o bk~ b

ERRERS FIXAIE Opsltem BHAERK.
‘w48 Systems Manager Explorer ##ER

AWS Systems Manager Explorer £ & R TRIFEHEBIE. SR A4S Explorer 1% & LUR ISR BREX
BR

» Amazon Elastic Compute Cloud (Amazon EC2)

» AWS Systems Manager OpsCenter

« AWS Systems Manager Patch Manager #f T &# 1%
« AWS Systems Manager State Manager <Ex&M 1%
* AWS Trusted Advisor

« AWS Compute Optimizer

« AWS Support F/0 241

« AWS Config N F& RS H 4

« AWS Security Hub # 4 8

® Note

« E7E Explorer F&& AWS Support FOLRB , H7fEBI AWS Support i& & 1l ik 7 55l 55
K o

« BT EBLE Explorer BAMZELEE R OpsCenter Opsltem ¥4,

FrEaaIRY ER T

fEF Explorer 240
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RIFHBRECREHEE T AHIEER Explorer NABHKHERSE. BXEZER , H5H REMEXR

%,

BYREHIERKIR

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l
Ao
ESMBEKT |, %EF Explorer,
EFRIRE,

£ OpsData sources (OpsData J§) E84 # , i&# Edit (4wE8).
FBFF OpsData sources (OpsData &)
AN BR — DR ZNR.

EERF

N o o~ w0

B E R A A M E A IS4

B LATE AWS Systems Manager Explorer FEREHRIIEEB E /N FH R B, BETAFERARIESR
£ B 7E X 7£ Explorer 1 & R#Y OpsData 1 Opsltems , AR E B F AR,

FrEaaIRY ER T

EEENERGARzE , BRIIZEEFNEMHZE]E RE Explorer 7, E&EF Explorer Ry FELE 4
( 510 AWS Config &R ) |, ZJU4E Configure dashboard ( Bt B #IEMR ) TE LBERAEA1.

RAFFE Explorer & R4

1. 1A\ https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l
AN

2. TESMBETP , £ Explorer,

3. i%&#E Dashboard actions ( #Z#IE R ) , Configure dashboard ( BLEZEHIER ) o
4. #%# Configure Dashboard ( Bt B2 #IHER ) £,

5. 1%&# Enable all (28 E A ) SITFF £ NMEHRBITERIR,

6. i&#F Explorer EHEENEX,

BEMNEGHE

A LA LA RS #27E Explorer B E X/ NEER R
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BENERMR R

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

2. ESMBE®KS , £$F Explorer,
3. EEEBIIN /DI
4. BEHEHRFEDBHHEN , RABSFEEIFHNLE,

Open Opsltem summary

Group By = Ops Item Source ¥

Groups Total 0-30 days 31-60 days 61+ days
Opsltem by severity
EC2 12 7 2 3
SSM 1 1 0 0 I O aritical O High
Opslten 1 Medium 2 Low
Last Update Time: seconds ago
= Lip=] T

Unresolved Open InProgress

Last Update Time: seconds ago Last Update Time: seconds ago \J

5. MNTEBINESMNNEMG  FEEZIE.

MRBEBRAERFHE , BikF Reset layout (EEFRF) LUHFAE/DNSHEBEEIRBALE.

{8 F i 1k S - E o Explorer A1 & RV IR

FRERT , Explorer £ "% 71 AWS P ML F XS EHE. MRUEZE— NI NINERBERS | &
ALERABERHERBNRDLSLA TEIRS. R, BUMUERE TP EXEHAEXBNHE, &

A AE A RE LT REH Opsltem FEBIRE &M,
{5 F 0% % 5 B BUE Explorer & REVEIE

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

Ao

2. ESMBE®KD , %£$F Explorer,

3. £ Filter (Fiks4F) # o , F/H Select a resource data sync (AR R REIER L) 5 RLLERE —
NGEZS

4. £ Regions (X)) 7R EREEN AWS X5 , & IEE All Regions (FTEX ),

& A Explorer
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5. GEEBRE , REEEHTRIEBENRME,

Filter

| EngineeringEU ¥ H All Regions ¥ ‘
Filter by Opsltem source, tag keys, or tag values i
Q | 2

Opsltemn Source

Related Resource Tag Key
Related Resource Tag Value
Opsltemn Status

Opsltem Severity

6. 3% Enter,

MR XAHEFRFTFFRE , Explorer FHR & B E R Y FF L LI,
fHIBR Systems Manager Explorer ‘&R EIERE £

£ AWS Systems Manager Explorer # , X 8] DA 2 % R EIEE 25 AR & HAtb ik 7 F X5 P 1Y
OpsData # Opsltems.,

BEEERERHBERLSHKFIET, Fla0 , MREE us-east-2 ( HBXZ B ) KGFEET —1NE
%, Hi%EE T Include only the current account (X EIFELEIK ) £ , MU TEREBZES |
H BT 3%1%4% Include all accounts from my AWS Organizations configuration (23 Amazon
Organizations BLE FIFFEIKF) £, Mk , BATMRZEREERS , RELEFNWEL | m
AR AR,

1 BR B R B R [E) 25

1. ARl https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2

Ao

2. HESMBEHKH , % Explorer,
3. BEEERE,

& A Explorer 243


https://console.aws.amazon.com/systems-manager/

AWS Systems Manager ArfEm
4. 7£ Configure resource data sync (BB R REER D) o+ , EREM RN TREIERZD
5. 1%&3#% Delete ( HIBR ) o

WK B Explorer F1HY AWS Security Hub i &E4L R

AWS Security Hub EZRH#E AWS FZ RSN EEUE. ZREZME AWS IKF. RSN EFH
F=AmMBELREEE  MABELI, Security Hub WiBE X A BB ERELNREREFTER
2TURENRESE, 7TRLEBHABAEREREENELEE,

Security Hub £ &% B %1% %) Amazon EventBridge , E&FERAE4MAN X LRAELMKED
Explorer, BRAERE ( LA FTR ) |, BT LAE Explorer /NMA#FEE Security Hub WIAELI |
F}#7£ OpsCenter Opsltems FEFFERXINNFMEE. BEFEM , MMEGRMEAE Security Hub
RWERIHREE, Security Hub PHFTRERIBEEEQNEF /LR ANENAIE Explorer F &,

/A Warning
FEIBRUTEERE

- Explorer 5 OpsCenter ££5% , /5& = Systems Manager 9 —IIh8E. /8 A5 Security Hub
#9 Explorer £/ /& , OpsCenter £ B3I Security Hub & %1 8|2 Opsltems, RIEZRH
AWS 38 | BRERATEESSHAEN Opsltems , HFWEL—EF A,

EEEIRE B |, BIIIEE X5 Security Hub OpsCenter ERHIEE ., ZEBTEEH XM

AERMEFRBAELIN , AR AR K KE Opsitems R ANBEFMAER. BX
E2E8 , 1§55 AWS Security Hub, 5% OpsCenter E#MER , #HSH AWS Systems
Manager E#o

- MREBHEBZEE QK TE Explorer FRIBRFRHERS , MBI ANERRANRL H
WY FTB B Bk 7 /8 A Security Hub 88X, B A& , OpsCenter £ B35 Security Hub A&
KI B Opsltems , HIWE—ERH. EXUBRBFRBERLHNELER , FSH RE
Systems Manager Explorer A& =3k B Z/Nik P M X5 # B3z

Explorer #Z UK & RIVKE

Explorer $## U3k B Security Hub WFTE 4% R, HEHTFF Security Hub ERINIZERT , BJFE Explorer
NMAGHEEETTFEMNBELE R, BMIABERT |, Explorer 2 NEANMEEMNRELRICE
Opsltems, AL FHELE Explorer , BN P EMETEHFELIEIZE Opsltems,
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RE Explorer T2 EEMBAEXIAIER Opsltems , {BIETLATE Security Hub BE X I

3

NABHEEEEIRERIE (OpsData ) » TiTERE W , Explorer BB RAFIEREX

I BlE OpsData, Bk Security Hub "EMRINEZFER , HSH (AWS Security Hub API
Reference) H M Severity,

BRSEX

AEBD RN J5 FAFNEL B Explorer LAFF #4$21UK Security Hub & X I,

FHuieE® T/E

BERUTES , RieFREALE Explorer FF#A#EUX Security Hub & &,

JE AAFBLE Security Hub, BXEZEER |, 57 AWS Security Hub AAF1EREH IR E Security
Hub.

&% AWS Organizations B2, Systems Manager EZEX AWS Organizations #9178 4X

BR , FHBEM Security Hub &R 8|2 Opsltems, EEEFIEEIKFE , RENIETRE%ER Explorer
Configure dashboard (B¢ & 12 #IE4R) &+ L # Enable access (J8 AiGRIMAXIR) , tMA T I ZEH
AR, MRE&EZEFE AWS Organizations BN~ , MFEEARFIAE |, 3 B Explorer ToiEM
Security Hub &R #]3 Opsltems.,

FF 83U Security Hub £ 58

1.

2

1518 https://console.aws.amazon.com/systems-manager/ , ¥TFF AWS Systems Manager 3]

L
Ho

ESMERS , %&£ Explorer,

ERRE.

%42 Configure dashboard (B¢ &2 HIE4R) ETF,

1% AWS Security Hub,

1%£1% Disabled (22 /) B , LTI AWS Security Hub,

RABAT , 2EREANSELNRAERN. EANERPENETENZEMRELRN , F
EEHE, BZSONEERABR,

£ Opsltems created by Security Hub findings (&3 Security Hub &5 R 8|2 # Opsltems) 285

B, 1%3%F Enable access (J8 AGRINIR), MREEBEFELIRM , 1% % E AWS Organizations
EEIKF , AFREZ It TTEUERZIRE.
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m{&EE KB Security Hub B4R

LR ENA T WAEF Security Hub £ R,

& & Security Hub 4

1. i5IA https://console.aws.amazon.com/systems-manager/ , ¥JFF AWS Systems Manager 24
VAN
=

2. ESMBE®KD , 1%£$F Explorer,

3. &, AWS Security Hub ERBE/NAH. XFFE R Security Hub &R, BRI LUEEEMR
Bl , LAEEFE MR Opsltem HYIFME R,

WA= LR L

ARSI NE T ta{Z 1 3Z U Security Hub £ 8,

= 1E#E W Security Hub £ 8

1.

o & b

1518 https://console.aws.amazon.com/systems-manager/ , ¥TFF AWS Systems Manager 32

PN
Ho

ESMERS , % Explorer,

ERRE.

%% Configure dashboard (&t & 3 &I ER) £+
1%$#% Enabled (2/8 A) BH < AWS Security Hub,

/A Important

MREFHAPER Security Hub HEXIMWIETE R A RE , M ATLUEFE AWS CLI HiE1T

LR RZEAMIZEE, BH4MIEEF AWS Organizations EIEMK /5 Systems Manager &

MREBERAKSNZETZES. X T region ¥ , HEELREZ LT Explorer F1ZUK Security
Hub &AM AWS X1,

aws ssm update-service-setting --setting-id /ssm/opsdata/SecurityHub --setting-
value Disabled --region AWS ##

TR RB.
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aws ssm update-service-setting --setting-id /ssm/opsdata/SecurityHub --setting-
value Disabled --region us-east-1

M Systems Manager Explorer 5§ H OpsData

B LA AWS Systems Manager Explorer ¥§ 5000 4 OpsData I B S22 5 2 FRfE (.csv) X#
MR , S HE Amazon Simple Storage Service ( Amazon S3 ) & #%. Explorer £/ AWS-
ExportOpsDataToS3 BEI{LETFEMK S H OpsData, S OpsData Bt , RELE RBFLIEITFE
MRmE , B EEPIEEFMES , FlI0 assumeRole, Amazon S3 BB F. SNS £ ARN
MESHNFER,

& i OpsData :

- SB 15X SNS £

- |2 (k) BEHBESH
- HR 3 : §H OpsData

HB 1 IEE SNS £&

EEMERIES HAT , BXPIEE —4 Amazon Simple Notification Service (Amazon SNS) £ , %
FEMEN AWS XESEZESHBBENXEMERE, SHTKG , Systems Manager @ i% Amazon
SNS B A EEH, HXBIZE Amazon SNS TEWEEL , 55 6IZE Amazon SNS £/,

FB|2: (k) BEHES S
BN EESFREHRES LT S3 FHEBNHAEERESHIRE.
M Explorer Bit EZ#ES H

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2

Ao

2. ESMBERKD , %EF Explorer.
3. BEBRRE,
4. 7£ Configure data export (B EZIES L) o , iE#F Edit (FRHE).
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5. EN#ESHNXHLEIIAR Amazon S3 FHEE , iFiAE RRIAHY S3 7 , AEMIIE
R ZFEN.

BERBIES B XA LE I Amazon S3 f7#1E , IBIAFRQIEHH S3 7\ , RERAZAT
ESIRER Y DR

® Note

& R BETE Explorer FEIXELE Amazon S3 Z##E #F Amazon SNS £ ARN #YTT
HEREXLERE, MREMRERHEIRE T Amazon S3 F#EHHF Amazon SNS £
ARN , M REEMIRE T H S X LR E,

6. XTTFi%k$® Amazon SNS £ ARN , AR BEESHERMENNEE,

7. EERBIE,

HB 3 . 5 OpsData

£S5 Explorer B#ERt , Systems Manager 8| —N& 7 AmazonSSMExplorerExportRole By

AWS |dentity and Access Management ( IAM ) &, kAGBEHRLLT IAM policy,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "OpsSummaryExportAutomationServiceRoleStatementl”,
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{ExportDestinationS3BucketName}}/*"
]
},
{
"Sid": "OpsSummaryExportAutomationServiceRoleStatement2",

"Effect": "Allow",

"Action": [
"s3:GetBucketAcl",
"s3:GetBucketLocation"

1,

"Resource": [

& OpsData 248



AWS Systems Manager

RAriEmE

"arn:aws:s3:::{{ExportDestinationS3BucketName}}"

"Sid": "OpsSummaryExportAutomationServiceRoleStatement3",
"Effect": "Allow",
"Action": [
"sns:Publish"
1,
"Resource": [
"{{SnsTopicArn}}"

"Sid": "OpsSummaryExportAutomationServiceRoleStatement4",
"Effect": "Allow",
"Action": [

"logs:DescribelogGroups",

"logs:DescribelLogStreams"

1,

"Resource": [

g n

"Sid": "OpsSummaryExportAutomationServiceRoleStatement5",
"Effect": "Allow",
"Action": [

"logs:CreatelLogGroup",

"logs:PutLogEvents",

"logs:CreateLogStream"

1,

"Resource": [

i n

]
"Sid": "OpsSummaryExportAutomationServiceRoleStatement6",
"Effect": "Allow",
"Action": [
"ssm:GetOpsSummary"
1,

"Resource": [

i n
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ZABIBUTEESEME.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "OpsSummaryExportAutomationServiceRoleTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "ssm.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

M Explorer & OpsData

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

Ao

2. ESMBE®KD , %£$F Explorer,
3. Z‘EBEHRK,

(® Note
EX 5 OpsData B , REQANGFHUBRAAE, BT EEXMUANNKABE,

4. XF Amazon S3 F#EEH , RBENEEEE. B LUREZTERFECIZELIEIZE Amazon S3 7
i, WRETEERSIFHBEN , URTECMNRETEHREBFEEEH. BREMNRER
HE R EF BB
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® Note
& R BETE Explorer A E X ELE Amazon S3 Z A ¥ F Amazon SNS £ ARN HITTH
FRBIXEIGE,

5. XF SNS =& ARN , iFikZIMER Amazon SNS & ARN , LIEETH T X HEH,

MR BTEE R Amazon SNS £8 ARN |, NI R RIEEMRE TR HELE Amazon SNS E& ARN,
WREMZETNHEHRER ARN,

6. (HiE)XT SNS IER , EEMIN S HET EE R INE S,
7. BEERX, RESMI L -THERHERTERTSHIRRS. ERERHAER.

BALLE R E B ¥ 415 S LAE Systems Manager Automation F & & IZ1T FMEVIRASMHE,

HMIE , B LU OpsData M Explorer & H E|3EEH Amazon S3 F6EHE,

MREGTECEARIESHBE  BRUABREVNAF, ARACIE
iam:CreatePolicyVersion #l iam:DeletePolicyVersion ., BXMIXLERERINEEH

AF., AAENEE , H2H (AM AFERE) PH4%E IAM policy.

Systems Manager Explorer [al @ H &
AEZTIEHRMAHEE AWS Systems Manager Explorer % IR BHIE B
£ Settings (REB ) WH L EFHIRLFTETIE Explorer FHY AWS &R

IRIGTE Explorer PEHMMERFHMBIERE , REATRFERS 6 MIRREENERFSH
=

Create resource data sync (BIZZRRHIER L) WHE LK AWS Organizations &5 L £

NYBIREHBEE T AWS Organizations Jg , Create resource data sync (BI2&RHIERSL) THE L
# Include all accounts from my AWS Organizations configuration (2#& & # Amazon Organizations
EEHHIFTEKF) A Select organization units in AWS Organizations (3%£3## Amazon Organizations
REALREBEN) R AT A, RIEEBHEE T AWS Organizations , Nl AWS Organizations EE Ik F°
= Explorer R EE A M AR FERAXEETN T REERS.
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BXEZEER , 551 Ri& Systems Manager Explorer LLE REK B EZNKF MG HE M EBEEE
REER .

Explorer AR & REAEIE

- WINTEZRHLE Explorer HRIMERBENENKFFMXIGATRTERIZE. BN , Explorer &
LA RTERERREN K- FMXFE R OpsData # Opsltems, BEXEZER , 155 Systems
Manager Explorer 1 OpsCenter Al

- EEH Explorer EF ZMN K M XA EERN |, HRIEHBFREEFRE AWS Organizations B
KPR, BEEEZNMKFAMXEHH OpsData Hl Opsltems , BAMEFZEZKF o

BX Amazon EC2 EHIH/NMA BT REIE

MEAF X Amazon Elastic Compute Cloud (Amazon EC2) 34 , #i#ll Instance count (354t
). Managed instances (FE&3£4l) # Instance by AMI (32 AMI /NA 4R 2 B9S2 60 B9/ NE 5 R B R EK
B, NEREHABRUATAS :

- BINEEETLoMH. EERERZESR , OpsData AJEEEE /L0 ARSI E =+ 2 7E Explorer F.E
o

- WIAZEIE T AWS Config ELiB12%25. Explorer £ AWS Config BB it XS IR E N BIEE /D4
FIEZXEX EC2RBINER. BXEZER , BZHEERREICRKSHR.

o IFH ¥R Amazon EC2 OpsData JR1E Settings (IR &) WHE LA FIEZRS. A, FERIFHA
RELRETEBIERBRINRFHTEREECLTEE 6 NMhet, EESVBEEEEIZRSBIINEN
BB 4TE SRS , Systems Manager AI8ETRE B Z /51NN F BETE Explorer EC2 MAHHERKH
AWS Config BIE#=E,

- FEE  MREFELEHL IS, N Explorer £ 24 /N EZEIEE RIXESEH,

- BIFHBREMVTEBN AWS Xigid , BEHFPEE T Amazon EC2 3£fl, Explorer f2ERE
R 1th SE I B B

s MREBASNKFAMXBEE T —MNERBERSL |, FRIEHBREEFRE Organizations EIE K
Fo

T NERE A B R ERE

Non-compliant instances for patching (T & 4N EH) NAHNERBERTEAMXNT SEFIHIEK
. MRERFENR , MiZPNBHEFEREMERE. WREFFEEFEANZS , FRIEHBREEZE
HELE T Systems Manager &% , 3B AWS Systems Manager Patch Manager &%t T &%,
BEXREZER , 52 H AWS Systems Manager Patch Manager,
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H At &

Explorer £ A& ¥mIEZIEE Opsltems : B HXHEFH Opsltems R RIEM, REEMNEKF
XBHhEHMEEE].

AWS Systems Manager OpsCenter

OpsCenter 2 AWS Systems Manager B —IIIEE , BRRMH 7T —PMHOMLE , EEIRITM IT Tl
AR A A EES AWS FIREXWNIZE T ( Opsltems ) » Opsltem REFAZEEREMNEE
HRERIB R AW, #£H OpsCenter , BWAILEFHXE Opsltem B E T FEHRE , BFEMEX
Opsltems FHXEIR. BB AILLZE1T Systems Manager B31{Liza1TF A} , LR Opsltems,

A Opsltem B TIEMAEHFTENHEXEER , MERK Opsltem B AWS BRI BFF ID, FEIR

B OpsCenter FFHSHM AWS RS £ , B1E T B3I 812 Opsltems, MR ESX LRSS E
X , OpsCenter F &~ B AWS Config. AWS CloudTrail 1 Amazon EventBridge H{E 8 , LAFEBD
BB E Opsltem, At , BEFEZSNEHENEHZESMEATHITEAE,

ERIB 5 Systems Manager BLEMN A IEE R T /X |, BRI LA OpsCenter KFENE EIX L
B, BXH Systems Manager i EMEEARFZEFNELDINESER , SR EEENZEH
E e Systems Manager.

BAT LB Systems Manager #2#|&. AWS Command Line Interface (AWS CLI), AWS Tools

for PowerShell = #&i% 2 AWS FF & TEBXEMA OpsCenter. £/ AWS Identity and Access
Management ( IAM ) policy , BRI SURERALRKIMLE R A AT AGIE, EF. 5|HFMEH Opsltems,
B LU PR £ B 44 Opsltems , SRIGEIZ IAM policy , X LR BERARIESRZ 0] A 7 M A R E 15 3
BRo

(® Note

£/ OpsCenter EEWEE A, BXEE , iHSE AWS Systems Manager Eto
£ {Amazon Web Services —fix5#£) H# Systems Manager service quotas # , A L&
EFE Systems Manager DEERVBRE, BRIEZSHRA , BN , BN EFEFE T X,

OpsCenter TR
EigEMMFEHA OpsCenter LAEE Opsltems , FHITUATHRR -

1. 1&E& OpsCenter, & AILLIEE OpsCenter , SABMK P EHEE Opsltems,
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2. f¥ OpsCenter S HA AWS RS £, OpsCenter A] 5 Amazon CloudWatch, Amazon
CloudWatch Application Insights. Amazon EventBridge, Amazon DevOps Guru, AWS
Config. AWS Security Hub 1 AWS Systems Manager Incident Manager £/,

8% Opsltems. A LLBE B F 3612 Opsltems.

4, BIRMEXIMEXFEIR,. HX Opsltems FIRMEBIEN LT XEAKRMBREEH Opsltems , KEE
Opsltems.,

5. f{#£M Systems Manager Bz1{tiz21T FMIEE Opsltems,

% & OpsCenter

AWS Systems Manager A LAfsE FA 5 5 1% & 4560 R A B 8T 1 £ 8 OpsCenter 1 Explorer , E412
Systems Manager FyZh&E, Explorer @ —NA] BE XK RERFIER , A TIREEXEN AWS BIR
MEER, FEARIHAF , Explorer # OpsCenter i EM AERIZE.

WATE FR“BE R iR B & Bh Explorer 1% & OpsCenter, KR EMNIE AWS Systems Manager ##1&
mATA, BT EURESRIRE Explorer # OpsCenter, HXEZ{EE , 55 Systems Manager
Explorer 1 OpsCenter A[ 7,

BERER AR

% & OpsCenter Jg , #&fF7E Amazon EventBridge F /58 A& B3I 812 Opsltems BIERIAMN|, T XK
RT B58I2 Opsltems BYERIA EventBridge # M, &RIEATE OpsCenter iXE N EAY Opsltem FNT
2 EventBridge #1,

/A Important

B FZEEZERNRIAFNBIEDN Opsltems 5%, EXEZEER , BZHAWS Systems
Manager E#"-

Rule name ( BB FF ) iR
SSMOpsltems-Autoscaling-instance-launch- LN FTE B3 EC2 Auto Scaling 3451 5 M A
failure f2 Opsltems.,
SSMOpsltems-Autoscaling-instance-ter LA IFIELL 1IE EC2 Auto Scaling 3451 5 M A
mination-failure #1722 Opsltems.,
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Rule name ( SLIZ %5 )

SSMOpsltems-EBS-snapshot-copy-failed

SSMOpsltems-EBS-snapshot-creation-failed

SSMOpsltems-EBS-volume-performance-issue

SSMOpsltems-EC2-issue

SSMOpsltems-EC2-scheduled-change

SSMOpsltems-RDS-issue

DU

LR NAFIE RS T 3L E H) Amazon Elastic Block
Store ( Amazon EBS ) 1R 8|2 Opsltems.,

HHNFE R G T L 02 Amazon EBS tRE&AY
#]2 Opsltems,

LEF XS B2 F AWS Health BRERFIN, =2
Amazon EBS B HIMEERIE ( S1TIRIRE
¥ = AWS_EBS_DEGRADED_EBS_VOLUME
_PERFORMANCE ) &t , N &E 462
Opsltems,

BEHL 3 B F BRER S AWS FRSS R BRI Z S
EHH AWS Health IRERMN, Hlan , HARS
AHEXRSBBRFSEEANZERE  NEEE
REIEAR#ZRRANARBHBEEE , ZMN
N7 BI%2 Opsltems. flan |, tEFNIER T3
E48I2 Opsltem : AWS_EC2_OPERATIONA
L_ISSUE

EEA NS B F AWS Health BRERFM, AWS 7
NERBITRIEREH , PIMER, FLEIHEHE
Bl ZMNFA EC2 it RIEHBIR Opsltems,
BXITNBHNEZFEER , 55 (Amazon
EC2 AFfEm) HHY KA ITRISH,

LA RS B F BRERE M AWS RSB R BRI E
SNEH4H AWS Health JRERFNI, Hlan | 24
RS REHBEXRSHBSRENEZE R ,
EEREREIEAR T RR M RBHERE
B, ZHN 812 Opsltems, flan | tb#H
WA T HIEHE]Z Opsltem : AWS_RDS_M
YSQL_DATABASE_CRASHING_REPE
ATEDLY ., AWS_RDS_EXPORT_TAS
K_FAILED #1 AWS_RDS_CONNECTIVI
TY_ISSUE .

% & OpsCenter
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Rule name ( #MME ) iR
SSMOpsltems-RDS-scheduled-change AN R F AWS Health SBERFN, %A N~

5 Amazon RDS it X|Z=E#6]2 Opsltems, it
RIEHRE T BXx Amazon RDS #RENF &4
NWERNEE. FEEHARESBNERITER
ELUB R BRSSP, HAaEHNIAEES B K
£, BTEERITEARE. ERTIHINER
SESHEE , BN ERAEER AT A, Fl,
ANAF N T 5IE481E Opsltem : AWS_RDS_S
YSTEM_UPGRADE_SCHEDULED F
AWS_RDS_MAINTENANCE_SCHEDULED o B
KITHNEHNESZEELS |, 38 (AWS Health
BAFEm) P SHERET,

SSMOpsltems-SSM-maintenance-window-e AN FF1E Systems Manager 4E3 B ER AL HE 5%
xecution-failed W at 8l Opsltems.
SSMOpsltems-SSM-maintenance-window-e AN FE Systems Manager 437 B ER /5 3h i A
xecution-timedout At A% Opsltems,

% & OpsCenter
BEEA L TIREIRE OpsCenter,
EiZE OpsCenter , BIRAUAT T RIRE

1. 1409 https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2 |

Ao

2. ESMBEHKP , %#F OpsCenter,
3. 1 OpsCenter W L , it BFHBFEH,

4. 1£ OpsCenter IREBHE L , i£3F /3 A& , LAELL Explorer RIEEAMANMEHEE
AWS Config #l Amazon CloudWatch Events , BAE 3z 812 Opsltems, MREFIEFE L
I , OpsCenter FREFEARES,

i% & OpsCenter 256


https://docs.aws.amazon.com/health/latest/ug/aws-health-concepts-and-terms.html#event-type-categories
https://console.aws.amazon.com/systems-manager/

AWS Systems Manager ArfEm

® Note

Amazon EventBridge ( 81 &3 Amazon CloudWatch Events ) £ 7 CloudWatch Events
WATETIREM — L eE , WAENSEHEL., E=FSHRMNEEMR,

5. 15i%#E )3 A OpsCenter,

L& B A OpsCenter fg , ATBAMIZERRITUUTRE -

- fEFAITH CloudWatch 1 #l & R4 812 CloudWatch Bk, BXxEZER , HSH & CloudWatch
ERAELE 9 A2 Opsltems,

BERAZEERR, BXEZEE , BEH 2 MEEFEUE L Opsltems,

J& A AWS Security Hub ER &R, EXEZEELE , S AWS Security Hub,

AE
« (A% ) f¥ OpsCenter RE N EK - E P EIE Opsltems
« (A% ) i&E Amazon SNS EUEINKF Opsltems BYiE Al

( A% ) F OpsCenter RE N B EHEE Opsltems

] LAE A Systems Manager OpsCenter fEi%E AWS X FHIZ /N AWS Ik REFERE
Opsltems, Z#&TE AWS Organizations FIREHLAFELIIEERI A, AWS Organizations & —UilK /&
BRSE , FEREBEZN AWS KFESIZAEBHEREERENHL D, AWS Organizations 2 E K F~
EENESKSEINE  TAAXEHEFHFHFEECLNTE, Z2HEMEHAMER, BXESER,
EZ [ (AWS Organizations A F1EM) FH T L= AWS Organizations ?

& T AWS Organizations BEEIK A/ , AIBLZE Systems Manager WEREERK,, £
OpsCenter W ETXH , ZBIREBERATUERAKFHPCIRE,. REFNEE Opsltems, EMEEREA
LA A Systems Manager B31{t21T F At £/ R Opsltems RIEE S K Opsltems B9 AWS IR
BRI,

(® Note

BRBEIRE — MK /ER Systems Manager WEREER, BXEZEL , BRI
Systems Manager #lZ2 AWS Organizations ZRKEE A o
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Systems Manager #2fit 7 LU OpsCenter iIRES % , ATESZ N AWS KPP ZRIERERE
Opsltems,

- RIFIZEIHEE : RIFIRBIWAER Systems Manager B —ITIhEE , ©E{t T Systems Manager HhAE
MIREMEEES. BXEZER , 5 AWS Systems Manager Quick Setup,

OpsCenter FIRIE 1% B I EE AT &5 B R ST A T B K 7 B 32 Opsltems BIES -

« RKFEMNERERER (MREREEEREER )

- BIEMEM AWS Identity and Access Management ( IAM ) EREEF &

« ¥EE— AWS Organizations HLAHHALHEf (OU ) , EREEZ AU EHPBEKSEE

Opsltems

BXEZELR , BHSE (k) 8 Quick Setup Bt & OpsCenter LAEENK F7 & Opsltems,

(® Note
FIEFTE 28 Systems Manager A FIHY AWS X5 #IZHPRIEIRB AL, MBREIRE
WEEEEXEATAH , MEBFEFEATEZXEEE OpsCenter NTIEZNKFEHE
¥ Opsltems , MAMEAFHHZE. EEFRFRENEEAN AWS XiF 5k |, ESH
Quick Setup £ AWS X3 iy o] B,

- FHRE  MRREFREVEEEXFEFATA , MEFLEEACEZXEEE OpsCenter MM
B ERERE Opsltems , MAAUERAFHLTRKIIM. EXELEER , H5H (& ) F
OpsCenter iR ERNEK S EFEE Opsltems.

( ATi& ) £ Quick Setup BB OpsCenter LABENK - & Opsltems

Quick Setup & —I1 AWS Systems Manager ZhgE , EE{t T Systems Manager TheERY R B FELE T
%, OpsCenter B9 Quick Setup ThEE A & BIERT K LT Opsltems B~ EEES -

- BEZEREEAKS,

- BIEMLEM AWS Identity and Access Management ( IAM ) policy F1 & &

- ¥EE— AWS Organizations HAHKAKFHFE , EREE R TUAERPEK S EE Opsltems

LI E A RRIE B INEERLE OpsCenter LAESK - & Opsltems B , Quick Setup fF1E 35 E MK F &
BIEUTRER, XERFRERTFEEKFNEIUEA Opsltems , HEA B LETFMRIEELER
Opsltems #J AWS %R EY B < R,
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BIR Tk
AWSServiceRoleForAmazonSSM_ AWS Organizations EE MK F MEREE & 0K -

AccountDiscovery AWS ldentity and
Access Management ( IAM ) REHX<AE®

BEXZAGHEZER B3R EAAGR
OpsCenter # Explorer &€ AWS Ik 5 8.,

OpsItem-CrossAccountManagem EREEAKF
entRole IAM B

AWS-SystemsManager-Automati
onAdministrationRole IAM B

OpsItem-CrossAccountExecuti FfiE AWS Organizations & & Ik 7
onRole IAM B

AWS-SystemsManager-Automati
onExecutionRole I|AM &

ER1A Opsltem 4AHY AWS: :SSM: :Resource
Policy Systems Manager %R % B
( OpsItemGroup )

® Note

MREZHEE T OpsCenter SAMEFEAF 31 5 2B K- EE Opsltems , M A7 BRTE 1% 72
WS 4 NP 5 P2 AWS CloudFormation Htk Stk E, MREBTRUT SR EN
K P R AFAE X LR R |, ) Quick Setup & EHELE Bk Opsltem B,

{F A POERIR B I AEEL B OpsCenter , SAENK & Opsltems

1. £/ AWS Organizations &K~ &% AWS Management Console.

2. 15[ https://console.aws.amazon.com/systems-manager/ , ¥JFF AWS Systems Manager 2l

L
Ho
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AWS Systems Manager FFiEE
3. ESEMmBEHKD , EHF Quick Setup.

4. EREETF,

5. RHBNEZH HZF OpsCenter BLER R, EIZFHIZE,

6

£ Quick SetupOpsCenter R LW EREE A7 , MAKFS ID. MRETEHEEBULFE , N
KRINBELN Systems Manager IEETEZEREERK, .

7. 1E Targets o , EFET, MREFBENL , MERBEEZHPEKSEE Opsltems HHLR
iz (0OU),

8. EFRBIE,

Quick Setup €12 OpsCenter ELE H fF A% AWS FIRFTFERIEEHN OU,

(@ Note

MREFEEZSNKFEE Opsltems , ATLAM Quick Setup FHIBRECE . MIBRECERT , Quick
Setup 1l BRER¥EBBEE AT RIZA LT 1AM policy A :

- REZREERAKFH OpsItem-CrossAccountManagementRole

« RBFFE Organizations X 5 MK # OpsItem-CrossAccountExecutionRole A
SSM: :ResourcePolicy

Quick Setup MFTEELR B UMK EBEEFTER AWS X BEREE.

BEE OpsCenter B9 Quick Setup Bt & 6] &2

KD BEKE B THBEHEREFE A Quick Setup ELEENK F Opsltem &I A+&E 2 #Y 7 F
E&

- MEIXLHEKRELXMK : delegatedAdmin

* Quick Setup Bl BRASE KM

IPERXLHRE RN : delegatedAdmin

£l2 OpsCenter B E R} , Quick Setup £ 7 Organizations EIEK F~ hEFEFH N AWS CloudFormation
AR E, HREFHLTEIS : AWS-QuickSetup-SSMOpsCenter, 15 Quick Setup ERUAT45
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i% : Deployment to these StackSets failed: delegatedAdmin , EFEAUTSERIEE
[}

BEE MR EXBH A : delegatedAdmin £&iR

1. WMRMEE Quick Setup EHI AWML EHEIEHPUE| Deployment to these StackSets
failed: delegatedAdmin &ix , FERIZMEEAKF,FMIEEN Quick Setup EXIFHY
AWS Xig,

2. 377 AWS CloudFormation #2#|& , #sik : https://console.aws.amazon.com/cloudformation,

3. FERER Quick Setup Bl E QI ERY R, HEXRBFMIFEUT RS | AWS-QuickSetup-
SSMOpsCenter,

(® Note

CloudFormation B Bt il BR 2k MY AR B, N RfEre RIBMHTE Stacks ( itk ) £,
BEMNTFEEZ YR P EFE Deleted ( EMIER ) -

4. FEEF Status (IRZ ) M Status reason ( RFERE ) » EXHERRSNEZFER , HSH AWS
CloudFormation A P M R HER RS KB,

5. ETHMAMNBYIZR , BFEE Events ( BH ) BN FHEBFSINEHFIRS. EXESZER,
EZ [ (AWS CloudFormation User Guide) A #J Troubleshooting.

(® Note
MR EBFTEFE A CloudFormation [RlBHEE L IR R IR ERE KM A | EMBREE H BXZH

Quick Setup B ERASE R KK

NREEFAEENHLNEEFAGERE TRERSN Failed , BEFRIIKXKH AWS K- FX
o

PEE 817 OpsCenter BLEATHY Quick Setup 2k K7

1. BFRIRMEER AWS IKF M AWS X,

2. 3TF AWS CloudFormation % #& , #biit : https://console.aws.amazon.com/cloudformation,

3. FEEFEER Quick Setup ELERIE R, HERBMIFEUTHS | AWS-QuickSetup-
SSMOpsCenter,
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® Note

CloudFormation & B il BR & M B R 208 . IR MR RIZMTE Stacks ( #tk ) £,
BEMNTFEIE TR P EFE Deleted ( EHIER ) -

4. EEF Status (IRZ ) M Status reason (RFER ) » BEXHERRSNEZFER , HSH AWS
CloudFormation Fi /7 #5/8 F HY HERIR S,

5. ETHRAMNBIYILR , BFEF Events ( B ) BB FHEFESNEMHNRS. BXEZELR
%25 (AWS CloudFormation User Guide) H# Troubleshootinge

X 5 I 7 Bt 8 & 7R ResourcePolicyLimitExceededException

IR HEHIRAE R ResourcePolicylLimitExceededException , MR REZKF 2o EEAF
JEBEAT OpsCenter BIKFEE, ERILEE , BATMBREFHEARENSR 4 MSE]RS
O # AWS CloudFormation #ik = ttk &, BXFHAEFEER , S (AWS CloudFormation User
Guide) HHJ Delete a stack set # Deleting a stack on the AWS CloudFormation console,

( ATi& ) & OpsCenter RE N BEK K EE Opsltems

AN B UMA R FEMK S Opsltem EEFFEE OpsCentero, BAMNMZFILLHTE B EBER
Systems Manager Quick Setup T #HEFMER. BEXEZER , BSH (7% ) /A Quick Setup
Fii& OpsCenter SABEMK & Opsltems,

BT LR E — AN R PR AR K F3h 6122 Opsltems , HFEEFEE XL Opsltems, HRIKF
AT LL2 AWS Organizations EEIKF , B ATLL2 AWS Organizations Bk F° 3% Systems Manager
EREEAKS,, RINNBUEFER Systems Manager ZEREE AKFERN P RIKF, BREEES
AWS Organizations J5 £ F LL T &E,

f&Bi AWS Organizations , A SUF A AWS Ik BEEBQBHEPEENHLAP, PRIKF A
F Rl AR 9 P 1% E B9 X 5 K P 6 22 Opsltems HE X L Opsltems.,

FERAXTHHSREAL PSS A Systems Manager BRSSE4k , HBE AWS Identity and Access
Management ( IAM ) #XBR , SAEESTK = £ A Opsltems.

£l

- FFMRBIMER TIE

- ST BEBRREKERS

« H 2 . £ AWS Organizations & /8 i Systems Manager iRs5 E &
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AWS Systems Manager PR
- S’ 3 : 8lE AWSServiceRoleForAmazonSSM_AccountDiscovery BREH#x A

S 4 BERATEKSEA Opsltems B FR
- S5 BERATEKSERAMEX TR R

@ Note
% 7E OpsCenter FEMK S T4ERT , X% /aws/issue EEH Opsltems,

FIRaTH R T
1£4¥ OpsCenter iR B N BEMKF £ Opsltems 281 , FRARSREUTRE :

« Systems Manager ZRXEERAK/, BXEZERE , TR LEZREER,

- BEALAPERENERE T — MR, BXEZELR , H3H AWS Organizations i F iR P A2
HEBHA,

- #&4% Systems Manager Automation ELE N BEZ 4 AWS XiF 1 AWS K 2iTEaILETF M. &
XELZER , B3 £ AWS X #KF PiETE .

SR QERRBERS

REMEE AWS Organizations f5 , BRI SUEN 8| B R RBIER L E OpsCenter P ABNMNALAR S
Opsltems, BEXEZER , 2R IR RHERS . SIEZRADSH , BEAERMKS S0 PEFRD
FEF M AWS Organizations Bt & A I FTE K F LT,

S$P 2 . £ AWS Organizations # /5 A Systems Manager fR%5 E &

EiLAFsEBENKF A Opsltems , #41FE AWS Organizations F /8 Al Systems Manager Bk
Fh, MRELBIFERAEMINENZKF B REE T Systems Manager , M“A 4" AJgE 22 B
B Systems Manager BRSS £ 4k, M ( AWS Command Line InterfaceAWS CLI ) Z{TLA T apH LA
BT, MREE RN EMZIKSF S REE Systems Manager , 5B T —NSE , BIFE AWS
Organizations F /8 A Systems Manager B35 E 144,

K UE AWS Organizations R &B A T Systems Manager RS E 4

1. EARITENLE , TREHRARD AWS CLI.
2. 7 AWSCLI, AEEFUTHS | BISEEN SR AWS Ki5i.
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RAriEmE

aws configure

REFRFEEEUATAR. BUTROS |, "8 s#arit#BRNEECHER,

AWS Access Key ID [None]: key_name
AWS Secret Access Key [None]: key name
Default region name [None]: region
Default output format [None]: ENTER

3. BITUTHRURIERSE R AWS Organizations FH T Systems Manager RS 44,

aws organizations list-aws-service-access-for-organization

Za T RRERBATRAFERNESR.

"EnabledServicePrincipals": [
{
"ServicePrincipal":
"member.org.stacksets.cloudformation.amazonaws.com",
"DateEnabled": "2020-12-11T16:32:27.732000-08:00"

b

{
"ServicePrincipal": "opsdatasync.ssm.amazonaws.com",
"DateEnabled": "2022-01-19T12:30:48.352000-08:00"

b

{
"ServicePrincipal": "ssm.amazonaws.com",
"DateEnabled": "2020-12-11T16:32:26.599000-08:00"

}

f£ AWS Organizations # /3 f Systems Manager BR5 E 4

ZIU%@J«XHMHJ ‘4H40ELE Systems Manager RF 4 |, FIRBUT SRIITIHIRME, BXRE®HS

EZER , BSHAWS CLI i 55 2& Bl enable-aws-service-access
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1. REHBEE AWS Command Line Interface (AWS CLI) ( MR R MITIZRE ) . BXER , BFS
B %% CLI FEE CLl,

2. FEAMITEH L  FHBEFARAMN AWS CLI,
3. $IFF AWSCLI, AREFUTHS , ISEEN SN AWS Ki3i.

aws configure

REFRFEEEUATAR. BUTROS |, "8 s#arit#B RN EECHER,

AWS Access Key ID [None]: key_name

AWS Secret Access Key [Nonel: key_name
Default region name [None]: region
Default output format [None]: ENTER

4. BITAT &SN AWS Organizations /3 i Systems Manager BRS £ 44K,

aws organizations enable-aws-service-access --service-principal "ssm.amazonaws.com"

S 3 : 8|2 AWSServiceRoleForAmazonSSM_AccountDiscovery [RESHEXAE

RS HE<AE (10 AWSServiceRoleForAmazonSSM_AccountDiscovery At )

=—f5 ( AWS BR$ 40 Systems Manager ) BiZEXERAVIREREH IAM A€, RS
MxAtHRESMEN , EAERSAKEBAEM AWS RS FrENFIENR. BX
AwSServiceRoleForAmazonSSM_AccountDiscovery lRFHXBEHNESZELR , 1S Systems
Manager I = Z I RS XA EXER,

FERAUTERE , BIFA AWS CLI 8|2 AwSServiceRoleForAmazonSSM_AccountDiscovery
REHEXAB, BEXELTRIEANTTNESZER , BSHAWS CLI v 55EHH create-

service-linked-role,

£/ AWSServiceRoleForAmazonSSM_AccountDiscovery fREHEK AR
1. %&3F AWS Organizations EEIKF .

2. BRYALEBKFE , BITUT@HS,

aws iam create-service-linked-role \
--aws-service-name accountdiscovery.ssm.amazonaws.com \
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--description "Systems Manager account discovery for AWS Organizations service-
linked role"

PSR4 BERATEKFFA Opsltems BIX R

£ AWS CloudFormation ##& 5 6|2 OpsItemGroup HREEHM IAM HITAEE® , UEFHFPEK

F R Opsltems IR, B , B TFEHHME OpsCenterCrossAccountMembers. zip 34, it
X8 & OpsCenterCrossAccountMembers.yaml AWS CloudFormation #ix 304, {8 b EAR

B ML ERT , CloudFormation < Bz £~ ]2 OpsItemCrossAccountResourcePolicy #
JRSEREF OpsItemCrossAccountExecutionRole HITA®, BXCIBHKENEZELE | HSH
AWS CloudFormation Fi 7§ #Y Create a stack set ( BIZEH#E®RE ) o

/A Important
FERBXUAESHUATEERE :

o IBAIMTEEFE| AWS Organizations BEIK IS B Z MK E,

« BUREBFZRIECERENEGHNENKPFRESLERE  LEBKS (S REXEERAK
F ) £ Opsltems,

- MREBETEH AWS XiF /5 AEIKF, Opsltems BE |, BEEEIREY Specify
regions ( ¥§EXIE ) Zp0 H ik Add all regions ( RMFFERXIE ) . EBMAXBEFAZFE
K Opsltem &H#,

SRR 5 BEATEKS6ERAEXRIRNER

Opsltem AL BIEEXZEWEFRNIFMELR , I Amazon Elastic Compute Cloud ( Amazon

EC2 ) =2fl= Amazon Simple Storage Service ( Amazon S3 ) Ff# . BESER 4"FEIEMN
OpsItemCrossAccountExecutionRole RITAENN A OpsCenter M RIEMNE , UERKAKFE
BEMXBR. BEXTLE IAM AG UOEBKFREEFHEXBRNEZRENNR , BF/ERE
S ERLLIRE,

B, B TIEHME OpsCenterCrossAccountManagementRole. zip 34, X
#8E OpsCenterCrossAccountManagementRole.yaml AWS CloudFormation
BARS . HEERA I ERBIZERMERAT , CloudFormation & BZh £ K F~ 1 812
OpsCenterCrossAccountManagementRole IAM &2, BXB|EMIKRENEZER |, BS
% {AWS CloudFormation FiF#§m) HFHTE AWS CloudFormation 2l & LBl #ik,
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/A Important
FEBRAXRLESHUTEERE !

« WMREURIEE—NKFERN OpsCenter WEREER , FFLEQIRMKITIEE AWS IK

Fo
o BUMIEZFE| AWS Organizations EEIK R NTHERE , HEERIEZEREERA K/
HRRTHERE,

( Al ) RE Amazon SNS BLEI X F Opsltems #93&

IEA LU OpsCenter BB W 1E RS 81722 Opsltem EFHTA Opsltem B , @ Amazon Simple
Notification Service ( Amazon SNS ) £ & XE X,

SR TSR Opsltems BB AL

« SB, 1 BIEHITHE Amazon SNS F &
« $IR 2 . EH Amazon SNS i8I K HE
- S 3. EF AWS KMS 778 K B

@ Note

MRIEESET 2’0 FF T AWS Key Management Service ( AWS KMS ) BR$-85iw iM% , NI
MIMFTTRR L ER 37 BN, ATSABEE“HER 37

\

o HE 4 . FTFFERIA Opsltems FLN LA XS Fi#Y Opsltems &ix i@ Al

S8 1 BIZHITE Amazon SNS £

EEBOEA , BAAIEHITHE Amazon SNS =8, EXEZELE , 25 Amazon Simple
Notification Service Developer Guide F Y€/ Amazon SNS M T @ Amazon SNS F &,

® Note

MRBEZ AN AWS XiF Sk A OpsCenter , N AIEFNEZU Opsltem BAHR X
K 7 A A2 H 1T E Amazon SNS £,
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S 2 : E#H Amazon SNS i 8] KB

1R P

IL;\

R Amazon SNS &5 Opsltems X Bk, AL TIEIEIRE Amazon SNS 15 R KE , LAE

Systems Manager &£ Opsltems B & 1 E RS ER 1 R OIZEH Amazon SNS £,

1.

o & 0N

6.

&

418 https://console.aws.amazon.com/sns/v3/home , E3x AWS Management Console 3T 7F
Amazon SNS #2#l5&

ESMBERP , &F Topics (X&) »

RBEEE SR VPN ER R EERE.

R FF Access policy (178 K)o

FUT Sid BIERAFMBM B R, [ rastrts BN IEBACHEER,

"Sid": "Allow OpsCenter to publish to this topic",
"Effect": "Allow",
"Principal": {

"Service": "ssm.amazonaws.com"
.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account ID:topic name", // Account ID of the

SNS topic owner
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "account ID" // Account ID of the OpsItem owner

}

(® Note

£/ aws:SourceAccount £RFHRRBILEEREBY S, EFALEIGR | BRE
REN Opsltem FTEENIKF, ID. BXEZER , 55 (IAM BFER) FHEER
=,

i%# Save changes (REEX ) -

, HBIEB R EH Opsltems B , RE 2@ Amazon SNS FEUAIEE A,
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/A Important

mMRFEH AWS Key Management Service ( AWS KMS ) ARZ 85 is N2 2R 4AELE Amazon SNS
FA, MBATZHLER 3o BN, ATSABKE SRR 37

S| 3 B AWS KMS 177 7] K BE

WMREF Amazon SNS EFFE A T AWS KMS BRFEFimNE |, M XMEFHIEER B BT EFEN
AWS KMS key BYiA B KB, EATIEEHGEKE , LAME Systems Manager 8E5F Opsltem & %1
RAEBIE SR 1" P RIEK Amazon SNS £/,

® Note
OpsCenter A X #fF Opsltems XM EIEA AWS EEXZEA BLER Amazon SNS E,

1. M https://console.aws.amazon.com/kms TF AWS KMS 2% &,

EEHRAWS X , BEATEA LA XEERES,

ESMERSD , EREFEERN.

IR EEREBAEEN KMS B8 ID,

£ Key Policy (AR RE) 0 |, E£$F Switch to policy view (Y1 FIKEEME),
LB,

FUT Sid BIERAFMBMBERE, [ ratrtsBRNIEEACHEER,

N o o bk~ w b

"Sid": "Allow OpsItems to decrypt the key",
"Effect": "Allow",
"Principal": {

"Service": "ssm.amazonaws.com"
.
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "arn:aws:kms:region:account ID:key/key ID"

ETHENRF , EF 14 TRAFR.
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8.

Edit key policy

Key policy

"Principal": { ~
"AWS™: "arn:aws:iam::1234567890:root"
1,
"Action": "kms:*",
"Resource": "#"

¥

{
"Sid": "Allow OpsItems to decrypt the key",
"Effect”: "Allow",

"Principal™: {

"Service": "ssm.amazonaws.com"
b
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource"”: "arn:aws:kms:us-west-1:1234567890:key/e888567c-a2b8-43da-9f3e-18b87d987ee8"
1, v

AL A A,

Cancel Save changes
P v

i%£#% Save changes (REEH )

SR 4 FTFFBRIA Opsltems MM LTI FHY Opsltems & i% & Al

KEH Amazon BIEBF ( ARN ) &34 Amazon SNS &£ & Amazon EventBridge F#YERiA
Opsltems #M, FALUTEESHE EventBridge FEIFN H 5 A notifications BIEHR,

FHBEEIR A MEIRRIA Opsltem AN

2.
3.
4.

1518 https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager 2 &l

L
Ho

ESMBERF , %&#F OpsCenter,
%% Opsltems I+ , AR/F1EEFE Configure sources (BLEIR).
ERIEBEMEA notifications SRECEREMNMBEF , MEL T REIFTT

Opsltem rules ?
Q

Rule Category Severity State 2
SSMOpsltems-Autoscaling-instance-launch-failure Availability 2-High @ enabled )
SSMOpsltems-Autoscaling-instance-termination-failure Availability 2-High @ enabled
SSMOpsltems-EBS-snapshot-copy-failed Availability 2-High @ enabled
SSMOpsltems-EBS-snapshot-creation-failed Availability 2-High @ enabled
SSMOpsltems-EBS-volume-performance-issue Performance 3-Medium @ enabled
SSMOpsltems-EC2-issue Availability 2-High @ enabled

ZANFFFE Amazon EventBridge 3T H,
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5. EMNFMEERNMEMN Targets ( BFF ) W F L , %32 Edit (RE ) -

6. £ Additional settings ( A& & ) # 4% , 4R Configure input transformer ( Bl & i A #2285 ) o
7. EEREF , RM—PNEBFLUTHERM notifications H :

"notifications":[{"arn":"arn:aws:sns:region:account ID:topic name"}],
AT R Rl
"notifications":[{"arn":"arn:aws:sns:us-west-2:1234567890:MySNSTopic"}],

£ resources RZ AWM ABASR , MU TEXEFEIL (BERM ) (us-west-2 ) X5 REIFTR,

"title": "EBS snapshot copy failed",
"description": "CloudWatch Event Rule SSMOpsItems-EBS-snapshot-copy-failed was
triggered. Your EBS snapshot copy has failed. See below for more details.",
"category": "Availability",
"severity": "2",
"source": "EC2",
"notifications": [{
"arn": "arn:aws:sns:us-west-2:1234567890:MySNSTopic"
1,
"resources'": <resources>,
"operationalData": {
"/aws/dedup": {
"type": "SearchableString",
"value": "{\"dedupString\":\"SSMOpsItems-EBS-snapshot-copy-failed\"}"
b
"/aws/automations": {
"value": "[ { \"automationType\": \"AWS:SSM:Automation\",
\"automationId\": \"AWS-CopySnapshot\" } 1"
b
"failure-cause": {
"value": <failure - cause>
},
"source": {
"value": <source>
b
"start-time": {
"value": <start - time>

}I
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"end-time": {
"value": <end - time>

}
}
}
8. IEFEWIA,
9. jijERF-F_io
10. EET—

1. EEEHFHAM,

HRETRABIAFN B Opsltem B , R4 <[ Amazon SNS B & miB A,
£ OpsCenter SHftt AWS AR &£/

OpsCenter & AWS Systems Manager #—T3h8E , ©AIAEZN AWS RS K , AT MAEE
AWS BRI A, BAMERE AWS RS , REF RN EE OpsCenter £/

RINERT , AT AWS R 5 OpsCenter £ , # o] B3 8|2 Opsltems :

 Amazon CloudWatch

» Amazon CloudWatch Application Insights

» Amazon EventBridge

AWS Config
AWS Systems Manager Incident Manager

BT LTRSS 5 OpsCenter 5% , F8EE 31812 Opsltems :

* Amazon DevOps Guru

* AWS Security Hub

L IX L fR 5 AR VR T AR S5 B2 Opsltem B, B EB AT LAM OpsCenter EEFIEE Opsltem, BEXEZE
2

B, B3 S E Opsltems M{EE Opsltem B &,

BXBW AWS RS RHEWMMES OpsCenter RN EZEE , BSRU T E-,
£}

fF OpsCenter S E M AWS BRSS £/ 272
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* Amazon CloudWatch

» Amazon CloudWatch Application Insights

* Amazon DevOps Guru

» Amazon EventBridge

AWS Config
« AWS Security Hub

Incident Manager

Amazon CloudWatch

Amazon CloudWatch 512 EH AWS BIRFMRS , AEREXEEANESI AWS BRF HIER.
LR ABRIRSHE , CloudWatch fF 8|2 Opsltem, flin , A LAEE S E , £ Application Load
Balancer £ Y HTTP iR HIE{E R B 31 812 Opsltem,

THHIRPERT L8R , EBALIE CloudWatch FEE EA1LA 812 Opsltems :

« Amazon DynamoDB : g FEEEME A REXEIFHE
Amazon EC2 : CPU A XA ERE

AWS K5 : {43t A BB E

Amazon EC2 : SEfIREEEIRARE

Amazon Elastic Block Store (EBS) : # Z= 8 £ EX B RE

B LA RE IR RETNEER , LLEI2 Opsltem. BXEZEL |, S & CloudWatch Bk E &
A BlE Opsltems,

LIRFERERIZE" B A OpsCenter Bt , ©4£¥F CloudWatch & OpsCenter £
Amazon CloudWatch Application Insights

£/ Amazon CloudWatch Application Insights , BAI LA N ARF R RIEERESEN KM UFE S
MEEE , MERENARFBIMRBAESR, £ CloudWatch Application Insights /Bt & K 12 F &R
B, ATBAEFRLE RS TE OpsCenter H B2 Opsltemsc> NFENARRFEHPRMNEINESNEE , BT
OpsCenter #Z#]& LA —1 Opsltem, HXEE. , 1551 (Amazon CloudWatch FiF#8F) VX
E, RENEEATEENNAER.
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® Note

M 2023 £ 10 B 16 B2 , #H CloudWatch Application Insights 812/ Opsltems ¥R F iR
DEBALU T2 it g -

OpsItem title: [<APPLICATION NAME>: <RESOURCE ID>] <PROBLEM SUMMARY>
OpsItem description:

CloudWatch Application Insights has detected a problem in application <APPLICATION
NAME> .

Problem summary: <PROBLEM SUMMARY>

Problem ID: <PROBLEM ID> (hyperlinks to the Application Insights problem summary page)
Problem Status: <PROBLEM STATUS>

Insight: <INSIGHT>

~EIMT
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AWS Systems Manager OpsCenter

[exampleApplication: exampleCluster] ECS: Network received bytes &

‘ Set status ¥ ‘

Overview Related resource details

[exampleApplication: exampleCluster] ECS: Network received bytes

v Opsltem details: oi-aa11bb22cc33dd44

Description

CloudWatch Application Insights has detected a problem in application exampleApplication.

Problem Summary: ECS: Network received bytes

Problem ID: p-aa11bb22-ccdd-eeff-33gg-aal1bb22cc33dd44 [4

Problem Status: RESOLVED

Insight: Unusual network received bytes can indicate misconfigured networks.

Opsltem ID
oi-aa11bb22cc33dd44

Title

[exampleApplication: exampleCluster] ECS: Network received bytes

Created
2023-09-26T17:39:31Z

Status

@ Open

Source

Last updated
2023-09-29T08:25:26Z

Cloudwatch Application Insights

‘ Edit ‘

Created by Account ID
arn:aws:sts::112233445566::application-insights 112233445566
Priority Notifications
2 -
Deduplication string Severity
p-aal11bb22-ccdd-eeff-33gg-aa11bb22cc33dd44 3 - Medium
Related resources (1) ‘ Add ‘

Q

Resource ARN Type

arn:aws:ecs:us-east-1: 112233445566:cluster/exampleCluster -

Amazon DevOps Guru

Amazon DevOps Guru MANSEZEI RIS MEEHRE. NARFERURNARERFSH , URGIRE

EXZEEANTH. IRE

— N Opsltem, A LAER OpsCenter KEEEH Opsltems,

ik DevOps Guru £ OpsCenter 4K Opsltem , NS NEERESERK

¥ OpsCenter SEAth AWS RS &R
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DevOps Guru B3I 8% Opsltems., A LAFEA Systems Manager B9 Quick Setup Zhag , £ Amazon
DevOps Guru 812 Opsltems, REFEIFERH AWSServiceRoleForDevOpsGuru AWS Identity and
Access Management ( IAM ) RS XA EBIE Opsltems.

fF OpsCenter 5 DevOps Guru &%

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager %l

L
Ho

ESMBE®KTF |, % Quick Setup,

£ BENX DevOps Guru ELEET A L , EFFEEITFR,

£ DevOps Guru BEH | EFHIE,

NFEEIED , %8 F A AWS Systems Manager Opsltems,
TRRERG , EFRE,

2L T

Amazon EventBridge

Amazon EventBridge SRR EH4R , XESEHERT AWS BRPNER. HEEAEHRE EH
OpsCenter B} , ©&fF EventBridge 5 OpsCenter £/ , /3 FAEIA EventBridge M, BIFiXLEM
N , EventBridge fF 8% Opsltems, FEAMN , BOI AR EHH G HEEAHEI OpsCenter , AT
BENEE.,

@ Note

Amazon EventBridge ( 8] &4 Amazon CloudWatch Events ) £ T CloudWatch Events &9
FRIEThREM — L ThaE , MBENSHEL., B=ASHRMEMEME.

LA R &R LATE EventBridge FELE A6 2 Opsltem B9 — LN

« Security Hub : EAHZ£ER

« Amazon DynamoDB TR E#

« Amazon Elastic Compute Cloud Auto Scaling : 3 3h 354 %k
- Systems Manager : =T H3{L &K

 AWS Health : it XI%H 8RR

« Amazon EC2 : SRR ENETERNFLLE
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REFEHER | B LSIER NS REINEMNRLIZE Opsltems, Bx A4 EH N LA ]2 Opsltem
HLER , 55 ELE EventBridge F NI LLB1% Opsltems.

AWS Config
AWS Config AT ARt F &8 AWS Ik & AWS BRI BB EFAER.

AWS Config T E#5 OpsCenter £%. Mk , AT LA —5 [ Amazon EventBridge &IEZE 4
AWS Config M0 , a0 AWS Config ® M E T &I EHIES, RS , EventBridge 1RIEEBIZERY
EventBridge MM iFHiZEH. RN TE , EventBridge 2 fFBHE# N Opsltem , HFHERE
¥rfE 52l OpsCenter,

EA L Opsltem , BAILUBBRFTEM R RV FMAES. IEFRPERE , HRHEXN —REERENTH
PR,

BEXER

it i& EventBridge NI LA 613 Opsltems

fFH AWS Systems Manager OpsCenter Al AWS Config #{T& #1515

AWS Security Hub

AWS Security Hub M\ AWS Ik~ FIRFSHRENRERMN L LEIE. Security Hub A —HM
NREMMERBAERIN , IR RINFEERENRERE, BEHREERHENEH#ITEE.,
RBATTANR |, BLEE RS , Systems Manager &7 OpsCenter F#9 Security Hub &AL Tl 812
Opsltems,

(@ Note

OpsCenter 5 Security Hub BT EERK ., XEKE , MREEH T 5L FELIMERH
Opsltem BWRBSHTEMFE , M REXFE RS Security Hub @, B , M FERIANE
A E &4 B 37 OpsCenter RHHYHE R Opsltems FE#H o

RIE Security Hub B E X8I Opsltem B , Security Hub ST #E4 B3R NZ] Opsltem Y
BREBREFEY, MRBERLETHE  INOEFTFFELER.

FIABR T |, Systems Manager Rt N E XM EMHNBAEXIN LR Opsltems, BAUFHEE
OpsCenter , ABEE X P ENE™EMFE R LE Opsltems, OpsCenter T2 REEMBPELRIN
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B2 Opsltems , AN XFERTEIEE., H< Security Hub PEMHRIINEZEE , HSH (AWS
Security Hub API Reference) i #J Severity,

FrEaaH ER T

FEBLE OpsCenter LAMEE T Security Hub WiAE X I 4|2 Opsltems Z 81 , BHEIAEE T Security
Hub BiRBES. BEXREZER |, 555 AWS Security Hub AFfEREH % E Security Hub,

H &8¢ Security Hub 5 OpsCenter &8 , RGFEA Opsltems IAM fRSHEX BB 012
AWSServiceRoleForSystemsManagerOpsDataSync, BXZACGHNEZELE , FoR FA/AG
A Explorer 8% OpsData ] Opsltems,

/A Warning
B ELLTAXE Security Hub 31T OpsCenter ERHENMHNEEEE -

. MREEEE OpsCenter F Security Hub S AT & FE| Security Hub BERAIKF, , MRE%
SENEEBERANAEKAKS, PR RAEXIMEIZE Opsltems, Opsltems HEEE A MK
FolE, BRESHER  XUEaSBkE AWS HENEFIKE,

MREGEREERNBRIFAKS , WRENXENZDMAKS P EELICE
Opsltems, B Security Hub EXE A7, B AKS R H 5 EventBridge BE XIS4T
RXZMNEZEER | 2358 (AWS Security Hub User Guide) FH Types of Security Hub
integration with EventBridge,

o XY T 8|2 Opsltem WENAELRI , BFZEEANEOEKEL|Z Opsltem BYFEFH, 40
REBYmE T Opsltem HAE Security Hub PEFH THNMNBERIN (I X2f4K Opsltem B
) WEeeF=4£5%H,

EliE OpsCenter LA Security Hub & % 8|2 Opsltems

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥T7F AWS Systems Manager %l

=1

ESMBERH , £ OpsCenter,

ERIRE,

£ Security Hub AE XM 7 , EFREE.

ERBRFEERAERNER A,
MREBHLERGHNPFERET™EMFEXRIN R Opsltems , B HRIX LIET,

2
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7. &#¥ Save (Rf7) SMRIFIEHVELE

MBARTBERERSER Security Hub AEX I B Opsltems , EEAUTHE,
= 1E#EUW Security Hub & X IKY Opsltems

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥JFF AWS Systems Manager 2l

L
Ho

ESMERKT |, % OpsCenter,
TERIRE,
£ Security Hub BER I 7 , EFRE.

ERBRNEEAEXNCER. METETRBER , NHASZH AWS K = RE A Security
Hub,

6. ERREFEUREFELNEE. OpsCenter THEIRYE Security Hub HWIFZE X I 012 Opsltems.

o M @b

/A Important

Systems Manager Z R EIE 57 5 AWS Organizations BE MK/ 7 LB 7E Explorer H 62
HRBIERL , MMFE OpsCenter A ZANIKF R AWS Xig J5 A Security Hub BE XK,
R 7 Explorer F/E A T Security Hub & , ¥ EFEURAKS, (2 A T Security Hub )
NERNRRBERS , MUEEREENRERL ST, OpsCenter 4425 Security Hub i
BRI BIZE Opsltems, EF ILEHBRIIER S MIEB PR K 52K F R Security Hub
EEXINBIEZE Opsltems , EHREERBREEREHRERLTHHIK, , & Explorer A
X Security Hub &, B3<1E Explorer FERRENE R , ESH &% Systems Manager
Explorer $3ER .

Incident Manager

Incident Manager & AWS Systems Manager 1 —IiIhgE , TR T —NMNEHEEEHE , IHKBE
EIEN AWS RENARFNSE4HMNPRE, SHREFATANRSPHIRETE. Fi%
B HBE Incident Manager f& , R4 1E OpsCenter 1 B3 82 Opsltems,

L RS Incident Manager FRIZEH4AT , ©XE 27 OpsCenter A BIE—/ Opsltem , ¥ FZEHE
RRAMEKRIE, R Opsltem EL 1 , M Incident Manager T2 €12 Opsltem, 5 — Opsltem %5
AR Opsltem, MEXE—EHMNMEFBEY K , WEALL@IMEA Opsltem FRMZNEH, WRE
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E |, 8O LR Opsltem FohIBEMH, EEHRAKE , B LT Incident Manager R R8I 2047 , LUE
EEMQHMELRENIEETRE,

EIABERT , OpsCenter 5 Incident Manager &£, R AKIZE Incident Manager , Ml OpsCenter
NHNET—FER , BU&E Incident Manager, 3 Incident Manager £1% Opsltem B , &8 LAM
OpsCenter EEHEE Opsltem, BxH Opsltem SIREHMFE , ESH 7 Opsltem BIEE4,

Create Opsltems

2R E OpsCenter ( ©2 AWS Systems Manager 9 —IIh8E ) HFHHEHE AWS RS £R/E , AWS
RS MRTFEBCAMN, B4R E 3002 Opsltems.

B L EE B IA Amazon EventBridge MMBVRASF™=EM R . WRFE , S UM Amazon
EventBridge B RmBEXLEMN ., FIE A LAM Amazon CloudWatch EEER , AR BIENREE
Ko FERAMUMER , EAUEEENH BN ERK Opsltems HEH,

YRGB Opsltem B, ERFLFHIFRES, YEFFH Opsltem BYAZER |, ATFPRSE RN EEH
17 ; 7E18E Opsltem /7 , FRBE XN ER R, X T UAE AWS BRSS H B & B4R A H 0 A 61 2
Opsltems , AR IMAFF 612 Opsltem WEZEL , BSHUTE-E,

E&

- BLE EventBridge #MLAAIZ Opsltems

« 3 CloudWatch BiRELE 7 6IE Opsltems

- FZ8|E Opsltems

Bl & EventBridge M N LA 82 Opsltems

% Amazon EventBridge R4 , B RTEERIAFN CIZEFTH Opsltem, EAILASIERMN R 4m4E
MAEHN , BUF OpsCenter i%EH EventBridge E4H B, BXRUMACIEREHMUNER , S
% {Amazon EventBridge AP Em) M7 AWS RS BIZEMN,

BliE EventBridge M NI LL7E OpsCenter 8|2 Opsltems

1. $TF{LTF https://console.aws.amazon.com/events/ B9 Amazon EventBridge 2§ & .
2. HESMERF , EEAN,

3. T Rule (#N ) WAL, IF Eventbus ( BHEL ) , % default ( BRIN ) -

4. NTHN , Bk H N & TR0 EENEREREHN
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5.

© © N ©

10.

11.

12.
13.

14.

EEANNEMUITFEEAEERE. EANFACEEF , RERTEHFRTRENEE .

® Note
WMRFE , BULERAZRNEE LANREREIFRES.

EF B ARETF,

1t Targets (B #5) M+ £ , &% Edit (4%%38).

NFBERER | EFEAWS RS

X F Select a target ( EFE—NBFR ) , % Systems Manager Opsltem,

X FIFZERER | EventBridge EENRUEFEHRET BFf,. EXLEERT , EventBridge

AT LABI = TN FTER AWS Identity and Access Management (IAM) B :

- ZFERABIE IAM A' , Hi%$F Create a new role for this specific resource (73 i 45 E &R Al
BHEse),

- EFERAECIEN IAM B[O Eventbridge & F1E OpsCenter 82 Opsltems BIR |, iFik
#Use existing role ( EAIEAE ),

EHEHMIRED , W TEREBRRA , BERHARKRSR.

A AE S A FRIRBRIZ TN Opsltems EEESREMBRFHENEMEEZEE , BN~ E
38

i%£3# Configure input transformer ( Bt & A F#25 ) -

HEFRRARRSED  NTAABRE  FEEEMNBRSHDEMNE, Fl , EMNARZIANE
SHP@EMT AR, SREBMEFERES  FERATHER JSON.

{
"end-time": "$.detail.EndTime",
"failure-cause": "$.detail.cause",
"resources": "$.resources",
"source": "$.detail.source",
"start-time": "$.detail.StartTime"
}

3 F Template ( iR ) , BEEERXEFBEHRNER. fl, £ATHEH JSON FHELEEE
OpsCenter, LtfE 2 AT AIE Opsltem,
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® Note

R AEARRA JSON £, MERPHNREFEIESIS. Hl, BIF, BER
R, KR, FFiaetiE M RedENERENASI SRR,

"title": "EBS snapshot copy failed",
"description": "CloudWatch Event Rule SSMOpsItems-EBS-snapshot-copy-failed was
triggered. Your EBS snapshot copy has failed. See below for more details.",
"category": "Availability",
"severity": "2",
"source": "EC2",
"resources'": <resources>,
"operationalData": {
"/aws/dedup": {
"type": "SearchableString",
"value": "{\"dedupString\":\"SSMOpsItems-EBS-snapshot-copy-failed\"}"
.
"/aws/automations": {
"value": "[ { \"automationType\": \"AWS:SSM:Automation\",
\"automationId\": \"AWS-CopySnapshot\" } ]"
.
"failure-cause": {
"value": <failure-cause>
1,
"source": {
"value": <source>
.
"start-time": {
"value": <start-time>
1,
"end-time": {
"value": <end-time>

ARXEFRNEZER , 555 (Amazon EventBridge FIF#8/) HHE#R B IR A,
15. ®EFEHIA,
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16. ERT—%H,

17. EET—%,

18. EEFEFMM,

EME#@UE Opsltem & , BAILUEI T Opsitem HE T R BB RERET P REEFEZHiFH
S8, BXW{TEE Opsltem FHETHNEE |, SR EE Opsltems,

¥ CloudWatch B1R i & 9 02 Opsltems

£ OpsCenter ( ©=2 AWS Systems Manager By —IiIhae ) BWERZEHR , LA LE Amazon
CloudWatch BEENER B3I 812 Opsltems., BAI ISR ERFLHRBINEEIR , LA7E OpsCenter F
€12 Opsltems.,

IR EREE H 012 Opsltems BY , CloudWatch 7 AWS Identity and

Access Management ( IAM ) FAIEFFHRFSHEXAR. ZHABENR

AWSServiceRoleForCloudWatchAlarms_ActionSSM. B3 CloudWatch [REHXxABNESE
#EZ# {Amazon CloudWatch AP 1ER) N CloudWatch EARSHEXAE,

% CloudWatch R4 K Opsltem B , Opsltem & 7R CloudWatch 1R -“alarm_nameib T ER:IR
=

7BN0

EBEFEEXIEE Opsltem WiFHEE |, HiEF Opsltem , RAEEBEHAXRFRIFAE L EWF, &7
LLF zh4R%8 Opsltems , J«,{Eﬂilﬁﬂﬂf‘:iﬁ:ﬁ CHFEFHAEE, BR , B REBERW™EMRELT

Bf , Systems Manager L2 EH E BT ERBIZERN Opsltems = EM LR, MRENEECIR
T Opsltem , #BZEE 7T EEHEMBRFFE , MEIFEHEE CloudWatch FREELREE , EEF4
BB Opsltems, R E7E OpsCenter R T Opsltem FIE , CloudWatch I —NFTHY
Opsltem,

BXBLE CloudWatch BHfMWEZERE , BSRHUATEE,

£

 FiE CloudWatch ER A 612 Opsltems ( Z#I& )

« A CloudWatch BIRElE 1 €12 Opsltems (AmEFN )

ELi& CloudWatch iR LAGIE Opsltems ( #Z£HIA )

BRI LFH BB RIEFNEER , BAM Amazon CloudWatch #2 Opsltems.,
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#12 CloudWatch B3Rk 3~ Systems Manager Bt & 7 iZ ZR ) B 5

1. 5ER (Amazon CloudWatch Al #5E) HRFEFHFSEEEEZ CloudWatch Ef FIEEMN LR
1_90

£ Systems Manager #&{EZf 2/ |, 1E#F 750 Systems Manager OpsCenter #1E,
£ Opsltems,

NFEEMY , BE 15 4 2ABHTIER,

( Ak ) J¥F3E5 , 7 Opsltem EFE—NFEH,

5 {Amazon CloudWatch FAF#6F) HRFEESFECIE CloudWatch ZBiRHIEEN T T
11-13,

7. %&#FE Next (F—%) HEKES,

o g A~ W Db

BERENASE , HI9 Systems Manager iR B A LS BN BIR , BRITUTSER :

1. 3$TF CloudWatch #£#|& , LR : https://console.aws.amazon.com/cloudwatch/,
ESMERD , EEER.

EREE , ABMIKIERE Actions (124E) A Edit (4RH).

( @Ti& ) Bk Metrics (38#5) # Conditions (54) T2 HIIRE , RFIEFE Next (T—F).
£ Systems Manager 4 , 1%£1F Add Systems Manager OpsCenter #&1E,

Xt F Severity (FEM) , EE—IPHF,

o g A~ w b

® Note

FEMRRAFENHNE. ERENAATUBAESNEXRIINENES L AREEN =
E MR ARBRAEF RS FRDPL.

~

( ATk ) X F Category (3EH!) , kB — NI,
1% Next (F—2) AEKE S

©

I CloudWatch B EE 5 8I2 Opslitems ( UHEH )

& B LASF Amazon CloudWatch B3R ELE H £ AWS Command Line Interface ( AWS CLI ) . AWS
CloudFormation #4R=} Java RIBEEURTE S R BIE Opsltems,

ES ]
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RAriEmE

- FFERBIHYAER T1E

* ¥ CloudWatch R & & 5 612 Opsltems ( AWS CLI )

* ¥f CloudWatch B#R & & 1 81325 E# Opsltems ( CloudFormation )

* ¥ CloudWatch R fl & 1 8IZ K E# Opsltems ( Java )

FHuieE® T/

MBEUREARNRENEERR AR T I Opsltems FER , M ATIEE Amazon BRIRE
( ARN ) . Itk ARN ¥ Systems Manager OpsCenter #riR 7 ES S 6|22 Opsltems B¥r. RATEL
BEX ARN , BN EE0IEMN Opsitems BEREEFE , WEMHEKF. 8N ARN BETXRFH

HRES

4

Region ( #41E )

account_ID ( 441E )

severity ( &1H )

Category ( A )

HAREE

HEMEN AWS X, #lf0 : us-west-2 .
B um1E AWS X135 #H{# A OpsCenter B E
%8 , 2 AWS Systems Manager i 5
TR

RSB EANRE— AWS K- ID, 4l
;123456789012 . MKF ID XA MERE S
(:) M, opsitem , MEL T RABIFT R,

HAFENHBESEESEN Opsltems = E
MR, BERE: 1, 2. 3. 4

B &R/ Opsltems s, BX
{8 : Availability . Cost. Performan
ce . Recovery #l Security,

FRAUTaZEBE ARN, Itk ARN T EIETER Category S8,

arn:aws:ssm:Region:account_ID:opsitem:severity

AR R RHB,

Create Opsltems
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arn:aws:ssm:us-west-2:123456789012:0psitem:3

EQEMEAIEN Category S8 ARN , BEAUT A% -
arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name

TR RB,
arn:aws:ssm:us-west-2:123456789012:opsitem:3#CATEGORY=Security

F# CloudWatch B3R &l & 7 02 Opsltems ( AWS CLI )

RS ERERN alarm-actions SHIEE ARN, BXUMAGIZE ARN WEER |, SR FIRaIHES
Itk

FF CloudWatch BIRELE 5 82 Opsltems ( AWS CLI )

1. REHHEE AWS Command Line Interface (AWS CLI) ( #1R & AR MITIZIRE ) »

BXREER , BZRRELEMN AWS CLI BISHMRA.
2. BITUTHSUKREERENEENESR.

aws cloudwatch describe-alarms --alarm-names "alarm name"

3. BITUT®TUENEE. M8 rstrittBRNEECHER,

aws cloudwatch put-metric-alarm --alarm-name name \
--alarm-description "description" \
--metric-name name --namespace namespace \
--statistic statistic --period value --threshold value \
--comparison-operator value \
--dimensions "dimensions" --evaluation-periods value \

--alarm-actions
arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category name \
--unit unit

LR R =B,
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Linux & macOS

aws cloudwatch put-metric-alarm --alarm-name cpu-mon \

--alarm-description "Alarm when CPU exceeds 70 percent" \

--metric-name CPUUtilization --namespace AWS/EC2 \

--statistic Average --period 300 --threshold 70 \

--comparison-operator GreaterThanThreshold \

--dimensions "Name=Instanceld,Value=i-12345678" --evaluation-periods 2 \
--alarm-actions arn:aws:ssm:us-east-1:123456789012:0psitem:3#CATEGORY=Security \
--unit Percent

Windows

aws cloudwatch put-metric-alarm --alarm-name cpu-mon A

--alarm-description "Alarm when CPU exceeds 70 percent" A

--metric-name CPUUtilization --namespace AWS/EC2 *

--statistic Average --period 300 --threshold 70 ~

--comparison-operator GreaterThanThreshold ~

--dimensions "Name=Instanceld,Value=i-12345678" --evaluation-periods 2 #
--alarm-actions arn:aws:ssm:us-east-1:123456789012:0opsitem:3#CATEGORY=Security ~
--unit Percent

#F CloudWatch B#R & & 1 812 E#H Opsltems ( CloudFormation )

AE D BFEZ AN AWS CloudFormation 14k |, & 0] LAfE F X LLREARIF CloudWatch BiRELE v B3 8l
B EH Opsltems, B MERTIERE N AlarmActions SHIEE ARN, Bx{aalZ ARN WE
B | BSH AR AR T/E,

EEFRER - AT CloudFormation #8182 E# CloudWatch ISR Bk, LERPIEENERA
F 1542 Amazon Elastic Compute Cloud ( Amazon EC2 ) SRR R E, MREEI A ALARM RE |
NJ7E OpsCenter A AIZ Opsltem,

{
"AWSTemplateFormatVersion": "2010-09-09",
"Parameters" : {
"RecoveryInstance" : {
"Description" : "The EC2 instance ID to associate this alarm with.",
"Type" : "AWS::EC2::Instance::Id"
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}
1,
"Resources": {
"RecoveryTestAlarm": {
"Type": "AWS::CloudWatch::Alarm",
"Properties": {
"AlarmDescription": "Run a recovery action when instance status check fails
for 15 consecutive minutes.",
"Namespace": "AWS/EC2" ,
"MetricName": "StatusCheckFailed_System",

"Statistic": "Minimum",

"Period": "60",

"EvaluationPeriods": "15",
"ComparisonOperator": "GreaterThanThreshold",

"Threshold": "0@",
"AlarmActions": [ {"Fn::Join" : ["",
["arn:arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name",

{ "Ref" : "AWS::Partition" }, ":ssm:", { "Ref" : "AWS::Region" }, { "Ref" : "AWS::
AccountId" }, ":opsitem:3" 113} 1,
"Dimensions": [{"Name": "InstanceId","Value": {"Ref": "RecoverylInstance"}}]
}
}
}
}

E5ER - EALLT CloudFormation BiRBIRREHESER, EESTERZNENREEALHK. MR
HEH A ALARM IRZ |, NFE OpsCenter A &% Opsltem,

"Resources": {
"HighResourceUsage": {
"Type":"AWS: :CloudWatch: :CompositeAlarm",
"Properties":{
"AlarmName":"HighResourceUsage",
"AlarmRule":"(ALARM(HighCPUUsage) OR ALARM(HighMemoryUsage)) AND NOT
ALARM(DeploymentInProgress)",

"AlarmActions":"arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name",
"AlarmDescription":"Indicates that the system resource usage is high while
no known deployment is in progress"
},
"DependsOn": [
"DeploymentInProgress",
"HighCPUUsage",
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"HighMemoryUsage"

1,
"DeploymentInProgress":{
"Type":"AWS: :CloudWatch: :CompositeAlarm",
"Properties":{
"AlarmName":"DeploymentInProgress",
"AlarmRule":"FALSE",

"AlarmDescription'":"Manually updated to TRUE/FALSE to disable other

alarms"

1,
"HighCPUUsage": {
"Type":"AWS: :CloudwWatch::Alarm",
"Properties":{
"AlarmDescription":"CPUusageishigh",
"AlarmName":"HighCPUUsage",
"ComparisonOperator":"GreaterThanThreshold",
"EvaluationPeriods":1,
"MetricName":"CPUUsage",
"Namespace":"CustomNamespace",
"Period":60,
"Statistic":"Average",
"Threshold":70,
"TreatMissingData":"notBreaching"

1,
"HighMemoryUsage":{
"Type":"AWS: :CloudWatch::Alarm",
"Properties":{
"AlarmDescription":"Memoryusageishigh",
"AlarmName" :"HighMemoryUsage",
"ComparisonOperator":"GreaterThanThreshold",
"EvaluationPeriods":1,
"MetricName" :"MemoryUsage",
"Namespace":"CustomNamespace",
"Period":60,
"Statistic":"Average",
"Threshold":65,
"TreatMissingData":"breaching"
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fF CloudWatch BIRELE 7 I E# Opsltems ( Java )

AR ITEZA Java KB , BRI LFEAX LB CloudWatch BiREE N B QI EREH
Opsltems, BNMMBEREEREN validSsmActionStr SEIEE ARN, BXMAEIZE ARN B15
B, BN TR ERITE,

BEER - FALUT Java RIBERBIEREFH CloudWatch BiR, LHERFIEENETER TR
Amazon EC2 RHPIRAKE, MMREEFH A ALARM IRA |, NIFE OpsCenter H 8| Opsltems,

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;
import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ComparisonOperator;
import com.amazonaws.services.cloudwatch.model.Dimension;
import com.amazonaws.services.cloudwatch.model.PutMetricAlarmRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricAlarmResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;
import com.amazonaws.services.cloudwatch.model.Statistic;

private void putMetricAlarmWithSsmAction() {
final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("InstanceId")
.withValue(instancelId);

String validSsmActionStr =
"arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name";

PutMetricAlarmRequest request = new PutMetricAlarmRequest()
.withAlarmName(alarmName)
.withComparisonOperator(
ComparisonOperator.GreaterThanThreshold)
.withEvaluationPeriods(1)
.withMetricName("CPUUtilization")
.withNamespace("AWS/EC2")
.withPeriod(60)
.withStatistic(Statistic.Average)
.withThreshold(70.0)
.withActionsEnabled(false)
.withAlarmDescription(
"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
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.withDimensions(dimension)
.withAlarmActions(validSsmActionStr);

PutMetricAlarmResult response = cw.putMetricAlarm(request);

FHFTEER - FAUT Java RIBEREFHIEM AWS Ik FEFTAE CloudWatch B3Rk , SUEEE R
A ALARM RZSE1 22 Opsltems,

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

cloudwatch.AmazonCloudWatchClientBuilder;
cloudwatch.model.DescribeAlarmsRequest;
cloudwatch.model.DescribeAlarmsResult;
cloudwatch.model.MetricAlarm;

private void listMetricAlarmsAndAddSsmAction() {

final AmazonCloudWatch cw

boolean done = false;
DescribeAlarmsRequest request = new DescribeAlarmsRequest();

String validSsmActionStr
"arn:aws:ssm:Region:account_ID:opsitem:severity#CATEGORY=category_name";

while(!done) {

= AmazonCloudWatchClientBuilder.defaultClient();

DescribeAlarmsResult response = cw.describeAlarms(request);

for(MetricAlarm alarm :
// assuming there are no alarm actions added for the metric alarm

response.getMetricAlarms()) {

alarm.setAlarmActions(ImmutableList.of(validSsmActionStr));

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;
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F o812 Opsltems

WIRKDIRER AT |, ATLUET AWS Systems Manager BYZhEE OpsCenter F3h 8|2 Opsltem , L&
B RZEE,

MRENBEKFEEIRE T OpsCenter , | Systems Manager Z3E & {5 AWS Organizations & &
& 7= AT BAR B A K = 8122 Opsltems, BXEZER , 85 H ( Ali% ) OpsCenter I8 E N B &
FEE Opsltems,

I&TLAE A AWS Systems Manager ##I1&. AWS Command Line Interface ( AWS CLI ) 5 AWS
Tools for Windows PowerShell ]2 Opsltems,

£

- FZ8|E Opsltems ( 2HIA )

- F7 82 Opsltems ( AWS CLI )

- Fzh8l2 Opsltems ( PowerShell )

F3h8l2 Opsltems ( #2#HIE )

Al LAE A AWS Systems Manager 2% & F 31 812 Opsltems, H &2 Opsltem B , B ERE
&H OpsCenter Ik A, WMMREHEBK - EEIRE T OpsCenter , Il OpsCenter FHAEREBEARE
HIK P RMENIEER IS B2 Opsltems Wik, BXEZEER , 5 (7% ) & OpsCenter i&
BN EKFEREE Opsltems,

fFH AWS Systems Manager 2% & €]2 Opsltem

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

AN
Ho
2. ESMBEKD , %&#ZF OpsCenter,

3. 1%&#F Create (8]2) Opsltem, MREZEEFEZIZHM |, 1HiE#F Opsltems W F , RFIEEF
Create Opsltem (8% Opsltem),

4. (WD) EBEHMKS  AREEEEHDEZE Opsltem BIKF .

(® Note
MBEBERNKAMKF I Opsltems , NEEHITIH SR,

5. XTF Title (F58R) , WA —NMER B FRAFBIE T ## Opsltem B A&,
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6. XITF Source (F) , BAAZFMEN AWS BRNXERKEMFEE , LLEBIAF 7 # Opsltem B

3
W o

(® Note
f2 Opsltem f5 , BT AT Source (R) FE&,

7. (H% ) XF Priority MRER) , EBAEERRF,

8. (™ ) X TF Severity EM) , EFFTEMLR D,

9. ( Wik )X TF Category (3KH) , EHBE—NKH,

10. ¥ F Description (}&) , HAE XL Opsltem WER , B (NEER ) BUNMEBNL R,

(® Note

4| & X OpsiteM #HIRFERF I K Z B Markdown . BXEZEE , FS
{AWS Management Console A[13E8) PMWEZETH &P EH Markdown,

1

-_—

N TEEHRERRFERFRE , MARETUATREEE Opsltems HW#E1E, BEXEEHERBRFR
FNEZFER , FSH EEEEM Opsltems.

(Al ) M FBEAH , IEEEEHFLL Opsltem B ERFEH & IE B Amazon SNS EFA Amazon
BREH (ARN) , BUTMIEE—NE Opsltem L FR— AWS X5 F# Amazon SNS ARN,

13. ((AE ) NFAEXBRIR , SRR LUEE Z 200 %R AT AR IR ID 5 ARN,
14. EF BIEOpsltem,

1

N

MR, ZREFER Opsltem, HEEEEANEEMKST NIEEK A KF 012 Opsltem B , Y
Opsltems & R1EEE A MK 5K FH OpsCenter FH, BXMAEE Opsltem FHIETNEESR |, &
2% EH# Opsltemso

F 38l Opsltems ( AWS CLI )

LLTREBANE T A AWS Command Line Interface (AWS CLI) #12 Opsltem 8 5 3%,
£ AWS CLI 8% Opsltem

1. REHBEE AWS Command Line Interface (AWS CLI) ( #1 R & R MITIZIRE ) »

BARER , BEHLEREH AWS CLI BYERFTRAS.
2. #T7F AWS CLI HAZ1TEL T @ B BARIEE Opsltem, FEM#######BRNEBCHER.
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aws ssm create-ops-item \
--title "Descriptive_title" \
--description "Information_about_the_issue" \
--priority Number_between_1_and_5 \
--source Source_of_the_issue \
--operational-data Up_to_20@0 KB _of_data_or_path_to_JSON_file \
--notifications Arn="SNS_ARN_in_same_Region" \
--tags "Key=key_name,Value=a_value"

1B E XA PR IREBE

# 82 Opsltem BY , A BUSE XM FRVIRERIR. XML HR JSON X4, FRZXHHR
BAMER LT

{
"key_name": {
"Type": "SearchableString",
"Value": "Up to 20 KB of data"
}
}

THER—MIF.

aws ssm create-ops-item A
--title "EC2 instance disk full" »
--description "Log clean up may have failed which caused the disk to be full" »
--priority 2 ~
--source ec2 "
--operational-data file:///Users/TestUserl/Desktop/OpsItems/opsData.json #
--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUserl" A
--tags "Key=EC2,Value=Production"

@ Note

BXMAEABARIRERZNGSTHEA JSON BXSHWER , BSHE AWS
Command Line Interface AAFERFMIE AWS CLI R 5| SR EZRFELESFEH,

RERBRERLUTUTARNESR
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-~

"OpsItemId": "oi-la2b3c4d5e6f"

3. BITUTHHUEFEEXRECIEMN Opsltem HiEHEE,

aws ssm get-ops-item --ops-item-id ID

REFRERCTUATARENER.

{
"OpsItem": {
"CreatedBy": "arn:aws:iam::12345678:user/TestUser",
"CreatedTime": 1558386334.995,
"Description": "Log clean up may have failed which caused the disk to be
full",
"LastModifiedBy": "arn:aws:iam::12345678:user/TestUser",
"LastModifiedTime": 1558386334.995,
"Notifications": [
{
"Arn": "arn:aws:sns:us-west-1:12345678:TestUser"
}
1,
"Priority": 2,
"RelatedOpsItems": [],
"Status": "Open",
"OpsItemId": "oi-la2b3c4d5e6f",
"Title": "EC2 instance disk full",
"Source": "ec2",
"OperationalData": {
"EC2": {
"Value": "12345",
"Type": "SearchableString"
}
}
}
}

4. BITUAT T LLESR Opsltem. L HFPRASM Open ( BRIAE ) Ek A InProgress,

aws ssm update-ops-item --ops-item-id ID --status InProgress
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AR Z =L
5. BRETUTHRURIPREREEE RN InProgress,

aws ssm get-ops-item --ops-item-id ID

B2 Opsltem B9 R4l
LT RBRAIEEZSERINMAFER Linux BEEITF. macOS = Windows 8% Opsltem,
Linux BE[TF & macOS

LA R an 7€ Amazon Elastic Compute Cloud ( Amazon EC2 ) SE#i## B %t 812 Opsltems

aws ssm create-ops-item \
--title "EC2 instance disk full" \
--description "Log clean up may have failed which caused the disk to be full" \
--priority 2 \
--source ec2 \
--operational-data '{"EC2":{"Value":"12345","Type":"SearchableString"}}' \
--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUserl" \
--tags "Key=EC2,Value=ProductionServers"

LT &S5 M OperationalData H# /aws/resources 6|2 @& Amazon DynamoDB 4%
IR Opsltem,

aws ssm create-ops-item \

--title "EC2 instance disk full" \

--description "Log clean up may have failed which caused the disk to be full" \

--priority 2 \

--source ec2 \

--operational-data '{"/aws/resources":{"Value":"[{\"arn\": \"arn:aws:dynamodb:us-
west-2:12345678:table/OpsItems\"}]", "Type":"SearchableString"}}' \

--notifications Arn="arn:aws:sns:us-west-2:12345678:TestUser"

AR S OperationalData K /aws/automations #8612 F AWS-ASGEnterStandby
XIS E N HERBH B3{LE1TFME Opsltem,

aws ssm create-ops-item \
--title "EC2 instance disk full" \
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--description "Log clean up may have failed which caused the disk to be full" \
--priority 2 \
--source ec2 \
--operational-data '{"/aws/automations":{"Value":"[{\"automationId
\": \"AWS-ASGEnterStandby\", \"automationType\": \"AWS::SSM::Automation
\"}]1","Type":"SearchableString"}}"' \
--notifications Arn="arn:aws:sns:us-west-2:12345678:TestUser"

Windows

LU 8/ 1E Amazon Relational Database Service ( Amazon RDS ) 32451 57 i 82 Opsltem.

aws ssm create-ops-item A
--title "RDS instance not responding" A
--description "RDS instance not responding to ping" A
--priority 1 #
--source RDS ~
--operational-data={\"RDS\":{\"Value\":\"abcd\",\"Type\":\"SearchableString\"}} ~
--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUserl" A
--tags "Key=RDS,Value=ProductionServers"

LT85 OperationalData H# /aws/resources #6812 EE Amazon EC2 EHI#x &R
# Opsltem,

aws ssm create-ops-item ~

--title "EC2 instance disk full" »

--description "Log clean up may have failed which caused the disk to be full" A

--priority 2 ~

--source ec2 "

--operational-data={\"/aws/resources\": {\"Value\":\"[{\\"""arn\\""":\
\"""arn:aws:ec2:us-east-1:123456789012:instance/i-1234567890abcdefO\\"""}1\",\"Type\":
\"SearchableString\"}}

LT a6 OperationalData H# /aws/automations &8I AWS-
RestartEC2Instance E{TFMHEE N MEXEKH B31{LZ1TFMEY Opsltem,

aws ssm create-ops-item A
--title "EC2 instance disk full" 2
--description "Log clean up may have failed which caused the disk to be full" »
--priority 2 ~
--source ec2 "
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--operational-data={\"/aws/automations\":{\"Value\":\"[{\\"""automationId\\""":
\\"""AWS-RestartEC2Instance\\”"",\\"""automationType\\""" :\\"""AWS: :SSM: :Automation\
\"""3FIN\",\"Type\":\"SearchableString\"}}

F 38l Opsltems ( PowerShell )
LTREBNET A AWS Tools for Windows PowerShell ]2 Opsltem,
£/ AWS Tools for Windows PowerShell €12 Opsltem

1.  FTFF AWS Tools for Windows PowerShell , REZTU TGRS , WIEELNEIL,

Set-AWSCredentials -AccessKey key-name -SecretKey key-name

2. BT T®HS , UMEHN PowerShell £iFi%E AWS XiF,

Set-DefaultAWSRegion -Region Region

3. BITUTHSUBERN Opsltem, FEM####### B RN IEEHCHER, kHSEERATEE
It Opsltem B Systems Manager B 311tz 1T F .

$opsItem = New-Object Amazon.SimpleSystemsManagement.Model.OpsItemDataValue
$opsItem.Type = [Amazon.SimpleSystemsManagement.OpsItemDataType]::SearchableString
$opsItem.Value = '[{\"automationId\":\"runbook_name\",\"automationType\":

\"AWS: :SSM: :Automation\"}]"

$newHash = @{" /aws/
automations"=[Amazon.SimpleSystemsManagement.Model.OpsItemDataValue]$opsItem}

New-SSMOpsItem °
-Title "title" °
-Description "description"
-Priority priority_number °
-Source AWS_service °
-OperationalData $newHash

MR, than SR # Opsltem B 1D,

THEHREIEE T ZHRH Amazon Elastic Compute Cloud ( Amazon EC2 ) 32489 Amazon RR&
(ARN ) o

$opsItem = New-Object Amazon.SimpleSystemsManagement.Model.OpsItemDataValue
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$opsItem.Type = [Amazon.SimpleSystemsManagement.OpsItemDataType]::SearchableString
$opsItem.Value = '[{\"arn\":\"arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdefo\"}]"
$newHash = @{" /aws/
resources"=[Amazon.SimpleSystemsManagement.Model.OpsItemDataValue]$opsItem}
New-SSMOpsItem -Title "EC2 instance disk full still" -Description "Log clean up may
have failed which caused the disk to be full" -Priority 2 -Source ec2 -OperationalData
$newHash

&1 Opsltems

OpsCenter 52 AWS Systems Manager ¥ —T2I8E , © AJIEER Opsltems MHEAIZ R RV IE, W
RIEHBEK MEE&E T OpsCenter NERLEEANEEIKS AT LM Opsltems kP A EE S,
BREZELR , HS/ (i ) OpsCenter IRE R Bk~ EHEE Opsltems,

B LAE A Systems Manager #2H| &R T REHEEMEE Opsltems :

- WE - ERITFMEREHITH Opsltems BTk, ZRFMEHAK 5B Opsltems Bt , URIEERE
2, A LURIRE R Opsltems IRASFEE Opsltems,

« Opsltems - &7~ Opsltems W&k , HPFIELMEEFTER , W8, ID, £5%RK. #FER, Opsltem
R , R EXEF BEARMETE,. EALAE , BAURFFHCIE Opsltems, BER. EX
Opsltem BVRES |, AR IR EHIF L Opsltems, EAILLUEREE — Opsltem , LLE RE Opsltems iF
HERTHE,

 Opsltem #F4AEE - BHEAT LA TEE Opsltem WIFMEREMITE, Opsltems FMEETEETE L
T :

o B - ERMEXER, BE 30 XRAESTHEITFM , URETUETHITRSTFRNIIR, &
A AEF ML Opsltems, FRINBRERIE , ARFIAEX Opsltems,

« HEXBRFMAEE - EREXRRBEZN AWS RFHERNER. EFF Resource details (BIRiF
MER) By , EEERELERRN AWS RSIRHENEXLRFRNER., Bt LA Related
resources (AR HIR) FIR IR S I Opsltem H< Y E A< RIR.

BXRUAEE Opsltems WEZFELE , BZHEUTE-,
FB
- BF Opsltem WIFHEER
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* Y% Opsltem

« FHEXBEFRFME Opsltem

« J$#83% Opsltems RN ZF Opsltem
- FREBIEFMNE Opsltem

« 7 Opsltem BIZEZE4

- EEEEMW Opsltems

o DHEERRRL Opsltems

- #F OpsCenter BEMIRE

EF Opsltem HWiFHAER

EIR18 Opsltem WEHEME , A OpsCenter %5 HHY Opsltem FHAEENEH. BIRETEANE

TUTER :

« Opsltems F4E L - & RATiE Opsltem B —fX{E R,

s HXERR - HXRRREZIENNER , RESB3EIE Opsltem HEHIE R,

- I% 30 RAW BT - T 30 KAETHETEMRIIE.

o BITFM - BRALUMNTRETFERINRPER —DNSITFM

« #A{L Opsltem - X R4 KW AT s S EAEX HIE AT BER N #BAY Opsltems BIFIR, H T ERIEFI
x , RENEHEFIE Opsltems BYFRE M #IR MR [ 45 F /B LLE 17 B9 Opsltems.,

- BEREE - REBER - EENHE , ZBERHABX Opsitem WEASERARE. S, &
ALEEREX M, HiRFHHE, THER. WEHRREREMAREE.

« #H3< Opsltem - BRI LAIEE U R F 75X 5 28] Opsltem #XH Opsltems B 1D,

o EXBFRIFMEER - EREFEIEMIERF , B3 Amazon CloudWatch IEFRFIEHR. AWS CloudTrail
BE , AR B AWS Config BiF4E =

BEEOpsltemiViFAEER

1. 1AIA] https://console.aws.amazon.com/systems-manager/ , ¥ AWS Systems Manager 2

Ao

2. HESMBEES , % OpsCenter,
3. i&#E Opsltem UEFEHFMELS,
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w48 Opsltem

Opsltem #4015 B 20 BIEA X Opsltem WEE , HFEFHIR, #5B. JR. Opsltem ID FRES,
BT LAURIB B Opsltem , B A LUEEZ A Opsltems , REREBUTFE : A, KER, E
M., EK5,

% Amazon EventBridge B2 Opsltem & , EfERFE., BMBERFE, S URERBNERF
B, BLERBRFR,

(® Note

2 #| & X OpsiteM #HIRFERA I K ZE Markdown xR, BEXEZEE , ES 1 (AWS
Management Console A1) FHIEEZESF A F A Markdown,

BE , BA LA Opsltem BT A EL B 313E -

« #5@ - Opsltem BB . RGLIZE Opsltem KIHRE,

- IR - BRI Opsltem MEE , 2F (WMRER ) BMRBENEER,

« IRZ - Opsltem KPR AT AR TH", “EEFHT R CHER,

« fEEL - Opsltem BIEER TN T 1 E 5 2H, BNBENREALBEEMELINENL , ARE
M 58 B 19 A8 B AR 55 4% B 1o

« JPEM - Opsltem W=EMAUNT 184 2R, Hfh 1 RRTE ,2&XK "G ,3XR"PEF 4 KT
&Ko

« K5l -Opsltem MIXFIRT AR TTAME, KA, 4., MEREITZE M,

- BA - &4 Opsltem Bt , AJEBAFERFIEE Amazon Simple Notification Service E&EHY
Amazon BEBF (ARN ) , BEIEE ARN , BRI LABBRFTE FIZSHE X & L4558 Opsltem B UL E|E
o, BFERESER. BXREZEL , 25 Amazon Simple Notification Service 7 & A f 1/

/A Important

Amazon SNS EB AU T & Opsltem HHEK AWS XigiH, MREBZH Opsltem L F AR
ERXEH , REMREHEIR.

OpsCenter 5 AWS Security Hub EBXNAEK. HEEHESRLLERMEXH Opsltem RAEM™=EMH
B XEFERF A AEE Security Hub , ABRIGHABTIRZHFEFBENES,
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BIE Security Hub THE L T 8|2 Opsltem Y , Security Hub Jt##E4 B35 1% Opsltem BIREIE
FEH, MEBBRLETHE , WREEFETEREER.

Ym%E Opsltem IE4E S

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager %l

L
Ho

2. ESEMBEHRKD , %EF OpsCenter,

3. 1%3%F Opsltem ID BT FAERTNE , RIEFEZ A Opsltems, WMRFEFEZ/ Opsltems , R
BEmERAS, MER, mFEMRK. WREREZ Opsltems , —BRIEER T HORS, (K%
&, mEMHFES , OpsCenter 2N EIEHHREE X,

4. 7£ Opsltem details (Opsltem F4EE) T , &R Edit (RE).
5. BEHALEENERMNIEEEE Opsltem HWFAE R,
6. ZTHE , &R RF

R BE A NE Opsltem

B/ Opsltem FBEFE—MAX TR Y , ZZBHFH HABRERE Amazon BIREBF (ARN ) . Mx
BREEEERAENZI MM AWS BR,

R Amazon EventBridge 82 Opsltem , MRS B a3 £ A% RA ARN EFR Opsltem, &AL
FHHIBEMRAIRMN ARN, X FHLE ARN EH | OpsCenter FEFBIE—NREHERE , ©FE
1 OpsCenter B HI AR EREXZARNFMER, Hln , 212 Amazon Elastic Compute
Cloud ( Amazon EC2 ) E45I#9 ARN IEERHEXREIR , BBA OpsCenter 2B S 1% EC2 ZAIMEXH
FHER, XELEBEFEEXASEIEMN AWS BRNIFAEFEE , MEEEIT OpsCenters

EERRFRA AR FRAINE Opsltem

1. i5IA] https://console.aws.amazon.com/systems-manager/ , ¥ 7 AWS Systems Manager 2 %l

Ao

2. ESMBE®KD , %£F OpsCenter,
3. i&#E Opsltems £+,
4. &#E—4 Opsltem ID,
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© © N o

ID Title Status Source
0i-a80f1dbb4464 EC2 instance stopped @ Open EC2
0i-Ocdb512b47ed EC2 instance terminated @ Open EC2

EEFEXRZEMUNERNER , HiEE Related resources details (X< BRIFMAER)ETF,

EC2 instance terminated &

Overview Related resource details

Related resource: | i-05d918a v

Expand all ‘ I Open session \ I Run automation ¥ View resource in original console [

v CloudWatch Metrics

~. CPU Utilization (Percen;! . Network In (Byte;) Netyork gut (Bytgﬁt j

WEMFFERKBEZN AWS RSHEXRLERNELS, B Resource details ( BIRIFHAE
B)Hy , LEEHRELRRN AWS RSEMNEXLERRNES. B LEA Related
resources (FXHEIR) RISt Opsltem A< By H A < &R,

ERMEAEREIR , BiEFE Overview (BER) I+,
£ Related resources (Fx<®IR) o/ , 1E#F Add (FH0).
% F Resource type (BRFEH) , NFIRFIEEFE—FEIR,

3t F Resource ID (&R ID) , % A&JR ID 5 Amazon Resource Name (ARN), Ffik{S B3R HL
RT E—SHIEENTIR

AN A i BN AAN N AN /™

® Note

ISR BAF R INFINI X B IR ARN. 4 Opsltem ATLAFIH& 2 100 MAK IR ARN,
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TR T B3 6B @AX T IRIRE SR RRE,

XERNRRER
BIRBE ARN &=

AWS Certificate Manager iE$

arn:aws:acm: region:account-i
d :certificate/ certificate-id

Amazon EC2 Auto Scaling 44

arn:aws:autoscaling: region:account-i
d :autoScalingGroup: groupid:autoScal
ingGroupName/ groupfriendlyname

VAN
Amazon CloudFront 23 & arn:aws:cloudfront:: account-id :*

AWS CloudFormation 4%

arn:aws:cloudforma

tion: region:account-i

d :stack/stackname /additionalidentifi
er

Amazon CloudWatch &% . .
arn:aws:cloudwatch: region:account-i

d :alarm:alarm-name

AWS CloudTrail BRER

arn:aws:cloudtrail: region:account-i
d :trail/trailname

AWS CodeBuild I B

arn:aws:codebuild: region:account-i
d :resourcetype /resource

AWS CodePipeline

arn:aws:codepipeline: region:account-1i
d :resource-specifier

Amazon DevOps Guru J 22

arn:aws:devops-guru: region:account-
id :insight/ proactive or
reactive/resource-id

& Opsltems 304



AWS Systems Manager

RAriEmE

RIRB R

Amazon DynamoDB %%

Amazon Elastic Compute Cloud (Amazon EC2)

EFRx

Amazon EC2 Z# 1 IP

Amazon EC2 TR EH

Amazon EC2 3241

Amazon EC2 BEEXM M %

Amazon EC2 M 41/ a3 &l 51 &

Amazon EC2 M1 0O

Amazon EC2 i

Amazon EC2 &4 4

ARN #& 3%

arn:aws:dynamodb: region:account-i
d :table/tablename

arn:aws:ec2: region:account-i
d :customer-gateway/ cgw-id

arn:aws:ec2: region:account-i
d :eip/eipalloc-id

arn:aws:ec2: region:account-i
d :dedicated-host/ host-id

arn:aws:ec2: region:account-i
d :instance/ instance-id

arn:aws:ec2: region:account-i
d :internet-gateway/ igw-id

arn:aws:ec2: region:account-i
d :network-acl/ nacl-id

arn:aws:ec2: region:account-i
d :network-interface/ eni-id

arn:aws:ec2: region:account-id :route-
table/ route-table-id

arn:aws:ec2: region:account-i
d :security-group/ security-group-id

& Opsltems

305



AWS Systems Manager

RAriEmE

RIRB R

Amazon EC2 +X

Amazon EC2 %&

Amazon EC2 VPC

Amazon EC2 VPN &z

Amazon EC2 VPN M3

AWS Elastic Beanstalk N ATREF

Elastic Load Balancing (£ 8 f1 815 #78%)

Elastic Load Balancing ( M A F 9% )

Elastic Load Balancing (Network Load
Balancer)

ARN #& 3%

arn:aws:ec2: region:account-i
d :subnet/subnet-id

arn:aws:ec2: region:account-i
d :volume/volume-id

arn:aws:ec2: region:account-i
d :vpc/vpc-id

arn:aws:ec2: region:account-id :vpn-
connection/ vpn-id

arn:aws:ec2: region:account-id :vpn-
gateway/ vgw-id

arn:aws:elasticbea
nstalk: region:account-id :applicat
ion/ applicationname

arn:aws:elasticloadbalancin
g: region:account-id :loadbala
ncer/ name

arn:aws:elasticloadbalancin

g: region:account-id :loadbalancer/
app/ load-balancer-name /load-bala
ncer-id

arn:aws:elasticloadbalancin

g: region:account-id :loadbalancer/
net/ load-balancer-name /load-bala
ncer-id
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BIRAB ARN &=

AWS Identity and Access Management (IAM)

arn:aws:iam:: account-id :group/group-
4
4 name

IAM policy

arn:aws:iam:: account-i
d :policy/policy-name

IAM & &

arn:aws:iam:: account-id :role/role-
name

IAM A

arn:aws:iam:: account-id :user/user-
name

AWS Lambda &k

arn:aws:lambda: region:account-i
d :function: function-name

Amazon Relational Database Service (Amazon . .
arn:aws:rds: region: account-1i

RDS) & d :cluster: db-cluster-name

Amazon RDS ¥ FE 241

arn:aws:rds: region:account-id :db:db-
instance-name

Amazon RDS iT ¥

arn:aws:rds: region:account-1i
d :es:subscription-name

Amazon RDS &4 4

arn:aws:rds: region:account-i
d :secgrp:security-group-name

Amazon RDS &£ &R R

arn:aws:rds: region:account-i
d :cluster-snapshot: cluster-s
napshot-name
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BIRAB ARN &=

Amazon RDS FM4H

arn:aws:rds: region:account-i
d :subgrp:subnet-group-name

Amazon Redshift 28

arn:aws:redshift: region:account-i
d :cluster: cluster-name

Amazon Redshift %4 . . .
arn:aws:redshift: region:account-i

d :parametergroup: parameter-group-na
me

Amazon Redshift Z£ 4

arn:aws:redshift: region:account-i
d :securitygroup: security-group-name

Amazon Redshift £ &R &R

arn:aws:redshift: region:account-i
d :snapshot: cluster-name /snapshot-
name

Amazon Redshift M4

arn:aws:redshift: region:account-i
d :subnetgroup: subnet-group-name

Amazon Simple Storage Service (Amazon S3)

B

arn:aws:s3::: bucket_name

AWS Systems Manager £ &R 17 R £ N o .
arn:aws:ssm: reglon.account—l

AWS Config 123k d :managed-instance-inventory
/ node_id

Systems Manager State Manager ><Bx

arn:aws:ssm: region:account-i
d :association/ association_ID
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5% Opsltems 7 11Z] Opsltem

B EA Opsltem #4E S NEMAEX Opsitems , BRI UFEREEE , HRMRBH LT, 7
LB AEARE Opsltems XBk , @#E Opsltems 2R FXEK, BERERFEE, ELUF—
Opsltem 5% — M XREX#EXR , BUSHE S R1EMX Opsltem 2, BEZ TN EZHE Opsltem %
#y E 1t Opsltems #&E 10 4 ID,

Related Opsitems (2) (
ID Status Title Source
0i-Ocdb512b47ed @ Open EC2 instance terminated EC2
0i-06f350858b55 @ Open EC2 instance terminated EC2

ENIAEXE Opsltem , FHRITUTEIR :

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2

Ao

ESMERKT , %F OpsCenter,

1%£$E Opsltem ID LUTHFMAE RN H,

£ Related Opsltem (FH5<#Y &OI;) TpH |, EF Add (F0).
33 F Opsltem ID , iEEE— Do

R A,

2

FHRELBIE R INE Opsltem

REBRER—MAENEE , ZBERHTHEX Opsitem WERSZFAEE . EW U ARERE
MZANBAMEX, Fla, EAILUEE BEXH, FiRFAR, RS, AEHFRERIEMGHERHK
2. BHNRAKETLUN 128 MFERF , ERRAKPALLNA 20 KB,
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Operational data
Enter one or more key names and values. Ops Center supports searching and filtering Opsitems by using key names and values that are marked searchable
Key Value

event-time 2019-06-04T00:33:352 (D searchable Remove

instance-state stopped O Searchable Remove

Log data 6093] atal: PATA max MWDMA2 ¢md ~ @ searchable Remove
0x1f0 ctl 0x3f6 bmdma 0xc100 irg 14

v

Add item

BEERETEHREAPNEAAFEE | O URSERFR, TEEREREMEENIER
Opsltem 8L TWE ( B DescribeOpsltems APl #4ERHE ) WAFHAUNEENEREEHRE. TA#E
R REBTER AT EENFE Opsltem ( B GetOpsltem API 4R ) WAFES.

FHRAEBIE A IE Opsltem

1. A8 https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 2l

Ao

ESMERKS , % OpsCenter,

1%4% Opsltem ID SUITFHFME S TTME,

RITREBIE,

IR Opsltem SR EREHIE , MERHFM, R Opsltem FIRERSE | Wik Manage (BE).

o & 0D

EOIRRERER , BB IERE Manage (BE) REmEZHNE. BERBERFESHME A
ZHEN
6. XT Key (Bfi) , EE—NMRS N REARBEBAS THBENRR.

/A Important
BEBIERTELL TS RFEFL  amazon, aws, amzn, ssm, /amazon, /aws, /

amzn, /ssmo

~

X TF Value (fB) , EEZEE,
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8. ‘BRI

® Note
&M LATE Opsltems TUHE £ £ AR ERIEZ ERFIF L Opsltems, EEREF |
RBRBEREE , AW A JSON AW RBEN, BATEAUTENBMAR/E

X : {"key":"key_name","value":"a_value"}

A Opsltem BIEREH4

FERALL TR Opsltem FoIIBEEH |, LMETE AWS Systems Manager Incident Manager A ER BR#1
EiZ Opsltem , X2 AWS Systems Manager By —I31gE, B4 RIBEMITIIANWERSFHRRTE
TB&, BX Incident Manager WEZEE. , i the section called “fF OpsCenter SH 1 AWS R
% £

BN Opsltem FHEIREH , BHRITUTIR

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager %l

L
Ho

2. TESMEKTP , £ OpsCenter,

3. MR Incident Manager RIEBIZE T Opsltem , FEEE , REHISR 5, MREE , HFiiE
Create Opsltem (]2 Opsltem) HIEER S, MRELEEEF LR , iH1£#EF Opsltems £
+ , A/Fi%# Create Opsltem (812 Opsltem).

MBRELIET Opsltem , MITHE.
%42 Start Incident (B31EH).
FFIBIiTR , EBREDELEHH Incident Manager 1 511K

( A& ) T Title (378) , MA—NEBTHMEANMKR T HEHERNFHREE . WREZ
BHRAFMWIRE , OpsCenter & 18 5 it X HARETE Incident Manager 812 Opsltem F4H
R EH.

8. (W% ) 3F Incident impact (BHEM) , B ZBHNFMRR . MREEEEEFME
5l , OpsCenter <8 F M 7 11+ X B9 R MK 51 7E Incident Manager A €% Opsltem F#H R A SE
.

N o o &
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EIEEE M Opsltems

OpsCenter AIMZ AWS BRSS SRBENRNZNEE Opsltems, OpsCenter £/ N EZ 5 Al fie
ENESHENRZHFENASKBRAUEEEMN Opsltems, FEVEA BIEOpsltem API #4ERT , AWS
Systems Manager 8N A EE HIER RN EZE,

AWS Systems Manager £ LT EE HIEMBRIB 4 -

1. BIE Opsltem BY , Systems Manager 2 IEMFHETEERERRFRHENREHE , URBD
Opsltem BV &R,

2. RS —MoIE Opsltem WEREY , REFREF BERNEERFERBRFRS,

3 MRNEBEHENRFRAEFELRNEFE , N Systems Manager FREIE Opsltem BVIR
o WRIAE Opsltem RS HITFARIEREH 1T , MF 282 Opsltem, WMRINE Opsltem B EIAE
R, Systems Manager f§ 8|2 — N #TH Opsltem,

B2 Opsltem 2 /5 , BF% mBEHERZ Opsltem FHEE HIEMBRFRFHR,
EEHEESM Opsltems , ATLARITA TR :

. 4mELL OpsCenter 71 B #5HY Amazon EventBridge AN MW ESHIEMBRF TR, BXEZEL , &
&5 f£31A EventBridge M F 4wiE EE BIERIRF R H.

- YEFHOIE Opsitem B , EESHBEMBRTHSR, BXESEL , S EH AWS CLIEE
EEHREMBRFEE,
. EAZERREENMREEH Opsitems, ETUEAETFMRMAREEMN Opsitems,

N T HBYIERREEW Opsltems , H R HIREBIZEM Opsltems KIEE , Systems Manager {2t 7
Ba{LizTF M. BXERE , BZRETREMREER Opsltems.

FEERIA EventBridge M0 4w B & IR M BR 7 fF &
R LTI N[ OpsCenter #E7 B #5#9 Eventbridge F N5 EE S BIEM BRERF £,
73 EventBridge #4758 B8 HIEMR R F 5

1. E3F AWS Management Console+ 3T Amazon EventBridge ## & & (https:/
console.aws.amazon.com/events/).

2. HESMERF , EEAN,
3. BEE—IAN , RFiEEF Edit (5RH8).
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4. %% Select target(s) (EFBEFR ) R,
5. 1£ Additional settings ( EfttiRE ) T4 , 1%£3F Configure input transformer ( Bl & i A 5085 ) o

6. 7E Template ( #E3R ) XJiFHEH , K EFZ "operationalData": { "/aws/dedup" JSON % H
DR AERENESHIERRFRS,

Eventbridge LN EEHERBRFZFEZEBFEALUT JSON KX,

"operationalData": { "/aws/dedup": {"type": "SearchableString","value":
"{\"dedupString\":\"Words the system should use to check for duplicate
OpsItems\"}"}}

THER—MIF.

"operationalData": { "/aws/dedup": {"type": "SearchableString","value":
"{\"dedupString\":\"SSMOpsCenter-EBS-volume-performance-issue\"}"}}

7. REXLEESEREMRFRAS  RELEEBEIA
8. BEET—%,

9. BET—-F,

10. ERFEFHN,

5 AWS CLI 15 E 5 BUIEM BR = £F &

L IREH AWS Systems Manager & A5 AWS CLI F3h 8 #H K Opsltem B, AILUIEEEEHIE
BBRFRFR. BXEESEFFIHCE Opsitem M AEERFERBRFRBENEE , BSH FaolE
Opsltems, MREFER AWS CLI, AT R OperationalData SHMAEEHIERRERF R, SHIE
SE#E A JSON |, T ER RBIFTRo

--operational-data '{"/aws/dedup":{"Value":"{\"dedupString\": \"Words the system should
use to check for duplicate OpsItems\"}","Type":"SearchableString"}}'

AR RO TIEEESEBIEMBRFAS disk full,

Linux & macOS

aws ssm create-ops-item \
--title "EC2 instance disk full" \
--description "Log clean up may have failed which caused the disk to be full" \
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--priority 1 \

--source ec2 \

--operational-data '{"/aws/dedup":{"Value":"{\"dedupString\": \"disk full
\"}","Type":"SearchableString"}}' \

--tags "Key=EC2,Value=ProductionServers" \

--notifications Arn="arn:aws:sns:us-west-1:12345678:TestUser"

Windows

aws ssm create-ops-item A

--title "EC2 instance disk full" A~

--description "Log clean up may have failed which caused the disk to be full" 2

--priority 1 »

--source EC2 ~

--operational-data={\"/aws/dedup\": {\"Value\":\"{\\"""dedupString\\""":\\"""disk

Full\\"""\",\"Type\":\"SearchableString\"}} ~

--tags "Key=EC2,Value=ProductionServers" --notifications Arn="arn:aws:sns:us-

west-1:12345678:TestUser"

PITIZE AR LR A Opsltems

OpsCenter 2 EAEE RAEXEE Opsltems KIS, OpsCenter FEEHINK & B3 247 Opsltems 3
AR =FPEBAAE, EALE OpsCenter BRI FHZE REFrhEFHER,

« EE Opsltems - H/\NHEZ Opsltems F R —&RFEEEMENIRER | ’HEBREE,
« BELHNRE - Y812 50 4 Opsltems EEHBEREN |, HERBE,

- £ &% Opsltems WRIR - 2 AWS BIREFET 10 MNTFFH Opsltems B , HERFEE, X
655 22} E X B K &R B R 1E OpsCenter EIET+ AR &2 Opsltem BRRXR P, BIRIR
Opsltem it EHE @R 51 H o

(® Note
OpsCenter I AT BRI H B 4 B % Opsltems KRR :

Amazon Elastic Compute Cloud ( Amazon EC2 ) 3£l

- Amazon EC2 244

Amazon EC2 Bzh¥ 484l

« Amazon Relational Database Service ( Amazon RDS ) ${#EE
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« Amazon RDS ££&
« AWS Lambda B

« Amazon DynamoDB &

« Elastic Load Balancing #9125
-« Amazon Redshift &

« AWS Certificate Manager iE

« Amazon Elastic Block Store %

OpsCenter 58 HIEEEEE 15 A‘?ﬁﬁﬂ’][‘ﬂ%ﬂ MREANKEREMPRS , OpsCenter 2F LT RiZ
KANWEZRAR, EEFHMEAR , BATHRAEIZEEE Opsinsight #HXHFTE Opsltems, MRH
F 15 /l\ilﬁlﬁﬂ’ﬂFE%'JFI’E%‘EE?E“:%'JE‘EPJ_/_T%LEEE’J/Hﬁ , MZARFES —/NERXHAFERTR

LIRERFEAAESS |, OpsCenter £ E RZEMHY Opsltems MEFWHEXEER. UTHREBRERT
—ANRBl, EFEEEE Opsltem SAEMNFMAELR,
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Duplicate Opsltems: 1122334455

Insight details

Insight type Status

Duplicate Opsltems @) Open

Affected Opsltems Date created

100 [4 14 Aug 2020 20:00:00 GMT
Affected resources Last updated

i-06bd38270 5 Sep 2020 20:00:00 GMT
Description

Multiple unresolved Opsltems have the same title ‘'EC2 Instance Launch
Unsuccessful’ and involve the same resource ‘'i-06bd38270

Recommended runbooks (1)

Document name Description Execution ID Start time

Bulk resolve all unresolved Opsltems
with the title 'EC2 Instance Launch

RABRT |, “BERELTRARS, AXEAZEIENESEE , BEANATEE.
ES ]
- BEREERE
- ETREFREEN Opsltems
NEES

S0

]]n]
:l

BRHEE

BRIZERE

& A LATE Systems Manager #2#|&# OpsCenter REI L BAEZEERE, YEEHAZERE

& , Systems Manager 8|28 7 AWSServiceRoleForAmazonSSM_OpsInsights B9 AWS

Identity and Access Management ( IAM ) [RFHXxAE, RFEHEXBER —F5 Systems Manager

L?&?@Eﬂ’]?ﬂﬁ?&”‘]ﬂﬁ IAM A, RSHEXAGEMENNAR  SEEANRSARESBARMM AWS
RS FTEEMATAEM R, B>Xx AWSServiceRoleForAmazonSSM_OpsInsights BREHXABNES

EE , B2 7 Systems Manager OpsCenter 1 {# i & & 612z & F % Opsltem,
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@ Note
BFEEUTEERFE :
- FEEH AWS kP WEUZETIRNTEH. BXEZEER , TS HEAWS Systems Manager
Ef
* OpsCenter A #LALEEHRIFTRE ., XEWE OpsCenter P ERHAREIIKRAERTEL

REBLLT I8 E OpsCenter A3 AMEBREZEHE,
BRNEEZEERE

1. 1409 https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2 |

=

2. ESMBEHKP , %#F OpsCenter,

3. EEERRUAEEESR , EEEH. IRESEFIWHEE , BRATRIREZETRDS , RS
EEE A

4. BRALINEE  ERELRIMFL , A TTRIBZERFEDS

5. EEEZXEFEMEREIEK , BEEOpsitems. RRENMNIREH4EKFEZ Opsltems K FIRE
DHEEE, EEEFAREE | i View all operational insights (EEFIEZE HE).

6. EIFHEIDUEBEBFEZEE,

ET RRMBREEN Opsltems

ERFRRRZ , BALBRGFEXKNFTA Opsltems RYFE, ERILUERM AWS -
BulkResolveOpsItemsForInsight 24T FARAFRSAERER Opsltems B A&,

N T HBYIEEREZSW Opsltems , FHE 2D HIRERGIZEMN Opsltems HIEE , Systems Manager #2fit 7 2L
TEatETFEM :
¢ AWS-BulkResolveOpsItems E{TF MR RSIEERESZMTE A Opsltems,

« AWS-AddOpsItemDedupStringToEventBridgeRule iz1TF M N 545E Amazon
EventBridge #LMXEXEIFTE Opsltem B AMEERFERBRFRE, MRE-HNELTEEE
BEBBRFEE , MHETFRF2BRNZFRS,

« R EventBridge F IV E — MM A& K # +HEE 4 Opsltems , NIl AWS-
DisableEventBridgeRule fF<ERZH NI,
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iR RIEE TR 2R E]

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l
AN

=1
2. TESMEKTP , £ OpsCenter,

3. 1E Overview (#5) &I~ L , @ T&R31 % Operational insights (2 & f%%).
4. EREEMAIZERE,

5. EEREAEID UEEESEER,

6. GERETFM , RAEEREWNIT

BREERE

HERMEBEERER , REFMFLGEFNRER , AFLEEHEPERRER, EALTEDRSHE
EAERGHHREFE , BET2EEFEPRICN]. NREBRXEALIIE , REFERZAIRE
REVREE |, FHITARGIEHMAVRE, BBUTIEXAEERE,

KHAEE R

J

=i

i
i

1. 158 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l
L
[==)

o

ESME®KS |, %# OpsCenter,

ERIRE,

£ Operational insights (Z&A2R) Zp45 , EF Edit (4R18) , RSk Disable () &£,
ERERF

o ~ @b

& & OpsCenter B EMIRE

AWS CloudTrail ATEAI2 FXf#24|A. AWS Command Line Interface ( AWS CLI ) #1 SDK #J AWS
Systems Manager OpsCenter API . A LA CloudTrail 2% & 3 Amazon Simple Storage
Service (Amazon S3) P EEESE . Amazon S3 E —MEE @R EKF BFTE CloudTrail

BE.

OpsCenter ##4E B K& RX Opsltem SEFIF TR RIZE, FH. REFERREE, BXEEFNER
Systems Manager S&E31#) CloudTrail BEMNEZER |, S £/H AWS CloudTrail i23& AWS
Systems Manager AP| A A,

AWS Systems Manager OpsCenter ] LA #B1R£H % Opsltems UL TE R :
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« Opsltem RARE - RA (“TFBEER#IT . T ERH#IT. ) &R Opsltems WHE,

- EBHRZFFM Opsltems WiR - EBEZRZF MK Opsltems BIFR[T AWS RS 23K,

o RRFEFAHRE RE Opsltems - IBHIZRM IR RIS HH Opsltems K iT

& & OpsCenter MERE

1. 18] https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12 #l

Bo
2. ESMBEHRKD , %EF OpsCenter,
3. 71E Opsltems X H L , EEHE,

4. 7f Opsltems by source and age (RRMEAHRERH Opsltem) T , EFELRI=LUIRHE Source
(/R) 71 Opsltems., FAFIRKBIFIRSTFIE,

il BROpsltems

&R LAE R AWS Command Line Interface 5 AWS SDK 3kiE A DeleteOpsltem API #4E , Ml B
B/ Opsltem, 7% AWS Management ConsolefE 1l Bk Opsltem. ZEMiBk Opsltem , #&H AWS
Identity and Access Management ( IAM ) AAF, AHAGKNNEEEERNR , RELEMLMEIREA
F DeleteOpsItem API 2ERER,

/A Important
WNFREMIEUTEENEE

« HIBR Opsltem BFA ¥, BT EIRE EMERE Opsltems

- WREFANERRA —BHER  XEKRERETHEEE/ LD HTETRIBME. WREMRR
Opsltem FIENEA ( Fla0 GetOpsltem ) , M EMIBREY Opsitem ATREI S HIE MR H

- WREREBEW. WRENE— Opsitem REFALRE , REFT2XHRE, NRE—
WHAMTH , MArE HtiE AR ESE —ANEAEBE K IhE R,

- WREFTZHFEKFEAR, ZEREEANEEIKS AR BREMIK S FH Opsltems , BIfE
HIEWKFEEIRE T OpsCenter B R AT, EXBKFEENEZEER , 28 (A
1% ) ¥ OpsCenter BN EMKF EHREE Opsltems,

o MREWE OpsItemLimitExceededException , MBI LAMIBR— N Z 4 Opsltems , HA
£ Opsltems EHE TR, EXURENESZER , EZH HEE OpsCenter [[ &,
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filBx Opsltem

BB T I ZMIER Opsltem,
flB% Opsltem

1. RERHEIE AWS CLI ( MRERMITIZRE ) o BXREZER , SR LEHERM AWS CLIHY
BRHTRA o

2. BITUT®HS. F ID BN EEMRERE Opsltem ID,

aws ssm delete-ops-item --OpsItemId ID

MR, Z TSR EEAHE.
&% Opsltem [@) &

£/ AWS Systems Manager Bz1{tiz1TF Mt , BAILMEE1E Opsltem R LI AWS BIREI A,
Bai{LERTE XHIZETFMRIEE AWS BRI EIE,

8 Opsltem HBIFEETFMEBD , ZOFRMEAATFEENSEITFMIIFR. HENZFIRF

R BETFME , OpsCenter FEERETZXEFIEN —LFE, YEETEIIETT
FMet , RESF/ZZETFME Opsltem BIFEXFIRKERER, TR Amazon EventBridge 82 7
Opsltem , E&121TFME Opsltem xBk#E XK, OpsCenter {7 Opsltem R & Bah{Liz1TFMAY 30
RidFo

BALERE —RBSUEFARETFMNEZFAGEE , WEHCRBNERER , AR KM R ERERE
EITEMLETFMOLER , T ENREIF R,

1&& Opsltem A& =
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Execution Time

¢
Latest automation results for AWS-RestartEC2Instance X
Mon, Jul 13, 2020, 4:14:07 AM UTC

Response
{
"AutomationExecution": {
"AutomationExecutionId": "bdeb70fa-4fb2-45ca-bee3-969b1f9f22dd",
"DocumentName": "AWS-RestartEC2Instance",
"DocumentVersion": "1",

"ExecutionStartTime": "2020-07-13T04:14:07.663Z",

"ExecutionEndTime": "2020-07-13T©4:14:08.113Z",
"AutomationExecutionStatus": "Failed",

"StepExecutions": [
{

"StepName": "stopInstances"”,
"Action": "aws:changeInstanceState",
"ExecutionStartTime": "2820-87-13T04:14:08.869Z",
"ExecutionEndTime": "2020-87-13T704:14:08.869Z",
"StepStatus": "Failed",
"Inputs": {},
"FailureMessage": "Step fails when it is validating and

resolving the step inputs.
com.amazonaws.amiaserviceworker.exception.ActionInputsResolvingExcepti
on: Input Instancelds String pattern validation fails. Expected regex
pattern: (~i-(\\w{8}|\\w{17})$)|(~op-\\w{17}$). Actual value: oi-

c55bfP1de226. Please refer to Automation Service Troubleshooting Guide
Dismiss Save to operational data

F'-—W'WWJ

Fri% Opsltem B9 Related resource details (<& RIFHAE L) WEZE Run automation (Z1TH31t)
HlRk, BUERRIASEBFETRRNEIEITFMR , HETUETEMNUEERE, HAEESD
EEAMRERMEREF , HH 3 Amazon CloudWatch #8#RrFIER. AWS CloudTrail B , AR XK H
AWS Config Bi#41E B
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Overview Related resource details

Related resource: | i-0cc012c¢6449135d53 v

Expand all | | Open session | | Execute automation ¥ View resource in original console [4

¥ CloudWatch Metrics
1h

CPU Utilization (Percent) Network In (Bytes) Network Out (Bytes)
Percent Bytes Bytes

1.2 72.7K 123k

0.634 36.6k 61.5k g

0.066 556 466
19:00 20:00 21:00 19:00 20:00 21:00 19:00 20:00 21:00
@ CPuUtilization @ Networkin

@ NetworkOut

B lESEREAPERBINCEITFEMBEMIBMEA Systems Manager B {LIZ1TFMSZE REF
BRZETFMIER

FRIZ1TFMEE Opsltem
EEABMEITFMMEE Opsltem BB 281 , BRITUATIRME :

- WIABEBUZT Systems Manager Ba{Liz1TF M. BEXEZEER , H5H REB 31,

s REBETHWEFLETFRRERETHERN ID EE. Al , IREZZTEHZ EC2 KA
Bah{t , MAFTUEEEEMBFIH EC2 KAIRY ID.

BEiZ1THFLIEITEMRKIEE Opsltem [EF |, FHITUTSE -

1. ARl https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2

L
Ho

ESME®KS |, %# OpsCenter,
1E$E Opsltem ID LUITHFMAEERE,

N
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ID Title Status Source

0i-a80f1dbb4464 EC2 instance stopped @ Open EC2

0i-0cdb512b47ed EC2 instance terminated @ Open EC2

EC2 insfance termi

&35 2 Runbooks (iIZ1TF 1) 342

ERAERESA LANBFEREEZTHAFILETF M.
EEFZITFEM , ABIEE Execute (F1T)o
MAZITFMORERFS , AEERRER.

N o o bk

B#EiTFME , RE2BREE L —IMREBHETRS.
8. HEXE 30 RAKENLMITERS H |, EEHIT ID BEUAEFMITIRARE,

EFXBRVZ1T FAMEE Opsltem

EIEM Opsltem Hiz1TEZNMLIETFEME , OpsCenter 2fF1Zi21TFME Opsltem KEX#ER, X<Bk
NZITFMEETFMIRPOERE S THMESTF M.

RBUTHRIZETES Opsltem FHAEXRIRXEKN BN LZTFM. BXRBMEXRBRNEES , &
S %) B Opsltems.

BETERRIRKEIZITFMEMEIE Opsltem R , FHITUATHER :

1. 148 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

PN
Ho

ESMERKS , %#F OpsCenter,

$TFF Opsltem,

£ Related resources (MR &ER) o7 , EREEZTEHLETFMORIR,
1%£$F Run automation (21T Bzh{t) , REEFESTHXREKBILETF M.
MASITFEMOAEEE , ABIEE Execute (F117)0

I e

BEHETFMRE , RELEREE L —NREHETRRE.
7. HERE 30 RAMBIEMITIS F |, EERIT ID BEUABFNITSRIRS.
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B & OpsCenter FHERE

AWS Systems Manager OpsCenter @F—MEERHE , EPNEFIERUTEER .

 Opsltem RAEFE — IRIRAFIHE Opsltems FE |, 40 Open # In progresso
- EBEHRZITHM Opsltems HIR - EBFEHZRZITIFH Opsltems B AWS RS B4,
- RFEFEA RS TR Opsltems — IRIRF IR XI5 A Opsltems BT

& E& OpsCenter HEHRE

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2l

L
Ho

2. TESMBERD , & OpsCenter , RAFIEFRRHERINF,
3. TERFRMEAHRE RN Opsltems Zo & |, ATUATIRE :

1. (it ) EFffEFRSD |, ®&BXR , %82 Equal, Begin With = Not Equal , RE#H AE
2. EMRBIIRAF , BETIRSEZ—:

* Open

* In progress

* Resolved

* Open and in progress

« All

HEZE OpsCenter [A] &
AEBIEWEE BB THE OpsCenter FIE N &R F R,
B E| T OpsltemLimitExceededException

MRER AWS Ik~ A CreateOpsltem API 24ER 23X E A FHI R K Opsltems #E |, BFA2W
F| OpsItemLimitExceededException., MRENFAAFSEI LU TE PRI HK A Opsltems
Ert , OpsCenter FLIREI R E :

- BXiF8 AWS IKF# Opsltems E3 ( ‘@3 Open # Resolved Opsltem ) : 500,000
- §AE AWS Ik B & K Opsltems ¥ : 10000
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XL RIGER T MEMANRIF AT Opsltems , {BELTRIRBRA

« B AWS Security Hub A& X I 8| #Y Opsltems
« 7£ Incident Manager 43T 718 B 31 £ B #Y Opsltems

MiX LSRR BIE R Opsltems &1t AEH Opsltem PREL , (BEEEE RN T/ Opsltem 1F%%,

MREWEIT OpsItemLimitExceededException , M A LAFMIER Opsltems , EEME T EHIFR
], TepBEIEMNR Opsltem J1k, E# , MIBRH Security Hub &&= Incident Manager &
#BIZ K Opsltems TLE A BREEFIHITH Opsltems B3k, EATMIREAKRA Opsltems. &
RN ER Opsltem WEE. , S MIBROpsltems,

FFAREBZERK Opsltems , B WEISEFH AWS K%

MREEE T 5 AWS Security Hub FIEEEX , M OpsCenter 279 Security Hub HE AT 612
Opsltems, #R#E Security Hub £ A AELINBEURBEERBEERTEZMNIKF , OpsCenter AT &E
SHE R KER Opsltems HEXSFE KA. AT 25 Security Hub HEZIE KK Opsltems < H
FEAFEAEE

- MREIEBE OpsCenter M Security Hub SR AT & FE| Security Hub BEERAIKF, , M RELHNE
EERAMAERAKF PHIAZE X AIZ Opsltems, Opsltems HIEEERAKFFEIE, BIESH
HE , XTELSEBRE AWS HENETKE,

MRLEREEHNERIHAKS , WRENHNZNMNAKS PR FELIA G Opsltems, BX
Security Hub BEXERAIKF, KAKF R ES EventBridge AEXINEHRARNEZER , H3H
{AWS Security Hub User Guide) A #Y Types of Security Hub integration with EventBridge.

« XWFEIZE Opsltem WEMAELXN |, BFREANE O EUWELLIZE Opsltem A, MNMRERE
T Opsltem ZAE Security Hub FE#FH THEMNIBAELRI ( XLAt&K Opsltem B ) , M=% 5%
38

/A Important
MRZINAE KE Opsltems ZERBIER , HEEH AWS IKEZB4AIE , iBER AWS
Support,

MREFTBEFERS N Security Hub AE LI BIE Opsltems , HEAU TS,
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= 1E#E W Security Hub & X IKY Opsltems

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2l

L
Ho

ESMERKS , %#F OpsCenter,
TBRIRE,
£ Security Hub AEXRINIH , ERHE.

ERBHRNCERAERNCER., MBELETRBEHR | NEBEEHN AWS K #AK/E B Security
Hub,

6. EBERFURTEMNEE. OpsCenter FEIRHE Security Hub HiBE X I 612 Opsltems.

o ~ w0 b

/A Important

R OpsCenter FRE YIIREE /8 AHHKLE N BERKILIE Opsltems , iFE K Systems
Manager ZRE I [ K 5 AWS Organizations 2K , AREERERE, MRETNEFR
HpEA— K,  BFHRRAEHNEEAHERMWNES LSRR , UANEHNKFERASEN.

H Systems Manager ¥£&# Amazon CloudWatch 3 &l HE 4k

Amazon CloudWatch ##|E4#R =2 CloudWatch #Z##HAFWITEENER , THAFELE —MEAHKER
R, BMERDMEITRE AWS XigRIR , theex T2, EBaLAE A CloudWatch 2 &I E M &
B AWS BREIZBIEFRMEENEENIE, FAZEFER , BAGIERU TS

« FRAERNSENE—AE  ATHEHEE - MRS AWS KEITHERRMNEAREFZITRL.
BUNESIMERLEFERATENMEMNHE , SELEE SR RRERE—ER.

« —MNREFM , NEARKAREEX DA RESHH AR EN B ESHMEBNNIERE,

- XERFRENRAEFNEN A ARNE , ARKRA TURAZZAE , UEERESHHENREBER,

IEAILAE RS A. AWS Command Line Interface (AWS CLI) 5f# A CloudWatch PutDashboard
AP| RBIZEFIHR. BXEZEEL , i85 (Amazon CloudWatch AIF3ER) RHEA Amazon
CloudWatch #Z#|H 4R o

CloudWatch #2 #IHE 4R 326
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AWS Systems Manager N A2 F & &

MAREFEER -8 , TAUARYEEERE AWS RIETHNAERF.

e
 AWS Systems Manager Application Manager
« AWS AppConfig

+ AWS Systems Manager Parameter Store

AWS Systems Manager Application Manager

Application Manager & AWS Systems Manager B —IJ131&E , 1k DevOps TREIFEEBESHENARE
FRMERN ETCAEMNEEER AWS BIRHEIE, Application Manager £k B &1 AWS RS #
Systems Manager IhgEfYZ17E5 B R & El&# 4 AWS Management Console,

£ Application Manager F , BARFR —NEFLEEHEN —NETETH AWS RIRNIZEA,

B BEEARAURTNARFNTERAE, BEANMELULATITFREAARESE, NABEFHN
Application Manager & #E Amazon Elastic Kubernetes Service (Amazon EKS) 1 Amazon Elastic
Container Service (Amazon ECS) £,

£ Application Manager 1T Li%#% Get started ( FIREMA ) BF , Application Manager 2 Bz1 S AH
KIEHM AWS BRS = Systems Manager ThaE P BIZH E RN THIE, X TR AR , Application
Manager 5 AXFHE AWS BERENTHE , FHALANRRE., 8MNRREATEE SN
BREFENFIN— N —T =R FATEF. Application Manager &< B3I S AHFX<H AWS
CloudFormation, AWS Launch Wizard, Amazon ECS #1 Amazon EKS SI2K & RN TEiE. RE
Application Manager £ E X 3 5l & RiX L8R,

XNTRNARRF , JIREEUTRE :
- BEMNARERF

* Launch Wizard
+ CloudFormation 4%
- AppRegistry N A~

NTRBRER , JIRTEBUTAE
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« Amazon ECS &8
« Amazon EKS &£

SARRE , BUUEXETE KNP EFERRENREGE. 3E , IRERUEXRRESH
B T3, MTABAE Application Manager HFe8lZNARFH BRI B RABH I ZNAREFF,
XEERAILEENARF L TXHHNREEE.

EIREHBE AWS AR Systems Manager ZI8EfT , Application Manager 2 8 REEHN R IRE XM

UTERBHER :

- BXMNAREFFH Amazon Elastic Compute Cloud (Amazon EC2) 28 HaDRAs, BR M
Amazon EC2 Auto Scaling i=1TIRRE S

« Amazon CloudWatch 2 #H &1k

« AWS Config 1 State Manager ( Systems Manager B — M A# ) RENEHAEE R

« Amazon EKS 12## Kubernetes £ {E R

« AWS CloudTrail 1 Amazon CloudWatch Logs 12#t# B S iE

- Systems Manager OpsCenter #£{t# Opsltems

- REMXRRN AWS RESRENTRIEFEAE S

- Amazon ECS Rt B BREHE R

RTHEBBIEEEAHREFRERNWIRE , Application Manager BRE T I SN ARF XBKNIEIT
FMt. EFFHRMERM Application Manager , i3 Systems Manager #2#l&. ESMERF | EHF
Application Manager,

£ Application Manager & BRLE 4R 2

Application Manager & 4* 7 DevOps TR If#& N MAE AWS FRF BT E. HEIIL B

# , Application Manager E— M 2HIEFERNARERF L TXHPHNFZREWIRIEF S, Application
Manager i& 7] BUBS 1252 1T F M RNITE L AWS BIRISIEES , N A MEE R B FTE Y A
=118

Application Manager B8 BRLEThAE ?
Application Manager ‘B3 L T IHAE :

- B3I A AWS HIR
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EBRETRES |, BALLUEEELLE Application Manager £ AWS K~ FEFISAMERET
CloudFormation #t#%, AWS Resource Groups, Launch Wizard &, APpregistry B FAREF UK
Amazon ECS #l Amazon EKS £ RR. RANUME X WM ARFRERF LR E RXLER R,
WE , Tt X LR B M FH T RAFINE AWS K |, Application Manager &7 E XY 51
BENMESEXINTPEIERTRR.

- BB H4% % CloudFormation Mtk FE AR

Application Manager A B ZEEMEEN AR FNRIR , FERE CloudFormation . &

A LAZE Application Manager 812, 4w FMIER AWS CloudFormation #EixF#4k, Application
Manager X B3E—MERE , BAUERPRE, SIBMNEFHER. Application Manager
CloudFormation & RAXHER HFRSHNEBEE. BRMNEHREF 24 TE Systems Manager 7
BEEEEHE AL, BERERESERE CloudFormation F,

- EENRAERFETXHAEXRKRFNES

Application Manager 5 Amazon Elastic Compute Cloud (Amazon EC2) £/ , A\ ERARF LT
XHhEREXREHWEL, Application Manager LB R & RATIE N FARFHEFIRE, B
Amazon EC2 Auto Scaling i21T4R)%. Instances ( 3£#l ) M FEBE—1K , P EENAERF
RENLGNATER :
o RHPRES (FALE, EEFLE, EFEIETT. BFLE)
- SSM Agent ¥ Ping 7S
. 6| EAEBHE&F Systems Manager Automation & T FMEVIRS B R
« H/\MH Amazon CloudWatch Logs BiR ¥ &,

* ALARM - EEFR S RAE HE LAYRE.

« OK - B RERNEEXHRETEH.

« INSUFFICIENT_DATA (BUET R ) - SEBNINIE3 , 85T A , EBREXEEBHNEE
LU E S BIRES,

- RLAENBIT BEANEHT BHESITRR
- ERENRAEFSERNETERNER

Application Manager 5 Amazon CloudWatch £ , I N ARF SREF R E SR ERIRNER.
BULRAEENAEFNUEESNAGRA LHNER , IEFENEFNER,

- BEENRARFNBEHE

Application Manager & Amazon CloudWatch Logs £/ , EZHNAREF L TXHRME A EHE ,
MITEEIT Systems Manager,
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- EENEEATNARFIEFI Opsltems

Application Manager & AWS Systems Manager OpsCenter £ IR IR E T/EI B 5K
(Opsltems) , AT ENNARFMER. ZIRRRT BEKMFoEED Opsltems., EAILE
BB XBIZE Opsltem WERBRMFMES , LAK Opsltem RE., RM™E M,

- EENRAEFSERNARESAEHE

Application Manager 5 AWS Config &£/ , A RIEEEENMNREF XA AWS TR EAM
A iFEMELR . Application Manager t15 AWS Systems Manager State Manager 5 , JUREHE
KREHHH Amazon Elastic Compute Cloud (Amazon EC2) KSR EMMERE B

« ZZE Amazon ECS 1 Amazon EKS & EMEHE L

Application Manager 5 Amazon ECS #l Amazon EKS £/ , RHEXEHEMERZTRRNE
B, UREHPITE, MENE#ERRNAFZTHAE,

B2 , BIETE Application Manager EEHEEFH < Amazon EKS ERRHABRNIRERFE. BR
HEEEMEFIEE Amazon EKS &R EMIZENEZTER

- ERENARFNRRERANFAESR

Application Manager B3 Cost /NA#H 5 AWS Billing and Cost Management Th8E AWS Cost
Explorer £/, EMKEMKAREEIEH A S A Cost Explorer 5 , Application Manager 9 Cost
PNAHLERBEFRENARFINARFAHNREHE. EAURERTESTLZEFNTE
FTER, BHAEMAARE  FHNDMAGPHIFERGETRARIE,

s E-MEFEFERFANTRER

1%# Application Manager JIHE  —MNRIREWH , AEFEXZARN L TXEENREESE , ML
EEFF Systems Manager,

- BN AEF B EIRER

MRENRSEF AP REFEHITTER , HFRZEIRZ Application Manager P E /NN AR —
B4 , Ml Systems Manager 2 B3I R RIXLEE N, Hlan , tREE AWS CloudFormation Il &
REH T — R H B R Application Manager N RRRFH—2 2 , MR EHRES B3 RBR
£ Application Manager .

« Bz &I Launch Wizard B HRRF

Application Manager 25 AWS Launch Wizard 5. R A “Launch Wizard"ZB& N FA=ZFH 3%
R , W Application Manager A BUfFHE B 31§ A“Launch Wizard"#2 H £ R E o

 {#H CloudWatch Application Insights ¥ 2 Application Manager # I N T2 F &R
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Application Manager 5 Amazon CloudWatch Application Insights £/, Application Insights A] 7£
BARFERMEAR#ERPIEEHREXRIER. BENMESE. Application Insights RIFE W RIER
MBZE , URNFEBERANERIFFEMNREKER, ERERNBERMFEERE , Application
Insights 4 BX CloudWatch Events , AISAE X LEEHRIZEBHFNITIERME, HBALUE Application
Manager BY#E Y F U5 32IE T+ 7 /g A FE & Application Insights, B 3< Application Insights 9
BEZEE , 55 Amazon CloudWatch A FEE Y+ 4 =2 Amazon CloudWatch Application

Insights.
- BIEZETFMPAEB

Application Manager ‘@¥EFiE X # Systems Manager i=1TF M , B F1EE AWS BRNEE, &0
D3N ARFRPNAEERRRINTETFEM , MAFEF Application Manager,

£ Application Manager EAEZEEWEEA ?
Application Manager FUREREI 44 2% A o
Application Manager By & RECE =2+ A ?

£ {Amazon Web Services —fix5Z) HH Systems Manager service quotas F , A LAEEFHE
Systems Manager THEERVBRE, FRIESBHRA , BN , BIEIRXEFRHEN.

ES]

- FFRAMER Systems Manager Application Manager

- £/ Application Manager

FreafE A Systems Manager Application Manager

5 Fix — &80 P95 B W B BhIR1& B FELE Application Manager , iX 2 AWS Systems Manager #—
Wzhee , AR REK B TR AWS BRE M Systems Manager THEERIZITIE R, WP EEEERTEMN
RAREFMEEFIE Application Manager FI1E ..

F&:
- REMEXERF
« BLE Systems Manager Application Manager B R

- FNAEFMEEDIE Application Manager

R Application Manager 2B EZUWESEA ? 331
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B AR AR SS

Application Manager & AWS Systems Manager B —TI 308 , A1 & Rk B HAt AWS fRSF Systems
Manager THEERIE B, N T &R ABRE®INTE Application Manager R E RHETEEHRE , BITEWE
£ £ Application Manager 811% & FM B & X L& H b iR S5 R I BE

&
- RESARBIES
- REEFRFHEXETEENES

RESATRNES

AR EBES W #HBIEE R Application Manager ) AWS BIR, BNMESERE , Systems
Manager 87 LA B 31 & IRS A B Application Manager ., S A&RE , A LLTE Application
Manager FRIEZNARR , HESANRRBEXLENARFY, XEBTEEENARFLTX
FHIZITER.

(W% ) ERFELSEREL AWS BF

—ILM% BEWABEBUAGREER2ELE AWS BiR. 8MZHIHAFEXHWEBNEHKHFR
o MEMABEEE, R5l, AR, BRANFERER, BUCERE , RAKR, IEE. &
jﬁf&*mlﬁﬂﬁﬁlﬁﬁﬁﬂéo
( ATiE ) £ AWS Resource Groups A HERH AWS &IR

BRMERRRARAR AWS BiR, RRAFDERMENEARRRLEE, KEMA3RM
THES

Application Manager @ BaI S AZHWABERRE , ANCEEFNARFEIPIIH,
( ATi& ) £ AWS CloudFormation & & B IERH AWS &IR

AWS CloudFormation AJAFEBYE LA AT TN, ATEEM AR GIENTE AWS Bt iR EEE,

e A LAREBY & E A AWS RS |, 5130 Amazon EC2, Amazon Elastic Block Store ( Amazon

EBS ) . Amazon Simple Notification Service ( Amazon SNS ) . Elastic Load Balancing 1 AWS

Auto Scaling. f&B) CloudFormation , BRI EZHHMERE. Iy BELFTESRWAARER , M
CRUENEERE AWS ERtigHE,

Application Manager & B3 $ AZRKFTE AWS CloudFormation &R , H}FHEAWS
CloudFormation##% 3 5 5 tH, & A LLTE Application Manager €12 CloudFormation 4%l
B, HRMENRE RS Application Manager 1 CloudFormation Z B BzhE %, &t al LA
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Application Manager FeIZN AR FHFEXRBHEED, XEPTLENABRF L TXHESH
KRPRBENZTER. AXEMEER |, 2 AWS CloudFormation E#t

( ®Ti& ) 5 AWS Launch Wizard & BB EM R AREF

Launch Wizard AJBA5| ST BRE AN, BEENIEATE=TNHRFHN AWS HRILRE
M7 EFHIRBMEEE N AWS FiRo

Application Manager £ B3 $ AFT& Launch Wizard &R , }4FEHE Launch Wizard 23| &
HIH, B AWS Launch Wizard WEZEE , 25 SQL Server AWS Launch Wizard A
7o Launch Wizard FIWEENZ A, SRENERER TEITHIRS R AWS TR,

( ®Ti%& ) A Amazon ECS # Amazon EKS REMHERF[LNAREF

Amazon Elastic Container Service (Amazon ECS) 2— WS E W BN RERB[EERS , WHE
BWZET, FLANEEER LRSS, CNASEEATETENMNESEREAESHESENLF
EXH

Amazon EKS 2 — it E RS , I &HBIIEE AWS LiE1T Kubernetes , TERE ., BIEMLEP L
H O/ Kubernetes 12 &I FEH T =, Kubernetes 2 —NMNTRES , AT AR ARFHER
2 yRENEEMNBIL.

Application Manager Bz $ A& FTE Amazon ECS # Amazon EKS ERLRERIR , HIFEHS|
ERBEHRMFh, HR , BTEE Application Manager FEEHEEHE X Amazon EKS B 1%
RABNETEE. BRAEZENMEEIEE Amazon EKS BRNEMIZRENZTER. BXENE
B, #5/ Amazon ECS EH# Amazon EKS EH.

REEFERBHEXETEENES
LATRRBES AT #BYEE Application Manager F&E& B XEH AWS BRHEE,
( ¥%E ) BiLETFMAR

BRI LB A Systems Manager B 31{Li24T F MUK B Application Manager #9 AWS %R (A
B, EFAEIEINGE , BXNEERKIENR, BXRXENER , BSH AWS Systems Manager
Ef.

( °Ii% ) /8 A Cost Explorer

AWS Cost Explorer & AWS Cost Management By —TZh&E , &7 LU © 5k AJ AL B AR BRHE DA
—% 947, B Cost Explorer /& , #&&T[LLTE Application Manager 2%l & &E& N ARF TR R
KER, BAALIBFURKARMLI,
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( ATk ) R EMBE Amazon CloudWatch HEFMEZELR

CloudWatch @ —Ti = MEERS , B AWS, BEENZNARERUREMER T REMAKIEN
PISKAI T LR, 8B CloudWatch , A LAMEANT & LA B ERMIBARI X W E R 175 B Fr B B

MREBIE, EEFHEE Application Manager R REY CloudWatch BHEMEER , MATREM

EliE CloudWatch, BXEMELE , 5SS CloudWatch Ets

® Note
CloudWatch Logs X F{CERA TNARRF , TER T&EE.

( Ak ) REMEE AWS Config

AWS Config 2t 7 5&8 AWS K XEBHN B RN FANE , aFelfuAEER. eilz
B RIMAMEEXKN , AREBEERHEXRZNARENBEZLE, R SER AWS Config RiTf4
BH AWS BRNEEBIRE, BB 612 AWS Config BN ITELIR/E | XEMNK R IEH
HERBEIRE, £ AWS Config HERRENBZRFEHINEEERN , CaREXLEERRE
BERTHANPNEAESE. MRENRRER THRN , AWS Config 2F R BMANFRIZRFE
#;o Application Manager £ /R&xTF AWS Config SINHEMAME S, EE Application Manager &
EFNREE , KIREHEE AWS Configo BXEMEE. , FH AWS Config E4T.

( A% ) B2 State Manager Bk

A LAE A Systems Manager State Manager S22 BARERNTRNEE, ZEMEMIXEK , E
VEET R ERENIRS. B Application Manager W &EFXRBKAMMUHRIE , BS4ARE—
% State Manager <Bk, State Manager &% Z\YELZ% A,

( Ak ) iREMEE OpsCenter

EA LB £ OpsCenter £ Application Manager & & X T K &R Z T TEM
(Opsltems), &7 LA ELE Amazon CloudWatch 1 Amazon EventBridge AR F 2R MEHT
Opsltems Bz K% ZE OpsCentero EWBAILLFFH A Opsltems, BXEMELR , S AWS
Systems Manager E#t-

Bl & Systems Manager Application Manager B FR

WMREH AWS Identity and Access Management ( IAM ) 354k ( AP, AAR ) NG EAER
B HE AP IRE | NETTLLEER Application Manager ( AWS Systems Manager B9 —IZhag ) BYFT
BUEE, API BIEDABANK , UBHEERCNRITHTREINEE.
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T&RHIHT Systems Manager &4 Application Manager iR & RATEAH APl &4 , EREHE
EERRFMER, Hn , LR Application Manager %t T Amazon EC2 Auto Scaling ¢4 , iRk
BZAEEHFHAEE , Systems Manager 28 A autoscaling:DescribeAutoScalingGroups
APl 21E, MR F F&EEM Auto Scaling 4 , T4 M Application Manager Rtk APl

RAFRERER

acm:DescribeCertificate
acm:ListTagsForCertificate
autoscaling:DescribeAutoScalingGroups
cloudfront:GetDistribution
cloudfront:ListTagsForResource
cloudtrail:DescribeTrails
cloudtrail:ListTags
cloudtrail:LookupEvents
codebuild:BatchGetProjects
codepipeline:GetPipeline
codepipeline:ListTagsForResource
dynamodb:DescribeTable
dynamodb:ListTagsOfResource
ec2:DescribeAddresses
ec2:DescribeCustomerGateways
ec2:DescribeHosts
ec2:DescribelnternetGateways
ec2:DescribeNetworkAcls
ec2:DescribeNetworkInterfaces
ec2:DescribeRouteTables
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:DescribeVolumes

ec2:DescribeVpcs
ec2:DescribeVpnConnections
ec2:DescribeVpnGateways
elasticbeanstalk:DescribeApplications
elasticbeanstalk:ListTagsForResource
elasticloadbalancing:DescribeInstanceHealth
elasticloadbalancing:Describelisteners
elasticloadbalancing:DescribeloadBalancers
elasticloadbalancing:DescribeTags
iam:GetGroup

iam:GetPolicy

iam:GetRole
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iam:GetUser

lambda:GetFunction
rds:DescribeDBClusters

rds:DescribeDBInstances
rds:DescribeDBSecurityGroups
rds:DescribeDBSnapshots
rds:DescribeDBSubnetGroups
rds:DescribeEventSubscriptions
rds:ListTagsForResource
redshift:DescribeClusterParameters
redshift:DescribeClusterSecurityGroups
redshift:DescribeClusterSnapshots
redshift:DescribeClusterSubnetGroups
redshift:DescribeClusters
s3:GetBucketTagging

TRIH T Systems Manager A FE X Application Manager H 7 % 57 F 12 7 F % R 5k 2 & Fi ik B A
BRFIEERNRESEN AP B4,

HERENFAEE

applicationinsights:CreateApplication
applicationinsights:DescribeApplication
applicationinsights:ListProblems
ce:GetCostAndUsage

ce:GetTags

ce:ListCostAllocationTags
ce:UpdateCostAllocationTagsStatus

cloudformation:
cloudformation:
cloudformation:
cloudformation:
cloudformation:
cloudformation:
cloudformation:
cloudformation:
cloudformation:
cloudformation:

CreateStack

DeleteStack
DescribeStackDriftDetectionStatus
DescribeStackEvents
DescribeStacks

DetectStackDrift

GetTemplate

GetTemplateSummary

ListStacks

UpdateStack
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cloudwatch:DescribeAlarms

cloudwatch:DescribeInsightRules

cloudwatch:DisableAlarmActions
cloudwatch:EnableAlarmActions
cloudwatch:GetMetricData
cloudwatch:ListTagsForResource

cloudwatch:PutMetricAlarm

config:
config:
config:
config:
config:
config:
config:
config:
config:
config:
config:
config:

DescribeComplianceByConfigRule
DescribeComplianceByResource
DescribeConfigRules

DescribeRemediationConfigurations
GetComplianceDetailsByConfigRule

GetComplianceDetailsByResource
GetResourceConfigHistory
ListDiscoveredResources
PutRemediationConfigurations
SelectResourceConfig
StartConfigRulesEvaluation
StartRemediationExecution

ec2:Describelnstances
ecs:DescribeCapacityProviders
ecs:DescribeClusters

ecs:DescribeContainerInstances

ecs:ListClusters

ecs:ListContainerInstances

ecs:TagResource

eks:DescribeCluster
eks:DescribeFargateProfile
eks:DescribeNodegroup
eks:ListClusters
eks:ListFargateProfiles
eks:ListNodegroups
eks:TagResource
iam:CreateServicelinkedRole
iam:ListRoles

logs:DescribelogGroups
resource-groups:CreateGroup
resource-groups:DeleteGroup
resource-groups:GetGroup
resource-groups:GetGroupQuery
resource-groups:GetTags
resource-groups:ListGroupResources
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resource-groups:ListGroups
resource-groups:Tag
resource-groups:Untag
resource-groups:UpdateGroup
s3:ListAl1MyBuckets
s3:ListBucket
s3:ListBucketVersions

servicecatalog:GetApplication
servicecatalog:ListApplications

sns:
sns:
sns:

sns

ssm:
ssm:
ssm:

ssm

ssm:
ssm:
ssm:
ssm:

ssm

ssm:
ssm:
ssm:
ssm:

ssm

ssm:
ssm:
ssm:
ssm:
ssm:
ssm:
ssm:

ssm

ssm:
ssm:
ssm:

ssm
ssm

ssm:

CreateTopic
ListSubscriptionsByTopic
ListTopics

:Subscribe

AddTagsToResource
CreateDocument
CreateOpsMetadata

:DeleteDocument

DeleteOpsMetadata
DescribeAssociation
DescribeAutomationExecutions
DescribeDocument

:DescribeDocumentPermission

GetDocument
GetInventory
GetOpsMetadata
GetOpsSummary

:GetServiceSetting
ssm:

ListAssociations
ListComplianceltems
ListDocuments
ListDocumentVersions
ListOpsMetadata
ListResourceComplianceSummaries
ListTagsForResource
ModifyDocumentPermission

:RemoveTagsFromResource

StartAssociationsOnce
StartAutomationExecution
UpdateDocument

:UpdateDocumentDefaultVersion
:UpdateOpsItem

UpdateOpsMetadata
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ssm:UpdateServiceSetting

tag:GetTagKeys

tag:GetTagValues
tag:TagResources
tag:UntagResources

BLEX R

ERNIAMEE (AR, A5iAe ) B & Application Manager R , BERA T RAEICIER IAM

policy. It & RHIDIE Application Manager SEFAMIFFE API 24E,

"Version":

{
"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"acm:DescribeCertificate",
"acm:ListTagsForCertificate",
"applicationinsights:CreateApplication",
"applicationinsights:DescribeApplication",
"applicationinsights:ListProblems",
"autoscaling:DescribeAutoScalingGroups",
"ce:GetCostAndUsage",

"ce:GetTags",
"ce:ListCostAllocationTags",
"ce:UpdateCostAllocationTagsStatus",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",

"cloudformation:DescribeStackDriftDetectionStatus",

"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:DetectStackDrift",
"cloudformation:GetTemplate",
"cloudformation:GetTemplateSummary",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:UpdateStack",
"cloudfront:GetDistribution",
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"cloudfront:ListTagsForResource",
"cloudtrail:DescribeTrails",
"cloudtrail:ListTags",
"cloudtrail:LookupEvents",
"cloudwatch:DescribeAlarms",
"cloudwatch:DescribeInsightRules",
"cloudwatch:DisableAlarmActions",
"cloudwatch:EnableAlarmActions",
"cloudwatch:GetMetricData",
"cloudwatch:ListTagsForResource",
"cloudwatch:PutMetricAlarm",
"codebuild:BatchGetProjects",
"codepipeline:GetPipeline",
"codepipeline:ListTagsForResource",
"config:DescribeComplianceByConfigRule",
"config:DescribeComplianceByResource",
"config:DescribeConfigRules",
"config:DescribeRemediationConfigurations",
"config:GetComplianceDetailsByConfigRule",
"config:GetComplianceDetailsByResource",
"config:GetResourceConfigHistory",
"config:ListDiscoveredResources",
"config:PutRemediationConfigurations",
"config:SelectResourceConfig",
"config:StartConfigRulesEvaluation",
"config:StartRemediationExecution",
"dynamodb:DescribeTable",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAddresses",
"ec2:DescribeCustomerGateways",
"ec2:DescribeHosts",
"ec2:DescribelInstances",
"ec2:DescribeInternetGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVolumes",
"ec2:DescribeVpcs",
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ecs:DescribeCapacityProviders",
"ecs:DescribeClusters",
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ecs:DescribeContainerInstances",
"ecs:ListClusters",
"ecs:ListContainerInstances",
"ecs:TagResource",
"eks:DescribeCluster",
"eks:DescribeFargateProfile",
"eks:DescribeNodegroup",

"eks:ListClusters",

"eks:ListFargateProfiles",
"eks:ListNodegroups",

"eks:TagResource",
"elasticbeanstalk:DescribeApplications",
"elasticbeanstalk:ListTagsForResource",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTags",

iam:CreateServicelLinkedRole",
"iam:GetGroup",
"iam:GetPolicy",

iam:GetRole",

iam:GetUser",
"iam:ListRoles",
"lambda:GetFunction",
"logs:DescribelogGroups",
"rds:DescribeDBClusters",
"rds:DescribeDBInstances",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEventSubscriptions",
"rds:ListTagsForResource",
"redshift:DescribeClusterParameters",
"redshift:DescribeClusters"”,
"redshift:DescribeClusterSecurityGroups",
"redshift:DescribeClusterSnapshots",
"redshift:DescribeClusterSubnetGroups",
"resource-groups:CreateGroup",
"resource-groups:DeleteGroup",
"resource-groups:GetGroup",
"resource-groups:GetGroupQuery",
"resource-groups:GetTags",
"resource-groups:ListGroupResources",
"resource-groups:ListGroups",
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"resource-groups:Tag",
"resource-groups:Untag",
"resource-groups:UpdateGroup",
"s3:GetBucketTagging",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"servicecatalog:GetApplication",
"servicecatalog:ListApplications",

"sns:

sns

"ssm:

ssm

"ssm:

ssm

"ssm:

ssm

"ssm:

"ssm:

"ssm:

"tag:

sns:
"sns:

ssm:
"ssm:

ssm:
"ssm:

ssm:
"ssm:

ssm:
"ssm:
ssm:

ssm:
"ssm:
ssm:

ssm:
"ssm:
ssm:
"ssm:
ssm:

ssm:
"ssm:
ssm:

CreateTopic",
ListSubscriptionsByTopic",
ListTopics",

:Subscribe",

AddTagsToResource",
CreateDocument",
CreateOpsMetadata",

:DeleteDocument",

DeleteOpsMetadata",
DescribeAssociation",
DescribeAutomationExecutions",

:DescribeDocument",

DescribeDocumentPermission",
GetDocument",
GetInventory",

:GetOpsMetadata",
"ssm:

GetOpsSummary",
GetServiceSetting",
ListAssociations",
ListComplianceItems",
ListDocuments",
ListDocumentVersions",
ListOpsMetadata",
ListResourceComplianceSummaries",
ListTagsForResource",
ModifyDocumentPermission",
RemoveTagsFromResource",
StartAssociationsOnce",
StartAutomationExecution",
UpdateDocument",
UpdateDocumentDefaultVersion",
UpdateOpsMetadata",
UpdateOpsItem",
UpdateServiceSetting",
GetResources",
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® Note

15

70N

"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

]I

"Resource": "*"

A] LAPR | FA 7 7£ Application Manager 3t N AR F BRI ITIEREESD |, FERMNK

MBEAF, AHAGH IAM REREBEFRBRUAT APl 4, BIBRXLEIELTE Application

Manager FE|Z— MR, UATEATAFEXNABRFREMBXERAE APl

applicationinsights:CreateApplication
ce:UpdateCostAllocationTagsStatus

cloudformation:CreateStack
cloudformation:DeleteStack
cloudformation:UpdateStack
cloudwatch:DisableAlarmActions
cloudwatch:EnableAlarmActions
cloudwatch:PutMetricAlarm

config:PutRemediationConfigurations
config:StartConfigRulesEvaluation
config:StartRemediationExecution
ecs:
eks:
iam:

TagResource
TagResource
CreateServicelinkedRole

resource-groups:CreateGroup
resource-groups:DeleteGroup

resource-groups:Tag
resource-groups:Untag
resource-groups:UpdateGroup

sns

sns:
ssm:
:CreateDocument
ssm:
ssm:
:DeleteOpsMetadata

ssm

ssm

:CreateTopic

Subscribe
AddTagsToResource

CreateOpsMetadata
DeleteDocument
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ssm:ModifyDocumentPermission
ssm:RemoveTagsFromResource
ssm:StartAssociationsOnce
ssm:StartAutomationExecution
ssm:UpdateDocument
ssm:UpdateDocumentDefaultVersion
ssm:UpdateOpsMetadata
ssm:UpdateOpsItem
ssm:UpdateServiceSetting
tag:TagResources
tag:UntagResources

BxmfAelE IAM policy FIEE. , BEZ 5 IAM AFEERP R BIE IAM policy. B < 1A LL R BE 2 B
S IAM R (AP, 4486 ) NER , BRI IAMBIER IAM 541 FR,

TR AR FEBE A N E Application Manager

Application Manager & AWS Systems Manager B9 —NA#, £ Application Manager 1 , B A2
FREFLEEN—NETEITH AWS BRRNWEEAL, WEBATURTINMARFNTRRAE, RER
WEATE R RRF KA RFIRE,

£ Application Manager 1T Li%#® Get started ( FF#aEMA ) B , Application Manager £ Bz1 S AH
KIEHAM AWS BRSS = Systems Manager Thag P I TR THIE, N TR AR , Application
Manager § AKX THLA N RREAMNAE AWS BiR. BNMNERAEEN —MI—T-_HWRNAERFEE
HRARFESF 5 H, Application Manager A4 B3-S ABXH AWS CloudFormation, AWS
Launch Wizard, Amazon Elastic Container Service (Amazon ECS) 1 Amazon Elastic Kubernetes
Service (Amazon EKS) SIZ M &R TEHIE. ARE Application Manager &7 E X #Y3E 5l E /RixX L&

NFNAREF , IRTEUTAHAE :
- BEMXRHARER
e Launch Wizard

 CloudFormation ¥##%
- AppRegistry N A~

NTRRER  JIRTBUTAE
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« Amazon ECS &8
« Amazon EKS &£#&

SATHE , BANEXEME LKITEENABRFIABERRNRESER. & , MRERMEX
BRREESHWES LT, MALAE Application Manager #F 18I E— MR ARF. RE , BALUER
R R RARNIEZAEFH, £ Application Manager HFRIBNARFE , Bl ENARFHN L
TXHEEEXRRRNREEE.

£ Application Manager 8l N AR F

5 LA T 22 E Application Manager ®IZ2 N AR F H EZN AR FRINEIR,

£ Application Manager 8l N AR F

1.

5 1A] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2%

AN
ESMBE®KF , %$#F Application Manager.
1£4% Applications (B FATRF)IEIF , A/F1E$R Create a new application (BIZEF N AERF).

X4 F Application name (N ARFE) , A — DB AT BEF NI IS R E 78 BIREY
R&,

¥t F AApplication Description (MAREF#HR) , BRAEXNARFNER.

£ Choose application components ((E#ENAEFEMG) o F |, FEHRMENIEDTTN N ARFE
BRR. B NTHRENER, RRAMMENASHANENARE, BX4TUEREDHNE
#, 5% 1510, NRBEIEARSERER , WEEBFANMFTNARFE , 2EBAXERZNME
BIREIE Resources (BIR) EMFHHH, N TFRREASHERPIENRREI ML,

MREESERINERNMBNAREFNER , BRIEFAFRESESEBIRIE, 2HmE AWS
Resource Groups A3 27 11E| AWS CloudFormation 3##%k.

¥} F Application tags - optional (BRI A2 F#rE-AE) , AR AR FIEERS,

i%£$%F Create (8128),

Application Manager SlZNARFFNETF. A4MEFNAREIATRZEASG , HFHRIEZENE

R

PRGN FHM. TIXITH Application Manager B |, & 0] BATE TE i 57 FA 72 7 25 31 7 3% B 37 B2

AR,
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5 Application Manager

Application Manager & AWS Systems Manager 4., &RZH TS HBBIEFEH Application Manager
BARFNEREAEEEX AWS BRNEZTEENEE,

AES

- A NAER

+ 7£ Application Manager F 1 AWS CloudFormation iz #l#4%

« {£ M Application Manager Y ¥ IEFE SE B

EH NHREF

Application Manager & AWS Systems Manager B —MNA#, &5 TEHBIESER Application
Manager NARRFHEFEX AWS BRNEZTEENEE,
AES

- BEEEXNARFNEFAES

- EARAREFES

- BEENAREFRR

- BEEEAMNER

- BEEEEER

- BEFENAEFH Opsltems

- BEEAFANBERE

« £ Application Manager & {f iz 17 F fif

« {8 Application Manager FEIFRZE

EERXNARFNEAER

Application Manager & AWS Systems Manager B —MNA#4 , EFHEKEETT+E R Amazon
CloudWatch &3k, #ETIEIE (Opsltems), CloudWatch Application Insights iz 1T F 7 =12
Fo EREFLWUTHEEFRFR , BUNEHPEEFHENANE, BIR. Opsltems Hiz1TFMA
$FigF,

< F Application Insights
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CloudWatch Application Insights I ZE M AEF RBEMER#EXRPIEEH REXBER. ASNE

¥, Application Insights 2FE£ U BERMAE , UENFREBRMNERHFCNREKER, ERER
MBS R R EE R |, Application Insights £ CloudWatch Events , A LA AIXLEEHRKIRERE
HIITERE, IRERERETF EVREBRERE , REFITIH CloudWatch Application Insights
##A. HX Application Insights WEZEE. , FZH Amazon CloudWatch A EEHH T LE
Amazon CloudWatch Application Insights.

AT RAEEER

Application Manager B3 fA/NA R ARIET+ , 5 AWS EAEER AWS Cost Explorer ZhRESE
Ko FERAEEEH| A FFH Cost Explorer f& , Application Manager F1 B R 24/ NMA B F KA AT+ &
ERBEFBRBNARFINARFEAFNRARE, EUURERFEERITLRINTENE. B4
ERMEAER | FA/NAHSRET P FERGEERARIE,

B LR SRR A TIETURE AL RE R EIAWS A BB HIA (RHE ) . MIAMBRT , &affEd =
=ENARHNBIE,. NTERBRNARER , MREERE View all ( EFLE ) &4 , Application Manager
23TFF Resources ( BiR ) &I+, N TFABNARER , Viewall ( EFE£H ) HHESFTFF AWS Cost
Explorer #2#1 &,

BRI AR T AT RE

&R LATELL TUTEAY Overview ( BE3E ) BT+ LT F A BRIAXRUATEZANEE. BAZEMLRE  ERHE
FH View all ( EFEH ) LEFZXEMEXNARFHFEHAEE.

* £ Insights and Alarms ( WLEMEIR ) T , EF BT LUITF Monitoring ( ¥53% ) &I+ |, &
AUEEHPEREE XA EHBERNESFHER.

« 7£ Cost ( A& ) F5 , % View all ( EF L EF ) LLFTFF Resources ( BIR ) &I+ , B UAEH
hEERENARFINARFA SN RAREE.

« 7£ Compliance ( &Mt ) FoH |, %$F View all ( EFELEB ) LLFTFF Compliance ( &M ) I
+ , BULEEFEERE AWS Config # State Manager XEBHEHE L.

(® Note

EEENTEAHAMFMAEER , BFEEER Compliance ( MK ) ‘BIF, RE , BAUE
EFMENARFEANRER TSN T EAEEFEAER,

s EETFEMEBDF , ERBE—MSTFMILIE Systems Manager XHETTHEIFITH , BRI LEREFEF
BRXHENEZFHAER,
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« 7£ Opsltems &2 , EFE—ANEMLITF Opsltems EW+ , BRI EEPEEREEETEM
# Opsltems,

- BREFSMRAITTFHNNIET <, BUNEENAREFONMBEER. Opsltems RETFMAL
iE%%H,

EITFF Overview ( BLK ) T+

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2l

AN
Ho
2. ESmMBERH , & Application Manager,

3. ERAEFRSHDH , EBE MK, MRELAE Application Manager RFTFEF I EH N AR
F, NEREFINARR.

4. TEFIRFBIEFEBARERF. Application Manager 377 B ETF,

152 F B A 2 3K 451

Application Manager 5 Amazon Elastic Compute Cloud (Amazon EC2) £/ , A\ EMARF LT
XHEREXEFNELR, Application Manager AR X ERFTENAREF AR, R
Amazon EC2 Auto Scaling i21T4R)%. Instances ( &4l ) M FEBIE—1 % , EFIENAREFH
BIEFINLATER :
o KPR (FAE, EEEFLE, EREIEIT. 2FLE)
« SSM Agent B9 Ping X7
« TESEH EAEB BB Systems Manager Automation & T FMAEVIRS M B
- BMMNE Amazon CloudWatch Logs iR E.

* ALARM - #EARRFRIANE HE LW HE.

- OK - iENERIAXNEE LR ESTBE R,

« INSUFFICIENT_DATA (BIETRE ) - FENINIEZ , BT TH , IEERSEREEHNEIEN

BESBERS.

« REMBENBFT BAN BT BEZTIRR

MR IBRTE All instances ( FTERHI ) FRAEEFE—1EH] , W Application Manager 2@ FEEMNET+ LS
TEXZEHNER :
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« Details (#4152 ) : X B Amazon EC2 WFTERHHFAE L , EL Y EZMEG
(AMI). DNS E&. IP #hitES%,

* Health ( BTN ) : EC2 REMEHIRB KR EREA L BPIRE

- Execution history ( 4T £i2% ) : EHILER Systems Manager Automation i=1T F 1 API i
RABRITEE,
« CloudWatch alarms ( CloudWatch 231k ) : 354l 5| K ®4EM CloudWatch BRI B F. RBE,

&R AR T E AT RV IR1E
BRI AR S U AT AT R 4E -

« B3, FIERLIEEH,

- RIf Chef BiF,

o TFEBIM MBI BT BARMNP D EEH,
« 71 SSM Agent )5 A B3I E#,

ETFH Instances ( 3£l ) RIF

1. 15[ https://console.aws.amazon.com/systems-manager/ , 3J7F AWS Systems Manager 3l

AN
Ho
2. ESmMBERKH , & Application Manager,

3. ERAEFRISHDH , EEBE MK, WMREFE Application Manager R ZF I SIEZH N AE
F , M|3%$% Custom applications ( BEXMAREF ) -

4. EHRDERNAREF. Application Manager 3T #¥iE T+,
5. % Instances I,

EENARFXRAFARER

1. 1A[A] https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 3l

AN
Ho
2. ESmMBERKF , & Application Manager,

3. ERRAEFRISHDH , EEBE MK, MREAKE Application Manager R ZF I CIEZHN N AE
F , MJ3%$% Custom applications ( BEXMAREF ) -

4. EHRDERNAREF. Application Manager 3T #¥iE T+,
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5. %32 Instances &I+,

6. EREEFHFARFEEAELIZLEE.,

7. RERNHEEBEGFHRES

B3I E#H SSM Agent

1. 1409 https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2l

Ao

2. TESMBEEH , E£$F Application Manager,

3. ENRAEFHIT , EE-1KH. MREFX Application Manager HITFF EF BN ARE
FF , Mi%# Custom applications ( BEXNMARF ) o

4. TEIIRFPIEEBAER, Application Manager 3T BLY AT+,

5. %% Instances £,

6. ERBEMETHIIRSP , EFEE SSM Agent EHf.

7. BEEBEFAERS, NTAFFERERNEHIEE SSM Agent BN E#, thAERIH , N MARE

i ENEHIEE SSM Agent BB E#H.
8. EEEABMEMITX,
9. HERENBERTHIIERP , EFEHT SSM Agent EFHYAT[E K,
10. EFEE,

EENABRFRIR

Application Manager & AWS Systems Manager B —/MNA# , EPRFREDNFE R AWS TR, R
ERTEAEYE , WU E RZAHNEMFAGNMERR. NREFFAG , WEARERDELS
ZFEBNEIR.

BRI AR T AT IR
SR LAFE S U AT AT R 4E -

- ERERBFEMUEFEXRER , SRUERRENEF SRV FAFE. 5. Amazon
CloudWatch 1k, AWS Config i¥4H{5 2 A% AWS CloudTrail A&E S

« ERBRBMESUMNIETURA. RE | EERFENBILKIZAITIF AWS Config #H& , B EHH
BEERXFERBENEAMER,
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- WMREFH AWS Cost Explorer , Cost Explorer 95 2 E RS EFBRSNARFRNAREFAHN
ERABIE, S UBRIERNTIETURE AL ERIAWSHAERZFA (& ) . FALES
PHREREEEEXRNARFHNAERESR.

E4TFF Resources ( ®IR ) M+

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥JFF AWS Systems Manager 2l

AN
Ho
2. HESMBEHKH , & Application Manager,

3. ENRAREFIHOT , B —NEKH, MEREFE Application Manager FITHEFHCIEZM N AR
F, NEREFINARR.

4. HEHIRPEENARF. Application Manager 3 FF 8RR &+,
5. ERBEFIEIF,

ERAAMER

£ Application Manager ( AWS Systems Manager B9 —NE# ) A, Configurations ( BLE ) THISE
~ AWS Config B#IRFEEMR N EMNMEEE. LIEEE R AWS Systems Manager State Manager
BREMMEFRE. BALUERRR, AN XBKRKITFENNIEG A LRBFAEE. T EE R RIA
90 XWEMMEE.

AT AR T E AT IR 4E
&R LAFE M U L AT AT R AE -

o EE-NRIFEHLUITIF AWS Config #2H& |, BAINEHPEEEXMERFTNEALER.

« BEREFBFRAMBLRNETIEE, RE , EREFRAELZEITIT AWS Config #2H & , BT UEHEF
ERAXRMERFRENEMERE R,

- EEERNEAMED , BT SMITUTERE
o EEFNBIRLITIF AWS Config #2515 , BANEEPEFTRRZAMNES
o EFRMBNEITIF AWS Config #2HlE& |, BAIAEE R GIZAN,
« ERBEANEBMZDHETRE |, ERERE  REER, EEEENERMNAEERE.

« EEMNBHREZLRETURE | ERRIE , ARERERITA , BUELL AWS Config RERFTEM N
BITEAMRE,

« EXRBAEMNEED , EAIBBITUTRE
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o ERERBKREHRUITAXEKRIE , EUUEHPEEFREZXBENEER,
« ERBIEXBLUITIF Systems Manager State Manager , 151X 248 0] LA 61 2 < Bk,
o EEXKEMZSOANETEZEE , AEERNAXKUAML BB FXEKPIEENRBERE,

$TFF Compliance ( &#1% ) kI

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager %l

L
Ho

2. ESMBERH , &#E Application Manager,

3. ERAEFRSHDH , EBE MK, MRELAE Application Manager RFTFEF I EH N AR
F, NEREFINARR.

4. TEFIRFBIEFEBARERF. Application Manager 377 B ETF,
5. i%&# Compliance ( &#t ) &I+,

EELRER

Application Manager & AWS Systems Manager FI—MNA# , EFNGRETFE RNARFPEIR
#) Amazon CloudWatch Application Insights F1 &R i¥ 4015 2.,

XF Application Insights

CloudWatch Application Insights AJE R AR BIRMEAR#EXRPIEEF REXRER. AENSE

¥, Application Insights 2FZ U BERMAE , UENFEBRMNERHFCNREKER, ERER
MBS R R EBERE |, Application Insights £ CloudWatch Events , A LA X LEEHRKREE
HIRTERE, IRERERETF ENREBERERE , REFITH CloudWatch Application Insights
##l& . BX Application Insights WEZ{E R , 155 Amazon CloudWatch AP SN AR
Amazon CloudWatch Application Insights.

BRI AR T E AT IR
BRI AR S U AT AT 4E -

« HEIR AWS RS DR ERI 2 EFERS B , $7TFF CloudWatch Ak RS MEIR .

« BEEE-ATEXLNERE , BARSILERT D/ NAGPAERBIENNER, SALLEREE
SURTE Y& B CHIRY R ER
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RAriEmE

s FANRBREEREERITI2W/NAH LS  EEREFNENEREREEA,
Recent alarms @ view recent alarms dashboard
Instance utiliz... : ©
Percent
0.133
0.101
0.066
CPU UtiiLization >0f..
11-20 16:34
16-3% - = 18-3g
2020-11-20 16:35 UTC
1. . CPUUtilization 0.10001852366 —
o ER/PNAHPIIEMKLELESRE RIEM

ENMMAGBEE RPEGEHIE XIRUERBESE. AF
Recent alarms @ view recent

Instance utiliz...

Percen

Enlarge
0.133

Apply time range
0.066

(& View in metrics
N Vi

06

(7 View in alarms
®cp

o

R

Ch

IEFRBALARIT NEBE . IRER RIRT E R/ PRV BE.

A LAIE R N A B ESEE .

c BREFEREEFERBEERZLET , HPEFEUATARE !
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o ERPHEUHRBETRENBIE, XNBBERNERE—I27HRNRTH. HATERENHKE.
MBXRAKNHE , UWRERTEEZEL —DHNREHNBIESR. fl, MREA S5 78HRE
BB, 12:35 BIBUE =M 12:35 BREEI 12:40 , H1E 12:41 BHE R,

MRBERARNHEE  WEANRSBARARFEARES  LAEREHIHER. BRARHER
i, R BELHAURSEEZRSHNNHBIER MR EL,

« RBRESRETHIERY A E B

- MERBEIKOERTD , IHEIERRIE DN —TERN , Z—PERRFESBEARE D &
A SABUHE B R BZEUARXATFRR — B R,

+ B2 Auto Scaling 1R,

Actions ¥ = |-

Overrides
Live data
Period

Link charts

Hide Autoscaling alarms

E4TF Monitoring ( %2 ) &I+

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

B
2. HESMBEHKH , & Application Manager,

3. ENRAREFIOT , &EBE—NEB, MEREFE Application Manager FITHEF I EZM N AR
F, MEREFMARER.

4., EHRGDEERNBARF. Application Manager T LT+,
5 EFEBEETF,

A Application Manager 354


https://console.aws.amazon.com/systems-manager/

AWS Systems Manager ArfEm

BEENABFH Opsltems

Application Manager & AWS Systems Manager d —MNA# , A Opsltems £+ & 7R Pk 5 F
BFRRRNEMETIED (Opsltems ) » BAILAELE Systems Manager OpsCenter Bz 8%k B
Amazon CloudWatch 23k Amazon EventBridge E##) Opsltems, &k 0] LAF 3 82 Opsltems.,

SR AR LR T EATRVIRIE
& W] LAFE M TUTE E AT AT RAE -

- BYEABERFERMIE Opsltems W5k, BALAER A, ID, IR ID ™ EMFFiE Opsltem, &
A AR TBIRASTFIELLPIFR, Opsltems XFLATIRES : 9TH". “EFEHITH". TH"H EEHTT
B, ‘BRERH I,

o B Opsltem MRS FEZREFRZDHETIZRE , RAEEREBRSKEEERE —NED,

« 3#TFF Systems Manager OpsCenter , B3 1£#Z 8] Opsltem £2 Opsltem,

E4$TFF Opsltems &I+

1. 408 https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2l

=
2. ESMBE®EH , £$F Application Manager,

3. ENRAEBFIHIH , EEBE—KH, MREFHE Application Manager FITHEF I CIEMN R AR
Fr, MEREHHMARER.

4. TEFIRFBIEFRBARERF. Application Manager 3T FF 8L &I+,
5. 1% Opsltems ET .,

EF BEENBEHE

Application Manager & AWS Systems Manager B — N4 , EfF BFRIETFERK B Amazon
CloudWatch Logs #J HEA Ik,

SR AR LR T EATRVIRME
SR LAE S U AT AT R 4E -

o EFE—NAERALABIEIE CloudWatch Logs F3TFHF. R , BAEERAERUAEENARFR LT
X AR AE,
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. EF 612 A KA LUTE CloudWatch Logs 8|2 HE4A.,

EJTH Logs ( BE ) M+

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2l

AN
Ho
2. ESMBE®EH , £$F Application Manager,

3. ENRAREFIHDT , B —NEKH, MEREFE Application Manager FITHEFHCIEZM N AR
F, NEREFINARR.

4. TEFIRFBIEFERARERF. Application Manager 3T FF B &I+
5. ‘EBHEFRITF,

£ Application Manager 1 B3z 17 F i

A LB E A B3h{LizTF M , M Application Manager ( AWS Systems Manager B —IZh&E ) 1§
£ AWS BRI R, BaiLiETFMEN T Bo{LiZ21TRt Systems Manager £ E X SEHI R H A
AWS BIR EITHIR/E, B31{LR AWS Systems Manager B9 —IIAE, EITFMEE—IHEZN K
IRFZTHESR. BMNSRIREFBEMREERN., TUAN— N SEROEEENTESTROE A

£ M Application Manager B %2 F SR & & %% Start runbook ( BaETFM ) &, RELBENA
BEFEIEFTHNEREBE RELARHEN AT AETFEMIIR. SLERERINIZITFMET , Systems
Manager T FF#4T B3t XA T

Application Manager ‘@& K T & X HIZ1T F ARV B8 Ih R

- WMRIEIE Application Manager FIERE T ENERNBH , AREBIITEITFM , RELETELT
HIEEZERERNZTFEMIIR,

- BAILEINRPEFE-—NZETFMR , ARERNERXRENRRET , BB HERERER RN ED
{t’o

FHRBTR R TE

EBFFIEM Application Manager REaIETFEM 281 , MITUATRE -

- RIEREARIETFMHNR. BXESZER , FSH REBI L.
- ERERXBHETFMNAIMCIRENE. BXESZER , H5H 217831,
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1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

2. ESMBERKH , &#E Application Manager,

3. ENRAREBFIHIH , EEBE KR, MREFHE Application Manager FITH R F I CIEZMN R AE
F, NERESMARER.

4. TEFIRFBIEFRBAREF. Application Manager 377 B ET <,

5. &EBZEITF M. Application Manager 23T Bai{t/ MHREE O, ExBa{L/NEHFH
EIMER , B2 217831,

£ Application Manager B4R

£ Application Manager # , & A BAUBRIER NS MIBR A AR FF AWS BIR LRE, BXRRENES
E8 , B5H #x5id Systems Manager &R

BEAATEIERRERNENARFIMNRAREFRER , AN ZEAREFHPHNAE AWS BIREHE
M ERRE,

[6] B2 FA A2 e A1 B I 72 /7 FR B9 P8 8 RO AR S M AR I BRAR S

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

2. ESmMBERKH , & Application Manager,

3. ERAEFRSHDH , EBE MK, MRELAE Application Manager T EF I EHN N AR
F, NEREFINARR.

4. TEFIRFBIEFRBARERF. Application Manager 3T FF 8L &I+,

5. ERAGENS , RENARFHCTANET. NRLENRARFIBRETRE , NHFH
ﬁO

6. EARIRL , FREFMFRL. BEERNTIAE, EMEBREFL | HEERER.
7. ERRRE.

BB T SBNFRIZHIE Application Manager RV ERIR , SAFFRZM S MIBR
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[6] 33 J 78 H0AR M A I BRAR

1. A0 https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2l

L
Ho

2. ESmMBERH , & Application Manager,

3. ERAEFSHDH , &R MK, MRELAKE Application Manager T EF IS EH N AR
F, MEREFIRARRE,

4. TEFIRFBIEFRBARERF. Application Manager 3T FF 8EiR &I+ .

5. EERFET,

6. EE—IRREMN,

7. EREWoP, EREE.

8. ENMGRE , BERRANMFHE, BEERBMEE. ERRIRE | HEEHER.

9. ERRF.

£ Application Manager A £ AWS CloudFormation 14 f#4%

Application Manager & AWS Systems Manager ¥y —IIh&E , iBid 5 AWS CloudFormation £ 5% ,
AR EMEENARFNER, ETLAE Application Manager &2, 4B FMIBR AWS
CloudFormation iR Mk, KR AENENETEEN — RS AWS R, XEKRELAUEY
£/ CloudFormation 1% , B2, FH MR AWS FIR. #EIRE JSON 5 YAML FRE AL 3LA T
f , EEEEHKRPEEN TR,

Application Manager @& —MERE , BAUEEPRE, BIEMEFEENR. Application Manager
M CloudFormation & R E XX HFRSHHERER. BIRMEREFHEFHE Systems Manager
B, BEREERE#KZNLE , BNERESERE CloudFormation A,

£ Application Manager 8|2 ##% 5 , CloudFormation ¥ R EE REXILHEKXNEREE. X2
FERTARTCHER, $3IHERPERN—RT Opsltems, HERRESMREERS.

RXTRAEERR

Application Manager &3¢ Cost /NA#HSAWS FAEIEIhEE AWS Cost Explorer 58, ERAEEEZ
##& /3 A Cost Explorer J& , Application Manager ##J Cost ‘NMAH S E RIS EIFERIT N ARF SN
RAEFAHNRERE, EUURBEREERITLZEFNTRNE. SHAEMKAELR | EHNEEF
WL R E T RARE.

BE] LURE R A T IR TR /G AL T BE R BIAWS AR BB HA (R ) . BRIAMBRT , &kl =
ENAANEBE, W THEIB[NARR , MREERFE View all ( EFE£IB ) %4l , Application Manager

f# A Application Manager 358


https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-view-stack-data-resources.html#cfn-console-view-stack-data-resources-status-codes
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/account-billing/index.html

AWS Systems Manager ArfEm

£3T7F Resources ( BIR ) &M F, W TARBNARERF , Viewall ( EF 2P ) RHELITFF AWS Cost
Explorer #2#1&,

® Note

Cost Explorer fE AR ERIRERN AREF KA. MR AWS CloudFormation & T #&k#I N A2
FARELE AppManagerCFNStackKey #r& 48 , M Cost Explorer Fo3&7E Application Manager
FEBE IRRAHKIE. HARENE AppManagerCFNStackKey PRt |, 251 & PR RE
FRZRMEERH CloudFormation ik 1 BUS A AN ERERTHBE. AR INET 2 S AR S SR AR 5 EI| 3
#%H Amazon BIRBF (ARN) , ff Cost NAMEER HEHE REAEKIE,

/A Important

7N AppManagerCFNStackKey #REM RN MR E R, ERYBBHEKRGFHITHEM
FHEEHFXEFMMALKIERRER, BEXBRRENTINESEE , H5H (AWS

CloudFormation User Guide) A #Y Update behaviors of stack resources,

FrEaaTH ER T

ERIE, REDMBER CloudFormation iR MMk 281 |, EEHA L T4 7 ## 8 X CloudFormation #E
SWNEER , FERMEA Application Manager,

. 42 AWS CloudFormation ?

« AWS CloudFormation S{E3EEE
« TEERER AR

- {8 AWS CloudFormation 4%
- £ AWS CloudFormation 1R
o RPIER

=i
« {# CloudFormation & 1x
« {# CloudFormation 4%
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f£ A CloudFormation 4R

Application Manager & AWS Systems Manager F—I 38 , BF—MEREMEMTE | A& E
& AWS CloudFormation 1k, AW ZEUTER :

£

- ERAERE

- BIEER

- ERER

152 R AR

XL Application Manager BiRERM THBZEE, A2, FE. WERANREERNIE, BHaL
EZMERER EHKR, ERF#RN CloudFormation K&K Systems Manager (SSM) (4%, &3
THHEMRFE R SSM X |, BEEARAEGRZETERANER, BHTNEENRMLZE
o RINE BRI , IHE Application Manager #1 CloudFormation AR 4k AR,

FrEaaR ER T

BATERWEBFEEUATES , LTHEX SSM XHMWIFAER , RAEBIFHRMEM Application Manager
1 #Y CloudFormation 1‘%1‘&0

« AWS Systems Manager X%

® /\? SSM I*é

® /\? SSM I*éH’JE_ﬁltzﬁﬁlﬁ

& & Application Manager # HI &R E

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

AN

Ho
2. TESMBEHKH , & Application Manager,
3. ENARERES , % CloudFormation %,
4. EBEEWRE,
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Bl ER

AR 3R E an{a7E Application Manager 8|2 CloudFormation #&1R. SIZ#&ERE , AT

JSON = YAML Fi AR HERIFMAES . WRETHE JSON 5 YAML , ATBAER AWS
CloudFormation i%it85 , (k TERAFEI AR AR BIEBFIEHER, BEXEZEL , HSHAWS
CloudFormation 8 FF#EEH Y+ 4 2 AWS CloudFormation Designer ? o BXEREWHNIEENE
B, BSREERSIN.

R AR A ZMER S BRI EER, B REM RG], LEBUNANEERRREEER. B
| BT LAEF AT Amazon Elastic Compute Cloud (Amazon EC2) 3241, Amazon Simple Compute
Service (Amazon S3) ., Amazon Simple Storage Service (Amazon S3) &, AWS CloudFormation
MEAENFER, AFBRIRARDE. TELFEAWS CloudFormation f Fig8rRIE AR BREBDH , AT
HEIEHA AWS CloudFormation J E&,

£ Application Manager ( 84E& ) H 8l CloudFormation 14k

B A AWS Management Console , fEF LA T2 7 Application Manager F €% CloudFormation
B

£ Application Manager €% CloudFormation #&4x

1. i5[A] https://console.aws.amazon.com/systems-manager/ , ¥FJ7F AWS Systems Manager 2

=

ESMERESF , & Application Manager.

ENARFIS , % CloudFormation 1%,

ERERE  ARERCEERSERIEER , R ERRE. RE,
NTFAF, WABIRBFR , AR B EIR BIE AR 01 2 10 B IR S HEAR 09 A&,

(A ) WFREAER , BA BTSSR S URRERR A

(A ) TS, MABRLERBEER.

ERBRHEERBO P , % YAML & JSON , REHARE HH K EERALE,
(A% ) EXAERERD |, F—PHEMrEREE PEX B AT X,

© ®© N o o bk~ 0w b

NEREBSWMARFHNAETHE, BYFERARS , BLURERIRE (AR, FMTEERFE)
FERFFHITHE, BXRIRIE Systems Manager BRNWEZER , S H #5312 Systems Manager

10. (A& ) ERRIBL A , WA AWS Ik ID HIEZFR Mk SLRERENERAIZER, bk
FRrEE AT AR EM R EER | BT ERE S BRER,
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1. EE R, EIRRFEE Systems Manager (SSM) XH4ARSS =,

£ Application Manager 42 CloudFormation 4R ( 51T )

1£ JSON = YAML ##1% CloudFormation IR ARRE , BRI LAEAAWS Command Line Interface
(AWS CLI ) 2% AWS Tools for PowerShell &R S 77 SSM X#, B M######BERNEBCH

1E /N0

Fraaaie R THE

R$HEE AWS CLI 5 AWS Tools for PowerShell ( f1 R RMITZIRE ) . BXER , BBH L
REF AWS CLI P ERFTRA AR T3 AWS Tools for PowerShell,

P

Linux & macOS

aws ssm create-document \
--content file://path/to/template_in_json_or_yaml \
--name "a_name_for_the_template" \
--document-type "CloudFormation" \
--document-format "JSON_or_ YAML"™ \
--tags "Key=tag-key,Value=tag-value"

Windows

aws ssm create-document A
--content file://C:\path\to\template_in_json_or_yaml *
--name "a_name_for_the_template" *
--document-type "CloudFormation" #
--document-format "JSON_or_YAML"™ *
--tags "Key=tag-key,Value=tag-value"

PowerShell

$json = Get-Content -Path "C:\path\to\template_in_json_or_yaml | Out-String
New-SSMDocument °

-Content $json °

-Name "a_name_for_the_template"

-DocumentType "CloudFormation" °

-DocumentFormat "JSON_or_YAML" °

-Tags "Key=tag-key,Value=tag-value"
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MRA | Zan TR ERAT T A AR IE R,

"DocumentDescription": {
"Hash": "c1d9640f15fbdbabdeb4laf6471d6ace@acc22f213bdd1449f03980358c2d4fb",
"HashType": "Sha256",
"Name": "MyTestCFTemplate",
"Owner": "428427166869",
"CreatedDate": "2021-06-04T09:44:18.931000-07:00",
"Status": "Creating",
"DocumentVersion": "1",
"Description": "My test template",
"PlatformTypes": [],

"DocumentType": "CloudFormation",
"SchemaVersion": "1.0",
"LatestVersion": "1",
"DefaultVersion": "1",
"DocumentFormat": "YAML",
"Tags": [

{

"Key": "Templates",
"Value": "Test"

IR

5 LA R 22 E Application Manager H4w%8 CloudFormation 4R, BiEFERAEHREERAHERE |
fF7E CloudFormation I HEMRE X,

£ Application Manager 4% CloudFormation 4R &Y 25 Bk

1.

I

18 https://console.aws.amazon.com/systems-manager/ , ¥T7F AWS Systems Manager %l

Ao

ESMERESF , %# Application Manager.

ENARFES , %$F CloudFormation 4%,

EFRERE

ERER , RARERIOERERE, BB, ELEERRBRVEN , BEEATUERHEMERAEFHAES
RRRE, BIRFRIEE Systems Manager XH4BRSS #,
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£ CloudFormation 1%

Application Manager & AWS Systems Manager 8 —I3hgE , B3 5 AWS CloudFormation £

K, ISP EARENEENARFNRIR. &AL Application Manager EPﬁIJE 4 5 AR BR
CloudFormation iR EIR. XK AERNEN R TEEN— RS AWS BR. XEKREZ A AR
£ CloudFormation % | 6122, EF MR AWS FiR. #EHRZE JSON = YAML FHERIL XA
%, EEEEHEKRPEENRR. ATIEUTER !

F&
- BIEHER
« BRI

B2

LT EBENA T &S /A Application Manager #12 CloudFormation #4%, #kE F#ER, 2
iR, BALLERNEERRCENER. QEH#KRE  REQ VS HB#ERPIANER. R
SR INELERIRE , AT LATE Application Manager #1 CloudFormation m 8 22 #8 R f %

® Note
£/ Application Manager S| Z#R T 2= EAEA , ELFTERTHEKPOIEN AWS &
Bo

£ H Application Manager £|%# CloudFormation & ( 21E& )
HITLLTE®E , £ AWS Management Console F £/ Application Manager 8|22 HELE
22 CloudFormation 4%

1. 158 https://console.aws.amazon.com/systems-manager/ , $TFF AWS Systems Manager 12l

AN
Ho
2. HESMBERKF , E#F Application Manager.
3. ERARERFSRS , EF CloudFormation #1%,

4. HHEZEREOP , EFE-NERT, MBRERFEANFER , EAIERRFERI D PRI+
ERFFENER, NMREREMIET— , BRKESFERER,

5. EFMENEEERFAFEREL , RIERFRNFAEE , LAKRBELERENTIR.
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(A% ) ERZE HD , TN AIMZIREEXNNA T X,

s MEREBIEARBFHMETHE. BIFERRE , B UREMIRE (WAE, FIEEDR
g ) WHRBRHITO 2, BXIRIC Systems Manager RENEZEL |, {25 #7ic Systems
Manager &R o

° iij:%-lt_io

6. EREENRBHLRFAGETEL , AHERBHEA—NERN , ZBM AR5 HLIZH

BRBEHAIE

- RIS BEERPEENAAETESBNLESH, EBNINFRPBA—NHSISH
( ik ) EREXE , F— NS MRS B FEX N A F K.

( /i ) ENXBRE D H , FEE AWS Identity and Access Management (IAM) A& & FRsk IAM
Amazon Resource Name (ARN), REFEAEENRSACAEMKRPEENMERR, MR
BTRIEE IAM A |, ] AWS CloudFormation fEA RERFBLHVAFFIEERNW IR 21E, B
Kt IAM BEBNEZELR | 55 HAWS CloudFormationf F iR #I AWS CloudFormation
RS A,

° iij:%-lt_io
7. EEMENTERARENEL  EEERNABEFAGE. EBREEREAHTELR.
8. EFELEMEK.

Application Manager £ 7~ CloudFormation % 70 H SA K R QI B M BARS. R
CloudFormation oA 012 MEE#1k , i§ZHEAWS CloudFormationfl F 18/,

. HRREBRE
« AWS CloudFormation i fEHERR

EHRRREIREHTRETE , AP UUEAURR RN EMBRSEZRERR. 60, AFA
LAfE ) Amazon Elastic Compute Cloud (Amazon EC2) 2 #| &R E#H 8|7 CloudFormation 1% —
LRSS RIS, BEFERAREBAN , MELERATELHEMN G EBBNREESF, KL
WAl , £ CloudFormation ZA# T ERXSBHREHMAMBRBRELTB/ER., BUUERARERN
= fmZRAKIRBIFE CloudFormation BEIEZ AHTHEE XN HEERTR. EXRERSHNESER
BSARNMRI T RN ERERBEE N,
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£ H Application Manager £|2 CloudFormation & ( 8 51T )

FEALLT AWS Command Line Interface (AWS CLI) 372 , B ERAEN SSM X EFEM#TE Systems
Manager F# CloudFormation iRk EL B #tk, [JE MaranstBRANEECHER. BXxtlZ#
B E A AWS CLI 378 |, i3 FAWS CloudFormation A F° 155 F 9 8 2 3% o

FraaaayER T

p

RFEHEE AWS CLI 5 AWS Tools for PowerShell ( fIR i RMITHRE ) . BXER  BSHL!
HEH AWS CLI R FTMRAS AR Z % AWS Tools for PowerShell,

Linux & macOS

aws cloudformation create-stack \
--stack-name a_name_for_the_stack \
--template-url "ssm-doc://arn:aws:ssm:Region:account_ID:document/template_name"

Windows

aws cloudformation create-stack ~
--stack-name a_name_for_the_stack »
--template-url "ssm-doc://arn:aws:ssm:Region:account_ID:document/template_name"

PowerShell

New-CFNStack °
-StackName "a_name_for_the_stack" °
-TemplateURL "ssm-doc://arn:aws:ssm:Region:account_ID:document/template_name"

BRI

[BE1%7E Application Manager F4miE itk , BRI LU E#HEE E CloudFormation ik, FIFAERE
B, BULEEHINERSIMASHNER., REHIPBEN/G , CloudFormation 2 BIFEEIEEH
FENEH AWS FiR,

O L EAEREM K CloudFormation FEEEH Z BN KRB ITHER. BXREZER |, F5
EAWS CloudFormation 8 F #8589 fiF F 8 ik EE 3T i
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F£# Application Manager E# CloudFormation 4%

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

ESMBERKF , %$#F Application Manager.

R ARFES , % CloudFormation ik

EHRPER DR |, RARERRE. Bk,
EFEENEESRFERE L , ERUATENz— , RAEEET -,

o & 0N

« RRERMRPENEENERCBERTER, EREFFIRPIERE-MERRE , REEET—
&

o ERUMRBIEMER  NHERIER B RR.
6. TRBRBRWERG , #ET—F,

7. EREREHERFAFEENEL , EUNRBSH. RENNR. BT EZEIHEREN. HITER, R
RIEERFREF.

8. HEF#ENTFRINIEENEL 6 EFMERNMERAGE  AREREEHEK,

£ F Application Manager A #9548 EE S£ &

RER B IRH BHIEE A Amazon Elastic Container Service (Amazon ECS) #1 Amazon Elastic
Kubernetes Service (Amazon EKS) BEFEEF B , A& BB E Application Manager H X L&
B, IX2 AWS Systems Manager B9 —/NE#,

AES

- 7£ Application Manager £ Amazon ECS

- 7 Application Manager £ Amazon EKS
- FRAKENEITFMR

£ Application Manager #{#fH Amazon ECS

Application Manager & AWS Systems Manager B —T1Zh&E , AT FTEEMEE Amazon Elastic
Container Service ( Amazon ECS ) 8 E 1%, Application Manager £ ££8# Amazon &R
Z (ARN ) ERIREE |, FRE AT Amazon ECS &, Application Manager T/ 12t s£ &8¢ it
5, BEMAE# A RNAHZTNRE,
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® Note

BT BETE Application Manager P EBEHEFEEXAENEITERS. EREEENEERE
Amazon ECS ®RHEM ZENIZITER.

BRI AR T E AT IR
BRI AR S U AT AT 4E -

. EIRETEERIIE Amazon ECS FITFE£E,
c EREESD  TEEEHDPRENIR
« % 7E CloudWatch & F L& & Amazon CloudWatch F & REZ4R,

- 1%£$# Manage nodes ( BB = ) 5%& Manage Fargate profiles ( B Fargate BLEXH ) , LMEFE
Amazon ECS HEFXLHE IR

- EFRRRID UERREIR ID WiEHEPEFTEXRZAR ID WiFHAER.
- BEESENETFHERM Opsltems K515k,
- EECEERLETHETFRALIER,

E4TIF ECS &£#

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager 3l

=
2. ESmMBERKH , & Application Manager,
3. hERREEHNDYP , &R ECS £,
4. TEFIRFBIEFE—NEEE, Application Manager 3T B ETF,

£ Application Manager F /A Amazon EKS

Application Manager & AWS Systems Manager B —I1Zh &€ , A1 5 Amazon Elastic Kubernetes
Service ( Amazon EKS ) &£/ , MRt Hx Amazon EKS £ EMZEZEITIRRANE

£, Application Manager £ FI & H Amazon BIREH ( ARN ) ERIREE |, FHREMA T Amazon
EKS 88, Application Manager AJRtEXxE&HPITE, KRN EE R RNAHEZTRRE,
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® Note

BT ETE Application Manager BB EE B X Amazon EKS BESH R BN RERF R, BR
REEEMESFIEE Amazon EKS FRHERMIZENETER,

BRI AR T AT RE
&R LATE S U AT AT R AE -

. EREEERE Amazon EKS FITHEE,
- EEREERELI  TEREHPRENIIR,
« % TE CloudWatch & E L & & Amazon CloudWatch F & REZR,

. %3 Manage nodes ( BB & ) 5#& Manage Fargate profiles ( B Fargate ELE X ) , LB
Amazon EKS FEFEX LR IR,

o EREIR ID ERNERR ID WRFIAFEFEXZER ID WFHAEE.
- BEEEENETMEXH Opsltems KI5k,
- BEECEERLETHNETEMRONAEIER,

EITTF EKS KEHNARERF

1. 1509 https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2 |

AN
Ho
2. HESMBEHRKH , & Application Manager,
3. ERBEHIP , %&E EKS £F,
4. TEFIRAFBIEFE—NEEE, Application Manager 3T FF B &I+,

£ A SEEHNETF A

B LB £ A Systems Manager Ba{LiZ1TF At , &K 8 Application Manager FIAWS R
[ , 51& = AWS Systems Manager FJ —TZh&E, FEM Application Manager S8 FIE R B NE1T
Fitet , RESRFPEFFNHRREE REIRENETFMIIR, SLERERHINETFMR
it , Systems Manager 3T F 1T B3t XA TTH

FrEaaIRY ER T
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FEEBFF M Application Manager FEBIE1TF Mz 8l , AT TIRE !

- RIEBERARIETFMHNR. BXRESZEE , FSH REBI L.
- ERRAXBIETFMNBEI IR, BXESEE , B2H 217831,

- MRETERNESNERLEHEITFMR , BEEBEXEABIRNEREFIN L, BXESE
B, BEZH AAEETEL.

E M Application Manager 8 zh £ 815z 17 F it

1. AR https://console.aws.amazon.com/systems-manager/ , ¥J7F AWS Systems Manager 2 #

AN
Ho

2. TESMBEEH , £$F Application Manager,

3. HEAREEHTY , ERHJ/EE,

4. EHRDERER, Application Manager T8 IE I~

5. £ Runbooks ( i=1TF Mt ) £IF £ , #%# Start runbook ( B3IE1TFM ) - Application
Manager E#7i%& I~ $ fTF Execute automation document ( HUITEBILXH ) TH. BXNTH
HIEXHETEINER , F2H =781,

AWS AppConfig

AWS AppConfigZh BEFR S M BN B E A A BB T R HIRIR, REMABREFHRERNNRAEFT
H, MEFHELENRE. AWS AppConfig IR T BRH4RMMR |, 8 T NARFHEME | FEEE
FRBEFRRE BB, BIAhEERE  BUNZESERA S RMHINE , HEQMERS £ EIBEH A
ZE, HEXEFRNTE, BIREFSHISEE , BRI AEHELIR, A£FFHIR, TRES.
BERERARE , ANTHMRERE | RN EFHEPRIFIE,

BXEZEER , HZH (AWS AppConfig AFEmM) FI L2 AWS AppConfig ? .

AWS Systems Manager Parameter Store

Parameter Store ( AWS Systems Manager I —TiZhee ) IRMHEZLHN I EEE K ATEEREERE

MZPEE, BULUEGHRE, BIEEZRFH. Amazon Machine Image (AMI) ID FF A RB S5

EHEASHE. TUREFRENAEAXXEARMBRIE, SBALAEA6IE Systems Manager Z 38115 ERY
ME—EH , EHAR, 5. SSM XHEUREBMBa{L TERTSIAZSEH. EFHER Parameter
Store , i FF Systems Manager #£#l &, ESMEKRF , %&#HF Parameter Store,
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Parameter Store &5 Secrets Manager ¥ 1T 7 £, &AL £ A H it 2 %5/ A Parameter Store
S AWS BRE T 3R Secrets Manager 41, BXEZEE , S Bid Parameter Store 3
5|l AWS Secrets Manager %48,

® Note
EXHEABRGEGEAL , E#H AWS Secrets Manager, &R LAfE Secrets Manager 1
BIEESILE. API BEANHMGBANENEGRARONE#TRR, EBIREKR. BXEZE
B, BZHAWS Secrets Manager KAFEmE) PR LEAWS Secrets Manager ? o

REVA L a0 M Parameter Store 3k #s ?

Parameter Store E& T 5|{E % -

- FA%ZE, IV BHNREZHAEERS , TEEERS S,

- BENBESKABESBERAELZRRR.

- PREHEERENNENFFE | W HETRERE,

o SKHR AR BE HR A B AR E]

- AR FHESE , BHR Parameter Store FEEE AWS KB S MNATHKX A,

N iZ{E A Parameter Store ?

s EMFLEETEERERIEN AWS FF,

s ZEGFHEARERZMIARNEHFAAR.

s ZFEEFRAMNZBAEFRI AT NN EZERBEANEER,

Parameter Store B8 WL THEE ?

- EQUEAH

B URSE NS REBREEESENH AR ENRIE, EXESZEL |, FSH ET Parameter
Store EH R E B AN Al & R 1E,

. ABBH

“/\
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FBA B MARIESE , MERBEANESBEMNRZIRE — N RS IS HlW, ARG ERRSREIT
RS, BXEZER , HSH 51 Systems Manager %,

« FRERA

A LB S BRI B ESBRAXE, AR B EERES MNRAMIZES BN AR,
- BUERIE

& T LA 8122 $8 M Amazon Elastic Compute Cloud (Amazon EC2) k#9253 , Parameter Store &

BIbX&ESH , UBRES|IAMBNRRER  WERRFE , HEEFENEALERER, flw,

A LAE A Amazon Machine Image (AMI) ID I — NS5, fE7 aws:ec2:image HIFEREH

{E, Parameter Store 2R ITHRIRILIRE , LBERSHEHRE AMI ID WERNZREER , HAEE
B AMI £ 4289 AWS K AT A,

- 5| AE
Parameter Store Bl 25 AWS Secrets Manager £/ , Rt & A EFE R E M E ZF5 B
Parameter Store 2 AWS ARS5 B4 3 Secrets Manager Z4A,

- BEHMtIKFRESHK

FAERTREREEPRETENAWS K/, 1 , MESHEZEEZHRSENKSLZESH.
- TMNEM AWS RS HE

& T LAKF Parameter Store S35 H fth Systems Manager ThEER AWS BREZEAFER , UNEF

EHEDRRZFANEERIE. S5 AWS Systems Manager Systems Manager Zh#E ( # Run

Command, B31{t# State Manager ) & &M, EETUEFZHM AWS RFZH5|A5% , &
FhEE

* Amazon Elastic Compute Cloud (Amazon EC2)
« Amazon Elastic Container Service (Amazon ECS)
* AWS Secrets Manager
+ AWS Lambda
* AWS CloudFormation
« AWS CodeBuild
 AWS CodePipeline
* AWS CodeDeploy
- SHfM AWS BRSER
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BESUT AWS BRSMERSKIMER, BH, KWEMEIT
+ AWS Key Management Service (AWS KMS)
« Amazon Simple Notification Service (Amazon SNS)
« Amazon CloudWatch : BEXEZEE , BZH NSHEHASHEERBEEE Eventbridge #M,

« Amazon EventBridge : BXEZELR , S £/ Amazon SNS EZI¥ 1% Systems Manager X
AE XK M 51A : Amazon EventBridge E#F#E X #] Systems Manager K&,

« AWS CloudTrail : BXEZEE , 50 £H AWS CloudTrail id % AWS Systems Manager API
WA,

FTARSH?

Parameter Store S 2R 1FE1E Parameter Store RV EMHIER B |, SIIXAEER, BHIIK, &
B, AMIID, FAERPE. ATERAR, i SSM X EFRZ 45| AL EdE.

5| S, ERAUTRAEESHER.

{{ssm:parameter-name}}

(@ Note
SRR ARBREEHMSHNES, SHEPTESIE ({3} = {{ssm:parameter-
namel}}.

Parameter Store XIF =LA S : String., StringlList M SecureString,

NS, HOIBREHSHE , BFUANXFEXBASIE , H B Parameter Store X4
AW AERITRIE, B2 , X¥TF String 28 , BRALLNBIEREIEERN aws:ec2:image ,
¥ H Parameter Store 2B IEZ M ARNERE RN Amazon EC2 AMI B IEFARK ; I

W : ami-12345abcdeEXAMPLE,

SEKA : String
FIABRT |, String Z¥HBAEH ANEAXXABIERAR. Hl40

* abcl23
* Example Corp
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S¥RB : StringList

StringlList ZHBELLES HRNESIK , N TEMNREIFTR.

Monday,Wednesday, Friday

CSsv, TSV, CLF,ELF,JSON

SHKA : SecureString

SecureString ZHMEREUREN A AFRN | AN EABRBHYE, WREETFFLEA/ BT
XX ANEE ( FIUNRBIFIERA ) , MANER SecureString IR B BX LS,

/A Important
B HHBBIERMEE String = Stringlist WSEHH, X THIREFMZIRSHFTE
RBREIE | i%'fﬂﬁﬁﬁ SecureString SHRE,
BXEZER |, 50 8l SecureString 8 (AWS CLI),

BUBEUTIREHRER SecureString 8 :

- BREE AWS BRSERARE/SH , EXFRUBANFERESG T, B, KEBEH CloudTrail B
BHRNTTXLEE,
o SERIEEIRFI T LA R BB BIRER A

- BRLEHEBAVGRBRBIIENFEITHER (CloudTrail)o
- BHRENENHBBIRERITNE , HERAECHNBEZAEETH,

/A Important
HR&n® SecureString ZHME. TaMEZESHEN. EHRMEME .

AT LA SecureString S¥EBEA T EMENALKE , flUnEn, NAEFEH. IERESRE
REERPHEMTHMEBENOKIE. FH AWS KMS Z4A%t SecureString HIBEH T INBE MR,
B LAMER AWS R ERIA KMS 4] |, T BBIZFERAZE DK AWS KMS key, ( ITRERE

A= 374
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BREIAFX SecureString ZHWEE , AIUEABEH AWS KMS key, BEXEZEE , BZH E
KA AWS RIANZRPENEFREFZHN IAM R, )

BRI LASE SecureString S EHM AWS RFEEFEH. U T RHIP , Lambda EEEA
GetParameters APl 83 SecureString ¥,

from _ future__ import print_function

import json
import boto3
ssm = boto3.client('ssm', 'us-east-2')
def get_parameters():
response = ssm.get_parameters(
Names=['LambdaSecureString'],WithDecryption=True
)
for parameter in responsel['Parameters']:
return parameter['Value']

def lambda_handler(event, context):
value = get_parameters()
print("valuel = " + value)
return value # Echo back the first key value

AWS KMS HnZFE#

MREBECESEITIERE T SecureString 8K A | Systems Manager A AWS KMS &3
BE,

/A Important
Parameter Store X2 HFX M N% KMS Z4H. TREEAIEXNMINE KMS ZARMZ RN S
B, EREAE KMS BARNMERIENHEANTEE , 525 (AWS Key Management
Service F R AR 1Em) FHIRBIXT KMS Z4RREXSH KMS Z4A

BI2 SecureString A UEL Parameter Store £ % , B AWS KMS NHH % AHEE
M. BX{ELR , 5319 AWS Key Management Service EHT.

BXAWS REXFZHNEFERRAZHNESLEER , 2 H (AWS Key Management Service FF &
ARIER) HH AWS Key Management Service #=, B Parameter Store 1 AWS KMS IN#ZH &
Z{ER , I3 H AWS Systems ManagerParameter Store Z1{A £ AWS KMS,
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® Note

EEF AWS TEXNZ |, B5FEH AWS KMS DescribeKey &4, It AWS Command Line
Interface ( AWS CLI ) "I DescribeKey & AWS HERH4,

aws kms describe-key --key-id alias/aws/ssm

BEZER
 BIE SecureString ZEFT KIMAZEH (PowerShell)
- {£ Parameter Store £ #hi[7] CodeDeploy F kY %544 M B & 2L 1E
« B Amazon EC2 Systems Manager Parameter Store BB =

1ZIE Parameter Store

£ Parameter Store ( AWS Systems Manager B —TiZhEE ) RiIRESEZa] , iEEEE AWS Identity
and Access Management (IAM) 2B , &K P AP RERITEEENRIENNR, A5 2E
BXWMAFER IAM BHAFHEBXLERE , URNAFElNsBERFMAFANER. FETN
BIEH S EERE  ATENTEREXTRLETHESHIRE, A2 ETEEXROMEIE Amazon
EventBridge #LMI , LAE & AT LU > Systems Manager 2 E M BEHME S, EIE T LUEH
Eventbridge #1M , 184& Parameter Store I ERE AWS FiE A H AR 4,

AEN

£/ IAM policy FR#EIXS Systems Manager 3191 [
- EEZHE

- REREE Parameter Store FHE

« ET Parameter Store SR BB AR ALK IRE

£/ IAM policy FR#IX} Systems Manager ¥t #9145 [4]

EALAE A AWS Identity and Access Management (IAM) BR#IX4 AWS Systems Manager 88915
A, EEMKHE | WA LABIZ IAM policy SRERFIXTLLT APl ERAER G

* DeleteParameter

» DeleteParameters
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DescribeParameters

GetParameter

GetParameters

GetParameterHistory

GetParametersByPath

PutParameter

Z{E A |IAM policy BRFIXT Systems Manager Z 8815 BIEY , BRI E R A R &4 IAM policy,
Bl A TEBATFAFPNERN—AEFRIAA DescribeParameters F GetParameters API ##
B, XEWE , AR OULIREAE X prod-* FXWMESHENEEHFERAXESH,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:DescribeParameters"”
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ssm:GetParameters"
1,
"Resource": "arn:aws:ssm:us-east-2:123456789012:parameter/prod-*"
}
]
/A Important

MEAFELOARENRR , MZAFP TG ZEROFMERR. i, MEENEFEN
HREERE /a , WZAFWAILAAE /a/b. BMERAFE IAM R EHERNIEL L RIS /a/b
A eE LRI F NN /a A GetParametersByPath API B#EHEEF /a/b.
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NTREENEER , ETETERARULT RN RBERHEN A Systems Manager 3 API £
R TARIR, RS RTFAFPNMBELN dbserver-prod-* FFXAHNEFSHEI T2 T BN R,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm:PutParameter",
"ssm:DeleteParameter",
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter",
"ssm:DeleteParameters"”

1,

"Resource": "arn:aws:ssm:us-east-2:123456789012:parameter/dbserver-prod-*"

.
{

"Effect": "Allow",

"Action": "ssm:DescribeParameters",

"Resource": "*"

}
]
}
ELNIR

B840 AP HERM—8 , A BEATENRENNR , SRR AT RELXERENNR, EMAIX
BANEXIELFESZ AT,

(® Note
ZRiAHY AWS Key Management Service (AWS KMS) Z4A E &% AWS ik~ I PTA IAM £
ABIDecryptf R, MREFLERKF FH SecureString SHWEFENFRRH , TE
WEREARINER,
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MRBFLEMBERRSHEN AP REHREAMEMNTH , NAAEREPEASE

Xl GetParameter* IR, U T RHIERT WfIELFTE L prod-* FLWSHH
GetParameter. GetParameters, GetParameterHistory # GetParametersByPath,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ssm:GetParameter*"
1,
"Resource": "arn:aws:ssm:us-east-2:123456789012:parameter/prod-*"
}
]
}

UTFROIERT AL — 6T , AN ARAFAFXE prod-* FANRESHIITHMER T,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"ssm:PutParameter",
"ssm:DeleteParameter",
"ssm:DeleteParameters",
"ssm:DescribeParameters"”

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter",
"ssm:GetParameterHistory"

1,

"Resource": "arn:aws:ssm:us-east-2:123456789012:parameter/prod-*"

}
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}

@ Note

SEAE LR BRELFBREENNFESBIRE, Hitt , MRELABFAER
GetParameter, GetParameters # GetParameterByPath MR , BT EMEH
GetParameterHistory BIAXPR , M AP AT LAEMA GetParameterHistory EFHBIS K
( 2%% SecureString %)

RAFRBESHET R LETT
B LR HEGRRR , LEREAT RRBEBITIEES .

MREBERESEATIER SecureString KA | Systems Manager JF£H AWS KMS NS5
. AWS KMS £/ AWS REXZER SFFEEZRARMEBE. HX AWS KMS Fl AWS KMS key
WEZEER |, H5H AWS Key Management Service Developer Guide o

B LUBE M AWS CLI BT T o RREE AWS EERXZ4 -

aws kms describe-key --key-id alias/aws/ssm

BEUTRAF , AFTRIREBXAT U prod- FEANSBNSHE. WRSER SecureString
B, T R&fER AWS KMS 23 1ZF/RFH,

(® Note

WA R RBIFRR , SROIRE DB R IAM FHSEHIAE, ﬁ?&@ﬂﬁi‘l Systems Manager Zh#g
A RINRNFEAER , B NSRBI BEARAFMES , BSH £HFE EC2 L4110

Systems Manager,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:us-east-2:123456789012:parameter/prod-*"

"Effect": "Allow",
"Action": [

"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:us-east-2:123456789012:key/4914ec06-e888-4ea5-
a371-5b88eEXAMPLE"

]

BEXREHA AWS RIAZBAMNEZFIEEZREH 1AM R

Parameter Store SecureString S8 EH AWS KMS Z4A# TINBR R, B LUERER AWS
KMS key 2 AWS =2 HHIERIA KMS Z4AX SecureString SHH TN,

EREFREZRAN , BFRAFHRSHESHREN R IAM policy SR EX HHANE RN
kms:Encrypt SR, Hl#0 , LR ATFASEREEN AWS XEM AWS Ik HelE, EHNES
LA prod- F3k#Y SecureString ¥,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameter",
"ssm:GetParameters"
1,
"Resource": [
"arn:aws:ssm:us-east-2:111122223333:parameter/prod-*"
]
I
{
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"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey"

1,
"Resource": [
"arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-12345EXAMPLE"
]
}

EREENEFEERAENFN SRS HMEE ks : GenerateDataKey MR,

Mtz T, BERKFHOFE AP ST EERIA AWS EER. MREMEHLRIAZE MR
SecureString S , HEXTHFEAF#FEMA SecureString % , M H IAM policy %M E XN IE4E XS
BRINZFENIGRINR , AT R RBIFT R,

(® Note

BOLAEAWS FEEZHATTEM AWS KMS 2 4 & % ZIBRA 248 Amazon Resource Name
(ARN), ERIAZRARTE Alias (B1R) FIFREA aws/ssm FRIRHI A

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-2:111122223333:key/abcd1234-abl2-cd34-ef56-
abcdeEXAMPLE"
]
}
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]

MREBFEENKS P SecureString SHHTRHEMIHEES | N REHAEF B BHKEF MRS
FXLESHEFR, BRITEEWER AWS CloudTrail ¥£#1 SecureString SHUE,

BXEZEERE , BSAUTER :

- IAM AFEER PR RITEZE
« AWS Key Management Service Developer Guide FEIFE AWS KMS H { F %340 55 &
* AWS CloudTrail B #ERHHEA CloudTrail EHFLIEFEESH

BEESHE

Parameter Store & AWS Systems Manager B —TIhEE , SEFES B SRS Y. FLHBEESHK
DERRESHE (BRIAE ) RS HE.

B LR R ESBER NSRS , ETENSRASBIRENTESHE ., FREANFESRSHRE
NRESBLSHRGEFS B K/ 8KB Fi/NEl 4KB , NTISBBIEEX. MESBELBBRE
NMATZHNERE. A, SRSBEATETRASBNNEZELR, BEXESEER , 25 (AWS
Key Management Service FF & AR 3E8) HHI AWS Systems Manager Parameter Store 20475
AWS KMS,

NMRETBFESRSHY , AENRETEBNSRSHEIATA , BHREH /T EFHOEN IR
HESH

TRNMETHNEZEBX S,

Standard ISP
RENSBHEE 10000 100000
( B AWS K AWS X
i )
SHEHNRAKRN 4 KB 8 KB
RUSBOERMK & =
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RAriEmE

Standard
%A TN A
£

- BEEMASEE
- IRESRERNS RS

EERIASHE
EOERLENSHER ( B) PutParameter 84 ) &,

2 AWS Command Line Interface (AWS CLI) B9 7R 41,

Linux & macOS

aws ssm put-parameter \
--name "default-ami" \
--type "String" \
--value "t2.micro" \
--tier "Standard"

Windows

aws ssm put-parameter #
--name "default-ami" »
--type "String" ~
--value "t2.micro" ~
--tier "Standard"

A%

BEXEZER , BSH D2
R

O

ExXNEA

BXEZER , HSH
Parameter Store #J AWS
Systems Manager Eto

RALEEERBRPEANSHE. AT

T EIERFPIEER , Parameter Store ZLRBEMWBERCIBREFHS R, F& , MEEEEE
R EXIEERE , Parameter Store RIABRELBREEBNEFRESHK,
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EFF R EA Parameter Store B , RIABERFESHE., NREASRSHE , WL THP —I0
EBERNBRIAE :

=% EERZETA , Parameter Store 2 AAE B REN B RS BOH TR,
« BEeo R BEAIZIEIAT , Parameter Store 21 EBNMNERUBEESHEFRELERE SRS,

MBERTEEEMNEEFASRSHNIET , NEERESHETVESE., NMREBRPEE—
MNRENEEFEASRSHMIEI , N Parameter Store 2E RS HETRES .
HEIPENHER
LT RIETRERERDEENRINENERER,
ARG - RIFELFVNEEZFEASRSE , ENEED ZHRAQNEINES A B EIS Bl < KA,

B ARISRSHE - EXT%EJ#*T\/E*M?I-,&J SHNRBRITERN , ERIEHNELE
i, BLFEENRBEITRITH R,

UTR-—EBFHARNTRA

« &1 AWS CloudFormation BAREZTHRTIE T KRESH., EZIESHELERESEESTH 1
FIANSHESN  SEoE2BIREARISRSHE , HH AWS CloudFormation 3T &=
B o

- BEWIEBEFRE -SSP, EPERIERE , FARRBDTHRESHEN 4 KB B#Hl. WIRE
MIEHEEY 4KB , BT ELENRSBALRIERSHE.

- BEERABIABIMESHESHEBRAXEK  XREFASRSUE. AFLTAEEFSBNAE
HAPEE --tier Advanced &W , EEESEL AN NS HBARISESHE, TRANSIAT
RSBRFZN | ERDRRUHFSBMTEA RIS R

FEEASRSHNETESIEAT LR :

- ZHNABKRNEL 4 KB
- SBERSYHRE,
- 8Ky AWS IKFESET AWS X 2 EF#EE 10000 NS,

ARINR I
BABEEANMAENEET R AT AR,
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- Standard (#5/f) — EFF a8 EH Parameter Store B , MIAERIFESHE. BIFERRESHE |
WA LR AWS Tk AR BN AWS Xigi 82 10000 NS, BIMNSBNABRRNRRTET 4
KB. MESHAXIFSHRE, FAMESHRETSFLETNNTR., EEFEENRIABRRT
Parameter Store FHEAZH N RIEERNBERLUBIRESE,

« Advanced (B4) - FRAERSHERZ LN AWS IKF RSN AWS XEe12 100000 NS,
BINSHHABRKNEARTET 8KB. SRS HZFHZUERR. ERASRSBEATEHNNE
A, BXEZEER , 55 R Parameter Store B9 AWS Systems Manager Eft. EFESRERBRIA
B3k~ Parameter Store FFHAZHNREERNBERLUBRS RS,

(@ Note
BEESRSHER , EFEERBRN AWS FECIZMEMS RS BE S0 K -~ WEUE B 5
Ao

- BReo B - EABEE DB , Parameter Store AILARIEE RN BB ERERIMESHEE , &2
FABRSHE. i, MRETHTUBIERAET DT 4KB WS , BH AWS IKF B X581 AWS
XEFHHSHDTF 10000 4 , HERIEESEEER , MSBES . IRSTHSUEERAR
T 4KB S , BH AWS IKF B 51 AWS KB FHSEET 10000 4 , REZIEE TSEEER
B, M&tBZSRSH.

(® Note
ERERIRN , BFEEABEN AWS BRECIRAVEM S RSB0 SR K WEE 5%
Ao

BT LABERS 2K Parameter Store VAR IRE
Bt B fX FR LA8 & Parameter Store BRIAE

BELRITUTREZ— , URIEERRETE AWS Identity and Access Management (IAM) #2518 5
PR , BEB E X Parameter Store FHIERIASEE -
« #RF AdministratorAccess REEKMEEH IAM E4 (FlLAF, AFHEE ),
- BREERFERAUT API BIEERZRIANRIRE -
» GetServiceSetting

» UpdateServiceSetting

» ResetServiceSetting
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@ IAM KAERFUTRR , AAFAFEENER AWS K- NEE AWS XE #FSHBNRINEIRE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetServiceSetting"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ssm:UpdateServiceSetting"
1,
"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/parameter-
store/default-parameter-tier"
}
]
}

B R W LGB 5 B B T AR R HE E R R,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ssm:GetServiceSetting"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,

"Resource": "*"

}
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]

}

ERMHRNER , ERAENAR, AAEFMNER :
- AWS IAM Identity Center Hr#g F F= FIEEA -

BIENRES, B (AWS IAM Identity Center AF1Em) H 8IE N REMH AR TR
- BEHORERE IAM REENAF

UIRERATENHRERIENAE, HR (AM AFER) PAE=75HREBERSE (kEs
RIIUE ) B BAREITERE.

< IAM AP :
- QRENAFAUEENAE, BR (AM AFER) B3 1AM A7 el2 A SRR BAERTERE.

o (THEER ) FRBEENMIAFSCRAFANIAFE. B8R (AM AFER) fRAS
ANIIARER (#EFIE ) PRHARITERE.

B E SR E X Parameter Store BIAE ( #8#I5 )

LTEBNAT AR Systems Manager #2#| B8 EHE X ZH 7 AWS KM AWS XS RIAS
2 g

® Tip
MREAKBIESE , WA LAFEA AWS Command Line Interface (AWS CLI) 2 AWS Tools for
Windows PowerShell EXBRINS R, BXEER , HSHIEEHFE KX Parameter Store FAIA
B (AWS CLIH#gE R E K Parameter Store ZRIAE (PowerShell),

g E R E K Parameter Store BiAZE

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2%

=

ESMERKF , EF Parameter Store,
IE$F Settings &I+,

i%#& Change default tier (ERERIAE).
ERUTE—ET,

o &~ 0D
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« Standard

at
b

b\
e/

i
p
¥l

BRXERTNES , BEH BEEMASHE.
6. EEHE A6 ARBREEHEIA,

MREFFERXRUNRRE , BFEEZIBHEETENRKINZ LI,

e E S E K Parameter Store BRIAE (AWS CLI)

ITERBAE T AR AWS CLI Bk 28T AWS XM AWS Ik HIRIASHEIRE
2/ AWS CLI 5 E S Etk Parameter Store BIAE

1. 3TFF AWS CLI HZT U TS , LER AWS K F4EE AWS KIBHBRIASHZEIRE

aws ssm update-service-setting --setting-id arn:aws:ssm:region:account-

id:servicesetting/ssm/parameter-store/default-parameter-tier --setting-value tier-
option

region &R AWS Systems Manager X5 AWS Xi3 BIFRIREF |, FIMMEERE ( HZER)
XK us-east-2, BXXZFHFW region EMIIFK , HSH (Amazon Web Services —fix5
£) ®H Systems Manager service endpoints # Region %,

tier-option {E@¥E Standard. Advanced Ml Intelligent-Tiering., BXXLIETE
B, BZH BERNSHE,

MR aTRID , W TETH
2. BIUTHHUEEYR AWS IKF fl AWS Xi8 1 Parameter Store B2 Bi BRIASEE &

aws ssm get-service-setting --setting-id arn:aws:ssm:region:account-
id:servicesetting/ssm/parameter-store/default-parameter-tier

REREXLTFUTHENER.

{
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"ServiceSetting": {
"SettingId": "/ssm/parameter-store/default-parameter-tier",
"SettingValue": "Advanced",
"LastModifiedDate": 1556551683.923,
"LastModifiedUser": "arn:aws:sts::123456789012:assumed-role/Administrator/

Jasper",
"ARN": "arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/parameter-
store/default-parameter-tier",
"Status": "Customized"
}
}

MREBREUMRINERE , FEEZIEHIEETRM SettingValue &I,
B E = E K Parameter Store BRIAE (PowerShell)

LT ERRNE T i fEA Tools for Windows PowerShell & Amazon Web Services I = p 45 E
AWS X EBRIASHERE.

£/ PowerShell ¥§E X E X Parameter Store RRIAE

1. fE£A AWS Tools for PowerShell (Tools for PowerShell) B2 51 AWS MK~ H AWS Xigi A #Y
Parameter Store BRIAE,

Update-SSMServiceSetting -SettingId "arn:aws:ssm:region:account-id:servicesetting/
ssm/parameter-store/default-parameter-tier" -SettingValue "tier-option" -
Region region

region &~ AWS Systems Manager X5 AWS Xi3 BIFRIREF |, FIMNEERE ( HZER)
XK us-east-2, BXXZFHFW region EMIIFK , HZH (Amazon Web Services —fix5
£) ®H Systems Manager service endpoints # Region %,

tier-option {E@%E Standard, Advanced # Intelligent-Tiering., BXXLEMMAE
R, BN BERASEE,

MBI aSRID , N TETH
2. BITUTHEUEEYE AWS IKF F AWS XiF 7 Parameter Store B A BT BRIAS TR IRE.

Get-SSMServiceSetting -SettingId "arn:aws:ssm:region:account-id:servicesetting/ssm/
parameter-store/default-parameter-tier" -Region region
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region &~ AWS Systems Manager X##) AWS XiF BIFRIRATF , Bl us-east-2 W EE
RE (BB ) XE, BXXEN region BMNIIEK , 25 (Amazon Web Services —fig5
#) H# Systems Manager service endpoints B Region %,

REBRERUTUTRABTNES

ARN : arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/parameter-store/
default-parameter-tier

LastModifiedDate : 4/29/2019 3:35:44 PM

LastModifiedUser : arn:aws:sts::123456789012:assumed-role/Administrator/Jasper

SettingId : /ssm/parameter-store/default-parameter-tier
SettingValue : Advanced
Status : Customized

MREBREAMINERE , FEEZIBEHEETEMN SettingValue iEH,
MR ESHERNS RS

FAUTERITRAENRESREIN SRS . BEXUACIENNSRSEBNESR , H5H 0
Systems Manager ¥

MR ESHERNS RS

1. A8 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

Ao

ESMERT , &% Parameter Store,

EE—NSH, RARER Edit (%RE).

XfF Description (38f) , MAB XS HNER.

i%# Advanced (B 4).

XTF Value ({H) , WALSENE, SRSHEKAERS 8 KB,
i%# Save changes (REEX ) -

N o o &~ w0 DN

B EREE Parameter Store L&

125 Parameter Store 1 E/12 %5 Parameter Store ( AWS Systems Manager By —I1Zh&E ) 1
DALERES (TPS) WERABE. BIRSEULE , BEH LIE KW EIZ1T Parameter Store Kz i+

i% & Parameter Store 391


https://docs.aws.amazon.com/general/latest/gr/ssm.html#ssm_region
https://console.aws.amazon.com/systems-manager/

AWS Systems Manager ArfEm

FEARGAZSNINSBONARFN IR, EALIE Settings (1RE ) U~ ELFEARSIH

FEHE,

BXABRAFUHERINENZEAERFNEZEE |, i55H AWS Systems Manager endpoints and
quotas,

RESHLERIFLEN AWS K- W FE, BXEZER , HSFHAWS Systems Manager Efft.

@ Note

Parameter Store EH 21X EFEH T 2481 AWS IKF 1 AWS XiF FHIFrE IAM B F 12/ Fr
BES, AHEREEATHASHENS RS,

£

« BLENPRRE K Parameter Store FHE
- REdEERFHE (£HE)

s REREEHFHE (AWSCLI)

- BREREEFUHE (PowerShell )

it & X PR 3K B X Parameter Store & &
BHIAEE IAM FERES R ITA T REZ —KE X Parameter Store FH £ :

« B4R’ AdministratorAccess KM MEEHN IAME4E ( AR, A5AR ),
- BREENERAUT API BEEREHERSIRE
* GetServiceSetting

+ UpdateServiceSetting

» ResetServiceSetting

A

@ IAM SSERFUTRR , UATAFEFEMER AWS K REE AWS Kif RS HBNSH-FHLE

RE

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"ssm:GetServiceSetting"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ssm:UpdateServiceSetting"

]I

"Resource": "arn:aws:ssm:region:account-id:servicesetting/ssm/parameter-
store/high-throughput-enabled"
}

EIE R A LBE 5 B B TR RIS E RIENR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm:GetServiceSetting"

1,

"Resource": "*"

3,
{

"Effect": "Deny",

"Action": [
"ssm:ResetServiceSetting",
"ssm:UpdateServiceSetting"

1,

"Resource": "*"

}
]
}

ERHEBANR , EHENRAS, ARAEFNNR

« AWS IAM Identity Center Y FBFA :
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BIRINRSEA . IR (AWS IAM Identity Center FI P43 = B340 IR S /0 BB TR 4F

- BN S HIREFHE AM PEERA
HREATHARARINAS, KR (AM AFERE) THESHSNREBURAS (KA S
BRI ) BBRRITIRIE,

- IAM AP :

- BIRENASTUBENAS. KR (AM AR H 1AM A7 02 A S0 3R TRIE,

« (THEER ) FREEZMNIIAFSERASRNEAFE, B8 (AM AFER) PEAS
AN PR (#EHIE ) R BT IR,

EEREEELE (24 )

LUTEBNEA T WAEA Systems Manager 2% &8 i Parameter Store 8% A1 LA & 51 AWS Ik /=
MAWS XA BNES Y. HPEERTNRTEZERSELE  ETRBF~LRA , ENMIR
ERIFHERE,

® Tip
MR REESE , MALAEH AWS Command Line Interface (AWS CLI) 2 AWS Tools for
Windows PowerShell iRE &M E, BXEL , FSRESHEEFHE (AWSCLI) MiES
REBARHE ( PowerShell ) .

IS HREE Parameter Store HE

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

AN
2. HESMBEKTP , £ Parameter Store,
. 1%&$F Settings I+,
4. BRSHEHE | HFERZRERH
_EE_
EMETBRIARE , FEBREERS,
5. MRESEREH , BHITUTRE :

c RPREIFAWRESHERL AWS K/ R=E A EIRE.
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. JE£$F Set limit (REPRHI),

_HRE-
MRRRFEEARAE , FIRITATRE

« EHRREZEENMATHERG 2SI Parameter Store WA ESFH D EIE4E,
- EREERS,

REHEESFHE (AWSCLI)

LTSRN E T afafEA AWS CLI 80 Parameter Store 8 8] LU 2451 AWS K~ F1 AWS Xigi4k
BWESH, BtabUERIRE N BRIARE,

£/ AWS CLI 0 Parameter Store H &

1. FTFF AWS CLI F1Z1TA T &% , A8 i0 Parameter Store £ 281 AWS Ik~ 1 AWS XiBiE# 7]
LA B ES,

aws ssm update-service-setting --setting-id arn:aws:ssm:region:account-
id:servicesetting/ssm/parameter-store/high-throughput-enabled --setting-value true

MBaSRID , N TEAH
2. BITUTHSUEEYE AWS K AWS Xig 5 Parameter Store H i EHERSEE.,

aws ssm get-service-setting --setting-id arn:aws:ssm:region:account-
id:servicesetting/ssm/parameter-store/high-throughput-enabled

REBEERUTTXHER :

{
"ServiceSetting": {
"SettingId": "/ssm/parameter-store/high-throughput-enabled",
"SettingValue": "true",
"LastModifiedDate": 1556551683.923,
"LastModifiedUser": "arn:aws:sts::123456789012:assumed-role/Administrator/
Jasper",

"ARN": "arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/parameter-
store/high-throughput-enabled",
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"Status": "Customized"

MREFBFERNELE  EMRETRE~LERH , EUUMERNRERE, BEERENRE ,
BETUTHS,

aws ssm reset-service-setting --setting-id arn:aws:ssm:region:account-
id:servicesetting/ssm/parameter-store/high-throughput-enabled

"ServiceSetting": {

"SettingId": "/ssm/parameter-store/high-throughput-enabled",

"SettingValue": "false",

"LastModifiedDate": 1555532818.578,

"LastModifiedUser": "System",

"ARN": "arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/parameter-store/
high-throughput-enabled",

"Status": "Default"

REXEESMLE ( PowerShell )

LUTERNE T A Tools for Windows PowerShell 111 Parameter Store S8 7 7 251 AWS K
P AWS Xig A B ES I, Bt a] LR RS W ERIAR S,

£ F PowerShell #0 Parameter Store H &

1. fEMH AWS Tools for PowerShell (Tools for PowerShell) 125 24 &1 AWS Ik~ F AWS XiZ#Y
Parameter Store &£,

Update-SSMServiceSetting -SettingId "arn:aws:ssm:region:account-id:servicesetting/
ssm/parameter-store/high-throughput-enabled" -SettingValue "true" -Region region

MR aTRID , WTET5H
2. BT THSUEE YA AWS KPP AWS Xigi# Parameter Store H BN EMHERSRE

i% & Parameter Store 396



AWS Systems Manager ArfEm

Get-SSMServiceSetting -SettingId "arn:aws:ssm:region:account-id:servicesetting/ssm/
parameter-store/high-throughput-enabled" -Region region

REMEE S TRENER -

ARN : arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/parameter-
store/high-throughput-enabled

LastModifiedDate : 4/29/2019 3:35:44 PM

LastModifiedUser : arn:aws:sts::123456789012:assumed-role/Administrator/Jasper

SettinglId : /ssm/parameter-store/high-throughput-enabled
SettingValue : true
Status : Customized

NRETHEFEEMELE  ENREFEB~LERA , EUMMENERE. BERENIRE ,

BEETAT@RS,

Reset-SSMServiceSetting -SettingId "arn:aws:ssm:region:account-id:servicesetting/ssm/
parameter-store/high-throughput-enabled" -Region region

REBREXRUTTFXHEER :

ARN : arn:aws:ssm:us-east-2:123456789012:servicesetting/ssm/parameter-
store/high-throughput-enabled

LastModifiedDate : 4/17/2019 8:26:58 PM

LastModifiedUser : System

SettinglId : /ssm/parameter-store/high-throughput-enabled
SettingValue : false
Status : Default

E T Parameter Store B4 12 BB A A& R 1E

AE DR EBNE T WA EH Amazon EventBridge 1 Amazon Simple Notification Service
(Amazon SNS) BHI&EHE x AWS Systems Manager S E R, B LLBIE Eventbridge N , LATE
B2, EFNBMRSERSEHSREANERTENE, REXBHIREHENH. BUUKESSHEKE
HRNWERSRSEL , flm , SHEH, FIHREEEENEREARER,
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® Note

SRR THEASRSHENSH., EXT%A. BXEZER , 55 2B SRR
MEBSHE,

AEIBAFNEBENE T NAHNBESHEHEBR LB HMIRE, flW, BEILLEIT AWS
Lambda EFCRESHS B HMBRE B EFMESH, BULUHEE—NEA , UEHEE
HIEEHEA Lambda E¥., Lambda BB A ARSI SN B EFEEHEENFEANEBER

E#E, Eventbridge & XIFEFZHM AWS BRFHI=1T Run Command @5, Bal{biITHIR

Y, Run Command fE 311t #82 AWS Systems Manager B9ZheE, HEXEZER , iS50 Amazon
EventBridge 15/,

Fraaaie R THE

BIREBFENEMER , MEREOIENANIEE B IRRE, fln , WREENAN R X T REB
H , BRI Amazon SNS £, BXEZEER , 55 # Amazon Simple Notification Service 7F & A
AP H Amazon SNS Al

NEBNSBERBEEE Eventbridge AN
AEBHATUTHER :

© I RIEFRIFEN AWS K AN RS I SBRENSEHBERE BIRH Eventbridge MM,

. MBI RIEEMN AWS IKF h— ARSI E W % KB 4E 8 B 4749 Eventbridge M, 2
BBASHN | LEERESKIMNE, ESHIBN S KA BIENURES MRS TERNE
BEKNAELEEN, CUNEBU TR XESHEEEN, SXESEL , #2H sEs
REBKN EESHE.

NEA Systems Manager ZH S KRIEELE EventBridge FLNI

1. i5IA] https://console.aws.amazon.com/events/ , ¥TFF Amazon EventBridge ##1&

2. ESMBHKD , %EFE Rules (M) , AR/F1%EFF Create rule (RIZHN)o

_ERE-

IR EventBridge ETME £ FF , Bi%&#F Create rule (BIZMN),
3. RANMABHMER,
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ANFeEER—XEFPNS —MUME -S4 54 ENERERE.

4. T Eventbus (E#HEL ) , FAREERMANRKNEMAEL, NREFEUMNREREE
HOM AWS IKFH IR EHE3) |, iBEF defaul ( BRIA ) o HEBKFFHHEN AWS RS A H—
NEHE |, ERASRIEIEKFHRINEHE L,

5. XF Rule type ( #MKA ) | REFZBRIAE Rule with an event pattern ( EASHEXFHN ) .
6. iij:%-lt_io

7. XNFEHR , EPERIAE AWS B4 EventBridge B ERHEEH, EATLIBKIS Sample
event ( "BIEH ) 5.

8. XIF Eventpattern ( BHER ) , ITUTERE :

« 1%£$% Custom patterns (JSON editor) [BEE XA ( JSON %HEEES ) o

« X F Event pattern ( B4ER ) , RELERBENSHERNSURBLIEAN , FTENES
—BIAR MBS FES

Parameter

"source": [
"aws.ssm"
1,
"detail-type": [
"Parameter Store Change"
1,
"detail": {
"name": [
"parameter-1-name",
"/parameter-2-name/level-2",
"/parameter-3-name/level-2/level-3"
1,
"operation": [
"Create",
"Update",
"Delete",
"LabelParameterVersion"
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Parameter policy

{
"source": [
"aws.ssm"
1,
"detail-type": [
"Parameter Store Policy Action"
1,
"detail": {

"parameter-name": [
"parameter-1-name",
"/parameter-2-name/level-2",
"/parameter-3-name/level-2/level-3"

1,

"policy-type": [

"Expiration",
"ExpirationNotification",
"NoChangeNotification"

]

}
}

- BURENERNTRENSHNREENAST , WTEN R R

Parameter

EBlF |, B A /Oncall # /Project/Teamlead KIS B E F AT —TURE -

"source": [
"aws.ssm"

1,
"detail-type": [
"Parameter Store Change"

1,
"detail": {
"name": [
"/Oncall",
"/Project/Teamlead"
1,
"operation": [
"Update"
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Parameter policy

EHlh | #2427 /OncallDuties WS HUS A B 45 BR st & 1T — TUIR4E -

{
"source": [
"aws.ssm"
1,
"detail-type": [
"Parameter Store Policy Action"
1,
"detail": {
"parameter-name": [
"/OncallDuties"
1,
"policy-type": [
"Expiration"
]
}
}

9. iij:¥-|:_$o

10. X¥F Target1 ( B¥r 1) , EE—PBEREEMNZFNERR. Hlan , R%EER SNS topic (SNS
F&) , A Topic (FB) EFE—NET, WMREIEE CodePipeline , WX F Pipeline ARN ( &
ARN ) I A—/NEE ARN, REEFERHEMEEE.

® Tip
MREZZNHANRIMEM B ¥R , 1§1%#EF Add another target ( RMEMBFR ) o

11. iija%-l:_*/j:o

12. (& ) AMMUBA—PHZS ML, BREZEER , FZ 8 (Amazon EventBridge A7 18
&) $# Amazon EventBridge #5%,

13. iija%-l:_*/j:o
14. EFELIEMM,
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BEZER
s ERSENFEUSTBERERWNENRIE

+ {Amazon EventBridge AAF#5R/) Y #FE : £ EventBridge =44 % | AWS Systems
ManagerRun Command

+ Amazon EventBridge FA P8R BIEIE | F AWS Systems Manager BZ1{LiZE R
EventBridge B#x

&£ | Parameter Store

&R ST B AT A LR MBI B S BUAR A QI B R R AN S8, B AR AWS Systems
Manager ##%l&. Amazon Elastic Compute Cloud (Amazon EC2) # %l & 5 AWS Command Line
Interface (AWS CLI) REBIZMEASH. EXSHNEZELR , BSH TLESH?

£

+ Bl% Systems Manager S

+ ¥ % Systems Manager S

- FBSBERK

- ERZHBEREN

- EAZEIRE

- EASBRE

- FARESH

« B3I # A Run Command S EASE
- WOAHYLESRE ID WANSHEZE
+ MIBR Systems Manager S

£/ Systems Manager S

LT EBHhHEBSTHBNEAFE A AWS Systems Manager ##|A. AWS Command Line Interface
(AWS CLI) 2t AWS Tools for Windows PowerShell (Tools for Windows PowerShell) 8]2 Systems
Manager S,

AEDERT WAEN RN E R R Parameter Store 812, FE#EMNIZTSEH. EFEERT WA
Parameter Store S5t Systems Manager &£ AWS BREZLEAFER. EXEZELE , HF3RM AL
=82,
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KT SHBHNERMLAR

ERARERATNEES TEECIRS R T ENSHRENEERRE,

E B3 (AWS Systems Manager APl 2%&) FHER PutParameter (1 REZH ) WIHFHAFSEIHIT
THFE , 1AL, EIRME T A% AllowedPattern, Description, Keyld, Overwrite, Type # Value ${&
E"J{E/%\O

SHEMNERNAREE -

s XZRNDE  SBEHREXDKRNDE,
- i SBEHRTRESER.
- BRFHN  SREMRBESBUTHEMNFR : a-2zA-20-9_. -

o, RULZERF (/) A THRASHREMRPNRIREM, il /Dev/Production/East/Project-
ABC/MyParameter

o B AMI R : & aws:ec2:image ¥ER String SHWBIEE RN | EFTE AR ID AIRIE
RERE AMIID %3 ami-12345abcdeEXAMPLE,

- BE2RE  ERREETOERSIASHEN , FETEWUSEMMIFH (). ESIABTEREM—
o NS , FEEEESENRFL () EANBNRIXEHERE,
- TLREWNSHEHM : MyParameterl, /MyParameter2, /Dev/Production/East/

Project-ABC/MyParameter

c REZREMNSEHAEF : MyParameter3/L1

- KE  ZRENSBENEREKEN 1011 MNFH,. XBEALTEREENEHRZEH ARN HHF
#F, Bl arn:aws:ssm:us-east-2:111122223333: parameter/,

« B : SRHEHABULaws"H 'ssm” ( FXDKIE ) EREIR. w0, 2 XEAUTEHRCIESH
2RM , HBIKRE :
e awsTestParameter

* SSM-testparameter
» /aws/testparaml

@ Note
£ SSM X#4, R RMAPREESHA , NEAEFEE ssm. M,

{{ssm:parameter-name}} Ml {{ ssm:parameter-name}}, Lk {{ssm:MyParameter}}
M {{ ssm:MyParameter }}.
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- WE—H  SREHLSAE AWS XEFEHEHE—W, i , Systems Manager A TZH AN TR
SR (MRelNEFETE—XE4 )

e /Test/TestParaml

e /TestParaml

DR RplE_ME— :
« /Test/TestParaml/Logpathl
« /Test/TestParaml

g, TR ( MRER— KA ) TRE—H :
« /TestParaml
 TestParaml

« BREWRE  MIRBEESHEREH , WERGHAUUEERZ TANMINRE. AIUEZER
ZHNEARINEL S, LTRNRONERERER

- /Level-1/L2/L3/L4/L5/L6/L7/L8/L9/L10/L11/L12/L13/L14/parameter-name

* parameter-name

ZABBLUT ST RMHE| % HierarchylLevelLimitExceededException & :

« /Level-1/L2/L3/L4/L5/L6/L7/L8/L9/L10/L11/L12/L13/L14/L15/L16/parameter-
name

/A Important
MREAFPERIGRENERE , WiZAF TG ZBENMERS, fltn, IREMA
FERIGRIBE /a , MiZAF WAL /a/b. BMER S E AWS Identity and Access
Management (IAM) R E# ENIEL L RIS /a/b , AEB RIS R /a B
GetParametersByPath AP| i&#EHEE /a/bo

£
- B2 Systems Manager ¥ ( #2414 )
- B2 Systems Manager 23 (AWS CLI)

« % Systems Manager % (Tools for Windows PowerShell)
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B2 Systems Manager 23 ( #4148 )

A LAE A AWS Systems Manager 2% & & 8I2H1Z1T String, Stringlist # SecureString
SEERE, BBRSHE , ELEF 0V ITECIEEEHERBZMNSE

(® Note
SHRAECEETHN AWS X AT,

AT 2 RE S & 5E R TE Parameter Store 12 #l & FEIESHMNTE, B AMNESH A GIE
String, StringList# SecureString S¥KE,

BESH

1. A8 https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

AN
Ho
2. TESMEKF | &R Parameter Store,
3. EERSIESH,
4. 71£ Name (B%) B , M ABXEWMEN. a0, #A /Test/helloWorld,

BEXSHEREMNESER , BSE FRSHERENM,
5. 1£ Description 4 , B A A T H S HBFRR AN HS BA #R,

6. XIF Parameter tier (BE/E) , #%$% Standard (}5/) = Advanced (5). BXESRSHBNEZE
B, BESR EESHE,

7. XF Type , #%# String. StringList =% SecureString.

o WRIEEF String , ML E R Data type (BEXE) FE&, WREBHE—NSEHKARE Amazon
Machine Image (AMI) B9’&JR ID , {5 aws:ec2:image, BN , FHRIFEZRERIA text,

- WRi%#E SecureString , M4&E R KMS Key ID (KMS #4A ID) ., MREEERME AWS
Key Management Service AWS KMS key ID, AWS KMS key Amazon Resource Name
(ARN), BIZZHBIE ARN , MRSFFEH alias/aws/ssm, X2 Systems Manager #9 AWS
REXZH. URETAEALER , NWEATFREERA. Bx AWS REXRA AF
FEBEZANESER , E5H (AWS Key Management Service FF & A RIER) M AWS
Key Management Service #2, &% Parameter Store 1 AWS KMS IIZHNEZEE |, SR
AWS Systems ManagerParameter Store ZI{AI £ H AWS KMS,
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/A Important
Parameter Store XX #EFX % KMS Z4H. TREEAIEXNFINE KMS Z4A RN
NS, ERIAE KMS ZARNMHERIENHEHANAE , 5SH (AWS Key
Management Service FF & A R 35/ FHIRBIXFE KMS 2 MIEXN T KMS Z 4

- ERFIEHERAEERESEERASBRSE ARN B SecureString ZHEIE key-id ZH
i, FEERNBAEHEENSR alias/. A TFE2—1 ARN R¥l,

arn:aws:kms:us-east-2:123456789012:alias/abcd1234-abl12-cd34-ef56-abcdeEXAMPLE

T R—1 318 =6,

alias/MyAliasName

8. 1E Value ({B) 17 , BA—1ME, fltn , A This is my first parameter =
ami-@dbf5ea29aEXAMPLE.

(® Note
SETREES|IARBREEHMSHNEDR. SHREPTEIS ({3} X
{{ssm:parameter-name}},
IR iEE SecureString , MFEFESE Overview () T+ L EFESHE , SHEER
IANBERTBEE (), %# Show (271) UERSHIE.

Ladal TTTUUTTTEU UdLE

Fri, 26 Jun 2020 20:10:13 GMT

Value

dededede e ek

Show

9. (W% ) 7E Tags (Fr¥) XiE , §—NEZMEER/EXNNAFSH.

BRERESBARTFENETHE. RIAULELZETRNSGN (WAE, HEEINE ) N RFEH
T3, Flan | EREHEFRIE— 4 Systems Manager SERAFDEFTN AR RRNER, ]
BYSHEIANEERIENER, EXMERT , BB EUTR/EX :
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+ Key=Resource,Value=S3bucket

+ Key=0S,Value=Windows

» Key=ParameterType,Value=LicenseKey
10. EEBESH.

1. BESBIIRD , FEENFIENSENER. BIE Overview &I+ EWIFMAER. MRE6IE
T SecureString # , BiEF Show EFARMEE,

(® Note
BARNBSRSVBEANTES Y. IRETBEFESRSH , RENRETEBNERSH
XNER , BRREFREEMIRNFTNINESH,

B2 Systems Manager 21 (AWS CLI)

EAILAE A AWS Command Line Interface (AWS CLI) 812 String, StringlList
SecureString KA, HKRSHKE K ELEFF 0 VT HVEEEHBRHHNSH,

SRTREPEI ARREEHMSHNES, SBRESRTEIE ({3} H {{ssm:parameter-

namel}}o

(® Note
SHRAECETHN AWS X ATA,

£

« B3 String Z# (AWS CLI)

« BIZ StringList 2% (AWS CLI)

. B SecureString % (AWS CLI)
- BIEZITSE (AWS CLI)

f|% String & (AWS CLI)

1. REHBEE AWS Command Line Interface (AWS CLI) ( #1 R & R MITIZIRE ) »
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BXREER , BZRZEHERH AWS CLI VHHTRA.
2. BTUT@HS , 8l String XBSH, FEMrartrtBRNEBEHER.

Linux & macOS

aws ssm put-parameter \
--name "parameter-name" \
--value "parameter-value" \
--type String \
--tags "Key=tag-key,Value=tag-value"

Windows

aws ssm put-parameter #
--name "parameter-name'" *
--value "parameter-value" *
--type String #
--tags "Key=tag-key,Value=tag-value"

-HEF -

ETUTHS , 81 —18% Amazon Machine Image (AMI) ID RS HENS I,

Linux & macOS

aws ssm put-parameter \
--name "parameter-name" \
--value "an-AMI-id" \
--type String \
--data-type "aws:ec2:image" \
--tags "Key=tag-key,Value=tag-value"

Windows

aws ssm put-parameter #
--name "parameter-name'" *
--value "an-AMI-id" »
--type String #
--data-type "aws:ec2:image" ~
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--tags "Key=tag-key,Value=tag-value"

--name AR IR REH, BREREMNESER , FEH ERSHEREM,

REEQBEE AMI ID WS , FTHIEE --data-type EM, ELRIEEHMANSHER
B RN EHR Amazon Elastic Compute Cloud (Amazon EC2) AMI ID, X FrrEHMSE |, B
IWBHERE N text , HEAANRREEE—ME. BXESZEL , E5H LD #lEEME4 ID B
NS ZH.

/A Important
MR, MZBTRESHPRES, H5  MREEHE aws:ec2:image BE N HIE
EKH  NENFPHFIRESHATERESHECLTERIE. BEXELZER , SR LS#
M2 ID A S B .

TR R RIENFRERNEIS

Linux & macOS

aws ssm put-parameter \
--name parameter-name \
--value "parameter-value" \
--type "String" \
--tags '[{"Key":"Region","Value":"East"}, {"Key":"Environment",
"Value":"Production"}]'

Windows

aws ssm put-parameter #

--name parameter-name "

--value "parameter-value" A

--type "String" A

--tags [{\"Key\":\"Regionl\",\"Value\":\"East1\"}, {\"Key\":\"Environmentl1\",
\"Value\":\"Production1\"}]

UTREEMHEASBEREMLIERAX String ZHHRE. ELRESHENRES, BX
SPRREHMNESEE , TS EHASHEREM,
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RAriEmE

Linux & macOS

THBEREHPHSH

aws ssm put-parameter \
--name "golden-ami" \
--type "String" \
--value "ami-12345abcdeEXAMPLE"

RIRERPHY

4

#

aws ssm put-parameter \

--name "/amis/linux/golden-ami" \

--type "String" \
--value "ami-12345abcdeEXAMPLE"

Windows

TERRGHFHNSH

aws ssm put-parameter #
--name "golden-ami" *
--type "String" A
--value "ami-12345abcdeEXAMPLE"

aws ssm put-parameter #

--name "/amis/windows/golden-ami" *

--type "String" ~
--value "ami-12345abcdeEXAMPLE"

3. BITUTHT , EE&NZREHRIEFSHNEAEE.

aws ssm get-parameters --names "/Test/IAD/helloWorld"

REFRERCTUATARENER.

"InvalidParameters": [],

£ F Parameter Store
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"Parameters": [

{
"Name": "/Test/IAD/helloWorld",
"Type": "String",
"Value": "My updated parameter value",
"Version": 2,
"LastModifiedDate": "2020-02-25T15:55:33.677000-08:00",
"ARN": "arn:aws:ssm:us-east-2:123456789012:parameter/Test/IAD/
hellowWorld"
}

EIIUTHT , EXSHE. ELRESHNRES.

aws ssm put-parameter --name "/Test/IAD/helloWorld" --value "My updated 1lst parameter"
--type String --overwrite

BITUATHS , EESHRENHLIER.

BITUAT@S , B THEAZSH.
aws ssm send-command --document-name "AWS-RunShellScript" --parameters '{"commands":

["echo {{ssm:/Test/IAD/helloWorld}}"]1}' --targets "Key=instanceids,Values=instance-ids"
MRERBRRSHE , BETUATHS,
aws ssm get-parameter --name testDataTypeParameter --query "Parameter.Value"

MREAEME get-parameters RRSHE , HETUTHR

aws ssm get-parameters --names "testDataTypeParameter" --query "Parameters[*].Value"
BITUATGHS , EESHEBE,

aws ssm describe-parameters --filters "Key=Name,Values=/Test/IAD/helloWorld"
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RAriEmE

® Note

BUMBAKRE,

REFRERGTUATARENER.

"Parameters": [
{

"Name": "helloworld",
"Type": "String",
"LastModifiedUser": "arn:aws:iam::123456789012:usexr/JohnDoe",
"LastModifiedDate": 1494529763.156,
"Version": 1,
"Tier": "Standard",
"Policies": []

B2 StringList 2 (AWS CLI)

1.

ZHEHBE AWS Command Line Interface (AWS CLI) ( f1R & RHITIZIRIE )

BXRER , FEHREREMH AWS CLI ERFTRA.
BITUAT T eIR— NS, MMttt BRNIEECHER.

Linux & macOS

aws ssm put-parameter \
--name "parameter-name" \
--value "a-comma-separated-list-of-values" \
--type StringlList \
--tags "Key=tag-key,Value=tag-value"

Windows

aws ssm put-parameter #
--name "parameter-name'"
--value "a-comma-separated-list-of-values" ~

£ Parameter Store
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--type StringlList #
--tags "Key=tag-key,Value=tag-value"

(@ Note
MEKD , Wizt TRESHERES,

WROERNREXNFMESE. (BEAITEN LWRERGER | STUATHSZ— A
i Windows ITENEITHMASEENFR (V) , BEEMNGHITIEETHS. )
THR—MERASHEREMW Stringlist R fl.
Linux & macOS
aws ssm put-parameter \
--name /IAD/ERP/Oracle/addUsers \

--value "Milana,Mariana,Mark,Miguel” \
--type StringlList

Windows

aws ssm put-parameter #
--name /IAD/ERP/Oracle/addUsers ~
--value "Milana,Mariana,Mark,Miguel" »
--type StringlList

(® Note

Stringlist AMBIE AAAES () D, TREEAEMIIRFSHIEHRFZFNFIRHP
B B #ITHR Y, MREAFEESHSHE , WEA String KA,

3. 1E{T get-parameters T , RIFZSHWFMELS, Bl

aws ssm get-parameters --name "/IAD/ERP/Oracle/addUsers"
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B2 SecureString 2% (AWS CLI)

FERUTERERE SecureString 8., FEM#anttinBRNEECHER,

/A Important
He® SecureString ZHMNE. TAMESHEN. EHRMEMEM,

/A Important
Parameter Store X XN IN% KMS %48, FREMEHAIENFRINZE KMS ZARMZR BN S

B, EREAE KMS BARNMERIENHEANTEL , 525 (AWS Key Management
Service F R AR5 PHIRBIXN KMS ZHAMIEX# KMS 47

1. REHBEE AWS Command Line Interface (AWS CLI) ( #1 R & R MITIZIRE ) »

BXEER , FZHREHERH AWS CLI HEFRA.
2. BTUT®S , BI2# A SecureString BFEEENS I,

Linux & macOS

FEARIAN AWS RERXNZA A SecureString

aws ssm put-parameter \
--name "parameter-name" \
--value "parameter-value" \
--type "SecureString"

BIEFERAEFEEZRAMN SecureString 3

aws ssm put-parameter \
--name "parameter-name" \
--value "a-parameter-value, for example P@ssW%rd#1" \
--type "SecureString"
--tags "Key=tag-key,Value=tag-value"

BIZFERHBEX AWS KMS Z4H SecureString 3
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aws ssm put-parameter \
--name "parameter-name" \
--value "a-parameter-value, for example P@ssW%rd#1" \
--type "SecureString" \
--key-id "your-account-ID/the-custom-AWS KMS-key" \
--tags "Key=tag-key,Value=tag-value"

Windows

FEARIAN AWS RERNZAE SecureString

aws ssm put-parameter #
--name "parameter-name'
--value "parameter-value" A
--type "SecureString"

HEBRFEREFEEZRAN SecureString ¥

aws ssm put-parameter ~
--name "parameter-name'" A~

--value "a-parameter-value, for example P@ssW%rd#1" »
--type "SecureString" 2
--tags "Key=tag-key,Value=tag-value"

BIEFEHBEN AWS KMS 41 SecureString 3

aws ssm put-parameter #
--name "parameter-name'" "
--value "a-parameter-value, for example P@ssW%rd#1" »
--type "SecureString" 2
--key-id " A
--tags "Key=tag-key,Value=tag-value"account-ID/the-custom-AWS KMS-key"

MREEEHCHKFAMXBEFER AWS REXN B BE SecureString 28, MLFRME --
key-id Z8WE,
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® Note
EFEADESEN AWS IKFF AWS XigH AWS KMS key , imMan Bk key-
id 8. BX AWS KMS keys HEZE L , S5 AWS Key Management Service
Developer Guide Y AWS Key Management Service &

EFAEFREZAMTRIBAEHNK,HN AWS REXEHR , FERA --key-id ZHEE
B, ZSBIFUT KMS 81K,

- %48 Amazon Resource Name (ARN) R4l :

arn:aws:kms:us-east-2:123456789012:key/key-id
« 51#& ARN RAl:

arn:aws:kms:us-east-2:123456789012:alias/alias-name

- 24 ID R"HI

12345678-1234-1234-1234-123456789012
o BB RHI:

alias/MyAliasName

& T L E A AWS Management Console 5 AWS KMS API l2Z & %4, LT AWS CLI &
SEER AWS KPR 48 AWS XESB2E P IEERH,

aws kms create-key

FEANTHINGS , NAERIR 6220 SecureString 28,
AR RBIX 2B S B AWS KMS key ERBERIEH (313vat3131),

Linux & macOS

aws ssm put-parameter \
--name /Finance/Payroll/313vat3131 \
--value "P@sSwW)rd" \
--type SecureString \

f£ ] Parameter Store 416


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html

AWS Systems Manager ArfEm

--key-id arn:aws:kms:us-
east-2:123456789012:key/1la2b3c4d-1a2b-1a2b-1a2b-1a2b3c4d5e

Windows

aws ssm put-parameter #

--name /Finance/Payroll/313vat3131 *

--value "PEsSwW)rd" ~

--type SecureString #

--key-id arn:aws:kms:us-
east-2:123456789012:key/1la2b3c4d-1a2b-1a2b-1a2b-1a2b3c4d5e

3. BITUTHTRIESHFHES

MREFIEE with-decryption 8 , RFUWREIEEno-with-decryption 28 , wH L
IREINZH GUID,

Linux & macOS

aws ssm get-parameters \
--name "the-parameter-name-you-specified" \
--with-decryption

Windows

aws ssm get-parameters ~
--name "the-parameter-name-you-specified" »
--with-decryption

4. BIUTEGT , EESHAHE.

Linux & macOS

aws ssm describe-parameters \
--filters "Key=Name,Values=the-name-that-you-specified"

Windows

aws ssm describe-parameters A
--filters "Key=Name,Values=the-name-that-you-specified"
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5. MREFEANTREFIEEN AWS KMS key , BHETUTHSEXNSHE,

Linux & macOS

aws ssm put-parameter \
--name "the-name-that-you-specified" \
--value "a-new-parameter-value" \
--type "SecureString" \
--overwrite

Windows

aws ssm put-parameter A
--name "the-name-that-you-specified" *
--value "a-new-parameter-value" »
--type "SecureString" #
--overwrite

_RE -
MBEBFERANREEFIEEN AWS KMS key , BETU TS 2 —EXSHE.

Linux & macOS

aws ssm put-parameter \
--name "the-name-that-you-specified" \
--value "a-new-parameter-value" \
--type "SecureString" \
--key-id "the-KMSkey-ID" \
--overwrite

aws ssm put-parameter \
--name "the-name-that-you-specified" \
--value "a-new-parameter-value" \
--type "SecureString" \
--key-id "account-alias/the-KMSkey-ID" \
--overwrite
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Windows

aws ssm put-parameter ~#
--name "the-name-that-you-specified" *
--value "a-new-parameter-value" A
--type "SecureString" #
--key-id "the-KMSkey-ID" ~
--overwrite

aws ssm put-parameter ~
--name "the-name-that-you-specified" *
--value "a-new-parameter-value" *
--type "SecureString" A
--key-id "account-alias/the-KMSkey-ID" ~
--overwrite

6. ETUTHT , EERINSHE.

Linux & macOS

aws ssm get-parameters \
--name "the-name-that-you-specified" \
--with-decryption

Windows

aws ssm get-parameters A
--name "the-name-that-you-specified" *
--with-decryption

7. BTUTHS , EESRENAEILER,

Linux & macOS

aws ssm get-parameter-history \
--name "the-name-that-you-specified"

Windows

aws ssm get-parameter-history #
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--name "the-name-that-you-specified"

(® Note

BAUERAMZEFHERSH. E4X6lh , ATEELNE , RELELERE
SecureString S#ER, MRMEIERE SecureString , FXNEHNSHEHITNEMR,

FRIABERT , T SecureString BEEETRNFB XN, EMFF SecureString B , AR &M
BERARA AWS KMS Decrypt API B1E, BXBLE AWS KMS HRIEZEFHINEER |, 55 (AWS Key
Management Service FF X A R 3E/) FH AWS KMS B 5 13560 1iF 17 (2] 2 5l o

/A Important

MRERATINZESHE KMS ZAM BB |, NEXREFZSEE T 5B AWS KMS %47
B, XMUEAT KMS Z4A5I8 ; BRIEMIBREAZE , BN BB MBI ID HREFF

%z,
Bl 21728 (AWS CLI)

BRI BAEA AWS CLI BB IRITRN S, ERRTHINXEASNEKNSHE , 1S T,
®E , fl, EFFATNSESHNE., ZATUFHNETEE JSON XHFRHFEM --cli-input-
json &I , FEAEM \n FHRITH , MELT RAIFTR.

1. ZEHBEE AWS Command Line Interface (AWS CLI) ( TR & RHITIZIRIE )

BRER , BEHLEREH AWS CLI BVERFRA.
2. BTUTHT, IEZTSH.

Linux & macOS

aws ssm put-parameter \
--name "MultilLineParameter" \
--type String \
--cli-input-json file://MultilineParameter. json
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Windows

aws ssm put-parameter #
--name "MultilLineParameter" ~
--type String #
--cli-input-json file://MultilineParameter. json

AR RBIE R MultilineParameter. json XHHRE,

{

"Value": "<para>Paragraph One</para>\n<para>Paragraph Two</para>
\n<para>Paragraph Three</para>"
}

RENSHENFHAERXOT,

<para>Paragraph One</para>
<para>Paragraph Two</para>
<para>Paragraph Three</para>

#8122 Systems Manager Z%X (Tools for Windows PowerShell)

A LAE A AWS Tools for Windows PowerShell 8] String, StringlList # SecureString &
R, RRSEE , ELEF 0PI RAREGHBENNSH.

SHTRBEI ARREEHMSENEST. SHEPTEEZE ({3} H {{ssm:parameter-

namel}}o

(® Note
SHARAELETH AWS XE T,

£

. B String 2% (Tools for Windows PowerShell)

- BIZ StringList 2 (Tools for Windows PowerShell)

- B SecureString & (Tools for Windows PowerShell)
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#2 String S B (Tools for Windows PowerShell)

1. MBEEERLZENEE AWS Tools for PowerShell ( A F Windows PowerShell W TE ) | E#
TIX LR,

BXEER , BB %% AWS Tools for PowerShell,
2. BIIUATHS , Q- NESAEXKNENSH. BB sttt BRNEACHER.

Write-SSMParameter °
-Name "parameter-name" °
-Value "parameter-value" °
-Type "String"

_HE -

EITUTE&S , 8l —N2E Amazon Machine Image (AMI) ID ERSHEN S,

(@ Note
EQBETENSINSE , BHELE service.model.tag EAZE, TEHR—MIF

$tag = New-Object Amazon.SimpleSystemsManagement.Model.Tag
$tag.Key = "tag-key"
$tag.value = "tag-value"

Write-SSMParameter °
-Name "parameter-name" °
-Value "an-AMI-id" °
-Type "String" °
-DataType "aws:ec2:image" °
-Tags $tag

REEZEQETE AMI ID WSEEY , T BIIEE -DataType &, N THABEHEMSE , BIAKIE
RER text. BXRESEER , wm5MH L@ HRMRE ID VAN S HZH,

AT RERSHE RGN RE

Write-SSMParameter °
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-Name "/IAD/Web/SQL/IPaddress" °
-Value "99.99.99.999" °

-Type "String" °

-Tags $tag

3. BITUTHTRIESHMFMAES.

(Get-SSMParameterValue -Name "the-parameter-name-you-specified").Parameters

Bl StringList S (Tools for Windows PowerShell)

1. MREBEREZEFEZE AWS Tools for PowerShell ( & F Windows PowerShell W TE ) |, &
1TIX LR 4,

EXEER |, B2/ %%E AWS Tools for PowerShell,
2. B{TUATaS , Bl StringList 28, [FEM#1###ERNEBEHNER.

(® Note
BEREHENRENSH , BELIE service.model.tag tEAZTE, TEE—MIF.

$tag = New-Object Amazon.SimpleSystemsManagement.Model.Tag
$tag.Key = "tag-key"
$tag.value = "tag-value"

Write-SSMParameter °
-Name "parameter-name" °
-Value "a-comma-separated-list-of-values" °
-Type "StringList" °
-Tags $tag

MREY , MZHTEESHRES,

THEHR—MIF.

Write-SSMParameter °
-Name "stringlist-parameter" °
-Value "Milana,Mariana,Mark,Miguel" °
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-Type "StringList" °
-Tags $tag

® Note
StringlList #MIE AMAES () PR, TREAEMIIRFSIISEKRFRIXNSIERP
NI B#THY., IREEEEESHNSHE , NIEA String KE,

3. BITUTHTRIESHFHAES.

(Get-SSMParameterValue -Name "the-parameter-name-you-specified").Parameters

B2 SecureString S (Tools for Windows PowerShell)

82 SecureString 2T , BREXTHEBESHNER, BXELZEE , BZH GE
SecureString Z (AWS CLI),

/A Important
R&m® SecureString ZHHEH. FTRMESHEN. HAMEMEEME,

/A Important
Parameter Store X ZEFXI#I1E KMS %47, TEEMEAIEXFINE KMS Z4ARINZR BN S
B, EREAE KMS ZHARNMHERIENHBANHE , BSH (AWS Key Management
Service FF R AR B IR FE KMS 243 M IEXS 7 KMS 247

1. MREEKREZEFNEZE AWS Tools for PowerShell ( & F Windows PowerShell (W TE ) |, &
TIX LR 4,

BXEER , BS %% AWS Tools for PowerShello
2. BITUATHTRE— NS, BE M #rerr##BNEECWEER,

(® Note
EREHENRENSE , B ELIE service.model.tag tEAZTE, TER—MIF.
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$tag = New-Object Amazon.SimpleSystemsManagement.Model.Tag
$tag.Key = "tag-key"
$tag.value = "tag-value"

Write-SSMParameter °
-Name "parameter-name" °
-Value "parameter-value" °
-Type "SecureString"
-KeyId "an AWS KMS key ID, an AWS KMS key ARN, an alias name, or an alias ARN"

-Tags $tag

MRS, Wiz TRESHBHRES,

(® Note
EFEASEAENKSH AWS HERXAZR , FBRIBTHHN -KeyId S8,

LTRREIERT —NZEBSHEPEM B (313vat3131 ) Fll— AWS TEXFH,

Write-SSMParameter °
-Name "/Finance/Payroll/313vat3131" °
-Value "P@sSwW)rd" °
-Type "SecureString"’
-Tags $tag

3. BITUTHFRIESHMIFMAEE.

(Get-SSMParameterValue -Name "the-parameter-name-you-specified" -WithDecryption
$true).Parameters

IAMBERT , A SecureString HHERNBB XA, EME SecureString & , AF MM
BERAA AWS KMS Decrypt APl #4E, BXELE AWS KMS HEEHINER , 528 (AWS Key
Management Service FF X A R 3E/) FH AWS KMS # & 1350 1E 17 [ 32 5l o
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/A Important

WREXATNESHHN KMS ZHAMNFIE |, WELREFHFZSHATSIA AWS KMS K&
BB, XMERT KMS ZAFIE ; BRIEMBRBEANZHA , SN B AM MR RS ID FRER

Bl
Ko

# & Systems Manager 3

HEENKF P EERESHE , TRRE—XKIEXENH/LNSHNER. EXHERT , BTN
FAMBETIERBEENERZAERZTEEREENSHE, BULUFER AWS Systems Manager 2
#&. AWS Command Line Interface (AWS CLI), AWS Tools for PowerShell 2 DescribeParameters
APl BZRZSH,

£}
- BRSH (248 )
- RS (AWS CLI)

BRSW (EHE )

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2%

Ao
2. ESMBES , %iF Parameter Store,
3. TEEREDHTEE K ABEBRIENERSR, HlW0, Type = Name,
4. RHUEENERIXBNES. Flw

o WMRE Type L) #1TH# K , M String. StringlList = SecureString H# TR,

o MNRIZ Name (BFr) BITER , FiEE contains, equals = begins-with , RAFRATE
SHEHRREFHN—F D,

@ Note
EZEHIA S |, Name ERIAEZEERN contains.

5. 1% Enter,
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MERBREREMSUIIR,

B RS (AWS CLI)
A[LAE AWS CLI 1 {#f describe-parameters @R EEBE X — PRSI SHWER,

DTRRBIBART ZMNEM , WA MERXERMETFFXEN AWS IKF WS HNES. BXREX
LR EZEELE |, 55 (AWS Command Line Interface Fi P 1§R) FHY describe-parameters,

1. REHBEE AWS Command Line Interface (AWS CLI) ( #1R R MITIZIRE ) »

BRER , BEHLEREMH AWS CLI BVEFRFTRA.
2. FMUTHTHHROEZERNRREENKS P OENSBNE.

Linux & macOS

aws ssm describe-parameters \
--parameter-filters "Key=Name,Values=MyParameterName"

Windows

aws ssm describe-parameters ~
--parameter-filters "Key=Name,Values=MyParameterName"

(® Note

33 F describe-parameters , Name HIERINEFEEE K Equals, ES
WIEIESZHH |, $8FE "Key=Name,Values=MyParameterName" Si§%E
"Key=Name, Option=Equals,Values=MyParameterName" ¥,

aws ssm describe-parameters \
--parameter-filters "Key=Name,Option=Contains,Values=Product"

aws ssm describe-parameters \
--parameter-filters "Key=Type,Values=String"

aws ssm describe-parameters \

f£ ] Parameter Store 427


https://docs.aws.amazon.com/cli/latest/reference/ssm/describe-parameters.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS Systems Manager

RAriEmE

aws

aws

aws

--parameter-filters "Key=Path,Values=/Production/West"

ssm describe-parameters \
--parameter-filters "Key=Tier,Values=Standard"

ssm describe-parameters \
--parameter-filters "Key=tag:tag-key,Values=tag-value"

ssm describe-parameters \
--parameter-filters "Key=KeyId,Values=key-id"

Note

EBE—NRBIF | key-id "R AWS Key Management Service (AWS KMS) Z4A 1Y
ID , ZZHA AT NREEWIKS FEIEH SecureString S8, RE , VAT LA
alias/aws/ssm AfEAZRHIIKF I BRIN AWS KMS %4, BXESEER , 53R 02
SecureString Z# (AWS CLI),

MRKY , ZSFHRERUTATARNAH,

"Parameters": [

{

"Name": "/Production/West/Manager",

"Type": "String",

"LastModifiedDate": 1573438580.703,

"LastModifiedUser": "arn:aws:iam::111122223333:user/Mateo.Jackson",
"Version": 1,

"Tier": "Standard",

"Policies": []

"Name": "/Production/West/TeamLead",

"Type": "String",

"LastModifiedDate": 1572363610.175,

"LastModifiedUser": "arn:aws:iam::111122223333:user/Mateo.Jackson",
"Version": 1,

"Tier": "Standard",
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"Policies": []

.

{
"Name": "/Production/West/HR",
"Type": "String",
"LastModifiedDate": 1572363680.503,
"LastModifiedUser": "arn:aws:iam::111122223333:user/Mateo.Jackson",
"Version": 1,
"Tier": "Standard",
"Policies": []

}

]
}
pallive 2

SHERILGAUSEERGE I RISH ( MBHEPREFRE ) |, BExHHR KA
BEE AT MM S . SHEERRERGEEHLM PR Parameter Store ( AWS Systems
Manager By —TiZh&E ) PIF N ZBNEERTFEN LHEBE M, Parameter Store IRt LA T R BEE

A : Expiration, ExpirationNotification # NoChangeNotification,

® Note
EXYHRBRGEGEAL , EFEH AWS Secrets Manager, A LAfE Secrets Manager 1
BIEESILE. API BEANHMGBANENEGRARONEBTRR, EBIRER. BXEZE
B , BZHAWS Secrets Manager KAFEmE) PR LREAWS Secrets Manager ? o

Parameter Store B £ A 7MW EMEHBH KRS HERE. QERKT , BTFNITEMBIRENRE
FX AR M, Parameter Store 2ARFEEIEE R KA INIT R EEE LWVRF

@ Note
SHERBUTATEASRSRENSY. EXEZEER , B5H EESHE.

SERERE— JSON B | T RFITR. BULECEFNSRSHET 2B RE | Lo UBN EH
SHMBMHAEK, Parameter Store XU TR B NS IER,
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RAriEmE

Policy

pug-

ExpirationNotification

HHER

i}

MR BRI BR S B, AT
£/ ISO_INSTANT ==
ISO_OFFSET_DATE_TIME
BAIEEHEHHANRE, E
EXRFEEMBRS TR , &
EHEK. ENSBTa¥m
B Hn 2 224 /Y 38 BE (Y 2 H B &R
A A, HEAEIE A A e
BBt , Parameter Store 5l &
S8,

(@ Note

Lt 5l 52 A
ISO_INSTANT
BR. &L
£/ ISO_OFFSE
T_DATE_TIME
%18 E B M et
o UTR—NR

% : 2019-11-0
1T22:13:4
8.87+10:30:00

Z K BETE Amazon EventBrid
ge (EventBridge) /331 — 4
=N, LBAEEBER, &
FALLIRRE |, BT LAEEAFHE
BHE Z BT EE & ( AR/
REA)

x|
"Type": "Expirati
on",
"Version": "1.0",
"Attributes": {
"Timestamp":

"2018-12-02T21:34:
33.000Z2"
}

{
"Type": "Expirati
onNotification",
"Version": "1.0",
"Attributes": {
"Before": "15",
"Unit": "Days"
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Policy HAHAEE il

NoChangeNotification MRS AT I8 E BT R BRI AR c
ﬂ%& g i?(%mﬁﬁﬁ: EventBrid "Type": "NoChange
ge HEZ—1NEH, Hilm Notification",
HE—BRNEANEEEXRESE "Version": "1.0",
B, SEEMREIERGA, "Attributest:

"After": "2@",

HEREBET RSN "Unit®: "Days”
LastModifiedTime B ) ’

WEMNZKEBHM, NREE
WHFEBSH , RESRE
LastModifiedTime HKI¥F{E
EEBBEA A,

B SR D E SN KR, HlI0 |, B LA B Expiration Al ExpirationNotification 5RHE |
L R % B30 EventBridge B4 LUB HEENEHIBRS . B&EZURSHPER T (10) 1N KREE,

LT RBIBRT —/ PutParameter APl I RHVERIBE , ZEREGEENRE 2B FE N ProdDB3 #Y
¥ SecureString ¥,

"Name": "ProdDB3",
"Description": "Parameter with policies",
"Value": "P@ssW*rd21l",
"Type": "SecureString",
"Overwrite": "True",
"Policies": [
{

"Type": "Expiration",

"Version": "1.0",

"Attributes": {

"Timestamp": "2018-12-02T21:34:33.000Z"

"Type": "ExpirationNotification",
"Version": "1.0",
"Attributes": {

"Before": "30",
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"Unit": "Days"

}
1,
{
"Type": "ExpirationNotification",
"Version": "1.0",
"Attributes": {
"Before": "15",
"Unit": "Days"
}
1,
{
"Type": "NoChangeNotification",
"Version": "1.0",
"Attributes": {
"After": "20",
"Unit": "Days"
}
}

HERBEAMIMNESE

Ao BFEEXRWMMAEHR AWS Systems Manager $###15. AWS Command Line Interface (AWS CLI)
# AWS Tools for Windows PowerShell fFREERINBIMNESHNELR . BXRUNMAETERBENTHS
BHWER , BSH SlE Systems Manager %,

FH

- BRBANBIMESH (2HE)

s FERBRMBIMESEH (AWS CLI)

o FERBRNBIMAESE (Tools for Windows PowerShell)

UK

-

2

FRBEAMBIESE (BFHE)
BREBLAT IR , £/ Systems Manager 24| A FBAMBNES I,
FRBEARMBIMESHK

1. i5IA] https://console.aws.amazon.com/systems-manager/ , 37 AWS Systems Manager 2%

Ao
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2.

3
4.
5

ESMEKS |, i£4#F Parameter Store,
RREEFEHUTERENSHE UG , ARERERE.
i%# Advanced (B4).

( Al ) 7 Parameter policies (Z¥ M) Fo H |, &% Enabled (BEEA). BAILNLSHIEE
FH B MU R — PR SNE AR,

%42 Save changes ( REEX ) -

/A Important

« Parameter Store 2 S H L REEXKE , EXBFEAFRIEE X LRI SM BRIX LERIE,

- ENNESHFARBRFIERE , BRESHHAFERAESNARESNAZTZERE , TP
~:[{}]

- MREEEERBEHNSHBORINEFRE | Systems Manager NZBEM MBI ZSHBNKRE, NE

RECHEMIBR. WREFLEEH N RSN RENSBORNFRE | BESFBWREE
B BARTRE , RAEREAMBOER.

FFRBER MBI ESE (AWS CLI)

EANTERE , A AWS CLI FREF BN ESH.

HERBEAMBMNESE

1.

ZEHEE AWS Command Line Interface (AWS CLI) ( 218 & R NITIZIRE ) -

BXER , BSRALEREH AWS CLI BFHTRAS,
BITATHSERBRRINBNNESH., e seeee#1B8 N EECNER,

Linux & macOS

aws ssm put-parameter
--name "parameter name" \
--value 'parameter value' \
--type parameter type \
--overwrite \
--policies "[{policies-enclosed-in-brackets-and-curly-braces}]"
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Windows

aws ssm put-parameter
--name "parameter name" *
--value 'parameter value' A~
--type parameter type A
--overwrite ~
--policies "[{policies-enclosed-in-brackets-and-curly-braces}]"

THR—NMEE 15 XEMBRS BN RN RO, LRFETEESEEMEREE (5)
KRR Eventbridge MM B HKRE, &5, BXEE 60 RKERNESHHTERNTET
NoChangeNotification K, LLRAEIXZHBHR AWS Key Management Service AWS
KMS keyfE FAEM E 5 (313vat3131), BXx AWS KMS keys NEZEE. |, IS AWS Key
Management Service Developer Guide F#Y AWS Key Management Service #.=o

Linux & macOS

aws ssm put-parameter \

--name "/Finance/Payroll/313vat3131" \

--value "P@sSwW)rd" \

--type "SecureString" \

--overwrite \

--policies "[{\"Type\":\"Expiration\",\"Version\":\"1.0\",\"Attributes\":
{\"Timestamp\":\"2020-05-13T00:00:00.000Z\"}}, {\"Type\":\"ExpirationNotification
\",\"Version\":\"1.0\",\"Attributes\":{\"Before\":\"5\",\"Unit\":\"Days\"}},
{\"Type\":\"NoChangeNotification\",\"Version\":\"1.0\",\"Attributes\":{\"After
\":\"60\",\"Unit\":\"Days\"}}1"

Windows

aws ssm put-parameter #

--name "/Finance/Payroll/313vat3131" ~

--value "P@sSwW)rd" A

--type "SecureString" A

--overwrite ~

--policies "[{\"Type\":\"Expiration\",\"Version\":\"1.0\",\"Attributes\":
{\"Timestamp\":\"2020-05-13T00:00:00.000Z\"}}, {\"Type\":\"ExpirationNotification
\",\"Version\":\"1.0\",\"Attributes\":{\"Before\":\"5\",\"Unit\" :\"Days\"}},
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{\"Type\":\"NoChangeNotification\",\"Version\":\"1.0\",\"Attributes\": {\"After
\Il :\"60\" , \IlUnit\ll :\IlDayS\ll}}] n

3. BITUTHSRIESHBNEAER. FrrmBRNEACSHER

Linux & macOS

aws ssm describe-parameters \
--parameter-filters "Key=Name,Values=parameter name"

Windows

aws ssm describe-parameters 2
--parameter-filters "Key=Name,Values=parameter name"

/A Important

« Parameter Store 2N SR EFR K BEELFHANERKRE S IXLREHMRIX L F,

- ENNESHPNRFAERE , BRESBHEAESNARESNAZERE, M8 rritt
#HEBEBRNEECHER. flm :

Linux & macOS

aws ssm put-parameter \
--name parameter name \
--type parameter type \
--value 'parameter value' \
--policies "[{}1"

Windows

aws ssm put-parameter #
--name parameter name "
--type parameter type *
--value 'parameter value' "
--policies "[{3}]1"
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- WREEEFRBNSHIRIMFTRE , Systems Manager FEZM MBI ZS BN K. WNE
RECHHEMBR. WREFLEEA —NHSNRBENS BRI RE | BERHFBMREE
B, RAFREE , R REAHHNER.

RN BT B S (Tools for Windows PowerShell)

BREBLITER |, £ Tools for Windows PowerShell SRR IMBIME S, TFEBNsousst#tBIRRA
BEOMNEER,

RERAMENESHK

1. $TFF Tools for Windows PowerShell }1Z21TIA T T IEEEEWEIE, BL4BIE Amazon Elastic
Compute Cloud (Amazon EC2) F EEHEE AR , =& AWS Identity and Access Management
(IAM) AR TR T T HBIRIBR

Set-AWSCredentials °
-AccessKey access-key-name °
-SecretKey secret-key-name

2. BITUATaS , UMERN PowerShell 2FREX . WRHEAEZERSD (HEx%E ) XE (us-
east-2),

Set-DefaultAWSRegion °
-Region us-east-2

3. BITUTHTRRBEAIMINESH, HEM sttt BRNIEECHNER.

Write-SSMParameter °
-Name "parameter name" °
-Value "parameter value" °
-Type "parameter type" °
-Policies "[{policies-enclosed-in-brackets-and-curly-braces}]" °
-Overwrite

THR—NMEEE 2020 £5 A 13 BF® 12 = (GMT) HIBRSHB BRI RG], HREEE
EESHEMIBREIE (5) XEK Eventbridge S4B HKEE., &5 , ©EE 60 KEAXN LS
HITERAEE T NoChangeNotification KR, L RHIFIZBM AWS HEXZIAFERAEY
% (313vat3131),
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Write-SSMParameter °

-Name "/Finance/Payroll/313vat3131" °

-Value "PEsSwW)rd" °

-Type "SecureString" °

-Policies "[{\"Type\":\"Expiration\",\"Version\":\"1.0\",\"Attributes\":
{\"Timestamp\":\"2018-05-13T00:00:00.000Z\"}}, {\"Type\":\"ExpirationNotification
\",\"Version\":\"1.0\",\"Attributes\": {\"Before\":\"5\",\"Unit\":\"Days\"}}, {\"Type
\":\"NoChangeNotification\",\"Version\":\"1.0\",\"Attributes\":{\"After\":\"60\",
\"Unit\":\"Days\"}}1"

-Overwrite

4. BITUATHTRIISBNEARSER. FraaBRNEBCHER.

(Get-SSMParameterValue -Name "parameter name").Parameters

/A Important

« Parameter Store 2 SH LR B R , EEEEAHERKE X LR SM BRIX LR,
- ENNESHHMBRFIERE  BRESEAFERAESNAESNAZEERE, 50 -

Write-SSMParameter °
-Name "parameter name" °
-Value "parameter value" °
-Type "parameter type" °
-Policies "[{}]1"

- MREBEEERBEHSHBORNEFKE |, Systems Manager B MBI ZSHBNKE, NE
KECFEMER, MREFLEMEE —NRSNRBNSHBRMI R |, BEFIHAELREE
B, BAFEKE , RAERFABHER.

ERSBEREH

LYEFIRVEAEEZLTANABBE NS H T o RNERZ HE. MANESHEELBSHRERE, X
BKE , BURBAMERTHRNSH  (EETRUERS MEAMEERERENS I

BRMERSHEREUKRFBHELNEES Y. —MEREURE-—IMSHREN , SREERERILE
M BREE,
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£

- SREBERERH

- BHEREHTHNESEH

- PBR#IXS Parameter Store API 2 4ERY 1/ 7]
- ERRXENEESE (AWS CLI)

SRR IRER B

N

THRAEBMHRPEA=ZNRRERNEINRFRUATRER :
/Environment/Type of computer/Application/Data
/Dev/DBServer/MySQL/db-stringl3

BRI REERS 15 MBINBEREN. BRMNBUERRRIMNEHIARREHNEREN , W
AR RBIFRR

- BHFEERMEFEINHRE (CI/ICD TFER )

/Dev/DBServer/MySQL/db-string
/Staging/DBServer/MySQL/db-string

/Prod/DBServer/MySQL/db-string
- BHERABRRNNAER

/MyApp/ .NET/Libraries/my-password
o BHWSFHR
/Finance/Accountants/UserlList
/Finance/Analysts/UserlList
/HR/Employees/EU/UserlList
SHERGHALTRESHN LN, MAESENRANEBEESHRENRS . SHEREMET#
BEANBREASFHEERSH., XUHPLEREAMRNEERFENRES NS,
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BABBE—NRREN , ATFEETEANRRERIRESH , MUTREATR , XERHIEFENEF
HERERARE,

/DevTest/MyApp/database/my-password
REEAIURNEFNBERNE—NE—F , MU T RO :
/prod/MyApp/database/my-password

BEEREESHEREN, BUEE—REESH., SlUBESH., ZERIMEREAYE , EXGE
IREEK] 2 BITE Parameter Store REIZMNFTIESHERIBS ., REATUTHEINSHEM N BESE.

/parameter-name
parameter-name
BHRREHPHSE

FRAERREHN S —NFALR | BEBEIS A GetParametersByPath AP I EBHE X LMD HFTE
S, Hlm , MEEM AWS Command Line Interface (AWS CLI) iZTUA T @6 , REFIRE 1IS K5l
RINFIBE S,

aws ssm get-parameters-by-path --path /Dev/Web/IIS

EEERREHPMEN SecureString S , BEEREM --with-decryption S8 , T
RBIPR R

aws ssm get-parameters-by-path --path /Prod/ERP/SAP --with-decryption

BR&I¥t Parameter Store API & /ERY i8]

£/ AWS Identity and Access Management (IAM) RE& |, B E] LR SRR %I 7 XY Parameter Store
APl BEMRN BB 17 B R,

EUTROIRES  BEOMAFRTFNEERD (BB ) X5 (us-east-2) HHY AWS IKF~
123456789012 HIFTE S BUZ1T PutParameter AP R2EMILEINPR, BFEE , REAFEXIMNES
BHE , RRERNIEL T PutParameter B4ER Overwrite T, #BAFWR , A HSE T IR
APAUBESE , BFENNESHHITER,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ssm:PutParameter"

]I

"Resource": "arn:aws:ssm:us-east-2:123456789012:parameter/*"

"Effect": "Deny",
"Action": [
"ssm:PutParameter"

1,
"Condition": {
"StringEquals": {
"ssm:0Overwrite": [
"true"

}I

"Resource": "arn:aws:ssm:us-east-2:123456789012:parameter/*"

FERARREREESH (AWS CLI)

HEERNE T WABERER AWS CLI RERSHRNSHEREW,

1. ZREHEE AWS Command Line Interface (AWS CLI) ( fR & RHITIZIRE ) o

BXRER , BEAREKREH AWS CLI ERFTRA.
2. BIUTHTRE—NER allowedPattern S8 M String SHERBEMNSH, RRFIFHH AR
TEIXARTSBWEXTN 1 3 4 MEFE,

Linux & macOS

aws ssm put-parameter \
--name "/MyService/Test/MaxConnections" \
--value 100 --allowed-pattern "\d{1,4}" \
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--type String
Windows

aws ssm put-parameter ~
--name "/MyService/Test/MaxConnections" A
--value 100 --allowed-pattern "\d{1,4}" ~
--type String

T RESHRHRES,
3. WITUTHTZHANEERSZERINCIZNSH.

Linux & macOS

aws ssm put-parameter \
--name "/MyService/Test/MaxConnections" \
--value 10,000 \
--type String \
--overwrite

Windows

aws ssm put-parameter ~#
--name "/MyService/Test/MaxConnections" ~
--value 10,000 ~
--type String A
--overwrite

RELQRELUTHEIR , EAFETHREEEL -SRI EENATFEINER,

An error occurred (ParameterPatternMismatchException) when calling the PutParameter
operation: Parameter value, cannot be validated against allowedPattern: \d{1,4}

4. BITUTEaT , SIEMER AWS BEX AW SecureString S, ARHIFHAFERXNKRA
FAEEEEFR , HEEXNE 8 &l 20 NFRZIE,

Linux & macOS

aws ssm put-parameter \
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--name "/MyService/Test/my-password" \
--value "p#sW*rd33" \
--allowed-pattern ".{8,20}" \

--type SecureString

Windows

aws ssm put-parameter #
--name "/MyService/Test/my-password" *
--value "p#sW*rd33" A
--allowed-pattern ".{8,20}" A
--type SecureString

5. BITUTRTRESNMERL-SRINEREHWNSH,

Linux & macOS

aws ssm put-parameter \
--name "/MyService/Test/DBname" \
--value "SQLDevDb" \
--type String

aws ssm put-parameter \
--name "/MyService/Test/user" \
--value "SA" \
--type String

aws ssm put-parameter \
--name "/MyService/Test/userType" \
--value "SQLuser" \
--type String

Windows

aws ssm put-parameter #
--name "/MyService/Test/DBname" A
--value "SQLDevDb" »
--type String

aws ssm put-parameter ~
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RAriEmE

--name "/MyService/Test/user" ~
--value "SA" 2
--type String

aws ssm put-parameter #
--name "/MyService/Test/userType" A
--value "SQLuser" 2
--type String
6. EITUATHRREHNISHNE,

Linux & macOS

aws ssm get-parameters \
--names "/MyService/Test/user" "/MyService/Test/userType"

Windows

aws ssm get-parameters #
--names "/MyService/Test/user" "/MyService/Test/userType"

7. BITUTHSERENMRIIANRESH.

Linux & macOS

aws ssm get-parameters-by-path \
--path "/MyService/Test"

Windows

aws ssm get-parameters-by-path 2
--path "/MyService/Test"

8. BITATHTHERHNSH.

Linux & macOS

aws ssm delete-parameters \
--names "/IADRegion/Dev/user" "/IADRegion/Dev/userType"
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Windows

aws ssm delete-parameters ~
--names "/IADRegion/Dev/user" "/IADRegion/Dev/userType"

ERSBIRE

SERERAFENNEE , BBEESHBNTRMRER., kST , AWS Systems Manager ¥ B 3l
REFRAF RIS EM 1, RS AR BEEFESMRAFCESBMRAN AiE.

flan | RiIgEBE—NER /MyApp/DB/ConnectionString WS, SHEEMNIRIFEH R
EES MySQL RFBHEZEFHTE. ENMZNARFZE , EHFERSBRERAEFREERENEEZT

M, BRE®R /MyApp/DB/ConnectionString M{B. Systems Manager B3I R FEZEFR
RABERA 2, AEBZIBEEBNMNRENAE , BABNSHEMMT —MrZ. JRA 1 K0 Test 57
Z , FHFMRA 2 Mhn Production R,

B — NS BURTHREBES — N, Bl , IR EFERAFEFBEENEEFTREN /
MyApp/DB/ConnectionString S BIZEMA 3 , M AHF Production SrEMNSEHIRA 2 BESH
MY RR A 3,

SENERSHINCHRERENR, ENALAFRNMSHANA TR AWS BRI ICEREE &
We MEZT , RERARSHIEEMAH XAKEK,

EREERLY , BRFEARSENSHE. MRFEH GetParametersByPath APl REEBSEIRE , WA
EEEAMEBERENMAERESBRANSIR , AR5 E AR,

(® Note
MREETHRTEE T FFENSBRE , WESTHEAY. EFRERIZSHNKZHR
RRINE.

PREESR MR
SPHREEBAUTERMRS

s —ANSERAHZZAUER 10 MRZ,
o BEEFE—HZHMNEIRE—SHWTRRAR, o, MESHNRAE 1 EBFRZ Production , U
T 3453 Production KM iNZIRRA 2,
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o BALLR — PN SBMANTREBRE S —NMNSHRA.

- BIBESHE , TEUERE, LIRS INEISHNBERE,

- MREFBEREASHNE | WHEBES KR H MM SR EMER.

- RERZAITE 100 M2

- FEALUEEFR] (RESAPE ), BFE, OR (). EFHF () TR ().

o MMETBEUBE, ‘aws’H‘ssm” ( FRODAKNE ) Fk, IRBRERTHEZXLEER | N FTFHRZH
MBISERAE , HERSZFE InvalidLabels HHIIRFPETRE,

£}
- ERSERE (BHE)
- FEASHIEE (AWS CLI)

FERSHBIRE (8B4HE )
WEB DB T tfE{E A Systems Manager #2#| & ITUTES,
- BIBSERE (EHHA
- EERMNESHENTE
- BYSHEHE (#HE

- BBRSBHRE (BHE

E2HE )

)
(
)
)

BIRSHIRE (£2HE )

LT EBNE T WAL Systems Manager 4| & FFEM MBIIME STOBERE, QIRSHE
oSk AR

ERREMMEENSBRA , EHRITUT IR -

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

ESBEES , E#F Parameter Store,
RSN BMUITF ZS B FAE S TNH,
%R History I+,

ERE N HH RN S BRRA,

o bk~ 0N
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i%## Manage labels (BE#5rZ),
i%3$¥ Add new label (RIIFTIFRZ),

EXFEF , MAREEH. EMMESHRL | HiEEFE Add new label (RINFIRE), £&RZ AL
Mn 10 MRZ,

G ERREFEER.

EEMRMBISHAIRE (2FE )

—NSEIRAZZTUEER 10 MEL, UTERNA T AR Systems Manager 2 & & & & Ff i
EIZBRAH I EIRZ,

EEFM MBS BRANIRE , THITU TSR

1.

o M 0N

1718 https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

=1

ESMBEES , E#F Parameter Store,

ERSBNEHRUIT T ZS BN FAEERH.

1E£$E History &I+,

KREEZEFHEMBEMMRZHNSHRA, Labels (frX) 5. R MBS BRANWFIEIRZ,

BHSHIRE (255 )

LLTRERENA T A Systems Manager 2 & &S HIREB ER —SBH H AR A,

BERFEBEHMSHRAN , FHRITUATIR -

1.

©® N o a0 b~ b

1518 https://console.aws.amazon.com/systems-manager/ , ¥TFF AWS Systems Manager 3l

L
Ho

ESMEKT , &F Parameter Store,
ERSBNEHRUIT T Z2 BN FAEERE.
%R History I+,
EREBRDHRZENS IR,

i%#& Manage labels (BE#5r%),

#%$# Add new label (7R INFTHARZ),

EXAESR |, AR,
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9. ZERE , BRREFEEX.

BIERSBIRZE (2FHE )
LUTEBNE T A E A Systems Manager 12 &) A Bk — MRS NS BIRZ,
EMBRSHBNIRZL |, BHRITUATEER -

1. 1A\ https://console.aws.amazon.com/systems-manager/ , T AWS Systems Manager 12l

L
Ho

ESMERKT , £#% Parameter Store,
ERSBNEHRUT A ZSHNFAEEREH.

1%$E History &I+,

ERERBRERZENSBIRAE,

i%## Manage labels (BE#5rZ),

R ER RN B MREE L Remove (il BR).

TRE , ERREER.

HWIAEWERREBY , EXREFRHA Confirm , REEE Confirm (HIA).

© ©®© N o g bk~ w0 N

FERSEHRZ (AWS CLI)
WED BT WfmERA AWS Command Line Interface (AWS CLI) 3T TESS

- BIEFHNSBIRE (AWS CLI)

- EESHWIRE (AWS CLI)

- BEEEOEENRZNSHIFIR (AWS CLI)
. BEhSEIRE (AWS CLI)

- MRS EHIRZ (AWS CLI)

DI HISBIRE (AWS CLI)
UTFHBABNAER SRS ETMEAWS CLI BB BEIRA, ARSKE | kM IIFE,
BORSHIRE  BRTUTSE :

1. REHBEE AWS Command Line Interface (AWS CLI) ( #1R R MITIZIRE ) »
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BXREER , BZRZEHERH AWS CLI VHHTRA.
2. BIIUTHSUEFLZENNEHNINFENSHNIIxR,

® Note

SHAELETN AWS X ATH, MREFINENEMIFENSH , FRIFENHX
o

aws ssm describe-parameters

B T ENEM RSN S AR o
3. BITUT®T , EEZSBRIRMERS,

aws ssm get-parameter-history --name "parameter-name"

e FENEM IR ERNSBRA
4. BITUTHT , BIREASRRBXSBNER.

aws ssm get-parameters --names "parameter-name:version-number"

THER—/MIF.

aws ssm get-parameters --names "/Production/SQLConnectionString:3"
5. BTUTHTZ— , LUSEEH MBISHIRA, MRMNSNMRE |, ERAZEERSBREEMR.

R B 0 2SR HY B AT RR AR

aws ssm label-parameter-version --name parameter-name --labels label-name

TR HY IS ERAY 45 E R A

aws ssm label-parameter-version --name parameter-name --parameter-version version-
number --labels label-name
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-FE;EE_H::bZ]__\1§IJo

aws ssm label-parameter-version --name /config/endpoint --labels production east-
region finance

aws ssm label-parameter-version --name /config/endpoint --parameter-version 3 --
labels MySQL-test

(® Note
WMRAHE Invalidlabels SIRHPERECIRIHIRE |, MR RUARERFEARTERIE

RN ESR, FEFERAER, MNP InvalidlLabels 3|FxHFZE |, MR REVFZERK
I A TS BUARAS,
6. AILFEAMAEHIGEEMEESHNFEAETE, ETUTHEIHEELEL—SHOENEE,

aws ssm get-parameter --name parameter-name:label-name --with-decryption

o TRREMTER.

{
"Parameter": {
"Version": version-number,
"Type": "parameter-type",
"Name": "parameter-name",
"Value": "parameter-value",
"Selector": ":label-name"
}
}
® Note

HH R Selector & 1E Name B AFERHPIEENRAESHIFZ,
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EESHIRZ (AWS CLI)

BRI AR GetParameterHistory APl 2 EEFE TEA LI XMMMBIEES BN FERL, HE , &
AILAE A GetParametersByPath APl R EEE 7B ERENRSNMES BN 5I&K,

E# A GetParameterHistory API #EEFSHMRE , BRITUTHR !

1. BUUATHTUEREUUEEERENSHNIIR.

® Note
SHRAEVECHNXETA, IRETIEBHEFGENSH , FRIEEHXE,

aws ssm describe-parameters

FEBRBEERHRENSHNET.
2. BITUTE@S , EEZSBRIFIE R

aws ssm get-parameter-history --name parameter-name --with-decryption

REFRERGTUATARENER.

"Parameters": [
{
"Name": "/Config/endpoint",
"LastModifiedDate": 1528932105.382,
"Labels": [
"Deprecated"
1,
"Value": "MyTestService-June-Release.example.com",
"Version": 1,
"LastModifiedUser": "arn:aws:iam::123456789012:user/test",
"Type": "String"

"Name": "/Config/endpoint",
"LastModifiedDate": 1528932111.222,
"Labels": [
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"Current"

1,

"Value": "MyTestService-July-Release.example.com",

"Version": 2,

"LastModifiedUser": "arn:aws:iam::123456789012:user/test",

"Type": "String"

}
]
}

EEEIRERZINSHH IR (AWS CLI)
BAI LAE A GetParametersByPath AP R EEERBEP P AR ERSIWIIES N IR,
EIUATHSUEERRPIEERENRINSHNIIR, B8 Mt BR N EEESNER.

aws ssm get-

parameters-by-path \

--path parameter-path \

--parameter-filters Key=Label,Values=label-name,Option=Equals \

--max-results a-number \

--with-decryption --recursive

REFRERCTUTABRNER. B REIH , AFE /Config BETHIT TER,

"Parameters": [

{

"Version": 3,

"Type": "SecureString",
"Name": "/Config/DBpwd",
"Value": "MySeperGr&pass33"

"Version": 2,
"Type": "String",

"Name": "/Config/DBusername",

"Value": "TestUserDB"

"Version": 2,
"Type": "String",
"Name": "/Config/endpoint",
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"Value": "MyTestService-July-Release.example.com"

BHSHBHEE (AWS CLI)

/

UTEENAT MMAFSBREBER -SRI EMRE,

BHSURE
1. BIUTHS  ERFZSBNAMERSR, FrimmBRNEECNER

aws ssm get-parameter-history \
--name "parameter name"

BAZEGHRIBANBENSEA R,
2. BIUTHSLUNNERSTEASENEMERA, B8 Mrrrss BN EECHNEER,

aws ssm label-parameter-version \
--name parameter name \
--parameter-version version number \
--labels name-of-existing-label

® Note
NMEEFINERSEBESHNEIRAE , MBIBRE G TSP --parameter-version,

i BR S BFR % (AWS CLI)
LTSRN EBT AR AWS CLI BiBRS iR,
ERBRSEBIRE |, BRITUTIRE

1. BITUATHS  ERFZSHBNAMERSR, FriBBRNEACHNER

aws ssm get-parameter-history \
--name "parameter name"
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RAriEmE

REFBRERUTUTRABNES

{
"Parameters": [
{
"Name": "foo",
"DataType": "text",
"LastModifiedDate": 1607380761.11,
"Labels": [
"13",
nyon
1,
"Value": "test",
"Version": 1,
"LastModifiedUser": "arn:aws:iam::123456789012:user/test",
"Policies": [],
"Tier": "Standard",
"Type": "String"
.
{
"Name": "foo",
"DataType": "text",
"LastModifiedDate": 1607380763.11,
"Labels": [
nyqn
1,
"Value": "test",
"Version": 2,
"LastModifiedUser": "arn:aws:iam::123456789012:user/test",
"Policies": [],
"Tier": "Standard",
"Type": "String"
}
]
}

FERERRE - MRS MRENSHBRAE,
2. BIIUATSS , MREESHPERNRE, MMt BRNIEACHER.

aws ssm unlabel-parameter-version \
--name parameter name \
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--parameter-version version \
--labels label 1,label 2,label 3

REFBRERUTUTRABNESR

{
"InvalidLabels": ["invalid"],
"DeletedLabels" : ["Prod"]
}
SRS HRAR

FRIRES B ER , Parameter Store ( AWS Systems Manager B9 —IIhag ) L EIES M F AR
AHAREUFHIRAE, ERIEIEB—NDSEET , Parameter Store A iZS WD ERA 1. ERXSH
{&J5 , Parameter Store 2 B NRABIEM 1, BALESHENATLEZRHEEMERANIFAEFE
(TFEE) .

BRI LUEEETE API B SSM X ERAMNS IR ; I : ssm:MyParameter:3, &7
LATE APl R F1 SSM XA IEES BB NBERES., MRTIEERES , REBHFEARZIHRE,
MRBIEATEFEENRAIEERS , MWRSEHREHEIR , MALERIZSHNFZEHRERINMRA,

BUERSHRAEE - R ANEXSHRE. WA SBIREAREHT -BERYP , UpHIESRIE
WEINER

BRZALN—NSHEEM4ES 100 MRAE. ELIET 100 NMSBRAE , SREIEMHRAT |, &8
SMALEKARBRSHEIRKIBMRAS , BAE N HTARAS S H 22 E o

ERB—NEIARFEIBRPEELE 100 NSHIRE , HESBHRIH I BAS BN RIBRE, &
XHERT , TaNFERIBRPRBRIZRE , SIEZFTSBRANERG AR, ARFEREEH LD E
BEESKRBERENSHIRSTERIBR,. ERENEFSH , B E EEHRIENS BN RIBREB ZERT IR
AN LMEEREPER,. BXBHSEGRENER B3R BSBRE (2448 ) M BHSBERE
(AWS CLI),

DTIBNEBTUARESH , HRIERESEAEHMRA, BRI LIEMA get-parameter M get-

parameters MR EFSHIRA, BXEAXEWSHRO , 525 (AWS Systems Manager API
$#&) By GetParameter Fl GetParameters

£
- BIESHAFMRAE (EFE )
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« 5| ASBRE

BIESHFRE (2FE )
B LAE A Systems Manager 2% & 8|2 S BN FRAH EZSHHIMRAT £ 18 %K.
RIS BATHARA

1. 1AE) https://console.aws.amazon.com/systems-manager/ , 77 AWS Systems Manager 12l

Ao

2. TESMBERKF , EF Parameter Store,

3. ERZERENSHNE. BXRCIEHSHEMEER |, BESH 812 Systems Manager %,
4. EERE.

5. £ Value ({B) EH i AFWE , AFEE Save changes (REEX).

6. EENINEFHSHENEH. 7 Overview I+ L , WIFRRASEEEM 1, HRIEHE.
7. EEESBFEMRANFALIER , §1ER History (1 £iEF) EIF,

5| S BURA

AIAEALTHER , s, API A SSM X 5| A ENSEARA : ssm:parameter-

name:version-number,

UL RBIF , Amazon Elastic Compute Cloud (Amazon EC2) run-instances command S
# golden-ami BIRRA 3,

Linux & macOS

aws ec2 run-instances \
--image-id resolve:ssm:/golden-ami:3 \
--count 1 \
--instance-type t2.micro \
--key-name my-key-pair \
--security-groups my-security-group

Windows

aws ec2 run-instances #
--image-id resolve:ssm:/golden-ami:3 »
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--count 1 ~

--instance-type t2.micro ~
--key-name my-key-pair "
--security-groups my-security-group

(@ Note
M resolve MISHEMERT --image-id &M I E Amazon Machine Image (AMI) 1€
NEENSH. EXESZER , 28 LID#HNEME D HAENSBXZF.

LR RAEXTE SSM X#H#EER N MyRunCommandParameter KSR 2 B9 R4,

YAML

schemaVersion: '2.2'
description: Run a shell script or specify the commands to run.
parameters:
commands:

type: String

description: "(Required) Specify a shell script or a command to run.

displayType: textarea

default: "{{ssm:MyRunCommandParameter:2}}"

mainSteps:
- action: aws:runShellScript

name: RunScript

inputs:
runCommand:
- "{{commands}}"
JSON
{
"schemaVersion": "2.2",
"description": "Run a shell script or specify the commands to run.",

"parameters": {
"commands": {
"type": "String",
"description": "(Required) Specify a shell script or a command to run.
"displayType": "textarea",
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"default": "{{ssm:MyRunCommandParameter:2}}"

}
},
"mainSteps": [
{
"action": "aws:runShellScript",
"name": "RunScript",
"inputs": {
"runCommand": [
"{{commands}}"
]
}
}
]
}
FERAXESH
HESRSHAEILZSKFRETNEEREETERE, EUUEPEERNEESH , SEE5IAXE
SHWEM AWS IKF HESH,

Parameter Store 5 AWS Resource Access Manager ( AWS RAM ) £/ , AR SRS EHH
=, AWS RAM R—TIfRS , LB 5HM AWS Ik HERIF , HREBT AWS Organizations
E R R

BEEH AWS RAM |, BB RRAZUAZERENAR,. ARAZEEERAZNRR, BER
%E’\J#XFEJ«X&'EJZJJ—(;J%/JEE’\JEFH%O ERERIE

« AWS Organizations FH AL N IHRATFHIIFE AWS 1K,
« AWS Organizations FHFTEHALALRNTHALR L
« B7E AWS Organizations FHIENELR

FX AWSRAM EZEER |, 1§25 AWS RAM A 1ER.

REBUHANARZER BN SBARNAERA R ZLENSH

\y

&
- HESHHEREH
#

N\

\\

ink
\\\}t

\|
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- BHEHASEHESHK

- FMARESHK

- HRHAESHK

- HESHHNRE

- HESHBHNSEAFULE

- HESHHEN

B AWS IK /= Y E5IK 175 Rl X R

SHH FERFZM

\\

H=E=
\?—

EHZTRFFNSE , MATEHREAT EREH

9
i
W

S, BATE AWS IKF FHREZSH. ELERZEELEHAZTNSH,

, ZSBHRANESRSHED. BEXSHENER , F5H EESHE. BXNNE
*T/’E*%ZEE&?J SRSHBNER , FSR BNESEERINS LS H.

« EHE SecureString ¥ , XANFEAZT A REEZANE#TMNE |, H HLHE T AWS Key

Management Service 2L Z X4, TEHLE AWS REXEH, EFHEJWA AWS EERH

FMBENSEAUEFAIXAZTFREERH. BX AWSKMS ZEANEN , HZ5H (AWS Key
Management Service Developer Guide) ## AWS KMS concepts,

- EHHNT AWS Organizations AHHR BN K ZSH , LU A E AWS Organizations 1=,
BEXEZEER , BZHAWS RAM (AFER) BH 1TSS AWS Organizations =,

|
¥ O
i
¥ O
=

HESH
BELESH , BXMEERANBRREREZE, BRREAXLZRE - AWS RAM &R , a[iL&RE AWS Ik
ZERR. ARRAEREEERENERURScHERRNERSE,

EEHM AWS Ik REESHENSHE , BAUMNEN AWS RENRHF#HTER , BFERAEME
BfR, BXREZER , BEH AZSHHNRE,

MREE T AWS Organizations AW EMNAR , HEA THLARAHRE | NEAURFAHRAPNERE
M AWS RAM #£HI 8 F R X ZSHHINR, BN , FAELQRIIMATRAZNEE , AEEIBIE
BEIREBXN HEZSHH R PR.

BRI LAEA AWS RAM #4485 AWS CLI £ZBHCHEN S K.
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® Note

BART LU Systems Manager PutResourcePolicy APl R{EHXZES ¥, (BEER AWS
Resource Access Manager ( AWS RAM ) , X 2R A PutResourcePolicy FEEHNIT
AL E |, BMEA AWS RAM PromoteResourceShareCreatedFromPolicy AP| #4553 5
BARNRHERREE, BN , Systems Manager DescribeParameters APl BEF&EFA --
shared &R EZ S,

A AWS RAM ZH AR ZHENSH

BESH (AWS RAM AAF#ER) AHTE AWS RAM e8| R FEHE,

it

SERZI R BT TR -

ELSB1UTTESD , NTRIR , %¥F Parameter Store Advanced Parameter , RFEHEH
ENERSHBEHREINSHBIE,

s BSBR2TEF , NTFREEINR , ERERFEABENNR , IATBEEHTIH HESEHHN
BRE HPATR,

BELSHNSHEAZERERE ML,

£/ AWS CLI £EHHENSHK

£ A create-resource-share P AN R REZRINS K.

f£ A associate-resource-share as S MM AR BHERMNSH,

UTROIBIET —IMNHERAE  MESALANNAKSFNEREREZESH

aws ram create-resource-share \
--name "MyParameter" \
--resource-arns "arn:aws:ssm:us-east-2:123456789012:parameter/MyParameter" \
--principals "arn:aws:organizations::123456789012:0u/0-63bEXAMPLE/ou-46xi-rEXAMPLE"
"987654321098"

Tt

-IJ:/\

W

-

0t
0t

7N\

i

.IJ:/\ g&)': {EFH %LKF%/%EW'ETJ-L%Z ;&o
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EELHEAZHENSH , XTINERAZPTEHBRR. B LUFEH Systems Manager #4515, AWS
RAM #2#| A5 AWS CLI FER LR 1E,

£/ AWS RAM £2Hl8F IR ERENSH

B2 (AWS RAM User Guide) # B Update a resource share in AWS RAM,

£/ AWS CLI FLEHZHENSH

5/ disassociate-resource-share a8 %o

FRIRHEESH
WEENMEAETLUER AWS CLI FRREES
£/ AWS CLI #fRREESH

EfEHA AWS CLIFRRHZES B |, ATLL%E A Systems Manager describe-parameters &85 AWS
RAM list-resources ¥,

£ --shared W5 describe-parameters —RFEAFE , Za S 2 REASEREZNSH,

T & Rl
aws ssm describe-parameters --shared

TRRESH

ERAETLGER AWS i R{TIEMAWS SDK TR EZESH ., WTFEAEKF, , SZEKFREENS
BARESEEBNWSHITEF,

CLI R¥I : £/ AWS CLI TRl X =SB FHER

EfH AWS CLI R £ZESHNFMES , TR get-parameter 3 get-parameters i Fo. AT
TESH ARN IEEN --name , TEEMNEMKF R EZS I,

AT

aws ssm get-parameter \
--name arn:aws:ssm:us-east-2:123456789012:parameter/MySharedParameter

HESUZFNTFIFNENK
BRAIEA TERGRPEARZESH
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« AWS CloudFormation #1x 5 3

« AWS ZHHMZ 1 Lambda ¥ &

« Amazon Elastic Compute Cloud ( EC2 ) B 3h#8#x

£ EC2 Runinstances @ M Amazon Machine Image ( AMI ) #2418 ImagelD {&

£ Systems Manager B9 Automation T8¢ , 21T FMFARESHE

UTosMERBRS BT XBFERALZESH

N

- Systems Manager #9 Run Command HaEHR & RIS
AWS CloudFormation 175 5]

AWS CodeBuild FIMEFEME

AWS App Runner FIMET EHE

Amazon Elastic Container Service P24 {E

HESHHNRE

\

ERAEKFREEEREAZSUNARTGRNR, ERAELEZENIRRZRSH. ERELTEEE=
MK HFZRSH

£ AWS Resource Access Manager FRIZATHESHM B RELZR , AASAMNFADN AWS RERXNR
SHhHTER , UEFHRZIHRNR

AWSRAMDefaultPermissionSSMParameterReadOnly

RIFHYIRYE  DescribeParameters. GetParameter., GetParameters

AWSRAMPermissionSSMParameterReadOnlyWithHistory

SLIFRYR

{E : DescribeParameters, GetParameter., GetParameters. GetParameterHistory

% (AWS RAM AF#8/) F1E AWS RAM HF 8|2 T FEXZH LRI TRIEN , i£3F Parameter
Store Advanced Parameters #EARRERE  HEBREEREFZFEAFREESHTLICFKERERHSP
— M IEERANR,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RunInstances.html
https://repost.aws/knowledge-center/systems-manager-parameter-store
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html
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https://docs.aws.amazon.com/apprunner/latest/dg/env-variable.html
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HESHNRAELE

Systems Manager BR#| T GetParameter fl GetParameters REMNBRATUHE ( BHESH ), &
BEMAKFRAESER, At , EARZESHNENINKFBAUEAARTFHEAETLE , ToZE|
Hihlk W&, BEXSHEATHENESER , BSAUTES

« 125 Parameter Store 1 &

{Amazon Web Services —fi§5Z&) HH Systems Manager service quotas,

HESHHNEN
REBRSYEIBEKFHRE, XTERSH , SIS RSHNEFRN AP EHERITNE

=)
T8, SASHNREKFFEINRRSBNEFETEA . YAENSRSUEHT AP 1A ER K
P NEXNRRSHER R,

i, K A BIE T SRS MyAdvancedParameter , MiZKF 8 A EX( 0.05 ETREMKZS
8

R , IkF A 5k B #MIkF C #£Z MyAdvancedParameter, E—MNAA , X=ANKF H B
MyAdvancedParameter, TZ&RIRA T EKFERAXB~ENTER.

(® Note

TRIIFTNFRANEHEAZAH, ERUESFEN , HSE Parameter Store By AWS Systems
Manager Eto

K = AR W %
WP A(HREKF) —AXARA - FHEEESHB—1A 0.05
e
« @A MyAdvance
dParameter —HX:
0.05 %7t

e BE:010%T
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Tk 7 EE U %%

kP B(ERAKF) B XE A « M MyAdvance
dParameter WRHIX :
0.10 E£T

- BE:010%T

WP C( ERAKF,) =RXRAA @M MyAdvance
dParameter =X :
0.15 %7t

- BE 015 %

EXFH AWS K= #YE5 0K P 175 R X R

MRERBEHZSEHWN AWS K EXH , MAAEEAKF#2XENLZSHNIHRINR, MRAF
WKAEKSRARHN 90 RNEMITI , MEAKFQ2ERREN EIRLESHNHENER. Bk

KAEHEEFRITAKFNESER |, 55 (AWS Account Management Reference Guide) A HY
Accessing your AWS ik 7 after you close ito

B #E A Run Command Ss & EAS K

& B[ LATE Run Command ( AWS Systems Manager B9 —I1Zh&E ) FERASH. BEXEZER |, BSH
AWS Systems Manager Run Command,

IZ1T String 28 ( #2FI& )
UTHERFESETRZITEA String ZHNTTHEE.
E A Parameter Store &1T String S8 , BHRITUT SR -

1. 1A https://console.aws.amazon.com/systems-manager/ , ¥TF7F AWS Systems Manager %l

=

2. HESMBEKRTF , £ Run Command,

3. i%#F Run command ( E{THH ) o

4. 7 Command document 5I&H , Ei%£$FE AWS-RunPowerShellScript (Windows) 2 AWS-
RunShellScript (Linux).

5. XF@mtSH , EH A echo {{ssm:parameter-name}}. B : echo {{ssm:/Test/
helloWoxrld}}.
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6. T Targets ( B#r ) B2+ , BIEENRE, FHIEEXFILLERZFREERFE , 2REEH
EEITHBRENEEXT R

® Tip
MRERIEEFZEFINKERAT S , F5H EBREEXNT Lol AR RIS SR A E
BEBR#R TR,

7. XF Other parameters ( 3% ) :

« XF Comment (FR ) , FAABXEGTTHER.
« XF Timeout (seconds) (R (¥)) , BIEEEE/N B THRITAMZAIREZEFNI I
8. XIF Rate control ( EREH ) :

« 3F Concurrency ( #% ) , BEEEFANETZHTHAERNTANKERT AL,

(® Note

MREBEBIEENATRERT RNFLHIEE AWS Resource Groups RiEF B #5 ,
BEFREEZSONMNREEATREHENER , WABSEET 2 LRRBRE TRMEZETZ
XH4H B AR BE,

« XTF Error threshold ( S5ixHE ) , FlEEIMTE—ERESBIEN TR EXWE , ARE
HREXAT R LELEETZOGS. fl0, MREBEE=1EIR , Systems Manager fF7£ 4 Z|
BONMERNFELELZEZDT. MELBZGSHRERNT Lt JELIEEIR,

9. (FNE)XNT MmHEN , ENGSREHAEINHN  Fid FaThiEEA S3 FEE E. £R
AER@AFEBMBIR ( XHEKR ) B

® Note

RIFHBEEA S3 FEMNWEENH S3 R , RAEAXRFNEFEEXH (EAT
EC2 326l ) = IAM RS AE (RERENITEN ) WIR , MA2HITHESH IAM A
PHNR, BXESER , S HEE Systems Manager FTENEHIRRR T B A THIE
Bl IAM RS A, i, MREEN S3 EHBUTAEHN AWS K. & |, FR