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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/tagoptions.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/aws-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/aws-tags.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BEEARERESR , UENNSIFERIM, REIMERRE, BEEARERIESR , SLERER
ENEER , REERRERTERXERRNIRL,

ERINRERER

1. &%, AWS Management Console.
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https://console.aws.amazon.com/console/home
https://console.aws.amazon.com/resource-groups/tag-editor/find-resources
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
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FEMES , RER—-ERE , ERXEARERERA —PRIES.
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RIKFHRNRR. FAR2BEXR , FAAFSEERELANR , ARRAERABRAFRNITEE
BA S R REVES .

AWS FEEER G BERIE—HEIASL IR, B SBERAIE https://aws.amazon.com/H1E#F
‘BNIKF" , EFALSNKFEHERENIKS,

SIEEREETRNRNAF

HREMZIE AWS IKF , RIPIRET AWS IKFARAF , /B AWS IAM Identity Center , /5632 —
MNEERAF , XHRBARER root A RNITHEES.

R IREY AWS Tk 7= 48 A 7
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&)
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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2. 1£ IAM Identity Center 7 , AR FEEIH B NR,

BxFERAIZE IAM Identity Center B X ER NG HKIR , BSHEEARIAMZERE R 1HEH
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LEREETRNEBRNAFSOER

- EFMAEMN Ident IAM ity Center AP & FKURL , EFERAETESIZE Ident IAM ity Center F P B & 3%
FIE Y B FER A ut Y B RE R

BXEA Ident IAM ity Center AR EFH B , BZHE R AWS HRIAFMIIF AWS &F AF
E®.

R 7 14X BR 40 Bic 4 LAt A
1. fE |AM Identity Center 1 , f3 —ME1E R A SR RNRAY R AERERM N RER

BXRUHA , HSREPH L ENEE AWS IAM Identity Center A 18R,
2. MAFSEE—NMNE , RN ZEDEE BT ERR,

BXxEE | BHSREFRRMEIE AWS IAM Identity Center FF 8/,
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TE5 -
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html

FRiE AWS FIRMRE BT RAriEmE

- ERAREREREH S AERNER.

MREREER , N LUBEN 02Kk RN AP RMENRR AWS Identity and Access Management
(IAM) RS, ZEECEBIAMAEC, AFRREA , AENAEEFMENRNER, BXIZENMMIMAM
KENEE , BSRAEAKE,

THI [ 52 AR 55 RO A BR

/A Important
AT BMRESMCHM BRI RIR |, WFEEZPLRR AWS RS2 & MAPIs,

E@RRBEARMGE , CFEEHENREAMENRSHLENR, fl0 , EPRICTSHREC23ES] |, EAM
WEEZRS (H1I Amazon ) FHITIRICIRIEMAPIFR EC2 CreateTagsiE1E.

2 AR dm i 2R 12l B FT R R AR
BEAFSHEERDHAFHARITAR | BRI BEE AR TRRIAM, R BUR

IE—T AWS BT A RGP NRFEMBITERE AWS , FEEALGIRNLEF BCHAENE
B

£ AWS IRE 4RI PRIV IEE R g

MRERBRXFUTAR AWS HEXRE , BT UERXLEREE AP R -AMEHNR, ENE
SIEMNEMHEMERRE—#F , EUUXERERBHMITETAEE. BRH4A,

ResourceGroupsandTagEditorReadOnlyAccess

R P IMMIAMBESKAFRRTFRIANACS A S B AR ERBRENE AWS Resource Groups
MIEERER. BRIARNRS , ZE4NBS R BN ERAEZERONR. BEUTEER
AR THRESER.

ResourceGroupsandTagEditorFullAccess

LIRS EMTINIAMA RN AR R FENRES REE SR T A AEM Resource Groups BEUKERANE
ARERENNR, BEERREARRNFRE |, SE4TET LM REBAIZ T RARR, BE
DNTEEGRAHRTHRESER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
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/A Important

BAMRBER T AANSAESRRENEARSREREFENNR, B2 , B RXEEHRE

BWRAZBRENNR , EXFREEZHFRIEFRENEERRNHENNER. ERTFNFENE

B PR |, & A ANLA T KRBz — -

« XEXEE : AWS FEEFKIE ReadOnlyAccessi® FE M RS RIRMN RiEEENER, AWS
Bal EABERSHMBERREFERSLS AWS RS HEeqT A,

- BZHRFSBREHFETRZHRIERS AWS FREREE , S0 LAE X L 5 B SR R HI4 177 9]
ZRFEHNER. Hlm , TEHEC21E# AmazonEC2ReadOnlyAccess.

- BALDBIEBCHER  RBETFEFLAF HEN DRSS MR RNEE R BIRENDNR,
I SR B A S VR B R IR 4 51| R KB

AWHREBEANATEXHE—NBX  EREP , ERBARTFHRZE , BOIABR T HRZHR
LR, Fit , R SER AT R IR ET1 HBBUER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to allow tagging>"
}
]
}
®E , BRI LERELSIRER , AT HRREZFAERBRNTRZANEMETR, XEE—

NI EXAF AT HRIN 2K, RE , AT REIREIEL HE H Amazon BIRER
(ARN) 5l H B9 45 E B IR o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to disallow tagging>"
}

]

RS REERIE S A TR R W< 1.0 12


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess

FRiE AWS FIRMRE BT RAriEmE

}

F iR IR 4miE 2R R

© tag:* (WRBAWFEREHBSRE. NRESRIAFOTRRE  WTURESBRNEE
BEIBERNNES I RNVRETIR, )

* tag:GetResources

 tag:TagResources

* tag:UntagResources

e tag:getTagKeys

+ tag:getTagValues

* resource-explorer:*

* resource-groups:SearchResources

* resource-groups:ListResourceTypes

@ Note

Zresource-groups:SearchResourcesfX R AT FEERELEARSEBRETRLE
FAY 5 R
Zresource-explorer:ListResourcestXRAFHREHBRELERT RN I EHER ,
MmEARE LB RIFE,

RTFERARSRERBINR

AR BE LA AWS Resource Groups ARG RIRSRESRIZENAE® | HRITUTERAE,

1. fIFIAMEHEHARBRH,

2. RIERTHERERFRESNRNACR, EEFAGUTHFZAGHNEERE.
3. EMRETIRAH , HERERINNR,

4. EFREZEMINIAE K,

5. EERBIEKK,

RFERAmERESRNNR W< 1.0 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://console.aws.amazon.com/iamv2/home#/roles
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6. TEJSONEII~LE , G LA T BEEREH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*",
"resource-groups:SearchResources",
"resource-groups:ListResourceTypes"

]I

"Resource'": "*"

}
]
}

® Note
IR BE S B R F AT AR S 4m 1 SR R AE RO AR

7. {KRIERE Next: Tags ( T—% : $7% ) M Next: Review ( T—% : &F ),
8. HAMEBHBMAMILEA, Hla , AWSTaggingAccess.,
9. EFOIERE,

W#E , RESREFEETIAM , BRICHGHRMMBEGEZREA  flNge, HASAF. AXUMEER
ARIMKRBNESER , FSHIAMA F 385 AR 1A BRIAM S 4 1R .

E TR RN 77 B 425

AWS RS XIEFUTHRE

- ETRENRE - flan , BAIE—RE , UATFAFNIT GetTagKeys 5 GetTagValues
B | BRREMITH MR,
« RBHHNRRENR — FZRSZHFEAARNSERBEPIEELNTIR,

E TR RN =25 W< 1.0 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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s REFSHITEN - REBFZIHERBOZEFEARTIRE, Sl , B USIE— /R, )
ATAPXNEBAFHEHRGRENEERZESHENER. BXEZEERE , BSHAABACE AWS ?
£ AWS Identity and Access Management FA P15/,

« IGESEIE - A/ ATER R RS RESRRENREETAE,

ERERTEARSHEAXAG,

BRANMZRERNAE 2 ERNESZEE AWS Identity and Access Management (IAM) , i5SFH Y
LAREB AWS Identity and Access Management i F#8/ :

« AWS 52 B & FERANERS IAM

- RERESENRE, RRNEZHEESR
o EHIXIR T EARER AWS {5 A SR B AY R R

E TR RN =25 fR# 1.0 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html

FRiE AWS FIRMRE BT RAriEmE

BREIRICH FIR

FANERERS  BUUHEETR , E— N RS /NHERTHTHIE AWS XiF HRR. B SLER
B% 20 BN EREE  IREMERFRLENESH, ENEATUIEEEERZINER ,
ALEERENRENER. BXEZELR | i55H AWS Resource Groups FAF B W RIRE
AR RESRFIET.

ERINEHFICNRRE , EUUEARERERMINE  EEE. REIMBRIRZE,

ERERICHRIR

1.
2.

THnEREEREH A

( Ak ) ERE AWS X £EFERERIENER. RIANBRLT , HERAZNETIXE, XF
AIEF |, Fik# us-east-1 M us-west-2,

MNEBRERTHIRD  EBEL—FEFERE, B — R ARZ 20 FE3qpy & IRIEHRM
HRENREL |, EERFAERRER, WFHEE | FEFAWS:: Instance FIEC2:: S3AWS::
Bucket,

(L ) ERZEFEYP , AA - IMERAIGERANEN , SURFZHE AWS Xig XgH R
FEREI NN EREEERICHNE R, MARSERAN , IIRF2ERIAXEPTEFREZSA.
BEDMIIRFIEEIREZR. TRARBSHZHUSHNAREER |, X RmIER R E 3 TR
X, ERBEHRER | HiEE Add (A0) 5% Enter. HiZRBIH | ik EH Stage rEhE
HRR. REERATEN , E&FE—IHPEANER, BERNESHREL , FEFRMN. EWF
AND ZEHF D EARE , MEERNAREEEEN T RRENTEEENIRE CEN R,

(® Note
EREREH S BN IFRER,

EEREFE MRS NMENTR , BRE - ERARRNRZANEERF , BEETE
ME. XESRAECAEBFRSERCHEREMAEENMERR. BREKDKNE,

BREEREZA , WEAE AWS KRBT EREEEELRNFA AR, REWRESAETH
SRR | FEERERSHAR. SAEWTHBRE MRS | FEEFS EBE X,

EERTENSEENZNRR , BER (ZE).

MRA< 1.0 16


https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://console.aws.amazon.com/resource-groups/tag-editor

FRiE AWS FIRMRE BT RAriEmE

® Note

EEREFEERENTRZAE , KIRXERENATEHE AWS KEFEL—IBF
BEERBENRR,

5. HEWHERMERN , FARBRAR, ERGEFRERGRXEPERIRSE,
EffERERR , BERERFEPEAEMAFEEK , fla, BREHE—EBD

® Note
B AER FFRFRERFIESE R,

6. (Hit) BRENSHFERETARBERERDETRNY , BERRERERPERTEATNLE
FRo

EEERAA L SREERRLRFETNTR, NRCEEERRFOIEA , WiLhR
TEE,

BRLAZGSHESELRPETNG. ATNEREERERTHANS MIEBAN IR
ER-BHERER, ERIBFENARE  ETUBNRTZRE. SRARS  BLERS
SBHTRET , AEFEMNRR BERAFE .

EREZTANIMERNITHE , BEEBIA

ERENRBEMER RV BIRE
FERBRI TN TERDFNREN ARENERFNEE AR LOIEHE,
MBLEIE L —BAORE A TEARSS | TERRERPE IS RIRO BTN 24 01,

(® Note

AEBHPMARBENRFEOTE, BETURNSERESNMEERRNIRE, BXES
E5 , F5H EANREREREERE,

EEMNREFNER RN AERE hR4< 1.0 17



FRiE AWS FIRMRE BT RAriEmE

EERERRPRBARIRE

1. RREHBENHATHRENZR LNIRENE,

® Note

- MRIFAERFEATREMEZANIRE , MIZERETRRH ( RFFE ) o
- MRFIARENBETRMABANGE |, B3/ E , WZERETRR

2. BANMAFE  INELBBRSEH AL EANEPERER, CETUERBRITE , N
PR BRIRE.

BRAENRRNAAARE
1. & ERERCHNHER ERAERYP , £ R IPHEEFNERENEATRREE-IMF, &
Tags (}r%) 5l B2 EIEN B FRREAENIRE,

2. ERBRETEENENRE, CERFENAEARBRIFEN  CF TUBLLRERIEA
BHARERAT T UE D,

@ Note
MREEAEIRENATRFENAE , BEREHRFNRH[ED.

FERSHTN csv XF

BRI EREMIGENRFERNERSENES D RWE (csv) X, .csv XMHBRERIFEA
M. BRSS. X, RIRIDs, HRESBUURESHENE RSB NH —F, .csv X UAFEBEN
ALAPHNFRFITIRICKE  HEBERRZANIRCERRA — R,

1. E'EREFRICHAR ERNERSP , & RREFRSHE CSV,
2. EXHBJ[ERER , EEITIF csv XM, RFEREFIFENVE,

FERSHNA csv XM MRA< 1.0 18



FRiE AWS FIRMRE BT RAriEmE

ERArERERRE BN

ERFZMENRRE , ERARM, BERNEFEETD REBEREROIRE, FERERIRHMNE
RENAENRE, EERERXENRERENRSHRERTMNN, ARRNVRSEE QRN , TR\
IR A IBYAPL,

/A Important

BAENREREENIAZBEE (P) AEMIEZRHBRER . RMNEIRENEREKENE
BHRS. nETESHATRARRBREE,

© BERIHEMSE

AR EBiTie ] E AR RE RN BRRBIMNFRZL AWS Management Console, B2 , &t
UEBEEHCHRE AWS FAUT TERESRR :

o BAILLTE shell B R TR AG T HEEM A resourcegroupstaggingapi®s , HER
FAFE TS AWS Command Line Interface (AWS CLI).

o {RATLABIZE HZ1T PowerShell £ RIS AWS Resource Groups 1£ 2 HAPIHI#RE AWS
Tools for PowerShell Core.

o BAIEREATANERRUENMZITER AWS SDKsBI A FIRELRIE APIs , Hlzn
APIsPython B#Ri25f Jav a KI#RICAPIs,

ERM, BRFREEREREIN , ENEEREMMFENTRERAERPEENR R LEURE, &
R % A LU 500 MEEHFPEEREN R R

FHRE A INE % E /Y & IR

R BME AR R B R IR MBI TERERMIREN R RERNERPRIEER KR

(® Note

AEEHARNAHEBRES N RFRORE, B REENRRNREE. BXESER,
FSH EENEEMERFENABIRE,

TR BN E A0 OB W 1.019


https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com/powershell/latest/reference/items/ResourceGroupsTaggingAPI_cmdlets.html
https://docs.aws.amazon.com/index.html#sdks
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html

FRIZ AWS FIRAIAT & R il
1. IAREEESREZESN S  RAREX—1EH , UEEEZERIEN SN EIR.

2. HEEXREMFRENHEREWGRRED , BRERMIFENRRFDNEERE, ERE LT
ERFEPRMA— N NAZRE | UIRETRAE. ID. RERIIIEEN -2, ERLEHF
FERLERTHRRENARE,

3. BERF—IHZBIABRNERE , REEBEEEMERRHREL.

4. HEEENZINEL , EFLAERNAFRLNRE, SRRHREARETESRR , EOCRFRZRMMNE
L] 1 PRBRABLER IR, 18 Add tag ( AIFRE ) o

5, MA—THERMAENREE, FUEREF , LRRNIRLE Team MIFLE(E Development

o

(® Note
RIFZZAUDE 50 MAFNANRE, WRAFNANREER 50 4, M AT8ET M
RRBMFIRELE, AWS ERBIREREAT 50 MrERIRE], FREEIE ML E R IR
TRE—N, BXEZFMMBHAEEZFETRERFRPNIRSEHHCEVFIRE,

6. HEAMMTIRER , FEREEANAER.
7. MREEIXLEFY , FREFEINATHEEENRE,
8. MIFLEARNARHKE  NRAFIMETRFE/LDHHONE, FERET NERNER—XER/ETF

FIIFFENRE, MREXRKY , WLEREREE REFERNEE, FHEERNELERKRIH
KR, REBYE,

MENEBLREBRBEORIERNLY , FSAN RSB SHITHER, ERRIREERELME
B (fFlm, XRFR)E, BUUENRLEEREAMAIBRLERIFTEER. BXEZER |, BESH
the section called “E i KM PR L E N,

YRR E RIRHIRE

BRMERAMERBRESNTERERNFEN FRERNERTNEER R LVABREE, NRE
BEME  NoEREAHERFERNAMAELEERR LNIREE, BLENGERAERS , BRI
B ERIRE H IR E U BREDNIREZN . XaMBREER T EEBZBHERE,

Ym BB TE B R PR W7 1.0 20


https://console.aws.amazon.com/resource-groups/tag-editor

FRiE AWS FIRMRE BT RAriEmE

/A Important

BEAENRERFEIASHEE (Pl) AEMIEZRHRER . RMNEIRENEREKENE
BRS. RETESATRARBRBESE.

1. EERBEPMGENFRENERT , P EERNEREN R RZ DN EIEE, EiFikE RN
A—NXEERE , UHFEFROBHH ID -0, ERLIF , FESERTNAERSNA
*’T‘%o

2. EREEERERFRNIRE,

3. EEENZNHLNEBAERFRNRER  EFEENTRLVRE, ERRKRERNEETES
BRR, ENERESR 1 PRRHBLER R LHIRE,

4. BEH, ANIMBRFEE. DEFSSNEERERE , BHFSER TR,
EXRREFF , BT Team FrZEEZN QA.

NMREERRFHE-ZAEEFTEANE , W2ENEEFRPEREENRRERTRNFRE
H, EXMERT , FAGBREEPRITF N THIIEK , EPIIHEERRPHZIRSROAE
AAE.

MREENRFEAMENHREE , WLERANREERZREE, fln, MREENTREE
BIREE QA , NEHERA Q WREERZE, THIRINER THREEERR B REF—
. BEMAERENRR LESREEH, BZRAH , HTEE Team IXRBVAMBEERR , 5
FEFMEHN QA. X TIRE Team FREARERIR , FAMES QA EH Team #7X,

5. HEXRTHER , FEREEANAER.
6. MREEIXLEFR , FEABRFEINATHEEENRE.

7. RESERNRFRYE A REHSATREFZE/LSHNEE, NEETTE SR — X KRR+
IATRNAE, MRELLY , WEKERARFEREZERDEERE, FHEERELEREIHK
MiElE |, R BHRLE,

MENEBLREBRBEORIEREN , BN RS E RS THERR, ERRFSE RERMA
BARER (Hla, RFZR ) B, BULERZIERLAMHI AR LEZARLEER. BXEZER
&2 5 the section called “EiX kML E X,

Ym BB TE B R PR M7 1.0 21



FRiE AWS FIRMRE BT RAriEmE

Mk TE BY B TR P M BRAR S

BUEARSREEA T ERDF RSN A RENE R FEERRFHBRAS, DRMBE
RE  MANEEZRENFIALEARTIBRZRE. ATETAREREEE Bt NEBEE
BIREE |, SNBSS TR ERNIRE, XAMBREERR L B A ZRNFERE.

1.

EEREMIMENRRERNERD  BPENPHRFENRREZUHNERE, ERIETRP A
A—DNXAEZH&H | UHETRN B ID B—H5

ERERIEE R RARE.

EEERENELNFEEERFNIAEF , ERERNARLNGE, SRFRERNERETES
BRE, BNERESR 1 PERHBLERF EHIRE,

P ER RO E MRS DM ERRE, EEFT , RIOMERT Team $RrX,

® Note
MREFBERATE |, MANEREMRER IR L E TR T BRZAT

ERERFNAER,

AHINREL  SRNERNATHRELEENIRE,

BESEENRRRE K MRGETEFEE/LSHNRE, FEETRERER X KFEDFH
THATERNAE, MRELAY , WKERERSEREZERIIEERE, FHEERELEREIIHR
MR |, REBHLE,

MENH D REEERNIRSIERLY , BFSRNIREE SO THEIRR, ERRIRE R MAY
BARR (Hlw, MEFR ) B, BUUERSIERELIABMHN AR LEHARSIER, EXEZEE
H2 7 the section called “Eifk MR ZEE R,

MG TE B 505 A R PR AR 25 WA 1.0 22



FRiE AWS FIRMRE BT RAriEmE

FEIAMAX PR R B P € R PR

AWS Identity and Access Management (IAM) & AWS RS ARSIZMEEBNRER , ATHE
WA AR 8K AWS BIR. 8RFE AWS RS FIZIMBEE A AWS BRAY =12 R 2 B IAM SR BE By 422
#llo

LR AT EXNRRETRATR . ST ERE RS EMNELL T RRPR , BIRMEAY Condition
TR, JBELZAREEMASHERCENRMS , LBERREEWASE, BAIUEA Condition
TEREUTAR :

« MHINER BERBAFRABHRL,

« MEIEMERERN RO TR LRIRE,

PREME TR MRy U7 B 32 %l
FETLREH AWS HALHABNERARHS . BXELTEILNHHIEH (ABAC) K h (2R

REENBENEE , F2H (AFER) P10 ﬁﬁﬁ%ﬁ%%ﬂiﬁ AWS FIREY 5 R A “fE A PR iR
IAMFHF%DE@E’W?IE*XFE” IAM,

2 . BBIEAWS Identity and Access Management Fi F I8 F AR EE LG 1E] AWS BRINR |, &
— N2 HEHNIAMBERT TIMAEAFRERFX T E B BN 75 E R

MRIEEASAMLE T H 31247 (IdP) TR RBF , M AT SURAREEM A2 A P R A4 RARRAY4E
AfBE, BXEZELR , BHZSH (AWS Identity and Access Management Fi F#§F) ABACH HIIAM
#i2 . FASAMLEERZ.

SRR AF RS

TRERT ATUEIAMBREEPEANZAZR  REFRSEETTRNR, BEXLERS , BT
U RAE

- WRIARBREN 4 LR,
- BRENSHRHAGRFHNIRZE,
o« LCBIRAERE R B BRI MRV PRE

BREZMHREEEATENEAER  BERRHRHB NI PEENTE,

WRENE TR AR E R 1.0 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_abac-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_abac-saml.html
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KHUZHREN iR

aws:PrincipalTag T MEIREHERNEZREA (IAMAEGRAF ) WREERERBPIEE
AR 1T,

aws:RequestTag FERPENSBRZNIRZZHA/MEN ELEREPIEENRSZHA/ME
1T B

aws:ResourceTag B MERRNZRR/EN EEERRPIEENRSIBH/ENHITER,

aws:TagKeys R ERPNREBRASEERBREENBARITLER,

FRARZHIAME B =45
Example 7”51 1 : 52 %I A P 1 202 RIReS M i4s EFR L

BAUR RBIAMAR PR ZR BE B R 7 20158 5 81 2 S SUAM R BEFR 1 B P E Z4A0wner AN A RS, it
A, ZRBEREFENERENSEAEAPM M Owner HZHENE. EFLRELEER ,
P RN Owner $7% , H B AHME IE AP B HRIZFE, MRZHUBERIEIRENRTE
Owner #r% |, NIRBFRTE , FAFHITERE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"
1)
"Resource": "arn:aws:iam::123456789012:policy/*",
"Condition": {
"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/Owner}"}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys

FRiE AWS FIRMRE BT

RAriEmE

Example R~ 2 : fERPREREFTE E "X R IRE 77 E AR

AR RBNAMAR BRZR BE R A 2 LE IE1Ei21THY Amazon EC2 =41 |, siiRRAAZE A FEH 5%
HEMprojectFEEH 1THRIC,

{

"Version": "2012-10-17",
"Statement": [

{

}
]
}

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"ec2:StopInstances"

1,

"Resource": [
"arn:aws:iam::123456789012:instance/*"

1,

"Condition": {

"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/project}"}

}

tRBIRETEMAVS M2 H () ABAC BIRHl, AXERIAMKESSIE THREN T RZEFIRBHNES

S EMEMRA

- EAREEFIX AWS FIRHY R R

o EAREEFIAMA . WA SR 1 R R G R R

B2 (AWS Identity and Access Management FAFF1§R) TR T ER :

« IAM#E - BEFRETE LB E AWS BRI R-BROFEAERZ MIERTFRTEDE MEFELN 7 E

R

AR IAMER B R B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

FRiE AWS FIRMRE BT RAriEmE

AWS Organizations ¥R BUR
FREF LR IBTE D OIZEH —FP KB AWS Organizations. &7 LAE PR E SR BE SR AL B ST 4A A 0K 72
RRRORESREL, BEFEARSER | RNBIWWERBHIRESER AT RALRN TR 1TIRE

AWS Organizations FiF#§8. MZREAMR , BN TERBESEERNEEFEARS, ETHEX
®FES  CEEERARSEESREG A,

FER A F PR

ERRERER T ITEIMERBNSAMZE , XTAEENERFRELENNR.

F&

« AR RIS HMEAY STREM

o HEKS SRR

- HEALEEEMNMERNRER

« {£/H Amazon S3 PR U F#IRE

TP AEAR 2 SR B S MY SOR A
WHEFERBEARERATHE ;

o BAMAIE TS BIZIAE AWS Organizations , AR BIZ MK INARE R, AXEZEL | HSHET
#9LL R AWS Organizations F 155 :

- EERERENERFENNR
- BRAREEK
« FRERBEA

- EERKP R LN TEARE , EREZKFHEZEIEUR TEKS SRR Frr5IR
PR o

- EVEALSTENENAN  SREALAEERSNBEZEIENAR IHMEALTEEMEANERE R
NR, BRE[MUTHHRMENRE AWS Xl ZEFRI ( FFRILILER ) .

AR = A AR R

EKFRBRLERTENREFEUATNR :

TORSAE TR WR7< 1.0 26


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-prereqs.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
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« organizations:DescribeEffectivePolicy - SREUKF B RIS REEH AR
- tag:GetResources - RENVAFE M MEE R BN RRIIE

« tag:TagResources - RMBEFIFL, BEFERETRSHNRT REQIERL, flIn , EET
DIt E R (AmazonEC2) PR BFRRINIFE , BEENPRec2:CreateTags.

« tag:UnTagResources - BIiRE, EEFTERETRSHNRT EBERIFZ, Hln , EEUERIS
Amazon FHRIREC2 , BFEEMNPR. ec2:DeleteTags

LU R4 AWS Identity and Access Management (IAM) SR B& 12 (5K FFrE S H R NR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",
"tag:TagResources",
"tag:UnTagResources"

1,

"Resource": "*"

}
]
}

BXAMEBARBNESES , H2H (AVASER) .
A LSEE S AERINR

R AB AN E R AN BB TR -

- organizations:DescribeEffectivePolicy — SRERFINEIALR, AL E (OU) HIKFIRE
REEANE,

 tag:GetComplianceSummary - SREVALFFABEKF PR EARBENFHE,

 tag:StartReportCreation - FHRIENEAMITHLERSHEIXHF. ALRFNEANLEE 48
NI — IR

- tag:DescribeReportCreation - K EREG I HIRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/

FRiE AWS FIRMRE BT

RAriEmE

« s3:ListAl1MyBuckets— thBhiGRIALSBENERIRS

* s3:GetBucketAcl— REEKREMMEH Amazon S3 F AT L EIEHIFIR (ACL),
« s3:GetObject— MBRSZIMEM Amazon S3 FEMTPRERESMIRE .

* s3:PutObject— FEMIREMILIEEN Amazon S3 FHEBEH.

LU ROGIAMER BSR4 7 ITE A LB S MR R, BREA placeholder AIRECSHIER :

« bucket_name — BT 5% S3 FERMEBN

* organization_id

ERELER ID

"Version": "2012-10-17",
"Statement": [

{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:StartReportCreation",
"tag:DescribeReportCreation”,
"tag:GetComplianceSummary",
"s3:ListAl1MyBuckets™"

1,

"Resource": "*"

"Sid": "GetBucketAclForReportDelivery",
"Effect": "Allow",
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"

"Sid": "GetObjectForReportDelivery",
"Effect": "Allow",
"Action": "s3:GetObject",

A LE E S MR R

MRS 1.0 28



FRiE AWS FIRMRE BT RAriEmE

"Resource": "arn:aws:s3:::*/tag-policy-compliance-reports/*",
"Condition": {
"StringEquals": {

"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
1,
{
"Sid": "PutObjectForReportDelivery",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/*",
"Condition": {
"StringEquals": {
"aws:CalledVialLast": "tagpolicies.tag.amazonaws.com"
I
"StringlLike": {
"s3:x-amz-copy-source": "*/tag-policy-compliance-reports/*"
}
}
}

BEXRIAMKBANBRNEZELR , 260 (AMAFERE) .

£/ Amazon S3 17 ¥ SR R& LAF R R &

ENEALTENENRSE , BAXKBAAN S HStartReportCreationAPIATEER B KRERF
( BERILILEP ) XK T2 4] B 124 ARSS (Amazon S3) Service FHEBEREMIRE . HMSFHEH
HWASONEIEFEASEREREIIEENEHMA.

MRATAANE#EBNEPStartReportCreationAPIEFTE—/NKF , NIt AATEEHt
Amazon S3 TZEE KL,

MESATARANSHXENIKF 5IME Amazon S3 FRBNIK SRR |, AT LT 176 48 5K R Bt
INEZEM#ME, StartReportCreation APIE#E/ placeholder B{RECWEE :

« bucket_name — ST 5% S3 FEEAWN

« organization_id — &AL ID

« ##_ ARN — FARTHAHEARNWIIAME 13#Y StartReportCreation API

/A Amazon S3 TFHERRREEAEMIREG MRS 1.0 29
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountTagPolicyACL",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ARN"
.
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
1,
{
"Sid": "CrossAccountTagPolicyBucketDelivery",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ARN"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/*"
}
]
}

TPAETK Ry S

BAHEEAPHENKS REFEHERIRE R,

/A Important
AN BRI RXEERPETNTEN,
EREENKFPERARIFCHEIR , 1§ AWS RRRZESR SEANERN—EEMAtag:none,
BXREZEE , 550 (AWS #iRERRHE AFEE) PRERRITICH TR,

A MAR R A IS E A B AIPR IS o K P R B9 (R (AT BR 25 SR B DA % (B 32 B o0 B K 7= AR AT AR 25 3
BEV RSN EBIRE R, MR RMBHM NP ARRN , ENAIEARPNABEKS, SEFHRER
BEFINEIA LR B4 (OV) BY , BEA TR TOUsZALREMAIFTREKS .
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-effective.html
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® Note
WMRIE R BIEIRZ KRB |, 1§28 AWS Organizations (FAFIERE) FHRZERREAI T,

BEERTEARE , BLAPREUTRR :

* organizations:DescribeEffectivePolicy
e tag:GetResources
 tag:TagResources

* tag:UntagResources

TEKFREFEHEVIRERE (1255 )

1. BREREANAUNKSE , IARERREH S

2. EARREREHDE R EXREEFNRBENELNIRERR. EAURTIREEZESR , EFFXR
LERAE. RONEUAREETHNBERFREBFCAXEENES

(@ Note
MRECBREEKS  WEREE - MNKF S REFEEMEBNEAES.

3. EHATEMRENHRBoH , BE AWS XiF ERRMEFEMRE, L6 UIRFREE
BITER, RAEERERAR.
INERERTRRERD D, BEEXABIELANERBHEE RN , HEFiRERT.

4. HEERERT , EERETESANRIR.

5. HIHBFRMENNIFEES , EFBEEEIHTTERIZRRN AWS BSS . HiZEHEa L, EIE
T EARZ,

® Tip
NRETHEBLIFSTAM | BUARSRBRH A B EIKS 0 ERRE RN, £
A HRZEZAUEFR EFRICAN .

6. EEERVNEENINTRE , EELFMOINKFRRESNMNXEGEHEMN,
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https://docs.aws.amazon.com/organizations/latest/userguide/tag-policies-getting-started.html
https://console.aws.amazon.com/resource-groups/tag-policies/
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EERTEAIRZ (AWS CLI, AWS API)

EAATHTHREERTEARE

« AWS Command Line Interface (AWS CLI):

* aws resourcegroupstaggingapi get-resources

* aws resourcegroupstaggingapi tag-resources

« aws resourcegroupstaggingapi untag-resources

BXREARZSRENTESRE AWS CLI, 25 (AWS Organizations A $ER) AWS CLIFHfE
RAREER,

« AWS Resource Groups Tagging API:

» GetResources

» TagResources

» UntagResources

RE&ESR

BINBWEESERMYEEMERE, FEBRIE, IEFRFOERIK P BB S B KR £ RIRE
B

ERMNEETEARER—NMEAREE , REXRZ , HPaE

- BRALNIRE RGN EMA R MEEN AHER MR EL,
- SIERFEN , ERALAFHITEEFTERNME,
- BHOBFRFEINFRD EHREN , SAERSREZ.

- BHKPFORERBEMMNHoEN , ZIKFHERFERBRER. SHKSRENIFICRBER
AR, ERFRIC RIS FH,

ﬂﬂ%fi"ﬁl«,{,ﬂm‘“iﬂlﬁ)ﬁlﬁﬁ%ﬁ’*% B ERIRE, HREERAL[KS PAEERIEHRNES.
ﬁ*%%{ﬁzus |H—.| 1${EQE-//\Q&E/JAM’|‘EO

AR RRIENMHE

BRI LM A LN R ETRBENEBIRE KRG, BB ER—NRE , HP I HALHRKFNFTE
ERICER , AREBNERRETESEVIRE R,
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https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/tag-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/untag-resources.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
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/A Important
RN BEBRFTEERPETRIFTEN,
EELZNKFPERRIFCNER , BEA AWS BRFERSE A— MEANZE#Atag:none,
EXELZER , BEAPERRFICNER AWS RIRIRERSE AFE®E.

BRI BT AR ERK S E MRS us-east-1 AWS Xifi RE, £ERREN KT HMEE
HRIEERE (HAERLMILER ) XEHEY Amazon S3 FiEfE. FREBLNERM NN FEBRE
WA T F#EIRER Amazon S3 F#E R R H P To

ELRA[ARNENAMRE , BLARABUATHR :

* organizations:DescribeEffectivePolicy
* tag:GetComplianceSummary

* tag:StartReportCreation

* tag:DescribeReportCreation

* s3:ListAll1MyBuckets

* s3:GetBucketAcl

* s3:GetObject

* s3:PutObject

BXRETRXERNRHIAMER RG] , FEEA T IHHALTE MR,

£ RARBH SRS (254 )

1. IARERBEHS.

2. ERLALRREL | ERERKRE.

3. EERREREL K EERENEFHELE.
4. EEFRSH.

WETHRE , BRUMNARRE FETF EWFENRER 2 TR S

© EE
BARH ARSI 48 MFIHE— R, BOF= L TL
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-policies-orgs.html#tag-policies-permissions-org
https://console.aws.amazon.com/resource-groups/tag-policies/

FRiZ AWS FRAIR SRS Fir 5
s IRERBBIRBRAABHENR , ZSARFE 48 NI FERMEALARHERAMERE P,
il |, BESLRE —MrZRE , AENRRERTE UHHOHHECRES, SRS IZER
WERRZEE 48 PHEREFERHEN,
- RESUNUBERRE  EREEREEET R TEEHETLEH.
« iZNoncompliantKeys5I %l 7 &R L RSB RIRERBEHIRZZR,

« ZKeysWithNonCompliantValues5lI 5l 7 # IR E B MR F E XN EFHIRZHLERT
ERENELR.

« WMRERRHA AWS K BRRZARNKR , ©AUERSEERNREPEFEE REE 90 Ko

EERALTENEAIRE (AWS CLI, AWS API)
FAUTHSNREERALATNENERE. REERSHESFTRSE :

+ AWS Command Line Interface AWS CLI):

* aws resourcegroupstaggingapi start-report-creation

* aws resourcegroupstaggingapi describe-report-creation

* aws resourcegroupstaggingapi get-compliance-summary

BEXEANRERBENTEILRE | BHS0H AWS CLI, ESHP N ERTZEER AWS CLISE AWS
Organizations P8/,

+ AWS API:
» StartReportCreation

» DescribeReportCreation

* GetComplianceSummary

EARRH SN R 1.0 34


https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/describe-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-compliance-summary.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
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FRATRSE 2 THEREN Amazon 1R L E K EventBridge

Amazon EventBridge X#5Xf AWS BR#ITIREE R, FEHXT EventBridge K& | A&
EventBridge MM A B K E X , FHREHBHE MRS BR. S0, BfrAseRBEAELT
ERIZR AWS Lambda B8, ANEBRME T —MEEE , THBWMAFEA Lambda IEELFRBEN LRSS
BERAR , ULl BRRENREER. AWS

FREE £ K EventBridge B4

EventBridge fZ#t#if AWS BIFZLANEFRNREEMHR. S AWS BRBIEFREL , RER
ARFEMHWBEENEY , TABMARNMDE AWS #iR. RENELEARVSERESES K. 1
REHIZ 2 M B3,

£ EventBridge , BRI A IR E R HIRIR AWS BIRIFEIRS. BT , 7 7RIEALIH
IheE , B REE EELRRLAAPISHEHESNFW, IE  NIFRE (SEENRFAPIs, HmERES
MR ) WEMERFAPIHFERREHTEINEER. UTRAIERTHREEXMIRRAYER
EventBridge B, ©TLRHN., SEHNREM BRAIRZ AR HXBRE,

{
"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47clic",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",

"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [

"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {

"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"

1,

"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

1,
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https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/index.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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"service": "ec2",
"resource-type": "instance",
"version": 3,
}
}

FTE EventBridge EH-#MEHRBN TR FE :

« RAE-RIANBRT , ZEEMBESEHPRIREN 00 (F).

© id-ABNEHER—ME—E. ESHFEIANBE BIREARLESHE , XN TRESHFEE
ﬁ%o

- HHAER-KF - 5 source FRAEGERXIFAE RE detail FERHPNFRME,
o KR - RRBHRFENERS. HETENRKIEFER aws. tage

o BE- R ERETE

- X - RSB HREN AWS X XiF,

« R — lLJSONBLEA B E Amazon BIRETR (ARNs) , R TFHRIREHPFIRNER. XRFEEENK
BY B IR

* detail — —NJSONM R , HABRREBHXEMRE, RRNFEERSEUATFAFER .
- changed-tag-keys— WEH B RHNIRZH 4,
- RS - RIRATBEHIARS . EATRAIHR , RS Rec2 , B Amazon EC2,
o BREB - RSN ARER, EARRHFH , ER— Amazon EC2 =4,

© BRAE - IREEMRE, AN 17788, REE R B E, BT UERZRARRIEREE RS
YR o

« L - BEXEMINEHIRIRL,

BXEZER , HZRILS# EventBridge A ERP ML S# EventBridge EHE .

B M EventBridge , BAIUBRFEFRN FREUBREEFBESHERNAN . BITFEEAKEFETR
WAHATERAE, AL | BATEFRE RERFEERZM MNEAmazon EC2 SEAIRVIER T 1 B 315
1EiZ3R 6, BRAVEMAXL EventBridge FERBIZRKRILE /S 3) Lambda EREAYSKBIRIREE M

Lambda MRS =5

AWS Lambda BB ERFH/ERXNECTETRB. FEN , BRFETRE , TEZRESHF. £R
FREANUTENEARE, REXMEXWHRANLTRSSE  EXHATERERERSHR. EXMER

Lambda MRS 25 MRS 1.0 36


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
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T, TRF[EXRELISLTNE, BEINEBATETRABHIERSEE. AWS FTEXEERIRTER , FI
LMRATAESETF RN, BX Lambda WEZEE |, 55 AWS Lambda 7= m ik,

#iE . B ELEBRDAERLH Amazon EC2 £l

ERIREYAKE AWS IR AWS K/ fRAT VS IRIEK |, RAIBAEARERER WX B IR T DK,
HREBERATRRBERARS , SIURASBENZLME, A TEREE AWS BiR , NFEEXRH R RE
IT—BHRIE. BE  RFERENSREMEMEENFE. BR , HFENRETRLSIRER
B, MNMEECLFERE, BYREFREEE SRS REAZEMEEN, X8 XT3
BB TXRFEHRTERIRNRESETMBNER | ERERELT.

AT RBIE R A% 2 Amazon EC2 R4l E MRS TS | MUIRIT IS ESSh R B oS B EFBIRE.
BRI SR AT BZRFIRBEAFRENRES , N8 Lambda FR &35 %8,
BHAABRATRIBAE ? CTUBRBRECH L THREERFFE LR TH , ARAERNRE
ST, RELBETEEN T DBHREER S () ABAC,

/A Important
BB UEEFREF K PRITERARE , UREEPRAEEXH,
ARHREH AR BT B IX MR B N BRI FE SE B B R B9 £IDs, BATERBER
PR B3 1T M B9 SEBIDsSREH#T IR, XA B THRER 2F Ik &P X5 P A Fr B K6
AWS K.
MWiRfE , FRARER L SANF RN FTAESSOIRITINS, RE , &7 S R B BBRE N
R PR 5 PRI SEHIIDs A XD

L RBIER JavaScript 58 16.x lixZA<H Node.jso ZRBIFEARH AWS K ID 123456789012 £ H
AWS X1iF ZEEE ( 3EEEILILER ) (us-east-1) ., FXEFHHRANEEASHNRKS ID X,

(® Note

MREHEHEMNERAEMBXE , FREAEERZF AR T AREFEANXE. &%
BAMH—NMERLERR : SOINEBLTANTERNXE,

MREFEANXEE us-east-1 TR , FRRFMUT AL RGP FTE 5| AE SN ANEXE.
ES}
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https://aws.amazon.com/lambda
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

FRiE AWS BRAUT SRS e
- £1%, B3 Lambda B

E 25, REMBEHNIAMKR

5 3 . XM Lambda EEGH TS M

£ 45, RIBEB3EEE EventBridge FN

B5%5, MATEMNBRER

HERE

%1%, 82 Lambda B

£% Lambda B}

1. $TF AWS Lambda EE#EH A

2. 1%F QIEERK, REEEFE NKFFHelk.

3. WFEHHAEM , EH#A AutoEC2Termination,

4. NWTFETRRE , i%$F Node.js 16.x,

5. FEHMFREAZNRIAME , RARERIERK.

6. 7 AutoEC2Termination #EREMARBEIF L |, ITFF index.js XHAEFHENR,

- MREHFHE index.js BIETF , M AL ZOET R PIERRBERRERD,

« MRBEE index.js WIETFRITTT , FESMEESD “B31” EC2Terminator XK T & &
index.js X#f. REEEFE Open,

7. T indexjs IR , FUTREBHEWEEREBEFED , BRAEESERB,
f#{8 RegionToMonitor B N BB EEHPETH RN X,

// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.

// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can

// safely stop

5815, B Lambda B# W7 1.0 38


https://console.aws.amazon.com/lambda/home
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const InstancelList = [
"i-0000000aaaaaaaaaa",
"i-05db4466d02744FT07"
ip

// The tag key name and value that marks a "valid" instance. Instances in the

previous list that

// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {

// Retrieve the details of the reported event.

var detail = event.detail;

var tags = detail["tags"];

var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[Q];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 17;

// If this event is not for an EC2 resource, then do nothing.
if (!(service === "ec2")) {

console.log("Event not for correct service -- no action (", service,

retuzrn;

// If this event is not about an instance, then do nothing.
if (!(resourceType === "instance")) {

Il)ll );

console.log("Event not for correct resource type -- no action (", resourceType,

"))

return;

%1%, B/ Lambda EK
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// CAUTION - Removing the following 'if' statement causes the function to run

against

// every EC2 instance in the specified Region in the calling AWS ##.
// If you do this and an instance is not tagged with the approved tag
key

// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (Instancelist.indexOf(instanceld)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

retuzrn;

console.log("Tags changed on monitored EC2 instance (",instanceld,™)");
// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present

console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
retuzrn;

// Required tags NOT present
console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

i

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {
console.log("Failed to stop instance");
callback(err, "fail");
} else if (data) {

%1%, B Lambda BI% W7 1.0 40
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console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");
}
1)
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1);
i

8. EEEREURTEMN E I BB R E

It Lambda BB AR EPIRSIEREHMIREN T SHEC2EHINIRE, EventBridgeELL RBIH |, a0
REHDPHERFRDIIFENIFZRL valid-key HiIZFEEEE valid-value , MZEBLZEHEF
1FiZE6l, BAREECHBEANERLEZERESIIFEER,

£ Lambda 24| 4% 888 O RISITFFRS,
25, REMENIAMKER

EERBENETZE , BAMEZEER FELEEC2EFIMNER, XEXEHE : AWS ZH#HHNA
& lambda_basic_execution& BZ N R. EXRHEF , BHEXRM MBI B NNEBHITAEHN

ERIAAMIXBR R BEAutoEC2Termination-role-uniqueido. ANEIEFTE M RIKFIIR R

ec2:StopInstances,

BAREUZTDSHEC2HEIAMEENESER , SR (AMAFERE) FHY “AmazonEC2 : ¥R
BHERBHHFLEC2EFIUREREZ LA,

BIRIAMB R R F R E M 0 Lambda RRBIEYHITA S

ERENMNEFETFREQF |, ITFHFIAMEF AR “BE" TH,

FiaRABEBEF AutoEC2Termination , HAGEMEIAEIIRFP , REABEN.
FAENRENEL  ERENREDF , AREFSH NN —NRENE .
ERBOBEREL , &8 REXE,

FE L RERETIF L | SRR IMBFAR,

3F Service , % EC2,

£ ‘B4 B, 1EFEStopinstances, BRI IEEREFREAN Stop , EEHIATEF

StopInstances,

N o g A~ D=
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://console.aws.amazon.com/iamv2/home#/roles
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8. WTHR K6 LREFMERR , ARREXRE , RAEERREFEX.

XORF B 35 02 5 ARA B SR 2R AR B 9 BRIARR AR

IEHY R A R R R BT AT R B

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "ec2:StopInstances",
"Resource": "*"
I
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:us-east-1:123456789012:*"
I
{

"Sid": "VisualEditor2",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:us-east-1:123456789012:1log-group:/aws/lambda/

AutoEC2Termination:*"

}

% 3%, XM Lambda B TH)%5 M

EASRSD , SRaEBRERINAEN. Lambda MiHDEESRXFHRINUAEHRKEIT, ZE
BAENAEMH , MESHKE —# EventBridge, BRUENZMEATRENNRAES , U EHK
BHENMNEHD, ERIRP , BFREX—MUNREH , ZFHKRH Amazon EC2 LHINIREEE
&, AEFRETNE SRS RENE.
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it Lambda B%k

1. £/ Lambda & AREE AHET + , AEITF B3NEC2TerminationBEHEHY “MiH” ET -+,
% BB,
NFEHEH , #A SampleBadTagChangeEvent.,

HEEHFISON , FXAEBERN AT REIXAHE RN ROIEMH, EXFBERKS, HXHSEH
ID , tEMHSEHEN AT EREZET,

w0 D

"version": "Q",
"id": "bddcfl1ld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [

"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
1,
"detail": {

"changed-tag-keys": [

"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"

I

"service": "ec2",

"resource-type": "instance",

"version": 3

}
5. 1%&# Save (R%TFE) , ABEE Test (M ) -
MR PUFEMT | B5&xRo

BRIZAEER THRMITEREDFHEI N THIR.

"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-000000Qaaaaaaaaaa' does not exist",
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}

ZFTAEIEIR | REANHEHFEENIHITFE,

BB SO MITER EWMF ENEERA |, 849 Lambda BB =R LLKHBIEC2, {B
=, EAMT , ANRBEAZRNITELESRHIN DryRun B4E , XRAXH ID T

START RequestId: 390c1f8d-0d9b-4b44-b087-8de64479abss Version: $LATEST
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO This
instance is missing the required tag key or value -- attempting to stop the
instance
2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Dryrun
attempt failed
2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b@87-8deb64479absb4 ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
ID 'i-0000000aaaaaaaaaa'’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not
exist","time":"2022-11-30T20:17:31.205Z2","requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable":false, "retryDelay":36.87870631147607,"stack
["InvalidInstanceID.NotFound: The instance ID 'i-000000@aaaaaaaaaa' does
not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllListeners (/var/runtime/
node_modules/aws-sdk/1lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","
at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/1lib/

state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1lib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
sdk/lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/
aws-sdk/lib/request.js:688:12)"," at Request.calllListeners (/var/runtime/

node_modules/aws-sdk/lib/sequential_executor.js:116:18)"]1}
END RequestId: 390c1f8d-0d9b-4b44-b087-8de64479abss

6. HIIARBEEAEBRENFTRZRFLERS , BUNRGEHERS —MUEHSEH.

EERERBRLEFHONRET+, 2 & EREINEHSampleBadTagChangeEventlid B4,
7. EER EHEH,
8. XNTFEHHBF , ¥ A SampleGoodTagChangeEvent,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html#API_StartInstances_RequestParameters
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RAriEmE

9. TEHE17 179, MER NOT- , F{EEZN valid-value,
10. ENHSHE OV , BBRT , RAEEFENE,

AMHERUTAR , IRAZEBTLURNEHREHF BF 2= RAEH,

START RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 Version: $LATEST

2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )

2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86c4 INFO
instance has the required tag key and value -- no action

END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4

£33 S8R PR %F Lambda 2 &1 & 4 FIT TR,

E 4L, SIEBHEBH EventBridge M N
WE , B EEEHEEHIEEEN Lambda EEEY EventBridge F NI,
£1% EventBridge NI

1. EHMNERREMFREOF , $FTFEventBridge I & |, A “BIEMN” TTH,
2. HERBMH , WA ec2-instance-rule , AFEET—F,

3. MTRFE BELE , REER BENER (JSONGRESE ) 7.

4, HERBEP K MUELATERENE , REEET—F,

"source": [
"aws.tag"
1,
"detail-type": [
"Tag Change on Resource"
1,
"detail": {
"service": [
"ec2"
1,
"resource-type": [
"instance"
]
}

Tags

The

® 4%, BIBRBIEEE EventBridge HLNY
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https://console.aws.amazon.com/events/home#/rules/create

FRiE AWS FIRMRE BT RAriEmE

}

#MMTag Change on Resource&MTE. Amazon EC2 LIV EH , HET—SHIFRAEEE
A Targ et WEMAR,

BETX , ¥ Lambda BRI B iR, EB#R 1EF , RIEFEHRT |, EF Lambda B,
£UEREC T BBREZHEIERN “B3)” EC2Termination B , AREE “T—%

BEEERETHEL , ZE T—5, AF , BE FRANCERE L , &£& QEAN, XERXE
2 F 18 A EventBridge $EE Lambda BEHI IR,

B5H, MATENBRE R

BALUEE I REC2R A AMEEXERERN SR EMFAKRNARLE R,

£ B SR SE AN Ma 1 AR 75 3R

1.
2.

$TH A mazon EC2 #2#l& |, # ASRHITNE,

Bl — Amazon EC2 3kfl, EREzNZHE , EMMMHEE R4 valid-key F{E valid-value B
g, BXRUOMACIENBHEFINER , ESH Amazon EC2 AFEMHPILE 1 Baiksl,
EEZ&’J*@JE’JJI&* , ESB®3H ?“)K%*"h& , REEFRARMBAANGE | EFRMFL , A
B AZ4 valid-key F{E valid-value, IR WSLHNATFAKE , H BEITRET RS
BREESES] , BAIMESEBAFNNBERTHRE., TRSR 15, REXHENT , BLEFERITS
|2 EEFIH,

Instanceld 32 H| & & F,

M S #EC212H| & t1#F) Lambda 12§ &, EFREN BZIEC2TerminationZh e |, EFABIEI
+ , REIEER index.js I FRFE BB,

InstancelList@I ¥ MM Amazon EC2 ##HI A EFINERERPHNE-IN&E, BRIZ
RegionToMonitor E58E & ¥ N 19SS 4589 X 1348 PT i .

IERNBIUAEEHNER. WE , ZHBRCHEZHE  TUESEEEXSNZRAHTIREER
REE

M Lambda 2| & t1# FIL S#EC212H &

T R BR AR 2 R AR AR % 5 BB o1 R 4 O (B SR S U AN B SR B AR =
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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® Note

BRUMMAEEEZSTHIEDHREC2KA| EERHRENER , FSRLSHEC2AFEREH
B9 7E 52N BER £ R AR BRAR K

9. FHF/LVHM , RERFEFE, ZXRIINFHEXIRSESANEEEFLE , REERANEFL,
10. ERERIBBM Amazon EC2 24| A 414 E| Lambda ##5 , REEFERET R,
1. E&F AEF R+ , Rk "RIENVER" RPIEFZIIPHSEHFE. LogStream

Amazon CloudWatch &l & &7 F&EH Lambda B EE— X AFANBESEH T H. B —%
% B REUTFUT RO,

2022-11-30T12:03:57.544-08:00 START RequestId: bSbefdl18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-

west-2:123456789012:instance/1-1234567890abcdefd )

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --
attempting to stop the instance

2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890Qabcdef@', PreviousState: { Code: 16,
Name: 'running' } } ]

2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac

HERE

AYFEER T WA Amazon EC2 SR8l E 5 R REHMIRSE M TE R EventBridge MM, ZM
M$E M@ — Lambda BEX , MR EPLEEMENRE | ZEBEB3I<AZESH,

Amazon EventBridge XFBES#HRE AWS BRRENETFSTBWBEH XN BN LITRET Aee
AWS BE%5. fFLLIhEES AWS Lambda IR RMHE AT A RINERFSRMATRENITE AWS BRIRE
=, BREVE , BEERA%ES.

% tag-change-on-resource EventBridge 5&zh &Y H ftb o] A€ F 51 243
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags
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- MRBEANEE IP it HRIZHER , SAHESE - £ , #EHRZNERNENHENR
IP tthiik, XIFRZMEREER— CloudWatch B, BALAERZEHRR IP it 55 IP i
HEFIRBATLE | HER IP it TR et BE B o 6 F b4

- BERFNETHRENHEEFHEERETEN —NREEAETEY (X)) WiGHEES
(ABAC) Zi& 7 X & IRAYTFRIAPR , AT BAfE XS FR 3 4T 4E A & R AT 4 5K EventBridge BV E 45K 12
RENREARBITHFI,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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X #2558 ot 1T BUFE HEBR

wn
a

REVEEREFNFEN R FERNERPREERTR ENARERFSTHIER , ATRER
RERIFERAMN,

- RRABEEERRAMENIE, BE , BRKZALUE 50 MNFEXWIRLE. AWS ERBIRE

Fit A 50 MrENHZAE, HttAF TR ERFREMNEE -RF , XA F RS
EYIIE S PN

- RERSATHECBRRSINEATEANFZRE (IRFALTHNFZRHE ) . NREABKRFIRNNHE

HTHE |, FERRHRNRS TR EERUBIARS LT ERAXEFR,

« BAREEARFHFENNR, MREXAENREFTRLVIAEHRE , W ENRRNRERITE

Ko

o BOBESRENRUERRR. EXR BN THETELZIES—NEBEAMNRS,
« B NAPRIHBEARECHREIMERER. FH0 , RIREQE AWS CloudFormation kT 12 &

BRI T —1MHIR. MREKRERBRIABLTENRS , WZBRRAERFSBEATR,

« MRFBFHRIHLL , HEEENFFRHTHMOEHN (NBRGEAR ) , WARETEAERIRZE,
c MREREERATHZBAXANRR[ER-FHERTE , MEXEXARRKIY. EEFRNEZH , 5

BAREEN , AEFF[ERE LERKIHKRMIERE.

- BRBEXRRE , BRERICHRS TEES RN — N EIHAIBR%E AWS Resource Groups Tagging

API| , YRTTREATE Resource Groups Tagging API PR #ll 2 573k Zlix /4N BR #l

Bl KMV IRLEE

n

RNLEFREEL—PMEENRBR LAY , FEFEEFHENHRBE R — N EBHEIE, EIBEERER

ENENRENABNEREE. ¥THEMIR , BREENSERERTEIEINRENRBERR. £E

5

FERERRE , FERERFR LERAMOREERUAREREER RV BLER R EEHER,

ERAMBIREE SR WA 1.0 49
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MERESRNLZ M

AWS + 7 EM=ZE2M. N AWS B, BRNENBEASHLZLHRAB LU ERMITENE
BHROMMERYPZE,

Z2MR AWS NN HERE, TEHBERE#HENEH Z2ENTF NR2H

- TNEEM - AWS AR E AWS Cloud H1521T AWS RS EMIRIE. AWS EEEREMATRZE
ERARERS. 7 AWS EMMITRIN—8 2 , EZAFFRARFERN AN IEZT 2 EHNE R,
ATEATHRERERNEALITINESREE , B30 ST ISEE R AWS RS

- THNZREMN - ENREHEEAN AWS RS RE, EREFENHMRRNT , B ENBIENH
Rk, BRBWERANGERREREN,

BESCARI RS BYIE T MR AN CE AR S R IE AR A L A SR AL 3B Ko DA R B AT B (B 5 4 8 2 A
KREN R MM B HR.

E&

- REREFNHBERE

- BATHERERNS NG REE
« FREYREERAY B SIS F MG

- REREFNSHAERI

- RERBFENIRERE

- RERBEHFETHEMRELSM

PR Y B 2R Y R AR F

XEXEHA : AWS D EFEELER TIREREFRTHEERT . OAERTR , AWS ARRKRFE
TTArE AR EIREMIZME AWS Cloud, ZBEREFRFNEEELEMBR EHABTHES, 8%
ARUTEIN L LEENERES AWS RS AN, AXBERLNESER , BSREERL
FAQ, BXEMBIEERFNEE , FSMH AWS THEHIBEHNCDPRERTEXE AWS 2B E,

HFHFERIPWEN , RINBWEH TR AWS K ERHEHREN AHF AWS IAM Identity
Center 5% AWS Identity and Access Management (IAM), X# , MNP RREBEITH TEIREFT
EHRNR. BANEEIEES AT A RRIPEIE

s NENKFERAZESHRIE (MFA),
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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« EASSLITLSEZEE AWS BRIFHV TR, RITFE TLS 1.2, BUWEM TLS 1.3,

. FEAAPIHTIRENAFESIIEFE AWS CloudTrail, BX{EM CloudTrail H1I3E# THIRNEE AWS
ES , BSBEEA SR CloudTrail #1if AWS CloudTrail AF1ERE.

- F/H AWS MEBMRAR , URHPHWFIERIAREEH AWS RSF.

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BT,

- MREFEHRINFEE FIPS 140-3 KA KIFH INZFER AWS BEGTITRERAPI , FHAFIPSH
Ro BXRTAFIPSIHERNESZELR , FSHBIEELERA (FIPS) 140-3.

BEABUEY2FNBEEHBREE (NEFTFVEFIRAibi ) MARESH EHEANEFER
(WMEMRFR ) . XEBFIMRERATSHEERIEMTERN AWS RS ERESSAPI, AWS CLI,
5 AWS SDKs, A TEMMIREDH B HEAXEZRPHANEAHERTESATITRKZHE
Fo MBHRURLEAIRSSBEM , RIENBUEAREEDASERES | URLURBRIFEN Z RS 5
HYIE Ko

I =

ICERRNE. REMEARNE , BHAURSSFENLTLRBE—SONER , RibiRSE T BlGRR
RENMEFEEE, RFHETMESRELEER , RARXKTETATREADT AN,

AR

RERMF EZAURERSRERSENRSIANERE, MREA , BEA AWS KENRE, £
LEERMMLES (VPC) REMAREREBAPIZERMNIZEFE , UEBERREBRESEAMEMELNRZ S
38

&5 N

HREHRERBBEEEAIRSHABRBEERTEHNLBITNE, AFTENERTERE.
RIAEE

FREREEES B BT R 5 E R AWS Key Management Service # B R X AWS KMS keys.
BB &R ERFARY

HEEERHTTPSATHE RESAFPNAR CENFEELR AWS, HREEESRFERERELZS
(TLS) 1.3, B3 TLS 1.2,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

FRig AWS FIRFIPR & Bt RriEmE
EATHRERERN SO TEEER

AWS Identity and Access Management (IAM) AWS RS T LA BI B G 2 £ IR HIXT AWS BRI T
AR, IAMEER 5 $3 l1 AT A AT BRI ( BF ) RN (BNR ) FAREEESRRR. IAME
EXNEAZANAER. AWS RS

F&

- EX

- ERASHHITESHLRIE

- EARBEERR

- REREFNTEFRE IAM

- RERERET 5B RERE

« MPRE4RIERR B 10 1 7] 2 1T R HERR

- JIN

£/ AWS Identity and Access Management (IAM) S E RE2BFIFR , E4ABR T EERSHRESR S
P T4,

BEAS - MEEAFSREBRSRERES  WENEER &N EHF BN SERNRR, 42
FRESHERBSBIRER TN  ATEEEHNR, TROTEEHAREEHT EHER
RERESWIR. NBLEETEFESRERTORET  FSAXREEEES ORI THEE
B.

BSEERR - MRALELAATRERERTR , WETREEHRSFEERNTEHEANR, £HR
FRELENRS AP TR BEFRERERSENTR. RE , E4AEAMERE R RXERRS A
FRENER. EFLTELNESRTENEREZIAM, ZHA T # R LT WAMIAMERAIRE RS
2, FERRERERN TFERE IAM,

IAMBEER-MRERIAMERER , MWAREEEFMA 7 BUNMAEEREREBNIFSRBIRNHRIRER,
EEENAFFERANKRSIRERETEHNRERFIAM | 558, RERESRET SO ERRE RS

fEF & 02 1T B DR AIE

EMRIIEE AWS FRAEHELEEZN AR, B4 AWS IKFRAF. IAMBF BHASETIEE
IAMB &3 1T BB IIE ( ZF AWS ) .
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B EABEY & MRRENEREIL AWS BIRE 51 E K. AWS IAM Identity Center ( IAM& {3 H
D) AP, BRORNESEFZEHRIEUEEN Google = Facebook EREHMER S F K RHl, L&
DEXE G ERE , EFNEBRAZAFEAIAMACRE TKE G, HREAKSHE AWS B, /RH
REEREDE-IAG,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HIIF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KFH,

WMRIE AWS BURIEHZ IR, W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
MEFRNBERBTIMBLEE., MRETFTER AWS TE , NXTMECEFRER, BXRERAHEENTER
TEBBERNEZEE  FEHIAMAFERFHNEE AWS APIER,

TFERAMSMARIESE , BURFERMEMELZSER, i, AWS BWEFERZESHRIE
(MFA) RIEEKFHLEM, ETHREZEE , BZRAFEREYPNZESHRIEFMAWS IAM Identity
Center AF#EM AWSHWFEAZREEZESHRIE (MFA). 1AM

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—IMNEBREN , ZEOTUAT2LRAKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P B 62 F A9 B8 R 44 3t ik AN 22 40 & S BN AT 15 )
ZH M, BARWESEERARAFNITERRES. RPFRAFEIE | AERAXERIERNITRIEA
PRBBITHES. BXRXFEL root AFFHEZFNESHTRIIEK , FSH (AFER) P %
ERA-ERNIAMES.

AP MA

IAMA P~ RIERER AWS IKF WPMABNARFERRENRN S0, EAENERLT  BINBWER
IEEES , MARCIRAAEBNTRNZASKYUZIENIAMAF, B2 , IREFFZEIAMAF K
FIENKERS , RINBUWERRBAZH, BXESZEEL , B2H (AMAFER) TNEHLRE
BRI A BRI R 2.

IAMEH A RIECIAMAFEEN B M. BTFeeERAN SO E R, BAUFERAR— ARSI NEF
BENRE, MREXERAF , FRATMUERMMEBRAFPNR, i, S UHE— 1N ANE
4, IAMAdmins R FiZB A EEIAMBERAINER,

RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECHNEAARA. AF
BERAXANKHEIL  mARMIERZILE. ETHRESEE , B30 (AMATERE) VA 62
IAMAF (MARAE ),
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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yz|=:)

IAMAERENIBEERFENR AWS Ik BED. ESIAMAFEL , BERFEARTK, B
AWS Management Console B i AMABEFIGRIEA S, BULUETREA AWS CLI = AWS
APIRERFEABELRERRKAABURL, BXERAABGHNEENESER , 55 (IAMAFE
M) FRRAABNE .

IAMEBIGFRHEPHNACELATERTRER :

- REAFHE - ZERREFHIENR , BUEAGHNABGENNR. HREFHHITHHRIE
i, ZEOESAGHEXBRAEETFHEACE LHNNR, BXATRESARIEINACHES 17
ZH (AMAFIER) PMAE=S SO RUEIEAE®. MREMER IAM Identity Center , NFEE
BENRE, N TEHENSHEHTEORIEFATIFRINAZE , Ident IAM ity Center X R
EXBKRIPHIAMEER, BXNBRENEE , S8 (AWS IAM Identity Center A 1Em) I X
PRE&E.

 IGEIAMAFRR-IAM AFHABTURA-NMAMBE , HEBEFESIENRETERINR.

- BKFIBR-EAUERIAMASATEHMEKSPNEAN (ZREENERA ) BEREKS R R IR
AERRTEKSLRANBRHNEELSN, ER , X TELZFR AWS RS , &0 BUR KB E 52 0
HER (MARERAABENIRE )., ETHAGNETRRNEK, R R ZANXS |, B2
BIIAM A F= 38 a1 AM F 89 5 1K 7= SR 173 B X BR o

- BIRSIFR — B AWS RS FEREM AWS IREIREFPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZBRSEE AT Amazon FIETRNARRFEC25HE Amazon S3 RE#EN R, BRETEAFERA
HIEANEENNE, FRARSAGSERARSHEXABRNITIIEE,

« BRRIAKTE (FAS)-HEERIAMAF RNABERRITIREN AWS |, BHANZEA. EAFEL
RSES , BAIRRSHIT — MR , AR HBRFEERMRSHEH S —MEE. FASEREAZERE
ABEER AWS BRSSEAR AWS BRSS 6 T iiEBRSS K HERBIER, FASRBIERSBIIFESH M
AWS RS B FEREF TR ERE , T 2R HFER, EXMERT , EEHEFRITEHED
BRIEANIR, AXRIEHFASERNHWBRERE , FEAERTHES1E,

- BFAS-BRFIAMALERSRBENTRENSE, IAMEER T UERIBCIE, & 3 BRAR
SHABIAM, BXEZER , F5H (AMAFERE) AWS RSP SIEA 6 U6 ZRRR,

- REHEXAG-BRFEXACRE—MERSHEXEKNBESAE, AWS BRFRSTURARKER
TRENAR, BREHEXACGKEINEENGT AWS Ik | HEARESHAE. IAMBEER UEEE
TeEREBRFHXA BN,

« 1£ Amazon LE{THRARERF EC2 — B FERAIAMAREEZEC2KHl LiZ1TH K AWS CLI
= AWS APIERHI N AR FHIGEHES, XHEEC2EHIRFM@IHHFAE T, ERNEC2EH%
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BEEXHEESZAE , AAWHEEC2EA LETHRFREEMES. AXESER , FSHIAMA
FEEYHEAIAMA & [ Amazon EC2 XSl EEITHNARFE TR,

ETHEEAAVARERERIAMARF , B2 (ArER) PHANSIZIAMAE (MTEIAMA
F)o

FHAREEERR

IEAEL AWS B el 2 RS E M IR AWS SR FRZEF P HRNR, REREFH—
HRAWS |, SEEHFRFEXREKN , ESEXENR, AWS EZHA (AF. root AFRAES
E ) RHFERMITAXLERE, REFHNRBERATERELIFER, KSBREERLAISONI IR
AWS FEXFHETR. BRISONKBXEEHNATNESER , H2H (AMAFERF) FHJISON
REEBIR

EIE R A LAER AWS JSONKEERIEEWR IR L, BR2E , WAEMABUN T LFRITER
&, BAREAARETIIT,

RIANBERT , BRPFANAREKENR. ERFAPXNEMERRRITIRENNRE , IAMEE R TG
IAMZEBE, RE , EEATHIAMERRANI AR  ARPUURAXESE,

IAMZTCIL &6 AT FR 75 B HATIRE | SR TE LZIRENNR. fFlan , RREFE—NAT
iam:GetRole BEMN KR, WAIZKEM A TLAM AWS Management Console AWS CLI, ZHIREX
ABEE AWS AP,

ET 508K

ETHOHNREEAAMME S0 (FMAMAF, ARASAR ) WISONRERM X, XLEXR
B HIA A S A EAMESE T BERFRRTHERE, BETHRNMFEZETSHNRE , §5
FIAMA = $5 7 P Y B2 IAM R BE

ETHHNRBA LR -SARNARKERIEE R, ARRBEEZERAZNAS, AFA6H,
RERKERMIARE , SULCRENINERNSIAS, FANMAE AWS KF, HEXRBSE
AWS HERBMESTERE, ET7THNMEEERBIARKKE 2 ARTIER , BHSH (AMAF
1EE) FRVEEE RN ABRER < B2 TR,

BT HRA K

ETRIFHJISONKEE R EM INEF RN KM, ETRFENRBENRESFEAMABEEREM
Amazon S3 FHMERE., EXFETHRNRBHRS T , RSEER JLMER CINREHII 4 E R
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B2 AWS RRR AR E Tt
BREVEE . XN THEERM IR ZR |, REEE IS E A A BN 2R RIAT IR RE AR+ ARM
THIT, BUFEETRENRBEPEEEE, ZREATUEEKS, AR, A2, BERA/ T AWS

RS o

EFRBRNEREMN T ZRSTHNBRER, ZREEETRRENZERIAMPBER AWS TEEK,
T [A]$5= & %1 & (ACLs)

TREFIFIFR (ACLs) 2BHMERIEA (KFKRA. AFSA® ) ARBAERKR. ACLsEETHIRM
REERM , RECNFEAISONKEE KN,

Amazon S3 AWS WAF, I S#VPCRRXZIENWRS RHIACLs, BETHBEZEEACLs , BSH
(IO EEEHERSTT X EIER) FHILREZES FIZER (ACL) #ER,

HREgRE
AWS ZIFHMAAERAREERE, XERBRETOREERE ANKBEREQER TFHRANR.

« MERLRA-NRLAR-ASHNE , BUTUEEFREET S MR AL EIAMSE (IAMA P
A ) RFVEANR, BANZFRENRLF, XELERNRIEXACET B0 R RENR
BRRE, & Principal FEEAFHAGHETRRNRBEFZNRLRRH F—TUREEF
MERIELFEZAT. BANBRURNESEE , B30 (AMAFERE) FHHIAMSE AR RS
5o

« BRSSIEHIKBE (SCPs)-SCPs 2 HIALASHAL B (OVU) IBEERKRANPRAIISONZEKEE AWS
Organizations. AWS Organizations & —W A FTXEMN W AENZ AWS K~ BT HFME
PEENRS. MREEAELPNFIEIIEE , NSRS IEFIZKEE (SCPs) NA TN EMAIR
FRIEWF. MAEAKSRHSEE (SESNRME ) HIBR#IT T SCPIRSI AWS P RAF, BX
Organization SCPs s fIlVEZ{EE. , HS I (AWS Organizations FF#ER) RS IZEH KK,

« DERE - 2ERBELAEUREAANBCIBRSAF RGNS EFMENSHREZNSRE
B, FRLFNNREAFNAGHNETEONRENSERBHRE, NREAUREETHR
R R, E—TURBANENELREZAT. BXRESZEE , H5H (AMAFER) PHNLEX
& o

S RBERE

S MNRBEMRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BERBAWER , ESHIAMAFEEHHREITEEE,
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PRIE AWS RIRMIRZ RIS BAFiEm
MERESN T/ERE IAM

EFERIAMEEBRZREINHRNRZE , BRIZT BrERESS T UUERBLLIAMIIEE, E2ME T
RIrLRESNEMT EENMER AWS RS B 1AM AWS kS |, 21 (AMAFIERE) IAMFRY
FERAZE.

&

- MEFERETHONER
- ETREHEE

- ETHRSHER

- REREFRAMEE

ERERRET 500 R

ERIAME T B REE | BRT AWRIELRENFZMAN |, LETLUEE R FRIBELAVRENFTIR. 7
ZRBRIHFHENRE. BENK4E. ETHREEISONKEFEANFETE , B2 HIAMAF
EEPHNIAMISONKEB TESE,

1

EER W LAER AWS JSONKREERIEEERANTGRMF A, WHMRY , WBAEMAK TN AR FERITER
1, ARIEMHAZRHETHIT,

JSONZKMActionTER=MR T Al T HERMEH R SIEL L R AVERE, RBREBEESXEKH AWS
APIRERIE. WA —EHIS | flaN B TEEAPIRENRNRNIRE, 7 - EREFEERKESP
WATZMRIE, XL IR ERR N AR KIRE,

H R FELEREUR FHITREBRENRR,

REREERTHRBBREERENEAUTRR : tag:, HMERBRBETLERHEPINIT , BE
AEFKEPHERIR tago

il ERFEACEAZREFRICRRNNR , £EEN
Ztag:TagResourcesAPltag: TagResourcesi2EFEBEEMIINEKEE S, KB FASLMNETE
Action = NotAction TH, MERES[EN T —HABCSWIRE , LUEREBITUERZERFZINITHE

%o

EERNMEUPEESTRERE , BEAESFENRT , M TR

"Action": [
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"tag:actionl",
"tag:action2",
"tag:action3"

BT MERBES (%) BESMRE, flI , ZERENRF Get FFANABERE , FERHUATRAE,
"Action": "tag:Get*"

EEENSRERBFENIIR , BEH (RSENSE) P REREEFRNEE, BENZAEEH,

TR

EE R LAER AWS JSONKEERIEE B G Rt L, BREEH , BT TN AT RNITER
1, UREFAZHBETHIT,

ResourceJSONFKR TEIEEENAREN —IPRZ IR, BAXLMEE Resource

NotResource T&E, BEMZER , FRAREMN Amazon BRBEF (ARN) RIEERFR. W FXEFEE
BRER (MABRBERNR ) WIRE , B URITIHERE,

X TFAZFRRENRBORE (NI HRE ) | BEABES () ENEANATHRRERR,

"Resource": "*"

HERERAZXBEARF. THRANZHMEEM AWS RSIZNER LN THE (7F5L) .
S

EERWLER AWS JSONREERIEEW AN TR A, HRMEY , WAEET U LR RNITER
&, AREMH ARG THIT,

f£ Condition jt¥& ( = Condition 3t ) # , AT EBAERNEM. Condition TEETE
o BRAIGIEFERAZTEZER (i, EFHNT ) OERHFRER |, IERBAPNFEEERPNE
FTE,

MREE-—MEAPEESZ D Condition THE , WEES Condition TEFEESZME , I AWS
ERZ % AND EEIFMEEN]. IRENENZHREESNME , NERAZBOREER AWS 11455
. ERTFEUINNRALTRZARBNRME,

EIEELMLRN , B UERASNETE, flin, REEERERLFEAMBRFNBEREN , BT8R
IAMBAFPEFIHEIZEBRANE, BEXEZEL , H5H (AMAFERE) PHIAMER TE  TEF
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AWS X #F£RAFHEHNBETRSHFMGE. EEEHME AWS £2RFHA4E , BSRIAMAFE
MTHNAWS 2REH L TXESR,

HERBRTAREARET REOREEN.

o]
EEENSHBRETIONKBN TS, FSRANEREEET S HNEKTH.
E T RIRHY RS
RERBETXFETRRNER , EAHRELASWEARR.
ETHRENRN
ETHRENBNEHRAETEENHEZEE () ABAC NEEFMI —H5.

EETHEIRHEXNERNTEE , BFEMEA aws:ResourceTag/key-
name., aws:RequestTag/key-name = aws:TagKeys &R IAERBH M TEFREIRZE
B, ERIEREFH AR , AT RIRMARE,

EEFETHHONERE ( ATRERRLWFRERBHINZERNIER ) BRG , BSRABEREESE
H, BXETEMEMN ARG (ABAC) WESER , ESRAEETLABAC? AWS £ (IAMAFE
M) #.

mERERIAMA R
IAM£ & REANEERFENR AWS K HKE, RERERIERTEARSBE,
FHEEH IR T AR e s

ENZRESY B FEARERESIRKES ENER. RAIAMARREBEIEKF AR, B LUE
&8 A AssumeRole 2 3R AWS STS API#R 43R IR BN RS 2 £ iE ¥ GetFederationToken,

REHXAE
RS H%AE AWS RS AV RS F i RARRETRBAE,
FSRERREETERRSEXAR,

REAE

IR T RSRECBERS B E.
FERBELERTEARS S,
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L RESRET 50 REE RS

HINMBERT , BUABMAFZEN IAM TEEECNESEIFENNER. SIIETEER AWS
Management Console, AWS Command Line Interface ( AWS CLI ) 5 AWSAPI #i{T{£%. |IAM EE
R AAIE 1AM policy , AMEHN E AR FNRANAMENIEERRRITHEN APl B, AR, BE
B3 AAJBUIEIX L 5% BE B AN B 55 X LE AU PR AY 4,

ET7RMAERXLRSE| JSON RKEEXHIE IAM ETHHHRBHEEA |, B5H (AM AFEE)
Y £ JSON &I+ L 6 2 R EK

F&

e

- EARSREREHSNRFRAIRIC AP
- ATAFEREMITESHNR

- BREGREEERS

REERIEREK

ETHENNRKBBEEENARTALUCIR, HRSMBREKS FORERERTR. XERETRRKME
AWS IKF=ERA, tIEREEET S ORNRKE | HEFEU T AMNMRIL

« AWS RERBREDRENRIFAIAN - BEFHREAAFMITEARR TR , BER AWS £EX
BEANTFZELEAZREBETFNR. B UE AWS K- PR FIXLERKE, BUBLE LRHE TEN
ERZ RN AWS ZEFERERKERE - SHIONR. BXEZELR , FZ0 (AM AFER) P
AWS FEE R 5 THFRAEER AWS FEE XK,

- NMARENR - EFEH IAM RKBRENRE |, HNERFHRITESFAENNERE. At , BaLENX
ERERGTUIUNBERFRRITHERE , B NRENREFTT, EXER IAM BMANRHNESE
B, B2 (IAM AFErE) R IAM F YR B FIER

« {8 1AM KBRS AR — S BREITE RIAER — 8 AT LA 6 58 B 78 0 5% 44 SR PR ) 3 R R RV R BV 15 1) o
filgn |, EWELRERBEARIEELTMER SSL KXFEE R, MREIEE AWS RS ( filan
AWS CloudFormation ) EARSFIRIE , BEAUERAZGREBETF N RS EENHERNR. EXES
B8, 525 (IAM AF{ERE) F# IAM JSON RrTE | &,

* £ IAM Access Analyzer BIEZHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2B UEF RN AR , SUBRKBAS IAM KBEIES (JSON) M IAM HEREK, IAM
Access Analyzer 12t 100 ZTRBKEM ATRIENEN , BB THERZR L BIEEMBNREE, BX
EZER , H2H (1AM A 4ER) 9 |AM Access Analyzer SREEIIE,
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- EEZEFHRIE (MFA) - MREMAHNZREEREN AWS IKF FE IAM AFRRBAF , B8 H
MFA RIE5Z 2. EEFA API B/ERER MFA | 5 MFA £EFMBIEHNEKT, EXES
R , B3R (IAM AFiEr) RMEES MFA &R H APl 151E,

BX IAMHHREIENESELR , 20 (IAM AFER) #1 IAM F R HEXE,
£ AR Ym 8 2R 12 ) & MR IREAFRIS AP

ZipEfrEmEREE A MAREARIS AP, BURNEF —AREANR, XERRUM R IFEER
By AWS IKF SIHMERX TR MBI R R LIRS RBERNEFASES . NRUIBELFNRENRE
AERNETSONERRE , X THEIZREE IAM X4, 2H AR APl s BT EEMPEREEIT.

NBRXLEFARDRATLUERAIRERERR | FRATRE (HETEUTREFFIRRA R ) B i02ISE
k., BXEZEE , F50 IAM AP RN ASRINRUR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
1,
"Resource": "*"
}
]
}

BXBFHRERBBENDRANRE AP HIHEARRNESER , H2H BT EARERBERNNE,
RTAFERMEINB SRR

ZRBIER T BRI KRS LAY IAM AR EEMMBIEAF SN ABRKEMITENRE, It
KEQOFEEEHE ETERBREREURESAXNEA AWS CLI 3 AWS APl FTERIR,

{
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"Version":

"Statement": [

"2012-

10-17",

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
BERSEEF4A

:usernamel}"]

BRI EETHOHREPEASZNE , WEETIRZEFIX AL RER TRV IR 1ZRFIBEA T 1

ERRBEUARTERRR (HEERHH , RERFRL ). ER,

WEME LW project iRXEBHRBEN , TR TFNE,

REARX project 5MMMELLHRA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": "resource-groups:ListGroups",

"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name"
},
{

"Effect": "Allow",

"Action": "resource-groups:ListGroups",

"Resource'": "arn:aws:resource-groups::region:account_ID:group/group_name",

"Condition": {

"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}

}

}

BRI AT SR RGBT MBI P R A P, WREERZFL project MIrXE alpha WAFPERE
BERRA , BATFTZAFRIE project=alpha, &N , ZAFPFBEIEL TR, FERSHE project
LE Project M project , EARHRBEMRTX DK NE, BXEZELR | 55H (AM AF#E
) HH IAM JSON KRS TE : &#.

IR L REEET B {0 FN 175 (8] 8 1T B FE HEBR

ERLTEEAHEPDEIHNEEEERARERESRN IAM B ATEREF A & I B &

U
« RERENRSRERFTHRITIRE
o BRFLBINIT iam : PassRole

BN ERSRERPHRITIRE

ZZDS% AWS Management Console HiFE , BENMITENMNRE , N AMBKRENEE AT KRB, B
HEREOEBREHEEZEITINA,

¥ mateojackson AP EHFERAZFAEERRLNIFE , BFEHtag:GetTagKeys R |, &
RELLT ROIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource
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EXFERT , Mateo ERAHEBEREHEKR , LA TFMMER tag:GetTagKeys BAETHE my-
test-resource &R,

R LRI AT iam : PassRole

MR RURE —MNEIR | RPBLBTHRINIT iam: PassRole B4 , MIATMEHEBRUA T LG ABIERLES
HERERR,

BLAWS RS APRASARLREIZRS  MAREMKRSALIBIHAXAR, AL, Bu
MEBRABEKEDRSHNR,

H#E N marymajor By IAM AR ZHERAEH S ERZHRESRPHITEREN , 2KENUT RIS R,
BR , RELNEERSACHEFHNRT AIMITILRE, Mary FEBERAEEZE SRS IR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE LS b4T iam: PassRole #1E.
MREEEFHE , FHRRAWS BEER, ZNEERRREEZEIENA

HEiREEEN B ERICEA LR
ENRLRESRREEEIZFEE AWS CloudTrail F,
ERIEFIRZwEESS API A CloudTrail

HEYRESREAWS CloudTraill—IRFERK , ZBRFREAF . AETIFRLHRESRAWS RFHINIT
HIREMNIER. CloudTrail SHrZRBIINATAE AP BABRAIEH , BRERREFERESRZEA

M AFX Resource Groups Tagging API BN XEBRA, RECIERER , WAL CloudTrail
EHFEERE Amazon S3 F#EE , BREMIEERINEYR., NREREERE , ENATURE
CloudTrail ##H &K “ESHALIERK PEERHNEHN. EAKRENFER CloudTrail , &7 LU E @4R
TREIFRAENER, RHERDG IP bk, #AHTIER, @ANAXHBERAREMIFARE.

BXRMWEZEE CloudTrail , 52/ (AWS CloudTrail A F#ER)
IR LRESFEE CloudTrail

CloudTrail FEZSIEZKFAWS KPR EEENIKS EEM. HEDREEREREFIIREHIERD
HERE , ZEHLESHM CloudTrail B — B IZEREAWS RFEAFHLIBFKHR EFLIE AWS K
FHEER BRNTHREFSMH, BEXEZRFER  BEREASAFLIZFKES CloudTrail Ef.
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ERFZIER AWS kP ANES ( SBRSEESRENH ) |, BORBRER (trail ) o BRERALF CloudTrail
FFAEX L5 E Amazon S3 FEfE. BINBERT , EEAESH A CIERERER |, LERERNA T I

B AWS X5, LERERIERE AWS 2 XA RERAEXEHNEYS , HEAEXHEEERIEEN
Amazon S3 #. Lt , BAILIEEHMAWS BRSS , it —F 2 ML CloudTrail A &R INENE
HHIE, BXESER , BSRAUTHER :

- REH AWS Ik DI IR IR

« CloudTrail XM RS LR

- Bt Amazon SNS &4 CloudTrail

- BRXRBEZANXEM CloudTrail B EXHMEWRK B Z A KT # CloudTrail BEX 4

FIEnEmERRELGH (RERmER APl Z%) 1% CloudTrail F1I2FE (frEdRw
H/EE API SE) ., 2FHAPNREREFRFAICRHAETNEN CloudTrail , FE

~tagging.amazonaws.comfEffeventSource,

BIMNEHHBALEKFEHBEERARERBERNAREE. SHEETHEPEREUATAR

- BREFEARAFFIEER IAM AP ZIEREH.
- EREEAACERKSAFNERNZEFIERHMN,
- FREEHHEM AWS RS K Ho

BEXEZER , 52 MCloudTrailuserIdentity T,

TR EREeR B SN HRE

RER—MEE 6 AFUSHENAEXHEEEIEIEERN Amazon S3 %M. CloudTrail B & XX
BE—NEENMNAEFZREB. ~NEHRRRKEBEMEN—NMER , BEEXRMMERWIRE, BENBH
MetE, BERSHBESFEPER. CloudTrail BENXHT R AR API HRANEFHRRE , Biteq]
BRI ERNIRFHIA,

LR RBIE R T ERNZIRER CloudTrail HE% B TagResources,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
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session-1661372702",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"accountId": "123456789012",
"userName": "cli-role"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-24T20:25:037",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2022-08-24T20:27:14Z",
"eventSource": "tagging.amazonaws.com",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",

arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-

arn": "arn:aws:iam::123456789012:role/cli-role",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/

resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [

"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"

1,
"tags": {
"owner": "alice"

I
"responseElements": {
"failedResourcesMap": {3}
},
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
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"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "tagging.us-east-1.amazonaws.com"
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