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it, FENEEMEXBSHEENMANMEEZ, AWS TNBEZIEEXLERN AWS Bty , MERIR
LMETheE , MEMEMBRIERE , URIECSPE XM SRS HAFNELBHMX G ELE
BITHIM 45 BRS5. CSP

AWS TNBIngE
LT R aCSP BEFEAM—LLFRRE AWS TNB :

B ELIESS
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#$F AWS ? 2
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« AWS Command Line Interface (AWS CLI) — 7 — %%l AWS JRGSRMHEHS , 2E AWS TNB, B
Windows, macOS # Linux EZX#., BXEZELR , H5 AWS Command Line Interface,

« AWS SDKs— R4 EESAPISHTER IFZEZMAT, XEMAT TESEITEZR. LEERER
FMLEHEIR, BXRXEZEER , 5 HAWSSDKs,

HEHN AWS TNB

AWS TNBE B TCSPsE B BEMER A BEME AWS, AR , BFEZERNATHNEEN T AWS
TNB :

- RIEEWKINEEIME (MNFI) /Matit &,
« RAPIESRIXBUED,

EEEHR AWS TNB 3


https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/#SDKs
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https://aws.amazon.com/tnb/pricing/
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https://console.aws.amazon.com/billing/
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https://console.aws.amazon.com/servicequotas/home
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AWS TNB#E4:

AEBNABT —LEARES , uEHSBBEAHRER AWS TNB,

P

- METhEE En /B H

- EAMELED

- WEIhRETER T AWS TNB

- WMEIRSS HHRRF AWS TNB

- HWEEMZE AWS TNB

- MRS HRRF AWS TNB

P 4% Zh BE #Y A a5 JE) Hf
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ML

1.
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MBI 7 E AR Y P 45 Th BE SR AL R SR A P 4%
MR RFRE AR RREETRET
BIREHBHARANCSARKAEZ,

BT AWS TNB L2 E LRI K INBERICSARE 43 ( 3N CU AMF FIUPF ) |, HERFEERK
FMIFLERAT (CI/ICD) BEEBERK , BEEFNNENEREREREFFAHATR | ZEELUHEBE
B 22 R CSARB M FTAR A<,

 BERBMENEE , SIWITERE, WENEERE. IP EEINRREH.
. ERX LR B ROIB AR GRS R R (NSD).
. B ANSDsE SRR R 45 Th 8. 71 M 45 Th 88 3K 51 (L FiT 75 B9 R R

=64
1. BIENEINREFTE N BEMIRHE,

2.

BREBEPHE LM IhaERTRAIML (HEE ) , NSDRBEFTHERRE.
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£

EMENERERP , B2PIT-RINEFRE , Hlm
- EXMETHEREE |, fli , EXCEBAIMEIHEEFAIE,
- ERAFMBNESNSHEEHRMERG, Hlw , EHRMEEZHHE Amazon EKS version S,

£ APRE{LEE O

AWS TNBERFEFRUNEBEIREN S (ETSI) SREN RSN BSIER , FEREBEIENERSNWIBE,
BRS AT e LAE A AWS TNBSDKsCLI, S/EzhIRVE , Bl anSSl{b M 4% Th RE S0 M 4% ThRE T+ R B FT iR
K, APIs

AWS TNBXZ IS AT ##E.

M3E R A IR iR

ETSISOL001 v3.6.1 E N TOSCAE T A 1FHY M 45 Th R IR RF R AR
o

ETSISOL002 v3.6.1 BB INREEEE WIEE,

ETSISOL003 v3.6.1 ENME et B EENIR A,

ETSISOL004 v3.6.1 TE X 45 ThRE S HI CSARR

ETSISOL005 v3.6.1 TE XM ARSI M 4% BR <5 4w A A E VAR
o

ETSISOL007 v3.5.1 E N TOSCAR T AR H M 45 AR S R BT RO 4R
o

MEIheEZiE AT AWS TNB

£/ AWS TNB , BT LURF4 ETSI SOL 001/ SOL 004 B MEAEBEM BB ZF. RE , &
AL LB ERREHMEINEER ¥ Cloud Service Archive (CSAR) 2.

« MGEIhREHAR N — E R T2 sk MM 45 Th e E B iy T B diE

ERRELERD 9


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf
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« RERE - S| AMERERHFRE, LR MERERIEMER (AmazonECR) A LAFE BRI 4 Th8E

REBRIFEE,
- HeXtH - ATEERNSERE ; fla, BAHM Helm Bk,

EHOASISTOSCAREE LM HHE , SR/RFENTHME/ RS AT, CSAR OASIS TOSCA

YAMLEXFIEYAMLISBEMEER , IS5 ATOSCAKZE AWS TNB,

LATF 2 P 45 Th RE 1 78 STAF B9 /R 6o

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"

By N 4% Bl 5 $8 8 RFF AWS TNB

AWS TNBZfi& B < I8 E AR F 1Y W 45 Zh 8E SA K WD R HL &F & B B F o iYW 4% AR S5 R 75

LU ER ETSI SOL 007 K9ii88 & YAMLNSDI 4 (vnfd.yaml) , UEBEUTFEL

. ERHBHMA L
. BRI
. HEES
- EHEMEN (BELHE )

F (NSDs), &1

AWS TNB M & BR S5 H# iR 1=&F
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AWS TNBXX#EFIZTOSCATEE S XML, IRFMIEFRRHEITEEMNETSIFRE, AWS TNB AWS
RS B ETSIFFE RN AEN RS AR AT UERN AN SMNHTER , N\MIRSEWERN
£,

LA RNSDERAMAEE AWS lRFH A B . MEEEREEEE Kubernetes iR EKS 1.27 WL B i#h
S8 L, NARFHNTRE Subnet01 # Subnet02, RS , BAILAMER Amazon REBE& (AMI), 3
BIXBEMBDT BREENEHNARFENL. NodeGroups

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode®1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS

AWS TNB M & BR S5 H# iR 1=&F



AWS 15 ML AR RAriEmE

subnets:
- Subnet0l
network_interfaces:
- ENIOQ1
- ENIOQ2

NEENIZE AWS TNB

5 AWS TNB , & A[ LU A4S ETSI SOL 003 #1 SOL 005 Wt EL ERIZEREBEHNME, &
A LAE A AWS TNBAPIsRIAT £ B HRIR4E | B0 -

- EHHLMLE AL,

- KIERMEINEE,

. EFMEZIEELAE E Helm EE,

o {55 FARTHY P 452 0 S BB 5 R SE AL 25 B R A P 45 SR Bl

- EEMEIHEE TR IR,

- EEEHIMRZNSDs.

- REBEXEDBNMEEENE R

1Y X 4% AR 55 3838 fF AWS TNB

M 45 R 55 #RFF (NSD) RMEEBHFH— . yaml X , BERIZTOSCAMENRMRE I EAI ML T8
UREHE EEHEMEIEE AWS HEMBEE, EEXNSDME B S KE FIRMM KL FRE
BT R ZFHFHINSDTOSCAZEH AWS TNB,

IEHINSDXX#F 2 A EL T LA 8RS

1. TOSCAE X IRA-1X ZNSDYAMLX I E—1T , BERAEER |, ML T REIFTF R,

tosca_definitions_version: tnb_simple_yaml_1_0
2. VNFD—NSD @8 ExfH LHTEwAHRRENMBINENE L . SAERAUTERFIRENMLE
IhEE :
« AT descriptor_id HyME— ID, ID %AMEMEZINRECSARBHH ID HHTE,

« AT namespace WIME— B, ZBAMSISHE— ID KB , MEEE/NNSDYAMLXHHER
Z25lA , T RBIFFR.

BRI

i
N
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vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"
namespace: "amf"

3. IIMER - ENEHBNHR. MENREHBUREMAELHA |, Sl AHBESR, MUTR

BlFR R o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4. HETR - ST EENARBEEEMNERE D, BESHIHER T RV IERSZREME , HlIHAR
Ko BRFBDHR T BAFENSBIRERMRBII, 0, EIE Amazon EKS T RARTR , BT

Amazon EKS £8H 8B 1ZRFR. WL T REIFTR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:

node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"

capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
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network_interfaces:
- SampleENIQ1
- SampleENIQ2
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IEEiZIE AWS TNB

AWS TNBEE ER AT B HFHRNESHITIRE.,

5

o« SEMIREL AWS Ik

- DIZEEEEFRNXENAF
o BEE—NAWS #[X

« BRRSmA

« (A% ) &% AWS CLI

- iRE AWS TNBA &

SEMFREL AWS T =

MBIEERE AWS IKF | BERUATSERE—1,
IRE S0 AWS Ik

1. $TF https://portal.aws.amazon.com/billing/7E AR
2. ZEBE®LHNHBAHRTERE

FEEMET , FHER —BEE  EREAREREHA - MRS,

HEOEMET AWS K, IR BIZAWS IKFRAF —1 BRAFBERBGRIZKS RFRE AWS
RS MAR. FANREBEXREK , FHIAFITEERLAMNR , A RRAEABRAFRKRNITEER
AP HRRRNES

AWS FHEEER G2 BERE—HEIASL IR, BB AIE hitps://aws.amazon.com/3 &%
‘BHKF" , EFALNKFEHERENIKS,

SIZEREELRNRIYAF,

EME , BRIPEINESE AWS IKF AWS Ik PR AP AWS IAM Identity Center , S AX CIZEEH
P, XEERAAER root AFRHITHEHEES.
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https://aws.amazon.com/
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R IREY AWS Tk 7= 48 A 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFRIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

ERNEARAPERZAENEY , 535 (AWS 2% AFERE) FHLUERFR 505,
2. RIEH root AR A B ZESMHRIE (MFA),

BXEH , B2 CAFEE) 91 73 AWS Ik root AP (2H& ) EAERMMFARE”
IAM,

tIEEEEREFENRNAF
1. BAAMEGHL",

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. 1£ IAM Identity Center F , Bl A F R FEEIHENR,

BXEA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EfAER Ident IAM ity Center AP & FURL , BFEAEERIZ Ident IAM ity Center F P B &%
Z IR B FER A B RER,

BXEH Ident IAM ity Center AP EFRWA B , 55 R (AWS EF AFER) PHEFRE AWS
BRI

77 4R BR 50 Bic 4 EL At A P
1. % |AM Identity Center 1 , ©3 —ME1E R A &R RNRAY R AERERM N RE

BXRUHA , ESH (AWS IAM Identity Center AP 1EF) PRI OIENRE,
2. BAFPSEI M K RARNZEIBEEREFTHRENR,

BXUH , BHSHE (AWS IAM Identity Center A $5R) A EIRINLE
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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EE— AWS it [X

Eﬁé‘m X1z %|& AWS TNB , ESRAWS XRS5 R, EEERATRHREDRNKIET RHEK ,
SE R HAWS TNBL im T '5\AWS —BsZE,

18 FARSS im =

ELURREFNEET AWS RS , BFEA é%‘””l“ﬂ“)f—:"\o BRARAE AWS LimTT 2L, —L&& AWS RSIER
EEXEHFIPSKiRT K. BXEZER , 2 H AWS service endpoint.

XEEaHh X [ g=) i
EEZKEZ us-east-1 tnb.us-east-1.amazonaws.com HTTPS
(3BFE

Mt

=)

EXEHFEE  us-west-2 tnb.us-west-2.amazonaws.com HTTPS
(REX

M)

WAMX  ap-northe tnb.ap-northeast-2.amazonaws.com HTTPS

(BZR) ast2

TAMX ap- tnb.ap-southeast-2.amazonaws.com HTTPS
(&) southe

ast-2
mEx ca-centra  tnb.ca-central-1.amazonaws.com HTTPS
(HEB) -1
BM#t X  eu-centra  tnb.eu-central-1.amazonaws.com HTTPS
(ZE=R" 1
&)
R 2t (X eu- tnb.eu-west-3.amazonaws.com HTTPS

(BE)  west-3
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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XEEaHh X i A i
BXM (P8 eu-south- tnb.eu-south-2.amazonaws.com HTTPS
ESF ) 2

RMX  eu-north-  tnb.eu-north-1.amazonaws.com HTTPS
(ErEs 1

REE )

FZEY) sa-east-1  tnb.sa-east-1.amazonaws.com HTTPS
( R

%)

( T ) & AWS CLI

AWS Command Line Interface (AWS CLI) I &% AWS = miz#tas© , 37 Windows, macOS #
Linux EZ#, EaILAEA AWS TNBH# {TiH R AWS CLI, EFHBER , 15 H AWS Command
Line Interface A 1§, BXTWRHESEE AWS TNB , i (AWS CLI RSE) F# tnb,

RIE AWS TNBA S

BT EIAMERS ABTEEERE AWS TNBEERARNFEZBD. AWS TNBIRS A G AU RE
APIiE B E b AWS BRE ( #lEn AWS CloudFormation AWS CodeBuild, . LKk &fhit EHM1Z6 R
%), UEFHLNERR THBHNER,

EX AWS TNBRSEAGBNEZER | HSRAN S HMiFEEE AWS TNB,

( WiE ) &% AWS CLI


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/tnb/index.html
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Al'TAWS TNB

RYIZER AWS TNBAMAIEA M X ThaEENE |, Bl E T (CU). BMANBIEEINEE (AMF) &
5G A FFHEhRE (UPF).

THEEA T EHBEIRE :
N
/> |g/> —
O e R A N
N 0— V- -
<> <> s
1. Create function 2. Create network 3. Create network 4. Instantiate
package package network
£5%
. EREFH

- BIEEE
- HEMET
« BIEASEHI{L £ 3K B

- BE

TR

ERIIMITHE 28 , BLMEZUTRE

+ B AWS usiness Support it %l

- BYIAMABIREHNR,

+ RF& ETSI SOL 001/ 00 SOL 4 ¥r/HEM ML INEE (NF) B4,
. 44 ETSI SOL 007 H@@ M4 BRZ R 2 (NSD) 4R,

A AE A AWS TNB GitHub Mk Rl 2 RAIEEBSTHME L,
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DI I RE

W& DREBR RS 7S (CSAR) X, ZCSARXMEE Helm B&R. B HEN M &I se iR A
(NFD),

BlZhaea

1. ¥TF AWS TNB#EH|& , Wik https://console.aws.amazon.com/tnb/,
2. ESMERT , EFEWED.

3. EFRAIEEED,
4

ELEEBRIT , EFREREXH , AEFENCSARBEN . zipX K L&, BHRZAULEE 104D
X

5. (Hit) & “HE T, & BINFERL REWARNE, &0 LUER PR RIE 3R L 7R
IRER AWS B AR,

6. iijaxl:-l:_io
7. BEECOEMEE , RARERCENES.

BIEM

W& EIEE BB M ML Thae AR i H 5 E 2 B &4,
BIEME T

1. ESMESS , aRMES.
2. EEBIEMKT,

3. HELEMBZY T, &f “RBEXH , REREN. zipXHENSDER XM L2, EHRZ AL LA
10 N3

4. (W& ) &L T, &R RIHFERL REWARNE, &0 LUE R PR RIE 3R L 7R
HIRER AWS BA,

5. jij:¥-|:_$o
6. EFRVEMKZE,
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https://console.aws.amazon.com/tnb/

B M KB L R 258 3K 5

P& KB R P RIRAY AT LAEEE AWS TNBRY BN, MBI M 4SS5I X Kt TR6Hb. H&
KHHEMERBI, AWS TNBELELER AWS ERtRH, HERR[CMEDEAREEMEM RE
HU SR EETRIMERS .

B2 M KL 25 3241

1. HESMERS , EEMLE,

2. EBRBIEMLERKH

3. WMANZNEMRMBER K REEET—F,

4. EENBEE, RIUIFAEEHERE T-D,
5. EEBIEMERAE, HEWIRSN Created,

FHHIM MK E , ER"Not instantiatedf FIRASRIEFT ML SEH,
6. EBRMEELH , ERBREMEHIML,

I P&KAL” TWH.

7. BERAGEHEFSHE. NSHRENEHRIGER TIHMEEH, NSDMVNFDEFHSHF
%,

8. EERMLML,

HHI “HERD TH.

9. FEARFERREENMNELGRBBRS. BEALE BEES HoEAEIRIF , URE
BMESHHRE,

R
MAE | 47 AR AR O R 0 R
HER R

1. ESMBEED  EEME,

2. EBRMEM ID, REEFLIL,

3. RBARBTHIAR , MAML ID, REERLL,
4. A RIET R AR IR BRI A P45 3K B RTIRAS o
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R IZhgE® AWS TNB

BEERCSAR ( Cloud Service Archive ) X8 .zip X4 , HEH I EMEHE (ETSHRHEERENAE
FF ) MIhee IEREF |, 5EF R IZTOSCARRHE SRR M 45 Th 6 B N 7 M 4% £z 1T,

£%

- EPEIERHST AWS TNB

- EFEEPEES AWS TNB

« MNATHiIE FEHEHBE AWS TNB
« MPBREIER S AWS TNB

EFLIEZREE AWS TNB

THERIATE AWS TNBMEEE B PO ZRHE, tIENBRIRETFRIZMLZNE—L AWS TNB,
LEEBERE , EUNBEMES.

Console
FREH AR

$TFF AWS TNBIZ#|& , Wit R https://console.aws.amazon.com/tnb/,

ESMERSD , EEDED.

EECEYEES.

TR ERXM , AEEFSINCSARBER . zipXH Ltt, BHRZA L/ 10 M.
ERET—%,

EFEINFHER.

EFREINEED,

N o o~ w0 Dbdhd =

AWS CLI
EFAGIEREE AWS CLI

1. f#Mcreate-sol-function-packagefn S RIZF RS :

aws tnb create-sol-function-package

el 23


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-function-package.html
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2. {8 put-sol-function-package-conten t tn & EERBEB RS, Fl -

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

EHEEFIIEZ AWS TNB

THRUNAEENEIHNAR,
Console
FREFHAEEFNES

1. FT7F AWS TNB#Z#I& , Pk A https://console.aws.amazon.com/tnb/,
2. ESMERT , EFTED.
3. ERABREKRITIRE

AWS CLI
EFAEEREE AWS CLI

1. {EHlist-sol-function-packagesfn 5| H S BRI,

aws tnb list-sol-function-packages

2. ffMget-sol-function-packagem T ERFEEREHBBWFMEE,

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

24


https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-function-packages.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package.html

AWS SR RE A
MELUT M3k T 8B E e AWS TNB

THEEIAI AWS TNBRI 25 ZhRE B P T HIIRE =,

Console
FEREEA TEIES

1. $T7F AWS TNB#E#I& , Mk Fhttps://console.aws.amazon.com/tnb/,
2. EERFHEENNSMERD  EEDERS.
3. EAEREKTITIEE

4. EEIEES

5. KEFRRE. TH.

AWS CLI
EEATEEREE AWS CLI

A get-sol-function-package-conten t a8 % N EEEE,

aws tnb get-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

M F i BR B 2 AWS TNB

T MM AWS TNBRIEIhaE B XAMIBRIIeERE. EMBRINEER , ZThee @A TERARS,
Console
FEREHARBRINEES

1. FTFF AWS TNB#Z#|& , Mk A https://console.aws.amazon.com/tnb/,
2. ESmMBERPR , EERINES.
3. HEABRERIITIED,

THa 25


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
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4. EFEIhEE
5. MEERRE, B,
6. MIEERRE, MER,

AWS CLI

EMEREKID , EEA AWS CLI

1. fEAupdate-sol-function-packagetn S 2 A R,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---

operational-state DISABLED

2. ffMdelete-sol-function-package@n S Ml BRE K2,

aws tnb delete-sol-function-package \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

il
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https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-function-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-function-package.html
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MEEZEAT AWS TNB

MEERCSAR ( RS FHE ) KM .zip X, EXNT EEHEN DS URERF SN E
AWS %,

(F

- EFOIEMSZT AWS TNB

- EFEEMKXEE AWS TNB

« DNEAT M FEM 48 AWS TNB
o MHMIBRM 4% AWS TNB

EHaEMSEE AWS TNB

4% B 48 AR S5 IRRF (NSD) XX ( 2AE ) FEMEM S ( ATk ) AR, HlI4SE T BT R
R, flan | MREHNEIHEZSNHRD , N T LUEEFANSDRE X R LE R 4% B BN £ K EVPCs
= Amazon EKS E&H1=1T,

BIET T EHEUENEZ ST, SIBNEZAE , BEEQNE—ANMEREH,
Console

EREHEEMES

TF AWS TNBIZ#I& |, Pt R https://console.aws.amazon.com/tnb/o

ESMERTD , EENED,

EFRAEMKE,

TR EBRXG, RAREREAN . zipXHNSDEN X L&, BERZS AT L& 10 N,
EET—%,

BEESINEAER.

EERAEMKE,

N o o~ w0 D=

AWS CLI
EOEMNEE , KM AWS CLI

1. fEMcreate-sol-network-packagefi S RIZME 2,

Rk 27


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-network-package.html
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aws tnb create-sol-network-package

2. f#H put-sol-network-package-conten t i & EENEZIRNR. 0 :

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

EREFENEZEE AWS TNB

THRUOAEENZIHAR,
Console
FREHAEENSEE

1. FTFF AWS TNB#Z#l& , Mk A https://console.aws.amazon.com/tnb/,
2. ESMERT , EENEZD.
3. FABRERINED,

AWS CLI
EEENEKEE  BEH AWSCLI

1. fERAlist-sol-network-packages#n ¥ H & HI R EH 42

aws tnb list-sol-network-packages

2. fEMget-sol-network-packagem T EEERXMEITWNFEMHEE,

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

28


https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-network-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-packages.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-package.html
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MU ML T M 4532 AWS TNB

TN E RS B T8 AWS TNBR &S,

Console
FREHAETENES

1. FT7F AWS TNB#E#I& , Mk A https://console.aws.amazon.com/tnb/,
2. ESMERP , EENED,
3. HEABRRERINKI

4. EEMED,

5. RERRE. TH.

AWS CLI
EEATHMEE AWS CLI

£ get-sol-network-package-conten t @55 T &M & A2,

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

M A BR &2 AWS TNB

T MM PR BRSS B F P MIBR AWS TNBMEE. EMBRMER , ZMEZ AT TERARS,
Console
FEREHAMBRMNEE

1. 3TFF AWS TNB#2#I& , Wit R https://console.aws.amazon.com/tnb/,
2. HESMBERKTP , EENEZD.
3. FABRERINED
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-package-content.html
https://console.aws.amazon.com/tnb/

AWS BIER % R A 457
4. HEEMEG
5. MEERRE, B,
6. MIEERRE, MER,

AWS CLI
EMBRMED , HER AWS CLI

1. fEMupdate-sol-network-packagetn S 2 MK,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. ffMdelete-sol-network-packagedn 5l BRI &2,

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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Console

£ iz & 02 M 45326l

PA

TEHIE,

\
1
ssssss 3 . DELETE

STOPPED e DELETED

Pending Network Instance State

[ ] Terminal Network Instance State

» CUSTOMER TRIGGERED ACTION

1. 3TF AWS TNB#E#I& , Witk https://console.aws.amazon.com/tnb/o

HESMERT , EEME,
R OIEMESH,

o o bk~ w0 D

R OIEMESH,

NEBIMABHMBER | RFEET—F,
EENEE , RIFFAEE  REEET -5,

AP ESEPHIRFERTE “ME” WE L. #TR, SHMLXMRESKH,

AWS CLI

E IR 4324 AWS CLI

«  {EHcreate-sol-network-instanceds & 22 M & 324,
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aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name
"SampleNs" --ns-description "Sample"

BTR, EHMLXAMRESEH,

ERZH{L &S5 AWS TNB

BIBMEXBE , BANERITRENL, ZEKBFYCLMERAE, AWS TNBELELER AWS EAt%
¥, HERFCMEZDERUREEMZMNG R EENCIRLEEITHME RS

Console
{55 A 432 16 5 S 45111 P 2% 3= 4
1. 3#TFF AWS TNB#2#|& , ik R https://console.aws.amazon.com/tnb/,
2. HESMBERKP , EFEMNE,
3. EFRELHILHIMEEHI,
4. EFBE, RFEEFE EHIL
5. EXRHLMERE L , EFFMAELE , LU UEHRSHE,

NS BENEFRCCER T HMERLS], NSDMVNFDEHHWSHFE,
6. EEHULMLE,

HHI “HBRD TH.

7. FEARFERRERENMELGNTBRS. BT VIS HB2ERBEIRF , LR
BREMESHHRE,

LIBIRAE RN Completed , MEEEHIEN4E = AL

AWS CLI
EEAXHLM RG] AWS CLI

1. f#EMHinstantiate-sol-network-instance @y 4> SE 51t /R £& 32451
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/instantiate-sol-network-instance.html
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aws tnb instantiate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
additional-params-for-ns "{\"parami\": \"valuelI\", \"param2\": \"value2\"}"

2. TR, EEMEZETRE.

BRI ESRA AWS TNB

SEHHEMESEB S | B 0] LA #T R SE 6l P BB S
Console
FEREE A ERMEEEA

1. FT7F AWS TNB#2#I& , Mk A https://console.aws.amazon.com/tnb/,
2. HESMBERD , EEME,
3. HEEMEZEH, REHMEEFAREAN , BFeERE#HITEFHF Instantiateds

R RSB HE

4. M EHEETFR , EREEIREREKA
5. &EEHN.
6. R AR EHRMTET
7. EEEHF
AWS CLI
158 F CLISE 37 B 23 45

{FEFAMODIFY_VNF_INFORMATIONEE # 3k & Ky update-sol-network-instance &y 45 3 58 $ M 4% 3 5l 1
Y BB SE 61,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
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BT RIM KB AWS TNB

KEUEMERBIE |, BARFEEFEMIREINARF. it , EREEHRMEXHNMEZINSHK
B, RAEBEEMREANAENL,

p=5_R=-B0

o WO LIEHL FInstantiatedHUpdatedIRZASHI LA,

. EFHMEEHIRT , UpdateSolNetworkServiceAPIfE A H M E SIS HEREH N EEHIHH
o

» AWS TNBIRIE M 45 5B AV BENSDFVNFDS B R B THET 200, BHMITIHERH RN TEHHLESR
RITNFEBISHERIE XA RS ARZMWERS .

BRI EFN S

HEEFROICAIME LR |, BAUEFATSH

S8 iR ROl 2 El 7N
Bl -
Z
IS
I 5 EKSEB IR A I&T LARF Amazon EKS §81% e EKSC
#FHEversionS BN EEH type: tosca.nod L
BT —NRERA, BIER es.AWS.Compute.EKS
FRRA, THET SREH. properties:

version: "1.28"

tyr
tos
es./

mput
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SH

48 R

& LA HEKSManage
dNode FIEKSSelfMa
nagedNode TOSCAT mHY
R B

N I T R
i
Z
=
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

dec
ize:

BRI NEFNSH
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4

I 5 #EBSCSIHEH4E %

A BT D HEKSE R
tERARERTSFHEBSCSIHH
o f&th AT LASE Ul AR AR

N AT

EKSCluster:
capabilities:

ebs_csi:

properties:

enabled:

T~
Bl -

IS

EKSC

car
ies:
false

ebs

pIC

enc

vel

v

BRI NEFNSH
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AWS BSR4 Al B8 AriEE
S iR N AT
VNF IBA LA 5| AVNFsHBINSD .
vnfds:

HEFeMEBEBEINSDERV
NFDeploymentTOSCAY; = 7E
ROIENER, ERNEHRN—
o , BAFEER MR,
B HT R BRVNF s,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2

BRI NEFNSH

41

T~
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IS

vnfc
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79e¢

be5:
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nan
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4

H

\

iR

Bl

ZHI 7N
Bl -

IS

Sa
mple
elml

Tyr
tos
es./
ploy
VNFL
ment

rec
nts:

clt
EKS

BRI NEFNSH
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S R ] AT | N
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IS

vnft

-
Le VI

-
Le VI
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S PN NI A
Hf EECIEMEEBZ A -
*uZEJ‘g{fTQEﬁEEq?T% - descriptor_id:
fE , RN pre_creat "43c012fa-2616-41a8-
e Mpost_create HEH#FM ~ a833-0dfddc5a049e "
Z|VNFDeployment &, namespace: " vnfi®
- descriptor_id:
EURBIT , PreCreate 164222798 ccd6-4s71-
— L _ ee n
A Y ) I
Aivnf3.SampleVNF3 &
17 , PostCreateHook ¥4 SampleVNF1HelmDeploy:
ﬁﬁiﬁﬂ‘fKZEWfS.Samp type: tosca.nod
1eVNF3 &7 es.AWS.Deployment.
° VNFDeployment
requirements:
cluster: EKSCluster
vnfs:
- vnfl.SampleVNF1
- vnf2.Samp

LeVNF2 // Removed
during update

BRI NEFNSH
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ploy
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rec
nts:
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S R ] AT | 7N
Bl -

IS

the
san

-

LeVI
Nev
VNF
as
the
nan

vnt
was
not
pre

pre

int

Hoc

pos
te:
eHoc
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pre

Hook
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¥ 1D Bl ZzE R
Bl
Z
=
ki EEEHNEEYZ A fdes ]
i p s vnfds: vnfc
ZREBTEWEARRE - descriptor_id:
Al LAffpre_update #HEH "43c012fa-2616-41a8- -
FMpost_update ¥EF7M a833-0dfd4c5a049e " des
Z|VNFDeployment &, D r_ic
- descriptor_id: "Qc¢
7E I 45 e PreUpdate "64222f98-ecd6-4871- bd8;
S o bf94-7354b53f3ee5 " -
H_OOk FEEF /S namespace: " vnf2" b8al
fTvnfl.SampleVNF1l |, 466¢
H1EPostUpdateHook E "
B EB%E vnfl PR SampleVNF1HelmDeploy:
¥ Ruuidfvnfaz Epas TosEa e
— es.AWS.Deployment.
Javnfl.SampleVNF1 1Z1T, VNFDeployment nan
requirements:
cluster: EKSCluster "vr
vnfs:
- vnfl.SampleVNF1 -
- vnf2.Samp des
LeVNF2 r_ic
"6/
ecde
bf9-
4b5:
nan
Ilvr
S
amp]

BRI NEFNSH
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B3 ik Al 2 E G
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IS
pos
te:
eHoc

5 37 ) 4% S 451

Console

{55 A #2155 BT M 45 326

1. #TFF AWS TNB#E&I& , it A https://console.aws.amazon.com/tnb/e
2. ESmERP | EERFE,

3. EEMELH, FEYMEEFIRASNInstantiatedSHEt , BFENEFITE
¥TUpdated,

4. GEFCRE M CERH

HHI EHXA E , EF S HaERRERNNZFAEENSHIIER.
5. ERHHINEZEE.

MM EHNSRERE “EFNSEH B o

6. (FE)E EEMNSH BoHERSHE. AXREVUEFNSHREIIR , FSRETN
EHBSH.

7. EREHME

AWS TNBRIEE R H T HEF . FHI “HBRS” TH.

8. FEARFERRERENMELFINTBRS., BT MBS B2ERABEIRF , LR
BREMESHHRE,

YIBBIRASE R AT Completed , MEEHIENAEH,

A =


https://console.aws.amazon.com/tnb/

AWS 15 ML AR RAriEmE

9. - MRRIEXY , IMEZELFFEERBEREFZAHNRSRETRE , T
fInstantiatedzUpdated,

s MRFEHEAM , ML ERMEEFRARUpdate failedo NEMAMMNERIEREEZ LS
ERE,

« WREHKY , WL E RUpdatedMEEHPIRA

AWS CLI
55 I CLI S 57 P 45 3K 451

{# A # AUPDATE_NSE #12K & fyupdate-sol-network-instance iy 4 3k B8 37 M £& 3£ 4,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"*np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"parami\": \"valuelI\"}}"

EFPEFENEEH| AWS TNB

TR NAEE M EEH,
Console
FREFHEEEMERA

1. 3TFF AWS TNB#Z#|& , Wit R https://console.aws.amazon.com/tnb/,
2. ESMBERT , EEMEEH,
3. FABRERIIMERH,

AWS CLI
EBEEMERH , EEHR AWS CLI

1. {#list-sol-network-instances#y 55 & #Y P & 52461,

aws tnb list-sol-network-instances

2. fEMget-sol-network-instance i T EF B X5 E M LR B EAE S

BE 52


https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-instances.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-instance.html

AWS 15 ML AR

RAriEmE

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$

4% 1 F M A I BR P 48 3245 AWS TNB
EMIBRM &SRB, EHIATTF 2L IR
Console

{55 FA 122 81 & 28 L A BR X £ SE 45

1. 3TFF AWS TNB#2#I& , Wit R https://console.aws.amazon.com/tnb/,
2. ESMERP , EENE,

3. IEEMEEHIA ID,

4, EFRLL,
5

6

7

RRBITHEIAR , WA ID, RAEERALL,
7l 35 LA R B P 4% SE 51 D AR 2o
( ATk ) 4R P L& SR H IR M BR o
AWS CLI
ELIEFMIBRPI &R |, B (R AWS CLI

1. f#Hterminate-sol-network-instancefip 4% 1k P 4& 2451,

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

2. (W% ) A delete-sol-network-instance 43l Bk ™ £& 2461

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

28 1F FBR
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/terminate-sol-network-instance.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-instance.html

AWS 15 ML AR RAriEmE

B 4EZ2E AWS TNB
W R AR ISR MG RITHEMIRYE | SISO L 1R LERA.

£%
- &F AWS TNBMERE
- BUH AWS TNBR &4

BE AWS TNBM KR 4E
EEMZRENFAES , S ENEREFIRHVESNESHRES.
Console

FREFHEEENERE

1. FTFF AWS TNB#Z#l& , Mt A https://console.aws.amazon.com/tnb/,
2. ESMERP | EEMEEH,

3. FEARZRERIIMELHM,

4. I “HEEWMFL , EEMKXRAE,

AWS CLI
EEEMKIRE , BEHR AWS CLI

1. fEAlist-sol-network-operations s 4 5l i 7 8 M & i 4k,

aws tnb list-sol-network-operations

2. ffMget-sol-network-operationfF S &EE A X MERIENIFEAE R,

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

HUE AWS TNBM &1 1E

T R AT ESGE P 4R R AE

BE 54


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-operations.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-operation.html

AWS 15 ML AR RAriEmE

Console
FREHABUEMERE

$TFF AWS TNBIZ#|& , Wit R https://console.aws.amazon.com/tnb/,
ESMERSD , EEMSE,

EER LR ID ITHF HFRE SR RE.

BT+ L | SR WEIRE

ERBUE#RE,

o ~ w0 bh =

AWS CLI
EHUEMERE , 1BER AWS CLI

{& A cancel-sol-network-operation @y 53 BUE M 4 12 4E

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 55


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html

AWS 15 ML AR RAriEmE

TOSCARZZE AWS TNB

=N RARFNHRINEEENSE (TOSCA) R—fEHMEL , CSPsATHEARE T =M Web lRFEVH
I, HAH, RRZLUREEIXERSHRIE, CSPsEETOSCAER PR EE S, EEAZAMNBEE
BURBENRBRENZSE 2 ENERE, CSPsAB LEEHR , AWS TNBIZEMSCE T E AWS 1]
XEIIEFEIZTH 5G MEFTEMNRIR,

AR

« VNFD1& 4k

o MEIRSIHRATENR

- BATR

e
VNFD#E #x
TE SR AP 48 B B IR RF (VNFD) #RAR,
BE
tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"

default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

HFMELR

node_templates

TITOSCAAWS R, AREMTRUT :
« AWS.VNF

VNFD#&E 4R 56
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 AWS. Artifacts.Helm

AWS.VNF
EX AWS EE\R B (VNF) TR
B&

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String
provider: String
requirements:
helm: String

B
descriptor_id
HRFFHY, UUID

KA FHFH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

AR AVNFD,
YVE B

KR FHH

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

R ST B o
PE =2

AWS.VNF

57
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KH . FHFH

provider

AYE&EVNFD.
PE 2

KH . FHFH

R

helm

==

EMNBEEHH Helm B F. XX AWS. Artifacts.Helm BI5| Ao

WE 2
KR 2HH

=~

SampleVNF:
type: tosca.nodes.AWS.VNF
properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"

descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:

helm: SampleHelm

AWS Artifacts.Helm

EX = AWS L& o

BE
tosca.nodes.AWS.Artifacts.Helm:

properties:

implementation: String

AWS . Artifacts.Helm

58
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&%

implementation

FHEE Helm BRACSARAH# B %,

=~

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

P 4% B 55 H i R AR AR
TE LR 4 AR S5 #RFF (NSD) AR o
BA
tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS

NSD# 1R 59



AWS SR RE A
EHAEENXNSE

LB DA ESE ( HILVPCT SBICIDRIR ) BY , RATBAEA{ get_input: input-
parameter-name }EZEHENSDEHRFPENZSH. REER—INSDERFEEFAZSH.

LT ROER T tAELNMERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFDj# O

descriptor_id
HRFFHY, UUID
KH . FHH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

namespace

HE_%*/J’_\O

ERAEEXHNSH 60
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RAriEmE

RE : FREH

hIMENR

node_templates

Lk

EFVTOSCA AWS TR =2 :

AWS.NS

AWS.Compute, EKS

AWS.Compute, EKS, AuthRole
AWS.Compute, EKSManagedNode
AWS.Compute, EKSSelfManagedNode

AWS.Compute, PlacementGroup
AWS.Compute, UserData

AWS. Bx®, SecurityGroup

AWS. Bx™, SecurityGroupEgressRule
AWS. Bx™, SecurityGrouplngressRule

AWS.Resource.Import

AWS. Bk, ENI
AWS.HookExecution

AWS. Bx®, InternetGateway
AWS. BXM, RouteTable
AWS .Networking.Subnet
AWS. #E, VNFDeployment
AWS. XM, VPC

AWS. B, NATGateway
AWS .Networking.Route

AWS.NS

E X AWS MRS (NS) ¥ &,

FRHMERR
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187

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

B 1%
descriptor_id
FRFFHY, UUID
©BE B
KA PR

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-Tf0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

I RRZASNSD,
PE 2

KE : FREH

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

HR ST EY B o
BE R
KA . FHHR
Rl
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

AWS.NS

62
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descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute, EKS

IREERMEN. FTEM Kubernetes IRASLA K /L iF Kubernetes 4| P EEEENFMEREN AR,
AWS NFsZAEEM&#EDO (CN) FH BB A, BUEESIMNEED , ANSEARNEEENATE
F Kubernetes BIMEINRE, BIE T AN ER IS EER K S HRINEMFM,

(-

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

Thae
multus
Wik, EX Multus BEEMLEED (CNI) AENE M.
MREEE multus , MIEE enabled M multus_role Bk,
enabled

ER2AEAERIA Multus Thag,

AWS.Compute, EKS 63
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KH : mRE

multus_role

Multus MEEOEB AR,

ebs_csi
ENREELSHEBSEEKSHHIW I S A7 MO (CSI) W FHE M.

B AL A MBI AT 7E Local Zones B AWS X35 L AWS ocal Zones £ AWS OutpostsfE F il B #HEKSH
TEENT S, BXEZEE 2R (LZHEKSHAF#ER) FH Amazon Elastic Block Store CS|
Koo

enabled
RTIBEBRE T EIA Amazon EBS CSI IR EF.

KR . HRE

version

Amazon EBS CS| Kz 2 F M iINB B MRA, ZIRAS 24915 DescribeAddonVersionsig IR B B Ak
Kz —tHEH., BXxEZEL , 52 Amazon EKS APl $#DescribeAddonVersions &

B
version
B R Kubernetes fRZA, AWS Telco Network Builder & #F Kubernetes ix~ 1.23 Z 1.30,

AWS.Compute, EKS 64


https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonVersions.html
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KH . FHFH

AIBEMYME : 1.23]11.24|1.25|1.26]1.27|1.281.29| 1.30

access
SEmKRTHE,
PBE 2
KR . ZEH

AIBERY{E : PRIVATE | PUBLIC | ALL

cluster_role
EREEAR,
NE 2

KR FHH

tags
EM EEIRIIRE,
VE B

xKH - Hk
ip_family

RAEFHPRSMNAIFA (pod ) Mtk IP K5,

RIFH{E : IPv4., IPV6

2RiAE : IPv4
PHE B

KR FHH

=R
subnets

— AWS.Networking.Subnet 7 R

AWS.Compute, EKS
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i

RKH : HIX

]

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.23"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
ip_family: "IPve"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:
properties:
enabled: true
multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"
ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet0l
- SampleSubnet2

AWS.Compute, EKS., AuthRole

AuthRole 7 ¥F# @ Amazon EKS £ERIIAMA® | aws-authConfigMap A& P T LAERIAMA
148 Amazon EKS £,

BE

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String

AWS.Compute, EKS, AuthRole 66
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FAFiEE
groups: List

requirements:
clusters: List

B
role_mappings

EXFEERE Amazon EKS & aws-authConfigMapHIAMA BB ETFIR,

arn
IAMA& &ARNH .

KH : FHHR

groups
ESH4 arn FEXNHAEBH Kubernetes 4,

KR AR

ER
clusters
—A AWS.Compute, EKST R,

RKH : HIX

el

EKSAuthMapRoles:

type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:

role_mappings:

- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRolel

AWS.Compute, EKS., AuthRole
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groups:
- system:nodes
- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:
clusters:
- Free5GCEKS1
- Free5GCEKS2

AWS.Compute. EKSManagedNode

AWS TNBXIFEKSIEET R4 , BLHZI N Amazon EKS Kubernetes 8B & 17 = ( Amazon EC2 3%
f5l ) MBpTEGEAREE, EQREKSTRA , BHITUTRE

- BERHAMIAMIRER ID HENER TET RIERE Amazon RERE (AMI).
- NIEWT RARMATSSHIFERIAYT BE E#IAmazon EC2 key pair.

- BREWT KA E S Amazon EKS EEXEK,

s AIETREREFW,

- RE , FRELA, TRAZINERBAMKMEZNT [R4E,

B

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List

key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String
scaling:
properties:
desired_size: Integer
min_size: Integer

max_size: Integer
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properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List
security_groups: List
placement_group: String
user_data: String
labels: List

ThaE

compute

EXLEHEKSEET RATTESHNENY |, Al SHEC2KAISRE ML L FHEC23KFIAMIs,

ami_type
IS H#HEKSZFHAMIZKEL,
PE 2

KH PR

AIBERYME : AL2_x86_64 | AL2_x86_64_GPU | AL2_ARM_64 | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |

BOTTLEROCKET_x86_64_NVIDIA
ami_id

7 ID AMI,

@ Note

MBERRFEREE T ami_typeM , ami_idN| AWS TNBIFHXE A iZami_idER A

#EKSManagedNode,

AWS.Compute, EKSManagedNode
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instance_types

KB
3T Y
key_pair
AT 2 ASSHIERIMEC2F AN .
KH . PR

root_volume_encryption

AL L,

HEBSEEZ AL SHEBSING, MEKEMHLLEM , NEIA AWS TNBL % Amazon

EBS &%,

ZRiA

KA .

a

True

W/RE

root_volume_encryption_key_arn

AWS KMS fAARNREFHI AN, AWS TNBXIFHFEEZAARN, ZXiEZ4AARNFBIBZARN,

KR . ZFH
@ Note

MR root_volume_encryption} false , N|FE
&root_volume_encryption_key_arno

AWS TNBX &3 1 Amazon EBS XM &3 TIRE IZAMI,

MRAMIPREELRNE , MAMEBE f root_volume_encryption_key_arnor
AWS TNB FBEE#FH MEZIRE,

MEBEAMIKAEE RN | M AWS TNBroot_volume_encryption_key_arnfd Nz
BB,

AWS.Compute.

EKSManagedNode
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MEBEFRBHEroot_volume_encryption_key_arn , I AWS TNBfE AR EHI ZRINZR4A
AWS Key Management Service 3 1R &# 171133,
« AWS TNBRFZNZEN . AMI

scaling

ENTSHEKSRET QAT RSBNEM , SINAENLSHEC2EHIHENR T RAPITLHEC2
KON HZNHEABE.

desired_size
AP ESEBIZE NodeGroup,

KA B

min_size
LA BN SEHIEL NodeGroup.

KR . B

max_size

LA B & KL% NodeGroup,

JE
node_role
FfhnZE Amazon EC2 EHIIIAMAB &R, ARN

AWS.Compute, EKSManagedNode [l
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KE . ZHH
tags

EM B R ROIRL,

EKH . X
=R
cluster

—A AWS.Compute, EKST =,

KR FHH

subnets

—A AWS.Networking.Subnet ¥ &

KR AR

network_interfaces

—A AWS.Networking ENITT R, BRFMFZOMFRNIRENEENTAX , BFNSKELE X
Mo

®EFnetwork_interfaces , MR EE AWS.C AWS TNB ompute FEE T
Zmultus_rolef@t , MLENIsMiZmultusEHIRENSMIERXNE, EKSTT R, &M , ENIsM
node _role EMEd AWS TNBFREUS XN IR.

KR HXR

security_groups

—A AWS.Networking SecurityGroup¥ R

AWS.Compute, EKSManagedNode 72


https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html

AWS 15 ML AR RAriEmE

RHE B

RKH : HIX

placement_group

—/ tosca.nodes, AWS.Compute, PlacementGroup¥i Ko

KR ZHH
user_data

—/\ tosca.nodes, AWS.Compute, UserDataTWR5IH. AP HREMAGEEARET AR
# Amazon EC2 X4, fz1TBE AP BIEMENNRRMEZELST LER node_role.

MHEB

KR . ZHFH
labels

HAREHIR, TAFESREEHANE, BRANTHERIFE

. BHAENLTE D=,

- BHAEOKESZTH 63 NEH.

- RETUAETE (AZ az. ). BT (09) MUFEH [, _, ., *, ?]
- BHAELAUTBET?, R PHFLALE.,

f5la0 , myLabelNamel=*NodelLabelValuel
VE B

KH : HIX

el

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
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ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute, EKSSelfManagedNode

AWS TNBEZFIL SHEKSBITEET R , LBz AT S# EKS Kubernetes & ELE T & ( LS
EC23:4l ) MATETEAREE, EﬁUE Amazon EKS 1 R4 , BHHITUA TIRE -

HRMEEFHITET K ID AEFITET LR Amazon REME (AMI) AMI,
R Amazon EC2 ZE4AXS LAHLSSHIA ],
- BREWT RAE S Amazon EKS EE KB,
RUEKPIRBLUKRARERD, RDFZRAKD,
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NITHETRESRT
- HE, FRE4, fﬁ,\“hxﬂl FRERA M N2 AT R4

BE

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String

key_pair: String

root_volume_encryption: Boolean

root_volume_encryption_key_arn: String

scaling:
properties:

desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List

placement_group: String

user_data: String
labels: List

ThaE

compute

EXTLEHEKSATEERET RNITESHNEM | flL S FHEC23LHIK

ami_id

BT Bz AMI ID, AWS TNBXEHRIAMEHFIMDSV2, BXEZER | B

ERFL B #hSEEC261AMIs,

214 IMDSHEA

AWS.Compute, EKSSelfManagedNode
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KH . FHFH

instance_type

FF /8 FASSHiAEIA Amazon EC2 Z4AXY .
KA . FHEH
root_volume_encryption

AL S#HEBSIEE R A S#EBSINE ., MRKREZMHILEM |, ERIA AWS TNBLINZE Amazon
EBS &%,
ZR1A : True

KA . HRE

root_volume_encryption_key_arn

AWS KMS $AARNREF R BRI, AWS TNBXFEBZEAARN, ZXIFEHAARNMBIZARN,

(® Note
« MR root_volume_encryption}f false , M7
E€root_volume_encryption_key_arno
« AWS TNBX#EX1 i Amazon EBS X #FH B TIREMZEAMI,

- MEAMIWIREELMNE , MMAMEBE f root_volume_encryption_key_arnor
AWS TNB FBEEFINZIRSE,
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- WMRAMIBIBERMZ , W] AWS TNBroot_volume_encryption_key_arnfEf Nz

RS,

MRFEFEroot_volume_encryption_key_arn, M AWS TNB AWS Managed

Services FEAMHR S,
« AWS TNBALBEZAINZN ., AMI

scaling

ENTMSHEKSHTEERT /AN RSBHNEML , SINFrENIL SHEC2RAIHMEBIR T R

EC2EAINJR/NMZAEE,
desired_size
LA £ ZE NodeGroup,

KA B

min_size
LA B & /R HIE NodeGroups

KR B

max_size
LA EY & K321 %K NodeGroup.

KR . B

Bt

node_role

M tnE| Amazon EC2 RHIFIIAMA K, ARN

40 P I s

AWS.Compute, EKSSelfManagedNode
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KE . FHH
tags

EI MBI RIRIRS . R TE B R RIRARASEH,

RH : HIX

=R
cluster

—AN AWS.Compute, EKSH R0

KH PR

subnets

— AWS.Networking.Subnet 7 R

KR AR

network_interfaces

—/N AWS.Networking ENITT R, BARNEZOMFMIEERNERNTAX , FNSE6I{CEF Kk
Mo

®EfFAnetwork_interfaces , l1R&EE AWS.C AWS TNB ompute HE S T
Zmultus_roleEt , MAENIs\iZmultusE HIRENVSEVERNE, EKSTTR. &M, ENIsA
node _role BMEH AWS TNBIREVS X E,

HE B
KR . HRK

AWS.Compute, EKSSelfManagedNode

78


https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html

AWS 15 ML AR RAriEmE

security_groups

—A AWS.Networking SecurityGroup¥ R

e ¥ i BT Y

placement_group

— tosca.nodes, AWS.Compute, PlacementGroup¥i &

KR FHH

user_data

—\ tosca.nodes, AWS.Compute, UserData¥i R5|1FH. AFHENAGERELAHBEEET A
B zH Amazon EC2 =4, F# 1T B EX AP BEFAFNNRAINEZELS T AR node_role,

NE - B

™ - R
KA . FRFEH
labels

TRFZEIR, TRFELNEEMNE, ERAUATIRERERFRE

- BEMANELTADRE=.

- EMNENKERZ AN 63 MNFH.

- MEALUEEFH (AZ, az, ). BF (0-9)MUTEHF:[-, _, ., *, ?]
- BENAELTUFZZHF?, S*FRITLXANER,

#5170 | myLabelNamel=*NodelabelValuel

e ¥i BT Y
Bl

SampleEKSSelfManagedNode:
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type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKSCluster
subnets:
- SampleSubnet
network_interfaces:
- SampleNetworkInterface0l
- SampleNetworkInterface2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@1"
- "samplelLabelName@@2=samplelLabelValue@02"

AWS.Compute, PlacementGroup

PlacementGroup T Rz EH KB K ME Amazon EC2 3£,

MIRB S EFH Amazon BFEC2instance , Amazon EC2 RS &= R LUXBEN AR RESEH , BENIEM AT
EXRFMrHmEREEH L | LHRAREHBDHERHE, BoLEAERBEAE MNMAKE—EHHEE
ARHEYSEB , MR IR THEABEEKR,
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BE

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List

&%

strategy
FF & Amazon EC2 L4l 5K EE,
U=
KH  FRH

A[8EM{E : CLUSTER| PARTITION | SPREAD _ HOST | SPREAD _ RACK

« CLUSTER— HRp{IEZMITIHEATAXH, XFRBEETEARELZINEZRE node-to-
node BEFMENIRIERMEMEE , XS HEETTE () NARFHWERESIE, HPC

« PARTITION— HZHNEF P MEEEIXP , XEFE— NS XPHEFHAEMRTL2ETE
PEXFHEFEAXZTREREY, ZREBEBENARES>HRANEENTEABFRER |, 4
i , Hadoop., Cassandra # Kafkao

« SPREAD_RACK — EF BN ERBEH LHE—/NMASKH| , SUBDHEXBHE.

» SPREAD_ HOST — {X & Outpost BB H —EEM. F—NMLPHIT=RAEETEVEMBESF
LEURB DRIV E

partition_count
TN E,
WEE XY strategy IR EN PARTITION BRI &5,
KR . B

AlRERY(E : 11213|415|6|7
tags

A] AR AR B s B A BRI AR
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¥ i I E

=

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute, UserData

AWS TNBX #5183 M 45 R 35 18R &F (NSD) FHY UserDataTi g 308 B E XA FHIEN Amazon
EC2 £6l, EXBENAFPBIENESZFEER , 152 Amazon EC2 AFEEFTH A~ EBIEA shell B
Ao

EMESHI{LERE | B3 AP BB A mER AWS TNBIR2t Amazon EC2 25, MMERIEMT
BEMBAFPHIE , W AWS TNBEHBNMAH N EHERN ZERIAIL1%E L4 Amazon, EC2EEMN AP
ERIAIE Amazon EKS SEMBIZA 2 BT

EEAFYEMEATEABENTE , BEEAES { GEMRBNRS |, flin , ERMAPEA
MyVariable , %A : {!MyVariable}
® Note

« AWS TNBXFA/NEE 7 KB #Y A 7 BdEMI A

« BHF AWS TNB AWS CloudFormation A FAEMEHmultimime AP HIEHA | FItEH
R AESFAFE AWS CloudFormation M1,

B

tosca.nodes.AWS.Compute.UserData:
properties:
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implementation: String
content_type: String

&%

implementation

APFRBERAE L WENER, BAMSME : ./scripts/script_name.sh

KR ZHH

content_type

AP BEMANARRE,

A[HEMYME : x-shellscript
Pl
ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS. M£&, SecurityGroup

AWS TNBXELZ A BFREL LHEC2EZ LA |, B LU E M hNZEl Amazon EKS Kubernetes &

TR4E,
D
tosca.nodes.AWS.Networking.SecurityGroup

properties:
description: String

AWS. M£%, SecurityGroup
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name: String

tags: List
requirements:

vpc: String

& %

description

REHNER, HZAUEA 255 NFRARBERZA, Reg@2F8 (AZMaz)., HF
(0-9). ZRMUTERZR : _-/0#@0+=&{}$*

MHE =
KA . PR
name

REENEHR, ZEMRZSUEM 255 NFR. RETEFE (AZMaz)., BHF(09)., Z
MUTHEKRZR . _-/0#@0+=&,{}!$*

KA FHREH
tags

AT LA B2 £ AR IRIIRZ,
VE B

KR HR

B3R

vpc

—A AWS.Networking VPCH =

WE

fim

KA ZHH
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SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: "Sample Security Group for Testing"

name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS. M£&, SecurityGroupEgressRule

AWS TNBXIFZ£H HEHN | ElﬁijJﬁﬂ AT Bt AN 2. Networking B9 Amazon EC2 Z2 4R HsH N,
AWS SecurityGroup, #EXE , BAAIRH cidr_ip/destination_security_group/destination_prefix_list

EREORERN B R,
BE

AWS .Networking.SecurityGroupEgressRule
properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String

destination_security_group: String

J& %

cidr_ip

CIDRERALIPVAR t utSE B . BATHEE R H ORENCIDRSER

VE B

AWS. M£%, SecurityGroupEgressRule
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KH . FHFH

cidr_ipvé

HOREIPVERY it SEEl ( CIDREXN ) » MAEEEREZE4A
( destination_security_groupZdestination_prefix_list ) ZCIDRSEE
( cidr_ipZcidr_ipv6 ),

PVE B
KA . FHEH
description
HO (L) ZEEARANNER, ZZTLUFER 255 N FEREBRZHAN,
PE B
KA . R
destination_prefix_list

A Amazon VPC HERRIKRMBIRFIR ID, XRERESAXRBNT RAXFIN B IR, BRI
ERRINRNESEER , 15H Amazon VPC AFEEEFNREERIRIIR.

VEB
KA . ¥R
from_port

MR ATCPEHUDP |, NiXRixOSBEMER. MR HICMPERICMPYG |, NIiX2XRE,
BEH -1 RIRFIAICMP/ICMPV63EE!, HIRIEELZBICMP/ICMPVeER | N 4aigE £ EICMP/
ICMPVv6{XH3

MHE B
KA . B

ip_protocol
IP A FF (tcp. udp. icmp. icmpv6 ) BB ERES. FH -1 AIIEEMENIN. HBENELZEAMN
NIet | E8E -1 HBR tep. udp. icmp = icmpve AW IUEBF AW ERO LWRE | XLl
FEENROEEIMM, XF tcp. udp M icmp , BUFAIEER OSEE. X F icmpvé , iwOBEEET
7R MREEREOEE , INATHEXRENKBHNRE,

PE 2
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KR . ZEH
to_port

MRHATCPHUDP |, NX 2w ASBENE R, MRDPAICMPHICMPYE , NX 2B, ENR
-1 RRFIEICMP/ICMPV6 B, MNRIEE £ IFICMP/ICMPVEEER | N AHEE £ EFICMP/ICMPV6

K53,
VE B

KR B

£

security_group
ERMEANBLLAR 1D,
WE R

KH PR

destination_security_group
AFHOREH AW BEIREZZHM ID HTOSCAS| Ao
VEB

KH : FHH

=P

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroup@0l
destination_security_group: SampleSecurityGroup002

AWS. M4, SecurityGroupEgressRule
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AWS. W%, SecurityGrouplngressRule

AWS TNBXIFZ£A A OMN , 7 B zhELE 7T K A2 Networking B9 Amazon EC2 Z£H A OMN,
AWS SecurityGroup, EXE , BAIRH cidr_ip/source_security_group/source_prefix_list 3 A O

BLE=E N
IJILEEIQ;E/ N o
A N,

187

AWS .Networking.SecurityGroupIngressRule
properties:

ip_protocol: String

from_port: Integer

to_port: Integer

description: String

source_prefix_list: String

cidr_ip: String

cidr_ipv6: String
requirements:

security_group: String

source_security_group: String

&4
cidr_ip

CIDR#&HALIPVA b3 SBEl, BATIEEARTFA LD RENCIDREE.

KA . 2R
cidr_ipvé6

AOFREIPVeHIHHSERE ( CIDRIERN ) » AFIEERLZSA
( source_security_groupZsource_prefix_list ) ZCIDRSEE
(cidr_ipZcidr_ipv6 ) o

KA ZHH

description

AR (A ) ZEARNHELR, KSALUER 255 MFRRERZHAM,
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RHE B

KR FHH

source_prefix_list

A Amazon VPC HERRIRMNBIRIIR ID, FAWSZT2ERBKNT RA ST M RIFERK
B, AXREENRIIRNESER , HZ6 Amazon VPC AFEREHNIEERNRIIE.

PE B
KA . ZHFH
from_port

WMRPATCPHRUDP |, NiX 2w ASBEMNE 2. MRIPIAICMPERICMPYG |, X 2EHF,
BERH -1 RIRFIBICMP/ICMPVeR R, IIRIEELIBICMP/ICMPVEER! | NI AEE L EZBICMP/
ICMPV6{8H3

©VE B
KR . B
ip_protocol

IP MY AR (tecp. udp. icmp. icmpve ) MRS, A -1 ATIEEREBNIN. HRNEZL4AM

et |, $§7E -1 =BR tep. udp, icmp = icmpve AN MU AESFAFMER O LHWRE , TieH

FEENROEEIMM, XF tcp. udp M icmp , BAAIEER OSEE. X F icmpv6é , iwOBEET
7R MREEREOEE , INATHERENKBHNRE,

PE 2
KA FHEH
to_port

MBI ATCPEHRUDP , NiX g ABEMNLA R, MRPILHICMPHRICMPVG |, MIX2RE, BN
-1 RRFTBICMP/ICMPV6XEE, tNRIEELZIFICMP/ICMPVEER | NI AFHEE L ERICMP/ICMPV6
R,

MHE B

KR . B
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R

security_group
BN YL £ ER ID,
WBE R

KE : FREH

source_security_group
AFKRBEAORENRLZLAM ID HTOSCASIA,

PVE B

=~

SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup?2

AWS.Resource.Import
BALUFELT AWS BRS A AWS TNB

- VPC

- T

- B

« BERFMX
- REH
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187

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

resource_id: String

B

resource_type
S ARKRIFEE AWS TNB,

RKH : HIX

resource_id

S AZIM IR ID AWS TNB,

KR FXR
Rl
SampleImportedVPC
type: tosca.nodes.AWS.Resource.Import
properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"
resource_id: "vpc-123456"

AWS. P&, ENI

MZEORKKREL M FVPCHZEMKRAML, AIMRETFN , BaIRFH IMNKZOSE IP Hit,
EFWAPEE Amazon EC2 EHIfE , BAI AN HEZERKZEO | RE MM EKE O 51Z Amazon EC2 3£
BloE  REEMEZEIZFMNPHSE — Amazon EC2 36, RE R SIFMREZIRFFMALE,

B

tosca.nodes.AWS.Networking.ENI:

AWS. W%, ENI 91



AWS 15 ML AR

RAriEmE

properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

&%

device_index
RERSIBAKTE,
U=

KR . B

source_dest_check

RANMEFEORBHTR/ENRE, BN true RREBARE |, false RRCEARE,

RAFE: B, R

ZRiA : True
WE - &

KH . HRE
tags

EM B RIRAOIRZ,
PE B

RKH : HIX

=R
subnet

— AWS.Networking.Subnet 77 R,

AWS. M£&, ENI
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KE : FREH

security_groups

—A AWS.Networking SecurityGroup¥ R

=P

SampleENI:
type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02

AWS.HookExecution

4 a5 B A EE (R ARBE S 1T B © A BDAS 4 Dy EL AL IR e A R 48 SEBIML Y — EB 90 RB 176

B

tosca.nodes.AWS.HookExecution:
capabilities:
execution:
properties:
type: String
requirements:
definition: String

AWS.HookExecution
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vpc: String
L
Bl
execution

EITHEAMNANEHRNITSIZBNEM.

type
HEMIMITEI KA,

KA FHFH

AIHERY{E : CODE_BUILD

£33

definition

—AMNAWS, HookDefinition.Bash 37 &,

NE 2

KH : FHFH

—A AWS . Networking VPCHi &,

©BE 2
RE : FFFEH
]|
SampleHookExecution:

type: tosca.nodes.AWS.HookExecution

requirements:
definition: SampleHookScript

AWS.HookExecution
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vpc: SampleVPC

AWS. W&, InternetGateway
E X AWS Internet Gateway ¥ =

187

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List
egress_only: Boolean

requirements:

vpc: String
route_table: String

il

routing

ERENBHEEZNEMVPC, HANEFE dest_cidr = ipv6_dest_cidr Bio

dest_cidr

AT ERTESIPVACIDRIR, BLEM A T RouteTable HEIZERH , HERE

DestinationCidrBlock,

ME  MMREE ipv6_dest_cidr B , MRE

KE : FREH

ipv6_dest_cidr
BT EFREE M 5 IPV6CIDRHR,
WE  MRBE dest_cidr BME , MAHB,

KR FHH

AWS. W%, InternetGateway

95



AWS 15 ML AR

RAriEmE

B
tags
R R IRAVARE

KR AR

egress_only

—NPveiREENEMH. RTIERNMXEENATHOES.
EMX ipv6_dest_cidr B,

KH : mRE

vpc

—A AWS.Networking VPCH =

KH PR

route_table

—A AWS.Networking RouteTable¥7 R,

=

Free5GCIGW:

type: tosca.nodes.AWS.Networking.InternetGateway

properties:
egress_only: false

R egress_only A true , M 240

AWS. M£%, InternetGateway
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capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC

AWS. M4, RouteTable

BHREE—AB|NKANAN , ATEEXRBEVPCEMANFNHNERENEMVLE, Hb
B RE5XKEKVPC,

B

;%I\.l

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List

requirements:
vpc: String

B
tags
E M INE R IRAVFRZE

KA HIR
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R

vpc

—A AWS.Networking VPCH R

KA P

L]

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS.Networking.Subnet

FRREH—NIP uSEEVPC , EXATENT —NMATHAXA, BHHAAVPCFMIEE., XCIDR
B, THXMEER, EELTMELFRNEBELEERLE,

B

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String

tags: List
requirements:

vpc: String
route_table: String
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&%

type

RNEMFRFFHNEGREWRELNBIPvAEIE,

WE 2
KA ZHH

A[BERY{E : PUBLIC | PRIVATE

availability_zone

FRPTARK, EFEEXEFEAWS XERH AWS TAK | flilus-west-2 ( EETEER ( HE
X))o Bl eEFTHAXAM L AWS ocal Zones us-west-2-lax-1a.

NE 2

KR FHH

cidr_block
FMHICIDREX IR,
PVE:B

EKH  FHEA
ipv6_cidr_block

BTFeZIPv6 +MHCIDRXR, IREELEMN , FFAESZE ipv6_cidr_block_suffix,
PE B

KR FHH

ipv6_cidr_block_suffix

&3 Amazon B2 FMIPV6CIDREX IR 2 v+ A#t#HIER. VPCRAUTHER : 2-digit
hexadecimal: :/subnetMask

MEIEWEM , FFREEE ipv6_cidr_blocks

PVE B
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KH . FHFH

outpost_arn

F M AWS Outposts fFFEARNE F 622, R

£ B3 Amazon EKS B

BETR, ARt

BHERMEINSDIERF . AWS OutpostsBEXEZER , TS HREKS (I S#HEKSHFERM) AWS

Outposts## Amazon on.

MRFFUE R MBINSDEMRF |, M 4FFZavailability_zoneBHEMNEIRENN AT AKX

AWS Outposts,
RH . FHH
tags

EMIE R RIRL,

¥ ST
=R
vpc

—A AWS.Networking VPCH =

KR FHH

route_table

—A AWS.Networking RouteTable¥ &,

KR . ZHH

e

SampleSubnetQl:

AWS.Networking.Subnet
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type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1a"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"
outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-west-2b"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block: "2600:1f14:3758:ca00:: /64"
requirements:
route_table: SampleRouteTable
vpc: SampleVPC

AWS. &, VNFDeployment

NF BEEEIREEMRENS ZRKNNARFREEN. SEBEMEEERELNEKSER
NFs. vnfs BN BRI ERBIEEMBZINEE. L& T LURH pre_create M p ost_ creat e KRBy Wik 4 dp
FHESRERSTRETENBENET , fINAREFEERS. AP

BE

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

AWS. £, VNFDeployment 101
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AP i
K

deployment

A AWS. E&, VNFDeployment¥i &,

KE : FREH

cluster

—A AWS.Compute, EKST =,

KR FHH

vnfs
—MNAWS, VNFH R,
WE =B

KE . FREH

23]
ESUEITE B EAN R,

pre_create

—AMNAWS, HookExecutionTi o BLIEFITE VNFDeployment 1 RE B 2 5IE{T
VE B
KR . ZFH

post_create

—AMNAWS, HookExecutionTi R Bt¥EHITE VNFDeployment 1 REBZ FE1T.
VE B

AWS. #B&, VNFDeployment
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el

SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook

AWS. W&, VPC
BN R A S35 E —NCIDRX R (VPC),
B3

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

B
cidr_block
HIPvAR SBEEVPC , CIDRERRE,

KR FHH

ipv6_cidr_block

AT eIZEMIPv6CIDRAHRVPC,

AWS. M, VPC 103
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FAUFRY{E : AMAZON_PROVIDED

KR FHH

dns_support
RTBBEHEVPCIRERDNS XML& F B FHHIKHI,
XH : HRE

BRiA : false

KR FR
e
SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:

cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:

- "Name=SampleVPC"

- "Environment=Testing"

AWS. R£&, NATGateway

BALEY FMEX LNBHMENATRR TR, NTFAHMK , MREFREMFEME IP 28 D, N
AWS TNB& R &R IKF 53 Bl — N1 IP FRFE SRR KER,

B

tosca.nodes.AWS.Networking.NATGateway:
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requirements:
subnet: String
internet_gateway: String

properties:
type: String
eip_allocation_id: String
tags: List

&%

subnet

AWS.Networking.Subnet ¥ R 3%,

PE =2

KA ZHH

internet_gateway

AWS.Networking, InternetGateway¥i 5|,

MHE =

KE . FREH

type
ETRMARLBEERFIEN,
FUUYFHY{E : PUBLIC, PRIVATE
VE 2

KR ZHH

eip_allocation_id
TG P sk B 1D,

PNE B

AWS. M%%, NATGateway
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https://docs.aws.amazon.com/tnb/latest/ug/node-internet-gateway.html
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KA . FHH
tags

E B RRIRE,
RHE B

KH : FIR
=~

Free5GCNatGateway@1:

type: tosca.nodes.AWS.Networking.NATGateway
requirements:

subnet: Free5GCSubnet0l

internet_gateway: Free5GCIGW
properties:

type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

RAriEmE

BAILEL —MEATR , 2T G BREEHSNATR KB BARRIR |, R B 02 < BR A9 3§
&R,

BIE

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

Bt

dest_cidr_blocks

IPv4iE & B AR IR B B9t B8 B3R

AWS.Networking.Route
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KR HR

B

nat_gateway

AWS .Networking, NATGateway¥ =5/ .

KE : FREH

route_table

AWS .Networking, RouteTable¥1 25|,

KA . FHEH
R/
Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:

- 0.0.0.0/0
- 10.0.0.0/28

requirements:

nat_gateway: Free5GCNatGatewayQ1l
route_table: Free5GCRouteTable

N -
BATR
FINSDHIE X T RVNFD,

* AWS., HookDefinition.Bash

BRATR
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AWS.HookDefinition.Bash

E X —4 > AWS HookDefinition in bash,

B

tosca.nodes.AWS.HookDefinition.Bash:

properties:
implementation: String
environment_variables: List

execution_role: String

&%
implementation
HEHE LHAXRE, BASAR

KA ZHH

environment_variables

: ./hooks/script_name.sh

¥4 bash BIAWIAETE, FRHUTHER : envName=envValue , URUTENRZER : Ma-
zZA-7Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-Z0-9]+=[a-zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-

Z0-97+9%

#{R envName=envValue WEZFESUTIRE :

* Z:ﬁﬁﬁg o

« envName IAF & (A-Z = a-z ) HEHF (0-9) Fk,
s FEERBETEZHNIFLEALT AWS TNBREBXEFE (TR KNE)

« CODEBUILD
+ TNB

+ HOME

« AWS

« T LAE envName 1 envValue FERAEEHENFR (A-ZRa-z). BF (0-9) MEBHKFE

- X _o

AWS.HookDefinition.Bash
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AriEE
40 : A123-45xYz=Example_789

¥ i I E

execution_role

EHRITHAE,
PE 2

RE : FREH
=~

SampleHookScript:

type: tosca.nodes.AWS.HookDefinition.Bash
properties:

implementation: "./hooks/myhook.sh"
environment_variables:

- "variable@l=valueOl"

- "variable@2=value02"

execution_role: "arn:aws:iam::${AWS

::TNB: :AccountId}:role/SampleHookPermission"

AWS.HookDefinition.Bash
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Z42M AWS TNB

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNA AWS WHERE. TEHRBENREHERNZNREENZPNRZ MK

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EEANERS. FERAWS ST RIEATHEAITKEN - , B=FFITIEHNAMBLIER
NZEHNERE, BT HERT AWS Telco Network Builder B E# 1K |, HSHAWS ZEM it
XX 5 KEERAWS BRSREA TR,

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

AR AR B AR T R (R FA B 0T B2 9 B SRR AR R AWS TNB. BA T EBEER A a7 B &
AWS TNBUUHE RN Z2MEMMEB IR, BIEFHET MMEAEM AWS IRS R B B AR &
B AWS TNBE R,

AFS

- PHEERF AWS TNB

- WEHMHEEE AWS TNB

- EMMHEIE AWS TNB

- ¥t AWS TNB

- PHERMIZEHERSE AWS TNB

« IMDSHRZA

R EIER AWS TNB

2 AWS BEFREEHFERT AWS BEMEBERF[HTHEIERF . MARERTE AWS | ARRPET
FIERBNEIKRER R AWS Cloud, ERFTEF X FEEE L ER R /Y W%?E’J}'““%Uo SN A
FREERRY AWS RS MZEBEMEEES. AXRBERLNESEE , BEREERLFAQ, AX
RONBIERFNES , ESEEEAWS %?ﬂ*%ﬂ%ﬂAWSZ‘EéGDPRT@EJ:E’JT@EIEO
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HTFHERF EHN , RIOEBUERTF AWS K- ZEHEA AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
BATEBRWEEI LT AR EIE -

s WENKFERZESHRIE (MFA),
- FRASSL/TLSE AWS BREBE. BINEE TLS 1.2, BIWER TLS 1.3,

« FEAAPIHTIRENMAFESNIIEHE AWS CloudTrail, HXEH CloudTrail BREREIR AWS SESIHI{E
B, #2® (AWS CloudTrail BF#ERm) FHFERR CloudTrail B

- £ AWS MEBHRRERUREFHRAERINZ L34 AWS RS,

- FASRIEELRZERS ( HlI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR
B,

- MBHEAE AWS BEGTITREARIFREFEE FIPS 140-3 23RV INZERAPI |, 156 A%
Ko FIPSEXTHAFIPSIi RN EZELE |, BHSREKIBEELERE (FIPS) 140-3,

BARZIB UGS SN R EERBRBESR ( WEEFNBEFIEFEL ) RAGZIRBEBRERA AR F
B (WMEBEMFER ). XTEEEHR AWS TNBRELHEM AWS RS AR EAES SMAPI, AWS CLI,
% AWS SDKs, EFATEMHREREARA X AFTERHANTAHER TR Tit R/ H A
E. MBHRURLENSPRSSEEM  RINBIBWEREEHESEREEE  URLURBITE ZRSE 8
HiE R

HAEL 2

LIBXRE AWS TR R, FFEEBEE AWS TNBRRIZ N MIRR , FHREMEAERDRIRR. MREHE
90 RAERMBMIE AWS 1K= , & AWS TNBIREEHHIE. 120 X5, AWS TNBK A BRIGHI K
&, AWS TNBR L IE ISR M &4 A M BREMER B BN NS,

YIRS

AWS TNBIRANFHERSPWAIEBRSEEHRTME K MEFTHTEAEMEE, XHTNBE2ET
B3t 1TH AWS Key Management Service,

& % P N &R
AWS TNBIEREHE RS (TLS) 1.2 R £ H RN E 5 IE.

AT MBENELREERR P iR B HEE.
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AWS S {ERILE 4 LB B HEE
BEERM S RERE

AWS TNBITE R R TAAEEFAENELRE R (VPC) ., FIEAE AWS TNBREHEE AWS
MER , FLBERERN. SNELRESHEEF R ANERELSERMER,

1 B 25 ) EE AWS TNB

AWS Identity and Access Management (IAM) AWS BRSs T AR BB A £ iR HIX AWS &R
FIPR. IAMEBE R EHIW o SUBES B/ BIE ( 2% ) MR (AENR ) F£H AWS TNBEF. IAM
TEXRNFNFEHEAFEHR, AWS RS

"N

KA %

ZAX

RS HHITIRRIE

AR EEE

- AWS TNBZAEH 1AM

- AWS BEFMBZERET SO ERTH

« HERR AWS EB15 M54 B ES B 10 T () A BR i

R

YR1EA AWS Identity and Access Management (IAM) A RSB ARE , E4EBURFIRATIE T4
AWS TNB,

RS AP-INREER AWS TNBIRS TR I , MEE R SN BIREFFIENEIEFNNE, HREAE
% AWS TNBIEESRSE R T/ERT , IRAJBEZE BTN, THRUIEBRH RNRETEROERRE
REEGWNR, tBATLEHRBHITHEE AWS TNB |, 53 FHER AWS B3 M &4 5L 25 5 9 M B4
PR PE

RFEER-MREAT AT AWS TNBEIR , M AIEHE T LA ENE AWS TNB, B T/E2H
ERM RS B P R R L AWS TNBIIRERI R IR, ARE , BXTRIAMEE R RRXERRS AR
RAER, EBRTEELNESUTHENERESIAM, BEFMATHEIATNFMIAMSEERSFER AWS
TNB , FZHEAWS TNBIMA A 1AM,

IAMBRER-MMRERIAMERER , MAEEEFEA THNMAEER TEEHRINENFKE AWS TNB,
EEFUESRFERAN AWS TNBE T BRI RFIAM |, S, AWS BEMNEWERSET EHN
R B R
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AWS S {ERILE 4 LB B HEE
£ /A S 0#H TS 0K

ENRIIEE AWS FREHELIEZNAR. B4 AWS IKFRAF. IAMAF &HSELIBE
IAMA &3 1T 5 HRIE (ZEFXAWS ),

B ERBEY 5O REMNEREL AWS BRE 514 % %, AWS IAM Identity Center ( IAM& 3+
D) AP, RATANESEREHRIEUREN Google 5 Facebook EREFMEKE BB REl, H&
DA B RERN , ENEEACHFEAAMARIRE THREEH. UREAKSHER AWS &, fRH
EERENE-IAE,

BRIBEWAFER | EOJLLEF AWS Management Console 2 AWS HRITF, BXERXRNEZEER
AWS | B2 (AWS &F AFERE) PHIAEREE AWS IKF 1,

WMRIE AWS BURTEAXNIFR |, N4 AWS BERETF AEH (SDK) MéarH1THE0 (CLI) , MEFEAE
HERFNERBITNZEE, NRERFFEHAWS TE | NIXFTEHCEBER, BXERABENSE8
TEEERNESEELR , 558 (AMAFIER) RHAPIERAWS Z &R 4,

TRERAMEHRIESE  BUREERHEMZSER. flll, AWS ENEAEAZEFRK
iE (MFA) RIEEKFHNLZ:H. ETHREZER  HSRAFEETNZRES HREIEAMAWS IAM
Identity Center AP ERIAMHPIAWS ZEEZESHRIE, IAM

AWS Ik FF root A F°

BIZet AWS Ik, BEREE—NEBEREN , ZEOTUAT2LRKS, FHRAERIE AWS RS M
Ro MWEBEHI AWS K™ root FF , A & 01 MK 7 B F 49 B8 F iR 4 3th 41t T 23 68 2 S B /] 13 ]
Z5M. BARNETEEARAFNITEREES. RFPFRAFEILE , HAEAXEZIERKITRA
FPRIHBRITHES. BXFEL root AF FHEZNESHTEIIXR , FSH (AFER) v ‘%
ERAFEENIAMES,

S

FEARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEB BT,

RESMREZNDLAFBER, Web 124, Identity C enter BRFHAF , HEEMAFEA
AWS RS BN 5 oRIBEHIEEFHTIHEAAF, AWS Directory Service Bk & & 1015 18] 84 AWS
e, iEgnEAe | ACREIEHESR,

BEEFREBIHRINE , BWWEFERA AWS IAM Identity Center, & T BLTE Ident IAM ity Center H 612
RAFMEE , A UEBRARSIEECHEMRTIN—HAFNEAEL , LEEENAE AWS K-

A5 01T EHRIE 113


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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MNRAEREFFER, BXIAMBAFOLNER |, BSHMALEIAMEHH L 2 £ CAWS IAM Identity
Center BF1E®E) =,

IAM A = M4

IAMAF RENE AWS IKF M NMNARNABRFEERENRNSH. ETENERT , RINEBWNER
Mﬁﬁ% MARAEREZEMNHZRBEEKHEEIENAMAF, B2 , IREZEEEAMAF K
EUASERB &m&uﬁ%ﬁw@aﬁoﬁ%%%mu,%ém<MMmFE@>¢WE%%m%
EKEEIER A B A R 240

IAMBARIEEIAMAFEENEH, SEFRERAANSHER, BUUERAR—XMENZNME
FEENRR., IREXRERF , FAEATUERMMEERFNR, S0, ETUBE-ITEIN
4B, IAMAdmins A& T Z4A EEIAMB RN R,

AFSAETE. AFE—t5EMMARNAREAE K TAGEELEECHEAARA, AFE
EXAMWKHEE , HAGERRENEE. STRESELS , B2H (AMASIERE) FRIAMAS
Bl

IAM& &

IAMEEBRENIBEFRENR AWS K- WEH. ©SIAMAFREL , EEREARATX. EEHIE
BT IAMSE & 8 AWS Management Console , AIAM A F I EIAMA R ( #3EE ) . BRI LB A
FA AWS CLI 5 AWS APIRERFEREELBRERRKABRBURL, BEXERAABHNFENESEE ,
BEZHE (IAMAFER) PHRKASBNEE,

IAMERIGHIEFNBBEATERTRERN
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AWS TNBERSS A&

ERNFEAMRBNERR , BALULIEE R 5402 AWS TNBIES A€ HIBMHA AWS TNB, LttA
& AWS TNBAIFEHAEHMARS |, 0 Amazon Elastic Kubernetes Serv AWS CloudFormation ice
Amazon Kubernetes Service , N R MEZEEMENEMIZK , HIZRBENWENEREMKIIEE, NSD

RINBWES AWS TNBIRFSIAMBRERUT ARANEERE, E48/ D RN NRSBER | &id
T, ITFMNEHEREPHERIER , AWS TNBRRES R i Bl #1548 45 1% 1 < W

UTRBERT AWS TNBRRS A B XK

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
.
{
"Action": [
"tnb:*"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBPolicy"
.
{

"Action": [

iam:AddRoleToInstanceProfile",
"iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:GetInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:TagInstanceProfile",

iam:UntagInstanceProfile"
1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"
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}I
{

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

I

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",

"ec2:AuthorizeSecurityGroupIngress",

"ec2:CreateLaunchTemplate",

"ec2:CreateLaunchTemplateVersion",

"ec2:CreateSecurityGroup",

"ec2:DeleteLaunchTemplateVersions",

ec2:DescribelLaunchTemplates",

"ec2:DescribelLaunchTemplateVersions",

ec2:DeletelLaunchTemplate",

"ec2:DeleteSecurityGroup",

ec2:DescribeSecurityGroups",

"ec2:DescribeTags",

ec2:GetLaunchTemplateData",

"ec2:RevokeSecurityGroupEgress",

ec2:RevokeSecurityGroupIngress",

"ec2:RunInstances",
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"ec2

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:ModifySecurityGroupRules",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

AssociateRouteTable",
AttachInternetGateway",
CreateInternetGateway",
CreateNetworkInterface",
CreateRoute",
CreateRouteTable",
CreateSubnet",
CreateTags",

CreateVpc",
DeleteInternetGateway",
DeleteNetworkInterface",
DeleteRoute",
DeleteRouteTable",
DeleteSubnet",
DeleteTags",

DeleteVpc",
DetachNetworkInterface",
DescribeInstances"”,
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeSecurityGroupRules",
DescribeSubnets",
DescribeVpcs",
DetachInternetGateway",
DisassociateRouteTable",

ModifySubnetAttribute",
ModifyVpcAttribute",
AllocateAddress",
AssignIpv6Addresses",
AssociateAddress",
AssociateNatGatewayAddress",
AssociateVpcCidrBlock",
CreateEgressOnlyInternetGateway",
CreateNatGateway",
DeleteEgressOnlyInternetGateway",
DeleteNatGateway",
DescribeAddresses"”,
DescribeEgressOnlyInternetGateways",
DescribeNatGateways",
DisassociateAddress",
DisassociateNatGatewayAddress",
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ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
ec2:UnassignIpv6Addresses",
"ec2:DescribelImages",
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterCluster",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessComputePerms"
1,
{

"Action": [

"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:GetObject",
"eks:DescribeNodegroup",
"eks:DeleteNodegroup",
"eks:AssociateldentityProviderConfig",
"eks:CreateNodegroup",
"eks:DeleteCluster",
"eks:DeregisterCluster",
"eks:UpdateAddon",
"eks:UpdateClusterVersion",
"eks:UpdateNodegroupConfig",
"eks:UpdateNodegroupVersion",
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"eks:DescribeUpdate",
"eks:UntagResource",
"eks:DescribeCluster",
"eks:ListNodegroups",

"eks:CreateAddon",

"eks:DeleteAddon",

"eks:DescribeAddon",
"eks:DescribeAddonVersions",
"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": [
"arn:aws:events:*:*:rule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:cluster/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

},
{

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [

"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

},
{

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [

"ssm:GetParameters"

1,

"Resource": [
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"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

]
},
{
"Action": [
"tag:GetResources"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TaggingPolicy"
},
{
"Action": [
"outposts:GetOutpost"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "OutpostPolicy"
}

UTRBETRT AWS TNBIRSE1ERRE :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
b
"Action": "sts:AssumeRole"
b
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
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"Effect": "Allow",
"Principal": {

"Service": "codebuild.amazonaws.com"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

AWS TNBAmazon EKS E£E RS A E

YIZEHBIZE Amazon EKS BIREIINSD , BEER M cluster_roleEMREERNERA BN ARKE
BIRH Amazon EKS &£,

LT RBIERT AN Amazon EKS EE K 0IZ AWS TNBIRS A A AWS CloudFormation &4k,

AWSTemplateFormatVersion: "2010-09-09"

Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
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Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

BXREH AWS CloudFormation #ERHWIAMABHNEZELR |, 55 (AWS CloudFormation Fi F 15
) PFHLLTERSD -

« AWS::IAM: At
o IRFRHERER

AWS TNBAmazon EKS T RANBES A

EF 6|2 Amazon EKS T RARIRRINSD , BEEREnode_roleEHRIEERERABNAEEKE
BIRHY Amazon EKS 7 &4,

AR RHIERT A Amazon EKS T RAKREEBIZE AWS TNBIRSZ A&/ AWS CloudFormation 14y,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
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Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

BXBEH AWS CloudFormation EiRHWIAMBENEZEER | 55 (AWS CloudFormation FA F#5
) FRUTES

« AWS::IAM: At
o EFHRER

AWS TNBMultus BI RS A&

LIRTE B B2 Amazon EKS BIENSDH % 25 Multus fE N SPEBEARK — 20 BT EERT |, HAIR
Hmultus_roleEBHIAIEEME AN B EREE Multus,

LR RBIERT R Multus SKEE 812 AWS TNBIRS A& E) AWS CloudFormation 4R,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"

BXfBEH AWS CloudFormation #EiRHWIAMBENEZEER |, 55 (AWS CloudFormation FA F 5
B AT -

« AWS::IAM: A&
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o« EBSMERAER

AWS TNBE T AHIEH RN ERS A

HIRBINSDH M E B BEA Lo FHHESRN |, (REE-MRFSASRAFROIENITEREES
HYERIR,

® Note
ENEmARESRENE T AN EmARESNS A RITHIRE,

LT RBIERT HEGEEIESEIKZE AWS TNBIRS A€/ AWS CloudFormation &4k,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:

- 1Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

BXfEH AWS CloudFormation EiRHWIAMBENEZE L | 5 (AWS CloudFormation A F 5
B FRUTEHY

« AWS::IAM: At
o EIFHRER
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ARFAFEEMITE SRR

WRFIEBA AR A FIAMAFEER MBI EAF SRHNAKMNITE RN RE, LRESFEET
B LS FEASRURES R TR ILIREN AWS CLI fUFE., AWS API

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

BEBR AWS EB.{5 4% & X 25 B 10 F 17 18] X PR #
FRAUTEERAEECIHFAISEEER AWS TNBHE aJ 828 269 F I A ZIAM,

(7] &

HEDR 5



AWS BSR4 8 AP s
o BREREUATLERITIRE AWS TNB

« RFMINIT iam : PassRole

« BEATHEUABA AWS IKF 15 FHH AWS TNBH IR

REREL T ERITRIE AWS TNB
MREBFERET , RPETRRTEMRE | WASTER KM A Y RITRIRE,

ZmateojacksonAMAFZRXERARFEIAEFTREWny -example-widget BRI IFHAESBEERE
A REY , M EIMUT ROIEEIR, tnb: GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHRBERT , Mateo FIRBELNMEFUATFEHMER tnb: GetWidget BIEGIR my-example-widget
J\lJ?‘O

MREBEEHE  FHRRALEMAWS EER, FHNEEARRHEZEILIN A,
RN IT iam : PassRole

MRERFFIRFEE , BRETRMITiam: PassRoleiRE | NMAAEFHEHN KRB U R T EFABE
#4 AWS TNB,

BE AWS S AT ERIEAGRKRZEAZES K MAREURFNERSALIBSAXBE, Ak,
Y MER A BLEERSHINER.

HRBNMIAMA Fmarymajor= A EAZH S EPNITRMER , SHIBUTRAIEER AWS TNB, B
=, BELAERRFSACHRTHNRT AIHTIEE. Mary FTEERARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , DIAEFH Mary PR I1T iam: PassRole #1E,

MREFERY , FHRREN AWS EER, ENEERRRHBFREIEN A
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REAFERUINB A AWS K H R B AWS TNBHIR

ZAaOR—1MAE , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEWESEY , TMEEAG. X TXHETRIFAREIRTRZEHE IR (ACLs) WIRS , BTN
158 P IX L5 SR BE (0] ATV HR T 173 (R A8 B9 BER A A PR

ETHREZER , BZRAUATREA :

s ETHESD AWS TNBX XL IhEE |, BESFEAWS TNBAAE{E A IAM,

s ETHRNARENEHAENRRNG AR , B2HE (AMAFER) P AWS kP mEMIAMA
FPREFRNERE. AWS Ik

- ETHENMAEE=FREXNEHNERNENRE AWS KPP BSEIAMAFEETHNEE =71
HiFER. AWS Ik

s ETHRNABERKE FHRIEREHENER , TSR CAFER) PRRELEATSHRIENAFRE
HIFRENER (BKESHRIE) . 1AM

s ETHREAACGNETRRNRRHTERFIHRNEXE , ESRIAMAFERBIAMS B EIK 5% R
7 B PR o

SHMIEIE AWS TNB

ETHREBBTRESMIURAEE , FSHAWS RS “REAIT KK DAEE"" , RFEFEEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

SAE R T E S A HITRE AWS Attifact, BXESEL , BSHHRM “THERE FH - AWS
Artifact,

MR AWS RS BTN EAREBR T ENBRENHBME, RATNENBIRUARERNERNE
M. AWS RET U TR RRFENIASHME

 ZEE5EUMREANTIERE — XEMBEEITLTRIEEN , ARETHBUREMMEAM
NER AWS BWEERFRN TR,

+ 1£ Amazon Web Services F#HITHIPAAZ £ 5EMEEN — AAEBER T ZL T WNAIER AWS
KB ZHIPAARFE RGN ARERF,
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https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
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® Note
HIEE AWS RS ABEHIPAARK . BXEZEE , HZ5H (HIPAARERHHNERS S
),

« AWS EMFEIRAWS — tk TEBFNIEEE R REE A TR ENTLMAEBX,

- AWS EFEHEEE — NENAETHRREREEN, XEEBLE TRIFVWRESE , AWS RF
AN EERHIBES MR ( BREZEEFRRASEARHRER (NIST), INAFTLZEFEEZERS
(PCIl) FMEBrFRAELALE (1ISO) ) HEEEH,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config RF SN B REEE S K
BELRENIRE, TULENFEM,

« AWS Security Hub— X AWS BRSs ATEA2H T RN R 2R AWS, Security Hub B3 2224
HEZRH AWS BRAREHREHFELZETUMRENRESRR, BXIXERSEKEHNYIE , B
2 Security Hub ##45#,

« Amazon GuardDuty — BB EEEN AWS IKFIREF R B FETENBREED , 5k AWS Bk
S RMNEN IR, FRNBEEDIRNEEREM. GuardDuty ATARBIZHE R TMEMMER
PCIDSS , flin# 2 R LEESMHEREMNEN ARRMNER,

« AWS Audit Manager— iX AWS B35 AT AR BRI w1t AWS AR , M E{LX B EE UK
Y EMRFITAFRERN SR,

F1EFE AWS TNB

AWS £IKERIRIERE S AWS XiF TRAXHERN, AWS Xl RHSMERENRENITAX ,
XETTAXBIEER, SELENSETRONEGEE. MATAX , ZALRITNREETARZ
BT Mt BB SRR AMEBHNARFNRBEREF. BRENENHSNEEH OEMIRAEMRL , TH
XERESH UM, FEENTY B,

BXAWS X MATAXNESER , FSHAWS 2 IREM R,

AWS TNBIEZIE R AWS XN EMIE R (VPC) PHEKSEER LEITENMERS

PR EM IR S AWS TNB

ER - ERS , AWS Telco Network Builder Z X AWS £2KMNFZ L LRI, HX AWS 28R
SR IE AWS RIPFEMIZENEER , BSHAWS =%+, EFAEMIEELZ SN RERERFRIZIT
&K AWS I8 | ES I S AWS ecurity Pillar Well-Architected Fram ework 5 B9 24 1% fEAR T o
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

AWS e85 P4 2 A58 il
ZAILAMERA AWS EXRIAPIFEIL AWS TNBEXE M E#H TR, BFFRSAXZHUTAR

- BRBERS (TLS), BMNFEETLS 1.2, BIWUEA TLS 1.3,

- BEEREXERRZEMNBZBEY (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECOHERZHINR RS ( W Java7 REERAE ) IRIFXLER,

o, HAERFRIZES ID MEIAMEZERAXBKNAEFRIZANBERH#ITEE. HE , EOUUEA
AWS Security Token Service ( AWS STS ) £ R IEAT R £ FUERITBERH#ITZAE,

THR -EREHEBRA

- AWS fiRIPXIFWAH AWS TNB , BE :
« TTELH ( BFRAN Worker )
- NEBBEBE
- WEBAGZRIBNMBERE
- AWS TNBR ARRFHIEED (API)
- AWS H#H#FF REH (SDK)
- BERERPECI AWS BRMTEARAHHHENR , 5F (EFRT)
- IAMAFP, BA, AKX
- ATHEMEBIEN S3 F#H AWS TNB
. Hfth AWS IRSS FEA KX 408 B B A WL RS 1Y &R AWS TNB
- BRI N ARFRR
- @ AWS TNBELE K MEIRS 5 HE i 2 B &3

/A Important
BATRRMERE TR, %17 B R iR S 8 AWS TNBEEH W& RS o

MEEERERE

8B AWS TNBEL B RSS L TEFTIE AWS KB ELIAE R (VPC) FHVITESEA Lz
7o AVPC 2 AWS =HELING , TR TEMRNARFREEMEL,. AEITEXRHI 2R
BISVPCsHRIFHE AWS MERN , FoBYERMEH, —ERBRFSBELELERMNATHLI N
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

AWS 15 ML AR RAriEmE

5 AWS TNB

BRREFNEM AWS RS ROTFEME, TRAENMERNERAKI T, AWS TNB AWS AWS
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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LTRRBIERT —ANERiZCreateSolFunctionPackagei®4E CloudTrail BIE4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/

AWS 15 ML AR

RAriEmE

"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:39Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"

B CloudTrail FZEHNAMNEE |, 1555 (AWS CloudTrail BF 1)) T/ CloudTrail& &R E,

AWS TNBZ BT %

T IRER B S A MG 1R E H B R RET 3.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-81A3E723
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-3328748B
https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-lifecycle
https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-lifecycle
https://docs.aws.amazon.com/tnb/latest/ug/network-life-cycle.html
https://docs.aws.amazon.com/tnb/latest/ug/update-network-instance.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
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https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_ListSolNetworkOperations.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_GetSolNetworkOperation.html
https://docs.aws.amazon.com/tnb/latest/APIReference/API_UpdateSolNetworkInstance.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-resource-import.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node_eks_access
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-placement-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-vpc.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-internet-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-subnet.html
https://docs.aws.amazon.com/tnb/latest/ug/node-internet-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-internet-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-nat-gateway.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/setting-up.html#endpoints
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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https://docs.aws.amazon.com/tnb/latest/ug/imds-version.html
https://docs.aws.amazon.com/tnb/latest/ug/imds-version.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-authrole.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-authrole.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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