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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://console.aws.amazon.com/vpc/
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BEXEZEE , 520 (AWS RAM AFIERE) FHAIT,

SR 6 BEAZERIET R AL imT [RIRNINEH NARERF

FRAUTIEYMECRIEFRBRR. SRBELRE —NRAREFE Elastic Load Balancing BRI EB 1
HIOEEEZ=1T,

B2 Verified Access i 5.
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2. (k) EBVHENERD |, B AlRSH SRR

3. XITF Verified Access 4 , 1R &M Verified Access 4.,

4, WTHRAEFFHAEGE , FITUTRE .

a. HENARRFED , BARAREFHDNSEM.
b. EFIEPHTFARN , EFEHNLAHTLSIERA Amazon BEIRE R (ARN),
5. WFHI[FHABE , MITUAT®RKE -

a. XNT “‘BHERE" | EEFEVPC,
b. WFZ24A 6K EBRESHERARKNEZEA,

c. HEWRAFHIET , WMA—NBEENIRREF, XFNESKIUE TR PREDNSK I B FZ 8o
TEARREIF | RAIATLAER my-ava-app.

d. XNTFwmRARE , EENFGER

BEUTHRS ZHEHEL AWS RAM 8


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.aws.amazon.com/ram/latest/userguide/getting-started.html

AWS ERAE TR A5
e. TE“DMC &, EEREHTTPSHHTTP, XEURFEMNAEIESNEE
f. XFwO, WARODS, XBRTENARGERNEE
g. NTFRAFHHYESE ARN , BHEBEN M FHIGE S,
h. NFFR , EEREEHARSESRRBKNFH,
6. WTFRBENL , LNAERMARE, BINERENGEDBI TRERNE.
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WigE . ETHDNSIE , E5EHDNSREMAE —EaEMTEMicR (CNAME), #IZCNAMEIZR
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IR AR S BV R
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www.myapp.example.com CNAME my-ava-app.edge-1a

2b3c4d5e6f7g.vai-1
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.com
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W, ENARKERMY , BB RENNARRFT. ENITNERPRANARFNEE, HRN
ZHAY , FEBNZREENETINAERF.

HEeIE SR UL TE R 7R
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£ Amazon VPC S ERKH , FERILHRETRMEE. RFRENEAUENENETRMES,
BB, MIBR Verified Access S1EIR R,

£ Amazon VPC S ERKH , FESRIEGRIKEA], EFRENETHBAENEH, EFERE. B
B& Verified Access 3£,




AWS B IERY 5 R R RAriEmE

Verified Access =45

AWS Verified Access SRl —f AWS #IR , I ERALEEREBMESRILFRINELE, RERE
HRENRZLERN , 6T 2FENARFERARFHENR,

£
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£

- B2 Verified Access 3£

- FEFERAEMMNE 2RI R BRSE A

- FEERMESERIEFRMERESD E

B2 Verified Access SE4l
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https://console.aws.amazon.com/vpc/

AWS B EIAR IR A5
2. HESMBESP , %R Verified Access 4,

1% 48 Verified Access 3=,

EREIE, MIBR Verified Access £,

RRHHITEIAR |, A delete , R/F%ER Delete ( MIBR ) -

o bk~ ©

FEATRUEIFRINES AWS WAF

BRT Verified Access BBHIITH SO RIEFBRNANS |, BOEERFENAINE R . XA BHE
RPN ARFRSHMER, SBEUET AWS WAF £ERIICRIFHEHPBPRITLEN, AWS
WAF 2 —/N Web SIARBRFBAE , AFBRNEELEEZHRPN Web BEAEFERHVHTTP (S) &
R, BRHWEZEE AWS WAF |, FSRAWS WAF (AWS WAF FFAARFERE) -

A LB AWS WAF Web a1 #3351 %& (ACL) AWS WAF 52 3E 15 R S fI< Bk 5 E Wi 1
FE£RK. Web ACL £—Fh AWS WAF 2R , Alit SR i 4SR5 @R R FFE HTTP (S) Web
BER, EAE AWS WAF REXRBUEKRBAERE |, EEZIKHIN A B RIETH R L iHT SEIRSE
£ R Aupdating, BRERE , REFIREN active, BALBIFERAERLIRT RAREEF AWS
Management Console 3 #IIRZS AWS CLI,

(® Note

B AEA AWS WAF 25l S APIRERLER. BFEEERIETFRISEHIF Amazon
BIRABF (ARN), BALIERAUTHEAMWEE arn:${Partition}:ec2:${Region}:

${Account}:verified-access-instance/${VerifiedAccessInstanceId}. ARN

ES ]

o IAM¥FERUE T R R E EK AT E R AWS WAF
« xBX AWS WAF M5 ACL

« BE AWS WAF ERIRES

- BUES ™YL AWS WAF <Bx ACL

IAMASE B 3 UE i [A] X PR S5 EE B T B Y X PR AWS WAF

AWS WAF 5 Verified Access 5 BiE SR ETEEX NHVX RN RIAPIEIE, AWS Identity and
Access Management [RE XS EH A [permission only] #EHAXLERE, SN (REENS
#) EC27 Y Amazon #1E., BRMEZMHZH.

FASRAUER T R R 5 AWS WAF 14


https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

AWS B IERY 5 R R RAriEmE

EFEAMKACL , 88 AWS Identity and Access Management ZE A % E B L TR,

* ec2:AssociateVerifiedAccessInstanceWebAcl
e ec2:DisassociateVerifiedAccessInstanceWebAcl
e ec2:DescribeVerifiedAccessInstanceWebAclAssociations

e ec2:GetVerifiedAccessInstanceWebAcl

X< B AWS WAF M5 ACL

BUTR SRR R Al £ ¥ AWS WAF Web 5 E#2 #1315k (ACL) 5 ERUEAY T B #X R B R B AWS
Management Console,

® Tip
BEBRE —IPUEH AWS WAF MISACLF BEER A TEF. BX Web WEZ{EE | ACLs
BZ R (AWS WAF FRARIEE) B Web THE#2EH 53R,

& AWS WAF Web ACL & 2% iiE 175 8] £X PR S5 5l < Bk

1. IIFLEEVPCEH|A , Mt A https://console.aws.amazon.com/vpc/e
ESMERKT , &2 Verified Access 3=,

1%£$% Verified Access 3£,

R ERETR,

TEFRRE  REEFEXE Web ACL,

3FF Web ACL , IEFEIMEMILACL , AF1EEF “<Bt Web” ACL.

2

&t LAE A fo AWS Management Console r AWS WAF RERES ., BEXEZEL , H5H (FF
A EEE) PHRMIEACLEAWSE R B BUE X B, AWS WAF

KE AWS WAF & FCIRZS

&R LAGE IR UE AWS WAF Web 15 [R)42 #1513k (ACL) BRE S ERIETERISSHIMEREX AWS
Management Console,

X<Bx AWS WAF R34 ACL 15


https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html

AWS B IERY 5 R R RAriEmE

EEEC R ENERERHI AWS WAF EFCRE

T ZEVPCEF S , Bt A https://console.aws.amazon.com/vpc/o

ESMBERKF , %$F Verified Access £,

1%$% Verified Access 3=l

EERERET,

BEEWAFEBRATIIHBNFAFE . MRLT “REKRE |, MRS Web ACL #RiRFF— i
ETRA “BXREK FH “RXKEK,

o &M 0 bdh =

BUEE M5 AWS WAF ><Bx ACL

PAR SRR R Al 58 A iR BR AWS WAF Web i[RI #2E#513k (ACL) S ERIETHRISEHIH AWS
Management Console><Ex,

fRRBR AWS WAF Web & 2R 15 R BRSEBIACLAY < Bk

T LEVPCEFE , Bt A https://console.aws.amazon.com/vpc/o
ESMBERKF , %$F Verified Access £,

1% Verified Access 3£,

ERERET,

EFRRE , RAREFRBUEXE Web ACL.

%E “BUB B Web ACL” #1THTA,

o a0 A w b =

&t T LAE A fo AWS Management Console r AWS WAF RERIMIES ., BEXEZER , H5 (F
K EEE) PHRMIEACLEAWSE R X B BUE X< B, AWS WAF

FIPSE R U i5 A Y& H 4

BXFBE BAEFR A (FIPS) REXEFMMEXRBAN —IRE , ERETRPFBBREENNZERNZ
£ ER, AWS Verified Access 1 T BN IRE R E N RFSFIPSHMY 140-2 B9iEIT, FIPSAT
AWS XFRHEERIEHFRINENME

- XER® (HXHE)
« XERE (FHERIMILE )
- XEER ( MAEEILILE )

BUH SMIEH AWS WAF Bk ACL 16


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html

AWS ERES IR A 457
- XEAES (BEBX)

- INEX (HE)

« AWS GovCloud (US) B3

« AWS GovCloud (US) &

AR EERRINAEEFNHIIABN ERIETRITEUEHEFIPSEM,
£

- RENENERIE RHEUEHEFIPSH M

« AFIPSEM MR B H#Y B WIE 5 R PR

MEINEMN SR RFEUSIMSFIPSH

MREEFERIUENFRHE , HEBEFHEEENFIPSEMR , WFEEMBRH ER 0B F LT R 88
FEFIPSEM .

EFW A AWS Verified Access INEEFELE AFIPSEM , BIITU TSR,

1. BIBRER%A Verified Access i, AMEHl, BEENETREBULESFER,

2. QIEERIEFRSEH | BRI GRS ABRIPESALERAE (FIPS), 1AL, ERIRYES |, Kt
EEAK Verified Access [S1ERME , FERMTAIIRPHFEES,

3. Bl Verified Access 4, EAMBIETRES , HHEEN| 62/ Verified Access SEHIHEFRER.
4. BB -S4 Verified Access iR, ERIBMRANISREF , FirhRE5E L —SoIZNAMRKEK,

AFIPSE M B EFH ERUE G RIIFE
EfESFIPSH A ET AWS Verified Access 38 |, BIITU TSR,

1. BEEERAE. RECHNER , ERECWRASSHEAREEN (Tik ) ETRINEEREMY
o

2. QIEERIEHRES , BRELTRES S ARIPESALERAE (FIPS), WA, ERIRYES |, K0
£ E—F6I2® Verified Access FERMER , FERMN THIIRFRFHIES,

3. Bl Verified Access 4, EAMBIERTRES , FHEEN| 62/ Verified Access SEHIFEFRER.

4. BB -S4 Verified Access iR, ERIBMRANISREF , FirhRE5E L —SoIZNAMEKEK,

MERE 17



AWS B IERY 5 R R RAriEmE

Verified Access H{EFIEAES

EEREBRE—FMOELKEEXAFRMEEZEENRS AWS Verified Access, WEEMHAEBELT
X, EELTXESEETAFEMNENY , flNE Foi4bit S HE ALHNRA R , REIRE
EE , INBLZENEZ LN T S RBEHAMRA,

Verified Access X3 A T ERIMEFRER -
- AR/ - -7 BHREMEE (1dP) RS , BTE#NERRAFNEBZEE D,
- REEE - EATECAEN, FIREBMNESEFINZRENREETERS,

&
- BTRIEFARERHNASSBEERED
- ETREBHRIUET R RREERALRS

ATRIEARINRNAF 0 EERERS
A LLE R EAFRSE OpenlD Connect WA F & AEERMER , AWS IAM Identity Center 5 7] SUEHF
ERZRME,

AAE
- FERIAMB G R OMEREERES
« ff£f OpenlD Connect {S{E1R 47

FERIAME 3R MEREEREEE
IETLAME R AWS 2353 56 UF #9 15 [E] A BR AWS 1AM Identity Center 47 188 B P B S {EIR A,
FRFHENEESIM

« IZEIAM B 19 H O SR AR — N AWS Organizations 354, 33 AWS JiKF Ident IAM ity Center
KB T EEZE T

- &1 |IAM Identity Center KIS MELBEHPAIBZERIEHREFEREENE —N AWS XG5
Ao

AFg#H 18



AWS B IERY 5 R R RAriEmE

BXTREHIXBEFMES , iI5SHEAWS IAM Identity Center AP ISR HER Ident IAM ity
Center FY4H L2 MK 7 K6l

BIRZIAME 7 R ME R R A

8K AWS K5 £ /S A Ident IAM ity Center J& , A LAE A LT H BRI Ident IAM ity Center iR &R
S KU IH RN EERMERE,

BIZIAME 3 R OME R MR (AWS 254 )

1. LG EVPCEEIA , it A https://console.aws.amazon.com/vpc/e

ESMEBRD , & Verified Access FERMER , RFEFE IR Verified Access FERME,
(g ) EEHGENERD | WA GERUAFNSHAER,
ERBSEZHPRA—MOAN , MEBRLERBANNEAR,

EEEREEERET | REAFGERASE.

T APEERMBERXRE T , &R IAMEHHL

( Ak ) HERMIRE | i§1%F Add new tag ( FINFHE ) , AERAZIRINENE,
%F B Verified Access fEERR ™,

® N o 0o bk~ w0 b

BIRIAME 13 /R OME1ER B (AWS CLI)

« create-verified-access-trust-i2 & (JAWS CLI

1 ERIAM & 43 DME R IR R
ERRREERAREE , BDAMMINZEEREEAISZOI P W R IR RMALRE,
T ERIAM & 43 R OMEAE IR RS ( AWS #2515 )

1. FTIFLE#VPCIEHIE , ik https://console.aws.amazon.com/vpc/e

2. HESMBEET , % Verified Access E1FIRMHP |, A/FTE Verified Access EERHE T IR EMH
BRI EEIRMEE,

3. HEBRME , ABEEMBR Verified Access R HAE,
4. BEXBEFHA delete LAFIAMIER,
5.  IREFMIBR,

IAM & 13 50 19


https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-center-instances.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

M ERIAM & 43 AME R 7 (AWS CLI)

- delete-verified-access-trust-12 it & ()AWS CLI

£ OpenlD Connect {S1F12 {4 7E

AWS Verified Access X3 F#5# OpenlD Connect (OIDC) A3EH B RER, EAILAEAOIDCH
BHNRMUEERNEGERITEHRANRHNAF SHEERME, B2, ATEEOIDCREE™mILES |
R T EFE AV AWS erified Accessllli 8 MNOIDCE Ko

Verified Access MOIDCIRt I ABE RN HE iF I EEHIE. UserInfo EndpointScope AT
BEFSRRM/ILAGEHRE. RIEEHRIES , HREZBIEITM Verified Access KB,

(® Note

ER L BRI R RBERT | Verified Access TEARBOIDCIREEID tokenXKiZHNEEEH
F. URIERIEIT(EKH UserInfo Endpoint MEELIE.

P
. BIEOIDCIEER I %M ARG
+ BIOIDCIE IR
. EHOIDCIEIRLE
+ BIROIDCIE 1R

BEOIDCEEREENTRFMF
LEREEEMNEEREERS PRENUTER

* Issuer

. BfRR

o ThRR

« Userlnfo %=
- BF4 ID

- B imEH

- SEE

OIDCEER#E 20


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

BIZOIDCEERHEE

ERAUTSROZOIDCHENENEERMER,

BZOIDCEERME (AWS £FI5 )

—

I DEVPCEEEIA , Mt A https://console.aws.amazon.com/vpc/o
ESMBEKT |, %E#F Verified Access SERMRE , RE1EFE A Verified Access EEREE,
(% ) EEMGRENERD |, W AGEREENBHANER,
ERBSEZHPRA—MORAN , MEBRLERBANNEAR,
EEERMEERET , ERAFEERMER,
AP EEREMESRE" T , % OIDC ( OpenID Connect ) .
EETAH , HAOIDCEIT AMFRIRE,
NTFENGR , BRARNRRURLHTERNR,
NFrERR , BRAATHRRLURLHNTENE,
. ERAPRRT , MATENURLAF KR,
. fA OAuth 2.0 EF HUARRRHEN & i 1D,
. HA OAuth 2.0 EF IHRHAENEFHLEA,
MARHENSOREFENNAZR S REESIR. BEESEE openidSEHE,
( ik ) BEERMRZ |, HiERE Add new tag ( FIIFIHRE ) , RERMAZRSWENE.
%42 BI% Verified Access SEIR M,

© © N o 0o b~ 0D

S, . . N . U, U — N
o > ®» M = O

® Note

BEEEOIDCEMEMNFITZLRURIAINERER,. At , BEEMFEA Verified Access IR
# ApplicationDomain, X AILAEZH ERUETA R LiRT [ “FHAEE" ETMFTHRE ,
A LA AWS CLI R RLIHT Ro AWS Management Console A T RAZRIEIOIDC
REFMF RS S ; https:///ApplicationDomainoauth2/idpresponse

BIZEOIDCEERALE (AWS CLI)

« create-verified-access-trust-12#t & (JAWS CLI

OIDCEFRtrs 21


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

£ WOIDCEERHEE

BIEEEREEE  BANEREEE,
EXOIDCEERHEE (AWS 2H5 )

1. ITALS#VPCHEFA , Mk https://console.aws.amazon.com/vpc/o

2. ESMBEHET , %F Verified Access S1EIRME , RETE Verified Access S RMUE T EREE
WIS TR,

3. ERBRME , REIEFRIEN Verified Access [SEIRHE,
4. BEREEHRHIEI,
5. %&FBEK Verified Access {S1FI2 R,

18 MOIDCEER At E (AWS CLI)

« modify-verified-access-trust-f2 & (JAWS CLI

M EROIDCIEEiR

EMBRAFEERAER , EEEFTENMN T ZEERHAFHSEH PR ERAAR SMARE.
MBROIDCEERME (AWS 2HIE )

1. FTFLEEVPCIEHIE |, Wit Rhttps://console.aws.amazon.com/vpc/e

2. TESMBERTP , £ Verified Access [SEIRMHRE , RS TE Verified Access EERME T EEEM
BREVEEIRALRAE,

3. EERIBME , REEBEBBR Verified Access ES{E1R A,
4, EXXEFHA delete LHEIAMIK,
5. EFEMIBR,

HBROIDCEER it & (AWS CLI)

- delete-verified-access-trust-12 it & ()AWS CLI

OIDCEFRtrs 22


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

ETRFNWRIEH RN RNEERERS

BALAERAER AWS ERUETF RN BRI ZEERERE, & LATE Verified Access 2B R —4
REMEREFREE,

P

« XERIRZFEERHEE

- HRETRZINEERHES
- BRETRENEERERD
- BIBRETRBNEFERMLE

xR FEERER

LTRBETREBATLLE Verified Access £ :

« CrowdStrike — i CrowdStrike B iF 15 RN RRIFFE N HRERF
« Jamf - 3§ Verified Access 5 Jamf & & BB ERK
« JumpCloud — £ JumpCloud 1 AWS 581 1/ 8] £ bR

IRE T RBNEERMERD

BREBLUTSBRAIENEZEH T Verified Access iR Z S TR,

IR EWIES RRFEERMARE (AWS 2515 )

1.

© N o g ~ w N

H LS #HVPCHESIA , Wik A https://console.aws.amazon.com/vpc/e

ESMERT , 1T Verified Access SERME , RFEFELIE Verified Access SRR,
(W% ) EEWIRZENERP | W AGSTREFENEHANHZE,
ERBSEZMPRA—MORAR , LUEBRLEREANSER,
EEERMUEBERBEPERRES O

FNFREEHER | %$F Jamf CrowdStrike, EJumpCloud.

£/ ID i AP NAEFRNRIRE.

(i ) N FARZEE URL , BFRALNRZETEMABFURLEEZNHE -4, (Jamf
CrowdStrike 5 Jumpcloud TEEB IS, )

ETiR& 23


https://github.com/CrowdStrike/aws-verified-access
https://learn.jamf.com/bundle/technical-paper-aws-verified-access/page/Introduction.html
https://jumpcloud.com/support/integrate-with-aws-verified-access
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

9. %&#FBIE Verified Access SRR,

® Note

FEZHEOIDCRMUEBMMNTFTZLFURIRMEER. At , BEZEMEHA Verified Access I 2
f DeviceValidationDomain, XA MAEZENWERIEH ALY KM FHAEE WM FT
]E , LA BAEA AWS CLI RERLIFTT K. AWS Management Consoleff A TR E R NE|
OIDCIRHEMIF AR EF : hitps:///DeviceValidationDomainoauth2/idpresponse

B BRI FRZFEEREE (AWS CLI)

- create-verified-access-trust-i2 {4 #& (JAWS CLI

BRETRZNEERHARS
SREERHERE  LTNUEHLRE.

EREWIES RRZEERHRE (AWS 2515 )

1. LG EVPCEEA , it A https://console.aws.amazon.com/vpc/e
2. HESMBERKF , %EF Verified Access FER M,

3. EEREERMERA.

4. EERBRME  REIEEBU Verified Access BEERAE,

5. REFEBLHER.

6.

(W% ) NTFAHRZEZEH URL , BBULENRZETRMUBURLEENKE —FH, (UNREN
REZEERMEE Jamf CrowdStrike = Jumpcloud , MIAEERSH, )

7. 1RBAEH Verified Access EEREME,

B ERIETAEREFERMERE (AWS CLI)

« modify-verified-access-trust-12 4t & (JAWS CLI

MERE T iR Z WS ERHERS
(R ST (R LTSS T DU EL I B

ERETREWEERME 24


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-verified-access-trust-provider.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

M ER E WAL RIRFEER AT (AWS 255 )

T ZEVPCEF S , Bt A https://console.aws.amazon.com/vpc/o
ESMERT |, 1R Verified Access SRR,

£ Verified Access SRR T £ F EMI RNV EER A,

RRBRE , AFEZEMBR Verified Access EF 1R,
RBRHHITEIAR |, WA delete , R/F%ER Delete ( MIBR ) -

o ~ w0 bh =

il BR B 36 U 15 8] iR Z S R A7 (AWS CLI)

- delete-verified-access-trust-12 it & ()AWS CLI

BIBRET R BN EERMERDS 25


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-verified-access-trust-provider.html

AWS B IERY 5 R R RAriEmE

Verified Access 42

AWS Verified Access AR AL WIFMIARIHEAMARINVCRIFIHRERENES, ARNNFAERSR
Z Verified Access K, BULUAFEAANEEREARZLERNKSCEE—RE, B3R —IMREX
BREENMNNARFNEZEER , XEWTHEHLREEE,

Bl SRR PTERHENARF S B —AHARESATTREKK, AR, JUERALRENFTEHEN
RAEFEL—ABANRERZEER, XA ERBTRLRBEER,

BIEAR , EEFALE Verified Access EHMxEk, FRBHANIRER | Nina 5HMExEK,
F5%

« BI% Verified Access 4

« {&K Verified Access 48 5K B

« MR Verified Access 4

#]Z Verified Access 4

FERAUTIE 0 Verified Access 4.,

E B2 Verified Access 48

-_—

HH LS #VPCHESIA , Wik A https://console.aws.amazon.com/vpc/e

ESMBERT |, i£1F Verified Access 8 , SR/F1%EBIZ Verified Access 4.

(At ) EEMRENER D |, WAENBHRANHER,

X F Verified Access 56| , R EEZAXIKH Verified Access K81,

(k) EXRBENF , MAENATZAM Verified Access &,

( ik ) BERMIRZ | HiEF Add new tag ( FIFIHRE ) , REMAZGSWENE.
%F % Verified Access 4.,

N o a M b

&2k Verified Access 4 FB&

A LTI EE X Verified Access 4H KBS,

B2 Verified Access 4 26


https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

E{& K Verified Access 4 F B

T ZEVPCEF S , Bt A https://console.aws.amazon.com/vpc/o
ESMBERT |, i£1F Verified Access 4 , AR EBREBRERIENA,
ERIRE | RFIRERIEW Verified Access AR,

(A ) RTFPENZHEIEAR , T KA E AR,

(A ) EREEH |, mAENATIZ4AH Verified Access KB,

%R IS, Verified Access 4 KK,

2 e

I B& Verified Access A

5T Verified Access 48 /5 AT LUSFELfR B o
E I B& Verified Access 4

ITF I S#VPCHE &S |, Witk A https://console.aws.amazon.com/vpc/e
ESMBERKH , %R Verified Access 4.

EFE A,

kIR, MIBR Verified Access 4,

RRHITEIAR |, WA delete , A/F1%#R Delete ( MIBR ) -

o M w0 Dd =

MIE& Verified Access 42 27


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

Verified Access i &

—“ Verified Access i RINT— NN ARERF. BNmRES —1 Verified Access LAExEBx , HHEIZ

AL R REE . BT LUEERFERE T R AEF R QKM IR MNE R

AES

« Verified Access i R K

« BB RERRINASHERVPCsH T ME S £
« 3 Verified Access tlZAEITERH S

* A Verified Access B2 M & Ok S

« AR B Verified Access i R R E

« 182k Verified Access it 5.

« {824 Verified Access i s K1

« MIB& Verified Access i =

Verified Access iz =35 #Y

LT RN ERUE T Eim[URE

- RBHESR - FRABFBERRENNBERUD RAEENNARERF
- MEED - FRBENUMNROFEARFERKEIINEED,

WAFF R RIS HERVPCs N EL S E H

UTREZVPCFMBITH :

« VPCTRAEIHIANRIENHRIHR. SEBETUERLZTFRA6|E Verified Access I S0

- HIRTHRANSEERRRRIAEE , tRE— W ATERRIN—TF. FTAWVPCIIAEEBHRL

Ll ==

7 R =
o TiETE AWS A XAl ZL S RIERNHRm S , Rtk A2 EN Local Zones #1THE,

BREZEEL |, E25H Amazon VPC AFERBYTMNVPCEEMIKF HZEHKF,

Verified Access ¥ R H

28


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html

AWS B IERY 5 R R RAriEmE

A Verified Access Bl 2 /1 £ 19# 35 ik =

FERAUTHENERIENIGRNRLRZARTERIRR. BXATRTHRNEZER |, BESH Elastic
Load Balancing Fi F#5#.,

R

. NEEIPVARE,

o NEFHHTTPRIHTTPSHML,

- AHMERUSTRNMARFASYERIMEARIIES , HALARRNBAEHER.
- ABHERNFRNLARETE—NMEMFBE L (VPC).

« HTTPSHE B EHR AT UEA ALK/ IEBHLAHTLSIES,

- BUMANRARFREEE. XRENAFATHFRENNARFNALDNSEY. BEFERM
A SIEE AR CN N AHSSLIEH, B UFERALIEES AU+ AWS Certificate Manager.

B EAHOERRER

1. ¥TF Amazon VPC #£#l& , Mt A https://console.aws.amazon.com/vpc/o
ESMMBEES , %R Verified Access IR

1%$F B2 Verified Access I Ko

(A& ) EEWRENIERF | B Aw S BHRMER,

# Verified Access A , Nim [IEFE — Verified Access 4.
NTFRNARFEHAGE , ITUT®RE

2L

a. ENAREFETF , WANAREFHDNSERR.
b. & “HUEH” FTARN , EFAHTLSIES,
7. WTFwWK[AFMES , ITUTERE

a. XNF “‘BHERB | %EEFEVPC,
b. ER2AD  kRHSMNELLAH, KB Verified Access ik S H# AMFHHRNRESEZ

Z e x Bk,
c. HEREPRFBHIEF , MA—NEENFRRE , ERAERIEHENRALIHET SERN
DNSZ& VBT 4Ro

d. NTiwRRE | &R RESESR.

BEABIE R 29


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://console.aws.amazon.com/vpc/

AWS B EIAR IR A5
e. XF M, EEHTTPSHHTTP,
f. ‘E®AT, WAROS,
g. NFRFHHYE ARN , FERBAREES.
h. NFFM , EFEARGERN M,
8. (W& ) EERBENH , B Alm M Verified Access &,
9. (W% ) ZFBERMIFZ |, BikE Add new tag ( RMFIFZ ) , RAEWAZRZIHENE,
10. #EF IR Verified Access Mo

A Verified Access BIZEMEIEZEO KA

ERUTEREEMEEORS.
B3R

. NEFIPVATE,

o NEFHTTPAIHTTPSIHL,

- MEEOXNERLABRTR—-MNEBFER (VPC),
« BNEAMKEODOLNETA IPREARE,

- BUTANARFRHAEE. XRENAFATIHRZNNARFNAHEDNSEN, BEFERM
A S E CEA CN BWAHSSLIER, S FEAAESS AU AWS Certificate Manager,

B BEMEEORS

1. ¥TF Amazon VPC ##l& , Wit A https://console.aws.amazon.com/vpc/e
ESMMBEESD , % Verified Access IR

1%E$F 812 Verified Access I Ko

(A% ) EEHRENERP | W ARKNBHRANER,

£ Verified Access A, RNim [RIEFE — Verified Access 4.
NTFNARFFHARE , BITUT®RE :

o a0 ~ w N

a. ENAEFET , WANAREFHDNSHE M.
b. & “HUEH” TARN , EFEAHTLSIES,
7. NTWK[KAER , IATUTHRE
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https://console.aws.amazon.com/vpc/

AWS BRE# T R g
a. XNF “‘HHERB | %EEFEVPC,
b. E&R2AT K ERHAMNELELE, KEH Verified Access IR A FE AMEZEONREFTSIZE

24 XX,
c. HERIFTRBBRUET , MA—NEENFRFT , FRAERIEFENBRILIFET SERDN
DNS& MBI,

d. NTmRKB , ZEMEED,

e. XTI, EFEHTTPSHHTTP,

f. ‘EWAT , WAKOS,

g. NTFMEEO , EEMKED,
8. (AL ) ERBEMNH , BiAmSH Verified Access K&,
9. (W) BEERMIRL |, FILE Add new tag ( RIMFHRE ) , RERAZRIHNENE.
10. %R BIEE Verified Access IR

21k B Verified Access i S B i E

B LANARERFREELZSA , LEENARFRBER Verified Access iIn RIRE. NIk , BAILUR
M—%AEHN | iKW EZSARBERNR. BINBWEMBRATEEMAHN | UEZRNNBAREFN
Bk B &R Verified Access iR S HIRE,

RNBWESREBNEH L IEHN,

EFMNARERNZSARN

1. $TFF Amazon VPC ##l& , Mt https://console.aws.amazon.com/vpc/e
2. ESMBHEF , % Verified Access I =

3. ERERUIHHLRETR , EFAFEEINFIDsEEEZLAE , AGEFLETRNZEHN
1D,

4. TESMBEES |, %42 Security Groups ( Z€4H ) o
5. EHFESBEHRKRBNEZLANEEE  REERBEBRE. REBABHAN,
6. ENRMAGRBEMN Verified Access im AN RENZEHMN | FHRITUUTIRE -

a. IEE AH,
b. WTRE K AEMAEREIEZATTNEERE.
c. WFR, BREEN , AFKHMKINWEELAN D,
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RAriEmE

7.
8.

( /it ) MEERFKEMKREEH Verified Access i m , EMBRAIAHMA LT SEAMN,

EEREREAN,

(&R Verified Access Ui 5.

PIEERIEFRLRTRE , BRUMEHAEE.

E{&k Verified Access i &

1.

o o kM w0 DN

$TFF Amazon VPC ##l& , Mk Hhttps://console.aws.amazon.com/vpc/o
ESMBERH , %R Verified Access I Ko

gy = J N

EIRRME. 18K Verified Access Tl Mo

BREZFEEHNR[/FHER.

IR BIE U Verified Access I Ro

&2k Verified Access i = 5 B

B2 Verified Access iR f5 , AILUE R E K BE,

E{& K Verified Access it s K B

1.

N o g bk~ w0 bd

$TFF Amazon VPC #4#|A& , Wit A https://console.aws.amazon.com/vpc/o
ESMERS | i£$R Verified Access ¥R

EREERHRBNIRR,

HRIRME, 15K Verified Access it R R EBE,

(A& ) RFLHHFIBEF |, ITFHKA B AR,

(A ) EREEF , W AENA TSR Verified Access KRB,

EFRIE N Verified Access i RURBE

I B& Verified Access i &

F 58 Verified Access ¥ 55 AT LURFEL I BR o

&K Verified Access i &R
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EMIER Verified Access i |

$TFF Amazon VPC #2#l#& , Mt A https://console.aws.amazon.com/vpc/e
ESMERS |, i£$R Verified Access ¥R

TR R o

ERERIE, MIBR Verified Access iR

RBRHHITEIAR |, WA delete , R/F%ER Delete ( MIBR ) -

o ~ w0 bh =

I BR Verified Access Ui = 33
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AWS B IERY 5 R R RAriEmE

FERMERIELS SRR RN RN E T HE

EEBIER AWS Verified Access NEFERMEAETNEBIE, EERFELEM N ARFHE R “B1E
ETF30, XERFEEESREXAFPFRENER. EERENROISITFRAFE TG, BEARRR

B, RERERERE, ERRERDTE, RENEEERGEREAMS , HkENSAGEREHEN
X#, UREGEE B EHMNEEHIESIE.

BR , @ IEA Verified Access BERIERIIAE , EREAUEELNETREFEREREWLEESER
B XEEMAUFRIELFEONAEFNERNIEEER, BXERETEEEELTIXNER |, B85
¥ BRASEZER BRIERINE EF LT .

AN B ROGEERENRE , TRPETHRERRK, HARENEENHERAZA , TMIELFS
£

AES

- EREHREEEENRIALTX

« AWS IAM Identity Center B R iE 5 B{EEEEN £ TX

- RUFFEEEBRENE=AFERMELTX

- AFE ERIEFRARR PEABENER LRI

ERUE L RS ERFERIRMIN LT X

AWS Verified Access T EREE T BMSERMER , BIABRT , FIE Cedar HEEHI 2B X LA
HTTPESRE — Lt &, 1FEREERT |, Verified Access 27 Cedar E T XHEBEEXYRHTTPIERM
B#Econtext.http_request key, MIREBEE , A UGEERFEHIFHTIFMHNKE, L TISON
EHERT ThP I EWLERIE,

{
"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header"
I

"x_forwarded_for": {

BERIE T FRMEEHEN RN LT X 34
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"type": "string",
"description": "The value of the X-Forwarded-For request header"
},
"http_method": {
"type": "string",
"description": "The HTTP Method provided (e.g. GET or POST)"
},
"hostname": {
"type": "string",

"description": "The value of the Host request header"
1,
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
1,

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

AR RHTTPARYEE SRBUIE AT (G B SR B R 6o

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

AWS IAM Identity Center E 3 UETH RS EHIEN LT XX

IR RERT |, MNRIEE L AWS IAM Identity Center HIS{ERHEE , WM& Cedar L FTXHHEEEK
#& AWS Verified Access ZEEBFERBERERIEEN ‘KESEZNW NWEHAT., MREEE 7
PURBEREETHER 1T I AR,

(® Note
EHEEREBEN LT XEXEEE LR ZEIRMUPANEEN KBS ERZNR. fll0 , WRE
RS EZHREE N dp123” , M £ TR “context.idp123”, BIEFKEE , FRERR
EEEAERM T,

AWS IAM Identity Center B3E 7 B EELRIERN LT XX 35
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AT JSONEMER T TGP I EWLERIE

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
},
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
1,
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1238$": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"

AWS IAM Identity Center E3E 5 REESIEN LT X 36
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BT RIBRIFR AR AWS IAM Identity Center{SEEHE 3 1T 1L (4 #Y R B8 =Bl

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@0d9513c107"

I

® Note

BRTEAZFULER , At Ident IAM ity Center fEF B4 ID X5 A&4AH. XEBTEEE

ERABMEIERRIEFH,

BUEpRMEEHRENE=FEERHEELTX

AT NABE=HEERME AWS Verified Access BRI EEHIE.

® Note

BHEERHEN L TYNRRECEUEZEERHUBNEENRBSERR, Sy , MRR
HEESEEMBE RN idp123” , M £ T XEFF N ‘context.idp123”, BRI 0 K EE At £/ IE

Wy LT R,

P
- NRBTR

o Jamf

* CrowdStrike
+ JumpCloud

BiFpREEHENE=1EERHEELTX
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MR R

MBERITRNRZEE LT XA KR , N FEE Verified Ac AWS cessH M EFT BREFRHMMEE
K PERYN B8 Y BIEF . Verified Access B Bl Google Chrome F Mozilla Firefox 3 ¥ 28

BB XEFE=/MEZEERMEE : Jamf ( XF macOS &% ) CrowdStrike . ( X#F Windows 11
F Windows 10 &% ) M ( B % Windows JumpCloud 1 macOS ) .

s MREBEBERHPER Jamf EEHE , NEHWAF SN EIEE LB Chrome W E R A ESE Firefox
Bt 4R 14 PR 5 T~ 5k H & 2 AWS Verified Access 3| B8 BEF-

- MREBEXRMP LA CrowdStrikeFEEIE , NE EENAFBELRELRAWS Verified Access HlJH
EEN ( EETHERE) . WEHRMNAFIEE LE1TH CrowdStrike REBREVEERFEFILEN,
RE , RENEAHRE , AP SAEHREZ LRE Chrome M LR FESR Firefox B iN4E £ M 5 £
AWS Verified Access X 275 REF.

- MRMEBEREMFEA JumpCloud , MEWAF BREHIRE ERE Chrome M _E N A& Firefox Fi N
AR I ER9 JumpCloud XIS BREF

Jamf

Jamf RE=FHEFRMHE., TMMEREEN , R M Jamf EXNEFERER |, Verified Access & FFHEF
BIEE ST Cedar L TXH, BEGIRUEPEEFIEENKKSEIZIWNWET., MREEE | A/
REBBEEHBEHTIIMENER, U TISONEEE RT I EH ST SWHLERE,

BEXRFEAEERITHRMNERN Jamf WEZEL | S Jamf My LR FRFAWSK AL 1 A RS Jamf
BREEPERE—,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
.
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
},



https://chrome.google.com/webstore/category/extensions
https://addons.mozilla.org/en-US/firefox/
https://addons.mozilla.org/en-US/firefox/
https://d3p8dc6667u8pq.cloudfront.net/WPF/latest/AWS_Verified_Access_Native_Messaging_Host.msi
https://d3p8dc6667u8pq.cloudfront.net/WPF/latest/AWS_Verified_Access_Native_Messaging_Host.msi
https://chrome.google.com/webstore/category/extensions
https://addons.mozilla.org/en-US/firefox/
https://chrome.google.com/webstore/category/extensions
https://addons.mozilla.org/en-US/firefox/
https://addons.mozilla.org/en-US/firefox/
https://json-schema.org/
https://docs.jamf.com/technical-papers/jamf-security/aws-verified-access/index.html
https://docs.jamf.com/technical-papers/jamf-security/aws-verified-access/index.html
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"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
},
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
I
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
},
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
I
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT RRIE Jamf REEH S EBIERTITER R R B,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};

Cedar 2 7 —1MNEHAM .contains() EHBCREBIALIE G Jamf XU & 1T 20 X B B Bz,

Jamf
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permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
i

CrowdStrike

CrowdStrike 2 = A EFIRMEME, THREER , MREE X CrowdStrike REFIRHE |, M Verified
Access &¥F Cedar L TXHHNEEHEISECEIREEREFREEN ‘KBSEEW NZHAT. W@

RERR , TARBEREFEEEHRERITITMANVRE. UTIJSONEMERT HEHaESWERE.

BEXRFEACRIEFMPR CrowdStrike WEZEER |, HS @B ML CrowdStrike 1 AWS Verified

Access GitHub Mt RFFERAERF,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
},
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
.
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

},
"version": {
"type": "string",
"description": "The version of the scoring algorithm being used"

}
}I

CrowdStrike
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"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environemnt"
.
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
.
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
.
"jwk_url": {

"type": "string",
"description": "URL that details the IWT signing"

.
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
},

"serial_number": {
"type": "string",

"description": "The serial number of the device derived by unique system
information"
.
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
.
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}

BT RRIFER MR CrowdStrikefS {EEIEH 1T 1T 4RI R AE R A,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

CrowdStrike 41
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i

JumpCloud

JumpCloud BRE=HEFERMHME, TMKREE , MBEE Y JumpCloud NEERMEE , W Verified
Access £¥F Cedar L TXHWEERESEEEEREEREFPEEN ‘RESEZH WEHAT., W
REESE  tLUEBRESEREBEHTIHENERE. L TISONEHERT IFEF TS HLERE,

BXRER AWS ERIEFERR JumpCloud WEZEE. |, i3 JumpCloud Mk EAYEE R
JumpCloud # AWS B R1E i B PR

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {
"type": "object",
"description": "Properties of the device",
"properties": {
"is_managed": {
"type": "boolean",
"description": "Boolean to indicate if the device is under management"

}
1,
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
},
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."

},
"iss": {

"type": "string",

"description": "Issuer. This will be 'go.jumpcloud.com

iy
"org_id": {

JumpCloud 42
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Iltypell: "String",

"description": "The JumpCloud Organization ID"
},
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
},
"system": {

"type": "string",
"description": "The JumpCloud system ID"
}
}
}

LT RBFERHENET LT CHTIFEMREE RG], JumpCloud

permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier'

};

AFE ERIERFNR FEABINERRIE

AWS Verified Access SEBIR I AP #TEHRIEE , EANM IdP WEIWA A FRELESI 2RI
HRKIET R, WAFFERTIEE , MENABRFUURIEZE , XK IEFREREEH Verified
Access KiX, LIRS | FAMUTHTTPHRZA :

X-amzn-ava-user-context

Lt#RkEE JSON web token (JWT) XA FH, ZJWTHERN2IE XA base64 URL 4wiEHFR
sk, BRARMES, Verified Access EHES384 ( £/ SHA -384 IS H B EMECDSAZ B E % ) K
ERER. IWT

MARFAARXEFARAT M CRAEMBETAFNGER, NARFTRARNEERR BT T #
BOREBREANS N FHNE—SENRIER, BE , sub FARRNAGERAFHNRES E.

AR

o 1Pl BEJWTHOIDCAFERZES

o ROl BIWTRHRIAMB@RHROAFPFRZEE
- N

o = WRMEERE JWT

AP FEREE 43
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=Pl BEJWTHOIDCARFRPEREZ R
BT R BISE R T OIDCH B M AR E M A R AR EIWTE R HEIRE T,

FR3L B -

{

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "OIDC Issuer URL"

"exp": "expiration" (120 secs)

}
BRMHAETH -

{

"sub": "xyzsubject",
"email": "xxx@amazon.com",
"email_verified": true,
"groups": [

"Engineering",

"finance"

]

}

o~ BIWTRIAMB B HOAFPEBRZR

LT RBIERT Ident IAM ity Center i P BRI FRB M B R ARE ZIWTR X P T

(® Note
3 F IAM Identity Center , EIEHRFNIEAFELR

PRKRB

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

JWTHFOIDCH F &%
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"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss'": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",

"exp": "expiration" (120 secs)

}

BRI

{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {
"address": "test@amazon.com",
"verified": false
}
}
}

AN

ATRIEFHRNERERFF2MEAFER , BERNBUECEEEFEANESRIETFTRILET K

HTTPS., MMRAFREEFANERIEFRLEET KHTTP , mju&\{iﬁﬁzzéiﬂ%fﬁﬁiﬁﬂﬁﬂ B iZ LU

BINEBEVUERTEAETFHNBRRZAURIELSE, ERMAA , BMNIWTHRKFIREZESR ID , AF

FAEMNBIRER LA, 8MNmS AWS X TR :

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

o R BRMEEE JWT

AT RIS RBIEER 7 JNAI1E Python 3.9 F3RENVE4A ID, NAMABRAH.
import jwt
import requests
import base64
import json

N 45
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# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('."')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid"']

# Step 2: Get the public key from Regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])

KERMEEH JWT 46
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Verified Access & B&

AWS Verified Access KB A FERENGRIAEEFHNAREFNAN AWS, Ef1=2H Cedar ( —#¢
AWS BUERIES ) mEM. £/ Cedar , B LAGIRKRE , RIFEEE N AT Verified Access B F 175
ETEENEERUEBAENEERERITAX LR,

AKX Cedar RBEESNWESHHMIEE , BSH Cedar ZE M,

KRFTIT 4R Verified Access REEHWE, SENABRURENFTE , HIEH T — LKA,

AES

« f#/ Verified Access HIRREE
- ERIUEFRIRBFHAS

- ERUFVE R

- RiUFHHRBHEANEEZER
- BRI EREOERE

- ERIEGERKESHER

- ERIUETHEXR T B

« Verified Access R B B 32

/A Verified Access B KR

0% Verified Access A5 6|2 Verified Access i =8¢ , AT LLEIFEE X Verified Access EHE, &
LLEARTE X Verified Access REEHER FTRIBARHIE SR , EREENKE 28 , FTE I RE R EGH
=

EX A Verified Access ARl R RIEBIE Verified Access ARIHRERIMRELREE , HSH &
X Verified Access AR BE 2N & X Verified Access Ui 5.5R B o

30 UE 15 7] SR B 75 B 45 1

AF S48 AWS Verified Access BURE R HiFfE 5o —A Verified Access EREEFR AT LABE Z /N E
B, TEER T Verified Access SREERIZEH,

58 A SR G 47
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effect permit

[ principal,
scope action,
resource |

when {
condition context.device.location =="US" &&
clause context.authn == “MFA”

RBEBEUTILEHY

« MR -EEXRKIBEAR permit (Allow ) &R forbid ( Deny ),

- OB -EERREANEE, BENGR, SUUBIFRRBEER, BESRIRKE Cedar F
RSB RIFRESCRA ( MBTENREIFIR ) o EXHERT , REERTREATENEE, BRIEM
RRo

- ZUETH -EENRAMRN LT

/A Important

Xt F Verified Access , B ERUFFAH S| AEERERTERAKRE, RSTENMBLR
BAREVRS, AR, BULERGETAFERASHMIEZEE LT UEEHRINER,

& 5 SR W 7~ B

permit(principal,action, resource)
when{

context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

%

EREN AT , IR, BAURA R EEFE-—MRBEEIFEASIFM4FI. £ Cedar
REESTURZEEN., BAN/ ZNREFH, AXEMRH , FS5H BRIUEEERRRE
B&o

E 30 UE 15 7] SR B 14

REERR — NS EFER (permit & forbid BB ) WES., MEXHEF4H (when iEBG )
RE , MR ER. EFEREXEATFRR , XEPXREDRA—PMNAGTFRE , FETFBEREM
BLREE, MBEENAAGTREFN/EBA NSRS NEIEREE |, WK SIIELHE, REEN
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Verified Access ¢H H Verified Access i R EN T REE XA |, NIX AN XHER AT A FIHE), IR
A A Verified Access iR E XL RBEXRY , W RE Verified Access ARBEEE A,

(® Note
AWS Verified Access £ 8|22 R IIEIEE , BEEFASRIFBESGE O E ANBIEE.

WIET R RN IESER

EEAZTERMHBIE AWS Verified Access KB £ T XE ( AR ) ERIETGRIRBEFALEN , &7
DERAREERRAMEMEZ Y, BEAUERATSHMANECZEF RN ENERFETIMESH XK
KeED. TREBEFMENEZER , UitsE,

EERF KENEH R
! Boolean — Boolean B,
== any - any T, ERATERAXRENS

#, BMERBE TR, TEK
BWEXKEFNKELES.

E any - any 4T, BETEEMHER (N
£3X)o

< (long, long) - Boolean KERNTS

<= (long, long) — Boolean K EH less-than-or-equal-tos

> (long, long) — Boolean KERKT,

>= (long, long) — Boolean KE ¥ greater-than-or-equal-
too

in (entity, entity) -~ Boolean BXEHERE (BER : AinA
WRANE ),

(entity, set(entity)) - Boolean BIREWRE : Ain[B,C, ..]
NE , E (Aand B) || (Ain
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RAriEmE

EEN

&&

.exists()

has

like

.contains()

.containsAll()

.containsAny()

REMER

(Boolean, Boolean) -~ Boolean
(Boolean, Boolean) -~ Boolean
entity - Boolean

(entity, attribute) - Boolean

(string, string) — Boolean

(set, any) - Boolean

(set, set) - Boolean

(set, set) - Boolean

ik
C)ll ... #i%, MREAAEH
SRk,

BiEE (E%) .
BE® (E%) .
ST,

FRZERF, e has f Ml
BRIEEH e EREEEM
fEE, MR e FEEDSE
e BFEEREREM f, NRE
false, BHTURRAIIR
HEFRHBEXF,

PRZERF. t like pRE
XAt REERN p Tk , &
RAREEEEE 0 N ESMER
FRTENBES *. ATET
Bt PRXFEREFR , AT
 p PERABSHRNELFRF
B \*,

RERBXR (BRANTE
).

WHAES ARBEEESEBH
BB T3,

WAES ARBEEEEBH
HESTE,

AR MR M B N B AT
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258 UF 15 [7) 2R BE E B

& LATE AWS Verified Access BUR R INATHEF B, ERBRBEN AL // FFLMUBRITHERH —
1To

UTRBIERT REFIERED,

// this policy grants access to users in a given domain with trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)
};

£ 38 UE 175 [7] 3R B % 48 75 B

B REEERE — 1 AWS Verified Access JREERITAEE L T XHAIgEFE B A RERFEENEIE,
MEELTXHEIATRAEENRE | Cedar F= £ IR RE TN RIEHR , TIREHNERM
i, Hlmn | XFSHEIL", AR fake_provider # bogus_key It £ FXHFETE,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

%

NERXMIER , BAUERAhasZEFRERAREFE. MR has SEMFRER , MIXEEIES
By — S ERFL | Cedar E=HSI AT FENTE R~ E£HR.

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

};
XEEESIARNTRETREENEBNZENER.

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513¢c107"
&&(
(

BIIE A 8] R EE R 51
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// if CrowdStrike data is present,

// permit if CrowdStrike's overall assessment is over 50

context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
N
(

// if Jamf data is present,

// permit if Jamf's risk score is acceptable

context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",

"SECURE"].contains(context.jamf.risk)

)
)
i

& 3 UE 177 7] £ BR 7= 451 5% g

R RIAME 4 ORI SRR

(® Note

HRTFEAZFULLER , Bk Ident IAM ity Center fEFE#4AH ID K5I H&#4H. XEBTEEE
BEHNABMINIER KR,

TR RBIRBRERFET finance A (A ID
€242c5b0-6081-1845-6Ta8-6e0d9513c107 ) BB R WIEHI 8B FoB 4t ik B = f2 i 15 18] o

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513¢c107"
&& context.<policy-reference-name>.user.email.verified == true

};

&%l 1b : 7£ Identity C IAM enter B ISR 7 BA ORI 2 5% 44

TR RGIRBRERFET finance A (A ID
Cc242c5b0-6081-1845-6Ta8-6e0d9513c107 ) . HELKIKIFN B Fhpibat B Jamf R ZXE
W3R LOW B =F Ao i iAo

permit(principal,action, resource)
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when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

P2 E=HOIDCIREAEMMEBEE

LT RBIKBNERFRB ‘M 4H,. HELERIEME Faf4itit B Jamf R&F XKL 1ES HLOWET
FREFHE,

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

};

~5l 3 : {FF CrowdStrike

AT ROIRBEFE BTG D B AT 50 B AR ¥ R,

permit(principal, action, resource)
when {
context.crwd.assessment.overall > 50

};

R4 ERERER
UTROIGASE L TNEMESER : (95 ) HAIRERKE  ZRSRRKIESPHNREFH.

permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")

};
5 RIFESER IP rhk

LTRBIERTRAVEE P iR,

permit(principal, action, resource)
when {

B IR E 7 R A BR R B SR B 53
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context.http_request.client_ip == "192.0.2.1"
I

APl 5a : FHLIEAEE IP bk
BT ROIRR T FBE LA TE IP 3 ukAY SR B,

forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
1

Verified Access g BhIE

Verified Access R EEBHEE 2 Verified Access 2R —NITE |, AT A F IR M L KB, Verified
Access REEBIEBE —IMNRELE R AR, ARBAMGSELTX , B AEESNXMBERE,

EFEELETXHRARATENEFRHEEMRE , A6 Verified Access B R AJeE N AIEENMETIRMHEFE
AmEEX. Bt , BFNENALXEN  HEFLTXUREANERKBEFR RE—MIESLIE
HEHEBE,

UTF&TNAT EARKRERNER AR,
%

- FT|1: BERR

« HI 2 REBAN KR

- FR3 BEEHNAER

1 BERIR

EXMBENE—T L, EEEHEFEAN Verified Access it 2o BRI ERF (B B Fhp4
#HEARIR ) | URAFBA/RIEZIRREF (L ) o RIABRT Hi%ﬁﬁ’]ﬁﬂé’&%?ﬁﬂiﬁ?ﬁiﬁﬁ?ﬂ’ﬂ
Verified Access A&, BAIIBABIEREFIHN A FRIEL RE,

&G, FELTX. BRRE, BARBENARBHEESET —IMRE L.
T E W BH IR H I ERIR

1. ITALS#VPCHEFA , Mk https://console.aws.amazon.com/vpc/o

KR BhIE 54


https://console.aws.amazon.com/vpc/

AWS B IERY 5 R R RAriEmE

ESMERY , %R Verified Access =6 , REREHLEMFEAB Verified Access 324l 1D,

LR B RIBNE,

XFAFBFEREat | AR PR B F R4t

X F Verified Access im R , &R 4NN L RN KSR

(A% ) WTFEH , REAFHER.

(Al ) ERZJAFT | REAME —RZFIAR,

(HE ) NTERAER , EREFANRIEENERNRE, BRAMBRT , REASHNERNE
£

9. EET—F,

© N o o bk~ 0w D

SR 2 BN i SR
ERAEL , SFEIUTESMEER :

- BNETRUEBANAFM (L) BEL-—SHEEMRBRXENEET LTI
o F—35higEM Verified Access it s Cedar .
. A ATER Verified Access A# Cedar .

A LATE WL TR _E 4R %R Verified Access i S F4AHY Cedar KB , BEELTXREASN., T |, &AL
FRLAEEEEE LT Cedar K,

BEEEFENIAREEE , DARBEELTXNARE , RNERNEFERF L, S UREREH
EFNNAER , REFEESEZTE.

HEMF MW ERBIREE , SR T —SHEHAERDEN T~ RE.
|3 EEHNRAEHR

ERBEPENRE—TL , SRFEIXNREAMNENR , REETUETES. IlE , EANHRTERRE
BE  AEEBENAERATRIENR.

R B EE E-TRE E—TT , SEBIEEIUE T £ BUERIKENE,
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Verified Access I LM

ZEEAWS REFZE, FNAWS FF , BAUZRT TN REASHLZEHBREALNERMHY
BRBAE R OMM KR,

ZERNITHEEE AWS 95 1E, REHREEAFEERNZNZEUNZFNELM

« ZEE — AWS AFRFPE=HIZIT AWS BRSHERZEN AWS Clouds AWS EREIREITUR
2FEANRS. EAAWS ERITRIEA TR ER RGN —EB5 , BB=75FIHIHE NS KK
NZ2WERME, ETHEAT AWS ERUFHRNRHERAITK , BSRREAITIWBTEAR
HAWSAWS BREZIZEMIT o

« CIREE-EBHNRITHEEHN AWS BERE, SEEENHMRAENAT , SFELNKENBR
M, BRRANERURERREEEAN,

I X RSIFHE BN IR T R IR fE £ A Verified Access B S TR IBER, U T =B A A E &
Verified Access AR Z MM EH L BIr. BRFFEI A HH i AWS BRSERAFBY IR L 2= R
R IE R 2RI EE R

AEN

- Verified Access R BRI

- Verified Access Y & 13 Hl i/ 8 B &
- Verified Access B &M MERIIE

- Verified Access FY BB R S BE

Verified Access PRI HRI

2 AWS EREEREERT AWS ERIEL R PHBFERT . WAEER AWS |, ARFRFETHE
MBS RERZEH AWS Cloud, BRAFTHP N RETMEMEN ENABTNERE, LEATERE
FE AWS RS MZERBNERES. AXBERLNESER  BSRHEIERILFAQ, AXKM
BREERFHER , FERIREAWS HIEEENAWSEZ£GCDPRER LNEBEXE,

HTFHERFEHN , BMNBUERF AWS Ik EEHFEH AWS IAM Identity Center 3, AWS Identity
and Access Management (IAM) ZEENARAF, X , SMNAFPRRBETHIERRIRAMENNER.
BATDEB BT AT AR HIE -

s NENKFERAZESHRIE (MFA),

BiRR 56


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS B AR IR AP s
« EASSL/TLSE AWS BRIRBF. BIMNFETLS 1.2, BIUEA TLS 1.3,

« ERAPIEITIREM A/ EZIEH AWS CloudTrailo

- £ AWS MEBFRRF RUARHEFPHWAERIARZEEZH AWS RS,

- FAERITEZRLRS (HIW Amazon Macie ) , ©EBIT XM AR Z4%1E Amazon S3 HHI R
Bz,

« MBHEAE AWS BEBTTREDRIFREE FIPS 140-3 23 KB IEVINZERAPI |, 1546 A im
M. FIPSEXAAFIPSIEANESES | B2 M HESLERE (FIPS) 140-3,

BARZNB WG NV ZEERBREE (WEEFWE T bt ) RANZEREHBERN XA FER
(MBHFR) ., XBELFERZSA. API, AWS CLIZK AWS RS FHAERIEHRRRSR H iR
{ERt AWS SDKs, EATEMWIRLHEBHBEANAFTEFAANTAREDSTELATITRROH
&, MRBURLEINIBRSSFIRE  RITEZIBNEFREEFELEERELE , URLUKIEEX ZRS
BHER,

& 5 o &

Verified Access ERZBEZ £ (TLS) 1.2 RESMAN BT EERMM &KL R F & fE 2 WIET R KR
RYFR A BIRH T INE

BEM SR ERFA

& 0] LABL B B3 15 R AR ABR #I X R 43 B R RA 5 N RVPC, W FEFAFHNERRIE |, &7
IREHRESHNAFPARSNMEREBrHR. BREZER , S5 Verified Access R,

BT AWS BE RN RIS IR 1

AWS ERIAER T |, Verified Access £ AWS BEKMSZ4AXN BAKIBEH TN, HEIAMER TXE
AEEHTNER  eE TRV RFBRBEEFSRWIREFEMERY, B, SEEEBHER
EEERNMBENENEEERNEENARR. UTEFHFMANE T Verified Access A FAKMS
ZEAFITERABIEMNE,

AR

- BRIUFAY AR PR FIKMSZR4H

- NABMER

« AWS B UE i/ 7] £ BR 20 AT 56 A 124 AWS KMS

o N 57


https://aws.amazon.com/compliance/fips/

AWS EREH T AR e
- BEFEEZEPAT Verified Access

- 7 Verified Access RREERFREZA

« AWS ERIFFRIXEME L TX

- WMEEKMZEZHAIRE AWS K KE R 75 R R

B2 58 11E BV 175 (3] i BR FIKMS 23 4R
AWS A 4

Verified Acces KMS s ERAZ B MENAFBEE (Pll) . MIABERT2RKEXMER , BFTE
BCEE. B8, FASTFXAMAWSHERANERE R, BR , THEXIULAHE DS E SERITI
BHRFATNERENZEH. EXEZEL |, HSH AWS Key Management Service 7F & A & 1§
EmHM AWS BEZH.

BRETEZZRALNBE S EFEMMZRE | BETLUECIZE Verified Access BIRITIEERFEE
MR , NTMEINE AWS HEINZZ LR ME ZRE M,

EREERS

VenfledAccess XEEACENEENNHEAREERZR , BUAMIAMBHER RN =M
o, ATEAUTEEHX—EME , HEaTMITUTES :

o HIE ML K B RS

- FIEFLEFIAMBR RIS

- BRANZEARARE

o« BRI AR

o« ANIIFRE

- SIBREHR B

« REERAMER

BXEZEER , H55H (AWS Key Management Service FF X A RIERE) FHEFIEEHH,

(® Note
Verified Access £ AWS BEEZ{ B G ABANE , N\RBRFNABSOEIE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk

AWS B iR T [R) AR

RAriEmE

BR , YEFEAZFEENZHAN , ¥ AWSKMS WA, BXENMNEZFER , BSH
AWS Key Management Service EE#t-

MAEBER

TRLE T Verified Access ERANMNASMEE (PIl) REMBA K,

HiERE

Trust provider (user-
type)

APXRBENEERHEEISE
#n AuthorizationEndpoint,
UserinfoEndpoint Clientld
ClientSecret, 23R OIDCi%
I, XEEMEEEREPIL

Trust provider
(device-type)

BRERBWETRHEIE
Tenantld , X2 AEZEN, P
Il

Group policy

EBIZEHIE K Verified Access
HatiRft, BERNIFEIER
MM, TTEEEEPIE WA

F &M F R b 2 KA

Endpoint policy

EBIEFKIE K Verified Access
s R ATIRE, SERWNIFIAIE
RE9HN, TTEEBEPIEWMA

AWS BREZHME

ERH

EEH

=y =4

=y =5

EFEEZAME (k)

ERH

EEH

=y =4

=y =5

BABEME

59


https://aws.amazon.com/kms/pricing/
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HiERE AWS BEZHA MR EFREZHAME ([t )

REE RS LTS o

AWS BERRIUE 5 E] X PR 4046 A A AWS KMS
Verified Access BERN T REAETF~REEH,

MG BEAZEFPIEERAMBEN SR B RIRE , Verified Access 23813 [0 &K 3% CreateGrantig sk
KR FREQNETN AWS KMS, FHIEN AWS KMS AT EFERIFH BRI RIHREKFPHNEFIE
ERANR,

Verified Access EERNF LN EFAERAR TUTHEPIRE -
* ¥ Decrypt iI#RKiE AWS KMS EILBEZMBNHBTEZS , LECNTATREENKE.

« [8 % %RetireGranti®R AWS KMS LA BRIZA .

&R LARE BT R F A RAUR jﬂﬂﬂﬁ?ﬂﬁ“ﬂ%?ﬁ%%"fﬂﬂﬁiﬁ [RIfPR, ZNSRIXFEA , Verified Access
HEEBRBHEFEERAMNZEARE SR T ZBENRE.

FEFPIEEZ4AH T Verified Access

Z A LAE A AWS Management Console, 3% , RIEXNFHEFEERH. AWS KMS APIsiZBR AWS
Key Management Service FF X A R IEEEH U ENMEFREZ AN TS RHAITRE,

ZHBER

FHARREHNEFAREINBANGR,. SINEFREXBAMARE-IMNEHEE  HhISHEHR
AUEABAUARNAERZANER, QRERAREXBAN , TUEEZRRAEE. BXEZEER,
SR (AWS Key Management Service F X A R 1ERE) RN EEXNFEFEEZHNIRE,

ENENErRERASENERIETRAR—EER , BARBETLMATFLTAPHRE

« kms:CreateGrant - HRMEFFIEERATN EPT'S(‘HEEKMS&%HE’J?'%UWI@W[‘E MR FE
FIRBRATR FERIEGRIFMENRE. BXEABRNNESZEER , 52 H AWS Key Management
Service F R AR IERM.

X /o3 Verified Access H4TUL T 18 4E -

BABEME 60


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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« A GenerateDataKeyWithoutPlainText £RMBNEBEZAFNEEME , B BERHA
AN BEIAT M,

- @M Decrypt FERFEMNMZEKIBEBZLA R INZHELE,
s REFHAEHEUATFRS RetireGrant,
« kms:DescribeKey — #H#EFIEERAIEME B LLA T Verified Access BiEZ4A,

« kms:GenerateDataKey — foifF Verified Access 1§ Fi %48 I B 5E

 kms:Decrypt — foiF Verified Access % B 2K BIE 4

LT A AT Verified Access B RBIZ3 48 B

"Statement" : [

{

"Sid" : "Allow access to principals authorized to use Verified Access",
"Effect" : "Allow",
"Principal" : {
"AWS'" o M
},
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS B IERY 5 R R RAriEmE

}I
{

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource" : "*"

BXREXRPIEENENEZEL , 55 AWS Key Management Service FF & A R 368,

BXFZHHEHELRNESZES | 55 AWS Key Management Service FF & A R 368,

A Verified Access RIRIBERF £ E Z4A
B LEEEFREZHAAUTERERE-ENS :

« Verified Access 4

« Verified Access i 5.

« Verified Access {S4F12{itrF

{6 A B 23X L2 % R S )9 £/ — /NBt AWS Management Console , B SAE E b in&R--ml &2 0 i ER
FREZHR. THEIRHD , EF BENNERE (S% )" SEE , RAEWAEEAN AWS KMS &
8 1D, LA ESXIMBERRFNNER AWS CLIRTRKLIRE,

(@ Note
MREATELEREMERAMAANEZENETCFREBAEL , WL EBHRXERRNEE
B, B2 , ATLUEEFEH AWS Management Console 5 AWS CLUSSUE R R A% §E
EXRPHEEREE.
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam

AWS B IERY 5 R R RAriEmE

AWS BIF A RXENER £ T X

MEETYR—ATENREXY , EF2SAXBBENEMLTUES. AWS KMS #RAME LT X
FEREMES S HRITNBERZFET S HGRIENNE, SEENZRENERPEEMELTX
B , 2RI LT AWS KMS BEFINBHE, BERZHE , EL4TEFRPELSHENNELT
o

AWS B UE T RIRINE £ T3

Verified Access TEFTE AWS KMS MMEFRERERABERNME LT , EPRANaws:verified-
access:arn , N &R Amazon FEAF (ARN), LA T2 Verified Access & RHVINER £ T3,

Verified Access {E{E1R 1S

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Verified Access A

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

Verified Access i &

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

BXRERVNIRBERFEAMZLTXNESEE |, 25 AWS Key Management Service 7 & A R 38
MM NE £ T3,

WBIRERY IR B LUIRE AWS TR UERY 15 R X R

BN EPIEBEKMSRAEEN AWS SRIFARINRER—RERN , Ba UEHRAWS
CloudTrail 3R iR B B W iE 17 R A PR X X B #Y B 5k AWS KMS,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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LA RHl2CreateGrant, . RetireGrantDecryptDescribeKeyGenerateDataKey, # AWS
CloudTrail 94 , 1% 12 Verified Access R iR HENEFEEKMSEHAMZENBE™ A AN
KMSHRE :

CreateGrant

MEAEZFIEERAMBENERE |, Verified Access 2R RIE K% CreateGrant &R UG EIE
B AWS Tk Y2348, Verified Access BIZMBNEBETSEFIEE ZHAXBKN AR,

LATFRBIEHIESRT CreateGrant B4E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:41:42Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
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"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",
"constraints": {
"encryptionContextSubset": {

"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f58le2e5c97a2"
}
.
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
},
"responseElements": {
"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaaddbdsadedldfo7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
},
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant
IR BR %R ET | Verified Access £/ RetireGrant BERBKRIZN,

LT ROIEHIEFET RetireGrant B4 :
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:42:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-

aela-6lee87104dae"

.
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61bab6f434d8c5¢c7632fF"
.

"requestID": "7d4a31c2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,

"resources": [
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{
"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-

aela-61ee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt
Verified Access T Decrypt 4L A 7764 B9 1N 28 B0 247 R 6 (| I 22 3042 o
AR RBIEHIER T Decrypt B4E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:33Z7",
"mfaAuthenticated": "false"

iy

"invokedBy": "verified-access.amazonaws.com"

.
"eventTime": "2023-09-11T17:47:05Z2",
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"eventSource": "kms.amazonaws.com",

"eventName": "Decrypt",

"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",

"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-

central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",

"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJIz9x7CwQWZw=="
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access £ DescribekKey BIERBRIESEBN R RRBKNEFRERARSEETRK,M

X,
AR RBIEHIER T DescribeKey #B1E .

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:48Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"

},

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateDataKey

LA RBIE4HIE % GenerateDataKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-

central-1:111122223333:verified-access-trust-provider/vatp-00f20ase455e9340f",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
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"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
},
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
},
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Verified Access B & 10 115 7] & 1B

AWS Identity and Access Management (IAM) AWS BRSs T AR BB A £ #h iR HIX AWS &R
FIPR. IAMEBE R EFIW A ST B MBI ( 2% ) ARN (FAENR ) FACRIEHRER. 1AM
TEXAFNFEAEAFER, AWS RS

FH

- BX

- ERSHHITHEHRIE

- EARKEERR

- “BRIUETHRNR" B IERE IAM

« Verified Access WE T & 13 1Y K B =

X Verified Access & 10 15 A3 1T 8 FE BERR
RS HEXA AT Verified Access
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« AWS SIRIUE T R X BRAVHEE R BE

Z A

&4 A AWS Identity and Access Management (IAM) W AR SEFITRE , EABURTEECRIET R
R BR AP AT T4,

RS AF - (IR EA Verified Access lRFRTERMES , MENEE R 2N EREMENSIENNE,
LIXEAE S Verified Access TIRERTER THERT , BAIGEFEZMANIR, T RN E R B X PREBY
FHREAEERBREEGHNR, MBETFL LR Verified Access FHITHEE | S5 I Verified Access
54 8 i a1 T i EEHE R

REEER - MRBIELTHEER Verified Access BIR , NIETREEH Verified Access HIEE 75 [H]
R, BERERTEENIRS AP M58 ERLE Verified Access SHREM R IR. RfE , BATAEIAME
ARREXNRFSAFNENER, EFHNTELLNERUATHNEREZIAM, ZiF4 7 H#ER L T4
FEAZYIAMB IR HERR , T2 2RIETHRE" B TERE 1AM,

IAMEEA-MMREZRIAMERER , N EEEFMA T R ANMiRERIEREEX 238U 5 7] X BRE #Y 175 7] X
R, EEFANEFFEANETEONERIETH RN REEE RFIAM , 555, Verified Access FWET
5 19 19 SR BE R 5

£ 51T S 0 WIUE

BHRIERE AWS FASHNEIIRFN AR, BHLT AWS KFREBF, IAMBF SO ETEE
IAMB &#1THHRIE ( BEX AWS ),

B ERABEY & MRRENEREIL AWS BIRE 515K, AWS IAM Identity Center ( IAME {3
D) AP, BRARNESEFZERRIEUEERN Google = Facebook EREMERK S F K RHl, L&
DEXE G &R , EFNEBRAZAFEAIAMACRETKE 10, HREAKSHE AWS B, /RH
REERENE-INAE,
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TFERAMSMRRIESE , BURFERMHEMEZLSER, I, AWS BWEFERZES MR
(MFA) RIEEKFHLEM, ETHREZEE , BZRAFEREYPNZESHRIEFMAWS IAM Identity
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EEGEEFRIMNE , BUUEER AWS IAM Identity Center, &R LATE Ident IAM ity Center Fr 7
RAPMEL  SAINEREARSIEECHNEMRTN— AR NEAL  UEEENAE AWS K-
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IAMA P~ RIERER AWS IKF WPMABNARFERRKENRNF M0, EAENERT , BIMNBWUER
IREHIEH , MARCIEBERDNFHNZASFKHPIIENAMAF., BR , MREEFZEIAMAFKH
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IAMEHE RIECIAMAFEEN B M. BFeeEREAN SO ER, BAUFERAR—IMERSINEF
BENRE, MREXERAF , FRATMUERMMEBRAFPNR, i, S e — 1N ANE
4, IAMAdmins R FiZB A EEIAMBERAINER,
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IAM& &

IAMAERENIBEERFENR AWS Ik BED. ESIAMAFEL , BERFEARTK, B
AWS Management Console B i AMABEFIGRIEA S, BULUETREA AWS CLI = AWS
APIRERFEABELRERRKAABURL, BXERAABGHNEENESER , 55 (AMAFE
M) PREAIAMAE,
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EXBKRIPHIAMEER, BXNBRENEE , S8 (AWS IAM Identity Center A 1Em) I X
PRE&E.
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- BFAS-BRFIAMALERSRBENTRENSE, IAMEER T UERIBCIE, & 3 BRAR
SHABIAM, BXEZER , F5H (AMAFERE) AWS RSP SIEA 6 U6 ZRRR,

- REHEXAG-BRFEXACRE—MERSHEXEKNBESAE, AWS BRFRSTURARKER
TRENAR, BREHEXACGKEINEENGT AWS Ik | HEARESHAE. IAMBEER UEEE
TeEREBRFHXA BN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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FIBERE , BZRIAMAFERPHIAMISONEKRB TESE,

Verified Access FE T & 17#9 SR BE =5

EEE Verified Access ET B HIRBEHI R , ESH Verified Access WE T B HIFErE =G,

Verified Access AE T &R KK
YREETHRERHNXRE &

E T HRAVISONK RS ZIRM N E FIRHYREE XA, ETRRN KN TG SEAME BEEREHM

Amazon S3 FHEREKR, EXFETHRNVRBIRS T , RSEE R JTLMER ENRZHIS 4 E R
FREVEE . N THEERM IR TIR |, REEE IS E A SN 2R RINATRLEREAREF LSRN
THIT, BUFEETRENREPEEEE, ZEREATUEEKS, AR, A, KSR/ AWS

e

ESABKFIBENR , BAULRENKFA RS —NMNEKPHHIAMSSMFIEEANE T HRRN RPN ER
Ao FEKFEEMMEETRRNRBEARBYCSEXRRIEN—F¥ME. HEZERANBTRLTE
B Erf AWS Ik, AIEKFHNIAMEZREXRNAERARE (AFSAR ) BRTFIBRTRIN
R BT ELFET B DR RBEHINESSAUAR TR, B2 , MRETRIFHREEDE—NKS FRY
FRRTFHANR , WFAEBFHNET HOHRKE, AXESZEER , 50 (AMAFER) IAMH
BYBS K 7 R R 1 R A PR

Verified Access RYRB&IE/E
TERBIEE: R

EIE R A LAER AWS JSONKEERIEE R R L, BREER , WA M AL AR RIMITER
&, BAREA ARG TIIT,

JSONZKMActionTE=MR T AT AT HERM P R SIEL L RAVERIE, RBREBESXEKE AWS
APIRERIE . WA —LEHIS | flaNETREAPIRENNRNRNIRE, &7 - EREFEERKSP
MITS MR, LM IREMRINABKIRE,

HREF L EREUR FHATRERENRR,

EEFCRIETRNRRESIE , B0 (RSRNSE) EC2FHY) Amazon E XL EYRE,
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ec2
EESENMEATEEZSTRE , BEAESHeREIT.
"Action": [

"ec2:actionl",
"ec2:action2"

EEF Verified Access ET BRI R , ESH Verified Access WE T B HIFERE =G,

Verified Access 5K B &R
YEREBAER 2

EER W LER AWS JSONKEERIEEEBNTGRMF A, WHMRY , BAEMAK TN AR FERITER
&, URIEMHAZRHETHIT,

ResourceJSONEKBTRIEEENAREN—ITRZ I TR, BAYLIMEE Resource
NotResource T3, RIEMZER , FARFRM Amazon BREZH (ARN) RIEEERR. W FXEFHE
TRER (MR BRBRRENR ) WIRE , BRI AT E,

NTFAXZFERBRNRORE (WIHRE ) | FEABERY () EREINATARERR.

"Resource": "*"

EEEERIEHRANREREEREFIKRARNs , E5H (REENSZE) EC2F M Amazon E LK
Ro BT RGN SHRIRIEEMLERE , ES 10 Amazon EXHIEIEEC2, ARN

EEFE Verified Access BT SRR RG] , i5S@ Verified Access FWE T B 98I K BE R,
Verified Access BY SR BE SR 44
THEHEBEETRSHVRBRER . 2

EIE R A LAER AWS JSONKEERIEEWR IR L, BR2W , WAEMAMA BN LHRIATER
&, BAREA ARG TIIT,
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EIEELMER , B UERASVETE, flin, REEERERLFEAMBRFHNEBEREN , BT8R
IAMBFPEFIHEIZEBRAONE, BEXEZEL , H5H (AMAFERE) PHIAMER TE  TEF
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R INENIAMSHE ( AP RAE ) MFS AWS B, NSHENRFR RS R E —
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EETHREEHER , BFEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
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ABAC , BZHIAMAFEEFNEAETE MM EIZES (ABAC).
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HEERIAMAF A BERNITREN AWS |, BEMANEREA, EHAELERSH , BARESKNIT—
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AR, Bl , B URE — N RBEZ G RIEEMBBEREBLMERKIASSL, MRBRFRIER
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CloudFormation. EXEZEER , 52 (IAMAFERE) PHIAMISONER TE | 4.
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E B2 Verified Acces IAM s 324 | REAFZEEEHIAMERE R 0LLH N BA,

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource'": "*"

}

(® Note

verified-access:AllowVerifiedAccess2XRIENELAPIER. EFAZEHETR
R, FRERFHFENEN, Xec2:CreateVerifiedAccessInstanceAPIIREFERE TR
B, REHFHEFHNRN

B2 Verified Access =B RBE R G, TERLRHIF | 1234567890122 AWS IKH |, us-east-12
AWS [Xig,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": "ec2:CreateVerifiedAccessInstance",
"Resource":

"Effect": "Allow",

"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

ARFAFEEMINE SR

"arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"

WRAIEBA AR A FIAMAFEER N EAF SRHNAKMITE R REE, LREITFEET
B LREARURES TR LLIRERN AWS CLI R, AWS API

"Version":

"Statement": [

{

"2012-

10-17",

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

lam:

lam:

lam:

lam:

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

ListGroupsForUser",
ListAttachedUserPolicies",
ListUserPolicies",
GetUser"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

lam:

lam:

lam:

lam:

lam:

lam:

GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget
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example-widget &Ko
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iam:PassRole
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- ETHUMABEIREFHRIEREFRNR , H2H CAFER) PHRELENBSHRIENASRE
HIGRAXER (BREFHRIE) . IAM

- ETHEAACNETRRNRBHTER S IBFRINXE , BESHIAMAFEBEIAMFB R EKF 3R
i FX R

FHREZ K< B EHT Verified Access

AWS Verified Access 8 AWS Identity and Access Management (IAM) fRE X BB, REHEXA
B2 —MMENIAMAERE  BEEEEIESRIENIFRNE. RFSHEXABEE Verified Access FlE
X, BFEZRSAREFEUMA AWS RS FrEHNFTENER,

RESHEXARALEERNMIRE Verified Access , AN BT AR FERIMASBENRFE, Verified
Access EXERFZFHEXABHNE , RIEFSAEN , BN RAE Verified Access AJ AR AZAER, EX
MR BIEEERBEANRKEE | FH B AR KBS T BE M b B 4E 4] E EIAMSE 4K,
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Verified Access B RS fH< A &1 R

Verified Access {# Fl & AWSServiceRoleForVPCVerifiedAccess N IREZHEx A BELENIK A P E
BiZREFrENRIR,

AWSServiceRoleForVPCVerifiedAccess REHRXBRETUTRESRRAZAR :

e« verified-access.amazonaws.com

B K A ENBRER L AWSVPCVerifiedAccessServiceRolePolicyVerified Access X4 8 E & R 5T K
AR #8R4E -

s WAFEFRMEZEALURFIE®HE VerifiedAccessManaged=true FREM M EE ORITIRIE
ec2:CreateNetworkInterface

o BIERXFTE MEEOHITIRIE ec2:CreateTags
- XWATAE®HE VerifiedAccessManaged=true fREMI M & OHITIRE
ec2:DeleteNetworkInterface

s WAFEREHAURFIETA VerifiedAccessManaged=true /&K ML ORMITIRIE
ec2:ModifyNetworkInterfaceAttribute

BHALEPEFRERBEHNE AWS Management Console
AWSVPCVerifiedAccessServiceRolePolicy , B aJLATE (AWS F£
&AWSVPCVerifiedAccessServiceRolePolicy RS E /) hEFIZKRKE,

MREERFRARFRIAMEE (BIINAR ., ARNAR ) tIE, FEIMERBRSHEXAG, BXESE
B, EZH (AMRAFER) RaRSHEXA SRR,

A Verified Access BI2ZRSHEXAR

BEEFHCERSHRAR®, L&iHHCreateVerifiedAccessEndpoint, AT AWS Management
Console , Ver AWS CLI ifie AWS API d Access 2N IEBIERSHERAE,

MREMERZBSHAEE  RAEETEBXCE , SUUEAHBREEKSPERIEZLA®,
#& CreateVerifiedAccessEndpointEB /X B{EAT , Verified Access @BXNIECIBRZHERAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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YR8 Verified Access NIRSZ X AR

218 E R IH B R T A1 8 4 B AWSServiceRoleForVPCVerifiedAccess RS X A, BIEZRSHx
ABE , BLTEENACEN , AAUeE2 45| AzAR, B2 , B FERREAGNWHER
IAM, BEXEZER , B3R (AMAFIEE) FHERERSHEXAE,

R B& Verified Access RS Ex AR

BT E F o BRiZAWSServiceRoleForVPCVerifiedAccess A 2, L&iHHA AWS Management
Console AWS CLI, = “DeleteVerifiedAccessEndpointVerified Access” Bt AWS API , Verified Access
LFERBEHANERRRSHEXAR,

FERFIMBRIRSFZAEXAE IAM

EAIAMIZE & AWS CLI, =M EAWSServiceRoleForVPCVerifiedAccess RS X A, AWS API
BXREZEER , HSR (AMAFERE) RHMIBRIRSHEx A,

Verified Access RS X AN Z XX

Verified Access XIFHEFMARMARS AWS X Wit S ERRSHEXAG, BXESZER , FEH
AWS XMk R o

AWS B UE 15 B X R AV £ & SR B&

AWS HERBEZHMENEENILZ KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBANAF, ANBEsERNR,

FicE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BAEMNAHME AWS T/ £
M. BNBUBIEXRETENERAZSNES EEXRBRE -SRI NR,

BT EER AWS HEFKKPENHNE, 1R AWS B3 AWS HEXKBPENLHNE , WFEHLE
MiZKMATRBENMEZEREASS (AP, ANAR ), AWS YHRESEIRMERS AWS RS &
FAPHRIETT AR , XBEREERH AWS EE R,

BREZER , F5H (AMAFER) FHAWS £E XK.

AWS IEEXKRBE . AWSVPCVerifiedAccessServiceRolePolicy

LEREEMEINEI RS MR A , 1T Verified Access RFREMITIRE, BXEZE
B, FSHR EARSHEIAG, BEEBRRBINR , BUNE (KEXKSER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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M) AWSVPCVerifiedAccessServiceRolePolicy & & AWS Management Console , 5 AJBAfE {(AWS
FEEAWSVPCVerifiedAccessServiceRolePolicy RIS E15m) HEF LK,

AWS £ E R E R UL G RN R EH

EERAXBZRSTRREERIELRREN AWS HERBEFUARIEZENFAES. BEREA
KEEEEENBFIRE , FH ERIEHRNRAEA E12FR TE LITF RSS Feed,

B iR H Hj
AWSVPCVerifiedAcce Verified Access B T HIEE 2023 % 11 A 17 H
ssServiceRolePolicy-BZEREE KB , 7 “sid” FERTHRM T

) FTE R ER IR,

AWSVPCVerifiedAcce Verified Access BT 7 Hit 2023 £ 5 A 31 H
ssServiceRolePolicy-BIZEREE EXE , FRLARRRM

# Flec2:CreateNetworkI

nterface MR,

AWSVPCVerifiedAcce Verified Access AN T —%#1 2022 % 11 A 29 H
ssServiceRolePolicy-#T Bk KEE , RAFHEZBIKS PE
B AIZRSFIEN TR,

Verified Access FFIRERERE R Verified Access FIRERIRE 2022 £ 11 A 29 H
AWS T E R E R,

Verified Access HY& 1 14 56 iF

AWS Verified Access Al SAELE I X IFEAFBE BN EBIR A (FIPS) &M, BXRESRIETHRIAR
FIPSEMMHENEZEEMFMER , BHEFIPSER UL RIH & H 4,

ETHREBRTRESHITNNER , BZHAWS RS “BaR It XX DEE"" , RFERER~AN
BHEMITR. AWS RS AXx—KREE , BSHAWS SMITHAWS,

ZALERATRESHFFITRE AWS Artifact, EXESER , BSHPMW “THIRE B “AWS
Artifact,

EHEMEA AWS RS NS TEBUR T ENHRENHRBME, RLTANENBRUARERNERNE
Mo AWS RE T U T RIRKAEB NI EME
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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« REEEMMREANTIERE — XEPBIEFEITC TREEIESTN , HIEHTEXLEEM E AWS 2
BLULZEHNEHMERNERNEARENTR,

« 1£ Amazon Web Services EF#H1THIPAAZ £ 5E M) — AAEBHAR T FL T WMAIER AWS
KEZHIPAARFE RGN ARERF,

® Note
HIEE AWS RS ABEHIPAARK . BXEZEE , HZ5H (HIPAARERHHNRS S
),

« AWS EMEIRAWS — It TAEEMIEra S v 885E A T B AV 1T L MR 1E 3 X

« AWS BEFEHliEE — MNENAETHEEHEEN, XLERMELETHRFWRESEK |, AWS RE
HHERMMHEESNMER ( BEEEERFESHE AT (NIST), XFFRTULEZLFEERS
(PCI) MERRATEALAL (1SO) ) Kz 214,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config lRF SN T REEE S K
BELRENIRE, TULENFEM,

« AWS Security Hub— X AWS fr$s iRt T E@ABLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHERFERETURENRESK, BXZTIFERSREHHS
& , 155 # Security Hub 45 Z,

« Amazon GuardDuty — BB EEEN AWS IKFIREF R B FETENBREES , 5k AWS Bk
S RNEN ISR, FRNBERDIRNEEREM. GuardDuty ATARBIZHEZRTMEMMER
PCIDSS , flin# 2 R LESMUEREMNEN ARRMER,

« AWS Audit Manager— iX AWS B35 AT AR BRI ® 1t AWS EAER , M E{LX B EE UK
Y EMFITAFRERN SR,

Verified Access HY U FE 1k & &

AWS £IRER 2R S5 AWS Xif aTAXMWEN. AWS XiF REHS MBS RABENTHAX ,
XETMAXBEIRERE, SFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMZEAELE , TH
XEEESHNTAYE, REMENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

BRT AWS £ IKERIRHS | Verified Access BRRELL T RER B X HEN S TRAMLER.
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS B iR T [R) AR

SN FHURI S A A

RAriEmE

SR B AR BERREMN Verified Access i RBT , AILFZ N FRXEKE ZmR[. BiRRIKREKNE
NFRLABTAENTAX, BIXRKRSNFR , BAUERASNTAXKRBRS T AM.

ENTRURIETRM%
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53 AWS Verified Access

BERHEFNTEYE, THEMNERENEEZARIE D AWS Verified Accesse AWS U TEET
B FAFUEM Verified Access , EHIMRIBRIHITIREG , A EELSN B3I XEUEHE :

- HRIEE - HREXNARFHRERNVIEAGSE, BXEZEE , B5S A the section called
“Verified Access H&

« AWS CloudTrail— #3R A EHARER HAAPIFFILMAEREH , AWS K/ HF B EXHEmE

BIETER Amazon S3 FfEE. BT LURBIBRLE B P ik P 343 7 BiE AWS, & HFEUAR IP ik
AR & A REtE, BREZEER |, 51 the section called “CloudTrail HE”,

Verified Access BH&

AWS Verified Access THEBNMNARIERE , e2RRFZRFAEHAER, XEEATUEFEFNARRFH
BN, HHBEEPRERN LTS E4MFTRXIER, Verified Access KIFTF MK T £ L HHEL (OCSF)
BEHKR,

BHAEXRICEN , EENEXENBESEEENE,. ATEEEBLSEHRAVHNEAEEEE—EN
PRFBEEFEHTHE, ATUEZERIENGRIEENER,PEEENHEIEKBEFRFIENIAMIY
PR, Verified Access X#FFHR BEXMEILLT B HVih -

« Amazon Log CloudWatch s H&4
« Amazon S3 17# 1

« Amazon Data Firehose &%

AES

- ERIFE BEMRZA

E 3 UEAY 177 8] 12 R AX PR

BRSZR ‘ERIEHRNE BE
ERAREA ERIEHRNR EELTX
OCSFE R Uk i B X FRAY 0.1 ik B &R
OCSFhRZ 1.0.0-rc.2 BiF i A4 BREY B E =4I
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B IE 5 A B ERA

BUAER T | Verified Access BERSGFERATHMMB R L LRMIHESLR (OCSF) i 0.1, ATLA7E OCSFE
KUETH R AXPREY 0.1 iR BE RS o R EREARA 0.1 KRB B F,

R BEMRAS 1.0.0-r OCSF ¢.2 RAFRE ., BXEWHEAMT o] LAE ALK E OCSFSchema,
AJLATE OCSFRRZR 1.0.0-rc.2 W iF 1 A A PR Y B &R~ 25 A F BEARA 1.0.0-rc.2 B RHIB E,

MREAREEFEANBERE , FRUTSRRHE,
fE A2 H) & AR B SIS FhMAE

1. $#TF7F Amazon VPC #&l& , Bt Jhttps://console.aws.amazon.com/vpc/e

ESMBEES , E#F Verified Access K6,

%$R3E MK Verified Access 3£,

f£ Verified Access 3kl HFRIBRE BRI+ L , EZBIE K Verified Access =4l A FEILRELE
MEF BERAR T RS =R AIEE ocsf-1.0.0-rc.2,

%R 18N Verified Access =4l H HiE RBLE.

2

ERFBEERAE , BFEHA AWS CLI

£ A -loggin modify-verified-access-instanceg- configuration a5 5

E R UERY 1 [E) 1C F AR

RATERERSEHRAMNEGFTEZEES —ENNRIRERERITAS, UTENERTEBNEXBERA
FHIBR

EX%Z CloudWatch B , FHITATRE :

« Xt Verified Access =6 ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

« XNARERIRN
logs:CreatelLogDelivery, logs:DeletelLogDelivery. logs:GetLogDelivery, logs:ListL
# logs:UpdateLogDelivery

- XEWH ARLAMN logs:DescribelLogGroups. logs:DescribeResourcePolicies
logs:PutResourcePolicy
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https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
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Xt F &5 E Amazon S3 :

« XJ Verified Access 3Efl#Y ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

« XIPRTBERIRH
logs:CreateLogDelivery, logs:DeleteLogDelivery. logs:GetLogDelivery, logs:ListL
# logs:UpdateLogDelivery

- X EMHIEMEER s3:GetBucketPolicy M s3:PutBucketPolicy

Efii% % Firehose , IHHITULTIRE :

« X Verified Access 3Rfil#) ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

- WAABEREMN firehose:TagDeliveryStream

o XNFFERIRK iam:CreateServicelinkedRole

- NATERIRN
logs:CreateLogDelivery, logs:DeleteLogDelivery. logs:GetLogDelivery, logs:ListL
# logs:UpdatelLogDelivery

E Hq Ej?,i—% “ EIH_L-LIE-\L}? rﬁ.l *X IZE” E VTATN

BRLMERAARTHNSEREAREABSER. ERAAXERN , FENERENBATEER N,
RATEERSERAMNEGFTEZEES —ENNRIERERRITAE, ATAEZEEIER T EEFK
RIS P EREAN BFILRK B RATREIAMKR,

A

o oy

%W|ﬂ H'Ll\
ZRF A&

BRERAE
/B8 B Verified Access A&

1.  $TF Amazon VPC ##&l& , Witk 7 https://console.aws.amazon.com/vpc/e

2. HESMBERKD , %&#F Verified Access =41,

3. #%3$%¥ Verified Access 341,

4. 7t Verified Access 35l B Zi2REEET+ L , EFE K Verified Access KBl A EiE KA E
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https://console.aws.amazon.com/vpc/
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RAriEmE

5. (k) ZEEASHESNEEREBRENEERE  FHRITUATERAE

a. ME#BERAK TR SR IERE ocsf-1.0.0-rc.2,
b. EERSEEFELT
6. WBHITUT®REZ—:
-  TFF “453#E] Amazon CloudWatch A&, #%3F B it AE4AH,
FriEt&HE Amazon S3, MIA B FEBNER. FMIEENEIR.
FF )& Deliver y to Firehose, I% B #Yith{& 57
7. %FEMEH Verified Access £6I A HiB KB B

ERAERIEHEBE , EEM AWS CLI

88 A -loggin modify-verified-access-instanceg- configuration @55

ZRE B

o] LARERY 22 Verified Access SEHIIFRIBE, Z2RBRIAERE , BEHRBENARBEREENH |

1B B 2R LM BR

# A Verified Access B&

1. $TF Amazon VPC #£#|& , Mt Hhitps://console.aws.amazon.com/vpc/o

ESHMBEED , %% Verified Access £,
%42 Verified Access =41,

X BHEER
ERIE W] Verified Access £ B Hid KB &,

o g K~ W DN

EXHERIENTEBAE , BER AWS CLI

88 A -loggin modify-verified-access-instanceg- configuration @55

FERSER BRIEBRNR FEELTX

£ Verified Access 34|l B HidKBEE®RI+ £ |, %&EFEIE K Verified Access 3£l B 76

HIEREE

ALUEEREANECHEERHEEAZNEELTY , UWFHSEELNERIEHR AT, XEEXLR
WHELBRINARFNRBRFEEER, BREALTXE , §EZdataFR TR EEHKRIER

BRIFZAGELTX
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
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LT, MREZEAFELTX, MiZzdataFBRFRENnuLl, EFERIENTHRNREENEBEF
BEEELTX , TRITUA TSR,

(® Note

£ Verified Access BERBEEELTXEEARIZHW HEIEFKMA ocsf-1.0.0-
rc.2, A THEBRRIZEECLERAT HRIER,. NRETRXHE , 5508 EABREE THRZEE
SiE.

NE
- BRBELTX
- ZFRABELETX

BREELTX
{E F {2 4| & 1E Verified Access BEHREEEELTX

$TFF Amazon VPC ##l& , ik A https://console.aws.amazon.com/vpc/e

ESMMBEESD , %R Verified Access £,

EBRE LM Verified Access 3£,

£ Verified Access =il H KD REBETF L , EZFE K Verified Access R A EIBRE B
ME#H B EMRA T 5k F1E#E ocsf-1.0.0-rc.2,

FREEEELTX.

%R Verified Access 3£l A KiCREE

N o g B~ w0 DN =

EHCERIENHRNRASHFEEFEELT, BEMA AWS CLI

88 A -loggin modify-verified-access-instanceg- configuration @55

BREELTX

MREBAEBEAEFIEET LT, WAILUESHITUT SBRISEMIER,
A& A M Verified Access B EFRIBREFELETX

1.  $TF Amazon VPC ##&l& , Witk Jhttps://console.aws.amazon.com/vpc/e
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
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2. HESMBESP , %R Verified Access 4,

%R IE LM Verified Access £,

£ Verified Access £l A HidFKE BRI+ L , %R IEH Verified Access E£6l A i RKEE,
*ABREEFELT

%R &, Verified Access 3£l A KD REE .,

2

EN ERIEHRNR" B EHHIBREELTX AWS CLI

{# F-loggin modify-verified-access-instanceg- configuration &34

OCSFERIFF B MER 0.1 hx B &R HI

LT RERAERIABEOCSFIRA 0.1 B RHI B

Bl

« BFAEMXER OIDC

£ AOIDCHI R F 1/ [ A BR JAMF

£ A OIDCAI R F 1/ [E] A BR CrowdStrike
B F#R4 Cookie , iFIRI#IE4

B 4 SR RE I 48

FAAEEE

EFiHEIER OIDC

ERHIEBESE S |, Verified Access A FENOIDCAFEERHEE G RIIRR.

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
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RAriEmE

"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"

.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,
"version": "0.1",
"product": {

OCSFhRZ 0.1 B&RHI
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"name": "Verified Access",
"vendor_name": "AWS"

.
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
},
"start_time": "1668580194340",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

£ AHOIDCHIZF I R FR JAMF

ERHIBEZKEH |, Verified Access AR OIDCHERJAMFIR R EERHEEHRIR S,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0O,
"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
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},

"duration": "0.347",

"end_time": "1668804944086",

"time": "1668804944086",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,
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"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

EHAOIDCHIZEF 15 AR CrowdStrike

EREIHEZB A | Verified Access i ERTOIDCERA CrowdStrike R & EEIREE HRIR R

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.173.3",

"os": {
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"name": "Windows 11",
"type": "Windows",
"type_id": 100

I
"type": "Unknown",
"type_id": 0O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"
}

},

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"

1,
"idp": {

"name": "oidc",

"uid": "vatp-506d9753f6EXAMPLE"
},

"user": {

OCSFiRZ 0.1 B&ERHI 102



AWS B iR T [R) AR

RAriEmE

"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
.
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706

},

"start_time": "1668816620814",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
1,
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

.

"http_response": {
"code": 302

},

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-5cf1c832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,
"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"

iy

"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {

"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",

"uid": "vai-108ed7a672EXAMPLE"
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},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
}I
"start_time": "1668593568258",
"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null

7 B 45 SR B HE 42
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*O
{
"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
.
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
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"scheme": "h2",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 401

I

"identity": {
"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "@el281ad3580aEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T04:40:30.978732Z2",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

ip": "10.4.133.137",
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"port": "31746"
.
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
RHMBE%E
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A B RSN EREBHIVET R BEH,

"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"

},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

1,
"http_response": {
"code": 200

I,
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"identity": null,
Ilmessagell: Illl’
"metadata": {

"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",

"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:30:07.8983447",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c¢32b53b3cEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"
iy
"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "0@",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
.
"session": {}
.
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": @
1,
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
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"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
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"zoneinfo": "America/Los_Angeles",
"exp": 1670631145,
"middle_name": "Middle",
"given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",
"locale": "US",
"nickname": "Tester",
"email": "johndoe-user@test.com"
},
"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.

Ilportll: Il8®ll’
"hostname": "hostname.net"

EZBEE LT XHER TR THRENR

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bci4cbce2EXAMPLE"
},
"invoked_by": "",

"process": {3},

X 10_15_7)
36",
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"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {3}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

.

"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
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},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {

"ip": "192.168.34.167",

"port": 443,

"svc_name": "Verified Access",

"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

iy
"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
"data": null
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK40OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
I
"eventTime": "2022-11-18T20:44:0472",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

I
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
I
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791ded9"

},

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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