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2. AEMBAFBRZESHRIE (MFA),
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1. J3 A IAM Identity Center
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DeletePolicy SR BE T2t o I BR R s AV $R 46

GetPolicy REEXIEERBERNRE,
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{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicy"
1,
"Resource": "*"
}
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1. EERIENMREZGEH , EER BN REEME.
2. HEBEHED HMoH , EEREIREFME,
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BlockAccountAccess
CloseAccount
ManageAccount

FullPhotoAccess
LimitedPhotoAccess

SetPrivacyFlag
.| CommentPhoto
SharePhoto

UploadPhoto
DeletePhoto
ViewPhoto

Uszer Alice

ManageAlbum

B8

ManageFriendGroup » 8

Alice's Friend Group

7RG R B 17 B2 R AR BRI R BK

PhotoFlash RIS HE 7 SRR, RERRMENY, ETMRERIRBEF# DI ESHRBER
BIRAREERER R,

BN ROIREE 6 QR RARGEEER S , BRUATIRIRE

1. 3TFF Verified Permissions ##|#& , MiutA https://console.aws.amazon.com/
verifiedpermissions/, ERENREEIE,

2. EENBNSHMERD , EFERE,

. IERCEERR  AREROEEREERRE,

4. ERRBERZLNEEZEE  LEAES ‘BRFNEMAREZRANZTLHENR", REEE T
-,

5. £ “BRK” EZFHAPhotoFlash: :User::"Alice". £ “&F” #%i
APhotoFlash: :Album: :"Bob-Vacation-Album",

6. EFVEEREERE,
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7. 7 PhotoFlash RAIRBFHEUES — N ESERKREKAN K, EFOERE , AREREERE
BEXRE,

8. EREMEMRZINEERE  LEHES BINERAXZRANERBENER" , REER T
— 7

9. & “REK” i APhotoFlash::FriendGroup::"MySchoolFriends", £ “&JR” S
APhotoFlash: :Album::"Alice’s favorite album",

10. EFRCIEERERE R,

FAVEAR R E R ERE T

BRI EARHENT —Ho PNV ERERERE, EXUATHHAUBEEBIR XK RENENES R
5l , 25, PhotoFlash PhotoFlash 5 #& 4k < Bk H9 5 B& 7= 4

A i, 7 45 5% B 17

BB RHIKIEFAE ERPEIZRE S |, B LAER Verified Permissions Ji# F A ETELTAEER |
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o2l , EREER PhotoFlash RAIKEFMHFREERE/BNF N REER. NREHRESXL
BERA -, BRBIA R SEN R OITE &5 e 2 # Y KB 17 PhotoFlash,

BRFNEBARZERF N T2 RRER

permit (
principal in ?principal,
action in PhotoFlash::Action::"FullPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };

RFNFERARZR I ERTEENR

permit (
principal in ?principal,
action in PhotoFlash::Action::"LimitedPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };
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10. EEMSNMEE o H | EBRMILSEA | NN IWA K- K4E,

1. EETHERBNSTRRER , EROIREFE DR Cedar REEHRNER, MiHFENER
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PhotoFlash::
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PhotoFlash::
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PhotoFlash::
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PhotoFlash::
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PhotoFlas
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photo.jpeg

PhotoFlas
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PhotoFlash::
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B®IE BPURE
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F4HE

PhotoFlash::
AF | Alice

PhotoFlash::
AF | Alice

PhotoFlash::
AF | Alice

PhotoFlash::
AF | Jane,
PhotoFlash::
FriendGroup
| MySchoolF
riends

PhotoFlash::
AF | Jane,

PhotoFlash::
FriendGroup
| MySchoolF
riends

MK, ;3K
&8

PhotoFlash::
K | Alice-
Account

PhotoFlash::
K | Alice-
Account

PhotoFlash::
K~ | Alice-
Account

PhotoFlash::
K | Jane-
Account

PhotoFlash::
K | Jane-
Account

RIRE

PhotoFlash::
Photo | Bob-
photo.jpeg

PhotoFlash::
Photo | Bob-
photo.jpeg

PhotoFlash::
Photo | Bob-
photo.jpeg,
IsPrivate:
Boolean | true

PhotoFlas
h:: Photo |
photo.jpeg

PhotoFlas
h:: Photo |
photo.jpeg

RFRRRE

PhotoFlash::
%% | Bob-
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Album

PhotoFlash::
%48 | Bob-
Vacation-
Album

PhotoFlash::
%% | Bob-
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Album

PhotoFlash::
Album | Alice
REXNETE

PhotoFlash::
Album | Alice
REXNTE

fE A RERRY APl M & 17 R 62 R i 171
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PhotoFlas
h:: sh4E:”
ViewPhoto

PhotoFlas
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DeletePhoto

PhotoFlas
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ViewPhoto

PhotoFlas
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ViewPhoto

PhotoFlas
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DeletePhoto
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A

$E48

i
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Guided setup
EFASISARERELF EZVNERK TS , BRUATISREE
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LEES)E , SRS RRBEFEPRMAR , FREMUERETRENMEERE | IRCIZE M
R AEAR
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12.
13.
14.
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EXFHRBNERFERD , AN LN R REEFERAEETRENEFRENEN,
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B, BIERYRIEFREES , Verified Permissions 2 AR ENEMEE. EMERE NiZEMEE
BRI EMY | HERZE SRR,

- MRFAEH ID ME M FEZ Amazon Cognito £ERE ID HiFRITHEIEM | %R Cognito
BAPFEE, EFREERAPEE, EFE AWS Xig H i A EiEEMN Amazon Cognito F P EHE
HAFP B ID, EFEE, BXESZELR , 2/ (Amazon Cognito F X AR IERM) A
B9 Amazon Verified Permissions # {712,

ii?%-F_Z’Fo
ERBFAESEROH , WENE - Cedar KEgH A AL KRG IR,
EEHCEFEYP , BN PIRENRAT T4
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ZEEBA —DREPRIRRF
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c RRBEERR , FZEBMATRERR. EURBEANRRFRPERZER , REH
2R R A — D RBEPRIRRF
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API Gateway & B £ 2T BIFW N RRBERERY APl XERBEEEBELAFNHFANARME
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RGEFENFR , EhIRAFNHEAYR, SHRBEEFGRERARK A REITER

BT RN

elfed A

23



Amazon Verified Permissions AriEE

10.

11.

12.
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Sample policy store
EFATOIRRTFHEEES ZCERKEFME , FRUATIRIRE

1. 7 “BHED HoH , B ROIKEEFR,
2. ERFIMBEEDF , EBREMEFAM KRG Verified Permissions N ATEFRISER,

* PhotoFlash2 —NEEEFH Web RRARERF~H , EEAFEEERRAZN AR HHE
fte AP AU AFHEESR, TRMEFAZRF REBANR. K/ A EIE L GEEF
R4A , AR EEIMEMRP,

- DigitalPetStore 2 —MNREINARRF , EMABAUERFEMHBRAES . FF AL
HEEY. BREVNTE, RNEYNEFRRICKRAEYEAN, BEUNEATUEREY
MEMAEE,. LEEYMERASIMBRENEE. ETENFFRRICEKNITERBE. TEMR
BETULRIITENEAEEHECHIT R, EYEELEREEENR,

(® Note

DigitalPetStore RHIBIRFM X T T E KMEWR. PhotoFlashMTinyTodo =il R kg
718 IR R B AEAR,

* TinyTodoR—M A AP QIBESNESI RN REINAERF. SIRMEEITUEENRE
BE5IER , HEEEATUEERRBEMINTIER,
3. RESBRBLERENTRAIWE , BN ROIRBIFENRYER - PMREZRE,
4. EEROIERBETM,

BRI RERASERN ROIREEENORBEANEYLEN, BXET LN ROIKREEFEME
PIENIEREEFTRNEZER | 1§55 Verified Permissions =I5 B 174 f IS iR a5 12 5K S R
i,

Empty policy store
EFABERREERES ZUERKEE , BRUATIREE
1. EBHED Ho9  BRFERBTME,
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2. ERBIEREEFM,

BENEREEMXERNE , XEKRERBARAZIRIE, EXEHNRBEHEHNNEZER , TS
¥ Amazon Verified Permissions R 17 4 4244,

BARANEBREHLUERBNESZER , 3562 Amazon Verified Permissions &7 5% B 61 2
1 AR B 132 SR AR

AWS CLI

EEH AWS CLIBIRZEREEf768 , BRUATIRIEE

BT LAMER create-policy-store REBIERHIZME,

(® Note
EF R MRREF6E AWS CLI B ZE,

« ERINZEH , 3 H Amazon Verified Permissions R 17 4 2249,
« ERMER , B3 H 612 Amazon Verified Permissions 4R B o
o ERIKEEENR , BESHOIE R REER,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

B LAEA CreatePolicyStore API BIZKIEFM, BEXEZER , 555 (Amazon BRI
R APl 2E18R) FH CreatePolicyStor e,

elfed A 26


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html

Amazon Verified Permissions AriEE

5 AP| XExH KRB 7 04
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PRFATIRE” %W, FALRIT , BAURES API XBHREEEFE , X2 —FAF M@ Amazon
Cognito AAFthsl OIDC F71R 47 (1dP) #TH A RIEMNNARFHRIER | HM Amazon API
Gateway AP| API SRERE#E. EFRER , TSR EHXEKN AP F1 54 REFLIERIEFME,

ES}

- ERIUFRXRAAIRI API ER

- AMETEMEATR S (ABAC)
» APl XERER B F A IR EM
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CloudFormation. {#/ AWS Cloud Development Kit (CDK) LA4mF2 5 N IF 233 I iF (I PR 2T B
BEFHER, BXEZELR , B30 EXUT AN AL~ E AWS CloudFormation,

FEXERE API B MRRAKRBEFHT , ZHONAERFER APl K HIERNSERIIRLHE RAF
Th, BNRBFHEENSHREASRIENNREMTEEIE. S5 IsAuthorizedWithTokenAPI 7
BIRNiER. principalVerified Permissions B4 A HWEAE K R A EFIERE , 54 (ID) i
B (#Hlicognito:groups A ) FVEAF AP R, &K APl £ Lambda XA LB
KEEWRARFANTHE , ANERRLERUNRUMERIURE., HEMN APl ILEIR B Lambda
BNAHNEBERRERN , B2 BEREEEENBIBRIIEL ZER,

FHRMNEESRIENRN APl Gateway ZXHIH K2
- ATHAF#ITEORIEMSER Amazon Cognito sl OIDC IdP, AP S EAIEFREA K
ARBURERIENBREENEBEEPIIGENEREAR LT

« —N API Gateway REST APIl, #ltn , “BRIENR" ENKE API BBEM API F AR
YEMYAPI: :Action: :get /photo.

5 API REREY R 17 i 27


https://aws.amazon.com/cdk
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-rest-api.html

Amazon Verified Permissions AriEE

« —“ Lambda B{¥H —/> API Y Lam bda #fX ¥, Lambda KM EN AP RNFIEETHE ,
BERERIENRATEN , RENARKIREL% APl Gateway, f£H Cognito 1 API Gateway #t 171%
B ITERESBIIREREL Lambda Z1XE,

- CRIENFREBEFMR. KEFHMARRENAF B, REEFHEEYRIRT W API WEE |, KEE
FRAFASRTN AP REXEKRENR,

- —THETEH IdP XA HRTHORIEHNSEMME AP BRONAERF,
BRI B AP R
LB RS04 H %R “6E A Cognito 1 API Gateway #1TiR B EIAT |, “ERIEMNR 261

BRBEFEEMNRE, RUNRERRT AP REUREEERNIITIERENAPBE, 23
BIENRE 262 Lambda BB BENE, BBTE APl R G E LB ERAVRNT
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. &M B 833 Amazon Cognito S E A OIDC IdP ERAZHNARFE SR, IdP MAEEAFEEN
ID F1iA 8] 5 A&
BB ARFEM WT. BXEZER,

Th,

2% Amazon Cognito FF R EIEEHNERA S A EA

3. BHYAFERENNARERFLHAMAE API 12 REVBFE.

. BRI R FTERF M APl Gateway Y REST APl E3REIE. ©aMHM ID SHif RS EERERRL,
 IREH AP ERTRIRARNERE , WeSREZHNIEN, MREFCEAR APIEEYFE
77 , Tl API Gateway & ERSEEB LR T S Lambda B,

. Lambda B¥UET API @ ERIEN PR R BE F i RIERINFER, IsAuthorizedWithTokenLambda B&%K
FHBBRURENER .
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a. AFNRMEREREA.
b. ﬁjyu API H/J-EE API Eﬁ"f%*ﬁzn .:.GetPhoto 'ﬂzjj?x'ﬂz
c. ApplicationfE N &IRAIARIE,

7. ERIEMNNRSRIE T, BXRNARKIET % Cognito THEMWEZER , 55 Amazon Cog
nito FF R EIEE P AL S KX RH TR,

8. Verified Permissions R E &Y K E& 76 P Y RES T RBE R HIRE R PURE
9. Lambda X757 API Gateway JR[E|A1lowskDeny MR,

10API 2BEH B AR FIREIZIERACCESS_DENIEDIM R, BN ARFLAIEHZ R APl ERNSE
8],

™ INE T E R 1A B35 (ABAC)

5 |dP WA B HRIFSiFIRE ID MiFRITE, UL XHARGEELEPNEAN—RENTIEES
JE1EIE A IRE APl IR AREFIER. RIELELIRREEFMHITATMAVER |, ‘IR FERAPRE
WoEPHN—f, XAMXEFLSEXAFFARARENER. BX Amazon Cognito RS g3 A
WEZER , BSH Amazon Cognito FF A E ISP WER P thpERAS

BIERREFMEE , BAILURMAY BREE, HI0 , &0 SRR B A 7 hn E) A 7= St Bt o SR e A7 hnsn 8%
A, ATENRBREFRELHAECHAFBUTHEXENHANS N |, RILE R LUERFRE R E
AR B AT — RIBRE

BUREENETHRANKKITERET RAETAFPEENERHNER, AFbTsHasEMeAs
FE , XEERARAYTMHEENRE.

BT

ID THRARAFNEY  EERSRFINEATRES, BTGB FER4Fbit, BFESHIIIM
ZBEAENEMY , HTME ID T

84
HRSERAERAFE OAuth 2.0 BEEIRNKNER, EFRMENESRENFTNRRNIER , BifHh
HESHE, i fuURITAFREEE THNMNEE  HEESEEEHTRERMX API 8915 E4%
PR, PetStore.read AP MAIAEAERRFZEOTERMNNBESSEE , A EZTREEN

ThE,
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AP| XER R EE 17 i RV E B E T

HEERIEN R AT WES AP REKHREF#EN , REENKRLANESFEANRN R, EHEA
AR, BN AP AP RV EERE, BERUTREE

AP| Gateway £ & 17 5

HE API RERHREEF#E S , ERIENRIBIBFRNESF TTL 7 120 8 Lambda &5, &7
DAL ERERNETXAZEEF. ERATEFNERAGH , SRS SRMLEREMEEHIE
B, BE TTL 3, XAHAFMSENAERSERER —REE , ZHENRASTERNENE
7 TTL,

I 53 Cognito BFARTAEEFEHA

Amazon Verified Permissions #EFF ID AR SEH M cognito: groupsFARFEER it A
FPHEEARARK, LEBANERZAFPMENAFRMEANKEFEMHE., SN EANAPMASH
—PRIRFF MR ER,

EHIBRAEFRNEZNAF WA SKBFETNER AP MEASE—NMAMAER. MRS R ERE
B, EM RS T R BR X R AR A B Ao

AP A B a5 % ZE B M 324452 point-in-time

Verified Permissions &1 XN E S HIREH APl : ERELZLIERBEF N EREN AP, X
APl IR H B MR ETLE | BXTEHEHN KM EFEN Lambda BN |, & 0 — Y
AP| XBXKEETZ 6. Verified Permissions WRH) AP B #5ik4E SR BE 170 i & Z2 18l o

Lambda E¥U&%E VPC ELE

ERIERERN G API BT EIEMN Lambda BBUREREE VPCo BIABER T MEHRIFRIN
[RT#HB VPC 9 API To3£5 Lambda BNBUE(E |, ZEEUE A ERIERI N RBER TG R E R

“BIRIFNPR” P EHBRN S BIR CloudFormation
EGES APl XBXHREEE , BXATNFERASNR AWS ZEAEZERIENRIZFIE, ZAFE
27— AWS CloudFormation 1% , iZ# T A B 2N AWS IRFZHER BB R IR, ZZIXLAMM

ANECRKRIEMNMNPE, IAM, Lambda 1 APl Gateway FRMAEHRRR. ENRESR K BIE
AR EHAEE R ZIX LR,

BT AR AL~ AWS CloudFormation x ERIFN RSN ERNER | F31H,
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B> AT AR AE~=HE AWS CloudFormation

5 AP| XERHIREEIF M4 B R — R RIE N API Gateway AP B ERUERMN 5%, ENEERENARE
FRRXAGNN AR, QZNHAREERE , BFRRANETERK, ZHN Lambda BN,

BARESEE API ZRE , ERN KM FERHNKBEATREF AR, 5 API XENRBE&I2E
M AP RIEFHERERN , 2 RIFNNRNEECIEREEFE N AP #HTRIE, MREHN APIE
REE®SZ  NWURFEEFEAFMNREEREESHIRE.

MENNARFNEMNEREZSITFREINETHEN | HEFEFAN AP XBEEBEESELRRE
£, ENRESXK  BIMNBWEBNKEBEHELFRES HB B R E M AWS K- FEY AWS
CloudFormation 4 AWS XiF,

S AP XENKBREEIBENERRUBRREEM#N Lambda #1X#&, Lambda BiIXNH5E S /MR E
Ro BRI PRFIX L RRIBE R B3I CloudFormation £ Kk, BB E=INE | BHRIN
REEFM N Lambda RN AR BRWERERFP, 5 API XEBEWEKBEEBEATERAK :

1. AWS::VerifiedPermissions::PolicyStore : 2R EFlZ|SchemaDefinitionM R, F"HBEH Y
AN

2. AWS::VerifiedPermissions::IdentitySource : M1zt 2% B& 7% % B Y i i GetldentitySource H &
B, HRESFEHITIELR,

3. HF—IM e ZAWS::VerifiedPermissions::PolicyM : &M R FEHE | FDefinitionT R,
At L\

4. AWS:: Lambda:: Func tion, AWS::IAM: Role, AWS:: Role,IAM:: Policy , AWS::ApiGateway:
Authorizer , AWS::Lambda::Permission:: MBI 176 AT DB /Y S RIEN PRV HERRY “HEAR” 1ET
*HEHIER

UTERRROIREEFM#, ERCRIIA#ERPH Lambda AR5 ZR M NE LARR

{
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"
.

"Description": "ApiGateway: PetStore/test",
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"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{}}}}}}"

}
}
I
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE|testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

}
3,
"DependsOn": [
"MyExamplePolicyStore"
]
3,
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",

"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
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1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"

},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"

}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

1,

"PrincipalEntityType": "PetStore::User"
1,
"DependsOn": [

"MyExamplePolicyStore"
]

X$ AP I Bk 5 B 7 i 2t 1T i PR HR BR
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£ i
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SER API XEXRERFEMMIRETS , BTV Lambda B 5 KT INEIEE API, INRIETE APl Gateway
BEHAERERTEENS , WENRBEEENEMTRATES AR ERBB, 5 API B KIE 76
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B LA B kR 2B E Verified Permissions FEAEM |, ERIIBIIBIUEEESREFE
AR, BIEFEKBEE |, Verified Permissions B] LAfE F 58 #3 5K 56 iF 56 | F 544 A 5| A B9 S48 A
B, MBREBDPEHINTESBHRATHRINENFZHEIR, MREBUZEBERIE , WFT
AR LATEIZEN,

AWS Management Console
EOIRRY , FERUTIRIEE

1. 3TFF Verified Permissions #£#& , Mt https://console.aws.amazon.com/
verifiedpermissions/, EREMNREEIE,

2. EEMSMERS , ERERY,
3. EEBIEREN,

AWS CLI
ERHRNY , WEMA AWS CLIEBSINERN , FRUTHRIEME
A BB IETR BT AT RHIR AWS CLI 575 5K 612 SRS 70 o
ERFEATELUT Cedar AEHIZEH :

{
"MySampleNamespace": {

"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}
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},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BRI JSON BN N BEITERE , AEHEM EEBREERNFER : cedarIson, A TR
fIfEA schema.json XHEHRWELTRE , ZXHEE JSON K LA,

(® Note
ATETHERE, KA RHIRAHRRITER. BUTFBIXERE—TL , IFBTS
BEIEE,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\n:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [

"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
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}

AWS SDKs

B LAEA PutSchema APl BB REEFEfE, BXREZEE , S RPutSchema {Amazon B R1iE
PR APl SE1E=E) .

EARRN T RERY

#ERIERR #2H A PR R/ i, TRERSE R R RS AR B NIRE, FELTRRA
BISEMSSENEAREE T , BULUER “RERW UTHRERRME, ATARKXTERTRELEREE
X, FIIREIE R,

MR RERA—RIBRTL  SERRFEAREPEIRMEZABN KR, &F B A&ARE
# T RIR R KA R Ko

BREHE

REFERVEIE T EERBFERPEENZEARE, NEERNITHREURENERBTER
ITRENER. XEBANRRR\E/ENUEALTFZRAN BT RREURFEN R, MREIRESR
REFANRMEZEANKR , WBAEEENZBECIRXIRR , RS RERKHAVFTIELX X
Ro BE—NRELUERFREUHE , ARO THBAERLEHRFMAES . EF “RIL BF | RIRKE |
E@HRE] HE, AENEPETERBE B SERENE,

e Sl
RERDENETFERASARZANXR, NREHTHENTERNRERXR  WEBLE,
BARBEERK LS TRA T RESERENRER,

B&RTHREEPRARBNRENTIRIE, SEREVNEFRERFERRMERENFAELR,
JIRVUEFERH, AREMAXGCUAEFTRAESR.

E o MER T4 Verified Permissions 2283 | iHIRUT S HRIRE -
1. T FF Verified Permissions $###1& , Mk https://console.aws.amazon.com/
verifiedpermissions/, EFEMNREREIE,

2. EEMSMERSD , EHEEW,

3. ERTHNEN, EFRNMFRREAUYNENREHITHER, ERILLERR - MRERITHE , U
REESHMSMEH ST MNEE,

YmIBARN - A 40
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© N o O

10.
11.
12.
13.

14.

15.

16.
17.

1% Edit schema,

FEAEEHIF , AENREWADRZEE,
SRR |, EFRNFTEARE,
LN N: UE=E T

(A& ) EERMRE , USSR XKE. EMEREAMENZSAFA RN |, HkEiz
R SRR RS L BB ER

EERMEYE , NZEZERNEE. AABMEEN , ARNZEZENENEHERBEMHERE, RIF
UL RIEET |, Verified Permissions 2FRAEENEME. ERBIMNEERET N XET., EH
BRENIZSEERMME MY | BB ZE M Z8 OB,

EFRRINEAER | FZSRMAOR BRI,

FERERD T, ERRMEFIRE,

BWABRENE .

( AIE ) EBRNER , AMZREEANRREE., ERMBREN ZREFMNTRER | BikEF
ZRREB B HRE LR,

(A& ) EEBRMER , RMZBESHOEHRER, ERRENZIREFMY EHER | Bk
ZEHE R E FRE U IR,

ERARMBESURIMAA MBI RN BERPBRIELTXNHEYE. GABEBHRHANESINELEEREEY
KA, RIBPEYRIERIEE , Verified Permissions 2 AEENEBHE, ERSMNEERE S
B, EMRENZBERMNEYE , FEFZELESZSDABBR.

IEFRRINRE,

NZEERNMERERALBENRES , ERREFEEXR

£ JSON &R T B

E £ JSON # X T4 Verified Permissions 2883 , FIRUT S BRIEE -

1.

$TF Verified Permissions ##|& , Wik hitps://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,

EEMSMERS , EFRY,

£ JSON R | RIFIERREBEN,

ERABRFERTHEA JSON REHANE. REBREMBIEEER B EREFRWER. LN
EFEAE JSON |, fE AR LAY R BE M 48 2t R 9 2R ¥9 9 JSON ERREE .

EERFREFER

YREEERH - JSON 1
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RAriEmE

il BR 2R ¥4

AWS Management Console
EMIER Verified Permissions 3843 | ERUAT SRR

1.  FTFF Verified Permissions ###& , Mty https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,

2. EEMSMERS , EFERY,
3. EEMIBRIEM,

AWS CLI

ZMIBR Verified Permissions 3843 , BRI T SERIRHE -

SRERTHIBREENG S, BRI LER cedarIson FERPEEEEMH put-schema KMl

BREGESF M FAVERM . ZRMA—XNKESPRTR.

$ aws verifiedpermissions put-schema \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition cedarJson='{}'{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [],
"createdDate": "2023-06-14T21:55:27.3475817",
"lastUpdatedDate": "2023-06-19T17:55:04.959447"

Tl BR 2R A
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Amazon Verified Permissions 5 B& 36 iF 18 =,

&R LAE Verified Permissions iR BERMEIIER T |, LURH R B RE R PR R R RIEE
'8

/A Important

BRARKRBIE AR EH RS REERNZ HEBERIBEREEZEPOELHITRE
if, MRIUFLM , Verified Permissions £3E48 1% &R,

AWS Management Console
ENKRERRERKRIEERR | BERUATIRRE .

1. ¥T7F Verified Permissions #%|& , Pt https://console.aws.amazon.com/
verifiedpermissions/, EFEHREE]E,

2. EERE.
3. EXRBRIIEAINDH , EEER.
4. BWITUTREZ—:

« ERHURRBEIOUL 58 B A RS E S L IR ERWHTRIE , WRRTRK (#EE ) kiR
o

o BEXMRME R RBRU |, HRRXMEERE. WA confirm , BIARBEINFABER
FRICHVRARATRIE,

5. EREREEN.
AWS CLI
ENRBEFERERIEER , FRUTIRRE

& 0] LUE X f8F Al UpdatePolicyStore i 4E H# H ValidationSettings SIS E R B E R E XK EH M
R,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

BREZEER , 5K (Cedar REEESSERRE) FRIRBERIL,

44
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Amazon Verified Permissions K&

RHEE—MATFRZIEFATRFERN—IMRZTIRENEG, SNREN TGS FEMEMHEK
B, BX Cedar FBMLEMMITEARNEZELR |, B3 (Cedar FHRIESESEIER) PHRIELE
FAWIE Cedar KB,

/A Important

ERESIAESR, RIFMIBIEN Cedar KMEEY , B LE A TEAN THEANME—FRIRRF, FA)
BAEWEEFEU T RESKE :

o NEE B RIARRE R E WERA M — AR/ (UUID ) ZEME.

Flan | MRAF jane BHLT , MEBERIULEEMAER jane INEH , L , ZFAF
FEZIREBMEIA User: :"jane" WREFBRFHMERNRNIGREMNIE, Cedar TEX %
FRAPMIBAF, XENERTEEFRRFNERRART. BS54 ERRIEM— BXKIZFR T
EEFANRRYT  BRET2ENKEPEEZ BFRFAMELEFRR T AFRINE.

FEASRAEFER UUID B, BRNBWEEECFEML /R R BRFSSAEN R IET B o
XEBTHEENKRIEES TESE, 0 : principal == User::"a1b2c3d4-e5f6-a1b2-c3d4-
EXAMPLE11111", // alice

s BOEEAIRBEOHE —FRRAFHEENANRIIELR, VREEHBR
€7 AWS CloudTrail BEHPHEWNEELZEH,

B XEHRAFE

o

Amazon Verified Permissions P HISE{EKRNIZE

Amazon Verified Permissions £ Cedar FKE&iE S KEIZEKEE, RENEENIFOBERES
{Cedar RGBS SEZ1E) Cedar FHIEARFREMIEMN Cedar TIFHI RS A BEAR M98 SE MBI
KRBETH, B2, EXEENERE |, Verified Permissions 1 Cedar B L FEE R,

Verified Permissions 3L 4&# JSON ¥ X 5 Cedar AT F[E :

« 1£ Verified Permissions A , JSON XM RATGEHMEREXN TEER N Record By JSON &K H,

« Verified Permissions 1 #J JSON 5| R4 LZEE JSON BENH , Heh , BB N Set , EHAXRH
Cedar B9J&% JSON %%R,
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« XF String, Long Ml Boolean EEEZF; , 7 Verified Permissions F , Cedar F IS /MNREX B
LW ERN JSON WR, ZRNRNEMBRAEEEN. £ JSONWRH , H—MNEEX , HhES
MEFREE (String, Long 5 Boolean ) MR EEZH , ERXE Cedar K E,

« Cedar SE{&F Verified Permissions SEEMEEZRREFEEUTAE :

Cedar &= Verified Permissions #§ =
uid Identifier
type EntityType
id EntityId
attrs Attributes
parents Parents

UTRBIERT WA Cedar iREH &R A SLAARIEN .

[
{
"number": 1
1,
{
"sentence": "Here is an example sentence"
1,
{
"Question": false
}
]

LT RBIERT 8IME Cedar 53R R G| A M EISE4KRTE Verified Permissions Y&,

{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
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}
I
{
"Record": {
"sentence": {
"String": "Here is an example sentence"

}
}I
{

"Record": {
"question": {
"Boolean": false

UTREIERT ERPGERPIMARBEE , 2{RE Cedar KKK,

[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
1,
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
},
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
1,
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
1,
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{
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {

"type": "PhotoApp::Account",

"id": "ahmad"

iy

"parents": []

"uid": {

"type": "PhotoApp::UserGroup",

"id": "alice_friends"
},
"attrs": {3},
"parents": []

"Uid": {

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

iy
"attrs": {3},
"parents": []

LT RBIERT 8IE Cedar "I #2471 Verified Permissions YR,

[
{

"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

},

"Attributes": {

RERRNIRE
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"age": {
"Long": 25
},
"name": {
"String": "alice"
I
"userId": {
"String": "123456789012"
}
I
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
},
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
},
"Parents": []
},
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
RERRNIRE
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"Parents": []

I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
},
"Parents": []
}

B2 Amazon Verified Permissions 5825 5k B&

B LA Cedar BSKEE , UAWHIEL Z AN NARFNIEERBRRITEERE,
AWS Management Console

E0IEBAREE , BRUATSRIRE

1. ¥TFF Verified Permissions & , Mk A hitps://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,
EEMNSMERF | ERERE,
IERCIERR , RARERCEHRSEKRE,
ERBYURID , RS BERERBERN , RBERATEREL,
EEHEEFEY  aBEXRNEANEHEE,

o ~ w0 b

« ERBETE , FRBEATREEME, IFRATHBELERNITREPEERFNEAEE
KRB NIRRT
« EREAEBA  FRBERAT A4, EEEBAFTRTRATEREARN,
« RBEFBEEMR  FZERBENA TR T P ORE &,
6. ERFEEFERT A ARREFERANEREE.
« EERBERR , FZEBEATRERF. NIREE AN REE S ARBENRRA,
- ERARBA , FZEBEAT A7 FR. ERRBAFZRTMARFEHABN,
« REFBRR , FZERENA T R TP ORE R IR
7. ERESEHsG  ERREFERANTREE.

- ERBEREES  FZEBNAT —ARE, EFREZTUNERE , NAZERK,

BIERS R 50
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- EEFERE  FZEBNA T RBFEPNAERE,
8. iij:%-lt_io

9. HEEREMEDH , EFER Cedar KM, ERLLARBN |, EABWMREEMEENRIRERKIE

ENER. BXREZEE , S MW (Cedar REEESEREM) T Cedar FHEARFKREH

.
10. EHMEBBH T | B AZBE TR,
11, IR OIRER,

AWS CLI
EOEBSRE  BRUATSREE

&R LAE I CreatePolicy R FRIZ B SR, UTROIGIET — M EAVFHS R,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"permit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl111111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

Y4%8 Amazon Verified Permissions 87 5 B%

WO LURBERIEF#PIMEMN Cedar BRI, &
&

E)
¢

- RBEATS|AM action,
« X4, Bl when M unless,

REEEEEHMHARME, SRREEARSEENE

IRIER SR
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BEEERBSREHUATTE !

o IR ERARME E N RARGEHEE RS,

« JFEBASKRBEHREM permit FXA forbid,
o BANEBPATSIAM principal,

- BAEMPTS|I AR/ resource,

EFSEMREEERR , BUTNEMZER. EXEZER , H5H REXRBER,
AWS Management Console
EREHNER  BIRUTSREE
1. $TFF Verified Permissions ##|& , MitA hitps://console.aws.amazon.com/
verifiedpermissions/, &R EBHREE]E,
2. EEMMNSMERTR , EERE,
3. EPERBHNBRIRRIZINBEZRY , RAREREE.
4, ERBENIDH , EFBESKEN action AEHFA. BELEZEFHRBRR , URKEN

principal = resource,

5. REFHFERE,

(® Note

MBERBEEFBH T RERIE , WERBAKRESSH Verified Permissions £ X¢
KEEEDPNRELRIERE, MREFHFENHARBRELRIE , NRENELEK , HE
FERTFEH

AWS CLI
ERBEBEASEKR  BRUTISRIRE
& LAE A UpdatePolicy R E4RIBEF AR BE . AT RBIGRE T — MR BRI,

ZRBIfERA definition. txt XH4KRTERMEE Lo

{
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"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

}

LT an w5l AT %X

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
.
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

EEXRE

AWS Management Console
EEF M Verified Permissions K& | FRUT S HRIEE -
1. $TFF Verified Permissions #&l& , ikl https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,
2. EEMWSMERDP , ERKRE, W, RENIETERNENFERE,
3. ERERNAE , BEHEDERFEERE,

ERKR
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4. EERBEZULWERERE  UEREXZREHFEARES , SINRBEHCIZNERTE , UKk

KRR,
5. BAILUERERRIEZIDNEIRRE , REEEMERRMERRRE EREMERRE , BIANBERZ
KB,
AWS CLI

B HERBEFEPNAE T AR  FERATIRRE
ST LAE A GetPolicy REER RIEIIR. U T RIISKRRETEHBESRBEANERERERIEATIR,

$ aws verifiedpermissions list-policies \
--policy-store-id PSEXAMPLEabcdefgl111111

{
"Policies": [
{
"createdDate": "2023-05-17T18:38:31.359864+00:00",
"definition": {
"static": {
"Description": "Grant everyone of janeFriends UserGroup access
to the vacationFolder Album"
}
1,
"lastUpdatedDate": "2023-05-18T16:15:04.366237+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"resource": {
"entityId": "publicFolder",
"entityType": "Album"
}
1,
{

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"definition": {
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

1,

"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",

"policyStorelId": "PSEXAMPLEabcdefgl11111",
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"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"

EEERINEROVFAESRS  BERATEIRRE
&R LAE A GetPolicy RIFR R FMES . LT RAIK REREERBHNFEREE,

$ aws verifiedpermissions get-policy \
--policy-id TPEXAMPLEabcdefgl111111
--policy-store-id PSEXAMPLEabcdefgl11111

"arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
TPEXAMPLEabcdefg111111",
"createdDate": "2023-03-15T16:03:07.620867Z2",
"lastUpdatedDate": "2023-03-15T16:03:07.620867Z2",
"policyDefinition": {
"templatedPolicy": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"principal": {
"entityId": "alice",
"entityType": "User"
I
"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

},
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {

"entityId": "alice",
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"entityType": "User"

I

"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

Amazon Verified Permissions =4 55 B&

T “BRIENPR" R REE TN Cedar RGBS SEZBEH “RHEIZEN” 9 # PhotoFlash #HiRAY
BIENAREFENNENY, BX Cedar REEBENEZEER |, 55 (Cedar REEIESSEHEM) &
By Cedar PR EARKREIIE,

R Bl

« RFEANKETR

« RVFRAEATE

« RVFEISKETR

- RFIHFRKEHEY (ABAC)
- LA

SVFEANKART A

BERBIEER T a0 B2 — KRG , SRAWAF alice EF8 A VacationPhoto9%. jpg.

permit(

principal == User::"alice",

action == Action::"view",

resource == Photo::"VacationPhoto94. jpg"
);

SRVFRAEA TR

RBIGER T ARl — KR |, KAV alice_friends AFNEAAETERRA
VacationPhoto94. jpg.

permit(
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principal in Group::"alice_friends",
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

L RBIHBR T A BB — KBS, RAWAF alice BEFMM alice_vacation FHEMEB L.

permit(
principal == User::"alice",
action == Action::"view",

resource in Album::"alice_vacation"

);

RGBT Al —NERE | KA, alice &EF., REIMERMM alice_vacation FH
EMEE,

permit(
principal == User::"alice",
action in [Action::"view", Action::"edit", Action::"delete"],
resource in Album::"alice_vacation"

);

L RGIEEE T AR —ANREE , SRAYAF alice 3X548M alice_vacation AR , H
B, admin REEMEXREHWPENNEA K TEEE. REFNBIERE AR,

permit(
principal == User::"alice",
action in PhotoflashRole::"admin",
resource in Album::"alice_vacation"

);

L RGIE B T AR —ANREE , SRAYAF alice 3k1848M alice_vacation AR , &
B, viewer REEMEXREMDPENNEA K TEEEMNITLCRBANNR, KD HWE ZMRE
EemBAF alice #F edit R,

permit(
principal == User::"alice",
action in [PhotoflashRole::"viewer", Action::"edit"],
resource in Album::"alice_vacation"
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SV AR SE 4R 15 (8]
WRBIEEE T MBI —NEREE |, RAFEMRE S HRIENEAEFHEM alice_vacations

permit(

principal,

action == Action::"view",

resource in Album::"alice_vacation"
);

I RBIRER T A eI —ANREE , RAVFAF alice 5l jane WP R MVFIEMEM. SIHS M MEMP
MR UAREEKS R

permit(
principal == User::"alice",
action in [Action::"listAlbums", Action::"listPhotos", Action::"view"],
resource in Account::"jane"

);

WRBIEER T WA —NERE |, SRAVFAF alice X#M jane_vaction HEERNITIEMIE
(=

permit(
principal == User::"alice",
action,
resource in Album::"jane_vacation"

);

AFH R SREHE M ( ABAC)

ETEMMIGRZES (ABAC) 2 —MERHKRE , ZEXBETEMEKE XN, Verified Permissions &
TS E M INE 4, BEFNER. ARE , TERMN when M unless FAFSIAXEEM |, X
LR TEWKER E XN EER, BENTRENEE,

LU RBIER T Cedar FRKEGBESSZEMM “~HIZEH” E5 H PhotoFlash R RIZN AR+
ENHE M.

RBILER T A B8 — NG | KA HardwareEngineering SpIIHEMBRASTFHRET 5 8
FHEFEMDHABM device_prototypes RV A,

permit(

RVHEMSRT A 58
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RAriEmE

principal,
action in [Action::"listPhotos", Action::"view"],
resource in Album::"device_prototypes"

)

when {

principal.department == "HardwareEngineering" &&
principal.jobLevel >= 5

};

BERBIGEER T A 612 — N R, RAVWAF alice EF XHRE IPEG MR IR,

permit(
principal == User::"alice",
action == Action::"view",
resource
)
when {
resource.fileType == "JPEG"
;

BEEELTYEN. BHMMEENBERcontextPEBIXLEF M, 1tk REI3HBA A 612 foiF
AP ITEAreadonlyi®FalicefI R, BB NEHFHNIRERBappliesToE M. Hi
m, YELERRAFPREZHNZERBEPRRH#TENE , X&ViewPhoto N BRIRIEEBRWIE
fEPhotoFlash: :Photo.

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
context has readOnly &&
context.readOnly == true

I

BR , ERUNPREREBENELFFEZ2R/EMNHFZIREREAS, Flm , EFL6IE—

AN

ANZ HReadOnlyPhotoAccessHigiEPhotoFlash: :Action: :"ViewPhoto" NIR{EA R A

fIReadOnlyPhotoAccessahftE, LLRHIREAMAOIZERE , BT Alice HRIZAE P RIRBREMNN
PR o

permit(
principal == PhotoFlash::User::"alice",

RV RREHE Y ( ABAC ) 59
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action,
resource
) when {
action in PhotoFlash::Action::"ReadOnlyPhotoAccess"

i
RGBT ANA B3R — N KRB | SRAFF B XA owner BN EIRNITEIRE,

permit(
principal,
action,
resource

when {
principal == resource.owner

};

WRGIEBR T B — N R, RAFEMEAEEFTETMER , IIRRZEHAH department B
5iZ%&RK department B PITHE

(® Note

MRENAZBEREFAPREROEYE | WEMHRPORRKR | ZRERFRZE |, X
KR R 2 R M FlE0 , RN EEEMDZAE department BRI EMFR FIHE
AT TR B 75 B A PR

permit(
principal,
action == Action::"view",
resource

)
when {
principal.department == resource.owner.department

1Yy

B RBIEER T a0l Rl — N RS | RATFFEAEARNENRBFERITEMRE |, IRRZEARZE R
owner HEFZEMARIZAIR admins AW —RA,

permit(

RV RREHE Y ( ABAC ) 60
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principal,
action,
resource,

)

when {
principal == resource.owner |
resource.admins.contains(principal)

};

48 175 )

MRENKBEHBRRE forbid , WELRFNR , MFAREFNR,

/A Important
ERNER , WREITIT permit # forbid KE& , M| forbid {£%.

LT RBIER T 7 Cedar SREGES SE MM “ROIZEH” #5  PhotoFlash #iRK iR A EF
EMHE .

RBIGEER 7 a0 Rl — R, LA alice S AIRIRMITER readOnly USRI FRERE,

forbid (
principal == User::"alice",
action,
resource
)
unless {
action.readOnly

1Y

HWRGIEBE T WGl — N KRS |, UIEL TR AR private BENFIERR , THAEFIZAR
owner & MREIRERI

forbid (
principal,
action,
resource

)

when {

B4 5 7] 61
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resource.private

unless {
principal == resource.owner

i
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Amazon Verified Permissions & B& & #x

& A LATE Verified Permissions 812 Cedar JREEEMR , WIENWREE LA EZEFFN, REEERZ
# principal f/= resource SUAFHY Cedar KHE, REEEIRATFENL —IRERE , AEFEEK M
BZANEHNTR. REEREMSRREFEAZERNMEEIANZRS., BEXESEER , BSH
(Cedar RBEES S E1EM) FH Cedar REEIER,

BMNBUEARBEERRCZAERNNARFPRAENRE, flW , SN HER IR REEER
ZAEAR N A 2R R AR EEMBRBHIEZ, REMITISNR,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

SERWEENTRNREER , BONRAREF T MERZEREHLERE , A EEREN R FRRITIR
. mENITILRENNR,

B R EE R AR

AWS Management Console
EERRER , BRATIREE
1. FTFF Verified Permissions ##1& , Mt https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,
EEMNSMERD , EFERBER.
%R0 SR ERAE AR
EFAEESD , WA RBERER.

ERBERENED , FHSMEF ?principal M ?resource UAFEFHERBIBRHOE
BEENHEBTFHNR, BALUERERN | AR IE RS KR E REERET L%
o

6. EFOIERIEER,

o & w0 DN

B R AR 63
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AWS CLI
EORRBER , HEATSRIRE

& A LAfE Ff CreatePolicyTemplate R E R KRB IER, AT ROIGIET —NF EMER ST RERIE
o

templatel.txt XHBEUTHE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll1111"

}

O AR AR B R SR R

G DA 2 R AR BE 1R SR B DUBE R B SR ISR AR . IBARBE IR B S H R EARRIT KBk, MR E SRR
WRAPEYSREE A B | R 65 12 B2 AR AR 89 SR BRI B 3 68 7 3 75 B SR AR MR — Z i A HE BV PR AR R BUR

Eo
AWS Management Console
BB RHCRBEERR IR EREEERE |, FRATIRIEE

1.  FTFF Verified Permissions ##|#& , Mt )y https://console.aws.amazon.com/
verifiedpermissions/, &R B REFME,

2. EEMNSMERT , LHFRE,

DRI AR AR SRR 64
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RAriEmE

3. GEERBIERE K REEFERIREERE,
4. EPEFANREERZULARIERE , REEET -5,

5. WMABRATHERBERBHREXINEEANTR. BEENEE RETRREETZRT.

(® Note

FARNMRFEORAMLNSERDKEMEERE. Fla , EREEAIEE AdminUsers 4 | i

WA Group::"AdminUsers", fMR&EH A AdminUsers , £ E RIEIFEEIR,

6. IEFCIEBRIREEIERE,
BV RIREEIE R R REREE T o

AWS CLI

BEET KO RBERRR R EAREEE R | FRATIRIRE -

ST DB —MEAR SRR S | R 5| UL REEEAR | F N ZERERANER SUFEEE.

THRGIGIET —MEREEERRE  ZRBEAISUTETHER

permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

CERFERATHH definition. txt KRS definition SHHE :

{
"templatelLinked": {
"policyTemplateId": "pt-4651be67-c128-4d22-8e67-9b068980c631",
"principal”: {
"entityType": "User",
"entityId": "alice"
}
}
}

R R RMERPRENRFENNE LS HHIRE 4

DRI AR AR SRR
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$ aws verifiedpermissions create-policy \

--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl111111

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
.
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"

Y 58 SR B AR AR

AWS Management Console

BERBENKBEER , BRUTIRRE

1.

$TFF Verified Permissions ##|& , Mt https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,

EEMHSMEREYT , RBRREER, BHAESE REEYIREEMEPOIRNERIEE
o

ERREERZIHNERZRE , LETRBEXIZREERNIFHAEE , FIURERERNAIENE
At , AR REERNAR,

EERE , WRBENKREER, BREFEENERERNKRBEY , AR EREHREKIE
o

BRI LUB AR RIS RIRERE |, AEIEZMBRRMBRREEER, EEREE , BWIAW
BR R BEAE AR

YRR R BEAEAR 66
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AWS CLI
EEMRBER , FIRUTSRIEE

&R LAfE F UpdatePolicy R AF B B BB RME.  BAT /RBI R A T4 AR T SLRY 57 58 B B R 8 TE SR AR AR
AY SR BE AR E T IZAE R

templatel.txt XHHAZA :

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

};

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl11111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

Verified Permissions 7~ 51 58 B& 17 i HY 48 Ak 8% 32 SR B& 7~ 51
{65 7R 7 B S S 7.4 5 S5 TE Verified Permissions Ol EBAZMERT | 1R S BA TR REATE Y 0%

B, REGEARFFTEREI0 B NRECIZEN ., LT Verified Permissions #5512 K B R~ 51 7] A T =461
REFHEEHSENREE, REERMZEL,

PhotoFlash & & #fx < Bx #Y SR B 7R 1

R B B AN B R R AR B SR B | 2R BEE A REEBERR TR ENMNARFAENFLER I MR
BRURIRR,

I SR B T A RO AR AR R S SR W R B 67
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® Note
Cedar REGBES =AM A in B, HIt , principal in User::"Alice" &[T
principal == User::"Alice",

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

LR B B A B2 SAEARRER A RS |, IZRBEARBEERR TN EMARAFNERAZNELER
FEYERIEERR,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

1R B B AN BB R AR K B SR B, ZRBEE A RBEERR TR ERRFHAN M ARANIELBERER
FEERBRRR,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

LRGN QI 2R AR KB R B |, R EARBERR TN EFRHANERAZNFLZRFE
BRI EMRER.

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

)i

PhotoFlash 514z 5< Bk &Y 5 i R 51 68
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BERGIGBA aNfA] QI 2R AR KBRS B | R ERARBERR TN ERRBHANM NI ABANIIERARER
FHY T2 ERR,

permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

BRI BA T 0] 65 A SR B AR AR SR B AR AR SR BR R BE | X REERARBE LR RIK S o

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"
);
DigitalPetStore

DigitalPetStore TR FEET D ST MRBEER. BIZEDigitalPetStore REIRBEEME , BRI LIE
HEEMSMERPIEREBREERKEFET ISR,

TinyToDo S& < Bx#Y K& /R 5
RIS T AR AR AR RMES SIREE & 5 ] 1R SRR AR RO AR A 1 50

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);
LRI BE T N el 2 E A RN AR P FES SR EE E 5 R AR H R BRI R Y AR AR 6 8RB

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadList",

DigitalPetStore 69
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RAriEmE

TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo:
TinyTodo::

1,

resource ==

);

TinyTodo:

:Action:
:Action:
:Action:
:Action:
Action::

:"UpdatelList",
:"ListTasks",

:"CreateTask",
:"UpdateTask",

"DeleteTask"

cList::"1"

TinyToDo S8R K B

=~

70
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448 Amazon Verified Permissions 5 5412 &

£ Amazon ERIFWRRSF , SHRKARABHBRMYARE (dP). BHREMNELREEHASENE
B EEEXRZN P #ITEHRIINAF., YENNARFEARE FMRNSEL HBERER

B, BRI AT URIE A P E MG RN RIMERURRK ., Verified Permissions & 178 Al B %1%
BEIENPREGFENSHRIERS , ANIRERN.

PRATLAER BB ERIEMNRA OpenlD Connect (OIDC) B3R E™ (IdPs). &8N A2 o] LAfE
OIDC 514 (ID) £ K TRINFERIKF A JSON BE T (JWT), £/ ID F58 , ERIENERFA/ ID M
BHEFBEENETEMEMITRIES (ABAC) HWEMIEE, FRIFRISHE  ERIENRFAF IDERE
FEANER , SHMOFBAEN ETIOEM, FAXAMSEER | S Agroups LK F RS R E
RAA , AUEETEET AN RS (RBAC) KK,

&\ LA AN Amazon Cognito A Fth sk B E L OpenlD Connect (OIDC) IdP 7 & 4 KiK.
£

« {8 Amazon Cognito & XIR

- {8 OIDC BB XRIR

- BFPMZARIE

- JWT HEFPIREN

- B]# Amazon Verified Permissions & 3 K&

- "% Amazon Verified Permissions & 3 K&

- ERURERBPERSHIR

£ Amazon Cognito & 13 KJ&

£33 B UF PR 5 Amazon Cognito A F it Z 418l &, Amazon Cognito JWT BN R AITANA . £33
WIFR R AT BURBIIX R , HNEFRIENEEPREFEANE. Fli0 , BULUER ID SERA
FSHESMETACRNIAEEG (RBAC) RINER,

#T#Y Amazon Cognito AFMBHREFEUATEER :

° EI‘J AWS Iziﬁo
- APt D,
- Bl , BESHHIRXEK AP KMAEEMyCorp: :User,

f# A Amazon Cognito & 14 3R 71


https://openid.net/specs/openid-connect-core-1_0.html
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- Blin | BES B4R REKMNEFASSAEERMyCorp: :UsexGroupo
( Wik ) BRERNARBEFEHEELAHBERNOAFBHRHEF G ID.

BT BRI BRLGER THEH Amazon Cognito A AWS Ik |, Rt BT EEHMKFFIEES
BKF. Hlan | Verified Permissions 2Lk 514k ( BEER T AP B E AN R P LA BN S 4
FRRRR ) BN AP A ID. us-west-2_EXAMPLE

AFRtSHEETEESEMNE. Bl #4. FFi ID MBENEIE. Amazon Cognito JWT BEBTE
ERIENNRTFEESTREE THEHRIRENEHER. HPEHE

1. A cognito: BIRM A & MBFHF A
2. FAEENAFEM custom: prefix
3. BETHIAMTY BENFH

4. OIDC WVFrAEF R |, EL40F] sub email

BAVHE P H SR UEA PR BUR A 1% 40 91 48 1X L5 75 B LUK 0] 8 B X 46 75 B 12 2R A M SR B o (2 A B 42 TR

/A Important

REE T LAE Amazon Cognito THEEIE 2 Bl fFEBE , B IWT AN EFZENERMEN
I FTRAS ﬁﬁo & JSON Web Token RFC 7519 MRS EEZERIETHE , TEOXHE
BHITHAE, XEMRE , Verified Permissions B SARTE B #UH 8 Y 5 k8 2 8 f5 SR 45 1 BR &Y F 7= 9
Zv:E’JAHE'EEE%WIE.I#XFEO ATREXHNEE , BNBNUECEERARTERENSIE |, H
AR E I BRIZ AL 1L PP & FE i BUE RIFT S A

HXNERIUENBRFHAF M HRN Cedar RENBEFEHRFMTRIL () RIANFH
HEBEEMERERIEELZ, XBEEEF HF (Wcognito:usernamef ) B F it EI4R
FHBcustom:department, E4FE5|Fcognito:usernamemcustom:department?
R ESY | B2 HEprincipal["cognito:username"]1 B/

Mo principal["custom:department"]

f# A Amazon Cognito & 14 3R 72
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® Note

MRS EBEHcognito: Hcustom: BB FHFHE FH{Ecognitoy
FBZ#custom , N A MWTEERIsAuthorizedWithToken kW , HE R
AValidationException,

e R BI5E B anfa] 6 2 51 A 5 & AKRBRRI F L Amazon Cognito B P ith 3R I 89 SR B

permit(
principal == ExampleCo::User::"us-east-1_example|4fe90f4a-ref8d9-4033-
a750-4c8622d62fbh6",

action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

BEXRMHNFEHANELER , FSFE ID SHEMEEIZEN, XL T Cognito AFRBRNHWESEFEER ,
%2 % Amazon Cognit o FF X EIEE P E AL SE K IE N RIH TRV,

£/ OIDC B4 XKIE

&t A BUHEA S A OpenlD Connect (OIDC) IdP Bt B 1 R Z 1 B 5 R, OIDC BEtEE
Amazon Cognito A8l : A 1ER JIWT 4R BRI =Y. E7R OIDC RHr , BH4IIR
R H14 URL

8 OIDC FHRFEUATEER :

« BITARLL, £ BUFMNRAMEEHE S URL E &I .well-known/openid-
configuration&iw Ko

- BEERERPEANSEEE, E4XF0F  BERT HHSHE,

- Bl , BESHHIRXEK AKX EMyCorp: :User,

- plan , BES G MIRIERIEFAXAELEMyCorp: :UserGroup,

- IDTHETH, RN ID SHPFEHNE L.

/A OIDC &133kKIR 73
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- ENATHRAPMEFASE ID eIk, 7 CLI F API & |, B LUERILEIR. 6l
WMyCorp: :User::"auth.example.com|alb2c3d4-5678-90ab-cdef-EXAMPLE11111" ,
FEEEH “EH API Gateway #HITIRE” M ‘B4R = ‘5| FN1RE” LT A 2K KL%
f , Verified Permissions 2 EM A & B MR Ehttps: //BEI&.

f#/ OIDC BEMRH#ITRRERASH Pt 5 mIRERE API #4E : IsAuthorizedWithToken ]
BatchlsAuthorizedWith$ k&,

L RBIEBA AR AR ITEITR TR FLRENRE  ZRXBERNBIRETEIEDREN
RT, ERIENBMERA ID THEFPHFAFIREXLEEM,

permit(
principal in MyCorp::UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
principal.jobClassification == "Confidential" &&
!'(principal.location like "SatelliteOffice*")

I

P =2 AU

[6] R B 176 PR N & 3R BT |, Verified Permissions EB AT RIE ID MiGHSERERMBFEANERE
BEI, XFPIIUF AL BatchIsAuthorizedWithToken APl i53RIsAuthorizedWithToken®y4k
BEEH, EOSEMIGRSEELE Amazon Cognito 1 OIDC BB RHNITAEMTRE. &S Amazon
Cognito AR R , 233 I UF AR A SARRE 5 4 R RIS E P E i ID. B OIDC =2t
7, 2 BRIENR I LARIE ID SESPHEF IR ID MiFRSEPHIZR.

flan , FFiw ID RE5BIRMEEMEERN OAuth 5 OIDC R AR FXEKHFRIR
o lexample234567896Ia0 , X R 5 BRNARFMTHMKE 5 = B F7HEXEKHN URL 3§
Zhttps://myapplication.example.com. XMaudiiZHFTEREMAREB X,

ERIURBRZOTHARMITEORKRZARNEFHRBE
Amazon Cognito

5 # Cognito ID FhEMaudEFRIENARFEF I ID. HRSENclient_idFHEIEN
ARFZEFIH D,

BEFMZARBIE 74
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Amazon Verified Permissions ArfEm
HEESHRPHIEFHNARFRRIER A — NS ZAMER |, Verified Permissions &F bR AE
FE&EFim ID 55%k5 ID SaudFBAFHRESEclient_idFH#THR,. ERIENBERSKIE
Amazon Cognito & 3R K 4% 75 32 X M 41k o

OoIDC

OIDC ID S audEFBHEEE i ID 3R, HRITSENaudEFRAIEZTENZIANIL, HES
Bt EaEMEE,E ID BMclient_idF A,

BT LA OIDC REAEMNZRRIEMA— NS ME, HEBERSEEEMN ID SRt |, Verified
Permissions 2RIEEFI% ID , REaudFBRFNEFK ID FREEDVPE—IMKAEZAAKRIE{ET
o

Verified Permissions B3 TaudFHAREEZ AR IUEEMTEREIEZ RN IGRISE, iR
BEXEXBaudFH , BENRFEFESFH , MoERBcidmsiclient_idaudF8, HEREH
IdP , T HRIEHM ZRBFHEFBHAER,

ID S AABIUERHIZ T lexample23456789,

HRTEZAREIEN R~GIRhttps://myapplication.example.como.

JWT BV E P i R X

BRREFEENRAREFPLIE JSON Web T HHEFALIEL CWIERIR , TTTHEFEHRBEFER
HiRe &AM JSON Web T h# (JWT) FIZEUSK KR 1 FfF H AT H ERIER R,

IR BIGE B 7 204 M OIDC IDP A ERIEN R,

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

var principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
I
var resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
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entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
var action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
var entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
var policyStoreld = "PSEXAMPLEabcdefgll11111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1}
attributes[key] = {
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set: attibuteltem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

}
1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
}
I
return [entityItem];

}

T LR R BIER aws-j wt-verify FESRIKUEER OIDC #ABZXHEH JWT, IdPs

#|Z Amazon Verified Permissions & 13 kiR

UTRRFE0RANINEREEFED. NNFDIFE , S0 [0 2R D ARIE M.

EERIENREZFEFOUEFTHNRBEFEN , BHANGESHR, ELEES , BB/ FH
BRTEPNFERASAKSEEED, £F 5ISHRE” H £ API Gateway M & P RHAFHTIRE" iE
Tl XEERTUE S 024K,

BIE BB RE 77
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® Note

HEEGERBFE N  ENNSMERFFI2ERFOREF. BN HKRFEELRHNE
i 1 1E < BXo

EERIENR APl A create-identity -source AWS CLI 5 Createldentity Source 8% & 3 /RAT |
AUEREREAEGELE, B , TAXHERELBESMAEB W FMBIRAWS : :Cognito. BLEE
EMERBEEMENTRE. B Amazon Cognito S 17 5B RIEFMHERER , BUITFEIEASE
R BR B N IS RIS L1,

FH
« W5 Cognito B 14 KIE
« OIDC B4 KIE

I 5% Cognito & 13 3KIR
AWS Management Console
Z ]2 Amazon Cognito AAFEE SRR , BERUTSRIRE -

1. 3TFF Verified Permissions ##& , Mt/ https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,

EEMNSHMERT | EEFHFKIF.

EFR RSB KIR,

£ Cognito A MIFAER S |, ETE AWS XiF H i ALK 5 4R APt D,

EEXHEES , hEHFEREAEER, EEMN Amazon Cognito A EEF N & RS E

[ipvid: Ol ¥l

6. WMREMF A Mcognito:groupsFH , BHE “FFARE" RIEF “BEA Cognito BFH", &
BEN M XTI KARER,

7. EEFHNARFRIF  ERERRIEEFFHENARER D,

o &> oD

- MEREFEFIRNARRF ID, FRBNEIEFEEEFHNAERF IDVTHE,. A8 E
WM& iwNAREF ID EFRMIFEFmNARERF ID. ZREREMNNES HNARERF
ID , FRFZEFIHRNARERF ID ZLHMER,

- MREBFRRUFFIHRNARRF D, FERFTERIUEFFiRNARRF Do
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8. EEOIEZMKIR,
9. 7E5|AM Cedar REEHW F ARG RICEPIRINEEZE , XMEHLEHN , ik Cedar &
BN EHRRAUENEMHER, EHPNFEABTSLNBEEREL Cedar XEEH 5| AHE %,
A xfF Amazon Cognito T HEE MBS T Cedar TABHMEZEFELR |, BSREEWF RS
A5 BIR,

WMIERBEE AP| B KR 1ZM BT |, Verified Permissions £& &M A P LURELA P B
% HEE—NER  HPEHNEZERARBEEZTAFBE M,

AWS CLI
ZE 8|2 Amazon Cognito AAFBE S XKIR , BERUTSRIEE .

IETLAE A Source RERIE & 3 CreateldentitylRo AT REIGIET —NEHRIE , ATEM
Amazon Cognito Al P #A1ERIZ 1S F BRI 5147,

LR config.txt X#2& Amazon Cognito AP B A FMES , #t create-identity-
source S Y --configuration SEEH .

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

A A
e,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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}

E5|FAM Cedar KB S P H BRI SHEPIRNEMEZ 8 , DAEHEN |, ik Cedar HIEERHY
SRR ROEMER, ZHPHNFERNBSLAEELREXR Cedar K5I HNEM. X
Amazon Cognito TEE MRS F| Cedar EAXREBEMNEZER , BSHELEWHNEREPER S 4

o

WMIRB|EE APl X<B Y FRIZMERT | Verified Permissions @EWENW AP BLUFREAFEMY | 3
BIE—ANEY  HPEHNERARTEZAFBE M.

B X1 Verified Permissions FRZ H 4K IER A F A Amazon Cognito 158 &M & 450
EZEER , i85 (Amazon Cognito F Z A RIEFE) HHIEEA Amazon Verified Permissions 3 17#%
o

OIDC B4 3¥kiR

AWS Management Console
£/% OpenlD Connect (OIDC) & 3R

1. #TFF Verified Permissions 1###l& , Mt https://console.aws.amazon.com/

verifiedpermissions/, EFEHREHE]E,

EEMHSHMEED , EEFHXRER

ERBIE F 5 KR

R HEB OIDC REE,

FERFYH URL A, W AZEH OIDC K1TAM URL, flan , X2EMBNESHR. LE2FH

DRAEXEHEEENEMERNRS K Shttps://auth.example.com, &K &K FHH4

URL 4J$EE OIDC KIXHY , MitH. /.well-known/openid-configuration

6. HETEEEAG  EREFELYNARFREIUHTERNN OIDCIWT KB, EXEZER
BESR EEUMNEEPER SR

7. EAPNBAFHR , hEORERAFPXEANAFER, ARPXARENRBEEFH -
Sk, BABES|FXKE OIDC #EEHWAF . AP EHBEsub2XRBEMN 5B 7B S
WEE  ZTESEFITESEHNE—RRF. XKBEERN OIDC IdP W SRS EIEERN
FREH,

8. HEAFPMBARE &  NEPRFERFESANBAEASER, ASER AP SR XK,
F R RIS B Z 2k, BHAFHBERREEN ID HiHETHENFHRgroups , EhaE

o & w0 b
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EFEHNEENFRSE, JSON EUZEKSBHAFHABEMNFEHE, KEEEN OIDC IdP #
SOFRAEIEER MK,

9. TEEARIFR , MALFZLELNBREEERNIBERPEZNE i ID HZAMUE (0R
B)o

10. EFEBESH KR

1. EFEEN | ik Cedar MIEZNFHROIENEMHELR, EWPHHMBHNEXNTELRER
Cedar RKEEHF 5| ANE M. BX Amazon Cognito FEE HMRE ) Cedar B HEMNEZE
B ESREEMARBIERIHR.

MIRBEE AP| B KRS 8T |, Verified Permissions 2& &M A Pt LUREL A P B
% HEE—NER  HFEHNEZERAXRBEMEZTAFBE M,

AWS CLI
£l OIDC F#%IR

& T LAME A Source REBIZ & 9 Createldentityffo AT REIBIEZT —NFHRIER , TN
Amazon Cognito i P #&IG R &1 & BRI 517,

L TRconfig. txtXHEEHGH--configurationSHERAK OIDC IdP K (E
B, create-identity-sourcelt"flA ID T AIZE OIDC FBR.

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"
},

3,
"entityIdPrefix": "MyOIDCProvider",

"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
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L TFconfig. txt X4 EHBT--configurationSEERM OIDC IdP B 4H1E
B, create-identity-sourcelt "IN A ETHEEIE OIDC &R,

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"
},
b
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
we:

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

5| Cedar KEEFRM FHRIGRITEPIRINEMEZH , XINEFHEN , ik Cedar ZEEHK
BHRRFEUNENEAER, RHINFEABSLNITEEREL] Cedar KPS| ANEM. XN
Amazon Cognito GBS E| Cedar ERBEMNELER , FSRAEEUNERPEAS S

N
o

MBI E APl B FFMERT | Verified Permissions @SN AP BUFEEREFREMY | 3
BE—NEY  EhENERARBFERAF BB,

OIDC 5 3KIR 82
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Ym%E Amazon Verified Permissions & 13 3€jR

BEEHRRE , BUURESHRNELESH, NRENRKBEFEHENSEN S 0REEMETE |, NiE
AR, BT T AR SR MR AR 3T & 40 R PRy BB 2

F

« Amazon Cognito i F7 b & 13 KR

« OpenlID Connect (OIDC) & 33k IR

Amazon Cognito f Fith & 175K R

AWS Management Console
EF# Amazon Cognito AAFEE SRR , BERUATSRIRE -
1. $TFF Verified Permissions &l & , Mk https:/console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,
EEMNSMERP | EEFHFKIF.
ERERENSHRIEN ID,
prig=io L
£ Cognito AFIFAE RS | 8T AWS Xif HE AL 5 HRM APt 1D,

EZRANFAEEYT , BULEHFEHRNEZIEALE, EEM Amazon Cognito A P&
Y 510 R AR 5 BT B E R EL,

7. MREMSAFMcognito:groupsFH |, B ‘BHARE" PikER A Cognito B, i&
BENEEXBEPHRIMAEMFEKE,

8. HEEFEFRNAZRFRIF  ARRERIUEFFIKRNARZERF ID,

o o b~ w0 DN

- MERITEEFIRNARERF D, FRRREXERFEEEFIRNAERF IDITH. AT E
RN EFimN AR ID EERMIFEFImMARERF ID. ZEREREMMEFKNARERF
D, FEFZEFIRNARERF ID ZL KM ER,

- MREFRRUFFIHRNARERF D, FEEFTERIUERFEFiwmNAERF ID.
9. EERFREFER.
10. MREBERTZEHRROTMREE | NLTEHEE , AEBRREFEHEHREE,
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MERERSHKIR , BRI UERSHRIFZ LR REEE  REEERERS ORR, EXFERE
A delete , RIFEFEMBR S BHKIR , BIADIERZ S KR,

AWS CLI

EF# Amazon Cognito AFBE G MR , BRAUATIRIEE -

IEAILAE A Source REEH & 4 UpdateldentityiRo AT RAIEFH TIHENEHRKE , UERATE
#9 Amazon Cognito F PP 844,

BAR config.txt X#&& Amazon Cognito A P BHEMFHER , #t create-identity-
source S Y --configuration SEEH .

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

A A
.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MREERZESORRNERRE | SIEHRRN , IEBRRERGH AL,
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OpenlD Connect (OIDC) & 33K R

AWS Management Console
E#1 OIDC 5#R
1. $TFF Verified Permissions $##l& , Mtk A https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,
EEMNSMERD , EEFHKR.
EREREN S 4KIFER 1D,
ERRE
£ OIDC R IFAEEF , BEFTEFEXLRITE URL,

ERTHEFHRGIRYESET , REEEEXASNAFHEREFME SRR 2 EB X
BRo BUKAREST , MMENRBEMBAE LN A TR A SKERE,

EZARWIUES |, AN BRZ R HI AT AR REFHEE.
8. LEERFREFER.

I T

~

MEMBRSHFKIR , ERUERESHRFZ LR REEE  RAEEERERS ORIR, EXFERE
A delete , RIFEFEMER S BHKIR , BWIADIBERZ S KR,

AWS CLI
E % OIDC &R

& T LAME A Source BBEE#H & Updateldentityff, AT RENFEEN S REFR N EHEM
OIDC #Rfits,

BAF config.txt X#2& Amazon Cognito AP B A FMES , # create-identity-
source i H H Y --configuration SEEH

{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
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3,
"entityIdPrefix": "MyOIDCProvider",

"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

}

DA,
AR T3.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MRBERZEDRROEMRRE | LMEHEN , LIEBRRREHGHEERE,

R M KBS P ER 5 3R

BURKANERFHFEMNEREFED  AHFREASFARF I EHNRBEEHERELT, BB
WITHEERFHENREY, AFEENX-—HI22EUTER

- AR AT A EIE T R FHEEENEM
o WAELNERIENRBEFFEA Amazon Cognito 1 OIDC k& 75 BA
. WMAH S HRFHIEEN

BE5ISNEEES API XENEREENTESORNREFTEHETIETENSH (ID) TEEEF MRS
BZR, B LLHERIENRBHAFE® OIDC SETHEMY , HOBEXAFEMENEM, £1D
THEENRD , SRIENREFARNEZREASMEHEYE. EATERT , BAEEEF 3 Amazon
Cognito T HERR ST B BRI ZEH -

« BRFERHIGIET ZEANRBEFEXIRBEFEX,
- BEERLATENERAEET REETABNIEEES (RBAC) 25,
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« BRI LERACRKRIENVAFR REST API, AWS ##4+7T 2 T E G5 62 K i 7 AWS CDK.

E A Amazon Cognito 5 OIDC Z{71R 47 (IdP) #ER ER N R KRB EE PN EHIR , BHEEF
P SRMHEES. NREZCEXREFENASXZEIM ID SERIHVREMESSEREN , LR
MALURERE T, IRECUENEREFHSESOREN , MXAAEERPRMEREREE, BH
W MMEIRMEE SR E IS IsAuthorizedWithTokensl $BatchlsAuthorizedWithi# API & R 48 %¢
Bi. R , BUUFEARMESHPINEEREERE,

BXECRIENREHR AL HHRIEMN A EH Amazon Cognito ID MiFRISHENEZEER | HSH
Amazon Co gnito FF &K E1EFE P RYE AT D2 I8 I A PRE TR,

£

« XTERMRFEIEEM

« T ID T HEBRG B HY

- BREI5RTHE

« Amazon Cognito AE S5 RN FHNERFTS

KT RS EEEEM
FEIFRIE K B B MR R

EHRSEZNS , ERIERFRFEFHARFE LT, £ ID THRERT , ERIENRGFHRFEE
RABM. ¥THREERIENREHEPLIRNRETE K RABZRBEENRIIRBEES 2ERR
BHOXRER , AEREGERYPERAFEESENRIT ID TEEN. HRTEERETETAGNE
[F]42 %] (RBAC) MEFAK R REFEER |, T o B3R E ith 5 B MRS B SR B 74 284

BOREMETRLEN

EERIERREZEF &R IR RN , FRHMEABMERENSMERE, XHEAIUBIEERNRBESH
BERNBERPHRIELEIR. EAURBEFTEREMIREN required , BENLAEFETABRNERF,

RBAC T EERLRMFHEM

B RN RYEUR T EE RN S R PRE MR SKR KB, SRR — N FEHRE R A RERE |
— N EHRG R FARGRE, IEXCRARFHREENZ D, BTXERINEE , ERTUE
ETAGNIERES (RBAC) EEBEENBFERFNAF LR THREARTRIURENRE, @
EHPAMTEFATT BREEERNVRILCEE. KB ID THENAFEEEE/XAINEE , X&
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SEALUNETEMERRES (ABAC) BRMH TR, RSP ETXEMEESHE M OAuth 2.0
SEECRNER , XEERTURMAKRERHBHNINGREHES , EREHRTHINREEL.

B UEX PRI HEI S P “EH API Gateway M F3R#FTIRE” M “5|FNRE” M N EWSE ID F
2FEH, FRSHEEFRNERAIENL, ZEREMTRMIELTRSEFE , AOE JSON EX TR
BEMHFM CommonTypes Bit. BXREZELR , TS H BHATHRIGE.

OIDC HA#HFEMZIFZIEN

7NI0 OIDC 2R AT , A LME ID HIFR T PR EERF IR FETRAFNHAKR RENEFA
B, ZTWIUEAYNR AT BURBI S & NAV B A =B

1. PHZEBWFERS : "groups": "MyGroup"
2. =KD RIIFIR:. "groups": "MyGroupl MyGroup2 MyGroup3" SNMNFE&FHEEBRE—N4H,

3. JSON ( LLES % ) 5%k : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note
Verified Permissions A& D RN EHAFHFNENZRHFERB N —NEMNEA, BFT
BEERFANASHBBANENE | EERIMERFAFHNZERE, Flw , FE2ANEFARE MY
GroupMy & MyGroup.

EHRANHRE

ENRBEESFOREENAFARNERTEHREERHN —PNRBRE . ZLE IDERHRTE. £
F Amazon Cognito S22 , LA AERIE S API KB R FHITERTEER, 85 AP
KEAW R FMA , BTERREN ID AR FRTHEERN, LEELFMERINRNATEN
REEENEREEY , AREK APl Gateway APl 9 Lambda R 5HiE%, 3F OIDC 2t |, &
MRIER NS D RETIERSAEER, EBOULUER ID RiFRISHE , FEENERASTRERN LR
EREREEEETHNLETE 2N, BIRNREHFENSHSEFHEIRFI SR IENPRIEGA
FHEMFZE  BHELREARZIREREELN BN AR, FEUSHRRETERRAERIK
EWENRBNEN, A TEENBNAEREEMEPER ID FHRSE,

Cedar Bes EREEFZRFEA L ITES

RKEBEBEURLHER I HEEEEprincipal.username, N FSHEEBEBZFFA]
REHIAN KRS BEFERFFR: , flan.. =/, Verified Permissions 7o AT 21X
HH%RMHE. principal.cognito:groups context.ip-addressi&AMeR E
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Fprincipal["cognito:username"]=context["ip-address" AN HFEB R ERER
XEZH, TVAFR_REFABSMTINERER , R ZERNE—EFIHFHIN,

LERBEEHN I REIZRUW TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
.
"custom:employmentStoreCode": {
"type": "String",
"required": true,

.
"email": {
"type": "String",
"required": false
}

XMREN ETXREEN 2 RORPM TR

"GetOrder": {
"membexrOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
I
"principalTypes": [
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"USeI"

R R AR AT UE Y R M RBIRBE AT AR

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
lig

R ID 5 HEBR ST EI SR 1Y

Verified Permissions N & EEBHENAFNEEFEITLIE 4102 L4, BERRETE.
BRREE, ID TREETEMENIFRIES (ABAC) BRERGFER, NREEILZIRIEHNNRE
BERHBERRD TN ERAHRIRER , FRENEHKFERE ID S,

M &% Cognito ID &}

Amazon Cognito ID FHEER T AL OIDC K#iFE. BilBYHMERY B TOIDCHINEE, B/
MR A LA Amazon Cognito Pt B BRI APl IRERAFBEERF R EN B FR#1TE A5
if, BEXEZE L , H5 % Amazon Cognito FF R BEIEEFHER APl ML IHT =,

I 5 Cognito ID T R EYE A7 EA
cognito:username Ml preferred_username

AP B,

sub

R gy E— R P ARIRSF (UUID)

wcustom: BB EIE

BEMAFBEMENEISR , flflcustom: employmentStoreCode,
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PRERE

¥rAE OIDC E#dflemailf, phone_numberBXxEZEE , #FZ 1 OpenlD Connect Core 1.0
FEERNRE 2 MR EFH,

cognito:groups
AFNBEARREE. EETARNIHRIEZES (RBAC) WRNER G | It FEHIRM T BT LUE R
FiTERN AR,

LN EA

FRAARAFHN  BEESTNAAFMAERSER Lambda A& SR, IHEtZRESIRERE
RO, BFREFREBER , fliitenantZHdepartment,

E5| WA : 2 RBATH Amazon Cognito BHEMREES | SIAEXHHE
. principal["cognito:username"]A®FEHcognito:groupsEMN B, ERIENFR
P UL 75 BA B PO A RS B A P SRAREY AOSRA,

B X%k H Amazon Cognito At ID THREEWNEZER |, BZH Amazon Cog nito FF R EEREH
BIEER ID S HE.

TR ID SHEENMERNEM, 252 Amazon Cognito 4 ERH B cognito:username, H
E X custom: employmentStoreCode, #R/EEH email MIEATA= B tenant,

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",
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"exp": 1687889006,

"iat": 1687885407,

"tenant": "xllapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

LR Amazon Cognito At lZ & R , BEERERNIBERPRIENRERNZIEAZEH
RE, IsAuthorizedwWithTokenfR/E , FFAMMEIZERN—TL , BRI A ZERNE L,
EHRHEL S DFRNEREARBENEN , RFELIE Cedar REEH 5| HEA,

ECRTLIEEEM ID SHEAFEARENBFASSEPER, ERIERAP |, Verified Permissions &3
BN EARKANFERARSENZEASSEER, £RES |, B LU ZARAKSI BARAETEA,

LA 751188 7 #n{a] £ Verified Permissions B R R BB SEFHNEMS. BXFERVUNES
E8 , BSE JSON EX NRELEE, MRENEHRFREEREE T EM4ER User , L , &BATLL
AINEUFUTREOAR , UEXLEEMETTHATF Cedar,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
1
"custom:employmentStoreCode": {
"type": "String",
"required": false
1
"email": {
"type": "String"
1,
"tenant": {
"type": "String",
"required": true

EEFEM LR Amazon Cognito BH/G , B AR5 X LR MR R,
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permit (
principal in MyCorp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

1

OIDC &+

/8 OIDC EEEREN NS BREMEAIT % Cognito ID FEABMEE. XIETERRE, & IdP
AJRESIITER OIDC B , REEBFHENEN, EERIENRIES & POIERNRBEMEN , 7
LUR N B R ID S48 OIDC %Tﬁ/ﬁ A UFHFECEEFRARFIAFEYE. B TERIENETR

HMEEW P WEMEN , Rt EXMRHEEER

EXEZER |, 551 02 Verified Permissions K17,

LT 2EHR OIDC & 13R A9 KBS 17 Y RBI2R K

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
.
"email_verified": {
"type": "Boolean"

o
"name": {
"type": "String",
"required": true
o

"phone_number": {
"type": "String"
iy
"phone_number_verified": {
"type": "Boolean"
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}

UTEERERTER OIDC RAtmP A AN A.

permit (
principal in MyCorp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "aliceeexample.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

};

BR 53 177 8] 5 &

Verified Permissions 4 BiA B GHEEH , MARENREBMI L TXEENWFAEAFRA, RTHAK
REEIN , REBEW IdP Wi RISETREEZEEX AP HRINES. HETHEERAETAGHE
[m]#E & (RBAC) MENERPRER, MBARABEUNANTHTRGCEFHNRNEREEETENRE
FEATHTANE B,

B &t Amazon Cognito 1 8] k&

Amazon Cognito I RIGEEE A TRXNER .
I 53k Cognito FRIFEHINEAFEH
client_id

OIDC #k# F M EFisRARF ID. FAZEFI ID , ERIENETURIERIERZRER B K
E#N AT E PR, £ machine-to-machine ( M2M ) & H |, TR REFEHAEF HBRAX B R
TRN , AEMEF R ID FSEEENRLUERE.

scope

RERTEFFENHRNRA OAuth 2.0 SEE,

cognito:groups

AFNBHAR R AR, EETABHHRNRES (RBAC) MBIERS | fHRIRE T AT R
i
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e B 3R

FRIFRINREREZETHBAAP AR SR Lambda & 25NNV S8, IE B 3R IE SHR A R
R, BREFREBER |, flilitenantHdepartment, BEXIHE T SE NG AWS Tk 8 5K
Ko

B X%k B Amazon Cognito AP AR TREWNESZEER |, 5[ Amazon Cog nito F R EEE
R 55 T R

Amazon Cognito 15845 @ 1E4£1% 2 Verified Permissions B , 2SR E T XK, AL
Fl context.token.attribute_name X5|BIGRITENEME. ATROFRSHERNZE
client_id M scope FH,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
}

AT 751588 7 IRl /£ Verified Permissions 2B R RHIFRISEFHNEMS. BXFEEUNES
E8 , F5[M7E JSON EX THRE\LEM,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
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RAriEmE

"type": "ReusedContext"
.
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String

I
"client_id": {
"type": "String"

},
"type": "Record"

EEFEH LR Amazon Cognito B /5 , B LIRS AX LR MR R,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&

AR &7 8 5 b
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context.token.scope.contains("MyAPI/mydata.write")

};

M8+ OIDC i8] 45 &

SREHE OIDC REEH K ZE G E 5 hEES Amazon Cognito T RIGHIEE — B, £iE4 “BRIEN
FR” BY , OIDC iF R T SME Bl E TR, aJLAMEA context.token.attribute_name k5|
HRISENES. UWTRAE OIDC HRISEaSEEARFRE R,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"

1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",

"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",

"username": "alice"

LA R B8 7 a04al7£ Verified Permissions 28 ¥ R BURBITF R SEFPHNEME. BREEREUNES
E8 |, FS A7 JSON #RX TRIELEM,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
},
"resourceTypes": [
"Application”
1,
"principalTypes": [
"User"
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RAriEmE

}

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

I
"client_id": {
"type": "String"

I
"type": "Record"

EHRALIRR 1dP B1EE , BRI AIX LR AR,

permit(
principal,

action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60"
context.token.scope.contains("MyAPI-read")
;

AR &7 8 5 b
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Amazon Cognito A § 57 RN F RN ERTFS

Bz ERIENREY , Amazon Cognito SEMEERMERERXLEES 27BN TR

8, cognito:groupsHfFHcustom:storeZMAERZFRHENBRREH DR . Fo XTEXR

NRAFS, flin , FEMBEKprincipal.cognito.groups# K cognito:groupsERT. RE
BRI UBREFERAXMER , ERMNBUEERAES R REARNERYMN R, EixfgXH , IHW5IH
ffcognito:groupsZEprincipal["cognito:groups"IHENHE., NERIENRIEHAEBE
AP ID TREREREERFRESRTE,

IR AR SR 72 F 2 #9 R Amazon Cognito TR EMMRBEREAR/KTS. N TEAHMERDY
OIDC IdP , BB ERM R P EAT RS REAEMIFFREFTFR/.

RASEWEE . ZRANENEFBRE N cognitoRHcustomf B EEN FI , WA T REIFAR :

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

}
},
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

}
I
"email": {

"type": "String"
},

"tenant": {
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Iltypell: IlStringll’
"required": true

ERRMERNEN | CALRSEARFSHORS  WATROIFR :

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};
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NG N AR RITERRER

LIBHERERHNAREFDER Amazon Verified Permissions lRE 8T , M ENRERKIEA LA ERR
B, ERMEVUTEZTEHENARFMIZZINFALThEEZE , BEHEE SQL B APl FERFF BT
ENRAEFNEMIS. Rk , EREZMNBFERITS , ARG THRENARFRAEADEENRN , &
KAFPNZEIWMERNS. RE , NAFPKRITHREIK , RE—F2H|WAE,

XM TER , B2RIABSFEILNER |, b

- BRRBRAWLE ? SR BEBXRRDG ? fli, XERBMT —DXM4KF ?
o EERTLUXNERHARNITHLERE?
« ERMFAREXLERR ?

- BRELFLAFPNEER", “BER" H “ReadOnly” EFE LN RAPH TSR , ERMNIZEIRIE
RERBEER? B =-FHER?

- NIRREMNIZERFRUE , FlanTH RS RIZMNR T HEAEANR ?

s ATENAFPEE  SEMERANSER? Fl, ATETNHFNER , EREEEIHEFATTLA
B ATE RIR ?

- AFESETRESTNMNECHREBECNERZN? EAFTEREXTMERKRE ?

HEINHREEREMABRRER  SEXTER, BR. BEURECINZENEEXR, ERLER
REEXS Cedar 5 Verified Permissions RSB IHGH T, TEEAR—TAFARIZRITEAY , sifH
fEMEST —# , A GIEREER, ZERSEEHF  URNNROAEEAFEFRPEENA
B EMAERD, Cedar WIRITEARBHREY , JUREEFNERER , MA2HR THE Cedar
WEPERMBEERBETERANEH, Hit , NHENAFAREEHN THRERERERENK
FEH R,

X—HoRET B ITIRITESEY. EEFTENEMSARKIIEA Verified Permissions By & {E3R
BXRH—HKIiES,

BRY AR IES 25 | FiEESE (Cedar KMIES S EREE) THHESE,

ES}

- REFEHNERER

« MEBDEPHE AP BEZANFIFE L
- EERNEERERER
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- ZHEPEEEM

« RAREEREKHEE

« SRRV TREET

- REARSRERRSE

- BAEBHEFBRARR

- EREEPEHAEBANR  EASREHEHEAR SR

- ZEENRNBEMFER

RENERY ER R

ERITERNEEN , R —IME-—HNEBRER, TRNNARFTUANAUNSSE R bER TR R
PAERE | XRAIEZN. S, BE-TIHENXHRENRTFEN EREL Unix BVRERSE S 6
BXHE , EFSEHRERXNHERHNR, HE2T , EFSEMRERSENASHELXHHER
S, XHERSBEERXHRHONR, XHMETHEN , EEEFRTNARFHTRICAER,

BRRRT RNVEBMEFHIELX , BORTEMARHAFESHENGR IR CRBREREFHENS
ANERFANHR R, MREHREREBHIIXL , BLERE—PMRIIWEE,

XRMRAFTAY , NFTRERN AP AR RIRIT RN SIZARRNERKAH B TREM.

MEBEDEPRE AP BREZANRRL

ERZBECHERENNARERFY , NEHRESENARFXENRREEN, fli , — M XHHEN
BARF RSN RR RN TUN XHHXERNITHIRE, IR—INEFNEHEAER  ©FEEXN
Mg APl IREMR T B3k,

MbzT  HtKBHWNARER , LHRE Web RS , BEQELS API BIEARFRITINR, il , w
F Web FRFRM T —NE N createThing() B API , NITNER ATgEE LHNINR , REE
Cedar FEEX AN createThing B9 action, XEATEFZER , H EFERNREBSREE, B
A createThing ##E , BEE createThing BENPR, FERBEHEE | XNE?

BaRD , BRIENR BHEFHANTRESHRERBEDT API WEFRMNRENEDT. XR—1MNE
RNEE . ENRBEFEEFESHERN AP 2 B #YEERS,

B2 , XL API AR OMGEEARTRRMLIE , AN API AREFEEEERPNRE (KEHK
BNRE ) NRBE. MRESN AP Z2HXNERZFENERNR , NEER JReREEFTXERR
AY B 42 5 48 R 3t B R 15 B AR
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o, RRB—NEZEAARANAFTEFR. AULFAFININE  HP 1M REBEHRRELEREEN
MZFEFEAXRA TR, EERULAS EXNRSEE TR APIHRE

* listMembersOfGroup

* listGroupMembershipsForUser

BERAUERAEREMA—MRERETHARATE., FHit , NREE R AT AN X HMRIEN
HENPR, REHGEERBHRMEH AP BIERBREMERRES , BRAATEBEMESR , LUOTHE
A1ER -

« isUserInGroups ( — T APl , ATREMNZAFREE T —1MIiZN4E )

MNZEAERE WL API NEFEMATKRITHTE=ZRER , IRBEATEERAB L RITHNR,

BB WA API B, MEEENEFEREHENTRREXBKREL, XA ENATA
R B ROIFIREBHRNR |, Hl80 viewGroupMembership , =4 API IR EH UM E R ZINR,

APl AR X PR

listMembersOfGroup EEEHHMIZAMN viewGroupMembership R
listGroupMembershi FEEHEHMNZAFK viewGroupMembership R
psForUser

isUserInGroups FEEEHNZAFH viewGroupMembership R

BEELX—XR , EERATUAERENARRKDBEFHETARAREHINR KHR , HE ,
APl RELICRE A REFEN/LHNIR , A EERA TSI EN RN SAEF L, WRBRABRER
2EXR , XTRE-MERNTRGT R,

EERNEREERBR

HENAFEY (H, RENARFAENENERE ) FES MR RNENERARBEZEIRER
AVE , RRREEESEN. Hll , RXABHEIXHREFHFTEZTREZ=-NTEINR : 8
MWR B FHPRBR M , BB FXHFMEIBEARE R, TREFEN XHARSHITER (BURT AR
F)o
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MRETRBIMRITRNER | BARK NN BN ENRRBLAEENRINEWRRITEN, BX
TRESBEREYTESR  KKBURERI, NGRL , ERAESEN AR BGE K E R 2N RNE
B, ERNEENRIUTEZEEREN —MIER  HERS 98B T ENMREN , BNESRE (Flm,
BaxH ) TUBLERNHNETRERKT.

HRFRBRHSESRIZNSEL , i REEERN, ZRAXHE-—MLABR , AFTUR4A
HRR. —MRAENTEZRAEMBERFARMEATANNIR, ER , MREFLEENAHF B LRER
w, BRZEAT ? ZRMEIATEFD , e , AFNABLARZX —KRATK. ALt , LB
BIAZ—HMEZAFPHENNR , AREREALFZAFMNEEAASSEL. SEAREEZR
A FRIMRRAR , ZNARFLTHRTHAENER - BRGEREEEARNMER , 7 BRRNNE
BARPEARFMHNR, SEENRXEFH , BESUES N MESENEBRRNITHHEN
BB o

MRERDECHIES RS NERRITRE , AEFBFEIAMNNRITER | XATsERALE I
REAERNIR, EXHERT , BIFRESBENS I RHMHRNRE , BURSKIBRE R,

ZHFIEESEW

BURREEFAMZIAEF (FALHNNARFNSLREAF ) FRANNBRRF , #4115 Amazon
Verified Permissions &£, EHARIER 28] , BHESHF KR, BUUE—TMHERBFEX
FEEBEEFNER SR RENEAF o8 — N REEER,

1. — M HERBF#EEF

PAEFHAE-MREFRE. NARFEMAERRNERREIHEZRBEFEX,
2. M REE 7

B BERNINAREFE, NARFRERNTENREEREUREGRIURE , EABRTRE
EREBEF
ERMRBHBLFEANRENRNERE , XTEANENKE~EZE, AWSHA |, fREZMNM
RITECHEER ? ST RAUEZEEHN ERIENRSHEF BRIUKENER &4,
P RGP E

MEMPHNRESEMAFNREREFRS TRIPAFBEFRFEE, S5 MABEACH
REFREN , 8N ABEECSHN —AIRIRKE,
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RAriEmE

RRRE

& T LAFE 1R SR R A SR B 7 A 1D M ME P AU SR IS RIR B R R BUERES . WTHE
R , AR REEAERAREFM# 1D,

BRI EE

EHRBERN R F AN S ESNREFE P EN—ERENRITNMEF TH,

SIRBREE

BAREEN—L2ARKBNRA TSNS,

PR R o
P EER

EELARBHFHEKFEAEREFHEEXNRE

—ERF RN ENREANKERRBETHRAIN TR, SEFTHEELENAAPLTEDRS ,
R ER RN HER , TEESRANSHeArnREREmR.

AR 35 7 IR B &

2 38 UF X BR /Y 88 R A1 18 5K 13K 2= Fig 27 1] B

B

R AEEREEEENSHEHS R FEE
ERFNERAS EREEEET | SHERRRHEEECHNAMNERRAKT,

ZREAZE

PR E

RBURE

BARMB R ER

HERBEFMEEDH TER5

FZ, Mustinclude tenant
identifiers in policies and
authorization requests.

{€. All queries target one
policy store.

{&. Must make one schema
work for all tenants.

LHMEH S RE, BEXRANESES | 1

RS R IR

BHFRBEEETNIFE
% 5l

K. Isolation is default
behavior. Tenant-specific
policies are inaccessible to
other tenants.

%, Must maintain
mappings between each
tenant and their policy store
ID.

=, Schemas and templates
might be less complex

EBRAZRMFEENSHES R EEE
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RAriEmE

SIRBRER

HAER

AR S5 R IR ECE

LRGPV

BMZHPNARFET—H. EMERARE 2

MREHNARFAZEAFBENRKBABERAE-5HR , ﬂBAﬂJFﬁ’E*HF‘EFH
SRo 1_$¥—.“J\Iﬁfb?ﬁ*ﬂuufi*ﬂéﬁ%mﬁmfio Eﬁﬁ
RN NARFTEERRES S EN KR,

Ab
Eb

%

=

=
=

=

8
AE
PR
B

RERAMNERT
MEHLED ,

MRLZHNARFREETZHFAEENRE  SEFASNFHIR ,
A A A ENEF R T BN REE 7 0 AAPRATIAM SR B S 122 5 X 36 5K B 1Y 17 (8] A
£ shared-policy-store ¥R EAH |

RBEMM. 4
RS R M BRE SR B T4

]

RAgEERRIEE

RIESEE R Cedar FRIEFAH permit = forbid XRBFZBMNER S ZHEME D

{K. All policies are global and
can be centrally updated.

&, Mustidentify and
delete only tenant-specific
policies.

=, Tenants share resource
quotas that affect policy stores
like schema size, policy size
per resource, and identity
sources per policy store.

individually, but changes
require more coordination and
complexity.

&o You must add global
policies to each policy store in
onboarding. Replicate global
policy updates between many
policy stores.

&Ko

Delete the policy store.

{€. Each tenant has
dedicated resource quotas.

, BFALBRIAM G ER LIRS,

HE R 7
;%ﬂl%ﬁﬁ% XiRH#E

WA B R F 5

I8 BIE M BRAE 45 E B R

PUECIPY

B

106



Amazon Verified Permissions AriEE

permit (
principal == User::"e3527bb8-f74a-48da-818c-f7e6ef79bf7c",
action == Photo::"readFile",
resource in Album::"615e85bc-f03d-4915-b4eb-4c184b8da25d"”

)

when {
resource.private == false

5

BANEWIBRAIBEIER principal M resource M{E., X# , Verified Permissions 5 7] LA SR B 4w
FFRE , RERERER  HMESHE. NREFEZNFSTRNEFIARETFHENNER , HI1E
WA AR EAR IR E M i 2 84 EARF B IRXS .

BROE— when FAFEEETAANRFIIRNAEKR. B, gIZ - MXENAKERKTELS
BREI T RUERBISREREZ, HlU , EERBHREIRDFNIMBERENAF | SBTORMEAN
KHE , REBIIR , TBREEHNRE K HAE-IMEEABES N EEANEXRMLEFRER, itz
T, BIERTSHANER , AN ERA P AR IS BRE A T BN R —H 8,

FORREMT AT

FRITRERN , 8MREBLASEERFEXEK, BYEN viewFile ZRAVEE , AL
ENEINATAFENAZNGER , JRENNHG , BAIREREXHRTNNHES. BR , MRRE
createFile KW , ERNERMTLBAEN ., EX QB DRITREN , ©CERT
FARR? TUARRXAARE , BNz H4E 7T,

XRARCEZENRBN—NRO, BRGUEBSRINBREST. MESFFEEMARR , 4R FE—
MER , EBEENSEREUETRANR, BRLSRRINAINSNMNARBLAEFETENERA
MARAFEIANBRNER. flIn , MRREHELFE—NXHR |, NATLUF61 2 XA RvsE D EE R
MNZEXHERORR , AAEZXHERTD , RBRRKFUCH A RALFEN

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource == Folder::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"
);

BR , RTFEXHRX , BZELAL? BFXRNABRFFHN—IME2HELKS, , A FEERR
Bo EXFERT , MAFE—F LT, BI NI ATLUEM RS A EF T UEREZ
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X2, BRAFBEMNEBEEERRELKFPRIRNYS. IRFE-—ITRENLTX . EFEACH
KPaR. Rt , KWEARSRRBAFRCIRNESR , TUAEARUUT RANKEBENERTEXNEER,

// Grants permission to create files within an account,
// or within any sub-folder inside the account.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"
);

B2 , MREKFBREFE , BZELASD ? BUUERRITEFEMIERE , AEEERSEH AR
WKF, MRREME  BREBFE-NESFERRTZAEAUCEKFNENERLR . INMBEREHRNAR
BANRE , EMAREXL T system root”s B2 , REFEXMARURNABEHRSE ( NAEFRE
&) KRRE,

Rt , ¥ T ROINARERF , ERNRR[BZREHM TR

System Root

Account 1 Account 2

Folder 'D' ]

[
7 X /\[/\

rre7) (ries)

RN

[File 1] [File 2] File 3] [File 4] [File 5] [File 6]

[ Foider'a’ | [ Folders | [ Folderc' |
[

BXR—NRBIRREGN , HRREHEREHN, FECANR K RREIRERERRERNLTX
RHETH. XERRUERIEAN , fIHK/LR , REZWEAN, ERITRUERR , HHLERX
ERARiR , LEERNER PN ERITENERAMERT,

NERERRERTE

ERITRBRRREHN , —HELNAQDRERAEFNRAFSHEATFKFFRENESS  LERE
EMERENNRAREFT.
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4 Account

customer _id: "12345"
name: "Jane Doe"
email: "jane@example.com”

\§ /
AN
Folder 'A'’ ] [ Folder 'B'

7 7N
(riet) (Fiez) [rie3) [Fiea)

BNBUEHERBAN—HREX, XREN , EEFENNARFT , BRARBETRLRNRE
REHMAF, fla, BULERSINREKS , LHMAFAUEREPRERS TR, B, il
EFANSFENSERERATEENMIKSANRER. EUREEER—NMNKFNABERELLS S~
AP, EEESHAS MK AER.

HEARAFSOEAKFHNTRERN , IENZIRMEELXI, ESAENNRE , RUXMEN
RTFEMAGRKSBFRONR , I TRLKEEARTFEIR T FOHNR , fIWNER Jane BB F
R A 2 B F AR

Hit , ZAENBERT , EERMNGERNEAERRRRSE  AERAEEANR I AENZ
RWBLEN Z & 2B EEREITEE,
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RAriEmE

User

id: "12345"
name: "lane Doe"
email: "jane@example.com"

User

id: "56789"
name: "Alice Jones"
email: "alice@example.com"

/f,-",-" Permission to perform an*,f_\‘l

// action within the account
permit |
principal == User::"12345",
action,
resource in Account::"98765" Account
I
\‘“ T "/ id: "98765"
"""""""""" bemssmmosseoooee=d payer: User::"12345"
_-=""| email: "admin-team@example.com"
Folder's' | { Folder'8' ]

L)
o o

:File 1] [File 2] [File 3] [Fi|e4]

/;,-“ Read only permissions \'1

// within the account

permit (
principal == User::"56789",
action == Action::"viewFile",
resource in Account::"98765"

\ /

MRIGHNENFARFELEFERAXMOEER | BIUGERITEERR | Z2ER A E G X iPiE
B, flgn, —MABFREE—NER Customer WEES , ZBISEBOR TR B4, BEXEIEMNM
MMAENER , TLUSHEMRSE B — MRS | ZERETE Customer Identity H—NMEHESRMAE
(BEHHE, BFHHSE ) M Customer Resources B Customer Account BJ—NEJdZ 4830
& ERENAENMERENRT R, XFANEATUXZEMEN Id , EEETREW Type,

HERSHREDH
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// Permission to perform any

// action on their own resources

permit

principal == Customerldentity::"12345",
action,

resource in CustomerResources::"12345'

Customerldentity i CustomerResources
id: "12345" id: "12345"
name: "lane Doe"  [rommsssssssssmees bommmmmm oo
email: "jane @example.com” _‘},-*’
Customerldenti T
ty Folder'A' | { Folder'8' ]

name: "Alice Jones"
email: "alice@example.com"

r
i
customerld: "56789" -~ i
i
i

LN LN\
[File 1] [File 2] [File 3] [File4]

i

[ Read only permissions on another

[ customer's resources.

permit |
principal == Customerldentity::"567839",
action == Action::"viewFile",
resource in CustomerResources::"12345"

);

BB M ER AR

EFNEERAERINARNEA, BOEABMRKRTINRES , fIMMEAF LFHA
A “permittedFolders’BIE M :

// ANTI-PATTERN: comingling permissions into user attributes
{

"id": "df82e4ad-949e-44cb-8acf-2dlacda71798",

"name": "alice",

"email": "alice@example.com",

"permittedFoldexs": [
"Folder::\"c943927f-d803-4f40-9a53-7740272cb969\"",
"Folder::\"661817a9-d478-4096-943d-4ef1e082d19a\"",
"Folder: :\"b8eels40c-fa09-46c3-992e-099438930894\""
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FH , BEEREREPERZELE :

// ANTI-PATTERN

permit (
principal,
action == Action::"readFile",
resource

)
when {
resource in principal.permittedFolders

};

XM EREAFENRER ( AIRENEAATLILRBEXHR ) RENETE SR RIRRIZES

(ABAC ) ##H# A HHHEE-EFRIER, EF I FRERR , EREBEHEFRNFRENTRES

EMRME, FRENRAT  ATHEEERGREMNMEXHX , LTEAZSIRAS , MREZH
REEEBRMPIIH  FEERIER , IHEME , B -IPRBEEFHRNR,

XMEENSE - MRERE , SNREESHEAN User icFHEt , gt HRT RAENRE. WRA
FRIBBRTZAR , MHE User IBERMRITA/MRFEMN , A ETRBIFERBENTITRENEAR
#lo

Mk, BNBWEEASNH R RBERRIXER , TUAEARBERRZARELRDEER
o

//BETTER PATTERN

permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"c943927f-d803-4f40-9a53-7740272cb969"
);
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"661817a9-d478-4096-943d-4ef1e082d19a"
);
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"b8eel4@c-fa09-46c3-992e-099438930894"
);
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ERPIT(EEAE |, Verified Permissions AJ ARt BIF Z B IMMBARRE, MR ENHERE | LUX
AN EYHTEEES TEBMFIT,

EEEPEHARGANR , FAFAEPERORESNR

RITIARREESGEN—FRE , 2RIT-—IPERFE ZNRFENRIER | f40 Read
Write , MESRIFEZNRERANRE, NERANENTERTRERE TEFNERA FZHH
R, REKRBTHHHRENRFTNEAUENZEEFITR

MRRFALELBANR , MATWRFERITERNREGR  IREXNARFABNREED , LUER
ERMNVMR. i, FESRENH N ANERFERETRRNONARFARD , TREABARE. It
S, EREEMRE , URBREBER

permit (

principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",

// action == Action::"read", -- coarse-grained permission --
commented out

action in [ // -- finer grained permissions

Action::"listFolderContents",
Action::"viewFile"

1,
resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

ANTHEXHRANESENTER , BEMEELFANR, REMAELFANRITUBERKAN S BHIT
¥, BNMRFLRAFEESEERESNBANE , AHREASHESN Read M Write FHNE
ERHBIBRENELT  ZSRAURFEFENE, N TXRAREEXAINR , BT EARBERIE
EAFNH , FRANRDAITELWEST , flHl Read M Write, BIXMEE , HEFRAEE
IENENNR, ERERE , BXIHENENNREEN —RIBARE  SCHNARFJENR
REFR, EAUNEFEFHFITANER , [ITFBANR,

ZREBARNNEMRE

BINBESRERREEAFBERAXEK. IRERBAEAFREEMHITZERN—MHAEK. 7T,
BETUEARNBEREWNARFREN R, N, ETRFLEER—IMERE , HPRETRK
LAFALFENRRIR. EEERRNFAGEN , BARFLEZAENERAF T UM ZERR
1THYER1E,
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XEFRATRSARRERGER—LET, flg , “FERBETEENHRNERES (ABAC ) XK,

SERZEFERNGEMTL ?2EEENRE, IRRALZZNEZTEREFMIREESI E
EANFRMEEE. Rt , S TREHRTRCARIIEAFTHRNERN>m , TR2ERERAETA
BHIERNRZES (RBAC ) B2, B A RBAC , AIAERMMIEAKH MBI A WA AR , LU
TE R R AR
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A F 2

Verified Permissions i F & A FE BT X Verified Permissions 5K B§ 1z 1712 A5 3R 3k i R0 HEBR )
fE, ZNAFAFEALEENSERBELNEREFMRPH Cedar RBERBSRZIFER, MR RN
BEREY , B ETMERF JSON X 2 B T#, BX Cedar REMWEMFMITEARANEZE

/%\

®

, HZH (Cedar KEIBEESEER) HH Cedar FHERKIIIE,

Note

£ A Verified Permissions & HEMGEKRET |, Bl A HME4E o |, EiFRPEHEANE
BHR, T, BLEEBEERBENFHAEE., XEEEMNNEREPIEE , REMNEBERT
HWBEH, ST EGREETHMEEIH S,

BRI ERNERRRNET , BTRE A,

Visual mode

(® Note
EFEANRAFEOTHER | BSAERBEFEPEL—RY,

EREATMEN TN ERE | FERUT SRIEE

1.

$TF Verified Permissions ##|& , Wik hitps://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,

EEMSMERS , BENHAFE,
EE AR,

EEAED , NEENEERBEPRFERTRENTHR, EXFERNZEFHA—DIRA
Fo

(AR ) EERMRE , NEEFHERMRESE, EBREAMBIZEEHRXIKMGE , FEER
KK B FRSS 10 AV BR

NEEZHNFIMNEEEERMEE. 2N FaERRARNERPEENELEE,
KRR P, BRFEEERTHER, &£XAEFRNIZEFRRA— MR,
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https://www.youtube.com/watch?v=Gi3joEySMPQ
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8.

10.
11.
12.
13.
14.

15.
16.
17.

(AE ) EERMRE , NEERFRMREE, ERERESHFNIZEFRHXKGE , FiEF%
R SRR RS L M ER

NEERRNENMNEMEEERME. 2N P A EREMRNERPEENEEE,
EEESS D NEEZHNB RN BRREIRFERETEEERTHRE,
NEERENSINEMHEERMEE. ZNRFEEAREURNERFTIEENEEE,

(AN ) EEAKEIRSH  EEFMSE , BURNEERBORK RIS,

MTHLF R Ik T SKRARPR IR AT 5 A ISR AR IR

(AL ) EERMRE , NEERERMREAE, BRERESFNEZREHRXKE | HFiEFZ
R SRR RS BB ER

NEERMENFINEEEEREE. 2N P aERAEMRNERPEENEEE,
RN, FZRERINENEE A,

RBRETRNER , BARBEF#ED Cedar RENENER. WA FAEXERAFRIEL ZIF
REREK , AR EREFAHRETIHEHERBINERBRNER,

JSON mode

E7 JSON X TR |, HERUATHSREF

1.

$TFF Verified Permissions #2#%I#& , Bt https://console.aws.amazon.com/
verifiedpermissions/, ERENREE]E,

EEMSMERS , ZENIAFE,

%E$F JSON =,

EBERFAEERBOH , MREET —MNEY , BNZRUHNEMRRBEPERERITRENE
K, EXAERNZEETA—MRRF,

MRRENEN , BERITEREN EEXEE R A TR

MREELT —MNRM , FNZRENRFERERERR R, EXFERNZRFREA— DR
R,

MRRENEY , BERFRXAEREAZTR.

MREELT —MNRA , FNEEZTENR RN BERRETIRFERRE.

WMRARE IR |, BHEREXFE A ZRE,

EETXFERF , ABRELDNERN LT, ZERETXRAATERIURKENHIESR.
EXREFZERFT , HARNRRPEIMENREREBEENEREH,
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9. BERETRMER , RIUKBFM TP Cedar REEHIRNFR, MIAFAESERAFHIELIZE
REVREK , UREBERHFNRESITEHREINEREXNESR
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£ Amazon R UE PR SR I 7R

RIERBFME. KRB, Bk, FUNRNEEE , I UFHRER Amazon Verified Permissions #&4X
BRT. EXUNCKRIENNREN , BLTFPHREEE AWS ERABRFPNERESER, EY
CRIENRBEEHNARFER , BHRM— AWS SDK H3XIFA SRR APl H 4 X EH K/

FERBIROREN S E,

ERAZSRIERRETRENN TNARFPH UX RN API RERIFEFH.
AP &30 PR

BHAPNENRARR UX WHRNER. BUURIAATFHAFEEMNEEHANBYIRE, &
H, BEMEARE, flin, SRAFERE , EURFEBREEKSFREER "BIK R, £
LUz AP ARV RAE, Bl EE—MRITRRAEFT , BUEERERT AT ENAF
EARZ R,

AP X R

BRERAPXNBEAHENER. NSARFEERIAXNREN—I2 , ©MMAIE API 5| AE L.
ERITHNRABRFHRHEIF | Verified Permissions LS R “B 0K 24 , HEWAF X2 H#EK
M HEE =W BAURE, Verified Permissions A] LA T HF & &4 3E K B 450K 7 /Y AP
B3R, ARG EKHEE B H MKk - 8iE R,

WAL BN ROIKRE R FEERA. ERERE , FEENNHAFIRPDigitalPett] 2 Store KA
R

BREAFLERNIIN UX RN HRIWROIZARERF , FSHAWS Z28%F EW “#EH Amazon B
WUF AV BRI 1T AAE AR E R

AT RINE API 124E
B PR APl EB U T REURE,
IsAuthorized

IsAuthorizedAP| BERFEHAERIENBHNFBRIERHAOR, BHABREIBE, BE. &
B, ETFXHMEATE, ERIENRLSBIFEENREFEF R EFERPIEME, RS, Verified
Permissions 2R F1E KM K& F6% X B T iER P REH A KB R TG EHER,

AP| 124k 118


https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
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IsAuthorizedWithToken

ZIsAuthorizedWithTokeniZ/EARIEIL ¥ Cognito JSON FESHE (JWT) VAP BIEEK
BIER, KYRIENNFRE T EREFEH Amazon Cognito 1ER IR KBS 12465 R Y B 493K JR. Verified
Permissions 2RFEAF ID KR TEFHNEREXRZNERFHERANFERE L. BB
Amazon Cognito A F it FR Y A P I8 SR BF4A B B B AR SRR BDURE R B2 R o

BB EIsAuthorizedWithToken®E RH B e EXBASI A T HEHENELS, BLIERE
ERABIBEERIEIZMHEN JWT 1,

Batchls 2 21X

ZBatchIsAuthorizediRFEEAN APl ERFLEBHNENEZRATRRNSMRBRUREK, R
ERERD AN ENMLERE , NTIERRERBDEFEAE , FREKS 30 MERRER
FEFESMRENRIRER. BIXNENERATERN , &0 SATHER P X B RRATRRE,
BEEXEANEFLANEZN , SO SATERR P o A 2 REUREN R IR.

BatchlsAuthorizedWith{t

ZBatchIsAuthorizedWithTokeniREE—N API BRHAFNENBZRALESNRNRE, &£
FEAHEBHERRETFES DR ID HFRGTEEXRE, WRERBERIANENMMLERE , U
BEAREBDOIAEAE , HREHS 30 MREMBRBERPEMERNEBELOREK., EEHNE
B | WA LU EE M S EE Amazon Cognito BB BHA R R B & RIZNE 77 RNR,

B —#¥IsAuthorizedwWithToken , & 8EEBatchIsAuthorizedwWithTokeniERFBEHF/ X
BASAFZRAXRBENEE, BATEMEZEABRBERIEIEEN JWT F,

A SRR R E

EENBHNARFN THERIENRZSOREN SN | &7 LAUEFF & K BEaH6E i 7 & Fi@
& HTTPS REST API i&3RX 8 B UEX PR # 1T ¥4k, NXFAERA TR HRBFEEERHN AWS
Management Console X E RN TE,

BEESMNESEREFONARFRIT , 2IRIENNE RESTAPI REFXN T —F, 2 RIFH
BR API ##% 7 & IsAuthorizedlsAuthorizedWithToken, B3R #XiE 3K LA K Batchls[@] XIBRF L iw T R
HPEZER AWS APl FR, ENMNSBHNRINER | B EREM API BEFRIRERIBER , HRIEZH
KRR IRMERERURE,

Bilan | B LIRBU TS B IsAuthorizedfE RAIKBE F4 DTN,
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
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Test bench

1. $TFF Verified Permissions ##l& , Mtk A https://console.aws.amazon.com/

verifiedpermissions/s MR ISR B 771 QI & N Store KY R BEDigitalPetTF & o
2. HEFMREEFIERE WHE

3. EERIEMNPR APl ZE|sAuthorized FIEEFREZWMIHFE R BER. U TEMEEEH T RHI 4
7 5| A DigitalPetStore R HI &

a. FEWLERARK. BULRKRXEITS , Hi1£¥DigitalPetStore: :UserH i
AAliCeo

b. MEWLHNABRENEF. && “HMRXEY", %FDigitalPetStore: :Role , AfF
WA B,

c. FRFREANIMF “1234", NTFERAEERENTR | &
#DigitalPetStore: :0rder H#iA1234,

d. iZDigitalPetStore::Order®BREFE—Mowner/Et. F Alice RENITREMNE
&, %¥EDigitalPetStore: :UserHHM A Alice

e. Alice BREFITHE, N TERALEEXRDNTE , Fik
#DigitalPetStore: :Action::"GetOrder",

4. EEBITERNER . ERLEUHRBEEET , KIBERSGFBALLOWRE, HERERERE
Y TRE BUR

5. NEMSMmEXErH | EEXEK, EFERSEBEK , B ‘BERAG-FKREUTE,
6. BEE A HTZERAREFACGHARRENAMES , Rt RIENR A FIZIER,

REST API

1. FTFF Verified Permissions #&|& , Mty https://console.aws.amazon.com/

verifiedpermissions/oc MRIZEEEF& P BIZEH 7 Store B K BEDigitalPetiZfi

B TR EFEXWREFME ID,

IsAuthorized £ ERIEN PR API & | E#lR6l 4 5| A DigitalPetStore Rl E K 1IE 3o
TFERN API B, RENBERFHEIEN XERFSHSNER. NRFEFRAR , ERRE,
R RABITESRIES %Fﬂsfﬂ’ﬂpolicyStoreIdﬁEE&ﬂy!"\Zﬁu1E'FE’\J%W%T¥{1%‘IDo
RRXERAEEFLER, ERMIADigitalPetEERIEF# P , IIERKIRE —NALLOWRE

o g &~ W D

A E SN AR PR RRE, REMBER , AERERAMHEERRRE,
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https://console.aws.amazon.com/verifiedpermissions/
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.aws.amazon.com/verifiedpermissions/
https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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1. EHERNARXNTRENCRIENNRER N SRIENNR, 0 HEWLHWAGENR
NEmployeeSfFan < 1234 MownerBHEE RN, Bob

2. LB AURKH TN E LRI, a0 | 183U3HR A “Cust omer Role-Get Order” BFIBUER |, LAMI
BUserAMEFMEENSRMY , Resource AT HBERUEEBobBEEEITH,

3. FREMUAFRBEMEEESRMRE, EFERIZME , LUE Alice AILUBEZHNESR, HlM0 |, &K
BiUser AR E R NActiveUsersEiIK A InactiveUsers, BB , MEREGRKAFRS
BEEEEHCWITE, EFEREME , F Alice RAEKRAFRIEESIAF.

SR AREM AWS SDK &5

EEENNARFEDSH Amazon Verified Permissions , R %4I0E W IR 7L N AR F R &I T E R
N, ERNERBCHLENRET , T—FR2MNBHERITHBER API EXR, Ak, BARIRE
NARFEZEURERFHEEHFNEERIRIGERS,

B A7 Fr a0 62 A B 30 UE RY AN R IR AN IE K

1. WEBXHFTAFPNEER, BE  AFNEFHAGEEELEEHRIINSENFAEEPREM , flu
JWT = Web £i# Cookie, iXLtF = #4E AJRESK B $E 15 2B /Y K BE 176 B H Amazon Cognito &
IR , tAIRESR B H Atk OpenlD Connect (OIDC) 24,

2. WEBEXAFEEHRANRERNGEE. BE , SAFMEEREN N AREF ISR =EFEe
RN ARFFREEXTRNER,
. BELNBAFPEERINRE,
4. ERNEDRIENRHBRIER , EhIEAFPZHRENZEREA. BE. REFRME, verified
Permissions 2R#EZH RIEF M KRBT G BERHBRERDURE,.
5. MR ARFIEECKEERIENRN AGFREL M |, HEFHIT AP ERORE,

ERIERR APl BEREBE AWS SDK 1, BEENARFPMAZLTRIENNR , FREMTEFE
ES M AWS SDK £ EINAREFE2F.

ETMEZEEHTH AWSSDK , ST E, Amazon Web Services

LT RER AWS SDK A ERUEMA R RAY 588

« AWS SDK for .NET
« AWS SDK for C++
« AWS SDK for Go

ERREFER oY


https://aws.amazon.com/tools/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
https://docs.aws.amazon.com/sdk-for-go/api/service/verifiedpermissions/#VerifiedPermissions
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+ AWS SDK for Java

AWS SDK for JavaScript
AWS SDK for PHP

AWS SDK for Python (Boto)
AWS SDK for Ruby

BLR AWS SDK for JavaScript JRHIIsAuthorizediR B H L & # 6 UF X PR A1 Amazon Cognito &1t
YR E A

const authResult = await avp.isAuthorized({
principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg""’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
I
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
1);
BESFHRERIR

« Amazon ERIENRIFITL

« Amazon EX X R-H IR

- FEATDHBUFNEN ASP.NET Core R AR K B E L RINKRBIRHRERF
« A Amazon BRIERBRN I FNAEFHERKES
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https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
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7y 1l N4

BERESHERAREXNES , EFRENERA, THIRESON -0, BAEIABATRE
—HR IP it BVIRIE  RENHEZHAFE2FER MFA B2R{E T AFRITRE. ERNARERTUGR
Ft E T X 2FEHE A EXTREERIBERERY, ERUENRBRELERPH ETXHTFEETES
HAE A JSON 3. contextMap

WAL N ANROIR B R FEERA. ERERE , FESNNHIFR D LI DigitalPetStore /R i 5
LEEER

BAR £ 3 RAR$E R HIDigitalPetStore R G FE i N N AR FF S Cedar HEERE 2 —,

"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true

},
"AccountCodes": {
"set": [
{
"long": 111122223333
.
{
"long": 444455556666
},
{
"long": 123456789012
}
]
.

"UserAgent": {
"string": "My UserAgent 1.12"

1,

"RequestedOrderCount": {
"long": 4

I

"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
},
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"Country": {

"string": "United States of America"
},
"SSL": {

"boolean": true

}
I
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore: :User"

}
}
}
}
B LT Xy EiERE
WRE

“itEltruesifalseff, 7RI |, /R{E f true or MfaAuthenticated R REFEERESR
TEZHERITZRES BRI,

RE
LTXRENEE. FERRATURTEHRNEKE (MAPIFR ) , A UEFRENKE I
BRENES. ERHF , FFE5 3 M TENKSHEREK,

String

HFE, BFEFIFSEARNFS , A"FZHFEER, ERHIF , UserAgent ZRIBERTEF AKE
REFHITRAVRKES.

KER
—NEH, ERHIF , RequestedOrderCount R R ERRBATEFEREFHET ENEMTE
M= #ERE — 55

B3
BUENEES, BXPNEBRLETXHAEAXLEEYE. TEEUNERFEHEXSAEEEPIEEZE

FEHEZEENEYE, EROIF , NetworkInfoldRBEBEXAFNERE IP. HEFIKREENZ IP
AY b 3B B LA R 4% R AV I Y 15 B

125



Amazon Verified Permissions AriEE

Entityldentifier

XiERentitiesiEPFRNKEMEENEIA, ERHIF , AFNITEEHA THHEBob,

ZE & R PIDigitalPetStore M AR ML R B E T, BAMEFHERNERentities, KRIEFMHER
FAFNERA KRS | IR A Customer Role-Get Order.

IE1E 182X DigitalPetStore SAEZEN LT X

&4 , DigitalPetStore TR — N EHE RN KK FMH. ETESEMNTEEN KRB LT XEERZE
BINAEAN LT, EEAL ETXERHERIERTH , BXEHN KB FENRIERBITUT
LT

Schema

MW R ERHRUNAUTEFRUI TN LETXEY, EFGetOrderactionsiT,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"UserAgent": {
"required": true,
"type": "String"

1,

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

1,

"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
},
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"RequestedOrderCount": {
"type": "Long",
"required": true

I

"MfaAuthorized": {
"type": "Boolean",
"required": true

I
"principalTypes": [
"User"

E5|HEER ETXNetworkInfod & %E’Jrecord?&ﬁ?ﬁm BEREPEIE— C ommonTyp
e &89 , (T Fi/R. commonTypeMER—HRZNEM , BRI LUFHNA T AR ESE,

(@ Note

‘BT R” AT R mET B i A X iFcommonTypeldit, HENENRMBIZRE DT
ERTEBETUER TEETEW,

"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true

},

"SSL": {

"required": true,
"type": "Boolean"

},

"Country": {
"required": true,
"type": "String"

}

1,
"type": "Record"
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}

Policy

UTRERETZSMEEN E T X ARLIURRNFRMY, CRUENAHSBERNERME | #i1H
‘BEFASRITE, ZRBRINERABERNERARRENAEE.

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.MfaAuthorized == true &&
context.UserAgent like "*My UserAgent*" &&
context.RequestedOrderCount <= 4 &&
context.AccountCodes.contains(111122223333) &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.SSL == true &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.approvedBy in DigitalPetStore::Role::"Employee"

};

W, BRONERQRIT R HERLIURH B RAMNEE RN E M £ T35

1. AP BER MFA &%,

2. AFH Web X ¥ 85User-Agent A EBEFRFEMy UserAgent,

3. APXZMBEREE 4 MREDWITE,

4. AFHIKF B2 — 24 912111122223333,

5 AFM IP it XHRBEE |, 1AL FMZELEF , HEMAIH IP Huik A0
2192.0.2.FF %,

6. A TAMEHEMIINITE, ERINERNentitiestEzS , RITEFH-— AR HIWBobA
FEmployee,

Request body

EFEAEYNEMAREEEREFEE , BUNE ‘BRIENR APP RER L TENE
KisAuthorized, HEE , ZentitiesXKBEE—1MNABGANNAFNE X Enployee, Bob
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"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
.
"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"
.
"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
.
"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true
1,
"UserAgent": {
"string": "My UserAgent 1.12"

.
"RequestedOrderCount": {
"long": 4

o

"AccountCodes": {
"set": [

{"long": 111122223333},
{"long": 444455556666},
{"long": 123456789012}
]

.
"NetworkInfo": {

"record": {
"IPAddress": {"string": "192.0.2.178"},
"Country": {"string": "United States of America"},
"SSL": {"boolean": true}
}
},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
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RAriEmE

}
}

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{
"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
I

R ETF X
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"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

}
iy

"parents": []

]

},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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THIT, BUFEETRENRBEPEEEE, ZREATUEEKS, AR, A2, BERA/ T AWS

RS o

ETRRNEREMTZRS PHOABKER, STEEETHRNER AM HER AWS HEFK.
AR FI5] &R (ACL)

mEEFIFIR (ACL ) EHBLEE (KFARA, AFRNAS ) ARGARKR. ACL EETHIRAEK
BEREL , REEATEEMA JSON R E,

Amazon S3 M Amazon VPC B X #F ACL BIIRSE ~"¥l. AWS WAFETHBEX ACL NEZEER ,
#Z# (Amazon Simple Storage Service FF R A R1Em) FHHEZFIFIFR (ACL) #i%,
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FHEXELFEZ AT, BRANRILANESFER , FZ6 (AM AFERE) P IAM KER
PRIZ .
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BHRS. MREALABSATHRAEDRE , MAXNEER LIPS KA RS 25K (SCP), SCP
BR i BX 52 K PP PRI SE 4R (SR8 AWS KPR A P SE4E ) BIRPBR. Bk Organizations 1 SCP By
BZEE , H3 (AWS Organizations FIF /) K SCP W TIERE,

« DERE - 2ERBELAEUREAANBCIBRSAF RGNS EFMENSHREZNSRE
B, FROFNNREAFNAGHETHONRBENIERBHRE, NREATUKREETHFRN
Hig, F-URBPHNENELFBEZAN. BXEZER , H5H (IAM AFERE) PHSER
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Amazon ERIENEN TERE IAM

EEAEE IAM N ERIERROGRINRZA , BE T HEHL IAM e AT ERIENR,

IAM & 8] LUESE Amazon 36 IEAX BR £ FH B ThaE

IAM Zh&E X% ¥ Verified Permissions
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BT R K &
RERIE =
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ABAC ( RREPIFIRZ ) B
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EBRE =
BEAE &
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£/ IAM ET 5O RRRE , S EEATRELNRENRIR , LR AFHIELRENTHS. 4
EEETEONKBFEETE , EACERTENNNAFRSRAR®, ETHTE JSON %HﬁﬁFﬁm
MABERE , B5H (IAM AFiERE) 1 IAM JSON XEE TS Ao

FE T Verified Permissions B E T 5% 8 FrE R 51

EEF Verified Permissions £ F B RBEHI RBI |, ES R i&H T Amazon Verified Permissions #J
ET BRI RO,

Verified Permissions F & T & JRH KB

X FET RIRAYREE =)

E T HRAVREE 2 M NE R IRH JSON R, ETRRNKENREISHE IAM BEEEREN
Amazon S3 FREMERE, EXHETARNKBHERES T , RSEEATUERCIREFHNBFER
HREVGE . XN THEERM IR ZIR |, REEE IS E A A SN 2R RIAT LR AR E M+ LARMN
THIT, BUFEETRENREPEEEE, ZEREATUEEKS, AR, A, BKERA/ T AWS
i

ESABKSERNER , BULRRNKSA RS —NMNKP R IAM XEEENETRFRNRBERNE
A, REKFEAFMBETHRNEBAREYEEXRRIEN —¥ME. AZERANTRLETF
EfErf AWS Ik, AIEKFHE IAM EEREXTNEOERAZE (AFRAR ) BT IHRFRY
R, 1B RET H DR REHMERAUR TR, B2 , MRETHRFHRE@E— MK
FHEARTFHANR , WFEBFHNNETEHNRE, AXESEFEELE , B30 (AM AFER)
|AM R B 5 K 7= SR 1 B X R o

Verified Permissions B9 B& 1% 4

X RIEERE =

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRY , BNEAATLF AR RRITER
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JSON REEHY Action TEMRAA TERKP AWIIEL B RINRE, RBREEESXEKN AWS
AP BERE. B—EHINER , HlIRBTE APl BRENNRNR B1E, & -LREFTELRK
RIITSMEE. XEMIRER I HERERE.

ERE P IS REURFIITREBENR,

Bk Verified Permissions #EMW TR |, ESH (RFRXNXSE) BB Amazon Verified Permissions
E XK RE,

Verified Permissions HHY SR RAETEIRERTEA U T AR :
verifiedpermissions
EERMEUREESTURE  BEAESHENRT.
"Action": [
"verifiedpermissions:actionl",

"verifiedpermissions:action2"

]
B UERABERA () BEESMNMRE. i, EIEELEF Get FAMNAERE , SHEUATEE .
"Action": "verifiedpermissions:Get*"

EEF Verified Permissions & F B RBEHI RBI |, FS @ EEH T Amazon Verified Permissions HJ
ET BRI R,

Verified Permissions B9 KBS &R

X RBEAR =

EIE R A LAER AWS JSON REERIEEW ARG RMF L. WHRY , BNEME AT LT IRR
1THRE | UREFLAFHTNIT.

Resource JSON KRBT RIEEEQHNAREN —IRZ MR, BEAHXNEE Resource
NotResource T&, ENRESXER , BHEAHE Amazon BREEH (ARN) BEER R, N TXEHEBER
BRER (MR BRBRENR ) WIRE , BRI RITIRE,
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Analyzer £BIFF NI B REE , SUEXLEREFS IAM REEES (JSON) M IAM &SR
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
KEg, BXEZEE , HZH (AM AFER) HH IAM Access Analyzer REEHE,

- FESEFMHRIE (MFA)-IR AWS IKFENZRFE IAM AFSRAF  FEA MFALREZR
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Eif 8] Amazon Verified Permissions 12&l& , BMWNEH —HHFEMINR, X ENR XM ARIFEGIH
MEEEXTERIENBRRRNFAESE AWS IKF, NMRGEBEXIENRERBEEAN=ENETFEH
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NBERAFPNACMATUEHACRIENRIZE S  TEEHCRIFAR
BRConsoleAccess®ReadOnly AWS IEE XM NEIEE, BXEZEE , B5H (IAM AFE
) PHN AP RINER.

RTFAFEFMITE S KR

ZRBIRER T BRI KRS LAY IAM AR EEHRMNAERAF SN ABRMITE R, WERES
FEERS A LSRR AWS CLI 58 AWS API BURTE S 5T BRI IRER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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BltEiR, BER , REMLAEERFACHMBTFHNRT THITIHERE, Mary TEERABEERRS

YA BR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:

jam:PassRole
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» DeleteldentitySource
(® Note
RNTRPBIERF , SENTEIPRIRT —E£FE,
IsAuthorized
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
I,
"eventTime": "2023-11-20T22:55:037",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"principal”: {

"entityType": "PhotoFlash::User",

"entityId": "alice"
},

"action": {

"actionType": "PhotoFlash

"actionId": "ViewPhoto"

}I

"resource": {

"entityType": "PhotoFlash

::Action",

: :Photo",
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"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"
}
BatchlsAuthorized
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-11-20T23:02:33Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
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"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

},
"responseElements": null,
"additionalEventData": {
"results": [
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
I
"action": {
"actionType": "PhotoFlash::Action",
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"actionId":

iy

"resource": {

"entityType'

"entityId":

},
"decision": "ALLOW"
},
{
"request": {
"principal": {

"entityType'

"entityId":
},

"action": {

"actionType'

"actionId":

}I

"resource": {

"entityType'

"entityId":

iy

"decision": "DENY"

iy

"ViewPhoto"

': "PhotoFlash: :Photo",

"VacationPhoto94. jpg"

': "PhotoFlash: :User",

"annalisa"

': "PhotoFlash::Action",

"DeletePhoto"

': "PhotoFlash: :Photo",

"VacationPhoto94. jpg"

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"
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}

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T0Q7:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T0Q7:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
"requestParameters": {
"maxResults": 10
1,

"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",

@II’
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"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T12:58:57Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.4444047",
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"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:11:4872",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl111111"
},
"responseElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa05dc6",
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"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [

{
"accountId": "222222222222",

"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:42:30Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
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"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z2"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:29Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
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"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",

"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

:policy-store/

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"configuration": {
"cognitoUserPoolConfiguration": {
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"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
I
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.5995347",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "f1l3a4l1dc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:3172",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9as427",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T20:05:32Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
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"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": null,
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"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,

"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": '"Management"
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